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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work, In the field of information technology, ISO and TEC have established a joint technical co

mittee,

p—

50/1EC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria ne
the different types of document should be noted. This document was drafted in,acc¢ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development'\of'the document will &
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

Hor an explanation of the voluntary nature of standards, the meaning of ISO specific tel
gxpressions related to conformity assessment, as well*as information about ISO's adhereng
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www
iso/foreword.html.

This document was prepared by ISO/IEC JTC@;, Information technology, SC 17, Cards and securit]
fbr personal identification.
T
t

his second edition cancels and replaces the first edition (ISO/IEC 18745-2:2016), which h
echnically revised.

The main changes compared to the previous edition are as follows:

—~ simplification of the test'conditions for PCD in terms of temperature;

- modification of theloading effect required for eMRTD.

oy

list of all parts-inthe ISO/IEC 18745 series can be found on the ISO website.

oy

ny feedback.or questions on this document should be directed to the user’s national standard
ompletedisting of these bodies can be found at www.iso.org/members.html.
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Introduction

This document represents a necessary step in a process designed to ensure contactless communications
interoperability between inspection systems and machine-readable travel documents to be accepted by
them. The purpose of this document is to provide the conformance test plan that needs to be performed
to ensure conformity of inspection systems and any machine-readable travel documents in accordance
with ICAO Doc 9303.

This conformance test plan is not designed to repeat or duplicate the referenced specifications and
associatEld test method [essentially ISO/IEC 14443 (all parts) and ISO/IEC 10373-6] but to list the teqt

conditions to be performed in addition to the ones already described in the ISO/IEC 10373-6 and tp

define tlpeir testing and use conditions.

vi © ISO/IEC 2021 - All rights reserved
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Test methods for machine readable travel documents
(MRTD) and associated devices —

Part 2:

Scope

his document defines the conformance test plan, based on ISO/IEC 10373-6}.for the comtactless

interface of eMRTDs and eMRTD associated readers compliant with ICAO Doc 9303.

pplication requirements for eMRTD and eMRTD reader are outside of thé scope of this docun
re defined in ICAO Doc 9303-10.

2 Normative references

—]

he following documents are referred to in the text in suelia way that some or all of thein
onstitutes requirements of this document. For dated réferences, only the edition cited app
undated references, the latest edition of the referenced:document (including any amendments)

Q

]

50/1EC 10373-6:20161, Identification cards — Test@nethods — Part 6: Proximity cards

IFO/1EC 10373-6:2016/Amd.3:2018Y), Identification cards — Test methods — Part 6: Proximi
AMENDMENT 3: PICC loading effect

IFO/IEC 14443-1:2018Y), Identification cards — Contactless integrated circuit cards — Proximity
Hart 1: Physical characteristics

IBO/IEC 14443-2, Identification cards — Contactless integrated circuit cards — Proximity cards
Radio frequency power and sighal interfacel)

IBO/1EC 14443-3, Identification cards — Contactless integrated circuit cards — Proximity cards
Ihitialization and antigollision!)

IBO/IEC 14443-420181, Identification cards — Contactless integrated circuit cards — Proximity
Rart 4: Transmission protocol

Doc ICA0-9303-2, Machine Readable Travel Documents, Eighth Edition — Part 2: Specification
Security-ofithe Design, Manufacture and Issuance of MRTDs

—

o€ 1CAO 9303-9, Machine Readable Travel Documents, Eighth Edition — Part 9: Deployment of B

hent and

content
lies. For
applies.

by cards,

cards —

— Part 2:

— Part 3:

cards —

s for the

iometric

I"lpnﬁfir‘nﬁnn and Electronic Storage nfl)nm in MRTDs

Doc ICAO 9303-10, Machine Readable Travel Documents, Eighth Edition — Part 10: Logical Data Structure

(LDS) for Storage of Biometrics and Other Data in the Contactless Integrated Circuit (IC)

Doc ICAO 9303-11, Machine Readable Travel Documents, Eighth Edition — Part 11: Security Mechanisms

for MRTDs

1) When ISO/IEC 10373-6 or ISO/IEC 14443 (all parts) are referred to, PICC represents the eMRTD
represents eMRTD associated reader.

© ISO/IEC 2021 - All rights reserved
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and
— ISO

[EC maintain terminological databases for use in standardization at the following addresses:

Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

test me
method

assessing their conformance with International Standards

3.2

sample
piece of
accordi

3.3
PICC
eMRTD

3.4
PCD
eMRTD

4 Syn

For the purposes of this document, the following abbreviations apply.

AA
BAC
CVCA
DUT
DV
EAC

eMRTD

fe

thod
for testing the characteristics of eMRTDs and eMRTD associated readers for the purposé

=)

the total number of eMRTDs or eMRTD associated readers required and préesented for testing
g to this document

bbject

hssociated reader

nbols and abbreviated terms

active authentication

basic access control

country verifying certification authority

device under test

document verifier

extended aecess control (throughout this document, the term EAC refers to EAC v1)
electronic machine-readable travel document

frequency of operating field as defined in ISO/IEC 14443-2

Vi

min

max

IS
LDS
PACE

frequency of subcarrier as defimred i tSOAECH4443-2
minimum field strength as defined in ISO/IEC 14443-2
maximum field strength as defined in ISO/IEC 14443-2
inspection system

logical data structure

password authenticated connection establishment

© ISO/IEC 2021 - All rights reserved
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“XY” hexadecimal notation, equal to XY in base 16

REQA REQuest command, Type A as defined in ISO/IEC 14443-3
REQB REQuest command, Type B as defined in ISO/IEC 14443-3
tgpcp  low EMD time, PCD as defined in ISO/IEC 14443-3

VE,PCD EMD limit, PCD as defined in ISO/IEC 14443-2

5 Test methods for eMRTD

La

.1 General test conditions

53.1.1 General

—

est conditions and procedures in this clause are based on ISO/IEC 10373-6.taking into account
eeds of eMRTD application.

=

This clause addresses the test of the mandatory and optional featur'es of eMRTD's contactless i}

(@xl

.1.2 to 5.1.5 specify the different test setups, the values used for the tests, and a recommend
he format of the test report.

o I s

epending on the implementation statement of the applicant, Type A or Type B tests shall be pel

jary

1l the tests defined in this document and relevant to eMRTD are applied in accordance to PICQ

or tests of ISO/IEC 14443-1 and ISO/IEC 14443-2 parameters, the minimum number of
rovided for testing is three, unless explicitly defined otherwise. The applicant may reque
irger number of samples be tested. The samples provided by the applicant shall be personal
hould be marked each with a unique serial number.

v

et

L is not mandatory to use thesame samples to run all the tests defined in this docun
recommended to provide to the.tést laboratory at least:

-+ 3 samples for static eleCtricity test;

—+ 3 samples for alternating magnetic field test;

—+ 3 samples foplSO/IEC 14443-2 parameters;

4+ 1 sampled6r1SO/IEC 14443-3 and ISO/IEC 14443-4 parameters.

5.1.2 <Test environment

specific

hterface.

htion for

formed.
Class 1.

samples
bt that a
zed and

ent. It's

°F) and

Unless otherwise specified, testing shall take place at room temperature 23 °C + 3 °C (73 °F £ j
£nla Aitxr D0 OF +0 70 QF

h S Azl it o 3xza i
1 I'dilIICIIVIIUVIIIIICIILU UL 1T UIdUIvVGe 11u1111u1\._y o /U VU 79I /U

5.1.3 Test conditions for PICC

Unless otherwise specified, the test conditions defined in Table 1 shall be applied.
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Table 1 — Test conditions for PICC

Conditions Temperature Values

Atroom tempera-
Field strength ture and -10 °C
At+50°C 1,5A/m,2,5A/m,3,5A/m, 4,5A/mand 6,0 A/mP

a  Optional values 5,5 A/m and 6,5 A/m may be applied in addition.

1,5A/m,2,5A/m,3,5A/m, 4,5A/mand 7,5 A/m?

b Optional value 5,5 A/m may be applied in addition.

NOTE Optional and mandatory field strength values are chosen in line with the following reasons:
— mosf of eMRTD associated readers operate between 1,5 A/m(rms) and 4,5 A/m(rms);
— chedk that there is no potential communication hole between 1,5 A/m(rms) and 4,5 A/m(rms) or more.
Unless qtherwise specified, the values defined in Table 2 shall be used to adjust PIC€:tést-apparatus
paramefers.
Tlable 2 — Values of the PICC-test-apparatus parameters unless otherwise specified
Parameter Value | To be applied to
Parameiters applicable for all bit rates
FSDI 8 Type A
Start Of Frame (SOF) timing 10 etu “0” followedby 2 etu “1” Type B
End Of Frame (EOF) timing 10 etn“0” Type B
Extra Guard Time (EGT) timing 0'etu Type B
Makimum Frame Size Code in ATTRIB 8 Type B
Paramejters applicable for PCD to PICC bit rate f_/128
P(D field envelope during 60 % of t, 0,5 % Type A
ty 40/f. Type A
t; 7/fe Type A
ts 12/f. Type A
ty 6/fc Type A
Overshoot 0% Type A and Type B
Modulation indexm 12 % Type B
Rise time, ¢, falktime, t; 12/f. Type B
Paramejters applicablefor’PCD to PICC bit rate f./64 (optional)
a 0,1 Type A
ty 18/f. Type A
ts 15/f. Type A
te 9 Type A
Overshoot 0 Type Aand Type B
Modulation index m 12 % Type B
Rise time ¢, fall time ¢; 10/f, Type B
Parameters applicable for PCD to PICC bit rate f_/32
a 0,2 Type A
t 9/f Type A
ts 7/fe Type A
£ 8/f. Type A
Overshoot 0 Type A and Type B

4 © ISO/IEC 2021 - All rights reserved
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Table 2 (continued)

Parameter Value To be applied to
Modulation index m 12% Type B
Rise time ¢, fall time ¢; 8/f. Type B
Parameters applicable for PCD to PICC bit rate f./16 (Optional)
a 0,4 Type A
b 5/fc Type A
ls %/]c 1ype A
L 5/fc Type A
Overshoot 0 Type'Aand Type B
Modulation index m 12% Type B
Rise time ¢, fall time ¢; 6/f. Type B
Parameters applicable for PCD to PICC bit rate f_/8 (Optional)
Overshoot 0 Type A and Tlype B
Modulation index m 8 % for short modulation pulses Type A and Type B
Rise time ¢, fall time ¢; 5/f. Type A and Tlype B
Parameters applicable for PCD to PICC bit rate f./4 (Optional)
Overshoot 0 Type A and Type B
Modulation index m 8 % for shortmodulation pulses Type A and Tlype B
Rise time ¢, fall time ¢; 4/f. Type A and Type B
Parameters applicable for PCD to PICC bit rate f_/2 (Optional)
Overshoot 0 Type A and Type B
Modulation index m 8 % for short modulation pulses Type A and Tlype B
Rise time ¢, fall time ¢; 2/f. Type A and Type B
Parameters applicable for PCD to PICC bitrate 3f,/4 and 3f_/2 (Optional)
PR 56° Type A and Type B
ISI4 0 Type A and Type B
ISI, 1 Type A and Tlype B
Phase noise 0,03 Type A and Tlype B
Parameters applicablefor’PCD to PICC bit rate f, and 2f, (Optional)
BR 60° Type A and Type B
ISI4 0 Type A and Type B
ISI, 1 Type A and Tlype B
Phase noise 0,0125 Type A and Tlype B
5.1.4 ° Applicant information

In order to set up the tests properly, the information specified in Table 3 shall be kKnown by the
laboratory. The information not accessible to the laboratory from the sample itself shall be provided by

the applicant.

© ISO/IEC 2021 - All rights reserved
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Table 3 — Applicant information on eMRTD product

Product characteristic Standard reference Applicant declaration
Physical size of product ICAO Doc 9303-2 TD1/TD2/TD3
Location of antenna within eMRTD | ICAO Doc9303-10,B.1 | Data page/Centre of booklet/Cover/ Sep-
arate sewn-in page/Back cover
PICC class 12 ICAO Doc 9303-10, B.1 YES/NO
YES/NO
Shielding of eMRTD ICAO Doc 9303-10, B.7 By ) . o L
11 _yt:b, }Jl CLISTC WIICIT blllClulllg [N CllJlJllUu
(Optio:l\al) eMRTD resonance fre- ICAO Doc 9303-10, B.9 Minimum and maximum resonance(re-

quency rangeb quency in MHz
Commjunication signal interface ICAO Doc 9303-10, B9 Type A/Type B

Random or fixed UID (Type A) or
PUPI (Type B)

(Optional) PCD to PICC supported

ICAO Doc 9303-10, B.8 Fixed / Random

ICAO Doc 9303-10, B.4 List of supported optional PCD to PICC bi

bit rates rates
(Optional) PIC_C to PCD supported ICAO Doc 9303-10, B.4 List of supportedwoptional PICC to PCD bi
bit rates rates
(Optiorjal) Support of exchange of | 1015 o 9303-10, B.6 YES/NO
aflditional parameters
(Optionjal) Frames with error cor- ICAO Doc 9303-10, B.6 YES/NO

rections supported

Declare the maximum frame size integer

Maximum frame size supported ICAO Doc 9303-10, B.10 in reception supported by the eMRTD
Frame waiting time integer ICAO Doc 9303-10, B.11 DeclareSl'iII;;g;izr:jebv;iginegﬁg%integer
BAC: YES/NO
Supported access control¢ ICAO Dd)9303-11 PACE: YES/NO
EAC: YES/NO
Active|authentication supported IGAO Doc 9303-11 YES/NOd

a2 IfPIGC Class 1 is claimed, the Class 1 verification test is performed.
b If thq range is provided, the optional resonance frequency test is performed.

¢ Information required to perform-authentication is provided by the applicant (machine readable zone (MRZ), EAQ
certificatles chain with IS private\key, static/dynamic binding). If no access control is selected by the applicant, eMRTI)
supports|plaintext access. If PAEE)is supported, PACE is applied during operating field strength test. If EAC is supported,
EAC is applied during operating field strength test in addition to BAC or PACE.

d  Ifsupported, activeauthentication is applied during operating field strength.

5.1.5 [lestreport

The testjreport shall include the number of successful evaluations versus the total number of evaluationis
for each CQY\’\Y\]Q anﬂ for nar‘]'\ test A anrv]pflnn of cach fﬂcf‘ the lnFnrmahnn urhﬂfhnr the rncn]f JALAS

pass or a fail, and the date of the tests shall be included.

For all functionality check tests, the report shall state what tools and methods have been used to verify
the functionality of the eMRTD.

The test report shall include the information on eMRTD product as defined in 5.1.4.

6 © ISO/IEC 2021 - All rights reserved
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5.2 Test of ISO/IEC 14443-1 parameters
5.2.1 Antenna size and PICC Class 1 verification (optional)

5.2.1.1 Purpose

The purpose of this test is to check if the physical coil dimensions meet the requirements according to
ISO/IEC 14443-1.

ThisTtestis optional and shall be applied IT the applicant Clalms compliance with Ulass 1 1n 1dl| le 3.

5.2.1.2 Test procedure

=

etermine on 3 separate samples whether the eMRTD antenna is within the PICC antenna|zone as
escribed in ISO/IEC 14443-1:2018, A.1.1. The applied method is under responsibility of test lajoratory.

Q.

5.2.1.3 Testreport

o |

he test report shall state whether the coil geometry of the antenna jis.jtraccordance with PIC( Class 1
efinition.

Q.

3.2.2 Static electricity

5.2.2.1 Purpose

(@s)]

ee [SO/IEC 10373-6:2016, 6.2.2.

§.2.2.2 Test procedure

jary

pply ISO/IEC 10373-6:2016, 6.2.2 on 3 separate samples.
The discharge value is selected according to ISO/IEC 7810:2019, 9.3.2.

]

h case the physical size of the eMRTD is different from ID-1, the test procedure shall be appli¢d at the
dentre of a two-dimensional It¢cm x 1 cm mesh placed over the DUT.

§.2.2.3 Testreport

The test report shallState whether or not the eMRTDs operate as described in 5.6 after the applied test
fdrocedure.

§.2.3 Alternating magnetic field

5.2.3.1 Purpose

5.2.3.2 Test procedure
Apply ISO/IEC 10373-6:2016, 6.2.1 on 3 separate samples.

5.2.3.3 Testreport

The test report shall state whether or not the eMRTDs operate as described in 5.6 after the applied test
procedure.

© ISO/IEC 2021 - All rights reserved 7
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5.3 Test of ISO/IEC 14443-2 parameters
5.3.1 eMRTD transmission

5.3.1.1 Purpose
See ISO/IEC 10373-6:2016, 7.2.1.1.

5.3.1.2 _Test procedure

Apply ISO/IEC 10373-6:2016, 7.2.1 on 3 separate samples under the following conditions:
— attemperature -10 °C, room temperature and +50 °C.

Any PCI) to PICC bit rate may be used. For a PICC to PCD bit rate of f./128, REQA or REQB|shall be used.
For a supported PICC to PCD bit rates higher than f_/128 except bit rates of f./64, f./32:and f_/16, TEST_
COMMAND1 after appropriate PICC to PCD bit rate selection shall be used.

5.3.1.3 | Testreport

o

The test{report shall give the load modulation amplitudes of the upper andlewer sidebands at f_ + f; an
f. - /s anf the applied fields strengths and modulations.

5.3.2 Pperating field strength

5.3.2.1 | Purpose

o

The purpose of this test is to check if the eMRTD operates its application within the operating fiel
strength range defined in ISO/IEC 14443-2.

5.3.2.2 | Test procedure

For this|procedure, the test PCD assembly-shall be used as the eMRTD associated reader antenna. The
eMRTD pnder test shall be placed in the*PUT position, concentric with sense coil a. The field strength
into theftest PCD assembly antenna.shall be readjusted to the required field strength.

The follgpwing command sequence shall be used for this procedure:

For Typg¢ A:

a) REQA command;

b) rep¢at ANTICQEEISION and SELECT commands until UID is complete;
c) RATS command;

d) TEST“COMMAND_SEQUENCEL.

For Type B:

a) REQB command;

b) ATTRIB command;

c¢) TEST_COMMAND_SEQUENCEL1.

Any PICC to PCD bit rate may be used. TEST_COMMAND_SEQUENCE1 shall be sent after appropriate
PCD to PICC bit rate selection. TEST_COMMAND_SEQUENCET1 is specified in 5.5 depending on the access
control mechanism declared in Table 3.

8 © ISO/IEC 2021 - All rights reserved
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Execute the commands sequence on 3 separate samples under the following conditions:
— every supported PCD to PICC bitrate;

— attemperature -10 °C, room temperature and +50 °C.

5.3.2.3 Testreport

The test report shall confirm the intended operation at the supported PCD to PICC bit rates. Used test

conditions shall be mentioned in the test report.

5.3.3 eMRTD reception

3.3.3.1 Purpose

(@s)]

ee [SO/IEC 10373-6:2016, 7.2.3.1.

5.3.3.2 Test procedure

ary

pply ISO/IEC 10373-6:2016, 7.2.3 on 3 separate samples under the following conditions:

—+ every supported PCD to PICC bitrate;

— atroom temperature.

oy

ny PICC to PCD bit rate may be used. The three tests conditions defined in ISO/IEC 10373-6:20
hall be executed at least five times for each combinatien of field.

v

v w]

or each PCD to PICC bit rate supported by the eMRTD, the eMRTD shall respond correctly to a
ontaining the TEST_COMMAND1 as defined int5.5 after selection of that bit rate.

Q

5.3.3.3 Testreport

—

he test report shall confirm the infennded operation at the supported PCD to PICC bit rates. U
donditions shall be mentioned in the test report.

§.3.4 eMRTD maximumloading effect

5.3.4.1 Purpose

@)

ee ISO/IEC 10373-6:2016, 7.2.5.1 amended by ISO/IEC 10373-6:2016/Amd.3:2018.

3.3.4.2 _Testprocedure

oy

pply<JSO/IEC 10373-6:2016, 7.2.5 amended by ISO/IEC 10373-6:2016/Amd.3:2018 on 3
amples at room temperature.

w

16,7.2.3

h I-block

sed test

beparate

5.3.4.3 Testreport

The test report shall give the values of the measured field strength.
5.3.5 eMRTD resonance frequency (optional)

5.3.5.1 Purpose
See ISO/IEC 10373-6:2016, 7.2.4.1.

© ISO/IEC 2021 - All rights reserved
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This test is optional and shall be applied only if the applicant provides a resonance frequency range in
Table 3.

5.3.5.2 Test procedure

Apply ISO/IEC 10373-6:2016, 7.2.4 on 3 separate samples at room temperature.

5.3.5.3 Testreport

PRI TS | B AR | w1 1 £ . LR RS | £
The testyr CPOILSIIAITN SUALT WITCLICT LT HITASUTITU TTSUINAIILT TTTUUCTTIC Y 15 WILIIIT UIC T dITgT U TTSUIIAITU

frequengy declared by the applicant in Table 3.

In addit]on, the test report shall describe the applied test setup and conditions.
5.3.6 eMRTD EMD level and low EMD time test (optional)

5.3.6.1 | Purpose
See ISOAIEC 10373-6:2016, 7.2.2.1.

This test is optional.

5.3.6.2 | Test procedure

Modify the procedure ISO/IEC 10373-6:2016, 7.2.2 by computing the maximum signal out of the twp
results gbtained in step g) and by applying following step h)«otrthe computed signal.

Apply the modified procedure on 3 separate samples under following conditions:
— at1f5A/mand75A/m;
— PIC( to PCD f_/128 and f_/32 bitrate;

— atr¢om temperature.

O8]

Any PCI) to PICC bit rate may be used., The test procedure shall be executed on all ISO/IEC 14443-
commarlds and at least, on the first @ecurrence of the command listed in each steps of TEST_COMMAND_
SEQUENCET1 defined in 5.5 after-appropriate PICC to PCD bit rate selection.

5.3.6.3 | Testreport

The testlreport shall state whether the eMRTDs EMD level during tg pc complies with the requirements
defined jn ISO/IEC 14443-2.

Furthermore, thetest report shall give the measured maximum electromagnetic disturbance levels ¢f
the upp¢r andtewer sidebands at f; + f; and f, - f; during tg pcp.

5.4 TestofISO/IEC14443-3 and ISO/IEC 14443-4 parameters

Perform the tests defined in ISO/IEC 10373-6:2016, Annex G and Annex L at room temperature and
1,5 A/m(rms) according to the information provided in Table 3. The test command sequences to apply
are defined in 5.5. The appropriate block number in each test scenario needs to be respected.

S(PARAMETERS) empty block information tag 'A0 00' CRC shall be used in scenarios G.66 to G.70.

Tests ISO/IEC 10373-6:2016, G.3.2 polling and ISO/IEC 10373-6:2016, G.4.2 polling shall be executed
with the minimum delay between each Type as defined in Doc 9303-10, B.2.

NOTE The operating field condition chosen to perform these tests [1,5 A/m (rms)] represents the worst case.

10 © ISO/IEC 2021 - All rights reserved
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5.5 List of the test command sequences

5.5.1 General

This subclause provides the list of test command sequences depending on the access control mechanism
declared in Table 3. The laboratory may increase the test coverage by using additional commands.

5.5.2 Test commands for eMRTD supporting only BAC

5.5.2.1 TEST_COMMAND_SEQUENCE1

—

EST_COMMAND_SEQUENCET1 as defined in Table 4 is the sequence of commands, used for operating
eld strength test.

_

EST_ COMMAND_SEQUENCE1 shall come after eMRTD activation process described in
50/IEC 10373-6:2016, G.5.1.1 shall be performed.

]

Table 4 — TEST_COMMAND_SEQUENCE1, UT_APDU cominand definition

Step Command COMMAND-UT_APDU
1 SELECT '00 A4 04 0C 07 A0 00 00 02 4710 01'
2 GET CHALLENGE '0084 000008’
3 MUTUAL AUTHENTICATE |'00 82 00 00 28 <authentication token> 28’

According to AA keylength, select following command:
'0C 8800 00 20 8%11 01 <encrypted challenge>97 01 00 8E 0§ <mac>
00
'or
'0C 8800 06:00 00 2187 11 01 <encrypted challenge>97 02 00 00 8E
08 <madex00 00’

5 READ BINARY '0C B9 82 000D 97 01 80 8E 08 <mac> 00'
INTERNAL AUTHENTICATE command is/sent only if AA is supported by eMRTD.

4 INTERNAL AUTHENTICATE?

5.5.2.2 TEST_COMMAND1

§.5.2.2.1 TEST_COMMAND1(1)

TEST_COMMAND1(1'as defined in Table 5 is the default test command used for tests of ISO/IEC[14443-3
and ISO/IEC 14443=4parameters (5.4) consisting of one unchained I-block.

—

EST_COMMAND1 shall come after eMRTD activation process described in ISO/IEC 10373-6:2016,
.5.1.1 shall\be performed.

o

Table 5 — TEST_COMMAND1(1), UT_APDU command definition

Qfep Command COMMAND UT APDU
1 SELECT '00 A4 040C07 A0O0O0000247 1001

5.5.2.2.2 TEST_COMMAND1(2)

TEST_COMMAND1(2) as defined in Table 6 is the default test command used for tests of ISO/IEC 14443-3
and ISO/IEC 14443-4 parameters (5.4) consisting of two chained I-blocks (eMRTD reader chaining).

TEST_COMMAND1(2) shall come after eMRTD activation process described in ISO/IEC 10373-6:2016,
G.5.1.1 shall be performed.
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Table 6 — TEST_.COMMAND1(2), UT_APDU command definition

Step Command COMMAND UT_APDU
First I-block: '00 A4 04 0C 07'
1 SELECT Second I-block: ‘A0 00 00 02 47 10 01’

5.5.2.2.3 TEST_COMMAND1(3)
TEST_COMMAND1(3) as defined in Table 7 is the default test command used for tests of ISO/IEC 14443-3

dISO 1 14442 4 4 L4 Py £l 1 - S 11 1 LaAADRDT I pa | 1 - - Y
an TLG I 77077 Pdl AIIITICT S (J.T ) CULISISUIS U LT TT LIAITNICTU TPUTULRS (CTIVINT D TTAUTT UHAIIITITE J.

TEST_CQMMAND1(3) shall come after eMRTD activation process described in ISO/IEC 10373-6:2016,
G.5.1.1 shall be performed.

Table 7 — TEST_COMMAND1(3), UT_APDU command definition

Step Command COMMAND UT_APDU
First I-block: '00 A4 04 0C 0C'
1 SELECT Second I-block: ‘A0 00 00 02’
Third I-block: 47 10 01’

5.5.2.3 | TEST_COMMAND2

5.5.2.3.1 TEST_COMMANDZ2(2)

TEST_COMMANDZ2(2) as defined in Table 8 is the default test command used for tests of [SO/IEC 14443-83
and ISOfIEC 14443-4 parameters (5.4) which expects a response consisting of two chained I-blocks.

TEST_CQMMAND2(2) shall come after:
— eMRTD activation process described in ISO/IEC 10373-6:2016, G.5.1.1 shall be performed;
— LDS|application 'A0 00 00 02 47 10 01’ is-successfully selected;

— basic access is granted.

Table 8 — TEST_COMMAND2(2), UT_APDU command definition

Step Command COMMAND UT_APDU
If extended length is not supported:

'0C B0 82 000D 97 01 80 8E 08 <mac> 00'2
If extended length is supported:

'0C B0 82 00 00 00 0E 97 02 01 00 8E 08 <mac> 00 00'P

a The recommended maximum frame size is 128 bytes (FSD = 128/FSDI = 7). In this case,
maximum frame size test with FSD = 256 is not applicable.

b The recommended maximum frame size is 256 bytes (FSD=256/FSDI=8).

1 READ BINARY

TEST_COMMAND2(2) may be adapted to increase the coverage of FSD test by modifying Le value.

5.5.2.3.2 TEST_COMMAND2(3)

TEST_COMMAND2(2) as defined in Table 9 is the default test command used for tests of ISO/IEC 14443-3
and ISO/IEC 14443-4 parameters (5.4) which expects a response consisting of two chained I-blocks.

TEST_COMMANDZ2(3) shall come after:
— eMRTD activation process described in ISO/IEC 10373-6:2016, G.5.1.1 shall be performed;
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— LDS application 'A0 00 00 02 47 10 01’ is successfully selected;

— basic access is granted.

Table 9 — TEST_COMMAND2(3), UT_APDU command definition

Step Command COMMAND UT_APDU
If extended length is not supported:
'0CB082 000D 97 01 80 8E 08 <mac> 00"

021(E)

L
I

£
»

-
IN

=N
¥
m
e 3
57
%

If extended length is supported:

'0C B0 82000000 0E 97 02 02 00 8E 08 <mac> 00 00
a The recommended maximum frame size is 64 bytes (FSD = 64/FSDI = 5).

b The recommended maximum frame size is 256 bytes (FSD=256/FSDI=8).

5.5.2.4 TEST_COMMAND3

EST_COMMAND?3 is the default test command consisting of one I-blockdhich needs more th
me for execution. This command is defined by the applicant or by the‘laboratory. If the eMR

O3 o 3

OMMAND3 are not applicable.
5.5.3 Test commands for eMRTD supporting PACE

3.5.3.1 General

—

hese test commands shall be used for eMRTD with PACE. It shall be also used for eMRTD suj
AC in addition to PACE.

lwwl|

§.5.3.2 TEST_COMMAND_SEQUENCEI

o |

EST_COMMAND_SEQUENCET1 as defined in Table 10 is the sequence of commands, used for o
eld strength test.

—

— ]

50/1EC 10373-6:2016, G511 shall be performed.

Table 16— TEST_COMMAND_SEQUENCE1, UT_APDU command definition

an FWT
TD does

ot support any command needing more than FWT time for execution, the scenarios using TEST_

bporting

perating

EST_ COMMAND_SEQUENCE}" shall come after eMRTD activation process described in

Step Command COMMAND UT_APDU

'00 BO9C 00 06'
i READ BINAIiYech)r EF.CardAc- '00 BO 00 06 EO'

'00 22 C1 A4 <L_> 80 <Lg,> <PACE OID> 83 01 01 84

2 MSE: Set AT <Lg,> <private key reference>'

3 GEI\;ERAL AUTHENTICATE 10 86 00 00 <L.> 7C 00 00"
or encrypted nonce ¢
4 GENERAL AUTHENTICATE to |'10 86 00 00 <L.> 7C <L,> 81 <Lg,> <Mapping Data>
map the nonce 00’
5 GENERAL AUTHENTICATE to |'10 86 00 00 <L > 7C <L,> 83 <Lg3> <Ephemeral
perform Key agreement Public Key> 00'
6 GENERAL AUTHENTICATE to ['00 86 00 00 <L.> 7C <L,> 85 <Lgs> <Authentication

perform Mutual Authenticate | Token> 00"

a2 INTERNAL AUTHENTICATE command is sent only if AA is supported by eMRTD.

© ISO/IEC 2021 - All rights reserved
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Table 10 (continued)

Step Command COMMAND UT_APDU

'0C A4 04 0C <L > 87 <Lg,> 01 <Cryptogram> 8E 08

7 SELECT <Checksum> 00’

According to AA key length, select following com-
mand:

'0C 8800002087 11 01 <encrypted challenge> 97
8 INTERNAL AUTHENTICATE? {01 00 8E 08 <mac> 00’

or

'0C 8800000000 21871101 <encrypted chal-
lenge> 97 02 00 00 8E 08 <mac> 00 00’

9 READ BINARY for EF.DG2 |'0CB082 000D 97 01 06 8E 08 <mac> 00'

f INTERNAL AUTHENTICATE command is sent only if AA is supported by eMRTD.

NOTE
READ BI

5.5.3.3

5.5.3.3.

TEST_C(
and ISO

TEST_C(
G.5.1.1 5

5.5.3.3.]

TEST_C(
and ISO

TEST_C
G.5.1.1 4

The EF.CardAccess can be read implicitly or explicitly (SELECT EF.CardAccess command sent beforfe
NARY).

TEST_COMMAND1

| TEST_COMMAND1(1)

MMAND1(1) as defined in Table 11 is the default test commafd used for tests of ISO/IEC 14443-83
IEC 14443-4 parameters (5.4) consisting of one unchained\*block.

MMAND1 shall come after eMRTD activation procéss described in ISO/IEC 10373-6:2016,
hall be performed.

Table 11 — TEST_COMMAND1(1),. UT_APDU command definition

Step Command COMMAND UT_APDU
1 SELECT '00 A4 040C07 A0 00000247 10 01'

. TEST_COMMAND1(2)

MMAND1(2) asdefined imTable 12 is the default test command used for tests of ISO/IEC 14443-8
IEC 14443-4 parameters (5.4) consisting of two chained I-blocks (eMRTD reader chaining).

MMAND1(2) shallceome after eMRTD activation process described in ISO/IEC 10373-6:2016,
hall be performed:

Table 12 — TEST_COMMAND1(2), UT_APDU command definition

Step Command COMMAND UT_APDU
First I-block: '00 A4 04 0C 07’

1 SELECT

Second I-block: ‘A0 00 00 02 47 10 01’

5.5.3.3.3 TEST_COMMAND1(3)

TEST_COMMAND1(3) asdefined in Table 13 is the default test command used for tests of ISO/IEC 14443-3
and ISO/IEC 14443-4 parameters (5.4) consisting of three chained I-blocks (eMRTD reader chaining).

TEST_COMMAND1(3) shall come after eMRTD activation process described in ISO/IEC 10373-6:2016,

G.51.1s

14

hall be performed.
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Table 13 — TEST_COMMAND1(3), UT_APDU command definition

Step Command COMMAND UT_APDU
First I-block: '00 A4 04 0C OC'
1 SELECT Second I-block: ‘A0 00 00 02’
Third I-block: ‘47 10 01’

5.5.3.4 TEST_COMMAND2

.5.3.4.1 TEST_COMMANDZ2(2)

EST_COMMAND2(2) as defined in Table 14 is the default test command used for tests of ISO/IEC
nd ISO/IEC 14443-4 parameters (5.4) which expects a response consisting of two chained I-bl

o |

— PACE is granted.

EST_COMMAND?2(2) shall come after:
- eMRTD activation process described in ISO/IEC 10373-6:2016, G.5.1.1 shall'be performed.

— LDS application 'A0 00 00 02 47 10 01’ is successfully selected.

Table 14 — TEST_COMMAND2(2), UT_APDU 'ecommand definition

Step Command COMMAND UT_APDU
If extended lengthis'not supported:
'0CB0 82 000P97 01 80 8E 08 <mac>00'a
1 READ BINARY

If extended length is supported:
'0C B0.82,00 00 00 0E 97 02 01 00 8E 08 <mac> 00 00'd

a  The recommended maximum frame size is 128 bytes (FSD = 128/FSDI = 7). In this case,
maximum frame size test with FSD<:256 is not applicable.

b The recommended maximum frame size is 256 bytes (FSD=256/FSDI=8).

§.5.3.4.2 TEST_COMMANDZ2(3)

- /RACE is granted;

TEST_COMMANDZ2(2) may be adapted to increase the coverage of FSD test by modifying Le val

TEST_COMMAND2(2)-as defined in Table 15 is the default test command used for tests of ISO/IEC
and ISO/IEC 14443-4parameters (5.4) which expects a response consisting of two chained I-blocks.

TEST_COMMAND2(3) shall come after:
—+ eMRTD’activation process described in ISO/IEC 10373-6:2016, G.5.1.1 shall be performed;

14443-3
ocks.

14443-3

— LDbS application ‘AU UU U0 UZ 47 10 U1" 1S successTully selected.

© ISO/IEC 2021 - All rights reserved
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Table 15 — TEST_COMMAND2(3), UT_APDU command definition

Step Command COMMAND UT_APDU
If extended length is not supported:

'0CB082 000D 97 01 80 8E 08 <mac> 00"
If extended length is supported:

'0C B0 82 00 00 00 OE 97 02 02 00 8E 08 <mac> 00 00'®
a2 Therecommended maximum frame size is 64 bytes (FSD = 64/FSDI = 5).

1 READ BINARY

5.5.3.5

TEST_C(
time for
not sup
COMMA

5.6 Fuynctionality check test

5.6.1

For pote
tests, it
further

Since th
specifie
level wit

The fun
laboratg
test may

5.6.2

5.6.2.1
This tes

The pur
ICAO Da
been alt

5.6.2.2

b The recommended maximum frame size is 256 bytes (FSD=256/FSDI=8).

TEST_COMMAND3

MMAND3 is the default test command consisting of one I-block which needs mere than FW
execution. This command is defined by the applicant or by the laboratory. Ifthe eMRTD doe

ND3 are not applicable.

General

ntially destructive tests such as mechanical and electricah(18§0/1EC 14443-1 parameters) streg
is often required to check if the eMRTD “operates ashintended”. These tests are not define
by the ISO/IEC standards, and thus they are left to théwesponsibility of the test laboratories.

ere can be different requirements for performing functionality check tests, this subclaus
b two optional tests to verify the eMRTD's funetionality on the electrical and on the applicatio
hout performing all these, sometimes timesc¢énsuming tests specified in this document.

ctionality check tests require specialized equipment and may only be performed by tes
ries that have the necessary skills and equipment, whereas the application functionality chec
be performed with standard equipment.

Dptional procedure 1: Application functionality check test

Purpose
[ is a basic functionality check test.

pose of this\test is to check if the eMRTD’s mandatory LDS application data as specified i
¢ 9303-10~¢an be retrieved from the eMRTD. It shall be verified that this information has nd
bred by-the destructive tests.

Test setup

port any command needing more than FWT time for execution, the scenarios using TEST_

wn =

= wn

> O

AN+

— =

The test may be performed with standard PC/SC readers and any software that is able to send
commands to the eMRTD and that can verify the integrity of the data retrieved.

5.6.2.3

The test

Test procedure

procedure shall be performed as follows:

a) putthe eMRTD on the contactless reader of the test setup;

b) activate the eMRTD as described in ISO/IEC 10373-6:2016, G.5.1.1;

c) sele

16

ct the LDS application;

© ISO/IEC 2021 - All rights reserve
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d) perform access control if indicated in the implementation conformance statement;
e) read data of file EF.COM;
f) read data of file EF.DG1;
g) read data of file EF.DG2;

h) read the document security object of file EF.SOD.

J.0.4.4 Iestreport

The test report shall state whether the defined LDS application data can be retrieved and whe
data has been altered.

5.6.3 Optional procedure 2: Electrical functionality check test

5.6.3.1 Purpose

—

he purpose of this test is to check the electrical functionality of the eMRTD and may be used in
b the process specified in ISO/IEC 10373-6:2016, G.5.1.1.

(sl

5.6.3.2 Testsetup

Hor this test, the test setup defined in the corresponding tests shall be used.

5.6.3.3 Test procedure

The test procedure shall be performed using atleast one of the following methods:

- apply resonance frequency test as specified in 5.3.5;

— apply operating field strength test as specified in 5.3.2.

5.6.3.4 Testreport

—

he test report shall statevwhether the resonance frequency is in the range specifieq
mplementation conformance statement or whether the eMRTD operates as intended
dombinations of temperatures and field strengths.

—

6 Test methods for eMRTD reader
4.1 General test conditions

4.1:1" General

ther the

addition

in the
for all

Test conditions and procedures in this clause are based on ISO/IEC 10373-6 taking into account specific

needs of eMRTD application.

This clause addresses the test of the mandatory and optional features of eMRTD reader contactless

interface. The minimum number of samples provided for testing is one.

6.1.2 to 6.1.6 specify the different test setups, the values used for the tests and a recommendation of the

report.

Errors shall be handled in the eMRTD reader and not in the upper tester or host. If possible, the final

operating system shall be tested.

© ISO/IEC 2021 - All rights reserved
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6.1.2 Test environment

Unless otherwise specified, testing shall take place in an environment of temperature 23 °C £ 3 °C
(73 °F £ 5 °F) and of relative humidity 25 % to 75 %.

6.1.3 Test conditions for PCD

Unless otherwise specified, the test conditions defined in Table 16 shall be applied:

Fabte-t6—TFestconditionsfor PEB——————————————————————

Conditions Values
Type Type A and Type B
Test positions Appropriate test positions defined in Table 7 according to the réader

type.
Reference PICC 1

In accordance with the support of optional PICC classes ds declared
by the PCD manufacturer in Table 6:

— Reference PICC 2 if PICC Class 2 is supported;
— Reference PICC 3 if PICC Class 3 is suppodrted.

Reference PICC

Unless dtherwise specified, the values defined in Table 17 shall be-lised to adjust parameters of PCD
test-apppratus:

Table 17 — Values of the PCD-test-apparatus unless otherwise specified

Parameter Value Applies to

PCD fo PICC and PICC to PCD Bit rates f./128 Type A and Type B
[.oad modulation amplitude More than 20 mV at H;,, Type A and Type B
Reference PICC Resonance frequency 16,5 MHz Type A and Type B
J1 setting position “a” Type A and Type B
]2 setting position “@” Type A and Type B
Reference PICC position X=0,Y=0,Z=75mm Type A and Type B

Start of frame timing (SOF) 10 etu “0” followed by 2 etu “1” Type B

End of frame timing (EOF) 10 etu “0” Type B

Extra guard time (EGT) 0 etu Type B

TRO for ATQB aitd DESELECT 200/f, Type B
Frame-waiting time Anylx}g%lliizng::czigifg 1;121 S0/ Type A and Type B

TR1 140/, Type B

FSCI 8 Type A

Maximum Iframe size code in ATQB o Iype b

6.1.4 Applicant information

In order to set up the tests properly, the information specified in Table 18 shall be known by the

laboratory. The information not accessible to the laboratory from the sample itself shall be provided by

the applicant.

18
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Table 18 — Applicant Information on eMRTD reader Product

021(E)

Product characteristic

Standard reference

Applicant declaration

Reader design type

6.6

Type:

(Optional) PCD to PICC supported bit rates

ICAO Doc 9303-10, C.4

List of supported optional PCD
to PICC bit rates

(Optional) PICC to PCD supported bit rates

ICAO Doc 9303-10, C.4

List of supported optio

to PCD bit rates

nal PICC

Declare the minimum and

o Pl o~ o
UPCTAUIIg LTHIPTT AU T T dITET

1A 202 40 .0
AU DUL JO0UOT1VU, U.O

maximum temperatur]

e values

Maximum frame size supported

ICAO Doc 9303-10, C.7

size in receptio

Declare the maximunp frame

n

PCD internal output buffer size

ICAO Doc 9303-10, C.7

Declare the.mraximun
an APDWsent by the

size of
 PCD

(Optional) Frames with error corrections
supported

ICAO Doc 9303-10, C.7

YES/NO

(Optional) Support of additional PICC classes

ICAO Doc 9303-10, C.6

List of supported optid
classes (2 and/or

nal PICC
3).

(Optional) Support of CID ICAO Doc 9303-10, G9 YES/NO
(Optional) Support of EMD ICAO Doc 9303-105C.5 YES/NO
Support of Anticollision ICAO Doc 9303-10, C.10 YES/NO

[Jaboratory may ask if PC/SC is supported or not with available interface.

4.1.5 Testreport

—

he test report shall include the number of successful evaluations versus the total number of evdluations
br each sample and for each test. A description of each test, the information whether the resylt was a
fass or a fail, and the date of the tests shall be included.

-

4.1.6 Definition of test positions

4.1.6.1 General

]

50/1EC 14443-1 and ISQ/IEC 14443-2 parameters tests shall be performed over a certain set ¢f points
Uithin the defined volume.

<

4.1.6.2 Volumedefinition

Volume dimensions are defined in 6.6, depending on “eMRTD reader design types”. If dug to the
donstruction and/or normal use of the eMRTD reader other dimension sizes are recommended by
the manufacturer of the eMRTD reader, the test laboratory shall check if these dimension dizes are
z1ppropriate and define the dimensions of the volume accordingly.

6.1.6.3 Volume location

The eMRTD reader manufacturer shall define the position of the volume in the technical documentation
of the eMRTD reader. The volume shall be located with one surface exactly on the surface of the eMRTD
reader.

eMRTD reader shall be tested inside of their housing, exactly as they are used in border control
applications.

Applying the eMRTD reader type concept, it is required to consider mechanical and optical constraints
specific to an eMRTD reader. The test may be adapted to match these constraints. The report shall state
the specific operating conditions during a particular test.
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6.1.6.4 Test positions
Test positions are defined in 6.6.

Height Z = 0 mm: The Reference PICC shall be placed exactly at the bottom of the volume (at the surface
of the scanner plate, if appropriate).

Height Z = x mm: The top surface of the Reference PICC shall be located in a distance of x mm of the
bottom of the volume (in a distance of x mm from the surface of the scanner plate, if appropriate).

6.2 Test of ISO/IEC 14443-1 parameters
6.2.1 Alternating magnetic field

6.2.1.1 | Purpose
See ISOAIEC 10373-6:2016, 6.1.1.1.

6.2.1.2 | Test procedure

Apply I$0/IEC 10373-6:2016, 6.1.1 in any possible PICC position using Reference PICC 1 at room
tempergture. Test is performed after step INITIALIZE_PCD_TEST_MODE;

6.2.1.3 | Testreport

The testlreport shall give the DC voltage measured at CON3.
6.3 T¢st of ISO/IEC 14443-2 parameters
6.3.1 [arrier frequency

6.3.1.1 | Purpose

The purjpose of this test is to check,if the eMRTD reader generates a carrier frequency in the range
defined jn ISO/IEC 14443-2.

6.3.1.2 | Test procedure

Use appfopriate frequency meter at room temperature to measure the frequency when the operatinyg
field is gresent.

6.3.1.3 | Testréport

The test] report shall give the measured frequency and shall state or not whether the frequency is ip
accordapéewith ISO/IEC 14443-2.

6.3.2 eMRTD reader field strength

6.3.2.1 Purpose
See ISO/IEC 10373-6:2016, 7.1.1.1.

6.3.2.2 Test procedure
Apply ISO/IEC 10373-6:2016, 7.1.1 under the following conditions:

— atroom temperature;
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— setH ;,t01,5A/m (rms) only for eMRTD type M reader and set H;,, to 2 A/m (rms) for other reader

type.
Test is performed after step INITIALIZE_PCD_TEST_MODE.

6.3.2.3 Testreport

The test report shall give the DC voltage measured at CON3 for R2 or variable load resistor adjusted to

H_;,and H_ .. under the conditions applied.

4.3.3 Modulation index and waveform

4.3.3.1 Purpose
See ISO/IEC 10373-6:2016, 7.1.4.1.

4.3.3.2 Test procedure

Apply ISO/IEC 10373-6:2016, 7.1.4 at room temperature under the following conditions for all
hit rates in Table 6.

v wl

or a PCD to PICC bit rate of f./128, any activation command may be used. For PCD to PICC

=

]ppropriate PCD to PICC bit rate selection may be used.
e

sting with other Reference PICCs resonance frequencies than 16,5 MHz is optional.

=z

sed to send a test command.

<

4.3.3.3 Testreport

—

times and overshoot values, within the defined operating volume.
4.3.4 Load modulationreception

4.3.4.1 Purpose

(@s)]

ee [SO/IEC 10873-6:2016, 7.1.5.1.

€4.3.4.2 - Test procedure

oy

pplyISO/IEC 10373-6:2016, 7.1.5 under the following conditions:

Heclared

bit rates

igher than f./128, any ISO/IEC 14443-4 frame from defaul{/test command sequence (see 6.5), after

NOTE1  Testing with resonance frequencies 13,56 Mz, 15 MHz and 19 MHz increases interoperabilifty.

OTE2  For bit rates higher than f,/128, the PCB-test-apparatus defined in ISO/IEC 10373-6:2016, H.1 is also

he test report shall give the measured modulation index of the eMRTD reader field, the rise[and fall

— atroom temperature, at the appropriate test positions defined in Table 14 according to the reader

type;
— at minimum and maximum temperatures, at nominal position as defined in Table 5;

— atall supported PICC to PCD bit rates, except bit rates of f./64, f./32 and f_/16.

For a PICC to PCD bit rate of f./128, any activation command may be used. For PICC to PCD bit rates
higher than f./128, any ISO/IEC 14443-4 frame from default test command sequence (see 6.5), after

appropriate PCD to PICC bit rate selection may be used.
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Testing with other Reference PICCs resonance frequencies than 13,56 MHz and 15 MHz is optional.
NOTE1  Testing with resonance frequencies 12 MHz and 16,5 MHz increases interoperability.

NOTE 2  For bit rates higher than f_/128, the PCD-test-apparatus defined in ISO/IEC 10373-6:2016, H.1 is also
used to send a test command.

6.3.4.3 Testreport

The test report shall give the eMRTD reader load modulation sensitivity for the tested positions.

6.3.5 EMRTD reader EMD immunity test (optional)

6.3.5.1 | Purpose
See to I§0/IEC 10373-6:2016, 7.1.6.1.

This test is optional.

6.3.5.2 | Test procedure

Apply ISO/IEC 10373-6:2016, 7.1.6 using Reference PICC 1 under the folléwing conditions:
— atrgom temperature;

— atnpminal position as defined in Table 5;

— at P|CC to PCD bit rate of f./128.

The tesf procedure shall be executed on all commands and responses of protocol activation and UT|_
TEST_CQOMMAND1 defined in 6.5.

6.3.5.3 | Testreport

The testjreport shall state whether the eMRTD reader was insensitive to any load modulation amplitude
below Vi pep.

6.3.6 EMRTD reader EMD recovery test (optional)

6.3.6.1 | Purpose
See ISOAIEC 10373-6;2016, 7.1.7.1.

This test is optiomak

6.3.6.2 | Testprocedure

Apply ISO/TEC 10373672016, 7-1.7 using Reference PICC T under the foltowing conditions:
— atroom temperature;

— atnominal position as defined in Table 5;

— at PICC to PCD bit rate of f./128.

The test procedure shall be executed on all commands and responses of protocol activation and UT_
TEST_COMMAND1 defined in 6.5.
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6.3.6.3 Testreport

The test report shall report whether the eMRTD reader was not disturbed by the test pattern sent

before the eMRTD answer (or was able to recover from the test pattern).

6.4 Test of ISO/IEC 14443-3 and ISO/IEC 14443-4 parameters

Perform the test defined in ISO/IEC 10373-6:2016, Annex H, ISO/IEC 10373-6:2016, Annex [ and
ISO/IEC 10373-6:2016, Annex L at room temperature and nominal position as defined in 6.1.2 according

tp thadaoclarationc s adn 100 Tobla £ Thatnact oo dce 0 Sy s dafinnd 10 £
PR -t erataton Sttt o—1ne+te 5t oot e e a0

pal
TS tTOTOppPTy ar

pply the pass criteria defined in ISO/IEC 10373-6:2016, Table H.13 with the minimum delay
ach type as defined in Doc 9303-9, C.3. In addition, verify that at least one polling cothimand
ype A and Type B occur within the delay defined in ICAO Doc 9303.

— D o

o —

orrect test to apply shall follow the table for Scenario H.27.

Vhen the support of Anticollision is set to No in Table 18, the/foHowing changes 3
50/1EC 10373-6:2016:

—

-+ H.2.3 Handling of bit collision during ATQA test shall be flagged-as No Applicable in the tes

+ H.2.4.2.4 (Procedure 4) in H.2.4 Handling of anticollisiondoop test shall be flagged as No Aj
in the test report;

<+ all procedures having only steps referring to S(DESELECT) shall be deleted;

-+ all optional steps referring to S(DESELECT) shall be deleted.

The deletion of procedures and steps referringte S(DESELECT) implies at least the following cl
1+ The following ISO/IEC 10373-6:2016tests shall be flagged as No Applicable in the test repg
— H.4.3.2.4 (Procedure 4) in H4:3 Error detection and recovery test;

— H.4.3.2.12 (Procedure 12}in H.4.3 Error detection and recovery test.

4+ In ISO/IEC 10373-6:2016;the following changes shall be made and the updated scenarios
performed successfully:

— in H.4.3.2.2;delete steps €) and f) and update Scenario H.19 accordingly;
— in H.4.3:2:3, delete the last two lines of Scenario H.20;
— inHA423.2.6, delete steps €) and f) and update Scenario H.23 accordingly;

—-in [.2.1, update steps h) and i) to allow a field reset instead of an S(DESELECT) and
Scenario .1 accordingly;

between
for both

h [SO/IEC 10373-6:2016, H.4.3.2.10, the textual procedure defined in steps a) to) 'shall be ignored. The

ipply in

L report;

plicable

hanges:

rt:

shall be

| update

— 1n 1.Z.Z, update steps g) and hj to allow a Iield reset instead or an S{(DESELECT) an
Scenario 1.2 accordingly;

update

— in 1.2.3, update steps h) and i) to allow a field reset instead of an S(DESELECT) and update

Scenario 1.3 accordingly;

— in L.1.1.3, update steps h) and i) to allow a field reset instead of an S(DESELECT) and update

Scenario L.1 accordingly.
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6.5 List of test command sequences

6.5.1 General

This subclause defines the test command sequences used for tests of ISO/IEC 14443-1, ISO/IEC 14443-2,
ISO/IEC 14443-3 and ISO/IEC 14443-4 parameters, as correspondingly indicated in the test procedures
of 6.2, 6.3 and 6.4.

6.5.2 Test commands

6.5.2.1 | UT_TEST_COMMAND1

UT_TEST_COMMANDL1 as defined in Table 19 and Table 20 defines the instruction coding used as thie
default instruction for scenarios not needing PCD chaining.

Table 19 — UT_TEST_COMMAND1, command UT_APDU definition

Command COMMAND UT_APDU
UT_TEST_COMMAND1 "00 DA 00 00 0OE AAAAFOFF 04050607 0809 0A 0B 0C 0D

Table 20 — UT_TEST_COMMAND1], response UT_ARDU definition

Answer RESPONSEUT_APDU

Answer to UT_TEST_COM-
MAND1

'01 020304050607 08,09:0A0B0CO0D9000'

6.5.2.2 | UT_TEST_COMMAND?2

UT_TEST_COMMAND?2 as defined in Table 21 and_Table 22 defines the instruction coding used as thie
default instruction for scenarios dealing with P€D chaining.

Table 21 — UT_TEST_COMMAND?2, command UT_APDU definition

Command COMMAND UT_APDU
For FSCI < 8:
'00 DA 00 00 FF 01 02 03 04 05 06 07 08 09 0A 0B 0C OD OE OF 10 11...FE
U[T_TEST_COMMAND?2 FF'
For FSCI > 8:
'00 DA 00 00 00 10 00 00 01 00 02 00 03 00 04 00 05 ...0F FF 10 00’

Table 22 — UT_TEST_COMMANDZ2, response UT_APDU definition

Answer RESPONSE to UT_APDU
Firstblock— 010203040506 0708 09 0A OB OC 0D O0EOF
Answer to UT_TEST_COMMAND2 |[Second I-block:'111213 141516171819 1A 1B 1C 1D 1E 1F'
Third I-block: '90 00’

6.5.3 Default test command sequence

The test command sequence as defined in Table 23 shall be applied as default test command sequence
for procedures or scenarios dealing with at least one I-block.
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