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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commis

sion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and [EC have established a joint technical committe
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JTC 1.

cedures used to develop this document and those intended for its further maintenangé are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordance with thie
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying d@ny“or all such patent
Details of any patent rights identified during the development of the ‘decument will be in thie
tion and/or on the ISO list of patent declarations received (see wwwriso.org/patents).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

pxplanation on the meaning of ISO specific terms and expressions related to conformit]
ent, as well as information about ISO’s adherence.t¢-'the WTO principles in the Technicg
to Trade (TBT) see the following URL: Foreword --Supplementary information

—_—

mittee responsible for this document is ISO/IEC’]JTC 1, Information technology, Subcommittee
oud Computing and Distributed Platforms.

18384 consists of the following parts,unider the general title Reference Architecture for Servic
Architecture (SOA RA):

Q

1: Terminology and Concepts for'SOA
2: Reference Architecture for-SOA Solutions

3: Service Oriented Architecture Ontology
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Introduction

Service oriented architecture (SOA) is an architectural style in which business and IT syst

ems are

designed in terms of services available at an interface and the outcomes of these services. A service is a
logical representation of a set of activities that has specified outcomes, is self-contained, and it may be
composed of other services but consumers of the service need not be aware of any internal structure.

SOA takes “service” as its basic element to constitute and integrate information systems so that
suitable for a variety of solution requirements. SOA enables interactions between businesses

they are
without

rleeding to specify aspects of any particular business domain. Using the SOA architectural g
mprove the efficiency of developing information systems, and integrating and reusing 1T\ré
h addition, using the SOA architectural style can help realize agile and rapid responsepf-infd
ystems to ever-changing business needs.

LN i

This International Standard describes a single set of SOA technical principles, specifid
and standards for the world-wide market to help remove confusion aboutSOA and impi
sfandardization and quality of solutions.

This International Standard defines the terminology, technical principles; reference architect]
the ontology for SOA. The targeted audience of this International Standard includes, but is no
tp, standards organizations, architects, architecture methodologists, system and software d¢
husiness people, SOA service providers, SOA solution and service developers, and SOA
donsumers who are interested in adopting and developing SO%. For example, this part of ISO/IH
C

—

his International Standard contains three parts:

h) ISO/IEC 18384-2 which defines the detailed SOA reference architecture layers, incl
metamodel, capabilities, architectural birilding blocks, as well as types of services in SOA s

Q

ISO/IEC 18384-3 which defines the core concepts of SOA and their relationships in the Ont

sers of this part of ISO/IEC 18384 will find it useful to read this part of ISO/IEC 1838
nderstanding of SOA basics, This part of ISO/IEC 18384 should be read before reading or

nderstanding of the reference architecture for SOA solutions. The remaining clauses
omprehensive details-of-the architectural building blocks and trade-offs needed for a SOA
50/1EC 18384-3 contains the SOA Ontology, which is a formalism of the core concepts and tern
f SOA, with mappings to both UML and OWL. The SOA Ontology can be used independent
onjunction with)ySO/IEC 18384-1 and ISO/IEC 18384-2.

O 0 =0 c = c

his part,ef{ISO/IEC 18384 presents and explains basic SOA concepts. It gives definitions fi
hat are used in ISO/IEC 18384 with specific meanings that may differ or be more precise
efinitfons of those terms found in major English language dictionaries. The terms defined
sed in a unique fashion for SOA. Terms used in their normal English sense are not redefined.

[l o Vi S |

d) ISO/IEC 18384-1 which defines the terminology;’basic technical principles and concepts for

tyle can
sources.
rmation

norms,
rove the

ure, and
[ limited
psigners,

service
C 18384

an be used to introduce SOA concepts and to guide to the-developing and managing SOA solutions.

SOA;

uding a
blutions;

blogy.

1 for an
hpplying

50/1IEC 18384-2. For those-new to SOA, ISO/IEC 18384-2:2016, Clause 4 provides a high level

provide
Solution.
hinology
of or in

r terms
than the
here are
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INTERNATIONAL STANDARD ISO/IEC 18384-1:2016(E)

Information technology — Reference Architecture for
Service Oriented Architecture (SOA RA) —

[his part of ISO/IEC 18384 establishes vocabulary, guidelines, and generalQtéchnical pfinciples
nderlying service oriented architecture (SOA), including principles relating -to functional design,
Jerformance, development, deployment, and management.

Terms and definitions

or the purposes of this document, the following terms and definitions apply.

derson or system component that interacts with the System as a whole and that provides $timulus

ndamental concepts or properties, of a system in its environment embodied in its elements,

pe of composition (2.5) whose elements (2.8) interact in a non-directed fashion with each autqnomous
dart knowing and-following an observable predefined pattern of behaviour for the entire |(global)

ote 1 to entryiChoreography does not require complete or perfect knowledge of the pattern of behavipur.

ote 2 to-entry: See ISO/IEC 18384-3:2016, 8.3.

Hahaoaration
oD oOTatIon

type of composition (2.5) whose elements (2.8) interact in a non-directed fashion, each according to
their own plans and purposes without a predefined pattern of behaviour

Note 1 to entry: See ISO/IEC 18384-3:2016, 8.3.

2.5
composition
result of assembling a collection of elements (2.8) for a particular purpose

Note 1 to entry: See ISO/IEC 18384-3:2016, 8.2.

© ISO/IEC 2016 - All rights reserved 1
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2.6

endpoint

location

2.7
effect

at which information is received to invoke and configure interaction

outcome of an interaction with a service (2.20)

Note 1 to entry: The effect is how a service delivers results to its consumer, through the element (2.8) that
performs it.

Note 2 to

2.8

element

unit at a
Note 1 to
Note 2 to

2.9

entity
individu
consume
Note 1 to

2.10
event
somethi

Note 1 to
Note 2 to

2.11

executi
set of te
service g

Note 1 to
entities,

thus forms a path between those with needs and those with capabilities.

Note 2 to

2.12
human
actor (2.

entry: See ISO/IEC 18384-3:2016, 7.10.

given level of abstraction and with a clearly defined boundary
entry: An element can be any type of entity (2.9).

entry: See ISO/IEC 18384-3:2016, 5.1.

al element (2.8) in a system with an identity which can act as a service provider (2.50) or servig
r(2.29)

[

entry: Examples of entities are organizations, enterprises and\individuals, software, and hardware.

ng that occurs to which an element (2.8) may choose to respond
entry: Any element can generate (emit) or respond to an event.

entry: See ISO/IEC 18384-3:2016, Clause_10.

bn context
chnical and business elements (2.8) needed by those with needs and capabilities to permit
roviders (2.50) and service-consumers (2.29) instantiation and communication

entry: The execution-context of a service interaction (2.37) is the set of infrastructure elements, proces
bolicy assertions, ahd-agreements that are identified as part of an instantiated service interaction, and

%)

entry: See Reference [8].

actor
1) vestricted to a person or an organizational entity (2.9)

Note 1 to entry: This classification is not exhaustive.

Note 2 to entry: See ISO/IEC 18384-3:2016, 6.2.

2.13

human task
task (2.60) which is done by a human actor (2.12)

© ISO/IEC 2016 - All rights reserved
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2.14

interface

shared boundary between two functional units, defined by various characteristics pertaining to the
functions, physical interconnections, signal exchanges, and other characteristics, as appropriate

[SOURCE: ISO/IEC 2382:2015, 2121308]

2.15
loose coupling
principle where dependencies between elements (2.8) of a SOA solution (2.56) are intentionally reduced

.16

agrchestration

type of composition (2.5) where one particular element (2.8) is used by the compositien £o ovefsee and
direct the other elements

od

ote 1 to entry: The element that directs an orchestration is not part of the orghestration (Composition
istance) itself.

—

Note 2 to entry: See ISO/IEC 18384-3:2016, 8.3.

[\

a7
policy
statement that an entity (2.9) intends to follow or intends thatahother entity should follow

Note 1 to entry: See ISO/IEC 18384-3:2016, Clause 9).

.18

frocess
type of composition (2.5) whose elements (2.8) at'e‘composed into a sequence or flow of activ]ties and
ihteractions with the objective of carrying out.certain work

Note 1 to entry: A process may also be a collaboration (2.4), choreography (2.3), or orchestration (2.16).

Note 2 to entry: See ISO/IEC 18384-3:2016;8.6.

2.19
rieal-world effect
dhange relevant to and experienced by specific stakeholders

Note 1 to entry: See Reference [8].

2.20

rvice
lpgical representation of a set of activities that has specified outcomes, is self-contained,|may be
mposed-efiother services, and is a “black box” to consumers of the service

ote 1iterentry: The word “activity” in the “service” definition is used in the general English languagg sense of
the-werd, not in the process-specific sense of that same word [i.e. activities are not necessarily procg¢ss (2.18)
tivities].

Note 2 to entry: See ISO/IEC 18384-3:2016, 7.2.

2.21

service broker

element (2.8) that enables the communication with services (2.20), either at a business level or at the
implementation level, i.e. with intermediaries

Note 1 to entry: The intermediaries provide any number of functions, such as unified service registration (2.51)
and publishing, service discovery (2.34), routing, location-transparent service access, for service providers (2.50)
and service consumers (2.29).

© ISO/IEC 2016 - All rights reserved 3
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2.22

service bus

design and runtime pattern for enabling service (2.20) interactions, such as communication, access,
consumption, transformation, intermediaries, and message routing

Note 1 to entry: A service bus can range from a logical collection of such functions to the functions collected into
a single commercial product. Service bus is widely used in an organizational context and often equates to the
enterprise service bus (ESB).

2.23

service[candidate
service (2.20) identified during the SOA lifecycle (2.58) that meets broad service requirements, and froeth
which ohe or more are selected for further development as part of an overall SOA solution (2.56)

2.24
service|catalogue

servicejregistry/repository (reg/rep)
logical follection of service descriptions (2.31) and related artefacts that supperts publication,
registrafion, search, management, and retrieval of those artefacts

2.25
service|choreography
choreogtaphy (2.3) whose elements (2.8) are services (2.20)

Note 1 tgentry: See ISO/IEC 18384-3:2016, Clause 8.

2.26
service/collaboration
collaborgition (2.4) whose elements (2.8) are services (2.20)

Note 1 toentry: See ISO/IEC 18384-3:2016, Clause 8.

2.27
servicecomponent
element|2.8) that implements services (2.20)

2.28
service|composition

service assembly

composition (2.5) that provides\(ih the operational sense) higher level services (2.20) that are only a
assembly of other services (2:20)

-

Note 1 fo entry: A comp0sition can support different composition patterns, such as collaboration (2.4]),
choreogriphy (2.3), orchestration (2.16).

Note 2 toentry: See 1SO/IEC 18384-3:2016, Clause 8).

2.29
service|consumer
entity (2:5)thatusesservices {2:263

Note 1 to entry: Consumers may interact with services operationally or contractually (legal responsibility).
Note 2 to entry: See ISO/IEC 18384-3:2016, 7.4.

2.30

service contract

terms, conditions, and interaction rules that interacting service consumers (2.29) and service providers
(2.50) agree to (directly or indirectly)

Note 1 to entry: A service contract is binding on all participants in the interaction, including the service (2.20)
itself and the element (2.8) that provides it for the particular interaction in question.

4 © ISO/IEC 2016 - All rights reserved
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Note 2 to entry: See ISO/IEC 18384-3:2016, 7.6.

2.31
service description
information needed in order to use, or consider using, a service (2.20)

Note 1 to entry: The service description usually includes the service interfaces (2.38), contracts, and policies.

Note 2 to entry: See ISO/IEC 18384-3:2016, Clause 7.

2:32

rvice deployment
ctivities by which implementations of services (2.20) are made able to run in a specific hardv
spftware environment and usable by service consumers (2.29)

.33

rvice development
ctivities by which needs and constraints are identified and services (2.20) 'are designed as ]
OA solution (2.56) in order to address those needs within the constraints

.34
3ervice discovery
C

nd/or non-functional requirements

2.35

rvice governance

sftrategy and control mechanism that applies across thesérvice lifecycle (2.41) and service portfol
ihcludes the establishment of chains of responsibility; driving monitoring of compliance with pq
roviding appropriate processes (2.18) and measurements as part of SOA solution governance (2.1

ote 1to entry: Aspects of the service lifecycle thatheed to be governed include: addressing service modi
rsion updates, notice of termination, decomposition subdivision, agency capacity, decomposition cap
ility to meet individual demands.

.36

rvice implementation
ctivities performing technicakdevelopment and the physical implementation of the service (2]
i$ part of a service lifecycle((2.41), and results in the creation of a service component (2.27)

.37

rvice interaction

dctivity involved.ivmaking use of a capability offered, usually across an ownership boundary,
tp achieve a particular desired real-world effect (2.19)

Note 1 to enfry: See Reference [8].

rare and

bart of a

tivities by which a service consumer (2.29) can find services (2.20) which meet their specific functional

o, which
licies by
b7)

fications,
hcity, and

20) that

in order

~p mdexct NOTT OTTT .. A

Note 1 to entry: See ISO/IEC 18384-3:2016, 7.13.

2.39
service interoperability

where the form of the request and the outcome of the request is in the service description (2.31)

service

ability of service providers (2.50) and service consumers (2.29) to communicate, invoke services (2.20)
and exchange information at both the syntactic and semantic level leading to effects as defined by the

service description (2.31)

© ISO/IEC 2016 - All rights reserved
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2.40

service level agreement

SLA

type of service contract (2.30) that defines measureable conditions of interactions between a service
provider (2.50) and a service consumer (2.29)

Note 1 to entry: A service level agreement may specify: the set of services (2.20) the service provider will deliver,
a sufficient, specific definition of each service, the responsibilities of the service provider and the service
consumetr, the set of metrics to determine whether the service provider is delivering the service as promised, an
auditing mechanism to monitor the service, the remedies available to the service consumer and service provider
if the terms of the SLA are not met, and how the SLA will change over time.

2.41
service|[lifecycle
set of plhases for realizing a service (2.20) that can go through from conception and identification tp
instantiption and retirement

2.42
servicemanagement
monitorfng, controlling, maintaining, optimizing, and operating services (2.20)

2.43
servicemodeling
set of acfivities to develop a series of service candidates (2.23) for functions or actions on a SOA solutiop
(2.56) uping service oriented analysis (2.47) processes

2.44
service|monitoring

tracking state and operational conditions related to the.execution, performance, and real-world effect
(2.19) of services (2.20)

[}

2.45
servicelorchestration
orchestration (2.16) where the orchestrated elements (2.8) are services (2.20)

2.46
servicelorientation
approach to designing systems in tétms of services (2.20) and service-based development

2.47
serviceloriented analysis

preparatory information-gathering steps that are completed in support of a service modeling (2.43) sulj
process fthat results inche’creation of a set of services (2.20)

(i

Note 1 td entry: It provides guidance to the subsequent phases of the SOA lifecycle and might be carried out jug
once for ¢ach business process (2.18) or iteratively.

2.48
servicejoriented architecture
SOA

architectural style that supports service orientation (2.46) and is a paradigm for building business
solutions

Note 1 to entry: Services (2.20) realized in this style utilize activities that comprise business processes (2.18), have
descriptions to provide context, may be implemented via service composition (2.28), have environment-specific
implementations which are described in the context that constrains or enables them, require governance, and
place requirements on the infrastructure to achieve interoperability and location transparency using standards
to the greatest extent possible.

Note 2 to entry: See ISO/IEC 18384-3:2016, Clause 4.

6 © ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=842c2748ac021d787e992a126e79124f

ISO/IEC 18384-1:2016(E)

2.49
service policy
policy (2.17) as applied to a service (2.20)

2.50
service provider
entity (2.9) providing services (2.20)

Note 1 to entry: Service providers may be responsible for the operation of the services or the contract for the

services (legal responsibility) or both.

ote 2 to entry: See ISO/IEC 18384-3:2016, 7.4.

.51

rvice publishing

service registration

taloguing of service descriptions (2.31) in an accessible location, such as a service registry/re
(R.24), where supporting activities, such as search and retrieval of deSeriptions, make
information visible and available to potential service consumers (2.29)

.52
OA implementation
ethods and techniques used to develop SOA (2.48) based solutions

ssessment of an organization’s ability to adopt SOA (2.48) and the current level of adoption

.54

OA maturity model

framework stating overall objectives and a method to evaluate an organization’s SOA maturi
ainst these objectives

.55
OA resource
ements (2.8) that provide the IT resources used by services (2.20)

.56

0OA solution
splutions, in part or as.a whole, implemented by applying SOA (2.48) principles, concepts, methl
techniques

ote 1 to entry: The-SOA solutions include the physical instantiation of service implementations (2.36),
infrastructure;Jother architectural elements, and capabilities needed to support governance and
rocesses, thattogether enable domain-specific effects that represent a SOA-based solution to business

.57
0Assolution governance

pository
service

v (2.53)

ods, and

ncluding
lifecycle
roblems.

specialization of IT governance specifically focused on management strategies and mechanism

s for the

end users’ specific SOA solution (2.56)

Note 1 to entry: SOA solution governance manages the entire SOA solution lifecycle (2.58) by setting out personnel,
roles, management procedures, and decision-making. SOA solution governance needs to adopt the appropriate

methodology and best practices. SOA solution governance usually requires tools for assistance to custo
manage the governance strategy according to the needs.

mize and

Note 2 to entry: While management means the specific process (2.18) for governance and control to execute the
policies, governance looks at assigning the rights to make decisions, and deciding what measures to use and what

policies to follow to make those decisions.

© ISO/IEC 2016 - All rights reserved
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2.58

SOA solution lifecycle
set of activities for engineering SOA solutions (2.56), including analysis, design, implementation,
deployment, test, and management

2.59

SOA solution management
measurement, monitoring, and configuration of the entire lifecycle of a SOA solution (2.56)

Note 1 t

o entry: At runtime, it is the set of activities for the specific measurement and operation of the

impleme
governan

2.60
task
atomic 4

Note 1 to
Note 2 to

2.61
web ser
softwar

Note 1 t
interacti
WSDL).

message
standard

Note 2 to

3 Abl

For the purposes of this document, the following abbreviated terms apply.

ABB
BPMN
COBIT
EA
ESB
HTTP
HTTPS
IT

ITIL

htation of the SOA solution according to the strategies and mechanisms identified by the SOA solution
ce (2.57) process.

ction which accomplishes a defined result
entry: Tasks are done by people or organizations, specifically by human actors (2.12),

entry: See ISO/IEC 18384-3:2016, 6.4.

vices
b system designed to support interoperable machine-to-machine interaction over a networ
yst d dt t int bl h t h t t t k

entry: Original definition: Software system designed to support interoperable machine-to-machin
bn over a network. It has an interface (2.14) described in.a machine-processable format (specificall
ther systems interact with the Web service in a manner prescribed by its description using SOA
, typically conveyed using HTTP with an XML serialization in conjunction with other Web-relate|
S.

QU< o

entry: See Reference [18].

hreviated terms

Architectural Building Bleek

Business Process Model and Notation

Control ObjectivesforInformation and Related Technology
Enterprise Architecture

Enterprise Séryice Bus

Hyper Text-Transfer Protocol

HyperText Transfer Protocol Secure

Imformation Technology

Information Technology Infrastructure Library

KPI
L2TP
MPLS
OWL
PKI
QoS
RA
REST
RPC

Key Performance Indicator
Layer 2 Tunneling Protocol
Multiprotocol Label Switching
Web Ontology Language

Public Key Infrastructure
Quality of Service

Reference Architecture
Representational State Transfer

Remote Procedure Call
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SLA Service Level Agreement
SOA Service Oriented Architecture
SOAP Standard message protocol to exchange structured data
SQL Structured Query Language
UML Unified Modeling Language
VPN Virtual Private Network
WSDL Web Services Description Language
WSRE Web-ServicesRemotePortet

ML Extensible Markup Language

Notations
.1 General

he following provides instruction on the interpretation of diagrams.

.2 UML

ost diagrams are not UML. Those that are have text to that effect before the diagram identif
ype of UML diagram so that the reader knows how to interpret it.

—

4.3 Entity Relationship

lwul

should be interpreted according to the following rules.
-+ Boxesarethe metamodel concepts, layers;architectural building blocks, capabilities, or com

4+ Arrows are relationships between“metamodel concepts; single arrow heads show dirg
relationship; double headed arrdws indicate the relationship is bidirectional.

-+ Relationships are named, represented as labelled lines or arrows, and no cardinality is imp

—+ Cardinality indication§ are participation in the relationship, well-known mathematical con

are used (*= =0.*; 0.1 = = optional and only 1; 1 = =required as defined in ISO/IEC 1547
4.4 Cycles
(ircular diagrams with states in them show the progression of a state or lifecycle and }

Q

lockwise~Eigure 10 is an example of a cycle diagram.

4.5 < Flows

ying the

ntity relationship diagrams (like Figure 1 and Figu¥re 2) with boxes, lines, arrows, and circled numbers

ponents.

ction of
lied.

ventions
i-1).

progress

towsare of tem uSed for exampies and shoutd be Interpreted Wit tie foltowing Tuies:
— boxes that are layers, architectural building blocks, or components;
— directional arrows showing the direction of the flow between the boxes;

— circled numbers on the flow arrows show the sequence of the flow and are used as a
reference in any explanatory text.

Figure 5 and Figure 6 are flows used as examples.
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5 Conventions

This reference architecture is defined in three parts. This part of ISO/IEC 18384 defines the terminology
and concepts for service oriented architecture. Understanding the terms and concepts defined in this
part of ISO/IEC 18384 is important before reading or using ISO/IEC 18384-2 and ISO/IEC 18384-3. This
part of ISO/IEC 18384 defines a reference architecture for SOA solutions. It defines a metamodel, a set
of layers for the layered architecture, and a set of common service types. ISO/IEC 18384-3 defines the
ontology for SOA, with a more formal expression of core SOA concepts and relationships between them.
The terminology in this part of ISO/IEC 18384 is consistent with the ontology in ISO/IEC 18384-3.

This Intgrnational Standard can be read in sequence or used as a reference. This part of ISO/IEC 18384
containg vocabulary and thorough introductory material and SOA concepts (this part of ISO/IEC 18384).
ISO/IEC|18384-2 provides a short introduction to SOA. Introduction is followed by a high level gverview
of the 1P layers and the service types defined in this International Standard. This is followed by thie
definitign and explanation of the metamodel used in the SOA RA. The metamodel (defines laye
capabilifies, and ABB concepts along with other core logical concepts. ABBs and capabilities are eac
defined pniquely in each layer. Capabilities and ABBs may require capabilities and ABBs-defined in othe
layers in order to do fulfil their architectural requirements. The layers, capabilities, and ABBs in thi
part of ISO/IEC 18384 are all logical elements and any reference to these logicalielements “performing
“supporfing”, or “interacting” means that when a SOA solution is developed,the physical realization

» o«

the capabilities and ABBs are actually “performing”, “supporting”, or “intefacting”.

.S oo

6 Conformance
ISO/IEC|18384 contains three parts, which have different confermance requirements:

a) terminology and concepts — conformance only to tems and adherence to the semantics in the
defipitions;

b) reference architecture for SOA solutions — canformance only to semantics of the metamodel and
any(layers, ABBs, or capabilities that are used;

c) SOAOntology — conformance for OWL ernon-OWL applications.
Conformpance to this part of ISO/IEC 18384 is defined as follows.

If any ddcument, product, or standard claims conformance, then the terms in this part of ISO/IEC 1838¢
shall be used with the same semrantics as these definitions.

Principles and concepts are;provided as explanatory material and not meant for performance.

7 SOA Concepts

7.1 Introduction to SOA

Service |otiented architecture (abbreviated SOA) (see 2.48) is an architectural style that supports
service oTTentation (5ee Z46) and 15 a paradigm for bUSIMesS and 1. 1S architectural styte 15 for
designing systems in terms of services available at an interface and the outcomes of services. As noted
in 2.20, a service is a logical representation of a set of activities that has specified outcomes, is self-
contained, may be composed of other services and is a “black box” to consumers of the service.

In common with other architectural styles, SOA
— places unique requirements on system infrastructure,

— hasenvironment-specific implementations, constrained or enabled by context and described within
that context,

— recommends governance of IT and systems and EA,
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— has business solutions that are designed to mirror real-world business activities, and

— provides criteria to allow consumers to determine whether the business solution offered has been
properly and completely executed in accordance with their expectations.

In addition, SOA has distinguishing characteristics that set it apart from other architectural styles,
notably the following:

a) it promotes the use of open standards and interfaces in order to achieve interoperability and
location opacity;

h) services and processes are designed explicitly to operate both within or between organizaltions;
d itrequires clear descriptions of the service offered;
d) services and processes are designed to mirror real-world business activities;

g) service representation uses business descriptions to provide context (i,e:(business procsgss, goal,
rule, policy, service interface, and service component);

f) itrequires appropriate governance of service representation and imiplémentation;

g) service composition is used as a means to implement business\processes;

o
—

it provides criteria to allow service consumers to determine‘whether the service has been properly
and completely executed in accordance with the servicé description.

OA takes “service” as its basic element to constructinformation systems so that they are [suitable
br a variety of solution requirements. Service from a.business perspective is the delivery of business
utcomes of business processes; service from andT perspective is the IT implementation jof those
usiness processes. The activities in developing a'SOA solution can be private to an organization (e.g.
eploying a service), collaborative between-a set of business entities (e.g. service invocations and
horeographies), or joint activities for maintdining the viability of the service ecosystem (e.g. pyblishing
ew services).

=0 0 Q. O 0O =h )

@)

ome of the intended benefits ofiusing SOA are improvement in the efficiency of develogment of
hformation systems, efficiency of integration, and efficiency of reuse of resources.

—

Vhile there is interest in SQAas a means of delivering these efficiencies, a single set of SOA technical
rinciples, specific norms; and standards have not been established for the world-wide market. |[Existing
roducts and solutions.have used various standards, methods, and technologies, which has added to
he confusion aboutithe’effectiveness of SOA. To increase standardization and potentially the quality of
pblutions, as well@spromote effective large-scale adoption of SOA, it is necessary to establish & unified
et of terms, principles, and concepts for SOA.

v _n ot o

Y—

F should be\noted that these SOA principles defined here are applicable to software engineefing and
an alse-be‘applicable to systems engineering in order to formalize service-based systems (i.e.complex
ystems; federation of systems, systems of systems, enterprise architecture).

w_ o

7.2 Concepts
7.2.1 Roles

7.2.1.1 Overview

In general, arole is defined by a set of activities that serve a common purpose. When an entity is assigned
or assumes a role, it performs the activities of the role. The definition of a role includes whether all of
the activities are required and when they are performed. Service providers and service consumers are
fundamental roles in a service oriented architecture. A SOA ecosystem comprises services that deliver
functionality, service consumers who interact with services, and service providers who develop and
host the services for the consumer. However, the roles of service providers and service consumers span
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a range of activities and may be accomplished by different parties responsible for different activities,
i.e. in the following discussions, the party that may have operational responsibility may not have
contractual responsibility and vice versa. In addition, a party assuming the service provider role in one
context may assume the service consumer role in another. In the following, the term service provider
is used to indicate an entity performing an activity associated with the service provider role; the term
service consumer is an entity performing an activity associated with the service consumer role.

7.2.1.2

and co
entities

assess if
providel
respons

Service Providers

There afe two contexts under which service providers may have responsibjlities when providinig

servicest

particip
respons

— Ope

assy

— Con

S
witlh the service consumer, as well as producing the promised effect of invoking the service. Entitigs
y

operationally and contractually. Note that the entity that is contractually responsible (
hnt in a contract or service level agreement) may not be the same éntity that is operationall
ble (i.e. exchanges messages with the service consumer).

rationally — the service provider may engage in activities related to the exchange of message

Iming operational responsibility across the service lifecyele' may engage in any of the following:

developing services: lifecycle processes for modelling.and creating implementations of services,
of which service implementation is one step (seethe service lifecycle concepts in 7.2.8);

deploying services: placing service artefacts afid otherwise modifying the services environmerjt
such that the service can exchange commutrications leading to realizing service functionalitly
and associated effects;

providing services: supporting use ©f deployed service through communications exchange anfd
necessary SOA ecosystem suppdrt to realize service functionality and service effects;

publishing services: creatingrand maintaining service description (including, as appropriate
service categorization) such that it is searchable and retrievable by all service participants,
including service providets, service consumers, and other parties;

N

hosting services:\providing and supporting use of infrastructure necessary for developing,
deploying, and-ptoviding services;

governing services: prescribing conditions and constraints consistent with satisfying commo
goals of Service participants and the structures and processes needed to define and respond t
actionS.taken towards realizing those goals;

[l

fr‘actually — the service provider may engage in activities related to defining business aspects

and

legal obligationsrelated to the use oI a provided service and coordinating use and the associated

agreements with the service consumer as captured in the service contract. Entities assuming
contractual responsibility across the service lifecycle may engage in any of the following:

12

pricing service: deciding how to price the services, or how/whether to exploit them for
other value;

defining service agreements: in cooperation with service consumer, deciding what kind of
formal agreements, such as service level agreements (SLAs), are required to use the service,
including resolving conflicts in preferred service policies;

defining service contracts: capturing service agreements and applicable aspects of governance
in an unambiguous manner that facilitates enforcement;
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enforcing service contracts: engaging in processes, likely defined within the service contract, to
ensure fulfilment of the contract or prescribed remedial actions;

governing business and contracts: setting up business rules, policies and requirements for
contracts, and to enable and monitor operational governance of services.

7.2.1.3 Service Consumers

Service consumers engage in activities to identify services that meet their needs, assess whether they

G
u
s
S
t

o ot o

Q 0O = »n -

n meet prpcr‘rihpd conditions of use (p g_access permissions ]ir‘pncing’ and mqgnihldp of rpquests),
nderstand the information exchange and protocols that enable communications with the seryice, and
e able to engage network capabilities to successfully carry out communications. A service consumer
hould be able to access and understand the service description, both as it relates to originally idgntifying
he service and to complying with changes to specifics of service interaction or condjtions of use.

service provider can also simultaneously act as a service consumer. In the case’of'a composite service,
he service provider responds to an external service consumer but then becomes the service cgnsumer
fthe component services to realize the documented effects that are to be produced by the composition.

here are two contexts under which service consumers may have responsibilities when cofjisuming
ervices: operationally and contractually. As with service providers;“the entity that is contiactually
esponsible (a participant in a contract or service level agreement) may not be the same entitly that is
perationally responsible (i.e. exchanges messages with the provider). Note that the operatipnal and
ontractual activities of the service consumer are often direefcounterparts of provider activities.

- Operationally — the service consumer may engagein activities related to the discovery of|[services
and the exchange of messages with the service provider. Entities assuming operational responsibility
across the service lifecycle may engage in any afthe following:

discovering services: searching and.etherwise examining available service descrigtions to
identify services that meet their neéds (e.g. via interacting with a service registry/repository
or consulting consumer recommendations);

invoking service: exchange messages with a provided service in order to invoke its functionality
and realize its corresponding effects;

governing service uséssetting and enforcing business polices for the use of and contracting of
services so that business needs are met;

- Contractually — the service consumer may engage in activities related to defining businesq aspects
and legal obligdtions of related to their use of a provided service and coordinating the associated
agreements_with the service provider as captured in the service contract. Entities assuming
contractuahpesponsibility across the service lifecycle may engage in any of the following:

confracting: setting and abiding by the contracts;

service payment: complying with the service agreements specifying the exchange of funds or
services in return for using provided services;

defining service agreements: in cooperation with service provider, decide what kind of formal
agreements, such as service level agreements (SLAs), are specified as constraints or conditions
of use of the service, including resolving conflicts in preferred service policies;

defining service contracts: capturing service agreements and applicable aspects of governance
in an unambiguous manner that facilitates enforcement;

enforcing service contracts: engaging in processes, likely defined within the service contract, to
ensure fulfilment of the contract or prescribed remedial actions;

governing contracts: ensuring contracts are aligned with evolving business needs and enforced
operationally.

© ISO/IEC 2016 - All rights reserved 13
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Service Provider Service Consumer
provides chooses service
based on

Service Description

describes

Service

Figure 1 — Service Providers and Service Consumers

7.2.2 Bervices

As definled in this part of ISO/IEC 18384, a service (see 2.20) is a logical representation of a set of
activitigs that has specified outcomes, is self-contained, may be composed of\other services, and is fa
“black bpx” to consumers of the service (see ISO/IEC 18384-3:2016, 7.4). Séryice is agnostic to whethdr
the condept is applied to the business domain or the IT domain. A service ¢an have one or more service
providers or service consumers, and produces the specified outcomes.

The service consumer does not know how the service is implemented. As shown in Figure 1, consume
use the|description to choose a service from a provider. If.two services have the same servid
descriptiion and produce the same effects when given the sahie'inputs, they are functionally equivaler
to the sdrvice consumer and can be used interchangeably.To a service provider, a service is a means (
exposing capabilities and the implementation determinés'equivalency.

- =+ D W

As a seryice itself is only a logical representation, atty service should have something that can execute
the prodesses and communications necessary toxealize the resulting effects. This execution is referred
to as “performing the service”. Services can be‘performed by any type of element, including software
compongnts, human actors, and tasks. Thé something that performs a service is opaque to anyone
interact|ng with it. Services can be performed by elements of other types than systems. This includgs
elementp such as software components, human actors, and tasks.

Likewisg, a service can be used by.other elements, the service itself (as a purely logical representatior])
does not use other elements. However, the thing that performs the service might very well include thie
use of ofher elements (and gertainly will in the case of service composition).

An elempnt interacting-with a service may, for example, perform the following steps:

— picK the service;to interact with (this statement is agnostic as to whether this is done dynamically
at ryintime er statically at design and/or construct time);

— picl anfelément that performs that service [in a typical SOA environment, this is most often do
“insfide’} a service bus (see 2.22)]; nle

— interact with the chosen element that performs the chosen service (often also facilitated by a
service bus).

Concepts, such as service mediations, service proxies, services buses, etc. are used to describe
and implement the operational aspects of SOA systems. All of these can be captured as an element
representing the service. This representation provides a level of indirection that is critical when we
do not want to bind operationally to a particular service endpoint, and enables us to preserve loose
coupling and the ability to switch embodiments as needed. Understanding what a service represents
and is represented by allows encapsulation of the relatively complex operational interaction (picking
the service, picking an element that performs the service, and interacting with that chosen element).
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Higure 2 shows that the elements of SOA include services, human actors, tasks, and systems. Services
dre performed by any of these elements. Systems have parts which can be any element, including
services, human actors, tasks, and systems themselves. Further explanation of tasks)and systerps are in
the following clauses. (See ISO/IEC 18384-3:2016, Clause 5 for further explanation-on systems pnd SOA
systems.)

7.2.3 Semantics

All actors involved in a service oriented architecture solution, human and non-human, should be able
tp parse messages correctly through a common and agreed upon understanding of the syntax and
semantics of the message. Syntax includes interfaces, protocols,'and message formats. Semantics is the
shared understanding of intent, where actors should be ableto act on the contents of those megsages in
a manner consistent with the sender’s intent. In other words, actors should possess a shared §emantic
UYnderstanding of the business requirements being addressed by the service and not just{aim for
ihteroperability through a syntactic connection.

Ih addition, semantics is important in the description of services and other resources in the SOA solution.
DJiscovery requires a commonly understood-basis for matching service consumer needs to |the real
world effects resulting from a service interaction. It is also necessary for unambiguous undergtanding
df conditions of use that should be satisfied for the service interaction to proceed.

Semantics can be formally specified.through the use of ontologies and their application to particular
ysage domains that address a community of concepts.

7.2.4 Tasks and Activities

A task is an atomic action-which accomplishes a defined result. Tasks, including Human tasks, arg done by
fdeople or organizations, specifically by instances of human actor. Because tasks are atomic, taskis cannot
he broken down to-afiner level of detail and are performed by at most one instance of human actor.

The word “activity” in the “service” definition is used in the general English language sense of the word,
not in theprocess-specific sense of that same word (i.e. activities are not necessarily process activities).
Ih particular, the Business Process Modelling Notation (BPMN) 2.0 (see Reference [14]) definep task as
fpllows: “A task is an atomic Activity within a Process flow. A task is used when the work in the process
dafinot be broken down to a finer level of detail. Generally, an end-user and/or applications arg used to
perform the task when it is executed. This formally separates the notion of doing from the notion of
performing. Tasks are (optionally) done by human actors, furthermore, (as instances of element) tasks
can use services that are performed by technology components. For SOA, these tasks are not restricted
to a process flow.

7.2.5 Compositions and Processes

7.2.5.1 Introduction to Compositions

A composition is a system that is the result of assembling a collection of things for a particular purpose.
In this case, composition refers to a collection of parts assembled for a purpose and not the act of
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composing. Compositions are organized according to one of a set of patterns or styles: orchestration,
choreography, and collaboration.

Just as systems may be composed of other systems, compositions may be composed of other
compositions. No composition can be a part of itself. Since a composition is a collection, it uses at least
one other element and those elements can be outside its own boundary. For SOA, these elements are
usually, but are not limited to, services, other compositions, processes, actors, and tasks.

Compositions, like services, are not visible to external observers. However, composition patterns offer
insight to the internal viewpoint of the composition and describe the way in which a collection of
elementf is assembled or used to achieve a result.

7.2.5.2 | Patterns of Composition

—

As shown in Figure 3, compositions can be realized using three common patterns or styles:which ca
be distinguished by the presence of a director of the composition and the existence 6f-a predefine
pattern pf behaviour or flow. In Figure 3, the arrows show the flow of direction or invecation betwee
elementp in a composition.

= ="

rﬂn;m ’Temm . l_El;ment

Orchestration

Element

‘_ Element
Element

Collaboration

—~
. |

‘ Element

‘ Element | | Element

Choreography
Figure 3 — Patterns of Composition

Orchestration is a ‘pattern where there is one element used by the composition that oversees and
directs §he otherelements. The directing element is different from the orchestration and may be inside
or outsidle théboundary. For example, a workflow is a part of the composition but is executing the floy.
In Figurp 3, the director is invoking elements in the orchestration.

Choreography is a pattern for compositions where the elements used by the composition interact in
a non-directed fashion (no director) and every part knowing and following the pattern of behaviour.
There is a predefined shared pattern or flow of behaviour. Choreography does not require the elements
to have complete knowledge of the pattern of behaviour. In Figure 3, the elements interact with each
other according to a pattern.

Collaboration is a pattern for compositions where the elements used by the composition interact in a
non-directed fashion (no director), and every part acts according to their own plan/purpose without
a predefined pattern or flow of behaviour. Interactions between parts occur as needed by each part.
In Figure 3, the elements in the collaboration interact with each other — but there is no pattern or
director.
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Service compositions and processes are compositions; therefore, they can also exhibit an
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Figure 4 — Composition anddts'sub-classes

igure 4 ties together the concepts of service, system, and composition. Elements of syst

€ms are

ervices, human actors, tasks, and other systems. Ay of these elements can perform a service. A system

an have any of these elements as parts of the 'System. Compositions are systems and there
ave parts that are services, actors, tasks, and‘systems. Compositions have a property that i

fore can
ndicates

he composition pattern it supports: orchestration, choreography, or collaboration. Only compositions

Uhich use the orchestration pattern haye an element that orchestrates the parts of the com

omposition patterns.

.2.5.3 Service compositions

ervice compositions ané compositions that provide (in the operational sense) higher level

bosition.
y of the

services

nly composed of otherservices. Service compositions can exhibit one or more of the three comlposition

atterns: orchestration, choreography, and collaboration.

.2.5.4 Processes

rocesses.are compositions whose elements are composed into a sequence or flow of activities and
hteractions with the objective of carrying out work. As shown in Figure 4, processes can be camposed
f elements like human actors, tasks, services, and processes. In addition, processes can exhihit any of

oo =

he’composition patterns.

A process always adds logic via the composition pattern; the result is more than the parts. According to
their composition pattern, processes can be as follows:

— Orchestrated: When a process is orchestrated in a business process management system, then the
resulting IT artefact is in fact an orchestration; i.e. it has an orchestration composition pattern. This

type of process is often called a process orchestration.

type of process is often called a process choreography.

(executed) behaviour. (See ISO/IEC 18384-3:2016, Clause 8.)

© ISO/IEC 2016 - All rights reserved

Choreographed: For example, a process model representing a defined pattern of behaviour. This

Collaborative: No (pre)defined pattern of behaviour (model); the process represents observed
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7.2.5.5

Business Process

A business process is a defined set of activities that represent the steps required to achieve a business
objective. It includes the flow and use of information and resources. Business process may need to be
supported by the following:

— business process management — activities that enable discovery, modelling, execution, changing,
governing, and gaining end-to-end visibility on business processes (see Reference [14]);

— business activity monitoring — activities that monitor business operations and the processes and

ass(

7.2.6
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clating SLAs and Key pertormance indicators (KPIs).

Service Registration and Discovery

registration is the process by which service descriptions are made available to{ptrospectivie
consumers. This can be accomplished by using a variety of mechanisms, imcluding addinlg
ice description to a collection of descriptions, storing it in a service registry/repository thqt
other management and search capabilities, or making it available to another service discoverly
sm. Simple publication of documents may work fine with a small number of services, but p
registry/repository can expedite that search when there are a large-number of services, as |t
large, searchable database of services to be created and maintained,

registration may require the ability to add, delete, modify, classify, and verify the servide
ions, and may be maintained by service providers or othersidesignated with the responsibilitly
aining service description.

ms registry, repository, and catalogue are not «differentiated. The single term, servide
repository, is used to refer to this organized colléction of service descriptions and othe
5. Service description is focused on for the suppartof registration and discovery.

=

=

Hiscovery is the process by which service egnsumers provide search criteria, often in terms
lescription information, in order to discover services according to their specific functional g
ctional requirements. Service discovery:is done during design time as well as during runtime.
he process of discovery, a service ¢ofisumer may require the ability to query for and retrievie
ice descriptions

—

—

e consumer may use the service registry/repository for service discovery, typically, at desig
at other times when the donsumer needs to reference or retrieve the information contained ip
ice description or othek service artefact reference or retrieval is needed, such as finding the
endpoint in support.of late binding.

shows the stepg-llustrating a service consumer’s use of a service registry/repository.

18
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Figure 5 — Model for Service Registry/Repgdsitory Use

s shown in the example in Figure 5, the service consumer begifis by submitting a search to th¢ service
egistry/repository; the service registry/repository responds with search results. The search results
ontain information about service registry/repository €ontents that match the search critgria and
ossibly links or other mechanisms, e.g. service calls\that enable the service consumer to |retrieve
hformation or artefacts from the service registry/repository. This example illustrates the service
onsumer as consuming both information about artefacts and the artefacts themselves.

Q -0 o = o

s noted with respect to Figure 5, registryf/repositories are not restricted to storing only service
escriptions if they support other capabilities in the SOA solution, like information architectures,
hanagement, and governance. Architecturally, these may be considered different Kinds of
egistry/repositories in a SOA solution,”but during implementation, these registry/repositories can
e collocated in the same registiy/repository, leveraging the common aspects of description and
iscovery, storage and retrieval.\The registry/repositories supporting governance can provide access
b the governance policies and documentation of processes for communication and enforcenjent; the
ervice descriptions can link o policies and processes that are relevant to the particular servige.

W o o o4 0 Q. 1

Service registry/repositories are governed and are often used by the governance procegses. For
gxample, a governance process for maximizing service reuse may require solution archit¢cts and
developers to search for existing appropriate services before developing new ones. Effective reuse,
in this case, requires that the services are clearly described and that those descriptions arg readily
available todevelopers.

Nlanagement of registry/repositories and registration processes is recommended and may| include
monitering, managing storage, backup, recovery, and notifying about exceptions and failures.

/.4.7 Service Description, Interiaces, Policies and Contracts

7.2.7.1 Service Description

A service description contains the information necessary to interact with the service and can be
described in such terms as the service interface (service inputs, outputs, and associated semantics)
and service policies (conditions for using the service). Service contracts may reference information in
service descriptions.

The purpose of combining service interfaces and service policies in a composite service description
is to facilitate interaction and visibility, particularly when the participants are in different ownership
domains (see Reference [17]) for an explanation of ownership domain). Explicit service descriptions
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provide information necessary to know what a service does, the conditions of use, the user experience
during interaction, the details of information exchange, and the location at which information exchange
occurs. It makes it possible for potential participants to construct systems according to the descriptions
and not the implementations.

The service description allows prospective service consumers to evaluate if the service is suitable
for their current needs and establishes whether a service consumer satisfies any requirements of the
service provider.

7 2 7 2 Coryen Intarfoonc
e T vICCTIIECTIates

Service [descriptions can contain service interfaces, contract terms, and policies. Therefore; thely
will be ¢lefined before defining service description. Service interfaces define the way in which othgr
elementp can interact and exchange information with a service in the processing of a seryvice requegt
(see ISQ/IEC 18384-3:2016, 7.13). Interfaces include the definition of parameters that)are used fqr
informafion passing when a service is invoked. This is usually documented in the servicedescription.

[72)

The spegific nature of how an interface is invoked and how information is passed back and forth diffen
betweer business domains. Service interfaces are typically, but not necessafily, message-based (t
support|loose coupling). Furthermore, service interfaces are always definedyindependently from anjy
particulpr service implementation (to supportloose coupling and service mediation).

=}

Any seryice has at least one service interface. There can be constraintsion the allowed interaction on
service interface such as only certain value ranges allowed on given-parameters. In practice, dependin
on the rjature of the service and the service interface in questiony these constraints may be define
either fqrmally (documented) or informally (undocumented).:€onstraints should be documented an
formally defined.

T og o

A single| service interface can be used as an interface*to multiple services. This does not mean thg
these sefvices are the same, nor even that they have the same effect; it only means that it is possible t
interact{with all of them in the manner defined by:the service interface in question. This also requirg
that the|semantics of the defined interface be hanoured by all services implementing the interface.

»n O

—
Service Request
Service Response
| )
Service-Provider Service Consumer

Figure 6 ~~Service Provider and Service Consumer using Service Interface

In Figuge 6, setvice providers and service consumers interact via elements communicating usinj
service Interfaces, element 2 in the service consumer sends a service request to the service interfa
for element, T in the service provider, and element 1 performs the appropriate functions and sends
service : rorHe re-respon thed-Hthe-servieetterface

7.2.7.3  Policy

A policy is a set of legal, political, organizational, functional or technical statements of intent or
obligation for communication and cooperation. As shown in Figure 7, policy is made and asserted by a
human actor and for which the human actor commits to uphold and, if desired or necessary, enforce. A
human actor asserts a policy; however, a policy may provide a constraint on any actor, human or not.
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Figure 7 — Policy and Policy Subsets

olicy as a concept is generic and has relevance outside the domainof-SOA. Policies can apply fo things
ther than elements (policy subjects); in fact, policies can apply“to anything at all, includihg other
olicies.

policy is an assertion (statement of intent) that can be stated and then applied to any number pf policy
ubjects. For example, a policy could state that all communications with a SOA service shall be engrypted,
nd that single assertion is then applied to (and compliahce can be assessed for) every communication
ith every service. An actor asserting a policy is responsible for its enforcement through dire¢t action
r delegated responsibility. Note that having a *pelicy apply to multiple subjects does not mpan that
these subjects are the same, only that they ar&(partly) regulated by the same intent. Convergely, one
r more policies may be applied to any subject. Note that where multiple policies apply to the same
sjubject, this is often because the multiple,policies are from multiple different policy domains|(such as
security and governance).

o solloliav]

nowing the policies that apply to something makes it easier and more transparent to interacf with it.
olicies, the human actors defining them, and the subjects to which they apply are important agpects of
ny system, and especially ta:SOA systems with their many different interacting elements.

1

rom a design perspective, policies may have more granular parts or may be expressed amd made
perational through-specific rules.

o

Holicies are different from service contracts (discussed in more detail in 7.2.7.3). While a policy |s stated
By one humamaetor, a contract is an agreement made by two or more human actors (the corftracting
farties) on aset of conditions (or contractual terms) together with a set of constraints that gové¢rn their
s
a

ehaviounrand/or state in fulfilling those conditions. Those conditions and constraints are the pasis for
ssessing whether the parties comply with the terms of the contract.

—_—

olivies may be stated by a service provider as the default conditions of use for a service. As shown in
Figure 7, the service description is a likely place to capture such policies, possibly stating the policy in
the description but more likely as a reference to an external statement of the policy. A service consumer
may also state policies, and the service contract serves as a resolution of conflicts among the stated
policies. A default policy can be stated or referenced in a service description because it is a constraint
as stated by a single party — that service provider — and applicable to a particular policy subject —
that service. A service contract, on the other hand, may be specific to the particular service provider
and service consumer; it is not generally applicable to the service and may be of a proprietary nature
between the service provider and service consumer. Thus, service contracts would not be included in a
service description.

While policies may apply to service contracts, such as security policies on who may change a given
service contract, or conversely be referred to by service contracts as part of the terms, conditions, and
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interaction rules that interacting participants agree to, service contracts are themselves not policies
because policy describes intent of at least one party and contract is the agreement between multiple
parties.

7.2.7.4 Service Contracts

A service contract is the set of the terms, conditions, and interaction rules that interacting participants
have agreed to (directly or indirectly). It is binding on all participants in the interaction: both logical
and physical representations of service consumers, service providers, and the service itself. The service
contractrmay—tre t1 sreements—to—defitretre O—Teg ate—S¢t tee O—ens e—T1a 3| &
service Interactions occur in a certain sequence.

All part|cipants interacting with a service need to comply with the interaction aspects of all service
contracfls that apply to that interaction. The operational interaction aspect of a service contract is
different from the notion of a service interface in that a service contract does not define‘the servide
interfacgs themselves, but rather it defines any relevant multi-interaction and/or sequencing
constraints on how to use a service through interaction across its set of service interfaces. As a simple
examplg, a payment service may have a service contract stating that a payment shall be created before
it can bq tracked.

Service [contracts explicitly prescribe both the operational interaction-aspects, e.g. service level
agreemgnts (SLAs), and the legal agreement aspects of using services. Itispossible to split the interactio
and leggl aspects into two different service contracts, depending onithe-needs of the application. Leggl
agreemgnts may apply to certain human actors and their use of sénvices. The actual legal obligationis
on each|of these human actors are defined in the service contract, including, for example, who is t
provider and who is the consumer from a legal obligation perspective.

A given human actor may be party to zero or more service'contracts. Similarly, a given service contradt
may invplve zero or more human actors. Note that it is important to allow for sourcing contracts wherge
there is|a legal agreement between human actor Aand human actor B (both of which are party to p
service ¢ontract), yet human actor B has sourced the performing of the service to human actor C (a.k.q.
human 4ctor C performs the service in questionfnot human actor B).

t

Note thgt service contracts can (in their legal part) express temporal aspects such as “is obliged to 4
this instlant”, “was obliged to”, and “may‘infuture be obliged to”.

As showjn in Figure 8, it is importanfito'distinguish between a service description and a service contract.
A service description captures facts about a service that are independent of any specific interaction; p
service fontract captures conditions specific to a certain set of service providers, service consumers
and poskibly other interested-third parties, such as regulators. While the facts that describe a servid
may be |distributed ameng-Separate artefacts, the aggregated set of facts should comprise a logicg
consistent description, €onversely, service contracts are tailored to the participants in the servic
interact]on, and theréfore, any number of service contracts may be associated with a given service.
service flescription'may provide default conditions for a service contract, such as default performancf
whereaq a servicecontract may specify more or less stringent performance targets.

T D —
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Figure 8 — Service Contract Relationships

1.2.8 Service and SOA solution lifecycle

.2.8.1 Service Lifecycle

he service lifecycle consists of the activities, roles, and work products for just the service. These are
ften an extension of the organization’s software development lifecycle. In contrast, the SOA [solution
fecycle addresses a much larger scope, i.e. the entire setrviee-oriented solution that provides|value to
he organization. Which services will be developed issdetermined by the SOA solution portfolio and
uring SOA solution lifecycle.

o>y Q. = 0O =

s shown in Figure 9 (the cycle progresses clockwise), service lifecycle can include the following.

d) Analyse and design — may include.requirements management, service definition,| service
realization planning. The lifecycle may start with an analysis to determine what services should be
in the services portfolio and drive business value, also known as identification of services.

H) Create — includes service miodelling, service implementation, service testing. This [includes
the design of service implenientation and development of service implementation code |of other
supporting componentss

d Assemble and deploy +— may include service assembly or acquisition, service deployment] service
configuration, setvice publication. This phase includes the assembly of components, $ervices,
and artefacts td’enable deployment. After development of all these elements, the deployment
of the serviegZinto a service provider’s operational systems can be done. At this point, it can be
instantiated-so that the instance of the service is ready to interact with a service consumer.

d) Govefn)and manage — may include service management and monitoring, service support} service
retirtement, policy management.

When' the service has transitioned to an operational phase, key business metrics, performance
metrics, and availability should be monitored. The results of monitoring are used in dashboards, SLA
enforcement, billing, governance processes, etc. During this operational phase, the service can be
configured or reconfigured, fixed if it malfunctions, or improved if business requirements change.

The service lifecycle processes should be managed and governed, especially service governance,
policy management, requirements management, and configuration management processes. Asset and
registry/repository service implementations are commonly used to manage and govern since they
provide access to some of the portfolio of assets necessary to support the lifecycle and its management.
These assets include service implementations, processes, documents, etc.
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7.2.8.2

A solutign lifecycle describes the activities, roles, and work products-as they relate to providing busines
solutionk based on SOA.

The SOA solution lifecycle may begin with modelling the)business (capturing the business desigr
including the key performance indicators of the buSiness goals and objectives, assembling an

translat

that depgloyment, and using the results coming out*of that environment to identify ways to refine t
businesg design. It is a premise of the lifecycle that feedback is cycled to and from phases in iterativj

steps of

The life
complia
fashion

As shown in Figure 10 (which.pregresses clockwise), four phases of the SOA solution lifecycle could b
as followys.

24

und
bus
key

Ass
bus

MO(Lel — Modelling-is the process of capturing business design for the SOA solution from a

Analyze
“| and
Design
Govern
and Create
Manage
Assemble
and -
Deploy

Service Lifecycle

Figure 9 — Example of a Service Lifecycle

SOA Solution Lifecycle

[72)

ng that model into an information system design, deploying that information system, managi

refinement to facilitate the needs ofthe business.

Cycle is then layered on a bacKdyop of a set of SOA governance processes that ensure thdg
hce and operational polices are enforced for the solution, and that change occurs in a controlle
hnd with appropriate autherity as envisioned by the business design.

rstanding ef’business requirements and objectives and translating that into a specification ¢
ness processes, goals and assumptions, creating an encoded model of the business, along wit
performance indicators.

pmble — Assemble uses the business design to assemble the artefacts that will implement th

d

e

e =) (¢) =

wvn O

ness design for the SOA solution. The business design can be converted into a set of busines

process definitions and activities deriving the required services and from the activity definitions.

Deploy — Deploy includes a combination of creating the hosting environment for the SOA solutions
and the actual deployment of those solutions. This includes resolving the SOA solution’s resource
dependencies, operational conditions, capacity requirements, and integrity and access constraints.
In addition, the techniques for enabling availability, reliability, integrity, efficiency, and serviceability
should be considered for the SOA solution.

Govern and manage — Govern and manage considers how to maintain the operational environment
and the policies expressed in the assembly of the SOA solutions deployed to that environment.
This includes monitoring performance of service requests and timeliness of service responses,
maintaining problem logs to detect failures in various system components, detecting and localizing
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those failures, routing work around them, recovering work affected by those failures, correcting

problems, and restoring the operational state of the system.

“| Model
Govern
ahd Assembte
Manage
Deploy S
SOA Solution Lifecycle

Figure 10 — SOA Solution Lifecycle

hformation in the model phase often need to be fed diréctly in to the management phase to up

esources are located in the system, may conditiofi*Some of the assembly phase decisions. Infg

Lt 3o =y

he model phase.

1.2.8.3 Services and SOA solution lifecycles relationship

The ideas around SOA services and SOA solutions are complementary and intertwined. Typi
lpok to SOA services as being the building blocks of SOA solutions, but those solutions offer
and are combined into otherssolutions. Clearly, the two lifecycles are closely related; the SOA 3
fecycle provides a backdrop for the SOA services lifecycle. The two lifecycles follow the generg
fbr software, i.e. requirements analysis, design, development, deployment, operations, and ret
However, the target.of-each of those phases is very different. Services lifecycle is focused on jus
itself, where the/solution covers business aspects and the interrelationships between the
0
f

[a—

perational sysfemis, and supporting aspects. As shown in Figure 11, just as solutions are a b
br services lifecycle, the governance vitality method is a backdrop for solutions lifecycles.

rogression through the lifecycle is not entirely linear{For example, changes to key performance

date the

perational environment. Constraints in the deploy, phase, such as limiting assumptions aboyt where

rmation

bchnology constraints established in the assenibly phase may limit the business design createfl during

cally, we
services
olutions
| phases
irement.
[ service
bervices,
ackdrop
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Figure 11 — Relationship between Service, SOA Solution, and SOA Solution Governance
lifecycles
As with|any tifecycle, roles, responsibilities, and work products need to be defined. The use of SOA
principle¢s-and concepts implies

— acontinuing relationship between the roles of service provider and service consumer,
— accurate and updated service and solution descriptions,

— sufficient metrics to have a clear understanding of performance and setting of expectations as
overall use grows and evolves, and

— modelling of the SOA ecosystem to predict and respond to growth and evolution.

An important consideration as one progresses through the lifecycle is that the services and solutions
exist within the SOA ecosystem and may concurrently support the needs of many service consumers.
Thus, while individual performance issues are important and should be considered, when the focus
is on optimizing the whole, then trade-offs may need to be made so that the individual services or
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solutions may run sub-optimally. While understanding local optimization is important, a SOA approach
will introduce more complex trade-offs that make modelling more essential.

7.2.9 Loosely coupled
In general, loose coupling is accomplished by reducing dependencies between elements in a system.

For example, loose coupling for services is improved when service consumption is insulated from the
underlying implementation, usually via the use of service interfaces, access policy, and the ability to
iscaover services Addifinnql]y] loase r‘nnpling of the service interface can be imprnvpd hy pyrhanging
emi-structured documents as a whole. Often, this is more tolerant of changes in the detai|s of the
hformation exchange than procedure call style exchanges.

—- n

Vhen the service consumer fully relies on the standards based service description ‘that sgerves as
he “contract” between the consumer and the provider, more insulation is provided. These [types of
hsulation removes the dependencies of programming languages, platforms or-any special provider
onventions such as time sequencing, address binding, access language or access protocol.

A =t

The service oriented architecture (SOA) architectural style supports logsely coupling the interface of
a service being consumed from the implementation being provided. The message exchange should be
well-defined but still provide principled mechanisms for variationsdninputs and extensibility.

[joose Coupling represents the allowance for variability and flexibility and enables reusability and
rpbustness when combined by service orientation.

1.3 Cross Cutting Concerns

71.3.1 Defining Cross Cutting

(ross cutting aspects are capabilities and fugctionality that are valid for and apply to multiple roles or
flinctional layers. For example, managementis a cross cutting concern because it applies to many areas,
including operational systems, services; business processes, and service consumers. All of th¢se need
tp be managed, but how these are nianaged is different based on the management target. Managing
infrastructure like storage and databases is very different from managing business processgs. Cross
dutting aspects can apply to other-<ross cutting aspects, so governance applies to the functionpl layers
as well as integration, information and management.

(ritical cross-cutting aspects for SOA are as follows.

1.3.2 Integration

htegration is"a‘central aspect of the design and development of SOA solutions since there are often
ross-servide~and cross-solution domain interactions to consider. Complex SOA installations can reach
cross business unit and partner boundaries, and integration is used to leverage existing $ervices,
s wellas incorporating new services across service domains. Integration aspects and supporting
bclinologies need to be identified even when service interactions are simpler and within a donllain.

(ol <SS H @ Wil e

7.3.3 Cross Domain interaction

Service discovery and management may need to span various solution domains in an organization
or across organizations. In addition, discovery and management may have to work across different
technologies since different solution domains may have selected different means for their SOA
implementation.

Figure 12 is an example that shows a number of solution domains, each implemented with its own
technology, where the interactions between them need to be managed as a whole.
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Figure 12 — Cross Domain Interaction

Both sipgle solution domain SOA infrastructuretand heterogeneous federated SOA infrastructure
address|the management of cross cutting aspeéts, especially of service discovery, service management,
service $ecurity, and service governance.

Depending on the service consumer’s technical or business context, the same service may be available
from vatious providers inside and otitside the organizations, as well as through various technologie$.
These sprvices have concrete endpoints that may reside in different service domains. Integratio
functionality, and associated registry/repository, in the consumer’s service domain makes finding an
using (binding to) these different service implementations simpler.

joge)

7.3.4 PBervice Integration

Service |ntegration\is crucial as it provides the capability to mediate, transform, route, and transpor
service Tequests.from the service requester to the correct service implementation. Service integratio
may include, an-intelligent routing, protocol switching, and interface transformation mechanisms as i
often se¢ndnma’‘service bus. The integration functionality in Figure 12 enables the loose coupling betwee

the request/and the cancrete provider by matching the service request and service implementation |

This loose coupling is not only a technical loose coupling addressing protocols, locations, or platforms,
but can also be a business semantic loose coupling performing required adaptations between service
requester and provider.

- N S —~+

The implication of loose coupling and de-facto heterogeneity of organizations drives the need for a more
flexible management of the services and the corresponding artefacts. Three aspects of integration that
need to be considered are transport, transformation, and mediation.

— Transport — A message originating with a sender should be able to reach its intended receiver. This
is accomplished through use of a transport infrastructure that provides the protocols necessary to
convey messages between the two. The sender and receiver may both be connected to a common
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transport infrastructure or bridging will be necessary between their respective infrastructures.
This bridging may require protocol translations, as well as the need to provide routing and
correlation of messages between the endpoints.

— Transformation — The sender and receiver should have a common understanding of the message
content. This may require a transformation between formats for presentation of content or between
vocabularies in order to align local semantics. An example here is where one endpoint uses a
different version of a data format with extra fields, so the extra fields need to be removed in order
for the message to be acceptable to the other side.

1+ Mediation — When integrating processes, it is not always the case that a message on pne side
equates to a single message on the other. The two sides might be at different levels of ‘abstraction,
with one message resulting in the fan out of multiple messages, with a need to comhbine rgsponses
into a single reply. Mediation can combine transport and transformation integfation with these
more complex process integration patterns.

.3.5 Management and Security

7.3.5.1 General

he management and security concern is an important aspect for"SOA and provides ways of dealing
he non-functional requirements (NFR) in any given solution. This provides the technical means to
nable a SOA solution to meet its requirements with respect to: monitoring, reliability, avdilability,
hanageability, transactionality, maintainability, scalability;, security, safety, life cycle, etc. It [includes
he scope of the traditional FCAPS (fault, configuration, accounting, performance, security) fjom ITIL
r RAS (reliability, availability, serviceability).

o o =5 @ o

o

ommon aspects of management that may need-to be supported and managed are transactions,
vailability, service reliability, metadata managenient, and management services.

Q

-+ Transactions coordinate the service’s actions onresourcesthatcan belongto distributed components
when these components are required.fo reach a consistentagreement on the outcome of the service’s
interactions. A transaction manager usually coordinates the outcome while hiding the $pecifics
of each coordinated service component and the technology of the service implementatipn. With
that approach, a common and‘standardized transactional semantic can be used on the gervices.
Two types of transactions$:are atomic (which are usually short lived and rollback upon failure) and
business activity transagtions (which are usually long running with defined compensationg in case
of failure). See Annek B for more information on transactions in SOA solutions.

-+ Availability includes both SOA service availability and SOA solution availability. Availability|of a SOA
solution is thépercentage of time that the solution is performing its business functions appropriately.
In order te,;measure this, it is important to identify and monitor key performance indicator|s for the
solution-as a whole. Measuring individual service availability will not reflect the availabjlity and
execution of the business functions. Availability of services is tied to the percentage of time that a
service can be successfully invoked.

Availability of services can be tied to a provider, network, and consumer boundary, checking|that the
SETVICE, System, and Network are runctioning. Service availability 1s differentirom diiferent boundaries.
Often, service availability can be measured by infrastructure and tools on behalf of the service and
metrics provided are common, i.e. percentage of up time and number of failed messages. Service
availability is frequently a key metric in service level agreements, policies, and contracts.

While availability concerns itself with whether a service is active, up and running, and able to
process requests or not, reliability concerns itself with ensuring the request and response messages
are delivered. On the other hand, reliability concerns itself with message delivery between service
consumer and service provider, it does not address whether a request is actually processed or not by
the provider. Transactions address whether a request is processed or not.

a) Reliability, in the context of SOA, is a quality of service directed at the interactions between a
service consumer and a service provider, and is used to indicate differing levels of assurances on
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b)

7.3.5.2 | SOA solution management

The san]e kinds of management that apply to business in general are important for managing services
and SOA solutions and may need extensions to handle the seryice oriented nature and the crogs
domain [poundaries of many SOA solutions. While service management is focused on the managemerjt
of servi¢es, SOA management has a broader scope and manages the entire SOA solution, or set of SOA
solutionp.

SOA and service governance will use management to actually execute on and enforce the governande
policies pnd processes. These governance policies along with the other polices in the system for securit},
reliability, availability, etc. are the rules that drive.the management systems.

Common types of management used for SOA.solutions are as follows.

30

the intermediaries and network involved in the exchange of messages during service invocations.
Reliability is an end-to-end property, meaning that the same quality should be preserved
throughout the whole path from service consumer to service provider. The four reliability qualities
for systems are: at-least-once, at-most-once, exactly-once, and ordered. For more information on
these, see Annex B. The reliability required for the SOA solution and service interactions will affect
key architectural decisions. For example, where is it not possible to design an idempotent service
(see Annex B), other reliability qualities may be requested, notably at-most-once and exactly-once.

Management services represents the set of management tools used to momtor service flows, the

solution to both enable and manage the functional services and SOA solutions. Management'service
are |[different from the functional interfaces and the management interfaces can be implemente
dirgctly by services to enable manageability.

d
d
A
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SOA and service governance will use management to actually execute om\and enforce t
governance policies and processes. These governance policies along with the other polices in t
systlem for security, reliability, availability, etc. are the rules that drive the management systems.

Seryice and SOA solution monitoring and management: provides monitoring and management gf
softfware servicesand application. Thisincludes ability to capture metrics and to monitor and manage
application and solution statusfFor SOA, this can be challenging when the services being manage(d
or the solution uses services ‘that are in another ownership domain, either in the organization dr
crogs organization. Metries per consumer of the service need to be negotiated, collected and madie
available, often on a dashboard. For cross domain services, delivery of that information may bl
deliyered via reports;.events, or other information feeds into their own dashboards.

Busjness activity/monitoring and management: provides monitoring and management of busineg
actiyities, business events, and business processes. It provides ability to analyse event informatio
(redfl-time.and near real-time), as well as stored (warehoused) events. It enables review an
assg¢ssment of business activities which determines responses and issues alerts/notifications.
Thig leverages the support in the organlzatlon for service and SOA solution management and ever

agaranmt Narmandasainc aomaco amgangodtianc ool d b o oo da ronpiatalyy
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IT systems monitoring and management: provides monitoring and management of IT infrastructure
and systems, including the ability to monitor and capture metric and status of IT systems and
infrastructure. This includes management of virtualized systems. For SOA solutions, these systems
may be represented and accessible as services themselves and the resources may be within the
organizations control or across domains. For cross domains, reporting to service consumers and
customers may require special negotiation and enablement.

Security management: provides monitoring and management of security and secure solutions. This
includes the ability to manage roles, identities, access rights and entitlements, as well as protect
unstructured and structured data from unauthorized access and data loss. Security management
should also address how software, systems, and services are developed and maintained throughout
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the software lifecycle. It should maintain the security status through proactive changes reacting to
identified vulnerabilities and new threats and enable the IT organization to manage IT related risks
and compliance. These capabilities provide the basis for automation of security management. For
SOA, security policies for negotiating across organizational domains need to be clearly defined in
the descriptions and supported.

Policy monitoring and enforcement: provides mechanism to monitor and enforce policies and
business rules for the SOA solution and services. This includes finding and accessing policies,
evaluating and enforcing policies at check points and enforcement points. Policy enforcement
includes enforcement when metrics are captured, signalled _and recaorded. Enforcement may send

compliance status, metrics, notifications, and log of non-compliance. Notifying across orgatlizations
when policies have been breached should be supported. In addition, escalation precedures for
policies that have not been met should be defined up front and enabled operationally!

Event management: provides the ability to manage events and enables event processing,|logging,
and auditing. For SOA, using events between organizations is a common pattérirof notificatjon from
dashboards, monitoring and management systems. While auditing shouldralways be enablefd, audits
are especially important for cross organization solutions.

Configurationand change management: provides ability to change solution and service configuration
and descriptions. Configuration and change management may-need to be coordinatedl across
organizations for particular services and SOA solutions.

Solution and service lifecycle management: provides’ mechanisms to deploy, start/enable,
stop/disable, and un-deploy services and SOA solutiops:For organizations that use servicefs owned
by other domains or organizations, the lifecycle of the services in the portfolio will negd to be
coordinated. Mechanisms to communicate when maintenance or updates on services are ngeded or
when the service consumer no longer needs thesservice.

Service metadata management: provides management of additional service metadata and [physical
documents such as the service descriptions and policies related to the services. Metadath can be
used to enable many of the SOA characteristics: i.e. discovery, loose coupling, integration, af well as
service relationships and properties.

1.3.5.3 SOA security

roviders and all of the.elements that contribute to the architecture.

o = O W

n X.805 and thexdimensions covered by the WS-Security (see Reference [28]) set of standards

— 3

hterruption (see Annex B for more information on these threats).

availability, and privacy (see Annex B for more information on these dimensions for SOA solutions).

A few key concepts that have special concerns for SOA solutions are as follows.

0A security addresses the protection against threats across the vulnerability dimensions of 4 service
riented architecture. Thisincludes protecting the interactions between service consumers and service

OA security should.follow the industry best practices, such as the recommendation developed py ITU-T

he threats\that SOA security needs to address are destruction, corruption, removal, disclosure, and

The”eight security dimensions that are required to protect against the threats listed arg access
dontrol, authentication, non-repudiation, data confidentiality, communication security, data iptegrity,

— Authentication. Authentication should provide a proof of identity for the use of services or any

component in the SOA using, for example, shared secret, PK]I, or digital signatures. It should be noted
that as SOA addresses interactions between service consumers and service providers, the proof
of identity should be carried between the initial consumer and the ultimate provider. In service
choreographies, there will be multiple actors that may all have to be authenticated. When services
are offered between two or more entities that are organizations, there may be a risk that the churn
of actors leaving or joining these entities will make the environment very difficult to manage. Using
federated identities that implement a trusted model between entities should be considered for SOA
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solutions where there is propagation of assertion tokens that provide consistent authentication of
the initial requester through a trusted protocol between components (an example is WS-Federation,
see Reference [29]).

— Non-repudiation. Non-repudiation should prevent the ability to deny that an activity on components
or elements in the SOA solution occurred. Examples include system logs and digital signatures
protecting messages with XML-Signature. In service choreographies, there will be multiple actors
interacting and it may become necessary to maintain a trace of all actions from all actors.

— Availability. Availability should ensure that elements, services, and components are available to
legitimate users. This should be coordinated with the SLAs and other contract metadata that spegifly
the fonditions of use of the service.

7.3.6 OA Solution Governance

Governdnce is the establishing and enforcing of how people and solutions work togéther to achiev
organizjtional objectives. For an organization implementing SOA principles, SOA solution governanc
should afssistin setting expectations and providing a means to reduce risk, maintaifibusiness alignmen
and shoyv business value. Like other kinds of governance, the role of SOA solution‘governance is to create
a consigtent approach across services, processes, standards, policies, and guidelines while puttinjg
control pnd compliance mechanisms in place. This focus on putting contnols in place distinguishe
governajnce from day to day management activities (see Reference [10]).

D

™
-

[72)

Some ofthe common reasons that SOA drives the need for, and sometiimes cannot be successful without,
governajnce are as follows.

— SOAis often driven by organizational changes.

— SOA|often drives organizational changes.

— SOAis implemented across organizational boun@aries, especially in the sharing of services.
— Reupe of services often requires organizatidns to create new cost-sharing requirements.

— SOAldrives new practices in an organization for identifying services and sharing services.

Annex A summarizes the ISO/IEC 17998 SOA governance framework technical standard, providinig
details qf a SOA governance refererice model, a SOA governance vitality method, and best practices fdr
creating a governance regimen for-services and SOA solutions.

In effect, SOA solution goverhance extends IT and EA governance. This implies governing not only the
executidn aspects of SOA; but also the strategic planning activities. Many organizations already have p
governapnce regimen fettheir IT department covering project funding, development, and maintenande
activitigs. These can/be€ defined using either one of the formal standard IT governance frameworks,
such as COBIT, ITH, etc., or an in-house governance framework that has been built over many years.

The governangeregimen for SOA solutions should include governance of services, as well as governande
of the S(PA-solution in its entirety. Governance should be applied to the following:

a) processes — including governing and governed processes. These are unique to SOA;
b) organizational structures — including roles and responsibilities;
c) enabling technologies — including tools and infrastructure.

In order to specify the changes necessary to accommodate SOA in an existing governance regime, these
governance activities are mapped and integrated to the activities being utilized in the existing regime.
While no two governance regimens are alike, governance standards can define best practices and
provide a starting point for customization to the SOA solution. It should include governance activities
that are impacted by SOA.
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Governing processes, compliance, dispensation, and communication, realize the intentions of the
organization. The processes and activities being governed for SOA solutions are specific to the planning,
design, and operational aspects of SOA. As described in Annex A, SOA solution governance should
consider the following.

— SOA solution portfolio management determines which SOA solutions are developed and maintained.
— Service portfolio management determines which services are developed and maintained.

— SOA solution lifecycle management is responsible for the development, operation, modification,
and eventual withdrawal of SUA solutions. It raises requirements for service development|that are
addressed by service portfolio management, and requirements for service modificatiow'[that are
addressed by service lifecycle management.

-+ Service lifecycle management is responsible for the development, operation, modification, and
eventual withdrawal of services.

Since SOA solution governance requires an on-going process to maintain alignment, therefpre, it is
nrealistic to expect an organization to define and deploy in a single projectian organization-wide SOA
plution governance regimen that meets its long term aspiration as goalsfér SOA. It is expected to evolve
s an organization’s SOA experience grows. To support this, a SOA g@vernance vitality method takes a
articular organization through a number of phased activities that form a continuous imprpvement
bop, defining a roadmap for deploying governance. It is a continuous process in which pragress is
heasured, course-correction is made, and updates are performed

09 =0 9 n o

8 SOA Architectural Principles

8.1 Architectural Principles defined

The architectural principles in SOA are driveiito a degree by the importance of the three independence
drinciples for SOA: location independence, implementation independence, and protocol independence.

-+ Location independence: there is no-preferred location for service consumers and service pifoviders.
They could transparently both'be located on the same system, or in different organizatior}s and in
different physical locations.

—+ Implementation indepéndence: there is no requirement for specific platform or implemlfntation
technologies for service consumers and service providers to adopt. They should not need to lye aware
of the other party/sitechnical environment or implementation details in order to interoperate.

-+ Protocol indépendence: there is support for services to be exposed and consumed with a vpriety of
transportprotocols and message protocols. There may be a matchmaking protocol or component in
the middle for interoperability purposes. In case of different protocols, service buses may [perform
the cénnection between heterogeneous services.

Services should be designed to be: interoperable, described, reusable, discoverable, composable,
tonomous, loosely coupled, and manageable. Each of these characteristics is described in this Clause
Mg a Histof activities thatarciite Toultd consider performing i order to architect amda develop
services and SOA solutions that exhibit these characteristics. Some of the activities apply to multiple
characteristics. In addition, each characteristic includes a list of characteristics or business benefits
that the service or SOA solution may exhibit as a result of satisfying the characteristic.

8.2 Interoperable — Syntactic, semantic

The characteristic of interoperability is achieved when people, organizations and systems are able to
communicate, exchange information and effectively use the information to work together.
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Interoperability has multiple dimensions, and is often viewed from a systems engineering perspective
including consideration of technical, syntactic, and semantic factors. A broader view of interoperability
may include social, organizational, legal, political, and other factors.

Technical interoperability involves the use of common methods and services for the access,
communication, storage, and processing of data, usually in the applications platform and
communications infrastructure domains, based on standards and/or common IT platforms.

Syntactic interoperability is when two or more systems are capable of communicating and exchanging
data using some specified data formats or communication protocols, e.g. XML (eXtended marku
languagg) or SQL (structured query language) standards. Syntactic interoperability is a pre-requisite.tp
achieving further interoperability.

Semantic interoperability can be achieved through establishing a shared understandingrofintent,
allowing recipients to act on the contents of messages in a manner consistent with the senidér’s intent.
In other{words, there should be a shared understanding of the business requirements being addresse
by the s¢rvice, not just an agreement on common syntax.

jom

Interopgrability is facilitated by
— defiping protocol definitions that include the:
— |definition of the messages types and content types to be exchariged (syntactic);
— |description of the content types, including any constraints-en data values (to aid semantics);
— |definition on the underlying transport protocols that can*be used (bindings);
— |definition of message exchange patterns, such as request and response messages;
— |definition of failure modes, messages, and states;
— |description of any conversational interactions, e.g. call backs;
— |definitions of any restrictions on invocation order, e.g. open before write;
— defiping polices that affect reliability, availability, security, and transactionality.
The bengfits of interoperability aresit
a) inclfides a minimum level of semantic understanding of the services being consumed and provided|,
b) impfoves understandifigyand collaboration across system and organizational boundaries,
c) enables increaseddikelihood of two systems interacting correctly,
d) enables a degrease in erroneous interactions, and

e) enables reduction in ambiguity when errors and faults occur.

8.3 Described

The characteristic of being described is achieved when the service consumer, service provider, or
developer can find, access, interpret, and process a description of a service. The service description, as
described in 7.2.7, is metadata that may include details on the service contract, service interface, and
policies for both service consumers and service providers.

Being described is facilitated by

— capturing the service interaction contract in a standardized format, e.g. XML, WSDL (Web services
definition language, see Reference [18]) for Web services implementations,

— storing the descriptions in the registry/repository so that it can be located, accessed, and reused,
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isolating configuration into policy descriptions,

capturing information for service level agreements in descriptions,

capturing QOS available in descriptions,

capturing business, governance, and management processes that use the services in descriptions, and

capturing service location.

d

)

q)
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8.4 Reusable

Reusability of services is facilitated-by the following:

enables loose coupling and late binding by providing sufficient description to be able tolook up and
bind to the service instance at runtime,

enables reuse by adding metadata so that the appropriate services can be locatéd’and reusgd,

enables reuse by adding description so that the appropriate serviceS~are available| for the
functions needed,

enables management and reconfiguration of services at runtimetand when being rdqused to
minimize changes to the service implementation,

enables management of services at runtime by describing management monitoring and prgcesses,
enables business and IT governance of SOA solutions and Services, and

enables addition of an integration functionality (see\Figure 10), service bus (see 2.22).

The characteristic of reusability is achieved-when the same service definition or implementation or
Hoth, are used in more than one SOA solution. Enabling reusability helps to reduce development and
mMaintenance costs and increases the longsterm return on investment for the solution.

service modelling and analysis — modelling the services to be developed to support the SOA
solution, looking for common tasks and fine grained services in the solution;

usingtherightgranularity — finer grained “utility” services may be reusable in service comppsitions;
using autonomous definitions;
adhering to-principles for loosely coupled services;

developing a well-described service so that the service can be found, evaluated for approprijateness,
and:retsed;

making services discoverable;

late binding of services, obtaining addresses for current service endpoint at runtime so that other
services can be substituted at runtime and without redeveloping the service implementation;

governing the business with processes in place to identify redevelopment and require reuse of
existing services;

understanding how the service will be funded for development if it used across organizations;

having the appropriate software development and maintenance lifecycle to supportreuse of services
in multiple solutions (i.e. impact when the implementation is updated);

enabling management of services to be policy driven;
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— implementing services with configuration isolated into policy.

The benefits of reusing services are it

a) enables reducing cost of development by eliminating the need to develop a set of services,

b) enables reducing cost of SOA across the organization over time since services do not need to be
redeveloped for multiple solutions now and in the future,

c) enables decreasing development time to value since you are using existing services that do not have

tob
d) ena
e) ena
f) ena
85 D
The cha

location

The abil
by areg

be able fjo find services and be able to interact before the rest of mlanagement, security, and governang
are needed.

Discovetly infrastructures exist on a continuum, from cheing provided a service description (np
discoverfy at all) to looking in a well-defined locatien" or directory to sophisticated, searchable
registryjrepositories.

Service§ may be discovered at design or runtime ih the service lifecycle. Supporting discovery during
runtime|supports late binding for the services Which increases loose coupling.

Connectfions also exist on a continuum frema tightly coupled static direct interaction where the servide

informa
dynami
right se

during design time from a registry/repository and use during modelling, assembling, and deploying,

and the

at runtigne can increase loese coupling.

Discove

— storfing service description artefacts in a registry/repository or some other predictable location,

— proyidjngsearch facilities/tools to be able search for, find, and access the service description, and

— hav

A | 1 A |

UCVCIUPCU,

bles decreasing risk since the services have been well-tested before being reused,
bles increasing agility where the service can be used in unanticipated ways, and

bles increasing agility since the services are available for rapid development.

scoverable

Iracteristic of discoverability is achieved when it is possible to find~out about the existencg,
and/or description of a service, usually in preparation of a service&ititeraction.

o

ty to locate or discover services and their descriptions based, on specific criteria can be enable
stry/repository or other kinds of search technologies. Service.consumers should fundamental]

D <

Lion could be provided from a-priori knowledge directly into the service implementation tp
location of candidate services, selection of those services via metadata, and binding to thie
rvice at runtime. In between is the common pattern of discovery of the service descriptiop

ookup and binding of the service address at runtime. Discovering the endpoints for the services

rability is facilitated by

The benefits of discoverability are it

a) enables late binding to services, which increases robustness,

b) enables loose coupling by providing location and access to the service description,

c) enables reuse of services by ensuring that existing, reusable services and service descriptions can
be located and used, and

d) enables dynamic composability.
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8.6 Late Bind-able

The characteristic of late binding uses accessing information at runtime to set up the binding
be independent from discovering the service

and can

Using late binding via a registry/repository also allows the service consumer to be isolated from service
location changes. Combining use of policy with late binding further isolates the service consumer
from the service implementation by allowing configuration of the service interaction. Finally, adding
the use of an integration functionality isolates the service consumer and the service implementation

and enables an increase in reliability and availability. This combination of features enables

changes

ih capacity, scaling, and quality of service as the needs of the business demand without impag
donsumer or service implementations.

D)iscoverability and late binding can help enable dynamic composability.

I{ate binding is facilitated by

- providing search facilities/tools to be able search for, find and access the ‘service descriptig

- governing processes supporting the use of binding to the final endpgift at runtime.
The benefits of late binding are it

d) enablesincreased robustness,

h) enablesloose coupling by providing location and access.to the service description,
d enables increasing robustness and agility of the SOA'solution,

d) enables reuse of services by ensuring that existing, reusable services and service descripf
be located and used, and

g) enables dynamic composability when enabled using service registry/repositories.

8.7 Composable

<

Fithout having to change the implementation of the service.

—

he capability to compdse-a service is enabled by appropriately described services that are
oupled and autonomgous:

Q

[an)

omposability isdndependent from the types of compositions that can be created, such as pr
horeographies, and orchestrations.

Q

(Jomposability is facilitated by

— adhering to the principle of reuse,

ting the

n, and

ions can

The characteristic of composability is achieved when services can be an element of a composition

loosely

ocesses,

- _developing autonomous services, and

— discovering services via artefacts in a registry/repository.

The benefits of composability are that it

— enables agility by the reuse of existing services to develop new services without waiting for

development, and

— enables the development of compositions, processes, choreographies, and orchestrations.
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8.8 Self-Contained

The characteristic of self-containment, or autonomy, is achieved when a service can be invoked with
only the information available in the services description. The service consumer should be isolated from
the implementation details of the service. Self-contained services should be encapsulated and should
not depend on other services for their state or are stateless. Services that are compositions of other
services can be self-contained as long as they do not break encapsulation or allow service consumers to
see or understand how the services are implemented.

Self-containment is facilitated by

— isolating the service consumer from the implementation (opacity),
— dev¢loping self-contained services,

— developing complete descriptions, and

— proyiding an implementation-independent interface.

The bengfits of self-containment are it

a) enables increasing reusability, and

b) enables increasing composability.

8.9 Lgosely coupled

The characteristic of loose coupling is achieved when servicéconsumption is insulated from underlying
implemegntation.

In most [ndustries, anything that is reusable allows some variability and flexibility when connecting t
other el¢ments. In the information technology indust¥y, this allowance for variability and flexibility af
referred to as loose coupling.

D O

=)

The seryice oriented architecture (SOA) arehitectural style supports loosely coupling the interface
a servicg being consumed from the implemientation being provided. The message exchange should b
well-deflined but still provide principled mechanisms for variations in inputs and extensibility.

[¢)

Loose cqupling is facilitated by

— requiring service consungers to use interfaces and/or contracts for interacting with services ensure
that| the service features)can be fulfilled by any available implementation rather than a particula
instpnce of an implemtentation,

= Wn

— sep4qrating implementation from both its binding and service endpoint interface,
— cho¢sing docirment style interfaces rather than RPC,

— hav{ng service consumers use late binding (at runtime) to service instances via service discovery,
whith may be prnvidpd hy aregistry repository mediation or other mechanism,

— externalizing configuration and runtime contracts into policy, and

— using integration functionality (see Figure 10) to provide support for connections, protocol
mediation, security and other qualities of service. This relieves the service consumer and service
implementations from having to provide this directly or having to implement quality of service
“matching” directly.

The benefits of loose coupling are it

a) enables minimizing changes to consumers of services over time, even when versions change or
changes are needed for qualities of service or protocol support, given the service is otherwise
acceptable,
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b) enables substitution of an alternate service given the effects, semantics, and policies are the same,

c) enables minimizing changes to services by the provider to change versions, protocols, capacity, and
qualities of service,

d) enables minimizing changes to service implementations to support reuse of services in new
opportunities, increasing business agility,

e) enables increasing service availability and reliability for service consumers by allowing selection
of appropriate service with late binding at runtime,

f) enables decreasing cost (via enabling reuse of services),

gd) enables the addition and benefits of an integration functionality,

H) enables federation of SOA domains — sharing of services from one SOA solutionidomain to janother,

i] enables management of services to be policy driven, and

j] enablesreuse of services by isolating configuration into policy.

To achieve these benefits of loose coupling, some additional management of service metadata will

bHe needed.

Q

8.10 Manageable

The characteristic of manageability is achieved when“services and solutions can be de
ontrolled, monitored, configured, and governed, such'that policies, contracts, and agreem
adhered to.

Nlanageability is facilitated by

providing interfaces for management capabilities along with interfaces for functional capa
enabling management of services to be policy driven,

isolating configuration into policy,

enabling configuratien of services at design and runtime,

enabling monitofing of adhering to contracts,

developing'gdvernance policies and processes, and

enabling control over the lifecycle of the service (enable, disable).

The bénefits of manageability are it

enables awareness of service availability,

veloped,
ents are

- defining and monitoring key metrics for availability, reliability, performance, and governarnce,

bilities,

enables reducing risk of service failure,

enables contract enforcement,

enables governance process execution and automation,

enables alignment of business and IT requirements for the SOA solution, and

enables automation of service and SOA solution management.
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context ffor readers who need more understanding about SOA governance, service governance, and

SOA governance should be viewed as the application of business governance, IT governance, and

executid
governa
activitie
such as

40
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Goviernance of IT (“IT governance”) is the system by which the current and future use of IT i

dire
tos
poli

Business governance (“corporate governance®)is the set of processes, customs, policies, laws, and

inst

hce regimen for their IT department covering project funding, developmént, and maintenande

Annex A
(informative)

SOA Governance Framework

Y]

rnance to service oriented architecture (SOA). In effect, SOA governance extends‘IT and EA
ce, ensuring that the benefits that SOA extols are met. This implies governing not only thie
n aspects of SOA but also the strategic planning activities. Many organizations already have p

s. These can be defined using either one of the formal standard IT governance frameworks,
COBIT, ITIL, etc., or an in-house governance framework that has beer built over many years.

erprise Architecture (EA) governance (“EA governance”) i$ the practice and orientatio
vhich enterprise architectures and other architectures ape ‘managed and controlled at ap
rprise-wide level. See Reference [16].

-

[72)

cted and controlled. Corporate governance of IT invelves evaluating and directing the use of
ipport the organization and monitoring this use ta@achieve plans. It includes the strategy an
cies for using IT within the organization. See ISOZIEC 38500:2008, 1.6.3.

(S

itutions affecting the way an organizatien is directed, administered, or controlled.
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