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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work, In the field of information technology, ISO and TEC have established a joint technical co

mittee,

p—

50/1EC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in ac€ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

o8]

ssessment, as well as information about ISO’s adherence to the WTO principles in the T
Harriers to Trade (TBT) see the following URL: Foreword - Supplementary information

—

he committee responsible for this document is ISO/IEC JTC 1, Information technology, Subco
C 27, IT Security techniques.

— N

50/1EC 18370 consists of the following,parts, under the general title Information technology —
pchniques — Blind digital signatures:

~

— Part 1: General

—  Part 2: Discrete logarithm-based mechanisms

Hurther parts may follow.

h\nce are
bded for
with the

subject
h patent
e in the

Hoes not

Hor an explanation on the meaning of ISO specific terins and expressions related to comformity

echnical

mmittee

Security
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Introduction

Blind digital signature mechanisms are a special type of digital signature mechanism, as specified in

[SO/IEC
a signer

9796 (all parts) and ISO/IEC 14888, which allow a user (a requestor) to obtain a signature from
of the user’s choice, without giving the signer any information about the message that is signed

or the resulting signature.

In some

mechanisms, the signer does not completely lose control over the signed message since the

signer can include explicit information in the resulting signature under an agreement with the

requestgr. These types of blind signatures are called blind signatures with partial disclosure.

Other mechanisms allow a requestor to receive a blind signature on a message not known to the'signg

but the

called blind signature mechanisms with selective disclosure.

Dependlng on the mechanism, it may be possible for an authorized entity to trace ajsignature to thie

request

signatuie request (signature tracing), or link a signature to the receiver who requested it (requestdr

tracing)
mechan

ISO/IEC

signatufe mechanisms with partial disclosure, blind digital signature mechanisms with selectivj
disclosultle and traceable blind digital signature mechanisms. ISQAEC 18370-1 specifies principles an

require
these m

The sec

problems believed to be intractable, i.e. problems for which, given current knowledge, finding a solutio

is comp

problem in an appropriate group. The mechanisms'specified in this part of ISO/IEC 18370 are based o
the lattgr problem.

ISO/IEC
variety

key certfificate. Techniques for managing keys and certificates are outside the scope of ISO/IEC 1837(.

For furt

This pat
the mes

The genration of key{pdirs requires random bits and prime numbers. The generation of signaturg

requires
of ISO/I]

Vi

D =

hoice of the message is restricted and needs to conform to certain rules. Such mechanisms ar

r who requested it. Such an entity can either identify a signature that resulted from a given

Blind signature mechanisms with tracing features are called traceable blind signature
sms.

18370 specifies blind digital signature mechanisms, as well as three variants: blind digitz

— == (D —

ents for these mechanisms. This part of ISO/IEC 18370'specifies several specific instances d
echanisms.

urity of blind digital signature mechanisms amd-their variants depends on computations

utationally infeasible, such as the integercfactorization problem or the discrete logarithry

= ===

=

18370 does not specify mechanjsms’ for key management or for certification of public keys.
bf means are available for obtainihg a reliable copy of the public verification key, e.g. a publa}c

ner information, see ISO/IE€9594-8, ISO/IEC 11770-3 and ISO/IEC 15945.

-

t of ISO/IEC 18370 specifies mechanisms that use a collision resistant hash-function to has
bage to be blindly sigied. ISO/IEC 10118 specifies hash-functions.

@ wn

random bits{ Techniques for producing random bits and prime numbers are outside the scop|
C 18370 Kor further information, see ISO/IEC 18031 and ISO/IEC 18032.

© ISO/IEC 2016 - All rights reserved
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Information technology — Security techniques — Blind

digital signatures —

Part 2:

D logarithm based mechani

1 Scope

his part of ISO/IEC 18370 specifies blind digital signature mechanisms, together-with mec
br three variants of blind digital signatures. The variants are blind digital signature mechanis

igital signature mechanisms. The security of all the mechanisms in this part of ISO/IEC 18370
n the discrete logarithm problem.

Hor each mechanism, this part of ISO/IEC 18370 specifies the following:

1 the process for generating the keys of the entities involved in’these mechanisms;

- the process for producing blind signatures;

- the process for verifying signatures.

]

his part of ISO/IEC 18370 specifies another process specific to blind signature mechanis
selective disclosure, namely, the following:

- the presentation process.

v w]

urthermore, this part of ISO/IEC 18370 specifies other processes specific to traceable blind s
mechanisms, namely, the following:

d) the process for tracing requestors;
H) the process for tracipgsignatures;
d the requestor tracing evidence evaluation process (optional);

d) the signaturetracing evidence evaluation process (optional).

2 Normative references

TheAollowing documents, in whole or in part, are normatively referenced in this document

1
f
gartial disclosure, blind digital signature mechanisms with selective disclosure and tracealple blind
d
g

hanisms
ms with

is based

ms with

gnature

and are

indispensable for its application. For dated references, only the edition cited applies. For

undated

references, the latest edition ot the referenced document (1including any amendments) applies.

[SO/IEC 10118 (all parts), Information technology — Security techniques — Hash-functions

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 18370-1
following apply.

31
abelian group
group (G, *) such thata* b =b *a for everyaand b in G

© ISO/IEC 2016 - All rights reserved
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3.2

cyclic group

group G

of n elements that contains an element a in G, called the generator, of order n

[SOURCE: ISO/IEC 14888-3:2006, 3.2]

3.3

elliptic curve over a finite field
set E of points P = (x, y), where x and y are elements of the finite field (3.6), that satisfy a certain equation,
together with an extra point referred to as the point at infinity

Note 1 td
are cons
satisfy ig
the addit

Note 2 to
group (3.

3.4
field
set of el
every a,
S exclud

3.5

entry: In this part of ISO/IEC 18370, only finite fields containing exactly g elements for a primeig>
dered. In this case, the equation that every point P = (x, y) of E (other than the point at infinity)\shoul
of the form y2 = x3 + ax + b. The finite field elements a and b should satisfy 4a3 + 27b2 # O (where O
ive identity element of the finite field).

="

Q

entry: The set of points E, together with an appropriately defined operation, forms afinite commutativ
5), where the point at infinity is the identity element.

—

bments S and a pair of operations (+,*) defined on S, such that: i)@*(b+c)=a*b +a * c fd
b and c in S, ii) S together with + forms an abelian group (3.1) (with identity element 0), and ii{)
ing 0 together with * forms an abelian group

finite c
abelian (

Note 1 tg
integer n

Note 2 td
G is desc

3.6
finite fi
field (3.4

Note 1t
elements

[SOURC]

3.7

group
set of elé¢
every a,

mmutative group
roup (3.1) (G, *) with a finite number of elements

entry: If a0 = ¢, and an*1 = g * an (for n 2 0) is defined\recursively, the order of a € G is the least positiv
such thatan=e.

[¢)

ot

entry: In some cases, such as when G is the set.of points on an elliptic curve, arithmetic in the finite sg
ibed using additive notation.

eld
) such that the underlying set of elements is finite

entry: For any positive integer, m and a prime p, there exists a finite field containing exactly q = pf»
. This field is unique up-to ah isomorphism and is denoted by Fj.

: ISO/IEC 18033-2:2006, 3.21]

—

bments G:and an operation * defined on the set of elements such that:i) (a *b) *c=a* (b * ¢) fd
b and-¢in G, ii) there exists an identity element, e in G, such thata *e=e *a =a for every ain ¢,

and iii) 1|or every a in G, there exists an inverse element, a1 in G, such thata*al=al*a=e

3.8

security parameters

variable

s that determine the security strength of a mechanism

© ISO/IEC 2016 - All rights reserved
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teed by
echa-
rantees
25-1[1],

if D=0,

urve E,

stood
up ad-
e scalar

n which
) finite
ime

4 Symbols

a€eA indicates that element a is in set A

allb concatenation of data items a and b in the order specified. In cases where the result of
concatenating two or more data items is input to a cryptographic algorithm as part of one
of the mechanisms specified in this part of ISO/IEC 18370, this result shall be composed
so that it can be uniquely resolved into its constituent data strings, i.e. so that there is no
possibility of ambiguity in interpretation. This latter property could be achieved in a vari-
a) fixing the length of each of the substrings throughout the domain of use of the(j
nism, or b) encoding the sequence of concatenated strings using a method that)gua
unique decoding, e.g. using the distinguished encoding rules defined in ISO/IEC 88

ACB indicates that the set A is a subset of or equal to set B

A\ B when A and B are sets, this represents the set of elements presentin’ A but not in B.

ID| bitlength of D if D is a bit string, or bit size of D if D is a nonshégative number (i.e. Q
or the unique integer i such that 2i-1< D < 21if D > 0).

H an elliptic curve over the finite field Fy, for a prime p% 3

H(Fp) the set of all points (x, y), x € F, y € Fp, which satisfy the defining equation of the ¢
together with the point at infinity, Og

HE(Fp) the order (or cardinality) of E(Fp)

By the finite field containing exactly p élements

g a generator of Ggq

dcd(N1, N2) the greatest common divisorof integers N1 and N3

Gq a cyclic group of primeorder g. For uniformity, the multiplicative notation is used
throughout. As such, When using the elliptic curve construction, it should be undef
that ab represents'the group addition of points a and b, that a/b represents the grg
dition of the point a to the additive inverse of the point b, and that ab represents th
multiplication/of point a by the integer b.
NOTE.\This part of ISO/IEC 18370 considers two constructions for the group Gg, i
it issinfeasible to compute discrete logarithms. The first is based on a subgroup of :
field; and the second is based on elliptic curves over a finite field Fg, where q is a pr
number. Details of these two constructions are provided in Annex C.

H a cryptographic hash-function

I a set of integers

[n]P scalar multiplication operation that takes a positive integer n and a point P on the elliptic
curve E as input and produces as output another point Q on the elliptic curve E, where
Q=[n]P=P+ P +..+ Padded n - 1 times. The operation satisfies [0]P = O (the point at
infinity), and [-n]P = [n](-P).

Og the point at infinity on the elliptic curve E

P+Q the elliptic curve sum of points P and Q

q a prime number satisfying |q| = I; where I; is a security parameter

© ISO/IEC 2016 - All rights reserved
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Zp

ZN*

the set of integers in [0, p — 1] with arithmetic defined modulo p

the set of integers U with 0 < U < N and gcd(U, N) = 1, with arithmetic defined modulo N

[lienai product of the values a; for whichi €1

[x,y]

()

the set of integers from x to y inclusive, if x, y are integers satisfying x <y

an ordered list of values to be hashed

5 General requirements

In order
shall be

— Eac

— Eacl

verification key.

— Eac
isu
can

— Botl
give

A method for converting a string of bits to an integer ifYa given range is specified in Annex B.

— Acd

Before if
not sped
specifie

For trad
circums

6 Bli)

6.1 Gq
Clause 6

NOTE
Referenc

to use any of the mechanisms specified in this part of ISO/IEC 18370, the following requirementls
met.

1 entity involved in a blind signature mechanism shall be aware of the public doniain parameters.

1 entity shall have access to an authentic copy of the necessary public:kéys, such as the public

=

1 requestor in a traceable blind signature mechanism shall haveta distinguishing identifier th3
nambiguously bound to the private requestor key. The distinguishing identifier for a requestq
be the public requestor key.

—

1 signer and requestor shall have the means to generate integers uniformly at random from
n range. Techniques for generation of sequences of random bits are specified in ISO/IEC 1803

)

llision-resistant hash-function such as one of.those specified in ISO/IEC 10118 shall be used.

suing a blind signature, the signer might wish to authenticate the requestor. ISO/IEC 18370 doe
ify mechanisms for entity authentication. For this purpose, the use of one of the mechanismjs
 in ISO/IEC 9798 is recommended.

[72)

—

eable blind signature mechanisms, this part of ISO/IEC 18370 does not specify in whic
tances a requestor tracing process or a signature tracing process is used.

nd signature mechanisms

pneral
specifies.ablind signature mechanism.

The.nechanism in Clause 6 is based on Reference [23] and the associated security analysis is given in
e [26].

62 M

echanism 1

6.2.1 Security parameters

The following symbols apply in the specification of this mechanism:

k, Iq: security parameters.

The parties should agree on the security parameters in use. Guidance for parameter choice is given in

Annex E

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=1ef9d7709ac5a3748ec600cda1c9d886

ISO/IEC 18370-2:2016(E)

6.2.2 Key generation process

The key generation process of a blind signature mechanism consists of the following procedures:
a) generating domain parameters;

b) generating a private signature key and a public verification key.

The first procedure is executed once when the domain is set up. The second procedure is executed for
each signer within the domain, where the outputs are a private signature key and the corresponding

11 =L — 1
l_, UDIIC VEIITIUAUIUIT RCY.

The set of domain parameters includes the following parameters:

+ @:aprime number where |q| = Ig;

— Ggq: acyclic group of prime order g;

T+ g1:arandom generator of Gg;

+ g2:arandom generator of G4 different from g1;

NOTE1 Anexample of recommended parameters for typical secufity levels is provided in E.2.
NOTE 2 A method for selecting random generators is given jn ISO/IEC 14888-3:2006, D.2.2.

—+ H:ahash-function that outputs a k-bit message digest:

—

he pair of keys of the signer is computed as follows.

d) The signer picks two integers, x1 and x2, uniformly at random from the range [1, g - 1].

low

) The signer computes y=g; 1g, *2.

The signature key is the pair (x1, x2) andthe verification key is y.

(@1

.2.3 Blind signature process

blind signature process isaninteractive protocol between a signer and a requestor. By execyting the
igning protocol, the requéstor obtains a valid signature of a message of the requestor’s choice in such a
Fay that the signer learnshothing about the message or the resulting signature.

< 0 o

—

he signature proeess involves the following steps. The message to be blindly signed is denoted by m,
fhere m € {0, 1%

<

d) The signer picks two integers, w1 and wp, uniformly at random from the range [0, q - 1].

H) Théesigner computes a=g,"1g,"?

d “The signer sends a to the requestor.

d) Therequestor receives a from the signer.

e) Therequestor picks an integer a uniformly at random from the range [0, g - 1].
f) The requestor picks an integer § uniformly at random from the range [0, g - 1].
g) Therequestor picks an integer y uniformly at random from the range [0, g - 1].
h) The requestor computes a’ = a g12g2Py-.

i) The requestor computes ¢’ = H(m || a').

j) The requestor computes ¢ = ¢’ + y mod q.

© ISO/IEC 2016 - All rights reserved 5
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k) The
1) The
m) The
n) The
o) The

requestor sends c to the signer.

signer receives c from the requestor.
signer computes r1 = w1 + ¢ X1 mod q.
signer computes rz = w + ¢ X2 mod q.

signer sends r1 and rp to the requestor.

p) The
q) The

a=
r) The
s) The
t) The

6.2.4

On inpu
verificat

a) The
b) The
o) Ifc
d) Elsd

7 Blii

7.1 Gq
Clause 7
NOTE

mechani
analysis

72 M

requestor receivesryand ro from the cignpr

requestor checks that the values r1 and r; have been correctly computed by verifying th3
g, 1g, 2 y¢ . If this verification fails, the requestor outputs reject and stops.

requestor computes r1' =r1 + @ mod gq.
requestor computes 2’ = rz + f mod q.

requestor sets the signature to o = (¢, r1, r2').

Verification process

of a message, m, a signature o = (¢’, r1’, r2"), domain parameters) and the verification key, y, thi
ion process involves the following steps.

r2! c’!

verifier computes a"=g,""g,"?"y

verifier computes ¢” = H(m || a").
= ¢’then return 1 (valid).

return 0 (invalid).

1d signature mechanisms with partial disclosure

eneral
specifies two blind signature mechanisms with partial disclosure.
The mechanism_inr722 is based on Reference [14], in which security proofs can also be found. Th

m given in 7.3 is'based on a scheme originally specified in Reference [17] and the associated securit
s given in Reference [18].

echanism 2

(s

D

[¢)

7.2.1

Security parameters

The following symbol applies in the specification of this mechanism:

security parameter.

7.2.2 Key generation process

The key

generation process of a blind signature mechanism consists of the following procedures:

a) generating domain parameters;

b) generating a private signature key and a public verification key.

© ISO/IEC 2016 - All rights reserved
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The set of domain parameters includes the following parameters:
— q:aprime number satisfying |q| = Ig;

— Gg: acyclic group of prime order g;

— g:arandom generator of Gg;

— F:{0, 1}* — G4 a cryptographic hash-function, where the discrete logarithm of value F(x) i
shall be unknown;

n base g

+ H:{0, 1}* - [0, g - 1] a hash-function.
NOTE1 Anexample of recommended parameters for typical security levels is provided in E.Z.

NOTE 2  Examples of how to construct F and H are provided in Annex D.

o

he pair of keys of the signer is computed as follows.

d) The signer picks an integer, x, uniformly at random from the range [1, § 5 1].

low

) The signer computes y = gX.

The signature key is x and the verification key is y.

7.2.3 Blind signature process with partial disclosure

—

he signature process involves the following steps. Theimessage to be blindly signed is denot
'here m € {0, 1}*, and the common information is derioted by info, where info € {0, 1}*.

<

d) The signer picks three integers, y, s, d, uniformly at random from the range [0, g - 1], and c
z = F(info).

H) The signer computes a = gy, b = gszd.

d The signer sends g, b to the requestor.

d) The requestor receives a, b from the signer.

g) The requestor picks two integers, t1 and tz, uniformly at random from the range [0, g - 1].
f) The requestor picks two integers, t3 and t4, uniformly at random from the range [0, q - 1].
gd) The requestor computes z = F(info).

H) The requestor computes a’ = ag™ y‘2, b" =bg'3z"4 .

i) Therequestor computese'=H(a' || b' | z| m) €0, q - 1].

j] ~The requestor computes e =e' -tz - t4 mod q.

ed by m,

bmputes

k) The requestor sends e to the signer.

1) The signer receives e from the requestor.
m) The signer computes c = e - d mod q.

n) The signer computes r=u - cx mod g.

o) The signer sendsr, ¢, s, d to the requestor.

p) The requestor receivesr, ¢, s, d from the signer.

© ISO/IEC 2016 - All rights reserved
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q) The requestor checks that the values r, ¢, s, d have been correctly computed by verifying that
a=_gryc, b=gszd, e =c+dmod q. If this verification fails, the requestor outputs reject and stops.

r) The requestor computes r’' =r+ty, ¢’ = ¢+ t; mod q.
s) Therequestor computess’' =s+t3 d =d+ ty mod q.

t) The requestor sets the signature to o = (', ¢/, s', d").

7.2.4 Verification process

On inpuf of a message, m, a common information, info, a signature, o = (r, ¢, s’, d'), domain parameters,
and the yerification key, y, the verification process involves the following steps.

a) Thel|verifier computes z = F(info), a’ = gr'y¢, b’ = gs'zd',
b) Thel|verifier computese’ = H(a' || b" || z || m).
c) Ife'l=c’"+d mod qthenreturn 1 (valid).

d) Elsdreturn 0 (invalid).
7.3 Mgechanism 3

7.3.1 BSymbols
The follgwing symbol applies in the specification of this mechanism:

— lg: a|security parameter.

7.3.2 Key generation process

The key|generation process of a blind signaturémechanism consists of the following procedures:
a) gengrating domain parameters;

b) geng¢rating a private signature key and a public verification key.

The set ¢f domain parameters includes the following parameters:

— @: ajprime number satisfying |q| = Ig;

— Ggq: 4 cyclic group of\prime order g;

— g1: 4 random generator of Gg;

— g2: q randonrgenerator of Gq different from g1;

— H:{0,a}*- [0, g - 1] a cryptographic hash-function;

— H1: {0, 1}* - [0, g - 1] a cryptographic hash-function.

NOTE1 Anexample of recommended parameters for typical security levels is provided in E.2.
NOTE 2  Examples of how to construct H and Hy are provided in Annex D.

The pair of keys of the signer is computed as follows.

a) The signer picks an integer, x, uniformly at random from the range [1, g - 1].

b) The signer computes y1 = g1

c) The signer computes y; = go*.

8 © ISO/IEC 2016 - All rights reserved
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The signature key is x and the verification key is the pair (y1, y2).

7.3.3 Blind signature process with partial disclosure

The signature process involves the following steps. The message to be blindly signed is denoted by m,

where m € {0, 1}*, and the common information is denoted by info, where info € {0, 1}*.

a) The signer picks an integer, w, uniformly at random from the range [0, g - 1].

-‘ ’T‘]‘\D Clﬂ'V\DY {‘f\l’Y\Y\IIfDC‘ LL —LL Hl(lnfo)n
Y Tor bl A" | IT Jd

d The signer computes t' = gy©.
d) The signer sends t’ to the signer.

g) The requestor receives t’ from the signer.

d) The requestor computes gy, :ngl(i"fO)gz

H) The requestor computes y,, =y, 10"y

i) The requestor computes ty = t" gyt ym M.

j] Therequestor computes c = H(ty || info || m).
K) The requestor computes ¢’ = ¢ - y mod gq.

I} The requestor sends ¢’ to the signer.

m) The signer receives ¢’ from the requestots
The signer computes r' = w - ¢’x modq.

The signer sends r’ to the requestor.

)
)

) The requestor receives r'from the signer.
)

If this verificationAfails, the requestor outputs reject and stops.
1) The requestor.computes r=r' + A mod q.

s) The requéstor sets the signature to o = (c, r).

1.3.4 <Verification process

f‘\

<~

rIF leationlkay (e o) tha varificatinn nrncacco Inxrn]xrno tha Fn"r“nnnn' ctanc

f) The requestor picks two integers, A and y, uniformly at random from the range [0, g - 1].

The requestor checks that the value r’ has been correctly computed by verifying that ¢’

rrinput of a message, m, a common information, info, a signature, o = (c, r), domain parameters

=gMm" yMm©.

and the

erificationkey o) the verification processinvolvesthe following steps:
Hy(info) . \" (. Hq(info). \¢

a) The verifier computes t” = (g1 1 gz) (y1 1 yz) .

b) The verifier computes ¢” = H(t" || info || m).

¢) Ifc=c"thenreturn 1 (valid).

d) Elsereturn 0 (invalid).
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https://standardsiso.com/api/?name=1ef9d7709ac5a3748ec600cda1c9d886

ISO/IEC 18370-2:2016(E)

8 Blind signature mechanisms with selective disclosure

8.1 General

Clause 8 specifies a blind signature mechanism with selective disclosure.

NOTE

The mechanism in Clause 8 is based on Reference [16].

8.2 Mechanism 4

8.2.1
The follq
— Iq: al
8.2.2
The key]

followinlg procedures:

a) gen
b) gen

The firs
each sig
verificat

The set

— q:a

— 9i-
spe

The pait
a) The

b) The

: & cyclic group of prime order g;

Security parameters
wing symbol applies in the specification of this mechanism:

security parameter.

Key generation process

generation process of a blind signature mechanism with selective, disclosure consists of the

brating domain parameters;
brating a private signature key and a public verification ke¥:.

F procedure is executed once when the domain is set up: The second procedure is executed fd
ner within the domain. The outputs are a private signature key and the corresponding public
ion key.

—

bf domain parameters includes the followingparameters:

prime number satisfying |q| = I;

random generator of Gg;
1 integer indicating the number of messages to be signed by the signer;

,gn, gt : n + 1: randomgenerators of Gg, different from each other’s and from g, and where tisfa
fial index for the token message.

of keys of theSsigner is computed as follows.

signer pieks an integer, yp, uniformly at random from the range [1, g - 1].

signercomputes g, =g""°.

The sigriatd

Atriro kovic tho olomont ve and tho vorification kou
Fexe HRathevyeHHeado

A
TIcey

N
[«))

¥ ot e ST

8.2.3 Blind signature process with selective disclosure

A blind

signature process with selective disclosure is an interactive process between a signer and

a requestor. By executing the signing process, the requestor obtains a valid signature on a vector of
messages known to the signer, and a message and public key known only to the requestor, in such a way

that the

signer learns nothing about the resulting signature. The resulting public key and signature is

called a token. The token can be presented to a verifier using the corresponding private key as described

in 8.2.5.

10
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The signature process involves the following steps. The message vector to be signed is denoted by
(x1,--» xn, Xf) where the x; € [0, g — 1] (t is a special token index), and the requestor’s message is denoted
by PI, where PI € {0, 1}*.

a) The signer and the requestor both computey = gog,*!..g,""g,"* €G,.

b) The signer computes ¢, =y0.

c) The signer picks an integer, w, uniformly at random from the range [0, g - 1].

d) The signer computes o, = gV.

g) The signer computes op = yW.

f) The requestor picks an integer, a, uniformly at random from the range [1, q - 1}

g) The requestor picks an integer, 81, uniformly at random from the range [0,@.='1].

H) The requestor picks an integer, 82, uniformly at random from the range [0, g - 1].

i} The requestor computes h = y«a.

j] Therequestor computes t4 zgoﬁlgﬂ2 .

K) The requestor computest, = hPz .

1) The requestor computes a1 mod q.

m) The signer sends (o, 04, 0p) to the requestor.

n) The requestor receives (0, 04, 0p) from thesigner.

d) The requestor computes ¢, = 0,2

) The requestor computes o'y = t1 0%

q) The requestor computes o, :G'Zﬁltzaba.

1) The requestor comput€syo’.= H(h || PI || 0’7 || 64 || 0'p) mod q.

s) The requestor computes o, = 0'c + f1 mod q.

t) The requestorsends o, to the signer.

u) The signérréceives o, from the requestor.

V) The sigher computes o, = 0. yo + w mod g.

W) _“The signer sends o to the requestor.

x] Therequestor receives o, from the signer.

y) The requestor computes o', = o, + f2 mod q.

z) The requestor verifies that oo}, =(g h)a'r (goo"Z )_G’C . If this verification fails, the requestor
outputs reject and stops.

aa) The requestor outputs the token consisting of the public key, h, and the signature (o', o', 0’7, and

the corresponding private key, a-1.

© ISO/IEC 2016 - All rights reserved 11
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8.2.4 Presentation process

A blind signature with selective disclosure presentation process is performed by the requestor. By
executing the presentation process, the requestor creates a presentation proof containing a subset of
the signed message vector.

The presentation process takes the following input parameters:

— DCc {1, .., n} the set of disclosed messages indices;

— U = =\ Dthesetofumdisclosedmessagesimdices;

— (m, ng) € {0, 1}, the two part message to be signed by the requestor;
NOTIE The message to be signed is separated into two parts, m and my, to allow extension mechanisms,
not Iefined herei_n, to use a second-factor to sign part of the protocol message, my, without s¢eing the all ¢f
the protocol details.

— h, tHe token public key;

— a1E]0, g - 1], the token private key;

—  (x1,}. xn), the signed messages where the x; € [0, g - 1].

The pregentation process involves the following steps.

a) The|requestor picks an integer, wg, uniformly at random frombthe range [0, g - 1].

b) ForEachi€ U, the requestor picks an integer, w;, uniformlyrat random from the range [0, g - 1].

c) Thelrequestor computesa= H[hw0 H(ieU) g;" } :

d) The|requestor computes UID;=H(h || o', || 0'¢ |}:6%).

e) The[requestor computes ¢, = H(UID; || a| <D> I <{xi}i € D> 2NN D] D] m) where @ is
the pull value, a zero-length octet string:

f) The|requestor computes c = H (<cp my >) mod gq.

g) The|requestor computes ro& ¢ a1 + wg mod g.

h) Forpachi € U, the requestor computes rj = —c x; + w; mod q.

i) The|requestor outputs the presentation proof {x;}; e p, xt, a, ro, {ri}i e v-

8.2.5 |erification process

A blind gignature with selective disclosure verification process is performed by the verifier.

The verificationprocesstakesthefolowinginputparameterg——m—————————————————

12

Dc

{1, ..., n} the set of disclosed messages indices;

U={1, ..., n} - D the set of undisclosed messages indices;

(m, mg) € {0, 1}, the two part message signed by the requestor;

NOT

prot

E The message to be signed is separated into two parts, m and my, to allow extension mechanisms,
not defined herein, to use a second-factor to sign part of the protocol message, my, without seeing all of the

ocol details.

h, the token public key;

© ISO/IEC 2016 - All rights reserve
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— PI€ {0, 1}* the requestor’s information message;
— (0’3 0'¢, 6'}), the token signature;

— {xi}ie D Xz, a, ro, {ri}i e v, the presentation proof.
The verification process involves the following steps.

a) The verifier verifies that h # 1. If this verification fails, the verifier outputs invalid and stops.

' ’ ’

L / L fad =0 O P
T hie veriffer verifies that aczu\n”rlnczng o -1 70,

O

'\ .
v } mod ¢. 11T tnis veriricatjon fallS,

the verifier outputs invalid and stops.

d The verifier computes UID;= H(h || o7 || o'¢ || o'7).
d) The verifier computes ¢, = H{UID; || a || <D> | <{x1.}i € D> 231219 3T || m).
g) The verifier computes c = H(<cp mgy >) mod gq.
—C
f) The verifier verifies that a =H([gogtxt H(,-GD) gl-xiJ h' [H(ieU) g B If this verificatjon fails,

the verifier outputs invalid, and valid otherwise.

(o)

9 Traceable blind signature mechanisms

2O

.1 General

lan

lause 9 specifies a traceable blind signature.méechanism.

NOTE The mechanism in Clause 9 is based on Reference [19], in which security proofs can also be fpund.

O

.2 Mechanism 5

9.2.1 Symbols

—

he following symbol applies in the specification of this mechanism:

— lq: a security parameter.

9.2.2 Key generation process

—

he key generation process of a fair blind signature mechanism consists of five procedures that shall be
gxecuted in the following order for mechanism 5:

d) C-generation of domain parameters;

b) generation of the requestor tracing key and the corresponding public requestor tracing key;
c) generation of the signature tracing key and the corresponding public signature tracing key;
d) generation of a private signature key and a public verification key;

e) generation of the private requestor key and the corresponding public requestor key.

The set of domain parameters includes the following parameters:

— q:aprime number satisfying |q| = Ig;

— Gg: acyclic group of prime order g;

© ISO/IEC 2016 - All rights reserved 13
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— b:a

random generator of Gg;

— g, 91 and go: three random generators of G4 different from each other’s and from b;

— H:{0, 1}* - [0, g - 1] a cryptographic hash-function.

NOTE 1

NOTE 2

An example of recommended parameters, for typical security levels, is provided in E.2.

Examples of how to construct H are provided in Annex D.

The pair of keys of the requestortracing authority is (‘nmpntpd as follows

a) The

b) The
The reqt
The pait
— The
— The
The sign
The pait
a) The
b) The
The sign
The paif
— The
— The

The priy

requestor tracing authority picks an integer, xgr, uniformly at random from the range [1,.¢<1

requestor tracing authority computes ypp =b*RT .
hestor tracing key is xgr and the public requestor tracing key is ygr.
of keys of the signature tracing authority is computed as follows.

signature tracing authority picks an integer, xs7, uniformly at random-fcem the range [1, g - 1

signature tracing authority computes y ¢ =g*ST.

ature tracing key is xst and the public signature tracing keyds ysr.

of keys of the signer is computed as follows.

signer picks an integer, x, uniformly at random fronithe range [1, g - 1].
signer computes y = ysrX.

ature key is x and the verification key is y.

of keys of the requestor is computed as‘follows.

requestor picks an integer, xg, unifermly at random from the range [1, q - 1].

requestor computes yp = g4 k"

ate requestor key is xg andthe public requestor key is yr. The public requestor key will also b

the distinguishing identifier of\the requestor.

9.2.3

The sign
where nf

a) The

Traceable blind signature process

ature process involves the following steps. The message to be blindly signed is denoted by n
€ {0, 1}X

requéstor sends yg to the signer.

b) The

. L} L 1
SISHCT TECCIVES VR ITUHTULIC TEYUCSLOL.

c) The signer computes a challenge, DT € [0, g — 1]. This challenge shall include a nonce, that is, a
unique number that is never reused; a large random number will do, as will a timestamp or a
counter appended to a unique signer identifier.

d) The

requestor receives DT from the signer.

e) The requestor picks five random integers, s, t, @, f5, y, uniformly at random from the range [0, g - 1].

f) The
g) The

14

requestor computes E1’ = yrr5 ystt.

requestor computes E7 = gt.
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h) The requestor computes E1 = yg E1'.
i) The requestor computes T1 = g12 yrT B ystv.
j)  Therequestor computes T = gv.
k) The requestor computes ¢1 = H(E1' || E2 || yr || DT || T1 || T2).
1) Therequestor computes r1 = @ — ¢1 Xxg mod q.
1) The requestor computes ra = = cismaod g
1) The requestor computes r3 =y - cit mod q. The tuple (c1, r1, 2, r3) is denoted by Proof1 =(¢4, 1
d) The requestor sends E1’, E2, ¢1, 1, I'2, '3 to the signer.
) The signer receives E1', E2, c1, r1, r2, r3 from the requestor. The signer then /checks the v
Proofi by executing the following steps.
1) The signer computes E1" = yg E1".
2) The signer computes T1' = g1 ypr 2y sp3E; 1.
3) The signer computes T2' = g"3E,°1.
4) The signer computes ¢’ = H(E1' || E2 || yr || DT || TL-§.72").
5) The signer then checks whether ¢’ is equal towe1 or not. If this verification fails, th
outputs invalid and stops.
d) The signer picks an integer, w, uniformly atrandom from the range [1, q - 1].
r) The signer computes mg = g2E1".
s| The signer computes zg = mgX.
t) The signer computes Ag = ys7®
4) The signer computes By =\mg«.
V) The signer sends zg,@gdnd By to the requestor.
W) The requestor neceives zp, Ag and By from the requestor.
x) The requestor-picks four integers, u, v, 1, §, uniformly at random from the range [1, g - 1].
y) The requestor computes mg = g2FE1.
7) Therequestor computes s;=yr g2 YVrTs = mg / ystt.
da)-The requestor computes A = Ag¥ ys7v.

bb) The requestor computes Ay = bs.

cc) The requestor computes B = Bot mgv / At.

dd) The requestor computes D = g1 yg79.

ee) The requestor computes E = b9,

ff)

The requestor computes z = zg / yt.

gg) The requestor computes c=H(s;|| z||A || B|| A2 || D || E || m).

hh) The requestor computes cgp =c / u mod q.

© ISO/IEC 2016 - All rights reserved
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ii) The requestor sends cg to the signer.

jj) The signer receives cg from the requestor.
kk) The signer computes ro = w - cox mod q.
11) The signer sends rg to the requestor.

mm) The requestor receives rg from the signer.

P 4 In C
nn) Therequestorcheckstiatthevatueryiasbeenrcorrectiy computed by veritying that Ag=y57 °¥

and|that By =m0z, . If this verification fails, the requestor outputs reject and stops.
00) The|requestor computes r=u rg + v mod q.
pp) The|requestor computes r4 =1 — cxg mod q.
qq) The|requestor computes r5 = § - cs mod g. The pair (r4, rs) is denoted by Proof; = (ra, r's).

rr) The|requestor sets the signature of the message, m, as ¢ = (z, ¢, r, r4, r5,$s1, A2, D, E), where §|
corffesponds to the signature identifier of this signing session. The gutput of the signer is thie
transcript TS of the signing session: TS = (yg, DT, E1', E, c1, 1, I'2, I'3).

9.2.4 Verification process

@)

On inpu{t of a message m, a signature o = (z, ¢, I, r4, s, 51, Az, D, E), domain parameters, the publi
requestr tracing key, the public signature tracing key, and the\verification key, the verification proceg
involves the following steps:

[72)

a) The|verifier computes A’ = ys7" y¢
b) The|verifier computes B’ = 51" z¢

¢) Thel|verifier computes ¢” = H(sy || z || A" | B™{| A2 || D || E || m). The signer then checks whether ¢ is
equgl to c or not. If this verification fail$,the signer outputs invalid and stops

d) The|verifier then checks whether E=b"5A4,° and D=g, 4 ypr'® (s, /gz)c hold. If this verificatiop
failg, the signer outputs invalid and valid otherwise.

9.2.5 Requestor tracingprocess

On inpu([ of a valid traceable blind signature, o = (z, ¢, 1, ra, rs, s1, A2, D, E), domain parameters, thie
requestr tracing keyand the verification key, the requestor tracing process involves the following steps.

a) The|requestor'tracing authority computes G =A,*RT .

=)

b) The|requestor tracing authority computes the distinguishing identifier, djp, of the requestor wh
req ind -si 3 A D rdin = (g a N

c) [Optional] The requestor tracing authority creates the requestor tracing evidence EB, which
demonstrates that the distinguishing identifier, djp, has been correctly computed.

1) The requestor tracing authority picks an integer, 7, uniformly at random from the range [0, g - 1].
2) The requestor tracing authority computes Z = A;T.
3) The requestor tracing authority computes Z' = bt.

The requestor tracing authority computese=H(z || c || r||rall rs | si || A2 | D | E || Z || Z).
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4) Therequestor tracing authority computes p = 7 — € xgr mod g and outputs the requestor tracing
evidence EB: EB = (g, p).

d) The requestor tracing authority outputs the distinguishing identifier, djp, and optionally, if
required, the requestor tracing evidence, EB.

9.2.6 Signature tracing process

On input of the transcript of a signing session TS = (yg, DT, E1', E2, c1, 1, 2, '3), domain parameters,
the signature tracing kpy and the pnh]ir kev of the signer, the signature tracing process involves the

fpllowing steps.

d) The signature tracing authority computes F =E,*ST .

) The signature tracing authority computes the signature identifier, s;, which avill allow to|identify
the signature yielded from the signing session whose transcript is TS: s; = ggyr (E1'/F).

d [Optional] The signature tracing authority creates signature tracing evidence, LR, which
demonstrates that the signature identifier, s;, has been correctly coniputed.

1) The signature tracing authority picks an integer, ¢, uniformly atrandom from the range |0, q - 1].
2) The signature tracing authority computes W = Eu.
3) The signature tracing authority computes W' = gk,
4) The signature tracing authority computes w= H{yr || DT || E1' || E2 || c1 || ra | r2 || r3 || W || W').

5) The signature tracing authority computes.¢’= u - m xsT mod g and outputs the signatur¢ tracing
evidence LP: LP = (m, ¢).

d) The signature tracing authority outputs‘the signature identifier sy and, if required, the signature
tracing evidence LP.

9.2.7 Requestor tracing evidence-evaluation process

(n input of requestor tracing.evidence EB = (g, p), a valid traceable blind signature o = (z, ¢|r, r4, 15,
, A2, D, E), domain parameters, and the public requestor tracing key, the requestor tracing ¢vidence
valuation process involyes-the following steps.

D W

d) The requestor traeing evidence evaluator computes Z" = AP Ge.

H) The requestortracing evidence evaluator computes Z" = bp ygre.
d Thereguestor tracing evidence evaluator computes e’ =H(z || c||r| ra |l rs||si||A2 | D || E || E" || Z™).
d) Ifg=¢ thenreturn 1 (valid).

g) CElse return 0 (invalid).

9.2.8 Signature tracing evidence evaluation process

On input of signature tracing evidence LP = (7, ¢), the transcript of a signing session TS = (yg, DT, E1’, E3,
c1, I'1, 2, r3), domain parameters, and the public signature tracing key, the signature tracing evidence
evaluation process involves the following steps:

a) The signature tracing evidence evaluator computes W" = E;® Fr.
b) The signature tracing evidence evaluator computes W" = g¢ ygs77.

c) The signature tracing evidence evaluator computes
n' =Hr| DT E1" || E2 [l ci |l rall 2 [ r3 | W || W™).
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d) Ifm=mn"thenreturn1 (valid).

e) Elsereturn 0 (invalid).
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Annex A
(normative)

Object identifiers

natra

nrase A bctctha oot s dantifinne ccoignnd o +ha bl d dige
HHEXTr5t5tRe-ooje ettt erSasSig e avotnt-orheatsSt

art of ISO/IEC 18370.

o 3 machanicoac cann ol
o ST oo CTHCtaT ST S P

— N

lindDigitalSignaturesMechanisms-2 {

so(l) standard(0) blind-digital-signatures-mechanisms (18370) part2(2)
snl-module (0) object-identifiers(0) }

EFINITIONS EXPLICIT TAGS ::= BEGIN

- EXPORTS All; --

- IMPORTS None; --

| O -t

JID ::= OBJECT IDENTIFIER -- alias

-|- Synonyms -—-

iIs18370-2 OID ::= { iso(l) standard(0) blind-digital-signatures=mechanisms
(|18370) part2(2) 1}

mechanism OID ::= { 1s18370-2 mechanisms (2) }

- blind digital signatures mechanisms --
Hs-discrete-logarithm-representation-proof OID ::= { mechanism 1 }
Hs-partial-disclosure-or-proof OID ::= { mechanism 2}
Hs-partial-disclosure-equality-proof OID ::= { mechanism 3 }
Hs-selective-disclosure-discrete-logarithm-proof OID ::= { mechanism 4 }
Hs-traceable-verifiable-encryption-ElGamal OID ;:=\Y{ mechanism 5 }

END -- BlindDigitalSignaturesMechanisms-2 -

d in this

© ISO/IEC 2016 - All rights reserved
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Annex B
(normative)

Conversion functions

RCIOID 2 d 12DCD ~nvnye abtuiaan
DOZTT =0

o
ro

The
X0, -

The
bit g
errd

a +hat it ctrinnge and 1t gnne o a
o1t O vVert ot eWwee ot St Satta e gersata=

function BS2IP(x) maps a bit string, x, to an integer value, m, as follows. If x = (x/-1, ..., Xo)when]
., XI-1 are bits, then the value m is defined as m = 2i-1x;_1 + 21-2 x;_3 + ... + 2x1 + Xg.

D

function I2BSP(m, ) takes as input two non-negative integers m and [, and outputsithe unique

tring x of length [, such that BS2IP(x) = m, if such an x exists. Otherwise, the function outputs ah
r message.
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Annex C
(normative)

Group description

Thicrnart of ISO/EC 19270 dafinac +xa70 copctrintion e £o +hn oot yal Eitbhayr conc fraa oo o
ISPt o oYU e T oS 7 o et R e S TtW o CORSTHHETIO S To eSOt P oSt e €E€oRStractoh

sed for the mechanisms described in this part of ISO/IEC 18370. Each construction is spécif
escription desc(Gg):

Q.o

+ Subgroup construction: The description desc(Gq) = (p, q, g) specifies a subgroup G of prij
q of a finite field of order, p. Both p and q are prime numbers, q divides p - 1, and)g is a gen
Gg. Itis recommended to use the method defined in ISO/IEC 14888-3:2006,-Ammex D to geng

group description (p, g, g)-

+ Elliptic curve construction: The description desc(Gg) = (p, a, b, g, g 1) specifies an ellipf
over a finite field Fp, where p is a prime number, a and b are two field elements defining th
curve, g is a base point of prime-order q on the curve (and thé-generator of Gg), q is the
the group, and 1 is the cofactor of the curve, which implies that #E(Fp) = q. Methods of ge
pseudo-random elliptic curves and points of prime order g(the order of the elliptic curve F) g
in ISO/IEC 15946-5 and examples of pseudo-random eliptic curves are given in ISO/IE(C
5:2009, C.1.

1l entities involved in the mechanisms described in<this part of ISO/IEC 18370 should checK
xternally received mathematical elements belong to their corresponding algebraic structureg
elying on or computing with them; failure to do'so may result in critical security or privacy p
s pointed out, for example, in Reference [20} or Reference [25]. For an element x € Z, thi
erifying that 0 < x < g. For an element x € Gg,1t is sufficient to make sure the curve equation ho]
sing the elliptic curve construction and®o verify that 0 < x < p and that x4 = 1 when using the s
onstruction.

QO < O = D N

OTE Only curves with prime order are allowed for the elliptic curve construction. Since the cof
r curves of prime order, all curvé points are part of the group, and therefore checking that the curve
olds is enough to verify that a%point is part of the group.

o0 =h =

|

0 mitigate attacks of the type described in Reference [20] or Reference [25], p and g s}
elected, in the subgroup construction, so that (p - 1)/(2 x g) has no prime factor less than q
b - 1) / (2 x q) should be prime.

wn

—

016(E)

may be
ied by a

ne order
brator of
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ic curve
e elliptic
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roblems
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Annex D
(informative)

Special hash-functions

D.1 H
HL is 4
H: {0, 1}
the follo
a) Ifk
b) Let

c) For

ash-function with larger output length: HL

cryptographic function that hashes a string, m, into {0, 1}k based on a hash-functio
— {0, 1}h in ISO/IEC 10118, where k > h. HL is constructed using MGF1 in PKCS#1. Jtinvolve
wing steps.

> 232h, output “Fail” and stop.
I'be an empty binary string.

i from 0 to [k /h] - 1,set T=T|| H(m || 12BSP(j, 32)).

d) Retlirn the leading k bits of T.

D.2 H
HBS2PF
HBS2PF
a) Let
b) Let

ashing to an element of a prime field: HBS2PF

is a cryptographic function that hashes a string m into an element in Z),.

D involves the following steps.

f{ be a hash-function in ISO/IEC 10118 thatieutputs at least the same bit length as p.
h = BS2IP(H(m)).

c) Retirn h mod p.

D.3 H

Let E be
that has

a) Let
b) Let
c) Let

ashing to a point on an‘elliptic curve: HBS2ECP

an elliptic curve overan explicitly given prime field, Fp. HBS2ECP is a cryptographic functio
hes a string, m, inté-a point in E. It involves the following steps.

=0.
2ECP beaprimitive that converts integers to elliptic curve points in ISO/IEC 15946-1.

k = HBS2PF(12BSP(i, 32) || m).

(=]

—

d) Let

P=]12ECP(x). If I2ECP succeeds, output P and quit the procedure.

e) Incrementiby 1.Ifi< 232, then go to step c), otherwise return “Fail”.

D.4 Hashing to an element of a cyclic group: HBS2CG

HBS2CG is a cryptographic function that hashes a string, m, into an element in a cyclic group Gg4. Two
constructions of such hash-function are given in this Annex: the first one works with cyclic groups G4

based on a subgroup of a finite field (subgroup construction), whereas the second one works for cyclic

group Gq based on elliptic curves over a prime field (elliptic curve construction). They are denoted as

HBS2CG

22

sg and HBS2CGgc, respectively.
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Subgroup construction: HBS2CGsg involves the following steps.

a) Letpand g be two primes, such that g divides p - 1 but g2 does not divide p - 1.

b) Let HL be a hash-function, as defined in D.1, that outputs at least the same bit length as p.
c) Letr=(p-1)/q

d) Leti=0.

el _Leth= RQ?IP(HI (I?qu(i’ '27) !! m))r mad n Ifh>1 output h and qnif the prnr‘pdnrp

f) Incrementiby 1.Ifi< 232, then go to step e), otherwise return “Fail”.

vl

lliptic curve construction: HBS2CGg( involves the following steps.

d) LetE be an elliptic curve over an explicitly given prime field F, as defined in Annex C (elliptic curve
construction).

H) Leti=0.
d Leth=HBS2ECP(m). If HBS2ECP succeeds and h # Og, output h and\quit the procedure.

d) Incrementiby 1.Ifi< 232, then go to step c), otherwise return “Fail”.
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Annex E
(informative)

Security considerations and comparison of blind signature
mechanisms

E.1 Descriptions of mathematical assumptions

E.1.1 General

[om

The follgwing computational hardness assumptions underlie the security (one-more unforgeability an
blindnegs) of the mechanisms specified in this part of ISO/IEC 18370; namely, the discrete logarithi
(DL) assumptionl23] and the decisional Diffie-Hellman (DDH) assumption.[15]

=3

NOTE The blindness property, namely the unlinkability of the signatures\issued by the signer, hold
unconditfonally for mechanisms 1, 2, 3 and 4, limited only by the quality of the-requestor-generated randomn
numbers} It relies on the DDH assumption for mechanism 5.

E.1.2 The discrete logarithm (DL) assumption

The DL assumption is the assumption that the following preblem is hard to solve. Given a cyclic group
Gq of order g; g, a generator of G5 and y € Gg, find x such thaty = gx.

E.1.3 The decisional Diffie-Hellman (DDH) assumption

The DDH assumption is the assumption that the following problem is hard to solve. Given a cyclic grou
Gq of order g and three elements, g4, gb, z € G, decide whether z = gab.

o

E.2 Guidance for parameters cheice

E.2.1 Key sizes

[

The performance and the sécurity and privacy properties of the mechanisms described in this paj
of ISO/IEC 18370 depend.eh-the sizes of elements in G4 and in Zg. In particular, the discrete logarithy
problem (or the DDH preblem for mechanism 5) should be hard in Gj.

=

When uging the subgroup construction, minimum sizes for p and q of 2048 bits and 256 bits, respectively,
are recommendéd for long-term security. The level of security of the mechanisms described in this pay
of ISO/IEC 18370 that results from a particular choice for the sizes of p and q is believed to be the samje
as that fpr DSS (see Reference [21]).

(s

When using the elliptic curve construction, the Ievel of security is believed to be the same as in ECDSA
(also see Reference [21]). For general guidelines on picking key sizes to ensure the infeasibility of
computing discrete logarithms or solving the DDH problem in Gg, see Reference [22], section 5.6.

E.2.2 Hash algorithm selection and digest sizes

The hash algorithm specified in the domain parameters of mechanism 1 should be a cryptographically
secure hash algorithm, meaning that it should be collision-resistant and behave as much as possible as
a “random oracle”.

Furthermore, the digest size of this hash algorithm (which is equal to k for mechanism 1) should be
close or equal to the size of g. A collision-resistant hash-function, matching the size of g, such as one of
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those specified in ISO/IEC 10118, should be used. In light of state-of-the-art attacks on hash-functions,
a 256-bit q is recommended.

E.2.3 Random number generation

The strength of the security and privacy provided by the mechanisms described in this part of
ISO/IEC 18370 critically depend on both the quality and secrecy of the random numbers used by each
entity involved in these mechanisms. A robust random bit generator such as one of those specified in
ISO/IEC 18031 should therefore be used.

Table E.1 — Efficiency of each mechanism

E.3 Symbols for comparing each mechanism

K

0 bit-length of a prime number (or prime power) g
¢ bit-length of a prime number (or prime power) p
exp modular exponentiation (mod q)

My modular multiplication (mod q)

m'y modular inversion (mod q)

mp modular multiplication (mod p)

m’p modular inversion (mod p)

n number of messages (mechanism 4)

E.4 Comparison of each mechanism

or the purposes of Annex E, the following symbols apply (subgroup construction).

Mechanism 1 | Mechanism 2 | Mechanism 3 | Mechanism 4 | Mechanism 5
Blind Blind Blind
Blind signature signature signature Trageable
Nature of blind signature . . . . . ; . blind
signature with partial | with partial | with selective sionature
disclosure disclosure disclosure &
Sigmature key 2a bits a bits a bits a bits a pits
Key size ificati
y Ve“lf(‘g;“"“ Bbits Bbits 2B bits Bbits Bbits
Signature size 3a bits 4a bits 2a bits (2a + f) bits | (4a + pp) bits
. 4 xp
Key generation| 2 exp,1my 1 exp 2 exp 1 exp (allfkeys)
. (2n+12) exp, | 31exp, 7 mg,
Computation Slgnatu_re 8exp,2mg, | 1lexp,1mg | 8exp,1mg 1mg, 1 m, 1 m'y, 18 my,
generation 6 mp 7 mp 6 mp /
(2n +10) mp 2m)p
Signature (n+7) exp, 9 exp, 5 mp,
verification 3 exp, 2 my 4 exp, 2my 4 exp, 3mp (n+4)m, 1m',

© ISO/IEC 2016 - All rights reserved
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Annex F
(informative)

Numerical examples

Annex K-prevides—numerical-examples{for-each-blindsignature-mechanismspeeified—in—thispartef

ISO/IEC|18370.

F.1 Mechanism 1

F1.1 Generation of domain parameters

This exgmple makes use of a cyclic group G4 that is a subset of Z,*. The hash-function used is SHA-256

k = 256 (decimal)

lg = 456 (decimal)

p = da863bel ebbat77a aa728cb9 67128abb 5e27d82a _4ec80778 9d3058ac d58b0d0d
f138715e3 7829893e a8df495c ad49d8f96 8bb6ob8ee 72a62482 5be22372
1eb07949
A9bfl0eec 33212014 8dbee767 54ad4labl0.4&5addel d9bc592f 6d8cecl3
J2dabaf3
Hc6ddf25 €6898bcft 9ef65c3b 2f3hbd373 8bbofdfd 7b5e367d ad4df7067
330bf9%el
Nc374d13 749c9ff3 98a3a675. La29b589 5d9d064a d96a86d3 810cc687 8abb2b3d
4b56302b 221e3lca 12bb2116 d8abfcba abebl4d3b 4ef7219b e221076f
§02ced8c
dc7def9%e 2de9d3fe (7£d34969 ad406a753 3bcb326b c0913e85 1e4700ba
4403fb65
f1206£f5f1 b20B4caa 83cfb034 77aeb57ba 88901lcdc 1ab23768 b7f2e133
H2e6068a
gdcdd6cdB8\4f96bfd2 b57ba354 556f6b8e 5S5ccbc746 f09bd34c e23983b8
d77ee8de
11£2¢€c82 €153da85 a8lb3597 10fe6828 78c848e9 1cf73ele 98261e96

2346121

£f3£7ddf0 931b459e a6cbe354 £3dd435b ab8d87f7 50e52cl7 26123104
abbadle2
523033c9 baedbceb b531a450 5c9fb813 11918ec8 047c285f eb57bacle
9bb 92997

g = 8f40a65d 5449388b 3dldad48a 150d5f43 ef7e40lc 27d75a2e 57bb666cC
3b9f0e%b

gl = 5a9e3f83 5ebebac5 abl7959%9a c806c807 59160c2a 7bdal079% 269d5278
4387alaf
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d753452d
foT77ee2e

c77bd08a
657d9678

160f7eda
025df294

3d6dfb93

0196a7d7

8c8549af

39%e6clf3

7fc36154

£20577be

369£3236

4£47c202

al4ccdce

ISO/IEC 18370-2:2016(E)

d6745289 c5d21d48 66182fab

86£a2068 d3e0£f195 adcb15£5

0d0ff9%e0 b7e7%9e70 30535ed9

c3dbec08 6dfed706 b01d0326

19870el4

e0486952

5£871d56

a3a258dl

(@)

dlezcUl4

09fe70cf c383a64d 20b0e348 a3a3877c 0a5711a8 8fe6072b 6f7aab8a\asb

ecb05f89 1cllac65 1b826cld 00fadd4b 53340ded4d 6c¢d530bb 2eb@acbid

d99b099c

40089588 d50a467c 82c503ff 1396d540 17188b1l8 55683828 ©9£84942 £9

ada2c488
2984a717

d00fllle
29a2bel0

241b932a
cd4c2e83f

0dd£24£9

341ab3de
8171538b

5led6adl
60f574el

2fcad8fo6
elcbbbf0

8le3aadb
09f916bc

181646f1
028a5d54

p56103a5
£539064bd

8robb43a
4d6021fe

ablab%ed c¢71c71c0 25eclf52 5b6a3123 deB364548 083fal3b

57a3d657 aead?2eaf 1490eb3f 9a860625/7a5c8c3c 8b107e70

0754edf8 5ed22bl8 093beell 3€be0022 25ef9%0ee eff8bdlé

cde59%ccb 87a5a706 5c9acc98.61b2e0bl 65d05887 ca636622 e3

3245b472 55cbede8 b4bfcc27 59dd87d3 53a8a23a e90lec3d

dab55dlfd

8d4d1064

c9b884Y9

£0055b28

44c9726d

ba5ef40a

d9d82cab

145fe5d9

ba252908

22371519

f00ce268

9036e454

49ebl62b

1b7b278c

b892baf4

d260£478

£d882c48

e0c23c2c

bl3ab5464

92aabebc

69088431

d3£29ceb

cfcb0e35

Tbc82448

oebaldce

26e75el4

lafaoce85

12fbab7f

31b22879

cecb3ads

fldfafe4

282b0bb52

£f76d2316

d5301bad

e2cf3bla

10ca348f

be28fc

hdcb08

Dab3cb

dl5ec7b?2
1£7235a7

aaf2c875
8511df02

6862b659

9cdle9ol
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009600ad

eadadbca

90fed7e8

23abafda

226cbed4d

99b81cl0

34£083fb

03d46dla

ef39p028

e680ed01
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cd26ac73 3e400315 05el2b23 8bed34ae 095c6366 a336c439 8830c7e5
23bf01fd
0083a796 8dfl1dl0f £0805e38 0df72147 £5290bda 835929f9 dS5llefae
06bo62bad
cfb59170 e2c8a34a fd8ef792 fdcb5873 d5766b40 5f£fd9406 d08b4lff
£514£207
F.1.2 Generation of signature key and verification key
x1 = 19929b08 7163d13b a0dd0040 37014c21 909%ba773 8e2llead 5fc6f076
g45d4b4ff
x2 = 33ald327 2f28f5bd ce3cffod b88a72a7 437cO0feo cbbffa73 8db23ddl
floc71leac
y = 1219db74 cadl67cb 3bf9c312 56lcfa8d afe916f6 5aa2c9bf 2855407
d23d1741
H909e6e53 66£f3172f d22edbee abb63a98 6926328c 2ef6d9%l 711839%e3
96b061d3
(d78af89 f6315b91 dlab5d45d 7dbcff00 f£0dc5678, 42009166 38d6673a
d4dcc308
17964784 9e31028d 8bS5a77e2c fceebbla d07b¥el2 04afc55c bd8£f2048
Ad75d7ca
flI23bb2ec 5alcbale 22c20a68 47d36c29%e¢4111b3b eocbbeafa 140e4d6e3
1775a7bb
9160£f208 5b03f333 a3aa7l13d 30bdeE36f b2decdc3 74865a69 549%aeda4
q03928a5
d8d3dfbd 7481dbf5 b7bdcéeect2ab326e f22bb20a dldbb4d47c 9b04527d
49p18eld
dfb8doaf odbdef2b b48afc87 bbfbd0b3 9841eb34 39447730 23ee38d6
HoadfideO
dcdaf997 c56157d9 8e819e3a bal2fdcb bOcc8cd7 3¢c997bfe 1d654086
425d330e
J08dedl7 d6b55845 eel0a9fa 07clab5d3 b9dl60e0 8c09542d 2a26bl75
1J0c08ce9
J16967f9 a8c2c903 ea970996 6al87528 9f7054ce e2f479%ec 48a63778
(3885685
625672 aac 8T a0t 2 2 Sebab 3t =22 Tt 7ea bttt o—740833 6
7d34e467

F.1.3 Blind signature process

Message: “This is the message unknown to the signer who will produce a blind signature through an
interaction with the requestor.”
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746£2074

= 54686973 20697320 74686520 6d657373 61676520 756eb6bbe 6£776e20

68652073 69676e65 72207768 6£207769 6c6c2070 726£6475 63652061

20626c69

6642064 69676974 616c2073 69676ebl 74757265 20746872 6£756768

20616e20

696e7465 72616374 696£6e20 77697468 20697473 20726563

n.len

09 /700bJ05 oe/ale

1016

4878475c
0f£47db22

5fdfc242
3a88d0£8

Oeba2027
ea2a45do0

01c8f354
ce87adaa

eB8214970
3a770c9f

1163142a
bab5d6652

2e96468e
Ta2abd44

188b607£f
bb3799a5

5dad2£07
32757bbe

edb73738
£804f45a

400Q1f/€40
0467ceb54

B09%bcedd
49d7066d

4p831c73

(decimal)

cbfe889%b

178bd938

e0318873

f080daed

dcadl976

4690a957

8b835341

e4c04315

92dcficd?

19alba%0

334fedle

c51060ff

3b0da296

p55£069c

817c6975

4c5a3094

310e8760

142e6664

0da7d59%a

d032ed09

fe64dfb2

4825ced’

56ecbedb

d7bb1d88

618d874¢f

18£900al

31407747

8c7a929d

69e187d4

faf418f7

b05df0ge

9fa5bd84

91bel3bc

21780a8d

f45d6bc4

23cb£fdd0

2c140bbd

fb10£373

p20287c4

433£fa00b

7d14880c

a8e9bl5%

a3¢al0db4

edffcbd8

cae630ed

617115cc

483d9c49

5820d345

d60elb532

fe98db97

63f££318

62adef82

cfloaoclc

£0334b0a

c9ba3f23

2abadclb

ddS2214a

b3df5a58

c2478cb62

4a573e2f

0131c9c8

25d8aeeb

ece20fff

94aabbeb

8cba7ca’7

2e5£8%87

eef(03gf8

e3£d9(36

16165

5¢c

11fd4q427

Oe5f£21f1

d83ed(1ld

55d0£906

bad22%59

04a7dp03

488ef(af

0£83d9%4d

T7cad83f5

alpha

beta

1803986

4113ea3f
6bae37c3

o0c04e84f
4cadfi4b9

7a8a9864
7de3£f2£9

albdoaoct

3acb271b

oc9b7aad
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913cc952

d6380fee

26ffdb42

dcd4e001

37£40911

e30feb6b

d74acab?2

7Te8cdbo4

1£149dd4

7e68£df8

73£3a445

19%aldede

d39£7c02

4422e489

52ea6b08
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gamma

m|la’

30

2630d5bl
9d69flca

84d0clf9
b0eal9f2

fa3cfbad
3ee23eeb

0a552a92

78e35baa

48892a51

e71385be

1cl7e90a

9f67d19f

c8c08a36

5dc7dbla

caeaba’0

5c8e98e6

35654492

1a79c7d2

6484fedc

9bc62535

84745ca4d

5£203d38

ab305445

aocbb56a7f

b670£459

aeba’abt

344d6749

3df6836b

5692afab

1489f8f5

0b641838

31540000

42 feebd8
d37b95f8

417f60606
ccloeb5a2a

395fb706
d42bcal2

0£408305
89746ed4

£7a47925
add32647

32d264f1
c86c27c2

cdl42c9a
clebl3b8

0886leca
8c614965

cd44f32fa
925957¢c2

54686973
746£2074

68652073
20626c69

6e642064
2061620

696e7465
6e742e84

£8e9£483

d09695ed

e9226d74

56131799

89a35d18

e0e758d0

6at46afd

06aff8£9

5c63fa73

20697320

69616e65

69676974

72616374

ebed5904

3a65edbl

2d7cd046

2blabba’

b5£792cb

88b8ca’c

71léclef

6e6004ca

2523¢5e8

74686520

72207768

616c2073

696£6e20

52752aa2

a9703299

le55f0al

e83f5cfo6

50d£2360

00b6c00e

23%aaqle

dg830472e

8b037a3c

6d657373

6£207769

69676e61

77697468

9£58b48d

717aflcb

5d26165f

b0af01lb4

fl0a54dcd

dS3£7273

5dc5de?28

014ebf96

91bebd8c

61676520

6coc2070

74757265

20697473

fl7ec2e3

c013638c

fb422215

28£f4c89

76a57a0d

4462a777

5385cdda

c0893323

alf505df

756e6bbe

726£6475

20746872

20726563

d5b72e2

04bd04a9

d7221£d9

baf35ebc

899%e0fad

8a7585b5

29994ba?2

54465448

b62b6062

6£776e20

63652061

6£756768

69706965

d0cIf948
eal9f2fa

3cfbade’
e23ee60a

552a921c
34556642

feebd8£f8
7b95f841

892a51c8

1385beb5d

17e90a6a

e9f483eb

c08a3635

c7dblala

eaba7064

ed590452

65449284

79c7d25¢F

84fedcab

752aa29f

745cadbo

203d38ae

30544534

58b48dfl

70£45956

5a7a5fl4

4d67490b

Tec2e3d5

92afa6bl

89f8f53e

64183831

b72e21d3
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7£6066d0
165a2a39

5fb706e9
2bcal20f

40830556
746ed4£f7

ad4792589

9695ed3a

226d742d

1317992b

a35d1l8bb

65edbla?d

7cd046le

lab5a7e8

£792cb50

70329971

55£0al5d

3f5cf6b0

df2360£0

ISO/IEC 18370-2:2016(E)

7TaflcbcO 13638c04

26165ffb 42221547

af01b428 £f4c89%ba

ab4dcd76 ab57a0d89

bd04a9cc

221£d9d4

£35ebc89

9e0fadad

Q)

dszod /52

d264f1e0
oc27c2cd

142c9%a6a
eb13b808

86lecalb
614965c4

4f32fabc 63fa7325 2365e88b 037a3c91 bebdB8cal f£505dfbo

e758d088

646af471

aff8£f9%6e

2b606292 5957c2

b8ca77c00

l6clef23

6004cads8

boc00ed5

9aaalebd

30472e01

3c8d0ebf b9265bfc 7c6lb3d3 8882a8ae

03ee7b98

62bded71 3209p7a7 1bc98572

al586d62

2173d29%a
34cf05e8

82d2797f
e6bbc68a

alues of rl and

1’

2!

= 6elc6b8p~d6b93a07 2b188Lf3d

8d78baea
8l7cfaal

28b0aaes

e27948a9 9c4de3dlb

bec6f7eb

41365884

r2 are accepted.

1d44efch

.1.4 Verification process

14

’

72864d09

eb51143194

489%a421d

abebfe3c

808e4db2e

79e88abe

3£727344 62a7778a

c5de2853 85cddal9

4ebf96c0 89332354

178af97a d9e0ab%b

p3511eb0 809616la

22fab90d bch6ac95

fcc34lef 3a2ed3a’

al870472 304a50da

2c599fa’7 2bf8cic’

7585b3c8
994baicl
de54488c
262d2(011
6423a37c
86

1320£4

380361d2

5743e30f

3332646fF

8430c1£f9
P0eal9£f2

fa3cfbad

48892ab1

e71385be

c8c08a36

5dc7dbla

35654492

1a79c7d2

84745ca4

5£203d38

b670£459

aeba7abf

5692afa6

1489£8£5

2 o
ASISVASLISISAe)

0ab552a92
31345566

42feebd8
d37b95£8

417f6066
ccloebaza

395fb706
d42bcal2

1cl7e90a

£8e9f483

d09695ed

e9226d74
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caeaba’0

ebedb5904

3a65edbl

2d7cd046

6484 fedc

52752aa2

a9703299

le55f0al

a5305445

9£58b48d

717aflcb

5d26165f fb422215 d7221£d9

34446749

fl7ec2e3

c013638c

0b641838

dbb72e21

04bd04a%
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0£f408305 56131799 2blabba7 e83f5cf6 blOaf0lb4d 28ff4c89 baf3bebc
89746ed4
£7a47925 89a35d18 b5f792cb 50df2360 f0a54dcd 76a57a0d 899%9e0fad
add32647
32d264f1 e0e758d0 88b8ca7c 00b6c00e d53£7273 4462a777 8a7585b5
c86c27c2
cdl42c9a 6aocdocafd 71loclef 23%aaale 5dc5de28 5385cdda 29994ba?2
C1ebl3bs
D886leca 06aff8f9 6e6004ca d830472e 014ebf96 c0893323 54d65448
Bc614965
~44f32fa 5c63fa73 252365e8 8b037a3c 91bebd8c alf505df bo62b6062
025957¢2

c’’ = Bc8d0ebf b9265bfc 7c61b3d3 8882a8ae 178af97a d9%e0ab9b~262d2011
D3ee7b98

Verifidation successful.

F.2 Mechanism 2

F.2.1 Finite field based domain parameters

p length:2048

g length:224

Key ggneration

F.2.1.1 | Generation of domain parameters

hash flunction: SHA-256

P = EA8E526D A73DS5E6 BIBFFS5CE 62DADBOE 77EF2011 18EO0O5B7B 804B3D90
OD41FA39
DS5DF3CE7 36B2AEA5S 8480543C 6D187193 426D4996 15191D1A E3CE1949
D299F473
3C4B93DB B85E91C61 353E4EB3 A483DADB 28268856 70A175C5 3A792E6GE
FB351A80
| 1F08FF4 7754E153 37EB8B3F 928D5E89 0CE25758 1E26C963 A8CE38AS8
O1BBA962
BT F80CA—S7C2 T2 C2—2ADD6ETFS HAFFEG6ED—FES 588 BS—FEFFCI 83— 0EBRSChFE
470A6094
9D1191F4 04D6E14C B11B8DBY9 5D43F7F3 354FET7CA FBBFEOES DF048FEB
711CB761
09FDESDC 17CA229C F2F318AC 2A2E318F 9A9FA539 08DCFAC3 D6990A1C
8E5A91D7
BAFCCD3A 94492EOB DEO9ETFCB FOBCOEA6 EFBEFOBS5 6D8BFE7D 2F1B447E
07675CF9

q = D3FD9625 302930D4 93F92545 BD863E55C AS5AB44E1l 252F231A 7AF22059
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F.2.1.2 Generation of signature key and verification key

6305E3A9 17009CBD 9C870360 804EEBOD 2A2A3DES 13CA8220 0C197AE6

b
Il

OCB3A43F
AFC496FB

DBBC6CAO 682A0C4F E85A1F81 B31D2426 0C41BAD5 892C787B

65939C23
E0C2D630

2F54FF2E 1697329E DD787BF6 81121D72 7704F7BC F629FFC3

B66 24 D05 600BCo7T8 B 5F8 6T T 69BFFrB40——35BC2FE6B—45SBD8CTE

TE2BACCS

DULTEO [¢]

CA2DF009
D9632AA8

3BFAS5F80 9391E37F E14FFE1F E4AOBD15 ClAOAE14 DE3F47/82

DOA794F0
D2164857

©175935D 98697E83 DE37628F 5E67C506 101AF91%6,*6B724FAD

0DOC7CCE
2D4FA4DB

42E5A033 BT7AEA691 90958397 92CD7774 93/AD185 D5564594

34961613
029764A2

FDA28770 686F49A4 923B0663 OA1BDICCT DE095943 7B20DFBS

3C53D86B
23E6694A

1C72AB02 643E81F5 EAAF3155 @AF024DB 873F6794 BF352754

H2.1.3 Blind signature process with partial disglosure
Message = This is the message unknewn to the signer who will produceg a
Blind

dignature through an Interaction with the requestor.

Jommon info = This is the gommon information.

I = 54686973
T746F2074

20697320.)74686520 6D657373 61676520 756E6B6E 6F776ERO

68652073
20626C69

69676E65 72207768 6F207769 6C6C2070 726F6475 636520p1

6E6420%4
206X6E20

69676974 616C2073 69676E61 74757265 20746872 6F7567pH8

496E7465
OET42E

72616374 696F6E20 77697468 20746865 20726563 697069p5

n.len = 1016 bits

[ B Y

4 Q
J2000IJ 70

6F6E2E

o

A
224U

—
7

J

i S
g
op
g
@y}
P

. = S
LIT1L 0O - Uo7

Signer:

7784105D 6AT7A4003
9DD7BCC6 A39FD5EA
27960864 FAC273EB

22 7E666C 7724086E
DE17DF2C
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8CDCA46C
E5D80D26
44BF89A1

BC3BD4D7

Cl12BC24F
E6AB2AQ7
50CAQ1F2
5B33D3C1

AB297B19
DSAD9649
EF28C3AF

9BD98207

3019EC8D
8BB1970F
AE6314C6

F97C33E2

EA3811C6
D326F865
92B054DF

O05CE8FD6
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34

C52656A0
134EF3FB

FDD45052
11C293C2

918E376D
B81DFE4D

76B6243A

42CECI1CO

021CFCE4

6DE245F4

CT747F14E

1CDICB7/C

2C1F9A02

27EF526D

2D8D309B

F23CB282

6E27B763

FF25BD7F

DST72FA17

9EBCE35A

494CAA94

56AE22BE

F5B21471

ODOFB18B

EC670038

04A1A875

A358AB20

54474022

B122BA27

F54AAC2B

5435D546

4009 736C

2FAE4342
B2BC5D5B

5709460A
185E358D

2AF182D4
45DD2F42

9E86D38F
C69994EE

807CD411
8AB46D9C

CDOBET71C
18578C2B

AOOEECCB
A4B44D4B

BF515AF4
AD93CD5B

48A48673
D772790D

38F32BB2
3ADCF23A

6FAA46FC
3D763295

D3FF62 9
170CDeYE

T75321A71
7TSECBEBD

EDODB189

D5CT7BFE7

F1A2BF2E

9471533E

0CB50039

FEDC77C1

AQBAG3CY

2BAD6364

0D39D569

4C71FFD9

3BDAICAT

FDAT78F68

48C30463

C15CB3C3

6D99976A

OB9A439F

983C173B

D994914E

AC1A896B

1DBSEELF

3DA7585A

ABCE3C59

39608C06

0F94B327

E67222DE

1FO092E8F

186246E6

C427DCBC

B25D83DA

3F1334AF

19148304

24A25E2E

BAFI9BAE2

5906CCED

ATCOFAS57

2A4C13CB

6AD3F172

B2E3D236

E49571D0

92B88B29

F9862DC4

5A1653A6

539617BB

D1419468

8EPBC3CH

D6223BC6

8E33F0C2

OF1EDEAF

D4625E06

ASADB7BC

8B04A341

84B47F93

310022F0

15800A45

EB4433F9

D1470EBE

C73EA983

9C638F62

D8DBO5BY

BBDE100OC

OA4C6EE2

CBOOB3CO

C599EA1S8

TABFT72E3

9CC50FBE

636FC54B

8CEAD2F5

91EFA492

DFA85293

3F4BD176

94CT7F9AB

002BF20C

26C64F10

AG6A57C45

79FF46D2

33E7D4E1L

50925FF9

332AE723

3B3F3C18
977CFAF2

32A18E30
3AB7DDC6

A92023FF
F960421C

2A09F85C
DFC10C52

31B874BD

92A1EQAQ

13DEC72F

1530A5DC

66D5AEAQ

4D238330

CEOA4556

70CC6FEA

148960AES

EBEB3DE1

ABCE4FE?2

7TAEFDCDB

21297C86

EE9668FD

AS552DESE

1B137D9F

294AF041

64B5578D

385C0C41

D5672BBB
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57A9D08C
E1117EDO

4997859C
39CDDO1E

Requestor:

tl

7E5318C9

BE6262EE

7345E330

EBAE8502

12BE320D

D26B01C7

33C9723A

04C5F1D1

9C603A3E

913C68F0

FF20B637

FEF96BD5C

63D7D3B5

ISO/IEC 18370-2:2016(E)

T6F4F401

23DAB87B

E2817C9C

E5CF17FE

27E93246

1B31EC75

g — 1197 FETFE

ﬁ
w
Il

CE659A94

35BOA1DS

ct
W
Il

227E666C
DE17DF2C

N
I

C52656A0
134EF3FB

FDD45052
11C293C2

918E376D
B81DFE4D

76B6243A
4569738C

2FAE4342
B2BC5D5B

5709460A
185E358D

2AF182D4
45DD2F42

D128E740
6BAOFBD2

14A79BCO
DF3CGALBD

AAG3AT28
0A33B5D3

3DDF490F
E1DFDB67

TF8ETSAD
3D293A3A
EE209B76
7724086E

42CECI1CO

021CFCE4

6DE245F4

C747F14E

EDODB189

D5CT7BFE7

F1A2BF2E

8E377438

B71771FA

9A1DD4F7

17445ABB

DTETFS6D
E8F95050
FD242319

BC3BD4D7

1CDICB7/C

2C1F9A02

27TEF526D

2D8D309B

C15CB3C3

6D99976A

0BY9A439F

BC4F5E4D

13FE1588

351AAEFB

255A6FET

SCH5CO6T
115C2E1LE
0C681234
5B33D3C1

F23CB282

6E27B763

FF25BD7E

DST72ER17

186246E6

C427DCBC

B25D83DA

3AFSOFEQOS8

18E043D8

F009211C

95E16028

609E059%
43A01F47
AAT770D07

9BD98207

9EBCE35A

494CAAT4

SOAE22BE

F5B21471

92B88B29

F9862DC4

5A1653A6

89B795BC

25424694

13FFAD77

8AT755A0F

STEF2HAFTC

A450E85F
E5C96402
FOTC33E2

ODOFB18B

EC670038

04A1A875

A358AB20

310022F0

15800A45

EB4433F9

T4DAF5E1L

FOAFC2C6

95C21DA4

E02CDCD5

HOB89)B

E5B5CC2P5

103C72p1

05CE8FD6

544740p

B122BAR7

F54AACPB

5435D54#6

636FC5fB

8CCAL2F

Bl
(€]

91EFA4pP2
923286p0
E8D8DOBD
16CD54R8

CCOE97PB

65F43DFE
FEFD20FEA

0911DF11
C4DBFS8FO

761FBO7A
F6419034

C86FEDB4
2BE5C805

FC3D9465

413D853B

753AA15C

B0O307CD1
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17048A14

F2465074

0490A003

4B995F5E

71B522E90

112DD5C4

260D2093

1ADES8BDO

357CAECC

815950A9

55320C4F

10C12454

ADSC3C42

C80CA854

ALSEEC02A

FOD1DCA3

9CA33B27

2350E737

9DABE988

AQOATA022
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bl

4E9D1COA
EFABEAAS

18426CF4
20CA93E6

863E5711
EF5013C3

40194862

T2E5436F

717D9607

9AB44DCB

21FA897A

08074091

42CA9451

29BDOESA

2AC8D580

42059807

AG6T71E788

DBDE6B61

CBF12122

AB6FDECA

50BB5CC3

3A813097

96258586

B5EC3099

B407DD8A

80367ACS

84B972BC

3D8D850E

3EBFA673

251B72B9

A2577A94

Request

a

IJ8CkEY555

EDA810DO
4BBFAB/E

447C77B4
6EF6771B9

AB9609A6
45C488BB

F62CE173
B51866D5

3CF19E37
CO9A69A05

A21091A0
05F7D449

9E86D38F
C69994EE

807CD411
8AB46D9C

CDO8E71C
18578C2B

AOOEECCB
A4B44D4B

BEST5AF4
KDY93CD5B

Q1N A0 kv o)

C64ED830

7CBEDE34

DEAC874D

450BDCCA

E21842DC
0492Cc28C

09D04EAL

7012D86C

9471533E

0CB50039

FEDCYZJC1

HOBAG3CO

2BAD6364

9783DE64

F743390C

97FB84CD

64CFC226

B3DD37E4

791040A3

3450B702

FBE8D419

983CIV3B

DY994914E

ACI1A896B

1DBS8EELF

3DAT7585A

9A9294CC

ED2FEB2F

5BDE2AAQ

0BA5B56B

EB8SAEQ058

FFD34C1F

AF094R2C

D2EEC639

3F1334AF

19148304

24A25E2E

BAFI9BT7F2

5906CCED

682970AD

4CF86517

4B50F472

AD743964

A2838850
3DXIBASS

4DFOF6E6

46A06317

539617BB

D1419468

8CD8C3C9

D6223BC6

8E33F0C2

36B5C289

D14DFACO

0D02D141

9447282A

CC51F5FB

DA309017

2BCD7B51

3A31C706

D1470EBE

C73EA983

9C638F62

D8DBO5BY

BBDE100OC

o)

B5D2B914

ETE4E6FB

CO9214F3F

4EF6D853

TE17913F

D4BFB5BC

420F60DD

63DFC38A

DFA85293

3F4BD176

94C7F9AB

002BF20C

26C64F10

36

TOILTOQO 7T I

D772790D

38F32BB2
3ADCF23A

6FAA46FC
3D763295

D3FF6297
170CD61E

fa% =V Q
TJOJCT T

O
DO

4C71FFDS

3BD41CA7

FDA78F68

R nValakeWall el
ADCUCOCJIT

39608C06

0F94B327

E67222DE

2A4C13CB

6AD3F172

B2E3D236

D4625E06

ASADB7BC

8B04A341

TaY N, WaWak wkw]
UATCUCULL

CBOOB3CO

C599EA1S8

TABFT72E3
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75321A71 48C30463 1F092E8F E49571D0 84B47F93 9CCLH50FBE 332AE723
73ECBEBD
3B3F3C18 31B874BD 66D5AEAQ 74896AE8 21297C86 294AF041 6ATDAZES3
977CFAF2
32A18E30 92A1EOAO0 4D238330 EBEB3DEl EE9668FD 64B5578D C9D03044
3AB7DDC6
A92023FF 13DECT72F CEOA4556 ABCE4FE2 AL52DES8E 385C0C41 50067D32
F960471C
2A09F85C 1530A5DC 70CCoFEA 7AEFDCDB 1B137D9F D5672BBB 859829p2
DFC10C52
57A9D08C BEG6262EE 12BE320D 04C5F1D1 FF20B637 76F4F401L) ESCF17FE
E1117EDO
4997859C 7345E330 D26B01C7 9C603A3E FF96BD5C 23DABR87B 27E932#6
39CDDO1E
hi i = 844AED13 5BC15D6F 2FB24654 642B2F29 AAT836CD 1CB343A2 TF11AFFF
q’ = B3A88A1E 295E644F 05F2B070 4BDFOA8D AES8EFCT7A 5D54A04D 561CE9ES
qd’ = 983FC135 BO9FDF51 3AD83831 3A8119C9~A/A270BO OAD35C55 3D919AA1L
d’ = 5D46AA3E E8E30F62 41E3ACBA 5D321427 999FDOB7 942C78C8 A2ECCTBO
K2.1.4 Verification process
Z = 227E666C 7724086E BC3BDADY 5B33D3C1 9BD98207 FO97C33E2 05CES8FEFD6
DE17DF2C
C52656A0 42CEC1CO 1CDICB7C F23CB282 9EBCE35A ODOFB18B 54474[022
134EF3FB
FDD45052 021CFCE4 2C1FS9A02 6E27B763 494CAA94 EC670038 B1l22BA27
11C293C2
918E376D \&DE245F4 27EF526D FF25BD7F 56AE22BE 04A1A875 F54AAC2B
B81DFEAD
76B624A3A C747F14E 2D8D309B D972FAl17 F5B21471 A358AB20 5435D546
4569738C
2FAE4342 EDODB189 C15CB3C3 186246E6 92B88B29 310022F0 636FC[54B
B2BC5D5B
5709460A D5C7BFE7 6D99976A C427DCBC F9862DC4 15800A45 8CCADLRFES
:I_QL'\E’)!:QD
2AF182D4 F1A2BF2E OBO9A439F B25D83DA 5A1653A6 EB4433F9 91EFA492
45DD2F42
a’ D128E740 8E377438 BCAF5E4D 3AF9FEQ08 89B795BC 74DAFS5E1 92328650
6BA0OFBD2
14A79BCY9 B71771FA 13FE1588 18E043D8 25424694 FOAFC2C6 E8DS8DDBD
DF3CA1BD
AAC3A728 SA1DD4F7 351AAEFB F009211C 13FFAD77 95C21DA4 16CD54A8
OA33B5D3
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3DDF490F
E1DFDB67

65F43DFE
FED20FEA

0911DF11
C4DBFS8FO

761FBO7A

17445ABB

FC3D9%465

413D853B

753AA15C

255A6FE7

17048A14

F2465074

0490A003

95E16028

TB522E90

112DD5C4

260D2093

8A755A0F

357CAECC

815950A9

55320C4F

E02CDCD5

ADO9C3C42

C80CA854

AS5EEC02A

CCOE970B

9CA33B27

2350E737

9DABE988

bl

el

e test

rodl5054

C86FEDR4
2BE5C805

4E9D1COA
EFABEAAS

18426CF4
20CA93E6

863E5711
EF5013C3

40194862
98CE9535

EDA810DO
4BBFAB/E

4477C77B4
6E6771B9

AB9609A6
45C488BB

F62CE173
B51866D5

3CF19E37
3CF19E37

B0O307CD1

T2E5436F

717D9607

9AB44DCB

21FA897A

C64ED830

7CBEDE34

DEAC874D

450BDCCA

E21842p€
E21842DC

4B995F5E

08074091

42CA9451

29BDOESA

2AC8D580

9783DE64

F743390C

97FB84CD

64CFE226

B3DD37E4

B3DD37E4

1ADE8BDO

42059807

AG6T71E788

DBDE6B61

CBF12122

9A9294CC

ED2FEB2F

5BDE2AAQ

0BA5B56B

EBS8AEQ058

EB8BAEQ058

10C12454

AB6FDECA

50BB5CC3

3A813097

96258586

©82970AD

4CF86517

4B50F472

AD743964

A2838850
A2838850

FOD1DCA3

B5EC3099

B407DDB8A

80367ACY

84B972BC

36B5C289

D14DFACO

0D02D141

9447282A

CC51F5FB

CC51F5FB

AOATAQQZ

3D8D850E

3EBFA673

251B72B9

A2577A94

B5D2B914

E7E4E6FB

C9214F3F

4EF6D853

TE17913F
TE17913F

test gignature: true

F.2.2 Elliptic curve-based domain parameters

F.2.2.1 | Generation of domain parameters

hash flumetion: SHA-256

curve name: secpz2b6rl

curve p = FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFFF FFFFFFFF
FFFFFFEFFE

curve a = FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFFF FFEFFFFEF
FFFFFFEC

curve b = 5AC635D8 AA3A93E7 B3EBBDS55 769886BC 651D06B0 CC53BOF6 3BCE3C3E
27D2604B
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curve g = FFFFFFFEF 00000000 FFFFFFFF FFFFFFFF BCE6FAAD A7179E84 F3BI9CAC2
FC632551
g = (x = 6B17D1F2 E12C4247 F8BCE6EL 63A440F2 77037D81 2DEB33A0

X
Il

Vs
Il

R2.2.3

n

n.len

Info

bigner:

F4A13945 D898C296,

y = 4FE342E2 FE1ATFO9B 8EET7EB4A 7COF9E16 2BCE3357 6B315ECE

CBB64068 37BF51FD)

F2.22 Generation of signature key and verification key

A99C3102 45DFASAC SEI1C4B2F 6FEFA11D 58C2B248 391FE53D 6EEO0IMNFS

DDA1FF32

(x = 352BBDOD 565DBB41 6689AEDC 64DDE406 1943879E 4594649C DEFH

DS30B78D,

y = C189839B DC3E10Bl1 AACTEFE6 CFCF1202 A04DS8EAC,ET7ADO6F0 CO18H

39398B52)

Blind signature process with partial disclosure

Fommon info = This is the common information.

= 54686973 20697320 74686520 6D65733061676520 756E6B6E 6F776E20
68652073 69676E65 72207768 6F207769 6C6C2070 726F6475 63652061
6E642064 69676974 616C2073 696%6E61 74757265 20746872 6F756768
496E7465 72616374 696F6E20 (4,7697468 20746865 20726563 69706965

= 1016 bits

= 54686973 20697320 74686520 636F6D6D 6F6E2069 6E666F72 6D617469

= 83DBESED AE9DSDEANC24EB248 OA89ET706 AT7223EC8 59ESE40C 79208DB4
= 3A811DA7 9040ES8%E 2ABDF1C1 969981B3 F1AQ0AOB8 B12CFACC 2B6E796C

MNessage = This is the message unknown to the signe¥ who will produce a bli
Eignature through an Interaction with the requestor.

744
2046
204
6E]

6Fd

C02
FE4

= 32D1A5DE FQ918127 3EDAA550 214F56AB AT7D39E13 9FEC012C 676C26DA 370
= (x = 51183088 74C07373 DC539246 06FEB91D 805D7428 9C8BD35A 1187A34

37102880,

y = BEYD0441 110A5CBE E8DA23CE FELS4CED7 BA99CASB AB6DDBBO 6FD877FX

43F90F0A)

= (x8\= 742C17B2 56E898A2 T70B88E(OC 19EBBC79 C2ED9F3B F89E0429 45A4973

99796A87,

y = 73B5C64A 3C711264 53F5A769 6069800D 3E48A849 B779207A 94DDOASH

99A57A33)

16EC

101

hd

F2074
26C69
16E20
42E

E2E

AFEFS8
5312C
22FAl1
2

= (x = 412B6BE3 C36F814F 29A70E75 DAACIOC6E 88E04E7D 8EDSEDO7 AB500F4

699631FD,

y = 361335D4 407D02E6 88F9817F 89CE(05B2 D425AAC3 7DC6C3E8 71F4AD7D

EEF6EFB17)

Requestor:
= 1652135C DI1EFS5F7F 250DF1AD A34D8A36 27EEFDD4 11EB734F DBA373CC 72CADA0O4
= 271ADCD1 836E6C71 FC37266A AOFE69A6 782245F6 7E960C61 851C6B94 1951EF4E
= DL4EODG6EF 6050B557 A94FACFB 5A5E439A 115B2EF8 1A80CBOA 776D54EE A8D567AE
= EACB73B0 D326D43C BA108FOB O8EDF7CD AF7679AD 163AADF8 488349CD DA604EAC
= (x = 51183088 74C07373 DC539246 O6FEBS91D 805D7428 9C8BD35A 1187A362

tl
t2
t£3
t4

Z

371028B0,
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bl

y = BF7D0441 110A5CBE E8DA23CE FEL4CED7 BASSCAS9B AB6DDBBO 6FD877F2
43F90F0A)

(x = 3COF8BED 61706F35 7B8F999B EFF3FF61 AD6C2564 CD8B12AB 36992265
OA1EDAFS,

y = 60C84DA1l E6BE7613 E7CBCE5S5 B77AA34B 1C78C7EA 1COCD827 95057784
0B9461E9)

(x = B5CB3148 724B1343 F5BOBCAB DC59E657 2F51EAE1 DB250A22 95ACEOFA
CA17EGAE,

y = 9CD65224 29295015 F12C2728 604785A8 F142E1B8 9F834BAD 4FC34F60

e’
e
Signer:
c

r
Request
a

dl

F2.2.4

Verification process

= (x = B5CB3148 724B1343 F5BOBCAB DCL59E657 2F51EAE1 DB250A22 95ACE

28760905)
D1C477DD OE56FCO9B B40F3C5D B7EFBBO7 E60CCD6E 1F922906 3E4EDB86 5CC631ES
BFDE2759 B7C1BBED FDC786E8 0E035993 7B5B0878 31D90D31 6468F0E7 6577194C

8D0OC817A C7303AC6 BEECE197 ECB402E7 D3876A64 91EDOC04 FCFCCAMD, 2ZDA4E9AB
21D1C1EE 3883CCB4 AC3B2650 C8AG6EASA BT7063C3F E3463223 35429D06D ADSF5DA4

(x = 742C17B2 56E898A2 70B88EOC 19EBBC79 C2EDI9F3B F89EE429 45A49733
99796A87,

y = 73B5C64A 3C711264 53F5A769 6069800D 3E48A849 B779207A 94DDOASB
99A57A33)

(x = 412B6BE3 C36F814F 29AT70E75 DAACOC6E 88EO4E7D S8EDSED07 AB500F43
699631FD,

y = 361335D4 407D02E6 88F9817F 89CE05B2 D425AAC3 7DC6C3E8 71F4AD7D
EEF6FB17)

3823D54B 0A732C33 D14917FE 6BF474D0 DEF53A13 F531A573 10E6113A 206A37A8
B4275E4C 4A9EA738 BB240802 8DB26C8E “¥4BA9BO5B 10831866 821935A1 46F6D8F9
8F61F496 FO091ADDS D40DY9EBC FOF7CH4E O02FBCEFBO CBADC5D6 A2DBCESB A71A98DA
1DSD1990 C3B85562 F8EB345B 2A3D4E79 9A631D13 OFOF109F BC35A5ES5 15CES8FC

(x = 51183088 74CQ7373 DC539246 06FEBY91D 805D7428 9C8BD35A
1187A362 371028BO5

y = BF7D0441_19%0A5CBE E8DA23CE FES54CED7 BA99CA9B AB6DDBBO
6FD877F2 43F90F0A)

(x = 3COF8BED 61706F35 7B8F999B EFF3FF61 AD6C2564 CD8B12AB
36992A65v0A1EDAFS,

y =X 60C84DA1 E6BE7613 E7CBCE55 B77AA34B 1C78C7EA 1COCD827
95057784 0B9461E9)

el

e test

SFACATTEG6ATR,

y = 9CD65224 29295015 F12C2728 604785A8 F142E1B8 9F834BAD
4FC34F60 28760905)

= D1C477DD OE56FC9B B40F3C5D B7EFBB07 E60CCD6E 1F922906 3E4EDB86

5CC631F5

= D1C477DD OE56FCO9B B40F3C5D BT7EFBBO7 E6OCCD6E 1F922906 3E4EDB86

5CC631F5

test signature: true

40
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F.3 Mechanism 3

F3.1 Finite field based domain parameters

F.3.1.1 Generation of domain parameters

hash
p =

function:
EA8E526D

DEDERRCT T

SHA-256
A73D95E6

LER2ALT AL

B7BFF5CE

QA9 0543

62DADBOE

D197 1 073

T7TEF2011

A2 604000

ISO/IEC 18370-2:2016(E)

18E05B7B

151011017

804B3D90

B30 1040

9D41FA39

02000

73

b =

yl

3C4B93DB
11F08FF4
BB1F80C4
9D1191F4
09FDESDC
BAFCCD3A
D3FD9625
D1D4E25C
8103484F
BE4D67D9
33EFFA9C
C7EB4759
11068593
0CF51147
B483B8C5
C7D36FBD
D63B5E49
78DBA070
652E1C69
492ACFE6
AOBD313C
C7FC1BC6
3BEDABEO

92P2B29C

DAZ2CBCF4
3D4575EA

85E91C61
7754E153
37C212C2
04D6E14C
17CA229C
94492E0B
302930D4
B37C340C
C4FE888D
EO37E3D1
E29F2386
A6889A6A
B5811276
F4C50109
27EA85CF
C58A8056
4F44E881
3D85FE02
425BD1FD
6A1D4EQO1L
9DAB7E AL
8E181685
3C068889

5C153E2B
CCT7666A0

353E4EB3
37EB8B3F
ADDGE1F3
B11B8DBY9
F2F318AC
DESE7FCB
93F92545
B403A8D7
F87AT7176
31DE497A
ESBE816B9
8174019F
41F79132
8A338873
C206EC55
B973E4D1
F550FCD5
694D8ERC
2BA3BACA
DEO2AAAQ
14F09D90
0200DFBE
CD267932

A483DADB
928D5E89
294EE66D
5D43F7F3
2A2E318F
F9BCOEAGL
BD863ES5C
40551F3A
8F14459D
E13BE1E3
5D9ABECE
46B44516
30853A6A
0B3F8354
0414727B
TAZS38D8B
9C4FC375
FFBC44CC
A4576618
EABDAE84
9EBOB6C7
03E7A719
9CEE743D

28268856
0CE25758
E35188B3
354FE7CA
9A9FA539
EFBEFOB5
ASAB44E1
3ES5F5AAT
58E03019
40959584
83EF7BEA
D549F2D5
532BCE74
37981249
9A16325E
EESA5199
EFDDBD98
A3EBCBFF
4D907885
A4C6A65A
12487727
F69CB39F
635CD5FD

H3.1.2 Generation of signature key and verification key

70A175C5
1E26C963
TEF7C183
FBBFE6ES
08DCFAC3
6D8BFE7D
252F2 3%k
FACEFES2
1NET9IBC
3A0546C7
1804B8BD
B244D514
84EB82CC
68AFCOBS
1CE638FA
8728CE34
72145A64
3363F3CO
B230B1BY9
9844F58C
FEB1406A
46B8339F
3AA456E1

3AT792E6E
ABCE38AS8
OEBOCDFE
DF648FEB
DEI90ALC
2F1B447E
TAF22059
38EBEAD1
55EL5F2BF
EEOE2AS80
822CA004
52166198
206CBB2B
4BD1AACS
9FB78418
D84E60D6
A22CB331
3F0C4B4E
69787ED2
CD8E3E6D
50182D5C
57D18AEE
80D918A7

FB35414
91BBA(
470A6(
711CB]
8ES5A9]
07675¢

9BADCH
1C328(
TB4F74
E49057
525284
500CAT
9F4AFS
AC1D41
B3ATCH
56A7CH
22778H
D4C00d
4C26AH
D75FDY
1A33AH
EB23E]

1C04BD80

DAF49673

84FC12B7

1CE3255C

F2FT7A4AF

335F0193

9D268C6A

20D1DE76

366C97BB

34EDC1DB

.80
62
94
61
D7
F9

88
37
14
B2
90
89
B4
AQ
57
16
82
8A
93
72
81
57

DEB55A18
7T2C4DAEC

EEFCB832
E7193953

1E9DD981
TAB63AC4

ACBO6BC3
E1E5684E

3A0F2E44

3BEESA3D

4396D784

E03B4A24
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67075861

53288789

1D73B848

CB750075

25DBD084

FF04C908

CDC8CBDO

7819AEAD

E10D3D9%4

5A5BA371

B1D4970C

1C11F946

4E727A0D

88874931

DEADC639

4BFAAT46

864C6BC2

9AA8820D

0474FB3F

48E5171F
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F3.1.3

info

5D1F3CAD
23FE4277

A4D76278
F37B058D

DCE75D29
A7825841

E1FO0E4AF

1ACO1FBF

DOCOBAS82

3902C460

7C2C45AB

3F32E340

TATTA819

CDB26038

47919DE2

4BD69AAF

5B37923B

AB620AC3

302B9893

BF12369D

0323C146

2255ADDS8

9FDOB74F

EE1D7671

AABY9A15A

99588781

7A4DBB1B

C798F50B

F2A76292

DEDESDAG6

75B380D2

TRoI9ACTE

CDPDOBAZE
00689D52

4A23795E
6C41CA4D

2EEBEFDAY
FA3B407C

ADE3BF
BO6F59

21D3C3
71057860

1835847
522E96

TCE5CS8B
| B5D571

w o Q o NN oy 0O

EF3C19DA

EA1C9409

F1024FD3

39C6D2C6o

FEC3D4CE

02E759B7

67B1BBAG6

CA316C44

BAFB117B

847222A9

48E3F68A

B2B43081

AFE97010

73855B06

51E5CBAO

A7B3C2D9

7B25835C

B7586C93

92C3F618

2D4765D5

828105EA

BEOC32F9

23B3F99C

BOFE268A

ABB49242

189215D9

312CDA1O

2F240FEF

Blind signature process with partialdisclosure

C24F2ED1

3A4BOAS3

015A75D9

C776,1501

FO9394AA2

DE1033CF

ADC7BCB6

F 5075626c69632070617274206£66206d657373616765

2E429B22

D998AROE

DESAEZ24E

65F521C4

5CC79330

C6DI9EECB

03DE4738

3 4d657373616765206e6£742073686£776e20746£207369676e6572

gM 7

274A1F95

TBEAOF04
4FAA6985

AD3A778E
8A2D9224

C4DGE990C
0R0D428B

BE248700

91351588

E9D4F6ES

EI8BA220

F68BOEOS

I23NA3IRAN

471F9F54

303F6032

AABEBGEF

01B81009S

2807BE5D

4005B6F8
E6386687

BF83BF8C

5AA16199

eccc4081

64F8AEA3

TCAB228F

EDC11F5A

A5735194

f‘Qf‘lZ\AQ(\B

4808EB73
AB878C9C

DS8DE40AS8

EOEEFF96

ARDR2 IS EE

9FC60B72

8113CE37

0BB138AS

1BF1379E

2BR2A 6056

42

87881894

8E2E643B
323CB999

44A616D7
11DABCDE

678E32C4
2A41DA07

F50EE831

AF1B0297

4663E2EA

485F4925

F8BOATAA

0CF451DO0

C3C22E18

DAA2FE94

T742F85B7

ADCO9254F

0BA7073C

42799B8B

8401B015

2581EF17

635510FB
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tl

1B72DB70
0DO025ED3

CO9ED2888
81F63BBD

1EE6C596
3654AFDF

CEAGFEFB

12A24D91

FAT735AE3

2895525C

BE04465F

OF5FFCAS

F3192B42

32CAAGGA

0EA32E86

ECF3353F

Cl4D3FCA

47CDF701

61CB90F4

49D70977

71179EDA

548F3CBO

60F8756B

ISO/IEC 18370-2:2016(E)

386142DD

569D0603

4BC11D92

8EOE32F0

6444B1BS8

30D7EBDS8

BD27D9%64

CSEFO0F74

(@)
=

okUloUEBo®

FOF4DB6D
6CC3A0CS

CD5286DD
E0O1E9521

D4860053
BOA5018C

D2AD47C1
31EO05A3C

D273E6C4
BD32B135

AB99E974
6D33E231

TBEAOF04
4FAR6985

AD3A778F
8A2D9224

C4DC990C
0DOD428B

BE248700
87881894

8E2E643B
323CB9Y99

44p616D7
1 1DABCDE

678E32C4
2A41DA07

5CDA21FC

2A2EE884

D39092ED

FE16E514

FEC08241

6E73ECAQ
10226049

EOD4F6ES

F18BA220

F68BOEOS

323A3B8A

F50EE831

AF1B0297

4663E2EA

617CFOD3

37546EC4

DAF86262

8B571A8A

42E469D2

9612C3C3
EC9E3809
303F6032

AABESEEF

01B81009

2897BF5D

485F4925

F8BOATAA

0CF451DO0

872D6F5E

TDAF7835

5F6DA22D

9E26909B

164547A9

0CBAOQSC
6B274264
£E6386687

BF83BF8C

5AA16199

6CCC4081

C3C22E18

DAA2FE94

T742F85B7

7C2DD2D3

CD895897

A626C072

40ADCB8BD

@1CEBEO1

48B3CF62
79748D03

T7CAB228F

EDC11F5A

A5735194

C8C1A60B

ADC9254F

0BA7073C

42799B8B

B73C04B1

D2018EGA

46F4A3F0

25F0E412

3D4E71CE

2671139F
BE7DOF37

AB8878C9C

D8DE40A8

EOEEFF96

4BD23565

8401B0O15

2581EF17

635510FB

2EJ8J3AE2

FO1D72EO0

AFEA13A74

C36EDOH3

33CFEO030

OF6FFES503
902F1754
8113CEJ7

OBB138A9

1BF1379E

2B246056

B6B8FFQA

B53F5B16

1FA61384

yM

1B72DB70
0DO25ED3

2625C572
F22F9345

C91B9385
3908B39D

D94B2CCO
66702E73

12A24D91

9413F67E

135AF690

C3403662
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OF5FFCAS

6ABBE3A7

B70F4A5C

BB88BEQ7

ECF3353F

06D3COF8

32632236

393694F3

49D70977

C2C9C2ES8

0497A51A

3892B4F8

386142DD

FOAC5CAA

3F7FD8A3

8C0OB8818

6444B1B8

A791DADY

D1857FAS8

E9CF9CAC
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tM

rl

tl

44

B902A60C
2EE4751E

AQ9C636B
041C39D7

DB1B060C
1794D8DB

B4E8D8CY

4EFBD583

254BB97E

C4771B7E

950529B5

14058B2E

CD94911A

F6BOFFAF

90102CF4

C2536D33

E30538D6

D20DB7FC

91720FC4

33BE8SCD

29649073

2CE01769

BE9D0C36

T4AE8484

9EA4AE92

661BFAS88

AT73ES615

9D64ECFF

BDFFFI915

E0C441CD

985D7BF1

DIDSASDE

50485D9B
BA1F717F

834763DE
57E3B652

OF8C1BDE
D16AC5D1

1516349B
AT5EFEEOQ

2FCOB8BA
35488563

EC26FB95
F10ECFAOQ

EB42935B
14460E62

FOCA2238
63CB39B4

C5D3F35D
20715311

3251BBBS
991B6FAC
5707E0CD

5 C9ED2888

81F63BBD

1EE6C596
3654AFDF

s Y

2717483F

CD777788

C2C29760

5877F8AB

2ED1B6D5

94391FCE

580662CD

BO9D74EBO

DD1FE475

815EBBD3
Al1658€5D
2B0OGADSB

FAT735AE3

2895525C

CDF7609D

F3112E05

B4CE4566

3AB768C7

E5257021

715E9227

FE4CC762

E5172699

3A08F620

SA63DABE
E1IBECT7FA
40BFA372

F3192B42

32CAAGGA

82F6E961

30A21688

D7D1A537

62E82DFC

C6AF6EAD

AAE8999C

9CEE161B

ESOFFO917

ATF37601

3549A407
87A89FFF
C6414717

Cl14D3FCA

47CDF701

F117039E

38D774D0

9AB5SFF16

1E4FD282

3ADS57A4D

2EGT746E8

0B018350

D69BE42F

2589E335

BB4E7CBA
E7853497
147BB43D

71179EDA

548F3CBO

81CCC940

16D277F1

1643CBL5

BLA3HA9D

0209992C

98722229

0629AF16

121167D0

2FD1FB63

95A4A6E3
FC56BAC6
EBSOAT7DB

569D0603

4BC11D92

78F1FE29

D6 /0/D38

43DEC151

5958CA56

TBB1F8ES

424EDOCF

0D483659

D79B4B75

0A600677

DFOE2BAB
CA6134B0O
3B9159D5

30D7EBDS

BD27D964

P el
CLAUVLDI LT D

6E0160B6

FOF4DB6D
6CC3A0CS

CD5286DD
EO1E9521

D4860053
BOA5018C

93]
1
[@)]
i S
il
d

€
1

5CDA21FC

2A2EE884

D39092ED

617CFO0D3

37546EC4

DAF86262

el =WaWalk=lV|
UOLILDJULD S

872D6F5E

7DAF7835

5F6DA22D

7C2DD2D3

CD895897

A626C072

B73C04B1

D2018ECA

46F4A3F0
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D2AD47C1 FE16E514 8B571A8A 9E26909B 40ADC8BD 25F0E412 C36EDOB3
31EO05A3C

D273E6C4 FEC08241 42E469D2 164547A9 61CEBEO1l 3D4E71CE 33CFE030
BD32B135

= 2BA4341C 69516927 42D941F0 15750916 B7843EBE ECC2985F DOOF2F4F

Verification process

4’7’ = 834763DE CD777788 F3112E05 30A21688 38D774D0 16D277F1 D6707D3

dq’’ = 3251BBB8 815EBBD3 3AB3DABE 3549A407 BB4ET7CBA 95A4A6E3 DFI9E2BAF

57E3B652

OF8C1BDE C2C29760 B4CE4566 D7D1A537 9ABSFF16 1643CB15 43DEC15]
D16AC5D1

1516349B 5877F8AB 3AB768C7 62E82DFC 1E4FD282 B1735A9D 5958CA5¢
AT75EFEEQ

2FCOB8BA 2ED1B6D5 E5257021 C6AF6EAD 3AD57A4D \0209992C 7BB1EF8ES
35488563

EC26FB95 94391FCE 715E9227 AAE8999C 2F6746E8 98722229 424EDOCEH
F10ECFAOQ

EB42935B 580662CD FE4CC762 9CEE161B)0B018350 0629AF16 0D48365§
14460E62

FOCA2238 BO9DT74EBO E5172699 ES50EEF917 D69BE42F 121167D0 D79B4B7]
63CB39B4

C5D3F35D DD1FE475 3A08F6200A7TF37601 2589E335 2FD1FB63 0A600677
20715311

Yalid
H3.2 Elliptic curve based domain parameters
K3.2.1 Generation'of domain parameters
hash functiomi-/SHA-256
furve namel/~secp256rl
turve p¢ st FFFFFFFE 00000001 00000000 00000000 00000000 FFFFFFFEF FEFFFEFEEE
FFFFFFFF
rupve(a = FFFFFFFE 00000001 00000000 00000000 00000000 FFFFFFFEF FEFFFFEFFFE
FFFFFFFC
curve b = BGAC635D8 AA3A93E/ B3EBBD55 769886BC 651D06B0 CC53B0F6 3BCE3C3E
27D2604B
curve g = FFFFFFFF 00000000 FFFFFFFF FFFFFFFF BCE6FAAD A7179E84 F3B9CAC2
FC632551
gl = (x = 6B17DIF2 E12C4247 F8BCE6E5 63A440F2 77037D81 2DEB33A0 F4A13945
D898C296,
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y = 4FE342E2 FE1ATF9B 8EET7EB4A 7COF9El6 2BCE3357 6B315ECE CBB64068

37BF51F5)

g2 = (x = 89002D14 40075619 83579EFA E861BEF3 37E3D8E5 C25A1958 3B63F332
8BDA1B35,
y = 44008920 053A6CFB BD54DAAF 26DF953D 243BD68A 197CF2AE D32F2BC2
E48DBCTF)

F3.2.2 Generation of signature key and verification key

x = E3ECE49 1114DA5D D4C4CEA4 F/6C36F5 BCE21695 32DC/ELB E2A9EEAS
351093cCC

yl = (x = B41200EF B9D09585 5E62BFAB 9B7226DB C783778D C55B0C94 68@1B6A4
HOF15A87,
i1 = 34C4556C 5A994FD5 478E2E4B F40EOAE8 98B6BAE6 F8399699 I6EE1920
4749A8EC)

v2 = (x = A4EEA644 88140A72 BDF619DF A9D4E507 3A70173B DI8HEC02 3023B99D
JC5B2DEBR,
i = 516F6A59 68602FD1 41EE116B 16CBFB18 B07557GANGA3015EB 7950E3D3
[J2EBE9F9)

F.3.2.3 | Blind signature process with partial disclosure

m F 4d657373616765206e6£742073686£776e20/46£207369676e6572
info 5 5075626c69632070617274206£66206d6357373616765

o 5 869EOFE8 62276349 T766DBFAE 1B8JVD96C F8F18C68 ADADASG6E D4DA66B7
599DA060

gM F (x = 6873ACE7 4985B7B5 O0D2B30BA ED4C4F39 OA931AB8 4559F7A3
055DE584
BAEA34F5,

y = BB125309 1DS8(/9D4 1865E77B EDEA0424 07C06736 DF2F8807 D2238AB2
813CC430)

t’ F (x = 35A198D6793F92801 OE08BD41 AO072EE94 39013906 1E91B7A3
8BF3BES6
BADE2CFCj4

y = C8BBEL57 AS83BBCO09 E136ABF1 CAB3EF20 EE76E709 20D652DB 2D356A0D,
TEBOFBE2)

A 5 ECO0B5642 3DY96EDC1 99FDF6C4 D05D4626 44E486C6 966580D3 8722CCF5

o nil B aWak - TaWe)
JLUOL O

u = EA84A814 9F813739 OCTA3D8C 09ACO3F8 429FEFA5 C7868544 639A15CC
AAFT9FES

gM = (x = 6873ACE7 4985B7B5 0D2B30BA ED4C4F39 OA931AB8 4559F7A3
055DE584
BAEA34F5,

y = BB125309 1D9879D4 1865E77B EDEAQ0424 07C06736 DF2F8807 D2238AB2
813CC430)
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yM = (x = CBD355A8 FC5D1476 AACD7928 403FBEBY9 4CE54256 56849271
19CE2594 E8D138ER,
y = 5EAE273B BO96EFEFF 16867D37 527ED3F8 EBBC3666 264DESFA CB95D63C
2C1EF8CA)

tM = (x = 08DDC4FD D5057144 CDCB4CE3 8CEB8541 52F52642 2605DDA3
032286C6
AB89FB18,
y = 6FEC886A 8BEF3294 B468A5B5 3488E3F2 62354B4D 0668CD4A AAY4DCBE
E6B36C66)

q = 1969E191 94527901 DSDEF6AB 75B4A852 491D77E7 B3182FFE EIA39401
95C1487D

q’ = 2EE5397B F4D141C9 C964B91F 6C08A459 C36482EF 92A9493F 71C349Q7
E72CCDES

1’ = 89BCO2E9 44CBS8SFE 5AD3A1ED 57AFF040 746BOAB3.SCD50C66 9FB4513E
72811449

g’ = (x = 35A198D6 93F92801 OE08BD41 A072EE94 39013906 1E91B7A3
8BF3BE86
BADE2CFC,
y = C863E557 A83BBC09 E136ABF1 CAB3EF20 EE76E709 20D652DB 2D356A0D
TEBOF8E2)

1 = A5C7592B 826273BF F4D198B2 280D3666 B94F9179 F33A8D3A 26D71E33
97918371

R3.2.4 Verification process

H

dignature /valid

.4 Mechanism 4

.41 Finite field based domain parameters

(x = O8DDC4FD D5057144 CDCB4CE3 8CEB8541 52F52642 2605DDA3 032286C6
AB89FB1S,

y = 6FEC886A 8BEF3294 B468A5B5 3488E3F2 62354B4D 0668CD4A A494DCBE
E6B36C66)

1969E191.94527901 DSDEF6AB 75B4A852 491D77E7 B3182FFE E1A394D]
95C148B

F.4.1 contains numerical examples using the finite field domain parameters defined in Reference [24],
section 2.1, identified by OID “1.3.6.1.4.1.311.75.1.1.1”, using SHA-256 as the hash-function H.

All values are in hexadecimal.

Values from 8.2.2
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y0 = 2adb5089a512e7b9£329da09%028b505£85761a7¢c3£399ad257bb1b9250c53add

go =

7d012e6556c9635e58899a4918636bf4d4984ef2c45e544029930dd2240ab92793d-
2b5£905895be5a696848245b66afd38bfaa7f026b6bf32020bb6be8d4010eee70chb-
£52942c5¢c425c0dc4994f661d21a036385b74clcS5ffff2417bd33eb051c18d3de594d-
0b064086c7573a68dc91b7052faa972e0e3c7554eb3%bceb642aa00a01331fd3%af-
8c76ad5aeaf24fe7ebdl710923a83060caf9f82636df0cea9dede73c86190a92f2020£
2540c2adfcb447b6b36666e6753db5e9ac844a088643217bdd5e6bc602f0f46ae—
2f72ellced7£d60156c3403d686b592119%9e241415310c%a6lbabl3f4432efal8foefcfd-
7123cflcb98959000bd6llae6clf7bdf1de972d2

All valugs are in hexadecimal.

Values from 8.2.3

x1l =|3e4668267d6a6fe778ec3al890384b44d029£3edc3532d618b88a729adaeab73
X2 =1af93c647cab1d4c950a616£6aa4cca9c3995589p0710783¢c3e3é4513caf244772
x3  =|58£98bdb5985d501eacldel057505c3782948c1lb5949261d67cdeddflbf49abc
x4 =11

x5 =|499602d2

xt  =|347e50£40edac4al867£9d50827188324498d407a32945545bf%£217eb23937
PI =|50726£76657220696e666£726d6174696£66206669656c642076616c7565

v =
6710692e235c854e033693c6f3c04736f2bak35b5a0a3c936f2bd77alf7bb80f9%-
6b98274428a73378bfcocab2a6c4c00842448c1053¢c8a270198929%9e3f96b5d14ddee25b8¢c
3c27£3519%9e0126a7439d4fcf1d5daled8£79f11cc8d7ebd709f265935845¢cf4169%9e5d-
cae9fg025f80acl5e196e9200525e29a2419539877ceebd4adecbcb93669ff37ca68bdof-
082cay82ddc20b4£f503a20144£9a20dc8e0ca77d118b3c74d014£44329f643e8396616d-
4e554790471381ef67025d6701348f0aa6e61740659522f92aef68clce2ab505a6lcffde—
2578fe82066£52bb766403calb0b8632b9236a87ed26fbdc8148el1ca9c9f0102df0ed-
7610£d0£72d895870b9967

oz =

45d58f0e94743caaa8580373761fafldcf7e6784b4752c59%9ea2dc594dfe6601f-
597d56a946£1d5023f0a51496555ec469993e699¢c8d92887£72869afa39d9638003fe-
£08648805abllbe0d2044ded4287b7e26304£819e74e4b7c48131e488c36a7947f42e-
de8c58ea76d36219c8632ae765ecl27felbb3ec00fl5eabedcbc0c5a0d34f-
248cbd96@2¢?299d4adfe65e026£f2e209909502296bdefc8ae8a7a8088a01d-
4fb5ddd0£¢£9636ed23b9¢c3029dc82e37011dd20¢c35£e235955¢c5¢cadl122061f-
92d5965c8621 203393 9aaa21db 625008 T8 fae 750782 f03ar 9T 0364 ba3ToI32ITTd 60—
d88db307651ea5410eba24e9579489909%9a4d85c464b633150bba

w = 240b649e253beblfalcbl0324392ed90b516b437137749f1417e31leaf655692e

48 © ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=1ef9d7709ac5a3748ec600cda1c9d886

ISO/IEC 18370-2:2016(E)

ca =

b412e85c2edffdcabll0dafa?22afa520c8fc2f3bbe3963ee839dldfecb7621
548282d76eelled49e8f85a967db12c5ee07f076a17a01634e926935b197e~-
fe652f£9a0bd4903fad58f46f1£99fccoc70c52604d341d4dal82ee-
113199498a4908347065b21710b37¢c55¢c83610b8360791c876aec7d09f99f-
017cede367032cbb8efc777a89%afac06efcdced546e150436487595£19d-
992fd5ee643a3a0583c36c7daf72714e349fdb2ad4ef077ef7e0b53821cc228bf-

d68a7da8l19fefeb0331381b2882114£9923d186bd0c6d4c655£43%9a07cc66c3chb74b-

d2ee620a54a8322a0h00939F00h2211831d9c341451dF7077hf70bad0lcalbbhil83FfQf240

fl3afa8cefef3

b =

al0fecl3c4b0795064014d05d71e90dcd25¢c£72698ddf891e06896a6d-
352d10d105d88ecl13a6e4c99e1274c3997dbec80c8a%e3cd78a6388feSbl6de-
aec7c7924460e30b9c47274602a789c8f2f4bf16a515%04e639c3al1?3¥d0e8b-
88a7a50ecd4cf2aal%9e92269794256764b8cc51lec9d6edalel20bado95f7a6630b-
9780450996fd5f005e6d47eb7ce6d4146cl8fcaa?2ldabb5abfe082842c8f0a-
c60a478ac90506195394a2261b379383be5c469f5a809867b6o1a7al0b637995dbbi
1fffbfcb6505f91b39b2de086fb0alfdl5b0bel485be281a38d6995d73¢c2366f3aHn
595fc6d66a81led465701cb6984a813718£3251d3f4acl199d€9f2a5a8e3d20

D OO0 o o DN o O

Q
Il

a)
'_\
Il

62e24346acd66a03dcoaacl89d5¢c9d9efbelb6c792elcec3338e5p0355924

a)
N
I

[y

91f6372a5495a30f0980fcfb2eabbdbéda?28ac9efoebofabe2¢c559f9f-
085cb4e97ebc24041d5¢c94327e8886390d1e690f1c4178¢c34dc0827755d2118da004]
3ee32d40b4£f83af94ab9f7819885060d29082e569850ab875ceaad8aced69db-
5de05¢c1735d8431eab74£84074%c1le62b7dc43a0fc1019951d5e79%9a43265d-
ce8a508537d9%ba807544e7d4eV7c039821fdbaeb5fccl19071a8d2040104a5d01e-
ale2ade7e140430752ee9d39012c7e5098£337743694120714a2ee682f95f-
42bec93f6129e2bb418al8f92a8fbcc900340185937d73d953¢c2e08511812¢c985e1l
e82c43877£f87e9fe96019%9a7€1e59348b39901536c060£2690800488c7aebd

1.0 B ()

1O S

Q

g-1 = 4c2d9%a23046e5625b463ec3e5d038960£f41bc765¢c9d2£987a94d5946e61bb]
-

J££d9fccd71673030edc05e77£97e46fb871c9%e16e9f9d66£f4b99%e3cd4ad5f63beb73
Rcdd£f1a05915758£f057¢c3b13a9%9abd445a1b00c207709a091ableel0a’7bafdal57c44d
I5£fd7¢cdA4dd6382ab2e345ebb87d6a8b8eff3d40e23935bd0¢c6199767977e40ba%9f15
d

Q

a073ecec85£e37523b569710425963acbdbafaal057d62a0ccf4073750c80ba7££4b
9d5eb78£6d4ca835767£48b48b4660a5b34d91e9fbfallf9%de5497badb688d4ddd

270695120920c1308634c405¢c6310004303429095a98£a25b879d9c21b48f%

999b£fb205b69£6£1c124539£37b832a00H2c046d305300acbcbd908£73fe84¢

c5
89

8f-

39-

1f

S5ece-

£9c8b-

c98
1b-
f_

AfEE013841304871 3407083500671 1870804020300 0422F 8562364810050 760K 7o

be9adc54123fbe920e28c9%9e3c69a008615b72a568c4£cl15036f9b60a6f2fb35299%¢ee
349babaaae60laldoelbclb
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o'a =

1ca98b663fb119£f75694£4974e302183251431164b6d9%9631ecd45ea0726709f-
38bcb5e0e78d8d4fc99127a251ca2a7994280b824a37b4351baacal3bbl3eedad-
f09eeafd920be00300a36430f0842a934c8d73050821a440c84b3ad41c3d95a952f
4e3304d4557fcfeeflb7c45b843f07e648ec53bbe3c5fb7ea84c6df01c7674a00d-
b8710a4197137ab955e2fb89947cdf0£141£fa969£f0093¢c74208d0alb60d-
d390739%9ee82ea9d3862cbabbc9d3dafedc3b46a277488c8320d5b4dca7902e5bed8d6dd70d

2afodbcl07e9¢c3c7£881a8l6fcob0881b2134£39cf74ac06ba76docbbecc32c7ac7/e7fadd-
1d942202d71cda087a8c61c1bh67724635130fdafd1906F5230

o’'b =

c3ebedba’7de988298259d43a2632c7564e37d2d9153df33cd1l259fe6c7c21lfbbd-
626bcNef2dc7£490e£9153e3209bb417£6d3792d104935¢c5ad6ee901e92634197517
3cbd670312ddc97b2c04a6£883878ccbac3c39bal73b884e3647248a3154cd88a38b-
c7226349pb4fba25f2be591b4bd312959%0bc04fe22a8960ea%e1e0d8ab6c69455b544cfb-
71b58d9655f3e3fecell6flfcb4a64a73d19479%b0eecaldb01ab3797695b2bolabcba7ce-
66b9f4ceald809dad6841ab0226640736ec9096ae71fb69cbcf0876a6365dc6793086eb-
291dalle2026b7758905a79504580736c2b7e7a79dc7fef77530£f00f3a€aa3c0b-
170c7€077£13929%01bblab7494aae7a3d

o’'c =|2e96£c424078be020£d5943181381818bfc6704e34a2dc£fd4908e85£0911bb20

oc 91793f88ecbf2805ec40404a1d0delf2af328bbaadd0f9e97c4lcel25eal3fbad
or =|c5bcfd82593e59f1alaf91c044e80089a05d80870251797b8bd19137d8247dc8
o'r =|65f6cal041638047b8fabe8cd62cf4f20d32dLc37c3aa%all3f369%9ee25e06adal’

Value fijlom 8.2.4

D 5 {2,5}

U F {1,3,4}

m + 56657269666965725549442p72616e646£6d42064617461

md + 446972656374206d65%373616765

w0 F 2923450ac482b6a654924ba0d175978026£909d2dba3a316bfdc81lcd35a3276a
wl F 2c137d326d072627ccl104853703162500£924d67acda6e86802e4ae701e871b0
w3 ¥ 6bel73bdf{65131fd2e206cabad4fas58d7a300eaz256bfbd5labfeb23ebc3e26e3
w4 F 9f98e88fbdad58597e2d95¢c9d4a32c3088bc6dd0dace59%9ab23221801b3d46293
a 3 40a9dac900d9%a5c95cabelee72af98b10513ab70e5£d7¢c4d5b8a%65e22cfbdbe
UIDt 4 @916b2f56e8aab2ddadfdcfa7c87£2bd0880152ab4037£34a1b37580328438b9
cp = 25ff6£3ab2dbf1876522c0dc07¢c9a58b£10284b15d155fa5a9d4b949bd561bbc
c = c716e004£05d96b762da801bd401271cd50ac6b9%7254c9d9cae8dclel765d6E
r0 = 488391a102c118454ed530a5£fc8de64671dd8dbc9370cbbeb760357d020c8c28
rl = 50beabfe34e519e972eca2dfc8bdef53b5£00c2a8c509bdb394cc6dbd3372518
r3 = 6£e395e75800b404e9a9c2a3029000bc91073b8273b675ad55410e52e£££030cd
r4 = al79591leead83abb201a2e1b62d893d552085a47dal2dd948£f6c0d25c0162da9
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F.4.2 Elliptic curve based domain parameters

F.4.2 contains numerical examples using the elliptic curve domain parameters defined in Reference [24],
section 2.2, identified by OID “1.3.6.1.4.1.311.75.1.2.1”, using SHA-256 as the hash-function H.

All values are in hexadecimal.

Value from 8.2.2

v 0 = a6aba74b82f70£f5fbc6366442fa8fa8dba7af900841£a4d3030cbbab7526f3e
d0.x = 29fb2leec2ca3b8lebe8261debel078afcbb8ceble55d3a6abfb463e9cafk¥f]o9c2
d0.y = 6d3963868d3b7f0555e6fd8789c1e332cd2820e22934e7b5312cba80a074flfde

Yalue from 8.2.3

H1 = 3e4668267d6a6fe778ec3al890384b44d029f3edc3532d618bB8a72%adaecp673

H2 = af93c647cab1d4c950a616f6aa4cca9c3995589p0710783C3e3a513caf24772

A3 = 58£f98bdb5985d501eacldel057505¢c3782948c1b5949261d67cdeddflbf4Pabc

x4 =1

H5 = 499602d2

At = 737e093c37e7ce3da686d4efd2£7663da6fl6e49eb718c29b1736£8e8edlpPc7b

I = 50726£76657220696e666£726d6174696£6e206669656c642076616c7565

Y- x = 9f7d798e68b8£58dc84b0ccbfdQ7c088£8d0fd68ba6laz28bd9924ab9d5e5Bb89
Y = ab3£d9346277deb4fdfbd4cfd0cbb37£3£90b6960d419508fb1249e2c89%fcl

dz.x = b661le7e747d912e456e106€536e682e4b57bb31906£6de0d06a6cel809720p63c
dz.y = beb542941febcb795/alt9%adbeadlcb221d2a44a2c1b003e80788781c4bb2}6db
W = 3a938308c8b73a93883df4b440£e9d692b084b0d2b8eb1lc8706c438763b6pPdasd
da.x = 58b27£3183e89943d898e8e273b7e464d7d03c88d8f8a58e2b2708cacdbbfbf6
da.y = a6bddbb8caab9%9a39p052db325¢c69740256184b0525fc058£238e4d4dec74dcfibtb
db.x = 8b8dd541070bb4£5805e33b0464963e864edaeceb7ca350e7bbb4e97a302¢5c4
gb.y = £e80399f487cba7c¢191d3a7d08507912173e74c45b39£5e9657b486403d7¢7cd

g =656f729ae7786df236c1c08cb4d450d3293618e4f066112ace2ba975c73b2p£fdl
Al = 9f4b5d48d4eef2a42928a00£85e67a2ab5f11f401274ealfded7cccbcef83afba
p2 = ec362b01le8c4d4bdadbfeaz2bdecl0326fc406dfco2bd2eaablaac863572236b5ab
h.x = bab28428a4fcdac09f489b8abl0acd464acbc658bcI9bb3dO9b76ceebbblaacabclOc
h.y = 64cb93c0c508dc8bcbal84d4d7ee52afadelf57£4047000£9bfc0262b26dal64df

a-1 = 74cf£87d69124a6b0f9%7a754cb199054841cfl56edafebbB8a79624f0aceeldl

c’z.x = b7307306b0710e153c0040239b03e3ac72ee0b4c09fe7431b£f230d841aa77ac36
c’z.y = 5fc3cfbeaa3ldaec0b8eece9ad984c84£d2d7248£5b54b62b3£d089%adea547£008
c’a.x = 6£fe4049ec212765b219d7925e9fbalb8769641e5a2d8cc7d3afaad7061bac830
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o'a.y
o'b.x
o'b.y
o'c
oc

or

o'r

Value fijlom 8.2.4

D
U
m
md
w0
wl
w3
w4
a
UIDt
cp
c
r0
rl
r3

r4

F.5 Mechanism 5

F.5.1

F.5.1.1

efe335d77590a9%a2e0£fal11949e1£5565ddcacd4e09496cc6987f143alfaac9lb
= 82ffd18b249e58b677bcl076d90c5becbbc6524f60ae6407cb6885b871f7aa89

90073801c10de596b2b9%e1064a2185432£ad755552e8d2e460c03£fe01cd030a3
= 6391255cd7aafe8f11866f4eb81326cefal350b1£06c028a0209%aclbazaleba2
= 2dc82a6ac99f1323aaf0£5e3df9%9a0£99c2e4a0570a305£9f2ccael095ca760b
= e78e209¢c2¢c59dd3b9ffbl176bb7809ac440dd0bf015a14ca0fe0f657681fela2l

= d3c44b9fl151e3adf0fe53e4a7883clc0c4640dab2bb8586db4bdfelaa’dlaamg

T 12,5}

5 {1,3,4}

F 56657269666965725549442b72616e646£6d2064617461

5 446972656374206d657373616765

T 78e6234£fba784290b450923d27¢c233e156d07b81864d£ebe8cd9577£60058138
5 348066dadfd741c72b6lad6d9b6c29e734810151Fa331f2aeab65c3e021c23aae
$ ce5a08a75b59027£8fb456259£8e221fb06£f4adf042£f7d01613cef7al1460a568
5 27f£9e4164818cdb7£82c205dcf98a5b42a330b2775aa99%edc07461£69876b2e
F cc7e6606£c61063b92e8d0eaa7dbb0942£99ad02a£355df01ba9d56b1£d58333
c9a4cl2c656ab5fb3134d14d48d1020354c5£17d2258fdc4c65e57673ecc24dc

 0ee624e85271137640£a27£cL039c0326£7943ae0£963e88d6b3d4da8ced7d49
5 da609b238aed949baf9lef469dadd20602f1£f8bdafdbc52824caatf8eb920e851E
F 29297d8e3eb3e788c83283del11544546c92c04d54b09b056£6545e5d7274e866
+ b649f1ed298fac8040d9d10972c9d6£90309227678dcf9clc9ccdSd7eb6elbfe8
+ 86c33el1156b9471789e23a969017£3680f2b53d9f60afee5296£5d3cdble2fb95
4d9f031cd993£840d663cd9c021c69fad06a9£8520b5£5a1831617£6d3dc0b60

Finite field based domain parameters

Domain parameters:

hash function: SHA-256

p =

52

EA8E526D A73D95E6 B7BFEFLCE 62DADBOE 77EF2011 18E05B7B 804B3D90 9D41FA39
DS5DF3CE7 36B2AEAL 8480543C 6D187193 426D4996 15191D1A E3CE1949 0299F473
3C4B93DB 85E91C61 353E4EB3 A483DADB 28268856 70A175C5 3A792E6E FB351A80
11F08FF4 7754E153 37EBS8B3F 928D5E89 0CE25758 1E26C963 A8CE38A8 91BBA962
BB1F80C4 37C212C2 ADD6EI1F3 294EE66D E35188B3 7EF7C183 OEBOCDFE 470A6094
9D1191F4 04D6E14C B11B8DBY9 5D43F7F3 354FE7CA FBBFEGES DEF648FEB 711CB761
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09FDESDC
BAFCCD3A
D3FD9625
3582862A
C6177F3D
4E05A925
A989A8E7
9AFQIS1F

17CA229C
94492E0B
302930D4
6057A0BO
0OF43BDF5
3274F05B
115562D2
QD2A8F79

F2F318AC
DESE7FCB
93F92545
1E82BB10
522E5C08
4FAD8OCE
FCC4Fr474
ATRBOBRIEC

2A2E318F
FO9BCOEAGL
BD863ES5SC
A1BCCD2B
D21 6B9DE
203D036B
8AC2CC31
BF432907A

9A9FA539
EFBEFOBS
ASAB44E1l
C12B5EF6
1416F457
519EBAAB
A752F483
QAFFTRTE

ISO/IEC 18370-2:2016(E)

08DCFAC3
6D8BFE7D
252F231A
249726AE
7C99D19A
0B24AEDF
23F5F93C
C180ACET

D6990A1C
2F1B447E
TAF22059
1C43789A
59DEC17D
233D71C5
AS5E14C4C
DF4404F9

8ES5AS1D7
07675CF9

ABOF1BF7
3EE28061
8FODA63E
606CDCo6F
581DHK812

568F1C68
E4A0551B
A27AT4B7
538E954D
4F5ECT7DB
67CAD584
DD62C320
AB41EF10
3D9C427D
A6848B30
6A7D1739
AO1A50ES
E21337F5
CACD96DD
24A0899B
F2604E6GE
8C6CF85C
3750368A
280185E4
C95622B2
70A01BEB
83FCOA3C
AT740E426
TAA24388
B6ED1S1 D
599E4AF5
5DESB509

65E3360F
90544F0B
843A7321
07553979
4951B73B
9F812012
56C02291
BEAA2DSA
FC3D6D7E
26DD3699
6F3C5BD5
2721COEB
9AAB3F42
4C39E191
702C1CE1l
7840060E
419C23D8
9014D9E3
5D73B984
DDB19CDD
303131BA
CC2CALTF
A3ADO706
E4B55CEE
6E54193C
FO117A28
9727E0CS8

2EBDF001
74B4829A
2BDCO3AD
25438400
005574AD
83C5AF83
3C6FEELL
FC06D542
D569C6AA
94E59503
EAS570AC2
DF25DA11
A53953E7
CDFB39AF
F97D7471
49C06676
7DCO71AS5
ES2COYQF
689DCO2F
C69F7457
98FF6B18
4D4CD7BE
55CE8943
4FBTA23E
D639FAC7T
2A04CA6l
16634DB1

48E05AC4
53388DF3
493E7C46
34D940BC
D043CB57
5CDEC54A
6EAFBBOC
5AFT7ABF3
AAlEGF4B
6E1DFC11
0D251717
96D2F53B
DF8372E0
11BDYS9EO
6E976383
947GF524
JEQ0798B3
F36E657B
D7F420A7
49B14DF4
DAIAI916
8CDCOF5B
10B1BB99
TA887757
EABE6CTB
B510ECA9
2F920DDA

C2D3445B
37AD8T7E3
A7116F7D
4561D32D
B1OFC2AF
348FFA8D
565F7F9F
5F45A5B6
888A3050
BEDSESDS
C072e501
199B472C
8B805654
75093F15
4061437F
909DB435
21F61EDS
31F8493E
97688B4D
2289E62D
BEA2C61D
2AE38FFF
FC5E940F
8F18CBB4
22CTBE99
3E8CB4BF
EBO9CEDB1

0C3A3493
12D27B5E
E076512A
420495B5
66B84F79
62B7BCBD
2C283BG8
2AFCTRAC
BOSE6BBS
A60C34CE
C1F12B10
A455B931
2A057F41
B86F07D2
EF83BFAb6
DAT7F72C3
1BAD405C
34598F85
D3969CF6
98259E5B
E4EEDE24
86EC85EB
80212FA9
5E4BOEA3
FA9F3192
DA6B361E
A557B77B

2FE59394
B1AADFE55
OBEGFC8C
1D3DAAFT
DBAABO32
46649622
B479F45F
67C1BCEO
T8AAGABA
060689CH
0092F6C1
C8636C6C
532A3730
508BFB3E
F9166DBD
94381E9E
B48AA55D
F71E01C7
D3D5A79C
AA471D15
DE83B9D5
BS8AE1AGC
T7825CAE7
96691E60
3B64DF19
DEC5EC18
13752FA6

R5:1.1.1 Generation of the requestor tracing key and the public requestor tracing key

380BCIH84
B2)7D|DF
B30AC(QO05
F1A9EHRB6
B273CH83
235A591E
BDDOO0J0B
E23EA(Q69
3C878393
8DFF0179
195C41E8
82808141
B7AFE|D2
TFDDED96
0AD227BA
F4Cc48384
56121334
44567RAF
B668DAD6
9C493H8E
ES5F00318
EA9019EF
EBOEE{42
6C57BHBE
45030134
2423F(B9
10892Q46

XRT

YRT
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AOB489A0 4C1D5B0O0 996FEADZ 5DAE4590 6391C029 AL105159E 22B0D86D

70C39235 4931918F A306BFF9 FODCODE1l 54CE6EDB 6BBlECE2 E795407C

94B5C4F5

FE1B5831 CD425CC3 4200E270 DCA609DB F13CODES5 6135E94F 0ODO93E4E

98B07861

F7A2ABDE 280E8A62 75E52C6F 5D591FB3 1059C1DF 1504D2FF D51A06A9

B2EDFB2E
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F.5.1.1.7

XsT

YsT

54

7518C041
3A359F1E

05D7BFCF
0C605C75

4A33636F
934B90A4

607F4E44

7D8FEA80

887F982B

234F65B7

88F805A4

525803F4

6482540F

B7704BF8

1DBBOF60

B1499558

A1B68553

34104E05

AB8T7C5HA4F

50633771

F4A1B94C

EBA38377

03205E5A

13AA08F2

CF8FA381

3B6C6200

B2437098

893BA451

08ACCE14

76D3D4C4

CEAQ2CDB

BS3CBZZ01

159C9006
1 976CFD1

5 7B8EC6

M6F1AQOF7
b9 0BAFOD

E56DB6C5
\6C34907

MB8B5FD2
b9AC4809

F'DD259CB
NATB3402

CAF2734E
N2F287B7

372524CB
PAT791116

7296B643
D6BD1BB3

£73693C2
PE397567

D24A8258

BSDEF074
FECED305

1 0CT7TE29
PEGD5D85

5AF125F9

1AD4F20B

86E1386C

ABT7FA22A D472D635 8F89DE36

8EB4AC9B

EE6BOFBS

C19D8062

9C82ECCS

95C21917

ED43B5EF

1266E02D

8BOSFESI

6444B033
S1LEFCECO5

C4CC0D24

E6B466E4

65E9CF8F

734F593F

0971B47F

50B73E79

D774070B

C2332338

D0432D4B

02E7A739

CBEF75BEE

68236B3B

91ACEFEF

E3B76355

4671FF27

32DD49D7

C764F3C5

€13E5CTF

A736FB34

9AFB2B81

1989FAA4

F6B2F7DF

0011D88F

TE3BY9A04

55440AA5

2A3AEBDC

D4BFODEF

2505E08B

8¢BELSESO

5B5A4F0OF

7T7EBEAOL

5CF400AA

4F2D3393

B53F7D82

79EDFAT1

2675A8F3

16E0F311

OE5D2061

FEA10ZAY

483650DE

DB091522

AT6TE289

078479AB

FBA37FD4

FO921DB8E

EE39EFT7A

1FDAA8BSC

ESEE6E32

71D25F47

A4F12916

Generation of the signature tracing key and the public signature tracingkey

2BF068A2
D0677F26

71D7695A

BEE1AB10

5D987B24

C998EFD9

803AF6D7

8E86E8D9

B3B33E1l2

231E73CO0
08CC7023

CE2374CC

107B88C3
82B72B83

298BB221
C89EFFIOF

7E5D1365
F3A23BEA

37076ADC

FBA92615

C1150817

30D7F38A

BCE91AZ21

5D2B13F6

C62CFFCS8

4FT746B2A

55C21COE

A6T76C82E

D4E169FB

9AF51592

0EB34C2C

DA464E88

2DFEAABI1

© ISO/IEC 2016 - All rights reserved

4C279A87

ABOAO30E

2D96A625



https://standardsiso.com/api/?name=1ef9d7709ac5a3748ec600cda1c9d886

ISO/IEC 18370-2:2016(E)

18A9AD84 BBEC3E3D 4C49C4F1 B7B2F914 DSOEBF6FC A662A3E8 2ECSFTES

346C8BB2
039B54E0 BO9C7F552 7590560F E2F47CB6 C7C68731 BACEE11l3 F81E4B64
E3C8EDB2
E6D07C31 2004E178 A43BCEBS8 6268636A 902FD69D 4EAEAF6A 05CD4E70
EO9C5DB42
F5113 G . il . L publi keys
4 R = CO014BF98 85FC412F 693F874B C0747371 1F936COC 2F8162A3 F59DB6S
H R = 79A28FF7 752BE047 5D20A9C4 F503C5B5 D2F59271 3473D858 ED4CI9BI9{
04490A1A
FDDFFC5D 6D4BA63F 90810438 79988A00 130DAEZ2E 6D8234381 99837957
4DA6BA26
9E963872 DEA8B147 F91C2653 4022A9CY9 C39DB839 \0QATBEC23 56114397
124FB3CA
386317BC 5AEBD2A8 87764CO0E 87982133 E7DOACY97 00971248 3ECBICA4]
27BA2BES
34CFFFOE E2DA87F7 85BA1262 D6BC66BROOBLE6AEE 1A96B4BE F6ECI1CDA
81883089
TACAD75A TA4EDSAE 699FD86C E29852D3 3377E4E6 0569C59B 78A33DE
22ECCE8D
8820F62F DF3045A7 6281D22K6C5A3CA3 B5B946CFEF A8299CA9 3A4EF594
D63B4301
D9669E31 ABC0829B 9DEB7950 A9026F85 32FB76D1 41884FDD 9AF7B19]
A59EC820
K5.1.2 Traceable blind signature process
f = 4D657373 6176520 746F2062 6520626C 696E646C 79207369 676E6544
S = B568B8A3VCDO5SBEOY9 2B66119E 8EI9F7C82 F2E19E97 O0ODF1EB5 EDSAAIA2
4 = 58CIDY309 3260FACC EB647F4F 372BI9CEF 0D046533 011589B4 DT7C6EFH1
0 = A6C27258 TAAEEDC4 C9555306 ESEC87DE E235C58C 9F1DB54C E7E0332[8
¢ = BAE2BEC6 E24749F9 F22DB4E3 15420D8A 3438E9DE 36705BSE 4B947027
N = A3992824 830A3611 2A19F9CA D8290449 DT71F55A4 5DI9CFA68 B397CET7
E’ = 6C2CEE53 3B177776 25DDA008 D24C943C 08187F2F 99284094 48A72249
ADA169F0
5A302A82 64F11E9F DC8418A5 B6D7A4FC 24BBD390 DC8B37A0 47118BAS
40CC20A5
TDASBS5E3 356C21F3 141824D1 EDCBAF77 8B55B632 67A3EEOF 1D8848F1
623D89CB
D2964EFA EOEBF966 EC087614 1CA291E0 A321FCBE 12D7D713 F4CF17E7
DAS71F24
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56

084721C7
E45A1F10

492EB3E3
347C435C

1CBDBY941
E26F20EB

47D22A27

DC62C98A

BC2C0529

31459A08

B6C43D19

C42735E4

EE86CD85

84CF1EBI1

75774E68

92FDE764

42B7C8C3

F8F1FCDS8

23F898C4

741611BD

0EB24791

TE745346

281901F3

9929B0BE

CTFCFE7CC

937C8596

B4422427

FF15EE33

416489D5

BFC51B45

ABC87D91

92LAUBES

1E8CE448
C610F48F

DBC5B827
389F03AE

417FDBEA
09BOF290

TDE9BE39
OEFAO56F

F24793FE
6BE11198

F613092B
3100A8DB

5C9577A9
87A1134A

1EE56639
EFF1B1C4

0483547B
30D5ADO0

264C4566
994198C9

6866D039
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