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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa
work, In the field of information technology, ISO and TEC have established a joint technical co

echnical
that are
echnical
echnical
national
rt in the
mittee,

p—

50/1EC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in-ac¢ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

o8]

ssessment, as well as information about ISO’s adherence to the WTO principles in the T
Harriers to Trade (TBT) see the following URL: Foreword - Supplementary information

—

he committee responsible for this document is ISO/IEC JTC 1, Information technology, Subco
C 17, Cards and personal identification.

(@s)]

A list of all parts in the ISO 18328-series Can be found on the ISO website.

h\nce are
bded for
with the

subject
h patent
e in the

Hoes not

Hor an explanation on the meaning of ISO specific terins and expressions related to comformity

echnical

mmittee
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Introduction

The purpose of this document is to establish a normative basis for ICCs with at least an additional device.

Many new developments of electronic displays and keypads offer the technical opportunity to integrate
such devices on an ICC. First products are already available and the technical progress driven by mobile
devices also enforces the definition of basic standards for these technologies. Upcoming projects
require several different standardized aspects.

€

p
primarily the physical and electrical aspects, but also in addition the logical, organizationaland
security|definitions.

[72)

Physicall characteristics for devices on an ICC are handled in ISO/IEC 18328-2. ISO/IEC 18328-3 deal
with the¢ logical and security aspects and covers all relevant definitions and mechanisms to logicg
interfacgs, command sets, data structures and security aspects.

—_—

Many asjpects in this document refer to ISO/IEC 7816 (all parts).

[

ISO and [EC draw attention to the fact that it is claimed that compliance with this‘document may involy
the usage of the following patents and the foreign counterparts:

— FR9[9/09818: Smart card architecture incorporating peripherals;

— PCT/EP2011/058914: Bank card with display screen;

— PCT/EP2011/059021: Bank card with display screen;

— EP2/001949522A: Contact-free display peripheral device for contact-free portable object;

— WO02009077398, US20100263034, EP2225703;:JP2010-538574, KR10-1162443: A method fdr
authorizing a communication with a portable glectronic device, such as an access to an electronj
merpory zone corresponding device and system.

[@)

ISO and [[EC take no position concerning the'evidence, validity and scope of these patent rights.

The holder of this patent right has assured the ISO and IEC that he/she is willing to negotiate licensgs
under reasonable and non-discrifhinatory terms and conditions with applicants throughout thie
world. In this respect, the statement of the holder of this patent right is registered with ISO and IE(.
Informafion may be obtainedfrom:

Gemaltg
Intellectual Propertyjahd Licensing Department
6, Rue d¢ la Verrérie

92197 Meudon Cedex, France

Gemplus
Avenue Pic de Bertagne
Parc d’Activités de Gémenos BP 100

FR-13881 Gémenos Cedex
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ASK SA
Les Boullides

15, Traverse des Brucs, Sophia Antipolis

06560 Valbonne, France

Attention is drawn to the pnccihi]ifv that some of the elements of this document mav be the s 1bject of

fdatent rights other than those identified above. ISO and [EC shall not be held responsible for idgntifying
any or all such patent rights.
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Identification cards — ICC-managed devices —

Part 3:
Organization, security and commands for interchange

Scope

his document specifies the logical interface of an application supporting the neeessary
features in a card-IC which communicates with the external world by a physical ifitérface suj
PDUs. This application supports the usage of electronic devices.

his involves the design of commands, data structures and security mechanisms which are 1}
tp handle the data and handling the additional devices itself. The handling-of the additional d
lways controlled by the card-IC. External inputs or outputs shall be managed by the existing in
his document deals not with physical characteristics of the card-and interface technology,
ith the logical aspects. Management of data for additional devices-that is not subdued by th

plication control is out of the scope of this document.

—

efinitions of coding requirement for “trust assessment” ofthe managed data like warning, fon
tc. is in the scope of this document. A description of the logical internal interface functionality
he COS or by device drivers, if any, is also part of this.decument.

o @

=

ue to the fact that relevant technologies may evolve or be adopted very fast, this document
dommands and structures supporting extensions and adaptations.

2 Normative references

—

he following documents are referred to in the text in such a way that some or all of thein
onstitutes requirements of thissxdocument. For dated references, only the edition cited app
undated references, the latesttedition of the referenced document (including any amendments)

Q

et

5O/1EC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization, secy
pommands for interchange

Q

3 Terms and definitions

1

or the purpgoses of this document, the following terms and definitions apply.

Yt

50 andIEC maintain terminological databases for use in standardization at the following addy

security
bporting

required
pvices is
terfaces.
but only
b COS or

t, colour
used by

defines

content
lies. For
applies.

rity and

esses:

-~_1EC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

3.1

access rule

data element containing an access mode referring to an action and security conditions
before acting

3.2
application

to fulfil

structures, data elements and program modules needed for performing a specific functionality

© ISO/IEC 2016 - All rights reserved


http://www.electropedia.org/
http://www.iso.org/obp
https://standardsiso.com/api/?name=455068ceabc0970f5ce7bc47395ed0d1

ISO/IEC 18328-3:2016(E)

3.3
button

tactile device used for a singular input

3.4
card-IC

integrated circuit with COS

3.5

command-response pair

set of tw

EXAMPL

3.6
data ele
item of i
a format

3.7
data ob
informa

length field and a conditional value field

3.8
device
addition

39

device driver

partof t
devices

3.10

device identifier

data ele

3.11

device handle

logic dat
3.12

device mmanager

entity in

3.13

0 messages at the interface

E A command APDU followed by a response APDU in the opposite direction.

ment
hformation seen at the interface for which are specified a name, a description of.légical content,
and a coding

ect
Lion seen at the interface consisting of the concatenation of a manddtory tag field, a mandatorfy

al electronic feature used as an extension of the ICC

he operating system which provides the required functionality and interfaces to the additional
bn [CC

ment used to reference a device

a element used to work 'with a selected device

an ICC whieh’controls the device operation

device
electro

nit
icsystem providing all relevant entities to work with the device on the card

EXAMPLE Connections, driver-microcontroller, etc.

3.14

EF.ATR/INFO
optional EF indicating operating characteristics of the card, also known as Information file

3.15

electronic display
electronic device transporting optical information

3.16
file

structure for application and/or data in the card, as seen at the interface when processing commands

2
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3.17

identification card

card identifying its holder and issuer, which may carry data required as input for the intended use of
the card and for transactions based thereon

3.18
interindustry
occurring, existing or using between two or more industries

XAMPLE Encipherment, decipherment, a private or a public operation in a dynamic.'authentication,

ata of arbitrary length, to be sent to the card or by the card, in ordér to be processed together

22
cord
ring of bytes stored within EF, referenced and handled:as a unit

.23
cure messaging
t of means for cryptographic protection of (parts of) command-response pairs

24

curity attribute
ndition of use of objects in the card’including stored data and data processing functions, exprlessed as
data element containing one ormgre access rules

.25

cure element
thmper-resistant ICC in a-different form factor securely hosting applications and their confidential and
yptographic data

.26
curity environment
set of components required by an application in the card for secure messaging or for security oplerations

27
ructure
FEF, record, Data String or DO

3.28
template
concatenation of BER-TLV data objects, forming the value field of a constructed BER-TLV data object

© ISO/IEC 2016 - All rights reserved 3
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4 Symbols and abbreviated terms

ACD application capability description

ADM additional device management

APDU application protocol data unit

ATR answer-to-reset

ATS answer-to-select

BER basic encoding rules of ASN.1 (see ISO/IEC 8825-1)
CCD card capability description

CLA class byte

(00N card operating system

NOTE COS is alogical element for implementation of functionalities defined in [SQ/IEC 7816-4.

CRT control reference template

C-RP command-response-pair

DF dedicated file

DHN device handle number

DO BER-TLV data object

DO... BER-TLV data object, the tag of which is a hexadecimal value given between
simple quotes

DVCP device control parameter

EF elementary file

EF.ATR/INFO answer-to-resetfile, or information file

FMD file management data

FCI file corftrpl information

IC integrated circuit

ICC integrated circuit card

IFD interface device

INS instruction byte

I>C inter-integrated circuit

LCD liquid crystal display

LED light emitting diode

Le field length field for coding the number N¢

N¢ number of bytes in the command data field

4 © ISO/IEC 2016 - All rights reserved
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Ne maximum number of bytes expected in the response data field
Nr number of bytes in the response data field
OID object identifier, as defined by ISO/IEC 8825-1
OLED organic light emitting diode
RF radio frequency
ElI reserved for future nse hy ISQ/TIECJTC 1/SC17
SPT security parameter template
SW1-SW2 status bytes (inserted for clarity, the dash is not significant)
TEE trusted execution environment
LV tag length value
UTF universal character set transformation format

3 Architectural aspects

3.1 General architecture

An ICC comprising additional devices connected to the ¢ard IC extends the functionality of
implementations and applications. The new components require different new physical aspec
dard and the electronic system as well as some new approaches in logical perspective. Arch
dctivities, commands and security are aspects‘which have to be covered in addition to
sfandards. The definitions shall be easily extensible for new developments in the future.

An ICC with additional devices consists of ah ICC with

- an interface to the external world/-e.g. a contact module or an antenna,

- atleastan electronic device ¢onnected physically to the card IC, or

- logically linked additionaloff-card devices.

—

he COS may support the-usage of an additional device with an extension or an internal interf:
dditional driver which/may allow unidirectional or bi-directional information flow.

o8]

OTE Devices Teferred in this document may consist of additional electronic equipment whid
elivering activity/state information or internal device information even in the case of an output de
ility is defined in the administration data of such devices.

oz

his doeument deals with the interfaces between the external world and the ICC, and the ICC
ectronic device. A physical interface between the ICC and any input/output device on the c
se-different technologies and transmission protocols. This is out of scope of this document.

existing
[s to the
tecture,
existing

ice to an

h allows
vice. The

with the

ard may
The COS

should always enable communication via the implemented intertaces with any device.

An ICC with input/output devices is controlled by means of the COS. The general principle is k

ept, that

the card is the slave, steered by commands of the IFD as the master. The initiative of any operation
performed with an additional device shall be caused by the external world or IFD, by the COS or the
active ICC application. A direct connection of the outside world to any input/output device on the card

is not covered by this document and is finally forbidden.

The principles of access control to any additional devices shall be compliant with the access control

syntax to files and data objects defined and described in ISO/IEC 7816-4.

© ISO/IEC 2016 - All rights reserved
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The communication of the external world with the ICC dealing with an additional device consists of
APDUs with C-RP according to the definition in ISO/IEC 7816-4. The handling of the APDU is always in
the responsibility of the COS and uses the security means defined in [SO/IEC 7816-4.

The physical interfaces to different additional electronical input/output devices use a large variety
of electronic protocols, e.g. I2C, SPI, etc. The definition of a physical interface and related security
requirements, e.g. integrity and confidentiality of transferred data to any input/output device and vice
versa, is not in the scope of this document. Nevertheless, it is recommended to define generic abstract
activities/instructions on a logical level to these interfaces to ease the description of any required

activities

This corcept considers additional devices on a card, but also sets a general framework applicable tp
card or $ecure element implementing interchanges according to this document and using interfaees tp
off-card|devices, e.g. display, LED and/or button in a handset.
For an ifformative description of the general system, see D.1.
N Y
Deévice Unit 1
g
1cC
Device 1
- g
<
— —
‘5 $ o Bus
= 8 =
s g _g Device 1
s 3o 8 Controller
§ E g g COS
& -5 With
< = — N
= S gc : . Y y,
2 5 Device Managemen@@
é f;‘s | g Driver \O /Device Unit n
&
—> g ‘\C\){\
= O Add device
— . controller
L Additional device
J
Figure 1 — Schematic ICC system with electronic devices

5.2 Operational conditions

5.2.1 Interfaces

Any transport protocols and interfaces are possible (e.g. according ISO/IEC 7816-3, ISO/IEC 7816-12,
ISO/IEC 14443) as far as they allow the transmission of APDU-command-response pairs as defined in

ISO/IEC 7816-4.

© ISO/IEC 2016 - All rights reserved
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5.2.2 Identification of additional devices

The external world is able to get the information about the card capabilities. The external world may

use different ways to retrieve this information, for example, with the following:
— an analysis of the General Feature Management DO’7F74’ in EF.ATR/INFO;

— analysis of the FCI of a selected application to retrieve a general feature management DO’7

F74’;

— an OID referring the data set of capability description out of the general device information template

d [ B A%
LEC 1dUIC 1U],

-+ other identification means of the card, e.g. information according to ISO/IEC 24727 (AED; C
info file).

5.2.3 Device discovery mechanism

F used for device identification, the general feature management DO’7F74"\(see ISO/IEC 78
F.ATR/INFO or in the FCI of the selected application shall contain the en*card service DO’
ata object contains a bitmap defining the on-card services. An additional’'D0’83’ may denote
lentifiers list in the same order as denoted in the bitmap of on-card services. Multi-occurrenc
hme type of devices are represented with a prefixed occurrence iiumber (one byte) followe
oncatenation of device identifier (two bytes each). Each entry ofoccurrence number and conc
st of device identifier corresponds to the related bit in the bitmap of DO’81’ of the on-card ser

= »n = Qo -

Table 1 — Device identifier list DO’83’

CD, card

16-4) in
B1’. This
a device
es of the
d by the
itenated
Vices.

Tag | Length Value
g3’ var. .Occurr'ence number byte n of on-card service type A || Device identifier Al || ... || Deyice
identifier An
Occurrence number byte m-of on-card service type B || Device identifier B1 || ... || Deyice
identifier Bm
Table 2 defines further entries inthe DO’81’ of the General Feature Management DO’7F74’. If there is a
rleed to add new devices, the feature list has to be extended.
Table 2 — Extension of feature-list-entries in general feature management DO’7F74’
Tag | Length Meaning
81" |var. Sub<template identifier for on-card services
Feature-List [0..n], expandable
Byte 1 Byte 2
b8 | b7 | b6 | b5 (b4 | b3 | b2 | bl | b8 | b7 | b6 | b5 |b4|b3|b2|bl Meaning of bits
I [P IV IS IS (O (VU IO (U I S RN RN IV O Display (defined by
ISO/IEC 7816-4)
S N U N IR U U N VU I U VU (N IS IS Biorpetricinputsensor
(defined by ISO/IEC 7816-4)
-]/ -|—-]|—|—|—|—|—|—|—|—|—|— | — |Button
- —|—|1|=|—=|=|—|—|—|—|—|—|—|—|— |Keypad
— | —=|=|=]1|=|=|=|=|=|=|—=|—=|—|—|—|LED
- —|/-|-/-/1|—-|—|—|—|—1|—|—|—1|— | — |Loudspeaker
- -|--/-|—-|1|—]|—|—|—|—|—|— | — | — |Microphone
- —]-|-—|—|—|1|—|—|—1|—|—|—|— | — |Touchscreen
- === —-|—|—|1|—|—|—|—|—|— | — |Battery

© ISO/IEC 2016 - All rights reserved
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5.2.4 Logical activation of additional devices

After retrieval of the information about the capabilities of the card, a logical activation of an additional
device starts with the opening process by an AbM command (see Clause 6). The identification of the
device is achieved by application of the device identifier (see 5.4.2) in the command.

The COS/device management returns a device handle number (see 5.4.3). With the positive

acknowl

edgement in the response by the card, the device is ready for further usage in the course of the

application. Table 3 denotes the states of the activation of a device.

5.2.5

After en
which a1
IDLE/W]|

— rety
dev

— app
— the
— alls

Logical
support

5.2.6

The acti
defines 1
may be
even the

Activation sequence

abling the physical interface between the ICC and the external world, all devices on the'carfd
e covered by this document are selectable with an ADM command. The IFD activates @device i
AIT state with the following steps:

-

ieval of the device identifier by the device discovery mechanisms, e.g. described in 5.2.3 qr
ce identifier is implicitly known;

ication of the relevant device identifier in an ADM OPEN DEVICE commanid?
successful selection of the device returns a device handle number;
ubsequent activities are applicable with this device handle number (see Clause 6).

channels other than the basic channel shall start an<activation sequence independently |f
of additional devices is requested. Annex A describes activation sequences.

Activity states of additional devices

vity states of an additional device depend on' the characteristics of the device itself. Table

he general activity states of additional dewvices. Possible actions within the states are listed an
berformed by the COS, the devices driver or the external world. These actions may take plad
device is in DEVICE OPERATION state:

[CEE="R%

© ISO/IEC 2016 - All rights reserved
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Table 3 — Logical device states

State Definition Possible actions (or functions for ADM command)
INACTIVE Device is not available, e.g. power |power-on/off
is off
IDLE/WAIT open device,
Device is selectable
power-off
READY reactivate/deactivate device,
peneral/exciusive device Usage,
get device information,
Device is selected device input/output,
general/logical reset device,
physical device reset,
power-off
DEVICE OPERA- deactivate device,
10N get device informatiom;
‘l/)v(;\iléce is actively in usage, e.g. erase device coritertt,
for input on a button, visible device input/eutput,
;Ei('z;umcegz)%ntgr;i illstplay, lighting generalflogical reset device,
physical device reset,
power-off
DEACTIVATED activate device,
Device is temporarily not in usage |get device information, general/logical reset dgvice,
physical device reset, power-off
The state DEACTIVATED can be achievied with an ADM DEACTIVATION function at any state afterjan open
device function.
Transitions between the states of an additional device and their entailing activities are desdribed in
Higure 2.
When in its activity state READY, DEVICE OPERATION or DEACTIVATED, an additional device is said in
(JPERATIONAL state:.
NOTE The support of physical or logical power-on/off depends on each device. After power-on and|enabling
of the interfaces-to the ICC, an additional device shall be in the activity state IDLE/WAIT waitinp for the
activation seguience. The activation starts with a selection of the device by the function ADM OPEN DHVICE and
passes the state into READY. The active usage of the device switches this state into DEVICE OPERATION. In this
state, an.input device requests actively for the input data, e.g. a button is waiting to be pressed, an output device
offersithe information to the external world, e.g. a LED emits light. Most of these activities may be controlled by
tjmer (see 5.2.9). Two conditions may occur by this timer control. The first is an end of time frame for stl.lccessful

input/output execution and the activity status of a device returns from DEVICE OPERATION to READY. The
second is a timeout for unsuccessful input/output execution, a state transition of device activity does not occur
and SW1-SW2 = '6483’ is provided for this process. Defect devices are outside of the scope, handled by the
application and are not reflected in the diagram.
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Device Activity Diagram 1 Device Activity Diagram 2

Open Device

Deactivate Device

Power-on DEACTIVATED

READY
(EXCLUSIVE or
GENERAL USAGE)

T
Device Usage
Activate Device

INACTIVE

General/Logical Device reset,

Physical Device reset

Input/output process finished, Device Input
End of time frame or/and O_Utpllt
Execution Activate Device

Release DHN,
proprietary

ANY STATE of
Device Activity
Diagram 2

DEVICE
OPERATION
(EXCLUSIVE or
GENERAL USAGE),

Deactivate Device

Figure 2 — State diagram of electronicdevice activities

The ext¢rnal world may get the current activity state of'any additional device by applying an ADM GE[r
DEVICE INFORMATION command (see 6.3.11).

Table 4 $hows meanings of this byte.

Table 4 = Activity status byte

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
Activity State

X
0 |No information given
1 |IDLE/WAIT

0 |READY
1
0
X

DEVICE OPERATION
DEACTIVATED

any other values are RFU

— 3 X X X — | — — (0000, any other values are RFU

+Ch— | — | — | — | — | — |Usage Attribute
— | —|—| — | —1| — | — |EXCLUSIVE DEVICE USAGE
— | —|—| — | — | — | — |GENERAL DEVICE USAGE

5.2.7 Exclusive usage attribute

Beside the activity states a specific usage attribute shall be applicable. This attribute reserves in case
of EXCLUSIVE DEVICE USAGE the usage of the device for a single application only. The attribute can be
set by a specific operation for all those devices which are allowed to be used by all applications (see
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6.3.7). The general shareability of a device is denoted in the DVCP of the device (see 5.5.2.1). The usage
attribute can be unset by an opposite operation to allow an unreserved usage again (see 6.3.8).

NOTE The unreserved mechanisms may be activated in some critical situations by COS or device
management. This is outside of scope and depends on the policy for such situation. The process is responsible to
restore the original settings.

5.2.8 General functionality

Independent from implemented internal interfaces between card IC and any input/out device, the COS
shall be able to establish a stable physical and logical connection to the additional device. The €JS serves
nd administrates the device handling internally or as an extension by specific driver funcfionality.
he set of functions of the ADM command (see Clause 6) allows the external world to have also gccess to
the device handling functionality.

o fulfil all required activities to an additional device, a set of internal abstract instructions or
flinctionality shall be available in the COS to support the basic device handling. The folloying list
escribes the minimal set of functionality which may have a corresponding function in the Abpm
mmand. These functions may be used by the application internally whenever necessary, regafrdless of
ny ADM command.

+ Logical device reset

The device is logically set to the state IDLE/WAIT. All intérnal data structures are cleared,|a device
handle is released. See also 6.3.3.

+ Logical device selection

The device is opened and registered by assigtiiment of a device handle. The state is swikched to
READY. See also 6.3.4.

—+ Logical device activation
The device is switched from DEACTIVATED to READY or DEVICE OPERATION. See also 6.3]6.
+ Logical device deactivation

The device is switched. from READY or DEVICE OPERATION to DEACTIVATED. The device is
temporarily un-usable See also 6.3.5.

-+ Output of data on'the device

The process &e*handover to a device can be only achieved in the state DEVICE OPERATION. A
functionality) performing such device output has to switch the internal state (temporarily) from
READY to‘DEVICE OPERATION. Output data is handed on to the device. See also 6.3.10.

+ Inputof data from the device

The process to receive data from a device can only be achieved in the state DEVICE OPERATION.
. . i : o . . eily) from

A a atake

READY to DEVICE OPERATION. Input data is requested from the device. See also

— Get state of activity of additional device

The internal status of the device is requested. This functionality is available at any state after open
device operation. See also 6.3.11.

— Set state of activity of additional device

The internal status of the device is set by the application. This internal functionality may be
available at any state after open device operation.

© ISO/IEC 2016 - All rights reserved 11
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— Reserve device

The device is exclusively usable by a single application. See also 6.3.7.
— Un-reserve device

The exclusive usage of a device is unset. See also 6.3.8.

— Get device information

Gen
after OPEN device operation. See also 6.3.11.

— Erake device content

[}

The| content of the device is deleted or overwritten with a pattern. This functionality may b,
available in all states after OPEN device operation. See also 6.3.12.

— Manage device configuration
The|predefined configuration values for a device are changed or set. See alsg.6.3.13.

Thig general functionality can be provided either by the COS or additidnal device control methods|

5.2.9 [imer control

In the cqurse of the usage of an additional device on an ICC, the active conveyance of information to and
from th¢ device switches the device state from READY to DEVICE OPERATION. The process to outpyt
the datalinformation or waiting for input depends on the system configuration and can be controlled by
timer. Device configuration templates (see 10.1) enable a device management to use timer control fqr
handling the input/output process. At the end of time frame, the process is stopped, the state switches
from DEVICE OPERATION to READY and the result gfthe function is available.

5.3 Energy depending activation

=

Additionjal electronic devices on an ICC shew specific power consumption requirements. Depending o
the intefface and the ability of the IFD, it may occur that not enough energy for additional devices on ah
ICC is avfailable.

@)

If this is|the reason for a failure‘ef'an activation of such additional device, the ICC shall return a specifi
error code. Table 14 shows the additional device related SW1-SW2 values.

In case pf energy deficits;)an application dealing normally with additional devices may work withoyt
device usage in the course of the application.

5.4 Addressing of an additional device

5.4.1 [General

The different entities managing or having access to any additional device administrated by the ICC shall
address or reference these devices on a logical level. The physical mapping and access to a dedicated
additional device is internally known by the COS or the additional device control methods.

5.4.2 Device identifier

The device identifier is the logical identifier to address an additional device on the card. It is the internal
reference which is reserved for device oriented commands and is used by the COS to address the device
unambiguously (see 5.2.3). The device identifier shall be a two-byte value.
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5.4.3 Device handle

The device handle is a logical structure identified by a unique number which is defined by the

COS for

each additional device within a session. This number may be static or dynamic and shall be available or

usable after the selection/open of the additional device.

Device identifiers are static values and internal references to the card and do not correlate directly to
the device handle number (DHN). The COS shall maintain a logical link between uniquely attributed
device identifier value and corresponding device handle number. A given DHN generated by the COS or
statically assigned shall relate to a unique additional device identified by its unique device identifier.

the device identifier list.

he device handles are used in the device related commands (see Clause 6). The DHNrshall be 1

e released. Table 5 shows the predefined static device handle numbers, which shall be used to
he related additional device.

Table 5 — Interindustry device handle numbers

Device handle number Additional device
‘or Electronic display (static)
‘02’ Keypad (static)
‘03-'7F’ Dynamic assignment,
‘00’80-'FF’ RFU

La

.5 Device control information

3.5.1 Administration of additional devices

Q

doOS or to the external world.

Table 6 —Interindustry templates for device control information

Tag Value
‘62’ _(Sgt of device control parameters (DVCP DOs) (see Table 7)

§.5.2 Device control parameter DVCP

related entities and the external world.

T
by the card in the response to device selection. When a device turns INACTIVE, it§-¢urrent DHN shall
b
t

(nce a DHN is available, it shall be employed by the external world instead of the device identifier from

eturned

address

[Jevice control information is a byte string available in the response of an ADM GET DEVICE INFORMATION
ommand (see Clause 6) of an additional device. It offers internal information about the devige to the

The contfol parameter DO’62’ provides information to handle or administrate a device by the COS,

Tabte 7 lists a set of DOs in the DVCP which are useful to gain information about the additional device

and support the ICU to administrate the device internally. Some of the DUs are mandatory; others are

optional, depending on the application and the device type.

NOTE This document does not define neither storage nor administration of device CP data, e.g. creating or

modifying of CP data for devices.

© ISO/IEC 2016 - All rights reserved
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Table 7 — List of possible control parameter for additional devices

Tag | Length Value Comment
‘82’ 1,2,3 |Device descriptor (see 5.5.2.1) Mandatory
‘83’ 2 Device identifier (see 5.4.2) Mandatory
‘85’ var. |Proprietary information not encoded in BER-TLV Optional
‘86’ var. |Security attribute in proprietary format Optional
‘8A’ 1 Current Activity State Mandatory
‘8B’ var. |Security attribute referencing the expanded format (see ISO/TEC 7816-4] Optional
‘8¢’ var. |Security attribute in compact format, SE oriented (see ISO/IEC 7816-4) Optional
8D’ 2 Identifier of an EF containing security environment templates Optienal
(see ISO/IEC 7816-4)
‘8E’ 1 Logical Channel security attribute (see ISO/IEC 7816-4) Optional
‘9C’ var. |Security attribute in compact format, SPT oriented (see ISO/IEC 7816-4) Optional
‘AT var. |Security attribute template in proprietary format Optional
‘A3’ var. |Interface and Activity State dependent security attribute template Optional
‘AY var. |General device information template (see 5.5.3) Optional
‘A5’ var. |Proprietary information encoded in BER-TLV Optional
‘AB’ var. |Security attribute template in expanded format (see ISO/IEC 7816-4) Optional
‘AC’ var. |Cryptographic mechanism identifier template (see [SO/IEC 7816-4) Optional
‘AD’ var. |Security parameters template (see ISO/IEC 7816-4) Optional

5.5.2.1 | Device descriptor

Any addjitional device is characterized by its device descriptor. Table 8 shows the definition of the DO.

Table 8 — Device(descriptor data objects

Tag | | Length Value Applies to

1 Device descriptor byte (see Table 9) i
‘82’ - - - Any device
2or3 |Device descriptor byte (see Table 9) || Max. length of input/output data

If DO’82] is present, it shall be coded according to Table 8.

— Thelfirst byte of the valugis the device descriptor byte (see Table 9).

— If the value consists of two or three bytes, then the additional bytes indicate the maximum numbdr
of dpta bytes thedevice is working with.

Table 9 — Coding of the device descriptor byte

b8 | b7([b6 | b5 | b4 [ b3 | b2 | b1 Meaning

— |[— |— |— |— |— |— |Devicelocation

X
0O|— |— |— |— |— |— |— |— Off-card device
1

— |— |— |— |— |— |— |— On-card device

— | X |— |— |— |— |— |— |Device shareability

— | 0|— |— |— |— |— |— |— Notshareable

—|1|— |— |— |— |— |— |— Shareable

— |— | x |— |— |— |— |— [Additional device security

— |— | 0 |— |[— |— |— |— [— Noadditional security features

NOTE “shareable” means that the device is accessible on different logical channels by different applications.

14 © ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=455068ceabc0970f5ce7bc47395ed0d1

ISO/IEC 18328-3:2

Table 9 (continued)

016(E)

b8 [ b7 | b6 | b5 [ b4 [ b3 | b2 | b1 Meaning

device information template (see DO’A1’ in Table 10)

— |— | 1|— |— |— |— |— [|— Additional security features, further information in the general

— |— [Device category

— Input device

— |— |— Output device

L [~ o |
L (o ||
|
|

— 1 1 Inputandoutputdevice
r r

— |— |— Device for communication purposes

— Device for support functions

|
|
|
X |k k| p|lo|o|x

x| oo
X = o
|
|

— |— |— any other values are RFU

— |— |[— | — | — | — | x | — |Device structure

— |— |— |— |— |— | 0 | — |— Transparent structure or implicitly known

— |— |— |— |— |— | 1 | — |— Structured, structure information in general device informati
template (see Table 10)

— | x |Configuration DO capability (see 6:3,13 and Clause 10)

— [— |— [— |— |— |— | 0 [— Device is not configurable

— |— |— |— |— |— |— | 1 |— Deviceis configurable, whensecurity attributes allow this

NOTE  “shareable” means that the device is accessible on different logical channels by different applications.

A card may use device handling applications which alseract with additional logical channels. A
and opened device in an application may be shared incadifferent other channel. This informati
shareability is available in the device descriptor byte.

5.5.3 General device information template

selected
bn about

§.5.3.1 General
The general device information template DO’A4’ may be present in the DVCP and contains D(Os which
describe the general characteristics and attributes of the additional device. The external warld may
retrieve this template in the résponse data of an ADM GET DEVICE INFORMATION command (see 6.3.11) or
by reading information withjthe referenced profile OID.
NOTE The externalworld may retrieve additional information in the document referenced by the (ID.
Annex B gives exahiples of coding for device info template DO’A0’ in a general device infqrmation
template regarding different devices.
Table 10 — General device information template content
Device
infermation | Length Value
—template
‘A4’ var. General device information template
Tag Length Value
‘06’ var. Profile OID Optional
‘A0’ var. Device info Optional
91’ ‘02’ Supported ADM functions Mandatory
‘92’ var. Product serial number Optional
© ISO/IEC 2016 - All rights reserved 15
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Table 10 (continued)

Device
information | Length Value
template
Additional device security
AT var. featuresin proprietary for.mat, Optional
referenced in device descriptor
byte (bit 6 in Table 9)
‘A2’ var. Device feature template QOptional
Definition template for trust
‘A3’ var. assessment (see 9.4 and Optional
Table B.10)
5.5.3.2 | Profile OID
If availgble, this DO defines an OID which references a document containing the general devige
information template and other additional information.
5.5.3.3 | Device info
Device Info DO’AQ’ is a container of different proprietary data object deseribing the device for internal

and ext
applicat
device d
for devi

5.5.3.4

This DO
Table 10

ernal purposes. The interpretations of such data objectsare in the responsibility of the
on and the application related entities. Such DOs may describe, e.g. device type technology,
ata type, structure information for input and output eperations, etc. Annex B gives examplgs
e info DOs.

Supported ApDM functions

91" offers a bit map which indicates the stipport of ADM functions defined in Clause 6 (se

).

[

Table 11 ~~Supported ADM functions

First Byte Second Byte

b8 | b7

b6 | b5 | b4 | b3 | b2 | b \b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

—| == ==Y | —=|—=|—|—1|—|—|—| — |general device reset

—| -] — =~ —=|—=|—=|—=|—=1|—|—|— | — |logical device reset

1| —|—|<€f—|—|—|—|—|—|—|—|—| — |opendevice

— 1 |=AFE|—-|—|—|—|—]|—|—]|—|—| — |deactivate device

— || —-|—-|—=|—|—=|—]|—]|—]|—]|—| — [reactivate device

—l=— |1 |—|—|—|—|—|—|—|—|— | — |exclusive device usage

A|N—-|—|—|1|—|—|—|—]|—]|—]|—|—| — |general device usage

2| — | — | -] =1 |—=]|—=|—=|—=|—=|—=|—=] — |getfrom device

—| =] === ]—=|1|—=]|—|—]|—|—|—| — |puttodevice

—|—|—|—]|—]|—]|—]1|—|—]|—|—|—| — |getdevice information

——-|—-|—-|—-]|—|—]|—1]1]|—|—|—1]— | — |erasedevice content

—|—|—|—|—|—|—|—|—1|1]|—|—|— | — |manage device configuration

— - === =] =] =] —=]—]| x| x| X x 10000, any other values are RFU

5.5.3.5

Product serial number

The DO’92’ provides the product serial number of the device which enables a fast identification of the
device type by the COS or external world.

16
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5.5.3.6 Device feature template

The device feature template DO’A2’ may contain definitions and extensions for the additional device

defined by other standards or protocols, and may be used by the external world to hand on

specific

technology-dependent data to the device; such data will be supported by the application accessing the
device or by a device driver e.g. display manager. This template incorporates the device configuration

template (see Clause 10) if existing, but other definition of value field of device feature template
scope of this document. Content of the device feature template could be, for example,

— one or more device configuration template(s),

is out of

- extensions, related to applications or specific requirements of applications, and

- references to proprietary means of application, e.g. for scripting, etc.

Table 12 — Device feature template content (under DO’A4’ in DVEP.D0’62’)

Tag Length Value

‘A2’ var. |Device configuration template(s), other device type related1ow level templates,
proprietary, may be filled by other standards

6 Functions of the ADDITIONAL DEVICE MANAGEMENT command

4.1 General

The interindustry command ADDITIONAL DEVICE MANAGEMENT comprises a set of functions wihich are
used to perform all activities of a COS dealing with‘any additional device independent from exfsting or
fliture physical interfaces.
The set of functions may be either implemented in the COS directly to have access to the additional
device or there might be an internal interface description to a device driver hiding the real [physical
interface from the card-IC to the device or, for example, a display manager as a specific entity dgaling all
activities with the additional device,
The AbM command uses INS code “16’ and ‘17’. P1 indicates the different functions of the ADM command
dccording to Table 13.
NOTE INS 17’ is currently not used, but shall be reserved for future use.
Table-13— Coding of P1 in the ADDITIONAL DEVICE MANAGEMENT command

b8 | b7 | b64b5 | b4 | b3 | b2 | bl Meaning

0 0 0|0 0 0 0 1 |GENERAL DEVICE RESET function

0 0 010 0 0 1 0 |LOGICAL DEVICE RESET function

0 0 0|0 0 0 1 1 |OPEN DEVICE function

0 0 0—0 0 1 0 0 pracTivaTE Drvick function

0 0 010 0 1 0 1 |REACTIVATE DEVICE function

0 0 0|0 0 1 1 0 |EXCLUSIVE DEVICE USAGE function

0 0 010 0 1 1 1 |GENERAL DEVICE USAGE function

0 0 010 1 0 0 0 |GET FROM DEVICE function

0 0 0|0 1 0 0 1 |PUT TO DEVICE function

0 0 0|0 1 0 1 0 |GET DEVICE INFORMATION function

0 0 0|0 1 0 1 1 |ERASE DEVICE CONTENT function

0 0 010 1 1 0 0 |MANAGE DEVICE CONFIGURATION function

others RFU
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Related

to the device type and the implementation of the device capabilities, not all functions are

necessarily supported.

6.2 Specific status bytes for ADDITIONAL DEVICE MANAGEMENT

The result of the command processing is indicated by SW1-SW2. Table 14 lists additional device specific
SW1-SW2 values.

Table 14 — ADM or device related values of SW1-SW2

SW1-§w2 Meaning

‘6443’ Timeout occurred, no further information available

‘66(1’ Not enough power

‘6941’ Device handle not retrievable /device is not suitable according to the command?

‘6944’ Device identifier not valid (device identifier list DO’83’ under DO’7F74’ is not ¥alid)

‘6945’ Activity state not fit to command, condition of use is not satisfied

‘6989 Format of command data field not fit

‘6A81 Activity status byte in DVCP forbids general device usage

‘6Ag2’ DHN not available (P2 not valid)

‘6A48’ DO is not available, requested information not available

‘6F(1’ Internal device error or device/device-driver not respording
a  Whep ADM PUT TO DEVICE command is applied to an input device or ADM\GET FROM DEVICE command is applied to af
output dgvice, device is not suitable for the command and =’6981’ is appropriate.
When ADM GET FROM DEVICE or ADM PUT TO DEVICE command is not completed in a certain time definefd
by interpal or external configuration, e.g. timing contrels'under DO’A3’, timeout may occur.

6.3 Functions of ADDITIONAL DEVICE MANAGEMENT command

6.3.1 [General command handling
The ADDITIONAL DEVICE MANAGEMENT. command supports several functions outlined in detail in thie
next sulclauses. All functions dedicated to devices handling in activity state OPERATIONAL addresses
the devipe in P2 by a DHN. The funetion itself is defined as a number in P1 (see also Table 13).
The comjmand is usable for,en-card and off-card devices as well. When the off-card device is addressefd
by DHN [in P2, further precedure defined in Clause 7 is required to complete this function indicated by
ADM corhmand.
6.3.2 |GENERAL DEVICE RESET function
The fungtion késets all devices which has been open and dealing with a DHN.
Any used DHN-is released- This function-addressesexclusively used or deactivated devicesas well. Als
the result of this function, any device is in IDLE/WAIT state.
Table 15 — GENERAL DEVICE RESET function — Command response pair
CLA As defined in ISO/IEC 7816-4
INS 16’
P1 ‘01, (see Table 13)
P2 ‘00’
L. field |Absent for encoding N =0
Data field |Absent

18

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=455068ceabc0970f5ce7bc47395ed0d1

ISO/IEC 18328-3:2016(E)

Table 15 (continued)

Le field |Absent for encoding Ne = 0

Data field |Absent

SW1-SW2 |See ISO/IEC 7816-4 and Table 14

6.3.3 LOGICAL DEVICE RESET function

This function resets a single additional device which is in OPERATIONAL state. The devige

o8]

IDIHN is released.

Table 16 — LOGICAL DEVICE RESET function — Command response pair

shall be
ddressed with DHN in P2. As the result of this function, this device will be in IDLE/WAIT 5tatg and its

CLA As defined in ISO/IEC 7816-4
INS ‘16’
P1 ‘02’, (see Table 13)
p2 Device handle number (see Table 5)
L field Absent for encoding N =0
Data field Absent
Le field Absent for encoding Ne = 0
Data field Absent
SW1-SW2 See ISO/IEC 7816-4 and Takle 14

4.3.4 OPEN DEVICE function

Any access to an additional device is onlyallowed if the device is registered to the COS. The reg
rocess shall be initiated by an OPEN'DEVICE function. The device shall be addressed with
lentifier in command data field.

e

Vith this function, the device.shall be initialized by COS means, e.g. initialization of a new devicg
et addressable by a device landle number and optionally set into a predefined condition. A de
D be in IDLE/WAIT statewhen this function is applied. When this function is performed sucg
he device is in READY state.

(i ll¢ (o Bl

s the successful.result of this function, a unique DHN for further addressing in this session isr

s

Table 17 — OPEN DEVICE function — Command response pair

stration

h device

b handle,

vice has
essfully,

bturned.

CLA As defined in ISO/IEC 7816-4

INS ‘16’

PT U3, (See Table 13)

P2 ‘00’

Lc field |Encoding N =2

Data field |Device identifier

Le field |[Encoding Ne=1

Data field | Device handle number

SW1-SW2 |See ISO/IEC 7816-4 and Table 14
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6.3.5 DEACTIVATE DEVICE function

An additional device shall be deactivated by applying this function. As a precondition for the command,
the device has to be in the state READY or DEVICE OPERATION.

After a successful command processing, the device state is DEACTIVATED. In this state, GET FROM
DEVICE and PUT TO DEVICE functions cannot be applied. In this state, REACTIVATE DEVICE, GET DEVICE
INFORMATION and GENERAL/LOGICAL DEVICE RESET functions can be applied.

Table 18 — DEACTIVATE DEVICE function — Command response pnir

CLA | |Asdefined inISO/IEC 7816-4
INS 16’
P1 ‘04’, (see Table 13)

p2 Device handle number (see Table 5)

L. field |Absent for encoding N. =0
Data fie]d |Absent

Le field |Absent for encoding Ne = 0

Data fie]d |Absent
SW1-SW2 |See ISO/IEC 7816-4 and Table 14

NOTE Activity state dependent security attribute setting on a dé€vice is recommended when this devig
supportsf DEACTIVATED state, i.e. to prevent logical device reset forreactivation or to restrict the unauthorize,
access tola device in DEACTIVATED state.

QD

6.3.6 |REACTIVATE DEVICE function

An additional device in DEACTIVATED state is activated into the state READY or DEVICE OPERATION
by applyjing this function.

Table 19 — REACTIVATE DEVICE function — Command response pair

CLA As defined in ISO/IEC 7816-4

INS 16’

P1 ‘05, (see Table 13)

P2 Device handle nuniber (see Table 5)

L. field |Absent for encoding N =0
Data fie|d |Absent
Le field |Absent for encoding Ne = 0’

Data fie|ld-tAbsent

SW1-SW2TSee1SO/TEC 78164 amd Table1#

6.3.7 EXCLUSIVE DEVICE USAGE function

The exclusive access to an additional device may be obtained by bit 8 of activity status byte (see Table 4).
A device in general usage is changed into exclusive usage by applying this function.

This function can be applied to a device supported usage attribute in OPERATIONAL state. This function
does not change the activity state (bit 3 to 1) in the activity status byte but may change usage attribute
(bit 8) in the activity status byte (see Table 4).

The data field of the command is absent and the current selected application exclusively uses the device
addressed by DHN in P2.
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Table 20 — EXCLUSIVE DEVICE USAGE function — Command response pair

CLA  |Asdefined in ISO/IEC 7816-4
INS 16’
P1 ‘06’, (see Table 13)
P2 Device handle number (see Table 5)
L. field [Absent for encoding N =0
Data field |Absent |Application is internally known

Le T1leld [Absentior encoding Ne =0

Data field | Absent
SW1-SW2 |See ISO/IEC 7816-4 and Table 14

4.3.8 GENERAL DEVICE USAGE function

—

his function turns back an additional device being set in exclusive usage by an EXCLUSIVE DEVICE
SAGE function into general usage.

c

—

his function can be applied to a device in OPERATIONAL state: This function does not change the
ctivity state (bit 3 to 1) in the activity status byte, but may change usage attribute (bit 8) in thd activity
tatus byte (see Table 4).

wv_Q

Table 21 — GENERAL DEVICE USAGE function — Command response pair

CLA |Asdefined in ISO/IEC 7816-4
INS ‘16’
P1 ‘07’, (see Table 13)
P2 Device handle number (see Table 5)
L. field [Absent for encoding N =0
Data field | Absent
Le field |Absent for encoding Ne =0

Data field |Absent
SW1-SW2 |See ISO/IEG7816-4 and Table 14

(@1

.3.9 GET FROM.DEVICE function

his function-enables input operation of an input device in READY state. While this function|is being
xecuted,the activity status of an input device is switched from READY to DEVICE OPERATION state.
Vhensan input device is in DEVICE OPERATION state, input operation is enabled. After input operation
asfinished or an end of time frame has occurred, the activity status of an input device is turmed back
rom DEVICE OPERATION to READY state. T

S = D ]

NOTE An input device means an input device or an input and output device.

The input data through an input device is returned as a response data field and/or stored in the ICC.
The storage for the input data in the ICC is implicitly known by application or indicated by the object
locator or general reference template in command data field.

The content of the response shall be structured according to the needs of the external world and the
prescriptions for this may be found in the general device information template or is implicitly known.
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Table 22 — GET FROM DEVICE function — Command response pair

CLA |Asdefined in ISO/IEC 7816-4
INS ‘16’
P1 ‘08’, (see Table 13)
P2 Device handle number (see Table 5)

L. field |Absent for encoding N¢ = 0, present for encoding N¢ > 0

Input data through the device is not stored or

Data fie

Abcant tha ctoraagn forthic ctnrad 1t Aot 1o sl o]y
........ tHe-Steragettor+t S Storeahputteaatat S HAPicte:r

d known

Object locator DO’7F72’ or general reference

Reference to card internal object template DO’60’ (see ISO/IEC 7816-4)

Le fielg

Absent for encoding N = 0, present for encoding Ne > 0’

Data fie

Data possibly formatted according to general device information template (see 5:5:3)

d
Absent, if input data through the device is not returned

SW1-SW

(2 |See ISO/IEC 7816-4 and Table 14

6.3.10

execute

PUT TO DEVICE function

1, the activity status of an output device is switched fromREADY to DEVICE OPERATION statg¢.

This funjction enables output operation of an output device in READY‘state. While this function is beil:E

Then, th
frame h
READY

NOTE

The out]
from th¢
or gener

The out

may be found in the general device infermation template.

e output data is put on an output device. After thisiprocess has finished or an end of ti
hs occurred, the activity status of an output device issturned back from DEVICE OPERATION tp
tate.

An output device means an output device or an:input and output device.

put data to an output device is presented.in'the command data field or shall be taken internallly
ICC. In this case, the data is implicitly known by application or indicated by the object locatg
al reference template in command data field.

=

[72)

but data shall be structured according to the needs of the device and the prescriptions for thi

22
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Table 23 — puT TO DEVICE function — Command response pair

Table 24 — GET DEVICE INFORMATION function — Command response pair

CLA |Asdefined in ISO/IEC 7816-4
INS 16’
P1 ‘09’, (see Table 13)
P2 Device handle number (see Table 5)
L. field |Absent for encoding N = 0, present for encoding N > 0
Absent Output data is in the ICC and its reference is implicitly known by application
Data possibly formatted according to general device information template
Data field | OUtPut Data (see 5.5.3)
Reference to card |Reference to card internal object, e.g. by object locator DO’7F72{ ‘et general
internal object reference template DO’60’ (see ISO/IEC 7816-4)
e field Absent for encoding Ne = 0
Data field |Absent
SW1-SW2 |See ISO/IEC 7816-4 and Table 14
4.3.11 GET DEVICE INFORMATION function
The function GET DEVICE INFORMATION allows retrieving all‘er parts of the DVCP of a device in
(QPERATIONAL state. This function does not change the activity state.

CLA

As defined in ISO/IEC 7816-4

INS

116'

P1

‘0A’, (see Table 13)

p2

Device handle number (see Tahle5)

¢ field

Absent for encoding N = 0, present for encoding N¢ > 0

Data field

Empty or tag list of DO(s)ih'DVCP

. field

Present for encoding Ne.> 0

Data field

Complete DVCRDO’62’ if command data field is empty or the concatenated DO(s) according
the tag list

to

bW1-SW2

See ISQ/1E€ 7816-4 and Table 14

[ S =

.3.12 ERASE DEVICE CONTENT function

he funetion may overwrite any information with a predefined value or turns the conditi
dditional device back into same as after OPEN DEVICE function has applied, except its activity s
he usage condition. This function can be applied to additional device in OPERATIONAL state.

bn of an
tate and

Table 25 — ERASE DEVICE CONTENT function — Command response pair

CLA  |Asdefined in ISO/IEC 7816-4
INS 16’
P1 ‘OB’, (see Table 13)
P2 Device handle number (see Table 5)
L. field Absent for encoding N = 0, present for encoding N¢ > 0
Absent
Data field
Data possibly formatted according to general device information template (see 5.5.3)
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Table 25 (continued)

Le field

|Absent for encoding Ne = 0

Data field |Absent

SW1-SW2 |See ISO/IEC 7816-4 and Table 14

6.3.13

MANAGE DEVICE CONFIGURATION function

The fun
for the

temporg
OPERAT

When a
applied
control
value(s)
unchang

The fun
a single

Ction MANAGE DEVICE CONFIGURATION allows either to select a device configuration templat]
device, or to set existing control DO(s) of a selected device configuration template DOAJ
rily (see also Clause 10 and Table 29). This function can be applied to additional deViees i
[ONAL state.

~ ©

—

device control template is selected with its identifier DO’80’, its entire contrel DO(s) af
vith their existing values. In case of an already selected template, the value(s)‘¢f the reference
DO(s) become valid temporarily if applicable. If set with identifier and control DO(s), the ney
thereof apply temporarily when applicable. The value(s) of the other cornitrel DO(s) will be kep
ed.

—+ << = (D

tion allows also the combination of selection and/or setting of one.otr several control DO within
command.

Table 26 — MANAGE DEVICE CONFIGURATION function—Command response pair

CLA As defined in ISO/IEC 7816-4
INS 16’
P1 ‘0C’, (see Table 13)
P2 Device handle number (see Table 5)
L. field |Present for encoding N. > 0
DO0’80’ only: selection and setting of\adD0’A3’ and its control DO(s), referenced by configuration
identifier
Data field DO0’80’ and a set of control DQ(S): se_lection and setting of a_DO'A3’ with its control DO(s) and replac¢
the referred control DO(s) with their new values temporarily.
Set of control DO(s): replace the referred control DO(s) of a previous selected DO’A3’ with new
values temporarily
Le field |Absent for encodingNe = 0
Data fie|d |Absent
SW1-SW2 |See ISO/IEC 7816-4 and Table 14

7 Usdge of off-card devices

7.1 General

ICC-managed devices may use off-card devices in the course of an application. ISO/IEC 18328-1 describes
use cases with off-card-devices. The usage of off-card devices needs a communication between the
external entity and the card-IC. The prerequisite for such communication is a COS or application which is
able to handle additional devices and an IFD providing the suitable bi-directional communication means.

The gen
devices:

eral architecture for handling commands and access control shall be the same as for on-card

— commands are sent from IFD to the card, e.g. an ADM command;

24
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security and access condition is always checked by the ICC;

the ICC communicates with an off-card device through an IFD. The card-originated byte string
defined in ISO/IEC 7816-4 is used for this communication;

when the IFD retrieves information from the ICC dedicated to an off-card device using the card-
originated byte string mechanism, the IFD dispatches the received byte string to the off-card device
for the purposes of processing and retrieving information. After processing the device related
information by the off-card device, the IFD sends its result to the ICC using also the card-originated
byte string mechanism.

I I handling and information flow for on-card devices

Higure 4 shows the general architecture of a system with the usage of off-card devices andy/or{on-card
devices.
(
IFD <):(> Icc/CoS
Off-card On-card
device device
Key

handling and information-flow for off-card devices

Figure-3 — General architecture for usage of on- and off-card device
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Devicel

7.2 Ti

ISO/IEC
specific

The IFD|

to the general requirements the access rights and starts the initiation of the card-originated byt

string n
informa

Within §
and disf
hasno a
card dey
scope of]
using al
normall

Figure §

e APDU-Message-Format
e Card-Originated Byte-String
Mechanism

Device n

Figure 4 — System architecture for usage of off-card devices

ansmission mechanism

7816-4:2013, 12.5 describes the mechanism of card-originated byte strings to allow thie
command-response transmission from the\[CC to the IFD.

sends an ADM command to the ICC.to address an off-card device. The ICC checks according

[*"Ire)

echanisms by responding with'a/SW1-SW2 ‘62XX’ The IFD starts to collect all device relate
Lion from the ICC by subsequent GET DATA commands.

trusted environment and-its associated security policy, an IFD may interpret the informatio
atch it to the off-card\dévice as a device related command. If the IFD is not trustworthy an
bility to handle sectired information, the device related command shall be forwarded to the of
ice without any interpretation. The information handling to or from the off-card device is out ¢
this document, The information is finally transmitted to the ICC as the controlling instance by
50 the card-griginated byte string mechanism. The handling of this command sequence need
y severalsteps and therefore several commands-response pairs between ICC and IFD.

—_— T S

[72)

outlines the general command-response pairs.
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Off-card
. IFD ICC
Device
— — APDU with ADM (Function) (]
APDU-Level SW1-SW2 '62 XX' xx means number of available
K — — — — — — — — — — bytes
First GET DATA command
1st part of device related command with SW-SW2 '62xx’
k- - ——
SU‘UDULIUEIIL \JET DATA
Collection of device related command - - et T Sequence of transmissipn of
and channeling through IFD part O<f devie r—el at_edf nlmid fth_SW_SViZ _62)3(__,./' device related @@mmanid for

an off-card device
LastGET DATA

o}
Lastpart of device related command with SW-SW2 '9000'

Device related command

Device related response

___________ %
PUT DATA (Result and SW1-SW2 to ADM)
SW1-SW2 ='62XX'
APDU-Level K —————— &7 P Mesfage
GET DATA commatd | < — — Resglonse
Final response on ADM-Command, SW1-SW2="9000' ~"—-=Looj of action
AN PN —— <4
NOTE The communication between ICC and}ED may be performed with other protocols which are out of scope.

Figure 5 — Usage of card-originated-bytes strings for command transmission for off-card|devices

7.3 Device handle

(ff-card devices shall be@administrated by the COS in analogous way as on-card devices. A device handle
i$ linked to the properties and activities of the off-card device. All commands to the ICC dealjng with
the devices referene@an off-card device by its device handle number (except GENERAL RESET DEVICE
and OPEN DEVICE fUnction).

1.4 Securéchannel

Higures-3 and 4 shows three different communication channels, such as between the ICC and|the IFD,
hetween the IFD and the off-card device and between the ICC and the off-card device through|the IFD.
d

ommunication channel between ICC and [ED may he prnfpr‘fpd hy :applying secure messaging defined

in ISO/IEC 7816-4.

The communication between ICC and the off-card device may be peer-to-peer secured on the top of
the card-originated byte string protocol, e.g. between the ICC and a TEE or secure element. This
communication channel may be protected by application. This security is outside of the scope of this
document, but the document provides control DOs regarding information of this security. These control
DOs are included in the device feature template DO’A2’ in general device information template DO’A4’
in DVCP DO’62.

The access conditions contain the appropriate security information to fulfil both requirements:

— security information for the security handling with the external world;

© ISO/IEC 2016 - All rights reserved 27


https://standardsiso.com/api/?name=455068ceabc0970f5ce7bc47395ed0d1

ISO/IEC 18328-3:2016(E)

— security information for the security handling with the secure host applications, e.g. TEE, secure
elements.

NOTE Access conditions may be a combination of established secured channel with an independent secure
messaging stream with the external security system of the TEE or secure element.

The secure channel may be established with a specific protocol within the card-originated byte strings.

8 Command structures with ADM functions in applications

Commallld definition for ICC generally did not take additional devices into account. Since the , AD
command allows separated additional input or output channels to handover information intérnall
in the ICC or to the external world, application are now able to enhance command definitions t
incorporate such new features. Commands may consist of additional steps since the interaction d
the ICC with the device(s) is separated in different functions or the card holder (or IFD)) may have t
interact|with the application by device activities with additional intermediate commmands. Annex
shows ekamples, how a possible future command uses the ADM sub-functions or internal functionalit]
to fulfil the requirement of the command.

=TT O = O

9 Sedurity aspects

9.1 S¢curity attributes

The COY controls the access to any resources managed by the COS'according to the security mechanisy
defined n ISO/IEC 7816-4. Additional devices as new extensiois of the ICC are additional resources an
shall be protected by the same mechanisms.

0=

Device decurity attribute are comprised of access mode field with security condition byte for compad
format ¢r access mode DO with security conditioy DO for expanded format. These are defined i
ISO/IEC|7816-4. See Tables 27 and 28 for access mode field for device security attribute. The coding
security| attributes applying to an additional device is nested within the DVCP referenced by a devic
identifiqr.

D = = e+

Referen¢ed by tags ‘86’, ‘8B’, ‘8C’, ‘8E’, ‘9C4“A1’, ‘AB’, ‘AD’ security attributes may be present in the DVCP
(see Tabje 7).

Data intlegrity and confidentiality from the card IC to the additional devices and vice versa may b
implemgnted within the COS@nd/or in a dedicated device driver. An adaptation of the existing concef
for ICCsmay be used to secube the communication between ICC and the ICC-managed devices.

- O

The exegution of ADM-command functions is determined by the verification of the security attributes i
the DVCP.

=

=

CRT parpmeters:as defined in ISO/IEC 7816-4 are not subject to any extension or change when applie
to addit{onal devices.

9.1.1 Access mode field for ADM command

Access mode bytes may be used in compact and expanded format as well. For the functions of the ADM
command set, the access mode bytes are defined in Tables 27 and 28.

Table 27 — Coding of the access mode field (15t byte) for ADM command

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

— | — | — | — | — | — | — |Nextbyte for access mode field

0 | —|—|—|—|—|—| — |Lastbyte of access mode field

— | — | — | — | — | — | — |Another byte follows in this access mode field

28 © ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=455068ceabc0970f5ce7bc47395ed0d1

ISO/IEC 18328-3:2016(E)

Table 27 (continued)
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

— X X X X X X x |Function of ADM command

— 1 — = — | — | — — |GET DEVICE INFORMATION

— — 1 —_— | — | — | — — |GENERAL DEVICE USAGE

— — | — 1 — | — | — — |EXCLUSIVE DEVICE USAGE

— —_— | — | — 1 — | — — |REACTIVATE DEVICE

— — | =1 — | — 1 — — [DEACTIVATE DEVICE

— —_ = — | — | — 1 — |LOGICAL DEVICE RESET

— — | — | — | — | — | — 1 GENERAL DEVICE RESET

Table 28 — Coding of the access mode field (2nd byte) for ADM command

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

— | —|— | — | —|— | — |[Nextbyte for access mode field

X
0 | —|—|—|—|—|— | — |Lastbyte of access mode field
1

— | — | — | — | — | — | — |Another byte follows in this access mode field

— | X X X X X X x |Function of ADM command

— 1 — | — | — | — | — — |GET FROM DEVICE

— | —|1]|—|—|—=1|—| — |PUTTODEVICE

— — | — 1 — | — | — — |GET DEVICE INFORMATION

— — | — | — 1 — | — — |ERASE DEVICE-CONTENT

— —_— | — | — | — 1 — — |MANAGE DEVICE CONFIGURATION

— | —|—1]—|—|— 1| x| x |00, any-other values are RFU

9.1.2 Security conditions

IBO/IEC 7816-4 defines the security conditions for the different formats. These definitions fare also
valid and applicable to control the’access to any additional device in an ICC following this ddcument.
Ih compact format, the security condition is coded in a single security condition byte; in cage of the
gxpanded format, the security condition DO represents the requirements for device access. Ag defined
in ISO/IEC 7816-4, the same security conditions means like secure messaging, authentications} etc. are
applicable.

9.2 Data integrity and confidentiality

The securityattributes (see 9.1.1 and 9.1.2) define access control, data integrity and data confidentiality
dn application protocol level. Some applications need also a protection of the data transfer betyeen ICC
and déyice. The ICC shall support data structures, e.g. CRT, SM-DO or proprietary means defingdd by the
pature is

NOTE The definition of the protocol for this internal data protection is outside of the scope of this document.

Bit 6 in the device descriptor (see Table 9) indicates if additional security for the device access within the
ICC is needed. If bit 6 is set, the related security needs may be found in the general device information
template (see Table 10). The DO’A1’ may contain further information regarding how to protect the data
transfer between ICC and additional device should be managed.

Potential solutions to authenticate the additional device/controller may be, for example
— unilateral authentication,

— classical mutual authentication, and
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— others solutions with delegation of some parts of the computations to the chip of the secure element
connected to the additional device.

In any case, the choice of the technical solution to authenticate the additional device is linked to the
performances required in the field, and a secret shall be stored in the controller of the additional device.

9.3 Security with off-card-devices

Off-card devices shall be addressed in the same way as on- card deV1ces The DVCP data for the off-card
dev1ce o . ealing " L

trustable in a specific way, defined by the application or card holder, for example,
— disglay text in a specific font,

— display letters in a specific colour,

— usage of a specific background colour,

— atope, signal or a melody of a loudspeaker, and

— spe¢ific LED (blinking or changing colours).

Trust may be enhanced by the usage of combinations of additional devices, e.g. an additional LED maly
indicate|a “trusted” input on keypad or output-on a display, together with a tone of a loudspeaker.
Means of trust assessment are defined in a definition template DO’A3’ in the general device informatiop
templat¢ (see Table 10). Such means may-—censist of a group of DO defining the behaviour of the trustefd
additionjal device. Table B.10 gives an example of applicable DOs within the template.

—

The actijation of the trusted device(s) by application of the content of the definition template for trus
assessmient in the course of theltransaction may be triggered by the device manager with usage of thie
additionjal device security feature DO’A1’ (see Table 10) or by the security management of the COS.

10 Deyice configuration template

10.1 Configuration template

A devic
of the dé 2 e 3
Such mformatlon for the ADM command is only avallable in the OPERATIONAL state

D

An existing configuration template offers control DOs with predefined values as static information
which remains valid until a new value is presented to the ICC which changes the value temporarily. For
example, an IFD may change values of control DOs dynamically in the course of the application.

Table 29 contains a list of control DOs for any device configuration template and indicates for which
configuration template they may be relevant. Different devices need different control references
according to the structure and the character of the device.
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Table 29 — Control DOs in device configuration template DO’A3’

Tag | Length Value Keypad | Display | Touch | Biometric | Other
Sensors | devices

Identification

‘80’ ‘01 Conﬁgurgﬁonidenﬂﬁeras X X X X X

hexa-decimal number

Timing controls

‘81 var. Activation time in seconds (general) X X X X X

‘82’ var. Keypad activation time in seconds X X

‘83’ var. Display activation time in seconds X X

‘84’ ‘01 End of time frame indicator X X X X

‘9¢’ ‘01" |Timeout indicator X X X X X
Additional security controls

‘85’ var. |Reference to a key X X X X X

‘86’ var. |Algorithm identifier X X X X

‘87’ var. Internal usage counter value X X, X X X
Other values RFU

[S—Y

= N NS

0.2 Usage of device configuration templates

fter opening a device by an ADM OPEN DEVICE functipn,*no device configuration template if in use.
alues applied by applications in that phase are defaultvalues, known implicitly. Application may then
elect an appropriate configuration template DOA3" with an ADM MANAGE DEVICE CONFIGPRATION
inction (see 6.3.13) to set the predefined values. of the device configuration template. When
emplate has been selected, an application is-dllowed to set new values of existing control D
he selected configuration template tempararily. These new settings are valid until the vallues are
hanged by the described mechanism again, a new DO’A3’ is selected or the device is reset and
b released. An application is responsiblenot to use settings which may open security issues.

h DO’A3’
D within

the DHN
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Annex A
(informative)

Activity sequences

Al A

A device
— iden
— sele
— retr
— fulf

For iden
interfac
manage
exampld

For sele
with its
the cour

Detailed
the DVC
docume

Security

world onply gets access to the device ifthese security conditions are fulfilled. If this is the case, additiong

ADM con

ctivation sequences

becomes usable for an application by the following steps:
tification;

ction;

ieval of device related information;

lling of the security conditions.

—_—

tification of usable devices, the IFD gets the first information*after enabling of the physica
2. The ATR/ATS, the EF.ATR/INFO or the FMD/FCI of an applicatien may offer the general featur
ment DO’7F74’ (see ISO/IEC 7816-4). The DO’81 and DO’83/ may contain device information, fg
, the device identifier list.

= O

[¢)

Ction of a specific device, the I[FD applies an ADM OPEN-DEVICE command referencing the devid
device identifier. The DHN in the response will beised for further addressing of the device ip
se of application.

information can be retrieved by applying the ADM GET DEVICE INFORMATION which may offd
P-DO, the device information template, the device feature template or an OID as a reference to
nt.

QD=

—_—

conditions may be available in(the DVCP or in the device information template. The externd

—_—

1imands may be successfullyrapplied. Figure A.1 outlines the sequence of activity schematically

o
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Power-On

ATR/ATS J_

Read EF .ATR ANFO or FMD

Device Initial-Sequence

Device Identification

Get General Feature Template

> Extraction Device -Identifer-List

Device IDLE/Wait

Open the Device

ADMOPENDEVICE (Uevice Taentiriery

A4
AN
Retrieve Device
Information
A4
AN

Enable Usage of
ADM commands

Device Handle Number

ADM GET DEVICE INFORMATION

Set -up Device to OPERATIONAL (Ready)

Device CP

> Analysis of DVCP

Fulfil Security Condition for ADM Usage

Usage of
Device in
<’ |Application

— P Message
<~ — - Response

~—— Loop of action
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