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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
o : : o . : - . - and IEC
te¢hnical committees collaborate in fields of mutual interest. Other international organizations, geyernmental
nformation

rnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

THe main task of the joint technical committee is to prepare International Standards. Draft Infernational
Standards adopted by the joint technical committee are circulated to national bodies for voting. Pubflication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any,or.all such patent rights.

ISP/IEC 18180 was prepared by the U.S. National Institute of ’Standards and Technology (as NIST IR 7275,
Rgvision 4) and was adopted, under a special “fast-track” procedure”, by Joint Technical Committee
ISP/IEC JTC 1, Information technology, in parallel with its ‘@pproval by the national bodies of ISO angl IEC.
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Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology
(NIST) promotes the U.S. economy and public welfare by providing technical leadership for the nation’s
measurement and standards infrastructure. ITL develops tests, test methods, reference data, proof of
concept implementations, and technical analysis to advance the development and productive use of
information technology. ITL’s responsibilities include the development of technical, physical,
administrative, and management standards and guidelines for the cost-effective security and privacy of
sengttve-tnelasstired-informationinFederal-computer-systems—HsInterageney Report-disenssesH4. s
reseprch, guidance, and outreach efforts in computer security and its collaborative activities with indugtry,
government, and academic organizations.

National Institute of Standards and Technology Interagency Report 7275 Revision 4
80 pages (Sep. 2011)

Certain commercial entities, equipment, or materialS’'may be identified in this
document in order to describe an experimental procedure or concept adequately.
Such identification is not intended to imply recomtmendation or endorsement by the
National Institute of Standards and Technology;nor is it intended to imply that the
entities, materials, or equipment are necessarily the best available for the purpose.
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Abstract

Thig report specifies the data model and Extensible Markup Language (XML) representation for the
Extensible Configuration Checklist Description Format (XCCDF) Version 1.2. An XCCDF document]is a
strugtured collection of security configuration rules for some set of target systems. The XCCDF
spegification is designed to support information interchange, document generation, organizational and
situgtional tailoring, automated compliance testing,.and scoring. The specification also defines a data
model and format for storing results of security guidance or checklist testing. The intent of XCCDF isjto
proyide a uniform foundation for expression of Security checklists and other configuration guidance, and
thergby foster more widespread application.of good security practices.
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(B Introduction

1.1

This

Purpose and Scope

report defines the specification for the Extensible Configuration Checklist Description Format

(XCCDF) version 1.2. The report also defines and explains the requirements that XCCDF 1.2 documents

and products (i.e., software) must meet to claim conformance with the specification. This report only

appl

ies to XCCDF version 1.2. All other versions are outside the scope of this report.

1.2
The

1.3
The]

Document Structure
remainder of this report is composed of the following sections and appendices:

. Section 2 provides a list of normative references for the report.
b Section 3 defines selected terms and abbreviations used in the report.
L Section 4 provides the high-level requirements for claiming conformance’with the XCCDF

version 1.2 specification.

o Section 5 gives an overview of XCCDF and its capabilities.

and recommendations for XCCDF’s use.

. Section 7 discusses XCCDF processing requirements and-recommendations.

»  Appendix A explains how to convert XCCDF 1.1.4-specific properties to their XCCDF 1.2
counterparts.

from the previous drafts to this draft..Readers who are familiar with any previous XCCDF
versions may find it helpful to review Appendix B first before the rest of the document.

Document Conventions
key words “MUST”, “MUSTNOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”,

“SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be

inte

Nan

rpreted as described infRequest for Comment (RFC) 2119 [RFC2119].
hespace prefixes Wsed in this specification are listed in Table 1.

Table 1: Conventional XML Mappings

Section 6 provides an introduction to the XCCDF data model and details additional requireme

Appendix B provides a change log that documents significant changes to released drafts of thi
specification. This includes a section-by-section mapping of how the document was reorganiz

nts

bd

Prefix Namespace Schema
cped http://cpe.mitre.org/language/2.0 Common Platform Enumeration (CPE) 2.3
Applicability Language
cpe2-dict | http://cpe.mitre.org/dictionary/2.0 CPE 2.3 Dictionary
dc http://purl.org/dc/elements/1.1/ Simple Dublin Core elements
dsig http://www.w3.0rg/2000/09/xmldsig# Interoperable XML digital signatures
xccdf http://checklists.nist.gov/xccdf/1.2 XCCDF policy documents
xml http://www.w3.0org/XML/1998/namespace Common XML attributes
xsd http://www.w3.0rg/2001/XMLSchema XML Schema

Xsi

http://www.w3.0rg/2001/XMLSchema-Instance XML Schema Instance
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2. Normative References

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

[DCES], DCMI (Dublin Core Metadata Initiative), Dublin Core Metadata Element Set, Version 1.1,
October 2010, available at <http://dublincore.org/documents/dces/>

[DJXML], DCMI, Guidelines for Implementing Dublin Core in XML, April 2003, available at
<http://dublincore.org/documents/dc-xml-guidelines/>

[ILSR], IANA, IANA Language Subtag Registry (ILSR), available at
<http://www.iana.org/assignments/language-subtag-registry>

[IRY693], NIST, NIST IR 7693, Specification for Asset Identification 1.1, June 2011, available at
<http://csrc.nist.gov/publications/PubsNISTIRs.html>

[IRY695], NIST, NIST IR 7695, Common Platform Enumeration: Naming Specification Version 2.3,
Audust 2011, available at <http://csrc.nist.gov/publications/PubsNISTIRS.html>

[IR7698], NIST, NIST IR 7698, Common Platform Enumeration: Applicability Language Specificatid
Vergion 2.3, August 2011, available at <http://csrc.nist.gov/publiCations/PubsNISTIRS.html>

>

[PCRE], Perl Compatible Regular Expressions (PCRE), available at <http://www.pcre.org>

~

[RF[C2119], IETF, RFC 2119, Key words for use in RFCsto Indicate Requirement Levels, March 199
avalilable at <http://www.ietf.org/rfc/rfc2119.txt>

[RFIC5646], IETF, RFC 5646, Tags for Identifying Languages, September 2009, available at
<http://www.ietf.org/rfc/rfc5646.txt>

[UNICODE], Unicode Technical Recommendation No. 18, Unicode Regular Expressions, version 9,
Jangary 2004, available at <http://unicode.org/reports/tr18/>

[XHTML], W3C (World Wide Web Consortium), XHTML Basic, December 2000, available at
<http://www.w3.0rg/TR/2000/REC-xhtml-basic-20001219/>

[XINCLUDE], W3C, XML Inclusions (XInclude) Version 1.0 (Second Edition), November 2006,
avalllable at <http://www.w3.0rg/TR/xinclude/>

[XMILDSIG], W3€, XML Signature Syntax and Processing (Second Edition), June 2008, available at
<http://wwwiw3.org/TR/xmldsig-core/>

[XMLNAME], W3C, Namespaces in XML 1.0 (Third Edition), December 2009, available at
<http¢//www.w3.0rg/TR/REC-xml-names/>

[XMLSCHEMA], W3C, XML Schema Part 2: Datatypes Second Edition, October 2004, available at
<http://www.w3.0rg/TR/2004/REC-xmlschema-2-20041028/>

[XPATH], W3C, XML Path Language (XPath) Version 1.0, November 1999, available at
<http://www.w3.0rg/TR/xpath/>
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3. Terms, Definitions, and Abbreviations

For the purposes of this document, the following terms, definitions, and abbreviations apply.

3.1 XCCDF Terminology

Benchmark: The root node of an XCCDF benchmark document; may also be the root node of an
XCCDEF results document (the results of evaluating the XCCDF benchmark document).

Benchmark Consumer: A product that accepts an existing XCCDF benchmark document, processes
and[produces an XCCDF results document.

—

Benjchmark Producer: A product that generates XCCDF benchmark documents.
Chdcklist: An organized collection of rules about a particular kind of system or platform.

Grdup: An item that can hold other items; allows an author to collect related itemssinto a common
strugture and provide descriptive text and references about them.

Item: A named constituent of a benchmark. The three types of items are groups, rules, and values.
Profile: A named tailoring of a benchmark.
Rulp: An element that holds check references and may also hold remediation information.

Tailoring: An element that specifies profiles to modify the behavior of a benchmark; the top-level
element of a tailoring document.

TestResult: The container for XCCDF results. May be théZroot node of an XCCDF results document.

Vallie: A named data value that can be substituted intd other items’ properties or into checks.

3.2| Acronyms and Abbreviations

CCk Common Configuration:Enumeration

CPH Common Platform Enumeration

CVE Common Vulnerahilities and Exposures

DCMI Dublin Core Metadata Initiative

DN§ Domain Name System

IANA Internet ASSigned Numbers Authority

IR Interagency Report

NIS[T National Institute of Standards and Technology
OCIL Open Checklist Interactive Language

OVAL Open Vulnerability and Assessment Language
PCRE Perl Compatible Regular Expression

RF( Request for Comments

SCAR Security Content Automation Protocol

SP Speetal-Pubheation

W3C World Wide Web Consortium

XCCDF Extensible Configuration Checklist Description Format
XHTML Extensible Hypertext Markup Language

XML Extensible Markup Language
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4. Conformance

Products and organizations may want to claim conformance with this specification for a variety of
reasons. For example, a software vendor may want to assert that its product generates and/or processes
XCCDF benchmark documents properly. Another example is a policy mandating that an organization use
XCCDF for documenting and executing its security configuration checklists.

This section provides the high-level requirements that a product or benchmark document MUST meet for
conformmance with this Specification. vtost of the TequiTemments Hsted i this Section Teference other
sectjons in the report that fully define the requirements.

Other specifications that use XCCDF MAY define additional requirements and recommendations for
XCCECDF’s use. Such requirements and recommendations are outside the scope of this publication.

41| Product Conformance

Thefe are two types of XCCDF products: benchmark producers and benchmark,consumers. Benchmatk
prodiucers are products that generate XCCDF benchmark documents, while&Zbenchmark consumers are
products that accept an existing XCCDF benchmark document, process it, and produce an XCCDF reqults
docyiment. Products claiming conformance with this specification SHALL adhere to the following
regyirements:

1. For benchmark producers, generate well-formed XCCDF benchmark documents. This includg
following the benchmark document requirements specified in Section 4.2 and all of the pertingnt
processes defined in Sections 6 and 7.

[72]

P. For benchmark consumers, consume and process well-formed XCCDF benchmark documentg,
and generate well-formed XCCDF results documents. This includes following all of the pertirfent
processes defined in Sections 6 and 7.

3.  Make an explicit claim of conformance to this specification in any documentation provided to|end
users.

4.2 Benchmark Document Conformance

XCCDF benchmark documents claiming conformance with this specification SHALL follow these
reqyirements:

1. Adhere'tothe official XCCDF schema as explained in Section 6.

P. Adhere to the syntax, structural, and other XCCDF benchmark document requirements definefl in
Sections 6 and 7.
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5. XCCDF Overview

5.1 Introduction

XCCDF was created to document technical and non-technical security checklists using a standardized
format. The general objective is to allow security analysts and IT experts to create effective, interoperable
automated checklists, and to support the use of these checklists with a wide variety of tools. A checklist is
an organized collection of rules about a particular kind of system or platform. Automation is necessary for
congTStentand rapid verification of SyStenT Security Decause of the Sheer number of thimngs to check ang
the pumber of hosts within an organization that need to be assessed (often many thousands).

XCCDF enables easier, more uniform creation of security checklists, which in turn helps to improve
system security by more consistent and accurate application of sound security practices. Adoption of
XCCEDF lets security professionals, security tool vendors, and system auditors exchangedinformation
morg quickly and precisely, and also permits greater automation of security testingand configuration
assgssment. Additional capabilities provided by XCCDF include the following:

L Ensure compliance to multiple policies (systems subject to the Fedéeral"Information Security
Management Act [FISMA], Security Technical Implementation Guide [STIG], Health Insurarjce
Portability and Accountability Act [HIPAA], etc.)

. Permit faster, more cooperative, and more automated definition of security rules, procedures,
guidance documents, alerts, advisories, and remediation, measures

. Permit fast, uniform, manageable administration of, security checks and audits
o Permit composition of security rules and tests,from different community groups and vendors

b Facilitate scoring, reporting, and tracking:df’security status and checklist conformance for
systems

The| XCCDF specification, which is vendaorpeutral, is suited for a wide variety of checklist applicatiops.
XCCEDF has an open, standardized format;amenable to generation by and editing with a variety of todIs.
In afldition, because it is expressed using XML, an XCCDF document is embeddable inside other
doctiments. XCCDF also includes.provisions for incorporating other data formats, and it is extensible fo
inclide new functionality, features, and data stores without hindering the functionality of existing
XCCDF tools.

Singe XCCDF’s creation;various commercial, government, and community developers have created tpols
that|support XCCDF;aflowing a single XCCDF checklist to be used by many organizations and many
toolk. These toals¢ead an XCCDF checklist and follow it to perform the necessary checks and ask the
necgssary questions to measure conformance with the checklist and generate corresponding reports.

A common use case for an XCCDF checklist is normalizing security configuration content through
autqmated tools. Such tools accept one or more XCCDF checklists along with supporting system test
definitions, and determine whetner the Specified rules are satisiied Dy a target system. The

checklist supports generation of a report, including a weighted score. XCCDF checklists can also be used
to test whether or not a system is vulnerable to a particular kind of attack. For this purpose, the XCCDF
checklist plays the role of a vulnerability alert, but with the ability to describe the problem, drive
automated verification of its presence, and convey recommendations for corrective actions.
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scenarios below illustrate some uses of XCCDF security checklists and tools.

« Scenario 1 — An industry consortium, in conjunction with a product vendor, wants to produce a
security checklist for an application server. The core security settings are the same for all OS
platforms on which the server runs, but a few settings are OS-specific. The consortium crafts one
checklist for the core settings and writes several OS-specific ones that supplement the core
settings. Users download the core checklist and the OS-specific checklists that apply to their
installations, and then run an assessment tool to score their compliance with the checklists.

The
con
and
prog

5.2

The
targ
regu
such

Che
poli
thar
part
che

. Scenario 2 — An academic group produces a checklist for secure configuration of a particular
server operating system version. A government agency issues a set of rules extending the
academic checklist to meet more stringent user authorization criteria imposed by statute. /A
medical enterprise downloads both the academic checklist and the government extension, tailars
them to fit their internal security policy, and uses them for an enterprise-wide audit'using a
commercial security audit tool. Reports outputted by the tool include remediation measures which
the IT staff can use to bring their systems into full internal policy complianCe, (Note that
remediation processes should be carefully planned and implemented.)

5e scenarios demonstrate some of XCCDF’s range of capabilities. XCCBDE-Can represent complex
litions and relationships about the systems to be assessed, and it can dncorporate descriptive materjal
remediative measures. It is also designed to be modular; for example) XCCDF benchmarks acquir
rammatically ascertainable information through lower-level check system languages.

D

Checklist Structure and Tailoring

basic unit of structure for a checklist is a rule. A rule’simply describes a state or condition which the

bt of the document should exhibit. A simple checklist might consist of a list of rules, but richer ongs
ire additional structure. XCCDF allows checklist authors to impose organization within the check]ist,
as putting related rules into named groups.and designating the order for processing rules and grouips.

Cklist users can employ tailoring toolsto customize a checklist’s rules for their local environment pr
cies. For example, an auditor might need to set the password policy requirement to be more string¢nt
the default recommendation. Anather example is that an organization may have trouble applying
cular settings because of legacy systems or conflicts with other software. In cases such as these, tie
Klist users may need to tailor'the checklist. The following customization options are available:

b Selectability — A4ailoring action selects or deselects a rule or group of rules. For example, an
entire group of-fules that relate to physical security might not apply to a network scan, so that
group couldlbe deselected. In the case of NIST Special Publication (SP) 800-53, certain rules
apply aceording to the impact rating of the system. For example, systems that have an impact
rating.of low might not have all of the same access control requirements as a system with a high
impact rating, so the rules that are not applicable for the low system can be deselected.

L C~Value Modification — A tailoring action substitutes a locally-significant value for a general v@lue

mam XCCDF varable (Ixccaz - valaes). TS tocally-sigmificant valtue themm gets used
wherever the variable is referenced. For example, at a site where all logs are sent to a single host,
the address of that log server could be substituted into an audit configuration variable. Using the
NIST SP 800-53 example, a system with a moderate impact rating might require a 12-character
password, whereas a system with a low impact rating might only require an 8-character password.

« Property Modification — A tailoring action modifies a property for an element not addressed by
selectability or value modification. For example, an author could alter the relative weight of
particular rules or groups of rules.
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XCCDF 1.2 supports the creation and use of tailoring documents, which define tailoring profiles available
for use with a particular benchmark document. Having a tailoring document allows sets of checklist
customizations to be recorded in a consistent manner.

XCCDF allows checklists to include descriptive and interrogative text to help checklist users make
tailoring decisions, even directing users through the process. Some combinations of rules within the same
checklist might conflict or be mutually exclusive. To avert problems, the checklist author can identify
particular tailoring choices as incompatible. Checklist authors can also designate the modes (e.g., Gold,

Plat'nllm Hioh lmnact RDatina | aval 1) yndarwwhich o rila chanilld ha nracaccad Chaelelict anithare cha uld
R g RPatH et =e Ve HhHae - WrHEHaHHe-SHOtHEBe-PHe6eSSea— e tkHStatiBs-SH6

incl

Ide the appropriate text in their checklists to aid in tailoring.

Angther important facet of customization is extension. XCCDF supports mechanisms for authors to

exts
in th

sevdral rules, and to allow a specialized rule to be created by extending a base rule. (Note that group

exte

has
inte

5.3

roperable between XCCDF products.)

Test Results

Many organizations use several security products to determine the sécurity of IT systems and their
conpliance to various policies. Unfortunately, if the outputs frem these products are not standardized,
costly customization and integration can be required for trending, aggregation, and reporting. Address

this
subg

XCCDF provides a standardized reporting format far'storing the results of the rule checking

stat@is. Other tools provide additional information-(€Zg., instead of simply indicating that more than on

priv

leged account exists on a system, certain tools also provide the list of privileged accounts). The

follpwing information is basic to all XCCDF fesults:

or tailoring applied

¢ Information about the target system to which the test was applied, including arbitrary
identification and configuration information about the target system

e The time intervahof the test, and the time instant at which each individual rule was evaluated
e One or moreyscores

o Refereiices to lower-level details possibly stored in other output files.

nsion has been deprecated in XCCDF 1.2. Use of group extension is strongly-discouraged because
known problems, such as those described in Section 7.2.2, and content that uses it is unlikely to bg

ystem. Security tools sometimes include only the.results of the test or tests in the form of a pass/fjil

nd (inherit from) existing rules, values, and groups, in addition to expressing rules, values, and groups
eir entirety. For example, in XCCDF checklists, it is desirable to share descriptive material among

it

ng

h

e The security guidance documentor checklist used, along with any adaptations via customizatjon
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6. XCCDF Data Model

6.1 Introduction

The XCCDF data model and its XML representation are intended to be platform-independent and
portable to foster broad adoption and sharing of rules. The fundamental data model for XCCDF consists
of the following main element data types:

Benchma An X DE henchmark document holds an df -BRenchmark>elemen hich

acts as a container for other elements, including <xccdf : Group>, <xccdf :Rule>,
<xccdf:Value>, <xccdf:Profile>, and <xccdf: TestResult>elements.

[ Item. Anitem is a named constituent of an <xccdf : Benchmark>. There are three.types of
items:

o Group. An <xccdf : Group> holds other items. An <xccdf : Group2 collects related
<xccdf :Rule>and <xccdf : Value> elements into a common structlre and can provifle
descriptive text and references about them. An <xccdr : Groupzallows benchmark user$ to
select and deselect related <xccdf : Rule> elements togethersince a deselected
<xccdf : Group> is not processed, none of its contained itefs are processed either.
Selection of an <xccdf : Group> allows its children todbe processed normally based on their
individual selection states.

o Rule. An <xccdf : Rule>element holds check references and can also hold remediation
information.

o Value. An <xccdf: Value>element is a’ named data value that can be substituted into other
items’ properties or into checks. It can have an associated data type and metadata that expfess
how the value should be used and how"it can be tailored.

¢ Profile. An <xccdf: Profile>element is a named tailoring of a benchmark using a collection
of attributed references to <xccd¥f:Rule>, <xccdf :Group>, and <xccdf : Value> elemgnts.
It allows definition of named levels or baselines in a benchmark (see Section 5.2).

¢ TestResult. An <xccdfxFestResult>element holds the results of performing a test or chpck
against a single targetdevice or system. An <xccdf : TestResul t>element references
<xccdf :Rule>@and-<xccdf : Value> elements and may also reference an

<xccdf : Profide>element.

[ Tailoring.‘Axtailoring document holds exactly one <xccdf : Tailoring> element, which
contains,£xccdf : Profile>elements to modify the behavior of an <xccdf : Benchmarkj.

The|rest of.this’section explains the relationships between these main element data types and examine
each of the'types in more detail. Section 6.2 discusses general information that applies to most or all of
the ain element data types. Sections 6.3 through 6.7 cover <xccdf : Benchmark>, item
(<xccar sGroup>, <xccdrf rRule> <xccdr:Value>), <xccdf :ProTile>,
<xccdf:TestResult> and <xccdf: Tailoring>elements, respectively.
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General XML Information

1 XCCDF Namespace and XML Schema

13(E)
N1.2

The namespace URI for this specification SHALL be “http://checklists.nist.gov/xccdf/1.2”. Applications
that process XCCDF SHOULD use the namespace URI to decide whether or not they can process a given
document. The XML representation of XCCDF is expressed as an XML schema at

http

://scap.nist.gov/specifications/xccdf/#resource-1.2. The XML schema implementation of XCCDF

SHALL-be-the authoritative XML binding-definitionfor XCCDE
)

6.2

Element and Attribute Formatting

Thelstructure of an XCCDF document supports transformation into HTML and various X Mi-formats

promote portability and interoperability. The XCCDF language also allows for the inclyusion of conteng
that|does not contribute directly to the technical content, such as an introduction, a rationale, warnings,

and [external references. XCCDF also provides mechanisms to document authorsfor-formatting text,
inclfiding images, and referencing other information resources (e.g., prose publications), but these
meghanisms are separable from the text itself so they can be filtered out byapplications that do not

sup

Thr
in th
defi
incl
emb
Extd
[XH

XH1
user
clas
of ¢
owr

ort or require them.

e XCCDF data model. In the tables, properties of type “idenfifier” MUST be strings obeying the
hition of “NCName” from [ XMLSCHEMA]. Properties of\type “string” and “text” MUST NOT

nsible Hypertext Markup Language (XHTML) Basit tags [XHTML]. The core modules noted in
TML] and the Presentation module MAY be used for this.

. However, while this allows authors to Specify every detail of a field's display, authors MAY use

conventions. Authors may wish'to do this so their content fits better with other automated format

iIde XHTML formatting. Properties of type “HTML-enabled text” are string data that MAY inclug
edded formatting, presentation, and hyperlink structure; if present, these MUST be expressed usin

I'ML markup allows authors to specify how-the content of certain fields SHOULD be displayed toja

to

pughout the rest of this section, there are tables that show the pessible properties of each main elerent

«Q @

Sifiers in these fields, using class attributes in <div> or <span> elements. These tell products the type
bntent contained within a text block and allow the products to display this content according to their

ing

cholces made by a product ora'stylesheet, and also because some products may not support the complete

rang
recq
itis
auth

e of HTML tags in their, diSplays, thus causing some explicit formatting to be ignored. A list of
mmended class valugs appears in Table 2. Authors MAY use class values not included in this list,
OPTIONAL for praducts to have special formatting for any of the listed classifiers. However, bot

display of content:Use of these class attribute values SHALL be applicable wherever HTML content

bei

ncluded i XCCDF documents.

Table 2: Recommended Class Values

ors and produets, SHOULD use these class designators when appropriate to provide more effective

and
A

Can

ClassVatue—TMeamimg

license Licensing and use information
copyright Copyright and ownership information
tangent A block of text that contains tangentially related information (possibly appropriate for inclusion as a

sidebar or a pop-up)

warning Pitfalls or cautions relative to the surrounding text. High-level and general warnings SHOULD

appear in designated warning fields, if available.

critical Content of critical importance to the user
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Class Value | Meaning

example An example of some kind

instructions Special instructions to the user

default General information. Empty or absent class attributes also imply "default" appearance. This tag

allows authors to explicitly indicate that text should appear in the default format.

6.2.3 Element Identifiers

The

elements listed in Table 3 have special conventions around the format of their identifiers (@id

attripute). Authors MUST follow these conventions because they make it easier to preserve the global

unid
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autd
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Iden
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6.2]

XC

ueness of the resulting identifiers.

Table 3: Element Identifier Format Conventions

Element Format Convention
Benchmark xccdf_namespace_benchmark_name
Profile xccdf_namespace_profile_name
Group xccdf_namespace_group_nhame
Rule xccdf_namespace_rule_name
Value xccdf_namespace_value_namme
TestResult xccdf_namespace_testresult_name
Tailoring xccdf_namespace dailoring_name

able 3, namespace contains a valid reverse-DNS style string (limited to letters, numbers, periods,
nyphen character) that is associated with the contént author. Examples include "com.acme.finance
"gov.tla". These namespace strings MAY have-any number of parts, and benchmark consumers
essing them SHALL treat them as case-insensitive. (That is, com.ABC is considered identical to

Ise the same namespace value, as this.could lead to identifier collisions. Readers should not
matically infer any special authorityor trust of the content based on the namespace since reuse of
hent or changes to referenced.content may not align with the author's original intent. The name
ponent in the format convefitions MAY be any NCName-compliant string [XMLSCHEMA].
tifier fields other than those noted in Table 3 have no additional formatting conventions beyond
pliance with the NCNanie data type.

the example <xccdf : Profile>in Section 6.5.1 for several examples of the element identifier
nat conventions:

4 <xcecdf:metadata> Element

CDF supports inclusion of metadata about a document, including title, name of author(s), organiza

.abc.) This association with the content.author is solely to ensure that different content authors will

hnd

the

Lion

providing the guidance, version number, release date, update URL, and a description. This is particularly
useful for facilitating the discovery and retrieval of XCCDF checklists from public repositories.

When used, the <xccdf :metadata>element SHALL contain document metadata expressed in XML.

The

metadata element can appear one or more times as a child of the <xccdf : Benchmark>,

<xccdf:Rule>, <xccdf:Group>, <xccdf:Value> <xccdf:Profile>,
<xccdf:TestResult>, <xccdf:rule-result> and <xccdf:Tailoring>elements. The
<xccdf : Benchmark>element SHOULD contain metadata information formatted using the Dublin

10 © ISO/IEC 2013 — All rights reserved
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Core Metadata Initiative (DCMI) Simple DC Element specification, as described in [DCES] and
[DCXML]. Benchmark consumers SHOULD be prepared to process Dublin Core metadata in the
<xccdf :metadata>element. An example of the Dublin Core format is shown below.

<xccdf :metadata xmlns:dc="http://purl.org/dc/elements/1.1/">

—<dc+subject>network—security fortayer 2 devices</dc:subject
</xccdf :metadata>

<dc:title>Security Benchmark for Ethernet Hubs</dc:title>
<dc:creator>James Smith</dc:creator>
<dc:publisher>Center for Internet Security</dc: publlsher>

Elements that support the <xccdf :metadata>element MAY use any desired metadata format; for
<x¢cdf : Benchmark>, this is in addition to the Dublin Core recommendations already~mentioned.
Any XML metadata structures, including ad hoc structures, MAY be included in an

<xdcdf :metadata>element. Because any structures can appear in this field, authors SHOULD tag
metadata with the xm1ns prefix [XMLNAME] and, if available, the @xsi : schénaLocation attril
in ofder to identify the metadata structure utilized. Metadata SHOULD comply with existing commer(
or gpvernment metadata specifications to allow benchmarks to be discovered’and indexed.

Metpdata is a powerful feature for authors. However, XCCDF puts seme limits on the use of metadata

6.2/5

The|Common Platform Enumeration (CPE) specification allows a specific hardware or software platfd
to bg idernitified by a unique name. CPE names can express only single platforms (e.g.,
"cpe:2; 3 o: mlcrosoft Wlndows Xp:* gold profeSS|onaI:*:*:*:*:*" for Mlcrosoft Wlndows XP Professig

Metadata SHOULD NOT replace the functionality of existing fields within XCCDF. If the
information matches the common use of some other XCCDF field, the information MUST ap
in that XCCDF field. It MAY also appear in the <xccdf :metadata> element.

Metadata SHALL NOT change the processing fodel as outlined in Section 7. Benchmark
consumer products SHALL perform XCCDFassessments in the same way regardless of the
presence of metadata. Metadata MAY still\be used to support assessment features that are out

the purview of XCCDF—for example io hold post-processing instructions to be performed on

the completed XCCDF results or to.display additional information to the user before or during
assessment.

Metadata SHOULD NOT alter the character content of the XCCDF properties used to generate

output during document-generation. Contents of the <xccdf :metadata>element MAY be
added to the output aboyve and beyond the XCCDF properties. Metadata MAY contain
instructions that cause different stylistic conventions to be adopted in the conversion of an
XCCDF document to prose.

Platformi’Names
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names.

<xccdf :Benchmark>, <xccdf:Profile>, <xccdf:Rule> and <xccdf : Group> elements
may be qualified by applicable platform using the <xccdf :platform>element.

<xccdf: TestResult>elements may also include <xccdf :platform>elements. The
<xccdf:platform>element’s @idref attribute MAY hold a reference to either a CPE name or the
@id attribute of a CPE applicability language expression that SHALL be defined as a child of the
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<xccdf :Benchmark>using a <cpeZ:platform-specification>element (see Table 4). (The
syntax for referring to a local CPE applicability language identifier SHOULD be a “#” character before
the identifier, such as “#cpeid1”.)

Within XCCDF documents, all CPE names SHALL comply with the CPE 2.3 Naming specification
[IR7695], and all CPE applicability language expressions SHALL comply with the CPE 2.3 Applicability
Language specification [IR7698]. CPE 2.0 names MAY be used for backwards compatibility, but their
use has been deprecated for XCCDF 1.2. All CPE 2.3 names and applicability language expressions in

xcr‘hl' dacrmmanta SLIALIL MY vion Farmaattiad oty himdAinae ot NAAN e LIDLE bandinae pneotaad IhAt as
LT UUUUTTIUTTO JT TV UL LY UoL TUTTTI IUutteu ol Illy UIIIUIIIUJ MULIVIZAYT UOoL UTNIT UIIIUIIIuJ miotvuy, vull
defiped in [IR7695].

Herg

<cp
<

<
</d
<xq

is an example of a <cpe2:platform-specification>element:

c2:platform-specification>
cpe2:platform id="xp and acrobat 9.0">
<cpe2:logical-test operator="AND" negate="false">
<cpe2:fact-ref
name="cpe:2.3:0:microsoft:windows xp:*:*:*:xx & xywn/>
<cpe2:fact-ref
name="cpe:2.3:a:adobe:acrobat:9.0:* XXk kX xET />
</cpe2:logical-test>
/cpe2:platform>
poe?2:platform-specification>
cdf:platform idref="#xp and acrobat 9.0"/>

Ifag <xccdf:Profile>, <xccdf:Rule>, OF <xcedf : Group> does not possess any

<Xd

cdf :platform>elements, then it SHALL apply to the same set of platforms as its nearest

enclosing ancestor <xccdf : Group> 0r <xccdfZBenchmark>. If the enclosing ancestor has no

<xd
ance
ance
elen

app

6.2]

The
lear
<xd

useq,

desq
resa
sim

cdf :platform>element, then consult the hext enclosing ancestor, repeating until either an

stor, including the <xccdf : Benchiark> element, possesses any <xccdf :platform>
hents, then the <xccdf: Profile3, <xccdf:Rule>, Of <xccdf : Group>SHALL nominal
y to all platforms.

6 <xccdf:reference> Element

<xccdf : referénce> element provides a reference to a document or resource where the user
N more about the subject of the parent element. It may be included within <xccdf : Benchmark
cdf :Rule>¢<xccdf : Group>, <xccdf : Value>, and <xccdf : Profile> elements. Wh
it SHALL ‘have either a simple string value or a value consisting of simple Dublin Core element
ribed IR fDCXML]. It MAY also have an @href attribute that gives a URL for the referenced
urcé, References SHOULD be given as Dublin Core descriptions; a bare string MAY be used for

plicity. If a bare string appears, then it is taken to be the string content for a <dc: title> element.

stor has an <xccdf : platform> element or the <xccdf: Benchmark>element is reached. IIf no

y

Can
ENn
b AS

For

more information, consult [DCES]. Multiple <xccdf : reference> elements MAY appear; a

benchmark consumer product MAY concatenate them or put them into a reference list, and MAY choose
to number them.
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6.2.7 <xccdf:signature> Element

XCCDF supports a digital signature mechanism whereby XCCDF document users can validate the
integrity, origin, and authenticity of documents. XCCDF provides a means to hold such signatures and a
uniform method for applying and validating them [ XMLDSIG].

The <xccdf:signature>element MAY hold an enveloped digital signature asserting authorship and
allowing verification of the integrity of associated data (e.g., its parent element, other documents, portions

of ofherdecumentsy—hesignature SHALLapphyr-onbyafterinclusion{i-e-><lnclude)-processing—Hh
<xdcdf:signature>elementis OPTIONAL, and it MAY appear as a child of the
<xdcdf:Benchmark>, <xccdf:Rule> <xccdf:Group>, <xccdf:Value>,
<xgcdf:Profile>, <xccdf:TestResult>, Of <xccdf:Tailoring>elements.

Any digital signature format employed for XCCDF MUST be capable of identifying thelsigner, storin
information needed to verify the signature (usually a certificate or certificate chain);-and detecting any
change to the signed content. XCCDF products that support signatures MUST suppoft the W3C XML}
Signature standard enveloped signatures, as defined in [ XMLDSIG].

If m

The
and
indi

be g relative URI to the @1d attribute value of the enclesing object (prefixed by “#”). For example, if

1d=1

6.2]

XC
Bot

<xgcdf:Value>, <xccdf:Prdfile>, and <xccdf:Tailoring>elements.
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The
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single child element of the <xccdf:signature>elementSHOULD be <dsig:Signature
that <dsig:Signature>SHOULD contain one or more'<dsig:Reference> elements
cating each XML element to be included in the signatuse. The <dsig:Reference>URI SHOU

abc”, then the <Reference> URI would be “#abc”.

8 Status Tracking

h elements are available for <xccd# : Benchmark>, <xccdf :Rule>, <xccdf :Group>,

intent of the <xccdf :status>element is to record the maturity or consensus level for its pare
nent. Permissible values.are “incomplete” (under initial development), “draft” (released in draft std
prim” (revised and-in‘the process of being finalized), “accepted” (released as final), and “deprecatq
onger needed)<If there is more than one <xccdf : status> element for a single parent element
every instance of the <xccdf : status>element MUST have a date attribute, and the

cdf : sfatus> element with the latest date SHALL be considered the latest status.

<xXecdf : dc-status>element holds additional status information using the Dublin Core form

ultiple signatures are needed in an XCCDF document, at most one of.them MAY be enveloped; all
othdrs MUST be detached [XMLDSIG Section 2].

CDF provides two elements for status-tracking: <xccdf:status>and <xccdf:dc-status}.

p all

>

LD
he

=
—

te),
d”

essed as elements of the DCMI Simple DC Element specification, as described in [DCES] and

[DCXML].

6.2.

9 Text Substitution

XCCDF provides capabilities to perform substitution within certain properties of an
<xccdf:Benchmark>.
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An <xccdf:plain-text>elementis areusable text block for reference by the <xccdf: sub>
element. This allows text to be defined once and then reused multiple times. Each <xccdf:plain-
text>element MUST have a unique NCName identifier. The identifiers for <xccdf:plain-text>
MUST NOT collide with item identifiers within the <xccdf : Benchmark>.

The <xccdf : sub> element represents a reference to a parameter value that may be set during tailoring.
The <xccdf : sub> element is supported by several elements, which are noted as they are defined
throughout the rest of this section. The <xccdf : sub>element SHALL NOT have any content. It
MUST have a single @1idref attribute, which MUST equal the @1 d attribute of an <xccdf: Valug>
element or an <xccdf :plain-text>element. During document generation, each instance of.the
<x¢cdf : sub>element will be replaced by the text value of the referenced element’s contents\ If an
<xdcdf:Value>element is referenced, the <xccdf: sub>element MAY have a @useattribute that
indifates whether the <xccdf : Value> element's title or value should replace the <xccdf : sub>
element. If an <xccdf:plain-text>element is referenced, the @use attribute is ignored and the
body of the <xccdf:plain-text>element is always used in the substitution

See|Section 7.2.3.6.3 for additional requirements related to substitution proeessing.

6.2]10 @xml:lang Attribute

Some textual elements of XCCDF, such as titles and descriptions/stpport the @xm1I : I1ang attribute
dengte the language they use.! Elements that have an @xm1 : Jang attribute may appear multiple time
within a single parent element to support multiple languages.*If there are multiple instances of such a
textpial element within a single parent element, each instance SHOULD have a value for its @xml : 1gng
attripute. Each value SHOULD specify the natural language locale for which the instance is written (e}g.,
“enT for English, “fr” for French). Values SHOUL:D’be valid language tags as defined by [RFC5646].
Althjough any valid language tag MAY be used;only tags containing language codes (with or without
regipn codes) SHOULD be used. All language-and region codes used SHOULD be in the Internet
Assigned Numbers Authority (IANA) Language Subtag Registry [ILSR]. An example of using the
@xm1 : 1ang attribute is shown below.

w O

<xccdf:Value id="xccdf org.example value web-server-port" type="number">
<xccdf:title xml:lang="en">Web Server Port</xccdf:title>
<xccdf:title xml:lang="fr">Le Port Du Web Serveur</xccdf:title>
<xccdf:question xml:lang="en">
What is the web server’s TCP port?
</xccdfrquestion>
<xccdfiquestion xml:lang="£fr">
Quel est le port du TCP du web serveur?
< /xecdf :question>
<xccdf:value>80</xccdf:value>
</xccdf :Value>

If an element other than <xccdf : Benchmark> that supports the @xm1 : 1ang attribute omits it, the
@xm1 : 1ang attribute of the nearest ancestor element that has the @xm1 : 1ang attribute SHALL be
consulted.

1 See http://www.w3.org/TR/xml/#sec-lang-tag for additional information on the @xm1 : 1ang attribute.
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6.3 <xccdf:Benchmark>
6.3.1 Basics

Each XCCDF benchmark document SHALL consist of a single root <xccdf : Benchmark> element,
which encloses the entire benchmark. The example below illustrates the outermost structure of an
XCCDF XML document.

<?xml version="1.0" ?>
<xccdf:Benchmark id="xccdf org.example benchmark examplel" xml:lang="en"
Id="toSign" - - -
xmlns:htm="http://www.w3.0rg/1999/xhtml"
xmlns:xccdf="http://checklists.nist.gov/xccd£f/1.2"
xmlns:cpe2-dict="http://cpe.mitre.org/dictionary/2.0"/>
<xccdf:status date="2010-06-01">draft</xccdf:status>
<xccdf:title>Example Benchmark File</xccdf:title>
<xccdf:description>
A <htm:b>Small</htm:b> Example
</xccdf:description>
<xccdf:platform idref="cpe:2.3:0:cisco:10s5:12.0:*:* *kuk k% />
<xccdf:version>0.2</xccdf:version>
<xccdf:reference href="http://www.ietf.org/rfc/rfc822. txt">
Standard for the Format of ARPA Internet Text/Messages
</xccdf:reference>
</xccdf :Benchmark>

Figdre 1 illustrates a typical internal structure for a Benchmark.

B lrar Ll G’rofile j @rofile ]
Value (a) j C/alue (b) j [Value © ]

:
o8 (e
Ruew

Group (j) (Value(k) j (Rule(l) j (Rule(m) j

Figure 1: Typical Structure of a Benchmark

The possible inheritance relations between Rule and Value instances are constrained by the tree structure
of the Benchmark. All extension relationships MUST be resolved before the Benchmark can be applied.
An item MAY only extend another item of the same type that is visible from its scope. In other words, an
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item Y MAY extend a base item X, as long as they are the same type and one of the following visibility
conditions holds:

o Xisadirect child of the Benchmark.

e Xisadirect child of a Group which is also an ancestor’ of Y.

o Xisadirect child of a Group which is extended by any ancestor of Y.

arfptet-the B HEH Y dHhetegat-forRule{fe)-to ule

xtend’RuIe (h). It would not be legal for Rule (i) to e>’<tend Rule (m), because (m) is not visible
the scope of (i). It would not be legal for Rule (1) to extend Value (k), because they are not‘of the
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deprecated as of XCCDF 1.2 (see Table 42) and authors are strongly discouraged from using it due
to the risks it poses to interoperability. See Section 7.2.2 for more information on inheritance.

Cirqular dependencies caused by extension MUST NOT be defined:
6.3]2 Properties
Table 4 describes the <xccdf : Benchmark> element’s properties.

In this table and in similar tables throughout the rest of the section, the Count column indicates how nfany
timgs each property SHALL be permitted within a single instance of the parent element. Each Count i$
expressed as either a single value or a range, of values. If the Count entry for a property includes the va
0, the property is OPTIONAL, otherwisethe property is REQUIRED. If the Count entry for a property
inclfides the value n, the property MAY be used more than one time, with no upper bound. Here are sgme
examples:

ue

1: the property shathbe used once
1-n: the property-shall be used at least once and may be used more than once
0-1: the property is optional and may be used at most once

0-n: the property is optional and may be used more than once

Table 4: <xccdf:Benchmark> Element Properties

dm,pgd_y_ Lype Count Description
status special 1-n Status of the benchmark (REQUIRED) and date at which it attained that
(element) status (OPTIONAL). The status SHOULD indicate the level of maturity or
consensus for the benchmark. See Section 6.2.8.
dc-status special 0-n Holds additional status information using the Dublin Core format. See Section
(element) 6.2.8.

2 See http://www.w3.0rg/TR/xpath/#axes for the XPath definition of the term “ancestor”.
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Property Type Count Description
title string 0-n Title of the benchmark; a benchmark SHOULD have a title. It MAY have an
(element) @xm1 : 1ang attribute (see Section 6.2.10) and/or an @override attribute
(see Section 6.3.1).
description HTML- 0-n Text that describes the benchmark; a benchmark SHOULD have a
(element) enabled description. It MAY have one or more <xccdf : sub> elements (see Section
text 6.2.9), an @override attribute (see Section 6.3.1), and/or an @xml:lang
attribute (see Section 6.2.10).
notice HTML. 0-n | ngal notices (Iir\nncing infr\rmgfinn, terms of use, etc )’ r\np\llrighf cfnfnmnr]tsy
(elgment) enabled warnings, and other advisory notices about this benchmark and its use>Hach
text element SHALL have a unique NCName identifier as its @1d attribute \Each
element MAY have an @xml : lang attribute (see Section 6.2.10)and/or 4n
@xml : base attribute (which defines the context for all relative(URIs withi the
<xccdf :Benchmark> element).
fropt-matter HTML- 0-n Introductory matter for the beginning of the benchmark doeument; intendg¢d
(el¢gment) enabled for use during Document Generation processing only“(see Section 7.1). It
text MAY have one or more <xccdf : sub> elements (see“Section 6.2.9), an
@override attribute (see Section 6.3.1), and/ornan” @xm1 : 1ang attribute
(see Section 6.2.10).
regr-matter HTML- 0-n Concluding material for the end of the benchmark document; intended fo use
(el¢gment) enabled during Document Generation processing only (see Section 7.1). It MAY hpve
text one or more <xccdf : sub> elements’ (see Section 6.2.9), an @override
attribute (see Section 6.3.1), and/or,an @xm1l : 1ang attribute (see Sectior]
6.2.10).
reférence special 0-n Supporting references for the/benchmark document. See Section 6.2.6.
(el¢gment)
plajn-text string 0-n Definitions for reusable‘text blocks, each with a unique identifier. See Segtion
(element) 6.2.9.
cpg2: special 0-1 A list of identifiers for complex platform definitions, written in CPE applicapility
plafform- language format. Authors MAY define complex platforms within this element,
spdcification and thenuse their locally unique identifiers anywhere in the
(elgment) <xccdf s'Benchmark> element in place of a CPE name. See Section 6.4.5.
platform string 0-n Applicable platforms for this benchmark. Authors SHOULD use the elemgnt
(el¢ment) to identify the systems or products to which the benchmark applies. See
Section 6.2.5.
version string 1 Version number of the benchmark, with an OPTIONAL @t ime timestamp,
(element) attribute (when the version was completed) and an OPTIONAL @update|URI
attribute (where updates may be obtained).
mejtadata special 0-n XML metadata for the benchmark. Benchmark metadata allows authorship,
(element) publisher, support, and other information to be embedded in a benchmark.
See Section 6.2.4.
mogdel URI 0-n URIs of suggested scoring models to be used when computing a score fdr
(element) this benchmark. See Section 7.3.2 for more information on models.
Parameters MAY be provided as needed for particular models through th¢
@param attribute. @param attributes with equal name values SHALL NOT
appear-as-childrenofthe same-element:
Profile special 0-n Profiles that reference and customize sets of items in the benchmark; see
(element) Section 6.5.
Value special 0-n Parameter values that support Rules and descriptions in the benchmark; see
(element) Section 6.4.5.
Group special Groups that comprise the benchmark; each MAY contain additional Values,
(element) 0 Rules, and other Groups. See Section 6.4.3.
-n
Rule special Rules that comprise the benchmark; see Section 6.4.4.
(element)
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Property Type Count Description
TestResult special 0-n Benchmark test result records (one per benchmark run); see Section 6.6.
(element)
signature special 0-1 A digital signature asserting authorship and allowing verification of the
(element) integrity of the benchmark. See Section 6.2.7.
id (attribute) | special 1 Unique benchmark identifier. See Section 6.2.3.
Id (attribute) | special 0-1 An identifier used for referencing elements included in an XML signature. See
Section 6.2.7.
resplved boolean 0-1 True if benchmark has already undergone the resolution process (default
(atfribute) false). See Section 7.2.2.
style string 0-1 Name of a benchmark authoring style or set of conventions or constraintg to
(atfribute) which this benchmark conforms (e.g., “SCAP 1.2).
style-href URI 0-1 URL of a supplementary stylesheet or schema extension that'can be used to
(atfribute) verify conformance to the named style.
xm|:lang special 0-1 The language for the benchmark; see Section 6.2.10.
(atfribute)
The|properties that comprise an <xccdf : Benchmark> or items are an ordered sequence of property

valu
of a
inte
inst

6.4

6.4,

Table 5 describes the properties common to allthree classes of items: <xccdf : Group>,

<xd

es. The order of <xccdf : Group>and <xccdf :Rule> child elements matters for the appearance
generated document, so <xccdf : Group> and <xccdf : Ruléx> child elements MAY be freely
rmingled. All other child elements MUST appear in the order-shown in Table 4, and multiple
inces of a child element MUST be adjacent.

Item Elements

1 Properties

cdf :Rule>, and <xccdf : Value>elements.

Table 5: Item Element Properties

Property Type Count Description

stafus (element) special 0-pn Status of the item and date at which it attained that status. Benchmatk
authors MAY use this element to record the maturity or consensus lejyvel
for item elements in the benchmark. If an item does not have an expljcit
status given, then its status SHALL be that of its parent. See Section
6.2.8.

dc-status Special 0-n Holds additional status information using the Dublin Core format. Se¢

(elegment) Section 6.2.8.

version (element) | string 0-1 Version number of the item, with an OPTIONAL @t ime timestamp
attribute (when the version was completed) and an OPTIONAL @update
URI attribute (where updates may be obtained).

titld (alamanl’) eh—ing Q.n Title-of the-item- -
people understand the purpose of the item. It MAY have one or more
<xccdf : sub> elements (see Section 6.2.9), an @xm1 : 1ang attribute
(see Section 6.2.10), and/or an @override attribute (see Section 6.3.1).

description HTML- 0-n Text that describes the item. It MAY have one or more <xccdf: sub>

(element) enabled elements (see Section 6.2.9), an @override attribute (see Section

text 6.3.1), and/or an @xm1 : 1ang attribute (see Section 6.2.10).
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Property Type Count Description
warning HTML- 0-n A note or caveat about the item intended to convey important cautionary
(element) enabled information for the benchmark user (e.g., “Complying with this rule will
text cause the system to reject all IP packets”). If multiple warning elements

appear, benchmark consumers SHOULD concatenate them for
generating reports or documents. Benchmark consumers MAY present
this information in a special manner in generated documents.

It MAY have one or more <xccdf : sub> elements (see Section 6.2.9),
an @override attribute (see Section 6.3.1), and/or an @xml: lang
attribute(see-Sectiom6:2-10)—Atso;SeeSectiomt4-2-for thepossitt
values of the warning element's OPTIONAL @category attribute; which
provides a hint as to the nature of the warning.

quéstion string 0-n Interrogative text to present to the user during tailoring. It MAYalso he
(el¢ment) included into a generated document. For <xccdf : RuleSand

<xccdf : Group> elements, the question text SHOULD be a simple
binary (yes/no) question because it is supporting the selection aspecf of
tailoring. For <xccdf : Value> elements, the quéstion SHOULD soligt
the user to provide a specific value. Tools MAY also display constraifts
on values and any defaults as specified by-the other <xccdf:Value>
properties (see Section 6.4.5). It MAY have’an @override attribute |(see
Section 6.3.1) and/or an @xm1 : 1ang attribute (see Section 6.2.10).

refgrence special 0-n References where the user can learn more about the subject of this ifem.

(el¢ment) See Section 6.2.6.

metadata special 0-n XML metadata associated with"this item, such as sources, special

(el¢ment) information, or other details. See Section 6.2.4.

abgtract boolean 0-1 If true, then this item_is*abstract and exists only to be extended (defaflt:

(atfribute) false). The use ofhiis attribute for <xcedf : Group> elements is
deprecated and should be avoided (see Table 42).

clugter-id identifier | 0-1 An identifiero be used as a means to identify (refer to) related

(atfribute) <xccdf :6roup>, <xccdf:Rule>, and <xccdf:Value>elements

throughout the <xccdf :Benchmark>. It designates membership in @
cluster of items, which are used for controlling items via profiles. All the
items with the same cluster identifier belong to the same cluster. A
selector in an <xccdf: Profile>MAY refer to a cluster, thus making it
easier for authors to create and maintain profiles in a complex

benchmark.
extends identifier (~0=1 The identifier of an item on which to base this item. If present, it MUST
(atfribute) have a value equal to the @id attribute of another item. See Section

6.3.1 and Section 7.2.2. The use of this attribute for <xcedf : Groyip>
elements is deprecated and should be avoided (see Table 42).

hidden (attribute) {‘boolean 0-1 If this item should be excluded from any generated documents (defalt:
false). For example, an author might set the @hidden attribute on ar
incomplete item in a draft benchmark. The item may still be used dur|ng
assessments, but it SHALL NOT appear in generated documents.

prahibitChanges | boolean 0-1 If benchmark producers should prohibit changes to this item during

(atfribute) tailoring (default: false). An author SHOULD use this when they do npt
want tao allow and Lisars 1o hhcnga the-item—Eor avampln’ hanchmarl
users may use this to define items that are integral to compliance, or
enterprise security officers may use it to constrain a benchmark so it
reflects organizational policies.

xml:lang special 0-1 The language for the item; see Section 6.2.10.

(attribute)

xml:base special 0-1 The context for all relative URIs within the item.

(attribute)
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Property

Type

Count Description

Id (attribute)

special

0-1

See Section 6.2.7.

An identifier used for referencing elements included in an XML signature.

In addition to the properties listed in Table 5, <xccdf: Group> and <xccdfr : Rule> elements also
support the properties listed in Table 6. See Sections 6.4.3, 6.4.4, and 6.4.5 for information on additional
properties specific to <xccdf : Group>, <xccdf :Rule>, and <xccdf : Value> elements,
respectively.

Table 6: Properties Specific to <xccdf:Group> and <xccdf:Rule> Elements

Property

Type

Count

Description

rati
(elq

pnale
ement)

HTML-
enabled
text

0-n

Descriptive text giving rationale or motivations for abiding by thisigroup/rule
why it is important to the security of the target platform). It MAY have one or
more <xccdf : sub> elements (see Section 6.2.9), an @override attribute
Section 6.3.1), and/or an @xm1 : 1ang attribute (see Section 6.2.10).

see

pla
(elq

form
ement)

special

Platforms to which this group/rule applies. See Section’6.2.5.

req
(eld

uires
ement)

special

The identifiers of other <xccdf : Group> or«x¢edr : Rule> elements in the
<xccdf : Benchmark>that MUST be selectegd for this group/rule to be evalug
and scored properly. Each <xccdf : regtii res> element specifies a list of 0
or more required items by their identifiers, using the @idrer attribute. If at le
one of the specified <xccdf : Greup> or <xccdf :Rule> elements is selecte
the requirement is met. An <xocdf : requires> element that looked like
<xccdf:requires idrefs""A B C">could be read as "requires that iten]
or item B or item C be selected".

ted
he

Ast
d

A

cof
(elq

flicts
ement)

identifier

0-n

The identifier of another <xccdf : Group> or <xccdf :Rule> in the
<xccdf : BenchmarkSthat MUST be unselected for this group/rule to be
evaluated and scored properly. Each <xccdf:conflicts> element specifi
single conflicting’item using its @idrer attribute. If the specified
<xccdf ; Group> or <xccdf :Rule>element is not selected, the requiremen
met.

S a

t is

sel
(atf

bcted
ribute)

boolean

0-1

If true, this group/rule SHALL be selected to be processed as part of the
<x¢cdf : Benchmark>when it is applied to a target system (default: true). An
unselected group SHALL NOT be processed, and its contents SHALL NOT &
processed either (i.e., all descendants of an unselected group are implicitly
unselected). An unselected rule SHALL NOT be checked and SHALL NOT
contribute to scoring. MAY be overridden by a profile; see Section 6.5.3.

we
(att

ght
ribute)

decimal

0-1

The relative scoring weight of this group/rule, for computing a score, express

denotes the importance of a group/rule. Under some scoring models, scoring
computed independently for each collection of sibling groups and rules, then
normalized as part of the overall scoring process. See Section 7.3.2 for more
information on scoring. MAY be overridden by a profile; see Section 6.5.3.

as a non-negative real number (0.0 or greater, maximum 3 digits, default 1.0).

ed
It
s

6.4.

2 ZxEEdI:wérnmg> Element

If the <xccdf:warning>element’s @category attribute is used, it MUST have one of the values
specified in Table 7.
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Table 7: <xccdf:warning> Element @category Attribute Values

Value Meaning
general Broad or general-purpose warning (default)
functionality Warning about possible impacts to functionality or operational features
performance Warning about changes to target system performance or throughput
hardware Warning about hardware restrictions or possible impacts to hardware
legal Warning about legal implications
redulatory Warning about regulatory obligations or compliance implications
management Warning about impacts to the management or administration of the target system
auqiit Warning about impacts to audit or logging
deﬂ)endency Warning about dependencies between this element and other parts of the target system, or
version dependencies

6.43 <xccdf:Group> Element

An kxccdf : Group> element contains descriptive information about a partion of a benchmark, as W
as Ixccdf :Rule>, <xccdf : Value>, and/or other <xccdf : Group> elements. Table 8 described
<x¢cdf : Group> element’s properties (in addition to the properties,in-Table 5 and Table 6).

Table 8: <xccdf:Group> Element Rroperties

ell
the

Property

Type

Count

Description

Value (element)

Value

0-n

Values that belong.te'this group; see Section 6.4.5.

Group (element)

Group

Rule (element)

Rule

Sub-groups under this group; see Section 6.4.3.

Rules that belehg to this group; see Section 6.4.4.

sighature
(el¢gment)

special

A digitalSignature asserting authorship and allowing verification of the
integrity ‘of the group. See Section 6.2.7.

id (attribute)

special

Unigue element identifier; SHALL be used by other elements to refer {
this element. See Section 6.2.3.

6.44 <xccdf:Rule> Elemént

6.4/4.1 Basics

An kxccdfr : Rule>element defines a single item to be checked as part of a benchmark, or an extend
basg definition for’such items. The <xccdf : check> child element of an <xccdf : Rule> specifies
to verify compliance with a security practice or guideline. See Table 9 and Section 6.4.4.4 for more
information-en’'the <xccdr : check> element.

The|example below shows a very simple <xccdf : Rule> element.

Able
how

<xccdf:Rule id="xccdf org.example rule pwd-perm" selected="1" weight="6.5"
severity="high">
<xccdf:title>Password File Permission</xccdf:title>
<xccdf:description>Check the access control on the password file.
Normal users should not be able to write to it.
</xccdf :description>
<xccdf:requires idref="xccdf org.example rule passwd-exists"/>
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<xccdf:fixtext>
Set permissions on the passwd file to owner-write, world-read
</xccdf: fixtext>
<xccdf:fix strategy="restrict" reboot="0" disruption="low">
chmod 644 /etc/passwd
</xccdf: fix>
<xccdf:check system="http://oval.mitre.org/XMLSchema/oval-definitions-5">
<xccdf:check-content-ref href="ovaldefs.xml" name="oval:org.example:def:123"/>
</xccdf : check>
<fxccdf:Rule>

Ond of XCCDF’s main features is the organization and selection of target-applicable groups.and-rules|for
perfprming security and operational checks on systems. XCCDF can access granular and expressive
meghanisms for assessing the state of a system according to the rule criteria. Examples of these

meghanisms are definitions expressed in the Open Vulnerability and Assessment Language (OVAL) and
questionnaires expressed in the Open Checklist Interactive Language (OCIL). These-checking
meghanisms follow the conceptual model of collecting or acquiring the state of‘a\target system, and th
assessing the state for conformance to conditions and criteria expressed as rules.

4%
S

XCCDF MAY use rule checking systems other than (or in addition to) QWAL and OCIL. To facilitate
this| XCCDF supports referencing by including the appropriate cheeklcontent location and check
refefence in the <xccdf : check>element. Rule checking systems-are defined separately from XCCIDF
itself so that both XCCDF and the rule checking system can evolve and be used independently. It is
helgful for rule checking mechanisms used by XCCDF to comply with the following:

[72]

e The mechanism can express both positive and hegative criteria. A positive criterion mean
that if certain conditions are met, then the syStem satisfies the check, while a negative criterig
means that if the conditions are met, the system fails the check. Experience has shown that bgth
kinds are necessary for checks.

>

e The mechanism can express Boolean combinations of criteria. It is often impossible to
express a high-level security praperty as a single quantitative or qualitative statement about a
system’s state. Therefore,the. ability to combine statements with ‘and’ and ‘or’ is critical.

e The mechanism can_incorporate tailoring values set by the user. Value modification is
important for XCCDE/document tailoring, including substitution of tailored values as well as
tailoring of a selected set of rules.

6.4/4.2 Properties

Tabje 9 describgs the <xccdf : Rule> element’s properties (in addition to the properties in Table 5 and
Table 6).
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Table 9: <xccdf:Rule> Element Properties

Property Type Count Description
ident string 0-n A globally meaningful identifier for this rule. MAY be the name or identifier of
(element) a security configuration issue or vulnerability that the rule remediates. Has an
associated URI that SHALL denote the organization or naming scheme that
assigned the name (see Table 10 for assigned URIs). By setting an
<xccdf : ident> element on a rule, the benchmark author effectively
declares that the rule instantiates, implements, or remediates the issue for
which the name was assigned. For example, the <xccdf: ident> value
might be a CVE identifier; the rule could be a check that the target platforpn
was not subject to the vulnerability named by the CVE identifier, and 'the’URI
would be that of the CVE website. An <xccdf: ident> element MAY) alsq
have other attributes from other namespaces in order to provide addition3l
metadata for the given identifier.
impact- string 0-1 The potential impact of failure to conform to the rule, expressed as a CVYS
metric 2.0 base vector (defined by NIST IR 7435). The property-is deprecated jJand
(el¢gment) its use should be avoided (see Table 42). A suggested alternate locatign
for impact metric data is the <xccdf :metadata> €lement within the
<xccdf:Rule>.
prdfile-note | HTML- 0-n Text that describes special aspects of the rule'related to one or more profiles.
(element) enabled This allows an author to document thingswithin rules that are specific to a
text given profile, and then select the appropriate text based on the selected
profile and display it to the reader¢ The element MUST have a @tag attrijute
that holds an identifier; an <xcédr* Profile> MAY refer to this tag throigh
the <xccdf:Profile> @note-tag attribute. The element also MAY haye
one or more <xccdf : sub%elements (see Section 6.2.9) and/or an
@xml : 1ang attribute (s€esSection 6.2.10).
fixtext special 0-n Data that describes how to bring a target system into compliance with this
(element) rule. Each <xccdf* fixtext> element MAY be associated with one or more
<xccdf : fix>'element values. See Section 6.4.4.5.
fix special 0-n A command-string, script, or other system modification statement that, if
(element) executed-oen the target system, can bring it into full, or at least better,
compliance with this rule. See Section 6.4.4.5.
check special (1-n The-definition of, or a reference to, the target system check needed to tegt
(element) instances_ |\compliance with this rule. Sibling <xccdf : check> elements MUST have
of check)\} different values for the combination of their @selectorand @system
XOR attributes, and different values for their @id attribute (if any). See Section
(1 6.4.44.
complex- special _{“nstance | A poolean expression composed of operators (and, or, not) and individua
check of checks. See Section 6.4.4.4.
(el¢ment) complex-
check)
sighature Special 0-1 A digital signature asserting authorship and allowing verification of the
(element) integrity of the rule. See Section 6.2.7.
role string 0-1 The rule’s role in scoring and reporting. It MAY be one of the following:
(atfribute) o “full” (if the rule is selected, then check it and let the result contribute fo
the score and appear in reports) (default)
e “unscored” (if the rule is selected, then check it and include the results in
any report, but do not include the result in score computations)
e “unchecked” (if the rule is selected, then do not check it; just force the
result status to “notchecked”)
MAY be overridden by a profile.
id special 1 Unique element identifier; SHALL be used by other elements to refer to this
(attribute) element. See Section 6.2.3.

© ISO/IEC 2013 — All rights reserved

23


https://standardsiso.com/api/?name=15c969c954f84491042f6bd816725e83

ISO/IEC 18180:2013(E)

SPECIFICATION FOR THE EXTENSIBLE CONFIGURATION CHECKLIST DESCRIPTION FORMAT (XCCDF) VERSION 1.2

Property Type Count Description
severity string 0-1 Severity level code to be used for metrics and tracking. When used, it SHALL
(attribute) have one of the following values:

e ‘“unknown” (severity not defined) (default)

e ‘“info” (rule is informational only; failing the rule does not imply failure to
conform to the security guidance of the benchmark)

e “low” (not a serious problem)

e “medium” (fairly serious problem)

Sl ol [ HH 1 kLl AY
hd g \(grave o CraCarrprooreTTT)

MAY be overridden by a profile; see Section 6.5.3.

mujtiple boolean | 0-1 Applicable in cases where there are multiple instances of a target-For
(atfribute) example, a rule may provide a recommendation about the configuration of
application user accounts, but an application may have manyuser accouI:ts.
Each account would be considered an instance of the broader assessment
target of user accounts. If the @multiple attribute is set te true, each
instance of the target to which the rule can apply SHOULD be tested
separately and the results SHOULD be recorded separately. If @émultiple
is set to false, the test results of such instances.SHOULD be combined. If the
checking system does not combine these results automatically, the resultg of
each instance SHOULD be ANDed together4o produce a single result us|ng
the AND truth table in Section 6.4.4.4. (default:false)
If the benchmark consumer cannot perform multiple instantiation, or if
multiple instantiation of the rule is‘not applicable for the target system, the
the benchmark consumer MAY ‘ignore this attribute. For example, OVAL
checks cannot produce sepatate results for individual instances of a targg
See Section 7.2.3.5.2.

=

—

6.4/4.3 <xccdf:ident> Elements

Table 10 lists assigned URIs that MAY appear_as the value of the @system attribute of an
<x¢cdf : ident> element. If an identification system included in Table 10 is being specified, the
@system attribute’s value SHALL correspond to the appropriate URI in the table. An author MAY
cregte a new URI for an identification ‘'system not listed in the table; this URI SHALL NOT duplicate gny
of the Table 10 URI values.

Table 10: Assigned Values for the @system Attribute of an <xccdf:ident> Element

URI Identifier Value Description
http://cce.mitre.org Common Configuration Enumeration (CCE) — the identifier value MUST be
a CCE version 5 number
httpp://cpe.mitre.qrg CPE - the identifier value MUST be a CPE version 2.0 or 2.3 name
htt;I)://cve.mitre.org CVE - the identifier value MUST be a CVE number
httﬂ»://www.cert.org CERT Coordination Center — the identifier value SHOULD be a CERT

advisory identifier (e.g., “CA-2004-02”)

'llﬁp.//vvvvvv.'r\'u.ucﬁ.w9 YS-CERT votmerabitity motesdatabase—the dentifrervatoe-SHOUYtEDbe a
vulnerability note number (e.g., “709220”)

http://www.us-cert.gov/cas/techalerts | US-CERT technical cyber security alerts — the identifier value SHOULD be
a technical cyber security alert ID (e.g., “TA05-189A")

An <xccdf:ident>element MAY also have additional attributes from schemas other than the
XCCDF schema. Individual organizations and standards MAY associate specific interpretations of rules
based on the value of an <xccdf : ident> element and these additional attributes are allowed in order
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to refine those interpretations. These additional attributes MUST NOT alter the processing of a
benchmark document as described in Section 7, although they MAY be added to the output of Document
Generation or displayed to users during processing.

6.4.4.4 <xccdf.check> and <xccdf.complex-check> Elements

Table 11 shows the possible properties of the <xccdf : check> element.

11.- Af:aln [ Clomant Deaonart:
C T SACCOT CHCCrICThcT o - TUPCTUCS

HAroperty Type Count Description

check-import | special 0-n Identifies a value to be retrieved from the checking system during testing pf a
(el¢ment) target system. This element MUST be empty. After the assogiated check
results have been collected, the result structure returned by\the checking
engine is processed to collect the named information. This information is then
recorded in the <xccdf:check-import>element in the corresponding
<xccdf:rule-result>. This could be a single yalue or structured XMY. In
the latter case, the @import-xpath attribute canbe used to traverse thq
structured XML and identify specific informatian of interest to record in the
result.

chgck-export | special 0-n A mapping from an <xccdf : Value> element to a checking system varigble
(el¢ment) (i.e., external name or id for use by the checking system). This supports

export of tailoring values from the"XCCDF processing environment to the
checking system. The @value-4d attribute of the <xccdf:check-expqrt>
element MUST match the @idattribute of an <xccdf: value>elementin
the benchmark. The interface between the XCCDF benchmark consumerland
the checking system SHOULD support, at a minimum, passing the following

properties of the <xccdrf : Value> element: <xccdf:value>, @type, and
@operator.

check- special 0-n Points to code-for a detached check in another location that uses the
content-ref language or system specified by the <xccdf:check> element's @systdm
(elgment) attribute.[The @href attribute identifies the code location, and the
OPTIONAL @name attribute MUST refer to a particular part, element, or
component of the code. The default behavior of an <xccdf:check-
content-ref> element that does not have a @name attribute SHALL be to
execute all checks in the referenced code and AND their results together|into
a single <xccdf:rule-result>. However, if the @multi-check attripute
(below) is set to true and a nameless <xccdf:check-content-ref>i
used, each check in the targeted code is reported as a separate
<xccdf:rule-result>.

If multiple <xccdf:check-content-ref>elements appear, they repregent
alternative locations from which a benchmark consumer may obtain the
check content. Benchmark consumers SHOULD process the alternatives|in
the order in which they appear in the XML. The first <xccdf:check-
content-ref>from which content can be successfully retrieved SHOULD
be used. (Note that ensuring the validity of this content is not the
responsibility of a benchmark consumer.)

ITDOWh <xccdf:check-content-rer>adnd <xccdr:check-content
elements appear in a single <xccdf : check> element, benchmark
consumers SHOULD use the <xccdf:check-content> element only if
none of the references can be resolved to provide content.
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Property Type Count Description
check- special 0-1 Holds the actual code of a check, in the language or system specified by the
content <xccdf :check> element's @system attribute. The body of this element
(element) MAY be any XML, but SHALL NOT contain any XCCDF elements. It is

OPTIONAL for benchmark consumers to process this element; typically it will
be passed to a checking system or engine.

If both <xccdf:check-content-ref>and <xccdf:check-content>
elements appear in a single <xccdf : check> element, benchmark
consumers SHOULD use the <xccdf:check-content> element only if
nione of the references can be resolved 1o provide content.

sydtem URI 1 The URI for a checking system. The URI SHALL be compliant with the
(atfribute) appropriate checking system specification (e.g., OVAL, OCIL). If the.chegking
system uses XML namespaces, then the @system attribute forthe’systemn
SHOULD be its namespace.

negate boolean 0-1 If set to true, the final result of the check is negated according to the truth
(atfribute) table in Table 14. (default: false)

id (pttribute) | identifier | 0-1 Unique identifier for this element.

selector string 0-1 This MAY be referenced from a profile or usedduring manual tailoring to
(atfribute) refine the application of the rule. If no selectors-are specified for a given

<xccdf:rule>, all <xccdf:check> elements with non-empty @selector
attributes SHALL be ignored. If a rule has multiple <xccdf: check>
elements with the same @selectorattribute, each MUST employ a diffgrent
checking system, as identified byythe @system attribute of the
<xccdf : check> element.

mujti-check boolean 0-1 Applicable in cases where 'multiple checks are executed to determine
(atfribute) compliance with a singleffule. This situation can arise when a check incluges
an <xccdf :check-eontent-rer>element that does not include a @ngme
attribute. The default behavior of a nameless <xccdf:check-contentt
ref> SHALL beto execute all checks in the referenced check content
location and AND their results together into a single <xccdf:rule-

result> tsing the AND truth table below (Table 12). This corresponds tp a
@multa<check attribute value of “false”. If, however, the @multi-check
attribute is set to "true" and a nameless <xccdf:check-content-ref}is
used; the rule produces a separate <xccdf:rule-result> for each check
in the check content location. (default: false) See Section 7.2.3.5.2.

xm|:base special 0-1 The context for all relative URIs within the check.
(atfribute)

In pJace of an <xccdf scheck> element, XCCDF allows an <xccdf : complex—-check> element.

<x¢cdf :check&and/or <xccdf : complex—-check>elements. This allows benchmark authors tp
cregte more sophisticated checks and to mix checks written with different checking systems. An
<xqcdf :Rule>MAY have at most one <xccdf : complex—-check> element; on inheritance, the
extgnding rule’s <xccdf : complex-check>SHALL replace the extended rule’s

<xccdf:check>o0r <xccdf: complex check>element to process for each rule. If both
<xccdf :check>elements and an <xccdf : complex-check>element appear in a rule, then the
<xccdf : check> elements will be ignored. See Section 7.2.3.5 for additional information on check
processing.

When an <xccdf : check> element is used with an <xccdf : complex—-check> element, the
<xccdf :check>element’s @multi-check attribute MUST be ignored.
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Operators that MAY be used to combine the constituents of an <xccdf : complex—-check>are AND
and OR. Truth tables that MUST be used when evaluating these operators appear in Table 12 (AND) and
Table 13 (OR). Each <xccdf : complex—check>MAY also specify that the expression should be
negated (NOT); see Table 14 for the corresponding truth table. All of the abbreviations in the truth tables
come from the description of the <xccdf : rule-result>element (see Table 26 in Section 6.6.4.2 for
definitions of each abbreviation).

With an “AND” operator, the <xccdf : complex—-check> evaluates to Pass only if all of its enclosed
termMS(<xccdf : check> and <xccdf : complex-check> elements) evaluate 1o Pass. 1aple 12
shoyvs the truth table for “AND”.

Table 12: Truth Table for AND

AND|P | F|U|E|[N|K|S]|I
P |P|F|U|E|P|P|P|P
F |FIF|F|F|F|F|F|F
U |U|F|lU|lUu|lu|lu|u]|u
E |[E|F|U|E|E|E|E|E
N [P|{F|U|E|N|[N|NEN
K |[P|{F|U|E|N|K{K]|K
S [P|F|U|E|N|K{S]|S
Il |P|F|lU|E|NPK|S]I

The|“OR” operator evaluates to Pass if any of its enclosed terms evaluate to Pass. The truth table for
“OR” is shown in Table 13.

Table 13 0Truth Table for OR

%
C
m
zZ
A

nwlin|X|IZMcCc|m|o|wn
—|»n|XxX{(Z|/Mm|C|m|O|—

— || X|Z| M| E&E4{/m| T

TW| V| OV|O0|(TOV|TV|T|0O|) 0O

MMM C|T| 0|

c|jcjcjcjcjc|jc|mo
m mm|m(m|C|m|o
Z|Z2|Z2|Z|/m|C|m|T©
A|AIAZz/lmlc|m|T

If the @riega te attribute is set to true, then the result of the <xccdf : complex—-check> s

nlamantad finvartad) Tha full triith tahla far nanatian ic lictad in Tahla 14
col
prertHete oY ete e —HeuH—trtepre o e gat oSSt e —aoie—=4-

Table 14: Truth Table for Negation

PIF|U|E|N|K|S|I
not | F|P|U|E|N|K|S]|I

The example below shows an <xccdf : complex-check> with several components.
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<xccdf:complex-check operator="OR">
<xccdf:check system="http://oval.mitre.org/XMLSchema/oval-definitions-5">
<xccdf:check-content-ref href="xpDefs.xml"
name="oval:org.example:def:456"/>
</xccdf: check>
<xccdf:complex-check operator="AND" negate="1">
<xccdf:check system="http://oval.mitre.org/XMLSchema/oval-definitions-5">
<xccdf:check-content-ref href="xpDefs.xml"
name="oval:org.example:def:789"/>
</xccdf : check>
<xccdf:check system="http://scap.nist.gov/schema/ocil/2.0">
<xccdf:check-content-ref href="xpInter.xml"
name="ocil:org.example:questionnaire:6"/>
</xccdf : check>
</xccdf : complex-check>
</xccdf : complex-check>

6.4/4.5 <xccdf:fixtext> and <xccdf:fix> Elements

The|<xccdf: fixtext>and <xccdf : £ix>elements help tools support sophisticated facilities fof
autgmated and interactive remediation of benchmark findings. Table/15ists the possible properties oflan
<x¢cdf:fixtext>element.

Table 15: Possible Properties for <xccdf:fixtext> Element

Prioperty Type Count Description
sul identifier 0-n Specifies an <xccdf :Yalue> or <xccdf :plain-text> substitution. See
(el¢ment) Section 6.2.9.
xm|:lang special 0-1 The language for the element; see Section 6.2.10.
(atfribute)
ovérride boolean | 0-1 Specifies_inheritance behavior (see Section 6.3.1). (default: false)
(atfribute)
fixrpf identifier | 0-1 A reference to a specific <xccdf: fix> @id attribute. This allows pairing
(atfribute) explanatory text with specific fix procedures.
reboot boolean | 0-1 Whether or not remediation will require a reboot or hard reset of the target. When
(atfribute) specified, it SHALL have one of two values: true (1) or false (0) (default: 0).
strategy string 0-1 The method or approach for fixing the problem. When specified, the attribute
(atfribute) SHALL have one of the following values:
¢ unknown (strategy not defined) (default )
¢ configure (adjust target configuration/settings)
e combination (combination of two or more approaches)
e disable (turn off or uninstall a target component)
e enable (turn on or install a target component)
e patch (apply a patch, hotfix, update, etc.)
'Y pnlir*\ll (rpmpdinfinn rnnluirne out-aof-hand ndjnefmnnfe ta pnlirine or
procedures)
o restrict (adjust permissions, access rights, filters, or other access restrictions)
e update (install upgrade or update the system)
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Property Type Count Description
disruption | string 0-1 An estimate of the potential for disruption or operational degradation that the
(attribute) application of this fix will impose on the target. When specified, the attribute
SHALL have one of the following values:
¢ unknown (disruption not defined) (default)
¢ low (little or no disruption expected)
e medium (potential for minor or short-lived disruption)
e high (potential for serious disruption)
complexity | string 0-1 The estimated complexity or difficulty of applying the fix to the target. When
(atfribute) specified, the attribute SHALL have one of the following values:
e unknown (complexity not defined) (default)
¢ low (fix is very simple to apply)
¢ medium (fix is moderately difficult or complex)
e high (fix is very complex to apply)

Table 16 lists the possible properties of an <xccdr : £ix>element.

Table 16: Possible Properties for <xccdf:fix> Element

Property Type Count Description

sul identifier Specifies an <xccdf: Value> or <xccdf ¥plain-text> substitution. Seq

(el¢ment) Section 6.2.9.

insfance string 0-n Designates a spot where the name ©f the instance SHOULD be substituted|into

(el¢ment) the fix template to generate the fifal fix data. If the @context attribute is
omitted, the value of the context. SHALL default to “undefined”.

id identifier | 0-1 A local identifier for the element. It is OPTIONAL for the id to be unique;

(atfribute) multiple <xccdf: £ix>elements MAY have the same id but different valuep for
their other attributes.

reboot boolean 0-1 Whether or not remédiation will require a reboot or hard reset of the target.

(atfribute) Permitted values:true (1) and false (0) (default: 0).

strategy string 0-1 The method ‘or-approach for fixing the problem. See Table 15 for the list of

(atfribute) possible yalues.

disfuption string 0-1 An estimate of the potential for disruption or operational degradation that thg

(atfribute) application of this fix will impose on the target. See Table 15 for the list of
possible values.

complexity | string 0-1 The estimated complexity or difficulty of applying the fix to the target. See Tlable

(atfribute) 15 for the list of possible values.

syqtem URI 0=1 A URI that identifies the scheme, language, engine, or process for which the fix

(atfribute) contents are written. Table 17 defines several general-purpose URNs that MAY

be used for this, and tool vendors and system providers MAY define and use
target-specific URNs.

plagform URI 0-1 In case different fix scripts or procedures are required for different target
(atfribute) platform types (e.g., different patches for Windows Vista and Windows 7), this
attribute allows a CPE name or CPE applicability language expression to b¢
associated with an <xccdf: fix> element. This SHOULD appear on an
<xccdf : fix>when the content applies to only one platform out of several to
which the rule could apply.

Table 17 lists predefined values for the @system attribute of an <xccdf : £ix> element.
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Table 17: Predefined Values for @system Attribute of <xccdf:fix> Element

URI

Content of the <xccdf:fix> Element

urn:xccdf:fix:commands

A list of target system commands; executed in order, the commands should bring
the target system into compliance with the rule.

urn:xccdf:fix:urls

A list of one or more URLs. The resources identified by the URLs should be applied
to bring the system into compliance with the rule.

urn:xccdf:fix:script:language

A script written in the given language. Executing the script should bring the target
system into compliance with the rule. The following languages are pre-defined:

sh — Bourne shell

csh — C Shell

perl — Perl

batch — Windows batch script

python — Python and all Python-based scripting languages
vbscript — Visual Basic Script (VBS)

javascript — Javascript (ECMAScript, Jscript)

tcl — Tcl and all Tcl-based scripting languages

u

3

n:xccdf:fix:patch:vendor

A patch identifier, in proprietary format as defined by(the vendor. The vendor string
should be the DNS domain name of the vendor. Eorexample, for Microsoft
Corporation, the DNS domain is “Microsoft.com?.

6.4/5 <xccdf:Value> Element

6.4/5.1 Basics

An kxccdf : Value> is a hamed parameter (with a urique @:d attribute) that can be substituted intd
properties of other elements within the benchmark, in¢luding the interior of structured check

spegifications and fix scripts. An <xccdf : Values can hold string, boolean, or numeric content, or |ists
therpof. <xccdf : Value>elements can include information about permissible values, display defaults,

and |restrictions on tailoring for the Value. For example, an <xccdf : Value> might be used to hold &
ben¢hmark’s lower limit for password lehgth on some OS. In a profile for that OS to be used in a clos¢d
lab, [the default value might be 8, but in-a profile for that OS to be used on the Internet, the default vale

might be 12.

Thelexample below shows an.<ixccdf : Value> element.

<xccdf:Value(id="xccdf org.example value web-server-port" type="number"
operator="equals"> - - -
<xccdf ‘title>Web Server Port</xccdf:title>
<xccdf(description>TCP port on which the server listens
</xcedf :description>
<xccdf:value>12080</xccdf:value>
<xccdf :default>80</xccdf:default>
<xccdf: lower-bound>0</xccdf: lower-bound>

</xccdf:Value>

<xccdf : upper-bound>65535</xccdf : upper-bound>

<xccdf :Value>elements MAY encapsulate values that are lists (possibly zero-length) of simple
types. These structures are supported by the <xccdf : complex-value> element, the
<xccdf:complex-default>element, and within the <xccdf: choices> element, the
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<xccdf:complex-choice>element. If any of these elements has no child elements, it represents an
empty list.

Assingle <xccdf : Value> MAY use a mixture of both simple (i.e., a single number, string, or boolean
value) and complex types. Apart from its ability to encapsulate different types of information, a complex
field is used in the same way as its simple counterpart.

6.4.5.2 Properties

Table 18 describes the <xccdf : Value> element’s properties (in addition to the core item properties
iously described in Table 5).

prev

Table 18: <xccdf:Value> Element Properties

Property Type Count Description
vallie (element) | string The current value of this <xccdf : Value>. This'element MAY have a
@selector attribute (see Section 6.4.5.5).
complex-value special 1-n Similar to <xccdf:value> except thatthis-€lement supports values that
(elgment) are lists of simple types. This element MAY have a @selector attribfite
(see Section 6.4.5.5).
default string The default value displayed toth&.user as a suggestion by benchmark
(el¢ment) producers during tailoring ofthis’<xccdf : value> element. (This is npt
the default value of an <x&cdf : Value>.) This element MAY have a
0-n @selector attribute (See)Section 6.4.5.5).
comhplex-default | special Similar to <xccdfydéfault>except that this element supports defadilt
(elgment) values that are lists-of simple types. This element MAY have a
@selector attribute (see Section 6.4.5.5).
maltch string 0-n A Perl Compatible Regular Expression (PCRE) (see [PCRE] and
(el¢ment) [UNICQODE]) that a benchmark producer MAY apply during tailoring to
validate a user’s input for the Value. It SHALL use implicit anchoring. It
SHALL apply only when the @type is “string” or “number” or a list of
strings and/or numbers. For example, if the @type was “string”, but the
value was meant to be a Cisco 10S router interface name, then the
<xccdf :match> element might be set to “[A-Za-z]+ *[0-9]+(/[0-9.]+)*].
This would allow a tailoring tool to reject an invalid user input like “f8xq+”
but accept a legal one like “Ethernet1/3”. This element MAY have a
@selector attribute (see Section 6.4.5.5).
lower-bound decimal 0-n Minimum legal value for this Value. It is used to constrain value input
(elegment) during tailoring, when the @type is “number”. Values supplied by the user
for tailoring the benchmark MUST be equal to or greater than this number.
This element MAY have a @selector attribute (see Section 6.4.5.5).
upper-bound decimal 0-n Maximum legal value for this Value. It is used to constrain value input
(element) during tailoring, when the @type is “number”. Values supplied by the yser
for tailoring the benchmark MUST be less than or equal to this numbef.
This element MAY have a @selector attribute (see Section 6.4.5.5).
choices special 0-n A list of legal or suggested choices (values) for an <xccdf:Value>
(element) element, to be used during tailoring and document generation. See

Section 6.4.5.3.
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Property Type Count Description
source URI 0-n URI indicating where the tool may acquire values, value bounds, or value
(element) choices for this <xccdf: value> element. XCCDF does not attach any

meaning to the URI; it may be an arbitrary community or tool-specific
value, or a pointer directly to a resource. If several values for the
<xccdf : source> element appear, then they SHALL represent
alternative means or locations for obtaining the value in descending order
of preference (i.e., most preferred first).

signature special 0-1 A digital signature asserting authorship and allowing verification of the
(el¢ment) integrity of the Value. See Section 6.2.7.

id (pttribute) special 1 Unique element identifier. See Section 6.2.3.

type (attribute) string 0-1 The data type of the Value: “string”, “number”, or “boolean” (default:

“string”). A tool may choose any convenient form to store a\Value’'s
<xccdf :value> element, but the @type attribute conveys how the
Value SHOULD be treated for user input validation purposes during
tailoring processing. The @type attribute MAY also be used to give
additional guidance to the user or to validate the user’s input. For
example, if an <xccdf:value> element's @type attribute is “numbef”,
then a tool might choose to reject user tailoring input that is not compgsed
of digits. In the case of a list of values, thé)et ype attribute, if present,
SHALL be applied to all elements of the list individually.

opgrator string 0-1 The operator to be used for comparing this Value to some part of the test

(atfribute) system’s configuration during fule checking (default: “equals”). See
Section 6.4.5.4.

intgractive boolean 0-1 Whether tailoring for this Value should also be performed during

(atfribute) benchmark application (default: false). The benchmark consumer MA
ignore the attribute.if\asking the user is not feasible or not supported.

intdrfaceHint string 0-1 A hint or recommiendation to a benchmark consumer or producer abolit

(atfribute) how the user might select or adjust the Value. If used, this element

SHALL have one of the following interface pattern values:
e “choice” (multiple choice)
o ~textline” (multiple lines of text)
o\ “text” (single line of text)
e ‘“date” (date)
e ‘“datetime” (date and time)

6.4J5.3 <xccdf:choices>-Element

The|<xccdf: choic®s>element SHOULD be used when there are a moderate number of known
valyes that are mest-appropriate. For example, if the Value were the authentication mode for a server, the
chofces might be*“password” and “pki”. Table 19 lists the possible properties for an

<x¢cdf : chei ces>element. If a product presents the choice values from an <xccdf:choices
element to-a user, they SHOULD be presented in the order in which they appear.

Table 19: Possible Properties for <xccdf:choices> Element

Property Type Count Description

choice (element) string The text of a possible choice.

complex-choice special 1-n A possible choice consisting of a list of values. If this element has no

(element) <xccdf : i tem> children, it SHALL represent an empty list.

mustMatch boolean | 0-1 If this is true, the list SHALL represent all the legal values. If this is false

(attribute) or absent, the list SHALL represent suggested values, and other values
MAY also be legal (subject to the parent <xccdf:vValue>element’s
@Qupper-bound, @lower-bound, and @match attributes).
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Property Type Count Description

sel

ector (attribute) | string 0-1 Used for tailoring via a profile. See Section 6.4.5.5.

6.4.5.4 @operator Attribute

When defining an <xccdf : Value> element, the benchmark author MAY specify the operator to be
used for comparing the Value to a configuration during rule checking. For example, one part of an OS
benchmark might be verifying that the configuration included a minimum password length; the

<xgcdf : Value> element that holds the tailorable minimum could have @type “number” and

@op

capgbilities of the checking system. Benchmark consumers MAY ignore the @operator attribute;

ther

pfore, authors SHOULD include sufficient information in the <xccdf :descriptien>and

<x¢cdf : question>elements to make the role of the Value clear. Table 20 describes-the
@Qoperator values permitted for each @type value.

Table 20: Permitted Operators by Value Type

erator “greater than”. Exactly how <xccdf :Value> elements are used in rules depends-or| the

Value Type Available Operators
nurlwber equals, not equal, less than, greater than, less than or equal, greater than or equal (default: equgls)
boglean equals, not equal (default: equals)
strihg equals, not equal, pattern match (pattern match means regular expression match; SHOULD conpply
with [UNICODE]) (default: equals)
listp as component data type
6.4/5.5 @selector Attribute
As detailed in Table 18, an <xccdf : Value>MAY include various elements that constrain or limit the

valy
ben

omi
@se
<xd
<x(q
@se

es that the Value may be given. Authors MAY use these elements to assist users in tailoring the

lector attribute. For elements that may be substituted for each other—specifically,
cdf:value>and <xcedf:complex-value>elements, and <xccdf:default>and
cdf : complex-default>elements—no more than one instance of either element MAY omit
Iector attribute;-and every other instance of both elements MUST have a different value specif

for its @selectofattribute. For more information about selector types, see Section 6.5.3.

In the absenceé of any profile or tailoring actions, the default <xccdf:value>or <xccdf : complq

val
ther|

ue>element in an <xccdf : Value> SHALL be the one with an empty or absent @selector)
P SO <xccdf : value>0r <xccdf:complex-value>element with an empty or absent

@sd

lector the first <xocdf-value>or <xccdf-complex—value> element in top-down

chmark. These elements all support thé-@se lector attribute. If there are multiple instances of one
of these elements within a single <xcedf : Value> element, no more than one of the instances MAY
[ the @selector attribute, and every other instance MUST have a different value specified for if

172

the

b 5¢ —

If

processing of the XML SHALL be the default element. For all other selectable <xccdf:Value>
elements (i.e., <xccdf :default> <xccdf:complex-defaul t> <xccdf :match>,
<xccdf :upper-bound>, <xccdf:lower-bound>, and <xccdf : choices>), the default
activity SHALL be to ignore all elements without an empty or absent @selector.
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6.5

6.5.

<xccdf:Profile> Element

1 Basics

An <xccdf : Profile>element is a named tailoring for a benchmark. While a benchmark can be

tailored in place by setting properties of various elements, <xccdf : Profile>elements allow one
benchmark document to hold several independent tailorings. The <xccdf : select> element children
of the <xccdf : Profile> affect which <xccdf:Group>and <xccdf : Rule> elements are

sele
elen
the

incl
con
com

Ctet for ProcessiNg WHem the <xccdr : Profile> IS IMelfect The <xXccdl i refine-rule
nent allows modification of properties in <xccdf : Group>and <xccdf : Rule> elements, whi

xccdf : refine-value>element allows modification of <xccdf : Value> properties,
Iding selection of the effective value. Finally, <xccdf:set-value>and <xccdf :$ot -
plex-value>allowan <xccdf : Value> element's value to be set directly to a.simple or
plex setting, respectively. The example below shows a simple <xccdf: Profile>.

</

kccdf:Profile id="xccdf org.example profile strict" prohibitChanges="1"
extends="xccdf org.example profile lenient" note-tag=Ystrict-tag">

<xccdf:title>Strict Security Settings</xccdf:title>

<xccdf:description>

</xccdf:description>

<xccdf:set-value idref="xccdf org.example value password-len">10</xccdf:set-val

<xccdf:refine-value idref="xccdf org.example value session-timeout"
selector="quick"/> -

<xccdf:refine-rule idref="xccdf org.example ‘value session-auth-rule"
selector="harsh"/> -

<xccdf:select idref="xccdf org.example wvalue password-len-rule" selected="1"/>

<xccdf:select idref="xccdf org.example value audit-cluster" selected="1"/>

<xccdf:select idref="xccdf org.example value_ telnet-disabled-rule" selected="1"

<xccdf:select idref="xccdf org.example value telnet-settings-cluster"
selected="0"/> - - -

kccdf : Profile>

Strict lockdown rules and values, for hosts deployed to high-risk environmentg.

he>

An
the
any
<xd

Cert
the

whi
ove

xccdf : Profile>MAY extend another <xccdf : Profile> inthe same benchmark by usiTg

lextends attribute. An'<xccdf:Profile>inan <xccdf:Tailoring>element MAY ex
<xccdf: Profile>in abenchmark, but <xccdf:Profile>elementsinan
cdf:Tailoripg>tlement SHALL NOT be extended.

ain properties<of the extended <xccdf : Profile> appear before the corresponding properties i

extending <sxccdf : Profile>. Since <xccdf: Profile> properties are processed in the ordg

Ch they<appear in the XML, this means that properties of the extending <xccdf : Profile>can

and

7.2.3.4 for additional information on extension and inheritance.

ridé.corresponding properties inherited from the extended <xccdf : Profile>. See Sections 7.2.

end

6.5.

Tab

2 Properties

le 21 describes the <xccdf : Profile> element’s properties.
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Table 21: <xccdf:Profile> Element Properties

Property Type Count Description

status (element) | special 0-n Status of the profile and date at which it attained that status. Authors MAY
use this element to record the maturity or consensus level of a profile. If
the status is not given explicitly, then the <xccdf: Profile>is taken to
have the same status as its parent <xccdf : Benchmark>. See Section
6.2.8.

dc-status special 0-n Holds additional status information using the Dublin Core format. See

(e: LA~} It) SCUt;UII 0.2-8-

version string 0-1 Version number of the profile, with an OPTIONAL @t ime timestamp

(el¢ment) attribute (when the version was completed) and an OPTIONAL ‘@uipdd te
URI attribute (where updates may be obtained).

titlg (element) string 1-n Title of the profile. It MAY have one or more <xccdf : sub> elements [see
Section 6.2.9), an @xml : lang attribute (see Section 6:2.10), and/or an
@Qoverride attribute (see Section 6.3.1).

degcription HTML- 0-n Text that describes the profile. It MAY have one/oFmore <xccdf : sulp>

(element) enabled elements (see Section 6.2.9), an @override attribute (see Section

text 6.3.1), and/or an @xm1 : 1ang attribute (see-Section 6.2.10).

refgrence special 0-n A reference where the user can learnimore about the subject of this

(el¢ment) profile. See Section 6.2.6.

platform string 0-n A target platform for this profil€. See Section 6.2.5.

(el¢ment)

selpct, set- special 0-n References to Groups, Rules, and Values for customization and tailoring.

complex-value, See Section 6.5.3.

setjvalue,

refine-value,

refine-rule

(el¢gment)

metadata special 0-n Metadata associated with this <xccdf: Profile>. See Section 6.2.4]

(el¢gment)

sighature special 0-1 Adigital signature asserting authorship and allowing verification of the

(el¢gment) integrity of the <xccdf: Profile>. See Section 6.2.7.

id (pttribute) special Unique identifier for this <xccdf: Profile>. See Section 6.2.3.

prahibitChanges | boolean 0 Whether or not products should prohibit changes to this

(atfribute) <xccdf: Profile> (default: false).

abgtract boolean 0-1 If true, then this <xccdf: Profile> exists solely to be extended by other

(atfribute) <xccdf:Profile> elements (default: false). See Sections 6.3.1 and
7.2.2.

note-tag identifier | 0-1 Tag identifier to specify which <xccdf:profile-note>element from

(atfribute) an <xccdf:Rule> should be associated with this <xccdf:Profilel>.

extends identifier | 0-1 The id of an <xccdf: Profile>on which to base this

(atfribute) <xccdf:Profile>.

xml:base special 0-1 The context for all relative URIs within the profile.

(attribute)

Id (attribute) special 0-1 An identifier used for referencing elements included in an XML signature.
See Section 6.2.7.

6.5.3 Selectors

Each <xccdf: Profile> can contain one or more selectors to express a particular customization or
tailoring of the <xccdf : Benchmark>. Table 22 defines the five kinds of selectors.
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Table 22: Selectors

Property Type Count Description
select special 0-n Designates a Rule, Group, or cluster of Rules and Groups. It overrides the
(element) @selected attribute on the designated items, providing a means for

including or excluding rules from an assessment.
The <xccdf:select> element MAY have one or more <xccdf : remark>
elements (strings) containing explanatory material or other prose. Each
instance of <xccdf: remark>MAY have an @xml : 1ang attribute (see
Sectioh-6-2-1 n)_Thn e 1 > oeleamant's 21 deo £ attriniitg

(identifier) SHALL specify the designated Group, Rule, or cluster of Ruleg and
Groups; it MUST match the @1id attribute of a Group or Rule in the
Benchmark, or the cluster id assigned to one or more Rules or Gfaups. Iffthe
<xccdf:select>element's REQUIRED @selected attribute’(boolean) is
set to true, the Rule, Group, or Rules and Groups in the cluster SHALL hgve
their @selected attribute set to true, otherwise they SHALL have their
@selected attribute set to false. Subsequent tailoring actions may furthgr
modify these properties.

settvalue string 0-n Points to an <xccdf: Value> element and overrides its <xccdf:value
(elgment) and <xccdf : complex-value> element(s)-without changing any other
properties. It provides a means for directly‘'specifying the value of a variable
to be used in benchmark processing. This\selector MAY also be applied tp
the <xccdf: Value> elements in acluster by specifying the cluster id in the
@idref attribute, in which case it'SHALL override the <xccdf:value>
elements of all of them. The <xecdf:set-value>element MAY have one
or more <xccdf : remark> elements containing explanatory material or gther

prose.
setfcomplex- | special 0-n Supports the direct specification of complex value types such as lists. Zero or
valpie more item elements\MAY appear as children of this element; if no child
(element) elements are present, this element SHALL represent an empty list. This

overrides the <xeccdf:value>and <xccdf:complex-value> elemen|(s)
of an <xccdf: Value>element. Like <xccdf:set-value>, <xccdf:det—-
complex-value>MAY also be applied to <xccdf:Value>elementsinla
clusteri.The <xccdf:set-complex-value>element MAY have one o
mare)<xccdf : remark> elements containing explanatory material or other

prose.
refine-value special 0-n Designates the Value constraints to be applied during tailoring, for an
(el¢ment) <xccdf :Value>element or the <xccdf:Value>members of a cluster

The element MAY have one or more <xccdf : remark> elements contaifing
explanatory material or other prose. Each instance of <xccdf: remark>
MAY have an @xml : 1ang attribute (see Section 6.2.10). Possible attribufes
for the <xccdf:refine-value> element are the id (REQUIRED) of a
Value or item cluster, the id of a Value selector, and a new setting for the
Value operator. The element provides a means for authors to impose
different constraints on tailoring for different profiles. (Constraints MUST be
designated with a selector id. For example, a particular numeric Value might
have several different sets of <xccdf:value>, <xccdf:upper-bound>,
and <xccdf: lower-bound> elements, designated with different selectgr
I0S. The <xccdf :refine-value> SElector tells benchmark consumers
which value to employ and bounds to enforce when that particular profile is in
effect.
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Property Type Count Description
refine-rule special 0-n Allows the author to select check statements and override the @weight,
(element) @severity, and @role of a Rule, Group, or cluster of Rules and Groups.

The element MAY have one or more <xccdf : remark> elements containing
explanatory material or other prose. Each instance of <xccdf: remark>
MAY have an @xm1l : 1ang attribute (see Section 6.2.10). The
<xccdf:refine-value>element has an @idref attribute (NCName) that
SHALL refer to a Rule, Group, or cluster. Despite the name, this selector
does apply for Groups and for clusters that include Groups, but it SHALL only
affect thelr Gwe1ght atrbute. 1T the selector specitied i an
<xccdf:refine-rule> element does not match any of the selectors
specified on any of the check children of a Rule, then the <xccdficheck>
child element without a @selector attribute MUST be used.

Thelexample below illustrates how selectors work with the <xccdf : refine-valuéelement. Se¢
Section 6.4.5.5 for more information on the @selector attribute. In the example before the
<x¢cdf :refine-value>is applied, the effective value is 8 and the effectivedower bound is 8.
(These are the two properties that have no selectors and are therefore the default.) After the
<x¢cdf :refine-value>is applied, the effective value is 14 and the effective lower bound is 12.

fxccdf:Value id="xccdf org.example value pw-length" type="number"
operator="equals">

<xccdf:title>Minimum password length policy</xcedf:title>
<xccdf:value>8</xccdf:value>

<xccdf:value selector="high">14</xccdf:value>

<xccdf : lower-bound>8</xccdf : lower-bound>

<xccdf:lower-bound selector="high">12<}/xccdf:lower-bound>
{/xccdf :Value>

fxccdf:Profile id="xccdf org.example profile enterprise-internet">
<xccdf:title>Enterprise internet'\server profile</xccdf:title>
<xccdf:refine-value idref="xcedf org.example value pw-length" selector="high"/[>
{/xccdf:Profile>

6.6 <xccdf:TestResult> Element

6.6]1 Basics

An kxccdf : TestResult> element encapsulates the results of a single application of a benchmarlq to
a simgle target platform. The <xccdf : TestResult>element normally appears as the child of the
<x¢cdf : Ben&hmark> element, although it may also appear as the top-level element of an XCCDF
results document. XCCDF is not intended to be a database format for detailed results; the

<x¢cdf $FestResul t>element offers a way to store the results of individual tests in modest detail,
with) the ability to reference lower-level testing data.

Benchmark consumers SHOULD include mechanisms so that <xccdf : TestResul t> elements can
retain their context even if separated from their source benchmark since the <xccdf : TestResult>
only has meaning relative to the Rules that produced it. There are several ways to preserve this context,
including making sure that the <xccdf :benchmark>element in the <xccdf : TestResult>isa
persistent link to the specific document and version of the benchmark that produced the result, filling in
the relevant version, organization, and similar fields, and/or using descriptive metadata. This document
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does not mandate any specific approach, but benchmark consumers SHOULD ensure some mechanism is
in place to avoid context loss.

The example below shows an <xccdf : TestResult> element with a few <xccdf:rule-result>
children.

<xccdf:TestResult id="xccdf org.example testresult_ ios-test5"
end-time="2007-09-25T7:45:02-04:00"

 XmInsTRcecdr=t“httpr//checkItsts nist gov/Xccdat/ 2" verstomr=~1-0">
<xccdf :benchmark href="ios-sample-12.4.xccdf.xml"

id="xccdf org.example benchmark ios-test-benchmark”/>
<xccdf:title>Sample Results Block</xccdf:title>
<xccdf :remark>Test run by Bob on Sept 25, 2007</xccdf:remark>
<xccdf :organization>Department of Commerce</xccdf:organization>
<xccdf:organization>National Institute of Standards and Technology
</xccdf:organization>
<xccdf:identity authenticated="1" privileged="1">admin bob</xccdf:identity>
<xccdf:target>lower. test.net</xccdf:target>
<xccdf: target-address>192.168.248.1</xccdf: target-address>
<xccdf: target-address>2001:8: :1</xccdf: target-address>
<xccdf:target-facts>

<xccdf:fact type="string" name="urn:xccdf:factivethernet:MAC">

02:50:e6:c0:14:39
</xccdf: fact>
<xccdf:fact type="string" name="urn:xccdfifact:ethernet:MAC">
02:50:e6:1£:33:b0

</xccdf:fact>
</xccdf:target-facts>
<xccdf:set-value

idref="xccdf org.example value.exec-timeout-time">10
</xccdf:set-value>
<xccdf:rule-result idref="xccdfl org.example rule iosl2-no-finger-service"
time="2007-09-25T13:45:00-04:00">
<xccdf:result>pass</xccdf:result>
</xccdf:rule-result>
<xccdf:rule-result idref="xccdf org.example rule reg-exec-timeout"
time="2007-09-25T13:45:06-04:00">
<xccdf:result>fail</xccdf:result>
<xccdf:instance>console</xccdf:instance>
<xccdf:fix .system="urn:xccdf:fix:commands" reboot="0" disruption="low">
line/console
exec-timeout 10 0
</%cecdf:fix>
</xccdf )rule-result>
<xccdf:score>67.5</xccdf: score>
<xcedf:score system="urn:xccdf:scoring:absolute">0</xccdf:score>
<fxccdf:TestResult>

6.6.2 Properties

Table 23 describes the <xccdf : TestResult> element’s properties. Although several of its child
elements technically support the @override attribute (discussed in Section 6.3.1), the

<xccdf : TestResult>element cannot be extended. Therefore, @override has no meaning within
an <xccdf: TestResult>element and its children, and it SHOULD NOT be used for them.
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Table 23: <xccdf: TestResult> Element Properties

Property

Type

Count

Description

benchmark
(element)

special

0-1

Reference to the <xccdf : Benchmark> for which the
<xccdf:TestResult> records results. REQUIRED if this

<xccdf : TestResult> element is the top-level element, OPTIONAL
otherwise. The REQUIRED @href attribute gives the URI of the benchmark
document, and the OPTIONAL @:d attribute holds the value of that

<xccdf :Benchmark> element's @id attribute.

tail
(eld

bring-file
ement)

Special

Holds identifying information about an <xccdf:Tailoring> element. pee
Section 6.6.5.

title
(eld

bment)

string

Title of the test. It MAY have an @xml : 1ang attribute (see Section-6.2.100).

(eld

remark

bment)

string

A remark about the test, possibly supplied by the person administering the
benchmark assessment. It MAY have an @xmI : 1ang attribute (see Secjion
6.2.10).

org
(eld

anization
ement)

string

The name of the organization or other entity responsible for applying thig
benchmark and generating this result. When multiple organization elemgnts
are used to indicate multiple organization pames in a hierarchical
organization, the highest-level organization-SHOULD appear first (e.g.,
“U.S. Government”) followed by subordinate organizations (e.g.,
“Department of Defense”).

ide
(eld

htity
bment)

string

Information about the system identity or user employed during applicatign of
the benchmark. If used, SHALLspecify the name of the authenticated
identity. Has REQUIRED ,boolean attributes that specify whether the ideptity
was authenticated with the\target system during the application of the
benchmark (Gauthentdcated), and whether the identity was granted
administrative or other'special privileges beyond those of a normal user
(@privileged):

pro
(eld

file
bment)

identifier

0-1

The identifier-of the <xccdf: Profile> used for the test. If the
<xccdf sllestResult> element contains an <xccdf:tailoring-fille>
element,-then this SHALL be the identifier of the associated tailoring profile.
Othérwise, if there is no <xccdf:tailoring-file> element present,|this
SHALL be the identifier of the associated benchmark profile if a profile was
applied, and it SHALL be absent if no profile was applied. See Section
6.6.5.

(elq

target

ement)

string

1M

Name or description of the target system whose test results are recorded in
the <xccdf: TestResult> element (the system to which a benchmark|test
was applied). Each appearance of the element supplies a name by which
the target host or device was identified at the time the test was run. The
name MAY be any string, but applications SHOULD include the fully
qualified DNS name whenever possible.

(el

target-
adiress

ment)

string

Network address of the target system to which a benchmark test was
applied. Typical forms for the address include IP version 4 (IPv4), IP vergion
6 (IPv6), and Ethernet media access control (MAC).

ta ri et-facts
(elément)

string

0-1

A list of named facts about the target system or platform. Each
codf - fact>in the list SHAI L specify the value of the fact itself Fag

<xccdf:fact>SHALL have a @name attribute (URI) and MAY include a
@type attribute (“string”, “number”, or “boolean”) (default: “boolean”). Pre-
defined @name attribute values are listed in Table 24; product developers

MAY define additional platform-specific and product-specific facts.
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Property Type Count Description

target-id-ref | special Used to reference target identification information located in an external

(element) document. The assessment target MAY be identified using other
identification schemas such as Asset Identification (see [IR7693] for
additional information). Each instance of this element identifies the same
target of this report (multiple identifiers for a single target). Inclusion of an

0-n <xccdf:target-id-ref>element does not remove the requirement to

identify the target using the <xccdf: target> element.

any Arbitrary contents, namespace="##other”. This is for other target
identification structures, such as those defined in the Asset Identificafion
schema (see [IR7693]). Inclusion of an identifying element does notyrempve
the requirement to identify the target using the <xccdf: targetX elemgnt.

plafform string 0-n The platforms that the target system was found to meet. See(Section 6.2.5.

(el¢ment)

settvalue string Specific setting for a single <xccdf : Value> element,used during the tgst.

(el¢ment)

settcomplex- | special 0-n Specific setting for a single <xccdf: Value> eleément used during the tgst

valpe when the given value is set to a complex type;-such as a list.

(el¢gment)

rulg¢-result special 0-n The result of a single instance of a rule @pplication against the target. The

(element) <xccdf:TestResult>MUST includé’one <xccdf:rule-result>
record for each <xccdf : Rule> that was selected in the resolved
benchmark; it MAY also includeysxccdf : rule-result> records for
<xccdf :Rule> elements that were unselected in the benchmark. See
Section 6.6.4.

scqre decimal 1-n An overall score for thissbenchmark test. The OPTIONAL @system attrilpute

(el¢ment) identifies the URI forxa.scoring model (see Section 7.3.2 for more
information on pre=defined models). The OPTIONAL @maximum attribut
specifies the maximum possible value of the score.

metadata special 0-n XML metadata associated with this <xccdf: TestResult>. For exampje,

(elg¢ment) this element can hold a copy of the <xccdf :metadata> element of the
<xccdf: Benchmark> which served as the source for these results. This is
especially useful if the <xccdf: TestResult> will be separated from it$
source benchmark because the publication and support information in the
benchmark can travel with the <xccdf: TestResult>. Benchmark
consumers MAY also add their own metadata to <xccdf: TestResult
elements they produce. See Section 6.2.3.

sighature special 0-1 A digital signature asserting authorship and allowing verification of the

(el¢gment) integrity of the <xccdf: TestResult>. See Section 6.2.7.

id (pttribute) | special Unique identifier for this element; see Section 6.2.3.

staft-time dateTime | 0-1 Time when test began.

(atfribute)

eng-time dateTime 1 Time when test was completed and the results recorded.

(atfribute)

tes|-system string 0-1 Name of the benchmark consumer program that generated this

(attribute) <xccdf:TestResult>element; SHOULD be either a CPE name or a
CPE applicability language expression.

version string 0-1 The version number string copied from the <xccdf :Benchmark>.

(attribute)

Id (attribute) | special 0-1 An identifier used for referencing elements included in an XML signature.
See Section 6.2.7.
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6.6.3 <xccdf:fact> Element

The URISs listed in Table 24 SHOULD be used, when applicable to the target, to record facts about the IT
asset to which an <xccdr: TestResult> applies.

Table 24: Predefined @name Attribute Values for <xccdf:fact> Elements

URI Description

urn:xccdf:fact:asset:identifier:mac Ethernet media access control address (SHOULD be sent as a
pair with the IPv4 or IPv6 address to ensure uniqueness)

urn:xccdf:fact:asset:identifier:ipv4 IPv4 address

urn:xccdf:fact:asset:identifier:ipvé IPv6 address

urn:xccdf:fact:asset:identifier:host_name Host name of the asset, if assigned

urn:xccdf:fact:asset:identifier:fqdn Fully qualified domain name

urn:xccdf:fact:asset:identifier:ein Equipment identification number or othef inventory tag numbfr

urn:xccdf:fact:asset:identifier:pki: X.509 PKI certificate for the asset (encoded in Base-64)

urn:xccdf:fact:asset:identifier:pki:thumbprint SHA-1 hash of the PKI certification for the asset (encoded in
Base-64)

urn:xccdf:fact:asset:identifier:guid Globally unique identifier forthe asset

urn:xccdf:fact:asset:identifier:ldap LDAP directory stringAdistinguished name) of the asset, if
assigned

urn:xccdf:fact:asset:identifier:active_directory Active Directory realm to which the asset belongs, if assigned

urn:xccdf:fact:asset:identifier:nis_domain NIS domain of the asset, if assigned

urr:xccdf:fact:asset:environmental_information: | Organization that tracks the asset on its inventory
owping_organization

urn:xccdf:fact:asset:environmental_information: | Geegraphic region where the asset is located
curent_region

urn:xccdf:fact:asset:environmental_information: [“Name of the organization that does system administration fof the
administration_unit asset

urn:xccdf:fact:asset:environmental_information: | Title (e.g., Mr, Ms, Col) of the system administrator for an asget
administration_poc:title

urn:xccdf:fact:asset:environmental~information: | E-mail address of the system administrator for the asset
administration_poc:e-mail

urn:xccdf:fact:asset:environmental_information: | First name of the system administrator for the asset
administration_poc:first_name

urn:xccdf:fact:asset:environmental_information: | Last name of the system administrator for the asset
administration_poge:last_name

6.64 <xccdf:rule-result> Element

6.6/41 “Properties

The <xccdf : rule-result>element within the <xccdf : TestResult> element holds the result
of applying an <xccdf : Rule> from the benchmark to a target system or component of a target system.
Table 25 describes the <xccdf: rule-resul t> element’s properties.
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Table 25: <xccdf:rule-result> Element Properties

Property Type Count Description

result string 1 Result of applying this <xccdf:Rule> to a target or target component:
(element) MUST be set to one of the values listed in Table 26.

override special 0-n An XML block explaining how and why an auditor chose to override the
(element) result. See Section 6.6.4.3.

ident string 0-n A long-term globally meaningful identifier for the issue, vulnerability,
(element) platform, etc. copied from the <xccdf:Rule>. SHALL have a @system

attribute designating the URI of the organization or scheme that assigneE

the identifier. An <xccdf:ident>element MAY also have other attributgs
pulled from other namespaces in order to provide additional metadata for
the given identifier. See Section 6.4.4.3 for more on this element.

metadata special 0-n XML metadata associated with this <xccdf:rule-resudtt) For example,
(elgment) this element could hold a copy of the metadata of the <&ecdr:Rule> that
served as the source for these results. Benchmark consumers MAY alsd
add their own metadata to the <xccdr: rule-result> elements they

produce. See Section 6.2.4 for additional informatioh.

message string 0-n Diagnostic messages from the checking enging, with an OPTIONAL

(el¢ment) @severity attribute that denotes the seriousness or conditions of the
message (this attribute would normally-appear only for result values of “fail”
or “error”). There are three messagé,severity values: “error”, “warning”, and
“info”. These elements SHALL NOT affect scoring; they are present mergly
to convey diagnostic information’ from the checking engine. Benchmark
consumers MAY choose to l0g these messages or display them to the uger.

insfance string 0-n Name of the target subsystem or component to which this result applies| for
(el¢ment) a multiply instantiated<&ccdf : Rule>. The element is important for an
<xccdf:Rule> thatapplies to components of the target system, espegially
when a target might have several such components, and where the
@multiple attribute of the <xccdf:Rule> is set to true. For example,|an
<xccdf ;:Rale> might specify a particular setting that needs to be applied
on every interface of a firewall; for benchmark results, a firewall target wjth
three interfaces could have three <xccdf: rule-result> elements with
the same rule id, each with an independent value for the <xccdf:resull t>
element. For more discussion of multiply instantiated <xccdf:Rule>
elements, see Section 7.2.3.4.

The OPTIONAL @context and @parentContext attributes provide
context and hierarchy information for nested contexts. If the @context
attribute is omitted, the value of the context SHALL default to “undefined’. At
most one <xccdf:instance> child of an <xccdf:rule-result>MAY
have a context of “undefined”.

fix strind 0-n Fix script for this target platform, if available (would normally appear only for
(elgment) result values of “fail’). See Table 9. It is assumed to have been ‘instantigted’
by the testing tool and any substitutions or platform selection already mdde.
chgck special Encapsulated or referenced results to detailed testing output from the
(element) (1-n checking engine (if any). Consists of the URI that designates the checking

N system, and detailed output data from the checking engine. The detaile
TSTESESTToUTput data MAY take the form of encapsulated XML or text data, or 1t MAY

of check) | pe a reference to an external URI. (Note: this is analogous to the form of the
XOR <xcecdf:Rule> element's <xcedf:check> element, used for referring to
(1 checking engine input.) See Section 6.4.4.4.
complex- special |r}stance A copy of the <xccdf:Rule> element's <xccdf:complex-check>
check ° element where each component <xccdf:check> element of the

complex- )
(element) checF|)<) <xccdf:complex-check> elementis an encapsulated or referenced

results to detailed testing output from the checking engine (if any) as
described above. See Section 6.4.4.4.
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Property Type Count Description

idref identifier 1 Identifier of an <xccdf:Rule> (from the benchmark designated in the

(attribute) <xccdf:TestResult>).

role string 0-1 The role string copied from the @role attribute of the <xccdf:Rule>.

(attribute)

severity string 0-1 The @severity attribute value copied from the <xccdf:Rule> (default:

(attribute) “unknown”).

time dateTime 0-1 Time when application of this instance of this <xccdf:Rule> was

(atfribute) completed.

version string 0-1 The version number string copied from the <xccdr:version> elemen{ of

(atfribute) the <xccdf:Rule>.

welght decimal 0-1 The weight number copied from the @weight attribute of the

(atfribute) <xccdf :Rule>. Expressed as a non-negative real number (0.0 or greater,
maximum 3 digits, default 1.0).

6.6/4.2 <xccdf:result> Element
Table 26 lists the possible results of a single test (assigned to the <xccdfsresul £>element).

Table 26: Possible Results for a Single Test

Result and Description
Abbreviation
pags [P] The target system or system component satisfied all the conditions of the <xccdf:Rule>.
fail|[F] The target system or system component did not satisfy all the conditions of the

<xccdf:Rule>.

error [E] The checking engine could not complete the evaluation, therefore the status of the target’s
compliance with the <xccdf :Rule> is not certain. This could happen, for example, if a tegting
tool was run with insufficient privileges and could not gather all of the necessary information.

unknown [U] The testing tool encounteréd some problem and the result is unknown. For example, a resujt of
‘unknown’ might be gdiven if the testing tool was unable to interpret the output of the checking
engine (the output has no meaning to the testing tool).

nofapplicable [N] | The <xccdfsRule> was not applicable to the target of the test. For example, the
<xccdf :Rule> might have been specific to a different version of the target OS, or it might
have been a‘test against a platform feature that was not installed.

nofchecked [K] The <xgccdf:Rule> was not evaluated by the checking engine. This status is designed fo
<kegdf:Rule> elements that have no <xccdf:check> elements or that correspond to gn
unsupported checking system. It may also correspond to a status returned by a checking
engine if the checking engine does not support the indicated check code.

nofselected [S] The <xccdf:Rule> was not selected in the benchmark.

infgrmational [1] The <xccdf:Rule> was checked, but the output from the checking engine is simply
information for auditors or administrators; it is not a compliance category. This status value
designed for <xccdf:Rule> elements whose main purpose is to extract information from fhe
target rather than test the target.

[

fixed [X] The <xccdf:Rule> had failed, but was then fixed (possibly by a tool that can automatically
apply remediation, or possibly by the human auditor).

6.6.4.3 <xccdf:override> Element

The <xccdf : override>element provides a mechanism for an auditor to change the result assigned
by the checking tool or to document the reason for deviation from the rule requirement. This is necessary
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when checking a rule requires reviewing manual procedures or other non-IT conditions, and/or when a
check gives an inaccurate result on a particular target system. The <xccdf : override> element
SHALL contain the properties listed in Table 27. Note that the <xccdf : override> element is
unrelated to the @override attribute (Section 6.3.1). If the <xccdf : override>element is present,
the <xccdf : result>element SHALL be changed to match the <xccdf : override> element's
<xccdf:new-result> property.

Table 27: <xccdf:override> Element Properties

Property Type Count Description

oldtresult (element) string 1 The rule result status before this override

ney-result (element) | string 1 The new, override rule result status

remark (element) string 1 Rationale or explanation text for why or how the override was apglied.
It MAY have an @xml:lang attribute (see Sectjon 6.2.10).

timg (attribute) dateTime | 1 When the override was applied

authority (attribute) string 1 Namgdor other identification for the humanprincipal authorizing the
override

The|example below shows how an <xccdf : override> element would appear in an <xccdf : rule-
regult>. Note: if an <xccdf:override>element is added to@an <xccdf:rule-result>that
was|previously signed, it will break any XML digital signature applied to the enclosing
<xgcdf : TestResult>element.

<xgcdf:rule-result idref="xccdf_ org.example :rule rule76" time="2005-04-26T14:38:19p"

seyerity="1low">

Kxccdf : result>pass</xccdf:result>

Kxccdf:override time="2005-04-26T15:03:202" authority="Bob Smith">

<xccdf:old-result>fail</xccdf:old-result>

<xccdf :new-result>pass</xccdf :new-result>

<xccdf:remark>
Manual inspection showed\this rule is satisfied. The relevant registry
key was protected perypolicy, but with a more restrictive ACL than the
benchmark was designed to check. The rule result has been overridden to ‘pasp’.

</xccdf: remark>

K/xccdf:override>

Kxccdf:instance context="registry">

HKLM\ SOFTWARE\Policies

K/xccdf : instance>

Kxccdf : check) system="http://www.mitre.org/XMLSchema/oval-definitions-5">

<xccdf :check-content-ref href="oval-out.xml" name="oval:org.example:def:123"/>|

K/xccdficheck>

</kccdf:rule-result>

6.6.5~ <xccdf:tailoring-file> Element

The <xccdf:tailoring-file>elementinthe <xccdf: TestResult>element is used to
provide information about an <xccdf : Tailoring>element. Table 28 shows the properties of an
<xccdf:tailoring-file>element. The <xccdf:tailoring-rfile>element MUST be
present if and only if one of the <xccdf: Profile>elements of the <xccdf: Tailoring>element
was applied or created during the activities that created the given <xccdf : TestResult> element.
“Applied” refers to applying a profile during benchmark profile processing, while “created” refers to a
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user’s manual tailoring actions resulting in the generation of a new <xccdf: Tailoring>element.

(See

Section 6.7 for information on <xccdf:Tailoring>.)

Table 28: <xccdf:tailoring-file> Element Properties

Property Type Count Description

href (attribute) URI 1 Persistent location of the <xccdf:Tailoring> element

id (attribute) identifier 1 Identifier for the <xccdf:Tailoring> element

version (attrioute) string 1 version of the <xccdf:Tailoring> element

tlme (attribute) dateTime 1 Timestamp for the <xccdf:Tailoring> element
6.7| <xccdf:Tailoring> Element
6.7/1 Basics
An kxccdf: Tailoring>element allows named tailorings (i.e., profiles) ofiabénchmark to be def]
sepgrately from the benchmark itself. There are several reasons why this might.be desirable:

The

migpt wish to pre-define a set of tailoring actians to be applied on top of or instead of the tailoring
performed by a benchmark’s profiles. Thismay be necessary to adjust the benchmark to the local need
an gnterprise. By creating new <xccd£sProfile>elements with these tailorings and saving them in

the
<xd

the gontext needed to interpret. <xccdf : TestResult> elements.

In afldition, an <xccdfeFailoring> element can be used to to record manual tailoring actions
performed during theccaurse of an assessment. Manual tailoring actions SHOULD be limited to action

that
tailg
By 3
part]
<xd

[ The benchmark might not be controlled by the organization wishing to add the profile to it.

[¢ The benchmark might undergo revision by its author; 50 modifications by a different party wo

o Itenables the capturing of manual tailoring actions in a well-defined format (see Section 5.2).

The benchmark might have digital signatures that would be-corrupted by benchmark
modification.

represent a development fork that complicates maintenance.

profiles in an <xccdf:Tailoring>element'can be used in two ways. First, an organization

xccdf: Tailoring>element, these can be applied to future assessments. The
cdf:Tailoring>elementsialso serve as records of these additional tailoring actions, providin

could be perfofmed using selectors in an <xccdf : Profile>element. If this is done, any many
ring actionsean be recorded in a series of selectors in a newly defined <xccdf : Profile>elem
toring this Xxccdf : Profile>inan <xccdf: Tailoring>element, the processes that led t
culanset of <xccdf : TestResul t> elements can be saved for future reference. Of course, suc
edf:'Tailoring>element could then be used as input to subsequent assessments.

ned

uld

s of

S
al
ENt.
D a
N an

6.7.2 Properties

An <xccdf:Tailoring>element holds one or more <xccdf : Profile>elements. These
<xccdf : Profile>elements record additional tailoring activities that apply to a given

<xccdf :Benchmark>. <xccdf:Tailoring>elements are separate from benchmark documents,
but each <xccdf: Tailoring>element is associated with a specific benchmark document. By
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defining these tailoring actions separately from the benchmark document to which they apply, these
actions can be recorded without affecting the integrity of the source itself.

Table 29 lists the possible properties for the <xccdf : Tailoring>element.

Table 29: <xccdf: Tailoring> Element Properties

Property Type Count Description
benchmark | special | 0-1 Identifies the Benchmark to which this tailoring applies. A tailoring document is
(el¢gment) only applicable to a single Benchmark. The <xccdf :benchmark> element
holds the associated Benchmark's location URI, version string, and id value:
Note, however, that this is a purely informative field. Benchmark consumers are
not required to perform any lookup or even verify that a tailoring decument is|
being applied to the correct Benchmark.
stajus special | 0-n Status of the tailoring and date at which it attained that status-Authors MAY
(el¢ment) use this element to record the maturity or consensus level of\a tailoring. See
Section 6.2.8.
dc-status special | 0-n Holds additional status information using the Dublin\Core format. See Section
(el¢ment) 6.2.8.
vergsion special | 1 The version of this tailoring, with a REQUIRED. @t i me attribute (when it was
(elg¢ment) created). This is necessary because, undersome circumstances, a copy of g
tailoring document might be automatically generated. Without the version and
timestamp, tracking of these automatically created tailoring documents could
become problematic.
metadata special | 0-n XML metadata for the tailoring,.See Section 6.2.4.
(el¢ment)
Prdfile Profile 1-n Profiles that reference and\.customize sets of items in a Benchmark; see
(el¢ment) Section 6.5. These elements are identical to Profiles that might be found in a
normal Benchmark, Moreover, they can extend the Profiles in the tailoring
document's associated Benchmark using normal Profile extension mechanics.
However, Profiles in the tailoring document cannot themselves be extended.
For this reason, no Profile in the tailoring document should have its abstract
property:sebto "true".
sighature special | 0-1 A digital'signature asserting authorship and allowing verification of the integrity
(element) ofithe-tailoring. See Section 6.2.7.
id special | 1 Whique identifier for this element. See Section 6.2.3.
(atfribute)
Id special | 0-1 An identifier used for referencing elements included in an XML signature. Se¢
(atfribute) Section 6.2.7.
6.7{3 Profile Shadowing
Profiles inan<xccdf: Tailoring>element MAY “shadow” profiles in the associated benchmark
docyiment’When a tailoring profile shadows a benchmark profile, it assumes the identifier of that profjle
in a|l Supsequent processing, and the shadowed benchmark profile effectively becomes invisible.
ShaJowmg occurs when the tarloring proftile’s @1 d AND @extends atlriputes are Doth rdentical 1o the

@id attribute of the benchmark profile. Note that a tailoring profile MAY extend a benchmark profile
without shadowing it; the tailoring profile would simply use an identifier different from the identifier of
the benchmark profile. However, a tailoring profile's @1 d attribute SHALL NOT duplicate a benchmark
profile's id unless the tailoring profile is extending the benchmark profile.

Table 30 summarizes this behavior. In this table, consider an <xccdf:Tailoring>element with a
single <xccdf: Profile>whose @idand @extends attributes have the given values. This
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<xccdf :Tailoring>element is associated with an <xccdf : Benchmark> that likewise has an
<xccdf:Profile>whose @id attribute has the given value.

Table 30: Profile Shadowing Behavior

Tailoring Benchmark
Profile Profile Behavior

id extends id

A A A The tailoring profile shadows the benchmark profile. If profile "A" is selecte
and applied, it will be the profile of that name as defined in the
<xccdf:Tailoring>element.

B A A The tailoring profile extends but does not shadow the benchmark profile. If
profile "A" is applied, it is the benchmark profile of that name that.is ‘applied| If
profile "B" is applied, it is the tailoring profile of that name that.is-applied.

A B A An error is thrown during processing: the tailoring profile identifier duplicatep
the identifier of a benchmark profile without extendingthat profile.

6.7)4 Tailoring Actions and Profile Selectors
As mentioned earlier, a tailoring profile can be used to record manual tailering actions and to serve asja

recqrd of these actions when evaluating a given <xccdf : TestResgult>. In such a case, the follow|ng
usel tailoring actions are represented by the profile selectors designhated in Table 31.

Table 31: Tailoring Actions and.Profile Selectors

Action Selector
User selects or de-selects a Rule <xccdf:select>
User provides a value for use with a given Value <xccdf:set-value>
User provides a list of values for use with @)given Value <xccdf:set-complex-value>
User switches the check that a Rule js\te perform <xccdf:refine-rule>
User changes the weight of a Rufe or Group <xccdf:refine-rule>
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7. XCCDF Processing

7.1 Introduction

The XCCDF specification is designed to support automated XCCDF document processing by a variety of
products. There are three basic types of processing that a benchmark consumer might apply to an XCCDF
document:

] RRR—— I - — . h
the application of profiles or through user actions, and then generating an XCCDF benchmark
document that incorporates the tailoring.

. Document Generation involves loading an XCCDF benchmark document and gepérating textual
or formatted output, usually in a form suitable for printing or human perusal.

. Assessing involves loading an XCCDF benchmark document, checking target systems or data
sets that represent the target systems, computing one or more scores, and.generating one or more
<xccdf : TestResul t>elements. Some products also generate other outputs or store
compliance information in some kind of database.

XML schema validation SHOULD be performed by benchmark consumers prior to processing XCCDJF
benghmark documents.

Digltal signature generation and validation MAY be performed:by products as part of processing.
However, because signatures are only valid on a source doctiment, not valid after the document has been
progessed, products that perform signature validation onseurce documents MUST do so after XInclug
progessing and before performing any other processing on those documents.

@D

7.2| Loading and Traversal

7.21 Introduction

[72]

Each type of processing includes two common steps: loading the XCCDF document, then traversing i
contents to generate output. Loading and traversal are discussed below. Note that loading MUST be
conmplete before traversal begins.

7.2)22 Loading
TabJe 32 explains-the)basics of the loading processing sequence.

Table 32: Loading Processing Sequence Sub-Steps

Sub-Step Description
Loerding.lmport Import the XCCDF document into the program and build an initial internal
Tepresentation of itsetementsand-attributes i thedocument tanmot betead or

parsed, then Loading fails. (At the beginning of this step, any inclusion processing
specified with XInclude elements MUST be performed in compliance with
[XINCLUDE]. The resulting XML information set SHOULD be validated against the
XCCDF schema; if validation fails, then Loading fails. XML Inclusion processing is
independent of all XCCDF processing and MUST happen before any XCCDF
validation or other processing.) Go to the next sub-step.
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Sub-Step Description

Loading.Noticing For each <xccdf:notice>element of the <xccdf:Benchmark> element, add the
notice to the product’s set of legal notices. If a notice with an identical @id value is
already a member of the set, then an error SHOULD be raised. Go to the next sub-
step.

Loading.Resolve If the @resolved attribute of the <xccdf:Benchmark> element is set to true, which
asserts that the other Loading.Resolve sub-steps are unnecessary, then Loading
succeeds, otherwise go to the next sub-step.

Lo rling Resolve ltems Eoreach item in tha dfBepchmarki>-that-has-an-Qexctands-atthib |t0, resolye it

by using the following steps:

(1) resolve the extended item (i.e., perform Loading.Resolve.ltems on the extendd
item)

(2) insert the necessary property sequences from the extended item into the
appropriate locations in the extending item (see Table 33 below)

(3) remove the @extends attribute

If any item’s @extends identifier does not match the identifief of a visible item of the

same type, then Loading fails. If the directed graph formed‘by,the @extends attrijutes

includes a loop, then indicate a processing error and Leading fails, otherwise go td the
next sub-step.

o

Loading.Resolve.Profiles For each <xccdf:Profile>inthe <xccdf:Behchmark>that has an @extend

attribute, resolve the set of properties in the extending <xccdf: Profile> by

applying the following steps:

(1) resolve the extended <xccdf: Profilé&> (i.e., perform Loading.Resolve.Profiles
on the extended profile)

(2) insert the necessary property sequences from the extended <xccdf:Profilp>
into the appropriate locations'in the extending <xccdf: Profile> (see Tablg 33
below)

If any @extends identifier-does not match the identifier of another

<xccdf:Profile>inthe<xccdf:Benchmark>, then Loading fails. If the directg¢d

graph formed by the @extends attributes includes a loop, then indicate a processing

error and Loading,fails. Otherwise, go to the next sub-step.

T

Loading.Resolve.Tailoring | If no <xccdfs%a’i 1oring> element is being applied to this <xccdf: Benchmarkp,
go to the nextsub-step. Otherwise, for each <xccdf:Profile>inthe
<xccdfi; Tailoring> element that has an @extends attribute, resolve the set of
properties in the extending <xccdf: Profile> by applying the following steps:

(1) prepend the property sequence from the extended <xccdf: Profile> to thaflof
the extending <xccdf: Profile> (see Table 33 below)

(2) ifthe <xccdf:Profile>element's @idand @extends attributes are both
identical to the @id of an <xccdf: Profile>elementin the source
<xccdf :Benchmark>, then set the @abstract attribute of the extended
<xccdf:Profile>in the source <xccdf :Benchmark> to true.

If any <xccdf: Profile> @extends attribute identifier does not match the identifier
of another <xccdf: Profile> in the source <xccdf : Benchmark>, then Loading
fails. If any tailoring profile's identifier duplicates the identifier of a benchmark profile in

the source benchmark without also extending that profile, then Loading fails.
Qthenwise gato the next si |h-qfnp

Loading.Resolve.Abstract | For each item in the <xccdf:Benchmark> for which the @abstract attribute is true,
remove the item. Any item for which the @abstract attribute is true SHALL NOT be
included in any generated document and SHALL NOT be exported to any checking
engine or used in any check. For each <xccdf:Profile>inthe

<xccdf :Benchmark> for which the @abstract attribute is true, remove the
<xccdf:Profile>. Go to the next sub-step.

Loading.Resolve.Finalize Set the <xccdf:Benchmark> @resolved attribute to true; Loading succeeds.
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If Loading succeeds for an XCCDF document, the internal data model SHOULD be complete and every
item SHOULD contain all of its own content. An XCCDF document that has no @extends Or @abstract
attributes is called a resolved document.

During the Loading.Resolve.ltems and Loading.Resolve.Profiles steps, the processor MUST flatten
inheritance relationships. The conceptual model for XCCDF object properties is a list of name-value
pairs; property values defined in an extending object are added to the list inherited from the extending
object. Where they are added to this list depends on the inheritance processing model for the given
property. There are five such models:

. None — the property value or values are not inherited.

. Prepend — the property values are inherited from the extended object, but values on the
extending object come first, and inherited values follow.

. Append — the property values are inherited from the extended object; additionalwvalues may pe
defined on the extending object and appear after the inherited values.

. Replace — the property value is inherited; a property value explicitly defined on the extendinp
object replaces an inherited value.

o Override — if explicitly tagged as ‘override’ (by setting the @ovezr4 de attribute to “true”)| the
property is processed as if it uses the Replace model. Otherwise, the property is processed as|if it
uses the Append model.

Tabje 33 shows the inheritance processing model for each of the properties supported on
<xgcdf :Rule>, <xccdf:Group>, <xccdf :Value>, and <xccdf : Profile> elements.

Table 33: Inheritance Procéssing Model

Prgcessing Properties Remarks
odel
Nope abstract, cluster-id, extends, id, signature; status, These properties cannot be inherited at all;
dc-status they MUST be given explicitly
Prgpend source, choices
Append requires, conflicts, ident, fix; value, complex-value,

default, complex-default, lower-bound, upper-bound,
match, select, refine-value, refine-rule, set-value,
set-complex-value profile-note

14

Replace hidden, prohibitChanges, selected, version, weight, For the check property, checks with different
operator, interfaceHint, check, complex-check, role, systems or different selectors SHALL be
severity, type;-interactive, multiple, note-tag, impact- | considered different properties

metric
Override title,.description, platform, question, rationale, For properties that have a locale specified
warqing, reference, fixtext (xml:lang), values with different locales

SHALL be considered different properties|

Gropp extension is deprecated in XCCDF 1.2; however, if it is used, the Loading.Resolve.ltems step
MUST-generate a fresh unique id for any Group, Rule, or Value object that gets created through extengion
of its enclosing Group. This could be accomplished by generafing and assigning a random unique id
during Loading.Resolve.ltems. It should be emphasized, however, that use of this feature is strongly
discouraged because the lack of any standardized procedure for id generation means that tools from
different vendors are unlikely to handle group extension the same way, leading to problems with
interoperability.
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The second processing step is Traversal. The concept behind Traversal is basically an in-order, depth-first
walk through all the items that make up a benchmark. The following subsections explain how Traversal
works for Benchmark, item, Profile, and check elements.

7.2

Tabje 34 explains the basics of the benchmark processing algorithm.

Table 34: Benchmark Processing Algorithm Sub-Steps

Sub-Step

Description

Benchmark.Front

Process the properties of the <xccdf : Benchmark> eleméntthat are not proce
in other sub-steps.

5sed

Bephchmark.Profile

If the identifier of an <xccdf: Profile> was specified, then apply the settings
the <xccdf:Profile>tothe <xccdf:BenchmaZk>. At most one
<xccdf:Profile>id MAY be specified in a single instance of document
generation or assessment.

>

Bepchmark.ManualTailoring

Benchmark consumer products that are also benchmark producers MAY allow y
to apply manual tailoring actions at thisdime. If that happens, the product SHOU
generate a new <xccdf: Tailorizng> element to record these actions. The na
of this element depends on prior actions:

e Ifno <xccdf:Profile>Anas applied in the Benchmark.Profile step, then the

new <xccdf: Tailoring> element contains a single <xccdf:Profile>
consisting of selectors;documenting user tailoring. This new

sers
| D
ure

<xccdf: Profilé>does not extend any other <xccdf: Profile>and miist

have its own unique identifier.

e Ifan <xccdf»Profile>from the source <xccdf:Benchmark>was appli
in the Benchmark.Profile step, then the new <xccdf:Tailoring>elemen
contains\a single <xccdf: Profile> consisting of selectors documenting U
tailering. This <xccdf: Profile> extends the applied source benchmark
profile and duplicates its identifier (i.e., it shadows that source benchmark
profile).

o) If an <xccdf:Profile>from some other <xccdf:Tailoring> element
applied in the Benchmark.Profile step, then the new <xccdf:Tailoring>
element is created as a copy of the utilized <xccdf:Tailoring> element
the same id, an iterated version, and an updated timestamp. Selectors

ed

ser

was

with

documenting user tailoring actions are then appended to the copy of the applied

tailoring profile.
In all cases, <xccdf: TestResult>elements will record the new/modified
<xccdf:Profile>inthe new <xccdf:Tailoring>elementin order to prov
traceability of user tailoring actions.

de

Benchmark.Content

If the processing type is Tailoring, skip to the next sub-step. Otherwise, for each

" TRt ST Tl D ya I S B AV
Ierrinrure ccdrl JoellCHIdr K=, TIUdT TICITL.TTTULESS (STT TdUIT vY).

Benchmark.Back

Finalize the processing of the <xccdf :Benchmark>.

The sub-steps Front and Back will be different for each kind of processing, and each product MAY
perform specialized handling of the benchmark properties that are processed during the Front and Back

sub-steps. For document generation, profiles MAY be processed separately as part of Benchmark.Back to
generate part of the output document.
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7.2.3.3

Item Processing Algorithm

7.2.3.3.1 Basics

Table 35 explains the basics of the item processing algorithm. Note that when the processing type is
Tailoring, Item processing is not performed.

Table 35: Item Processing Algorithm Sub-Steps

Sub-Step

Description

Iterln.Process

Examine the contents of the <xccdf: requires>and <xccdf:conflicts> elements;if ar
instances of <xccdf : requires> have all their items unselected, or any <xccdf : codfiict
instances have any items selected, then set the @selected attribute to false. See Section
7.2.3.3.2.

s>

Item.Select

If any of the following conditions holds, cease processing of this item.
e The processing type is Document Generation, and the item’s @hidden attribute is true.

e The processing type is Assessing, and the item’s @selected attribute'is false. If this itenp

a rule, its result becomes notselected (see Table 26).

e The processing type is Assessing, and the item is a rule with-a-@ro1e attribute whose va
is “unchecked”. The result of this rule becomes notchecked\(see Table 26).

e The processing type is Assessing, and the current platform (if known by the product) is nqg
member of the set of platforms for this item. If this itém is a rule, its result becomes
notapplicable (see Table 26).

At the beginning of Document Generation, a user.may have specified a platform to constrain
document generation. If the user-defined platfornhused for document generation is not a memn]
of the set of platforms for this item, then the product MAY stop processing of this item.

S

ue

ta

ber

Grg

up.Front

If the item is an <xccdf:Group>, then process its properties.

Grg

up.Content

If the item is an <xccdf: Group>, thenfor each item in the <xccdf: Group>, initiate
Iltem.Process.

Ru

e.Content

If the item is an <xccdf : RuleX, then process its properties (see Section 7.2.3.5).

Va

ue.Content

If the item is an <xccdf: Valire>, then process its properties.

The

list below describes some of the processing in more detail.

. For Document Generation, the key to processing is to generate an output stream that can be
formatted as a readable or printable document. The exact formatting discipline depends on th
tool and the target output format. In general, the @selected attribute is not germane to
Document Generation.

o For Assessing, the key to processing is applying the <xccdf : Rule> checks to the target
systemor collecting data about the target system. It is also possible that some <xccdf :Rul
checks will need to be applied to multiple contexts or features of the target system or trigger
muitiple blocks of code in the checking language, generating multiple pass or fail results for
single <xccdf : Rule> element. For more information, see the <xccdf:multi-check

@D

e>

s}
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7.2.3.3.2 <xccdf:requires> and <xccdf:conflicts> Elements

To prevent ambiguity, benchmark consumers MUST process the items of the <xccdf : Benchmark>in
order, and MUST NOT change the selected property of any <xccdf:Rule> or <xccdf:Group>
more than once during a processing session. It should be emphasized that <xccdf : Group> and
<xccdf :Rule>elements SHALL NOT change from deselected to selected based on their
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<xccdf :requires>and <xccdf :conflicts>elements. Also, <xccdf : requires>and
<xccdf:conflicts>elements SHALL only change their parent item; they SHALL NOT modify
other items in the <xccdf : Benchmark>. Finally, note also that <xccdf : requires>and
<xccdf:conflicts>elements SHALL NOT be evaluated more than once. Later changes to a
Benchmark's state might result in deselections that would cause a previous evaluation of requires/conflicts
properties to come to a different conclusion. However, prior evaluations SHALL NOT change, even if
their results become "incorrect™ after subsequent items are processed.

Rul¢§Sand Groups may contain any NUMDEr 0f <xccdf : requires> and <xccdf :conflicts>
elements and if any of these elements do not evaluate to true, then that item SHALL become deselectdd.
Esséntially, the results of the individual <xccdf: requires>and <xccdf:conflicts>elements
are ANDed together to determine whether a given item's <xccdf : requires>and
<xqcdf:conflicts>elements are met.

o

Herg are a few examples of the processing of <xccdf: requires>and <xccdf:conflicts>
elements. In all examples, it is assumed that application of profiles and/or manualktailoring has already
occyirred.

Example #1 — Simple requires/conflicts example

Belgw is a simple example of an <xccdf : Rule> that uses <xcedf : requires>and
<xg¢cdf:conflicts>:

<xccdf:Rule id="xccdf org.example rule Rulel"{ selected="true">

<xccdf:requires idref="xccdf org.example rule Rule2
xccdf:brg.example:rule:Rule3"/>

<xccdf:requires idref="xccdf org exXample group Groupl" />

<xccdf:conflicts idref="xccdf org.example rule Ruled4" />

</xccdf:Rule>

The|above <xccdf : Rule>would only be selected if at least one of Rule2 or Rule3 was selected, if
Groppl was selected, and if Rule4.was not selected. Expressed in boolean logic format, Rulel's
requires/conflicts parameters would be met if and only if:

((Hule2 OR Rule3) (AND Groupl AND ~Ruled)

In the above algebra, aname evaluates to "true" if and only if the named item is selected. Note that if

Rul¢l were already,de-selected, the requires/conflicts evaluation becomes moot — Rulel would never

change to selected’even if all its requires and conflicts properties were met. Likewise, Rulel's requires
and [conflicts statements never affect Rule2, Rule3, Rule4, or Groupl.

Example #2-— Ordering of requires/conflicts

As nentioned earlier, an item's compliance with its <xccdf: requires>and <xccdf:conflicfts>
elements is only evaluated at one point in time and subsequent changes to the benchmark's state, even if
they would make those evaluations “incorrect” if re-run, do not change the prior results. Consider the
following <xccdf : Rule> elements:

<xccdf:Rule id="xccdf org.example rule Rulel" selected="true">

<xccdf:requires idref="xccdf org.example rule Rule2">
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</xccdf:Rule>
<xccdf:Rule id="xccdf org.example rule Rule2" selected="true">

</xccdf:Rule>
<xccdf:Rule id="xccdf org.example rule Rule3" selected="false">

<xccdf:requires idref="xccdf org.example rule Rule3">

<xccdf:requires idref="xccdf org.example rule Ruled">

N1.2

</xccdf :Rule>
<xccdf:Rule id="xccdf org.example rule Rule4" selected="true">

</xccdf :Rule>

In the above example, Rulel requires Rule2, Rule2 requires Rule3, and Rule3 requires‘Rule4, althoug
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10. Rule.Content(Rule4)= Process Rule4's content.

final result was that-Rulel and Rule4 were selected and processed while Rule2 and Rule3 were dg
cted and not proeessed. This happens even though Rulel requires Rule2. Because we have complg
essing of Rulel's’content before we start processing of Rule2, by the time we realize that Rule2's
ires statement cannot be met and Rule2 becomes deselected, the effect this change would have on
1 is mootbecause Rulel has already been run.

example demonstrates the importance of processing items in the order in which they appear in the
chmark XML. If a benchmark consumer processed these items in a different order (for example, fr

e Rule3 is already deselected, its requires statements are irrelevant. Looking at the above scenario
might be tempted to believe that Rulel, Rule2, and Rule3 will all end up deselected, but this is no
. The following steps show how item processing of these Rules would proceed. For this example,
assume we are doing assessment.

1.

Item.Process(Rulel) — Because Rule2 is required, we see if Rule2 is selected. It is, so we ma
no change to Rulel's selection status.

Item.Select(Rulel) — Rulel is selected. Continue processing Rulel.
Rule.Content(Rulel) — Process Rulel's content.

Item.Process(Rule2) — Because Rule3 is required, we see if Rule3 is selected. It is not, so we
selected on Rule2 to false.

Item.Select(Rule2) — Rule2 is not selected“Terminate processing of Rule2.

Item.Process(Rule3) — Because Rule4.is required, we see if Rule4 is selected. It is, but Rule
already de-selected and remains so:

Item.Select(Rule3) — Rule3 isnot selected. Terminate processing of Rule3.
Item.Process(Rule4) — Rule4 has no requires/conflicts properties so this step is skipped.
Item.Select(Rule4) —Rule4 is selected. Continue processing Rule4.
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the XCCDF specification.

Example #3 — Requires, conflicts, and Groups

Example #2 shows how a Rule's content might be processed even though a Rule that it requires is not
(eventually) selected. Another way this can happen is if a required Rule is contained in a deselected
Group. Consider the following example:

pottom up), this would result In a ditrerent set oT Rule contents being processed, which would violate

54 © ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=15c969c954f84491042f6bd816725e83

ISO/IEC 18180:2013(E)

SPECIFICATION FOR THE EXTENSIBLE CONFIGURATION CHECKLIST DESCRIPTION FORMAT (XCCDF) VERSION 1.2

<xccdf:Rule id="xccdf org.example rule Rulel" selected="false">

</xccdf :Rule>
<xccdf:Group id="xccdf org.example group Groupl" selected="false">

<xccdf:Rule id="xccdf org.example rule Rule2" selected="true">

<xccdf:requires idref="xccdf org.example rule Rulel" />

</xccdf:Rule>

</xccdf : Group>
<xccdf:Rule id="xccdf org.example rule Rule3" selected="true">

<xccdf:requires idref="xccdf org.example rule Rule2" />

</xccdf :Rule>

Bechuse Groupl is deselected, none of its contents will ever be processed. Thus, even though Rule2
woyld never be run and even though its requires property would not be met; it remains selected and, a
such, allows the requires statement of Rule3 to evaluate to true. The following steps show how Item
Progessing of these Rules would proceed. For this example, we will-assume we are doing assessment.

1. Item.Process(Rulel) — Rulel has no requires/conflicts properties so this step is skipped.

P. Item.Select(Rulel) — Rulel is not selected. Terminate’processing of Rulel.

3. Item.Process(Groupl) — Groupl has no requires/conflicts properties so this step is skipped.
il

Item.Select(Groupl) — Groupl is not selectéd. Terminate processing of Groupl. Note that we
never get to the Group.Content step so Rulé2 never undergoes any form of processing.

5. Item.Process(Rule3) — Because Rule2.is required, we see if Rule2 is selected. It is, so we make
no change to Rule3's selection status:

6. Item.Select(Rule3) — Rule3 ig selected. Continue processing Rule3.
7. Rule.Content(Rule3) — Pracess Rule3's content.

Rul¢3 is run even though it requires a Rule that is not run.
7.23.4 Profile SelectorProcessing

Profile selectors (<xgcdf:select>, <xccdf:refine-value> <xccdf:set-value>,
<xdcdf:setseomplex-value>, and <xccdf:refine-rule>elements) SHALL be process¢d
in the order in.which they appear in the XML. Since these selectors are processed under the “append”
extgnsionsprocessing model, an extending <xccdf : Profile> MAY override the inherited selectorp of
the kxcedf : Profile> it extends.

<xccdf : Profile> selector processing can be understood more easily by looking at an example.
Assume the existence and initial configuration of an <xccdf : Benchmark> with the <xccdf:Rule>,
<xccdf :Group>, and <xccdf : Value> elements listed in Table 36:
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Table 36: Profile Selector Example: Initial Configuration

Item id cluster-id | selected Defined Selectors
Rule Rule1 Cluster2 false (empty)
Rule Rule2 true (empty), sel3
Rule Rule3 Cluster1 true (empty)
Rule Rule4 Cluster1 true sell, sel5
Rule Rule5 Cluster3 true sell
Group Group1 Cluster1 true
Group Group2 Cluster1 true
Value Value1 (empty), sell, sel2
Value Value2 Cluster2 (empty), sell, sel2, sel5
Value Value3 Cluster2 (empty), sel1, sel5, sel6
Value Value4 Cluster3 (empty), sel4

Basged on this configuration, the initial state of the <xccdf : Benchmark>is as listed in Table 37:

Table 37: Profile Selector Example: Initial Benchmark State

Item id Selected? Applicable Selector
Rule1 not selected (empty)
Rule2 selected (empty)
Rule3 selected (empty)
Rule4 selected ~none-
Rule5 selected -none-
Group1 selected -none-
Group2 selected -none-
Value1 (empty)
Value2 (empty)
Value3 (empty)
Value4 (empty)

Now consider the following<xccdf : Profi1e> definitions:

<xccdf:Profile\id="xccdf org.example profile Profilel" abstract="true">

<xccdf )select idref="xccdf org.example rule Rulel" selected="true" />
<xcedf:select idref="Clusterl" selected="false" />

<xccdf:select idref="xccdf org.example group Groupl" selected="true" />
<xccdf:refine-value idref="xccdf org.example value Valuel" selector="sell" />

T = = = 27>
<xccdf:set-value idref="xccdf org.example value Value4">NEWVALUE</set-value>
<xccdf:refine-rule idref="xccdf org.example rule Rule2" selector="sel3" />
<xccdf:refine-rule idref="Cluster3" selector="sell" />
</xccdf:Profile>
<xccdf:Profile id="xccdf org.example profile Profile2" extends="Profilel">

<xccdf:select idref="xccdf org.example rule Rulel" selected="false" />
<xccdf:select idref="xccdf org.example rule Rule3" selected="true" />
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