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Foreword

2023(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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e procedures used to develop this document and those intended for its further ana

eded for the different types of document should be noted. This document-was d
cordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSgi6rg/dir{

ntenance

e described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria

rafted in
bctives or

IS
us
arn

vw.iec.ch/members_experts/refdocs).

D and [EC draw attention to the possibility that the implementation of thi§ document may i
e of (a) patent(s). ISO and IEC take no position concerning the evidencé,validity or applid
y claimed patent rights in respect thereof. As of the date of publicatioh ‘of this document, IS

hqd not received notice of (a) patent(s) which may be required to ithplement this document.

i
fr
nd

plementers are cautioned that this may not represent the latestinformation, which may be
bm the patent database available at www.iso.org/patents and https://patents.iec.ch. ISO and
t be held responsible for identifying any or all such patentTights.

A
C

y trade name used in this document is information given for the convenience of users and
stitute an endorsement.

Fdr an explanation of the voluntary nature of standards, the meaning of ISO specific t

e

ressions related to conformity assessment, as well as information about ISO's adh

the World Trade Organization (WTO) principles in the Technical Barriers to Trade (
www.iso.org/iso/foreword.html. In the IEC) see www.iec.ch/understanding-standards.

T
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te

T}

is document was prepared by Joiat Technical Committee ISO/IEC JTC 1, Information té
bcommittee SC 6, Telecommunications and information exchange between systems.

is third edition cancels and‘replaces the second edition (ISO/IEC 18092:2013), which
Chnically revised. It also-incorporates ISO/IEC 18092:2013/Cor 1:2015.

e main changes are.as follows:
adoption of neapfield communication (NFC) security standard for the Target;

harmonigation with the NFC Forum Digital Protocol Technical Specification[2] and Activity
Specification(3],

A

volve the
ability of
D and IEC
However,
obtained
IEC shall

does not

brms and
brence to
[BT) see

chnology,

has been

Technical

y feedback or questions on this document should be directed to the user’s national {

tandards

bddy- A complete listing of these bodies can be found at Www.iso.org/members.lPtml and

W WW.IeC.CIT/TTationai=-COMmIittess.
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Introduction

This document specifies the interface and protocol for simple wireless communication between close
coupled devices. These Near Field Communication (NFC) devices communicate with bit rates of 106,
212 and 424 kbit/s (f./128, f./64 and f./32).

This allows, but does not specify, applications in network products and consumer equipment.

The first edition of ISO/IEC 18092 was prepared by Ecma International (as ECMA-340) and was
adopted, under a QpP(‘iF]] “fast-track prn(‘@dnrp" hy Joint Technical Committee IQOI/IF‘(‘ ITC 1/?( 6
in parallgl with its approval by national bodies of ISO and IEC. The second edition of ISO/IEC 180p2
was maintained by ISO/IEC JTC 1/SC 6 and Ecma International. This third edition of ISO/IEC 18097 is
maintaingd by ISO/IEC JTC 1/SC 6 with the goal to be harmonized with the NFC Forum Digital Protog¢ol
Technical Specificationl2] and Activity Technical Specification[3] maintaining backward ¢empatibility,
to enable|the NFC security feature and to incorporate clarifications on timings of radiofrequency (RIF)
field switched off.

vi © ISO/IEC 2023 - All rights reserved
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Telecommunications and information exchange between
systems — Near Field Communication Interface and
Protocol 1 (NFCIP-1)

This document defines:

— communication modes for Near Field Communication Interface and Protocol(1 (NFCIIl) using
inductive coupled devices operating at the centre frequency of 13,56 MHz fot~interconmiection of
computer peripherals;

— both the active and the passive communication modes of NFCIP-1¢to-realize a commfunication
network using Near Field Communication (NFC) devices for networked products and for ¢onsumer
equipment;

—|{ atransport protocol including protocol activation and data exchange methods.
This document specifies:

— modulation schemes;

—{ codings;

—{ bitrates;

—{ frame format of the radio frequency (RF}) interface;

—| initialisation schemes and conditions required for data collision control during initialisatjon.

Information interchange between-systems is based on agreement between the interchange parties
ufon the interchange codes ané.the data structure.

2| Normative references

The following documents are referred to in the text in such a way that some or all of their content
copnstitutes requirements of this document. For dated references, only the edition cited applies. For
urldated references, the latest edition of the referenced document (including any amendmentd) applies.

ISP/IEC I3%57-1, Information technology — Telecommunications and information exchangd between
systems\= NFC Security — Part 1: NFC-SEC NFCIP-1 security services and protocol

IS WI/IF‘(‘ 144.43-2:2020 Cards and securitv devices fnr pprcnnnl irlpnﬁfirnfinn — Contactless r)roximity
objects — Part 2: Radio frequency power and signal interface

ISO/IEC 14443-3:2018, Cards and security devices for personal identification — Contactless proximity
objects — Part 3: Initialization and anticollision

ITU-T V.41:1988, Code-independent error-control system
3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 14443-2 and
ISO/IEC 14443-3, and the following apply.

© ISO/IEC 2023 - All rights reserved 1
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IECE
3.1

lectropedia: available at https://www.electropedia.org/

active communication mode
mode in which both the Initiator (3.5) and the Target (3.16) use their own radio frequency (RF) field to
enable the communication

nt

3.2

collision

transmisgion by two or more Targets (3.16) or Initiators (3.5) during the same time period (3(179, suich
that the Ihitiator or the Target is unable to distinguish from which Target the data originatéd

3.3

frame

sequence|of data bits and optional error detection bits, with frame delimiters at start and end

34

HThreshol il

threshold value to detect an external radio frequency (RF) field

3.5

Initiator

entity thdt generates the radio frequency (RF) field and starts.the Near Field Communication Interfdce
and Protqcol (NFCIP-1) communication

3.6

load modulation

process df amplitude modulating a radio frequency*(RF) field by varying the properties of a resong
circuit placed within the RF field

3.7

Isb first

least siggﬂficant bit first

least sig

3.8

ficant bit first, indicating@aserial data transmission system that sends Isb before all other b

Manchesfter bit encoding

method df bit coding whéreby a logic level during a bit duration is represented by a sequence of t¥

defined physical states,of a communication medium

39

modulatjon index
signal amplitude ratio of the modulation to the level of the unmodulated carrier, calculated by:

[1 - b5

where b is the ratio between the modulated amplitude and the initial signal amplitude

3.10

msb first
most significant bit first

serial dat

3.11

a transmission system that sends the msb before all other bits

NFCIP-1 device
entity supporting the active communication mode (3.1) and the passive communication mode (3.13)

© ISO/IEC 2023 - All rights reserved
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3.12

NFC identifier

NFCIDn (n=1, 2 or 3)

number used by the Single Device Detection (3.15) sequence for both the Active communication mode
(3.1) and the Passive communication mode (3.13)

3.13

passive communication mode

mode when the Initiator (3.5) is generating the radio frequency (RF) field and the Target (3.16) responds
to an Initiator command in a load modulation scheme

requency

requency

method of preparing a time window.wheén a Target (3.16) answers, and assigning and identifying two or
more logic channels

4| Symbols and abbreéviated terms

The abbreviated terms\in ISO/IEC 14443-2 and ISO/IEC 14443-3, and the following apply.

ATR Attribute

ATR_REQ Attribute Request

ATR_RES Attribute Response

BRi receiving bit duration supported by Initiator
BRt receiving bit duration supported by Target
BSi sending bit duration supported by Initiator
BSt sending bit duration supported by Target
CMD command

CRC cyclic redundancy check

D divisor

© ISO/IEC 2023 - All rights reserved 3
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DEP Data Exchange Protocol

DEP_REQ Data Exchange Protocol Request

DEP_RES Data Exchange Protocol Response

DIDi Initiator Device ID

DIDt Target Device ID

DRi BatarateRecetved-byinitiator

DRt Data rate Received by Target

DSi Data rate Sent by Initiator

DSL Deselect

DSL_REQ Deselect Request

DSL_RES Deselect Response

DSt Data rate Send by Target

etu elementary time unit

fe frequency of operating field (carrier frequency)

G(x) generator polynomial for CRC generation

Gi optional information field for Initiator

Gt optional information field for JTarget

HLTA HaLT command, Type A

H_ .« maximum field strength of the Initiator antenna field
H. i, minimum field strength of the Initiator antenna field
Hrpreshold threshold yalue to detect an external radio frequency (RF) field
ID identification number

LENpMax maximum frame size

LRi length reduction of Initiator

LRt length reduction of Target

Isb least significant bit

Isb first least significant bit first

MI Multiple Information link for Data Exchange Protocol
msb most significant bit

NAD Node Address

NFCID1 UID for SDD in Passive communication mode at f./128

4 © ISO/IEC 2023 - All rights reserved
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NFCID2 ID for SDD in Passive communication mode at f./64 and fc/32
NFCID3 random ID for transport protocol activation
NFC-SEC NFCIP-1 Security Services and Protocol (specified in ISO/IEC 13157-1)
PA preamble

PCD Proximity Coupling Device

pdu protocotdatatmit

PHB control information for transaction

PICC proximity card or object

PNI Packet Number Information

PHi Protocol Parameters used by Initiator

PHt Protocol Parameters used by Target

PYL Parameter Selection

PYL_REQ Parameter Selection Request

PYL_RES Parameter Selection Response

R Radio Frequency

RECA RF Collision Avoidance

REU Reserved for Future Usé€

RIS Release

RES_REQ Release Request

RIS_RES Release Response

trlv Respeonse Waiting Time

SAK Select AcKnowledge

SH Start Byte for data exchange protocol at f./128
SOD Single Device Detection (anticollision)
SYNE synchronisation pattern

TO Time Out

UID Unique Identifier

WT Waiting Time

WUP Wakeup

WUPA Wake UP command, Type A

WUP_REQ Wakeup Request

© ISO/IEC 2023 - All rights reserved 5
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WUP_RES Wakeup Response

5 Conventions and notations

5.1 Representation of numbers

The following conventions and notations apply in this document unless otherwise stated:

— Letters and digits in single quotation marks represent numbers in hexadecimal notation.

— Thes
— Num

the n

a bit
5.2 Na
The name
6 Conf
A system
this docu

7 Gen
NFCIP-11

In the ad
communi

etting of bits is denoted by ZERO or ONE.

bers in binary notation and bit patterns are represented by strings of digits 0 and 1 shown w
ost significant bit to the left. Within such strings, X may be used to indicate that the’setting
s not specified within the string, e.g. (XXXX)b.

mes

s of basic elements, e.g. specific fields, are written with a capital initial letter.

'ormance

implementing the active and the passive communicationimode shall be in conformance w
ent if it meets all the mandatory requirements specified herein.

eral

[argets and Initiators shall implement both\the active and the passive communication mode

tive communication mode, both the Tnitiator and the Target use their own RF field
cate. The Initiator starts the NFCIR“1 transaction, which consists of initialisation, proto

th
of

5.

to
ol

activation, data exchange and optional\device deactivation. The Target responds to an Initiator

command

In the pa
The Targ
Initiators

This docu

in the active communication. mode by modulating its own RF field.

ssive communication mede, the Initiator generates the RF field and starts the transactiq
bt responds to an Initiator command in the passive communication mode by modulating t
RF field, which is referred to as load modulation.

ment specifies sequirements for modulation, bit rates and bit coding. In addition, it specif

requirem
the fram

n.

=2
(¢°]

€S

ents for the start of communication, the end of communication, the bit and byte representatign,

ng and error detection, the single device detection (SDD), the protocol activation a

parametdr selection and the data exchange and deactivation of NFCIP-1 devices.

hd

Initiators| ahd 'Targets exchange commands, responses and data in alternating or half dup
communikcation

NFCIP-1 devices are capable to start transactions at bit rates of f./128, f./64 and f./32. Initiators select
one of those bit rates to start a transaction and they may change the bit rate using the parameter

selection

during a transaction.

The mode (active or passive) shall not be changed during a transaction.

8 REFfield

8.1 Values

f.is 13,56 MHz.

6
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H_;,is 1,5 A/m (rms).
H_..is7,5A/m (rms).
Hryreshold 1 0,187 5 A/m (rms).

8.2 Passive communication mode

The Initiator shall generate field strength of at least H;, and not exceeding H,;, at manufacturer
specified positions (i.e. operating volume) under un-modulated conditions.

The Target shall operate continuously between H,;, and H,,..

8.8 Active communication mode

An Initiator and a Target shall alternately generate an RF field of at least H,;, and-not exceeding H,,, at
manufacturer specified positions (i.e. operating volume) under un-modulated conditions.

8.1 External RF field detection

NECIP-1 devices shall detect external RF fields at f. with field strength’higher than Hyy oqho1a-

9| RF signal interface

9.1 General

This clause specifies bit duration and RF signal interface requirements for active angdl passive
communication modes.

NOTE Active and passive communication modes have also been adopted by NFC Forum, as|shown in
Rdference [2] and [3].

9.2 Bitduration

One etu equals 128/(D x f), where the values of the divisor D depend on the bit rate and commjunication
meéde, see Table 1.

Table 1 — Divisor D

Communication mode bit rate Divisor D
Active or Passive f/128 (~106 kbit/s) 1
Active or Passive f./64 (~212 kbit/s) 2
Active or Passive fo/32 (~424 kbit/s) 4

Active f/16 (~848 kbit/s) 8
Active f./8 (~1 695 kbit/s) 16
Active fo/4 (~3 390 kbit/s) 32
Active fo/2 (~6 780 kbit/s) 64

NOTE1 The Initiator selects the communication mode (either Active or Passive) and bit rate (f./128, f./64 or
f./32 specified by the following clauses).

NOTE2  This document does not specify the modulation and the bit coding beyond the bit rate of f./32.

© ISO/IEC 2023 - All rights reserved 7
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9.3 Active communication mode

9.3.1 General

Targets and Initiators shall conform with the following specifications for both communication
directions, i.e. Initiator to Target and Target to Initiator.

9.3.2 Requirements for f./128

9.3.2.1

The bit r3

9.3.2.2

BitTate

te for the transmission during initialisation and SDD shall be f./128.

Modulation

The moduylation shall be in accordance with ISO/IEC 14443-2:2020, 8.1.2 for a bit rate of f_/128. Duri

transmis
Initiator :

9.3.2.3

The bit re
of f./128.

9.3.2.4

Initiators

bion, both the Initiator and the Target shall conform to PCD values. During.reception, both t
ind the Target shall conform to PICC values.

Bit representation and coding

presentation and coding shall be in accordance with ISO/1ECA14443-2:2020, 8.1.3 for a bit rz

Byte transmission

and targets shall transmit bytes with the Isb first.

9.3.3 Requirements for f./64 and f_/32

9.3.3.1
The bit ra

9.3.3.2

The mod
and f./32
reception

The Targg
modulati

9.3.3.3

Bit rates

tes for the transmission during initialisation and SDD shall respectively be f./64 or f./32.

Modulation

ilation shall be in.ac¢ordance with ISO/IEC 14443-2:2020, 9.1.2 for the bit rate of f_/
. During transmissien, both the Initiator and the Target shall apply the PCD values. Duri
, both the Initiator and the Target shall apply the PICC values.

et should ageept a modulation index range from 8 % to 30 % to operate with Initiators usin
bn indexthijgher than 14 % for backward compatibility.

Bit representation and coding

ng
he

Manchester bit encoding shall be employed as illustrated in Figure 1 and Figure 2.

Bit coding format is Manchester with logic levels defined as:

— Logic “ZERO”: The first half of the bit duration is carrier low field amplitude, and the second half of
the bit duration shall be carrier high field amplitude (no modulation applied).

— Logic “ONE”: The first half of the bit duration is carrier high field amplitude (no modulation applied),
and the second half of the bit duration shall be carrier low field amplitude.

Reverse polarity in amplitude shall be permitted. Polarity shall be detected from the SYNC.

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=31231df320564e970569016ac05b4a6c

ISO/IEC 18092:2023(E)

1 etu 1 etu
ZERO ONE

ONE ZERO

Figure 2 — Manchester bit encoding (reverse amplitude)

9.8.3.4 Byte transmission

Injtiators and Targets shall transmit bytes with the msb first.
9.4 Passive communication mode
9.4.1 Requirements for f./128

9.4.1.1 Initiator to Target requirements

Sele 9.3.2.
9.4.1.2 Target to Initiator requirements

9.4.1.2.1 Bitrate

Sele 9.3.2.1.

9.4.1.2.2 Modulation
THe modulation'shall be in accordance with ISO/IEC 14443-2:2020, 8.2.2.

9.4.1.2:3~ Subcarrier Frequency

The subcarrier frequency shall be in accordance with ISO/IEC 14443-2:2020, 8.2.3 for a hit rate of
f./128.

9.4.1.2.4 Subcarrier modulation

The subcarrier modulation shall be in accordance with ISO/IEC 14443-2:2020, 8.2.4 for a bit rate of
f./128.

9.4.1.2.5 Bitrepresentation and coding

The bit representation and coding shall be in accordance with ISO/IEC 14443-2:2020, 8.2.6 for a bit rate
of f./128.

© ISO/IEC 2023 - All rights reserved 9
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Byte transmission

Initiators and Targets shall transmit bytes with the Isb first.

9.4.2 Requirements for f./64 and f_./32

9.4.2.1

9.4.2.1.1

See 9.3.3,

9.4.2.1.2
The mod

Initiator to Target requirements

Bit rate

=

Modulation

hlation shall be in accordance with ISO/IEC 14443-2:2020, 9.1.2 for the bit rate’of f./64 a

f./32. Dufing transmission, the Initiator shall apply the PCD values.

9.4.2.1.3

See 9.3.3.

9.4.2.1.4

See 9.3.3,

9.4.2.2

9.4.2.2.1

See 9.3.3,

9.4.2.2.2
The Targ

Bit representation and coding

i

Byte transmission

e

Target to Initiator requirements

Bit rate

=

Modulation

bt shall be capable of communication to the Initiator via an inductive coupling area by usi

load modplation applied at f. of thé Initiator’s RF field with the PICC load modulation amplitude val

specified
modulati

9.4.2.2.3

See 9.3.3,

9.4.2.2.4

See 9.3.3.4-

in ISO/IEC 14443-2:2020, 8.2.2. The Initiator shall be able to receive a signal with lo
bn amplitude as specified for the PCD reception in ISO/IEC 14443-2:2020, 8.2.5.

Bit representation and coding

&

Bytétransmission

g
ue
hd

10 General Protocol flow

The General Protocol flow between NFCIP-1 devices shall be conducted through the following
consecutive operations:

— Any NFCIP-1 device shall be in Target mode initially and not generate an RF field and shall wait for
a command from an Initiator.

— The NFCIP-1 device may switch to Initiator mode and select either active or passive communication
mode and bit rate.

10
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Initiators shall test for external RF field presence and shall not activate their RF field if an external

RF field is detected. See 8.4.

If an external RF field is not detected, the Initiator shall activate its own RF field for the activation

of Target.

Exchange commands and responses in the same communication mode and the bit rate.

Figure 3 shows the general initialisation and SDD flow for the active and the passive communication
mode at different bit rates.

T;I:] General Protocol flow describes the flow to initialise and select the Targets either in-h
c

in
ra
11
Th
D4

1

1]

T}
th

Tdrgets simultaneously transmit bit patterns with@one or more bit positions where they

C

Fij
m

1 Initialisation

munication mode or in the active communication mode using one of the bit rates. RFCAIis
11.2. The passive communication mode is described in 11.3. The initialisation and)SPD f
ke of f./128 is described in 11.3.1, initialisation and SDD for bit rates of f./64 and f;/32 is de
.3.2. The active communication mode is described in 11.3.

e Activation of the Protocol is described in 12.5. The Parameter Selection-s described in 1}
ta Exchange Protocol is described in 12.6. The Deactivation is describedin-12.7.

.1 General

is clause describes the initialisation and collision detection protocol for Targets in the 4
e passive communication mode. The Initiator shall‘detect a collision that occurs when at

plementary values.

bde at different bit rates.

e Passive
lescribed
pr the bit
bcribed in

p.6.3. The

ctive and
least two
transmit

bure 3 shows the general initialisation and\SDD flow for the active and the passive commjunication
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Initial RF Collision Avoidance

11.2 RFCA

11.2.1 General

(DSL, RES)

Y

( End transaction )

Figure 3 — General initialisation and SDD flow

g
RF field S
detected ? =
I
Y Y
Application switches to
nitiator mode for Passive Application switches to
ommunication mode and Initiator mode for Active
dhooses the transfer speed communication mode and
and performs the chooses the transfer speed
nitialisation and the SDD
Y \
Activation in Passive Activation in Activeé :—I p
o - rotocol
communication mode by communication nfode-by Activation
NFCID3 (ATR) NFCID3 (ATR)
[ | ]
L] A
. Parameter —_
Parameter selection Selection S
(PSL) %
=
g
Y Data 2.
Data exchange protocol Exchange é
(DEP) Protocol &
Y
Y De-
De-Activatiel Activation

In order pot'te'disturb any other NFC communication and any current infrastructure running on t
carrier frleguency, an Initiator for NFC communication shall not generate its own RF field as long

another RF field is detected.

11.2.2 Initial RFCA

To start communication with the Target device either in the active or the passive communication mode
an Initiator shall sense continuously for the presence of an external RF field. See 8.4.

If the Initiator detects no RF field within the timeframe ¢, + n x tzpy then the Initiator shall switch its
RF field on, otherwise it shall restart Initial RFCA. The integer value of n shall be randomly generated.
Figure 4 specifies the timing of the initial RFCA during initialisation.

12
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RF on Send Request

trRrw L / \
AN/

[~ 771

Start
A A A
- tipr T e | tirr -
Kay
tipir initial delay time tipr >4 096 / f.
triw RF waiting time 512/ f,
n randomly generated number of time periods for typy,
0<n<3
tirkG initial guard-time between switching on RF field and start to send command or data frame
tiRpG > 5 MS

Figure 4 — Initial RFCA

The RF field, which is generated by the Initiator, shall besswitched off in the active communicatjon mode.
The RF field, which is generated by the Initiator, shalbnot be switched off in the passive commfunication
mpde.

11.2.3 RFCA

Tqd avoid collision by simultaneous responding of more than one Target in the active commjunication
mopde during activation, Targets shall perform response RFCA as specified in Figure 5.

RF on Send Response

tRrw L / \
AN/

[~ 771

Jtart
! tapt n x trRpw LARFG
Key
tADT active delay time, sense time between RF off Initiator/Target and Target/Initiator

(768/f. < tapr <2 559/f)
tRrw RF waiting time. (512/f,)
n randomly generated number of time periods for typy (0 <n < 3)

EARFG active guard time between switching on RF field and start to send command
(tarrg > 1 024/f)

Figure 5 — Response RFCA sequence during activation
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11.3 Passive communication mode

11.3.1 Initialisation and SDD for /128

Initialisation and SDD for f./128 shall conform to ISO/IEC 14443-3:2018, Clause 6 with the coding of

SAK as specified in Table 2.

Table 2 — Coding of SAK

bit8 | bit7 | bit6 | bit5 | bit4 | bit3 | bit2 | bit1 Meaning

X X X X X 1 X x  |UID not complete, see ISO/IEC 14443-3:2018, Table.

X 1 X X 0 X x  |UID complete, see ISO/IEC 14443-3:2018, Table)9.

X X 0 X X 0 X x |UID complete, see ISO/IEC 14443-3:2018f Table 9.
UID complete, Target compliant with.thetransport

X 1 X X X 0 X x |protocol specified in Clause 12. Attribute Request i$
supported.
UID complete, Target not compliant with the

X 0 X X X 0 X X |transport protocol specifiedyin Clause 12.
Attribute Request is notlsupported.

The uidO shall be set to ‘08’.

If bit 3 is|(1)b the Initiator shall ignore any other bit of SAK. If bit'3\is (0)b the Initiator shall interpget

bit 7 and jgnore the other bits.

When bit|3 is set to (1)b then the Target should set all other pits of SAK to (0)b.
See Annek B for combination of SAK use in the ISO/IEC 14443 series and this document.

NOTE If bit 6 is (1)b in SAK then device supports protocol as defined in ISO/IEC 14443-4.

11.3.2 Inpitialisation and SDD for f_/64 and f;/32

11.3.2.1 |Start and end of communication

The start|of the Passive communjcation shall be signalled by the presence of the carrier frequency. The
communifcation shall start with the preamble sequence of at least 48 bits of Manchester encoded ZERO.

The end qf communication shall’be forecasted from the Length field of the frame.

After ong NFCIP-1 devieehas finished communication, the other shall delay for a period of at legst

8 x 64/f. before startifig-transmission by sending the preamble sequence as shown in Figure 6.

juguuuuguooooouuyy ouou vdoo' o

Data packet

-t

> <«
Delay Preamble Data packet

Figure 6 — Delay between consecutive frames

11.3.2.2 Frame format

The frame format shall consist of Preamble, SYNC, Length, Payload, and CRC, see Figure 7.

The Preamble shall be 48 bits minimum all logical ZEROs.

14
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The SYNC shall be 2 bytes. The 15t byte of the SYNC shall be ‘B2’ and the 2nd byte shall be ‘4D".

Preamble SYNC Length Payload

CRC

Figure 7 — Frame format

The Length shall be an 8-bit field and it shall be set to the number of bytes to be transmitted in Payload
plus 1. The range of the Length shall be 1 to 255, and other settings are RFU.

N(
N(
T}
T}

11

T}
th

TE1 The minimum value for the Length was 2 in the last edition of this document.

e Payload shall consist of n 8-bit-bytes of data where n is indicated by the numbérof data b

e CRC shall be calculated according to A.3.

.3.2.3 SDD forf./64 and f_./32

e basic technique of the SDD procedure shall be the time slot methad. The number of the slq
e integer value beyond zero. The Initiator shall send Polling Requests. The Target shall res

ti
A

m

Uy
u

—

A
re

T}

ne slot may be indicated by the value TSN in/fhe Polling Request Frame from the Initiator.

er obtaining NFCID2 data from Target(s) in the operating field, the Initiator may communi
hltiple Targets.

to 16 time slots may be supported by agreement between the interchange parties. The 1

arget, which is already powered up, responds to the Initiator according to the following r|
ceiving the Polling Request Frame fromthe Initiator.

The Target shall generate a rafidom number R in the range 0 to TSN.

The Target shall wait until.the time slot is matched to R, then send the Polling Response H
wait for the next Request! The Target may ignore a Polling Request to reduce instances o
of Responses.

e communicationbetween the Initiator and the Target shall be initiated as follows:

The Target-gets power from the operating field generated by the Initiator.

fromrpewer up.

The Target shall wait for a Polling Request sent from the Initiator. The Initiator may send

TE2 Therange of the Length is harmonized with the NFC Forum Digital Protocol Technical'\Speciffication[2].

ytes.

t shall be
pond in a

e slot randomly chosen from the range specified by the Initiator. The Initiator shall be abje to read
NFCID2 data (see 11.3.2.4) of Target(s) in different time slots.

cate with

umber of

ules after

rame and
[ collision

The Tafget shall become ready for receiving a Polling Request from the Initiator in maximium 2 sec

a Polling

n . ad=l 4= b £, 41 T dede. 1 |
NACTUUTSU WILITUUL WAILIITS TUT LT 14l gTLU LU UTLULIIT TTAauUy.

If the Initiator fails to receive Polling Response, then the Initiator may send Polling Requ

est again.

The Initiator of the Passive communication mode shall keep RF power on while executing the SDD

procedure.

The delay t; between the end of the Request Frame and the first time slot shall be 512 x 64/f..

The time slot unit ¢, shall be 256 x 64/f..

Figure 8 illustrates an example situation of the SDD by time slot. In this example, 5 Targets are
responding. The Initiator may be able to get the Response information of the Target 2, 4, and 5 excluding
1 and 3. Because a collision has occurred at the time slot 1.

© ISO/IEC 2023 - All rights reserved
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The Initiator may repeat the SDD procedure.

ta * ts * ts * ts * ts
Time —> Time Slot 0 Time Slot 1 Time Slot 2 Time Slot 3
REQ from RES from RES from RES from RES from
Initiator Target 4 Target 1 Target 5 Target 2
RES from
Farget3

Figure 8 — SDD by time slot

11.3.2.4 INFCID2 contents

NFCID2 ghall be an 8-byte number for identifying NFCIP-1 devices. The 2-byte{prefix code shall pe
followed |py a 6-byte number in the NFCID2. The prefix code shall define the)characteristics for the
6-byte nymber.

The prefik code and 6-byte number shall be used as specified in Table3.

Table 3 — NFCID2 contents

Prefiy code 6-byte number Meaning
‘01’ |FE’ Random number, Indicates Target is compliant with the transport protocol
dynamically generated |specified in\Clause 12 and Attribute Request is supported.
by the Target
‘02’ |[FE’ Fixed number, Indicates Target is not compliant with the transport protoco
non-unique spécified in Clause 12 and Attribute Request is not supportefl.
Other yalues n/a RFU

NOTE The prefix code of ‘02" ‘FE/ is harmonized with the NFC Forum Digital Protocol Technifal
Specificatfonlz],

11.3.2.5 [Polling Request Frame format

To find Tqrgets, an Initiatershall send a Polling Request frame, see Figure 9.

Prepmble SYNC | Length Payload CRC
(48 Qit min.) (16 bit) (8 bit) 00’ ‘FF’ ‘FF’ 00’ TSN | (16 bit]

Figure 9 — Polling Request Frame format

The Preamble, SYNC, Length and CRC shall be in accordance with 11.3.2.2.

The Length shall be set to ‘06’, which is calculated as specified in 11.3.2.2.

The 15t byte of the Payload shall be set to ‘00"

The 2nd byte and the 34 of Payload shall be set to ‘FF’ and other settings are RFU.
The 4th byte of Payload shall be set to ‘00’, and other settings are RFU.

The TSN shall be ‘00’, ‘01’, ‘03’, ‘07, or ‘OF’. Any other settings are RFU.
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Figure 8 illustrates an example where the TSN is ‘03". If the TSN is set to ‘00’ then only the time slot 0

sh

all be used.

11.3.2.6 Polling Response Frame format

Target shall send the following frame as the Polling Response toward the Polling Request, see Figure 10.

Preamble SYNC Length Payload

CRC
(16 bit)

T}
T}

TH
of

1]

11

TH
fe

11
T}

Figure 10 — Polling Response Frame format

e Preamble, SYNC, Length and CRC shall be in accordance with 11.3.2.2.
e Length field shall be set ‘12’, which is calculated as specified in 11.3.2.2,

e start byte of the Payload shall be set to ‘01". The Payload shall contain8-byte of NFCID2 a
Pad. The Pad shall be ignored for data interchange.

.4 Active communication mode

4.1 Initialisation

e application switches to Initiator for the active communication mode and may select ¢
128, f./64 or f./32.

4.2 Active communication mode RFCA
e RFCA shall be executed according tothe timing chart in Figure 11.
The Initiator shall perform the initial RFCA.

The first command sent by.the Initiator shall be an ATR_REQ in the active communicatio
a selected bit rate.

The Initiator shall switch off the RF field and respect tyg opp after any command is sent
communication made.

The Target pexforms the response RFCA.

The Targetsends the ATR_RES as a response to the ATR_REQ in the same bit rate as it haj
the ATR/REQ and switch of the RF field respecting tpp opp after any command is sent
comynunication mode.

hd 8-byte

bit rate;

N mode at

in active

received
in active

The Initiator performs the response RFCA with n = 0.

The Initiator sends the PSL_REQ in order to change parameter or sends the DEP_REQ to
data exchange protocol.

© ISO/IEC 2023 - All rights reserved
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RF on Request  RF off RF on RF off
Initiator ! 0 ! | i | | |
tipt | trrG | | | | tapt tARFGl |
I ' | I I I ' I
1.Initial | 2. ! l6. Detects RF field, | 7. |
RFCA | Sends Request ! Ireceives Response | ISends Command |
I | I I I I
: i : : } >

I I I I I | Time
| | REFon Response  RI off | |
I | | I I |
I | I I
I | I |
| | | |
: - : :
Target : : tapT : tARFG : : : :
I [ I i I I I
: 3. Detects RF field, :4. Response : 5. : :8. :
| receives Request  |RFCA | Sends Response : IReceives Command)
I I I | I

|
Figure 11 — Initialisation flow for active communicationrmode
trr opr 1S|the time between the start of the rising edge of the last nfodulation and the start of falling
edge when the device turns off the RF field and should be in the range of
— 350/f < tgr opF < 2 559/f. for a bit rate of f./128, and

—  215/J < tgg opF < 2 559/f, for a bit rate of f./64 or f /32

In case where two Targets or more are in the field, the-one with the lowest n will answer first and the
other wil] not answer.

In case of two or more Targets answering in.exactly the same time period, the Initiator will detecf a
collision &nd it will re-send the ATR_REQ, which is described in 12.6.1.1.

After thelfirst valid Target response is detected by the Initiator, the Initiator shall use n = 0 for further
communifcation.

After the| Target has received a ‘request other than ATR_REQ, the Target shall use n = 0 for further
communifcation.

12 Trapsport protocol

12.1 General

The trangpertprotocol is handled in three parts:

— activation of the protocol, which includes the Request for Attributes and the Parameter Selection;
— the data exchange protocol;

— the deactivation of the protocol including the Deselect and the Release.

12.2 Transport Data

User data shall be transported in the Transport Data field in the Frame format. Figure 12 specifies the
position of the Transport Data field in each Frame format.

The structure for the Frame format for f_/128 shall conform to ISO/IEC 14443-3:2018, 6.2.3.2. The start
byte SB shall be set to ‘FO’. The LEN byte shall be set to the length of the Transport Data field plus 1. The
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range of the LEN shall be in the range of 3 to 255. The E1 is the CRC for the Frame format of f./128 as

described in A.1. Other settings of LEN shall not be used.

Subclause 11.3.2.2 specifies the frame format for f./64 and f./32 including the Preamble PA and the

Synchronous pattern bytes SYNC.

The LEN byte shall be set to the length of the Transport Data field plus 1. The value of LEN shall be in
the range of 3 to 255. The E2 is the CRC for the Frame format of f./64 and f./32 as described in A.3.
Other settings of LEN shall not be used.

The Trnncpnrf data field contains the mandatorv command hyfpc CMD1 and CMD2 as describ

ed in 12.4

an
CN

T}

f)

g)

Frame Format
for f./128

Frame Format
for f./64 and f./32

d the data bytes Byte 1 to Byte n. The content of Byte 1 to Byte n depends on the comnjand byte
ID2 and may contain information. In that case they are mandatory. Data bytes are optional,
Transport Data field
SB LEN CMD1 | CMD2 | Bytel | ByteZ2 | Byte3 .. .. Byt¢ n { E1
Transport Data field
PA SYNC LEN CMD1 | CMD2 | Bytel | Bwte2 | Byte3 | .. .. Byt¢nn | E2

Figure 12 — Transport Data#rame format

e following activation sequence shall be applied:

2.3 Passive communication mode Activation flow

The Initiator shall perform the initial RFCA sequence as defined in 11.2.2.

The Target may fall back to the Initialisation and SDD if no ATR_REQ is supported.

The ATR_REQ-Inay be sent by the Initiator as a next command if the Target indicate;
Attribute Reguest is supported.

The Target shall send its ATR_RES as answer to the ATR_REQ. The Target shall only ansy
ATREREQ if the ATR_REQ is received directly after selection.

Ifythe Target supports any changeable parameter in the ATR_REQ, a PSL_REQ may be ug

The Initiator shall perform the:lnitialisation and SDD for the Passive communication node at a
selected bit rate as defined in 11.2.

The support of the NFCIR-T" protocol shall be checked at the different bit rates according to the
result of the SDD.

that the

ver to the

ed by the

h)

j)

Initiator as the next command alrter receiving the AT R_RKEUQ T0 Chhange parameters.

The Target shall send a PSL_RES as answer to the PSL_REQ.

A Target does not need to complement the Parameter Selection, if it does not support any changeable

parameters in the ATR_RES.

The transparent data shall be sent using the data exchange transport protocol.

The Initiator activation sequence for a Target in the Passive communication mode is shown in Figure 13.

© ISO/IEC 2023 - All rights reserved
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12.4 Active communication mode Activation flow

The following activation sequence for the protocol in the active communication mode shall be applied:
a) The Initiator shall perform the initial RFCA sequence as defined in 11.2.2.

b) The Initiator shall switch to the active communication mode and select the bit rate.

c) The Initiator shall send the ATR_REQ.

d) The Target shall send its ATR_RES in response to the ATR_REQ. After a successful response the
devide is selected.

e) IftheInitiator detects a collision of data the ATR_REQ shall be re-sent.

f) It thg Target supports any changeable parameter in the ATR_RES, a PSL_REQ may béwused by the
Initigtor as the next command after receiving the ATR_RES to change parameters.

g) The Target shall send a PSL_RES in response to the PSL_REQ.

h) A Target does not need to complement the Parameter Selection, if it does notsupport any changealle
paraimeters in the ATR_RES.

The Initidtor activation sequence for a Target in the active communicatiegn mode is shown in Figure 14.
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Initial RFCA

A

Switch to passive NFC

Receive RLS_RES

&
<

A 4

< Initialisation and
SDD loo

no
Request Attribute?

Proprietary protocol

Send ATR_REQ

A

Receive ATR_RES

A

Send RLS_REQ

Receiye.DSL_RES

Send DSL_REQ

A

Initialisation and anticollision

Protocol activation and parameter change

yes
<@r change?
no v
Send PSL_REQ
Receive PSL_RES
Change Parameter
Y
ata Exchange ——

Protocol (DEP

Figure 13 — Activation Protocol in Passive communication mode
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7 5
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Receive PSL_RES Receive DSL_RES %
7 &
Change Parameter Send DSL_REQ
y Y
ata Exchange ——

Protocol (DEP

Figure 14 — Activation Protocol in Active communication mode

12.5 Commands

The Command bytes consist of CMD1 and CMD2 as specified in Table 4.
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Table 4 — NFCIP-1 Protocol Command Set

Mnemonic Command bytes |Definition
CMD1 CMD2

ATR_REQ ‘D4’ ‘00 Attribute Request (sent by Initiator)
ATR_RES ‘D5’ ‘01 Attribute Response (sent by Target)
WUP_REQ ‘D4’ ‘02’ Wakeup Request (sent by Initiator in active communication mode only)
WUP_RES ‘D5’ ‘03’ Wakeup Response (sent by Target in active communication mode only)
PSL_REQ ‘N4’ ‘04’ Parameter Selection qunpcf (cpnf by Inirinrnr)
P$L_RES ‘D5’ ‘05’ Parameter Selection Response (sent by Target)
DEP_REQ ‘D4’ ‘06’ Data Exchange Protocol Request (sent by Initiator)
DEP_RES ‘D5’ ‘07’ Data Exchange Protocol Response (sent by Target)
DFL_REQ ‘D4’ ‘08’ Deselect Request (sent by Initiator)
DFL_RES ‘D5’ ‘09’ Deselect Response (sent by Target)
RLS_REQ ‘D4’ ‘0A Release Request (sent by Initiator)
RLS_RES ‘D5’ ‘0B’ Release Response (sent by Target)

12.6 Activation of the protocol
13.6.1 Attribute Request and Response Commands

12.6.1.1 Attribute Request (ATR_REQ)

This clause defines the Attribute Request ATR_REQ with all its parameter bytes, see Figurge 15. The
Injtiator shall send the ATR_REQ to the selected-Target.

CMD1 | CMD2 Bytel |..| Byte10_(~Byte11l | Byte12 | Byte13 | Byte14 | Byte15 | .. || Byten
‘D4’ ‘00’ nfcid3il | .. | nfcid3it0 [  DIDi BSi BRi PPi [Gi[1]] | .. || [Gi[n

Figure 15 — Structure of the ATR_REQ

12.6.1.1.1 Definition of the ATR_REQ bytes

CMD 1: Shall be sette“D4".
CMD 2: ATR_REQ

The ATR_REQ byte shall specify the Attribute Request for the Initiator. The value of ATR_RE() shall be
sef to ‘00%

Byte1 to Byte 10: NFCID3i

The 10 nfcid3i bytes define the random identifier NFCID3i of the Initiator. NFCID3 shall be an ID
dynamically generated by the application and be fixed during one communication. For Passive
communication mode f_/64 and f./32, the NFCID3i shall be replaced by NFCID2t.

Byte 11: DIDi

The DID byte shall be used for multiple data transport protocol activation with more than one Target.
The range of the DIDi shall be defined between 1 and 14. The value ZERO shall be used if no DIDi is used
during the data transport protocol. All other values shall not be used.

Byte 12: BSi

The Initiator device shall specify its supported send-bit rates (D) in the BSi byte, see Figure 16.

© ISO/IEC 2023 - All rights reserved 23


https://standardsiso.com/api/?name=31231df320564e970569016ac05b4a6c

ISO/IEC 18092:2023(E)

bit 8

bit 7

bit 6

bit 5

bit 4

bit 3

bit 2

bit1

ZERO

ZERO

ZERO

ZERO

DSi4

DSi3

DSi2

DSi1

Figure 16 — Coding of the BSi byte

The coding of bits is as follows:

— Dbit 8 to bit 5: shall be set to ZERO, all other values are RFU;

— bit4:
— bit 3:
— bit2:
— bit1:
Byte 13:

The Initi3
coding of]

if DSi4 = ONE then D = 64 is supported;

if DSi3 = ONE then D = 32 is supported;

if DSi2 = ONE then D = 16 is supported;

if DSi1 = ONE then D = 8 is supported.

BRi

tor device shall specify its supported bit rates (see Table 1) in the.BRi byte, see Figure 17. T|

bits is as follows:
bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
ZERO ZERO ZERO ZERO DRi4 DRi3 DRi2 DRi1l

— bit8
— Dbit 4:

Figure 17 — Coding of the BRi byte

Lo bit 5: shall be set to ZERO, all other values'are RFU;
if DRi4 = ONE then D = 64 is supported;

— bit 3:[if DRi3 = ONE then D = 32 is supported;

— bit 2:|/if DRi2 = ONE then D = 16 is:supported;

— bit 1:/if DRil = ONE then D = 8.is supported.

Bytel4: PPi

The PPi Qyte specifies-Optional parameters used by Initiator device, see Figure 18. The coding of b

shall be a

5 follows:
bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
SECi RFU LRi RFU RFU Gi NAD

— bit8:
— bit7:

Figure 18 — Coding of the PPi byte

SECi. If set to ONE the Initiator supports NFC-SEC; ZERO indicates no support.
RFU. The Initiator shall set it to ZERO. The Target shall ignore it.

— bit 6 and bit 5: LRi. Length Reduction value, see Table 5.

24
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Table 5 — Definition of LRi

LRi LENyax

00 Only Byte 1 to Byte 64 is valid in the Transport Data
01 Only Byte 1 to Byte 128 is valid in the Transport Data
10 Only Byte 1 to Byte 192 is valid in the Transport Data
11 Only Byte 1 to Byte 252 is valid in the Transport Data

bit 4 and bit 3: RFU. The Initiator shall set it to ZERO. The Target shall ignore it.

2023(E)

bit 2: If bit is set to ONE then it indicates General bytes are available.

bit 1: If bit is set to ONE then it indicates the Initiator uses NAD.

Byte 15 to Byte n: Gilll to Gi[n]

The general bytes shall be optional and designate general information. The maximum length of the
ATR_REQ subtracted by the mandatory bytes give the maximum number gf'general bytes.

12.6.1.2 Attribute Response (ATR_RES)

The ATR_RES, see Figure 19 shall be the response to the ATR_REQ and shall be sent by the¢ selected
NIFFCIP-1 Target device.

CMD 1 CMD 2 Byte 1 Byte 10 Byte 11 Byte 12 Byte 13 Byte 14 Byte 15 Byte 16 Byte n
‘D5’ ‘01 nfcid3tl nfcid3t10 | DIDt BSt BRt TO PPt [Gi[1]] [Gi[n]]
Figure 19 — Structures of the ATR_RES

13.6.1.2.1 Definition of the ATR_RES bytes

CID 1: Shall be set to ‘D5".

CMID 2: ATR_RES

The ATR_RES byte shall specify the Target’s Response to the ATR_REQ send by the Initiator. [The value
of[CMD1 for ATR_RES shallbe set to ‘01".

Byte 1 to Byte 10;-NFCID3t

The 10 nfcid3t2bytes define the random identifier NCID3t of the Target. NFCID3 should [be an ID
generated by'the application. The content of NFCID3 may be the same as UID or NFCID2.

Byte 11: DIDt

THeBID byte shall be used for multiple data transport protocol activation with more than ope Target.
The DIDT shall have the same value as the DIDI. All other values shall not be used. For usage ot DIDt, see
12.7.5.

Byte 12: BSt

The BSt byte shall specify the supported bit rates of the Target device, see Figure 20. The coding of bits

is

defined as follows:

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit1

ZERO ZERO ZERO ZERO DSt4 DSt3 DSt2 DSt1

Figure 20 — Coding of the BSt byte

© ISO/IEC 2023 - All rights reserved
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— Dbit 8 to bit 5: Shall be set to ZERO.

—  Dbit 4:
— bit 3:
— bit2:

if DSt4 = ONE then D = 64 is supported.
if DSt3 = ONE then D = 32 is supported.
if DSt2 = ONE then D = 16 is supported.

— bit 1: if DSt1 = ONE then D = 8 is supported.
Byte 13: BRt
The BRt tiyte shall specify the supported receive bit rates of the Target device, see Figure 21. The eodipg
of bits is dlefined as follows:

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit\1

ZERO ZERO ZERO ZERO DRt4 DRt3 DRt2 DRt1

Figure 21 — Coding of the BRt byte

— bit 8 fo bit 5: Shall be set to ZERO.
— bit 4:[if DRt4 = ONE then D = 64 is supported.
— bit 3:|if DRt3 = ONE then D = 32 is supported.
— bit 2:[if DRt2 = ONE then D = 16 is supported.
— bit 1:[if DRt1 = ONE then D = 8 is supported.
Byte 14:[TO
The TO byte shall specify the timeout value of‘the Target NFCIP-1 device for the data transport protodol,
see Figurp 22.
The timeput calculation for f./128 shall start with the start of the rising edge of the last modulatipn
sent by the Initiator and stop with the'start of the modulation edge of the first modulation sent by the
Target.
The timegut calculation for f;/64 and f_/32 shall start with the end of the last bit of a frame sent by the
Initiator gnd stop with the-start of the first bit of the Length field in a frame sent by the Target.
NOTE The definitiehlof timeout calculation is harmonized with the NFC-DEP Protocol defined by NFC Forum.
The timegut is spécified as follows:

bit'8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1

Figure 22 — Coding of the TO byte

— Dbit 8 to bit 5: Shall be set to all ZEROs.

— bit 4 to bit 1: WT: Waiting Time.

The Response Waiting Time (tzy,) shall be calculated by the following formula:

trw =

26

(256 x 16 / ) x 2WT
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where

the value of WT

the value of 15

ISO/IEC 18092:2023(E)

shall be range from 0 to 14;

is RFU;

The default value of WT shall be 14;

£, AL 14 s £+ (4040 aY
Il vv 1 = 1T LRW - LRWIMAX LT T lllDJ
Byte 15: PPt
The PPt byte specifies optional parameters used by Target device, see Figure‘23. The codi
shll be as follows:
bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
SECt ZERO LRt ZERO ZERO Gt NAD

By

hg of bits

Figure 23 — Coding of the-PPt byte

bit 8: SECt. If set to ONE, the Target supports NFC-SEC; ZERO indicates no support.
bit 7: Shall be set to ZERO.
bit 6 and bit 5: LRt. Length Reduction value,see Table 6.

Table’6 — Definition of LRt

LRt LENyax

00 Onily Byte 1 to Byte 64 is valid in the Transport Data
01 Only Byte 1 to Byte 128 is valid in the Transport Data
10 Only Byte 1 to Byte 192 is valid in the Transport Data
11 Only Byte 1 to Byte 252 is valid in the Transport Data

bit 4 and bit 34Shall be set to ZERO.
bit 2: If bitis set to ONE then it indicates General bytes available.
bit 1+Ifbit is set to ONE then it indicates the Target uses NAD.

rte 15 to Byte n: Gt[1] to Gt[n]

The Gt bytes shall be optional and designate general information. The maximum length of the ATR_RES
subtracted by the mandatory bytes gives the maximum number of general bytes.

12.6.1.3 Handling of ATR_REQ and ATR_RES

12.6.1.3.1 Initiator rules

When the Initiator has sent the ATR_REQ and receives a valid ATR_RES the Initiator shall continue with

op

eration.

In any other case the Initiator shall retransmit the ATR_REQ before using the deactivation sequence as
defined in 12.7.

© ISO/IEC 2023 - All rights reserved
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In case of failure of the deactivation sequence it may use the HLTA command only for Passive
communication mode at f./128. The HLTA command is specified in ISO/IEC 14443-3:2018, 6.4.3.

12.6.1.3.2 Targetrules

When the Target has been selected by the last command (for passive communication mode only) and

a) Recei

ves a valid ATR_REQ, the Target

— shall send its ATR_RES, and

— §

b) Rece
comij

s

12.6.1.4

12.6.1.4.

Defined b
timeout i

12.6.1.4.
In active

Initiator

Target: T
pdu indic

12.6.1.4.

In passiv
carrier fr

Initiator
device, th

Target: T
pdu indic

hall disable to receive a subsequent ATR_REQ.

ves any other valid or invalid frame, except a HLTA command (see 12.6.1.3.1) only for Passi
hunication mode at f./128, the Target

bnores the block, and

emains in receive mode.
Handling of timeout (TO)

I General

y the initially chosen mode, the communication is either&@ctive or passive. The handling of t
b different for active and passive communication modes:

P Handling in active communication mode

fommunication mode the communication flew'is handled by switching the carrier frequenc

pting Timeout extension to extend the defined tgyy. See 12.7.1.1.1.

B Handling of timeout(in passive communication mode

e communication mopde the communication is only handled by communication flow. T
pquency is not switched.

The Initiatof—shall first use error handling and if no response is received ignores a Targ
at has exceéded the specified timeout and continue communication.

pting Timeout extension to extend the defined tgy. See 12.7.1.1.1.

The Initiator shall ignore a Target thatexceeded ty,, calculated using TO byte in ATR_RE
from a Target device and continue operation.

Ve

he Target shall use a TO value thatiallows common communication and shall use a Supervisgry

he

et

he Tdaprget shall use a TO value that allows common communication and shall use a Supervisdry

12.6.1.5

Handling of DID

12.6.1.5.1 Handling of DID in active and in passive communication mode

When the Initiator has sent an ATR_REQ containing a DID equal to ZERO and

a) received an ATR_RES containing DID equal to ZERO, the Initiator

— S

— S

28

hall send pdus containing no DID to the Target, and

hall not activate any other Target while this Target is not deactivated.
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b) received an ATR_RES containing DID not equal to ZERO, the Initiator

— shall continue with error handling.

When the Initiator has sent an ATR_REQ containing a DID not equal to ZERO and

a) received an ATR_RES containing the same DID, the Initiator

b)[ received an ATR_RES containing any other DID, the Initiator

Figure 24 specifies the Wakeup Request for Attributes WUP_REQ with its parameter b
Injtiator sends the WUP_REQ to the Target onlyin the active communication mode. It shall be
refpctivate a distinct Target device by its NFCID3, which was deactivated by the DSL command.

C
C
T

shiall'be ‘02’

— shall send pdus containing the DID to the Target,

— shall not use the DID for any other Targets, and

2023(E)

— shall not use DID=0 for any other Targets.

— shall continue with error handling.
3.6.2 Wakeup Request and Response Commands

2.6.2.1 General

he Wakeup Request and Response commands are only defined fer.the active communication
3.6.2.2 Wakeup Request (WUP_REQ)

2.6.2.2.1 General

CMD 1 CMD 2 Byte 1 Byte 10 | Byte 11
‘D4’ ‘02" nfcid3tl nfcid3t10 DID

Figure 24 — Structure of the WUP_REQ

3.6.2.2.2 Definition-of the WUP_REQ bytes

:I:D 1: Shall beyset to ‘D4".
D 2: WUP_'REQ
he WUP-REQ byte shall specify the command Wake Up for the Initiator device. The value of \

mode.

ytes. The
hpplied to

VUP_REQ

Byte 1 to Byte 10: NFCID3t

The 10 nfcid3t bytes shall be defined as the random identifier of the Target. For the WUP_REQ command
the Initiator shall send the known NFCID3t random identifier to wake up the Target.

Byte 11: DID

The DID byte shall be used for multiple data transport protocol activation with more than one Targets.
The range of the DID shall be defined between 1 and 14. The value 0 shall be used, if no DID is used
during the data transport protocol. All other values shall not be used. The Initiator may assign a

d

ifferent value to the Target, as used before the last DSL command.

© ISO/IEC 2023 - All rights reserved
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Wakeup Response (WUP_RES)

12.6.2.3.1 General

Figure 25 specifies the structure of the Wakeup Response for attributes WUP_RES. The WUP_RES shall
be the response to the WUP_REQ and shall be sent by the selected NFCIP-1 Target device.

CMD 1 CMD 2 Byte 1
‘D5’ ‘03’ DID

12.6.2.3.
CMD 1:S
CMD 2: W
The WUP
Byte 1: D

Figure 25 — Structure of the WUP_RES

P Definition of the WUP_RES bytes

hall be set to ‘D5

YUP_RES

| RES byte shall specify the response to the WUP_REQ. The value 6f WUP_RES shall be (03).
ID

The DID Byte shall be used for multiple data exchange protocol a¢tivation with more than one Targe

The DIDt

12.6.2.4

12.6.2.4.
When thd

operation].

In any ot
defined i

In case of

shall have the same value as the DIDi. All other values-shall not be used.
Handling of WUP_REQ and WUP_RES

| Initiator rules

Initiator has sent a WUP_REQ and receives a valid WUP_RES the Initiator shall continue w
er case the Initiator shall retransmit the WUP_REQ before using the deactivation sequence
12.7.

failure of the deactivation sequence in Passive communication mode at f_/128, it may use t

HLTA conpmand (see ISO/IEC.14443-3:2018, 6.4.3).

12.6.2.4.

When thd
and

a) recei

P Target rules

Target has/been de-selected by the last command (for the active communication mode on

res’a WUP_REQ with its NFCID3, the Target

as

y)

— S

— S

all send 1ts WUP_RES, and

hall disable in order to not receive a subsequent WUP_REQ.

b) receives any other valid or invalid frame, except a HLTA command only for passive communication
mode at f./128, the Target

— ignores the block, and

— T

30

emains in receive mode.
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12.6.3 Parameter Selection Request and Response Commands

12.6.3.1 Parameter Selection Request (PSL_REQ)

12.6.3.1.1 General

ISO/IEC 18092:2023(E)

The Initiator may switch parameters for the subsequent transport protocol using the PSL_REQ
command, see Figure 26.

CMD 1

CMD2

Bute 1
4

Bvute 2
4

Bute 3
;4

T}
PS

By
Th
By
Th

D 2: PSL_REQ

ID4I

104|

DID

BRS

FSL

D 1: Shall be set to ‘D4".

Figure 26 — Structure of the PSL_REQ

.6.3.1.2 Definition of the PSL_REQ bytes

il

© ISO/IEC 2023 - All rights reserved

e PSL_REQ byte shall specify the command Parameter Selection for the Initiator device. Thie value of
L_REQ shall be ‘04"
rte 1: DID
e DID shall be similar to the DID defined during<ATR or WUP.
rte 2: BRS
e BRS byte (see Figure 27) shall specifyithe selected bit rates for Initiator and Target devicg.
bit 8 bit 7 bit'6 bit 5 bit 4 bit 3 bit 2 bit 1
ZERO ZERO DSI DRI
Figure 27 — Coding of the BRS byte
bit 8 and bit 7:Shall be set to ZERO.
bit 6 to bit'4Bit duration of Initiator to Target, see Table 7.
bit 3 te'bit 1: Bit duration of Target to Initiator, see Table 7.
Table 7 — Coding of DRI and DSI
DRI and DSI Divisor D
000 1
001 2
010 4
011 8
100 16
101 32
110 64
111 RFU
31
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Byte 3: FSL

The FSL byte defines the maximum value for the Frame Length, see Figure 28.
bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
ZERO ZERO ZERO ZERO ZERO ZERO LR

Figure 28 — Coding of FSL bytes

— bit8
— bit2

12.6.3.2

12.6.3.2.

Figure 29

12.6.3.2.
CMD1: S}
CMD2: P!

The PSL_
value of H

to bit 3: Shall be set to all ZERO.

hnd bit 1: Length Reduction (LR) value, see Table 8.

Table 8 — Definition of LR

LR LENy ¢
00 Only Byte 1 to Byte 64 is valid in the Transport Data
01 Only Byte 1 to Byte 128 is valid in the TransportData
10 Only Byte 1 to Byte 192 is valid in the Transport Data
11 Only Byte 1 to Byte 252 is valid in the Transport Data

Parameter Selection Response (PSL_RES)

L General

specifies the frame Structure of PSL_RES.

CMD 1 CMD 2 Byte 1
‘D5’ ‘05’ DID

Figure 29 — Structure of PSL_RES

P Definition of the PSL: RES bytes
all be set to ‘D5%
bL._RES

RES byte shall specify the command Parameter Selection response for the Target device. T
SL_RES'shall be ‘05’

Byte 1:

D

The DID shall be the same as the DID defined during ATR or WUP.

12.6.3.3

Handling of PSL_REQ and PSL_RES

12.6.3.3.1 Initiator rules

The Initiator may change protocol parameters by sending the PSL_REQ to the Target. After reception of
a valid PSL_RES, the Initiator

— shall

32

change the framing to the format which is defined in 12.2, and
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shall continue with operation.

In any other case the Initiator may retransmit the PSL_REQ before using the deactivation sequence as

de

fined in 12.7.

In case of failure of deactivation sequence in Passive communication mode at f_./128, it may use the
HLTA command (see 12.6.1.3.1).

12.6.3.3.2 Targetrules

W)
a)

b)

D DI
I

rertire-fargettas recetvedamATRREQ; sentitsA
receives a valid PSL_REQ, the Target

— shall send its PSL_RES,

— shall disable the PSL_REQ (stop responding to received PSL_REQ),

— shall change all parameters to the defined values, which are specified'in 12.6.3, and
— shall remain in receive mode.

receives an invalid frame, the Target

— shallignore the block,

— shall disable the PSL_REQ (stop responding to received PSL_REQ),

— shall remain with the current framing, and

— shall remain in receive mode.

receives a valid frame, except a PSL_REQ) the Target

— shall disable the PSL_REQ (stop.résponding to received PSL_REQ),

— shall remain with the curfent framing, and

— shall continue operatien.

2.7 Data ExchangeProtocol

.7.1 Data Exchange Protocol Request and Response
.7.1.1 DataExchange Protocol Request (DEP_REQ) and Response (DEP_RES)

.7.1.1.1 General

Tl

de 1 1 111 1 16 1 1 b 1 dnn 1.1 1 - D B N de - -
C PIUtOLUL SlldIT DT IdITTUUPITA PpIULULUL SUPPUT'UITS UIUCRTUTNITILCU Udla LT dIISIITISSIUITV

ith error

handling. For data which does not fit in one frame, a chaining mechanism is defined. The format of the

pr

otocol frame as specified in Figure 30 shall be used.

© ISO/IEC 2023 - All rights reserved
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Transport Data Field
CMD 1 CMD 2 Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte n
Data Exchange Protocol Header
CMD 1 CMD 2 PFB [DID] [NAD]
Transport data bytes
Data byte 1 | Data byte 2 Data byte n
Figure 30 — Definition of the protocol frames

In informfation interchange, the content of the payload of the Transport Data Field requires agreemgnt
between the interchanging parties.
12.7.1.1.2 Definition of the Data Exchange Protocol Header bytes
CMD 1:
If the CMD2 is DEP_REQ then the CMD1 shall be set to ‘D4".
If the CMD2 is DEP_RES then the CMD1 shall be set to ‘D5’
CMD 2: DEP_REQ
The DEP_[REQ bytes specify the command for the data exchange protocol for the Initiator device. The
value of the DEP_REQ shall be ‘06'.
CMD 2: DEP_RES
The DEP_RES bytes specify the command for data exchange for the Target device. The value of the DHP_
RES shallfbe ‘07°.
Byte 1: PFB
The PFB pyte shall contain bits to control the data transmission and error recovery. The PFB byte|is
used to qonvey the information, required controlling the transmission. The data exchange protogol
defines these fundamental types of pdus:
— Information pdus to cehyey information for the application layer.
— ACK/NACK pdus«o>convey positive or negative acknowledgements. An ACK / NACK pdu neyer

contdins a data field. The acknowledgement relates to the last received block.
— Protdcted pdus to convey data which shall be in accordance with ISO/IEC 13157-1.
— Supervisory pdus to exchange control information between the Initiator and the Target. Two types

of supervisory pdus are defined:

— timeout extension containing a 1-byte data field;

— a

ttention containing no data field.

Table 9 specifies the coding of PFB.

34
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Table 9 — Coding of the PFB bits 8 to 6
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bit 8 bit 7 bit 6 PFB
0 0 0 Information pdu
0 0 1 Protected pdu
0 1 0 ACK/NACK pdu
1 0 0 Supervisory pdu
Other settings are RFU

T}
an

p—aiL J1

Figure 3T speciiies the structure of the Information pdu:

bit 8

bit 7

bit 6

bit 5

bit 4 bit 3

bit 2

bit 1

ZERO

ZERO

ZERO

MI

NAD DID

PNI

Figure 31 — Information pdu

bit 8 to bit 6: Shall be set to all ZEROs.

bit 4: If bit set to ONE then it indicates NAD available.
bit 3: If bit set to ONE then it indicates DID available:

bit 2 and bit 1: PNI packet number information.

Figure 32 specifies the structure of the ACK/NACK pdu.

bit 5: If bit set to ONE then it indicates Multiple Information (M) chaining activated.

e Packet Number Information (PNI) counts the number of packets sent by the Initiator to {]
d vice versa starting by 0. These bytes are-used for error detection during the protocol han

he Target
Hling.

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
ACK/
ZERO ONE ZERO NACK NAD DID PNI

bit 8: Shall beset to ZERO.
bit 7: Shall-be set to ONE.
bit 65Shall be set to ZERO.

Figure 32 — ACK/NACK pdu

bit'5: If bit set to ONE then it indicates NACK, otherwise ACK.

Figure 33 specifies the Supervisory pdu (Attention-Target Present, Timeout extension).

© ISO/IEC 2023 - All rights reserved

bit 4: If bit set to ONE then it indicates NAD available.

bit 3: If bit set to ONE then it indicates DID available.

bit 2 and bit 1: PNI packet number
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bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
ONE ZERO ZERo | Attention/ o,y DID ZERO ZERO
Timeout

— bit8:
— bit7

Figure 33 — Supervisory pdu

Shall be set to ONE.

nd bit6:shallbe setto ZERQ

— bit 5;
12.7.]

— Dbit4:
— bit 3:
— bit2

Figure 34

)
If bit set to ONE then it indicates NAD available.
If bit set to ONE then it indicates DID available.
hnd bit 1: Shall be set to ZERO.

specifies the Protected pdu.

If bit set to ZERO then it indicates Attention (see 12.7.3), otherwise Timeout extension (9

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3

bit 2

bit1

RFU RFU ONE MI NAD DID

PNI

— bit8
— Dbité:
— bit5:
— bit4:
— bit 3:
— bit2

The PNI ¢
These by

Byte 2: D
The DID
Byte 3: N

Figure 34 — Protected pdu

shall be set to ONE.

If bit set to ONE then it indicates-NAD available.
If bit set to ONE then it indicates DID available.

hnd bit 1: PNI packetnumber information.

es are used fof error detection during the protocol handling.
ID
yte shall be the same as defined during activation of the protocol.

AD

hnd bit 7: RFU. The Initiator shall set it to ZERO: The Target shall ignore it.

If bit set to ONE then it indicates Mulfiple Information (MI) chaining activated.

ounts the number of packets sent by the Initiator to the Target and vice versa starting by

0.

The NAD byte is reserved to build up and address different logical connections on both the Initiator
and the Target device. Bit 8 to bit 5 code the logical address of the Initiator, bits 4 to 1 code the logical
address of the Target. The following definitions shall apply for the usage of the NAD:

— The NAD shall only be used for the data exchange protocol.

— When the Initiator uses an NAD, the Target shall also use an NAD.

— If MI bit is set, the NAD shall only be transmitted in the first frame.

— The Initiator shall never use the NAD to address two different Targets.

Byte 4 to Byte n: User data bytes

36
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The data field shall contain the transported data and is optional. When present, it conveys either
application data or status information. The length of the data field is calculated by subtracting the
mandatory and optional send bytes of the data exchange transport header from the length byte and
additionally subtracting one.

12.7.1.2 Handling of pdu number information

12.7.1.2.1 Initiator rules

The PNl ofthe Initiator shall be initialized for each angnf with all ZERQs

When an Information, Protected or ACK/NACK pdu with an equal PNI is received, the-Initiptor shall
intrement the current PNI for that Target before optionally sending a new frame.

13.7.1.2.2 Target rules
The PNI of the Target shall be initialized with all ZEROs.

When an Information, Protected or ACK/NACK pdu with an equal PN\ was received the Tafget shall
sehd its response with this PNI and shall increment the PNI afterwards:

13.7.1.3 Handling of Blocks

12.7.1.3.1 General rules
The first pdu shall be sent by the Initiator.

When an Information or Protected pdu indicating more information is received the pdy shall be
acknowledged by an ACK pdu.

pervisory pdus are only used in paifs. A Supervisory Request shall always be folloyved by a
Supervisory Response.

13.7.1.3.2 Initiator rules
en an invalid pdu was received a NACK pdu shall be sent (except in the case of DSL or RLS)

en a timeout occursyaSupervisory pdu indicating Attention (Attention Request) shall be seht (except
ACK pdu has beensent before).

en a timeout©ccurs and a NACK pdu has been sent before, the NACK pdu shall be retransnjitted.

en an AGK¢pdu is received, if its pdu number is equal to the current PNI of the Initiator, thg chaining
1l be continued.

If the BSL_REQ is not answered by a valid DSL_RES the DSL_REQ may be retransmitted or the Target
mand ignored

12.7.1.3.3 Targetrules

The Target is allowed to send a Supervisory pdu indicating Response timeout extension (Timeout
extension Request) instead of an Information pdu.

When an Information or Protected pdu not containing chaining is received it shall be acknowledged by
an Information or Protected pdu.

When a NACK pdu is received, if the PNI is equal to the PNI of the previous sent pdu, the previous block
shall be re-transmitted.

When an erroneous pdu is received the Target shall not answer but stay in the same State.
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