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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
e i i izati i i i i ivi and IEC
te¢hnical committees collaborate in fields of mutual interest. Other international organizations, gevernmental
nformation

rnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

THe main task of the joint technical committee is to prepare International Standards. Draft Infernational
Standards adopted by the joint technical committee are circulated to national bodies for voting. Pubfication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any,or.all such patent rights.

ISPD/IEC 18092 was prepared by Joint Technical Committee’ ISO/IEC JTC 1, Information technology,
Sybcommittee SC 6, Telecommunications and information exchange between systems.

THis second edition cancels and replaces the first edition (ISO/IEC 18092:2004), which has been fechnically
reyised.
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Introduction

This International Standard specifies the interface and protocol for simple wireless communication between

close coup

led devices. These Near Field Communication (NFC) devices communicate with bit rates of 106,

212, and 424 kbit/s.

This NFC

products gand consumer equipment.

Interface and Protocol (NFCIP-1) standard allows, but does not specify, applications in netwark

The first fedition of ISO/IEC 18092:2004 was prepared by Ecma International (as ECMA-340) 'and was

adopted, b

technology,

nder a special “fast-track procedure”, by Joint Technical Committee ISO/IEC JTC 17 Informatfon
in parallel with its approval by national bodies of ISO and IEC. This second edition |of

ISO/IEC 18092 was maintained by JTC 1/SC 6 and Ecma International; it cancels and replaces the first

edition (ISO/IEC 18092:2004), which has been technically revised with fully backward.conipatibility.

\Y
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INTERNATIONAL STANDARD ISO/IEC 18092:2013(E)

Information technology — Telecommunications and information
exchange between systems — Near Field Communication —
Interface and Protocol (NFCIP-1)

1| Scope

THis International Standard defines communication modes for Near Field Communication Intgrface and
Prptocol (NFCIP-1) using inductive coupled devices operating at the centre frequency of 13,56 MHz for
interconnection of computer peripherals. It also defines both the Active and(the Passive cominunication
modes of Near Field Communication Interface and Protocol (NFCIP-1) to realize a communicatign network
using Near Field Communication devices for networked products and alse\for consumer equiprhent. This
Infernational Standard specifies, in particular, modulation schemes, codings, transfer speeds, and frame
fofmat of the RF interface, as well as initialisation schemes and conditions required for data collisjon control
ddring initialisation. Furthermore, this International Standard defines-a transport protocol including protocol
activation and data exchange methods.

Information interchange between systems also requires, at:a.minimum, agreement between the interchange
parties upon the interchange codes and the data structure:

2| Conformance

A ystem implementing the Active and the.RPassive communication mode shall be in conformancg with this
Infernational Standard if it meets all the mandatory requirements specified herein.

It may also implement the NFC-SEC'Option as specified in ISO/IEC 13157-1.

3| Normative references

THe following referenced documents are indispensable for the application of this document. For dated
references, only jthe/edition cited applies. For undated references, the latest edition of the referenced
dgcument (including any amendments) applies.

ITU-T V.4144988, Code-independent error-control system

ISP/IEC13157-1:2010, Information technology — Telecommunications and information exchange between
syptems — NFC Security — Part 1: NFC-SEC NFCIP-1 security services and protocol

ISO/IEC 14443-2:2010, Identification cards — Contactless integrated circuit cards — Proximity cards — Part 2:
Radio frequency power and signal interface

ISO/IEC 14443-3:2011, Identification cards — Contactless integrated circuit cards — Proximity cards — Part 3:
Initialization and anticollision

ISO/IEC 14443-4:2008, Identification cards — Contactless integrated circuit cards — Proximity cards — Part 4:
Transmission protocol

© ISO/IEC 2013 — All rights reserved 1
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4 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

41
active communication mode
mode in which both the Initiator and the Target use their own RF field to enable the communication

4.2

ASK modulation
Amplitude[ShIfT Keying, In which the amplitude of the carrier irequency IS modulated according to the logic] of
the data t¢ be transmitted

4.3
Binary Cgded Decimal
BCD
system fof representing each of the decimal numbers 0 to 9 by a four-bit binary code

NOTE The bits, from left to right, are worth 8, 4, 2 and 1 respectively in decimal, so for example the number 6 in BCD
is 0110.

4.4

collision
transmissjon by two or more Targets or Initiators during the same time™period, such that the Initiator or the
Target is gnable to distinguish from which Target the data originated

4.5
frame
sequence|of data bits and optional error detection bits, with frame delimiters at start and end

4.6

HThreshoIc
the threshpld value to detect an external RF field

4.7
Initiator
generator[of the RF field and starter ofthe NFCIP-1 communication

4.8
load modulation
process of amplitude modulating a radio frequency field by varying the properties of a resonant circuit placged
within the [radio frequency.field

4.9
Isb first
least significant bit first, indicating a serial data transmission system that sends Isb before all other bits

410
LSB first
Least Significant Byte first, indicating a serial data transmission system that sends LSB before all other bytes

4.1

Manchester coding

method of bit coding whereby a logic level during a bit duration is represented by a sequence of two defined
physical states of a communication medium

412

modulation index
signal amplitude ratio of [peak — minimum] | [peak + minimum]

2 © ISO/IEC 2013 — All rights reserved
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413
msb first
most significant bit indicating a serial data transmission system that sends the msb before all other bits

414
MSB first
Most Significant Byte indicating a serial data transmission system that sends the MSB before all other bytes

415
NFCIP-1 device

L NIOAIEA 40n000]
entity oo G TouIzZ]

4.16

NEC Identifier
NECIDn
andomly generated number used by the RF Collision Avoidance and Single Device,Detection sequence for
h the Active and the Passive communication modes

o QO

417
NFC-SEC
NKCIP-1 Security Services and Protocol as specified in ISO/IEC 13157-1

4.18

pdssive communication mode
when the Initiator is generating the RF field and the Targef reSponds to an Initiator command|in a load
maodulation scheme

419

RK Collision Avoidance
RECA

meéthod to detect the presence of a RF field based on the carrier frequency and method to detect apd resolve
collisions on protocol level

on the RF

ti-collision

4.23

Target

responds to Initiator command either using load modulation scheme (RF field generated by Initiator) or using
modulation of self generated RF field

4.24

Time Period
defines the number of slots used for RF Collision Avoidance

© ISO/IEC 2013 — All rights reserved 3
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4.25
Time Slot

method of preparing a time window when a Target answers, and assigning and identifying two or more logic

channels

4.26
transaction

initialisation, data exchange and device de-selection

5 Conyentions and

notations

5.1 Representation of numbers

The followling conventions and notations apply in this document unless otherwise stated.

— Lettefs and digits in single quotation mark represent numbers in hexadecimal notation.

— The setting of bits is denoted by ZERO or ONE.

— Numfers in binary notation and bit patterns are represented by strings of digits 0 and 1 shown with {

he

most kignificant bit to the left. Within such strings, X may be used to indicate that the setting of a bit is ot
specified within the string. For example (XXXX)b.

5.2 Names

The names of basic elements, e.g. specific fields, are written with’a capital initial letter.

6 Abbreviated terms

ALL_REQ Wake up ALL Request

ATR Attribute Requestand Attribute Response
ATR_REQ Attribute Request

ATR_RES Attribute Response

BCD Binary Code Decimal

BRI Receiving/bit duration supported by Initiator
BRt Receiving bit duration supported by Target

BSi Sending bit duration supported by Initiator

BSt Sending bit duration supported by Target

CMD Command

CRC Cyclic Redundancy Check

D Divisor

DEP Data Exchange Protocol Request and Data Exchange Protocol Response
DEP_REQ Data Exchange Protocol Request

DEP_RES Data Exchange Protocol Response

DIDi Initiator Device ID

DIDt Target Device ID

DRi Data rate Received by Initiator

DRt Data rate Received by Initiator

DSi Data rate Send by Initiator

DSL Deselect Request and Deselect Response
DSL_REQ Deselect Request

DSL_RES Deselect Response

DSt Data rate Send by Target

etu elementary time unit

fc Frequency of operating field (carrier frequency)
fd Baseband frequency of Manchester coding

4 © ISO/IEC 2013 — All rights reserved
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fs [ISO/IEC 14443-2] Subcarrier

FRT Frame Response Time

Gi Optional information field for Initiator

Gt Optional information field for Target

HLTA [ISO/IEC 14443-3] HaLT command, Type A

ID Identification number

Isb least significant bit

LSB Least Significant Byte

Mi Multiple Information link for Data Exchange Protocol
msb most significant bit

MEB Mest-SigrificantByte

NAD Node Address

NKECID1 fc/128 UID

nf¢id1n Byte number n of NFCID1

NECID2 Random ID for SDD in Passive communication mode at fc/64.and fc/32 hit rates
nf¢id2n Byte number n of the Random Identifier NFCID2
NFCID3 Random ID for transport protocol activation
nf¢id3n Byte number n of the Random Identifier NFCID3
P Odd parity bit

PA Preamble

PCD Proximity Coupling Device [ISO/IEC 14443-2]
pdu protocol data unit

PHRB Control information for transaction

PICC Proximity Card or object [ISO/IEC 14443-2]

PNI Packet Number Information

PRi Protocol Parameters used by Initiator

PRt Protocol Parameters used by Target

P3L Parameter Selection Request’and Parameter Selection Response
P3L_REQ Parameter Selection Request

PS$L RES Parameter Selection Response

RK Radio Frequency

RECA RF Collision Avoidance

RFU Reserved for Future Use

RUS Release Request and Release Response

RUS REQ Release Reguest

RUS RES Release Response

RYWT Response Waiting Time

SE Start byte for data exchange protocol at fc/128
SOD Single Device Detection (anti-collision)

SEL CMD Select Command byte

SYNC Synchronisation pattern

TQ Timeout value

uip Unique Identifier [ISO/IEC 14443-3]

wir Waiting Time

WUP Wakeup Request and Wakeup Response
WUP_REQ Wakeup Request

WUPARES Wakeup Response

7 General

NFCIP-1 Targets and Initiators shall implement both the Active and the Passive communication modes.
In the Active communication mode, both the Initiator and the Target use their own RF field to communicate.

The Initiator starts the NFCIP-1 transaction. The Target responds to an Initiator command in the Active
communication mode by modulating its own RF field.

© ISO/IEC 2013 — All rights reserved 5
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In the Passive communication mode, the Initiator generates the RF field and starts the transaction. The Target
responds to an Initiator command in the Passive communication mode by modulating the Initiators’ RF field
which is referred to as load modulation.

This International Standard specifies requirements for modulation, bit rates and bit coding. In addition it
specifies requirements for the start of communication, the end of communication, the bit and byte
representation, the framing and error detection, the single device detection, the protocol and parameter
selection and the data exchange and de-selection of Near Field Communication Interface and Protocol
(NFCIP-1) devices.

Transactigns-start-with-devicein orrand-end-with-devicede ot
commandg, responses and data in alternating or half duplex communication.

NFCIP-1 devices are capable to start transactions at bit rates of fc/128, fc/64 and fc/32. Initiators seleet onel of
those bit fates to start a transaction and they may change the bit rate using PSL_REQ/PSL_RES lcommands
during a tfansaction.

The mode| (Active or Passive) shall not be changed during one transaction.

8 REF fjeld

8.1 Valpes
fcis 13,54 MHz.

Hpin is 1,3 A/m (rms).

Hpax i 7. A/m (rms).

Hthreshold|is 0,1875 A/m (rms).

8.2 Pasgsive communication Mode

The Initiaor shall generate field strengthiof at least H,,,;, and not exceeding H,,,, at manufacturer specified
positions (i.e. operating volume) under-un-modulated conditions.

The Targgt shall operate continuously between H;, and H,,,.

8.3 Active communication Mode

An Initiatqr and a~Target shall alternately generate a RF field of at least H,,;, and not exceeding H,,,|at
manufactyrer specified positions (i.e. operating volume) under un-modulated conditions.

8.4 ExtermaiRFfietddetection

NFCIP-1 devices shall detect external RF fields at fc with field strength higher than Hy,eshoig-

9 RF Signal Interface

9.1 Bit duration

One etu equals 128/(D x fc), where the values of the divisor D depend on the bit rate and communication
mode, see Table 1.

6 © ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=eb9d945e9297370a3c300f28f34ad8c1

ISO/IEC 18092:2013(E)

Table 1 — Divisor D

Communication Mode bit rate Divisor D
active or passive fc/128 (~106 kbit/s) 1
active or passive fc/64 (~212 kbit/s) 2
active or passive fc/32 (~424 kbit/s) 4

Active fc/16 (~848 kbit/s) 8
Active fc/8 (~1695 kbit/s) 16
Active fc/4 (~3390 kbit/s) 32
Active fc/2 (~6780 kbit/s) 64

NOTE 1 The Initiator selects the communication mode (either Active or Passive) and bit rate’(fc/128, fc/f64 or fc/32
specified by the following clauses).

NQTE 2  This Standard does not specify the modulation and the bit coding beyond the bitrate of fc/32.

9.2 Active communication mode

T4drgets and Initiators shall comply with the following specifications(for both communication diregtions, i.e.
Initiator to Target and Target to Initiator.

9.2.1 Requirements for fc/128
9.2.1.1 Bitrate
THe bit rate for the transmission during initialisation, and single device detection shall be fc/128.

9.2.1.2 Modulation

Sge 8.1.2.1 of ISO/IEC 14443-2. During transmission, both the Initiator and the Target shall confofm to PCD
vajues. During reception, both the Initiator and the Target shall conform to PICC values.

9.2.1.3 Bit representation.and coding

Sde 8.1.3 of the ISO/IEC-14443-2 for a bit rate of fc/128.

9.2.1.4 Byte transmission

Inifiators andtargets shall transmit bytes with the Isb first.

9.2.2 < Requirements for fc/64 and fc/32

9.2.2.1 Bit rates

The bit rates for the transmission during initialisation and single device detection shall respectively be fc/64 or
fcl32.

9.2.2.2 Modulation
See 9.1.2 of ISO/IEC 14443-2 for the bit rate of fc/64 and fc/32. During transmission, both the Initiator and the

Target shall apply the PCD values. During reception, both the Initiator and the Target shall apply the PICC
values.

© ISO/IEC 2013 — All rights reserved 7
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NOTE

The modulation index range is stricter than that in ISO/IEC 18092:2004.

The Target should accept a modulation index range from 8 % to 30 % to operate with Initiators compliant to

ISO/IEC 1

9.2.2.3

8092:2004 using a modulation index higher than 14 %.

Bit representation and coding

Manchester bit encoding shall be employed as illustrated in Figure 1 and Figure 2.

Bit coding

format is Manchester with logic levels defined as:

— Logic
durat

— Logic

the sg¢cond half of the bit duration shall be carrier low field amplitude.

Reverse g

9.2.2.4

“ZERQ”: The first half of the bit duration is carrier low field amplitude, and the second half ofithe
on shall be carrier high field amplitude (no modulation applied).

“ONE”: The first half of the bit duration is carrier high field amplitude (no modulation:-applied), a

olarity in amplitude shall be permitted. Polarity shall be detected from the SYNC.

‘1etu‘ ‘1etu‘
'ZERO' "ONE

‘1etu‘ ‘1etu‘
'ONE ZERO'

Figure 2 — Manchester bit encoding (reverse amplitude)

Byte transmission

bit

Initiators and Targets shall transmit bytes with the msb first.

9.3 Passive communication mode

9.3.1 Initiator to Target requirements for fc/128

See 9.2.1.

© ISO/IEC 2013 — All rights reserved
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9.3.2 Target to Initiator requirements for fc/128

9.3.2.1 Bit rate

See 9.2.1.1.

9.3.2.2 Modulation

See 8.2.2 of ISO/IEC 14443-2.

.2.3  Subcarrier Frequency

e 8.2.3 of ISO/IEC 14443-2.

.2.4  Subcarrier modulation

e 8.2.4 of ISO/IEC 14443-2 for a bit rate of fc/128.

.2.5 Bit representation and coding

e 8.2.5.1 of ISO/IEC 14443-2.

.2.6  Byte transmission

.3 Initiator to Target requirements for fc/64 and fc/32

3.1 Bit rate

e0.2.21.

3.2 Modulation

e 9.1.2 of ISO/IEC 14443-2 for the bit rate of fc/64 and fc/32. During transmission, the Initiator s
PCD values.

TE The modulation’ index range is stricter than that in ISO/IEC 18092:2004.

3.3  Bit representation and coding

e 9.2.2.3.

34" Byte transmission

See 9.2.2.4.
9.3.4 Target to Initiator requirements for fc/64 and fc/32

9.3.4.1 Bit rate

See 9.2.2.1.

© ISO/IEC 2013 — All rights reserved
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9.3.4.2 Modulation

The Target shall be capable of communication to the Initiator via an inductive coupling area by using load
modulation applied at fc of the Initiator's RF field with the PICC load modulation amplitude value specified in
8.2.2 of ISO/IEC 14443-2.The Initiator shall be able to receive a signal with load modulation amplitude as
specified for the PCD reception in ISO/IEC 14443-2, 8.2.2.

NOTE The minimum load modulation amplitude value for the Target and Initiator has been modified from ISO/IEC
18092:2004.

9.3.4.3 [BitTepresentatiomandtoding

See 9.2.2}3.

9.3.4.4 ([Byte transmission

See 9.2.214.

10 General Protocol flow

The Gengral Protocol flow between NFCIP-1 devices shall be conducted through the following consecutive
operationg:

— Any NFCIP-1 device shall be in Target mode initially and not generate an RF field, and shall wait fof a
comnpand from an Initiator.

— The NFCIP-1 device may switch to Initiator mode and“select either Active or Passive communication
model and transfer speed.

— Initiatprs shall test for external RF field presence and shall not activate their RF field if an external RF fi¢ld
is detpcted. See 8.4.

— If an |external RF field is not detectedthe Initiator shall activate its own RF field for the activation|of
Targst.

— Exchange commands and responses in the same communication mode and the transfer speed.

Figure 3 shows the general_initialisation and single device detection flow for the Active and the Passjve
communidation mode at different transfer speeds.

The Gengral Protocol flow describes the flow to initialise and select the Targets either in the Passive
communidation modetor in the Active communication mode using one of the chosen transfer speeds. RF
Collision Avoidange.is described in 11.1. Passive communication mode is described in 11.2. The initialisatipn
and SDD for thecbit rate of fc/128 is described in 11.2.1, initialisation and SDD for bit rates of fc/64 and fc/39 is
described|in~4,1:2.2. The Active communication mode is described in 11.3.

The Activation of the Protocol is described in 12.5. The Parameter Selection is described in 12.5.3. The Data
Exchange Protocol is described in 12.6. The Deactivation is described in 12.7.
11 Initialisation

This section describes the initialisation and collision detection protocol for Targets in the Active and the
Passive communication mode. The Initiator shall detect a collision that occurs, when at least two Targets
simultaneously transmit bit patterns with one or more bit positions where they transmit complementary values.
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Figure 3 shows the general initialisation and Single Device Detection flow for the Active and the Passive
communication mode at different transfer speeds.

A
Start
Initial RF Collision
Avoidance
=
2
E
:TE
RF field detected ? =
v
Application switches to Application switches to
initiator mode for Passive initiator mode for Active
communication mode and communication mode
chooses the tranfer speed and chooses transfer
and performs the initialisation speed
and the SDD
A
¥ A
Activation in Passive Activation in Active [
communication mode communication mode | Protocol
by NFCID3 (ATR) by NFCID3 iATR) Activatio
! v
¢ A
Parameter selection Parameter| §
(PSL) Selection | 2
=5}
| I E
v 4 Data &
Data exchange protocol Exchange §
(DEP) Protocol |&=
! lv
v Yy
De-Activation
(DSL.RLS) De-
Activatio
l 4 v
Figure 3 — General initialisation and single device detection flow

11.1 RF Collision Avoidance

In order not to disturb any other NFC communication and any current infrastructure running on the carrier
frequency, an Initiator for NFC communication shall not generate its own RF field as long as another RF field
is detected.

11.1.1 Initial RF Collision Avoidance

To start communication with the Target device either in the Active or the Passive communication mode an
Initiator shall sense continuously for the presence of an external RF field. See 8.4.
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If the Initiator detects no RF field within the timeframe Tpr + n x Trew then the Initiator shall switch its RF field
on, else it shall restart Initial RF Collision Avoidance. The integer value of n shall be randomly generated.
Figure 4 specifies the timing of the initial RF Collision Avoidance during initialisation.

RF On Send Request

Trrw \\

Start

A

Tipt TirrG

n x Trrw

Figure 4 — Initial RF Collision Avoidance

Tipr: Initial delay time.  T\pr >4 096/ fc
Trew: RF waiting time. 512/ fc

n: randomly generated number of Time Periods for Tgeyy-

0<nK3

T\rrg: Initial guard-time between switching on RF field and start to send command or data frame.

TirRrd > © Ms

The REF figld, which is generated by the hitiator, shall be switched off in the Active communication mode. The
RF field, which is generated by the Injtiator, shall not be switched off in the Passive communication mode.

11.1.2 Response RF Collision(Ayoidance

To avoid follision by simultaneous responding of more than one Target in the Active communication mode
during actfvation, Targets'shall perform response RF collision avoidance as specified in Figure 5.

RF On Send Response

Trrw \

/

~_ 7

Start

A
A
A
A

Tapt T arrG

n x Trrw

Figure 5 — Response RF Collision Avoidance sequence during activation
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TapT: Active delay time, sense time between RF off Initiator/Target and Target/Initiator.
(768/fc < Tppt < 2 559/fc)

Trew: RF waiting time. (512/fc)

n: Randomly generated number of Time Periods for Tggy. (0 <n < 3)

TarrG: Active guard time between switching on RF field and start to send command. (Tgrpg > 1024/fc)

114.2 Passive communication mode

11[.2.1 Initialisation and Single Device Detection at fc/128

Sge ISO/IEC 14443-3, Clause 6 with the coding of SAK as specified in Table 2.

Table 2 — coding of SAK

bit8 | bit7 | bit6 | bit5 | bit4 | bit 3 | bit2 | bit1 Meaning

X X X X X 1 X x | UID not complete, see Table 9 of ISO/IEC|14443-3.

K X 1 X X 0 X x | UID complete, see Table 9 of ISO/IEC 14443-3.

K X 0 X X 0 X x | UID.complete, see Table 9 of ISO/IEC 14443-3.

UID complete, Target compliant with NFCIP-1

< 1 X X X 0 X i’ transport protocol. Request for Attributes qupported.
UID complete, Target does not supportNFLIP-1
K 0 X X X 0 X X |transport protocol, Request for Attributes rjot

supported.

THe uidO shall be set to '08'.

If bit 3 is (1)b the Initiator shall*ignore any other bit of SAK. If bit 3 is (0)b the Initiator shall interpret bit 7 and
igmore the other bits. When(bit 3 is set to (1)b then the Target should set all other bits of SAK to (0)b

NQTE 1 UID replaces-NFCID1 of ISO/IEC 18092:2004 and uid* replaces nfcid1 of ISO/IEC 18092:2004.

NQTE 2  If bit 6.s,(1)b in SAK then device supports protocol as defined in ISO/IEC 14443-4.
11[.2.2 Initialisation and SDD at fc/64 and fc/32

11.2.2:11" Start and end of communication

The start of the Passive communication shall be signalled by the presence of the carrier frequency. The
communication shall start with the preamble sequence of at least 48 bits of Manchester encoded ZERO. The
end of communication shall be forecasted from the Length field of the frame. Figure 6 illustrates the start and
end of communication.
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-l [ [
-

No modulation| ~ Preamble Data packet | No modulation

Figure 6 — Start and end of communication

After one NFCIP-1 device has finished communication, the other shall delay for a period of at least 8x'64)/fc
before stafting transmission by sending the preamble sequence as shown in Figure 7.

AT A

- > >t L

Data packet Delay Preamble Data packet

A
y

Figure 7 — Delay between consecutive frames

11.2.2.2 |Frame format
The framg format of shall consist of Preamble, SYNC, Length, Payload, and CRC, see Figure 8.
The Preamble shall be 48 bits minimum all logical ZEROs.

The SYNC shall be 2 bytes. The 1st byte of the. SYNC shall be ‘B2’ and the 2nd byte shall be ‘4D’.

Prepmble | SYNC | Length Payload CRC

Figure 8 — Frame format
The Length shall be an 8-bitfield and it shall be set to the number of bytes to be transmitted in Payload plus| 1.
The ranggq of the Length shall be 2 to 255, and other settings are RFU.

The Payldad shall-consist n 8-bit-bytes of data where n is indicated by the number of data bytes.

The CRC ghadlkbe calculated according to A.3.

11.2.2.3 Single Device Detection at fc/64 and fc/32

The basic technique of the SDD procedure shall be the Time Slot method. The number of the Slot shall be the
integer value beyond zero. The Initiator shall send Polling Requests. The Target shall respond at random in
each Time Slot. The Initiator shall be able to read NFCID2 data (see 11.2.2.4) of Target(s) in different Time
Slots.

After obtaining NFCID2 data from Target(s) in the operating field, the Initiator may communicate with multiple
Targets.
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Up to 16 Time Slots may be supported by agreement between the interchange parties. The number of Time

Slot may be indicated by the value TSN in the Polling Request Frame from the Initiator.

A Target, which is already powered up, responds to the Initiator according to the following rules after receiving

the Polling Request Frame from the Initiator.

1. The Target shall generate a random number R in the range 0 to TSN.

2. The Target shall wait until the Time Slot is matched to R, then send the Polling Response Frame and
wait for the next Request. The Target may ignore a Polling Request to reduce instances of collision of

R
MNCTOPUITSTOS.

THe communication between the Initiator and the Target shall be initiated as follows:

1. The Target gets power from the operating field generated by the Initiator.

2. The Target shall become ready for receiving a Polling Request from the Initiator in maximum

from power up.

3. The Target shall wait for a Polling Request sent from the Initiator.( The Initiator may send

Request without waiting for the Target to become ready.

D seconds

a Polling

4. If the Initiator fails to receive Polling Response, then the Initiator'may send Polling Request again. The

Initiator of the Passive communication mode shall keep\RF power on while executing|the SDD
procedure.
THe delay Td between the end of the Request Frame and the first Time Slot shall be 512 x 64/fc.
THe Time Slot unit Ts shall be 256 x 64/fc.
Figure 9 illustrates an example situation of the~SDD by Time Slot. In this example, 5 Targets are rgsponding.
THe Initiator may be able to get the Respénse information of the Target 2, 4, and 5 excluding 1 and 3.
Bgcause a collision has occurred at the Tite Slot 1.
THe Initiator may repeat SDD procedure.
Td «—Ts— «—Ts—> «—Ts—> « Ts|—>
Time— Time Slot 0 Time Slot 1 Time Slot 2 Time ot 3
REQ from RES from RES from RES from RES ffom
Initiator Target 4 Target 1 Target 5 Targgt 2
RES from
Target 3

11.2.2.4 NFCID2 contents

Figure 9 — Single Device Detection by Time Slot

NFCID2 shall be an 8-byte number for identifying NFCIP-1 devices. The 2-byte prefix code shall be followed
by a 6-byte number in the NFCID2. The prefix code shall define the characteristics for the 6-byte number.

The 6-byte number shall be randomly generated while the prefix code is ‘01’ ‘FE’. Other settings for the prefix
code are RFU.

© ISO/IEC 2013 — All rights reserved

15


https://standardsiso.com/api/?name=eb9d945e9297370a3c300f28f34ad8c1

ISO/IEC 18092:2013(E)

11.2.2.5 Polling Request Frame format

To find Targets, an Initiator shall send a Polling Request frame, see Figure 10.

Preamble SYNC | Length Payload CRC
(48 bit min.) (16 bit) | (8 bit) 00 FE FE 00 TSN (16 bit)

Figure 10 — Polling Request Frame format

The Preamble shall be 48 bits minimum all logical ZEROs.

The synchronisation (SYNC) pattern shall be 2 byte. The 1st byte of the synchronisation pattern Shall be ‘B2’
and the 2Td byte shall be ‘4D’.

The Length shall be set to ‘06’

The 1st byte of the Payload shall be set to ‘00’

The 2nd blyte and the 3rd of Payload shall be set to ‘FF’ and other settings are REY.
The 4th byte of Payload shall be set to ‘00’, and other settings are RFU.

The TSN sghall be ‘00’, ‘01’, ‘03’, ‘07’, or ‘OF’. Any other settings are RFU.

The CRC ghall be calculated according to A.3.

Figure 9 illustrates an example where the TSN is ‘03'. If thes TSN is set to ‘00’ then only the Time Slot 0 shall
be used.

11.2.2.6 |Polling Response Frame format

Target shall send the following frame as the Polling Response toward the Polling Request, see Figure 11.

Hreamble SYNC | Length Payload CRC
(48 bit min.) (16 bit) | «(8bit) o1 NECID2 Pad (16 bit)

Figure 11 — Polling Response Frame format

The Preamble shallbe' 48 bits minimum all logical “ZERO”.

The synchronisation (SYNC) pattern shall be 2 byte. The 1st byte of the synchronisation pattern shall be ‘B2’
and the 2r||d byte shall be ‘4D’.

The Length field shall be set ‘“12’.

The start byte of the Payload shall be set to ‘01’. The Payload shall contain 8-byte of NFCID2 and 8-byte of
Pad. The Pad shall be ignored for data interchange.

The CRC shall be calculated according to A.3.
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11.3 Active communication mode

11.3.1 Initialisation at fc/128, fc/64, and fc/32

The application switches to Initiator for the Active communication mode and may choose fc/128, fc/64 or fc/32.

11.3.2 Active communication mode RF Collision Avoidance

The RF Collision Avoidance shall be executed according to the timing chart in Figure 12.

—1 The Initiator shall perform the initial RF Collision Avoidance.

— The first command sends by the Initiator is the ATR_REQ in the Active communication mode at a
selected transfer speed.

— The Initiator shall switch off the RF field.
— The Target performs the response RF Collision Avoidance.

—1 The Target sends the ATR_RES as a response to the ATR_REQ.in"the same transfer speeq as it has
received the ATR_REQ and switch of the RF field.

— The Initiator performs the response RF Collision Avoidance with n = 0.

— The Initiator sends the PSL_REQ in order to change parameter or sends the DEP_REQ to staft the data
exchange protocol.

RF on Request RF off RF on RF off
. A R : : R A
Inifiator | TIDT i TRFG! : i TADT i TARFG
1.Initial 2. i 6.Detects RF field, P
RF collision Sends Request : receives Response ; i Sends commanfl
avoidance : 1 ; ;
time
RF (%)n Response RF (E)ff
: : : A
Tafget : i TADT i TARFG:
T 3.Detects RF field, | 4.Response | 5. i ;8. :
i receives Request | RF collisioni SendsResponse ! i Receive command |
i avoidance i : :

Figure 12 — Initialisation flow for Active communication mode

11.3.2.1 Collision Avoidance for Active communication mode

In case where 2 Targets or more are in the field the one with the lowest n will answer first and the other will
not answer.
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In case of 2 or more Targets answering in exactly the same Time Period, the Initiator will detect a collision and
it will re-send the ATR_REQ, which is described in 12.5.1.1.

After the first Target response is detected by the Initiator, the Initiator and Target shall use n =0 for further
communication.
12 Transport Protocol

The transport protocol is handled in three parts:

— Activeltion of the protocol, which includes the Request for Attributes and the Parameter Selection.
— The data exchange protocol, and

— The deactivation of the protocol including the Deselect and the Release.

12.1 Transport Data

User data|shall be transported in the Transport Data field in the Frame format. Eigure 13 specifies the position
of the Trapsport Data field in each Frame format.

The structure for the Frame format for fc/128 is specified in ISO/IEC 14443-3, 6.2.3.2. The start byte SB sHall
be set to ‘FO’. The LEN byte shall be set to the length of the TransportData field plus 1. The range of the LEN
shall be ir| the range of 3 to 255. The E1 is the CRC for the Frame format of fc/128 as described in A.1. Other
settings of LEN are prohibited by this International Standard.

11.2.2.2 gpecifies the frame format for fc/64 and fc/32 including the Preamble PA and the Synchrongus
pattern bytes SYNC.

The LEN pyte shall be set to the length of the Transport Data field plus 1. The value of LEN shall be in the
range of $ to 255. The E2 is the CRC for the Frame format of fc/64 and fc/32 as described in A.3. Other
settings of LEN are prohibited by this International Standard.

The Trangport data field contains the mandatory command bytes CMD1 and CMD2 as described in 12.4 and
the data hQytes Byte 1 to Byte n. The.content of Byte 1 to Byte n depends on the command byte CMD2 and
may contdin information. In that case they are mandatory. Data bytes are optional.

Transport Data field

Frame Forfmat SB LEN CMD1 CMD2 Byte 1 Byte 2 Byte 3 Byte n E1
for fc/138

Transport Data field

Frame Fofqmat{, RPA | SYNC LEN CMD1 CMD2 Byte 1 Byte 2 Byte 3 Byte n EJ

for fc/64 pnd
f&/32

Figure 13 — Transport Data Frame format

12.2 Passive communication mode Activation flow
The following activation sequence shall be applied:

1. The Initiator shall perform the initial RF Collision Avoidance sequence as defined in 11.1.1.
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The Initiator shall perform the Initialisation and SDD for the Passive communication mode at
transfer speed as defined in 11.2.

a chosen

The support of the NFCIP-1 protocol shall be checked at the different transfer speeds according to the

Attribute Request as described in 12.5.1.1.

The Target may fall back to the Initialisation and SDD if no ATR_REQ is supported.

The ATR_REQ may be send by the Initiator as a next command after receiving the Attribute Request is

available.

10.

TH

e Initiator activation sequence for a Target in the Passive communication mode is shown in Figure

2.3 Active communication mode Activation flow

e following activation sequence for the protocol in‘the Active communication mode shall be applie

The Target shall send its ATR_RES as answer to the ATR_REQ. The Target shall only @ans
ATR_REQ if the ATR_REQ is received directly after selection.

If the Target supports any changeable parameter in the ATR_REQ, a PSL_REQ(may be us
Initiator as the next command after receiving the ATR_REQ to change parameters:

The Target shall send a PSL_RES as answer to the PSL_REQ.

A Target does not need to complement the Parameter Selection, if it'dpes not support any ¢
parameters in the ATR_RES.

The transparent data shall be sent using the data exchange transport protocol.

The Initiator shall perform the initial RF Collision Avoidance sequence as defined in 11.1.1.
The Initiator shall switch to the Active’communication mode and select the transfer speed.
The Initiator shall send the ATR "REQ.

The Target shall send_its)ATR_RES in response to the ATR_REQ. After a successful res
device is selected.

If the Initiator detetts a collision of data the ATR_REQ shall be re-sent.

It the Targét_supports any changeable parameter in the ATR_RES, a PSL_REQ may be us
Initiator a@s-the next command after receiving the ATR_RES to change parameters.

The.Target shall send a PSL_RES in response to the PSL_REQ.

ver to the

ed by the

nangeable

14.

=N

bonse the

ed by the

A Target does not need to complement the Parameter Selection, if it does not support any c

nangeable

parameters in the ATR_RES.

The Initiator activation sequence for a Target in the Active communication mode is shown in Figure 15.
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Figure 14 — Activation protocol in Passive communication mode
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Figure 15 — Activation Protocol in Active communication mode
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12.4 Commands

The Command Bytes consist of CMD1 and CMD2 as specified in Table 3.

Table 3 — NFCIP-1 Protocol Command Set

Mnemonic Command Bytes Definition
CMD1 CMD2

ATIR REQ ‘D4’ ‘00’ Attribute Request (sent by Initiator)
ATlR_RES ‘DY’ ‘01 Attribute Response (sent by Target)
WUP_REQ ‘D4’ ‘02’ Wakeup Request (sent by Initiator in Active mode only)
WUP_RES ‘D5’ ‘03’ Wakeup Response (sent by Target in Active mode only)
PIL_REQ ‘D4’ ‘04 Parameter Selection Request (sent by Initiator)
P3L_RES ‘D&’ ‘0%’ Parameter Selection Response (sent by Target)
DHEP_REQ ‘D4’ ‘06’ Data Exchange Protocol Request (sent by Initiator)
DHP_RES ‘D5’ ‘07’ Data Exchange Protocol Response (sent.by Target)
DYL_REQ ‘D4’ ‘08’ Deselect Request (sent by Initiator)
DSL_RES ‘DY’ ‘09’ Deselect Response (sent by Targét)
RUS_REQ ‘D4’ ‘OA’ Release Request (sent by Initiator)
RUS_RES ‘D5’ ‘0B’ Release Response (sentby Target)

12.5 Activation of the protocol

12.5.1 Attribute Request and Response Commands

12.5.1.1 |Attribute Request (ATR_REQ)

This clauge defines the Attribute Request ATR_REQ with all its parameter bytes, see Figure 16. The Initiafor
shall send the ATR_REQ to the selected Target.

CMD 1 CMD 2 Byte 1 Byte 10 Byte 11 Byte 12 Byte 13 Byte 14 Byte 15 Byte p
‘D4’ '00’ nfcid3j1 nfcid3i10 DIDi BSi BRi PPi [Gi[1]] [Giln]]
Figure 16 — Structure of the ATR_REQ

12.5.1.1.1] ““Definition of the ATR_REQ bytes

CMD 1: Shall be set to ‘D4'.

CMD 2: ATR_REQ

The ATR_REQ byte shall specify the Attribute Request for the Initiator. The value of ATR_REQ shall be set to

‘00'.

22
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The 10 nfcid3i bytes define the random identifier NFCID3i of the Initiator. NFCID3 shall be an ID dynamically
generated by the application and be fixed during one communication. For Passive communication mode fc/64
and fc/32 the NFCID3i shall be replaced by NFCID2t.

Byte 11: DIDi

The DID byte shall be used for multiple data transport protocol activation with more than one Target. The
range of the DIDi shall be defined between 1 and 14. The value ZERO shall be used, if no DIDi is used during

thedatatransportprotocot—Atother-vatuesareprohibited-by-thisntermatiorat-Standard—

By

Th

TH

By

TH
co

te 12: BSi

e Initiator device shall specify its supported send-bit rates (D) in the BSi byte, see Figure 17.

bit 8

bit 7

bit 6

bit 5

bit 4

bit 3

bit'2

bit 1

ZERO

ZERO

ZERO

ZERO

DSi

DSi

DSi

DSi

e coding of bits is as follows:

Figure 17 — Coding of the BSi byte

bit 8 to bit 5: shall be set to ZERO, all other values are-RFU.

bit 4: if DSi = ONE then D = 64 is supported

bit 3: if DSi = ONE then D = 32 is supported

bit 2: if DSi = ONE then D = 16 is supported

bit 1: if DSi = ONE then D = 8 is{supported

te 13: BRi

e Initiator device shall-specify its supported bit rates (see Table 1) in the BRi byte, see Figun

ding of bits is as follows:

e 18. The

bit8

bit 7

bit 6

bit 5

bit 4

bit 3

bit 2

bit

ZERO

ZERO

ZERO

ZERO

DRi

DRi

DRi

DR

Figure 18 — Coding of the BRi byte

bit 8 to bit 5: shall be set to ZERO, all other values are RFU.

bit 4: if DRi = ONE then D = 64 is supported

bit 3: if DRi = ONE then D = 32 is supported

bit 2: if DRi = ONE then D = 16 is supported

bit 1: if DRi = ONE then D = 8 is supported
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Byte14: PPi

The PPi byte specifies optional parameters used by Initiator device, see Figure 19. The coding of bits shall be
as follows:

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
SECi RFU LRi LRi RFU RFU Gi NAD

Figure 19 — Coding of the PPi byte

— bit 8: SECi. If set to ONE the Initiator supports NFC-SEC; ZERO indicates no support.
— bit 7: RFU. The Initiator shall set it to ZERO. The Target shall ignore it.

— bit 6 @nd bit 5: Length Reduction value.

Table 4 — Definition of LRi

LRi LENpax

00 Only Byte 1 to Byte 64 is valid in the Transport Data
01 Only Byte 1 to Byte 128 is valid in the Ttansport Data
10 Only Byte 1 to Byte 192 is valid in<the Transport Data
11 Only Byte 1 to Byte 252 is valid\in the Transport Data

— bit 4 gnd bit 3: RFU. The Initiator shall set it to ZERO. The Target shall ignore it.
— bit 2: |f bit is set to ONE then it indicates Genheral bytes are available.

— bit 1: |f bit is set to ONE then it indicates the Initiator uses NAD.

Byte 15 to Byte n: Gi[1] to Gi[n]

The genetal bytes shall be optional and designate general information. The maximum length of the ATR_REQ
subtracted by the mandatory- bytes give the maximum number of general bytes.

12.5.1.2 |Attribute Response (ATR_RES)

The ATR|RES, see”Figure 20 shall be the response to the ATR_REQ and shall be sent by the selected
NFCIP-1 Targetdevice.

CMD 1 | CMPD2T—Byte t+—T—TByte t0—Byte t+ - Byte t2 T Byte 13 Byte t# - Byte 15— Byte 16— —1—Byte n

‘D5’ ‘01’ nfcidat! | ... | nfcid3ti0 | DIDt BSt BRt TO PPt Gt |...| [Gtn]

Figure 20 — Structures of the ATR_RES

12.5.1.2.1 Definition of the ATR_RES bytes

CMD 1: Shall be set to ‘D5’.
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The ATR_RES byte shall specify the Target’'s Response to the ATR_REQ send by the Initiator. The value of
CMD1 for ATR_RES shall be set to ‘01’.

Byte 1 to Byte 10: NFCID3t

The 10 nfcid3t bytes define the random identifier NCID3t of the Target. NFCID3 should be an ID generated by

the application. The content of NFCID3 may be the same as NFCID1 or NFCID2.

By
THh
sh
us]

By

Th
d€

By

TH
bit

e
rte—t1Dibt

te 12: BSt

e DID byte shall be used for multiple data transport protocol activation with more than one_Target
all have the same value as the DIDi. All other values are prohibited by this International Stapdard. For
age of DIDt see 12.5.1.1.1.

The DIDt

e BSt byte shall specify the supported bit rates of the Target device, see Figure 21. The coding of bits is
fined as follows:

bit 8

bit 7

bit 6

bit 5

bit 4

bit 3

bit 2

bit 1

ZERO

ZERO

ZERO

ZERO

DSt

DSt

DSt

DSt

te 13: BRt

Figure 21 — Coding of the BSt byte

bit 8 to bit 5: Shall be set to ZERO.

bit 4: if DSt = ONE then D = 64 is supported
bit 3: if DSt = ONE then D = 32 is supported
bit 2: if DSt = ONE then D = 16 is_supported

bit 1: if DSt = ONE then D=8 is supported

e BRt byte shall specify the supported receive bit rates of the Target device, see Figure 22. The
S is defined as follows:

coding of

bit'8

bit 7

bit 6

bit 5

bit 4

bit 3

bit 2

bit 1

ZERO

ZERO

ZERO

ZERO

DRt

DRt

DRt

DRt
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Figure 22 — Coding of the BRt byte

bit 8 to bit 5: Shall be set to ZERO.

bit 4: if DRt = ONE then D = 64 is supported

bit 3: if DRt = ONE then D = 32 is supported

bit 2: if DRt = ONE then D = 16 is supported

bit 1: if DRt = ONE then D = 8 is supported
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Byte 12: TO

The TO byte shall specify the timeout value of the Target NFCIP-1 device for the data transport protocol, see
Figure 23. The timeout calculation shall start with the last bit send by the Initiator and stop with the first bit
send by the Target. The timeout is specified as follows:

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
ZERO ZERO ZERO ZERO WT WT WT WT

Figure 23 — Coding of the TO byte

— bit 8 fp bit 5: Shall be set to all ZEROs.

— bit 4 tp bit 1: WT: Waiting Time.

The Resppnse Waiting Time (RWT) shall be calculated by the following formula:
RWT|= (256 x 16 / fc) x 2WT

Where thg value of WT shall be the range from 0 to 14 and the value of 15 i RFU. The default value of WT
shall be 14.

For WT =0, RWT = RWT,,y (302 ps)
For WT =14, RWT = RWTax (4 949 ms)
Byte 15: PPt

The PPt hQyte specifies optional parameters used by.Target device, see Figure 4. The coding of bits shall pe
as follows

bift 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
ZERO ZERO LRt LRt ZERO ZERO Gt NAD

Figure 24 — Coding of the PPt byte

— bit 8 gnd bit 7: Shall’be set to ZERO.

— bit 6 g@nd bit 5:length Reduction value, see Table 5.

Table 5 — Definition of LRt

LRt LENpyax

00 Only Byte 1 to Byte 64 is valid in the Transport Data
01 Only Byte 1 to Byte 128 is valid in the Transport Data
10 Only Byte 1 to Byte 192 is valid in the Transport Data
11 Only Byte 1 to Byte 252 is valid in the Transport Data
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— bit 4 and bit 3: Shall be set to ZERO.

— bit 2: If bit is set to ONE then it indicates General bytes available.
— bit 1: If bit is set to ONE then it indicates the Target uses NAD.
Byte 15 to Byte n: Gt[1] to Gt[n]

The Gt bytes shall be optional and designate general information. The maximum length of the ATR_RES
subtracted by the mandatory bytes gives the maximum number of general bytes.

12.5.1.3 Handling of ATR_REQ and ATR_RES

12.5.1.3.1 Initiator rules

When the Initiator has sent the ATR_REQ and receives a valid ATR_RES the Initiator shall continue with
operation.

Infany other case the Initiator shall retransmit the ATR_ REQ before it shallFuse the deactivation sefjuence as
defined in 12.7.

In|case of failure of the deactivation sequence it may use the HLTA cémmand only for Passive cominunication
maode at fc/128. The HLTA command is specified 6.4.3 of ISO/IEC-14443-3.

12.5.1.3.2 Target rules

When the Target has been selected by the last command/(for passive mode only) and
a)| Receives a valid ATR_REQ, the Target

— shall send its ATR_RES,

— shall disable to receive a subsequent ATR_REQ.

b)| Receives any other valid orvinvalid frame, except a HLTA command (see 12.5.1.3.1) only f¢r Passive
communication mode at fc/428, the Target

— ignores the blockand

— remains in‘réceive mode.

12.5.1.4 Handling of timeout TO

Dé¢finediby the initially chosen mode, the communication is either active or passive. The handling of the
tinl\eout is different for active and passive communication mode.

12.5.1.4.1 Handling in active mode
In active mode the communication flow is handled by switching the carrier frequency.

Initiator: The Initiator shall ignore a Target that exceeded RWT calculated using TO byte in ATR_REQ from a
Target device and continue operation.

Target: The Target shall use a TO value that allows common communication and shall use a supervisory pdu
containing a timeout extension to extend the defined RWT. See 12.6.1.1.1.
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12.5.1.4.2 Handling of timeout in passive mode

In passive mode the communication is only handled by communication flow. The carrier frequency is not
switched.

Initiator: The Initiator shall first use error handling and if no response is received ignores a Target device, that
has exceeded the specified timeout and continue communication.

Target: The Target shall use a TO value that allows common communication and shall use a supervisory pdu
containing a timeout extension to extend the defined RWT. See 12.6.1.1.1.

12.5.1.5 |Handling of DID

12.5.1.5.1] Handling of DID in active and in passive mode.
When the|lnitiator has sent a ATR_REQ containing a DID equal to ZERO and
a) receiyed an ATR_ RES containing DID equal to ZERO

— ghall send pdu’s containing no DID to the Target and

— ghall not activate any other Target while this Target is not deactivated.
b) receiyed an ATR_RES containing DID not equal to ZERO

— ghall continue with error handling
When the|lnitiator has sent a ATR_REQ containing a DID not'equal to ZERO and
a) receiyed an ATR_RES containing the same DID

— ghall send pdu’s containing the DID to the Target and

— shall not use the DID for any other Targets and

— ghall not use DID=0 for any ether Targets.
b) receiyed an ATR_RES containing any other DID

— ghall continue withCesror handling.

12.5.2 Wakeup Request and Response Commands

The Wakgup Request and Response commands are only defined for the Active communication mode.

12.5.2.1 |Wakeup Request (WUP RFQ)

Figure 25 specifies the Wakeup Request for Attributes WUP_REQ with its parameter bytes. The Initiator
sends the WUP_REQ to the Target only in the Active communication mode. It shall be applied to reactivate a
distinct Target device by its NFCID3, which was deactivated by the DSL command.

CMD 1 CMD 2 Byte 1 Byte 10 Byte 11
‘D4’ ‘02’ nfcid3t1 nfcid3t10 DID

Figure 25 — Structure of the WUP_REQ
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12.5.2.1.1 Definition of the WUP_REQ bytes
CMD 1: Shall be set to ‘D4".
CMD 2: WUP_REQ

The WUP_REQ byte shall specify the command Wake Up for the Initiator device. The value of WUP_REQ
shall be ‘02’

Byte 1 to Byte 10: NFCID3t

THe 10 nfcid3t bytes shall be defined as the random identifier of the Target. For the WUP_REQ coerand the
Initiator shall send the known NFCID3t random identifier to wake up the Target.

Byte 11: DID
THe DID byte shall be used for multiple data transport protocol activation with morethan one Tafgets. The
apge of the DID shall be defined between 1 and 14. The value 0 shall be usedi. ifino DID is used during the

r
djia transport protocol. All other values are prohibited by this International Standard. The Initiator npay assign
a glifferent value to the Target, as used before the last DSL command.

12.5.2.2 Wakeup Response (WUP_RES)

Figure 26 specifies the structure of the Wakeup Response for aftributes, WUP_RES. The WUP_RHES shall be
the response to the WUP_REQ and shall be sent by the selecteéd NFCIP-1 Target device.

CMD 1 CMD:;2 Byte 1
‘D5’ 03’ DID

Figure 26 — Structure of the WUP_RES

12.5.2.2.1 Definition of the WUP..RES bytes

CMD 1: Shall be set to ‘D5’.
CI:D 2: WUP_RES

THe WUP_RES byté-shall specify the response to the WUP_REQ. The value of WUP_RES shall be|(03).
Byte 1: DID

THe DID yte shall be used for multiple data exchange protocol activation with more than one Tafgets. The
DIPt shall'have the same value as the DIDi. All other values are prohibited by this International Stanflard.

12.5.2.3 Handling of WUP_REQ and WUP_RES

12.5.2.3.1 Initiator rules

When the Initiator has sent a WUP_REQ and receives a valid WUP_RES the Initiator shall continue with
operation.

In any other case the Initiator shall retransmit the WUP_REQ before it shall use the deactivation sequence as
defined in 12.7.
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In case of failure of the deactivation sequence for fc/128 in Passive communication mode, it may use the
HLTA command (see 6.4.3 of ISO/IEC 14443-3).

de

of

12.5.2.3.2 Target rules
When the Target has been de-selected by the last command (for the Active communication mode only) and
a) receives a WUP_REQ with its NFCID3, the Target

— shall send its WUP_RES and

— shall disable in order to not receive a subsequent WUP_REQ.
b) receiyes any other valid or invalid frame, except a HLTA command only for passive communication mo

at fc/128, the Target

— ignores the block and

— femains in receive mode.
12.5.3 Parameter Selection Request and Response Commands
12.5.3.1 |Parameter Selection Request (PSL_REQ)
The Initiatpr may switch parameters for the subsequent transport protocol using the PSL_REQ command, s
Figure 27

CMD 1 CMD 2 Byte 1 Byte 2 Byte 3
‘D4’ ‘04’ DID BRS FSL
Figure 27 — Structure of the PSL_REQ

12.5.3.1.1] Definition of the PSL_REQ bytes
CMD 1: Shall be set to ‘D4’.
CMD 2: PSL_REQ
The PSL_|REQ byte shall specify the command Parameter Selection for the Initiator device. The value
PSL_REQ shall be /04..
Byte 1: D|D
The DID shal-be-simitarto-the-Bib-defined-currg-AHR-or WO
Byte 2: BRS

The BRS byte, see Figure 28 shall specify the selected bit rates for Initiator and Target device.

bit 8

bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1

z

ERO ZERO DSI DSI DSI DRI DRI DRI

30

Figure 28 — Coding of the BRS byte
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— bit 8 and bit 7: Shall be set to ZERO.
— bit 6 to bit 4: Bit duration of Initiator to Target, see Table 6.

— bit 3 to bit 1: Bit duration of Target to Initiator, see Table 6.

Table 6 — Coding of DRI and DSI

DRI and DSI Divisor D
000 1
001 2
010 4
011 8
100 16
101 32
110 64
111 RFU

Byte 3: FSL

THe FSL byte defines the maximum value for the Frame Length, see Figure 29.

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit
ZERO ZERO ZERO ZERQ ZERO ZERO LR LR

Figure.29 — Coding of FSL bytes

—1 bit 8 to bit 3: Shall be set to all ZERO.

—1 bit 2 and bit 1: Length Reduction (LR) value, see Table 7.

Table 7 — Definition of LR

LR LENyax

00 Only Byte 1 to Byte 64 is valid in the Transport Data
01 Only Byte 1 to Byte 128 is valid in the Transport Data
10 Only Byte 1 to Byte 192 is valid in the Transport Data
11 Only Byte 1 to Byte 252 is valid in the Transport Data

12.5.3.2 Parameter Selection Response (PSL_RES)

Figure 30 specifies the frame Structure of PSL_RES.

CMD 1 CMD 2 Byte 1
‘D5’ ‘05’ DID

Figure 30 — Structure of PSL_RES
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12.5.3.2.1

Definition of the PSL_RES bytes

CMD1: Shall be set to ‘D5’.

CMD2: PSL_RES

The PSL_RES byte shall specify the command Parameter Selection response for the Target device. The
value of PSL_RES shall be ‘05'.

Byte 1: DID

The DID s
12.5.3.3

12.5.3.3.1

The Initiaf
valid PSL |

— shall

— shall

In any oth
defined in

In case of
command

12.5.3.3.2
When the

a) recei

— 8

b) recei

— 8

hall be the same as the DID defined during ATR or WUP.
Handling of PSL_REQ and PSL_RES

Initiator rules

or may change protocol parameters by sending the PSL_REQ to the Target,After reception o
| RES, the Initiator

change the framing to the format, which is defined in 12.1 and

continue with operation.

er case the Initiator may retransmit the PSL_REQ before it 'shall use the deactivation sequence
12.7.

failure of deactivation sequence at fc/128 in Passive’communication mode, it may use the HL
(see 12.5.1.3.2).

Target rules
Target has received a ATR_REQ, sent jts ATR RES and

es a valid PSL_REQ, the Target

hall send its PSL_RES,

hall disable the PSL_REQ (stop responding to received PSL_REQ),

hall change all pafameters to the defined values, which are specified in 12.5.3 and

hall remain ingecCeive mode.

es an invalid frame, the Target

hall ignore the block,

— shall disable the PSL_REQ (stop responding to received PSL_REQ),

— shall remain with the current framing and

— shall remain in receive mode.

c) receives a valid frame, except a PSL_REQ, the Target

— shall disable the PSL_REQ (stop responding to received PSL_REQ),

— shall remain with the current framing and

— shall continue operation.

32
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12.6 Data Exchange Protocol
12.6.1 Data Exchange Protocol Request and Response

12.6.1.1 Data Exchange Protocol Request (DEP_REQ) and Response (DEP_RES)

The protocol shall be half-duplex protocol supporting block oriented data transmission with error handling. For
data, which does not fit in one frame a chaining mechanism is defined Format of the protocol frame shall be
as follows:

Trlansport Data field

CMD 1 CMD 2 Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte n

Data Exchange Protocol Header

dmD 1 CMD 2 PFB [DID] [NAD]

Transport data-bytes

@)

Data byte(1)| Data byte 2 pta byte n

Figure 31 — Definition of the protocol frames

In|information interchange, the content of the payload ofithe Transport Data Field requires @agreement
between the interchanging parties.

12.6.1.1.1  Definition of the Data Exchange Protocol Header bytes

CMD 1:

If fhe CMD2 is DEP_REQ then the CMD f\shall be set to ‘D4’.
If fhe CMD2 is DEP_RES then the CMD1 shall be set to ‘D5’.
CMD 2: DEP_REQ

THe DEP_REQ bytes specify the command for the data exchange protocol for the Initiator device. [The value
of the DEP_REQ shalltbe 06’

CMD 2: DEP_RES

THe DEP_RES bytes specify the command for data exchange for the Target device. The value of the
DEP_RES-shall be ‘07'.

Byte1: PFB

The PFB byte shall contain bits to control the data transmission and error recovery. The PFB byte is used to
convey the information required controlling the transmission. The data exchange protocol defines these
fundamental types of pdus:

— Information pdus to convey information for the application layer.

— ACK/NACK pdus to convey positive or negative acknowledgements. An ACK / NACK pdu never contains
a data field. The acknowledgement relates to the last received block.

— Protected pdus using the NFC-SEC Option as specified in ISO/IEC 13157-1.
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— Supervisory pdus to exchange control information between the Initiator and the Target. Two types of
supervisory pdus are defined.

— Timeout extensions containing a 1 byte long data field.
— Attention containing no data field.

Table 8 specifies the coding of PFB.

Table 8 — Coding of the PEB hits 8 o 6

bit 8 bit 7 bit 6 PFB
0 0 0 Information pdu
0 0 1 Protected pdu
0 1 0 ACK/NACK pdu
1 0 0 Supervisory pdu
Other settings are RFU

Figure 32| specifies the structure of the Information pdu.

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1
ZERO ZERO ZERO Ml NAD DID PNI PNI

Figure 32 —the information pdu

— bit 8 fp bit 6: Shall be set to all ZEROs.

— bit 5: |f bit set to ONE then it indicates Multiple Information (MI) chaining activated.
— bit 4: |f bit set to ONE then it indicates NAD available.

— bit 3: |f bit set to ONE then itindicates DID available.

— bit 2 gnd bit 1: PNI packet'number information.

The Packét Number Information (PNI) counts the number of packet send by the Initiator to the Target and vice
versa starfing by 0.{These bytes are used for error detection during the protocol handling.

Figure 33|specifies the structure of the ACK/NACK pdu.

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 0
ZERO ONE ZERO | ACK/NA NAD DID PNI PNI
CK

Figure 33 —ACK/NACK pdu

— bit 8: Shall be set to ZERO.

— bit 7: Shall be set to ONE.
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bit 6: Shall be set to ZERO.
bit 5: If bit set to ONE then it indicates NACK, otherwise ACK.
bit 4: If bit set to ONE then it indicates NAD available.

bit 3: If bit set to ONE then it indicates DID available.

bit 2 and bit 1: PNI packet number

ISO/IEC 18092:2013(E)
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By
TH

T3
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gure 34 specifies the Supervisory pdu (Attention-Target Present, Timeout extensions).

bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit |l
ONE ZERO ZERO Attention/ NAD DID ZERQO ZERO
Timeout

bit 8: Shall be set to ONE.

bit 7 and bit 6: shall be set to ZERO.

Figure 34 —The supervisory pdu

bit 5: If ATTENTION then set to ZERO. If TIME-OUT_EXTENTION then set to ONE.

bit 4: If bit set to ONE then it indicates NAD availablé:

bit 3: If bit set to ONE then it indicates DID available.

bit 2 and bit 1: Shall be set to ZERO.

te 2: DID

e DID byte shall be the same_as. defined during activation of the protocol.

te 3: NAD

e NAD byte is reserved to build up and address different logical connections on both the Initiat
rget device. Bit 8-t0 bit 5 code the logical address of the Initiator, bits 4 to 1 code the logical add
rget. The following definitions shall apply for the usage of the NAD.

The NAD)shall only be used for the data exchange protocol.

When the Initiator uses an NAD, the Target shall also use an NAD.

pr and the
ess of the

If MI bit is set, the NAD shall only be transmitted in the first frame.

The Initiator shall never use the NAD to address two different Targets.

Byte 4 to Byte n: User data bytes

The data field shall contain the transported data and is optional. When present, it conveys either application
data or status information. The length of the data field is calculated by subtracting the mandatory and optional
send bytes of the data exchange transport header from the length byte and additionally subtracting one.
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