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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
establlshed by the respective organlzatlon to deal W|th particular flelds of technical act|V|ty ISO and IEC
techni 0 rnmental

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

THe main task of the joint technical commitiee is to prepare International Standards. Draft Infernational
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodiescasting a vote.

Atfention is drawn to the possibility that some of the elements of this document may be the subjec] of patent
ights. ISO and IEC shall not be held responsible for identifying any or all'stich patent rights.

=

ISPD/IEC 18045 was prepared by Joint Technical Committee XISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques. The identical textofISO/IEC 18045 is published by thg Common
Crjteria Project Sponsoring Organisations as Common Methodology for Information Technologly Security
Evaluation. The common XML source for both publicationscan be found at http://www.oc.ccn.cni.esfxml.

THis second edition cancels and replaces the first edition (ISO/IEC 18045:2005), which has been fechnically
reyised.

Legal Notice

THe governmental organizations listed\below contributed to the development of this version of the Common
Megthodology for Information Technology Security Evaluations. As the joint holders of the copyright in the
Caommon Methodology for Information Technology Security Evaluations, version 3.1 (called CEM|3.1), they
hereby grant non-exclusive license to ISO/IEC to use CEM 3.1 in the continued development/main{enance of
the¢ ISO/IEC 18045 international standard. However, these governmental organizations retain the right to use,
copy, distribute, translate”or'modify CEM 3.1 as they see fit.

Alstralia/New Zealand: The Defence Signals Directorate and the Government Communicatigns
Security Bureau respectively;

Canada: Communications Security Establishment;

France; Direction Centrale de la Sécurité des Systémes d'Information;

Germany: Bundesamt fur Sicherher in der Informationstechnik;

Japan: Information Technology Promotion Agency;

Netherlands: Netherlands National Communications Security Agency;

Spain: Ministerio de Administraciones Publicas and Centro Criptolégico Nacional,

United Kingdom: Communications-Electronic Security Group;

United States: The National Security Agency and the National Institute of Standards and
Technology.
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Introduction

The target audience for this International Standard is primarily evaluators applying ISO/IEC 15408 and
certifiers confirming evaluator actions; evaluation sponsors, developers, PP/ST authors and other parties

interested in IT security are a secondary audience.

This International _Standard rn(‘ngnicnc that not all qnncﬁnnc r\nnr\nrning 1T Qnr\llrify evaluation will be
answered| herein and that further interpretations will be needed. Individual schemes will determine hew|to
handle sych interpretations, although these can be subject to mutual recognition agreements. A-list|of
methodolggy-related activities that can be handled by individual schemes can be found in Annex A.
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3.1

Scope
is International Standard is a companion document to the evaluation criteria for IT security
D/IEC 15408. It defines the minimum actions to be performed by an evaluator in _érder to c
D/IEC 15408 evaluation, using the criteria and evaluation evidence defined in ISO/IEC.\15408.

is International Standard does not define evaluator actions for certain high-assurance ISO/I
mponents, where there is as yet no generally agreed guidance.

Normative references
e following referenced documents are indispensable for the,application of this document.
cument (including any amendments) applies.

D/IEC 15408 (all parts), Information technology — Secutity techniques — Evaluation criteria for IT|
Terms and definitions

r the purposes of this document, the following\terms and definitions apply.

TE Terms which are presented in bold-faced type are themselves defined in this clause.

tion
aluator action element of ISO/IEC 15408-3

TE These actions are either explicitly stated as evaluator actions or implicitly derived from developer actig
bluator actions) within ISQ/IEC 15408-3 assurance components.

D
tivity
plication of\an assurance class of ISO/IEC 15408-3

B

C

defined in
bnduct an

FC 15408

For dated

erences, only the edition cited applies. For undated references, the latest edition of the referenced

security

ns (implied

eck

ge

nerate a verdict by asimptecomparison

NOTE Evaluator expertise is not required. The statement that uses this verb describes what is mapped.

3.4
evaluation deliverable
any resource required from the sponsor or developer by the evaluator or evaluation authority to perform one

or

more evaluation or evaluation oversight activities

3.5
evaluation evidence
tangible evaluation deliverable
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3.6

evaluation technical report
report that documents the overall verdict and its justification, produced by the evaluator and submitted to an
evaluation authority

3.7
examine

generate a verdict by analysis using evaluator expertise

NOTE The

statement that uses this verb identifies what is analysed and the properties for which it is analysed.

3.8

interpretdtion

clarificatio

3.9

h or amplification of an ISO/IEC 15408, ISO/IEC 18045 or scheme requirement

methodology

system of

3.10
observati
report wri

3.1
overall ve
pass or fa

3.12

oversight
statement
evaluation

3.13
record
retain a v
enable thd

3.14
report
include e
report

3.15
scheme
set of rule

principles, procedures and processes applied to IT security evaluations

n report
en by the evaluator requesting a clarification or identifying a problenxduring the evaluation

rdict
| statement issued by an evaluator with respect to the result.of an evaluation

verdict
issued by an evaluation authority confirming ortejecting an overall verdict based on the results
oversight activities

ritten description of procedures, (eyents, observations, insights and results in sufficient detail
work performed during the evaluation to be reconstructed at a later time

aluation results and.-supporting material in the evaluation technical report or an observati

5, established by an evaluation authority, defining the evaluation environment, including criteria a

methodoliogy. required to conduct IT security evaluations

3.16

of

—

(o]

sub-activity
application of an assurance component of ISO/IEC 15408-3

NOTE Assurance families are not explicitly addressed in this International Standard because evaluations are conducted

on a single

3.17
tracing

assurance component from an assurance family.

simple directional relation between two sets of entities, which shows which entities in the first set correspond

to which e

ntities in the second
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3.18

verdict

pass, fail or inconclusive statement issued by an evaluator with respect to an ISO/IEC 15408 evaluator action
element, assurance component, or class

NOTE Also see overall verdict.
3.19

work unit
most granular level of evaluation work

NQTE Each evaluation methodology action comprises one or more work units, which are grouped within-thel evaluation
mathodology action by ISO/IEC 15408 content and presentation of evidence or developer action elemehty Thg work units
arg presented in this International Standard in the same order as ISO/IEC 15408 elements from which.they gre derived.
Work units are identified in the left margin by a symbol such as ALC_TAT.1-2. In this symbolj\the string ALC TAT.1
indicates ISO/IEC 15408 component (i.e. this International Standard sub-activity), and the finakdigit (2) indicafes that this
is the second work unit in the ALC_TAT.1 sub-activity.

4| Symbols and abbreviated terms
ETR Evaluation Technical Report

OR Observation Report

5| Overview
5.1 Organisation of this International Standard
Clause 6 defines the conventions used in this International Standard.

Clause 7 describes general evaluation tasks\with no verdicts associated with them as they do npt map to
ISD/IEC 15408 evaluator action elements.

Clause 8 addresses the work necessary for reaching an evaluation result on a PP.
Clauses 9 to 15 define the evalgation activities, organised by Assurance Classes.
Annex A covers the basic.evaluation techniques used to provide technical evidence of evaluation regults.

Annex B provides ap-explanation of the Vulnerability Analysis criteria and examples of their applicatipn

6| Document Conventions
6.1 Terminology

Unlike) ISO/IEC 15408, where each element maintains the last digit of its identifying symbol for all cdmponents
withi the Tamily, this International Standard may introduce NeEw Work units when an 1ISO/TET 15408 evaluator
action element changes from sub-activity to sub-activity; as a result, the last digit of the work unit's identifying
symbol may change although the work unit remains unchanged.

Any methodology-specific evaluation work required that is not derived directly from ISO/IEC 15408
requirements is termed fask or sub-task.

6.2 Verb usage

The auxiliary verb shall is used only when the provided text is mandatory and therefore only within the work
units and sub-tasks. The work units and sub-tasks contain mandatory activities that the evaluator must perform
in order to assign verdicts.
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Guidance text accompanying work units and sub-tasks gives further explanation on how to apply ISO/IEC
15408 words in an evaluation. The verb usage is in accordance with 1SO definitions for these verbs. The
auxiliary verb should is used when the described method is strongly preferred. All other auxiliary verbs,
including may, are used where the described method(s) is allowed but is neither recommended nor strongly

preferred;

it is merely explanation.

The verbs check, examine, report and record are used with a precise meaning within this part of this
International Standard and the Clause 3 should be referenced for their definitions.

6.3 General evaluation guidance

Material t
applicabili

pertains tg multiple sub-activities within a single activity has been provided in the introduction to that activity]

guidance

6.4 Rel

There are]| direct relationships between ISO/IEC 15408 structure (i.e. class, family, component and eleme
and the sfructure of this International Standard. Figure 1 illustrates the correspondence between 1SO/IE
15408 constructs of class, family and evaluator action elements and evaluation“methodology activities, su
nd actions. However, several evaluation methodology work units may result from the requirements
noted in I$O/IEC 15408 developer action and content and presentation elements.

activities

7 Eval

bertains to only a single sub-activity, it is presented within that sub-activity.

ptionship between ISO/IEC 15408 and ISO/IEC 18045 structures

Common Criteria Common Evaluation Methodology

Assurance Component Sub-activity
Ewvaluator Action Action
Element

Developer Action
Element \ ~

Content & Presentation
of Evidence Element

nat has applicability to more than one sub-activity is collected in one place. Guidance who’ke
y is widespread (across activities and EALs) has been collected into Annex A. Guidahce’ that

If

nt)
FC
b-

Figure 1 - Mapping of ISO/IEC 15408 and ISO/IEC 18045 structures

uation process and related tasks

7.1 Introduction

This clause provides an overview of the evaluation process and defines the tasks an evaluator is intended to
perform when conducting an evaluation.
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Each evaluation, whether of a PP or TOE (including ST), follows the same process, and has four evaluator
tasks in common: the input task, the output task, the evaluation sub-activities, and the demonstration of the
technical competence to the evaluation authority task.

The input task and the output tasks, which are related to management of evaluation evidence and to report
generation, are entirely described in this clause. Each task has associated sub-tasks that apply to, and are
normative for all ISO/IEC 15408 evaluations (evaluation of a PP or a TOE).

The evaluation sub-activities are only introduced in this clause, and fully described in the following clauses.

ith them as
to ensure

illed by the
evpluation authority analysis of the output tasks results, or may include the demonstration by the evaluators of
their understanding of the inputs for the evaluation sub-activities. This task has“\no associated| evaluator
verdict, but has an evaluator authority verdict. The detailed criteria to pass this taskjare left to the digcretion of
th¢ evaluation authority, as noted in Annex A.5.

7.2 Evaluation process overview

7.2.1 Objectives

THis subclause presents the general model of the methodology.and identifies:
a)| roles and responsibilities of the parties involved in the evaluation process;
b)| the general evaluation model.

7.2.2 Responsibilities of the roles

THe general model defines the following roles: sponsor, developer, evaluator and evaluation authority.
THe sponsor is responsible for requesting and supporting an evaluation. This means that th¢ sponsor
esfablishes the different agreements for the evaluation (e.g. commissioning the evaluation). Morgover, the

sppnsor is responsible for ensuring that the evaluator is provided with the evaluation evidence.

THe developer produces the TOE and is responsible for providing the evidence required for the gvaluation
(elg. training, design information), on behalf of the sponsor.

THe evaluator performs the evaluation tasks required in the context of an evaluation: the evaluator receives
th¢ evaluation.evidence from the developer on behalf of the sponsor or directly from the sponsor, pefforms the
evpluation sub:activities and provides the results of the evaluation assessment to the evaluation authority.

THe evaluation authority establishes and maintains the scheme, monitors the evaluation conducted by the
evpluator, and issues certification/validation reports as well as certificates based on the evaluatipn results
provided by theevatuator:

7.2.3 Relationship of roles

To prevent undue influence from improperly affecting an evaluation, some separation of roles is required. This
implies that the roles described above are fulfilled by different entities, except that the roles of developer and
sponsor may be satisfied by a single entity.

Moreover, some evaluations (e.g. EAL1 evaluation) may not require the developer to be involved in the

project. In this case, it is the sponsor who provides the TOE to the evaluator and who generates the
evaluation evidence.
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7.2.4 General evaluation model

The evaluation process consists of the evaluator performing the evaluation input task, the evaluation output

task and the evaluation sub-activities. Figure 2 provides an overview of the relationship between these tasks
and sub-activities.

Evaluation
Evidence

Evaluation Input Task | \

Evaluation sub-activities

| Ewvaluation Output Task ’

u Demonstration of the Technical Competeng® Task ’

Figure 2 - Generic evaluation model

Evaluation
Outputs

sponsor and the evaluator. The work that is performied and the involvement of the different roles during this
phase maly vary. It is typically during this step that-the evaluator performs a feasibility analysis to assess the
likelihood pf a successful evaluation.

The evaluption process may be preceded by a preparation phase where initial contact is made between I‘e
t

7.2.5 Ewvaluator verdicts

The evaluator assigns verdicts to the requirements of ISO/IEC 15408 and not to those of this Internatiopal
Standard.|The most granular ISO/AEC 15408 structure to which a verdict is assigned is the evaluator actipn
element (¢xplicit or implied). Atverdict is assigned to an applicable ISO/IEC 15408 evaluator action element s
a result off performing the corresponding evaluation methodology action and its constituent work units. Finally,
an evaluation result is assighed, as described in ISO/IEC 15408-1, Clause 9, Evaluation results.
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Evaluation Result
& I
Assurance Class <
Assurance Component s

Evaluator Action Element

f
%>

Evaluator Action Element

g

Evaluator Action Element

5

4 A\\‘

Figure 3 - Example of the verdict assignment rule

THis International Standard recognises three mutually exclusive verdict states:

a)| Conditions for a pass verdict are defined’as an evaluator completion of ISO/IEC 15408 evaluator action
element and determination that the requirements for the PP, ST or TOE under evaluation argd met. The
conditions for passing the element.are defined as:

1) the constituent work units, of the related evaluation methodology action, and;

2) all evaluation evidénce required for performing these work units is coherent, that is it can bg fully and
completely understood by the evaluator, and

3) all evaluation ‘evidence required for performing these work units does not have any obviolis internal
inconsistencies or inconsistencies with other evaluation evidence. Note that obvious meang here that
the evaluator discovers this inconsistency while performing the work units: the evaluator $hould not
undertake a full consistency analysis across the entire evaluation evidence every time a work unit is
performed.

b)| CConditions for a fail verdict are defined as an evaluator completion of ISO/IEC 15408 evaluator action
) ) ot met, or
that the evidence is incoherent, or an obvious inconsistency in the evaluation evidence has been found;

c) All verdicts are initially inconclusive and remain so until either a pass or fail verdict is assigned.
The overall verdict is pass if and only if all the constituent verdicts are also pass. In the example illustrated in

Figure 3, if the verdict for one evaluator action element is fail then the verdicts for the corresponding
assurance component, assurance class, and overall verdict are also fail.
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7.3 Evaluation input task

7.3.1 Objectives

The objective of this task is to ensure that the evaluator has available the correct version of the evaluation
evidence necessary for the evaluation and that it is adequately protected. Otherwise, the technical accuracy of
the evaluation cannot be assured, nor can it be assured that the evaluation is being conducted in a way to
provide repeatable and reproducible results.

7.3.2 Application notes

The respgnsibility to provide all the required evaluation evidence lies with the sponsor. However, most-of_the
evaluatior| evidence is likely to be produced and supplied by the developer, on behalf of the sponsor,

Since the pssurance requirements apply to the entire TOE, all evaluation evidence pertaining to_all parts of the
TOE is to|be made available to the evaluator. The scope and required content of such evaluation evidence is
independgnt of the level of control that the developer has over each of the parts of the TOE."For example} if
design is fequired, then the TOE design (ADV_TDS) requirements will apply to all subsystems that are part|of
the TSF. |In addition, assurance requirements that call for procedures to be in place (for example, ¢M
capabilities (ALC_CMC) and Delivery (ALC_DEL)) will also apply to the entir¢ TOE (including any pfrt
produced py another developer).

It is recomimended that the evaluator, in conjunction with the sponsor, produce’an index to required evaluatipn
evidence.|This index may be a set of references to the documentation:yThis index should contain enough
informatiop (e.g. a brief summary of each document, or at least an explicit title, indication of the subclauses| of
interest) t¢ help the evaluator to find easily the required evidence.

It is the Information contained in the evaluation evidence.that is required, not any particular documegnt
structure. [Evaluation evidence for a sub-activity may be provided by separate documents, or a single
document|may satisfy several of the input requirements_of;a sub-activity.

The evaluptor requires stable and formally-issued vérsions of evaluation evidence. However, draft evaluatipn
evidence may be provided during an evaluation,(for example, to help an evaluator make an early, informal
assessmelnt, but is not used as the basis for verdicts. It may be helpful for the evaluator to see draft versions
of particular appropriate evaluation evidence,.such as:

a) test dpcumentation, to allow the evaluator to make an early assessment of tests and test procedures;

b) desigh documents, to provideithe evaluator with background for understanding the TOE design;

c) source code or hardware-drawings, to allow the evaluator to assess the application of the developgr
standpards.

Draft evaluation evidence is more likely to be encountered where the evaluation of a TOE is performed
concurrently with<its*development. However, it may also be encountered during the evaluation of an alreadqly-
developed TOE\Where the developer has had to perform additional work to address a problem identified
the evalugtor, (e.g. to correct an error in design or implementation) or to provide evaluation evidence
Securityt' rvtered-ath existiredocurer toafteg—irtheecaseofa ret-ortgins revetot
to meet the requirements of ISO/IEC 15408).

7.3.3 Management of evaluation evidence sub-task

7.3.3.1  Configuration control

The evaluator shall perform configuration control of the evaluation evidence.

ISO/IEC 15408 implies that the evaluator is able to identify and locate each item of evaluation evidence after it

has been received and is able to determine whether a specific version of a document is in the evaluator's
possession.
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The evaluator shall protect the evaluation evidence from alteration or loss while it is in the evaluator's
possession.

7.3.3.2 Disposal

Schemes may wish to control the disposal of evaluation evidence at the conclusion of an evaluation. The
disposal of the evaluation evidence should be achieved by one or more of:

a)

re

returning the evaluation evidence;

archivingtheevatuatiomevidernce;
destroying the evaluation evidence.
3.3  Confidentiality

evaluator may have access to sponsor and developer commercially-sensitive information (e.g. T
rmation, specialist tools), and may have access to nationally-sensitive information during the co

DE design
urse of an

luation. Schemes may wish to impose requirements for the evaluator to maintain the confidentiality of the

luation evidence. The sponsor and evaluator may mutually agree to additional requirements 3

Evaluation output task

.1 Objectives

nsistent reporting-of evaluation results facilitates the achievement of the universal principle of re

reproducibility. of results. The consistency covers the type and the amount of information repo
R and OR+ETR and OR consistency among different evaluations is the responsibility of the
hority.

e gvdluator performs the two following sub-tasks in order to achieve this International

s long as

g, storage

ne case of

Technical
dard does

5 only the

peatability
ted in the
pvaluation

Standard

virements for the information content of reports:

a) write OR sub-task (if needed in the context of the evaluation);

b) write ETR sub-task.

7.5.2 Management of evaluation outputs

The evaluator delivers the ETR to the evaluation authority, as well as any ORs as they become available.
Requirements for controls on handling the ETR and ORs are established by the scheme which may include
delivery to the sponsor or developer. The ETR and ORs may include sensitive or proprietary information and
may need to be sanitised before they are given to the sponsor.
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7.5.3 Application notes

In this version of this International Standard, the requirements for the provision of evaluator evidence to
support re-evaluation and re-use have not been explicitly stated. Where information for re-evaluation or re-use
is required by the sponsor, the scheme under which the evaluation is being performed should be consulted.
7.5.4 Write OR sub-task

ORs provide the evaluator with a mechanism to request a clarification (e.g. from the evaluation authority on
the application of a requirement) or to identify a problem with an aspect of the evaluation.

In the caske of a fail verdict, the evaluator shall provide an OR to reflect the evaluation result. Otherwise;_the
evaluator may use ORs as one way of expressing clarification needs.

For each OR, the evaluator shall report the following:

a) the identifier of the PP or TOE evaluated;

b) the eyaluation task/sub-activity during which the observation was generated;
c) the olpservation;

d) the agsessment of its severity (e.g. implies a fail verdict, holds up progress on the evaluation, requireg a
resoldtion prior to evaluation being completed);

e) the identification of the organisation responsible for resolving the\issue;
f) the rgcommended timetable for resolution;

g) the agsessment of the impact on the evaluation of faiture to resolve the observation.

content and on the scheme. Schemes may distinguish different types of ORs or define additional types, wjth
associated differences in required information.and distribution (e.g. evaluation ORs to evaluation authorities
and spongors).

The intenIed audience of an OR and procedures foft_handling the report depend on the nature of the repoit's

7.5.5 Wirite ETR sub-task

7.5.5.1 |Objectives

The evaluptor shall provide@n*ETR to present technical justification of the verdicts.
This Interpational Standard defines the ETR's minimum content requirement; however, schemes may spedqify

additional [content and‘specific presentational and structural requirements. For instance, schemes may requjre
that certaip introductory material (e.g. disclaimers and copyright Clauses) be reported in the ETR.

The read¢rCof the ETR is assumed to be familiar with general concepts of information security, ISO/IEC
15408, thiW, :

The ETR supports the evaluation authority to confirm that the evaluation was done to the required standard,
but it is anticipated that the documented results may not provide all of the necessary information, so additional
information specifically requested by the scheme may be necessary. This aspect is outside the scope of this
International Standard.

7.5.5.2 ETR for a PP Evaluation
This Subclause describes the minimum content of the ETR for a PP evaluation. The contents of the ETR are

portrayed in Figure 4; this figure may be used as a guide when constructing the structural outline of the ETR
document.
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Evaluation Technical Report

Introduction

Evaluation

Results of the evaluation

Conclusions and recommendations

List of evaluation evidence

List of acronyms/Glossaty of terms

— Observation £€ports

Figure 4 - ETR information content for a PP evaluation
7.5.5.21 Introduction

THe evaluator shall report evaluation‘'scheme identifiers.

Evaluation scheme identifiers/(€:g. logos) are the information required to unambiguously identify the scheme
regponsible for the evaluationoversight.

THe evaluator shall repert ETR configuration control identifiers.

THe ETR configuration control identifiers contain information that identifies the ETR (e.g. name,| date and
vefsion number):

THe evaluator shall report PP configuration control identifiers.
PR Configuration control identifiers (e.g. name, date and version number) are required to identify what is being

evaluated In order for the evaluation authority 1o verlfy that the verdicts have been assigned correctly by the
evaluator.

The evaluator shall report the identity of the developer.
The identity of the PP developer is required to identify the party responsible for producing the PP.
The evaluator shall report the identity of the sponsor.

The identity of the sponsor is required to identify the party responsible for providing evaluation evidence to the
evaluator.
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The evaluator shall report the identity of the evaluator.

The identity of the evaluator is required to identify the party performing the evaluation and responsible for the
evaluation verdicts.

7.5.5.2.2

Evaluation

The evaluator shall report the evaluation methods, techniques, tools and standards used.

The evaluator references the evaluation criteria, methodology and interpretations used to evaluate the PP.

The evalu
and assur]

The evalu
etc.

7.5.5.2.3

The evalu
an APE a

work units|.

The ration
evaluation

the criterig. It contains a description of the work performed, the method used, and any derivation of resul

The ration
7.5.5.2.4
The evaly
ISO/IEC 1

described

The eval

recommendations may include shortcomings of the PP discovered during the evaluation or mention

features W

7.5.5.2.5

The evalu

e the isy

o thettitl

ator shall report any constraints on the evaluation, constraints on the handling of evaluation resuy
hptions made during the evaluation that have an impact on the evaluation results.

ator may include information in relation to legal or statutory aspects, organisation, Genfidential

Results of the evaluation

Its

ty,

tivity, as a result of performing the corresponding evaluation methodalegy action and its constitu
ale justifies the verdict using ISO/IEC 15408, this International(Standard, any interpretations and t
evidence examined and shows how the evaluation evidence/does or does not meet each aspect
ale may provide detail to the level of a evaluation methodology work unit.

Conclusions and recommendations
ator shall report the conclusions of the evaluation, in particular the overall verdict as defined
in7.2.5.
Lator provides recommendations_that may be useful for the evaluation authority. The
hich are particularly useful.

List of evaluation evidence
htor shall report far-each item of evaluation evidence the following information:
uing body (e.g. the developer, the sponsor);

e,

e the un

htor shall report a verdict and a supporting rationale for each assurance component that constiturs

nt

he
of
ts.

in

5408-1 Clause 9, Evaluation results, and determined by application of the verdict assignment

Se
of

ique reference (e.g. issue date and version number).

7.5.5.2.6

List of acronyms/Glossary of terms

The evaluator shall report any acronyms or abbreviations used in the ETR.

Glossary definitions already defined by ISO/IEC 15408 or by this International Standard need not be repeated
in the ETR.

7.5.5.2.7

Observation reports

The evaluator shall report a complete list that uniquely identifies the ORs raised during the evaluation and
their status.

12
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For each OR, the list should contain its identifier as well as its title or a brief summary of its content.
7.5.5.3 ETR for a TOE Evaluation

This Subclause describes the minimum content of the ETR for a TOE evaluation. The contents of the ETR are
portrayed in Figure 5; this figure may be used as a guide when constructing the structural outline of the ETR
document.

Evaluation Technical Report

Introduction

Architectural description of the TOE

Evaluation

Results of the evaluation

Conclusions and recommendations

List.of\evaluation evidence

List of acronyms/Glossary of terms

Observation reports

Figure 5 - ETR information content for a TOE evaluation
7.5.5.3.1 _Introduction

THe eyaluator shall report evaluation scheme identifiers.

E\ alifatiaon cohama idantifinea (A~ Iann~c) ara tha infarmaatine racgend 0 o i iolhvy At + SCheme
arootroT T o CHC T e a Tt eTo(C- 9O g0 o Torc e o ot o T e quir c oo oo ioTtga oo STy oyt

responsible for the evaluation oversight.
The evaluator shall report ETR configuration control identifiers.

The ETR configuration control identifiers contain information that identifies the ETR (e.g. name, date and
version number).

The evaluator shall report ST and TOE configuration control identifiers.

ST and TOE configuration control identifiers identify what is being evaluated in order for the evaluation
authority to verify that the verdicts have been assigned correctly by the evaluator.
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If the ST claims that the TOE conforms to the requirements of one or more PPs, the ETR shall report the
reference of the corresponding PPs.

The PPs reference contains information that uniquely identifies the PPs (e.g. title, date, and version number).

The evaluator shall report the identity of the developer.

The identity of the TOE developer is required to identify the party responsible for producing the TOE.

The evaluator shall report the identity of the sponsor.

The identi
evaluator.

The evalu

The identi
evaluation

7.5.5.3.2

The evall
evaluation

applicable].

The intent
If there is
satisfied.
7.5.5.3.3

The evalu

The evaly
TOE or th

The evall
results an

The evalu
etc.

7.5.5.34

btor shall report the identity of the evaluator.

by of the evaluator is required to identify the party performing the evaluation and responsible for f]
verdicts.

Architectural description of the TOE
ator shall report a high level description of the TOE and its major components based on t

evidence described in ISO/IEC 15408 assurance family entitled TOE design (ADV_TDS), whg

of this Subclause is to characterise the degree of architectural separation of the major componen

no TOE design (ADV_TDS) requirement in the ST, this'is not applicable and is considered to
Evaluation

btor shall report the evaluation methods, techniques, tools and standards used.

ator may reference the evaluation..criteria, methodology and interpretations used to evaluate
b devices used to perform the tests.

ator shall report any constraints on the evaluation, constraints on the distribution of evaluati
] assumptions made during,the evaluation that have an impact on the evaluation results.

ator may include infermation in relation to legal or statutory aspects, organisation, confidential

Results of the evaluation

For each activity en*which the TOE is evaluated, the evaluator shall report:

o the titl

y of the sponsor is required to identify the party responsible for providing evaluation evidence-to tLe

he

ts.
be

ty,

e(ofithe activity considered;

e a verdict and a supporting rationale for each assurance component that constitutes this activity, as a

result

of performing the corresponding evaluation methodology action and its constituent work units.

The rationale justifies the verdict using ISO/IEC 15408, this International Standard, any interpretations and the
evaluation evidence examined and shows how the evaluation evidence does or does not meet each aspect of
the criteria. It contains a description of the work performed, the method used, and any derivation of results.

The ration

ale may provide detail to the level of a evaluation methodology work unit.

The evaluator shall report all information specifically required by a work unit.
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For the AVA and ATE activities, work units that identify information to be reported in the ETR have been
defined.

7.5.5.3.5 Conclusions and recommendations
The evaluator shall report the conclusions of the evaluation, which will relate to whether the TOE has satisfied
its associated ST, in particular the overall verdict as defined in ISO/IEC 15408-1 Clause 9, Evaluation results,
and determined by application of the verdict assignment described in 7.2.5.

The evaluator provides recommendations that may be useful for the evaluation authority. These
rewmmmﬁvlmwmmenention of
features which are particularly useful.

7.5.5.3.6 List of evaluation evidence

THe evaluator shall report for each item of evaluation evidence the following informatien;
e | the issuing body (e.g. the developer, the sponsor);

o | the title;

e | the unique reference (e.g. issue date and version number).

7.5.5.3.7 List of acronyms/Glossary of terms

The evaluator shall report any acronyms or abbreviations used'in the ETR.

Glpssary definitions already defined by ISO/IEC 15408 or by this International Standard need not b¢ repeated
inthe ETR.

7.5.5.3.8 Observation reports

THe evaluator shall report a complete list-that uniquely identifies the ORs raised during the evalyation and
their status.

Fgr each OR, the list should contain its identifier as well as its title or a brief summary of its content.
8| Class APE: Protection Profile evaluation

8.1 Introduction

THis Clause deseribes the evaluation of a PP. The requirements and methodology for PP evalyation are
idgntical for-each PP evaluation, regardless of the EAL (or other set of assurance requirements) that is
clgimed in‘\the PP. The evaluation methodology in this Clause is based on the requirements on the PP as

¢ Annexes

clarify the concepts here and provide many examples.

8.2 Application notes
8.2.1 Re-using the evaluation results of certified PPs

While evaluating a PP that is based on one or more certified PPs, it may be possible to re-use the fact that
these PPs were certified. The potential for re-use of the result of a certified PP is greater if the PP under
evaluation does not add threats, OSPs, security objectives and/or security requirements to those of the PP
that conformance is being claimed to. If the PP under evaluation contains much more than the certified PP, re-
use may not be useful at all.
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The evaluator is allowed to re-use the PP evaluation results by doing certain analyses only partially or not at
all if these analyses or parts thereof were already done as part of the PP evaluation. While doing this, the
evaluator should assume that the analyses in the PP were performed correctly.

An example would be where the PP that conformance is being claimed to contains a set of security
requirements, and these were determined to be internally consistent during its evaluation. If the PP under
evaluation uses the exact same requirements, the consistency analysis does not have to be repeated during
the PP evaluation. If the PP under evaluation adds one or more requirements, or performs operations on
these requirements, the analysis will have to be repeated. However, it may be possible to save work in this
consistency analysis by using the fact that the original requirements are internally consistent. If the original

1 to-oraintaraall naictant—th ralratar-anhe—b to-daetarmina-thats
requ'rem S arCc T meTTTanTy CUTTSTSTOTT e o varadator oy TasS (o aCteTT e iTat

a) the sgt of all new and/or changed requirements is internally consistent, and

b) the sgt of all new and/or changed requirements is consistent with the original requirements.
The evaluptor notes in the ETR each case where analyses are not done or only partially done for this reason.
8.3 PP |introduction (APE_INT)

8.3.1 EMaluation of sub-activity (APE_INT.1)
8.3.1.1 |[Objectives

The objeqdtive of this sub-activity is to determine whether the PP is Carrectly identified, and whether the PP
reference and TOE overview are consistent with each other.

8.3.1.2 |Input

The evaluption evidence for this sub-activity is:
a) thePP.
8.3.1.3 [Action APE_INT.1.1E

ISO/IEC 15408-3 APE_INT.1.1C: The PR.introduction shall contain a PP reference and a TOE overview.
8.3.1.3.1 | Work unit APE_INT.141

The evaluptor shall check that‘the PP introduction contains a PP reference and a TOE overview.
ISO/IEC 15408-3 APE_INT.1.2C: The PP reference shall uniquely identify the PP.

8.3.1.3.2 | Work unit APE_INT.1-2

The evaluptorishall examine the PP reference to determine that it uniquely identifies the PP.

The evaluator determines that the PP reference identifies the PP itself, so that it may be easily distinguished
from other PPs, and that it also uniquely identifies each version of the PP, e.g. by including a version number
and/or a date of publication.

The PP should have some referencing system that is capable of supporting unique references (e.g. use of
numbers, letters or dates).

ISO/IEC 15408-3 APE_INT.1.3C: The TOE overview shall summarise the usage and major security features
of the TOE.
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8.3.1.3.3 Work unit APE_INT.1-3

The evaluator shall examine the TOE overview to determine that it describes the usage and major security
features of the TOE.

The TOE overview should briefly (i.e. several paragraphs) describe the usage and major security features
expected of the TOE. The TOE overview should enable consumers and potential TOE developers to quickly
determine whether the PP is of interest to them.

ISP/IEC 15408-3 APE_INT.1.4C: The TOE overview shall identify the TOE type.

8.3.1.3.4 Work unit APE_INT.1-4
THe evaluator shall check that the TOE overview identifies the TOE type.

ISD/IEC 15408-3 APE_INT.1.5C: The TOE overview shall identify any non-TOE hardware/softwarg/firmware
avgilable to the TOE.

8.3.1.3.5 Work unit APE_INT.1-5

THe evaluator shall examine the TOE overview to detérmine that it identifies any | non-TOE
hardware/software/firmware available to the TOE.

While some TOEs may run stand-alone, other TOEs (netably software TOEs) need additional jhardware,
software or firmware to operate. In this subclause of the PP, the PP author lists all hardware, softwgre, and/or
firmware that will be available for the TOE to run on.

THis identification should be detailed enough.for potential consumers and TOE developers to |determine
whether their TOE may operate with the listed hardware, software and firmware.

8.4 Conformance claims (APE_CCL)
8.4.1 Evaluation of sub-activity (APE_CCL.1)
8.4.1.1  Objectives

THe objective of this .sub-activity is to determine the validity of various conformance claims. Thes¢ describe
how the PP conforms-to ISO/IEC 15408, other PPs and packages.

8.4.1.2 Input

THe evaltation evidence for this sub-activity is:

a)| &he PP;

b) the PP(s) that the PP claims conformance to;
c) the package(s) that the PP claims conformance to.
8.41.3 Action APE_CCL.1.1E

ISO/IEC 15408-3 APE_CCL.1.1C: The conformance claim shall contain an ISO/IEC 15408 conformance claim
that identifies the version of ISO/IEC 15408 to which the PP claims conformance.
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8.41.3.1 Work unit APE_CCL.1-1

The evaluator shall check that the conformance claim contains an ISO/IEC 15408 conformance claim that
identifies the version of ISO/IEC 15408 to which the PP claims conformance.

The evaluator determines that ISO/IEC 15408 conformance claim identifies the version of ISO/IEC 15408 that
was used to develop this PP. This should include the version number of ISO/IEC 15408 and, unless the
International English version of ISO/IEC 15408 was used, the language of the version of ISO/IEC 15408 that
was used.

I IEC AR QA ADIC OO 4 O, QAN 4400 £ Lonse Joar ) ol HR ) £ Ny
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PP to ISOYIEC 15408-2 as either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.
8.4.1.3.2 | Work unit APE_CCL.1-2

The evaluator shall check that ISO/IEC 15408 conformance claim states a claim of either ISO/IEC 15404
conformant or ISO/IEC 15408-2 extended for the PP.

1
N

ISO/IEC 15408-3 APE_CCL.1.3C: ISO/IEC 15408 conformance claim shall describe.the conformance of the
PP to ISOYIEC 15408-3 as either ISO/IEC 15408-3 conformant or ISO/IEC 15408-3/éxtended.

8.4.1.3.3 | Work unit APE_CCL.1-3

The evaluator shall check that ISO/IEC 15408 conformance claim stat€sya claim of either ISO/IEC 15408
conformant or ISO/IEC 15408-3 extended for the PP.

1
w

ISO/IEC 15408-3 APE_CCL.1.4C: ISO/IEC 15408 conformance claim shall be consistent with the extended
components definition.

8.4.1.3.4 | Work unit APE_CCL.1-4

The evaluator shall examine ISO/IEC 15408 confertmance claim for ISO/IEC 15408-2 to determine that if i
consistenf with the extended components definition.

S

If ISO/IEC 15408 conformance claim contains ISO/IEC 15408-2 conformant, the evaluator determines that the
extended fomponents definition does not.define functional components.

If ISO/IEQ 15408 conformance claim,contains ISO/IEC 15408-2 extended, the evaluator determines that the
extended fFomponents definition defines at least one extended functional component.

8.4.1.3.5 | Work unit APE_CCL.1-5

The evaluator shall examine ISO/IEC 15408 conformance claim for ISO/IEC 15408-3 to determine that i
consistenf with the €xtended components definition.

S

If ISO/IEC] 15408 conformance claim contains ISO/IEC 15408-3 conformant, the evaluator determines that the
extended fomponents definition does not define assurance components.

If ISO/IEC 15408 conformance claim contains ISO/IEC 15408-3 extended, the evaluator determines that the
extended components definition defines at least one extended assurance component.

ISO/IEC 15408-3 APE_CCL.1.5C: The conformance claim shall identify all PPs and security requirement
packages to which the PP claims conformance.

8.41.3.6 Work unit APE_CCL.1-6

The evaluator shall check that the conformance claim contains a PP claim that identifies all PPs for which the
PP claims conformance.
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If the PP does not claim conformance to another PP, this work unit is not applicable and therefore considered
to be satisfied.

The evaluator determines that any referenced PPs are unambiguously identified (e.g. by title and version
number, or by the identification included in the introduction of that PP).

The evaluator is reminded that claims of partial conformance to a PP are not permitted.
8.4.1.3.7 Work unit APE_CCL.1-7

T
which the PP claims conformance.

ckages to
If the PP does not claim conformance to a package, this work unit is not applicable and therefore donsidered
to |pe satisfied.

THe evaluator determines that any referenced packages are unambiguously identified.(€.g. by title apd version
number, or by the identification included in the introduction of that package).

THe evaluator is reminded that claims of partial conformance to a package are'not permitted.

ISD/IEC 15408-3 APE_CCL.1.6C: The conformance claim shall describe any conformance of thg PP to a
pdckage as either package-conformant or package-augmented.

.4.1.3.8  Work unit APE_CCL.1-8

THe evaluator shall check that, for each identified package, the conformance claim states a clainp of either
package-name conformant or package-name augmented:

If the PP does not claim conformance to a package, this work unit is not applicable and therefore dqonsidered
to [pe satisfied.

If fhe package conformance claim contains-package-name conformant, the evaluator determines that:

a)| If the package is an assurance package, then the PP contains all SARs included in the package, but no
additional SARs.

b)| If the package is a functiohal package, then the PP contains all SFRs included in the package, but no
additional SFRs.

If the package confermiance claim contains package-name augmented, the evaluator determines that:

a)| If the package is an assurance package, then the PP contains all SARs included in the packafe, and at
least oreyadditional SAR or at least one SAR that is hierarchical to a SAR in the package.

b)| Ifthe package is a functional package, then the PP contains all SFRs included in the package, and at
least one additional SFR or at least one SFR that is hierarchical to a SFR in the package.

ISO/IEC 15408-3 APE_CCL.1.7C: The conformance claim rationale shall demonstrate that the TOE type is
consistent with the TOE type in the PPs for which conformance is being claimed.

8.41.3.9 Work unit APE_CCL.1-9

The evaluator shall examine the conformance claim rationale to determine that the TOE type of the TOE is
consistent with all TOE types of the PPs.

If the PP does not claim conformance to another PP, this work unit is not applicable and therefore considered
to be satisfied.
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The relation between the types may be simple: a firewall PP claiming conformance to another firewall PP, or
more complex: a smart card PP claiming conformance to a number of other PPs at the same time: a PP for
the integrated circuit, a PP for the smart card OS, and two PPs for two applications on the smart card.

ISO/IEC 15408-3 APE_CCL.1.8C: The conformance claim rationale shall demonstrate that the statement of
the security problem definition is consistent with the statement of the security problem definition in the PPs for
which conformance is being claimed.

8.4.1.3.10 Work unit APE_CCL.1-10

The eval
statement| of security problem definition is consistent, as defined by the conformance statement of the(HP,
with the statements of security problem definition stated in the PPs to which conformance is being claifmed.

If the PP inder evaluation does not claim conformance with another PP, this work unit is not applicable ahd
therefore ¢onsidered to be satisfied.

If the PP tb which conformance is being claimed does not have a statement of security proplem definition, this
work unit is not applicable and therefore considered to be satisfied.

If strict cgnformance is required by the PP to which conformance is being claimed, no conformance clgjm
rationale i$ required. Instead, the evaluator determines whether

a) the threats in the PP under evaluation are a superset of or identical*to the threats in the PP to which
conformance is being claimed;

b) the QSPs in the PP under evaluation are a superset of ortidentical to the OSPs in the PP to which
confofmance is being claimed;

c) the gssumptions in the PP under evaluation are identical to the assumptions in the PP to which
confoymance is being claimed;

examines|the conformance claim rationale to.determine that it demonstrates that the statement of seculity
problem definition of the PP under evaluationJis equivalent or more restrictive than the statement of secufity
problem definition in the PP to which conformance is being claimed.

If demonstrable conformance is required by the (PP to which conformance is being claimed, the evalua:[or

For guidamce on “equivalent or morg restrictive” see ISO/IEC 15408-1 Annex D, PP conformance.

ISO/IEC 15408-3 APE_CCL.1.9C: The conformance claim rationale shall demonstrate that the statement|of
security objectives is consistent with the statement of security objectives in the PPs for which conformance] is
being claifed.

8.4.1.3.11 Work unit APE_CCL.1-11

The evaldator shall examine the conformance claim rationale to determine that the statement of secufity
objectives| is_consistent, as defined by the conformance statement of the PPs, with the statement of secu:lity
objectivestinthePPs-

If the PP does not claim conformance to another PP, this work unit is not applicable and therefore considered
to be satisfied.

If strict conformance is required by the PP to which conformance is being claimed, no conformance claim
rationale is required. Instead, the evaluator determines whether:

e The PP under evaluation contains all security objectives for the TOE of the PP to which conformance is

being claimed. Note that it is allowed for the PP under evaluation to have additional security objectives for
the TOE;
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e The PP under evaluation contains exactly all security objectives for the operational environment (with one
exception in the next bullet). Note that it is not allowed for the PP under evaluation to have additional
security objectives for the operational environment;

e The PP under evaluation may specify that certain objectives for the operational environment in the PP that
conformance is being claimed to are security objectives for the TOE in the PP under evaluation. This is a
valid exception to the previous bullet.

If demonstrable conformance is required by the PP to which conformance is being claimed, the evaluator
examines the conformance claim rationale to determine that it demonstrates that the statement of security
P i itylobjectives

.\‘ VEC O B PP UNJder evaiuatio cyuivdlc O Ole Ie VE c C dlc C O cCU

in the PP to which conformance is being claimed.

<

FQgr guidance on “equivalent or more restrictive” see ISO/IEC 15408-1 Annex D, PP conformance.

ISD/IEC 15408-3 APE_CCL.1.10C: The conformance claim rationale shall demonstrate’that the statement of
security requirements is consistent with the statement of security requirements.’in the PPs |for which
conformance is being claimed.

8.4.1.3.12 Work unit APE_CCL.1-12

THe evaluator shall examine the PP to determine that it is consistent, as defined by the comformance
statement of the PP, with all security requirements in the PPs for which’conformance is being claimed.

If the PP does not claim conformance to another PP, this worknit is not applicable and therefore donsidered
to |pe satisfied.

If ptrict conformance is required by the PP to which.conformance is being claimed, no conformgnce claim
rafionale is required. Instead, the evaluator determines whether the statement of security requirements in the
PR under evaluation is a superset of or identical t6-the statement of security requirements in the PIP to which
conformance is being claimed (for strict conformance).

If demonstrable conformance is required/by the PP to which conformance is being claimed, the| evaluator
examines the conformance claim rationale to determine that it demonstrates that the statement ¢f security

requirements of the PP under evaluation is equivalent or more restrictive than the statement ¢f security
requirements in the PP to which eonformance is being claimed.

Fgr guidance on “equivalentor-more restrictive” see ISO/IEC 15408-1 Annex D, PP conformance.

ISP/IEC 15408-3 APEZCCL.1.11C: The conformance statement shall describe the conformance required of
any PPs/STs to the P as strict-PP or demonstrable-PP conformance.

8.4.1.3.13 Workunit APE_CCL.1-13

THe evaluator shall check that the PP conformance statement states a claim of strict-PP or demonsgtrable-PP
copformance.

8. Security probtermdefimnitio .:‘:
8.5.1 Evaluation of sub-activity (APE_SPD.1)
8.5.1.1  Objectives

The objective of this sub-activity is to determine that the security problem intended to be addressed by the
TOE and its operational environment is clearly defined.

8.5.1.2 Input

The evaluation evidence for this sub-activity is:
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a) the PP.

8.5.1.3 Action APE_SPD.1.1E

ISO/IEC 15408-3 APE_SPD.1.1C: The security problem definition shall describe the threats.
8.5.1.3.1 Work unit APE_SPD.1-1

The evaluator shall check that the security problem definition describes the threats.

If all security objectives are derived fromassumptions and/or OSPsonty; the statement of threats Teed ot pe
present in[the PP. In this case, this work unit is not applicable and therefore considered to be satisfied.

The evaluptor determines that the security problem definition describes the threats that must be countered py
the TOE gnd/or its operational environment.

ISO/IEC 15408-3 APE_SPD.1.2C: All threats shall be described in terms of a threat agent,~an asset, and jan
adverse attion.

8.5.1.3.2 | Work unit APE_SPD.1-2

The evaluptor shall examine the security problem definition to determine that all. threats are described in terms
of a threaf agent, an asset, and an adverse action.

If all security objectives are derived from assumptions and OSPs only; the statement of threats need not pe
present in[the PP. In this case, this work unit is not applicable and, therefore considered to be satisfied.

Threat agénts may be further described by aspects such as expértise, resource, opportunity, and motivation
ISO/IEC 15408-3 APE_SPD.1.3C: The security problem définition shall describe the OSPs.

8.5.1.3.3 | Work unit APE_SPD.1-3

The evaluptor shall check that the security problem definition describes the OSPs.

If all security objectives are derived fromnassumptions and/or threats only, OSPs need not be present in the
PP. In thig case, this work unit is not applicable and therefore considered to be satisfied.

[4%
o

The evaluptor determines that QSP-statements are made in terms of rules or guidelines that must be follow|
by the TOE and/or its operatiohal environment.

The evaluptor determines.that each OSP is explained and/or interpreted in sufficient detail to make it clearly
understandable; a clear‘presentation of policy statements is necessary to permit tracing security objectives|to
them.

ISO/IEC 15408-3 APE_SPD.1.4C: The security problem definition shall describe the assumptions about the
operationalenvironment of the TOE.

8.5.1.3.4 Work unit APE_SPD.1-4

The evaluator shall examine the security problem definition to determine that it describes the assumptions
about the operational environment of the TOE.

If there are no assumptions, this work unit is not applicable and is therefore considered to be satisfied.
The evaluator determines that each assumption about the operational environment of the TOE is explained in
sufficient detail to enable consumers to determine that their operational environment matches the assumption.

If the assumptions are not clearly understood, the end result may be that the TOE is used in an operational
environment in which it will not function in a secure manner.

22 © ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

8.6 Security objectives (APE_OBJ)

8.6.1 Evaluation of sub-activity (APE_OBJ.1)

8.6.1.1  Objectives

The objective of this sub-activity is to determine whether the security objectives for the operational

en

vironment are clearly defined.

8.6.1.2 Input

TH

a)

8.6.1.3 Action APE_OBJ.1.1E

IS
fo

8.6.1.3.1  Work unit APE_OBJ.1-1

Th
op

TH

8.6.2 Evaluation of sub-activity (APE_OBJ.2)

e evaluation evidence for this sub-activity is:

the PP.

D/IEC 15408-3 APE_OBJ.1.1C: The statement of security objectives shall describe the security
the operational environment.

e evaluator shall check that the statement of security objectives defines the security objectiv
erational environment.

e evaluator checks that the security objectives for the operational environment are identified.

T

8.6.2.3 Action‘APE_OBJ.2.1E

IS
fo

.21  Objectives
e objective of this sub-activity is to determine whether the security objectives adequately and ¢
ress the security problem definition~Nand that the division of this problem between the TOQ
rational environment is clearly defined.
.2.2 Input

e evaluation evidence for this sub-activity is:

the PP.

D/IEC 15408-3 APE_OBJ.2.1C: The statement of security objectives shall describe the security
the TOE and the security objectives for the operational environment.

8.6.2:3.1  Work unit APE_OBJ.2-1

objectives

bs for the

ompletely
E and its

objectives

The evaluator shall check that the statement of security objectives defines the security objectives for the TOE

an

d the security objectives for the operational environment.

The evaluator checks that both categories of security objectives are clearly identified and separated from the
other category.

ISO/IEC 15408-3 APE_OBJ.2.2C: The security objectives rationale shall trace each security objective for the
TOE back to threats countered by that security objective and OSPs enforced by that security objective.

©l
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8.6.2.3.2 Work unit APE_OBJ.2-2

The evaluator shall check that the security objectives rationale traces all security objectives for the TOE back
to threats countered by the objectives and/or OSPs enforced by the objectives.

Each security objective for the TOE may trace back to threats or OSPs, or a combination of threats and OSPs,
but it must trace back to at least one threat or OSP.

Failure to trace implies that either the security objectives rationale is incomplete, the security problem
definition is incomplete, or the security objective for the TOE has no useful purpose.

ISO/IEC 115408-3 APE_OBJ.2.3C: The security objectives rationale shall trace each security objective fot the
operational environment back to threats countered by that security objective, OSPs enforced by that secufity
objective, land assumptions upheld by that security objective.

8.6.2.3.3 | Work unit APE_OBJ.2-3

The evaldator shall check that the security objectives rationale traces the security jobjectives for the
operationgl environment back to threats countered by that security objective, to OSPs enforced by that
security olbjective, and to assumptions upheld by that security objective.

Each secyrity objective for the operational environment may trace back to threats, OSPs, assumptions, of a
combinatipn of threats, OSPs and/or assumptions, but it must trace back“to at least one threat, OSP |or
assumptign.

Failure to| trace implies that either the security objectives rationale is incomplete, the security problem
definition s incomplete, or the security objective for the operationakenvironment has no useful purpose.

ISO/IEC 15408-3 APE_OBJ.2.4C: The security objectives™tationale shall demonstrate that the securnity
objectives|counter all threats.

8.6.2.3.4 | Work unit APE_OBJ.2-4

The evalugtor shall examine the security objectives rationale to determine that it justifies for each threat that
the security objectives are suitable to counter.that threat.

If no security objectives trace back to/thethreat, the evaluator action related to this work unit is assigned a fail
verdict.

The evaluptor determines thatithe’justification for a threat shows whether the threat is removed, diminished|or
mitigated.

The evalyator determines that the justification for a threat demonstrates that the security objectives 3re
sufficient: [if all security: objectives that trace back to the threat are achieved, the threat is removed, sufficiently
diminished, or the-effects of the threat are sufficiently mitigated.

Note that the-tracings from security objectives to threats provided in the security objectives rationale may pe
part of a uatiﬁuatiuu, but-do—rot—constitute—a juotiﬁbatiuu by themsetves—Evenr—imthe—case—thata Dcumity
objective is merely a statement reflecting the intent to prevent a particular threat from being realised, a
justification is required, but this justification may be as minimal as “Security Objective X directly counters
Threat Y”.

The evaluator also determines that each security objective that traces back to a threat is necessary: when the
security objective is achieved it actually contributes to the removal, diminishing or mitigation of that threat.

ISO/IEC 15408-3 APE_OBJ.2.5C: The security objectives rationale shall demonstrate that the security
objectives enforce all OSPs.
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8.6.2.3.5 Work unit APE_OBJ.2-5

The evaluator shall examine the security objectives rationale to determine that for each OSP it justifies that
the security objectives are suitable to enforce that OSP.

If no security objectives trace back to the OSP, the evaluator action related to this work unit is assigned a fail
verdict.

The evaluator determines that the justification for an OSP demonstrates that the security objectives are
sufficient: if all security objectives that trace back to that OSP are achieved, the OSP is enforced.

THe evaluator also determines that each security objective that traces back to an OSP is necessary] when the
security objective is achieved it actually contributes to the enforcement of the OSP.

Nate that the tracings from security objectives to OSPs provided in the security objectives’ rationale may be
part of a justification, but do not constitute a justification by themselves. In the case that.a security dbjective is
merely a statement reflecting the intent to enforce a particular OSP, a justification is required, but this
jugtification may be as minimal as “Security Objective X directly enforces OSP Y

ISD/IEC 15408-3 APE_OBJ.2.6C: The security objectives rationale shall\demonstrate that the security
objectives for the operational environment uphold all assumptions.

8.6.2.3.6 Work unit APE_OBJ.2-6

THe evaluator shall examine the security objectives rationale‘to determine that for each assumption for the
rational environment it contains an appropriate justification that the security objectives for the gperational
ironment are suitable to uphold that assumption.

If ho security objectives for the operational environment trace back to the assumption, the evaluator action
related to this work unit is assigned a fail verdict.

THe evaluator determines that the justification for an assumption about the operational environment of the
TQE demonstrates that the security objectives are sufficient: if all security objectives for the gperational
ironment that trace back to thatiassumption are achieved, the operational environment ugholds the
assumption.

THe evaluator also determines-that each security objective for the operational environment that tracges back to
an assumption about the operational environment of the TOE is necessary: when the security opjective is
ieved it actually contribut€s to the operational environment upholding the assumption.

Ngte that the tracings.from security objectives for the operational environment to assumptions provided in the
security objectives rationale may be a part of a justification, but do not constitute a justification by themselves.
Even in the case that a security objective of the operational environment is merely a restatenjent of an
aspumptionsa justification is required, but this justification may be as minimal as “Security Objective| X directly
upholds Asstimption Y”.

Extended components definition (APE_ECD)

8.7.1 Evaluation of sub-activity (APE_ECD.1)

8.7.1.1  Objectives

The objective of this sub-activity is to determine whether extended components have been clearly and
unambiguously defined, and whether they are necessary, i.e. they may not be clearly expressed using existing
ISO/IEC 15408-2 or ISO/IEC 15408-3 components.

8.71.2 Input

The evaluation evidence for this sub-activity is:
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a) the PP.
8.7.1.3  Action APE_ECD.1.1E

ISO/IEC 15408-3 APE_ECD.1.1C: The statement of security requirements shall identify all extended security
requirements.

8.7.1.3.1  Work unit APE_ECD.1-1

The evaluator shall check that all security requirements in the statement of security requirements that are not
identified i i = ' =3

ISO/IEC 15408-3 APE_ECD.1.2C: The extended components definition shall define an extended cofmpongnt
for each extended security requirement.

8.7.1.3.2 | Work unit APE_ECD.1-2

The evaluptor shall check that the extended components definition defines an extended_component for each
extended pecurity requirement.

=

If the PP|does not contain extended security requirements, this work unit is\'not applicable and therefgre

consideredl to be satisfied.

A single ektended component may be used to define multiple iterations ¢f'an extended security requirement, it
is not necgssary to repeat this definition for each iteration.

ISO/IEC 15408-3 APE_ECD.1.3C: The extended components definition shall describe how each extended
component is related to the existing ISO/IEC 15408 components;-families, and classes.

8.7.1.3.3 | Work unit APE_ECD.1-3

The evalyator shall examine the extended components definition to determine that it describes how each
extended fomponent fits into the existing ISO/IEC15408 components, families, and classes.

If the PP |does not contain extended security requirements, this work unit is not applicable and therefgre
consideref to be satisfied.

The evaluptor determines that each extended component is either:

a) a meinber of an existing JISO/EC 15408-2 or ISO/IEC 15408-3 family, or
b) a member of a new.family defined in the PP.

If the ext¢nded component is a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 family, the

evaluator [determines that the extended components definition adequately describes why the extended
componerjt should be a member of that family and how it relates to other components of that family.

If the extendedcomponent 15 a member of a new famity defined i the PP the evaluator confirms that the
extended component is not appropriate for an existing family.

If the PP defines new families, the evaluator determines that each new family is either:

a) a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 class, or

b) a member of a new class defined in the PP.

If the family is a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 class, the evaluator determines

that the extended components definition adequately describes why the family should be a member of that
class and how it relates to other families in that class.
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If the family is a member of a new class defined in the PP, the evaluator confirms that the family is not
appropriate for an existing class.

8.7.1.3.4 Work unit APE_ECD.1-4

The evaluator shall examine the extended components definition to determine that each definition of an
extended component identifies all applicable dependencies of that component.

If the PP does not contain extended security requirements, this work unit is not applicable and therefore
considered to be satisfied.

THe evaluator confirms that no applicable dependencies have been overlooked by the PP authof:

ISD/IEC 15408-3 APE_ECD.1.4C: The extended components definition shall use the existing/ISO/IEC 15408
components, families, classes, and methodology as a model for presentation.

8.1.11.3.5 Work unit APE_ECD.1-5

THe evaluator shall examine the extended components definition to determine<that each extended|functional
component uses the existing ISO/IEC 15408-2 components as a model for presentation.

If the PP does not contain extended SFRs, this work unit is not applicable and therefore considgred to be
satisfied.

THe evaluator determines that the extended functional component is consistent with ISO/IEG 15408-2
Sybclause 6.1.3, Component structure.

If the extended functional component uses operations;the evaluator determines that the extended|functional
component is consistent with ISO/IEC 15408-1 7, Operations.

If the extended functional component is hierarchical to an existing functional component, the|evaluator
determines that the extended functional component is consistent with ISO/IEC 15408-2 Subclapuse 6.2.1,
Camponent changes highlighting.

8.7.1.3.6 Work unit APE_ECD.1-6

THe evaluator shall examine theextended components definition to determine that each definitior] of a new
fumpctional family uses the existing ISO/IEC 15408 functional families as a model for presentation.

If fthe PP does not define hew functional families, this work unit is not applicable and therefore considered to
be satisfied.

THe evaluator._determines that all new functional families are defined consistent with ISO/IEG 15408-2
Sybclause 6:1:2, Family structure.

8.1.1.3.7 Work unit APE_ECD.1-7

Theevatuatorstratexaminetheexterndedtomponents defimitionm todeterminethateach—definition of a new
functional class uses the existing ISO/IEC 15408 functional classes as a model for presentation.

If the PP does not define new functional classes, this work unit is not applicable and therefore considered to
be satisfied.

The evaluator determines that all new functional classes are defined consistent with ISO/IEC 15408-2
Subclause 6.1.1, Class structure.
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8.7.1.3.8

Work unit APE_ECD.1-8

The evaluator shall examine the extended components definition to determine that each definition of an
extended assurance component uses the existing ISO/IEC 15408-3 components as a model for presentation.

If the PP does not contain extended SARs, this work unit is not applicable and therefore considered to be

satisfied.

The evaluator determines that the extended assurance component definition is consistent with ISO/IEC
15408-3 Subclause 6.1.3, Assurance component structure.

If the exte|
componer

If the ext
determine
Assurancs

8.7.1.3.9

The evalu
assurance

If the PP
satisfied.

The evalu
units are

demonstrate that the element has been achieved.

8.7.1.3.10

The evalu
assuranceg

If the PP dloes not define new assurance.families, this work unit is not applicable and therefore considered

be satisfie

The evall
Subclausg

8.7.1.3.11

The evalu
assurance

hded assurance component uses operations, the evaluator determines that the extended assuran
t is consistent with ISO/IEC 15408-1 7, Operations.

bnded assurance component is hierarchical to an existing assurance component, the  evalua
component structure.
Work unit APE_ECD.1-9

btor shall examine the extended components definition to determine that) for each defined extend
component, applicable methodology has been provided.

does not contain extended SARs, this work unit is not applicable and therefore considered to

ator determines that, for each evaluator action element\of each extended SAR, one or more wq
pbrovided and that successfully performing all workufits for a given evaluator action element

Work unit APE_ECD.1-10

ator shall examine the extended components definition to determine that each definition of a n
family uses the existing ISO/IEC 15408 assurance families as a model for presentation.

d.

ator determines thatrall.-new assurance families are defined consistent with ISO/IEC 15404
6.1.2, Assurance famijly structure.

Work unit ARE_ECD.1-11

ator shall'examine the extended components definition to determine that each definition of a n
class uses the existing ISO/IEC 15408 assurance classes as a model for presentation.

If the PP 1ioes hot define new assurance classes, this work unit is not applicable and therefore considered

5 that the extended assurance component is consistent with ISO/IEC 15408-3 Subclause 6.1]

rk
vill

1
w

be satisfied:

The evaluator determines that all new assurance classes are defined consistent with ISO/IEC 15408-3
Subclause 6.1.1, Assurance class structure.

ISO/IEC 15408-3 APE_ECD.1.5C: The extended components shall consist of measurable and objective
elements such that conformance or nonconformance to these elements can be demonstrated.
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8.7.1.3.12 Work unit APE_ECD.1-12

The evaluator shall examine the extended components definition to determine that each element in each
extended component is measurable and states objective evaluation requirements, such that conformance or

nonconformance can be demonstrated.

If the PP does not contain extended security requirements, this work unit is not applicable and
considered to be satisfied.

therefore

The evaluator determines that elements of extended functional components are stated in such a way that they

need for

THe evaluator is reminded that whilst being measurable and objective is appropriate for.all evaluatipn criteria,

it {s acknowledged that no formal method exists to prove such properties. Therefore the existin
159408 functional and assurance components are to be used as a model for, determining what ¢
conformance to this requirement.

8.7.1.4  Action APE_ECD.1.2E
8.7.1.41 Work unit APE_ECD.1-13

THe evaluator shall examine the extended components definition to determine that each extended ¢
may not be clearly expressed using existing components.

If the PP does not contain extended security requireménts, this work unit is not applicable and
considered to be satisfied.

THe evaluator should take components from\NSO/IEC 15408-2 and ISO/IEC 15408-3, other
components that have been defined in the RP;) combinations of these components, and possible op€
th@se components into account when making this determination.

THe evaluator is reminded that the role/of this work unit is to preclude unnecessary duplication of co
that is, components that may be_clearly expressed by using other components. The evaluator {

) ISO/IEC
onstitutes

pmponent

therefore

extended
rations on

nponents,
hould not

undertake an exhaustive seareh of all possible combinations of components including operations in an attempt

to[find a way to express thecextended component by using existing components.
8.8 Security requirements (APE_REQ)

8.8.1 Evaluation of sub-activity (APE_REQ.1)

8.8.1.1  Objectives

THe objective of this sub-activity is to determine whether the SFRs and SARs are clear, unambig

uous and

wgllcdefined and whether they are internally consistent.

8.8.1.2 Input
The evaluation evidence for this sub-activity is:
a) the PP.

8.8.1.3 Action APE_REQ.1.1E

ISO/IEC 15408-3 APE_REQ.1.1C: The statement of security requirements shall describe the SFRs and the

SARs.
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8.8.1.3.1

Work unit APE_REQ.1-1

The evaluator shall check that the statement of security requirements describes the SFRs.

The evaluator determines that each SFR is identified by one of the following means:

a) by reference to an individual component in ISO/IEC 15408-2;

b) by reference to an extended component in the extended components definition of the PP;

c) by referencetoa PP thatthe PPTaimsto be conformant wittT;

d) by reference to a security requirements package that the PP claims to be conformant with;

e) by reproduction in the PP.

Itis not re

8.8.1.3.2

The evalu

The evalu

Huired to use the same means of identification for all SFRs.
Work unit APE_REQ.1-2
htor shall check that the statement of security requirements describes the’SARs.

htor determines that each SAR is identified by one of the following means:

a) by reference to an individual component in ISO/IEC 15408-3;

b) by reference to an extended component in the extended compoenents definition of the PP;

c) by reference to a PP that the PP claims to be conformant with;

d) by reference to a security requirements package that the PP claims to be conformant with;

e) by reproduction in the PP.

It is not re

ISO/IEC 1
other termi

8.8.1.3.3

The evaly
external e

The evalu

Huired to use the same means of, identification for all SARs.

5408-3 APE_REQ.1.2C: All"subjects, objects, operations, security attributes, external entities a
s that are used in the SFRs and the SARs shall be defined.

Work unit APE_REQ.1-3

htities and ather terms that are used in the SFRs and the SARs are defined.

ator detérmines that the PP defines all:

ator shall examine the PP to determine that all subjects, objects, operations, security attributes,

* (types

of)subjects and objects that are used in the SFRs;

e (types of) security attributes of subjects, users, objects, information, sessions and/or resources, possible
values that these attributes may take and any relations between these values (e.g. top_secret is “higher”
than secret);

e (types of) operations that are used in the SFRs, including the effects of these operations;

e (types of) external entities in the SFRs;

e other terms that are introduced in the SFRs and/or SARs by completing operations, if these terms are not
immediately clear, or are used outside their dictionary definition.
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The goal of this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding
may occur due to the introduction of vague terms. This work unit should not be taken into extremes, by forcing
the PP writer to define every single word. The general audience of a set of security requirements should be
assumed to have a reasonable knowledge of IT, security and “Evaluation criteria for IT security”.

All of the above may be presented in groups, classes, roles, types or other groupings or characterisations that
allow easy understanding.

The evaluator is reminded that these lists and definitions do not have to be part of the statement of security
requirements, but may be placed (in part or in whole) in different subclauses. This may be especially

ISP/IEC 15408-3 APE_REQ.1.3C: The statement of security requirements shall identify all operatipns on the
security requirements.

8.8.1.3.4 Work unit APE_REQ.1-4

THe evaluator shall check that the statement of security requirements identifies allyoperations on the security
requirements.

THe evaluator determines that all operations are identified in each SFR“or SAR where such an operation is
used. This includes both completed operations and uncompleted operations. Identification may bg achieved
by| typographical distinctions, or by explicit identification in the surrounding text, or by any other [distinctive
means.

ISP/IEC 15408-3 APE_REQ.1.4C: All operations shall be perfermed correctly.
8.8.1.3.5 Work unit APE_REQ.1-5

THe evaluator shall examine the statement of;security requirements to determine that all apsignment
operations are performed correctly.

GIidance on the correct performance of eperations may be found in ISO/IEC 15408-1 Annex 7, Opegrations.
8.8.1.3.6 Work unit APE_REQ.1-6

THe evaluator shall examine the statement of security requirements to determine that all iteration pperations
are performed correctly.

GIidance on the correct-performance of operations may be found in ISO/IEC 15408-1 Annex 7, Opgrations.
8.8.1.3.7 Workunit APE_REQ.1-7

THe evaluator, shall examine the statement of security requirements to determine that all selection pperations
are performed correctly.

thlidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Opgrations.

8.8.1.3.8 Work unit APE_REQ.1-8

The evaluator shall examine the statement of security requirements to determine that all refinement
operations are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.

ISO/IEC 15408-3 APE_REQ.1.5C: Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being satisfied.
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8.8.1.3.9 Work unit APE_REQ.1-9

The evaluator shall examine the statement of security requirements to determine that each dependency of the
security requirements is either satisfied, or that the security requirements rationale justifies the dependency
not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one that is hierarchical to it) within

the statement of security requirements. The component used to satisfy the dependency should, if necessary,
be modified by operations to ensure that it actually satisfies that dependency.

A justificafforrthatadependencytsmotmetshoutdaddresseither—
a) why the dependency is not necessary or useful, in which case no further information is required; or
b) that the dependency has been addressed by the operational environment of the TOE, in which case the

justification should describe how the security objectives for the operational environment address this
depemndency.

ISO/IEC 15408-3 APE_REQ.1.6C: The statement of security requirements shall be intefpally consistent.
8.8.1.3.10( Work unit APE_REQ.1-10
The evaluptor shall examine the statement of security requirements to determine that it is internally consistept.

The evaluptor determines that the combined set of all SFRs and SARSs\is internally consistent.

The evaluptor determines that on all occasions where different security requirements apply to the same types
of developer evidence, events, operations, data, tests to be\pérformed etc. or to “all objects”, “all subjec}s”
etc., that these requirements do not conflict.

Some possible conflicts are:

a) an extended SAR specifying that the design\of a certain cryptographic algorithm is to be kept secret, apd
anothier extended SAR specifying an open:seurce review;

b) FAU_|GEN.1 Audit data generation ‘specifying that subject identity is to be logged, FDP_ACC.1 Subset
accegs control specifying who has-access to these logs, and FPR_UNO.1 Unobservability specifying that
some| actions of subjects should be unobservable to other subjects. If the subject that should not be alple
to se¢ an activity may access\ogs of this activity, these SFRs conflict;

c) FDP_|RIP.1 Subset residual information protection specifying deletion of information no longer needgd,
and ADP_ROL.1 Basic rollback specifying that a TOE may return to a previous state. If the informatipn
that i3 needed for.therollback to the previous state has been deleted, these requirements conflict;

d) Multigle iteration's of FDP_ACC.1 Subset access control especially where some iterations cover the safe
subjerts,objects, or operations. If one access control SFR allows a subject to perform an operation on pn
object, while another access control SFR does not allow this, these requirements conflict.

8.8.2 Evaluation of sub-activity (APE_REQ.2)

8.8.2.1  Objectives

The objective of this sub-activity is to determine whether the SFRs and SARs are clear, unambiguous and
well-defined, whether they are internally consistent, and whether the SFRs meet the security objectives of the
TOE.

8.8.2.2 Input

The evaluation evidence for this sub-activity is:
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a) the PP.
8.8.2.3 Action APE_REQ.2.1E

ISO/IEC 15408-3 APE_REQ.2.1C: The statement of security requirements shall describe the SFRs and the
SARs.

8.8.2.3.1  Work unit APE_REQ.2-1

The evaluator shall check that the statement of security requirements describes the SFRs.

THe evaluator determines that each SFR is identified by one of the following means:

a)| by reference to an individual component in ISO/IEC 15408-2;

b)| by reference to an extended component in the extended components definition of the PP;
c)| by reference to an individual component in a PP that the PP claims to be conformant with;

d)[ by reference to an individual component in a security requirements package that the PP clgims to be
conformant with;

e)| by reproduction in the PP.

It is not required to use the same means of identification for all"SFRs.

8.8.2.3.2 Work unit APE_REQ.2-2

THe evaluator shall check that the statement of security requirements describes the SARs.
THe evaluator determines that each SAR is identified by one of the following means:

a)| by reference to an individual component in ISO/IEC 15408-3;

b)| by reference to an extended component in the extended components definition of the PP;
c)| by reference to an individGal*component in a PP that the PP claims to be conformant with;

d)| by reference to an (individual component in a security requirements package that the PP clgims to be
conformant with;

e)| by reproduction’in the PP.

It is not required to use the same means of identification for all SARs.

ISD/IECY15408-3 APE_REQ.2.2C: All subjects, objects, operations, security attributes, external eptities and
otlper terms that are used in the SFRs and the SARs shall be defined.

8.8.2.3.3 Work unit APE_REQ.2-3

The evaluator shall examine the PP to determine that all subjects, objects, operations, security attributes,
external entities and other terms that are used in the SFRs and the SARs are defined.

The evaluator determines that the PP defines all:

e (types of) subjects and objects that are used in the SFRs;
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e (types of) security attributes of subjects, users, objects, information, sessions and/or resources, possible
values that these attributes may take and any relations between these values (e.g. top_secret is “higher”
than secret);

e (types of) operations that are used in the SFRs, including the effects of these operations;
e (types of) external entities in the SFRs;

e other terms that are introduced in the SFRs and/or SARs by completing operations, if these terms are not
immediately clear, or are used outside their dictionary definition.

The goal 9¢f this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding
may occuf due to the introduction of vague terms. This work unit should not be taken into extremes, by.forcing
the PP wrjiter to define every single word. The general audience of a set of security requirements:should pe
assumed fo have a reasonable knowledge of IT, security and “Evaluation criteria for IT security’.

All of the above may be presented in groups, classes, roles, types or other groupings or characterisations that
allow easy understanding.

The evaluptor is reminded that these lists and definitions do not have to be part.of the statement of secugity
requirements, but may be placed (in part or in whole) in different subclauses. This may be especidlly
applicablg] if the same terms are used in the rest of the PP.

ISO/IEC 15408-3 APE_REQ.2.3C: The statement of security requirements'shall identify all operations on the
security rqquirements.

8.8.2.3.4 | Work unit APE_REQ.2-4

The evaluptor shall check that the statement of security requifements identifies all operations on the secufity
requirements.

The evaluator determines that all operations are idéentified in each SFR or SAR where such an operation| is
used. Thig includes both completed operations and uncompleted operations. Identification may be achievied
by typographical distinctions, or by explicit identification in the surrounding text, or by any other distinctive
means.
ISO/IEC 15408-3 APE_REQ.2.4C: All'operations shall be performed correctly.
8.8.2.3.5 | Work unit APE_REQ:2-5

The evalgator shall examine' the statement of security requirements to determine that all assignmegnt
operationg are performed correcitly.

Guidance|on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.

8.8.2.3.6 | Work unit APE_REQ.2-6

The evaluator shall examine the statement of security requirements to determine that all iteration operatfions
are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.
8.8.2.3.7 Work unit APE_REQ.2-7

The evaluator shall examine the statement of security requirements to determine that all selection operations
are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.
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8.8.2.3.8 Work unit APE_REQ.2-8

The evaluator shall examine the statement of security requirements to determine that all refinement
operations are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.

ISO/IEC 15408-3 APE_REQ.2.5C: Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being satisfied.

8.8:2:3:

THe evaluator shall examine the statement of security requirements to determine that each depgndgncy of the
security requirements is either satisfied, or that the security requirements rationale justifies the dgpendency
not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one that is hierarchical t¢ it) within
thg statement of security requirements. The component used to satisfy the dependency should, if jecessary,
bel modified by operations to ensure that it actually satisfies that dependency.
A Justification that a dependency is not met should address either:

a)| why the dependency is not necessary or useful, in which caseno further information is requiredj or

b)| that the dependency has been addressed by the operational environment of the TOE, in which case the
justification should describe how the security objectives for the operational environment address this

dependency.

ISPD/IEC 15408-3 APE_REQ.2.6C: The security requirements rationale shall trace each SFR back to the
security objectives for the TOE.

8.8.2.3.10 Work unit APE_REQ.2-10

THe evaluator shall check that the security requirements rationale traces each SFR back to the security
objectives for the TOE.

THe evaluator determines that-each SFR is traced back to at least one security objective for the TOH.

F4ilure to trace implies that either the security requirements rationale is incomplete, the security objgectives for
the¢ TOE are incompleteyor the SFR has no useful purpose.

ISP/IEC 15408-3°APE_REQ.2.7C: The security requirements rationale shall demonstrate that the FRs meet
alllsecurity objectives for the TOE.

8.8.2.3.11—~Work unit APE_REQ.2-11

THeCeyaluator shall examine the security requirements rationale to determine that for each security objective

forthe~TOEtjustiffes thatthe-SFRsaresuitable tomeet that security objective forthe TOE——

If no SFRs trace back to the security objective for the TOE, the evaluator action related to this work unit is
assigned a fail verdict.

The evaluator determines that the justification for a security objective for the TOE demonstrates that the SFRs
are sufficient: if all SFRs that trace back to the objective are satisfied, the security objective for the TOE is
achieved.

If the SFRs that trace back to a security objective for the TOE have any uncompleted assignments, or

uncompleted or restricted selections, the evaluator determines that for every conceivable completion or
combination of completions of these operations, the security objective is still met.
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The evaluator also determines that each SFR that traces back to a security objective for the TOE is
necessary: when the SFR is satisfied, it actually contributes to achieving the security objective.

Note that the tracings from SFRs to security objectives for the TOE provided in the security requirements
rationale may be a part of the justification, but do not constitute a justification by themselves.

ISO/IEC 15408-3 APE_REQ.2.8C: The security requirements rationale shall explain why the SARs were
chosen.

8.8.2.3.12 Work unit APE_REQ.2-12

The evaluptor shall check that the security requirements rationale explains why the SARs were chosen.

The evaluptor is reminded that any explanation is correct, as long as it is coherent and neither the: SARs rjor
the explarjation have obvious inconsistencies with the remainder of the PP.

An exampgle of an obvious inconsistency between the SARs and the remainder of the PP"would be to have
threat agents that are very capable, but an AVA_VAN SAR that does not protect against these threat agents.

ISO/IEC 15408-3 APE_REQ.2.9C: The statement of security requirements shall be(internally consistent.
8.8.2.3.13[ Work unit APE_REQ.2-13
The evaluptor shall examine the statement of security requirements to determine that it is internally consistept.

The evaluptor determines that the combined set of all SFRs and SARS is internally consistent.

The evaluptor determines that on all occasions where differentSecurity requirements apply to the same types
of developer evidence, events, operations, data, tests to be ‘performed etc. or to “all objects”, “all subjec}s”
etc., that these requirements do not conflict.

Some possible conflicts are:

a) an extended SAR specifying that the design-of a certain cryptographic algorithm is to be kept secret, apd
another extended SAR specifying an open source review;

b) FAU_|GEN.1 Audit data generationspecifying that subject identity is to be logged, FDP_ACC.1 Subset
accegs control specifying who (has“access to these logs, and FPR_UNO.1 Unobservability specifying tmat
some| actions of subjects should be unobservable to other subjects. If the subject that should not be alple
to se¢ an activity may access’logs of this activity, these SFRs conflict;

c) FDP_|RIP.1 Subset.residual information protection specifying deletion of information no longer needgd,
and ADP_ROL.1.Basic rollback specifying that a TOE may return to a previous state. If the informatipn
that i3 neededforthe rollback to the previous state has been deleted, these requirements conflict;

d) Multigle jterations of FDP_ACC.1 Subset access control especially where some iterations cover the safe
subjeftsyobjects, or operations. If one access control SFR allows a subject to perform an operation on pn
ObjeL , WllliiU dIIUtiIUI dllLCoSS bUIItIUi SFR UIUUb IIUi d“UW tilib, “IGD\: IUqUiIUIIICIIib bUIIﬂibi.

9 Class ASE: Security Target evaluation

9.1 Introduction

This Clause describes the evaluation of an ST. The ST evaluation should be started prior to any TOE
evaluation sub-activities since the ST provides the basis and context to perform these sub-activities. The
evaluation methodology in this subclause is based on the requirements on the ST as specified in ISO/IEC
15408-3 class ASE.
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This Clause should be used in conjunction with Annexes A, B and C in ISO/IEC 15408-1, as these Annexes

clarify the concepts here and provide many examples.
9.2 Application notes
9.2.1 Re-using the evaluation results of certified PPs

While evaluating an ST that is based on one or more certified PPs, it may be possible to re-use th

e fact that

these PPs were certified. The potential for re-use of the result of a certified PP is greater if the ST does not
add threats, OSPs, assumptions, security objectives and/or security requirements to those of the PP. If the ST

copttaims muchmore tham the certified PP, Te-use Tmay ot be usefutatatt:

THe evaluator is allowed to re-use the PP evaluation results by doing certain analyses only partiall
alll if these analyses or parts thereof were already done as part of the PP evaluation. While’ doin
evpluator should assume that the analyses in the PP were performed correctly.

An example would be where the PP contains a set of security requirements, and these were determ

or not at
j this, the

ined to be

rnally consistent during the PP evaluation. If the ST uses the exact same reguirements, the ¢
lysis does not have to be repeated during the ST evaluation. If the ST adds{ene or more requir

ST introduction (ASE_INT)
.1 Evaluation of sub-activity (ASE_INTA)

A1 Objectives

TOE description), and whether these three descriptions are consistent with each other.

1.2 Input

.1.3_Y Action ASE_INT.1.1E

nsistency
ments, or
t may be
internally
hat:

p reason.

i, whether
overview

ISOMET 15408-3 ASE_INT.T.TC: The ST introduction shall contain an ST reference, a 1 OE reference, a TOE

overview and a TOE description.

9.3.1.3.1  Work unit ASE_INT.1-1

The evaluator shall check that the ST introduction contains an ST reference, a TOE reference, a TOE

overview and a TOE description.

ISO/IEC 15408-3 ASE_INT.1.2C: The ST reference shall uniquely identify the ST.
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9.3.1.3.2

Work unit ASE_INT.1-2

The evaluator shall examine the ST reference to determine that it uniquely identifies the ST.

The evaluator determines that the ST reference identifies the ST itself, so that it may be easily distinguished
from other STs, and that it also uniquely identifies each version of the ST, e.g. by including a version number

and/orad

ate of publication.

In evaluations where a CM system is provided, the evaluator may validate the uniqueness of the reference by
checking the configuration list. In the other cases, the ST should have some referencing system that is

capable o
ISO/IEC 1
9.3.1.3.3

The evalu

s H £ /L £ I} Lk L )\
SUPPUTTTY Urimyuc TTITITIILT S (T.Y. UsST UT'TIUTTTUTT S, TTUETs Ul Udlco).

5408-3 ASE_INT.1.3C: The TOE reference shall identify the TOE.
Work unit ASE_INT.1-3

htor shall examine the TOE reference to determine that it identifies the TOE.

e.
S

The evaluptor determines that the TOE reference identifies the TOE, so that it is cleaf.to which TOE the
refers, andl that it also identifies the version of the TOE, e.g. by including a version/release/build number, of
date of relpase.

9.3.1.3.4 | Work unit ASE_INT.1-4

The evaluptor shall examine the TOE reference to determine that it is Aot misleading.

If the TOK is related to one or more well-known products, it is_allowed to reflect this in the TOE referen
However, |this should not be used to mislead consumers: situations where only a small part of a product
evaluated| yet the TOE reference does not reflect this, are notallowed.

ISO/IEC 15408-3 ASE_INT.1.4C: The TOE overview shall summarise the usage and major security featur
of the TOE.

9.3.1.3.5 | Work unit ASE_INT.1-5

The evaluator shall examine the TOE overview to determine that it describes the usage and major secuiity
features of the TOE.

The TOE jverview should briefly~(i.€. several paragraphs) describe the usage and major security features

the TOE.
be suitabl

The TOE
composeq

The evall

The TOE overview_§hould enable potential consumers to quickly determine whether the TOE m
 for their security’heeds.

bverview inan. ST for a composed TOE should describe the usage and major security feature of t
TOE, rather than those of the individual component TOEs.

general urrderstanding of the intended usage and major security features of the TOE.

ator, determines that the overview is clear enough for consumers, and sufficient to give them

of
ay

ISO/IEC 1

9.3.1.3.6

5408-3 ASE_INT.1.5C: The TOE overview shall identify the TOE type.

Work unit ASE_INT.1-6

The evaluator shall check that the TOE overview identifies the TOE type.

9.3.1.3.7

Work unit ASE_INT.1-7

The evaluator shall examine the TOE overview to determine that the TOE type is not misleading.
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There are situations where the general consumer would expect certain functionality of the TOE because of its
TOE type. If this functionality is absent in the TOE, the evaluator determines that the TOE overview
adequately discusses this absence.

There are also TOEs where the general consumer would expect that the TOE should be able to operate in a
certain operational environment because of its TOE type. If the TOE is unable to operate in such an
operational environment, the evaluator determines that the TOE overview adequately discusses this.

ISO/IEC 15408-3 ASE_INT.1.6C: The TOE overview shall identify any non-TOE hardware/software/firmware
required by the TOE.

.1.3.8  Work unit ASE_INT.1-8

THe evaluator shall examine the TOE overview to determine that it identifies zany | non-TOE
hardware/software/firmware required by the TOE.

ile some TOEs are able to run stand-alone, other TOEs (notably software\ TOEs) need |additional
hardware, software or firmware to operate. If the TOE does not require any hardware, software or firmware,
this work unit is not applicable and therefore considered to be satisfied.
THe evaluator determines that the TOE overview identifies any additionah hardware, software and firmware
ded by the TOE to operate. This identification does not have to be ‘exhaustive, but detailed gnough for
potential consumers of the TOE to determine whether their current hardware, software and firmwafe support
usg of the TOE, and, if this is not the case, which additional hardware, software and/or firmware is n¢eded.

ISP/IEC 15408-3 ASE_INT.1.7C: The TOE description shall:describe the physical scope of the TOE]
1.3.9  Work unit ASE_INT.1-9
THe evaluator shall examine the TOE description to-determine that it describes the physical scope of the TOE.
THe evaluator determines that the TOE desgription lists the hardware, firmware, software and guidance parts
that constitute the TOE and describes them "at a level of detail that is sufficient to give the reader|a general

erstanding of those parts.

THe evaluator also determines that there is no possible misunderstanding as to whether any hardware,
firmware, software or guidance-part is part of the TOE or not.

ISD/IEC 15408-3 ASE_INT.1.8C: The TOE description shall describe the logical scope of the TOE.
9.3.1.3.10 Work unit-ASE_INT.1-10
THe evaluator.shall examine the TOE description to determine that it describes the logical scope of the TOE.

THe evaluator determines that the TOE description discusses the logical security features offered by the TOE
atja leyelof detail that is sufficient to give the reader a general understanding of those features.

1 1 + 1 ok : POt : T : ! 4 L 4 [T 1 : :
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feature is offered by the TOE or not.

An ST for a composed TOE may refer out to the description of the logical scope of the component TOEs,
provided in the component TOE STs to provide the majority of this description for the composed TOE.
However, the evaluator determines that the composed TOE ST clearly discusses which features of the
individual components are not within the composed TOE, and therefore not a feature of the composed TOE.
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9.3.1.4  Action ASE_INT.1.2E
9.3.1.41 Work unit ASE_INT.1-11

The evaluator shall examine the TOE reference, TOE overview and TOE description to determine that they
are consistent with each other.

9.4 Conformance claims (ASE_CCL)

9.4.1 Evaluation of sub-activity (ASE_CCL.1)

9.4.1.1 |[Objectives

The objedtive of this sub-activity is to determine the validity of various conformance claims. Thesg, 'describe
how the S[T and the TOE conform to ISO/IEC 15408 and how the ST conforms to PPs and packages.

9.4.1.2 |Input

The evaluption evidence for this sub-activity is:
a) the ST,
b) the PP(s) that the ST claims conformance to;

c) the package(s) that the ST claims conformance to.
9.41.3 |[Action ASE_CCL.1.1E

ISO/IEC 15408-3 ASE_CCL.1.1C: The conformance claim shall contain an ISO/IEC 15408 conformance cldim
that identifies the version of ISO/IEC 15408 to which the ST and the TOE claim conformance.

9.4.1.3.1 | Work unit ASE_CCL.1-1

The evaluator shall check that the conformance claim contains an ISO/IEC 15408 conformance claim that
identifies the version of ISO/IEC 15408 to whieh the ST and the TOE claim conformance.

The evaluptor determines that ISO/IECY15408 conformance claim identifies the version of ISO/IEC 15408 that
was used|to develop this ST. This should include the version number of ISO/IEC 15408 and, unless the
International English version of ISO/IEC 15408 was used, the language of the version of ISO/IEC 15408 that
was used.

For a composed TOE, the’ evaluator will consider any differences between the version of ISO/IEC 154P8
claimed fqr a component and the version of ISO/IEC 15408 claimed for the composed TOE. If the versigns
differ the gvaluatoryill'assess whether the differences between the versions will lead to conflicting claims.

For instarjces{ where ISO/IEC 15408 conformance claims for the base TOE and dependent TOE are for
different major releases of ISO/IEC 15408 (e.g. one component TOE conformance claim is ISO/IEC 1548
v2.x and the other component TOE conformance claim is ISO/IEC 15408 v3.X), the conformance claim for the
composed TOE will be the earlier release of ISO/IEC 15408, as ISO/IEC 15408 is developed with an aim to
provide backwards compatibility (although this may not be achieved in the strictest sense, it is understood to
be achieved in principle).

ISO/IEC 15408-3 ASE_CCL.1.2C: ISO/IEC 15408 conformance claim shall describe the conformance of the
ST to ISO/IEC 15408-2 as either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

9.4.1.3.2 Work unit ASE_CCL.1-2

The evaluator shall check that ISO/IEC 15408 conformance claim states a claim of either ISO/IEC 15408-2
conformant or ISO/IEC 15408-2 extended for the ST.
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For a composed TOE, the evaluator will consider whether this claim is consistent not only with ISO/IEC
15408-2, but also with the claims of conformance to ISO/IEC 15408-2 by each of the component TOEs. l.e. if
one or more component TOEs claims to be ISO/IEC 15408-2 extended, then the composed TOE should also
claim to be ISO/IEC 15408-2 extended.

ISO/IEC 15408 conformance claim for the composed TOE may be ISO/IEC 15408-2 extended, even though
the component TOEs are Part 2 conformant, in the event that additional SFRs are claimed for the base TOE
(see composed TOE guidance for ASE_CCL.1.6C).

ISO/IEC 15408-3 ASE_CCL.1.3C: ISO/IEC 15408 conformance claim shall describe the conformance of the

S"' IO A0 400 2D H1N IO A0 400 2 £ £ QNI AL 400 1D £ alacl
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9.4.1.3.3 Work unit ASE_CCL.1-3

THe evaluator shall check that ISO/IEC 15408 conformance claim states a claim of either ISO/IEC 15408-3
copformant or ISO/IEC 15408-3 extended for the ST.

ISD/IEC 15408-3 ASE_CCL.1.4C: ISO/IEC 15408 conformance claim shall be (consistent with the| extended
components definition.

9.4.1.3.4 Work unit ASE_CCL.1-4

THe evaluator shall examine ISO/IEC 15408 conformance claim for 1ISO/IEC 15408-2 to determing that it is
copsistent with the extended components definition.

If ISO/IEC 15408 conformance claim contains ISO/IEC 15408=2 conformant, the evaluator determings that the
extended components definition does not define functional‘components.

If {ISO/IEC 15408 conformance claim contains ISO/IEE€ 15408-2 extended, the evaluator determings that the
extended components definition defines at least one extended functional component.

9.4.1.3.5 Work unit ASE_CCL.1-5

THe evaluator shall examine ISO/IEC~15408 conformance claim for ISO/IEC 15408-3 to determing that it is
cohsistent with the extended components definition.

If ISO/IEC 15408 conformance-claim contains ISO/IEC 15408-3 conformant, the evaluator determings that the
extended components definition’ does not define assurance components.

If |ISO/IEC 15408 conforimance claim contains ISO/IEC 15408-3 extended, the evaluator determings that the
extended componeints definition defines at least one extended assurance component.

ISP/IEC 154083 ASE_CCL.1.5C: The conformance claim shall identify all PPs and security requirement
pdckages towhich the ST claims conformance.

9.4.1.3.67~ Work unit ASE_CCL.1-6

Ti (S UVdiudtUl bild” bilcblr\ ti Id1l ﬁIU bUIIfUIIIIdlIL;U bidilll CUI Itdillb d PP bidilll “Idt idcl Itiﬁcb d“ PPD IUI Wh|Ch the
ST claims conformance.

If the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be
satisfied.

The evaluator determines that any referenced PPs are unambiguously identified (e.g. by title and version
number, or by the identification included in the introduction of that PP).

The evaluator is reminded that claims of partial conformance to a PP are not permitted. Therefore,

conformance to a PP requiring a composite solution may be claimed in an ST for a composed TOE.
Conformance to such a PP would not have been possible during the evaluation of the component TOEs, as
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these components would not have satisfied the composed solution. This is only possible in the instances
where the “composite” PP permits use of the composition evaluation approach (use of ACO components).

The ST for a composed TOE will identify the STs of the component TOEs from which the composed ST is
comprised. The composed TOE is essentially claiming conformance to the STs of the component TOEs.

9.4.1.3.7 Work unit ASE_CCL.1-7

The evaluator shall check that the conformance claim contains a package claim that identifies all packages to
which the ST claims conformance.

[4%
o

If the ST clioes not claim conformance to a package, this work unit is not applicable and therefore consider|
to be satidfied.

The evaluptor determines that any referenced packages are unambiguously identified (e.g. by title.and versipn
number, or by the identification included in the introduction of that package).

The evaluator determines that the component TOE STs from which the composed TOE jis derived are also
unambigupusly identified.

The evaluptor is reminded that claims of partial conformance to a package are notpermitted.

ISO/IEC 15408-3 ASE_CCL.1.6C: The conformance claim shall describe,any conformance of the ST td a
package gs either package-conformant or package-augmented.

9.4.1.3.8 | Work unit ASE_CCL.1-8

The evaluator shall check that, for each identified package,.the’ conformance claim states a claim of either
package-name conformant or package-name augmented.

If the STJ}oeS not claim conformance to a package, this*work unit is not applicable and therefore considergd
to be satigfied.

If the package conformance claim contains package-name conformant, the evaluator determines that:

a) If the|package is an assurance package, then the ST contains all SARs included in the package, but ho
additipnal SARs.

b) If the|package is a functional, package, then the ST contains all SFRs included in the package, but ho
additipnal SFRs.

If the pacKlage conformarice claim contains package-name augmented, the evaluator determines that:

a) If the|package(is)an assurance package then the ST contains all SARs included in the package, and|at
least pne additional SAR or at least one SAR that is hierarchical to a SAR in the package.

b) If the|package is a functional package, then the ST contains all SFRs included in the package, and|at
least ormeadditiomat-SFRoratfeastome-SFRtat s Hierarchicattoa SFRimthepackage:

ISO/IEC 15408-3 ASE_CCL.1.7C: The conformance claim rationale shall demonstrate that the TOE type is
consistent with the TOE type in the PPs for which conformance is being claimed.

9.41.3.9 Work unit ASE_CCL.1-9

The evaluator shall examine the conformance claim rationale to determine that the TOE type of the TOE is
consistent with all TOE types of the PPs.

If the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be
satisfied.
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The relation between the types may be simple: a firewall ST claiming conformance to a firewall PP, or more
complex: a smart card ST claiming conformance to a number of PPs at the same time (a PP for the integrated
circuit, a PP for the smart card OS, and two PPs for two applications on the smart card).

For a composed TOE, the evaluator will determine whether the conformance claim rationale demonstrates
that the TOE types of the component TOEs are consistent with the composed TOE type. This does not mean
that both the component and the composed TOE types have to be the same, but rather that the component
TOEs are suitable for integration to provide the composed TOE. It should be made clear in the composed
TOE ST which SFRs are only included as a result of composition, and were not examined as SFRs in the
base and dependent TOE (e.g. EALX) evaluation.

ISPD/IEC 15408-3 ASE_CCL.1.8C: The conformance claim rationale shall demonstrate that the.statement of
the security problem definition is consistent with the statement of the security problem definitiohin the PPs for
which conformance is being claimed.

.4.1.3.10 Work unit ASE_CCL.1-10

THe evaluator shall examine the conformance claim rationale to determine ,that it demonstrates that the
statement of security problem definition is consistent, as defined by the confearmance statement pf the PP,
with the statements of security problem definition stated in the PPs to which'conformance is being claimed.

If the ST does not claim conformance with a PP, this work unit is not‘applicable and therefore considered to
be satisfied.

If the PP does not have a statement of security problem definition, this work unit is not applicable and
therefore considered to be satisfied.

If ptrict conformance is required by the PP to which cohformance is being claimed no conformgnce claim
rafionale is required. Instead, the evaluator determings-whether:

a)| the threats in the ST are a superset of or identical to the threats in the PP to which conformange is being
claimed,;

b)] the OSPs in the ST are a supersetiof or identical to the OSPs in the PP to which conformande is being
claimed;

c)| the assumptions in the ST are identical to the assumptions in the PP to which conformancg is being
claimed.

If demonstrable conformance is required by the PP, the evaluator examines the conformance clairm rationale
to[determine that itcdemonstrates that the statement of security problem definition of the ST is equivalent or
more restrictive than the statement of security problem definition in the PP to which conformancg is being
clgimed.

Fdr guidance’on “equivalent or more restrictive” see ISO/IEC 15408-1 Annex D, PP conformance.

Fgr@-composed TOE, the evaluator will consider whether the security problem definition of the gomposed
T OE—s—censistent-with—that sp\,c:f:\,d_ i—the—Sts—ferthe ccmpu;unt FOEs—This—is dut\,rm::“.\,d :r..terms of
demonstrable conformance. In particular, the evaluator examines the conformance claim rationale to
determine that:

a) threat statements and OSPs in the composed TOE ST do not contradict those from the component STs.

b) any assumptions made in the component STs are upheld in the composed TOE ST. That is, either the
assumption should also be present in the composed ST, or the assumption should be positively
addressed in the composed ST. The assumption may be positively addressed through specification of
requirements in the composed TOE to provide functionality fulfiling the concern captured in the
assumption.
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ISO/IEC 15408-3 ASE_CCL.1.9C: The conformance claim rationale shall demonstrate that the statement of
security objectives is consistent with the statement of security objectives in the PPs for which conformance is
being claimed.

9.4.1.3.11 Work unit ASE_CCL.1-11

The evaluator shall examine the conformance claim rationale to determine that the statement of security
objectives is consistent, as defined by the conformance statement of the PP, with the statement of security
objectives in the PPs to which conformance is being claimed.

If the ST goesnotchaimrconformance-toa PP this-work—unitisnot-appticabteand-thereforeconsideredtope

satisfied.

If strict cohformance is required by the PP, no conformance claim rationale is required. Instead, the evaluator
determinefs whether:

e The 9T contains all security objectives for the TOE of the PP to which conformance“is being claimed.
Note that it is allowed for the ST under evaluation to have additional security objectives)for the TOE;

e The ST contains exactly all security objectives for the operational environment (with one exception in the
next Hullet). Note that it is not allowed for the ST under evaluation to have 'additional security objectivies
for thg operational environment;

e The YT may specify that certain objectives for the operational environment in the PP that conformance is
being|claimed to are security objectives for the TOE in the ST. This is a valid exception to the previous
bullet,

If demonstrable conformance is required by the PP to which~conformance is being claimed, the evaluajor
examines|the conformance claim rationale to determine that’it demonstrates that the statement of secufity
objectives| of the ST is equivalent or more restrictive than*the statement of security objectives in the PP|to
which conformance is being claimed.

For guidamce on “equivalent or more restrictive” sée ISO/IEC 15408-1 Annex D, PP conformance.

For a composed TOE, the evaluator will consider whether the security objectives of the composed TOE gre
consisten] with that specified in the STs for the component TOEs. This is determined in terms of demonstralple
conformaipce. In particular, the evaluatorexamines the conformance claim rationale to determine that:

a) The gtatement of security objectives in the dependent TOE ST relevant to any IT in the operatiopal
envirgnment are consistentwith the statement of security objectives for the TOE in the base TOE ST. I{is
not expected that the statement of security objectives for the environment within in the dependent TOE
ST will cover all aspécts of the statement of security objectives for the TOE in the base TOE ST.

b) The gtatement of'security objectives in the composed ST is consistent with the statements of seculity
objectives inithe STs for the component TOEs.

If demonstrable conformance is required by the PP, the evaluator examines the conformance claim rationale
to determ'mmmmmtho

the statement of security objectives in the PP, or component TOE ST in the case of a composed TOE ST.

ISO/IEC 15408-3 ASE_CCL.1.10C: The conformance claim rationale shall demonstrate that the statement of
security requirements is consistent with the statement of security requirements in the PPs for which
conformance is being claimed.

9.4.1.3.12 Work unit ASE_CCL.1-12

The evaluator shall examine the ST to determine that it is consistent, as defined by the conformance
statement of the PP, with all security requirements in the PPs for which conformance is being claimed.
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If the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be
satisfied.

If strict conformance is required by the PP to which conformance is being claimed, no conformance claim
rationale is required. Instead, the evaluator determines whether the statement of security requirements in the
ST is a superset of or identical to the statement of security requirements in the PP to which conformance is

be

ing claimed (for strict conformance).

If demonstrable conformance is required by the PP to which conformance is being claimed, the evaluator
examines the conformance claim rationale to determine that it demonstrates that the statement of security

in the PP
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which conformance is being claimed.
r guidance on “equivalent or more restrictive” see ISO/IEC 15408-1 Annex D, PP conformance.

r a composed TOE, the evaluator will consider whether the security requirements of the compose
hsistent with that specified in the STs for the component TOEs. This is determinediin‘terms of den
hformance. In particular, the evaluator examines the conformance rationale to determine that:

The statement of security requirements in the dependent TOE ST relevant to any IT in the 0
environment is consistent with the statement of security requirements-for the TOE in the base

TOE ST will cover all aspects of the statement of security requirements for the TOE in the base
as some SFRs may need to be added to the statement of/seeurity requirements in the comp
ST. However, the statement of security requirements in{th&" base should support the operat
dependent component.

The statement of security objectives in the dependent TOE ST relevant to any IT in the o
environment is consistent with the statement of security requirements for the TOE in the base
is not expected that the statement of security-objectives for the environment within in the deper
ST will cover all aspects of the statement ofisecurity requirements for the TOE in the base TOE

requirements in the STs for the component TOEs.
Hemonstrable conformance isrequired by the PP to which conformance is being claimed, the
amines the conformance claim rationale to determine that it demonstrates that the statement

huirements of the ST is~at/least equivalent to the statement of security requirements in th
mponent TOE ST in the.case of a composed TOE ST.

5.1  Evaluation of sub-activity (ASE_SPD.1)

5.1.1  Objectives
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is not expected that the statement of security requirements for the environment within in the dependent
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jon of the
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[OE ST. It
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The statement of security requirements’ in the composed is consistent with the statements ¢f security
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e PP, or

e/objective of this sub-activity is to determine that the security problem intended to be address

ed by the
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9.51.2 Input

The evaluation evidence for this sub-activity is:

a)

the ST.

9.5.1.3 Action ASE_SPD.1.1E

ISO/IEC 15408-3 ASE_SPD.1.1C: The security problem definition shall describe the threats.
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9.5.1.3.1

Work unit ASE_SPD.1-1

The evaluator shall check that the security problem definition describes the threats.

If all security objectives are derived from assumptions and/or OSPs only, the statement of threats need not be

present in

the ST. In this case, this work unit is not applicable and therefore considered to be satisfied.

The evaluator determines that the security problem definition describes the threats that must be countered by
the TOE and/or operational environment.

ISO/IEC 1
adverse a

9.5.1.3.2

The evalu
of a threat

5408'3 ASE_SPD1 ZC AI‘I‘ t;llcatb bl‘ldl‘l’ I‘Jc‘ u'c'ou/bc'u' I'Il t(:'llllo ufa t;llcdt dycllt, drl aooc‘f, allu‘ an
ction.

Work unit ASE_SPD.1-2
htor shall examine the security problem definition to determine that all threats are described in terfns

agent, an asset, and an adverse action.

If all secutity objectives are derived from assumptions and/or OSPs only, the statement{of threats need not

presentin
Threat ag
ISO/IEC 1
9.5.1.3.3

The evalu

If all secu
In this cas

The evalu
by the TO

The evalu
understan
them.

ISO/IEC 1
operationa

9.5.1.34

The evalu
about the

the ST. In this case, this work unit is not applicable and therefore considéred to be satisfied.
bnts may be further described by aspects such as expertise, resource, opportunity, and motivation
5408-3 ASE_SPD.1.3C: The security problem definition shall describe the OSPs.
Work unit ASE_SPD.1-3
ator shall check that the security problem definition describes the OSPs.

ity objectives are derived from assumptions and,threats only, OSPs need not be present in the S
e, this work unit is not applicable and therefore“considered to be satisfied.

ptor determines that OSP statements are-made in terms of rules or guidelines that must be follow,
E and/or its operational environment:.

ator determines that each OSR. is explained and/or interpreted in sufficient detail to make it clea
dable; a clear presentation ©of policy statements is necessary to permit tracing security objectives
5408-3 ASE_SPD.1.4C: The security problem definition shall describe the assumptions about f
| environment of the* TOE.

Work unit ASE_SPD.1-4

ator shalk examine the security problem definition to determine that it describes the assumptio
pperational environment of the TOE.

be

T.

[4%
o

rly
to

If there ar

No asSsurmpuons, tnis wWork unit'1s not applicable ana Is tneretore consiaered 1o be satlsiied.

The evaluator determines that each assumption about the operational environment of the TOE is explained in
sufficient detail to enable consumers to determine that their operational environment matches the assumption.
If the assumptions are not clearly understood, the end result may be that the TOE is used in an operational
environment in which it will not function in a secure manner.
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9.6 Security objectives (ASE_OBJ)

9.6.1 Evaluation of sub-activity (ASE_OBJ.1)

9.6.1.1  Objectives

The objective of this sub-activity is to determine whether the security objectives for the operational

en

vironment are clearly defined.

9.6.1.2 Input

TH

a)

9.6.1.3  Action ASE_OBJ.1.1E

IS
fo

9.6.1.3.1  Work unit ASE_OBJ.1-1

Th
op

TH

9.6.2 Evaluation of sub-activity (ASE_OBJ.2)

e evaluation evidence for this sub-activity is:

the ST.

D/IEC 15408-3 ASE_OBJ.1.1C: The statement of security objectives shall describe the security
the operational environment.

e evaluator shall check that the statement of security objectives defines the security objectiv
erational environment.

e evaluator checks that the security objectives for the operational environment are identified.

T

9.6.2.3 Action'‘ASE_OBJ.2.1E

IS
fo

.21  Objectives
e objective of this sub-activity is to determine whether the security objectives adequately and ¢
ress the security problem definition~Nand that the division of this problem between the TQ
rational environment is clearly defined.
.2.2 Input

e evaluation evidence for this sub-activity is:

the ST.

D/IEC 15408-3 ASE_OBJ.2.1C: The statement of security objectives shall describe the security
the TOE and the security objectives for the operational environment.

9.6.23.1  Work unit ASE_OBJ.2-1

objectives

bs for the

ompletely
E and its

objectives

The evaluator shall check that the statement of security objectives defines the security objectives for the TOE

an

d the security objectives for the operational environment.

The evaluator checks that both categories of security objectives are clearly identified and separated from the
other category.

ISO/IEC 15408-3 ASE_OBJ.2.2C: The security objectives rationale shall trace each security objective for the
TOE back to threats countered by that security objective and OSPs enforced by that security objective.
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9.6.2.3.2 Work unit ASE_OBJ.2-2

The evaluator shall check that the security objectives rationale traces all security objectives for the TOE back
to threats countered by the objectives and/or OSPs enforced by the objectives.

Each security objective for the TOE may trace back to threats or OSPs, or a combination of threats and OSPs,
but it must trace back to at least one threat or OSP.

Failure to trace implies that either the security objectives rationale is incomplete, the security problem
definition is incomplete, or the security objective for the TOE has no useful purpose.

ISO/IEC 115408-3 ASE_OBJ.2.3C: The security objectives rationale shall trace each security objective for the
operational environment back to threats countered by that security objective, OSPs enforced by that secufity
objective, land assumptions upheld by that security objective.

9.6.2.3.3 | Work unit ASE_OBJ.2-3

The evalyator shall check that the security objectives rationale traces the security jobjectives for the
operationgl environment back to threats countered by that security objective, to OSPs enforced by that
security obbjective, and to assumptions upheld by that security objective.

Each secyrity objective for the operational environment may trace back to threats, OSPs, assumptions, of a
combinatipn of threats, OSPs and/or assumptions, but it must trace back“to at least one threat, OSP |or
assumptign.

Failure to| trace implies that either the security objectives rationale is incomplete, the security problgm
definition s incomplete, or the security objective for the operationahenvironment has no useful purpose.

ISO/IEC 15408-3 ASE_OBJ.2.4C: The security objectives™tationale shall demonstrate that the securnity
objectives|counter all threats.

9.6.2.3.4 | Work unit ASE_OBJ.2-4

The evalugtor shall examine the security objectives rationale to determine that it justifies for each threat that
the security objectives are suitable to counter.that threat.

If no security objectives trace back tothethreat, the evaluator action related to this work unit is assigned a fail
verdict.

The evaluptor determines thatithe’justification for a threat shows whether the threat is removed, diminished|or
mitigated.

The evalyator determines that the justification for a threat demonstrates that the security objectives 3are
sufficient: [if all security objectives that trace back to the threat are achieved, the threat is removed, sufficiently
diminished, or the-effects of the threat are sufficiently mitigated.

Note that the-tracings from security objectives to threats provided in the security objectives rationale may pe
part of a uatiﬁuatiuu, but-do—rot—constitute—a juotiﬁuatiuu by themsetves—Evernr—inmthe—case—thata Dcumity
objective is merely a statement reflecting the intent to prevent a particular threat from being realised, a
justification is required, but this justification may be as minimal as “Security Objective X directly counters
Threat Y”.

The evaluator also determines that each security objective that traces back to a threat is necessary: when the
security objective is achieved it actually contributes to the removal, diminishing or mitigation of that threat.

ISO/IEC 15408-3 ASE_OBJ.2.5C: The security objectives rationale shall demonstrate that the security
objectives enforce all OSPs.
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9.6.2.3.5 Work unit ASE_OBJ.2-5

The evaluator shall examine the security objectives rationale to determine that for each OSP it justifies that
the security objectives are suitable to enforce that OSP.

If no security objectives trace back to the OSP, the evaluator action related to this work unit is assigned a fail
verdict.

The evaluator determines that the justification for an OSP demonstrates that the security objectives are
sufficient: if all security objectives that trace back to that OSP are achieved, the OSP is enforced.

THe evaluator also determines that each security objective that traces back to an OSP is necessary] when the
segurity objective is achieved it actually contributes to the enforcement of the OSP.

Nate that the tracings from security objectives to OSPs provided in the security objectives’ rationale may be
part of a justification, but do not constitute a justification by themselves. In the case that.a security dbjective is
merely a statement reflecting the intent to enforce a particular OSP, a justification is required, but this
jugtification may be as minimal as “Security Objective X directly enforces OSP Y

ISD/IEC 15408-3 ASE_OBJ.2.6C: The security objectives rationale shall\demonstrate that thep security
objectives for the operational environment uphold all assumptions.

9.6.2.3.6 Work unit ASE_OBJ.2-6

THe evaluator shall examine the security objectives rationale‘to determine that for each assumption for the
rational environment it contains an appropriate justification that the security objectives for the gperational
ironment are suitable to uphold that assumption.

if no security objectives for the operational environment trace back to the assumption, the evaluator action
related to this work unit is assigned a fail verdict.

THe evaluator determines that the justification for an assumption about the operational environment of the
TQOE demonstrates that the security objectives are sufficient: if all security objectives for the gperational
ironment that trace back to thatiassumption are achieved, the operational environment ugholds the
assumption.

THe evaluator also determines-that each security objective for the operational environment that traces back to
an assumption about the operational environment of the TOE is necessary: when the security opjective is
ieved it actually contribut€s to the operational environment upholding the assumption.

Nagte that the tracings.from security objectives for the operational environment to assumptions provided in the
security objectives rationale may be a part of a justification, but do not constitute a justification by themselves.
Even in the case-that a security objective of the operational environment is merely a restatenjent of an
aspumptionya justification is required, but this justification may be as minimal as “Security Objective| X directly
upholds Asstimption Y”.

Extended components definition (ASE_ECD)

9.7.1 Evaluation of sub-activity (ASE_ECD.1)

9.7.1.1  Objectives

The objective of this sub-activity is to determine whether extended components have been clearly and
unambiguously defined, and whether they are necessary, i.e. they may not be clearly expressed using existing
ISO/IEC 15408-2 or ISO/IEC 15408-3 components.

9.71.2 Input

The evaluation evidence for this sub-activity is:
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a) the ST.
9.7.1.3  Action ASE_ECD.1.1E

ISO/IEC 15408-3 ASE_ECD.1.1C: The statement of security requirements shall identify all extended security
requirements.

9.7.1.3.1  Work unit ASE_ECD.1-1

The evaluator shall check that all security requirements in the statement of security requirements that are not
identified i i = ' =3

ISO/IEC 15408-3 ASE_ECD.1.2C: The extended components definition shall define an extended cofmpongnt
for each extended security requirement.

9.7.1.3.2 | Work unit ASE_ECD.1-2

The evaluptor shall check that the extended components definition defines an extended _component for each
extended pecurity requirement.

If the ST |does not contain extended security requirements, this work unit is\not applicable and therefgre
considerefl to be satisfied.

A single ektended component may be used to define multiple iterations df ‘an extended security requirement, it
is not necgssary to repeat this definition for each iteration.

ISO/IEC 15408-3 ASE_ECD.1.3C: The extended components definition shall describe how each extended
component is related to the existing ISO/IEC 15408 components;“families, and classes.

9.7.1.3.3 | Work unit ASE_ECD.1-3

The evalyator shall examine the extended components definition to determine that it describes how ealch
extended pomponent fits into the existing ISO/IEE15408 components, families, and classes.

If the ST |does not contain extended security requirements, this work unit is not applicable and therefqre
consideref to be satisfied.

The evaluptor determines that each’extended component is either:
a) a meinber of an existing JISO/MEC 15408-2 or ISO/IEC 15408-3 family, or

b) a member of a new.family defined in the ST.

If the ext¢nded component is a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 family, the
evaluator [determines that the extended components definition adequately describes why the extended
componerjt should be a member of that family and how it relates to other components of that family.

If the exte
extended component is not appropriate for an existing family.

If the ST defines new families, the evaluator determines that each new family is either:

a) a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 class, or

b) a member of a new class defined in the ST.

If the family is a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 class, the evaluator determines

that the extended components definition adequately describes why the family should be a member of that
class and how it relates to other families in that class.
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If the family is a member of a new class defined in the ST, the evaluator confirms that the family is not
appropriate for an existing class.

9.7.1.3.4 Work unit ASE_ECD.1-4

The evaluator shall examine the extended components definition to determine that each definition of an
extended component identifies all applicable dependencies of that component.

If the ST does not contain extended security requirements, this work unit is not applicable and therefore
considered to be satisfied.

THe evaluator confirms that no applicable dependencies have been overlooked by the ST author-

ISP/IEC 15408-3 ASE_ECD.1.4C: The extended components definition shall use the existing/ISO/IEC 15408
components, families, classes, and methodology as a model for presentation.

9.7.1.3.5 Work unit ASE_ECD.1-5

THe evaluator shall examine the extended components definition to determine<that each extended|functional
component uses the existing ISO/IEC 15408-2 components as a model for presentation.

If the ST does not contain extended SFRs, this work unit is not applicable and therefore considgred to be
satisfied.

THe evaluator determines that the extended functional component is consistent with ISO/IEG 15408-2
Sybclause 6.1.3, Component structure.

If the extended functional component uses operations;the evaluator determines that the extended|functional
component is consistent with ISO/IEC 15408-1 7, Operations.

If the extended functional component is hierarchical to an existing functional component, the|evaluator
determines that the extended functional component is consistent with ISO/IEC 15408-2 Subclapse 6.2.1,
Camponent changes highlighting.

9.7.1.3.6 Work unit ASE_ECD.1-6

THe evaluator shall examine theextended components definition to determine that each definition of a new
fumpctional family uses the existing ISO/IEC 15408 functional families as a model for presentation.

If the ST does not defing hew functional families, this work unit is not applicable and therefore considered to
be satisfied.

THe evaluator._determines that all new functional families are defined consistent with ISO/IEG 15408-2
Sybclause 6:1:2, Family structure.

9.7.1.3.77~ Work unit ASE_ECD.1-7

Theevatuatorstratexaminetheexterndedtomponentsdefimtiom todetermime—thateachdefinition of a new
functional class uses the existing ISO/IEC 15408 functional classes as a model for presentation.

If the ST does not define new functional classes, this work unit is not applicable and therefore considered to
be satisfied.

The evaluator determines that all new functional classes are defined consistent with ISO/IEC 15408-2
Subclause 6.1.1, Class structure.
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9.7.1.3.8

Work unit ASE_ECD.1-8

The evaluator shall examine the extended components definition to determine that each definition of an
extended assurance component uses the existing ISO/IEC 15408-3 components as a model for presentation.

If the ST does not contain extended SARs, this work unit is not applicable and therefore considered to be

satisfied.

The evaluator determines that the extended assurance component definition is consistent with ISO/IEC
15408-3 Subclause 6.1.3, Assurance component structure.

If the exte|
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9.7.1.3.9
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demonstrate that the element has been achieved.

9.7.1.3.10
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assuranceg

If the ST does not define new assurance.families, this work unit is not applicable and therefore considered

be satisfie
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9.7.1.3.11
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assurance

hded assurance component uses operations, the evaluator determines that the extended assuran
t is consistent with ISO/IEC 15408-1 Subclause 7, Operations.

5 that the extended assurance component is consistent with ISO/IEC 15408-3 Subclause 6.1
component structure.
Work unit ASE_ECD.1-9

btor shall examine the extended components definition to determine that) for each defined extend
component, applicable methodology has been provided.

does not contain extended SARs, this work unit is not applicable and therefore considered to

ator determines that, for each evaluator action element\of each extended SAR, one or more wq
pbrovided and that successfully performing all work ufits for a given evaluator action element

Work unit ASE_ECD.1-10

ator shall examine the extended compoénents definition to determine that each definition of a n
family uses the existing ISO/IEC 15408 assurance families as a model for presentation.

d.

ator determines thatrall.-new assurance families are defined consistent with ISO/IEC 15404
6.1.2, Assurance famijly structure.

Work unit ASE_ECD.1-11

ator shall’'examine the extended components definition to determine that each definition of a n
class uses the existing ISO/IEC 15408 assurance classes as a model for presentation.

If the ST (lioes hot define new assurance classes, this work unit is not applicable and therefore considered

bnded assurance component is hierarchical to an existing assurance component, the’ evaluajor
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be satisfied:

The evaluator determines that all new assurance classes are defined consistent with ISO/IEC 15408-3
Subclause 6.1.1, Assurance class structure.

ISO/IEC 15408-3 ASE_ECD.1.5C: The extended components shall consist of measurable and objective
elements such that conformance or nonconformance to these elements can be demonstrated.
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9.7.1.3.12 Work unit ASE_ECD.1-12

The evaluator shall examine the extended components definition to determine that each element in each
extended component is measurable and states objective evaluation requirements, such that conformance or

nonconformance can be demonstrated.

If the ST does not contain extended security requirements, this work unit is not applicable and
considered to be satisfied.

therefore

The evaluator determines that elements of extended functional components are stated in such a way that they

need for

THe evaluator is reminded that whilst being measurable and objective is appropriate for.all evaluati¢n criteria,

it |s acknowledged that no formal method exists to prove such properties. Therefore the existin
159408 functional and assurance components are to be used as a model for, determining what ¢
copformance with this requirement.

9.7.11.4 Action ASE_ECD.1.2E
9.7.1.41 Work unit ASE_ECD.1-13

THe evaluator shall examine the extended components definition to determine that each extended ¢
can not be clearly expressed using existing components.

If the ST does not contain extended security requiremients, this work unit is not applicable and
considered to be satisfied.

THe evaluator should take components from\NSO/IEC 15408-2 and ISO/IEC 15408-3, other
components that have been defined in the ST, combinations of these components, and possible op€
th@se components into account when making this determination.

THe evaluator is reminded that the role/of this work unit is to preclude unnecessary duplication of co
that is, components that may be_clearly expressed by using other components. The evaluator {

) ISO/IEC
onstitutes

pmponent

therefore

extended
rations on

nmponents,
hould not

undertake an exhaustive seareh of all possible combinations of components including operations in an attempt

to[find a way to express thecextended component by using existing components.
9.8 Security requirements (ASE_REQ)

9.83.1 Evaluation of sub-activity (ASE_REQ.1)

9.8.1.1  Objectives

THe objective of this sub-activity is to determine whether the SFRs and SARs are clear, unambig

uous and

wgllcdefined and whether they are internally consistent.

9.8.1.2 Input
The evaluation evidence for this sub-activity is:
a) the ST.

9.8.1.3 Action ASE_REQ.1.1E

ISO/IEC 15408-3 ASE_REQ.1.1C: The statement of security requirements shall describe the SFRs and the

SARs.
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9.8.1.3.1

Work unit ASE_REQ.1-1

The evaluator shall check that the statement of security requirements describes the SFRs.

The evaluator determines that each SFR is identified by one of the following means:

a) by reference to an individual component in ISO/IEC 15408-2;

b) by reference to an extended component in the extended components definition of the ST;

c) by refgrencetoa PP thatthe ST ctammsto be conformmant witlT;

d) by reference to a security requirements package that the ST claims to be conformant with;

e) by reproduction in the ST.

Itis not re

9.8.1.3.2

The evalu

The evalu

Huired to use the same means of identification for all SFRs.
Work unit ASE_REQ.1-2
htor shall check that the statement of security requirements describes the’SARs.

htor determines that each SAR is identified by one of the following means:

a) by reference to an individual component in ISO/IEC 15408-3;

b) by reference to an extended component in the extended components definition of the ST;

c) by reference to a PP that the ST claims to be conformant with;

d) by reference to a security requirements package that the ST claims to be conformant with;

e) by reproduction in the ST.

It is not re

ISO/IEC 1
other termi

9.8.1.3.3

The evaly
external e

The evalu

Huired to use the same means of identification for all SARs.

5408-3 ASE_REQ.1.2C: All"subjects, objects, operations, security attributes, external entities a
s that are used in the SFRs and the SARs shall be defined.

Work unit ASE_REQ.1-3

htities and ather terms that are used in the SFRs and the SARs are defined.

htor detérmines that the ST defines all:

ator shall examine the ST to determine that all subjects, objects, operations, security attributes,

* (types

of)subjects and objects that are used in the SFRs;

e (types of) security attributes of subjects, users, objects, information, sessions and/or resources, possible
values that these attributes may take and any relations between these values (e.g. top_secret is “higher”
than secret);

e (types of) operations that are used in the SFRs, including the effects of these operations;

e (types of) external entities in the SFRs;

e other terms that are introduced in the SFRs and/or SARs by completing operations, if these terms are not
immediately clear, or are used outside their dictionary definition.
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The goal of this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding
may occur due to the introduction of vague terms. This work unit should not be taken into extremes, by forcing
the ST writer to define every single word. The general audience of a set of security requirements should be
assumed to have a reasonable knowledge of IT, security and “Evaluation criteria for IT security”.

All of the above may be presented in groups, classes, roles, types or other groupings or characterisations that
allow easy understanding.

The evaluator is reminded that these lists and definitions do not have to be part of the statement of security
requirements, but may be placed (in part or in whole) in different subclauses. This may be especially

ISP/IEC 15408-3 ASE_REQ.1.3C: The statement of security requirements shall identify all operations on the
security requirements.

.1.3.4 Work unit ASE_REQ.1-4

THe evaluator shall check that the statement of security requirements identifies allyoperations on the security
requirements.

THe evaluator determines that all operations are identified in each SFR“or SAR where such an operation is
used. Identification may be achieved by typographical distinctions, or by explicit identificatipn in the
surrounding text, or by any other distinctive means.

ISP/IEC 15408-3 ASE_REQ.1.4C: All operations shall be perférméd correctly.
9.8.1.3.5 Work unit ASE_REQ.1-5

THe evaluator shall examine the statement of security requirements to determine that all agsignment
operations are performed correctly.

GIidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Opegrations.
9.8.1.3.6 Work unit ASE_REQ.1-6

THe evaluator shall examine thetstatement of security requirements to determine that all iteration pperations
are performed correctly.

GIidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Op¢€rations.
9.8.1.3.7 Work unit‘ASE_REQ.1-7

THe evaluator.shall examine the statement of security requirements to determine that all selection pperations
are performed ‘correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Op¢rations.

The evaluator shall examine the statement of security requirements to determine that all refinement
operations are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.

ISO/IEC 15408-3 ASE_REQ.1.5C: Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being satisfied.
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9.8.1.3.9 Work unit ASE_REQ.1-9

The evaluator shall examine the statement of security requirements to determine that each dependency of the
security requirements is either satisfied, or that a security requirements rationale is provided which justifies the
dependency not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one that is hierarchical to it) within
the statement of security requirements. The component used to satisfy the dependency should, if necessary,
be modified by operations to ensure that it actually satisfies that dependency.

A justificaforrthatadependencytsmotmetshoutdaddresseither——
a) why the dependency is not necessary or useful, in which case no further information is required; .or
b) that the dependency has been addressed by the operational environment of the TOE, in which case the

justification should describe how the security objectives for the operational environment address this
depemndency.

ISO/IEC 15408-3 ASE_REQ.1.6C: The statement of security requirements shall be intefpally consistent.
9.8.1.3.10( Work unit ASE_REQ.1-10
The evaluptor shall examine the statement of security requirements to determine that it is internally consistent.

The evaluptor determines that the combined set of all SFRs and SARSs\is internally consistent.

The evaluptor determines that on all occasions where different security requirements apply to the same types
of developer evidence, events, operations, data, tests to be\péerformed etc. or to “all objects”, “all subjec}s”
etc., that these requirements do not conflict.

Some possible conflicts are:

a) an extended SAR specifying that the design\of a certain cryptographic algorithm is to be kept secret, and
anothier extended SAR specifying an open:seurce review;

b) FAU_|GEN.1 Audit data generation ‘specifying that subject identity is to be logged, FDP_ACC.1 Subset
accegs control specifying who has-access to these logs, and FPR_UNO.1 Unobservability specifying t:l:at
some| actions of subjects should be unobservable to other subjects. If the subject that should not be able
to se¢ an activity may access\ogs of this activity, these SFRs conflict;

c) FDP_|RIP.1 Subset residual information protection specifying deletion of information no longer needgd,
and ADP_ROL.1 Basic rollback specifying that a TOE may return to a previous state. If the informatipn
that i3 needed for.therollback to the previous state has been deleted, these requirements conflict;

d) Multigle iterations of FDP_ACC.1 Subset access control especially where some iterations cover the safe
subjerts,objects, or operations. If one access control SFR allows a subject to perform an operation on pn
object, while another access control SFR does not allow this, these requirements conflict.

9.8.2 Evaluation of sub-activity (ASE_REQ.2)

9.8.2.1  Objectives

The objective of this sub-activity is to determine whether the SFRs and SARs are clear, unambiguous and
well-defined, whether they are internally consistent, and whether the SFRs meet the security objectives of the
TOE.

9.8.2.2 Input

The evaluation evidence for this sub-activity is:
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a) the ST.
9.8.2.3 Action ASE_REQ.2.1E

ISO/IEC 15408-3 ASE_REQ.2.1C: The statement of security requirements shall describe the SFRs and the
SARs.

9.8.2.3.1 Work unit ASE_REQ.2-1

The evaluator shall check that the statement of security requirements describes the SFRs.

THe evaluator determines that each SFRs is identified by one of the following means:

a)| by reference to an individual component in ISO/IEC 15408-2;

b)| by reference to an extended component in the extended components definition of the ST;
c)| by reference to an individual component in a PP that the ST claims to be conformant with;

d)[ by reference to an individual component in a security requirements package that the ST cldims to be
conformant with;

e)| by reproduction in the ST.

It is not required to use the same means of identification for all"SFRs.

9.8.2.3.2 Work unit ASE_REQ.2-2

THe evaluator shall check that the statement of security requirements describes the SARs.
THe evaluator determines that all SARs are identified by one of the following means:

a)| by reference to an individual component in ISO/IEC 15408-3;

b)| by reference to an extended component in the extended components definition of the ST;
c)| by reference to an individGal*component in a PP that the ST claims to be conformant with;

d)| by reference to an (individual component in a security requirements package that the ST clgims to be
conformant with;

e)| by reproduction’in the ST.

It is not required to use the same means of identification for all SARs.

ISD/IECY15408-3 ASE_REQ.2.2C: All subjects, objects, operations, security attributes, external eptities and
otlper terms that are used in the SFRs and the SARs shall be defined.

9.8.2.3.3 Work unit ASE_REQ.2-3

The evaluator shall examine the ST to determine that all subjects, objects, operations, security attributes,
external entities and other terms that are used in the SFRs and the SARs are defined.

The evaluator determines that the ST defines all:

e (types of) subjects and objects that are used in the SFRs;
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o (types of) security attributes of subjects, users, objects, information, sessions and/or resources, possible
values that these attributes may take and any relations between these values (e.g. top_secret is “higher”
than secret);

e (types of) operations that are used in the SFRs, including the effects of these operations;

e (types of) external entities in the SFRs;

e other terms that are introduced in the SFRs and/or SARs by completing operations, if these terms are not
immediately clear, or are used outside their dictionary definition.

The goal 9¢f this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding
may occur due to the introduction of vague terms. This work unit should not be taken into extremes, by.forcihg
the ST wijter to define every single word. The general audience of a set of security requirements:should pe
assumed {o have a reasonable knowledge of IT, security and “Evaluation criteria for IT security”.

All of the above may be presented in groups, classes, roles, types or other groupings or characterisations that
allow easy understanding.

The evaluptor is reminded that these lists and definitions do not have to be part.éf the statement of secugity
requirements, but may be placed (in part or in whole) in different subclauses. This may be especidlly

applicablg] if the same terms are used in the rest of the ST.

ISO/IEC 15408-3 ASE_REQ.2.3C: The statement of security requirements shall identify all operations on the
security rqquirements.
9.8.2.3.4 | Work unit ASE_REQ.2-4

The evalugtor shall check that the statement of security requifements identifies all operations on the securjity
requirements.

The evaluator determines that all operations are idéentified in each SFR or SAR where such an operation| is
used. ldentification may be achieved by typographical distinctions, or by explicit identification in the
surrounding text, or by any other distinctive means.

ISO/IEC 15408-3 ASE_REQ.2.4C: All operations shall be performed correctly.
9.8.2.3.5 | Work unit ASE_REQ.2-5

The evaldator shall examing~the statement of security requirements to determine that all assignmegnt
operationg are performed correctly.

Guidance |on the correet'performance of operations may be found in ISO/IEC 15408-1 7, Operations.

9.8.2.3.6 | Workunit ASE_REQ.2-6

The evaluptob shall examine the statement of security requirements to determine that all iteration operations
are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.
9.8.2.3.7 Work unit ASE_REQ.2-7

The evaluator shall examine the statement of security requirements to determine that all selection operations
are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.
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9.8.2.3.8 Work unit ASE_REQ.2-8

The evaluator shall examine the statement of security requirements to determine that all refinement
operations are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.

ISO/IEC 15408-3 ASE_REQ.2.5C: Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being satisfied.

9.8:2:3:

THe evaluator shall examine the statement of security requirements to determine that each depgndgncy of the
security requirements is either satisfied, or that the security requirements rationale justifies the dgpendency
not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one that is hierarchical t¢ it) within
thg statement of security requirements. The component used to satisfy the dependency should, if necessary,
bel modified by operations to ensure that it actually satisfies that dependency.
A |ustification that a dependency is not met should address either:

a)| why the dependency is not necessary or useful, in which caseno further information is required] or

b)| that the dependency has been addressed by the operational environment of the TOE, in which case the
justification should describe how the security objectives for the operational environment address this

dependency.

ISD/IEC 15408-3 ASE_REQ.2.6C: The security requirements rationale shall trace each SFR back to the
security objectives for the TOE.

9.8.2.3.10 Work unit ASE_REQ.2-10

THe evaluator shall check that the security requirements rationale traces each SFR back to the security
objectives for the TOE.

THe evaluator determines that-each SFR is traced back to at least one security objective for the TOH.

F4ilure to trace implies that either the security requirements rationale is incomplete, the security objgctives for
the¢ TOE are incompleteyor the SFR has no useful purpose.

ISP/IEC 15408-3°ASE_REQ.2.7C: The security requirements rationale shall demonstrate that the FRs meet
alllsecurity objectives for the TOE.

9.8.2.3.11%—=Work unit ASE_REQ.2-11

THeCeyaluator shall examine the security requirements rationale to determine that for each security objective

forthe~TOEftdemornstrates thatthe-SFRsare suitabte tomeet that security objective for the TOE—

If no SFRs trace back to the security objective for the TOE, the evaluator action related to this work unit is
assigned a fail verdict.

The evaluator determines that the justification for a security objective for the TOE demonstrates that the SFRs
are sufficient: if all SFRs that trace back to the objective are satisfied, the security objective for the TOE is
achieved.

The evaluator also determines that each SFR that traces back to a security objective for the TOE is
necessary: when the SFR is satisfied, it actually contributes to achieving the security objective.
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Note that the tracings from SFRs to security objectives for the TOE provided in the security requirements
rationale may be a part of the justification, but do not constitute a justification by themselves.

ISO/IEC 15408-3 ASE_REQ.2.8C: The security requirements rationale shall explain why the SARs were

chosen.

9.8.2.3.12

Work unit ASE_REQ.2-12

The evaluator shall check that the security requirements rationale explains why the SARs were chosen.

The evalu
the explar

An examf
threat age)

ISO/IEC 1
9.8.2.3.13
The evalu

The evalu

gtor s Termindedthatany exptamation s correctas tongas it s coherentandneither the-SARs T
ation have obvious inconsistencies with the remainder of the ST.

5408-3 ASE_REQ.2.9C: The statement of security requirements shall be internally-consistent.
Work unit ASE_REQ.2-13
htor shall examine the statement of security requirements to determinethat it is internally consiste

htor determines that the combined set of all SFRs and SARs is internally consistent.

The evalu
of develo

etc., that these requirements do not conflict.

Some po

a) an extended SAR specifying that the design of a eertain cryptographic algorithm is to be kept secret, a

anot

b) FAU_|GEN.1 Audit data generation specifying that subject identity is to be logged, FDP_ACC.1 Sub
accegs control specifying who has access'to these logs, and FPR_UNO.1 Unobservability specifying t
some| actions of subjects should be unobservable to other subjects. If the subject that should not be a

to se

c) FDP_
and A
that is

d) Multig
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objec

btor determines that on all occasions where different security/requirements apply to the same typ|

er evidence, events, operations, data, tests to be performed etc. or to “all objects”, “all subjec

ible conflicts are:

r extended assurance requirement specifying an open source review;

an activity may access logs-of this activity, these SFRs conflict;

DP_ROL.1 Basic rallback specifying that a TOE may return to a previous state. If the informati
needed for the roliback to the previous state has been deleted, these requirements conflict;

Cts, objects; 'or operations. If one access control SFR allows a subject to perform an operation on
, Whilesahother access control SFR does not allow this, these requirements conflict.

:I:at
le

RIP.1 Subset residuat-information protection specifying deletion of information no longer needéd,

or

le of an obvious inconsistency between the SARs and the remainder of the ST would be/to have
nts that are very capable, but an AVA_ VAN SAR that does not protect against these threat agents.

£S
tsn
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on

le iterations.of FDP_ACC.1 Subset access control especially where some iterations cover the same

an

99 TO

Fsummary specification (ASE_TSS)

9.9.1 Evaluation of sub-activity (ASE_TSS.1)

9.9.1.1

Objectives

The objective of this sub-activity is to determine whether the TOE summary specification addresses all SFRs,
and whether the TOE summary specification is consistent with other narrative descriptions of the TOE.

9.9.1.2

Input

The evaluation evidence for this sub-activity is:
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a) the ST.
9.9.1.3 Action ASE_TSS.1.1E

ISO/IEC 15408-3 ASE_TSS.1.1C: The TOE summary specification shall describe how the TOE meets each
SFR.

9.9.1.3.1 Work unit ASE_TSS.1-1

The evaluator shall examine the TOE summary specification to determine that it describes how the TOE
meetseachrSFR;

THe evaluator determines that the TOE summary specification provides, for each SFR from.the-stgtement of
security requirements, a description on how that SFR is met.

THe evaluator is reminded that the objective of each description is to provide potential.consumers df the TOE
with a high-level view of how the developer intends to satisfy each SFR and that the descriptiong therefore
shpuld not be overly detailed.

Fgr a composed TOE, the evaluator also determines that it is clear which(component provides ea¢h SFR or
how the components combine to meet each SFR.

9.9.1.4  Action ASE_TSS.1.2E
9.9.1.41 Work unit ASE_TSS.1-2

THe evaluator shall examine the TOE summary specification to determine that it is consistent with the TOE
overview and the TOE description.

THe TOE overview, TOE description, and TOE summary specification describe the TOE in a narratiye form at
ingreasing levels of detail. These descriptions therefore need to be consistent.

9.I.2 Evaluation of sub-activity (ASE.TSS.2)
9.9.2.1 Objectives

THe objective of this sub-activity\is to determine whether the TOE summary specification addresseq all SFRs,
whether the TOE summaryspecification addresses interference, logical tampering and bypass, and whether
th¢ TOE summary specification is consistent with other narrative descriptions of the TOE.
9.9.2.2 Input

THe evaluation.gvidence for this sub-activity is:

a)| the ST

9.?.2.3 Action ASE_TSS.2.1E

ISO/IEC 15408-3 ASE_TSS.2.1C: The TOE summary specification shall describe how the TOE meets each
SFR.

9.9.2.3.1 Work unit ASE_TSS.2-1

The evaluator shall examine the TOE summary specification to determine that it describes how the TOE
meets each SFR.

The evaluator determines that the TOE summary specification provides, for each SFR from the statement of
security requirements, a description on how that SFR is met.
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The evaluator is reminded that the objective of each description is to provide potential consumers of the TOE
with a high-level view of how the developer intends to satisfy each SFR and that the descriptions therefore
should not be overly detailed.

For a composed TOE, the evaluator also determines that it is clear which component provides each SFR or
how the components combine to meet each SFR.

ISO/IEC 15408-3 ASE_TSS.2.2C: The TOE summary specification shall describe how the TOE protects itself
against interference and logical tampering.

9.9.2.3.2 —WorkunitASE-FSS5:2-2

The evalyator shall examine the TOE summary specification to determine that it describes how_the~TOE
protects itself against interference and logical tampering.

The evaluptor is reminded that the objective of each description is to provide potential consumers of the TOE
with a high-level view of how the developer intends to provide protection against interference and logi¢al
tampering|and that the descriptions therefore should not be overly detailed.

For a composed TOE, the evaluator also determines that it is clear which componént provides the protectipn
or how thg components combine to provide protection.

ISO/IEC 15408-3 ASE_TSS.2.3C: The TOE summary specification shall describe how the TOE protects itdelf
against bypass.

9.9.2.3.3 | Work unit ASE_TSS.2-3

The evalyator shall examine the TOE summary specificationnfo determine that it describes how the TOE
protects itself against bypass.

The evaluptor is reminded that the objective of each description is to provide potential consumers of the TOE
with a high-level view of how the developer intends to provide protection against bypass and that the
descriptiofs therefore should not be overly detailed.

For a conposed TOE, the evaluator also determines that it is clear which component provides the protectipn
or how thg components combine to provide protection.

9.9.2.4 |[Action ASE_TSS.2.2E
9.9.2.4.1 | Work unit ASE_TSS:2-4

The evalugator shall examine the TOE summary specification to determine that it is consistent with the TOE
overview and the TOE description.

The TOE pverview»TOE description, and TOE summary specification describe the TOE in a narrative form|at
increasing levels’of detail. These descriptions therefore need to be consistent.

10 Class ADV: Development
10.1 Introduction

The purpose of the development activity is to assess the design documentation in terms of its adequacy to
understand how the TSF meets the SFRs and how the implementation of these SFRs cannot be tampered
with or bypassed. This understanding is achieved through examination of increasingly refined descriptions of
the TSF design documentation. Design documentation consists of a functional specification (which describes
the interfaces of the TSF), a TOE design description (which describes the architecture of the TSF in terms of
how it works in order to perform the functions related to the SFRs being claimed), and an implementation
description (a source code level description). In addition, there is a security architecture description (which
describes the architectural properties of the TSF to explain how its security enforcement cannot be
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compromised or bypassed), an internals description (which describes how the TSF was constructed in a
manner that encourages understandability), and a security policy model (which formally describes the security

policies enforced by the TSF).

10.2 Application notes

ISO/IEC 15408 requirements for design documentation are levelled by the amount, and detail of information
provided, and the degree of formality of the presentation of the information. At lower levels, the most security-
critical portions of the TSF are described with the most detail, while less security-critical portions of the TSF
are merely summarlsed added assurance is galned by i mcreasmg the amount of |nformat|on about the most

fions. The
most assurance is achieved when thorough detalls and |nformat|on of all portlons are provided.
ISD/IEC 15408 considers a document's degree of formality (that is, whether it is informal or semiformal) to be
higrarchical. An informal document is one that is expressed in a natural language. The methodology does not
digtate the specific language that must be used; that issue is left for the scheme. The following ppragraphs
differentiate the contents of the different informal documents.
A functional specification provides a description of the purpose and method:ofsuse of interfaces tg the TSF.
Fgr example, if an operating system presents the user with a means of self-jdentification, of creatipg files, of
modifying or deleting files, of setting permissions defining what other)users may access filefs, and of
communicating with remote machines, its functional specification would contain descriptions of each of these
and how they are realised through interactions with the externally-yisible interfaces to the TSF. If there is also
audit functionality that detects and record the occurrences <of such events, descriptions of [this audit
fupctionality would also be expected to be part of the functional specification; while this funcfionality is
te¢hnically not directly invoked by the user at the external interface, it certainly is affected by whaf| occurs at
the user's external interface
A Hdesign description is expressed in terms of logical divisions (subsystems or modules) that each|provide a
comprehensible service or function. For example,a firewall might be composed of subsystems that deal with
packet filtering, with remote administration, with™ auditing, and with connection-level filtering. The design
description of the firewall would describe thecactions that are taken, in terms of what actions each gubsystem
takkes when an incoming packet arrives at the firewall
10.3 Security Architecture (ADV_ARC)
10.3.1 Evaluation of sub-activity (ADV_ARC.1)
10.3.1.1 Objectives
THe objective of thissub-activity is to determine whether the TSF is structured such that it cannot bejtampered
with or bypassed,fand whether TSFs that provide security domains isolate those domains from each|other.
10.3.1.2 Input
THe evaluation evidence for this sub-activity is
a) the-ST;
b) the functional specification;
c) the TOE design;
d) the security architecture description;
e) the implementation representation (if available);
f)  the operational user guidance.
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10.3.1.3 Application notes

The notions of self-protection, domain separation, and non-bypassability are distinct from security functionality
expressed in Part 2 SFRs because self-protection and non-bypassability largely have no directly observable
interface at the TSF. Rather, they are properties of the TSF that are achieved through the design of the TOE,
and enforced by the correct implementation of that design. Also, the evaluation of these properties is less
straight-forward than the evaluation of mechanisms; it is more difficult to check for the absence of functionality
than for its presence. However, the determination that these properties are being satisfied is just as critical as
the determination that the mechanisms are properly implemented.

TheOVer ”””” OS€E L=, 1€ OP€ PTrOVIGEeS—a 1 TEeTS TENTOTTEC—OTOPE

and providles evidence (in the form of documentation) that can be analysed to show that the properties dgre
indeed met. The evaluator has the responsibility for looking at the evidence and, coupled with other evidence
delivered for the TOE, determining that the properties are achieved. The work units can be characterised [as
those detgiling with what information has to be provided, and those dealing with the actualranalysis the
evaluator performs.

C S A'Aw A w

The secufity architecture description describes how domains are defined and how,the TSF keeps them
separate. It describes what prevents untrusted processes from getting to the TSF,and modifying it It
describes|what ensures that all resources under the TSF's control are adequately protected and that fall
actions rejated to the SFRs are mediated by the TSF. It explains any role theCenvironment plays in any|of
these (e.g. presuming it gets correctly invoked by its underlying environmentihow is its security functionality
invoked?)| In short, it explains how the TOE is considered to be providing any'kind of security service.

The analyges the evaluator performs must be done in the context of all of'the development evidence provided
for the TQE, at the level of detail the evidence is provided. At lowerassurance levels there should not be the
expectatign that, for example, TSF self-protection is completely<analysed, because only high-level design
representations will be available. The evaluator also needs to.be sure to use information gleaned from other
portions of their analysis (e.g., analysis of the TOE design)tin making their assessments for the properties
being examined in the following work units.

10.3.1.4 |Action ADV_ARC.1.1E

ISO/IEC [15408-3 ADV_ARC.1.1C: The security architecture description shall be at a level of defail
commens{irate with the description of the SFER:enforcing abstractions described in the TOE design docume

~

10.3.1.4.1 Work unit ADV_ARC.1-1

The evaluptor shall examine the security architecture description to determine that the information provided| in
the evidepce is presented at-a-level of detail commensurate with the descriptions of the SFR-enforcing
abstractiops contained in the functional specification and TOE design document.

With respgct to the funetional specification, the evaluator should ensure that the self-protection functionality
described|cover those(effects that are evident at the TSFI. Such a description might include protection placed
upon the executablesimages of the TSF, and protection placed on objects (e.g., files used by the TSF). The
evaluator nsures-that the functionality that might be invoked through the TSFI is described.

Ak a a il AD D) a iono a il AD D isin ded he e

If Evaluation=of sub-ac - - aluation-of sub-ac _ s-included the evaluator
ensures the security architecture description contains information on how any subsystems that contribute to
TSF domain separation work.

If Evaluation of sub-activity (ADV_TDS.3) or higher is available, the evaluator ensures that the security
architecture description also contains implementation-dependent information. For example, such a description
might contain information pertaining to coding conventions for parameter checking that would prevent TSF
compromises (e.g. buffer overflows), and information on stack management for call and return operations. The
evaluator checks the descriptions of the mechanisms to ensure that the level of detail is such that there is little
ambiguity between the description in the security architecture description and the implementation
representation.
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The evaluator action related to this work unit is assigned a fail verdict if the security architecture description
mentions any module, subsystem, or interface that is not described in the functional specification or TOE
design document.

ISO/IEC 15408-3 ADV_ARC.1.2C: The security architecture description shall describe the security domains
maintained by the TSF consistently with the SFRs.

10.3.1.4.2 Work unit ADV_ARC.1-2

The evaluator shall examine the security architecture description to determine that it describes the security

H HO () ) ToLE
d (TS TTaifiairicu vy uic T or.

Sqcurity domains refer to environments supplied by the TSF for use by potentially-harmful” eptities; for
example, a typical secure operating system supplies a set of resources (address space, pér-process
environment variables) for use by processes with limited access rights and security properties. The| evaluator
determines that the developer's description of the security domains takes into accountyall of the SFRs claimed

Fgr some TOEs such domains do not exist because all of the interactionsavailable to users ar¢ severely
constrained by the TSF. A packet-filter firewall is an example of such a TOE: Users on the LAN or WAN do
not interact with the TOE, so there need be no security domains; there afe-only data structures maintained by
th¢ TSF to keep the users' packets separated. The evaluator enstres that any claim that thefe are no
dgmains is supported by the evidence and that no such domains are, ir’ fact, available.

ISD/IEC 15408-3 ADV_ARC.1.3C: The security architecture “description shall describe how| the TSF
inifialisation process is secure.

THe evaluator shall examine the security architecture description to determine that the initialisation process

THe information provided in the security architecture description relating to TSF initialisation is diregted at the
TQE components that are involved incbringing the TSF into an initial secure state (i.e. when all parts of the
TYF are operational) when powerion or a reset is applied. This discussion in the security afchitecture

It [s often the case that the CTomponents that perform this initialisation function are not accessiblg after the
secure state is achieved,if this is the case then the security architecture description identifies the cdmponents
and explains how they are not reachable by untrusted entities after the TSF has been established. In this
regpect, the propérty“that needs to be preserved is that these components either 1) cannot be acfessed by
untrusted entitieés-after the secure state is achieved, or 2) if they provide interfaces to untrusted entifies, these
T§FI cannot-be Used to tamper with the TSF.

TSF, and
TSF, it is
/e to meet

ISO/IEC 15408-3 ADV_ARC.1.4C: The security architecture description shall demonstrate that the TSF
protects itself from tampering.

10.3.1.4.4 Work unit ADV_ARC.1-4
The evaluator shall examine the security architecture description to determine that it contains information

sufficient to support a determination that the TSF is able to protect itself from tampering by untrusted active
entities.
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"Self-protection” refers to the ability of the TSF to protect itself from manipulation from external entities that
may result in changes to the TSF. For TOEs that have dependencies on other IT entities, it is often the case
that the TOE uses services supplied by the other IT entities in order to perform its functions. In such cases,
the TSF alone does not protect itself because it depends on the other IT entities to provide some of the
protection. For the purposes of the security architecture description, the notion of self-protection applies only
to the services provided by the TSF through its TSFI, and not to services provided by underlying IT entities
that it uses.

Self-protection is typically achieved by a variety of means, ranging from physical and logical restrictions on
access to the TOE; to hardware-based means (e g. executlon rings” and memory management funct|onaI|ty)
to softwarg-based—-means—(e-g—betnds y S ver): v AeS

The evaluptor determines that the design description covers how user input is handled by the TSF i such a
way that the TSF does not subject itself to being corrupted by that user input. For example, the TSF might
implement the notion of privilege and protect itself by using privileged-mode routines to handle‘user input. The
TSF might make use of processor-based separation mechanisms such as privilege levelsler-fings. The TEF
might implement software protection constructs or coding conventions that contribute to implementing
separatiorn) of software domains, perhaps by delineating user address space from systerm address space. Ahd
the TSF nmight have reliance its environment to provide some support to the protection\of the TSF.

use knowledge gained from other evidence (functional specification, TOE design, TSF internals descriptign,
other parfs of the security architecture description, or implementation~fepresentation, as included in the
assurancqd package for the TOE) in determining if any functionalitycontributing to self-protection was
described|that is not present in the security architecture description.

All of the [mechanisms contributing to the domain separation functions are described. The evaluator shoil‘d

Accuracy |of the description of the self-protection mechanismsdis the property that the description faithfylly
describes|what is implemented. The evaluator should usé\other evidence (functional specification, TQE
design, TBF Internals documentation, other parts of thelisecurity architectural description, implementatipn
representation, as included in the ST for the TOE) in\determining whether there are discrepancies in any
descriptiofns of the self-protection mechanisms. If Implementation representation (ADV_IMP) is included in the
assurancq package for the TOE, the evaluator will choose a sample of the implementation representation; the
evaluator ghould also ensure that the descriptiofis'are accurate for the sample chosen. If an evaluator cannot
understand how a certain self-protection meChanism works or could work in the system architecture, it may pe
the case that the description is not accurate.

ISO/IEC 15408-3 ADV_ARC.1.5C;~The security architecture description shall demonstrate that the THF
prevents hypass of the SFR-enforcing functionality.

10.3.1.4.5| Work unit ADV-ARC.1-5

The evaluptor shall examirie the security architecture description to determine that it presents an analysis that
adequately describes hiow the SFR-enforcing mechanisms cannot be bypassed.

Non-bypassability-is a property that the security functionality of the TSF (as specified by the SFRs) is always

invoked. Hor-example, if access control to files is specified as a capability of the TSF via an SFR, there myst
be no intdrfaces through which files can be accessed without invoking the TSF's I 'im

(such as an interface through which a raw disk access takes place).

Describing how the TSF mechanisms cannot be bypassed generally requires a systematic argument based on
the TSF and the TSFls. The description of how the TSF works (contained in the design decomposition
evidence, such as the functional specification, TOE design documentation) - along with the information in the
TSS - provides the background necessary for the evaluator to understand what resources are being protected
and what security functions are being provided. The functional specification provides descriptions of the TSFls
through which the resources/functions are accessed.

The evaluator assesses the description provided (and other information provided by the developer, such as

the functional specification) to ensure that no available interface can be used to bypass the TSF. This means
that every available interface must be either unrelated to the SFRs that are claimed in the ST (and does not
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interact with anything that is used to satisfy SFRs) or else uses the security functionality that is described in
other development evidence in the manner described. For example, a game would likely be unrelated to the
SFRs, so there must be an explanation of how it cannot affect security. Access to user data, however, is likely
to be related to access control SFRs, so the explanation would describe how the security functionality works
when invoked through the data-access interfaces. Such a description is needed for every available interface.

An example of a description follows. Suppose the TSF provides file protection. Further suppose that although
the “traditional” system call TSFls for open, read, and write invoke the file protection mechanism described in
the TOE design, there exists a TSFI that allows access to a batch job facility (creating batch jobs, deleting
e from the vendor-provided

Bto 8 e 8 BFO S 8 8 “tradittonat—nterfaces. This
could be done, for example, by referencing the appropriate subclauses of the TOE design that'digcuss how

¢ batch job facility TSFI achieves its security objectives.

Uging this same example, suppose there is a TSFI whose sole purpose is to display the’ time off day. The
evpluator should determine that the description adequately argues that this TSFl is not cppable of
manipulating any protected resources and should not invoke any security functionality.

Arfother example of bypass is when the TSF is supposed to maintain confidentiality of a cryptogfaphic key
(one is allowed to use it for cryptographic operations, but is not allowed to\read/write it). If an atfacker has
difect physical access to the device, he might be able to examine side-channels such as the powef usage of
thg device, the exact timing of the device, or even any electromagnetic ‘emanations of the device |and, from
thik, infer the key.

If such side-channels may be present, the demonstration shodld ‘address the mechanisms that preyent these
side-channels from occurring, such as random internal clocks, dual-line technology etc. Verificatioh of these
mechanisms would be verified by a combination of purely design-based arguments and testing.

Fqgr a final example using security functionality rather'than a protected resource, consider an ST thdt contains
FQO_NRO.2 Enforced proof of origin, which requires that the TSF provides evidence of origlnation for
information types specified in the ST. Suppose_that the “information types” included all information that is sent
byl the TOE via e-mail. In this case the evaluator should examine the description to ensure that allf TSFI that
can be invoked to send e-mail perform.the-“evidence of origination generation” function are detpiled. The
description might point to user guidance to show all places where e-mail can originate (e.g., e-mail program,

THe evaluator should also ensure that the description is comprehensive, in that each interface is anglysed with
respect to the entire set of claimed SFRs. This may require the evaluator to examine supporting information
(functional specification,"JOE design, other parts of the security architectural description, operatjonal user
guidance, and perhaps-even the implementation representation, as provided for the TOE) to detefmine that
the¢ description hasycorrectly capture all aspects of an interface. The evaluator should consider what SFRs
each TSFI might“affect (from the description of the TSFI and its implementation in the $upporting
dgcumentation);-and then examine the description to determine whether it covers those aspects.

10.4 Functional specification (ADV_FSP)

1

10.4.1.1 Objectives

The objective of this sub-activity is to determine whether the developer has provided a high-level description
of at least the SFR-enforcing and SFR-supporting TSFls, in terms of descriptions of their parameters. There is
no other required evidence that can be expected to be available to measure the accuracy of these
descriptions; the evaluator merely ensures the descriptions seem plausible.

10.4.1.2 Input

The evaluation evidence for this sub-activity is:
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a) the ST;

b) the functional specification;

c) the operational user guidance.
10.4.1.3 Action ADV_FSP.1.1E

ISO/IEC 15408-3 ADV_FSP.1.1C: The functional specification shall describe the purpose and method of use
for each SFR-enforcing and SFR-supporting TSFI.

10.4.1.3.1 Work unit ADV_FSP.1-1

The evaluptor shall examine the functional specification to determine that it states the purpose of each SHR-
supporting and SFR-enforcing TSFI.

The purpdse of a TSFl is a general statement summarising the functionality provided by the‘interface. It is not
intended tpb be a complete statement of the actions and results related to the interface, bub rather a statemént
to help th¢ reader understand in general what the interface is intended to be used fer The evaluator should
not only determine that the purpose exists, but also that it accurately reflects the TSFI by taking into accoynt
other information about the interface, such as the description of the parameters; this can be done|in
associatioh with other work units for this component.

If an action available through an interface plays a role in enforcing any{Security policy on the TOE (that isj if
one of the actions of the interface can be traced to one of the SFRs levied on the TSF), then that interface| is
SFR-enfofcing. Such policies are not limited to the access control policies, but also refer to any functionality
specified by one of the SFRs contained in the ST. Note that it is ‘possible that an interface may have varigqus
actions and results, some of which may be SFR-enforcing and.séme of which may not.

Interfaces| to (or actions available through an interface felating to) actions that SFR-enforcing functionality
depends ¢n, but need only to function correctly in orderfor the security policies of the TOE to be preserved,
are termefl SFR supporting. Interfaces to actions .ofywhich SFR-enforcing functionality has no dependence
are termedl SFR non-interfering.

It should e noted that in order for an interface to be SFR supporting or SFR non-interfering it must have
SFR-enfolcing actions or results. In contrast, an SFR-enforcing interface may have SFR-supporting actig

purpose) is present Agaln because of the Iack of supportlng evidence th|s |dent|f|cat|on will be d|ff|cult and
have low assurance that all appropriate interfaces have been correctly identified, but nonetheless the
evaluator examines other evidence available for the TOE to ensure as complete coverage as is possible.

10.4.1.3.2 Work unit ADV_FSP.1-2

The evaluator shall examine the functional specification to determine that the method of use for each SFR-
supporting and SFR-enforcing TSFl is given.

See work unit ADV_FSP.1-1 for a discussion on the identification of SFR-supporting and SFR-enforcing TSFI.
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The method of use for a TSFI summarises how the interface is manipulated in order to invoke the actions and
obtain the results associated with the TSFI. The evaluator should be able to determine, from reading this
material in the functional specification, how to use each interface. This does not necessarily mean that there
needs to be a separate method of use for each TSFI, as it may be possible to describe in general how kernel
calls are invoked, for instance, and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APls, network protocol interfaces, system
configuration parameters, and hardware bus interfaces all have very different methods of use, and this should
be taken into account by the developer when developing the functional specification, as well as by the
evaluator evaluating the functional specification.

a6 ety a e HRetionakity-is-doeum d-as-being-ine bte-to-tntrusteequsers, the
luator ensures that the method of making the functions inaccessible is described in the)|functional
cification. It should be noted that this inaccessibility needs to be tested by the developer in their test suite.

ISD/IEC 15408-3 ADV_FSP.1.2C: The functional specification shall identify all parameters assodiated with

THe evaluator shall examine the presentation of the TSFI to determing~that it identifies all pprameters

e work unit ADV_FSP.1-1 for a discussion on the identification of SER-supporting and SFR-enforging TSFI.

THe evaluator examines the functional specification to ensure’that all of the parameters are degcribed for
identified TSFIl. Parameters are explicit inputs or outputs teran interface that control the behavigur of that
erface. For examples, parameters are the arguments supplied to an API; the various fields in packet for a
giyen network protocol; the individual key values in the-Windows Registry; the signals across a set [of pins on
a ¢hip; etc.

While difficult to obtain much assurance that all parameters for the applicable TSFI have been identified, the
evpluator should also check other evidencecprovided for the evaluation (e.g., operational user gujdance) to
seg if behaviour or additional parameters.are“described there but not in the functional specification.

ISD/IEC 15408-3 ADV_FSP.1.3C:(_The functional specification shall provide rationale for the implicit
cafegorisation of interfaces as SKR-non-interfering.

10.4.1.3.4 Work unit ADV-FSP.1-4

THe evaluator shall examine the rationale provided by the developer for the implicit categorisation offinterfaces
as| SFR-non-interfering.to determine that it is accurate.

Injthe case where-the developer has provided adequate documentation to perform the analysis called for by
e rest of the\work units for this component without explicitly identifying SFR-enforcing and SFR-supporting
rfaces,-this work unit should be considered satisfied.

THis~work unit is intended to apply to cases where the developer has not described a portion of|the TSFI,

."‘: A3 it O -‘:"““: aea—tefretofe—+Ho -:‘- o—othe ‘:-"“‘ S, R Donent_ |n
such a case, the developer provides a rationale for this characterisation in sufficient detail such that the
evaluator understands the rationale, the characteristics of the interfaces affected (e.g., their high-level function
with respect to the TOE, such as “colour palette manipulation”), and that the claim that these are SFR-non-
interfering is supported. Given the level of assurance the evaluator should not expect more detail than is
provided for the SFR-enforcing or SFR-supporting interfaces, and in fact the detail should be much less. In
most cases, individual interfaces should not need to be addressed in the developer-provided rationale
subclause.

ISO/IEC 15408-3 ADV_FSP.1.4C: The tracing shall demonstrate that the SFRs trace to TSFls in the
functional specification.
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10.4.1.3.5 Work unit ADV_FSP.1-5

The evaluator shall check that the tracing links the SFRs to the corresponding TSFls.

The tracing is provided by the developer to serve as a guide to which SFRs are related to which TSFls. This
tracing can be as simple as a table; it is used as input to the evaluator for use in the following work units, in

which the evaluator verifies its completeness and accuracy.

10.4.1.4 Action ADV_FSP.1.2E

10.4.1.4. 1 Workunit ADV—FSP-1-6
The evalugtor shall examine the functional specification to determine that it is a complete instantiationyof the
SFRs.

To ensurg that all SFRs are covered by the functional specification, as well as the test coverage analysis, the
evaluator [may build upon the developer's tracing (see ADV_FSP.1-5 a map between 'the TOE secutity
functional|requirements and the TSFI). Note that this map may have to be at a levél of detail below the
componernt or even element level of the requirements, because of operations (assignments, refinements,
selections)) performed on the functional requirement by the ST author.

For example, the FDP_ACC.1 component contains an element with assignments. If the ST contained, for
instance, {en rules in the FDP_ACC.1 assignment, and these ten rules were covered by three different TSFI, it
would be jnadequate for the evaluator to map FDP_ACC.1 to TSFI A, B{and C and claim they had completed
the work ¢nit. Instead, the evaluator would map FDP_ACC.1 (rule 1)4e TSFI A; FDP_ACC.1 (rule 2) to TSFI
B; etc. It might also be the case that the interface is a wrapper interface (e.g., IOCTL), in which case the
mapping would need to be specific to certain set of parameters for‘a-given interface.

The evaluptor must recognise that for requirements that have-little or no manifestation at the TSF boundary
(e.g., FDH_RIP) it is not expected that they completely map those requirements to the TSFI. The analysis for
those reqdirements will be performed in the analysis for\the TOE design (ADV_TDS) when included in the §T.
It is also |important to note that since the parameters associated with TSFls must be fully specified, the
evaluator should be able to determine if all aspects of an SFR appear to be implemented at the interface levgl.

10.4.1.4.2) Work unit ADV_FSP.1-7

The evaluptor shall examine the functienal specification to determine that it is an accurate instantiation of the
SFRs.

For each functional requirement.in’ the ST that results in effects visible at the TSF boundary, the information in
the associated TSFI for thatrequirement specifies the required functionality described by the requirement. Hor
example, [if the ST contaips a requirement for access control lists, and the only TSFI that map to that
requirement specify functionality for Unix-style protection bits, then the functional specification is not accurgte
with respect to the reqirements.

The evaluptor, must recognise that for requirements that have little or no manifestation at the TSF boundary
(e.g., FDH he
analysis fer—these—requirerments—wil-be—perormed , when

included in the ST.

10.4.2 Evaluation of sub-activity (ADV_FSP.2)

10.4.2.1 Objectives

The objective of this sub-activity is to determine whether the developer has provided a description of the

TSFls in terms of their purpose, method of use, and parameters. In addition, the SFR-enforcing actions,
results and error messages of each TSFI that is SFR-enforcing are also described.
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10.4.2.2 Input

The evaluation evidence for this sub-activity that is required by the work-units is:
a) the ST;

b) the functional specification;

c) the TOE design.

a)| the security architecture description;

b)| the operational user guidance.

10.4.2.3 Action ADV_FSP.2.1E

ISP/IEC 15408-3 ADV_FSP.2.1C: The functional specification shall completely.fepresent the TSF.
10.4.2.3.1 Work unit ADV_FSP.2-1

THe evaluator shall examine the functional specification to determine that the TSF is fully represente.
THe identification of the TSFI is a necessary prerequisite tQ all other activities in this sub-activity] The TSF
st be identified (done as part of the TOE design (ADV, TDS) work units) in order to identify the TSFI. This

activity can be done at a high level to ensure that no large groups of interfaces have been missed (network
protocols, hardware interfaces, configuration files), ‘orat a low level as the evaluation of the [functional

In[making an assessment for this work unit;\the evaluator determines that all portions of thg TSF are
ressed in terms of the interfaces listed inthe functional specification. All portions of the TSF sholild have a
corresponding interface description, or if\there are no corresponding interfaces for a portion of thg TSF, the
luator determines that that is acceptable.

ISD/IEC 15408-3 ADV_FSP.2.2C:_The functional specification shall describe the purpose and method of use
for all TSFI.

10.4.2.3.2 Work unit ADV- FSP.2-2
THe evaluator shall @xamine the functional specification to determine that it states the purpose of eagh TSFI.
THe purpose of a TSFl is a general statement summarising the functionality provided by the interfade. It is not

intended tocbe'a complete statement of the actions and results related to the interface, but rather a|statement
to [help the-reader understand in general what the interface is intended to be used for. The evalua[or should

only\determine that the purpose exists, but also that it accurately reflects the TSFI by taking info account
other-information about the interface, such as the description of actions and error messages.

10.4.2.3.3 Work unit ADV_FSP.2-3

The evaluator shall examine the functional specification to determine that the method of use for each TSFI is
given.

The method of use for a TSFI summarises how the interface is manipulated in order to invoke the actions and
obtain the results associated with the TSFI. The evaluator should be able to determine, from reading this
material in the functional specification, how to use each interface. This does not necessarily mean that there
needs to be a separate method of use for each TSFI, as it may be possible to describe in general how kernel
calls are invoked, for instance, and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APls, network protocol interfaces, system
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configuration parameters, and hardware bus interfaces all have very different methods of use, and this should
be taken into account by the developer when developing the functional specification, as well as by the
evaluator evaluating the functional specification.

For administrative interfaces whose functionality is documented as being inaccessible to untrusted users, the
evaluator ensures that the method of making the functions inaccessible is described in the functional
specification. It should be noted that this inaccessibility needs to be tested by the developer in their test suite.

The evaluator should not only determine that the set of method of use descriptions exist, but also that they
accurately cover each TSFI.

ISO/IEC 15408-3 ADV_FSP.2.3C: The functional specification shall identify and describe all paramettlrs
associattj]/ with each TSFI.
10.4.2.3.4) Work unit ADV_FSP.2-4

The evalyator shall examine the presentation of the TSFI to determine that it completely identifies jall
parameters associated with every TSFI.

The evaluptor examines the functional specification to ensure that all of the parameters are described for each
TSFI. Parameters are explicit inputs or outputs to an interface that control the béhaviour of that interface. Hor
examples| parameters are the arguments supplied to an API; the various fields in packet for a given netwgrk
protocol; the individual key values in the Windows Registry; the signals acress-a set of pins on a chip; etc.

In order tq determine that all of the parameters are present in the TSFl/the evaluator should examine the rest
of the intgrface description (actions, error messages, etc.) to determine if the effects of the parameter gre
accounted for in the description. The evaluator should also check\other evidence provided for the evaluatipn
(e.g., TQE design, security architecture description, .epeéerational user guidance, implementation
representation) to see if behaviour or additional parameters-‘are described there but not in the functional
specificatipn.

10.4.2.3.5| Work unit ADV_FSP.2-5

The evaljator shall examine the presentation'of the TSFI to determine that it completely and accuratg
describes [all parameters associated with every TSFI.

y

Once all pf the parameters have been:identified, the evaluator needs to ensure that they are accurat¢ly
described| and that the description” of’'the parameters is complete. A parameter description tells what the
parameterl is in some meaningful.way. For instance, the interface foo(i) could be described as haviphg
“parametdr i which is an integer”; this is not an acceptable parameter description. A description such [as
“parametdr i is an integer that\indicates the number of users currently logged in to the system” is much mqre
acceptable.

In order tq determine.that the description of the parameters is complete, the evaluator should examine the rest
of the interface «description (purpose, method of use, actions, error messages, etc.) to determine if the
descriptions of the parameter(s) are accounted for in the description. The evaluator should also check other
evidence
representa
specification.

ISO/IEC 15408-3 ADV_FSP.2.4C: For each SFR-enforcing TSFI, the functional specification shall describe
the SFR-enforcing actions associated with the TSFI.

10.4.2.3.6 Work unit ADV_FSP.2-6

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes the SFR-enforcing actions associated with the SFR-enforcing TSFls.
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If an action available through an interface can be traced to one of the SFRs levied on the TSF, then that
interface is SFR-enforcing. Such policies are not limited to the access control policies, but also refer to any
functionality specified by one of the SFRs contained in the ST. Note that it is possible that an interface may
have various actions and results, some of which may be SFR-enforcing and some of which may not.

The developer is not required to “label” interfaces as SFR-enforcing, and likewise is not required to identify
actions available through an interface as SFR-enforcing. It is the evaluator's responsibility to examine the
evidence provided by the developer and determine that the required information is present. In the case where
the developer has identified the SFR-enforcing TSFI and SFR-enforcing actions available through those TSFI,
the evaluator must judge completeness and accuracy based on other information supplied for the evaluation
(e g—FOEdesign—security-architecture-deseription—operatiora-userguidanree)—anden-the-etherinformation
présented for the interfaces (parameters and parameter descriptions, error messages, etc.).

In|this case (where the developer has provided only the SFR-enforcing information for SFR:enforging TSFI)
the evaluator also ensures that no interfaces have been mis-categorised. This is done by examihing other
information supplied for the evaluation (e.g., TOE design, security architecture description, operafional user
guidance), and the other information presented for the interfaces (parameters and paradmeter descriptions, for
example) not labelled as SFR-enforcing.

In[the case where the developer has provided the same level of information\on all interfaces, thel evaluator
performs the same type of analysis mentioned in the previous paragraphs: The evaluator should determine
which interfaces are SFR-enforcing and which are not, and subsequently ensure that the SFR:-enforcing
aspects of the SFR-enforcing actions are appropriately described.

THe SFR-enforcing actions are those that are visible at any external interface and that provide for the
enforcement of the SFRs being claimed. For example, if auditwrequirements are included in the ST, then audit-
related actions would be SFR-enforcing and therefore must'be described, even if the result of th%j action is
generally not visible through the invoked interface (as_isften the case with audit, where a user actjon at one
inferface would produce an audit record visible at another interface).

THe level of description that is required is that\sufficient for the reader to understand what role| the TSFI
actions play with respect to the SFR. Thecevaluator should keep in mind that the description ghould be
detailed enough to support the generation~(and assessment) of test cases against that interfgce. If the
description is unclear or lacking detail such that meaningful testing cannot be conducted against the|TSFI, it is
likely that the description is inadequate;

ISD/IEC 15408-3 ADV_FSP.2.5C:"For SFR-enforcing TSFls, the functional specification shall desdribe direct
erfor messages resulting fromprocessing associated with the SFR-enforcing actions.

10.4.2.3.7 Work unitADV_FSP.2-7
THe evaluator shall,-examine the presentation of the TSFI to determine that it completely and gccurately

describes errorimessages that may result from SFR-enforcing actions associated with each SFR-enforcing
TSFI.

THis work-unit should be performed in conjunction with, or after, work unit ADV_FSP.2-6 in order to ¢nsure the
set of SFR-enforcing TSFI and SFR-enforcing actions is correctly identified. The developer may pravide more
information than i equired (for example all error messages associated with each interface) inlwhich the
case the evaluator should restrict their assessment of completeness and accuracy to only those that they
determine to be associated with SFR-enforcing actions of SFR-enforcing TSFI.

Errors can take many forms, depending on the interface being described. For an API, the interface itself may
return an error code, set a global error condition, or set a certain parameter with an error code. For a
configuration file, an incorrectly configured parameter may cause an error message to be written to a log file.
For a hardware PCI card, an error condition may raise a signal on the bus, or trigger an exception condition to
the CPU.

Errors (and the associated error messages) come about through the invocation of an interface. The
processing that occurs in response to the interface invocation may encounter error conditions, which trigger
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(through an implementation-specific mechanism) an error message to be generated. In some instances this
may be a return value from the interface itself; in other instances a global value may be set and checked after
the invocation of an interface. It is likely that a TOE will have a number of low-level error messages that may
result from fundamental resource conditions, such as “disk full” or “resource locked”. While these error
messages may map to a large number of TSFI, they could be used to detect instances where detail from an
interface description has been omitted. For instance, a TSFI that produces a “disk full” message, but has no
obvious description of why that TSFI should cause an access to the disk in its description of actions, might
cause the evaluator to examine other evidence (Security Architecture (ADV_ARC), TOE design (ADV_TDS))
related that TSFI to determine if the description is accurate.

In order te—determine—thatthe—deserption—of—the—errormessages—of-aTSH-is—aceurate—and—complete—the
evaluator measures the interface description against the other evidence provided for the evaluation (e.g.,-TOE
design, sgcurity architecture description, operational user guidance), as well as other evidence available for
that TSFI [parameters, analysis from work unit ADV_FSP.2-6).

ISO/IEC 15408-3 ADV_FSP.2.6C: The tracing shall demonstrate that the SFRs trace t0.)5TSFls in the
functional [specification.

10.4.2.3.8] Work unit ADV_FSP.2-8

The evaluptor shall check that the tracing links the SFRs to the corresponding TSFis.

The tracing is provided by the developer to serve as a guide to which SFRs‘are related to which TSFls. Th
tracing cah be as simple as a table; it is used as input to the evaluator/Aforuse in the following work units,
which the fevaluator verifies its completeness and accuracy.

s
in

10.4.2.4 |Action ADV_FSP.2.2E
10.4.2.4.1 Work unit ADV_FSP.2-9

The evaluptor shall examine the functional specificationto determine that it is a complete instantiation of the
SFRs.

To ensurg that all SFRs are covered by the fungtional specification, as well as the test coverage analysis, the
evaluator [may build upon the developer's\iracing (see ADV_FSP.2-8 a map between the TOE seculfity
functional|requirements and the TSFI. Note that this map may have to be at a level of detail below the
componernt or even element level of-the requirements, because of operations (assignments, refinements,
selections|) performed on the functignalrequirement by the ST author.

For example, the FDP_ACC.t.component contains an element with assignments. If the ST contained, for
instance, {en rules in the FRDENACC. 1 assignment, and these ten rules were covered by three different TSFI it
would be jnadequate for theevaluator to map FDP_ACC.1 to TSFI A, B, and C and claim they had completed

The evaluptor must recognise that for requirements that have little or no manifestation at the TSF boundary
(e.g., FDRH dihat-they complele ap ogquirementstothe TSEL The analysisior
those requirements will be performed in the analysis for the TOE design (ADV_TDS) when included in the ST.
It is also important to note that since the parameters, actions, and error messages associated with TSFIs must
be fully specified, the evaluator should be able to determine if all aspects of an SFR appear to be

implemented at the interface level.
10.4.2.4.2 Work unit ADV_FSP.2-10

The evaluator shall examine the functional specification to determine that it is an accurate instantiation of the
SFRs.
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For each functional requirement in the ST that results in effects visible at the TSF boundary, the information in
the associated TSFI for that requirement specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the only TSFI that map to that
requirement specify functionality for Unix-style protection bits, then the functional specification is not accurate
with respect to the requirements.

The evaluator must recognise that for requirements that have little or no manifestation at the TSF boundary
(e.g., FDP_RIP) it is not expected that the evaluator completely map those requirements to the TSFI. The
analysis for those requirements will be performed in the analysis for the TOE design (ADV_TDS) when
included in the ST.

10.4.3 Evaluation of sub-activity (ADV_FSP.3)
10.4.3.1 Objectives

THe objective of this sub-activity is to determine whether the developer has provided a description of the
T§FIs in terms of their purpose, method of use, and parameters. In addition, the'actions, results|and error
messages of each TSFI are also described sufficiently that it can be determined whether they|are SFR-
enforcing, with the SFR-enforcing TSFI being described in more detail than othef 7 SFls.

104.3.2 Input

THe evaluation evidence for this sub-activity that is required by the work-units is:

a)| the ST;

b)| the functional specification;

c)| the TOE design.

THe evaluation evidence for this sub-activity that\is used if included in the ST for the TOE is:

a)| the security architecture description;

b)| the implementation representation;

c)| the TSF internals description;

d)| the operational user/guidance.

10.4.3.3 Action ADV- FSP.3.1E

ISP/IEC 15408-8 ADV_FSP.3.1C: The functional specification shall completely represent the TSF.

10.4.3.3.1-~Work unit ADV_FSP.3-1

THelevyaluator shall examine the functional specification to determine that the TSF is fully representef.

The identification of the TSFI is a necessary prerequisite to all other activities in this sub-activity. The TSF
must be identified (done as part of the TOE design (ADV_TDS) work units) in order to identify the TSFI. This
activity can be done at a high level to ensure that no large groups of interfaces have been missed (network
protocols, hardware interfaces, configuration files), or at a low level as the evaluation of the functional
specification proceeds.

In making an assessment for this work unit, the evaluator determines that all portions of the TSF are
addressed in terms of the interfaces listed in the functional specification. All portions of the TSF should have a
corresponding interface description, or if there are no corresponding interfaces for a portion of the TSF, the
evaluator determines that that is acceptable.
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ISO/IEC 15408-3 ADV_FSP.3.2C: The functional specification shall describe the purpose and method of use
for all TSFI.

10.4.3.3.2 Work unit ADV_FSP.3-2
The evaluator shall examine the functional specification to determine that it states the purpose of each TSFI.
The purpose of a TSFI is a general statement summarising the functionality provided by the interface. It is not

intended to be a complete statement of the actions and results related to the interface, but rather a statement
to help the reader understand in general what the interface is intended to be used for. The evaluator should

not only determine-that-thepurpose—exists; butatsothatitaccuratety reflectstheFSHby-taking-intoaccoynt

other information about the interface, such as the description of actions and error messages.

10.4.3.3.3] Work unit ADV_FSP.3-3

The evaluptor shall examine the functional specification to determine that the method of use-foer each TSF
given.

S

The meth¢d of use for a TSFI summarises how the interface is manipulated in order toinvoke the actions apd
obtain thq results associated with the TSFI. The evaluator should be able to determine, from reading this
material in the functional specification, how to use each interface. This does not-necessarily mean that thgre
needs to he a separate method of use for each TSFI, as it may be possible toxdescribe in general how kermel
calls are |nvoked, for instance, and then identify each interface using that ‘general style. Different types|of
interfaces| will require different method of use specifications. APls, snetwork protocol interfaces, systg¢m
configuratlon parameters, and hardware bus interfaces all have very different methods of use, and this shodild
be taken [into account by the developer when developing the fungtional specification, as well as by the
evaluator pvaluating the functional specification.

For administrative interfaces whose functionality is documented as being inaccessible to untrusted users, re
evaluator [ensures that the method of making the fupctions inaccessible is described in the functiopal
specificatipn. It should be noted that this inaccessibility.needs to be tested by the developer in their test suitg.

The evaluator should not only determine that the _sét of method of use descriptions exist, but also that they
accurately| cover each TSFI.

ISO/IEC 15408-3 ADV_FSP.3.3C: Thefunctional specification shall identify and describe all parameters
associatej/ with each TSFI.

10.4.3.3.4) Work unit ADV_FSP:3-4
The evaldyator shall examinevthe presentation of the TSFI to determine that it completely identifies fall
parameters associated withyevery TSFI.

The evaluptor examings the functional specification to ensure that all of the parameters are described for each
TSFI. Parameters-aré explicit inputs or outputs to an interface that control the behaviour of that interface. For
examples| parameters are the arguments supplied to an API; the various fields in packet for a given netwdrk
protocol; thesindividual key values in the Windows Registry; the signals across a set of pins on a chip; etc.

In order to determine that all of the parameters are present in the TSFI, the evaluator should examine the rest
of the interface description (actions, error messages, etc.) to determine if the effects of the parameter are
accounted for in the description. The evaluator should also check other evidence provided for the evaluation
(e.g., TOE design, security architecture description, operational user guidance, implementation
representation) to see if behaviour or additional parameters are described there but not in the functional
specification.

10.4.3.3.5 Work unit ADV_FSP.3-5

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes all parameters associated with every TSFI.
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Once all of the parameters have been identified, the evaluator needs to ensure that they are accurately
described, and that the description of the parameters is complete. A parameter description tells what the
parameter is in some meaningful way. For instance, the interface foo(i) could be described as having
“parameter i which is an integer”; this is not an acceptable parameter description. A description such as
“parameter i is an integer that indicates the number of users currently logged in to the system” is much more
acceptable.

In order to determine that the description of the parameters is complete, the evaluator should examine the rest
of the interface description (purpose, method of use, actions, error messages, etc.) to determine if the
descriptions of the parameter(s) are accounted for in the description. The evaluator should also check other
evideree—previded—eg—0 desten—arehitectural—desighr—operational—user—guidance—mpigmentation
representation) to see if behaviour or additional parameters are described there but not in the|functional
specification.

ISD/IEC 15408-3 ADV_FSP.3.4C: For each SFR-enforcing TSFI, the functional specification shall describe
thé SFR-enforcing actions associated with the TSFI.

10.4.3.3.6 Work unit ADV_FSP.3-6

THe evaluator shall examine the presentation of the TSFI to determinecthat it completely and pccurately
describes the SFR-enforcing actions associated with the SFR-enforcing TSkTs.

If @n action available through an interface plays a role in enforcing any security policy on the TOE|(that is, if
one of the actions of the interface can be traced to one of the SFRs levied on the TSF), then that ipterface is
SkR-enforcing. Such policies are not limited to the access control policies, but also refer to any functionality
specified by one of the SFRs contained in the ST. Note that.t is possible that an interface may haye various
actions and results, some of which may be SFR-enforcingand some of which may not.

THe developer is not required to “label” interfaces asvSFR-enforcing, and likewise is not required |to identify
actions available through an interface as SFR-enforcing. It is the evaluator's responsibility to examine the
evjdence provided by the developer and determine that the required information is present. In the cise where
the developer has identified the SFR-enforcing TSFI and SFR-enforcing actions available through tHose TSFl,
thé evaluator must judge completeness and“accuracy based on other information supplied for the gvaluation
(elg., TOE design, security architecture description, operational user guidance), and on the other information
présented for the interfaces (parameters and parameter descriptions, error messages, etc.).

In[this case (developer has-provided only the SFR-enforcing information for SFR-enforcing [TSFI) the
evpluator also ensures that‘no interfaces have been mis-categorised. This is done by examining other
information supplied for the-evaluation (e.g., TOE design, security architecture description, operatjonal user
guidance), and the otherinformation presented for the interfaces (parameters and parameter descriptions, for
example) not labelled~as SFR-enforcing. The analysis done for work units ADV_FSP.3-7 and ADY_FSP.3-8
are also used in making this determination.

In|the case where the developer has provided the same level of information on all interfaces, thel evaluator
performs_ the/same type of analysis mentioned in the previous paragraphs. The evaluator should determine
which interfaces are SFR-enforcing and which are not, and subsequently ensure that the SFR-enforcing
aspects. of the SFR-enforcing actions are appropriately described. Note that in this case, the evalugtor should
i i P 3-8 in the ca e 0 er'forming
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this SFR-enforcing analysis.

The SFR-enforcing actions are those that are visible at any external interface and that provide for the
enforcement of the SFRs being claimed. For example, if audit requirements are included in the ST, then audit-
related actions would be SFR-enforcing and therefore must be described, even if the result of that action is
generally not visible through the invoked interface (as is often the case with audit, where a user action at one
interface would produce an audit record visible at another interface).

The level of description that is required is that sufficient for the reader to understand what role the TSFI

actions play with respect to the SFR. The evaluator should keep in mind that the description should be
detailed enough to support the generation (and assessment) of test cases against that interface. If the
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description is unclear or lacking detail such that meaningful testing cannot be conducted against the TSF, it is
likely that the description is inadequate.

ISO/IEC 15408-3 ADV_FSP.3.5C: For each SFR-enforcing TSFI, the functional specification shall describe
direct error messages resulting from security enforcing effects and exceptions associated with invocation of
the TSFI.

10.4.3.3.7 Work unit ADV_FSP.3-7

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes f i = f

This work junit should be performed in conjunction with, or after, work unit ADV_FSP.3-6 in order to ensure the
set of SHR-enforcing TSFI is correctly identified. The evaluator should note that the requirement apd
associatedd work unit is that all direct error messages associated with an SFR-enforcing TISF must
described| that are associated with SFR-enforcing actions. This is because at this level of‘assurance,
“extra” information provided by the error message descriptions should be used in determining whether all|of
the SFR-¢nforcing aspects of an interface have been appropriately described. For (instance, if an erfor
message pssociated with a TSFI (e.g., “access denied”) indicated that an SFR-enfarcing decision or actipn
had taken| place, but in the description of the SFR-enforcing actions there was nog mention of that particujar
SFR-enfolfcing mechanism, then the description may not be complete.

Errors car) take many forms, depending on the interface being described. For-an API, the interface itself may
return an|error code, set a global error condition, or set a certain parameter with an error code. Fon a
configuratfon file, an incorrectly configured parameter may cause an €rror message to be written to a log fije.
For a hardware PCI card, an error condition may raise a signal on the\bus, or trigger an exception condition|to
the CPU.

Errors (apd the associated error messages) come aboutvthrough the invocation of an interface. The
processing that occurs in response to the interface invocation may encounter error conditions, which trigger
(through gn implementation-specific mechanism) an erter message to be generated. In some instances this
may be a feturn value from the interface itself; in other instances a global value may be set and checked affer
the invocdtion of an interface. It is likely that a TOE will have a number of low-level error messages that may
result from fundamental resource conditions;.such as “disk full” or “resource locked”. While these erfor
messageq may map to a large number of TSEI, they could be used to detect instances where detail from gn
interface description has been omitted. For.instance, a TSFI that produces a “disk full” message, but has ho
obvious dscription of why that TSFI_should cause an access to the disk in its description of actions, might
cause the|evaluator to examine other.evidence (Security Architecture (ADV_ARC), TOE design (ADV_TDS$))
related that TSFI to determine if the description is accurate.

In order tp determine that the-description of the error messages of a TSFI is accurate and complete, the
evaluator measures the interface description against the other evidence provided for the evaluation (e.g., TQE
design, sdcurity architeCture description, operational user guidance), as well as for other evidence supplied for
that TSFI [(description\of SFR-enforcing actions, summary of SFR-supporting and SFR-non-interfering actigns
and resultg).

ISO/IEC 1j5408-3 ADV_FSP.3.6C: The functional specification shall summarise the SFR-supporting and SAR-
non-interféring actions associated with each TSFI

10.4.3.3.8 Work unit ADV_FSP.3-8

The evaluator shall examine the presentation of the TSFI to determine that it summarises the SFR-supporting
and SFR-non-interfering actions associated with each TSFI.

The purpose of this work unit is to supplement the details about the SFR-enforcing actions (provided in work
unit ADV_FSP.3-6) with a summary of the remaining actions (i.e., those that are not SFR-enforcing). This
covers all SFR-supporting and SFR-non-interfering actions, whether invokable through SFR-enforcing TSFI or
through SFR-supporting or SFR-non-interfering TSFI. Such a summary about all SFR-supporting and SFR-
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non-interfering actions helps to provide a more complete picture of the functions provided by the TSF, and is
to be used by the evaluator in determining whether an action or TSFI may have been mis-categorised.

The information to be provided is more abstract than that required for SFR-enforcing actions. While it should
still be detailed enough so that the reader can understand what the action does, the description does not have
to be detailed enough to support writing tests against it, for instance. For the evaluator, the key is that the
information must be sufficient to make a positive determination that the action is SFR-supporting or SFR-non-
interfering. If that level of information is missing, the summary is insufficient and more information must be
obtained.
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fumctional specification.
10.4.3.3.9 Work unit ADV_FSP.3-9
THe evaluator shall check that the tracing links the SFRs to the corresponding TSFls.

THe tracing is provided by the developer to serve as a guide to which SFRs are(related to which TSFls. This
trdcing can be as simple as a table; it is used as input to the evaluator for uselin the following wotk units, in
which the evaluator verifies its completeness and accuracy.

10.4.3.4 Action ADV_FSP.3.2E
10.4.3.4.1 Work unit ADV_FSP.3-10

THe evaluator shall examine the functional specification to determine that it is a complete instantiation of the
SHRs.

Td ensure that all SFRs are covered by the functional‘specification, as well as the test coverage anglysis, the
evpluator may build upon the developer's tracing (see ADV_FSP.3-9 a map between the TOE security
fupctional requirements and the TSFI. Note that this map may have to be at a level of detail pelow the
component or even element level of the requirements, because of operations (assignments, refinements,
selections) performed on the functional requirement by the ST author.

Fgr example, the FDP_ACC.1 component contains an element with assignments. If the ST confained, for
ingtance, ten rules in the FDP_AEC.1 assignment, and these ten rules were covered by three differgnt TSFI, it
wquld be inadequate for the evaluator to map FDP_ACC.1 to TSFI A, B, and C and claim they had gompleted
the¢ work unit. Instead, the evaluator would map FDP_ACC.1 (rule 1) to TSFI A; FDP_ACC.1 (rule R) to TSFI
B;|etc. It might also be the Case that the interface is a wrapper interface (e.g., IOCTL), in whicH case the
mapping would need to:be’specific to certain set of parameters for a given interface.

THe evaluator must)recognise that for requirements that have little or no manifestation at the TSF|boundary
(elg., FDP_RIP)dt-is not expected that they completely map those requirements to the TSFI. The apalysis for
these requirements will be performed in the analysis for the TOE design (ADV_TDS) when included|in the ST.
It is also important to note that since the parameters, actions, and error messages associated with TISFIs must
fully\’specified, the evaluator should be able to determine if all aspects of an SFR appgar to be
implemented at the interface level.

10.4.3.4.2 Work unit ADV_FSP.3-11

The evaluator shall examine the functional specification to determine that it is an accurate instantiation of the
SFRs.

For each functional requirement in the ST that results in effects visible at the TSF boundary, the information in
the associated TSFI for that requirement specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the only TSFI that map to that
requirement specify functionality for Unix-style protection bits, then the functional specification is not accurate
with respect to the requirements.
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The evaluator must recognise that for requirements that have little or no manifestation at the TSF boundary
(e.g., FDP_RIP) it is not expected that the evaluator completely map those requirements to the TSFI. The
analysis for those requirements will be performed in the analysis for the TOE design (ADV_TDS) when
included in the ST.

10.4.4 Evaluation of sub-activity (ADV_FSP.4)
10.4.4.1 Objectives
The objective of this sub-activity is to determine whether the developer has completely described all of the

TSFI |n a nrarmret Dubil t;lat t: 1c uvaiuth ;b a'uic tU UIUtUIIII;IIU VV;IUt: ITI t;lc TSF; dlc bUIIIpiUtU:y (:IIILJI dbbuldt 3|y
described| and appears to implement the security functional requirements of the ST.

10.4.4.2 |Input

The evaluption evidence for this sub-activity that is required by the work-units is:
a) the ST,
b) the functional specification;

c) the TPE design.

The evaluption evidence for this sub-activity that is used if included in the ST for the TOE is:
a) the sgcurity architecture description;

b) the implementation representation;

c) the THF internals description;

d) the operational user guidance.

10.4.4.3 |Application notes

The functipnal specification describes thé.interfaces to the TSF (the TSFI) in a structured manner. Because|of
the dependency on Evaluation of sub=activity (ADV_TDS.1), the evaluator is expected to have identified the
TSF prior |to beginning work on this sub-activity. Without firm knowledge of what comprises the TSF, it is ot
possible t¢p assess the completeness of the TSFI.

In performing the various werk units included in this family, the evaluator is asked to make assessments|of
accuracy [and completeness of several factors (the TSFI itself, as well as the individual components
(parametdrs, actions,.€rtor messages, etc.) of the TSFI). In doing this analysis, the evaluator is expected|to
use the dpcumentation provided for the evaluation. This includes the ST, the TOE design, and may include
other dogumentation such as the operational user guidance, security architecture description, ahd
implemeniation representation. The documentation should be examined in an iterative fashion. The evaluator
may read/ for,example, in the TOE design how a certain function is implemented, but see no way to invoke
that functi i —ThisTmi i fcular
TSFI description, or whether an interface has been left out of the functional specification altogether.
Describing analysis activities of this sort in the ETR is a key method in providing rationale that the work units
have been performed appropriately.

It should be recognised that there exist functional requirements whose functionality is manifested wholly or in
part architecturally, rather than through a specific mechanism. An example of this is the implementation of
mechanisms implementing the Residual information protection (FDP_RIP) requirements. Such mechanisms
typically are implemented to ensure a behaviour isn't present, which is difficult to test and typically is verified
through analysis. In the cases where such functional requirements are included in the ST, it is expected that
the evaluator recognise that there may be SFRs of this type that have no interfaces, and that this should not
be considered a deficiency in the functional specification.
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10.4.4.4 Action ADV_FSP.4.1E
ISO/IEC 15408-3 ADV_FSP.4.1C: The functional specification shall completely represent the TSF.

10.4.4.4.1 Work unit ADV_FSP.4-1

The evaluator shall examine the functional specification to determine that the TSF is fully represented.

The identification of the TSFI is a necessary prerequisite to all other activities in this sub-activity.

The TSF

must be identified (done as part of the TOE desrgn (ADV_TDS) work umts) in order to |dent|fy the TSFI. This

| (network
functional
TSF are
addressed in terms of the interfaces listed in the functional specification. All portions of'the TSF sholild have a
TSF, the
ISD/IEC 15408-3 ADV_FSP.4.2C: The functional specification shall describéthe purpose and method of use
for all TSFI.
10.4.4.4.2 Work unit ADV_FSP.4-2
THe evaluator shall examine the functional specification to detérmine that it states the purpose of ea¢h TSFI.

THe purpose of a TSFl is a general statement summarising.the functionality provided by the interfage. It is not
intended to be a complete statement of the actions and.fésults related to the interface, but rather a[statement
to [help the reader understand in general what the interface is intended to be used for. The evaluator should
not only determine that the purpose exists, but also that it accurately reflects the TSFI by taking info account

other information about the interface, such as the description of actions and error messages.

10.4.4.4.3 Work unit ADV_FSP.4-3

THe evaluator shall examine the funetidnal specification to determine that the method of use for eagh TSFI is

giyen.

THe method of use for a TSFl;summarises how the interface is manipulated in order to invoke the agtions and
obtain the results associated with the TSFI. The evaluator should be able to determine, from rgading this

material in the functional specification, how to use each interface. This does not necessarily mean

evaluator ensures that the method of maklng the functions |nacceSS|bIe is descnbed in the
specification. It should be noted that this inaccessibility needs to be tested by the developer in their test suite.

that there
ow kernel
t types of

5, System
his should
bs by the

users, the
functional

The evaluator should not only determine that the set of method of use descriptions exist, but also that they

accurately cover each TSFI.
10.4.4.4.4 Work unit ADV_FSP.4-4

The evaluator shall examine the functional specification to determine the completeness of the TSFI
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The evaluator shall use the design documentation to identify the possible types of interfaces. The evaluator
shall search the design documentation and the guidance documentation for potential TSFI not contained in
the developer's documentation, thus indicating that the set of TSFI defined by the developer is incomplete.
The evaluator shall examine the arguments presented by the developer that the TSFI is complete and check
down to the lowest level of design or with the implementation representation that no additional TSFI exist.

ISO/IEC 15408-3 ADV_FSP.4.3C: The functional specification shall identify and describe all parameters
associated with each TSFI.

10.4.4.4.5 Work unit ADV_FSP.4-5

The evalyator shall examine the presentation of the TSFI to determine that it completely identifies)jall
parametels associated with every TSFI.

The evaluptor examines the functional specification to ensure that all of the parameters are described for each
TSFI. Par@meters are explicit inputs or outputs to an interface that control the behaviour of thatlinterface. Hor
examples| parameters are the arguments supplied to an API; the various fields in packet for'a given netwdrk
protocol; the individual key values in the Windows Registry; the signals across a set of pifisjon a chip; etc.

In order tq determine that all of the parameters are present in the TSFI, the evaluator,'should examine the ré¢st
of the intgrface description (actions, error messages, etc.) to determine if the ‘effects of the parameter 3re
accounted for in the description. The evaluator should also check other evidence provided for the evaluatipn
(e.g., TQE design, security architecture description, operational , user guidance, implementatipn
representation) to see if behaviour or additional parameters are desecribed there but not in the functional
specificatipn.

10.4.4.4.6] Work unit ADV_FSP.4-6

The evaldator shall examine the presentation of the TSFIt0 determine that it completely and accuratg
describes fall parameters associated with every TSFI.

y

Once all pf the parameters have been identified, the evaluator needs to ensure that they are accuratgly
described| and that the description of the parametérs is complete. A parameter description tells what the
parametell is in some meaningful way. For.instance, the interface foo(i) could be described as havihg
“parametdr i which is an integer”; this is not ‘an acceptable parameter description. A description such jas
“parametdr i is an integer that indicates the .number of users currently logged in to the system” is much mqre
acceptable.

In order tq determine that the description of the parameters is complete, the evaluator should examine the r¢st
of the intprface description (purpose, method of use, actions, error messages, etc.) to determine if the
descriptions of the parameter(s) are accounted for in the description. The evaluator should also check other
evidence [provided (e.g4 TOE design, architectural design, operational user guidance, implementatipn
representation) to seefif-behaviour or additional parameters are described there but not in the functional
specificatipn.

ISO/IEC 1540853-ADV_FSP.4.4C: The functional specification shall describe all actions associated with each
TSFI.

10.4.4.4.7 Work unit ADV_FSP.4-7

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes all actions associated with every TSFI.

The evaluator checks to ensure that all of the actions are described. actions available through an interface
describe what the interface does (as opposed to the TOE design, which describes how the actions are
provided by the TSF).

Actions of an interface describe functionality that can be invoked through the interface, and can be
categorised as regular actions, and SFR-related actions. Regular actions are descriptions of what the
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interface does. The amount of information provided for this description is dependant on the complexity of the
interface. The SFR-related actions are those that are visible at any external interface (for instance, audit
activity caused by the invocation of an interface (assuming audit requirements are included in the ST) should
be described, even though the result of that action is generally not visible through the invoked interface).
Depending on the parameters of an interface, there may be many different actions able to be invoked through
the interface (for instance, an API might have the first parameter be a “subcommand”, and the following
parameters be specific to that subcommand. The IOCTL API in some Unix systems is an example of such an
interface).

In order to determine that the description of the actions of a TSFI is complete, the evaluator should review the
resg O ““‘:“ G"‘GG‘ paramete G“‘GG“‘ oSS ageST—etC: O G“"“ eaCtiOnS
gscribed are accounted for. The evaluator should also analyse other evidence provided for the)gevaluation
(elg., TOE design, security architecture description, operational user guidance, (implgmentation
representation) to see if there is evidence of actions that are described there but not in the [functional

ISD/IEC 15408-3 ADV_FSP.4.5C: The functional specification shall describe all diréct error messages that
hy result from an invocation of each TSFI.

10.4.4.4.8 Work unit ADV_FSP.4-8

THe evaluator shall examine the presentation of the TSFI to determine that it completely and pccurately
describes all errors messages resulting from an invocation of each 1SFl.

Erfors can take many forms, depending on the interface being.described. For an API, the interfacelitself may
rejurn an error code; set a global error condition, or setha. certain parameter with an error code. For a
configuration file, an incorrectly configured parameter may.cause an error message to be written to| a log file.
Far a hardware PCI card, an error condition may raise a<signal on the bus, or trigger an exception cpndition to
the CPU.

Erfors (and the associated error messages)\'come about through the invocation of an interface. The
processing that occurs in response to the interface invocation may encounter error conditions, whijich trigger
(tHrough an implementation-specific mechanism) an error message to be generated. In some instgnces this
may be a return value from the interfacelitself; in other instances a global value may be set and checked after
invocation of an interface. It is likely that a TOE will have a number of low-level error messages that may
result from fundamental resource’ conditions, such as “disk full” or “resource locked”. While these error
messages may map to a largesnumber of TSFI, they could be used to detect instances where detail from an
interface description has been-omitted. For instance, a TSFI that produces a “disk full” message, But has no
ious description of why that TSFI should cause an access to the disk in its description of actipns, might
cause the evaluator to-examine other evidence (Security Architecture (ADV_ARC), TOE design (APV_TDS))
related that TSFI to detefmine if the description is complete and accurate.

THe evaluator detérmines that, for each TSFI, the exact set of error messages that can be returned on
inyoking that.interface can be determined. The evaluator reviews the evidence provided for the infterface to
ermine if'the set of errors seems complete. They cross-check this information with other evidencg provided

thetsevaluation (e.g., TOE design, security architecture description, operational user |guidance,
implementation representation) to ensure that there are no errors steaming from processing mentloned that
are_net included in the functional specification

10.4.4.4.9 Work unit ADV_FSP.4-9

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes the meaning of all errors associated with each TSFI.

In order to determine accuracy, the evaluator must be able to understand meaning of the error. For example, if
an interface returns a numeric code of 0, 1, or 2, the evaluator would not be able to understand the error if the
functional specification only listed: “possible errors resulting from invocation of the foo() interface are 0, 1, or
2”. Instead the evaluator checks to ensure that the errors are described such as: “possible errors resulting
from invocation of the foo() interface are 0 (processing successful), 1 (file not found), or 2 (incorrect filename
specification)”.
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In order to determine that the description of the errors due to invoking a TSFI is complete, the evaluator
examines the rest of the interface description (parameter descriptions, actions, etc.) to determine if potential
error conditions that might be caused by using such an interface are accounted for. The evaluator also checks
other evidence provided for the evaluation (e.g. TOE design, security architecture description, operational
user guidance, implementation representation) to see if error processing related to the TSFI is described there
but is not described in the functional specification.

ISO/IEC 15408-3 ADV_FSP.4.6C: The tracing shall demonstrate that the SFRs trace to TSFls in the
functional specification.

10.4.4.4.1p-Woerkunit ADV—FSP4-16

The evaluptor shall check that the tracing links the SFRs to the corresponding TSFls.

s
in

The tracing is provided by the developer to serve as a guide to which SFRs are related to which. FSFls. Th
tracing cah be as simple as a table; it is used as input to the evaluator for use in the followingowork units,
which the fevaluator verifies its completeness and accuracy.

10.4.4.5 |Action ADV_FSP.4.2E
10.4.4.5.1 Work unit ADV_FSP.4-11

The evaluptor shall examine the functional specification to determine that/it is’a complete instantiation of the
SFRs.

To ensurg that all SFRs are covered by the functional specification,.as well as the test coverage analysis, the
evaluator [may build upon the developer's tracing (see ADV_FSP.4-10 a map between the TOE secufity
functional|requirements and the TSFI. Note that this map may have to be at a level of detail below the
component or even element level of the requirements, because of operations (assignments, refinements,
selections|) performed on the functional requirement by the ST author.

For example, the FDP_ACC.1 component contains an element with assignments. If the ST contained, for
instance, {en rules in the FDP_ACC.1 assignment;_and these ten rules were covered by three different TSFI it
would be jnadequate for the evaluator to map-FDP_ACC.1 to TSFI A, B, and C and claim they had completed
the work dnit. Instead, the evaluator would map FDP_ACC.1 (rule 1) to TSFI A; FDP_ACC.1 (rule 2) to TSFI
B; etc. It might also be the case that the interface is a wrapper interface (e.g., IOCTL), in which case the
mapping would need to be specific to,eertain set of parameters for a given interface.

The evaluptor must recognise that for requirements that have little or no manifestation at the TSF boundary
(e.g., FDH_RIP) it is not expected’that they completely map those requirements to the TSFI. The analysis for
those requirements will be petformed in the analysis for the TOE design (ADV_TDS) when included in the ST.
It is also important to note that since the parameters, actions, and error messages associated with TSFIs miist
be fully dpecified, the\cevaluator should be able to determine if all aspects of an SFR appear to pe

For each functional requirement in the ST that results in effects visible at the TSF boundary, the information in
the associated TSFI for that requirement specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the only TSFI that map to that
requirement specify functionality for Unix-style protection bits, then the functional specification is not accurate
with respect to the requirements.

The evaluator must recognise that for requirements that have little or no manifestation at the TSF boundary
(e.g., FDP_RIP) it is not expected that the evaluator completely map those requirements to the TSFI. The
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analysis for those requirements will be performed in the analysis for the TOE design (ADV_TDS) when
included in the ST.

10.4.5 Evaluation of sub-activity (ADV_FSP.5)
10.4.5.1 Objectives

The objective of this sub-activity is to determine whether the developer has completely described all of the
TSFI in a manner such that the evaluator is able to determine whether the TSFI are completely and accurately
described, and appears to implement the security functional requirements of the ST. The completeness of the
interfacesisjudged-baseduponrtheimptementationrepresentation——
10.4.5.2 Input

THe evaluation evidence for this sub-activity that is required by the work-units is:

a)| the ST;

b)| the functional specification;

c)| the TOE design;

d)[ the implementation representation.

THe evaluation evidence for this sub-activity that is used if incladed in the ST for the TOE is:

a)| the security architecture description;

b)| the TSF internals description;

c)| the formal security policy model;

d)| the operational user guidance.

10.4.5.3 Action ADV_FSP.5.1E

ISP/IEC 15408-3 ADV_FSP.571C: The functional specification shall completely represent the TSF.

10.4.5.3.1 Work unit ADV- FSP.5-1

The evaluator shall ‘examine the functional specification to determine that the TSF is fully represented.

THe identification of the TSFI is a necessary prerequisite to all other activities in this sub-activity] The TSF
muist be identified (done as part of the TOE design (ADV_TDS) work units) in order to identify the TSFI. This
activity can~be done at a high level to ensure that no large groups of interfaces have been misseq (network
protocols, hardware interfaces, configuration files), or at a low level as the evaluation of the [functional
spgcification proceeds.

In making an assessment for this work unit, the evaluator determines that all portions of the TSF are
addressed in terms of the interfaces listed in the functional specification. All portions of the TSF should have a
corresponding interface description, or if there are no corresponding interfaces for a portion of the TSF, the
evaluator determines that that is acceptable.

ISO/IEC 15408-3 ADV_FSP.5.2C: The functional specification shall describe the TSFI using a semi-formal
style.
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10.4.5.3.2 Work unit ADV_FSP.5-2

The evaluator shall examine the functional specification to determine that it is presented using a semiformal
style.

A semi-formal presentation is characterised by a standardised format with a well-defined syntax that reduces
ambiguity that may occur in informal presentations. Since the intent of the semi-formal format is to enhance
the reader's ability to understand the presentation, use of certain structured presentation methods (pseudo-
code, flow charts, block diagrams) are appropriate, though not required.

structured| consistent manner and use common terminology. A semlformal presentation of the mterfaces also
implies that the level of detail of the presentation for the interfaces is largely consistent across all TSFt. Hor
the functignal specification, it is acceptable to refer to external specifications for portions of the ,interface jas
long as thpse external specifications are themselves semiformal.

ISO/IEC 15408-3 ADV_FSP.5.3C: The functional specification shall describe the purpose and method of use
for all TSHI.

10.4.5.3.3] Work unit ADV_FSP.5-3

The evaluptor shall examine the functional specification to determine that it states'the purpose of each TSFlI
The purpgse of a TSFl is a general statement summarising the functionality provided by the interface. It is not
intended tp be a complete statement of the actions and results related.to"the interface, but rather a statement
to help th¢ reader understand in general what the interface is intended to be used for. The evaluator shoIId
not only determine that the purpose exists, but also that it accurately reflects the TSFI by taking into accodint

other infomation about the interface, such as the description of.@¢tions and error messages.

10.4.5.3.4) Work unit ADV_FSP.5-4

The evaluptor shall examine the functional specification to determine that the method of use for each TSF
given.

S

The meth¢d of use for a TSFI summarises how the interface is manipulated in order to invoke the actions apd
obtain thq results associated with the TSFI. The evaluator should be able to determine, from reading this
material in the functional specification;-Aow to use each interface. This does not necessarily mean that thgre
needs to he a separate method of use-for each TSFI, as it may be possible to describe in general how kermel
calls are |nvoked, for instance, and then identify each interface using that general style. Different types|of
interfaces| will require different.;-method of use specifications. APIls, network protocol interfaces, systg¢m
configuratfon parameters, and-\hardware bus interfaces all have very different methods of use, and this shotid
be taken [into account by‘the developer when developing the functional specification, as well as by the
evaluator pvaluating thédfunctional specification.

For administrative-interfaces whose functionality is documented as being inaccessible to untrusted users, the
evaluator [ensures’ that the method of making the functions inaccessible is described in the functiopal
specificatipp: It'should be noted that this inaccessibility needs to be tested by the developer in their test suitg.

The evaluator should not only determine that the set of method of use descriptions exist, but also that they
accurately cover each TSFI.

10.4.5.3.5 Work unit ADV_FSP.5-5
The evaluator shall examine the functional specification to determine the completeness of the TSFI.
The evaluator shall use the design documentation to identify the possible types of interfaces. The evaluator

shall search the design documentation and the guidance documentation for potential TSFI not contained in
the developer's documentation, thus indicating that the set of TSFI defined by the developer is incomplete.
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The evaluator shall examine the arguments presented by the developer that the TSFI is complete and check
down to the lowest level of design or with the implementation representation that no additional TSFI exist.

ISO/IEC 15408-3 ADV_FSP.5.4C: The functional specification shall identify and describe all parameters
associated with each TSFI.

10.4.5.3.6 Work unit ADV_FSP.5-6

The evaluator shall examine the presentation of the TSFIl to determine that it completely identifies all
parameters associated with every TSFI.

THe evaluator examines the functional specification to ensure that all of the parameters are descritoeld for each
TYFI. Parameters are explicit inputs or outputs to an interface that control the behaviour of thatjintgrface. For
examples, parameters are the arguments supplied to an API; the various fields in packet forla givgn network

of [the interface description (actions, error messages, etc.) to determine if the (effects of the pargmeter are
accounted for in the description. The evaluator should also check other evidence provided for the gvaluation
(elg., TOE design, security architecture description, operational (User guidance, implgmentation
representation) to see if behaviour or additional parameters are descrfibed there but not in the [functional

THe evaluator shall examine the presentation of the TSFNto determine that it completely and pccurately

Once all of the parameters have been identified, the evaluator needs to ensure that they are pccurately
described, and that the description of the parameters is complete. A parameter description tell§ what the
parameter is in some meaningful way. For .instance, the interface foo(i) could be described ps having
“parameter i which is an integer”; this is not an acceptable parameter description. A descriptiorx such as

uch more

ine if the
eck other
mentation
functional

with each

accurately

The evaluator checks to ensure that all of the actions are described. actions available through an interface
describe what the interface does (as opposed to the TOE design, which describes how the actions are
provided by the TSF).

actions of an interface describe functionality that can be invoked through the interface, and can be categorised
as regular actions, and SFR-related actions. Regular actions are descriptions of what the interface does. The
amount of information provided for this description is dependant on the complexity of the interface. The SFR-
related actions are those that are visible at any external interface (for instance, audit activity caused by the
invocation of an interface (assuming audit requirements are included in the ST) should be described, even
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though the result of that action is generally not visible through the invoked interface). Depending on the
parameters of an interface, there may be many different actions able to be invoked through the interface (for
instance, an APl might have the first parameter be a “subcommand”, and the following parameters be specific
to that subcommand. The IOCTL API in some Unix systems is an example of such an interface).

In order to determine that the description of the actions of a TSFI is complete, the evaluator should review the
rest of the interface description (parameter descriptions, error messages, etc.) to determine if the actions
described are accounted for. The evaluator should also analyse other evidence provided for the evaluation
(e.g., TOE design, security architecture description, operational user guidance, implementation
representation) to see if there is evidence of actions that are described there but not in the functional
specificatips-

ISO/IEC 15408-3 ADV_FSP.5.6C: The functional specification shall describe all direct error messages that
may resulf from an invocation of each TSFI.

10.4.5.3.9] Work unit ADV_FSP.5-9

The evaldator shall examine the presentation of the TSFI to determine that it completely and accuratgly
describes all errors messages resulting from an invocation of each TSFI.

Errors carl take many forms, depending on the interface being described. For an-APlI, the interface itself may
return an|error code; set a global error condition, or set a certain paraméter with an error code. Forl a
configuratfon file, an incorrectly configured parameter may cause an error,message to be written to a log fije.
For a hardware PCI card, an error condition may raise a signal on the bus; or trigger an exception condition|to
the CPU.

Errors (apd the associated error messages) come about thréugh the invocation of an interface. The
processing that occurs in response to the interface invocation.may encounter error conditions, which trigder
(through gn implementation-specific mechanism) an error message to be generated. In some instances this
may be a feturn value from the interface itself; in other instances a global value may be set and checked after
the invocdtion of an interface. It is likely that a TOE williave a number of low-level error messages that may
result fro;m fundamental resource conditions, such~as “disk full” or “resource locked”. While these erfor
messageq may map to a large number of TSFI,.they could be used to detect instances where detail from pn
interface description has been omitted. For instance, a TSFI that produces a “disk full” message, but has ho
obvious dpscription of why that TSFI should cause an access to the disk in its description of actions, might
cause the|evaluator to examine other evidence (ADV_ARC, ADV_TDS) related that TSFI to determine if the
descriptiof is complete and accurate.

The evaljator determines that, for-each TSFI, the exact set of error messages that can be returned pn
invoking that interface can be-determined. The evaluator reviews the evidence provided for the interface|to
determine|if the set of errors-seems complete. They cross-check this information with other evidence provided
for the ¢valuation (e.g;TOE design, security architecture description, operational user guidange,
implementation representation) to ensure that there are no errors steaming from processing mentioned that
are not in¢luded in thefunctional specification.

10.4.5.3.10 Work-unit ADV_FSP.5-10

The evaldater_shall examine the pmcnnfnfinn of the TSFI| to determine that it r‘nmpln’rnly and accurate
describes the meaning of all errors associated with each TSFI.

y

In order to determine accuracy, the evaluator must be able to understand meaning of the error. For example, if
an interface returns a numeric code of 0, 1, or 2, the evaluator would not be able to understand the error if the
functional specification only listed: “possible errors resulting from invocation of the foo() interface are 0, 1, or
2. Instead the evaluator checks to ensure that the errors are described such as: “possible errors resulting
from invocation of the foo() interface are 0 (processing successful), 1 (file not found), or 2 (incorrect filename
specification)”.

In order to determine that the description of the errors due to invoking a TSFI is complete, the evaluator
examines the rest of the interface description (parameter descriptions, actions, etc.) to determine if potential
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error conditions that might be caused by using such an interface are accounted for. The evaluator also checks
other evidence provided for the evaluation (e.g., TOE design, security architecture description, operational
user guidance, implementation representation) to see if error processing related to the TSFI is described there
but is not described in the functional specification.

ISO/IEC 15408-3 ADV_FSP.5.7C: The functional specification shall describe all error messages that do not
result from an invocation of a TSFI.

10.4.5.3.11 Work unit ADV_FSP.5-11

accurately

cribes all errors messages that do not result from an invocation of any TSFI.

is work unit complements work unit ADV_FSP.5-9, which describes those error messages/that fesult from
invocation of the TSFI. Taken together, these work units cover all error messages that might be generated
the TSF.

e evaluator assesses the completeness and accuracy of the functional spegification by comparing its
contents to instances of error message generation within the implementation¢tepresentation. Mogt of these
erfor messages will have already been covered by work unit ADV_FSP.5-9¢

THe error messages related to this work unit are typically those that are _not expected to be generatgd, but are
constructed as a matter of good programming practises. For example; a case statement that defings actions
resulting from each of a list of cases may end with a final else statement to apply to anything that might not be
expected; this practise ensures the TSF does not get into an undéfined state. However, it is not expected that
the¢ path of execution would ever get to this else statement;.therefore, any error message generation within
else statement would never be generated. Although it‘would not get generated, it must still be ipcluded in
functional specification.

ISD/IEC 15408-3 ADV_FSP.5.8C: The functiopal” specification shall provide a rationale for gach error
message contained in the TSF implementation.yet does not result from an invocation of a TSFI.

10.4.5.3.12 Work unit ADV_FSP.5-12

THe evaluator shall examine the funétional specification to determine that it provides a rationale for gach error
méssage contained in the TSF implementation yet does not result from an invocation of a TSFI.

THe evaluator ensures thatrevery error message found under work unit ADV_FSP.5-11 contains @ rationale
degscribing why it cannot be invoked from the TSFI.

Aq was described in“the previous work unit, this rationale might be as straightforward as the fact that the error
message in question is provided for completeness of execution logic and that it is never expedted to be
generated. The'evaluator ensures that the rationale for each such error message is logical.

ISP/IEC 15408-3 ADV_FSP.5.9C: The tracing shall demonstrate that the SFRs trace to TSKls in the
fumctional-specification.

The evaluator shall check that the tracing links the SFRs to the corresponding TSFls.
The tracing is provided by the developer to serve as a guide to which SFRs are related to which TSFls. This

tracing can be as simple as a table; it is used as input to the evaluator for use in the following work units, in
which the evaluator verifies its completeness and accuracy.
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10.4.5.4 Action ADV_FSP.5.2E

10.4.5.4.1 Work unit ADV_FSP.5-14

The evaluator shall examine the functional specification to determine that it is a complete instantiation of the

SFRs.

To ensure that all SFRs are covered by the functional specification, as well as the test coverage analysis, the
evaluator may build upon the developer's tracing (see ADV_FSP.5-13 a map between the TOE security
functional requirements and the TSFI. Note that this map may have to be at a level of detail below the

componer—wm—mwm—ﬁm—mmmmhwmm
selections|) performed on the functional requirement by the ST author.

For example, the FDP_ACC.1 component contains an element with assignments. If the ST contained,

instance, {en rules in the FDP_ACC.1 assignment, and these ten rules were covered by three different TSFI,

would be jnadequate for the evaluator to map FDP_ACC.1 to TSFI A, B, and C and claim they‘had complet
the work dnit. Instead, the evaluator would map FDP_ACC.1 (rule 1) to TSFI A; FDP_ACC(rule 2) to TS
B; etc. It might also be the case that the interface is a wrapper interface (e.g., IOCTL), in which case t
mapping would need to be specific to certain set of parameters for a given interface.

ts,

or
it
ed
Fl
he

The evaluator must recognise that for requirements that have little or no maniféstation at the TSF boundary

(e.g., FDH_RIP) it is not expected that they completely map those requiremernts to the TSFI. The analysis
those requiirements will be performed in the analysis for the TOE design (ADVZTDS) when included in the S

or
T

It is also important to note that since the parameters, actions, and error messages associated with TSFIs muist

be fully dpecified, the evaluator should be able to determine if @ll ‘aspects of an SFR appear to
implemented at the interface level.

10.4.5.4.2] Work unit ADV_FSP.5-15

The evaluptor shall examine the functional specification to-determine that it is an accurate instantiation of {
SFRs.

For each functional requirement in the ST that results in effects visible at the TSF boundary, the information
the associated TSFI for that requirement specifies the required functionality described by the requirement. H

be

n
or

example, [if the ST contains a requirement_for access control lists, and the only TSFI that map to that

requirement specify functionality for Unix-style protection bits, then the functional specification is not accurs
with respegct to the requirements.

te

The evaluptor must recognise that for requirements that have little or no manifestation at the TSF boundary

(e.g., FDR_RIP) it is not expected that the evaluator completely map those requirements to the TSFI. T
analysis fpr those requirements will be performed in the analysis for the TOE design (ADV_TDS) wh
included in the ST.

10.4.6 Ewvaluation_ of'sub-activity (ADV_FSP.6)

There is np geneéral guidance; the scheme should be consulted for guidance on this sub-activity.

he
n

D

10.5.1 Evaluation of sub-activity (ADV_IMP.1)

10.5.1.1 Objectives

The objective of this sub-activity is to determine that the implementation representation made available by t

he

developer is suitable for use in other analysis activities; suitability is judged by its conformance to the

requirements for this component.
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10.5.1.2 Input

The evaluation evidence for this sub-activity is:

a) the implementation representation;

b) the documentation of the development tools, as resulting from ALC_TAT ;

c) TOE design description.

100513 Applicatio ote

THe entire implementation representation is made available to ensure that analysis activities-are 'ngt curtailed
due to lack of information. This does not, however, imply that all of the representation is examined when the
an@lysis activities are being performed. This is likely impractical in almost all cases, in addition to the fact that
it Imost likely will not result in a higher-assurance TOE vs. targeted samplinghof the impldmentation
representation. For this sub-activity, this is even truer. It would not be productive for-the evaluator to spend
lange amounts of time verifying the requirements for one portion of the implementation representation, and
then use a different portion of the implementation representation in performinglanalysis for other work units.
THerefore, the evaluator is encouraged to select the sample of the implementation representation from the
argas of the TOE that will be of most interest during the analysis perfermed during work units from other
families (e.g. ATE_IND, AVA_ VAN and ADV_INT).

10.5.1.4 Action ADV_IMP.1.1E

ISD/IEC 15408-3 ADV_IMP.1.1C: The implementation representation shall define the TSF to a levgl of detail
such that the TSF can be generated without further design‘decisions.

10.5.1.4.1 Work unit ADV_IMP.1-1

THe evaluator shall check that the implementatian representation defines the TSF to a level of detai| such that
the¢ TSF can be generated without further design decisions.

Squrce code or hardware diagrams and/et IC hardware design language code or layout data that afe used to
build the actual hardware are examples of parts of an implementation representation. The evaluatdr samples
the¢ implementation representation to gain confidence that it is at the appropriate level and not, for ipstance, a
pseudo-code level which requites additional design decisions to be made. The evaluator is encdquraged to
perform a quick check when first looking at the implementation representation to assure themselvgs that the
dgveloper is on the right-track. However, the evaluator is also encourage to perform the bulk of this check
while working on other-work units that call for examining the implementation; this will ensure the sample
examined for this work\unit is relevant.

ISP/IEC 15408<3-ADV_IMP.1.2C: The implementation representation shall be in the form uséd by the
deglvelopment-personnel.

10.5.1:4.2- Work unit ADV_IMP.1-2

T e—evargato STé crecC e € “6““‘;6‘ P ““;G‘ {S—iA € OorfM—uSea—10Yy ’elopment
personnel.

The implementation representation is manipulated by the developer in form that it suitable for transformation
to the actual implementation. For instance, the developer may work with files containing source code, which is
eventually compiled to become part of the TSF. The developer makes available the implementation
representation in the form they use, so that the evaluator may use automated techniques in the analysis. This
also increases the confidence that the implementation representation examined is actually the one used in the
production of the TSF (as opposed to the case where it is supplied in an alternate presentation format, such
as a word processor document). It should be noted that other forms of the implementation representation may
also be used by the developer; these forms are supplied as well. The overall goal is to supply the evaluator
with the information that will maximise the evaluator's analysis efforts.
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The evaluator samples the implementation representation to gain confidence that it is the version that is
usable by the developer. The sample is such that the evaluator has assurance that all areas of the
implementation representation are in conformance with the requirement; however, a complete examination of
the entire implementation representation is unnecessary.

Conventions in some forms of the implementation representation may make it difficult or impossible to
determine from just the implementation representation itself what the actual result of the compilation or run-
time interpretation will be. For example, compiler directives for C language compilers will cause the compiler
to exclude or include entire portions of the code.

SOmefOr "”i""’;i’ SpresentatonTTay Sgtire—atC viare ATOTTTattioN—1O0eC3 Y
significant] barriers to understanding and analysis. Examples include shroud e.code

representation is what is compiled and may be closer to the implementation (in terms of stricture) than the
original, up-shrouded representation, supplying such obfuscated code may cause significantly-more time to pe
spent in gnalysis tasks involving the representation. When such forms of representation are created, the
componerts require details on the shrouding tools/algorithms used so that the un-shfouded representation
can be supplied, and the additional information can be used to gain confidence that the shrouding process
does not gompromise any security mechanisms.

The evaluptor samples the implementation representation to gain confidence that all of the information needed
to interprit the implementation representation has been supplied. Noté. that the tools are among those

referenced by Tools and techniques (ALC_TAT) components. The evaluator is encouraged to perform a qujck
check when first looking at the implementation representation to assure themselves that the developer is pn
the right tfack. However, the evaluator is also encouraged to perform the bulk of this check while working pn
other work units that call for examining the implementation; thisWwill ensure the sample examined for this wgrk
unit is relgvant.

ISO/IEC 15408-3 ADV_IMP.1.3C: The mapping betweén'the TOE design description and the sample of the
implementation representation shall demonstrate their,correspondence.

10.5.1.4.3] Work unit ADV_IMP.1-3

The evalyator shall examine the mapping between the TOE design description and the sample of the
implementation representation to deterfnine that it is accurate.

The evaluptor augments the determination of existence (specified in work unit ADV_IMP.1-1) by verifying the
accuracy pf a portion of the implementation representation and the TOE design description. For parts of the
TOE design description that are interesting, the evaluator would verify the implementation representatipn
accurately reflects the description provided in the TOE design description.

For example, the TOE(esign description might identify a login module that is used to identify and authenticate
users. If uper authentication is sufficiently significant, the evaluator would verify that the corresponding code]in
fact implefnents; that service as described in the TOE design description. It might also be worthwhile to verify
that the cqde accepts the parameters as described in the functional specification.

It is worth pointing out the developer must choose whether to perform the mapping for the entire
implementation representation, thereby guaranteeing that the chosen sample will be covered, or waiting for
the sample to be chosen before performing the mapping. The first option is likely more work, but may be
completed before the evaluation begins. The second option is less work, but will produce a suspension of
evaluation activity while the necessary evidence is being produced.

10.5.2 Evaluation of sub-activity (ADV_IMP.2)

There is no general guidance; the scheme should be consulted for guidance on this sub-activity.
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10.6 TSF internals (ADV_INT)
10.6.1 Evaluation of sub-activity (ADV_INT.1)

10.6.1.1 Objectives

The objective of this sub-activity is to determine whether the defined subset of the TSF is designed and
structured such that the likelihood of flaws is reduced and that maintenance can be more readily performed

without the introduction of flaws.

1006 12— nput

THe evaluation evidence for this sub-activity is:

a)| the ST;

b)| the TOE design description;

c)| the implementation representation (if ADV_IMP is part of the claimed ass(rance);
d)| the architectural description;

e)| the documentation of the coding standards, as resulting from ALC_ TAT.

10.6.1.3 Application notes

THe role of the internals description is to provide evidence of the structure of the design and implem;d
th¢ TSF.

THe structure of the design has two aspects: the,constituent parts of the TSF and the procedurg
design the TSF. In cases where the TSF is designed in a manner consistent with the design repre

bntation of

s used to
sented by

th¢ TOE design (see ADV_TDS), the assessment of the TSF design is obvious. In cases where the design

procedures (see ALC_TAT) are being follewed, the assessment of the TSF design procedures i
obyvious.

In|cases where the TSF is implémented using procedure-based software, this structure is assess
basis of its modularity; the modules identified in the internals description are the same as the
idgntified in the TOE desigf (TOE design (ADV_TDS)). A module consists of one or more source
that cannot be decomposed-into smaller compilable units.

THe use of the assignment in this component levies stricter constraints on the subset of the T
explicitly identifiedhin the assignment ADV_INT.1.1D than on the remainder of the TSF. While the en
to [be designed.Using good engineering principles and result in a well-structured TSF, only the specif
is [specificallyyanalysed for this characteristic. The evaluator determines that the developer's app
coding standards result in a TSF that is understandable.

5 similarly

ed on the
modules
code files

SF that is
ire TSF is
ed subset
lication of

10.6.1.4 Action ADV_INT.1.1E

ntation is

ISO/IEC 15408-3 ADV_INT.1.1C: The justification shall explain the characteristics used to judge the meaning

of “well-structured”.

10.6.1.4.1 Work unit ADV_INT.1-1

The evaluator shall examine the justification to determine that it identifies the basis for determining whether

the TSF is well-structured.
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The evaluator verifies that the criteria for determining the characteristic of being well-structured are clearly
defined in the justification. Acceptable criteria typically originate from industry standards for the technology
discipline. For example, procedural software that executes linearly is traditionally viewed as well-structured if it
adheres to software engineering programming practises, such as those defined in the IEEE Standard (/EEE
Std 610.12-1990). For example, it would identify the criteria for the procedural software portions of the TSF

subset:

a) the pr

ocess used for modular decomposition,

b) coding standards used in the development of the implementation,

c) adespription of the maximum acceptable level of intermodule coupling exhibited by the TSF subset; antli

d) a despription of the minimum acceptable level of cohesion exhibited the modules of the TSF subset.

For other
programm
(e.g. sms
determinir]

ISO/IEC 1
the TSF is

10.6.1.4.2

The evalu
the TSF.

This subs
may be i

subsysten), or in terms of the implementation (e.g. enctypt.c and decrypt.c files, or the 6227 IC chip).

It is insuff]
anonymity

10.6.1.4.3

The evalu
TSF subs

The evalu
TSF subs

For example, it would,explain how the procedural software portions of the TSF subset meets the following:

a) thatt

ing), widespread commodity hardware (e.g. PC microprocessors), and special-purpose hardwa
rt-card processors) - the evaluator should seek guidance from the evaluation authority
g the adequacy of criteria for being “well-structured”.

5408-3 ADV_INT.1.2C: The TSF internals description shall demonstrate“that the assigned subsef
well-structured.

Work unit ADV_INT.1-2

ator shall check the TSF internals description to determine that it identifies the Assigned subset

bt may be identified in terms of the internals of the TSF at any layer of abstraction. For example
h terms of the structural elements of the TSFras identified in the TOE design (e.g. the au

cient to identify this subset in terms ofthe claimed SFRs (e.g. the portion of the TSF that provi
as defined in FPR_ANO.2) because this does not indicate where to focus the analysis.

Work unit ADV_INT.1-3

btor shall examine the TSF jinternals description to determine that it demonstrates that the assign
bt is well-structured.

bt meets the criteria from ADV_INT.1-1.

here is™a one-to-one correspondence between the modules identified in the TSF subset and t

modu

types of technologies used in the TOE - such as non-procedural software (e.g: object-oriented

re
for

of

of

it
dit

[1%
o

ator examines thé-internals description to ensure that it provides a sound explanation of how the

les-described in the TOE design (ADV_TDS),

b) how the TSF design is a reflection of the modular decomposition process,

c) ajustification for all instances where the coding standards were not used or met, and

d) ajustification for any coupling or cohesion outside the acceptable bounds.

10.6.1.5

10.6.1.5.1

Action ADV_INT.1.2E

Work unit ADV_INT.1-4

The evaluator shall determine that the TOE design for the assigned TSF subset is well-structured.
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The evaluator examines a sample of the TOE design to verify the accuracy of the justification. For example, a
sample of the TOE design is analysed to determine its adherence to the design standards, etc. As with all
areas where the evaluator performs activities on a subset the evaluator provides a justification of the sample
size and scope.

The description of the TOE's decomposition into subsystems and modules will make the argument that the
TSF subset is well-structured self-evident. Verification that the procedures for structuring the TSF (as
examined in ALC_TAT) are being followed will make it self-evident that the TSF subset is well-structured.

10.6.1.5.2 Work unit ADV_INT.1-5

THe evaluator shall determine that the assigned TSF subset is well-structured.

If ADV_IMP is not part of the claimed assurance, then this work unit is not applicable and is| therefore
copsidered to be satisfied.

THe evaluator examines a sample of the TSF subset to verify the accuracy of the“internals descr|ption. For
example, a sample of the procedural software portions of the TSF subset,is analysed to determine its
cohesion and coupling, its adherence to the coding standards, etc. As withlall areas where the| evaluator
performs activities on a subset the evaluator provides a justification of the sample size and scope.
10.6.2 Evaluation of sub-activity (ADV_INT.2)

10.6.2.1 Objectives

THe objective of this sub-activity is to determine whether the TSF is designed and structured sugh that the
likelihood of flaws is reduced and that maintenance can bé.more readily performed without the intrgduction of
flaws.

10.6.2.2 Input

THe evaluation evidence for this sub-activity,is:

a)| the modular design description;

b)| the implementation representation (if ADV_IMP is part of the claimed assurance);
c)| the TSF internals description;

d)| the documentation-efthe coding standards, as resulting from ALC_TAT.

10.6.2.3 Application notes

THe role of thetinternals description is to provide evidence of the structure of the design and implemegntation of

s used to
. sented by
the TOE design (see ADV_TDS), the assessment of the TSF design is obvious. In cases where the design
procedures (see ALC_TAT) are being followed, the assessment of the TSF design procedures is similarly
obvious.

In cases where the TSF is implemented using procedure-based software, this structure is assessed on the
basis of its modularity; the modules identified in the internals description are the same as the modules
identified in the TOE design (TOE design (ADV_TDS)). A module consists of one or more source code files
that cannot be decomposed into smaller compilable units.

The primary goal of this component is to ensure the TSF's implementation representation is understandable to
facilitate maintenance and analysis (of both the developer and evaluator).
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10.6.2.4

Action ADV_INT.2.1E

ISO/IEC 15408-3 ADV_INT.2.1C: The justification shall describe the characteristics used to judge the
meaning of “‘well-structured”.

10.6.2.4.1

Work unit ADV_INT.2-1

The evaluator shall examine the justification to determine that it identifies the basis for determining whether

the TSF is

well-structured.

The eval
defined in
discipline.
adheres t
Std 610.1

a) the piocess used for modular decomposition

b) codin
c) ades
d) ades
For other
programm

(e.g. sma
criteria for

atorverifies thatthecriteria for determiming—thecharacteristicof beimg—wett=structured—are—<te
the justification. Acceptable criteria typically originate from industry standards for the technolo
For example, procedural software that executes linearly is traditionally viewed as well-structured
b software engineering programming practises, such as those defined in the IEEE Standard (/E}
P-1990). For example, it would identify the criteria for the procedural software portions of .the TSF:

j standards used in the development of the implementation

cription of the maximum acceptable level of intermodule coupling exhibited by the TSF

cription of the minimum acceptable level of cohesion exhibited the modules of the TSF

types of technologies used in the TOE - such as non-pfecedural software (e.g. object-orient
ing), widespread commodity hardware (e.g. PC microprocessors), and special-purpose hardwa

t-card processors) - the evaluation authority should be“consulted for determining the adequacy
being “well-structured”.

ISO/IEC 1
structured|

10.6.2.4.2

The evalu

well-structured.

The eval

TSF meetp the criteria from ADV-INT.2-1

For exam

a) thatt
descr

b) how

rly
gy
f it
EE

ed
re
of

5408-3 ADV_INT.2.2C: The TSF internals desgrtiption shall demonstrate that the entire TSF is well-

Work unit ADV_INT.2-2

ator shall examine the TSF internals description to determine that it demonstrates that the TSF

tor examines the internals-description to ensure that it provides a sound explanation of how t

le, it would explainshow the procedural software portions of the TSF meet the following:

nere is a one<to-one correspondence between the modules identified in the TSF and the modu
bed in the TOE design (ADV_TDS)

he TSF design is a reflection of the modular decomposition process

is

c) ajust

ficatiom forattimstances where the toding standards - were ot used or et

d) ajustification for any coupling or cohesion outside the acceptable bounds

10.6.2.5

10.6.2.5.1

Action ADV_INT.2.2E

Work unit ADV_INT.2-3

The evaluator shall determine that the TOE design is well-structured.

The evaluator examines the TOE design of a sample of the TSF to verify the accuracy of the justification. For
example, a sample of the TOE design is analysed to determine its adherence to the design standards, etc. As

96

© ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

with all areas where the evaluator performs activities on a subset the evaluator provides a justification of the
sample size and scope.

The description of the TOE's decomposition into subsystems and modules will make the argument that the
TSF subset is well-structured self-evident. Verification that the procedures for structuring the TSF (as
examined in ALC_TAT) are being followed will make it self-evident that the TSF subset is well-structured.
10.6.2.5.2 Work unit ADV_INT.2-4

The evaluator shall determine that the TSF is well-structured.

If ADV_IMP is not part of the claimed assurance, then this work unit is not applicable and.is| therefore
copsidered to be satisfied.

THe evaluator examines a sample of the TSF to verify the accuracy of the internals desgription. Foif example,
a sample of the procedural software portions of the TSF is analysed to determine itsyeohesion and coupling,
its| adherence to the coding standards, etc. As with all areas where the evaluator.performs actiyities on a
supset the evaluator provides a justification of the sample size and scope.

10.6.3 Evaluation of sub-activity (ADV_INT.3)

THere is no general guidance; the scheme should be consulted for guidance on this sub-activity.
10.7 Security policy modelling (ADV_SPM)

10.7.1 Evaluation of sub-activity (ADV_SPM.1)

THere is no general guidance; the scheme should be gonsulted for guidance on this sub-activity.
10.8 TOE design (ADV_TDS)

10.8.1 Evaluation of sub-activity (ADV_TDS.1)

10.8.1.1 Input

THe evaluation evidence for this_Sub-activity is:

a)| the ST;

b)| the functional spegification;

c)| security architecture description;

d)| the TOE design.

10.8.1°2% Action ADV_TDS.1.1E

ISO/IEC 15408-3 ADV_TDS.1.1C: The design shall describe the structure of the TOE in terms of subsystems.
10.8.1.2.1 Work unit ADV_TDS.1-1

The evaluator shall examine the TOE design to determine that the structure of the entire TOE is described in
terms of subsystems.

The evaluator ensures that all of the subsystems of the TOE are identified. This description of the TOE will be

used as input to work unit ADV_TDS.1-2, where the parts of the TOE that make up the TSF are identified.
That is, this requirement is on the entire TOE rather than on only the TSF.
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The TOE (and TSF) may be described in multiple layers of abstraction (i.e. subsystems and modules)
Depending upon the complexity of the TOE, its design may be described in terms of subsystems and
modules, as described in ISO/IEC 15408-3 Annex A.4, ADV_TDS: Subsystems and Modules. At this level of
assurance, the decomposition only need be at the “subsystem” level.

In performing this activity, the evaluator examines other evidence presented for the TOE (e.g., ST, operator
user guidance) to determine that the description of the TOE in such evidence is consistent with the description
contained in the TOE design.

ISO/IEC 15408-3 ADV_TDS.1.2C: The design shall identify all subsystems of the TSF.

10.8.1.2.2] Work unit ADV_TDS.1-2
The evaluptor shall examine the TOE design to determine that all subsystems of the TSF are identified.

In work umit ADV_TDS.1-1 all of the subsystems of the TOE were identified, and a determination made that
the non-TBF subsystems were correctly characterised. Building on that work, the subsystems that were not
characterised as non-TSF subsystems should be precisely identified. The evaluator détermines that, of the
hardware |and software installed and configured according to the Preparative procedures (AGD_PRE)
guidance,|each subsystem has been accounted for as either one that is part of the TSF, or one that is not.

ISO/IEC 15408-3 ADV_TDS.1.3C: The design shall describe the behaviour of.each SFR-supporting or SAR-
non-interfering TSF subsystem in sufficient detail to determine that it is not, SFR-enforcing.

10.8.1.2.3] Work unit ADV_TDS.1-3

The evaluator shall examine the TOE design to determine that each SFR-supporting or SFR-non-interfering
subsystem of the TSF is described such that the evaluator©an determine that the subsystem is SHR-
supporting or SFR-non-interfering.

SFR-suppprting and SFR-non-interfering subsystems.do not need to be described in detail as to how they
function in the system. However, the evaluator makeS)a determination, based on the evidence provided by the
developer| that the subsystems that do not have high-level descriptions are SFR-supporting or SFR-ngn-
interferingl Note that if the developer provides-auhiform level of detailed documentation then this work unit will
be largely| satisfied, since the point of categorising the subsystems is to allow the developer to provide I¢ss
informatiop for SFR-supporting and SFR<non-interfering subsystems than for SFR-enforcing subsystems.

An SFR-qupporting subsystem iscone’ that is depended on by an SFR-enforcing subsystem in order|to
implement an SFR, but does not-play as direct a role as an SFR-enforcing subsystem. An SFR-non-interfering
subsysten is one that is not depended upon, in either a supporting or enforcing role, to implement an SFR.

ISO/IEC 15408-3 ADV_TDS'1.4C: The design shall summarise the SFR-enforcing behaviour of the SHR-
enforcing pubsystems,

10.8.1.2.4) Work-unit ADV_TDS.1-4

The evaluptor, shall examine the TOE design to determine that it provides a complete, accurate, and high-leyel

d i t haoftbha CCD nfarcina-babavioiie h LD nfarcina-—acrbavatanma
eSCFIp 10F-OtRe—orTr< oM g oCTTavioOT O thC—OoT v CTioTCimg~SUo Sy STCTITST

The developer may designate subsystems as SFR-enforcing, SFR-supporting, and SFR non-interfering, but
these “tags” are used only to describe the amount and type of information the developer must provide, and
can be used to limit the amount of information the developer has to develop if their engineering process does
not produce the documentation required. Whether the subsystems have been categorised by the developer or
not, it is the evaluator's responsibility to determine that the subsystems have the appropriate information for
their role (SFR-enforcing, etc.) in the TOE, and to obtain the appropriate information from the developer
should the developer fail to provide the required information for a particular subsystem.

SFR-enforcing behaviour refers to how a subsystem provides the functionality that implements an SFR. A
high-level description need not refer to specific data structures (although it may), but instead talks about more
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general data flow, message flow, and control relationships within a subsystem. The goal of these descriptions
is to give the evaluator enough information to understand how the SFR-enforcing behaviour is achieved. Note
that the evaluator should find unacceptable asserts of SFR-enforcement in the TOE design documentation for
this work unit. It should be noted that it is the evaluator's determination with respect to what “high-level”
means for a particular TOE, and the evaluator obtains enough information from the developer to make a
sound verdict for this work unit.

To determine completeness and accuracy, the evaluator examines other information available (e.g., functional
specification, security architecture description, implementation representation). Descriptions of functionality in
these documents should be consistent with what is provided for evidence for this work unit.

ISPD/IEC 15408-3 ADV_TDS.1.5C: The design shall provide a description of the interactions-among SFR-
enfforcing subsystems of the TSF, and between the SFR-enforcing subsystems of the (IF'SF gand other
supsystems of the TSF.

10.8.1.2.5 Work unit ADV_TDS.1-5

THe evaluator shall examine the TOE design to determine that interactions between the subsystgms of the
TSF are described.

THe goal of describing the interactions between the SFR-enforcing subsystems and other subsystems is to
help provide the reader a better understanding of how the TSF perfornis it functions. These interactipns do not
d to be characterised at the implementation level (e.g., parameters passed from one roiitine in a
supsystem to a routine in a different subsystem; global variables;“hardware signals (e.g., interrupfts) from a
hardware subsystem to an interrupt-handling subsystem), bdt’ the data elements identified for a| particular
supsystem that are going to be used by another subsystem need to be covered in this discussion. Any control
relationships between subsystems (e.g., a subsystem responsible for configuring a rule base for|a firewall
syptem and the subsystem that actually implements these’rules) should also be described.

regson for an interaction is unclear, or if there:-are SFR-related interactions (discovered, for instance, in
expmining the descriptions of subsystem behayiour) that do not appear to be described, the evaluatgr ensures
that this information is provided by the developer. However, if the evaluator can determine that irfteractions
among a particular set of subsystems, while incompletely described by the developer, will pot aid in
understanding the overall functionality jnor security functionality provided by the TSF, then the evalpator may
chpose to consider the description sufficient, and not pursue completeness for its own sake.

THe evaluators need to use their own judgementiin assessing the completeness of the descrip}on. If the

ISD/IEC 15408-3 ADV_TDS.1.6C: The mapping shall demonstrate that all behaviour described in the TOE
degsign is mapped to the ISF/s that invoke it.

10.8.1.2.6 Work unit. ADV_TDS.1-6

THe evaluator shall examine the TOE design to determine that it contains a complete and accurat¢ mapping
frdgm the TSEl\described in the functional specification to the subsystems of the TSF described in the TOE
design.

THessubsystems described in the TOE design provide a description of how the TSF works at a dethiled level
fotSER nnfnrr\ing pnrfinne of the TSE _and-ata highnr level for other pnrﬁnne of the TSE. The TSFI provide a
description of how the implementation is exercised. The evidence from the developer identifies the subsystem
that is initially involved when an operation is requested at the TSFI, and identify the various subsystems that
are primarily responsible for implementing the functionality. Note that a complete “call tree” for each TSFl is
not required for this work unit.

The evaluator assesses the completeness of the mapping by ensuring that all of the TSFI map to at least one
subsystem. The verification of accuracy is more complex.

The first aspect of accuracy is that each TSFl is mapped to a subsystem at the TSF boundary. This

determination can be made by reviewing the subsystem description and interactions, and from this information
determining its place in the architecture. The next aspect of accuracy is that the mapping makes sense. For
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instance, mapping a TSFI dealing with access control to a subsystem that checks passwords is not accurate.
The evaluator should again use judgement in making this determination. The goal is that this information aids
the evaluator in understanding the system and implementation of the SFRs, and ways in which entities at the
TSF boundary can interact with the TSF. The bulk of the assessment of whether the SFRs are described
accurately by the subsystems is performed in other work units.

10.8.1.3

10.8.1.3.1

Action ADV_TDS.1.2E

Work unit ADV_TDS.1-7

The evalu
all ST sec

The evalu
This map
be atale
(assignme

For exam
ST contai
rules were
map FDP
Instead, th
and z; FD

10.8.1.3.2
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functional
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depth kno
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not be an
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detail, the

S\tUI D: Id“ U)\dlllillc t: 1< TOE acbwity fullbt;ul Id: IUquiIUIIIGIItD dlld ti 1< TOE L;CD;SII, tU dUtGIIII;IIU t:
Lirity functional requirements are covered by the TOE design.
will likely be from a functional requirement to a set of subsystems. Note that this map may have

nts, refinements, selections) performed on the functional requirement by the ST author.

implemented in specific places within fifteen modules, it would be inadequate for the evaluator

e evaluator would map FDP_ACC.1 Subset access control (ruleA)to subsystem A, behaviours x
P _ACC.1 Subset access control (rule 2) to subsystem A, behayiqurs x, p, and q; etc.

Work unit ADV_TDS.1-8

requirements.

of the ST has a corresponding design description in the TOE design that accurately details how
e for implementing a given functional requirement, and then examine those subsystems

ately implemented.

fy the subsystems that-contribute to this mechanism's implementation. This could be done by
ly to identify the subsystems, and is not the complete analysis.

step would be~to understand what mechanism the subsystems implemented. For instance, if

scribed am~implementation of access control based on UNIX-style protection bits, the design wo
accurateninstantiation of those access control requirements present in the ST example used abo
uatorieould not determine that the mechanism was accurately implemented because of a lack

ator may construct a map between the TOE security functional requirements and the TOE~desig
el of detail below the component or even element level of the requirements, because)of operatio

ble, the FDP_ACC.1 Subset access control component contains an elementwith assignments. If {
hed, for instance, ten rules in the FDP_ACC.1 Subset access control assignment, and these ten

ator ensures that each security requirement-listed in the TOE security functional requiremetrLts
s that requirement. This requires that the evaluator identify a collection of subsystems that &

d how the requirement is implemehted. Finally, the evaluator would assess whether the requireme

at

n.
to

he

to

| ACC.1 Subset access control to one subsystem and claim the work unit had been completgd.

y1

ator shall examine the TOE design to determine that’it is an accurate instantiation of all seculity

e
re
to
nt

mple, if the ST requirements-specified a role-based access control mechanism, the evaluator would

n_

wledge or understanding of the TOE design or by work done in the previous work unit. Note that this

e
Id
e.
of

evaluator would have to assess whether all of the SFR-enforcing subsystems have been identifde,

or if adeqt

ate' detail had been Ir_\rn\/irlnd for those. cnhc\llefnmc

10.8.2 Evaluation of sub-activity (ADV_TDS.2)

10.8.2.1

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) thefu
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c) security architecture description;

d) the TOE design.

10.8.2.2 Action ADV_TDS.2.1E

ISO/IEC 15408-3 ADV_TDS.2.1C: The design shall describe the structure of the TOE in terms of subsystems.

10.8.2.2.1 Work unit ADV_TDS.2-1

Twmmmmm scribed in
tefms of subsystems.

THe evaluator ensures that all of the subsystems of the TOE are identified. This description ofthe TOE will be
used as input to work unit ADV_TDS.2-2, where the parts of the TOE that make up the.TSF arelidentified.
THat is, this requirement is on the entire TOE rather than on only the TSF.

THe TOE (and TSF) may be described in multiple layers of abstraction (i,e\_subsystems and|modules)
Dapending upon the complexity of the TOE, its design may be described¥in terms of subsygtems and
modules, as described in ISO/IEC 15408-3 Annex A.4, ADV_TDS: Subsystems and Modules. At this level of
aspurance, the decomposition only need be at the “subsystem” level.

In|performing this activity, the evaluator examines other evidencespresented for the TOE (e.g., ST|, operator
user guidance) to determine that the description of the TOE in suChevidence is consistent with the description
coptained in the TOE design.

ISD/IEC 15408-3 ADV_TDS.2.2C: The design shall identify.all subsystems of the TSF.
10.8.2.2.2 Work unit ADV_TDS.2-2

THe evaluator shall examine the TOE design to-determine that all subsystems of the TSF are identifipd.

[1%

Infjwork unit ADV_TDS.2-1 all of the subsystems of the TOE were identified, and a determination made that
the non-TSF subsystems were correctly-characterised. Building on that work the subsystems that were not
chiracterised as non- TSF subsystems should be preC|ser identified. The evaluator determines that, of the
GD_PRE)
s not.

{interfering

e system.
r, that the
subsystems that do not have detailed descr|pt|ons are SFR-non-interfering. Note that if the developer provides
a uniform level of detailed documentation then this work unit will be largely satisfied, since the point of
categorising the subsystems is to allow the developer to provide less information for SFR-non-interfering
subsystems than for SFR-enforcing and SFR-supporting subsystems.

An SFR-non-interfering subsystem is one on which the SFR-enforcing and SFR-supporting subsystems have
no dependence; that is, they play no role in implementing SFR functionality.

ISO/IEC 15408-3 ADV_TDS.2.4C: The design shall describe the SFR-enforcing behaviour of the SFR-
enforcing subsystems.
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10.8.2.2.4 Work unit ADV_TDS.2-4

The evaluator shall examine the TOE design to determine that it provides a complete, accurate, and detailed
description of the SFR-enforcing behaviour of the SFR-enforcing subsystems.

The developer may designate subsystems as SFR-enforcing, SFR-supporting, and SFR non-interfering, but
these “tags” are used only to describe the amount and type of information the developer must provide, and
can be used to limit the amount of information the developer has to develop if their engineering process does
not produce the documentation required. Whether the subsystems have been categorised by the developer or
not, it is the evaluator's responsibility to determine that the subsystems have the appropriate information for
their role (SFR cllfuu,;lly, ctu.) ir—the TCE, and—to—obtain—the applupl;atc information—from—the dcvc:ur er

should thg developer fail to provide the required information for a particular subsystem.

SFR-enfolcing behaviour refers to how a subsystem provides the functionality that implements an,SFER. WHhjile
not at the|level of an algorithmic description, a detailed description of behaviour typically discusses how the
functionality is provided in terms of what key data and data structures are, what control relationships exist
within a stibsystem, and how these elements work together to provide the SFR-enforcing behaviour. Such a
description also references SFR-supporting behaviour, which the evaluator should cansider in performing
subsequept work units.

To determine completeness and accuracy, the evaluator examines other information available (e.g., functiopal
specificatipn, security architecture description, implementation representation)x Descriptions of functionality|in
these dociiments should be consistent with what is provided for evidence for this work unit.

ISO/IEC 15408-3 ADV_TDS.2.5C: The design shall summarise the SER<supporting and SFR-non-interferjng
behaviour|of the SFR-enforcing subsystems.

10.8.2.2.5| Work unit ADV_TDS.2-5

The evaluptor shall examine the TOE design to determine-that it provides a complete and accurate high-leyel
description of the SFR-supporting and SFR-non-interfering behaviour of the SFR-enforcing subsystems.

The developer may designate subsystems as SER-enforcing, SFR-supporting, and SFR non-interfering, but
these “tags” are used only to describe the amount and type of information the developer must provide, apd
can be usgd to limit the amount of information)the developer has to develop if their engineering process does
not produg¢e the documentation required.Whether the subsystems have been categorised by the developer|or
not, it is the evaluator's responsibilityto:-determine that the subsystems have the appropriate information for
their role |(SFR-enforcing, etc.) in the/TOE, and to obtain the appropriate information from the developer
should thg developer fail to provide the required information for a particular subsystem.

In contrast to the previous worK unit, this work unit calls for the evaluator to assess the information providged
for SFR-epforcing subsystéms that is SFR-supporting or SFR-non-interfering. The goal of this assessmen{ is
two-fold. First, it should~provide the evaluator greater understanding of the way each subsystem works.
Second,

means for a partlcular TOE and the evaluator obtains enough information from the developer (even if it turns
out to be equivalent to information provided for the parts of the subsystem that are SFR-enforcing) to make a
sound verdict for this work unit.

The evaluator is cautioned, however, that “perfect” assurance is not a goal nor required by this work unit, so
judgement will have to be exercised in determine the amount and composition of the evidence required to
make a verdict on this work unit.

To determine completeness and accuracy, the evaluator examines other information available (e.g., functional

specification, security architecture description, implementation representation). Descriptions of functionality in
these documents should be consistent with what is provided for evidence for this work unit. In particular, the
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functional specification should be used to determine that the behaviour required to implement the TSF
Interfaces described by the functional specification are completely described by the subsystem, since the
behaviour will either be SFR-enforcing, SFR-supporting or SFR-non-interfering.

ISO/IEC 15408-3 ADV_TDS.2.6C: The design shall summarise the behaviour of the SFR-supporting
subsystems.

10.8.2.2.6 Work unit ADV_TDS.2-6

The evaluator shall examine the TOE design to determine that it provides a complete and accurate high-level
d e . g . _

U ~oUpPpPuU 9| U V

THe developer may designate subsystems as SFR-enforcing, SFR-supporting, and SFR non-interfering, but
thg¢se “tags” are used only to describe the amount and type of information the developer must provide, and
can be used to limit the amount of information the developer has to develop if their engineering propess does
nat produce the documentation required. Whether the subsystems have been categorised by the developer or
not, it is the evaluator's responsibility to determine that the subsystems have the appropriate information for
their role (SFR-enforcing, etc.) in the TOE, and to obtain the appropriate information from the |developer

Incontrast to the previous two work units, this work unit calls for the develeper to provide (and the eyaluator to

descriptions of the SFR-enforcing subsystems, as well as by the descriptions of interactions in|work unit
ADV_TDS.2-7. The goal of evaluator's assessment, like that forthe previous work unit, is two-fold. First, it

Sgcond, the evaluator determines that the behaviour is described in enough detail so that the way in[which the
supsystem supports the SFR-enforcing behaviour is cleariand that the behaviour is not itself SFR{enforcing.
THe information provided for SFR-supporting subsystem’s behaviour does not have to be as detailpd as that
provided by the SFR-enforcing behaviour. For example, data structures or data items that do not|pertain to
SHR-enforcing functionality will likely not need-i6* be described in detail, if at all. It is the gvaluator's
determination, however, with respect to what \*high-level” means for a particular TOE, and the| evaluator
obtains enough information from the developer (even if it turns out to be equivalent to information provided for
th¢ parts of the subsystem that are SFR-enforcing) to make a sound verdict for this work unit.

THe evaluator is cautions, however,(that “perfect” assurance is not a goal nor required by this work unit, so
judgement will have to be exerciséd in determine the amount and composition of the evidence rgquired to
make a verdict on this work unit:

Td determine completeness and accuracy, the evaluator examines other information available (e.g.,|functional
specification, security architecture description, implementation representation). Descriptions of funcfionality in
th¢se documents should be consistent with what is provided for evidence for this work unit. In parficular, the
fumctional specification should be used to determine that the behaviour required to implemen{ the TSF
Interfaces descfibed by the functional specification are completely described by the subsystem.

ISPD/IEC 15408-3 ADV_TDS.2.7C: The design shall provide a description of the interactions among all
subsystems of the TSF.

1

DV_TDS 2-7

The evaluator shall examine the TOE design to determine that interactions between the subsystems of the
TSF are described.

The goal of describing the interactions between the subsystems is to help provide the reader a better
understanding of how the TSF performs it functions. These interactions do not need to be characterised at the
implementation level (e.g., parameters passed from one routine in a subsystem to a routine in a different
subsystem; global variables; hardware signals (e.g., interrupts) from a hardware subsystem to an interrupt-
handling subsystem), but the data elements identified for a particular subsystem that are going to be used by
another subsystem need to be covered in this discussion. Any control relationships between subsystems (e.g.,
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a subsystem responsible for configuring a rule base for a firewall system and the subsystem that actually
implements these rules) should also be described.

It should be noted while the developer should characterise all interactions between subsystems, the
evaluators need to use their own judgement in assessing the completeness of the description. If the reason for
an interaction is unclear, or if there are SFR-related interactions (discovered, for instance, in examining the
descriptions of subsystem behaviour) that do not appear to be described, the evaluator ensures that this
information is provided by the developer. However, if the evaluator can determine that interactions among a
particular set of subsystems, while incompletely described by the developer, will not aid in understanding the
overall functionality nor security functionality provided by the TSF, then the evaluator may choose to consider

1 BHar-aEfiaiani—and-rnatora: maletanacaforit PN
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ISO/IEC 15408-3 ADV_TDS.2.8C: The mapping shall demonstrate that all behaviour described in_the-TOE
design is mapped to the TSFls that invoke it.

10.8.2.2.8] Work unit ADV_TDS.2-8

The evaluptor shall examine the TOE design to determine that it contains a complete and accurate mappihg
from the TSFI described in the functional specification to the subsystems of the TSFE{described in the TOE
design.

The subsystems described in the TOE design provide a description of how the TSF works at a detailed leyel
for SFR-epforcing portions of the TSF, and at a higher level for other portions-of the TSF. The TSFI provideg a
description of how the implementation is exercised. The evidence from the ‘developer identifies the subsyst¢m
that is initfally involved when an operation is requested at the TSFI, and‘identify the various subsystems that
are primafily responsible for implementing the functionality. Note that a complete “call tree” for each TSFl|is
not required for this work unit.

The evaluptor assesses the completeness of the mapping by‘ensuring that all of the TSFI map to at least ohe
subsysten. The verification of accuracy is more complex,

The first pspect of accuracy is that each TSFI jsymapped to a subsystem at the TSF boundary. This
determination can be made by reviewing the subsystem description and interactions, and from this informatipn
determinirg its place in the architecture. The.néxt aspect of accuracy is that the mapping makes sense. Hor
instance, mapping a TSFI dealing with access)control to a subsystem that checks passwords is not accurate.
The evaluptor should again use judgement in making this determination. The goal is that this information aids
the evalugtor in understanding the system and implementation of the SFRs, and ways in which entities at the
TSF boundary can interact with the \TLSF. The bulk of the assessment of whether the SFRs are described
accurately| by the subsystems is performed in other work units.

10.8.2.3 |Action ADV_TDS.2.2E
10.8.2.3.1] Work unit‘ADV_TDS.2-9

The evaluptor shalllexamine the TOE security functional requirements and the TOE design, to determine that
all ST seclirity, functional requirements are covered by the TOE design.

The evaluater+as d oG Hnctionalrequirementsand-the TC gn.
This map will likely be from a functional requirement to a set of subsystems. Note that this map may have to
be at a level of detail below the component or even element level of the requirements, because of operations
(assignments, refinements, selections) performed on the functional requirement by the ST author.

For example, the FDP_ACC.1 Subset access control component contains an element with assignments. If the
ST contained, for instance, ten rules in the FDP_ACC.1 Subset access control assignment, and these ten
rules were implemented in specific places within fifteen modules, it would be inadequate for the evaluator to
map FDP_ACC.1 Subset access control to one subsystem and claim the work unit had been completed.
Instead, the evaluator would map FDP_ACC.1 Subset access control (rule 1) to subsystem A, behaviours x, v,
and z; FDP_ACC.1 Subset access control (rule 2) to subsystem A, behaviours x, p, and q; etc.
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10.8.2.3.2 Work unit ADV_TDS.2-10

The evaluator shall examine the TOE design to determine that it is an accurate instantiation of all security
functional requirements.

The evaluator ensures that each security requirement listed in the TOE security functional requirements
subclause of the ST has a corresponding design description in the TOE design that accurately details how the
TSF meets that requirement. This requires that the evaluator identify a collection of subsystems that are
responsible for implementing a given functional requirement, and then examine those subsystems to
understand how the requirement is implemented. Finally, the evaluator would assess whether the requirement

. g N 1 $ol
wgs—accuraterytmprementea:

Aq an example, if the ST requirements specified a role-based access control mechanism, the €valuator would
firgt identify the subsystems that contribute to this mechanism's implementation. This could/be dpne by in-
defpth knowledge or understanding of the TOE design or by work done in the previous wark-unit. Note that this
trgdce is only to identify the subsystems, and is not the complete analysis.

THe next step would be to understand what mechanism the subsystems implémented. For instance, if the
design described an implementation of access control based on UNIX-style protection bits, the degign would
not be an accurate instantiation of those access control requirements present'in the ST example used above.
If the evaluator could not determine that the mechanism was accurately-implemented because of a lack of
dettail, the evaluator would have to assess whether all of the SFR-enfdrcing subsystems have beenlidentified,
or|if adequate detail had been provided for those subsystems.

10.8.3 Evaluation of sub-activity (ADV_TDS.3)
10.8.3.1 Objectives

THe objective of this sub-activity is to determine whether the TOE design provides a description of the TOE in
tefms of subsystems sufficient to determine the TSF boundary, and provides a description of the TSF internals
in [terms of modules (and optionally higher-level~abstractions). It provides a detailed description off the SFR-
enforcing modules and enough information @bout the SFR-supporting and SFR-non-interfering mpdules for
the¢ evaluator to determine that the SFRs are completely and accurately implemented; as such| the TOE
design provides an explanation of the implementation representation.

10.8.3.2 Input

THe evaluation evidence for-this sub-activity is:
a)| the ST;

b)| the functional specification;

c)| security-architecture description;

d)| the'\TOE design.

10-8-33—Applicationnotes

There are three types of activity that the evaluator must undertake with respect to the TOE design. First, the
evaluator determines that the TSF boundary has been adequately described. Second, the evaluator
determines that the developer has provided documentation that conforms to the content and presentation
requirements for this subsystem, and that is consistent with other documentation provided for the TOE.
Finally, the evaluator must analyse the design information provided for the SFR-enforcing modules (at a
detailed level) and the SFR-supporting and SFR-non-interfering modules (at a less detailed level) to
understand how the system is implemented, and with that knowledge ensure that the TSFI in the functional
specification are adequately described, and that the test information adequately tests the TSF (done in the
Class ATE: Tests work units).
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It is important to note that while the developer is obligated to provide a complete description of the TSF
(although SFR-enforcing modules will have more detail than the SFR-supporting or SFR-non-interfering
modules), the evaluator is expected to use their judgement in performing their analysis. While the evaluator is
expected to look at every module, the detail to which they examine each module may vary. The evaluator
analyses each module in order to gain enough understanding to determine the effect of the functionality of the
module on the security of the system, and the depth to which they need to analyse the module may vary
depending on the module's role in the system. An important aspect of this analysis is that the evaluator should
use the other documentation provided (TSS, functional specification, security architecture description, and the
TSF internal document) in order to determine that the functionality that is described is correct, and that the
implicit designation of SFR-supporting or SFR-non-interfering modules (see below) is supported by their role
in the system-arehitecture-

The develpper may designate modules as SFR-enforcing, SFR-supporting, and SFR non-interfering, butthgse
“tags” are|used only to describe the amount and type of information the developer must provide, ,and can pe
used to Iimﬂt the amount of information the developer has to develop if their engineering process does not
produce the documentation required. Whether the modules have been categorised by the developer or noff it
is the evajuator's responsibility to determine that the modules have the appropriate information for their role
(SFR-enfgrcing, etc.) in the TOE, and to obtain the appropriate information from the developer should the
developer|fail to provide the required information for a particular module.

10.8.3.4 |Action ADV_TDS.3.1E
ISO/IEC 15408-3 ADV_TDS.3.1C: The design shall describe the structure of the TOE in terms of subsystents.
10.8.3.4.1 Work unit ADV_TDS.3-1

in

The evaluptor shall examine the TOE design to determine that the structure of the entire TOE is described
terms of subsystems.

The evaluptor ensures that all of the subsystems of the TOE are identified. This description of the TOE will pe
used as ipput to work unit ADV_TDS.3-2, where the parts of the TOE that make up the TSF are identifig¢d.
That is, th|s requirement is on the entire TOE rather than on only the TSF.

The TOE|(and TSF) may be described in multiple layers of abstraction (i.e. subsystems and moduleg).
Depending upon the complexity of the TOE," its design may be described in terms of subsystems aphd
modules, |as described in ISO/IEC 15408-3 Annex A.4, ADV_TDS: Subsystems and Modules. For a vIry
simple TQE that can be described sadlely at the “module” level (see ADV_TDS.3-2), this work unit is fot
applicablgl and therefore considered-to-be satisfied.

In performing this activity, thesevaluator examines other evidence presented for the TOE (e.g., ST, operajor
user guidgnce) to determine-that the description of the TOE in such evidence is consistent with the description
contained|in the TOE design:

ISO/IEC 15408-3 ADV/ TDS.3.2C: The design shall describe the TSF in terms of modules.

10.8.3.4.2] Work-unit ADV_TDS.3-2

The evall
modules.

The evaluator will examine the modules for specific properties in other work units; in this work unit the
evaluator determines that the modular description covers the entire TSF, and not just a portion of the TSF.
The evaluator uses other evidence provided for the evaluation (e.g., functional specification, security
architecture description) in making this determination. For example, if the functional specification contains
interfaces to functionality that does not appear to be described in the TOE design description, it may be the
case that a portion of the TSF has not been included appropriately. Making this determination will likely be an
iterative process, where as more analysis is done on the other evidence, more confidence can be gained with
respect to the completeness of the documentation.
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Unlike subsystems, modules describe the implementation in a level of detail that can serve as a guide to
reviewing the implementation representation. A description of a module should be such that one could create
an implementation of the module from the description, and the resulting implementation would be 1) identical
to the actual TSF implementation in terms of the interfaces presented and used by the module, and 2)
algorithmically identical to the TSF module. For instance, RFC 793 provides a high-level description of the
TCP protocol. It is necessarily implementation independent. While it provides a wealth of detail, it is not a
suitable design description because it is not specific to an implementation. An actual implementation can add
to the protocol specified in the RFC, and implementation choices (for instance, the use of global data vs. local
data in various parts of the implementation) may have an impact on the analysis that is performed. The design
description of the TCP module would list the interfaces presented by the implementation (rather than just
these-defiredHrRFGFI3—as-wel-as—an-algerithm-deseription-of-theprocessing-asseciated-with-the modules
implementing TCP (assuming it was part of the TSF).

ISD/IEC 15408-3 ADV_TDS.3.3C: The design shall identify all subsystems of the TSF.

10.8.3.4.3 Work unit ADV_TDS.3-3

[1%

THe evaluator shall examine the TOE design to determine that all subsystems of the TSF are identifipd.
If fhe design is presented solely in terms of modules, then subsystems in thése requirements are eqpivalent to
maodules and the activity should be performed at the module level.

Infwork unit ADV_TDS.3-1 all of the subsystems of the TOE were identified, and a determination made that
th¢ non-TSF subsystems were correctly characterised. Building-on that work, the subsystems thaj were not
chigracterised as non-TSF subsystems should be precisely identified. The evaluator determines that, of the
hardware and software installed and configured according to the Preparative procedures (AGD_PRE)
guidance, each subsystem has been accounted for as either-one that is part of the TSF, or one that {s not.

ISD/IEC 15408-3 ADV_TDS.3.4C: The design shall previde a description of each subsystem of the TSF.
10.8.3.4.4 Work unit ADV_TDS.3-4

THe evaluator shall examine the TOE design to determine that each subsystem of the TSF descrifes its role
in the enforcement of SFRs described.in‘the ST.

If fhe design is presented solely«in terms of modules, then this work unit will be considered satisfled by the
aspessment done in subsequentiwork units; no explicit action on the part of the evaluator is necesdary in this
case.

On systems that are complex enough to warrant a subsystem-level description of the TSF in addifion to the
maodular description;.the goal of the subsystem-level description is to give the evaluator contgxt for the
maodular description~that follows. Therefore, the evaluator ensures that the subsystem-level description
coptains a description of how the security functional requirements are achieved in the design, but af a level of
abstraction above the modular description. This description should discuss the mechanisms used|at a level
that is aligned with the module description; this will provide the evaluators the road map needed to iptelligently
aspess the information contained in the module description. A well-written set of subsystem descriptions will
help-guide the evaluator in determining the modules that are most important to examine, thus fogusing the
eveluation-activity on the portions of the hat have the most relevance with respe o-the enfoidcement of

the SFRs.

The evaluator ensures that all subsystems of the TSF have a description. While the description should focus
on the role that the subsystem plays in enforcing or supporting the implementation of the SFRs, enough
information must be present so that a context for understanding the SFR-related functionality is provided.

ISO/IEC 15408-3 ADV_TDS.3.5C: The design shall provide a description of the interactions among all
subsystems of the TSF.
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10.8.3.4.5 Work unit ADV_TDS.3-5

The evaluator shall examine the TOE design to determine that interactions between the subsystems of the
TSF are described.

If the design is presented solely in terms of modules, then this work unit will be considered satisfied by the
assessment done in subsequent work units; no explicit action on the part of the evaluator is necessary in this
case.

On systems that are complex enough to warrant a subsystem -level descrlptlon of the TSF in add|t|on to the

module-lepel documentation) that do not appear to be described, the evaluatorensures that this information| is
provided hyy the developer. However, if the evaluator can determine that/interactions among a particular sef| of
subsystenps, while incompletely described by the developer, and @’ complete description will not aid|in
understanding the overall functionality nor security functionality provided by the TSF, then the evaluator may
choose to|consider the description sufficient, and not pursue completeness for its own sake.

ISO/IEC 15408-3 ADV_TDS.3.6C: The design shall provide asmapping from the subsystems of the TSF to the
modules qf the TSF.

10.8.3.4.6) Work unit ADV_TDS.3-6

The evaluptor shall examine the TOE design.to.determine that the mapping between the subsystems of the
TSF and the modules of the TSF is complete.

If the design is presented solely in terms:of modules, then this work unit is considered satisfied.

For TOEs that are complex enough”to warrant a subsystem-level description of the TSF in addition to the
modular description, the developer provides a simple mapping showing how the modules of the TSF gre
allocated [to the subsystems. This will provide the evaluator a guide in performing their module-leyel
assessment. To determine,completeness, the evaluator examines each mapping and determines that [all
subsystenis map to at least one module, and that all modules map to exactly one subsystem.

10.8.3.4.7| Work-unit ADV_TDS.3-7

The evaluptor, shall examine the TOE design to determine that the mapping between the subsystems of t’we
TSF and thesmodules-of-the-TSEis-accurate-

If the design is presented solely in terms of modules, then this work unit is considered satisfied.

For TOEs that are complex enough to warrant a subsystem-level description of the TSF in addition to the
modular description, the developer provides a simple mapping showing how the modules of the TSF are
allocated to the subsystems. This will provide the evaluator a guide in performing their module-level
assessment. The evaluator may choose to check the accuracy of the mapping in conjunction with performing
other work units. An “inaccurate” mapping is one where the module is mistakenly associated with a subsystem
where its functions are not used within the subsystem. Because the mapping is intended to be a guide
supporting more detailed analysis, the evaluator is cautioned to apply appropriate effort to this work unit.
Expending extensive evaluator resources verifying the accuracy of the mapping is not necessary.

108 © ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

Inaccuracies that lead to mis-understandings related to the design that are uncovered as part of this or other
work units are the ones that should be associated with this work unit and corrected.

ISO/IEC 15408-3 ADV_TDS.3.7C: The design shall describe each SFR-enforcing module in terms of its
purpose and interaction with other modules.

10.8.3.4.8 Work unit ADV_TDS.3-8

The evaluator shall examine the TOE design to determine that the description of the purpose of each SFR-
enforcing module is complete and accurate.

THe developer may designate modules as SFR-enforcing, SFR-supporting, and SFR non-interfering| but these
“tdgs” are used only to describe the amount and type of information the developer must provide; ahd can be
used to limit the amount of information the developer has to develop if their engineering -procesy does not
produce the documentation required. Whether the modules have been categorised by the developgr or not, it
is the evaluator's responsibility to determine that the modules have the appropriate information for their role
(SFR-enforcing, etc.) in the TOE, and to obtain the appropriate information from 'the developer should the
dgveloper fail to provide the required information for a particular module.

THe purpose of a module provides a description indicating what function(the module is fulfilling. A word of
caption to evaluator is in order. The focus of this work unit should)be to provide the evaluator an
understanding of how the module works so that determinations can‘be made about the soundngss of the
implementation of the SFRs, as well as to support architectural analysis performed for ADV_ARC component.
Aq long as the evaluator has a sound understanding of the module's operation, and its relationship to other
maodules and the TOE as a whole, the evaluator should consider'the objective of the work achievgd and not
engage in a documentation exercise for the developer (by.requiring, for example, a complete glgorithmic
description for a self-evident implementation representation):

ISD/IEC 15408-3 ADV_TDS.3.8C: The design shall describe each SFR-enforcing module in terms ¢f its SFR-
related interfaces, return values from those interfaces, interaction with and called interfaces to other modules.

10.8.3.4.9 Work unit ADV_TDS.3-9
THe evaluator shall examine the TOE.désign to determine that the description of the interfaces prgsented by

each SFR-enforcing module contain‘an accurate and complete description of the SFR-related paranmeters, the
inyocation conventions for each interface, and any values returned directly by the interface.

THe SFR-related interfaces of:a’module are those interfaces used by other modules as a means to |nvoke the
SHR-related operations provided, and to provide inputs to or receive outputs from the module. The purpose in
the specification of these-interfaces is to permit the exercise of them during testing. Inter-module[interfaces
that are not SFR-related need not be specified or described, since they are not a factor in testing | Likewise,
other internal inteffaces that are not a factor in traversing SFR-related paths of execution (such as those
internal paths that-are fixed) need not be specified or described, since they are not a factor in testing|.

SHR-relatedinterfaces are described in terms of how they are invoked, and any values that are returned. This
description” would include a list of SFR-related parameters, and descriptions of these parameters.|Note that
glgbal data would also be considered parameters if used by the module (either as inputs or outputs) when
invoked a parameter were expected to take on a set of values (e.g.a “flag” paramete he complete set of
values the parameter could take on that would have an effect on module processing would be specified.
Likewise, parameters representing data structures are described such that each field of the data structure is
identified and described. Note that different programming languages may have additional “interfaces” that
would be non-obvious; an example would be operator/function overloading in C++. This “implicit interface” in
the class description would also be described as part of the low-level TOE design. Note that although a
module could present only one interface, it is more common that a module presents a small set of related
interfaces.

In terms of the assessment of parameters (inputs and outputs) to a module, any use of global data must also

be considered. A module “uses” global data if it either reads or writes the data. In order to assure the
description of such parameters (if used) is complete, the evaluator uses other information provided about the
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module in the TOE design (interfaces, algorithmic description, etc.), as well as the description of the particular
set of global data assessed in work unit ADV_TDS.3-9. For instance, the evaluator could first determine the
processing the module performs by examining its function and interfaces presented (particularly the
parameters of the interfaces). They could then check to see if the processing appears to “touch” any of the
global data areas identified in the TOE design. The evaluator then determines that, for each global data area
that appears to be “touched”, that global data area is listed as a means of input or output by the module the
evaluator is examining.

Invocation conventions are a programming-reference-type description that one could use to correctly invoke a
module's interface if one were writing a program to make use of the module's functionality through that
interface. s “vG" ““":v‘G-':‘G OthHpu "‘-G‘G ay—SetuP 8 FRay-—Hheea1to—He—PeHo ed
with respgct to global variables.

Values refurned through the interface refer to values that are either passed through parameters or messaggs;
values thgt the function call itself returns in the style of a “C” program function call; or values passed through
global megns (such as certain error routines in *ix-style operating systems).

In order tq assure the description is complete, the evaluator uses other information provided about the moddile
in the TOE design (e.g., algorithmic description, global data used) to ensure that it appears all data necessgry
for performing the functions of the module is presented to the module, and that anyvalues that other modules
expect thd module under examination to provide are identified as being returned by,the module. The evaluajor
determinefs accuracy by ensuring that the description of the processing matches the information listed jas
being pasged to or from an interface.

Because the modules are at such a low level, it may be difficult determine completeness and accurdcy
impacts from other documentation, such as operational user guidance, the functional specification, the TEF
internals, pr the security architecture description. However, the evaluator uses the information present in those
documentp to the extent possible to help ensure that the purposeiis accurately and completely described. This
analysis gan be aided by the analysis performed for the work: units for the ADV_TDS.3.10C element, which
maps the [I'SFI in the functional specification to the modules of the TSF.

ISO/IEC 15408-3 ADV_TDS.3.9C: The design shalkdescribe each SFR-supporting or SFR-non-interfering
module in|terms of its purpose and interaction with other modules.

10.8.3.4.10 Work unit ADV_TDS.3-10

The evalyator shall examine the TOE:design to determine that SFR-supporting and SFR-non-interfering
modules gre correctly categorised.

In the cages where the developer has provided different amounts of information for different modules, pn
implicit cgtegorisation has been done. That is, modules (for instance) with detail presented on their SHR-
related interfaces (see ADV,~TDS.3.10C) are candidate SFR-enforcing modules, although examination by the
evaluator [may lead to<a-determination that some set of them are SFR-supporting or SFR-non-interfering.
Those with only a description of their purpose and interaction with other modules (for instance) are “implicitly
categorisgd” as SER-supporting or SFR-non-interfering.

In these dases; a key focus of the evaluator for this work unit is attempting to determine from the evidence
provided floreach module implici ateqaorised 3 R-supporting o R-nan-interfering and the evaluation
information about other modules (in the TOE design, the functional specification, the security architecture
description, and the operational user guidance), whether the module is indeed SFR-supporting or SFR-non-
interfering. At this level of assurance some error should be tolerated; the evaluator does not have to be
absolutely sure that a given module is SFR-supporting or SFR-non-interfering, even though it is labelled as
such. However, if the evidence provided indicates that a SFR-supporting or SFR-non-interfering module is
SFR-enforcing, the evaluator requests additional information from the developer in order to resolve the
apparent inconsistency. For instance, suppose the documentation for Module A (an SFR-enforcing module)
indicates that it calls Module B to perform an access check on a certain type of construct. When the evaluator
examines the information associated with Module B, they find that all the developer has provided is a purpose
and a set of interactions (thus implicitly categorising Module B as SFR-supporting or SFR-non-interfering). On
examining the purpose and interactions from Module A, the evaluator finds no mention of Module B
performing any access checks, and Module A is not listed as a module with which Module B interacts. At this
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point the evaluator should approach the developer to resolve the discrepancies between the information
provided in Module A and that in Module B.

Another example would be where the evaluator examines the mapping of the TSFI to the modules as provided
by ADV_TDS.3.2D. This examination shows that Module C is associated with an SFR requiring identification
of the user. Again, when the evaluator examines the information associated with Module C, they find that all
the developer has provided is a purpose and a set of interactions (thus implicitly categorising Module C as
SFR-supporting or SFR-non-interfering). Examining the purpose and interactions presented for Module C, the
evaluator is unable to determine why Module C, listed as mapping to a TSFI concerned with user
identification, would not be classified as SFR-enforcing. Again, the evaluator should approach the developer

t Ihathia ol OIS OA
O [FESOrvethis urSorouaricys

A [final example is from the opposite point of view. As before, the developer has provided i:l:formation
aspociated with Module D consisting of a purpose and a set of interactions (thus implicitly categorising Module
D ps SFR-supporting or SFR-non-interfering). The evaluator examines all of the evidence'provided| including
thé purpose and interactions for Module D. The purpose appears to give a meaningful description of Module
D's function in the TOE, the interactions are consistent with that description, and there is nothing {o indicate
that Module D is SFR-enforcing. In this case, the evaluator should not demand more information about
Module D “just be to sure” it is correctly categorised. The developer has met their-obligations and the resulting
aspurance the evaluator has in the implicit categorisation of Module D is/(by "definition) approprigte for this
aspurance level.

10.8.3.4.11 Work unit ADV_TDS.3-11

THe evaluator shall examine the TOE design to determine that the description of the purpose of gach SFR-
supporting or SFR-non-interfering module is complete and accurate.

THe description of the purpose of a module indicates what function the module is fulfilling. |From the
description, the evaluator should be able to obtain a general idea of the module's role. In order to @ssure the
description is complete, the evaluator uses the information provided about the module's interactions|with other
modules to assess whether the reasons for the module being called are consistent with the module's$ purpose.
If the interaction description contains functionality that is not apparent from, or in conflict with, thg module's
purpose, the evaluator needs to determine whether the problem is one of accuracy or of completgness. The
evpluator should be wary of purposes.that are too short, since meaningful analysis based on a ong-sentence
purpose is likely to be impossible.

In [these cases, a key focus ofithe evaluator for this work unit is attempting to determine from thg evidence
provided for each module implicitly categorised as SFR-supporting or SFR-non-interfering and the pvaluation
information about other modules (in the TOE design, the functional specification, the security afchitecture
description, and the operational user guidance), whether the module is indeed SFR-supporting or|SFR-non-
interfering. At this level’of assurance some error should be tolerated; the evaluator does not hpve to be
absolutely sure that @ given module is SFR-supporting or SFR-non-interfering, even though it is labelled as
such. However{if-the evidence provided indicates that a SFR-supporting or SFR-non-interfering [module is
SHR-enforcing/the evaluator requests additional information from the developer in order to rgsolve the
apparent_inconsistency. For instance, suppose the documentation for Module A (an SFR-enforcing module)
indicatessthat it calls Module B to perform an access check on a certain type of construct. When the evaluator
expmines the information associated with Module B, they find that all the developer has provided is fa purpose
and a’set of interactions (thus implici ategorising Module B 3 R-supporting o R-non-interfering). On
examining the purpose and interactions from Module A, the evaluator finds no mention of Module B
performing any access checks, and Module A is not listed as a module with which Module B interacts. At this
point the evaluator should approach the developer to resolve the discrepancies between the information
provided in Module A and that in Module B.

10.8.3.4.12 Work unit ADV_TDS.3-12

The evaluator shall examine the TOE design to determine that the description of a SFR-supporting or SFR-
non-interfering module's interaction with other modules is complete and accurate.

It is important to note that, in terms of the Part 3 requirement and this work unit, the term interaction is
intended to convey less rigour than interface. An interaction does not need to be characterised at the
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implementation level (e.g., parameters passed from one routine in a module to a routine in a different module;
global variables; hardware signals (e.g., interrupts) from a hardware subsystem to an interrupt-handling
subsystem), but the data elements identified for a particular module that are going to be used by another
module should be covered in this discussion. Any control relationships between modules (e.g., a module
responsible for configuring a rule base for a firewall system and the module that actually implements these
rules) should also be described.

Because the modules are at such a low level, it may be difficult determine completeness and accuracy
impacts from other documentation, such as operational user guidance, the functional specification, the
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s interaction with other modules goes beyond just a call-tree-type document. The tinteraction
from a functional perspective of why a module interacts with other modules. The module's purpo
what functions the module provides to other modules; the interactions should idescribe what {
pends on from other modules in order to accomplish this function.

he modules are at such a low level, it may be difficult determine completeness and accurg
om other documentation, such as operational user guidance, the (functional specification, t
chitecture description, or the TSF internals document. However, thé:evaluator uses the informati
those documents to the extent possible to help ensure that the\interactions are accurately a
described.

5408-3 ADV_TDS.3.10C: The mapping shall demonstratexthat all behaviour described in the T(
mapped to the TSFIs that invoke it.

3 Work unit ADV_TDS.3-13

ptor shall examine the TOE design to determine that it contains a complete and accurate mappi
SFI described in the functional specificationyto the modules of the TSF described in the TOE desig

les described in the TOE design provide a description of the implementation of the TSF. The TS
description of how the implementation is exercised. The evidence from the developer identifies t
bt is initially invoked when an opeération is requested at the TSFI, and identifies the chain of modul
b to the module that is primafily:responsible for implementing the functionality. However, a complg
r each TSFI is not required‘for this work unit. The cases in which more than one module would ha
tified are where there are*“entry point” modules or wrapper modules that have no functionality oth
tioning inputs or desmultiplexing an input. Mapping to one of these modules would not provide a
rmation to the evaluator.

btor assessesthe completeness of the mapping by ensuring that all of the TSFI map to at least o]
he verification of accuracy is more complex.
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om_‘ether documentation, such as operational user guidance, the functional specification,

present in those documents to the extent possible to help ensure that the interactions are accurately and
completely described.

10.8.3.5 Action ADV_TDS.3.2E
10.8.3.5.1 Work unit ADV_TDS.3-14

The evaluator shall examine the TOE security functional requirements and the TOE design, to determine that
all ST security functional requirements are covered by the TOE design.
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The evaluator may construct a map between the TOE security functional requirements and the TOE design.
This map will likely be from a functional requirement to a set of subsystems, and later to modules. Note that
this map may have to be at a level of detail below the component or even element level of the requirements,
because of operations (assignments, refinements, selections) performed on the functional requirement by the
ST author.

For example, the FDP_ACC.1 Subset access control component contains an element with assignments. If the
ST contained, for instance, ten rules in the FDP_ACC.1 Subset access control assignment, and these ten
rules were implemented in specific places within fifteen modules, it would be inadequate for the evaluator to
map FDP_ACC.1 Subset access control to one subsystem and claim the work un|t had been completed
and z of

3l security

E design.

bperations

htor would
i$ could be
work unit.

ign bits, the
[ example
ecause of
i modules

have been identified, or if adequate detail.lhad been provided for those subsystems and modules.

10.8.4 Evaluation of sub-activity (ADV_TDS.4)
10.8.4.1 Objectives

THe objective of this sub=activity is to determine whether the TOE design provides a description of the TOE in
tems of subsystems:sufficient to determine the TSF boundary, and provides a description of the TSF internals
in [terms of modules-(and optionally higher-level abstractions). It provides a detailed description off the SFR-
enforcing and_SFR-supporting modules and enough information about the SFR-non-interfering mpdules for
the¢ evaluator to determine that the SFRs are completely and accurately implemented; as such} the TOE
design provides an explanation of the implementation representation.

10.8:4.2 Input

The evaluation evidence for this sub-activity is:
a) the ST;

b) the functional specification;

c) security architecture description;

d) the TOE design.
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10.8.4.3 Application notes

There are three types of activity that the evaluator must undertake with respect to the TOE design. First, the
evaluator determines that the TSF boundary has been adequately described. Second, the evaluator
determines that the developer has provided documentation that conforms to the content and presentation
requirements this subsystem, and that is consistent with other documentation provided for the TOE. Finally,
the evaluator must analyse the design information provided for the SFR-enforcing modules (at a detailed
level) and the SFR-supporting and SFR-non-interfering modules (at a less detailed level) to understand how
the system is implemented, and with that knowledge ensure that the TSFI in the functional specification are
adequately described, and that the test information adequately tests the TSF (done in the Class ATE: Tests
work unitsy-

10.8.4.4 |Action ADV_TDS.4.1E

g

ISO/IEC 15408-3 ADV_TDS.4.1C: The design shall describe the structure of the TOE in terms ofi,subsystem

10.8.4.4.1 Work unit ADV_TDS.4-1

The evaluptor shall examine the TOE design to determine that the structure of the entife TOE is described
terms of subsystems.

n

The evaluptor ensures that all of the subsystems of the TOE are identified. This description of the TOE will pe
used as ipput to work unit ADV_TDS.4-5, where the parts of the TOE that make up the TSF are identifig¢d.
That is, th|s requirement is on the entire TOE rather than on only the TSF:

The TOE| (and TSF) may be described in multiple layers of abstraction (i.e. subsystems and modulgs)
Depending upon the complexity of the TOE, its design may be”described in terms of subsystems ahd
modules, |as described in ISO/IEC 15408-3 Annex A.4, ADV..TDS: Subsystems and Modules. For a véry
simple TQE that can be described solely at the “module’ level (see ADV_TDS.4-3), this work unit is fot
applicablgl and therefore considered to be satisfied.

In performing this activity, the evaluator examines.ather evidence presented for the TOE (e.g., ST, operator
user guidgnce) to determine that the description of the TOE in such evidence is consistent with the descriptipn
contained|in the TOE design.

10.8.4.4.2] Work unit ADV_TDS.4-2

The evaldator shall examine the DS documentation to determine that the semiformal notation used for
describind the subsystems, modulesand their interfaces is defined or referenced.

A semiforinal notation can be€ither defined by the sponsor or a corresponding standard be referenced. The
evaluator [should providel 8 mapping of security functions and their interfaces outlining in what part of the
documentption a function or interface is semiformal described and what notation is used. The evaluaIc’)r
examines|all semifermal notations used to make sure that they are of a semiformal style and to justify
appropriateness ofithe manner how the semiformal notations are used for the TOE.

semlformal notatlons used in the functlonal specmcatlon shall be deflned or a correspondlng standard be
referenced. The evaluator verifies that the semiformal notations used for expressing the functional
specification are capable of expressing features relevant to security. In order to determine this, the evaluator
can refer to the SFR and compare the TSF security features stated in the ST and those described in the FSP
using the semiformal notations.

ISO/IEC 15408-3 ADV_TDS.4.2C: The design shall describe the TSF in terms of modules, designating each
module as SFR-enforcing, SFR-supporting, or SFR-non-interfering.
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10.8.4.4.3 Work unit ADV_TDS.4-3

The evaluator shall examine the TOE design to determine that the entire TSF is described in terms of
modules.

The evaluator will examine the modules for specific properties in other work units; in this work unit the
evaluator determines that the modular description covers the entire TSF, and not just a portion of the TSF.
The evaluator uses other evidence provided for the evaluation (e.g., functional specification, architectural
description) in making this determination. For example, if the functional specification contains interfaces to
functionality that does not appear to be described in the TOE design description, it may be the case that a
portier—of-the rashotbeernincladed—appropriately—vaking—this—determinatiom—wilHikelye—an iterative
process, where as more analysis is done on the other evidence, more confidence can be gained-with respect
to the completeness of the documentation.

Unlike subsystems, modules describe the implementation in a level of detail that caniserve as a guide to
reyiewing the implementation representation. A description of a module should be sueh_that one could create
an implementation of the module from the description, and the resulting implementation would be 1) identical
to[the actual TSF implementation in terms of the interfaces presented and, dsed by the module, and 2)
algorithmically identical to the TSF module. For instance, RFC 793 provides®a high-level description of the
TQP protocol. It is necessarily implementation independent. While it provides  a wealth of detalil, |t is not a
sujtable design description because it is not specific to an implementation~An actual implementation can add
to the protocol specified in the RFC, and implementation choices (for ifstance, the use of global data vs. local
data in various parts of the implementation) may have an impact on the’ analysis that is performed. The design
description of the TCP module would list the interfaces presented by the implementation (rathen than just
these defined in RFC 793), as well as an algorithm description_0f\the processing associated with the modules
implementing TCP (assuming it was part of the TSF).

10.8.4.4.4 Work unit ADV_TDS.4-4

THe evaluator shall check the TOE design to determine that the TSF modules are identified as ejther SFR-
enforcing, SFR-supporting, or SFR-non-interfering:

THe purpose of designating each module (according to the role a particular module plays in the enforcement
of the SFRs) is to allow developers to provide less information about the parts of the TSF that have ljttle role in
segurity. It is always permissible for the*developer to provide more information or detail than the requirements
degmand, as might occur when thé.information has been gathered outside the evaluation context. In such
capes the developer must still designate the modules as either SFR-enforcing, SFR-supporting, or|SFR-non-
interfering.

THe accuracy of these designations is continuously reviewed as the evaluation progresses. The congern is the
mis-designation of modules as being less important (and hence, having less information) than is|really the
case. While blatant-mis-designations may be immediately apparent (e.g., designating an authentication
maodule as anything but SFR-enforcing when User identification (FIA_UID) is one of the SFRs beind claimed),
other mis-designations might not be discovered until the TSF is better understood. The evaluator must
therefore Keep in mind that these designations are the developer's initial best effort, but are subject fo change.
Further \guidance is provided under work unit ADV_TDS.4-16, which examines the accuracy] of these
desighations.

ISO/IEC 15408-3 ADV_TDS.4.3C: The design shall identify all subsystems of the TSF.
10.8.4.4.5 Work unit ADV_TDS.4-5
The evaluator shall examine the TOE design to determine that all subsystems of the TSF are identified.

If the design is presented solely in terms of modules, then subsystems in these requirements are equivalent to
modules and the activity should be performed at the module level.

In work unit ADV_TDS.4-1 all of the subsystems of the TOE were identified, and a determination made that
the non-TSF subsystems were correctly characterised. Building on that work, the subsystems that were not
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characterised as non-TSF subsystems should be precisely identified. The evaluator determines that, of the
hardware and software installed and configured according to the Preparative procedures (AGD_PRE)
guidance, each subsystem has been accounted for as either one that is part of the TSF, or one that is not.

ISO/IEC 15408-3 ADV_TDS.4.4C: The design shall provide a semiformal description of each subsystem of
the TSF, supported by informal, explanatory text where appropriate.

10.8.4.4.6 Work unit ADV_TDS.4-6

The evaluator shall examine the TOE design to determine that each subsystem of the TSF describes its role
in the enfgreementof SFRsdescribed-inthe ST

If the design is presented solely in terms of modules, then this work unit will be considered satisfied by the
assessment done in subsequent work units; no explicit action on the part of the evaluator is necessary in this
case.

On systems that are complex enough to warrant a subsystem-level description of the TSF\in"addition to the
modular description, the goal of the subsystem-level description is to give the evalbator context for the
modular description that follows. Therefore, the evaluator ensures that the subsyStem-level description
contains g description of how the security functional requirements are achieved in the\design, but at a level|of
abstractiop above the modular description. This description should discuss the ‘mechanisms used at a leyel
that is aligned with the module description; this will provide the evaluators the foad map needed to intelligently
assess the information contained in the module description. A well-written set of subsystem descriptions will
help guid¢ the evaluator in determining the modules that are most important to examine, thus focusing the
evaluatior| activity on the portions of the TSF that have the most relevancé with respect to the enforcement]of
the SFRs.

The evaluptor ensures that all subsystems of the TSF have a,déscription. While the description should foqus
on the role that the subsystem plays in enforcing or supporting the implementation of the SFRs, enough
informatiop must be present so that a context for understanding the SFR-related functionality is provided.

ISO/IEC 15408-3 ADV_TDS.4.5C: The design shall provide a description of the interactions among |all
subsystems of the TSF.

10.8.4.4.7| Work unit ADV_TDS.4-7

The evaluator shall examine the TOE-design to determine that interactions between the subsystems of the
TSF are described.

If the design is presented solely-in terms of modules, then this work unit will be considered satisfied by the
assessm i
case.

subsystem to an mterrupt handllng subsystem) but the data elements |dent|f|ed for a partlcular subsystem
that are going to be used by another subsystem need to be covered in this discussion. Any control
relationships between subsystems (e.g., a subsystem responsible for configuring a rule base for a firewall
system and the subsystem that actually implements these rules) should also be described.

It should be noted while the developer should characterise all interactions between subsystems, the
evaluators need to use their own judgement in assessing the completeness of the description. If the reason for
an interaction is unclear, or if there are SFR-related interactions (discovered, for instance, in examining the
module-level documentation) that do not appear to be described, the evaluator ensures that this information is
provided by the developer. However, if the evaluator can determine that interactions among a particular set of
subsystems, while incompletely described by the developer, and a complete description will not aid in
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understanding the overall functionality nor security functionality provided by the TSF, then the evaluator may
choose to consider the description sufficient, and not pursue completeness for its own sake.

ISO/IEC 15408-3 ADV_TDS.4.6C: The design shall provide a mapping from the subsystems of the TSF to the
modules of the TSF.

10.8.4.4.8 Work unit ADV_TDS.4-8

The evaluator shall examine the TOE design to determine that the mapping between the subsystems of the
TSF and the modules of the TSF is complete.

If the design is presented solely in terms of modules, then this work unit is considered satisfied.
Far TOEs that are complex enough to warrant a subsystem-level description of the TSF-in“addifion to the
maodular description, the developer provides a simple mapping showing how the modules of thg TSF are
allpcated to the subsystems. This will provide the evaluator a guide in performing their mq@dule-level
aspessment. To determine completeness, the evaluator examines each mappingsand determing¢s that all
supsystems map to at least one module, and that all modules map to exactly one(subsystem.
10.8.4.4.9 Work unit ADV_TDS.4-9
THe evaluator shall examine the TOE design to determine that the mapping between the subsystg¢ms of the
TSF to the modules of the TSF is accurate.
If fhe design is presented solely in terms of modules, then this work unit is considered satisfied.
Fgr TOEs that are complex enough to warrant a subsystem-level description of the TSF in addifion to the
maodular description, the developer provides a simple~fdapping showing how the modules of thg TSF are
allpcated to the subsystems. This will provide the-evaluator a guide in performing their mq@dule-level
aspessment. The evaluator may choose to check-the accuracy of the mapping in conjunction with gerforming
other work units. An “inaccurate” mapping is oné where the module is mistakenly associated with a gubsystem
where its functions are not used within the)subsystem. Because the mapping is intended to bp a guide
supporting more detailed analysis, the eyvaltator is cautioned to apply appropriate effort to this work unit.
EXpending extensive evaluator reseurces verifying the accuracy of the mapping is not necessary.
Ingccuracies that lead to mis-understandings related to the design that are uncovered as part of th|s or other
rk units are the ones that should be associated with this work unit and corrected.

ISP/IEC 15408-3 ADV_TDS4:7C: The design shall describe each SFR-enforcing and SFR-supporting module
in ferms of its purpose and, interaction with other modules.
10.8.4.4.10 Work unit‘ADV_TDS.4-10

THe evaluator_shall examine the TOE design to determine that the description of the purpose of gach SFR-
enforcing and, SFR-supporting module is complete and accurate.

THe developer may designate modules as SFR-enforcing, SFR-supporting, and SFR non-interfering] but these
“tdgs’.are used only to describe the amount and type of information the developer must provide, ahd can be
u at—the—ameun A et ep has—te-develop—iftheirenginreernrgproeess does not
produce the documentation required. Whether the modules have been categorised by the developer or not, it
is the evaluator's responsibility to determine that the modules have the appropriate information for their role
(SFR-enforcing, etc.) in the TOE, and to obtain the appropriate information from the developer should the
developer fail to provide the required information for a particular module.

The purpose of a module provides a description indicating what function the module is fulfilling. A word of
caution to evaluator is in order. The focus of this work unit should be to provide the evaluator an
understanding of how the module works so that determinations can be made about the soundness of the
implementation of the SFRs, as well as to support architectural analysis performed for ADV_ARC subsystems.
As long as the evaluator has a sound understanding of the module's operation, and its relationship to other
modules and the TOE as a whole, the evaluator should consider the objective of the work achieved and not
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engage in a documentation exercise for the developer (by requiring, for example, a complete algorithmic
description for a self-evident implementation representation).

ISO/IEC 15408-3 ADV_TDS.4.8C: The design shall describe each SFR-enforcing and SFR-supporting module
in terms of its SFR-related interfaces, return values from those interfaces, interaction with and called
interfaces to other modules.

10.8.4.4.11 Work unit ADV_TDS.4-11

The evaluator shaII examine the TOE deS|gn to determlne that the descrlptlon of the mterfaces presented by
each SFRF
related pgdrameters, the invocation conventions for each mterface and any values returned d|rectly by the
interface.

The SFR-felated interfaces of a module are those interfaces used by other modules as a meansito-invoke the
SFR-relat¢d operations provided, and to provide inputs to or receive outputs from the module; The purpose]in
the specifjcation of these interfaces is to permit the exercise of them during testing. Inter*module interfages
that are npt SFR-related need not be specified or described, since they are not a factor in testing. Likewige,
other intefnal interfaces that are not a factor in traversing SFR-related paths of execution (such as thgse
internal paths that are fixed).

SFR-relatgd interfaces are described in terms of how they are invoked, and any values that are returned. This
descriptiop would include a list of parameters, and descriptions of these parameters. Note that global data
would als¢ be considered parameters if used by the module (either as/nputs or outputs) when invoked. If a
parametell were expected to take on a set of values (e.g., a “flag” parameéter), the complete set of values the
parametell could take on that would have an effect on module ptocessing would be specified. Likewige,
parametells representing data structures are described such that*each field of the data structure is identified
and descllibed. Note that different programming languages may have additional “interfaces” that would pe
non-obviolis; an example would be operator/function overloading in C++. This “implicit interface” in the clgss
description would also be described as part of the low-level' TOE design. Note that although a module could
present only one interface, it is more common that a module presents a small set of related interfaces.

In terms df the assessment of parameters (inputsiand outputs) to a module, any use of global data must also
be considered. A module “uses” global data.ifvit either reads or writes the data. In order to assure the
description of such parameters (if used) is complete, the evaluator uses other information provided about the
module in|the TOE design (interfaces, algorithmic description, etc.), as well as the description of the particular
set of glohal data assessed in work unit:ADV_TDS.4-10. For instance, the evaluator could first determine the
processing the module performs by’ examining its function and interfaces presented (particularly the
parameters of the interfaces). They-could then check to see if the processing appears to “touch” any of the
global dath areas identified inthe/TDS design. The evaluator then determines that, for each global data arpa
that appedrs to be “touched”,\that global data area is listed as a means of input or output by the module the
evaluator s examining.

Invocation conventions™are a programming-reference-type description that one could use to correctly invoke a
module's jnterface\if’one were writing a program to make use of the module's functionality through that
interface. [This includes necessary inputs and outputs, including any set-up that may need to be performeed
with respect-torglobal variables.

Values returned through the interface refer to values that are either passed through parameters or messages;
values that the function call itself returns in the style of a “C” program function call; or values passed through
global means (such as certain error routines in *ix-style operating systems).

In order to assure the description is complete, the evaluator uses other information provided about the module
in the TOE design (e.g., algorithmic description, global data used) to ensure that it appears all data necessary
for performing the functions of the module is presented to the module, and that any values that other modules
expect the module under examination to provide are identified as being returned by the module. The evaluator
determines accuracy by ensuring that the description of the processing matches the information listed as
being passed to or from an interface.
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Because the modules are at such a low level, it may be difficult determine completeness and accuracy
impacts from other documentation, such as operational user guidance, the functional specification, the TSF
internals, or the security architecture description. However, the evaluator uses the information present in those
documents to the extent possible to help ensure that the purpose is accurately and completely described. This
analysis can be aided by the analysis performed for the work units for the ADV_TDS.4.10C element, which
maps the TSFI in the functional specification to the modules of the TSF.

ISO/IEC 15408-3 ADV_TDS.4.9C: The design shall describe each SFR-non-interfering module in terms of its
purpose and interaction with other modules.

1.... VO tH ':- B
THe evaluator shall examine the TOE design to determine that SFR-non-interfering modules-ar¢ correctly
cafegorised.

Ag mentioned in work unit ADV_TDS.4-3, less information is required about modules that are |SFR-non-
interfering. A key focus of the evaluator for this work unit is attempting to determine from the| evidence
provided for each module implicitly categorised as SFR-non-interfering and the evaluation (informdtion about
other modules in the TOE design, the functional specification, the security_architecture description, the
operational user guidance, the TSF internals document, and perhaps even the\implementation reprgsentation)
whether the module is indeed SFR-non-interfering. At this level of assurance some error should be| tolerated;
the evaluator does not have to be absolutely sure that a given module is SFR-non-interfering, even though it is
labelled as such. However, if the evidence provided indicates that\a SFR-non-interfering module is SFR-
enforcing or SFR-supporting, the evaluator requests additional-information from the developer ip order to
resolve the apparent inconsistency. For example, suppose thedocumentation for Module A (an SFRFenforcing
maodule) indicates that it calls Module B to perform an access.check on a certain type of construct. |When the
evpluator examines the information associated with Module’B, it is discovered that the only inforhation the
degveloper has provided is a purpose and a set of interactions (thus implicitly categorising Module B as SFR-
supporting or SFR-non-interfering). On examining thé.purpose and interactions from Module A, the| evaluator
finds no mention of Module B performing any aceess checks, and Module A is not listed as a mpdule with
which Module B interacts. At this point the\evaluator should approach the developer to rgsolve the
digcrepancies between the information provided in Module A and that in Module B.

Another example would be where the evaluator examines the mapping of the TSFI to the modules ap provided
byl ADV_TDS.4.2D. This examinatiofi shows that Module C is associated with an SFR requiring idgntification
of [the user. Again, when the evaluator examines the information associated with Module C, they find that all
the developer has provided is a-purpose and a set of interactions (thus implicitly categorising Module C as
SHR-non-interfering). Examining the purpose and interactions presented for Module C, the evaluator is unable
to|determine why Module G/ listed as mapping to a TSFI concerned with user identification, wotild not be
clgssified as SFR-enforcing or SFR-supporting. Again, the evaluator should approach the developer|to resolve
this discrepancy.

A [final example’-illustrates the opposite situation. As before, the developer has provided ipformation
aspociated withi"Module D consisting of a purpose and a set of interactions (thus implicitly categorisipng Module
D jas SFR*non-interfering). The evaluator examines all of the evidence provided, including the pufpose and
interactions for Module D. The purpose appears to give a meaningful description of Module D's fundtion in the
TQE, the interactions are consistent with that description, and there is nothing to indicate that M¢dule D is
SHR-enforcing o R-supporting. In this case, the evaluator should not demand more information about
Module D “just be to sure” it is correctly categorised. The developer has met the obligations and the resulting
assurance the evaluator has in the implicit categorisation of Module D is (by definition) appropriate for this
assurance level.

10.8.4.4.13 Work unit ADV_TDS.4-13

The evaluator shall examine the TOE design to determine that the description of the purpose of each SFR-
non-interfering module is complete and accurate.

The description of the purpose of a module indicates what function the module is fulfilling. From the

description, the evaluator should be able to obtain a general idea of the module's role. In order to assure the
description is complete, the evaluator uses the information provided about the module's interactions with other
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modules to assess whether the reasons for the module being called are consistent with the module's purpose.
If the interaction description contains functionality that is not apparent from, or in conflict with, the module's
purpose, the evaluator needs to determine whether the problem is one of accuracy or of completeness. The
evaluator should be wary of purposes that are too short, since meaningful analysis based on a one-sentence
purpose is likely to be impossible.

Because the modules are at such a low level, it may be difficult determine completeness and accuracy
impacts from other documentation, such as operational user guidance, the functional specification, the
security architecture description, or the TSF internals document. However, the evaluator uses the information
present in those documents to the extent possible to help ensure that the function is accurately and
completely—deserbed—Fhis—analysis—ean—be—aided—by—the—analysis—performed—for—the—weork—units—fer—the

ADV_TDS.4.10C element, which maps the TSFI in the functional specification to the modules of the TSE.

10.8.4.4.14 Work unit ADV_TDS.4-14

The evalyator shall examine the TOE design to determine that the description of a SER-non-interfering
module's interaction with other modules is complete and accurate.

It is impoftant to note that, in terms of the Part 3 requirement and this work unit,\the term interaction| is
intended fo convey less rigour than interface. An interaction does not need to“\be characterised at the
implementation level (e.g., parameters passed from one routine in a module to atroutine in a different module;
global vafiables; hardware signals (e.g., interrupts) from a hardware subsystem to an interrupt-handling
subsysterm), but the data elements identified for a particular module that are going to be used by another
module should be covered in this discussion. Any control relationships\between modules (e.g., a modlle
responsible for configuring a rule base for a firewall system and the{module that actually implements these
rules) sholild also be described.

A module’s interaction with other modules can be captured in_many ways. The intent for the TOE design is|to
allow the |[evaluator to understand (in part through analysis-of module interactions) the role of the SFR-
supporting and SFR-non-interfering modules in the overall.TTOE design. Understanding of this role will aid the
evaluator [n performing work unit ADV_TDS .4-7.

A modulels interaction with other modules goes beyond just a call-tree-type document. The interaction| is
described|from a functional perspective of why.a-module interacts with other modules. The module's purpdse
describes|what functions the module provides'to other modules; the interactions should describe what the
module dgpends on from other modules in ‘arder to accomplish this function.

Because the modules are at such-a-low level, it may be difficult determine completeness and accurdcy
impacts ffom other documentation;”such as operational user guidance, the functional specification, the
security afchitecture description,~or the TSF internals document. However, the evaluator uses the information
present i those documents to”"the extent possible to help ensure that the interactions are accurately ahd
completely described.

ISO/IEC 15408-3 ABV TDS.4.10C: The mapping shall demonstrate that all behaviour described in the TOE
design is mappedtothe TSFls that invoke it.

10.8.4.4.1|5 Work unit ADV_TDS.4-15

The evaluator shall examine the TOE design to determine that it contains a complete and accurate mapping
from the TSFI described in the functional specification to the modules of the TSF described in the TOE design.

The modules described in the TOE design provide a description of the implementation of the TSF. The TSFI
provide a description of how the implementation is exercised. The evidence from the developer identifies the
module that is initially invoked when an operation is requested at the TSFI, and identify the chain of modules
invoked up to the module that is primarily responsible for implementing the functionality. However, a complete
call tree for each TSFI is not required for this work unit. The cases in which more than one module would have
to be identified are where there are “entry point” modules or wrapper modules that have no functionality other
than conditioning inputs or de-multiplexing an input. Mapping to one of these modules would not provide any
useful information to the evaluator.
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The evaluator assesses the completeness of the mapping by ensuring that all of the TSFI map to at least one
module. The verification of accuracy is more complex.

The first aspect of accuracy is that each TSFI is mapped to a module at the TSF boundary. This determination
can be made by reviewing the module description and its interfaces/interactions. The next aspect of accuracy
is that each TSFI identifies a chain of modules between the initial module identified and a module that is
primarily responsible for implementing the function presented at the TSF. Note that this may be the initial
module, or there may be several modules, depending on how much pre-conditioning of the inputs is done. It
should be noted that one indicator of a pre-conditioning module is that it is invoked for a large number of the
TSFI, where the TSFI are all of similar type (e.g., system call). The final aspect of accuracy is that the

HE—F #rsta — g8 dealing-with—e 0 i e—that checks
passwords is not accurate. The evaluator should again use judgement in making this determinatian| The goal
is that this information aids the evaluator in understanding the system and implementation of the $FRs, and
ways in which entities at the TSF boundary can interact with the TSF. The bulk of the assessment ¢f whether

maepPpig areS—SeRSe- O—1HRStace apopig—a e g— Wi acCeSS—Con O O—8& wivie

THe evaluator shall examine the TOE security functional requirements andythe TOE design, to detefmine that

THe evaluator may construct a map between the TOE security fugetional requirements and the TQE design.
THis map will likely be from a functional requirement to a set Gf sUbsystems, and later to modules.| Note that
this map may have to be at a level of detail below the component or even element level of the reqlirements,
ause of operations (assignments, refinements, selections) performed on the functional requiremgent by the

Fgr example, the FDP_ACC.1 Subset access contral component contains an element with assignments. If the
ST contained, for instance, ten rules in the FDR”ACC.1 Subset access control assignment, and|these ten
s were implemented in specific places within fifteen modules, it would be inadequate for the eyaluator to
map FDP_ACC.1 Subset access control(to“one subsystem and claim the work unit had been dompleted.
Ingtead, the evaluator would map FDRJOACC.1 Subset access control (rule 1) to modules x, y| and z of
supsystem A; FDP_ACC.1 Subset access control (rule 2) to x, p, and q of subsystem A; etc.
10.8.4.5.2 Work unit ADV_TDS:4-17

THe evaluator shall examine’the TOE design to determine that it is an accurate instantiation of gll security
fumpctional requirements;

THe evaluator may construct a map between the TOE security functional requirements and the TQE design.
THis map will likety be from a functional requirement to a set of subsystems. Note that this map may have to
be at a level-of detail below the component or even element level of the requirements, because of pperations
(agsignments; refinements, selections) performed on the functional requirement by the ST author.

Aq an example, if the ST requirements specified a role-based access control mechanism, the evaluator would
first irlnnfify the cnhcyefome, and-modules that contribute to this - mechanism's implomanfnfinn Thi$ could be
done by in-depth knowledge or understanding of the TOE design or by work done in the previous work unit.
Note that this trace is only to identify the subsystems, and modules, and is not the complete analysis.

The next step would be to understand what mechanism the subsystems, and modules implemented. For
instance, if the design described an implementation of access control based on UNIX-style protection bits, the
design would not be an accurate instantiation of those access control requirements present in the ST example
used above. If the evaluator could not determine that the mechanism was accurately implemented because of
a lack of detail, the evaluator would have to assess whether all of the SFR-enforcing subsystems and modules
have been identified, or if adequate detail had been provided for those subsystems and modules.
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10.8.5 Evaluation of sub-activity (ADV_TDS.5)
There is no general guidance; the scheme should be consulted for guidance on this sub-activity.
10.8.6 Evaluation of sub-activity (ADV_TDS.6)

There is no general guidance; the scheme should be consulted for guidance on this sub-activity.

11 Class AGD: Guidance documents

11.1 Intnoduction

The purpdse of the guidance document activity is to judge the adequacy of the documentation describing h
the user dan handle the TOE in a secure manner. Such documentation should take into account:the vario

DW
US

types of upers (e.g. those who accept, install, administrate or operate the TOE) whose incorrect. actions could

adversely [affect the security of the TOE or of their own data.

The guidapce documents class is subdivided into two families which are concerned firstly-with the preparati
user guidance (all that has to be done to transform the delivered TOE into its evaluated configuration in t

ve
he

environmgnt as described in the ST, i.e. accepting and installing the TOE) and secondly with the operational

user guidance (all that has to be done during the operation of the TOE in its.evaluated configuration, i
operation pnd administration).

11.2 Application notes

The guidance documents activity applies to those functions and interfaces which are related to the security|
the TOE. The secure configuration of the TOE is described in the>ST.

11.3 Operational user guidance (AGD_OPE)

11.3.1 Ewvaluation of sub-activity (AGD_OPE.1)

11.3.1.1 |Objectives

The objectives of this sub-activity are to determine whether the user guidance describes for each user role t
security fynctionality and interfaces provided by the TSF, provides instructions and guidelines for the secu
use of thel TOE, addresses secure procedures for all modes of operation, facilitates prevention and detecti
of insecurg TOE states, or whether it-is misleading or unreasonable.

11.3.1.2 |Input

The evaluption evidenceXfor this sub-activity is:

a) the S[;

b) the fungctional specification;

e.

of

c) the TOE design, if applicable;
d) the user guidance;

11.3.1.3 Action AGD_OPE.1.1E

ISO/IEC 15408-3 AGD_OPE.1.1C: The operational user guidance shall describe, for each user role, the user-

accessible functions and privileges that should be controlled in a secure processing environment, includi

appropriate warnings.

ng
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11.3.1.3.1 Work unit AGD_OPE.1-1

The evaluator shall examine the operational user guidance to determine that it describes, for each user role,
the user-accessible functions and privileges that should be controlled in a secure processing environment,
including appropriate warnings.

The configuration of the TOE may allow different user roles to have dissimilar privileges in making use of the
different functions of the TOE. This means that some users are authorised to perform certain functions, while
other users may not be so authorised. These functions and privileges should be described, for each user role,
by the user guidance.

THe user guidance identifies, for each user role, the functions and privileges that must be controlled| the types
of[commands required for them, and the reasons for such commands. The user guidance(should contain
warnings regarding the use of these functions and privileges. Warnings should address-expected effects,
possible side effects, and possible interactions with other functions and privileges.

ISD/IEC 15408-3 AGD_OPE.1.2C: The operational user guidance shall describe, for-each user rofe, how to
use the available interfaces provided by the TOE in a secure manner.

11.3.1.3.2 Work unit AGD_OPE.1-2

THe evaluator shall examine the operational user guidance to determine ‘that it describes, for each|user role,
the secure use of the available interfaces provided by the TOE.

THe user guidance should provide advice regarding effective Use of the TSF (e.g. reviewing |password
composition practises, suggested frequency of user file backups, discussion on the effects of chanpging user
access privileges).

ISPD/IEC 15408-3 AGD_OPE.1.3C: The operational ‘user guidance shall describe, for each usef role, the
available functions and interfaces, in particular all-security parameters under the control of the user,|indicating
secure values as appropriate.

11,.3.1.3.3 Work unit AGD_OPE.1-3
THe evaluator shall examine the operational user guidance to determine that it describes, for each|user role,
th¢ available security functionality and interfaces, in particular all security parameters under the control of the
user, indicating secure values.as:appropriate.

THe user guidance should~contain an overview of the security functionality that is visible at the user ipterfaces.

THe user guidance should identify and describe the purpose, behaviour, and interrelationships of the security
interfaces and funictionality.

Fgr each user-accessible interface, the user guidance should:

a)| deseribe the method(s) by which the interface is invoked (e.g. command-line, programming-language
system call, menu selection, command button);

b) describe the parameters to be set by the user, their particular purposes, valid and default values, and
secure and insecure use settings of such parameters, both individually or in combination;

c) describe the immediate TSF response, message, or code returned.

The evaluator should consider the functional specification and the ST to determine that the TSF described in
these documents is consistent to the operational user guidance. The evaluator has to ensure that the
operational user guidance is complete to allow the secure use through the TSFI available to all types of
human users. The evaluator may, as an aid, prepare an informal mapping between the guidance and these
documents. Any omissions in this mapping may indicate incompleteness.
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ISO/IEC 15408-3 AGD_OPE.1.4C: The operational user guidance shall, for each user role, clearly present
each type of security-relevant event relative to the user-accessible functions that need to be performed,
including changing the security characteristics of entities under the control of the TSF.

11.3.1.3.4 Work unit AGD_OPE.1-4

The evaluator shall examine the operational user guidance to determine that it describes, for each user role,
each type of security-relevant event relative to the user functions that need to be performed, including
changing the security characteristics of entities under the control of the TSF and operation following failure or
operational error.

All types (Lf security-relevant events are detailed for each user role, such that each user knows what eve:l:ts
may occuf and what action (if any) he may have to take in order to maintain security. Security-relevantevents
that may ¢ccur during operation of the TOE (e.g. audit trail overflow, system crash, updates to userirecords,
such as when a user account is removed when the user leaves the organisation) are adequately-defined|to
allow user intervention to maintain secure operation.

ISO/IEC 15408-3 AGD_OPE.1.5C: The operational user guidance shall identify all possible modes |of
operation |of the TOE (including operation following failure or operational error), th€ir consequences apd
implicatiops for maintaining secure operation.

11.3.1.3.5/ Work unit AGD_OPE.1-5

The evaluator shall examine the operational user guidance and other evaluation evidence to determine that
the guidance identifies all possible modes of operation of the TOE (including, if applicable, operation following
failure or @perational error), their consequences and implications for:maintaining secure operation.

Other evdluation evidence, particularly the functional specifieation, provide an information source that the
evaluator should use to determine that the guidance contains sufficient guidance information.

If test docimentation is included in the assurance package, then the information provided in this evidence cpn
also be uged to determine that the guidance contains) sufficient guidance documentation. The detail provided
in the test|steps can be used to confirm that the -guidance provided is sufficient for the use and administratipn
of the TOE.

The evaluator should focus on a singleshuman visible TSFI at a time, comparing the guidance for securgly
using the [TSFI with other evaluation evidence, to determine that the guidance related to the TSFI is suffici¢nt
for the selcure usage (i.e. consistent-with the SFRs) of that TSFI. The evaluator should also consider the
relationsh{ps between interfaces,-searching for potential conflicts.

ISO/IEC 15408-3 AGD_OPREMT6C: The operational user guidance shall, for each user role, describe the
security mjeasures to be<ollowed in order to fulfil the security objectives for the operational environment las
described|in the ST.

11.3.1.3.6] Work-unit AGD_OPE.1-6

The evaluptor, shall examine the operational user guidance to determine that it describes, for each user role,

the SeCUI‘i vaacsracsta-bafollowed-in-orderto-fulfil tha cocuritv ohiactiviac faor tha anarational anvironmant s
rHeaSTTreoto P eTonoYWwea T orGe—OTum eSSt ooty Opje ot v e S Tortre-Operatorar-ermyronert

described in the ST.

The evaluator analyses the security objectives for the operational environment in the ST and determines that
for each user role, the relevant security measures are described appropriately in the user guidance.

The security measures described in the user guidance should include all relevant external procedural,
physical, personnel and connectivity measures.

Note that those measures relevant for secure installation of the TOE are examined in Preparative procedures
(AGD_PRE).
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ISO/IEC 15408-3 AGD_OPE.1.7C: The operational user guidance shall be clear and reasonable.
11.3.1.3.7 Work unit AGD_OPE.1-7
The evaluator shall examine the operational user guidance to determine that it is clear.

The guidance is unclear if it can reasonably be misconstrued by an administrator or user, and used in a way
detrimental to the TOE, or to the security provided by the TOE.

11.3.1.3.8 Work unit AGD_OPE.1-8

THe evaluator shall examine the operational user guidance to determine that it is reasonable.

THe guidance is unreasonabile if it makes demands on the TOE's usage or operational environment that are
ingonsistent with the ST or unduly onerous to maintain security.

11.4 Preparative procedures (AGD_PRE)
11[.4.1 Evaluation of sub-activity (AGD_PRE.1)
11.4.1.1 Objectives

THe objective of this sub-activity is to determine whether the procedures and steps for the secure pfeparation
of the TOE have been documented and result in a secure configdration.

11.4.1.2 Input

THe evaluation evidence for this sub-activity is:

a)| the ST;

b)| the TOE including its preparative procedures;

c)| the description of developer's delivery procedures, if applicable.
11.4.1.3 Application notes

THe preparative procedures, refer to all acceptance and installation procedures, that are necessary t¢ progress
th¢ TOE to the secure canfiguration as described in the ST.

11(4.1.4 Action AGD_PRE.1.1E

ISPD/IEC 15408-3 AGD PRE.1.1C: The preparative procedures shall describe all the steps necgssary for
secure accéptance of the delivered TOE in accordance with the developer's delivery procedures.

11(4.1%41 Work unit AGD_PRE.1-1

The evaluator shall examine the provided acceptance procedures to determine that they describe the steps
necessary for secure acceptance of the TOE in accordance with the developer's delivery procedures.

If it is not anticipated by the developer's delivery procedures that acceptance procedures will or can be
applied, this work unit is not applicable, and is therefore considered to be satisfied.

The acceptance procedures should include as a minimum, that the user has to check that all parts of the TOE
as indicated in the ST have been delivered in the correct version.

The acceptance procedures should reflect the steps the user has to perform in order to accept the delivered
TOE that are implied by the developer's delivery procedures.
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The acceptance procedures should provide detailed information about the following, if applicable:

a) making sure that the delivered TOE is the complete evaluated instance;

b) detecting modification/masquerading of the delivered TOE.

ISO/IEC 15408-3 AGD_PRE.1.2C: The preparative procedures shall describe all the steps necessary for

secure installation of the TOE and for the secure preparation of the operational environment in accordance
with the security objectives for the operational environment as described in the ST.

11.4.1.4.2—Worktnit AGD—PRE-1=2

The evaluator shall examine the provided installation procedures to determine that they describe the steps
necessary for secure installation of the TOE and the secure preparation of the operational enyironment|in
accordande with the security objectives in the ST.
If it is no{ anticipated that installation procedures will or can be applied for the TOE and the operational
environmgnt (e.g. because the TOE may already be delivered in an operational state) and there are ho
requirements for the environment) this work unit is not applicable, and is therefore considered to be satisfied.

If it is not Anticipated that installation procedures will or can be applied (e.g. because the TOE may already pe
delivered |n an operational state), this work unit is not applicable, and is therefore ‘considered to be satisfied

The installation procedures should provide detailed information about the following, if applicable:
a) minimum system requirements for secure installation;
b) requitements for the operational environment in accordane€’ with the security objectives provided by the

ST;

evalupted configuration. Such a description shalllinclude - for each step - a clear scheme for the decision

c) the sts the user has to perform in order to get\to an operational TOE being commensurate with |its
on th¢ next step depended on success, failuré.or problems at the current step;

d) changing the installation specific security characteristics of entities under the control of the TSF (for
example parameters, settings, passwords);

e) handling exceptions and problems:
11.4.1.5 |Action AGD_PRE.1.2E
11.4.1.5.1] Work unit AGD_PRE.1-3

The evaluptor shallkperform all user procedures necessary to prepare the TOE to determine that the TOE apd
its operatipnal environment can be prepared securely using only the supplied preparative user guidance.

PreparatignCrequires the evaluator to advance the TOE from a deliverable state to the state in which it|is
operationat; i i i T i '
security objectives for the TOE specified in the ST.

The evaluator should follow only the developer's procedures and may perform the activities that customers
are usually expected to perform to accept and install the TOE, using the supplied preparative guidance
documentation only. Any difficulties encountered during such an exercise may be indicative of incomplete,
unclear or unreasonable guidance.

This work unit may be performed in conjunction with the evaluation activities under Independent testing
(ATE_IND).
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If it is known that the TOE will be used as a dependent component for a composed TOE evaluation, then the
evaluator should ensure that the operational environment is satisfied by the base component used in the
composed TOE.

12 Class ALC: Life-cycle support
12.1 Introduction

The purpose of the life-cycle support activity is to determine the adequacy of the security procedures that the
developer uses during the development and maintenance of the TOE. These procedures include the life-cycle
maodel used by the developer, the configuration management, the security measures used throughout TOE
dgvelopment, the tools used by the developer throughout the life-cycle of the TOE, the handling”¢f security
flaws, and the delivery activity.

Pqorly controlled development and maintenance of the TOE can result in vulnerabilities-in’the implementation.
Canformance to a defined life-cycle model can help to improve controls in this areat/A-measurablg life-cycle
maodel used for the TOE can remove ambiguity in assessing the development progress of the TOE.

THe purpose of the configuration management activity is to assist the consumer in identifying the |evaluated
TQE, to ensure that configuration items are uniquely identified, and the adequacy of the procedurgs that are
used by the developer to control and track changes that are made to the TOE. This includes details on what
changes are tracked, how potential changes are incorporated, and the degree to which automation|is used to
reduce the scope for error.

Daveloper security procedures are intended to protect the TOE and its associated design informption from
interference or disclosure. Interference in the development\process may allow the deliberate introduction of
vulnerabilities. Disclosure of design information may allow vulnerabilities to be more easily explpited. The
adequacy of the procedures will depend on the nature 6f'the TOE and the development process.
THe use of well-defined development tools and-the application of implementation standards by the |[developer
by third parties involved in the development process help to ensure that vulnerabilitie are not
dvertently introduced during refinement.

THe flaw remediation activity is intendéed-to track security flaws, to identify corrective actions, and tq distribute
the¢ corrective action information to TOE users.

THe purpose of the delivery activity is to judge the adequacy of the documentation of the procedurgs used to
ensure that the TOE is delivered to the consumer without modification.

14.2 CM capabilities (ALC_CMC)
12.2.1 Evaluation.of sub-activity (ALC_CMC.1)
12.2.1.1 Objectives

THe objectives of this sub-activity are to determine whether the developer has clearly identified the TIOE.

12.21.2 Input

The evaluation evidence for this sub-activity is:
a) the ST;

b) the TOE suitable for testing.

12.2.1.3 Action ALC_CMC.1.1E

ISO/IEC 15408-3 ALC_CMC.1.1C: The TOE shall be labelled with its unique reference.
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12.2.1.3.1 Work unit ALC_CMC.11
The evaluator shall check that the TOE provided for evaluation is labelled with its reference.

The evaluator should ensure that the TOE contains the unique reference which is stated in the ST. This could
be achieved through labelled packaging or media, or by a label displayed by the operational TOE. This is to
ensure that it would be possible for consumers to identify the TOE (e.g. at the point of purchase or use).

The TOE may provide a method by which it can be easily identified. For example, a software TOE may display
its name and version number during the start up routine, or in response to a command line entry. A hardware

f' T O lo =N | b () b L L - 1l b (] n) T
or rirmwarg o may oe aentiea oy a part mumoer-pnyscany-Sstampeaon tnme— 1ot

Alternativgly, the unique reference provided for the TOE may be the combination of the unique refetence|of
each component from which the TOE is comprised (e.g. in the case of a composed TOE).

12.2.1.3.2] Work unit ALC_CMC.1-2

The evaluptor shall check that the TOE references used are consistent.

If the TOH is labelled more than once then the labels have to be consistent. For example, it should be possible
to relate gny labelled guidance documentation supplied as part of the TOE to the-evaluated operational TQE.
This ensufes that consumers can be confident that they have purchased the<evaluated version of the TQE,
that they hHave installed this version, and that they have the correct version.of the guidance to operate the TOE
in accordgnce with its ST.

The evaluptor also verifies that the TOE reference is consistent with.the ST.

If this work unit is applied to a composed TOE, the following~Wwill apply. The composed IT TOE will not pe
labelled with its unique (composite) reference, but only the individual components will be labelled with their
appropriate TOE reference. It would require further development for the IT TOE to be labelled, i.e. during
start-up and/or operation, with the composite reference\\If the composed TOE is delivered as the constitugnt
component TOEs, then the TOE items delivered, will not contain the composite reference. However, the
composed TOE ST will include the unique reference for the composed TOE and will identify the components
comprising the composed TOE through which.tbhe consumers will be able to determine whether they have the
appropriate items.

12.2.2 Ewvaluation of sub-activity (ALC2CMC.2)

12.2.2.1 |Objectives

The objeqtives of this sub-ggtivity are to determine whether the developer uses a CM system that uniquée
identifies all configurationiitems.

Yy

12.2.2.2 |Input

The evaluption evidence for this sub-activity is:

a) the S*F
b) the TOE suitable for testing;

c) the configuration management documentation.

12.2.2.3 Application notes

This component contains an implicit evaluator action to determine that the CM system is being used. As the
requirements here are limited to identification of the TOE and provision of a configuration list, this action is

already covered by, and limited to, the existing work units. At Evaluation of sub-activity (ALC_CMC.3) the
requirements are expanded beyond these two items, and more explicit evidence of operation is required.
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12.2.2.4 Action ALC_CMC.2.1E
ISO/IEC 15408-3 ALC_CMC.2.1C: The TOE shall be labelled with its unique reference.
12.2.2.4.1 Work unit ALC_CMC.2-1

The evaluator shall check that the TOE provided for evaluation is labelled with its reference.

The evaluator should ensure that the TOE contains the unique reference which is stated in the ST. This could

be achieved through labelled packaging or media, or by a label displayed by the operational TOE.

This is to

PERPIT T LTI L PEP T E N, — oy L
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THe TOE may provide a method by which it can be easily identified. For example, a software, TOE m
itsfname and version number during the start up routine, or in response to a command line entry. A
orffirmware TOE may be identified by a part number physically stamped on the TOE.

Alfernatively, the unique reference provided for the TOE may be the combination of.the unique re
each component from which the TOE is comprised (e.g. in the case of a composéd TOE).

12,2.2.4.2 Work unit ALC_CMC.2-2
THe evaluator shall check that the TOE references used are consistent:

If the TOE is labelled more than once then the labels have to be €onsistent. For example, it should b
to[relate any labelled guidance documentation supplied as paft/of the TOE to the evaluated operati
THis ensures that consumers can be confident that they have purchased the evaluated version of
that they have installed this version, and that they have the correct version of the guidance to operat
in pccordance with its ST.

THe evaluator also verifies that the TOE referencesis consistent with the ST.

If this work unit is applied to a composed TOE, the following will apply. The composed IT TOE
elled with its unique (composite) referénce, but only the individual components will be labelled
appropriate TOE reference. It would fegquire further development for the IT TOE to be labelled,
start-up and/or operation, with the cemposite reference. If the composed TOE is delivered as the ¢
component TOEs, then the TOE items delivered will not contain the composite reference. Hoy
composed TOE ST will include-the unique reference for the composed TOE and will identify the co
comprising the composed TOE-through which the consumers will be able to determine whether the
appropriate items.

ISD/IEC 15408-3 ALCCMC.2.2C: The CM documentation shall describe the method used to uniqus
the configuration ftems.

12.2.2.4.3 Work unit ALC_CMC.2-3

THe evaluator shall examine the method of identifying configuration items to determine that it desq
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e possible
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vill not be
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copfiguration items are uniquely identified.

Procedures should describe how the status of each configuration item can be tracked throughout the life-cycle
of the TOE. The procedures may be detailed in the CM plan or throughout the CM documentation. The

information included should describe:

a) the method how each configuration item is uniquely identified, such that it is possible to track versions of

the same configuration item;

b) the method how configuration items are assigned unique identifiers and how they are entered into the CM

system;

c) the method to be used to identify superseded versions of a configuration item.
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ISO/IEC 15408-3 ALC_CMC.2.3C: The CM system shall uniquely identify all configuration items.
12.2.2.4.4 Work unit ALC_CMC.2-4

The evaluator shall examine the configuration items to determine that they are identified in a way that is
consistent with the CM documentation.

Assurance that the CM system uniquely identifies all configuration items is gained by examining the identifiers
for the configuration items. For both configuration items that comprise the TOE, and drafts of configuration
items that are submitted by the developer as evaluation evidence, the evaluator confirms that each
configuratjorr i f ifrer f i f f ificatt nd
that is degcribed in the CM documentation.

aluation of sub-activity (ALC_CMC.3)

12.2.3.1 |Objectives

The objedtives of this sub-activity are to determine whether the developer uses a CM(system that unique
identifies all configuration items, and whether the ability to modify these items is properly, controlled.

Yy

12.2.3.2 |Input

The evaluption evidence for this sub-activity is:
a) the S[;
b) the TPE suitable for testing;

c) the cgnfiguration management documentation.

12.2.3.3 |Action ALC_CMC.3.1E

ISO/IEC 15408-3 ALC_CMC.3.1C: The TOE shalllbe labelled with its unique reference.
12.2.3.3.1] Work unit ALC_CMC.3-1

The evaluptor shall check that the TOE provided for evaluation is labelled with its reference.
The evaluptor should ensure that'the TOE contains the unique reference which is stated in the ST. This could
be achieved through labelled packaging or media, or by a label displayed by the operational TOE. This is|to
ensure that it would be possible for consumers to identify the TOE (e.g. at the point of purchase or use).
The TOE may provide-a‘method by which it can be easily identified. For example, a software TOE may display

its name and versienynumber during the start up routine, or in response to a command line entry. A hardwgre
or firmwarg TOE 'may be identified by a part number physically stamped on the TOE.

Alternativglys-the unique reference provided for the TOE may be the combination of the unique reference|of
each commemmmmmmm. ; T-

12.2.3.3.2 Work unit ALC_CMC.3-2

The evaluator shall check that the TOE references used are consistent.

If the TOE is labelled more than once then the labels have to be consistent. For example, it should be possible
to relate any labelled guidance documentation supplied as part of the TOE to the evaluated operational TOE.
This ensures that consumers can be confident that they have purchased the evaluated version of the TOE,
that they have installed this version, and that they have the correct version of the guidance to operate the TOE
in accordance with its ST.
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The evaluator also verifies that the TOE reference is consistent with the ST.

If this work unit is applied to a composed TOE, the following will apply. The composed IT TOE will not be
labelled with its unique (composite) reference, but only the individual components will be labelled with their
appropriate TOE reference. It would require further development for the IT TOE to be labelled, i.e. during
start-up and/or operation, with the composite reference. If the composed TOE is delivered as the constituent
component TOEs, then the TOE items delivered will not contain the composite reference. However, the
composed TOE ST will include the unique reference for the composed TOE and will identify the components
comprising the composed TOE through which the consumers will be able to determine whether they have the
appropriate items.

ISP/IEC 15408-3 ALC_CMC.3.2C: The CM documentation shall describe the method used to uniqu«laly identify
the configuration items.

12.2.3.3.3 Work unit ALC_CMC.3-3

THe evaluator shall examine the method of identifying configuration items to determine that it desqribes how
copfiguration items are uniquely identified.

Prpcedures should describe how the status of each configuration item can bejtracked throughout the¢ life-cycle
of[the TOE. The procedures may be detailed in the CM plan or throughout the CM documentation. The
information included should describe:

a)| the method how each configuration item is uniquely identified; such that it is possible to track \ersions of
the same configuration item;

b)] the method how configuration items are assigned unique identifiers and how they are entered irfto the CM
system;

c)| the method to be used to identify superseded-versions of a configuration item.
ISP/IEC 15408-3 ALC_CMC.3.3C: The CM,system shall uniquely identify all configuration items.
12.2.3.3.4 Work unit ALC_CMC.3-4

THe evaluator shall examine the, configuration items to determine that they are identified in a way that is
copsistent with the CM documentation.

Agsurance that the CM system uniquely identifies all configuration items is gained by examining thelidentifiers
forf the configuration itéms. For both configuration items that comprise the TOE, and drafts of conpfiguration
items that are submitted by the developer as evaluation evidence, the evaluator confirms fhat each
configuration itent, possesses a unique identifier in a manner consistent with the unique identificatign method
that is describeddin the CM documentation.

ISD/IEC 15408-3 ALC_CMC.3.4C: The CM system shall provide measures such that only authorisefl changes
arge madeto the configuration items.

12:233-5—Werkunit ALE—EME3-5
The evaluator shall examine the CM access control measures described in the CM plan to determine that they
are effective in preventing unauthorised access to the configuration items.

The evaluator may use a number of methods to determine that the CM access control measures are effective.
For example, the evaluator may exercise the access control measures to ensure that the procedures could not
be bypassed. The evaluator may use the outputs generated by the CM system procedures required by
ALC_CMC.3.8C. The evaluator may also witness a demonstration of the CM system to ensure that the access
control measures employed are operating effectively.

ISO/IEC 15408-3 ALC_CMC.3.5C: The CM documentation shall include a CM plan.
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12.2.3.3.6 Work unit ALC_CMC.3-6

The evaluator shall check that the CM documentation provided includes a CM plan.

The CM plan needs not to be a connected document, but it is recommended that there is a single document
that describes where the various parts of the CM plan can be found. If the CM plan is no single document, the

list in the following work unit gives hints regarding which context is expected.

ISO/IEC 15408-3 ALC_CMC.3.6C: The CM plan shall describe how the CM system is used for the
development of the TOE.

12.2.3.3.7| Work unit ALC_CMC.3-7

The evalugator shall examine the CM plan to determine that it describes how the CM system is used for the
development of the TOE.

The descrjptions contained in a CM plan include, if applicable:

a) all acfivities performed in the TOE development that are subject to configuration mamagement procedures
(e.g. ¢reation, modification or deletion of a configuration item, data-backup, archiying);

b) which means (e.g. CM tools, forms) have to be made available;

c) the ugage of the CM tools: the necessary details for a user of the<ClM system to be able to operate the
CM tqols correctly in order to maintain the integrity of the TOE;

d) whicH other objects (development components, tools, assessment environments, etc) are taken under
CM cpntrol;

e) the rgles and responsibilities of individuals required;to perform operations on individual configuratipn
items| (different roles may be identified for different types of configuration items (e.g. design
documentation or source code));

f) how CM instances (e.g. change controlsbeards, interface control working groups) are introduced anhd
staffed;

g) the description of the change management;

h) the procedures that are used to ensure that only authorised individuals can make changes |to
configuration items;

i) the gdrocedures that are used to ensure that concurrency problems do not occur as a result|of
simulfaneous changes to configuration items;

j)  the eyidencesthat is generated as a result of application of the procedures. For example, for a change t¢ a
configuration~item, the CM system might record a description of the change, accountability for the
changei-identification of all configuration items affected, status (e.g. pending or completed), and date ahd
time . . o

k) the approach to version control and unique referencing of TOE versions (e.g. covering the release of
patches in operating systems, and the subsequent detection of their application).

ISO/IEC 15408-3 ALC_CMC.3.7C: The evidence shall demonstrate that all configuration items are being
maintained under the CM system.

12.2.3.3.8 Work unit ALC_CMC.3-8

The evaluator shall check that the configuration items identified in the configuration list are being maintained
by the CM system.
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The CM system employed by the developer should maintain the integrity of the TOE. The evaluator should

check that for each type of configuration item (e.g. design documents or source code modules) co

ntained in

the configuration list there are examples of the evidence generated by the procedures described in the CM

plan. In this case, the approach to sampling will depend upon the level of granularity used in the CM

system to

control CM items. Where, for example, 10,000 source code modules are identified in the configuration list, a
different sampling strategy needs to be applied compared to the case in which there are only 5, or even 1. The
emphasis of this activity should be on ensuring that the CM system is being operated correctly, rather than on

the detection of any minor error.

For guidance on sampling see A.2, Sampling.

ISP/IEC 15408-3 ALC_CMC.3.8C: The evidence shall demonstrate that the CM system is being{operated in

accordance with the CM plan.
12.2.3.3.9 Work unit ALC_CMC.3-9

THe evaluator shall check the CM documentation to ascertain that it includes the CM system recordg
by|the CM plan.

THe output produced by the CM system should provide the evidence that the,evaluator needs to be
that the CM plan is being applied, and also that all configuration items arg-being maintained by the

identified

confident
M system

as| required by ALC_CMC.3.7C. Example output could include change ‘control forms, or configuration item

aceess approval forms.

12,2.3.3.10 Work unit ALC_CMC.3-10

THe evaluator shall examine the evidence to determine that'the CM system is being operated in agcordance

with the CM plan.

THe evaluator should select and examine a sample'of evidence covering each type of CM-relevant
that has been performed on a configuration item{e.g. creation, modification, deletion, reversion to
version) to confirm that all operations of the CM system have been carried out in line with dd
procedures. The evaluator confirms that-the "evidence includes all the information identified for that
in the CM plan. Examination of the evidénce may require access to a CM tool that is used. The eva
chpose to sample the evidence.

Fgr guidance on sampling see-Ai2, Sampling.

operation
an earlier
cumented
operation
uator may

Fdrther confidence in the~correct operation of the CM system and the effective maintenance of configuration
items may be established by means of interviews with selected development staff. In condug
inferviews, the evaluator aims to gain a deeper understanding of how the CM system is used in p
wgll as to confirm{that the CM procedures are being applied as described in the CM documentation
such interviews\should complement rather than replace the examination of documentary evidence

For guidance on site visits see A.4, Site Visits.
12.2.4 Evaluation of sub-activity (ALC_CMC.4)
12.2.4.1 Objectives

The objectives of this sub-activity are to determine whether the developer has clearly identified the

ting such
ractise as
Note that
and may
ide scope
m the CM

TOE and

its associated configuration items, and whether the ability to modify these items is properly controlled by

automated tools, thus making the CM system less susceptible to human error or negligence.
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12.2.4.2

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the TOE suitable for testing;

c) the configuration management documentation.

12.2.4.3

ISO/IEC 1
12.2.4.3.1
The evalu

The evalu
be achiev
ensure th4

The TOE
its name 3
or firmwar

Alternativd
each com

12.2.4.3.2
The evalu

If the TOH
to relate g
This ensu
that they K
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The evalu

5408-3 ALC_CMC.4.1C: The TOE shall be labelled with its unique reference.
Work unit ALC_CMC.4-1

htor shall check that the TOE provided for evaluation is labelled with its reference.

ed through labelled packaging or media, or by a label displayed by the operational TOE. This is
t it would be possible for consumers to identify the TOE (e.g. at the peintof purchase or use).

may provide a method by which it can be easily identified. For example, a software TOE may disp
nd version number during the start up routine, or in responseto;a command line entry. A hardwg
e TOE may be identified by a part number physically stamped on the TOE.

ly, the unique reference provided for the TOE may be the combination of the unique reference
bonent from which the TOE is comprised (e.g. in the.case of a composed TOE).

Work unit ALC_CMC.4-2
htor shall check that the TOE references used are consistent.
ny labelled guidance documentation’supplied as part of the TOE to the evaluated operational TG
res that consumers can be confident that they have purchased the evaluated version of the TG
ave installed this version, and\that they have the correct version of the guidance to operate the T(

nce with its ST.

btor also verifies that-the TOE reference is consistent with the ST.

If this work unit is applied to a composed TOE, the following will apply. The composed IT TOE will not

labelled w

ith its unique{(Composite) reference, but only the individual components will be labelled with th

appropriate TOE reference. It would require further development for the IT TOE to be labelled, i.e. duri

start-up a
componer

nd/or operation, with the composite reference. If the composed TOE is delivered as the constitug

htor should ensure that the TOE contains the unique reference which is stated/in the ST. This colild

to

ay
re

of

is labelled more than once then the\labels have to be consistent. For example, it should be possilble

E.
Ey
DE

be
Bir
ng
nt
he

t TOES, then the TOE items delivered will not contain the composite reference. However, t

composed TOE ST will include the unique reference for the composed TOE and will identify the components
comprisinmmmmmmmmmmmmw i i e

appropriate items.

ISO/IEC 15408-3 ALC_CMC.4.2C: The CM documentation shall describe the method used to uniquely identify
the configuration items.

12.2.4.3.3

Work unit ALC_CMC.4-3

The evaluator shall examine the method of identifying configuration items to determine that it describes how
configuration items are uniquely identified.
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Procedures should describe how the status of each configuration item can be tracked throughout the life-cycle
of the TOE. The procedures may be detailed in the CM plan or throughout the CM documentation. The
information included should describe:

a) the method how each configuration item is uniquely identified, such that it is possible to track versions of
the same configuration item;

b) the method how configuration items are assigned unique identifiers and how they are entered into the CM
system;

C) t: Ic IIIUt: IULJI tU IUU UDUU‘ tU idUl Itlfy bUpUIDUUIGd VA biUI S Uf a CUI |figwatiuu itUl LS
ISP/IEC 15408-3 ALC_CMC.4.3C: The CM system shall uniquely identify all configuration items:
12.2.4.3.4 Work unit ALC_CMC.4-4

THe evaluator shall examine the configuration items to determine that they are identified in a way that is
copsistent with the CM documentation.

Agsurance that the CM system uniquely identifies all configuration items is gGained by examining the|identifiers
forf the configuration items. For both configuration items that comprise.the TOE, and drafts of conpfiguration
items that are submitted by the developer as evaluation evidence, the evaluator confirms fhat each
configuration item possesses a unique identifier in a manner consistent with the unique identificatign method
that is described in the CM documentation.

ISD/IEC 15408-3 ALC_CMC.4.4C: The CM system shall provide automated measures such|that only
authorised changes are made to the configuration items.

12.2.4.3.5 Work unit ALC_CMC.4-5

THe evaluator shall examine the CM access control measures described in the CM plan (cf. ALC_(GMC.4.6C)
to|determine that they are automated and, éffective in preventing unauthorised access to the configuration
items.

THe evaluator may use a number of méthods to determine that the CM access control measures arg effective.
Fdr example, the evaluator may exercise the access control measures to ensure that the procedureg could not
beg bypassed. The evaluator,may use the outputs generated by the CM system procedures rgquired by
AlUC_CMC.4.10C. The evaluator may also witness a demonstration of the CM system to ensurg that the
aceess control measures-employed are operating effectively.

ISP/IEC 15408-3 ALC. " CMC.4.5C: The CM system shall support the production of the TOE by automated
means.

12.2.4.3.6 /Work unit ALC_CMC.4-6

THe evaltator shall check the CM plan (cf. ALC_CMC.4.6C) for automated procedures for supgorting the
production of the TOE.

The term “production” applies to those processes adopted by the developer to progress the TOE from the
implementation representation to a state acceptable for delivery to the end customer.

The evaluator verifies the existence of automated production support procedures within the CM plan.
The following are examples for automated means supporting the production of the TOE:
e a“make” tool (as provided with many software development tools) in the case of a software TOE;

e a tool ensuring automatically (for example by means of bar codes) that only parts are combined which
indeed belong together in the case of a hardware TOE.
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12.2.4.3.7 Work unit ALC_CMC.4-7

The evaluator shall examine the TOE production support procedures to determine that they are effective in
ensuring that a TOE is generated that reflects its implementation representation.

The production support procedures should describe which tools have to be used to produce the final TOE
from the implementation representation in a clearly defined way. The conventions, directives, or other
necessary constructs are described under ALC_TAT.

The evaluator determines that by following the production support procedures the correct configuration items
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production procedures ensure that all source files and related libraries are included in the compil

e. Moreover, the procedures should ensure that compiler options and comparable other options &

niquely. For a hardware TOE, this work unit may include checking that the automatic preducti

S5 ensure that the belonging parts are built together and no parts are missing.

ation representation in an unambiguous way and implements the SFRs as described in the ST.

btor should bear in mind that the CM system need not necessarily possessythe capability to produ
but should provide support for the process that will help reduce the probability of human error.

5408-3 ALC_CMC.4.6C: The CM documentation shall include a CM-plan.
Work unit ALC_CMC.4-8

htor shall check that the CM documentation provided includes a CM plan.

lan does not need to be contained within a single document, but it is recommended that there is

jocument that describes where the various patts of the CM plan can be found. If the CM plan
by a set of documents, the list in the following work unit gives guidance regarding the requin

5408-3 ALC_CMC.4.7C: The CM-plan shall describe how the CM system is used for f
bnt of the TOE.

Work unit ALC_CMC.4-9

ent of the TOE.
ptions contained jn a CM plan include, if applicable:

ivities performed in the TOE development that are subject to configuration management procedur
creation;-modification or deletion of a configuration item, data-backup, archiving);

e
ed
re
bn

mer can then be confident that the version of the TOE delivered for installation is.derived from the

is
ed

ator shall examine the~-CM plan to determine that it describes how the CM system is used for the

which

means (e.g. CM tools, forms) have to be made available;

the usage of the CM tools: the necessary details for a user of the CM system to be able to operate the
CM tools correctly in order to maintain the integrity of the TOE;

the production support procedures;

which other objects (development components, tools, assessment environments, etc) are taken under
CM control;

the roles and responsibilities of individuals required to perform operations on individual configuration
items (different roles may be identified for different types of configuration items (e.g. design
documentation or source code));
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how CM instances (e.g. change control boards, interface control working groups) are introduced and
staffed;

the description of the change management;

the procedures that are used to ensure that only authorised individuals can make changes to
configuration items;

the procedures that are used to ensure that concurrency problems do not occur as a result of
simultaneous changes to configuration items;

the evidence that is generated as a result of application of the procedures. For example, for-a clluange toa
configuration item, the CM system might record a description of the change, accountability for the
change, identification of all configuration items affected, status (e.g. pending or completed), anqd date and
time of the change. This might be recorded in an audit trail of changes made or change-control fecords;

the approach to version control and unique referencing of TOE versions (e.g:covering the felease of
patches in operating systems, and the subsequent detection of their application).

ISD/IEC 15408-3 ALC_CMC.4.8C: The CM plan shall describe the procedures used to accept modified or

newly created configuration items as part of the TOE.

12.2.4.3.10 Work unit ALC_CMC.4-10

TH

TH
ing

a)

b)

c)

When obtainingthe components the evaluators are to verify the following:

a)

e evaluator shall examine the CM plan to determine that/it"describes the procedures used |[to accept
madified or newly created configuration items as parts of the TOE.

e descriptions of the acceptance procedures in.the€ CM plan should include the developel roles or
ividuals responsible for the acceptance and the criteria to be used for acceptance. They should take into
aceount all acceptance situations that may occur,in‘particular:

accepting an item into the CM system,for the first time, in particular inclusion of software, firmjware and
hardware components from other manufacturers into the TOE (“integration”);

moving configuration items to the_hext life-cycle phase at each stage of the construction of the |TOE (e.g.
module, subsystem, system);

subsequent to transports between different development sites.

If |jhis work unit is applied"to a dependent component that is going to be integrated in a composed TOE, the
CM plan should consider the control of base components obtained by the dependent TOE developer.

Transfer'of each base component from the base component developer to the integrator (deperident TOE
developer) was performed in accordance with the base component TOE's secure delivery procg¢dures, as
feported in the base component TOE certification report.

b)

c)

The component received has the same identifiers as those stated in the ST and Certification Report for
the component TOE.

All additional material required by a developer for composition (integration) is provided. This is to include
the necessary extract of the component TOE's functional specification.

ISO/IEC 15408-3 ALC_CMC.4.9C: The evidence shall demonstrate that all configuration items are being
maintained under the CM system.
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12.2.4.3.11 Work unit ALC_CMC.4-11

The evaluator shall check that the configuration items identified in the configuration list are being maintain
by the CM system.

ed

The CM system employed by the developer should maintain the integrity of the TOE. The evaluator should

check that for each type of configuration item (e.g. design documents or source code modules) contained

in

the configuration list there are examples of the evidence generated by the procedures described in the CM

plan. In this case, the approach to sampling will depend upon the level of granularity used in the CM system
control CM |tems Where, for example, 10,000 source code modules are |dent|f|ed in the conflguratlon list,
dlfferents v 'i’ ate Oy 1eeasS uv’---’i’i”--’i O—the—CaSet are-onty ; O €
emphasis |of thls activity should be on ensuring that the CM system is bemg operated correctly, rather than
the detectjon of any minor error.

For guidamce on sampling see A.2, Sampling.

ISO/IEC 1)5408-3 ALC_CMC.4.10C: The evidence shall demonstrate that the CM system is“being operated
accordange with the CM plan.

12.2.4.3.12 Work unit ALC_CMC.4-12

The evaluptor shall check the CM documentation to ascertain that it includes the CM system records identifi
by the CM plan.

The output produced by the CM system should provide the evidence that'the evaluator needs to be confide
that the CM plan is being applied, and also that all configuration items\are being maintained by the CM syst
as requirdd by ALC_CMC.4.9C. Example output could include change control forms, or configuration it
access apjproval forms.

12.2.4.3.18 Work unit ALC_CMC.4-13

The evaluptor shall examine the evidence to determine that the CM system is being operated in accordan
with the CM plan.

The evalugtor should select and examine a'‘sample of evidence covering each type of CM-relevant operati
that has been performed on a configuration item (e.g. creation, modification, deletion, reversion to an earl
version) tp confirm that all operatiops;of the CM system have been carried out in line with document
procedures. The evaluator confirmg-that the evidence includes all the information identified for that operati
in the CM|plan. Examination of the evidence may require access to a CM tool that is used. The evaluator m
choose tofsample the evidence.

For guidamce on sampling see A.2, Sampling.

Further cgnfidence.in the correct operation of the CM system and the effective maintenance of configurati
items may be established by means of interviews with selected development staff. In conducting su
interviews| the evaluator aims to gain a deeper understanding of how the CM system is used in practise
well as to [confirm that the CM procedures are being applied as described in the CM documentation. Note th
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not be necessary if the documentary evidence alone satisfies the requirement. However glven the wide scope
of the CM plan it is possible that some aspects (e.g. roles and responsibilities) may not be clear from the CM

plan and records alone. This is one case where clarification may be necessary through interviews.
It is expected that the evaluator will visit the development site in support of this activity.

For guidance on site visits see A.4, Site Visits.
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.2.5 Evaluation of sub-activity (ALC_CMC.5)

.2.5.1 Objectives

The objectives of this sub-activity are to determine whether the developer has clearly identified the TOE and
its associated configuration items, and whether the ability to modify these items is properly controlled by

au

12

tomated tools, thus making the CM system less susceptible to human error or negligence.

.2.5.2 Input

Tt
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b)
c)

12
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If the TOE is labelied more than once then the labels have to be consistent. For example, it should b

to
Th

In

that they have installed this version, and that they have the correct version of the guidance to operat

e evatuatiomevidence for this-sub=activity is:

the ST,;

the TOE suitable for testing;

the configuration management documentation.
.2.5.3 Action ALC_CMC.5.1E
D/IEC 15408-3 ALC_CMC.5.1C: The TOE shall be labelled with its unique reference.
.2.5.3.1 Work unit ALC_CMC.5-1
e evaluator shall check that the TOE provided for evaluationis labelled with its reference.
e evaluator should ensure that the TOE contains the unique reference which is stated in the ST.
achieved through labelled packaging or media, or\by-a label displayed by the operational TOE,
sure that it would be possible for consumers to identify the TOE (e.g. at the point of purchase or u
e TOE may provide a method by which it can-be easily identified. For example, a software TOE m
name and version number during the start_up routine, or in response to a command line entry. A

firmware TOE may be identified by a part number physically stamped on the TOE.

ernatively, the unique reference provided for the TOE may be the combination of the unique re
ch component from which the TOE is comprised (e.g. in the case of a composed TOE).

.2.5.3.2 Work unit ALC_CMC.5-2

e evaluator shall chéckthat the TOE references used are consistent.

relate any labelled guidance documentation supplied as part of the TOE to the evaluated operati
is ensures‘that consumers can be confident that they have purchased the evaluated version of

Accordance with its ST.

his could
This is to
5e).

ay display
hardware

ference of

P possible
bnal TOE.
the TOE,
e the TOE

Th

g evaluator also veriffes thatthe TOE reference s consistentwithrthe ST

If this work unit is applied to a composed TOE, the following will apply. The composed IT TOE will not be
labelled with its unique (composite) reference, but only the individual components will be labelled with their
appropriate TOE reference. It would require further development for the IT TOE to be labelled, i.e. during
start-up and/or operation, with the composite reference. If the composed TOE is delivered as the constituent
component TOEs, then the TOE items delivered will not contain the composite reference. However, the
composed TOE ST will include the unique reference for the composed TOE and will identify the components
comprising the composed TOE through which the consumers will be able to determine whether they have the
appropriate items.
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ISO/IEC 15408-3 ALC_CMC.5.2C: The CM documentation shall describe the method used to uniquely identify
the configuration items.

12.2.5.3.3 Work unit ALC_CMC.5-3

The evaluator shall examine the method of identifying configuration items to determine that it describes how
configuration items are uniquely identified.

Procedures should describe how the status of each configuration item can be tracked throughout the life-cycle
of the TOE. The procedures may be detailed in the CM plan or throughout the CM documentation. The

informatioprimciuded-shoutd-describe:

a) the method how each configuration item is uniquely identified, such that it is possible to track vefsions|of
the same configuration item;

b) the method how configuration items are assigned unique identifiers and how they are entered into the ¢M
system;

c) the method to be used to identify superseded versions of a configuration item.

ISO/IEC 15408-3 ALC_CMC.5.3C: The CM documentation shall justify that‘“the acceptance procedures
provide for an adequate and appropriate review of changes to all configuration®items.

12.2.5.3.4 Work unit ALC_CMC.5-4

The evalgator shall examine the CM documentation to determine that it justifies that the acceptance
proceduress provide for an adequate and appropriate review of changes to all configuration items.

The CM documentation should make it sufficiently clear that by following the acceptance procedures on
parts of adequate quality are incorporated into the TOE,

y

ISO/IEC 15408-3 ALC_CMC.5.4C: The CM system,shall uniquely identify all configuration items.

12.2.5.3.5/ Work unit ALC_CMC.5-5

The evalyator shall examine the configuration items to determine that they are identified in a way that|is

consistenf with the CM documentation:

=

Assurancg that the CM system uniquely identifies all configuration items is gained by examining the identifigrs
for the copfiguration items. Férboth configuration items that comprise the TOE, and drafts of configuratipn
items that are submitted (by* the developer as evaluation evidence, the evaluator confirms that each
configuratfon item possesses a unique identifier in @ manner consistent with the unique identification methjod
that is degcribed in the €M documentation.

ISO/IEC 15408-3—ALC_CMC.5.5C: The CM system shall provide automated measures such that ofly
authorised changes are made to the configuration items.

12.2.5.3.6—Whorkunit ALE—EME5-6
The evaluator shall examine the CM access control measures described in the CM plan (cf. ALC_CMC.5.12C)
to determine that they are automated and effective in preventing unauthorised access to the configuration
items.

The evaluator may use a number of methods to determine that the CM access control measures are effective.
For example, the evaluator may exercise the access control measures to ensure that the procedures could not
be bypassed. The evaluator may use the outputs generated by the CM system procedures required by
ALC _CMC.5.16C. The evaluator may also witness a demonstration of the CM system to ensure that the
access control measures employed are operating effectively.
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ISO/IEC 15408-3 ALC_CMC.5.6C: The CM system shall support the production of the TOE by automated
means.

12.2.5.3.7 Work unit ALC_CMC.5-7

The evaluator shall check the CM plan (cf. ALC_CMC.5.12C) for automated procedures for supporting the
production of the TOE.

The term “production” applies to those processes adopted by the developer to progress the TOE from the
implementation representation to a state acceptable for delivery to the end customer.

THe evaluator verifies the existence of automated production support procedures within the CM plan
THe following are examples for automated means supporting the production of the TOE:
e | a“make” tool (as provided with many software development tools) in the case of a)software TOH,;

o | a tool ensuring automatically (for example by means of bar codes) that only)parts are combiped which
indeed belong together in the case of a hardware TOE.

12.2.5.3.8 Work unit ALC_CMC.5-8

THe evaluator shall examine the TOE production support proceddres to determine that they are dffective in
ensuring that a TOE is generated that reflects its implementation{representation.

THe production support procedures should describe which«tools have to be used to produce thelfinal TOE
frgm the implementation representation in a clearly defined way. The conventions, directives| or other
necessary constructs are described under ALC_TAT.

THe evaluator determines that by following the production support procedures the correct configurgtion items
wquld be used to generate the TOE. For example, in a software TOE this may include checking that the
automated production procedures ensure that all source files and related libraries are included in thg compiled
objject code. Moreover, the procedures should ensure that compiler options and comparable other dptions are
defined uniquely. For a hardware TOE;-this work unit may include checking that the automatic production
procedures ensure that the belonging-parts are built together and no parts are missing.

THe customer can then be confident that the version of the TOE delivered for installation is derivedl from the
implementation representationin an unambiguous way and implements the SFRs as described in the ST.

THe evaluator should. Bbear in mind that the CM system need not necessarily possess the capability to produce
e TOE, but should-provide support for the process that will help reduce the probability of human erfor.

ISD/IEC 15408-8 ALC_CMC.5.7C: The CM system shall ensure that the person responsible for agcepting a

Al examine the VI SYStEM 10 determine 2
accepting a configuration item is not the person who developed it.

The acceptance procedures describe who is responsible for accepting a configuration item. From these
descriptions, the evaluator should be able to determine that the person who developed a configuration item is
in no case responsible for its acceptance.

ISO/IEC 15408-3 ALC_CMC.5.8C: The CM system shall identify the configuration items that comprise the
TSF.
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12.2.5.3.10 Work unit ALC_CMC.5-10

The evaluator shall examine the CM system to determine that it identifies the configuration items that

comprise the TSF.

The CM documentation should describe how the CM system identifies the configuration items that compri
the TSF. The evaluator should select a sample of configuration items covering each type of items, particula
containing TSF and non-TSF items, and check that they are correctly classified by the CM system.

For guidance on sampling see A.2, Sampling.

se
rly

ISO/IEC 15408-3 ALC_CMC.5.9C: The CM system shall support the audit of all changes to the TOE
automated means, including the originator, date, and time in the audit trail.

12.2.5.3.11 Work unit ALC_CMC.5-11

The evaluptor shall examine the CM system to determine that it supports the audit of all changes to the T(
by automated means, including the originator, date, and time in the audit trail.

The evaluptor should inspect a sample of audit trails and check, if they contain the minimum information.

ISO/IEC 15408-3 ALC_CMC.5.10C: The CM system shall provide an automated means to identify all oth
configuratfon items that are affected by the change of a given configuratiory item.

12.2.5.3.12 Work unit ALC_CMC.5-12

The evalugtor shall examine the CM system to determine that it provides an automated means to identify
other confjguration items that are affected by the change of a given configuration item.

The CM documentation should describe how the CM system identifies all other configuration items that 2
affected by the change of a given configuration item.-The evaluator should select a sample of configurati

er

all

re
olp]

items, codering all types of items, and exercise the @utomated means to determine that it identifies all items

that are affected by the change of the selected item.
For guidamce on sampling see A.2, Sampling.

ISO/IEC 15408-3 ALC_CMC.5.11C: The.CM system shall be able to identify the version of the implementat
representation from which the TOE(is,generated.

12.2.5.3.13 Work unit ALC_CMC.5-13

The evalyator shall examine the CM system to determine that it is able to identify the version of the

implementation representation from which the TOE is generated.

The CM documentation should describe how the CM system identifies the version of the implementati
representation from which the TOE is generated. The evaluator should select a sample of the parts used

bn
to

produce theZFOE and should apply the CM system to verify that it identifies the corresponding implementati

representatiomimthecorrect versiom:

For guidance on sampling see A.2, Sampling.

ISO/IEC 15408-3 ALC_CMC.5.12C: The CM documentation shall include a CM plan.
12.2.5.3.14 Work unit ALC_CMC.5-14

The evaluator shall check that the CM documentation provided includes a CM plan.
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The CM plan needs not to be a connected document, but it is recommended that there is a single document
that describes where the various parts of the CM plan can be found. If the CM plan is no single document, the
list in the following work unit gives hints regarding which context is expected.

ISO/IEC 15408-3 ALC_CMC.5.13C: The CM plan shall describe how the CM system is used for the
development of the TOE.

12.2.5.3.15 Work unit ALC_CMC.5-15

The evaluator shall examine the CM plan to determine that it describes how the CM system is used for the

d 1 PR 1) T
CIUPITITTTUUT UI1T TUL.

THe descriptions contained in a CM plan include, if applicable:

a)| all activities performed in the TOE development that are subject to configuration management pgrocedures
(e.g. creation, modification or deletion of a configuration item, data-backup, archiving);

b)] which means (e.g. CM tools, forms) have to be made available;

c)| the usage of the CM tools: the necessary details for a user of the CM system to be able to operate the
CM tools correctly in order to maintain the integrity of the TOE;

d)| the production support procedures;

e)| which other objects (development components, tools, assessment environments, etc) are taken under
CM control;

f) | the roles and responsibilities of individuals requiréd to perform operations on individual compfiguration
items (different roles may be identified for “different types of configuration items (e.p. design
documentation or source code));

g)| how CM instances (e.g. change contralboards, interface control working groups) are introquced and
staffed;

h)| the description of the change management;

i) | the procedures that are~used to ensure that only authorised individuals can make changes to
configuration items;

j) | the procedures that are used to ensure that concurrency problems do not occur as a| result of
simultaneous changes to configuration items;

k)| the evidence that is generated as a result of application of the procedures. For example, for a ¢

patches in operating systems, and the subsequent detection of their application).

ISO/IEC 15408-3 ALC_CMC.5.14C: The CM plan shall describe the procedures used to accept modified or
newly created configuration items as part of the TOE.

12.2.5.3.16 Work unit ALC_CMC.5-16

The evaluator shall examine the CM plan to determine that it describes the procedures used to accept
modified or newly created configuration items as parts of the TOE.
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The descriptions of the acceptance procedures in the CM plan should include the developer roles or
individuals responsible for the acceptance and the criteria to be used for acceptance. They should take into
account all acceptance situations that may occur, in particular:

a) accepting an item into the CM system for the first time, in particular inclusion of software, firmware and
hardware components from other manufacturers into the TOE (“integration”);

b) moving configuration items to the next life-cycle phase at each stage of the construction of the TOE (e.g.
module, subsystem, system);

b N b k. L " LLEL - (] 1 - b
C) subsequenttotransportsbetweendifferentdevetopment-sites:

ISO/IEC 15408-3 ALC_CMC.5.15C: The evidence shall demonstrate that all configuration items areybeing
maintainefl under the CM system.

12.2.5.3.1f Work unit ALC_CMC.5-17

The evaluptor shall check that the configuration items identified in the configuration list @re being maintaingd
by the CM system.

The CM dystem employed by the developer should maintain the integrity of the-JOE. The evaluator shodld
check that for each type of configuration item (e.g. design documents or source'code modules) contained]in
the configuration list there are examples of the evidence generated by the procedures described in the GM
plan. In th|s case, the approach to sampling will depend upon the level of granularity used in the CM system(to
control Cl items. Where, for example, 10,000 source code modules<are”identified in the configuration list| a
different sampling strategy needs to be applied compared to the case.in which there are only 5, or even 1. The
emphasis |of this activity should be on ensuring that the CM systemis being operated correctly, rather than pn
the detectjon of any minor error.

For guidamce on sampling see A.2, Sampling.

.

ISO/IEC 15408-3 ALC_CMC.5.16C: The evidence shall demonstrate that the CM system is being operated
accordange with the CM plan.

n

12.2.5.3.18 Work unit ALC_CMC.5-18

The evaluptor shall check the CM dogummentation to ascertain that it includes the CM system records identified
by the CM plan.

The output produced by the CM system should provide the evidence that the evaluator needs to be confidgnt
that the CM plan is being applied, and also that all configuration items are being maintained by the CM system

12.2.5.3.19 Work-unit ALC_CMC.5-19

The evaluptor, shall examine the evidence to determine that the CM system is being operated in accordance
with the Ch-ptan-

The evaluator should select and examine a sample of evidence covering each type of CM-relevant operation
that has been performed on a configuration item (e.g. creation, modification, deletion, reversion to an earlier
version) to confirm that all operations of the CM system have been carried out in line with documented
procedures. The evaluator confirms that the evidence includes all the information identified for that operation
in the CM plan. Examination of the evidence may require access to a CM tool that is used. The evaluator may
choose to sample the evidence.

For guidance on sampling see A.2, Sampling.
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Further confidence in the correct operation of the CM system and the effective maintenance of configuration
items may be established by means of interviews with selected development staff. In conducting such
interviews, the evaluator aims to gain a deeper understanding of how the CM system is used in practise as
well as to confirm that the CM procedures are being applied as described in the CM documentation. Note that
such interviews should complement rather than replace the examination of documentary evidence, and may
not be necessary if the documentary evidence alone satisfies the requirement. However, given the wide scope
of the CM plan it is possible that some aspects (e.g. roles and responsibilities) may not be clear from the CM
plan and records alone. This is one case where clarification may be necessary through interviews.

It is expected that the evaluator will visit the development site in support of this activity.

FQar guidance on site visits see A.4, Site Visits.
12.2.5.4 Action ALC_CMC.5.2E
12.2.5.4.1 Work unit ALC_CMC.5-20

THe evaluator shall examine the production support procedures to determine that by followling these
procedures a TOE would be produced like that one provided by the developer-fartesting activities.

If the TOE is a small software TOE and production consists of compiling and linking, the evaluator might
confirm the adequacy of the production support procedures by reapplying them himself.

If {he production process of the TOE is more complicated (as for€€xample in the case of a smart cardl), but has
already started, the evaluator should inspect the application of the production support procedure$ during a
vidit of the development site. He might compare a copy of the.TOE produced in his presence with thg samples
usked for his testing activities.

FQgr guidance on site visits see A.4, Site Visits.

Otherwise the evaluator's determination should>be based on the documentary evidence provided by the
developer.

THis work unit may be performed «in-conjunction with the evaluation activities under Implgmentation
representation (ADV_IMP).

14.3 CM scope (ALC_CMS)

12.3.1 Evaluation of sub-activity (ALC_CMS.1)
12.3.1.1 Objectives

THe objectiveofithis sub-activity is to determine whether the developer performs configuration management

onf the TOE and the evaluation evidence. These configuration items are controlled in accordanc¢ with CM
capabilities<(ALC_CMC).

12342 Input

The evaluation evidence for this sub-activity is:
a) the ST;

b) the configuration list.

12.3.1.3 Action ALC_CMS.1.1E

ISO/IEC 15408-3 ALC_CMS.1.1C: The configuration list shall include the following: the TOE itself; and the
evaluation evidence required by the SARs.
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12.3.1.3.1

Work unit ALC_CMS.1-1

The evaluator shall check that the configuration list includes the following set of items:

a) the TOE itself;

b) the evaluation evidence required by the SARs in the ST.

ISO/IEC 1
12.3.1.3.2

The evalu
item.

The config
used (typ|
configurat

5408-3 ALC_CMS.1.2C: The configuration list shall uniquely identify the configuration items.

—WorkumitALC_CMST1=2

ator shall examine the configuration list to determine that it uniquely identifies each configurati

uration list contains sufficient information to uniquely identify which version of eachyitem has be

on items, and the correct version of each item, have been used during the evaluation.

12.3.2 Ewvaluation of sub-activity (ALC_CMS.2)

12.3.21
The ot?jec
comprise
CM capab
12.3.2.2
The evalu
a) theS
b) the cc
12.3.2.3

ISO/IEC
evaluation

12.3.2.3.1
The evalu

a) theT

Objectives

live of this sub-activity is to determine whether the configuratignylist includes the TOE, the parts tf
he TOE, and the evaluation evidence. These configuration‘items are controlled in accordance w
ilities (ALC_CMC).

Input

htion evidence for this sub-activity is:

I
nfiguration list.

Action ALC_CMS.2.1E

5408-3 ALC_CMS.2.1C{ fhe configuration list shall include the following: the TOE itself;
evidence required byhe-SARs; and the parts that comprise the TOE.

Work unit ALC-CMS.2-1
htor shall check that the configuration list includes the following set of items:

DE itself;

N

cally a version number). Use of this list will enable the evaluator to check\that the correct

at
th

b) the pqarts that comprise the TOE;

c) the evaluation evidence required by the SARs.

ISO/IEC 1

12.3.2.3.2

5408-3 ALC_CMS.2.2C: The configuration list shall uniquely identify the configuration items.

Work unit ALC_CMS.2-2

The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration

item.
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The configuration list contains sufficient information to uniquely identify which version of each item has been
used (typically a version number). Use of this list will enable the evaluator to check that the correct
configuration items, and the correct version of each item, have been used during the evaluation.

ISO/IEC 15408-3 ALC _CMS.2.3C: For each TSF relevant configuration item, the configuration list shall
indicate the developer of the item.

12.3.2.3.3 Work unit ALC_CMS.2-3

The evaluator shall check that the configuration list indicates the developer of each TSF relevant configuration
|t 1.

If pnly one developer is involved in the development of the TOE, this work unit is not applicable, and is
therefore considered to be satisfied.

12.3.3 Evaluation of sub-activity (ALC_CMS.3)
12.3.3.1 Objectives

THe objective of this sub-activity is to determine whether the configuration listjincludes the TOE, the| parts that
comprise the TOE, the TOE implementation representation, and the evaluation evidence. These compfiguration
items are controlled in accordance with CM capabilities (ALC_CMC).
12.3.3.2 Input

THe evaluation evidence for this sub-activity is:

a)| the ST;

b)| the configuration list.

12.3.3.3 Action ALC_CMS.3.1E

ISP/IEC 15408-3 ALC_CMS.3.1C: The-configuration list shall include the following: the TOE |itself; the
evaluation evidence required by the’ SARs; the parts that comprise the TOE; and the impldmentation
representation.

12.3.3.3.1 Work unit ALC_CMS.3-1

THe evaluator shall chéekthat the configuration list includes the following set of items:
a)| the TOE itself;

b)| the paristhat comprise the TOE;

c)| the TOE implementation representation;

d) —the evaluation evidence required by the SARS In the S 1.
ISO/IEC 15408-3 ALC_CMS.3.2C: The configuration list shall uniquely identify the configuration items.
12.3.3.3.2 Work unit ALC_CMS.3-2

The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration
item.

The configuration list contains sufficient information to uniquely identify which version of each item has been

used (typically a version number). Use of this list will enable the evaluator to check that the correct
configuration items, and the correct version of each item, have been used during the evaluation.
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ISO/IEC 15408-3 ALC _CMS.3.3C: For each TSF relevant configuration item, the configuration list shall
indicate the developer of the item.

12.3.3.3.3 Work unit ALC_CMS.3-3

The evaluator shall check that the configuration list indicates the developer of each TSF relevant configuration
item.

If only one developer is involved in the development of the TOE, this work unit is not applicable, and is
therefore considered to be satisfied.

12.3.4 E\,Ialuation of sub-activity (ALC_CMS.4)
12.3.4.1 |Objectives

The objective of this sub-activity is to determine whether the configuration list includes the TOE the parts that
comprise [the TOE, the TOE implementation representation, security flaws, and the evaluation evidenge.
These corjfiguration items are controlled in accordance with CM capabilities (ALC_CMC)(
12.3.4.2 |Input

The evaluption evidence for this sub-activity is:

a) the S;
b) the configuration list.

12.3.4.3 |Action ALC_CMS.4.1E
ISO/IEC 15408-3 ALC_CMS.4.1C: The configuration. list* shall include the following: the TOE itself; the
evaluatior] evidence required by the SARs; the -parts that comprise the TOE; the implementatipn
representation; and security flaw reports and resolution status.

12.3.4.3.1] Work unit ALC_CMS.4-1

The evaluptor shall check that the configuration list includes the following set of items:
a) the TDE itself;

b) the parts that comprise the-TOE;

c) the TPE implementation representation;

d) the eyaluation€vjdence required by the SARs in the ST;

e) the dpcumentation used to record details of reported security flaws associated with the implementatipn
(e.g.,|ptoblem status reports derived from a developer's problem database).

ISO/IEC 15408-3 ALC_CMS.4.2C: The configuration list shall uniquely identify the configuration items.
12.3.4.3.2 Work unit ALC_CMS.4-2

The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration
item.

The configuration list contains sufficient information to uniquely identify which version of each item has been

used (typically a version number). Use of this list will enable the evaluator to check that the correct
configuration items, and the correct version of each item, have been used during the evaluation.
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ISO/IEC 15408-3 ALC _CMS.4.3C: For each TSF relevant configuration item, the configuration list shall
indicate the developer of the item.

12.3.4.3.3 Work unit ALC_CMS.4-3

The evaluator shall check that the configuration list indicates the developer of each TSF relevant configuration
item.

If only one developer is involved in the development of the TOE, this work unit is not applicable, and is
therefore considered to be satisfied.

12.3.5 Evaluation of sub-activity (ALC_CMS.5)
12.3.5.1 Objectives

THe objective of this sub-activity is to determine whether the configuration list includes the TOE, the| parts that
comprise the TOE, the TOE implementation representation, security flaws, development tools apd related
information, and the evaluation evidence. These configuration items are contrglled in accordancg with CM
capabilities (ALC_CMC).

12.3.5.2 Input

THe evaluation evidence for this sub-activity is:
a)| the ST;

b)| the configuration list.

12.3.5.3 Action ALC_CMS.5.1E

ISP/IEC 15408-3 ALC_CMS.5.1C: The configuration list shall include the following: the TOE |itself; the
evaluation evidence required by the SARs; the parts that comprise the TOE; the impldmentation
representation; security flaw reports and résolution status; and development tools and related informiation.
12.3.5.3.1 Work unit ALC_CMS.5-1

THe evaluator shall check thatthe configuration list includes the following set of items:
a)| the TOE itself;

b)| the parts that comprise the TOE;

c)| the TOE implementation representation;

d)| the_evaluation evidence required by the SARs in the ST;

e)| (the documentation used to record details of reported security flaws associated with the implgmentation
(€.0., problem status reports derived from a developer's problem database),

f) all tools (incl. test software, if applicable) involved in the development and production of the TOE
including the names, versions, configurations and roles of each development tool, and related
documentation.

For a software TOE, “development tools” are usually programming languages and compiler and “related
documentation” comprises compiler and linker options. For a hardware TOE, “development tools” might be
hardware design languages, simulation and synthesis tools, compilers, and “related documentation” might
comprise compiler options again.

ISO/IEC 15408-3 ALC_CMS.5.2C: The configuration list shall uniquely identify the configuration items.
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12.3.5.3.2 Work unit ALC_CMS.5-2

The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration
item.

The configuration list contains sufficient information to uniquely identify which version of each item has been
used (typically a version number). Use of this list will enable the evaluator to check that the correct
configuration items, and the correct version of each item, have been used during the evaluation.

ISO/IEC 15408-3 ALC_CMS.5.3C: For each TSF relevant configuration item, the configuration list shall

indicate the—devetoper-of-the-iten:

12.3.5.3.3] Work unit ALC_CMS.5-3

The evaluptor shall check that the configuration list indicates the developer of each TSF relevanticonfiguratipn
item.

is

If only one developer is involved in the development of the TOE, this work unit is not) applicable, and
therefore ¢onsidered to be satisfied.

12.4 Deljvery (ALC_DEL)
12.4.1 Ewvaluation of sub-activity (ALC_DEL.1)
12.4.1.1 |Objectives

The objective of this sub-activity is to determine whether the delivery documentation describes all procedures
used to mpintain security of the TOE when distributing the TOE o the user.

12.4.1.2 |Input

The evaluption evidence for this sub-activity is:
a) the Sf;
b) the delivery documentation.
12.41.3 |Action ALC_DEL.1.1E

ISO/IEC [15408-3 ALC _DEL“AC: The delivery documentation shall describe all procedures that gre
necessary to maintain security'when distributing versions of the TOE to the consumer.

12.4.1.3.1 Work unit, ALC_DEL.1-1

The evaluptor shall*examine the delivery documentation to determine that it describes all procedures that gre
necessaryl to.maintain security when distributing versions of the TOE or parts of it to the consumer.

The delivery documentation describes proper procedures 1o mainiain security of the TOE during transfer of
the TOE or its component parts and to determine the identification of the TOE.

The delivery documentation should cover the entire TOE, but may contain different procedures for different
parts of the TOE. The evaluation should consider the totality of procedures.

The delivery procedures should be applicable across all phases of delivery from the production environment to
the installation environment (e.g. packaging, storage and distribution). Standard commercial practise for
packaging and delivery may be acceptable. This includes shrink wrapped packaging, a security tape or a
sealed envelope. For the distribution, physical (e.g. public mail or a private distribution service) or electronic
(e.g. electronic mail or downloading off the Internet) procedures may be used.
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Cryptographic checksums or a software signature may be used by the developer to ensure that tampering or
masquerading can be detected. Tamper proof seals additionally indicate if the confidentiality has been broken.
For software TOEs, confidentiality might be assured by using encryption. If availability is of concern, a secure
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erpretation of the term “necessary to maintain security” will need to consider:
The nature of the TOE (e.g. whether it is software or hardware).

The overall security level stated for the TOE by the chosen level of the Vulnerability Assessm
should also apply to the delivery of the TOE. The evaluator should determine that a balanced
has been taken, such that delivery does not present a weak point in an otherwise secure de
process.

The security objectives provided by the ST. The emphasis in the delivery documentation is likel
measures related to integrity, as integrity of the TOE is always important. However, confiden
availability of the delivery will be of concern in the delivery of some TOEs; \procedures relatin
aspects of the secure delivery should also be discussed in the procedures:

.4.1.4 Implied evaluator action

D/IEC 15408-3 ALC_DEL.1.2D: The developer shall use the delivery procedures.

.4.1.4.1 Work unit ALC_DEL.1-2

e evaluator shall examine aspects of the delivery process to determine that the delivery procs
ed.

e approach taken by the evaluator to check thezapplication of delivery procedures will depend on
the TOE, and the delivery process itself. Inyaddition to examination of the procedures thems
pluator seeks some assurance that they are)applied in practise. Some possible approaches are:

a visit to the distribution site(s) where’practical application of the procedures may be observed;

examination of the TOE at some stage during delivery, or after the user has received it (e.g. ch
tamper proof seals);

observing that the process is applied in practise when the evaluator obtains the TOE throu
channels;

questioning-end users as to how the TOE was delivered.

r guidange 'on site visits see A.4, Site Visits.

casés; the evaluator has to be satisfied that appropriate procedures and facilities are in place

It maylbe the case of a newly developed TOE that the delivery procedures have yet to be exercised. In these
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procedures in their use may be useful in providing assurance.
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12.5 Development security (ALC_DVS)
12.5.1 Evaluation of sub-activity (ALC_DVS.1)

12.5.1.1 Objectives

The objective of this sub-activity is to determine whether the developer's security controls on the development
environment are adequate to provide the confidentiality and integrity of the TOE design and implementation

that is necessary to ensure that secure operation of the TOE is not compromised.

12.5.1.2 [mput

The evaluption evidence for this sub-activity is:
a) the ST,
b) the d¢velopment security documentation.

In additiorn), the evaluator may need to examine other deliverables to determine that\thie”security controls &
well-defingd and followed. Specifically, the evaluator may need to examine thé developer's configurati
managemient documentation (the input for the Evaluation of sub-activity (ALG.CMC.4) “Production supp

and acceptance procedures” and the Evaluation of sub-activity (ALC_CMS.4) “Problem tracking ¢
coverage’). Evidence that the procedures are being applied is also required,

12.5.1.3 |Action ALC_DVS.1.1E

ISO/IEC 15408-3 ALC_DVS.1.1C: The development security documentation shall describe all the physic
procedural, personnel, and other security measures that are-'necessary to protect the confidentiality a
integrity of the TOE design and implementation in its development environment.

12.5.1.3.1] Work unit ALC_DVS.1-1

The evaluator shall examine the development seeurity documentation to determine that it details all secu:lity

measures|used in the development environment-that are necessary to protect the confidentiality and integ
of the TOE design and implementation.

The evaluptor determines what is necessary by first referring to the ST for any information that may assist
the deternpination of necessary protection.

If no expljcit information is available from the ST the evaluator will need to make a determination of t
necessary measures. In cases‘where the developer's measures are considered less than what is necessary
clear justification should-be provided for the assessment, based on a potential exploitable vulnerability.

The following types(of 'security measures are considered by the evaluator when examining the documentatidn:

a) physigal,£for example physical access controls used to prevent unauthorised access to the T(
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develppment environment (during normal working hours and at other times);

b) procedural, for example covering:

e granting of access to the development environment or to specific parts of the environment such
development machines

e revocation of access rights when a person leaves the development team

as

e transfer of protected material within and out of the development environment and between different

development sites in accordance with defined acceptance procedures

e admitting and escorting visitors to the development environment
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¢ roles and responsibilities in ensuring the continued application of security measures, and the detection
of security breaches;

c) personnel, for example any controls or checks made to establish the trustworthiness of new development
staff;

d) other security measures, for example the logical protections on any development machines.
The development security documentation should identify the locations at which development occurs, and
describe the aspects of development performed, along with the security measures applied at each location
an i fOTTS: ; ipte facilities
within a single building, multiple buildings at the same site, or at multiple sites. Transports of parts_gf the TOE
or|the unfinished TOE between different development sites are to be covered by Develgpment security
(ALC_DVS), whereas the transport of the finished TOE to the consumer is dealt with in Delivery (ALC _DEL).
Dgvelopment includes the production of the TOE.
125.1.3.2 Work unit ALC_DVS.1-2

THe evaluator shall examine the development confidentiality and integrity( policies in order to detgrmine the
sufficiency of the security measures employed.

THe evaluator should examine whether the following is included in the policies:

a)| what information relating to the TOE development needs“to be kept confidential, and which members of
the development staff are allowed to access such material;

b)| what material must be protected from unauthorised-modification in order to preserve the integrity of the
TOE, and which members of the development staff are allowed to modify such material.

THe evaluator should determine that these policies are described in the development security docufnentation,
that the security measures employed are consistent with the policies, and that they are complete.

It $hould be noted that configuration management procedures will help protect the integrity of the TQE and the
evpluator should avoid overlap with.the work-units conducted for the CM capabilities (ALC_GMC). For
example, the CM documentationtmay describe the security procedures necessary for controlling the roles or
individuals who should have aceess to the development environment and who may modify the TOE.

Whereas the CM capabilities (ALC_CMC) requirements are fixed, those for the Development security
(ALC_DVS), mandating,only necessary measures, are dependent on the nature of the TOH, and on
information that may-pe provided in the ST. For example, the ST may identify a security objective for the
dgvelopment environment that requires the TOE to be developed by staff that has security clearfince. The
evpluators would then determine that such a policy had been applied under this sub-activity.

12,5.1.4 <Action ALC_DVS.1.2E

12.54,4.1 Work unit ALC_DVS.1-3

The evaluator shall examine the development security documentation and associated evidence to determine
that the security measures are being applied.

This work unit requires the evaluator to determine that the security measures described in the development
security documentation are being followed, such that the integrity of the TOE and the confidentiality of
associated documentation is being adequately protected. For example, this could be determined by
examination of the documentary evidence provided. Documentary evidence should be supplemented by
visiting the development environment. A visit to the development environment will allow the evaluator to:

a) observe the application of security measures (e.g. physical measures);
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b) examine documentary evidence of application of procedures;

c) interview development staff to check awareness of the development security policies and procedures,
and their responsibilities.

A development site visit is a useful means of gaining confidence in the measures being used. Any decision not
to make such a visit should be determined in consultation with the evaluation authority.

For guidance on site visits see A.4, Site Visits.

12.5.2 Evatuatiomofsub=activity {AE€—DVS:2)

12.5.2.1 |Objectives

The objective of this sub-activity is to determine whether the developer's security controls on theldevelopment
environmgnt are adequate to provide the confidentiality and integrity of the TOE design and.implementatipn
that is ne¢essary to ensure that secure operation of the TOE is not compromised. Additionally, sufficiency|of
the measyres as applied is intended be justified.
12.5.2.2 |Input

The evaluption evidence for this sub-activity is:

a) the S;

b) the d¢velopment security documentation.

=1

In additior), the evaluator may need to examine other deliverables to determine that the security controls gre
well-defingd and followed. Specifically, the evaluator may, need to examine the developer's configuratipn
management documentation (the input for the Evaluation~of sub-activity (ALC_CMC.4) “Production suppprt
and acceptance procedures” and the Evaluation of*sub-activity (ALC_CMS.4) “Problem tracking G¢M
coverage”)). Evidence that the procedures are being.applied is also required.

12.5.2.3 |Action ALC_DVS.2.1E

ISO/IEC 15408-3 ALC_DVS.2.1C: The development security documentation shall describe all the physidal,
procedural, personnel, and other security measures that are necessary to protect the confidentiality apd
integrity of the TOE design and implemeéntation in its development environment.

12.5.2.3.1] Work unit ALC_DVS:2-1
The evalutor shall examine the development security documentation to determine that it details all secu:lity

measures|used in the.development environment that are necessary to protect the confidentiality and integiity
of the TOE design and implementation.

The evaluptordetermines what is necessary by first referring to the ST for any information that may assist|in

the deternpination of necessary protection.

If no explicit information is available from the ST the evaluator will need to make a determination of the
necessary measures. In cases where the developer's measures are considered less than what is necessary, a
clear justification should be provided for the assessment, based on a potential exploitable vulnerability.

The following types of security measures are considered by the evaluator when examining the documentation:

a) physical, for example physical access controls used to prevent unauthorised access to the TOE
development environment (during normal working hours and at other times);

b) procedural, for example covering:
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e granting of access to the development environment or to specific parts of the environment such as
development machines

e revocation of access rights when a person leaves the development team

e transfer of protected material out of the development environment and between different development
sites in accordance with defined acceptance procedures

e admitting and escorting visitors to the development environment

e roles and responsibilities in ensuring the continued application of security measures, and thg detection
of security breaches;

c)| personnel, for example any controls or checks made to establish the trustworthiness ¢f.néw deyelopment
staff;

d)| other security measures, for example the logical protections on any development*machines.

THe development security documentation should identify the locations at_which development ogcurs, and
describe the aspects of development performed, along with the security-measures applied at eagh location
and for transports between different locations. For example, developmeént could occur at multiple facilities
within a single building, multiple buildings at the same site, or at multiple sites. Transports of parts df the TOE
or|the unfinished TOE between different development sites are t¢,be covered by the Developmept security
(ALC_DVS), whereas the transport of the finished TOE to.the consumer is dealt with in thg Delivery
(ALLC_DEL).

Davelopment includes the production of the TOE.

ISPD/IEC 15408-3 ALC _DVS.2.2C: The development” security documentation shall justify that the security
measures provide the necessary level of protectian to maintain the confidentiality and integrity of the| TOE.

12,5.2.3.2 Work unit ALC_DVS.2-2

THe evaluator shall examine the development security documentation to determine that an appropriate
jusgtification is given why the security’ measures provide the necessary level of protection to mgintain the
copfidentiality and integrity of the \TOE.

Since attacks on the TOE onits related information are assumed in different design and productipn stages,
measures and procedurésyneed to have an appropriate level necessary to prevent those attacks gqr to make
thém more difficult.

Since this level-depends on the overall attack potential claimed for the TOE (cf. the Vulnerabiliy analysis
(AMA_VAN) component chosen), the development security documentation should justify the necegsary level
of |protection to maintain the confidentiality and integrity of the TOE. This level has to be achieved by the
security measures applied.

THe“concept of protection measures should be consistent, and the justification should include an gnalysis of
how the measures are mutually supportive. All aspects of development and production on all the different sites
with all roles involved up to delivery of the TOE should be analysed.

Justification may include an analysis of potential vulnerabilities taking the applied security measures into
account.

There may be a convincing argument showing that e.g.
e The technical measures and mechanisms of the developer's infrastructure are sufficient for keeping the

appropriate security level (e.g. cryptographic mechanisms as well as physical protection mechanisms,
properties of the CM system (cf. ALC_CMC.4-5));

© ISO/IEC 2008 - All rights reserved 155


https://standardsiso.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

e The system containing the implementation representation of the TOE (including concerning guidance
documents) provides effective protection against logical attacks e.g. by “Trojan” code or viruses. It might
be adequate, if the implementation representation is kept on an isolated system where only the software

neces

sary to maintain it is installed and where no additional software is installed afterwards.

e Data brought into this system need to be carefully considered to prevent the installation of hidden
functionality onto the system. The effectiveness of these measures need to be tested, e.g. by
independently trying to get access to the machine, install some additional executable (program, macro
etc.) or get some information out of the machine using logical attacks.

e Thea
12.5.2.3.3

The evalu
sufficiency

The evalu

a) what

the deévelopment staff are allowed to access such material;

b) what
TOE,

The evalu
that the sq

It should &b
evaluator
example,
individuals

Whereas
(ALC_DV
informatio
developm
evaluatorg
12.5.2.4
12.5.2.4.1

The evalu
that the s¢

This work

propriate organisational (procedural ana personal) measures are uncondaltonally eniorced.

Work unit ALC_DVS.2-3

of the security measures employed.
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material must be protected from unauthorised modification in order’'to preserve the integrity of f]
and which members of the development staff are allowed to modify such material.
ator should determine that these policies are described.insthe development security documentatig

curity measures employed are consistent with the policies, and that they are complete.

should avoid overlap with the work-units conducted for the CM capabilities (ALC_CMC). R
he CM documentation may describe the seeurity procedures necessary for controlling the roles
who should have access to the development environment and who may modify the TOE.

5), mandating only necessary measures, are dependent on the nature of the TOE, and
n that may be provided in thexST. For example, the ST may identify a security objective for t
bnt environment that requiressthe TOE to be developed by staff that has security clearance. T
would then determine that stch a policy had been applied under this sub-activity.

Action ALC_DVS.2.2E
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associated documentation is being adequately protected. For example, this could be determined by
examination of the documentary evidence provided. Documentary evidence should be supplemented by
visiting the development environment. A visit to the development environment will allow the evaluator to:

a) observe the application of security measures (e.g. physical measures);

b) exam

ine documentary evidence of application of procedures;

c) interview development staff to check awareness of the development security policies and procedures,
and their responsibilities.
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A development site visit is a useful means of gaining confidence in the measures being used. Any decision not
to make such a visit should be determined in consultation with the evaluation authority.

For guidance on site visits see A.4, Site Visits.
12.6 Flaw remediation (ALC_FLR)
12.6.1 Evaluation of sub-activity (ALC_FLR.1)

12.6.1.1 Objectives

THe objective of this sub-activity is to determine whether the developer has established flaw rgmediation
procedures that describe the tracking of security flaws, the identification of corrective actions, and the
digtribution of corrective action information to TOE users.
12.6.1.2 Input

THe evaluation evidence for this sub-activity is:

a)| the flaw remediation procedures documentation.

126.1.3 Action ALC_FLR.1.1E

ISPD/IEC 15408-3 ALC_FLR.1.1C: The flaw remediation procedures documentation shall describe the
procedures used to track all reported security flaws in each release of the TOE.

12.6.1.3.1 Work unit ALC_FLR.1-1

THe evaluator shall examine the flaw remediation precédures documentation to determine that it degcribes the
procedures used to track all reported security flaws;in each release of the TOE.

THe procedures describe the actions that are’taken by the developer from the time each suspectgd security
flaw is reported to the time that it is resolved. This includes the flaw's entire time frame, from initial detection
thtough ascertaining that the flaw is a-security flaw, to resolution of the security flaw.

If & flaw is discovered not to be Security-relevant, there is no need (for the purposes of the Flaw rgmediation
(ALC_FLR) requirements) for~the flaw remediation procedures to track it further; only that thgre be an
explanation of why the flaw(is jnot security-relevant.

While these requireménts do not mandate that there be a publicised means for TOE users to repart security
flaws, they do mandate that all security flaws that are reported be tracked. That is, a reported sepurity flaw
cannot be ignoredhsimply because it comes from outside the developer's organisation.

ISPD/IEC 15408-3 ALC_FLR.1.2C: The flaw remediation procedures shall require that a descriptjon of the
nature and-effect of each security flaw be provided, as well as the status of finding a correction to that flaw.

12.6.1.3.2 Work unit ALC_FLR.1-2

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would produce a description of each security flaw in terms of its nature and effects.

The procedures identify the actions that are taken by the developer to describe the nature and effects of each
security flaw in sufficient detail to be able to reproduce it. The description of the nature of a security flaw
addresses whether it is an error in the documentation, a flaw in the design of the TSF, a flaw in the
implementation of the TSF, etc. The description of the security flaw's effects identifies the portions of the TSF
that are affected and how those portions are affected. For example, a security flaw in the implementation
might be found that affects the identification and authentication enforced by the TSF by permitting
authentication with the password “BACK DOOR”.
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12.6.1.3.3 Work unit ALC_FLR.1-3

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would identify the status of finding a correction to each security flaw.

The flaw remediation procedures identify the different stages of security flaws. This differentiation includes at
least: suspected security flaws that have been reported, suspected security flaws that have been confirmed to
be security flaws, and security flaws whose solutions have been implemented. It is permissible that additional
stages (e.g. flaws that have been reported but not yet investigated, flaws that are under investigation, security
flaws for which a solution has been found but not yet implemented) be included.

ISO/IEC 15408-3 ALC _FLR.1.3C: The flaw remediation procedures shall require that corrective actiohs pe
identified for each of the security flaws.

12.6.1.3.4 Work unit ALC_FLR.1-4

The evaldator shall check the flaw remediation procedures to determine that the application of these
proceduress would identify the corrective action for each security flaw.

Correctivg action may consist of a repair to the hardware, firmware, or software)portions of the TOE| a
modificatipn of TOE guidance, or both. Corrective action that constitutes modifications to TOE guidance (elg.
details of procedural measures to be taken to obviate the security flaw) includes both those measures serving
as only ar| interim solution (until the repair is issued) as well as those serving-as a permanent solution (whgre
it is determined that the procedural measure is the best solution).

If the soufce of the security flaw is a documentation error, the corrective action consists of an update of the
affected T|OE guidance. If the corrective action is a procedural measure, this measure will include an update
made to the affected TOE guidance to reflect these corrective précedures.

ISO/IEC [15408-3 ALC_FLR.1.4C: The flaw remediation” procedures documentation shall describe the
methods 4sed to provide flaw information, corrections and guidance on corrective actions to TOE users.

12.6.1.3.5| Work unit ALC_FLR.1-5

The evaluptor shall examine the flaw remediation procedures documentation to determine that it describeg a
means of providing the TOE users with the necessary information on each security flaw.

The necegsary information about each’ security flaw consists of its description (not necessarily at the same
level of detail as that provided as,part of work unit ALC_FLR.1-2), the prescribed corrective action, and gny
associated guidance on implementing the correction.

TOE userg may be provided with such information, correction, and documentation updates in any of sevefal
ways, sugh as their posting to a website, their being sent to TOE users, or arrangements made for the
developer|to install thelcorrection. In cases where the means of providing this information requires action to pe
initiated by the TOE User, the evaluator examines any TOE guidance to ensure that it contains instructions for
retrieving the infermation.

The only metreforassessing-the-adeguacy-of-the-methodusedforproviding-the-information—eorreetons-and
guidance is that there be a reasonable expectation that TOE users can obtain or receive it. For example,
consider the method of dissemination where the requisite data is posted to a website for one month, and the
TOE users know that this will happen and when this will happen. This may not be especially reasonable or
effective (as, say, a permanent posting to the website), yet it is feasible that the TOE user could obtain the
necessary information. On the other hand, if the information were posted to the website for only one hour, yet
TOE users had no way of knowing this or when it would be posted, it is infeasible that they would ever get the
necessary information.
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12.6.2 Evaluation of sub-activity (ALC_FLR.2)
12.6.2.1 Objectives

The objective of this sub-activity is to determine whether the developer has established flaw remediation
procedures that describe the tracking of security flaws, the identification of corrective actions, and the
distribution of corrective action information to TOE users. Additionally, this sub-activity determines whether the
developer's procedures provide for the corrections of security flaws, for the receipt of flaw reports from TOE
users, and for assurance that the corrections introduce no new security flaws.

In forder—for-the u'uvciupcl tobe—abteto—=act appPropt iatc:y apon acbwity ftaw |cpuﬁ.a fromTOE ers, TOE
users need to understand how to submit security flaw reports to the developer, and developers-nedgd to know
how to receive these reports. Flaw remediation guidance addressed to the TOE user ensures(that TOE users
arg aware of how to communicate with the developer; flaw remediation procedures describe/the developer's
role is such communication.

12.6.2.2 Input

THe evaluation evidence for this sub-activity is:

a)| the flaw remediation procedures documentation;
b)| flaw remediation guidance documentation.

12.6.2.3 Action ALC_FLR.2.1E

ISD/IEC 15408-3 ALC _FLR.2.1C: The flaw remediation~ procedures documentation shall describe the
procedures used to track all reported security flaws in-each release of the TOE.

12,6.2.3.1 Work unit ALC_FLR.21

THe evaluator shall examine the flaw remediation procedures documentation to determine that it degcribes the
procedures used to track all reported security flaws in each release of the TOE.

THe procedures describe the actions.that are taken by the developer from the time each suspectgd security
flaw is reported to the time that it.is‘resolved. This includes the flaw's entire time frame, from initial detection
thjough ascertaining that the flaw'is a security flaw, to resolution of the security flaw.

If & flaw is discovered not\to be security-relevant, there is no need (for the purposes of the Flaw rgmediation
(ALC_FLR) requirements) for the flaw remediation procedures to track it further; only that thg¢re be an
explanation of why the'flaw is not security-relevant.

ISPD/IEC 15408<3"ALC_FLR.2.2C: The flaw remediation procedures shall require that a descriptfon of the
nature and gfféct of each security flaw be provided, as well as the status of finding a correction to that flaw.

12,6.2:3:2° Work unit ALC_FLR.2-2

of these

procedures would produce a description of each security flaw in terms of its nature and effects.

The procedures identify the actions that are taken by the developer to describe the nature and effects of each
security flaw in sufficient detail to be able to reproduce it. The description of the nature of a security flaw
addresses whether it is an error in the documentation, a flaw in the design of the TSF, a flaw in the
implementation of the TSF, etc. The description of the security flaw's effects identifies the portions of the TSF
that are affected and how those portions are affected. For example, a security flaw in the implementation
might be found that affects the identification and authentication enforced by the TSF by permitting
authentication with the password “BACKDOOR”.
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12.6.2.3.3 Work unit ALC_FLR.2-3

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would identify the status of finding a correction to each security flaw.

The flaw remediation procedures identify the different stages of security flaws. This differentiation includes at
least: suspected security flaws that have been reported, suspected security flaws that have been confirmed to
be security flaws, and security flaws whose solutions have been implemented. It is permissible that additional
stages (e.g. flaws that have been reported but not yet investigated, flaws that are under investigation, security
flaws for which a solution has been found but not yet implemented) be included.

ISO/IEC 15408-3 ALC _FLR.2.3C: The flaw remediation procedures shall require that corrective actiohS)lbe
identified for each of the security flaws.

12.6.2.3.4 Work unit ALC_FLR.2-4

The evaldator shall check the flaw remediation procedures to determine that the application of these
procedures would identify the corrective action for each security flaw.

Corrective action may consist of a repair to the hardware, firmware, or software)portions of the TOE| a
modificatipn of TOE guidance, or both. Corrective action that constitutes modifications to TOE guidance (elg.
details of procedural measures to be taken to obviate the security flaw) includes both those measures serving
as only ar| interim solution (until the repair is issued) as well as those serving-as a permanent solution (whgre
it is determined that the procedural measure is the best solution).

If the soufce of the security flaw is a documentation error, the corrective action consists of an update of the
affected T|OE guidance. If the corrective action is a procedural measure, this measure will include an update
made to the affected TOE guidance to reflect these corrective précedures.

ISO/IEC [15408-3 ALC_FLR.2.4C: The flaw remediation” procedures documentation shall describe the
methods 4sed to provide flaw information, corrections and guidance on corrective actions to TOE users.

12.6.2.3.5| Work unit ALC_FLR.2-5

The evaluptor shall examine the flaw remediation procedures documentation to determine that it describeg a
means of providing the TOE users with the necessary information on each security flaw.

The nece$sary information about each’ security flaw consists of its description (not necessarily at the same
level of detail as that provided as,part of work unit ALC_FLR.2-2), the prescribed corrective action, and gny
associated guidance on implementing the correction.

TOE userg may be provided with such information, correction, and documentation updates in any of sevefal
ways, sugh as their posting to a website, their being sent to TOE users, or arrangements made for the
developer|to install thelcorrection. In cases where the means of providing this information requires action to pe
initiated by the TOE User, the evaluator examines any TOE guidance to ensure that it contains instructions for
retrieving the infermation.

The only metreforassessing-the-adequacy-of-the-methodusedferprovidingthe-information—eoerrections—and
guidance is that there be a reasonable expectation that TOE users can obtain or receive it. For example,
consider the method of dissemination where the requisite data is posted to a website for one month, and the
TOE users know that this will happen and when this will happen. This may not be especially reasonable or
effective (as, say, a permanent posting to the website), yet it is feasible that the TOE user could obtain the
necessary information. On the other hand, if the information were posted to the website for only one hour, yet
TOE users had no way of knowing this or when it would be posted, it is infeasible that they would ever get the
necessary information.

ISO/IEC 15408-3 ALC_FLR.2.5C: The flaw remediation procedures shall describe a means by which the
developer receives from TOE users reports and enquiries of suspected security flaws in the TOE.
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12.6.2.3.6 Work unit ALC_FLR.2-6

The evaluator shall examine the flaw remediation procedures to determine that they describe procedures for
the developer to accept reports of security flaws or requests for corrections to such flaws.

The procedures ensure that TOE users have a means by which they can communicate with the TOE
developer. By having a means of contact with the developer, the user can report security flaws, enquire about
the status of security flaws, or request corrections to flaws. This means of contact may be part of a more
general contact facility for reporting non-security related problems.

T C U C U - C VIV CUUlICT i U > i U U : Ul - y 'VV—V_' Y - : U C dlT A Supplled
with the details of these procedures. Others who might have access to or familiarity with the TOE(Can use the
same procedures to submit reports to the developer, who is then expected to process them “Any[means of
supmitting reports to the developer, other than those identified by the developer, are beyond the scppe of this
wark unit; reports generated by other means need not be addressed.

ISD/IEC 15408-3 ALC_FLR.2.6C: The procedures for processing reported security flaws shall ensufe that any
reported flaws are remediated and the remediation procedures issued to TOE usérs.

12.6.2.3.7 Work unit ALC_FLR.2-7

THe evaluator shall examine the flaw remediation procedures to determine that the application] of these
procedures would help to ensure every reported flaw is corrected.

THe flaw remediation procedures cover not only those security flaws discovered and reported by [developer
personnel, but also those reported by TOE users. The procedures are sufficiently detailed so|that they
describe how it is ensured that each reported security flaw-is corrected. The procedures contain reasonable
steps that show progress leading to the eventual, inevitable resolution.

THe procedures describe the process that is taken from the point at which the suspected secullity flaw is
dettermined to be a security flaw to the point at which it is resolved.

126.2.3.8 Work unit ALC_FLR.2-8

THe evaluator shall examine the flaw remediation procedures to determine that the applicatior] of these
procedures would help to ensure that the TOE users are issued remediation procedures for eagh security
flaw.

THe procedures describe-theé process that is taken from the point at which a security flaw is resolyed to the
paint at which the remediation procedures are provided. The procedures for delivering correctiye actions
shpuld be consistent-with the security objectives; they need not necessarily be identical to the pfocedures
used for delivering the TOE, as documented to meet ALC_DEL, if included in the assurance requirements. For
example, if the‘hardware portion of a TOE were originally delivered by bonded courier, updates to| hardware
resulting from\flaw remediation would likewise be expected to be distributed by bonded courien Updates
unrelated.to.flaw remediation would follow the procedures set forth in the documentation meeting the Delivery
(ALC_DEL) requirements.

ISCAEC—15408-3—ALCFLR 2 7C- Tho procodures—forprocessing—reported—socurity—flaws—shdll provide
safeguards that any corrections to these security flaws do not introduce any new flaws.

12.6.2.3.9 Work unit ALC_FLR.2-9

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would result in safeguards that the potential correction contains no adverse effects.

Through analysis, testing, or a combination of the two, the developer may reduce the likelihood that adverse
effects will be introduced when a security flaw is corrected. The evaluator assesses whether the procedures
provide detail in how the necessary mix of analysis and testing actions is to be determined for a given
correction.
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The evaluator also determines that, for instances where the source of the security flaw is a documentation
problem, the procedures include the means of safeguarding against the introduction of contradictions with
other documentation.

ISO/IEC 15408-3 ALC_FLR.2.8C: The flaw remediation guidance shall describe a means by which TOE users
report to the developer any suspected security flaws in the TOE.

12.6.2.3.10 Work unit ALC_FLR.2-10
The evaluator shall examine the flaw remediation guidance to determine that the application of these

procedur or
requests fpr corrections to such flaws.

The guidgnce ensures that TOE users have a means by which they can communicate with- the TOE
developer| By having a means of contact with the developer, the user can report security flaws, enquire abgut
the status|of security flaws, or request corrections to flaws.
12.6.3 Ewvaluation of sub-activity (ALC_FLR.3)

12.6.3.1 |Objectives

The objeqtive of this sub-activity is to determine whether the developer has_established flaw remediatipn
procedures that describe the tracking of security flaws, the identification-of corrective actions, and the
distributiof of corrective action information to TOE users. Additionally, thiS\sub-activity determines whether the
developer|s procedures provide for the corrections of security flaws, for the receipt of flaw reports from TOE
users, forlassurance that the corrections introduce no new security flaws, for the establishment of a point|of
contact fof each TOE user, and for the timely issue of corrective actions to TOE users.

In order for the developer to be able to act appropriately upon security flaw reports from TOE users, TOE
users neefd to understand how to submit security flaw reports to the developer, and developers need to knpw
how to regeive these reports. Flaw remediation guidance addressed to the TOE user ensures that TOE usgrs
are awarg of how to communicate with the developer; flaw remediation procedures describe the developer's
role is sugh communication.

12.6.3.2 |Input

The evaluption evidence for this sub-activity is:

a) the flaw remediation procedures documentation;
b) flaw remediation guidance documentation.

12.6.3.3 |Action ALCFLR.3.1E

ISO/IEC [15408-3~ALC_FLR.3.1C: The flaw remediation procedures documentation shall describe the
procedures used’to track all reported security flaws in each release of the TOE.

12.6.3.3.1—Work-unit ALE—FER-3~1
The evaluator shall examine the flaw remediation procedures documentation to determine that it describes the
procedures used to track all reported security flaws in each release of the TOE.

The procedures describe the actions that are taken by the developer from the time each suspected security
flaw is reported to the time that it is resolved. This includes the flaw's entire time frame, from initial detection
through ascertaining that the flaw is a security flaw, to resolution of the security flaw.

If a flaw is discovered not to be security-relevant, there is no need (for the purposes of the Flaw remediation

(ALC_FLR) requirements) for the flaw remediation procedures to track it further; only that there be an
explanation of why the flaw is not security-relevant.
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ISO/IEC 15408-3 ALC FLR.3.2C: The flaw remediation procedures shall require that a description of the
nature and effect of each security flaw be provided, as well as the status of finding a correction to that flaw.

12.6.3.3.2 Work unit ALC_FLR.3-2

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would produce a description of each security flaw in terms of its nature and effects.

The procedures identify the actions that are taken by the developer to describe the nature and effects of each

a ; ;
implementation of the TSF, etc. The description of the security flaw's effects identifies the portions
that are affected and how those portions are affected. For example, a security flaw in the(implgmentation
might be found that affects the identification and authentication enforced by the TSF by [permitting
authentication with the password “BACKDOOR”.

12.6.3.3.3 Work unit ALC_FLR.3-3

THe evaluator shall examine the flaw remediation procedures to determine<that the applicatior] of these
procedures would identify the status of finding a correction to each security flaw.

THe flaw remediation procedures identify the different stages of security flaws. This differentiation ipcludes at
least: suspected security flaws that have been reported, suspectedrseeurity flaws that have been confirmed to
be security flaws, and security flaws whose solutions have beendimplemented. It is permissible that|additional
stages (e.g. flaws that have been reported but not yet investigated, flaws that are under investigatioh, security
flaws for which a solution has been found but not yet implemented) be included.

ISPD/IEC 15408-3 ALC_FLR.3.3C: The flaw remediatien’procedures shall require that corrective actions be
identified for each of the security flaws.

12.6.3.3.4 Work unit ALC_FLR.3-4

THe evaluator shall check the flaw remediation procedures to determine that the application| of these
prpcedures would identify the corrective. action for each security flaw.

Carrective action may consist of a- repair to the hardware, firmware, or software portions of the TOE, a
modification of TOE guidance;-or-both. Corrective action that constitutes modifications to TOE guidgnce (e.g.
dettails of procedural measures-to be taken to obviate the security flaw) includes both those measurgs serving
as|only an interim solution, (Until the repair is issued) as well as those serving as a permanent solutipn (where
it is determined that the_procedural measure is the best solution).

If the source of the)Security flaw is a documentation error, the corrective action consists of an update of the
affected TOE duidance. If the corrective action is a procedural measure, this measure will include gn update
made to the-affected TOE guidance to reflect these corrective procedures.

ISP/IEC715408-3 ALC_FLR.3.4C: The flaw remediation procedures documentation shall describe the
methods used to provide flaw information, corrections and guidance on corrective actions to TOE usprs.

12.6.3.3.5 Work unit ALC_FLR.3-5

The evaluator shall examine the flaw remediation procedures documentation to determine that it describes a
means of providing the TOE users with the necessary information on each security flaw.

The necessary information about each security flaw consists of its description (not necessarily at the same
level of detail as that provided as part of work unit ALC_FLR.3-2), the prescribed corrective action, and any
associated guidance on implementing the correction.

TOE users may be provided with such information, correction, and documentation updates in any of several
ways, such as their posting to a website, their being sent to TOE users, or arrangements made for the
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developer to install the correction. In cases where the means of providing this information requires action to be
initiated by the TOE user, the evaluator examines any TOE guidance to ensure that it contains instructions for
retrieving the information.

The only metric for assessing the adequacy of the method used for providing the information, corrections and
guidance is that there be a reasonable expectation that TOE users can obtain or receive it. For example,
consider the method of dissemination where the requisite data is posted to a website for one month, and the
TOE users know that this will happen and when this will happen. This may not be especially reasonable or
effective (as, say, a permanent posting to the website), yet it is feasible that the TOE user could obtain the
necessary information. On the other hand if the information were posted to the website for only one hour, yet

TOE had £ ] ke i+ Hd-b tod it wf iBle-that-th Hd +
userg—rRaaHo vva_y O KR |uvvu|3 Llllo of-WReHt-Wotha1He PUSTCTUT tISHhreastoretat ulU_y wottaever UUL the

necessary| information.

For TOE Uysers who register with the developer (see work unit ALC_FLR.3-12), the passive availability of this
informatiop is not sufficient. Developers must actively send the information (or a notification of its’availability)
to registered TOE users.

ISO/IEC 15408-3 ALC_FLR.3.5C: The flaw remediation procedures shall describe a (means by which the
developer|receives from TOE users reports and enquiries of suspected security flaws_ inihe TOE.

12.6.3.3.6) Work unit ALC_FLR.3-6

The evaldator shall examine the flaw remediation procedures to determine that the application of these
procedurels would result in a means for the developer to receive from TOE \user reports of suspected seculfity
flaws or rgquests for corrections to such flaws.

The procg¢dures ensure that TOE users have a means by which they can communicate with the TOE
developer| By having a means of contact with the developer, theZuser can report security flaws, enquire abgut
the status| of security flaws, or request corrections to flaws:“This means of contact may be part of a mqre
general cqntact facility for reporting non-security related problems.

The use of these procedures is not restricted to TOEcusers; however, only the TOE users are actively supplied
with the details of these procedures. Others who.might have access to or familiarity with the TOE can use the
same prog¢edures to submit reports to the developer, who is then expected to process them. Any means|of
submittind reports to the developer, other thanthose identified by the developer, are beyond the scope of this
work unit; reports generated by other means need not be addressed.

ISO/IEC 15408-3 ALC_FLR.3.6C: Fhe-flaw remediation procedures shall include a procedure requiring time
response fand the automatic distribution of security flaw reports and the associated corrections to register
users whd might be affected by .the security flaw.

DD
QX<

12.6.3.3.7| Work unit ALC-FLR.3-7

The evaldator shall~examine the flaw remediation procedures to determine that the application of these
procedurels would-résult in a timely means of providing the registered TOE users who might be affected wjith
reports about, .and associated corrections to, each security flaw.

The issuele
However, these need not be |ssued at the same tlme It is recogmsed that flaw reports should be generated
and issued as soon as an interim solution is found, even if that solution is as drastic as turn off the TOE.
Likewise, when a more permanent (and less drastic) solution is found, it should be issued without undue
delay.

It is unnecessary to restrict the recipients of the reports and associated corrections to only those TOE users
who might be affected by the security flaw; it is permissible that all TOE users be given such reports and
corrections for all security flaws, provided such is done in a timely manner.
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12.6.3.3.8 Work unit ALC_FLR.3-8

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would result in automatic distribution of the reports and associated corrections to the registered
TOE users who might be affected.

Automatic distribution does not mean that human interaction with the distribution method is not permitted. In
fact, the distribution method could consist entirely of manual procedures, perhaps through a closely monitored
procedure with prescribed escalation upon the lack of issue of reports or corrections.

|t . O O C
who might be affected by the secu
corrections for all security flaws, provided such is done automatically.

OE users
given suchrgports and

ISD/IEC 15408-3 ALC_FLR.3.7C: The procedures for processing reported security flaws\shall ensufe that any
reported flaws are remediated and the remediation procedures issued to TOE users.
12.6.3.3.9 Work unit ALC_FLR.3-9

THe evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would help to ensure that every reported flaw is corrected.

THe flaw remediation procedures cover not only those security flaws-discovered and reported by [developer
rsonnel, but also those reported by TOE users. The procedures are sufficiently detailed so|that they
describe how it is ensured that each reported security flaw is remediated. The procedures contain reasonable

THe evaluator shall examine the flaw remediation procedures to determine that the application] of these
procedures would help to ensure that{he TOE users are issued remediation procedures for eagh security

THe procedures describe the pracess that is taken from the point at which a security flaw is resolyed to the
paint at which the remediation procedures are provided. The procedures for delivering remediation procedures
shpuld be consistent with\the security objectives; they need not necessarily be identical to the procedures
used for delivering theé~TFOE, as documented to meet Delivery (ALC_DEL), if included in the pssurance
requirements. For example, if the hardware portion of a TOE were originally delivered by bondgd courier,
updates to hardware resulting from flaw remediation would likewise be expected to be distributed py bonded
courier. Updates™unrelated to flaw remediation would follow the procedures set forth in the docymentation
meeting the-Dglivery (ALC_DEL) requirements.

ISPD/IEC715408-3 ALC_FLR.3.8C: The procedures for processing reported security flaws shgll provide
feguards that any corrections to these security flaws do not introduce any new flaws.

12.6.3.3.11 Work unit ALC_FLR.3-11

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would result in safeguards that the potential correction contains no adverse effects.

Through analysis, testing, or a combination of the two, the developer may reduce the likelihood that adverse
effects will be introduced when a security flaw is corrected. The evaluator assesses whether the procedures
provide detail in how the necessary mix of analysis and testing actions is to be determined for a given
correction.
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The evaluator also determines that, for instances where the source of the security flaw is a documentation
problem, the procedures include the means of safeguarding against the introduction of contradictions with
other documentation.

ISO/IEC 15408-3 ALC_FLR.3.9C: The flaw remediation guidance shall describe a means by which TOE users
report to the developer any suspected security flaws in the TOE.

12.6.3.3.12 Work unit ALC_FLR.3-12
The evaluator shall examme the flaw remediation guidance to determine that the appllcatlon of these

procedur
requests fpr corrections to such flaws.

The guidgnce ensures that TOE users have a means by which they can communicate with- the TOE
developer| By having a means of contact with the developer, the user can report security flaws, enquire abgut
the status|of security flaws, or request corrections to flaws.

ISO/IEC 15408-3 ALC_FLR.3.10C: The flaw remediation quidance shall describe a means by which TQE
users may register with the developer, to be eligible to receive security flaw reports and<orrections.

12.6.3.3.13 Work unit ALC_FLR.3-13

The evaluptor shall examine the flaw remediation guidance to determine that it' describes a means of enabling
the TOE users to register with the developer.

Enabling the TOE users to register with the developer simply means having a way for each TOE user|to
provide the developer with a point of contact; this point of contactiis to be used to provide the TOE user wjth
informatiop related to security flaws that might affect that TOE-uSer, along with any corrections to the seculity
flaw. Registering the TOE user may be accomplished as \part of the standard procedures that TOE usgrs
undergo tp identify themselves to the developer, for thg purposes of registering a software licence, or for
obtaining pipdate and other useful information.

There neqd not be one registered TOE user per installation of the TOE; it would be sufficient if there were ohe
registered| TOE user for an organisation. Foriéxample, a corporate TOE user might have a centralispd
acquisition office for all of its sites. In this case, the acquisition office would be a sufficient point of contact for
all of that[TOE user's sites, so that all of the TOE user's installations of the TOE have a registered point|of
contact.

In either gase, it must be possible 10 associate each TOE that is delivered with an organisation in order|to
ensure that there is a registered-user for each TOE. For organisations that have many different address¢s,
this assurg¢s that there will be-no user who is erroneously presumed to be covered by a registered TOE user}.

It should be noted that\TOE users need not register; they must only be provided with a means of doing $o.
However, |users wheY{choose to register must be directly sent the information (or a notification of [its

12.6.3.3.14 Work unit ALC_FLR.3-14

The evaluator shall examine the flaw remediation guidance to determine that it identifies specific points of
contact for user reports and enquiries about security issues involving the TOE.

The guidance includes a means whereby registered TOE users can interact with the developer to report
discovered security flaws in the TOE or to make enquiries regarding discovered security flaws in the TOE.
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12.7 Life-cycle definition (ALC_LCD)
12.7.1 Evaluation of sub-activity (ALC_LCD.1)
12.7.1.1 Objectives

The objective of this sub-activity is to determine whether the developer has used a documented model of the
TOE life-cycle.

12.7.1.2 Input

THe evaluation evidence for this sub-activity is:
a)| the ST;

b)| the life-cycle definition documentation.
12.7.1.3 Action ALC_LCD.1.1E

ISP/IEC 15408-3 ALC_LCD.1.1C: The life-cycle definition documentation. shall describe the modgl used to
develop and maintain the TOE.

12.7.1.3.1 Work unit ALC_LCD.1-1

THe evaluator shall examine the documented description of the life-cycle model used to determjine that it
copers the development and maintenance process.

THe description of the life-cycle model should include;
a)| information on the life-cycle phases of the TQE and the boundaries between the subsequent phpses;

b)| information on the procedures, tools ‘and techniques used by the developer (e.g. for desigh, coding,
testing, bug-fixing);

c)| overall management structure geverning the application of the procedures (e.g. an identifigation and
description of the individual tesponsibilities for each of the procedures required by the development and
maintenance process covered by the life-cycle model);

d)| information on which parts of the TOE are delivered by subcontractors, if subcontractors are invplved.

Evaluation of sub-agetivity (ALC_LCD.1) does not require the model used to conform to any standard life-cycle
model.

ISPD/IEC 15408-3 ALC _LCD.1.2C: The life-cycle model shall provide for the necessary contro| over the
delvelopmient and maintenance of the TOE.

1271.3.2 Work unit ALC_LCD.1-2

The evaluator shall examine the life-cycle model to determine that use of the procedures, tools and
techniques described by the life-cycle model will make the necessary positive contribution to the development
and maintenance of the TOE.

The information provided in the life-cycle model gives the evaluator assurance that the development and
maintenance procedures adopted would minimise the likelihood of security flaws. For example, if the life-cycle
model described the review process, but did not make provision for recording changes to components, then
the evaluator may be less confident that errors will not be introduced into the TOE. The evaluator may gain
further assurance by comparing the description of the model against an understanding of the development
process gleaned from performing other evaluator actions relating to the TOE development (e.g. those covered
under the CM capabilities (ALC_CMC)). Identified deficiencies in the life-cycle model will be of concern if they

© ISO/IEC 2008 - All rights reserved 167


https://standardsiso.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

might reasonably be expected to give rise to the introduction of flaws into the TOE, either accidentally or
deliberately.

ISO/IEC 15408 does not mandate any particular development approach, and each should be judged on merit.
For example, spiral, rapid-prototyping and waterfall approaches to design can all be used to produce a quality
TOE if applied in a controlled environment.

12.7.2 Evaluation of sub-activity (ALC_LCD.2)

12.7.2.1 Objectives

The objegtive of this sub-activity is to determine whether the developer has used a documented aLd
measurabje model of the TOE life-cycle.

12.7.2.2 |Input

The evaluption evidence for this sub-activity is:
a) the ST,
b) the life-cycle definition documentation;
c) infornpation about the standard used;
d) the life-cycle output documentation.
12.7.2.3 |Action ALC_LCD.2.1E
ISO/IEC 15408-3 ALC_LCD.2.1C: The life-cycle definition\documentation shall describe the model used|to
develop dnd maintain the TOE, including the details. of;its arithmetic parameters and/or metrics used|to
measure the quality of the TOE and/or its development.
12.7.2.3.1] Work unit ALC_LCD.2-1

The evalyator shall examine the documented description of the life-cycle model used to determine that it
covers the development and maintenance process, including the details of its arithmetic parameters andfor
metrics uded to measure the TOE deyelopment.

The descrjption of the life-cycle madel includes:

a) information on the life-€ygle phases of the TOE and the boundaries between the subsequent phases;

b) information on the‘procedures, tools and techniques used by the developer (e.g. for design, coding,
testing, bug-fixing);

c) overgl management structure governing the application of the procedures (e.g. an identification and
descrjption’ of the individual responsibilities for each of the procedures required by the development aFd
maintenance process covered DY ne lie-Cyclie moael),

d) information on which parts of the TOE are delivered by subcontractors, if subcontractors are involved;

e) information on the parameters/metrics that are used to measure the TOE development. Metrics standards
typically include guides for measuring and producing reliable products and cover the aspects reliability,
quality, performance, complexity and cost. For the evaluation all those metrics are of relevance, which are
used to increase quality by decreasing the probability of faults and thereby in turn increase assurance in
the security of the TOE.

ISO/IEC 15408-3 ALC_LCD.2.2C: The life-cycle model shall provide for the necessary control over the
development and maintenance of the TOE.
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12.7.2.3.2 Work unit ALC_LCD.2-2

The evaluator shall examine the life-cycle model to determine that use of the procedures, tools and
techniques described by the life-cycle model will make the necessary positive contribution to the development
and maintenance of the TOE.

The information provided in the life-cycle model gives the evaluator assurance that the development and
maintenance procedures adopted would minimise the likelihood of security flaws. For example, if the life-cycle
model described the review process, but did not make provision for recording changes to components, then
the evaluator may be less confident that errors will not be introduced into the TOE. The evaluator may gain

er—ass s Hae fption— i an—tnderstanding—of-the—deyelopment
process g to the TOE development (e.g. those covered
under the CM capabilities (ALC_CMC)). Identified deficiencies in the life-cycle model will be of ‘€engern if they
might reasonably be expected to give rise to the introduction of flaws into the TOE, eithetrraccigentally or

ISP/IEC 15408 does not mandate any particular development approach, and each should be judged on merit.
Fgr example, spiral, rapid-prototyping and waterfall approaches to design can all(be used to produce a quality

Fgr the metrics/measurements used in the life-cycle model, evidence _has to be provided that shows how
is can be
vigwed as the overall goal for measurement in an ALC context. As,a consequence the metrics/meagurements
e to be selected based on their capability to achieve that overallgoal or contribute to that. In theffirst place
etric/measure is suitable with respect to ALC if a correlation) bétween the metric/measure and the number
of [flaws can be stated with a certain degree of reliability. But.also a metric/measure useful for management

ay be possible to use metrics for quality imprevement, for which this use is not obvious. For ¢xample a
metric to estimate the expected cost of a product development may help quality, if the developer|can show
at this is used to provide an adequate budget for development projects and that this helps to avpid quality
problems arising from resource shortages.

It [s not required that every single step in the life cycle of the TOE is measurable. However the| evaluator
shpuld see from the description of the measures and procedures that the metrics are appropriate[to control
the overall quality of the TOE afid\to minimise possible security flaws by this.

ISPD/IEC 15408-3 ALC LCD:2.3C: The life-cycle output documentation shall provide the results of the
measurements of the TOE development using the measurable life-cycle model.

127.2.3.3 Workunit ALC_LCD.2-3

THe evaluater, 'shall examine the life-cycle output documentation to determine that it provides the reqults of the
measurements of the TOE development using the measurable life-cycle model.

THe fesults of the measurements and the life-cycle progress of the TOE should be in accordance with the life-
cy"ln madel

The output documentation not only includes numeric values of the metrics but also documents actions taken
as a result of the measurements and in accordance with the model. For example there may be a requirement
that a certain design phase needs to be repeated, if some error rates measured during testing are outside of a
defined threshold. In this case the documentation should show that such action was taken, if indeed the
thresholds were not met.
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If the evaluation is conducted in parallel with the development of the TOE it may be possible that quality
measurements have not been used in the past. In this case the evaluator should use the documentation of the
planned procedures in order to gain confidence that corrective actions are defined if results of quality
measurements deviate from some threshold.

12.8 Tools and techniques (ALC_TAT)
12.8.1 Evaluation of sub-activity (ALC_TAT.1)

12.8.1.1 Objectives

The objedtive of this sub-activity is to determine whether the developer has used well-defined developm£nt
tools (e.g} programming languages or computer-aided design (CAD) systems) that yield consistent a
predictable results.

12.8.1.2 |Input

The evaluption evidence for this sub-activity is:

a) the dg¢velopment tool documentation;

b) the sybset of the implementation representation.
12.8.1.3 |Application notes

This work] may be performed in parallel with the evaluation activities under Implementation representatipon
(ADV_IMR), specifically with regard to determining the use of features in the tools that will affect the objgct
code (e.g.[compilation options).

12.8.1.4 |Action ALC_TAT.1.1E

ISO/IEC 15408-3 ALC_TAT.1.1C: Each development.tool used for implementation shall be well-defined.
12.8.1.4.1 Work unit ALC_TAT.1-1

The evalyiator shall examine the development tool documentation provided to determine that each
development tools is well-defined.

For example, a well-defined language, compiler or CAD system may be considered to be one that conforms|to
a recogniged standard, suchtas the ISO standards. A well-defined language is one that has a clear and
complete flescription of its Syntax, and a detailed description of the semantics of each construct.

ISO/IEC 15408-3 ALC_TAT.1.2C: The documentation of each development tool shall unambiguously defie
the meaning of all statements as well as all conventions and directives used in the implementation.

12.8.1.4.2] Work unit ALC_TAT.1-2

The evaluator shall examine the documentation of each development tool to determine that It unambiguously
defines the meaning of all statements as well as all conventions and directives used in the implementation.

The development tool documentation (e.g. programming language specifications and user manuals) should
cover all statements used in the implementation representation of the TOE, and for each such statement
should provide a clear and unambiguous definition of the purpose and effect of that statement. This work may
be performed in parallel with the evaluator's examination of the implementation representation performed
during the ADV_IMP sub-activity. The key test the evaluator should apply is whether or not the documentation
is sufficiently clear for the evaluator to be able to understand the implementation representation. The
documentation should not assume (for example) that the reader is an expert in the programming language
used.

170 © ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

Reference to the use of a documented standard is an acceptable approach to meet this requirement, provided
that the standard is available to the evaluator. Any differences from the standard should be documented.

The critical test is whether the evaluator can understand the TOE source code when performing so

urce code

analysis covered in the ADV_IMP sub-activity. However, the following checklist can additionally be used in

searching for problem areas:

a) In the language definition, phrases such as “the effect of this construct is undefined” and terms such as

“implementation dependent” or “erroneous” may indicate ill-defined areas.

b) alll= O (allUw 9 > A C PICUCT U - Uly U UT ICTICICT C U U ClICT vway c U U

ambiguity problems.

source of

c)| Exception handling (e.g. what happens after memory exhaustion or stack overflow)lis offen poorly

defined.

Most languages in common use, however well designed, will have some problematic constru
implementation language is mostly well defined, but some problematic constructs exist, then an in
verdict should be assigned, pending examination of the source code.

THe evaluator should verify, during the examination of source code, that.any use of the problematic
dages not introduce vulnerabilities. The evaluator should also ensure' that constructs precludg
dacumented standard are not used.

THe development tool documentation should define all conventions and directives used in the implen

ISP/IEC 15408-3 ALC_TAT.1.3C: The documentation of 'each development tool shall unambiguod
th¢ meaning of all implementation-dependent options.

12.8.1.4.3 Work unit ALC_TAT.1-3

THe evaluator shall examine the developmenbtool documentation to determine that it unambiguous
th¢ meaning of all implementation-dependent options.

THe documentation of software development tools should include definitions of implementation-
options that may affect the meaning of the executable code, and those that are different from thg
lamguage as documented. Where source code is provided to the evaluator, information shoul
provided on compilation andinKing options used.

THe documentation fof-hardware design and development tools should describe the use of all of
affect the output from-the tools (e.g. detailed hardware specifications, or actual hardware).

12.8.2 Evaluation of sub-activity (ALC_TAT.2)
12.8.2.1 «-Objectives

THeCobjective of this sub-activity is to determine whether the developer has used well-defined de

ots. If the
conclusive

constructs
d by the

hentation.

sly define

ly defines

lependent
standard
H also be

tions that

velopment

tO C. U Progra O—Trangtage O O ntter-aided—desig D vSte o vietd O

predictable results, and whether implementation standards have been applied.
12.8.2.2 Input

The evaluation evidence for this sub-activity is:

a) the development tool documentation;

b) the implementation standards description;

c) the provided implementation representation of the TSF.
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12.8.2.3 Application notes

This work may be performed in parallel with the evaluation activities under ADV_IMP, specifically with regard
to determining the use of features in the tools that will affect the object code (e.g. compilation options).

12.8.2.4 Action ALC_TAT.2.1E
ISO/IEC 15408-3 ALC_TAT.2.1C: Each development tool used for implementation shall be well-defined.

12.8.2.4.1 Work unit ALC_TAT.2-1

The evalyiator shall examine the development tool documentation provided to determine that~each
development tool is well-defined.

For example, a well-defined language, compiler or CAD system may be considered to be one that.conforms|to
a recogniged standard, such as the ISO standards. A well-defined language is one thathas a clear apd
complete fescription of its syntax, and a detailed description of the semantics of each construct.

ISO/IEC 15408-3 ALC_TAT.2.2C: The documentation of each development tool shallkunambiguously defie
the meaning of all statements as well as all conventions and directives used in the implementation.

12.8.2.4.2) Work unit ALC_TAT.2-2

The evaluptor shall examine the documentation of each development te@oljto determine that it unambiguoug
defines the meaning of all statements as well as all conventions and directives used in the implementation.

y

The development tool documentation (e.g. programming language specifications and user manuals) shoIId
cover all gtatements used in the implementation representation’ of the TOE, and for each such statemgnt
should prqvide a clear and unambiguous definition of the purpose and effect of that statement. This work miay
be perforned in parallel with the evaluator's examination* of the implementation representation performged
during the| ADV_IMP sub-activity. The key test the evaluator should apply is whether or not the documentatipn
is sufficieptly clear for the evaluator to be able.fo understand the implementation representation. The
documentption should not assume (for example)(that the reader is an expert in the programming language
used.

[
o

Referencd to the use of a documented standard is an acceptable approach to meet this requirement, provid
that the standard is available to the evaluator. Any differences from the standard should be documented.

The criticgl test is whether the evaluator can understand the TOE source code when performing source cofe
analysis dovered in the ADV dMP sub-activity. However, the following checklist can additionally be used|in
searching(for problem areas:

a) In thg language déefinition, phrases such as “the effect of this construct is undefined” and terms such jas
“‘implgmentationdependent” or “erroneous” may indicate ill-defined areas.

b) Aliasipg (allowing the same piece of memory to be referenced in different ways) is a common source|of
ambiguity problems.

c) Exception handling (e.g. what happens after memory exhaustion or stack overflow) is often poorly
defined.

Most languages in common use, however well designed, will have some problematic constructs. If the
implementation language is mostly well defined, but some problematic constructs exist, then an inconclusive
verdict should be assigned, pending examination of the source code.

The evaluator should verify, during the examination of source code, that any use of the problematic constructs

does not introduce vulnerabilities. The evaluator should also ensure that constructs precluded by the
documented standard are not used.
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The development tool documentation should define all conventions and directives used in the implementation.

ISO/IEC 15408-3 ALC_TAT.2.3C: The documentation of each development tool shall unambiguously define
the meaning of all implementation-dependent options.

12

.8.2.4.3 Work unit ALC_TAT.2-3

The evaluator shall examine the development tool documentation to determine that it unambiguously defines
the meaning of all implementation-dependent options.

TH

affect the output from the tools (e.g. detailed hardware specifications, or actual hardware).
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ions that may affect the meaning of the executable code, and those that are different from-thg
guage as documented. Where source code is provided to the evaluator, information.(shoul also be
bvided on compilation and linking options used.

e documentation for hardware design and development tools should describe the‘use of all of

.8.2.5 Action ALC_TAT.2.2E
.8.2.5.1 Work unit ALC_TAT.2-4

e evaluator shall examine aspects of the implementation /process to determine that dg
plementation standards have been applied.

is work unit requires the evaluator to analyse the provided implementation representation of th
termine whether the documented implementation standards have been applied.

e evaluator should verify that constructs excluded.\by the documented standard are not used.
ditionally, the evaluator should verify the -developer's procedures which ensure the applicat
fined standards within the design and.implementation process of the TOE. Therefore, do
dence should be supplemented by visiting the development environment. A visit to the de
vironment will allow the evaluator to:

observe the application of defined standards;

examine documentary gvidence of application of procedures describing the use of defined stang

interview development staff to check awareness of the application of defined standards and pro

t to make such a visit should be determined in consultation with the evaluation authority.

e evaluator compares the provided implementation representation with the description of th
plementation standards and verifies their use.

At

lependent
standard

tions that

cumented

e TOE to

on of the
Cumentary
elopment

ards;

cedures.

Hevelopment site visit is a useful means of gaining confidence in the procedures being used. Anly decision

e applied

based on

implementation standards, but only those parts that are developed by the TOE developer himself. The
evaluator may consult the configuration list required by the CM scope (ALC_CMS) to get the information
which parts are developed by the TOE developer, and which by third party developers.

If the referenced implementation standards are not applied for at least parts of the provided implementation
representation, the evaluator action related to this work unit is assigned a fail verdict.

Note that parts of the TOE which are not TSF relevant do not need to be examined.

This work unit may be performed in conjunction with the evaluation activities under ADV_IMP.
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12.8.3 Evaluation of sub-activity (ALC_TAT.3)

12.8.3.1 Objectives

The objective of this sub-activity is to determine whether the developer and his subcontractors have used well-
defined development tools (e.g. programming languages or computer-aided design (CAD) systems) that yield

consistent and predictable results, and whether implementation standards have been applied.

12.8.3.2 Input

The evalugtiomevidenceforthissub=activity is:

a) the dé¢velopment tool documentation;

b) the implementation standards description;

c) the piovided implementation representation of the TSF.
12.8.3.3 |Application notes

d

—

This work|may be performed in parallel with the evaluation activities under ADV.-IMP, specifically with rega
to determiping the use of features in the tools that will affect the object code (e:g. compilation options).

12.8.3.4 |Action ALC_TAT.3.1E
ISO/IEC 1/5408-3 ALC_TAT.3.1C: Each development tool used for implementation shall be well-defined.
12.8.3.4.1 Work unit ALC_TAT.3-1

The evalpiator shall examine the development tool ¢documentation provided to determine that eagch
development tool is well-defined.

For example, a well-defined language, compiler 0i-CAD system may be considered to be one that conforms|to
a recogniged standard, such as the ISO standards. A well-defined language is one that has a clear apd
complete flescription of its syntax, and a detailed description of the semantics of each construct.

At this levlel, the documentation of development tools used by third party contributors to the TOE has to pe
included in the evaluator's examinatiof:

>

ISO/IEC 15408-3 ALC_TAT.3(2C: The documentation of each development tool shall unambiguously define

the meaning of all statemeritsyas well as all conventions and directives used in the implementation.
12.8.3.4.2] Work unit ALC_TAT.3-2

The evaluptor shallexamine the documentation of each development tool to determine that it unambiguoug
defines the meaning of all statements as well as all conventions and directives used in the implementation.

<

The development tool documentation (€.g. programming language speciiications and user manuals) should
cover all statements used in the implementation representation of the TOE, and for each such statement
should provide a clear and unambiguous definition of the purpose and effect of that statement. This work may
be performed in parallel with the evaluator's examination of the implementation representation performed
during the ADV_IMP sub-activity. The key test the evaluator should apply is whether or not the documentation
is sufficiently clear for the evaluator to be able to understand the implementation representation. The
documentation should not assume (for example) that the reader is an expert in the programming language
used.

Reference to the use of a documented standard is an acceptable approach to meet this requirement, provided
that the standard is available to the evaluator. Any differences from the standard should be documented.
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The critical test is whether the evaluator can understand the TOE source code when performing source code
analysis covered in the ADV_IMP sub-activity. However, the following checklist can additionally be used in
searching for problem areas:

a) In the language definition, phrases such as “the effect of this construct is undefined” and terms such as
“implementation dependent” or “erroneous” may indicate ill-defined areas.

b) Aliasing (allowing the same piece of memory to be referenced in different ways) is a common source of
ambiguity problems.

en poorly

Most languages in common use, however well designed, will have some problematic -construgts. If the
implementation language is mostly well defined, but some problematic constructs exist,then an ingonclusive

THe evaluator should verify, during the examination of source code, that any use (ofjthe problematic fonstructs
doges not introduce vulnerabilities. The evaluator should also ensure thaf<constructs precludgd by the
dacumented standard are not used.

THe development tool documentation should define all conventions and.directives used in the implementation.

At|this level, the documentation of development tools used by third party contributors to the TOE|has to be
ingluded in the evaluator's examination.

ISP/IEC 15408-3 ALC_TAT.3.3C: The documentation of ‘'each development tool shall unambiguoysly define
th¢ meaning of all implementation-dependent options.

12.8.3.4.3 Work unit ALC_TAT.3-3

THe evaluator shall examine the development)tool documentation to determine that it unambiguougly defines
th¢ meaning of all implementation-dependent options.

THe documentation of software development tools should include definitions of implementation-flependent
options that may affect the meaning of the executable code, and those that are different from theg standard
lamguage as documented. Where source code is provided to the evaluator, information should also be
provided on compilation andinKing options used.

THe documentation fof-hardware design and development tools should describe the use of all options that
affect the output from-the tools (e.g. detailed hardware specifications, or actual hardware).

At|this level, the{documentation of development tools used by third party contributors to the TOE |has to be
in¢luded in thetevaluator's examination.

12,8.3:5""Action ALC_TAT.3.2E

4 AL 1 e AL O
L) YVUIRN UITIL ALV

1 Q7 - TAT. 2 A
£.0.9.J. TART.9™

The evaluator shall examine aspects of the implementation process to determine that documented
implementation standards have been applied.

This work unit requires the evaluator to analyse the provided implementation representation of the TOE to
determine whether the documented implementation standards have been applied.

The evaluator should verify that constructs excluded by the documented standard are not used.

Additionally, the evaluator should verify the developer's procedures which ensure the application of the
defined standards within the design and implementation process of the TOE. Therefore, documentary
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evidence should be supplemented by visiting the development environment. A visit to the development
environment will allow the evaluator to:

a) observe the application of defined standards;
b) examine documentary evidence of application of procedures describing the use of defined standards;
c) interview development staff to check awareness of the application of defined standards and procedures.

A development site visit is a useful means of gaining confidence in the procedures being used. Any decision
not to make suchravisit should-bedetermimed-mconsuttatiomwittrtheevatuatiomauthority:

[4%
o

The evalyator compares the provided implementation representation with the description of thefappli
implementation standards and verifies their use.

At this level it is required that the complete provided implementation representation of the &SF is based pn
implementation standards, including third party contributions. This may require the evaluator. to visit the sites
of contribytors. The evaluator may consult the configuration list required by the CM scope (ALC_CMS) to see
who has developed which part of the TOE.

Note that parts of the TOE which are not TSF relevant do not need to be examinéd;

This work junit may be performed in conjunction with the evaluation activities under ADV_IMP.

13 Class ATE: Tests

13.1 Intnoduction

The goal ¢f this activity is to determine whether the TOE behaves as described in the ST and as specified|in
the evaluption evidence (described in the ADV class). This determination is achieved through sorhe
combinatipn of the developer's own functional testing of the TSF (Functional tests (ATE_FUN)) and
independgnt testing the TSF by the evaluator (lndependent testing (ATE_IND)). At the lowest level|of
assurancd, there is no requirement for develpper involvement, so the only testing is conducted by the
evaluator,| using the limited available information about the TOE. Additional assurance is gained as the
developer| becomes increasingly involved.both in testing and in providing additional information about the
TOE, and|as the evaluator increases the independent testing activities.

13.2 Application notes

Testing of|the TSF is conducted-by the evaluator and, in most cases, by the developer. The evaluator's testing
efforts copsist not only of\Creating and running original tests, but also of assessing the adequacy of the
developer|s tests and re=running a subset of them.

The evaliator analyses the developer's tests to determine the extent to which they are sufficient |to
demonstrate that TSFI (see Functional specification (ADV_FSP)) perform as specified, and to understand the
developer|s approach to testing. Similarly, the evaluator analyses the developer's tests to determine the ext¢gnt
to which thhey are sufficient to demonstrate the internal behaviour and properties of the TSF.

The evaluator also executes a subset of the developer's tests as documented to gain confidence in the
developer's test results: the evaluator will use the results of this analysis as an input to independently testing a
subset of the TSF. With respect to this subset, the evaluator takes a testing approach that is different from that
of the developer, particularly if the developer's tests have shortcomings.

To determine the adequacy of developer's test documentation or to create new tests, the evaluator needs to
understand the desired expected behaviour of the TSF, both internally and as seen at the TSFI, in the context
of the SFRs it is to satisfy. The evaluator may choose to divide the TSF and TSFI into subsets according to
functional areas of the ST (audit subsystem, audit-related TSFI, authentication module, authentication-related
TSFI, etc.) if they were not already divided in the ST, and focus on one subset of the TSF and TSFI at a time,
examining the ST requirement and the relevant parts of the development and guidance documentation to gain
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an understanding of the way the TOE is expected to behave. This reliance upon the development
documentation underscores the need for the dependencies on ADV by Coverage (ATE_COV) and Depth
(ATE_DPT).

ISO/IEC 15408 has separated coverage and depth from functional tests to increase the flexibility when
applying the components of the families. However, the requirements of the families are intended to be applied
together to confirm that the TSF operates according to its specification. This tight coupling of families has led
to some duplication of evaluator work units across sub-activities. These application notes are used to
minimise duplication of text between sub-activities.

Bdfore the adequacy of test documentation can be accurately evaluated, or before new tests €an bg created,
the evaluator has to understand the desired expected behaviour of a security function in the confext of the
requirements it is to satisfy.

A9 mentioned earlier, the evaluator may choose to subset the TSF and TSFI aecording to SFRs (audit,
authentication, etc.) in the ST and focus on one subset at a time. The evaluator examines|each ST
requirement and the relevant parts of the functional specification and guidance documentation fo gain an
understanding of the way the related TSFI is expected to behave. Similarly, the evaluator examines the
relevant parts of the TOE design and security architecture documentation-to gain an understanding pf the way
th¢ related modules or subsystems of the TSF are expected to behavet

WI[th an understanding of the expected behaviour, the evaluator examines the test plan tq gain an
understanding of the testing approach. In most cases, the testing“approach will entail a TSFI being timulated
and its responses observed. Externally-visible functionality:can be tested directly; however, in cages where
fupctionality is not visible external to the TOE (for example, testing the residual information |protection
fumctionality), other means will need to be employed.

13.2.2 Testing vs. alternate approaches to verijfy.the expected behaviour of functionality

In|cases where it is impractical or inadequate to test specific functionality (where it provides no externally-
vidible TSFI), the test plan should identify “the alternate approach to verify expected behavioun It is the
evpluator's responsibility to determine.the suitability of the alternate approach. However, the follow|ng should
bel considered when assessing the suitability of alternate approaches:

a)| an analysis of the implementation representation to determine that the required behaviour ghould be
exhibited by the TOE js‘an acceptable alternate approach. This could mean a code inspegtion for a
software TOE or perhaps a chip mask inspection for a hardware TOE.

b)| itis acceptabletoruse evidence of developer integration or module testing, even if the claimed gssurance
requirements{do-hot include availability of lower level descriptions of the TOE modules (e.g. Evaluation of
sub-activity (ADV_TDS.3)) or implementation (Implementation representation (ADV_IMP)). If eyidence of
developery(integration or module testing is used in verifying the expected behaviour of & security
functionality, care should be given to confirm that the testing evidence reflects the current implgmentation
of, the-TOE. If the subsystems or modules have been changed since testing occurred, evidenge that the
changes were tracked and addressed by analysis or further testing will usually be required.

It should be emphasised that supplementing the testing effort with alternate approaches should only be
undertaken when both the developer and evaluator determine that there exists no other practical means to
test the expected behaviour.

13.2.3 Verifying the adequacy of tests

Test pre-requisites are necessary to establish the required initial conditions for the test. They may be
expressed in terms of parameters that must be set or in terms of test ordering in cases where the completion
of one test establishes the necessary pre-requisites for another test. The evaluator must determine that the
pre-requisites are complete and appropriate in that they will not bias the observed test results towards the
expected test results.
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The test steps and expected results specify the actions and parameters to be applied to the TSFI as well as
how the expected results should be verified and what they are. The evaluator must determine that the test
steps and expected results are consistent with the descriptions of the TSFI in the functional specification. This
means that each characteristic of the TSFI behaviour explicitly described in the functional specification should
have tests and expected results to verify that behaviour.

The overall aim of this testing activity is to determine that each subsystem, module, and TSFI has been
sufficiently tested against the behavioural claims in the functional specification, TOE design, and architecture
description. At the higher assurance levels, testing also includes bounds testing and negative testing. The test
procedures will provide insight as to how the TSFlIs, modules, and subsystems have been exercised by the
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independgntly test the TSF.

13.3 Coyerage (ATE_COV)

13.3.1 Ewvaluation of sub-activity (ATE_COV.1)
13.3.1.1 |Objectives

The objeqtive of this sub-activity is to determine whether the developer has testédythe TSFls, and that the
developerls test coverage evidence shows correspondence between the. tests identified in the tést
documentgtion and the TSFIs described in the functional specification.
13.3.1.2 |Input

The evaluption evidence for this sub-activity is:

a) the S[;
b) the functional specification;
c) the tgst documentation;

d) the tgst coverage evidence.
13.3.1.3 |Application notes
The coverjage analysis provided by the developer is required to show the correspondence between the tests
provided as evaluation evidenceg™and the functional specification. However, the coverage analysis need ot
demonstrate that all TSFI haveybeen tested, or that all externally-visible interfaces to the TOE have been
tested. Such shortcomings @re*considered by the evaluator during the independent testing (Evaluation of sub-
activity (ATE_IND.2)) sub-activity.
13.3.1.4 |Action ATE_COV.1.1E

ISO/IEC 16408-3 ATE_COV.1.1C: The evidence of the test coverage shall show the correspondence betwegn
the tests in the test documentation and the TSFls in the functional specification.

13.3.1.4.1 Work unit ATE_COV.1-1

The evaluator shall examine the test coverage evidence to determine that the correspondence between the
tests identified in the test documentation and the TSFls described in the functional specification is accurate.

Correspondence may take the form of a table or matrix. The coverage evidence required for this component

will reveal the extent of coverage, rather than to show complete coverage. In cases where coverage is shown
to be poor the evaluator should increase the level of independent testing to compensate.
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13.3.2 Evaluation of sub-activity (ATE_COV.2)

13.3.2.1 Objectives

The objective of this sub-activity is to determine whether the developer has tested all of the TSFls, and that
the developer's test coverage evidence shows correspondence between the tests identified in the test

documentation and the TSFls described in the functional specification.

13.3.2.2 Input

a)theST;

b)| the functional specification;

c)| the test documentation;

d)| the test coverage analysis.
13.3.2.3 Action ATE_COV.2.1E

ISP/IEC 15408-3 ATE_COV.2.1C: The analysis of the test coverage shall demonstrate the corre§pondence
between the tests in the test documentation and the TSFls in the functional specification.

13.3.2.3.1 Work unit ATE_COV.2-1

THe evaluator shall examine the test coverage analysis to~determine that the correspondence between the
tests in the test documentation and the interfaces in the functional specification is accurate.

A simple cross-table may be sufficient to show test correspondence. The identification of the tes{s and the
interfaces presented in the test coverage analysis’has to be unambiguous.

THe evaluator is reminded that this doessnot imply that all tests in the test documentation mupt map to
interfaces in the functional specification.

13.3.2.3.2 Work unit ATE_COV.2-2

THe evaluator shall examing~the test plan to determine that the testing approach for each| interface
demonstrates the expected(behaviour of that interface.

Gyidance on this workfunit can be found in:
a)| 13.2.1, Understanding the expected behaviour of the TOE
b)| 13.2.2Testing vs. alternate approaches to verify the expected behaviour of functionality

13.3.23:3 Work unit ATE_COV.2-3

The evaluator shall examine the test procedures 1o determine that the test prerequisies, test steps and
expected resuli(s) adequately test each interface.

Guidance on this work units, as it pertains to the functional specification, can be found in:
a) 13.2.3, Verifying the adequacy of tests

ISO/IEC 15408-3 ATE_COV.2.2C: The analysis of the test coverage shall demonstrate that all TSFls in the
functional specification have been tested.
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13.3.2.3.4 Work unit ATE_COV.2-4

The evaluator shall examine the test coverage analysis to determine that the correspondence between the
interfaces in the functional specification and the tests in the test documentation is complete.

All TSFIs that are described in the functional specification have to be present in the test coverage analysis
and mapped to tests in order for completeness to be claimed, although exhaustive specification testing of
interfaces is not required. Incomplete coverage would be evident if an interface was identified in the functional
specification and no test was mapped to it.

The evalyator—ts—reminded—that—this—does ot illlp:y that—att—tests—imthe—test—documentatiommust nrap to
interfaces|in the functional specification.

13.3.3 Ewvaluation of sub-activity (ATE_COV.3)

There is np general guidance; the scheme should be consulted for guidance on this sub-activity.

13.4 Dethh (ATE_DPT)
13.4.1 Ewvaluation of sub-activity (ATE_DPT.1)
13.4.1.1 |Objectives

The objegtive of this sub-activity is to determine whether the developéer has tested the TSF subsysteqns
against the TOE design and the security architecture description.

13.4.1.2 |Input
a) the S[;
b) the functional specification;

c) the TPE design;

d) the se¢curity architecture description;
e) the tgst documentation;

f) the d¢pth of testing analysis.
13.4.1.3 |Action ATE_DPT:1.1E

ISO/IEC 15408-3 ATE.DPT.1.1C: The analysis of the depth of testing shall demonstrate the corresponderice
between the tests ifi_ the test documentation and the TSF subsystems in the TOE design.

13.4.1.3.1] Work unit ATE_DPT.1-1

The evaluator shall examine the depth of testing analysis to determine that the descriptions of the behaviour
of TSF subsystems and of their interactions is included within the test documentation.

This work unit verifies the content of the correspondence between the tests and the descriptions in the TOE
design. In cases where the description of the TSF's architectural soundness (in Security Architecture
(ADV_ARC)) cites specific mechanisms, this work unit also verifies the correspondence between the tests and
the descriptions of the behaviour of such mechanisms.

A simple cross-table may be sufficient to show test correspondence. The identification of the tests and the
behaviour/interaction presented in the depth-of coverage analysis has to be unambiguous.
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The evaluator is reminded that not all tests in the test documentation must map to a subsystem behaviour or
interaction description.

13.4.1.3.2 Work unit ATE_DPT.1-2
The evaluator shall examine the test plan, test prerequisites, test steps and expected result(s) to determine
that the testing approach for the behaviour description demonstrates the behaviour of that subsystem as

described in the TOE design.

Guidance on this work unit can be found in:

a)| 13.2.1, Understanding the expected behaviour of the TOE
b)| 13.2.2, Testing vs. alternate approaches to verify the expected behaviour of functionality

If TSF subsystem interfaces are described, the behaviour of those subsystems may,be tested difectly from
these interfaces. Otherwise, the behaviour of those subsystems is tested from the” TSFI interfaces. Or a
combination of the two may be employed. Whatever strategy is used the_evaluator will cdnsider its
appropriateness for adequately testing the behaviour that is described in the TOE-design.

13.4.1.3.3 Work unit ATE_DPT.1-3
THe evaluator shall examine the test plan, test prerequisites, test/steps and expected result(s) to [determine
that the testing approach for the behaviour description demonstrates the interactions among subsystems as

described in the TOE design.

While the previous work unit addresses behaviour of subsystems, this work unit addresses the irteractions
anpong subsystems.

Guidance on this work unit can be found in:

a)| 13.2.1, Understanding the expected behaviour of the TOE

b)|] 13.2.2, Testing vs. alternate approaches to verify the expected behaviour of functionality
If TSF subsystem interfaces are described, the interactions with other subsystems may be tested difectly from
thgse interfaces. Otherwise, thevinteractions among subsystems must be inferred from the TSFI |nterfaces.

Whatever strategy is used ,the evaluator will consider its appropriateness for adequately tg¢sting the
interactions among subsystems that are described in the TOE design.

ISP/IEC 15408-3 ATE _DPT.1.2C: The analysis of the depth of testing shall demonstrate thgt all TSF
subsystems in thé. TOE design have been tested.

134.1.3.4 (Work unit ATE_DPT.1-4

THe evaluator shall examine the test procedures to determine that all descriptions of TSF gubsystem
behaviour and interaction are tested.

This work unit verifies the completeness of work unit ATE_DPT.1-1. All descriptions of TSF subsystem
behaviour and of interactions among TSF subsystems that are provided in the TOE design have to be tested.
Incomplete depth of testing would be evident if a description of TSF subsystem behaviour or of interactions
among TSF subsystems was identified in the TOE design and no tests could be attributed to it.

The evaluator is reminded that this does not imply that all tests in the test documentation must map to
subsystem interfaces in the TOE design.
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13.4.2 Evaluation of sub-activity (ATE_DPT.2)
13.4.2.1 Objectives

The objective of this sub-activity is to determine whether the developer has tested all the TSF subsystems and
SFR-enforcing modules against the TOE design and the security architecture description.

13.4.2.2 Input

a) the ST;

b) the functional specification;

c) the TPE design;

d) the sg¢curity architecture description;
e) the tgst documentation;

f)  the dgpth of testing analysis.
13.4.2.3 |Action ATE_DPT.2.1E
ISO/IEC 15408-3 ATE_DPT.2.1C: The analysis of the depth of testing shall demonstrate the correspondence
Zgl"svly;ne.n the tests in the test documentation and the TSF subsystems‘and SFR-enforcing modules in the TQE

13.4.2.3.1] Work unit ATE_DPT.2-1

The evaluator shall examine the depth of testing analysis, to determine that descriptions of the behaviour|of
TSF subsystems and of their interactions are included within the test documentation.

This work|unit verifies the content of the correspondence between the tests and the descriptions in the TOE
design. In cases where the description of\the TSF's architectural soundness (in Security Architectyre
(ADV_ARC)) cites specific mechanisms, this\work unit also verifies the correspondence between the tests ahd
the descriptions of the behaviour of suchtmechanisms.

A simple fross-table may be sufficient to show test correspondence. The identification of the tests and the
behaviourfinteraction presented in\the depth-of coverage analysis has to be unambiguous.

The evaluptor is reminded that not all tests in the test documentation must map to a subsystem behaviour|or
interactior] description.

13.4.2.3.2] Work unit ATE_DPT.2-2
The evaluator shall examine the test plan, test prerequisites, test steps and expected result(s) to determipe

that the tgsting approach for the behaviour description demonstrates the behaviour of that subsystem fas
described Tmthe TOE desigm:

Guidance on this work unit can be found in:

a) 13.2.1, Understanding the expected behaviour of the TOE

b) 13.2.2, Testing vs. alternate approaches to verify the expected behaviour of functionality

If TSF subsystem interfaces are described, the behaviour of those subsystems may be tested directly from
those interfaces. Otherwise, the behaviour of those subsystems is tested from the TSFI interfaces. Or a

combination of the two may be employed. Whatever strategy is used the evaluator will consider its
appropriateness for adequately testing the behaviour that is described in the TOE design.
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13.4.2.3.3 Work unit ATE_DPT.2-3

The evaluator shall examine the test plan, test prerequisites, test steps and expected result(s) to determine
that the testing approach for the behaviour description demonstrates the interactions among subsystems as
described in the TOE design.

While the previous work unit addresses behaviour of subsystems, this work unit addresses the interactions
among subsystems.

Guidance on this work unit can be found in:

134.2.3.4 Work unit ATE_DPT.2-4

THe evaluator shall examine the depth of testing analysis to determine that the interfaces of SFR}-enforcing
maodules are included within the test documentation.

THis work unit verifies the content of the correspondence between the tests and the descriptions in the TOE
ign. In cases where the description of the TSF's "architectural soundness (in Security Afchitecture
(APV_ARC)) cites specific mechanisms at the modulardevel, this work unit also verifies the corregpondence
between the tests and the descriptions of the behaviour of such mechanisms.

imple cross-table may be sufficient to show, test correspondence. The identification of the tes{s and the

THe evaluator is reminded that not all-tests in the test documentation must map to a subsystem behaviour or

134.2.3.5 Work unit ATE_DRT.2-5
THe evaluator shall examine the test plan, test prerequisites, test steps and expected result(s) to [determine
that the testing approachti-for each SFR-enforcing module interface demonstrates the expected behaviour of
that interface.

While work unit ATE_DPT.2-1 addresses expected behaviour of subsystems, this work unit addresses
expected behaviour of the SFR-enforcing module interfaces that are covered by ATE_DPT.2-4.

Guidanceon this work unit can be found in:
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b) 13.2.2, Testing vs. alternate approaches to verify the expected behaviour of functionality

Testing of an interface may be performed directly at that interface, or at the external interfaces, or a
combination of both. Whatever strategy is used the evaluator will consider its appropriateness for adequately
testing the interfaces. Specifically the evaluator determines whether testing at the internal interfaces is
necessary or whether these internal interfaces can be adequately tested (albeit implicitly) by exercising the
external interfaces. This determination is left to the evaluator, as is its justification.

ISO/IEC 15408-3 ATE_DPT.2.2C: The analysis of the depth of testing shall demonstrate that all TSF
subsystems in the TOE design have been tested.
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13.4.2.3.6 Work unit ATE_DPT.2-6

The evaluator shall examine the test procedures to determine that all descriptions of TSF subsystem
behaviour and interaction are tested.

This work unit verifies the completeness of work unit ATE_DPT.2-1. All descriptions of TSF subsystem
behaviour and of interactions among TSF subsystems that are provided in the TOE design have to be tested.
Incomplete depth of testing would be evident if a description of TSF subsystem behaviour or of interactions
among TSF subsystems was identified in the TOE design and no tests could be attributed to it.

The eval;rm—#mmﬁwmwm—ﬁmﬂmmm—m to
subsysten interfaces in the TOE design.

ISO/IEC 15408-3 ATE_DPT.2.3C: The analysis of the depth of testing shall demonstrate that-the SAR-
enforcing modules in the TOE design have been tested.

13.4.2.3.7| Work unit ATE_DPT.2-7

=1

The evaluptor shall examine the test procedures to determine that all interfaces of SER<enforcing modules 3
tested.

e

This work|unit verifies the completeness of work unit ATE_DPT.2-4. All interfaces of SFR-enforcing modules
that are pfovided in the TOE design have to be tested. Incomplete depthr of-testing would be evident if any
interface qf any SFR-enforcing modules was identified in the TOE designand no tests could be attributed to|it.

The evaluator is reminded that this does not imply that all tests inzthe test documentation must map to pn
interface gf an SFR-enforcing module in the TOE design.

13.4.3 Ewvaluation of sub-activity (ATE_DPT.3)
13.4.3.1 |Objectives

The objective of this sub-activity is to determine whether the developer has tested the all the TSF subsysteqns
and modules against the TOE design and the security architecture description.

13.4.3.2 |Input
a) the S[;
b) the functional specification;

c) the TPE design;

d) the sg¢curity archifecture description;

e) the tgst documentation;

f) the depthoftestinganalysis:
13.4.3.3 Action ATE_DPT.3.1E

ISO/IEC 15408-3 ATE_DPT.3.1C: The analysis of the depth of testing shall demonstrate the correspondence
between the tests in the test documentation and the TSF subsystems and modules in the TOE design.

13.4.3.3.1 Work unit ATE_DPT.3-1

The evaluator shall examine the depth of testing analysis to determine that descriptions of the behaviour of
TSF subsystems and of their interactions are included within the test documentation.
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This work unit verifies the content of the correspondence between the tests and the descriptions in the TOE
design. A simple cross-table may be sufficient to show test correspondence. The identification of the tests and
the behaviour/interaction presented in the depth-of coverage analysis has to be unambiguous.

The evaluator is reminded that not all tests in the test documentation must map to a subsystem behaviour or
interaction description.

13.4.3.3.2 Work unit ATE_DPT.3-2

The evaluator shall examine the test plan, test prerequisites, test steps and expected result(s) to determine
that-the—testing—approach—for-the—behaviour—descriptiomdemonstrates—thebehaviourof-that—subsgystem as
degscribed in the TOE design.

Guidance on this work unit can be found in:

a)| 13.2.1, Understanding the expected behaviour of the TOE

b)| 13.2.2, Testing vs. alternate approaches to verify the expected behaviour of functionality
If TSF subsystem interfaces are provided, the behaviour of those subsystems'may be performed ditectly from
these interfaces. Otherwise, the behaviour of those subsystems is tested from the TSFI interfaces. Or a

combination of the two may be employed. Whatever strategy is*used the evaluator will cdnsider its
appropriateness for adequately testing the behaviour that is described'in the TOE design.

13.4.3.3.3 Work unit ATE_DPT.3-3
THe evaluator shall examine the test plan, test prerequisites, test steps and expected result(s) to [determine
that the testing approach for the behaviour descriptiopndémonstrates the interactions among subsystems as
degscribed in the TOE design.

Guyidance on this work unit can be found in:

a)| 13.2.1, Understanding the expected behaviour of the TOE

b)| 13.2.2, Testing vs. alternate approaches to verify the expected behaviour of functionality

While the previous work unit/addresses behaviour of subsystems, this work unit addresses the interactions
anhong subsystems.

If TSF subsystem inteffaces are provided, the interactions with other subsystems may be performgd directly
frgm those interfaces: Otherwise, the interactions among subsystems must be inferred from|the TSFI
interfaces. Whatever strategy is used the evaluator will consider its appropriateness for adequately jesting the
interactions among subsystems that are described in the TOE design.

134.3.3.4—~Work unit ATE_DPT.3-4

THeCevaluator shall examine the depth of testing analysis to determine that the interfaces of TSF mpdules are
inbiudcd WI“ Iill 1[; 1< icbt duuw LLL~]] IidiiUI I.

This work unit verifies the content of the correspondence between the tests and the descriptions in the TOE
design. A simple cross-table may be sufficient to show test correspondence. The identification of the tests and
the behaviour/interaction presented in the depth-of coverage analysis has to be unambiguous.

The evaluator is reminded that not all tests in the test documentation must map to a subsystem behaviour or
interaction description.
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13.4.3.3.5 Work unit ATE_DPT.3-5

The evaluator shall examine the test plan, test prerequisites, test steps and expected result(s) to determine
that the testing approach for each TSF module interface demonstrates the expected behaviour of that
interface.

Guidance on this work unit can be found in:

a) 13.2.1, Understanding the expected behaviour of the TOE

g . . . o . : e . N
b) 13.2.2; Testngvs—aftermateapproachestoverify theexpected-betraviour of furctiomatity

Testing of an interface may be performed directly at that interface, or at the external interfacés; or| a
combinatipn of both. Whatever strategy is used the evaluator will consider its appropriateness for adequatgly
testing thg interfaces. Specifically the evaluator determines whether testing at the internall\interfaces|is
necessary or whether these internal interfaces can be adequately tested (albeit implicitly) by~exercising the
external irfterfaces. This determination is left to the evaluator, as is its justification.

ISO/IEC 15408-3 ATE_DPT.3.2C: The analysis of the depth of testing shall demonstrate that all TSF
subsystems in the TOE design have been tested.

13.4.3.3.6 Work unit ATE_DPT.3-6

The evalyator shall examine the test procedures to determine that(alt descriptions of TSF subsystem
behaviourfand interaction are tested.

This work unit verifies the completeness of work unit ATE_DPT.3-1. All descriptions of TSF subsyst¢m
behaviourland of interactions among TSF subsystems that are~provided in the TOE design have to be testgd.
Incomplete depth of testing would be evident if a description~of TSF subsystem behaviour or of interactions
among TYF subsystems was identified in the TOE design-and no tests could be attributed to it.

The evaldator is reminded that this does not imply)that all tests in the test documentation must map |to
subsystenr interfaces in the TOE design.

ISO/IEC 15408-3 ATE_DPT.3.3C: The analysis of the depth of testing shall demonstrate that all TSF modules
in the TOK design have been tested.

13.4.3.3.7| Work unit ATE_DPT.3-7
The evaluptor shall examine thie-test procedures to determine that all interfaces of all TSF modules are testgd.
This work] unit verifies thie completeness of work unit ATE_DPT.3-4. All interfaces of TSF modules that gre
provided ip the TOE design have to be tested. Incomplete depth of testing would be evident if any interface| of

any TSF module wasyidentified in the TOE design and no tests could be attributed to it.

The evaluator is'reminded that this does not imply that all tests in the test documentation must map to pn
interface gf @ TSF module in the TOE design.

13.4.4 Evaluation of sub-activity (ATE_DPT.4)

There is no general guidance; the scheme should be consulted for guidance on this sub-activity.
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13.5 Functional tests (ATE_FUN)
13.5.1 Evaluation of sub-activity (ATE_FUN.1)
13.5.1.1 Objectives

The objective of this sub-activity is to determine whether the developer correctly performed and documented
the tests in the test documentation.

13.5.1.2 Input

THe evaluation evidence for this sub-activity is:
a)| the ST;

b)| the functional specification;

c)| the test documentation.

13.5.1.3 Application notes

THe extent to which the test documentation is required to cover the<TSF is dependent upon the| coverage
aspurance component.

Fdr the developer tests provided, the evaluator determines whether the tests are repeatable, and th¢ extent to
which the developer's tests can be used for the evaluator's independent testing effort. Any TSFI for|which the
degveloper's test results indicate that it might not perform as specified should be tested independently by the
evpluator to determine whether or not it does.

13.5.1.4 Action ATE_FUN.1.1E

ISPD/IEC 15408-3 ATE_FUN.1.1C: The test'documentation shall consist of test plans, expected test results
and actual test results.

13.5.1.4.1 Work unit ATE_FUN.1-1

THe evaluator shall check thatthe test documentation includes test plans, expected test results and pctual test
results.

THe evaluator checks‘that test plans, expected tests results and actual test results are included in the test
documentation.

ISPD/IEC 15408-3 ATE_FUN.1.2C: The test plans shall identify the tests to be performed and describe the
scenatrios for performing each test. These scenarios shall include any ordering dependencies on thq results of

other tests:
13.51.4.2 Work unit ATE_FUN.1-2

The evaluator shall examine the test plan to determine that it describes the scenarios for performing each test.

The evaluator determines that the test plan provides information about the test configuration being used: both
on the configuration of the TOE and on any test equipment being used. This information should be detailed
enough to ensure that the test configuration is reproducible.

The evaluator also determines that the test plan provides information about how to execute the test: any
necessary automated set-up procedures (and whether they require privilege to run), inputs to be applied, how
these inputs are applied, how output is obtained, any automated clean-up procedures (and whether they
require privilege to run), etc. This information should be detailed enough to ensure that the test is
reproducible.
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The evaluator may wish to employ a sampling strategy when performing this work unit.
13.5.1.4.3 Work unit ATE_FUN.1-3

The evaluator shall examine the test plan to determine that the TOE test configuration is consistent with the
ST.

The TOE referred to in the developer's test plan should have the same unique reference as established by the
CM capabilities (ALC_CMC) sub-activities and identified in the ST introduction.

If this work unit is applied to a component TOE that might be used/integfated in a composed TOE (see Cldgss
ACO: Coilnposition), the following will apply. In the instances that the” component TOE under evaluatipn
depends ¢n other components in the operational environment to support their operation, the developer may
wish to qonsider using the other component(s) that will be ‘used in the composed TOE to fulfil the
requirements of the operational environment as one of the test.gonfigurations. This will reduce the amount gn
additional testing that will be required for the composed TOE evaluation.

13.5.1.4.4 Work unit ATE_FUN.1-4

The evaldator shall examine the test plans to.determine that sufficient instructions are provided for any
ordering dependencies.

Some steps may have to be performed {o establish initial conditions. For example, user accounts need to pe
added before they can be deleted. An~eéxample of ordering dependencies on the results of other tests is the
need to perform actions in a test that will result in the generation of audit records, before performing a test|to
consider the searching and sorting of those audit records. Another example of an ordering dependency wouyld
be where pne test case generates’a file of data to be used as input for another test case.

The evaluptor may wish t6 employ a sampling strategy when performing this work unit.

ISO/IEC 15408-3 ATE FUN.1.3C: The expected test results shall show the anticipated outputs from| a
successfuf execution’of the tests.

13.5.1.4.5 (Work unit ATE_FUN.1-5

The evaluator shall examine the test documentation to determine that all expected tests results are included.
The expected test results are needed to determine whether or not a test has been successfully performed.
Expected test results are sufficient if they are unambiguous and consistent with expected behaviour given the
testing approach.

The evaluator may wish to employ a sampling strategy when performing this work unit.

ISO/IEC 15408-3 ATE_FUN.1.4C: The actual test results shall be consistent with the expected test results.
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13.5.1.4.6 Work unit ATE_FUN.1-6

The evaluator shall check that the actual test results in the test documentation are consistent with the
expected test results in the test documentation.

A comparison of the actual and expected test results provided by the developer will reveal any inconsistencies
between the results. It may be that a direct comparison of actual results cannot be made until some data
reduction or synthesis has been first performed. In such cases, the developer's test documentation should
describe the process to reduce or synthesise the actual data.

F ; ection has
oceurred to determine the contents of the buffer. The message buffer will contain a binary number{J[his binary
number would have to be converted to another form of data representation in order to make\the|test more
meaningful. The conversion of this binary representation of data into a higher-level representation will have to
be described by the developer in enough detail to allow an evaluator to perform the conversion prpcess (i.e.
sypchronous or asynchronous transmission, number of stop bits, parity, etc.).

It $hould be noted that the description of the process used to reduce or synthesisethe actual data |s used by
th¢ evaluator not to actually perform the necessary modification but to assess\whether this processl|is correct.
It Is up to the developer to transform the expected test results into a format\that allows an easy cpmparison
with the actual test results.

THe evaluator may wish to employ a sampling strategy when performing this work unit.
13.5.1.4.7 Work unit ATE_FUN.1-7

THe evaluator shall report the developer testing effort, outlining the testing approach, configuration, depth and
results.

THe developer testing information recorded in the'ETR allows the evaluator to convey the overall testing
approach and effort expended on the testing\of the TOE by the developer. The intent of proyiding this
information is to give a meaningful overview of the developer testing effort. It is not intended that the
information regarding developer testing inth€ ETR be an exact reproduction of specific test steps or results of
individual tests. The intention is to provide’enough detail to allow other evaluators and evaluation authorities to
gdin some insight about the developer's testing approach, amount of testing performed, [TOE test
copfigurations, and the overall results of the developer testing.

Information that would typically-be found in the ETR subclause regarding the developer testing effortis:

a)| TOE test configurations. The particular configurations of the TOE that were tested, including whether any
privileged code/was required to set up the test or clean up afterwards;

b)| testing approach. An account of the overall developer testing strategy employed,;

c)| testingxesults. A description of the overall developer testing results.

is-listis by no means exhaustive and is only intended to provide some context as to the type of i

13.5.2 Evaluation of sub-activity (ATE_FUN.2)

There is no general guidance; the scheme should be consulted for guidance on this sub-activity.
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13.6 Independent testing (ATE_IND)

13.6.1 Evaluation of sub-activity (ATE_IND.1)

13.6.1.1

Objectives

The goal of this activity is to determine, by independently testing a subset of the TSFI, whether the TOE
behaves as specified in the functional specification and guidance documentation.

13.6.1.2

Input

The evalu
a) theS

b) thefu

c) the operational user guidance;

d) the pieparative user guidance;

e) theT
13.6.1.3
ISO/IEC 1

13.6.1.3.1

btion evidence for this sub-activity is:
B

nctional specification;

DE suitable for testing.
Action ATE_IND.1.1E
5408-3 ATE_IND.1.1C: The TOE shall be suitable for testing.

Work unit ATE_IND.1-1

The evalgator shall examine the TOE to determine (that the test configuration is consistent with the
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on under evaluation as specified in the ST.

provided by the developer should have the same unique reference as established by the (
5 (ALC_CMC) sub-activities and identified in the ST introduction.

ble for the ST to specify more.than one configuration for evaluation. The TOE may comprise
f distinct hardware and software entities that need to be tested in accordance with the ST. T
verifies that all test configurations are consistent with the ST.

btor should consider-the security objectives for the operational environment described in the ST th

for the operational environment that do not apply to the test environment. For example, an object
I clearances,may not apply; however, an objective about a single point of connection to a netwg

ly.

resources are used (e.g. meters, analysers) it will be the evaluator's responsibility to ensure th
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a
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to the test envirenment and ensure they are met in the testing environment. There may be soine
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rk

at

these resd

urces are calibrated correctly.

13.6.1.3.2

Work unit ATE_IND.1-2

The evaluator shall examine the TOE to determine that it has been installed properly and is in a known state.

It is possible for the evaluator to determine the state of the TOE in a number of ways. For example, previous
successful completion of the Evaluation of sub-activity (AGD_PRE.1) sub-activity will satisfy this work unit if
the evaluator still has confidence that the TOE being used for testing was installed properly and is in a known
state. If this is not the case, then the evaluator should follow the developer's procedures to install and start up
the TOE, using the supplied guidance only.
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If the evaluator has to perform the installation procedures because the TOE is in an unknown state, this work

un

13

13

Th

it when successfully completed could satisfy work unit AGD_PRE.1-3.
.6.1.4 Action ATE_IND.1.2E
.6.1.4.1 Work unit ATE_IND.1-3

e evaluator shall devise a test subset.

The evaluator selects a test subset and testing strategy that is appropriate for the TOE. One extreme testing

st

Ar
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Ty
TH
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Th

a)

b)

TH
an

b)

other testing strategy would be to have the test subset contain a few interfaces based on theip
evance and rigorously test these interfaces.

pically the testing approach taken by the evaluator should fall somewhere between |these two
e evaluator should exercise most of the interfaces using at least one test, but testing.need not de
haustive specification testing.

e evaluator, when selecting the subset of the interfaces to be tested, should.consider the following
The number of interfaces from which to draw upon for the test subset. Where the TSF inclug
other cases this may not be cost-effective, and sampling is required.

Maintaining a balance of evaluation activities. The evaluater effort expended on the test activity
commensurate with that expended on any other evaluation activity.

e evaluator selects the interfaces to compose the subsét. This selection will depend on a number
d consideration of these factors may also influence the choice of test subset size:

Significance of interfaces. Those interfaces more significant than others should be included

subset. One maijor factor of “significance’ is the security-relevance (SFR-enforcing interfaces|
more significant than SFR-supporting. interfaces, which are more significant than SFR-non-
interfaces; see ISO/IEC 15408-3 Subclause Functional specification (ADV_FSP)). The other m
of “significance” is the number'off SFRs mapping to this interface (as determined when iden
correspondence between levels-of abstraction in ADV).

Complexity of the interface. Complex interfaces may require complex tests that impose
requirements on the-developer or evaluator, which may not be conducive to cost-effective e

need to strike abalance between these considerations.

Implicit testing. Testing some interfaces may often implicitly test other interfaces, and their inclu
subset.may maximise the number of interfaces tested (albeit implicitly). Certain interfaces will ty
used-to provide a variety of security functionality, and will tend to be the target of an effect
approach.
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tests for all different types of interfaces that the TOE supports.

F including

Interfaces that give rise to features that are innovative or unusual. Where the TOE contains innovative or
unusual features, which may feature strongly in marketing literature and guidance documents, the

corresponding interfaces should be strong candidates for testing.

This guidance articulates factors to consider during the selection process of an appropriate test subset, but
these are by no means exhaustive.
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13.6.1.4.2 Work unit ATE_IND.1-4

The evaluator shall produce test documentation for the test subset that is sufficiently detailed to enable the
tests to be reproducible.

With an understanding of the expected behaviour of the TSF, from the ST and the functional specification, the
evaluator has to determine the most feasible way to test the interface. Specifically the evaluator considers:

a) the approach that will be used, for instance, whether an external interface will be tested, or an internal
interface using a test harness, or will an alternate test approach be employed (e.g. in exceptional

H n I b H 1) H 1 oy ey H H P DR
CIrcur 1ISlAlLT S, d COUT TTTISPTULIUTT, 1T UIT TTTTPICTTITTTIIAatUTT TCPTTSTTTIAUUNT 15 avdalldlic ),

b) the interface(s) that will be used to test and observe responses;

c) the injtial conditions that will need to exist for the test (i.e. any particular objects or subjects {that will need
to exigt and security attributes they will need to have);

d) specigl test equipment that will be required to either stimulate an interface (e.g., packet generators)|or
makel observations of an interface (e.g. network analysers).

The evaluptor may find it practical to test each interface using a series of test cases, where each test case will
test a very specific aspect of expected behaviour.

The evalugator's test documentation should specify the derivation of eachytest, tracing it back to the relevant
interface(s).

~

13.6.1.4.3] Work unit ATE_IND.1-5
The evaluptor shall conduct testing.
The evaluator uses the test documentation developedi\as a basis for executing tests on the TOE. The tgst
documentption is used as a basis for testing but(this does not preclude the evaluator from performing
additional|ad hoc tests. The evaluator may devise new tests based on behaviour of the TOE discovergd
during tesfing. These new tests are recorded inthe test documentation.

13.6.1.4.4 Work unit ATE_IND.1-6

The evaluptor shall record the following information about the tests that compose the test subset:
a) identification of the interface behaviour to be tested;

b) instructions to connect and setup all required test equipment as required to conduct the test;

c) instrugtions to €stablish all prerequisite test conditions;

d) instructions\to stimulate the interface;

e) instructtons for observing the benaviour or the Interrace,

f) descriptions of all expected results and the necessary analysis to be performed on the observed
behaviour for comparison against expected results;

g) instructions to conclude the test and establish the necessary post-test state for the TOE;
h) actual test results.
The level of detail should be such that another evaluator could repeat the tests and obtain an equivalent

result. While some specific details of the test results may be different (e.g. time and date fields in an audit
record) the overall result should be identical.
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There may be instances when it is unnecessary to provide all the information presented in this work unit (e.g.
the actual test results of a test may not require any analysis before a comparison between the expected
results can be made). The determination to omit this information is left to the evaluator, as is the justification.

13

.6.1.4.5 Work unit ATE_IND.1-7

The evaluator shall check that all actual test results are consistent with the expected test results.

Any differences in the actual and expected test results may indicate that the TOE does not perform as
specified or that the evaluator test documentation may be incorrect. Unexpected actual results may require
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d modifying the test sample size and composition. This determination is left to the evaluaton
tification.

.6.1.4.6 Work unit ATE_IND.1-8

e evaluator shall report in the ETR the evaluator testing effort, outlining the testing.approach, con
pth and results.

e evaluator testing information reported in the ETR allows the evaluator to convey the overn
proach and effort expended on the testing activity during the evaluation. The intent of pro

parding testing in the ETR be an exact reproduction of specific test instructions or results of indivi
e intention is to provide enough detail to allow other evaluators and evaluation authorities to ¢
ight about the testing approach chosen, amount of testing/performed, TOE test configurationg
erall results of the testing activity.

ormation that would typically be found in the ETR subglause regarding the evaluator testing effort

TOE test configurations. The particular configurations of the TOE that were tested;

subset size chosen. The amount of interfaces that were tested during the evaluation and a justi
the size;

selection criteria for the interfaces that compose the subset. Brief statements about th
considered when selecting interfaces for inclusion in the subset;

interfaces tested. A brief listing of the interfaces that merited inclusion in the subset;

verdict for the activity:"The overall judgement on the results of testing during the evaluation.

th

t should be present in the ETR concerning the testing the evaluator performed during the evaluat

13.6.2 Evaluation of sub-activity (ATE_IND.2)
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13.6.2,1 Objectives

The goal of this activity is to determine, by independently testing a subset of the TSF, whether the TOE
behaves as specified in the design documentation, and to gain confidence in the developer's test results by
performing a sample of the developer's tests.

13.6.2.2 Input

The evaluation evidence for this sub-activity is:

a)

b)

the ST;

the functional specification;
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c) the TOE design description;

d) the operational user guidance;

e) the preparative user guidance;

f)  the configuration management documentation;

g) the test documentation;

h) theT
13.6.2.3
ISO/IEC 1

13.6.2.3.1

OEsuitabte for testing:
Action ATE_IND.2.1E
5408-3 ATE_IND.2.1C: The TOE shall be suitable for testing.

Work unit ATE_IND.2-1

The evalgator shall examine the TOE to determine that the test configuration\is” consistent with f
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f distinct hardware and software entities that need to, be\tested in accordance with the ST. T
verifies that all test configurations are consistent with the ST.

btor should consider the security objectives for the operational environment described in the ST th
to the test environment and ensure they are met in the testing environment. There may be sor
for the operational environment that do not apply to the test environment. For example, an object
I clearances may not apply; however, an.objective about a single point of connection to a netwq
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ISO/IEC 15408-3 ATE_IND.2.2C: The developer shall provide an equivalent set of resources to those that
were used in the developer's functional testing of the TSF.

13.6.2.3.3

Work unit ATE_IND.2-3

The evaluator shall examine the set of resources provided by the developer to determine that they are
equivalent to the set of resources used by the developer to functionally test the TSF.
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The set of resource used by the developer is documented in the developer test plan, as considered in the
Functional tests (ATE_FUN) family. The resource set may include laboratory access and special test
equipment, among others. Resources that are not identical to those used by the developer need to be
equivalent in terms of any impact they may have on test results.

13.6.2.4 Action ATE_IND.2.2E

13.6.2.4.1 Work unit ATE_IND.2-4

The evaluator shall conduct testing using a sample of tests found in the developer test plan and procedures.

THe overall aim of this work unit is to perform a sufficient number of the developer tests to confirm tl"ne validity
of [the developer's test results. The evaluator has to decide on the size of the sample, and the(developer tests
that will compose the sample (see A.2).

All the developer tests can be traced back to specific interfaces. Therefore, the factors to consider in the
selection of the tests to compose the sample are similar to those listed for subset selection in[ work-unit
ATE_IND.2-6. Additionally, the evaluator may wish to employ a random sampling method to select|developer

tests to include in the sample.

13.6.2.4.2 Work unit ATE_IND.2-5

THe evaluator shall check that all the actual test results are consistent'with the expected test results.
In¢onsistencies between the developer's expected test results@nd actual test results will compel thel evaluator
to[resolve the discrepancies. Inconsistencies encountered: by the evaluator could be resolved by a valid
explanation and resolution of the inconsistencies by the developer.

If & satisfactory explanation or resolution can not be‘reached, the evaluator's confidence in the developer's
test results may be lessened and it may be necessary for the evaluator to increase the sample gize to the
extent that the subset identified in work unit“ATE_IND.2-4 is adequately tested: deficiencie§ with the
delveloper's tests need to result in either corréctive action to the developer's tests or in the production of new
tests by the evaluator.

13.6.2.5 Action ATE_IND.2.3E

13.6.2.5.1 Work unit ATE_IND:2-6

THe evaluator shall devise\a. test subset.

THe evaluator selects,a test subset and testing strategy that is appropriate for the TOE. One extreme testing
stiategy would bé to have the test subset contain as many interfaces as possible tested with liftle rigour.

other testing“strategy would be to have the test subset contain a few interfaces based on their|perceived
relevance and rigorously test these interfaces.

Typically/the testing approach taken by the evaluator should fall somewhere between these two |extremes.
THecevaluator should exercise most of the interfaces using at least one test, but testing need not dgmonstrate

'H H F'H 4+ F'H
eAI IAUOUVE opTunivatdurt tCotll IU.

The evaluator, when selecting the subset of the interfaces to be tested, should consider the following factors:

a) The developer test evidence. The developer test evidence consists of: the test documentation, the
available test coverage analysis, and the available depth of testing analysis. The developer test evidence
will provide insight as to how the TSF has been exercised by the developer during testing. The evaluator
applies this information when developing new tests to independently test the TOE. Specifically the
evaluator should consider:

1) augmentation of developer testing for interfaces. The evaluator may wish to perform more of the
same type of tests by varying parameters to more rigorously test the interface.
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2) supplementation of developer testing strategy for interfaces. The evaluator may wish to vary the
testing approach of a specific interface by testing it using another test strategy.

b) The number of interfaces from which to draw upon for the test subset. Where the TSF includes only a
small number of relatively simple interfaces, it may be practical to rigorously test all of them. In other
cases this may not be cost-effective, and sampling is required.

¢) Maintaining a balance of evaluation activities. The evaluator effort expended on the test activity should be
commensurate with that expended on any other evaluation activity.

The eVaIU JtUI acicbta ti 1< il ItGI_I‘dbUb tU CUINMTPu ST t;lc DU;JDUt. Ti I;b bCiUbt;Ull VVi” UIUPUI |u' Ull d IIUIII;JUI Uf fdbt S,
and considleration of these factors may also influence the choice of test subset size:

a) Rigoyr of developer testing of the interfaces. Those interfaces that the evaluator determjnes’requjre
additipnal testing should be included in the test subset.

b) Developer test results. If the results of developer tests cause the evaluator to doubt that an interface|is

not properly implemented, then the evaluator should include such interfaces in the test)subset.

c) Significance of interfaces. Those interfaces more significant than others shotld: be included in the tgst
subsgt. One major factor of “significance” is the security-relevance (SFR-enforcing interfaces would pe
more| significant than SFR-supporting interfaces, which are more significant than SFR-non-interfering
interfaces; see ISO/IEC 15408-3 Subclause ADV_FSP). The other majer factor of “significance” is the
number of SFRs mapping to this interface (as determined when identifying the correspondence betwegn
levelq of abstraction in ADV).

d) Comyplexity of interfaces. Interfaces that require complex implementation may require complex tests that
impoge onerous requirements on the developer or evaluator, which may not be conducive to copt-
effective evaluations. Conversely, they are a likely area-to find errors and are good candidates for the
subsgt. The evaluator will need to strike a balance between these considerations.

e) Impligit testing. Testing some interfaces may often implicitly test other interfaces, and their inclusion in the
subsgt may maximise the number of interfaces tested (albeit implicitly). Certain interfaces will typically pe
used [to provide a variety of security functionality, and will tend to be the target of an effective testihg
apprdach.

f)  Types of interfaces (e.g. programmatic, command-line, protocol). The evaluator should consider including
tests for all different types of interfaces that the TOE supports.

g) Interfaces that give rise tofeatures that are innovative or unusual. Where the TOE contains innovative|or
unusyal features, which\xmay feature strongly in marketing literature and guidance documents, the
corresponding interfaces’should be strong candidates for testing.

This guidance articulates factors to consider during the selection process of an appropriate test subset, but
these are py no méans exhaustive.

13.6.2.5.2] (Work unit ATE_IND.2-7

The evaluator shall produce test documentation for the test subset that is sufficiently detailed to enable the
tests to be reproducible.

With an understanding of the expected behaviour of the TSF, from the ST, the functional specification, and the
TOE design description, the evaluator has to determine the most feasible way to test the interface. Specifically
the evaluator considers:

a) the approach that will be used, for instance, whether an external interface will be tested, or an internal

interface using a test harness, or will an alternate test approach be employed (e.g. in exceptional
circumstances, a code inspection);
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b) the interface(s) that will be used to test and observe responses;

c) the initial conditions that will need to exist for the test (i.e. any particular objects or subjects that will need
to exist and security attributes they will need to have);

d) special test equipment that will be required to either stimulate an interface (e.g. packet generators) or
make observations of an interface (e.g. network analysers).

The evaluator may find it practical to test each interface using a series of test cases, where each test case will
test a very specific aspect of expected behaviour of that interface.

THe evaluator's test documentation should specify the derivation of each test, tracing it back te the relevant
interface(s).

13.6.2.5.3 Work unit ATE_IND.2-8
THe evaluator shall conduct testing.
THe evaluator uses the test documentation developed as a basis for executing’ tests on the TOH,. The test
documentation is used as a basis for testing but this does not preclude)'the evaluator from performing
additional ad hoc tests. The evaluator may devise new tests based on~behaviour of the TOE discovered
during testing. These new tests are recorded in the test documentation:

13.6.2.5.4 Work unit ATE_IND.2-9

THe evaluator shall record the following information about the.tests that compose the test subset:
a)| identification of the interface behaviour to be tested;

b)| instructions to connect and setup all requiredtest equipment as required to conduct the test;
c)| instructions to establish all prerequisite.test conditions;

d)| instructions to stimulate the interface;

e)| instructions for observing theiinterface;

f) | descriptions of all expected results and the necessary analysis to be performed on the|observed
behaviour for comparisen against expected results;

g)| instructions to conclude the test and establish the necessary post-test state for the TOE;
h)| actual test.results.
THe levelcof detail should be such that another evaluator could repeat the tests and obtain an gquivalent

result<\While some specific details of the test results may be different (e.g. time and date fields ip an audit
re¢ard) the overall result should be identical.

There may be instances when it is unnecessary to provide all the information presented in this work unit (e.g.
the actual test results of a test may not require any analysis before a comparison between the expected
results can be made). The determination to omit this information is left to the evaluator, as is the justification.
13.6.2.5.5 Work unit ATE_IND.2-10

The evaluator shall check that all actual test results are consistent with the expected test results.

Any differences in the actual and expected test results may indicate that the TOE does not perform as

specified or that the evaluator test documentation may be incorrect. Unexpected actual results may require
corrective maintenance to the TOE or test documentation and perhaps require re-running of impacted tests
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and modifying the test sample size and composition. This determination is left to the evaluator, as is its
justification.

13.6.2.5.6 Work unit ATE_IND.2-11

The evaluator shall report in the ETR the evaluator testing effort, outlining the testing approach, configuration,
depth and results.

The evaluator testing information reported in the ETR allows the evaluator to convey the overall testing
approach and effort expended on the testing activity during the evaluation. The intent of providing this
informatiopr—i i f f ; —H— f f fon
regarding [testing in the ETR be an exact reproduction of specific test instructions or results of individual-tes}s.
The intention is to provide enough detail to allow other evaluators and evaluation authorities to gain,"some
insight abput the testing approach chosen, amount of evaluator testing performed, amount of developer tegts
performed, TOE test configurations, and the overall results of the testing activity.

Informatiop that would typically be found in the ETR subclause regarding the evaluator testing effort is:
a) TOE test configurations. The particular configurations of the TOE that were tested.

b) subsat size chosen. The amount of interfaces that were tested during the evatuation and a justification for
the sike.

c) selection criteria for the interfaces that compose the subset. (Brief statements about the factqrs
consiflered when selecting interfaces for inclusion in the subset.

d) Interfaces tested. A brief listing of the interfaces that merited inclusion in the subset.

e) develpper tests performed. The amount of developer tests-performed and a brief description of the critefi
used o select the tests.

a

f)  verdigt for the activity. The overall judgement on(the results of testing during the evaluation.

This list is|by no means exhaustive and is only:intended to provide some context as to the type of informatipn
that should be present in the ETR concerning.the testing the evaluator performed during the evaluation.

13.6.3 Ewvaluation of sub-activity (ATEIND.3)

There is np general guidance; thescheme should be consulted for guidance on this sub-activity.

14 Class AVA: Vulnerability assessment
14.1 Intnoduction

The purpgse ofithe vulnerability assessment activity is to determine the exploitability of flaws or weaknesses
in the TQE _in, the operational environment. This determination is based upon analysis of the evaluatipn
evidence [and a search of publicly available material by the evaluator and is supported by evaluajor
penetration testing.

14.2 Vulnerability analysis (AVA_VAN)
14.2.1 Evaluation of sub-activity (AVA_VAN.1)
14.2.1.1 Objectives

The objective of this sub-activity is to determine whether the TOE, in its operational environment, has easily
identifiable exploitable vulnerabilities.
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14.2.1.2 Input

The evaluation evidence for this sub-activity is:
a) the ST;

b) the guidance documentation;

c) the TOE suitable for testing;

d) —imformmatiom pubticty avaitabte to support the Tdentification of potentiat-votnerabitities:
Other input for this sub-activity is:

a)| current information regarding potential vulnerabilities (e.g. from an evaluation authority):
14.2.1.3 Application notes

THe evaluator should consider performing additional tests as a result of potential vulnerabilities enjcountered
during the conduct of other parts of the evaluation.

THe use of the term guidance in this sub-activity refers to the opgrational guidance and the preparative
guidance.

Pqatential vulnerabilities may be in information that is publicly available, or not, and may require skill[to exploit,
or[not. These two aspects are related, but are distinct. It<should not be assumed that, simply hpecause a
potential vulnerability is identifiable from information that is publicly available, it can be easily exploited.

142.1.4 Action AVA_VAN.1.1E

ISP/IEC 15408-3 AVA_VAN.1.1C: The TOE shall'be suitable for testing.

142.1.4.1 Work unit AVA_VAN.1-1

THe evaluator shall examine the TOE to determine that the test configuration is consistenf with the
copfiguration under evaluation as\specified in the ST.

THe TOE provided by the developer and identified in the test plan should have the same unique reference as
established by the CM capabilities (ALC_CMC) sub-activities and identified in the ST introduction.

It |s possible for the~ST to specify more than one configuration for evaluation. The TOE may cpmprise a
number of distinct_hardware and software entities that need to be tested in accordance with th¢ ST. The
evpluator verifies. that all test configurations are consistent with the ST.

THe evaluator should consider the security objectives for the operational environment described in the ST that
) be some
objective

would apply.

If any test resources are used (e.g. meters, analysers) it will be the evaluator's responsibility to ensure that
these resources are calibrated correctly.

14.2.1.4.2 Work unit AVA_VAN.1-2
The evaluator shall examine the TOE to determine that it has been installed properly and is in a known state.

It is possible for the evaluator to determine the state of the TOE in a number of ways. For example, previous
successful completion of the Evaluation of sub-activity (AGD_PRE.1) sub-activity will satisfy this work unit if
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the evaluator still has confidence that the TOE being used for testing was installed properly and is in a known
state. If this is not the case, then the evaluator should follow the developer's procedures to install and start up
the TOE, using the supplied guidance only.

If the evaluator has to perform the installation procedures because the TOE is in an unknown state, this work
unit when successfully completed could satisfy work unit AGD_PRE.1-3.

14.2.1.5 Action AVA_VAN.1.2E

14.2.1.5.1 Work unit AVA_VAN.1-3

The evaluptor shall examine sources of information publicly available to identify potential vulnerabilities-in_the
TOE.

The evaluptor examines the sources of information publicly available to support the identification -of possilble
potential ulnerabilities in the TOE. There are many sources of publicly available information which should pe
considerefl, e.g. mailing lists and security forums on the world wide web that report known, vulnerabilities| in
specified fechnologies.

The evaljator should not constrain their consideration of publicly available infafmation to the above, hut
should copsider any other relevant information available.

While examining the evidence provided the evaluator will use the information’in the public domain to further
search fof potential vulnerabilities. Where the evaluators have identified areas of concern, the evaluajor
should copsider information publicly available that relate to those areas.of‘concern.

The availgbility of information that may be readily available to an“attacker that helps to identify and facilitate
attacks effectively operates to substantially enhance the attack.potential of a given attacker. The accessibility
of vulnergbility information and sophisticated attack tools oh the Internet makes it more likely that this
informatiop will be used in attempts to identify potential yulnerabilities in the TOE and exploit them. Modgrn
search togls make such information easily available to\the evaluator, and the determination of resistance|to
published [potential vulnerabilities and well known generic attacks can be achieved in a cost-effective manngr.

—

The seardh of the information publicly available'should be focused on those sources that refer specifically|to
the produgt from which the TOE is derived! The extensiveness of this search should consider the followihg
factors: TDE type, evaluator experience. in. this TOE type, expected attack potential and the level of ADV
evidence qvailable.

The idenfffication process is iterative, where the identification of one potential vulnerability may lead |to
identifyingl another area of concern that requires further investigation.

The evaluptor will report what actions were taken to identify potential vulnerabilities in the information publicly
available. [However, in this type of search, the evaluator may not be able to describe the steps in identifying
potential yulnerabilities before the outset of the examination, as the approach may evolve as a result|of
findings dyring the search.

The evaluptor, will report the evidence examined in completing the search for potential vulnerabilities.

14.2.1.5.2 Work unit AVA_VAN.1-4

The evaluator shall record in the ETR the identified potential vulnerabilities that are candidates for testing and
applicable to the TOE in its operational environment.

It may be identified that no further consideration of the potential vulnerability is required if for example the
evaluator identifies that measures in the operational environment, either IT or non-IT, prevent exploitation of
the potential vulnerability in that operational environment. For instance, restricting physical access to the TOE
to authorised users only may effectively render a potential vulnerability to tampering unexploitable.
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The evaluator records any reasons for exclusion of potential vulnerabilities from further consideration if the
evaluator determines that the potential vulnerability is not applicable in the operational environment.
Otherwise the evaluator records the potential vulnerability for further consideration.

A list of potential vulnerabilities applicable to the TOE in its operational environment, which can be used as an
input into penetration testing activities, shall be reported in the ETR by the evaluators.

14.2.1.6 Action AVA_VAN.1.3E

14.2.1.6.1 Work unit AVA_VAN.1-5

THe evaluator shall devise penetration tests, based on the independent search for potential vulnerabjlities.
THe evaluator prepares for penetration testing as necessary to determine the susceptibility:of'the TOE, in its
operational environment, to the potential vulnerabilities identified during the search,.ef the sources of
information publicly available. Any current information provided to the evaluatoryby a third party (e.g.
evpluation authority) regarding known potential vulnerabilities will be considered by the evaluatol], together
with any encountered potential vulnerabilities resulting from the performance of other evaluation actiyities.

THe evaluator will probably find it practical to carry out penetration test using a series of test cases, where
each test case will test for a specific potential vulnerability.

THe evaluator is not expected to test for potential vulnerabilities (including those in the public domain) beyond
thgse which required a Basic attack potential. In some cases, haWwever, it will be necessary to carry|out a test
before the exploitability can be determined. Where, as a result‘of évaluation expertise, the evaluator] discovers
a potential vulnerability that is beyond Basic attack potential, this is reported in the ETR as & residual
vulnerability.

14.2.1.6.2 Work unit AVA_VAN.1-6

THe evaluator shall produce penetration test\documentation for the tests based on the list of potential
vulnerabilities in sufficient detail to enable the tests to be repeatable. The test documentation shall include:

a)| identification of the potential vulnetability the TOE is being tested for;
b)| instructions to connect and setup all required test equipment as required to conduct the penetragion test;
c)| instructions to establish all-penetration test prerequisite initial conditions;
d)| instructions to stimulate the TSF;

e)| instructions for observing the behaviour of the TSF;

f) | descriptions of all expected results and the necessary analysis to be performed on the|observed
behaviour for comparison against expected results;

g)| dnstructions to conclude the test and establish the necessary post-test state for the TOE.

The evaluator prepares for penetration testing based on the list of potential vulnerabilities identified during the
search of the public domain.

The evaluator is not expected to determine the exploitability for potential vulnerabilities beyond those for which
a Basic attack potential is required to effect an attack. However, as a result of evaluation expertise, the
evaluator may discover a potential vulnerability that is exploitable only by an attacker with greater than Basic
attack potential. Such vulnerabilities are to be reported in the ETR as residual vulnerabilities.

With an understanding of the potential vulnerability, the evaluator determines the most feasible way to test for
the TOE's susceptibility. Specifically the evaluator considers:
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a) the TSFI or other TOE interface that will be used to stimulate the TSF and observe responses;

b) initial conditions that will need to exist for the test (i.e. any particular objects or subjects that will need to
exist and security attributes they will need to have);

c) special test equipment that will be required to either stimulate a TSFI or make observations of a TSFI
(although it is unlikely that specialist equipment would be required to exploit a potential vulnerability
assuming a Basic attack potential);

d) whether theoretical analysis should replace physical testing, particularly relevant where the results of an
initial Wmmmmmﬁmmed
after @ given number of attempts.

The evaluptor will probably find it practical to carry out penetration testing using a series of test cases, whare
each test gase will test for a specific potential vulnerability.

The intenf of specifying this level of detail in the test documentation is to allow another evaluator to repeat the
tests and pbtain an equivalent result.

14.2.1.6.3] Work unit AVA_VAN.1-7
The evaluptor shall conduct penetration testing.

The evaluptor uses the penetration test documentation resulting from work unit AVA_VAN.1-5 as a basis for
executing [penetration tests on the TOE, but this does not preclude the‘evaluator from performing additional pd
hoc penetfation tests. If required, the evaluator may devise ad hoc tests as a result of information learnt during
penetration testing that, if performed by the evaluator, are“io be recorded in the penetration t¢st
documentption. Such tests may be required to follow up unexpeected results or observations, or to investiggte
potential Mulnerabilities suggested to the evaluator during the pre-planned testing.

The evaluptor is not expected to test for potential vulnerabilities (including those in the public domain) beyopd
those whi¢h required a Basic attack potential. In some cases, however, it will be necessary to carry out a tést
before thel exploitability can be determined. Where, as a result of evaluation expertise, the evaluator discovgrs
a potentigl vulnerability that is beyond Basic¢.'attack potential, this is reported in the ETR as a residjial
vulnerability.

14.2.1.6.4) Work unit AVA_VAN.1-8

The evaluptor shall record the actualresults of the penetration tests.

While sonje specific detailsofthe actual test results may be different from those expected (e.g. time and date
fields in @n audit record) jthe overall result should be identical. Any unexpected test results should pe
investigated. The impact on the evaluation should be stated and justified.

14.2.1.6.5| Work-unit AVA_VAN.1-9

The evaluptor, shall report in the ETR the evaluator penetration testing effort, outlining the testing approac¢h,
configuratterdepthandrestits:

The penetration testing information reported in the ETR allows the evaluator to convey the overall penetration
testing approach and effort expended on this sub-activity. The intent of providing this information is to give a
meaningful overview of the evaluator's penetration testing effort. It is not intended that the information
regarding penetration testing in the ETR be an exact reproduction of specific test steps or results of individual
penetration tests. The intention is to provide enough detail to allow other evaluators and evaluation authorities
to gain some insight about the penetration testing approach chosen, amount of penetration testing performed,
TOE test configurations, and the overall results of the penetration testing activity.

Information that would typically be found in the ETR subclause regarding evaluator penetration testing efforts
is:
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a) TOE test configurations. The particular configurations of the TOE that were penetration tested;

b) TSFI penetration tested. A brief listing of the TSFI and other TOE interfaces that were the focus of the
penetration testing;

c) verdict for the sub-activity. The overall judgement on the results of penetration testing.
This list is by no means exhaustive and is only intended to provide some context as to the type of information

that should be present in the ETR concerning the penetration testing the evaluator performed during the
evaluation.

142.1.6.6 Work unit AVA_VAN.1-10

—

e evaluator shall examine the results of all penetration testing to determine that the TOE, in its gperational
ironment, is resistant to an attacker possessing a Basic attack potential.

[¢)

f the results reveal that the TOE, in its operational environment, has vulnerabilities ‘exploitable by anh attacker
possessing less than Enhanced-Basic attack potential, then this evaluator action fails.

THe guidance in B.4 should be used to determine the attack potential Yequired to exploit a|particular
vulnerability and whether it can therefore be exploited in the intended ehvironment. It may not be hecessary
folf the attack potential to be calculated in every instance, only if there‘is some doubt as to whether|or not the
vulnerability can be exploited by an attacker possessing an attack potential less than Enhanced-Basic.
142.1.6.7 Work unit AVA_VAN.1-11

THe evaluator shall report in the ETR all exploitable vulnerabilities and residual vulnerabilities, de¢tailing for
each:

a)| its source (e.g. evaluation methodology actiyity being undertaken when it was conceived, kngwn to the
evaluator, read in a publication);

b)| the SFR(s) not met;

c)| a description;

d)| whether it is exploitable in-its operational environment or not (i.e. exploitable or residual);
e)| the amount of time;~level of expertise, level of knowledge of the TOE, level of opportunity and the
equipment required-{o perform the identified vulnerabilities, and the corresponding values using|the tables

B.2 and B.3 of Anhex B.4.

14.2.2 Evaluation of sub-activity (AVA_VAN.2)

14.2.2.1 <Objectives

THeCobjective of this sub-activity is to determine whether the TOE, in its operational environ1nent, has
vu ftiti i i gsicattackpotentiat;

14.2.2.2 Input

The evaluation evidence for this sub-activity is:
a) the ST,

b) the functional specification;

c) the TOE design;
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d) the security architecture description;

e) the guidance documentation;

f) the TOE suitable for testing;

g) information publicly available to support the identification of possible potential vulnerabilities.

The remaining implicit evaluation evidence for this sub-activity depends on the components that have been

included in the assurance package. The evidence provided for each component is to be used as input in this
sub-activity:

Other inpyt for this sub-activity is:

a) current information regarding public domain potential vulnerabilities and attacks (e.g. from an-evaluatipn
authority).

14.2.2.3 |Application notes

[4%
o

The evalutor should consider performing additional tests as a result of potential (vulnerabilities encounter
during other parts of the evaluation.

14.2.2.4 |Action AVA_VAN.2.1E
ISO/IEC 15408-3 AVA_VAN.2.1C: The TOE shall be suitable for testing.

14.2.2.4.1] Work unit AVA_VAN.2-1

The evalgator shall examine the TOE to determine that “the test configuration is consistent with the
configuratfon under evaluation as specified in the ST.

The TOE
establish

rovided by the developer and identified in.the test plan should have the same unique reference ps
by the CM capabilities (ALC_CMC) sub-activities and identified in the ST introduction.

It is possible for the ST to specify more than one configuration for evaluation. The TOE may comprise a
number of distinct hardware and software ‘entities that need to be tested in accordance with the ST. The
evaluator perifies that all test configurations are consistent with the ST.
The evaluptor should consider theysecurity objectives for the operational environment described in the ST that
objectives|for the operational-environment that do not apply to the test environment. For example, an objective

about usef clearances may) not apply; however, an objective about a single point of connection to a netwark

If any tesf resources are used (e.g. meters, analysers) it will be the evaluator's responsibility to ensure that

The evaluator shall examine the TOE to determine that it has been installed properly and is in a known state.

It is possible for the evaluator to determine the state of the TOE in a number of ways. For example, previous
successful completion of the Evaluation of sub-activity (AGD_PRE.1) sub-activity will satisfy this work unit if
the evaluator still has confidence that the TOE being used for testing was installed properly and is in a known
state. If this is not the case, then the evaluator should follow the developer's procedures to install and start up
the TOE, using the supplied guidance only.

If the evaluator has to perform the installation procedures because the TOE is in an unknown state, this work
unit when successfully completed could satisfy work unit AGD_PRE.1-3.
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14.2.2.5 Action AVA_VAN.2.2E
14.2.2.5.1 Work unit AVA_VAN.2-3

The evaluator shall examine sources of information publicly available to identify potential vulnerabilities in the
TOE.

The evaluator examines the sources of information publicly available to support the identification of possible
potential vulnerabilities in the TOE. There are many sources of publicly available information which the
evaluator should consider using items such as those available on the world wide web, including:

a)| specialist publications (magazines, books);
b)| research papers.

THe evaluator should not constrain their consideration of publicly available information to the gbove, but
shpuld consider any other relevant information available.

While examining the evidence provided the evaluator will use the information.in’the public domain| to further
seprch for potential vulnerabilities. Where the evaluators have identified areas of concern, the|evaluator
shpuld consider information publicly available that relate to those areas of-concern.

THe availability of information that may be readily available to an_attacker that helps to identify angd facilitate
atfacks may substantially enhance the attack potential of a given attacker. The accessibility of vdinerability
information and sophisticated attack tools on the Internet makes it'more likely that this information wjll be used
in [attempts to identify potential vulnerabilities in the TOE and exploit them. Modern search tools make such
information easily available to the evaluator, and the determination of resistance to published potential
vulnerabilities and well known generic attacks can be achieved in a cost-effective manner.

THe search of the information publicly available should be focused on those sources that refer specifically to
the¢ product from which the TOE is derived. The  extensiveness of this search should consider thg following
fagtors: TOE type, evaluator experience in ¢his TOE type, expected attack potential and the levgel of ADV
evjdence available.

THe identification process is iterative] where the identification of one potential vulnerability mgy lead to
idgntifying another area of concern that requires further investigation.

THe evaluator will report what actions were taken to identify potential vulnerabilities in the evidence.|However,
in this type of search, the-evaluator may not be able to describe the steps in identifying potential vulnerabilities
before the outset of thezexamination, as the approach may evolve as a result of findings during the sgearch.

THe evaluator will report the evidence examined in completing the search for potential vulnerabilities. This
selection of eyidence may be derived from those areas of concern identified by the evaluator, linked to the
evjdence the\attacker is assumed to be able to obtain, or according to another rationale provided by the
evpluators

1 4|.2.2.6 Action AVA_VAN.2.3E

14.2.2.6.1 Work unit AVA_VAN.2-4

The evaluator shall conduct a search of ST, guidance documentation, functional specification, TOE design
and security architecture description evidence to identify possible potential vulnerabilities in the TOE.

A search of the evidence should be completed whereby specifications and documentation for the TOE are
analysed and then potential vulnerabilities in the TOE are hypothesised, or speculated. The list of
hypothesised potential vulnerabilities is then prioritised on the basis of the estimated probability that a
potential vulnerability exists and, assuming an exploitable vulnerability does exist the attack potential required
to exploit it, and on the extent of control or compromise it would provide. The prioritised list of potential
vulnerabilities is used to direct penetration testing against the TOE.
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The security architecture description provides the developer vulnerability analysis, as it documents how the
TSF protects itself from interference from untrusted subjects and prevents the bypass of security enforcement
functionality. Therefore, the evaluator should use this description of the protection of the TSF as a basis for
the search for possible ways to undermine the TSF.

Subject to the SFRs the TOE is to meet in the operational environment, the evaluator's independent
vulnerability analysis should consider generic potential vulnerabilities under each of the following headings:

a) generic potential vulnerabilities relevant for the type of TOE being evaluated, as may be supplied by the
evaluation authority;

b) bypagsing;

c) tampgring;

d) direct|attacks;
e) monifpring;

f)  misuge.
Iltems b) - [f) are explained in greater detail in Annex B.
The secufity architecture description should be considered in light of{each of the above generic potential
vulnerabilities. Each potential vulnerability should be considered to search for possible ways in which to defeat
the TSF pfotection and undermine the TSF.
14.2.2.6.2] Work unit AVA_VAN.2-5

The evaluptor shall record in the ETR the identified potential vulnerabilities that are candidates for testing apd
applicable{ to the TOE in its operational environment.

It may be|identified that no further considerationl-of the potential vulnerability is required if for example the
evaluator jdentifies that measures in the operatienal environment, either IT or non-IT, prevent exploitation|of
the potential vulnerability in that operational ‘environment. For instance, restricting physical access to the TOE
to authoriged users only may effectively render a potential vulnerability to tampering unexploitable.

The evaluator records any reasons for exclusion of potential vulnerabilities from further consideration if the
evaluator [determines that the/potential vulnerability is not applicable in the operational environmept.
Otherwise]| the evaluator records-the potential vulnerability for further consideration.

A list of pgtential vulnerabilities applicable to the TOE in its operational environment, which can be used as gn
input into penetration testing activities, shall be reported in the ETR by the evaluators.

14.2.2.7 |Action:AVA_VAN.2.4E

14.2.2.7.1] Work unit AVA_VAN.2-6

The evaluator shall devise penetration tests, based on the independent search for potential vulnerabilities.

The evaluator prepares for penetration testing as necessary to determine the susceptibility of the TOE, in its
operational environment, to the potential vulnerabilities identified during the search of the sources of
information publicly available. Any current information provided to the evaluator by a third party (e.g.
evaluation authority) regarding known potential vulnerabilities will be considered by the evaluator, together
with any encountered potential vulnerabilities resulting from the performance of other evaluation activities.

The evaluator is reminded that, as for considering the security architecture description in the search for

vulnerabilities (as detailed in AVA VAN.2-4), testing should be performed to confirm the architectural
properties. This is likely to require negative tests attempting to disprove the properties of the security
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architecture. In developing the strategy for penetration testing, the evaluator will ensure that each of the major
characteristics of the security architecture description are tested, either in functional testing (as considered in
13) or evaluator penetration testing.

The evaluator will probably find it practical to carry out penetration test using a series of test cases, where
each test case will test for a specific potential vulnerability.

The evaluator is not expected to test for potential vulnerabilities (including those in the public domain) beyond
those which required a Basic attack potential. In some cases, however, it will be necessary to carry out a test
before the exploitability can be determined. Where, as a result of evaluation expertise, the evaluator discovers
a c/\p:u;tab:c vu:llclab;:;ty that-is bcyuud Bastc—attack putcllt;a:, this—is |cpurtcd ir-the—EFR—as residual

vulnerability.

Guidance on determining the necessary attack potential to exploit a potential vulnerability can b¢ found in
Annex B.4.

Pqatential vulnerabilities hypothesised as exploitable only by attackers possessing Enhanced-Basic,| Moderate
or| High attack potential do not result in a failure of this evaluator action. Where analysis supports the
hypothesis, these need not be considered further as an input to penetration testing. Howgver, such
vulnerabilities are reported in the ETR as residual vulnerabilities.
Pqatential vulnerabilities hypothesised as exploitable by an attacker pessessing a Basic attack pofential and
resulting in a violation of the security objectives should be the ‘highest priority potential vulperabilities
comprising the list used to direct penetration testing against the TOE.
14.2.2.7.2 Work unit AVA_VAN.2-7

THe evaluator shall produce penetration test documentation for the tests based on the list of potential
vulnerabilities in sufficient detail to enable the tests to be repeatable. The test documentation shall include:

a)| identification of the potential vulnerability the~TOE is being tested for;
b)| instructions to connect and setup all required test equipment as required to conduct the penetrafion test;
c)| instructions to establish all penetration test prerequisite initial conditions;
d)| instructions to stimulate the TSF;

e)| instructions for observing the behaviour of the TSF;

f) | descriptions ofZall expected results and the necessary analysis to be performed on the|observed
behaviour for.comparison against expected results;

g)| instructions to conclude the test and establish the necessary post-test state for the TOE.

THe evaluator prepares for penetration testing based on the list of potential vulnerabilities identified during the
seprch of the public domain and the analysis of the evaluation evidence.

The evaluator is not expected to determine the exploitability for potential vulnerabilities beyond those for which
a Basic attack potential is required to effect an attack. However, as a result of evaluation expertise, the
evaluator may discover a potential vulnerability that is exploitable only by an attacker with greater than Basic
attack potential. Such vulnerabilities are to be reported in the ETR as residual vulnerabilities.

With an understanding of the potential vulnerability, the evaluator determines the most feasible way to test for
the TOE's susceptibility. Specifically the evaluator considers:

a) the TSFI or other TOE interface that will be used to stimulate the TSF and observe responses (It is

possible that the evaluator will need to use an interface to the TOE other than the TSFI to demonstrate
properties of the TSF such as those described in the security architecture description (as required by
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ADV_ARC). It should the noted, that although these TOE interfaces provide a means of testing the TSF
properties, they are not the subject of the test.);

b) initial conditions that will need to exist for the test (i.e. any particular objects or subjects that will need to
exist and security attributes they will need to have);

c) special test equipment that will be required to either stimulate a TSFI or make observations of a TSFI
(although it is unlikely that specialist equipment would be required to exploit a potential vulnerability
assuming a Basic attack potential);

d) whethe eoreticatanatyst 'l'“'-“"-"!-l-""- wirere e Test oTan
initial |[test can be extrapolated to demonstrate that repeated attempts of an attack are likely to succeed
after @ given number of attempts.

The evalugtor will probably find it practical to carry out penetration testing using a series of test lcases, whare
each test gase will test for a specific potential vulnerability.

The intenf of specifying this level of detail in the test documentation is to allow another gvaluator to repeat the
tests and pbtain an equivalent result.

14.2.2.7.3] Work unit AVA_VAN.2-8
The evaluptor shall conduct penetration testing.

The evaluptor uses the penetration test documentation resulting fromiwork unit AVA_VAN.2-6 as a basis for
executing [penetration tests on the TOE, but this does not preclude the evaluator from performing additional jad
hoc penetfation tests. If required, the evaluator may devise ad hoc'tests as a result of information learnt durihg
penetration testing that, if performed by the evaluator, .aré to be recorded in the penetration test
documentption. Such tests may be required to follow up unexpected results or observations, or to investigate
potential Mulnerabilities suggested to the evaluator duringthe pre-planned testing.

Should pgnetration testing show that a hypothesised potential vulnerability does not exist, then the evaluajor
should defermine whether or not the evaluator'ssown analysis was incorrect, or if evaluation deliverables gre
incorrect qr incomplete.

The evaluptor is not expected to test for potential vulnerabilities (including those in the public domain) beyond
those whi¢h required a Basic attack petéential. In some cases, however, it will be necessary to carry out a tist

before thel exploitability can be determined. Where, as a result of evaluation expertise, the evaluator discovgrs
an exploitgble vulnerability that s beyond basic attack potential, this is reported in the ETR as a residdal
vulnerability.

14.2.2.7.4 Work unit AVA"VAN.2-9
The evaluptor shallrecord the actual results of the penetration tests.
While sonje spegific details of the actual test results may be different from those expected (e.g. time and date

fields in @n—audit record) the overall result should be identical. Any unexpected test results should pe
investigated—Fhe-impactonthe-evaluation-should-be-stated-andjustified-

14.2.2.7.5 Work unit AVA_VAN.2-10

The evaluator shall report in the ETR the evaluator penetration testing effort, outlining the testing approach,
configuration, depth and results.

The penetration testing information reported in the ETR allows the evaluator to convey the overall penetration
testing approach and effort expended on this sub-activity. The intent of providing this information is to give a
meaningful overview of the evaluator's penetration testing effort. It is not intended that the information
regarding penetration testing in the ETR be an exact reproduction of specific test steps or results of individual
penetration tests. The intention is to provide enough detail to allow other evaluators and evaluation authorities
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to gain some insight about the penetration testing approach chosen, amount of penetration testing performed,

TOE test configurations, and the overall results of the penetration testing activity.

Information that would typically be found in the ETR subclause regarding evaluator penetration testing efforts

a) TOE test configurations. The particular configurations of the TOE that were penetration tested;

b) TSFI penetration tested. A brief listing of the TSFI and other TOE interfaces that were the fo
penetration testing;

cus of the

c)| Verdict for the sub-activity. The overall judgement on the results of penetration testing.

THis list is by no means exhaustive and is only intended to provide some context as to the typé of ifformation

that should be present in the ETR concerning the penetration testing the evaluator performed
evpluation.

142.2.7.6 Work unit AVA_VAN.2-11

THe evaluator shall examine the results of all penetration testing to determine‘that the TOE, in its g
environment, is resistant to an attacker possessing a Basic attack potentiat

If fhe results reveal that the TOE, in its operational environment, has vulnerabilities exploitable by 4
possessing less than an Enhanced-Basic attack potential, then this,evaluator action fails.

THe guidance in B.4 should be used to determine the -attack potential required to exploit a
vulnerability and whether it can therefore be exploited in the intended environment. It may not be
fof the attack potential to be calculated in every instaneg; only if there is some doubt as to whether
vulnerability can be exploited by an attacker possessing an attack potential less than Enhanced-Bas

14.2.2.7.7 Work unit AVA_VAN.2-12

juring the

perational

n attacker

particular

hecessary
or not the
c.

THe evaluator shall report in the ETR allLexploitable vulnerabilities and residual vulnerabilities, detailing for

each:

a)| its source (e.g. evaluation methodology activity being undertaken when it was conceived, kndg
evaluator, read in a publigation);

b)|] the SFR(s) not met;
c)| a description;
d)| whether it.is(éxploitable in its operational environment or not (i.e. exploitable or residual);

e)| the amount of time, level of expertise, level of knowledge of the TOE, level of opportunit
equipment required to perform the identified vulnerabilities, and the corresponding values using

wn to the

y and the
the tables

B.2 and B.3 of Annex B.4.

14.2.3 Evaluation of sub-activity (AVA_VAN.3)

14.2.3.1 Objectives

The objective of this sub-activity is to determine whether the TOE, in its operational environment, has

vulnerabilities exploitable by attackers possessing Enhanced-Basic attack potential.
14.2.3.2 Input

The evaluation evidence for this sub-activity is:

© ISO/IEC 2008 - All rights reserved

209


https://standardsiso.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

a) the ST;

b) the functional specification;

c) the TOE design;

d) the security architecture description;

e) the implementation subset selected;

f)  the gyidance documentatior;
g) the TPE suitable for testing;
h) information publicly available to support the identification of possible potential vulnerabilities.
The remajning implicit evaluation evidence for this sub-activity depends on the components that have been
iSnuctI)L_J:;ciiViit;.the assurance package. The evidence provided for each component is to be used as input in this

Other inpyt for this sub-activity is:

a) current information regarding public domain potential vulnerabilities anhd attacks (e.g. from an evaluatipn
autharity).

14.2.3.3 |Application notes

During thg conduct of evaluation activities the evaluator may also’identify areas of concern. These are specific
portions of the TOE evidence that the evaluator has some reservation about, although the evidence meets the
requirements for the activity with which the evidenceis* associated. For example, a particular interface
specificatipn looks particularly complex, and therefore-may be prone to error either in the development of the
TOE or in the operation of the TOE. There is \n@ potential vulnerability apparent at this stage, further
investigatipn is required. This is beyond the bounds of encountered, as further investigation is required.

The focused approach to the identification of potential vulnerabilities is an analysis of the evidence with the
aim of ideptifying any potential vulnerabilities evident through the contained information. It is an unstructured
analysis, fis the approach is not predetermined. Further guidance on focused vulnerability analysis can pe
found in Annex B.2.2.2.2.

14.2.3.4 |Action AVA_VAN.3AE

ISO/IEC 16408-3 AVA_VAN.3.1C: The TOE shall be suitable for testing.
14.2.3.4.1] Work unit AVA_VAN.3-1

The evalgator ‘'shall examine the TOE to determine that the test configuration is consistent with the
configuratfob-under evaluation as specified in the ST.

The TOE provided by the developer and identified in the test plan should have the same unique reference as
established by the CM capabilities (ALC_CMC) sub-activities and identified in the ST introduction.

It is possible for the ST to specify more than one configuration for evaluation. The TOE may comprise a
number of distinct hardware and software entities that need to be tested in accordance with the ST. The
evaluator verifies that all test configurations are consistent with the ST.

The evaluator should consider the security objectives for the operational environment described in the ST that

may apply to the test environment and ensure they are met in the testing environment. There may be some
objectives for the operational environment that do not apply to the test environment. For example, an objective
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about user clearances may not apply; however, an objective about a single point of connection to a network
would apply.

If any test resources are used (e.g. meters, analysers) it will be the evaluator's responsibility to ensure that
these resources are calibrated correctly.

14.2.3.4.2 Work unit AVA_VAN.3-2

The evaluator shall examine the TOE to determine that it has been installed properly and is in a known state.

=10 g Tumber of ways.Forexamptg, previous
successful completion of the Evaluation of sub-activity (AGD_PRE.1) sub-activity will satisfy thisCiyork unit if
the evaluator still has confidence that the TOE being used for testing was installed properly andyis ip a known
state. If this is not the case, then the evaluator should follow the developer's procedures to install and start up

he evaluator has to perform the installation procedures because the TOE is in an‘unknown state| this work
uniit when successfully completed could satisfy work unit AGD_PRE.1-3.

142.3.5 Action AVA_VAN.3.2E
142.3.5.1 Work unit AVA_VAN.3-3

THe evaluator shall examine sources of information publicly available to identify potential vulnerabillties in the
TQE.

THe evaluator examines the sources of information publicly“available to support the identification qf possible
potential vulnerabilities in the TOE. There are many.sources of publicly available information which the
evpluator should consider using items such as those available on the world wide web, including:
a)| specialist publications (magazines, books);

b)| research papers;

c)| conference proceedings.

THe evaluator should not constrain their consideration of publicly available information to the gbove, but
shpuld consider any other relevant information available.

While examining the evidence provided the evaluator will use the information in the public domain| to further
seprch for potential’vulnerabilities. Where the evaluators have identified areas of concern, the|evaluator
shpuld consider information publicly available that relate to those areas of concern.

THe availahility of information that may be readily available to an attacker that helps to identify anfl facilitate
cks may ‘substantially enhance the attack potential of a given attacker. The accessibility of vdlnerability
information and sophisticated attack tools on the Internet makes it more likely that this information wjll be used
in Jattempts to identify potential vulnerabilities in the TOE and exploit them. Modern search tools make such
in f f f - irrati i f potential
vulnerabilities and well known generic attacks can be achieved in a cost-effective manner.

The search of the information publicly available should be focused on those sources that refer to the
technologies used in the development of the product from which the TOE is derived. The extensiveness of this
search should consider the following factors: TOE type, evaluator experience in this TOE type, expected
attack potential and the level of ADV evidence available.

The identification process is iterative, where the identification of one potential vulnerability may lead to
identifying another area of concern that requires further investigation.
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The evaluator will report what actions were taken to identify potential vulnerabilities in the evidence. However,
in this type of search, the evaluator may not be able to describe the steps in identifying potential vulnerabilities
before the outset of the examination, as the approach may evolve as a result of findings during the search.

The evaluator will report the evidence examined in completing the search for potential vulnerabilities. This
selection of evidence may be derived from those areas of concern identified by the evaluator, linked to the
evidence the attacker is assumed to be able to obtain, or according to another rationale provided by the
evaluator.

14.2.3.6 Action AVA_VAN.3.3E

14.2.3.6.1] Work unit AVA_VAN.3-4

The evaluator shall conduct a focused search of ST, guidance documentation, functional specification, TOE
design, security architecture description and implementation representation to identify possible poteniial
vulnerabilities in the TOE.

A flaw hypothesis methodology needs to be used whereby specifications and development and guidanice
evidence @re analysed and then potential vulnerabilities in the TOE are hypothesised,-0f speculated.

The evaluator uses the knowledge of the TOE design and operation gained ffrom the TOE deliverables|to
conduct alflaw hypothesis to identify potential flaws in the development of the*TOE and potential errors in the
specified method of operation of the TOE.

The seculity architecture description provides the developer vulnerability analysis, as it documents how the
TSF protefcts itself from interference from untrusted subjects and prévents the bypass of security enforcemegnt
functionality. Therefore, the evaluator should build upon the undefstanding of the TSF protection gained from
the analygis of this evidence and then develop this in the knowledge gained from other development ADV
evidence.

The apprqach taken is directed by areas of concern identified during examination of the evidence during the
conduct df evaluation activities and ensuring a representative sample of the development and guidance
evidence provided for the evaluation is searched:

For guidapce on sampling see Annex A.2.This guidance should be considered when selecting the subsgt,
giving reagons for:

a) the approach used in selection;
b) qualiflcation that the evidehce'to be examined supports that approach.

The areag of concern may relate to the sufficiency of specific protection features detailed in the securjty
architectufe description:

The evidepce to beé.considered during the vulnerability analysis may be linked to the evidence the attacker] is
assumed fo be ‘able to obtain. For example, the developer may protect the TOE design and implementatipn
representations, so the only information assumed to be available to an attacker is the functional specificatipn
and guida e ver - jective HraRee—A—the—FOE—enstre—the E
design and implementation representation requirements are met, these design representations may only be
searched to further investigate areas of concerns.

On the other hand, if the source is publicly available it would be reasonable to assume that the attacker has
access to the source and can use this in attempts to attack the TOE. Therefore, the source should be
considered in the focused examination approach.

The following indicates examples for the selection of the subset of evidence to be considered:

a) For an evaluation where all levels of design abstraction from functional specification to implementation
representation are provided, examination of information in the functional specification and the
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implementation representation may be selected, as the functional specification provides

detail of

interfaces available to an attacker, and the implementation representation incorporates the design
decisions made at all other design abstractions. Therefore, the TOE design information will be considered

as part of the implementation representation.

b) Examination of a particular subset of information in each of the design representations provided for the
evaluation.

c) Coverage of particular SFRs through each of the design representations provided for the evaluation.

d) E)\alll;lldt;ull Uf Udb:l Uf t: 1T dcbiyll IU}JIU&CIItdtiUIID pluviu'cu' fUI t: 1< cvaiuatiun, bUIIbidUIills Ullffc ent SFRS
within each design representations.

e)| Examination of aspects of the evidence provided for the evaluation relating to- curreni potential
vulnerability information the evaluator has received (e.g. from a scheme).

THis approach to identification of potential vulnerabilities is to take an ordered and planned approach; applying

a pystem to the examination. The evaluator is to describe the method to be uséd)in terms of wha{ evidence

will be considered, the information within the evidence that is to be examinéd, the manner in which this

information is to be considered and the hypothesis that is to be created.

THe following provide some examples that a hypothesis may take:

a)| consideration of malformed input for interfaces available to afattacker at the external interfaceq;

b)] examination of a key security mechanism cited in the security architecture description, such ds process
separation, hypothesising internal buffer overflows thatmay lead to degradation of separation;

c)| search to identify any objects created in the TOE implementation representation that are theh not fully
controlled by the TSF, and could be used by anattacker to undermine SFRs.

Fgr example, the evaluator may identify thab interfaces are a potential area of weakness in the| TOE and

specify an approach to the search that “allinterface specifications provided in the functional specifitation and

TQE design will be searched to hypothesise potential vulnerabilities” and go on to explain the methops used in

the¢ hypothesis.

THe identification process isiterative, where the identification of one potential vulnerability mgy lead to

idgntifying another area of coneern that requires further investigation.

THe evaluator will repaftswhat actions were taken to identify potential vulnerabilities in the evidence.|However,

in
be

TH
se
evi
evi

fore the outset©fthe examination, as the approach may evolve as a result of findings during the s

e evaluatoriwill report the evidence examine in completing the search for potential vulnerabi
ection-efsevidence may be derived from those areas of concern identified by the evaluator, lin
dence”the attacker is assumed to be able to obtain, or according to another rationale provid
plaator.

this type of search;-the evaluator may not be able to describe the steps in identifying potential vulperabilities

parch.

ities. This
ed to the
ed by the

Subject to the SFRs the TOE is to meet in the operational environment, the evaluator's independent
vulnerability analysis should consider generic potential vulnerabilities under each of the following headings:

a)

©l

generic potential vulnerabilities relevant for the type of TOE being evaluated, as may be suppl
evaluation authority;

bypassing;
tampering;

direct attacks;
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e) monitoring;
f)  misuse.
Iltems b) - f) are explained in greater detail in Annex B.

The security architecture description should be considered in light of each of the above generic potential
vulnerabilities. Each potential vulnerability should be considered to search for possible ways in which to defeat
the TSF protection and undermine the TSF.

14.2.3.6.2—Workunit AVA_VAN:3-5

The evaluptor shall record in the ETR the identified potential vulnerabilities that are candidates for testing apd
applicable| to the TOE in its operational environment.

It may be|identified that no further consideration of the potential vulnerability is required if-for example the
evaluator jdentifies that measures in the operational environment, either IT or non-IT, prevent exploitation|of
the potentjal vulnerability in that operational environment. For instance, restricting physicalyaccess to the TQE
to authoriged users only may effectively render a potential vulnerability to tampering unexploitable.
The evaluator records any reasons for exclusion of potential vulnerabilities frem further consideration if the
evaluator [determines that the potential vulnerability is not applicable in*the operational environment.
Otherwise| the evaluator records the potential vulnerability for further consideration.

A list of pgtential vulnerabilities applicable to the TOE in its operationalenvironment, which can be used as gn
input into penetration testing activities, shall be reported in the ETR by-the evaluators.

14.2.3.7 |Action AVA_VAN.3.4E
14.2.3.7.1] Work unit AVA_VAN.3-6

The evaluptor shall devise penetration tests, based.on the independent search for potential vulnerabilities.

The evaluptor prepares for penetration testing.as necessary to determine the susceptibility of the TOE, in |its
operationgl environment, to the potential “vdinerabilities identified during the search of the sources |of
informatiop publicly available. Any current information provided to the evaluator by a third party (e}g.
evaluatior| authority) regarding known-potential vulnerabilities will be considered by the evaluator, together

The evaldator is reminded that,~as for considering the security architecture description in the search for
vulnerabilities (as detailed”inr AVA_VAN.3-4), testing should be performed to confirm the architectural
properties| If requirements)from ATE_DPT are included in the SARs, the developer testing evidence will

It will probably be practical to carry out penetration test using a series of test cases, where each test case will
test for a specific potential vulnerability.

The evaluator is not expected to test for potential vulnerabilities (including those in the public domain) beyond
those which required an Enhanced-Basic attack potential. In some cases, however, it will be necessary to
carry out a test before the exploitability can be determined. Where, as a result of evaluation expertise, the
evaluator discovers an exploitable vulnerability that is beyond Enhanced-Basic attack potential, this is
reported in the ETR as a residual vulnerability.
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Guidance on determining the necessary attack potential to exploit a potential vulnerability can be found in
Annex B.4.

Potential vulnerabilities hypothesised as exploitable only by attackers possessing Moderate or High attack
potential do not result in a failure of this evaluator action. Where analysis supports the hypothesis, these need
not be considered further as an input to penetration testing. However, such vulnerabilities are reported in the
ETR as residual vulnerabilities.

Potential vulnerabilities hypothesised as exploitable by an attacker possessing a Basic or Enhanced-Basic
attack potential and resulting in a violation of the security objectives should be the highest priority potential

vu
1

TH

9)

TH
se

TH
an

.2.3.7.2 Work unit AVA_VAN.3-7

e evaluator shall produce penetration test documentation for the tests based onfithe list o
nerabilities in sufficient detail to enable the tests to be repeatable. The test documentation shall in

identification of the potential vulnerability the TOE is being tested for;

potential
clude:

instructions to connect and setup all required test equipment as requiredto conduct the penetragion test;

instructions to establish all penetration test prerequisite initial conditions;
instructions to stimulate the TSF;
instructions for observing the behaviour of the TSF;

descriptions of all expected results and the necéssary analysis to be performed on the
behaviour for comparison against expected results;

instructions to conclude the test and establish the necessary post-test state for the TOE.

e evaluator prepares for penetration testing based on the list of potential vulnerabilities identified
arch of the public domain and the analysis of the evaluation evidence.

e evaluator is not expected to determine the exploitability for potential vulnerabilities beyond thosg
Enhanced-Basic attack potential is required to effect an attack. However, as a result of

observed

during the

for which
bvaluation

expertise, the evaluator may,discover a potential vulnerability that is exploitable only by an attacker with

greater than Enhanced-Basic attack potential. Such vulnerabilities are to be reported in the ETR 4gs residual

vulnerabilities.

W|th an understanding of the potential vulnerability, the evaluator determines the most feasible way|to test for

th¢ TOE's susceptibility. Specifically the evaluator considers:

a)| the TSFI or other TOE interface that will be used to stimulate the TSF and observe responses (It is
pessible that the evaluator will need to use an interface to the TOE other than the TSFI to dgmonstrate
properties of the TSF such as those described in the security architecture description (as rgequired by
AD‘V’_ARC). :t ahuu:d thc IIUtUCII, thdt a:thuuyh thcoc TCE illtcffauca pIUVidU d I1r1cdalris Uf tcbt;l the TSF
properties, they are not the subject of the test.);

b) initial conditions that will need to exist for the test (i.e. any particular objects or subjects that will need to
exist and security attributes they will need to have);

c) special test equipment that will be required to either stimulate a TSFI or make observations of a TSFI

(although it is unlikely that specialist equipment would be required to exploit a potential vulnerability

assuming an Enhanced-Basic attack potential);
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d) whether theoretical analysis should replace physical testing, particularly relevant where the results of an
initial test can be extrapolated to demonstrate that repeated attempts of an attack are likely to succeed
after a given number of attempts.

The evaluator will probably find it practical to carry out penetration testing using a series of test cases, where
each test case will test for a specific potential vulnerability.

The intent of specifying this level of detail in the test documentation is to allow another evaluator to repeat the
tests and obtain an equivalent result.

14.2.3.7.3—Workunit AVA-VAN:3-8

tor uses the penetration test documentation resulting from work unit AVA_VAN.3-6 as-a basis for
executing [penetration tests on the TOE, but this does not preclude the evaluator from performing additional pd
hoc penetfation tests. If required, the evaluator may devise ad hoc tests as a result of information learnt during
penetration testing that, if performed by the evaluator, are to be recorded in, the penetration t¢st
documentption. Such tests may be required to follow up unexpected results or observations, or to investigate

netration testing show that a hypothesised potential vulnerability does not exist, then the evaluajor

The evaluptor is not expected to test for potential vulnerabilities (including those in the public domain) beyopd
those whith required an Enhanced-Basic attack potential. In some cases, however, it will be necessary|to
carry out p test before the exploitability can be determined..\Where, as a result of evaluation expertise, the
evaluator [discovers an exploitable vulnerability that is beyond Enhanced-Basic attack potential, this|is

reported in the ETR as a residual vulnerability.

14.2.3.7.4) Work unit AVA_VAN.3-9

hy

regarding
penetration tests. The intention is to prowde enough detail to allow other evaluators and evalua’uon author|t|es
to gain some insight about the penetration testing approach chosen, amount of penetration testing performed,
TOE test configurations, and the overall results of the penetration testing activity.

Information that would typically be found in the ETR subclause regarding evaluator penetration testing efforts
is:

a) TOE test configurations. The particular configurations of the TOE that were penetration tested;

b) TSFI penetration tested. A brief listing of the TSFI and other TOE interfaces that were the focus of the
penetration testing;
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c) Verdict for the sub-activity. The overall judgement on the results of penetration testing.

This list is by no means exhaustive and is only intended to provide some context as to the type of information
that should be present in the ETR concerning the penetration testing the evaluator performed during the
evaluation.

14.2.3.7.6 Work unit AVA_VAN.3-11

The evaluator shall examine the results of all penetration testing to determine that the TOE, in its operational
environment, is resistant to an attacker possessing an Enhanced-Basic attack potential.

If the results reveal that the TOE, in its operational environment, has vulnerabilities exploitable by(an attacker
possessing less than Moderate attack potential, then this evaluator action fails.

THe guidance in B.4 should be used to determine the attack potential required to\exploit a| particular
vulnerability and whether it can therefore be exploited in the intended environment. d{t‘may not be hecessary
folt the attack potential to be calculated in every instance, only if there is some doubt.as to whether|or not the
vulnerability can be exploited by an attacker possessing an attack potential less than Moderate.
14.2.3.7.7 Work unit AVA_VAN.3-12

THe evaluator shall report in the ETR all exploitable vulnerabilities and ‘residual vulnerabilities, de¢tailing for
each:

a)| its source (e.g. evaluation methodology activity being undertaken when it was conceived, kngwn to the
evaluator, read in a publication);

b)| the SFR(s) not met;

c)| a description;

d)| whether it is exploitable in its operational environment or not (i.e. exploitable or residual);
e)| the amount of time, level of expertise, level of knowledge of the TOE, level of opportunity and the
equipment required to perform the’identified vulnerabilities, and the corresponding values using|the tables
B.2 and B.3 of Annex B.4.

14.2.4 Evaluation of sub-activity (AVA_VAN.4)
142.41 Objectives

THe objective ofi\this sub-activity is to determine whether the TOE, in its operational environinent, has
vulnerabilities.exploitable by attackers possessing Moderate attack potential.

14.2.4.2 <Input

THeCevyaluation evidence for this sub-activity is:

a) the ST,

b) the functional specification;

c) the TOE design;

d) the security architecture description;
e) the implementation representation;

f) the guidance documentation;
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g) the TOE suitable for testing;

h) information publicly available to support the identification of possible potential vulnerabilities.

The remaining implicit evaluation evidence for this sub-activity depends on the components that have been
included in the assurance package. The evidence provided for each component is to be used as input in this

sub-activity.

Other input for this sub-activity is:

L . . . . R " , c "
a) curreptinformmationr regardingpubtic dormmaim potentiat-vatmeratbititesanmdattacks{eg—frommamevatuatipn

authority).

14.2.4.3 |Application notes
The methpdical analysis approach takes the form of a structured examination of the evidence. This methpd
requires the evaluator to specify the structure and form the analysis will take (i.e. the manner in which the
analysis i§ performed is predetermined, unlike the focused analysis). The method is spé&cified in terms of the
informatiop that will be considered and how/why it will be considered. Further guidance on methodi¢al
vulnerability analysis can be found in Annex B.2.2.2.3.

14.2.4.4 |Action AVA_VAN.4.1E

ISO/IEC 15408-3 AVA _VAN.4.1C: The TOE shall be suitable for testing:

14.2.4.4.1 Work unit AVA_VAN.4-1

The evalgator shall examine the TOE to determine that.the test configuration is consistent with the
configuratlon under evaluation as specified in the ST.

The TOE
establish

rovided by the developer and identified in the*test plan should have the same unique reference ps
by the CM capabilities (ALC_CMC) sub:agctivities and identified in the ST introduction.

It is possible for the ST to specify more than.ene configuration for evaluation. The TOE may comprisd a
number of distinct hardware and software ‘entities that need to be tested in accordance with the ST. The
evaluator perifies that all test configurations are consistent with the ST.
The evaluptor should consider the security objectives for the operational environment described in the ST that
objectives|for the operational environment that do not apply to the test environment. For example, an objectjve

about usef clearances may_not apply; however, an objective about a single point of connection to a netwqrk

If any tes{ resources\are used (e.g. meters, analysers) it will be the evaluator's responsibility to ensure that
these resqurces are Calibrated correctly.

14.2.4.4.2) (Work unit AVA_VAN.4-2

The evaluator shall examine the TOE to determine that it has been installed properly and is in a known state.

It is possible for the evaluator to determine the state of the TOE in a number of ways. For example, previous
successful completion of the Evaluation of sub-activity (AGD_PRE.1) sub-activity will satisfy this work unit if
the evaluator still has confidence that the TOE being used for testing was installed properly and is in a known
state. If this is not the case, then the evaluator should follow the developer's procedures to install and start up
the TOE, using the supplied guidance only.

If the evaluator has to perform the installation procedures because the TOE is in an unknown state, this work
unit when successfully completed could satisfy work unit AGD_PRE.1-3.
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14.2.4.5 Action AVA_VAN.4.2E
14.2.4.5.1 Work unit AVA_VAN.4-3

The evaluator shall examine sources of information publicly available to identify potential vulnerabilities in the
TOE.

The evaluator examines the sources of information publicly available to support the identification of possible
potential vulnerabilities in the TOE. There are many sources of publicly available information which the
evaluator should consider using items such as those available on the world wide web, including:

a)| specialist publications (magazines, books);
b)| research papers;
c)| conference proceedings.

THe evaluator should not constrain their consideration of publicly available information to the gbove, but
shpuld consider any other relevant information available.

While examining the evidence provided the evaluator will use the information in the public domain| to further
seprch for potential vulnerabilities. Where the evaluators have identified areas of concern, the|evaluator
shpuld consider information publicly available that relate to those areas’of concern.

THe availability of information that may be readily available to.an attacker that helps to identify angd facilitate
atfacks may substantially enhance the attack potential of asgiven attacker. The accessibility of vylnerability
information and sophisticated attack tools on the Internet makes it more likely that this information wjll be used
in Jattempts to identify potential vulnerabilities in the TOE and exploit them. Modern search tools make such
information easily available to the evaluator, and, the determination of resistance to published potential
vulnerabilities and well known generic attacks can-be achieved in a cost-effective manner.

THe search of the information publicly available should be focused on those sources that refer to the
te¢hnologies used in the development of the product from which the TOE is derived. The extensivengss of this
seprch should consider the following-factors: TOE type, evaluator experience in this TOE type,| expected
atfack potential and the level of ADV'evidence available.

THe identification process isiterative, where the identification of one potential vulnerability mgy lead to
idgntifying another area of coneern that requires further investigation.

THe evaluator will describe the approach to be taken to identify potential vulnerabilities in the publicly available
material, detailing the\search to be performed. This may be driven by factors such as areas qf concern
idgntified by the evaluator, linked to the evidence the attacker is assumed to be able to obtain. However, it is
regcognised thatdmn this type of search the approach may further evolve as a result of findings ¢luring the
seprch. Therefore, the evaluator will also report any actions taken in addition to those descried in the
approach.to. further investigate issues thought to lead to potential vulnerabilities, and will report thg evidence
examined-in completing the search for potential vulnerabilities.

14.2.4.6.1 Work unit AVA_VAN.4-4

The evaluator shall conduct a methodical analysis of ST, guidance documentation, functional specification,
TOE design, security architecture description and implementation representation to identify possible potential
vulnerabilities in the TOE.

Guidance on methodical vulnerability analysis is provided in Annex B.2.2.2.3.
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This approach to identification of potential vulnerabilities is to take an ordered and planned approach. A
system is to be applied in the examination. The evaluator is to describe the method to be used in terms of the
manner in which this information is to be considered and the hypothesis that is to be created.

A flaw hypothesis methodology needs to be used whereby the ST, development (functional specification, TOE
design and implementation representation) and guidance evidence are analysed and then vulnerabilities in the
TOE are hypothesised, or speculated.

The evaluator uses the knowledge of the TOE design and operation gained from the TOE deliverables to
conduct a flaw hypothesis to identify potential flaws in the development of the TOE and potential errors in the
SpeCiﬁed mrethod-of UPCIGt;UII of-the—TOE

The seculiity architecture description provides the developer vulnerability analysis, as it documents (how the
TSF protefts itself from interference from untrusted subjects and prevents the bypass of security enfarcement
functionality. Therefore, the evaluator should build upon the understanding of the TSF protection,gained fram
the analygis of this evidence and then develop this in the knowledge gained from other development ADV
evidence.

The apprqach taken to the methodical search for vulnerabilities is to consider any areas-of concern identified
in the regults of the evaluator's assessment of the development and guidance™evidence. However, the
evaluator [should also consider each aspect of the security architecture analysisyto search for any ways|in
which the |protection of the TSF can be undermined. It may be helpful to structure the methodical analysis pn
the basis |of the material presented in the security architecture description, ‘introducing concerns from other
ADV evidénce as appropriate. The analysis can then be further developed to ensure all other material from
the ADV gvidence is considered.

The followling provide some examples of hypotheses that may be ¢reated when examining the evidence:
a) consifleration of malformed input for interfaces available te'an attacker at the external interfaces;

b) examjnation of a key security mechanism cited in‘the security architecture description, such as procegss
separation, hypothesising internal buffer overflows that may lead to degradation of separation;

c) search to identify any objects created in.the TOE implementation representation that are then not f
controlled by the TSF, and could be used by an attacker to undermine SFRs.

y

For example, the evaluator may identify* that interfaces are a potential area of weakness in the TOE ahd
specify an approach to the search that-all interface specifications in the evidence provided will be searched|to
hypothesise potential vulnerabilities’and go on to explain the methods used in the hypothesis.

In addition, areas of concernthe evaluator has identified during examination of the evidence during the
conduct of evaluation activities. Areas of concern may also be identified during the conduct of other work unjts
associateq with this component, in particular AVA_VAN.4-7, AVA VAN.4-5 and AVA VAN.4-6 where the
development and cenduct of penetration tests may identify further areas of concerns for investigation, |or
potential ulnerabilities.

However, |examination of only a subset of the development and guidance evidence or their contents is not
perm”:ted nthis laval of rlnnnr The apprnar\h Haer\nnhnn should nrr\\nrla a2 demonstration fhai- the methaodid a|
approach used is complete providing confidence that the approach used to search the deliverables has
considered all of the information provided in those deliverables.

This approach to identification of potential vulnerabilities is to take an ordered and planned approach; applying
a system to the examination. The evaluator is to describe the method to be used in terms of how the evidence
will be considered; the manner in which this information is to be considered and the hypothesis that is to be
created. This approach should be agreed with the evaluation authority, and the evaluation authority may
provide detail of any additional approaches the evaluator should take to the vulnerability analysis and identify
any additional information that should be considered by the evaluator.
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Although a system to identifying potential vulnerabilities is predefined, the identification process may still be
iterative, where the identification of one potential vulnerability may lead to identifying another area of concern
that requires further investigation.

Subject to the SFRs the TOE is to meet in the operational environment, the evaluator's independent
vulnerability analysis should consider generic potential vulnerabilities under each of the following headings:

a) generic potential vulnerabilities relevant for the type of TOE being evaluated, as may be supplied by the
evaluation authority;

b) —bypassing;

c)| tampering;

d)| direct attacks;

e)| monitoring;

f) | misuse.

Items b) - f) are explained in greater detail in Annex B.
THe security architecture description should be considered in light of each of the above generi¢ potential

vulnerabilities. Each potential vulnerability should be considered{oysearch for possible ways in whicl to defeat
the¢ TSF protection and undermine the TSF.

142.4.6.2 Work unit AVA_VAN.4-5

THe evaluator shall record in the ETR the identified_potential vulnerabilities that are candidates for tgsting and
applicable to the TOE in its operational environment:

It may be identified that no further consideration of the potential vulnerability is required if for example the
evpluator identifies that measures in the\éperational environment, either IT or non-IT, prevent exploitation of
the potential vulnerability in that operatienal environment. For instance, restricting physical access tp the TOE
to fauthorised users only may effectively render a potential vulnerability to tampering unexploitable.

THe evaluator records any reasons for exclusion of potential vulnerabilities from further considergtion if the
evpluator determines that(the potential vulnerability is not applicable in the operational enyironment.
Otherwise the evaluator records the potential vulnerability for further consideration.

A list of potential vulierabilities applicable to the TOE in its operational environment, which can be Used as an
inJUt into penetration testing activities, shall be reported in the ETR by the evaluators.

142.4.7 Action AVA_VAN.4.4E

142.4.7:1° Work unit AVA_VAN.4-6

ilities.

The evaluator prepares for penetration testing as necessary to determine the susceptibility of the TOE, in its
operational environment, to the potential vulnerabilities identified during the search of the sources of
information publicly available. Any current information provided to the evaluator by a third party (e.g.
evaluation authority) regarding known potential vulnerabilities will be considered by the evaluator, together
with any encountered potential vulnerabilities resulting from the performance of other evaluation activities.

The evaluator is reminded that, as for considering the security architecture description in the search for
vulnerabilities (as detailed in AVA _VAN.4-3), testing should be performed to confirm the architectural
properties. If requirements from ATE_DPT are included in the SARs, the developer testing evidence will
include testing performed to confirm the correct implementation of any specific mechanisms detailed in the

© ISO/IEC 2008 - All rights reserved 221


https://standardsiso.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

security architecture description. However, the developer testing will not necessarily include testing of all
aspects of the architectural properties that protect the TSF, as much of this testing will be negative testing in
nature, attempting to disprove the properties. In developing the strategy for penetration testing, the evaluator
will ensure that all aspects of the security architecture description are tested, either in functional testing (as
considered in 13) or evaluator penetration testing.

The evaluator will probably find it practical to carry out penetration test using a series of test cases, where
each test case will test for a specific potential vulnerability.

The evaluator is not expected to test for potential vulnerabilities (including those in the public domain) beyond
those Whl lh IU\.'U;IUd d rV’:UdCIGtU attauk PUtUIIt;G:. :II QUITICT LAOT O, hUVVCVCI, It VV;:: bU IICL;UOOCII)’ tU \Jally Uy a
test beforg the exploitability can be determined. Where, as a result of evaluation expertise, the evaluajor
discovers fan exploitable vulnerability that is beyond Moderate attack potential, this is reported in the ETR ag a
residual vliinerability.

Guidance|on determining the necessary attack potential to exploit a potential vulnerability.can be found|in
Annex B.4.

Potential yulnerabilities hypothesised as exploitable by an attacker possessing a Moderate (or less) attdck
potential gnd resulting in a violation of the security objectives should be the highest priority potential
vulnerabilities comprising the list used to direct penetration testing against the TOE;

14.2.4.7.2] Work unit AVA_VAN.4-7

The evalyator shall produce penetration test documentation for the’ tésts based on the list of potential
vulnerabilities in sufficient detail to enable the tests to be repeatable:The test documentation shall include:

a) identification of the potential vulnerability the TOE is being-tested for;
b) instructions to connect and setup all required test equipment as required to conduct the penetration test
c) instructions to establish all penetration test prerequisite initial conditions;
d) instructions to stimulate the TSF;

e) instrutions for observing the behavieur-of the TSF;

f) descrptions of all expected results and the necessary analysis to be performed on the observed
behayiour for comparison against expected results;

g) instruptions to conclude’the test and establish the necessary post-test state for the TOE.

The evaluptor preparesfor penetration testing based on the list of potential vulnerabilities identified during
search of fhe publiccdomain and the analysis of the evaluation evidence.

The evaluptordsinot expected to determine the exploitability for potential vulnerabilities beyond those for wh
a ModerateZattack potential is required to effect an attack. However, as a result of evaluation expertise,
evaluator f f it f f f
Moderate attack potential. Such vulnerabilities are to be reported in the ETR as residual vulnerabilities.

With an understanding of the potential vulnerability, the evaluator determines the most feasible way to test for
the TOE's susceptibility. Specifically the evaluator considers:

a) the TSFI or other TOE interface that will be used to stimulate the TSF and observe responses (It is
possible that the evaluator will need to use an interface to the TOE other than the TSFI to demonstrate
properties of the TSF such as those described in the security architecture description (as required by
ADV_ARC). It should the noted, that although these TOE interfaces provide a means of testing the TSF
properties, they are not the subject of the test.);
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b) initial conditions that will need to exist for the test (i.e. any particular objects or subjects that will need to
exist and security attributes they will need to have);

c) special test equipment that will be required to either stimulate a TSFI or make observations of a TSFI;
d) whether theoretical analysis should replace physical testing, particularly relevant where the results of an
initial test can be extrapolated to demonstrate that repeated attempts of an attack are likely to succeed

after a given number of attempts.

The evaluator will probably find it practical to carry out penetration testing using a series of test cases, where

THe intent of specifying this level of detail in the test documentation is to allow another evaluator-to repeat the
tests and obtain an equivalent result.

14.2.4.7.3 Work unit AVA_VAN.4-8
THe evaluator shall conduct penetration testing.

THe evaluator uses the penetration test documentation resulting from work unit AVA_VAN.4-6 as 4 basis for
executing penetration tests on the TOE, but this does not preclude the evaluator from performing adfitional ad
hoc penetration tests. If required, the evaluator may devise ad hoc tests.as a result of information learnt during
penetration testing that, if performed by the evaluator, are Ao “be recorded in the penetration test
documentation. Such tests may be required to follow up unexpected results or observations, or to ihvestigate
potential vulnerabilities suggested to the evaluator during the pre-planned testing.

SHould penetration testing show that a hypothesised potential vulnerability does not exist, then the| evaluator
shpuld determine whether or not the evaluator's own.atyalysis was incorrect, or if evaluation delivefables are
ingorrect or incomplete.

THe evaluator is not expected to test for potentialvulnerabilities (including those in the public domain) beyond
thdse which required a Moderate attack potential. In some cases, however, it will be necessary to garry out a
test before the exploitability can be determined. Where, as a result of evaluation expertise, the| evaluator
digcovers an exploitable vulnerability that-is beyond Moderate attack potential, this is reported in the]ETR as a
residual vulnerability.

142.4.7.4 Work unit AVA_VAN.4-9
THe evaluator shall record\the actual results of the penetration tests.
While some specific_details of the actual test results may be different from those expected (e.g. timg and date

fieJds in an audif _necord) the overall result should be identical. Any unexpected test results ghould be
inyestigated. The impact on the evaluation should be stated and justified.

142.4.7.5Work unit AVA_VAN.4-10

THecevaluator shall report in the ETR the evaluator penetration testing effort, outlining the testing [approach,

£ i Al +lo <l 1+
CGIIIIHUIGLIUII, uopurariu 1o ouito.

The penetration testing information reported in the ETR allows the evaluator to convey the overall penetration
testing approach and effort expended on this sub-activity. The intent of providing this information is to give a
meaningful overview of the evaluator's penetration testing effort. It is not intended that the information
regarding penetration testing in the ETR be an exact reproduction of specific test steps or results of individual
penetration tests. The intention is to provide enough detail to allow other evaluators and evaluation authorities
to gain some insight about the penetration testing approach chosen, amount of penetration testing performed,
TOE test configurations, and the overall results of the penetration testing activity.

Information that would typically be found in the ETR subclause regarding evaluator penetration testing efforts
is:
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a) TOE test configurations. The particular configurations of the TOE that were penetration tested;

b) TSFI penetration tested. A brief listing of the TSFI and other TOE interfaces that were the focus of the
penetration testing;

c) Verdict for the sub-activity. The overall judgement on the results of penetration testing.

This list is by no means exhaustive and is only intended to provide some context as to the type of information
that should be present in the ETR concerning the penetration testing the evaluator performed during the
evaluation.

14.2.4.7.6) Work unit AVA_VAN.4-11

The evaluptor shall examine the results of all penetration testing to determine that the TOE, in its operational
environmgnt, is resistant to an attacker possessing a Moderate attack potential.

If the results reveal that the TOE, in its operational environment, has vulnerabilities exploitable by an attacker
possessing less than a High attack potential, then this evaluator action fails.

The guidance in B.4 should be used to determine the attack potential requifed* to exploit a particujar
vulnerability and whether it can therefore be exploited in the intended environmient. It may not be necessary
for the attack potential to be calculated in every instance, only if there is someidoubt as to whether or not the
vulnerability can be exploited by an attacker possessing an attack potentiakless than High.
14.2.4.7.7| Work unit AVA_VAN.4-12

The evaldator shall report in the ETR all exploitable vulnerabilities” and residual vulnerabilities, detailing for
each:

a) its sopurce (e.g. evaluation methodology activity being-undertaken when it was conceived, known to the
evaluptor, read in a publication);

b) the SFR(s) not met;

c) a despription;

d) whether it is exploitable in its operational environment or not (i.e. exploitable or residual);

e) the amount of time, level of, expertise, level of knowledge of the TOE, level of opportunity and the
equipment required to perform the identified vulnerabilities, and the corresponding values using the tables
B.2 apd B.3 of Annex B4,

14.2.5 Ewvaluation of.sub-activity (AVA_VAN.5)

There is np generakguidance; the scheme should be consulted for guidance on this sub-activity.

15 Clags-ACO: Composition

15.1 Introduction

The goal of this activity is to determine whether the components can be integrated in a secure manner, as
defined in the ST for the composed TOE. This is achieved through examination and testing of the interfaces
between the components, supported by examination of the design of the components and the conduct of
vulnerability analysis.

15.2 Application notes

The Reliance of dependent component (ACO_REL) family identifies where the dependent component is
reliant upon IT in its operational environment (satisfied by a base component in the composed TOE
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evaluation) in order to provide its own security services. This reliance is identified in terms of the interfaces
expected by the dependent component to be provided by the base component. Development evidence
(ACO_DEV) then determines which interfaces of the base component were considered (as TSFI) during the
component evaluation of the base component.

It should be noted that Reliance of dependent component (ACO_REL) does not cover other evidence that
may be needed to address the technical integration problem of composing components (e.g. descriptions of
non-TSF interfaces of the operating system, rules for integration, etc.). This is outside the security assessment
of the composition and is a functional composition issue.

Agpartof-Composed—OS esteACHO re—evatuator-wilperform-testingofthe—compoesed— OE SFRs
at|the composed TOE interfaces and of the interfaces of the base component relied upon by the dlependent
component to confirm they operate as specified. The subset selected will consider the possible |effects of
chignges to the configuration/use of the base component as used in the composed TOE. ;These chpnges are
idgntified from the configuration of the base component determined during the base component gvaluation.
THe developer will provide test evidence for each of the base component interfaces. (the requirgments for
coyverage are consistent with those applied to the evaluation of the base component):

Caomposition rationale (ACO_COR) requires the evaluator to determine whether the appropriate fissurance
measures have been applied to the base component, and whether the base\component is being Wised in its
evpluated configuration. This includes determination of whether all séeurity functionality required by the
dejpendent component was within the TSF of the base component. The* Composition rationale (ACO_COR)
requuirement may be met through the production of evidence that each’of these is demonstrated to be upheld.
THis evidence may be in the form of the security target and a public report of the component evalugtion (e.g.
certification report).

If, jon the other hand, one of the above have not been upheld, then it may be possible that an argument can be
made as to why the assurance gained during an original evaluation is unaffected. If this is not pogsible then
additional evaluation evidence for those aspects of the.base component not covered may have to bg provided.
THis material is then assessed in Development evidence (ACO_DEV).

Fgr example, it may be the case as described-in the Interactions between entities (see Annex B.3, Interactions
between composed IT entities in ISO/NEC 15408-3) that the dependent component requires|the base
component to provide more security functionality in the composed TOE than included in the base gomponent
evpluation. This would be determihed during the application of the Reliance of dependent domponent
(AICO_REL) and Development evidence (ACO_DEV) families. In this case the composition rationalg evidence
provided for Composition ratiomale’ (ACO_COR) would demonstrate that the assurance gained fromp the base
component evaluation is unaffected. This may be achieved by means including:

a)| Performing a re-eyaluation of the base component focusing on the evidence relating to the ext¢nded part
of the TSF;

b)] Demonstrating”that the extended part of the TSF cannot affect other portions of the TSF, and providing
evidence that the extended part of the TSF provides the necessary security functionality.

18.3 Composition rationale (ACO_COR)

15 aluation-of-sub nl-iuil-y(APn_r‘nD 1)
15.3.1.1 Input

The evaluation evidence for this sub-activity is:

a) the composed ST;

b) the composition rationale;

c) the reliance information;
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d) the development information;

e) unique identifier.

15.3.1.2 Action ACO_COR.1.1E

ISO/IEC 15408-3 ACO_COR.1.1C: The composition rationale shall demonstrate that a level of assurance at
least as high as that of the dependent component has been obtained for the support functionality of the base

component, when the base component is configured as required to support the TSF of the dependent
component.

15.3.1.2.1] Work unit ACO_COR.1-1

The evaluptor shall examine the correspondence analysis with the development information and thelrelianice
informatiop to identify the interfaces that are relied upon by the dependent component which are.not detailed
in the development information.

The evaluptor's goal in this work unit is two fold:

a) to determine which interfaces relied upon by the dependent component have had the appropriate
assurpnce measures applied;

b) to defjermine that the assurance package applied to the base component during the base compongnt
evaluption contained either the same assurance requirements as¢those in the package applied to the
depemndent component during its' evaluation, or hierarchically higher assurance requirements.

The evaldator may use the correspondence tracing in the development information developed during the
Developmient evidence (ACO_DEV) activities (e.g. ACO_DEV{1-2, ACO_DEV.2-4, ACO_DEV.3-6) to help
identify tHe interfaces identified in the reliance information-that are not considered in the development
informatiop.

The evalygator will record the SFR-enforcing interfaces described in the reliance information that are mot
included ip the development information. These(will provide input to ACO_COR.1-3 work unit, helping|to
identify the¢ portions of the base component in«which further assurance is required.

If the both the base and dependent components were evaluated against the same assurance package, then
the deternpination of whether the level-@fiassurance in the portions within the base component evaluation is|at
least as high as that of the dependent-component is trivial. If however, the assurance packages applied to tFe

componerjts during the component evaluations differ, the evaluator needs to determine that the assurance
requirements applied to the base component are all hierarchically higher to the assurance requirements
applied to[the dependent camponent.

15.3.1.2.2] Work unit’ACO_COR.1-2

The evalJator shallvexamine the composition rationale to determine, for those included base compongnt
interfaces|on which the dependent TSF relies, whether the interface was considered during the evaluation|of
the base qomponent.

The ST, component public evaluation report (e.g. certification report) and guidance documents for the base
component all provide information on the scope and boundary of the base component. The ST provides
details of the logical scope and boundary of the composed TOE, allowing the evaluator to determine whether
an interface relates to a portion of the product that was within the scope of the evaluation. The guidance
documentation provides details of use of all interfaces for the composed TOE. Although the guidance
documentation may include details of interfaces in the product that are not within the scope of the evaluation,
any such interfaces should be identifiable, either from the scoping information in the ST or through a portion of
the guidance that deals with the evaluated configuration. The public evaluation report may provide any
additional constraints on the use of the composed TOE that are necessary.
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Therefore, the combination of these inputs allows the evaluator to determine whether an interface described in
the composition rationale has the necessary assurance associated with it, or whether further assurance is
required. The evaluator will record those interfaces of the base component for which additional assurance is
required, for consideration during ACO_COR.1-3.

156.3.1.2.3 Work unit ACO_COR.1-3

The evaluator shall examine the composition rationale to determine that the necessary assurance measures
have been applied to the base component.

Ti < UVdiUdtiUII vclu'iuta, dlluI IUDU:tdIIt dossurarive, fUI t;IG ILJGDU CUITTPUTICI It wall IUU IUUBCL} [JIUVidCUI the same
partions of the base component are used in the composed TOE and they are used in a consistept-mpnner.

In| order to determine whether the necessary assurance measures have already beeniapplied to the
component, and the portions of the component for which assurance measures still need-to be applied, the
evpluator should use the output of the ACO_DEV.*.2E action and the work units) ACO_COR.1-1 and
ACO_COR.1-2:

a)| For those interfaces identified in the reliance information (Reliancés of dependent domponent
(ACO_REL)), but not discussed in development information (Development evidence (AQO_DEYV)),
additional information is required. (Identified in ACO_COR.1-1.)

b)] For those interfaces used inconsistently in the composed TOE-from the base component (difference
between the information provided in Development evidence (ACO_DEV) and Reliance of glependent
component (ACO_REL) the impact of the differences <4n Use need to be considered. (Idgentified in
ACO_DEV.*.2E.)

c)| For those interfaces identified in composition ratiohale for which no assurance has previously been
gained, additional information is required. (Identified in ACO_COR.1-2.)

d)| For those interfaces consistently described-in the reliance information, composition rationalg and the
development information, no further action is required as the results from the base component gvaluation
can be re-used.

THe interfaces of the base componentireported to be required by the reliance information but not ipcluded in
thé¢ development information indicate the portions of the base component where further assurance ig required.
THe interfaces identify the entry.points into the base component.

Far those interfaces included’in both the development information and reliance information, the evaluator is to
determine whether thesinterfaces are being used in the composed TOE in a manner that is consistent with the
base component evaluation. The method of use of the interface will be considered during the Deyelopment
evidence (ACO_DEV) activities to determine that the use of the interface is consistent in both|the base
component and¢the composed TOE. The remaining consideration is the determination of whether the
configurations'of the base component and the composed TOE are consistent. To determine this, theg evaluator
will considerthe guidance documentation of each to ensure they are consistent (see further guidapce below
regarding-consistent guidance documentation). Any deviation in the documentation will be further analysed by
th¢ evaluation to determine the possible effects.

For those interfaces that are consistently described in the reliance information and development information,
and for which the guidance is consistent for the base component and the composed TOE, the required level of
assurance has been provided.

The following subsubclauses provide guidance on how to determine consistency between assurance gained

in the base component, the evidence provided for the composed TOE, and the analysis performed by the
evaluator in the instances where inconsistencies are identified.
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