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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are

member

s of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The prd
are des
needed
accorda
www.ie

cedures used to develop this document and those intended for its further maintenance
cribed in the ISO/IEC Directives, Part 1. In particular, the different approval (criterip
for the different types of document should be noted. This document was drafted ip
nce with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives dr
[.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subjec

of pater]
rights. I
Introdu
list of p4

Any tra
constit

For an
express
the Wo

(i

t rights. ISO and IEC shall not be held responsible for identifying d@ny“or all such patent
etails of any patent rights identified during the development of the. decument will be in thee
tion and/or on the ISO list of patent declarations received (see wwxviso.org/patents) or the [EC
tent declarations received (see patents.iec.ch).
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www.isd.org/iso/foreword.html. In the [EC, see wwwiec.ch/understanding-standards.

This do
Subcom

Alist of

Any fee
body. A
www.ie

cument was prepared by Technical Cemmittee ISO/IEC JTC 1, Information technolog]
mittee SC 27, Information security, cyberSecurity and privacy protection.
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complete listing of these bodies can be found at www.iso.org/members.html an
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Introduction

This document specifies tweakable block ciphers. A tweakable block cipher is a family of permutations
parametrized by a secret key value and a public tweak value.
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INTERNATIONAL STANDARD ISO/IEC 18033-7:2022(E)

Information security — Encryption algorithms —

Part 7:
Tweakable block ciphers

Scope

his document specifies tweakable block ciphers. A tweakable block cipher is 4 family

ermutations parametrized by a secret key value and a public tweak value. Such printitives arg
tpols that can be used as building blocks to construct cryptographic schemes, such as enc
essage Authentication Codes, authenticated encryption, etc.

A total of five different tweakable block ciphers are defined. They are catégoerized in Table 1.

Table 1 — Tweakable block ciphers specified

Block length Tweakey length Algorithm name
128 bits 256 bits Deoxys-TBC-256
128 bits 384 bits Deoxys-TBC-384
64 bits 192 bits Skinny-64/192
128 bits 256 bits Skinny-128/256
128 bits 384 bits Skinny-128/384

2 Normative references

There are no normative references;in this document.

3 Terms and definitions

1

or the purposes of this document, the following terms and definitions apply.

I50 and [EC maintainterminology databases for use in standardization at the following addres|

— ISO Online browsing platform: available at https://www.iso.org/obp

- [EC Eléctropedia: available at https://www.electropedia.org/

3.1
hlock

of n-bit
generic
ryption,

Ses:

3 £l34 £ dafs 1 +la
S 1 1115 Ul UILS Ul d UCTTIIITU lCllsLll

[SOURCE: ISO/IEC 18033-1:2021 3.5]

3.2
ciphertext
data which has been transformed to hide its information content

[SOURCE: ISO/IEC 18033-1:2021, 3.7]

© ISO/IEC 2022 - All rights reserved


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://standardsiso.com/api/?name=ff9d40346378bc6441aef4ced5d0ba0d

ISO/IEC 18033-7:2022(E)

3.3

encryption algorithm

process

which transforms plaintext into ciphertext

[SOURCE: ISO/IEC 18033-1:2021, 3.12]

3.4

key

sequence of symbols that controls the operation of a cryptographic transformation (e.g. encryption,
decryption)

[SOURCE: ISO/IEC 11770-1:2010, 2.12, modified - the list of cryptographic mechanisms is removed]

3.5

plaintext

unencrylpted information

[SOURCE: ISO/IEC 18033-1:2021, 3.20]

3.6

tweak

non-secret sequence of symbols that controls the operation of a cryptographic transformation (e.g.
encryption, decryption)

3.7

tweakaple block cipher

symmetlric encryption system with the property that the encryption algorithm operates on a block of
plaintext, i.e. a string of bits of a defined length, and a tweakéy<3.8) to yield a block of ciphertext

3.8

tweakey

sequenck of symbols that controls the operation_of-a cryptographic transformation (e.g. encryptiomn,
decryptjon)

Note 1 toentry: The tweakey is the concatenationof the key and the tweak inputs.

4 Symbols

k key bit-length for,a tweakable block cipher

Nr the number of'retinds of the tweakable block cipher

n plaintext/ciphertext bit-length for a tweakable block cipher

t tweak bit-length for a tweakable block cipher

a<b replaces the value of the variable a with the value of the variable b

[l concatenation of bit-strings

e bitwise exclusive-OR operation

M diffusion matrix of the tweakable block cipher

X n-bit internal state of the tweakable block cipher

GF(i) finite field of i elements

K base field as GF(28), defined by the irreducible polynomial x8 + x* + x3 + x + 1

2 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=ff9d40346378bc6441aef4ced5d0ba0d

ISO/IEC 18033-7:2022(E)

A sub-tweakey value

p table of rotation values for the ShiftRows / ShiftRowsInv functions of Deoxys-TBC and for
the ShiftRowsRight / ShiftRowsRightInv of Skinny

h byte permutation in the tweakey schedule algorithm of Deoxys-TBC

Py cell permutation in the tweakey schedule algorithm of Skinny

[i il sequence of integers starting from 7 included, ending atjincluded, with a step of 1

L

Requirements on the usage of tweakable block ciphers

oth Deoxys-TBC and Skinny ciphers propose a tweakey input that can be utilized askey and/
haterial, up to the user needs. Therefore, the user can freely choose which part of the twj
edicated to key and/or tweak material. However, whatever the combination, 6f Key/tweak siz
y the user, it shall be such that the key size is at least 128 bits.

oo D 0

< —

Fithout causing a security degradation. Some use-cases may require/stricter conditions to
yser's security requirements, and these additional conditions shalkalways be satisfied.

NOTE Modes of operation offering beyond-birthday security are an example for requiring stricter c
als they often fail if the same tweak is repeated under the same kéy:.

Skinny-64/192 version shall only be used to instantiate security algorithms guaranteeing 3
Hound on the adversarial advantage that remains méaningful as long as the adversary proce
than 264 data blocks.

This document describes the Skinny and Deoxys-TBC configuration where the least-significant
df the tweakey input is loaded with the tweak and the most-significant portion of the tweakey
lpaded with the key material, i.e. tweakey)= key || tweak. Keying material shall never be reuse
instances with differing tweak sizes.

Annex A provides numerical ( examples of Deoxys-TBC-256, Deoxys-TBC-384, Skinny
Skinny-128/256 and Skinny-128/384. Annex B defines the object identifiers which shall be
iflentify the algorithms speeified in this document.

6 Deoxys-TBC

[

.1 Deoxys-TBC versions

r tweak
cakey is
b chosen

h general, the tweak may be made public and a user can repeat the\same (tweak,key) com'Eination

eet the

bnditions

n upper
5ses less

portion
input is
d across

64/192,
used to

he Deoxys*TBC algorithm (originally published in Reference [4], slightly modified for i

proved

1

derformances in Reference [5], the latter being the version described in this document) is a tweakable
Hlock cipher. Deoxys-TBC operates on a plaintext block of 16 bytes numbered from most-significant to
bast-significant byte [0,...,,15]. The internal state X of the cipher is a (4x4) matrix of bytes, inlfitialized

1
from the plaintext block of 16 bytes as follows:

0 4 8 12

1 5 9 13
X =

2 6 10 14

3 7 11 15

This document defines two versions of Deoxys-TBC. For Deoxys-TBC-256 the tweakey is of size

256 bits

and consists of a key of size k = 128 and a tweak of size t = 256-k. For Deoxys-TBC-384 the tweakey is of

size 384 bits and consists of a key of size k 2 128 and a tweak of size t = 384-k.

© ISO/IEC 2022 - All rights reserved
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6.2 Deoxys-TBC encryption

The number of rounds Nr is 14 for Deoxys-TBC-256 and 16 for Deoxys-TBC-384. One round of Deoxys-
TBC encryption, similar to a round in the Advanced Encryption Standard (AES)[3], has the following
four transformations applied to the internal state in the order specified below:

— AddSubTweakey(X, A): bitwise exclusive-or (XOR) the 128-bit round sub-tweakey A (see 6.4) to the
internal state X. This function is applied one more time at the end of the last round.

— SubBytes(X): apply the 8-bit AES Sbox Sto each of the 16 bytes of the internal state X. The description
of this Sbox in hexadecimal notation is presented in Table 2.

Table 2 — The AES Sbox

1 2 3 4 5 6 7 8 9 a b c d = £
Tc 77 b £2 6b 6f c5 30 01 67 2b fe d1 ab 76
82 c9 7d fa 59 47 £0 ad d4 a2 af 9c a4 72 c0
fd 93 26 36 3f £7 cc 34 a5 e5 f1 71 ds 31 15
c7 23 c3 18 96 05 9a 07 12 80 e? el 27 b2 75
83 2c la 1b 6e 5a a0 52 3b de b3 29 e3 2f 84
dl 00 ed 20 fc bl 5b 6a cb be 39 4a 4c 58 cf
ef aa fb 43 4d 33 85 45 £9 02 7f 50 3c 9f a8
a3 40 8f 92 9d 38 £5 bc b6 ok 21 10 ff £3 d2
Oc 13 ec 5f 97 44 17 c4 a7 Te 3d 64 5d 19 73
81 4f dc 22 2a 90 88 46 e b8 14 de Se Ob db
32 3a Oa 49 06 24 5c c2 a3 ac 62 91 95 e4 79
c8 37 6d 8d ds de a9 68 56 f4 ea 65 Ta ae 08
78 25 2e lc a6 b4 c6 &8 dd 74 1f 4b bd 8b 8a
3e b5 66 48 03 f6 Oe 61 35 57 b9 86 cl 1d 9e
£8 98 11 69 do 8e 94 9b le 87 e9 ce 55 28 df
al 89 0d bf e6 42 68 41 99 2d 0f b0 54 bb 16

Hh ® Q Q O © ©W W J o U W N P O
©o O < O O O o Q U Q4 U O O U0 Q oo

For exarhple, for an input value 53, then the output value would be determined by the intersection of thie
row with index ‘s” and the column with index ‘3’, which would give eq.

— ShiftRows(X): rotate the 4-byte i-th row of the internal state X to the left by p[i] positions, where
p=10,1,2,3).

— MixBytes(X): multiply-€ach column of the internal state X by the (4x4) AES maximum distange
sepgrable (MDS) mrafrix M (given below, coefficients are displayed in their hexadecimal equivaler
of the binary repteséntation of bit polynomials from GF(2)[x]) in K, where K denotes the base fiel
as (F(28) defined by the irreducible polynomial x8 + x* + x3 + x + 1.

2 3>x1 1
Hh2 31
M=
11 2 3
3112
The composition MixBytes(ShiftRows(SubBytes(X))) is an unkeyed AES round operating on a state
X and is denoted AES_R. The encryption with Deoxys-TBC of a 128-bit plaintext P outputs a 128-bit

ciphertext C. Denoting the initial internal state by X, and the internal state after round i as X,, a pseudo-
code of the algorithm is as follows:

=2+

4 © ISO/IEC 2022 - All rights reserved
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Xy« P
X;,1 < AES_R(AddSubTweakey(X;, A})) foriin [0, ..., Nr-1]
C < AddSubTweakey(Xy,, Ay,)

6.3 Deoxys-TBC decryption

For the decryption, at each round the following four transformations are applied to the internal state in
the following order:

1f dd ag 33 88 07 c’ 31 bl 12 10 59 277 80 ec 5f
60 51 7f a9 19 b5 4a 0d 2d e5 Ta 9f 93 c9 9c ef
a0 e0 3b 4d ae 2a £5 b0 c8 eb bb 3c 83 53 99 61
17 2b 04 Te ba 77 de 26 el 69 14 63 55 21 Oc 7d

+ AddSubTweakey(X, A): XOR the 128-bit round sub-tweakey A (See 6.4) to the internal&tate X. This
function is applied one more time at the end of the last round.

+ MixBytesInv(X): multiply each column of the internal state X by the (4x4) AES MDS matrix M1
(given below, coefficients are displayed in their hexadecimal equivalent of the bimary represgentation
of bit polynomials from GF(2)[x]) in K, where K denotes the base field as;GF(28) defineld by the
irreducible polynomial x8 + x* + x3 + x + 1.

14 11 13 9
Jy=i 9 14 11 13
13 9 14 11
11 13 9 14

-+ ShiftRowsInv(X): rotate the 4-byte i-th row of the internal state X to the right by p[i] ppsitions,
where p = (0, 1, 2, 3).

-+ SubBytesInv(X): apply the 8-bit inverse AES.Sbéx S_inv to each of the 16 bytes of the interpal state
X. The description of this Sbox in hexadecimalnotation is presented in Table 3.

Table 3=- The AES inverse Sbox

0 1 2 3 4 5 6 7 8 9 a b c d e £
0 52 09 6a d5 30\N736 a5 38 bf 40 a3 9e 81  f3  d] fb
1 Tc e3 39 82 9B 2f ff 87 34 8e 43 44 c4 de e cb
2 54  7b 94 32 Va6 c2 23 3d ee 4c 95 Ob 42  fa  c3 de
3 08 2e al 668 28 d9 24 b2 76 S5b a2 49 6d 8b  dl 25
4 72 f8  fe~ .64 86 68 98 16 d4d a4 5¢ cc 5d 65 b 92
5 6c 70 @8~ 50 fd ed b9 da Se 15 46 57 a7 8d  9g 84
6 90 dglHsp 00 8 bc d3 0a f7 e4 58 05 b8 b3 4f 06
7 do 2C le 8f ca 3f 0f 02 cl af bd 03 01 13 84 6b
8 3a 91 11 41 4f 67 dc ea 97 f2 cf ce £0 b4 e 73
9 9%V ac 74 22 e7 ad 35 85 e2 f9 37 e8 1lc 75  df 6e
a 47  f1  1la 71 1d 29 c5 89 6f b7 62 Oe aa 18  be 1b
b fc 56 3¢ 4b c6 d2 79 20 9a db cO fe 78 cd 53 £4
C
d
e
£

For example, for an input value ed, then the output value would be determined by the intersection of the
row with index ‘¢’ and the column with index ‘d’, which would give 53.

The composition SubBytesInv(ShiftRowsInv(MixBytesIinv(X))) is an unkeyed AES inverse round
operating on a state X and is denoted AES_R_Inv. The decryption with Deoxys-TBC of a 128-bit
ciphertext C outputs a 128-bit plaintext P. Denoting the initial internal state by X, and the internal state
after round i as X;, a pseudo-code of the algorithm is as follows:

© ISO/IEC 2022 - All rights reserved 5
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Xy« C
X;,1 < AES_R_Inv(AddSubTweakey(X;, Ay, . ) foriin [0, ..., Nr-1]
P « AddSubTweakey (X, , A()

6.4 Deoxys-TBC tweakey schedule

The input tweakey is denoted as T and is divided into words of 128 bits. More precisely, in Deoxys-
TBC-256, the size of T is 256 bits with the most-significant 128 bits of T denoted W,, the second most-
significgnt W,. For Deoxys-TBC-384, the size of T is 384 bits, with the most-significant 128 bits of [I
denoted| W3, the second most-significant W, and the third most-significant W;. Finally, A; dehotgs
the sub{tweakey (a 128-bit word) that is added to the internal state at round i of the cipher yia thee
AddSubTweakey operation. For Deoxys-TBC-256, a sub-tweakey for round i is defined as (se€ Eigure 1}:

1=pl ® o? ®RC,

1

whereadq for the case of Deoxys-TBC-384 it is defined as (see Figure 2):
L=bl® c? ® ol DRC,

Tweakey schedule

N A A Ay A
_ Pary Al Pary S Pan VA @l N -
P=s, & AES_R & AES_R {Ls ----— AES_R & s.=(

Figure 1 — Deoxys-TBE€:256 with its tweakey schedule

Tweakey schedule

X A A Ay A
P=s, P | SR ' &P )| AES R Il P ---- > | AES R (5 s, =

Figure 2 — Deoxys-TBC-384 with its tweakey schedule

The 128-bitwords 6, G-, G, are outputs of the tweakey schedule algorithm, mitialized With 6g = W,

and O'g = W, for Deoxys-TBC-256 and with 63 =W, O'g =W, and 68 = Wj; for Deoxys-TBC-384.

6 © ISO/IEC 2022 - All rights reserved
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A 16-byte word can be numbered from most-significant to least-significant byte as [0,...,15]. Then,
represented as a (4x4) matrix of bytes, the function h permutes the bytes of a word as follows:

0 4 8 12 1 5 9 13
1 5 9 13 6 10 14 2
_)

2 6 10 14 11 15 3 7

3 7 11 15 12 0 4 8
The-tweakev-schedule-alsorithm-then-uses-twotkincar-Feedback-Shift- Resisters{-ESR}-and-is defined
Ire-twenkeyschedwleadsorithmtheausestwobinearHeedbaelkShitt Registers HHSRard—
ds:

Gi1+1 = h(Gil ),
021 = h(LFSR,(c?)),

0',-3+1 = h( LFSR3(0',-3 )), in the case of Deoxys-TBC-384,

<

here the LFSR, and LFSR; functions are the application of an LFSR to eaclrof the 16 bytes of a fweakey
28-bit word. More precisely, the two LFSRs used are given in Table 4((X;'stands for the most-significant
it of the byte).

O b

Table 4 — LFSRs used in Deoxys-TBC

LESRy (X |1 X1 [ % |1 X3 ] x4 [ X5 || X6 |1 X7 ) = (xq || X0l X3 [ X4 || X5 1] X6 1] %7 || X0 D x7)

LESR; (xo || x1 || X5 1] X3 1| x4 || X5 || X6 || X7 ) = (x7 D %1 || X || xq [| X2 || X3 || X4 || X5 || Xg )

Hinally, RC; are the tweakey schedule round constants, and are defined as:
RCON[i] 0 O
RCON[i] 0 0
RCON[i] 0 0
RCON[i] 0 O

Fhere RCON|i] denotes the##+15-th key schedule constant of the AES. These constants are also|given in
exadecimal notation in(Table 5.

RC; =

o A N R

=0 <

Table 5 — Constants used in Deoxys-TBC

Rounds RCONJi] Constants
i=0tod=16 2F,5E,BC,63,C6,97,35,6A,D4,B3,7D,FA,EF,C5,91,39,72
71 ~SKinny

7.1 SKinny versions

The Skinny algorithm [€] is a tweakable block cipher. Skinny operates on blocks of 16 nibbles or bytes (a
total of 64 bits or 128 bits) numbered from most-significant to least-significant as [0,...,,15]. The internal

© ISO/IEC 2022 - All rights reserved 7
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state X of the cipher is a (4x4) matrix of nibbles or bytes, initialized from the block of 16 nibbles or bytes

as follows:
0o 1 2 3
4 5 6 7
18 9 10 11
12 13 14 15
This dogumentdetresthreeverstonseotSldany—m/t
— Skinny-64/192 for 64-bit blocks and 192-bit tweakey. The tweakey consists of a key of size k=(12B

7.2 Sk
The number of rounds Nr is 40 for Skinny-64/192, 48 for Skinny-128/256 and 56 for Skinny-128/384.

and

Skin
and

Skin
and

a tweak of size t = 192-k.

ny-128/256 for 128-bit blocks and 256-bit tweakey. The tweakey consists of a key.ofsize k= 128
a tweak of size t = 256-k.

ny-128/384 for 128-bit blocks and 384-bit tweakey. The tweakey consists pf a key of size k= 128
a tweak of size t = 384-k.

(inny encryption

The intgrnal state of Skinny is a matrix (4x4) of cells, where each gell.is of 4-bits when n=64 and 8 bitfs
when n4128. X[i,j] denotes the cell located at row i and column j ¢f the matrix.
One rouhd of Skinny encryption has the following five transfermations applied to the internal state ip
this order (see Figure 3):
— Sub(ells
— AddConstants
— AddSubTweakey
— ShiftRowsRight
— Mix[olumns
\;r\ A A
N 4 d
« o D
> >D
> >
Figure 3 — One round of Skinny
— SubCells{X):an Sbox 15 applied to each cell X[i,j] of the cipher internal state X (a 4-bit Sbox when

n=64, an 8-bit Sbox when n=128). The description of these Sboxes in hexadecimal notation is
presented in Tables 6 and 7.

Table 6 — The Skinny 4-bit Sbox

2 3 4 5 6 7 8 9 a b c d e f

9 0 1 a 2 b 3 8 5 d

© ISO/IEC 2022 - All rights reserved
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Table 7 — The Skinny 8-bit Sbox

Table 8 — Round constant used in Skinny

bitwise eXclusive-or. Precomputed values for the round constants can be found in Table 8.

0 1 2 3 4 5 6 7 8 9 a b c d e £

0 65 4c 6a 42 4b 63 43 6b 55 75 5a 7a 53 73 5b  7Tb

1 35 8 3a 81 89 33 8 3 95 25 98 2a 90 23 99 2pb

2 e5 cc e8 cl c9 el c0 e9 ds £5 ds £8 do f0 do £9

3 ab lc a8 12 1b a0 13 a9 05 b5 Oa b8 03 b0 O0b b9

4 32 8 3¢ 85 84 34 8 3d 91 22 9c 2c 94 24 9d 2d

5 62 4a 6c 45 4d 64 44 6d 52 72  5¢ 7c 54 74 54 7d

al la ac 15 1d a4 14 ad 02 bl 0c bc 04 Dbd Qd| bd
el c8 ec c5 cd ed c4 ed dl fl dc fc d4 f4 dd fd
36 8 38 82 8 30 83 39 96 26 9a 28 93 20, 9p| 29
66 de 68 41 49 60 40 69 56 76 58 78 50 AY) 59 79
a6 le aa 11 19 a3 10 ab 06 b6 08 ba 00 b3 09 bb
eb ce ea c2 cb e3 c3 eb de 6 da fa a3 £3 db fb
31 8 3¢ 86 8f 37 87 3f 92 21 9e 2 97 27  9f| 2f
61 48 6e 46 4f 67 47 6f 51 71  5e 2e” 57 77 5f| If
¢ a2 18 ae 16 1f a7 17 af 01 b2 0e~\\be 07 b7 0f| bf
e? ca ee cb6 cf e’ c’ ef dz2 f£2 ae fe a7 £7 df ff

Hor example, for an input value 53, then the output value for the‘8-bit Sbox would be determingd by the

intersection of the row with index ‘s’ and the column with index ‘3’, which would give 45.

+ AddConstants(X, i): a 6-bit LFSR, whose state is denoted (rcs, rcy, res, ey, req, reg) with ricy being
the least-significant bit, is used to generate rotnd constants. Its update function is defined as:
(resl|regllreslire,|ireq|lre) = (regllreslire;|ireqlecpllres @ rey © 1).

The six bits are initialized to zero and updated before use in a given round. The bits from the LFSR
are arranged into a (4x4) matrix of cells{only the first column of the state is affected by the LFSR
bits), depending on the size of internal state:

G 000

cg 000

c, 000

0 00O
with ¢, = res||rezfire, ||reg, €1 = 01]0||res||rey, ¢, = 2 when n=64, and ¢, = 0]|0][0]|0]|rcs||re,||req||reg,
c1 = 0[[0]|0]|QH0{10]|rcs||rey, ¢ = 2 when n=128.
The round-eonstants are combined with the internal state X, respecting matrix positioning, using

Rounds €onstants
i=0toi=15 01,03,07,0F,1F, 38, 3D, 3B, 37, 2F, 1E, 3C, 39,33,27, 0
i=16toi=31 1D, 3a,35,28B,16,2C,18,30,21,02,05,08B,17, 2E, 1C, 38
i=32toi=47 31,23,06,0D,1B,36,2D,1A,34,29,12,24,08,11,22, 04
i=48toi=55 09,13,26,0C,19,32,25,0A

— AddSubTweakey(X, A): XOR the first and second rows of the n-bit round sub-tweakey A (see 7.4) to
the internal state X, respecting the matrix positioning. More formally, for i = {0, 1} and j = {0, 1, 2, 3}

X[ij] = X[ij] © Ali)].

— ShiftRowsRight(X): rotate the 4-cell i-th row of the internal state X to the right by p[i] positions,

where p = (0, 1, 2, 3).
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— MixColumns(X): multiply each column of the cipher internal state matrix X by the following binary
matrix M:

The
is a SKir
encrypt
state by

Xy« P
Xivg < S}
C <Xy,

The fing
same wd

7.3 Sk

For the
internal

10

In

[ = T S =
_ o o
=N

o O O =

01

bar xagarde £op ot coliin s yactar oF ~alle T B o J1 +bhn ot ool oot ar oFf ~nlle 1o
\=2 8 O CCTrS O CCTo1>

[a g

(¢

Mix
Shif]
Add

AddConstants

Sub

Mix
bina

M'l

X
VWOTOLS, TUT ol potc COTUTITTT v e TTOT T [T O, C; o, e~ outputc COTOTIITT vCTTOT

bcDd,ab®ca®cl.

omposition  MixColumns(ShiftRowsRight(AddSubTweakey(AddConstants(SubCells(X),1),A)])
ny round i operating on a state X with a sub-tweakey A and is denoted Skinny_R(X,\A, i). The
on with Skinny of an n-bit plaintext P outputs an n-bit ciphertext C. Denoting the injtial interngl
X, and the internal state after round i as X;, a pseudo-code of the algorithm is as.follows:

kinny_R(X;, A;, 1) foriin [0, ..., Nr-1]

1 value of the internal state matrix provides the ciphertext with cells being unpacked in the
y as the packing in the initialization.

(inny decryption

decryption of Skinny, at each round the following five transformations are applied to the
state in this order:

ColumnsInv
tRowsRightlnv

SubTweakey

CellsInv

ColumnsInv(X); niultiply each column of the cipher internal state matrix X by the followinlg
ry matrix M-1;

0
0

0

0 1

Ino

g R~ AR

0
11
0
0

L1 t]

ther words, for an input column vector of cells [a, b, ¢, d], the output column vector of cells is

[b,bDcDd bddadd].

ShiftRowsRightInv(X): rotate the 4-cell i-th row of the internal state X to the left by p[i] positions,
where p = (0, 1, 2, 3).

AddSubTweakey(X, A): XOR the first and second rows of the n-bit round sub-tweakey A (see 7.4) to
the internal state X, respecting the matrix positioning. More formally, for i = {0, 1} and j = {0, 1, 2, 3}:

X[ij

1= X[i,j] © Alij].

AddConstants(X, i): identical to the encryption function.
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— SubCellsInv(X): an Sbox is applied to each cell X[i,j] of the cipher internal state X (a 4-bit Sbox

when n=64, an 8-bit Sbox when n=128). The description of these Sboxes in hexadecimal no
presented in Tables 9 and 10.

Table 9 — The Skinny inverse 4-bit Sbox

tation is

—_________Tabte 10— The Skinmy inverse 8-bit Sbox

0 1 2 3 4 5 6 7 8 9 a b c d & £

ac e8 68 3c 6¢c 38 a8 ec aa ae 3a 3e 6a ge ea ee

a6 a3 33 36 66 63 e3 e6 el a4 61 34 31 ~ 64 al| ed

8d c9 49 1d 4d 19 89 cd 8 8f 1b 1f 4 DHT4f  cb| cf

85 cO 40 15 45 10 80 <5 82 87 12 17 Y4y 47 c2| c7

96 93 03 06 56 53 d3 d6 d1 94 51 04, 01 54 91| d4

9c ds 58 Oc 5c 08 98 dc 9a 9e Oa Oe 5a 5e da de

95 d0 50 05 55 00 90 45 92 97 0 \07 52 57 d2| 47

9d d9 59 0d 5d 09 99 dd 9% 9f 8P 0f Sb 5f db| df

16 13 83 86 46 43 c3 c6 41  ld~Ncl 84 11 44 81| c4

lc 48 c8 8c 4c 18 88 cc la e 8a 8e 4a 4e ca ce

35 60 el ab 65 30 a0 eb5 32 37 a2 a7 62 67 e? e’

3d 69 e9 ad 6d 39 a9 ed Sk 3f ab af 6b 6f eb ef

26 23 b3 b6 76 73 f3 6 N91 24 f1 b4 21 74 Dbl| fa

2c 78 £8 bc Ic 28 b8 (e 2a 2e ba be Ta Te fa fe
¢ 25 70  f0 b5 75 20 b0 (\f5 22 27 b2 b7 72 77  f2| f£7
i 2d 79 f9 bd 7d 29 BIYU fd 2b 2f bb bf Tb 7f  fb| ff
Hor example, for an input value 45, then the output value for the 8-bit inverse Sbox would be determined
by the intersection of the row with index ‘4’ and the column with index ‘5’, which would give 53
The composition SubCellsinv(AddConstants(AddSubTweakey(ShiftRowsRightInv(MixColumnsinv(X)),
A),i)) is a Skinny round i operating on a state X with a sub-tweakey A and is denoted Skinny_R_Inv(X,
A, 7). The decryption with’Skinny of an n-bit ciphertext C outputs an n-bit plaintext P. Dendting the
ipitial internal state by Xy and the internal state after round i as X;, a pseudo-code of the algorifhm is as
fpllows:
Ny« C
XN;,1 < SkinnylR-Inv(X;, Ay,..;, Nr-1-i) for i in [0, ..., Nr-1]
B« Xy,
The'final value of the internal state matrix provides the plaintext with cells being unpacked in fhe same

ay-as the packing in the initialization

7.4 Skinny tweakey schedule

The input tweakey is denoted as T and is divided into words of n bits. More precisely, in Skinny-64/192,
the size of T is 192 bits with the first most-significant 64 bits of T denoted W3, the second most-
significant W, and the third most-significant W;. For Skinny-128/256, the size of T is 256 bits, with the
first most-significant 128 bits of T'denoted W, and the second most-significant W;. For Skinny-128/384,
the size of T is 384 bits, with the first most-significant 128 bits of T denoted W;, the second most-
significant W, and the third most-significant W;. Finally, A; denotes the sub-tweakey (an n-bit word)

© ISO/IEC 2022 - All rights reserved
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created at round i, half of which is added to the internal state of the cipher via the AddSubTweakey
operation. For Skinny-128/256 a sub-tweakey for round i is defined as:

1 2
AI’:O_l' ®O-i’

whereas for the case of Skinny-64/192 and Skinny-128/384 it is defined as:

7\,-:0',-1 ©® G,-Z 690',-3.

The n-th words 0'1-1, 0'1-2, 61-3 are outputs of the tweakey schedule algorithm, initialized with 66 = W
and 0'5 = W, for Skinny-128/256 and with 0'3 =W, GS = W, and 0'8 = Wj; for Skinny-64/192 an
Skinny-128/384.

O =

A 16-nibpble (or 16-byte) word can be numbered from most-significant to least-significant nibble (qr
byte) as|[0,...,15]. Then, represented as a (4x4) matrix of nibbles (or bytes), the function P, permutes thie
nibbles (or bytes) of a word as follows:

o 1 2 3 9 15 8 13
4 5 6 7 10 14 12 11
8] 9 10 11 - 0 1 2 3
12 13 14 15 4 5 6 7

The twdakey schedule algorithm uses the cell permutation P and Linear-Feedback Shift Register
(LFSR). [tis defined as:

[72)

1 1
o =Prlo;),
2 2
0iy| = Pr(LFSR; (0} ),
63| = P(LFSR; (03)), in the case of Skinny-64/192 and Skinny-128/384,

where the LFSR, and LFSR; functions arethe application of an LFSR to each cell of the two first rows gf
its n-bitcell matrix input (see Figure 4).

—
> > —{ LFSR }—>
> > —{ LFSR >
I T N A
7
AN N AN
14 7
St
v v
Extracted
subtweakey

Figure 4 — Tweakey schedule of Skinny

In the case of Skinny-64/192, LFSR, is using LF.S'REL and LFSR5 is using LFSR?. In the case of
Skinny-128/256, LFSR, is using LFSR;3 and LFSR; is not utilized. In the case of Skinny-128/384, LFSR,

is using LFSR? and LFSRj is using LFSR? . These LFSRs are given in Table 11 (x, stands for the most-
significant bit of the cell).
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Table 11 — LFSRs used in Skinny

LFSR;
LFSRS
LFSR;

LFSRS

(xo 1l %1 [1 X2 1l x3) = (xq || X2 || X3 || X1 D %)
(xo [ x1 [ x5 1| X3 11 x4 || X5 || X || X7 ) = (X1 || X2 |[ 3 || X4 || X5 || X6 || X7 || X0 D %)
(xo 1l %0 [1 X2 1 x3) = (X3 D x0 || X [| X1 1] x3)

(xo 11 %1 1 %2 1] x3 || X4 [| X5 1] X6 || X7 ) = (%7 D xq [| X0 1] X1 || X || X3 || X4 || X5 [ %)
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Annex A
(informative)

Numerical examples

A.1 Introduction

This annex provides numerical examples for Deoxys-TBC and Skinny for each block/tweakey length i

hexadecimal notation.

A.2 Deoxys-TBC

A.2.1 Peoxys-TBC-256

Tweakey

<

Plaintext:

Ciphertgxt:

Key: 101112131415161718191alblcldlelf
Tweak: 0202122232425262700000000000000,0
1857d4edf080e8e2c83aa%e794ebf90d

f86ecad0d69d2c573cdeee96c90f37ac

A.2.2 Deoxys-TBC-384

Tweakey

<

Plaintext:

Ciphertgxt:

A.3 Skinny

Key: 101112131415161°AI'8191alblcldlelf

Tweak: 202122232495262728292a2b2c2d2e2f
00001020304050607000000000000000

d18dblb44adl6fefe23ccd73c2500272

e94c5co6df el 9474bbdd292baa2555fd

A.3.1 $kinny-647192

Tweakey

<

Key: ed00c85b120d6861

—

Plaintext:

Ciphertext:

8153624010908 00U
Tweak: b2dbb41b422dfcd0l
530c61d35e8663c3

dd2cfla8£330303c

A.3.2 Skinny-128/256

Tweakey:

14

Key: 009cec81605d4acld2ae9%e3085d7alf3
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