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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establisHed by the respeciive organization 1o deal with pariicular fields of technical activity. ISO and [ELC

technica
and non

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, fart 2.

The maip task of the joint technical committee is to prepare International Standards. ‘Draft International

Standardg

an International Standard requires approval by at least 75 % of the national bodies castihg a vote.

Attention
rights. IS

ISO/IEC

Subcommmittee SC 27, IT Security techniques.

This secpnd edition cancels and replaces the first edition (ISO/IEC 18033-4:2005), which has been technically

revised.

ISO/IEC
techniqu

—  Part
—  Part
—  Part

—  Part

committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation

s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such-patent rights.

18033-4 was prepared by Joint Technical Committee ISONEC JTC 1, Information technology,

t also incorporates the Amendment ISO/IEC 1803324:2005/Amd.1:2009.

18033 consists of the following parts, undercthe general title Information technology — Securily
s — Encryption algorithms:

1: General
2: Asymmetric ciphers
3: Block ciphers

4: Stream ciphers

© ISO/IEC 2011 — All rights reserved
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Introduction

This part of ISO/IEC 18033 includes stream cipher algorithms. A stream cipher is an encryption mechanism
that uses a keystream to encrypt a plaintext in a bitwise or a block-wise manner. There are two types of
stream ciphers: a synchronous stream cipher, in which the keystream is generated from only the secret key
(fnd an initialization vector) and a self-synchronizing stream cipher, in which the keystream 1s genergted from
the secret key and some past ciphertexts (and an initialization vector). This part of ISO/IEC 18033 ‘describes
both pseudorandom number generators for producing keystream and output functions~to combine a
Keystream with plaintext.

—

his part of ISO/IEC 18033 includes two output functions:

— Binary-additive output function; and

— MULTI-S01 output function.

—

his part of ISO/IEC 18033 includes five dedicated keystream generators:

— MUGI keystream generator;

—+ SNOW 2.0 keystream generator;
—+ Rabbit keystream generator;

—+ Decim"2 keystream generator; and

—+ KCipher-2 (K2) keystream generator.

© ISO/IEC 2011 — All rights reserved \"
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INTERNATIONAL STANDARD ISO/IEC 18033-4:2011(E)

Information technology — Security techniques — Encryption

algorithms —

Part 4:

$Stream ciphers

_—

Scope

—

his part of ISO/IEC 18033 specifies

q) output functions to combine a keystream with plaintext,

b) keystream generators for producing keystream, and

d) object identifiers assigned to dedicated keystream generators in accordance with ISO/IEC 9834.

NOTE 1  The list of assigned object identifiers is given in AnnexA.

bl

OTE 2  Any change to the specification of these algorithms resulting in a change of functional behaviour will
hange of the object identifier assigned to the algorithms\concerned.

Q

Normative references

D)

—

he following referenced documents:'are indispensable for the application of this document. F
bferences, only the edition cited applies. For undated references, the latest edition of the reg
document (including any amendments) applies.

—

5O/IEC 18033-1, Information technology — Security techniques — Encryption algorithms — Part 1:

)

Terms and\definitions

-

or the purposes of this document, the terms and definitions given in ISO/IEC 18033-1 and the
pply.

Q

3.1

result in a

or dated
ferenced

General

following

icandian
rgrerivrarn

method of storage of multi-byte numbers with the most significant bytes at the lowest memory addresses

[ISO/IEC 10118-1:2000]

3.2

ciphertext

data which has been transformed to hide its information content

[ISO/IEC 10116:2006]

© ISO/IEC 2011 — All rights reserved
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3.3
confidentiality
property that information is not made available or disclosed to unauthorized individuals, entities, or processes

3.4
data integrity
property that data has not been altered or destroyed in an unauthorized manner

[ISO/IEC 9797-1:2011]

3.5 Io
decryption
reversal pf a corresponding encryption

[ISO/IE( 10116:2006]

3.6
encryption
reversible transformation of data by a cryptographic algorithm to produce cipheriext, i.e., to hide the
informatipn content of the data

[ISO/IEQ 9797-1:2011]

3.7
initialization value
value used in defining the starting point of an encryption process

3.8
key
sequencg of symbols that controls the operation of a<eryptographic transformation (e.g., encryption,
decryptign, cryptographic check function computation, sighature generation, or signature verification)

[ISO/IEG 11770-1:2010]

3.9
keystregm function
function that takes as input, the current state”of the keystream generator and (optionally) part of the previously
generatgd ciphertext, and gives as output the next part of the keystream

3.10
keystregm generator
state-baged process (i.e., a finite state machine) that takes as input, a key, an initialization vector, and |if
necessaly the ciphertext,-and gives as output a keystream (i.e., a sequence of bits or blocks of bits) ¢
arbitrary length

~h

3.1
n-bit block cipher
block cipherwith the property that plaintext blocks and ciphertext blocks are » bits in length

[ISO/IECT10116:2006}

3.12

next-state function

function that takes as input, the current state of the keystream generator and (optionally) part of the previously
generated ciphertext, and gives as output a new state for the keystream generator

3.13
output function
function that combines the keystream and the plaintext to produce the ciphertext

NOTE This function is often bitwise XOR.

2 © ISO/IEC 2011 — All rights reserved
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3.14
padding
appending extra bits to a data string

[ISO/IEC 10118-1:2000]
3.15

plaintext
unencrypted information

ISO/IEC 18033-4:2011(E)

[[SO/IEC 9797-1:2011]

.16
ecret key
y used with symmetric cryptographic techniques by a specified set of entities

[ISO/IEC 11770-3:2008]
17

ate
aurrent internal state of a keystream generator

4 Symbols and abbreviated terms

41 Symbols

Ope Prefix for hexadecimal values.

o) n-bit variable where 0 is assigned.to,every bit.
AND Bitwise logical AND operation.

AmO[Y] The Y-th bit of the register 4m(® in KCipher-2 (K2).

d Variables in an internal state of a keystream generator.

h Variables in an’internal state of a keystream generator.

drFB Cipher-FeedBack mode of a block cipher.

dTrR Counter mode of a block cipher.

d; Ciphertext block.

Iy, 64-bit constants used for MUGI.

e Symmetric block cipher encryption function using secret key K.
F Subfunction used for MUGI.

FSM Subfunction used for SNOW 2.0.

GF(2") Finite field of exactly 2" elements.

GF(2™)[x] The polynomial ring over the finite field GF(2").

© ISO/IEC 2011 — All rights reserved
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Init Function which generates the initial internal state of a keystream generator.

Vi Initialization vector.

IK Internal key used for KCipher-2 (K2).

K Key.

M Subfunction used for MUGI.

Next Next-state function of a keystream generator.

NLF Nonlinear function used for KCipher-2 (K2).

n Block length.

OFB Output FeedBack mode of a block cipher.

OR Bitwise logical OR operation.

Out Output function combining keystream and plaintext in order to generate ciphertext.
P Plaintext.

P; Plaintext block.

R Additional input to Out.

Sy Subfunction used for MUGI.

Strm Keystream function of a keystream generator.

SUB Lookup table used for MUGI and SNOW 2.0.

Subyo Subfunction used for KCipher-2'(K2).

S; Internal state of a keystream generator.

NOTE During normal operation of the cipher, i will increase monotonically starting from zero. However, during
initializatipn of the ciphers, it.is_econvenient from a notational point of view to let i take negative values and define the
starting state S, in terms of values of S; for i <0.

T Subfunetion used for SNOW 2.0.

Z Keystream.

Z Keystream hlock

aMuL Lookup table used for SNOW 2.0.

aMULO Lookup table with index 0 used for KCipher-2 (K2).

aMULI Lookup table with index 1 used for KCipher-2 (K2).

aMUL2 Lookup table with index 2 used for KCipher-2 (K2).

4 © ISO/IEC 2011 — All rights reserved
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aMuL3 Lookup table with index 3 used for KCipher-2 (K2).
iy MUL Inverse lookup table used for SNOW 2.0.
el Subfunction used for MUGI.
o Subfunction used for MUGI.
’—‘—l Th raall faintaaar o tarthaon ‘ PR ) o e Laouaabar
| e orrancot i ILUBUI 3I CALCT Urdrm Ul Uqual W UaIiC TOAr Ttuirtiveoer AL
T Bitwise complement operation.
o Polynomial multiplication.
Il Bit concatenation.
1, Integer addition modulo 2.
d Bitwise XOR (eXclusive OR) operation.
9 Operation of multiplication of elements in the finite field\GF(2").
HXAMPLE C = A ® B: In this operation, the finite field is reptesénted as a selected irreducible polynomjal F(x) of
degree n with binary coefficients, the n-bit blocks 4 = (ag,ay,...,a,.j)xand B = (bg,b1,...,b,.1) (Where the a; and b, arg bits) are
represented as the polynomials, A(x) = a,.1x"! + a,,x"2 + ... + dy.and B(x) = b, ;x""! + b,,x"2 + ... + b, respectively, then let
d(x) = A(x) ® B(x) mod F(x), i.e., C(x) is the polynomial of degrée at most n—1 obtained by multiplying A(x) and B(y), dividing

— o~

Modular addition operation

t-bit left shift in an n-bit-register.
t-bit right shift in anw-bit register.
t-bit left circular rotation in an »-bit register.

t-bit right circular rotation in an »-bit register.

4.2 Functions

41.2.1 Left-truncation of bits

:|:e result by F(x), and then taking the remainder. If C(x) =¢,. 1x"! + c,,x"2 + ... + ¢, (where the ¢; are bits) then let C be
e n-bit block (cg,cq,.--,¢p-1)-

The operation of selecting the ; leftmost bits of an array A=( ag,ay,...,a,.1) to generate a j-bit array is written

 ~ A)=( da1,-a11)

This operation is defined only when 1 < < m.

See ISO/IEC 10116:2006.

© ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=f8ce2c7ba035c03fc0d87085f58510cd

ISO/IEC

18033-4:2011(E)

4.2.2 Shift operation

The operation Shift is defined as follows: Given an r-bit variable X and a k-bit variable V" where 1 < k < n, the
effect of the shift function Shift is to produce the n-bit variable

Sh’ftk(Xl V) = (.xk, xk+1, cany xn_l, Vo, Vl, aany Vk_l) (k< n)

Shift (X | V') = (v, Vs - Viey) (k=n)

The effe

rightmos} & places of X. When k = n the effect is to totally replace X by V.

See ISO

4.2.3 Variable I(k)

The varigble (k) is a k-bit variable where 1 is assigned to every bit.

5 Framework for stream ciphers

This clau
ISO/IEC
stream ¢

a) The

NOTE 1
generator|
defined in

NOTE 2

b) The

6 Gel

t+ ic ta chift thg hite af arrav V Igft hy I nlacge diccarding « and to nlace-the - arrav 1Zin th
=S+ FHHRE-BHS-OaHa Y18y Praces—alscaralniyg e—o-pra ey ——Hh—th

I

IEC 10116:2006.

se contains a high-level description of a framework for the streafw ciphers specified in this part g
18033. A detailed description of the general model for a stream cipher is provided in Clause 6.
pher specified in this part of ISO/IEC 18033 is defined by the specification of the following processes:

P

keystream generator, which may be either
— a Synchronous keystream generator, or

— a Self-synchronizing keystream generator:

Block cipher modes of operation are methods by which a block cipher can be used to construct a keystream
These modes are standardised in ISO/IEC 10116, and the meaning of the functions used in the specification |s
6.2.1 and 6.2.2.

Block ciphers are defined in this part of ISO/IEC 18033.
output function, which may/be either
— the Binary-additive output function, or

— the MULJA-S01 output function.

neralimodels for stream ciphers

6.1 Keystream generators

6.1.1  Synchronous keystream generators

A synchr

onous keystream generator is a finite-state machine. It is defined by:

a) An initialization function, Init, which takes as input a key K and an initialization vector IV, and outputs an
initial state S, for the keystream generator. The initialization vector should be chosen so that no two

mes

sages are ever encrypted using the same key and the same [V.

© ISO/IEC 2011 — All rights reserved
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b) A next-state function, Next, which takes as input the current state of the keystream generato
outputs the next state of the keystream generator S, ;.

rS;, and

c) A keystream function, Strm, which takes as input a state of the keystream generator S;, and outputs a

keystream block Z,.
When the synchronous keystream generator is first initialized, it will enter an initial state S, defined by:

Se=1nit(1V, K)

@n demand the synchronous keystream generator will, for i=0,1,...:

gd) Output a keystream block Z; = Strm(S;, K).

) Update the state of the machine S;,; = Next(S;, K).

—

herefore to define a synchronous keystream generator it is only necessary to,specify the functions
nd Strm, including the lengths and alphabets of the key, the initialization\vector, the state, and th
lock.

O Q

6.1.2 Self-synchronizing keystream generators

o

beneration of a keystream for a self-synchronizing stream cipher is dependent only on previous cip

0N —

tream cipher is now defined:

internal input for the keystream generator S and » dummy ciphertext blocks C_, C,, ..., C.

-r

b) A keystream function, Strm, that takes as input S and r ciphertext blocks C, |, C ,,, ..., C
keystream block Z,.

i-r

o define a self-synchronizing keystream generator it is only necessary to specify the number of
locks r and the functions /nit and Strm.

o -

NOTE A self-synchroniZing stream cipher differs from a synchronous stream cipher in that the keystream
only on previous ciphertext; the initialization vector and the key, i.e., the keystream generator operates in a
%Shion. As a result, aldecryptor for such a cipher can recover from loss of synchronization after receiving

—h

phertext blocks. This\also means that the method of keystream generation is dependent upon the select
nction Out, which s typically the bitwise XOR operation.

—h

oD

.2 Output functions

6.2.1_"General model of output function

nit, Next
e output

hertexts,

ne key, and the initialization vector. A general model far_a keystream generator for a self-synchronizing

gd) An initialization function, /nit, which takes as input a key K and an initialization vector /7 and olitputs an

and putputs a

eedback

depends
stateless
sufficient
ed output

6.2 specifies two stream cipher output functions, i.e., techniques to be used in a stream cipher to combine a

keystream with plaintext to derive ciphertext.

An output function for a synchronous or a self-synchronizing stream cipher is a function Out that combines a
plaintext block P;, a keystream block Z;, and some other input R if necessary to give a ciphertext block C; (i 2

0). A general model for a stream cipher output function is now defined:

Encryption of a plaintext block P; by a keystream block Z; is given by:

C, = Out(P, Z, R),

© ISO/IEC 2011 — All rights reserved
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and decryption of a ciphertext block C; by a keystream block Z; is given by:

P;=
The outp

p,=

6.2.2 Binary-additive output function

A binary
strings 0
Out take
P;. This f

Out
The ope
Out

NOTE
is require
a Messag

Out -1(C;, Z,, R).
ut function shall satisfy that for any keystream block Z,, plaintext block P, and other input R,

Out-(Out (P, Z;, R), Z;, R).

[¢]

additive stream cipher is a stream cipher in which the keystream, plaintext, and ciphertext blocksar
f binary digits, and the operation to combine plaintext with keystream is bitwise XOR. The operatio
5 two inputs and does not use any additional information R for calculation. Let » to be the bit:length g
Linction is specified by

S=

P, Z,R)=P,® Z,.
ation Out -1 is specified by
'l(Cl., Z,R)=C; @ Z,.

The binary-additive stream cipher does not provide any integrity profection for encrypted data. If data integri
i, either the MULTI-S01 output function or a separate integrity mechanism should be used, such as a MAC, i.g.
e Authentication Code (such mechanisms are specified in ISO/IEC 9797).

<

6.2.3

a) Gengral model of MULTI-S01

MULTI-S01 is an output function for a synchronous stream cipher that supports both data confidentialit
and|data integrity. The MULTI-SO1 encryption” operation is suitable for use in an online environmen
However, the decryption operation of MULTI-S01 can only be performed in an offline situation, as th
integrity check is only performed after receiving all the ciphertext blocks. MULTI-S01 has a securit

par.

irreg
leng
Pad|

NOTE 1
value like

b) The

Input: n+y

Output: Ciphertext C.

1)
2)
3)

4)

ULTI-S01 output function

meter n. The computation of Out depends on the choice of a field GF(2"), i.e., on the choice of a
ucible polynomial over GF(2).aof degree n. The MULTI-S01 function only accepts messages whos|
th is a multiple of n. To encrypt messages whose length is not a multiple of #, a padding mechanisi
M) is required.

[OI= IR

3]

The redundancy R is.generated in such a way that the sender and the receiver share it. R can be a fixed publ
0x00...0.

encryption function Out(P, Z, R)

-bit plaintext P, keystream Z = (Z,, Z,, ...), where Z; are n-bit blocks, n-bit redundancy R.

Let ¢ be the lowest value of i (i 2 0) such that Z; # 0l
Let (Py, Py, ..., P,_ ) = P, where P; is an n-bit block.
SetP,=Z7,,,+3

SetP, .| =R.

© ISO/IEC 2011 — All rights reserved
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5) Foreach P,, do the following calculations (fori =0, 1,..., u + 1):
— LetW,=P,®Z .,
— LetX;=2Z,® W, (in GF(2")).
— LetC,=X;® W,_,, where W, _, is the W value of the previous block i - 1, and ., = 0(),
— SetC=ClCcHC
— Output C.
Higure 1 shows the block diagram of Out function.
P P, P, P,y P,GZ, )Y P,e1(FR)
Z; Z Z
A Wy W
W, (=0)
Co G G
Figure 1 — Outfunction of MULTI-S01 mode
NOTE 2  The irreducible polynomial used-to"define multiplication in the field depends on n. For instance, in thg case of n
H 64 and 128, the irreducible polynomial 0%+ x4+ 3+ x + 1and x128 +x7 + x2 + x + 1 can be used.
d) The decryption function Qutl(P, Z, R)
Input: n-v-bit ciphertext-C, keystream Z, n-bit redundancy R.
Output: Plaintext.P or “reject”.
1) Lettbe-the lowest value of i (i 2 0) such that Z; = 0().
2) <ket(C,y, Cy, ..., C,_) = C, where C; is an n-bit block.
3) Foreach C; do the following calculations (fori =0, 1, ..., v - 1):
— LetX.=C;®W,_,, where W_ =0,
— Let W, =271 ® X, (in GF(2")).
— LetP,=W,®Z .,
4) IfP,_ ,=2,,+and P,_, =R,output P =P, || P, ||... || P, . as plaintext. Otherwise, output the
special symbol meaning “reject’ without any text.
© ISO/IEC 2011 — All rights reserved 9
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Figure 2 shows the block diagram of Out-! function.

d) Padfing mechanism Pad(M)

Only
excq

Input: (n v + ¢)-bit string M, where v is a non-negative integer and 0\s)c < n.
Output: Padded plaintext P.

1) |Pad a bit string "1" at the end of the message.

3) |Output the whole data string in length of (v + n) bits.

NOTE 3

padding mechanism is recommended.

NOTE 4

7 Constructing keystream generators from block ciphers
7.1 Blpck cipher modes for a synchronous keystream generator

711  The OFB-(Output FeedBack) mode and the CTR (Counter) mode

Subclaus

Pv-3 Pv-z(?=Zt+v+1) Pv-l (?=R)

Figure 2 — Out -! function of MULTI-S01 mode

when lengths of input messages are not multiples of », the following\padding mechanism Pad(M)
cuted:

Pad (n — ¢ — 1)-bit string 00 - <- 1) to the string:geénerated by step a).

If the length of the message is a multiple of » in an environment where the length is not certain to be so, th

In order to unpad the message,‘remove consecutive 0 bits at the end of the data, and remove another bit "1".

[¢]

-1 specifies two n-bit block cipher modes for a synchronous keystream generator. They are th

OFB (OU

put Feedback) mode and the U Ik (Lounter) mode or an #-DIT DIOCK CIpher eg..

7.1.2 OFB mode

The OFB mode is defined by one parameter r, 1 < r < n, which is the size of a plaintext and ciphertext block.

The initialization vector IV is an n-bit string. 7V shall be generated differently for two encryptions with the same
key K. The functions /nit, Next and Strm are specified as follows:

10

Init(Iv, K) = IV.

© ISO/IEC 2011 — All rights reserved
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—  Next(S;, K) = eg (S;).
— Strm(S;) = (r~ S)).

NOTE Init(Iv, K) = IV, is equivalent to S, = IV.

2011(E)

In case of the OFB mode, the binary-additive output function defined in 6.2.2 is used. Figure 3 shows the

block diagram of a keystream generator based on CFB mode.

kavstream block

Figure 3 — Keystream generation based on OFB mode

7.1.3 CTR mode

Tlhe CTR mode is defined by one parameter r, 1 < r < n, which is the size of a plaintext and ciphertext

—

he initialization vector /1 is an\x-bit string. It shall be assured that S;# S for two keystreams S,
and Sy’, S;°, S,’, ... generated with the same key K. The functions Init, Next and Strm are specified as

— Init(1V, K) = IV,
—  Next(S£K)=S;+ 1 mod 2.
—  Strm(S;, K) = (r ~ ex(S)))-

NOTE Init(Iv, K) = IV, is equivalent to S, = V.

block.

Sl’ Sz, e
follows:

In case of the CTR mode, the binary-additive output function defined in 6.2.2 is used. Figure 4 shows the

block diagram of a keystream generator based on CFB mode.

© ISO/IEC 2011 — All rights reserved
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7.2 BI

+1

S (counten

kevetrearm biock

Figure 4 — Keystream generation based on CTR mode

pck cipher mode for a self-synchronizing keystream generator

7.21 Introduction to the CFB mode

The CFB mode of an n-bit block cipher is a self-synchrofiizing stream cipher.

7.2.2 CFB mode

The CFH

nsjs1
b.

NOTE 1

The initia

24n, the size b of feedback variable, where 1 < b < n and the size r of the output block, where 1 < r

The value b-r shall be smalt‘compared to 5.

two encryptions with theSame key K. The functions /nit, Next and Strm are specified as follows:

NOTE 2

Init(1v, Ky=1V.

Next(S)= Shift,(S | Shift (I (b)) C;)).

(Cipher FeedBack) mode is defingd by three parameters, i.e., the size j of feedback buffer S;, wher

lization vector 7V shall be a randomly generated j-bit string and also shall be generated differently fq

A0

=

Strm(S, K) = (7 ~ e (7 =~ 3)))-

Init(Iv, K) = IV, is equivalent to S, = V.

In case of the CFB mode, the binary-additive output function defined in 6.2.2 is used. Figure 5 shows the
block diagram of a keystream generator based on CFB mode.

12
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Figure 5 — Keystream generation based on-€FB mode

o0

Dedicated keystream generators

8.1 MUGI keystream generator

8.1.1 Introduction to MUGI

riable S; (i 2 0) consisting of 19 64-bit blocks (note that the term block is used through the specification of

%UGI is a keystream generator which usesca 128-bit secret key K, a 128-bit initialization vector 7V, and a state
UG for a 64-bit block), and outputs-a-keystream block Z; at every iteration of the function Strm.

NOTE This keystream generator is originally proposed in [17].

The state variable S; is sub-divided into a combination of a 3-block variable:
a(i) = (ao(i), al(i), az(i)),
Where a1 is ablock (for j = 0, 1, 2), and a 16-block variable:

b0 =~b,(D), b,0), ..., bys),

whete b () is a block (for j =0, 1, ..., 15).

The Init function, defined in detail in 8.1.2, takes as input the 128-bit key K and the 128-bit initializing vector 7V,
and produces the initial value of the state variable S, = (a(0), 5(0)).

The Next function, defined in detail in 8.1.3, takes as input the 19-block state variable S; = (a(), 5()) and
produces as output the next value of the state variable S, | = (a(*1), p(it1)),

The Strm function, defined in detail in 8.1.4, takes as input the 19-block state variable S; = (a(), () and
produces as output the keystream block Z..

© ISO/IEC 2011 — All rights reserved 13
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Note that the Next function is defined in terms of the functions p, and A, which are defined in 8.1.5 and 8.1.6,
respectively. The function p, is defined in terms of a function F which is defined in 8.1.7

There are three constants used in MUGI, D, in the initialization function Init, and D, D, in p,. These are given

by:

Dy =0x6A09E667F3BCC908,

B6T7AESDO84CAAT3B

D, = 0x3qC6EF372FES4F82B.

8.1.2 |

hitialization function /nit

The initiglization of MUGI is divided into eight steps. The left- and right-half blocks of X are denoted by K, an

K, respe
Input: 12
Output: |

a) Set

b) For
c) For
d) Add

e) For

ctively. IV, and IV are defined in the same manner. The initialization function Init is as follows:

R-bit key K, 128-bit initialization vector 17.

hitial value of the state variable S, = (a(©), 5(0)).

he key K into the part of the state variable a(-4°) as follows:

—  Set (K, K|) = K, where K; is 64 bits for i =0,1.

—  Set ao('49) =K.

—  Set al('49) =K.

—  Set a,(*9) = (K, <<<4, 7) ® (K| >>5¢; 7) @ D,

D, in the above equation is a constant (see 8.1).

= —49, 48, ..., =34, set at* V= p,(ald), 0(64), 0(64)). For the description of p, see 8.1.5.
=0, 1, ..., 15, set b&10) = g, (i-48),

the initialization‘vector 7V into the state a as follows:

— Setl¥ || 1V, = 1V, where IV; is a block.

= Set q)(32) = q)(33) @ 17,

[oN

— Seta,3)=¢q,B @1,

i=-32,-31, ..., -17, set alitl) = p,(al?), 0(64), 0(64)).

f)  Set S = (al10), p(10)),

g) lterate the update function Next 16 times:

14
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Set S, = Next!¢ (S_,¢),
where Next!¢ stands for 16 iterations of the next-state function Next.

h) Output S,,.

8.1.3 Next-state function Next

The next-state function of MUGI is described as a combination of p, and 1, The next-state function Next of
I\hUGI is as follows:

put: State variable S; = (a®), p(0).

Quput: Next value of the state variable S, | = (att1), (1),

— Setal™) = p,(al), b,0), b,,()). The detailed description of the function pris given in 8.1.5.
— Set bt = 4,(bl0), a,()). The detailed description of the function A;is.given in 8.1.6.

— SetS,,, = (ali+)), pli+1)),

— Output §;, ;.

8.1.4 Keystream function Strm

Tlhe keystream function Strm is as follows:

nput: State variable S;.
Qutput: Keystream block Z..
— SetZz;=a,l.

— Output Z,.

8.1.5 Function p;

The function pfjis-as follows:

put: Statevariable al?), two 64-bit parameters wy, w,.

Quiput: The next value of the state variable a(*1).

— Set ao(iﬂ) = al(i).
— Seta,(™) = a,0) ® F(a,(), w)) ® D,.
— Set a,(") = () ® F(a,), (w, <<<¢, 17)) @ D,.

—  Output al*),

D,, D, are constants (see 8.1 for details).
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Figure 6 shows the block diagram of the function p,. The detailed description of the function F is given
in 8.1.7.

i+1) i1) i1)

az(

ao( Cll(

Figure 6 — p, function of MUGI

8.1.6 Kunction 4,

The fundtion 4, is as follows:
Input: State variable 5(), 64-bit parameter a'.
Output: The next value of the state variable »(*1),
— |set bj(i+1) = bj_l(i) forj # 0, 4, 10.
— |setpy i) =p, D@’
— [Set b,(1) = p,() @ p,(0),
— |Set b0t = by()@,(h,,() <<<(, 32).
Output bit1).

8.1.7 FKunction F

FunctionLExgses npnrnﬁnne over the finite field PP(?S)_ In the pnlynnminl rnprnennfnﬁnn’ PF(78) is realized

GF(2)[x] / fix), where f{x) is an irreducible polynomial of degree 8 defined over GF(2). The MUGI keystream
generator uses the following irreducible polynomial:

Sx) =8+t +x+ 1

The function F is the composition of a key addition (the data addition from the part of state variable 5), a non-
linear transformation using the function Sy, a linear transformation using the matrix A/ and byte shuffling (see

Figure 7).

Let us denote the input and the output to the F function as X and Y respectively. Then the function F is as
follows:

16 © ISO/IEC 2011 — All rights reserved
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Input: Two 64-bit strings X and T.
Output: 64-bit string Y.

— X'=XO®T.

—  Set (Xy, X1, X5, X3, Xy, X5, X, X7) = X', where X; is an 8-bit string.

— SetP;=Sp(Xx;)fori=0,1,..,7.

ISO/IEC 18033-4:2011(E)

— SetP; =Py || P, || P, || Ps.
— SetPp =Py || Ps || Pl Py
— SetQ, =M (P)).

— Set Qp =M (Py).

— Set (Qy, 01, 05, 03) = 0.

— Set (04, 05, O, 07) = Op.

— Output Y.

T

Higure 7 shows the block diagram of the function .

— SetY=0, 110511 O Il O3 11 Qo I Oy I Qg Il O5-

vy v

v

v

v

v v

v

SuB

SUB | | SUB

SuB

v

v v

SUB | |SUB||SUB||SuB
M

8.1.8 Function S,

|
v
Y

Figure 7 — function F of MUGI

The function S is the internal function of F. The function S, can be described by using a substitution table. In

this case, the function Sy is as follows:

© ISO/IEC 2011 — All rights reserved
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Input: 8-bit string x.

Output: 8-bit string y.

Sety = SUB [].

Output y.

The SUB used in function Sy is a substitution as follows:

SUB [25

0x63,
Oxca,
0xb7,
0x04,
0x09,
0x53,
0xdo,
0x51,
Oxcd,
0x60,
0xe0,
Oxe7,
Oxba,
0x70,
Oxel,
0x8c,

0x
0x
0x
0x
0x
0x
0x
0x|
0x
0x
0x
0x
0x
0x
0x
0x

7c,
B2,
fd,
-7,
B3,
01,
b,
b3,
Dc,
B1,
32,
8,
78,
Be,
£8,
b1,

0x77,
0xc9,
0x93,
0x23,
0x2c,
0x00,
Oxaa,
0x40,
0x13,
0x4f,
0x3a,
0x37,
0x25,
0xb5,
0x98,
0x89,

0x7b,
0x7d,
0x26,
0xc3,
Oxla,
Oxed,
0xfb,
0x8f,
Oxec,
Oxdc,
0x0a,
Oxo6d,
0x2e,
0x66,
0x11,
0x0d,

0xf2,
Oxfa,
0x36,
0x18,
0Ox1b,
0x20,
0x43,
0x92,
0x5f,
0x22,
0x49,
0x8d,
Ox1lc,
0x48,
0x69,
Oxbf,

0x6b,
0x59,
0x3f,
0x96,
Oxb6e,
Oxfc,
0x4d,
0x9d,
0x97,
0x2a,
0x06,
0xd5,
Oxa6,
0x03,
0xd9,
Oxeb6,

0x6f,
0x47,
0xf7,
0x05,
Ox5a,
Oxbl,
0x33,
0x38,
0x44,
0x90,
0x24,
Ox4e,
Oxb4,
0xfe6,
0x8e,
0x42,

0xc5,
0xf0,
Oxcc,
0x9a,
0xal,
0x5b,
0x85,
0xf5,
0x17,
0x88,
0x5c,
Oxa9,
Oxco6,
0x0e,
0x94,
0x68,

0x30,
Oxad,
0x34,
0x07,
0x52,
Ox6a,
0x45,
Oxbc,
Oxc4,
0x46,
0xc2,
Ox6c,
Oxe8,
0x61,
0x9b,
0x41,

0x01,
0xd4,
0xa5,
0x12,
0x3b,
Oxcb,
0xf9,
0xb6,
Oxa’7,
Oxee,
0xd3,
0x56,
Oxdd,
0x35,
Oxle,
0x99,

0x67,
OxaZ2,
0xe5,
0x80,
Oxd6,
Oxbe,
0x02,
Oxda,
0x7e,
0xb8,
Oxac,
0xf4,
0x74,
0x57,
0x87,
0x2ds

0x2b,
Oxaf,
0xfl,
Oxe2,
0xb3,
0x39,
0x7f,
0x21,
0x3d,
0x14,
0x62,
Oxea,
0x1f,
0x%b 95
0xe9,
Ox0f,

Oxfe,
0x9c,
0x71,
Oxeb,
0x29,
Ox4a,
0x50,
0x10,
0x64,
Oxde;
0x9
Oxe5,
0x4b,
0x86,
Oxce,
0xb0,

0xd7,
Oxa4,
0xds8,
0x27,
Oxe3,
Ox4c,
0x3e,
0Oxff,
0%k5d,
0x5e,
0x95,
0x7a,
Oxbd,
Oxcl,
0x55,
0x54,

Oxab,
0x72,
0x31,
0xb2y
Ox210),
0%58,
0%9f,
0xf3,
0x19,
0x0b,
Oxed,
Oxae,
0x8b,
0x1d,
0x28,
Oxbb,

0x76,
0xe09
0%15,
0x75,
0x84,
Oxcf,
0xa8,
0xd2,
0x73,
0xdb,
0x79,
0x08,
0Ox8a,
0x9%e,
0xdf,
0x16}

8.1.9 Function M

The function M is the internal function of the F function. The:function M is as follows:
Input: 321bit string X.
Output: 32-bit string Y.

Set (x,, X1, X,, X3) = X, where x; is an 8-bit string and an element of GF(28).

— |Set

v} (0x02 0x03 ©Ox01 0x01)(x,
nf| _|0x01 0xp2-0x03 0x01|| x
y|| |0x01 %01 0x02 0x03|x, |
v) 0x0370x01 0x01 0x02)|x,

where 0§01,0x02, and 0x03 are the hexadecimal expressions of the elements of GF(28).

— SetY=y, [y, Ty, 1 rs

Output Y.
8.2 SNOW 2.0 keystream generator

8.2.1 Introduction to SNOW 2.0

SNOW 2.0, in the sequel simply denoted SNOW, is a keystream generator which uses as input a 128 or 256-
bit secret key K, and a 128-bit initialization vector IV. These are used to initiate a state variable S; (i = 0)

18 © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=f8ce2c7ba035c03fc0d87085f58510cd

ISO/IEC 18033-4:2011(E)

consisting of eighteen n = 32 bit blocks. Bit/byte order is big-endian, i.e., if the key and initialization vector are
given as a sequence of bits/bytes, the first/leftmost bit/byte is the most significant of the corresponding data.
For every iteration of the Strm function, a 32-bit keystrem Z; is produced as output.

SNOW'’s state variable S; consists of two components. First, 16 32-bit variables:

all) = (a5, a,0,..., ag?),

implements a linear feedback shift register (LFSR). Secondly, 2 32-bit variables:

b() = (bz(i), b1(i)),

paintains the state of a finite state machine (FSM). SNOW is best understood with reference to [Figure 8,
hich shows a snapshot, at time i, omitting the time dependence variable (i) from the notation.

s -0

.’T“a;‘ fll

15 [ch14 11 5 ey ]

__________________________ - - &,

e T

FSh

Figure 8 — Schematic drawing of SNOW

[ds)

NOW operation is defined-by:

Tihe Init function, defined in detail in 8.2.2, takes as input the 128 or 256-bit key K and the 128-bit /¥, and
roduces the initiaj-valde of the state variable S, = (a(%), 5(0)).

o]

The Next function, defined in detail in 8.2.3, takes as input the 18 32-bit state variable S; = (a/?, p?) and
groduces.@s output the next value of the state variable S..; = (at*1) , p(*1)). The Next function rums in two
n
g

nodes;>depending on whether the iteration performed is part of the initialization, or, of the normal|mode of
enérating output, see below.

The Strm function, defined in detail in 8.2.4, takes as input the 18 32-bit state variable S; = (a?, b?) and
produces as output the 32-bit keystream Z..

NOTE 1 For SNOW, the maximum recommended amount of keystream produced from a given (K,7V) is 250 32 bits.
This bound has been selected to provide good security margin against cryptanalysis, and implies no practical limitation in
applicability of the algorithm.

NOTE 2  The paper [10] is referred for theoretical background on the design rationale for SNOW.
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8.2.2 Initialization function Init
The Initialization function /nit is as follows.
Input: 128- or 256-bit key K, 128-bit initialization vector V.

Output: Initial value of state variable S, = (a(©), »()).

a) Initialize the registers by the key information

— [For a 128-bit key, set (K;, Ky, Ky, Ko) = K, ajs, 39 = aj5 s34 = K3, and ay5,.403Y = a5 1,03 F
7Ky forj=0,1,2,3.

— |For a 256-bit key, set (K7, K, ..., Ko) =K, a15,(3% = K7, and ;5,434 = (K, ) for j = 074 ..., 7.
b) SetF.;; = (al33), b(33)) by:

— [Set vy, vy, vy, V) = IV.

— [Seta(33)=a 34 fori=0,1,2,3,4,56,7,8, 11, 13, 14,

— [Seta;533) = 4,534 @ 1V; a,033) = al2053%) @ IV ay((33) = a3 @ 17, 5 ay(33) = ay(34) @ 17,

_ |set bl('33) = bz('33) =0032).

c) Se

—

5., = Next 32(S_35, INIT), where Next 32 denotes 32 itefations of the Next function.
d) S, =[Next(S.,).

e) Output S,

8.2.3 Next-state function Next

SNOW Has two modes for Next function.

Input: State variable S; = (a ), mode = {INIT, null}.

Output: Next value of thé state variable S, = (a(*1), p(i+1)),

a) Setp, (*1) =T (b,1).

b) Set )I(H'l) = bz(i) +32 as(i) i

c) Forj=0,1,.. l4setq(*) =q,,0

d) If INIT mode, set a;s(*) = (a)) ® o) ® a,() ® (a;,) ® &) & FSM (a;5D , b,(), b,()). Otherwise, set

e) Si+q = (alit]), pli+l)),

f)  OutputS,,, .
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The description of the T function and the finite field arithmetic involving the fixed element « refers to 8.2.5

and 8.2.6, respectively.

NOTE Figure 9 shows the block diagram of the INIT mode of Next function.

r‘l"\.;‘ Iy

15 [cf14 11 5 (e

iy

Figure 9 — INIT mode of Next function

Tlhe definition of the FSM function refers to 8.2.8.

8.2.4 Keystream function Strm

Tlhe keystream function Strm is as follows:

nput: State variable S, .

O

utput: 32-bit keystream Z,.
d) SetZ;=FSM (a;5\), b0, b, ) @ a,),
B) Output Z.

8.2.5 FunctionT

< > -

ewed as GF(2)[x].modulo the irreducible polynomial
flx) = x8 +0AF 3 +x + 1.

nd the pelynomial ring GF(28) [ y ] modulo ( y* + 1).

Q

put:32-bit string w.

he T function is a substitution, specifically a permutation of GF(232), based on components
dvanced Encryption-Standard (AES), ISO/IEC 18033-3. To this end, the finite field GF(28) is used,

from the
which is

Output: 32-bit string g = T(w).
a) Set (w3, wy, wy, wy) = w, where each w; is 8 bit.

b) For;j=0,1,2,3set 1= SUB [wj].

c) Let¢(y) be the polynomial ¢(y) = t;3° + t,)* + 1,y + 1, in GF(2%) [y], where t;is interpreted as an element of

GF(2%) in the natural way: ;= 1, ,x7 + ... + 1, | x + 1,0, 1; . in GF(2).

d) setgq(y) = c(y) e t(y) modulo (* + 1), where c(y) = (x+1)y3 + 32 + y + x in GF(28) [y].

© ISO/IEC 2011 — All rights reserved
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e) associate the 32-bit string ¢ = (¢, ¢, 41, qo) With the result of the above, g(y) = ¢33 + ¢, * + ¢, ¥ * q,-
f)  Output g.

Note that in step c), the two polynomials are multiplied where coefficient-by-coefficient operations are carried
out in GF(28) as defined by f{x) above. The result is then reduced modulo y + 1.

NOTE 1 The AES S-box can be found in 8.1.8.

NOTE 2 The-banerli0lic rafarrad for detaile-of thic (and othar\ ontimisation{s)
+HE-pPepP S To 1o+t ea+o—-a0tan SR E-OtHBH-BpPHH RSO S)-

8.2.6 Multiplication of « in finite field arithmetic
Input: 32}bit string w, representing an element of GF(232).
Output: 2-bit string w’, representing a ® w in GF(232).

a) Setp’ =(w<<3,8)® oy [w>>3524].

b) Output w’.

The fungfion oy, is defined in the following:

o 12541 =

0x000000pP0, 0OXE19FCF13, 0x6B973726, 0x8A08F835, 0xD6876E4C, 0x3718ANSF, 0xBD10596A, 0x5C8F9679,
0x05A7DCP8, 0XE438138B, 0x6E30EBBE, 0x8FAF24AD, 0xD320B2D4, 0x32BR/PC7, 0xB8B785F2, 0x59284AE1,
0x0AE711P9, 0OXEB78DESA, 0x617026BF, 0x80EFE9AC, 0xDC607FD5, 0x3BFFBOCG, 0xBTF748F3, 0x566887E0,
0x0F40CDP1, OXEEDF0212, 0x64D7FA27, 0x85483534, 0xDICTA34D, 0%88586C5E, 0xB250946B, 0x53CF5B78,
0x146722PB, 0xF5F8EDS8S, 0x7FF015BD, 0x9E6FDAAE, 0xC2E04CD7, Ox237F83C4, 0xA9777BF1, 0x48ESB4E2,
0x11COFEP3, 0xFO5F3110, 0x7A57C925, 0x9BC80636, 0xC747904K20x26D85F5C, 0xACDOAT 69, 0x4DAF687A,
0x1E8033pP2, 0xFF1FFC11, 0x75170424, 0x9488CB37, 0xC807554E, 0x2998925D, 0xA3906A68, 0x420FA57B,
0x1B27EFPA, 0OxFAB82089, 0x70B0DSBC, 0x912F17AF, 0xCDAB81D6, 0x2C3F4ECS, 0xA637B6F0, 0x4T7A879E3,
0x28CE44pPF, 0xC9518B8C, 0x435973B9, 0xA2C6BCAA, 0xFEA92AD3, 0x1FD6ESCO, 0x95DELDF5, 0x7441D2E6,
0x2D6998pP7, 0xCCF65714, 0x46FEAF21, 0xA7616032 .0xFBEEF64B, 0x1A713958, 0x9079C16D, 0x71E60ETE,
0%222955P6, 0xC3B69AL5, 0x49BE6220, 0xA821AD33( UxFAAE3B4A, 0x1531F459, 0x9F390C6C, 0x7EA6C3TF,
0x278E89PE, 0xC611468D, 0x4C19BEBS, 0xADS67AAR, OxF109E7D2, 0x109628C1, 0x9A9EDOF4, 0x7BO11FET,
0x3CA966P4, 0xDD36A917, 0x573E5122, 0xB6A19E31, 0xEA2E0848, 0x0BB1C75B, 0x81B9I3F6E, 0x6026F07D,
0x390EBAPC, 0xD891758F, 0x52998DBA, 0xB30642A9, 0XEF89D4D0, 0x0E161BC3, 0x841EE3F6, 0x65812CES,
0x364E77PD, 0xD7D1B88E, 0x5DD940BB, 0xBCU6SFAS, 0XE0OC9I19D1, 0x0156D6C2, 0x8B5SE2EF7, 0x6ACLELEA,
0x33E9ABP5, 0xD2766416, 0x587E9C23, 0xBYE15330, 0XE56EC549, 0x04F10A5A, 0x8EFOF26F, 0x6F663D7C,
0x503588p7, 0xB1AA4784, 0x3BA2BFBL, 0xDA3D70A2, 0x86B2E6GDB, 0x672D29C8, 0xED25D1FD, 0x0CBALEEE,
0x559254PF, 0xB40D9IBLC, 0x3E056329, 0xDF9AAC3A, 0x83153A43, 0x628AF550, 0xE8820D65, 0x091DC276,
0x5AD299PE, 0xBB4D561D, 0x3145AE28, 0xDODA613B, 0x8C55F742, 0x6DCA3851, 0xE7C2C064, 0x065D0F77,
0x5F7545P6, 0XBEEASASS, 0x34E272B0, 0xD57DBDA3, 0x89F22BDA, 0x686DE4CY, 0xE2651CFC, 0x03FAD3EF,
0x4452AAPC, 0xA5CD651F, 0x2FL59D2A, 0xCE5A5239, 0x92D5C440, 0x734A0B53, 0xF942F366, 0x18DD3C75,
0x41F576P4, 0xA06AB987,0x2A6241B2, 0xCBFD8EA1,0x977218D8, 0x76EDD7CB, 0xFCES52FFE, 0x1D7AEQED,
0x4EBSBBP5, 0xAF2A748%{0%25228CB3, 0xC4BD43A0, 0x9832D5D9, 0x79ADIACA, 0xF3ASE2FF, 0x123A2DEC,
0x4B1267PD, 0xAASDASVE, 0x2085502B, 0xC11A9F38, 0x9D950941, 0x7COAC652, 0xF6023E67, 0x1L79DF174,
0x78FBCCP8, 0x9962031B, 0x136CFB2E, 0xF2F3343D, 0xAE7CA244, 0x4FE36D57, 0xC5EB9562, 0x24745A71,
0x7D5C10pP0, 0x9GC3IDF83, 0x16CB27B6, 0xF754E8A5, 0xABDBTEDC, 0x4A44B1CF, 0xCO4C49FA, 0x21D386E9,
0x721CDDP1, 0x93831282, 0x198BEABT, 0xF81425A4, 0xA49BB3DD, 0x45047CCE, 0xCFOC84FB, 0x2E934BES,
0x77BB01P 97 0%9624CELA, 0x1C2C362F, 0xFDB3F93C, 0xAL3C6F45, 0x40A3A056, 0xCAAB5863, 0x2B349770,
0x6C9CEEP3,.0x8D032180, 0x070BDIB5, 0xE69416A6, 0xBA1BSODF, 0x5B844FCC, 0xD18CBTF9, 0x301378EA,
0x693B320B, 0x88A4FD18, 0x02AC052D, 0XxE333CA3E, OXBFBC5C47, 0x5E239354, 0xD42B6B61, 0x35B4A472,
0x667BFFOA, 0x87E43019, 0x0DECC82C, 0xEC73073F, 0xBOFC9146, 0x51635E55, 0xDB6BA660, 0x3AF46973,
0x63DC2392, 0x8243EC81, 0x084B14B4, 0xE9D4DBA7, 0xB55B4DDE, 0x54C482CD, 0xDECCTAFS, 0x3F53B5EB} ;

8.2.7 Multiplication of ¢! in finite field arithmetic
Input: 32-bit string y, representing an element of GF(232).
Output: 32-bit string y, representing o! ® y in GF(232).

a) Sety =(y>>3,8)® ajy Myl mod 256].
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b) Outputy’.

The function ¢, L is defined in the following:

Aipny vmur [2561= |

0x00000000, 0x180F40CD, 0x301E8033, 0x2811COFE, 0x603CA966, 0x7833E9AB, 0x50222955,0x482D6998,
0xC078FBCC, 0xD877BB01, 0xF0667BFF, 0XE8693B32, 0xA04452AA, 0xB84B1267, 0x905AD299, 0x88559254,
0x29F05F31, 0x31FF1FFC, 0x1 9EEDF02, 0x01E19FCF, 0x49CCF657, 0x51C3B69A, 0x79D27664, 0x61DD36A9,
0xE988A4FD, 0xF187E430, 0xDI9624CE, 0xC1996403, 0x89B40DIR, 0x91BB4D56, 0xBIAASDAS, 0xA1A5CD65,
0x5249BE62, 0x4A46FEAF, 0x62573E51, 0x7TA587E9C, 0x32751704, 0x2ATA57C9, 0x026B9737, 0x1A64DTFA,
0x923145AF, 0x8A3E0563, 0xA22FCROD, 0xRA208550, 0xF20DECCA, 0xEAN2ACOS, 0xC213GCFR, 0xDAIC2CAG
0 7BB9E153, 0x63B6A19E, 0x4BAT6160, 0x53A821AD, 0x1B854835, 0x038A08F8, 0x2B9IBC806, 0x339488CB,
OkBBC11A9F, 0xA3CE5A52, 0x8BDFIAAC, 0x93DODA61, 0xDBFDB3F9, 0xC3F2F334, 0xEBE333CA, 0xF3ECT307,
0kA492D5C4, 0xBCID9I509, 0x948C55F7, 0x8C83153A, 0xCA4AETCA2, 0xDCAL3C6F, 0xF4BOFCI1, 0xECBFBC5C,
0k 64EA2E08, 0xTCE56ECS, 0x54F4AE3B, 0x4CFBEEF6, 0x04D6876E, 0x1CDICTA3, 0x34C8075D, 0x2CC74790,
0k8D628AF5, 0x956DCA38, 0xBDTCOACE, 0xA5734A0B, 0XED5E2393, 0xF551635E, 0xDD40A3A0, 0xC54FEI6D,
0fk4D1A7139, 0x551531F4, 0x7D04F10A, 0x650BB1C7, 0x2D26D85F, 035299892, 0x1D38586C, 0x053DLBAL,
OkF6DR6BAG, 0xEEDA2B6B, 0xC6C5EB95, 0xDECAABSS, 0x96E7C2C0, 0x8EE8820D, 0xA6F942F3, 0xBEFEU23E,
0k36A39062, 0x2EACDOAT, 0x06BD1059, 0x1EB25094, 0x569F390C, 0x4E9079C1, 0x6681R93F, 0xIBSEFOF2,
0kDF2B3497, 0xC724745, 0XEF35B4A4, 0xF73AF469, 0xBF179DF1, 0xA718DD3C, 0x8F091DC2p0%d7065D0F,
Ok 1F53CF5B, 0x075C8F96, 0x2FAD4AF68, 0x37420FAS, 0xTF6F663D, 0x676026F0, 0x4F71E6OE, 0x577TEAGC3,
0kE18D0321, 0xF98243EC, 0xD1938312, 0xCI9CC3DF, 0x81B1AAL7, 0x99BEEASA, 0xB1AE2AZL, 0xAOAQ6ABY,
0k21F5F8ED, 0x39FAB820, 0x11EB78DE, 0x09E43813, 0x41C9518B, 0x59C61146, 0x71DJOYBS, 0x69D89175,
0kC87D5C10, 0xD0721CDD, 0xF863DC23, 0XE06CICEE, 0xA841F576, 0xBO4EB5BB, 0x985F7545, 080503588,
0k0805ATDC, 0x100AET11, 0x381B27EF, 0x20146722, 0x68390EBA, 0x70364E77, 0x58278E89, 0x4028CE44,
0
0
0
0
0
0
0
0
0
0
0
0

xB3C4BD43, 0xABCBFD8E, 0x83DA3D70, 0x9BD57DBD, 0xD3F81425, 0xCBF754E8 N0xE3E69416, 0XxFBE9D4DBRB,
. 73BC468F, 0x6BB30642, 0x43A2C6BC, 0x5BAD8671, 0x1380EFE9, 0xOB8FAF24, 0x239E6FDA, 0x3B912F17,
OA34E272, 0x823BA2BF, 0xAA2A6241, 0xB225228C, 0xFA084B14, 0xE2070BD9, 0xCAL6CB27, 0xD21 98BEA,
. SA4C19BE, 0x42435973, 0x6A52998D, 0x725DD940, 0x3A70B0DS, 0x229FF015, 0x0AGE30EBR, 0x12617026,
451 FD6ES5, 0x5D109628, 0x750156D6, 0x6DOEL61B, 0x25237F83, 0%3D2¢3F4E, 0x153DFFBO, 0x0D32BF7D,
x85672D29, 0x9D686DE4, 0xB579AD1A, 0xAD76EDD7, 0XxE55B844F,0xED54C482, 0xD545047C, 0xCD4RA44B1,
L 6CEF89D4, 0x74E0C919, 0x5CF109E7, 0x44FE492A, 0x0CD320B2,0x14DC607F, 0x3CCDAO8L, 0x24C2E04C,
AC977218, 0xB49832D5, 0x9C89F22B, 0x8486B2E6, 0xCCABDB FEY0xD4A49BB3, 0xFCB55B4D, 0XE4BA1BSO,
17566887, 0x0F59284A, 0x2748E8B4, 0x3F47A879, 0x776AC2EL, 0x6F65812C, 0x477441D2, 0x5F7BO1LF,
D72E934B, 0xCF21D386, 0xE7301378, 0xFF3F53B5, 0xBAME3A2D, 0xAF1D7AEQ, 0x870CBALE, 0x9F03FAD3,
. 3EA637B6, 0x26A9777B, 0x0EB8B785, 0x16B7F748, 0x5E9RIEDO, 0x4695DELD, 0x6E841EE3, 0x768B5E2E,
L FEDECC7A, 0xE6D18CB7, 0xCEC04C49, 0xD6CFOC84, 0ROEE2651C, 0x86ED25D1, 0xAEFCE52F, 0XB6F3A5E2 ) ;

8.2.8 Function FSM (x, y, z)

hput: Three 32-bit strings, x, y, and.

o

utput: 32-bit string ¢.

gd) Setg=(x+3,) Pz

H) Outputg.

4.3 Rabbit keystream generator

8.3.1 «lntroduction to Rabbit

Rabbit is a keystream generator which uses a 128-bit secret key K, a 64-bit initialization vector 7V, and a 513-
bit internal state variable S; (i > 0). It outputs a 128-bit keystream block Z; at every iteration of the function

Strm.

The 513 bits of the internal state S; are divided between eight 32-bit state variables X,), ....X;(0, eight 32-bit
counter variables C,9), ...,C;(), and one counter carry bit 50).

The description uses the notation laid out in Clause 4 of this part of ISO/IEC 18033. In addition, a special
notation for bit arrays is used to enhance readability: When labeling the bits of a variable 4, the least
significant bit is denoted by 4(). The notation 4l%-] represents bits 4 through g of variable 4, where bit position
h is more significant than bit position g.
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NOTE 1
blocks. This provides a large security margin against cryptanalysis, while at the same time implying no practical limitations
on the applicability of the algorithm.

NOTE 2
its cryptographic security.

For Rabbit, the maximum recommended amount of keystream produced from a given key K is 24 keystream

The paper [8] is referred for the original proposal of the cipher and the paper [9] is referred for an overview of

8.3.2 Additional variables and notation

For the Rabbit keystream generator, the following notation is added:

In additign, a number of other symbols are used for auxiliary local variables incalgorithm descriptions. Thes

Let K, = KUIS-0), K, = KB31-16]___ and K52 K1127.112]

Constant for Rabbit

Carry bit for Rabbit

Counter variable for Rabbit
Subfunction used for Rabbit

inner state variable for Rabbit

[0

occur only within a given function specification and do not have a global meaning. They are thu
J in the function declaration.

[

hitialization function Init

owing, the initialization function Init of Rabbit is specified.

B-bit key K, 64-bit initialization vector /7.

nitial value of the state variable S, = (b(%), X, x;0), ¢, ), ...,C,©).

iables: counters i, j

b9 as follows:
Set b(9) = 0.
Forj=0,1,..4:

If j is-even, set X,) = K(.,1 mog 5 ) Il K;and C = K14 mod 8 Il K(j+5 mod 8):

— <Eise, set X()= K(j45 mod 5) l| K(+4 mod 8) and ;) = K; 1| K(j+1 mod )

lterate the next-state function Next four times: set S, = Next (S;_,) for i = -8, -7, -6, -5.

Set S_, as follows:

A

b

C

g

X
symbols
describe
8.3.3 |
In the fol
Input: 12
Output: |
Local va
a)

b) Set

1)

2)

c)

d)

1)

24

Modify the counters as follows:

CO(-4) = CO(-S) ®X4('5) @ Jyi31.0] Cl(-4) = Cl(-S) @Xs(-s) ® (]V[63..48] I ]V[31..16])
Cz(-4) = Cz(-S) ® X6(-5) @ Jy163..32] C3('4) = C3('5) @X7('5) ® (IV[47"32] I IV[IS..O])
=, @ x5 @ 3101 C5) = C405) @ X, 5) @ (11163481 || [y131..16])
C6(-4) = CG(-S) ® Xz(-S) @ J163..32] C7(-4 = C7(-5) ® X3('5) ® ([V[47..32] I [V[IS..O])
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e) lterate the next-state function Next four times: set S; = Next (S,|) fori = -3, -2, -1, 0.

f)  Output S, = (b, X,©), ... x;0), C,©), ...,C,).

NOTE

The IV is mixed into the internal state in steps d) and e) of the algorithm. If the application requires frequent re-

initialization under the same key, it makes sense to store the internal state after step c) as master state and to perform
only steps d) through f) for re-initialization.

O

8.3.4 Next-state function Next

Tlhe next-state function Next of Rabbit is specified as follows:

put: State variable S; = (b1, X, ..., X;(), C,0, ..., C;()).

utput: State variable S,,, = (b(*1), X,(*1), ., x,(+1), C (+1), . C (1)),

Local variables: counter j, 33-bit positive integer temp

d) Set constants 4, ..., 4, as follows:

Ay = 0x4D34D34D A, = 0xD34D34D3 A4, = 0x34D34D54  A; = 0x4D34D34D
A4 =0xD34D34D3 A =0x34D34D34 Az = 0x4D3IAD34D A, = 0xD34D34D3

) Let by (D) = pl0)

q Forj=0,1,..7:

— Lettemp = Cj(i) +4;+ bj(i"‘); this résults in a 33-bit value.

— Let b, (1) = templ32].

— Let C*1) = tompl31.0%

d) LetpU*D) = pgli+1)

d) Forj=0,1, % let G, = g(x®), C*1), where the function g is given in 8.3.6.

f] Modify-internal state as follows:

XD = Gy 43y (G <<<35 16) +3, (G <<<3, 16)
XU 7=""G, +3,(G) <<, 8) +5, Gy
NI =Gy 43 (G) <2<, 16) +3, (G <<<3, 16)
XD = Gy 45, (G, <<<3,8) +3, G
XD = Gy 43y (G <2<y, 16) 43, (G, <<<5, 16)
XD = Gy 4y, (G4 <<<3,8) +3, G

© ISO/IEC 2011 — All rights reserved
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X ) = Gy 3y (G5 <<<3, 16) +3, (G, <<<3, 16)

XD = Gy o435 (G <<<38) +3 Gs

g) Output Sy, = (0D, X (1), x,(+1), ¢ (1), .., C,(*),

8.3.5 Keystream function Strm

The key tream-function-Strmof Rabbit is cpnr\ifinr{ as-follows:

Input: State variable S; = (b1, X0, ..., x,0), C,, ..., C,).

Output: Keystream block Z..

a) Setk; as follows:
z,[13-01 = X, [15.0] ® X0 B1.16]
Z [3]..16] = Xo(i) [31..16] ® X3(i) [15..0]
z. 14132 = X0 [15.0] ® X, () B1.16]
7, 163.48] = Xx,0) BL.16] @ X, 05.0
z, 17641 = X, [15.0] ® X, B1.16]
7, 193801 = x,0)B1.16] @ X, () [15.0]
z,111.9] = X, [15.0] @ X, Bre
z, 012 = x () B1.16] @ Lx, 0 [15.0]

b) Output Z..

8.3.6 |
The fung
Input: TW

Output: 3

Function g
tion g is specifiedyas follows:
0 32-bit patameters u and v.

2-bit result g(u,v).

Local va

iahlac: 64 _hit nacitiva intanar famn
RSO PHPOShveHHeger—tehp

a) Lettemp = (u +5, v)?; this results in a 64-bit value.

b) Let g(u,v) = templ31-01 @ templ63.-32],

c) Output g(u,v).

26
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8.4 Decim"2 keystream generator

8.4.1 Introduction to DecimV2

DECIMV2 is a keystream generator which uses an 80-bit secret key K and a 64-bit initialization vector /7.
DECIMV2 is composed of a 192-bit maximum length linear feedback shift register 4, filtered by a 14-variable
Boolean function LF. In keystream generation mode, the output of LF is used to feed a compression block
which is a function called ABSG, whose output finally passes through a 32-bit long buffer B to regulate the
keystream output rate.

C

ECIMV2 is described in Figure 10, which shows a snapshot, at time i, omitting the time dependencq variable
) from the notation.

—

NOTE 1 The paper [6] is referred for theoretical background on the design rationale of DECIMY2:

—

he state variable S; of DECIMV2 consists of the 192-bit value al) = (a,() , a,,..., agy@) of register {4, a 3-bit
ariable 7¢) which corresponds to the state of the compression function ABSG, the 32 bits () = (b, ()|, b,0),...,

<

s, 9) in buffer B, and the number 1¢) of bits in buffer B that are ready to be output.
M message
Fan fan
N N J
191 a, | ay
i ' 1
LF
P&
L N
ABSG - ¢
Buffer B ciphertext

Figure 10 — Schematic drawing of DECIM"2

—

he Initfunction, defined in detail in 8.4.3, takes as input the 80-bit key K and the 64-bit initialization vector 7V,
nd produces the initial value of the state variable S, = (a(0), T(), 5(0), 1(0)),

Q

The Next function, defined in detail in 8.4.5, takes as an input the value of the state variable S; = (a(?) , 70), b0,
10)) and produces as output the next value of the state variable S, = (a(*1), T(*1), p(*1) ji+1)) The Next

function runs in three modes, depending on whether the iteration performed is part of the initialization of the
register, the initialization of the buffer, or the subsequent keystream generation.

The Strm function, defined in detail in 8.4.6, takes as an input the value of the state variable S; = (a() , 70), p(0),
1)), and produces as output a keystream bit Z,.

© ISO/IEC 2011 — All rights reserved 27


https://standardsiso.com/api/?name=f8ce2c7ba035c03fc0d87085f58510cd

ISO/IEC 18033-4:2011(E)

NOTE 2 The standard output rate of DECIMY2 is 1/4. Therefore, in order to synchronize the state variable and the
keystream output, the Next function performs four standard iterations of DECIM2 as specified in [6].

NOTE 3  The compression function of DECIM"2 has a variable output rate, equal to 1/3 on average. Therefore, a buffer
mechanism is used to ensure a constant output rate. The differences between the buffer output rate and the compression
function output rate, as well as the buffer length, have been chosen to ensure that the buffer always functions as expected
with overwhelming probability, as described in 8.4.3.

NOTE4 DECIM'Z is immune to the attacks as described in [18].

8.4.2 Additional variables and notation

For the Decim"2 keystream generator, the following notation is added:

a Inner state variable for Decim'2

ABSG Compression function used for Decim'2
b,b’ Inner state variables for Decim¥2

B Buffering function used for DecimV2

F Linear feedback function used for Decim"2
Lr Inner state variables for Decim¥2

LF Filtering function used for DecimV2

T,7 Inner state variables for Decim¥2

Y Boolean function used for DecimV2

[¢]

In additign, a number of other symbols are used for auxiliary local variables in algorithm descriptions. Thes
symbols|occur only within a given function specification and do not have a global meaning. They are thu
describefl in the function declaration.

[

8.4.3 Initialization function Inijt

The Initiglization function /nitdis.defined as follows.
The Initiglization function Iriit is defined as follows.
Input: 801bit key Ky64-bit initialization vector V.

Output: Ipitiat value of the state variable S, = (a(%), T(), 5(0), 1(0)),

Local variables: counters 7, ;
a) Initialize the register with the key K and the initialization vector V.

— Set a2 = K, for j =0,1,...,79.
— Seta(26) =K, @ IV, forj=80,81,...,143.

— Seta 20 =K, o @1V, 144 @ IV,.1p3 @ IV,.1 1, ® IV, g6 fOrj=144,145,...,159.
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— Seta250) = [V, 4, ® IV, 53 ® 1 for j =160,161,...,191.
b) Initialize the buffer and the compression function:
— Set 7 (-256) = 000.

— Setp (250 =0for;j=0,1,...31.

— Set7(256) =0.

:2011(E)

q Set S, = InitNext!®? (S_,5¢, LFSR).
d) Seti=-64.

&) While 1) < 32 and i<0: set S,,, = InitNext(S; , BUFF) and i = i + 1. The test /() <32 "can be rem
fixed, constant number of steps in the Init function are needed for implementation.

fl SetS,=S..

d) Output S,

> =z

s the output rate of the compression function varies, the number ofysteps required to fill the buffer may vary.
e InitNext(BUFF) function is iterated 64 times at most, which guarantees that the buffer is full with probability

1>-97 On average, the buffer is full after 24 iterations.

—_—

4,
N
N

A
N

JAR
\/

g a; ag

LF

Figure 11 — LFSR mode of Initialization Next-state function InitNext

8.44 Initialization Next-state function InitNext

pved, if a

OTE Steps d), e) and f) of the DECIM"2 initialization involve filling(the buffer before starting the keystregm output.

n step e),
mnore than

Decim¥2 has two modes for the InitNext function: one mode is used during the initialization of the register 4

and the second during the initial filling of the buffer.
Input: State variable S; = (al), 70, (), [()), mode e {LFSR, BUFF}.

Output: Next value of the state variable S, = (a(*1), T0*1), p(i+1)] J(i+1)),

Local variables: counters j, k, buffers £, r, c, state buffers o0, ..., of), 40), ..., #4), O, ., g4, £0),
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LFSR mode (execute if mode = LFSR):

a) Upd

1)
2)

3)
Figure 1
BUFF m
a) Upd

4)

5)

b) Se

—

c) For

2)
d) Set

e) Set

30

ate the state of the register 4 with the following steps:
Set ol0) = 40,
Fork=0,1,2,3:

— Setf, = LF (o) and r = L(a) @ f,.

— Forj=0,1,...,190 set ok*1) = g, ().
—  Set a;q,**1) = 1.
Set ali*1) = ol4).
shows the block diagram of the LFSR mode of InitNext function.
pde (execute if mode = BUFF):
bte the state of the register 4 with the following steps:
Set oA0) = 40),
Fork=0,1,2,3:
—  Setf, = o0 ® LF(ck)) and r = L(ch).
— Forj=0, 1,...,190 set o®*D) = o, (b),
—  Set a]91(k+1) =r.
Set ali*1) = gf4),
70) = 1) | f0) = p(i) | [0) = o),
c=0,1,2,3:
Update the state ‘efythe compression block with the following steps:
— Setc =0 rz(k).

L _Set k1) = ABSG(+X), 1, ).

LE (1) Py TRl

Update the state of the buffer by (A**1) | (k1)) = B(AK) , {5 | output, c ).

TUi+1) = A4)

B+ = A4 and 16+) = (4),

& 4 4 e : 4 4 4 CAL QL
— 1 LO\ =0, uuiput = TINUL. UUICTWIST SCl UUIpPUTl = T"ALOL.
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8.4.5 Next-state function Next

Input: State variable S; = (al), 70, (), (),

Output: Next value of the state variable S;,, = (a(*1), TU*1), p(+1) fi+1)),

Local variables: counters j, k, buffers f;, r, c, state buffers o{0), ..., o4), 0, ..., 44, gO), . A4, £0), . /4.

a) Update the state of the register 4 with the following steps:

7) Set a0 = 400,

8) Fork=0,1,2,3:
— Setf,= o, ® LF(X)) and r = L(cdb).
— Forj=0, 1,...,190 set o+ = o, (b,
— Set a]91(k+1) =r.

9) Setali*l) = o4

H) Set 70 = 70) | A0) = p(i) | [(0) = fi)-1

d Forj=0,1,.., 40-1,set g0 =p,,0

d) Fork=0,1,2,3:

1) If 49 =0, set #*1) = k) | output = TRUE and ¢ = f,. Otherwise update the state of the conjpression
block with the following steps:

— Setc=f,® X

—  Set k1) = ABSG(A), 1,).

— If 7&*1D =(0), 'set output = TRUE. Otherwise set output = FALSE.
2) Updatesthe“state of the buffer by (S*+1) | {+1)) = B(AK) | (k)  output, ¢ ).

) Set 7= £4) | p(i+1) = f4) and [(+1) = (4),

D

OTE 1 The condition £% = 0 in step 1) of step d) should never be satisfied; if it is, this means that the buffer has

ecome empty durlng the keystream generatlon This happens W|th probablllty Iess than 2-80 at every state update see [8]
o b s_not full afte = 5 3 (NOTE),

o _Z

fbrc
this also happens W|th negllglble probablllty

NOTE 2  The InitNext function and the Next function share many computational steps. Indeed, the LFSR mode of the
InitNext function mainly consists of the LFSR update of the BUFF mode and of the Next function, the only difference being

that the Boolean function output is added to the feedback bit. The BUFF mode of the InitNext function and the Next
function differ only in that the buffer B is shifted only in the latter.

8.4.6 Keystream function Strm

Input: State variable S; = (al), 70, (), (),
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Output:

a) Set

Keystream bit Z,.

Z, = by

b) Output Z..

8.4.7

Linear feedback function L

Input: 192-bit string w = (wg,wy,...,w ;).

Output:

8.4.8

Input: 19R-bit string w = (wy,wy,...,w;9;)-

Output:

8.4.9

Input: 13tbit string w = (wg,wy,...,wyy).

Output:

NOTE

8.4.10

Input: 3-hit state 7, input bit c.
Output: 3-bit state 7'= ABSG(T, c).

a) IfT,|=1, set "= T}, otherwise-set T"|= c.

b) Set

c) Set

8.4.11

Input: 32tbit’string b = (b, b ,..., b3;) , index I, Boolean output, input bit c.

Bit g=L(w).

Filtering function LF

Bit g = LF(w). Setq = Y((wy3,wyg ,Was ,Wsa Wes sWioa W11 Wiad »Wie2 sWigaa178 W16 »W191))-

Boolean function Y

Equivalently, ¢ is given by ¢ = 0 if X =0 or X = 3, and.g = 1 otherwise, with X = wy + wy +...+ wj; mod 4.

Compression function ABSG

[, =T, AND (T, ® ¢).

I, = (T, ® 1) ORYY.

Buffering-function B

Output: 32-bit string 5" = ('), b'y,..., b'3;) , index I'.

a) Set

I'=1,b"=b.

b) If output = TRUE and I' < 32, do the following:

(2]
~

32

Setb'I'=c.

SetlI'=I'+1.

Output B(b, I, output, ¢) = (b', I).
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8.5 KCipher-2 (K2) keystream generator

8.5.1 Introduction to KCipher-2 (K2)

KCipher-2 (K2) is a keystream generator which uses as input a 128-bit secret key K and a 128-bit initial vector
1IV. These are used to initialize state variables S; (i = 0) consisting of twenty 32-bit blocks, where S; represents
the internal state of K2 at clock i. Bit/byte order is big-endian, i.e., if the key and initialization vector are given
as a sequence of bits/bytes, the first/leftmost bit/byte is the most significant of the corresponding data. For
every iteration of the Strm function, a 64-bit keystream Z; is produced as output.

>~

2’s state variable S; consists of three components. The first component AY consists of a sequence-gf five 32-
it variables:

lox

A(i)z(A4(i)1 A3(i)5 AZ(i)y Al(i); AO(I)) (Am(l) In GF(232)’ mZO)

hich form the state for a feedback shift register (FSR) A. The second component B?consists of a dequence
f eleven 32-bit variables:

O <

BY=( B, B ..., By") (B, in GF(2%), m20)
which form the state for an FSR B. The third component consists of a set-of four 32-bit variables:

R19.019 R2% 129 in GF(2%)

<

hich maintain the state of a non-linear function. The operation’ of K2 is summarized in Figures 14 and 13,
hich show a snapshot of operation, at time i, omitting the time dependent variable (i) from the notatipn.

<
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The ope

The

state S=(4, B, R10 L1 R2© 120,

The

produces as output the next value of the state variable S, =(4%", B, R1WD [10D go@ ) 201y Ty

Nex

or, df the normal mode of generating output.

The
pro

NOTE 1
2% bits.

NOTE 2

34

WA
L/
(@) f
A4, FsRoA A4 -
Dynamic Feedback
Controller
) M M
NPARERANY, B
A
o8
- BIO IFSR—é BO
E—
R Nonlinear Function. —————
- ) -t
H L
z l lz
Keystream(64bits)

Figure 12'="Schematic drawing of K2

ation of K2 is defined by thé following three functions:

Init function, defined if 8.5.2, takes as input the 128-bit key K and the 128-bit /7 to produce the initigl

Next function;,defined in 8.5.3, takes as input the internal state, S=(4, B?, 1%, £19 r2® 12%) an

O O

function‘runs in two modes, depending on whether the iteration performed is part of the initializatior

Strm function, defined in 8.5.4, takes as input the internal state, S=(4", B?, R1?, 19, R2® 12 and
uces as output the 64-bit keystream Z=(Z", Z;").

The recommended maximum number of keystream bits without either re-keying or re-initializing with new 1V is

For the design rational for K2, refer to [12], [13], [14].
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— P  Dynamic Feedback Controller

8.5.2 Initialization function Init

| | FSRB —P |
— B, B, B, B, F—
|

A Yy v \/
b vy v 4
Subk2 Subkz Subkz Subkz

v 1| oy

D= |« >« (D

T ¢

Keystream(64bits)

Figure 13 — Nonlinear function of K2

The4nitialization function Init works as follows.

Input: 128-bit key K and 128-bit initial vector /7.

Output; Initial value of state variable S=(4”,8”,R1® L1 r2© 12©).

Local variables: counter m.

a) Expand the 128-bit key K=(K,, K, K;, K3) into the 384-bit internal key IK=(IK,, IK,,...,IK,;) as follows:

1) Form=0, 1, 2, 3, set IK,,= K,,.

© ISO/IEC 2011 — All rights reserved
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2) Form=4,5,...,11,
— Ifm=4 or 8, set IK,,= IK,,.4 ® IK,,.,.

— If m=4 set Rcon[0]=(0x01, 0x00, 0x00, 0x00) and IK,=IK,,.s®Subyo((IK .| <<3; 8) ® (IK,..; >>3,
24)) ® Rcon[m/4-1]. The Subk, function is referred to in 8.5.5.

— If m=8 set Rcon[1]=(0x02, 0x00, 0x00, 0x00) and IK,,=IK,,s®Subyo((IK ;.1 <<33 8) ® (IK,.; >>3;
24)) ® Rcon[m/4-1]. The Subg, function is referred to in 8.5.5.

b) Initiglize the registers with the internal key IK and 1V= (IVy, IV}, IV,, IV3).
— Form=0, 1,2, 3, 4, set 4, = IK,.,,
— $et the registers in FSR-B as follows.

By V=1K 0, B\ V=IK, B20=1V, BT=11, B = UK,
Bs"¥= IK,, B V=1V, B,"=1v;, B = IK;, BT = IKs, B, = IK,.

— et the registers in the nonlinear function as follows.

R17%Y=0%00000000, L1 =0x00000000, R2*Y=0x00000000, £25**=0x00000000.
c) Set 5= Next?(S ., INIT), where Next** denotes 24 iterations of the“Next function.

d) Output S,.

We refer{to 8.5.5 for description of the Sub, function.

8.5.3 Next-state function Next

K2 has tyvo modes for the Next function.

Input: State variable S=(4", B?, R1?, 1?9, R2% 129), mode = {INIT, null}.

Output: Next value of the state variable-Sy,;=(4", 3%V R10*1 101 po*1) 1),

Local variables: counter m.

a) Set the variables in the nonlinear function as follows.

—

il

R1 ):SUsz(Lz([) F1y Bg([)),
L1"P=Suby, (R2P+3, B,),
R2 '*”=SubK2(R1"')?,
L2 P=Subra(£17),

b) Forlu=4 12 3 set4 "=y 0

Lans

£

c) Form=0,1,...,9, set B,"*"=B,,.,".

d) ForINIT mode, set 4,""=(a(®4,") ® 4, ® NLF(8,", R2?, R1?,4,%),
For null mode,  set A4,"V=(a,®4,") ® 45"

e) For INIT mode,
i3] 1—A2(f )30] ()

(

, 4

set B,""= (e, 2 T
AO(i))v

R R R A [31] R R R R
“1)®B @B Y"®B"® (s 2 ® B) ® NLF(B,,", L2, L1,
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For null mode,

(i) (i) ()
. A [30] -4 [30] . ; ; A [31] ;
setBi™=((q,2  *a, 2 -1)®@B)@OBY®B®(az 2 T ®B").

f)  set Sy =(4"", B, 1D 10D oD 126Dy,

g

) Output Si.

2011(E)

A,[Y] in {0,1} denotes the Y-th bit of the register 4,”, where 4, [31] is the most significant bit of 4,,”. The
description of the Suby, function and the finite field arithmetic involving the fixed elements, «,, o, @, and «;

r
t

F

8

bfers to 8.5.5, 8.5.6, 8.5.7, 8.5.8, and 8.5.9, respectively. Also, the definition of the NLF functi
p 8.5.10.
igure 14 is a block diagram of the INIT mode of the Next function.
e
N
- T
1 - an
Ao FS.:?—A A4 - w:
A |
Dynamic Feedback
Controller
(T AR

» B, FSR-B B

Wy
NZA

A

Yvy

Nonlinear Function -t
<
-

H L
z z

Figure 14 — INIT mode of the Next function

.54 ~ Keystream function Strm

bn refers

The keystream function Strm works as follows.

Input: State variable S=(4", B?, R1?, 19, 2% 12y,

Output: 64-bit keystream Z=(Z", z}).

a) Set Z"=NLF(B,", L29, L1 4,).

b) Set z= NLF(B,", R27, R1¥, 4,).

c) Setz=(z" z").

© ISO/IEC 2011 — All rights reserved
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d) Output Z,.

The function NLF is defined in 8.5.10.

8.5.5 Function Subgk.

The Suby, function is a permutation of GF(2*?), based on components from the Advanced Encryption Standard
(AES) [ISO/IEC 18033-3]. In Subk, function, the 32-bit input value is divided into four 1-byte strings and a
nonlinear permutation is applied to each byte using an 8x8 bit substitution function (SBox) followed by a 32x32

bit linear-permutation—The-SBox-function-is-the - same-as-SBox of AES —and-the permutation-is-the-same
1 T g

AES Mix| Column operation.

NOTE 1 [The AES SBox function, SBox, can be found in 8.1.8 as the function SUB.
NOTE 2 | Function Subkz produces the same output as function T of 8.2.5.

Input: A B2-bit value w.

Output: A 32-bit string g=Subya(w).

Local vafiables: counter m.

a) Set p=(w; W, ,w; ,wy), where each w,, is 8-bit.

b) For n=0,1,2,3, set t,=SBox(w,,).

c) Set=(g3, 92, 91, 90) as follows.

g,) (02 03 01 01
g, | |01 02 03 01

~
—No

¢, | |01 01 02 03]l

q;) 03 01 01 02)\g

Multjplication of the elements # is performed in GF(2%) making use of the irreducible polynomial
o)A xR+ 1

d) Output q.

8.5.6 Multiplication of g iVGF(2%)

Input: A $2-bit value wywhich represents an element of GF(2*?).
Output: A 32-bit sfring w’, which represents «,®@w in GF(2*).

a) Setp = (w<<s; 8) amuLo[w>>3, 24].

b) Outputw’.
The function ayyg is defined in the following:

Ot [256] =1

0x00000000, 0xB6086D1A, OxAF10DA34,0x1918B72E, 0x9D207768, 0x2B281A72, 0x3230AD5C,
0x8438C046, 0xF940EEDO, 0x4F4883CA, 0x565034E4, 0XxE05859FE, 0x646099B8, 0xD268F4A2,
0xCB70438C, 0x7D782E96, 0x31801F63,0x87887279, 0x9E90C557,0x2898A84D, 0xACAO680B,
0x1AA80511, 0x03BOB23F, 0xB5B8DF25, 0xC8COF1B3, 0x7EC89CA9, 0x67D02B87, 0xD1D8469D,
0x55E086DB, 0xE3ES8EBC1, OxFAFO05CEF, 0x4CF831F5, 0x62C33EC6, 0xD4CB53DC, 0xCDD3E4F2,
0x7BDB89ES8, OXxFFE349AE, 0x49EB24B4, 0x50F3939A, 0XxE6FBFE80, 0x9B83D016, 0x2D8BBDOC,
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0x34930A22,0x829B6738, 0x06A3A77E, 0OxBOABCA64, 0xA9B37D4A, 0x1FBB1050, 0x534321A5,
0xE54B4CBF, OxFC53FB91, 0x4A5B968B, 0xCE6356CD, 0x786B3BD7, 0x61738CF9, 0xD77BE1E3,
0xAAO3CF75, 0x1COBA26F, 0x05131541, 0xB31B785B, 0x3723B81D, 0x812BD507, 0x98336229,
O0x2E3BOF33, 0xC4457C4F, 0x724D1155, 0x6B55A67B, 0xDD5DCB61, 0x59650B27, 0xEF6D663D,
0xF675D113,0x407DBC09, 0x3D05929F, 0x8BODFF85, 0x921548AB, 0x241D25B1, 0xA025E5F7,
0x162D88ED, 0xOF353FC3, 0xB93D52D9, 0xF5C5632C, 0x43CD0E36, 0x5AD5B918, 0xECDDD402,
0x68E51444, 0xDEED795E, 0xC7F5CE70, 0x71FDA36A, 0x0C858DFC, 0xBA8BDEOE6, 0xA39557C8,
0x159D3AD2, 0x91A5FA94, 0x27AD978E, 0x3EB520A0, 0x88BD4DBA, 0xA6864289, 0x108E2F93,
0x099698BD, 0xBFOEF5A7, 0x3BA635E1, 0x8DAES8FB, 0x94B6EFD5, 0x22BE82CF, 0x5FC6ACS59,
0xE9CEC143, 0xFOD6766D, 0x46DE1B77, 0xC2E6DB31, 0x74EEB62B, 0x6DF60105, 0xDBFE6CLF,
0x97065DEA, 0x210E30F0, 0x381687DE, Ox8E1EEAC4, 0x0A262A82, 0xBC2E4798, 0xA536F0B6,
Ox133ESDAC, 0x6E46B33A, 0xD84EDE20, 0xC156690E, 0x775E0414, 0xF366C452, 0x456EA948,
Ox5C761E66, 0xEATET737C, 0x4B8AF89E, 0xFD829584, 0xE49A22AA, 0x52924FB0, OxD6AASFF6,
Ox60A2E2EC, 0x79BA55C2, 0xCFB238D8, 0xB2CA164E, 0x04C27B54, 0x1DDACCT7A, 0xABD2A160,,
Ox2FEA6126, 0x99E20C3C, 0x80FABB12, 0x36F2D608, 0x7A0AE7FD, 0xCC028AE7, 0xD51A3DCY,
0x631250D3, 0xE72A9095, 0x5122FD8F, 0x483A4AA1, OXxFE3227BB, 0x834A092D, 0x35426437,
0x2C5AD319, 0x9A52BE03, Ox1E6ATE45, 0xA862135F, 0xB17AA471,0x0772C96B, 0x2949C658,
Ox9F41AB42,0x86591C6C, 0x30517176, 0xB469B130, 0x0261DC2A, 0x1B796B04,0xAD71061E,
0xD0092888,0x66014592, 0x7F19F2BC, 0xC9119FA6, 0x4D295FEQ, 0xFB2132FEA0XE23985D4,
0x5431E8CE, 0x18C9D93B, OxAEC1B421, 0xB7D9030F, 0x01D16E15, 0x85E9AKS3, 0x33E1C349,
Ox2AF97467,0x9CF1197D, 0xE18937EB, 0x57815AF1, 0x4E99EDDF, 0xF89180C5, 0x7CA94083,
0
0
0
0
0
0
0
0
0
0

xCAA12D99, 0xD3B99AB7, 0x65B1F7AD, 0x8FCF84D1, 0x39C7E9CB, 0x2QDF5EES5, 0x96D733FF,
x12EFF3B9, 0xA4E79EA3, OxBDFF298D, 0x0BF74497, 0x768F6A01, 0xC087071B, 0xD99FB035,
x6F97DD2F, 0XxEBAF1D69, 0x5DA77073, 0x44BFC75D, 0xF2B7AA47 ,0XBE4F9BB2, 0x0847F6AS,
x115F4186, 0xA7572C9C, 0x236FECDA, 0x956781C0, 0x8C7F36EE, 0x3A775BF4, 0x470F7562,
xF1071878, 0xE81FAF56, 0x5E17C24C, 0xDA2F020A, 0x6C276810, 0x753FD83E, 0xC337B524,
xEDOCBA17, 0x5B04D70D, 0x421C6023, 0xF4140D39, 0x702€CD7F, 0xC624A065, 0xDF3C174B,
x69347A51,0x144C54C7,0xA24439DD, 0xBB5CBEF3, 0xO0D54E3E9, 0x896C23AF, 0x3F644EBS,
x267CF99B, 090749481, 0xDC8CA574, 0x6A84C86Eyw0x739C7F40, 0xC594125A, 0x41ACD21C,
xF7A4BF06, 0XxEEBC0828, 0x58B46532, 0x25CC4BA4,0x93C426BE, 0x8ADC9190, 0x3CD4FC8A,
xB8EC3CCC, 0xO0EE451D6, 0x17FCE6F8, OxA1F48BE2};

8.5.7 Multiplication of ¢; in GF(2*)

nput: A 32-bit value w, which repregents an element of GF(2*).
Qutput: A 32-bit string w’, whigh\represents o, ®w in GF(2*?).
d) Setw’'= (w<<j; 8) Samuri[w>>3, 24].

H) Outputw’.

—

he function a7 is defined in the following:

AQuurr [2563A4

0x00006000, 0XxAOF5FC2E, 0x6DC7D55C, 0xCD322972, 0xDAA387B8, 0x7A567B96, 0xB76452E4,
Ox 179 AECA, 0x996B235D, 0x399EDF73, 0xF4ACF601, 0x54590A2F, 0x43C8A4E5, 0xE33D58CB,
Ox2#0F71B9, Ox8FEFA8DO7, Ox1FD646BA, OxBF23BA04, 0x721193FK6,0xD2FE46FC8, 0xC575C102,
0x65803D2C, 0xA8B2145E, 0x0847E870, 0x86BD65E7, 0x264899C9, 0xEB7ABOBB, 0x4B8F4C95,
0x5C1EE25F, OxFCEB1E71, 0x31D93703, 0x912CCB2D, 0x3E818C59,0x9E747077,0x53465905,
0xF3B3A52B, 0xE4220BE1l, 0x44D7F7CF, 0x89E5DERD, 0x29102293, 0xA7EAAF04, 0x071F532A,
0xCA2D7A58, 0x6AD88676, 0x7D4928BC, 0xDDBCD492, 0x108EFDEO, 0xBO7B01CE, 0x2157CAE3,
0x81A236CD, 0x4C901FBF, OxEC65E391, OxFBF44D5B, 0x5B01B175, 096339807, 0x36C66429,
0xB83CE9BE, 0x18C91590, 0xD5FB3CE2, 0x750EC0CC, 0x629F6E06, 0xC26A9228, 0x0F58BB5A,
O0xAFAD4774,0x7C2F35B2, 0xDCDAC99C, 0x11E8EOEE, 0xB11D1CCO, 0xA68CB20A, 0x06794E24,
0xCB4B6756, 0x6BBE9B78, 0xE54416EF, 0x45B1EAC1, 0x8883C3B3, 0x28763F9D, 0x3FE79157,
0x9F126D79, 0x5220440B, 0xF2D5B825, 0x63F97308, 0xC30C8F26, 0x0E3EA654, 0XAECB5ATA,
0xB95AF4B0, 0x19AF089E, 0xD49D21EC, 0x7468DDC2, 0xFA925055, 0x5A67AC7B, 0x97558509,
0x37A07927,0x2031D7ED, 0x80C42BC3, 0x4DF602B1, 0xEDO3FE9F, 0x42AEBY9EB, 0xE25B45C5,
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0x2F696CB7, 0x8F9C9099, 0x980D3E53, 0x38F8C27D, 0xF5CAEBOF, 0x553F1721, 0xDBC59AB6,
0x7B306698, 0xB6024FEA, Ox16F7B3C4, 0x01661D0E, 0xA193E120, 0x6CA1C852, 0xCC54347C,
0x5D78FF51, 0xFD8D037F, 0x30BF2A0D, 0x904AD623, 0x87DB78E9, 0x272E84C7, OXxEALCADBS,
0x4AE9519B, 0xC413DC0C, 0x64E62022, 0xA9D40950, 0x0921F57E, 0x1EBO5BB4, 0xBE45A79A,
0x73778EE8, 0xD38272C6, 0xF85E6A49, 0x58AB9667, 0x9599BF15, 0x356C433B, 0x22FDEDF1,
0x820811DF, 0x4F3A38AD, OXEFCFC483,0x61354914, 0xC1COB53A, 0x0CF29C48, 0xAC076066,
0xBB96CEAC, 0x1B633282, 0xD6511BF0, 0x76A4E7DE, 0xE7882CF3, 0x477DD0ODD, 0x8A4FF9AF,
0x2ABA0581, 0x3D2BAB4B, 0x9DDE5765, 0x50EC7E17, 0xF0198239, 0x7EE30FAE, 0xDE16F380,
0x1324DAF2,0xB3D126DC, 0xA4408816,0x04B57438, 0xC9875D4A, 0x6972A164, 0xC6DFE610,
0x662A1A3E, 0xAB18334C, 0xOBEDCF62, 0x1C7C61A8, 0xBC899D86, 0x71BBB4F4, 0xD14E48DA,
0x5FB4Cp4D, 0xFF413963,0x32731011,0x9286EC3F, 0x851742F5, 0x25E2BEDB, 0xE8D097A9,
0x48256B87, 0xD909A0AA, Ox79FC5C84, 0xB4CE75F6, 0x143B89D8, 0x03AA2712, 0xA35FDB3C,
Ox6E6DFP4E, 0xCE980E60, 0x406283F7, 0xE0977FD9, 0x2DA556AB, 0x8D50AA85, 0x9AC1044F,
O0x3A34FB61,0xF706D113, 0x57F32D3D, 0x84715FFB, 0x2484A3D5, 0xE9B68AAT, 0x49437689,
0x5ED2DB43, 0xFE27246D, 0x33150D1F, 0x93E0F131, 0x1D1A7CA6, 0xBDEF8088, 0x70DDA9SFA,
0xD0285pD4, 0xC7BI9FB1E, 0x674C0730, 0xAATE2E42, 0x0A8BD26C, 0x9BA71941, 0x3B52E56F,
0xF660CfF1D, 0x56953033,0x41049EF9, 0xE1F162D7, 0x2CC34BA5, 0x8C36B78B, 0x02CC3A1C;
0xA239Cp32, 0x6F0BEF40, OxCFFE136E, OxD86FBDA4, 0x789A418A, 0xB5A868F8, 0x155D94D%,
0xBAFODBAZ2, 0x1A052F8C, 0xD73706FE, 0x77C2FADO, 0x6053541A, 0xCOA6A834,0x0D948146,
0xAD617p68, 0x239BFOFF, 0x836E0CD1, 0x4E5C25A3, 0xEEASDI98D, 0xF9387747, 0x59CD8B69,
0x94FFAP1B, 0x340A5E35, 0xA5269518,0x05D36936, 0xC8E14044, 0x6814BC6A,0xIF8512A0,
0xDF70EE8E, 0x1242C7FC, 0xB2B73BD2, 0x3C4DB645, 0x9CB84A6B, 0x518A6319, 0xF17F9F37,
OxE6EE3[LFD, 0x461BCDD3, 0x8B29E4Al, 0x2BDC188F};

8.5.8 Multiplication of o, in GF(2*)

Input: A $2-bit value w, which represents an element of GF(2*?).
Output: A 32-bit string w’, which represents &,®w in GF(2*?):
a) Set fv'= (w<<s, 8) ®amuyra[w>>1, 24].

b) Output w’.

The fundtion ayy.2 is defined in the following:

O [25¢]1={

0x00000pP00, Ox5BF87F93, 0xBoBDFEGB, 0xED4581F8,0x2137B1D6, 0Xx7ACFCE45, 0x978A4FBD,
0xCC723P2E, 0x426E2FE1, 0x19965072, 0xF4D3D18A, 0XxAF2BAE19, 0x63599E37, 0x38A1E1A4,
0xD5E46P5C, 0x8E1C1FCF, 0x%84DC5E8F, 0xDF24211C, 0x3261A0E4,0x6999DF77, 0XxASEBEF59,
O0xFE139pPCA, 0x13561132 0x%x48AE6EALl, 0xC6B2716E, 0x9D4A0EFD, 0x700F8F05, 0x2BF7F096,
0xE785CPB8, 0xBC7DBF2B},0%51383ED3, 0x0AC04140, 0x45F5BC53, 0x1E0DC3C0, 0xF3484238,
0xA8BO3PAB, 0x64C20D8%, 0x3F3A7216, 0xD27FF3EE, 0x89878C7D, 0x079B93B2, 0x5C63EC21,
0xB1266pPD9, OXEAPEY24A, 0x26AC2264,0x7D545DF7,0x9011DCOF, 0xCBE9A39C, 0xC129E2DC,
0x9AD19p4F, 0x79941CB7, 0x2C6C6324, 0xE01E530A, 0xBBE62C99, 0x56A3AD61, 0xOD5BD2F2,
0x8347Cp3D, 0xD8BFB2AE, 0x35FA3356, 0x6E024CC5, 0xA2707CEB, 0xF9880378, 0x14CD8280,
0x4F35FpPL3,0x8AAT735A6, 0xD15F4A35, 0x3C1ACRBCD, 0x67E2B45E, 0xAB908470, 0xFO68FBE3,
0x1D2D7R1B, 0x46D50588, 0xC8CO1A47,0x933165D4, 0xTE74FE42C, 0x258CORRE, OxXEOFFEAROL,
0xB206D402, 0x5F4355FA, 0x04BB2A69, 0x0E7B6B29, 0x558314BA, 0xB8C69542, 0xE33EEAD],
0x2F4CDAFF, 0x74B4A56C, 0x99F12494,0xC2095B07, 0x4C1544C8, 0x17ED3B5B, 0OXxFAA8RAAZ,
0xA150C530, 0x6D22F51E, 0x36DA8BA8D, 0xDBI9F0B75,0x806774E6, 0xCF5289F5, 0x94AAF666,
0x79EF779E, 0x2217080D, 0xEE653823, 0xB59D47B0, 0x58D8C648, 0x0320B9DB, 0x8D3CA614,
0xD6C4D987, 0x3B81587F, 0x607927EC, 0xAC0B17C2, 0xF7F36851, 0x1AB6E9A9, 0x414E963A,
0x4B8ED77A,0x1076A8E9, 0xFD332911, 0xA6CB5682, 0x6AB966AC, 0x3141193F, 0xDC0498C7,
0x87FCE754, 0x09E0F89B, 0x52188708, 0xBF5D06F0, 0xE4A57963, 0x28D7494D, 0x732F36DE,
0x9E6AB726, 0xC592C8B5, 0x59036A01, 0x02FB1592, 0xEFBE946A, 0xB446EBF9, 0x7834DBD7,
0x23CCA444,0xCE8925BC, 0x95715A2F, 0x1B6D45E0, 0x40953A73, 0xADDOBBS8B, 0xF628C418,
0x3A5AF436,0x61A28BA5, 0x8CE70A5D, 0xD71F75CE, 0xDDDF348E, 0x86274B1D, 0x6B62CAES,
0x309AB576, 0xFCE88558, 0xA710FACB, 0x4A557B33, 0x11AD04A0, 0x9FB11B6F, 0xC44964FC,
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0x290CE504, 0x72F49A97, 0xBES86AABY, 0xE57ED52A, 0x083B54D2, 0x53C32B41, 0x1CF6D652,
0x470EA9C1, 0xAA4B2839, 0xF1B357AA, 0x3DC16784,0x66391817, 0x8B7C99EF, 0xD084E67C,
0x5E98F9B3, 0x05608620, 0xE82507D8, 0xB3DD784B, 0x7FAF4865, 0x245737F6, 0xC912B60E,
0x92EAC99D, 0x982A88DD, 0xC3D2F74E, 0x2E9776B6, 0x756F0925, 0xB91D390B, 0xE2E54698,
0x0FAQC760,0x5458B8F3, 0xDA44A73C, 0x81BCD8AF, 0x6CF95957,0x370126C4, 0xFB7316EA,
0xA08B6979, 0x4DCEE881,0x16369712, 0xD3A45FA7,0x885C2034, 0x6519A1CC, 0x3EEL1DESF,
0xF293EE71, 0xA96B91E2, 0x442E101A, Ox1FD66F89, 0x91CA7046, 0xCA320FD5, 0x27778E2D,
0x7C8FF1BE, 0xBOFDC190, 0OxEBO5BE0O3, 0x06403FFB, 0x5DB84068, 057780128, 0x0C807EBB,
0xE1C5FF43, 0xBA3D80D0, 0x764FBOFE, 0x2DB7CF6D, 0xCO0F24E95, 0x9B0A3106, 0x15162ECY,
Ox4EEE515A, 0xA3ABDOAZ, OxF853AF31,0x34219F1F, 0x6FDOE08C, 0x829C6174, 0xD9641EET,
Ox9651E3F4, 0xCDA99C67, 0x20EC1D9F, 0x7B14620C, 0xB7665222, 0xEC9E2DB1, 0x01DBAC49,
Ox5A23D3DA, 0xD43FCC15, 0x8FC7B386,0x6282327E, 0x397A4DED, 0xF5087DC3, 0xAEF00250,
0x43B583A8, 0x184DFC3B, 0x128DBD7B, 0x4975C2E8, 0xA4304310, 0xFFC83C83, 0x33BA0CAD,
0
0

x6842733E, 0x8507F2C6, 0xDEFF8D55, 0x50E3929A, 0x0B1BED09, 0XxE65E6CEF1, OxBDA61368R,,
x71D4234C, 0x2A2C5CDF, 0xC769DD27, 0x9C91A2B4};

8.5.9 Multiplication of a3 in GF(2*)

Wput: A 32-bit value w, which represents an element of GF(2*?).

O

utput: A 32-bit string w’, which represents o;®w in GF(2*?).
q) Setw’= (w<<3 8) @amuLs[w>>s, 24].

B) Outputw’.

Tlhe function a3 is defined in the following:

AQuurz [256]={

0)x00000000, 0x4559568B, 0x8AB2AC73, OxCFEBFAE8, 0x71013DE6, 0x34586B6D, 0xFBB39195,
OxBEEAC71E, 0xE2027AA9, 0xA75B2C22, 0x68BUD6DA, 0x2DE98051, 0x9303474F, 0xD65A11C4,
Ox19B1EB3C, 0x5CE8BDB7, 0xA104F437, 0xE45DA2BC, 0x2BB65844, 0x6EEFOECE, 0xD0O05C9D1,
0x955CIOF5A, 0x5AB765A2, 0x1FEE3329,0x43068E9E, 0x065FD815, 0xC9B422ED, 0x8CED7466,
0x3207B378, 0x775EE5F3, 0xB8B51FQR,.0xFDEC4980, 0x27088D6E, 0x6251DBE5, 0xADBA211D,
OxE8E37796, 0x5609B088, 0x1350E603, 0OxDCBB1CFB, 0x99E24A70, 0xC50AF7C7, 0x8053A14C,
Ox4FB85BB4, 0x0AE10D3F, 0xB40BCA21, 0xF1529CAA, 0x3EB96652, 0x7BE030D9, 0x860C7959,
OxC3552FD2, 0x0CBED52A, 0x498783A1, 0xF70D44BF, 0xB2541234, 0x7DBFE8CC, 0x38E6BE47,
Ox640E03F0, 0x2157557B 0xEEBCAF83, 0xABESF908, 0x150F3E16, 0x5056689D, 0x9FBD9265,
OxDAE4C4EE, 0x4E107FDC, 0%0B492957, 0xC4A2D3AF, 0x81FB8524,0x3F11423A,0x7A4814B1,
OxBS5A3EE49, 0xFOFARB8E2, 0xAC120575, 0xE94B53FE, 0x26A0A906, 0x63F9FF8D, 0xDD133893,
0x984A6E18, 0x57A194E0, 0x12F8C26B, 0xEF148BEB, 0xARA4DDD60, 0x65A62798, 0x20FF7113,
Ox9E15B60D, 0xPB4€E086, 0x14A71ATE, Ox51FE4CF5, 0x0D16F142, 0x484FA7C9, 0x87A45D31,
OxC2FDOBBA, 8x#C17CCA4, 0x394E9A2F, 0xF6A560D7, 0xB3FC365C, 0x6918F2B2, 0x2C41A439,
OxE3AASECL,\0%XA6F3084A,0x1819CF54, 0x5D4099DF, 0x92AB6327, 0xD7F235AC, 0x8B1A881B,
OxCE43DEQ0, 0x01A82468, 0x44F172E3, OxFA1BB5FD, 0xBF42E376, 0x70A9198E, 0x35F04F05,
0xC81€0685, 0x8D45500E, 0x42AEAAF6, 0x07F7FC7D, 0xB91D3B63, 0xFC446DE8, 0x33AF9710,
Ox 76 F6C19B, 0x2A1E7C2C, 0x6F472AA7, 0OxAOACDO5F, OxES5F586D4, 0x5B1F41CA, 0x1E461741,
OxD¥ADEDBO, 0x94F4BRB32, 0x9C20FFEDD, 0xD979A856, 0x169252AF, 0x53CRB0425, 0xFD21C338,
0xA87895B0, 0x67936F48, 0x22CA39C3,0x7E228474,0x3B7BD2FF, 0xF4902807, 0xB1C97E8C,
0x0F23B992, 0x4A7AEF19, 0x859115E1, 0xC0C8436A, 0x3D240AEA, 0x787D5C61, 0xB796A699,
0xF2CFF012, 0x4C25370C, 0x097C6187,0xC6979B7F, 0x83CECDF4, 0xDF267043, 0x9A7F26C8,
0x5594DC30, 0x10CD8ABB, 0xAE274DA5, 0XxEB7E1B2E, 0x2495E1D6, 0x61CCB75D, 0xBB2873B3,
0xFE712538, 0x319ADFC0, 0x74C3894B, 0xCA294E55, 0x8F7018DE, 0x409BE226, 0x05C2B4AD,
0x592A091A, 0x1C735F91, 0xD398A569, 0x96C1F3E2, 0x282B34FC, 0x6D726277,0xA299988F,
0xE7COCEOQO4, 0x1A2C8784, 0x5F75D10F, 0x909E2BF7, 0xD5C77D7C, 0x6B2DBA62, 0x2E74ECE9,
0xE19F1611, 0xA4C6409A, 0xF82EFD2D, 0xBD77ABAG, 0x729C515E, 0x37C507D5, 0x892FCOCB,
0xCC769640, 0x039D6CB8, 0x46C43A33,0xD2308101,0x9769D78A, 0x58822D72, 0x1DDB7BF9,
0xA331BCE7, 0xE668EA6C, 0x29831094, 0x6CDA461F, 0x3032FBAS, 0x756BAD23, 0xBA8057DB,
0xFFD90150, 0x4133C64E, 0x046A90C5, 0xCB816A3D, 0x8ED83CB6, 0x73347536, 0x366D23BD,
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0xF986D945, 0xBCDF8FCE, 0x023548D0, 0x476C1E5B, 0x8887E4A3, 0xCDDEB228, 0x91360F9F,
0xD46F5914, 0x1B84A3EC, Ox5EDDF567, 0xE0373279, 0xA56E64F2, 0x6A859E0A, 0x2FDCC881,
0xF5380C6F, 0xB0615AF4, Ox7F8AAQ1C, 0x3AD3F697,0x84393189,0xC1606702, 0OxOES8BIDFA,
0x4BD2CB71, 0x173A76C6,0x5263204D, 0x9D88DAB5, 0xD8D18C3E, 0x663B4B20, 0x23621DAB,
0xEC89E753, 0xA9D0OB1D8, 0x543CF858, 0x1165AED3, 0xDES8E542B, 0x9BD702A0, 0x253DC5BE,
0x60649335, 0xAF8F69CD, OxEAD63F46, 0xB63E82F1, 0xF367D47A, 0x3C8C2E82, 0x79D57809,
0xC73FBF17,0x8266E99C, 0x4D8D1364, 0x08D445EF};

8.5.10 Function NLF(a,b,c,d)

Input: Fgur 32-bit values, a, b, ¢ and d.
Output: A 32-bit string g.
a) Sety=(a +;,b)DcDd.

b) Output g.
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Annex A
(normative)

Object Identifiers

This annex lists the object identifiers assigned to algorithms specified in this part of ISO/IEC 18033 and
defimesatgorithmmparameterstructuresPlease Tefer to t1SOAEC18033=-3for ObjecttBsformodes4f a block

gpher.

HncryptionAlgorithms-4 ({

iso(l) standard(0) encryption-algorithms (18033) part (4)
asnl-module (0) algorithm-object-identifiers(0) }

DEFINITIONS EXPLICIT TAGS ::= BEGIN

-4- EXPORTS All;

-4- IMPORTS None;

dID ::= OBJECT IDENTIFIER -- Alias

-~ Synonyms --

1s18033-4 OID ::= { iso(l) standard(0) 1s18033((18033) partd(4) }
ild-kg OID ::= { is18033-4 keystream-generator (l) }

ild-scmode OID ::= { is18033-4 stream-ciplier-mode (2) }

-4- Assignments --

ild-kg-mugi OID { id-kg mugi (&) }
ild-kg-snow OID ::= { id-kg snow(Z) }
ild-kg-rabbit OID ::= { id-kg @abbit (3) }
ild-kg-decim2 OID { id-kgrdecim2 (4) }
id-kg-k2 OID ::= { id-kg %k2(5) }

ild-scmode-additive OID)::= { id-scmode additive (1) }
ild-scmode-multis0l QID { id-scmode multisO01l (2) }

-4- Algorithms and) parameters --
JtreamCiphex\ J:= AlgorithmIdentifier {{ StreamCipherAlgorithms }}

JtreamCipherAlgorithms ALGORITHM ::= {
addistiveStreamCipher |
mwlttS0lStreamCipher,

—— Expect additional algorithms —-

}

additiveStreamCipher ALGORITHM ::= ({
OID id-scmode-additive PARMS AdditiveStreamCipherParameters
}

AdditiveStreamCipherParameters KeyGenerator

multiSO0lStreamCipher ALGORITHM ::= {
OID id-scmode-multis0l PARMS MultiSOlStreamCipherParameters
}
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MultiSOlStreamCipherParameters ::= SEQUENCE ({
keyGenerator KeyGenerator,
securityParameter INTEGER DEFAULT 64,
irreduciblePolynoial BIT STRING,
redandancy BIT STRING,
publicParameterR BIT STRING
-- length determined by securityParameter
-- for full interoperability multisOl parameters should
-- include the padding method but they do not have object
T—- 1ldentifiers. Ifor the Time being they will have ToO be
1- negotiated in an application-dependent way

KeyGeng¢rator ALGORITHM ::= {
muglKeyGenerator |
snoyKeyGenerator |
rablpitKeyGenerator |
declm2KeyGenerator |
k2K¢yGenerator,

-- Expect additional algorithms --

mugiKeyGenerator ALGORITHM ::= {
OID|id-kg-mugi PARMS NullParameters

}

snowKeyGenerator ALGORITHM ::= {
OID|id-kg-snow PARMS NullParameters
}

rabbitfeyGenerator ALGORITHM ::={
OID|id-kg-rabbit PARMS NullParameters

decim2KeyGenerator ALGORITHM : :={
OID|id-kg-decim2 PARMS NudllParameters

k2KeyG¢nerator ALGORITHM): :={
OID|id-kg-k2 PARMS*NullParameters
}

NullPatrameters g,.= NULL
-- Cryptogrdphic algorithm identification --
ALGORITHM, : := CLASS {

&i1id OBJECT IDENTITIER UNIQUE;
&Type OPTIONAL

WITH SYNTAX { OID &id [PARMS &Type] }

AlgorithmIdentifier { ALGORITHM:IOSet } ::= SEQUENCE ({
algorithm ALGORITHM.&id( {IOSet} ),
parameters ALGORITHM. &Type( {IOSet}{Q@algorithm} ) OPTIONAL
}
END -- EncryptionAlgorithms-4 --
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Annex B
(informative)

Operations over the finite field GF(2")

2011(E)

For any positive integer n there exists a finite field containing exactly 2” elements. This field is unique up to

somorphism, and In this part of ISO/IEC 13053 It Is referred 1o as the finite field GI(2").

h the polynomial representation, each element of GF(2") is represented by a binary polynomial‘of de
pan n. More explicitly the bit string a = a,_;...a,a,4, is taken to represent the binary polynomial a(x)

I
t
...+ ay,x? + a;x + a,. The polynomial basis is the set B = (x*-1,..., x2, x, 1). For two bit sfrings a = a,,_
andb=b,_ |...b,b\bg, thesumisc=a® b =c, ... cyc;co, Where ¢; = a; @ b,.

Nlultiplication in the finite field, written « ® b, corresponds to the multiplication’ of two polynomials
modulo a binary irreducible polynomial p(x) of degree n. A polynomial is\irceducible if it has no n
divisors.

GF(2M\{0} denoted as GF(2")* is an abelian group with respect to multiplication and the identity is 1
non-zero binary polynomial b(x) of degree less than #n, the multiplicative inverse of b(x), denoted b71(x
gomputed as follows: the extended Euclidean algorithm is used'to' compute polynomials a(x) and ¢(x)
K(x)*a(x) + p(x)*c(x) = 1. Hence, a(x)*b(x) mod p(x) = 1, which means b»7!(x) = a(x) mod p(x). The
Huclidean algorithm is described in [15].

gree less
- an_lxn-l

.. .azalao

5 a(x)b(x)
on-trivial

For any

, can be
such that

bxtended

© ISO/IEC 2011 — All rights reserved

45


https://standardsiso.com/api/?name=f8ce2c7ba035c03fc0d87085f58510cd

ISO/IEC 18033-4:2011(E)

Annex

C

(informative)

Examples

C.1 Example for MUGI

C.1.1 Key, initialization vector, and keystream triplets
K = 00 Op 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
Iv= 00 Op 00 00 00 00 00 00 0O 00 OO 00 00 0O 00 0O
Z = c7 6 14 €7 08 36 e6 b6 cb 0e 9c 5a 0b £f0 3e le Oa cf 9a f4 9e be 6d 67 d5 72 6&.87 4b 13 97 ac.
K = 00 Op 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
IV= 34 6L 69 88 51 81 21 39 01 55 00 a5 3b 7e 59 87
Z = 2a afl c5 c¢7 20 73 bl b3 a9 dl 0d c6 85 50 66 10 28 30 56 0d 9a 24 65 _€949c 29 1c 13 81 4e 08 8d.
K =51 34 00 bl 04 a0 59 91 30 ad 00 fc 48 d7 59 e0
Iv= 00 Op 00 00 00 OO 00 OO 00 0O OO 00 OO 00 0O 00
Z = bd djf ad 5f 04 b8 86 25 c3 ad ac el 56 dl cl 99 36 ff ad4 e9<¢a7VvEd f7 5a aa b8 29 13 42 85 aa 4b.
K =69 ¢f/] 06 ee 52 95 37 2c 75 13 01 47 30 23 79 93
IV= 2a 0p 45 c8 49 27 49 d5 3a 9o 16 4a 25 ed4 49 15
Z = e3 ckg 67 a0 25 5b 0f 28 2d 9a 5b 1b bd f7 f2 df 84 eb 46 f6 07 d6 e6 dd 32 86 13 43 94 dd 95 fb.
C.1.2 Sample internal states
K = 00 Op 02 03 04 05 06 07 08 09 0Oa Ob 0Oc Qd-De Of
Iv= f0 d0 cO0 b0 a0 90 80 70 60 50 40 30620 10 00
Z = bc 6p 43 06 14 b7 9o 71 71 a6 66 81 ‘€3 55 42 de 7a ba 5b 4f b8 0Oe 82 d7 0Ob 96 98 28 90 bo el 43
Intermedfiate values of the interngl\state
rho funcfkion 0
a: 00010p0304050607 08090a0k0c0d0e0f 7498f5f1e727d094
b: 00000pP0O00O00O00O00O0 00000LPO0O0000000 0000000000000000 0000000000000000
00000p0000000000 0QB0000000000000 0000000000000000 0000000000000000
00000p0000000000-.0000000000000000 0000000000000000 0000000000000000
00000p0000000Q0BY0000000000000000 0000000000000000 0000000000000000
rho funcfgion 1
a: 08090p@kOc0d0e0f 9724d9144c5d8926 64b47311d52100a5
b: 0000000000000000 U0U0UU000U0000U0000 UU00000000000000 0000000000000 000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 08090a0b0c0d0elf
rho function 2
a: 9724d9144c5d8926 09671cfbcfaa95fb €2d338166cd8c44l
b: 0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 9724d9144c5d8926 08090a0b0c0d0elf
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rho function 3

09671cfbcfaad95fb
0000000000000000
0000000000000000
0000000000000000
0000000000000000

rho function 4

9c0c2097edb20067
0000000000000000

9¢0c2097edb20067
0000000000000000
0000000000000000
0000000000000000
09671cfbcfaad95fb

c08eeddcb2d08591
0000000000000000

6ef29c62b7691210
0000000000000000
0000000000000000
0000000000000000
9724d9144c5d8926

201239b2b04d5d6a
0000000000000000

0000000000000000
0000000000000000
0000000000000000
08090a0b0c0d0e0f

0000000000000000
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oo
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0000000000000000
0000000000000000
9c0c2097edb20067

ho function 5

c08eeddcb2d08591
0000000000000000
0000000000000000
0000000000000000
9¢c0c2097edb20067

ho function 6

738177859£3210f6
0000000000000000
0000000000000000
0000000000000000
9c0c2097edb20067

ho function 7

b36b4d944£5d04cb
0000000000000000
0000000000000000
0000000000000000
9¢c0c2097edb20067

ho function 8

2d13c00221057d8d
0000000000000000
0000000000000000
2d13c00221057d8d
9c0c2097edb20067

ho function 9

20ead047%e08cdc3
00000Q€000000000
0000000000000000
2d13c00221057d8d
960c2097edb20067

0000000000000000
0000000000000000
09671cfbcfaad95fb

738177859£3210f6
0000000000000000
0000000000000000
0000000000000000
09671cfbcfaad5fb

b36b4d944£5d04chb
0000000000000000
0000000000000000
0000000000000000
09671cfbcfaad95fb

2d13c00221057d8d
0000000000000000
0000000000000000
b36b4d944£5d04ch
09671cfbcfaad95fDb

20ead0479e€3cdc3
000000009B000000
0000000000000000
bB6H4d944£5d04ch
09671cfbcfaad95£fb

591a6857e3112cee
0000000000000000
0000000000000000
b36b4d944£5d04ch
09671cfbcfaad95fb

0000000000000000
0000000000000000
9724d9144c5d8926

48963357b89312eb
0000000000000000
0000000000000000
0000000000000000
9724d9144c5d8926

bcT7ac7e83f40ccal
0000000000000000
0000000000000000
738177859£3210f6
9724d9144c5d8926

65e12d98fk29feca
000000Q000000000
0000000000000000
738%77859f3210f6
9724d9144c5d8926

7169%9edbc504968d2
0000000000000000
0000000000000000
738177859£3210f6
9724d9144c5d8926

8269181leeB80366al
0000000000000000
0000000000000000
738177859£3210f6
9724d9144c5d8926

0000000000000000
0000000000000000
08090a0b0c0d0elf

0000000000000000
0000000000000000
c08eeddcb2d08591
08090a0b0c0d0e0f

000000Q000000000
000600600000000000
c08eeddcb2d08591
08090a0b0c0d0e0f

0000000000000000
0000000000000000
c08eeddcb2d08591
08090a0b0c0d0e0f

0000000000000000
0000000000000000
c08eeddcb2d08591
08090a0b0c0d0elf

0000000000000000
20ead0479e63cdc3
c08eeddcb2d08591
08090a0b0c0d0e0f

rho function 10

591a6857e3112cee
0000000000000000
0000000000000000
2d13c00221057d8d
9¢0c2097edb20067

rho function 11

a:
b:

dfbbb88c02c9c80a
0000000000000000
0000000000000000

dfbbb88c02c9c80a
0000000000000000
0000000000000000
b36b4d944£5d04ch
09671cfbcfaad95fb

5cc4835080bc5321
0000000000000000
dfbbb88c02c9c80a
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£a312d220e£f73c78
0000000000000000
591a6857e311l2cee
738177859£3210f6
9724d9144c5d8926

78e69bd217041ca’
0000000000000000
591a6857e3112cee

0000000000000000
20ead0479e63cdc3
c08eeddcb2d08591
08090a0b0c0d0e0f

0000000000000000
20ead0479e63cdc3
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2d13c00221057d8d
9c0c2097edb20067

rho function 12

5cc4835080bc5321
0000000000000000
5cc4835080bc5321
2d13c00221057d8d
9¢c0c2097edb20067

b36b4d944£5d04ch
09671cfbcfaad5fb

£d5755df9ccOceb9
0000000000000000
dfbbb88c02c9c80a
b36b4d944£5d04ch
09671cfbcfaa9d95fb

738177859£3210f6
9724d9144c5d8926

dd032b76£3534504
0000000000000000
591a6857e3112cee
738177859£3210f6
9724d9144c5d8926

c08eeddcb2d08591
08090a0b0c0d0e0f

0000000000000000
20ead0479%e63cdc3
c08eeddcb2d08591
08090a0b0c0d0e0f

rho funcfion 13

£d575pdf9ccOceb?
00000pP0000000000
5cc48B5080bc5321
2d13cp0221057d8d
9c0c2P97edb20067

rho funcfion 14

a:
b:

c905dp8£50£fa71db
00000p0000000000
5cc48B5080bc5321
2d13cp0221057d8d
9c0c2P97edb20067

rho funcfion 15

bfe24B5ac2696¢cc7
00000p0000000000
5cc48B5080bc5321
2d13cp0221057d8d
9c0c2P97edb20067

buffer ipit

7dea2plcboldifea
7deazplcbold4fea
5cc48B5080bc5321
2d13¢cp0221057d8d
9c0c2P97edb20067

rho funcfgion 0

a:

8d0afpdcO6bddf6a

rho funcfion 1

a:

9a9b0pc4499b787d

rho funcfion 2

a:

43540[7£3bbc2e760

rho funcfgién 3

a:

c905d08£50fa71db
0000000000000000
dfbbb88c02c9c80a
b36b4d944£5d04ch
09671cfbcfaad95fb

bfe2485ac2696¢cc7
0000000000000000
dfbbb88c02c9c80a
b36b4d944£5d04ch
09671cfbcfaa9d95fb

7deaz26lcb6ld4fea
bfe2485ac2696c¢cc7
dfbbb88c02c9c80a
b36b4d944£5d04ch
09671cfbcfaad95fb

eafb528479pb687d
bfe2485ac2696cc?
dfbbb88c02c9c80a
b36b4d944£5d04ch
09671cfbcfaad95fb

9a9b02c4499K5787d

435407 £3bbc2c760

b5117172dc£f5e507

cfcb255e594b38ee
0000000000000000
591a6857e3112cee
738177859£3210f6
9724d9144c5d8926

0a77652c7dbcc580
c905d08£50fa71db
591a6857e3112cee
738177859f3210f6
9724d9144c5d8926

3991ce48el05a4al
c905d08f50fa71db
591a6857e3112cee
738177859£3210f6
9724d9144c5d8926

eb8189612089ff0b
c905d08£50fa71db
59La6857e3112cee
738¥77859£3210f6
9724d9144c5d8926

£100cffe031d365b

b8576326c43c7141

10d44d672b0cb32b

£d5755df9ccOceb9
20ead0479%e63cdc3
c08eeddcb2d08591
08090a0b0c0d0e0f

£d5755d£9ccOceb9
20ead0479%e63cdc3
c08eeddcb2d08591
08090a0b0c0d0e0f,

£d5755df9ccOceb9
20e3d0479%e63cdc3
o08eeddcb2d08591
08090a0b0c0d0e0f

£d5755d£9ccOceb9
20ead0479%e63cdc3
c08eeddcb2d08591
08090a0b0c0d0e0f

b5117172dcf5e507

rho function 4

a:

9157292760b2892f

rho function 5

a:

aee0542493e7889%¢e

rho function 6

a:

48

a9f2f7fac6cfflff

9157292760b2892f

aee0542493e7889%e

ad9f2f7fac6cfflff

9cb8969£9fc84dc6

45de3ed448a22a274

d92646e5bf6e90£fd

668ac5cf634db73d

d3db5a83153c2d75
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rho function 7
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a: 9cb8969f9fc84dc6 bl260b2ec980a340 4c06fbal602d20da

rho function 8

a: bl260b2ec980a340 192a6£d877969848 4e9d5f10f22daadd

rho function 9

a: 192a6£d877969848 bbac287d38601209 c31e21b47993441d

rho function 10

al: bbac287d38601209 d58486545129be34 88b995cf25723d71

rho function 11

al: d58486545129be34 c8af8f1422e98119 7cb36£f5145a5f171

rho function 12

al: c8af8f1422e98119 00bba31208laad44d5 2e8517e066c8b410

rho function 13

al: 00bba31208laad4d5 2£3864a9c279%aldc 4elbalaafc06cb55

rlho function 14

al: 2£3864a9c279%ald4c 6551f5e9cbclel0d7 acf8aaa64583d0d7

rho function 15

al: 6551f5e9cbcle0d7 4e466dffcb92db48 4a8ffe073636£5c3

sftate init

al: 4ed66dffcb92db48 f5eb67b928359d8b 5d3c3lalafPed/8f
7dea26lcb6lddfea bfe2485ac2696cc7 c905d08£50fa71db £d5755df9ccOceb9
5cc4835080bc5321 dfbbb88c02c9c80a 591a685%€3112cee 20ead0479e63cdc3
2d13c00221057d8d b36b4d944£5d04cb 7381L77859f£3210f6 c08eeddcb2d08591
9c0c2097edb20067 09671cfbcfaad95fb 9724d9144c5d8926 08090a0b0c0d0e0f

update 1

al: £5eb67b928359d8b ace6a90bdelaf786 529108c358fadada

bl: 464£f67f4c79fd547 T7deal26lcbb6dddfea bfe2485ac2696cc7 ¢905d08£50fa71db
ddbd859802a3037a 5cc4835080bc5321 dfbbb88c02c9c80a 591a6857e3112cee
20ead0479e63cdc3 2d13e00221057d8d 7ccld86£f463a1830 738177859£3210f6
c08eeddcb2d08591 9€0¢2097edb20067 09671cfbcfaad95fb 9724d9144c5d8926

ypdate 2

al: ace6a90bdefaf¥86 9fa7alb5367ael667 5f241cf31lalbfa’

bl: 62cfbead6@68l4ad 464£f67f4c79fd547 Tdea26lcb6lddfea bfe2485ac2696cc?
901fb8d8k3eb5d35 ddbd859802a3037a 5cc4835080bc5321 dfbbb88c02c9c80a
591a6857e3112cee 20ead0479%e63cdc3 c0alc065bd095dla 7ccld86£463al830
738177859£3210£f6 c08eeddcb2d08591 9c0c2097edb20067 09671cfbcfaad95fb

update 3

a: 9fa7al5367ael667 75195c2e249e4399 8bd43dd671ad8b05

b: a581b5£f011a0627d 62cfbead6468l4ad 464£f67f4c79£d547 Tdea26lcb6ld4dfea
6059f0d6c0aladcd 901fb8d8b3eb5d35 ddbd859802a3037a 5cc4835080bc5321
dfbbb88c02c9c80a 591a6857e3112cee 923a55d65eed291f c0alc065bd095dla
7ccld86£463a1830 738177859£3210f6 c08eed4dcb2d08591 9c0c2097edb20067

update 4

a: 75195c2e249e4399 9b2239a28cc5adel3 5554ab4e803a0al9

b: 03ab81c48alcl600 a581b5f011a0627d 62cfbead6468l4ad 464£f67£f4c79£d547
212eab54c36allccb 6059f0d6c0aladcd 901fb8d8b3eb5d35 ddbd859802a3037a

© ISO/IEC 2011 — All rights reserved

49


https://standardsiso.com/api/?name=f8ce2c7ba035c03fc0d87085f58510cd

ISO/IEC 18033-4:2011(E)

5cc4835080bc5321
c0alc065bd095dla

update 5

a:
b:

update 6

a:
b:

update 7

a:
b:

update 8

a:
b:

update 9

a:
b:

update 1p

a:
b:

update 1f

a:
b:

9b2239a28ccHadel
b597b8£2964ec608
9bf2e26cc53cd63d
ddbd859802a3037a
923a55d65eed291f

dfbbb88c02c9c80a
7ccld86£463al1830

80c1d0bcl8b29e62
03ab81c48alcl600
212eab54c36allcch
5cc4835080bc5321
c0alc065bd095dla

c62878a190905b6b
738177859£3210f6

4p4£f363e4a322d0e
a581b5f011a0627d
6059f0d6c0ala4dcd
9981a0bc7e081065
7ccld86£463a1830

923a55d65eed291f
c08eeddcb2d08591

62cfbead6468l4ad
901£fb8d8b3eb5d35
c62878a190905b6b
738177859£3210f6

80cldPbcl8b29%e62
e8a34p2713f7b415
£2d400p 7547834998
901fbpd8b3eb5d35
c6287Bal90905b6b

dfe22p5186dfbca3
£c000Bd35e888652
c5d84p26d100c6b0
6059fpd6c0aladcd
9981aPbc7e081065

caB86chc9d2bf2007
1f43ep343bd6elb9
22852)88bcbdOachb
212eap4c36allcch
elcddp4a401d9344

0870fpf8e065b266
58bc9B1£8c520918
2e655p9e53721035
9bf2ep6cc53cd63d
8350af87909956ac

73b14p404394710d
ce588B5970£5e90d
1a734B52c474£d8d
£2d00p 7547834998
008feBb375c32594

82dl6fadéac9od62
ea30epfe3d9c6168

dfe2225186dfbca3
b597b8£2964ec608
9bf2e26cc53cd63d
ddbd859802a3037a
923a55d65eed291f

ca86cdc9d2bf2007
e8a34e2713f7b415
£2d00675d7834998
901fb8d8b3eb5d35
c62878a190905b6b

0870fb£f8e065b266
£c0008d35e888652
c5d84526d100c6b0
6059f0d6c0aladcd
9981a0bc7e081065

73b145404394710d
1f43e2343bd6elb9
22852488bcbd0lachb
212eab54c36allcch
elcdded4ad01d9344

82dl64ad¢aq96d62
58bc981£8c520918
2e65549e53721035
M F2e26cc53cd63d
8850ac87909956ac

c14072735c68e7e9
ce58835970£5e90d

1277ae469887£627
03ab81c48alcl600
212eab4c36allcch
elcdded4a401d9344
c0alc065bd095dla

7a5c92de7bel811f
b597b8£2964ec608
9bf2e26cc53cd63d
8350ac87909956ac
923a55d65eed291f

067£3c2be88481d4
e8a34e2713f7b415
£2d400675d7834998
008fe3b375c32594
c62878a190905b6b

d756724ed8994273
£c0008d35e888652
c5d84526d100c6b0
1e51€0b359210471
9981a0bc7e081065

0607785b7d152b8b
1f43e2343bd6elb9
22852488bcbd0lacb
61333608d76cc281
elcdde4a401d9344

f6lc6lbbded9ed28
58bc981£8c520918

a581b5f011a0627d
6059f0d6c0aladcd
9981a0bc7e081065
7ccld86£463al1830

03ab81c48alcl600
212eab4c36allcch
elcdde4a401d9344
c0alc065bd095d1a

b597b8£2964ec608
9bf2e26cc53cd63d
8350ac87909956ac
923a55d65eed291f

eB8a34e2713f7b415
£2d00675d7834998
008fe3b375c32594
c62878a190905b6b

£c0008d35e888652
c5d84526d100c6b0
1e51e0b359210471
9981a0bc7e081065

1f43e2343bdbelb9

39d84df58£8840e2
c5d84526d100c6b0
1e51e0b359210471

update 12

a:
b:

c14072735c68e7e9
631cbae78ad4fe26
3dc6cbbc876beb72
22852488bcbd0lacb
61333608d76cc281

update 13

50

1a734852c474£d8d
£2d400675d7834998
008fe3b375c32594

celbeed 623950852
ea30e5fc3d9c6168
39d84df58£8840e2
c5d84526d100c6b0
1e51e0b359210471

2e655a9e53721035
Ob6bb4c0466c7aba
8350ac87909956ac

af052447a7444e65
ce58835970£5e90d
1a734852c474£d8d
871323eld70caa2b
008fe3b375c32594

22852488bcbdlacb
61333608d76cc281
elcdde4a401d9344

58bc981£8c520918
2e655a9e53721035
O0b6bb4c0466cTaba
8350ac87909956ac
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ce0bee4623950852
4210defdccflbl4s
76d9c281df20192d
2e655a9e53721035
Ob6bb4c0466c7aba

update 14

a:
b:

£6c22506£c93fbba
ce840df556562dc6
d42bcb0bb4811480

£6c22506£c93fb5a
631cbae78ad4fe26
3dc6cbbc876beb72
22852488bcbd0lachb
61333608d76cc281

b36£504b7eb67feb
4210def4ccflblds
76d9c281df20192d

9eb296971244bcb3
ea30e5fc3d9c6168
39d84df58£8840e2
9cf94157¢c£512603
1e51e0b359210471

a66ba7dd058722d3
631cbae78ad4fe26
3dc6cbbc876beb72

ce58835970£5e90d
1a734852c474£d8d
871323eld70caa2b
008fe3b375c32594

ea30e5fc3d9c6168
39d84df58£8840e?2
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ol

Lo

ot

o

o

ol

oo

oo

oo

od.

od

od.

od.

od.

1a734852c474£d8d
871323eld70caaz2b

ate 15

b36£504b7ebb67fe6
e893c5b5abb2ff2b
d3e8a809b214218a
39d84df58£8840e2
9cf94157c£512603

ate 16

Oce5ad4dlalcbc0£f7
d25c6643a9dabd6’
5eda7c5b0dbf1554
3dc6cbbc876beb72
£5e9e609dd8e3cc3

ate 1

316993816117e50f
078el01lle6a7badd
34c91c7513d1a868
76d9c281df20192d
680920245819a4f5

ate 2

4f7cT747ced22e686
b67ab060b61b4f24
laafc6fee2d73946
d42bcb0bb4811480
cd7fe2794367de6e

ate 3

Oaeab5f525gtap2f
d385352b2B78c085
3b7b6dbcl7abdeal
d3e8a809b214218a
£689%6bf6137101b5

2e655a9e53721035
Ob6bb4cO0466c7aba

Oceb5ad4dlalcbc0£f7
ce840df556562dc6
d42bcb0bb4811480
1a734852c474£d8d
871323eld70caa2b

316993816117e50f
e893c5b5a5b2f£f2b
d3e8a809b214218a
39d84df58£8840e2
9cf94157cf512603

4£7c747ced22e686
d25c6643a9dabd6’
5eda7c5b0dbf1554
3dc6cbbc876beb72
f5e9%e609dd8e3cc3

Oaeabbf525cla62f
078el01leba7badd
34c91c¢f7518d1a868
76d9¢c281df20192d
680920245819a4f5

bdla2938a57319c8
b67ab060b61b4f24
laafc6fee2d73946
d42bcb0bb4811480
cd7fe2794367debe

£5e9e609dd8e3cc3
61333608d76cc281

bd0c30563£8ee4f7
4210defdccflbl4s
76d9c281df20192d
680920245819a4f£5
Ob6bb4c0466c7aba

bc62430614b79071
ce840df556562dc6
d42bcb0bb4811480
cd7fe2794367de6e
871323eld70caa2b

71a66681c35542de
e893c5bbad2ff2b
d3e8a8Q9H214218a
£6896b£6137101b5
9c£94157¢c£512603

Tababb4£fb80e82d7
d25c6643a9dabd6’
5eda7c5b0dbf1554
e048fa7£72820d7b
£5e9e609dd8e3cc3

0b96982890b6el43
078el0lleba7badd
34c91c7513d1a868
2ec06674b7293909
680920245819a4f5

9cf94157c£f512603
1e51e0b359210471

631lcbae78ad4fe26
3dc6cbbc876beb72
f5e9e609dd8e3cc3
61333608d76cc281

4210def4ccfiblds
76d9c282df20192d
680920245819a4f£5
Ob6bb4c0466c7aba

ceB840df556562dc6
d42bcb0bb4811480
cd7fe2794367debe
871323eld70caa2b

e893c5b5a5b2f£f2b
d3e8a809pb214218a
£6896b£f6137101b5
9cf94157cf512603

d25c6643a9dabde’
5eda7c5b0dbf1554
e048fa7£72820d7b
£5e9e609dd8e3cc3

update 4

a:
b:

bd1a2938a57319c8
f£f0353fcf84f9%aec
8c86lal8ad65a833
5eda7c5b0dbf1554
e048fa7£72820d7b

e4684a2bf28f£50d
d385352b2b73c085
3b7b6dbcl7abdeal
d3e8a809p214218a
£6896bf6137101b5
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4930b5d033157£f46
b67ab060b61b4f24
laafc6fee2d73946
974c156779fef6£9
cd7fe2794367de6e

078el0lleba7badd
34c91c7513d1a868
2ec06674b7293909
680920245819a4f£5
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C.2 128-bit key example for SNOW 2.0

C.2.1 Key, initialization vector, and keystream triplets

(IVs,IV,,IV,,IVy) = (0, O, 0, 0), key = 80000000000000000000000000000000
Keystream output: 8D590AE9A74A7D056DCOCAT74B72D1A4599B0OA083FB45D13FCF9411BDOA503783.

(IV5,IV,,IV,,IV,) = (0, 0, 0, 0), key = AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Keystream output: E00982F525F02054214992D8706F2B20DA585E5B85E2746D09F22681B2749407.

(IV3, IV, 41V, IVy) = (4,3,2,1), key = 80000000000000000000000000000000
Keystrean output: D6403358E0354A6957F43FCE44B4B13FF78E24C246618A0767AC83C10BFC45F0.

(IVy, IVy IV, IVy) = (4,3,2,1), key = AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Keystrean output: C355385DB31D6CBDF774AF5366C2E8774DEADACTDC7229DFEDL171D7B.

C.2.2 Sample internal states

K = 80 Op 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
Iv= 00 Op 00 04 00 00 00 03 00 00 00 02 00 00 00 01
Z = d6 4p 33 58 e0 35 4a 69 57 f4 3f ce 44 b4 bl 3f £7 8e 24 c2 46 61 8a.,067)67 ac 83 cl 0b fc 45 f0

Snow 2.0| Internal state at time -34
15:80000p00 14:00000000 13:00000000 12:00000000 11:7fffffff 10:fffLEEff 09:ffffffff 08:ffffffff
07:80000p00 06:00000000 05:00000000 04:00000000 03:7fffffff 02:fFEFfffff O1l:ffffffff 00:ffffffff

Snow 2.0| Internal state at time -33

15:80000p01 14:00000000 13:00000000 12:00000002 11:7fff£f£FE 10:£f£f££f£ffc 09:ff£fffffb 08:ffffffff
07:80000p00 06:00000000 05:00000000 04:00000000 O03:7ffffEff 02:ffffffff Ol:ffffffff Q0:ffffffff
R1:00000p00 R2:00000000

Snow 2.0| Internal state at time -32

15:09dfeff08 14:80000001 13:00000000 12:00000000 11:00000002 10:7fffffff 09:fffffffc 08:fffffffb
07:fff£ffffff 06:80000000 05:00000000 04:00000000 03:00000000 02:7fffffff OLl:ffffffff OO:ffffffff
R1:00000p00 R2:63636363

Snow 2.0| Internal state at time -34

15:e5f1bP4c 14:09dfef08 13:8000000%4 12:00000000 11:00000000 10:00000002 09:7fffffff 08:fffffffc
07:ffffffffb 06:ffffffff 05:8006Q0000 04:00000000 03:00000000 02:00000000 01:7fffffff 00:ffffffff
R1:63636B63 R2:63636363

Snow 2.0| Internal staté at time -30

15:ea9a3p27 14:e5f1b9%4c 13:09dfef08 12:80000001 11:00000000 10:00000000 09:00000002 08:7fffffff
07:ffffffffc 06:fLE€E£ffb 05:f£f££f£f£f£ff 04:80000000 03:00000000 02:00000000 01:00000000 00:7fffffff
R1:e3636B63 R2:&:EbFOfbfb

Snow 2.0| Fiternal state at time -29

l5:a69fa O3 ‘\/\' Q [=~Eo) | : C£11.04 ‘\”)'r\O/J-C £090 ‘\‘\'Qf\f\f\f\f\f\‘\ ‘If\'f\ﬁﬁﬁﬁﬁﬁﬁ ﬁﬂ'ﬁﬁﬁﬁﬁﬁﬁﬁ ﬁo'ﬁﬁﬁﬁﬁﬁﬁ
07:7fffffff 06:fffffffc 05:fffffffb O04:ffffffff 03:80000000 02:00000000 01:00000000 00:00000000
Rl:fbfbfbfa R2:34dellll

Snow 2.0 Internal state at time -28

15:8ecaccdb 14:a69fal0d 13:ea%9a3527 12:e5f1b%4c 11:09dfef08 10:80000001 09:00000000 08:00000000
07:00000002 06:7fffffff 05:fffffffc 04:fffffffb O03:fffff£f£f£f 02:80000000 01:00000000 00:00000000
R1:34dell0c R2:692d2d4b

Snow 2.0 Internal state at time -27

15:eafd4d48f 14:8ecaccdb 13:a69falld 12:ea%a3527 11:e5f1b%4c 10:09dfef08 09:80000001 08:00000000
07:00000000 06:00000002 O05:7fffffff O4:fffffffc O03:fffffffb 02:ff£f£f£ff£ff 01:80000000 00:00000000

52 © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=f8ce2c7ba035c03fc0d87085f58510cd

ISO/IEC 18033-4:2011(E)

R1:692d2d47 R2:b66ede’f

Snow 2.0 Internal state at time -26

15:19805681 14:eafddd48f 13:8ecaccdb 12:a69falld 11l:ea%a3527 10:e5f1b%4c 09:09dfef08 08:80000001
07:00000000 06:00000000 05:00000002 04:7fffffff 03:fffffffc 02:fffffffp OLl:ffffffff 00:80000000
R1:366ede7e R2:12c38109

Snow 2.0 Internal state at time -25
15:e8688£f55 14:19805681 13:eafd4d48f 12:8ecaccdb 11:a69falld 10:ea%9a3527 09:e5f1b9%4c 08:09dfef08
07:80000001 06:00000000 05:00000000 04:00000002 03:7fffffff 02:fffffffc O0l:fffffffb O0:fFffFfFfff
Rf1:12c3810b R2:86¢c47640

how 2.0 Internal state at time -24
5:fa565efl 14:e8688£55 13:19805681 12:eafd4d48f 11l:8ecaccdb 10:a69fal0d 09:ea%a3527 (08:e5flb9fc
[7:09dfef08 06:80000001 05:00000000 04:00000000 03:00000002 02:7fffffff Ol:fffffffc~00:££££EEFD
[1:86c47640 R2:d63b88ab

PO = W»

how 2.0 Internal state at time -23
5:6c7a%94aa 14:fa565efl 13:e8688£f55 12:19805681 1l:eaf4d48f 10:8ecaccdb09+a69fall0d 08:ea9%a35%7
[7:e5f1b9%4c 06:09dfef08 05:80000001 04:00000000 03:00000000 02:00000002N01:7£fffffff 00:fffffffc
1 :d63b88a5 R2:b7¢51902

T O = W

how 2.0 Internal state at time -22
5:5ced2805 14:6c7a%4aa 13:fab565efl 12:e8688£55 11:19805681 90:eaf4d48f 09:8ecaccdb 08:a69falfpd
[7:2a29a3527 06:e5f1b9%4c 05:09dfef08 04:80000001 03:00000080,02:00000000 01:00000002 00:7fffffff
1:37c51903 R2:dblc5edf

DO = W»

how 2.0 Internal state at time -21
b:26acle8l 14:5ced2805 13:6c7a%4aa 12:fab565efl W11 :e8688£55 10:19805681 09:eaf4d48f 08:8ecaccdlb
[7:a69fal0d 06:ea%a3527 05:e5f1b%4c 04:09dfef08303:80000001 02:00000000 01:00000000 00:00000092
[l :e4fc4d57 R2:d04da3ad

PO = W»

how 2.0 Internal state at time -20
5:2e5ccla4d 14:26acle8l 13:5ced2805 #2:6c7a%94aa 11:fab65efl 10:e8688£55 09:19805681 08:eafd4d4Bf
[7:8ecaccdb 06:a269fall0d 05:ea9%a3%27\04:e5f1b9%4c 03:09dfef08 02:80000001 01:00000000 00:00000000
[1:063f5cf9 R2:6c782451

T O = W

how 2.0 Internal state at( time -19
5:2eb71be8 14:2e5ccla4d 13:26acle8l 12:5ced2805 11:6c7a%4aa 10:fab565efl 09:e8688£55 08:19805681
[/:eaf4d48f 06:8ecaccdb )05:a269fal0d 04:ea9%a3527 03:e5f1b9%4c 02:09dfef08 01:80000001 00:00000000
[1:57125978 R2:13ebdCgdc

DO = W»

Sphow 2.0 Interhal/ state at time -18

1p:dc33fa8c (B4r2eb71be8 13:2ebcclad 12:26acle8l 11:5ced2805 10:6c7a%4aa 09:fab65efl 08:e8688fp5
0[7:19805681 )06:eafd4d48f 05:8ecaccdb 04:a69fal0d 03:ea%a3527 02:e5f1b%4c 01:09dfef08 00:80000091
Rl :ba8k/7dd9 R2:6bl32ab7

Show)2.0 Internal state at time -17
15:3007668a 14:dc33fa8c 13:2eb71be8 12:2ebcclad 11:26acle8l 10:5ced2805 09:6c7a9%4aa 08:fab6befl
07:e8688£55 06:19805681 05:eaf4d48f 04:8ecaccdb 03:a69falld 02:eaf%9a3527 01:e5f1b9%4c 00:09dfef08
R1:£9ddf792 R2:6eb763b9

Snow 2.0 Internal state at time -16

15:6fbbfcfb 14:3007668a 13:dc33fa8c 12:2eb71be8 11:2ebcclad 10:26acle8l 09:5ced2805 08:6c7a9%4aa
07:fab565efl 06:e8688f55 05:19805681 04:eafd4d48f 03:8ecaccdb 02:a69fal0d 0l1:ea9a3527 00:e5f1b%4c
R1:59ac3848 R2:510ebe7e

Snow 2.0 Internal state at time -15
15:47128118 14:6fbbfcfb 13:3007668a 12:dc33fa8c 11:2eb71be8 10:2e5cclad 09:26acle8l 08:5ced2805
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07:6c7a9%4aa 06:fab565efl 05:e8688£f55 04:19805681 03:eaf4d48f 02:8ecaccdb 01:a69fall0d 00:ea%a3527
R1:6a8eb4ff R2:ed2a3ff7

Snow 2.0 Internal state at time -14

15:9dd8c346 14:47128118 13:6fbbfcfb 12:3007668a 11:dc33fa8c 10:2eb71be8 09:2ebcclad 08:26acle8l
07:5ced2805 06:6c7a94aa 05:fa565efl 04:e8688£55 03:19805681 02:eafd4d48f 0l:8ecaccdb 00:a69falld
R1:d592cf4c R2:aaaf3ebb

Snow 2.0 Internal state at time -13

15:14c6ed4bl 14:9dd8c346 13:47128118 12:6fbbfcfb 11:3007668a 10:dc33fa8c 09:2eb71be8 08:2e5cclad
07:26aclp8l 06:5ced2805 05:6c7a%94aa 04:fa565efl 03:e8688f55 02:19805681 0l:eafd4d48f 00:8ecaccdb
R1:a5059Hac R2:b838f49b

Snow 2.0| Internal state at time -12

15:2bel8P%a 14:14c6edbl 13:9dd8c346 12:47128118 1ll:6fbbfcfb 10:3007668a 09:dc33fa8c 08:2eb%1lbe8
07:2ebccflad 06:26acle8l 05:5ced2805 04:6c7a%94aa 03:fab65efl 02:e8688f55 01:19805681 00feafdd48f
R1:24b38P45 R2:911396b6

Snow 2.0| Internal state at time -11

15:09363p69 14:2bel899%a 13:14c6edbl 12:9dd8c346 11:47128118 10:6fbbfcfb 09:3007M68a 08:dc33fa8c
07:2eb71pe8 06:2e5cclad 05:26acle8l 04:5ced2805 03:6c7a%4aa 02:fab565efl 01:e8688f55 00:19805681
R1:ee00bpbb R2:1449ba75

Snow 2.0| Internal state at time -10

15:9e6f2fice 14:09363669 13:2bel899%a 12:14c6edbl 11:9dd8c346 10:4A4128118 09:6fbbfcfb 08:3007668a
07:dc33fp8c 06:2eb71be8 05:2eb5cclad 04:26acle8l 03:5ced2805 02w 607a9%4aa 01:fab65efl 00:e8688f55
R1:3af5dBf6 R2:b8fa206d

Snow 2.0] Internal state at time -9

15:£87d0p5a 14:9e6f24ce 13:09363669 12:2belB899%a 11l:14ebedbl 10:9dd8c346 09:47128118 08:6fbbfcfb
07:30076p8a 06:dc33fa8c 05:2eb71be8 04:2ebcclad 03u20bacle8l 02:5ced2805 0l1:6c7a9%4aa 00:fabe65efl
Rl:e756epll R2:5a6f3141

Snow 2.0| Internal state at time -8

15:056b7Bc0 14:f87d0ab5a 13:9e6f24ce 12:093€8669 11:2bel899%a 10:14c6edbl 09:9dd8c346 08:47128118
07:6fbbffpfb 06:3007668a 05:dc33fa8c 04:2eb71be8 03:2ebcclad 02:26acle8l 01:5ced2805 00:6c7a9%4aa
R1:89264H29 R2:87c4£589

Snow 2.0|] Internal state at time\-J

15:82d49p57 14:056b74c0 13:f87d0aba 12:9e6f24ce 11:09363669 10:2bel899%9a 09:14c6edbl 08:9dd8c346
07:47128[L18 06:6fbbfcfb 05:3007668a 04:dc33fa8c 03:2eb71be8 02:2eb5cclad 01:26acle81 00:5ced2805
R1:63f8fpP15 R2:b541dd3£

Snow 2.0| Internal State at time -6

15:4£549pb4 14:82d49257 13:056b74c0 12:£f87d0ab5a 11:9e6f24ce 10:09363669 09:2belB899%9a 08:14c6e4dbl
07:9dd8cPB46 06:47128118 05:6fbbfcfb 04:3007668a 03:dc33fa8c 02:2eb71be8 01:2eb5cclad 00:26acle8l
R1:e5494Bc9 R2:cb416287

Snow 2.0 Internal state at time -5

15:01d936bb 14:4£f549%ab4 13:82d49257 12:056b74c0 11:£87d0ab5a 10:9e6f24ce 09:09363669 08:2bel899%a
07:14c6edbl 06:9dd8c346 05:47128118 04:6fbbfcfb 03:3007668a 02:dc33fa8c 01:2eb71be8 00:2ebcclad
R1:3afd5£f82 R2:f4cl7d6d

Snow 2.0 Internal state at time -4

15:99c99%eb5 14:01d936bb 13:4f549ab4 12:82d49257 11:056b74c0 10:f87d0ab5a 09:9%9e6f24ce 08:09363669
07:2bel89%a 06:14c6edbl 05:9dd8c346 04:47128118 03:6fbbfcfb 02:3007668a 01:dc33fa8c 00:2eb71be8
R1:3bd3fe85 R2:bbSefeab8
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Snow 2.0 Internal state at time -3

15:0ea4e3f0 14:99c99%eb5 13:01d936bb 12:4£f549%ab4 11:82d49257 10:056b74c0 09:£87d0ab5a 08:9e6f24ce
07:09363669 06:2bel899%a 05:14c6edbl 04:9dd8c346 03:47128118 02:6fbbfcfb 01:3007668a 00:dc33fa8c
R1:53c8adfe R2:a0ddb267

Snow 2.0 Internal state at time -2

15:fa000bc8 14:0eade3f0 13:99c99eb5 12:01d936bb 11:4f549%ab4 10:82d49257 09:056b74c0 08:£f87d0aba
07:9e6f24ce 06:09363669 05:2bel899a 04:14c6edbl 03:9dd8c346 02:47128118 0l:6fbbfcfb 00:3007668a
R1:05a49718 R2:6ac944cc

how 2.0 Internal state at time -1
b:61declb8 14:fa000bc8 13:0ead4e3f0 12:99c99%eb5 11:01d936bb 10:4£f549%9ab4 09:82d49257 08:056b74¢0
[7: £87d0ab5a 06:9e6f24ce 05:09363669 04:2bel899a 03:14c6edbl 02:9dd8c346 01:47128118 00¢6Efbbfcfb
[l : 96aace66 R2:9cd3a8be

T O = W

ow 2.0 Internal state at time O
5:31£914d5 14:61declb8 13:fa000bc8 12:0ea4e3f0 11:99c99%eb5 10:01d936bb 09:4£549ab4 08:82d492%7
[7:056b74c0 06:£87d0aba 05:9e6f24ce 04:09363669 03:2bel899a 02:14c6edbl 0L+9dd8c346 00:47128118
[1:2609dec7 R2:495041dc

T O = W»

how 2.0 Internal state at time 1
5:9098ecl10 14:31£914d5 13:61declb8 12:fa000bc8 11:0eade3f0 10:99c¢99eb5 09:01d936bb 08:4f549ah4
[7:82d49257 06:056b74c0 05:£87d0ab5a 04:9e6f24ce 03:09363669 02:2Hel899%a 01:14c6edbl 00:9dd8c3f6
[l :e7bf66aa R2:05b5db95

T O = W»

how 2.0 Internal state at time 2
5:a5e7b806 14:9098ecl0 13:31£914d5 12:61declb8 11:fa000bc8 10:0ea4e3f0 09:99c99%eb5 08:01d936hb
[7:4£549%9ab4 06:82d49257 05:056b74c0 04:£87d0aba 03y9e6f24ce 02:09363669 01:2bel899%a 00:14c6edpl
[1: fe32e5ef R2:e728468a

PO = W»

how 2.0 Internal state at time 3
5:962fd5%e 14:a5e7b806 13:9098ecl0 12:31£f934d5 11:61declb8 10:fa000bc8 09:0ea4e3f0 08:99c99%ep5
[7:01d936bb 06:4£549%ab4 05:82d49257 04:056b74c0 03:£87d0aba 02:9e6f24ce 01:09363669 00:2bel89pa
[l :ec93bb4a R2:ed9%6a84d

O = W»

how 2.0 Internal state at time. 4
5:0e037£87 14:962£fd59%e 13:a5e%0806 12:9098ecl0 11:31£914d5 10:61declb8 09:£fa000bc8 08:0ead4e3f0
[7:99c99eb5 06:01d936bb 05(:4£549ab4 04:82d49257 03:056b74c0 02:£87d0aba 01:9e6f24ce 00:093636¢9
1:706b3aad R2:d0d6a880

O = W»

how 2.0 Internal sfafe at time 5
5:3e%ee%a 14:be037£87 13:962fd59%e 12:a5e7b806 11:9098ecl0 10:31£914d5 09:61declb8 08:fa000b¢8
[7:0eade3f0 06999Cc99%eb5 05:01d936bb 04:4f549ab4 03:82d49257 02:056b74c0 01:£87d0a5a 00:9e6f24¢e
[1:202b4334 (RR:86c48227

T O = W»

Sphow 2.0\Internal state at time 6

1p:alda6lel 14:3e9ee9ba 13:0e037£87 12:962fd59% 11:a5e7b806 10:9098ecl0 09:31£914d5 08:61ldecl
07 +£a000bc8 06:0eade3f0 05:99c99eb5 04:01d936bb 03:4£f549%ab4 02:82d49257 01:056b74c0 00:£87d0aba
R1:889db8e2 R2:106399358

Snow 2.0 Internal state at time 7

15:cc852528 14:al4a6lel 13:3e9eefba 12:0e037£87 11:962fd5% 10:a5e7b806 09:9098ecl0 08:31£914d5
07:61declb8 06:£fa000bc8 05:0ead4e3f0 04:99c99%eb5 03:01d936bb 02:4£549%ab4 01:82d49257 00:056b74c0
R1:5003320d R2:121f6605

Snow 2.0 Internal state at time 8

15:4b895ab7 14:cc852528 13:ald4a6lel 12:3e9ee9ba 11:be037£87 10:962fd59%9e 09:a5e7b806 08:9098ecl0
07:31£914d5 06:61declb8 05:fa000bc8 04:0ead4e3f0 03:99c99%eb5 02:01d936bb 01:4f549%9ab4 00:82d49257
R1:20c449f5 R2:9cf74ff8
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C.3 256-bit key example for SNOW 2.0

C.3.1 Key, initialization vector, and keystream triplets
(IVs,IV,, IV, IVy) = (0,0,0,0),
key = 8000000000000000000000000000000000000000000000000000000000000000

Keystream output: OB5SBCCE20323E28E0FC203809C66AB73CA35A680F2A5DD197E0C5C02287BE8B22.

(IVs,IV,,IV,,IVy) = (0,0,0,0),

key = AARARRARRRRRRRRRRRRRRRRRARRRARRRRAR AR AR AR AR AR AR AR AR AARARRARARARERERE
Keystream output: DI9CC22FD861492D0AE6F43FBOF072012078C5AEEE479DESCFOES55F458EED858 .

(IVs, IV, IV, IVy) = (4,3,2,1),
key = 80pP0000000000000000000000000000000000000000000000000000000000000
Keystreafn output: 7861080D5755E90B736F10916ED519B12C1A3A4255297FC2246AB7FA6C089526.

(IV3, IVy IV, IVy) = (4,3,2,1),
key = AAPAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Keystreapn output: 29261FCESED038201D6AFAF8B87E74FED49ECB10197EACO25D024EB45E0CT 655 .

C.3.2 Sample internal state

K = 80 po 00 00 00 00O 00O OO OO OO 0O 00O OO 00 OO 00 OO 0O OO 0O 00400 00 00O 00 0O 00 OO 00 OO0 0O 0O
Iv= 00 Op 00 04 00 00 00 03 00 00 OO0 02 00 0O 00 O1
Z0= 78 6fL 08 0d 57 55 e9 0b 73 6f 10 91 6e d5 19 bl 2c la 3a 42 55 29 7f c2 24 6a b7 fa 6¢c 08 95 26

Snow 2.0| Internal state at time -34

15:80000p00 14:00000000 13:00000000 12:00000000 11:00000€©00 10:00000000 09:00000000 08:00000000
07:7ffffffff 06:ffffffff O5:ffffffff O04:ffffffff O03:ff€Effff 02:ffffffff O1l:ffffffff 00:ffffffff
R1:0804aPcc R2:00000001

Snow 2.0| Internal state at time -33

15:80000p01 14:00000000 13:00000000 12:00000002 11:00000000 10:00000003 09:00000004 08:00000000
07:7ffffjfff O6:ffffffff OS:ffffffff 04:LELELEFEf O3:f£f£££f£fff O2:ffffffff Ol:£ffffffff 00:ffffffff
R1:00000p00 R2:00000000

Snow 2.0 Internal state at time -82

15:bf53bp15 14:80000001 13:0000Q000 12:00000000 11:00000002 10:00000000 09:00000003 08:00000004
07:00000Pp00 06:7fffffff O5:fEffAFFfff O4:fEffEfffff O3:fLFfEFfEFff 02:ffff£ffff Ol:ffEff£ff£ff O0:ffEFEFEF
RI:ffffflfff R2:63636363

Snow 2.0] Internal statevat time -31

15:d37deB50 14:bf53b5%5 13:80000001 12:00000000 11:00000000 10:00000002 09:00000000 08:00000003
07:00000p04 06:00000000 05:7fffffff 04:ffffffff O03:ffffffff 02:ffffffff Ol:ffffffff 00:ffffffff
R1:63636B62 R2:16161616

Snow 2.0| Fiternal state at time -30

15:1fa4e5b0 14:d37de350 13:bf53b515 12:80000001 11:00000000 10:00000000 09:00000002 08:00000000
07:00000003 06:00000004 05:00000000 04:7fffffff O03:ffffffff O02:ffffffff Ol:ffffffff 00:ffffffff
R1:96161615 R2:08aaaab9

Snow 2.0 Internal state at time -29

15:8243e488 14:1fad4ebb0 13:d37de350 12:bf53b515 11:80000001 10:00000000 09:00000000 08:00000002
07:00000000 06:00000003 05:00000004 04:00000000 03:7fffffff 02:ffffffff Ol:ffffffff 00:ffffffff
R1:08aaaab9 R2:d03b8eac

Snow 2.0 Internal state at time -28
15:7d09£f594 14:8243e488 13:1fad4ebb0 12:d37de350 11:b£f53b515 10:80000001 09:00000000 08:00000000
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07:00000002 06:00000000 05:00000003 04:00000004 03:00000000 02:7fffffff Ol:ffffffff O0:ffffffff
R1:d03b8eb0 R2:267457fe

Snow 2.0 Internal state at time -27

15:851e8381 14:7d09£594 13:8243e488 12:1fadeb5b0 11:d37de350 10:bf53b515 09:80000001 08:00000000
07:00000000 06:00000002 05:00000000 04:00000003 03:00000004 02:00000000 01:7fffffff O0:ffffffff
R1:26745801 R2:29b1986¢C

Snow 2.0 Internal state at time -26
15:cf3efell3 14:851e8381 13:7d09f594 12:8243e488 11:1fadeb5b0 10:d37de350 09:bf53b515 08:80000001
0[7:00000000 06:00000000 05:00000002 04:00000000 03:00000003 02:00000004 01:00000000 00:7fffffff
Rf1:2901986c R2:892bf223

ow 2.0 Internal state at time -25
5:7069e0b3 14:cf3efel3 13:851e8381 12:7d09f594 11:8243e488 10:1fad4e5b0 09:d37de350408:bf53b515
[7:80000001 06:00000000 05:00000000 04:00000002 03:00000000 02:00000003 01:00000Q04 00:000000
[1:892bf225 R2:2£693a07

PO = W»
o

how 2.0 Internal state at time -24

5:0a8b53d5 14:7b69e0b3 13:cf3efel3 12:851e8381 11:7d09f594 10:8243e488 \09:1fad4ebb0 08:d37de3
[7:b£53b515 06:80000001 05:00000000 04:00000000 03:00000002 02:00000600 01:00000003 00:000000
1:2£693a07 R2:6cbd9%9%a8

o

T O = W
[

how 2.0 Internal state at time -23

5:fd75ecf7 14:0a8b53d5 13:7069e0b3 12:cf3efel3 11:851e8381,10:7d09f594 09:8243e488 08:1fa4deb
[7:d37de350 06:bf53b515 05:80000001 04:00000000 03:0000Q000 02:00000002 01:00000000 00:000000
1: 6cbd99%a8 R2:0793dbeb

o

T O = W»
w

how 2.0 Internal state at time -22

5:94a70314 14:£fd75ecf7 13:0a8b53d5 12:70b69e0b8y11:cf3efel3 10:851e8381 09:7d09f594 08:8243e4
[7:1fa4e5b0 06:d37de350 05:bf53b515 04:800000@01 03:00000000 02:00000000 01:00000002 00:000000
[1:8793dbe7 R2:6928db9c

[ee]

T O = W
o

how 2.0 Internal state at time -21

5:743cad456 14:94a70314 13:£d75e@f/N\12:0a8b53d5 11:7069e0b3 10:cf3efel3 09:851e8381 08:7d09f5
[7:8243e488 06:1fad4e5b0 05:d37de350 04:bf53b515 03:80000001 02:00000000 01:00000000 00:000000
[1:287c90b1l R2:ecb79528

iy

T O = W
N

how 2.0 Internal state at)time -20

5:c250e943 14:743cad456)13:94a70314 12:fd75ecf7 11:0a8b53d5 10:7b69e0b3 09:cf3efel3 08:851e83
[7:7d09£594 06:8243e488 05:1fad4e5b0 04:d37de350 03:bf53b515 02:80000001 01:00000000 00:000000
[1:c0357878 R2:50bd40cO0f

—

DO = W»
o

how 2.0 Intiexhal state at time -19
5:4d848699 )14:¢c250e943 13:743cad456 12:94a70314 11:fd75ecf7 10:0a8b53d5 09:7b69e0b3 08:cfl3efel3
[7:851e8381 06:7d09f594 05:8243e488 04:1fad4e5b0 03:d37de350 02:bf53b515 01:80000001 00:000000
[1: B78f1bf R2:9ae2c490

T O = W0
o

Snow 2.0 Internal state at time -18

15:903a221f 14:4d848699 13:c250e943 12:743cad56 11:94a70314 10:fd75ecf7 09:0a8b53d5 08:7b69e0b3
07:cf3efell3 06:851e8381 05:7d09£f594 04:8243e488 03:1fad4ebb0 02:d37de350 01:b£f53b515 00:80000001
R1:1d26a918 R2:47a9%af75

Snow 2.0 Internal state at time -17

15:35d95fdl 14:9b3a221f 13:4d848699 12:c250e943 11:743ca456 10:94a70314 09:fd75ecf7 08:0a8b53d5
07:7b69e0b3 06:cf3efell3 05:851e8381 04:7d09f594 03:8243e488 02:1fad4e5b0 01:d37de350 00:bf53b515
R1:c4b3a509 R2:9b7cb67c

Snow 2.0 Internal state at time -16
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15:e7492c66 14:35d95fdl 13:9b3a221f 12:4d848699 11:c250e943 10:743ca456 09:94a70314 08:fd75ecf?
07:0a8b53d5 06:7b69e0b3 05:cf3efell3 04:851e8381 03:7d09f594 02:8243e488 01:1fad4ebb0 00:d37de350
R1:209b39fd R2:50f9a679

Snow 2.0 Internal state at time -15

15:dce8l4e5 14:e7492c66 13:35d95fdl 12:9b3a221f 11:4d848699 10:c250e943 09:743ca456 08:94a70314
07:£d75ecf7 06:0a8b53d5 05:7b69e0b3 04:cf3efelld 03:851e8381 02:7d09£594 01:8243e488 00:1fade5b0
R1:2038a48c R2:8facfb3d

Snow 2.0 Internal state at time -14

15:e8e83|f37 14:dce8l4e5 13:e7492c66 12:35d95fdl 11:9b3a221f 10:4d848699 09:c250e943 08:743cadb6
07:94a70B14 06:£fd75ecf7 05:0a8b53d5 04:7b69e0b3 03:cf3efel3 02:851e8381 01:7d09£594 00:8243e488
R1:0bl6dpf0 R2:97el48a3

Snow 2.0| Internal state at time -13

15:38781Pf3 14:e8e83f37 13:dce8l4e5 12:e7492c66 11:35d95fd1l 10:9b3a221f 09:4d848699 08re250e943
07:743capp56 06:94a70314 05:fd75ecf7 04:0a8b53d5 03:7b69e0b3 02:cf3efell3 01:851e8381,0037d09£594
R1:a26c9k78 R2:27c607bf

Snow 2.0| Internal state at time -12

15:4bcddpdb 14:387810f3 13:e8e83£f37 12:dce81l4e5 11:e7492c66 10:35d95fdl 09+ 9bB3a221f 08:4d848699
07:c250eP43 06:743cad56 05:94a70314 04:fd75ecf7 03:0a8b53d5 02:7b69e0b3, Ol+Cf3efell3 00:851e8381
R1:253bfb6 R2:258cdl170

Snow 2.0| Internal state at time -11

15:£f05c5H45 14:4bcddadb 13:387810£f3 12:e8e83f37 1l:dce8l4eb5 10veM92c66 09:35d95fdl 08:9b3a221f
07:4d848p99 06:c250e943 05:743ca456 04:94a70314 03:£d75ecf7¢02y0a8b53d5 01:7b69e0b3 00:cf3efell
R1:ba33dj84 R2:£16£299b

Snow 2.0| Internal state at time -10

15:21e0bf756 14:f05c5d45 13:4bcddadb 12:387810£f3 11:&8e83f37 10:dce8l4e5 09:e7492c66 08:35d95fd1
07:9p3a2pPlf 06:4d848699 05:c250e943 04:743ca456 03794a70314 02:fd75ecf7 01:0a8b53d5 00:7b69e0b3
R1:65abcpfl R2:998d6551

Snow 2.0| Internal state at time -9

15:00098F25 14:21e0b756 13:£05c5d45 12:4bcddadb 11:387810£f3 10:e8e83f37 09:dce8l4e5 08:e7492c66
07:35d95fdl 06:9b3a221f 05:4d848699.04.:c250e943 03:743ca456 02:94a70314 01:fd75ecf7 00:0a8b53d5
R1:5bdedk94 R2:bd0f2baa

Snow 2.0| Internal state at time -8

15:81a34Bel 14:00098c25 13:2Ve0b756 12:£05c5d45 11:4bcddadb 10:387810£f3 09:e8e83£37 08:dce8l4e5
07:e7492FE66 06:35d95£d1.05:9b3a221f 04:4d848699 03:c250e943 02:743ca456 01:94a70314 00:fd75ecf?
R1:0a93bR43 R2:267c62%1

Snow 2.0|] Internal\ state at time -7

15:7b933p92 14:81a343el 13:00098c25 12:21e0b756 11:£f05c5d45 10:4bcddadb 09:387810f3 08:e8e83f37
07:dce81lpe5M061:e7492c66 05:35d95fd1l 04:9b3a221f 03:4d848699 02:c250e943 01:743ca456 00:94a70314
R1:clb68U30 )R2:0b276cd6

Snow 2.0 Internal state at time -6

15:03390827 14:7b933a92 13:81a343el 12:00098c25 11:21e0b756 10:£05c5d45 09:4bcddadb 08:387810£3
07:e8e83f37 06:dce8l4e5 05:e7492c66 04:35d95fd1l 03:9b3a221f 02:4d848699 01:c250e943 00:743ca456
R1:4100cca7 R2:ed4f10df

Snow 2.0 Internal state at time -5

15:e5fdlede 14:0339b827 13:7b933a92 12:81a343el 11:00098c25 10:21e0b756 09:f05c5d45 08:4bcddadb
07:387810f3 06:e8e83f37 05:dce814e5 04:e7492c66 03:35d95fdl 02:9b3a221f 01:4d848699 00:c250e943
R1:d4983d45 R2:dl4fec85
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Snow 2.0 Internal state at time -4

15:991£7362 14:e5fdlede 13:03390827 12:70933a92 11:81a343el 10:00098c25 09:21e0b756 08:£05c5d45
07:4bcddadb 06:387810f3 05:e8e83£f37 04:dce81l4e5 03:e7492c66 02:35d95fd1l 01:9b3a221f 00:4d848699
R1l:ae38016a R2:431da2bb

Snow 2.0 Internal state at time -3

15:a0bca2f7 14:991£7362 13:e5fdlede 12:03390827 11:7b933a92 10:81a343el 09:00098c25 08:21e0b756
07:£05c5d45 06:4bcddadb 05:387810f3 04:e8e83f37 03:dce8l4e5 02:e7492c66 01:35d95fdl 00:9b3a221f
R1:2c05elf2 R2:ae471763

how 2.0 Internal state at time -2
5:928b5256 14:a0bca2f7 13:991£7362 12:e5fdlede 11:0339b827 10:7b933a92 09:81a343el 08:00098cP5
[7:21e0b756 06:£05c5d45 05:4bcddadb 04:387810£f3 03:e8e83£37 02:dce8l4e5 01:e7492c66 00¢35d95f¢1
L :e6bf2856 R2:£f134ae00

T O = W

ow 2.0 Internal state at time -1

5 :be366d56 14:928b5256 13:a0bca2f7 12:991£7362 1l:e5fdlede 10:03390827 09:7p9%383a92 08:81a343
[7:00098c25 06:21e0b756 05:£05c5d45 04:4bcddadb 03:387810f3 02:e8e83£37 0l+dce8ld4e5 00:e7492ch6
[1:3d0288db R2:f31c4fa3

T O = W»
>
=

how 2.0 Internal state at time 0
5:a5fadb9%e 14:be366d56 13:9280b5256 12:albca2f7 11:991£7362 10:e5fd¥ede 09:03390827 08:7b933ap2
[7:81a343el 06:00098c25 05:21e0b756 04:£05c5d45 03:4bcddadb 02:38Y810f3 01:e8e83£37 00:dce8l4
[l :e378ace8 R2:2dfa9%46e

T O = W»
®
&

how 2.0 Internal state at time 1
5:070c6e50 14:a5fadb%e 13:be366d56 12:928b5256 11l:alkca2f7 10:991£7362 09:e5fdlede 08:0339b8%7
[7: 70933292 06:81a343el 05:00098c25 04:21e0b756 03 ¢£05c5d45 02:4bcddadb 01:387810£f3 00:e8e83fp7
L : 4fdb4bc4 R2:b95a6c28

PO = W»

how 2.0 Internal state at time 2
5:bce23d5c 14:070c6e50 13:a5fadb%e 12:be366d56 11:928b5256 10:a0bca2f7 09:991£7362 08:e5fdlefe
[7:03390827 06:70933a92 05:81a343el 04:00098c25 03:21e0b756 02:£05c5d45 0l:4bcddadb 00:387810f3
[1:0963f84d R2:3d5135ch

O = W»

how 2.0 Internal state at time.3
5:4eb9692d 14:bce23dbc 13:b70&6e50 12:a5fadb%e 11l:be366d56 10:928b5256 09:a0bca2f7 08:991£73¢2
[7:e5fdlede 06:03390827 05(:7H933a92 04:81a343el 03:00098c25 02:21e0b756 01:£05c5d45 00:4bcddadib
1l :befd79%ac R2:28b521b3

O = W»

how 2.0 Internal sfafe at time 4
5:96a599%a9 14:4eb9692d 13:bce23d5c 12:b70c6e50 1l:a5fadb%e 10:be366d56 09:928b5256 08:albca2f?
[7:991£7362 0@yedfdlede 05:03390827 04:7b933a92 03:81la343el 02:00098c25 01:21e0b756 00:£05c5d$5
[1:24485c45 (R2re6ab92e9

T O = W»

Show 2.0\Inhternal state at time 5
1p:62ad427d 14:96a599a9 13:4eb9692d 12:bce23d5c 11:b70c6e50 10:a5fadb9%e 09:be366d56 08:928b52p6
07 *d0bca2f7 06:991£7362 05:e5fdlede 04:03390827 03:7b933a92 02:81a343el 01:00098c25 00:21e0b7p6
R1:e9e54b10 R2:385b4519

Snow 2.0 Internal state at time 6

15:19397ef2 14:62ad427d 13:96a599a9 12:4eb9692d 1l:bce23d5c 10:b70c6e50 09:a5fadb%e 08:be366d56
07:928b5256 06:al0bca2f7 05:991£7362 04:e5fdlede 03:03390827 02:7b933a92 01:81a343el 00:00098c25
R1:1e586367 R2:13f2d986

Snow 2.0 Internal state at time 7

15:5f8525f0 14:19397ef2 13:62ad427d 12:96a599a9 11:4eb9692d 10:bce23d5c 09:b70c6e50 08:a5fadb9%e
07:0e366d56 06:928b5256 05:a0bca2f7 04:991£f7362 03:e5fdlede 02:03390827 01:7b933a92 00:81a343el
Rl:adl24ce8 R2:el3cadlf
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Snow 2.0 Internal state at time 8
15:fb9cObcf 14:5£8525f0 13:19397ef2 12:62ad427d 11:96a599a9 10:4eb9692d 09:bce23d5c 08:b70c6e50
07:a5fadb%e 06:be366d56 05:928b5256 04:al0bca2f7 03:991£7362 02:e5fdlede 01:03390827 00:7b933a92
R1:81f94716 R2:679f1c0a

C.4 Example for Rabbit

C.4.1 Introduction

All test

significant bytes are stored at the highest memory addresses.

C.4.2 Key, initialization vector, and keystream triplets

vectors for Rabbit are given in the little-endian notation, i.e., for multi-byte numbers, the mos

bt

K = 00 Op 00 00 00 00 00O OO OO OO OO 00O 00O 00 00 0O

Iv= 00 Op 00 00 00 00 00 0O

Z = ED Bl 05 67 37 5D CD 7C D8 95 54 F8 5E 27 A7 C6 8D 4A DC 70 32 29 8F 7B D4<{EFF5 04 AC A6 29 5F
66 8F BF 47 8A DB 2B E5 1E 6C DE 29 2B 82 DE 2A B4 8D 2A C6 56 59 79 22 0B €9 09 A7 E7 57 60 98

K = 00 Op 00 00 00 00O 00O 00O OO OO OO 00O 0O 00 00 0O

Iv= 00 Of 02 03 04 05 06 07

Z = 98 7L C7 BA 4E A3 08 07 CD AA 49 64 66 39 2D 2F 4A FF 43 55 EE.90 69 56 10 9B 96 65 97 8D AC ED
9B 7F 6F 7F C8 2C 67 D2 73 22 CB DE 9D BO 16 45 8C 38 2C 9C_7/D\30 44 E6 52 OB B9 2A 13 53 CO FF

K = 00 Of 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

Iv= 00 Op 00 00 00 00 00 0O

7Z = A8 F[l E6 9B 69 40 A7 8D 13 6A 5C 15 4A 15 79 52 A6 E4 23 58 59 E3 02 20 EA 68 64 36 BB 38 EF 53
9C 2P 40 55 6B 09 EC D7 FE A2 BO AC 83 07 F1 69 62365 A3 D6 44 28 1C 39 C9 CD 5E 1E 2F 9B E4 DO

K= 00 Of 02 03 04 05 06 07 08 09 OA OB OC OD OE,OF

IVv= 00 Of 02 03 04 05 06 07

Z = F2 8P 19 DD Al 28 F8 F9 OA 30 34 6E 97 @4.D2 B7 4C 69 A2 D9 91 37 27 BC 5A 30 18 E6 33 2A F7 F3
BE 3R C3 EF B3 68 F4 3A 4C B8 58 67 (B8N1IC 91 F9 24 29 0C 81 6B 8B 57 88 98 C5 7F B4 CO BA 05 BD

C.4.3 Sample internal states

K = 00 Of 02 03 04 05 06 07 08,09 OA 0B 0OC 0D OE OF

IV= 00 Of 02 03 04 05 06 07

7Z = F2 8P 19 DD Al 28 F8sEO0OA 30 34 6E 97 94 D2 B7 4C 69 A2 D9 91 37 27 BC 5A 30 18 E6 33 2A F7 F3
BE 3p C3 EF B3 68 &#4y3A 4C B8 58 67 B8 1C 91 F9 24 29 0C 81 6B 8B 57 88 98 C5 7F B4 CO BA 05 BD

After kel expansien{ (Internal state S(-9))

x0:03020L00 x1:0BOCOBOA x2:07060504 x3:01000F0E x4:0BO0A0908 x5:05040302 x6:0F0EODOC x7:09080706

c0:09080BOA 103020504 c2:0DOCOFOE ¢3:07060908 c4:01000302 c¢5:0BOA0DOC c6:05040706 c7:0F0E0100

carry:0

After key setup iteration 1 (Internal state S(-8))

x0:05783933 x1:162113C0 x2:B38F168E x3:F08A919E x4:7F2CDA94 x5:ACBEB878 x6:0D5257A9 x7:4FF46B46

c0:563CDES57 cl:D64F39D7 c2:41DF5C42 c3:543ADC55 c4:D44D37D5 ¢5:3FDD5A40 c6:5238DA53 ¢7:E25B35D3

carry:0

After key setup iteration 2 (Internal state S(-7))

x0:798C2CEC x1:CCO5FFD4 x2:50D68324 x3:2C306745 x4:AD519559 x5:81595E7A x6:29A589E2 x7:15212B97

c0:A371B1A4 cl:A99C6EAA c2:76B2A977 c3:A16FAFA2 c4:A79A6CA8 c5:74BOA775 c6:9F6DADAO c7:B5A86AA6

carry:1

60
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After key setup iteration 3 (Internal state S(-6))
x0:CD328957 x1:66D5AB1F x2:0D115824 x3:FCCEB784 x4:
c0:FO0A684F2 cl:7CE9A37D c2:AB85F6AC c3:EEA482EF c4:

carry:1

12E900D7
TAETAL17B

x5:36A46997
c5:A983F4AA

x6:9F40C5BC
c6:ECA280ED

x7:AB1C8A08
c7:88F59F79

After key setup iteration 4 (Internal state S(-5))
x0:A31515F8 x1:5DFD3AC6 x2:33CD6AD2 x3:4BD778E5 x4:
c0:3DDB5840 ¢1:5036D851 c2:E05943E1 c3:3BD9563C c4:

carry:1

89708269
4E34D64F

x5
ch

:D93095C1
:DE5741DF

X6
c6

:5E495F60
:39D7543A

x7
c7

:C197863A
:5C42D44D

fter counter modification / IV setup (Internal
:A31515F8 x1:5DFD3AC6 x2:33CD6AD2 x3:4BD778E5
:B7A9DB29 cl:8E004E92 ¢c2:B9161985 c3:FF4AD106

state S(-4))
x4:89708269
c4:EE23C2B7

x5:D93095C1
c5:84AC781B

X6
cé6:

5E495F60
ODIC3BEC

x7:C19%86BA
c7€¢€1291AD

Q _Q X

bhrry:1

fter IV setup
0:054A3F2F x1

Q _Q X »

brry:0

fter IV setup

Q _Q X X

brry:1

fter IV setup
0:1A2EF77E x1

Q _Q X X»

hrry:1

fter IV setup
0:987651C2 x1
0:EC7D2860 cl

0:04DEAE77 cl:

0:0FDBOA3A x1:
0:521381C4 cl:

:9F485512 cl:

iteration 1

:BE444CDE x2:
:EDE966BA c3:4C7FA453 c4

614D8366 c2

iteration 2
334807E8 x2
349AB839 c2

iteration 3

:FDEEE287 x2
07E7EDOC c2:

iteration 4

:FFS5F0007 x2:
:DB3521DF c2:

(Internal state S(-3))
573425A4 x3:9347FAD1 x4

(Internal state S(-2))

:E66BCCY98 x3:0FDA371C x4:
:22BCB3EF ¢3:99B477A1 c4:

(Internal state S(-1))

:A918F5A1 x3:D6414F76 x4:
57900124 c3:E6E94AEE cdjy

(Internal state ‘SW0))

5C48C79E x3:661B3E75 x4:
8C634E58 c3:841E1E3B c4:

:29036A2F
:C170F78B

9C3E3036
94BE2C5E

4848D473
680B6131

49247B9A
3B589605

x5
cb

x5
:EES31285

cb

x5
c5

x5
:57F9ACEF

cb

:DD3C6B50
:B97FC550

71 TM4EGS7

:BCE9BD30
:23265FBA

3C7AAT744

X6
co

X6
c6

X6
c6

X6
c6:

12CC38803
5A510F39

:C6FCBB4C
:A785E286

:3E524094
:F4BAB5D4

4AEF3F40
41EF8921

x7:
:ES5DEE2

c’7

x7
c’7

x7:
c7:

x7
c7

6F7847

:A8DIAC
:B92C17

16242C

8C794C%

:D11758
:5FC680

Lo
/B

LE
LE

[

LE
5

Q _Q X

brry:1

fter keystream iteration 1 (Interhal state S(1))
0:2A158BE4 x1:D93EC5A4 x2:298B7C1B x3:01F4F70C x4:E241E934
0:39B1FBAE cl:AE8256B3 c2(:C1369B8D ¢3:8152F188 c4:0EA5CADS8
bhrry:1

utput F2 89 19 DD A1(28 'F8 F9 0A 30 34 6E 97 94 D2 B7

x5:
ch:

0216D073
8CCCFA24

X6
c6:

72769563
8F245C6E

x7
c’7

:54BASC
:3313B5

V5
[8

o 0 Q X »

fter keystream_diteration 2 (Internal state S(2))
:46EC0492 xI¥3yA4BODAGE x2:7B374COE x3:93249F4E x4:E93894EF
:86E6CEFC (@l*81CF8B86 c2:F609E8C2 c3:CE87C4D5 c4:EL1F2FFAB
brry:1
utput, 4AC 69 A2 D9 91 37 27 BC 5A 30 18 E6 33 2A F7 F3

x5:6DDEC710
c5:C1A04758

X6
c6

:2799B917
:DC592FBB

x7:
c7:

7BOFOF?
0660EADPB

o

O 0O Q X »

Aft€p keystream iteration 3 (Internal state S(3))
x0:98C27422 x1:0D5B5EC2 x2:FEECOF8D x3:423F7701 x4:E22AB517
c0:D41BA24A c1:551CC059 c2:2ADD35F7 c3:1BBC9823 c4:B540347F
carry:0

output BE 3A C3 EF B3 68 F4 3A 4C B8 58 67 B8 1C 91 F9

x5:4E9CC418
c5:F673948D

X6
c6

:A7535E87
:298E0308

x7
c’7

:F73E8572
:DOAELF6F

After keystream iteration 4 (Internal state S(4))
x0:3B844C36 x1:AF5CD78B x2:2619A0AC x3:774FBA88 x4:D16C6AC4
c0:21507597 c1:2869F52D c2:5FB0832C c3:68F16B70 c4:888D6952
carry:1

output 24 29 0C 81 6B 8B 57 88 98 C5 7F B4 CO BA 05 BD

x7
c7

x5:6512AE4E
c5:2B46E1C2

X6
c6:

6ABECDSF
76C2D656

:2BC76513
:ACFB5442
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C.5 Example for Decim"?

C.5.1 Introduction to the Decim"? example

The byte-values and binary decomposition of bytes follow the big-endian notation, i.e., for multi-byte numbers,
the most significant bytes are stored at the lowest memory addresses. In particular, this holds for the key, 77,
keystream, register and buffer byte- and binary values given below.

K = K . Ko
Iv= IVf; -~ IV,

z =2, | 2,
a = ajdp - Qp
b = by .. by
T = T,1,T,

and, for instance, given the key
K = de|aa 00 40 00 30 00 0Of 08 80,
each regjsters are defined to:

[K;g-K-p]l=de, [Kqj..Kg,]=aa .. [K,.K,]=80,

with bit-decomposition as follows:

K9 .. ¥y = 11011110 10101010 00000000 01000000 £H0000000
00110000 00000000 00001111 00001060.710000000

C.5.2 Key, initialization vector, and keystream\triplets

K = 00 Op 00 00 00 00 00 00 00 80
Iv= 00 Op 00 00 00 00 00 00
Z =76 eB 89 be 1b fb ad d5 3c ce a0 fe 43 b8 c8 fb d3 92 b8 0b 52 94 60 f£8

K = 00 Op 00 00 00 00 00 0O 00 0O
Iv= 00 Op 00 00 00 00 00 80
Z = 4c ef bd b3 0e cd c9 cO0 84l 8f 7f 28 £f 83 48 75 40 ff c5 cb Oa 33 da

K =09 Op 09 09 09 09 090909 09
Iv= 00 Op 00 00 00 00.90)00
Z = 43 9p ba f8 a7 84(dc f9 e6 d2 90 1d 12 4d 43 09 22 33 f2 47 60 19 70 53

K =09 0Op 07 06~05 04 03 02 01 00
Iv= 00 Op 0Qr 60~00 00 00 00
Z = 52 bL (I3 10 01 2a cd 3a d2 20 4f e2 b2 2a 5d 21 64 41 f6 3d d3 b4 43 6a

K = eb 98 45 f2 9f 4c £f9 a6 53 00
IV= de 77 10 a9 42 db 74 0d
Z = 62 ff c9 cc 21 Oe 07 ea 6e 50 f0 fb 1b 60 36 7f 88 a6 a5 27 9o 18 cb b8

K = fa a7 54 01 ae 5b 08 b5 62 0f

IV= £f9 92 2b c4 5d f6 8f 28
Z = f0 af 66 52 2a 23 8b 29 63 37 8b 18 ec 1f 4c a8 27 91 3d 2c f0 ad 94 d9

62 © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=f8ce2c7ba035c03fc0d87085f58510cd

ISO/IEC 18033-4:2011(E)

C.5.3 Sample internal states

The binary equivalents of the internal states for key stages, namely at time -256, time -64, time 0 and time 193
are provided.

K = 00 00 00 00 00 00O 00 00 00 80
Iv= 00 00 00 00 00 00 00 00
Z =176 e3 89 be 1b fb ad d5 3c ce a0 fe 43 b8 c8 fb d3 92 b8 0b 52 94 60 £8

For time -256 until -64 (executions of InitNext (S,LFSR)). internal state variables T, b and [ have the following
vialues:

Tq: 000

H: 00 00 00 00

J: 0

Decim v2 Internal State at time -256

al: £ff £ff £f£f ££f 00 00 00 00 00 OO OO OO OO 80 00 OO OO OO OO OO0 OO0 00 00480
Decim v2 Binary Internal State at time -256 (Binary notation)

11111111 11111111 11111111 11111111 00000000 00000000 00000000, 0OYOOOOO
00000000 00000000 00000000 00000000 00000000 10000000 00000000 ©0000000
00000000 00000000 00000000 00000000 00000000 00000000 0000000€10000000

Q)

=

kecutions of InitNext(S,LFSR)

oJ

cim v2 Internal State at time -255
al: 2f f£ff £ff ££f £0 00 00 00 OO OO OO OO OO 08 00 00 0.BO 00 00 OO0 00 00 08

oJ

bcim v2 Internal State at time -254
al: 42 ff f£ff £f ££ 00 00 00 00 00 00 00 00 0O 80 *©O. 00 00 00 0O 00 00 00 00

o

bcim v2 Internal State at time -253
al: 84 2f f£ff ff £f £0 00 00 00 00 00 00 00 QO~08 00 00 00 00 00O 00 00 00 0O

oJ

cim v2 Internal State at time -252
al: 98 42 ff ff ff f£ff 00 00 00 00 00 OO~00 00 00O 80 00 OO OO OO OO 00O 00 0O

oJ

cim v2 Internal State at time %2531
al: 99 84 2f ff ff f£f £0 00 00,00 00 00 00 00 00 08 00 00 00 0O 00 00 00 0O

Decim v2 Internal State at/time -250
al: 89 98 42 ff ff ff ff @00 00 00 00 00 OO0 OO OO 80 00 OO OO OO OO0 00 0O

]

cim v2 Internal State/at time -249
al: e8 99 84 2f ff £F Hf £0 00 00 00 00 00 0O 00 0O 08 00 00 0O 00 00 00 0O

o

cim v2 Intern@lyState at time -248
al: 4e 89 98 4g/£ff ff ff f£ff 00 00 00 00 OO OO OO OO OO 80 00O OO OO 00O 00 0O

oJ

bcim v2 Inteérnal State at time -247
al: 04 e8-.99 84 2f ff ff f£ff £0 00 00 00 00 00 OO OO OO 08 00 OO OO OO0 00 0O

oJ

cim\v2 Internal State at time -246
al: “00 4e 89 98 42 ff ff f£ff f£ff 00 00 00 00 00 00 00 00 00 80 00 00 00 00 0O

Decim v2 Internal State at time -245
a: dO 04 e8 99 84 2f ff f£ff f£ff £0 00 00 00 00 00 00 00 00 08 00 00 00 00 0O

Decim v2 Internal State at time -244
a: 6d 00 4e 89 98 42 ff ff ff £f 00 00 00 00 00O OO OO OO OO 80 00 00 00 0O

Decim v2 Internal State at time -243
a: 16 d0 04 e8 99 84 2f ff ff £f £0 00 00 00 00 00 00 00 00 08 00 00 00 00

Decim v2 Internal State at time -242
a: dl 6d 00 4e 89 98 42 ff ff f£ff £f 00 00 00 00 00 00 00 00 00 80 00 00 0O

Decim v2 Internal State at time -241
a: fd 16 d0 04 e8 99 84 2f ff ff ff £0 00 00 00 00 OO OO OO OO 08 00 00 00
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Decim
a: df

Decim
a: ed

Decim
a: fe

Decim
a: ef

Decim
a: ee

Decim
a: ce

Decim
a: Oc

Decim
a: 60

Decim
a: 06

Decim
a: b0

Decim
a: 5b

Decim
a: c5

Decim
a: bc

Decim
a: 6b

Decim
a: de

Decim
a: bd

Decim
a: 8b

Decim
a: 38

Decim
a: b3

Decim
a: fb

Decim
a: 4f

Decim
a: 84

Decim
a: 18

Decim
a: 21

Decim
a: f2

64

v2
dl

v2
fd

v2
df

v2
ed

Internal
6d 00 4e

Internal
16 d0 04

Internal
dl 6d 00

Internal
fd 16 doO

State
89 98

State
e8 99

State
4e 89

State
04 e8

at
42

at
84

at
98

at
99

time -240
ff ff ff ff

time -239
2f £ff ff ff

time -238
42 ff ff ff

time -237
84 2f ff ff

00

f0

ff

ff

00

00

00

f0

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

80

08

00

00

00

00

80

08

00

00

00

00

v2
fe

v2
ef

v2
ee

v2
ce

v2
Oc

v2
60

v2
06

v2
b0

v2
5b)

v2
cb

v2
bc

v2
6b

v2
deé

v2
bd|

v2
8|

v2
38

v2

Internal
df dl 6d

Internal
ed fd 16

Internal
fe df dil

Internal
ef ed fd

Internal
ee fe df

Internal
ce ef ed

Internal
Oc ee fe

Internal
60 ce ef

Internal
06 Oc ee

Internal
b0 60 ce

Internal
5b 06 Oc

Internal
c5 b0 60

Internal
bc 5b 06

Internal
6b c5 b0

Internal
dé bc 5b

Integnal
bdAcn c5

Infternal

State
00 4e

State
do 04

State
6d 00

State
16 doO

State
dl ed

State
fd 16

State
df di

State
ed fd

State
fe df

State
ef ed

State
ee fe

State
ce ef

State
Oc ee

State
60 cg

Sstate
Q6 Oc

State
b0 60

State

at

at

e8

at
de

at
04

at

at

do

at
6d

at
16

at
dl

at
fd

at
df

at
ed

at
fe

at
e

at
ee

at
ce

atl

time -236
98 42 ff ff

time -235
99 84 2f ff

time -234
89 98 42 ff

time -233
e8 99 84 2f

time -232
4e 89 98 42

time -231
04 e8 99 84

time -230
00 4e 89 98

time -229
d0 04 e8 99

time -228
6d 00 4e 89

time -227
16 d0 04 eS8

time -226
dl 6d 00 4e

time -225
fd 16 46 \04

time\=-224
df 4§11 6d 00

fime -223
ed fd 16 dO

time -222
fe df dl1 ed

time -221
ef ed fd 16

time = Q

ff

ff

ff

ff

ff

2f

42

84

98

99

89

e8

de

04

00

do

ff

ff

ff

ff

ff

ff

ff

2f

42

84

98

99

89

e8

4e

04

00

f0

ff

ff

ff

ff

ff

ff

ff

2f

42

84

98

99

89

e8

00

00

00

f0

ff

ff

ff

ff

ff

£f

ff

2f

42

84

98

99

00

00

00

00

00

f0

ff

ff

££

ff

ff

ff

ff

2f

42

84

00

00

00

00

00

00

00

f0

ff

ff

ff

ff

ff

ff

ff

2f

00

00

00

00

00

00

00

QD

00

f0

ff

ff

ff

ff

ff

ff

00

00

00

00

00

00

00.

00

00

00

00

f0

ff

ff

ff

ff

00

00

00

00

00

00

0¢

00

00

00

00

00

00

f0

ff

ff

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

f0

00

00

00

00

00

06

00

00

00

00

00

00

00

00

00

00

80

08

00

00

0p

00

00

00

00

00

00

00

00

00

00

00

b3

v2
fb

v2
4f

v2
84

v2
18

8b d6 bc

Internal
38 bd 6b

Internal
b3 8b dé6

Internal
fb 38 bd

Internal
4f b3 8b

5b 06

State
c5 b0

State
bc 5b

State
6b cb

State
d6 bc

Oc

at
60

at
06

at
b0

at
5b

ee fe df dl

time -219
ce ef ed fd

time -218
Oc ee fe df

time -217
60 ce ef ed

time -216
06 Oc ee fe

6d

16

dl

fd

df

00

do

6d

16

dl

de

04

00

do

6d

89

e8

de

04

00

98

99

89

e8

de

42

84

98

99

89

ff

2f

42

84

98

ff

ff

ff

2f

42

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

00

f0

ff

ff

ff

00

00

00

f0

ff
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Decim
a: 9f

Decim
a: e9

Decim
a: 6e

Decim
a: fo

w)

ecim

v2
21

v2
f2

v2
9f

v2
e9

Internal
84 fb 38

Internal
18 4f b3

Internal
21 84 fb

Internal
£f2 18 4f

Internal

State
bd 6b

State
8b d6

State
38 bd

State
b3 8b

State

at
cb

at
bc

at
6b

at
de

at

time -215
b0 60 ce ef

time -214
5b 06 Oc ee

time -213
c5 b0 60 ce

time -212
bc 5b 06 Oc

time —-211

ed

fe

ef

ee

fd

df

ed

fe

16

dl

fd

df

do

6d

16

dl

04

00

do

6d

e8

de

04

00

99

89

e8

de

84

98

99

89

2f

42

84

98

ff

ff

2f

42

ff

ff

ff

ff

ff

ff

ff

ff
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5f

Q)

cim

oJ

cim

oJ

Decim

cim

w)

cim

]

cim

oJ

Decim

cim

o

cim

oJ

oJ

cim
c8

)

cim

@]

cim

oJ

cim

oJ

cim

oJ

cim

o

De¢im

6e

v2
f6

v2
5f

v2
45

v2
04

v2
10

v2
dl

v2
1d

v2
31

v2
13

v2
81

v2
88

v2
c8

v2
Tc

v2
77

v2
17

v2
a7

9f 21 84

Internal
e9 f2 18

Internal
6e 9f 21

Internal
£f6 e9 f2

Internal
5f 6e 9f

Internal
45 f6 e9

Internal
04 5f 6e

Internal
10 45 fo6

Internal
dl 04 5f

Internal
1d 10 45

Internal
31 dl1 04

Internal
13 1d 10

Internal
81 31 dil

Internal
88 13 1d,

Internal
c8 (818 31

Internal
7c 88 13

Internal
77 <8 81

fb 38

State
4f b3

State
84 fb

State
18 4f

State
21 84

State
f2 18

State
9f 21

State
e9 f2

State
6e 9f

State
f6 e9

State
5f 6e

State
45 f6

State
04 5f

State
10,45

State
dl 04

State
1d 10

State
31 41l

bd

at
8b

at
38

at
b3

at
fb

at
4f

at
84

at
18

at
21

at
f2

at
9f

at
e9

at
6e

at
f6

at
5f

at
45

at
04

6b c5 b0 60

time -210
dé bc 5b 06

time -209
bd 6b c5 b0

time -208
8b dé6 bc 5b

time -207
38 bd 6b c¢5

time -206
b3 8b d6 bc

time -205
fb 38 bd 6b

time -204
4f b3 8b dé6

time -203
84 fb 38 bd

time -202
18 4f b3 8b

time -201
21 84 fb. 38

time, -200
f20W18%4f b3

time -199
9f 21 84 fb

time -198
e9 f2 18 4f

time -197
6e 9f 21 84

time -196
f6 €9 f2 18

time -195
5f Ge Of 21

ce

Oc

60

06

b0

5b

c5

bc

6b

de

bd

8b

38

b3

fb

4f

24

ef

ee

ce

Oc

60

06

b0

5b

cb

be

6b

de

bd

8b

38

b3

ke

ed

fe

ef

ee

ce

Oc

60

06

b0

5b

cb

bc

6b

de

bd

8b

38

fd

df

ed

fe

ef

ee

ce

Oc

60

06

b0

5b

c5

bc

6b

de

d

16

dl

fd

df

ed

fe

ef

ee

ce

Oc

60

06

b0

5b

c5

bc

[Ya)

do

6d

16

dl

fd

df

ed

fe

ef

ee

ce

Oc

60

06

b0

5b

ch

04

00

do

6d

16

dl

£

daf

ed

fe

ef

ee

ce

Oc

60

06

0

e8

de

04

00

do

6d

16

dl

fd

df

ed

fe

ef

ee

ce

Oc

a0

99

89

e8

de

04

00

do

6d

16

dl

fd

df

ed

fe

ef

ee

ce

84

98

99

89

e8

de

04

00

do

6d

16

dl

fd

df

ed

fe

of

2f

42

84

98

99

89

e8

de

04

00

do

6d

16

dl

fd

df

ed

ff

ff

2f

42

84

98

99

89

e8

de

04

00

do

6d

16

dl

£d

Decim
a: c4

Decim
a: bc

Decim
a: 5b

Decim
a: c5

v2
49

v2
44

v2
c4d

v2
bc

Internal
17 7c 88

Internal
91 77 c8

Internal
49 17 7Tc

Internal
44 91 77

State
13 1d

State
81 31

State
88 13

State
c8 81

at
10

at
dl

at
1d

at
31

time -194
45 f6 e9 f2

time -193
04 5f 6e 9f

time -192
10 45 f6 e9

time -191
dl 04 5f 6e
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21

f2

9f

4f

84

18

21

b3

fb

4f

84

8b

38

b3

fb

de

bd

8b

38

bc

6b

de

bd

5b

ch

bc

6b

06

b0

5b

c5

Oc

60

06

b0

ee

ce

Oc

60

fe

ef

ee

ce

df

ed

fe

ef
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time -99
86 9d 8f 10

time -98
48 69 d8 f1

time -97
64 86 9d 8f

time -96
06 48 69 d8

time -95
60 64 86 9d

18

el

6e

f6

9f

39

c3

8c

38

53

55

75

77

07

10

f1l

2f

51

85

18

el

6e

f6

9f

39

c3

8¢

38

53

55

75

77

07

10

£9

1f

51

85

18

el

6e

f6

9f

39

c3

8c

38

53

55

75

17

b6

9b

£9

1f

51

85

18

el

6e

f6

9f

39

c3

8c

38

53

55

do

6d

b6

9b

£9

1f

51

85

18

el

6e

f6

9f

39

c3

8c

38

46

94

do

6d

b6

9b

£9

¥E

51

85

18

el

6e

f6

9f

39

c3

4c

64

46

94

do

6d

b6

9b

£9

1f

51

85

18

el

6e

f6

Qf

fe

cf

4c

64

46

94

d9

6d

b6

9b

£9

1f

51

85

18

el

Y=

91

e9

fe

ct

4c

64

46

94

do

6d

b6

9b

£9

1f

51

85

18

b2

1b

91

e9

fe

cf

4c

64

46

94

do

6d

b6

9b

£9

1f

51

3e

23

b2

1b

Nk

e9

fe

ct

4c

64

46

94

do

6d

b6

9b

£9

d4

ed

3e

23

b2

1b

91

e9

fe

cf

4c

64

46

94

do

6d

ha

Decim
a: 69

Decim
a: 96

Decim
a: 49

Decim
a: 14

v2
dl

v2
9d

v2
69

v2
96

Internal
58 a3 55

Internal
15 8a 35

Internal
dl 58 a3

Internal
9d 15 8a

State
bb a4

State
5b ba

State
55 bb

State
35 5b

at
71

at
47

at
ad

at
ba

time -94
b6 06 48 69

time -93
1b 60 64 86

time -92
71 b6 06 48

time -91
47 1b 60 64
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ds

9d

69

86

fl

8f

ds

9d

07

10

f1l

8f

75

77

07

10

53

55

75

77

8c

38

53

55

39

c3

8c

38

f6

9f

39

c3

el

6e

f6

9f

85

18

el

6e

1f

51

85

18

9b

£9

1f

51

69
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Decim
a: al

Decim
a: 5a

Decim
a: ab

Decim
a: da

Decim
a: 8d

Decim
a: d8

Decim
a: ad

Decim
a: Ta

Decim
a: 57

Decim
a: 75

Decim
a: a7

Decim
a: Ta

Decim
a: 87

Decim
a: c8

Decim
a: 4c

Decim
a: 34

Decim
a: 63

Decim
a: 46

Decim
a: 94

Decim
a: 49

Decim
a: 54

Decim
a: 95

Decim
a: f9

Decim
a: 3f

Decim
a: 23

70

v2
49

v2
14

v2
al

v2
5a

v2

Internal
69 dl 58

Internal
96 9d 15

Internal
49 69 dil

Internal
14 96 9d

Internal

State
a3 55

State
8a 35

State
58 a3

State
15 8a

State

at
bb

at
5b

at
55

at
35

at

time -90
a4 71 bo

time -89
ba 47 1b

time -88
bb a4 71

time -87
5b ba 47

time —-86

06

60

b6

1b

48

64

06

60

69

86

48

64

ds

9d

69

86

f1l

8f

ds

9d

07

10

fl

8f

75

77

07

10

53

55

75

77

8c

38

53

55

39

c3

8c

38

f6

9f

39

c3

el

6e

f6

9f

85

18

el

6e

ab

v2
da|

v2
8d|

v2
ds

v2
ad|

v2
Ta

v2
57

v2
75

v2
a7

v2
Ta

v2
87

v2
c8

v2
4c

v2
34

v2
63

v2
46

v2

94

al 49 69

Internal
5a 14 96

Internal
ab al 49

Internal
da 5a 14

Internal
8d a5 al

Internal
d8 da 5a

Internal
ad 8d ab

Internal
7a d8 da

Internal
57 ad 8d

Internal
75 7a d8

Internal
a7 57 ad

Internal
T7a 75 Ta

Internal
87 a7 57

Internal
c8 7a 75

Internal
4c 87 a7

Internad
34 c8. %a

Internal
6340 87

dl 58

State
9d 15

State
69 dl

State
96 9d

State
49 69

State
14 96

State
al 49

State
5a 14

State
ab al

State
da ba

State
8d ab

State
dg8 da

State
ad 8d

State
7a d8

Stahe
57 ‘ad

State
75 Ta

State
al o

a3

at
8a

at
58

at
15

at
dl

at
9d

at
69

at
96

at
49

at
14

at
al

at
5a

at
ab

at
da

at
8d

at
ds

at
ad

55 bb a4

time -85
35 5b ba

time -84
a3 55 bb

time -83
8a 35 5b

time -82
58 a3 55

time -81
15 8a 35

time -80
dl 58 a3

time -79
9d 15 8a

time -78
69 dl 58

time -77
96 9d 15

time -76
49 69 dil

time -75
14 96 9d

time =%4
al 49_69

tame -73
5a 14 96

time -72
a5 al 49

time -71
da 5a 14

time -70
2d a5 a1

71

47

a4d

ba

bb

5b

55

35

a3

8a

58

NS}

dl

9d

69

96

49

b6

1b

71

47

a4

ba

bb

5b

55

35

a3

8a

58

15

dl

9d

29

06

60

b6

1b

71

47

a4

ba

bb

5b

L]

35

a3

8a

58

15

dl

48

64

06

60

b6

1b

71

47

a4

ba

bb

5b

55

35

a3

8a

58

69

86

48

64

06

60

b6

1b

71

47

a4

ba

bb

5b

55

35

a3

ds

9d

69

86

48

64

06

60

b6

1b

71

47

a4

ba

bb

5b

55

f1l

8f

ds

9d

69

86

48

64

06

60

b6

1b

71

47

a4

ba

laYa)

07

10

fl

8f

ds

9d

69

86

48

64

06

60

b6

1b

71

47

ad

75

77

07

10

f1l

8f

ds

e

69

86

48

64

06

60

b6

1b

53

55

75

77

07

10

£

8f

ds

9d

69

86

48

64

06

60

o

8c

38

53

55

75

77

07

10

f1

8f

ds

9d

69

86

48

64

Qg

39

c3

8c

38

53

55

75

77

07

10

f1l

8f

ds

9d

69

86

48

f6

9f

39

c3

8c

38

53

55

75

77

07

10

fl

8f

ds

9d

29

v2
49

v2
54

v2
95

v2
£9

Internal
46 34 c8

Internal
94 63 4c

Internal
49 46 34

Internal
54 94 63

State
7a 75

State
87 a7

State
c8 7a

State
4c 87

at
Ta

at
57

at
75

at
a7

time -69
d8 da 5a

time -68
ad 8d ab

time -67
7a d8 da

time -66
57 ad 8d

14

al

5a

ab

96

49

14

al

9d

69

96

49

15

dl

9d

69

8a

58

15

dl

35

a3

8a

58

5b

55

35

a3

ba

bb

5b

55

47

a4

ba

bb

1b

71

47

a4

60

b6

1b

71

64

06

60

b6

86

48

64

06
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Decim v2 Internal State at time -65

a: 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d 15 8a 35 5b ba 47 1b 60

Decim v2 Internal State at time -64

a: 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58 a3 55 bb a4 71 b6

Decim v2 Internal State at time -64 (Binary notation)

a: 00111000 00100011 11111001 01010100 10010100 01100011 01011000 11010001
01101001 01010111 10101101 10001101 10100101 10100001 01001001 10100111
10000111 01001100 10100011 01010101 10111011 10100100 01110001 10110110

T: 000 b: 00000000 00000000 00000000 00000000 I: 0

Executions of TnitNext (S . BUFF)

Decim v2 Internal State at time -63

al: 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d 15 8a 35 5b ba 47 1b

Tf: 111 b: 00 00 00 00 I: 1

Decim v2 Internal State at time -62

al: a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58 a3 55 bb a4 71

Tf: 111 b: 00 00 00 00 I: 2

Decim v2 Internal State at time -61

al: 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d 15 8a 35 5b ba A7

Tj: 101 b: 00 00 00 00 I: 3

Decim v2 Internal State at time -60

al: 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58 a3"o6/ bb a4

T: 101 b: 00 00 00 08 I: 4

Decim v2 Internal State at time -59

al: b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 S& .15 8a 35 5b ba

T: 101 b: 00 00 00 18 I: 5

Decim v2 Internal State at time -58

al: 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5¢(al 49 69 dl 58 a3 55 bb

Tj: 001 b: 00 00 00 38 I: 6

Decim v2 Internal State at time -57

al: 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 74 d8 da 5a 14 96 9d 15 8a 35 5b

Tj: 101 b: 00 00 00 78 I: 7

Decim v2 Internal State at time -56

al: 53 3b 07 a2 38 23 £9 54 94 63 4¢.87 a7 57 ad 8d a5 al 49 69 dl 58 a3 55

T|: 001 b: 00 00 00 £8 I: 9

Decim v2 Internal State at tife =55

al: 05 33 b0 7a 23 82 3f 95,4946 34 c8 7a 75 7a d8 da 5a 14 96 9d 15 8a 35

T|: 001 b: 00 00 00-%8 I: 11

Decim v2 Internal Statel\at time -54

al: 20 53 3b 07 a2 3823 £f9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58 a3

T|: 010 b: #ONOO 00 £8 I: 13

Decim v2 Internal/ State at time -53

al: a2 05 33 &0\ 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d 15 8a

Tj: 010 b: 00 00 60 £8 I: 15

Decim w2\Internal State at time -52

al: 34 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58

T|: (041 b: 00 00 60 £8 I: 16

Decim v2 Internal State at time -51

a: 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d 15

T: 011 b: 00 00 60 £8 I: 17

Decim v2 Internal State at time -50

a: d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dil

T: 010 b: 00 00 60 £8 I: 18

Decim v2 Internal State at time -49

a: 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d

T: 001 b: 00 04 60 f£8 I: 19

Decim v2 Internal State at time -48

a: 42 d9 3a 20 53 3b 07 a2 38 23 £f9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69
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T: 001 b: 00 14 60 £8 I: 21

Decim v2 Internal State at time -47
a: 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96
T: 001 b: 00 14 60 f8 I: 23

Decim v2 Internal State at time -46
a: 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49
T: 000 b: 00 94 60 £8 I: 25

Decim v2 Internal State at time -45
a: 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14
T: 000 b: 0 94 6Q f8 I

Decim v2| Internal State at time -44
a: ed 5642 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al
T: 010 b: 12 94 60 f8 I: 29

Decim v2| Internal State at time -43
a: 7e 45| 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da ba
T: 010 b: 12 94 60 £8 I: 30

Decim v2| Internal State at time -42
a: 07 e4| 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5
T: 000 b: 52 94 60 f8 I: 32

Decim v2| Internal State at time 0
a: 07 e4| 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d, ad
T: 000 b: 52 94 60 f8 I: 32

Decim v2| Internal State at time 0 (Binary notation)

a: 0000011 11100100 01010110 01000010 11011001 00111010 01001106,01100011
1001000 00000111 10100010 00111000 00100011 11111001 0101010€¢ 00111011
01010p11 00100000 10000111 10100111 01010111 10101101 10004461 10100101

T: 000 b: 01010010 10010100 01100000 11111000 I/ 32

Executiohs of Next (S)

Decim v2| Internal State at time 1
a: a0 7e| 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 4946 34 c8 7a 75 7a d8 da
T: 101 |b: a9 4a 30 7c I: 32

Decim v2| Internal State at time 2
a: O0a 07| e4 56 42 d9 3a 20 53 3b 07 a2 38.28,f9 54 94 63 4c 87 a7 57 ad 8d
T: 111 |o: d4 a5 18 3e I: 32

Decim v2| Internal State at time 3
a: b0 al| 7e 45 64 2d 93 a2 05 33 bONJa 23 82 3f 95 49 46 34 c8 7a 75 7a d8
T: 010 |b: 6a 52 8c 1f I: 32

Decim v2| Internal State at timé *4
a: bb 0al 07 e4 56 42 d9 3a(2653 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad
T: 111 |o: b5 29 46 0Of IN"32

Decim v2| Internal Statevat time 5
a: eb b0l a0 7e 45 64.2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a
T: 111 |b: 5a 94,a3(07 I: 32

Decim v2| Integnal State at time 6
a: ce bb| 0a40K e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57
T: 111 |of2d 4a 51 83 I: 31

Decim v2 Internal State at time 7
a: fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75
T: 110 b: 16 a5 28 cl I: 32

Decim v2 Internal State at time 8
a: 3f ce bb O0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7
T: 111 Db: 0b 52 94 60 I: 32

Decim v2 Internal State at time 9
a: £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a
T: 010 Db: 05 a9 4a 30 I: 32

Decim v2 Internal State at time 10
a: 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87
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T: 010 b: 02 d4 a5 18 I: 32

Decim v2 Internal State at time 11

a: £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8
T: 101 b: 01 6a 52 8c I: 32

Decim v2 Internal State at time 12

a: 6f 3f 3f ce bb O0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £f9 54 94 63 4c
T: 100 b: 80 b5 29 46 I: 32

Decim v2 Internal State at time 13

a: 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34
T. 101 b: ¢c0 Hg 94 33 T 31

Decim v2 Internal State at time 14

al: 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £f9 54 94 63
T: 110 b: e0 2d 4a 51 I: 31

Decim v2 Internal State at time 15

al: 53 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46
Tf: 110 b: 70 16 a5 28 I: 32

Decim v2 Internal State at time 16

al: £5 37 6f 3f 3f ce bb Oa 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 f9 54 584
T|: 000 b: b8 0b 52 94 I: 32

Decim v2 Internal State at time 17

al: 8f 53 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82"3£/ 95 49
Tj: 111 b: dc 05 a9 4a I: 31

Decim v2 Internal State at time 18

al: 48 f5 37 6f 3f 3f ce bb O0a 07 e4 56 42 d9 3a 20 53 3b_MHA 22 38 23 f9 54
Tj: 100 b: ae 02 d4 a5 I: 32

Decim v2 Internal State at time 19

al: 74 8f 53 76 £3 f3 fc eb b0 a0 7e 45 64 2d 93 a2 (@5 33 b0 7a 23 82 3f 95
Tf: 010 b: 57 01 6a 52 I: 32

Decim v2 Internal State at time 20

al: b7 48 £f5 37 6f 3f 3f ce bb Oa 07 e4 56 42°d9 3a 20 53 3b 07 a2 38 23 f9
Tj: 101 b: 2b 80 b5 29 I: 32

Decim v2 Internal State at time 21

al: eb 74 8f 53 76 £3 £f3 fc eb b0 al.le 45 64 2d 93 a2 05 33 b0 7a 23 82 3f
Tj: 101 b: 15 c0 5a 94 I: 31

Decim v2 Internal State at tife 22

al: be b7 48 £f5 37 6f 3f 3f_.ee bb Oa 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23
Tj: 110 b: 4a e0 2d 4a It 31

Decim v2 Internal State\dt time 23

al: 9b eb 74 8f 53 76.£3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82
Tj: 000 b: 25 70 A6N\d5 I: 32

Decim v2 Internal/ State at time 24

al: 39 be b7 48, f5 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38
Tj: 100 bs~92 b8 0b 52 I: 32

Decim w2\Internal State at time 25

al: 48 9 eb 74 8f 53 76 f£3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23
T|: (1Q1" b: c9 5¢c 05 a9 I: 32

Decim v2 Internal State at time 26

a: 24 39 be b7 48 £5 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2
T: 010 Db: ed ae 02 d4 I: 32

Decim v2 Internal State at time 27

a: 52 43 9b eb 74 8f 53 76 £3 f3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a
T: 111 b: 72 57 01 6a I: 32

Decim v2 Internal State at time 28

a: b5 24 39 be b7 48 £f5 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07
T: 100 Db: 39 2b 80 b5 I: 32

Decim v2 Internal State at time 29

a: 6b 52 43 9b eb 74 8f 53 76 £3 £f3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0
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T: 110

T: 110

T: 101 b: 1lc 95 cO 5a I: 31

Decim v2 Internal State at time 30

a: d6 b5 24 39 be b7 48 f5 37 6f 3f 3f ce bb Oa 07 e4 56 42 d9 3a 20 53 3b

T: 000 b: 4e 4a e0 2d I: 32

Decim v2 Internal State at time 31

a: bd 6b 52 43 9o eb 74 8f 53 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33

T: 010 b: a7 25 70 16 I: 32

Decim v2 Internal State at time 32

a: 4b d6 b5 24 39 be b7 48 f5 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53

T: 110 b: d3 92 b8 0Ob .3

Decim v2| Internal State at time 33

a: c4 bd] 6b 52 43 9o eb 74 8f 53 76 £3 f3 fc eb b0 a0l 7e 45 64 2d 93 a2 05

T: 110 |b: €9 c9 5¢c 05 I: 32

Decim v2| Internal State at time 34

a: 3c 4b| d6 b5 24 39 be b7 48 f5 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20

T: 111 |b: f4 ed ae 02 I: 32

Decim v2| Internal State at time 35

a: c3 c4|bd 6b 52 43 9o eb 74 8f 53 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2

T: 101 |b: 7a 72 57 01 I: 32

Decim v2| Internal State at time 36

a: dc 3c| 4b d6 b5 24 39 be b7 48 £f5 37 6f 3f 3f ce bb 0a 07 e4 56 42 d9, 3a
b: bd 39 2b 80 I: 32

Decim v2| Internal State at time 37

a: fd c3| c4 bd 6b 52 43 9b eb 74 8f 53 76 f3 f3 fc eb b0 a0l 7e 454 2d 93
b: de 9c 95 cO I: 32

Decim v2| Internal State at time 38

a: af dc| 3c 4b d6 b5 24 39 be b7 48 f5 37 6f 3f 3f ce bb Q&a,07 e4 56 42 d9

T: 110 |b: ef 4e 4a €0 I: 32

Decim v2| Internal State at time 39

a: 2a fd] c3 c4 bd 6b 52 43 9b eb 74 8f 53 76 f£3 f3\fe eb b0 a0 7e 45 64 2d

T: 010 |bo: £7 a7 25 70 I: 32

Decim v2| Internal State at time 40

a: e2 af| dc 3c 4b d6 b5 24 39 be b7 48 £5.°306f 3f 3f ce bb Oa 07 e4 56 42

T: 000 |bo: fb d3 92 b8 I: 32

Decim v2| Internal State at time 41

a: fe 2al fd c3 c4 bd 6b 52 43 9b eb\74 8f 53 76 £f3 f3 fc eb b0 a0l 7e 45 64

T: 111 |b: 7d e9 c9 5c¢ I: 32

Decim v2| Internal State at timg *42

a: 9f e2| af dc 3c 4b d6 b5(2439 be b7 48 £f5 37 6f 3f 3f ce bb Oa 07 e4 56

T: 000 |b: 3e f4 e4 ae IN"32

Decim v2| Internal Statevat time 43

a: 59 fe|l2a fd c3 a4 d 6b 52 43 9o eb 74 8f 53 76 f3 f3 fc eb b0 a0 7e 45

T: 010 |o: 1f 7a,72(57 I: 32

Decim v2| Integnal State at time 44

a: 35 9f| e24afi dc 3c 4b d6 b5 24 39 be b7 48 f5 37 6f 3f 3f ce bb 0a 07 e4

T: 000 |bé8f bd 39 2b I: 32

Decim v2 Internal State at time 45

a: d3 59 fe 2a fd c3 c4 bd 6b 52 43 90 eb 74 8f 53 76 £3 £3 fc eb b0 al 7e

T: 111 b: 47 de 9c 95 I: 32

Decim v2 Internal State at time 46

a: 1d 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48 £5 37 6f 3f 3f ce bb 0a 07

T: 000 Db: 23 ef 4e 4a I: 32

Decim v2 Internal State at time 47

a: 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43 9b eb 74 8f 53 76 £3 £3 fc eb b0 al

T: 101 b: 11 £7 a7 25 I: 31

Decim v2 Internal State at time 48

a: £f8 1d 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48 f5 37 6f 3f 3f ce bb 0Oa

74
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