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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields o

technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Othef
international organizations, governmental and non-governmental, in liaison with ISO and IEG; als¢
take part in the work.

The procedures used to develop this document and those intended for its further maintenance ar¢
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fo
the different types of document should be noted. This document was drafted in acgordance with th
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Attention is drawn to the possibility that some of the elements of this document may be the subjec
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such paten
rights. Details of any patent rights identified during the development of the document will be in th
Introduction and/or on the ISO list of patent declarations received (see Www.iso.org/patents) or the IE(
list of patent declarations received (see http://patents.iec.ch).
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Any trade name used in this document is information given forth€é convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms andl
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Techinical Barriers to Trade (TBT), see www.iso.org)
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information securityycybersecurity and privacy protection.

Alist of all parts in the ISO/IEC 18033;series can be found on the [SO website.
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Any feedback or questions on this~document should be directed to the user’s national standards body. /
complete listing of these bodies can be found at www.iso.org/members.html.
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Information technology — Security techniques —
Encryption algorithms —

Part 4:
Stream ciphers

AMENDMENT 1: ZUC

Introduction

Change the last paragraph as follows:

This document includes six dedicated keystream generators:
— MUGI keystream generator;

— SNOW 2.0 keystream generator;

— Rabbit keystream generator;

— Decim'2 keystream generator;

— KCipher-2 (K2) keystream generator; and

— ZUC keystream generator.

4.1

Add the following symbols:

Ly Linear transform with index 1 used for ZUC.
L, Lineantransform with index 2 used for ZUC.
SS Subfunction used for ZUC.

SUB1 FEookup table with index 1 used for ZUC.

SUB2 Lookup table with index 2 used for ZUC.

8.6

Add new subclause 8.6 as follows:
8.6 ZUC keystream generator
8.6.1 Introduction to ZUC

ZUC is a keystream generator which uses as input a 128-bit secret key K and a 128-bit initialization
vector IV. These are used to initialize state variables S; (i = 0). The bit/byte order is big-endian, i.e,, if
the key and initialization vector are given as a sequence of bits/bytes, the first/leftmost bit/byte is the
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most significant bit/byte of the corresponding data. It outputs a 32-bit keystream Z; at every iteration
of the function Strm.

The state variable S; consists of two components. The first consists of sixteen 31-bit variables:

AD = (4,0, 4,0, ... A,D),

4dnd maintains the state of a linear feedback shift register. The second consists of two 32-bit variables:

RO = (R,®, R, ),

that maintains the state of a finite state machine. ZUC is summarised in Figure 15, which_shews a
gnapshot if its operation, at time i, omitting the time-dependent variable (i) from the notation:

— mod (2°' — 1)

| Ais | Ay | Az | A | A | Ao Ao Ag A4; Ag As A ‘A A, A, Ay

X, X X, X

i i LA -

N T 7
—> R1 R,

. any

) N

<<<e4 16 ‘

SSL, SSLy

L [—

Figure 15 — Schematic drawing of ZUC

The Initfanction, defined in detail in 8.6.2, takes as input the 128-bit key K and the 128-bit initialization
yector<IV, and produces the initial value of the state variable S, = (40, R(0)).

VAV NEANER 2 YSARY A

TreNext functiomn, defimed imdetait i 8:6-3, takes as inmput the state vartable S =(A™, R™j)amd produces
as output the next value of the state variable S;,; = (A(*1), Ri*1)). The Next function runs in two modes,
depending on whether the iteration performed is part of the initialization mode or of the normal mode
of generating output.

The Strm function, defined in detail in 8.6.4, takes as input the state variable S; = (A®), R()) and produces
as output the 32-bit keystream Z,.

NOTE See document [20] for theoretical background on the design rationale for ZUC.
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A 240-bit constant D=d, || dy || ... || d;5 used in ZUC:

d,=100010011010111, d; = 010011010111100, d, = 110001001101011, d5 =001001101011110,
d,=101011110001001, d5 = 011010111100010, d; = 111000100110101, d, = 000100110101111,
dg=100110101111000, dg = 010111100010011, d;, = 110101111000100, d;; = 001101011110001,

dy, =101111000100110, d;3 = 011110001001101, d;, = 111100010011010, d;5 = 100011110101100;
where fori=0, 1, ..., 15, d; is a 15-bit variable in binary notation.

The description uses notations defined in Clause 4 of this part of ISO/IEC 18033. For a string A which
has at least 16 bits, the notation Ay represents the leftmost 16 bits of A and the notation'4; represents
the rightmost 16 bits of A. For example, if A = 1000100110111110111110101111001.is%a 31-bit string,
then A;; =1000100110111110 and 4;, = 0111110101111001.

8.6.2 Initialization function Init

The Initialization function Init is as follows.

Input: 128-bit key K, 128-bit initialization vector IV.

Output: Initial value of state variable S, = (49, R(0)).

a) Initialize the state variable S 35 with the key K, the 128-bitinitialization vector IV and the constant .
— Set (kg kq, .., ki5) = K; (ivg, ivy, ..., Ivy5) = IV, wherek; and iv; are bytes fori = 0, 1, ..., 15.
— SetA(33) =k, || d;|| iv,fori=0,1, .., 15.
— SetR, (33) = R,(:33) = 0(32)

b) SetS, = Next32(S 33, INIT), where Next3%denotes 32 iterations of the Next function.

c) SetS,=Next(S_, null).

d) Outputs,.

8.6.3 Next-state function Next

The Next function has two-modes, and is defined as follows.

Input: State variableS; = (A1), R(M), mode € {INIT, null}.

Output: Next valu€ of the state variable S;,; = (4 (*1), Ri*1)),

Local variables: 32-bit strings W, W;, W5, X,,, X;, X, and 31-bit string V.

a)  SEbXG = AysOy || A Oy Xy = Ayy O[] AgOy; X, = A0 || A5y,

bl\ Set W = (Xy @ Ry)) +3, R,(); Wi= R\ D+3, Xi; W, = R,() @ Xy R UV = SS(Ly(Wyy, || Woy)); Ry
=SS(Ly(Wo || Win)).

) SetV=2154,.0) + 2174,,() + 2214, + 2204, + (1+428)4,() mod (231-1).

d) If mode = INIT, set A;(*1) = V + (31~W) mod (231-1). Otherwise, set A;<(*D) = V. If A;(*1) = 0, set
Als(i+1) =2311.

e) SetAl)=4,,0forj=0,1,.. 14
f) SetS.,; = (A @+, RG+D),

g) OutputS;,;.
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NOTE For two 31-bit stings a and b, if b = 2/, then ab mod (231-1) = a <<< 5; imod (231 - 1); if b = 2/ +2/, then ab
mod (231-1) = (@ <<< 4 1) + (@ <<< 37 /) mod (231 - 1). Reference C code for ZUC is given in document [21].

8.6.4 Keystream function Strm

The keystream function Strm is as follows:

al

Input—State vartabte s

Dutput: 32-bit keystream Z,.

Local variables: 32-bit strings X, X5.

) SetXy=Ays0y || A0y X3= A0, || AgOy.
b) SetZ=((Xo ® Ry1) +3, R,1)) @ X3.

¢) OutputZ,.

8.6.5 Function SS

The function SS is as follows:
Input: 32-bit string X.

Dutput: 32-bit string Y.

— Define X = x5 || x, || X1 || X, where x; is a byte fori=0, 1, 2, 3,
1 SetY=SUB1[x3] || SUB2[x,] || SUB1[x4] || SUB2[x].
1+ Output Y.

The functions SUB1 and SUB2 are defined by the following substitution tables:

UB1 [256] = {
x3e,0x72,0x5b,0x47,0xca, 0xe0, 0x00, 0x33;0%04, 0xdl, 0x54,0x98, 0x09, 0xb9, Ox6d, Oxcb,
x7b,0x1b, 0xf9, 0x32, 0xaf, 0x9d, 0x6a, O0xaby 0xb8, 0x2d, Oxfc,0x1d, 0x08,0x53, 0x03, 0x90,
x4d, Ox4e,0x84,0x99, 0xed, Oxce, 0xd9, 0%91, Oxdd, Oxb6, 0x85,0x48, 0x8b, 0x29, Ox6e, Oxac,
xcd, Oxcl, 0xf8,0xle, 0x73,0x43,0x69,0xc6, 0xb5, 0xbd, O0xfd, 0x39, 0x63,0x20, 0xd4,0x38,
x76,0x7d,0xb2,0xa7,0xcf, Oxed, 0x5%, 0xc5, 0xf3,0x2c, Oxbb,0x14,0x21,0x06, 0x55, 0x9b,
xe3,0xef,0x5e,0x31,0x4f, 0x7f;0x5a,0xad, 0x0d,0x82,0x51,0x49,0x5f, O0xba, 0x58, 0xlc,
x4a,0x16,0xd5,0x17,0xa8,0x92%0x24,0x1f, 0x8c,0xff, 0xd8,0xae, O0x2e,0x01, 0xd3, Oxad,
x3b, 0x4b, 0xda, 0x46, Oxeb, Oxc9, Oxde, 0x9%a, 0x8f, 0x87, 0xd7,0x3a, 0x80,0x6f, 0x2f, 0xc8,
xbl, 0xb4,0x37,0xf7,0x0a%0%22,0x13,0x28,0x7c,0xcc, 0x3c,0x89, 0xc7,0xc3,0x96,0x56,
x07,0xbf,0x7e,0xf0, 0x0k/0x2b, 0x97,0x52,0x35,0x41,0x79,0x61,0xa6,0x4c,0x10,0xfe,
xbc, 0x26,0x95,0x88,0%8a, 0xb0, 0xa3,0xfb, 0xc0,0x18, 0x94,0xf2, Oxel, 0xe5, 0xe9, 0x5d,
xd0, Oxdc, 0x11,0x66, 0x64,0x5c, Oxec,0x59,0x42,0x75,0x12,0xf5,0x74,0x9c, Oxaa, 0x23,
x0e, 0x86, O0xab, Oxle), 0x2a, 0x02, 0xe7,0x67, 0xe6,0x44,0xa2,0x6c, 0xc2,0x93,0x9f, 0xf1l,
xf6,0xfa, 0x36,0%d2,0x50,0x68,0x9%,0x62,0x71,0x15,0x3d,0xd6,0x40,0xc4,0xe2,0x0f,
x8e,0x83,0x79,0x6b, 0x25,0x05,0x3f,0x0c, 0x30,0xea, 0x70,0xb7, 0xal, 0xe8,0xa9, 0x65,
x8d, 0x27,0x%da, Oxdb, 0x81, 0xb3, 0xa0, 0xf4,0x45,0x7a,0x19, 0xdf, Oxee, 0x78, 0x34,0x60};

$UB2 [256) = {

x55,0x¢2,0x63,0x71,0x3b,0xc8,0x47,0x86,0x9f,0x3c, Oxda, 0x5b, 0x29, Oxaa, Oxfd, 0x77,
%86, Oxc5,0x94, 0x0c, 0xa6,0xla,0x13,0x00,0xe3,0xa8,0x16,0x72,0x40,0xf9,0xf8,0x42,
X44,0x26,0x68,0x96,0x81,0xd9,0x45,0x3e,0x10,0x76,0xc6,0xa77,0x8b,0x39,0x43,0xel,

ST 00X 5565650 o5 O0xcH7 0656 b:‘),u 6556 T O 66 0xb 5 0xadc; 0x 0 0x =5 06250406
Oxdd, 0x20,0x11,0x06,0x36,0xc9,0xcl,Oxcf,0xf6,0x27,0x52,0xbb, 0x69,0xf5,0xd4,0x87,
0x7f,0x84,0x4c,0xd2, 0x9¢c,0x57, 0xad, 0xbc, 0x4f, 0x9%a, 0xdf, Oxfe, O0xd6, 0x8d,0x7a, Oxeb,
0x2b,0x53,0xd8, 0x5¢c,0xal, 0x14,0x17,0xfb, 0x23,0xd5,0x7d,0x30,0x67,0x73,0x08,0x09,
Oxee, 0xb7,0x70,0x3f,0x61,0xb2,0x19,0x8e,0x4e, 0xeb5,0x4b,0x93,0x8f, 0x5d, Oxdb, 0xa9,
Oxad, 0xfl, Oxae, 0x2e, Oxcb, 0x0d, Oxfc, 0xf4, 0x2d,0x46, 0x6e,0x1d, 0x97, 0xe8, 0xdl, 0xe9,
0Ox4d,0x37,0xa5,0x75, 0x5e,0x83, 0x9¢e, Oxab, 0x82, 0x9d, 0xb9, O0x1c, 0xe0, Oxcd, 0x49, 0x89,
0x01,0xb6, 0xbd, 0x58,0x24,0xa2,0x5f,0x38,0x78,0x99, 0x15,0x90,0x50, 0xb8,0x95, Oxe4d,
0xd0, 0x91, 0xc7,0xce, Oxed, 0x0f, Oxb4, 0x6f, 0xal0, Oxcc, 0xf0,0x02,0x4a,0x79, 0xc3, O0xde,
Oxa3, 0Oxef, Oxea, 0x51,0xe6,0x6b, 0x18, 0xec, Ox1lb, 0x2c, 0x80,0xf7,0x74,0xe7,0xff,0x21,
0Ox5a,0x6a,0x54,0xle,0x41,0x31,0x92,0x35,0xc4,0x33,0x07,0x0a,0xba, 0x7e,0x0e, 0x34,
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0x88,0xbl,0x98,0x7c, 0xf3,0x3d, 0x60,0x6c,0x7b,0xca, 0xd3,0x1f,0x32,0x65,0x04,0x28,
0x64,0xbe, 0x85,0x90, 0x2f, 0x59, 0x8a, 0xd7, 0xb0, 0x25, Oxac,Oxaf,0x12,0x03,0xe2,0xf2}.

8.6.6 Linear transforms L, and L,

Both L, and L, are linear transforms of 32-bit strings, defined as follows:

I (VY- YN (Ve NMAD(YVeee 10N MD(Veee 18V (Veoee 240
RSP/ U J /U 34 J N1 YA J N1

S 5S4 J7

L,(X) =X @D (X <<<3,8) D (X <<<3, 14) @ (X <<<3, 22) @ (X <<<3, 30).

Annex A

Replace the object identifiers in Annex A as follows:
EncryptionAlgorithms-4 {
iso(l) standard(0) encryption-algorithms (18033) part (4)
asnl-module (0) algorithm-object-identifiers(0) }
DEFINITIONS EXPLICIT TAGS ::= BEGIN
-— EXPORTS All;

-— IMPORTS None; --

OID ::= OBJECT IDENTIFIER -- Alias

-— Synonyms --

1s18033-4 OID ::= { iso(l) standard(0) 1s18033«(¥8033) partd(4) }
id-kg OID ::= { 1s18033-4 keystream-generatox(l) }

id-scmode OID ::= { is18033-4 stream-cipher*mode (2) }

-- Assignments --

id-kg-mugi OID ::= }
id-kg-snow OID id-kg snow (24 }
id-kg-rabbit OID { id-kg rabbit (3
id-kg-decim2 OID { id-kox/decim2 (4
id-kg-k2 OID ::= { id-kg k2(5) }
id-kg-zuc OID ::= { id-kglzuc(6) }

id-kg mugi (1)

|| —— —~

)}
)}

id-scmode-additive OID
id-scmode-multis01,0%D

{ 1d-scmode additive (1) }
{ 1id-scmode multis01(2) }

-- Algorithms &nd parameters --
StreamCipher .= AlgorithmIdentifier {{ StreamCipherAlgorithms }}
StreamCipherAlgorithms ALGORITHM ::= {

additiveStreamCipher |

multiS0lStreamCipher,

-- Expect additional algorithms --

}

additiveStreamCipher ALGORITHM ::= ({

OID id-scmode-additive PARMS AdditiveStreamCipherParameters
}

AdditiveStreamCipherParameters ::= KeyGenerator

multiSOlStreamCipher ALGORITHM ::= {
OID id-scmode-multis0l PARMS MultiSOlStreamCipherParameters
}

MultiSOlStreamCipherParameters ::= SEQUENCE ({
keyGenerator KeyGenerator,
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securityParameter INTEGER DEFAULT 64,

irreduciblePolynoial BIT STRING,

redandancy BIT STRING,

publicParameterR BIT STRING
-- length determined by securityParameter
-- for full interoperability multisOl parameters should
-- include the padding method but they do not have object
-- identifiers. for the time being they will have to be

-- negotiated in an application-dependent way

KeyGenerator ALGORITHM ::= ({
mugiKeyGenerator |
snowKeyGenerator |
rabbitKeyGenerator |
decim2KeyGenerator |
k2KeyGenerator |
zucKeyGenerator,

-- Expect additional algorithms --

mugiKeyGenerator ALGORITHM ::= ({
OID id-kg-mugi PARMS NullParameters

nowKeyGenerator ALGORITHM ::= ({
OID id-kg-snow PARMS NullParameters

ftabbitKeyGenerator ALGORITHM ::=({
OID id-kg-rabbit PARMS NullParameters

ecim?2KeyGenerator ALGORITHM ::={
OID id-kg-decim2 PARMS NullParameters

[2KeyGenerator ALGORITHM ::={
OID id-kg-k2 PARMS NullParameters

tucKeyGenerator ALGORITHM ::={

OID id-kg-zuc PARMS NullPardmeters

NullParameters ::= NULL

1- Cryptographic algofithm identification --
ALGORITHM ::= CLASSA{

&id OBJECT IBENTIFIER UNIQUE,

&Type OPTEQNAL

WITH SYNTAX { OID &id [PARMS &Type] }
Algorithmifdentifier { ALGORITHM:IOSet } ::= SEQUENCE ({

altgbrithm ALGORITHM.&id( {IOSet} ),
parameters ALGORITHM. &Type ( {IOSet}{Q@algorithm} ) OPTIONAL

END -- EncryptionAlgorithms-4 --

6 © ISO/IEC 2020 - All rights reserved
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c7
Add new Clause C.7 as follows:
C.7 Example for ZUC

C.7.1 Key, initialization vector, and keystream triplets

k = 00 00 00O 00 00 00O OO OO 00 00 0O OO 00O 00 00 0O

iv= 00 00 00 00 00 00 0O OO 00 00 OO OO 00 00 00 0O

z = 27 be de 74 01 80 82 da 87 d4 e5 bo 9f 18 bf 66 32 07 Oe 0f 39 b7 bo 92 b4d 67 3&é€)dc 3]
84 a4 8e

k = £ff £ff ff ff f£ff f£f £ff ff ff £f f£ff £f ff £f £ff ff

iv= ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff

z = 06 57 cf a0 70 96 39 8b 73 4b 6c b4 88 3e ed f4 25 7a 76 eb 97 59 52 08.d8 84 ad cd Dbl
cb ff b8

k = 00 00 00 00 00 00O OO OO 00 00 OO OO 00O 00 00 0O

iv= ff ff ff ff ff ff ff ff ff ff ff £f ff ff ff ff

z = 58 fb 51 5e 39 08 74 od 7a 91 £f2 34 49 4e d8 c8 51 2d 61 eb @9 . 6c 14 b8 cd 2d 3b fe 69
4f e8 1d

k = 3d 4c 4b e9 6a 82 fd ae b5 8f 64 1d bl 7b 45 5b

iv= 84 31 9a a8 de 69 15 ca 1f 6b da 6b fb d8 c7 66

z = 14 £1 c2 72 32 79 c4 19 4b 8e a4 1d 0Oc c8 08 63 d2 80462 el e7 1d 3d da e3 c4 dl 58 a]
f0 67 ac

C.7.2 Sample internal states

k = 3d 4c 4b e9 6a 82 fd ae b5 8f 64 1d bl 7b _4% 5b

iv= 84 31 9a a8 de 69 15 ca 1f 6b da 6b fb d8\cJ/ 66

z = 14 £1 c2 72 32 79 c4 19 4b 8e a4 1d 0Oc_c8 08 63 d2 80 62 el e7 1d 3d da e3 c4 dl 58 a]
f0 67 ac

Internal state at time -33

15:2dc7ac66 14:22f89%ac7 13:3dbc4dd8 M2:58de26fb 11:0e%9aflob 10:326bcd4da 09:47afl36b
08:5acd781f

07:5709afca 06:7ef13515 05:4135e2689 04:355789de 03:74935ea8 02:25e26b9%a 01:2626bc31
00:1ec4d784

R1:00000000 R2:00000000

Internal state at time -32

15:3c7b93c0 14:2dc7ac6p MN3:22f89%ac7 12:3dbcd4dd8 11:58de26fb 10:0e9afleb 09:326bcdda
08:47af136b

07:5acd781f 06:5709afca 05:7ef13515 04:4135e269 03:355789de 02:74935ea8 01:25e26b9%a
00:2626bc31

R1:9c62829f R2:5d€00831

Internal state/ at time -31

15:41901ee97°.14:3c7b93c0 13:2dc7ac66 12:22f89%ac7 11:3dbc4dd8 10:58de26fb 09:0e9aflob
08:326bchAda

07:47af136b 06:5acd781f 05:5709%9afca 04:7ef13515 03:4135e269 02:355789de 01:74935ea8
00:25&26b9%a

R1L+3{d533f3a R2:80fflfaf

Internal state at time -30

15:411efa99 14:41901ee9 13:3c7b93c0 12:2dc7ac66 11:22f89%ac7 10:3dbc4dd8 09:58de26fb
08:0e9%afl6b

U77T326bcdda 00:47artl36b Uo:oacarglt U4:5709atca U3 /eLl3515 027413568269 01:3557890¢e
00:74935ea8

R1:2cab57e9d R2:d1db72f9

Internal state at time -29

15:24b3f49f 14:411efa99 13:41901ee9 12:3c7b93c0 11:2dc7ac66 10:22f89%ac7 09:3dbc4dds
08:58de26fb

07:0e9%9aflob 06:326bcd4da 05:47afl36b 04:5acd781f 03:5709%afca 02:7ef13515 01:4135e269
00:355789de

R1:0e8dc40f R2:60921a4f
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Internal state

15:
08:
07:
00:
R1:

74265785
3dbc4dds8
58de26fb
4135e269
16c81467

Internal state

14:

06:

R2:

at time -28

24p3£f49f 13:

Oe9afleb 05:

da8e7d8a

at time -27

411efa9%9

326bcdda

12:

04:

41901ee9

47af136b

11:

03:

3¢c7b93c0

5acd781f

10:

02:

2dcT7ac66

5709%afca

09:

01:

22f89%ac7

7e£13515

= O 3 o ul = O 3 o ul = O J o w = O J o ul = O 3 o ul = O 3 o

= O J o ul

7

15:
:22£89%ac’7
:3dbc4dds8
:7e£13515
:50c9%eaad

481c5b9d

Internal state
:4b7£87ed
:2dc7ac66
:22£89%ac’7
:5709%afca
:59857b80 R2

14

Internal state
:0e633ce’
:3¢c7b93c0
:2dc7ac66
:5acd781f
:9528f8ea

R2

Internal state
:643aeba6
:41901ee9
:3¢c7b93c0
:47af136b
:c59d2932

Internal state
:625acbd’7
:411efag%9
:41901ee9
:326bc4dda
:755ebae8

Internal state
:10el0abb
:24p3f49f
:411efad%9
:0e9afléb
:d643d938

14

R2

Internal state
:1bdc9fab
: 74265785
:24p3f49fF
:58de26fb
:1798b822

Internaly'state
15:
8.
714265785

256b94a
481'c5p9d

14:

06:

R2:

06:

14:

06:

14:

06:

R2:

14:

06:

R2:

06:

14:

06

R2Z:

14:

06:

74265785 13:

58de26fb 05:

3c3b2dfd

at time -26

:481c5b9d 13:

3dbc4dd8 05:

:belOfbdcl

at time -25

4b7£87ed 13:

22f89%ac7 05:

:bcc7f7eb

at time -24

0e633ce7 13:

2dc7ac66 05:

el098a64

at time -23

643aebab 13:

3c¢7b93c0 05:

3f9%e6e86

at time -22

:625ac5d7 13:

41901ee9 05:

:d799ab5a3

at tdme -21

10elQabb 13:

4)11efad99 05:

92245168

at time -20

lbdc9fab 13:

24b3£f49f 05:

24p3f49f

Oe9aflob

74265785

58de26fb

481c5b9d

3dbc4dds

4b7£87ed

22f89%ac7

0e633ce7

2dcT7ac66

643a8546

3c7b93c0

625achd’7

41901ee?9

10el0abb

411efa99

12:

04:

12

04:

12:

04:

12:

04:

12:

04:

12

04:

12:

04:

12:

04:

411efa99

326bcdda

:24b3£49f

0e9afleb

74265785

58de26fb

481c5b9d

3dbc4dd8

4b7£8J€d

22$889%ac7

:0e633ce’

2dcT7ac66

643aebab6

3c7b93c0

625acbd’7

41901ee9

11:

03:

11:

03:

11:

03:

11:

03:

11:

03:

11

03:

11:

03:

11:

03:

41901ee?9

47af136b

411efa99

326bc4da

24p3f49f

0e9afléb

74265%85

58de26fb

481c5b9d

3dbc4dds8

:4b7£87ed

22f89%ac7

0e633ce7

2dcT7ac66

643aebab6

3¢c7b93c0

10:

02:

10:

02:

10:

02:

10:

02:

10:

02:

10:

02:

10:

02:

10:

02:

3c7b93c0

5acd781f

41901ee9

47af136b

41lefadQ

32/6hcdda

24p3f49f

0e9afleb

74265785

58de26fb

481c5b9d

3dbc4dd8

4b7£87ed

22f89%ac7

0e633ce7

2dc7ac66

09:

01:

09:

01:

09:

01:

09:

01:

09:

01:

09:

01:

09:

01:

09:

01:

z2dc’/acoo

5709afca

3¢c7b93a0

S5aqgd/81f

41901ee9

47af136b

411efa9%9

326bcdda

24pb3f49f

Oe9aflob

74265785

58de26fb

481c5b9d

3dbc4dds

4b7£87ed

22f89%ac7

0:
R1:

3dbc4dds
4e29d84e

Internal state

15:
08:
07:
00:
R1:

2afl0db2 14:

4b7£87ed

481c5b9d 06:

22f89%ac7

5p486570 R2:

Internal state

R2:

61b91£59

at time -19

2567b9%4a 13:

74265785 05:

d97ebf32

at time -18

lbdc9fab

24p3f49f

12:

04:

10el0abb

411efa9%9

11:

03:

625acbd?

41901ee9

10:

02:

643aebab6

3¢70b93c0
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09:

01:

0e633ce7

2dcT7ac66
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15:
08:
07:
00:
R1:

3448fcc0
0e633ce’7
4b7f87ed
2dc7ac66
421 fbdfa

Internal state
15:789c639¢c 14

14:

06:

R2:

2afl0db2 13

481c5b9d 05

effe(033f

at time -17

:3448fcc0O 13:

:2567b9%4a

174265785

2af10db2

12:

04:

12:

lbdc9fab

24p3f49f

2567b9%4a

11:

03:

11:

ISO/IEC 18033-4:2011/Amd.1:2020(E)

10el0abb

411efag%9

lbdc9fab

10:

02:

10:

625acbd7

41901ee9

10el0abb

09:

01:

09:

643aebab

3c7b93c0

625ac5d7

08:643aebab
07:0e633ce?
00:3c7b93c0
R1:bf£f08d37

Internal state
15:10dab5941
08:625achd7
07:643aeb5a6
00:41901ee?9
R1:8d36a012 R2
Internal state
15:5b6acbfo
08:10el0abb
07:625achd7
00:411efa99
R1:92b7231b

Internal state
15:17060cel
08:1bdc9fab
07:10el0abb
00:24b3£f49f
R1:538a936d

Internal state
15:35368174 14
08:2567b%4a
07:1bdc9fab
00:74265785
R1:1a29f0af

Internal state
15:5cf4385a
08:2af10db2
07:2567b%4a
00:481c5bod
R1:5e4350bb

Internal state
15:479943df
08:3448fcc0
07:2af10db¥
00:4b7£8J7ed
R1:5b20edbc

Internal state
15:2753bab?2
Q8:789c639cC
07:3448fcc0
00:0e633ce?

06:

R2:

14:

06:

14:

06:

R2:

14:

06:

R2:

06:

R2:

14:

06:

R2:

14\

06:

R2:

14:

06:

4b7£87ed 05:

28e1d53c

at time -16

789c639c 13:

0e633ce7 05:

:bc320a23

at time -15

10da5941 13:

643aeb5a6 05:

9ec667b9

at time -14

Sbb6acbf6 13:

625ac5d7 05:

c036bc48

at time -13

:17060cel 13:

10el0abb 05:

7e65408e

at time -12

35368174 13

lbdc9fab 05:

d0826€98

at~time -11

S5tcf4385a 13:

2567b9%4a 05:

£327d61le

at time -10

479943df 13:

2af10db2 05:

481c5b9d

3448fcc0

4b7£87ed

789c639c

0e633ce?

10da5941

643aeb5a6

S5boeacbf6

625ac5d7

17060cel

10el0abb

35368174

lbdc9fab

5cf4385a

2567b9%4a

04:

12:

04:

12:

04:

12:

04:

12:

04 :

12:

04:

12:

04:

12:

04:

74265785

2af10db2

481c5b9d

3448fccO

4b7£87ed

789¢c639c

0e633ce’7

10da5941

643aebab6

S5boeacbfo

625acbd7

17060cel

10el0abb

35368174

1lbdc9fab

03:

11:

03:

11:

03:

11:

08

11

03:

11:

03:

11:

03:

11:

03:

24p3f49f

2567b9%4a

74265785

2afl10db2

481c5b9d

34748fccO

4b7£87ed

:789¢c639c

0e633ce’

10da5941

643aebab

S5beacbf6

625ac5d7

17060cel

10el0abb

02:

10:

02:

10:

oR:

10:

02:

10

02:

10:

02:

10:

02:

10:

02:

411efag%9

lbdc9fab

24p3f49f

2569Yb9%4a

74265785

2afl10db2

481c5b9od

:3448fcc0

4b7£87ed

789¢c639c

0e633ce’

10da5941

643aeb5a6

Sbbacbf6

625ac5d7

01:

09:

01%

09:

01:

09:

01:

09:

01:

09:

01:

09:

01:

09:

01:

41901ee9

10ed\0abb

411efa99

1lbdc9fab

24b3£49f

2567b9%4a

74265785

2af10db2

481c5b9d

3448fcc0

4b7£87ed

789c639c

0e633ce’

10da5941

643aeb5a6

R1:2d9c405e

Internal state
15:73775d6a
08:10dab5941
07:789c639c
00:643ae5a6
R1:972d2al5

Internal state

15:43930a37 14:

R2:

14:

06:

R2:

11418c75

at time -9

2753bab2 13:

3448fccO 05:

08a36a3b

at time -8
73775doa 13
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479943df

2afl10db2

:2753bab2

12:

04:

12:

5¢cf4385a

2567b9%4a

479943df

11:

03:

11:

35368174

1lbdc9fab

5cf4385a

10:

02:

10:

17060cel

10el0abb

35368174

09:

01:

09:

S5bo6acbf6

625ac5d7

17060cel
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08:5bb6acbfo
07:10da5941
00:625ach5d7
R1:8264effl R2
Internal state
15:77b4af31l

08:17060cel

06:

14:

789c639c 05:

:677£5747

at time -7

43930a37 13:

3448fcc0

73775d6a

04:

12:

2afl0db2

2753bab2

03:

11:

2567b9%4a

479943df

02:

10:

1lbdc9fab

5c¢f4385a

01:

09:

10el0abb

35368174

7:5bbacbfo
0:10el0abb
R1:0da66493

Internal state
:15b2e89f
135368174
:17060cel
:1bdc9fab
:bbd3b2af

= O J o w

Internal state
15:24ff6e20
8:5cf4385a
7:35368174
0:2567b9%4a
1:8b5d75ba

Internal state
:740c40b9 14
:479943df
:5¢cf4385a
:2af10db2
:8ccae757

= O 3 o ul

R2

Internal state
:026a5503
:2753bab2
:479943df
:3448fcc0
: £888aecH9

= O J o ul

Internal state
:194b2a57
:73775d6a
:2753bab2
:789c639c
:eel39%bec

P O J o w

Internal state
:7a%alcff
:43930a37
:73775d6a
:10dab941
:860a7dfa

= O 3 o ul

R2

Internal sgdte
:3d4aafe’l 14
: 77431
:43930a37
:Skoacbfo
7029d8b39

=, O ~J o Ul

} R2

06:

R2:

14:

06:

R2:

14:

06:

R2:

06:

14:

06:

R2:

14:

06:

R2:

14:

06:

06:

10da5941 05:

9125bfel

at time -6

7Tb4af31 13:

Sboacbf6 05:

4b50ed23

at time -5

15b2e89f 13:

17060cel 05:

0b92£50c

at time -4

:24ff6e20 13:

35368174 05:

:ab3d746d

at time -3

740c40b9 13:

5cf4385a 05:

04223414

at time -2

026a5503 13:

479943df 05:

c6666£03

at time [~}

194b2ap7,~13:

2753bab2 05:

LfleOffc

at time O

:7a%alcff 13:

73775d6a 05:

:2d7cdcel

789c639c

43930a37

10da5941

7Tbd4af3l

S5b6acbfo

15b2e89f

17060cel

24ff6e20

35368174

740c40b9

5¢cf£4385a

026a5503

479943df

194b2a57

2753bab2

04:

12:

04:

12:

04:

12

04:

12:

04:

22:

04:

12:

04:

12

04:

3448fccO

73775d6a

789c639c

43930a37

10da5941

:77b4af31l

S5b6acbfo

15b2e89f

17060c€1

24ff6e20

35368174

740c40b9

5c¢f4385a

:026a5503

479943df

03:

11:

03:

11:

03:

11

03:

N :

03:

11:

03:

11:

03:

11

03:

2afl0db2

2753bab2

3448fcc0

73775d6a

789¢c639¢c

:43930a37

10da59%41

77b4af31

S5béacbfb6

15b2e89f

17060cel

24ff6e20

35368174

:740c40b9

5¢cf4385a

02:

10:

02:

10:

02:

10)

02:

10:

02:

10:

02:

10:

02:

10:

02:

2567b9%4a

479943df

2af10db2

2753bab2

3448fecQ

73775d6a

789c639c

43930a37

10da5941

7Tb4af3l

Sbo6acbf6

15b2e89f

17060cel

24ff6e20

35368174

01:

09:

01:

(6)°R

01:

09:

01:

09:

01:

09:

01:

09:

01:

09:

01:

1bdc9fab

5¢cf4385a

2567b9%4a

479943df

2afl10db2

2753bab2

3448fcc0

73775d6a

789c639c

43930a37

10da5941

7Tbd4af3l

S5b6acbfo

15b2e89f

17060cel

Internal state
15:71db1828
08:15b2e89f
07:77b4af31
00:17060cel
Rl:ab7cf688

Internal state

15:258937da 14:

08:24ff6e20

10

14:

06:

R2:

at time 1

3d4aa%e7 13:

43930a37 05:

cl598aa6

at time 2

71db1828 13:

7a9alcftf

73775d6a

3d4aad%e7

12:

04:

12:

194b2ab7

2753bab2

7a9alcftf

11:

03:

11:

026a5503

479943df

194b2ab57

10:

02:

10:

740c40b9

5cf4385a

026a5503
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09:

01:

09:

24ff6e20

35368174

740c40b9
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