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Foreword

010(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are m

embers

of ISO or IEC participate in the development of International Standards through technical committees

Stablished by the respeciive organization to deal with particular fields of technical aciivity. 1503
bchnical committees collaborate in fields of mutual interest. Other international organizations, gover
nd non-governmental, in liaison with ISO and IEC, also take part in the work. In the field-0f)info

€
t
3
technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part

he main task of the joint technical committee is to prepare International Standards. Draft Inter
tandards adopted by the joint technical committee are circulated to national bodies for voting. Pul
s an International Standard requires approval by at least 75 % of the national'bodies casting a vote.

D (N —

I

ttention is drawn to the possibility that some of the elements of this decument may be the subject o
ghts. ISO and IEC shall not be held responsible for identifying any orall such patent rights.

—

S5O/IEC 18033-3 was prepared by Joint Technical Committee” ISO/IEC JTC 1, Information tech
ubcommittee SC 27, IT Security techniques.

N

—

his second edition cancels and replaces the first_edition (ISO/IEC 18033-3:2005), which ha
bchnically revised. It also incorporates the Technical Corrigenda ISO/IEC 18033-3:2005/Cor.
5O/IEC 18033-3:2005/Cor.2:2007 and ISO/IEC 18033-3:2005/Cor.3:2008.

—

SO/IEC 18033 consists of the following parts,” under the general title Information technology —
echnigues — Encryption algorithms:

—

- Part 1: General

—  Part 2: Asymmetric ciphers

—+ Part 3: Block ciphers

— Part 4: Stream_ciphers

nd IEC
hmental
rmation

D,

hational
lication
f patent

nology,

s been
1:2006,

becurity
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Information technology — Security techniqgues — Encryption
algorithms —

Part 3:
Block ciphers

1 Scope

—

his part of ISO/IEC 18033 specifies block ciphers. A block cipher maps blocks of n¢bits to blocks gf n bits,
nder the control of a key of k bits. A total of seven different block ciphers are defined. They are
ategorized in Table 1.

o o

Table 1 — Block ciphers specified

Block length Algorithm name (see #) Key length
TDEA (4.2) 128 or 192 bits
_ MISTY1 (4.3)
64 bits .
CAST-128 (4.4) 128 bits
HIGHT (4.5)
AES (5.2) .
) - 128, 192 or 256 bhits
128 bits Camellia (5.3)
SEED (5.4) 128 bits

Tlhe algorithms specified in this part 0fUSO/IEC 18033 have been assigned object identifiers in accgrdance
with ISO/IEC 9834. The list of assigned object identifiers is given in Annex B. Any changes| to the
gpecification of the algorithms ¢esulting in a change of functional behaviour will result in a change of the
dbject identifier assigned to thewalgorithm.

4 Terms and definjtions
Hor the purposes._ofthis document, the following terms and definitions apply.
21

biock
tring of'bits of defined length

(7))

NOTE In this part of ISO/IEC 18033, the block length is either 64 or 128 hits.

[ISO/IEC 18033-1:2005]

2.2

block cipher

symmetric encipherment system with the property that the encryption algorithm operates on a block of
plaintext, i.e. a string of bits of a defined length, to yield a block of ciphertext

[ISO/IEC 18033-1:2005]

© ISO/IEC 2010 — All rights reserved 1
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2.3
ciphert

C 18033-3:2010(E)

ext

data which has been transformed to hide its information content

[ISO/E

24
key
sequen

C 9798-1:1997]

ce of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,

deciphe
NOTE
[ISO/E

25

n-bit bllock cipher

block ¢
[ISO/IE
2.6
plaintfe
unenciy
[ISO/IE
3 Sy
n
Ex
Dk

Nr

rment)

In all the ciphers specified in this part of ISO/IEC 18033, keys consist of a sequence of bits.

C 11770-1:1996]

pher with the property that plaintext blocks and ciphertext blocks are n bits indength
C 10116:2006]
Kt
hered information
C 9797-1:1999]
mbols
plaintext/ciphertext bit length for a block.eipher
encryption function with key K
decryption function with keyK

the number of rounds ferithe AES algorithm, which is 10, 12 or 14 for the choices of key length
128, 192 or 256 bits fespectively

[

the bit-wise logical exclusive-OR operation on bit-strings, i.e., if A, B are strings of the sam
length then A@®B is the string equal to the bit-wise logical exclusive-OR of A and B

multiplication of two polynomials (each with degree < 4) modulo x* + 1

the bit-wise logical AND operation on bit-strings, i.e., if A, B are strings of the same length the]
A AB is the string equal to the bit-wise logical AND of A and B

=}

the bit-wise logical OR operation on bit-strings, i.e., if A, B are strings of the same length then
A VB is the string equal to the bit-wise logical OR of A and B

concatenation of bit strings
finite field multiplication
the left circular rotation of the operand by i bits

the right circular rotation of the operand by i bits

© ISO/IEC 2010 — All rights reserved
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the bitwise complement of x

x|

amodn for integers a and n, (a mod n) denotes the (hon-negative) remainder obtained when a is
divided by n. Equivalently if b = a mod n, then b is the unique integer satisfying:
()0<b<n,and
(i) (b-a) is an integer multiple of n

H addition in modular arithmetic, i.e., if A, B are t-bit strings then AHB is defined to equal (A+B

mod 29

mod 2"

4 64-bit block ciphers

4.1 Introduction

 this clause, four 64-bit block ciphers are specified; TDEA (or ‘Triple' DES’) in 4.2, MISTY1
AST-128 in 4.4, and HIGHT in 4.5.

o

sers authorized to access data that has been enciphered shall have the key that was used to encif

locks of data consisting of 64 bits under control of a_128- (or 192-) bit key. Deciphering {
ccomplished using the same key as for enciphering.

D OO

4.2 TDEA

D

.2.1 The Triple Data Encryption Algorithm

he Triple Data Encryption Algorithm (TDEA) is a symmetric cipher that can process data blocks of
sing cipher keys with length of 128 (ar,192) bits, of which 112 (or 168) bits can be chosen arbitrar

n = c

tandard).

O >

4.2.2 TDEA encryption/decryption
42.2.1 Encryption/decryption definitions

he TDEA\is defined in terms of DES operations, where Ex is the DES encryption operation for th
nd Dgis'the DES decryption operation for the key K.

QD -

3] subtraction in modular arithmetic, i.e., if A, B are t-bit strings then ABHB is defined to eql|nal (A-B

in 4.3,

her the

ata in order to decipher it. The algorithm for any cipher in this\clause is designed to encipher and decipher

hall be

64 bits,
ily, and

e rest may be used for error detection. The TDEA is commonly known as Triple DES (Data Engryption

TDEA encryption/decryption operation is a compound operation of DES encryption and de¢ryption
perations, where the DES-algorithm is specified in Annex A. A TDEA key consists of three DES keyd.

e key K

222 TDEA encryption

The transformation of a 64-bit block P into a 64-bit block C is defined as follows:

C =Ey, (Dy, (Eq, (P)).

© ISO/IEC 2010 — Al rights reserved
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4.2.2.3 TDEA decryption

The transformation of a 64-bit block C into a 64-bit block P is defined as follows:
P= DK1 (EK2 (DK3 <)) .

4.2.3 TDEA keying options

This part of ISO/IEC 18033 specifies the following keying options for TDEA. The TDEA key comprises the
triple (K7, Rz, K3J-

1. |Keying Option 1: K3, K, and K3 are different DES keys;

2. |Keying Option 2: K; and K, are different DES keys and K3 = K.

=

NOTE The option that K; = Ky = K3, the single-DES equivalent, is not recommended. Furthermore, the use
keying gption 1 is preferred over keying option 2 since it provides additional security at the same performance level
(see [3] for further details).

4.3 MISTY1

4.3.1 [The MISTY1 algorithm

=

The MISTY1 algorithm is a symmetric block cipher that can process data blocks of 64 bits, using a ciphsg
key with length of 128 bits.

4.3.2 MISTY1 encryption

The en¢ryption operation is as shown in Figure 1. The transformation of a 64-bit block P into a 64-bit block €
is defingd as follows (KL, KO and Kl are keys):

D[P=LollRo
KL =KLy || KLz || ... || KLyo
KO = KOy || KO, || ... || KOs
KI = Kly || Kl || ... || Klg

(2)| fori=1, 3, ..., 7 (inerement in steps of 2 because the loop body consists of two rounds):
Ri = FL(Lx,/KL)
Li = PL(Ri1, KLix1) @ FO(R;, KO;, Kl;)

Lii=Ri® FO(Li, KOi:1, Klisz)

Risi =L
fori=9:
R; = FL(Li.1, KL))

Li = FL(Ri.1, KLis1)

(3) C=LolIRe

4 © ISO/IEC 2010 — All rights reserved
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4.3.3 MISTY1 decryption

The decryption operation is as shown in Figure 2, and is identical in operation to encryption apart from the
following two modifications.

(1) All FL functions are replaced by their inverse functions FL™.
(2) The order in which the subkeys are applied is reversed.

4.3.4 MISTY1 functions

4341 MISTY1 function definitions

he MISTY1 algorithm uses a number of functions, namely S;, Sy, FI, FO, FL and FL*»~which gre now
efined.

Qo —

43.4.2 Function FL

—

he FL function is used in encryption only and is shown in Figure 3. The FL fdnction is defined as follows (X
and Y are data, KL is a key):

(1) Xa2 = X || Xg, KL = KLy || KLir
(2) Yr=(XLAKLy) @ Xg
(B) YL=X.® (YrVKLg)

(4) Ya2=Y_|| Yr

© ISO/IEC 2010 — Al rights reserved 5
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Plaintext

l

Ciphertext

l

KL1 KL2 KL10 KL9
— FL — FL ——— FL'| ——* FL!
KO1,KI1 KO8,KI8
i ¥
FO L1 FO 1)
)J )J
/‘\ /\
KO2,KI2 KO7,KI7
i i
N SN
——— —
KL3 KL4 KL8 KLT7
— FL — FL — FLl| | FL1
KO3,KI3 KO6,KI6
i ¥
L L
>FO<J >Fo<j
KO4,KI14 KO5,KI5
i i
N L
>FO<J ><j
KL5 KL6 KL6 KL5
— FL — FL — FL1| —* FL1
KO5,KI5 KO4,KI4
i ¥
1 L
— —
KO6,KI6 KO3,KI3
i i
VAR L
— — "
KL7 KLS8 KL4 KL3
— FL ————* FL — " FL! — " FL1!
KO7,KI7 KO2,KI2
i ¥
N4 A L
>FO</ >FO<J
KO8, KI8 KO1,KI1
i ¥
L L
—— —
KLY KLIU KLZ KL1
- _FL FL — FL!| — FL!

I

Ciphertext Plaintext

Figure 1 — The Encryption Procedure Figure 2 — The Decryption Procedure

6 © ISO/IEC 2010 — All rights reserved
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4.3.4.3 Function FL™

The FL™ function, which is the inverse to the FL function, is used in decryption only and is shown in Fi
The FL™ function is defined as follows (X and Y are data, KL is a key):

(1) Ya2 = Y || Yr, KL = KLy || KLig
(2) X|_ = Y|_ (‘D (YR \V4 KLiR)

Dy

(2N Y __— (Y KL\
M) 7K "L TN=IL) R

(4) X5z = X || Xr

43.4.4 Function FO

—

he FO function is used in encryption and decryption, and is shown in Figure 5. The\EO function is
s follows (X and Y are data, KO and Kl are keys):

QD

(1) Xs2=Lo|lRo
KO; = KOy || KOi; || KOiz || KOi4, Kl = Klig || Kliz || Klig
(2)forj=1t03:
R; = FI(Lj1 ® KOy, Kly) @ Ry,
L =R
(3) Y32 = (Ls® KOu) || R3
43.45 Function FI
he FI function is used for encryptions-decryption and the key schedule, and is shown in Figure 6
xtnd is the operation zero-extended\from 7 bits to 9 bits by the concatenation of two bits on the I¢

nd Trunc is the operation truncated by two bits on the left side. The FI function is defined as follows
are data, Kl is a key):

< Q0 M-

(1) X16 = Lo (9 bits) || Ro(7 bits), Kl = Kly, || Kljg
(2) Ry = So(Lo)-@Extnd(Ro)

(3) L. =Rs

(4) R2="S7(L1) @ Trunc(Ry) @ Kl

(5) L2 = Rl® Klin

gure 4.

defined

where
pft side,
(X and

(6) Rs = So(Ly) @ Extnd(R,)
() Ls=R;

(8) Yis=Ls || Rs

© ISO/IEC 2010 — Al rights reserved
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X3o lYgz
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Figure 3— The Function FL
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4.3.4.6 Lookup Tables S; and Sg

S; is a bijective lookup table that accepts a 7-bit input and yields a 7-bit output. Sy is a bijective lookup table
that accepts a 9-bit input and yields a 9-bit output. Tables 2 and 3 define these lookup tables in a
hexadecimal form. S; and Sy can be also described in a simple algebraic form over GF(2) as shown in
clause C.2.

For example, if the input to S is {53}, then the substitution value would be determined by the intersection of
the row with index ‘5’ and the column with index ‘3" in Table 2. This would result in S; having a value of {57}.

Table2 — S,

o 1 2 3 4 5 6 7 8 9 a b c¢c d ensT

O|l1b 32 33 5a 3b 10 17 54 5b 1la 72 73 6b 2c.\66 49

1|1f 24 13 6¢ 37 2 3f 4a 5d Of 40 56 25 51 1c 04

2|0b 46 20 Od 7b 35 44 42 2b 1le 41 14 4b~79 15 6F

3]0e 55 09 36 74 Oc 67 53 28 0Oa 7e 3802 07 60 29

4119 12 65 2f 30 39 08 68 5F 78 2a+4¢ 64 45 75 3d

5|59 48 03 57 7c 4f 62 3c 1d 21 b5e 27 6a 70 4d 3a

6|01 6d 6e 63 18 77 23 05 26 7600 31 2d 7a 7f 61

7150 22 11 06 47 16 52 4e 71°3e 69 43 34 5¢c 58 7d

Table 35— Sq

0 1 2 3 4 5 6 7 8 9 a b c d e T
00| 1c3 Ocb 153 19f 1e3 0e9 Ofb” 035 181 O0Ob9 117 1leb 133 009 02d 0d3
01 ] 0c7 14a 037 O07e Oeb 164193 1d8 O0Oa3 1lle 055 02c 01d 1la2 163 118
02 ] 14b 152 1d2 O0OOf O02b, O30 13a 0Oe5 111 138 18e 063 0e3 0c8 1f4 O0lb
03] 001 09d Of8 1a0 16d )'1f3 Olc 146 07d 0dl 082 1lea 183 12d O0f4 19e
04 ] 1d3 0dd 1e2 128 ©1le0O Oec 059 091 011 12f 026 Odc ObO 18c 10F If7
05| 0e7 16c Ob6 O0f9)"0d8 151 101 14c 103 O0Ob8 154 12b 1lae 017 071 0Oc
06 | 047 058 O7f., *ad4 134 129 084 15d 19d 1b2 1a3 048 O07c 051 1ca 023
07 ] 13d 1a7 165 03b 042 Oda 192 Oce Ocl 06b 09f 1fl 12c 184 Ofa 196
08 ] 1el1 169.747d 031 180 10a 094 1da 186 13e 1llc 060 175 1cf 067 119
09 ] 065 ©68 099 150 008 007 17c Ob7 024 019 Ode 127 Odb 0Oed4 1a9 052
Oa | 1094y 090 19c 1cl 028 1b3 135 16a 176 O0Odf 1e5 188 O0c5 16e 1de [1bl
Obd.0c3 1df 036 Oee 1lee OFf0O 093 049 09a 1b6 069 081 125 O00b 05e (b4
Oc\| 149 1c7 174 03e 13b 1b7 08e 1c6 Oae 010 095 1lef 04e Of2 1fd 085
O 0fd— 06— 0a0— 16— 083—08a—156— 09— 13Tt—107 167 098 —1d0—1e95—003 fe
Oe | Obd 122 089 0d2 18f 012 033 O06a 142 Oed 170 11b 0Oe2 14f 158 131
Of | 147 05d 113 1cd 079 161 1la5 179 09 1b4 Occ 022 132 0la 0e8 004
10| 187 1led 197 039 1bf 1d7 027 18b 0c6 09c 0dO 14e O06c 034 1f2 O06e
11| Oca 025 Oba 191 Ofe 013 106 O02f 1ad 172 1db OcO 10b 1d6 Of5 1lec
12 ] 10d 076 114 1lab 075 10c 1e4 159 054 11f O04b 0Oc4 1lbe OF7 029 Oa4
13 ] 00e 1f0 077 04d 17a 086 08b Ob3 171 Obf 10e 104 097 15b 160 168
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0 1 2 3 4 5 6 7 8 9 a b C d e L
141 0d7 Obb 066 1ce Ofc 092 1c5 O06Ff 016 04a Oal 139 Oaf Ofl1 190 O00Oa
15| laa 143 17b 056 18d 166 0d4 1fb 14d 194 19a 087 1f8 123 0Oa7 1b8
16 | 141 03c 1f9 140 02a 155 1lla 1lal 198 0d5 126 1l1laf 061 12e 157 1dc
171072 18a Oaa 096 115 Oef 045 O0O7b 08d 145 053 O5Ff 178 O0b2 02e 020
18| 1d5 O03fF 1c9 1e7 lac 044 038 014 Obl 16b Oab Ob5 O05a 182 1c8 1d4
191018 177 064 Ocf 06d 100 199 130 15a 005 120 1bb 1bd 0e0 04f 0d6
la 15T 1C4 1Za U1O [9]9)+) urrT 190 Udo Uu4s Uoo 0UoU 10T 1€o 1721 Uro 1/€
1b [|Obc 0c2 0c9 173 189 1f5 074 1lcc 1le6 1a8 195 O1fF 041 00d 1lba 032
1c ||03d 1d1 080 0a8 057 1b9 162 148 0d9 105 062 O0O7a 021 1ff 112 '108
1d | 1cO 0a9 11d 1b0 1l1a6 Ocd Of3 O5c 102 O05b 1d9 144 1f6 Oad O0a5 - 03a
le ||1cb 136 17Ff 046 0Oel Ole 1dd 0Oe6 137 1fa 185 08c 08f 040~1b5 Obe
1f 078 000 Oac 110 15e 124 002 1bc Oa2 Oea 070 1fc 116 158¢Y 04c 1c2
4.3.5 MISTY1 key schedule
The key scheduling part accepts a 128-bit key K and yields another 128-bit'subkey K’, as shown below. Th
figure of the key scheduling part is described in Figure 7.
The key scheduling operation is thus defined as follows.
(DK =Ky |[ K2 [| Ks || Ka || Ks || Ke || K7 || Kg
(2)|fori=1to 7:
K'i = FI(K;, Kit1)
(3)[K's = Fl(Kg, K1)
(DK =K' | K2 || K3 || K’ || K's || K'eYLK'7 || K's

®)

KOi1 = K, KOjz = Kisz, KOig=\Kis7, KOig = Kisa, Klip = K'iss, Kliz = K'i4q, Klig = K'iys, (1 = 1,..,8)

KLy = K(i+1)/2 (Odd I) or K,(i/2)+2 (even I), KLgr =K’ (i+1)/2+6 (Odd I) or K(i/2)+4 (even I) (I = 1,,10)

NOTE | When the value of-aysuffix is larger than 8, subtract by 8.
Ky Kz Kz Ky Ks Ke K7 Kg
A 4 A 4 \ 4 \ 4 \ 4 \ 4 \ 4 \ 4
Fl P Fl P Fl P Fl ] Fl ] Fl P Fl P Fl P
K¢ Ky’ K3’ Ky Ks' Ke' K7 Kg'
Figure 7— MISTY1 Key Scheduling
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4 CAST-128

4.1 The CAST-128 algorithm

The CAST-128 algorithm is a symmetric block cipher that can process data blocks of 64 bits, using a cipher
key with length of 128 bits under 16 rounds.

NOTE  The key length of the original version of CAST-128 is variable from 40 bits to 128 bits. This part of
18033, however, specifies its use only with keys of 128 bits.

4

[

Hollia)

o0 = -

Tlhe transformation of a 64-bit block P into a 64-bit block C is defined as follows (Km and Kr are keys)

443 CAST-128 decryption

he decryption operation is identical to the encryption operation given above, except that the roun
herefore the subkey pairs) are used in reverse order toccompute (Lo, Rg) from (Ryg, Lis).

44.4 CAST-128 functions

.4.4.1  Pairs of Round Keys

4.2 CAST-128 encryption

(1) P=LollRo
(2) fori=1to 16:
Li=Ri1
R = Liy ® f(Ri..,Km;,Kr)

(3)C=Rus || Lis

ISO/IEC

ds (and

AST-128 uses a pair of subkeys per‘round: a 32-bit quantity Km is used as a "masking" key and a 5-bit
uantity Kr is used as a "rotation" key;
4.4.2  f-functions
hree different round functions are used in the encryption and decryption operations, depending| on the
bund number. The rounds are as follows (where "D" is the data input to the f function and "la" - "Id"|are the
nost significant byte through least significant byte of I, respectively).
Type s I = ((Km; + D) <<<i)
f = ((S1[l1a] @ S2[1Ib]) - S3[Ic]) + s4[1d]
Type 2: I = ((Kmj & D) <<<yj)
f = ((S1[1a] - S2[Ib]) + S3[Ic]) @ S4[1d]
Type 3: I = ((Kmj - D) <<<i)
f = ((S1[1a] + S2[1b]) @ S3[Ic]) - S4[1d]
Rounds 1, 4, 7, 10, 13, and 16 use f function Type 1.
11
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Rounds 2, 5, 8, 11, and 14 use f function Type 2.
Rounds 3, 6, 9, 12, and 15 use f function Type 3.
4443 Substitution Boxes

44431 Thes-boxes S1to S8

Eight substitution boxes are used: s-boxes S1, S2, S3, and S4 are round function s-boxes; S5, S6, S7, and
S8 are key schedule s- boxes.

4443 S-BoxS1

30fb40d4 9faOffOb 6beccd2f 3f258c7a 1e213F2F 9c004dd3 6003e540 cfofc949
bfd4af27 88bbbdb5 €2034090 98d09675 6e63a0e0 15c361d2 c2e7661d 22d4ff8e
P8683b6TF cO07Ffd059 FF2379c8 775F50e2 43c340d3 df2f8656 887cadla Ca2d2bd2d
alc9e0d6 346c4819 61b76d87 22540F2F 2abe32el aa54166b 22568e3a "a2d341d0
66db40c8 a784392F 004dff2f 2db9d2de 97943fac 4a97cld8 527644b7 b5f437a7
pb82cbaef d751d159 6Ff7fO0ed 5a097alf 827b68d0 90ecf52e 22h0c054 bc8e5935
Mb6d2f7F 50bb64a2 d2664910 bee5812d b7332290 e93b159F\ -b48eedll 4bFF345d
[Fd45c240 ad31973F c4f6d02e 55fc8165 dS5blcaad alac2dae a2d4b76d c¢19b0c50
8822402 0c6e4f38 adedbfd7 4f5ba272 564cld2f c59€5319 b949e354 b04669fe
p1lb6ab8a ¢71358dd 6385c545 110f935d 57538ad5. 6a390493 €63d37e0 2a54f6b3
3a787d5F 6276a0b5 19a6fcdf 7ad42206a 2919d4d5)f61b1891 bb72275e aa508167
38901091 c6b505eb 84c7cb8c 2ad75a0f 874al427 a2d1936b 2ad286af aa56d291
17894360 425c750d 93b39e26 187184c9 6c00b32d 73e2bbl4 alObebc3c 54623779
64459eab 3F328b82 7718cf82 59a2ceab. ((04ee002e 89Fe78e6 3Fab0950 325FfF6c2
81383F05 6963c5c8 76c¢cb5ad6é d49974c9” cal80dcf 380782d5 c7fabcf6 8ac31511
35e79el13 47da91d0 T40f9086 a7e2419e 31366241 051ef495 aa573b04 4a805d8d
548300d0 00322a3c bf64cddf ba57a68e 75c6372b 50afd341 a7cl3275 915a0bfs
6b54bfab 2b0b1426 ab4cc9d7 ~449ccd82 F7fbf265 ab85c5f3 1b55db94 aad4e324
cfadbd3f 2deaa3e2 9e204d02 c8bd25ac eadf55b3 d5bd9e98 e31231b2 2ad5ad6c
054329de adbe4528 dB8710f69 aa51c90f aa786bf6 22513fle aa5la79b 2ad344cc
7b5a41f0 d37cfbad( 1b069505 4lece491 b4c332e6 032268d4 c9600acc ce387e6d
pbf6bbl6c 6a70fb?8’/ 0d03d9c9 d4df39de e01063da 4736464 5ad328d8 b347cc96
75bb0fc3 985T1bTb 4Fffbcc35 b58bcf6a ellflOabc bfc5feda a70aecl0 ac39570a
3F04442F 6£188b153 e0397a2e 5727cb79 9ceb418f 1cacd68d 2ad37c96 0175chb9ad
c69dFFQ9, )c75b65F0 d9db40d8 ec0e7779 4744ead4 bllc3274 dd24cb9e 7elc54bd
[F01144F9 d2240ebl 9675b3fd a3ac3755 d47c27af 51c85f4d 56907596 a5bbl5e6
5803040 ca042cfl 0l1la37ea 8dbfaadb 35ba3ed4a 3526Ffa0 c¢37b4d09 bc306ed9
8abZ666 bb48T 725 T115eb69d Ucedb3dU /cb3bZct  700b45el  dbeabUTI 8bad2872
aflfbda7 d4234870 a7870bf3 2d3b4d79 42e04198 0cdOede7 26470db8 ¥881814c
474d6ad7 7c0c5e5c d1231959 381b7298 f5d2f4db ab838653 6e2fle23 83719c9e
bd91e046 9a56456e dc39200c 20c8c571 962bdalc e1e696fFF bl41ab08 7cca89b9
1a69e783 02cc4843 a2f7c579 429ef47d 427b169c 5ac9f049 dd8FOF00 5c8165bf
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44433 S-Box

1201094
ada7ef79
a0b52f7b
dlda4181
1fc41080
€113c85b

S2

efOba75b
4e1d7235
59e83605
3b092ab1
179bee7a
acc40083

69e3cf7e
d55a63ce
eel5b094
f997flcl
d37ac6a9
d7503525

39314380
de0436ba
e9ffdo09
abe6cf7b
fe5830a4
f7eabl5f

fe6lcf7a
99c430ef
dc440086
01420ddb
98de8b7f
62143154

eec5207a
5f0c0794
ef944459
ed4e7ef5b
77e83f4e
0d554b63
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55889c94
18dcdb7d
ba83ccbh3
25a1ff41
79929269
5d681121

72fc0651
ald6eff3
e0c3cdfth
e1801806
24fa9f7b
€c866c359

3d63cf73
602f64a4
10843094
fc884169
8256333
c5d655dd
54103084
eccf01db
8led6f61
5e552d25
a20c3005
ee4le729
7398417
50d99c08
cdf0b680
7af75673
db2ffd5e
b8da230c
c72feffa
61d9b8c6
dc8637a0
2d6a77ab
5483697b
b284600c
8f5ea2b3
43d79572

44434 S-Box

cee234c0
d63acd9c
2537a95e
3e4de8df
844e8212
eb667064
066Tf472
a6d3dOba
20e74364
5272d237
8871df63
6eld2d7c
al269859
cb3f4861
17844d3b
2fdd5cdb
8132cel9
80823028
22822e99
00b24869
16a7d3bl
3527ed4b
2667a8cc
d835731d
fc184642
7e6dd07c

S3

d4d87e87
1bbc4635
f46f6ffe
ef0e0088
128d8098
77840b4d
a3laal53
b6803d5¢c
b45e1378
79d2951c
b9de2fcb
50045286
ec645c44
c26bd765
3leef84d
alle3lcl
306af97a
dcdef3c8
82c570b4
b7ffce3f
9fc393b7
821fd216
85196048
dcblc647
0a036b7a
06dfdfle

5c672b21
9e81032d
alff3bilf
3559648d
fed33fb4
alb6a801
dadc4755
af77a709
del18639b
c60d894c
Occ6c9e9
1e6685f3
52c877a9
64a3f6ab
7e0824¢e4
30166143
02f03ef8
d35fb171
d8d94e89
08dc283b
a7136eeb
095c6e2e
8c4dbacea
ac4c56ea
4fb089bd
6c6ecedef

0716181
2701f50c
208cfb6a
8a45388c
ce280ael
84db26a9
b5625dbf
33b4a34c
881cal22
488cb402
Obeeff53
£33401c6
cdff33a6
80342676
2cch49eb
b3faecb4
99319ad5
088albc8
8blc34bc
43daf65a
c6bcc63e
db92f2fb
833860d4
3ebd81b3
649da589
7160a539

39f7627f
99847ab4
8F458c74
1d804366
27e19ba5
e0b56714
68561be6
397bc8d6
b96726d1
Ibadfe5b
e3214517
30a22c95
a02b1741
25a75e7b
846a3bae
157fd7fa
c242fa0f
bec0c560
301el6e6
719798
1a513742
5eea29chb
0d23e019
230eabb0
a345415e
73bfbe70

361e3084
a0e3df79
d9e0a227
721d9bfd
d5a6¢c252
211043b7
83ca6h94
5ee22h95
8049a7e8
a4b09f6b
b4542835
31a70850
7cbad9a2
ede6difc
8Ff77888
ef8579cc
a7e3ebb0
61a3c9e8
273be979
7619b72F
ef6828bc
1458925
6¢c387e8a
6438bc87
5c038323
83877605

e4eb573b
babct38c
4ec73a34
ab58684bbh
e49754bd
e5d05860
2d6ed23b
5F0e5304
22b7da7b
1ca815cf
9f63293¢
6093013
2180036
20c710e6
ee5d60f6
d152de58
c68e4906
bca8f54d
bOffeaab
8f1c9bas
520365d6
91584F7f
Oae6d249
TOb5b1fg
3e5d3bb9
4523ecf]]

8defc240
bebl1fobf
11107d9f
553fb2c0
4e1a8302
a8c01db7
99b03dbf

25fa5dof
eefbcaea
07647db9
489ae22b
baeO7fff
579fc264
b5dbc64b
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eb903dbf
e8cf1950
b2e3e4d4
d4ef9794
528246e7
67094131
638dc0e6

€810c907
51df07ae
3d4f285e
125e3fbc
8e57140e
f2bd3f5f
55819d99

47607FfFF
920e8806
b9afa820
21fffcee
3373fF7bf
40FfFf7cl
al97c81c

369fed4b
f0ad0548
fade82e0
825b1bfd
8c9f8188
1fb78dfc
4a012d6e

8clfc644
€13c8d83
a067268b
9255c5ed
a6fcdee8
8e6bd2c1
c5884a28

aececa9d0
927010d5
8272792e
1257a240
c982b5a5
437be59b
ccc36F71
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b843c213
a747d2do
8c96fdad
efbd7d9b
23efe941
f8af918d
ef303cab
8b907cee

6c0743f1
1651192e
5d2c2aae
a672597d
a903f12e
4e48fF79e
984faf28
b51fd240

8309893c
af70bf3e
8ee99a49
ada840d8
60270df2
8f616ddf
779fafob
e7c07ce3

Ofeddd5f
58c31380
50da88b8
4554504
0276e4b6
€29d840e
92dc560d
eb66b4al

2f7fe850
5f98302e
8427f4a0
fa5d7403
94fd6574
842F7d83
224d1e20
c3e9615e

d7c07f7e
727cc3c4
leac5790
e83ec305
927985b2
340ce5c8
8437aa88
3cf8209d

02507fbf
0a0tbh402
7961h449
4191751a
8276dbchb
96bbb682
7d29dc96
6094d1e3

5afb9a04
Of7fef82
8252dc15
925669c2
02778176
93b4b148
2756d3dc
cd9ca341

5Cc76460e
1F97c090
68cc7bfb
b39ffFfa
61bd8bal
P85balc8
1f081fab
d2d02dfe
32609437
pa2d02ffFf
02048016
D47b0001
bea22fde
67214cb8
K727¢c148
8219350
[F7baefd5

44435 S-Box

14

Ddb30420
7e287aff
P8147F5F
Feddllla
80530100
ce84fFfdf
P649abdf
Abe0502e
1d351805

2N Tava [oF2N
oot ot

00ea983b
081bdb8a
doof2788
ba39aee9
dlled42d1
3c62f44f
108618ae
8ef5896
ec00c9a9
d2bf60c4
97573833
570075d2
5f08ae2b
b1e583d1
2be98ald
8334b362
4142ed9c

S4

1fb6e9de
e60Th663
4fa2b8cd
Ofca516r
e83ebeTe
£5718801
aealc7f5
ec8d77de
7f3d5ce3

114244 E
TI4a4SCaat

d4d67881
93a07ebe
12490181
a4ffd30b
cead04f4
35c0Oeaab
fcfdo8ed
e4cf52da
44715253
d43f03c0
d7207d67
fobb8818
af7a616d
b7dc3e62
8ab41738
d91d1120
a4315cl11

a7bevbef
095f35a1
¢9430040
71FF904c
ac9af4f8
3dd64b04
36338ccl
57971e81
a6c866¢6

420509209

£d47572c
b938cal5
5de5ffd4
faf7933b
127ea392
e805d231
foff2889
95155b67
0a874b49
50b4ef6d
deOf8f3d
8942019e
e5c98767
7f10bdce
20elbe24
2b6d8da0
83323ec5

d273a298
79ebf120
0cc32220
2d195ffe
7fe72701
a26t263b
503f7e93
el4f6746
5d5bcca9

d0214acab

f76cedd9
97b03cff
dd7ef86a
6d498623
10428db7
428929fb
694bccll
494a488c
d773bc40
07478cd1
72¥87b33
4264a5fFf
cflfebd2
f90a5¢38
afoedaof
642ble31
dfef4636

4a4f7bdb
£d059d43
£dd30b30
1a05645F
d2b8ee5f
7ed48400
d3772061
c9335400

daec6fea
N22092hQ

bda8229c
3dc2c0f8
76a2e214
193cbcfa
8272a972
b4fcdf82
236a5cae
b9b6a80c
7c34671c
0061888
abec4f133
856302e0
6lefc8c2
0ff0443d
68458425
9¢305a00
al33c501

64ad8c57
6497b7b1
c0a5374f
Ocl3fefe
06df4261
547eebeb
11b638el
6920318F
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445 CAST-128 key schedule

Let the 128-bit key be x0x1x2x3x4x5x6X7x8x9IXAXBXCxXDXEXF, where x0 represents the most significant byte
and xF represents the least significant byte, and z0,...,zF be intermediate (temporary) bytes.

The subkeys-areformed-fromthekey O InPEHEHEXPPXBrEPD M d—asfollows——

z0z1z2]

247526

2829zA

zCzDzH

K1 =S

K2 =S

K3 =S

K4 =

o

X0x1x2

X4x5x6

X8X9XA|

XCxDxH

K5 =S

K6 =S

K7 =

n

K8 =§

z0z1z2]

747576

73 = XOX1x2x3 @ S5[xD] ® S6[XF] ® S7[xC] ® S8[XE] ® S7[x8]
7 = X8XIXAXB @ S5[z0] ® S6[z2] ® S7[z1] ® S8[z3] ® S8[XA]
7B = XCXDXEXF ® S5[27] ® S6[z6] ® S7[z5] ® S8[z4] ® S5[x9]
EZF = x4x5x6X7 @ S5[zA] ® S6[z9] ® S7[zB] ® S8[z8] ® S6[xB]
5[28] ® S6[29] ® S7[27] ® S8[z6] & S5[22]

6[2A] @ S6[zB] @ S7[25] ® S8[z4] ® S6[z6]

5[2C] @ S6[zD] @ S7[z3] ® S8[z2] ® S7[z9]

5[2E] @ S6[zF] ® S7[z1] @ S8[z0] ® S8[zC]

3 = 28297A7B ® S5[z5) ® S6[27) ® S7[z4] ® S8[z6]® S7[z0]
7 = 20212223 ® S5[x0] ® S6[x2] ® S7[x1] ® S8[x3] ® S8[z2]
KB = 24252627 ® S5[x7] ® S6[x6] ® S7[x5} ® S8[x4] ® S5[z1]
EXF = 2CzDZEZF ® S5[xA] ® S6[x9] & S7[xB] & S8[x8] & S6[23]
5[x3] @ S6[x2] @ S7[XC] ® SE[XD] ® S5[x8]

5[x1] © S6[x0] @ S7[XE}® S8[xF] ® S6[xD]

5[x7] © S6[x6] ® S7[x8] ® S8[x9] ® S7[x3]

G[X5] @ S6[x4].S S7[XA] @ S8[xB] ® S8[x7]

/3 = XOXIX2Xx3 @ S5[XD] @ S6[XF] ® S7[XC] ® S8[XE] ® S7[x8]

772 x8X9XAXB @ S5[z0] @ S6[z2] ® S7[z1] ® S8[z3] @ S8[xA]

z8z9zAzB = xCxDXEXF @ S5[z7] & S6[z6] © S7[z5] ® S8[z4] ® S5[x9]

zCzDzEzF = x4x5x6x7 @ S5[zA] ® S6[z9] © S7[zB] ® S8[z8] & S6[xB]

K9 = S5[z3] ® S6[z2] ® S7[zC] @ S8[zD] @ S5[z9]

K10 = S5[z1] ® S6[z0] ® S7[zE] ® S8[zF] @ S6[zC]

18
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K11 = S5[z7] ® S6[z6] @ S7[z8] ® S8[z9] ® S7[z2]

K12 = S5[z5] @ S6[z4] @ S7[zA] ® S8[zB] ® S8[z6]

X

0x1x2x3 = z8z9zAzB @ S5[z5] ® S6[z7] ® S7[z4] ® S8[z6] @ S7[z0]

X4x5x6x7 = 20212223 ® S5[x0] ® S6[x2] @ S7[x1] @ S8[x3] ® S8[z2]

X

8X9XAXB = 24252627 @ S5[x7] ® S6[x6] ® S7[x5] ® S8[x4] ® S5[z1]

010(E)

X

K

> =2

X

CXDXEXF = 2CzDZzEzF ® S5[xA] ® S6[x9] ® S7[xB] & S8[x8] & S6[z3]
13 = S5[x8] @ S6[x9] ® S7[x7] ® S8[x6] ® S5[x3]
14 = S5[XA] @ S6[xB] ® S7[x5] ® S8[x4] ® S6[x7]
15 = S5[xC] ® S6[xD] ® S7[x3] ® S8[x2] ® S7[x8]
16 = S5[XE] ® S6[xF] ® S7[x1] ® S8[x0] ® S8[xD]

OTE  The remaining half is identical to what is given above, carrying on from-the last created x0..xXF to gener
17 - K32.

0212223 = x0x1x2x3 ® S5[xD] ® S6[xF] ® S7[xC] ® S8[xE] &:S7[x8]
1252627 = x8X9XAXB @ S5[z0] @ S6[z2] @ S7[z1] ® S8[z3} @ S8[xA]
8292AzB = XCXDXEXF @ S5[z7] @ S6[z6] ® S7[z5]®.S8[z4] @ S5[x9]
CzDzEzF = x4x5x6Xx7 @ S5[zA] ® S6[z9] ® S?{zB] ® S8[z8] ® S6[xB]
17 = S5[z8] ® S6[z9] ® S7[z7] ® S8[z6] ®-S5[z2]

18 = S5[zA] ® S6[zB] @ S7[z5] ® S8[z4] ® S6[z6]

19 = S5[zC] @ S6[zD] ® S7[z3]}® S8[z2] ® S7[z9]

20 = S5[zE] ® S6[zF] ®.S7[z1] @ S8[z0] ® S8[zC]

Dx1x2x3 = z829zAzB @ S5[z5] ® S6[z7] @ S7[z4] ® S8[z6] & S7[z0]
UX5X6X7 = 20212223 @ S5[X0] ® S6[x2] ® S7[x1] ® S8[x3] ® S8[z2]
BXIXAXB-= 24252627 @ S5[x7] @ S6[x6] ® S7[x5] ® S8[x4] & S5[z1]

CXDXEXF = zCzDzEzF & S5[xA] ®@ S6[x9] ® S7[xB] @& S8[x8] ® S6[z3]

ate keys

K21 = S5[x3] ® S6[x2] ® S7[xC] ® S8[xD] ® S5[x8]

K22 = S5[x1] ® S6[x0] ® S7[xE] ® S8[xF] ® S6[xD]

K23 = S5[x7] ® S6[x6] ® S7[x8] ® S8[x9] ® S7[x3]

K24 = S5[x5] ® S6[x4] ® S7[XA] ® S8[xB] ® S8[x7]

©
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20212223 = xOx1x2x3 @ S5[xD] @ S6[xF] & S7[xC] & S8[XE] ® S7[x8]
24252627 = x8x9xAXB @ S5[z0] ® S6[z2] ® S7[z1] @ S8[z3] ® S8[xA]

2829zAzB = XCXDXEXF @ S5[z7] @ S6[z6] @ S7[z5] ® S8[z4] ® S5[x9]
zCzDzEzF = x4x5x6x7 ® S5[zA] ® S6[z9] @ S7[zB] ® S8[z8] ® S6[xB]

K25 = S5[z3] ® S6[z2] ® S7[zC] ® S8[zD] ® S5[z9]

K26 = $5[z1] @ S6[z0] ® S7[zE] ® S8[zF] ® S6[zC]

K27 = $5[z7] @ S6[z6] ® S7[z8] ® S8[z9] ® S7[z2]

K28 = $5[z5] ® S6[z4] ® S7[zA] @ S8[zB] ® S8[z6]

X0x1x2%3 = z8z9zAzB ® S5[z5] @ S6[z7] ® S7[z4] ® S8[z6] ® S7[z0]
X4x5x6X7 = 20212223 ® S5[x0] ® S6[x2] @ S7[x1] ® S8[x3] ® S8[z2]
X8X9IXAKB = 24252627 ® S5[x7] @ S6[x6] © S7[x5] ® S8[x4] @ S5[z1]
XCxDxBXF = zCzDzEzF @ S5[xA] @ S6[x9] ® S7[xB] & S8[x8] ® S6[z3]
K29 = $5[x8] ® S6[x9] ® S7[x7] ® S8[x6] ® S5[x3]

K30 = $5[xA] ® S6[xB] ® S7[x5] ® S8[x4] ® S6[x7]

K31 = $5[xC] ® S6[xD] ® S7[x3] ® S8[x2] ® S7[x8]

K32 = $5[xE] @ S6[xF] ® S7[x1] ® S8[x0] ® S8[xD}]

The follpwing step is used to create masking.subkeys and rotation subkeys.

Let Kmp, ..., Kmy be 32-bit maskingsubkeys (one per round). Let Kry,
(one per round); only the least significant 5 bits are used in each round.

forfi = 1 to 16:

Km; = K;

Kri = Kygsi

This completesithe CAST-128 key schedule.

45 HIGHT

..., Krig be 32-bit rotation subkey

[%2)

45.1 The HIGHT algorithm

The HIGHT algorithm is a symmetric block cipher that can process data blocks of 64 bits, using a cipher key

with length of 128 bits.

20
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The encryption operation is as shown in Figure 8. The transformation of a 64-bit block P into a 64-bit block C

is defined as follows (WKi and SKi are whitening key bytes and subkey bytes respectively defined in 4.5.5):

(1) P=P;[[PslIPs [Pyl Psl[ P2 | Pyl Py (P;are plaintext bytes)

(2) Xop0=Po B WKq, X1 =Py,

Xoo=Ps @WK,

Xgg=P

Xos = Ps @ WK,

(3) fori=0to 30:

ST

Xo,a = P4 B WK;, Xos = Ps,

Xo,7 = P,

Xisr,0 = X7 @ (Fo(Xis) B SKaivs),  Xira1 = Xio,
Xisr,2 = X1 B (F1(Xi0) © SK4), Xir1,3 = Xi2,
Xisr,a = Xiz @ (Fo(Xi2) B SKyiv1), Xiras = Xia,

Xisr6 = Xis B (F1(Xis) @ SKaivz),  Xir1,7 = Xig.

fori=31:
Xir10 = Xior  Xirna = Xig B (F1(Xi0) © SKizg),
X2 = Xiz,  Xirnz = Xiz @ (Fo(Xi2) B SKizs),
Xivra = Xiar  Xins = Xis B (F1(Xia)® SKize),
Xirre = Xigr  Xirr,7 = Xi7 @ (Fo(Xis) B SKiz7).
(4) Co = Xaz0 H WKy, €= Xao,1,
C2 = X322 ® WKs, Cs = Xaz3,
C4 = Xzp4 H WK, Cs = Xaz5,
Co = X326/ 0'WK7, C7=Xa27.

BG)C=C/lICslICslICsllCsliCallCil Co (Ciare ciphertext bytes)

© ISO/IEC 2010 — Al rights reserved
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P, P, P, P, P, P, P, P,
S WK, BeWK, WK, BWK,
X0,7 X0,6 X0,5 x0,4 x0,3 XO,Z x 0,1 XO,O
@] Fol— E«@<{F:]— @<+ Fol— E«@{Fi}—
SK, SK, SK, SK,

31,7
.):% [Fole— B & H®
SK,,, SKis SKis Kz
X32,7 X32,6 X32,5 X32,4 X32,3 X32,2 X32,1 XSZ,O
DWWk EWK, WK, HWK,
¢, Gy C, C, C, C, C, C,

Figure 8 — Encryption procedure of HIGHT

4.5.3 HIGHT decryption

The decryption operation is identical in operation to encryption apart from the following two modifications.

(1) All B operations are replaced by B operations except for the H operations connecting SK; and
outputs of F,.

(2) The order in which the keys WK; and SK; are applied is reversed.
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4.5.4 HIGHT functions
45.4.1 The functions Fyand F;
The HIGHT algorithm uses two functions, namely, F, and F; which are now defined.

45.4.2 Function F

The F, function is used for encryption and decryption. The function F is defined as follows:

Fo(X) = (x<<<1) ® (x<<<p) @ (x<<<y7)

45.4.3 Function F;

Tlhe F; function is used for encryption and decryption. The function F; is defined as follows:
F1(X) = (X<<<3) ® (X<<<y) ® (X<<<g)

455 HIGHT key schedule

he key scheduling part accepts a 128-bit master key K= K5 || Kis 19 || Ko and yields 8 whitening key
ytes WK; and 128 subkey bytes SK;, as shown below.

o —

Tihe generation of whitening keys is defined as follows.

fori=0,1,2,3:
WK = Kj 112
fori=4,5,6,7:
WK = K4
Tlhe 128 subkeys are used for encryption and decryption, 4 subkeys per round. The generation of sulpkeys is
defined as follows.

(1)sp=0,81=1,5,=0,594=1,5,=1,55s=0,5=1
o =56 | S5 I 54 || 83YI°s2 [l 51 I S0
(2) fori=1to 127;
Si+65Si+2 @D Si1

i = Sive || Sies || Siva | Siva | Sie2 || Siaa [|'si

(3)fori=0to 7:

forj=0to 7:
SKi6.i+) = Kisimod s B O16.i +j
forj=0to 7:

SKie.i +j+8 = K(j-imod 8)+s B O16.i+j+8
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5 128-bit block ciphers

5.1 Introduction

In this clause, three 128-bit block ciphers are specified; AES in 5.2, Camellia in 5.3, and SEED in 5.4.

5.2 AES

521

The AHS algorithm is a symmetric block cipher that can process data blocks of 128 bits, using cipher, keys
with lengths of 128, 192 and 256 bits. The AES algorithm is also known as the Rijndael algorithm. Thie, AES
t

algorith
options

In the AES algorithm, the length of the input and output block is 128 bits (4 words). The length of the ciphg

key K i
describ

For both encryption and decryption, the AES algorithm, uses a round function that is composed of fou

differen|
of the
a round

The en

The AES algorithm

M may be used with the three different key lengths indicated above, and therefore these differer
are referred to as “AES-128", “AES-192" and “AES-256".

=

5 128, 192 or 256 bits. The number of rounds, Nr, is 10, 12 or 14, dependinghon’ the key length
ed in Table 4.

Table 4 — Number of rounds in AES

Key length Number of rounds (Nr)
AES-128 10
AES-192 12
AES-256 14

=

t byte-oriented transformations: 1) byte substitution using a substitution table (S-box), 2) shifting row
tate array by different offsets, 3) mixing the data within each column of the State array, and 4) adding
key to the State. These transformations (and their inverses) are described in 5.2.4.

(2]

cryption and decryption operations\are described in 5.2.2 and 5.2.3, respectively, while the key

schedule is described in 5.2.5.
5.2.2 AES encryption
The AHS algorithm consists ©fya sequence of operations performed on a two-dimensional array of bytes
called the State. The State €onsists of four rows of bytes, each containing 4 bytes. In the State array denotef
by the pymbol s, each individual byte has two indices, with its row number r in the range 0 <r <4 and its
column{number c in thesrange 0 < ¢ < 4. The State is denoted by S = (s, ).
At the gtart of encryption process, the 16 bytes of the State are initialised with plaintext bytes p;, from top tp
bottom jand fromteft to right as illustrated in Figure 9.

(A N (A n [«d [«d [«d [«d

| ) | ] M3 M 12 ~0,0 ~0,1 ~0,2 ~0,3

p1 ps pg p13 Sl,O S1,1 S1,2 31,3

—>
p 2 p 6 p 10 p 14 SZ,O SZ,l SZ,Z S2,3
p3 p7 p11 p15 Ss,o S3,1 Ss,z S3,3
Figure 9 — Initialisation of the State
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After an initial round key addition, the State is transformed by implementing a round function Nr times, with
the final round differing slightly from the first Nr —1 rounds. The final contents of the State are then sent to
the output as ciphertext.

The complete encryption operation can be described as follows:

(1) S = AddRoundKey(P, W)

(2) fori=1to Nr -1:

S = SubBytes(S)
S = ShiftRows(S)
S = MixColumns(S)
S = AddRoundKey(S, W)
(3) S = SubBytes(S), S = ShiftRows(S)
(4) C = AddRoundKey(S, Wy )
he individual transformations — SubBytes(), ShiftRows(Q{MixColumns() and AddRoundKey() -
rocess the State and are described in 5.2.4. All Nr rounds are‘identical with the exception of the fingl round,

hich does not include the MixColumns() transformation.In‘the above operation, the array W; contgins the
pund keys described in 5.2.5.

> < 0T -

(611

.2.3 AES decryption

>

Il transformations used in the encryption opéerations are invertible. An implementation of the degryption
peration that maintains the sequence of transformations used in the encryption operation, replaging the
ansformations with their inverses, follows:

o O

Tlhe complete decryption operation can*be described as follows:
(1) S =AddRoundKey(C, MWVxy)
(2) fori=Nr -1 downto/1:

S = ShiftRows%(S)

§="SubBytes™(S)

S = AddRoundKey(S, W)

S = MixColumns™(S)

(3) S =ShiftRows™(S)
S = SubBytes™(S)
(4) P = AddRoundKey(S, W)
The individual transformations — SubBytes (), ShiftRows*()and MixColumns t()- process the State

and are described in 5.2.4. All Nr rounds are identical with the exception of the final round in the decryption
process, which does not include the MixColumns™() transformation.
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The computation of the round keys W, is described in 5.2.5.
5.2.4 AES transformations

5.2.4.1 Defined transformations for AES

The AES algorithm uses a number of transformations, namely SubBytes(), SubBytes (), ShiftRows(),
ShiftRows™*(), MixColumns(), MixColumns™() and AddRoundKey (), which are now defined.

524.2

| lhRypr() transformation

The SubByt es() transformation substitutes each individual State byte s;; by a new value s'; using p

substitytion table (S-box), which is invertible.

Figure |10 illustrates the effect of the SubBytes() transformation on the State.
s0 0 SO,l SO,Z S ; S(') 0 S(I) 1 S(') 2 S(I) 3
' = aisl S-Box  [The ’ ’ ’
s S, |s s, B S K
1,0 Sr,c 1,2 | 13 1,0 Sr,c 1.24)°1,3
SZ,O S2,1 SZ,Z S2,3 82,0 SZ,l SZ,Z S2,3
SS,O S3,l S3,2 S3,3 SS,O S3,1 S'3,2 S3,3

The S-Box used in the SubBytes() transformation is\presented in hexadecimal form in Table 5.

Figure 10 — SubBytes() applies the S¢box to each byte of the State

0

1

3

4

Table’5 — AES S-box

5

6

7

8

9

a

b

C

d

e

f

D OMNN OO 01 A W N PFEL O

63
ca
b7
04
09
53
do
51
cd
60
e0

7c
82
fd
c7
83
a1
ef
a3
Oc
81
32

7b
7d
26
c3
la
ed
fb
8f
ec
dc
Oa

2
fa
36
18
1b
20
43
92
5f
22
49

Qi

6b
59
3f
96
6e
fc
4d
ad
97
2a

6f
47
7
05
5a
bl
33
38
44
90
24

c5
0
cc
9a
a0
5b
85
5
17
88
5c

30
ad
34
07
52
6a
45
bc
c4
46
c2

01
d4
a5
12
3b
cb
1
b6
a7
ee
d3

67
a2
e5
80
dé
be
02
da

2b
af
fl
e2
b3
39
7f
21
3d
14
62

fe
9c
71
eb
29
4a
50
10
64
de
91

d7
a4
ds
27
e3
4c
3c
r
5d
5e
95

ab
72
31
b2
2f
58
of
3
19
Ob
e4

76
cO
15
75
84
cf
a8
dz2
73
db
79

aa

= 0O Qo O O

e7
ba
70
el
8c

c8
78
3e
8
al

Oou
2e
66
11
od

ou
1c
48
69
bf

4e
b4
6
8e
42

a9
c6
Oe
94
68

oC
e8
61
9b
41

56
dd
35
le
99

ca
1f
b9
e9
of

65
4b
86
ce
b0

Ta
bd
cl
55
54

ae
8b
1d
28
bb

UOo
8a
9e
df
16

For example, if sy, = {53}, then the substitution value would be determined by the intersection of the row with
index ‘5’ and the column with index ‘3’ in Table 5. This would result in s’y ; having a value of {ed}.

26
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5.2.4.3 SubBytes *() transformation

SubBytes () is the inverse of the SubBytes() transformation, in which the inverse S-box is ap
each byte of the State. This is obtained by applying the inverse of the transformation described in 5.2.

The inverse S-box used in the SubBytes () transformation is presented in Table 6.

Table 6 — AES Inverse S-box
0 1 2 3 4 5 6 7 8 9 a b (o} d e 1 i

plied to
4.2.

52 09 6a d5 30 36 a5 38 bf 40 a3 9e 81 3 d7 fTb
7c e3 39 82 9 2f ff 87 34 8e 43 44 c4 de €9 cb
54 7b 94 32 a6 c2 23 3d ee 4c 95 Ob 42 fa c3 A4e
08 2¢ al 66 28 d9 24 b2 76 5b a2 49 6d 8b di _25
72 f8 f6 64 86 68 98 16 d4 a4 5¢c cc 5d 65 b6)--92
6c 70 48 50 fd ed b9 da 5e 15 46 57 a7 8d09d 84
90 d8 ab 00 8c bc d3 Oa f7 e4 58 05 b8 _bh3~45 06
d0 2c 1le 8F ca 3f OfF 02 cl1 af bd 03 0,43 8a 6b
3a 91 11 41 4f 67 dc ea 97 f2 cf ce X0 b4 e6 73
96 ac 74 22 e7 ad 35 85 e2 f9 37 e8-1c 75 df 6e
47 f1 1a 71 1d 29 c5 89 6Ff b7 62¢ 0e aa 18 be 1b
fc 56 3e 4b c6 d2 79 20 9a db,cO/ fe 78 cd ba f4
1f dd a8 33 83 07 c7 31 bl 12\10 59 27 80 ec 5F
60 51 7F a9 19 b5 4a 0d 2d €5 7a 9F 93 c9 9c ef
a0 e0 3b 4d ae 2a f5 b0 c8v'eb bb 3c 83 53 99 61
17 2b 04 7e ba 77 d6 26-5.€l1 69 14 63 55 21 Oc 7d

= 0O QO 0 T Q9 © 0 ~NO U D WNDNPELO

5.2.4.4 ShiftRows() transformation

 the ShiftRows() transformation, the bytes in the last three rows of the State are cyclically shift,
ifferent numbers of bytes (offsets). The.first row, Row O, is not shifted.

o

N

pecifically, the ShifFtRows () transformation proceeds as follows:

S'tc = Src+ymoda for0<r<4 and 0<c<4,
where r is the row number:

—

his has the effect of Moving bytes to the left (i.e., lower values of ¢ in a given row), while the leftmo
rap around to theTightmost positions of the row (i.e., higher values of ¢ in a given row).

=

Higure 11 illustrates the ShiftRows () transformation, which the bytes are rotated cyclically to the lef

§.2.4.5-> ShiftRows *() transformation

ed over

5t bytes

—F

ghiftRows 1) is the inverse of the ShiftRows() transformation. The bytes in the last three row|

5 of the

State are cyclically shifted over different numbers of bytes (offsets). The first row, Row 0, is not shifted. The

bottom three rows are cyclically shifted by 4 — r bytes, where r is the row number.
Specifically, the ShiftRows *() transformation proceeds as follows:
S'icnmoda= Src for0<r<4 and 0<c<4

Figure 12 illustrates the ShiftRows™*() transformation.

© ISO/IEC 2010 — Al rights reserved
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5.2.4.6

Figure 11 — ShiftRows() cyclically shifts the last three rowg-in the State

ShiftRows()
Sr,O Sr,l SF,Z Sr,3 Sr,O Sr,1 Sr,2 Sr,3
S
S0,0 SO,l SO,Z SO,S S0,0 sO,l SO,Z 50,3
Sto | Si1 | Si2 | Sis @ Sia | Si2 | Sis | Sio
SZ,O SZ,l S2,2 S2,3 @I S2,2 S2,3 SZ,O SZ,l
S30 | S31 | S3,2 | Sa3 @l S33 | S30 | S31 | Ss2

ShiftRows™1()

Figre 12 — ShiftRows™*() cyclically shifts the last three rows in the State

e R
Sr,O Sr,1 Sr,2 Sr,3 S'r,O SIr,l Sll',Z Sll’,3
S
S0,0 | So.1 | So,2 | So3 So.0 | So1 | So2 | So3
Sio | S1adSik| Su3 \@—I Si3 | S0 | S11 | Si2
S2.01-521 | S2,2 | S23 @I S22 | S23 | S20 | S21
30 | S31 | S32 | S33 @I S31 | S32 | S33 | S30

MixColumns() transformation

The MixColumns() transformation operates on the State column-by-column. The columns are considered
as polynomials over GF(2%) and multiplied modulo x* + 1 with a fixed polynomial a(x), given by a(x) =

{03}x3 + {Ol}x2 + {01}x + {02} . This can be written as a matrix multiplication.

28
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0<c<4.

As a result of this multiplication, the four bytes in a column are replaced by the following:

!

4

ultiplications are g)

Ser=102}e S )®({03}es JBS, @S,
Sic = Soc ® ({02} 8, ) ® ({03} e S,.) @ Sy,
Spc = Soc® S ®({02}es, )®({03}es;,)
S;. = ({03}e sy )@ S, @S, ®({02}es,,)
Tlhe @ operator in these expressions denotes addition in GF(28), which corresponds to bitwise X

R. The

erformed modulo the irreducible polynomial of the field. In the,case of the AES algorithm
e polynomial of x®+ x* + X3+ x+1 is used.

Higure 13 illustrates the MixColumns() transformation.

8.2.47 MixColumns™() transformation

n =

MixColumns() '

— S0,c — \‘S SO,c

S [ So,2 | So3 So So,2 | So,3
] S1,c . Sl,C ‘ ‘

3 Si2 | Si3 Si{ Si2 | Si3
] SZ,c , Sz,c , ,

S S22 S23 Sl Sy2 | S23
[ | Ss’c ' SS,C B '

Sk — S32 | S33 Ss, 3T S32 | Sa3

Figure 13 — MixColumns() operates on the State column-by-column

ixColumns () is the inverse of the MixColumns() transformation. MixColumns™() operateg
tate column-by-column./This transformation can be represented as a matrix multiplication, where each byte
$ interpreted as an.elément in the finite field GF(2°):

Soc | [Oe Ob 0d 09]s,,
S 09 0Oe Ob 0Od||s
§(x) =at(x) ®s(X) : te | = he for 0 <c < 4.
2 0d 09 0Oe Ob||s,,
|S;.| |Ob 0d 09 Oe]|s,, |

on the

As a result of this multiplication, the four bytes in a column are replaced by the following:

Soc = {Oe}e s, )@ ({Ob}e s  )®({Od}e s, )® ({09} e s, )
Sic = ({09} ¢ 5,.) @ ({Oe}e s, ;) ® ({Ob} e S, ) @ ({Od} e S;.)
Sy = ({0d}e S, ) ® ({09} e s, ) ® ({0} e S, ) ® ({Ob} e s; )
S;. = ({Ob}e 55.) @ ({0d} e 5, ) © ({09} e S, ) @ ({Oe} e S, )

© ISO/IEC 2010 — Al rights reserved
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5.2.4.8 AddRoundKey() transformation

In the AddRoundKey () transformation, a round key is added to the State by a simple bitwise XOR operation.
Each round key consists of 4 words (128 bits) from the key schedule (described in 5.2.5). Those 4 words are
each added into the columns of the State, such that

[S'o,c v S'1c1 S 261 Sac 1= [So,c’ Sic1 Spco Ss,c] ® [W(4*i+c)] forO<c<4,

where . are the c-th key schedule words of i-th round key W; = [Wyy.jy, Wigei,y, Wiasisz)» Wearis ] @nd iis
a value in the range 0< i <Nr. In the encryption operation, the initial round key addition occurs when i =
prior to|the first application of the round function. The application of the AddRoundKey () transformation-t
the Nr ffounds of the encryption occurs when 1< i <Nr.

O

The action of this transformation is illustrated in Figure 14. The byte address within words ‘of) the key
schedule is described in 5.2.5.

S0,c . SOrC . .
S0 So,2 | S0,3 w So.o[ - ¢ Poz | So3
S 4*i4c S
11C —1 — ' 1,C ' '
Sio Si.2 ﬁ?’@ W, i Wt —_| Stof——1512 | S13
S2.0 SZaC Sz.2 | Sa3 Se.0 SZ'C S22 | Sa3
S3.0 53 c S32 | S33 S30] S3¢ [S3.2] Sa3

Figure 14 — AddRoundKey () XORs each column of the State with a word from the key schedule

5.2.5 |AES key schedule

The AHES algorithm takes the cipher key K.and-performs a key expansion routine to generate a key schedulg.
The key expansion generates a total of 4 (Nr + 1) words: the algorithm requires an initial set of 4 words, an
each off the Nr rounds requires 4 words of key data. The resulting key schedule consists of a linear array ¢
4-byte words, denoted w;, with j inthe'range 0 <j < 4(Nr + 1).

— &

The complete key expansion opgeration for AES-128 and AES-192 can be described as follows:
(D)f[wo, Wy, Wy, ws] =‘Kand Nk = 4 for AES-128

[Wo, W1, Wo, Way Wy, W5] = K and Nk = 6 for AES-192

(2)[for j =Nk to 4(Nr + 1) - 1:

if ( mod Nk = 0) then

W= Wi ® SubBytes*(ShiftColumn(w;,)) ® R™ ¢

else
W= Wink @D Wi

(B)Wi = [Wariy , Wiasinn) , Wiasinz) , Wiarizg) ] fOr 0 <i < Nr.

30 © ISO/IEC 2010 — All rights reserved
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In the above operation, the first round key Wy, used in the initial key addition, is directly filled with the 4
words of the secret key K. The 32-bit columns w; of the remaining round keys are derived recursively. The
SubBytes*() transformation substitutes the bytes of a single column in the same way as the
SubBytes() transformation described in 5.2.4.2. The shiftcolumn() transformation is an upward cyclic
shift over one byte position. The constants R' are fixed 4-byte columns defined as (02”, 00, 00, 00)" with
{02} representing the element x in GF(2%) (using the same irreducible polynomial x® + x* + x° + x + 1).

The complete key expansion operation for AES-256 can be described as follows:

(D) e we we wl=K. ha, we w wl=K Nk =8
=/ L' 07 +r 27 31 o1 o3 6T 71 -

(2)forj=Nkto4(Nr+1)-1:
if ( mod Nk = 0) then
W =W @ SubBytes*(ShiftColumn(w,,)) ® R™:
else if ( mod Nk = 4) then
Wi=Wjn @ SubBytes™(wi.)
else
W= Wink @ Wi

(B)Wi= [Wasy , Wearie1) » Wiasinz) » Wariazy ] fOr 0 <i < Nr.

) the above operation, Ko and K; represent the first*and the second half of 256-bit cipher key K respectively.

© ISO/IEC 2010 — All rights reserved 31
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5.3 Camellia

5.3.1 The Camellia algorithm

The Camellia algorithm is a symmetric block cipher that can process data blocks of 128 bits, using cipher
keys with lengths of 128, 192 and 256 bits. This interface is the same as the AES algorithm's.

5.3.2 Camellia encryption

53.21

128-bit key

The en

bit leng
1)
2)

®3)

cryption process for 128-bit keys operates over 18 rounds and is shown in Figure 15.Th
transfoimation of a 128-bit block P into a 128-bit block C is defined as follows (L and R are variables with 64

h, and kw, k and kl are round keys with 64-bit length):

Lo || Ro=P @ (kwy || kwy)
fori=1to 18:
Li = F(Lig, k) @ Ris
Ri=Li1
if (i = 6 or 12) then
L = FL(L;, Kliz.1)
Ri = FL'(R;, Kly)
C = (Ris® kws) || (L1s ® kwa)

D

32
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Figure 15 — Encryption procedure of Camellia for 128-bit key

© ISO/IEC 2010 — Al rights reserved

YR,

D

Ky Ky s, —> 6-round

ks kg 2
I

P

ki, —» FL FL' l— ki,

R,

v v P
kk7 ’%”kz’ —> 6-round R,

e P

Y 4

K, —»{ FL FL' (e, ! YR,

¢ ¢ - €
kigki ks, Rs

kigrki7 Ky ] S D

Lyg — Ry l

) 4 ) 4
v, =D P kv,
A
C
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53.2.2

192-bit and 256-bit key

The encryption process for 192-bit or 256-bit keys operates over 24 rounds and is shown in Figure 16. The
transformation of a 128-bit block P into a 128-bit block C is defined as follows (L and R are variables with 64-
bit length, and kw, k and kI are round keys with 64-bit length):

)
()

3)
5.3.3
5.3.3.1

The de
apart fr

The de
1)
(2)

®3)

34

Lo || Ro=P @ (kwy || kwy)
fori=1to 24:
Li = F(Li.1, k) @ Ria
Ri= L1
if (i =6 or 12 or 18) then
L = FL(L;, Klyz.1)
Ri = FL'(R;, Kly)
C = (Raa @ kws) || (L2a @ kwa)

Camellia decryption

128-bit key

=

Cryption process for 128-bit keys is shown in Figure 17, and is identical in operation to encryptio|
bm the position and ordering of the round keys, whictiare reversed.

Cryption operation is thus defined as follows.
Rig || Lig = C @ (kws || kwy)
fori =18 down to 1:
Rix = F(Ri, k) @ L;
Lii=R;
if (i = 13 or #)\then
Ris~FL(Ri.1, Klj-1y3)
Vix = FL (L, Klgays1)

R= (Lo ® kwa) || (Ro® kwsy)

© ISO/IEC 2010 — All rights reserved
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P
Y Y
kw, —») D kw,
L R k
°y v o !
|V VA Vi
k17kz’k —» 6-round
4 6 k,
Y Y
kK, = FL FLT < K, K,
Y A Y
kk7 Kg kg — 6-round K
10711712 kY
\ A Y y
kI, = FL FLT e kI, % °
Y \
.,
KigKig K5, ] 6-round Y
16717 " 18 ‘\.\
kl, —» FL FLT e ki,
Y A
klg'kZO ,k21,_> 6_round
2272324
L24 R24
)&
Y Y
kW3 _%9 €9<_ I(W4

O -—

Figure 16 — Encryption procedure of Camellia for 192-bit and 256-bit keys
© ISO/IEC 2010 — All rights reserved
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kw, kw, e
Rig Lig , K Ry Yl
i—% D
k18 ’kl7 'klﬁ'_> 6_round
k15 ’k14’k13 k17 R )
17 17
F
K, = FL FLT | K, kg
y Rig L
! o '
Kig Kl Kigr ) 6-round 4 Kg R L
o Kgl K5 \ 15 15
‘I F
# * Y Ky e L
|(|2 —p FL FL! |a— kll Y 14 14
v Y i
K Ktk \I\‘- i Ris Ly
6 S 4T —m 6-round y F
kg K, bk \
Ry Ly ¢
y
Y
kw, B kw,
P
Figure 17 — Decryption procedure of Camellia for 128-bit key
36
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The decryption process for 192-bit or 256-bit keys is shown in Figure 18 and is identical in operation to
encryption apart from the position and ordering of the round keys, which are reversed.

The decryption operation is thus defined as follows.

(1) Roa || Loa = C @ (kws || kws)

(?) fori=24 downtol:

Rii = F(R, k)@ L;
Lii = R;
if (i=19 or 13 or 7) then
Ri1 = FL(Ri.1, Klg-1y3)
Lia = FL ™ (Lia, Klg1ys4)
(3) P=(Lo® kwy) || (Ro® kw)
5.3.4 Camellia functions

5.3.4.1 Defined functions

5.3.4.2 F-function

where

jun]

Yall Yall yall Yall Ysll Yell y7Il ys = Li® ki ,

Li = Xa|| Xal| Xal| Xal| Xs|| Xel| X7]| Xe.
ach y; is thép-passed through an 8x8-bit S-box s; to give eight 8-bit segments z;, where

Z1 = S1 Y1l 22 = S2 [Y2l, 23 = S5 [Yal, Za = Sa [Yal, 25 = Sz [Ys), Z6 = Sz [Yel, Z7 = Sa [Y7], Zg = S1 [Ys].

Tlhe Camellia algorithm uses a number of functions,.namely F, FL, FL"and S-boxes which are now dgfined.

Tlhe F-function is shown in Figure 19. It comprises a bitwise XOR, followed by an application of 8 |parallel
8x8-bit S-boxes, followed by a diffusion-tayer (the P-function). The variables, x;, y;, z;, z|j, are 8 bits wide, and
the variables, L;, k;, L', are 64 bits wide. The 64-bit input L; is first bitwise XORed with a 64-bit round key k;,
gnd is then partitioned into eight 8-bit’'segments y; such that

Tlhe-eight 8-bit segments z; are then acted on by the P-function, which is a diffusion layer which outputs eight

8-bit segments z';, where

21=21D 23D 24P 26D 27 D Zs,
2, =21 2,P 2D 25D 27 P Zs,
23=21D 2P 23D 25D 26 D Zs,

24=2,DZ3D 24D 25D 26 D Z7,

© ISO/IEC 2010 — Al rights reserved

Z5=2.D 2D 2D 2: D Zs,
26=2,D 23D ZsPD 27D Zg,
27=23@ 2D Zs D 26 D Zg,

73=2. 2D Zs D 26D Z7.
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C
Y Y
kw, — P kw,
R24 v v L24 _/_,/’ -~ k24
Kauky ’!/22’—> 6 -round
Kyp Ko Kig Ky
K, —» FL FL e K K,
v v
Kig Kpr Kis g 6 -round N Ky
I(15 ’kl4 713 ‘:\
v Y \
Kk Kao
kl, —» FL FLT  fe— kI, %
\ \
\ Kig
K1 ki1 Kioo ] 6 -round \‘-,
k9 lk8 U 7 \\I\
Y v '
kl, — FL FLT e Kl
Y Y
ke lk 1k4 1)
k3,k K, — 6 -round
RO LO
/\
Y Y
kw, —CP e kw,
P

38

Figure 18 — Decryption procedure of Camellia for 192-bit and 256-bit keys
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ki
Xg ;FI‘( )E S Zg o/ Wa g
T P "
X, o Y Z W . z
e = "¢ RIRY
X ol o1 % e an Zs
::J ° D'y X
Xs o Vs s, |5 Jan ] Z
> T S2 N g
y A A ,
Xy 4 Z, Z;
4’@" S, N N
y ) 4 .
X3 6# ; Z Jany %3
| S, N N
y ) 4 .
X 6; 2 L, LN %
> S; N N
y Y .
X 1 z Z
: s, - -5 1
S - Function P - Function

The P-function can alternatively be represented in matrix-vector form as

Figure 19 — F-function

Zg Z' Z,
7 Z' Z
,7|—)7=P7,
Z1 le Zl
where
01111001
10111100
11010110
F)_11100011
101111110
1 U 1 1 0O 1 1 1
11011011
11101101

The 64-bit output of the F-function L' is then constructed by concatenating the 8-bit z'j, where

© ISO/IEC 2010 — Al rights reserved

L'i = Z'4l| 2%l Z's|| Z'all Z'sl| Z'sl| Z'71| Z's.
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5.3.4.3 FL-function

The FL-function is shown in Figure 20. The FL-function is defined as follows (X and Y are 64-bit data, kl is a
64-bit round key; X, Xg,YL, Yr Kli, klir are 32-bit wide):

(1) X || Xg = X, Kl || Klir = K;
(2) Y= ((XL A Kkl <<<)) @ Xg, YL=(Yr V klg) @ X,

(3) =Y, I Y

7 =

™

— >

. “
»X»«aé
G DRy P
y —

v

Y

Figure 20 — FL-fungtion

5.3.4.4| FL™-function

The FL[*-function is shown in Figure 21. The FL-fun¢tion is defined as follows (X and Y are 64-bit data, kl is
a 64-bif round key; X, Xgr,YL, Yr Ky, klir are 32-bit-wide):

OIYLll Ye =Y, Kl || Klig = KI
(2) X|_ = (YR V kliR) ('B Y|_, XR = ((XL VAN k|i|_) <<<1) @ YR

G)X =X I Xr

I

" i K
SV
Iy .
X ? X inL

X
Figure 21 — FL*-function
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5.3.4.5

53451

S-boxes

The S-boxes s; 10 sS4
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S-boxes s, s,, S3 and s, are given in the following subclauses. These S-boxes accept 8-bit inputs and yield
8-bit outputs, respectively. They can be also described in a simple algebraic form. The algebraic form of s; is

S

5.3.45.2

hown in C.3.

S-box s;

=

f

H

—

L is given as follows:

St

4

Table 7 — The S-box s;

5

6

7

8

9

y = h(g(f(c5® x))) ® 6e

a

b

C

d

e

here operations f, g and h take 8-bit inputs @ =ai|| az || as|| a«|| as|| as || a7 || as and -dutput 8-bi

=h1|| b2 || bs|| ba]|| bs || be || b7 || bs, where the @i and bi are 1-bit values. f is an@ffine permutatio
imput, g is inversion over GF(2%), and h is an affine transformation of the output.

or example, if the input to s; is {53}, then the substitution value would be-determined by the interse
e row with index ‘5’ and the column with index ‘3’ in Table 7. This would-tesult in s; having a value o

f

70
23
86
a6
8b
df
14
fe
aa
10
87
52
e9
78
72
40

=YD QO O T 9 © 0 ~NO U~ WNPEP O

.3.4.5.3\ S-box s,

82
ef
b8
el
od
4c
58
44
do
c4
5c
9b
79
98
07
28

2c
6b
af
39
9a
cb
3a
cf
a0
00
83
d8
a7
06
b9
d3

ec
93
8f
ca
66
c2
61
b2
7d
48
02
26
8c
6a
55
7b

shown in table 8 is given as follows:

b3
45
7c
ds
b
34
de
c3
al
a3
cd
c8
of
e7
8
bb

27
19
eb
47
cc
7e
1b
b5
89
7
4a
37
6e
46
ee
c9

cO
ab
1f
5d
b0
76
11
7a
62
75
90
c6
bc
71
ac
43

e5
21
ce
3d
2d
05
1c
91
97
db
33
3b
8e
ba
Oa
cl

ed
ed
3e
do
74
6d
32
24
54
8a
73
81
29
d4
36
15

85
Oe
30
01
12
b7
of
08
5b
03
67
96
5
25
49
e3

57
4f
dc
5a
2b
a9
9c
e8
le
e6
6
6f
9
ab
2a
ad

35
4e
5F
dé
20
31
16
a8
95
da
3
4b
b6
42
68
T4

ea
1d
5e
51
0
di
53
60
e0
09
ad
13
2f
88
3c
77

Oc
65
c5
56
bl
17
18
fc
L
3f
7f
be
fd
a2
38
c7

ae
92
Ob
6¢Cc
84
04
2
69
64
dd
bf
63
b4
8d
fl
80

41
bd
la
4d
99
d7
22
50
d2
94
e2
2e
59
fa
a4
9e

values
n of the

ction of
f {c2}.
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Table 8 — The S-box s,

o 1 2 3 4 5 6 7 8 9 a b c¢c d e T

e0 05 58 d9 67 4e 81 cb c9 Ob ae 6a d5 18 5d 82
46 df d6 27 8a 32 4b 42 db 1c 9 9¢c 3a ca 25 7b
Od 71 5F 1fF f8 d7 3e 9d 7c 60 b9 be bc 8b 16 34
4d c3 72 95 ab 8e ba 7a b3 02 b4 ad a2 ac d8 9a
17 1a 35 cc f7 99 61 5a e8 24 56 40 el 63 09 33
bf 98 97 8 68 fc ec Oa da 6f 53 62 a3 2e 08 af
28— b0— 742 —bd—36—22—38—64—Fte—S9—2c—a6—S6—e5 244
fd 88 9F 65 87 6b f4 23 48 10 di1 51 cO f9 d2 a0
55 al 41 fa 43 13 c4 2Ff a8 b6 3c 2b c1 fF c8 a5
20 89 00 90 47 ef ea b7 15 06 cd b5 12 7e bb 29
OfF b8 07 04 9b 94 21 66 e6 ce ed e7 3b fe 7Ff cb5
a4 37 bl 4c 91 6e 8d 76 03 2d de 96 26 7d c6 5¢
d3 f2 4f 19 3fF dc 79 1d 52 eb 3 6d 5e fb 69 Nb2
fO 31 Oc d4 cf 8 e2 75 a9 4a 57 84 11 45 ,1by f5
ed Oe 73 aa f1 dd 59 14 6¢c 92 54 dO 78 70.<e3 49
80 50 a7 f6 77 93 86 83 2a c7 5b e9 ee (8F 01 3d

= O QO 0 T 9 © 0o ~NP b wWNPEFLO

53454 S-box s;
ss shown in Table 9 is given as follows:

S31 Y = S1(X) <<%,

Table 9 — The S-box s;

0 1 2 3 4 5 6 v 8 9 a b c d e T

38 41 16 76 d9 93 60" f2 72 c2 ab 9a 75 06 57 a0
91 f7 b5 c9 a2 8¢, d2 90 f6 07 a7 27 8e b2 49 de
43 5¢ d7 c7 3e( f5 8F 67 1f 18 6e af 2f e2 85 O0Od
53 fO0 9¢c 65 (ea a3 ae 9e ec 80 2d 6b a8 2b 36 a6
cb 8 4d 33.fd 66 58 96 3a 09 95 10 78 d8 42 cc
ef 26 e5(6T l1la 3f 3b 82 b6 db d4 98 e8 8b 02 eb
Oa 2c dd*b0 6Ff 8d 88 0Oe 19 87 4e Ob a9 Oc 79 11
7F 227e7 59 el da 3d c8 12 04 74 54 30 7e b4 28
5568 50 be dO c4 31 cb 2a ad OF ca 70 ff 32 69
08.¥62 00 24 d1 fb ba ed 45 81 73 6d 84 9f ee 4a
C3 2 cl 01 e6 25 48 99 b9 b3 7b 9 ce bf df 71
29 cd 6¢c 13 64 9b 63 9d cO 4b b7 a5 89 5f bl 17
f4 bc d3 46 cf 37 5e 47 94 fa fc 5b 97 fe 5ba ac
3c 4c 03 35 f3 23 b8 5d 6a 92 d5 21 44 51 c6 7d
39 83 dc aa /c /7 56 05 1b a4 15 34 1e 1c T8 52
20 14 e9 bd dd e4 al e0 8a f1 d6 7a bb e3 40 4f

=0 Q0 TO®»W © 0N U~ WDNPELO
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53455

S-box s,

s, shown in Table 10 is given as follows:

0]

1

2

3

4

S4t Y = S1(X<<<y).

Table 10 — The S-box s,

5

6

7

8

9

a

b

C

ISO/IEC 18033-3:2010(E)

d

e

f

Z0

2C.

h3

c0

r=Vi|

| =4

ea

a6

23

6b

45

ab

ed

AE

1d

Q2

o —

=T

1
d

86
8b
14
aa
87
e9
72
82
b8
od
58
do
5c
79
07

= 0 QO 0 T 9 © 0N O 0 WNPF DO

af
9a
3a
a0
83
ar’
b9
ec
8f
66
61
7d
02
8c
55

7c
b
de
al
cd
of
8
27
eb
cc
1b
89
4a
6e
ee

.3.5 Camellia key schedule

1f
b0
11
62
90
bc
ac
e5
ce
2d
1c
97
33
8e
Oa

3e
74
32
54
73
29
36
85
30
12
of
5b
67
5
49

dc
2b
9c
le
6
9
2a
35
5f
20
16
95
3
b6
68

5e
0
53
e0
9d
2f
3c
Oc
c5
bl
18
r
7f
fd
38

Ob
84
2
64
bf
b4
fl
41
la
99
22
d2
e2
59
a4

a6
df
fe
10
52
78
40
ef
el
4c
44
c4
9b
98
28

39
cb
cf
00
ds
06
d3
93
ca
c2
b2
48
26
6a
7b

d5
34
c3
a3
c8
e7
bb
19
47
7e
b5
¥7
37
46
c9

5d
76
7a
75
c6
71
43
21
3d
05
91
db
3b
ba
cl

do
6d
24
8a
81
da
15
Oe
01
b7
08
03
96
25
e3

5a
a9
e8
e6
6f
ab
ad
4e
deé
31
a8
da
4b
42
4

51
dil
60
09
3
88
77
65
56
17
fc
3f
be
a2
c7

6Cc
04
69
dd
63
ad
80
bd
4d
d7
50
94
2e
fa
9e

he key schedule is shown in Figure 22, Tables 12 and 13. For the 128-bit key version, the key K is the 128-
it key K., with the 128-bit key K set to*all zero bits. Thus,

or the 192-bit key versionsthe key K is the 128-bit key K, and the leftmost 64-bits of Kg, Kgi,
ghtmost 64 bits of Kg, Krf, s€t to the bitwise negation of the leftmost 64 bits of Kg, Kg.. Thus,

or the 256-bitKey version, the key K is the 128-bit key K, and the 128-bit key Kg . Thus,

ecryption. The key K is encrypted by means of the F-function using key schedule constants, whe

he Key schedule makes use of the F-function of the encryption module, and is the same for encrypq:eon and

K= KL ” KRLr KRR = K_R’I_y KR = KRL ” KRR-

K=K|_, KR=0.

K= K|_ ” KR.

vith the

these

constants 2; are defined as continuous values from the hexadecimal representation of the square root of the

i-th prime. The round keys are then generated partly from rotated values of the key K (where K equals to K,
KL || Kre or K || Kg, for a 128-bit, 192-bit or 256-bit key K, respectively), and partly from rotated values of the
‘encrypted’ keys, K, and Kg (where K, and K are 128-bit wide).

© ISO/IEC 2010 — Al rights reserved
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N7

Zs

U~

\/

Ka

@

Figure 22 — Main part of key schedule

For the|128-bit key version, the qutput of the main part of key schedule is the 128-bit subkey K, with the righ
side of Figure 22 omitted andKg not generated or used. For the 192-bit and 256-bit key versions, the output
of the main part of key schiedule are the 128-bit subkey K, and the 128-bit subkey Kg. The key schedul
compriges two or three @2-round operations for 128-bit or 192/256-bit key versions, respectively. Each 2
round gdperation is 'keyed' by a pair of constants 2; .

i D O —~

d

S

then bitwisesnXORed with K, before input to the second 2-round operation on the left side of Figure 22. This
o . : "

2-round operation is K. For 192-bit or 256-bit key versions, K, is then bitwise XORed with the 128-bit
subkey Kg before inputting result to the third 2-round operation, which is on the right side of Figure 22. This

third 2-round operation is 'keyed' by two 64-bit constants X.and X,. The 128-bit output from the third 2-
round operation is Kg.

The complete key schedule operation can be described as follows (K,, Ka and Kg are 128-bit wide):

(1) Ka = 2RoundFeistel(KL® Kg, 2, X,)

44 © ISO/IEC 2010 — All rights reserved
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(2) Ka = 2RoundFeistel(K. @ K., 2;, X,)

(3) Kg = 2RoundFeistel(Ka @ Kg, X, Xg) (192/256-bit key only)

ISO/IEC 18033-3:2010(E)

where the 128-bit input to 2RoundFeistel is split into two 64-bit parts Lo || Ro, the 128-bit output from
2RoundFeistel is also split into two 64-bit parts L, || R, and the two 64-bit 'round key' inputs to

2RoundFeistel are X;and X, .

RoundFeistel s then described as
(1) forj=0, 1:

Lj+1 = F(L]‘, Z )@ Rj

i+]

I:Qj+l = I—j

Tlhese 64-bit key schedule constants are defined in Table11.

Table 11 — Constants in the key schédule

Constants

N =

w

o

M M £4 M M M

— -

a09e667F3bcc908b

b67ae8584¢caa73b2

c6ef372fe94182be

54F153a5f1d36F1lc

10e527fade682d1d

b05688c2b3e6clfd

inally the 64-bit round keyssKykw and ki, are derived from the 128-bit subkeys, K, Kg, K5 and Kg. T}
$ for the 128-bit key version.and Table 13 is for the 192-hit or 256-bit key version.

able 12

© ISO/IEC 2010 — Al rights reserved
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Table 12 — Round keys for 128-bit secret key Table 13 — Round keyS for 192/256-bit secret key

Round

Round

Function Value Function Value
key key

kw;y (Ki<<<o)L kw;y (Ki<<<o)

kw, (KL<<<g)r kw, (K <<<g)r

F (Round 1) ke (Ka<<<o) F (Round 1) ke (Ke<<<o)L

F (Round 2) ka (Ka<<<o)r F (Round 2) ko (Kp<<<g)r

+ (Round 3) Ks (Ris<<ish F (Round 3) ks (Kr<<<gs)L

F (Round 4) e (Ki<<<is)e F (Round 4) ke (Ke<<<iglh
F (Round 5) ks (Ka<<<gs)L

F (Round 6) Ke (Ka<<<5)g F (Round 5) s (Kes

FL kly (Ka<<<go)L F (Round 6) ko (g <ishe

FL? kl, (Ka<<<so)r FL kl (Kr<<<zo)L

F (Round 7) ks (K <<<4s)L FL? kl, (Kr<<<3)r

F (Round 8) ks (Ki<<<gs)r F (Round 7) Ky (Kg<<<go)L

F (Round 9) ko (Ka<<<ss) F (Round 8) ke (Ke<<<a)g

F (Round 10) kio (Ki<<<eo)r F (Round 9) kg (Ki<<<g)L

F (Round 11) ks (Ka<<<eol. F (Round <0) k1o (Ki<<<aps)r
F (Round 12) ki (Ka<<<go)r

FL kls (KL<<<s7)L F (Roadl) i (Rasese:

FL! Kl (Ki<<<n)r F{Rpund 12) 2 (Kas<<ile

F (Round 13) Kis (K <<<gs)L FL kl3 (KL<<<eo)L

F (Round 14) Kea (KL<<<oq)g FL? s (Ki<<<eo)

F (Round 15) kis (Ka<<<gs)L F (Round 13) Kys (Kr<<<go)L

F (Round 16) ks (Ka<<<gs)R F (Round 14) Ky (Kr<<<go)R

F (Round 17) Ke7 (Ki<<<uag), F (Round 15) Kes (Ka<<<eo)L

F (Round 18) ki (K <<<ird)g F (Round 16) Kis (Ke<<<s0)n
kws (Ka<<<u)L

kw, (Ka<<<i11)r F (Round 17) o (Russsh

F (Round 18) kis (Ki<<<m)r

FL kls (Ka<<<z7)L

FL* klg (Ka<<<77)r

F (Round 19) ki (Kr<<<ga)1

F (Round 20) k2o (Kr<<<gs)r

F (Round 21) ka1 (Ka<<<gy)

F (Round 22) k22 (Ka<<<gy)r

F (Round 23) ka3 (Ki<<<ui)o

F (Round 24) ka4 (Ki<<<i)r

kws (Kp<<<pin)L

kw, (Ke<<<111)r
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5.4 SEED

5.4.1 The SEED algorithm

The SEED algorithm is a symmetric block cipher that can process data blocks of 128 bits, using a cipher key

with length of 128 bits.

5.4.2 SEED encryption

The encryption operation is as shown in Figure 23 The transformation of a 128-bit block P into a

Hlock C is defined as follows (K is a key):
(1) P=LollRo
(2) fori=1to 15:
Li=Ri1
Ri = Li1® F(Ri4, K)
(3) Lis = L1sD F(Rys, Kig), Ris = Ris

(4)C =L || Ris

Ly(64) Ry (64)
@ [ R | X

L,(64) R, (64)
i K, (64)

[15(64) Ry5(64)
&
L1 (64) Ry (64)

K6(64)

Figure 23 — Structure of SEED

5.4.3 SEED decryption

128-bit

The decryption operation is identical to the encryption operation given above, except that the rounds (and

therefore the subkeys) are used in reverse order to compute (Lo, Ro) from (Rys, Lig).

© ISO/IEC 2010 — Al rights reserved
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54.4

5441

SEED functions

Round Function F

The Round Function F shown in Figure 24 is defined as follows (C and D are data, K is a key):

C' = G[G[G{(C @ kip) ® (D @ ki1)} + (C ® kig)] + G{(C @ ki) ® (D ® ki1)}]

+ G[G{(C ® ki) ® (D @ ki1)} + (C @ ki)]

D' =GJ

54.4.2

The Fu

G[G{(C @ ki) @ (D @ kia)} + (C @ kig)] + G{(C @ kip) ® (D @ ki1)}]

ok

v
[+

@Aﬁ n

C D
Ki,o—’éé éé‘— Ki1

)

4NV,

i:round

Figure 24 — Round Function F

Function G

permutation of sixteén 8-bit sub-blocks.

The oufputs ab’, ¢, d’ of G with four 8-bit inputs a, b, c, d are as follows:

where,

48

nction G shown in Figure 25 has two layers: a layer of two 8 x 8 S-boxes and a layer of bloc

==

a—=<{Sr{a) M) S—Sby M- SA{SHe) M- EHSHey )
b’ = (Si(a)y’my) ® (Sa(b)'ms) @ (Sa(c)ms) @ (Sa(d)™mo)
¢’ = (Si(a)"my) ® (Sz(b)*'mg) @ (S1(c)"Mo) @ (Sz(d) " m,)
d’ = (Sy(a)"m3) @ (Sz(b)"mo) @ (S1(c)*my) © (Sz(d)”my)

mg = {fc}, my = {f3}, m, = {cf} and m; = {3f}.

© ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=5a48c86895dd6d5e4d22c9700f207653

ISO/IEC 18033-3:2010(E)

Ay

54.4.3

S-boxes

1,60 01 01 0 01000101
1 111110 10000101
10000101 11111110
5|01 0000 10| , 00100001
j0o1 000101 10001010
00100001 10001000
10001000 01000010
0 00 1 0 1 00 0 0 01 0 1 00

df

b!

Si:ZZB—>Z

Figure 25 — The Function G

where n;=247, n,=251, b;=169, b,=56 and

281

Tlwo S-boxes S;, S, are part of G and defined ascfollows:

S;(x)=AV ex" @b,

Notice that A® e X" @b, is an affine transformation of X"
. Xo) (thatis, x = x72" + xg2° + ...

binary vector form x = (X7, ...

n
p(x) =x®+x°+ x>+ x + 1torepresent X 'in Z.

2

For any x in Zzg, X can be expressed as a

+ X12 + Xo ). We use the primitive polynomial

S-boxes S; and S, are described in Tables 14 and 15, respectively.

© ISO/IEC 2010 — Al rights reserved
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Table 14 — S; — box

o 1 2 3 4 5 6 7 8 9 a b ¢ d e Ff
a9 85 d6 d3 54 1d ac 25 5d 43 18 1le 51 fc ca 63
28 44 20 9d e0 e2 c8 17 a5 8fF 03 7b bb 13 d2 ee
70 8 3f a8 32 dd f6 74 ec 95 Ob 57 5¢c 5b bd 01
24 1c 73 98 10 cc T2 d9 2c e7 72 83 9 di1 86 c9
60 50 a3 eb O0d b6 9e 4f b7 5a c6 78 a6 12 af d5
61 c3 b4 41 52 7d 8d 08 1f 99 00 19 04 53 f7 el
Td /0 2t 27 bO o©ob 0Oe ab aZ oe 95 4d 09 /c 09 Oa
bf ef f3 c5 87 14 fe 64 de 2e 4b 1a 06 21 6b 66
02 f5 92 8a Oc b3 7e dO 7a 47 96 e5 26 80 ad df
al 30 37 ae 36 15 22 38 f4 a7 45 4c 81 e9 84 97
35 cb ce 3¢ 71 11 c7 89 75 fb da f8 94 59 82 c4
ff 49 39 67 cO cf d7 b8 Of 8e 42 23 91 6¢ db a4
34 f1 48 c2 6Ff 3d 2d 40 be 3e bc cl aa ba 4e\55
3b Dc 68 7Ff 9c d8 4a 56 77 a0 ed 46 b5 2b,65 fa
e3 b9 bl 9F 5e f9 e6 b2 31 ea 6d 5F e4 fO'vcd 88
16 3a 58 d4 62 29 07 33 e8 1b 05 79 90.\6a 2a 9a

= 0O QO 0 T ®Q © 0o Nogu b wWwNPELO

Table 15 — S, - box

o 1 2 3 4 5 6 7 8 9 @b ¢ d e Ff
38 e8 2d a6 cf de b3 b8 af 60\\55 c7 44 6F 6b 5b
c3 62 33 b5 29 a0 e2 a7 d3,91 11 06 1c bc 36 4b
ef 88 6c a8 17 c4 16 f4 €245 el d6 3f 3d 8e 98
28 4 f6 3e a5 f9 0d dfsd8 2b 66 7a 27 2F f1 72
42 d4 41 cO 73 67 ac 8 f7 ad 80 1F ca 2c aa 34
d2 Ob ee e9 5d 94 18, f8 57 ae 08 c5 13 cd 86 b9
ff 7d cl1 31 f5 8al6ba bl diI 20 d7 02 22 04 68 71
07 db 9d 99 61 _sbe’ e6 59 dd 51 90 dc 9a a3 ab dO
81 OfF 47 1l1la e3~%c 8d bf 96 7b 5¢c a2 al 63 23 4d
c8 9 9¢c 3a\0c 2e ba 6e 9f Ha f2 92 3 49 78 cc
15 fb 70 _ 5 7F 35 10 03 64 6d c6 74 d5 b4 ea 09
76 19 fe\.40 12 e0 bd 05 fa 01 fO 2a 5e a9 56 43
85 14-'89 9b b0 e5 48 79 97 fc 1le 82 21 8c 1b 5F
77 AS4°b2 1d 25 4fF 00 46 ed 58 52 eb 7e da c9 Td
30 )95 65 3c b6 e4 bb 7c 0Oe 50 39 26 32 84 69 93
37 e7 24 a4 cb 53 0Oa 87 d9 4c 83 8F ce 3b 4a b7

= 0O QO 0 T ®Q © 0 ~NO U DM WNPELO

5.4.5 [SEED key schedule

The key schedule generates for each round subkeys. It uses the function G, additions/subtractions, and
(left/right) rotations. A 128-bit input key is divided into four 32-bit blocks (a, b, ¢, d) and the two 32-bit
subkeys of the 1% round, k1o and ky ; are generated as following:

k1’0 = G(a +C- KCo) , kl,l = G(b + KCq - d)

The two 32-bit subkeys of the 2" round, k20 and k; ; are generated from the input key with 8-bit right rotation
of the first 64-bits(a || b) as follows:

50 © ISO/IEC 2010 — All rights reserved
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a|lb « (al[b)>>>g

k2,0 = G(a +C- KC]_) , k2,1 = G(b + KCl- d)

ISO/IEC 18033-3:2010(E)

The two subkeys of the 3" round, k3o and ks, are generated from the 8-bit left rotation of the last 64-bit(c ||

d) as follows

clld « (clld)<<<q

Kso=G(a+c-KCy) ki,=G(b+KCo-d)

(1) fori=1to 16:
kio = G(a + c - KCi4)
ki1 = G(b + KC;.1 - d)
irodd:al|b=(a]||b)>>>

i:even:c||d=(c||d)<<<g

{51
2

KCj

3cpef373
78dde6eb
flbbcdcc
e3779b99
c6ef3733
8dde6e67
1bbcdccf

\l@U‘I-b(AJI\)HOl-I

Tihe rest of the subkeys are generated iteratively. A pseudo code for the key schedule is as follows:

where the constants KC; (described in Table 16) are generated from a part of the golden ratio

Table 16 — Constants‘KC; (in hexadecimal form)

KC;

9e3779hb9

8

9

10
11
12
13
14
15

3779b99%e
6ef3733c
dde6e678
bbcdccfl
779b99e3
ef3733c6
de6e678d
bcdccflb

nhumber
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Annex A
(normative)

Description of DES

A.1 Introduction

The DES algorithm is a symmetric block cipher that can process data blocks of 64 bits, using a cipher key

with len
A2 O
The en
The 64
two hal
which t
which 3
with the
halves
concatg
initial p
The en

1)
)

®3)
A3 O

The de
be useq

A4 O

A4l

Oth of 64 DitS. Every eighth DIt of the cipher Key 1S usually used Tor parity checking and 1S ignored.
ES encryption
Lryption operation is as shown in Figure A.1.

bit plaintext is first subjected to the initial permutation IP. After the permutation, the-block is split inf]
ves, Lo and Ry, each of 32-bits. Then there are 16 rounds of identical operations called function f, i
ne data are combined with the key. During each round the right half is input-to a keyed function
ccepts a 32-bit input and a 48-bit subkey K; and produces a 32-bit output. This output is then XORe
left half to produce a modified left half. At the end of each round except.last round, the left and righ
are swapped to give L; and R;, respectively. After last round, the ‘eft’ half and the right half ar
nated and the 64-bit block is then subjected to the final permutation™P ™ which is the inverse of th
brmutation. The output is the 64-bit ciphertext.

DO P ~ O —+35 O

Lryption operation is thus defined as follows (P and C are data, K; is a key).
IP(P) = Lo|| Ro,
fori=1,2, ..., 16:

Li=Ri-1
Ri=Li-1® f(Ri-1,Ki)

C = IP*(Rus || L1s)

ES decryption

Cryption operation isthe same as the encryption one. The only difference is that the subkeys K; shal
in the reverse order.

ES functions

nitiakpermutation IP

The init

al permutation 1P is shown in Tahle A 1 It accepts a 64-bit input and yields a 64-hit output

That is the permuted input has bit 58 of the input as its first bit, bit 50 as its second bit, and so on with bit 7
as its last bit.

52
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Table A.1 — Initial permutation IP

ISO/IEC 18033-3:2010(E)

58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 b5
63 55 47 39 31 23 15 7
INPUT
Initial permutation

Lo | R

l “
& b

|

L,=Ry | Ri=L, ®f(Ro.K) |

) b "
N

i><

v v

| L15=Rq4 | R1s5= Lis @ f(Ry4, Kis) |
<%> Kis

SP)

| R16= L1s @ f(Rys, Kyg) |

LlG:IR15

N7

Inverse initial permutation

OUTPUT

© ISO/IEC 2010 — Al rights reserved

Figure A.1 — Encryption procedure
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A.4.2

Inverse initial permutation IP™

The inverse initial permutation IP™ is shown in Table A.2. It also accepts a 64-bit input and yields a 64-bit

output.

The output of the algorithm has bit 40 of the preoutput block as its first bit, bit 8 as its second bit, and

so on, until bit 25 of the preoutput block is the last bit of the output.

Table A.2 — Inverse initial permutation IP™

40 8 48 16 56 24 64 32

A.4.3
The fun
It takes|
is XOR
obtaine
function
The pe
input bl
The fun
1)
2

®3)

(4)

39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

Function f

ction f is shown in Figure A.2.

a 32-bit input R and expands this to a 48-bit R’ by using the‘expansion permutation E. The 48-bit H
ed with a 48-bit subkey K and the computed 48-bit data, written as 8 blocks of 6 bits each, are
d by selecting the bits in its inputs in order according to the table. Each of the unique selection
s, called S-Boxes, S;,S,,...,Sg, takes a 6-bit blockj\as input and yields a 4-bit block Si(r}) as outpuf.
'mutation function P yields a 32-bit output R™”.from a 32-bit input R’ by permuting the bits of the
bck. R”” is the output of the function f.

ction f is thus defined as follows (P and C\are data, K; is a key).

R'= E(R)

R'= R@K

RU=ri| rz|lrs| ra | r<]Drs |l r7 |l re

R'™'=S,(ry) || Sg(r2) | S;(rs) [ S, (re) [ Ss(rs) || S (re) | S; (r7) || Sg(re)

"= PREY

54
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G,

| 48 bits | | K (48 bits) |
P-
i

S, S, S, S, S5 Ss s, Sg

L T e T T I T
G,

| 32bits |

=h —

A.4.5 Permutation P

A.4.4 Expansion permutation E

Figure A.2 — Calculation of f(R, K)

Table A.3 — Expansion permutation E

32
4
8

12

16

20

24

28

1

5

9
13
17
21
25
29

2
6
10
14
18
22
26
30

3
7
11
15
19
23
27
31

4
8
12
16
20
24
28
32

5
9
13
17
21
25
29
1

64
63
62
61
60
59
58
57

32
31
30
29
28
27
26
25

he expansion permutation E is shown in Table A.3. It accepts a 32-bit input and yields a 48-bit outy
st three bits of E are the bits in positions 32, 1 and 2 while the last 2 bits are the bits in positions 32

The/permutation function P is shown in table A.4. It accepts a 32-bit input and yields a 32-bit outp
dqutput P(L) for the function P defined by this table is obtained from the input L by taking the 16th bit

ut. The
and 1.

ut. The

of L as

the first bit of P(L), the 7th bit as the second bit of P(L), and so on until the 25th bit of L is taken as the 32nd

bit of P(L).
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Table A.4 — Permutation P

16
29
1

32

4
12
15
18
8
27

20
28
23
31
24
3

21
17
26
10
14
9

A.4.6

S-Boxes

The S-Boxes are shown in Table A.5. Each of them accepts a 6-bit input and yields a 4-bit output.

If S; is fthe function defined in the table and B is a block of 6 bits, then S;(B) is_determined as follows: Th
last bits of B represent in base 2 a number in the range 0 to 3. Let that number be i. The middle
B represent in base 2 a number in the range 0 to 15. Let that numbeér be j. Look up in the table th
in the i'th row and j'th column. It is a number in the range 0 to 15 and is uniquely represented by a
K. That block is the output S;(B) of S; for the input B. For example, for input 011011 the row is O]
ow 1, and the column is determined by 1101, that is colum\13. In row 1 column 13 appears 5 s

first an
bits of
numbe
bit bloc
that is
that the

19
22

13
11

30
4

6
25

=~ O

O

56

output is 0101.
Table A.5 — S-Boxes
S1
14 4 13 1 2 15 11 8 3 10 6 12 5 9 O 7
O 15 7 4 14 2 13 110 6 12 11 9 5 3 8
4 1 14 8 13 6 2 1+ 15 12 9 7 3 10 5 O
15 12 8 2 4 9 1= 5 11 3 14 10 0 6 13
Sz
15 1 8 14 6 1+ 3 4 9 7 2 13 12 0 5 10
3 13 4 7 15.2 8 14 12 0 1 10 6 9 11 5
0O 14 7 11¢1 4 13 1 5 8 12 6 9 3 2 15
13 8 10 1« 4y3 15 4 2 11 6 7 12 0 5 14 9
S3
10 0 C9 14 6 3 15 5 1 13 12 7 11 4 2 8
13 )0 9 3 4 6 10 2 8 5 14 12 11 15 1
3.6 4 9 8 15 3 0 11 1 2 12 5 10 14 7
Y10 13 0 6 9 8 7 4 15 14 3 11 5 2 12
Sa
7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15
13—8—31+1+ 561503472 12 1 10 14O
10 6 9 0 12 12 7 13 15 1 3 14 5 2 8 4
3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14
Ss
2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9
14 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6
4 2 1 11 10 13 7 8 15 9 12 5 6 3 0 14
11 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3
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Se
12 1 10 15 9 2 6 8 0O 13 3 4 14 7 5 11
10 15 4 2 7 12 9 5 6 1 13 14 O 11 3 8
9 14 15 5 2 8 12 3 7 O 4 10 1 13 11 6
4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13
S7
4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1
13 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6
1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2
6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12
Ssg
13 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7
1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2
7 11 4 1 9 12 14 2 O 6 10 13 15 3 K50 8
2 1 14 7 4 10 8 13 15 12 9 O 3 5 6 11

A.5 DES key schedule

»n -

ubkeys Ky, Ko, ..., K.

ecall that K,,, for 1<n <16, is the block of 48 bits in (2) &f the algorithm. Hence, to describe K
ufficient to describe the calculation of K,, from KEY for n =1, 2,..., 16. That calculation is illustrated ir
.3. To complete the definition of KS it is therefore sufficient to describe the two permuted choices,
s the schedule of left shifts. One bit in each 8-bit byte/of the KEY may be utilized for error detectio
eneration, distribution and storage. Bits 8, 16,..., 64.are for use in assuring that each byte is of odg
ermuted choice 1 is determined by Table A.6:

0o QO 3> 0 T

Table A6 — Key permutation PC-1

57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4

he table has,been divided into two parts, with the first part determining how the bits of C, are chos
e second part determining how the bits of Dy are chosen. The bits of KEY are numbered 1 through
its of Cp.are respectively bits 57, 49, 41,..., 44 and 36 of KEY, with the bits of Dy being bits 63, 55, 4
nd.4 of KEY. With Cy; and Dy defined, we now define how the blocks C,, and D, are obtained f

he key scheduling part is shown in Figure A.3. It accepts a 64-bit key KEY and yields sixteen 48-bit

S, itis
Figure
as well
nin key
| parity.

en, and
64. The
7,..., 12
om the

o0 o ot

loeks C ., and D,., respectively, for n = 1, 2,..., 16. That is accomplished by adhering to the f(PIIowing

schedule of left snitts of the Individual DIOCKS:
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Table A.7 — Number of key bits shifted per round

For exgmple, C; and D; are obtained from C, and D,, respectively, by two left shifts, and Cis and Dig ar
obtainefd from C;5 and D5 respectively, by one left shift. In al>cases, by a single left shift is meant a rotatio
of the hits one place to the left, so that after one left shiftthe bits in the 28 positions are the bits that werge
previougly in positions 2, 3,..., 28, 1. Permuted choice 2.is\determined by Table A.8:

Therefqre, the-first bit of K,, is the 14th bit of C,,D,, the second bit the 17th, and so on with the 47th bit the

29th, arrd the 48th bit the 32nd.

Iteration Number of
Number Left shifts

1 1

2 1

3 2

4 2

5 2

O Z

7 2

8 2
Iteration Number of
Number Left shifts

9 1

10 2

11 2

12 2

13 2

14 2

15 2

16 1

14
3
23
16
41
30
44
46

17
28
19
7
52
40
49
42

11
15
12
27
31
51
39
50

24
6
4

20

37

45

56

36

1
21
26
13
47
33
34
29

Table A.8 — Compression permutation PC-2

5
10
8
2
55
48
53
32

= D

58

© ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=5a48c86895dd6d5e4d22c9700f207653

ISO/IEC 18033-3:2010(E)

b, |
Lett shift> Tett shife>
\—\411—1 D, s Kl
—
o PC.2 K.

Figure A.3 — Key schedule calculation
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Annex B
(normative)

Object identifiers

This annex lists the object identifiers assigned to algorithms specified in this part of ISO/IEC 18033.

NQTE

-- 1SQ/IEC 18033-3 ASN.1 Module

EncryptionAlgorithms-3 {
isp(1) standard(0) encryption-algorithms(18033) part(3)
asnl-module(0) algorithm-object-identifiers(0))version(1)}

DEFINITION

-- EXRORTS Al

-- IMRORTS None; --

OID :]= OBJECT IDENTIFIER -- Alias

-— Synponyms —-

is18033-3 0ID ::= {iso(1l) standard{0) encryption-algorithms(18033) part(3)}
id-bc64 OID ::= { 1s18033-3 cipher-64-bit(1) }

id-bc128 O0ID ::= { i1s18033=3 cipher-128-bit(2) }

-- Asgignments —-

In applications where a combination of algorithms is used to provide security services\aQr
when an algorithm is parameterised by the choice of a combination of other algorithmis
such a combination may be specified as a sequence of object identifiers assignedto-thesg
algorithms or by including the object identifiers of lower layer algorithms (for example by
specifying the object identifier of a key encapsulation mechanism as a parameter in the
algorithm identifier structure specifying a hybrid encryption algorithm)~ The algorithm
identifier structure is defined in ISO/IEC 9594-8.

S EXPLICIT TAGS ::= BEGIN

id-bcf4-tdea Q1D ::= {id-bc64 tdea(l) }
id-bcg4-mistyl OID ::= {id-bc64 mistyl(2) }
id-bcf4-castl28 OID ::= {id-bc64 castl28(3) }
id-bc64-hight OID ::= {id-bc64 hight(4) }
id-bc128-aes OID ::= {id-bcl28 aes(l) }
id-bcl128-camellia OID ::= {id-bc128 camellia(2) }
id-bc128-seed OID ::= {id-bcl28 seed(3) }
EncryptionAlgorithmldentifier{ALGORITHM:BlockAlgorithms} ::= SEQUENCE {
algorithm ALGORITHM.&id({BlockAlgorithms}),
parametersALGORITHM.&Type({BlockAlgorithms}{@algorithm}) OPTIONAL
}
BlockAlgorithms ALGORITHM ::= {
{ OID id-bc64-tdea PARMS KeyLengthiD } |
{ OID id-bc64-mistyl PARMS KeyLength 3} |
{ OID id-bc64-castl128 PARMS KeyLength } |
60 © ISO/IEC 2010 — All rights reserved
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{ OID id-bc64-hight PARMS KeyLength 3} |
{ OID id-bcl28-aes PARMS KeyLengthlD } |
{ OID id-bcl28-camellia PARMS KeyLengthlD } |
{ OID id-bcl28-seed PARMS KeyLength 3},
— Except additional algorithms —
}
KeyLength ::= INTEGER
eyLengtniD - -= CHOICE {
int KeyLength,
oid oID
J
H- Cryptographic algorithm identification —
ALGORITHM ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL
WITH SYNTAX {OID &id [PARMS &Type] }
BND -- EncryptionAlgorithms-3 --
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Annex C
(informative)

Algebraic forms of MISTY1 and Camellia S-boxes

C.1 Introduction

In MIS

Y1 and Camellia alaorithms. S-hoxes can be described by the followina alaebraic forms respnectively
~J 7 7 ~J ~J L P4

C2 M
c.21

This clg
For exs
value W

This wd

C.2.2

ISTY1 S-boxes
The S-boxes S; and Sq

use describes the algebraic forms over GF(2) of S; and Sg in the MISTY1 algorithm!

=

mple, if the input to S; is {53}, then X = (Xs Xs X4, X3, X2, X1, X0) = (1, O, 1, 0,9/ 1, 1). The substitutio
ould be derived by the algebraic form in Figure C.1 and Y = (Ve Vs, Y4 V3, Y2 V4 Yo) = (1,0, 1, 0, 1, 1, 1).
uld result in S;having a value of {57}.

MISTY1 S-box S

y0=Xoe
Y1 =Xo X
Y2 = X1 X

ya = X0
Ya = X2 X
ys5 = X0 9
xs D X2
Y6 = Xo X

D X1 X3 D Xo X3 Xa D X1 X5 D X0 X2 X5 D X4 X5 D X0 X1 X6 D X2 X6 D X0%5 X6 D X3 X5 X6 D 1

b @D X0 X4 ® X3 X4 D X1 X5 D X2 Xa X5 D X6 D X0 X6 D X3 X6 D X2 Xa X6 D X1 X4 X6 D X0 X5 X6 D 1

b D X0 X2 X3D x4 D X1 X2 D xo X1 X4 D X0 X5 D X0 X4 X5 D X3 X2 X5 D X1 X6 D X3 X6 D X0 X3 X6 D X4 X6 D X2 X4 Xe
D X1 @D Xo X1 X2 D X0 X3 D X2 X4 D X1 X4 X5 D X2 X6 D x1 X3 %D X0 X4 X6 D x5 X6 D 1

L D xo X4 D X1 X3 X4 D x5 D X2 x5 D X1 X2 X5 D X0 X3 X5:@"%1 X6 D X1 X5 X6 D X4 X5 X6 D 1

D X1 @D X2 D Xo X1 X2 D X0 X3 D X1 X2 X3 D X1 X4 D X0\ X2 X4 D X0 X5 D X0 X1 X5 D %3 X5 D X0

5 X6

L D X3 D Xo X3 D X2 X3 X4 D Xo X5 D Xo X5 D-X5%5 D X1 X3 X5 D X1 X6 D X1 X2 X6 D Xo X3 X6 D Xa X6 D Xo X5 Xe

Figure

C.23

C.1 — Algebraic Form of S; (ye2°@ ys2°® ... @ y12' @ y62°= S7(x62° D x52° D ... ® x,2" @ x02°%)|)

MISTY1 S-box Sg

Yo = Xo Xa D Xo x5 D3 X5 D X1 X6 D X2 X6 D X2 X7 D X3 X7 D x3 X6 D x4 Xg D 1
yl:XoXz@Xs@X1Xg@X2X3<‘BX3X4<‘BX4Xs('BXoXe@XzX6®X7@XOX3®X3X8@X5Xg@1
Y2 = Xo X1 D% D x4 D xo X4 D X2 X4 D X3 X4 D x4 X5 D X0 X6 D X5 X6 D x1 X7 D %3 X7 D xg

y3 = Xo D XiXo D X2 %4 D x5 D X1 X5 D X3 X5 D X4 X5 D x5 X6 D X1 X7 D X6 X7 D X2 X5 D X4 X
y4:Xl@XoX3(‘BX2Xg@XoXs@X3X5<‘BXe@XzXG@X4X6@X5X5@X6X7® X2X3@X7X3

Y5 =% @D xo X3 D X1 X4 D X3 X4 D x1 X6 D X4 X6 D x7 D x3 X7 D x5 X7 D X6 X7 D X0 X5 D X7 Xg

ye:XOX1®X3®X1X4®X2X5C‘BX4X5C‘BX2X7(‘DX5X7®X3(‘DXOX8®X4X8®X5X8C‘BX7X3®1

Figure

62

y7=XlejXoXlﬂ')X1XzejX2X3ﬂ')X0X4ﬂ')X5HjX1Xaﬂ')X3XGQ')X0X7&)X4X7@X6X7@X1X8&B1
Y8 = X0 D xo X1 D X1 X2 D x4 D xo X5 D X2 X5 D X3 X6 D X5 X6 D X0 X7 D X0 Xg D X3 X D X6 X D 1

C.2 — Algebraic Form of Sg (ys2°@y:2' @ ... D y12' @ y42°= Se(xs2° D x72' D ... ® x,2" @ x02°) )

© ISO/IEC 2010 — All rights reserved



https://standardsiso.com/api/?name=5a48c86895dd6d5e4d22c9700f207653



