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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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INTERNATIONAL STANDARD ISO/IEC 18032:

2020(E)

Information security — Prime number generation

1

Scope

This document specifies methods for generating and testing prime numbers as required in
cryptographic protocols and algorithms.

Fi
m

Se
dg

N(

rstly, this document specifies methods for testing whether a given number is prime.) T
bthods included in this document are divided into two groups:

probabilistic primality tests, which have a small error probability. All probabilistic tests
here can declare a composite to be a prime;

deterministic methods, which are guaranteed to give the right verdict, These methods use
primality certificates.

condly, this document specifies methods to generate prime numbers. Again, both probabi
terministic methods are presented.

TE Itis possible thatreaders with a background in algorithmtheory have already had previous 4

with probabilistic and deterministic algorithms. The deterministic methods in this document inte
ke use of random bits (to be generated via methods desctibed in ISO/IEC 18031), and “determinjistic” only

m
re

fers to the fact that the outputis correct with probabilityfone.

Ajnex A provides error probabilities that are utilized by the Miller-Rabin primality test.

Annex B describes variants of the methods _for generating primes so that particular cryp

re

quirements can be met.

Annex C defines primitives utilized by 'the prime generation and verification methods.

2
T}

Normative references

e following documents-are referred to in the text in such a way that some or all of thei

e testing

Hescribed

so-called

listic and

ncounters
nally still

fographic

r content

copstitutes requirements.of this document. For dated references, only the edition cited applies. For

urj

IS

3

dated references, thelatest edition of the referenced document (including any amendments

D/IEC 18031, Information technology — Security techniques — Random bit generation

Terms.and definitions

F

r the purposes of this document, the following terms and definitions apply.

) applies.

[SO and IEC maintain terminological databases for use in standardization at the following add

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at http://www.electropedia.org/

3.1

composite number

composite

integer for which divisors exist that are not trivial divisors (3.8)

© ISO/IEC 2020 - All rights reserved
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deterministic random bit generator

DRBG

random bit generator that produces a random-appearing sequence of bits by applying a deterministic
algorithm to a suitably random initial value called a seed and, possibly, some secondary inputs on which

the secur

3.3
entropy

ity of the random bit generator does not depend

measure of the disorder, randomness or variability in a closed system

[SOURCE

3.4
Jacobi sy
Jacobi sy;
product g

Note 1 to
symbol of
respect to

Note 2 to g
a(P -1)/2 m

3.5
multiplic
multiplig
largest p

3.6
primalit)

mathemafical proof that a given integer is indeled a prime

Note 1to 4
certificate

3.7
prime nu
prime
positive i

3.8

ISO/IEC 18031:2011, 3.11]

mbol
mbol of a positive integer a with respect to an odd integer n
f the Legendre symbols of a with respect to the prime factors of n, including multiplicity (3.1

entry: If the prime factor p occurs with multiplicity m = 1 in the factorizatiorfof n, then the Legend
a with respect to p occurs with multiplicity m in the product that yields the Jacobi symbol of a w
n.

ntry: The Legendre symbol of a positive integer a with respect to a prime number p is the value

bd p

ity

ity of a prime divisor p of n

sitive integer e with p¢ dividing n

 certificate

ntry: For a small integer, primality is most efficiently proven by trial division. In this case, the primal
can therefore be empty.

mber

hteger for which there exist only trivial divisors (3.8)

trivial di

trivial divisors of\a nonzero integer N
1,-1, Nand -N

Note 1 to ¢ntry: Any nonzero integer N is divisible by (atleast) 1, -1, N and -N.

isors

)

re
th

4 Sym

a divn

amod n

bols and abbreviated terms

for integers a and n, with n # 0, a div n is the unique integer s satisfyinga = s
+rwhere0<r<n.

*n

for integers a and n, with n # 0, a mod n is the unique non-negative integer r

satisfyinga = (adivn)-n+r.

primality certificate
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positive,

modulo N

e modulo

itput of a

C(N) primality certificate for the number N

Co(N) empty primality certificate, indicating that trial division should be used to verify
that N is a prime

exp(c) natural exponential function evaluated at ¢, i.e. e¢ where e % 2,718 28

gcd greatest common divisor

Jacobi(a,N) Jacobi symbol for an integer a with respect to a nonzero odd integer N

k number of bits in N

L limit below which primality is verified by trial division

Lycas(D, K, N) Kth element of the Lucas sequence modulo N with discrimiinant D

In(a) natural logarithm of a with respect to the base e = 2,718 28

log,(a) logarithm of a with respect to base b

min{a,b} minimum of the numbers a and b

N candidate number to be tested for primality, where N is always a
odd number

sgn(D) sign of a number, i.e. sgn(D) =d.if'D = 0 and -1 otherwise.

T (probabilistic) test for primality

Zy the set of the integers®, 1, 2, ..., N-1, representing the ring of integers

Znf* subset of Z containing the numbers that have a multiplicative invers
N (e.g., if N is prime, Zy* consists of the integers 1, 2, ..., N-1)

B parameter-that determines the lower bound of the entropy of the o
prime‘generation algorithm

i nfaximal number of steps in an incremental search for a prime

Lx/ largest integer smaller than or equal to x
[x] smallest integer greater than or equal to x
Vi principal (i.e. non-negative) square root of a non-negative number n
5| Arial division

The primality of an integer N can be proven by means of trial division. This shall be done in the

following way:

a) Forall primes p < VN:

1) if Nmod p = 0 then return “N composite” and stop;

b) return “N prime” and stop.

For small integers N, trial division is less computationally expensive than other primality tests.
Implementations of any primality test described in this document may define a trial division bound

© ISO/IEC 2020 - All rights reserved
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L, below which trial division is used in order to prove the primality of integers. This document sets no
value for L except for a lower bound, i.e. L > 6.

NOTE1 Itisassumed that the set of prime numbers below a certain size are already known. One practical way
to implement the test is to have a pre-computed table of the first few primes, do trial division by these, and then
simply trial divide by all odd integers up to the square root.

NOTE 2  The size of integers for which trial division is less computationally expensive than another primality
test depends on the test and its implementation. A possible value for L can be L = 1010,

NOTE3 Abinned gcd method, as described in ANSI X9.80-2010,[1] can be more efficient than trial division for
certain implementations.

6 Probabilistic primality test

6.1 General

A probabjlistic primality test takes a positive, odd integer N as input and returfs-“N accepted” or ['N
compositp”. The Miller-Rabin primality test described in 6.3 will always output\“N accepted” when| N
is a prim¢ number. However, if N is a composite number, then an instance of'the test can erroneougly
return “N accepted”. In order to reduce the probability of such errors, one usually performs several
iterationd of testing on N, using different choices for the random values émployed.

The probhbilistic tests in this clause shall only be applied to odd /intégers that are greater or equal|to
the trial division bound L. If N < L, trial division shall be applied.todetermine the primality of N.

6.2 Requirements

In order fpr a number to be accepted as a (probable) prime, this document requires the error probability,
i.e. the probability the number is composite, to be at'most 2100, This provides significant confiderjce
that any ¢andidate prime being tested for primality that meets this threshold is indeed prime. The 2-}00
probability bound is achieved by requiring a sufficient number of Miller-Rabin tests, depending on hgw
the number was generated (see Annex A).

6.3 Miller-Rabin primality test

The Millef-Rabin primality test is based on the following observation. Suppose that N actually is an ofdd
prime number and that r and(s are the unique positive integers such that N - 1 = 275, with s odd. Hor
each posifive integer b < N,-€Xactly one of the following three conditions will be satisfied:

— bSmqdN=1;
— bSmqd N=N#1¥or

!
— (bs) nfod'N=N-1, forsomeiwithO<i<r.

Equivalently, if N = 3 is an odd integer and there exists a positive integer b < N that does not satisfy
any of the conditions above, then N is a composite number. A probabilistic primality test based on this
observation shall be applied to any odd integer N = L, as follows.

Initialization

a) Determine positive integers r and s such that N - 1 = 2" s, where s is odd.
b) Setrounds=0.

Perform t iterations (rounds) of Miller-Rabin testing (for integer ¢ = 1).

c) Choose arandom integer b suchthat2<b <N - 2.

4 © ISO/IEC 2020 - All rights reserved
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Sety =bSmod N.
Ify=1lory=N-1,
1) setrounds =rounds + 1;
2) ifrounds <¢;

go to step c)

else

return “N probably prime” and stop testing.
Fori=1tor-1,do:
1) sety=y2modN;
2) ify=N-1;
i) setrounds=rounds + 1;
ii) ifrounds < ¢, go to step c);
otherwise return “N probably prime” and stop testing.

Return “N composite” and stop testing.

The candidate N is accepted as being (probably) primé:at the conclusion of the iterated testi

if
or
inj
de
Th
Sp
or]
N(
€es
di

N(

7

7.
De

termine the number of iterations required\by this document).

e integer b generated in step c) shall’\be generated using a random bit generator that
ecifications of ISO/IEC 18031 and-converted to a number using the conversion methods iy
ISO/IEC 18031. For each iteratidn,the process of selecting a value for b in step c) is perforni

TE1 The rationale for the.base b being randomly generated is two-fold. Firstly, the average
fimates adopted from Referénce [9] and used in A.3 assume b is random. Secondly, for a known basg
ficult to construct composite integers that will pass a round of Miller-Rabin with respect to that bas

TE2  Stepf)is onlyapplicable when r>1,i.e.if Nmod 4 = 1.

Deterministic primality verification methods

1 General

process

hnd only if N passes all t rounds of Miller-Rabin_pbimality testing (with each choice of b $atisfying
e of the conditions associated with primality)is.The testing process returns “N composife” and is
mediately halted if, for some choice of b, none-of the tested conditions are satisfied (see A.2 4nd A.3 to

eets the
Annex C
ed anew.

case error
b, it is not
e.

terministic primality verification methods use primality certificates in order to verify the

rimality

of

a given number. This clause specifies the content of two types of primality certificates:
primality certificates based on elliptic curves;

primality certificates for primes generated by The Shawe-Taylor algorithm (see 8.4.2).

A primality certificate contains information that enables efficient verification that a given number is a
prime. For both types of certificates described in this document, small numbers (i.e. numbers smaller
than the trial division bound L) shall be verified to be primes by trial division. Let C; denote the empty

pr

imality certificate for such numbers.

An elliptic curve primality certificate can be computed given any prime. Hence, the methods for
computing this certificate may be used to verify primality. The primality certificate obtained in The

© ISO/IEC 2020 - All rights reserved
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Shawe-Taylor algorithm is generated as part of the process of generating a prime, and cannot be
efficiently computed for an arbitrary prime (after the prime has been generated).

7.2 Elliptic curve primality proving algorithm

7.2.1 General

Information regarding elliptic curves can be obtained from ISO/IEC 15946-1.

7.2.2

To gener:
recursive
a primali
than geng

On input
with the {

a) SetS
certi

In th
test

prob
each
to ge
thosd
certi
or th
comp

b) Selec
1) A

=

2) 1
3) 1

lipticcurve primmatity certificate gemeration
ite a certificate of primality for an odd integer N = L, the method described below(is'us

y certificate, C(N). Verifying C(N), and thereby proving that N is prime, is consideyably fast
rating the certificate.

bf an integer N = L, with gcd(N,6) = 1, the elliptic curve primality proving algorithm shall st4
ollowing initializations.

= { N} (the set of integers that require a primality certificate), and SetCerts = { } (a contentlg
icate).

e following steps, various primality tests are applied to aniinteger r selected from set S. |
provisionally) accepts the primality of r, it returns a certificate C(r), and, possibly, a set
hble primes { g; }, in which case the certificate shall notbe'used to prove that r is prime, unlg
q; has been proven prime. If necessary, the algorithin’shall proceed recursively, attempti
herate a certificate of primality for each of those probable primes. In the course of generati
certificates, additional probable primes may be added to the set of integers that requ
icates. The algorithm shall continue until either there are no more probable primes to procq
e processing is aborted because some intéger requiring a certificate is determined to bg
osite number.

t a value for r from S and set S = S={r} (i.e. remove the element r from S).
pply either:

— Pocklington’s primality test to r (see D.2) and, if that test is inconclusive, also apply t
Deterministic Lucas‘\primality test to r (see D.4.2); or

— the Brillhart-Lelimer-Selfridge test to r (see D.5).

In eitheircase, when the testing is performed, allow probable primes = L to occur (w
hultiplicity)dn the partial factorizations of r— 1 and/or r + 1.

f the testing indicates r is composite, return “r composite” (along with the value of r) and std

[ the'testing is inconclusive, proceed to step c).

ly. If the method succeeds, the total collection of data generated by the method is organized|i

rt

[ a
of

ng
ng
re
Ss

p-

4) Ifthe testing indicates that r is prime, then adjoin C(r) to Certs, where C(r) is the certificate for r
returned by the successful test, and set S=S U { g, }, where { g; } is the set of probable primes (if
any) appearing in the factorizations of r — 1 and/or r + 1 (whichever were used in the testing);
if S is not empty, repeat step b). Otherwise, return “N prime” along with C(N) = Certs, and stop.

¢) Generate an elliptic curve E given by y2 = x3+ax+b for some integers a, b.

1) Apply the elliptic curve primality test to r (see D.6). When the test is performed, allow probable
primes =L to occur (with multiplicity) in the partial factorization of the order of E, (the curve E

r

educed modulo r).

2) Ifthe test indicates that r is composite, return “r composite” along with the value of r and stop.
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3) Ifthe testis inconclusive, repeat step c) with a new choice of elliptic curve.

4) If the test indicates that r is prime, then adjoin C(r) to Certs, where C(r) is the certificate for r

returned by the successful test, and set S=S U { g; }, where { g, } is the set of probable

primes (if

any) appearing in the factorization of the order of E,; if S is not empty, go to step b). Otherwise,

return “N is prime” along with C(N) = Certs, and stop.

The probable prime factors (if any) appearing in steps b) and c) are required to be greater than or equal
to the trial division bound. The primality of smaller factors shall be ascertained using trial division.

Dt

ring the recursion the testsin step h) can be ckipppd Itisincluded in the n]gnr‘ifhm'c dpc{‘ription for

ef

If
if
\%
th

Of

In

ficiency purposes.

s stopped and the composite r value that caused the early termination). It can be sufficie
e recursion step one level prior to the point of failure. Varying choices of eurves in step
tionally skipping step b) is likely to result in different sets of probable primes to test.

case r is composite, the elliptic curve test in step c) is likely to be inconclusive and so the

can fail to terminate. As a precaution, a limit on the number of iterations’of step c) may be enf

N(

7.

Ay
ce

De
I

q .
th
in
les
ve

-

TH
on
fo

Ve

7.
TH

TE The elliptic curve E in step c) can be generated using the CMmiethod described in D.8.

.3 Elliptic curve primality certificate verification

| elliptic curve primality certificate for an integer N xL)with gcd(N, 6) = 1, is a set of (interd
rtificates, C(N) = { C; }, where each C; asserts the primality of some integer r; > L, and exactly

[; asserts the primality of r; based (in part) on the assumed primality of one or more othe
e primality of each of the q;
cluded in C(N). If C; asserts tile primality of r; based (in part) on the assumed primality of an

s than L, then trial division shall be used to verify the primality of those integers as p
rification of C;.

" N shall be rejected:

rifying eachcof'the individual certificates C; shall be done as specified in Annex D.

3 Primality certificate based on The Shawe-Taylor algorithm

is-type of primality certificate C is a collection of certificates { C; } which shall be compu

d

the primality of N is inconclusive, the test may be executed again. The test may not be' rerfun in full
partial results of the previous execution are retained (e.g., the value of Certs whlien-testing process

t to back
c) and/or

hlgorithm
breed.

ependent)
pbne of the

s equal to N. Each (; is a certificate resulting fromthe execution of either Pocklington's test (D.2.2), the
terministic Lucas test (D.4.2), the Brillhart-Selfridge-Lehmer test (D.5) or the elliptic curve fest (D.6).

" integers

> L, then the certificate C; (and hence-the primality of r;) shall only be successfully verified after
is accepted via the verification of their certificates, which shdll also be

y integers
hrt of the

e elliptic curve primality/certificate C(N) = { C; } is accepted only if every C; is accepted (ard exactly
e of the r; is equal fo.V). If the verification of any C, fails, then the elliptic curve primality dertificate

ed (only)

rixo the generation process-of the prime number using the process described in 842 (THe Shawe-

Taylor algorithm). The certificates C; are the result of the Pocklington test (see D.2.2) whose proofs of

pr

imality have the following structure:

Proof(r) =(r; q; a;)

wherer, q; and a; are integers. The certificate C;, which asserts that r; is prime, is verified once it passes
the checks in C.2 and g, is proven to be (an odd) prime (e.g., by trial division or by verifying its own
certificate, which has also been included in C). The last certificate to be verified, say C; = (N, q4, a4),
contains the value N. If all of the C; are verified (and are confirmed to chain up to N), then C itself is

ve

rified and N is accepted as being prime.
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8 Prime number generation

8.1 General

This clause specifies two approaches to prime number generation. The first approach is to employ the
probabilistic Miller-Rabin primality test on randomly chosen candidates (8.3). [Optionally, a probable
prime, N, generated by such methods may subsequently be proven prime by generating an elliptic curve
primality certificate (7.2) for N.] The second approach to prime number generation is to employ the
deterministic Shawe-Taylor method (8.4) which yield integers known to be prime. This method can also

produce nrimn]ify certificates as p:n*f ofthe gpnnr:\finn process

The metlods in this clause generate primes in the interval (21, 2K) for some k. To generate-ptimes
with additional constraints, such as generating primes in a more restrictive interval and/or prinies that
satisfy cefrtain congruence conditions, the methods in B.2 shall be used. Examples of primes|generated
with additional constraints are given in Annex E.

These tedhniques shall only be applied to generate primes greater or equal to the trial division bouphd
L. Generdting primes less than L can be simply done by selecting integers less than L and testing for
primality|using trial division.
8.2 Requirements

In order fpr a prime number generation algorithm to conform to this'decument, the algorithm shall:

— genefate random bits using a deterministic random bit generator that meets the specifications|of
ISO/IEC 18031;

— generate random numbers from sequences of random bits using the conversion methods specified
in Anjnex C or ISO/IEC 18031;

— ensure, in the case of non-provable primes (8.3); that the error probability that a composite pasdges
as prjme is at most 2-100,

Annex A ¢ontains more information on how'the algorithms in 8.3 shall satisfy the 2-100 error propertigs.
For appli¢ations where the primes generated need to be secret, the following also applies:

— the (§ecret) entropy used inthe’random bit generator to produce the output number shall satigfy
the requirements of ISO/LE€ 18031 and shall be at least B bits where B is the security level of tat
applifation;

— if addlitional constraints are placed on the prime being generated (B.2), the constraints shall pe
limited so as not te-affect the security of the system and the requirements in Annex B shall apply

In the casp of genérating primes for use in RSA, B should be atleast 112 for 1 024-bit primes, 128 for 1 536-
bit primep, 192 for 3 840-bit primes, and 256 for 7 680-bit primes. ISO/IEC 18031 requires a minimym
entropy df 120 bits to avoid collisions. In the case of RSA, collisions can lead to primes repeating for

different RSA-meoduli—Such-primes-can-berecoveredby-computingaged-amongtheRSA-modul-
NOTE Limiting the total number of constraints is necessary to avoid Coppersmith-style attacks,[Z1[14] e.g.

these attacks can factor RSA moduli if roughly half the bits of a prime factor are known. If the constraints (such
as the number of known bits) are limited, then these attacks do not apply. For example, requiring an integer n < 2k
to lie in the interval (252 + 2k1, 2k) with n mod 4 = 3, and gcd(n-1, e ) = 1 for some odd encryption exponent gives
less than 5 bits of constraint. If the interval is replaced with (2"‘1\/2, 2k), the total constraint is less than 4,5 bits.
Generating a k-bit number n with n mod g = 1 for some randomly generated (and secret) integer g of size m bits
places roughly two bits of constraint on n (since n can be expressed as n = 1 + u g where u, q are both k-m, m-bit
numbers respectively). Further requiring g to be prime adds a few additional bits of constraint, approximately
log,(m) - 0,528 bits by the prime number theorem.

When regenerating (secret) primes from a fixed seed, care should be taken so as to avoid side-channel
attacks.

8 © ISO/IEC 2020 - All rights reserved
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8.3 Using the Miller-Rabin primality test

8.3.1 General

The error probability that a composite passes as being prime depends on the number of iterations
used in the Miller-Rabin primality test. Annex A shall be followed to determine the requisite number of

step a).

date N is
rers (N+2,
can have
arameter
ces of N.

in test to
n C.1. The
eve.

crease the
bnjectures

iterations.

Subclauses 8.3.2 and 8.3.3 describe two algorithms that meet the requirements of 8.2.

8.8.2 Random search

The following algorithm may be used to generate a k-bit prime.

a)| Generate a random number N such that 21 < N <2k, If N is even, increment N by 1’

b)| Apply the Miller-Rabin primality test. If it is accepted, return N and stop. Otherwise, go to
8.8.3 Incremental search

The following algorithm may be used to generate a k-bit prime. It differs from the algorithrr given in
8.8.2 by the way it selects candidates for primality testing. If a randomly chosen (odd) cand
ndt accepted by the Miller-Rabin primality test, several of thefollowing consecutive odd integ
N+4, etc.) are tested before randomly choosing another value.for N. As a result, this algorithm
some practical advantages (in terms of the efficiency of.an implementation) over 8.3.2. A p
degnoted p limits the number of consecutive odd integersthat are tested between random cho
a)| Generate a random number N such that 2k1 < N<2k. If N is even, increment N by 1.

b)| Set Max = min{ 2k -1, N + 2u } for some apprpopriately chosen value of y, e.g. u = 10 In(2X).
c)| If Nisaccepted by the Miller-Rabin primality test, return N and stop.

d)| Set N = N+2.

e)| If N> Max, go to step a). Otherwise, go to step c).

Rdther than increment the (candidate prime N in step d) by 2, one may apply the Miller-Rah
el¢ments in the sequence N,/N+2, N+4, ..., Max which survive the sieving procedure described i
sig¢ve process eliminatés.candidate primes that are divisible by the small primes used in the s
NOTE The suggésted value of 10 In(2K) for u is based on the Prime Number theorem whicl gives an
approximation of) 2’/ In(2K) for the number of primes less than 2k. The extra factor of 10 is given to in
likelihood thata.prime is contained in the interval [N, N+2u]. In particular, Lemma 4 of Reference [5] c
sufph a prime exists with probability about 1 - exp(-2 - ¢ ), ¢ = 10.

8.8.4\ Primes with an elliptic curve primality certificate

A certified prime may be generated by first generating a prime using the methods described in 8.3.2 and

8.3.3, and then computing an elliptic curve primality certificate for that number, as described in 7.2.

8.4 Using deterministic methods

8.4.1 General

The deterministic method in this subclause constructs a provable prime of the desired size by recursively
constructing smaller provable primes. The prime generation algorithm calls itself repeatedly to
generate a third-size (or half-size) prime and this recursion only stops when the prime size is such that
arandom candidate prime can be proven prime by trial division, after which the recursion unwinds by

co

nstructing triple-size (or doubled-size) primes that are provably prime by construction.

© ISO/IEC 2020 - All rights reserved
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8.4.2 The Shawe-Taylor algorithm

The Shawe-Taylor algorithm generates a random prime number N from scratch. It shall be implemented
using the algorithm described. This algorithm takes as input an integer k, the number of bits in the

required

prime. It returns a number N and a certificate of primality if requested.

This algorithm is called recursively, such that for a given bit-length j > log, (L), there is a:

a) j-bitprime q wherej’ = [j/31 +1 (or [j/2] + 1) and a primality certificate C(q) (which includes the
certificates of any smaller primes used to construct q) if requested.

from whi
b) Selec
c) Setp
d) Apply
If tes

1

else i

S

else g
Whenj <

The certi
division g
The algor]
lengths j;
using triz
prime q4

Rather th

-p)/ 2q)
survive t
divisible

NOTE

Ch a j-bit prime p is constructed as follows:

t an integer x at random from the interval (21, 2/ - 2q].

=x+ ((1-x) mod 2q), t = (p - 1) div q (note q divides p - 1).

r the Pocklington’s primality test to p, with p-1 = FRwhere F=¢q,R=t.

L returns “p prime”;

eturn p along with certificate C(p) (if a certificate is requested) and-stop.
fp <2 -2q;

etp=p+2q,t=t+2,and go to step d).

o to step b).

log, (L), aj-bit prime q, shall be constructed using-t¥ial division.

ficate C for the k-bit prime N is the collection-of certificates generated in step d) and the tr
ertificate Cy(q,).

ithm may be implemented by first setting j, = k (for some n), and recursively computing H
1= [ji/31 +1 (or [j;/2] + 1) untilGy'< log,(L), upon which the j,-bit prime g, is construct
| division. The prime q, is ther{ used to construct the j;-bit prime q; via steps b) to d). T
s then used to construct a j,sbit.prime q,, and so forth until a k-bit prime N = q,, is generateq

an increment the candidate)prime p in step c) by 2q [in step d)], for some J in ( (271 - p) / 2q,

ne sieving procedure‘described in C.1. The sieve process eliminates candidate primes that g
by small primes upsed in the sieve.

Use of the alternative value j’ = [j/2] + 1 in step a) is equivalent to the Shawe-Taylor algorithm

ISO/IEC 18032:2005_(and adapted from Reference [18]). The choice j’ = [j/31 + 1 makes use of the more gene

version of

Pocklington/’s theorem given in D.2, and results in a more efficient algorithm due to fewer recursive ste

al

it-
ed
he
.

(2

the Pocklington test may’be applied to elements in the sequence p, p+2q, p+4q, ..., p+2J/q which

re

in
Fal
bs.
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Error probabilities

2020(E)

A

1 General

Far any probabilistic test, the number of iterations that need to be performed depends on
obability of one iteration of the test. The error probability of one iteration varijes” depgnding on

prj
w

prj

hether the number to be tested has been selected at random, or whether it was ehosen to ha
operties.

F

r the Miller-Rabin test, worst-case error estimates (A.2) are given for the probability that a

the error

e special

h iterated

application of the test accepts a given composite input number. The worst-case error estimatgs shall be
appplied unless stated otherwise within this document.

Far large and randomly chosen integers, good average-case error estimates can be giv¢n, which
significantly reduce the number of iterations of Miller-Rabin tode performed. The error estimdtes in A.3
apply only to the random search method of 8.3.2. In the casefof the incremental search metho

di
2-
1.
of
a
to
ba

I

=

A

T}
(1

A

fferent error probabilities apply.[2] To ensure the increméntal search method achieves the
00 error probability, the number of iterations of Milleg=Rabin to be performed shall be inc
Thus, for example, a 1 024-bit candidate prime reguires at least 5 iterations. Further, if th
iterations of Miller-Rabin is reduced for either séarch method, the candidate prime should

i of 8.3.3,
requisite
reased by
E number
also pass

single iteration of the probabilistic Lucas test+{D.3) before being accepted as a (probable) prime. As,

date, there are no known examples of composites which pass a single iteration of Miller-Rgbin (with

se/witness a = 2) and a single iteration of the Lucas test, i.e. Baillie-PSW pseudo-primes.[12]
general, the estimates depend on twg-parameters:
k, the bit length of the numbers-generated; and

t, the number of times thetest is iterated on each candidate.

2 Worst-case error estimate for t Miller-Rabin primality tests
e probability that a composite number is accepted by ¢ (independent) Miller-Rabin tests s at most
)¢ (see Referehce [9]). Thus, to ensure an error probability of at most 2-100, ¢ shall satisfy ¢ >|50.

3 Average-case error estimates for t Miller-Rabin primality tests

Table’A.1 and Table A.2 contain estimates of the base-2 logarithm of the average-case error probability
for t Miller-Rabin tests. The underlined entries correspond to the minimum number of independent

Miller-Rabin tests required to reach the 2-190 threshold. For instance, the entry for k = 256 and t = 16
is =101, showing that the error probability for 16 Miller-Rabin tests of a 256-bit number is 2101, The
second sub-table shows that 4 Miller-Rabin tests of a 1 024-bit number limit the error probability to
27109, The entries are derived from the formula provided in Appendix F of Reference [10] based on
results in References [5] and [9].

Table A.1 — Average-case error estimates for ¢ Miller-Rabin primality tests (k = 256)

k\t 10 11 12 13 14 15 16 17
256 -80 -84 -88 91 -95 -98 -101 -104
© ISO/IEC 2020 - All rights reserved 11
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Table A.2 — Average-case error estimates for ¢ Miller-Rabin primality tests (k= 512)

k\t 1 2 3 4 5 6 7
512 -26 -47 -61 -73 -83 -92 -100
1024 -42 72 -93 -109 -124 -137 -148
1536 -56 -92 117 -137 -155 171 -186
2048 -67 -109 -137 -161 -182 -200 -217
3072 -86 -137 -172 -201 -227 -249 -270
4 096 =103 =160 =201 =238 264 =291 -318
6144 | -130 | --200 -250 -292 -328 -361 -391

The avergge case error estimates for t iterations of the test assume that every iteration uses.alrandgm
base. Therefore, if one first uses a fixed base, e.g. a = 2, and then t-1 random bases, then/the error
probabilifies listed here should be used as if only ¢-1 iterations have been made.

For bit-lgngths 4 096 or greater, t = 1 satisfies the error probability bound of 2100, Howevgr,
implementations can want to consider using an additional round as a precautiefi that the necessary
conditionfs required for use of these tables are not strictly met.

In generdl, applying additional rounds of Miller-Rabin primality testscaré permitted. For examplle,
certain applications may want the average-case error estimates to match the intended security leyel
for which|the prime(s) are to be used. Further, for a fixed security leveél the size of the primes can differ
depending on the public key algorithm. For example, a 3 072-bit pfime p used in Diffie-Hellman (ovel a
prime field) offers roughly 128 bits of security, whereas the prime factors for a 3 072-bit RSA modulus
are 1 534-bit numbers. Thus, in the case of Diffie-Hellman, 3*teunds of Miller-Rabin primality testipng
would be|required to match the 128 bit security level, and-4’rounds would be required for each of the
prime fadtors of a RSA modulus.

NOTE The average-case probabilities decrease as thébit-length of the prime increases.

12 © ISO/IEC 2020 - All rights reserved
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Generating primes with side conditions
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B

In
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an
us

Tdble A.2 plus one. The probable prime should also pass.a single iteration of the probabilistic L

D.
It

(W
ca

(0F:
to
re
av
in
to

R34
re

Annex C or ISOAEC 18031.

B

B.

1 General
some cases, it is necessary to generate a prime that satisfies certain extra conditionsyEor e

in certain cryptographic applications it can be necessary that the generated prfimé be con
3 modulo 4. For example, in the Feige-Fiat-Shamir identification protocol, theimodulus is
of two primes subject to this restriction. Further, in any RSA application tsing (public)
e, only primes p with gcd(p-1,e) = 1 shall be used as factors of the RSA’modulus (as e

invertible in Zy);

the prime should be in a certain interval (e.g., for RSA it may notbesufficient that the prim
of k bits, but its product with a second prime should result in a‘2k-bit number).

the constructions described below, an integer x is generated\subject to certain congruence @
d/or size conditions. If x is randomly generated under‘these constraints and tested for
ing the Miller-Rabin primality test, this document allows the reduced number of iteration

B. That is, the same number of iterations allowedfor the incremental search method of 8.3/
follows from Dirichlet’s theorem[13] that primes are evenly distributed across congruen
hich are coprime to the modulus), and so these additional constraints should not affect the
Se analysis leveraged in A.3.

re should be taken that the congruence modulus is not too large and/or the size of th
b small. If the primes are being.generated for use in RSA, the total number of bits of cd
culting from the interval size restriction and/or congruence conditions shall not exceed 2
oid Coppersmith style attacks (see NOTE in 8.2). For example, requiring a number n < 2¥ td

xample:

gruent to
q product
exponent
should be

b consists

onditions
primality
5 given in
ucas test,
3 applies.
fe classes
average-

b interval
nstraints
) so as to
lie in the

rerval (252 + 2k1 ) 2K) andSatisfy n mod 4 = 3 yields 4 bits of constraint: the interval size requires the

b two bits of n to be setand the congruence condition requires the least two significant bits

ndom numbers shallbe constructed using a deterministic random bit generator that sat

to be set.

isfies the

gquirements of ISQ/IEC 18031 and a conversion method (from sequences of bits to nuinbers) in

2 Congruence restrictions on primes

21 General

This document describes the generation of primes based on congruence conditions.

B.

2.2 Congruence restrictions and incremental or random search

Let m be a modulus, e a positive odd integer, and r an integer satisfying 0 < r < m. Given a primality test
T, a k-bit prime N satisfying N mod m = r and gcd(N-1,e)=1 shall be generated as follows.

a)

b)

If mis odd:
If riseven,setr=r+ mandsetm=2m.

Select an integer x at random from the interval (2%, 2k - m].

© ISO/IEC 2020 - All rights reserved
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=Xx + ((r-x) mod m).

d) Ifgcd(p-1,e)#1;

go to step b).

e) Apply primality test T to p.

If test returns “p prime”;

return p and stop.

Ifp=
go 4

else
set

or
go 4

Rather th
to elemern
C.1.Thes

2k - m;

o step b);

b = p + mand go to step d) (incremental search);

0 step b) (random search).

ts in the sequence p, p+2m, p + 4m, ..., p + 2Jm which survive the sieving procedure described

In case only the constraint N mod m = r is needed, then step‘d) may be omitted. If only the constra

gcd(N-1,e

NOTE 1
random (s

NOTE 2

=1 is needed, then step a) may be admitted uponsséttingm=2and r=1.

Step e) allows two different search methods, jnérementing by m or generating a new candidate
libject to the fixed congruence condition).

To generate a prime p such that p mod pilies in some subset S of {1, 2, ...,m-1}, one can first selec

random r {n S and then apply the above algorithmte construct a prime p satisfyingp mod m =r.

NOTE 3

NOTE 4
the candid
3,r=1,m

Common

a) IfTe
subje
prim

b) The ¢

For an odd modulus m, step a) is néeessary to ensure the integer p in step c) is odd.

ate prime p in step c) is always even and the algorithm fails to return a prime. Similarly, the values
= 3 result in no primes being returned as the condition N mod 3 = 1 forces gcd(N-1,e) = 3.
ppplications of thexabove algorithm follow.

quals the Miller‘Rabin primality test, then the algorithm returns a random probable primg
ct to the condition that N mod m = r. The trivial case of m = 2 and r = 1, ensures the candida
b value p.n step c) is odd.

asée\T"equals the Pocklington test (so m = a prime of the necessary size and r = 1) is used

the S

an increment the candidate prime p in step e) by m, for some/ <\(2k - p) / 2m, T may be applied

jeve process eliminates candidate primes that are divisible by small primes used in the sievg.

Care needs to be taken in consideration of the choices of e, r, and m. For example, if m and r are evg

in

nt

at

in

hawe-Taylor algorithm (see 8.4.2). If requested, the algorithm may also return a (Pocklingtd

certificate of primality.

n)

c) Given two auxiliary primes p; and p,, the above algorithm can be used to return a prime N with
p; dividing N-1 and p, dividing N + 1 by setting m = p; p, and r = ((p,”! mod p,)-p, - (p;! mod
p»):p1) mod m. For example, if T = Brillhart-Lehmer-Selfridge test and the necessary conditions are
satisfied, the algorithm returns a provable prime N (and a certificate of primality if requested). If T
equals the Miller-Rabin primality test, a probabilistic prime is returned.

B.2.3 Congruence restrictions and The Shawe-Taylor algorithm

In the final recursion of The Shawe-Taylor algorithm (8.4.2), the returned k-bit prime N satisfies N mod
2q =1 for some prime g. This may be modified to ensure the additional congruence condition N mod m
=r (with m # q) as follows. If m is prime to 2q, set my = 2qm, ry = (((2q)* mod m) - 2q + (m1 mod 2q) - m)

14
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mod m,,. If 2 divides m (note that r should be odd to ensure p is odd) set my = qm, ry = (g mod m) - q +
(m1mod q) - m) mod m,,. In either case, the integer value p = x + (r, - x) mod m,, satisfies p mod m = r and
p mod 2q = 1. Thus, for the final recursion, steps b) through d) may now be changed to the following.

b)

‘)
d)

Select an integer x at random from the interval (2k1, 2k - m,].
Setp=x+(ro-x)mod my, t=(p-1)divg.
Apply the Pocklington test to p, with p-1 = FR where F=q,R=t.

If test returns “p prime”, return p along with certificate C(p) (if a certificate is requested)

and stop.

If
(p

Ifp < 2k-m, setp=p+my t=t+ (mydiv q), and go to step d).
Otherwise, go to step b).

IV should satisfy the constraint gcd(N-1, e) = 1, for some integer e (as the case.with RSA ¥
ublic) exponent), the p in step d) should be checked to satisfy gcd(p-1,e) = 1 before applying

computationally expensive Pocklington test.

R3
m
p+
pr

B,

TH
2K
m
re

ny
if

ther than increment the candidate prime p in step c) by m, [in stepyd)], for some J in ( (
, (2 - p) / my ), the Pocklington test may be applied to elements jirthe sequence p, p+m, A
] my which survive the sieving procedure described in C.1. The sieve process eliminates
imes that are divisible by small primes used in the sieve.

2.4 Generating primes in an interval

e text in this document deals with generating a“random k-bit prime, i.e. a prime p

1 < p < 2k. To generate a prime between somecarbitrary lower bound A and upper bou
hy apply any of the recommended algorithms.described earlier, but replace 2k1 and 2k by
kpectively. Depending on the interval, thisgnay also be accomplished by simply setting
mber of high bits of the prime. Some care should be taken in selecting the values for A 3
3 — A is small, certain algorithms can fail. This is certainly the case for generating primes

congruence conditions (B.2) when B - A< m.

A
ca

of
re
an

fommon application is to generate 2k-bit RSA modulus n = pq where p and q are k-bit prim
se, taking A = 2k1V2 (or A =2k1 + 2k2, je, generate primes with the high two bits set) a

Sjifices.
Fdr the case of the Shawe-Taylor algorithm, the interval restriction needs to only be applied

the final recursiorCstep (which returns a k-bit prime). Further, the check of p < 2/ - 2q in
placed (in the fidalrecursion step) with p < B - 2q. Similarly, when employing the sieving n
y of these algdrithms), the interval being sieved should be contained in [4, B].

where e =
the more

Pl - p) /
+2 mOl L]
randidate

such that
hd B, one
A and B,
a certain
nd B, e.g.
based on

bs. In this
hd B = 2k

to step b)
step d) is
ethod (in
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Annex C
(normative)

Additional random number generation methods

C.1 Geperal

Methods ppof generating numbers from a sequence of random bits are provided in ISO/IEC 18032. This
document describes three additional methods, two of which are akin to the simple discard method a
the simple modular method of ISO/IEC 18031 with the exception that the sequence of bits_are used

reverse o
becomes

The disc3
the randq
be repeat]
usedto g

[4, r)].

C.2 Sin
To constr
a) uset
b) retuy
In applice
bits in st
C.3 Sin
Let m be

a) Uset
b) Letc
¢ Ifc<

Fder to generate a random number. With respect to this ordering, the first (raftdom) output
the most significant bit of the generated number.

rd and modular methods generate a random number in the interval [0} for some bound 7
m number is to be bounded below by a value 4, the random number generation method m
ed until the returned value satisfies the lower bound A. Alternatjvely, these algorithms may

nple conversion method

uct a random m-bit integer:

he DRBG to generate a sequence of m randombits, (bg, by, ..., b,,1);

nc=b, +2by,+..+2m2ph +2m1lpy

tions where random numbers are to be generated with certain bits fixed, the correspondi
p a) may be appropriately set.

nple discard method (reverse order)

he unique positive intéger satisfying 2m1<r<2m- 1.

he DRBG to generate a sequence of m random bits, (b, by, ..., b,,.1)-

=D g +2h,GF ...+ 22 + 21 D

I, thenwretlrn ¢, else discard c and go to step a).

bnerate a random number, say q, in [0, r - A) and instead return the number a + A [which lies|i

hd
in
hit

If

ay
be

C.4 Sin

nple modular method (reverse order)
7

Let m be the unique positive integer satisfying 2m-1 < r < 2m -1, and let  be a security parameter.

a) Use the DRBG to generate a sequence of m+I random bits, (by, by, ..., b,, , | .1)-

b) Letc

- -2 1
=b, .11 2by gt 22 py + 2m¥ L p o

c) Returncmodr.

As the mod operator is not uniform, a value of I = 64 is often recommended to make the effects negligible.

16

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=9201a1018c36d133cf77906faa3e4e6f

ISO/IEC 18032:2020(E)

Annex D
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Auxiliary methods

D

Gi
id

1 Sieving procedure

ven a sequence of integers S = Y;,,Y,+h, ..., Y, +/-h for some non-negative integers h andd this
entifies which integers in the sequence are divisible by prime factors up to some)limit K.

value for K is between 103 and 105. Proceed as follows.

a)
b)

Uy

D

D.

N(

pa
or

TH
th

Select a factor base of all primes from 2 up to K, i.e. B={2, 3, 5,..., p;}, where'p, < K.
Initialize each element of an array A (with indices in [0,/]) to zero:
fori=0,1,..,/, setA[i] = 0.
For each p;in B, do:
1) seti= (-h1Y;) mod p;.
2) while (i<)):
i) setAli]=1;
ii) seti=i+p;
on the completion of step c), the following assertions are true for each integeri € [0, ] ]:
Y, + I*h is divisible by some primedn B if and only if A[ ] = 1.
Equivalently Y|, + i-h is divisible’by none of the primes in B if and only if A[ i ] = 0.

2 Primality tests based on Pocklington’s theorem

2.1 General

TE1 The dlgerithm given here produces a primality certificate for verification purposes. If
sses this testit is guaranteed to be prime. However, if aborted early, the integer in question can be
its primality undetermined.

e ptimality testing method provided in D.2 is based on the following fact (a variant of Poc
pOrem).

rocedure
A typical

hn integer
composite

klington's

Given an odd integer N > 1, suppose that there exists a factorization N - 1 = F- R, where F and R are
positive integers, and the prime factorization of F is known. Suppose further that the unique non-
negative integers s and r satisfying R=s- F+ rand 0 <r < Falso satisfys< F + r.

If,

1y
2)

for each prime factor q of F, there exists an integer a € [2, N - 1] such that both:
a¥-1mod N = 1; and

ged(@V-D/a-1,N)=1;

then N is prime if and only if either s = 0 or rZ - 4s is not a perfect square.

NOTE 2  The value of a can be different for each prime q dividing F.

© ISO/IEC 2020 - All rights reserved
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D.2.2 Pocklington’s primality test

To test whether an integer N = L (the trial division bound) is prime given the prime factorization F =
4,1 9,°2 ...q,°, where N -1 = F-R, Pocklington's theorem shall be applied as follows.

a) LetR=sF+r,where0<r<FandO<s.

If s = F+ r,return “test inconclusive” and stop (because the conditions needed to apply this test are
not met).

If s$ 0 and r? - 4s is a perfect square, return “N composite” and stop.
b)  Forffrom 1 to n, do the following:
1) |setj=0;
2) |select an appropriate value of T (e.g., from Table D.1), based on the value g;
3) |while (j < T):
i) selectaninteger ain [2, N-1];
If a¥1 mod N # 1, return “N composite” and stop.
If ged( (@V-1)/4; - 1) mod N, N) = 1, set g; = a and exitwhile loop.
If gcd( (@V-1)/4; - 1) mod N, N) # N, return “N cofposite” and stop.
ii) setj=j+1.
4) |[Ifj =T, return “test inconclusive” and stop:

c)  Retfirn “N prime” and stop. If a certificate‘istequested, return certificate C containing the valyes
{(Vpay), (N,gz.a3), .. (N, ,a,)}-

Table D.1,.— Number of a to test for a given q

q T = number of a to test
2 7
3 5
5or7 3
11<q<97 2
97 <q 1

If N is prine then for a given g, the probability that a randomly chosen a satisfies both conditions 1 ahd
2 of D.2.1[i€1 = 1/q. The value of T in Table D.1 is set so that the probability an a fails step b) 3) is l¢ss
than 0,01, provided ¥ isprimnTe:

NOTE1 Testingif rz - 4sis a perfect square in step a) can be done using one of the methods listed in D.9.

NOTE 2  The failure rate of the test, that is, the rate the test is inconclusive, can be reduced by increasing the
value of T selected in step b) 2).

NOTE 3  The a selected in step 3) can be selected non-randomly, e.g. implementations can start with a = 2, and
increment within the while loop to the next non-perfect, integer power. For example, if a = 2 has been selected in
step 3), the values a = 4, 8, 16, ... can be skipped as check 3) i) would be superfluous, i.e. 2N1 mod N = 1 implies 4N
mod N=1,8V1modN=1, etc.

NOTE 4 The g; appearing in the factorization of F can themselves be accompanied by certificates of primality.
Assuming the accompanying certificates are correct, they are also included in the certificate C returned in step c).
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Verifying the above certificate C for N shall be done as follows.
a) SetF=1.

b) SetR=N-1.

c) Fori=1ton:

1) Verify that g, is (deterministically) prime by any method given in this document.

H-gis ot prime;
return “certificate invalid” and stop.
2) Ifa;NM'modN#1,
return “certificate invalid, N composite” and stop.
3) Ifged((aND/4,-1) mod N, N) # 1, N,
return “certificate invalid, N composite” and stop;
else, if gcd( (aV-1/4; - 1) mod N, N) = N,
return “certificate invalid” and stop.
4) while (Rmod g;) =0:
i) setR=Rdivg;
ii) setF=F-q,
d)| Compute the ordered pair of integers (#;s) where R=sF+rwiths=20and0<r<F.
e)| Ifs>F +r return “certificate invalid” and stop.
If s =0 or r2 - 4s is a non-square, accept the certificate, return “N prime” and stop.
Otherwise, return “certificate invalid, N composite” and stop.
NQTES5 The value of Fused in the attempt to verify the certificate {(N,qy,a;), (N,q,,a5), ...(N,q,,a,)} dan involve
higher powers of those primes than did the value of F used to generate that certificate, since the wlhlile loop in
st¢p c) 4) construetsithe largest F dividing N-1 with prime factors in the list {qy, q,, ..., q,}. It follows that the
“rg¢covered” values-of R, s, and r can also be different from those used to originally construct the certificate for N.

NOTE 6  The'generation and verification algorithms as listed in this document is adapted from th¢orem 5 of
Referencesf6] The condition s < F + ris equivalent to the condition N< F3 + r F2 + r- F+ 1 = (F+ 1) (F2 + (r-1)-F + 1).

D[2:3) Partial Pocklington’s primality test

If the condition s < F + r is not satisfied, primality of the number being tested can still be established by
combining results with the partial deterministic Lucas primality test (D.4) as specified in the Brillhart-
Lehmer-Selfridge test (D.5). The algorithm still returns a “partial” certificate - the full certificate is the
partial certificate combined with the partial deterministic Lucas certificate.

This weakened version is referred to as the partial Pocklington’s primality test and modifies the
Pocklington’s primality test as follows.

— The condition s = F + ris removed in step a).

— Step ¢) returns “N passes” with the partial certificate C containing the values {(N,qq,a4), (N.q,,a5), ...,
(N, ,a,)}-
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on of the partial certificate C is modified similarly.

— Step e) checking s = F + r is removed.

— Step e) returns “N passes” and the value F computed in step c) if the conditions on s and r2 - 4s are
met, and returns “certificate invalid, N composite” otherwise.

D.3 Probabilistic Lucas primality test

The prim
If N is pri

1) Jacobi(D, N) = -1;
2) ged(¢,N)=1(Q=(1-D)/4);
then Lucgs(D, N+ 1, N) = 0.

To test wlBether an odd integer N = L (the trial division bound) is prime, the-probabilistic Lucas tg
a

shall be
a) IfNi
b) SetD
c) Whil
1) I
2) 1
3) S
d) If Lud
Othe

NOTE 1
Lucas(D,N

NOTE 2

NOTE 3
13,-15,17,

D.4 Lu

ality testing method provided here is based on the following fact (see Reference [3]):

me and D is integer with D mod 4 = 1 such that:

plied as follows.

a perfect square, return “N composite” and stop.

=5and Q= (1 - D)/4.

e (Jacobi(D, N) # -1 or gcd(N, Q) # 1):

[ Jacobi(D,N) = 0 and D mod N # 0, return “N compesite” and stop.
F gcd(N, Q) # 1 and Q mod N # 0, return “N composite” and stop.
et D=-sgn(D) - (sgn(D) -D + 2) and Q = (4, - D) /4.

as(D, N+1, N) = 0, return “N accepted™and stop.

'wise, return “N composite” and stop.

+1,N) in D.11.
The test in step a) igperformed to avoid an infinite loop in step c) in case N is a perfect square.
The value D starts-with D = 5 in step b) as Jacobi(1,N) is always 1 and ranges over the set {5,-7,9, -

)

ras’ deterministic primality tests

D.4.1 General

NOTE 1

st

Methods for testing for a perfect square are given in D.9, for computing the Jacobi symbol in D.10, ajnd

The algorithm given here produces a primality certificate for verification purposes. If an integer
passes this test, it is guaranteed to be prime. However, if aborted early, the integer in question can be composite
or its primality undetermined.

The primality testing method provided in D.4 is based on the following fact:

Given an odd integer N > 1, suppose that there exists a factorization N + 1 = F - R, where F and R are
positive integers, and the prime factorization of F is known. Suppose further that the unique non-
negative integers s and r satisfying R=s- F+rand 0 <r < Falso satisfys+r<F.

20
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If for each prime factor q of F there exists an integer D with D mod 4 = 1 such that:

1) Jacobi(D, N) =-1;

2) Lucas(D, N+1, N) = 0; and

3) gcd(Lucas(D, (N+1)/q,N), N) =1;

then N is prime if and only if either s = 0 or r + 4s is not a perfect square.

The choice of D can be different for each of the g; dividing F. Furthermore, if for a particular D, condition

1 holds true but condition Z fails, then N is composite and the test may be stopped.

NQTE 2

Td test whether an integer N = L (the trial division bound) is prime given the prime factoriz
F1qg.2
" 92

Methods for testing for a perfect square are given in D.9, for computing the Jacobi sytabol i D.10, and
Lucas(D,N+1,N) in D.11.

D{4.2 Deterministic Lucas primality test

qnen , where N +1 = F - R, the Lucas test shall be applied as follows:

a)| LetR=sF+r,where0<r<FandO<s.

If s+ r= F, return “test inconclusive” and stop (because thé.conditions needed to apply the
not been satisfied).

If s # 0 and r? + 4s is a perfect square, return “N composite” and stop.

If “N passes” is returned with a partial certifi¢ate.

b)| Forifrom 1 to n:

1) Select an appropriate value of Ts(e.g., from Table D.2), based on the value of g;.
2) Setj=0, set D=5.
3) While (Jacobi(D, N) # <l and j < T):
i) IfJacobi(D, N} =-0:
If D med™V # 0, return “N composite” and stop.
Otherwise, setj=j + 1.
i)~ Set D =-sgn(D) - (sgn(D) - D + 2), i.e. select the next value for D.
4) lfj = T, return “test inconclusive” and stop.
5) IfLucas(D,N+1,N)#0:
If Q mod N # 0 where Q = (1 - D) div 4, return “N composite” and stop.
Otherwise, set D = - sgn(D) - (sgn(D) - D + 2) and go to step b) 3).
6) Ifgcd(Lucas(D, (N +1)/q; N),N)=1,setD;=D.

Otherwise, if Lucas(D, (N + 1)/q;, N) # 0, return “N composite” and stop.

Otherwise, set D = - sgn(D) - (sgn(D) -D + 2) and go to step b) 3).

ation F =

test have

c) Return “N prime.” If certificate is requested, return certificate with values {(N,q;,D;), (N,q,D,), ...,
(N.g,,.D,)}. Stop.

© ISO/IEC 2020 - All rights reserved
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Table D.2 — Number of D to test for a given q

q T = number of D to test
17
12
57 10
11<q<23
23<gq
If N is prijne then for a given g, the probability that a random D satisfies conditions 1 through 3 of D.4.1
is about ([L/2)-(1 - 1/q). The value of T in Table D.2 is set so that the probability a D fails in step b) 3)|is

less than[0,01 if N is prime.

NOTE1 |[The g;appearing in the factorization of F can themselves be accompanied by certificatés-of primality.
Assuming|the accompanying certificates are correct, they are also included in the certificate C retirned in step|c).

NOTE 2 | Testing r2 + 4sis a perfect square in step a) can be done using the deterministic(methods in D.9.
NOTE 3 | The condition in step b) 5) is a result of the following facts:

1) for prime N with Jacobi(D, N) = -1 and gcd(Q, N) = 1, then Lucas(D, N + 1, N) = Osxthat is, if Lucas(D, N+ 1, N)) #
0, Jacobi(l}, N) = -1, and gcd(Q, N) = 1, then N cannot be prime;

2) if 1 < gcd(Q, N) < N, then N is not prime. Thus if Lucas(D, N + 1, N) #,05Jacobi(D, N) = -1 and gcd(Q, N) < N,|or
equivalenfly Q mod N # 0, then N is not prime.

Verifying|the above certificate C for N shall be done as follows:
a) SetF|=1.
b) SetR=N+1.

c¢) Forig1lton:

1) Iqi is not prime, return “certificaté invalid” and stop.
2) Jacobi(D, N) = 0:
If D mod N # 0, return, “cértificate invalid, N composite” and stop.

Otherwise, returh.“Certificate invalid” and stop.

3) Jacobi(D,NJ) =1, return “certificate invalid” and stop.
4) Lucas(D,N + 1, N) #0:

IfQmod N # 0 where Q = (1 - D) div 4, return “certificate invalid, N composite” and stop.

Otherwise, return “certificate invalid” and stop.
5) Ifgcd(Lucas(D; (N +1)/q; N),N) # 1:
If Lucas(D;, (N + 1)/q;, N) # 0, return “certificate invalid, N composite” and stop.
Otherwise, return “certificate invalid” and stop.
6) While (R mod g;) = 0:
i) Set R=Rdiv g;.

ii) SetF=F-q;
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Compute (r,s) where R=sF+rwiths>0and0<r<F

If s + r= F, return “certificate invalid” and stop.

2020(E)

If either s = 0 or r2 + 4s is not a perfect square, accept the certificate, return “N prime” and stop.

Otherwise, return “certificate invalid, N composite” and stop.

Verification of the primality of g; in step c¢) 1) shall be done using a deterministic method in this
document.

N(
hi
st

«

I'q

N(
Re

D,

If

by
Ld
pa
Th
de

D

N(

P4
or

N(

TE4  Thevalue of Fused in the attempt to verify the certificate {(N,q1,D1), (N,q,,D5), ....(N,q,, D; )19
rher powers of those primes than did the value of F used to generate that certificate, since the wh
p ¢) 6) constructs the largest F dividing N+1 with prime factors in the list {q;, q;, ..., q,,}..1t folloy
covered” values of R, s, and r can also be different than those used to originally construct'the certifi

TES5  The generation and verification algorithms as listed in this document is adapted from the
ference [6] The condition s + r < Fis equivalent to the condition N< F3-r-F2+r- E~1= (F-1) (F2 + (1

4.3 The partial deterministic Lucas primality test

the condition s + r < F is not satisfied, primality of the number being tested may still be e{

combining results with the partial Pocklington’s primality test (D.2) as specified in the
hmer-Selfridge test (D.5). The algorithm still returns a “partial” certificate - the full certifi
rtial certificate combined with the partial Pocklington certificate.

is weakened version is referred to as the partial deterministic Lucas primality test and mo
terministic Lucas primality test as follows.

The condition s + r 2 F is removed in step a).

Step c) returns “N passes” with the partial certificate C containing the values {(N,q4,a4),
N,y ).

rification of the partial certificate!C\is modified similarly:
Step €) which checks s + r 2 Fis removed.

Step f) returns “N passes’ and the value F computed in step c) if the conditions on s and A
met, and returns “certificate invalid, N composite” otherwise.

5 Brillhart-Lehmer-Selfridge primality test
TE1 Théralgorithm given here produces a primality certificate for verification purposes. If
sses thisfest, it is guaranteed to be prime. However, if aborted early, the integer in question can be

its primality undetermined.

TE2" This method can be used for generating strong primes, i.e. primes p where p+1 and p-1 h3

an involve
ile loop in
s that the
cate for N.

rem 17 of
-r)-F+1).

tablished
Brillhart-
ate is the

difies the

(N,q5,a5),

2 + 45 are

hn integer
composite

ive a large

pr

1
IIC UIvisor.

The primality testing method provided in D.5 is based on the following.

Given an odd integer N > 1, suppose that there exist factorizations N-1=F;- Ryand N+ 1=F,- R, and
the prime factorizations of F; and F, are both known.

If,
1
2)

for each prime factor q of F;, there exists an integer a € [2, N - 1] such that both:
aV-1 =1 (mod N); and
ged@WV-D/a-1,N) =1,
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and for each prime factor r of F, there exists a (discriminant) D in {5, -7, 9, -11, 13, -15, 17, ...} such that:

1) Jacob

i(D, N) = -1;

2) Lucas(D, N+1, N) = 0; and

3) gcd(Lucas(D, (N+1)/r,N),N) =1;

then any positive divisor d of N shall satisfy: d mod Icm(F;, F,) = 1 or d mod lcm(F;, F;) = N mod lem(Fy, F,).

Thus, if all five conditions 1)-2) and 1)-3) hold, it follows N is prime if:

a) lem(4
b) /N-1
c) there
NOTE 3
Nisalsop
mod lem(A
NOTE 4
NOTE 5
dividing F|
of the numn
To test w
qlel qzeZ .
applied a
a) Iflenm
b)  Appl)
If “te
If“N
If “N
proce
c) Appl)
If “te
If“N
If “N

1 Fo) > N

<lem(F;, F,) < N and N mod Iem(F;, F,) is not a divisor of N; or

does not exist a proper divisor d satisfying d mod lcm(Fy, F;) = 1.

If either a) or b) holds, then N is prime as all proper divisors of N would be larger than \/N. If ¢) hol
-ime. Otherwise, N mod lem(F;, F,) = N2 mod lem(F;, F,) (as N is a product of two proper divisors), i.¢
1» F») = 1 which contradicts c).

If lem(F,, F,) > N1/3, then c) can be tested using Lenstra’s algorithm (see D12).

The value of a can be different for each q dividing F; and the value’of D can be different for eac
. Table D.1 gives an indication of the number of values to test foragiven g. Table D.2 gives an indicati

ber of D values to test for a given r.

hether an integer N = L (the trial division bound) is‘prime given the prime factorization F
.q,°n and F, = rlfl r2f2 rmfm where N -1 = Fj:Rqiand N+1 = F,-R,, the result above shall
5 follows.

(F,, F,) < N1/3, stop; the necessary conditions for this test are not met.

 the partial Pocklington’s primalitytest to N using the partial factorization N - 1 = F;*R;.
bt inconclusive” is returned, return*“test inconclusive” and stop.

composite” is returned, return “N composite” and stop.

passes” is returned with' a partial certificate with values {(N,a;,q,), (N,a,,q5), ..., (N,a,,q
ed to the next step,

 the partial detérministic Lucas primality test to N using the partial factorization N+1 = F,}
bt inconclusive” is returned, return “test inconclusive” and stop.

composite” is returned, return “N composite” and stop.

proceedtothe nextstep-

)z

)z

passes” is returned with a partial certificate with values {(N,r;,D,), (N,r,,D;), ...,(N,r,, ,D,,

d) If lem(F;, F,) > N, return “N prime.” If a certificate is requested, return certificate with values
{(V,a1,91), (N,a3,q), -y (N,G,qp), (N,71,D1), (N;72,D3), e, (NoTy , D)} StOP.

e) If{N

'1 < lcm(Fl, Fz) < N:

If Nmod (N mod lcm(F, F5)) = 0, return “N composite” and stop.

Otherwise, return “N prime.” If a certificate is requested, return certificate with values {(N,a;,q4),

(N,a,

24

,q7), - (N,a,,q,), (N,r1,D4), (N,r,,D,), ...,(N,r,, ,D,,)}. Stop.
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f) Apply Lenstra’s residue test D.12 with inputs s =lcm(Fy,F,) and n = N.

If test returns false, i.e. there does not exist a proper divisor d of N with d mod Iem(F;, F,) = 1,
return “N prime.” If a certificate is requested, return certificate with values {(N,a,q4), (N,a;,q5), ...,
(N,a,.q,), (N,ry,D4), (N,r5,D5), ...,(N,r,,,D,,)}. Stop.

Otherwise, return “N composite” and stop.

The use of Lenstra’s algorithm D.12, can be avoided by requiring only partial factorizations satisfying
VN -1 <lem(Fy, F,).

Vdrifying the above certificate C for N shall be done as follows.

a)| Verify the partial Pocklington certificate {(N,a;,q,), (N,a.95), ..., (N,a,,q,,)}-
If returns “certificate invalid, N composite,” return “certificate invalid, N composite” and $top.
If returns “certificate invalid,” return “certificate invalid” and stop.

If returns “N passes” with a value F, set F; = F and proceed to the nextstep.

b)| Verify the partial deterministic Lucas certificate {(N,ry,D;), (N,r525), ..., (N,rp,, ,.D,,))}-
If returns “certificate invalid, N composite,” return “certificatejinvalid, N composite” and $top.
If returns “certificate invalid,” return “certificate invalid” and stop.

If returns “N passes” with a value F, set F,, = F and proceed to the next step.

c)| Iflem(F,, F,) < N1/3, return “certificate invalid~and stop.

d)[ Iflem(Fy, F,) > N, accept the certificate, retuth “N prime” and stop.

e)| IfyN-1<lem(Fy, F,) <N:

If Nmod (N mod lcm(Fy, F;)) = 0, return “certificate invalid, N composite” and stop.
Otherwise, accept the certificate, return “N prime” and stop.

f)| Apply Lenstra’s residuestest, D.12, with inputs s =lcm(F;, F,) and n = N.

8.p Iftestreturns false, i.e. there does not exist a proper divisor d of N with d mod
Icm(F,, F,) = 1, accept the certificate, return “N prime” and stop.

Otherwisesreturn “certificate invalid, N composite” and stop.

NOTE 6  This algorithm is adapted from theorem 20 of Reference [6] and combines the results of the “N-1"
test givensby the Pocklington test and the “N+1” test given by the deterministic Lucas test. Moreover, fonditions
1-2 of P.2'1 and 1-3 of D.4.1 imply all divisors d of N satisfy d mod F; = 1 and d mod F, = 1 (theorems 4 and 16 of
Reference [6]) from which it follows d mod lcm(F;, F,) = 1 or N mod lcm(Fy, F5).

D.6 Elliptic curve primality test

The point 0 on an elliptic curve denotes the identity element. Additional information regarding elliptic
curves can be obtained from ISO/IEC 15946-1 and References [2], [4] and [19].

NOTE1 The algorithm given here produces a primality certificate for verification purposes. If an integer

passes this test, it is guaranteed to be prime. However, if aborted early, the integer in question can be composite
or its primality undetermined.
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The methods in D.6 are based on the following fact for an integer N with gcd(N,6) = 1. If there exists an
elliptic curve E given by y? = x3+ax+b such that:

a) gcd(N,4a3+27b%) = 1;

b) thereisapoint P =(x,y) # 0 on Ej, the curve E reduced modulo N, of order r where:

1) risprime;

2) > (NYV441)

then N is
See Refer

To test w
defining ¢

a) Ifgcd

prime.
ence [19] for properties of elliptic curves modulo composite numbers.

hether an integer N 2 L (the trial division bound) is prime given an elliptic cutve E w
quation y2 = x3+ax+b, the elliptic curve test shall be applied as follows.

(4a3+ 27b%, N) =1 and gcd(N, 6) = 1, proceed to step b).

If either gcd is greater than 1 and less than N, return “N composite” and step.

Othe
b) Assu
(the ¢
retun
c) Find
and t
A method
check if £
composit

Incase N
element @
algorithnj
divisor s

may perfi
elliptic cu

NOTE 2

Computat
improvem
prescribeg

'wise, return “test inconclusive” and stop.

ming N is prime (so that Z is a field), determine ¢ = the orde€p of the putative elliptic curve
urve E reduced modulo N) and a prime divisor r of ¢ satisffing r > (N1/4+1)2. If no such r exis
n “test inconclusive” and stop. Otherwise, proceed to the‘next step.

h point P = (x,y) on Ey, of order r,i.e. P # 0 and r - P = 0.4f such a point is found, return “N prinj
he certificate containing values (N, 1, t, a, b, P). Qtherwise, return “test inconclusive” and std

for finding a point P of order r, is to take airarbitrary nonzero point Q = (x,, y,) on Ey a
=(t/r) - Qisof order r. If P # 0 and r - P-£'0, then N is not prime and step c) may return
p.” I[f P = 0, then another arbitrary element Q can be chosen.

EN
ts,

”

e
p.

hd
‘N

is not prime, the computations in stéps b) and c) can fail due to trying to invert a non-invertille

f Zy; thatis, an integer s is found.such that gcd(s, N) is a proper divisor of N. In such cases,

may return “N composite” and-stop. However, if N is only divisible by large factors, findin
bf N this way is unlikely, isexthe test is likely inconclusive. As a precaution, an implementati
brm additional testing, Such as several Miller-Rabin primality tests, on N before applying t
rve test.

Care can be needed in step b), since it can otherwise become a time-consuming bottlene
on of t can bedoife using several algorithms such as Schoof’s algorithm(1el or Elkies’ and Atki
ent.[11] However, it is more efficient to avoid this computational step by constructing curves
| orders using the CM method.ll

To test wihether an integer N = L is prime given a certificate with values (N, r, t, a, b, P), proceed

follows:

he
b a
bn
he

Ck.

hs
of

a) Verifyrisprime, e.g., by trial division or by verifying its certificate. If r not prime, return “certificate
invalid” and stop.

b) If gcd(4a3+27b2,N) =1 and gcd(N, 6) = 1, proceed to step c).

If either gcd is greater than 1 and less than N, return “certificate invalid, N composite” and stop.

Otherwise, return “certificate invalid” and stop.

¢) Verify r> (N1/4+1)2, If not, return “certificate invalid” and stop.

d) Verify P = (x,y) lies on Ey, i.e. y2 mod N = (x3 + a x + b) mod N. If not, return “certificate invalid”
and stop.
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