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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of docurhent should be noted. This document was drafted in accordance with the editorial rules of]the 1SO/
[EC Direfctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and|IEC draw attention to the possibility that the implementation of this document.may involve the
use of (3) patent(s). ISO and IEC take no position concerning the evidence, validity or-applicabilitly of any
claimed|patent rights in respect thereof. As of the date of publication of this document;ISO and IE( had not
received notice of (a) patent(s) which may be required to implement this document. However, implegmenters
are cautlioned that this may not represent the latest information, which may be'‘obtained from thee patent
databasg available at www.iso.org/patents and https://patents.iec.ch. ISOvard IEC shall not [be held
respons|ble for identifying any or all such patent rights.

Any trafle name used in this document is information given for the Convenience of users and ¢loes not
constitute an endorsement.

For an efkplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
related [to conformity assessment, as well as information -about ISO's adherence to the World Trade
Organizption (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.
In the IHC, see www.iec.ch/understanding-standards.

This dgcument was prepared by Joint Technical;;Committee ISO/IEC/JTC 1 Information Tedhnology,
Subcompnittee SC 27, Information security, cyberseelirity and privacy protection.

This third edition cancels and replaces the”second edition (ISO/IEC 18031:2011), which hps been
technicglly revised. It also incorporates the/Amendment ISO/IEC 18031:2011/Amd 1:2017 and the Technical
Corrigefjdum ISO/IEC 18031:2011/Cor 1:2014.

The maip changes are as follows:

— remjoval of the MQ_DRBG, Mieali-Schnorr DRBG, Dual_EC_DRBG and SHA-1;
— add|tion and harmonization of the terms and definitions in Clause 3;

— add]tion of conversion methods for random number generation;

— updpte of the'réquirements for DRBGs and NRBGs.

Any feddback™or questions on this document should be directed to the user’s national standards
body. A cCcomplete listing of these bodies can be found at www.iso.org/members.htinl and

H \ ) e 1 e,
WWWw.leCen7 matiomar-commiteees:
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Introduction
This document sets out specific requirements that, when met, will result in the development of a random bit
generator that can be applicable to cryptographic applications.

Numerous cryptographic applications involve the use of random bits. These cryptographic applications
include the following:

— random keys and initialization values (IVs) for encryption,

— random keys for keyed MAC algorithms,

— randlom private keys for digital signature algorithms,

— randlom values to be used in entity authentication mechanisms,
— randlom values to be used in key-establishment protocols,

— randlom PINs and passwords,

— nonfes.

The purpose of this document is to establish a conceptual model, terminology and requirementg related
to the building blocks and properties of systems used for random bit¢géneration in or for cryptpgraphic
applicatjons.

Itis posgible to categorize random bit generators into two types, namely, non-deterministic and deterjministic
random bit generators.

A non-deterministic random bit generator can be defined as a random bit generating mechani{sm that
continug@usly uses a source of entropy to generate a random bit stream.

A deterrpinistic random bit generator can be definedas a bit generating mechanism that uses deterjministic
mechan]sms such as cryptographic algorithms togenerate a random bit stream. In this type of bif stream
generation, there is a specific input (normally-called a seed) and perhaps some optional input, which,
dependipg on its application, can either be-publicly available or not. The seed is processed by a function
which pfovides an output.

NOTE This document also discusses, hybrid random bit generators, which incorporate elements of Hoth non-
determirfistic and deterministic generators.

In this document, variable symbols and variable descriptive terms are given in italic font.

© ISO/IEC 2025 - All rights reserved
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1 Scope

This dod
with the

This dog
determi
and deteg

Techniq

validati¢n and detailed designs for such generators are outside the scope of this’"decument.

2 Noi
The follg

the lates

ISO/IEC
dedicate

ISO/IEC
ISO/IEC

ISO/IEC
generatc

ISO/IEC
function

3 Ten

UIMETTt SPECiiies a Conceptual modet fora TamdonT bit generator for Cry ptograpitic purposes,
elements of this model.

ument specifies the characteristics of the main elements required for both non-determin
histic random bit generators. It also establishes the security requirements for botltnon-deter]
rministic random bit generators.

1es for statistical testing of random bit generators for the purposes of independent verifig

‘mative references

t edition of the referenced document (including any antendments) applies.

9797-2, Information security — Message authentication codes (MACs) — Part 2: Mechanism
(d hash-function

10118-3, IT Security techniques — Hash-functions — Part 3: Dedicated hash-functions
19790, Information technology — Securitytechniques — Security requirements for cryptographid

20543, Information technology —:Security techniques — Test and analysis methods for ra
rs within ISO/IEC 19790 and ISOMEC 15408

29192-5, Information technology — Security techniques — Lightweight cryptography — Part]
3

ms and definitions

For the

[SO and [EC maintain terminology databases for use in standardization at the following addresses:

— SO Pnline browsing platform: available at https://www.iso.org/obp

urposes of this’document, the following terms and definitions apply.

fogether

stic and
ministic

ation or

wing documents are referred to in the text in such a way that(some or all of their content COHlstitutes
requirements of this document. For dated references, only the editien cited applies. For undated re

erences,

b using a

modules

ndom bit

5: Hash-

— IEC Electropedia: available at https://WwWw.electropedia.org/

31

algorithm
clearly specified mathematical process for the computation of a set of rules that, if followed, will give a
prescribed result

3.2

backward secrecy
assurance that previous random bit generator (RBG) (3.40) output values cannot be determined with

practica

| computational effort from knowledge of current or subsequent (future) output values

© ISO/IEC 2025 - All rights reserved
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bit stream
continuous output of bits from a device or mechanism

3.4

bit-string
finite sequence of ones and zeroes

3.5
block ci

pher

symmetric encryption system with the property that the encryption algorithm (3.1) operates on a block of

plaintext to yield a block of ciphertext

Note 1 tq entry: The block ciphers standardized in ISO/IEC 18033-3 have the property that plaintext and.¢
blocks arje of the same length.

[SOURCE: ISO/IEC 18033-1:2021, 3.6]

3.6

conditigning

method |of processing the data to reduce bias and/or ensure that the entropy.tate of the output i

than sorpe specified amount

3.7

cryptographic boundary

explicitl

or firmware) of the cryptographic module

[SOURCE: ISO/IEC TS 30104:2015, 3.4]

3.8
determ
algorith

3.9
determ
DRBG
random
algorith

Note 1 toentry: In particular, nénydeterministic sources may also form part of these secondary inputs.

3.10
determ

DRBG bpundary

concept

(3.9) andl its interaction with and relation to other processes

3.11
enhanc

y defined perimeter that establishes the boundary of all components (i.e. a set of hardware, s

fnistic algorithm
m (3.1) that, when given a particular input,:dlways produces the same output

inistic random bit generator

bit generator (3.40) that produces a random-appearing sequence of bits by applying a dete

Inistic random bit generator boundary

hal boundary that is used to explain the operations of a deterministic random bit generatof

phertext

b no less

bftware,

'ministic

m (3.8) to a suitably random\initial value called a seed and, possibly, some secondary inpjits upon
which the security of the random bit generator does not depend

(DRBG)

et backward Secrecy

assurance that the knowledge of the current internal state of a random bit generator (3.40) does not allow an
adversary to derive, with practical computational effort, knowledge about previous output values

Note 1 to entry: Another term often found in the literature that is similar to enhanced backward secrecy is backtracking
resistance.

[SOURCE: ISO/IEC 20543:2019, 3.6 modified — Note 1 to entry replaced and commas added after “derive”
and “effort”]
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3.12

enhanced forward secrecy

assurance that it is not feasible to determine (future) output values after sufficient entropy (3.13) has been
mixed into the internal state, given knowledge of the current and previous internal state

Note 1 to entry: Deterministic random bit generators (3.9) are unable to achieve enhanced forward secrecy without
the insertion of sufficient fresh entropy at the end of the sentence. Unlike forward and backward secrecy as well as
enhanced backward secrecy (3.11), enhanced forward secrecy rests entirely on the ability of a continuous reseeding
process to supply as much entropy as required to make the prediction of future outputs infeasible.

Note 2 to entry: It is possible for a random bit generator to have enhanced forward secrecy but still expand entropy,
i.e. output a bit-string that can, in principle, be significantly “compressed”. For instance, it is possible to consider a
random bit-generater-design-with-arandom-seurce-thatproduces{at-each-invocation)-a128-bitrandem-string R with
an estimpted 128 bits of min entropy, with a 512-bit internal state S(n), an internal state transition funetipn giving
S(n+1):= pHA3-512(S(n)||R), and an output generation function applying SHAKE-256 on S(n)||R with upte (¥ 04 bits of
output p¢r invocation.

Note 3 td entry: Another term often found in the literature that is similar to enhanced forward-secrecy is pyediction
resistande.

Note 4 td entry: If insufficient entropy is mixed into the internal state, enhanced forwapd\sécrecy is not achi¢ved, and
it is possjble that a compromise of the internal state is not cured by the additional enttopy due to “iterative|guessing
attacks.”

3.13
entropy
measurg of the disorder, randomness or variability in a closed systémt

Note 1 tolentry: The entropy of a random variable X is a mathematicalimeasure of the amount of information provided
by an obgervation of X.

3.14
entropy rate
assessed amount of entropy (3.13) in a bit-string (3:4)divided by the number of bits in the bit-string [3.4)

3.15
entropy source
combingtion of a noise source, health tests;"and optional conditioning (3.6) that produce random bit-strings
(3.4) forfuse by a random bit generator (3.40)

Note 1 tolentry: Entropy sources can(be physical or non-physical, depending on the noise source.

3.16
forward secrecy
assuranfe that the knowledge of subsequent (future) output values cannot be determined with practical
computgdtional effortfrem current or previous output values

Note 1 tolentry: Thisydefinition is specific to the context of random bit generators (3.40). It should not be confysed with
"forward secrecy™defined in the ISO/IEC 11770 series for key management.

3.17
full entrepy
entropy rate (3.14) that is practically close to 1

3.18
full entropy source
source that produces output with full entropy (3.17)

3.19

full forward secrecy

property of a deterministic random bit generator (DRBG) (3.9) in which sufficient entropy (3.13) is provided
during every generation process to meet the security requirements for the security strength to be supported
by the DRBG

© ISO/IEC 2025 - All rights reserved
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glass box
idealized mechanism that accepts inputs and produces outputs and is designed such that an observer can
determine exactly how the outputs are computed from the inputs

3.21

hash-function
function that maps strings of bits of variable (but usually upper-bounded) length to fixed-length strings of
bits, satisfying the following three properties:

— for a given output, it is computationally infeasible to find an input that maps to this output;

— for

hybrid
hybrid
determil
operatig

3.23
hybrid I

hybrid non-deterministic random bit generator

random
post-prg

Note 1 t
dependir

3.24
indeper
propert)
indepen

[SOURCI
3.25
initializ
value us

Note 1 t
encrypti

|tput;

entry: Computational feasibility depends on the specific security requirements and enyironment| Refer to

perties”

RBG

eterministic random bit generator
istic random bit generator (DRBG) (3.9) that is capable of aceepting external input values dfiring its
n

NRBG

bit generator (3.40) with non-deterministic input from a noise source and that uses complex) stateful
cessing (e.g. cryptographic processing)

b entry: A hybrid non-deterministic randem’ bit generator (NRBG) (3.30) can be physical or nontphysical
g on its entropy (3.13) source.

jJdent and identically distributed
i of a family of random varidbles stating that they share the same distribution and are futually
Hent

: ISO/IEC 20543:2019;3.14]

ation value
ed in defining the starting point of a cryptographic algorithm (3.1)

entriy~Examples of cryptographic algorithms that use an initialization value include hash-funcfions and
n-algorithms.

3.26

Kerckhoffs’s box
idealized cryptosystem where the design and public keys are known to an adversary, but in which there are
secret keys and/or other private information that are not known to an adversary

© ISO/IEC 2025 - All rights reserved
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known-answer test
method of testing a deterministic mechanism where a given input is processed by the mechanism, and the
resulting output is then compared to a corresponding known value

Note 1 to entry: Known-answer testing of a deterministic mechanism may also include testing the integrity of the
software that implements the deterministic mechanism. For example, if the software implementing the deterministic
mechanism is digitally signed, then the signature can be recalculated and compared to the known signature value.

3.28

min-entropy
lower bound of entropy (3.13) that is useful in determining a worst-case estimate of sampled entropy

Note 1 to|
of this ty
or rando

3.29
noise sg
compon
thermal

Note 1 to

3.30

non-deterministic random bit generator

NRBG
random
outputt

[SOURCI
deleted;

3.31
non-phy
entropy
random

3.32
non-phy
noise so

3.33
one-way
function
infeasib

[SOURC]

entry: The bit-string X (or more precisely, the corresponding random variable that models randoiib|
pe) has min-entropy k, if k is the largest value such that Pr[X = x] < 2k, That is, X contains k bits©f min
nness.

urce
ent of an entropy source that contains the non-deterministic, entropy-producing actiy
noise or hard-drive seek times)

entry: A noise source does not output digital data, unlike a physical or nen-physical noise source.

pit generator (3.40) that samples one or multiple entropy‘sources and, if operating correctl
hat is expected to be unpredictable for attackers with.uhbounded computational capabilitig

: ISO/IEC 20543:2019, 3.19, modified — “contintously” and “over short timescales” h3
“one or” has been added.]

rsical entropy source
source in which entropy (3.13) is credited from one or more non-physical noise sources (3
access memory (RAM) content or'thread number

rsical noise source
irce that exploits systemn data, peripheral data, or user interaction and outputs digital data

y function
with the property that it is easy to compute the output for a given input but it is comput
e to find an.dfiput that maps to a given output

: [SO/HEC11770-3:2021, 3.30]

3.34
output

t-strings
-entropy

ity (e.g.

7, has an
S

ve been

.33) e.g.

htionally

function in a random bit generator (RBG) (3.40) that computes the output of the RBG from the internal state
of the RBG

3.35
physica
entropy

3.36
physica

1 entropy source
source in which entropy (3.13) is counted only from a physical noise source (3.36)

1 noise source

noise source (3.29) that exploits physical phenomena from dedicated hardware or physical experiments and

produce

s digitized random data

© ISO/IEC 2025 - All rights reserved
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protection boundary
physical or conceptual perimeter that defines the secure domain into which an attacker cannot observe or

influenc

3.38

e the process in a malicious way (according to a chosen threat model)

pure DRBG

pure de

terministic random bit generator

deterministic random bit generator (3.9) whose only external input is an initial seed

3.39

pure NRBG

pure non-deterministic random bit generator

random
post-prd

3.40
random
RBG
device o
unbiase

3.41
random
source
random

3.42

reseedi
specialij
value is
value, o1

Note 1 to

a mechanism that replaces the current value of the.internal state by a fresh value, which can either (partially

on the cy
cases, th
depend @
that com
9.6, item

3.43
secret
input to

comproinise of the randomness source

Note 1 to

Note 2 to

bit generator (3.40) that takes its non-deterministic input from a noise source, and fon w
cessing is non-cryptographic or stateless cryptographic

bit generator

i

ness source
f randomness for a random bit generator (3.40) that can belan entropy source, a non-dete
pit generator (3.30), or a deterministic random bit generatdr. (8.9)

ng

supplied by either computing a new internal state from the current internal state and the 1
by replacing the internal state based only-ofi,the new seed value

entry: The term reseeding is used in a variety of ways in the literature. In this document, reseeding
rrent value, or not. Elsewhere, a distinetion is sometimes made between reseeding and seed updat
b term reseeding is only used for mechanisms that replace the internal state by a new value that
n the current value (essentially a new seeding process), and the term seed update is used for a mg

putes the new internal state,asia function of its current value and other (usually non-deterministic)
3).

arameter
the random bit\generator (3.40) that provides additional randomness in the event of a f3

entry: In'practice, the secret parameter is often a key.

entry® The secret parameter is only useful if it has sufficient randomness.

hich any

r algorithm (3.1) that outputs a sequence of bits that appears to be statistically independlent and

'ministic

red internal state transition function that updates’the internal state in the event that a new seed

ew seed

refers to
) depend
. In such
does not
bchanism
data (see

ilure or

Note 3 to

3.44

entry: Ine secret parameter 1s not the same as a seed.

security strength
number associated with the amount of work (i.e. the number of operations of some sort) that is required to
break a cryptographic algorithm (3.1) or system

Note 1 to entry: If the security strength associated with an algorithm or system is n bits, then it is expected that
(roughly) 2" basic operations are required to break it.

© ISO/IEC 2025 - All rights reserved
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3.45
seed

bit-string (3.4) that is used as input to initialize the internal state of a deterministic random bit generator

(DRBG) (3.9)
Note 1 to entry: The seed will determine a portion of the state of the DRBG.

3.46
seedlife

period of time between initializing or reseeding the deterministic random bit generator (DRBG) (3.9) with

one seed (3.45) and reseeding that DRBG with a different seed

3.47
seed material
data usgd to form a seed for input to a deterministic random bit generator (DRBG) (3.9)

Note 1 toentry: The term is often used to refer to the bit stream provided by a randomness source:

3.48
seed value

input big-string (3.4) from a randomness source that provides entropy (3.13) for’a deterministic ra
generatqr (3.9)

3.49
state
conditiopn of a random bit generator (3.41) or any part thereof at a patticular instant

3.50
stochasftic model

hdom bit

partial thathematical description of a random bit generatof’based on at least a qualitative understanding of

the noise source which, together with possibly some data gathered empirically for parameter est
allows the derivation of entropy claims from the noise'source

Note 1 tp entry: In the context of evaluating random bit generators, it is recommended but not required
stochastic model describe the behaviour of the raw random bits. Subsequent post-processing can make it mor
to make p convincing case that the stochastic. model is in sufficient correspondence with the workings of t
to be mddelled to support the entropy claims.to be shown. For instance, a stochastic model applied to t}
random humbers of a deterministic random™bit generator will be essentially untestable statistically. This i
cryptogrpphic post-processing can render.even very low entropy data which is indistinguishable from randon
realistic $ample sizes, at least from the point of view of any adversary lacking a stochastic model of the raw ran|

imation,

that the
 difficult
he device
e output
because
N noise at
dom bits.

[SOURCE: ISO/IEC 20543:2019;,3.30 modified — "from the noise source" added to the definition; in Jote 1 to

entry, the last word “numbérs™ has been replaced by “bits”; the last sentence has been split into two

3.51
working state

subset of the internal state that is used by a deterministic random bit generator (3.9) mechanism to
pseudorpndomebits at a given point in time

|

produce

4 Symbels

For the purposes of this document, the following symbols apply.
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o! all-zero bit-string of length [

Pr[x] probability of occurrence of x
v initialization value

[X] Ceiling: the smallest integer greater than or equal to X. For example, [5] =5, and [5,3

1=6.

XY bitwise exclusive-or (also bitwise addition mod 2) of bit-strings X and Y of the same length

X||Y concatenation of two separate bit-strings X and Y in that order

| a | the length in bits of string a

xmod n The unique remainder r, 0 < r < n-1, when integer x is divided by n. For example] 23 mg

5 Prqgperties and requirements of a random bit generator

5.1 Properties of arandom bit generator

The properties of randomness can be demonstrated by tossing a coin in the-air and observing whig
uppermpst when it lands, where one side is called “heads” (H) and the dther is called “tails” (T). A
has a rim, but the probability that a coin can land on its rim is so unlikely’an occurrence that, for the
of this dpmonstration, it can be ignored.

Flipping a coin multiple times produces an ordered series of cein flip results denoted as a series of
T(s). Forjexample, the sequence “HTTHT” (reading left to right) indicates a head followed by a tail,
by a tail] followed by a head, followed by a tail. This coin:fliprsequence can be translated into a bina
in a stralightforward manner by assigning H to a binary'ene ("1") and T to a binary zero ("0"); the 1
examplq bit-string is "10010".

The required properties of randomness can he, examined using the example of the idealized ¢
describgd above. The result of each coin flip is:

a) Unpredictable: Before the flip, it is unikniown whether the coin will land showing a head or a tai
thaf| flip is kept secret, it is not possible to determine what the flip was if any subsequent flip
is khown. The unpredictabilitysafter the flip depends on whether the observer can observe the

d7

I
N

h side is
oin also
purpose

H(s) and
followed
'y string
esulting

oin toss

. Also, if
butcome
coin flip

or rjot. The notion of entropy.quantifies the amount of unpredictability or uncertainty relative to an

obsg¢rver and will be discussed more thoroughly later in this document;

b) Unbjiased: that is, each\potential outcome has the same chance of occurring; and

¢) Indg¢pendent: thecoin flip is said to be memoryless; whatever happened before the current flip
inflpence it.

does not

pecified

As indicatedabove, unpredictabiiity isa Tequited property o
implemented and working RBG is not expected to be possible.

T properly

The decision whether to incorporate enhanced forward secrecy (which is an optional feature of an RBG) is
determined by the needs of the consuming application. The following factors should be considered when

deciding to incorporate enhanced forward secrecy:

1) An RBG without enhanced forward secrecy can be secure for a consuming application if exp

osure of

the internal state of the RBG is unlikely or if any exposure is mitigated by replacement of the RBG. For
example, a smart card may be initialized at the point of manufacture with sufficient entropy in the seed,
and the smart card is set to expire after a limited time (e.g. two or three years). Compromise of a smart
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card should be difficult and evident to the user. Therefore, a compromised smart card can be replaced
with a new one.

An RBG should be capable of providing enhanced forward secrecy if the consuming application has
identified a risk that the internal state can be exposed without detection. An example is a system which
is compromised by a cyber attack that accessed the internal state of an RBG. If the compromise is not
discovered or properly remediated, the system can continue performing cryptographic operations
relying upon the RBG. Enhanced forward secrecy can enable the RBG to return to a secure internal state.

5.2 Requirements of an RBG

All RBGs cppr‘ifipd inthisdocument both deterministicand non-deterministic_shall satisfv the requirements
providedl below in 1) to 12). These requirements are fundamental to the security of many cryptographic

mechanjsms that require random input and help prevent misuse in consuming applications.

The thrpshold between feasible and infeasible shall be determined by the overall requirement for the

minimum acceptable strength of cryptographic security that is required by the application.

1y

2)

3)

4)

5)

6)

7)

8)

9)

RB(s for general cryptographic applications shall output bit sequences that are indistinguishable
from uniformly distributed and independently generated bit sequences under-standard cryptgraphic
assymptions. Suitable standard assumptions can be the hardness of breaking a block ciphdr or the
diffjculty of inverting a particular one-way function. The seeding proeess (and, optionally,|any re-
seeding that can happen during their operation) shall provide entropy“that is commensurate jvith the
intepnded security strength of the RBG, which shall be assessed using the evaluation methodology laid
out |n ISO/IEC 20543. See Annex G for RBG assurance.

Both the deterministic components and the entropy sources of RBGs shall be designed to refist side
chapnel and fault attacks that are potentially feasible in<the application environment.

Froin the perspective of an adversary, the internal:State of the RBG shall always contain at least 128
bits|of entropy and at least as much as the security\strength of the consuming application requjres. The
pergpective of an adversary includes all informiation that the adversary can effectively explolt, i.e. by
medns of classical computational attacks, quantum attacks, or relevant side channel and fault aftacks.

The|RBG shall not generate bits unless the;generator has been assessed to possess sufficient entrjopy. The
criteria for sufficiency shall be the greater of the requirements of this document and the requirements
of the consuming application.

On detection of an error, the RBG shall either a) enter a permanent error state, or b) not oufput any
ranglom bits and be able to yrecover from a loss or compromise of entropy if the permanent error
state is deemed unacceptable for the application requirements. These requirements may be patisfied
prog¢edurally or inherently in the design.

NOTIE1 See 8.8.and 9.8 for NRBG and DRBG information on RBG errors and health tests.

The|design and implementation of an RBG shall have a defined protection boundary. The prjotection
bouhdary shall be as specified in ISO/IEC 19790 (see Annex H).

probability that the RBG can “misbehave” in some pathological way that violates th¢ output
Hyrements{e-g—give-an-outputthatisconstant-or-hasashe rele—-e—looping—such-that-the same
output is repeated) shall be sufficiently small. This implies that the probability of error should be
consistent with the overall confidence in correct operation that is required of the RBG, which is not
necessarily the same as the required strength of cryptographic security.

The RBG design shall include methods to prohibit predictable influence, manipulation, or predicting
the output of the RBG by observing the generator's physical characteristics (e.g. power consumption,
timing, or emissions).

The implementation shall be designed to allow validation, including specific design assertions about
what the RBG is not intended to do. The validation of an RBG means that the RBG behaves as expected,
not just during normal operation but also at the boundaries of the intended operational conditions.

© ISO/IEC 2025 - All rights reserved
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With respect to code-dependent RBGs, security-relevant branches in the code governing behaviour in
exceptional conditions (e.g. initialization, failed health tests) shall be validated by deliberately forcing
all error conditions to occur during validation testing.

10) There shall be design evidence (theoretical, empirical, or both) to support all security requirements for
the RBG, including protection from misbehaviour.

11) An RBG shall have enhanced backward secrecy. This means that given all accessible information
about the RBG (comprising some subset of inputs, algorithms and outputs), it shall be computationally
infeasible (up to the specified security strength) to compute or otherwise determine any previous
output bit.

12) An RBGsiattiaveforwardsecrecy:
NOTE 2 | Requirement 11 (enhanced backward secrecy) implies backward secrecy.

In some|circumstances it is desirable to combine RBGs; if RBGs are combined then the method used| shall be
in accorflance with one of the approaches specified in Annex A.

5.3 Additional information for an RBG
Additional information for an RBG is as follows.

1) If the RBG is capable of operating in more than one mode (e.g. operational mode or test mode),|the RBG
shoyld, upon request, return information about the mode in whieh it'is operating.

2) A cdnsuming application may require that the RBG be run in@test mode, for example, when using a non-
secijet seed for generating bits for testing purposes only. When an RBG is in the test mode, the RBG shall
not pe capable of being used to generate (secret) operatiehal output. The RBG shall not operate in the
testmode using a seed to be used in the operational mede.

3) Conkidered as a glass box, an RBG may provide eithanced forward secrecy. If supported, it means that
givegn all accessible information about the RBG\(eomprising some subset of inputs, algorithms,|internal
statg, and outputs), it shall be infeasible (upyto the specified security strength) to compute of predict
any [future output bit at the time that enhanced forward secrecy was requested.

6 RB(G model

6.1 Conceptual functional@model for random bit generation

Figure 1 depicts a conceptiial‘functional model for random bit generation. This model and the associated
requiremnents and objectives specify what RBGs are expected to achieve without constraining or mgndating
how the|implementatidnishall be done, regardless of whether the RBG is non-deterministic or deterpinistic.
Since ngt all of the important aspects of random bit generation can be algorithmically speciffed, this
functional view @f random bit generation is central to the definition of RBGs.

The funftional'model encompasses everything required to produce random bits. This holistic apfroach is
necessaryto ensure that RBG output will be as random as desired.

When an RBG product or system component does not directly incorporate all of the functional components
or address all of the functional requirements specified in this document, that RBG can still conform to this
document if the RBG component is used within a system that supplies the missing elements and satisfies
the remaining requirements. Such an RBG is considered to possess residual functional requirements. Those
residual requirements become a system prerequisite for use of the RBG.

NOTE Figure 1 shows that there are RBGs that do not incorporate all functional components. Physical NRBGs, for
example, do not necessarily need additional inputs.

© ISO/IEC 2025 - All rights reserved
10


https://standardsiso.com/api/?name=5901bdc76708d63d1e6f8f0d103b7bf5

ISO/IEC 18031:2025(en)

6.2 RBG basic components

6.2.1 Introduction to the RBG basic components

The model as shown in Figure 1 has six basic components; however, it can be possible to meet all the
functional requirements without incorporating all the basic components. They are:

a) therandomness source;
b) additional inputs;

c) theinternal state;

d) the |nternal state transition function;
e) the putput generation function; and

f) health tests.

Randomness
source

Additional jinputs

Internal state
transition function

Internal state

A 4
Output
generation
function

A 4

Random
output

Figure 1 — RBG functional model

6.2.2 Randomness source

6.2.2.1 Randomness source overview

The randomness source is the source of unpredictable bits. These bits can be biased and in many cases, can
be dependent on one another to some extent. In the case of a DRBG, the randomness source can be a distinct
and possibly remote NRBG. However, for an NRBG, the randomness source component is an entropy source
that has a noise source with some entropy-producing activity, a method for detecting this activity, and a
digitization mechanism.
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The randomness source shall produce bits with non-zero entropy. It is the only model component that
produces entropy. For an NRBG, the entropy source encompasses everything that is not deterministic in
the RBG model, along with whatever is required for the source to manifest itself in bits (as opposed to
analogue signals or other non-digital activity). In a DRBG, the randomness source has traditionally been left
unspecified, even though the unpredictability of the generator ultimately depends on the entropy of a special
input called a seed. The model does not assume anything about the predictability, bias, or independence of
the bits produced by the source. The only assumption is that the randomness source has non-zero entropy.
However, all RBG designs are required to establish specific conditions that shall hold for the design to work.

6.2.2.2 Requirements for an entropy source

The req Hramante fortha eRtreR-Souree ucad bz an QBC

ollowrc
e eRtsTor—+tne-ehtropy-SeHreeuseaByah OTrOWS:

1) The| entropy source shall be based upon well-established principles, or extensively eharacterized
behaviour.

2) The|entropy rate shall be assessable, or the collection shall be self-regulating, se~that the arthount of
entijopy per collection unit or event reliably achieves or exceeds a designed lowey bound.

3) The|entropy source shall be designed so that any manipulation (such as, the ability to corjtrol the
entijopy source), influence (such as the ability to bias the entropy source)or its observation py some
unapithorized external body shall be minimized according to the requirements of the RBG design.

4) Los$ or severe degradation of an entropy source shall be detectable:

Methodg for evaluating the process for generating random bits_from the entropy source are spegified in
ISO/IEC|20543.

6.2.3 Additional inputs

6.2.3.1 | Additional inputs overview

Additionjal inputs can be used to personalize the output of an RBG based on parameters such as the time/
date, th¢ intended use of the data, and other;user-supplied information or data, or both, that is n¢cessary
to contrpl the internal functionality of the(RBG. These inputs typically include either commands |or time-
variant parameters, or both, such as a clog¢k or internal counter. The additional input may be used fo insert
new enffropy into the RBG. The entropy of the output shall not depend solely upon any propertig¢s of the
additional inputs.

Additionjal input can be inserted-during instantiation, generation, and reseeding.

6.2.3.2 | Arequirementfor additional inputs

The form and use of additional inputs shall not degrade the entropy of the RBG.

6.2.4 [nternalstate

6.2.4.1 | Internal state overview

The internal state contains the memory of the RBG and includes both secret and non-secret information. It
can include a seed, a counter, a clock value, user input, the security strength of the generation process, the
security strength of output, etc. The internal state consists of all the parameters, variables, and other stored
values that the deterministic parts of the RBG use or act upon. The internal state is usually implicit in the
specification of the deterministic functions for which it exists; the model makes the state explicit in order to
better address the security issues that it can affect.

Functionally, the internal state plays two different roles. The first is to ensure that the output appears
random even when the entropy of the input is insufficient to generate a truly random sequence of that length.
This randomness property is ensured by the output generation function. Since the internal state transition
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functions and the output generation function are deterministic functions, and since deterministic functions
have the property that they always give the same output for the same input, it can be necessary to have a
state variable that is constructed to change with each block of RBG output. The purpose of this variable is to
ensure that the output appears random even though no, or little, true entropy has been added to the system
(e.g. since it was reseeded with fresh entropy).

This is particularly relevant for a DRBG. For a DRBG, unless the seed or secret parameter is updated by an
external device, it is incumbent upon the design that only in the remotest possibility can a repeat sequence
of the state occur. Therefore, the seed (or the secret parameter) shall be updated periodically or the device
shall become inoperable after a predetermined period of time.

The second role of the internal state is to parameterize either the deterministic internal state transition
functions or the output generation function, or both, in such a way that when this parameter is uh.F(nown,

the detefministic function exhibits the properties required of it. For example, it can parameterizé thie output
generation function in such a way that the internal state cannot be deduced from the output when the secret
parameter is unknown. The secret parameter is typically one or more cryptographic keys, and these shall
be generated in a suitably random fashion. When such a secret parameter exists, it shalt-have a welltdefined
security]life cycle, which includes provision for its generation, distribution, update and’destruction.

NOTE 1 | Itis optional for RBGs to have a secret parameter.

NOTE 2 | Key management concerns are discussed in ISO/IEC 11770-1.

6.2.4.2 | Requirements for the internal state
The reqiiirements for the internal state of an RBG are as follows.
1) Thelinternal state shall be protected in a manner that is consistent with the use and sensitivity of the output.

2) Thelinternal state shall be functionally maintained properly across power failures, reboots, etc| or shall
regdin a secure condition before any output is generated (i.e. either the integrity of the internal state
shall be assured, or the internal state shall be re=initialized).

3) The|state elements that accumulate or carry entropy for the RBG shall have at least x bits of fentropy,
where x is the desired security strength “expressed in bits of security. The state element$ should
accymulate more than the minimum fwinber of bits of entropy for reasons of assurance and tp reduce
the fisk of using identical values in two different cryptosystems. Generally, it is recommended to keep
the entropy in the internal state somewhat larger than x, e.g. x+64 typically provides a sufficienymargin,
while if very large amounts of pre-computation and memory are available to an adversary, a sjze of 2x
shotild be used (e.g. Reference [19]).

4) The|secret portion of the-internal state shall have a specified finite period after which the R[BG shall
either cease operation'or be reseeded with sufficient additional entropy. Operations using an pld seed
shall cease after.the specified period elapses unless a new seed is provided. See ISO/IEC 11770-1 for
further details.on the key life cycle.

5) A specificinternal state shall not be reused, except strictly by chance. This implies that the same seed
shall not be'deliberately input to a different instance of a DRBG.

6.2.4.3 Recommendation for the internal state

The internal states that are used to produce public data, (e.g. nonces and initialization values), should be
fully independent from the states used to produce secret data such as cryptographic keys.

6.2.5 Internal state transition functions

6.2.5.1 Internal state transition functions overview

Internal state transition functions alter the internal state of the RBG. In a DRBG, the internal state
transition functions are composed of one or more cryptographic algorithms that are part of the generator
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specification. The internal state transition functions encompass everything in the RBG that can set or alter
the internal state. As a matter of convention, neither the randomness source nor any other RBG data inputs
are considered to act directly on the internal state. Instead, the randomness source and other RBG data
inputs are arguments to functions that act on the internal state.

Since the internal state can comprise several distinct components, the internal state transition functions are
likely to be composed of several distinct collections of functions, distinguished by the state component upon
which they act. The functions in such a collection can be as trivial as the identity function or as complex
as a cryptographic function. For a clock or counter register, the function that sequences the register as a
clock or counter is a member of the internal state transition functions. While the output of these functions is
always directed to a component of the internal state, the input may be from the randomness source, another
external RBG input, various components of the internal state, or any combination thereof.

The intdrnal state transition functions shall also allow for the secure manipulation (e.g. updating) of the
secret paprameter. Access to these functions shall be strictly controlled.

In a DRBG, the internal state transition functions are responsible for much of the security of the g¢nerator,
including how much output the RBG may produce for a given randomness source input;

In an NRBG, the internal state transition functions determine how the entropy collection affects the|internal
state of the RBG. These functions can work in a variety of ways: they can be simple, stateless algorithms, or
can compine previous states with newly collected entropy in order to accumulate entropy.

6.2.5.2 | Requirements for the internal state transition functions
The reqiiirements for the internal state transition functions of ap-RBG are as follows.
1) Thelinternal state transition functions shall be verifiable via a known-answer test.

2) Thel|internal state transition functions shall, over tithe, depend on all the entropy carried by the
intefnal state.

3) Thel|internal state transition functions shall.resist observation and analysis via power consymption,
timing, radiation emissions, or other side channels, as appropriate.

4) It shall not be feasible (either intentiofally or unintentionally) to cause the internal state tifansition
fungtions to return to a prior state in normal operation (this excludes testing and authorized verijification
of the RBG output).

6.2.5.3 | Recommendation for the internal state transition functions

The intefrnal state transitioffunctions should enable the RBG to recover from the compromise of the|internal
state (i.¢. provide enhanced forward secrecy) through a periodic incorporation of entropy.

6.2.6 Putput generation function

6.2.6.1 | Output generation function overview

The outputgeneration function (OGF) acts on the internal state to produce output bits, as requestdd by the
consuming application. A request to the OGF contains (at least implicitly) the number of output bits required
and the required minimum security strength for those bits. Such a request can cause the internal state to
be updated by the internal state transition functions. The OGF accepts the working state component of the
internal state as input and produces the RBG output. It can be as complex as a cryptographic function. The
OGF can format or block the output to conform to an external interface convention. The OGF should be a
“one-way” function, so that it is hard to invert the OGF in order to recover part of the internal state.

The OGF is deterministic and always produces the same output for any particular value of the internal state.
Therefore, there is an important relationship between the OGF and the internal state transition function.
The internal state transition function shall always be invoked at least once to update at least the working
state between successive actions of the output generation function.
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Requirements for the output generation function

The requirements for the output generation function of an RBG are as follows.

1) The output generation function shall be deterministic (given all inputs) and shall be testable by a
known-answer test. The known-answer test output shall be separated from operational output.

2) The output generation function shall use information from the internal state that contains sufficient
entropy to support the requested security strength.

3) The output shall be inhibited until the internal state exhibits/obtains sufficient assessed entropy.

4) OnCﬁmmmmmmmmmmmhmm
progiluce more output.
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output generation function shall resist observation and analysis via power consumption
ation emissions, or other side channels, as appropriate.

order to

timing,

output generation function shall resist attempts to interfere with its normalyoperation (ji.e. fault

output generation function shall protect the internal state, so that theiahalysis of RBG outp|
reveal useful information about the internal state.

Health test

Health test overview
bsts are concerned with assessing the health of the RBG. Health tests include functions that
ss the entropy of the input;
ss the statistical quality of the output; and
k whether the internal functions have*ieen compromised.

rnal functionality (i.e. the "health*;of the deterministic portions of the RBG) can most effec
using statistical tests on the noise source and known-answer tests on deterministic com
th of the entropy source andithe quality of the output shall be checked using statistical tec

information on assessing the health of NRBGs and DRBGs can be found in 8.8 and 9.8, resp

Requirementsfor the health test

irements for-health tests of an RBG are as follows.

uts does

fively be
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ectively.

BG shall
e able to

recover and return to the operatlonal state (e.g. repair and test) 1fthe permanent error state is deemed
unacceptable for the application requirements.

7 Types of RBGs

7.1 Introduction to the types of RBGs

Every RBG shall have a primary randomness source. RBGs are classified into two basic types, depending on
the nature of their primary randomness source. The primary randomness source is either an entropy source
or a seed value.
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If randomness is obtained from a system from which any amount of entropy can be extracted by sampling
(provided that this system runs for a sufficiently long period of time), then it is deemed to be non-
deterministic. In particular, no deterministic algorithm should be able to predict the output of a non-
deterministic randomness source. The primary randomness source for an NRBG is an entropy source, which
provides non-deterministic input.

If randomness is obtained from a deterministic process, then the output of that process is deemed to be
deterministic. A DRBG is instantiated with a seed value obtained as specified in 9.3.2. The DRBG produces
deterministic output if no non-deterministic input is provided during the generation process. An RBG may
also utilize additional randomness sources that can be either deterministic or non-deterministic. The
amount of entropy required by the consuming application shall be provided by an appropriate combination
of these randomness sources.

Care shdll be taken to ensure that an adversary cannot gain sufficient control over the randomnéss-qource in
order to|degrade the entropy in the RBG output.

This doqument is concerned with the generation of sequences of random bits. Some applications car require
the gengration of sequences of random numbers. Annex B specifies the conversion methods for geperating
sequencps of random numbers from sequences of random bits which shall be used.to ‘generate seqyences of
random|numbers.

7.2 N¢n-deterministic random bit generators

Non-detprministic random bit generators (NRBGs) can be further specified into sub-classes depending on
the natulre of their entropy source.

A physidal entropy source is one in which dedicated hardware is.used to measure the physical charadteristics
of a sequence of events in the real world. Such devices typicallycontinue to provide an output, provided that
power i$ applied to the measuring device. Examples of physical entropy sources and their measprement
include measuring the time between radioactive emissigns of an unstable atom and measuring the noise
charactgristics of an unstable or “noisy” diode. For mare details about the requirements of physicallentropy
sources|see 8.3.2.

A non-physical entropy source is any entropysource that is not a physical entropy source. Examples of
measuring the output of non-physical entraopy sources include measuring the time between key pijesses or
sampling data in regularly used portiongof random-access memory (RAM) memory. For more detajls about
the requirements of non-physical entropy sources, see 8.3.3.

A physi¢al NRBG is an RBG with(a)physical entropy source. A non-physical NRBG is an RBG with a non-
physicallentropy source.

A pure NRBG obtains input-only from a physical or non-physical entropy source.

Hybrid INRBGs obtain,entropy from entropy sources and seed values from deterministic sources. fA hybrid
NRBG shall satisfy~all the security criteria imposed on pure NRBGs and shall also satisfy certdin extra
security| requireinents (see 8.3.5) that are typical for DRBGs. The advantage of using a seed value from
anotherjrandoirness source as an additional input to the NRBG is that it allows the output of the NR[BG to be
parameterized by the user.

AT USE e Same NRB nd 0 ed EeNtropy SOUTTE as 101p 1€ entropy

Multiple ' 3 2 2 3 02 mot reused
(e.g. the same entropy bit-string is not provided to more than one user or to the same user repeatedly).

NOTE1 Additional information on classes of RBGs can be found in References [14] and [15].

NOTE 2 The use of a secret seed value, for example, can be an additional DRBG-type security feature. If the NRBG
meets the requirements of this document even with a simple state transition function and a simple output function
(see 8.2 and E.1), a cryptographic state transition function or a cryptographic output function can be an additional
DRBG-type security feature.
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7.3 Deterministic random bit generators

Deterministic random bit generators (DRBGs) can also be classified as either pure or hybrid. A DRBG is
considered “pure” if the only external input is the initial seed and is considered “hybrid” if it is capable of

acceptin

g external input values during operation.

A hybrid DRBG shall satisfy all the security conditions imposed on pure DRBGs and shall also satisfy certain
extra security requirements (see 9.3.4).

The security of a pure DRBG depends only on its initial seed and its cryptographic algorithm(s) for producing
output. The security of a hybrid DRBG also depends on the randomness and frequency of its external input.

NOTE 1
RBG. Loo

The adv
such as

NOTE 2

7.4 The RBG spectrum
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sely speaking, hybrid RBGs have two security anchors.

hintage of using a hybrid DRBG is that it can help prevent either cryptanalysis or add sécdurity
enhanced forward secrecy, or both.

Additional information on classes of DRBGs can be found in References [13] and [15]

ses of RBGs are depicted in Figure 2.

inction between an NRBG and a DRBG can be seen as a sub-division of a spectrum of design|
nd of the spectrum is a DRBG that is designed to use a sitgle seed for its entire lifetim
d of the spectrum is a simple NRBG that is designed as the-output of a strong, highly rand
histic entropy source. Intermediate RBG designs allow for periodic reseeding of DRBGs. Inter]
igns allow for NRBGs whose output also depends upotra seed value or NRBGs that process th
tropy source in a complex manner similar to the-ay in which a DRBG processes a seed vz
F type of RBG is a cost/benefit trade-off depending on the application requirements.

RBG
NRBG DRBG
Physical Non-physical
Pure Hybrid Pure Hybrid Pure Hybrid

Figure 2 — RBG classes

ns hybrid

features
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p. At the
bm, non-
mediate
e output
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8 Overview and requirements for an NRBG

8.1 NRBG overview

A consuming application may choose to use a DRBG for random bit generation. In such a case, the primary
role of an NRBG is to generate random initial seeds for a DRBG. However, this document does not preclude
using an NRBG, potentially with additional strong cryptographic post-processing, to generate all of the
randomness required by an application.
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Objectives and requirements that are unique to NRBGs, beyond the requirements in Clauses 5 and 6, are
specified in 8.3 to 8.9. Examples of NRBGs can be found in Annex D.

8.2 Functional model of an NRBG

This subclause introduces a specialization of the components and the general model for the case of an NRBG.
[t describes the general operation of an NRBG, including the objectives that each NRBG functional component
is intended to accomplish.

Figure 3 provides a functional block diagram depicting a conceptual NRBG. In this diagram, dashed lines
indicate a component that is optional. It is important to note that the mandatory components shown are not
required-ta he implpmpnfpd as actual phycir‘n] components but shall be implpmpnfpd functionally

Each of the components and their objectives and requirements are intended to prevent various [security
weaknesses associated with random bit generation that have been known to occur in‘cryptpgraphic
applicatjons and environments. In general, each of the following components are required. in an NRBG. In
some applications, it can be the case that none of the requirements for a given compg@nent are apjplicable.
If this cgn be adequately justified and documented, that component can be omitted.from the NRB[, either
because|the threat being countered by the component is not present in the intended application, or|because
the objeftive served by the component is being met implicitly or addressed by other means.

The follgwing paragraph is an overview of the way in which these components interact to producelrandom
output. The non-deterministic entropy source, while in general not producing acceptable random optput by
itself, bghaves probabilistically.

An internal state transition function based on one or more deterministic cryptographic functions cpmbines
a specified quantity of the entropy source data with the working state data to produce a new workihg state.
If the bif-length of the entropy source input data used for eaclrinternal state transition is n, and the size of
the working state is m bits, then the internal state transitien function is a function from the space of (n+m)

-bit seqyences to the space of m-bit sequences. The parameter sizes typically used in an NRBG will rthake the
number|of possible inputs to this function vastly Jarger than the number of possible outputs firom the
function. This results in a very large number of combinations of input sequence and current workjng state
being agsigned to any particular output for the new working state. Furthermore, if the cryptpgraphic
functions upon which typical internal state‘transition functions are based have been thoroughly gnalysed
cryptogtaphically, it is reasonable to assumeé that such an internal state transition function will map the
input sppce to the output space in a nearlyiniform way (i.e. each output has approximately the same{number
of preimjages). These assumptions lead toward satisfaction of the objective of creating uniformly g¢nerated
binary dequences in the working/state. DRBGs and NRBGs shall add new entropy to their state it a rate
greater than or equal to the rate that they output entropy. Therefore, whenever the consuming application
require§ random output, both"DRBGs and NRBGs ensure that the internal state contains sufficient{entropy
that has|not yet been used.teproduce random output, and then use the output generation function tg process
the current working state’to produce random output.

The output generation function takes the internal state, which can be required to be kept confidential from
an advefsary, and)produces an output that cannot be distinguished from random. The output geperation
function is typically also a cryptographic function or other function having similar uniform disfribution
charactgristics. An argument similar to that for the internal state transition function leads to the copclusion
that, withZappropriate parameter size choices, the output generation function produces a ufiformly
distributed binary output.

The behaviour of physical noise sources in physical entropy sources should be described using stochastic
models (see Reference [16]). Such a model allows accurate statistical testing designed to detect defects of
the noise source (i.e. when the noise source produces output that is not sufficiently random). A detailed
understanding of the underlying physics of the system can be used to inform the stochastic model and can
enable targeted statistical testing. It is possible to choose very simple internal state transition functions and
output generation functions to facilitate the determination of the stochastic behaviour of the output bits. If
the NRBG is intended to be used directly for the generation of sensitive key material (in contrast to seeding a
DRBG), it is recommended to use cryptographic post-processing of the noise source output.
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For non-physical entropy sources, the entropy per output bit can be lower than for physical entropy sources
and it can be difficult to accurately determine the moment when the entropy source fails. In such cases,
more complex post-processing operations can be required to ensure that the output of the RBG is suitably
random and to cope with an undetected failure of the entropy source.

A secure NRBG shall also include mechanisms designed to increase the likelihood of continued secure
operation in the event of failures or compromises. Detectable failures are addressed through the inclusion
of periodic and continuous health tests on the various components. Undetectable failures or compromises
are addressed in two ways: the internal state shall include either a periodically changing secret parameter
(e.g. a key) or a safety margin in the maintenance of entropy during NRBG operation. In the first case, the
secret parameter shall parameterize the deterministic operation of the internal state transition function so
that knowledge of the working state and all the inputs to the NRBG are insufficient to determine the NRBG
output. |f a safety margin is used, decreases in the available input entropy (due to unexpected,eents or
statisticpl model inaccuracies) are less likely to result in biased random output. An objective-for gn NRBG
will be for the NRBG to continue to operate in a manner no less secure than a DRBG in thé event|that the
entropy|source completely fails.

This objpctive can be met by the inclusion of a DRBG in an NRBG design, or by:

1) verifying that the health tests on the entropy source(s) can quickly detect-possible weaknpsses or
failyres in the entropy source that can unacceptably damage the quality of \thé random bits; ang

2) Iinitjating appropriate measures when such errors are detected.

NOTE It is usually feasible to meet these conditions for physical entropy sources since they use dedicated
hardwarg. A generic proposal is discussed in Reference [23].

Enhancgd forward and backward secrecy are properties of asproperly implemented and working NRBG,
given that the inputs are unknown. In fact, it is an inherentfeature of an NRBG, since the NRB( always
draws upon fresh entropy for each call. Thus, enhanced ferward and backward secrecy are autorpatically
providedl if the entropy source(s) deliver sufficient entropy.
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Figure 3 —Block diagram of an NRBG

8.3 NRBG entropy sources

8.3.1 [General

The estimation of the quantity of entropy produced by an entropy source is discussed in Annex F.
8.3.2 Primary enfropy source for an NRBG

8.3.2.1 | NRBG primary entropy source overview

This compdhent serves as the source of unpredictability in the NRBG by providing data to be procgssed by
the internal state transition function. This source of unpredictability differs from that in a DRBG, which
relies on the unknown initial seed for unpredictability. In an NRBG, unpredictability is based on the use of
one or more noise sources.

A physical noise source is accessed by dedicated hardware that measures the physical characteristics of a
sequence of events produced by that noise source. Examples of physical noise source measurements include
measuring the time between radioactive emissions of an unstable substance and measuring the output of
a noisy diode that receives a constant input voltage level and outputs a continuous, normally distributed
analogue voltage level.

A non-physical noise source is any non-deterministic noise source that is not a physical noise source.
Examples of non-physical noise sources are system data or the RAM contents of a PC, or an aperiodic signal
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based on an irregularly occurring event or process timing interactions, such as the sampling of a high-speed
counter whenever a human operator presses a key on a keyboard.

Specific details and requirements for physical entropy sources and non-physical entropy sources (which
contain physical and non-physical noise sources) can be found in 8.3.3 and 8.3.4, respectively.

Depending on the noise source, it is possible that the output of the entropy source is not adequate for direct
use as an RBG output, either because it is not in the form of a binary digital sequence or because it exhibits
statistical biases. These shortcomings are remedied in an entropy source by digitization and/or conditioning
the noise source output to reduce bias or ensure that the entropy rate of the entropy source output is no less
than some specified amount.
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Requirements for an NRBG primary entropy source

hary entropy source is the foundation of the non-deterministic behaviour of the-NRBG. By d¢
i design shall include this component.

tional requirements for the primary entropy source are as follows.

ough the entropy source is not required to produce unbiased dnd independent outputs

wn algorithmic rule.

entropy source shall contain a means by which the rate 6f entropy contribution from its cor
e source can be assessed. This requires that the operation of the noise source be based
blished principles or extensively characterized behaviour so that an appropriate statistic
he noise source can be identified.

| by the

finition,

it shall

e the property that it exhibits probabilistic behaviour; i.e. the output shall not be predictable by any

stituent
on well-
hl model

noise source shall be amenable to bench-testing by a validation laboratory or so
pendent verification process to ensure proper operation. In particular, it shall be possible

v for the evaluation of the claimed statistical model, the entropy rate, and the appropria
health tests in the entropy source:

ire or severe degradation of the.entropy source shall be detectable. Based on the frequency
5 being performed, it is possible that this detection is not immediate.

entropy source shall.be-protected from adversarial knowledge or influence. In particulaj
hfeasible for the adversary to influence the entropy source in such a way that the entropy
rce produced falls below a threshold value without being detected.

Recommendations for an NRBG primary entropy source

mmended features of the primary entropy sources are as follows.

1y

e other
collect

ta sample from the entropy source during the validation or independent verification prjocess to

eness of

bf health

it shall
that the

bn there

e should

not change significantly over time. For example, if the entropy source produces outputs from a certain
alphabet with a statistical distribution, it should be consistent in this bias over time. An entropy source
thatis not stationary would greatly complicate the process of estimating the rate of entropy contribution

and

2)

increase the difficulty of validating the resulting NRBG design.

Appropriate health tests tailored to the known statistical model of the source should place special

emphasis on the detection of misbehavior having increased likelihood near the boundary between the
nominal operating environment and abnormal conditions. This requires a thorough understanding of
the operation of the entropy source.
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8.3.3 Physical entropy sources for an NRBG

8.3.3.1 NRBG physical entropy source overview

The physical noise source within a physical entropy source typically provides a continuous stream of output
while it has power applied. However, this output is not necessarily provided as a simple binary string. For
example, if the physical noise source output is based on the time between radioactive emissions, it is possible
that the noise source does not provide a simple binary output string that contains entropy but a series of
timings between emissions. Alternatively, if the physical noise source used is based on voltage variations in
a noisy diode, then the output can be a series of voltage measurements.

NOTE In these examples, the entropy is based on the variability of the timings (in the first example) and on
assignmeénts made for the threshold values (in the second example).

Typically, this noise source output shall be interpreted before it can be of any use. This can’be [done by
comparing the physical data provided by the noise source to a series of threshold values. The data provided
by the npise source can either be compared to a single threshold value, so that a single reading of thie source
producef a single bit of output, or a series of threshold values, so that a single reading of the source groduces
several Iutput bits.

Since a physical entropy source is likely to be contained within a cryptographicboundary of an NRBG, the
focus of|the security requirements in this document is on the proper collection and interpretation pf a true
physicalinoise source. Other measures can be considered to reduce the possibility that an external adlversary
obtains |[nformation from, or exerts undue influence over, the noise source.

An advantage of a physical noise source is that it can generally bé.modeled as a stochastic procesg. This in
turn, ledds to efficient online health checks that accurately detérmine the moment when a physi¢al noise
source fhils. Such tests can be used to prevent an NRBG based\on the use of a physical entropy soutce from
continuing to operate with a failed noise source (e.g. the noise source becomes predictable).

An evalyation methodology for physical noise sources.is specified in ISO/IEC 20543.

8.3.3.2 | Requirements for the physical noise source of an NRBG
The fung¢tional requirements of a physical neise source are as follows.

1) The|threshold values for the noise.source shall be chosen so that the output string contains a spufficient
amdunt of entropy.

NOTE There is a difference between the entropy displayed by a noise source (which can produce dhta at an
arbitrary degree of precision) and the entropy provided by a binary interpretation of that source.

2) Theltotal failure of the\noise source shall be immediately detectable. A degradation of the noisg source
shalll be detected quickly.

8.3.3.3 | Recomimendation for the physical entropy source of an NRBG

The entropy source should be formally analysed and the threshold values for its noise source chosen in
such a way)that the output contains the greatest possible amount of entropy. Making such an arfalysis is
feasible because true physical NOISE SOUTCes are comparatively simple compared to entropy derived from
non-physical sources.

8.3.4 NRBG non-physical entropy sources

The entropy from non-physical noise sources within non-physical entropy sources is usually provided by
a system upon request from the NRBG. Hence, non-physical noise sources are typically outside the defined
protection boundary of the NRBG. The data is usually already binary in nature. For example, the noise source
output can be a digital representation of the time between key presses (as measured by a system), certain
unpredictable network statistics, or the contents of unpredictable portions of the RAM.
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Since a non-physical entropy source is, at least partly, outside the control of the NRBG, sufficient precautions
shall be taken to minimize the possibility of an adversary gaining any knowledge of the data and/or the
likelihood of influencing the entropy source. Furthermore, as it is a lot harder to model a non-physical noise
source accurately as a stochastic process, it can be more difficult to determine whether such a source is
operating correctly or not. Hence, NRBGs based on non-physical entropy sources often use complex state
transition and output generation functions that guarantee that the RBG is at least as secure as a DRBG for
the period of time between the noise source failing and the failure being detected.

There are no extra security requirements for a non-physical entropy source.

An evaluation methodology for non-physical noise sources is specified in ISO/IEC 20543.

8.3.5 NRBG additional entropy sources

8.3.5.1 | NRBG additional entropy sources overview

The opefation of an NRBG can also include one or more additional entropy sources. An‘additionalfentropy
source dan be useful for a variety of reasons. It can provide a layer of protection agdinst degradati¢n of the
NRBG ofitput due to the primary entropy source failing or straying from the chardcterized statistichl model
of its nojse source.

In situations where the primary entropy source has some degree of externalyisibility, an additionallentropy
source that is less externally accessible lessens the usefulness of knowledge of the primary entroply source
to the adversary.

Finally, having multiple entropy sources can provide the capability for split control, enabling app|ications
where nmultiple users require access to the same NRBG outputibut distrust each other’s potential ihfluence
over thelindividual entropy sources. For such applications, itis possible to design the NRBG so thaf a user’s
trust in h single entropy source is sufficient for trust in thefinal NRBG output.

An NRB{ may use an additional source of randomnessie.g. a seed value produced by a pure DRBG (s¢e 9.3.2).
NRBGs tlhat use a seed value from a deterministic précess are discussed in 8.3.5.2 and 8.3.5.3.

Despite fthe additional sources of randomness providing additional unpredictability to the output offan RBG,
the seculrity of the RBG shall rest solely upon the primary entropy source.

8.3.5.2 | Requirements for NRBG additional entropy sources
The fung¢tional requirements for-additional entropy sources are as follows.
An additional entropy sourcé.shall be included if the:

1) prirhary entropy selifce is insufficiently reliable from a failure perspective. In this case, the additional
entopy source shall meet or exceed the same requirements as the primary entropy source;

2) primary entfopy source produces entropy at a rate that is insufficient for the desired rate of rajdom bit
geng¢rationivth this case, the additional entropy source shall meet or exceed the same require:Lents as
the primadry entropy source. Alternatively, instead of including an additional entropy source, {t can be
accgptable to solve this problem by using the NRBG only for the initial seed generation for a DRBG; and

3) application or environment require that the RBG exhibit features that are best provided by a hybrid
NRBG, i.e. that the RBG takes a seed value from another randomness source as input. In this case, the
additional entropy source shall satisfy the conditions given in 8.3.6.

Whether the additional entropy source(s) is/are of the same type as the primary entropy source (i.e. a second
version of the same type of entropy source), or a completely different component or process, this source
shall operate independently of the primary source to ensure that the combined entropy sources will not
lose entropy due to statistical dependence. Independence of entropy sources also facilitate the design and
evaluation or independent verification processes by allowing the primary and secondary entropy sources to
be analysed separately. It also reduces the likelihood of a failure in the primary entropy source.
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8.3.5.3 Recommendations for NRBG additional entropy sources

The optional but recommended features of the additional entropy sources are as follows.

1) The RBG output should remain unpredictable even if the attacker can adaptively choose the values of

the additional entropy sources; the attacker should be unable to predict the next bit produce
RBG with probability significantly greater than one half.

d by the

2) Additional entropy source(s) should be included in the NRBG design if either of the following is true:

a) the primary entropy source is somewhat non-stationary (i.e. inconsistent) in its statistical

behaviour, making the estimation of input entropy more difficult; or

b) |there is a concern that the primary entropy source is possibly not free of adversary knowlledge or

influence. In this case, the additional entropy source should satisfy the same requiremen
primary source, although it can be acceptable for it to be somewhat more deterndinistic,
actions by the user or factors from the system environment can influence (although not co
determine) the output from this source in a perceptible way.

8.3.6 Hybrid NRBGs

s as the
That is,
mpletely

An NRB( is a hybrid NRBG if it uses complex, stateful post-processing (e.g. €ryptographic processing). The

main advantage of a hybrid NRBG is that the post-processing adds computational security to the]
unprediftable entropy source output as a second security anchor.

The addjtional functional requirements of a hybrid NRBG are as follows:
1) The|post-processing shall provide backward secrecy, forward secrecy and enhanced backward

2) The|hybrid NRBG shall provide enhanced forward secrecy.

3) No @inauthorized person shall be able to manipulate, influence, or update any seed value used
prog¢essing.

8.4 NRBG additional inputs

8.4.1 RBG additional inputs overview

The opefration of an NRBG can require taking certain public or user-generated inputs such as cor
power variations and time-variant'data such as counters, clocks or user-supplied data. It may be §
that these additional inputs(are either directly observable or under the direct control of an ad
Therefofe, it is vital that theymanipulation of these inputs does not reduce the effectiveness of thg
that only correctly authémnticated and authorized personnel have the ability to manipulate these ing
then onlly within a defined operational policy.

8.4.2 equirements for NRBG additional inputs

already

secrecy.

for post-

hmands,
issumed
versary.

RBG or
uts, and

The funftional requirements of all additional inputs shall include protection against their mani
(commahds, clock, timers, power etc.) that comprises the security of the RBG.

ulation

NOTE This can be accomplished by limiting the influence that these inputs have over the overall control of the

NRBG. Power input is, of course, a special case. Disruption of power will obviously result in a complete

denial of

service. If this is a concern, then the operating environment of the NRBG is expected to provide uninterruptible power,

which is a system issue and beyond the scope of this document.
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8.5 NRBG internal state

8.5.1 NRBG internal state overview

This component consists of information that is carried over between calls to the NRBG and all the information
that is processed during a request. For this reason, an internal state is a requirement; however, it is not
compulsory that any portion of the internal state depend upon previous states, i.e. there is no requirement
for any portion of the internal state to be carried over to the next NRBG call (e.g. in the coin flip example, no

internal state is carried over from one coin flip experiment to the next). In such cases, the internal
an NRBG is totally dependent on the output of the entropy source at the time that the NRBG is used.

state of

Howevep-by retaining this state information, the NRBG can produce a random output as a functign of not
only the|current input from the entropy source but also several (or all) previous inputs. This proyidgs a layer
of proteftion against entropy source failure or degradation, as well as a compromise of the randorh output

by an adversary who has knowledge of or influence on the entropy source.

The intg¢rnal state consists of two parts. The working state is the portion of the ifiternal state

that is

processé¢d in combination with entropy source data by the internal state transitienfunction to [produce
the new|internal state. This portion can consist of a random “pool,” in addition tg"any optional coynters or
other values. The second part of the internal state is a value referred to as a secret parameter. THe secret
parametfer is an additional input to the internal state transition functiop—that customizes the function
for that|particular instance of the NRBG. As such, it serves as an additignal layer of protection dgainst a
degraded or compromised entropy source. Depending on the handling‘of'the secret parameter, it fcan also

protect against a compromised working state.

Since tHe entropy source output shall initially be placed int¢)an internal state, the working

state is

mandatg@ry. All, part, or none of the internal state may be carrieéd forward to the next NRBG invocation. The
use of a|secret parameter is optional but where used, it is typically preserved between NRBG invpcations
and can|only be updated by an authenticated and authorized person (or personnel) within the bouhdary of
the operational policy. More information on the issues associated with control of the secret parameter is

providedl in ISO/IEC 11770-1.

8.5.2 Requirements for the NRBG internal'state

The fung¢tional requirements of the internalstate are as follows.

1) The|design of the NRBG shall protect against knowledge of or influence over the internal state by an

adversary.

NOTE 1 | Possible means of aceommplishing the above requirement include assigning the internal state to a

memory

region adcessible only to the NRBG, hosting the NRBG on a standalone computer or device, or through security policies

that phydically protect the systém and its environment.

2) The|secret paranieter, if it exists, shall be protected from adversarial knowledge by the NRBG prptection

bouhdary, which-shall be designed to detect unauthorized penetration attempts.

3) The|initial\value of the secret parameter, if it exists, shall contain sufficient entropy to rheet the

secyrityirequirement of the NRBG. This initial secret parameter shall either be generated by tl|1
or Wy another NRBG. If the secret parameter is generated by the NRBG itself, the NRBG shall

e NRBG
operate

in a special mode dedicated for this purpose, where the resulting random output becomes the secret

parameter.

However, if additional security is deemed to be a requirement to protect against possible scenarios of
the adversary gaining knowledge of or influencing the entropy source, then the initial secret parameter
generation process shall obtain additional entropy data either from another system component or
through interaction with the user for combining in some way with the entropy source data (i.e. this

additional entropy data serves as a temporary secondary seed value).

NOTE 2 Examples of user interaction can consist of, but are not limited to: key presses, timings between key

presses, or mouse movements.
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4) Inthe eventthatthere are values that the secret parameter should not take (e.g. “weak” cryptographic keys),
then the secret parameter shall be tested to make sure that these secret parameter values are not used.

5) The secret parameter, if it exists, shall be replaced periodically. This supports the objective of enhanced
forward and backward secrecy. The secret parameter should only be updated through commands
issued by properly authenticated and authorized personnel within the boundary of the operational
security policy or by automated methods in accordance with established criteria (e.g. based on time or
the number of generation requests).

6) If a secret parameter exists and unless it is obtained from another NRBG, the secret parameter
replacement or updating process shall involve the entropy sources and internal state transition function.

NOTE 3 [ATeasomnmabie TepIacement SCHEMe Woutd DE SIMP1y to TePIace ol add the CUTTENt Secret paramgter with
ordinarylrandom output from the NRBG that has not and will not be used for any other purpose.

7) If tHe entropy source(s) fails and the working state becomes compromised, the NRBG.shall r¢sist any
attempts to force it to produce predictable output.

NOTE 4 | This can be achieved by ensuring that either the NRBG ceases operation when the‘entropy sourde(s) fails,
or the NRBG includes a secret parameter. However, both can only be applied if the indiyidual use case or $tatutory
stipulatigns permit the NRBG to continue to operate in a manner that is no less securéthan a DRBG, in pafticular if
the secrdt parameter is of sufficient length and strength to resist any form of cryptanalytic attack against the NRBG,
including exhaustive search.

8.5.3 Additional information for the NRBG internal state
The optional but recommended features of the internal state areas-\follows.

1) Thelsize of the internal state, in bits, should be sufficient'to enable the NRBG to continue to|act as a
DRHG if the entropy source(s) fails or becomes completely known to, or controlled, by an adversary. If
the pntropy source data becomes constant, the maxitnum possible cycle length is bounded by tHe size of
the |nternal state, and this places an upper bound'on the work that an adversary would need to [perform
to r¢cover the internal state (through exhaustivé’search).

2) The| secret parameter should be preserved between operational sessions in order to proyide the
NRBG with a unique state with sufficient entropy at each power-up initialization without hpving to
imnjediately create a new secret payameter value. If this is done, the parameter should be presefved in a
way] that protects it from adversarial'access.

NOTE This protection can take the form of storage in a memory area accessible only to the NRBG proces$, storage
in encrypted form, or storage in a fremovable token that is subsequently protected (e.g. by storing in a vault).

8.6 NRBG internal state’transition functions

8.6.1 RBG internal state transition functions overview

The internal state'transition functions control all the operations that alter the internal state. Thes¢ include
the mandatery functions that place the output of the entropy source into the working state and that present
part of thé-internal state to the output generation function. Typically, these functions act indepent{lently of
the secretpararmeter:

However, the main function of the internal state transition functions is to control the “carry over” parts of
the internal state between invocations of the NRBG. This functionality is optional but recommended. Such a
function typically works in two parts.

1) It carries the secret parameter over to the subsequent internal state without change.

2) It updates the working state using a function that depends upon the current working state and
(optionally) the secret parameter.

Figure 4 shows an example of an internal state transition function with a secret parameter.
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Figure 4 — Example of the internal state transitionfunction

Requirements for the NRBG internal state transition functions

of an internal state transition function is required only tecellect and store the output of the
). If this is the only function that the internal state transition functions provide, then no ad

fernal state transition functions produce a new.'working state by combining the previous
th the output of the entropy source, then the functional requirement of the internal state tx
is as follows:

each replacement of the entropy-accumulating portion of the internal state, the entropy sou
fessed by the internal state transition function shall be of sufficient quantity to contain at
y bits of entropy as the security/strength of the NRBG.

Recommendations for the NRBG internal state transition functions

internal state transition functions should achieve backward secrecy through appropriate
way function,ssuch as a cryptographic hash-function.

internal state transition functions should have the property that all bits in the working s
entropy source input should influence the internal state transition function's output bits
ent of the updated internal state).

operation of the internal state transition functions should be protected against observa

entropy
|ditional

internal
ansition

rce data
least as

use of a

tate and
(i.e. the

tion and

ana

ysis via power consumption, timing, radiation emission, or other side channels, as appropr

ate. The

values that the internal state transition functions operate on (e.g. the internal state including any secret
parameter and entropy source input) are the critical values upon which the confidentiality of random
output is based. Side channel analysis can potentially defeat this confidentiality.

8.7 NRBG output generation function

8.7.1 NRBG output generation function overview

This component provides random output to the requesting application by processing all or a subset of the bits
in the current internal state (both the working state and, possibly, the secret parameter) and possibly any
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optional additional inputs. The output generation function serves as an important component in obtaining
backward and forward secrecy. The component provides backward secrecy by preventing the random
output from revealing information about the previous or current values of the internal state, entropy source
inputs, or random outputs.

The output generation function may provide:

— forward secrecy by preventing output values from revealing internal state information; or

— enhanced forward secrecy by triggering the insertion of fresh entropy;

orb

oth.

8.7.2

The fun

Requirements for the NRBG output generation function
tional requirements for the output generation function are as follows.
output generation function shall not introduce biases into the random output.

random output from the output generation function shall pass the statistical health tests w
required (see 8.8.5).

output generation function shall process at least as many bits from-the internal state as the
ts in each random output block produced by the output generationfunction. Depending on
itput generation function used, it can be necessary to process@ignificantly more than this
ts from the internal state.

output generation function shall not reuse data from the'working state portion of the inter
n providing random data to the requesting applicationy That is, either:

the internal state transition function shall repla¢e-sufficient portions of the working state
calls to the output generation function to ensuxe no reuse; or

the output generation function shall use a-previously unused portion of the working state t
that data is not reused.

output generation function shallkfiot leak any information about the internal state t
ntially enable future output to'bé compromised. That is, the output generation function
ble to be inverted to reveal information about the internal state, and its output shall not re|

mation about the currentstate.

RBG health tests

NRBG health tests overview
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The health tests presented in this subclause include three sets of tests:

— tests on the deterministic components of the NRBG;

— tests within the entropy sources; and

— tests on the random output produced by the NRBG.

py other

The tests on the deterministic components shall apply to all NRBG designs. There can be cases where the
rate of entropy acquisition or random output is too low to feasibly implement all statistical health tests on
either the entropy sources or the NRBG output. In such cases, the designer may attempt to modify the tests
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or test thresholds, to permit smaller sample sizes, while keeping the Type 1 error probability approximately
the same.

NOTE For the purposes of this document, a Type 1 error is defined in terms of a test of a hypothesis in which
an assessment of a random sequence results in a decision that the sequence is not random when in fact it is random.
Additional information about Type 1 errors can be found in Reference [17].

General requirements and specific requirements to each of these sets of tests are presented in 8.8.2 to 8.8.5.
In some cases, the NRBG can have additional features or functionality not addressed by this document and
can include specialized tests. In these cases, the designer shall thoroughly document the objectives of these
additional features and the basis for the additional tests.

nnnnnnnn at yarhich bhoa-lih +acte chall o pawefoand daande o +bhn Avavall docign oFfF ¢ o
The fregueney—at-which-health—tests—shall-be—performed—depends—en—the—everal-desigpef-the RBG. For
examplg, if it can be ensured that any failure of the entropy source can be detected quickly, as\asgured by
frequent testing of the entropy source, the deterministic component can be simplified.

8.8.2 [General NRBG health test requirements
The fung¢tional requirements for all three categories of health tests introduced in 8.8.1 are as followfs.
1) The[NRBG shall automatically perform thorough health tests at each power=ap or initialization,

2) The[NRBG shall allow for health tests (on the entropy sources, deterministic components, and{random
output) to be performed “on demand.”

3) All gutputs from the NRBG shall be inhibited while health tests-ate being performed in order td conceal
infofmation about the operation of the NRBG and to prevent the release of any informatiqn about
possible failures (this includes the health tests on determiinistic components in 8.8.3, health [tests on
entilopy sources in 8.8.4 and health tests on random output in 8.8.5. Data that has successfully passed
all tpsts on random output can be used as random outpiit following the completion of all health [tests.

NOTE 1 | An exception to this requirement can exist if héalth tests are continually applied to the NRBG (e}g. health
tests within the entropy source or statistical tests on theioise source output). In this scenario, it would be imlpractical
if not impossible to meet this requirement.

4) If the NRBG is implemented as software or firmware, the health tests performed at initialization
shall include an integrity check on-the implementation code (e.g. RAM, Read-Only Memory (ROM)
or programmable logic device). Examples of ways to do this include a digital signature or message
authentication code applied to the.software or firmware.

If incredsed assurance is desiréd,the implementation of the NRBG requires the performance of the health
tests with increased frequency during an operational session without serious degradation in performance
in addition to during power<lp initialization (a reasonable interval is one based on the frequency of fequests
for randpm bits).

5) Ifary of the health tests return a failure result, the NRBG shall enter an error state and indicatea failure
conglition to<the application or user. The NRBG shall not perform any random output generatipn while
in the errot state. The NRBG shall require user intervention (e.g. power cycling or re-initialization),
follgwed By successful passing of the health tests, in order to exit the error state.

NOTE 2 FOT example, to TeCOVer Or exIt ITOIm an error state, an NRBG 15 required to follow 1ts maintenance
procedures.

8.8.3 NRBG health test on deterministic components

The objective of these tests is to ensure that the deterministic components of the NRBG continue to correctly
process any possible set of inputs. Since, by definition, there is no unpredictability in these components, the
accepted method of testing is to use known-answer tests. Such tests initialize the component or function to
a fixed initial state, input a fixed input to the function, then compare the resulting output with the correct
output that was computed previously by an independent implementation of the function (e.g. a verified
computer simulation used during NRBG development) and stored with the NRBG implementation.
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The functional requirements for the health tests on the deterministic components are as follows.

1) The known-answer tests shall be included in the overall health tests performed either at each power-up
or re-initialization, or both, and on demand. The known-answer tests should be included in the overall
health tests performed at periodic intervals.

2) The comparison sequence (the result to be compared with the known answer) produced for any known-
answer test shall be sufficiently long so that the probability of passing the test with failed or degraded
components is acceptably low. Since 32-bit checksums are used in many information assurance
applications, 32 bits is a recommended minimum length for known-answer test values.

3) The known-answer tests shall be performed on all deterministic components of the NRBG, including not
onl ; — T done by
setting the internal state to a fixed pattern, blocking the entropy source data and replacingthé|entropy
soufce output with a fixed bit sequence, and running the NRBG process in its operational mdde. This
actipn shall produce an output sequence of at least the length determined according te’reqyirement
2) dbove. The output is then compared to the predetermined value developed thiough indgpendent
implementation or simulation.

4) Thelknown-answer tests shall exercise each aspect of the function being testéd) This generally fequires
thaf the fixed input pattern be long enough to provide a representative sample of possible input} to each
majpr functional component of the function being tested.

5) All putput from the NRBG shall be inhibited while known-answef health tests are being pefrformed
in grder to conceal information about the operation of the NRBG’and to prevent the releasg of any
information about possible failures. Data resulting from theknown-answer health tests shall not be
usedl as random output following the completion of all health tests (since the data is to be uped only
for health testing). The current value of the NRBG internalstate following successful completipn of the
known-answer test shall not be used except for comparison with the expected internal state.

The knqwn-answer tests on the deterministic compaonents of the NRBG may be eliminated in fhvour of
implemgnting the NRBG as two redundant and indeépendent processes (other than the entropy fources)
whose outputs are continuously compared. In this-case, a mismatch shall be handled as a health tesf failure,
with entlry to the error state.

8.8.4 NRBG health tests within entropy 'sources

The obj¢ctive of these tests is to detect variation in the behaviour of the noise source from the intended
behaviopr. It is possible that the fioise source output is biased and not independent. The entropy [can also
be very pparse. In the vast majority of cases, traditional randomizer tests (e.g. monobit, chi square dnd runs
tests that test the hypothesis of unbiased, independent bits) virtually always fail and thus are not yseful. In
general,|tests within the entropy sources are required to be tailored carefully to the noise sourcg, taking
into accpunt the non-uniform statistical behaviour of the correctly operating noise source.

For nonfdeterministie noise sources obeying very complicated statistical models, and for non-physical
noise sources in‘particular, it is possible that it is not feasible to develop statistical tests that correspond
precisely to a-statistical model of the noise source. In these cases, it can be more appropriate to|identify
simpler fests that, instead of determining whether a statistic calculated from a data sample falls within an
acceptalplezrange, determine instead whether the data sample contains any occurrences of values kKihown to
be associated with failures. The selection of the patterns used for such tests should take into account the
noise source’s likely failure behaviour.

The functional requirements for the health tests within the entropy sources are as follows.

1) The tests on the noise sources shall be included in the overall health tests performed either at each
power-up or re-initialization, or both, at periodic intervals during use, and on demand.

NOTE1 For example, the periodic interval for tests on the noise source can be determined by the module’s
implementation policy. The noise source is continuously tested to quickly detect catastrophic failures that cause the
entropy noise to become stuck on a single output value and detect a large loss of entropy that can occur as a result of
some physical failure or environmental change affecting the noise source.
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2) As a minimum, each noise source shall be tested for activity. That is, the test shall collect a quantity of

3)

data from the source and confirm that it does not consist solely of a constant output or other repeated
pattern.

NOTE 2  Constant outputs are those consisting only of a single value of the digitized noise source output. For
example, if the noisy diode in the example produced the value 0110 at each sampling, it would fail an activity test.

The size of the data sample collected depends on the characteristics of the noise source and shall be
chosen such that when the noise source is operating correctly, the probability of no activity within a

sample of that size is acceptably low (10_4 is arecommended value for this Type 1 error rate).

The tests applied to each of the noise sources and rationale for their appropriateness shall be thoroughly
docfimented. The rationale shall indicate why the tests are believed to be very likely to detectidilures in
the hoise sources.

The tests on each entropy source shall include tests that take into account the known charactéristigcs of the

noise sopirce. An evaluation methodology for health tests is specified in ISO/IEC 20543.

8.8.5 NRBG health tests on random output

The obj¢ctive of these tests is to provide a final check on the randomness_of\the output from the NRBG.
The det¢rministic tests on the internal state transition function and output.generation function are easier
to condyict than testing the non-deterministic outputs of the entropy sodrce. These functions fypically
do such|thorough mixing that even a complete failure of the entropysources would not cause ddtectable
statisticpl irregularities in the random NRBG output. This is a consequence of the objective that the NRBG
continug to operate in a manner no less secure than a DRBG if the.entropy sources fail or come uhder the
influence of an adversary. However, statistical tests on random»output are still useful, and are addiessed in

the requirements below.

The fung¢tional requirements for the health tests on the tandom output are as follows.

NOTE 1 | The functional requirements mainly address statistical tests. As indicated above, statistical testsfare often
ineffectiye in validating the quality of the random output'when strong cryptographic post-processing is applied.

1y

2)

Theltests on the random output shall bedincluded in the overall health tests performed at each power-up
or rg-initialization, or both, at periodicintervals during use, and when requested by the user.

The|NRBG shall be tested for failure to a constant value by performing a test on each block of[random
output produced by the outputgeneration function. See 9.8.8 for continuous RBG test specifics.

As a mirfimum, the NRBG health test should include the following set of tests on a sequence of 20 00 bits of

random joutput from the NRBG:

The overall set of tests-on’the NRBG shall be deemed to have passed if all four individual tests ard passed.

The indicated threshelds below correspond to a Type 1 error probability of 107*.

NOTE 2 | Thesefour tests [a) to d) below] are rooted in FIPS 140-2.[18]

a)
b)

Morjobittest: Let X be the number of ones in the sample. The test is passed if 9275< X <10275.

Poker test: Divide the sequence into 5 000 consecutive four-bit segments. Count the number of occurrences
of each of the sixteen possible four-bit values. Let f (i) be the number of occurrences of the four-bit value i

15
(where 0<i<15). Evaluate the following: X = iz‘f(i)2 —5000. The testis passed if 2,16 <X <46,17.
i=0

5000 “
Runs test: A run is defined as a maximal sequence of consecutive bits of either all ones or all zeroes.
The occurrences of runs for both consecutive zeroes and consecutive ones of all lengths from one to
six should be counted and stored. The test is passed if these counts are each within the corresponding
interval specified in Table 1 below. This shall hold for both the zeroes and ones. For the purposes of this
test, runs of length greater than six are considered to be of length six.
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d) Longruns test: Along run is defined to be a run of length 27 or more, composed of either zeroes or ones.

The test is passed if there are no long runs.
NOTE 3  The rationale for the runs and long runs tests is discussed in Annex I.
Table 1 — Runs test intervals

Run length (bits) Required interval

1 2315-2685

2 1114-1386

3 527 -723

4 240 - 384

5 103 - 209

6+ 103 - 209

Additioral tests can be performed on the random output if:

— itisfdeemed thatgreater assuranceisrequired. In such a case the tests a) to d) above should be augmented
or replaced by more comprehensive tests (sample sizes or additional statistical tests having & Type 1
errqr probability of 10~ or less); and/or

— a hdalth test on random output returns a failure result; the NRBG:should repeat the test a njoderate
nunjber of times but shall not exceed a total of three such tests, [f'the random output passes|the test
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bnale for the design of statistical tests is given in Annex.
RBG component interaction

NRBG component interaction overview

ponents of an NRBG are designed to accomplish certain security objectives by satisfying the
es and requirements. 8.9.2 presents@dditional requirements involving interrelationships ar
Pnts.

Requirements for NRBG eomponent interaction

interaction and timing of the internal state transition function and the output generation

shall ensure that the rate-at which the internal state transition function processes additional

sou
the
stat]
ope
be 1
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'ce input is sufficient to provide usable data for use by the output generation function. This
additional constraint that the output generation function shall not reuse data from the

e. This does 1ot necessarily require the entropy source and internal state transition functi
rating whien the output generation function produces output. For example, the working g
huch larger than its minimum acceptable length (e.g. the random output block length), prd
icientnumber of bits for the production of many random output blocks.
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ameter)

by the internal state transition function shall be such that the entropy source input, working state,
and secret parameter each independently contribute information into the working state after each
application of the internal state transition function, regardless of the information contribution from the
others. This allows independent safety margins on the maintenance of entropy within the NRBG.
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8.9.3 Recommendations for NRBG component interaction

The optional but recommended features applying to the interaction of the components of an NRBG are as
follows.

1y

2)

9

9.1 DRBG overview

The functional components of the NRBG and the interaction among these components should be
designed such that, if the entropy sources become completely degraded in a manner undetectable by the
health tests, the remaining NRBG components should continue to continuously operate and interact as
a DRBG. A natural way to accomplish this is by designing the NRBG as a DRBG that has been modified to
operate on input from one or more entropy sources.

The NRBG should be designed so that the working state continues to accumulate inputs from the
Y sou ata. For
example, this can be done as a background process when processor or system resources are-available.
Thi§ is especially recommended if there are long periods of time between applicationpeqyests for
ranglom output. In these periods, the internal state can be more vulnerable to obseryation dye to the
incrieased length of time during which it would otherwise remain unchanged.

Overview and requirements for a DRBG

A DRBG|uses an approved deterministic algorithm to produce a sequence of bits from an initial valjie called
a seed. Because of the deterministic nature of the process, a DRBG isleonsidered to produce “pseudofandom”
rather than random bits, i.e. the string of bits produced by a DRB&is predictable and can be recongtructed,
given krjowledge of the algorithm, a seed constructed from a $eed value provided by a randomnesfs source
(see 9.3f2) and any other input information. However, if thé<input is kept secret, and the algorithr is well

designed, the bit-strings appear to be random.

A DRBGis classified as either pure or hybrid, depending on its inputs. A pure DRBG only acceptls a seed
during ipitialization. A hybrid DRBG is capable of ac¢epting input during operation (i.e. after initialization),

either by reseeding with a new seed value or as additional input.

At any gliven time after a seed has initialized/a DRBG, the DRBG exists in a state that is defined by |all prior
input information. The seed can be thought of as defining different instances of a DRBG, each ¢f which
outputs|a sequence of output bits (possibly depending on a series of inputs, or the values of the additional

randompess sources).

The secyrity of the DRBG should)depend only on the primary randomness source, although other|{sources
can be ufsed to provide additional randomness to maintain the unpredictability of the output even ifthe seed
providedl by the primary randomness source (the primary seed) is compromised. Hence, the primgry seed

shall provide sufficientr¥andomness so that the desired security strength is achieved by the DRBG.

The sectyirity of an imiplementation that uses a DRBG is a system implementation issue; both the DRBG and

its rand¢mness source shall be considered.

Objectivies .And requirements that are unique to DRBGs, beyond those specified in Clauses 5 and 6, are

specifiedl im9.3 to 9.9. DRBG examples can be found in Annex C.

9.2 Functional model of a DRBG

This subclause introduces a specialization of the components and the general model for a DRBG. It describes
the general operation of a DRBG, including the objectives that each DRBG functional component is intended
to accomplish.

Figure 5 provides a functional block diagram for a DRBG that satisfies this document. It is important to note
that the components shown are not necessarily required to be implemented as actual separate program
routines but are required to be implemented functionally in some sense. Each of the components and their
objectives and requirements are intended to prevent various security weaknesses associated with random
bit generation that have been known to occur in cryptographic applications and environments. In general,
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each of the following components are required in a DRBG. In some applications, there can be a legitimate
argument that none of the requirements for a given component are applicable. For example, there are two
common scenarios in which a DRBG can wish to update a seed: if a seed has been used for “too long” or it is
suspected that an attacker has exerted some malicious control over the internal state. A re-seeding capacity
is therefore not required if the device ceases operation after some limit (e.g. time, number of calls) and the
internal state is suitably protected (e.g. by protective hardware).

The following is an overview of the way in which these components interact to produce pseudorandom
output. The primary seed value is either directly or indirectly supplied by an entropy source.

The primary seed value can be directly supplied in one of two ways.

— Theffirstwould beif the seed value were produced by am NRBG tiat meets the Tequirements of this
docpiment (i.e. an approved NRBG).

— The|second would be if the seed value were supplied by an entropy source internal to the DRBG{Such an
entfopy source would have to be tested to make sure that it produces output with asufficient{entropy
ratg in a manner similar to an NRBG.

The seed value is indirectly supplied if the seed value is produced by another DRBG(meeting the requirements
stated hprein (i.e. an approved DRBG), which in turn shall be correctly seeded.

After the seed is initially supplied, it is loaded into the internal state by a spécialized internal state trjansition
function referred to as the seeding function. Access to this specialized internal state transition function
should ¢nly be available to authorized parties. At no point shall it bepossible for this seed valfie to be
observefl or altered.

After the DRBG is supplied with an initial seed and made ready for use, it does two things on flemand:
updates|its internal state and outputs a block of random appearing data. The internal state is upddted by a
determihistic internal state transition function, referred to‘as the internal state update function in Figure 5,
that takes as input the current internal state, any additional inputs supplied by the user and the outputs of
any oth¢r randomness source (e.g. an entropy sourceior DRBG). In particular, it does not take the|original
seed value as input. The output of the DRBG is comiputed by a deterministic output generating flunction,
which tdkes the current (just updated) internal state as input.

In the apsence of any additional input, theCinitial seed determines all the outputs of the DRBG until it is
. Thus, if the DRBG does not take'additional inputs during use, storage of the seed in the|internal
state represents a major security threat; hence, if this was permitted, the DRBG could not be regarded as
possessing enhanced backward seclirity, since disclosure of the seed would threaten all security applications
dependipg on the output of the PRBG since the seed was introduced. Therefore, as a result of reqyirement
11) in 5., a DRBG that does net take additional inputs during use shall not store the seed in its internal state.

It is ofteln useful to think-of.the internal state as being the combination of a working state that is coptinually
updated|and, optionally;a-Series of secret parameters. These secret parameters often control the opefation of
the intefnal state tranmsition functions and output generating function in a manner similar to cryptpgraphic
keys (and are indeed often cryptographic keys). The selection of these secret parameters is outside the scope
of this dpcument.

NOTE 1 | Key management guidance can be found in ISO/IEC 11770-1.

Typically, a DRBG also contains a mechanism to update the internal state in the event that a new seed value
is supplied. Such an update is performed by a specialized internal state transition function and is known
as reseeding. The internal state after reseeding can depend upon the previous internal state or can involve
clearing the DRBG’s working state and loading the new seed in a similar manner to the initial seeding
operation.

A secure DRBG also includes mechanisms designed to increase the likelihood of continued secure operation
in the event of failures or compromises. The potential for failure to perform as intended is addressed through
the inclusion of health tests on the various components, such as known-answer tests and continuous output
tests (see 8.8.4).
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Each of the DRBGs specified (see Annex C) has been designed to provide forward and backward secrecy
when observed from outside the DRBG boundary, given that the observer does not know the seed or any
state values.

When observed from within the DRBG boundary, each of the specified DRBGs (see Annex C) provides

enhance

d backward secrecy.

In the case of a DRBG, enhanced forward secrecy depends on the insertion of sufficient entropy during
a generation process to meet the security requirements for the security strength to be supported by the
DRBG. This entropy may be inserted during a reseeding process or provided as additional input from an
additional randomness source. If this entropy is provided during each generation request, then full forward
secrecy is usually provided.

NOTE 2
seed pro
least 128

Providin
Howeve

appropr
generati

With re
seed is
internal

known,
DRBG ds¢

For example, if a DRBG is expected to provide 128 bits of security, then to have the full forwand,se
Fides 128 bits of entropy and, for each iteration of the DRBG, an additional input is made that.also cd
bits of entropy.

g entropy during each generation request is not necessarily practical forimany appl
, user input with even a small amount of entropy provides some degree of forward secrecy.
jate for an application to require additional input with high entropy for critical applications
on of digital signature keys).

pect to backward secrecy, a properly implemented DRBG is instantiated using a secret s

recy, the
ntains at

ications.
[t can be
(e.g. the

bed. The

1sed to determine the initial state of the DRBG. The output of.the DRBG is some functidn of the

state, and the internal state is updated during each request for'bits. If the seed or any state

sign to transition from one internal state to the next intéernal state.

Seed value

Additional inputs

Internal state
transition function
seeding

Internal state
transition function
reseeding

Internal state
transition function
the internal state
update function

Internal state

A 4

Output

generation

becomes

prior outputs can be determined unless a cryptographically,strong one-way function is us¢d in the

runction

Return
pseudorandom
bits
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9.3 DRBG randomness source

9.3.1 Primary randomness source for a DRBG

The primary randomness source input for a DBRG is a seed value. The seed value shall contain sufficient
randomness to support the DRBG's intended security strength and shall be input to the DRBG prior to
requesting pseudorandom bits from the DRBG. For more details about the requirements of the source of the
seed value, see 9.3.2.

The seed, seed value size and the entropy (i.e. randomness) of the seed shall be selected to minimize the
probability that the sequence produced by one seed significantly matches the sequence produced by another
seed, an ili i i i cument
does not require full entropy for a seed but does require sufficient randomness, the length of the(sed value
used to fonstruct the seed can be greater than the security strength specified in order to accommagdate the
needed randomness. That is, the length of the seed value shall, at minimum, be the number, of bits in the
specifieql security strength. However, the length should be more than the minimum imorder to jncrease
assuranfe of sufficient randomness and address any concerns of possible reuse of ayseed. It is impportant
to note fhat using the minimum length is acceptable only if the seed value is generated by a full|entropy
source. As the seed value is generally of variable size, the specification of the DRBG algorithms nfake this
assumption, although a specific implementation can be optimized to support aspecific length.

Randomness analysis for a seed is a critical component of the security assurance associated with tHe DRBG.
The impjortance of this analysis is most readily demonstrated when something goes wrong. For exaiple, if a
security|strength of 128 bits is desired and is believed to be achieved but only 60 bits are actually dchieved,
this amgunt of randomness is exhausted quite easily by an adversary. Even if the actual randomness is 80
bits, a d¢termined adversary can still exhaust the randomness at.a reasonable cost.

The gerrration or entry of randomness into a DRBG using<an insecure method can result in voifling the
intendedl security assurances. To ensure unpredictability,care should be exercised in obtaining and handling
seeds. The seed and its use by a DRBG shall be generated-and handled as follows.

1) Seed construction: A seed shall include a seed value and should include a personalization string (see 9.4
for further information on personalization strings). The combination of the seed value and the pptional
pergonalization string is also called the.seed material. A derivation function shall be used to upiformly
distribute the randomness across theseed or to adjust its length (without reducing the amount of
ranglomness in the seed) whenever a personalization string is used. Whether or not the personglization
string is present, the resulting seed-shall be unique.

NOTE 1 | Unique personalization strings can prevent an attacker from identifying the DRNG, inhibit sid¢ channel
analysis,[and be the last resort in.a‘eatastrophic failure scenario.

2) Seedl use: DRBGs maybe used to generate both secret and public information. In either case, the seed
shall be kept secret.”A single instantiation of a DRBG should not be used to generate both sefret and
public values. Cgstvand risk factors shall be taken into account when determining whether different
insthntiations for'secret and public values can be accommodated.

NOTE 2 | If the'DRBG can be used to provide enhanced backward and forward secrecy and if the implementation is
resistantlagdinst side channel attacks, it is possible to ignore this security feature to not use a single instantiption of a
DRBG to gerierate both secret and public values without loss of security.

A seed that is used to initialize one instantiation of a DRBG shall not be intentionally used to reseed the
same instantiation or used as a seed for another DRBG.

3) Seed randomness: The seed value for the seed shall contain sufficient randomness for the desired
security strength, and the randomness shall be distributed across the seed. It is possible that a
consuming application can be concerned about collision resistance. In order to accommodate possible
collision concerns, a seed shall have randomness that is equal to or greater than 128 bits or the
required security strength for the consuming application; whichever is greater [i.e. entropy = max (128,
security_strength)]. If a selected DRBG and the seed are not able to provide the strength required by the
consuming application, then a different DRBG shall be used.
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4) Seedvalue size: The minimum size of the seed value depends on the selected DRBG, the security strength

5)

6)

7)

NOTE 3

required by the consuming application and the randomness source. The size of the seed value

shall be

at least equal to the required security strength of the DRBG in-bits and can be larger, depending on the
randomness source [see item 2) in this subclause]. For example, if 160 bits of randomness are required,
the quality of the randomness source can require a seed value size of 240 bits or more to achieve the 160

bits of randomness.

Seed privacy: Seeds and seed values shall be handled in a manner consistent with the security required
for the target data. For example, if the only secrets in a cryptographic system are the keys, then the

seeds used to generate keys shall be treated as if they are keys.

Seed usage period: A DRBG seed shall have a specified usage period, after which it shall no longer be

usedl. Seeds shall have a specified finite seedlife. The seed shall be updated periodically, or

shalll be rendered inoperable by replacement after its seedlife. If seeds become known (i.e. thes
compromised), unauthorized entities can determine the DRBG output. The usage period may
by g time span or a maximum number of outputs that may be generated with that same.seed.

In Jome implementations (e.g. smartcards), an adequate reseeding process isChot possible
ranglomness source is possibly no longer available for reseeding. In these cases, the best polic
to replace the DRBG, thus obtaining a new seed in the process (e.g. obtain.a, new smart card).
applications, reseeding is an appropriate design choice. Reseeding (i.e. replacement of one see
new seed) is a means of recovering the secrecy of the output of the DRBG if a seed becomes k
an ddversary. Periodic reseeding is a good countermeasure to the potential threat that the se
DRBG output become compromised. However, the result from reseeding is only as good as th¢

the seed
ceds are
be given

since a
iy can be
In other
d with a
nown to
eds and
b quality

of the new seed value provided for reseeding. Generating too“thany outputs from a seed (apd other

inpyt information) can provide sufficient information for anadversary to successfully predictin

g future

outputs. Periodic reseeding reduces security risks, reducing the likelihood of a compromise of the target

datq that is protected by cryptographic mechanisms thdtwuse the DRBG.

Reseeding of the DRBG shall be performed in accefdance with the specification for the give
When a new seed is obtained during reseeding, the new seed should be checked (where pog
ensyire that two consecutive seeds are not ideritical. More than one seed shall not be saved by th
A seled shall not be saved in its original form/but shall be transformed by a one-way process. Wh
seed is generated and compared to the ‘old*"seed (i.e. the transformed old seed), the transforr
seedl shall replace the old, transformed seed in memory. The old, transformed seed shall be dest
the hew seed is determined to be idéntical to the old seed, another new seed shall be generated

Seedl separation: It is recommended that when resources permit (e.g. storage capacity), differe
instpntiations be used for theé generation of different types of random data. Each instantiation
initjalized with a different\randomly generated seed value and have its own internal state,

usirlg the same or different DRBG techniques. For example, the instantiation used to generat
valyes should be different than the instantiation used to generate secret values. The inst4g
usedl to generate asymmetric key pairs should be different than the instantiation used to se
DRBGs, which sheuld, in turn, be different than the instantiation used by the same (or a differer
technique togenerate symmetric keys. The instantiation used by a DRBG technique to generate
challenges.should be different than the instantiation used by the same (or a different) DRBG tech

h DRBG.
sible) to
e DRBG.
bn 2 new
hed new
royed. If

ht DRBG
shall be
whether
e public
ntiation
bd other
t) DRBG
random
nique to

geng¢rate PINS or passwords. However, the amount of seed separation (i.e. the number of instaftiations

and|DRBG techniques) is a cost/benefit decision.

Requirement 11 in 5.2 states that a DRBG is required to provide enhanced backward secrecy. If enhanced

forward secrecy is invoked (i.e. by inserting sufficient new entropy into the DRBG) and if the implementation is
resistant against side-channel attacks, the random bits generated after the insertion of the new entropy can be used
for different types of random data than the random bits generated before the new entropy was inserted without loss
of security.

9.3.2 Generating seed values for a DRBG

The seed value used in the seed for an approved (target) DRBG shall be produced in one of three ways.

1) The seed value for the target DRBG shall be produced by an approved NRBG that produces output at a

sufficient entropy rate (i.e. with full entropy).
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2) The seed value for the target DRBG shall be produced by an approved (source) DRBG that produces
outputata security strength equal to or greater than the security strength intended for the target DRBG.
The source DRBG shall also have been seeded in accordance with these seed-generation requirements.
Hence, a chain of DRBGs can be envisioned in which each DRBG produces seed values for the next DRBG
in the chain. However, this chain shall always begin with either an approved NRBG or an approved DRBG
with an internal entropy source.

3) The seed value shall be generated by an appropriate entropy source. This entropy source may produce
dependent bits. Ifitis produced in this way, then the developer shall assess the rate of entropy production
of the source and ensure that the source meets all the requirements of entropy sources found in 6.2.2,
8.3 and 8.8.4.

9.3.3

The opd
random

In additi
source (
a hybrid

Despite

the seculrity of the DRBG shall rest solely upon the primary randomnesssource.

The adv

output df the DRBG to be non-deterministic and can help preventeryptanalysis and/or add security

such as

9.3.4
A DRBG

input); gtherwise, it is a pure DRBG.

The extr
1) An
half]
or N
2) No{
the

3) No ynauthorized persen shall be able to manipulate or influence the non-deterministic input.

Additional randomness sources for a DRBG
ration of a DRBG may also include one or more additional randomness sources! |An ac

hess source can be useful for a variety of reasons.

b.g. an entropy source or NRBG) or another DRBG after initialization. In this case, the DRBG
DRBG (see 9.3.4 for further information).

Lhe additional sources of randomness providing additional unpredictability to the output of]

hntage of using an entropy source or NRBG as an additional{tandomness source is that it al
enhanced forward and backward secrecy.

Hybrid DRBGs

is hybrid if it accepts external input after initialization (e.g. by reseeding or accepting ag

a functional requirements of a hybrid BRBG are as follows.
idversary shall not be able to predict the next bit with a probability significantly greater {
RBG).

idversary shall be able toyrecover any information about the non-deterministic input by ol
butput of the RBG.

9.4 Additional inputs for a DRBG

The opgration“of a DRBG may include optional additional inputs. Additional input information
acquired by‘a DRBG during the instantiation, generation, and reseeding processes. This information
the input parameters when the DRBG is called by the consuming application and any additional in

[ditional

on to the required seed value, a DRBG may obtain randomness from a non-deterministic randlomness

is called

a DRBG,

ows the
features

[ditional

han one

even if the attacker has complete’control over non-deterministic input (e.g. from an entroply source

pserving

can be
includes

put that

can bep

ublic. Additional inputs shall not weaken the RBG.

Depending on the DRBG, time-variant information can also be required, e.g. a counter or a date/time value.

DRBGs allow for the use of an optional personalization string during instantiation. A personalization
string is used in conjunction with a seed value to produce a seed. Examples of data that can be included in
a personalization string include a product and device number, user identification, date and timestamp, IP

address,

or any other information that helps to differentiate DRBGs.
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The functional requirements for additional inputs are as follows.

1y

2)

3)

4)

9.5

When a counter is used by a DRBG, it shall not repeat during the “instance” of the DRBG. When the DRBG
is initialized with a new seed, the counter can be set to a fixed value (e.g. set to 1) but shall be updated
for each state of the DRBG and shall not repeat.

When a date/time value is used by a DRBG, it shall not repeat. Whenever a date/time value is requested
by a DRBG, either a different date/time value shall be used than was previously used, or another
technique shall supplement the date/time value to provide uniqueness (e.g. a counter is concatenated to
the date/time value).

When a personalization string is used, it shall be specified to be unique for all instantiations of the same
DRBGtype:

A DRBG shall remain secure even if the adversary has full control over the additional inputsto’the DRBG.
That is, even if the attacker can adaptively choose the values of the additional inputs, the attackdr should
be ujnable to predict the next bit produced by the RBG with a probability significantly greater thanjone half.

Internal state for a DRBG

The integrnal state is the memory of the DRBG. It consists of all of the parameters)#ariables and othgr stored
values that the DRBG uses or acts upon. The internal state includes values that are acted upon by thelinternal
state transition function between requests, keys used during each call,-additional input that Has been
obtained while a request is serviced and time-variant parameters usedyby the DRBG. The internal state is
dependgnt on the specific DRBG and includes all information that is®equired to produce the pseudqrandom
bits frorp one request to the next. Some portion of the internal state shall be changed by the interpal state

transitign function.

The intgrnal state can be thought of as a combination of,a*working state (which is potentially jupdated
during gvery execution), a secret parameter (which is.constant during every execution and only jupdated
periodidally), and administrative information (fixed information for the instantiation, such as the [security

strength of the DRBG).

The fungtional requirements for the internal state are as follows.

iy

2)
3)

4)

5)

9.6

A DRBG shall be instantiated prior to:the generation of output by the DRBG. During instantigtion, an
initfal state for the DRBG is derived;-in part, from a seed. The DRBG instantiation may be resgeded at
any|time if a reseed capability has been included. The state of a DRBG includes information thafis acted
upof, and optionally, keys used\by the generator.

Thelinternal state shall hexcompletely contained within the DRBG boundary.

Thelinternal state shallbe protected at least as well as the intended use of the output by the copsuming
application.

If there are values that the secret parameter should not take (e.g. “weak” cryptographic keys), then the
secijet parameter shall be tested to make sure that these secret parameter values are not used.

The|secCret parameter, if it exists, shall be replaced periodically unless the DRBG is terminated.

Internal state transition function for a DRBG

The internal state transition function updates the internal state using one or more algorithms. The
algorithms used and the method of altering the internal state depends on the specific DRBG.

The DRBGs in this document have three separate internal state transition functions:

iy

2)

prior to the initial use of the DRBG, a seed value and all initial input are obtained. The seed value and
initial input are used to determine the initial state of the DRBG;

the internal state shall be updated either after the output bits are determined by the OGF or when
insufficient entropy is not yet available in a pool of bits from which the OGF can extract output; and
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3) if the seed shall be replaced, then go to step 1 to determine a new internal state. Otherwise, combine
new seed material with the current internal state values to determine a new internal state.

The functional requirements of the internal state transition function are as follows.
a) The internal state transition function shall allow for known-answer testing when required.

b) A DRBG shall transition between states on demand (i.e. when the generator is requested to provide new
pseudorandom bits). A DRBG may also be implemented to transition in response to external events (e.g.
system interrupts) or to transition continuously (e.g. whenever time is available to run the generator).
Additional unpredictability is introduced when the generator transitions between states continuously
or in response to external events. However, when the DRBG transitions from one state to another
betyeem Tequests, Tt Talr be IeCessary to perfornT TeSeeding.

c) The|internal state transition functions shall achieve backward secrecy through appropfiate [use of a
onetway function, such as a cryptographic hash-function.

d) The|internal state transition functions shall have the property that all of the bits inthe working state
and|any new input from the randomness source influence the contents of the next internal statg.

e) Theloperation of the internal state transition function shall be protected agaifistobservation andfanalysis
via power consumption, timing, radiation emission, or other side channel\attacks, as appropriate. The
valyes that the internal state transition function operates on (internalstdte, secret parameter,|and any
newlly provided input from a randomness source) are the critical values upon which the confidentiality
of fyture random output is based. Side channel analysis can potentially defeat this confidentialify.

f) It shall be ensured that the internal state transition functionvthat updates the internal state| has the
property that the range of its possible values does not degenerate after repeated calls to it|without
intefmediate reseeding.

9.7 Output generation function for a DRBG

The output generation function of a DRBG produces pseudorandom bits that are a function of both the
internal|state of the DRBG and any input that.iS)introduced while the internal state transition fupction is
operating. These pseudorandom bits are deterministic with respect to the content of the internal sfate. Any
formatting of the bits prior to output is determined by a particular implementation.

The fun¢tional requirements for the @utput generation function are as follows.
1) The|output generation function/shall allow for known-answer testing when required.

2) A DRBG shall not provide/output until a seed with sufficient entropy has been incorporated[into the
intefnal state.

3) A DRBG requiringkey(s) shall not provide output until the key(s) is available.

4) The| output<generation function shall not leak any information about the internal state that can
potentially~enable future output to be compromised. Preferably, the output generation functioph should
not peable to be inverted to reveal any information about the internal state. That is, knowledge of the
ranglom output produced by the output generation function should not reveal any information apout the
input to the function (i.e. the output generation function should be a one-way function).

5) The output generation function shall produce output using the DRBG's internal state.

6) The output generation function shall not reuse bits from the internal state.
9.8 Health tests for a DRBG

9.8.1 DRBG health tests overview

Although not actually shown in Figure 5, the DRBG intrinsically contains mechanisms to measure its health.
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A DRBG shall be designed to permit testing that ensures that the generator is correctly implemented and
continues to operate correctly. A test function shall be available for this purpose. The test function shall also
allow the insertion of predetermined values of the input information in order to test for expected results
(known-answer tests). If any test fails, the DRBG shall enter an error state and output an error indicator.
The DRBG shall not perform any random output generation while in an error state and all output shall be
inhibited.

NOTE Error states can include “hard” errors that indicate an equipment malfunction requiring maintenance,
service, repair, or replacement of the DRBG, or can include recoverable “soft” errors requiring an initialization or
resetting of the DRBG. Recovery from error states is possible except for those caused by hard errors that require
maintenance, service, repair, or replacement of the DRBG.

9.8.2 PRBG health test

A DRBG(shall perform health tests to ensure that it continues to function properly. Health tests ofthe RBG
functionality shall be performed when the DRBG is powered up, on demand (e.g. upon application| request
or when|resetting, rebooting, or power recycling), and under various conditions, typically-when a pgrticular
function or operation is performed (i.e. conditional tests). Some health tests shall be,operated continuously.
An RBG|may optionally perform other health tests for DRBG functionality in addjtion to the tests gpecified
in this dpcument.

All dataoutput from the DRBG shall be inhibited while these tests are performed. The results from{ known-
answer fests shall not be output as random bits. However, the bits used during other types of test§ may be
used as putputs if those tests do not detect errors.

When a [DRBG fails a health test, it shall enter an error state and-dutput an error indicator. The DRBG shall
not perfprm any DRBG operations while in the error state, and ne data shall be output when an eryor state
exists. When in an error state, user intervention (e.g. power.cycling, restart of the DRBG) shall be fequired
to exit the error state.

9.8.3 DRBG deterministic algorithm test

This test shall be performed for a DRBG algorithm. A known-answer test shall be conducted at power up, on
demand| and can be conducted at periodic intervals. A known-answer test involves operating the zﬂgorithm
on data|for which the correct output is alteady known and determining if the calculated output equals
the expgcted output (the known answet). The test fails if the calculated output does not equal th¢ known
answer. [In this case, the DRBG shall enter an error state and output an error indicator.

9.8.4 DRBG software/firmware integrity test

This test applies to any DRBG containing software or firmware. A software/firmware integrity tgst using
an authg¢ntication technigue shall be applied to all software and firmware residing in the DRBG when the
DRBG is|powered up,in order to determine code integrity. Authentication techniques may include message
authentication codes<or digital signatures using known algorithms, or error detection codes (ED(s) when
perforrrled on code that only resides within a cryptographic boundary. This test fails if the calculat¢d result
does not equalsthe previously generated result. In this case, the DRBG shall enter an error state anfl output
an error|indicator.

1 e L | L d ATaVaWAidaVall Wal
For more UETdIls, Terer to 15U/ TEC 17

9.8.5 DRBG critical functions test

All other functions that are critical to the secure operation of the DRBG shall be tested during power-up
and on demand. Critical DRBG functions that are performed under certain specific conditions shall also be
tested when those conditions arise.

9.8.6 DRBG software/firmware load test
This test shall be performed by DRBGs that contain software or firmware. A cryptographic mechanism

using an approved authentication technique (e.g. using an approved authentication code, digital signature
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algorithm, or HMAC) shall be applied to all software and firmware [e.g. within electrically-erasable
programmable read-only memory (EEPROM), RAM, and field programmable gate arrays] that can be
externally loaded into a DRBG. This test shall verify the authentication code or digital signature. A calculated
result shall be compared with a previously generated result. This test fails if the two results do not match. In
this case, the DRBG shall enter an error state and output an error indicator.

For more details, refer to ISO/IEC 19790.

9.8.7 DRBG manual key entry test

When security 1nformat10n is manually entered into a DRBG (e g a seed Value or key) the security
information sha 2 ) ro verify
the accuracy of the securlty 1nformat1on An EDC shall be at least 16 b1ts in length A DRBG shall verify the
entered|data using the EDC or verify that the duplicate entries match, as appropriate. If the calculdted EDC
does nof equal the EDC that was entered or the duplicate entries do not match, then the tésttailg. In this
case, thg DRBG shall enter an error state and output an error indicator.

9.8.8 ontinuous tests on noise sources in entropy sources

Continupus health tests shall be run on the outputs of a noise source withinanentropy source while the
noise source is operating and before any conditioning of the noise source @utput. Continuous tedts focus
on the njoise source behavior and aim to detect failures as the noise sour¢e’produces outputs. The purpose
of continuous tests is to allow the entropy source to detect many kinds, of failures in its underlyihg noise
source. [These tests are run continuously on all digitized samples gbtained from the noise sourcq, and so
tests shall have a very low probability of raising a false alarm during the normal operation of the noise
source. In many systems, a reasonable false positive probability makes it extremely unlikely that a properly
functioning device indicates a malfunction, even in a very long-service life. Continuous tests are rgsource-
constrained, meaning their ability to detect noise source failures is limited. As a result, they ard usually
designedl so that only gross failures are likely to be detected.

It is imfortant to note that continuous health testsoperate over a stream of values. These sample values
may be putput from the entropy source as they areé generated and (optionally) processed by a conditioning
compongnt. It is not necessary to inhibit output'from the noise source or entropy source while runpning the
test. It i$ important to understand that this'éan result in poor entropy source outputs for a time, §ince the
error isonly signaled once significant evidence has been accumulated, and it is possible that thede values
have alrpady been output by the entropy'source. As a result, it is important that the false positive pr¢bability
be set tq an acceptable level.

9.9 Additional requirements for DRBG keys

In additjon to the functipnalrequirements levied upon the DRBG components, other requirements|are also
imposed on the implententation and use of a DRBG. These requirements are associated with any kdy that is
used by jp given DRBG!

Some DRBGs require the use of one or more keys. When not explicitly prohibited, these keys may be provided
from an| external source (i.e. from an appropriate source outside the DRBG boundary), or the DRBG may
be designed to generate keys from seed material. The use of externally prov1ded keys can be app opriate,
for example i . : i
sufficient seed materIal for keys is impractical (e.g. the source of suff1c1ent entropy is too costly) or the
quality of the DRBG’s entropy source is questionable but high-quality keys can be obtained outside the DRBG
boundary.

A key and its use in a DRBG shall conform to the following:

1) Key use: Keys shall be used as described in a specific DRBG. A DRBG requiring a key(s) shall not provide
output until the key(s) is available.

2) Key entropy: The entropy for the combination of keys shall equal at least the required security strength
of the consuming application. For example, when 128 bits of security are required by an application, the
key(s) shall have at least 128 bits of entropy.
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Key size: Key sizes shall be selected to support the desired security strength of the consuming
application.

Keys determined from a seed: A key determined from a seed shall be independent of the rest of the
initial input that was determined by that seed. If multiple keys are used by a DRBG, as opposed to the
same key used in multiple places, then each key shall be independent of all other keys.

a) For DRBGs that determine a key from the same seed as an initial value and any other keys (i.e. a
single seed is used to determine all initial inputs for the DRBG, including keys), the seed shall have
entropy that is equal to or greater than the intended security strength of the DRBG instantiation.

b) For DRBGs that use multiple seed values to determine a DRBG instance, each seed value shall be
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key. In some implementations (e.g. smartcards), it is possible-that there is no adequate 1
fess and rekeying can actually reduce security. In these cdses, the best policy can be to ref
G, obtaining a new key in the process (e.g. obtain a new smart card).

erating too many outputs using a given key can provide sufficient information for suc

promise of the target data that is protected by.cryptographic mechanisms that use the DRH

life: Keys shall have a specified finite key-life. Keys shall be updated (i.e. replaced) peri
red keys, or keys from which updatedyor new values were derived, shall be destroyed

G output.

separation: A key used by a DRBG shall not intentionally be used for any purpose other than
eneration. Different instantes of a DRBG shall use different keys.

nd each
hes shall
htion.

entropy

hl to or greater than the security strength to be provided by the DRBG, thecsecurity of the DRBG

secrecy
hsure to
ult from
vide the
ekeying
lace the

ressfully
od of a
G.

odically.
If keys
hine the

random

© ISO/IEC 2025 - All rights reserved
43


https://standardsiso.com/api/?name=5901bdc76708d63d1e6f8f0d103b7bf5

ISO/IEC 18031:2025(en)

Annex A
(normative)

Combining RBGs

This annex specifies different ways to combine RBGs, which shall be followed when RBGs are combined. A

combination of RBGs shall follow a “no worse than” paradigm; that is, the proposed combination

is "no wprse than" an apprnvnr] RBG (and, in fhnnry’ isintended to be hﬂﬂ'nr) This is a conservativ

of RBGs
e way to

combind RBGs.

An RBG[may be combined with another RBG if it can be shown that the RBGs are not correlated w
other. FQr example, this can be because they use either a different seed, or different algorithm, or bot
different algorithms were combined, this would address possible concerns of a discovéry-in the fu
cryptanplytic attack on one of the algorithms.

ith each
h. If two
fure of a

An approved RBG may be combined with an unapproved RBG not specified in this document if i

can be

shown that the two RBGs are not correlated and if it can be shown that if the second RBG degrddes to a
constanf (that is, zero entropy). Then, the output of the combined RBG is still:the output of an approyed RBG.

As an eyample, if the two RBG output streams are combined using an exelusive OR (XOR) operat
this conglition is satisfied.

Combining an approved RBG with an unspecified RBG can be donejto/allow the advantages of the uns
RBG to be gained, which were thought to be superior to appreved alternatives in some quality th
specifiedl in this document. It also can be done when one forum requires the use of one method and
forum re¢quires the use of another method.

EXAMPLE1 An NRBG with a physical entropy source wses a properly initialized DRBG to mix a “poo
obtained|from the physical source.

EXAMPLE 2 A generator that is composed of a:‘€omplete” NRBG that provides input to a “complete” DI
not possjble to influence the flow of bits from the. NRBG to the DRBG except, perhaps, for health testing o
validatioh.

on, then

pecified
At is not
another

|I” of bits

RBG. It is
product
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Annex B
(normative)

Conversion methods for random number generation

B.1 Techniques for generating random numbers

This do
applicat

rument is concerned with the generation of sequences of random bits. In some crypt
ons, sequences of random numbers are required (agy,a;,d,,...) where:

pgraphic

1) each integer qg; satisfies 0<a; <r-1, for some positive integer r (the range of the random nunjbers);

2) the

pquation a; =s holds with probability almost exactly 1 /r,forany i 20 and foranyys (0<s<r

3) eacl‘[ value g; is statistically independent of any set of values a; (j=#1).

This an
sequenc

If the rajnge of the number required is not 0<aq; <r-1 but a<a; <b, then a random number in th

can be o

B.2 TI

Letmb
method

1) Use
2) Let
3) Ifc

NOTE

0,5<r/
then the

B.3 TI

Choose
m is un

ex specifies six techniques by which such sequences of random nghibers can be generat
es of random bits.

btained by computing a; +a, where a; is arandom numbef in the range 0<a; <b-a.

ne simple discard method

e the unique positive integer satisfying 21 < pgpm (m is uniquely defined by the choice o
to generate the random number a is as follows.

the RBG to generate a sequence of m rafidom bits, (by, by ,...,bp_1)-
_ m-1_;

C_zi:O 2" b;

< r then put a=c, else discatd ¢ and go to step 1.

The ratio r/Zm is d_measure of the efficiency of the technique, and this ratio always

M <1.1fr / 2™ is close’to 1, then the above method is simple and efficient. However, if r/Zm is cld
hbove method is less éfficient, and the more complex method in B.3 is preferable.

ne complex discard method

-1 ); and

ed from

is range

r). The

satisfies

seto 0,5,

 smallpositive integer t, and then let m be the unique positive integer satisfying 2m-1 <

t<2m (

quely defmed by the choices of r and t). This method generates a sequence of ¢ random 1|1umbers

(ag,ay,=

1) Use

2) Let

3) Ifc

£l o €11
,Mt 1} lll LIICT TUIIUVV llls VVG)’

the RBG to generate a sequence of m random bits, (by, by ,...,bp_1)-

c=z::)12’b

t

<r" then let (ay,aq,...,a,_;) be the unique sequence of values satisfying 0<a; <r—1 such that

t-1 .
c= Zizor a; , else discard ¢ and go to step 1.
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The ratio rt /2m is a measure of the efficiency of the technique, and this ratio always

satisfies

0,5<rt /2™ <1. Hence, given r, it is preferable to choose t so that rt /2™ is sufficiently close to 1. For

example, if r=3, then choosing ¢ =3 means that m=5 and rt /Zm =27/32=0,84, and choosing t =5 means

that m=

NOTE 2

8 and r* /2™ =243/256=0,95.

The complex discard method coincides with the simple discard method when t =1.

B.4 The simple modular method

Letmb
to gener

1) Use

2) Let
3) Let
NOTE

executiof
1/r.Ho

of s and

B.5 TI

Choose
m is un
sequenc

1) Use

2) Let
3) Let

c=
NOTE 1
of numbe

foralarg

NOTE 2

B.6 TI

1l : - - - - L - (oY _1 (oY 11 11 L Tl
C LIIC uluquc [JUDILIVU lllLUgUl delblylllg Lm ST = Lm , dIIOICTU T DC d S5CCUI lL_y pdl dIlICLCIL. 111
hte the random number a is as follows.

the RBG to generate a sequence of m+I random bits, (by, by, ..., b1 )-
m+l-1_;
C_Ei:O 2'b; .
a=cmodr.
Unlike the previous two methods, the simple modular method is guasanteed to terminate

1. Unfortunately, the probability that a=s for any particular valueCof~s (0<s<r-1) is no
wever, for a large enough value of I the difference between the probalility that a=s for any particy

1/r are negligible.

ne complex modular method

h small positive integer t, and then let m be the unique positive integer satisfying 2m1 <

jquely defined by the choices of r and t). Let, ["be a security parameter. This method ger]
e of t random numbers (ag,aq,...,a,_1 ) in the following way.
the RBG to generate a sequence of m+/andom bits, (by, by ..., bppi—1)-
_ m+1-1 i t
C_Zizo 2 b modr- .
(ag,ay,...,a,_y)be the wunique sequence of values satisfying 0<ag;<r-1 su

t-1 ;
> i,
i=0

As with the simple modular method, the complex modular method does not give a truly uniform dis|

e enough security parameter.

The complexmodular method coincides with the simple modular method when t =1.

ne simple partial discard method

method

fter one
t exactly
lar value

erates a

th that

tribution

rs, but the difference-between the actual distribution of numbers and the uniform distribution is pegligible

Let m betheunique positive integer satisfying 2 A (m 1s uniquely defined by the choice o

method to generate random number a is as follows.

1)  Use the RBG to generate a sequence of m random bits, (by, by ,...,b,_1)-

2)  Let c:Z:’:)lz" b; .

3) If

a)

c<r thenput a=c, else

let d be the unique integer such that 2™ <c@®(r-1)<2™,
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use the RBG to generate a sequence of d+1 random bits, (b, b,41---»Dmid )»

mei for 0<i<d+1 and by, q,; =b; for 0<i<m-d—-1 and go to step 2.

In contrast to the simple discard method that discards all m random bits when ¢ =r, the simple partial
discard method discards d+1 (<m) bits when c2>r .

The simple partial discard method gives a uniform distribution of numbers, i.e. the probability that a=s
for any particular value of s (0<s<r-1)isexactly 1/r.

For any positive integer r, the expected number of random bits needed to generate a random number of
the simple partial discard method is less than or equal to that of the simple discard method.

B.7 TI

Choose
m isun

(ag,ay,

1) Us

2) L

3) If
c
a)
b)
c)
NOTE 1
numbers|
NOTE 2

ne complex partial discard method
h small positive integer t, and then let m be the unique positive integer satisfyifig 2m1 <
..,0;_1) in the following way.
e the RBG to generate a sequence of m random bits, (by, by, ..., by_1):
_ m-1_;
t C_Zizo 2°b; .
c<r thenlet (ay,aq,...,a,_1) be the unique sequence of-values satisfying 0<a; <r-1 s
| Z t-1 ; 1
=" aielse
let d be the unique integer such that 2m-4-1 < @(rt —1) <2md
use the RBG to generate a sequence of d +& random bits, (b,,, b1 +---» Pmsd )
let b; =b,,,; for 0<i<d+1 and by 4,; =b; for 0Si<m-d—1 and go to step 2.

Like the simple partial discard method;the complex partial discard method gives a uniform distri

The complex partial discard method coincides with the simple partial discard method when t =1|.

ngm(

quely defined by the choices of r and t ). This method generates a sequence of\¢ random pumbers

uch that

bution of
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Annex C
(informative)

Deterministic random bit generators

C.1 DRBG mechanism examples

requiremments of this document. This is not a complete list. Other mechanisms are possible if they meet the

This an:Eex contains examples of deterministic random bit generator (DRBG) mechanisms that teet the
requiremnents stated in the main body of this document.
The DRBGs within this annex are given in pseudocode.

NOTE Some pseudocode examples contained herein also appear in Reference [11].

C.2 DRBGs based on hash-functions

C.2.1 Introduction to DRBGs based on hash-functions

A hash IDRBG is based on a hash-function that is non-invertjble) DRBGs based on hash-functjons are
providedl below.

The Hagh_DRBG (...) specified uses any cryptographic hash-function as specified by ISO/IEC 10118-3 and
[SO/IEC|29192-5 and may be used by applications requiring various security strengths, provided [that the
approprijate hash-function is used and sufficient entropy is obtained for the seed.

C.2.2 Hash_DRBG

C.2.2.1 | Discussion
The design assumptions of the hash-function DRBG (Hash_DRBG) are as follows.
1) The|outputs of the hash-function appear random if the inputs are different.

2) The|seed contains an appropriate amount of entropy based on the bits of security desired,|up to a
maximum of the bit ledgth of the output of the hash-function.

Hash_DRBG (...) empleys a cryptographic hash-function specified by ISO/IEC 10118-3 and ISO/IEC|29192-5
that profuces a blogKof pseudorandom bits using a seed (seed).

Optiona| additiendl input (additional_input) may be provided during each request of Hash_DRBG (...).

Hash_DTBG (...) has been designed to meet different security strengths (see Annex E) depending on the
hash-futretionused-

The Hash_DRBG (...) generator requires the use of a hash-function at several points in the process, including
the instantiation and reseeding processes. The same hash-function is used throughout. The hash-function
should meet or exceed the desired security strength of the DRBG.

Table C.1 provides examples of cryptographic hash-functions specified by ISO/IEC 10118-3 and
[SO/IEC 29192-5, illustrating security strength, required minimum entropy and seed length.

© ISO/IEC 2025 - All rights reserved
48


https://standardsiso.com/api/?name=5901bdc76708d63d1e6f8f0d103b7bf5

ISO/IEC 18031:2025(en)

Table C.1 — Security strength table for hash-functions

Hash-function |[SHA- |SHA- |[SHA- |SHA- |SHA3- |SHA3- |SHA3- |SHA3- |SHAKE128 |SHAKE256
224 256 384 512 224 256 384 512

Supported 128, 128, 128, 128, 128, 128, 128, 128, 128, 128,

security 192 192, 192, 192, 192, 192, 192, 192, 192, 192,

strength 256 256 256 224 256 256 256 256 256

Required

minimum max(128, security strength)

entropy

Seed length 440 440 888 888 440 440 888 888 440 888

(seedlen)

C.2.2.2 | Description

C.2.2.2.]1 General

The instantiation and reseeding of Hash_DRBG (...) consists of obtaining a seed value with at least the

amount
isused t

1) avallue (V) thatis updated during each call to the DRBG;

2) aco

3) aco
valy

4) the
5) the

6) ap

reqiiired by the DRBG; and

of entropy requested by the consuming application. The seed value is uséd-to derive a seed.
o derive elements of the initial state, which consists of:

nstant (C) that depends on the seed;

unter (reseed_counter) that indicates the number of requests for pseudorandom bits since n
e was obtained during instantiation or reseeding;

Security strength of the DRBG instantiation;
ength of the seed (seedlen);

rediction_resistance_flag that indicates whether or not enhanced forward secrecy capd

7) (optional) a transformation of the seed\Value using a one-way function for later comparison wi
seed value when the DRBG is reseeded; this value is present if the DRBG will potentially be res
mayf be omitted if the DRBG will iot be reseeded.

The variables used in the description of Hash_DRBG (...) are:

additionpl_input Optional additional input. It is <23° bits.

C A seedlen-bit constant that is calculated during the instantiatiq

reseeding processes.

data The data to be hashed.

Get_entropy (min_entropy, min_ A function that acquires a string of bits from a randomness soy

[he seed

bw seed_

bility is

'h a new
beded; it

n and

rce.

length, max_length)

Hash (a)

Hash_df

in the returned bits; min_Ilength indicates the minimum numbe

min_entropy indicates the minimum amount of entropy to be provided

r of bits

to be returned; max_Ilength indicates the maximum number of bits to

be returned.

A hashing operation on data a using a cryptographic hash-function

specified by ISO/IEC 10118-3 and ISO/IEC 29192-5.

(seed_material, seedlen) A derivation function that hashes an input string and returns t

he num-

ber of bits according to the characteristics of the hash-function.
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A temporary value used as a loop counter.

The number of iterations of the hash-function needed to obtain the
requested number of pseudorandom bits.

A function that returns either A or B, whichever is greater.

The maximum length of a string returned from the Get_entropy (...)
function.

The maximum number of pseudorandom bits that may be requested
during a single request. This value is implementation dependent. It is

min_entfopy

min_length
Null
outlen

personalization_string

predictign_resistance_flag

predictign_resistance_request_flag

pseudorqndom_bits

requestad_no_of bits.

requestdd_strehgth

<219 bits.

The minimum amount of entropy to be obtained from the randpmness
source and provided in the seed.

The minimum length of the seed_value.
The null (i.e. empty) string.

The length of the hash-function output.

A personalization string. Itis < 23 (its.

A flag indicating whether ormiet enhanced forward secrecy requests
should be handled.

prediction_resistance-flag = 1 = allow =
Allow_predietion_resistance,

prediction_resistance_flag = 0 = do not allow =
No_prediction_resistance.

Indicates whether or not enhanced forward secrecy is requiredl during
arequestfor pseudorandom bits.

prediction_resistance_request_flag =1 =
Provide_prediction_resistance,

prediction_resistance_request_flag = 0=
No_prediction_resistance.

The number of pseudorandom bits to be returned from Hash_I)RBG
(...) function.

The number of pseudorandom bits to be generated. It is < 219 Iits.
e

The security strength to be associated with the requested psefidoran-

dom bits.

reseed_counter

reseed_interval

seed

seedlen

A count of the number Of TEqUESTS for pseudorandom bits since the
instantiation or reseeding.

The maximum number of requests for the generation of pseudoran-
dom bits before reseeding is required. It is < 2*8 bits.

The string of bits containing entropy that is used to determine the
initial state of the DRBG during instantiation or reseeding.

The length of the seed containing the required entropy.
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seed_material

seed value

state(state_handle)

state_hapdle
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The data that is used to create the seed.

The bits containing entropy that are used to determine the seed_mate-
rial and generate a seed. It is < 23> bits.

An array of states for different DRBG instantiations. A state is carried
between DRBG calls. For the Hash_DRBG (...), the state for an instanti-
ation is defined as state(state_handle) = {V, C, reseed_counter, strength,
prediction_resistance_flag, seedlen}. A particular element of the state is
specified as state(state_handle).element, e.g. state(state_handle).V.

Ala o 1 £ 4—1,‘

status

strength

|4

w, W

C.2.2.2.2 Instantiation of Hash_DRBG (...)

The follgwing process or its equivalent is used to instantiate*the Hash_DRBG (...) process.

Ao a ata cuaca £o A civan-inctantiat: oo
LY TIAITUIC LU LIICU OoLdlu JlJCl\r\, ITUL LIIC SlV\/ll ITITOLAIILIALIVUIL,.

The status returned from a function call, where status = ‘Suecg¢ss” or a
failure message.

The security strength for the DRBG.

A value that is initially derived from the seed;but assumes new values
based on optional additional input (additiohal"input), the pseudoran-
dom bits produced by the generator (pseudorandom_bits), the donstant
(€) and the iteration count (reseed_cotnter).

Intermediate values.

Let Hasl (...) be the cryptographic hash-function as specified in ISO/IEC 10118-3 and ISO/IEC 29192-5 and

let outleh be the output length of that hash-function.
Instantipte_Hash_DRBG (...):

Input: integer (requested_strength, prediction_resistance_flag), string personalization_string.

Outppt: string status, integer state_handle.

Procéss:

P) Set the stpergth to one of the four security strengths.
If\(requested_strength < 112), then strength = 112

Else if (requested_strength < 128), then strength = 128

[) If (requested_strength > the maximum security strength that can be provided for the hash-
function), then.Return (Failure message).

rlse1r (requested_strengih < 194), then strength = 192

Else strength = 256.

3) min_entropy = max(128, strength).

4) min_length = max(outlen, strength).

5) (status, seed_value) = Get_entropy (min_entropy, min_length, max_length).

6) If (status # “Success”), then Return (Failure message).
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7) seed_material = seed_value || nonce || personalization_string.

8) seed = Hash_df (seed_material, seedlen).

NOTE 1 This step ensures that the entropy is distributed throughout the seed.
9) V=seed.

10) C = Hash_df ((oxo00 || V), seedlen).

11) Precede V with a byte of zeroes.

2] reseed_counter = 1.

| 3) state(state_handle) = {V, C, reseed_counter, strength, prediction_resistance_flag, seedlérn}.
[4) Return (“Success”, state_handle).

Get_entfopy (...):

The sperific details of the Get_entropy (...) process are left to the implementet. A high-level example is as
follows:

Input: integer (min_entropy, min_length, max_length).
Output: string (status, seed_value).

Process

[) Obtain a seed_value with entropy = min_entropy and with the appropriate length from the
appropriate randomness source, where minxlength < length < max_Ilength.

P) Return (“Success”, seed_value).

Hash_df{(...):

Derivatipn functions are used during DRBG-instantiation and reseeding to either derive state valies or to
distribufe entropy throughout a bit-string. The hash-based derivation function hashes an input stfing and
returns fthe requested number of bits: Let Hash (...) be the hash-function used by the DRBG and let qutlen be
its outpuit length.

Input: string input_string,(integer no_of bits.
Outplt: bit-string requested._bits.
Procgss:

) temp=the Null string.

)Y len = [M-I .
| outlen |

3) counter = an 8-bit binary value represented in hexadecimal as 0x01.
4) Fori=1tolendo
4.1 temp =temp || Hash (counter || no_of bits || input_string).
NOTE 2 no_of bits is represented as a 32-bit integer.

4.2 counter = counter + 1.
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5) requested_bits = Leftmost no_of bits of temp.
6) Return (requested_bits).

NOTE 3 Ifanimplementation does not handle all four security strengths, then step 2 of Instantiate_Hash_DRBG(...)
is modified accordingly.

NOTE 4  If no personalization_string is ever provided, then the personalization_string parameter in the input can be
omitted, and step 7 of Instantiate_Hash_DRBG(...) becomes seed_material = seed_value.

NOTES5 If an implementation does not require the prediction_resistance_flag as a calling parameter [i.e. the Hash_
DRBG (...) routine in C.2.2.2.4 either always or never acquires new entropy in step 5], then the prediction_resistance_
flag in the i A i atefsee rstantiateHash 2 a-be-or

C.2.2.2.3 Reseeding Hash_DRBG (...) instantiation

The follpwing process or its equivalent is used to reseed the Hash_DRBG (...) process. Icet Hash (.}) be the
cryptogtaphic hash-function specified by ISO/IEC 10118-3 and ISO/IEC 29192-5 and let:eutlen be the output
length of that hash-function.

Reseed_|Hash_DRBG_Instantiation (...):

Input: integer state_handle, string additional_input.

Outppt: string status, where status = “Success” or a failure message.

Procgss:

[) Ifthe state indicated by state_handle is not available, then Return (Failure message).

P) Get the appropriate state values, e.g. V = State(state_handle).V, strength = state(state|handle).
strength, seedlen = state(state_handle).seedlen.

B) min_entropy = max (128, strength).

l) min_length = min_entropy.

b)  (status, seed_value) = Get_entropy (min_entropy, min_length, max_length).
h) If (status # “Success”)| then Return (Failure message).

) seed_material = 0x01 || V|| seed_value || additional_input.

B) seed = Hash.'df (seed_material, seedlen).

NOTE Thisstep combines the new seed_value with a fixed byte, the entropy presentin Vand with any
dditiond]_input provided; then distributed throughout the seed.

D) AV'& seed.

O €¢=tash—df tfoxoo {3, seedtern):

11) Update the appropriate state values.

11.1) state(state_handle).V = V.

11.2) state(state_handle).C = C.

11.3) state(state_handle).reseed_counter = 1.

12) Return (“Success”).
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C.2.2.2.4 Generating pseudorandom bits using Hash_DRBG (...)

The following process or its equivalent is used to generate pseudorandom bits. Let Hash (...) be the
cryptographic hash-function specified by ISO/IEC 10118-3 and ISO/IEC 29192-5 and let outlen be the output
length of that hash-function.

Hash_DRBG (...):

Input:

integer (state_handle, requested_no_of bits, requested_strength, prediction_resistance_request_

flag), string additional_input.

Output: string status, bit-string pseudorandom_bits, where status = “Success” or a failure message.

Procéss:

)
’)

)

B)

If the state indicated by state_handle is not available, then Return (Failure mesgage, Nul

Get the appropriate state values, e.g. V = state(state_handle).V, C = state(state_handle).(]
counter = state(state_handle).reseed_counter, strength = state(state_handle).strength,
= state(state_handle).seedlen, prediction_resistance_flag = state(state_handle).pr
resistance_flag.

If (requested_no_of bits > max_request_length), then Return (Fdilure message, Null).
If (requested_strength > strength), then Return (Failure message, Null).

If ((prediction_resistance_request_flag = Provide{prediction_resistance) and (pr
resistance_flag = No_prediction_resistance)), then Return (Failure message, Null).

If ((reseed_counter >  reseed_interval)’O OR  (prediction_resistance_request_|
Provide_prediction_resistance)) then:

6.1 Ifreseeding is not available, then Return (Failure message, Null).
6.2 status = Reseed_Hash_DRBG_Instantiation (state_handle, additional_input).
6.3 If (status # “Success”), then Return (status, Null).

6.4 V = state(state_handle).V, C = state(state_handle).C, reseed_counter = state(state
reseed_counter.

6.5 additional ihput = Null.

If (additionalZinput # Null), then do

7.1 weHash (0x02 || V|| additional_input).
7.2V = (V + w) mod 2seedlen,

pseudorandom_bits = Hashgen (requested_no_of bits, V).

).

reseed_
seedlen
bdiction_

bdiction_

flag =

handle).

9)
10)

11)

H =Hash (0x03 || V).
V= (V+H + C + reseed_counter) mod 2seedlen,

reseed_counter = reseed_counter + 1.

12) Update the changed values in the state.

12.1  state(state_handle).V = V.

12.2  state(state_handle).reseed_counter = reseed_counter.
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13) Return (“Success”, pseudorandom_bits).

Hashgen (...):

Input: integer requested_no_of bits, bit-string V.

Output: bit-string pseudorandom_bits.

Process:
requested no of bits
D _m=| .
T e T
) data=V.

NOTE 1
of Hash_

NOTE 2
resistanc|

C.2.2.2.!
Addition]

B) W =the Null string.
i) Fori=1tom
4.1 w,;=Hash (data).
42 W=W|| w,
4.3 data = (data + 1) mod 2seedlen,

) pseudorandom_bits = Leftmost requested_no_of bits of WA

o

\wa)
Nt

Return (pseudorandom_bits).

DRBG can be omitted.

If an implementation does not require the prédiction_resistance_flag, then the reference to the p
p_flag in Hash_DRBG can be omitted.

b Inserting additional entropy into the state of Hash_DRBG (...)

al entropy may be inserted into-the state of the Hash_DRBG (...) in four ways. Additional

may be inserted by:

1) call
imp
enty

2) utili
IS re

3) sett
the

ng the Reseed_Hash_DRBG_Instantiation (...) function at any time. This function always

opy, which are added to the state.

ached, the:sDRBG calls the Reseed_Hash_DRBG_Instantiation (...) process.

PDRBGto generate pseudorandom bits may include a request for enhanced forward secrecy,

tury

invokes a call to Get_entropy (...) before new pseudorandom bits are produced.

If an implementation never requests additional_inputgthen the additional_input input parameter and step 6

ediction_

entropy

ralls the

ementation dependeént function Get_entropy (...) for min_entropy = max (128, strength) new bits of

zing the automatic reseeding feature of the DRBG. If the maximum number of updates for the state

ing the-prediction_resistance_flag to Allow_prediction_resistance at instantiation. If set, arly call to

which in

4) supplying additional input during any call to the DRBG for pseudorandom bits.

NOTE 1

NOTE 2

For the Hash_DRBG, additional input provided during a generation request only affects V. An actual reseed
affects both Vand C.

Frequent calls to the Get_entropy (...) function can cause severe performance degradation.
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C.2.3 HMAC_DRBG

C.2.3.1 Discussion

HMAC_DRBG uses multiple occurrences of an approved keyed hash-function (see ISO/IEC 10118-3) as
specified in ISO/IEC 9797-2. This DRBG mechanism uses the update function specified in C.2.3.2.2 and the
HMAC function within the Update function as the derivation function during instantiation and reseeding.
The same cryptographic hash-function is used throughout an HMAC_DRBG instantiation. The hash-function
used meets or exceeds the security requirements of the DRBG.

C.2.3.2 Description

C.2.3.2.1 General

The instjantiation and reseeding of HMAC_DRBG (...) consists of obtaining a seed value with.the appropriate
amount |of entropy. The seed value is used to derive a seed, which is then used to derive elements of the
initial state of the DRBG. The state consists of:

1) the falue V, which is updated each time another outlen-bits of output are produced (where outlen is the
nunpber of output bits from the output block of the cryptographic hash-function);

2) the |outlen-bit Key, which is updated at least once each time that\the DRBG mechanism ggnerates
psetidorandom bits;

3) a cpunter (reseed_counter) that indicates the number of <rfequests for pseudorandom bifs since
insthntiation or reseeding;

4) the pecurity strength of the DRBG instantiation; and

5) a prediction_resistance_flag that indicates whether“or not an enhanced forward secrecy capgbility is
requiired for the DRBG.

The variables used in the description of HMAC_DRBG (...) are:

additionpl_input Optional additional input. It is <23° bits.

data The data to be hashed.

Get_entfopy (min_entropy, min_ A function that acquires a string of bits from a randomnesg source.
length, max_length) min_entropy indicates the minimum amount of entropy to be provided

in the returned bits; min_length indicates the minimum numbégr of bits
to be returned; max_length indicates the maximum number of Bits to be
returned.

HMAC (K, V) The keyed hash-function specified by ISO/IEC 9797-2 using the cryp-
tographic hash-function selected for the DRBG mechanism, where K is
the key to be used, and V is the input block.

Key Thekeytsedtogenerate psetdorandombits:

len (x) A function that returns the number of bits in input string x.

max (4, B) A function that returns either 4 or B, whichever is greater.

max_length The maximum length of a string returned from the Get_entropy (...)
function. Itis <23 bits.
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The maximum number of pseudorandom bits that may be requested
during a single request. This value is implementation dependent. It is

<219 bits.

The minimum amount of entropy to be obtained from the entropy source
and provided in the seed value.

min_length The minimum length of the bit-string to be acquired containing entropy.
Null The null (i.e. empty) string.
outlen The ]nngfh ofthe r‘rypfngrnphir hash-function output

provided_data
personalization_string

predictign_resistance_flag

predictiqn_resistance_request_flag

pseudorqndom_bits

requestdd_no_of _bits

requestdd_strength

reseed_dountép

Input bit-string.
A personalization string.

A flag indicating whether or not enhanced foryrard secrecy fequests
should be handled.

prediction_resistance_flag = 1 = allow=
Allow_prediction_resistance

prediction_resistance_flag ;= 0'= do not allow =
No_prediction_réesistance.

Indicates whether or notenhanced forward secrecy is requirefl during
arequest for pseuderandom bits.

predictionzresistance_request_flag =1 =
Provide_prediction_resistance,
prediction_resistance_request_flag = 0=
No_prediction_resistance.
The pseudorandom bits produced by the generator.

The number of pseudorandom bits to be returned from HMAC [DRBG
(...) function. It is <219 pits.

The security strength to be associated with the requested psqudoran-
dom bits.

A count of the number of requests for pseudorandom bits sinde the in-
stantiation or reseeding.

reseed_interval

seed_material

seed_value

The maximum number of requests for the generation of pseudoran-
dom bits before reseeding is required. It is < 2*8 bits.

The data that is used to create the seed.

The bits containing entropy that are used to determine the seed_mate-
rial and generate a seed. It is < 23° bits.
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An array of states for different DRBG instantiations. A state is carried
between DRBG calls. For the HMAC_DRBG (...), the state for an i

instanti-

ation is defined as state (state_handle) = {V, Key, reseed_counter, strength,
prediction_resistance_flag }. A particular element of the state is specified

as state(state_handle).element, e.g., state(state_handle).V.

ess” or a

state_handle A handle to the state space for the given instantiation.

status The status returned from a function call, where status = “Succ
failure message.

strength The security strength for the DRBG

temp An intermediate value.

% A value in the state that is updated whenever pseudorandom
generated.

C.2.3.2.2 Internal function: The Update function

The HM
should b
function

Let HM)
selected

HMAC_I
Input
Outp

Procd

C.2.3.2.]

for the instantiation and reseed functions.

\C be the keyed hash-function found in ISO/IEC 9797-2-1$ing the cryptographic hash-
for the DRBG mechanism from ISO/IEC 10118-3 or ISO/I1EC.29192-5.

RBG_Update (...):

: bit-string (provided_data, K, V).

lit: bit-string (K, V).

PSS!

) K=HMAC (K, V|| 0x00 || proyided_data).

)) V=HMAC (K, V).

B) If (provided_data = Null), then Return (K, /).
i) K=HMAC (K, Vi4h0x01 || provided_data).

b) V=HMAC{K, V).

b) Retuwrn (K, V).

b JInstantiation of HMAC_DRBG

bits are

AC_DRBG_Update function updates the internal state of HMAC_DRBG using the provided data. It
e noted that for this DRBG mechanism, the HMAC_DRBG_Update funhc¢tion also serves as a dgrivation

function

The following process or its equivalent is used to instantiate the HMAC_DRBG (...] Process.

Let HMAC (...) be the ISO/IEC keyed hash-function to be used and let outlen be the output length of the keyed
hash-function used.

Instantiate_HMAC_DRBG (...):
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Input: integer (requested_strength, prediction_resistance_flag), string personalization_string.

Output: string status, integer state_handle.

Process:

1) If (requested_strength > the maximum security strength that can be provided for the MAC

algorithm), then Return (Failure message).

2) Setthe strength to one of the four security strengths.

If (requested_strength < 112), then strength = 112

C.2.3.2.4

The foll
instanti

Reseed_|

Input

Else if (requested_strength < 128), then strength = 128

Else if (requested_strength < 192), then strength = 192

Else strength = 256.

B) min_entropy = max(128, strength).
i) min_length = max(outlen, strength).
b)  (status, seed_value) = Get_entropy (min_entropy, min_length, max_length).
h) If (status # “Success”), then Return (Failure message).
/) seed_material = seed_value || nonce || personalization. string.
B) Key = 0x00 00..00. Its length is outlen.
D) V=0x01 01..01. Its length is outlen.
10) (Key, V) = HMAC_DRBG_Update(seed_material, Key, V).
[ 1) reseed_counter = 1.
| 2) state(state_handle) = { V, Key,reseed_counter, strength, prediction_resistance_flag }.

| 3) Return (“Success”, state handle).

l Reseeding HMAC_DRBG (...) Instantiation

bwing process, 0riits equivalent is used to reseed the HMAC_DRBG (...) process, after it Has been
hted.

HMAC_DRBG_Instantiation (...):

: integer state_handle, string additional_input.

Output: string status, where status = "Success” or a failure message.

Process:

1) Ifthe state indicated by state_handle is not available, then Return (Failure message).

2) Get the appropriate state values, e.g. V = state(state_handle).V, Key = state(state_handle).Key,

strength = state(state_handle).strength.

3) min_entropy = max (128, strength).
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6)
7)
8)
9)

ISO/IEC 18031:2025(en)

min_length = min_entropy.

(status, seed_value) = Get_entropy (min_entropy, min_length, max_length).
If (status # “Success”), then Return (Failure message).

seed_material = seed_value || additional_input.

(Key, V) = HMAC_DRBG_Update(seed_material, Key, /).

Update the appropriate state values.

C.2.3.2.%

aJ state(state_handle).V=".
b) state(state_handle).Key = Key.

c) state(state_handle).reseed_counter = 1.

[0) Return (“Success”).

Generating pseudorandom bits using HMAC_DRBG (...)

The follgwing process or its equivalent is used to generate pseudorandom.bits.

HMAC_I)RBG (..):

Inpuf:

integer (state_handle, requested_no_of bits, requested{strength, prediction_resistance_re
flag), string additional_input.

Outplt: string status, bit-string pseudorandom_bits.

Procéss:

)
’)

B)

If the state indicated by state_handleis not available, then Return (Failure message, Nul

Get the appropriate state values, e.g. V = state(state_handle).V, Key = state(state_han
reseed_counter = state(stateshandle).reseed_counter, strength = state(state_handle).!
prediction_resistance_flag. = state(state_handle).prediction_resistance_flag.

If (requested_no_of bits> max_request_length), then Return (Failure message, Null).
If (requested_strength > strength), then Return (Failure message, Null).

temp = lenfadditional_input).

If (temp>max_length), then Return (Failure message, Null).

If-(requested_no_of bits > max_request_length), then Return (Failure message, Null).

Juest_

).

dle).Key,
ftrength,

bdiction_

If ((prediction_resistance_request_flag = Provide_prediction_resistance) and (pr

resistance_flag = No_prediction_resistance)), then Return (Failure message, Null).

NOTE 1 If an implementation does not need the prediction_resistance_flag, then the prediction_resist-
ance_flag can be omitted as an input parameter, and step 8 can be omitted.

9)

If ((reseed_counter > reseed_interval) OR (prediction_resistance_request_flag = Provide_

prediction_resistance)), then:
9.1 Ifreseeding is not available, then Return (Failure message, Null).

9.2 status = Reseed_HMAC_DRBG_Instantiation (state_handle, additional_input).
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NOTE 2 If an implementation never provides additional_input, then a Null string replaces the
additional_input in step 9.2.
9.3 If (status # “Success”), then Return (Failure message, Null).

9.4 V = state(state_handle).V, Key = state(state_handle).Key, reseed_counter = state(state_handle).
reseed_counter.

9.5 additional_input = Null.

10) If (additional_input # Null), then:

10.1(Key, V) = HMAC_DRBG_Update(additional_input, Key, V).
[1) temp = Null.

| 2) While (len (temp) < requested_number._of bits) do:

121 V=HMAC (Key, V).

12.2  temp=temp || V.

| 3) pseudorandom_bits = Leftmost requested_no_of bits of temp.
[4) (Key, V) = HMAC_DRBG_Update(additional_input, Key, V),

| 5) reseed_counter = reseed_counter + 1.

| 6) Update the changed values in the state.
16.1state(state_handle).Key = Key.

16.2  state(state_handle).V = V.

16.3  state(state_handle).reseed_tounter = reseed_counter.

| 7) Return (“Success”, pseudorandom_bits).

C.3 DRBGs based on blockciphers

C.3.1 Introduction to DRBGs based on block ciphers
A block ¢ipher DRBG is based on a block cipher algorithm.

The blog¢k cipher DRBGs specified in this document have been designed to use any block cipher algorithm
specifiedl by ISO/TEC 18033-3 and ISO/IEC 29192-2 and may be used by applications requiring| various
security|strengths. The following are provided as DRBGs based on block cipher algorithms:

1) The|GTR:DRBG (...) specified in C.3.2.

2) The OFB_DRBG (... specified in C.3.3.

Table C.2 provides an example of a block cipher algorithm specified by ISO/IEC 18033-3 and ISO/IEC 29192-2,
illustrating the security strengths, entropy and seed requirements that are used.
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Table C.2 — Security strengths, entropy and seed length requirements for the AES-128, 192 and 256

block cipher
Block cipher algo- Security Required mini- | Seed length (in-
rithm strengths mum entropy bits)
AES-128 112,128 128 256
AES-192 112,128,192 192 320
AES-256 112,128,192, 256 256 384

C.3.2 CTR_DRBG

C.3.2.1 | Discussion

The CTR_DRBG (...) uses a block cipher algorithm in counter mode. The block cipher algérithm|and the
counter|mode are as specified in ISO/IEC 18033-3 and ISO/IEC 29192-2, and ISO/IEC 10116, resplectively.
The same block cipher algorithm and key length are used for all block cipher operations:

C.3.2.2 | Description

C.3.2.2.1 General

The instlantiation and reseeding of CTR_DRBG (...) consists of obtaining.a seed value with the appropriate
amount |of entropy. The seed value is used to derive a seed, whichd{s then used to derive elements of the
initial state of the DRBG. The state consists of:

1) the falue V, which is updated each time another outlen-bits-of output are produced (where outlen is the
nunjber of output bits from the underlying block cipher,algorithm);

2) the Key, which is updated whenever a predetermined-number of output blocks are generated;
3) the key length (keylen) to be used by the block ¢ipher algorithm;
4) the pecurity strength of the DRBG instantiation;

5) a cpunter (reseed_counter) that indicates the number of requests for pseudorandom bifs since
insthntiation or reseeding; and

6) a prediction_resistance_flag thatindicates whether or not a prediction resistance capability is fequired
for the DRBG.

The varjables used in the description of CTR_DRBG (...) are:

additionpl_input Optional additional input, which is < max_length bits in length.

Block_Cipher (Key, V) The block cipher algorithm, where Key is the key to be used, and Vis the
input block.

Block_Clpher_df (a, b) The block cipher derivation function.

outlen The length of the block cipher algorithm’s output block.
ctrlen Counter field length, with 4 < ctrlen< blocklen.
seed_value The bits containing entropy that are used to determine the seed_material

and generate a seed.

© ISO/IEC 2025 - All rights reserved
62


https://standardsiso.com/api/?name=5901bdc76708d63d1e6f8f0d103b7bf5

Get_entropy (min_entropy, min_
length, max_length)
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A function that acquires a string of bits from a randomness source. min_
entropy indicates the minimum amount of entropy to be provided in the
returned bits;

min_length indicates the minimum number of bits to be returned;
max_length indicates the maximum number of bits to be returned.

Key The key used to generate pseudorandom bits.

keylen The length of the key for the block cipher algorithm.

len (x) A function that returns the number of bits in input string x.

max_length The maximum length of a string for obtaining entropy. When aidgrivation

max_request_length

min_entropy

Null
personalization_string

predictiqn_resistance_flag

predictign_resistance_request_flag

pseudorqndom_bits

function is used, this value is implementation dependent but is.<|231 bits (for
a 128-bit block cipher, there is a maximum of 228 blocks, i.€.)232 byftes - 235
bits). When a derivation function is not used, then mgx"length =|seedlen.

The maximum number of pseudorandom bits that may be requestgd during
a single request; this value is implementation gependent but is § 235 bits
for 128-bit block ciphers, and 64-bit block ciphers are no longer approved.

The minimum amount of entropy to be ebtdined from the entroply source
and provided in the seed value.

The null (i.e. empty) string.
A personalization string.

A flag indicating whether or not enhanced forward secrecy fequests
should be handled:

prediction_resistance_flag = 1 = allow = Allow_prediction_repistance
prediction_resistance_flag = 0 = do not allow =
No_prediction_resistance.

Indicates whether or not enhanced forward secrecy is required during a
request for pseudorandom bits:

prediction_resistance_request_flag =1 =
Provide_prediction_resistance
prediction_resistance_request_flag = 0 = No_prediction_resisftance.

The pseudorandom bits produced during a single call to the
CTR_DRBG (...) process.

requestad_no_of bits  The number of pseudorandom bits to be returned from CTR_DRBG (...)

requested_strength

reseed_counter

reseed_interval

function.

The security strength to be associated with the requested pseudorandom
bits.

A count of the number of requests for pseudorandom bits since the in-
stantiation or reseeding.

The maximum number of requests for the generation of pseudorandom
bits before reseeding is required. The maximum value is < 232 for 128-bit
block ciphers, and < 216 for 64-bit block ciphers.
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seedlen The length of the seed, where seedlen = outlen + keylen.
seed_material The data used as the seed.
state (state_handle) An array of states for different DRBG instantiations. A state is carried

between DRBG calls. For the CTR_DRBG (...), the state for an instantiation
is defined as state (state_handle) = {V, Key, keylen, strength, reseed_counter,
prediction_resistance_flag}. A particular element of the state is specified
as state(state_handle).element, e.g. state (state_handle).V.

state_handle A handle to the state space for the given instantiation.

status The status returned from a function call, where status = “Success” or a
failure message.

strength The security strength provided by the DRBG instantiation.

temp A temporary value.

%4 A value in the state that is updated wheneverpseudorandom|bits are
generated.

C.3.2.2.2 Instantiation of CTR_DRBG(...)
The follgwing process or its equivalent is used to initially instantiaté¢he CTR_DRBG (...) process.

Instantipte_CTR_DRBG (...):

Inpuf: integer (requested_strength, prediction_resistancezflag), string personalization_string.
Outppt: string status, integer state_handle.
Procgss:

[) If (requested_strength > the maximum security strength that can be provided for the blogk cipher
algorithm) then Return (Failuré message).

P) If (requested_strength 112),'then (strength = 112; keylen = 128)
Else if (requested_strength 128), then (strength = 128; keylen = 128)
Elseif (requested_strength 192), then (strength = 192; keylen = 192)
Else (strength = 256; keylen = 256).
NOTE 1 This step sets the strength to one of the four security strengths and determines the kely length.

B) seedlen = outlen + keylen.

L) ~tomn = len (nersonalization string)
J T A\ - JdJ

5) If (temp > max_length), then Return (Failure message).

NOTE 2 Ifapersonalization_string is never provided, then the personalization_string input parameter
and steps 4 and 5 can be omitted.

6) The following code is used when a derivation function is available (it is possible that a source of
full entropy is not available).

6.1 min_entropy = strength + |nonce)|.
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6.2 (status, seed_value) = Get_entropy (min_entropy, min_entropy, max_length).
6.3 If (status # “Success”), then Return (Failure message).

6.4 seed_material = seed_value || nonce || personalization_string.

NOTE 3 If no personalization_string is provided in step 6.4, then step 6.4 can be omitted, and

step 6.5 becomes seed_material = Block_Cipher_df (seed_value, seedlen).

6.5 seed_material = Block_Cipher_df (seed_material, seedlen).

7) The following code is used when a full entropy source is known to be available and a derivation

1

C.3.2.2.]

The Upd
seedlen-

Update

function is not used.

7.1 (status, entropy_input) = Get_entropy (seedlen, seedlen, seedlen).

7.2 If (status # “Success”), then Return (Failure message).

7.3 If (temp < seedlen), then personalization_string = personalization_string|| 0seedlen - te
NOTE 4 If the personalization_string is too short, it is padded withzeroes.

7.4 seed_material = entropy_input @ personalization_string.

NOTE 5 If no personalization_string is provided above, then steps 7.3 and 7.4 are omit
step 7.1 becomes: (status, seed_material) = Get_entropy-(seedlen, seedlen, seedlen).

B)  Key = Qkeylen,

D) V= Qoutlen,

10) (Key, V) = Update (seed_material, keylen, Key, V).

[ 1) reseed_counter = 1.

| 2) state (state_handle) = {V, Key, keylen, strength, reseed_counter, prediction_resistance_flag}

NOTE 6 If an implementation does not require the prediction_resistance_flag as a calling pa
i.e.the CTR_DRBG (...) routineiin C.3.2.2.7 either always or never acquires new entropy in stef
he prediction_resistance_fldag in the calling parameters and in the state (see step 12) can be

[ 3) Return (“Success”, state_handle).

8 Internal function: the Update function

late (...) futretion updates the internal state of the CTR_DRBG (...) using seed_material,
its in length. The following or an equivalent process is used as the Update (...) function.

)

ted, and

rameter
9], then
bmitted.

Wwhich is

Input: integer keylen, bit-string (seed_material, Key, V).

Output: bit-string (Key, /).

Process:

1) seedlen = outlen + keylen.

2) temp = Null.

3) While (len (temp) < seedlen) do:
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3.1 V=(V+ 1) mod 20utlen,
3.2 output_block = Block_Cipher (Key, V).

3.3 temp =temp || output_block.

4) temp = Leftmost seedlen bits of temp.

5) temp =temp @ seed_material.

6) Key = Leftmost keylen bits of temp.

C.3.2.2.4

Let CBC
mode us

Input:
1) Dbit-s
2) inte
Output:

Process

)V =RKightmost blocklen DIts of temp.

B) Return (Key, V).

L Derivation function using a block cipher algorithm

| MAC be the function as specified at C.3.2.2.5. Let Block_Cipher be an encryption operatio

tring input_string: The string to be operated on.
oer no_of_bits: the number of bits returned by Block_Cipher-df.

bit-string requested_bits: the result of performing the Block_Cipher_df.

) L =len (input_string) / 8.

NOTE 1 L is the bit-string representation of the integer resulting from len(input_string)/8.
‘esented as a 32-bit integer.

P) N =no_of bits / 8.

NOTE 2 Nis the bit-string representation of the integer resulting from no_of bits /8. N is rep}
1S a 32-bit integer.

B) S=L|| N|| inputlstring || 0xso0.
NOTE 3 This stepprepends the stringlength and the requested length of the output to the inpy
i) If necessary, pad S with zeroes.

b)  While'(len (S) mod outlen # 0) S= S || 0x00.

h)_~temp = the Null string.

h in ECB

ing the selected block cipher algorithm. Let outlen be its output block, let keylen be the key length.

L is rep-

esented

t_string.

7) i=0.

NOTE 4 iisrepresented as a 32-bit integer, i.e., len( i) = 32.

8) K= Leftmost keylen bits of 0x00010203 .. 1F.

9) While (len (temp) < keylen + outlen) do:

a) V=i ” ( outlen - len(i)

NOTE 5 This step pads the integer representation of i and is padded with zeroes to outlen bits.
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b) temp =temp || CBC_MAC (K,(IV || S)).
¢ i=i+1)

10) K = Leftmost keylen bits of temp.

11) X = Next outlen bits of temp.

12) temp = the Null string.

13) While (len (temp) < no_of bits) do:

aJ X = Block_Cipher (K, X
b) temp =temp || X.
[4) requested_bits = Leftmost no_of bits bits of temp.

|5) Return (requested_bits).

C.3.2.2.5 CBC_MAC function

The CBJ_MAC function is a method for computing a message authentication code. Let Block_Cipher be an

encryptjon operation in the ECB mode using the selected block cipher algorithm. Let outlen be the |
the output block of the block cipher algorithm to be used.

The follgwing or an equivalent process is used to derive the requested number of bits.
Input:
1) bit-4tring Key: The key to be used for the block ciphéroperation.

2) Dbit-4tring data_to_MAC: The data to be operated‘tpon.

Output: pit-string output_block: The result to bereturned from the CBC_MAC operation.
Process
|) chaining_value =0 outlen

NOTE This step sets the first chaining value to outlen zeroes.
P) n =len (data_to-MAC) / outlen.

B)  Split the data_to_MAC into n blocks of outlen-bits each forming block; to block ,,.

i) For il tondo:

41 input_block = chaining_value @block;.

ength of

A2 chaining o lua=Rlack Cinhar (Kay innat hlocl)
Vet e—broexk—pHet t—OT

1 hal
I HHpH Ao

5) output_block = chaining_value.

6) Return output_block.

C.3.2.2.6 Reseeding CTR_DRBG(...) Instantiation

The following or an equivalent process is used to explicitly reseed the CTR_DRBG (...) process.

Reseed_CTR_DRBG_Instantiation (...):
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Input: integer state_handle, string additional_input.

Output: string status.

Process:
1)
2)

[f the state indicated by state_handle is not available, then Return (Failure message).

Get the appropriate state values, e.g., V = state(state_handle).V, Key = state(state_handle).Key,
keylen = state(state_handle).keylen, strength = state(state_handle).strength, prediction_resistance_

flag = state(state_handle).prediction_resistance_flag.

)
3]

)
)

)

NOTE 1 If an implementation does not handle additional_input, then the additioridah input pa
pf the input can be omitted as well as steps 4 and 5 below.

seedlen = outlen + keylen.

temp = len (additional_input).

If (temp > max_length), then Return (Failure message).

The following code is used when a derivation function is availahle)(a source of full entrppy may

or may not be available).

6.1 min_entropy = strength + 64.

6.2 (status, seed_value) = Get_entropy (min_entropy,dmin_entropy, max_length).
6.3 If (status # “Success”), then Return (Failure‘meéssage).

6.4 seed_material = seed_value || additional input.

NOTE 2 Ifanimplementation does noth@ndle additional_input, then step 6.4 can be omifted, and

step 6.5 can be changed to: seed_material = Block_Cipher_df (seed_value, seedlen).

6.5 seed_material = Block_Cipher df (seed_material, seedlen).

The following code is used-when a full entropy source is known to be available and a dqrivation

function is not used.

7.1 (status, entropy.ihput) = Get_entropy (seedlen, seedlen, seedlen).

7.2 1If (status#~“Success”), then Return (Failure message).

7.3 If (temp'< seedlen), then additional_input = additional_input || 0seedlen - temp,
NOTEB This step pads with zeroes if the additional_input is too short.

74" seed_material = seed_value @ additional_input.

8)
9)

N 4 1L . 1 dds 1 do) 11 ool L | b L Mia L 4
INUTL 7 IT dall lllllJlClllCllLdLlUll UucCcS 110U II4dITUIT uuutuuuul_utpub, LIICTII DLU}JD 7.0 ana 7.« can be
omitted, and step 7.1 can be changed to: (status, seed_material) = Get_entropy (seedlen, seedlen,

seedlen).
(Key, V) = Update (seed_material, keylen, Key, /).

reseed_counter = 1.

10) state(state_handle) = {V, Key, keylen, strength, reseed_counter, prediction_resistance_flag }.

11) Return (“Success”).
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C.3.2.2.7 Generating pseudorandom bits using CTR_DRBG (...)
The following process or an equivalent is used to generate pseudorandom bits.

CTR_DRBG (...):

Input:  integer (state_handle, requested_no_of bits, requested_strength, prediction_resistance_request_
flag), string additional_input.

Output: string status, bit-string pseudorandom_bits.

Process:

[) Ifastateis notavailable, then Return (Failure message, Null).

P) Get the appropriate state values, e.g. V = state(state_handle).V, Key = state(state_harldle).Key,
keylen = state(state_handle).keylen, strength = state(state_handle).strength)-reseed_cqunter =
state(state_handle).reseed_counter, prediction_resistance_flag = state(state-handle).prediction_
resistance_flag.

B) If (requested_strength > strength), then Return (Failure message, Nult):
i) seedlen = outlen + keylen.
b) temp = len (additional_input).

NOTE 1 Ifanimplementation never provides additional_input, then the additional_input inpuf param-
eter and steps 5 and 6 can be omitted.

b) If (temp > max_length), then Return (Failure méssage, Null).
/) If (requested_no_of bits > max_request_length), then Return (Failure message, Null).

B) If ((prediction_resistance_request_flag" = Provide_prediction_resistance) and (prediction_
resistance_flag = No_prediction_resistance)), then Return (Failure message, Null).

NOTE 2 Ifan implementation doeshot need the prediction_resistance_flag, then the predictign_resist-
ince_flag can be omitted as an input parameter and step 8 can be omitted.

D) If ((reseed_counter _& )reseed_interval) OR (prediction_resistance_request_flag = Provide_
prediction_resistance)), then:

Return (FailureZmessage, Null).
NOTE 3 _~This is the case if reseeding is not available.
9.1 status = Reseed_CTR_DRBG_Instantiation (state_handle, additional_input).

NOTE 4 Ifanimplementation will never provide additional_input, then a Null string replaces the
additional_input in step 9.1)

9.2 If (status # “Success”), then Return (Failure message, Null).

9.3 V= state(state_handle).V, Key = state(state_handle).Key, reseed_counter = state(state_handle).
reseed_counter.

9.4 additional_input = Null.
10) If (additional_input = Null), then additional_input = Qseedlen,

NOTE 5 If an implementation never provides additional_input, then step 10 can be omitted.

© ISO/IEC 2025 - All rights reserved
69


https://standardsiso.com/api/?name=5901bdc76708d63d1e6f8f0d103b7bf5

ISO/IEC 18031:2025(en)

11) The following code is used when a derivation function is available (a source of full entropy is
possibly not available).

If (additional_input # Null), then:
11.1additional_input = Block_Cipher_df (additional_input, seedlen).
NOTE 6 Derive seedlen bits.
11.2  (Key, V) = Update (additional_input, keylen, Key, V).

NOTE 7 If an implementation never provides additional_input, then step 11 can be omitted.

| 2) The following code is used when a full entropy source is known to be available and dgrivation
function is not used.

If (additional_input # Null), then:
12.1  temp = len (additional_input).
12.2  If (temp < seedlen), then additional_input = additional_inputq} 0seedlen - temp,
NOTE 8 If the length of the additional_input is < seedlen, pad.with zeroes to seedlen bits.
12.3  (Key, V) = Update (additional_input, keylen, Key, V):
NOTE 9 If an implementation never provides additional_input, then step 12 can be omijtted.
| 3) temp = Null.
|4) While (len (temp) < requested_no_of bits) dos
14.11f ctrlen < blocklen

14.1.1 inc=Rightmost(V ctrlen)+1mod 2°5€"

14.1.2 V= Leftmost (V¢blocklen—ctrlen)||inc

Else V = (VA1) mod 267"
14.2output_block = Block_Cipher (Key, V).
14.3  temp.=temp || output_block.
|5) pseudorandem_bits = Leftmost requested_no_of _bits bits of temp.
16) (Key\V) = Update (additional_input, keylen, Key, V/).
NOTE'10 Update performed for backward secrecy.

OTE IT If an implementation never provides additional_Input, then step 16 becomes (Key, V) = Up-
date (0seedlen, keylen, Key, V).

17) reseed_counter = reseed_counter + 1.

18) state(state_handle) = {V, Key, keylen, strength, reseed_counter, prediction_resistance_flag}.

19) Return (“Success”, pseudorandom_bits).
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C.3.3 OFB_DRBG

C3.3.1

Discussion

OFB_DRBG (...) uses a block cipher algorithm specified by ISO/IEC 18033-3 and ISO/IEC 29192-2 in the output
feedback mode specified by ISO/IEC 10116. The same block cipher algorithm and key length are used for all
block cipher operations. The block cipher algorithm and key size meet or exceed the security requirements
of the consuming application.

C.3.3.2

C.3.3.2.1 General

The inst

amount

initial stlate of the DRBG. The state consists of:

1) the

nunpber of output bits from the underlying block cipher algorithm);

2) the
3) the
4) the
5) ac

6) a prediction_resistance_flag that indicates whether @r not a prediction resistance capability is 1
for the DRBG.

The variables for OFB_DRBG (...) are the same as those used for the CTR_DRBG (...) specified in C.3.2

C.3.3.2.2 Internal function: The Update function

The Update (...) function updates the-internal state of the OFB_DRBG (...) using seed_material,

seedlen-

Update

Inpuf: integer keylen, bit:string (seed_material, Key, V).

Outplt: bit-string[(Key, /).

Proc

Description

of entropy. The seed value is used to derive a seed, which is then used to derive.elemen

value V, which is updated each time another outlen-bits of output are produced (where out]

[{ey, which is updated whenever a predetermined number of output blocks are generated;
key length (keylen) to be used by the block cipher algorithm;

Security strength of the DRBG instantiation;

bits in length. The followingser~an equivalent process is used as the Update (...) function.

L

€SS:

|) “seedlen = outlen + keylen.

antiation and reseeding of OFB_DRBG (...) consists of obtaining a seed value with the-appropriate

s of the

en is the

bunter (reseed_counter) that indicates the number<of* requests for pseudorandom bits since
instpntiation or reseeding; and

equired

Wwhich is

2) temp = Null.
3) While (len (temp) < seedlen) do:
3.1 V=Block_Cipher (Key, V).
3.2 temp =temp || V.
4) temp = Leftmost seedlen bits of temp.

5) temp =temp @ seed_material.
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6) Key = Leftmost keylen bits of temp.
7) V=Rightmost blocklen bits of temp.
8) Return (Key, V).

NOTE The only difference between the update function for OFB_DRBG (...) and CTR_DRBG (...) is in step 3.

C.3.3.2.3 Instantiation of OFB_DRBG (...)

This process is the same as the instantiation process for CTR_DRBG (...) in C.3.2.2.2.

C.3.3.2.4 Reseeding OFB_DRBG (...) Instantiation

This prdcess is the same as the reseeding process for CTR_DRBG (...) in C.3.2.2.6.

C.3.3.2.5 Generating pseudorandom bits using OFB_DRBG (...)

OFB_DRIBG (...):

Inpuf: integer (state_handle, requested_no_of bits, requested_strength, prediction_resistance_refjuest_
flag), string additional_input.

Outplt: string status, bit-string pseudorandom_bits.
Procgss:
[) Ifastateis notavailable, then Return (Failure message, Null).

P) Get the appropriate state values, e.g. V = State(state_handle).V, Key = state(state_harldle).Key,
keylen = state(state_handle).keylen, strength = state(state_handle).strength, reseed_cqunter =
state(state_handle).reseed_counter, prediction_resistance_flag = state(state_handle).prediction_
resistance_flag.

B) If (requested_strength > strength)) then Return (Failure message, Null).
i) seedlen = outlen + keylen.
b) temp = len (additional\input).

NOTE 1 [fanimplementation never provides additional_input, then the additional_input inpuf param-
eter and steps 5 and-6 can be omitted.

h) If (temp Zmax_length), then Return (Failure message, Null).
V) If (réequested_no_of bits > max_request_length), then Return (Failure message, Null).

B) Alf' ((prediction_resistance_request_flag = Provide_prediction_resistance) and (prediction_
resistance_flag = No_prediction_resistance)), then Return (Failure message, Null).

NOTE 2 Ifanimplementation does not require the prediction_resistance_flag, then the prediction_re-
sistance_flag can be omitted as an input parameter and step 8 can be omitted.

9) If ((reseed_counter > reseed_interval) OR (prediction_resistance_request_flag = Provide_
prediction_resistance)), then:

Return (Failure message, Null).

NOTE 3 This is the case if reseeding is not available.
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9.1 status = Reseed_CTR_DRBG_Instantiation (state_handle, additional_input).

NOTE 4 If an implementation never provides additional_input, then a Null string replaces the

additional_input in step 9.1.

9.2 If (status # “Success”), then Return (Failure message, Null).

9.3 V = state(state_handle).V, Key = state(state_handle).Key, reseed_counter = state(state_handle).

reseed_counter.

9.4 additional_input = Null.

10) If (additional_input = Null), then additional_input = Qseedlen,
NOTE 5 If an implementation will never provide additional_input, then step 10 can be‘amit

1) The following code is used when a derivation function is available (it is possible that a
full entropy is not available.

11.1  additional_input = Block_Cipher_df (additional_input, seedlen).

NOTE 6 Derived seedlen bits.

11.2  (Key, V) = Update (additional_input, keylen, Key; V).

NOTE 7 If an implementation never provides additional_input, then step 11 can be om

12) The following code is used when a full entropyzsource is known to be available and a d¢
function is not used.

a) temp = len (additional_input),

b) If (temp < seedlen), thenadditional_input = additional_input || Qseedlen - temp,

c) Ifthelength of the.additional_input is < seedlen, pad with zeroes to seedlen-bits.

d) (Key, V) = Upddte (additional_input, keylen, Key, V).

NOTE 8 If an“mplementation will never provide additional_input, then step 12 can be
| 3) temp = Null,

[4) While(len (temp) < requested_no_of bits) do:

14:1) V= Block_Cipher (Key, V).

Fed.

ource of

tted.

rivation

bmitted.

14 2\ toepmpn = tomn || 17

y) cCTpP cCTpP T

15) pseudorandom_bits = Leftmost requested_no_of bits bits of temp.
16) (Key, V) = Update (additional_input, keylen, Key, V).

NOTE 9 Update performed for backward secrecy.

NOTE 10 If an implementation never provides additional_input, then step 16 becomes (Key, V) =

Update (0seedlen, keylen, Key, V).

17) reseed_counter = reseed_counter + 1.
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18) state(state_handle) = {V, Key, keylen, strength, reseed_counter, prediction_resistance_flag}.
19) Return (“Success”, pseudorandom_bits).

NOTE 11 The only difference between OFB_DRBG (...) and CTR_DRBG (...) in C.3.2.2.7 is in step 14.
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Annex D
(informative)

NRBG examples

D.1 Canonical coin tossing example

D.1.1

Dverview

This nop-deterministic random bit generator (NRBG) example is illustrative of some of the|requirements

thatgo i

nto the design of an NRBG.

For sonje applications, it is necessary to non-deterministically generate randomi-bits withoyit using

a full-fe
bit gense
processi
docume
impract
expansi

This do
that effd
compon
bits but
among 1
approac
to be m¢
satisfied

htured NRBG. Coin tossing is commonly considered to be a standard intuitive model for

random

ration, and, under fairly simple assumptions, the addition of some_.fmathematically bas
ng of the coin toss outcomes results in perfectly independent and/unbiased binary outp

n by a DRBG, coin-tossing can provide the relatively short seeds'required by the DRBG.

h. It is possible to argue that in situations where a coin tossing NRBG is appropriate, the o
t by these NRBG components are either ebviously unnecessary because of the environme
via certain procedural steps in the coifh tossing process. The coin tossing procedure desqg

this annpx is a canonical NRBG. A process foran NRBG based on coin tossing is described in D.1.2.

D.1.2

The bas
coin, ass
and perf
descript]
identica
unbiase
the coin

D.1.3

Description of basic process

c coin tossing NRBG permitted by this document consists of a person repeatedly flipping
igning one side of the c¢into the outcome “zero” and the other side of the coin to the outcon
orming the Peres Unbiasing procedurel22] on the resulting output sequence (see D.1.5 for a

ly distributed (but not necessarily unbiased), the Peres Unbiasing procedure is known to
1 output, with'the number of output bits produced asymptotically equal to the Shannon en
toss sequence.

Relation to standard NRBG components

The can

ed post-
ts. This

ht permits the generation of random bits using a coin tossing prdcedure. Such a procedurf can be
cal for an application requiring large numbers of random bits;xhowever, if the application accepts

fument recommends an NRBG that requires the inclusion’ of various components and flinctions
ctively amount to a DRBG operating in conjunction with one or more randomness sources. These
bnts are designed to result in a process that not only gernerates essentially unbiased and indgpendent
also tolerates various harmful situations throughi4he inclusion of safety margins and intgractions
he components. However, the canonical coin flip'RBG described here does not directly follow this

jectives
1t or are
ribed in

a single
he “one,”
detailed

ion of the Peres Unbiasing procedure). Assuming that the coin toss outcomes are indepenglent and

produce
tropy in

pirical coin tossing NRBG is acceptable as an NRBG. The correspondence between the featury

s of this

canonical NRBG and the features of the NRBG functional model is as follows.

1) Primary entropy source: A coin. It is important to note that owing to the Peres Unbiasing procedure, the
coin is not required to be perfectly unbiased, although it is assumed that any bias is stationary.

2) Additional inputs: One or more additional coins used for increased assurance or trust among multiple
parties.

3) Internal state: The values in each of the registers and variables used to implement the Peres Unbiasing
procedure.
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