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Page 52, C.2.1.1
Replace the third paragraph from the bottom of the page with the following:

“The length‘ofithe seed (seedlen) shall be at least the maximum of the hash output block size (outlen) and the
securitystrength.”
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Page 63, C.2.1.1

Replace Table C.1 and its title with the following:

Hash-function SHA-1 SHA-224 SHA-256 SHA-384 SHA-512
80, 80, 80, 80, 80,

Supported 112, 112, 112, 112, 112,

Security 128 128, 128, 128, 128,

Strengths 192 192, 192, 192,

256 256 256

Required

Minimum max (120, Security Strength)

Entropy

Seed Length 440 440 440 888 888

(seedlen)

Table C.1 — Security strength table for hash functions

NOTE The description of the function max(...) is given in C.2.1.2.1.

Page 54, C.2.1.2.1

Adld the following variable and its corresponding description"below max_no_of states in the list of variables
uded in the description of Hash_DRBG (...):

max_request_length The maximum number ofipseudorandom bits that may be requested during a single
request. This value is implementation dependent.”

Page 59, C.2.1.2.4
Replace step 3 of the Hash_DRBG (...) function with the following statement:

“3. If (requested_no\..of bits > max_request_length), then Return (Failure message).”

Page 59, C.2.1.2.4
Replace steps 610°6.3 of the Hash_DRBG (...) function with the following statements:

“6.\Mf ((reseed_counter > reseed_interval) OR (prediction_resistance request flag =
provide prediction_resistance)) then:

——6-t—ifreseedingis notavaitabte; them Return(Faiture message):
6.2 status = Reseed_Hash_DRBG_Instantiation (state pointer, additional _input).
6.3 If (status # “Success”), then Return (status, Null).

6.4 additional_input = Null.”
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