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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are me

mbers of

ISO or IEC participate in the development of International Standards through technical committees

stablished by the respective organization to deal with particular tields of technical activity. 150
teéchnical committees collaborate in fields of mutual interest. Other international organizations, gove

nd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field\of inf
teéchnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Tlhe main task of the joint technical committee is to prepare International Standards. Draft Intg
Standards adopted by the joint technical committee are circulated to national badies for voting. Publi
an International Standard requires approval by at least 75 % of the national bedies casting a vote.

>~

ttention is drawn to the possibility that some of the elements of this document may be the subject
ghts. ISO and IEC shall not be held responsible for identifying any orall such patent rights.

-

BO/IEC 18028-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information teq
ubcommittee SC 27, IT Security techniques.

0 -

BO/IEC 18028 consists of the following parts, under,the general title Information technology —
bchniques — IT network security:

~

- Part 2: Network security architecture

- Part 3: Securing communications between networks using security gateways

- Part 4: Securing remote access

4

etwork security management\ and securing communications between networks using Virtua
Networks will form the subjectsof the future Parts 1 and 5, respectively.

mternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part .

and IEC
rnmental
ormation

rnational

Cation as

of patent

hnology,

Security

Private
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Introduction

In Information Technology there is an ever increasing need to use networks within organizations and between

organizations. Requirements have to be met to use networks securely.

The ares
part of IS
or simply

of remote access to a network requires specific measures when [T security should be In place. }h
O/IEC 18028 provides guidance for accessing networks remotely — either for using email, file transfe

working remotely.

= 0

vi
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Information technology — Security techniques — IT network

security —

Part 4:

ecuring remote access

Scope
his part of ISO/IEC 18028 provides guidance for securely using remote access — a method to

curity. In this it introduces the different types of remote access including.the protocols in use, discl
uthentication issues related to remote access and provides support when setting up remote access
I{ is intended to help network administrators and technicians who plan to make use of this kind of cg
r who already have it in use and need advice on how to set it upésecurely and operate it securely.

Terms, definitions and abbreviated terms
or the purposes of this document, the following terms, definitions and abbreviated terms apply.

.1

ccess Point

P

the system providing access from a wiréless network to a terrestrial network

.2
dvanced Encryption Standard
ES
symmetric encryption.mechanism providing variable key length and allowing an efficient implen
ecified as Federal Information Processing Standard (FIPS) 197

.3
uthentication
the provision/of assurance of the claimed identity of an entity. In case of user authentication,
identified\either by knowledge (e.g., password), by possession (e.g., token) or by a personal char
iometrics). Strong authentication is either based on strong mechanisms (e.g., biometrics) or makes
I¢ast two of these factors (so-called multi-factor authentication).

remotely

nnect a computer either to another computer or to a network using public'networks and its implicatjon for IT

sses the
securely.
nnection

hentation

sers are
Acteristic
use of at

24

call-back

a mechanism to place a call to a pre-defined or proposed location (and address) after receiving
parameters

2.5

Challenge-Handshake Authentication Protocol
CHAP

a three-way authentication protocol defined in RFC 1994

© ISO/IEC 2005 — All rights reserved
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2.6

Data Encryption Standard

DES

a well-known symmetric encryption mechanism using a 56 bit key. Due to its short key length DES was

replaced

2.7

by the AES, but is still used in multiple encryption mode, e.g., 3DES or Triple DES (FIPS 46-3).

de-militarised zone

DMZ
a separa

ted area of a local or site network whose access is controlled by a specific policy using firewalls. A

DMZ is n

2.8

Denial of Service

DoS
an attack

2.9

Digital Subscriber Line

DSL
a techno|

2.10
Dynamig
DHCP
an Intern

211

Encapsulating Security Payload

ESP
an IP-ba
security

212

Extensibhle Authentication Protocol

EAP
an authe

213

File Transfer Protocol

FTP
an Intern

214
Internet
IETF
the grou

ot part of the internal network and is considered less secure.

against a system to deter its availability

ogy providing fast access to networks over local telecommunications loops

t Host Control Protocol

et protocol that dynamically provides IP addresses at start.up'(RFC 2131)

sed protocol providing confidentiality servicesifor data. Specifically, ESP provides encryption as
bervice to protect the data content of the IP_packet. ESP is an Internet standard (RFC 2406).

[

htication protocol supported by\RADIUS and standardised by the IETF in RFC 2284

et standard (RFC-959) for transferring files between a client and a server

Engineefing Task Force

b responsible for proposing and developing technical Internet standards

2.15
Internet
IMAP4
an email
server (d

2.16

Message Access Protocol v4

protocol which allows accessing and administering emails and mailboxes located on a remote email
efined in RFC 2060)

Local Area Network

LAN

a local network, usually within a building

© ISO/IEC 2005 — All rights reserved
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217

modem

hardware or software that modulates digital signals into analogue ones and vice versa (demodulation) for the
purpose of using telephone protocols as a computer protocol

2.18

Multipurpose Internet Mail Extensions

MIME

a method allowing the transfer of multimedia and binary data via email; it is specified in RFC 2045 to
RFC 2049

219
Network Access Server
NAS
g system, normally a computer, which provides access to an infrastructure for remote clients
220
dne-time password
QTP
g password only used once thus countering replay attacks
221
Rassive mode
RASV mode
dn FTP connection establishment mode
222
Rassword Authentication Protocol
RAP
gn authentication protocol provided for PPP (RFC 1334)
223
HRersonal Digital Assistant
ADA
usually a handheld computer (palmtep.computer)
224
Roint-to-Point Protocol
RPP
g standard method for éncapsulating network layer protocol information over point-to-point links (RFC{1334)
225
Rost Office Protocol v3
ROP3
gdn email protocol defined in RFC 1939 which allows a mail client to retrieve email stored on the email|server
2.26
Rretty Good Privacy
GP

a publicly available encryption software program based on public key cryptography. The message formats are
specified in RFC 1991 and RFC 2440.

2.27

Private Branch Exchange

PBX

usually a computer-based digital telephone switch for an enterprise

© ISO/IEC 2005 — All rights reserved 3
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2.28

Remote Access Dial-in User Service

RADIUS

an Internet Security protocol (RFC 2138 and RFC 2139) for authenticating remote users

2.29

Remote Access Service

RAS

usually hardware and software to provide remote access

2.30 l
remote access
authorized access to a system from outside of a security domain

2.31
Request for Comment
RFC
the title fpr Internet standards proposed by the IETF

2.32
Secure $hell
SSH
a protocol that provides secure remote login utilising an insecure network. $SH is proprietary but will becomle
an IETF ptandard in the near future. SSH was originally developed by SSH Communications Security.

2.33
Secure $ockets Layer
SSL
a protocol located between the network layer and the application layer provides authentication of clients and
server and integrity and confidentiality services. SSL was developed by Netscape and builds the basis for TL

|94

2.34
Security/Multipurpose Internet Mail Extensions
S/MIME
a protocol providing secure multipurpose maikexchange. Its current version 3 consists of five parts: RFC 33609
and RF({ 3370 define the message syntax;-RFC 2631 to RFC 2633 define message specification, certificate
handlingland key agreement method.

2.35

Serial Line Internet Protocol

SLIP

a packet|framing protocol specified in RFC 1055 for transferring data using telephone lines (serial lines)
2.36

Service Set Identifier

SSID

an identifier.for{wireless access points, usually in the form of a name

2.37

Simple Mail Transfer Protocol

SMTP

an Internet protocol (RFC 821 and extensions) for sending mail to mail servers (outgoing)
2.38

Transport Layer Security Protocol

TLS

the successor of SSL is an official Internet Protocol (RFC 2246)

4 © ISO/IEC 2005 — All rights reserved


https://standardsiso.com/api/?name=ede4feec8c101905c141324978b21b13

ISO/IEC 18028-4:2005(E)

2.39
Uniform Resource Locator
URL
the address scheme for web services
2.40
Uninterruptible Power Supply
UPS
usually a battery-based system to protect devices against power outages, sags and surges
.41
ser Datagram Protocol
DP
n Internet networking protocol for connectionless communications (RFC 768)
.42
irtual Private Network
PN

private network utilising shared networks. E.g., A network based on a cryptographic tunnelling| protocol
perating over another network infrastructure.

specification for a security enhancement to provide confidentiality and integrity for wireless communications;
ifincludes the temporal key implementation protocol (TKIP). WPA is the successor of WEP.

.44
ired Equivalent Privacy
EP

cryptographic protocol offering stream cipher.encryption with a key length of 128 bits; it is defined Within the
IEEE 802.11 Wireless LAN specifications

network using radio frequencies. The most common standards in use are IEEE 802.11b and 802(11g with
p to 11 Mbps respectively 54 Mbps transfer rate utilising the 2,4 GHz frequency band.

rs when
confronted with the problems of securing remote access. It provides information on the various types and
techniques for remote access and helps the intended audience to identify adequate measures to protect
remote access against identified threats.

It may also provide help to users who intend to access their office remotely from their home office or when
travelling.

© ISO/IEC 2005 — All rights reserved 5
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4 Overview

Remote
and use

access enables a user to log on from a local computer to a remote computer or computer network
its resources as if a direct LAN link existed. The services used here are known as Remote Access

Service (RAS). RAS ensures that remote users can access the network resources.

In general, RAS is used in the following situations:

to link individual stationary workstations (e.g., so that individual staff can work from home as
telecommuters),

RAS offd
with the

as long as is necessary and can be viewed as a leased line, which is only active'on demand. It may also be

permane
IMPORTA

into comp
locations.

EstablisH

to link mobile computers (e.g., to support staff working in the field or on business trips),

to link entire LANs (e.g., to connect local networks of remote locations or branch offices to g
corporate headquarter LAN),

to provide management access to remote computers (e.g., for remote maintenance).

rs a simple way to connect remote users in such scenarios: the remote user establishes a connectio
main network e.g., over the telephone network using a modem. This directieonnection may exist fq

e

nt when DSL or other adequate technology is used.

ANT: Remote access to an enterprise should always be directed through @remote access server; direct dial-|n
uters implies many risks and should therefore be omitted. Modems in.enterprises should only be used at defingd
Remote
Application

Remate Client Remote Access Server

Figure 1 — Remote Access to Resources

ment of a RAS connection generally requires three components as follows:

1. Alocal network component within the corporate network, which provides the RAS (i.e. RAS software has
been installed) and which is ready to accept RAS connections. This is known as the RAS server or
access server.

2. Are
This

3. The

mote computer on which RAS software has been installed and which initiates the RAS connection.
is known as the RAS client. Remote clients may be workstations or mobile computers.

communication medium over which the RAS connection is established. In most scenarios the RAS

client uses a telecommunications network to establish the connection. The very minimum that is required,
therefore, is a telephone line and a modem to go with it. Depending on the RAS architecture, different
connection technologies can be used server-side.

© ISO/IEC 2005 — All rights reserved
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RAS is implemented as a client/server architecture: a RAS client may be configured so that it automatically
establishes the RAS connection when corporate network resources are required by dialling the phone number
of the computer on which the RAS server software is installed.

Alternatively, the user can initiate the RAS connection manually. Some operating systems also allow the RAS
to be activated immediately following system logon. Have in mind that a client system may be any kind of
computer (e.g., laptop, PDA, smart phone).

After connection establishment, a client system may use various applications; some of these may have
security implications.

N

Security requirements

rom a security standpoint the RAS server and the RAS client are considered to be under control of a given
ecurity policy while the communication medium is considered out of control and)‘possibly in g hostile
nvironment. Security mechanisms concentrate on the risks that unauthorized entities (e.g. indivjduals or
rocesses) may

O DO O T

o/ gain access to the RAS client,

o/ gain access to the RAS server,

o] block access to the RAS server (Denial of Service),

o/ eavesdrop on the information exchanged between the-RAS client and the RAS server, and
¢/ modify information in exchange.

Tlhe security services to counter these risks are’,confidentiality services, authentication services anfl access
control. Therefore, the following security objectives apply to RAS access:

Authentication: The remote user mustibe uniquely identified by the RAS system. The identity of|the user
ust be established through an authentication mechanism every time that a connection is establishged to the
Ipcal network. In the context of system access, additional control mechanisms must be employed tpo ensure
that system access by remotetusers is properly controlled (e.g., restricting access to certain timjes or to
ermitted remote connectionpoints only).

here are various methods of authenticating users and processes differing in quality and technolpgy. The
ost common, but alse)the most vulnerable, method is the use of passwords.

ccess control; Once the remote user has been authenticated, the remote access server must bg able to
restrict the intéractions of the user with the network. This requires that the authorisations and restrictions,
hich havé“been specified for local network resources by authorised administrators, be also enfprced for
remote wsers in addition to any specific restrictions for remote users (e.g., specific daytime petiod, one
nnection per user).

: ; so to be
transmitted over the established RAS connection. In general the security requirements, which apply in the
local network with regard to protection of communications (confidentiality, integrity, authenticity) must also
be implementable for data transmitted over RAS connections.

However, protection of RAS communications is especially critical since communications can be transmitted
using a number of communications media and protocols, which cannot generally be assumed to be under the
control of the operator of the local network.

Availability: Where remote access is used for mainstream business activities, the availability of RAS access

is particularly important. The smooth flow of business processes may be impaired in the event of total failure
of RAS access or if connections have insufficient bandwidth. This risk can be reduced to a certain extent

© ISO/IEC 2005 — All rights reserved 7
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through the use of alternative or redundant RAS connections. This applies especially where the Internet is
used as the communications medium, as here there are generally no guarantees of either connection or
bandwidth.

The client/server architecture of RAS systems means that both the RAS client and the RAS server are
exposed to specific risks due to the type of operational environment and the manner of use.

RAS clients do not have to be stationary (e.g., home PC), but may also be mobile devices (e.g., laptops).
However, the client location will normally not be under the control of the LAN operator so that, especially
where the client is mobile, it must be assumed that the environment is insecure and is exposed to specific
threats. In particular, the threats, which have to be considered here, include physical threats, such as theft.or
damage.

RAS seryers are generally part of the LAN to which remote users wish to log on. They are under the,control ¢f
the LAN|operator and can therefore be covered by the security provisions, which apply locallylAs the main
task of the RAS server is to ensure that only authorised users can access the connected LAN, the threats to
which th¢ RAS server is exposed should be viewed as falling within the area of attacks whérethe objective is
unauthorlised access to the LAN.

6 Types of remote access connection
There arg various ways of establishing a connection between a client and,computers in the remote LAN:

e |Direct dial-up to the access server;

=

o |Dial-up to an access server of an Internet Service Provider (ISP) and access to the remote LAN ovsg
the Internet;

¢ |Non-dial-up access by means of permanent connections to another network.
The following figure (Figure-2) shows these types.af remote connections; mobile user 2 accesses the LAN vig
an ISP dnd the Internet and is filtered by a firewall which controls access between the Internet and the local
network.|Mobile user 1 could also be a WLAN-user; then the RAS is called Access Point (AP). This acceds
server is|also controlled by the firewall (dotted line).

NOTE Mobile users may be using dialup, leased line, broadband or wireless connections.

The situation with so-called “WLEAN hot spot” is described through mobile user 2 accessing a WLAN acceg
point insfead of using a localmedem. This means, that general Internet access is provided via the WLAN A
and an I$P.

U wn

=

There arg a variety oféunethods that a client may use to connect to an ISP. The client may use wired and/q
wireless [technologies. Depending on the methods used, additional risks may occur, e.g., a WLAN requirg
that spegdific security measures be applied in order to keep confidentiality.

[

These mlethods offer speC|f|c pros and cons which have to be taken |nto account. For example direct dial-u
is intended , :
remotely. However, tooIs scannlng for acceSS|bIe dlal -up numbers (war dlalers) help hackers to |dent|fy
existing modems actively waiting for incoming calls. Internet dial-up provides a per-call advantage for the
remote user. The user may access local ISPs to connect to the remote LAN. However, this connection method
may require more complex and expensive server set-up and configuration.

P

8 © ISO/IEC 2005 — All rights reserved
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=

Maobile Wser 2

Internet

LAMN Workstation

LAMN Workstation

Mobile User 1

Figure 2 — Types of Remote Access

71 Techniques of remote access connection

7.1 General

Remote access should only be provided following a need-to-know principle. Therefore, an enterprige has to
determine, which systems and which applications shall be accessible from the outside world by which user.
Tlhe type of remote access should be defined by the service used remotely.

7.2 Access to communications servers

7.2.1 General communications protection

—

he most common-access provided is the access to the communications services within an enterprise, i.e.
deccess to a user’se€mail account, to an FTP server or to a web server. Annex D provides checklisfs on the
plementatioh/and operation of a secure mail server and Annex E helps in setting up and administering a
eb server-securely.

here \are various ways to protect the communication between a server and a client, thus providing
uthenticity, confidentiality and integrity services, such as:

a) Secure Sockets Layer (SSL) provides a method of authenticating the communicating parties (client and
server authentication) and encrypting the information exchange between those parties. SSL is supported
by any Internet Browser and web server as well as by almost all operating systems. The Internet
Engineering Task Force (IETF) has developed the Transport Layer Security Protocol (TLS), which is
based on SSL, as an Internet Standard (RFC 2246) for protecting client/server communications.

b) IPsec (Internet Protocol Security) provides ways of authenticating the communicating partners as well as

protecting the transferred information. IPsec also offers functions to deal with key management issues
(see also RFC 2401, “Security Architecture for the Internet Protocol”).

© ISO/IEC 2005 — All rights reserved 9
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c) Secure Shell (SSH) is a protocol for secure remote login and other secure network services over an
insecure network. It establishes a secure communications link after a successful authentication of the
remote user and provides a set of commands and services (e.g., secure file transfer).

These methods provide secure authentication and confidentiality and integrity services and should be used in
addition to the communications software. Due to the fact that SSL is part of commonly available Internet
browsers, web mail access may be easily protected by establishing an SSL connection prior to accessing a
user’s email account.

A maijor difference between these methods lies in the fact that SSL/TLS and IPsec are usually provided as
underlyirlg communications functionalities thus being a security network service and SSH being a securify
application.

O

These tdchniques are also applicable for connecting an FTP client to an FTP server thus allowing\access {
data stored on that server.

Note: Mgny Internet protocols, e.g., telnet providing terminal access capabilities or FTP allowing_file transfer, do on
implement weak authentication mechanisms, and do typically send password information in clear text.. Tunnelling sug
protocols |through secure protocols such as SSH, SSL/TLS or IPsec provides not only confidentiality but also provide
substantigl improvement for the authentication process.

o<

[

Note that many web servers make use of SSL/TLS in only providing server authéntication for the user but ngt
vice verga, which requires the user to verify the server certificate.

7.2.2 PHrotecting electronic mail

Although email is a service whose messaging in general does naot.provide confidentiality, specific prerequisite
have to be met to allow access to mail servers from outside. A common way to provide access to an emdi
server is|to offer a web interface to the mail accounts, which(allows users on the road to access their emails.
This method only requires a computer with a browser; i.e.\it may be used on any computer available. On th
other hand, this method is not intended to let users dowfload their mail and answer it off-line.

= 0

[¢]

Other approaches allow users to make use of their standard email clients but still do not provide sufficient
confidentiality and privacy due to the concepts-of-email protocols. In general, an email client accesses a post

office (i.¢. the common program administering~all incoming email accounts) by authenticating itself and the
user be%nd in clear text. The two mail access protocols in use (POP3 and IMAP4) primarily differ in the way
they treaf received email:

e POR3 downloads all new emailjavailable and a user can work with it locally,

e IMAP4 allows a user tondownload only the mail headers and decide afterwards which mail to download fo
the local machine.

Due to the fact that these protocols alone do not provide sufficient security mechanisms, strong authenticatio
and trangmission.eonfidentiality have to be provided additionally (e.g., SSL, SSH).

=}

Note: Yol may ‘also protect email contents (this excludes sender address, recipient address and subject line). The two
main spegifications are PGP (Pretty Good Privacy) and S/MIME (Secure Multi-Purpose Information Message Exchange)
which both provide Services for confidentiality, Integrity, authenticity and non-repudration of origin. Both can be ntegrated
appropriately into many email client programs. Neither protects against traffic analysis because sender and recipient
addresses are transferred in clear text.

An email server accessible by remote users should be located in the de-militarised zone (DMZ) of a network.
The task of the DMZ is to separate the external network from the internal one by isolating those computers
that are directly accessed from each of the networks. Placing the email server into a DMZ means that this
machine is accessible from the external network and also accessible from the internal network. To avoid that
this generates a risk for the internal network, certain measures have to be met:

In general, it should be avoided that an online connection between a computer of the external network and a
computer of the internal network via the DMZ can be established. This can be achieved either by configuring
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the respective gateways and the interim computer accordingly or by using computer constellations which
provide this kind of separation.

The appropriate configuration needs to take care of the following issues:

e The mail server shall only host the specific application and a minimal operating system in order to
avoid that it may be misused as a interim machine for attacks.

e The access from the outside network shall be restricted to precisely defined applications (identified
by IP address and port number).

e Access from the internal network shall also be restricted by defined addresses and ports f¢r source
addresses (those computers in the internal net that are allowed to access) as well" a$ for the
destination address. Also, the direction of the information flow shall be restrigted” Thi§ can be
achieved by routers or firewalls.

o

ther communications servers such as web servers may also be situated withincaBMZ and be protected
ccordingly. The following table (Table-1) provides the port numbers and protocols that may be cdnsidered
hen placing an email server in a DMZ.

= Q

Table 1 — E-Mail and related Port Numbers

Number [Name Description

22 ssh Secure shell login

25 smtp conventional SMTP portwith TLS/SSL capability
465 smtps SMTP over TLS/SSL

143 imap conventionak!MAP port

993 imaps IMAP oyver'TLS/SSL

110 pop3 conventional POP3 port

995 pop3s POP3 over TLS/SSL

Border Firewall Internal Access Router

permit tcp any host <Mail Server:= eq smip permit tcp any host <Mail Server=- eq smtp

permit tcp any host <Mail Server> eq pop3s permit tcp any host <Mail Server> eq pop3

permit tcp any host <Mail Server:> eq imaps < permit tep any host <Mail Server> eq imap
L Mail Server —

Figure 3 — Access to a Mail Server within a DMZ

Figure-3 shows the different configurations required on routers located to the Internet and to the internal
network. In this case, access from the outside to the mail server is only permitted via IMAP over TLS/SSL and
POP over TLS/SSL while sending emails may be done using normal SMTP. From the inside network, access
is allowed using IMAP or POP without the additional protection by TLS/SSL. The commands are a pseudo
command language describing the required access list commands for border firewall and internal router. By
definition, any other port is prohibited to avoid weaknesses related to other ports and protocols.
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Additional safeguards may be applied to avoid misuse of the SMTP Mail Server (e.g., restricted SMTP
connections to avoid unsolicited email).

7.2.3 Protecting an FTP connection

The File Transfer Protocol (FTP) is another service, where the server may be located within a DMZ. FTP
specifies two operational modes:

e PORT mode (also known as Normal or Active mode)

e |PASV mode (also known as Passive mode)

These modes differ in the establishment of the data channel: in the PASV mode the command channpel an|
the data|channel are established by the FTP client accessing the FTP server; in the PORT mode* the FT
client opgns a command channel and the FTP server opens the data channel back when accepting the client
request. |FTP is specified to use port 21 to build up the command channel; the data‘channel port
dynamically assigned out of a range typically beginning at port 1024 up to port 5000.

n n UQ

U

Principally the PORT mode allows a more secure setup of a packet filtering firewall when providing FT
capabilities to remote clients. Only TCP port 21 needs to be opened inbound torset up of the client-initiate]
commanf channel. The following establishment of the data channel is then opehed outbound. Figure-4 show
the adeqpuate filtering for the DMZ containing an FTP server.

n Q

Internal Access Router

Border Flrewsall

permit inbound tep any host =FTP Sepver= eq ftp
permit outbound top any host SFTP Serverr eq data
ports (1024 and abowe]

Figure 4 — Access to an FTP server within a DMZ

In contrgst, implementing an FTP server using PASV mode connections requires for simple firewalls thle
opening pf a wide port range starting at port 1024 for incoming connections. Such a setup would imply majgr
risks to the firewallitself.

Unfortun
to the s 3 =
channels are initiated by the client system. The implied risks in opening this wide range of ports can be solved
by implementing more sophisticated firewall techniques: Firewalls providing state-full inspection techniques do
allow the temporarily on-demand opening of incoming ports, allowing to provide PASV mode FTP services
without requiring a wide range of open inbound ports. The same result can also be achieved by using a
dedicated ftp proxy component in the firewall.

When considering providing FTP capabilities to remote clients it is important to be aware that the FTP protocol
itself provides only very basic security measures. Confidentiality is not supported and the authentication
services provided are on a very basic level. As an example, passwords are transmitted in clear text which
does allow replay attacks.
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Therefore, FTP services should whenever possible be implemented in combination with underlying security
layer tunnelling protocols (e.g., TLS/SLS), or improved file transfer applications like Secure FTP or scp
(secure copy), both based on the SSH protocol. Both variants allow the implementation of strong
authentication as well as providing for confidentiality services.

7.3 Access to LAN resources

This access requires a set-up of machines and specific system configuration. Due to the fact that a remote
user accessing resources within a network poses a high risk to this network, remote access has to satisfy the

reguitements-as follows
GBI HS—aS+oHOWS-

1>

uthentication: a strong authentication mechanism or two-factor authentication have to ensure that’thg identity
f a remote user is verified.

@]

1>

uthorisation: after successful authentication a remote user gets those rights grantedCwhich alloyv him to
onduct his work as defined. This way a user performs a specific remote-user role.

Q

1>

ccess control: prior to accessing resources or data, a remote user’s access, i§ ¢checked against hig granted
ghts.

-

Q

onfidentiality, authenticity and integrity: depending on the resources and-data used, communicationsg security
as to be established by providing confidentiality, authenticity and integrity services.

-

—

hese requirements will be fulfiled by secure tunnelling protocols as used for Virtual Private Networks
cluding appropriate authentication mechanisms. More details” are discussed in ISO/IEC 18028-% (Virtual
rivate Networks).

ppropriate authentication mechanisms for remote users are for example one-time password (OTR) tokens
hich provide a unique password every time accessed by a user who enters his Personal Identification
umber (PIN). Tokens like this provide a two-facter authentication where a user has to both posses$ a token
nd know the appropriate PIN.

uthorisation may be installed by specific roles which may be assigned to groups of remote users.|A group
all get those rights granted which.are' required to fulfil the tasks they are conducting remotely. This way
restricted access for remote users can‘easily be implemented.

ccess control may be implenmiented with a policy supported by the mechanisms provided from the rg¢spective
perating systems in use. Forexample, the user account policy may define the required rights and refstrictions.
perating systems may.also provide group policies specifically developed for remote users.

he most commonly.used set of protocols is provided with the Remote Authentication Dial-In Usef Service
ADIUS). These,~protocols, originally developed only for dial-up remote access, enable cgntralised
uthentication{ /authorisation and accounting for network access and are supported by VPN and strong
uthentication' mechanisms. The protocols work as follows:

RADIUS client (typically an access server such as a dial-up server, VPN server, or wireless accgss point)
ndswuser credentials and connection parameter information in the form of a RADIUS message to a|RADIUS
rver The RADIUS server authenticates and authorises the RADIUS client request and sends back a
RADIUS message response. RADIUS clients also send RADIUS accounting messages to RADIUS servers.
Additionally, the RADIUS standards support the use of RADIUS proxies. A RADIUS proxy is a computer that
forwards RADIUS messages between RADIUS clients and RADIUS servers, possibly via other RADIUS
proxies. RADIUS messages are never sent between the access client and the access server.

RADIUS messages are sent as User Datagram Protocol (UDP) messages; UDP port 1812 is used for
RADIUS authentication messages and UDP port 1813 is used for RADIUS accounting messages. Only one
RADIUS message is included in the UDP payload of a RADIUS package.
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RFC 2865 defines the following RADIUS message types:

e Access-Request. Sent by a RADIUS client to request authentication and authorisation for a network
access connection attempt.

e Access-Accept. Sent by a RADIUS server in response to an Access-Request message. This
message informs the RADIUS client that the connection attempt is authenticated and authorised.

e Access-Reject. Sent by a RADIUS server in response to an Access-Request message. This
message informs the RADIUS client that the connection attempt is rejected A RADIUS server sends

this message if either the credentials are not authentic or the connection attempt is not authorised;

(2

e |Access-Challenge. Sent by a RADIUS server in response to an Access-Request message. Th
message is a challenge to the RADIUS client that requires a response.

Annex B| provides support for the implementation and deployment of RADIUS within a Microsoft Windows
2000 enyironment.

7.4 Adcess for maintenance

=

This type of remote access is provided to system administrators who connect‘when required to administg
systems [remotely. Due to the fact that this group of users has usually the highest access rights at the system,
access las to be set up in the most secure way. Also, any activity conducted remotely has to be logged an
audited gfterwards, especially when system administration is outsourcedto a service provider.

o

Thereforg, access should only be provided to the specific computerwhich is to be administered remotely. The
following| measures are required:

e Access shall only be provided to a specific account on\the defined machine;

Q.

e The|communications between the remote user and the machine to be administered shall be protecte]
using tools like SSH;

e Theluser has to be authenticated using-strong authentication mechanisms;

e Every user allowed for remotely administering a system has to be trained in the appropriate mechanisms
and [procedures;

e Anylaction shall be logged;

e The|logs should be-audited immediately after a remote administration was conducted, or at the first
opportunity in the/case of an out-of-hours maintenance activity.

[¢]

A call-back meehanism (requires additional safeguards, see also 8.2) is an option. Following thes
requirements restricts the risks implied with this type of remote access.

8 Guidelines for selection and configuration

8.1 General

The following clause will discuss the measures required to counter the threats identified. Each measure
proposed will be explained in detail and the pros and cons will be introduced. The structure is so that the
areas RAS client, RAS server and RAS communications will be introduced separately. Joint measures will be
discussed in the end.

At this point we advise against considering the threats to the client and server completely separately since, for
example, if a RAS client were to be compromised, the RAS server would automatically be endangered.
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Moreover it should be borne in mind that, for example in the Windows environment, every RAS client can also
be operated as a RAS server, so that the threats which apply to RAS servers may apply equally to a RAS
client.

8.2 Protecting the RAS client

8.2.1 Stationary RAS client

A stationary client may first be protected physically, i.e. it may be kept in a room where only authorised people
dVvVe d < . dy De d dpPpropriate approda Ol teleCo ute WT10 dKe USe Of d MNoIlrie O v

Al stationary RAS client may be connected to the RAS server using a telephone modem, a cableymofem or a
SL connection. The second and the third type of connection require additional measures forithe bjoadband
gonnection providing a permanent connection to the Internet. A simple approach is the installation and correct
configuration of a so-called “personal firewall” which restricts access from the outSide to the cpnnected
computer.

8.2.2 All RAS clients

Hor all RAS clients there are several levels of security applicable to avoid misuse of the computgr and to
ecure the remote connection.

he first barrier to be established is the computer hardware itself-An easy approach to protect the gomputer
and to avoid misuse is the installation of a boot password, Mhich enforces the user’s identificatiop prior to
hooting the system. This barrier is a first obstacle for potential attackers but it does not provide a [sufficient
protection.

A second obstacle is the operating system. For portable computers and workstations an operating system

ould be used which provides user identification, and authentication. Most operating systems prdvide this
feature. The account to be used should be a @ormal user account, not an administrator account|because
these accounts provide more privileges and-therefore should only be used to administer a compyter. Also
bear in mind, that adequate password quality!) should be enforced.

I{ information considered of value for'a-Company is stored on a computer then additional measures ghould be
in place.

he operating system should“be hardened providing better security than the off-the-shelf configuration. This
implies that all unnecessary components of the operating system should be removed and orly those
gpplications installed that are needed. Also, features like network configuration are restricted in a|way that
dnly those services réquired for the specific system are allowed.

4trong authentication can be achieved using smart cards, token cards or biometric2) mechanisms. Strong
quthentication,-also known as multi or two-factor authentication requires a user to fulfil at least twd ways of
identification’).

ardidisk encryption provides protection against disclosure of information stored. This confidentiality service
as“to make use of strong algorithms (see also ISO/IEC 18033-3, Information technology —| Security
techniques — Encryption algorithms — Part 3: Block ciphers®)).

1) More information on password management can be found in ISO/IEC 17799.
2) Biometrics refers to the authentication of people based on physical or behavioral characteristics.

3) Authentication usually requires users to provide something they know (a password), something they possess (a token
or smart card), something they are (a biometric characteristic), or sometimes a combination thereof, in order to provide
evidence of their identity.

4) To be published.
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Another important configuration issue is the modem configuration. The client modem has to be set up in a way
that it generally does not accept incoming calls. This way a connection has to be initiated by the client user.

In many circumstances a personal firewall may improve security, if configured correctly.

Finally, to avoid and restrict damages caused by malicious code, an anti-virus program has to be installed and
regularly updated.

8.3 Protecting the RAS server

8.3.1 thysical and logical set-up

For the RAS server physical security is a necessity. Usually, the RAS server is part of the server infrastfuctu
of an enferprise and should have the same physical security as the other servers. Like any other.services
the outside, a RAS server should be located within a DMZ. This includes protection against unhauthoris
physical |access by keeping it locked away in a server room and against power failure in using a UPS. Othegr
measuress required are the secure set-up and configuration of the RAS server, the secure*administration an
the backtup and recovery procedures.

Although the most common type of RAS server is still a server providing modem access either usin
telephong line or ISDN, there are meanwhile solutions available where the'dial-in takes place at a local
service grovider RAS outside the control of an enterprise. Further access is then provided by the Internet and
is contro|led and restricted by its perimeter, the firewall system.

[¢]

The advantage of this approach is that costs are kept low (the dial inds usually a local call), the disadvantag
is that the client has to be identified twice: at the ISP first and then-again at the remote location.

8.3.2 RAS server and modem

For a RAS server providing modem access several méasures should be in place to ensure that the mode
provision does not introduce additional risks to the infrastructure.

The computer should be configured to fulfil the fask of providing RAS services and all other services should
omitted. [This implies that the operating systemis hardened and all relevant upgrades and patches are appli
Only adninistrators and maintenance staff are allowed to physically access the server. Normal user accounts
should npt be installed.

=h

If the RAS server also provides 6ther services then it has to be tested and verified that the combination
services [does not introduce new)risks. Explicit configuration support for RAS may be provided by the vendg
of the software.

=

Other important issues-o.be taken into account are the backup of data, the log information to be collected, th
transfer pf logs to armanagement station (including its daily evaluation) and the development of emergeng
plans.

< O

Prior to gctively providing remote access services the server shall be tested against known vulnerabilities. Thee
tests shdll‘include local configuration and network penetration testing.

A modem shall be configured to passively work in one direction, in this case, allowing incoming calls. If
possible, the configuration shall allow the authentication at the modem and then initiate a call-back (also
known as dial-back) to a pre-stored number. This call-back only works with stationary clients or laptops
connected via mobile phones. This ensures that only known addresses (phone numbers) are connected 