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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
stablished by the respeciive organizafion 1o deal with particular fields of technical aclivity. ISOJand IEC
teéchnical committees collaborate in fields of mutual interest. Other international organizations, govgrnmental
nd non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of information

teéchnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part .

n International Standard requires approval by at least 75 % of the national bedies casting a vote.

>

ghts. ISO and IEC should not be held responsible for identifying any-or all such patent rights.

-

BO/IEC 18028-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information teq
ubcommittee SC 27, IT Security techniques.

(4 Mo

BO/IEC 18028 consists of the following parts, under, the general title Information technology —
techniques — IT network security:

—+ Part 1: Network security management

—+ Part 2: Network security architecture

—+ Part 3: Securing communications between networks using security gateways
—+ Part 4: Securing remote access

—+ Part 5: Securing communications across networks using virtual private networks

Tlhe main task of the joint technical committee is to prepare International Standards. Draft Intdrnational
Standards adopted by the joint technical committee are circulated to national badies for voting. Publication as
E

ttention is drawn to the possibility that some of the elements of this document may be the subject of patent

hnology,

Security
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Introduction

The telecommunications and information technology industries are seeking cost-effective comprehensive
security solutions. A secure network should be protected against malicious and inadvertent attacks, and
should meet the business requirements for confidentiality, integrity, availability, non-repudiation,
accountdbility, authenficity and reliability of informafion and services. Securing a network 1S also essentialfgr
maintain|ng the accuracy of billing or usage information as appropriate. Security capabilities in products\a
crucial tp overall network security (including applications and services). However, as more products a
combinefl to provide total solutions, the interoperability, or the lack thereof, will define the sucgess” of th
solution. [Security must not only be a thread of concern for each product or service, but must be-developed i
a manngr that promotes the interweaving of security capabilities in the overall end-to-end sécurity solution.
Thus, tHe purpose of ISO/IEC 18028 is to provide detailed guidance on the securityaspects of th
manageinent, operation and use of information system networks, and their inter-connections. Tho
individugls within an organization that are responsible for information security in general,_ and network securif
in particylar, should be able to adapt the material in this standard to meet their specificfequirements. Its mai
objectives are as follows:

S <

— in I$O/IEC 18028-1, to define and describe the concepts associated-with, and provide management
guidance on, network security — including on how to identify and @nalyze the communications related
factors to be taken into account to establish network security requirements, with an introduction to the
posgible control areas and the specific technical areas (dealt wijthdn subsequent parts of ISO/IEC 18028);

— in I90/IEC 18028-2, to define a standard security architecture, which describes a consistent framework fo
support the planning, design and implementation of network security;

— in I90/IEC 18028-3, to define techniques for securing information flows between networks using security
gateways;

— in I§O0/IEC 18028-4, to define techniques for:securing remote access;

— in I$O/IEC 18028-5, to define techniques for securing inter-network connections that are established
usinf virtual private networks (VPNS).

ISO/IEC|18028-1 is relevant to anyone involved in owning, operating or using a network. This includes senigr
managels and other non-technical managers or users, in addition to managers and administrators who have
specific [responsibilities for\ifformation security and/or network security, network operation, or who are
responsiple for an organization's overall security program and security policy development.

ISO/IEC|18028-2 is televant to all personnel who are involved in the planning, design and implementation ¢f
the architectural aspects of network security (for example network managers, administrators, engineers, and
network security-officers).

ISO/IEC|18028-3 is relevant to all personnel who are involved in the detailed planning, design anid
implementation of security gateways (for example network managers, administrators, engineers and network
security officers).

ISO/IEC 18028-4 is relevant to all personnel who are involved in the detailed planning, design and
implementation of remote access security (for example network managers, administrators, engineers, and
network security officers).

ISO/IEC 18028-5 is relevant to all personnel who are involved in the detailed planning, design and

implementation of VPN security (for example network managers, administrators, engineers, and network
security officers).

Vi © ISO/IEC 2006 — All rights reserved
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Information technology — Security techniques — IT network

security —

Rart1-

etwork security management

Scope

IBO/IEC 18028-1 provides direction with respect to networks and communications, including on thg

I{ is aimed at those responsible for the management of information security-in‘general, and network s
articular. This direction supports the identification and analysis of the_communications related fag
ould be taken into account to establish network security requirements; provides an introduction o
identify appropriate control areas with respect to security associated with connections to commu
etworks, and provides an overview of the possible control-arfeas including those technical de
plementation topics dealt with in detail in ISO/IEC 18028-2 t01SO/IEC 18028-5.

Normative references

D)

—

he following referenced documents are indispensable for the application of this document. F
pferences, only the edition cited applies. For’ undated references, the latest edition of the rg
ocument (including any amendments) applies:

o

BO/IEC 18028-2:2005, Information technology — Security techniques — IT network security
etwork security architecture

——

BO/IEC 18028-3:2005, Information technology — Security techniques — IT network security -
ecuring communications between networks using security gateways

[@a)

BO/IEC 18028-4:2005,~Information technology — Security techniques — IT network security -
Securing remote access

BO/IEC 18028-5:2006, Information technology — Security techniques — IT network security -
ecuring communications across networks using virtual private networks

[da)

BO/IEC 13335-1:2004, Information technology — Security techniques — Management of informg
dommumnications technology security — Part 1: Concepts and models for information and commu
technelogy security management

security

spects of connecting information system networks themselves, and of connécting remote users to mpetworks.

ecurity in
tors that
n how to
nications
5ign and

or dated
ferenced

- Part 2:

- Part 3:

- Part 4:

~ Part 5:

tion and
nications

ISO/IEC 17799:2005, Information technology — Security techniques — Code of practice for information

security management

ISO/IEC 18044:2004, Information technology — Security techniques — Information security
management

incident

ISO/IEC 18043:2006, Information technology — Security techniques — Selection, deployment and operations

of intrusion detection systems
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3 Terms and definitions

3.1 Terms defined in other International Standards

For the purposes of this document, the terms and definitions given in ISO/IEC 7498 (all parts) and the
following terms defined in ISO/IEC 17799 and ISO/IEC 13335-1 apply: accountability, asset, authenticity,
availability, baseline controls, confidentiality, data integrity, impact, integrity, security policy, non-repudiation,
reliability, risk, risk analysis, risk assessment, risk management, control, threat and vulnerability.

3.2 Terms defined in this part of ISO/IEC 18028
For the gurposes of this document, the following terms and definitions apply.

3.21
alert
‘instant’ jndication that an information system and network may be under attack, or in danger because of
accident/ failure or people error

3.2.2

attacker
any perdgon deliberately exploiting vulnerabilities in technical and non-techni¢al-security controls in order fo
steal or pompromise information systems and networks, or to compromise-availability to legitimate users ¢f
informatipn system and network resources

3.23
audit
formal infyuiry, formal examination, or verification of facts against éxpectations, for compliance and conformity

3.24
audit logging
gathering of data on information security events for the purpose of review and analysis, and ongoing
monitoring

3.25
audit togls
automated tools to aid the analysis of the, contents of audit logs

3.2.6

business continuity management

process Eo ensure that recovery of operations will be assured should any unexpected or unwanted incidemt
occur that is capable of fegatively impacting the continuity of essential business functions and supportin
elements

NOTE The prdacess should also ensure that recovery is achieved in the required priorities and timescales, a

subsequently all business functions and supporting elements will be recovered back to normal. The key elements of thfs
process rleed¢to/ensure that the necessary plans and facilities are put in place, and tested, and that they encompags
informatignybusiness processes, information systems and services, voice and data communications, people and physical
facilities.

327
Comp128-1
proprietary algorithm that was initially used by default in SIM cards

3.2.8

demilitarized zone

DMz

perimeter network (also known as a screened sub-net) inserted as a “neutral zone" between networks

NOTE It forms a security buffer zone.

2 © ISO/IEC 2006 — All rights reserved
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3.2.9
denial of service
DoS

2006(E)

prevention of authorized access to a system resource or the delaying of system operations and functions

3.210
extranet
extension of an organization’s Intranet, especially over the public network infrastructure, enabling

resource

sharing between the organization and other organizations and individuals that it deals with by providing limited

access to its Intranet

.2.11
flltering
rocess of accepting or rejecting data flows through a network, according to specified criteria

.2.12
firewall
type of security barrier placed between network environments — consisting-of 'a dedicated dey
mposite of several components and techniques — through which all traffic from/one network enviro
nother, and vice versa, traverses and only authorized traffic, as defined\by the local security
llowed to pass

.2.13
ub
etwork device that functions at layer 1 of the OSI reference model (ISO/IEC 7498-1)

OTE There is no real intelligence in network hubs; they“only provide physical attachment points for
systems or resources.

.2.14

information security event
entified occurrence of a system, service or network state indicating a possible breach of informatior
policy or failure of controls, or a previously«inknown situation that may be security relevant

NOTE See ISO/IEC 18044.

3.2.15

information security incident

that indicated by a single or“a series of unwanted or unexpected information security events thg
significant probability of'compromising business operations and threatening information security

NOTE See ISO/IEC 18044.
3.2.16

nformation, Security incident management
formal precess of responding to and dealing with information security events and incidents

NQTE See ISO/IEC 18044.

ice or a
nment to
bolicy, is

hetworked

security

t have a

3.2.17
internet
global system of inter-connected networks in the public domain

3.2.18

intranet
private network established internally in an organization

© ISO/IEC 2006 — All rights reserved
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3.2.19

intrusion
unauthorized access to a network or a network-connected system i.e. deliberate or accidental unauthorized
access to an information system, to include malicious activity against an information system, or unauthorized

use of re

3.2.20

sources within an information system

intrusion detection
formal process of detecting intrusions, generally characterized by gathering knowledge about abnormal usage
patterns as well as what, how, and which vulnerability has been exploited to include how and when it occurred

NOTE

3.2.21

See ISO/IEC 18043.

intrusion detection system

IDS
technica
and poss

NOTE

3.2.22

system that is used to identify that an intrusion has been attempted, is occurringy-er has occurre|
ibly respond to intrusions in information systems and networks

See ISO/IEC 18043.

intrusion prevention system

IPS
variant o

NOTE

3.2.23
jitter
one form

3.2.24
malware
malicious

3.2.25
multi pr¢
MPLS
techniqu
flows, an

NOTE

3.2.26
network

n intrusion detection systems that are specifically designed to provide an active response capability

See ISO/IEC 18043.

of line distortion caused when a transmitted signal deviates from its reference

b software, such as a virus or a trojan_harse, designed specifically to damage or disrupt a system

ptocol label switching

b, developed for use in_inter-network routing, whereby labels are assigned to individual data paths ¢
d used to switch connections, underneath and in addition to normal routing protocol mechanisms

Label switching-cap be used as one method of creating tunnels.

administration

day-to-day operation and management of network processes and users

3.2.27

network

analyzer

device used to capture and decode information flowing in networks

3.2.28
network

element

information system that is connected to a network

NOTE

3.2.29
network

The detailed description of security element is given in ISO/IEC 18028-2.

management

process of planning, designing, implementing, operating, monitoring and maintaining a network

=
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3.2.30
network monitoring

2006(E)

process of continuously observing and reviewing data recorded on network activity and operations, including
audit logs and alerts, and related analysis

3.2.31

network security policy

set of statements, rules and practices that explain an organization’s approach to the use of its network
resources, and specify how its network infrastructure and services should be protected

3.2.32

gort

gndpoint to a connection

NOTE In the context of the Internet protocol a port is a logical channel endpoint of a TCP,or UDP cpnnection.
Application protocols which are based on TCP or UDP have typically assigned default port numbers, e.g. port |80 for the
HTTP protocol.

3.2.33

grivacy

right of every individual that his/her private and family life, home and'correspondence are tjeated in
gonfidence

NOTE There should be no interference by an authority with the exercise of this right except where itis in a
with the law and is necessary in a democratic society in the interests of*national security, public safety or the
well-being of the country, for the prevention of disorder or crime, thé protection of health or morals, or for the pr
the rights and freedoms of others.

.2.34

remote access
rocess of accessing network resources from.-another network, or from a terminal device whig
ermanently connected, physically or logically,\to-the network it is accessing

.2.35
remote user
ser at a site other than the one at which the network resources being used are located

.2.36
rputer
etwork device that is,-used to establish and control the flow of data between different network
themselves can be based on different network protocols, by selecting paths or routes based upo
rotocol mechanisms.and algorithms. The routing information is kept in a routing table

.2.37
ecurity dimension
t of security controls designed to address a particular aspect of network security

OTE The detailed description of security dimensions is given in ISO/IEC 18028-2.

ccordance
economic
ptection of

h is not

s, which
N routing

3.2.38
security domain
set of assets and resources subject to a common security policy

3.2.39
security gateway
point of connection between networks, or between subgroups within networks, or between

software

applications within different security domains intended to protect a network according to a given security policy

NOTE The detailed description of security gateway is given in ISO/IEC 18028-3.

© ISO/IEC 2006 — All rights reserved


https://standardsiso.com/api/?name=87082f056279edc80576726383b12dd0

ISO/IEC 18028-1:2006(E)

3.2.40
security

layers

that which represents a hierarchy of network equipment and facility groupings protected by security
dimensions

NOTE

3.2.41
security

The detailed description of security layer is given in ISO/IEC 18028-2.

plane

that which represents a certain type of network activity protected by security dimensions

NOTE The detailed description of security plane is given in ISO/IEC 18028-2.

3.242

spammipg

sending pf bulk unsolicited messages which on receipt cause adverse effects on the availability of information
system rgsources

3.243

spoofing

impersonating a legitimate resource or user

3.244

switch

device which provides connectivity between networked devices by means of internal switching mechanisms
NOTE Switches are distinct from other local area network interconnection devices (e.g. a hub) as the technology
used in switches sets up connections on a point to point basis. Thisvensures the network traffic is only seen by the
addressegl network devices and enables several connections to exist-simultaneously. Switching technology can typically

be implemented at layer 2 or layer 3 of the OSI reference model (ISO/IEC 7498-1).

3.2.45
tunnel

data path between networked devices which is\established across an existing network infrastructure by using

techniqu

3.2.46

virtual private network

restricted
e.g.byu

bs such as protocol encapsulation, label 'switching, or virtual circuits

-use logical computer netwerk that is constructed from the system resources of a physical networl,
5ing encryption and/or by tunneling links of the virtual network across the real network

© ISO/IEC 2006 — All rights reserved
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4 Abbreviated terms

NOTE The following abbreviated terms are used in all parts of ISO/IEC 18028.

3G Third Generation mobile telephone system
AAA Authentication, Authorization and Accounting
ACL Access Control List

ADSL Asymmetric Digital Subscriber Line

AES Advanced Encryption Standard

ATM Asynchronous Transfer Mode

gdDbPD Cellular Digital Packet Data

GDMA Code Division Multiple Access

dLIiD Calling Line Identifier

gLNP Connectionless Network Protocol

doS Class of Service

dRM Customer Relationship Management
OEL Direct Exchange Line

OES Data Encryption Standard

oMz Demilitarized Zone

ONS Domain Name Service

DoS Denial of Service

OSL Digital Subscriber Line

HDGE Enhanced Data-Rates.for GSM Evolution
DI Electronic Datatinterchange

BGPRS Enhanced-General Packet Radio Service
HIS Enterpftise’Information System

ATP File~Fransfer Protocol

GPRS General Packet Radio Service

GSM Global System for Mobile communications
HIDS Host based Intrusion Detection System
HTER Hypertext Transfer Protocol

IDS Intrusion Detection System

IP Internet Protocol

ISP Internet Service Provider

IT Information Technology

LAN Local Area Network

MPLS Multi-Protocol Label Switching
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MRP
NAT
NIDS
NTP
0OOB
PC
PDA
PIN
PKI
PSTN
QoS
RAID
RAS
RTP
SDSL
SecOPs
SIM
SNMP
SSH
TCP
TDMA
Telnet
TETRA
TKIP
UDP
UMTS
uPsS
USB
VHF
VolP
VPN
WAN
WAP
WEP
WLAN
WORM

Manufacturing Resource Planning
Network Address Translation
Network Intrusion Detection System
Network Time Protocol

‘Out of Band’

Personal Computer

Personal Data Assistant

Personal Identification Number

Public Key Infrastructure

Public Switched Telephone Network
Quality of Service

Redundant Array of Inexpensive Disks
Remote Access Service

Real Time Protocol

Symmetric Digital Subscriber Line
Security Operating Procedures
Subscriber Identity Module

Simple Network Management Protocol
Secure Shell

Transmission Control Protocol

Time Division Multiple Access

Terminal emulation program to work on-line on a remote computer

TErrestial Trunked RAdio
Temporal Key Integrity Protocol

User Datagram Protocol

Universal-Mobile Telecommunications System

Uninterruptible Power Supply
Universal Serial Bus

Very High Frequency

Voice over IP

Virtual Private Network

Wide Area Network

Wireless Application Protocol
Wired Equivalent Privacy
Wireless Local Area Network

Write Once Read Many
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5 Structure

The approach taken in ISO/IEC 18028-1 is to:

2006(E)

— first summarize the overall process for the identification and analysis of the communications related

factors that should be taken into account to establish network security requirements, and

— then provide an indication of the potential control areas with respect to security associated with

connections to and between communications networks. In doing this indicators are provided
ole H

implementation topics are introduced with references to where they are dealt with in
ISO/IEC 18028-2 to ISO/IEC 18028-5.

—

hree simple criteria are described to aid persons responsible for information security to\identify
ontrol areas. These criteria identify the:

Q

— different types of network connections,

— different networking characteristics and related trust relationships, and

—+ potential types of security risk associated with network connections-(and the use of services pro
those connections).

—

he results of combining these criteria are then utilized to indicate potential control areas. Subs
ummary descriptions are provided of the potential control aréas; with indications to sources of more

(7))

—

he areas dealt with are:

- Network Security Architecture, including coverage of:

¢ local area networking,

e wide area networking,

e wireless networks,

¢ radio networks,

e broadband networking,

e security gateways (see also ISO/IEC 18028-3),

e remote-access services (see also ISO/IEC 18028-4),

e wirtual private networks (see also ISO/IEC 18028-5),

e |P convergence (dnfa, vaice and \/idnn)’

to where

esign and

detail in

potential

vided via

bquently,
Jetail.

¢ enabling access to services provided by networks external (to the organization),
¢ web hosting architectures,

(See also ISO/IEC 18028-2 for more detail of Network Security Architecture.)
— Secure Service Management Framework,

— Network Security Management,
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— Technical Vulnerability Management,
— ldentification and Authentication,

— Network Audit Logging and Monitoring,
— Intrusion Detection,

— Protection Against Malicious Code,

— Conmmon Infrastructure Cryptographic Based Services, and

— Business Continuity Management ).

Implemeptation and operation of security controls, and monitoring and reviewing the implementation, are then
dealt witlp.

6 Aim
The aim pof this document is to provide:

— diregtion for the identification and analysis of the communications refated factors that should be taken into
accgunt to establish network security requirements, and

— an ipdication of the potential control areas, including those -dealt with in detail in ISO/IEC 18028-2 to
ISOfIEC 18028-5.

7 Overview

7.1 Background

Most goyernment and commercial organiZations’ information systems are connected by networks, with th
conduct pf electronic business on a global basis increasing all the time. These network connections can b
within thg¢ organization, between different organizations, and between the organization and the general public,

(OB

D

Indeed, fapid developments inpublicly available network technology, in particular with the Internet and th
associateéd World Wide Web;-present great opportunities for business and for the provision of on-line publ
services| These opportunities-range from the provision of lower cost data communications, using the Intern
simply a$ a global means\of connection, to more sophisticated ISP services. This means the use of relative
low cost|local attachment points at each end of the circuit, to full scale on-line electronic trading and servi

delivery gystems, using Web-based applications and services. In addition the new technologies, including th
integratign of data/and voice, increase the opportunities for telecommuting style business models. Th
enables employees to operate away from base for much of the time, maintaining contact by using remo
facilities,| such ‘as dial-in, or increasingly wireless LAN connections, to establish contact with the corpora
network gand’gain access to business support information and services.

—~ O

Thus, whilst this environment brings business benefits, it also brings new security risks to be managed. With
organizations relying heavily on the use of information to conduct their business activities, the loss of
confidentiality, integrity, availability, non-repudiation, accountability, authenticity and reliability of information
and services can have an adverse impact on business operations. Consequently, there is a critical
requirement to protect information and to manage the security of information systems within organizations.

1) This includes IT Disaster Recovery Planning.

10 © ISO/IEC 2006 — All rights reserved
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An example of a typical networking scenario, which can be observed in many organizations today, is shown in
Figure 1 below.

ek
PKI \f@‘(\
= <t

Extranet §s
Gateways

Internal X

Gateways ,@K\%
N
S

Internet { .
Gateways c (B )

..... ﬂ

Q‘(\Q Q‘&t Remote User
Q@

Figure 1 — Typical Networking Environment

he Intranet specifies the network an.@rganization relies on and maintains internally. Typically, only persons
orking for the organization have (direct physical access to this network, and since the network i$ located
ithin premises owned by the grganization, a level of physical protection could easily be achieved| In most
ases the Intranet is not homogenous with regard to the technologies used and security requirements; there
nay be infrastructures whieh-have a need for a higher protection level than given by the Intranet itself. Such
frastructures, for example the essential parts of a PKI environment, may be operated in a dedicated
segment of the Intrapet.”/On the other hand, certain technologies may require some isolation becdquse they
imtroduce additional risks, e.g. WLAN infrastructures. For both cases, internal security gateways may| be used
to implement this'segmentation.

S 30 < < -

connections.

Public networks, mainly the Internet, are further used today to provide cost optimized communications and
data exchange facilities with partners and customers (including the public), and to provide various forms of
extensions of the Intranet. Due to the low trust level in public networks, especially the Internet, sophisticated
security gateways are needed to help manage the associated risks. These security gateways include specific
components to address the requirements of the various forms of Intranet extension as well as partner and
customer connections.

Remote users may be connected through VPN technology, and they may further use wireless connection
facilities like public WLAN hotspots for accessing the Internet. Alternatively, remote users may use the

© ISO/IEC 2006 — Al rights reserved 1
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telephone network for establishing direct dial-up connections to a Remote Access Server, which is often
located within the DMZ environment of the Internet Firewall.

When an organization decides to use VolP technologies to implement the internal telephone network, then
appropriate security gateways to the phone network are typically present as well.

Whilst in many respects the technologies which are used within such a typical networking scenario are
providing expanded opportunities and benefits to the business, for example by reducing or optimizing costs,
they also lead to quite complex environments and usually introduce new information security risks. Therefore,
the risks posed by these environments should be properly assessed and the assessed risks mitigated by
implementing the appropriate security controls.

In other words, the business opportunities afforded by these new environments should be balanced)against
the risks| posed by the newer technologies. For example, the Internet has a number of technical featurgs
which cdn cause concerns from a security point of view. It was originally designed with resiliencerather tha
security gs a priority, and many of the underlying protocols in common use are not naturally-secure. A majgr
strength [of the Internet is that it is a very open system, originally developed in the deademic resear
communijty responding to US Government project requirements, with widespread publication of results an
free distrfibution of software and specifications. This has aided the popularity and rapid‘growth of the Internet.
However this very popularity and openness creates a significant security vulnerability. There are a larg
number of people in the global environment who have the capacity, knowledge-and inclination to access th
underlyirlg mechanisms and protocols and create security problems, ranging ffem unauthorized access to ful
scale destructive denial of service.

In summary, successful commercial and governmental exploitation,0f_the opportunities offered by mode
networking depends upon the degree to which the risks of operating ih an open environment can be manag
and contfolled.

Clause 7.2 summarizes the recommended process for theidentification and analysis of the communicatio
related factors that should be taken into account to establish network security requirements, and the provisi
of an ind|cation of the potential control areas. Subsequent clauses then provide further detail of this process.

7.2 ldentification Process

When considering network connections, @ll*those persons in the organization who have responsibilitigs
associatéd with the connections should be clear about the business requirements and benefits. In additio
they should be aware of the securitysrisks to, and related control areas for, such network connections. Th
businesq requirements and benefits\are likely to influence many decisions and actions taken in the process ¢f
consider|ng network connections, ‘identifying potential control areas, and then eventually selecting, designin
implemepting and maintaining\security controls. Thus, these business requirements and benefits should
kept in mind throughout the‘process. In order to identify the appropriate network related security requirements
and contfol areas, the follewing tasks should be completed (also see ISO/IEC 17799):

— revigw the general security requirements for network connections as set out in the organizationis
corplorate infermation security policy 2) (see Clause 8),

— review thérnetwork architectures and applications that relate to the network connections, to provide th
necgssary background to conduct subsequent tasks (see Clause 9),

— identify the type or types of network connection that should be considered (see Clause 10),

— review the characteristics of the networking proposed (aided as necessary by the information available on
network and application architectures), and the associated trust relationships (see Clause 11),

2) This will include this policy’s position on (1) regulatory and legislative security requirements relating to network
connections as defined by the relevant regulatory or legislative bodies (including national government agencies), (2) the
classification of the data to be stored or transported on the network.

12 © ISO/IEC 2006 — Al rights reserved
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— determine the related types of security risk, where possible with the help of risk assessment and
management review results - including consideration of the value to business operations of the
information to be transferred via the connections, any other information potentially accessible in an
unauthorized way through these connections, and of the services provided 3) (see Clause 12),

— identify the control areas that are appropriate, commensurate with the type(s) of network connection, the
networking characteristics and associated trust relationships, and the types of security risks, determined,
and in parallel document and review the technical security architecture options and agree the preferred
option?, (see Clause 13),

imblement and onerate-securitvcontrols (see-Clausae-14) _and
HRpreReRtahRa-opelat LHHEY RHO+S raH +H—aha

-+ monitor and review implementation of the security controls on an ongoing basis ° (see Clause;%).

should be noted that general advice on the identification of controls is contained in ISO/IEC-17799, and will
e in ISO/IEC 13335-2 when published. ISO/IEC 18028-1 is complementary to these standards, proyiding an
mtroduction on how to identify appropriate control areas with respect to security asseciated with connections
b communications networks, and thence to ISO/IEC 18028-2 to ISO/IEC 18028-5.

—~ = ¥

mn

igure 2 below explains the overall process of identification and analysis/of-the communicationg related
factors to be taken into account to establish network security requirements, ‘and the provision of indigations of
potential control areas. Each step of the process is described in further detail in the clauses following Figure 2.

3) This will include (1) assessment of the risks associated with potential breaches of relevant regulation and legislation
relating to network connections as defined by the relevant regulatory or legislative bodies (including national government
agencies), and (2) using the agreed potential adverse business impacts, confirming the classification of the data to be
stored or transported on the network.

4) This will include controls required to comply with relevant regulations and legislation relating to network connections
as defined by the relevant regulatory or legislative bodies (including national government agencies).

5) This will include monitoring and reviewing the controls required to comply with relevant regulations and legislation
relating to network connections as defined by the relevant regulatory or legislative bodies (including national government
agencies).
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A

Also 1 Determine il Revieyv Corporate Information
Security Policy (Clause 8)
Refer to Scope/ i
ISO/IEC Context Review Network Architectures A
IS 13335 and Applcatons
ause
Part 2, T
ISO/IEC Identify Type(s) of Network
IS 17799, Connection N
ause
ISO/IEC e '
2700( , Review Networking
ISO/IEC Characteristics &
Trust Relationships (Clause
27008 11)
and v i Review Security Risk
. . o Assessment and Management
ISO/IEC Assess Risks Déterm";ezsec“”ty Risks <-- Results (also see ISO/IEC
27004 (Clause 12) _ 13335-2, ISO/IEC 17799
N v & Clause 12)
|dentif Identify Appropriate Potential 4
y Control Areas, Document &
Controls, Review Security Architecture
Implemen Options, & Select Preferred ;
plement & Option (Clause 13) e v an
Check periodically an
¢ in case of major
Implement and Operate changes (in
Security Controls (Clause 14) business needs,
i technology,
. M security
Monitor and Review _ solutions, etc.)
Implementation (Clause\15) e
v vy I _

Figure 2 — Management Process in the Context of Network Security

In Figurg 2 the solid black lines represent-the main path of the process, and the dotted black line where th
types of| security risk may be determined with the aid of results from a security risk assessment an
manageinent review.

Q O

—h

In additign to the main path ©f;the process, in certain steps there should be a need to re-visit the results (
earlier steps to ensure consistency, in particular the steps "Review Corporate Information Security Policy” an
"Review Network Architéctures and Applications”. For example,

[oN

— aftef types ofrsecurity risk have been determined there may be a need to review corporate information
security policy. because something has arisen that is in fact not covered at that policy level,

— inig entn‘ymg potentlal control areas, the corporate information securlty poI|cy should be taken info
acc Ulll ucuauoc IL llldy, IUI C)\dlllplU bIJCbIIy l.I Idl. d pdlllbuldl bUIILIUI Ildb I.U UC IIII[JIUIIIUIILCU dllUSS I.I
organization regardless of the risks, and

— in reviewing security architecture options, to ensure compatibility the network architectures and
applications should be considered.
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8 Consider Corporate Information Security Policy Requirements

An organization’s corporate information security policy may include statements on the need for confidentiality,
integrity, availability, non-repudiation, accountability, authenticity and reliability, as well as views on types of
threat, and control requirements, that relate directly to network connections.

For example, such a policy could state that:

— availability of certain types of information or services is a major concern,

-+ no connections via dial-up lines are permitted,
—+ all connections to the Internet should be made through a security gateway,
—+ a particular type of security gateway should be used, and

—+ no payment instruction is valid without a digital signature.

uch statements, views and requirements, being applicable organization or community-wide, should be
ccounted for in the determination of the types of security risk (see Clause 12 below) and the identif|cation of
otential control areas for network connections (see Clause 13 below).f there are any such| security
pquirements then these should be documented in the draft list of potential\control areas, and as necessary
pflected in security architecture options. Guidance on the positioning~of a corporate information| security
olicy document within an organization’s approach to information security, and on its content and relationships
ith other security documentation, is provided in ISO/IEC 13335-1 and ISO/IEC 17799. Guidance will also be
rovided in ISO/IEC 13335-2, when published.

T < T - 5T Q (0N

0

Review Network Architectures and Applications

9.1 Background

I

s referred to earlier in this standard, the steps to achieve confirmation of the potential controls requjred for a
etwork are:

=

—+ identification of the type(s) of network connection to be used,
—+ identification of the networKing characteristics and associated trust relationships involved,
—+ determination of the security risks,

—+ development of thé list of required control areas ©), and the related designs.

mn

ollowing these,steps should always be accomplished in the context of the network architecture and
pplications that ‘already exist or are planned.

Q

Tlhus detail should be obtained of the relevant network architecture and applications, and this should be
reviewed\fo provide the necessary understanding and context for the process steps that follow.

By-Clarifying these aspects at the earliest possible stage, the process of identifying the relevani security
requirement identification criteria, identifying control areas, and reviewing the technical security architecture
options and deciding which one should be adopted, should become more efficient and eventually result in a
more workable security solution.

The consideration of network and application architectural aspects at an early stage should allow time for
those architectures to be reviewed and possibly revised if an acceptable security solution cannot be
realistically achieved within the current architecture.

6) Including those control areas associated with the use of cryptography for such as confidentiality, integrity and
authentication.
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The different areas that should be considered include:

— types of network,

— network protocols,

— network applications,

— tech

Some of

nologies used to implement networks.

the issues for review for each of these areas are discussed in Clauses 9.2 to 9.6 below. Clause 10

provides
how to d
on identi
ISO/IEC

9.2 Typ

Dependi

— Local Area Networks (LANs), which are used to interconnect systems locally, and

— Wid

(Some s
a city. H
differenc
Network

9.3 Network Protocols

Different
example

— sharled media protocols are mainly used-in LANs and provide mechanisms to regulate the use of shared

med
phys

— rout
with

chamged, either accidentally or intentionally, and

— MPL

guidance on how to identity the types of network connection, and Clause 11 provides guidance. on
etermine the networking characteristics and related trust relationships. Clause 12 provides guidange
Fying the security risks. (General guidance on network and application architectures can be found in
7498.)

bs of Network

g on the area they cover, networks can be categorized as:

b Area Networks (WANSs), which are used to interconnect systems up to-a world-wide coverage.

purces also define the term Metropolitan Area Network (MAN) faf.a locally restricted WAN, e.g. within
bwever, nowadays the same technologies are used as for WANs and thus there are no significant
s between MAN and WAN any more. Further, for the .purposes of this standard Personal Area
5 (PANSs) will be categorized as LANSs.)

protocols have different security characteristics and should be afforded special consideration. Fd

=

ia among the systems connected. As a shared media is used, all information on the network
ically accessible by all connected systems,

[

ng protocols are used to define the route through the different nodes on which information trave
n WANSs. Information is (physically accessible for all systems along the route, and routing may b

DO »

S protocols, on which' many carrier networks are based, allows a carrier core network to be share

by

private networks §haring the core network. The major application is the implementation of VPNs, wher
different labels are used to identify and segregate traffic belonging to different VPNs (an MPLS base

VP

intenal network to a service provider and thus avoid the need to deploy and manage their own core |
network \A key benefit is the ability to converge network services, such as voice and data over o
network, using QoS mechanisms to ensure real time performance.

ultiple private networks without any member of one private network being aware that there are othe

is not based on data encryption mechanisms). This enables corporate customers to outsource the]

- USOQ 00 s Q

Many of

the protocols used in networks do not provide any security. For example, tools to acquire passwords

from network traffic are commonly used by attackers. This makes applications sending unencrypted
passwords over a public network highly vulnerable.

Many protocols may be used in conjunction with different network topologies and media, and by using wired
as well as wireless technologies. In many cases this has further impact on the security characteristics.

16
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9.4 Networked Applications

The type of applications used over a network should be considered in the context of security. Types can
include:

— thin client applications,

— desktop applications,

— terminal emulation based applications,

-+ messaging infrastructures and applications,
-1 store and forward or spooler based applications, and

—+ client server applications.

—

he following examples show how application characteristics influence the security requirementg for the
etwork environments they may use:

o |

—+ messaging applications (such as encryption and digital signatures for messages) may prpvide an
adequate security level without the implementation of dedicated security.controls on the network,

—+ thin client applications may need to download mobile codeZfor proper functionality. Whereas
confidentiality may not be a major issue in this context, integrity is important and the network should
provide appropriate mechanisms for this. Alternatively, if higher-requirements need to be fulfillgd, digital
signing of mobile code will provide integrity and additionalhauthentication. Often this is done within an
application framework itself, and therefore there may be ho need to provide these services in the|network,

-+ store and forward or spooler based applications typically temporarily store important data on intgrmediate
nodes for further processing. If there are integrityyand confidentiality requirements, appropriatg controls
will be needed in the network to protect the datain transit. However, due to the temporary storage of data
on intermediate hosts, these controls may net be sufficient. Thus, additional controls may need to be
applied to also protect data stored on intermediate nodes.

9.5 Technologies Used to Implement Networks

4

etworks may be delivered via a\variety of means. A common structuring of these means is hased on
eographical areas which are cevered by a network.

«Q

©

.5.1 Local Area Netwarks

LAN is a network té-interconnect computers and servers in a small geographic area. The size rangg¢s from a

bw interconnected-systems, e.g. forming a home network, to a few thousands, e.g. in a campus|network.
ypical services\implemented include the sharing of resources like printers, and the sharing of files and
pplications.cLANs typically also provide central services like messaging or calendar services. In some cases
ANs aredalso used to substitute the traditional function of other networks, e.g. when VolP protgcols and
ervicessare provided as a substitute for a PBX based phone network. Small LANs are most cpmmonly
plemented by using shared media technologies. The Ethernet protocol is the standard technology used in
iS~context, and has been extended for providing higher bandwidth as well as for supporting|wireless
T —Si i ES; i i ; rmitati h greater
size networks, typical WAN technologies such as routable protocols are also often used in LAN environments.
A LAN can be wired, or wireless based.

=0 =

9.5.1.1 Wired LAN

A wired LAN usually consists of nodes connected in a network via a network switch or hub using networking
cables, which can provide high-speed data networking capabilities. Well-known wired LAN technologies
include Ethernet (IEEE 802.3) and Token Ring (IEEE 802.5).
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9.5.1.2 Wireless LAN

A WLAN makes use of high frequency radio waves to send network packets over the air. Its flexibility lies in
the fact that a LAN can be established quickly without the need of wiring the network. Well-known wireless
LAN technologies include IEEE 802.11 implementations and Bluetooth.

9.5.2 Wide Area Networks

WANSs are used to connect distant locations, and their LANs, together. A WAN can be constructed using
cables, circuitsfrom a service rl_\rn\/ir'lnr, or_more Iil(nl\ll hy rnnfing a—service from a telecommunications
provider| WAN technologies allow the transmission and routing of network traffic over long distance, @pd
usually grovide extensive routing features to route network packets to the correct destination LAN. Typically
public physical networking infrastructure is used for interconnecting LANs, e.g. leased lines,‘ satellite
communijcations or fiber optics. A WAN can be wired, or wireless based.

9.5.2.1 | Wired WAN

A wired WAN usually consists of routing devices (e.g. routers) connected to a public(or private network via
telecommunication wires. Well-known wired WAN technologies include ATM, Frame:Relay and X.25.

9.5.2.2 Wireless WAN

A wirelegs WAN typically uses radio waves to send network packets over the air for a long distance, which
can be yp to ten kilometers or more. Well-known wireless WAN techinologies include TDMA, CDMA, GSM,
and IEEK 802.16.

9.6 Other Considerations

When rgviewing the network architecture and applications, consideration should also be given to existing
network fonnections within, to or from the organization;.ahd to the network to which a connection is proposed.
The orggnization’s existing connections may restrict.or prevent new connections, e.g. because of agreements
or contrgcts. The existence of other connections™to or from the network to which a connection is requir

could intfoduce additional vulnerabilities and.thus higher risks, possibly warranting stronger and/or additional
controls.

10 Identify Types of Network-Connection

There arg many generic types-of network connection that an organization or community may need to utilize.
Some of|these types of cennéction can be made through private networks (to which access is restricted to
known community), and{same could be made through public networks (to which access is potentially availabl
to any ofganization or/person). Further, these types of network connection could be used for a variety ¢f
services| e.g. electronic mail or EDI, and could involve use of Internet, Intranet or Extranet facilities, each wi
differing [security_considerations. Each of the types of connection may have different vulnerabilities and th
associateéd security risks, and consequently eventually require a different set of controls. (Also s
ISO/IEC (1 7799).

Table 1 below shows one way of categorizing the generic types of network connection that may be required to
conduct business, with a descriptive example shown for each type.

Taking due account of relevant network architectures and applications (see Clause 9 above), one or more of
the types shown in Table 1 should be selected as appropriate to the network connection(s) being considered.

It should be noted that the generic types of network connection described in this document are organized and
categorized from a business perspective rather than a technical one. This means that two different types of
network connection may sometimes be implemented by similar technical means, and that in some cases the
controls may be similar, but there are other cases where they will be different.
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11 Review Networking Characteristics and Related Trust Relationships

11.1 Network Characteristics

The characteristics of the existing or proposed network should be reviewed. It is particularly important to
identify whether the network is a:

— publ
—  priv
secy

It is also

— data
— voic

— nety
Other inff
— whe
— whe
is also re

(QoS co
performg
inadequad
minimum

Further,

11.2 Tr

Once the
been es
relations

Firstly, t
using the
— Low

— Med
mor

ic network - a network accessible by anyone, or

important to know the type of data transported by the network, for example a:

network - a network transferring primarily data and making use of data protocols,
b network - a network intended for telephone but also usable for data, or

ork encompassing both data and voice, and possibly video.
brmation, such as:

her the network is a packet or switched network,

her it supports a QoS, i.e. in an MPLS network,
levant.

ncerns consistent performance. Network services should be delivered to provide the minimum
nce level to be useable. For example, voice service will stutter and break up if the bandwidth is
te. QoS refers to a network system's ability te\sustain a given service at or above its required
performance level.)

t should also be established whether a connection is permanent, or established at time of need.

List Relationships

characteristics of the existing or proposed networking have been identified, and at minimum it hg
tablished if the network-is’ public or private (see Clause 11.1 above), then the related trug
hips should be identified.,

- 0

ne applicable trust.environment(s) associated with the network connection(s) should be identified
simple list shownbelow:
such asaanetwork with an unknown community of users,

ium, such as a network with a known community of users and within a closed business community (¢f
b than'one organization),

— Higt

. o " L
Tsuchasanetwork-withra knownmcommunity of users—sotety withimtheorgamization:

Secondly, the relevant trust environment(s) (from Low, Medium and High) should be related to the applicable

network
establish
below.

20

characteristic (public or private) and the type(s) of network connection involved (from ‘A’ to 'G’), to
the trust relationships. This can be accomplished using a matrix similar to that shown in Table 2
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Table 2 — Identification of Trust Relationships

TYPES OF NETWORK
CONNECTION
(See Clause 10)

TRUST ENVIRONMENTS

B
3 G E CQQCO
x & :
X N
S &
EG E D Qq’ A
L '\Q)
< E () B
G &
\
&> c
o
Hrom Table 2 the reference category for each relevant trust@%tionship should be determined. All of the
possible categories are described in Table 3 below. Q
S
Table 3 — Trust Relﬁst%ship References
=
Trust Relationship Category $ Description
\@
LOW/PUBLIC :)té\?v trust, and use of a public network.
b
MEDIUM/PUBLIC .\C}‘ Medium trust, and use of a public network.
C,
HIGH/PUBL&o ‘V High trust, and use of a public network.
LOW/PR&(}A)’E Low trust, and use of a private network.
MEDIUM/PRIVATE Medium trust, and use of a private network.
o\
@'féH/PRlVATE High trust, and use of a private network.
QY
Tlhe erences should be used when working through Clause 12 to confirm the types of security| risk and
|11Q?9 potential control areas.

This task can be aided as necessary by the information available on network architectures and applications
(as gained by using Clause 9).
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12 Identify the Information Security Risks

As reflected earlier, the majority of organizations today are dependent on the use of information systems and
networks to support their business operations. Further, in many cases there is a definite business requirement
for the use of network connections between the information systems at each organization’s location, and to
other locations both within and outside the organization, including to/from the general public. When a
connection is made to another network, considerable care should be taken to ensure that the connecting
organization is not exposed to additional risks (from potential threats exploiting vulnerabilities). These risks
could, for example, result from the connection itself or from network connections at the other end.

Some off these risks may be related to ensuring adherence to relevant legislation and regulation. (Particular
attention|should be given to privacy and data protection legislation. Several countries have legislation placin
controls fon the collection, processing and transmission of personal data, i.e. data that can be related to
specific person or persons. Depending on the respective national legislation, such controls may impese duti
on thosg collecting, processing and disseminating personal information through networks ahd may ev
restrict the ability to transfer that data to certain other countries, yielding additional important securi
concerng. Less obvious examples of data that may be subject to such legislation are some hardware and |
addressgs.)

The typgs of risk reflected in this clause relate to concerns about unauthorized-"access to information,
unauthortlized sending of information, the introduction of malicious code, denial-of-receipt or origin, denial ¢f
service ¢onnection, and unavailability of information and service. Thus the“types of security risk that an
organizafion might face relate to loss of:

— confjdentiality of information and code (in networks and in systems‘connected to networks),

— integrity of information and code (in networks and in systems:connected to networks),

— availability of information and network services (and systems connected to networks),

— non{repudiation of network transactions (commitments),

— accquntability of network transactions,

— authenticity of information (as well of course of network users and administrators),

— reliapility of information and code-(in networks and in systems connected to networks),

— abilify to control unauthorized use and exploitation of network resources, including in the contexts ¢f
orggnization policy (e.gCsglling bandwidth or using bandwidth for own benefits) and responsibilities in
relation to legislation and‘regulation (e.g. storing child pornography).

Not all of the types of Security risk will apply to every location, or to every organization. However, the relevamt

types of|security 4isk should be identified so that potential control areas can be identified (and eventually
controls selected;-designed, implemented and maintained).
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A conceptual model of network security showing where the types of security risk may occur is shown in

Figure 3.

Authenticity i Authenticity
F Va) il 1
Control of ; N ; /
unauthorised use NAEERAN \ unauthorised use
e, ! . .
and exploitation of e s + and exploitation of
network resources ! e ! N ;
: e I S | network resotirces
L) H 1 1 . .
Non-repudiation | i " s i Non-repudiation
Accountability | L7 ' s i Aécountability
1 ' RS 1 S i 1
: : v R : 1
v ! Data & Code Data & Code v
H Data & Code in Transit i
End i P, - - - TS i End
System 1 ¢—+ Network Netivork [¢——> System
& 1 Element Element | &
User : : User

Administrators

T~ -
. - -
= e
Authentication
Authorisation

Access control

Figure 3 — A Conceptual Model of Network Security Risk Areas

Information should be gathered-on the implications to business operations related to the types of seq
referred to above, with due.consideration of the sensitivity or value of information involved (expr
otential adverse business-impacts) and related potential threats and vulnerabilities. Related to this,

urity risk
pssed as
f there is

likely to be more than-a-minor adverse impact on the business operations of the organization, then feference

ould be made to.the-matrix in Table 5 below.

I{ is emphasized-that in completing this task, use should be made of the results from security risk ass
nd managemént review(s) 7) conducted with regard to the network connection(s). These results will

focus, to whatever level of detail the review(s) have been conducted, on the potential adverse

impactsrassociated with the types of security risk listed above, as well as the threat types, vulnerabi
ence-risks of concern.

essment
enable a
business
ities and

When considering network vulnerabilities during a security risk assessment and management review, it may
be necessary to consider a number of network facets separately. Table 4 below lists the types of vulnerability

that could be exploited at each network facet.

7) Guidance on security risk assessment and management approaches is provided in ISO/IEC 17799, and
ISO/IEC 13335-2 when published.
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Table 4 — Types of Potential Vulnerability

Network Facet

Types of Potential Network Security Vulnerability

Interruption

Interception

Modification

Intrusion

Deception

Network Users may User User details and | Users may be Users may be
Users suffer loss or  [transactions user data may be |impersonated to |impersonated to
interruption of |and/or network | modified or gain conduct
service. activity may be | destroyed. unauthorized fraudulent
monitored. access o fransactions.
facilities.
Network End- |End-systems |Unauthorized Data or code may |End systems End systems
Systems may become persons may be modified or may be mayche
temporarily or |read data or destroyed. impersonated to |impersonated to
permanently code on end- gain conduct
unavailable. systems. unauthorized fraudulent
access to transactions, or
facilities. to launch further
Unautharized attacks.
persens)might
gaifaccess to
system accounts
and use them to
launch further
attacks.
Netwoprked |Applications Data or code Data orcode may |Unauthorized Unauthorized
Appligations |may become may be be modified or persons might persons might
temporarily or |intercepted in destroyed. gain access to gain access to
permanently transit, or read system accounts | system accounts
unavailable. on servers, by and use them to |and use them to
unauthorized launch further launch further
persons. attacks. attacks.
Network Services may |Datavor'code Data or code may |[Unauthorized Network servers
Services become nmay-be be modified or persons might and devices may
temporarily or ([intercepted in destroyed. gain access to be impersonated
permanently transit, or read system accounts |to gain
unavailable. on servers, by and use them to |unauthorized
unauthorized launch further access, to
persons attacks. intercept
network traffic,
or to disrupt
network
services.
Netwo FacititesTmay Yrrauthorized
Infrastructure |become persons may
temporarily or infiltrate facilities.
permanently
unavailable
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Using the security risk assessment and management review results as the principal guide, the relevant trust
relationship references should be determined from using Clause 11 above and identified along the top of the
matrix in Table 5 below, with the impacts of concern on the left hand side of the matrix. The references at the
pertinent intersections should then be noted — these are the references to the potential control areas that are
introduced in Clause 13 below.

Table 5 — Types of Security Risk and References to Potential Control Areas

Trust Relationship References

LOW/ | MEDIUM/ [ HIGH/ LOW/ | MEDIUM/ [ HIGH/
PUBLIC | PUBLIC | PUBLIC | PRIVATE | PRIVAT (@RIVATE
Loss of Confidentiality 13218 |[13.2.1 13.2.1 13.2.1 13.2.1 13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.2.8 13.2.8 13.2.8 1328 13.2.9
13.2.9 13.2.9 13.2.9 13.2.9 13.2.9 13.3.2
13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3
13.3.3 13.3.3 13.3.3 13.3.3 13.3.3 13.3.4
13.3.4 13.3.4 13.3.4 13.34 13.3.4 13.3.6
13.3.5 13.3.5 13.3.6 13'3.5 13.3.5 13.3.7
13.3.6 13.3.6 13.3.7 13.3.6 13.3.6 13.4
13.3.7 13.3.7 13.4 13.3.7 13.3.7 13.5
13.4 13.4 13.5 13.4 13.4 13.6.2
13.5 13.5 1362 13.5 13.5 13.6.3
13.6.2 13.6.2 136.3 13.6.2 13.6.2 13.6.4
13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7
13.7 13.7 13.7 13.7 13.7 13.8
13.8 13'8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.10.2
13.10.2 13.10.2 13.10.2 13.10.2 13.10.2 13.10.5
13.10.5 13.10.5 13.10.5 13.10.5 13.10.5
Loss of Integrity 13:2.1 13.2.1 13.2.1 13.2.1 13.2.1 13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
{13.2.8 13.2.8 13.2.8 13.2.8 13.2.8 13.2.9
“113.2.9 13.2.9 13.2.9 13.2.9 13.2.9 13.3.2
O@ 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3
O 13.3.3 13.3.3 13.3.3 13.3.3 13.3.3 13.3.4
o 13.3.4 13.3.4 13.3.4 13.3.4 13.3.4 13.3.6
%) 13.3.5 13.3.5 13.3.6 13.3.5 13.3.5 13.3.7
%\ 13.3.6 13.3.6 13.3.7 13.3.6 13.3.6 13.4
Q 13.3.7 13.3.7 13.4 13.3.7 13.3.7 135
Q~ 13.4 13.4 13.5 13.4 13.4 13.6.2
Q?* 13.5 13.5 13.6.2 13.5 13.5 13.6.3
% 13.6.2 13.6.2 13.6.3 13.6.2 13.6.2 13.6.4
v 13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
c.o'\ 13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7
13 7 13 7 13 7 13 7 13 7 13.8
13.8 13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.10.3
13.10.3 13.10.3 13.10.3 13.10.3 13.10.3 13.10.5
13.10.5 13.10.5 13.10.5 13.10.5 13.10.5

8) Regarding all references to clause 13.2.1 in this table — this clause will apply in a manner appropriate to the
networking scenario concerned.
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Types of Risk

13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.2.8 13.2.8 13.2.8 13.2.9
13.2.9 13.2.9 13.2.9 13.2.9 13.3.2
13.3.2 13.3.2 13.3.2 13.3.2 13.3.3

409022 49022 409 .02 40929 49 .9 4
1o.9.9 1o.9.9 1V.9.9 1o.9.9 10.9.9

13.34 13.34 13.3.4 13.34 13.3.6-0
13.3.5 13.3.6 13.3.5 13.3.5 1@
13.3.6 13.3.7 13.3.6 13.3.6 &
13.3.7 13.4 13.3.7 13.3.7 A

13.4 135 13.4 13.4 r§>13.6.2
13,5 13.6.2 13.5 135 ~,0"] 13.6.3
13.6.2 13.6.3 13.6.2 13.6 13.6.4
13.6.3 13.6.4 1363 | 1363 13.6.5
13.6.4 13.6.5 1364 .[136.4 13.7
13.7 13.7 13.7 O\‘13.7 13.8
13.8 13.8 13.8 13.8 13.9
13.9 13.9 13Q\ 13.9 13.11
13.11 13.11 1311 13.11

13.2.1 13.2.1 ) 3.2.1 13.2.1 13.2.1

13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.28\ 13.2.8 13.2.8 13.3.2
13.3.2 13%3: 13.3.2 13.3.2 13.3.3
13.3.3  |13:3.3 13.3.3 13.3.3 13.3.4
13.3.4 _113.3.4 13.3.4 13.34 13.3.6
1335 3| 13.3.6 13.3.5 13.3.5 13.3.7
13.3\’3?’ 13.3.7 13.3.6 13.3.6 13.4

}%9. 134 13.3.7 13.3.7 13.5
4134 13.5 13.4 13.4 13.6.2
- (p13.5 13.6.2 13.5 13.5 13.6.3
N

13.6.2 13.6.3 13.6.2 13.6.2 13.6.4
13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.5 13.6.4 13.6.4 13.7

13.7 13.7 13.7 13.7 13.8
13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.10.4

13.10.4 13.10.4 13.10.4 13:10.4 13.10.5
13.10.5 13.10.5 13.10.5 13.10.5 13.11
13.11 13.11 13.11 13.11

It should| be

n@ that the table appears to indicate that the more a user is trusted, the more controls arne
necessa e

y%’ﬁ\ are two reasons for this.

Firstly, there are a number of controls described in ISO/IEC 17799 (and which will also be described in
ISO/IEC 13335-2, when published), and thus not repeated in this document, that would be selected to protect
the host facilities, including for identification and authentication, and logical access control. In low trust
situations the strength of identification and authentication, and logical access control, controls should be
higher than in high trust situations. If this cannot be assured, then relevant additional controls should be
implemented. The configuration of the permissions (privileges) in the lower trust situations should help ensure
that access is only provided to resources that are consistent with the trust model and requirements of the
intended access.

Secondly, trusted users are usually given access to more important/critical information and/or functionality.
This can mean a requirement for additional controls, as a reflection of the value of the resources accessed
and not on the trust in the users.
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13 Ildentify Appropriate Potential Control Areas

13.1 Background

On the basis of the results of the risk assessment and management review, and aided by the references
identified from using Clause 12, the potential control areas should then be identified and selected from
Clause 13 (and of course ISO/IEC 17799). ISO/IEC 13335-2, when published, will also provide relevant
information. Clause 13.2 addresses the various network security architecture aspects and related potential
control areas, followed by Clauses 13.3 to 13.11 which introduce other related potential control areas. A
o t t Ot . ay { o C O oa o O oC O c— POtC . O O dalcd t duced |n

I{ is emphasized that there are a number of controls that are relevant to information systemsiwhether or not
they have any network connections, which should be selected through the use. of* ISO/IELC 17799.
IBO/IEC 13335-2, when published, will also provide relevant information.

he list of identified potential controls should be thoroughly reviewed in the context of the relevan{ network
grchitectures and applications. The list should then be adjusted as necessary(and subsequently bel used as
the basis for implementing the required security controls (see Clause 14.bélow) and then monitqring and
reviewing the implementation (see Clause 15 below).

3.2 Network Security Architecture

13.2.1 Preface

he documentation of the possible security architecture -Options provides a means for the examihation of
different solutions, and a basis for trade-off analysis. This also facilitates the resolution of issues a$sociated
ith technical constraints, and contentions between-thé’needs of the business and for security, that will often
Jrise.

documenting the options, due account should be taken of any corporate information security policy
requirements (see Clause 8 above), the relévant network architecture and network applications (see [Clause 9
gbove), and the list of potential controhareas identified by using Clauses 12 and 13. In accomplishing this,
gccount should be taken of any existing’security architectures. Once the options have been documented and
reviewed, as part of the technical arc¢hitecture design process, the preferred security architecture should be
agreed and documented in a Technical Security Architecture Design Control Specification document (that is
gompatible with the TechnicalArchitecture Design, and vice versa). Then, changes might result to thg network
and application architectures-(to ensure compatibility with the preferred security architecture), and/or the list of
potential controls (e.g. because it is agreed that the security architecture can only be technically implemented
im a particular way, necessitating an alternative to an identified control).

I{ should be notéd)that ISO/IEC 18028-2 describes a “Reference”® security architecture which is very useful
gds a base paintffom which to:

—+ describe a consistent framework to support the planning, design and implementation of network gecurity,

- -"define the general security-related architectural elements that, when appropriately applied, cavl\ provide
end-to-end network security

Based on the “Reference” security architecture, descriptions of the actual different real-world technical
security architectures that are needed to address the requirements of today and the near future are introduced
in this standard and further developed in ISO/IEC 18028-3 to ISO/IEC 18028-5.

The principles described in the “Reference” security architecture are applicable to any type of modern
networking, whether data, voice and converged networks, whether wireless or radio, and can be applied

9) In the context of Part 2 “Reference” is taken to mean one example of how to represent technical security architecture
at a very high level. There may be other examples.
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independent of the network’s technology or location in the protocol stack. It addresses security concerns
related to the management, control, and use of network infrastructure, services, and applications, and
provides a comprehensive, top down, end-to-end perspective of network security. The “Reference” security
architecture has three architectural components:

— Security Dimensions (may also be known as ‘Security Control Groups’),

— Security Layers (may also be known as ‘Network Security Elements’),

— Security Planes (may also be known as ‘Security Domains’).

Security [Dimensions are sets of security controls designed to address a particular aspect of network secutity.
There arg eight such sets identified in the “Reference” security architecture, and which extend to applieation
and end user information, for example:

[72]

— NonfRepudiation,
— Datg Confidentiality,
— Datg Integrity,

— Avallability.

In order o provide an end-to-end security solution, the Security Dimensions need to be applied to a hierarchy
of netwofk equipment and facility groupings, which are referred to as Security\Layers:
— Infrgdstructure Security Layer,

— Sernyices Security Layer,

— Applications Security Layer.

pia

The Seclrity Layers build on one another to provide network based solutions, i.e. the Infrastructure Laysg
enables the Services Security Layer and the Services Sécurity Layer enables the Applications Security Layef,
and idenmtify where security should be addressed in products and solutions by providing a sequentidl
perspectlve of network security.

The Infrgstructure Security Layer consists ©f ;the network transmission facilities as well as individual network
parts prptected by the mechanisms that are implemented for the Security Dimensions. Examples of
compongnts that belong to the Infrastructure Security Layer are individual routers, switches and servers
well as the communication links between individual routers, switches and servers.

The Seryices Security Layer'addresses the security of services that Service Providers provide to thejr
customefs. These services.range from basic transport and connectivity to service enablers like those that a
necessafy for providing-Internet access (e.g. authentication, authorization, and accountability services,
dynamic|host configuration services, domain name services, etc.) to value-added services such as free phon
service, QoS, VPN, &te:

The Apqlicatiens. Security Layer focuses on the security of the network-based applications accessed
Service Provider customers. These applications are enabled by network services and include basic fil
transport (€.g. FTP) and web browsing applications, fundamental applications such as directory assistance,
network-based voice messaging, and e-mail, as well as high-end applications such as customer relationship
management, electronic/mobile commerce, network-based training, video collaboration, etc.

The Security Planes are certain types of network activity protected by the mechanisms that are implemented
for the Security Dimensions. The “Reference” security architecture defines three Security Planes to represent
the types of protected activities that take place on a network. The Security Planes are the:

— Management Plane,

— Control Plane,

— End-User Plane.
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These Security Planes address specific security needs associated with network management activities,
network control and signaling activities, and end-user activities correspondingly. Networks should be designed

in such a way that events in one Security Plane are kept as much as possible and as appropriate
from the other Security Planes.

isolated

The following clauses include an introduction to the actual different real-world technical security architecture

aspects of the various areas of networking.

It is emphasized that the technical security architecture for any project should be fully documented and

agreed, before finalizing the list of controls for implementation.

13.2.2 Local Area Networking

13.2.2.1 Background

remises, then the risks are likely to be such that only basic technical controls are ‘required. Howeve
larger environments, and also when wireless technologies are used (also jsee Clause 13.2.4
hysical protection alone is unlikely to guarantee any level of security.~Furthermore, the share
technologies most commonly used within LANs do allow access to all network traffic from any syst
the shared media.

he desktop is a vulnerable area as it is the user interface. If the desktop is not locked down then it is
for a user to install unauthorized software on the LAN. Server systems used within the corporate netw

otential major security risk. While most IT departments would claim that they are diligent about
atches as soon as they are available, this risk has to ‘be’ taken very seriously as even large orga
ave failed to patch all servers in a timely manner, leadirig to disruption of internal network traffic by w

13.2.2.2 Security Risks

a wired LAN, security risks will arise fram’the nodes physically connected to the network. Overal
security risks associated with LANs include:

—+ unauthorized access and changes to desktop PCs, servers, and other LAN connected devices,
—+ unpatched servers,

—+ poor quality passwords,

—+ theft of hardware;

—+ failure of powet.supplies,

—+ import of malicious code through e-mail and Web access,

- failure\o back up local hard discs,

- aillre of hardware, such as hard discs,

hen LAN networks are used within physically protected areas, e.g. only within~an organizatipn’s own

r, for use

below),
d media
bm  using

possible
ork, both

nes exposed to the Internet and internal servers that have<qo direct connection to the Internet, represent a

applying
nizations
orms.

, the key

L _~Unautharized cannections to the | AN (Ialnfnln),
— unauthorized access to hubs and patch cabinets,
— default passwords on the management ports of hubs and switches,

— poor physical security.
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Controls

the LAN space secure requires both the LAN components and connected devices to be secured.
controls to secure a LAN environment could include:

physical and environmental:

e use steel cable systems to protect CPUs, monitors and keyboards from theft,

use padlocks on devices to prevent parts, such as memory, from being stolen,

e Use of proximity devices to prevent unauthorized removal from site,
e ¢nsure that LAN hubs and routers are kept in physically secure cabinets in secure communications
rooms,

* 0
\

— harog

— opefational:

rovide UPS with auto shutdown for critical devices, and for users’ PCs if they do not)want to lose
vork in progress,

ware and software:

configure devices with private IP addresses,

5trong password policy,

require logon at each workstation, at least with at least a user id/ password pair,
nstall anti-virus software, and regularly update automatically,

mplement secure registry settings,

Hisable floppy disc drive, CD-ROM drive, and USB ports;

Mirror server drives (or implement RAID) for redundancy,

[emove unnecessary software,

Hocument software and security settings-for future use in configuring new workstations,

5chedule periodic download and installation of operating system patches,

Create and maintain current Emergency Repair Disks, and store in a controlled location,

mplement log to record maintenance problems and misuse of workstations,

file all workstation component documentation (papers/manuals/disks) for use by service technicians,
bnsure a back-up-regime,

ensure that allkhubs and switches have default passwords changed,

et appropriate network management protocol passwords/community strings,

configure audit logs properly, if available, and implement procedures for monitoring audit logs,

5chedule periodic installation of firmware updates,

e document equipment settings for future use in reconfiguring equipment; make backup copy of router
configuration file, and store in secure location,

30

test all LAN connected devices for vulnerabilities.
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13.2.3 Wide Area Networking

13.2.3.1 Background

The traditional WAN was originally created using fixed links between locations rented from service providers,
with the service provider having minimal management activity associated with such links, other than ensuring
that they were operational. However, advances in WAN technology have resulted in a shift of responsibility for
management onto the service provider, with the benefit to an organization of not having to deploy and manage
its own network. This means that the onus is on the service provider to ensure that it's network management
facility | RN : ) . o routing
function should be well secured to ensure that network traffic does not get routed to the wrong(dgstination
N. Thus, traffic traversing a WAN is prone to interception to those who have access~to the WAN
imfrastructure. Since the WAN infrastructure tends to be more accessible than a LAN, ‘care should be
gxercised to ensure that sensitive information transmitted over a WAN environment is encrypted. The service
provider should be contracted to demonstrate the level of security required by the organization.

13.2.3.2 Security Risks

Whilst a wired WAN shares the same primary security risks with a wired LAN (see Clause 13.2.2 apove) , it
has more security risks as there is greater exposure of network traffic’in a WAN network, meahing that
gontrols, including for access, should be in place to ensure that a wiredWAN cannot be easily compromised
thereby causing widespread disruption. Similarly, whilst a wireless WAN shares the same primary security
risks with a wireless LAN (see Clause 13.2.2 above), it is more prone to disruption due to the possibilities for
the jamming of the system used for the transmission of network-packets. Overall, the key risks associagted with
WAN:Ss include:

— intrusion, where information is disclosed or the integrity of data cannot then be guaranteed,
—+ DoS attacks, where resources become unavailable to authorized users,

—+ third party connection and dial-up internet @ccounts for personal use at home which can easily bypass
any controls implemented at the network-and server level, exposing the corporate network to e-mail borne
worms, Trojans, and viruses,

—+ extended latency, which will affectvoice over IP services,

—+ jitter on the network, which wilkaffect voice quality (caused primarily through the use of copper fables to
deliver service),

—+ device failure,

—+ cable failure,

- unpatched deyices,

—+ loss of power-at a transit site, which affect many others,

- serviceprovider’s network management facilities.

13.23.3 ° Controls

I'ne key security controls required to secure a VWWAN InClude:

— replacement of inherently insecure protocols such as Telnet and FTP with secure protocols such as SSH
and SCP,
— encryption of management links,

— implementation of secure authentication to access the WAN devices, with appropriate alarming of
devices, using SNMP reporting,

— securing the physical WAN equipment at each site, such as using locked cabinets with access alarms,

— the use of UPS to ensure against disruption of power supplies
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13.2.4

13.2.41

Wireless
commun
equivale
used arsg
different
transmis

WLANSs
wireless
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architect

13.2.4.2

The key
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dual

proa

connected sites, using diverse routes,

ctive polling of WAN devices,

network device mapping to identify unauthorized devices,

patch management facility,

encr

obta

the
mak|
assi

the
rout;

the

ypted overlays for sensitive data,

ining service guarantees from the service provider, such as for latency and jitter,

se of firewalls that discard any unexpected traffic coming into the network,

ng sure that the MPLS structure and addresses are hidden,

jning IP addresses that cannot be routed over the Internet,

se of Network address translation that hides internal IP addresses, but allows @evices with nor
hble addresses to make requests from the Internet,

use of anti virus software to prevent malicious code, such as Trojans, vituses, and worms, from

ope

the Wise of IDS to identify suspicious traffic,
ensyring that the network management systems are logically secure,

ensuring that the network management locations are physically secure,

ens

perfi

Wireless Networks

ing security holes from inside a network,

ring the devices are backed up,

brming reliability checks on network management staff;

Background

networks are specified as networks:cevering geographically small areas and using non wire-based
cation means such as radio waves/or infrared. Typically, wireless networks are used to implement
ht connectivity as provided intLANs and are therefore also called WLANs. The main technologigs
standardized in IEEE 80241 *and Bluetooth. It is emphasized that wireless networks constitute fa
category of network from¢radio networks, such as GSM, 3G and VHF, as those utilize aerial masts f@r
Sion (see Clause 13.2.5-below).

suffer from all thé-vulnerabilities of wired LANs, plus some specific vulnerabilities related to th
link characteristics. Some specific technologies (mostly based on encryption) have been develope
5s these additional vulnerabilities, although earlier versions of these technologies (e.g. WEP) hal
Ural weaknesses and thus did not meet the expectations regarding confidentiality requirements.

QO O

Security Risks

security risk areas associated with the use of VWLANS Include:

eavesdropping,

unauthorized access,

interference and jamming,

mis-

configuration,

secure access mode is off by default,
flawed WEP or TKIP,
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— flawed SNMP used to manage WLANS,

— not always possible to see who is using a WLAN.

13.2.4.3 Controls

The controls needed for WLANSs include:

— firewalling the WLAN from the corporate infrastructure,

an Do~ hnnnA AWi»] N| OVEF tha \AM L AN bhobyvoon cliant- and o narimaetor firoaan.
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—+ giving consideration to improving the security of each WLAN device, by configuring personal fireyalls and
intrusion detection and anti-virus software on the client device,

—+ control of transmission levels to eliminate a spread outside an organization’s physical. domain,
—+ SNMP configured for read only access,

—+ Out of Band encrypted management, for example using SSH,

—+ maintaining physical security to wireless access points,

—+ hardening of any server components,

—+ system testing,

—+ giving consideration to deploying an IDS between the corporate network and the wireless network.
13.2.5 Radio Networks

13.2.5.1 Background

wal

adio Networks are specified as networks using radio waves as a connection medium to cover geographically
ide areas. Typical examples of radio networks‘are mobile phone networks using technologies suchfas GSM
gr UMTS and providing public available voice and data services.

<

I{ is emphasized that networks using radio waves to cover small areas are considered as a different|category
gnd are referred to in Clause 13.2.4

Hxamples of radio networks inglude:

-+ TETRA

-+ GSM

—+ 3G (including-UMTS),
-+ GPRS,

-+ CDPD;

-+ CDMA.

13.2.5.2 Security Risks

There are a number of general security threat scenarios which can result in risks applicable to radio networks,
including:

— eavesdropping,

— session hijacking,

— impersonation,

— application level threats, e.g. fraud,

— denial of service.
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Examples of the risks in the context of some types of radio network are shown in the paragraphs below.
The security risks associated with GSM include the facts that:

— Ab5/x algorithms and Comp128-1 are weak,
— generally GSM encryption is turned off,

— SIM cloning is a reality.

The secuyrity risks associated with 3G include the facts that the:

— phones are liable to electronic attack, including the insertion of malicious code, for example viruses;
— opp¢rtunities for attack are high because phones are often always on,

— servjce could be subject to eavesdropping,

— radip network could be jammed,

— inseftion of false base stations is possible,

— gatgways could be subject to unauthorized access,

— servjce could be subject to attack and unauthorized access via the Internet;

— intrgduction of spam is possible,

— marfagement systems could be subject to unauthorized access viad\RAS,

— servjce could be attacked via lost or stolen engineering support:equipment, including laptops.

UMTS isl a key member of the global family of 3G mobile technologies and provides significant capacity anid
broadband capabilities to support greater numbers of voice*and data customers It uses a 5 MHz channg¢l
carrier width to deliver significantly higher data rates and.increased capacity, providing optimum use of radio
resourceps, especially for operators who have been granted large, contiguous blocks of spectrum - typically
ranging from 2x10 MHz up to 2x20 MHz - to reduce the cost of deploying 3G networks.

GPRS ig an essential first step towards third(generation mobile networks, by enhancing the GSM network
functiondlities. GPRS is a specification for data transfer on GSM networks, which allows both packet switch
and circliit switched traffic to exist in thé.GSM infrastructure. GPRS utilizes up to eight 9.05Kb or 13.4
TDMA timeslots, for a total bandwidih' of 72.4Kb or 107.2Kb. GPRS supports both TCP/IP and X.2
communjcations. EDGE enabled ,/&SM networks are able to implement EGPRS , an enhanced version ¢f
GPRS, Which increases the bandwidth of each timeslot to 60Kb. GPRS enables an 'always-on' Interngt
connectipn which is a potential‘security issue. A GPRS network provider will usually try to elevate the security
of the link by providing a firewall between the GPRS network and the Internet, but this should be configured
allow valjd services to work;’and hence may be exploited by third parties.

CDPD ig a specification for supporting wireless access to the Internet and other public packet-switch
networkq over cellular telephone networks. CDPD supports TCP/IP and CLNP. CDPD utilizes the RC4 strea
cipher with 40'bit'keys for encryption. CDPD is defined in the 1S-732 standard. The algorithm is not strong an|
can be decrypted by a brute force attack.

CDMA, a form of spread-spectrum, is a family of digital communication techniques that have been used for
many years. The core principle of spread spectrum is the use of noise-like carrier waves, which have
bandwidths much wider than that required for simple point-to-point communication for the same data rate.
Digital coding technology allows CDMA to prevent eavesdropping, whether intentional or accidental. CDMA
technology splits sound into small bits that travel on a spread spectrum of frequencies. Each small bit of
conversation (or data) is identified by a digital code known only to the CDMA phone and the base station. This
means that virtually no other device can receive the call. Since there are millions of code combinations
available for any call, it protects against eavesdropping.
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There are a number of technical security controls to manage the risks from identified threats to radio networks,

including those for:

— secure authentication,
— encryption with effective algorithms,

— protected base stations,

—  firewalls
y

—+ malicious code (virus, trojans, etc.) protection,

—+ anti-spam.
13.2.6 Broadband Networking

13.2.6.1 Background

Broadband networking is a group of technologies which allow individual subscribers high speed acc
nternet point-of-presence. Currently, there are four main technologies:

-+ 3G,

-+ Cable,
—+ Satellite,
-+ DSL.

Hor DSL, there are two main types. There is asymmietric (ADSL), where the upload speed from th
wer (quarter to half of the download speed, and,symmetric (SDSL), where the upload and downloa
re the same. In either case, the download speed is typically from 128 kbps to 2-8 Mbps, dependir
roduct. Cable and satellite technologies also have similar types of product.

he main reasons for adopting broadband technologies is that they are a high-speed, always on te
ailable more cheaply that conventional communications. All technologies allow access to the Inte

ence span only from the Internet to the subscriber's premises. Use of the Internet as a univers

llows links to other sites torbe constructed speedily and cheaply, perhaps with the deployment of
cure links.

13.2.6.2 Security Risks
roadband is simply an ‘always on’ high-speed link between a subscriber and the Internet. These
ake the subversion of a broadband-connected system a valuable proposition for hackers, and lea
tp the following risks:

disclosure, modification or deletion of information, as a result of unauthorized remote access,

pSs to an

£ user is
] speeds
g on the

chnology
rnet and
Bl carrier
VPNs for

features
1 directly

——=propagationof maticious—code;

— upload/download and execution of unauthorized code,
— identity theft,

— mis-configuration of client systems,

— introduction of software vulnerabilities,

— network congestion,

— DoS.
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13.2.6.3 Security Controls

There are a number of technical security controls to manage the risks from identified threats to broadband
communications, including:

— Small Office/Home Office (SOHO) Firewalls,

— anti-malicious code (including viruses) software,
— IDS, including IPS,

— VPNEs,

— Softvare Updates/Patching.
13.2.7 Security Gateways

13.2.7.1| Background

A suitable security gateway arrangement should protect the organization’s internal,'systems and securely
manage |[and control the traffic flowing across it, in accordance with a documented ‘s€curity gateway servige
access policy (see Clause 13.2.7.3 below).

13.2.7.2| Security Risks

Every day, hackers become more sophisticated in their attempts~to/breach business networks and th
gatewaylis a centre of interest. Attempts at unauthorized access ¢an*be malicious, such as that leading to
DoS attack, they may be to misuse resources, or could be to gaifwvaluable information. The gateway needs f
protect the organization from such intrusions from the outsidesworld, such as from the Internet or third part
networkd. Unmonitored content leaving the organization *introduces legal issues and a potential loss
intellectual property. In addition, as more organizations are connecting to the Internet to meet thejr
organizafional requirements, they are faced with the neéd to control access to inappropriate or objectionabl
Web sitgds. Without that control, organizations risk productivity losses, liability exposure, and misallocation ¢f
bandwid{h due to non-productive Web surfing. If\these threats are not addressed then there is a risk t
connectipns to the outside world could become unavailable, data could become corrupted, or valuabl
company assets could be subject to unauthorized disclosure. Data placed on websites or otherwi
transmitted without proper authority may also incur legal penalties - e.g. insider trading.

< OO O

13.2.7.3| Security Controls

A securifly gateway should:

— separate logical netorks,
— proMide restricting-and analyzing functions on the information which passes between the logical networkg,
— be Used by<ah'0rganization as a means of controlling access to and from the organization’s network,

— proVide’a.controlled and manageable single point of entry to a network,

— enforceamorganization's security poticy, Tegarding network conmectiorns;

— provide a single point for logging.

For each security gateway a separate service access (security) policy document should be developed and the
content implemented to ensure that only the traffic authorized is allowed to pass. This document should
contain the details of the ruleset that the gateway is required to administer, and the configuration of the
gateway. It should be possible to define permitted connections separately according to communications
protocol and other details. Thus, in order to ensure that only valid users and traffic gain access from
communications connections, the policy should define and record in detail the constraints and rules applied to
traffic passing into and out of the security gateway, and the parameters for its management and configuration.
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With all security gateways, full use should be made of available identification and authentication, logical
access control and audit facilities. In addition, they should be checked regularly for unauthorized software
and/or data and, if such is found, incident reports should be produced in accordance with the organization
and/or community’s information security incident management scheme (see ISO/IEC 18044).

It is emphasized that the connection to a network should only take place after it is checked that the selected
security gateway suits the requirements of the organization and/or community, and that all risks resulting from
such a connection can be managed securely. It should be ensured that by-passing the security gateway is not
possible.

firewall is a good example of a security gateway. Firewalls should normally be those that have acllieved an
ppropriate assurance level commensurate with the assessed risks, with the standard firewall rdlesgt usually
eginning by denying all access between the internal and external networks, and addingcexplicif rules to
tisfy only the required communications paths.

urther detail on security gateways is provided in ISO/IEC 18028-3 (as well as in ISOAEC 17799), and will be
rovided in ISO/IEC 13335-2 when published).

I{ should be noted that whilst the network security aspects of personal firewalls;-a special type of firgwall, are
ot discussed in Part 3, they should also be considered. Unlike most central sites which are protfected by
edicated firewalls, remote systems may not warrant the expense and_specialist skills to support these
evices. Instead, a personal firewall may be used which controls the’ flow of communications into (and
metimes out of) the remote computer. The administration of the rules (policies) of the firewall may be
rried out remotely by personnel at the central site, relieving the remote system user of the requirement of
technical understanding. However if this is not possibles\care should be taken to ensure |effective
nfiguration, especially if those at the remote site are not [T literate. Some personal firewalls can algo restrict
the ability to transmit over the network to authorized programs (or even libraries), restricting the |ability of
alware to spread.

13.2.8 Remote Access Services

13.2.8.1 Background

he aim of RAS is to allow data to be.exchanged between a remote site and the central service. There are a
riety of solutions for this, including:

communications via the Internet,

dial-up IP service.

ommunications via.the Internet increasingly uses ISP-provided ADSL links to provide high bandwjdth from
the central site and.a lower bandwidth from the remote to the central site. Except for the lowest sensitivity of
ata, some form_of VPN (see Clause 13.2.9 below) should be used to provide security for the exchanged data
reams.

ial-up-IR services allow a remote site (usually a single user) to dial up a modem bank at a centralflocation.
fter\authentication, the connection is opened between the remote site and central service. Unless the
pplication implements a security protocol, this mode of communications would normally be in the clpar. RAS
access may be implemented using ISDN or analogue lines. In either case, the user dials into a central point
where some level of authentication occurs. RAS access only offers transfer of clear data.

13.2.8.2 Security Risks
There are a number of security risks that may be associated with RAS, including:
— unauthorized access to an organization’s systems, services and information (including via

eavesdropping), leading to the disclosure of, unauthorized changes to, or destruction of, information
and/or service,
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— the introduction of malicious code to an organization’s systems, services and information, with resultant
modification, unavailability and destruction,

— a DoS attack against an organization’s services.

13.2.8.3 Security Controls

Remote access requires that the central services secure themselves against unauthorized access. Likewise, it
is expected that the remote systems themselves have protection against a number of security threats. The
controls that may be required include:

— firewalls (including personal firewalls),
— router ACLs,

— enciyption of Internet access links,
— Calling Line Identifier,

— strong authentication,

— anti{virus software,

— audif management.

Further detail on security for remote access services is provided in ISO/IEC 18028-4.
13.2.9 Yirtual Private Networks

13.2.9.1| Background

A VPN ig a private network which is implemented by using\the infrastructure of existing networks. From a used
perspectlve a VPN behaves like a private network, and.offers similar functionality and services. A VPN may b
used in arious situations, such as to:

b =

— implement remote access to an organizatien:from mobile or off-site employees,

>

— link [different locations of an organization together, including redundant links to implement a fall-bag
infrgstructure,

— set Yip connections to an organization’s network for other organizations/business partners.

In other words, VPNs allow two computers or networks to communicate securely over an insecure mediu
(for example, the Internet)."This communication has traditionally been performed at great expense by using
leased lipes with link encryptors. However with the advent of high-speed Internet links and suitable terminatio
equipment at each end).reliable and secure communications between sites can be established using VPNs.

13.2.9.2| SecurityRisks

The key|security risk W|th commumcatlons over an msecure network is that sensmve mformatlon may bie
accessible , : : ,
risks typically assomated W|th Iocal and W|de area networking (see Clauses 13.2.2.2 and 13232
respectively), the typical risks associated with VPNs include:

— insecure implementation through:

an untested or defective cipher suite,

a weak shared secret that could be easily guessed,

poor network topology,

uncertainty about the security of the remote client,
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e uncertainty about the authentication of users,
— uncertainty about the security of the underlying service provider,
— poor performance or availability of service,

— non compliance with regulatory and legislative requirements on the use of encryption in certain countries.

13.2.9.3 Security Controls

In_VPNSs, cryptographic techniques are commonly used in networking and/or application protocols to
illnplement security functionality and services, especially if the network on which the VPN is built;igl a public
etwork (for example, the Internet). In most implementations the communications links-‘betiyeen the
articipants are encrypted to ensure confidentiality, and authentication protocols are used to verify the identity
f the systems connected to the VPN. Typically, the encrypted information travels through.a securg 'tunnel'
nat connects to an organization’s gateway, with the confidentiality and integrity of the information maintained.
he gateway then identifies the remote user and lets the user access only the information they are auithorized
D receive.

= 40T 5

hus, a VPN is a mechanism based on protocol tunneling — treatment of one-complete protocol (the client
rotocol) as a simple stream of bits and wrapping it up in another (the carrief protocol). Normally, [the VPN
arrier protocol provides security (confidentiality and integrity) to the client_protocol(s). In considering the use
f VPNs, the architectural aspects that should be addressed include:

O 0T -

- endpoint security,

—+ termination security,

-+ malicious software protection,

—+ authentication,

— intrusion detection,

- security gateways (including firewalls),
—+ network design,

—+ other connectivity,

—+ split tunneling,

—+ audit logging and network)monitoring,

—+ technical vulnerability management.

O
1

Hurther detail on VPNs, including on each of these architectural aspects, is provided in ISO/IEC 18028-5.
13.2.10 IP Convergence (data, voice, video)

13.2.10;1 Background

As voice and data convergence gains popularity, the security issues should be recognized and addressed.
Although current telephony implementations require security controls to deter toll fraud and voice mail and
other security breaches, these systems are not integrated into the corporate data network and are not subject
to the same risks as IP data networks. With the convergence of voice and data, security controls need to be
implemented to reduce the risk of attacks.

A VolP application typically consists of proprietary software hosted on open or commercially available
hardware and operating systems. The number of servers depends on vendor implementation as well as the
actual deployment. These components communicate via IP over Ethernet and are interconnected via switches
and/ or routers.

© ISO/IEC 2006 — Al rights reserved 39


https://standardsiso.com/api/?name=87082f056279edc80576726383b12dd0

ISO/IEC 18028-1:2006(E)

13.2.10.2 Security Risks

The main areas of risk can be associated with IP-based attacks on vendor-specific software vulnerabilities and
the hardware or operating system platform hosting the VolP application. The risks associated with VolP
components include attacks on network-based devices and applications, and may be enabled or facilitated by
vulnerabilities in the design or implementation of the VolP solution. Risk areas to consider include:

13.2.10.3 Security Controls

There arg a number of technical security controls to manage the risks from identified threats to converged |
networkg, including:

40

QoS - without an overall QoS there could be a loss of quality, or interruption of calls due to packet loss,
and propagation delay across the network,

integrity and availability may be affected by viruses which may manage to enter the network throug
insepure VolP systems that may degrade or even create a loss of service, and could spread to seryers i
the metwork, leading to damaged data storage,

softphones on client PCs are a substantial risk as these could be an entry point for viruses‘and intrusiong,
VolIR servers and VolP management systems are at risk if not protected behind firewalls;

data network security could be degraded due to multiple ports being opened op the firewalls to suppo
VolF. A VolP session has numerous protocols and port numbers associated.¥H.323 uses numerous
protpcols for signaling, and both H.323 and SIP use RTP. The result is that.a H.323 session may use up
to eleven different ports,

fraud is a key issue with telephony, and VolP only adds to the risks if security is not addressed. Hackels
could gain unauthorized access to the VolP service by spoofing, replay attacks, or connection hijacking.
Toll fraud, or unauthorized calls to premium rate numbers, coulddhen result in substantial losses,

bredches of confidentiality may occur through the interception*of communications., such as man-in-thg
middlle, is possible within the network by employees and other staff with access to the network,

eavegsdropping of voice calls,

sincg IP telephones require power to operate, the.telephone network may not be operational in the case
of ppwer failure,

therg is a greater risk of failure of both voice and data services due to the use of common components,
e.g.la LAN.

U

QoY facilities should.be implemented in a converged network, otherwise voice quality is likely to suffef.
Network service delivery, and where possible, IP links should be delivered to a site over fiber to ensur
that|jitter (whichtaffects voice quality) is minimised,

D

all VloIP servers should be configured with malicious software protection,

PC s$upporting softphones should be fitted with personal firewalls and the virus checking software should
be fiequently updated,

VolIP servers and VolP management systems should be protected behind firewalls to safeguard them
from attack,

designers should ensure that only the minimum number of ports are opened on firewalls to support VolP
services,

to combat toll fraud anti spoofing, anti replay controls need to be implemented to prevent connection
hijacking,

all access to management servers should be authenticated

voice and data services should be segregated where possible,
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— IDS should be considered for servers supporting VolP services,

2006(E)

— encryption of the data path should be considered where sensitive information is to be discussed over a

VolIP network,

— IP phones should be powered by the Ethernet hubs supported by UPS,

— there may be a need to provide a conventional voice service, which has an independent power source for

use in an emergency.

13.2.11 Enabling Access to Services Provided by Networks that are External (to the Organization)

—

3.2.11.1 Background

he opening up of e-mail and Internet services to an organization to meet legitimate business requ
rings with it a variety of threats which can be used to exploit vulnerable systems, and-unless these
re well designed and operated they present a considerable risk to an organization, Eor‘instance, de
arriers spammers face in reaching people at work, spam poses a big problem for.€nterprises and t
s spammers attempt to harvest worker names, most enterprises will need to deploy anti-spam teck
nd educate users on protecting their e-mail addresses. In addition, usersiwill need to be proteg
ccessing the Internet and bringing back malware, such as Trojans, into the, organization, which coy
ostly damage to information systems, and an organization’s reputation/The key point to be kept in ni
imes is that the Internet is untrusted.

OV O PO QO T

o

13.2.11.2 Security Risks

—

he key risk areas in enabling access to services provided\by networks that are external to the orgg
nd where vulnerabilities in Internet and e-mail services can be exploited, include:

Q

—+ the potential importation of damaging malware, such as Trojans,
—+ the receipt of overwhelming spam,

—+ loss of the organization’s information,

—+ damage to the integrity, or loss, of information,

—+ DosS attacks,

—+ unauthorized use of Interfiet'and e-mail services, including non-compliance with organization pg
using services for own-benefits) and non-compliance with legislation and regulation (e.g.
threatening emails).

13.2.11.3 Security_Controls

Tlhe technical security controls to manage the risks from identified threats for Internet/e-mail solutions

—+ use offirewalls with assurance levels appropriate to the assessed risks, and firewall rulesets that

¢ \( default ‘deny all’ policy,

irements
services
spite the
neir staff.
nologies
ted from
Id cause
ind at all

nization,

licy (e.g.
sending

include:

cover:

e outaoina Web only (for example http/https)
~ ~ PARAY ™ T ™ ™7
e e-mail both ways,

— use of ACLs and NAT on routers to limit and hide the IP addressing structure,

enablement of anti-spoofing to prevent external attacks. Anti-spoofing controls take the form of not
accepting the message from outside (for example, from the Internet) if it claims to have originated from
inside the organization, and vice versa,

enablement of web and e-mail proxies to act as an intermediary between a workstation user and the
Internet so that the enterprise can ensure security, administrative control, and caching service. Security is
enforced by comparing the requested URL against ‘black’ and ‘white’ lists (for Internet access), scanning
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13.2.12 Web Hosting Architecture

13.2.12.1

Web hos
often in
environn
of scope
service i
offering.

Web hos
example
potential
off. This
accordar
and has

13.2.12.1

The key

42

the data for known patterns, translating between internal and external addresses, creating an audit log of
requests and requesters, and having anti-virus facilities based at the proxies.

anti-
files

virus controls on web and e-mail proxies. Typical controls include facilities to quarantine suspicious
(for example, by content type), and screening of requested URLs or e-mail addresses against a

‘black’ list. (It should be noted that ‘black’ lists cannot be regarded as foolproof, particularly where such
list are obtained from others. There could be a danger of false positives.). Further information on anti-
virus controls is provided in Clause 13.9 below,

anti-
from

relay on e-mail servers and reverse DNS look-ups. Anti-relay controls detect if an incoming e-mail is
the correct sending organization; if not, the e-mail is logged (or quarantined) and the e-mail server

take

ena
and

netw

insti
man

ensdre that vulnerabilities in the client software used to access the Internet(8ervices (e.g. the we

brov

accq

exp(q

s no further action,

plement of alerts and SNMP traps. SNMP can be used for the remote control of a networked,devicg,
for the device to send messages (or ‘traps’) to notify a monitoring station of conditions at that dévice

ork audit logging and monitoring (see Clause 13.7 below),

ute OOB management, which relates to the practice of using different networks for data and
agement to ensure it is not possible for an attacker to connect to their target device;

O

ser) are proper threaded with appropriate vulnerability and patch management processes.

Background

ting services are offered by many network service providers in the form of a standardized servicg,
luding database facilities for handling persistent data as well as a basic application runtim
ent. Although most of the components needed to.implement and offer web hosting services are ot
for this standard (such as web server or database ‘software), some considerations about the whol
self are documented here as many people .consider web hosting as an integral part of a network

=

ting sites are at risk from a variety of threats, particularly where they are connected to the Internet, fq
where prominent organizations may.pe under attack from fringe groups. Thus, it is important that gl
threats are identified, and then alkvulnerabilities which could be exploited by the threats are closed
is best achieved by designingrout vulnerabilities in the architecture. By addressing these issues in
ce with the guidance provided, it should be possible to design a web site, which is secure, reliable
B low risk of being defaced.

) Security Risks
risk areas inclade those shown below:

ss by an aftacker to application and data with a single breach of the perimeter protection,

sure 10 vulnerabilities in infrastructure component,

mul

ple‘single points of failure

loss

inab

of service due to hardware failure,

ility for to be taken out of service for maintenance,

unintended access by public users to areas where data is stored,

malware being uploaded into the system,

com

inab

promise of a web site using switching functionality,

ility to take backups without affecting web site performance,

unauthorized disclosure of an IP addressing plan facilitating attack on the web site,
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— exploitation of connections between management stations and the Web site,
— undiscovered attack,

— difficulty in tracking intrusions between devices,

— inability to recover data

— inability to meet service level agreement requirements,

— inability to maintain continuity of service,

maautbhacioad L £ ok P maladinadalatian £ raanizatian—oaalionL L b A AL for own
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benefits) and non-compliance with legislation and regulation (e.g. storing material which violates)popyright
or storing child pornography).

13.2.12.3 Security Controls
Tlhe technical security controls to manage the risks from identified threats for web sites;-include:

—+ the provision of zoning and security in depth to limit the effect of a successfulattack,

—+ the specification of different firewall types to counter possible firewallvulherabilities. (Further information
on firewalls is provided in Clause 13.2.7 above and ISO/IEC 1802843-),

—+ resilience; the design should be examined for potential single,'points of failure and these should be
eliminated,

—+ failover/load sharing to guard against equipment failure,
—+ clustering where high availability in a 24x7 environmentis a requirement,
— proxying services to limit access into a web site @and’to enable a high degree of logging,

—+ anti-virus controls on uploads to prevent the.import of malware. (Further information on controls [to detect
and prevent malicious code is provided in €lause 13.9 below.),

—+ layer 2 switching normally used in a web site design. Layer 3 switching should not be used unlgss it is a
business related requirements, such-as for load sharing. In addition the same physical switch should not
be used either side of a firewall..Test points should be included in the switch design,

—+ VLANSs segregated by function to enable IDS to be more easily tuned as there is a reduced prgtocol set
on any VLAN. In addition;sthe implementation of a backup VLAN will allow backups to operate at|any time
of the day without compromising the performance of the site,

—+ the IP addressing plan to limit the number of public addresses to a minimum, with the IP addrespging plan
kept “in strictest confidence” as knowledge of it could be used to mount an attack on the web site

-+ where management links are connected over public networks, they should be encrypied (see
ISO/IEC 18028-4 for further information on remote access). This includes at least alerts/ SNMP| traps on
console port connections,

—+ all transaction and event logs from each device copied to an audit server, and then copied to @& backup
media, such as a CD. (Further information on network audit logging and monitoring is provided ih Clause
13.7 below.),

— a time synchronization service implemented as it is key to analyzing unauthorized access and being able
to follow the traces through the log files. This requires that the timing of all log files, and hence servers, is
synchronized to plus/ minus 1 second or lower. (NTP is relevant here; for further information see ISO/IEC
17799, Clause 10.6.),

— a centralized backup service, preferred as this is more likely to be performed as required,

— with web sites needed in most cases to be operating 24 hours per day, this requires high quality hardware
that can withstand the environment. The server infrastructure in a web site should be specified to support
“24 x 7" operations. The supporting operating systems should be hardened, and all servers and other
devices should then undergo security testing to ensure that all devices are fully hardened,
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— robust application software implemented, where code has been checked for structure, that is logically
correct, and uses approved authentication software.

It should also be noted that business continuity management issues are often not fully considered when
designing a web site. Full business continuity management activities should be conducted in relation to web
sites. (For more information on business continuity management reference should be made to Clause 13.11
below.)

13.3 Secure Service Management Framework

13.3.1 Illlanagement Activities

A key segurity requirement for any networking is that it is supported by secure service management activities,
which will initiate and control the implementation, and operation, of security. These activities should take plac
to ensurg the security of all of an organization’s or a community’s information systems. With regard to network
connectipns, management activities should include:

D

— definition of all responsibilities related to the security of networking, and designation of a security
marjager with overall responsibility,

— doc:[mented networking security policy, and accompanying documented techhical security architecture,

— docuiimented SecOPs,

— the ¢onduct of security compliance checking, including security testing, to ensure security is maintained at
the 1equired level,

— docyimented security conditions for connection to be adhered to before connection is permitted by
outsjde organizations or people,

— docudimented security conditions for users of network services,
— a segurity incident management scheme,

— docyimented and tested business continuity/disaster recovery plans.

It should be noted that this clause builds upon aspects described in ISO/IEC 17799, and which will be
describef in ISO/IEC 13335-2 when published. Only those of the above topics that are especially important
with regqrd to the use of networking are further described in this document. Thus for further information, for
example|on the content of networking-security policy and security operating procedures, and on topics nxt
mentiongd further here, the reader should thus consult ISO/IEC 17799. ISO/IEC 13335-2, when published,
will also provide further informatien.

13.3.2 Networking Security Policy

It is the |responsibility-of management to visibly accept and support the organization’s networking securify
policy (a$ referred.to in ISO/IEC 17799). This network security policy should flow from, and be consistent witly,
the orggnization's" information security policy. The policy should be capable of implementation, readily
availabld to.authorized members of the organization, and encompass clear statements on the:

— organization’s stance with respect to acceptable network usage,

— explicit rules for the secure use of specific network resources, services and applications,
— consequences of failure to comply with security rules,

— organization’s attitude towards network abuse,

— rationale(s) for the policy, and for any specific security rules.

(In some circumstances these clear statements may be incorporated into the information security policy, if this
is more convenient for the organization and/or it would be clearer for its personnel.)
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The content of the networking security policy should usually include a summary of the results from the security
risk assessment and management review (s) (which provide the justification for spend on controls), including
detail of all security controls selected commensurate with the assessed risks (see Clause 12 above).

13.3.3 Security Operating Procedures

In support of the networking security policy, SecOPs documents should be developed and maintained,
covering each network connection as appropriate. They should contain details of the day-to-day operating
procedures associated with security, and who is responsible for their use and management.

13.3.4 Security Compliance Checking

mn

or all network connections, security compliance checking should take place against,a comprghensive
hecklist constructed from the controls specified in the:

(@]

—+ networking security policy

—+ related SecOPs,

—+ technical security architecture,

- security gateway service access (security) policy,
—+ business continuity plan(s),

—+ where relevant, security conditions for connection.

This should occur prior to live operation of any network cohnection, prior to a major new release (rfelated to
significant business or network related change), and otherwise annually.

This should include the conduct of security testing to recognized standards, with a security testing| strategy
gnd related plans produced beforehand setting out' exactly what tests are to be conducted, with what, where
gnd when. Normally this should encompass a combination of vulnerability scanning and penetration testing.
Rrior to the commencement of any such testing, the testing plan should be checked to ensure that the testing
will be conducted in a manner fully compatible with relevant legislation. When carrying out this checking it
should not be forgotten that a network.fmay not just be confined to one country — it may be distributed through
different countries with different legislation. Following the testing, the reports should indicate the spgcifics of
the vulnerabilities encountered and.the fixes required and in what priority.

—

3.3.5 Security Conditionsfor Connection

nless security conditions for connection are in place and contractually agreed, an organization is|in effect
ccepting the risks-associated with the other end of a network connection outside of its domain. Slich risks
hay include those)related to privacy/data protection, where a connection may be used to exchange|personal
ata subject.tolnational legislation at one or both ends, and, where the other end of a network cqnnection
putside an-organization’s domain) is in another country, the legislation may be different.

— 0 3 QO

As an example, organization A may require that before organization B can be connected to its systgms via a
network connection, B should maintain and demonstrate a specified level of security for its system injvolved in
t Idt L,UIIIIUL;t;UII. ill ﬂl;b wday A vdll IUﬂ aaawuu' tildt B ;b Illalldg;llg Itb Iibkb ill d wday ﬁldt ;D dbbﬂptdbit. In SUCh
cases A should produce a security conditions for connection document that details the controls to be present
at B’s end. These should be implemented by B, followed by that organization signing a binding statement to
that effect and that security will be maintained. A would reserve the right to commission or conduct a
compliance check on B.

There will also be cases where organizations in a community mutually agree a ‘security conditions for
connection’ document which records obligations and responsibilities for all parties, including reciprocal
compliance checking.
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13.3.6 Documented Security Conditions for Users of Network Services

Users authorized to work remotely should be issued with a documented ‘security conditions for users of
network services’ document. This should describe user responsibilities for the hardware, software and data in
relation to the network, and its security.

13.3.7 Incident Management

Informatlon secunty |nC|dents are more likely to occur, and more serious adverse business |mpacts to result,
where A A
connectipns to other orgamzatlons in partlcular there could well be S|gn|f|cant Iegal |mpI|cat|ons connecte
with incidents.

Thus, an organization with network connections should have a well documented and implemented informatio
security jncident management scheme and related infrastructure in place to be able to respend quickly gds
incidentq are identified, minimize their impact and learn the lessons to attempt to prevent re{occurrence. Th

scheme [should be able to address both information security events (identified occurrences of a systen,
service gr network state indicating a possible breach of information security policy or failure of safeguards, gr
a previoysly unknown situation that may be security relevant), and information security incidents (a single or
series of unwanted or unexpected information security events that have a.\significant probability o¢f
compronpising business operations and threatening information security).

Further detail on information security incident management is provided in ISO/IEC 18044.
13.4 Network Security Management

13.4.1 Preface

=

The marjagement of any network should be undertaken in a secure manner, and indeed provide support fq
the overpll management of network security. This should be accomplished with due consideration of the
different hetwork protocols available and related security services.

D

In furthefance of this, an organization should-consider a number of controls, the majority of which can b
identified through using ISO/IEC 17799, and{SO/IEC 13335-2 when published. In addition, remote diagnost
ports, whether virtual or physical, should be“protected from unauthorized access.

[¢]

13.4.2 Networking Aspects
The varigus aspects of networking can be categorized as follows:

Network|Users - personnel-who are users and /or administrators of networks. The spectrum of users ranges
from indjviduals accessing remote resources via the Internet, dial-up or wireless connections, to individuals
using wgrkstations_or-personal computers that are attached to a local network. Users connected to local
networkd may alse/be able to connect to remote resources via inter-network connections that may exigt
betweenl|their {ecal network and other networks. Such underlying connections may be transparent to the user|

End-Systems — computers, workstations and mobile devices (for example, smartphones and PDAs) that ane
connected to networks. This includes devices used to access networked facilities (e.g. client systems) and
devices used to provide services (e.g. servers, host computer systems). This category encompasses the
hardware, operating system software, and any local applications software, including software used to access
the network.

Networked Applications - applications software, running on networked servers or host systems, and accessed
via computer network connections, to provide, for example:

— financial transaction services,

— enterprise software services (e.g. CRM, EIS, MRP, etc.),
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