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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commis

sion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The profcedures used to develop this document and those intended for its further maintenance| are
describgd in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fdr
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Introdu

list of pgtent declarations received (see patents.iec.ch).

Any tra
constit

For an
express
World T

tion and/or on the ISO list of patent declarations received (see wwxviso.org/patents) or the [EC

e name used in this document is information given for the‘convenience of users and does nqt
e an endorsement.

bxplanation of the voluntary nature of standards,.the meaning of ISO specific terms anfd
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Any feedback or questions on this document should be directed to the user’s national standards body.

vord.html. In the IEC, see www.iec.ch/understanding-standards.

fument was prepared by Joint TechnicalCommittee ISO/IEC JTC 1, Information technolog]
mittee SC 27, Information security, cyberSecurity and privacy protection.
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rd edition cancels and replaces the’second edition (ISO/IEC 18014-2:2009), which has bee

h changes compared to the-previous edition are as follows:
hted the definition of.a hash function to a collision-resistant hash-function;
ication of style andeditorial changes.

b1l parts in the 180/IEC 18014 series can be found on the ISO and IEC websites.
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completp listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/nationd
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Information security — Time-stamping services —

Part 2:
Mechanisms producing independent tokens

1 Scope

|

his document specifies mechanisms that generate, renew, and verify independent)time-stj
rder to verify an independent time-stamp token, time-stamp verifiers do not need|access to a
me-stamp tokens. That is, such time-stamp tokens are not linked.

[mille)

2 Normative references

]

he following documents are referred to in the text in such a way\that some or all of thein
onstitutes requirements of this document. For dated references, only the edition cited app
undated references, the latest edition of the referenced document(including any amendments)

Q

Y

50/IEC 18014-1, Information technology — Security techniques — Time-stamping services —
ramework

!

3 Terms and definitions

v w]

or the purposes of this document, the following terms and definitions apply.

IF0 and IEC maintain terminological databases for use in standardization at the following add

— ISO Online browsing platform: available at https://www.iso.org/obp

+ IEC Electropedia: available at http://www.electropedia.org/

31

time-stamp token

TST

data structure containing a verifiable binding between a data items’ representation and a time
SOURCE: ISOAEC 18014-1:2008, 3.15, modified - Note to entry has been removed.]

2

SS

nmps. In
ny other

content
lies. For
applies.

- Part 1:

esSes:

-value

[
3
time-stamping service
1
S

etvice providing evidence that a data item existed before a certain point in time

[SOURCE: ISO/IEC 18014-1:2008, 3.18]

3.3
time-stamping policy

set of rules that indicates the applicability of a time-stamp token (3.1) to a particular community and/or

class of application with common security requirements

[SOURCE: ISO/IEC 18014-1:2008, 3.23]
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3.4
time-stamp requester
entity which possesses data it wants to be time-stamped

[SOURCE: ISO/IEC 18014-1:2008, 3.14, modified — Note to entry has been removed.]

3.5
time-stamp verifier
entity which possesses data and wants to verify that it has a valid time-stamp bound to it

Note 1 tdentry: The verilication process can be performed by the verilier 1tself or by a trusted third party.
[SOURCE: ISO/IEC 18014-1:2008, 3.16]

3.6
time-stamping authority
TSA
trusted third party trusted to provide a time-stamping service (3.2)

[SOURCE: ISO/IEC 18014-1:2008, 3.17]

3.7
time-stamping unit
TSU
set of hardware and software which is managed as a unit and generates time-stamp tokens (3.1)

3.8
data origin authentication
corrobofation that the source of data received is as claimed

Note 1 tgentry: Data origin is sometimes called data source.

[SOURCE: ISO 7498-2:1989, 3.3.22, modified — “In" the definition, the initial article "the" has beep
removed. Note 1 to entry has been added.]

3.9
data integrity
property that data has not been alter'ed or destroyed in an unauthorized manner

[SOURCE: ISO/IEC 9797-1:2011,3.4]

3.10
asymmetric key pair
pair of related keys where the private key (3.11) defines the private transformation and the public key
(3.12) defines the public transformation

[SOURCE: ISO/IEC9798-1:2010, 3.3]

3.11
privatekey
key of an entity's asymmetric key pair (3.10) that is kept private

Note 1 to entry: The security of an asymmetric signature system (3.15) depends on the privacy of this key.

[SOURCE: ISO/IEC 11770-1:2010, 2.35, modified — The definition was restricted to asymmetric
signature system.]

3.12

public key

key of an entity's asymmetric key pair (3.10) which can usually be made public without compromising
security

[SOURCE: ISO/IEC 11770-1:2010, 2.36]

2 © ISO/IEC 2021 - All rights reserved
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3.13
public key certificate
public key (3.12) information of an entity signed by the certification authority

[SOURCE: ISO/IEC 11770-1:2010, 2.37]

3.14
public-key infrastructure
PKI
infrastructure able to support the management of public keys able to support authentication,
cryption, integrity or non-repudiation services

OURCE: ISO/IEC 9594-8:2020, 3.5.60, modified — In the definition, the initial article~the" lhas been
moved.]

15

symmetric signature system
system based on asymmetric cryptographic techniques whose private transformation is yfised for
signing and whose public transformation is used for verification

OURCE: ISO/IEC 9798-1:2010, 3.4]

16

igital signature
ata appended to, or a cryptographic transformation of, adata unit that allows a recipient of the data
nit to prove the source (3.8) and integrity (3.9) of the data unit and protect against forgery, e.g. by the
cipient

OURCE: ISO/IEC 9798-1:2010, 3.11]

A7

llision-resistant hash-function
ash-function satisfying the following property: it is computationally infeasible to find any twaq distinct
inputs which map to the same output

OURCE: ISO/IEC 10118-1:2016,3.1; modified — Note 1 to entry has been removed.]

sitring of bits which is the-eutput of a collision-resistant hash-function (3.17)

ote 1 to entry: The definition in ISO/IEC 10118-1 does not require collision-resistance. In this document, all
ash functions are'collision-resistant hash functions.

OURCE: ISOAEC 10118-1:2016, 3.3, modified — In the definition, "collision-resistant" has beepn added.
ote 1 toé€ntry has been replaced.]

19

éssage authentication code algorithm
ACalgorithm

algorithm for computing a function which maps strings of bits and a MAC algorithm key (3.20) to fixed-
length strings of bits, satisfying the following two properties:

— for any MAC algorithm key (3.20) and any input string, the function can be computed efficiently;

— for any fixed MAC algorithm key (3.20), and given no prior knowledge of the MAC algorithm key
(3.20), it is computationally infeasible to compute the function value on any new input string, even
given knowledge of a set of input strings and corresponding function values, where the value of the
i-th input string might have been chosen after observing the value of the firsti - 1 function values

© ISO/IEC 2021 - All rights reserved 3
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[SOURCE: ISO/IEC 9797-1:2011, 3.10, modified — In the definition, "secret key" has been replaced with
"MAC algorithm" and "key" has been replaced with "MAC algorithm key". At the end, the parentheses

have been removed.]

3.20

MAC algorithm key

key that controls the operation of a MAC algorithm (3.19)

[SOURCE: ISO/IEC 9797-1:2011, 3.8]

3.21
messag
MAC
string o

[SOURC]
3.22

distingpished encoding rules

DER
encodin

Note 1 td

the same)
fit into th

4 Not

ASN.1

H;

H;(X)
isValid(]

0ID
TST()
tt

1%

t;<t,

'ST(0), t,)

p authentication code

bits which is the output of a MAC algorithm (3.19)
: [SO/IEC 9797-1:2011, 3.9, modified — Note 1 to entry has been removed.]

b rules that may be applied to values of types defined using the ASN.1 hotation
entry: Application of these encoding rules produces a transfer syntakfor such values. It is implicit th3

rules are also to be used for decoding. The DER is more suitable if the’encoded value is small enough t
e available memory and there is a need to rapidly skip over some-iested values.

ation, symbols and abbreviated terms

O

abstract syntax notation one

Annex A provides the ASN.1 definitions described in this document, which shall be
used to identify the OIDs of ASN.1 module for time-stamping.

collision-resistant hash-function

hash-code computed-on data X

[

predicate (i.e-True or False) indicating whether or not the token TST(t) is valid 3
pointin tireyt,

objectidentifier
time-stamp token created at point in time ¢

points in time

=t

The time-stamp verifier considers t; to be an earlier point in time than t,. Strig
precedence is not always mandatory, and a time-stamp verifier may specify a tolel

<a, b, c>

A

ance ot at,t,cptcd errormargirimtimeunits: Whenstchtoteranceis pet mitted;th
allowed value ¢ shall be a positive number, and it shall be stated in the time-stamp
verifier's practice statement. In such a case, the time-stamp verifier shall accept ¢ as
being earlier than t, as long as no more than ¢ time units have elapsed from ¢, to t;.

a triplet, that is a sequence of values called the components of the triplet

logical conjunction, i.e. the and operator of Boolean algebra
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https://standardsiso.com/api/?name=79eeab3d3361ece2330df55a02beca0e

ISO/IEC 18014-2:2021(E)

5 Time-stamp tokens

5.1 Contents

A time-stamp token is a data structure containing a verifiable binding between a data item'’s
representation and a point in time. A time-stamp token may also bind additional items to the data item’s
representation and the point in time.

A time-stamp token shall contain:

- one or more hash-codes of the data that is to be time-stamped;

1 apointin time;

- areference to the time-stamping policy under which the time-stamp token is générated;

(sl

pgether with any additional information that can be regarded as helpful for the-practical proyision of
he time-stamping service, such as:

—

+ identification of the time-stamping authority (to help time-stamp\verifiers in looking fo1 further
evidence);

-+ an indication of the accuracy of the point in time (that is, the’maximum error in the representation
of the point in time);

-+ an indication of ordering (that is, whether the time;stamping authority guarantees the|relative
ordering of generated tokens);

- identification of the version of the format (foreséeing syntax changes in the future);
—+ aserial number (to enable reference to be.made to the token);

+ areference to the user’s request, b to help users in matching requests and responses.

3.2 Generation
Let H;(D) be a hash-code computed on data D using a collision-resistant hash-function H;.
The time-stamp token TST{(t) consists of the triplet

TST(O) := < { D)), P>

<

yhere { H;(D) J4s)a set of one or more hash-codes on data D. P indicates the time-stamping poli¢y under
which the timé-stamping token was generated. Each hash-code H;(D) shall describe both the h3sh-code
and the cellision-resistant hash-function used to derive it, together with any additional informagion that
i$ needed*to recreate the hash-code in the future (e.g. collision-resistant hash-function parameters).

NOTE Collision-resistant hash-functions are standardized in the ISO/IEC 10118 series.

5.3 Verification

Let ¢, be the point in time when the time-stamp token is verified, where t, is measured by the time-
stamp verifier.

The validity of a time-stamp token is verified by checking that:

— the time-stamp token t is syntactically well-formed;

1) Often referred to as "nonce", a number or bit string used only once, so that there is no ambiguity about what it
is referring to.

© ISO/IEC 2021 - All rights reserved 5
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— t<t,;

v

— the value of every component in { H;(D) } of the time-stamp token matches the hash-code of D
evaluated at ¢, over the data subject to scrutiny, using the same collision-resistant hash-function H;
together with any additional information that was used to generate the hash-code;

— the issuing time-stamping policy P is acceptable for the time-stamp verifier's purposes.

If all these conditions hold, it is said that the time-stamp token is valid at t,. Otherwise, the time-stamp
token is said to be invalid. The following notation is used for the predicate that evaluates whether a
time-stdmp token TST(Z)1s valid at ¢,

isValid (TST(¢), t,) = True if the time-stamp token is valid;
isValid (TST(¢), t,) = False otherwise.

The tim¢-stamp verifier may request additional assurances that are outside the scope of this document.

5.4 Renewal

A time-qtamp generated at ¢, is theoretically valid indefinitely. However, in practice, a time limit (i.e.
point in [time after which a token generated at ¢ is no longer valid) should‘apply, for example for one ¢
the following reasons:

[~ %)

— the ptrength of any of the underlying cryptographic primitivesis'no longer trusted;

— the [[SA’s secret key is about to expire;

— the [[SA is about to cease provision of a time-stampingervice;

— the [ime-stamping policy specifies a point in timedimit after which the time-stamp expires.

In such f case, a new time-stamp token is needed-to extend the validity beyond the practical limits qf
the original token. This new token, generated att{, may extend the previous bound ¢ if generated usinjg
the rengwal architecture described below. That is, the new time-stamp token binds the point in time {4,
to the d3ta, and is valid beyond ¢;. In general, several time-stamp tokens may be part of a renewal chaip
that extends the validity of the binding to-t, for an unlimited number of times:

[ TST(t,), TST(t,), TST(t,), ..., TSTL), - |

wheretj<t;<t,<..<t<as
In orderfto achieve thisebjective:
— the hew time-staimp token at ¢; shall be generated before the previous time-stamp token expires;

— the [time:Stamp request shall make explicit the previous time-stamp token so that it can b
incdrporated into the response;

— the Time-stamp toRken TST(r;) Shatt Incorporate the time-stamp token 1ST(f; ;) as part of the
protected information.

5.5 Renewal verification

Let [ TST(ty), TST(¢t4), ..., TST(t,) ] be a renewal chain, i.e. an ordered list of time-stamp tokens:
— which all refer to the same data item D;

— for which the generation time is ordered; thatis, ty < t; < ... <t,.

Let t, be the point in time when the time-stamp chain is verified.

6 © ISO/IEC 2021 - All rights reserved
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The validity extension property states that
isValid ( [TST(ty), TST(t,)], t,) = isValid (TST(¢y), t;) AisValid(TST(¢4), t,)

That is, the first time-stamp token shall be valid when the second one is generated, and the second one

shall be valid when verification is carried out.
The validity of a time-stamp chain shall be verified by iterating the previous procedure, i.e.:

isValid ( [TST(ty), ..., TST(t,)], t,) = isValid (TST(ty), t;) A ... A isValid(TST(t,), t,)

he time-stamp verifier shall also check that the issuing time-stamping policy (or timeé-s
olicies) is acceptable for its purposes. If the verification is successful, the time-stamp-ver
onclude that data item D existed before t,. The time-stamp verifier may request additional as
hat are outside the scope of this document.

[milleolo il

6 Protection mechanisms

o |

ime-stamp tokens can be protected by a variety of mechanisms that magbe chosen by the tim
equester and/or imposed by the time-stamping authority.

—

SAs conformant with this document shall employ at least .one” of the four possible pr
hechanisms presented in 7.3. The first and fourth mechanisms Use an asymmetric signature s

O U =

time-stamp token, and the third mechanism is based on/TSA archiving of information.

+ The first and fourth mechanisms involve askinggthe time-stamping authority to digitally
binding of the point in time to the document¢so that digital signature verification con]
validate the evidence.

+ The second mechanism involves asking(the time-stamping authority to use a MAC algo
protect the binding. The same secret is-heeded for MAC creation and for MAC verification,
secret is kept by the TSA. Therefore;.the TSA is required for verification.

—+ The third mechanism involves-asking the time-stamping authority to archive the token,
publish a reference to the archive. Therefore, the TSA is required for archival and verificat

ime-stamping service ugers may select the mechanism to be used by means of the EX
xtension. If this extensionis not present, the TSA shall use its default time-stamping mechan
xtMethod extension should be omitted by users requesting the first mechanism, if compatibi
ETF RFC 5816-conipliant TSAs is required (see RFC 5816).

— Iy D

TSA may martage multiple TSUs for the purpose of issuing time-stamp tokens under different
ervice or fordoad balancing purposes. For example, different TSUs managed by a single TSA
istinct s€cret keys, distinct time sources or distinct time-stamping policies.

Q. n o

wul

very exchange of information between the actors (time-stamp requester, time-stamp verifier, 3
equires data integrity and data origin authentication protection. This protection can be pro

—

tamping
fier can
urances

e-stamp

otection
ystem to

ign the time-stamp token. The second mechanism uses a MAC algorithm to authenticate the binding in

sign the
inues to

Fithm to
and this

ind only
on.

tMethod
sm. The
ity with

levels of
ran have

nd TSA)
yided by

N £ 1.1 4 : : J 1 1 1 : -
Iy dpproplridic IICdILS, 10D TAAIIIPIT Uy LUIAdIISIHIISSIUIT UVET d STLUTCU LIIAIIITICT, U DYy SIgIIITE TX

hanged

data using an asymmetric key pair that does not need to last longer than the lifetime of the transaction.
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7 Independent time-stamp tokens

7.1 Core structure

The following ASN.1 structures shall apply, as specified in ISO/IEC 18014-1:

TSTInfo

::= SEQUENCE {

vers
poli
mess
seri
genT
accu
orde
nonc
tsa

exte

}
TSTInfo

TimeSta
cont
cont

}

The cont
content

Content
ti

| ti

| ti

| ti

}

7.2 E>

Extensi
stamp t

Extensid

tss OBJ
tss—-ext

The follq

ion Version,

ry TSAPolicyId,

bgeImprint MessageImprint,

b1 Number SerialNumber,

ime GeneralizedTime,

racy Accuracy OPTIONAL,

ing BOOLEAN DEFAULT FALSE,

E Nonce OPTIONAL,

(0] EXPLICIT GeneralName OPTIONAL,
hsions [1] Extensions OPTIONAL

s encapsulated into TimeStampToken:

hpToken ::= SEQUENCE {
EntType CONTENT. &id ({Contents}),
bnt [0] EXPLICIT CONTENT.&Type ({Contents} {@cohtentType})

ent field is built according to the protection mechanismi. Possible values for the contentType an
ields, and related data types for the content field are presented in 7.3.

5 CONTENT ::= {
ne-stamp-mechanism-signature
ne—-stamp-mechanism-MAC
ne-stamp-mechanism-archival
e-stamp-mechanism-signerinfo

Fxpect additional time-stamp me€hanisms --

ftensions

ns are additional infermation that may be attached to either time-stamp requests or timg
kens.

ns are encodedinto ASN.1 structures, and require identifying OIDs.

FECT IDENTEBLER ::= { iso(l) standard(0) 18014 }
OBJECTAIDENTIFIER ::= { tss 1 }

wingextensions shall apply, as specified in ISO/IEC 18014-1:

jom

—  Extl

xx

aah 3 d oo
TUSTTOCTICTICTr Oy

tss—-ext-hash OBJECT IDENTIFIER ::= { tss-ext 1 }

— ExtMethod identified by

tss—-ext-method OBJECT IDENTIFIER ::= { tss-ext 2 }

— ExtRenewal identified by

tss-ext-renewal OBJECT IDENTIFIER ::= { tss-ext 3 }

This document does not define new extensions.

© ISO/IEC 2021 - All rights reserved
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7.3 Protection mechanisms

7.3.1 Digital signatures using SignedData

The time-stamp requester may specify this mechanism using the ExtMethod extension that is specified
in the extensions field of the time-stamp request message, using the following object identifier:

tss-itm-ds OBJECT IDENTIFIER::= { tss—-itm 1 }

A time-stamp requester may omit the ExtMethod extension if the TSA's default time-stamping
mhechanism is known to be the asymmetric signature system using SignedData. The timje-stamp
requester should omit the method extension if compatibility with IETF RFC 5816-compliany] TSAs is
required (see RFC 5816).

]

h this mechanism the TSA has an asymmetric key pair, and uses the private key te’digitally|sign the
me-stamp token. Verification shall use the corresponding public key.

—

he TSA shall sign all time-stamp tokens with a private key reserved specifically for that purpose. If a
Kl is being used that employs X.509 v3 public key certificates (see ISO/IEG.9594-8), the corresponding
ublic key certificate for the TSA shall contain only one instance of‘the extended key usage field
xtension with KeyPurposelD having value id-kp-timeStamping.?) This\extension shall be critical.

O = =]

|-

d-kp-timeStamping OBJECT IDENTIFIER::= ({
iso(l) identified-organization(3) dod(6) internet (l)
security (5) mechanisms (5) pkix(7) kp (3) timestamping (8)
}

The TimeStampToken field encapsulates an instance of type SignedData structure as described in
50/1EC 18014-1.

(]

time-stamp-mechanism-signature CONTENT ::=

{ SignedData IDENTIFIED BY id-signedbata }

ijd-signedData OBJECT IDENTIFIER ::= {

iso(l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs7(7) 2
}

—

he input to the signing operatignyis the value of the encapContentinfo octet string that contfains the
[J)ER-encoded value of a TSTInfo-structure (see Clause B.2 for additional information).

.3.2 Message authentication codes using AuthenticatedData

7.3.2.1 General

The time-stamp vequester may specify this mechanism using the ExtMethod extension that is gpecified
ih the extensions field of the time-stamp request message, using the following object identifier:

tlss-itm-—maC OBJECT IDENTIFIER::= { tss-itm 2 }

Ih this'mechanism, the TSA uses a MAC algorithm key to digitally bind the point in time to the data
Heing time-stamped. The time-stamp token is authenticated using a MAC algorithm

See Annex B for information on formats to protect data using this mechanism.

When using this mechanism, the TSA is required to carry out the verification, and the TSA shall be
trusted by all parties who wish to rely on the time-stamp tokens it generates since there is no external
evidence that can be used to detect fraud. The MAC Algorithm key shall be kept secret by the TSA. The
MAC algorithm key used for each token shall be available for later verification. The MAC algorithm key
used to authenticate a given time-stamp token may be specific to that token, or common for a range of
tokens.

The TimeStampToken encapsulates an AuthenticatedData structure as described below.

2) This definition is compatible with RFC 5280.[12]
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time-stamp-mechanism-MAC CONTENT ::=
{ AuthenticatedData IDENTIFIED BY id-ct-authData }
id-ct-authData OBJECT IDENTIFIER ::= {
iso(l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs-9(9)
smime (16) ct(l) 2
}
AuthenticatedData ::= SEQUENCE ({
version CMSVersion,
originatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipientInfos RecipientInfos,
macAlgorithm MessageAuthenticationCodeAlgorithm,
digegtAlgorithm [1] DigestAlgorithmTdentifier OPTTONAT
encapContentInfo EncapsulatedContentInfo,
authpttrs [2] IMPLICIT AuthAttributes OPTIONAL,
mac MessageAuthenticationCode,
unaufhAttrs [3] IMPLICIT UnauthAttributes OPTIONAL
}
MessagefuthenticationCode: := OCTET STRING

The recipientinfos component is present in a value of type AuthenticatedData, but it ¢ontains an emptly
set of vallues of type Recipientinfo:

RecipiehtInfos ::= SET SIZE(0) OF RecipientInfo

7.3.2.2 | MAC generation

The MA[L algorithm involves computing a message authentication’¢ode (MAC) on the content beinjg
authenticated. The input to the MAC calculation process is the value of the encapContentinfo eContent
octet stifing, that contains the DER-encoded value of a TSTInfo structure. Only the octets comprising thie
value of|the eContent are input to the MAC algorithm; the tagand the length are omitted.

NOTE MAC algorithms are standardized in the ISO/IEC 9797 series.

()]

The inppt to the MAC calculation process include§ the MAC input data defined above, and a MA
algorithm key. The details of the MAC calculation depend on the MAC algorithm employed by the TSA
The objgct identifier, along with any parameters;'that specifies the MAC algorithm employed is carrie
in the mpcAlgorithm field:

[oViRe

MessagefuthenticationCodeAlgorithm: %=/ MACAlgorithmIdentifier
MACAlgofithmIdentifier ::= AlgorithmIdentifier {{ MACAlgorithms }}
MACAlgofpithms ALGORITHM ::= {

—-- Ekpect additional MAC algoerithms --
}

7.3.2.3 | MAC verification

The inpfit to the MAC/verification process includes the input data as described in 7.3.2.2 and the MA
algorithm key used'by the TSA to authenticate the time-stamp token. The details of the MAC verificatio
process|depend-on’the MAC algorithm employed. The time-stamp verifier shall carry out a verificatio
protocol exchange with the issuing TSA using a data integrity and data origin authentication protecte
channel

0= = 0)

The TSA shall be available for audit by third parties, under prior agreement, to verify that appropriate
security measures are applied to protect activity logs and MAC algorithm keys.

7.3.3 Archival

The time-stamp requester may specify this mechanism using the ExtMethod extension that is specified
in the extensions field of the time-stamp request message, using the following object identifier:

tss-itm-archive OBJECT IDENTIFIER::= { tss-itm 3 }

In this mechanism, the TSA returns a time-stamp token that references information to bind the
time-stamp to the data in the time-stamp token. The TSA archives enough information locally to verify

10 © ISO/IEC 2021 - All rights reserved
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that the time-stamp is correct. The structure and format of the TSA archives is outside the scope of this

document.

When using this mechanism, the TSA is required to carry out the verification, and the TSA

shall be

trusted by all parties who wish to rely on the time-stamp tokens it generates since there is no external

evidence that can be used to detect fraud.

NOTE In this scenario, the TSA is playing the role of an electronic notary. Guidance on the
management of this kind of a trusted third party appears in ISO/IEC TR 14516.

time-stamp-mechanism-archival CONTENT ::=

{ ETSTInfo IDENTIFIED BY id-data }

ild-data OBJECT IDENTIFIER ::= {

iso(l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs7(7) 1
}

HTSTInfo ::=

OCTET STRING (CONTAINING TSTInfo ENCODED BY der)

1.3.4 Digital signatures using Signerinfo

The time-stamp requester may specify this mechanism using the ExtMethod extension that is 3
inh the extensions field of the time-stamp request message, using the following object identifier:

fss-itm-signerinfo OBJECT IDENTIFIER::= { tss-itm 4 4

p—

wn

tamp token. Digital signature verification shall uséthe corresponding public key.

Kl is being used that employs X.509 v3 certificates (see ISO/IEC 9594-8), the corresponding p
ertificate for the TSA shall contain only-one instance of the extended key usage field extens
leyPurposelD having value id-kp-timeStamping.3) This extension shall be critical.

= 0 T =

-

d-kp-timeStamping OBJECT IDENTIFIER::= ({
iso(l) identified-organizatdon (3) dod(6) internet (1)
security (5) mechanisms (§) ‘pkix(7) kp (3) timestamping (8)
}

The TimeStampToken encapsulates an instance of type Signerinfo structure as defined below.
time-stamp-mechanism-signerinfo CONTENT ::=

{ SignerInfo“IDENTIFIED BY id-signerinfo }
ijd-signerInfeo\OBJECT IDENTIFIER ::= { tss-itm-signerinfo 1 }

This formatis constructed as a digital signature in such a way that:

d) the-content field of the time-stamp token may be annexed into a signed data encapsulatig
object being time-stamped, along with other digital signatures over the same object;

b) the digital signature can be parsed as such; and
c) thesigner is the TSA.

The aim is to provide an additional digital signature for a data item, where this additiona
signature is of special relevance with respect to the point in time when it was generated.

use and

pecified

h this mechanism, the time-stamp token is the result of\an asymmetric signature system, as described
fiurther below. The TSA has an asymmetric key pair, ahd uses the private key to digitally sign the time-

he TSA shall sign all time-stamp tokens with'a private key reserved specifically for that purﬂiose. Ifa

blic key
on with

n of the

1 digital

NOTE Several time-stamping digital signatures can be accumulated to provide a higher level of assurance.

3) This definition is compatible with RFC 5280.[12]

© ISO/IEC 2021 - All rights reserved
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Signerinfo is defined as:

SignerInfo ::= SEQUENCE ({
version CMSVersion,
sid SignerIdentifier,
digestAlgorithm DigestAlgorithmIdentifier,
signedAttrs [0] IMPLICIT SignedAttributes®),
signatureAlgorithm SignatureAlgorithmIdentifier,
signature SignatureValue,
unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL

}

SignedA
Attribu
attr
attr
Attribu

There sH
— atin
— asig
The attr
tss-att
The att

The attn
id-sign
iso(
}
Signing-
The sam
field in 1
7.4 Pi
The follq
—  timd

—  timd

e oo oM o T om [ PR R
FCLrTotc e Ay ey 3 e s S ¥ .V A TTCCL rTooC

Fe ::= SEQUENCE ({
'vpe OBJECT IDENTIFIER,

Values SET OF AttributeValue }
FeValue ::= ANY

=3

all be two signed attributes, at least:

he-stamp attribute;

ning time attribute.

ibute type of the time-stamp attribute shall be tss-attribute:

ibute OBJECT IDENTIFIER ::= { tss-itm-signerinfo 2 }

ibute value is the DER encoding of the TSTInfo structure désctibed in 7.1.
ibute type of the signing-time attribute shall be:

ingTime OBJECT IDENTIFIER ::= {

) member-body (2) us(840) rsadsi(113549) pkes(l) pkcs9(9) 5

fime attribute values have ASN.1 type GenekalizedTime.

e point in time ¢ shall be used for thelsigning-time attribute value in 7.3.4, and for the genTim
'STInfo.

fotocols
wing protocols shall apply as specified in ISO/IEC 18014-1:
p-stamp request;

p-stamp response;

— verifcation request;

— veri

ication'response.

This dog

[

ument does not define new protocols.

4) This data structure is compatible with Signerinfo in RFC 5652.[13]

5) This field is OPTIONAL in RFC 5652, but here it is required to contain two
attributes: the signing point in time, and the time-stamp token information.
12 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=79eeab3d3361ece2330df55a02beca0e

ISO/IEC 18014-2:2021(E)

Annex A
(normative)

ASN.1 Module for time-stamping

Thicannascnrawidaectha ACSN 1 dafiritionc docoyibad 100 +hic Aot Tho cygntbay 1o Saoo dln to
[rs—annex—provides—the-ASNddebnitdons—describedinthisdocument—The Syntaxis—aees g

IPO/IEC 8824-1. Table A.1 presents the meaning of OIDs and ASN.1 identifiers.

Table A.1 — Summary of object identifier branches introduced or extended by the mgdule

below
DID ASN.1 identifier Meaning
| Iso
.0 Standard
|.0.18014 Tss time-stamping services
|.0.18014.0 Modules parts of the standard
|.0.18014.0.2 TimeStampingServices-2 | part 2: indepefident tokens
|.0.18014.1 tss-ext Extensions
|.0.18014.1.1 tss-ext-hash hashjextension
|.0.18014.1. tss-ext-method fnechanism extension
|.0.18014.1.3 tss-ext-renewal time-stamp renewal
|.0.18014.2 tss-itm independent tokens - protection mechanisms
|.0.18014.2.1 tss-itm-ds signed data
|.0.18014.2.2 tss-itm-mac authenticated data
| .0.18014.2.3 tss-itm-archive Archival
|.0.18014.2.4 tss-itm-signerinfo signer info
1.0.18014.2.4.1 id-signerInfo SignerInfo contents
|.0.18014.2.4.2 tss-attribute time-stamp info as attribute

-+ InformatiQnvtechnology - Security techniques -
-+ Time-st@mping services - Part 2: Independent Tokens

TimeStampingServices-2 {
is0A1) standard(0) tss(18014) modules(0) part2(2) }

DOEFFNITIONS IMPLICIT TAGS ::=
BEGIN
-- EXPORTS All;

IMPORTS

—-— ISO/IEC 9594-8 | ITU-T Rec. X.509 AuthenticationFramework --—
EXTENSION, Extensions
FROM AuthenticationFramework ({
joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 4 }

-- ISO/IEC 9594-8 | ITU-T Rec. X.509 CertificateExtensions --
GeneralName
FROM CertificateExtensions {
joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 4 }

© ISO/IEC 2021 - All rights reserved 13
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SignedData, AuthenticatedData,
SignatureAlgorithmIdentifier, SignatureValue,
SignerIdentifier, Attribute
FROM CryptographicMessageSyntax {
iso(1l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs-9(9)
smime (16) modules (0) cms-2004(24) };

-— object identifiers for time-stamping services
pkcs OBJECT IDENTIFIER ::= {

iso (L) member-body(2) 115(840) rsadsi (113549) pkeos (1)
}

pkcs-7 PBJECT IDENTIFIER { pkcs pkcs7(7) }

pkcs-9 PBJECT IDENTIFIER ::= { pkcs pkcs9(9) }

id-signgdData OBJECT IDENTIFIER ::= { pkcs-7 signedData (2) }
id-ct-apthData OBJECT IDENTIFIER ::= { pkcs-9 smime(1l6) ct(l) 2 }
id-data| OBJECT IDENTIFIER ::= { pkcs-7 data(l) }

id-ct-TpTInfo OBJECT IDENTIFIER ::= { pkcs-9 smime(16) ct(l) 4 }
der OBJECT IDENTIFIER ::= {

joinf-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding (L)

}

id-ripepdl60 OBJECT IDENTIFIER = {
iso(|L) identified-organization(3) teletrust (36)
algofpithm(3) hashAlgorithm(2) ripemdl60 (1)
}
id-shal|l OBJECT IDENTIFIER ::= {
iso(fl) identified-organization(3) oiw(l4) secsig@8) 2 26
}
id-sha2p4 OBJECT IDENTIFIER ::= {
joing-iso-itu-t(2) country(1l6) us (840
csor|(3) nistalgorithm(4) hashalgs (2)
}
id-sha2p6 OBJECT IDENTIFIER ::= {
joing-iso-itu-t(2) country(1l6) us (840) organization(l) gov(101)
csor|(3) nistalgorithm(4) hashalgg«2) 1
}
id-sha3B4 OBJECT IDENTIFIER ::= ¢
joing-iso-itu-t (2) country (&6)* us (840
csor|(3) nistalgorithm(4) hashalgs (2)

) orgamization(l) gov(101)
4

) organization(l) gov(101)
2
}
id-sha5[l2 OBJECT IDENTIFIER) ::= {
joing-iso-itu-t(2) codntry(16) us(840) organization(l) gov(101)
csor|(3)nistalgorithmy(4) hashalgs(2) 3
}

-- timefstamping, ‘gérvices
tss OBJECT IDENTJIFIER ::= { iso(l) standard(0) 18014 }
modules| OBJECT, IDENTIFIER ::= { tss modules(0) }

-- extehéieons

o it nlalsl LTI NIT T IO T IO L
t s s-ext-oBPdEcF—FPENTFFER— t

tss—-ext-hash OBJECT IDENTIFIER ext hash (1) }
tss—-ext-method OBJECT IDENTIFIER ss—-ext method(2) }
tss-ext-renewal OBJECT IDENTIFIER ::= { tss—-ext renewal (3) }

)
J

+
=

= T

=L
T
{ tss
= { t

-- protection mechanisms

tss-itm OBJECT IDENTIFIER ::= { tss 2 }

tss-itm-ds OBJECT IDENTIFIER ::= { tss—-itm 1 }
tss—-itm-mac OBJECT IDENTIFIER ::= { tss-itm 2 }
tss-itm-archive OBJECT IDENTIFIER ::= { tss-itm 3 }
tss-itm-signerinfo OBJECT IDENTIFIER ::= { tss-itm 4 }

id-signerinfo OBJECT IDENTIFIER { tss-itm-signerinfo 1 }
tss-attribute OBJECT IDENTIFIER ::= { tss-itm-signerinfo 2 }
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OIDS ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE

}
WITH SYNTAX { OID &id }

-— TSTInfo

TSTInfo ::= SEQUENCE {

version Version,

policy TSAPolicyId,

messagelImprint MessageImprint,
serialNimber SerialNumber OPTTONAT
genTime GeneralizedTime,

accuracy Accuracy OPTIONAL,
ordering BOOLEAN DEFAULT FALSE,
nonce Nonce OPTIONAL,

tsa [0] EXPLICIT GeneralName OPTIONAL,
extensions [1l] Extensions OPTIONAL
}

Version ::= INTEGER { v1(1l) }
TSAPolicyId ::= POLICY.&id({TSAPolicies})
TSAPolicies POLICY ::= {

. -- Any supported TSA policy --
}
POLICY ::= OIDS -- Supported TSA policies
MessageImprint ::= SEQUENCE {

hashAlgorithm DigestAlgorithmIdentifier,

hashedMessage OCTET STRING
}

DigestAlgorithmIdentifier ::= AlgorithiIdentifier {{ DigestAlgorithms }}

=)

lgorithmIdentifier { ALGORITHM:IOSet } ::= SEQUENCE ({
algorithm ALGORITHM. &id ({IOSeth),
parameters ALGORITHM. &TypeA{LOSet}{@algorithm}) OPTIONAL
}

ALGORITHM ::= CLASS ({
§id OBJECT IDENTIFIER_UNIQUE,
&Type OPTIONAL

}
WITH SYNTAX {.O0ID &id [PARMS &Type] }

DigestAlgorithms ALGORITHM ::= ({
{ OID id-ripemdl60 PARMS NULL } |
OID ,id”shal PARMS NULL } |
OIDNd-sha224 PARMS NULL }
@I id-sha256 PARMS NULL }
OID id-sha384 PARMS NULL }
OID id-sha5l12 PARMS NULL },

N e

. -- Expect additional digest algorithms --
}
SerialNumber ::= INTEGER -- Expect large values

Accuracy ::= SEQUENCE ({
seconds INTEGER OPTIONAL,
millis[0] INTEGER(1..999) OPTIONAL,
micros [1] INTEGER(1..999) OPTIONAL
}
(ALL EXCEPT ({ -- no components present -- }))

Nonce ::= INTEGER -- Expect large values
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-- Time-stamping extensions --

TSExtensions EXTENSION ::= {
extHash |
extMethod |
extRenewal,
-- Expect additional extensions --

}

extHash EXTENSION ::= {SYNTAX ExtHash IDENTIFIED BY tss-ext-hash}
ExtHash —--= SEQUENCE STZFE (1 MAX) QOF MessageTmprint

extMethpd EXTENSION ::= {SYNTAX ExtMethod IDENTIFIED BY tss-ext-meth}
ExtMethpd ::= SEQUENCE SIZE (1..MAX) OF Method

Method [ := METHOD. &id ({Methods})

Methods| METHOD ::= {

... - Any time-stamping method --
}

METHOD [ := OIDS -- TSA Methods

extRenepal EXTENSION ::= { SYNTAX ExtRenewal IDENTIFIED BY tss-ext=renewal }
ExtRenepal ::= TimeStampToken

-- timefstamp tokens

TimeStappToken ::= SEQUENCE ({
contpntType CONTENT.&id ({Contents}),
contpent [0] EXPLICIT CONTENT.&Type ({Contents}{Q@contentType})
}

CONTENT| : := TYPE-IDENTIFIER-- ISO/IEC 8824-2, Allnex A

Contentp CONTENT ::= {
{ SipnedData IDENTIFIED BY id-signedData } |
--| time-stamp mechanism signature
{ AufhenticatedData IDENTIFIED BY~4d-ct-authData } |
--| time-stamp mechanism MAC
{ ETS[Info IDENTIFIED BY id-data < |
--| time-stamp mechanisn axghival
{ SipnerInfo IDENTIFIED B¥\id-signerinfo },
--| time-stamp mechanismusigner-info

-— Expect additiorial time-stamp mechanisms --

-- addifional struetures for protection tokens

ETSTInfp ::=
OCTET| STRING, (CONTAINING TSTInfo ENCODED BY der)

SignerIhfoes ::= SEQUENCE ({
verster—NEEGERS
sid SignerIdentifier,
digestAlgorithm DigestAlgorithmIdentifier,
signedAttrs [0] IMPLICIT SignedAttributes,
signatureAlgorithm SignatureAlgorithmIdentifier,
signature SignatureValue,
unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL

}

SignedAttributes ::= SET SIZE (1..MAX) OF Attribute
UnsignedAttributes ::= SET SIZE (1..MAX) OF Attribute
-- time-stamp generation

TimeStampReq ::= SEQUENCE ({
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version Version,

messagelmprint MessageImprint,
reqPolicy TSAPolicyId OPTIONAL,
nonce Nonce OPTIONAL,

certReq BOOLEAN DEFAULT FALSE,
extensions[0] Extensions OPTIONAL
}

TimeStampResp ::= SEQUENCE ({
status PKIStatusInfo,

timeStampToken TimeStampToken OPTIONAL
1

HKIStatusInfo ::= SEQUENCE {

status PKIStatus,

statusString PKIFreeText OPTIONAL,
failInfo PKIFailureInfo OPTIONAL

HKIStatus ::= INTEGER ({
granted (0),
-- the request is completely granted
grantWithMods (1),
-- modifications were necessary,
-— the requester is responsible for asserting the difflesehces
rejection (2),
-- the request could not be fulfilled,
-- the failure code delivers additional informatien
waiting (3),
-- the request is not processed
revocationWarning (4),
-- a revocation is imminent
revocationNotification (5)
-- notification that a revocation occutred

}

HKIFreeText ::= SEQUENCE SIZE (1..MAX).QF UTF8String
HKIFailureInfo ::= BIT STRING {
badAlg (0),

-- unrecognized or unsupported algorithm Identifier
badRequest (2),

-- transaction not pegmitted or supported
badbDataFormat (5),

-- data submitted-~has the wrong format
timeNotAvailable (M),

-- the TSAs service is not available
unacceptedPoliey) (15),

-- the regqlegted TSA policy is not supported
unacceptedkxtension (16),

-- theSrequested TSA extension is not supported,
addInfeNotAvailable (17),

—-—«the requested additional information is not available,
systemNotAvailable (24),

-+ system is not available
systemFailure (25),

(al 4 hwl el

verificationFailure (27)

-- verification of time stamp has failed

}

-- time-stamp verification
VerifyReq ::= SEQUENCE ({
version Version,
tst TimeStampToken,
requestID [0] OCTET STRING OPTIONAL
}

VerifyResp ::= SEQUENCE ({

version Version,
status PKIStatusInfo,
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tst TimeStampToken,
requestID [0] OCTET STRING OPTIONAL
}

END
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