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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establish
technica
and non
technolo

Internatiq
The mai
Standard

an Intern

Attention
rights. IS

ISO/IEC

Subcommittee SC 27, IT Security techniques.

This sec
revised.

ISO/IEC
techniqu

—  Part
—  Part

—  Part

ed Dy the respective organization to deal with particular fields of technical activity. SO and lE
committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives,\Part 2.
h task of the joint technical committee is to prepare International Standards. ‘Draft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as
ational Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such-patent rights.

18014-1 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technology,

bnd edition cancels and replaces the first edition (ISO/IEC 18014-1:2002), which has been technically

18014 consists of the following parts, undercthe general title Information technology — Security
bs — Time-stamping services:
1: Framework

2: Mechanisms producing independent tokens

3: Mechanisms producing linked tokens

© ISO/IEC 2008 — All rights reserved
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this International Standard may involve the
use of patents.

50 and IEC take no position concerning the evidence, validity and scope of these patent rights.

Tlhe holders of these patent rights have assured ISO and IEC that they are willing to negotiatelicenges under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In thig respect,
the statements of the holders of these patent rights are registered with ISO and IEC: Informatior] may be
dbtained from:

ISO/IEC JTC 1/SC 27 Standing Document 8 (SD 8) "Patent Information"

(ds)

D 8 is publicly available at: http://www.din.de/ni/sc27

>

ttention is drawn to the possibility that some of the elements of-this International Standard maly be the
ubject of patent rights other than those identified above. ISOland IEC shall not be held responsible for
dentifying any or all such patent rights.

—

© ISO/IEC 2008 — All rights reserved \"
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INTERNATIONAL STANDARD ISO/IEC 18014-1:2008(E)

Information technology — Security techniques —
Time-stamping services —

Part 1:

Framework

_—

Scope

—

his part of ISO/IEC 18014:

—+ identifies the objective of a time-stamping authority;

—+ describes a general model on which time-stamping services are(based;
—+ defines time-stamping services;

- defines the basic protocols between the involved entities.

Normative references

D)

Tlhe following referenced documents are(indispensable for the application of this document. Fpr dated
references, only the edition cited applies. For undated references, the latest edition of the rgferenced
document (including any amendments):applies.

IO 8601, Data elements and interchange formats — Information interchange — Representation of dates and
times

ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash-functions

3 Terms and’definitions

Hor the putposes of this document, the following terms and definitions apply.

31

gertification authority

CA

centre trusted to create and assign public key certificates

NOTE Optionally, the certification authority can create and assign keys to the entities.

[ISO/IEC 11770-1:1996]

© ISO/IEC 2008 — All rights reserved 1
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3.2

collision-resistant hash-function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs
which map to the same output

NOTE Computational feasibility depends on the specific security requirements and environment.
[ISO/IEC 10118-1:2000]
3.3

data items’ representation
data item) or some representation thereof such as a cryptographic hash value

3.4
digital s|gnature

data appended to, or a cryptographic transformation of, a data unit that allows a recipient of<the data unit {
prove the origin and integrity of the data unit and protect the sender and the recipient of the-data unit agains
forgery bly third parties and sender against forgery by the recipient

~ O

[ISO/IE( 11770-3:1999]

3.5
entity aythentication
corroboration that an entity is the one claimed

[ISO/IE( 9798-1:1997]
3.6

hash-function
function Which maps strings of bits to fixed-length strings ef\bits, satisfying the following two properties:

— it is pomputationally infeasible to find for a given qutput, an input which maps to this output;

— it is pomputationally infeasible to find for a given input, a second input which maps to the same output
NOTE Computational feasibility depends on_the specific security requirements and environment.

[ISO/IE( 10118-1:2000]

3.7

hash value
string of pits which is the qutput of a hash-function

NOTE Identical to thé definition of hash-code in ISO/IEC 10118-1:2000.
3.8
private key

that key pf-an‘entity’'s asymmetric key pair which should only be used by that entity

[ISO/IEC 11770-1:1996]

3.9

public key

that key of an entity’s asymmetric key pair which can be made public

[ISO/IEC 11770-1:1996]

2 © ISO/IEC 2008 — All rights reserved
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3.10
public key certificate
public key information of an entity signed by the certification authority and thereby rendered unforgeable

[ISO/IEC 11770-1:1996]

3.1

sequence number

time variant parameter whose value is taken from a specified sequence which is nonrepeating within a certain
time period

[I[SO/IEC 11770-1:1996]

312
me stamp
time variant parameter which denotes a point in time with respect to a common time reference

[

[ISO/NIEC 11770-1:1996]

313
time-stamp renewal
process of issuing a new time-stamp token to extend the validity period“ef‘an earlier time-stamp token

3.14
me-stamp requester

—*

gntity which possesses data it wants to be time-stamped

NOTE A requester can also be a trusted third party including a time-stamping authority.

3.15

time-stamp token

TST

data structure containing a verifiable binding-between a data items’ representation and a time-value
NOTE A time-stamp token can alse-include additional data items in the binding.

3.16

time-stamp verifier

D

ntity which possesses datajand wants to verify that it has a valid time stamp bound to it
NOTE The verification process can be performed by the verifier itself or by a trusted third party.

317

time-stamping.authority

TSA

trusted third party trusted to provide a time-stamping service

3.18

time-stamping service

TSS

service providing evidence that a data item existed before a certain point in time

3.19

time variant parameter

data item used by an entity to verify that a message is not a replay, such as a random number, a sequence
number, or a time stamp

[ISO/IEC 11770-1:1996]

© ISO/IEC 2008 — All rights reserved 3
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3.20

trusted third party

TTP

security authority, or its agent, trusted by other entities with respect to security-related activities

[ISO/IEC 11770-3:1999]

3.21

time referencing scheme
concepts for describing temporal characteristics of geographic information, about the use of an atomic clock,

the clocK of the GPS signal, etc.

NOTE
3.22
time-sig
standard

[ITU-RT

3.23
time-sta

set of rules that indicates the applicability of a time-stamp token to a particular community and/or class ¢

applicati

4 Symbols and abbreviated terms

TS (X4, Xp, -+, Xn) generation of time-stamp token for the data x4, x,, ..., X,

D data to be time-stamped

other infq information used to generate the time-stamp token, and which equals
“TSTInfo” less the hash value of the data to be time-stamped

To, T4, ..., the point in time to be time-stamped

to, ty, to, .]. t, the point in time.to be time-stamped

S the point-in-time at which the end entity’s digital signature is generated

5 General

5.1 Background and Summary

The use
this data

See ISO 19108:2002.
hal emission
time signals are emitted with reference to UTC according to standard schemes

F.460-6]

mping policy

=Y

bn with common security requirements

pf-digital data that may be provided on easily modifiable media raises the issue of how to certify when
was created or last changed. Digital ime-stamping shall provide evidence of imeliness. Digital ime-

stamping shall fulfill the following requirements:

— A time variant parameter shall be bound to the data in a non-forgeable way to provide evidence that the
data existed prior to a certain point in time.

— Data shall be provided in a way that it is not disclosed.

© ISO/IEC 2008 — All rights reserved
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The time-stamping methods specified in this international standard solve these requirements by time-stamping
the hash value of data, which allows for the control of integrity and nondisclosure. The data themselves are
not exposed. The hash of the data will be bound to the current time value by the TSA. This binding
demonstrates the integrity and authenticity of the time-stamp. A time-stamp token providing these elements
will be sent to the requester of the time-stamp.

Time-stamp tokens may also include information relating to previously generated tokens. Here the data’s
representation and additional information from data time-stamped prior to that time-stamp request are input
parameters to the time-stamping process. The TSA may in addition publish various data items relating to the
time-stamping process, to provide evidence that the data was available in a timely manner after the other
imcluded data hash. The publication of consecutive hashes gives evidence that the related data exigted prior
tp the second published hash. This approach allows the verifier to verify a time-stamp without’ finvolving
gnother authority.

8.2 Services involved in Time-stamping

Tlhere are two basic operations involved with time-stamping:

- a time-stamping process, which binds time values to data values, and

— a time-stamp verification process, which evaluates the correctness 6fthose cryptographic bindings.

A Time-Stamping Authority (TSA) provides the time-stamping services, whereas the time-stamp vgrification
process may involve other trusted authorities.

he time provided shall fulfill the general requirement of being accurate; the service providing the time for the
SA is outside the scope of this document.

= -

bl

OTE Time sources are typically dependent on standard time-signal emissions based on standard time r¢ferencing
chemes.

(7))

8.3 Entities of the Time-Stamping Process

—

he following entities may be involved-when a time-stamp is requested:

I

n entity possesses data it wants to be time-stamped; e.g. to have evidence of the data’s existgnce at a
ertain point in time. In this case'it acts as the requester of a time-stamp. An entity may also request gvidence
nat the time-stamped datareceived has a valid time-stamp, and may act as the verifier of a time-stanmp.

= 0

he time-stamping authority (TSA) offers a time-stamping service. The nature of this service is highly[sensitive
br it helps to identifythe validity of data and especially the validity of cryptographic elements related to these
ata. The TSA affers evidence that data existed at a certain point in time and guarantees the correftness of
ne time parameéter.

- O —=h

I

Il the entities introduced communicate using a two-way handshake protocol. That is, an entity|sends a
bquest'to the TSA and receives in return a time-stamp (see details in clause 5.1 and clause 5.2). The token
contains sufficient information to allow the entity to verify the token at a later point in time.

—

A time-stamping service may operate online and offline (e.g. using a store-and-forward protocol); the
distinction is made at the transport level of the communication protocols between the involved entities.

5.4 Use of Time-Stamps
A time-stamp does not present the exact time when an electronic document was generated, altered or even

signed. The entity providing a document for time-stamping may sign the document independently from the
TSA, while the TSA binds a time value to the hash of the signed document.

© ISO/IEC 2008 — All rights reserved 5
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The only

evidence available is that a document existed prior to the included time-stamp.

Time-stamps also play an important role for the validity of signed documents. There exist three different

possibiliti
before th

es for the time at which time-stamping and signing of data may occur. Data may be time-stamped
e requester of the time-stamp signs it, after the provision of the signature of the document’s sender,

and before and after the signature. This leads to different results when examining the timely validity of the
signature. Table 1 describes these possibilities.

Table 1 —Timely arrangement of signatures and time-stamps

Technics

Case 1:

Case 2:

Case 3:

5.5 Generation of a Time-StamptToken

When g¢
stamped
stamp re

5.6 Ve

When ve
verified.

Case 1 tq TSA generates a time-stamp
S Requester signs data together with the provided
time-stamp
Case 2 S Requester signs data

t TSA time-stamps signed data

Case 3 t4 TSA generates a time-stamp

S Requester signs data together with the-provided
time-stamp

t TSA time-stamps signed data

Y.

—

Signature includes time-stamp) does not exactly ‘define the point in time when data was signed.
states that the signature was provided after data-was time-stamped.

pxpresses that data was signed prior to the-stated point in time.

efines an interval during which the document was signed.

nerating a time-stamp tgken, first the requester computes the hash value for the data to be time
and sends it to TSA within a time-stamp request message. TSA binds the hash value and the time
quest message to the-cdrrent time value as a Time-Stamp Token and sends it back to the requester

rification of-a.Time-Stamp Token

[

rifying a<time-stamp token, the validity of the Time-Stamp Token containing the time parameter
Alternatively, the evaluation of the correctness of the Time-Stamp Token may be delegated to

[

trusted tTird party (TTP).

5.7 Time-Stamp renewal

Time-sta

mped data may be time-stamped again at a later time. This process is called time-stamp renewal and

may optionally be implemented by the TSA. This may be necessary for example for the following reasons:

— The

mechanism used to bind the time value to the data is near the end of its operational life cycle (e.g.:

when using a digital signature and the public key certificate is about to expire).

© ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=50df689f3677e99b4382d7745050233e

ISO/IEC 18014-1:

— The cryptographic function used to bind the time value to the data is still trusted; however, there

evidence that it will become vulnerable in the near future (e.g. when a hash function is close
broken by new attacks or available computing power).

— The issuing TSA is about to terminate operations as a service provider.

2008(E)

is strong
to being

Renewal is a variant of the basic time-stamping process where an existing time-stamp over previously time-
stamped digital data is explicitly incorporated as data to be bound to a newly generated time-stamp over the
same digital data with a new (current) time value. By incorporating the pre-existing time-stamp in the

eneration of the new time-stamp. and assuming that security considerations are satisfied appropri

tely, the

o<

<

<

t

€

1
ti

6

1

—h

I the event of multiple nested renewals; each nested time-stamp token is verified at the time of iss

mtroduced in the following clauses.

alidity period of the earlier time-stamp over the time-stamped digital data is extended by the covera
ew time-stamp.

et data D be time-stamped at time T,

TS (D, (other info), Ty)

t time T4, while the time-stamp is trusted, a renewal such as

TS (D, (TS(D, (other info), Ty), other info), T;)

till proves the existence of D at Ty, given that the first time-stamp is valid.at'T;.

pid.
Vhen verifying a renewed time-stamp token:
— the outermost time-stamp token issued at T, is verified at the current time

— the enclosed time-stamp token issued at Tg-is' verified at the time of issuance T of the enclog
stamp token.

ne subsequent renewal, until the innermost time-stamp token is verified.

Communications between entities involved

he entities involved in-the time-stamping process are an entity either requesting a time-stamp or v
me-stamp, and one_or’ more TSAs on the other side. The transactions between these entitie

.1 Time-Stamp Request Transaction

he communication between an entity (requester) and the TSA when requesting a time-stamp consi
bllowing steps:

ge of the

enewal has to be performed before any of the above-mentioned(conditions make the original time-stamp

ing time-

uance of

prifying a
5 will be

5ts of the

S

he requester generates the hash value for the data to be fime-stamped. The hash generafion mechanism

hall be one of the hash-functions specified in ISO/IEC 10118.

a) Atime-stamp request message is sent to the TSA including the following data:

— Hash value,
— Hash algorithm used, and

— (optional) a nonce.

© ISO/IEC 2008 — All rights reserved
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b) The
c) The
cont

TSA checks the completeness of the received request.

TSA generates a time-stamp (Time-Stamp Token). The time-stamp itself is a data structure
aining

The time-parameter generated or received from a reliable source,

The data delivered by the requester, and

Data gnnnrnfnd hy the TSA to bhind the time value to the hash value _hash algnri’rhm, and np’rinnall ,

d) If th
proy

e) The
ora

Figure 1

6.2 Ti

Verificati

single time-stamp token. The verifier may,be required to obtain additional information required by th

mechani
behalf of]

Verificati
time-star
additions
done by

Additiongl informationis provided in ISO/IEC 18014-2 and ISO/IEC 18014-3.

the nonce.

b cryptographic binding uses digital signatures then the TSA may use cryptographic algorithms g
ided in ISO/IEC 14888. The TSA returns the Time-Stamp Token to the requesting entity.

[72]

entity may immediately check the completeness and correctness of the received TimerStamp Token,
low the eventual relying party to do so.

shows the communications between the requester and the TSA; the lettering.refers to the text.

(e) (b),(c)
Requester (d) TSA

A4

(a)

Figure 1 — Communications between Requester and TSA

me-Stamp Verification Transaction

bn of tokens produced using independent token mechanisms makes use of information contained in

[N

Em in order to complete the verification operation; this may be done by the requesting entity or o
the entity by another TTP.

-

bn of tokens produced using linked token mechanisms makes use of information contained in a sing|
hp token and possibly_other tokens produced by the TSA. The verifier may be required to obtai
| information required’by the mechanism in order to complete the verification operation; this may b
he requesting entity or on behalf of the entity by another TTP.

[0

7 Mefsage Formats

There are two types of messages that are needed to generate the transactions introduced in Clause 5:
messages between time-stamping requester/verifier and TSA, and messages between TSA and

requeste
provided

r/verifier. All messages will be described in the ASN.1 notation. A complete ASN.1 module is
in annex A. Messages will be distinguished according to the service they represent.

© ISO/IEC 2008 — All rights reserved
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7.1 Time-stamp request

TimeStampReq messages are used by entities to request time-stamping services from time-stamping
authorities. A TimeStampReqg message is formed as follows:

TimeStampReq ::=

version

SEQUENCE {

Version,

messagelmprint MessageImprint,

regPolicy
nonce
certReq

extensions

—

he following table explains the variables and their values.

TSAPolicyId OPTIONAL,
INTEGER OPTIONAL,
BOOLEAN DEFAULT FALSE,

[0]Extensions OPTIONAL

Data field

Description

version

The syntax version number

messagelmprint

The Messagelmprint to which the service provider is to bind a time valpe

reqPolicy Service policy requested from, the TSA issuing the Time-Stamp Token

nonce Identifies the specific request; the purpose of this value is to tie a spedjfic
request to the respective reply.

certReq Signals the TSA to-provide certificate information, if present.

extensions Contains any extensions required to properly fulfill the requested time-

stamping operation.

Tlype Messagelmprint is used to.encapsulate the message imprint data along with an indicator of the galgorithm

used to generate the messageiimprint.
MessageImprint ::= SEQUENCE ({
hashAlgorighm DigestAlgorithmIdentifier,
hashedMessage OCTET STRING
¥
Data field Description

ashAlgorithm

Hash Algorithm Identifier and parameter value

hashedMessage

The corresponding hash value of a message to be time-stamped, as
calculated with the hash-function specified in the hashAlgorithm data
field.

The hash-function shal

| be a collision-resistant hash-function.

TSAPolicyId is defined as follows:

TSAPolicyId ::= POLICY.&id ({TSAPolicies})
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7.2 Time-stamp response
The answer to a time-stamp request is a TimeStampResp data structure. It has the following form:
TimeStampResp ::= SEQUENCE {

status PKIStatusInfo,
timeStampToken TimeStampToken OPTIONAL
}

The Tim¢StampToken structure is defined as follows:
TimeStqmpToken ::= SEQUENCE ({

conftentType CONTENT.&id({Contents}),

conltent [0]

EXPLICIT CONTENT.&Type ({Contents}{@contentType})
}

This structure is used to encapsulate a TSTInfo structure. The TSTInfo structure.is defined as follows:

TSTInf ::= SEQUENCE ({
verlsion Version,
pollicy TSAPolicyId,

mesjsageImprint MessageImprint,

serjialNumber SerialNumber,

genTime GeneralizedTime,

acquracy Accuracy OPTIONAL,

ordering BOOLEAN DEFAULT FALSE,

nonlce Nonce OPT{ONAL,

tsal [O]EXPLICIT GeneralName OPTIONAL,
extlensions [1]Extensions OPTIONAL

}

The following table describes those data fields that are yet not defined.

Data field Description

accurady The accuracy of the genTime field as compared with UTC. TSA
guarantees the time difference between UTC and its internal clock is
limited within the accuracy.

genTime The time the TSA included in the Time-Stamp Token

serialNumber serialNumber may be set to zero. If serialNumber is not zero, then this
field is an integer assigned by the TSA to each TimeStampToken and
shall be unique for each TimeStampToken issued by a given TSA.

The TSTInfo structure is encapsulated in the TimeStampToken structure using the Contentinfo encapsulation
method appropriate to the TSA implementation. When encapsulated in a Contentinfo structure, which uses
the EncapsulatedContentinfo structure, the eContentType field contains the following object identifier:
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id-ct-TSTInfoOBJECT IDENTIFIER ::= {
iso(1l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs-9(9)
smime (16) ct(l)4
}
In addition, the eContent field contains the TSTInfo structure, DER-encoded as an octet string.
GeneralizedTime is a combination of the basic format for calendar dates in complete representation and the

basic format for the coordinated universal time according to ISO 8601, Data elements and [ntgrchange
formats — Information interchange — Representation of dates and times. This format has the followirlg form:

YYYYMMDDI[Tlhhmmss[,fff|Z

Where each of the characters with the exception of the last is a substitute for a singte digit:
YYYY represents the years (0000-9999),

NIM represents the actual month (01-12),

0D represents the actual day of the month (01-31),

['] represents time designator to indicate the start of the representation of the time of day component or this
eld itself may be ignored.

—h —

hh represents the actual hour of the day (00-23),

=

hm stands for the minutes of the hour (00-59), and
ss represents the seconds of the minute (00-59).

fif is an abbreviation for fractions of asecond without trailing 0.

Tlhe Character Z (Zulu Time) stands for Universal Coordinated Time (UTC).
HNccuracy ::= SEQUENCE,{
seconds INTEGER OPTIONAL,
millis [0]INTEGER (1..999) OPTIONAL,
micros [L]INTEGER (1..999) OPTIONAL

(ALILEXCEPT ({- none; at least one component shall be present - }))
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7.3 Time-stamp verification

The verification protocol is similar to the time-stamp request protocol; it also consists of a request message
(VerifyReq) and the respective reply (VerifyResp). The following data structures apply:

VerifyReq ::= SEQUENCE ({
version Version,
tst TimeStampToken,
requestID [0O]JOCTET STRING OPTIONAL
}
and
VerifyResp ::= SEQUENCE ({
verjsion Version,
staltus PKIStatusInfo,
tsg TimeStampToken,
requestID [0]JOCTET STRING OPTIONAL
}
The field[requestID ties the request to its respective response.

7.4 EXtension fields

741 H

A reque
derived f

xtHash extension

ster of time-stamping services may wish(fo submit for time-stamping more than one hash valu
rom a single data item.

Submitting multiple hash values derived from a single data item using different hash functions allows th

requeste
To enabl

ExYg
tsp

exy

}

I to insulate the resulting time-stamp token from the cryptographic failure of any single hash function
e the submission of multiple-hash values the following extension is defined:

Hash ::= SEQUENCE SIZE (1l..MAX)OF Messagelmprint
-ext-hash :4s=.0BJECT IDENTIFIER { tsp-ext 1 }
Hash EXTENSION ::= {

YNTAX “ExtHash IDENTIFIED BY tsp-ext-hash

This exte

D

nsion is carried in the "extensions" field of both the TimeStampReq message sent by a requester to

zl

TSA and in the "extensions" field of the resulting TimeStampToken structure formed by the TSA and returned
to the requester.

If this extension is present and the TSA is able to process it, then the TSA shall bind both the hash value in
the time-stamp request message specified in the messagelmprints field and those included in this extension to
the time value it assigns to the resulting time-stamp token.

12
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7.4.2 ExtMethod extension

2008(E)

A requester of time-stamping services may wish to indicate to a specific TSA which time-stamping method to
use when forming the eventual time-stamp token. To enable a requester to indicate to a specific TSA which

time-stamping method to use in forming the resulting time-stamp token, the following extension is defi

Method ::= METHOD. &id ({Methods})
ExtMethod ::= SEQUENCE SIZE (1..MAX)OF Method
tsp-ext-meth ::= OBJECT IDENTIFIER { tsp-ext 2 }

ned:

extMethod EXTENSION ::= ({
SYNTAX ExtMethod IDENTIFIED BY tsp-ext-meth
}

his extension is carried in the "extensions" field of both the TimeStampReq message-sent by a requ
SA and in the "extensions" field of the resulting TimeStampToken structure formed by the TS
bquester.

==

—

I{ this extension is present, then the TSA shall attempt to fulfill the request.for the specified meth
vailable, otherwise return an error. If the requester specifies more than,one’ possible method, the TS
elect one of the suggested methods for use in forming the time-stamp.ioken. If this extension is not
ne TSA uses its default time-stamping mechanism.

o= O Q

7.4.3 ExtRenewal extension

$ a renewal of a time-stamp on data that were already:time-stamped in the past, so that the validity
ne old time-stamp is effectively extended. For this purpose, the following extension is defined:

—

extRenewal EXTENSION ::= { SYNTAX ExtRenewal IDENTIFIED BY tsp-ext-rene
ExtRenewal ::= TimeStampToken

bp-ext-renewal OBJECT IDENTIFIER =1 tsp-ext renewal(3) }

—

= -

SA and in the “extensions” field of the resulting TSTInfo structure formed by the TSA and return
pquester. The TSA reproduces'the contents of this extension unmodified.

—

pster to a
A to the

bd if it is
A should
present,

A requester of time-stamping services may wish to indicaterto the TSA that the current time-stamping request

period of

val }

his extension is carried in the “extensions” field of both the TimeStampReq message sent by a requgster to a

pd to the
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Annex A
(normative)

ASN.1 Module for time-stamping

This module contains correct ASN.1 based on the current ASN.1 standards that has passed successfully

through gTetiabtesymtaxcheckerused by thetTO-T ASN+Project:

TimeStappProtocol {

iso|(l) standard(0) time-stamp(18014) modules (0) tsp(l)}
DEFINITIONS IMPLICIT TAGS ::= BEGIN

-— EXPORTS All ; --

IMPORTS
-— IBO/IEC 9594-8 | ITU-T Rec. X.509 AuthenticationFramework -=—
EXTENSION, Extensions

HROM AuthenticationFramework {

joint-iso-itu-t ds(5) module(l) authenticatieonFramework(7) 4 }

-- [SO/IEC 9594-8 | ITU-T Rec. X.509 CertificateExtensions —--

GengralName

HROM CertificateExtensions {

joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 4 }

AuthenticatedData, SignedData

HROM CryptographicMessageSyntax {

iso (1) membez~body (2) us (840) rsadsi (113549) pkcs (1) pkcs-9(9) smime (16|)
modules (0)=Cms (1) };

time-sthmping~services OBJECT IDENTIFIER ::=

{ iso(l) standard(0) time-stamp(18014) }

modules OBJECT IDENTIFIER ::= { time-stamping-services modules (0) }
tsp-ext OBJECT IDENTIFIER ::= { time-stamping-services ext(l) }
TimeStampReqg ::= SEQUENCE {

version Version,

messagelmprint MessageImprint,
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TSAPolicyId OPTIONAL,
Nonce OPTIONAL,
BOOLEAN DEFAULT FALSE,

Extensions OPTIONAL

MessageImprint ::= SEQUENCE {

hashAlgorithm

DigestAlgorithmIdentifier,

hashedMessage

DigestAlgorithmIdentifier ::= AlgorithmIdentifier {{ DigestAlgorithms }}
OJigestAlgorithms ALGORITHM :: = {

{ OID shal PARMS NULL },

-- Expect additional digest algorithms --

TSA PolicyId :: = POLICY.&id({TSAPolicies})

TSAPolicies POLICY ::=

-- Any supported TSA policy --

TimeStampResp ::= SEQUENCE {
status PKiStatusInfo,
timeStampToken TimeStampToken OPTIONAL

OCTET STRING

HKIStatusInfo ;<= SEQUENCE {
status PKIStatus,
statusString PKIFreeText OPTIONAL,
failInfo PKIFailureInfo OPTIONAL
}
PKIStatus ::= INTEGER {
granted (0), -—- the request is completely granted
grantWithMods (1), -- modifications were necessary, the requester 1is responsi

rejection

waiting

revocationWarning

ble for asserting the differences

(2), -- the request could not be fulfilled, the failure code
delivers additional information

(3), -- the request is not processed

(4), -- a revocation is imminent
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revocationNotification (5) == notification that a revocation has been occurred
}
PKIFreeText ::= SEQUENCE SIZE(l..MAX) OF UTF8String
PKIFailureInfo ::= BIT STRING {
badAlg (0), -- unrecognized or unsupported Algorithm Identifier
badRequest (2), -- transaction not permitted or supported
badeLdEULl[ldL (o) == ddld buumiut,eu Iids LIle WLOIIg LOLINAat
timgNotAvailable (14) , -— the TSAs service is not available
unafceptedPolicy (15), —— the requested TSA policy is not supported
unafceptedExtension (16), -- the requested TSA extension is not supported,
add[nfoNotAvailable 17y, -- the requested additional informat(ion is nojt
available,
sysitemNotAvailable (24) ,-- system 1is not available
systemFailure (25), —— System Failure
verfificationFailure (27) -- verification of time stamplhds failed
}
TimeStappToken ::= SEQUENCE ({
conftentType CONTENT. &id ({Contents}),
confent [0] EXPLICIT CONTENT. &Type ({Contents}{@contentType})
}
Contentp CONTENT ::= {
{ SlignedData IDENTIFIED BY id-signedData } |

hthenticatedData IDENTIFIED BY. id-~ct-authData } |
[STInfo IDENTIFIED BY id-data.}

i gestedData IDENTIFIED BY \id-digestedData },

-- Expect additi¢nal time-stamp mechanisms --

TSTInfo| : := SEQUENCE/ {
vergion Version,
pollcy TSAPolicyld,
mespdgeImprint MessageImprint,
serialNumber SerialNumber OPTIONAL,
genTime GeneralizedTime,
accuracy Accuracy OPTIONAL,
ordering BOOLEAN DEFAULT FALSE,
nonce Nonce OPTIONAL,
tsa [0] EXPLICIT GeneralName OPTIONAL,
extensions [1] Extensions OPTIONAL
}
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Version ::= INTEGER { v1(1l) }
SerialNumber ::= INTEGER -- Expect large values
Accuracy ::= SEQUENCE ({
seconds INTEGER OPTIONAL,
millis[0] INTEGER(1..999) OPTIONAL,
micros [1] INTEGER(1..999) OPTIONAL
}
(ALL EXCEPT ({ -- no components present -- }))
Jrdering ::= BOOLEAN
Nonce ::= INTEGER -- Expect large values

- Time-stamping extensions --
TSExtensions EXTENSION ::= {

extHash |
extMethod |
extRenewal,

-- Expect additional extensions --

gxtHash EXTENSION ::= {SYNTAX ExtHash IDENTIFIED BY tsp-ext-hash}
HxtHash ::= SEQUENCE SIZE (1l..MAX) OE.Mé&ssageImprint

gxtMethod EXTENSION ::= {SYNTAX ExtMethod IDENTIFIED BY tsp-ext-meth}
HxtMethod ::= SEQUENCE S$%ZE (1..MAX) OF Method

Method ::= METHOD. &id (fMethods})

Methods METHOD, .= {

~~( Any time-stamping method --

extRenewal EXTENSION ::= { SYNTAX ExtRenewal IDENTIFIED BY tsp-ext-renewal }

ExtRenewal ::= TimeStampToken

EncapsulatedContentInfo::= SEQUENCE ({

eContentType CONTENT. &id ({EContents}),
eContent [0] EXPLICIT

CONTENT. &Type ({EContents}

© ISO/IEC 2008 — All rights reserved 17


https://standardsiso.com/api/?name=50df689f3677e99b4382d7745050233e

ISO/IEC 18014-1:2008(E)

{QeContentType})
}
EContents CONTENT ::= {

{ ETSTInfo IDENTIFIED BY id-ct-TSTInfo },

-- Expect additional content types --
}

-- Suppprting definitions

AlgorithmIdentifier { ALGORITHM:IOSet } ::= SEQUENCE ({

algprithm ALGORITHM. &id ({IOSet}),

parpmeters ALGORITHM. &Type ({IOSet}{Q@algorithm}) OPTIONAL
}
ALGORITHM ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,

&Type OPTIONAL

}
WITH SYNTAX { OID &id [PARMS &Type] }

CONTENT| : := TYPE-IDENTIFIER-- ISO/IEC 8824-2, Annex A
OIDS ::f CLASS {

&id| OBJECT IDENTIFIER UNIQUE

WITH SYNTAX { OID &id }
POLICY [:= OIDS -- Supported TSA policies
METHOD [ := OIDS -- TSA Methods

-- Information object identifiers

tsp-extfhash OBJECT [ADENTIFIER ::= { tsp-ext hash(1l) }

tsp-extfmeth OBJECT' IDENTIFIER { tsp-ext meth(2) }
tsp-extfrenewal® OBJECT IDENTIFIER ::= { tsp-ext renewal(3) }

der OBJECTy IDENTIFIER ::= {

joint-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding(l) }
shal OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) oiw(1l4) secsig(3) 2 26 }
pkcs7 OBJECT IDENTIFIER ::= {

iso(l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs7(7)
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id-data OBJECT IDENTIFIER : := {
pkcs7 data(l) }

id-signedData OBJECT IDENTIFIER

1
—

pkcs7 signedData (2) }

id-ct-authData OBJECT IDENTIFIER

1
—

TsothTEember—podyt2 s t84 0T TSads Tt TS SA SRSt
pkcs-9(9) smime(16) ct(l) 2 }

ijd-ct-TSTInfo OBJECT IDENTIFIER ::= {

iso(l) member-body(2) us(840) rsadsi(113549) pkcs(1l)
pkcs-9(9) smime(16) ct(l) 4 }

-- verification of a timestamp token

VerifyReqg ::= SEQUENCE {

version Version,

tst TimeStampToken,

requestID [0] OCTET STRING OPTIONAL
}
VerifyResp ::= SEQUENCE ({

version Version,

status PKIStatusInfo,

tst TimeStampToken,

requestID [0] OCTET STRING OPTIONAL
}
HND -- TimeStampPrOtocol --

© ISO/IEC 2008 — All rights reserved 19


https://standardsiso.com/api/?name=50df689f3677e99b4382d7745050233e

ISO/IEC 18014-1:2008(E)

Annex B
(normative)

Excerpt of the Cryptographic Message Syntax
This annex specifies Cryptographic Message Syntax (CMS), which includes the content types required for

time-stamping—T e ASNtSyntax makes use of theturrent standards, whithare tisted-mthe bibtiography 1
the document.

-

NOTE The definitions of CMS and the content types are given in RFC 3852 (2],

B.1 Infroduction

The Cryptographic Message Syntax (CMS) is used to digitally sign, digest, or, ‘authenticate arbitrany
messages.

The CMS$ is an encapsulation syntax for data protection. It supports digital signatures and encryption. The
syntax ajlows multiple encapsulations one encapsulation envelope can be-nested inside another. Likewisg,
one party can digitally sign some previously encapsulated data. It alse allows arbitrary attributes, such as
signing {ime, to be signed along with the message content, and-provides for other attributes such
counters|gnatures to be associated with a signature.

The CM$ values are generated using ASN.1, using BER-encoding. Values are typically represented as octét
strings. (Vhile many systems are capable of transmitting afbitrary octet strings reliably, it is well known that
many elgctronic mail systems are not. This section does.not address mechanisms for encoding octet strings
for reliabje transmission in such environments.

B.2 Geé¢neral Overview

The Cryptographic Message Syntax (CMS)’is general enough to support many different content types. This
section defines one protection content;.Contentinfo. Contentinfo encapsulates a single identified content typg,
and the igentified type may provide.further encapsulation.

As a geperal design philosophy, each content type permits single pass processing using indefinite-leng
Basic Encoding Rules (BER).encoding. Single-pass operation is especially helpful if content is large, stored
tapes, ol is "piped" from-anether process. Single-pass operation has one significant drawback: it is difficult
perform encode operations using the Distinguished Encoding Rules (DER) encoding in a single pass since th
lengths ¢f the various'components may not be known in advance. However, signed attributes within th
signed-dpta contenttype need to be transmitted in DER form to ensure that recipients can verify a content that
contains|one ar,more unrecognised attributes. Signed attributes are the only data types used in the CMS that
requires PER . encoding.

B.3 General Syntax
The following object identifier identifies the content information type:
id-ct-contentInfo OBJECT IDENTIFIER ::= { iso(l) member-body(2)

us (840) rsadsi(113549) pkcs(l) pkcs9(9) smime(16) ct(l) 6 }
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The CMS associates a content type identifier with content. The syntax shall have ASN.1 type Content
ContentInfo ::= SEQUENCE {

ContentType ContentType,
content [0] EXPLICIT ANY DEFINED BY contentType }

ContentType ::= OBJECT IDENTIFIER

The fields of Contentinfo have the following meanings:

2008(E)

Info:

contentType indicates the type of the associated content. It is an object identifier; it is a URig
of integers assigned by an authority that defines the content type.

Content types for data, and signed-data are defined in this section.

B.4 Data Content Type

Tihe following object identifier identifies the data content type:

ild-data OBJECT IDENTIFIER ::= { iso(l) member-body(2) us(840) rsadsi (113544
gkcs (1) pkcs7(7) 1 }

i$ left to the application. Such strings need not have anydnternal structure (although they could have

ASN.1 definition or other structure).

Tlhe data content type is generally encapsulated in:the signed-data content type.

3.5 Signed-data Content Type

—

he signed-data content type consists of a content of any type and zero or more signature val
umber of signers in parallel can sign any type of content.

o |

—

he typical application of the-signed-data content type represents one signer's digital signature on G
ne data content type.-Anether typical application disseminates certificates and certificate revocd
CRLs).

—

Tihe process by which signed-data is constructed involves the following steps:

—+ For eaeh’ signer, a message digest, or hash value, is computed on the content with a signe
message-digest algorithm. If the signer is signing any information other than the content, the
digest of the content and the other information are digested with the signer's message digest
(See clause B.5.4), and the result becomes the "message digest."

ue string

content is the associated content. The type of content can be determined uniquely by confentType.

~

Tlhe data content type is intended to refer to arbitrary octetsstrings, such as ASCII text files; the interfpretation

heir own

les. Any

ontent of
tion lists

F-specific
message
blgorithm

— For each signer, the message digest is digitally signed using the signer's private key.

— For each signer, the signature value and other signer-specific information are collected into a Signerinfo
value, as defined in clause B.5.3. Certificates and CRLs for each signer, and those not corresponding to

any signer, are collected in this step.

— The message digest algorithms for all the signers and the Signerinfo values for all the signers are

collected together with the content into a SignedData value, as defined in clause B.5.1.
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A recipient independently computes the message digest. This message digest and the signer's public key are
used to verify the signature value. The signer's public key is referenced either by an issuer distinguished
name along with an issuer-specific serial number or by a subject key identifier that uniquely identifies the
certificate containing the public key. The signer's certificate may be included in the SignedData certificates
field.

This clause is divided into six parts. The first part describes the top-level type SignedData, the second part
describes EncapsulatedContentinfo, the third part describes the per-signer information type Signerinfo, and
the fourth, fifth, and sixth parts describe the message digest calculation, signature generation, and signature
verification processes, respectively.

B.5.1 JignedData Type
The following object identifier identifies the signed-data content type:
id-sigpedData OBJECT IDENTIFIER ::= { iso(l) member-body(2)

us (I840) rsadsi(113549) pkecs(l) pkcs7(7) 2 }
The signpd-data content type shall have ASN.1 type SignedData:

Signedbata ::= SEQUENCE ({

verjsion CMSVersion,

digestAlgorithms DigestAlgorithmIdentifiers,

enclapContentInfo EncapsulatedContentInfo,

cerftificates [0] IMPLICIT CertificateSep, OPTIONAL,

crlls [1] IMPLICITCertificat eRevocationLists OPTIONAL,

signerInfos SignerInfos }

with

DigestAlgorithmIdentifiers ::=0SET OF DigestAlgorithmIdentifier
and

Signer]nfos ::= SET OF SigmnerInfo

The fieldp of type SignedData-have the following meanings:

version Is the syntax version number. If no attribute certificates are present in the certificates field, th
encapsulated content‘type is id-data, and all of the elements of Signerinfos are version 1, then the value ¢
version shall be 1~Alternatively, if attribute certificates are present, the encapsulated content type is othg
than id-data, or.any-of the elements of Signerinfos are version 3, then the value of version shall be 3.

= D

b

digestAlgorithms is a collection of message digest algorithm identifiers. There may be any number of elements
associated parameters, used by one or more signer. The collection is intended to list the message digest
algorithms employed by all of the signers, in any order, to facilitate one-pass signature verification.
Implementations may fail to validate signatures that use a digest algorithm that is not included in this set. The
message digesting process is described in clause B.5.4.

encapContentinfo is the signed content, consisting of a content type identifier and the content itself. Details of
the EncapsulatedContentinfo type are discussed in clause B.5.2.

certificates is a collection of certificates. It is intended that the set of certificates be sufficient to contain

certification paths from a recognized "root" or "top-level certification authority" to all of the signers in the
signerinfos field. There may be more certificates than necessary, and there may be certificates sufficient to
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