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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take partin the work

The profcedures used to develop this document and those intended for its further maintenance-ate
describgd in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fdr
the diffgrent types of document should be noted. This document was drafted in accordancéwith thie
editoria] rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subjedt
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such paternt
rights. Details of any patent rights identified during the development of the document will be in thie
Introdugtion and/or on the ISO list of patent declarations received (see www.isg:0rg/patents) or the [EC
list of pgtent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does nqt
constitute an endorsement.

For an pxplanation of the voluntary nature of standards, the{meaning of ISO specific terms anfd
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.isp
.org/isofforeword.html.

This dofument was prepared by Joint Technical.Gemmittee ISO/IEC JTC 1, Information technolog},
Subcomfnittee SC 17, Cards and security devices for-personal identification.

This seqond edition cancels and replaces the first edition (ISO/IEC 18013-4:2011), which has beeh
technicdlly revised. It also incorporates the.Pechnical Corrigendum ISO/IEC 18013-4:2011/Cor 1:2013,

The maipn changes compared to the previous edition are as follows:

— in the interest of interoperability of cards used for personal identification, the authenticatio
protocols for the IDL are simplified; Active Authentication is harmonised with other ISO standard
and|thus BAP configuratiens 2, 3 and 4, as well as EAP are no longer supported by this document;

[Z0=]

— replacing EAP, the.optional EACv1 protocol is defined for the IDL, enabling access control to sensitivj
biorpetric data stéréd on an integrated circuit; EACv1 may be used in conjunction with either BA
configuration-lor PACE;

O

— the pptional PACE protocol enables access control to the data stored on an integrated circuit. T
PACE protocol is a password authenticated Diffie Hellman key agreement protocol based on a (short)

ing that provides secure communication between a secure integrated circuit on an IDI
and a terminal and allows various implementation options (mappings, input strings, algorithms);
the PACE protocol implementation for the IDL is restricted to Elliptic Curve Diffie Hellman (ECDH)
generic mapping and can be used as a stand-alone protocol or in combination with the EACv1
protocol.

Alist of all parts in the ISO/IEC 18013 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The ISO/IEC 18013 series establishes guidelines for the design format and data content of an ISO-
compliant driving licence (IDL) with regard to human-readable features (ISO/IEC 18013-1), machine-
readable technologies (ISO/IEC 18013-2) and access control, authentication and integrity validation
(ISO/IEC 18013-3). It creates a common basis for international use and mutual recognition of the IDL
without impeding individual countries/states to apply their privacy rules and national/community/
regional motor vehicle authorities in taking care of their specific needs.

This document prescribes requirements for testing of the compliance of the machine-readaple data
dontent and mechanisms to control access to data recorded in the machine-readable techrielogy on an
IDL with the requirements of ISO/IEC 18013-2 and ISO/IEC 18013-3 respectively.

© ISO/IEC 2019 - All rights reserved v
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INTERNATIONAL STANDARD ISO/IEC 18013-4:2019(E)

Personal identification — ISO-compliant driving licenc

Part 4:
Test methods

e_

Scope

his document describes the test methods used for conformity testing, that is methods,fer detg
hether a driving licence can be considered to comply with the requirements of the ISO/IE
series for:

machine readable technologies (ISO/IEC 18013-2), and
access control, authentication and integrity validation (ISO/IEC 18013<3).

he test methods described in this document are based on specifieations defined in ISO/IEC
nd ISO/IEC 18013-3 and underlying normative specifications.

—

(pmart) cards in general (e.g. those specified in the ISO/IEC10373 series) are outside the scop
document.

Hence the purpose of this document is to:
—+ provide IDL implementers with requirements for conformity evaluation,
-+ provide IDL issuing authorities with réquirements for quality assurance, and

-+ provide test laboratories and test\teol providers with test suite requirements.

Normative references

| NG|

—

he following documents are referred to in the text in such a way that some or all of thein
onstitutes requirements of this document. For dated references, only the edition cited app
Undated referencesfthe latest edition of the referenced document (including any amendments)

Q

[l

50 3166-1, Codes)for the representation of names of countries and their subdivisions — Part 1: Coun

]

50/1EC 8859-1, Information technology — 8-bit single-byte coded graphic character sets — Part{
Iphabet Ne. 1

S

]

BO/TEC 18013-2:—1), Personal identification — ISO-compliant driving licence — Part 2: Machine-

rmining
C 18013

18013-2

his document deals with test methods specific to IDL requirements. Test methods applicable to

e of this

content
lies. For
applies.

try codes

1: Latin

readable

technologies

ISO/IEC 18013-3:2017, Information technology — Personal identification — ISO-compliant driving

licence — Part 3: Access control, authentication and integrity validation

BSI TR-03105-3.2, Advanced Security Mechanisms for Machine Readable Travel Documents — Extended

Access Control (EACv1) — Tests for Security Implementation — Version 1.5
BSI TR-03111, Elliptic Curve Cryptography (ECC) — Version 2.0
ICAO Doc 9303, Machine Readable Travel Documents, seventh edition, 2015

1)  Under preparation. Stage at the time of publication: ISO/IEC FDIS 18013-2:2019.
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TRICAO, Part 3, RF Protocol and Application Test Standard for eMRTD — Part 3: Tests for Application

Protocol and Logical Data Structure, version 2.11

RFC-3369 — Cryptographic Message Syntax (CMS)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 18013-2, ISO/IEC 18013-3

Py

and the following apply.

ISO and [[EC maintain terminological databases for use in standardization at the following addressgs:
— ISOnline browsing platform: available at https://www.iso.org/obp

— IEC[Electropedia: available at http://www.electropedia.org/

31

test cas

descriptfion of test purpose, unique test case identifier, test inputs, test executiofi-conditions, test step$
and the fesults required to pass the test

3.2

test casp specification

collectign of test cases (3.1) and general test data applicable to the test cases

4 Abbreviated terms

AA active authentication

AKID authority key identifier

AID application identifier

APDU application protocol data unit

BAP basic access protection

BCD binary coded deciimal

CA chip authenti€ation

DER distinguished encoding rules

DF dedicated file

DG data group

DO dataobject

EAC extended access control

EF elementary file

ECDSA elliptic curve digital signature algorithm

FID file identifier

ICS implementation conformance statement

IDL [SO-compliant driving licence

2 © ISO/IEC 2019 - All rights reserved


https://www.iso.org/obp/ui
http://www.electropedia.org/
https://standardsiso.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013-4:2019(E)

IUT implementation under test
LDS logical data structure
MAC message authentication code
NMA non-match alert
oID object identifier
A passive authentication
ACE Password Authenticated Connection Establishment
F radio frequency
I scanning area identifier
E standard encoding
IC secure integrated circuit
FI short EF identifier
MI security mechanism indicator
oD document security object
TA terminal authentication

5 Conformance

Test case specifications described in this document are intended to be performed separa
hdependently. A given driving licence document is not required to pass through all t
equentially. Also, not all tests may,be applicable to a given implementation.

v —-

n IDL is considered to conforin to the applicable requirements of ISO/IEC 18013-2 and ISO/IEC
[ it passes all associated tésts in this document. However, passing all applicable tests in this d
oes not guarantee that no failures will occur under operational conditions.

[@Pillaridiie >

D

) Test desigh

4.1 General

asspecified in ISO/IEC 9646 (all parts). Several basic elements referred to in or by the indivi

dase cppr‘ifir‘qfinnc are pyplainpd

tely and
he tests

18013-3
bcument

This clause generally follows the concepts of the OSI Conformance Testing Methodology and Framework

lual test

NOTE These elements facilitate the synchronization of additional specifications written by
organizations with this document.

6.2 Test hierarchy

6.2.1 Structure
Test concepts used to describe the test design consist of the following elements:

— implementation under test (IUT);

© ISO/IEC 2019 - All rights reserved
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— testlayer;

— testunit;

— test case.

These elements have a hierarchical relationship as shown in Figure 1.

Implementation
under test

Test layer Test layer

Test unit

Test unit Test unit Test unit

[ Test cg

se ][ Test case ][ Test case ] [ Test case ][ Test case ] [ Test case ] [ Test case ] [ Test case

6.2.2

6.2.2.1
One IUT]

6.2.2.2

Profiles
certain {

Profiles
This ena
IUT. Suc

Figure 1 — Test elément hierarchy

Implementation under test

Overview

is defined as an IDL with SE for SIC (see ISO/IEC 18013-2:—, Annex C).

Profile

=)

are defined for identifying optional functionality in the IUT, which impacts the applicability ¢
est layers, €St units or test cases.

determiné€ whether certain tests are applicable in the test layer, test unit or test case definitions.
bles the tester or test software to (automatically) select which tests should be executed to the

hSeleéction is based upon the ICS filled out by the applicant or tester (also see 6.3.1).

The Profile specification shall include:

— Profile-1D;

— Profile description.

© ISO/IEC 2019 - All rights reserved
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6.2.3 Testlayer

6.2.3.1 Overview

The following two of the seven layers in the OSI Basic Reference Model as defined in ISO/IEC 7498-1 are
addressed in this document:

— layer 7 refers to the Application Layer, and

— layer 6 refers to the Presentation Layer.

—

— access to DGs

=

bllowing [UT:
+ SE.

4.2.4 Test unit

v o

The other layers are not applicable.

Hach test layer comprises a number of test units.

§4.2.3.2 Layer 7 — Logical data structure tests
ayer 7 tests cover LDS requirements. LDS requirements include:
- presence and availability of DGs;

- presence and formatting of fields in each DG;

(security mechanisms).

4.2.3.3 Layer 6 — Command tests

ayer 6 tests are applicable only to IDL implementations on SIC. Layer 6 on a SIC consists of Coq
ommands for an IDL are specified in ISO/IEC 18013-2 and ISO/IEC 18013-3 and are applicab)

test unit covers an individual topie inside a layer. Each test unit contains test cases that are relat
ame type of functionality of the IUT. A test unit groups together test cases that address a commg

Hach test unit is defined by the following information:

nmands.
le to the

ed to the
n issue.

Test unit-ID _{Uniquely identifies the test unit inside the test layer.
Purpose (\‘: Specifies the common issue addressed by test cases contained in this test upit.
{eferences&v Optionally identifies references applicable to all test cases in the test unit.

4.2.5 “Test case

Hakeh test case is defined by the following information:

Test case-ID

Uniquely identifies the test case within the test unit.

Purpose Specifies the requirement addressed in this test case.

Version Specifies the version number of this test case.

References Identifies specific reference to the requirement addressed by this test case.
Profile Defines the profiles for which the test case is applicable. If no profile is defined

each of the defined profiles, the test is skipped and marked as "not applicab
the test report.

(empty field), the test applies to all configurations. If the IUT does not match with

le" in

© ISO/IEC 2019 - All rights reserved
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Preconditions Define the state in which the IUT needs to be before the test case can be executed,

including test cases that shall have been successfully passed, if any. If these precon-
ditions are not fulfilled, the test is skipped and marked as such in the test report.

Test scenario Defines the test steps that shall be taken.

Each step covers a simple, exactly defined operation with a measurable result that
can be included in the test report. The steps shall be performed in the order listed.

Each test step is defined by the following information:

—  Test prp-ln — a consecutive nnmhnrl nnir}nn]y idpnfifying each test step and

the execution order in the test case.
— Description — defining the operation that has to be executed for this step:

— Configuration Data — optionally specifying input data required to‘pérform
this test step.

Expecte

dresult |The expected result defines pass criteria for each test step in theltest scenario. Thg
analysis of the observed result in comparison with the expectéd,result leads to a
"Pass" or a "Fail". The results of the individual test steps and‘the overall result of
the test case are transferred to the overall test report.

6.3 Te
6.3.1

6.3.1.1

The test
shall be
the opti

6.3.1.2

Test exe
shall be

6.3.1.3

All equi
the IUT

6.3.2

For each
the Test

st administration
Preconditions for testing

IUT

s in this document require a fully personalized\IDL. This means that all mandatory data group
present as a minimum. In addition, the IUT shall be personalised with all data required to tes
nal features declared in the ICS.

-+ \n

Test environment

=

cution takes place in indoor conditions and provides normal temperature. All test equipmer
established properly.

Test apparatus

bment described.in Annexes A to C pertinent to the machine readable techonogy supported b
shall be available:

<<

Implementation conformance statement

IUT described, the applicant for conformity testing shall complete the ICS which is attached tp
case'Specification applicable to that specific [UT.

A completed ICS provides information about the Profile of the IUT (also see 6.2.2.2). Based on the
completed ICS, all tests that apply to this Profile (as indicated in the Profile element in each test case;
see 6.2.5) can be selected for test execution.

6.3.3 Testreport

Detailed test results and ICS information shall be recorded for reference in a test report. The test report
contains the test result of each

— test

— test

layer;

unit;

© ISO/IEC 2019 - All rights reserved
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— test case;
— teststep.

If a test is not applicable, this is noted.

If a test is applicable and the preconditions are fulfilled, the test result for a test step/case/unit/

layer can be:

— Pass — if all actually obtained results from the IUT match the expected results declared

for each

4+ ot L L s /1 AND € 11 4 pa R £.10:11 . 1
tCotl DLCP/ LQDC/ LllllL/ 1ayc1 aAINp 11 all PUDL CUIIUITIUILIS A1 U TUITITicyYy, Ul

+ Fail —if one or more of the actually obtained results from the IUT do not match the expecte
declared for each test step/case/unit/layer or if one or more of the post conditions are NOT
Optionally, additional information regarding the failure can be provided.

oY

Fail in one of the test steps leads to a Fail of the entire test case; a failed test cdse leads to a fa
nit; etc.

o

The ICS and detailed test results shall be logged and retrievable. Optionally; the test executior
hcluding detailed observed results for each test case, may be included-in‘the test report.

—

7 IDL conformity test methods

7.1 Overview

o

onformity testing of IDL implementations to ISOAEC 18013-2 and ISO/IEC 18013-3 is o}
hrough the identification of a number of test cases!

—

Test requirements for Commands and LDS test§conformity are defined in Annexes A to C.

1.2 Profiles

—_—

rofiles are defined to identify whether certain optional functionality is supported by the IUT.
f these optional functions and features depends on several factors:

o

—  machine readable techntlegies supported;

— access control, authentication and integrity validation mechanisms supported;

- optional data groups supported;

— optional data elements supported within data groups.

Brofiles fer'each IUT are defined in each annex.

1.3~\IDL test case specifications

1 results
fulfilled.

iled test

details,

'ganised

Support

7.3.1 General
IDL test case specifications are attached in the annexes.

Test methods for driving licence interface devices are currently not included in this document.

7.3.2 Standard encoding on SIC
Test case specifications for SE on SIC cover are as follows:

— LDS tests for SE on SIC. The tests shall be carried out as specified in Annex A.

© ISO/IEC 2019 - All rights reserved
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— Commands tests (applicable to SE on SIC). The tests shall be carried out as specified in Annex B.

— Tests for EACv1 protocol. The tests shall be carried out as specified in Annex C.

7.4 Conformance

An IUT is in conformance with the requirements of a particular layer if the IUT passes all applicable
tests. All tests in a layer should be performed on the same [UT.

8 © ISO/IEC 2019 - All rights reserved
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Annex A
(normative)

Test case specification: LDS in SE on SIC

.1 General

his annex specifies the test cases for the LDS in SE on SIC.

.2 General test requirements

.2.1 Preconditions for testing

shall be present. This annex tests all mandatory and optional data greups.

1l tests are mandatory unless marked as optional or conditiondl}

.2.2 Testsetup

he tests in this annex require a fully personalized IDL. This means-that all mandatory datg groups

or setting up these tests, any reader for communiéating with SIC compliant with the ISO/IEC 7816

series or the ISO/IEC 14443 series can be used. The/reader shall support extended length APDUs and

mmand chaining.

If EAC is supported, a terminal authenticatign certificate chain and an IS private key are required as

ihput for testing.

.2.3 Implementation conformance statement

Ih order to set up the tests properly, Tables A.1 and A.2 shall be completed.

roups (DG 2 to DG 14).

ach IDL. Thepefore, this document specifies a set of profiles. Each profile covers a specific

erformed.if the IDL supports this profile.

OTE No profile ID’s are explicitly defined for DG 12 to DG14 because the EAC, AA and NMA prof
théese data groups implicitly.

he ISO/IEC 18013-2 and.[SO/IEC 18013-3 specifications define several optional elements thdt an IDL
n support. This includes’security mechanisms like PACE, BAP, EAC and AA as well as additignal data

ince these elements are optional, it is not possible to define the corresponding tests as mandatory for

optional

ement. A tested IDL shall be assigned to the supported profiles in the ICS, and a test shall only be

les cover

Table A.1 — Implementation conformance statement

Applicable Protection level

Profile Information for test setup (Plain, BAP, PACE
(YES or NO) or EAC)
SMI Security Mechanism Indicator _
DG2 IDL contains elementary file with LDS Data Group 2
DG3 IDL contains elementary file with LDS Data Group 3
DG4 IDL contains elementary file with LDS Data Group 4
DG5 IDL contains elementary file with LDS Data Group 5

© ISO/IEC 2019 - All rights reserved
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Table A.1 (continued)
Applicable | Protectionlevel
Profile Information for test setup (Plain, BAP, PACE
(YES or NO) or EAC)
DG6 IDL contains elementary file with LDS Data Group 6
DG7 IDL contains elementary file with LDS Data Group 7
DG8 IDL contains elementary file with LDS Data Group 8
DG9 IDL contains elementary file with LDS Data Group 9
DG11 IDL contains elementary file with LDS Data Group 11
PA Passive Authentication
AA Active Authentication
AA-ECDSA AA ECDSA algorithm
AA-RSA AA RSA algorithm
NMA Non-Match Alert
EAC Extended Access Control v1
PACE Password Authenticated Connection Establishment
MRZ Machine Readable Zone
o
Table A.2 — Configuration inforn&f{'on
Sul? PO e Configuration information \\
rofile Y
PA Provide the country signing certificate name: @, N
S
1\Q)$
BAP Provide the reference string provid(;ch\l\fl the samples:
&
Ja\
EAC Provide the name of the cgl‘ti}i'éates and IS private key
$\
O
O
DG11 Provide the tepa)glaté tag.
7
&

X

A.3 Test l@' SE_LDS — logical data structure tests

A.3.1 Tést unit SE LDS COM — tests for EF.Com

A.3.1.1 General

Test unit-ID SE_LDS_COM
(Standard Encoding — Common Data Elements)

Purpose The test cases in this test unit verify the structure and content of EF.COM in the
LDS of the IDL.

References ISO/IEC 18013-2

ISO/IEC 18013-3

10 © ISO/IEC 2019 - All rights reserved
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A.3.1.2 Test case SE_LDS_COM_001

Test case-ID

SE_LDS_COM_001

Purpose This test checks the template tag that the encoded EF.COM element starts with.
Version 1.0

References ISO/IEC 18013-2: —, Annex C

Profile

Preconditions 1) EFE.COM has been retrieved from the IDL

Test scenario

1) Check the very first byte of the EF.COM element.

Expected results

1) The first byte shall be '60".

A.3.1.3 Test case SE_LDS_COM_002

Test case-ID

SE_LDS_COM_002

Purpose This test checks the encoding of EF.COM element length.
Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile

Preconditions 1) EF.COM has been retrieved fromthe IDL.

Test scenario

1) Analyze the encoding of the bytesthat follow the template tag.
2) Verify the length of the EF.€OM object.

Expected sesults

1) The bytes that follow the template tag shall contain a valid length en
(according to ASN.1 eéncoding rules).

2) The encoded length shall match the size of the given EF.COM object.

coding

A.3.1.4 Testcase SE_LDS_COM_003

Test case-ID

SE_LDS_COM_003

Purpose Thistest checks the LDS version referred by the EF.COM element.
Version 1.0

References C ISO/IEC 18013-2: —, Annex C

Profile A%\

’reconditior@y 1) EF.COM has been retrieved from the IDL.

Test sce
i §5W
<

1) Search for the LDS version (Tag '5F01') inside EF.COM.
2) Verify the encoded length of the object with tag '5F01".

3) Verify the LDS version.

Expected results

1) Tag'5F01' shall be present.
2) The encoded length shall be 02.

3) The specified LDS version shall be '01 XX'h (BCD encoded).

A.3.1.5 Testcase SE_LDS_COM_004

Test case-ID

SE_LDS_COM_004

Purpose

This test checks the Data Group Tag List referred by the EF.COM element.

© ISO/IEC 2019 - All rights reserved
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Version 1.0
References ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 10
Profile
Preconditions 1) EF.COM has been retrieved from the IDL.

Test scenario

1) Search for the Tag List (Tag '5C') inside EF.COM.

2) Verify the lpngth of the ohject with tag '5C"

7

3) Verify if mandatory data groups are present in the Data Group Tag List.

4) Verify the validity of the data group tags present in the Data Group.Tag List

Expectgd results

1) Tag'5C' shall be present.
2) The bytes that follow the tag shall contain a valid length eneoding.

3) The Data Group Tag List shall at least contain the tags/for'the mandatory
data groups '61".

4) The list shall contain only valid data group tags.ds specified in [1] and [2],
i.e.'61','6B','6C', '65','67",'75",'63",'76','70", "71}, '6F', and '6E".

A.3.1.6 | Test case SE_LDS_COM_005
Test cade-ID SE_LDS_COM_005
Purpos¢ This test checks the consistency ofithie Data Group Tag List with the actual data
groups present.
Version 1.0
References ISO/IEC 18013-2:—, AnneX)C
ISO/IEC 18013-3:2017 €lause 10
Profile
Precondlitions 1) EF.COM hads been retrieved from the IDL.
Test scgnario 1) Checkthat all data groups that are indicated by the tag list in EF.COM are
present.
Expectgd results 1) _Alldata groups that are indicated by the tag list in EF.COM shall be present.

A3.1.7

Test case SE 'LDS_COM_006

Test cage-ID ‘Q‘

SE_LDS_COM_006

Purpose¢ «?5 This test checks the consistency of the actual data groups present with the Dat3
(o2 Group Tag List.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 10

Profile

Preconditions 1) EF.COM has been retrieved from the IDL.

Test scenario 1) Check that all data groups that are NOT indicated by the tag list in EF.COM
are absent.

Expected results 1) All data groups that are NOT indicated by the tag list in EF.COM shall be
absent.

12
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A.3.1.8 Test case SE_LDS_COM_007

Test case-ID

SE_LDS_COM_007

Purpose This test checks the encoding of SMI (Tag '86') element length.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 10
Drofile SMI
Preconditions 1) EF.COM has been retrieved from the IDL.

Test scenario

1) Search for the SMI (Tag '86') inside EF.COM.
2) Analyze the encoding of the bytes that follow the template tag.

3) Verify the encoded length of the Tag '86'".

Expected results

1) Tag'86' shall be present.

2) The bytes that follow the Tag '86' shall contain'd valid length encodipg
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the given Tag '86".

A.3.1.9 Testcase SE_LDS_COM_008

Test case-ID

SE_LDS_COM_008

Purpose This test checks the encodiug-of SMI (Tag '86").
Version 1.0
References ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 9
Profile SMI
Preconditions 1) EF.COM.has been retrieved from the IDL.

2) /Fhe'SMI has been retrieved from EF.COM.

Test scenario

1)(_Check the DER TLV encoding of the SMI.

2) Check the content of the object with Tag '86'.

Expected resu@ﬁ
&
Y

1) The SMI shall be encoded in a valid DER structure (according to ASN.1
encoding rules).

2) For each security mechanism indicated in the SMI, the data groups
indicated shall exist in the IDL.

v\
A _ _009
Test case-ID SE_LDS_COM_009
Purpose This test checks the encoding of the AA Security Mechanism in the SMI.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 8
Profile SMI, AA

© ISO/IEC 2019 - All rights reserved
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Preconditions 1) EF.COM has been retrieved from the IDL.
2) The SMI has been retrieved from EF.COM.
3) The SMI has a valid DER TLV structure.
Test scenario Perform the following checks for the security mechanism in the SMI that speci-

fies the AA security mechanism (if present):

1) Check the encoding of the parameters for the mechanism

1d-sm-AA.
2) Check the version of the AA parameters.
3) Check the publicKeyDG of the AA parameters.
4) Check the consistency of publicKeyDG and the Tag List in EE.COM.

Expectgd results

1) The parameters for the mechanism id-sm-AA shall be encoded as specified
in [SO/IEC 18013-3:2017, 8.2.4.4.

2) The version shall be '00" (V1).
3) The publicKeyDG shall be 13 (hex '0D").

4) The data group indicated by publicKeyDG shall occur in the Tag List.

A.3.1.11 Test case SE_LDS_COM_010

Test cage-ID

SE_LDS_COM_010

Purpose¢ This test checks the encoding ofitthe NMA mechanism in the SMI.
Version 1.0
References ISO/IEC 18013-2:—, Annex/C
ISO/IEC 18013-3:201%,Clause 8
Profile SMI, NMA
Precondlitions 1) EF.COM has‘been retrieved from the IDL.
2) The SMI has been retrieved from EF.COM.
3) .Fhe SMI has a valid DER TLV structure.
Test scgnario Perform the following checks for the security mechanism in the SMI that

specifies the NMA mechanism (if present):

1) Check the encoding of the parameters for the mechanism
id-sm-NMA.

3) Check the SAI_inputmethod of the NMA parameters.

4) Check the presence of the Tag for DG12 in the Tag List in EF.COM.

14
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Expected results

The parameters for the mechanism id-sm-NMA shall be encoded as
specified in ISO/IEC 18013-3:2017, 8.4.4.3.

1y

2) The version shall be '00" (V1).

3)

If the SAI_inputmethod field is not present in DG12, the field shall also not

be included in EF.COM.

The SAI_inputmethod field shall be set to the corresponding value in DG12)

4) Thetag'71' (DG12 tag) shall occur in the Tag List.

A.3.1.12 Test case SE_LDS_COM_013

Test case-ID

SE_LDS_COM_013

Purpose This test checks the encoding of the EAC mechanism in,the SMI.
Version 1.2
References ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 8
Profile SMI, EAC
Preconditions 1) EF.COM has been retrieved from the IDL.

2) The SMI has been retrieved from EF.COM.
3) The SMI has a valid DER TLV'structure.

Test scenario

Perform the following cheeks for the security mechanism in the SMI that
specifies the EAC mechanism:

1) Check the presence of the mechanism id-TA.

2) Check theencoding of the parameters for the mechanism id-TA.

3) Check the version of the EAC parameters.

4) (Check the data groups.

Expected results

1)
2)

The mechanism id-TA shall be present.

The parameters for the mechanism id-TA shall be encoded as specifi
ISO/IEC 18013-3:2017, D.4.

3) The version shall be ‘01".

4) The data groups shall only contain any combination of the following

integers: '05','06','07','08’,'09', '0A’, '0B".

ed in

A.3.1.13 Test case SE_LDS_COM_014

Test case-ID SE_LDS_COM_014
Purpose This test checks the presence of the EAC mechanism in the SMI.
Version 1.2
References ISO/IEC 18013-2:—, Annex C
[SO/IEC 18013-3:2017, Clause 8
Profile SMI, EAC NOT supported

© ISO/IEC 2019 - All rights reserved
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Preconditions 1) EF.COM has been retrieved from the IDL.
2) The SMI has been retrieved from EF.COM.

3) The SMI has a valid DER TLV structure.

Test scenario Perform the following checks for the security mechanism in the SMI that
specifies the EAC mechanism:

1) Check the presence of the mechanism id-TA if EAC is NOT supported.
Expectgd results 1) The mechanism id-TA shall be absent.

A.3.2 Testunit SE_LDS_DG1 — Tests for EF.DG1

A.3.2.1 | General

Test un{t-ID SE_LDS_DG1
(Standard Encoding — Data Group 1)

Purpos¢ The test cases in this test unit verify the structure and.contents of the IDL LDS
Data Group 1.

Refererices ISO/IEC 18013-2
ISO/IEC 8859-1
ISO 3166-1

A.3.2.2 | Test case SE_LDS_ DG1_001

Test cage-ID SE_LDS_DG1_001

Purpose¢ This test checks the template tag that the encoded EF.DG1 element starts with.
Version 1.0

References ISO/IEC 18013-2:+=,"Annex C

Profile

Precondlitions 1) EF.DGlhas been retrieved from the IDL.

Test scgnario 1) Checkthe very first byte of the EF.DG1 element.

Expectdd results 1) Thefirst byte shall be '61'".

A.3.2.3 | Test case SE'LDS_DG1_002

Test cage-ID &) [SE_LDS_DG1_002
Purpos¢ . ?) This test checks the encoding of EF.DG1 element length.

Version| %\ 1.0

References ISO/IEC 18013-2:—, Annex C

Profile

Preconditions 1) EF.DG1 has been retrieved from the IDL.

Test scenario 1) Analyze the encoding of the bytes that follow the template tag.

2) Verify the length of the EF.DG1 object.

Expected results 1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the given EF.DG1 object.
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A.3.2.4 Testcase SE_LDS_DG1_003

Test case-ID SE_LDS_DG1_003

Purpose This test checks the encoding of Mandatory Demographic Data (Tag '5F1F")
in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile

Preconditions 1) EF.DG1 has been retrieved from the IDL.

Test scenario 1) Search for the Mandatory Demographic Data (Tag '5F1F") insidé EF.D|G1.

2) Analyze the encoding of the bytes that follow the template tag.

3) Verify the length of the DO with Tag '5F1F".
Expected results 1) Tag'5F1F' shall be present.

2) The bytes that follow the Tag '5F1F' shall contaifra valid length encogling
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO with the Tag '5F1F|.

A.3.2.5 Testcase SE_LDS_DG1_004

Test case-ID SE_LDS_DG1_004
Purpose This test checks the encodingiof the Family Name referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile
Preconditions 1) EF.DG1hasbeen retrieved from the IDL.
Test scenario 1) Check the Family Name field length.
2) Check the Family Name format.
Expected results 1) ““The first byte of the Mandatory Data Elements object shall have a value in
c the range '00'h ... '24'h.
(\%\ 2) Family Name shall not contain numeric characters.

A.3.2.6 [Testcase SE_LDS_DG1_005

Testcase-ID SE_LDS_DG1_005
PUrpose This test checks the encoding of the Given Name referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile
Preconditions 1) EF.DG1 has been retrieved from the IDL.
2) The Mandatory Data Elements object has been retrieved from EF.DG1.
3) The Family Name has been retrieved from the Mandatory Data Elements
object.
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Test scenario 1) Check the Given Name field length.
2) Check the Given Name format.
Expected results 1) The first byte following the Family Name field in the Mandatory Data
Elements object shall have a value in the range '00'h ... '24'h.
2) Given Name shall not contain numeric characters.

A.3.2.7 Testcase SE_LDS_ DG1_006

Test cage-ID

SE_LDS_DG1_006

Purpose¢

This test checks the encoding of the Date of Birth referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Version

1.0

References

ISO/IEC 18013-2:—, Annex C

Profile

Precondlitions

1y
2)
3)

4)

EF.DG1 has been retrieved from the IDL.
The Mandatory Data Elements object has been tetrieved from EF.DG1.

The Family Name has been retrieved fronythe’Mandatory Data Elements
object.

The Given Name has been retrieved:from the Mandatory Data Elements
object.

Test scgnario

1y
2)
3)

Check the Date of Birth field lefigth.
Check the Date Of Birth epcoding.

Check that the Date of Birth element contains a valid date.

Expectdd results

iy

2)
3)
4)

The Date Of Birth-field shall be encoded on the 4 bytes following the Given
Name field in the'Mandatory Data Elements object.

Date of Birfith shall be encoded in YYYYMMDD BCD format.

The Date’of Birth shall be reasonable. It shall specify an existing day.

The-Date of Birth shall be reasonable. It should be in the past.

A.3.2.8 | Test case SEXLDS_DG1_007

Testcage-ID &) |SE_LDS_DG1_007
Purpos¢ «?5 This test checks the encoding of the Date of Issue referred by the
C) Mandatory Demographic Data (Tag '5F1F) in EF.DG1.
Version T0
References [SO/IEC 18013-2:—, Annex C
Profile
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Preconditions

1y
2)
3)

4)

EF.DG1 has been retrieved from the IDL.
The Mandatory Data Elements object has been retrieved from EF.DG1.

The Family Name has been retrieved from the Mandatory Data Elements
object.

The Given Name has been retrieved from the Mandatory Data Elements
object.

2)

I'he Date of birth has been retrieved from the Mandatory Data Elemgnts
object.

Test scenario

1y
2)
3)

Check the Date of [ssue field length.
Check the Date Of Issue encoding.

Check that the Date of Issue element contains a valid/date.

Expected results

1y

2)
3)
4)

The Date Of Issue field shall be encoded on the 4bytes following the
Birth field in the Mandatory Data Elements object.

Date of Issue shall be encoded in YYYYMMBD BCD format.
The Date of Issue shall be reasonabletshall specify an existing day

The Date of Issue shall be reasonable. It should be the current date ¢r in

the past.

Date of

.3.2.9 Test case SE_LDS_DG1_008

Test case-ID

SE_LDS_DG1_008

Purpose This test checks the encoding of the Date of Expiry referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.
Yersion 1.0
References ISO/IEC 18013-2:—, Annex C
Profile
Preconditions 1) ~'EF.DG1 has been retrieved from the IDL
c 2)  The Mandatory Data Elements object has been retrieved from EF.DG1.

3)

4)

5)

The Family Name has been retrieved from the Mandatory Data Elements
object.

The Given Name has been retrieved from the Mandatory Data Elements
object.

The Date of Birth has been retrieved from the Mandatory Data Elempnts

6)

object.

The Date of Issue has been retrieved from the Mandatory Data Elements
object.

Test scenario

iy
2)
3)

Check the Date of Expiry field length.
Check the Date Of Expiry encoding.

Check that the Date of Expiry element contains a valid date.
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Expected results 1) The Date Of Expiry field shall be encoded on the 4 bytes following the Date
of Issue field in the Mandatory Data Elements object.

2) Date of Expiry shall be encoded in YYYYMMDD BCD format.
3) The Date of Expiry shall be reasonable. It shall specify an existing day.

4) The Date of Expiry shall be reasonable. It shall specify a date after the Date
of Issue.

A.3.2.1Q Test case SE_LDS_DG1_009

Test cage-ID SE_LDS_DG1_009

Purpose¢ This test checks the encoding of the Issuing Country referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Version 1.0

Refererices ISO/IEC 18013-2:—, Annex C
[SO 3166-1

Profile

Precondlitions 1) EF.DG1 has been retrieved from the IDL.

2) The Mandatory Data Elements object hds been retrieved from EF.DG1.

3) The Family Name has been retrieyedfrom the Mandatory Data Elements
object.

4) The Given Name has been retrieved from the Mandatory Data Elements
object.

5) The Date of Birth hasdbeen retrieved from the Mandatory Data Elements
object.

6) The Date of IsSue has been retrieved from the Mandatory Data Elements
object.

7) The Date)of Expiry has been retrieved from the Mandatory Data
Elements object.

Test scgnario 1) Check the Issuing Country field length.

<

2)y~Check the Issuing Country encoding.

3) Check that the Issuing Country element is valid.

PaN
Expected res s 1) The Issuing Country field shall be encoded on the 3 bytes following the
«?‘ Date of Expiry field in the Mandatory Data Elements object.
% 2 Thelssuinog Countrvshall he encaded in Alnha characters only
J O J r J

3) The Issuing Country shall be a valid value as defined in ISO 3166-1.

A.3.2.11 Test case SE_LDS_DG1_010

Test case-ID SE_LDS_DG1_010

Purpose This test checks the encoding of the Issuing Authority referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Version 1.0
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References ISO/IEC 18013-2:—, Annex C
ISO/IEC 8859-1
Profile
Preconditions 1) EF.DG1 has been retrieved from the IDL.
2) The Mandatory Data Elements object has been retrieved from EF.DG1.
3) The Family Name has been retrieved from the Mandatory Data Elements
ohiect
biect
4) The Given Name has been retrieved from the Mandatory Data Elements
object.
5) The Date of Birth has been retrieved from the Mandator{*Data Elemgnts
object.
6) The Date of [ssue has been retrieved from the Mandatory Data Elempnts
object.
7) The Date of Expiry has been retrieved from the Mandatory Data
Elements object.
8) The Issuing Country has been retrieved from the Mandatory Data
Elements object.
Test scenario 1) Check the Issuing Authority field length.
2) Check the Issuing Authority format.
Expected results 1) The first byte followingthe Issuing Country field in the Mandatory Data
Elements object shall*have a value in the range '00'h ... '41'h.
2) The Issuing Authority shall be coded according to ISO/IEC 8859-1.

A.3.2.12 Test case SE_LDS_DG1_011

Test case-ID SE_LDS\DG1_011

Purpose This test checks the encoding of the Licence Number referred by the Mandatory
Demographic Data (Tag '5F1F) in EF.DG1.

Version C4¥0

References /\%\ ISO/IEC 18013-2:—, Annex C

Profile _Qy
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Preconditions 1) EF.DG1 has been retrieved from the IDL.
2) The Mandatory Data Elements object has been retrieved from EF.DG1.
3) The Family Name has been retrieved from the Mandatory Data Elements
object.
4) The Given Name has been retrieved from the Mandatory Data Elements
object.
o) The Date of birth has been retrieved from the Mandatory Data Elements
object.
6) The Date of Issue has been retrieved from the Mandatory Data Elements
object.
7) The Date of Expiry has been retrieved from the Mandatory:Data
Elements object.
8) The Issuing Country has been retrieved from the Mandatory Data
Elements object.
9) The Issuing Authority has been retrieved from the Mandatory Data
Elements object.
Test scgnario 1) Check the Licence Number field length,
2) Check the Licence Number format.
Expectdd results 1) The first byte following the Issuing Authority field in the Mandatory Data
Elements object shall have a vdlue in the range '00'h ... '19'h.
2) Licence Number shall be ¢oded in Alpha-Numeric characters only.

A.3.2.13 Test case SE_LDS_DG1_012

Test cage-ID

SE_LDS_DG1_012

Purpose¢ This test checks the encoding of Categories of Vehicles/Restrictions/Conditions
(Tag '7F63')in EF.DG1.

Version 1.0

References ISO/EEE18013-2:—, Annex C

Profile

Precondlitions <1y EF.DGI has been retrieved from the IDL

Test scgnario Q\? 1) Search for the Categories of Vehicles/Restrictions/Conditions (Tag '7F63")

?‘é inside EF.DG1.
é 2) Analyze the encoding of the bytes that follow the template tag.

3) Verify the length of the DO with Tag '7F63".

Expected results 1) Tag'7F63' shall be present.
2) The bytes that follow the Tag '7F63' shall contain a valid length encoding

(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO with the Tag '7F63".

22
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A.3.2.14 Test case SE_LDS_ DG1_013

Test case-ID

SE_LDS_DG1_013

Purpose This test checks the "Number of Entries” DO in the "Categories of Vehicles/
Restrictions/Conditions"” DO (Tag '7F63") in EF.DG1.
Version 1.0
references I50/IEC 168013-2:—, A.4
ISO/IEC 18013-2:—, Annex C
Profile
Preconditions 1) EF.DG1 has been retrieved from the IDL.
2) The Categories of Vehicles/Restrictions/Conditions @bject has been
retrieved from EF.DG1.
Test scenario 1) Search for the Number of Entries (Tag '02") inside Categories of Vehigles/
Restrictions/Conditions object.
2) Analyze the encoding of the length of the.Number of Entries DO cod¢d with
tag '02".
3) Check the value encoded in the Number of Entries DO.
Expected results 1) Tag'02' shall be present.
2) Thelength encoded in the;Number of Entries DO shall be '01'h.
3) The Number of Entriés (01) shall match the number of occurrences of tag

'87" in the Categaries of Vehicles/Restrictions/Conditions object.

A.3.2.15 Test case SE_LDS_DG1_014

Test case-ID

SE_LDS_DG1 014

QO

{

Purpose This test.checks the length of each "Category of Vehicle/Restriction/
Condition" entry in the "Categories of Vehicles/Restrictions/
Conditions" DO (Tag '7F63") in EF.DGI.

Version c4¥0

References %\ ISO/IEC 18013-2:—, A.4

ISO/IEC 18013-2:—, Annex C

Profile \O\P

’rec@ions
A

7o)

1) EF.DG1 has been retrieved from the IDL.

2) The Categories of Vehicles/Restrictions/Conditions object has been

retrieved from EF.DGI.

Test scenario

Perform the following checks for each of the "Category of Vehicle/
Restriction/Condition" entries:

1) Analyze the encoding of the bytes that follow the tag '87'.
2) Verify the length of the DO with Tag '87".
3)

Check the number of sub fields in the value of the DO with Tag '87'.
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Expected results

1) The bytes that follow the Tag '87' shall contain a valid length encoding
(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the DO with the Tag '87'.

3) The value of the DO with Tag '87' contains 6 sub-fields, separated by a

nn

sub-field delimiter ";

A.3.2.16 Test case SE_LDS_DG1_015

Test cade-ID SE_LDS_DG1_015

Purpose¢ This test checks the Vehicle Category Code of each "Category of Vehicle/
Restriction/Condition" entry in the "Categories of Vehicles/Restrictions/Condi-
tions" DO (Tag '7F63') in EF.DG1.

Version| 1.1

References ISO/IEC 18013-2:—, A.4
ISO/IEC 18013-2:—, Annex C

Profile

Precondlitions 1) EF.DG1 has been retrieved from the IDL.
2) The Categories of Vehicles/Restrictions/Cenditions object has been

retrieved from EF.DG1.

Test scgnario Perform the following check for each of the "Category of Vehicle/
Restriction/Condition" entries:
1) Check the format of the Vehicle Category Code (sub-field #1).

Expectgd results 1) The Vehicle Category Codécontains Alpha-Numeric characters only.

A.3.2.17 Test case SE_LDS_DG1_016

Test cage-ID SE_LDS_DG1_016

Purpose¢ This test cheeks-the Date of Issue (if present) of each "Category of Vehicle/
Restriction)/Condition" entry in the "Categories of Vehicles/Restrictions/
Conditions” DO (Tag '7F63") in EF.DG1.

Version 1.0

References [SOZIEC 18013-2:—, A4

‘\Q 1SO/IEC 18013-2:—, Annex C
Profile R \Q
Preconoliti/C){??\ 1) EF.DGI1 has been retrieved from the IDL.

7o)

2) The Categories of Vehicles/Restrictions/Conditions object has been

retrieved from EF.DG1.

Test scenario Perform the following checks for each of the "Category of Vehicle/
Restriction/Condition" entries:
1) Check the length of the Date of Issue (sub-field #2).
2) Check the format of the Date of Issue.
3) Check that the Date of Issue field contains a valid date.
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Expected results

1) The Date of Issue has a length of 4 bytes.
2) Date of Issue shall be encoded in YYYYMMDD BCD format.

3) The Date of Issue shall be reasonable. It shall specify an existing date.

A.3.2.18 Test case SE_LDS_DG1_017

Test case-ID

SE_LDS_DG1_017

Purpose This test checks the Date of Expiry (if present) of each "Category of Vehigle/
Restriction/Condition" entry in the "Categories of Vehicles/Restrictions
Conditions" DO (Tag '7F63") in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:—, A.4
ISO/IEC 18013-2:—, Annex C

Profile

Preconditions 1) EF.DG1 has been retrieved from the IDL.

2) The Categories of Vehicles/Restrictions/Cenditions object has been
retrieved from EF.DG1.

Test scenario

Perform the following checks for each-of the "Category of Vehicle/
Restriction/Condition" entries:

1) Check the length of the Date of Expiry (sub-field #3).

2) Check the format of the-Date of Expiry.

3) Check that the Date’of Expiry field contains a valid date.

Expected results

1) The Date of Expiry has a length of 4 bytes.
2)

3)

Date of Expiry shall be encoded in YYYYMMDD BCD format.

The Date of Expiry shall be reasonable. It shall specify an existing da

.3.2.19 Test case SE_LDS_DG1_018

! C
[est case-ID A\

SE_LDS_DG1_018

Purpose

Q‘O
&

This test checks the Code field (if present) of each "Category of Vehicle/
Restriction/Condition" entry in the "Categories of Vehicles/Restrictions
Conditions" DO (Tag '7F63") in EF.DGL1.

‘/ersi(‘){éV 1.1

R ces ISO/IEC 18013-2:—, A.4
ISOAEC18013-2— A5t
ISO/IEC 18013-2:—, Annex C

Profile

Preconditions 1) EF.DG1 has been retrieved from the IDL.

2) The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.
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Test scenario Perform the following checks for each of the "Category of Vehicle/
Restriction/Condition" entries:

1) Check the format of the Code.

2) Check the value of the Code.
Expected results 1) Code shall be encoded in a maximum of 5 ANS characters.

2) The value of the Code is one of the values specified in ISO/IEC 18013-2:—,
A.5.1 (1.e. "017, 7037, "/67, "5017, "5027, 5057, "5047 or "5057).

A.3.2.2() Test case SE_LDS_DG1_019

Test cage-ID SE_LDS_DG1_019
Purpos

3~

This test checks the Sign field (if present) of each "Category of Viehicle/
Restriction/Condition" entry in the "Categories of Vehicles/Restrictions/
Conditions" DO (Tag '7F63') in EF.DG1.

Version 1.1
References ISO/IEC 18013-2:—, A.4

ISO/IEC 18013-2:—, A.5.1
ISO/IEC 18013-2:—, Annex C

Profile
Precondlitions 1) EF.DG1 has been retrieved from the1DL.

2) The Categories of Vehicles/Reéstrictions/Conditions object has been
retrieved from EF.DG1.

Test scgnario Perform the following checksfor each of the "Category of Vehicle/
Restriction/Condition" entries:

1) Check the format-of the Sign.
2) Check the walue of the Sign.
3) Check'theé Sign only occurs in combination with an applicable Code.

4) €heck the Sign only occurs in combination with a Value field.

Expectgd results 1)-~Sign shall be encoded in a Special characters.

Q 2) The value of the Sign is one of the values specified in ISO/IEC 18013-2:—,
%Qv A-5.1 (i.e. "<|l,ll=ll’ll>ll’ll<=","=<","<>","><",">=ll’ll=>","==ll).

«?* 3) The value of the Code is one of the following values specified in
S ISO/IEC 18013-2:—, A.5.1 (i.e. "S01", "S02", "S03" or "S04").

4) The Value field is not empty.

A.3.2.21 Test case SE_LDS_DG1_020

Test case-ID SE_LDS_DG1_020

Purpose This test checks the Value field (if present) of each "Category of Vehicle/
Restriction/Condition" entry in the "Categories of Vehicles/Restrictions/
Conditions" DO (Tag '7F63") in EF.DG1.

Version 1.1
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References ISO/IEC 18013-2:—, A.4
[SO/IEC 18013-2:—, A.5.1
[SO/IEC 18013-2:—, Annex C
Profile
Preconditions 1) EF.DG1 has been retrieved from the IDL.

2) The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test scenario

Perform the following checks for each of the "Category of Vehicle/
Restriction/Condition" entries:

1) Check the format of the Value.

2) Check the Value only occurs in combination with a Gode.

3) Check the Value only occurs in combination with a Sign.

Expected results

1) The Value field shall be encoded in ANS format:
2)

3)

The Code field is not empty.
The Sign field is not empty.

A.3.3.1 General

A.3.3 Test unit SE_

LDS_DG2 — Tests for EF.DG2

Test unit-ID

SE_LDS_DG2
(Standard Encoding=- Data Group 2)

Purpose The test cases in this test unit verify the structure and contents of the IJL LDS
Data Group 2,
References ISO/IEC 18013-2:

A.3.3.2 Test case SE_LDS DG2_001

Test case-ID ~ISE_LDS_DG2_001

Purpose Ao)\"‘ This test checks the template tag that the encoded EF.DG2 element start$ with.
Yersion 09- 1.0

{eferenc?g?“\ ISO/IEC 18013-2:—, Annex C

Profiles" DG2

%;e&zxaitions 1) EF.DG2 has been retrieved from the IDL.

Test scenaria 1) Check the very first byte of the EEDG2 element

Expected results 1) The first byte shall be '6B".
A.3.3.3 Test case SE_LDS_DG2_002

Test case-ID SE_LDS_DG2_002

Purpose This test checks the encoding of EF.DG2 element length.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG2
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Preconditions 1) EF.DG2 has been retrieved from the IDL.
Test scenario 1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.DG2 object.
Expected results 1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).
2) The encoded length shall match the size of the given EF.DG2 object.
A.3.3.4 | Test case SE_LDS_DG2_003
Test cage-ID SE_LDS_DG2_003
Purposg This test checks the encoding of the Tag List (Tag '5C') in EF.DG2.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG2
Precondlitions 1) EF.DG2 has been retrieved from the IDL.
Test scgnario 1) Search for the Tag List (Tag '5C") inside EF.DG2.
2) Analyze the encoding of the bytes that follow-the template tag.
3) Verify the length of the DO with Tag '5C".
Expectgd results 1) Tag'5C' shall be present.
2) The bytes that follow the Tag :5€”shall contain a valid length encoding
(according to ASN.1 encoding rules).
3) The encoded length shall\match the size of the DO with the Tag '5C".
A.3.3.5 | Test case SE_LDS_DG2_004
Test cade-ID SE_LDS_DG2_004
Purpose¢ This test che¢ks'the consistency of the Tag List with the actual data tags present
Version 1.0
Referenlces ISO/IEC 18013-2:—, Annex C
Profile DG2
Precondlitions Q 1)) EF.DG2 has been retrieved from the IDL.
X ?‘ 2) Tag List has been retrieved from the EF.DG2.
Test sce nari(?‘ X 1) Check that all data elements that are indicated by the Tag List in EF.DG2 ar¢
,_& present.
Expectsd d#bsults 1) All data elements that are indicated hy the Tag Listin EFDG2 shall be
present.

A.3.3.6 Testcase SE_LDS_DG2_005

Test case-ID SE_LDS_DG2_005

Purpose This test checks the consistency of the Tag List with the actual present data tags.
Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG2
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Preconditions 1) EF.DG2 has been retrieved from the IDL.
2) Tag List has been retrieved from the EF.DG2.
Test scenario 1) Check that only data elements that are indicated by the Tag List in EF.DG2
are present.
Expected results 1) All data elements that are present shall be indicated in the Tag List in EF.DG2.
A.3.3.7 Testcase SE_LDS_DG2_006
Test case-ID SE_LDS_DG2_006
Purpose This test checks the encoding of the Gender (Tag '5F35') in EF.DG2)
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG2
Tag '5F35' is present in EF.DG2
Preconditions 1) EF.DG2 has been retrieved from the IDL.
Test scenario 1) Search for the Gender (Tag '5F35") inside’EF-DG2.
2) Check the length of the DO with Tag '5K35".
3) Check the value of Gender.
Expected results 1) Tag'5F35' shall be present.
2) Thelength of Gender shall,be 1 byte.
3) The value of Gendershall be '00' (Unknown), '01' (Male), '02' (Femalg), or
'09' (Not applicabl€) encoded in BCD format.
A.3.3.8 Test case SE_LDS_DG2_007
Test case-ID SE_LDS_DG2).007
Purpose This test.checks the encoding of the Height (Tag '5F64') in EF.DG2.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile %\(’.‘ DG2
AQ Tag '5F64' is present in EF.DG2
Preconditic 1) EF.DG2 has been retrieved from the IDL.
Test sc@)l‘o 1) Search for the Height field (Tag '5F64') inside EF.DG2.
é&v 2) Check the length of the DO with Tag '5F64".
3) Check the encoding of the Height field.
Expected results 1) Tag'5F64' shall be present.
2) The length of the Height field shall be 2 bytes.
3) The value of the Height field shall be encoded in BCD format.
A.3.3.9 Testcase SE_LDS_DG2_008
Test case-ID SE_LDS_DG2_008
Purpose This test checks the encoding of the Weight (Tag '5F65") in EF.DG2.
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Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG2
Tag '5F65' is present in EF.DG2
Preconditions 1) EF.DG2 has been retrieved from the IDL.

Test scenario

1) Search for the Weight (Tag '5F65') inside EF.DG2.

2) Checkthe lpng'rh of the DO with Tag 'DFAR'

7

3) Check the encoding of the Weight field.

Expectgd results

1) Tag'5F65' shall be present.
2) The length of the Weight field shall be 2 bytes.

3) The value of the Weight field shall be encoded in BCD format.

A.3.3.1(Q Test case SE_LDS_DG2_009

Test cage-ID

SE_LDS_DG2_009

Purpose¢ This test checks the encoding of the Eye Colour (Tag '5F66') in EF.DG2.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG2
Tag '5F66' is present in EF.DG2
Precondlitions 1) EF.DG2 has been retrieved from the IDL

Test scgnario

1) Search for the Eye Coloui~(Tag '5F66') inside EF.DG2.
2) Check the length of the DO with Tag '5F66".

3) Check the encoding of Eye Colour.

Expectgd results

1) Tag'5F66'shall be present.
2) The length of Eye Colour shall be 3 bytes.

3) The value of Eye Colour shall be as defined in ISO/IEC 18013-2 (i.e. "BLK",
"BLU"’ IIBRO", "GRY", "GRN", "HAZ"’ IIMAR"’ IIPNK"’ IIDIC"’ Or "UNK").

A.3.3.11 Test case SE-LDS_DG2_010

Test cage-ID <>~ [SE_LDS_DG2_010
Purposeg ,.&\P This test checks the encoding of the Hair Colour (Tag '5F67") in EF.DG2.
Versionl—Z 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG2
Tag '5F67' is present in EF.DG2
Preconditions 1) EF.DG2 has been retrieved from the IDL.
Test scenario 1) Search for the Hair Colour (Tag '5F67') inside EF.DG2.
2) Check the length of the DO with Tag '5F67'.
3) Check the encoding of Hair Colour.
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Expected results

1) Tag'5F67' shall be present.
2)

3)

The length of Hair Colour shall be 3 bytes.

IIBLK"’ "BLNII' "BRO", "GRY", "RED", "SDY", "WHI", or "UNK").

The value of Hair Colour shall be as defined in ISO/IEC 18013-2 (i.e. "BAL",

A.3.3.12 Test case SE_LDS_DG2_011

sub-field delimiter (";").

est case-1D SE_LDS_DGZ_01T
Purpose This test checks the encoding of the Place of Birth (Tag '5F11') in EEDG2
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG2
Tag '5F11' is present in EF.DG2
Preconditions 1) EF.DG2 has been retrieved from the IDL.
Test scenario 1) Search for the Place Of Birth (Tag '5F11') inside EF.DG2.
2) Check the length of the DO with Tag '5E 11"
3) Check the length and format of thé\DO with Tag '5F11".
4) Check the value of Place of Birth.
Expected results 1) Tag'5F11' shall be presentt
2) The bytes that follow the'tag shall contain a valid (ASN.1) length endoding.
3) The Place of Birth field shall be encoded as ADNS on 2 - 35 bytes.
4) The value of Place of Birth shall consist of 3 fields that are separated with a

.3.3.13 Test case SE_LDS_DG2_012

Test case-ID

SE-LDS_DG2_012

Purpose This test checks the encoding of the Place of Residence (Tag '5F42') in E.DG2.
V] 1 O
ersion ~\-1.0
References AQJ ISO/IEC 18013-2:—, Annex C
Profile ?‘S‘ DG2
Q Tag '5F42' is present in EF.DG2

’re@?a\itions 1) EF.DG2 has been retrieved from the IDL.

Tést scenario 1) Search for the Place Of Residence (Tag '5F42") inside EF.DG2.
2) Check the length of the DO with Tag '5F42'.
3) Check the length and format of the DO with Tag '5F42".
4) Check the value of Place of Residence.
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Expected results 1) Tag'5F42' shall be present.
2) The bytes that follow the tag shall contain a valid (ASN.1) length encoding.
3) The Place of Residence field shall be encoded as ADNS on 5 - 113 bytes.

4) The value of Place of Residence shall consist of 6 fields that are separated
with a sub-field delimiter (";").

A.3.4 Testunit SE LDS DG3 — Tests for EEDG3

A.3.4.1 | General

Test unjt-ID SE_LDS_DG3
(Standard Encoding — Data Group 3)

Purpos¢ The test cases in this test unit verify the structure and contents.of the IDL LDS
Data Group 3.
References ISO/IEC 18013-2:

A.3.4.2 | Test case SE_LDS_DG3_001

Test cade-ID SE_LDS_DG3_001

Purpose¢ This test checks the template tag that the encoded EF.DG3 element starts with.
Version 1.0

References [SO/IEC 18013-2:—, Annex C

Profile DG3

Precondlitions 1) EF.DG3 has been retrieved from the IDL.

Test scgnario 1) Check the very firstbyte of the EF.DG3 element.

Expectgd results 1) The first byte shall‘be '6C".

A.3.4.3 | Test case SE_LDS_DG3_002

Test cage-ID SE_LDS_DG3_002

Purpose¢ This test'checks the encoding of EF.DG3 element length.

Version 1.0

References Ve ISO/IEC 18013-2:—, Annex C

Profile D63

Precondition&v 1) EF.DG3 has been retrieved from the IDL.

Test sce n%{Q\p 1) Analyze the encoding of the bytes that follow the template tag.
ZJVerily the length of the EF.DG3 object.

Expected results 1) The bytes that follow the template tag shall contain a valid length encoding

(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the given EF.DG3 object.

A.3.4.4 Testcase SE_LDS_ DG3_003

Test case-ID SE_LDS_DG3_003
Purpose This test checks the encoding of the Tag List (Tag '5C') in EF.DG3.
Version 1.0
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References

ISO/IEC 18013-2:—, Annex C

Profile

DG3

EF.DG3 has been retrieved from the IDL.
Search for the Tag List (Tag '5C') inside EF.DG3.

Preconditions 1)

1y
2)
3)

4)
1y

Test scenario
Analyze the encoding of the bytes that follow the template tag.
Verify the length of the DO with Tag '5C'.

Analyse the value of the data object with Tag '5C".

Expected results Tag '5C' shall be present.

2) The bytes that follow the Tag '5C' shall contain a valid lengthcencodihg

(according to ASN.1 encoding rules).
3) The encoded length shall match the size of the DO withthe Tag '5C".

4)

L=
1

The encoded value shall only contain tags spegified in ISO/IEC 1801
Table C.8.

2:—,

A.3.4.5 Testcase SE_LDS_DG3_004

Test case-ID SE_LDS_DG3_004

Purpose This test checks the consistency of the Tag List with the actual data tags present.

Version 1.0

References ISO/IEC 18013-2:—, Annex.6

Profile DG3

Preconditions 1) EF.DG3 has been tétrieved from the IDL.

2) Tag List has been retrieved from the EF.DG3.

Test scenario 1) Check that-all data elements that are indicated by the Tag List in EF.DG3 are
present.

Expected results 1) All'data elements that are indicated by the Tag List in EF.DG3 shall be
pnesent.

A.3.4.6 Testcase SE.LDS_DG3_005

Test case-anOJ SE_LDS_DG3_005
Purpose Av\SN This test checks the consistency of the Tag List with the actual data tags present.
‘/ersim&\)‘ 1.0
{efﬁqQﬁes ISO/IEC 18013-2:—, Annex C
Profile DG3
Preconditions 1) EF.DG3 has been retrieved from the IDL.
2) Tag List has been retrieved from the EF.DG3.
Test scenario 1) Check that only data elements that are indicated by the Tag List in EF.DG3
are present.
Expected results 1) All data elements that are present shall be indicated in the Tag List in EF.DG3.

A.3.4.7 Test case SE_LDS_DG3_006

[ Test case-ID |SE_LDS_DG3_006
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Purpose This test checks the encoding of the Administrative Number (Tag '5F68') in
EF.DG3.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG3
Tag '5F68' is present in EF.DG3.
Preconditions 1) EF.DG3 has been retrieved from the IDL.
Test scgnario T)~ Search for the Administrative Number (1ag 5F68 ) inside EF.DG3.
2) Check the length of the DO with Tag '5F68'.
3) Check the encoding of Administrative Number.
Expectdd results 1) Tag'5F68' shall be present.
2) The bytes that follow the Tag '5F68' shall contain a valid length encoding
(according to ASN.1 encoding rules).
3) The Administrative Number shall be as coded as ANS and shall not be

longer than 25 bytes.

A.3.4.8 | Test case SE_LDS_DG3_007

Test cage-ID

SE_LDS_DG3_007

P

Purpose¢ This test checks the encoding of the Doctument Discriminator (Tag '5F69") in
EF.DG3.
Version 1.0
Refererices ISO/IEC 18013-2:—, Annex G
Profile DG3
Tag '5F69' is present in'/EF.DG3
Precondlitions 1) EF.DG3 has béen retrieved from the IDL.
Test scgnario 1) Search for'thé Document Discriminator (Tag '5F69") inside EF.DG3.
2) Checkthe length of the DO with Tag '5F69'.
3) _Check the encoding of Document Discriminator.
Expectgd results 1)~~Tag '5F69' shall be present.
?g 2) The length of the DO with Tag '5F69' shall be 1 byte.
Q 3) The Document Discriminator shall be as coded as BCD.

A.3.4.9 | Test case SE_LDS_DG3_008

Test case-ID SE_LDS_DG3_008
Purpose This test checks the encoding of the Data Discriminator (Tag '5F6D") in EF.DG3.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG3
Tag '5F6D' is present in EF.DG3
Preconditions 1) EF.DG3 has been retrieved from the IDL.
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Test scenario

1) Search for the Data Discriminator (Tag '5F6D') inside EF.DG3.
2) Check the length of the DO with Tag '5F6D".

3) Check the encoding of Data Discriminator.

Expected results

1) Tag'5F6D' shall be present.
2) The length of the DO with Tag '5F6D' shall be 1 byte.

3) The Data Discriminator shall be as coded as BCD.

A.3.4.10 Test case SE_LDS_DG3_009

Test case-ID

SE_LDS_DG3_009

Purpose This test checks the encoding of the ISO Issuer ID Number (Tag '5F6A') in[EF.DG3.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG3
Tag '5F6A' is present in EF.DG3
Preconditions 1) EF.DG3 has been retrieved from the IDI.

Test scenario

1) Search for the ISO Issuer ID Number (Tag '5F6A") inside EF.DG3.
2) Check the length of the DO with'Tag '5F6A".
3) Check the encoding of IS@Issuer ID Number.

Expected results

1) Tag'5F6A' shall be present.
2) Thelength of the D® with Tag '5F6A' shall be 3 bytes.
3) The ISO IssuérID Number shall be as coded as BCD.

A.3.5.1 General

A.3.5 Test unit SE_LDS_DG4 — Tests for EF.DG4

Test unit-ID |
\«

SE.LDS_DG4

(Standard Encoding — Data Group 4)

Purpose QQV

The test cases in this test unit verify the structure and contents of the IJL LDS

Data Group 4.

¥
{efere@

ISO/IEC 18013-2:

A.3.5.2 Testcase SE_LDS_DG4_001

Test case-ID

SE_LDS_DG4_001

Purpose This test checks the template tag; the encoded EF.DG4 element starts with.
Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG4

Preconditions 1) EF.DG4 has been retrieved from the IDL.

Test scenario

1) Check the very first byte of the EF.DG4 element.

Expected results

1) The first byte shall be '65'.

© ISO/IEC 2019 - All rights reserved

35


https://standardsiso.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013-4:2019(E)

A.3.5.3 Test case SE_LDS_DG4_002

Test case-ID SE_LDS_DG4_002
Purpose This test checks the encoding of EF.DG4 element length.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG4
Preconditions 1) EFEDG4 has been retrieved from the IDL
Test scgnario 1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.DG4 object.
Expectgd results 1) The bytes that follow the template tag shall contain a valid length €ncoding
(according to ASN.1 encoding rules).
2) The encoded length shall match the size of the given EF.DG4 0bject.
A.3.5.4 | Test case SE_LDS_DG4_003
Test cade-ID SE_LDS_DG4_003
Purposeg This test checks the Number of Portraits (Tag/024 present in EF.DG4.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG4
Precondlitions 1) EF.DG4 has been retrieved frefi-the IDL
Test scgnario 1) Search for the Number of Portraits (Tag '02") inside EF.DGA4.
2) Check the length of the Number of Portraits data element.
3) Check the value of'the Number of Portraits data element.
Expectdd results 1) Tag'02' shall bepresent.
2) The lengthiof the Number of Portraits data element shall be 1 byte.
3) The Number of Portraits (01) shall match the number of occurrences of tag
'A2"jn EF.DG4.
A.3.5.5 | Test case SECLDS_DG4_004
Test cage-ID \O\P SE_LDS_DG4_004
Purposg ~ |This test checks the encoding of all Portrait Templates (Tag 'A2') in EF.DG4.
Version| <. : 1.0
References ISO/TEC18013-27—, Annex C
Profile DG4
Preconditions 1) EF.DG4 has been retrieved from the IDL.
Test scenario 1) Check the Portrait Template tag.
2) Analyze the encoding of the bytes that follow the template tag.
3) Verify the length of the DO with Tag 'A2".
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Expected results

1) The Portrait Template tag shall be 'A2".

2)
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO with the Tag 'A2'".

The bytes that follow the Tag 'A2' shall contain a valid length encoding

A.3.5.6 Test case SE_LDS_DG4_005

coded as YYYYMMDDhhmmss.

estcase-1D SE_LDS_DG#4_005

Purpose This test checks the encoding of the Image Time Stamp (Tag '88') in.each Por-
trait Template in EF.DG4.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG4

Preconditions 1) EF.DG4 has been retrieved from the IDL.

Test scenario 1) Search for the Image Time Stamp (Tag '88") inside the Portrait Template.
2) Check the length of the Image Time Stamp.data element.
3) Check the encoding of the Image Titne-Stamp data element.
4) Check the value of the Image Time'Stamp data element.

Expected results 1) Tag'88'shall be present.
2) The length of the Image<Fime Stamp data element shall be 7 bytes.
3) The Image Time Stamp data element shall be BCD encoded.
4) The Image Time Stamp data element shall represent a valid date/tinje

.3.5.7 Test case SE_LDS_DG4 006

Test case-ID

SE_LDS DG4_006

ISO/IEC 18013-2:—, 8.5 (i.e. '03' or '04").

Purpose This' test checks the encoding of the Type of Image (Tag '89') in each Porfrait
c{Template in EF.DG4.

Version A%\« 1.0

References <2 |ISO/IEC 18013-2:—, Annex C

Profile (\?“\ DG4

74 ,

)reco@lons 1) EF.DG4 has been retrieved from the IDL.

'Fe%gXenario 1) Search for the Type of Image (Tag '89") inside the Portrait Template.
2) Checkthe length of the Type of Image data element.
3) Check the value of the Type of Image data element.

Expected results 1) Tag'89' shall be present.
2) The length of the Type of Image data element shall be 1 byte.
3) The Type of Image data element shall be one of the values indicated in

© ISO/IEC 2019 - All rights reserved
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A.3.5.8 Test case SE_LDS_DG4_007

Test case-ID

SE_LDS_DG4_007

Purpose This test checks the encoding of the Image (Tag '5F40') in each
Portrait Template in EF.DG4.

Version 1.0

References ISO/IEC 18013-2:—, Annex C and Annex E

Profile DG4

Precondlitions 1) EF.DG4 has been retrieved from the IDL

Test scgnario

1) Search for the Image (Tag '5F40') inside the Portrait Template.
2) Check the encoded length of the Image data element.

3) Verify the length of the Image data element.

4) Verify the type of Image.

5) Verify consistency of Image type with encoded element.

Expectdd results

1) Tag '5F40' shall be present.

2) The bytes that follow the Tag '5F40' shall comtain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the data element with the Tag
'5F40'.

4) The type of Image shall matcho©ne of the values in Table E.1 in
ISO/IEC 18013-2:—, Table E.1.

5) The encoded Image format shall match the image type stated in the Type of]
image field.

A.3.6 Testunit SE LDS DG5 — Tests\for EE.DG5
A.3.6.1 | General
Test un|t-ID SE_LDS-DG5
(Standard Encoding — Data Group 5)
Purpose¢ The'test cases in this test unit verify the structure and contents of the IDL LDS
‘\Q Data Group 5.
References . <)° |ISO/IEC 18013-2:

A.3.6.2

Test'case SE_LDS_DG5_001

Test case-ID

SE_LDS_DG5_001

Purpose This test checks the template tag that the encoded EF.DG5 element starts with.
Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG5

Preconditions 1) EF.DGS5 has been retrieved from the IDL.

Test scenario 1) Check the very first byte of the EF.DG5 element.

Expected results

1) The first byte shall be '67'.
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A.3.6.3 Testcase SE_LDS_DG5_002

Test case-ID

SE_LDS_DG5_002

Purpose This test checks the encoding of EF.DG5 element length.
Version 1.2
References ISO/IEC 18013-2:—, Annex C
Profile DG5
Preconditions 1) EFEDGS has been retrieved from the IDL
Test scenario 1) Analyze the encoding of the bytes that follow the template tag
2) Verify the length of the EF.DG5 object.
Expected results 1) The bytes that follow the template tag shall contain a validdength erjcoding
(according to ASN.1 encoding rules).
2) The encoded length shall match the size of the given.EF.DG5 object.

A.3.6.4 Testcase SE_LDS_DG5_003

Test case-ID

SE_LDS_DG5_003

C

Purpose This test checks the Type of Image (Tag!89") present in EF.DG5.
Yersion 1.2
References ISO/IEC 18013-2:—, Annex C
Profile DG5
Preconditions 1) EF.DGS5 has been retrieved from the IDL.
Test scenario 1) Search for the Type-of Image (Tag '89') inside EF.DG5.
2) Check the lengthof the Type of Image data element.
3) Check thevalue of the Type of Image data element.
Expected results 1) Tag'89' shall be present.
2) Thelength of the Type of Image data element shall be 1 byte.
3)\_The Type of Image data element shall be one of the values indicated In

ISO/IEC 18013-2:—, 8.6 (i.e. '03','04", or '05").

A.3.6.5 Testcase SE_LDS_DG5_004

Test casg(l‘?’~

SE_LDS_DG5_004

Purpese - This test checks the Image of Signature or Mark (Tag '5F43') present in F.DG5.
Version 1.2
References ISO/TEC18013-27—, Annex C and ANNex E
Profile DG5
Preconditions 1) EFE.DGS5 has been retrieved from the IDL.
Test scenario 1) Search for the Image of Signature or Mark (Tag '5F43") inside EF.DG5.
2) Check the encoded length of the Image of Signature or Mark data element.
3) Check the length of the Image of Signature or Mark data element.
4) Verify the type of Image.
5) Verify consistency of Image type with encoded element.
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Expected results 1) Tag'5F43' shall be present.
2) The bytes that follow the Tag '5F43' shall contain a valid length encoding
(according to ASN.1 encoding rules).
3) The encoded length shall match the size of the Image of Signature or Mark
data element.
4) The type of Image shall match one of the values in Table E.1 in
ISO/IEC 18013-2:—, Table E.1.
5) The encoded Image format shall match the image type stated in the Type of
image field.
A.3.7 Testunit SE_ LDS DG6 — Tests for EE.DG6
A.3.7.1 | General
Test unjt-ID SE_LDS_DG6
(Standard Encoding — Data Group 6)
Purpos¢ The test cases in this test unit verify the structuretand contents of the IDL LDS
Data Group 6.
References ISO/IEC 18013-2
A.3.7.2 | Test case SE_LDS_DG6_001
Test cage-ID SE_LDS_DG6_001
Purpose¢ This test checks the template tag that the encoded EF.DG6 element starts with.
Version| 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG6
Precondlitions 1) EF.DG6 has been retrieved from the IDL.
Test scgnario 1) Check thewvery first byte of the EF.DG6 element.
Expectgd results 1) The first byte shall be '75".
A.3.7.3 | Test case SE_LDS:DG6_002
Test cage-ID b% SE_LDS_DG6_002
Purpose¢ AQ‘ This test checks the encoding of EF.DG6 element length.
Version| ?) 1.0
Referechg\ ISO/IEC 18013-2:—, Annex C
Profile DG6
Preconditions 1) EF.DG6 has been retrieved from the IDL.
Test scenario 1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.DG6 object.
Expected results 1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).
2) The encoded length shall match the size of the given EF.DG6 object.
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A.3.7.4 Testcase SE_LDS_DG6_003

Test case-ID SE_LDS_DG6_003

Purpose This test checks the encoding of the Biometric Group Template (Tag '7F61")
present in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL.

Test scenario 1) Search for the Biometric Group Template (Tag '7F61') inside EEBG6,

2) Check the encoded length of the Biometric Group Template data element.

3) Check the length of the Biometric Group Template dataelement.
Expected results 1) Tag'7F61" shall be present.

2) The bytes that follow the Tag '7F61' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the Biometric Group Template
data element.

A.3.7.5 Testcase SE_LDS_DG6_004

Test case-ID SE_LDS_DG6_004

Purpose This test checks the "Number of Biometric Templates" DO in the
"Biometric Group Template" DO (Tag '7F61') in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:*= Annex C

Profile DG6

Preconditions 1) EF.DG6-has been retrieved from the IDL.

2) /Fhe'Biometric Group Template has been retrieved from EF.DG6.

Test scenario 1)\_Search for the Number of Biometric Templates (Tag '02') inside the
C Biometric Group Template.
6\" 2) Analyze the encoding of the length of the Number of Biometric Templates
Q‘Q DO coded with tag '02".
K ?\ 3) Check the value encoded in the Number of Biometric Templates DO.

Expe@;esults 1) Tag'02' shall be present.

Q) 2) The length encoded in the Number of Biometric Templates DO shall be '01'h.

3) The value encoded in the Number of Biometric Templates DO matches
the number of occurences of a DO with tag '7F60' in the Biometric Group
Template.

A.3.7.6 Test case SE_LDS_DG6_005

Test case-ID SE_LDS_DG6_005

Purpose This test checks the encoding of each "Biometric Template" DO in the "Biometric
Group Template" in EF.DG6.

Version 1.0
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References ISO/IEC 18013-2:—, Annex C
Profile DG6
Preconditions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6.

Test scenario Perform the following checks for each "Biometric Template":

1) Analyze the tag of the Biometric Template.

2) Analyze the encoding of the bytes that follow the tag '7F60'.

3) Verify the length of the DO with Tag '7F60".
Expectdd results 1) The tag shall be '7F60'.

2) The bytes that follow the Tag '7F60' shall contain a valid lepgth encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO witli the Tag '7F60".

A.3.7.7 | Test case SE_LDS_DG6_006

Test cage-ID SE_LDS_DG6_006

Purpos¢ This test checks the encoding of the Biomefri¢ Header Template (Tag 'A1') in
each "Biometric Template" in the "Biometric Group Template" in EF.DG6.

Version 1.0

Referenlces ISO/IEC 18013-2:—, Annex C

Profile DG6

Precondlitions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6.

Test scgnario Perform the following checks for each "Biometric Template":

1) Search for-the Biometric Header Template (Tag 'A1') inside the Biometric
Template.

2) Analyze the encoding of the bytes that follow the tag 'A1".

3).ZCheck the length of the Biometric Header Template.
Expectgd results Q 1) Tag 'Al' shall be present.

§ 2) The bytes that follow the Tag 'A1' shall contain a valid length encoding
«v (according to ASN.1 encoding rules).

GJ 3) The encoded length shall match the size of the Biometric Header Template.

A.3.7.8 Test case SE_LDS_DG6_008

Test case-ID SE_LDS_DG6_008

Purpose This test checks the encoding of the Patron Header Version
(if present) in the Biometric Header Template (Tag 'A1l') in each
"Biometric Template" in the "Biometric Group Template" in EF.DG6.

Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG6
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Preconditions

1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6.

Test scenario

For each "Biometric Template", perform the following checks if the (optional)
Patron Header Version data element with tag '80'
is present inside the Biometric Header Template:

1) Search for the Patron Header Version (Tag '80') inside the Biometric Header
Template.
2) Check the length encoded for the Patron Header Version data elemefpt.
3) Check the value of the Patron Header Version data element.
Expected results 1) Tag'80' may be present and shall not occur more than onee¢.
2) The encoded length shall be '02".
3) The Patron Header Version shall have the value '01 01'.

A.3.7.9 Test case SE_LDS_DG6_009

Test case-ID

SE_LDS_DG6_009

Purpose This test checks the encoding of the Biometric Type (if present) in the Bipmet-
ric Header Template (Tag 'A1") in each "Biometric Template" in the "Bionjetric
Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex'€

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6.

Test scenario

For each "Biometric Template", perform the following checks if the (optid
Biometric Type data element with tag ‘81" is present inside the Biometrig
Header:Template:

nal)

1)+ Search for the Biometric Type (Tag '81') inside the Biometric Header

Template.

Q‘Q 2) Check the length encoded for the Biometric Type data element.
‘0?“ 3) Check the value of the Biometric Type data element.
EXpe Tresults 1) Tag'81' may be present and shall not occur more than once.
é 2) The encoded length shall be '01".
3) The Biometric Type shall have the value '02' (Facial).

A.3.7.10 Test case SE_LDS_DG6_010

Test case-ID SE_LDS_DG6_010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the
Biometric Header Template (Tag 'A1") in each "Biometric Template"
in the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C
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Profile DG6
Preconditions 1) EF.DG6 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG6.
Test scenario For each "Biometric Template", perform the following checks if the (optional)

Biometric Subtype data element with tag '82' is present inside the Biometric
Header Template:

1) Search for the Biometric Subtype{Taa'82} inside the Biometric Hoader

Template.
2) Check the length encoded for the Biometric Subtype data element.

3) Check the value of the Biometric Subtype data element.

Expectdd results

1) Tag'82' may be present and shall not occur more than once.
2) The encoded length shall be '01".

3) The Biometric Subtype shall have the value '00' (Noinformation given).

A.3.7.11 Test case SE_LDS_DG6_011

Test cage-ID

SE_LDS_DG6_011

Purpos¢ This test checks the encoding of the Biometric data creation date and time (if
present) in the Biometric Header Template (Tag 'A1') in each "Biometric Tem-
plate" in the "Biometric Group Template" in EF.DG6.

Version 1.0

Refererices ISO/IEC 18013-2:—, Annex G

Profile DG6

Precondlitions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometri€ Group Template has been retrieved from EF.DG6.
3) The Number of Biometric Templates has been retrieved from the Biometric
Group-Template.
Test scgnario For eaghy"Biometric Template", perform the following checks if the (optional)

Bionietric data creation date and time data element with tag '83" is present
inSide the Biometric Header Template or if more than one Biometric Template ig
present inside the Biometric Group Template:

1) Search for the Biometric data creation date and time (Tag '83") inside the
Biometric Header Template.

2) Check the length encoded for the Biometric data creation date and time

data element.

3) Check the format of the Biometric data creation date and time.

4) Check the value of the Biometric data creation date and time data element.
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Expected results

1) Tag'83' may be present and shall not occur more than once.
2) The encoded length shall be '07".
3) Date of Issue shall be BCD encoded.

4) The Biometric data creation date and time data element shall repres
valid date/time coded as YYYYMMDDhhmmss.

ent a

3,712 Testcase SE LDS DG6 012

Test case-ID

SE_LDS_DG6_012

Purpose This test checks the encoding of the BIR Creator (if present) in the.Biomdtric
Header Template (Tag 'A1') in each "Biometric Template" in the/Biometrjic
Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL,

2) The Biometric Group Template has béen retrieved from EF.DG6.

Test scenario

For each "Biometric Template", perfofm'the following checks if the (optid
BIR Creator data element with tag ‘84" is present inside the Biometric He
Template:

1) Search for the BIR Creator (Tag '84') inside the Biometric Header Tel
2) Check the length-eficoded for the BIR Creator data element.
3) Verify the length of the BIR Creator data element.

4) Check theformat of the BIR Creator data element.

nal)
ader

mplate.

Expected results

-

C+43) The encoded length shall match the size of the BIR Creator data elenj

&)

P_

1) Tag '84*may be present and shall not occur more than once.

2) Mhebytes that follow the Tag '84' shall contain a valid length encodi
(according to ASN.1 encoding rules).

4) The BIR Creator shall be encoded as ANS characters.

ng

lent.

A.3.7.13 Tdest case SE_LDS_DG6_013

Testcase-ID

SE_LDS_DG6_013

burhose This test checks the nnrndma ofthe BDB \Iahduhr Period ﬁFnrncnnﬂ in the
. Biometric Header Template (Tag 'A1") in each' Blometrlc Template in the
"Biometric Group Template" in EF.DG6.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG6
Preconditions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6.
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Test scenario For each "Biometric Template", perform the following checks if the (optional)
BDB Validity Period data element with tag '85' is present inside the Biometric
Header Template:

1) Search for the BDB Validity Period (Tag '85") inside the Biometric Header
Template.

2) Check the length encoded for the BDB Validity Period data element.

20 cl 141 £ PRy A ) ROR Y 1: . . D HPA |
J) GIITURN UIICT TUT ITIAU UL U1IT DUD vauu1L_y I CI1UU.

4) Check the value of the BDB Validity Period data element.

5) Check the consistency of the value of the BDB Validity Period data element.
Expectdd results 1) Tag'85' may be present and shall not occur more than once.

2) The encoded length shall be '08".
3) The BDB Validity Period shall be BCD encoded.

4) The BDB Validity Period shall represent a valid effective date and a valid
expiry date coded as YYYYMMDDYYYYMMDD.

5) The BDB Validity Period effective date shall represent an effective date
BEFORE the expiry date.

A.3.7.14 Test case SE_LDS_DG6_014

Test cage-ID SE_LDS_DG6_014

This test checks the encoding@f the BDB Product Owner, Product Type
(if present) in the Biometric-Header Template (Tag 'A1') in each "Biometric
Template" in the "Biometric Group Template" in EF.DG6.

Purpos

3~

Version 1.0

Refererices ISO/IEC 18013-2:~</Annex C

Profile DG6

Precondlitions 1) EF.DG6has been retrieved from the IDL.

2) TheBiometric Group Template has been retrieved from EF.DG6.

Test scgnario Far-each "Biometric Template", perform the following checks if the (optional)
BDB Product Owner, Product Type data element with tag '86' is present inside
?g the Biometric Header Template:

?§ 1) Search for the BDB Product Owner, Product Type (Tag '86') inside the
A Biometric Header Template.

2) Check the length encoded tor the BDB Product Owner, Product Type data
element.

3) Check the value of the BDB Product Owner, Product Type data element.

4) Check the consistency of the BDB Product Owner, Product Type data
element.
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Expected results

1y
2)
3)

4)

Tag '86' may be present and shall not occur more than once.
The encoded length shall be '04".

The BDB Product Owner, Product Type shall be a concatenation of two 16-
bit POSITIVE integers.

The BDB Product Owner, Product Type shall have be a valid combination of
product owner and product type as defined in ISO/IEC 18013-2:—, Annex C.

A.3.7.15 Test case SE_LDS_DG6_015

Test case-ID

SE_LDS_DG6_015

Purpose This test checks the encoding of the BDB Format Owner in the-BiometriclHeader
Template (Tag 'A1') in each "Biometric Template" in the "Biometric Group
Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template hasbeen retrieved from EF.DG6.

Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Owner (Tag '87") inside the Biometric Hepder
Template.

2) Check the length-eficoded for the BDB Format Owner data element.
3) Check the valie of the BDB Format Owner data element.

4) Check the'validity of the BDB Format Owner data element.

Expected results

&)

P_

-

1) Tag '87*shall be present.
2) @he'encoded length shall be '02".
3) . The BDB Format Owner shall be a 16-bit POSITIVE integer.

4) The BDB Format Owner shall have be a valid format owner as defineld in
ISO/IEC 18013-2:—, Annex C.

A.3.7.16_Test case SE_LDS_DG6_016

’[‘t;s&;XsTe-lD SE_LDS_DG6_016

burhose This test checks the encoding of the BDB format type in the Biometric Hdader
. Template (Tag 'Al') in each'’ Blometrlc Template" in the 'Biometric Group

Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6.
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Test scenario Perform the following checks for each "Biometric Template":

1) Search for the BDB format type (Tag '88') inside the Biometric Header
Template.

2) Check the length encoded for the BDB format type data element.

3) Check the value of the BDB format type data element.

4)  Checkthe vn]idify of the BDRB format type data element

7

5) Check the consistency of the BDB format type data element with the BDB
format owner data element.

Expectgd results 1) Tag '88' shall be present.
2) The encoded length shall be '02".
3) The BDB format type shall be a 16-bit POSITIVE integer:

4) The BDB format type shall have be a valid format type'as defined in
ISO/IEC 18013-2:—, Annex C.

5) The BDB format type shall be valid in combination with the format owner
data element.

A.3.7.17 Test case SE_LDS_DG6_017

Test cade-ID SE_LDS_DG6_017
Purpos

A1

This test checks the encoding of the BIR index (if present) in the Biometric
Header Template (Tag 'Al') in@ach "Biometric Template" in the "Biometric
Group Template" in EF.DG6:

Version 1.0

References ISO/IEC 18013-2:—;Annex C

Profile DG6

Precondlitions 1) EF.DG6asbeen retrieved from the IDL.

2) The Biemetric Group Template has been retrieved from EF.DG6.

Test scgnario For each’"Biometric Template", perform the following checks if the (optional)
BlR-index data element with tag '90" is present inside the Biometric Header
Template:

1) Search for the BIR index (Tag '90') inside the Biometric Header Template.

K
O
&?“ 2) Check the length encoded for the BIR index data element.

) -

L& ST R | 1 +1 £ RID - 1 . 1 -
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Expected results 1) Tag'90"' may be present and shall not occur more than once.

2) The bytes that follow the Tag '90' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the BIR index data element.
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A.3.7.18 Test case SE_LDS_DG6_018

Test case-ID

SE_LDS_DG6_018

Purpose

This test checks the presence and encoding of the Biometric Data Block (Tag
'5F2E") in each "Biometric Template" in the "Biometric Group Template" in
EF.DG6.

Iosclon 10

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6.

Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '5E2E") inside the Biometrif
Template.

2) IfTag'5F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) IfTag'5F2E'is present, verify the length of the Biometric Data Block DO.

4) If Tag '5F2E'is present, verify that the tag for the Enciphered Biomefric
Data Block (Tag '7F2E"is"absent.

5) IfTag'5F2E'is absent, verify that the tag for the Enciphered Biometyic Data

Block (Tag '7F2E!)\is present.

Expected results

=

X
O%

1) Tag'5F2E' may-be present and shall not occur more than once.

2) IfTag 'S5E2E' is present, the bytes that follow the Biometric Data Blogk Tag
shall contain a valid length encoding (according to ASN.1 encoding rjles).

3) MTag'5F2E'is present, the encoded length shall match the size of thie
Biometric Data Block DO.

4) If Tag '5F2E' is present, Tag '7F2E' shall be absent.
5) IfTag'5F2E'is absent, Tag '7F2E' shall be present.

A.3.7.19 Test case SE_LDS_ DG6_019

Testcase-ID

SE_LDS_DG6_019

)l‘ﬂmqp This test checks the presence and encoding of the Enciphered BiometricData
Block (Tag '7F2E'") in each "Biometric Template" in the "Biometric Group
Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '7F2E') inside the Biometric
Template.

2) IfTag'7F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) IfTag'7F2E'is present, verify the length of the Enciphered Biometric Data

4) IfTag'7F2E'is present, verify that the tag for the Biometric Data Block( Tag
'5F2E'") is absent.

5) IfTag'7F2E'is absent, verify that the tag for the Biometric Data'Block (Tag
'5F2E'") is present.

Expectdd results 1) Tag'7F2E' may be present and shall not occur more than once.

2) IfTag'7F2E'is present, the bytes that follow the Biométric Data Block Tag
shall contain a valid length encoding (according tg"ASN.1 encoding rules).

3) IfTag'7F2E'is present, the encoded length shalbmatch the size of the
Biometric Data Block DO.

4) IfTag'7F2E'is present, Tag '5F2E' shalhbe absent.

5) IfTag'7F2E'is absent, Tag '5F2E' shall be present.

A.3.7.2() Test case SE_LDS_DG6_020

Test cage-ID

SE_LDS_DG6_020

Purpos¢ This test checks the encdding of the BIR payload (Tag '53") (if present) in each
"Biometric Template"dnthe "Biometric Group Template" in EF.DG6.

Version| 1.0

References ISO/IEC 18013%2:—, Annex C

Profile DG6

Precondlitions 1) EEDBG6 has been retrieved from the IDL.

2)

The Biometric Group Template has been retrieved from EF.DG6.

Test scgnario

<
QX

Rerform the following checks for each "Biometric Template":

% 1) Search for the BIR payload (Tag '53") inside the Biometric Template.
&?‘ 2) IfTag'53'is present, analyze the encoding of the bytes that follow the BIR
%) payload tag.
3) IfTag'53"is present, verify the length of the BIR payload DO.
4) If Tag'53'is present, verify that the tag '73" is absent.
Expected results 1) Tag'53' may be present and shall not occur more than once.
2) IfTag'53"is present, the bytes that follow the BIR payload Tag shall contain
a valid length encoding (according to ASN.1 encoding rules).
3) IfTag'53'is present, the encoded length shall match the size of the BIR
payload DO.
4) If Tag'53'is present, Tag '73" shall be absent.
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A.3.7.21 Test case SE_LDS_DG6_021

Test case-ID SE_LDS_DG6_021

Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in each
"Biometric Template" in the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6;

Test scenario Perform the following checks for each "Biometric Template":

1) Search for the BIR payload (Tag '73') inside the Bionetric Template.

2) IfTag'73'is present, analyze the encoding of thé bytes that follow the BIR
payload tag.

3) IfTag'73'is present, verify the length of¢the'BIR payload DO.

4) If Tag'73'is present, verify that the tag'53" is absent.

Expected results 1) Tag'73' may be present and shall hot occur more than once.

2) IfTag'73'is present, the bytes.that follow the BIR payload Tag shall fontain
a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'73'is present, the encoded length shall match the size of the BIR
payload DO.

4) If Tag'73'is present, Tag '53' shall be absent.

A.3.7.22 Test case SE_LDS_DG6_022

Test case-ID SE_LDS\DG6_022

Purpose This.test checks the encoding of the Security Block (Tag '5F3D'") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG6.

Yersion K% 1.0
References " |ISO/IEC 18013-2:—, Annex C
Profile Qy DG6

)recondi@\% 1) EF.DG6 has been retrieved from the IDL.
P’ 2) The Biometric Group Template has been retrieved from EF.DG6.
'F@?cenario Perform the following checks for each "Biometric Template":

1) Search for the Security Block (Tag '5F3D') inside the Biometric Template.

2) IfTag'5F3D'is present, analyze the encoding of the bytes that follow the
Security Block tag.

3) IfTag'5F3D'is present, verify the length of the Security Block DO.
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Expected results

1) Tag'5F3D' may be present and shall not occur more than once.

2) IfTag'5F3D'is present, the bytes that follow the Security Block Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'5F3D'is present, the encoded length shall match the size of the

Security Block DO.

A.3.8 Test unit SE_LDS_DG7 — Tests for EFDG7

A.3.8.1 | General

Test un]t-ID SE_LDS_DG7
(Standard Encoding — Data Group 7)

Purposeg The test cases in this test unit verify the structure and contents-ofthe IDL LDS
Data Group 7.

Refererices ISO/IEC 18013-2

A.3.8.2 | Test case SE_LDS_DG7_001

Test cage-ID SE_LDS_DG7_.001

Purpos¢ This test checks the template tag; the encaded EF.DG7 element starts with.
Version 1.0

Refererices ISO/IEC 18013-2:—, Annex C

Profile DG7

Precondlitions 1) EF.DG7 has been retrieved’from the IDL.

Test scgnario 1) Check the very first byte'of the EF.DG7 element.

Expectgd results 1) The first byte shallbe '63'.

A.3.8.3 | Test case SE_LDS_DG7_002

Test cage-ID

SE_LDS_DG7_002

Purposeg This test ¢chiecks the encoding of EF.DG7 element length.

Version 1.0

Refererices ISO/IEC 18013-2:—, Annex C

Profile ~4DBG7

Precondlitions \0\, 1) EF.DG7 has been retrieved from the IDL.

Test sce nas'{??\ 1) Analyze the encoding of the bytes that follow the template tag.
% 2) Verify the length of the EF.DG7 object.

Expected results

1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the given EF.DG7 object.

A.3.8.4 Testcase SE_LDS_DG7_003

Test case-ID

SE_LDS_DG7_003

Purpose

This test checks the encoding of the Biometric Group Template (Tag '7F61")
present in EF.DG7.
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Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG7
Preconditions 1) EF.DG7 has been retrieved from the IDL.
Test scenario 1) Search for the Biometric Group Template (Tag '7F61') inside EF.DG7.
2) Check the encoded length of the Biometric Group Template data element.
3) Chcb}\ t}lC lcllst}l Uf t]llC BiUlllCtl ib Gl UulJ TCllllJ}atC data C}Clllcllt.
Expected results 1) Tag'7F61' shall be present.
2) The bytes that follow the Tag '7F61' shall contain a valid length’encolding
(according to ASN.1 encoding rules).
3) The encoded length shall match the size of the Biometric Group Template

data element.

.3.8.5 Test case SE_LDS_DG7_004

Test case-ID

SE_LDS_DG7_004

Purpose This test checks the "Number of Biometric-Templates" DO in the "Biometjric
Group Template" DO (Tag '7F61") in EF:-DG7.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG7
Preconditions 1) EF.DG7 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG7.
Test scenario 1) Search for the-Number of Biometric Templates (Tag '02') inside the
Biometric(Group Template.
2) Analyzethe encoding of the length of the Number of Biometric Templates
D@Q.coded with tag '02".
3)\_Check the value encoded in the Number of Biometric Templates DO.
ixpected results <14 Tag'02' shall be present.
\«
Q% 2) The length encoded in the Number of Biometric Templates DO shall be '01'h.
Q~ 3) The value encoded in the Number of Biometric Templates DO matchg¢s

the number of occurences of a DO with tag '7F60' in the Biometric Group
LR Template.
3-8.6—Testease SELDS-DG7-005

TR OO

Test case-ID

SE_LDS_DG7_005

Purpose This test checks the encoding of each "Biometric Template" DO in the "Biometric
Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG7.
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Test scenario Perform the following checks for each "Biometric Template":

1) Analyze the tag of the Biometric Template.
2) Analyze the encoding of the bytes that follow the tag '7F60".

3) Verify the length of the DO with Tag '7F60'.
Expected results 1) The tag shall be '7F60".

fah

lanh] 1 1 Lrll 1 Lanl | Al raul h | 1l . 1o 1.1 h | h
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(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO with the Tag '7F60'l

A.3.8.7 | Test case SE_LDS_DG7_006

Test cage-ID SE_LDS_DG7_006

Purpose¢ This test checks the encoding of the Biometric Header Tetaplate (Tag 'A1') in
each "Biometric Template" in the "Biometric Group Template" in EF.DG7.

Version 1.0

Refererices ISO/IEC 18013-2:—, Annex C

Profile DG7

Precondlitions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has‘been retrieved from EF.DG7.

Test scgnario Perform the following checks for each "Biometric Template":

1) Search for the Biometric' Header Template (Tag 'A1') inside the Biometric
Template.

2) Analyze the encoding of the bytes that follow the tag 'A1".

3) Check the length of the Biometric Header Template.
Expectdd results 1) Tag'Al-shall be present.

2) Thebytes that follow the Tag 'A1' shall contain a valid length encoding
(aceording to ASN.1 encoding rules).

3),~The encoded length shall match the size of the Biometric Header Template.

A.3.8.8 | Test case SE_LDS_DG7_008

Testcage-lD X\ |SE_LDS_DG7.008

Purposg @) This test checks the encoding of the Patron Header Version (if present) in the
Biometric Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG7.
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Test scenario For each "Biometric Template", perform the following checks if the (optional)
Patron Header Version data element with tag '80' is present inside the
Biometric Header Template:

1) Search for the Patron Header Version (Tag '80') inside the Biometric Header

Template.

2) Check the length encoded for the Patron Header Version data element.

20 Ll 1= +1 1 £] Dot 1L | A®S o dat 1 i
JJ UIITCR TIICT VAdIUT UT tIIT T atlT UIT' TTCTAUTT VET STUIT Udtd TITITITTIT.

Expected results 1) Tag'80' may be present and shall not occur more than once.

2) The encoded length shall be '02".

3) The Patron Header Version shall have the value '01 01'.

A.3.8.9 Test case SE_LDS_DG7_009

Test case-ID SE_LDS_DG7_009

Purpose This test checks the encoding of the BiometrieType (if present) in the Bipmet-
ric Header Template (Tag 'A1") in each "Bigmetric Template" in the "Bionjetric
Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG7.

Test scenario For each "Biometrije Template", perform the following checks if the (optignal)
Biometric Type data element with tag '81' is present inside the Biometri¢ Head-
er Template:

1) Search for the Biometric Type (Tag '81') inside the Biometric Header
Teniplate.

2) .“Check the length encoded for the Biometric Type data element.

G
\13) Check the value of the Biometric Type data element.
Expected resgé@d 1) Tag'81' may be present and shall not occur more than once.

Q?“ 2) The encoded length shall be '01".
p; V‘é 3) The Biometric Type shall have the value '08' (Finger).

A378: _LDS_DG7-010

Test case-ID SE_LDS_DG7_010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the Biom-
etric Header Template (Tag 'A1') in each "Biometric Template" in the "Biometric
Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7
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Preconditions 1) EF.DG?7 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG7.

Test scenario For each "Biometric Template", perform the following checks if the (optional)
Biometric Subtype data element with tag '82' is present inside the Biometric
Header Template:

1) Search for the Biometric Subtype (Tag '82') inside the Biometric Header
Template.

2) Check the length encoded for the Biometric Subtype data element.

3) Check the value of the Biometric Subtype data element.

Expectdd results 1) Tag '82' shall be present.
2) The encoded length shall be '01".

3) The Biometric Subtype shall have a non-zero value.

A.3.8.11 Test case SE_LDS_DG7_011

Test cage-ID SE_LDS_DG7_011

This test checks the encoding of the Biometric)data creation date and time (if
present) in the Biometric Header Template{Tag 'A1') in each "Biometric Tem-
plate" in the "Biometric Group Template®in EF.DG7.

Purpos

37

Version| 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Precondlitions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Grotip Template has been retrieved from EF.DG7.

3) The Number of Biometric Templates has been retrieved from the Biometric
Group Template.

Test scgnario For each "Biometric Template", perform the following checks if the (optional)
Biometric-data creation date and time data element with tag '83" is present

inside the Biometric Header Template or if more than one Biometric Template ig
presert inside the Biometric Group Template:

?g I) Search for the Biometric data creation date and time (Tag '83") inside the
Q Biometric Header Template.

«?‘ 2) Check the length encoded for the Biometric data creation date and time
S data element.

3) Check the format of the Biometric data creation date and time.

4) Check the value of the Biometric data creation date and time data element.

Expected results 1) Tag '83"' may be present and shall not occur more than once.
2) The encoded length shall be '07'.
3) Date of Issue shall be BCD encoded.

4) The Biometric data creation date and time data element shall represent a
valid date/time coded as YYYYMMDDhhmmss.
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A.3.8.12 Test case SE_LDS_DG7_012

Test case-ID

SE_LDS_DG7_012

Purpose This test checks the encoding of the BIR Creator (if present) in the Biometric
Header Template (Tag 'Al') in each "Biometric Template" in the "Biometric
Group Template" in EF.DG7.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
rofile DG7
Preconditions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG7.

Test scenario

For each "Biometric Template", perform the following checks iPthe (optiq
BIR Creator data element with tag '84' is present inside the Biometric He
Template:

1) Search for the BIR Creator (Tag '84') inside the'Biometric Header Tel

2) Check the length encoded for the BIR Credtor data element.
3) Verify the length of the BIR Creatoy data element.

4) Check the format of the BIR Créeater data element.

nal)
ader

mplate.

Expected results

1) Tag'84' may be present and shall not occur more than once.

2) The bytes that follow the<Tag '84' shall contain a valid length encodi
(according to ASN.1 encoding rules).

3) The encoded length'shall match the size of the BIR Creator data elen

4) The BIR Createor shall be encoded as ANS characters.

ng

lent.

.3.8.13 Test case SE_LDS_DG7:013

Test case-ID

SE_EDS_DG7_013

Purpose This'test checks the encoding of the BDB Validity Period (if present) in the Bi-
ometric Header Template (Tag ‘A1) in each "Biometric Template" in the '|Biome-
~\.-tric Group Template" in EF.DG7.
Yersion <7 |10
Referencesi~  |ISO/IEC 18013-2:—, Annex C
)rofile\A\) ' DG7
)re;Q?a\ltions 1) EF.DG7 has been retrieved from the IDL.
% 20 Thao Diona gt rarm Tamanlata bhaoc b o watinnd oo DDNNCT
LaJ IIIC DIVITICUTIIU UT UMP lbllll.llal-b IIdoO UCLUITTULINIUVOU IIT UL LI .U/
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Test scenario For each "Biometric Template", perform the following checks if the (optional)
BDB Validity Period data element with tag '85' is present inside the Biometric
Header Template:

1) Search for the BDB Validity Period (Tag '85") inside the Biometric Header
Template.

2) Check the length encoded for the BDB Validity Period data element.

20 cl 141 £ PRy A ) ROR Y 1: . . D HPA |
J) GIITURN UIICT TUT ITIAU UL U1IT DUD vauu1L_y I CI1UU.

4) Check the value of the BDB Validity Period data element.

5) Check the consistency of the value of the BDB Validity Period data element.
Expectdd results 1) Tag'85' may be present and shall not occur more than once.

2) The encoded length shall be '08".
3) The BDB Validity Period shall be BCD encoded.

4) The BDB Validity Period shall represent a valid effective date and a valid
expiry date coded as YYYYMMDDYYYYMMDD.

5) The BDB Validity Period effective date shall represent an effective date
BEFORE the expiry date.

A.3.8.14 Test case SE_LDS_ DG7_014

Test cage-ID SE_LDS_DG7_014
Purpos

3~

This test checks the encoding@f the BDB Product Owner, Product Type (if pres-
ent) in the Biometric HeaderTemplate (Tag 'A1') in each "Biometric Template"
in the "Biometric Group Template" in EF.DG7.

Version 1.0

Refererices ISO/IEC 18013-2:~</Annex C

Profile DG7

Precondlitions 1) EF.DG7:has been retrieved from the IDL.

2) TheBiometric Group Template has been retrieved from EF.DG7.

Test scgnario Far-each "Biometric Template", perform the following checks if the (optional)
BDB Product Owner, Product Type data element with tag '86' is present inside
?g the Biometric Header Template:

?§ 1) Search for the BDB Product Owner, Product Type (Tag '86') inside the
A Biometric Header Template.

2) Check the length encoded tor the BDB Product Owner, Product Type data
element.

3) Check the value of the BDB Product Owner, Product Type data element.

4) Check the consistency of the BDB Product Owner, Product Type data
element.
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Expected results 1) Tag'86' may be present and shall not occur more than once.
2) The encoded length shall be '04".

3) The BDB Product Owner, Product Type shall be a concatenation of two 16-
bit POSITIVE integers.

4) The BDB Product Owner, Product Type shall have be a valid combination of
product owner and product type as defined in ISO/IEC 18013-2:—, Annex C.

A.3.8.15 Test case SE_LDS_DG7_015

Test case-ID SE_LDS_DG7_015

Purpose This test checks the encoding of the BDB Format Owner in the-BiometriclHeader
Template (Tag 'A1') in each "Biometric Template" in the "Biemetric Group Tem-
plate" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template hasbeen retrieved from EF.DG7.

Test scenario Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Owner (Tag '87") inside the Biometric Hepder
Template.

2) Check the length-eficoded for the BDB Format Owner data element.
3) Check the valie of the BDB Format Owner data element.

4) Check the'validity of the BDB Format Owner data element.
Expected results 1) Tag '87*shall be present.

2) @he'encoded length shall be '02".
3) . The BDB Format Owner shall be a 16-bit POSITIVE integer.

S ~14) The BDB Format Owner shall have be a valid format owner as defined in
ISO/IEC 18013-2:—, Annex C.

P_

A.3.8.16 Test case SE_LDS_DG7_016

Testcase-ID SE_LDS_DG7.016
)l\lqr)ncn This test checks the nnr‘nrhn(r ofthe BDB Eormat Tvnn in the Biometric Header

Template (Tag 'Al') in each'’ Blometrlc Template" in the 'Biometric Group Tem-
plate" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG7.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Type (Tag '88') inside the Biometric Header
Template.

2) Check the length encoded for the BDB Format Type data element.

3) Check the value of the BDB Format Type data element.

4)  Checkthe vn]idify of the BDRBR Format Typp data element

7

5) Check the consistency of the BDB Format Type data element with the BDB
format owner data element.

Expectgd results

1) Tag '88' shall be present.
2) The encoded length shall be '02".
3) The BDB Format Type shall be a 16-bit POSITIVE integer.

4) The BDB Format Type shall have be a valid format typé& as defined in
ISO/IEC 18013-2:—, Annex C.

5) The BDB Format Type shall be valid in combination with the format owner
data element.

A.3.8.17 Test case SE_LDS_DG7_017

Test cage-ID

SE_LDS_DG7_017

<
QX

S
?\
%&

Purposeg This test checks the encoding of the BIR index (if present) in the Biometric
Header Template (Tag 'Al') in@ach "Biometric Template" in the "Biometric
Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—;Annex C

Profile DG7

Precondlitions 1) EF.DG7hasbeen retrieved from the IDL.
2) The Biemetric Group Template has been retrieved from EF.DG7.

Test scgnario For each’"Biometric Template", perform the following checks if the (optional)

BlR-index data element with tag '90" is present inside the Biometric Header
Template:

1) Search for the BIR index (Tag '90') inside the Biometric Header Template.

2) Check the length encoded for the BIR index data element.

L& ST R | 1 +1 £ RID - 1 . 1 -
D) VEIIly LT ICITg UL O LIIT DIN ITIUCX Udld CITIIICIIL.

Expected results

1) Tag'90"' may be present and shall not occur more than once.

2) The bytes that follow the Tag '90' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the BIR index data element.
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A.3.8.18 Test case SE_LDS_DG7_018

Test case-ID

SE_LDS_DG7_018

Purpose This test checks the presence and encoding of the Biometric Data Block (Tag
'5F2E'") in each "Biometric Template" in the "Biometric Group Template" in EF.DG7.

Version 1.0

references I50/IEC 18015-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved fromEE.DG7.

Test scenario

Perform the following checks for each "Biometric Template™

1) Search for the Biometric Data Block (Tag '5F2E’)\inside the Biometrif
Template.

2) IfTag'5F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) If Tag'5F2E'is present, verify thé length of the Biometric Data Block DO.

4) If Tag '5F2E'is present, verify that the tag for the Enciphered Biomefric
Data Block (Tag '7F2E") is absent.

5) IfTag'5F2E'is absent, verify that the tag for the Enciphered Biometric Data
Block (Tag '7F2E') is'present.

Expected results

c]
N

1) Tag'5F2E' may be present and shall not occur more than once.

2) IfTag '5F2ELis present, the bytes that follow the Biometric Data Blogk Tag
shall contain a valid length encoding (according to ASN.1 encoding rples).

3) IfTag‘5F2E'is present, the encoded length shall match the size of thie
Biometric Data Block DO.

4) 1f Tag '5F2E' is present, Tag '7F2E' shall be absent.

5) IfTag'5F2E'is absent, Tag '7F2E' shall be present.

A.3.8.19 Testcase SE_LDS_DG7_019

Test case*ID SE_LDS_DG7.019

’@o§e This test checks the presence and encoding of the Enciphered Biometric [Data
Block (Tag '7F2E") in each "Biometric Template" in the "Biometric GrouplTem-
plate" in EE.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG7.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '7F2E') inside the Biometric
Template.

2) IfTag'7F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) IfTag'7F2E'is present, verify the length of the Enciphered Biometric Data

4) IfTag'7F2E'is present, verify that the tag for the Biometric Data Block( Tag
'5F2E'") is absent.

5) IfTag'7F2E'is absent, verify that the tag for the Biometric Data'Block (Tag
'5F2E'") is present.

Expectdd results 1) Tag'7F2E' may be present and shall not occur more than once.

2) IfTag'7F2E'is present, the bytes that follow the Biométric Data Block Tag
shall contain a valid length encoding (according tg"ASN.1 encoding rules).

3) IfTag'7F2E'is present, the encoded length shalbmatch the size of the
Biometric Data Block DO.

4) IfTag'7F2E'is present, Tag '5F2E' shalhbe absent.

5) IfTag'7F2E'is absent, Tag '5F2E' shall be present.

A.3.8.2() Test case SE_LDS_DG7_020

Test cage-ID

SE_LDS_DG7_020

Purpos¢ This test checks the encdding of the BIR payload (Tag '53") (if present) in each
"Biometric Template"dnthe "Biometric Group Template" in EF.DG7.

Version| 1.0

References ISO/IEC 18013%2:—, Annex C

Profile DG7

Precondlitions 1) EEDBG7 has been retrieved from the IDL.

2)

The Biometric Group Template has been retrieved from EF.DG7.

Test scgnario

<
QX

Rerform the following checks for each "Biometric Template":

% 1) Search for the BIR payload (Tag '53") inside the Biometric Template.
&?‘ 2) IfTag'53'is present, analyze the encoding of the bytes that follow the BIR
%) payload tag.
3) IfTag'53"is present, verify the length of the BIR payload DO.
4) If Tag'53'is present, verify that the tag '73" is absent.
Expected results 1) Tag'53' may be present and shall not occur more than once.
2) IfTag'53"is present, the bytes that follow the BIR payload Tag shall contain
a valid length encoding (according to ASN.1 encoding rules).
3) IfTag'53'is present, the encoded length shall match the size of the BIR
payload DO.
4) If Tag'53'is present, Tag '73" shall be absent.
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A.3.8.21 Test case SE_LDS_DG7_021

Test case-ID SE_LDS_DG7_021

Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in each
"Biometric Template" in the "Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DGY:

Test scenario Perform the following checks for each "Biometric Template":

1) Search for the BIR payload (Tag '73') inside the Bionetric Template.

2) IfTag'73'is present, analyze the encoding of thé bytes that follow the BIR
payload tag.

3) IfTag'73'is present, verify the length of¢the'BIR payload DO.

4) If Tag'73'is present, verify that the tag'53" is absent.

Expected results 1) Tag'73' may be present and shall hot occur more than once.

2) IfTag'73'is present, the bytes.that follow the BIR payload Tag shall fontain
a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'73'is present, the encoded length shall match the size of the BIR
payload DO.

4) If Tag'73'is present, Tag '53' shall be absent.

A.3.8.22 Test case SE_LDS_DG7_022

Test case-ID SE_LDS\DG7 022

Purpose This.test checks the encoding of the Security Block (Tag '5F3D'") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG7.

Yersion K% 1.0
References " |ISO/IEC 18013-2:—, Annex C
Profile Qy DG7

)recondi@\% 1) EF.DG7 has been retrieved from the IDL.
P’ 2) The Biometric Group Template has been retrieved from EF.DG7.
'F@?cenario Perform the following checks for each "Biometric Template":

1) Search for the Security Block (Tag '5F3D') inside the Biometric Template.

2) IfTag'5F3D'is present, analyze the encoding of the bytes that follow the
Security Block tag.

3) IfTag'5F3D'is present, verify the length of the Security Block DO.
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Expected results 1) Tag'5F3D' may be present and shall not occur more than once.

2) IfTag'5F3D'is present, the bytes that follow the Security Block Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'5F3D'is present, the encoded length shall match the size of the
Security Block DO.

A.3.9 Test unit SE_LDS_DG8 — Tests for EF.DG8

A.3.9.1 | General

Test unit-ID SE_LDS_DGS8
(Standard Encoding — Data Group 8)

Purposeg The test cases in this test unit verify the structure and contents-ofthe IDL LDS
Data Group 8.
Refererices ISO/IEC 18013-2

A.3.9.2 | Test case SE_LDS_DG8_001

Test cage-ID SE_LDS_DG8_001

Purpos¢ This test checks the template tag that the encoded EF.DG8 element starts with.
Version 1.0

Refererices ISO/IEC 18013-2:—, Annex C

Profile DG8

Precondlitions 1) EF.DG8 has been retrieved from the IDL.

Test scgnario 1) Check the very first byte'of the EF.DG8 element.

Expectgd results 1) The first byte shallbe '76".

A.3.9.3 | Test case SE_LDS_DG8_002

Test cade-ID SE_LDS_DG8)002

Purposeg This test ¢checks the encoding of EF.DG8 element length.
Version 1.0

Refererices ISO/IEC 18013-2:—, Annex C

Profile DG8

S,
Precondlitions \O\, 1) EF.DG8 has been retrieved from the IDL.
Test sce nas'{??\ 1) Analyze the encoding of the bytes that follow the template tag.

2) Verify the length of the EF.DG8 object.

Expected results 1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the given EF.DG8 object.

A.3.9.4 Testcase SE_LDS_DG8_003

Test case-ID SE_LDS_DG8_003
Purpose This test checks the encoding of the Biometric Group Template (Tag '7F61")
present in EF.DG8.
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Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG8
Preconditions 1) EF.DG8 has been retrieved from the IDL.
Test scenario 1) Search for the Biometric Group Template (Tag '7F61') inside EF.DG8.
2) Check the encoded length of the Biometric Group Template data element.
3) Chcb}\ t}lC lcllst}l Uf t]llC BiUlllCtl ib Gl UulJ TCllllJ}atC data C}Clllcllt.
Expected results 1) Tag'7F61' shall be present.
2) The bytes that follow the Tag '7F61' shall contain a valid length’encolding
(according to ASN.1 encoding rules).
3) The encoded length shall match the size of the Biometric Group Template

data element.

.3.9.5 Test case SE_LDS_DG8_004

Test case-ID

SE_LDS_DG8_004

Purpose This test checks the "Number of Biometric-Templates" DO in the "Biometjric
Group Template" DO (Tag '7F61'") in EF:-DGS8.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG8
Preconditions 1) EF.DG8 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG8.
Test scenario 1) Search for the-Number of Biometric Templates (Tag '02') inside the
Biometric(Group Template.
2) Analyzethe encoding of the length of the Number of Biometric Templates
D@Q.coded with tag '02".
3)\_Check the value encoded in the Number of Biometric Templates DO.
ixpected results <14 Tag'02' shall be present.
\«
Q% 2) The length encoded in the Number of Biometric Templates DO shall be '01'h.
Q~ 3) The value encoded in the Number of Biometric Templates DO matchg¢s

the number of occurences of a DO with tag '7F60' in the Biometric Group
LR Template.
3-9.6—Testease SE-LDS-DG8-005

T O

Test case-ID

SE_LDS_DG8_005

Purpose This test checks the encoding of each "Biometric Template" DO in the "Biometric
Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG8.
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Test scenario

Perform the following checks for each "Biometric Template":

1y
2)
3)

Analyze the tag of the Biometric Template.
Analyze the encoding of the bytes that follow the tag '7F60'.
Verify the length of the DO with Tag '7F60".

Expected results

iy

fah

The tag shall be '7F60'.

3

3)

lanh] 1 1 Lrll 1 Lanl | Al raul h | 1l . 1o 1.1 h | h
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(according to ASN.1 encoding rules).

The encoded length shall match the size of the DO with the Tag '7F60',

A.3.9.7 | Test case SE_LDS_DG8_006

Test cage-ID

SE_LDS_DG8_006

Purpose¢ This test checks the encoding of the Biometric Header Tetaplate (Tag 'A1') in
each "Biometric Template" in the "Biometric Group Teriplate" in EF.DG8.

Version 1.0

Refererices ISO/IEC 18013-2:—, Annex C

Profile DG8

Precondlitions 1) EF.DG8 has been retrieved from the IDL.
2) The Biometric Group Template has‘been retrieved from EF.DG8.

Test scgnario Perform the following checks for each "Biometric Template":

1y

2)
3)

Search for the Biometric Header Template (Tag 'A1') inside the Biometric
Template.

Analyze the encoding of the bytes that follow the tag 'A1".

Check the length of the Biometric Header Template.

Expectdd results

1y
2)

3)

Tag 'A1-shall be present.

The bytes that follow the Tag ‘A1’ shall contain a valid length encoding
(aceording to ASN.1 encoding rules).

The encoded length shall match the size of the Biometric Header Template.

A.3.9.8 | Test case SE_LDS_DG8_008

Testcage-lD X\ |SE_LDS_DG8_008

Purposg @) This test checks the encoding of the Patron Header Version (if present) in the Bif
ometric Header Template (Tag 'A1') in each "Biometric Template" in the "Biome-
tric Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG8.

66 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013-4:2019(E)

Test scenario For each "Biometric Template", perform the following checks if the (optional)
Patron Header Version data element with tag '80' is present inside the Biomet-
ric Header Template:

1) Search for the Patron Header Version (Tag '80') inside the Biometric Header

Template.

2) Check the length encoded for the Patron Header Version data element.

20 Ll 1= +1 1 £] Dot 1L | A®S o dat 1 i
JJ UIITCR TIICT VAdIUT UT tIIT T atlT UIT' TTCTAUTT VET STUIT Udtd TITITITTIT.

Expected results 1) Tag'80' may be present and shall not occur more than once.

2) The encoded length shall be '02".

3) The Patron Header Version shall have the value '01 01'.

A.3.9.9 Testcase SE_LDS_DG8_009

Test case-ID SE_LDS_DG8_009

Purpose This test checks the encoding of the BiometrieType (if present) in the Bipmet-
ric Header Template (Tag 'A1") in each "Bigmetric Template" in the "Bionjetric
Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG8.

Test scenario For each "Biometrije Template", perform the following checks if the (optignal)
Biometric Type data element with tag '81' is present inside the Biometri¢ Head-
er Template:

1) Search for the Biometric Type (Tag '81') inside the Biometric Header
Teniplate.

2) .“Check the length encoded for the Biometric Type data element.

G
\13) Check the value of the Biometric Type data element.
Expected resgé@d 1) Tag'81' may be present and shall not occur more than once.

Q?“ 2) The encoded length shall be '01".
p; V‘é 3) The Biometric Type shall have the value '10" (Iris).

A3S: —LDS_ —010

Test case-ID SE_LDS_DG8_010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the Biom-
etric Header Template (Tag 'A1') in each "Biometric Template" in the "Biometric
Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8
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Preconditions 1) EF.DG8 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG8.

Test scenario For each "Biometric Template", perform the following checks if the (optional)
Biometric Subtype data element with tag '82' is present inside the Biometric
Header Template:

1) Search for the Biometric Subtype (Tag '82') inside the Biometric Header
Template.

2) Check the length encoded for the Biometric Subtype data element.

3) Check the value of the Biometric Subtype data element.

Expectdd results 1) Tag'82' may be present and shall not occur more than once.

2) The encoded length shall be '01".

3) The Biometric Subtype shall have a non-zero value.

A.3.9.11 Test case SE_LDS_DG8_011

Test cade-ID SE_LDS_DG8_011

This test checks the encoding of the Biometric)data creation date and time (if
present) in the Biometric Header Template{Tag 'A1') in each "Biometric Tem-
plate" in the "Biometric Group Template®in EF.DG8.

Purpos

37

Version| 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DGS8

Precondlitions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Grotip Template has been retrieved from EF.DG8.

3) The Number of Biometric Templates has been retrieved from the Biometric
Group Template.

Test scgnario For each "Biometric Template", perform the following checks if the (optional)
Biometric-data creation date and time data element with tag '83" is present

inside the Biometric Header Template or if more than one Biometric Template ig
presert inside the Biometric Group Template:

?g I) Search for the Biometric data creation date and time (Tag '83") inside the
Q Biometric Header Template.

«?‘ 2) Check the length encoded for the Biometric data creation date and time
S data element.

3) Check the format of the Biometric data creation date and time.

4) Check the value of the Biometric data creation date and time data element.

Expected results 1) Tag '83"' may be present and shall not occur more than once.
2) The encoded length shall be '07'.
3) Date of Issue shall be BCD encoded.

4) The Biometric data creation date and time data element shall represent a
valid date/time coded as YYYYMMDDhhmmss.
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A.3.9.12 Test case SE_LDS_DG8_012

Test case-ID

SE_LDS_DG8_012

Purpose This test checks the encoding of the BIR Creator (if present) in the Biometric
Header Template (Tag 'Al') in each "Biometric Template" in the "Biometric
Group Template" in EF.DGS8.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
rofile DG8
Preconditions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG8.

Test scenario

For each "Biometric Template", perform the following checks iPthe (optiq
BIR Creator data element with tag '84' is present inside the Biometric He
Template:

1) Search for the BIR Creator (Tag '84') inside the'Biometric Header Tel

2) Check the length encoded for the BIR Credtor data element.
3) Verify the length of the BIR Creatoy data element.

4) Check the format of the BIR Créeater data element.

nal)
ader

mplate.

Expected results

1) Tag'84' may be present and shall not occur more than once.

2) The bytes that follow the<Tag '84' shall contain a valid length encodi
(according to ASN.1 encoding rules).

3) The encoded length'shall match the size of the BIR Creator data elen

4) The BIR Createor shall be encoded as ANS characters.

ng

lent.

.3.9.13 Test case SE_LDS_DG8.013

Test case-ID

SE_EDS_DG8_013

Purpose This'test checks the encoding of the BDB Validity Period (if present) in the Bi-
ometric Header Template (Tag ‘A1) in each "Biometric Template" in the '|Biome-
~\-tric Group Template" in EF.DG8.
Yersion <7 |10
Referencesi~  |ISO/IEC 18013-2:—, Annex C
Profile "\ DG8
)re;Q?a\ltions 1) EF.DG8 has been retrieved from the IDL.
% 20 Thao Diona gt raoumn Tawmanlata bhaoc bhan watinnd o TCDNCO
LaJ IIIC DIVITICUTIIU UT UMP lbllll.llal-\/ IIdo UCLUITTULINICUVOU 1T UL L1 .UU
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Test scenario For each "Biometric Template", perform the following checks if the (optional)
BDB Validity Period data element with tag '85' is present inside the Biometric
Header Template:

1) Search for the BDB Validity Period (Tag '85") inside the Biometric Header
Template.

2) Check the length encoded for the BDB Validity Period data element.

20 cl 141 £ PRy A ) ROR Y 1: . . D HPA |
J) GIITURN UIICT TUT ITIAU UL U1IT DUD vauu1L_y I CI1UU.

4) Check the value of the BDB Validity Period data element.

5) Check the consistency of the value of the BDB Validity Period data element.
Expectdd results 1) Tag'85' may be present and shall not occur more than once.

2) The encoded length shall be '08".
3) The BDB Validity Period shall be BCD encoded.

4) The BDB Validity Period shall represent a valid effective date and a valid
expiry date coded as YYYYMMDDYYYYMMDD.

5) The BDB Validity Period effective date shall represent an effective date
BEFORE the expiry date.

A.3.9.14 Test case SE_LDS_DG8_014

Test cage-ID SE_LDS_DG8_014
Purpos

3~

This test checks the encoding@f the BDB Product Owner, Product Type (if pres-
ent) in the Biometric HeaderTemplate (Tag 'A1') in each "Biometric Template"
in the "Biometric Group Template" in EF.DG8.

Version 1.0

Refererices ISO/IEC 18013-2:~</Annex C

Profile DG8

Precondlitions 1) EF.DG8‘has been retrieved from the IDL.

2) TheBiometric Group Template has been retrieved from EF.DG8.

Test scgnario Far-each "Biometric Template", perform the following checks if the (optional)
BDB Product Owner, Product Type data element with tag '86' is present inside
?g the Biometric Header Template:

?§ 1) Search for the BDB Product Owner, Product Type (Tag '86') inside the
A Biometric Header Template.

2) Check the length encoded tor the BDB Product Owner, Product Type data
element.

3) Check the value of the BDB Product Owner, Product Type data element.

4) Check the consistency of the BDB Product Owner, Product Type data
element.
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Expected results 1) Tag'86' may be present and shall not occur more than once.
2) The encoded length shall be '04".

3) The BDB Product Owner, Product Type shall be a concatenation of two 16-
bit POSITIVE integers.

4) The BDB Product Owner, Product Type shall have be a valid combination of
product owner and product type as defined in ISO/IEC 18013-2:—, Annex C.

A.3.9.15 Test case SE_LDS_DG8_015

Test case-ID SE_LDS_DG8_015

Purpose This test checks the encoding of the BDB Format Owner in the-BiometriclHeader
Template (Tag 'A1') in each "Biometric Template" in the "Biemetric Group Tem-
plate" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template hasbeen retrieved from EF.DG8.

Test scenario Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Owner (Tag '87") inside the Biometric Hepder
Template.

2) Check the length-eficoded for the BDB Format Owner data element.
3) Check the valie of the BDB Format Owner data element.

4) Check the'validity of the BDB Format Owner data element.
Expected results 1) Tag '87*shall be present.

2) @he'encoded length shall be '02".
3) . The BDB Format Owner shall be a 16-bit POSITIVE integer.

S ~14) The BDB Format Owner shall have be a valid format owner as defined in
ISO/IEC 18013-2:—, Annex C.

P_

A.3.9.16 Test case SE_LDS_DG8_016

Testcase-ID SE_LDS_DG8_016
)l\lqr)ncn This test checks the nnr‘nrhn(r ofthe BDB Eormat Tvnn in the Biometric Header

Template (Tag 'Al') in each'’ Blometrlc Template" in the 'Biometric Group Tem-
plate" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG8.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Type (Tag '88') inside the Biometric Header
Template.

2) Check the length encoded for the BDB Format Type data element.

3) Check the value of the BDB Format Type data element.

4)  Checkthe vn]idify of the BDRBR Format Typp data element

7

5) Check the consistency of the BDB Format Type data element with the BDB
format owner data element.

Expectgd results

1) Tag '88' shall be present.
2) The encoded length shall be '02".
3) The BDB Format Type shall be a 16-bit POSITIVE integer.

4) The BDB Format Type shall have be a valid format typé& as defined in
ISO/IEC 18013-2:—, Annex C.

5) The BDB Format Type shall be valid in combination with the format owner
data element.

A.3.9.17 Test case SE_LDS_DG8_017

Test cage-ID

SE_LDS_DG8_017

<
QX

S
?\
%&

Purposeg This test checks the encoding of the BIR index (if present) in the Biometric
Header Template (Tag 'Al') in@ach "Biometric Template" in the "Biometric
Group Template" in EF.DG8:

Version 1.0

References ISO/IEC 18013-2:—;Annex C

Profile DG8

Precondlitions 1) EF.DG8hasbeen retrieved from the IDL.
2) The Biemetric Group Template has been retrieved from EF.DG8.

Test scgnario For each’"Biometric Template", perform the following checks if the (optional)

BlR-index data element with tag '90" is present within the Biometric Header
Template:

1) Search for the BIR index (Tag '90') inside the Biometric Header Template.

2) Check the length encoded for the BIR index data element.

L& ST R | 1 +1 £ RID - 1 . 1 -
D) VEIIly LT ICITg UL O LIIT DIN ITIUCX Udld CITIIICIIL.

Expected results

1) Tag'90"' may be present and shall not occur more than once.

2) The bytes that follow the Tag '90' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the BIR index data element.
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A.3.9.18 Test case SE_LDS_DG8_018

Test case-ID SE_LDS_DG8_018

Purpose This test checks the presence and encoding of the Biometric Data Block (Tag
'5F2E") in each "Biometric Template" in the "Biometric Group Template" in
EF.DG8.

Ferston +6

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved fromy EF.DGS8.

Test scenario Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '5E2E") inside the Biometrif
Template.

2) IfTag'5F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) IfTag'5F2E'is present, verify the length of the Biometric Data Block DO.

4) If Tag '5F2E'is present, verify that the tag for the Enciphered Biomefric
Data Block (Tag '7F2E"is"absent.

5) IfTag'5F2E'is absent, verify that the tag for the Enciphered Biometyic Data
Block (Tag '7F2E!)\is present.

Expected results 1) Tag'5F2E' may-be present and shall not occur more than once.

2) IfTag 'S5E2E' is present, the bytes that follow the Biometric Data Blogk Tag
shall contain a valid length encoding (according to ASN.1 encoding rjles).

3) MTag'5F2E'is present, the encoded length shall match the size of thie
Biometric Data Block DO.

cA4) If Tag'5F2E'is present, Tag '7F2E' shall be absent.

N\
Q% 5) IfTag'5F2E'is absent, Tag '7F2E' shall be present.

A.3.9.19 Test case SE_LDS_ DG8_019

'Fel§1({Y§e-lD SE_LDS_DG8_019
)l‘ﬂmqp This test checks the presence and encoding of the Enciphered BiometricData

Block (Tag '7F2E'") in each "Biometric Template" in the "Biometric Group Tem-
plate" in EF.DGS8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG8.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '7F2E') inside the Biometric
Template.

2) IfTag'7F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) IfTag'7F2E'is present, verify the length of the Enciphered Biometric Data

4) IfTag'7F2E'is present, verify that the tag for the Biometric Data Block( Tag
'5F2E'") is absent.

5) IfTag'7F2E'is absent, verify that the tag for the Biometric Data'Block (Tag
'5F2E'") is present.

Expectdd results 1) Tag'7F2E' may be present and shall not occur more than once.

2) IfTag'7F2E'is present, the bytes that follow the Biométric Data Block Tag
shall contain a valid length encoding (according tg"ASN.1 encoding rules).

3) IfTag'7F2E'is present, the encoded length shalbmatch the size of the
Biometric Data Block DO.

4) IfTag'7F2E'is present, Tag '5F2E' shalhbe absent.

5) IfTag'7F2E'is absent, Tag '5F2E' shall be present.

A.3.9.2() Test case SE_LDS_DG8_020

Test cage-ID

SE_LDS_DG8_020

Purpos¢ This test checks the encdding of the BIR payload (Tag '53") (if present) in each
"Biometric Template"dnthe "Biometric Group Template" in EF.DG8.

Version| 1.0

References ISO/IEC 18013%2:—, Annex C

Profile DG8

Precondlitions 1) EEDBG8 has been retrieved from the IDL.

2)

The Biometric Group Template has been retrieved from EF.DG8.

Test scgnario

<
QX

Rerform the following checks for each "Biometric Template":

% 1) Search for the BIR payload (Tag '53") inside the Biometric Template.
&?‘ 2) IfTag'53'is present, analyze the encoding of the bytes that follow the BIR
%) payload tag.
3) IfTag'53"is present, verify the length of the BIR payload DO.
4) If Tag'53'is present, verify that the tag '73" is absent.
Expected results 1) Tag'53' may be present and shall not occur more than once.
2) IfTag'53"is present, the bytes that follow the BIR payload Tag shall contain
a valid length encoding (according to ASN.1 encoding rules).
3) IfTag'53'is present, the encoded length shall match the size of the BIR
payload DO.
4) If Tag'53'is present, Tag '73" shall be absent.
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A.3.9.21 Test case SE_LDS_DG8_021

Test case-ID SE_LDS_DG8_021

Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in each
"Biometric Template" in the "Biometric Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG8;

Test scenario Perform the following checks for each "Biometric Template":

1) Search for the BIR payload (Tag '73') inside the Bionetric Template.

2) IfTag'73'is present, analyze the encoding of thé bytes that follow the BIR
payload tag.

3) IfTag'73'is present, verify the length of¢the'BIR payload DO.

4) If Tag'73'is present, verify that the tag'53" is absent.

Expected results 1) Tag'73' may be present and shall hot occur more than once.

2) IfTag'73'is present, the bytes.that follow the BIR payload Tag shall fontain
a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'73'is present, the encoded length shall match the size of the BIR
payload DO.

4) If Tag'73'is present, Tag '53' shall be absent.

A.3.9.22 Test case SE_LDS_DG8_022

Test case-ID SE_LDS\DG8_022

Purpose This.test checks the encoding of the Security Block (Tag '5F3D'") (if present) in
eaeh "Biometric Template" in the "Biometric Group Template" in EF.DG8.

Yersion K% 1.0
References " |ISO/IEC 18013-2:—, Annex C
Profile Qy DG8

)recondi@\% 1) EF.DG8 has been retrieved from the IDL.
P’ 2) The Biometric Group Template has been retrieved from EF.DG8.
'F@?cenario Perform the following checks for each "Biometric Template":

1) Search for the Security Block (Tag '5F3D') inside the Biometric Template.

2) IfTag'5F3D'is present, analyze the encoding of the bytes that follow the
Security Block tag.

3) IfTag'5F3D'is present, verify the length of the Security Block DO.
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Expected results 1) Tag'5F3D' may be present and shall not occur more than once.

2) IfTag'5F3D'is present, the bytes that follow the Security Block Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'5F3D'is present, the encoded length shall match the size of the
Security Block DO.

A.3.10 Test unit SE_LDS_DG9 — Tests for EF.DG9

A.3.10.1 General

Test un]t-ID SE_LDS_DG9
(Standard Encoding — Data Group 9)

Purposeg The test cases in this test unit verify the structure and contents-ofthe IDL LDS
Data Group 9.
Refererices ISO/IEC 18013-2

A.3.10.7 Test case SE_LDS_DG9_001

Test cage-ID SE_LDS_DG9_001

Purpos¢ This test checks the template tag that the encoded EF.DG9 element starts with.
Version 1.0

Refererices ISO/IEC 18013-2:—, Annex C

Profile DG9

Precondlitions 1) EF.DGY has been retrieved from the IDL.

Test scgnario 1) Check the very first byte'of the EF.DG9 element.

Expectgd results 1) The first byte shallbe '70".

A.3.10.3 Test case SE_LDS_DG9_002

Test cade-ID SE_LDS_DG9)002

Purposeg This test ¢checks the encoding of EF.DG9 element length.
Version 1.0

Refererices ISO/IEC 18013-2:—, Annex C

Profile DGI

S,
Precondlitions \O\, 1) EF.DGY has been retrieved from the IDL.
Test sce nas'{??\ 1) Analyze the encoding of the bytes that follow the template tag.

2) Verify the length of the EF.DG9 object.

Expected results 1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the given EF.DG9 object.

A.3.10.4 Test case SE_LDS_DG9_003

Test case-ID SE_LDS_DG9_003
Purpose This test checks the encoding of the Biometric Group Template (Tag '7F61")
present in EF.DGO.
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Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG9
Preconditions 1) EF.DGY has been retrieved from the IDL.
Test scenario 1) Search for the Biometric Group Template (Tag '7F61') inside EF.DGO.
2) Check the encoded length of the Biometric Group Template data element.
3) Chcb}\ t}lC lcllst}l Uf t]llC BiUlllCtl ib Gl UulJ TCllllJ}atC data C}Clllcllt.
Expected results 1) Tag'7F61' shall be present.
2) The bytes that follow the Tag '7F61' shall contain a valid length’encolding
(according to ASN.1 encoding rules).
3) The encoded length shall match the size of the Biometric Group Template

data element.

.3.10.5 Test case SE_LDS_DG9_004

Test case-ID

SE_LDS_DG9_004

Purpose This test checks the "Number of Biometric-Templates" DO in the "Biometjric
Group Template" DO (Tag '7F61") in EF:-DGO.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DGIY
Preconditions 1) EF.DGO has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG9.
Test scenario 1) Search for the-Number of Biometric Templates (Tag '02') inside the
Biometric(Group Template.
2) Analyzethe encoding of the length of the Number of Biometric Templates
D@Q.coded with tag '02".
3)\_Check the value encoded in the Number of Biometric Templates DO.
ixpected results <14 Tag'02' shall be present.
\«
Q% 2) The length encoded in the Number of Biometric Templates DO shall be '01'h.
Q~ 3) The value encoded in the Number of Biometric Templates DO matchg¢s

the number of occurences of a DO with tag '7F60' in the Biometric Group
LR Template.
A-330-6Testease SE_1LDS-DG9-005

Test case-ID

SE_LDS_DG9_005

Purpose This test checks the encoding of each "Biometric Template" DO in the "Biometric
Group Template" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Preconditions 1) EF.DGO has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG9.
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Test scenario

Perform the following checks for each "Biometric Template":

1y
2)
3)

Analyze the tag of the Biometric Template.
Analyze the encoding of the bytes that follow the tag '7F60'.
Verify the length of the DO with Tag '7F60".

Expected results

iy

fah

The tag shall be '7F60'.

3

3)

lanh] 1 1 Lrll 1 Lanl | Al raul h | 1l . 1o 1.1 h | h
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(according to ASN.1 encoding rules).

The encoded length shall match the size of the DO with the Tag '7F60',

A.3.10.7 Test case SE_LDS_DG9_006

Test cage-ID

SE_LDS_DG9_006

Purpose¢ This test checks the encoding of the Biometric Header Tetaplate (Tag 'A1') in
each "Biometric Template" in the "Biometric Group Template" in EF.DGO.

Version 1.0

Refererices ISO/IEC 18013-2:—, Annex C

Profile DGY

Precondlitions 1) EF.DGY has been retrieved from the IDL.
2) The Biometric Group Template has‘been retrieved from EF.DG9.

Test scgnario Perform the following checks for each "Biometric Template":

1y

2)
3)

Search for the Biometric Header Template (Tag 'A1') inside the Biometric
Template.

Analyze the encoding of the bytes that follow the tag 'A1".

Check the length of the Biometric Header Template.

Expectdd results

1y
2)

3)

Tag 'A1-shall be present.

The bytes that follow the Tag ‘A1’ shall contain a valid length encoding
(aceording to ASN.1 encoding rules).

The encoded length shall match the size of the Biometric Header Template.

A.3.10.8 Test case SE_LDS_DG9_008

Testcage-lD X\ |SE_LDS_DG9_008

Purposg @) This test checks the encoding of the Patron Header Version (if present) in the Bif
ometric Header Template (Tag 'A1') in each "Biometric Template" in the "Biome-
tric Group Template" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DGY

Preconditions 1) EF.DGY has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG9.
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Test scenario For each "Biometric Template", perform the following checks if the (optional)
Patron Header Version data element with tag '80' is present inside the Biomet-
ric Header Template:

1) Search for the Patron Header Version (Tag '80') inside the Biometric Header

Template.

2) Check the length encoded for the Patron Header Version data element.

20 Ll 1= +1 1 £] Dot 1L | A®S o dat 1 i
JJ UIITCR TIICT VAdIUT UT tIIT T atlT UIT' TTCTAUTT VET STUIT Udtd TITITITTIT.

Expected results 1) Tag'80' may be present and shall not occur more than once.

2) The encoded length shall be '02".

3) The Patron Header Version shall have the value '01 01'.

A.3.10.9 Test case SE_LDS_DG9_009

Test case-ID SE_LDS_DG9_009

Purpose This test checks the encoding of the BiometrieType (if present) in the Bipmet-
ric Header Template (Tag 'A1") in each "Bigmetric Template" in the "Bionjetric
Group Template" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Preconditions 1) EF.DGY has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG9.

Test scenario For each "Biometrije Template", perform the following checks if the (optignal)
Biometric Type data element with tag '81' is present inside the Biometri¢ Head-
er Template ;

1) Search for the Biometric Type (Tag '81') inside the Biometric Header
Teniplate.

2) .“Check the length encoded for the Biometric Type data element.

G
\13) Check the value of the Biometric Type data element.
Expected resgé@d 1) Tag'81' may be present and shall not occur more than once.

2) The encoded length shall be '01' - '03".

?ﬁ 3) The Biometric Type shall have the valid value according to
A ISO/IEC 18013-2:—, Annex C.

A.3.10.10 Test case SE_LDS_DG9_010

Test case-ID SE_LDS_DG9_010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the Biom-
etric Header Template (Tag 'A1') in each "Biometric Template" in the "Biometric
Group Template" in EF.DGO.

Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG9
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Preconditions 1) EF.DG9 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG9.

Test scenario For each "Biometric Template", perform the following checks if the (optional)
Biometric Subtype data element with tag '82' is present inside the Biometric
Header Template:

1) Search for the Biometric Subtype (Tag '82') inside the Biometric Header
Template.

2) Check the length encoded for the Biometric Subtype data element.

3) Check the value of the Biometric Subtype data element.

Expectdd results 1) Tag'82' may be present and shall not occur more than once.

2) The encoded length shall be '01".

3) The Biometric Subtype shall have a non-zero value.

A.3.10.11 Test case SE_LDS_DG9_011

Test cade-ID SE_LDS_DG9_011

This test checks the encoding of the Biometric)data creation date and time (if
present) in the Biometric Header Template{Tag 'A1') in each "Biometric Tem-
plate" in the "Biometric Group Template®in EF.DGO.

Purpos

37

Version| 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Precondlitions 1) EF.DGO has been retrieved from the IDL.

2) The Biometric Grotip Template has been retrieved from EF.DG9.

3) The Number of Biometric Templates has been retrieved from the Biometric
Group Template.

Test scgnario For each "Biometric Template", perform the following checks if the (optional)
Biometric-data creation date and time data element with tag '83" is present

inside the Biometric Header Template or if more than one Biometric Template ig
presert inside the Biometric Group Template:

?g I) Search for the Biometric data creation date and time (Tag '83") inside the
Q Biometric Header Template.

«?‘ 2) Check the length encoded for the Biometric data creation date and time
S data element.

3) Check the format of the Biometric data creation date and time.

4) Check the value of the Biometric data creation date and time data element.

Expected results 1) Tag '83"' may be present and shall not occur more than once.
2) The encoded length shall be '07'.
3) Date of Issue shall be BCD encoded.

4) The Biometric data creation date and time data element shall represent a
valid date/time coded as YYYYMMDDhhmmss.
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Test case SE_LDS_DG9_012

Test case-ID

SE_LDS_DG9_012

Purpose This test checks the encoding of the BIR Creator (if present) in the Biometric
Header Template (Tag 'Al') in each "Biometric Template" in the "Biometric
Group Template" in EF.DGO.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
rofile DG9
Preconditions 1) EF.DGO has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DGO.

Test scenario

For each "Biometric Template", perform the following checks iPthe (optiq
BIR Creator data element with tag '84' is present inside the Biometric He
Template :

1) Search for the BIR Creator (Tag '84') inside the'Biometric Header Tel

2) Check the length encoded for the BIR Credtor data element.
3) Verify the length of the BIR Creatoy data element.

4) Check the format of the BIR Créeater data element.

nal)
ader

mplate.

Expected results

1) Tag'84' may be present and shall not occur more than once.

2) The bytes that follow the<Tag '84' shall contain a valid length encodi
(according to ASN.1 encoding rules).

3) The encoded length'shall match the size of the BIR Creator data elen

4) The BIR Createor shall be encoded as ANS characters.

ng

lent.

.3.10.13

Test case SE_LDS.DG9_013

Test case-ID

SE_EDS_DG9_013

Purpose This'test checks the encoding of the BDB Validity Period (if present) in the Bi-
ometric Header Template (Tag ‘A1) in each "Biometric Template" in the '|Biome-
~\-tric Group Template" in EF.DG9.
Yersion <7 |10
Referencesi~  |ISO/IEC 18013-2:—, Annex C
)rofile\A\) ' DGOY
)re;Q?a\ltions 1) EF.DGY has been retrieved from the IDL.
% 20 Thao Diona gt rarm Tamanlata baoc b oo watinnd Co o TDNCQ
LaJ IIIC DIVITICUTIIU UT UMP lbllll.llal-b IIdo ULulIrrciiritcveu 1ivIiIilI Li.oaJ
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Test scenario For each "Biometric Template", perform the following checks if the (optional)
BDB Validity Period data element with tag '85' is present inside the Biometric
Header Template:

1) Search for the BDB Validity Period (Tag '85") inside the Biometric Header
Template.

2) Check the length encoded for the BDB Validity Period data element.

20 cl 141 £ PRy A ) ROR Y 1: . . D HPA |
J) GIITURN UIICT TUT ITIAU UL U1IT DUD vauu1L_y I CI1UU.

4) Check the value of the BDB Validity Period data element.

5) Check the consistency of the value of the BDB Validity Period data element.
Expectdd results 1) Tag'85' may be present and shall not occur more than once.

2) The encoded length shall be '08".
3) The BDB Validity Period shall be BCD encoded.

4) The BDB Validity Period shall represent a valid effective date and a valid
expiry date coded as YYYYMMDDYYYYMMDD.

5) The BDB Validity Period effective date shall represent an effective date
BEFORE the expiry date.

A.3.10.14 Test case SE_LDS_DG9_014

Test cage-ID SE_LDS_DG9_014
Purpos

3~

This test checks the encoding@f the BDB Product Owner, Product Type (if pres-
ent) in the Biometric HeaderTemplate (Tag 'A1') in each "Biometric Template"
in the "Biometric Group Template" in EF.DGO.

Version 1.0

Refererices ISO/IEC 18013-2:~</Annex C

Profile DG9

Precondlitions 1) EF.DG9has been retrieved from the IDL.

2) TheBiometric Group Template has been retrieved from EF.DG9.

Test scgnario Far-each "Biometric Template", perform the following checks if the (optional)
BDB Product Owner, Product Type data element with tag '86' is present inside
?g the Biometric Header Template:

?§ 1) Search for the BDB Product Owner, Product Type (Tag '86') inside the
A Biometric Header Template.

2) Check the length encoded tor the BDB Product Owner, Product Type data
element.

3) Check the value of the BDB Product Owner, Product Type data element.

4) Check the consistency of the BDB Product Owner, Product Type data
element.
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Expected results

1) Tag'86' may be present and shall not occur more than once.
2) The encoded length shall be '04".

3) The BDB Product Owner, Product Type shall be a concatenation of two 16-
bit POSITIVE integers.

4) The BDB Product Owner, Product Type shall have be a valid combination of
product owner and product type as defined in ISO/IEC 18013-2:—, Annex C.

A.3.10.15 Test case SE_LDS_DG9_015

Test case-ID

SE_LDS_DG9_015

Purpose This test checks the encoding of the BDB Format Owner in the-BiometriclHeader
Template (Tag 'A1') in each "Biometric Template" in the "Biemetric Group Tem-
plate" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Preconditions 1) EF.DGI has been retrieved from the IDL.

2) The Biometric Group Template hasbeen retrieved from EF.DG9.

Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Owner (Tag '87") inside the Biometric Hepder
Template.

2) Check the length-eficoded for the BDB Format Owner data element.
3) Check the valie of the BDB Format Owner data element.

4) Check the'validity of the BDB Format Owner data element.

Expected results

&)

P_

-

1) Tag '87*shall be present.
2) @he'encoded length shall be '02".
3) . The BDB Format Owner shall be a 16-bit POSITIVE integer.

4) The BDB Format Owner shall have be a valid format owner as defineld in
ISO/IEC 18013-2:—, Annex C.

A.3.10.16 Test case SE_LDS_DG9_016

’F(;%QXsTe-ID SE_LDS_DG9_016

burbose This test checks the encoding of the BDB Eormat Type in the Biometric Header
. Template (Tag 'Al') in each'’ Blometrlc Template" in the 'Biometric Group Tem-

plate" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DGOY

Preconditions 1) EF.DGY has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG9.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Type (Tag '88') inside the Biometric Header
Template.

2) Check the length encoded for the BDB Format Type data element.

3) Check the value of the BDB Format Type data element.

4)  Checkthe vn]idify of the BDRBR Format Typp data element

7

5) Check the consistency of the BDB Format Type data element with the BDB
format owner data element.

Expectgd results

1) Tag '88' shall be present.
2) The encoded length shall be '02".
3) The BDB Format Type shall be a 16-bit POSITIVE integer.

4) The BDB Format Type shall have be a valid format typé& as defined in
ISO/IEC 18013-2:—, Annex C.

5) The BDB Format Type shall be valid in combination with the format owner
data element.

A.3.10.17

Test case SE_LDS_DG9_017

Test cage-ID

SE_LDS_DG9_017

)

Purposeg This test checks the encoding of the BIR index (if present) in the Biometric
Header Template (Tag 'Al') in@ach "Biometric Template" in the "Biometric
Group Template" in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:—;Annex C

Profile DGY

Precondlitions 1) EF.DGYhasbeen retrieved from the IDL.
2) The Biemetric Group Template has been retrieved from EF.DG9.

Test scgnario For each’"Biometric Template", perform the following checks if the (optional)

<
QX

N

BlR-index data element with tag '90" is present inside the Biometric Header
Template :

1) Search for the BIR index (Tag '90') inside the Biometric Header Template.

2) Check the length encoded for the BIR index data element.

L& ST R | 1 +1 £ RID - 1 . 1 -
D) VEIIly LT ICITg UL O LIIT DIN ITIUCX Udld CITIIICIIL.

Expected results

1) Tag'90"' may be present and shall not occur more than once.

2) The bytes that follow the Tag '90' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the BIR index data element.
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A.3.10.18 Test case SE_LDS_DG9_018

Test case-ID

SE_LDS_DG9_018

Purpose

This test checks the presence and encoding of the Biometric Data Block (Tag
'5F2E") in each "Biometric Template" in the "Biometric Group Template" in
EF.DGO.

Iosclon 10

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Preconditions 1) EF.DGY has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DGO.

Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '5E2E") inside the Biometrif
Template.

2) IfTag'5F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) IfTag'5F2E'is present, verify the length of the Biometric Data Block DO.

4) If Tag '5F2E'is present, verify that the tag for the Enciphered Biomefric
Data Block (Tag '7F2E"is"absent.

5) IfTag'5F2E'is absent, verify that the tag for the Enciphered Biometyic Data

Block (Tag '7F2E!)\is present.

Expected results

=

X
O%

1) Tag'5F2E' may-be present and shall not occur more than once.

2) IfTag 'S5E2E' is present, the bytes that follow the Biometric Data Blogk Tag
shall contain a valid length encoding (according to ASN.1 encoding rjles).

3) MTag'5F2E'is present, the encoded length shall match the size of thie
Biometric Data Block DO.

4) If Tag '5F2E' is present, Tag '7F2E' shall be absent.
5) IfTag'5F2E'is absent, Tag '7F2E' shall be present.

A.3.10.19 Test case SE_LDS_DG9 019

Testcase-ID

SE_LDS_DG9_019

)l‘ﬂmqp This test checks the presence and encoding of the Enciphered BiometricData
Block (Tag '7F2E'") in each "Biometric Template" in the "Biometric Group Tem-
plate" in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Preconditions 1) EF.DGY has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG9.

© ISO/IEC 2019 - All rights reserved

85


https://standardsiso.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013-4:2019(E)

Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '7F2E') inside the Biometric
Template.

2) IfTag'7F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) IfTag'7F2E'is present, verify the length of the Enciphered Biometric Data

4) IfTag'7F2E'is present, verify that the tag for the Biometric Data Block( Tag
'5F2E'") is absent.

5) IfTag'7F2E'is absent, verify that the tag for the Biometric Data'Block (Tag
'5F2E'") is present.

Expectdd results 1) Tag'7F2E' may be present and shall not occur more than once.

2) IfTag'7F2E'is present, the bytes that follow the Biométric Data Block Tag
shall contain a valid length encoding (according tg"ASN.1 encoding rules).

3) IfTag'7F2E'is present, the encoded length shalbmatch the size of the
Biometric Data Block DO.

4) IfTag'7F2E'is present, Tag '5F2E' shalhbe absent.

5) IfTag'7F2E'is absent, Tag '5F2E' shall be present.

A.3.10.20 Test case SE_LDS_DG9_020

Test cage-ID

SE_LDS_DG9_020

Purpos¢ This test checks the encdding of the BIR payload (Tag '53") (if present) in each
"Biometric Template"dnthe "Biometric Group Template" in EF.DG9.

Version| 1.0

References ISO/IEC 18013%2:—, Annex C

Profile DGY

Precondlitions 1) EEBG9 has been retrieved from the IDL.

2)

The Biometric Group Template has been retrieved from EF.DG9.

Test scgnario

<
QX

Rerform the following checks for each "Biometric Template":

% 1) Search for the BIR payload (Tag '53") inside the Biometric Template.
&?‘ 2) IfTag'53'is present, analyze the encoding of the bytes that follow the BIR
%) payload tag.
3) IfTag'53"is present, verify the length of the BIR payload DO.
4) If Tag'53'is present, verify that the tag '73" is absent.
Expected results 1) Tag'53' may be present and shall not occur more than once.
2) IfTag'53"is present, the bytes that follow the BIR payload Tag shall contain
a valid length encoding (according to ASN.1 encoding rules).
3) IfTag'53'is present, the encoded length shall match the size of the BIR
payload DO.
4) If Tag'53'is present, Tag '73" shall be absent.
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A.3.10.21 Test case SE_LDS_DG9_021

Test case-ID SE_LDS_DG9_021

Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in each
"Biometric Template" in the "Biometric Group Template" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Preconditions 1) EF.DGY has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG9;

Test scenario Perform the following checks for each "Biometric Template":

1) Search for the BIR payload (Tag '73') inside the Bionetric Template.

2) IfTag'73'is present, analyze the encoding of thé bytes that follow the BIR
payload tag.

3) IfTag'73'is present, verify the length of¢the'BIR payload DO.

4) If Tag'73'is present, verify that the tag'53" is absent.

Expected results 1) Tag'73' may be present and shall hot occur more than once.

2) IfTag'73'is present, the bytes.that follow the BIR payload Tag shall fontain
a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'73'is present, the encoded length shall match the size of the BIR
payload DO.

4) If Tag'73'is present, Tag '53' shall be absent.

A.3.10.22 Test case SE_LDS_DG9_022

Test case-ID SE_LDS\DG9 022

Purpose This.test checks the encoding of the Security Block (Tag '5F3D'") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DGO.

Yersion K% 1.0
References " |ISO/IEC 18013-2:—, Annex C
Profile Qy DG9

)recondi@\% 1) EF.DGY has been retrieved from the IDL.
P’ 2) The Biometric Group Template has been retrieved from EF.DG9.
'F@?cenario Perform the following checks for each "Biometric Template":

1) Search for the Security Block (Tag '5F3D') inside the Biometric Template.

2) IfTag'5F3D'is present, analyze the encoding of the bytes that follow the
Security Block tag.

3) IfTag'5F3D'is present, verify the length of the Security Block DO.
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Expected results

1) Tag'5F3D' may be present and shall not occur more than once.

2) IfTag'5F3D'is present, the bytes that follow the Security Block Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'5F3D'is present, the encoded length shall match the size of the
Security Block DO.

A.3.11 Test unit SE_LDS_SOD — Tests for EE.SOD

A.3.11.1 General

Test un]t-ID SE_LDS_SOD
(Standard Encoding — Document Security Object)

Purposeg The test cases in this test unit verify the structure and contents-ofthe IDL LDS
Security Object.

Refererices ISO/IEC 18013-2
ISO/IEC 18013-3

A.3.11.24 Test case SE_LDS_SOD_001

Test cage-ID SE_LDS_SOD_001

Purpos¢ This test checks the template tag; the encoded EF.SOD element starts with.
Version 1.0

Refererices ISO/IEC 18013-3

Profile PA

Precondlitions 1) EF.SOD has been retrieved from the IDL.

Test scgnario 1) Check the very firstbyte of the EF.SOD element.

Expectgd results 1) The first byteshall be '77".

A.3.11.3 Test case SE_LDS_SOD_002

Test cage-ID

SE_LDS$=SOD_002

Purposeg This'test checks the encoding of EF.SOD element length.

Version 10

Referenlces {TSO/IEC 18013-3

Profile N A

Preconditigp@‘ 1) EF.SOD has been retrieved from the IDL.

Test sce nﬁ'g}) ' 1) Analyze the encoding of the bytes that follow the template tag.

2) Verify the length of the EF.SOD object.

Expected results

1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the given EF.SOD object.

A.3.11.4 Test case SE_LDS_SOD_003

Test case-ID

SE_LDS_SOD_003

Purpose

This test checks the ASN#1 encoding of the PCKS#7 signedData object.
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Version 1.0
References ISO/IEC 18013-3
RFC-3369
Profile PA
Preconditions 1) EF.SOD has been retrieved from the IDL.
Test scenario 1) Analyze the ASN.1 encoding of the content of EF.SOD.
2) Analyze the value of the EESQD template
Expected results 1) The signedData object shall be DER encoded.
2) The value of the EF.SOD template shall be a ContentInfo data.element of the

SignedData Type as specified in RFC-33609.

A.3.11.5 Test case SE_LDS_SOD_004

Test case-ID SE_LDS_SOD_004
Purpose This test checks the value encoded in the signedPata element.
Version 1.0
References ISO/IEC 18013-3
RFC-3369
Profile PA
Preconditions 1) EF.SOD has been retrievedfrom the IDL.
2) The SignedData field has been retrieved from the ContentInfo DO in [EF.SOD.
Test scenario 1) Check the SignedData version value (Tag '02").
2) Check the digestAlgorithms list (Tag '31").
3) Check the@ContentType (Tag '06").
4) Check the certificates list (Tag 'A0").
5) (Check the Certificate Revocation Lists (Tag 'A1").
Expected results 1)"~The version shall be 3.
\% 2) The digestAlgorithms list may contain all used digestAlgorithms in the
Q% signedData. The digestAlgorithms list shall not contain other digest
Q. algorithms than those specified in ISO/IEC 18013-3:2017, 8.1.4.
Qv 3) The eContentType shall have OID as specified in ISO/IEC 18013-3:2({17,
«?ﬁ Table 2.
%) 4) Tag 'A0' may be present and shall occur only once.
5) Tag'Al' shall be absent.

A.3.11.6 Test case SE_LDS_SOD_005

Test case-ID

SE_LDS_SOD_005

Purpose This test checks the SignerInfo element of the signedData structure.
Version 1.0
References ISO/IEC 18013-3

RFC-3369
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Profile

PA

Preconditions

1y

2) The SignedData field has been retrieved from the ContentInfo DO in EF.SOD.

EF.SOD has been retrieved from the IDL.

Test scenario

Perform the following checks for each entry of the "signerInfos” field in the

signedData structure:

1y

Check the signer info version (Tag '02").

2)
3)
4)
5)

6)
7)
8)
9)

Check the choice in the sid field (first instance

Check the certificate identified in the sid field.

Check the digestAlgorithm field (second instance of Tag '30").

Check the presence of the Digest Algorithm Identifier in the
digestAlgorithmlist of the signedData element.

Check the signedAttrs element (Tag 'A0").
Check the value of the signed Attrs element.
Check the value of the signed Attrs element.

Check the message-digest Attribute.

10) Check the content-type Attribute.

11) Check the SigningTime attribute“if present.

12) Check the signatureAlgorithm element.

13) Check the signature element.

of Tag '30").
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Expected results 1) The version shall be 1 or 3.

2) The sid field shall match the signer info version value (version 1 if
issuerandSerialNumber is used and 3 if subjectKeyldentifier is used).

3) The certificate identified in the sid field shall be included in the signed data
certificates list or available from a trusted source.

4) The digestAlgorithms list shall be one of the algorithms specified in
ISO/IEC 18013-3:2017, 8.1.4 (i.e. only the following algorithms are allowed:
SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512).

5) The digestAlgorithm should be included in the digestAlgorithmlist qf the
signedData element.

6) Tag'A0' shall be present and shall occur only once.
7) The signed attributes list shall contain the messagé-digest attribute
8) The signed attributes list shall contain the coftent-type attribute.

9) The value of the message-digest attributeshall match the hash valug of the
eContent element (using the digestAlgorithm specified above).

10) The content-type attribute value shall match the encapContentinfo
eContentType value in the signed-data.

11) The signing time shall be within the validity period of the signing
certificate.

12) The signature algorithm shall refer to an algorithm specified in
ISO/IEC 18013-3:20117, 8.1.5 [i.e. the algorithm shall be using RSASSA-PSS,
RSASSA-PKCS1-v1.5, or ECDSA (ANSI X9.62)].

13) The signature shall be valid.

A.3.11.7 Test case SE_LDS_SOD_006

Test case-ID SE~LLDS_SOD_006

Purpose This test checks the LDS Security Object stored as eContent in the signedDa-
. &jta Object.

Version (\(O‘ 1.0
References_<~  |ISO/IEC 18013-3

?\

R\ RFC-3369
’roiilv} PA
’@Bnditions 1) EF.SOD has been retrieved from the IDL.

2) The SignedData field has been retrieved from the ContentInfo DO in EF.SOD.
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Test scenario

1) Check the ASN.1 encoding of the LDS Security Object.
2) Check the encoding of the LDS Security Object.

3) Check the LDS Security Object version (Tag '02").

4) Check the digestAlgorithm identifier.

5) Check the DataGroupHash Sequence.

66— tCheckthedatatroupmumbersimthe Batatroup HashSequernce:
7) Check the dataGroup numbers in the DataGroup Hash Sequence.

8) Check the dataGroup hash values in the Hash Sequence.

Expectgd results

1) The LDS Security Object shall be DER encoded.

2) The encoding of the LDS Security Object shall follow the ASN1.1 encoding
specified in ISO/IEC 18013-3:2017, 8.1.5.1.

3) The version shall be 0.

4) The digestAlgorithms list shall be one of the digest algorithms specified
in ISO/IEC 18013-3:2017, 8.1.4 (i.e. SHA-1, SHA-224, SHA-256, SHA-384, or
SHA-512).

5) The Hash Sequence shall contain at least the entries for DG 1.

6) The Hash Sequence shall contain,ahash value for all present data groups.
The Hash Sequence shall not ¢éhtain additional hash value for non-existing
data groups.

7) The referred data groups shall match the Data Group list in the EF.COM.

8) All hash values shall be valid.

A.3.11.8§ Test case SE_LDS_SOD_007

Test cage-ID

SE_LDS_SOD_007

Purpose¢ This test checks the signing certificate used to verify the EF.SOD object.
Version 1.0
References ISO/IEC 18013-3
vg RFC-3280
Profile AQ‘ PA

Precondliti ?*\

)

1) EF.SOD has been retrieved from the IDL.

2)  The Qignndnafn field has bheen retrieved from the Contentlnfo DO in EESQ

J

3) The Signing Certificate has been retrieved (from the SignedData structure
or from a trusted source).

4) The Issuing Authority Certificate has been retrieved from a trusted source.
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Test scenario 1) Check the ASN.1 encoding of the signing certificate.
2) Check the ASN.1 structure of the signing certificate.
3) Check the signing certificate version.

4) Check the signature field of the certificate.

5) Check the certificates validity period.

hY yall 1l e - . 1 -
O] CUIICCK LIIC CCT LITICALES IS5 UCT CTITIIITIIL.

7) Check the subjectPublicKeyInfo element.
8) Check the AKID extension in the signing certificate.

9) Check that the SubjectKeyldentifier extension of the counhtry signing
certificate matches the AuthorityKeyldentifier of thesigning certifidate.

10) Check the keyUsage extension of the signing certificate.
11) Check the signatureAlgorithm element.

12) Verify the signatureValue of the signing certificate with the public key of
the Issuing Authority certificate.

Expected results 1) The signing certificate shall be DER encoded.

2) The signing certificate shall be encoded as specified in RFC 3280.
3) The version shall be 2,

4) The algorithm indjcated in the signature element shall match the OID in the
signatureAlgorithm field.

5) The validity period shall use UTC time for dates until 2049 and shall use
GeneralisédTime for dates after 2049 inclusive. (NOTE It is not nec¢ssary
that the certificate is still valid; it shall only have been valid at signing
time)..The validity period of the signing certificate shall be within the
validity period of the country signing certificate.

6)"~The issuer shall match the subject of the provided country signing
C certificate.

N\
Q% 7) The algorithm identifier in the subjectPublicKeylnfo shall refer to a
Q~ algorithm specified in ISO/IEC 18013-3:2017, 8.1.5 (i.e. the algorithm shall
?‘ be using RSASSA-PSS, RSASSA-PKCS1-v1.5, or ECDSA).

«?§ 8) The AKID extension shall be present and shall contain a keyldentifier value.
%) 9) The SubjectKeyldentifier extension shall match the AKID of the signjng
certificate.

10) The keyUsage extension shall be marked critical and only the
digitalSignature bit shall be set.

11) The signatureAlgorithm shall indicate one of the algorithms specified in
ISO/IEC 18013-3:2017, 8.1.5 (i.e. the algorithm shall be using RSASSA-PSS,
RSASSA-PKCS1-v1.5, or ECDSA).

12) Verification shall be successful.

© ISO/IEC 2019 - All rights reserved 93


https://standardsiso.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013-4:2019(E)

A.3.12 Test unit SE_LDS_DG12 — Tests for EF.DG12

A.3.12.1 General

Test unit-ID SE_LDS_DG12
(Standard Encoding — Data Group 12)
Purpose The test cases in this test unit verify the structure and contents of the IDL LDS
Data Group 12.
References ISO/IEC 18013-2
ISO/IEC 18013-3
A.3.12.7 Test case SE_LDS_DG12_001
Test cage-ID SE_LDS_DG12_001
Purpos¢ This test checks the template tag that the encoded EF.DG12(element starts with
Version 1.0
Refererices ISO/IEC 18013-3
Profile NMA
Precondlitions 1) EF.DG12 has been retrieved from the IDL;
Test scgnario 1) Check the very first byte of the EF.DG12 element.
Expectgd results 1) The first byte shall be '71'.
A.3.12.3 Test case SE_LDS_DG12_002
Test cade-ID SE_LDS_DG12_002
Purpose¢ This test checks the enceding of EF.DG12 element length.
Version 1.0
References ISO/IEC 18013-3
Profile NMA
Precondlitions 1) EF.DGI12 has been retrieved from the IDL.
Test scgnario 1) AnalyZe the encoding of the bytes that follow the template tag.
2)~ Verify the length of the EF.DG12 object.
Expectdd results 1)) The bytes that follow the template tag shall contain a valid length encoding
?g (according to ASN.1 encoding rules).
N Q 2) The encoded length shall match the size of the given EF.DG12 object.
A.3.12.4 Test case SE_LDS_DG12_003

Test case-ID

SE_LDS_DG12_003

Purpose This test checks the encoding of the SAI Reference String (Tag '82") present in
EF.DG12.

Version 1.0

References ISO/IEC 18013-3
ISO/IEC 8859-1

Profile NMA

Preconditions 1) EF.DG12 has been retrieved from the IDL.
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Test scenario

iy
2)
3)
4)
5)

Search for the SAI Reference String (Tag '82') inside EF.DG12.
Check the encoded length of the SAI Reference String data element.
Check the length of the SAI Reference String data element.

Check the value of the SAI Reference String.

If the SAI Reference String starts with '00’, check the value of the
subsequent bytes of the SAI Reference String.

6)

7)

8)

If the SAI Reference String starts with '01', check the value of the
subsequent bytes of the SAI Reference String.

If the SAI Reference String starts with '01', check the value of the
subsequent bytes of the SAI Reference String.

If the SAI Reference String starts with '01', check the'value of the
subsequent bytes of the SAI Reference String.

Expected results

=

iy
2)

3)

4)
5)

6)

7)

8)

Tag '82' shall be present.

The bytes that follow the Tag '82' shall contain a valid length encodi
(according to ASN.1 encoding rules).

The encoded length shall match thé'size of the SAI Reference String
element.

The first byte of the SAI Réference String shall be '00" or '01".

The subsequent bytes*of the SAI Reference String shall be encoded i

accordance with ISOAEC 8859-1.

The subsequent bytes of the SAI Reference String shall be 2 BCD
encoded bytes:

The seeond byte of the SAI Reference String shall refer to an existing
Group in the IDL.

The third byte of the SAI Reference String shall refer to a field in an
Data Group in the IDL that is available outside the ICC (i.e. DG1 Field
DG2 Field 1..7), or DG3 Field 1..4).

Hata

Data

pxisting
1.9,

.3.12.5 Test case’'SE_LDS_DG12_004

Test case~(l~&~ :

SE_LDS_DG12_004

’urp%‘g}v This test checks the encoding of the SAI Input Method (Tag '81") present fin
R EF.DG12.
Version 1.2

References ISO/IEC 18013-3
Profile NMA
Preconditions 1) EF.DG12 has been retrieved from the IDL.
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Test scenario

1) Search for the SAI Input Method (Tag '81') inside EF.DG12.

2) Check the encoded length of the SAI Input Method data element, if present.
3) Check the length of the SAI Input Method data element.

4) Check the value of the SAI Input Method.

5) Check the value of the SAI Input Method.

el CALL P W SR | h R - C T e Wa WA | 1l £1 PR W R |
O] ITUIT OAT HTIPUt MTUIUU SLAT LS WILIT U4, LIITUK LT PIESCILT UL Dy LT 4 U1 LT

SAI Input Method.
7) Check the value of byte 2 of the SAI Input Method.
8) Check the value of byte 3 of the SAI Input Method, if present.
9) Check the value of the bytes 4 - 7 of the SAI Input Method, ifpresent.

10) Check the consistency of the bytes 4 and 6 of the SAI Input Method, if
present.

11) Check the consistency of the bytes 5 and 7 of the’SAI Input Method, if
present.

<X

Expectgd results

Q
Qv
%

1) Tag'81' may be present and shall not occur. more than once.
2) The encoded length shall be '01', '02}.0r '07".

3) The encoded length shall match the size of the SAI Input Method data
element.

4) The first nibble of byte 1 of the SAI Input Method shall be "0, '1' or '2' or '4'.
5) The second nibble of byte 1 of the SAI Input Method shall be '0’, '1' or '2".
6) Byte 2 of the SALInput Method shall be present.

7) Byte 2 of the SAI Input Method shall have one of the following values : '00’,
'01','02,403", 'FE', or 'FF".

8) Byte3.0f the SAI Input Method shall have the value '00" or '01'.
9) «Byite 4 - 7 of the SAI Input Method shall be BCD encoded.

10) Byte 4 of the SAI Input Method shall be smaller than byte 6 of the SAI
Input Method.

11) Byte 7 of the SAI Input Method shall be smaller than byte 5 of the SAI
Input Method.

A.3.13 Testunit SE_LDS_DGI3 — Tests for EF.DG13

Test unit-ID

SE_LDS_DG13
(Standard Encoding — Data Group 13)

Purpose The test cases in this test unit verify the structure and contents of the IDL LDS
Data Group 13.

References ISO/IEC 18013-2
ISO/IEC 18013-3
[TR-ICAO Part 3]
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Test cases, which were defined in ISO/IEC 18013-4:2011, are replaced by test cases defined in [TR-ICAO

Part 3].

Apply [TR-ICAO Part 3], clause 4.7.

For eMRTD, read IDL.

For EF.DG15, read EF.DG13.

For R1, read ISO/IEC 18013-2:— and ISO/IEC 18013-3:2017

Ih test case LDS_]_05, delete Test Scenario step 4 and Expected Result step 4.

A.3.14 Test unit SE_LDS_DG14 — Tests for EF.DG14

Test unit-ID SE_LDS_DG14
(Standard Encoding — Data Group 14)

Purpose The test cases in this test unit verify the structure ahd contents of the 1D}
Data Group 14.

L LDS

References ISO/IEC 18013-2:—
ISO/IEC 18013-3:2017
[TR-ICAO Part 3]

HAP is not supported in ISO/IEC 18013-3:2017.

oy

pply [TR-ICAO Part 3], clause 4.5.
Hor eMRTD, read IDL.

Hor [R1], read [Doc 9303].

Hor [R5] read [BSI TR-03111].

Ih test case LDS_E_07 Expected result step 3 delete:

- ecdsa-plain-SHA1: (0ID:.0%4.0.127.0.7.1.1.4.1.1)

- ecdsa-plain-RIPEMD160: (OID: 0.4.0.127.0.7.1.1.4.1.6)

—

he following test case-shall not be applied:

— Test case LDS-E_08.

A.3.15 Test'unit SE_LDS_CardAccess — Tests for EF.CardAccess

oY

pply FR-ICAO Part 3], clause 4.6.

Hor-¢eMRTD read IDI

For [R1], read [Doc 9303]
In Test case LDS_I_02 step 2, replace the algorithm identifier list by the following:

—  id-PACE-ECDH-GM-3DES-CBC-CBC
(OID : 0.4.0.127.0.7.2.2.4.2.1)

— id-PACE-ECDH-GM-AES-CBC-CMAC-128
(OID:0.4.0.127.0.7.2.2.4.2.2)

— id-PACE-ECDH-GM-AES-CBC-CMAC-192
(OID:0.4.0.127.0.7.2.2.4.2.3)
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— id-PACE-ECDH-GM-AES-CBC-CMAC-256
(OID:0.4.0.127.0.7.2.2.4.2.4)

In Test case LDS_I_02 step 5, remove the following Parameterld from the list:

‘00’ if 1024-bit MODP Group with 160-bit Prime Order Subgroup is used.
— ‘071" if 2048-bit MODP Group with 224-bit Prime Order Subgroup is used.
— ‘02’ if 2048-bit MODP Group with 256-bit Prime Order Subgroup is used.

In Test dase LDS_I_03 step 2, replace the protocol identifier list by the following:

— id-PACE-ECDH-GM
(OIy: 0.4.0.127.0.7.2.2.4.2)

In Test dase LDS_I_03 step 3, replace the algorithm identifier list by the following:
— ecPublicKey (OID: 1.2.840.10045.2.1)

In Test dase LDS_I_03 step 4, the parameters shall only follow KAEG specification’(ECDH). Remove D

verificafion.
The follgwing test case shall not be applied:
— Testcase LDS_1_04

A.3.16 Test unit SE_LDS_MRZ — Tests for 1-line MRZ

A.3.16.1 General

T

Test unjt-ID SE_LDS_MRZ
(Standard Encoding — Maehine Readable Zone)

chine Readable Zone:

Purpose¢ The test cases in this testunit verify the structure and content of the 1-line Ma-

Refererices ISO/IEC 18013-3

A.3.16.2 Test case SE_LDS_MRZ_001

Test cade-ID SE_LDS“MRZ_001
Purposeg Thistest checks the length of the MRZ.
Version 12

\
Referejces _~&.J1SO/IEC 18013-3

Profile[ .V~ [MRZ

Preconqli@ipﬁs 1) The MRZ has been read from the IDL.

Test scenario 1) Count the characters of the MRZ.

Expected results |1) The MRZ shall consist of 30 characters

A.3.16.3 Test case SE_LDS_MRZ_002

Test case-ID SE_LDS_MRZ_002

Purpose This test checks the encoding of the “Identifier” element of the MRZ.
Version 1.2

References ISO/IEC 18013-3
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Profile MRZ

Preconditions 1) The MRZ has been read from the IDL.

Test scenario 1) Analyse the 15t character of the MRZ.

Expected results |1) The 1stcharacter of the MRZ shall have a value of “D”.

A.3.16.4 Test case SE_LDS_MRZ_003

Test case-ID SE LDS MRZ 003

Purpose This test checks the encoding of the “Configuration” element of the MRZ!

Version 1.2

References ISO/IEC 18013-3

Profile MRZ

Preconditions 1) The MRZ has been read from the IDL.

Test scenario 1) Analyse the 2Md character of the MRZ.

Expected results (1) The 2nd character of the MRZ shall have a value ¢énforming to the spedifica-
tion of the configuration data element specified in [SO/IEC 18013-3:2017, 8{3.2.5.3.

A.3.16.5 Test case SE_LDS_MRZ_004

Test case-ID SE_LDS_MRZ_004

Purpose This test checks the encoding of the*Discretionary data” element of the MRZ.
Version 1.2

References ISO/IEC 18013-3

Profile MRZ

Preconditions 1) The MRZ has been 1ead from the IDL.

Test scenario 1) Analyse the 314 to 29th character of the MRZ.

Expected results (1) The 314 tp-29% characters of the MRZ shall only contain characters of the
followingeharacter set:
0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ<
exCluding the space character.

o~y

.3.16.6 Test case SE.LDS_MRZ_005

Test case-ID AQ" SE_LDS_MRZ_005
Purpose -V\S~ This test checks the encoding and value of the “Check digit” element.

‘/ersioq&) ’ 1.2

{ef,eq&[%es ISO/IEC 18013-3

Profile MRZ

Preconditions 1) The MRZ has been read from the IDL.
Test scenario 1) Analyse the 30th character of the MRZ.

2) Calculate the check digit over the characters in positions 1-29.
Expected results |[1) The 30th character of the MRZ shall have a numerical value.

2) The value of the encoded check digit shall match the calculated check digit.

A.3.16.7 Test case SE_LDS_MRZ_006

Test case-ID |SE_LDS_MRZ_OO6
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Purpose This test checks the consistency of the “Configuration” element with the actual
configuration of the IDL.
Version 1.2
References ISO/IEC 18013-3
Profile MRZ
Preconditions 1) The MRZ has been read from the IDL.
2) The 2nd character of the MRZ has been analysed.
Test scgnario 1) Ifthe 2nd character contains a value other than “<”, perform the security
mechanism indicated in the “Configuration” element.
Expectgd results 1) The “Configuration” element shall be consistent with the actual configuration
of the card (e.g for “P”, it shall be possible to establish a secure channel using
PACE, etc.)

A.3.16.8§ Test case SE_LDS_MRZ_007

Test cade-ID SE_LDS_MRZ_007

Purpose¢ This test checks successful establishment of BAP using-the correct MRZ.
Version 1.2

Refererices ISO/IEC 18013-3

Profile MRZ, BAP

Precondlitions 1) The MRZ has been read from the IDL.

Test scgnario 1) Establish BAP using the correct MRZ.

Expectdd results |1) Establishment of BAP shall be successful.

A.3.16.9 Test case SE_LDS_MRZ_008

Test cage-ID SE_LDS_MRZ_008
Purpose¢ This test checks that\BAP shall not be established when using an incorrect MRZ.
Version 1.2
Refererices ISO/IEC 18043-3
Profile MRZ, BAP
Precondlitions 1) The&MRZ has been read from the IDL.
2) NAtleast 1 character of the “Discretionary data” element has been modified.
Test scgnario 1) Establish BAP using the modified MRZ.
Expectg¢d resg@ 1) Establishment of BAP shall fail.

A.3.16.10 Test case SE_LDS_MRZ_009

Test case-ID

SE_LDS_MRZ_009

Purpose This test checks successful performance of NMA using the correct MRZ.
Version 1.2

References ISO/IEC 18013-3

Profile MRZ, NMA

Preconditions 1) The MRZ has been read from the IDL.

Test scenario 1) Perform NMA using the correct MRZ.

Expected results

1) Performance of NMA shall be successful.

100
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A.3.16.11 Test case SE_LDS_MRZ_010

Test case-ID SE_LDS_MRZ_010

Purpose This test checks that NMA shall not be successful when using an incorrect MRZ.
Version 1.2

References ISO/IEC 18013-3

Profile MRZ, NMA

Preconditions 1) The MRZ has been read from the IDL,

2) Atleast 1 character of the “Discretionary data” element has been modified.
Test scenario 1) Perform NMA using the modified MRZ.
Expected results |1) Performance of NMA shall fail.

A.3.16.12 Test case SE_LDS_MRZ_011

Test case-ID SE_LDS_MRZ_011

Purpose This test checks successful establishment of PACE using the correct MRZ.
Version 1.2

References ISO/IEC 18013-3

Profile MRZ, PACE

Preconditions 1) The MRZ has been read from the IDL.
Test Scenario 1) Establish PACE using the correet MRZ.
Expected Results |1) Establishment of PACE shdlbe successful.

A.3.16.13 Test case SE_LDS_MRZ 012

Test case-ID SE_LDS_MRZ_012
Purpose This test checks:that PACE shall not be established when using an incorrect{ MRZ.
Version 1.2
References ISO/IEG-$8013-3
Profile MRZ; PACE
Preconditions | 1)\_The MRZ has been read from the IDL.
(\% 2) Atleast 1 character of the “Discretionary data” element has been modified.
Test scenar&v 1) Establish PACE using the modified MRZ.
Expectedresults |1) Establishment of PACE shall fail.
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Annex B
(normative)

Test case specification: Commands for SE on SIC

B.1 G

This an

B2 G

B.2.1

The test
be presd
units for

All tests

B.2.2

For sett
series o
commar

A three-
otherwi

For SIC

behavio
changed
tests ha
Therefo

B.2.3
In order]

ISO/IEC
security

bneral

ex specifies the test cases for commands implemented for SE on SIC.

eneral test requirements

Preconditions for testing

5 in this annex require a fully personalized IDL. This means that all mandatory data groups sha
nt. This annex tests all mandatory ISO/IEC 7816 commands of the SIC. There are additional tes
testing of optional features such as PACE, BAP, EAC and NMA.

are mandatory unless marked as optional or conditional.

[est setup

ng up these tests, any reader for communicating/with SIC compliant with the ISO/IEC 781
" the ISO/IEC 14443 series can be used. The reader shall support extended length APDUs an
d chaining.

evel certificate hierarchy is applicable for EAC in all test cases except where explicitly specifie

Se.

supporting EAC, this test case specification contains certain test cases which verify the IDL}
- with expired certificates. During these tests, the effective date stored inside the chip i
. For these tests, a set of certificates can be used only once with a single IDL sample. After thes
ve been performed, another sample or a new set of certificates is needed to repeat the test
e, it is recommended.to'perform these tests as the last one in a test sequence.

mplementation conformance statement
to set up thé tests properly, Tables B.1 and B.2 shall be completed.

18013-2\defines several optional elements that may be supported by an IDL. This includg
mechanisms like PACE, BAP, EAC and AA as well as additional data groups (DG 2 to DG 14).

Since th

=+ —

[o [@ e

M)

bS€ elements are optional, it is not possible to define the corresponding tests as mandatory fd

I

each IDL. Therefore, this document specifies a set of profiles. Each profile covers a specific optional
element. A tested IDL shall be assigned to the supported profiles in the ICS, and a test shall only be

perform

NOTE

102

ed if the IDL supports this profile.

No profile IDs are explicitly defined for DG 12 to DG14 because the EAC, AA and NMA profiles cover
these data groups implicitly.
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Table B.1 — Implementation conformance statement

18013-4:2019(E)

Chip Authentication is ba]i?
fie-Hellman and Termng uthentication is based on
)

Elliptic curve algorith

Applicable Protection level
Profile Information for test setup (Plain, BAP, PACE
(YES or NO) or EAC)

Plain Neither BAP nor PACE protected
0ddIns Read Binary with odd instruction byte supported
SMI Security Mechanism Indicator
DG2 IDL contains elementary file with LDS Data Group 2
DG3 IDL contains elementary file with LDS Data Group 3 RS
DG4 IDL contains elementary file with LDS Data Group 4 (\Q\
DG5S IDL contains elementary file with LDS Data Group 5 b; v
DG6 IDL contains elementary file with LDS Data Group 6 'b,
DG7 IDL contains elementary file with LDS Data Group 7 Q\Q
DG8 IDL contains elementary file with LDS Data Group 8 ~ i\
DG IDL contains elementary file with LDS Data Group 9 \Q/\}
DG10 IDL contains elementary file with LDS Data Group 10 O\\v
DG11 IDL contains elementary file with LDS Data Group 11, \(pv
PA Passive Authentication . Q\
pAA Active Authentication (\Y

AA-ECDSA AA ECDSA algorithm KV

AA-RSA AA RSA algorithm O
NMA Non-Match Alert %)
BAP Basic Access Protection k\’Q‘
EAC (CA+TA) Extended Access Control v1. ‘\Q“‘

on Elliptic Curve Dif-

CA-KAT

Chip Authenticafion with MSE:Set KAT

CA-ATGA

Chip Authentication with MSE:Set AT &
General nticate

CA-KEYREF

4

Chip Alﬁb“e-;ltication may use Explicit key
@Jh (Keyld is used in ChipAuthenticationInfo

sel
a{%hipAuthenticationPublicKeyInfo)
| (OA-KEYREF profile used in [TR-ICAO Part 3])

TA-MIG

R

Q

"Terminal Authentication supports the migration
of the cryptographic algorithm (MIG profile used
in [BSI TR-03105-3.2])

TA D@i\s
S

Terminal Authentication supports Certificate
date validation (DATE profile used in

[BSI TR-03105-3.2])

PACE

Password Authenticated Connection Establishment
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Table B.2 — Configuration information

Supported

Profile Configuration information

PA Provide the country signing certificate name:

BAP Provide the reference string provided with the samples:

EAC Provide the Chip Authentication configuration list described in the EF.DG14
(Algorithm OID + Public Key parameters):

Chip Authentication with MSE:Set AT & General Authenticate for 3DESjalgorithm support
YES/NO

Provide the Invalid key ID for explicit key selection (required for Test case ISO7816_1_14 and
Test case ISO 7816_11_13 of explicit key selection is suppoxrted)

Provide the Terminal authentication ECDSA algorithm (Key Size + Hash Algorithm):

Provide the Primary trust point certificate information (Certification Authority Reference,
Effective date, Expiration date):

Note that for the test scenarios.cevered by this test plan the time span between “Effective date”
and “Expiration date” shall be at least 2 months, otherwise some tests will fail.

Provide the Primarytrust point private key in PKCS 8 format:

Providedthe list of the supported target Terminal Authentication ECDSA algorihm (Key Size +
Hash\Algorithm):

DG11 Pl UV;dC thC tClllP}dtC tas.
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Table B.2 (continued)

019(E)

Suppo!'ted Configuration information
Profile
PACE Provide the configuration list described in the EF.Card Access (Algorithm OID + Domain

parameters):

Provide an invalid key reference for PACE (used in test case SE 1SO7816 _PACE 09):

Provide an invalid password identifier for PACE (used in test case SE_ISO7816 RPACE_08):

Provide a valid PACE OID not supported by the SIC (used in test case SE_ISO7816_PACE_
such an OID can't be provided, SE_ISO7816_PACE_68 is not applicCable):

b8 — if

Provide the command to send to the SIC to verify the chip's ability to still require Secure

If not provided, use ‘00 BO 81 00 00".

d APDU:

B.2.4 Verification of ISO/IEC 7816-4 status'bytes

Hor most of the test cases defined in this dogument, the status bytes returned by the IDL are no
defined in ISO/IEC 18013-2 and ISO/IEG~18013-3. In these cases the result analysis uses the
defined in ISO/IEC 7816-4 in order to.spécify the expected result.

It is only checked that the respénge belongs to the specified category. In cases where the ¢
result is unambiguously defined in ISO/IEC 18013-2 and ISO/IEC 18013-3, the exact value is sp§g
the test case. Proprietary status bytes outside the range of defined ISO status bytes will be tr
fhilures in the test cases,

The status bytes are-defined in ISO/IEC 7816-4:2013, 5.6.

B.3 Testlayer SE_ISO7816 — Security and command tests

B.3.1 Test unit SE_I1SO07816_SelDF — SELECT DF Command

B.31.1 General

L exactly
scheme

xpected
cified in
cated as

This test unit covers all tests about the SELECT DF command. The LDS specification requires the
selection of the LDS application by its AID. Since the AID is unique, selecting the application should be
possible regardless of the previously selected DF or EF. Selecting the LDS Application should also reset
the cards security state but this scenario is tested in the access control unit test.

B.3.1.2 Test case SE_ISO7816_SelDF_1

Test - ID SE_ISO7816_SelDF_1
Purpose Selecting the LDS application using the AID (positive test).
Version 1.0
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Profile
Preconditions 1) LDS application shall not be selected.
Test scenario 1) Send the given SELECT APDU to the IDL.

00 A4 04 0C07 A0 00 0002480200’

Expected results

1) P2 denotes “return no file information”, and there is no Le present. Therefore,
the response data field shall be empty. The IDL return status bytes '90 00".

B.3.1.3 Test case SE_ISO07816_SelDF_2

Test - ID SE_ISO7816_SelDF_2
Purpos¢ Selecting the LDS application using the AID with a wrong CLA byte.
Version 1.0
Profile
Precondlitions 1) LDS application shall not be selected.
Test scgnario 1) Send the given SELECT APDU to the IDL (wrong CLA).
80 A4 04 0C 07 A0 00 00 02 48 02 00’
Expected results [1) The IDL shall return an ISO Checking Error.

B.3.1.4 | Test case SE_ISO7816_SelDF_3

Test - IP SE_ISO7816_SelDF_3

Purposg Selecting the LDS application using wrongAID.

Version 1.0

Profile

Precondlitions 1) LDS application shall not be selected.

Test scgnario 1) Send the given SELECT*APDU to the IDL (wrong AID).
00 A4 04 0C 07 A0 00:00 02 48 02 01’

Expectdd results |1) The IDL shall retarn'an ISO Checking Error.

B.3.1.5 | Test case SE_ISO07816_SelDF_4

Test - ID SE_ISO7816, SelDF_4

Purpose¢ Selecting-the LDS application using wrong P1 byte.

Version 1.0

Profile

Preconalitions‘;\‘ 1) LDS application shall not be selected.

Test sce nay'\&“\ 1) Send the given SELECT APDU to the IDL (wrong P1).
(%5 00 A4 84 0C07 A0 000002480200’

Expected results [1) The IDL shall return an ISO Checking Error.

B.3.1.6 Test case SE_1SO7816_SelDF_5

Test - ID SE_ISO7816_SelDF_5

Purpose Selecting the LDS application using wrong P2 byte.
Version 1.0

Profile

Preconditions 1) LDS application shall not be selected.

106
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Test scenario 1) Send the given SELECT APDU to the IDL (wrong P2).
00 A4 04 8C07 A0 00 0002480200’
Expected results |1) The IDL shall return an ISO Checking Error.

B.3.1.7 Test case SE_ISO7816_SelDF_6

Test - ID SE_ISO07816_SelDF_6
Purpose Selecting the LDS application using wrong Lc byte.
Version 1.0
Profile
Preconditions 1) LDS application shall not be selected.
Test scenario 1) The tester shall ensure that the command with an incorrect Lc byte carf be
transmitted from the reader to the IDL under test.
2) Send the given SELECT APDU to the IDL (wrong Lc)x
00 A4 04 0C 08 A0 00 00 02 48 02 00’
Expected results |1) The reader should be able to transmit the comtand with an incorrect Iljc byte.
If not, the test result shall be recorded as inéonclusive.
2) The IDL shall return an ISO Checking Ertor.
B.3.1.8 Test case SE_ISO7816_SelDF_7
Test - ID SE_ISO7816_SelDF_7
Purpose Selecting twice the LDS application.
Version 1.0
Profile
Preconditions 1) LDS applicatien shall be selected.
Test scenario 1) Send the given SELECT APDU to the IDL.
00 A4 04'9C 07 A0 00 00 02 48 02 00’
Expected results |1) The IDIshall return’90 00’ with an empty data field.

lwel

L 4O ]

ccess'is granted.

.3.2.1 General

B.3.2 Test unit SE_ISO7816_SecBAP- Security conditions of BAP protected IDL

his unit tests'the security conditions of a BAP protected IDL. It shall not be possible to read the
f any present file. The tests of this unit try to access the files with an explicit SELECT EF com
EAD_BINARY command with implicit file selection via the SFI and unsecured READ BINARY while

AL

Ll - b
HICTIT AULESSIITE LU

LAU

~ 1 N - 3 1 ~ 1 1 111 PRS- |
Protciicud UG, CXLCIIUTU dCCESS CUIILTUTL STIAIT D g dIIteuU.

B.3.2.2 Testcase SE_ISO7816_SecBAP_1

content
mand, a

Test - ID SE_ISO7816_SecBAP_1

Purpose Selecting EF.COM

Version 1.0

Profile BAP

Preconditions 1) LDS application shall be selected.
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Test scenario

1) Send the given SELECT APDU to the IDL.
'00 A4 02 0C0200 1E’

Expected results

1) The IDL shall return status bytes '69 82".

B.3.2.3 Test case SE_ISO7816_SecBAP_2

Test - ID SE_ISO7816_SecBAP_2
Purpose Selecting EF.SOD file.
Version 1.0
Profile BAP, PA
Precondlitions 1) LDS application shall be selected.
Test scgnario 1) Send the given SELECT APDU to the IDL.
'00 A4 02 0C 0200 1D’
Expectdd results |1) The IDL shall return status bytes '69 82’.
B.3.2.4 | Test case SE_ISO7816_SecBAP_3
Test - ID SE_ISO7816_SecBAP_3
Purpose¢ Selecting EF.DG1
Version 1.0
Profile BAP
Precondlitions 1) LDS application shall be selected.
Test scgnario 1) Send the given SELECT APDU to'the IDL.
‘00 A4 020C020001
Expectdd results |1) The IDL shall return status'bytes '69 82’.
B.3.2.5 | Test case SE_ISO7816_SecBAP_4
Test - ID SE_ISO7816_SecBAP_4
Purposeg Selecting EF.DG2
Version 1.0
Profile BAP, DG2
Precondlitions 1) ILdDS:application shall be selected.
Test scgnario 1)~ Send the given SELECT APDU to the IDL.
'00 A4 02 0C 020002’
Expectdd res@ 1) The IDL shall return status bytes ‘69 82".
B.3.2.6 | Test case SE_ISO7816_SecBAP_5
Test - ID SE_ISO7816_SecBAP_5
Purpose Selecting EF.DG3
Version 1.0
Profile BAP, DG3
Preconditions 1) LDS application shall be selected.
Test scenario 1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 020003
Expected results |1) The IDL shall return status bytes '69 82'.
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Test - ID SE_ISO7816_SecBAP_6

Purpose Selecting EF.DG4

Version 1.0

Profile BAP, DG4

Preconditions 1) LDS application shall be selected.

Test scenario

1) Sendthe given SELECT APDU to the IDL

00 A4 02 0C0200 04

Expected results

1) The IDL shall return status bytes '69 82’.

B.3.2.8 Test case SE_ISO7816_SecBAP_7

Test - ID SE_ISO7816_SecBAP_7

Purpose Selecting EF.DG5

Version 1.0

Profile BAP, DG5

Preconditions 1) LDS application shall be selected.

Test scenario

1) Send the given SELECT APDU to the IBDL.
'00 A4 02 0C 02 0005

Expected results

1) The IDL shall return status bytes. 69 82,

B.3.2.9 Test case SE_ISO7816_SecBAP_8

Test - ID SE_ISO07816_SecBAP_8

Purpose Selecting EF.DG6

Version 1.0

Profile BAP, DG6

Preconditions 1) LDS application shall be selected.

Test scenario

1) Sendythe given SELECT APDU to the IDL.
'00)A4 02 0C 02 00 06’

Expected results

1)_The IDL shall return status bytes '69 82’.

B.3.2.10 Test case SE_1SO7816_SecBAP_9

Test-ID{)°  [SE_ISO7816_SecBAP.9

Purp Selecting EF.DG7

Version 1.0

PToTIe BAP, DG7

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 020007’

Expected results (1) The IDL shall return status bytes '69 82’.

B.3.2.11 Test case SE_ISO7816_SecBAP_10

Test - ID

SE_ISO7816_SecBAP_10

Purpose

Selecting EF.DG8
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Version 1.0
Profile BAP, DG8
Preconditions 1) LDS application shall be selected.

Test scenario

1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 02 00 08’

Expected results

1) The IDL shall return status bytes '69 82".

B.3.2.12_Test case SE_1S07816 _SecBAP 11

Test - ID SE_ISO7816_SecBAP_11

Purpose¢ Selecting EF.DG9

Version| 1.0

Profile BAP, DG9

Precondlitions 1) LDS application shall be selected.

Test scgnario 1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 02 00 09’

Expectdd results |1) The IDL shall return status bytes '69 82’.

B.3.2.13 Test case SE_ISO7816_SecBAP_12

Test - ID SE_ISO7816_SecBAP_12

Purposeg Selecting EF.DG10

Version 1.0

Profile BAP, DG10

Precondlitions 1) LDS application shall be selected.

Test scgnario 1) Send the given SELECTAPDU to the IDL.
00 A4 02 0C 02 00-0A

Expectd¢d results |1) The IDL shall return status bytes '69 82’.

B.3.2.14 Test case SE_ISO7816_SecBAP_13

Test - ID SE_ISO7816 _SecBAP_13

Purpose¢ Selecting EF.DG11

Version 1.0

Profile _~BAP, DG11

Preconditionssé\‘ 1) LDS application shall be selected.

Testscdnario’  |1) Send the given SELECT APDU to the IDL.
(%) 00 A4 02 0C 02 00 OB’

Expected results [1) The IDL shall return status bytes ‘69 82’.

B.3.2.15 Test case SE_ISO7816_SecBAP_14

Test - ID SE_ISO07816_SecBAP_14

Purpose Selecting EF.DG12

Version 1.0

Profile BAP, NMA

Preconditions 1) LDS application shall be selected.
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Test scenario 1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 02 00 OC’

Expected results |1) The IDL shall return status bytes '69 82’.

B.3.2.16 Test case SE_ISO7816_SecBAP_15

Test - ID SE_1SO7816_SecBAP_15
Purpose Selecting EF.DG13
Version 1.0

Profile BAP, AA

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 02 00 OD’

Expected results |1) The IDL shall return status bytes ‘69 82".

B.3.2.17 Test case SE_ISO7816_SecBAP_16

Test - ID SE_ISO7816_SecBAP_16

Purpose Selecting EF.DG14

Version 1.2

Profile BAP, (EAC or PACE or AA-ECDSA)

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 02 00 OE’

Expected results |1) The IDL shall returnistatus bytes ‘69 82".

B.3.2.18 Test case SE_ISO7816_SecBAP_17

Test - ID SE_ISO7816-SecBAP_17

Purpose Accesingthe EF.COM by READ BINARY with SFI.
Version 1.0

Profile BAP

Preconditions ¢} LDS application shall be selected.

Test scenariQS)' 1) Send the given READ BINARY APDU to the IDL.
RN '00 BO 9E 00 00’

Expec@p&ults 1) Since read access is prohibited without BAP, the response field shall be pmpty.
A The IDL shall return status bytes '69 82’.

19 Testtase SE.1SO07816_SecBAP-18

Ny

3

Test - ID SE_ISO7816_SecBAP_18

Purpose Accessing the EF.SOD (READ BINARY with SFI).
Version 1.0

Profile BAP, PA

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given READ BINARY APDU to the IDL.
00 BO 9D 00 00’
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Expected results

1) Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82",

B.3.2.20 Test case SE_ISO7816_SecBAP_19

Test - ID SE_ISO7816_SecBAP_19

Purpose Accessing the EF.DG1 (READ BINARY with SFI).

Version 1.0

Profile BAP

Precondlitions 1) LDS application shall be selected.

Test scgnario 1) Send the given READ BINARY APDU to the IDL.
00 B0 81 00 00’

Expected results [1) Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82’.

B.3.2.21 Test case SE_ISO7816_SecBAP_20

Test - ID SE_ISO07816_SecBAP_20
Purpos¢ Accessing the EF.DG2 (READ BINARY with SFI).
Version 1.0
Profile BAP, DG2
Precondlitions 1) LDS application shall be selected.
Test scgnario 1) Send the given READ BINARY APDU-to the IDL.
00 B0 82 00 00’
Expectgd results [1) Since read access is prohibitéd without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82’.
B.3.2.22 Test case SE_ISO7816_SecBAP_21
Test - ID SE_ISO7816_SecBAP: 21
Purpose Accessing the EEIDG3 (READ BINARY with SFI).
Version 1.0
Profile BAP, DG3
Precondlitions 1) ~bDS application shall be selected.
Test scgnario 1)¢"Send the given READ BINARY APDU to the IDL.
Ke 00 B0 83 00 00’
Expectg¢d re@ 1) Since read access is prohibited without BAP, the response field shall be empty.
= The IDL shall return status bytes '69 82’.

B.3.2.23 Test case SE_ISO7816_SecBAP_22

Test - ID SE_ISO7816_SecBAP_22

Purpose Accessing the EF.DG4 (READ BINARY with SFI).

Version 1.0

Profile BAP, DG4

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given READ BINARY APDU to the IDL.
00 B0 84 00 00’
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The IDL shall return status bytes '69 82’.

Expected results |1) Since read access is prohibited without BAP, the response field shall be empty.

B.3.2.24 Test case SE_ISO7816_SecBAP_23

Test - ID SE_ISO7816_SecBAP_23

Purpose Accessing the EF.DG5 (READ BINARY with SFI).
Version 1.0

Profile BAP, DG5

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given READ BINARY APDU to the IDL.
00 B0 8500 00’

The IDL shall return status bytes '69 82’.

Expected results [1) Since read access is prohibited without BAP, the responsé field shall be pmpty.

B.3.2.25 Test case SE_ISO7816_SecBAP_24

Test - ID SE_ISO7816_SecBAP_24

Purpose Accessing the EF.DG6 (READ BINARY with, SEJ).
Version 1.0

Profile BAP, DG6

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given READ BINARY APDU to the IDL.
00 B0 86 00 00’

The IDL shall return’status bytes '69 82’.

Expected results |1) Since read access is p¥ohibited without BAP, the response field shall be pmpty.

B.3.2.26 Test case SE_ISO7816_SeécBAP_25

Test-ID SE_IS07816_SecBAP_25

Purpose Accessing the EF.DG7 (READ BINARY with SFI).
Version 1.0

Profile _|\BAP, DG7

)reconditions<\‘< 1) LDS application shall be selected.

Test scenar@~v 1) Send the given READ BINARY APDU to the IDL.
'00 B0 87 00 00’

The IDL shall return status bytes '69 82’.

Q
Exlie&@}'esults 1) Since read access is prohibited without BAP, the response field shall be pmpty.
V.ad

B.3.2.27 Test case SE_ISO7816_SecBAP_26

Test - ID SE_ISO7816_SecBAP_26

Purpose Accessing the EF.DG8 (READ BINARY with SFI).
Version 1.0

Profile BAP, DG8

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given READ BINARY APDU to the IDL.
00 B0 88 00 00’
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Expected results

1) Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82",

B.3.2.28 Test case SE_ISO7816_SecBAP_27

Test - ID SE_ISO7816_SecBAP_27

Purpose Accessing the EF.DG9 (READ BINARY with SFI).

Version 1.0

Profile BAP, DG9

Precondlitions 1) LDS application shall be selected.

Test scgnario 1) Send the given READ BINARY APDU to the IDL.
00 B0 89 00 00’

Expected results [1) Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82’.

B.3.2.29 Test case SE_ISO7816_SecBAP_28

Test - ID SE_ISO7816_SecBAP_28
Purpos¢ Accessing the EF.DG10 (READ BINARY with SFI).
Version 1.0
Profile BAP, DG10
Precondlitions 1) LDS application shall be selected.
Test scgnario 1) Send the given READ BINARY APDU-to the IDL.
00 BO 8A 00 00’
Expectgd results [1) Since read access is prohibitéd without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82’.
B.3.2.3( Test case SE_ISO7816_SecBAP_29
Test - ID SE_ISO7816_SecBAP: 29
Purpose Accessing the EEIDG11 (READ BINARY with SFI).
Version 1.0
Profile BAP, DG1?
Precondlitions 1) ~bDS application shall be selected.
Test scgnario 1)¢"Send the given READ BINARY APDU to the IDL.
Ke 00 BO 8B 00 00’
Expectg¢d re@ 1) Since read access is prohibited without BAP, the response field shall be empty.
= The IDL shall return status bytes '69 82’.

B.3.2.31 Test case SE_ISO7816_SecBAP_30

Test - ID SE_ISO7816_SecBAP_30

Purpose Accessing the EF.DG12 (READ BINARY with SFI).

Version 1.0

Profile BAP, NMA

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given READ BINARY APDU to the IDL.
’00 B0 8C 00 00’
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Expected results

1) Since read access is prohibited without BAP, the response field shall be empty.

The IDL shall return status bytes '69 82’.

B.3.2.32 Test case SE_ISO7816_SecBAP_31

Test - ID SE_ISO7816_SecBAP_31
Purpose Accessing the EF.DG13 (READ BINARY with SFI).
Version 1.0
Profile BAP, AA
Preconditions 1) LDS application shall be selected.
Test scenario 1) Send the given READ BINARY APDU to the IDL.
00 BO 8D 00 00’
Expected results [1) Since read access is prohibited without BAP, the responsé field shall be pmpty.

The IDL shall return status bytes '69 82’.

B.3.2.33 Test case SE_ISO7816_SecBAP_32

Test-ID SE_ISO7816_SecBAP_32
Purpose Reading the EF.DG14 (READ BINARY with SEI).
Version 1.2
Profile BAP, (EAC or PACE or AA-ECDSA)
Preconditions 1) LDS application shall be selected.
Test scenario 1) Send the given READ BINARY APDU to the IDL.
00 BO8E 00 00’
Expected results |1) Since read access is p¥ohibited without BAP, the response field shall be pmpty.

The IDL shall return’status bytes '69 82’.

B.3.2.34 Test case SE_ISO7816_SecBAP_33

Test - ID SE_ISO7816_SecBAP_33
Purpose Accessing the EF.COM file with READ BINARY. The test verifies the enforcerment of
Secure-Messaging while basic access is granted.
Version Lo
Profile _SBAp
’reconditig@y 1) LDS application shall be selected and basic access shall be granted.
Test scen@\g 1) Send the given READ BINARY (SFI) APDU for EF.COM to the IDL.
?§ '0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’
é 2) Send the given READ BINARY APDU as a plain unprotected APDU to theg IDL.
-00-B0-66-00-66-
Expected results [1) The IDL shall return 6 bytes of response data and status bytes '90 00’ within a
valid Secure Messaging encoding.
2) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.35 Test case SE_ISO7816_SecBAP_34

Test - ID

SE_ISO7816_SecBAP_34

Purpose

Accessing the EF.SOD file with READ BINARY. The test verifies the enforcement of

Secure Messaging while basic access is granted.
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Version 1.0
Profile BAP, PA
Preconditions 1) LDS application shall be selected and basic access shall be granted.

Test scenario 1) Sendthe READ BINARY (SFI) APDU for EF.SOD to the IDL.
’'0C B0 9D 00 0D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the

Driving licence.
“00-BO-00-00-06-

Expectgd results [1) The IDL shall return 6 bytes of content data and status bytes ‘90 00" withina
valid Secure Messaging encoding.

2) The IDL shall return ISO checking error without Secure Messagingencoding.

B.3.2.34 Test case SE_ISO7816_SecBAP_35

Test - ID SE_ISO7816_SecBAP_35

Purpose¢ Accessing the EF.DG1 file with READ BINARY. The test vefifies the enforcement of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP

Precondlitions 1) LDS application shall be selected and basi€ access shall be granted.

Test scgnario 1) Send the given READ BINARY (SFI) ARDU for EF.DG1 to the IDL.
'0CB0 81 000D 97 01 06 8E 08 <Chiecksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 B0 00 00 00’

Expectgd results [1) The IDL shall return §bytes of content data and status bytes 90 00" within a
valid Secure Messaging encoding.

2) The IDL shallreturn ISO checking error without Secure Messaging encoding.

B.3.2.37] Test case SE_ISO7816_SecBAP_36

Test - ID SE_ISO7816_SecBAP_36

Purpose¢ Accessing the EF.DG2 file with READ BINARY. The test verifies the enforcement of
Seeutre Messaging while basic access is granted.

Version )10

Profile| >\ |BAP,DG2

Preconqli@;@sg 1) LDS application shall be selected and basic access shall be granted.

Test scemarto 1) Send the given READ BINARY (SFIJAPDU for EF.DGZ2To the IDL.
’0CB082 000D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 B0 00 00 00’

Expected results |1) The IDL shall return 6 bytes of content data and status bytes "90 00’ within a
valid Secure Messaging encoding.

2) The IDL shall return ISO checking error without Secure Messaging encoding.
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B.3.2.38 Test case SE_ISO7816_SecBAP_37

Test - ID SE_ISO7816_SecBAP_37

Purpose Accessing the EF.DG3 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG3

Preconditions 1) LDS application shall be selected and basic access shall be granted.

Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DG3 to the IDL.
’'0C B0 83 000D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to thg
Driving licence.
00 BO 00 00 00’

Expected results [1) The IDL shall return 6 bytes of content data and status\bytes "90 00’ within a
valid Secure Messaging encoding.

2) The IDL shall return ISO checking error withqut'Secure Messaging encqding.

B.3.2.39 Test case SE_ISO7816_SecBAP_38

Test - ID SE_ISO7816_SecBAP_37

Purpose Accessing the EF.DG4 file with READ:BINARY. The test verifies the enforcenpent of
Secure Messaging while basic accéss'is granted.

Version 1.0

Profile BAP, DG4

Preconditions 1) LDS application shall‘be selected and basic access shall be granted.

Test scenario 1) Send the READ BINARY (SFI) APDU for EF.DG4 to the IDL.
'0C B0 84 00 0D-97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to thg
Driving licence.
’00B0-00 00 00’

Expected results [1) _The IDL shall return 6 bytes of content data and status bytes '90 00" within a
valid Secure Messaging encoding.

{\C, 2) The IDL shall return ISO checking error without Secure Messaging encqding.

B.3.2.40 Testcase SE_ISO7816_SecBAP_39

Tes-ID SE_IS07816_SecBAP_39

)ﬁipz)se Accessing the EF.DG5 file with READ BINARY. The test verifies the enforcenjent of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG5

Preconditions 1) LDS application shall be selected and basic access shall be granted.

Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DGS5 to the IDL.
’'0C B0 85 000D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 BO 00 00 00’
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Expected results

1) The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
valid Secure Messaging encoding.

2) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.41 Test case SE_I1SO07816_SecBAP_40

Test - ID SE_ISO07816_SecBAP_40

Purposn Arr‘pccing the EEDGA file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG6

Precondlitions 1) LDS application shall be selected and basic access shall be granted,

Test scgnario 1) Send the given READ BINARY (SFI) APDU for EF.DG6 to the IDL)

'0CB0 86 000D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotectéd APDU to the
Driving licence.
00 B0 00 00 00’

Expectgd results

1) The IDL shall return 6 bytes of content data andstatus bytes '90 00’ within a
valid Secure Messaging encoding.

2) The IDL shall return ISO checking errorwithout Secure Messaging encoding.

B.3.2.47 Test case SE_ISO7816_SecBAP_41

Test - ID SE_ISO07816_SecBAP_41

Purpos¢ Accessing the EF.DG7 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic-access is granted.

Version 1.0

Profile BAP, DG7

Precondlitions 1) LDS application shall be selected and basic access shall be granted.

Test scgnario

1) Send the-given READ BINARY (SFI) APDU for EF.DG7 to the IDL.
’0C B0O-87-00 0D 97 01 06 8E 08 <Checksum> 00’

2) Send-the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
‘00 BO 00 00 00’

Expectg¢d resuth

1) The IDL shall return 6 bytes of content data and status bytes 90 00’ within a
valid Secure Messaging encoding.

c,)g?“

2) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.43 Test case SE_ISO7816_SecBAP_42

Test - ID SE_ISO07816_SecBAP_42

Purpose Accessing the EF.DG8 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG8

Preconditions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DG8 to the IDL.
'0C B0 88 000D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 BO 00 00 00’

Expected results [1) The IDL shall return 6 bytes of content data and status bytes ‘90 00’ within a
valid Secure Messaging encoding.

[a®Y lanh] LI 1 11 A Talal 1 h LI | fal DA - :
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B.3.2.44 Test case SE_ISO7816_SecBAP_43

Test - ID SE_ISO7816_SecBAP_43

Purpose Accessing the EF.DGY file with READ BINARY. The test verifiesthe enforcenjent of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG9

Preconditions 1) LDS application shall be selected and basic-aceess shall be granted.

Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DGO to the IDL.
’'0C B0 89 000D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY ARDU as a plain unprotected APDU to thg
Driving licence.
00 BO 00 00 00’

Expected results [1) The IDL shall return 6 bytes of content data and status bytes "90 00’ within a
valid Secure Messagingencoding.

2) The IDL shall return1SO checking error without Secure Messaging encqding.

B.3.2.45 Test case SE_ISO07816_SecBAP_44

Test - ID SE_ISO7816,_SecBAP_44

Purpose Accessing the EF.DG10 file with READ BINARY. The test verifies the enforcement of
Secure-Messaging while basic access is granted.

Version e

Profile _-“IBAP, DG10

’reconditi(LrQ~ 1) LDS application shall be selected and basic access shall be granted.

Test scen@g 1) Send the given READ BINARY (SFI) APDU for EF.DG10 to the IDL.
% ’'0C B0 8A 00 0D 97 01 06 8E 08 <Checksum> 00’

é 2) Send the given READ BINARY APDU as a plain unprotected APDU to thg
Dl iVills liLCllLC-

’00 BO 00 00 00’

Expected results |1) The IDL shall return 6 bytes of content data and status bytes 90 00’ within a
valid Secure Messaging encoding.

2) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.46 Test case SE_ISO7816_SecBAP_45

[Test - ID |SE_ISO7816_SecBAP 45
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Purpose Accessing the EF.DG11 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG11

Preconditions 1) LDS application shall be selected and basic access shall be granted.

Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DG11 to the IDL.

’0C B0 8B 00 0D 97 01 06 8E 08 <Checksum> 00’

Z) Send the given KEAD BINARY APDU as a plain unprotected ArDU to the
Driving licence.
00 BO 00 00 00’

Expectgd results

1) The IDL shall return 6 bytes of content data and status bytes 90 00’ within a
valid Secure Messaging encoding.

2) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.47] Test case SE_1SO7816_SecBAP_46

Test - ID SE_ISO7816_SecBAP 46

Purpose¢ Accessing the EF.DG12 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted,

Version 1.0

Profile BAP, NMA

Precondlitions 1) LDS application shall be selected and basic access shall be granted.

Test scgnario

1) Send the given READ BINARY (SFI) APDU for EF.DG12 to the IDL.
’'0C B0 8C 00 0D 97 01 06 8E 88 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
‘00 BO 00 00 00’

Expectgd results

1) The IDL shall return 6 bytes of content data and status bytes 90 00’ within a
valid Secure Messaging encoding.

2) The IDL@hall return ISO checking error without Secure Messaging encoding.

B.3.2.48 Test case SE_ISO07816_SecBAP_47

Test - IP SEAISO7816_SecBAP_47

Purposg Q Accessing the EF.DG13 file with READ BINARY. The test verifies the enforcement of
‘\% Secure Messaging while basic access is granted.

Version| ,.&\P 1.0

Profile BAP-AA

Preconditions 1) LDS application shall be selected and basic access shall be granted.

Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DG13 to the IDL.

’'0C B0 8D 00 0D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 BO 00 00 00’

Expected results

1) The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
valid Secure Messaging encoding.

2) The IDL shall return ISO checking error without Secure Messaging encoding.
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B.3.2.49 Test case SE_ISO7816_SecBAP_48

Test - ID SE_ISO7816_SecBAP_48

Purpose Accessing the EF.DG14 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.

Version 1.2

Profile BAP, (EAC or PACE or AA-ECDSA)

Preconditions 1) LDS application shall be selected and basic access shall be granted.

Test scenario

1) Send the given READ BINARY (SFI) APDU for EF.DG14 to the IDL.

’'0C BO 8E 00 0D 97 01 06 8E 08 <Checksum> 00’
2) Send the given READ BINARY APDU as a plain unprotected APDU to thg
Driving licence.
00 BO 00 00 00’

Expected results

1) The IDL shall return 6 bytes of content data and statusbytes ’90 00’ within a

valid Secure Messaging encoding.

2) The IDL shall return ISO checking error withqut'Secure Messaging encqding.

.3.3.1 General

—e

.3.3 Test unit SE_ISO7816_BAP — Basic access protection

his unit checks the BAP implementation of the IDL. The complete BAP access mechanism i
hcluding robustness tests with invalid input data.

5 tested,

This unit only applies to BAP protected IDLs.
B.3.3.2 Test case SE_ISO7816_BAP_1
Test - ID SE_ISO7816_BAP(L
Purpose Verification ofithe GET CHALLENGE command (positive test).
Version 1.0
Profile BAP
Preconditions 1) " LDS application shall be selected and basic access shall not have been

performed.

Test scenario (’

QQ

1) Send the given GET CHALLENGE APDU to the IDL.

0084 00 00 08’

Qv 2) Send the same GET CHALLENGE APDU to the IDL.
) % 00 84 00 00 08’
Egéée)ted results [1) The IDL shall return 8 random bytes of content data and status bytes "90 00°.
2) The IDL shall return 8 different random bytes of content data and status bytes

90 00",

B.3.3.3 Test case SE_ISO7816_BAP_2

Test - 1D SE_ISO7816_BAP_2

Purpose Checking the response to the MUTUAL AUTHENTICATE command (positive test).
Version 1.2

Profile BAP
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Preconditions 1) LDS application shall be selected and basic access shall not have been
performed.

Test scenario 1) Send the given GET CHALLENGE APDU to the IDL.
0084 00 00 08’

2) Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 1 and
the reference string for the IDL under test.
00 82 00 00 28 <Data> 28’

Expectdd results |1) The IDL shall return 8 random bytes of content data and status bytes "90 00/

2) The response from the IDL shall be verified as specified in ISO/IEC 18013-3.
The returned status bytes shall be "90 00.

B.3.3.4 | Test case SE_ISO7816_BAP_3

Test - ID SE_ISO7816_BAP_3
Purpos¢ Checking the authentication failure response to the MUTUALAUTHENTICATE
command.
Version 1.2
Profile BAP
Precondlitions 1) LDS application shall be selected and basigaccess shall not have been
performed.

Test scgnario 1) Send the given GET CHALLENGE APDU+to the IDL.
00 84 00 00 08’

2) Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with an incorrect reference string for the
IDL under test.
00 82 00 00 28 <Datap 28’

Expectdd results |1) The IDL shall return8 random bytes of content data and status bytes '90 00°.

2) The IDL shallreturn an ISO warning or ISO checking error.

B.3.3.5 | Test case SE_ISO7816.BAP_4

Test - ID SE_ISO7816_BAP_4
Purpos¢ Chécking the authentication failure response to the MUTUAL AUTHENTICATE
command.

Version| .§1.2
Profile[ = [BAP

Preconqliﬁipﬁs 1) LDS application shall be selected and basic access shall not have been
performed. The GET CHALLENGE command shall not have been executed.

122 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013-4:2019(E)

Test scenario

1)

2)

3)

Send the given MUTUAL AUTHENTICATE APDU to the IDL.

The field <Data> shall be computed with the challenge 00 00 00 00 00 00 00
00".

00 82 00 00 28 <Data> 28’

Send the given GET CHALLENGE APDU to the IDL.
0084 00 00 08’

Send the given GET CHALLENGE APDU to the IDL.
'0084 000008’

4)

Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returnedn step|2.
’00 82 00 00 28 <Data> 28’

Expected results

1)
2)
3)
4)

The IDL shall return an ISO warning or ISO checking error!
The IDL shall return 8 random bytes of content data and-status bytes "90 00".

The IDL shall return 8 random bytes of content data-and status bytes "90 00’.

The IDL shall return an ISO warning or ISO ¢hecking error.

B.3.3.6 Testcase SE_ISO7816_BAP_5

Test-1D SE_ISO7816_BAP_5

Purpose Checking of the MUTUAL AUTHENTICATE command (robustness test).
Version 1.2

Profile BAP

Preconditions 1) LDS application shallbe selected and basic access shall not have been

performed.
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Test scenario

1) Send the given GET CHALLENGE APDU to the IDL.
0084 00 00 08’

2) Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 1 and
the reference string for the IDL under test.
The CLA byte is set to a wrong value.
80 82 00 00 28 <Data> 28’

3) Sendthe givpn GET CHALLENGE APDU to the IDI

0084 00 00 08’

4) Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step.3 and
the reference string for the IDL under test.
The P1 byte is set to a wrong value.
00 82 60 00 28 <Data> 28’

5) Send the given GET CHALLENGE APDU to the IDL.
0084 00 00 08’

6) Send the given MUTUAL AUTHENTICATE APDU to'the IDL.
The field <Data> shall be computed with the challenge returned in step 5 and
the reference string for the IDL under test.
The P2 byte is set to a wrong value.
00 82 00 60 28 <Data> 28’

7) Send the given GET CHALLENGE APDU to the IDL.
00 84 00 00 08’

8) Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 7 and
the reference string for*the IDL under test.
The <Lc> field is set tora wrong value (advice: use Lc = Lc+1).
00 82 00 00 29 sData> 28’

Expectgd results

g
S
?\

2D

1) The IDL shallgéturn 8 random bytes of content data and status bytes 90 00’.
2) The IDL shall return an ISO warning or ISO checking error.
3) ThelDD shall return 8 random bytes of content data and status bytes 90 00".
4) _The'IDL shall return an ISO warning or ISO checking error.
5). The IDL shall return 8 random bytes of content data and status bytes "90 00’.
6) The IDL shall return an ISO warning or ISO checking error.

7) The IDL shall return 8 random bytes of content data and status bytes 90 00".

8) The IDL shall return an ISO warning or ISO checking error.

B.3.3.7 Test case SE_ISO7816_BAP_6

Test - ID SE_ISO7816_BAP_6

Purpose Checking the response to the MUTUAL AUTHENTICATE command with a cor-
rupted MAC.

Version 1.2

Profile BAP
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Preconditions 1) LDS application shall be selected and basic access shall not have been
performed.
Test scenario 1) Send the given GET CHALLENGE APDU to the IDL.
00 84 00 00 08’
2) Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 1 and
the reference string for the IDL under test. The very last bit of the computed
MAC is incremented by 1.
0082 00 00 28 <Data> 2o’
Expected results |{1) The IDL shall return 8 random bytes of content data and status bytes ™90 00".
2) The IDL shall return an ISO warning or ISO checking error.

B.3.3.8 Testcase SE_ISO7816_BAP_7

Q-
&
?\
N

3)

Test-ID SE_ISO7816_BAP_7
Purpose Checking the Secure Messaging encoding of a READ'BINARY with SFI.
Version 1.0
Profile BAP
Preconditions 1) LDS application shall be selected and.basic access shall be granted.
Test scenario 1) Send the given READ BINARY APBU to the IDL.
'0C BO9E 00 0D 97 01 06 8E 08 <xChecksum> 00’
2) Search for the cryptogram DO encoded in tag ‘87’ and decrypt it with cyirrent
session key.
3) Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.
4) Search for the eryptographic checksum DO encoded in tag ‘8E’ and verify it
with the eurrent session key.
5) Searchfor further DO.
Expected results |1) ThelDL shall return status bytes 90 00".
2)\_The response of step 1 shall contain the read data in a valid cryptogran
a encoded in tag ‘87"

The response of step 1 shall contain SW1-SW2 encoded in tag ‘99’ that ¢quals

the status bytes of the secured response.

4) The response of step 1 shall contain a valid cryptographic checksum encoded
é\?“ in tag ‘SE".
5 Theresponse shaltmot contaim any further data:

B.3.3.9 Test case SE_ISO7816_BAP_8

Test - ID SE_ISO7816_BAP_8

Purpose Checking the Secure Messaging encoding of a READ BINARY OddIns (‘B1") with SFI.
Version 1.2

Profile BAP, OddIns

Preconditions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario 1) Send the given READ BINARY OddIns APDU to the IDL.
’0C B1 00 1E <Lc> 85 <Lgz> <Cryptogram> 97 01 06 8E 08 <Checksum> 00’
— <Cryptogram> is encrypted offset DO with padding data. Offset DO is
’54 01 00°
2) Search for the cryptogram DO encoded in tag ‘85’ and decrypt it with current
session key.
3) Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.
4) Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.
5) Search for further DO.
Expectdd results |1) The IDL shall return status bytes 90 00".
2) Theresponse of step 1 shall contain the read data in a valid-cryptogram
encoded in tag ‘85’. The data shall be encapsulated in DO\53".
3) The response of step 1 should contain SW1-SW2 en¢aded in tag ‘99’ that
equals the status bytes of the secured response;
4) The response of step 1 shall contain a valid.cryptographic checksum encoded
in tag ‘8E".
5) The response shall not contain any further data but the response trailer.

B.3.3.1(Q Test case SE_ISO7816_BAP_9

Test - ID SE_ISO7816_BAP 9

Purposeg Checking the Secure Messaging encoding of a READ BINARY without SFI.

Version 1.2

Profile BAP

Precondlitions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario 1) Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg;> 01 <Cryptogram> 8E 08 <Checksum> 00’
— <Cryptogram> contains the following file identifier:
‘00 1E’
2) Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.
3) Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.
4) Send the given READ BINARY APDU to the IDL.
’'0C B0 00 00 0D 97 01 06 8E 08 <Checksum> 00’
5) Search for the cryptogram DO encoded in tag ‘87’ and decrypt it with ctirrent
session key.
6) Search for the processing status DO encoded in tagt99’ and verify status bytes
received.
7) Search for the cryptographic checksum DO _encoded in tag ‘8E’ and verify it
with the current session key.
8) Search for further DO.
Expected results |1) The IDL shall return status bytes *90 00".
2) Theresponse of step 1 shouldcontain SW1-SW2 encoded in tag ‘99’ thajt
equals the status bytes of-thé’secured response.
3) The response of step Lishall contain a valid cryptographic checksum encoded
in tag ‘8E".
4) The IDL shall return status bytes '90 00’.
5) The respanse of step 4 shall contain the read data in a valid cryptogran
encoded intag ‘87"
6) Thé nesponse of step 4 should contain SW1-SW2 encoded in tag ‘99’ that
equals the status bytes of the secured response.
7)) The response of step 4 shall contain a valid cryptographic checksum encoded
QQ in tag ‘8E".
b?" 8) The response shall not contain any further data but the response trailer.
B.3.3.11 Test case SE_ISO7816_BAP_10
Test—ID SE_1SQ7816 BAP 10
Purpose Checking the Secure Messaging encoding of a READ BINARY OddIns (‘B1’) with-
out SFI.
Version 1.2
Profile BAP, OddIns
Preconditions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario

1y

2)

3)

Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87> 01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 1E’

Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.

Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it

4)

5)

6)

7)

8)

with the current session key.

Send the given READ BINARY OddIns APDU to the IDL.
’0C B1 00 00 <Lc> 85 <L85> <Cryptogram> 97 01 06 8E 08 <Checksum>00’

— <Cryptogram> contains the following encoded offset:
’54 01 00’

Search for the cryptogram DO encoded in tag ‘85’ and decrypt it with current
session key.

Search for the processing status DO encoded in tagt99” and verify status bytes
received.

Search for the cryptographic checksum DQ-elicoded in tag ‘8E’ and verify it
with the current session key.

Search for further DO.

Expectdd results

S
&

1y
2)

3)

4)
5)

6)

7)

8)

The IDL shall return status bytes/90 00’.

The response of step 1 should-¢contain SW1-SW2 encoded in tag ‘99’ that
equals the status bytes of the secured response.

The response of step.1 shall contain a valid cryptographic checksum encoded
in tag ‘8E".

The IDL shall return status bytes 90 00"

The respofise of step 4 shall contain the read data in a valid cryptogram
encoded.in tag ‘85’. The data shall be encapsulated in DO ‘53".

Théresponse of step 4 should contain SW1-SW2 encoded in tag ‘99’ that
equals the status bytes of the secured response.

The response of step 4 shall contain a valid cryptographic checksum encoded
in tag ‘8E".

The response shall not contain any further data but the response trailer.

B.3.3.12 Test case SE_ISO7816_BAP_11

Test - ID SE_ISO7816_BAP_11

Purpose Checking the Secure Messaging handling while basic access is granted for the
SELECT Command (checksum missing).

Version 1.2

Profile BAP

Preconditions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario

1)

2)

Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87> 01 <Cryptogram> 00’

— <Cryptogram> contains the following file identifier:
‘00 1E’

To verify that the error in step 1 has terminated the SM session, send a valid

SM APDU (READ BINARY) to the IDL.
’'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

o 1 1 4
LAPCCLEU TESUILS [1)

2)

my fal A . . CH | 1 1.1 . 1 1
I'IC S5CCuUurc IVIUbbdglllg SCTSSIUIN IS DI'UOKCIL AITU ULIIC SESSIUIL I\be dI' € I1I0 lU[nger

valid. The IDL shall return an ISO_Checking_Error in a plain unprotecte
response APDU.

The IDL shall return an ISO checking error in a plain unprotected respo
APDU.

d

nse

B.3.3.13 Test case SE_ISO7816_BAP_12

Test - ID SE_ISO7816_BAP_12
Purpose Checking the Secure Messaging handling while basic access is granted for the SE-
LECT Command (checksum corrupted).
Version 1.2
Profile BAP
Preconditions 1) LDS application shall be selectedand basic access shall be granted.
Test scenario 1) Send the given SELECT APDUWto the IDL.
'0C A4 02 0C <Lc> 87 <L8%% 01 <Cryptogram> 8E 08 <CorruptedChecksym> 00’
— <Cryptogram> egntains the following file identifier:
‘00 1E’
— <CorruptedChecksums> is a valid checksum which has its last byte
incremented by one
2) To verify that the error in step 1 has terminated the SM session, send a yalid

SMAPDU (READ BINARY) to the IDL.
'0C,B0 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

?\

A\

&,

Expected results |1)

G

The Secure Messaging session is broken and the session keys are no lonfger

valid. The IDL shall return an ISO_Checking_Error in a plain unprotecte
response APDU.

The IDL shall return an ISO checking error in a plain unprotected respad
APDU.

d

nse

B.3:3:14 Test case SE_ISO7816_BAP_13

Test - ID SE_ISO7816_BAP_13

Purpose Checking the Secure Messaging handling while basic access is granted for the
SELECT Command (bad Send Sequence Counter).

Version 1.2

Profile BAP

Preconditions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario

1) Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87> 01 <Cryptogram> 8E 08 <CorruptedChecksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 1E’

— <CorruptedChecksum> is computed with a Send Sequence Counter that is
not incremented

2) To verify that the error in step 1 has terminated the SM session, send a valid

SM APDU (READ BINARY) to the IDL.
'0CBO9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expectgd results

1) The Secure Messaging session is broken and the session keys are no longer
valid. The IDL shall return an ISO_Checking_Error in a plain unprotectéd
response APDU.

2) The IDL shall return an ISO checking error in a plain unprotected response
APDU.

B.3.3.13 Test case SE_ISO7816_BAP_14

Test - ID SE_ISO7816_BAP_14

Purpos¢ Checking the Secure Messaging handling while basic access is granted for the SE-
LECT Command (invalid class byte).

Version 1.2

Profile BAP

Precondlitions 1) LDS application shall be selected and basic access shall be granted.

Test scgnario 1) Send the given SELECT APDU%o the IDL.

’8C A4 02 0C <Lc> 87 <L.87>'01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 1E’

2) Ifthe error codein step 1 was returned in a Secure Messaging response, verify
that the secure messaging session has not been aborted. If a plain error code
was returned, this step is skipped.

Send avalid SM APDU (READ BINARY) to the IDL.
'0CBO00000D97 01 06 8E 08 <Checksum> 00’

Expectgd results

1) AThe IDL shall return an ISO checking error. Note that the behaviour of the chip
regarding the Secure Messaging context is undefined. Therefore this error can
be returned in plain or as an SM response.

2) Ifthis step is not skipped, the IDL shall return an ISO checking error in valid

N
&

Secure Messaging response APDU.

B.3.3.16 Test case SE_ISO7816_BAP_15

Test - ID SE_ISO7816_BAP_15

Purpose Checking the enforcement of the Secure Messaging handling while basic access is
granted for the SELECT Command.

Version 1.0

Profile BAP

Preconditions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario 1) Send the given SELECT APDU to the IDL.
'00 A4020C0200 1E’

2) To verify that the error in step 1 has terminated the SM session, send a valid
SM APDU (READ BINARY) to the IDL.
’'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expected results|1) The Secure Messaging session is broken and the session keys are no longer
valid. The IDL shall return an ISO checking error or 90 00’ in a plain
unprotected response APDU.

2) The IDL shall return an ISO checking error in a plain unprotected response
APDU.

B.3.3.17 Test case SE_ISO7816_BAP_16

Test-ID SE_ISO7816_BAP_16

Purpose Checking the Secure Messaging handling while basic actess is granted for the
READ BINARY Command (checksum missing).

Version 1.0

Profile BAP

Preconditions 1) LDS application shall be selected and basic access shall be granted.

Test scenario 1) Send the given READ BINARY APDUte the IDL.
'0OCBO9E 00 0397 01 06 00’

2) To verify that the error in step 1 has terminated the SM session, send a yalid
SM APDU (READ BINARYJto the IDL.
'0C BO 9E 00 0D 97 01 06.8E 08 <Checksum> 00’

Expected results |1) The Secure Messagingsession is broken and the session keys are no longer

=

valid. The IDL shall return an ISO_Checking_Error in a plain unprotecteqd

response APDU.
2) The IDL shall return an ISO checking error in a plain unprotected respopse
APDU.
B.3.3.18 Test case SE_ISO7816_BAP_17
Test - ID _|SE2ISO7816_BAP_17
Purpose QV Checking the Secure Messaging handling while basic access is granted for the

R READ BINARY Command (checksum corrupted).
Yersion \O\P 1.0
%of/il@?v BAP

’@ﬁditions 1) LDS application shall be selected and basic access shall be granted.

est scenario 1) Send the given KEAD BINARY AFPDU to the IDL.
"0CBO9E 000D 97 01 06 8E 08 <CorruptedChecksum> 00’

— <CorruptedChecksum> is a valid checksum which has its last byte
incremented by one

2) To verify that the error in step 1 has terminated the SM session, send a valid
SM APDU (READ BINARY) to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’
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Expected results

1) The Secure Messaging session is broken and the session keys are no longer
valid. The IDL shall return an ISO_Checking_Error in a plain unprotected
response APDU.

2) The IDL shall return an ISO checking error in a plain unprotected response
APDU.

B.3.3.19 Test case SE_ISO7816_BAP_18

Test - IP SE_ISO7816_BAP_18

Purpose¢ Checking the Secure Messaging handling while basic access is granted for the
READ BINARY Command (invalid class byte).

Version 1.0

Profile BAP

Precondlitions 1) LDS application shall be selected and basic access shall be granted.

Test scgnario 1) Send the given READ BINARY APDU to the IDL.

'8C B0 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

2) Ifthe error code in step 1 was returned in a Secure-Messaging response, verif?y
that the secure messaging session has not been aborted. If a plain error code
was returned, this step is skipped.

Send a valid SM APDU (READ BINARY) to.the IDL.
'0C BO9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expectdd results

1) The IDL shall return an ISO checkingierror. Note that the behaviour of the chip
regarding the Secure Messaging cofitext is undefined. Therefore this error can
be returned in plain or as an SM*tesponse.

2) Ifthis step is not skipped, theZIDL shall return '90 00' in valid Secure
Messaging response APDU.

B.3.3.2( Test case SE_I1SO7816_BAP_19

Test - ID SE_ISO7816_BAP 19

Purpose¢ This test checks the BAP configuration

Version| 1.2

Profile BAP

Precondlitions 1) nput string for the IDL under test has been provided
Test scgnario 1)¢Verifies the value of the first byte of the Input String
Expectg¢d resul@ 1) The first byte shall be ‘31’

B.3.4 Testunit SE_ISO7816_SelEFSM — Protected SELECT EF command

B.3.4.1 General

This unit verifies the implementation of the protected SELECT EF command. The IDL shall be BAP and/

or PACE protected.

For all test cases of unit test ISO7816_SelEFSM, basic access shall be granted as tested in ISO7816_

BAP_2 for BAP and
Messaging and the

[TR-ICAO Part 3] 7816_P_1 for PACE. All APDUs shall be correctly encoded for Secure
IDL responses shall be decoded correctly again.

If the IDL is BAP and PACE protected, PACE shall be used.

When accessing to
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B.3.4.2 Test case SE_ISO7816_SelEFSM_1

Test - ID SE_ISO7816_SelEFSM_1

Purpose Checking the SELECT (EF.COM) command (positive test).
Version 1.2

Profile BAP or PACE

Preconditions 1) LDS application shall be selected.

o2

2y AT EFshattotbesetectet:
Test scenario 1) Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum= 00’

— <Cryptogram> contains the following file identifier:
‘00 1E’

2) To verify that EF.COM is selected send a valid READ BINARY APDU to the IDL.
’'0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results |1) The IDL shall return the status bytes’90 00’ in.valid Secure Messaging
response.

2) The IDL shall return byte ‘60’ and the status bytes ‘90 00’ in valid Secure
Messaging response.

B.3.4.3 Test case SE_ISO7816_SelEFSM_2

Test - ID SE_ISO7816_SelEFSM_2

Purpose Checking the robustness of the SELECT command (invalid class byte).
Version 1.2

Profile BAP or PACE

Preconditions 1) LDS applicatioirshall be selected.

2) An EF shaltnot be selected.

Test scenario 1) Send‘he given SELECT EF.COM APDU to the IDL.
'80'A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’

+ <Cryptogram> contains the following file identifier:
‘00 1E’

Q‘Q 2) Ifthe error code in step 1 was returned in a Secure Messaging responsg, verify
that the secure messaging session has not been aborted and EF.COM is ot
%Q selected. If a plain error code was returned, this step is skipped.
?\ Send a valid SM APDU (READ BINARY) to the IDL.
'0CB0 00 000D 97 01 01 8E 08 <Checksum> 00’

:_;ﬁn taod racy e 1 1) Thaoa INT chaoll o 3 an 1CM A1 ledng A NIata tbh ot el o ol oyt oy, A4 he Chl
L4 CLULUCU TUOUILS .L) I'TIC T SITdll l bLul I dilr 109V \,llbbl\llls CITUIL. IVYULU LUIIdUl LUI1IC U\,llavluul \vsun p
regarding the Secure Messaging context is undefined. Therefore this error can
be returned in plain or as an SM response.

2) Ifthis step is not skipped, the IDL shall return an ISO checking error in valid
Secure Messaging response APDU.

B.3.4.4 Testcase SE_ISO7816_SelEFSM_3

Test-1D SE_ISO7816_SelEFSM_3
Purpose Checking the robustness of the SELECT command (invalid parameter P1).
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Version 1.2
Profile BAP or PACE
Preconditions 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scenario 1) Send the given SELECT EF.COM APDU to the IDL.

'0C A4 12 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:

‘00 1E’
2) To verify that EF.COM is not selected send a valid READ BINARY APDU to)the
IDL.
’'0C B0 00 000D 97 01 01 8E 08 <Checksum> 00’
Expected results [1) The IDL shall return an ISO checking error in valid Secure Messaging response
2) The IDL shall return an ISO checking error in valid Secure Messaging response
B.3.4.5 | Test case SE_ISO7816_SelEFSM_4
Test - IP SE_ISO7816_SelEFSM_4
Purposeg Checking the robustness of the SELECT command{invalid parameter P2).
Version 1.2
Profile BAP or PACE
Precondlitions 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scgnario 1) Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 1C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’
— <Cryptogram= contains the following file identifier:
‘00 1E’
2) To verify that-EF.COM is not selected send a valid READ BINARY APDU to the
IDL.
’0C B0-00-00 0D 97 01 01 8E 08 <Checksum> 00’
Expectgd results |[1) ThedDL shall return an ISO checking error in valid Secure Messaging response
2).&The IDL shall return an ISO checking error in valid Secure Messaging response|
B.3.4.6 | Test cdse SE_ISO7816_SelEFSM_5
Test- P " |SE_IS07816_SelEFSM_5
PurpOS., ~ Chcul\ius the-robusthessofthe SEEECTFcommand (iuv atidFile idcutiﬁln).
Version 1.2
Profile BAP or PACE
Preconditions 1) LDS application shall be selected.
2) An EF shall not be selected.
134
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Test scenario

1)

2)

Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cryptogram> contains the following malformated file identifier:
‘00 1E 071

To verify that EF.COM is not selected send a valid READ BINARY APDU to the
IDL.
’'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

hY

=l 1 1
LAPCCLEU TTSUILS

B
2)

lanh] LI h | 1l A Talal 1 h . 1. 1. C DA - .
TS TUL SIHAIT TELUlIn ail 1oU CIICCKIITE CITOL T Valll S€LUrc Micssdglllig 1 bponse.

The IDL shall return an ISO checking error in valid Secure Messaging response.

B.3.4.7 Test case SE_ISO7816_SelEFSM_6

Test - ID SE_ISO7816_SelEFSM_6
Purpose Checking the SELECT (EF.SOD) command (positive test).
Version 1.2
Profile (BAP or PACE), PA
Preconditions 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scenario 1) Send the given SELECT EF.SOD APBU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <€ryptogram> 8E 08 <Checksum> 00’
— <Cryptogram> containsthe following file identifier:
‘00 1D’
2) To verify that EF.SODNS selected send a valid READ BINARY APDU to th¢ IDL.
'0C B0 00 00 0D.9701 01 8E 08 <Checksum> 00’
Expected results |1) The IDL shall réturn the status bytes’90 00’ in valid Secure Messaging
response.
2) The IDL shall return byte ‘77’ and the status bytes '90 00’ in valid Secure

Messaging response.

B.3.4.8 Test case SE_ISO7816_SelEFSM_7

Test - ID .<3V' SE_ISO7816_SelEFSM_7
Purpose bﬁ(‘v Checking the SELECT (EF.DG1) command (positive test).
‘/ersiorL\Q‘ 1.2
Profile~ BAP or PACE
’@Bnditions 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scenario 1) Send the given SELECT DG1 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’
— <Cryptogram> contains the following file identifier:
‘00 01
2) To verify that EF. DG1 is selected send a valid READ BINARY APDU to the IDL.

'0CB0 00 00 0D 97 01 01 8E 08 <Checksum> 00’
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Expected results

1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

2) The IDL shall return byte ‘61" and the status bytes 90 00’ in valid Secure
Messaging response.

B.3.4.9 Test case SE_ISO7816_SelEFSM_8

Test - ID SE_ISO7816_SelEFSM _8
Purpos¢ Checking the SELECT (EF.DG2) command (positive test).
Version 1.2
Profile (BAP or PACE), DG2
Precondlitions 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scgnario 1) Send the given SELECT EF.DG2 APDU to the IDL.

'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Chécksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 02’

2) To verify that EF. DG2 is selected send a valid- READ BINARY APDU to the IDL.
’'0C B0 00 00 0D 97 01 01 8E 08 <Checksum>00’

Expectdd results

1) The IDL shall return the status bytes’90:00’ in valid Secure Messaging
response.

2) The IDL shall return byte ‘6B’ andthe status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.1(Q Test case SE_ISO7816_SelEFSM_9

Test - ID SE_ISO7816_SelEFSM 9
Purposeg Checking the SELECT (EF.DG3) command (positive test).
Version 1.2
Profile (BAP or PACEJ); DG3
Precondlitions 1) LDSapplication shall be selected.
2) <AEF shall not be selected.
Test scgnario 1)> Send the given SELECT EF. DG3 APDU to the IDL.
%< '0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’
«?‘ — <Cryptogram> contains the following file identifier :
%) ‘00 03’

2) To verify that EF. DG3 is selected send a valid READ BINARY APDU to the IDL.
’'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results

1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

2) The IDL shall return byte ‘6C’ and the status bytes '90 00’ in valid Secure
Messaging response.
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B.3.4.11 Test case SE_ISO7816_SelEFSM_10

Test - ID SE_ISO7816_SelEFSM_10

Purpose Checking the SELECT (EF.DG4) command (positive test).
Version 1.2

Profile (BAP or PACE), DG4

Preconditions 1) LDS application shall be selected.

o2

2y AT EFshattotbesetectet:

Test scenario

1) Send the given SELECT EF. DG4 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksums 00’

— <Cryptogram> contains the following file identifier:
‘00 04

2) To verify that EF. DG4 is selected send a valid READ BINARY APDU to thie IDL.
’'0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results

1) The IDL shall return the status bytes’90 00’ in.valid Secure Messaging
response.

2) The IDL shall return byte ‘65’ and the status bytes "90 00’ in valid Secure
Messaging response.

B.3.4.12 Test case SE_ISO7816_SelEFSM_11

Test - ID SE_ISO7816_SelEFSM_11
Purpose Checking the SELECT (EF.DG5) command (positive test).
Version 1.2
Profile (BAP or PACE), DG5
Preconditions 1) LDS applicatioirshall be selected.
2) An EF shaltnot be selected.

Test scenario 1) Send‘he given SELECT EF. DG5 APDU to the IDL.

'0€'A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’

+ <Cryptogram> contains the following file identifier:

a 00 05’
Q‘Q. 2) To verify that EF. DG5 is selected send a valid READ BINARY APDU to thie IDL.
- ’'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’
Expect@ésults 1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
«v response.
% 2) The IDI, shall return byte ‘67" and the status hytes ’90 00’ in valid Secune
Messaging response.

B.3.4.13 Test case SE_ISO7816_SelEFSM_12

Test - ID SE_ISO7816_SelEFSM_12

Purpose Checking the SELECT (EF.DG6) command (positive test).
Version 1.2

Profile (BAP or PACE), DG6

© ISO/IEC 2019 - All rights reserved 137


https://standardsiso.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013-4:2019(E)

Preconditions 1) LDS application shall be selected.

2) An EF shall not be selected.

Test scenario 1) Send the given SELECT EF. DG6 APDU to the IDL.
’0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 06’

2 To Unrify that FE DG6isselectedsend avalid READ BINARY APDIUL tathe IDI
’'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expectdd results |1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

2) The IDL shall return byte ‘75’ and the status bytes'90 00’ in valid/Secure
Messaging response.

B.3.4.14 Test case SE_ISO7816_SelEFSM_13

Test - ID SE_ISO7816_SelEFSM_13

Purpose¢ Checking the SELECT (EF.DG7) command (positive test).
Version 1.2

Profile (BAP or PACE), DG7

Precondlitions 1) LDS application shall be selected.

2) An EF shall not be selected.

Test scgnario 1) Send the given SELECT EF. DGZAPDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87>.01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 07

2) To verify that EF.\DG7 is selected send a valid READ BINARY APDU to the IDL.
’0C B0 00 00 @D 97 01 01 8E 08 <Checksum> 00’

Expectd¢d results |1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

2) TheIDL shall return byte ‘63’ and the status bytes’90 00’ in valid Secure
Messaging response.

B.3.4.13 Test case'SE_ISO7816_SelEFSM_14

Test - ID ,(?“\ SE_ISO7816_SelEFSM_14

Purpose¢ Q)\ Checking the SELECT (EF.DG8) command (positive test).
Version 1.2

Profile (BAP or PACE), DG8

Preconditions 1) LDS application shall be selected.

2) An EF shall not be selected.
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Test scenario 1) Send the given SELECT EF. DG8 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87> 01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 08’

2) To verify that EF. DG8 is selected send a valid READ BINARY APDU to the IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’
Expected results |[1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging

I'SSPOUIISCE.

2) The IDL shall return byte ‘76’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.16 Test case SE_ISO7816_SelEFSM_15

Test - ID SE_ISO7816_SelEFSM_15

Purpose Checking the SELECT (EF.DG9) command (positive test):
Version 1.2

Profile (BAP or PACE), DG9

Preconditions 1) LDS application shall be selected.

2) An EF shall not be selected.

Test scenario 1) Send the given SELECT EF. DG9 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87> 0I"<Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 09’

2) To verify that EE. DGO is selected send a valid READ BINARY APDU to thie IDL.
’0C B0 00 00 0D.97 01 01 8E 08 <Checksum> 00’

Expected results |1) The IDL shallreturn the status bytes’90 00’ in valid Secure Messaging
response.

2) TheIDL shall return byte ‘70" and the status bytes ’90 00’ in valid Secure
MesSaging response.

B.3.4.17 Test case-SE_ISO7816_SelEFSM_16

Test-ID <=7 |SE_IS07816_SelEFSM_16
’urpose\o\h Checking the SELECT (EF.DG10) command (positive test).

Yersien: 1.2
Profile (BAP or PACE), DG10

-~
Preconditions 1) LDS application shall be selected.

2) An EF shall not be selected.

Test scenario 1) Send the given SELECT EF. DG10 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 0A

2) To verify that EF. DG10 is selected send a valid READ BINARY APDU to the IDL.
’0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’
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Expected results

1y

2)

The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

The IDL shall return 1 byte and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.18 Test case SE_ISO7816_SelEFSM_17

Test - ID SE_ISO7816_SelEFSM_17
Purpos¢ Checking the SELECT (EF.DG11) command (positive test).
Version 1.2
Profile (BAP or PACE), DG11
Precondlitions 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scgnario 1) Send the given SELECT EF. DG11 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Chécksum> 00’
— <Cryptogram> contains the following file identifier:
‘00 OB’
2) To verify that EF. DG11 is selected send a valid. READ BINARY APDU to the IDL.
’'0C B0 00 00 0D 97 01 01 8E 08 <Checksuin>00’
Expectdd results |1) The IDL shall return the status bytes’ 9000’ in valid Secure Messaging
response.
2) The IDL shall return the DG11 template tag and the status bytes '90 00’ in valig

Secure Messaging response.

B.3.4.19 Test case SE_ISO7816_SelEFSM_18

Test - IP SE_ISO7816_SelEFSM_18
Purposeg Checking the SELECT (EF.DG12) command (positive test).
Version 1.2
Profile (BAP or PACE}; NMA
Precondlitions 1) LDSapplication shall be selected.
2) <A EF shall not be selected.
Test scgnario 1) Send the given SELECT EF. DG12 APDU to the IDL.
%< '0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’
«?‘ — <Cryptogram> contains the following file identifier:
%) ‘00 0C’
2) To verify that EF. DG12 is selected send a valid READ BINARY APDU to the IDL.
’'0C B0 00 000D 97 01 01 8E 08 <Checksum> 00’
Expected results |1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.
2) The IDL shall return byte ‘71" and the status bytes '90 00’ in valid Secure

Messaging response.
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B.3.4.20 Test case SE_ISO7816_SelEFSM_19

Test - ID SE_ISO7816_SelEFSM_19

Purpose Checking the SELECT (EF.DG13) command (positive test).
Version 1.2

Profile (BAP or PACE), AA

Preconditions 1) LDS application shall be selected.

o2

2y AT EFshattotbesetectet:

Test scenario

1) Send the given SELECT EF. DG13 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksums 00’

— <Cryptogram> contains the following file identifier:
00 0D’

2) To verify that EF. DG13 is selected send a valid READ BINARY APDU to the IDL.
’'0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results

1) The IDL shall return the status bytes’90 00’ in.valid Secure Messaging
response.

2) The IDL shall return byte ‘6F" and the status bytes ’90 00’ in valid Secure
Messaging response.

B.3.4.21 Test case SE_ISO7816_SelEFSM_20

Test - ID SE_ISO7816_SelEFSM_20

Purpose Checking the SELECT (EF.D&14) command (positive test).
Version 1.2

Profile (BAP, (EAC or AA-ECDSA)) or PACE

Preconditions 1) LDS applicatioirshall be selected.

2) An EF shaltnot be selected.

Test scenario

&

S

1) Send‘he given SELECT EF. DG14 APDU to the IDL.
'0€'A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’

+ <Cryptogram> contains the following file identifier:
‘00 OF’

2) To verify that EF. DG14 is selected send a valid READ BINARY APDU to the IDL.
’0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expect@’:{sults
R
S

1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

2) The IDI, shall return hyte ‘6E’ and the status bytes’90 00’ in valid Secune

Messaging response.

B.3.4.22 Test case SE_ISO7816_SelEFSM_21

Test - ID SE_ISO7816_SelEFSM_21

Purpose Checking the SELECT command when the file to be selected does not exist.
Version 1.2

Profile BAP or PACE
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