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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are me

mbers of

ISO or IEC participate in the development of International Standards through technical committees

stablished by the respective organization to deal with particular fields of technical aclivity. 1SO
teéchnical committees collaborate in fields of mutual interest. Other international organizations, gove
nd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field\of inf
téchnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part
he main task of the joint technical committee is to prepare International Standards. Draft Inte
tandards adopted by the joint technical committee are circulated to national bodies for voting. Publi
n International Standard requires approval by at least 75 % of the national bodies casting a vote.

ttention is drawn to the possibility that some of the elements of this document may be the subject
rights. ISO and IEC shall not be held responsible for identifying any of:all such patent rights.

IPO/IEC 18013-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information tec
ubcommittee SC 17, Cards and personal identification.

ISO/IEC 18013 consists of the following parts, under-the general title Information technology —
idlentification — ISO-compliant driving licence:

—+ Part 1: Physical characteristics and basic data set
—+ Part 2: Machine-readable technologie's
—+ Part 3: Access control, authentication and integrity validation

—+ Part 4: Test methods

and IEC
rnmental
ormation

P.

rnational
cation as
of patent

hnology,

Personal
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Introd

ISO/IEC

uction

18013 establishes guidelines for the design format and data content of an ISO-compliant driving

licence (IDL) with regard to human-readable features (ISO/IEC 18013-1), machine-readable technologies
(ISO/IEC 18013-2), and access control, authentication and integrity validation (ISO/IEC 18013-3). It creates a

common[ basis for internafional use and mutual recognition of the IDL without impeding ndividual
countrieg/states to apply their privacy rules and national/community/regional motor vehicle authorities in taking

care of t

ISO/IEC
element

ISO/IEC
structure

ISO/IEC
including
integrity.

This part
content
technolo

eir specific needs.

18013-1 defines the basic terms for ISO/IEC 18013, including physical characteristics,/basic data
5et, visual layout, and physical security features.

18013-2 specifies the technologies that may be used for ISO/IEC 18013, including the logical data
and data mapping for each technology.

18013-3 specifies the electronic security features that may be incorporated under ISO/IEC 18013
mechanisms for controlling access to data, verifying the origin of.an IDL, and confirming dat

[O)

of ISO/IEC 18013 prescribes requirements for testing the compliance of the machine-readable dat
bn an IDL and the mechanisms for controlling access to ‘data recorded in the machine-readabl
gy on an IDL with the requirements of ISO/IEC 18013-2 andISO/IEC 18013-3, respectively.

[OEY)

Vi
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Information technology — Personal identification —
ISO-compliant driving licence —

Part 4:

Test methods

1 Scope

Tihis part of ISO/IEC 18013 specifies the test methods used for conformity-testing, that is metf
determining whether a driving licence can be considered to comply with thexrequirements of 1ISO/IB
for:

machine-readable technologies (ISO/IEC 18013-2), and

access control, authentication and integrity validation (ISO/EC 18013-3).

=

he test methods specified in this part of ISO/IEC. 18013 are based on specifications dg
5O/IEC 18013-2 and ISO/IEC 18013-3 and underlyinginormative specifications.

Tihis part of ISO/IEC 18013 deals with test .methods specific to 1SO-compliant driving licen
requirements. Test methods applicable to (smart) cards in general (e.g. those specified in the ISO/IB
series) are outside the scope of this part of ISO/IEC 18013.

Hence, this part of ISO/IEC 18013

provides IDL implementers with requirements for conformity evaluation,

provides IDL issuing authorities with requirements for quality assurance, and

provides test laborateries and test tool providers with test suite requirements.

Conformance

| )

Tlest case-specifications described in this part of ISO/IEC 18013 are intended to be performed separ

ot all tests may be applicable to a given implementation.

hods for
C 18013

fined in

ce (IDL)
C 10373

htely and
ally. Also,

;_Tdependently. A given driving licence document is not required to pass through all the tests sequenti

An IDL is considered to conform to the applicable requirements of ISO/IEC 18013-2 and ISO/IEC 18013-3 if it

passes all associated tests in this part of ISO/IEC 18013. However, passing all applicable tests in th
ISO/IEC 18013 does not guarantee that no failures will occur under operational conditions.

© ISO/IEC 2011 — All rights reserved
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3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 3166-1:2006, Codes for the representation of names of countries and their subdivisions — Part 1:
Country codes

ISO/IEC

7816-4-2005 _Identification cards — Integrated circuit cards — Part 4* QOrganization security an

comman

ISO/IEC
Part 2: M

ISO/IEC
Part 3: A

ISO/IEC
Part 1: D

ISO/IEC

/s for interchange

18013-2:2008, Information technology — Personal identification — ISO-compliant driving licence -
achine-readable technologies

18013-3:2009, Information technology — Personal identification — ISO-compliant_driving licence -
ccess control, authentication and integrity validation

19785-1:2006, Information technology — Common Biometric Exchange<{/o0rmats Framework -
ata element specification

19785-3:2007, Information technology — Common Biometric Exchange Formats Framework -

Part 3: Patron format specifications

4 Terms and definitions

For the gurposes of this document, the terms and definitions,given in ISO/IEC 18013-2, ISO/IEC 18013-3 and
the following apply.

41

test cas¢

descriptipn of test purpose, unique test case identifier, test inputs, test execution conditions, test steps, and
the resulfs required to pass the test

4.2

test case specification

collection of test cases, and general test data applicable to the test cases

5 Abbreviated terms

AA active authentication

AKID authority key identifier

AID application identifier

APDU application protocol data unit

BAP basic access protection

CA chip authentication

CE compact encoding

DF dedicated file

DG data group

DO data object

2 © ISO/IEC 2011 — All rights reserved
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EAP extended access protection
EF elementary file

EF ID elementary file identifier

ICS implementation conformance statement
IuT implementation under test
LDS logical data structure

NMA non-match alert

QoID object identifier

RA passive authentication

RKI public-key infrastructure

RF radio frequency

SAI scanning area identifier

SE standard encoding

SIC secure integrated circuit
SKID subject key identifier

SMmi security mechanism indicator
SOD document security object

TA terminal authentication

G Test design

g.1 General

his clause generally follows_the*concepts of the OSI Conformance Testing Methodology and Framgework as
ecified in the seven parts\of ISO/IEC 9646. Several basic elements referred to in or by the individual test
se specifications are explained.

OTE

this part of ISO/IEG~18013.

§.2 Test-hierarchy

6.2.1¢ Structure

These elements facilitate the synchronization of additional specifications written by different organizgtions with

Testconcepts used to describe the testdesigmconsist of the foltowingeterments:

e Implementation under test (IUT)

o Test Layer

e Test Unit

e Test Case

These elements have a hierarchical relationship as shown in Figure 1.

© ISO/IEC 2011 — All rights reserved
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implementation
under test

[test unit] [test unit] [test unit] [test unit]

test case test case test case

test Case]

test case] [test case

[test case

Figure 1 — Test element hierarchy

6.2.2 Implementation under test

6.2.2.1 Overview

Three IU[T's are defined:
e |DL With standard encoding for SIC (see Annex C of ISO/AEC 18013-2:2008)
e |DL yith compact encoding (see Annex B of ISO/IEC;18013-2:2008)

¢ IDL \ith standard encoding on Optical Memory{(see Annex D of ISO/IEC 18013-2:2008)

6.2.2.2 Profile

Profiles are defined for identifying optional functionality in the IUT, which impacts the applicability of certai

test layefs, test units or test cases.

Profiles dletermine whether ceftain tests are applicable in the Test Layer, Test Unit or Test Case definitiong
This enables the tester or testsoftware to (automatically) select which tests should be executed to the IUT.

Such selection is based upon the ICS filled out by the applicant or tester (also see 6.3.1).

The Profjle specification shall include:
e  Profile-ID

e Profiledescription

>

D.

6.2.3 Test layer

6.2.3.1 Overview

The following two of the seven layers in the OSI Basic Reference Model as defined in ISO/IEC 7498-1 are

addressed in this part of ISO/IEC 18013:
e Layer 7 refers to the Application Layer, and

e Layer 6 refers to the Presentation Layer.

4 © ISO/IEC 2011 — All rights reserved
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The other layers are not applicable.

Each test layer comprises a number of test units.

6.2.3.2 Layer 7 — Logical data structure tests

Layer 7 tests cover LDS requirements. LDS requirements include:

e Presence and availability of DGs

e Presence and formatting of fields in each DG

e Access to DGs (security mechanisms)

6.2.3.3 Layer 6 —- Command tests

ayer 6 tests are applicable only to IDL implementations on SIC. Layer 6 on a.SI€ consists of Co
ommands for an IDL are specified in ISO/IEC 18013-2 and ISO/IEC 18013-3 and are applicab
bllowing IUTs:

=

e Compact encoding

e Standard encoding.

6.2.4 Test unit

>

test unit covers an individual topic inside a layer. Each test unit contains test cases that are relat
ame type of functionality of the IUT. A test unit groups together test cases that address a common is

(7))

Hach test unit is defined by the following information:

mmands.
e to the

2d to the
sue.

Test Unit-ID Uniquely identifies the“test unit inside the test layer.
Purpose Specifies the common issue addressed by test cases contained in this test unit.
References Optionally:identifies references applicable to all test cases in the test unit.

6.2.5 Test case

Hach test caselis defined by the following information:

Test %@:ID Uniquely identifies the test case within the test unit.
A

Purpose Specifies the requirement addressed in this test case.

Version Version number of this test case.

References Identifies specific reference to the requirement addressed by this test case.

Profile Defines the profiles for which the test case is applicable. If no profile is defined (empty
field), the test applies to all configurations. If the IUT does not match with each of the
defined profiles, the test is skipped, and marked "not applicable" in the test report.

© ISO/IEC 2011 — All rights reserved
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Preconditions

Define the state in which the IUT needs to be before the test case can be executed,
including test cases that shall have been successfully passed, if any. If these
preconditions are not fulfilled, the test is skipped and marked as such in the test report.

Test scenario

Defines the test steps that shall be taken.

Each step covers a simple, exactly defined operation with a measurable result that can
be included in the test report. The steps shall be performed in the order listed.

Each test step is defined by the following information:

e Test Step-ID — a consecutive number, uniquely identifying each test step and ‘the
execution order in the test case.

e Description — defining the operation that has to be executed for this step.

o Configuration Data — optionally specifying input data required te_perform this tes
step.

Expected result

The expected result defines pass criteria for each test step~in the test scenario. The
analysis of the observed result in comparison with the expected result leads to a "Pass
or a "Fail". The results of the individual test steps and theoverall result of the test case
are transferred to the overall test report.

6.3 Test administration

6.3.1 Preconditions for testing
IUT. Theltests in this part require a fully personalized IDL. This means that all mandatory data groups shall be
present as a minimum. In addition, the IUT shall\be personalised with all data required to test the optional
features declared in the ICS.

Test enyironment. Test execution takes place in indoor conditions and provides normal temperature. All teg
equipmept must be established properly.

Test apparatus. All equipment ‘described in the annexes pertinent to the machine readable techonog
supported by the IUT must be.available.

6.3.2 Implementation conformance statement

For each IUT deseribed, the applicant for conformity testing shall complete the ICS which is attached to the
Test Cade Specification applicable to that specific IUT.

A compl¢
ICS, all te

ted ICS prowdes mformatlon about the Proflle of the IUT (also see 6 2.2.2). Based on the completed

—

<

selected for test execut|on

6.3.3 Test report

Detailed test results and ICS information shall be recorded for reference in a test report. The test report
contains the test result of each

o testlayer

e test unit

© ISO/IEC 2011 — All rights reserved
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e testcase

o teststep

If a test is not applicable, this is noted.

If a test is applicable and the preconditions are fulfilled, the test result for a test step/ case/ unit/ layer can be:

e Pass — if all actually obtained results from the IUT match the expected results declared for each test step/
case/ unit/ Inypr AND if all Inan canditions are fulfilled

Fail — if one or more of the actually obtained results from the IUT do NOT match the expected results
declared for each test step/ case/ unit/ layer OR if one or more of the post conditions are NOT fulfilled.
Optionally, additional information regarding the failure can be provided.

A fail in one of the test steps leads to a fail of the entire test case; a failed test case leads to a failed|test unit;
gtc.

The ICS and detailed test results shall be logged and retrievable. Optionally, the test execution details,
mcluding detailed observed results for each test case may be included in the tést report.

71 IDL Conformity test methods

7.1 Overview

o

onformity testing of IDL implementations to ISO/IEC 18013-2 and ISO/IEC 18013-3 is organised thrjough the
dentification of a number of test cases.

Tlest requirements for Commands and LDS tests.conformity are defined in individual annexes. These|annexes
re attached to this part of ISO/IEC 18013.

Q

7.2 Profiles

-

rofiles are defined to identify whether certain optional functionality is supported by the IUT. Supporf of these
ptional functions and featuresidepend on several factors:

(@]

¢/ Machine Readable Fechnologies supported

Access control;-authentication and integrity validation mechanisms supported

Optional.Data Groups supported

Optional Data Elements supported within Data Groups

Rrofiles for each IUT are defined in each annex.

7.3 IDL test case specifications

7.3.1 Scope
IDL test case specifications are attached in the annexes.

Test methods for driving licence interface devices are currently not included in this part of ISO/IEC 18013.

© ISO/IEC 2011 — All rights reserved 7
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7.3.2 St

andard encoding on SIC

Test case specifications for SE on SIC cover:

e LDS

e Chip

tests for SE on SIC

Application Protocol tests (applicable to SE on SIC)

7.3.3 Compact encoding

Test cas
e LDS
e Chip
7.3.4 St
Test cas

e LDS

b specifications for CE cover:

tests for CE (applicable to all machine readable technologies)
Application Protocol tests (applicable to CE on SIC)

andard encoding on optical memory

b specifications for SE on Optical Memory cover:

tests for SE on Optical Memory

7.4 Conformance

An IUT i

tests in g layer should be performed on the same IUT.

5 in conformance with the requirements of a particular layer.if the IUT passes all applicable tests. Al

© ISO/IEC 2011 — All rights reserved
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Annex A
(normative)

Test case specification: LDS in SE on SIC

A.1 Introduction

Tlhis annex specifies the test cases for the LDS in SE on SIC.

A.2 General test requirements

A.2.1 Preconditions for testing

he tests in this annex require a fully personalized IDL. This means that  all' mandatory data groups
resent. This annex tests all mandatory and optional data groups.

Il tests are mandatory unless marked as optional or conditional.

2.2 Test setup

or setting up these tests, any reader for communicating with SIC compliant with ISO/IEC
IBO/IEC 14443 can be used. The reader shall support.extended length APDUs and command chainin

I{ EAP is supported, a terminal authentication ‘cgrtificate chain and an IS private key are required as
testing.

.2.3 Implementation conformance statement
order to set up the tests properly, Tables A.1 and A.2 shall be completed.

he ISO/IEC 18013-2 specifieation defines several optional elements that an IDL can support. This
curity mechanisms like.BAP, EAP and AA as well as additional data groups (DG2 to DG14).

ince these elements are optional, it is not possible to define the corresponding tests as mandatory
IDL. Therefore, this”part of ISO/IEC 18013 specifies a set of profiles. Each profile covers a specifig
lement. A tested IDL shall be assigned to the supported profiles in the ICS, and a test shall
erformed,if.the IDL supports this profile.

OTE No profile ID’s are explicitly defined for DG12 to DG14 because the EAP, AA and NMA profiles cq
data groups implicitly.

shall be

7816 or
g.

input for

includes

for each
optional
only be

ver these
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Table A.1 — Implementation conformance statement

Applicable P“:g,‘:.im

Profile Information for test setup (YES or NO) (Plain, BAP

or EAP)

SMI Security Mechanism Indicator -I

DG2 IDL contains elementary file with LDS Data Group 2

DG3 IDL contains elementary file with LDS Data Group 3 N

DG4 IDL contains elementary file with LDS Data Group 4 Q,Q'\

DG5 IDL contains elementary file with LDS Data Group 5 m,b‘ -

DG6 IDL contains elementary file with LDS Data Group 6 09 -

DG7 IDL contains elementary file with LDS Data Group 7 C ‘y\u

DG8 IDL contains elementary file with LDS Data Group 8 N ;

DG9 IDL contains elementary file with LDS Data Group 9 \% ‘

DG11 IDL contains elementary file with LDS Data Group 1/1 ) )

PA Passive Authentication QQK

AA Active Authentication c\\§\

AA-ECDSA AA ECDSA algorithm x\®
AA-RSA AA RSA algorithm ,\@\\
NMA Non-Match Alert AA\‘O
EAP Extended Access Protec’ﬂQQ\U
CA-DH CA Diffie-Hellman~
CA-ECDH CA Elliptic 9@«9 ‘Diffie-Hellman
d
53
O
Q.
?\
O
D
e
S
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Table A.2 — Configuration information

SupPorted Configuration information

Profile

PA Provide the country signing certificate name:

BAP Provide the reference string provided with the samples:
HAP Provide the name of the certificates and IS private key
0DG11 Provide the template tag.

A.3 Test Layer SE_LDS - LogicalData Structure Tests

A.3.1 Test Unit SE_LDS_COM ~ Tests for EF.Com

Test Unit-ID SE_LDS<COM
(Standard Encoding — Common Data Elements)

Purpose The test cases in this test unit verify the structure and content of
EFE.COM in the LDS of the IDL.

References ISO/IEC 18013-2:2008
ISO/IEC 18013-3:2009

A.3.1.1 <Test Case SE_LDS_COM_001

Test'Case-ID

SE_LDS_COM_001

Purbose.
Ld

This test checks the fnmplnfn fng that the encoded EF COM element

starts with.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile

Preconditions

1. EF.COM has been retrieved from the IDL

Test Scenario

1. Check the very first byte of the EF.Com element

Expected Results

1. First byte shall be '60'

© ISO/IEC 2011 — All rights reserved
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A.3.1.2 Test Case SE_LDS_COM_002

Test Case-ID SE_LDS_COM_002

Purpose This test checks the encoding of EF.COM element length.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions 1. EF.COM has been retrieved from the IDL.

Test Scenario 1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.COM object.

Expect¢d Results | 1. The byfes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded length shall match the size of the given EF.COM object.

A.3.1.3 [Test Case SE_LDS_COM_003

Test Cdse-ID SE LDS COM 003

Purpos¢ This test checks the LDS version referred by the EF.COM element.
Version 1.0

Refererces ISO/IEC 18013-2:2008, Annex C

Profile

. EF.COM has been retrieved from the IDL.

. Search for the LDS version (Tag '5F 01') inside EF.COM.

. Verify the encoded length of the object with tag"5F01".

. Verify the LDS version.

. Tag '5F 01' shall be present.

. The encoded length shall be 02.

. The specified LDS version shall be '04:XX'h (BCD encoded).

Precondlitions
Test Sdenario

Expected Results

WN=2ALON =

A.3.1.4 |Test Case SE_LDS_COM_004

Test Cgse-ID SE LDS COM 004

Purposg This test checks the DataGroup Tag List referred by the EF.COM
element.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18018-3:2009, Clause 10

Profile

Precongitions 1. EF.COM/has been retrieved from the IDL

Test Sgenario 1. Search for the Tag List (Tag '5C') inside EF.COM.

2. Nerify the length of the object with tag '5C".
3. Verify if mandatory data groups are present in the Data Group Tag
List.
4. Verify the validity of the data group tags present in the Data Group
Tag List.
ExpectTd Results | 1. Tag '5C' shall be present.

2. The bytes that follow the tag shall contain a valid length encoding
3. The Data Group Tag List shall at least contain the tags for the
mandatory data groups '61".
4. The list shall contain only valid data group tags as specified in [1] and
[2],i.e.'61','6B', '6C', '65', '67', '75', '63', '76', '70', '71', '6F', and '6E".
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A.3.1.5 Test Case SE_LDS_COM_005

Test Case-ID SE LDS COM 005

Purpose This test checks the consistency of the Data Group Tag List with the
actual data groups present.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 10

Profile

Preconditions 1. EF.COM has been retrieved from the IDL.

Test Scenario T. Check that all Data groups that are indicated Dy the tag list in EF.COM

are present.
Expected Results | 1. All Data groups that are indicated by the tag list in EF.COM shall be
present.

A.3.1.6 Test Case SE_LDS_COM_006

Test Case-ID SE LDS COM 006

Purpose This test checks the consistency of the actual data groups present with
the Data Group Tag List.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 10

Profile

Preconditions 1. EF.COM has been retrieved from thedDL.

Test Scenario 1. Check that all Data groups that areXNOT indicated by the tag list in

EF.COM are absent.
Expected Results | 1. All Data groups that are NOT indicated by the tag list in EF.COM shall

be absent.
A.3.1.7 Test Case SE_LDS_COM_007
Test Case-ID SE LDS COM 007
Purpose This test checks thé-encoding of SMI (Tag '86') element length.
Version 1.0
References ISO/IEC 18018-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 10
Profile SMI
Preconditions 1. EF.COM has been retrieved from the IDL.
Test Scenario 1(Search for the SMI (Tag '86") inside EF.COM.

2)Analyze the encoding of the bytes that follow the template tag.

3. Verify the encoded length of the Tag '86'.

Expected Results' | 1. Tag '86' shall be present.

2. The bytes that follow the Tag '86' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the given Tag '86'".
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A.3.1.8 Test Case SE_LDS_COM_008

Test Case-ID SE_LDS_COM_008

Purpose This test checks the encoding of SMI (Tag '86").

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 9

Profile SMI

Preconditions 1. EF.COM has been retrieved from the IDL.
2. The SMI has been retrieved from EF.COM.

Test Sdenario T. Check the DER-TLV encoding of the SMT.
2. Check the content of the object with Tag '86'.

Expected Results | 1. The SMI shall be encoded in a valid DER structure (according to
ASN.1 encoding rules).
2. For each security mechanism indicated in the SMI, the data groups
indicated shall exist in the IDL.

A.3.1.9 [Test Case SE_LDS_COM_009

Test Cgse-ID SE LDS COM 009
Purposg¢ This test checks the encoding of the AA Security Mechanism'in the SMI.
Version 1.0
Refererces ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 8
Profile SMI
Precondlitions 1. EF.COM has been retrieved from the IDL.

2. The SMI has been retrieved from EF.CON:

3. The SMI has a valid DER TLV structure.

Test Sgenario Perform the following checks for the seecurity mechanism in the SMI that
specifies the AA security mechanism:(if present):

1. Check the encoding of the parameters for the mechanism id-sm-AA.
2. Check the version of the AA parameters.

3. Check the publicKeyDG pf the AA parameters.

4. Check the consistency‘of publicKeyDG and the Taglist in EF.COM.
Expected Results | 1. The parameters fof.the mechanism id-sm-AA shall be encoded as
specified in ISO/IEC 18013-3:2009, 8.2.4 4.

2. The version shall'be '00' (V1).

3. The publicKeyDG shall be 13 (hex '0D").

4. The data group indicated by publicKeyDG shall occur in the Taglist.
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A.3.1.10 Test Case SE_LDS_COM_010

Test Case-ID SE LDS COM 010
Purpose This test checks the encoding of the NMA mechanism in the SMI.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 8
Profile SMI
Preconditions 1. EF.COM has been retrieved from the IDL.

2. The SMI has been retrieved from EF.COM.

3. The SMIhas a valld DER TLV Structure.

[Test Scenario Perform the following checks for the security mechanism in the SMI that
specifies the NMA mechanism (if present):

1. Check the encoding of the parameters for the mechanism id-sm-NMA.
2. Check the version of the NMA parameters.

3. Check the SAI_inputmethod of the NMA parameters.

4. Check the presence of the Tag for DG12 in the Taglist in ER;COM.
Expected Results | 1. The parameters for the mechanism id-sm-NMA shall be encoded as
specified in ISO/IEC 18013-3:2009, 8.4.4.3.

2. The version shall be '00' (V1).

3. The SAl_inputmethod field shall be set to the corrésponding value in
DG12. If the SAI_inputmethod field is not presentin’DG12, the field shall
also not be included in EF.COM.

4. The tag '71' (DG12 tag) shall occur in the/Taglist.
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A.3.1.11 Test Case SE_LDS_COM_011

Test Case-ID SE LDS COM 011
Purpose This test checks the encoding of the EAP mechanism in the SMI.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009
Profile SMI
Preconditions 1. EF.COM has been retrieved from the IDL.

2. The SMI has been retrieved from EF.COM.

3. The SMIhas a vaild DERTLV Structure.

Test Sgenario Perform the following checks for the security mechanism in the SMI that
specifies the EAP mechanism:

1. Check the presence of the mechanism id-sm-EAP.

2. Check the encoding of the parameters for the mechanism id-sm-EAP.
3. Check the version of the EAP parameters.

4. Check the chipAuthPublicKeyDG field of the EAP parameters.

5. Check the consistency of chipAuthPublicKeyDG and the Taglist in
EF.COM.

6. Check the smConfiguration field of the EAP parameters.

7. Check the currentTrustRoot field of the EAP parameters.

8. Check the alternateTrustRoot field of the EAP parameters.

Expected Results | 1. The mechanism id-sm-EAP shall be present.

2. The parameters for the mechanism id-sm-EAP shall'‘be encoded as
specified in ISO/IEC 18013-3:2009, C.6.

3. The version shall be '00' (V1).

4. The chipAuthPublicKeyDG field shall be set.fo 'OE' (DG14).

5. The data group indicated by chipAuthPublicKeyDG shall occur in the
Taglist.

6. The smConfiguration field shall use one of the identifiers from ISO/IEC
18013-3:2009, B.8 (i.e. oid_bap_config_1, oid_bap_config 2,
oid_bap_config_3, or oid_bap_canfig_4).

7. The currentTrustRoot field. shall be set to the current trust root's SKID,
formatted as in the corresponding card-verifiable certificate, including the
preceding length byte. <The currentTrustRoot field shall be 17 bytes
length. If the resulting_octet string is shorter than 17 bytes, it shall be
padded to the right with ‘00’ bytes.

8. The alternateTrustRoot field shall be set to the alternate trust root's
SKID, formatted-as in the corresponding card-verifiable certificate,
including the preceding length byte. The alternateTrustRoot field shall be
17 bytes length. If the resulting octet string is shorter than 17 bytes, it
shall-be.padded to the right with ‘00’ bytes.

A.3.1.12| Test Case ' SE_LDS_COM_012

Test Cgse-ID. SE LDS COM 012
Purposg This test checks the presence of the EAP mechanism in the SMI.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009
Profile SMI
EAP NOT supported
Preconditions 1. EF.COM has been retrieved from the IDL.

2. The SMI has been retrieved from EF.COM.

3. The SMI has a valid DER TLV structure.

Test Scenario 1. Check the presence of the mechanism id-sm-EAP if EAP is NOT
supported.

Expected Results | 1. The mechanism id-sm-EAP shall be absent.
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A.3.2 Test Unit SE_LDS_DG1 - Tests for EF.DG1

Test Unit-ID

SE_LDS DG1
(Standard Encoding — Data Group 1)

Purpose

The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 1.

References

ISO/IEC 18013-2:2008
ISO/IEC 8859-1:1998
ISO 3166-1:2006

A.3.21 Test Case SE_LDS_DG1_001

Test Case-ID SE_LDS DG1 001

Purpose This test checks the template tag that the encoded EF.DG1 element
starts with.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions 1. EF.DG1 has been retrieved from the IDL.

[Test Scenario 1. Check the very first byte of the EF.DG1 element.

Expected Results | 1. First byte shall be '61'.

A.3.2.2 Test Case SE_LDS_DG1_002

Test Case-ID SE LDS DG1 002

Purpose This test checks the encoding of EF:DG1 element length.
Version 1.0

References ISO/IEC 18013-2:2008, Annex €

Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL.

[Test Scenario

1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the lengthlef the EF.DG1 object.

Expected Results

1. The bytes thatfollow the template tag shall contain a valid length
encoding (accerding to ASN.1 encoding rules).
2. The enéeded length shall match the size of the given EF.DG1 object.

A.3.2.3 Test Case SE_LDS_DG1_003

Test Case-ID SE LDS DG1 003

Purpose This test checks the encoding of Mandatory Demographic Data (Tag '5F1F")
in EF.DG1.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions

. EF.DG1 has been retrieved from the IDL.
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. Analyze the encoding of the bytes that follow the template tag.
. Verify the length of the DO with Tag '5F1F".

Expected Results

. Tag '5F 1F' shall be present.

. The bytes that follow the Tag '5F1F' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag 'SF1F".
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A.3.2.4 Test Case SE_LDS_DG1_004

Test Case-ID SE_LDS DG1_004

Purpose This test checks the encoding of the Family Name referred by the
Mandatory Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions 1. EF.DG1 has been retrieved from the IDL.

Test Scenario 1. Check the Family Name field length.

[ Z. Check the Family Name format.

Expectéd Results | 1. The first byte of the Mandatory Data Elements object shall have a value
in the range '00'h .. '24'h.
2. Family Name shall not contain numeric characters.

A.3.2.5 [Test Case SE_LDS_DG1_005

Test Cdse-ID SE LDS DG1 005

Purpos¢ This test checks the encoding of the Given Name referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Version 1.0

Refererjces ISO/IEC 18013-2:2008, Annex C

Profile

Precondlitions 1. EF.DG1 has been retrieved from the IDL.
2. The Mandatory Data Elements object has beén retrieved from
EF.DG1.

3. The Family Name has been retrieved from-the Mandatory Data
Elements object.

Test Sgenario 1. Check the Given Name field length.

2. Check the Given Name format.

Expected Results | 1. The first byte following the Family Name field in the Mandatory Data
Elements object shall have a value in the range '00'h .. '24'h.

2. Given Name shall not contain numeric characters.

A.3.2.6 |Test Case SE_LDS_DG1_006

Test Cgse-ID SE_LDS_DG1{ 006

Purpos¢ This test checks the encoding of the Date of Birth referred by the
Mandatory Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

Refererces ISOAEC 18013-2:2008, Annex C

Profile

Precondlitions 1. EF.DG1 has been retrieved from the IDL.
2. The Mandatory Data Elements object has been retrieved from
EF.DG1.

3. The Family Name has been retrieved from the Mandatory Data
Elements object.

4. The Given Name has been retrieved from the Mandatory Data
Elements object.

Test Scenario 1. Check the Date of Birth field length.

2. Check the Date Of Birth encoding.

3. Check that the Date of Birth element contains a valid date.
Expected Results | 1. The Date Of Birth field shall be encoded on the 4 bytes following the
Given Name field in the Mandatory Data Elements object.

2. Date of Birth shall be encoded in YYYYMMDD BCD format.

3. The Date of Birth shall be reasonable. It shall specify an existing day.
4. The Date of Birth shall be reasonable. It should be in the past.
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A.3.2.7 Test Case SE_LDS_DG1_007

Test Case-ID SE LDS DG1 007

Purpose This test checks the encoding of the Date of Issue referred by the
Mandatory Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL.
2. The Mandatory Data Elements object has been retrieved from

EFDGT.
3. The Family Name has been retrieved from the Mandatory Data
Elements object.
4. The Given Name has been retrieved from the Mandatory Data
Elements object.
5. The Date of Birth has been retrieved from the Mandatory Data
Elements object.

[Test Scenario

1. Check the Date of Issue field length.
2. Check the Date Of Issue encoding.
3. Check that the Date of Issue element contains a valid date.

Expected Results

1. The Date Of Issue field shall be encoded on the 4(bytes following the
Date of Birth field in the Mandatory Data Elements-cbject.

2. Date of Issue shall be encoded in YYYYMMDD BCD format.

3. The Date of Issue shall be reasonable. It/shall specify an existing day.
4. The Date of Issue shall be reasonable.{Ityshould be the current date or
in the past.

A.3.2.8 Test Case SE_LDS_DG1_008

Test Case-ID SE LDS DG1 008

Purpose This test checks the encadifg of the Date of Expiry referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL

2. The Mandatory Data Elements object has been retrieved from

EF.DG1.

3. The’Family Name has been retrieved from the Mandatory Data
Elements object.

47 The Given Name has been retrieved from the Mandatory Data

Elements object.

5. The Date of Birth has been retrieved from the Mandatory Data

Elements object.

6. The Date of Issue has been retrieved from the Mandatory Data
Elements object.

Test\Scenario

1. Check the Date of Expiry field length.
2. Check the Date Of Expiry encoding

3. Check that the Date of Expiry element contains a valid date.

Expected Results

1. The Date Of Expiry field shall be encoded on the 4 bytes following the
Date of Issue field in the Mandatory Data Elements object.

2. Date of Expiry shall be encoded in YYYYMMDD BCD format.

3. The Date of Expiry shall be reasonable. It shall specify an existing
day.

4. The Date of Expiry shall be reasonable. It shall specify a date after
the Date of Issue.

© ISO/IEC 2011 — All rights reserved
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A.3.2.9 Test Case SE_LDS_DG1_009

Test Case-ID SE_LDS DG1_009

Purpose This test checks the encoding of the Issuing Country referred by the
Mandatory Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO 3166-1:2006

Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL.

Z_The Nandatory Data Elements object has been retrieved from
EF.DG1.

3. The Family Name has been retrieved from the Mandatory Data
Elements object.

4. The Given Name has been retrieved from the Mandatory Data
Elements object.

5. The Date of Birth has been retrieved from the Mandatory Data
Elements object.

6. The Date of Issue has been retrieved from the Mandatory Data
Elements object.

7. The Date of Expiry has been retrieved from the Mandatory Data
Elements object.

Test Sgenario

1. Check the Issuing Country field length.
2. Check the Issuing Country encoding.
3. Check that the Issuing Country element is valid.

Expected Results

1. The Issuing Country field shall be encoded ofvthe 3 bytes following the
Date of Expiry field in the Mandatory Data Elements object.

2. Issuing Country shall be encoded in Alpha“characters only.

3. The Issuing Country shall be a valid.valde as defined in ISO 3166-1.

20
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A.3.2.10 Test Case SE_LDS_DG1_010

Test Case-ID SE LDS DG1 010

Purpose This test checks the encoding of the Issuing Authority referred by the
Mandatory Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 8859-1:1998

Profile

Preconditions 1. EF.DG1 has been retrieved from the IDL.
2. The Mandatory Data Efements object has been retrieved from
EF.DG1.

3. The Family Name has been retrieved from the Mandatory Data
Elements object.

4. The Given Name has been retrieved from the Mandatory Data
Elements object.

5. The Date of Birth has been retrieved from the Mandatory Data
Elements object.

6. The Date of Issue has been retrieved from the Mandatory Data
Elements object.

7. The Date of Expiry has been retrieved from the Mandatory Data
Elements object.

8. The Issuing Country has been retrieved from the Mandatory Data
Elements object.

Test Scenario 1. Check the Issuing Authority field length

2. Check the Issuing Authority format.

Expected Results | 1. The first byte following the Issuing Country field in the Mandatory Data
Elements object shall have a value inthe range '00'h .. '41'h.

2. Issuing Authority shall be coded’according to ISO/IEC 8859-1.
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A.3.2.11 Test Case SE_LDS_DG1_011

Test Case-ID SE LDS DG1 011

Purpose This test checks the encoding of the Licence Number referred by the
Mandatory Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions 1. EF.DG1 has been retrieved from the IDL.
2. The Mandatory Data Elements object has been retrieved from
EFDGT.

3. The Family Name has been retrieved from the Mandatory Data
Elements object.

4. The Given Name has been retrieved from the Mandatory Data
Elements object.

5. The Date of Birth has been retrieved from the Mandatory Data
Elements object.

6. The Date of Issue has been retrieved from the Mandatory Data
Elements object.

7. The Date of Expiry has been retrieved from the Mandatory Data
Elements object.

8. The Issuing Country has been retrieved from the Mandatory Data
Elements object.

9. The Issuing Authority has been retrieved from the’Mandatory Data
Elements object.

Test Sgenario 1. Check the Licence Number field length.

2. Check the Licence Number format.

Expected Results | 1. The first byte following the Issuing Authority field in the Mandatory
Data Elements object shall have a value.if’the range '00'h .. "19'h.

2. Licence Number shall be coded on, Alpha and Numeric characters
only.

A.3.2.12| Test Case SE_LDS_DG1_012

Test Cgse-ID SE _LDS DG1 012

Purpose This test checks the.encoding of Categories of
Vehicles/Restrictions/Conditions (Tag '7F63') in EF.DG1.

Version 1.0

Refererces ISO/IEC 18043-2:2008, Annex C

Profile

Precondlitions 1. EE.DGA has been retrieved from the IDL

Test Sgenario 1. Search for the Categories of Vehicles/Restrictions/Conditions (Tag '7F

63.)vinside EF.DG1.

2. Analyze the encoding of the bytes that follow the template tag.
3. Verify the length of the DO with Tag '7F 63

Expected Results | 1. Tag '7F 63' shall be present.

2. The bytes that follow the Tag '7F63' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag
'7TF63.
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A.3.2.13 Test Case SE_LDS_DG1_013

Test Case-ID SE_LDS DG1_013
Purpose This test checks the "Number of Entries" DO in the "Categories of
Vehicles/Restrictions/Conditions" DO (Tag '7F63') in EF.DG1.
Version 1.0
References ISO/IEC 18013-2:2008, A.4
ISO/IEC 18013-2:2008, Annex C
Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL.

2. The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

[Test Scenario

1. Search for the Number of Entries (Tag '02") inside Categories of
Vehicles/Restrictions/Conditions object.

2. Analyze the encoding of the length of the Number of Entries DO goded
with tag '02".

3. Check the value encoded in the Number of Entries DO.

Expected Results

1. Tag '02' shall be present.

2. The length encoded in the Number of Entries DO shall be/01'h.

3. The Number of Entries (01) shall match the number of‘eCcurrences of
tag '87' in the Categories of Vehicles/Restrictions/Conditions object.

A.3.2.14 Test Case SE_LDS_DG1_014

Test Case-ID SE LDS DG1 014

Purpose This test checks the length of each "Category of
Vehicle/Restriction/Condition" entry.inthe "Categories of
Vehicles/Restrictions/Conditions"®0 (Tag '7F63') in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, A.4
ISO/IEC 18013-2:2008, Anhex C

Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL.
2. The Categories of Vehicles/Restrictions/Conditions object has been
retrieved fromEF.DG1.

[Test Scenario

Perform the following checks for each of the "Category of
Vehicle/Restriction/Condition" entries :

1. Analyze the encoding of the bytes that follow the tag '87'.

2. Verify the length of the DO with Tag '87".

3.Check the number of sub fields in the value of the DO with Tag '87'.

Expected Results

1/ The bytes that follow the Tag '87' shall contain a valid length encoding
(according to ASN.1 encoding rules).

2. The encoded length shall match the size of the DO with the Tag '87".
3. The value of the DO with Tag '87' contains 6 sub-fields, separated by
a sub-field delimiters ";"
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A.3.2.15 Test Case SE_LDS_DG1_015

Test Case-ID SE_LDS DG1_015

Purpose This test checks the Vehicle Category Code of each "Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/Conditions" DO (Tag '7F63') in EF.DG1.

Version 1.0
References ISO/IEC 18013-2:2008, A 4
ISO/IEC 18013-2:2008, Annex C
Profile
Preconf{iitions I EF.DGThas been retrieved from the 1DL.

2. The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test Sgenario Perform the following checks for each of the "Category of
Vehicle/Restriction/Condition" entries:

1. Check the length of the Vehicle Category Code (sub-field #1).

2. Check the format of the Vehicle Category Code (sub-field #1).
Expected Results | 1. The Vehicle Category Code has a length of 1 or 2 or 3 bytes.

2. The Vehicle Category Code contains Alpha-Numeric characters.only.

A.3.2.16| Test Case SE_LDS_DG1_016

Test Cdse-ID SE LDS DG1 016

Purpos¢e This test checks the Date of Issue (if present) of each "Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/Conditions" DO (Tag '7F63") in EF.DG1.

Version 1.0
Refererces ISO/IEC 18013-2:2008, A.4
ISO/IEC 18013-2:2008, Annex C
Profile
Precondlitions 1. EF.DG1 has been retrieved fronthe IDL.

2. The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test Sdenario Perform the following chetks for each of the "Category of
Vehicle/Restriction/Condition" entries:

1. Check the length of the Date of Issue (sub-field #2).

2. Check the format of the Date of Issue.

3. Check that.the Date of Issue field contains a valid date.

Expected Results | 1. The Date ofIssue has a length of 4 bytes.

2. Date of Issue shall be encoded in YYYYMMDD BCD format.

3. The'Date of Issue shall be reasonable. It shall specify an existing date.
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A.3.217 Test Case SE_LDS_DG1_017

Test Case-ID SE LDS DG1 017

Purpose This test checks the Date of Expiry (if present) of each "Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/Conditions" DO (Tag '7F63') in EF.DG1.

Version 1.0
References ISO/IEC 18013-2:2008, A.4
ISO/IEC 18013-2:2008, Annex C
Profile
Preconditions T EF.DGThas been retrieved from the DL,

2. The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test Scenario Perform the following checks for each of the "Category of
Vehicle/Restriction/Condition" entries:

1. Check the length of the Date of Expiry (sub-field #3).

2. Check the format of the Date of Expiry.

3. Check that the Date of Expiry field contains a valid date.

Expected Results | 1. The Date of Expiry has a length of 4 bytes.

2. Date of Expiry shall be encoded in YYYYMMDD BCD.format.

3. The Date of Expiry shall be reasonable. It shall specify an existing
date.

A.3.2.18 Test Case SE_LDS_DG1_018

Test Case-ID SE LDS DG1 018

Purpose This test checks the Code field (if présent) of each "Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/Conditions* DO (Tag '7F63') in EF.DG1.
Version 1.0

References ISO/IEC 18013-2:2008, A4

ISO/IEC 18013-2:2008;A.5.1

ISO/IEC 18013-2:2008, Annex C

Profile
Preconditions 1. EF.DG1 has been retrieved from the IDL.

2. The Categories of Vehicles/Restrictions/Conditions object has been
retrievedifrom EF.DG1.

Test Scenario Perform-the following checks for each of the "Category of
Vehicle/Restriction/Condition" entries:

1..Check the length of the Code (sub-field #4).

27 Check the format of the Code.

3. Check the value of the Code.

Expected Results | 1. The Code has a maximum length of 5 bytes.

2. Code shall be encoded in a maximum of 5 ANS characters.

3. The value of the Code is one of the values specified in ISO/IEC
18013-2:2008, A.5.1 (i.e. "01", "03", "78", "S01", "S02", "S03", "S04" or
"S05").
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A.3.2.19 Test Case SE_LDS_DG1_019

Test Case-ID SE LDS DG1 019

Purpose This test checks the Sign field (if present) of each "Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/Conditions" DO (Tag '7F63') in EF.DG1.
Version 1.0

References ISO/IEC 18013-2:2008, A.4

ISO/IEC 18013-2:2008, A.5.1

ISO/IEC 18013-2:2008, Annex C

Profile
Preconditions 1. EF.DG1 has been retrieved from the IDL.

2. The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test Sgenario Perform the following checks for each of the "Category of
Vehicle/Restriction/Condition" entries:

. Check the length of the Sign (sub-field #5).

. Check the format of the Sign.

. Check the value of the Sign.

. Check the Sign only occurs in combination with an applicable;Code.

. Check the Sign only occurs in combination with a Value fiéld.

. The Sign has a length of 1 - 2 bytes.

. Sign shall be encoded in a Special characters.

. The value of the Sign is one of the values specified i ISO/IEC 18013-
2:2008, A.5.1 (i.e. "<""=" >N =" =<t TS SN ISE =S =T,

4. The value of the Code is one of the following‘valUes specified in
ISO/IEC 18013-2:2008, A.5.1 (i.e. "S01", "S02%; "S03" or "S04").

5. The Value field is not empty.

Expected Results

WN -2 WON =

A.3.2.20| Test Case SE_LDS_DG1_020

Test Cgse-ID SE LDS DG1 020

Purposg This test checks the Valug field (if present) of each "Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/Conditions" DO (Tag '7F63') in EF.DG1.
Version 1.0

Refererjces ISO/IEC 18013-2:2008, A.4

ISO/IEC 18013-2:2008, A.5.1

ISO/IEC 18013-2:2008, Annex C

Profile
Precondlitions 1. EEDG1 has been retrieved from the IDL.
2-The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.
Test Sgenario Perform the following checks for each of the "Category of
Vehicle/Restriction/Condition" entries:
1. Check the format of the Value.
2. Check the Value only occurs in combination with a Code.
3. Checkthe Value onty occurs in combination witha Sign.
Expected Results | 1. The Value field shall be encoded in BCD format.
2
3

. The Code field is not empty.
. The Sign field is not empty.

26 © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

A.3.3 Test Unit

ISO/IEC 18013-4:2011(E)

SE_LDS_DG2 - Tests for EF.DG2

Test Unit-ID SE_LDS DG2
(Standard Encoding — Data Group 2)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 2.

References ISO/IEC 18013-2:2008

A.3.3.1 Test Case SE LDS DG2 001

Test Case-ID SE LDS DG2 001

Purpose This test checks the template tag that the encoded EF.DG2 element
starts with.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Preconditions 1. EF.DG2 has been retrieved from the IDL.

[Test Scenario 1. Check the very first byte of the EF.DG2 element.

Expected Results | 1. First byte shall be '6B'.

A.3.3.2 TestCase SE_LDS_DG2_002

Test Case-ID SE LDS DG2 002

Purpose This test checks the encoding of EF.DG2)element length.
\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Preconditions

1. EF.DG2 has been retrieved*ftom the IDL.

[Test Scenario

1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the /EF.DG2 object.

Expected Results

1. The bytes that followthe template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded:length shall match the size of the given EF.DG2 object.

A.3.3.3 Test Case

SE_LDS_DG2-003

[Test Case-ID SE LDSSPG2 003

Purpose This test’'checks the encoding of the Tag List (Tag '5C") in EF.DG2.
\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Preconditions

1. EF.DG2 has been retrieved from the IDL.

[Test Scenario

1. Search for the Tag List (Tag '5C') inside EF.DG2.
2. Analyze the encoding of the bytes that follow the template tag.
3. Verify the length of the DO with Tag '5C'.

Expected Results

1. Tag '5C' shall be present.
2. The bytes that follow the Tag '5C' shall contain a valid length encoding

$ AN 4 n PAH |

na—rrdac)
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3. The encoded length shall match the size of the DO with the Tag '5C'.
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A.3.3.4 Test Case SE_LDS_DG2_004

Test Case-ID SE LDS DG2 004

Purpose This test checks the consistency of the Tag List with the actual data tags
present.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Preconditions

1. EF.DG2 has been retrieved from the IDL.
2. Tag List has been retrieved from the EF.DG2.

Test Sdenario

T. Check that all data elements that are indicated by the Tag Listin
EF.DG2 are present.

Expected Results

1. All data elements that are indicated by the Tag List in EF.DG2 shall be
present.

A.3.3.5 [Test Case SE_LDS_DG2_005

Test Cdse-ID

SE_LDS_DG2_005

Purposg This test checks the consistency of the Tag List with the actualpréesent
data tags.

Version 1.0

Refererces ISO/IEC 18013-2:2008, Annex C

Profile DG2

Precondlitions

1. EF.DG2 has been retrieved from the IDL.
2. Tag List has been retrieved from the EF.DG2.

Test Sgenario

1. Check that only data elements that are indicated by the Tag List in
EF.DG2 are present.

Expected Results

1. All data elements that are present shall be indicated in the Tag List in
EF.DG2.

A.3.3.6 | Test Case SE_LDS_DG2_006

Test Cqse-ID SE LDS DG2 006

Purposg¢ This test checks therencoding of the Gender (Tag '5F35') in EF.DG2.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Tag '5F35Lis present in EF.DG2

Precondlitions

1. EE:DG2 has been retrieved from the IDL.

Test Sgenario

1.8earch for the Gender (Tag '5F 35') inside EF.DG2.
/Check the length of the DO with Tag '5F 35'.
. Check the value of Gender.

Expected Results

. The length of Gender shall be 1 byte.
. The value of Gender shall be '00' (Unknown), '01' (Male), '02'
(Eemale), or '09' (Not applicable) encoded in BCD faormat

2
3
1. Tag '5F 35' may be present.
2
3
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A.3.3.7 TestCase SE_LDS_DG2_007

Test Case-ID SE LDS DG2 007
Purpose This test checks the encoding of the Height (Tag '5F64') in EF.DG2.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG2
Tag '5F64' is present in EF.DG2
Preconditions 1. EF.DG2 has been retrieved from the IDL.

Test Scenario . Search for the Height field (Tag '5F 64') inside EF.DG2.
- Check the Tength of the DO with Tag bF 64
. Check the encoding of the Height field.

1
4
3
Expected Results | 1. Tag '5F 64' may be present.
2
3

. The length of the Height field shall be 2 bytes.
. The value of the Height field shall be encoded in BCD format.

A.3.3.8 Test Case SE_LDS_DG2_008

[Test Case-ID SE LDS DG2 008
Purpose This test checks the encoding of the Weight (Tag '5F65") in EF.DG2.
\Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG2
Tag '5F65' is present in EF.DG2
Preconditions 1. EF.DG2 has been retrieved from the IDL.
Test Scenario 1. Search for the Weight (Tag '5F 65!)jinside EF.DG2.
2. Check the length of the DO with» Tag '5F 65'.
3. Check the encoding of the Weight field.
Expected Results | 1. Tag '5F 65' may be present.
2. The length of the Weightfield shall be 2 bytes.
3. The value of the Weight field shall be encoded in BCD format.
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A.3.3.9 Test Case SE_LDS_DG2_009

Test Case-ID SE LDS DG2 009

Purpose This test checks the encoding of the Eye Colour (Tag '5F66') in EF.DG2.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Tag '5SF66' is present in EF.DG2

Preconditions

. EF.DG2 has been retrieved from the IDL

Test Scenario

. Search for the Eye Colour (Tag '5F 66') inside EF.DG2.

- Check the length of the DO with Tag bF 66 .
. Check the encoding of Eye Colour.

Expected Results

. Tag '5F 66' may be present.

. The length of Eye Colour shall be 3 bytes.

. The value of Eye Colour shall be as defined in ANSI D20-2003 (i.e.
IIBLK", "BLUII, IIBRO", IIGRY", IIGRN", "HAZ"y "MAR"’ IIPNK", IIDIC", or
IIUNKII)‘

WN_=2WON ==~

A.3.3.10| Test Case

SE_LDS_DG2_010

Test Cdse-ID

SE_LDS_DG2_010

Purposg¢ This test checks the encoding of the Hair Colour (Tag '5F67") in' EF.DG2.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Tag '5F67' is present in EF.DG2

Precondlitions

1. EF.DG2 has been retrieved from the IDL.

Test Sgenario

1. Search for the Hair Colour (Tag '5F 67') inside EF.DG2.
. Check the length of the DO with Tag '5F.67'.
. Check the encoding of Hair Colour.

Expected Results

. Tag '5F 67' may be present.

. The length of Hair Colour shall.bé 3 bytes.

. The value of Hair Colour shall*be as defined in ANSI D20-2003 (i.e.
IBAL“’ IlBLKlI, llBLNll, IIBROII7 IIGRYII7 IIREDII7 IISDY", llWHIll, or IlUNKll)-

WN =2WDN

A.3.3.11| Test Case SE_LDS_DG2_014

Test Cgse-ID SE_LDS DG2 011

Purpose This test checks the encoding of the Place of Birth (Tag 'SF11') in
EF.DG2.

Version 1.0

Refererjces ISOAEC 18013-2:2008, Annex C

Profile DG2

Tag '5F11'is present in EF.DG2

Precondlitions

. EF.DG2 has been retrieved from the IDL.

Test Sgenario

. Search for the Place Of Birth (Tag '5F 11") inside EF.DG2.
. Check the length of the DO with Tag '5F 11"
. Check the length and format of the DO with Tag '5F 11"..

. Check the value of Place of Birth.

Expected Results

. Tag '5F 11" may be present.

. The bytes that follow the tag shall contain a valid (ASN.1) length
encoding.

3. The Place of Birth field shall be encoded as ADNS on 2 - 35 bytes.
4. The value of Place of Birth shall consist of 3 fields that are separated
with a sub-field delimiter (";").

N =2RLWN 2=

30
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A.3.3.12 Test Case SE_LDS_DG2_012

Test Case-ID SE LDS DG2 012

Purpose This test checks the encoding of the Place of Residence (Tag '5F42") in
EF.DG2.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2
Tag '5F42' is present in EF.DG2

Preconditions 1. EF.DG2 has been retrieved from the IDL.

Test Scenario T. Search for the Place Of Residence (Tag oF 427) inside EF.DGZ.
2. Check the length of the DO with Tag '5F 42'.

3. Check the length and format of the DO with Tag '5F 42'.

4. Check the value of Place of Residence.

Expected Results | 1. Tag '5F 42' may be present.

2. The bytes that follow the tag shall contain a valid (ASN.1) length
encoding.

3. The Place of Residence field shall be encoded as ADNS on'5- 113
bytes.

4. The value of Place of Residence shall consist of 6 fields'that are
separated with a sub-field delimiter (";").
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A.3.4 Test Unit SE_LDS_DG3 - Tests for EF.DG3

Test Unit-ID SE_LDS DG3
(Standard Encoding — Data Group 3)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 3.

References ISO/IEC 18013-2:2008

A.3.41 TestCase SE_LDS_DG3_001

Test Cdse-ID SE LDS DG3 001

Purpos¢ This test checks the template tag that the encoded EF.DG3 element
starts with.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG3

Precondlitions 1. EF.DG3 has been retrieved from the IDL.

Test Sgenario 1. Check the very first byte of the EF.DG3 element.

Expected Results | 1. First byte shall be '6C'".

A.3.4.2 |Test Case SE_LDS_DG3_002

Test Cgse-ID SE_LDS_DG3 002

Purpos¢ This test checks the encoding of EF.DG3 elementlength.

Version 1.0

Refererces ISO/IEC 18013-2:2008, Annex C

Profile DG3

Precondlitions 1. EF.DG3 has been retrieved from thedbL.

Test Sgenario 1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.DG3@pject.

Expected Results | 1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN:d.encoding rules).
2. The encoded length shall-match the size of the given EF.DG3 object.

A.3.4.3 [Test Case SE_LDS_DG3_003

Test Cgse-ID SE LDS DG3003

Purposg¢ This test checks the encoding of the Tag List (Tag '5C') in EF.DG3.
Version 1.0

Refererjces ISO/IEC18013-2:2008, Annex C

Profile DG3

2EF.DG3 has been retrieved from the IDL.

> Search for the Tag List (Tag '5C') inside EF.DG3.

. Analyze the encoding of the bytes that follow the template tag.

. Verify the length of the DO with Tag '5C'.

. Analyse the value of the data object with Tag '5C'.

. Tag '5C' shall be present.

. The bytes that follow the Tag '5C' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag '5C'.
4. The encoded value shall only contain tags specified in Table C.8 of
ISO/IEC 18013-2:2008.

Precondlitions
Test Sdenario

Expectg¢d-Results

N WN A=

A.3.4.4 TestCase SE_LDS_DG3_004

Test Case-ID SE LDS DG3 004
Purpose This test checks the consistency of the Tag List with the actual data tags
present.
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Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG3

Preconditions

1. EF.DG3 has been retrieved from the IDL.
2. Tag List has been retrieved from the EF.DG3.

Test Scenario

1. Check that all data elements that are indicated by the Tag List in
EF.DG3 are present.

Expected Results

1. All data elements that are indicated by the Tag List in EF.DG3 shall be
present.

ll.3.4.5 Test Case SE_LDS_DG3_005

Test Case-ID SE_LDS DG3 005

Purpose This test checks the consistency of the Tag List with the actual data tags
present.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG3

Preconditions

1. EF.DG3 has been retrieved from the IDL.
2. Tag List has been retrieved from the EF.DG3.

[Test Scenario

1. Check that only data elements that are indicated-by the Tag List in
EF.DG3 are present.

Expected Results

1. All data elements that are present shall be indicated in the Tag List in
EF.DG3.

A.3.4.6 TestCase SE_LDS_DG3_006

Test Case-ID SE LDS DG3 006

Purpose This test checks the encoding of'the Administrative Number (Tag '5F68')
in EF.DG3.

Version 1.0

References ISO/IEC 18013-2:2008)Annex C

Profile DG3

Tag '5F68' is present in EF.DG3.

Preconditions

1. EF.DG3 has.been retrieved from the IDL.

[Test Scenario

1. Search for the Administrative Number (Tag '5F 68') inside EF.DG3.
2. Checkthe length of the DO with Tag '5F 68'.
3. Chieck the encoding of Administrative Number.

Expected Results

1¢Tag '5F 68' may be present.

25, The bytes that follow the Tag 'SF 68' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The Administrative Number shall be as coded as ANS and shall not be
longer than 25 bytes.

A.3.4.7-Test Case SE_LDS_DG3_007

[Test Case-ID SE LDS DG3 007

Purpose Thistestchecks the encoding of the Document Discriminator (Tag
'6F69") in EF.DG3.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG3

Tag '5F69' is present in EF.DG3

Preconditions

1. EF.DG3 has been retrieved from the IDL.

Test Scenario

1. Search for the Document Discriminator (Tag '5F 69') inside EF.DG3.
2. Check the length of the DO with Tag '5F 69'.
3. Check the encoding of Document Discriminator.

Expected Results

1. Tag '5F 69' may be present.
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2. The length of the DO with Tag '5F 69' shall be 1 byte.
3. The Document Discriminator shall be as coded as BCD.

A.3.4.8 TestCase SE_LDS_DG3_008

Test Case-ID SE LDS DG3 008

Purpose This test checks the encoding of the Data Discriminator (Tag '5F6D') in
EF.DG3.

Version 1.0

Referenees ISOHECH8643-2:2008ArRexEC

Profile DG3

Tag '5F6D' is present in EF.DG3

Precondlitions

1. EF.DG3 has been retrieved from the IDL.

Test Sgenario

1. Search for the Data Discriminator (Tag '5F 6D') inside EF.DG3.
. Check the length of the DO with Tag '5F 6D".
. Check the encoding of Data Discriminator.

Expected Results

. Tag '5F 6D' may be present.
. The length of the DO with Tag '5F 6D' shall be 1 byte.
. The Data Discriminator shall be as coded as BCD.

WN=2WDN
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A.3.49 TestCase SE_LDS_DG3_009

Test Case-ID SE LDS DG3 009

Purpose This test checks the encoding of the ISO Issuer ID Number (Tag '5F6A")
in EF.DG3.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG3
Tag '5F6A' is present in EF.DG3

Preconditions 1. EF.DG3 has been retrieved from the IDL.

Test Scenario - Search for the ISO Issuer ID Number (Tag oF B6A') Inside EF.DG3.
. Check the length of the DO with Tag '5F 6A".
. Check the encoding of ISO Issuer ID Number.

T
2
3
Expected Results | 1. Tag '5F 6A' may be present.
2
3

. The length of the DO with Tag '5F 6A' shall be 3 bytes.
. The I1SO Issuer ID Number shall be as coded as BCD.

A.3.5 Test Unit SE_LDS_DG4 — Tests for EF.DG4

Test Unit-ID SE_LDS DG4
(Standard Encoding — Data Group 4)

Purpose The test cases in this test unit verify the structure and-contents of the IDL
LDS Data Group 4.

References ISO/IEC 18013-2:2008

A.351 TestCase SE_LDS_DG4_001

Test Case-ID SE LDS DG4 001

Purpose This test checks the template tagithe encoded EF.DG4 element starts
with.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG4

Preconditions 1. EF.DG4 has been retrieved from the IDL.

[Test Scenario 1. Check the vepyifirst byte of the EF.DG4 element.

Expected Results | 1. First byte shall be '65'.

A.3.52 TestCase SE_LDS)DG4_002

Test Case-ID SE~LDS DG4 002

Purpose This test checks the encoding of EF.DG4 element length.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG4

Preconditions 1. EF.DG4 has been retrieved from the IDL.

[Test Scehario 1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.DG4 object.

Expected Results | 1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN-Tencoding Tuies):
2. The encoded length shall match the size of the given EF.DG4 object.

A.3.53 TestCase SE_LDS_DG4_003

Test Case-ID SE LDS DG4 003

Purpose This test checks the Number of Portraits (Tag '02') present in EF.DG4.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG4

Preconditions 1. EF.DG4 has been retrieved from the IDL
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Test Scenario

1. Search for the Number of Portraits (Tag '02') inside EF.DG4.
2. Check the length of the Number of Portraits data element.
3. Check the value of the Number of Portraits data element.

Expecte

d Results

1. Tag '02' shall be present.

2. The length of the Number of Portraits data element shall be 1 byte.
3. The Number of Portraits (01) shall match the number of occurrences
of tag 'A2' in EF.DG4.

A.3.54 TestCase SE_LDS_DG4_004

Test Cdse-ID SE LDS DG4 004

Purposg¢ This test checks the encoding of all Portrait Templates (Tag 'A2') in
EF.DG4.

Version 1.0

Refererjces ISO/IEC 18013-2:2008, Annex C

Profile DG4

Precondlitions 1. EF.DG4 has been retrieved from the IDL.

Test Sgenario 1. Check the Portrait Template tag.
2. Analyze the encoding of the bytes that follow the template tag.
3. Verify the length of the DO with Tag 'A2'.

Expected Results | 1. The Portrait Template tag shall be 'A2'.
2. The bytes that follow the Tag 'A2' shall contain a valid. length encoding
(according to ASN.1 encoding rules).
3. The encoded length shall match the size of the DO with the Tag 'A2'.

A.3.5.5 | Test Case SE_LDS_DG4_005

Test Cgse-ID SE_LDS DG4 005

Purposé¢ This test checks the encoding of the Image Time Stamp (Tag '88') in
each Portrait Template in EF.DG4,

Version 1.0

Refererces ISO/IEC 18013-2:2008, AnnexC

Profile DG4

Precongitions 1. EF.DG4 has been retrieved from the IDL.

Test Sgenario 1. Search for the Image)Time Stamp (Tag '88') inside the Portrait

Template.

. Check the length of the Image Time Stamp data element.

. Check theeneoding of the Image Time Stamp data element.
. Check the.value of the Image Time Stamp data element.

Expected Results

. Tag 88"shall be present.

. Thelength of the Image Time Stamp data element shall be 7 bytes.
.The€'Image Time Stamp data element shall be BCD encoded.

.The Image Time Stamp data element shall represent a valid date/time
coded as YYYYMMDDhhmmss.

KROWON=2DDOWON

A.3.5.6 | Test Case SE_LDS_DG4_006
Test Case-B SE+BS—DG4—066
Purpose This test checks the encoding of the Type of Image (Tag '89') in each
Portrait Template in EF.DG4.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG4
Preconditions 1. EF.DG4 has been retrieved from the IDL.

Test Scenario

1. Search for the Type of Image (Tag '89') inside the Portrait Template.
2. Check the length of the Type of Image data element.
3. Check the value of the Type of Image data element.

Expected Results

1. Tag '89' shall be present.
2. The length of the Type of Image data element shall be 1 byte.
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3. The Type of Image data element shall be one of the values indicated
in ISO/IEC 18013-2:2008, 8.4 (i.e. '02', '03', or '04").

A.3.57 TestCase SE_LDS_DG4_007

Test Case-ID SE LDS DG4 007

Purpose This test checks the encoding of the Image (Tag '5F 40') in each Portrait
Template in EF.DG4.

Version 1.0

References ISO/NEC 18013-2-2008 Annex C_Annex E

Profile DG4

. EF.DG4 has been retrieved from the IDL

. Search for the Image (Tag '5F 40') inside the Portrait Template.

. Check the encoded length of the Image data element.

. Verify the length of the Image data element.

. Verify the type of Image.

. Verify consistency of Image type with encoded element.

. Tag 'SF 40' shall be present.

. The bytes that follow the Tag '5F 40' shall contain a validlength
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the data’element with the
Tag '5F 40'.

4. The type of Image shall match one of the values in Table E.1 in
ISO/IEC 18013-2:2008

5. The encoded Image format shall mateh the image type stated in the
Type of image field.

Preconditions
Test Scenario

Expected Results

N =22 WN ==
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A.3.6 Test Unit SE_LDS_DGS5 — Tests for EF.DG5

Test Unit-ID SE_LDS DG5
(Standard Encoding — Data Group 5)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 5.

References ISO/IEC 18013-2:2008

A.3.6.1 TestCase SE_LDS_DG5_001

Test Cdse-ID SE LDS DG5 001

Purpos¢ This test checks the template tag that the encoded EF.DG5 element
starts with.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG5

Precondlitions

1. EF.DG5 has been retrieved from the IDL.

Test Sgenario

1. Check the very first byte of the EF.DG5 element.

Expected Results

1. First byte shall be '67".

A.3.6.2 |Test Case SE_LDS_DG5_002

Test Cgse-ID SE _LDS DG5 002

Purpos¢ This test checks the encoding of EF.DGS5 elementlength.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Precondlitions

1. EF.DG5 has been retrieved from thedDL.

Test Sdenario

1. Analyze the encoding of the bytes that follow the template
tag.johannie

2. Verify the length of the ER.DG5 obiject.

Expected Results

1. The bytes that follow theltemplate tag shall contain a valid length
encoding (according to"ASN.1 encoding rules).
2. The encoded length-shall match the size of the given EF.DG5 object.

A.3.6.3 | Test Case SE_LDS_DG5.003

Test Cdse-ID

SE_LDS (DG5_003

Purposg¢ This testthecks the Type of Image (Tag '89') present in EF.DG5.
Version 1.0

References ISOAEC 18013-2:2008, Annex C

Profile DG7

Precondlitions

1. EF.DG5 has been retrieved from the IDL.

Test Sdenarie

1. Search for the Type of Image (Tag '89') inside EF.DG5.
. Check the length of the Type of Image data element.
. Check the value of the Type of Image data element.

Expected Results

. Tag '89' shall be present.

. The length of the Type of Image data element shall be 1 byte.

. The Type of Image data element shall be one of the values indicated
in ISO/IEC 18013-2:2008, 8.5 (i.e. '02', '03', or '04").

WN =W DN

A.3.6.4 TestCase SE_LDS_DG5_004

Test Case-ID SE_LDS DG5_004
Purpose This test checks the Image of Signature or Mark (Tag 'SF 43') present in
EF.DG5.
Version 1.0
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References

ISO/IEC 18013-2:2008, Annex C, Annex E

Profile

DG7

Preconditions

1. EF.DG5 has been retrieved from the IDL.

Test Scenario

1. Search for the Image of Signature or Mark (Tag '5F 43') inside
EF.DG5.

2. Check the encoded length of the Image of Signature or Mark data
element.

3. Check the length of the Image of Signature or Mark data element.
4. Verify the type of Image.

5. Verify consistency of Image type with encoded element.

Expected Results

1. Tag 'SF 43' shall be present.

2. The bytes that follow the Tag '5F 43' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Image of Signature o
Mark data element.

4. The type of Image shall match one of the values in Table E.1 in
ISO/IEC 18013-2:2008.

5. The encoded Image format shall match the image type stated in the
Type of image field.

A.3.7 Test Unit SE_LDS_DG6 — Tests for EF.DG6

Test Unit-ID SE_LDS DG6
(Standard Encoding — Data Group 6)

Purpose The test cases in this test unit verify thedstructure and contents of the IDL
LDS Data Group 6.

References ISO/IEC 18013-2:2008

A.3.7.1 Test Case SE_LDS_DG6_001

Test Case-ID SE LDS DG6 001

Purpose This test checks the template tag that the encoded EF.DG6 element
starts with.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.

[Test Scenario

1. ChecK the very first byte of the EF.DG6 element.

Expected Results

1(First byte shall be '75'.

A.3.7.2 Test Case’'SE_LDS_DG6_002

Test Case-ID SE LDS DG6 002

Purpose This test checks the encoding of EF.DG6 element length.
\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.

Test Scenario

1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.DG6 object.

Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded length shall match the size of the given EF.DG6 object.

A.3.7.3 Test Case SE_LDS_DG6_003

Test Case-ID

SE_LDS_DG6_003

Purpose

This test checks the encoding of the Biometric Group Template (Tag '7F
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61') present in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions 1. EF.DG6 has been retrieved from the IDL.

Test Scenario 1. Search for the Biometric Group Template (Tag '7F 61') inside EF.DGS6.
2. Check the encoded length of the Biometric Group Template data
element.

3. Check the length of the Biometric Group Template data element.
Expected Results | 1 Tag '7F 61' shall be present

2. The bytes that follow the Tag '7F 61' shall contain a valid length

encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Biometric Group

Template data element.

A.3.7.4 |Test Case SE_LDS_DG6_004

Test Cgse-ID SE LDS DG6 004

Purposg This test checks the "Number of Biometric Templates" DO in the
"Biometric Group Template" DO (Tag '7F61'") in EF.DG6.

Version 1.0

Refererjces ISO/IEC 18013-2:2008, Annex C

Profile DG6

Precondlitions 1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

Test Sdenario 1. Search for the Number of Biometric Templates (Tag '02') inside the

Biometric Group Template.

2. Analyze the encoding of the length of.the Number of Biometric
Templates DO coded with tag '02'".

3. Check the value encoded in the Number of Biometric Templates DO.
Expected Results | 1. Tag '02' shall be present.

2. The length encoded in the Number of Biometric Templates DO shall
be '01'h.

3. The value encoded in.the Number of Biometric Templates DO
matches the number of occurences of a DO with tag '7F 60" in the
Biometric Group Template.

A.3.7.5 [ Test Case SE_LDS_DG6)005

Test Cgse-ID SE LDS._BG6 005

Purposg Thisestchecks the encoding of each "Biometric Template" DO in the
"Biometric Group Template" in EF.DG6.

Version 10

Refererjces ISO/IEC 18013-2:2008, Annex C

Profile DG6

Precondlitions 1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

TeSt S rial ;U Pcrfw LILILI thc fU”UVViI LI®) uhcu'r\a fUI cauh "B;UI 1 IUtI ;L; TUI 1 ||J=atc".

1. Analyze the tag of the Biometric Template.

2. Analyze the encoding of the bytes that follow the tag '7F 60'.

3. Verify the length of the DO with Tag '7F 60'.

Expected Results | 1. The tag shall be '7F 60'.

2. The bytes that follow the Tag '7F 60' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag '7F
60".

A.3.7.6 Test Case SE_LDS_DG6_006
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Test Case-ID SE_LDS _DG6_006

Purpose This test checks the encoding of the Biometric Header Template (Tag
'‘A1") in each "Biometric Template" in the "Biometric Group Template" in
EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

Test Scenario

Perform the fnllnwing checks for each "Biometric Template™

1. Search for the Biometric Header Template (Tag 'A1') inside the
Biometric Template.

2. Analyze the encoding of the bytes that follow the tag 'A1".

3. Check the length of the Biometric Header Template.

Expected Results

1. Tag 'A1' shall be present.

2. The bytes that follow the Tag 'A1' shall contain a valid length_éncoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Biometric Header
Template.

A.3.7.7 Test Case SE_LDS_DG6_008

[Test Case-ID SE_LDS DG6_008

Purpose This test checks the encoding of the Patron.Header Version (if present)
in the Biometric Header Template (Tag /A1 in each "Biometric
Template" in the "Biometric Group Template" in EF.DG6.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Teemplate has been retrieved from EF.DG6.

[Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) Patron Header Version data element with tag '80' is present
inside the Biometfic' Header Template:

1. Search for the*Patron Header Version (Tag '80") inside the Biometric
Header Template.

2. Checkithe length encoded for the Patron Header Version data
element.

3. Check the value of the Patron Header Version data element.

Expected Results

1.Tag '80' may be present and shall not occur more than once.
27 The encoded length shall be '02'.
3. The Patron Header Version shall have the value '01 01'.

A.3.7.8 Test Case SE_LDS_DG6_009

[Test Case-ID SE LDS DG6 009

Purpese This test checks the encoding of the Biometric Type (if present) in the
Biaometric Header Tnmplai‘n (Tag 'A1') ineach "Biometric Tnmplnfn" n
the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) Biometric Type data element with tag '81' is present inside the
Biometric Header Template:

1. Search for the Biometric Type (Tag '81') inside the Biometric Header
Template.
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2. Check the length encoded for the Biometric Type data element.
3. Check the value of the Biometric Type data element.

Expected Results | 1. Tag '81' may be present and shall not occur more than once.

2. The encoded length shall be '01".

3. The Biometric Type shall have the value '02' (Facial).

A.3.7.9 TestCase SE_LDS_DG6_010

Test Case-ID SE_LDS_DG6_010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DGS6.

Version 1.0
Refererjces ISO/IEC 18013-2:2008, Annex C
Profile DG6
Precondlitions 1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGB.
Test Sdenario For each "Biometric Template", perform the following checks if the

(optional) Biometric Subtype data element with tag '82' is presentinside
the Biometric Header Template:

1. Search for the Biometric Subtype (Tag '82") inside the Biomeétric
Header Template.

2. Check the length encoded for the Biometric Subtype data element.
3. Check the value of the Biometric Subtype data element.

Expected Results | 1. Tag '82' may be present and shall not occur more than once.

2. The encoded length shall be '01".

3. The Biometric Subtype shall have the value'00' (No information
given).

A.3.7.10| Test Case SE_LDS_DG6_011

Test Cdse-ID SE LDS DG6 011

Purpose This test checks the encoding-of the Biometric data creation date and
time (if present) in the Bioametric Header Template (Tag 'A1") in each
"Biometric Template"(in;jthe "Biometric Group Template" in EF.DGB6.
Version 1.0

Refererces ISO/IEC 18013-2:2008, Annex C
Profile DG6
Precondlitions 1. EF.DGB6-has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DG6.

3. The:Number of Biometric Templates has been retrieved from the
Bigmetric Group Template.

Test Sdenario Foreach "Biometric Template", perform the following checks if the
(optional) Biometric data creation date and time data element with tag
'83' is present inside the Biometric Header Template or if more than one
Biometric Template is present inside the Biometric Group Template:

1. Search for the Biometric data creation date and time (Tag '83') inside
the Biometric Header Tnmplgfn

2. Check the length encoded for the Biometric data creation date and
time data element.

3. Check the format of the Biometric data creation date and time.

4. Check the value of the Biometric data creation date and time data
element.

Expected Results | 1. Tag '83' may be present and shall not occur more than once.

2. The encoded length shall be '07'.

3. Date of Issue shall be BCD encoded.

4. The Biometric data creation date and time data element shall
represent a valid date/time coded as YYYYMMDDhhmmss.
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SE_LDS_DG6_012

Test Case-ID SE_LDS DG6 012

Purpose This test checks the encoding of the BIR Creator (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EF.DGB6 has been retrieved from the IDL.

Z. IThe blometric Group remplate has been retrieved from Er.DGb.

[Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) BIR Creator data element with tag '84" is present inside the
Biometric Header Template:

1. Search for the BIR Creator (Tag '84') inside the Biometric Header
Template.

2. Check the length encoded for the BIR Creator data element;

3. Verify the length of the BIR Creator data element.

4. Check the format of the BIR Creator data element.

Expected Results

1. Tag '84' may be present and shall not occur more thanience.

2. The bytes that follow the Tag '84' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR Creator data
element.

4. The BIR Creator shall be encoded as ANS characters.

A.3.7.12 Test Case

SE_LDS_DG6_013

[Test Case-ID SE_LDS_DG6_013

Purpose This test checks the encoding of the BDB Validity Period (if present) in
the Biometric Header Template'(Tag 'A1') in each "Biometric Template"
in the "Biometric Group Template" in EF.DGS6.

Version 1.0

References ISO/IEC 18013-2:2008,Annex C

Profile DG6

Preconditions

1. EF.DG6 has-been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

[Test Scenario

For each."Biometric Template", perform the following checks if the
(optional)' BDB Validity Period data element with tag '85' is present inside
the Biometric Header Template:

1(Search for the BDB Validity Period (Tag '85') inside the Biometric
Header Template.

2. Check the length encoded for the BDB Validity Period data element.
3. Check the format of the BDB Validity Period.

4. Check the value of the BDB Validity Period data element.

5. Check the consistency of the value of the BDB Validity Period data
element.

Expected Results

1. Tag '85' may be present and shall not occur more than once.
2. The encoded length shall be '08'.

3. 1he BDB Validity Period shalt be BCD encoded:

4. The BDB Validity Period shall represent a valid effective date and a
valid expiry date coded as YYYYMMDDYYYYMMDD.

5. The BDB Validity Period effective date shall represent an effective
date BEFORE the expiry date.

A.3.7.13 Test Case

SE_LDS_DG6_014

Test Case-ID

SE_LDS_DG6_014

Purpose

This test checks the encoding of the BDB Product Owner, Product Type
(if present) in the Biometric Header Template (Tag 'A1") in each
"Biometric Template" in the "Biometric Group Template" in EF.DG6.
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Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG6
Preconditions 1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGB6.
Test Scenario For each "Biometric Template", perform the following checks if the

(optional) BDB Product Owner, Product Type data element with tag '86'
is present inside the Biometric Header Template:

1. Search for the BDB Product Owner, Product Type (Tag '86") inside the
Biometric Header Template.

2. Check the length encoded for the BDB Product Owner, Product Type
data element.

3. Check the value of the BDB Product Owner, Product Type data
element.

4. Check the consistency of the BDB Product Owner, Product Type data
element.

Expected Results | 1. Tag '86' may be present and shall not occur more than once.

2. The encoded length shall be '04'.

3. The BDB Product Owner, Product Type shall be a concatenation of
two 16-bit POSITIVE integers.

4. The BDB Product Owner, Product Type shall have be awalid
combination of product owner and product type as defined in ISO/IEC
19785-1:2006, 6.5.12 and 6.5.13.

A.3.7.14| Test Case SE_LDS_DG6_015

Test Cdse-ID SE LDS DG6 015

Purposg This test checks the encoding of the BDB Format Owner in the Biometric
Header Template (Tag 'A1") in each 'Biometric Template" in the
"Biometric Group Template" in ER:DG6.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG6
Precongitions 1. EF.DG6 has been retrieved from the IDL.
2. The Biometric:Group Template has been retrieved from EF.DG6.
Test Sgenario Perform the following checks for each "Biometric Template":

1. Search forthe BDB Format Owner (Tag '87') inside the Biometric
Header Template.

. Cheekthe length encoded for the BDB Format Owner data element.

. L£heck the value of the BDB Format Owner data element.

2Check the validity of the BDB Format Owner data element.

- Tag '87' shall be present.

. The encoded length shall be '02'".

. The BDB Format Owner shall be a 16-bit POSITIVE integer.

. The BDB Format Owner shall have be a valid format owner as defined
in ISO/IEC 19785-1:2006, 6.5.1.

Expected Results

B ON22UBDOWON
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A.3.7.15 Test Case SE_LDS_DG6_016

Test Case-ID SE_LDS DG6_016

Purpose This test checks the encoding of the BDB format type in the Biometric
Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DGB6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006

Profile DG6

Freconaltions

I~ EF.DGO has been retrieved from the DL
2. The Biometric Group Template has been retrieved from EF.DG6.

[Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the BDB format type (Tag '88') inside the Biometric Header
Template.

2. Check the length encoded for the BDB format type data element.

3. Check the value of the BDB format type data element.

4. Check the validity of the BDB format type data element.

5. Check the consistency of the BDB format type data element with the
BDB format owner data element.

Expected Results

1. Tag '88' shall be present.

2. The encoded length shall be '02'.

3. The BDB format type shall be a 16-bit POSITIVE integer.

4. The BDB format type shall have be a valid format type as defined in
ISO/IEC 19785-1:2006, 6.5.2.

5. The BDB format type shall be valid inf\combination with the format
owner data element.

A.3.7.16 Test Case SE_LDS_DG6_017

[Test Case-ID SE LDS DG6 017

Purpose This test checks the ehcoding of the BIR index (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EE.DGB6 has been retrieved from the IDL.
2(The Biometric Group Template has been retrieved from EF.DG6.

[Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) BIR index data element with tag '90' is present inside the
Biometric Header Template:

1. Search for the BIR index (Tag '90") inside the Biometric Header

Template.

2. Check the length encoded for the BIR index data element.

3. Verify the length of the BIR index data element.

Expected Results

1. Tag '90' may be present and shall not occur more than once.

Z.The bytes that follow the Tag ‘90" shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR index data
element.

© ISO/IEC 2011 — All rights reserved
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A.3.7.17 Test Case SE_LDS_DG6_018

Test Case-ID SE_LDS DG6_018

Purpose This test checks the presence and encoding of the Biometric Data Block
(Tag '5F 2E') in each "Biometric Template" in the "Biometric Group
Template" in EF.DG6.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG6
Preconditions 1. EF.DG6 has been retrieved from the IDL.
Z_ The Blometric Group Tempiate has been retrieved from EF .DGO.
Test Sgenario Perform the following checks for each "Biometric Template":
1. Search for the Biometric Data Block (Tag '5F 2E') inside the Biometric
Template.

2. If Tag '5F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '5F 2E'is present, verify the length of the Biometric Data Block
DO.

4. If Tag '5F 2E' is present, verify that the tag for the Enciphered
Biometric Data Block (Tag '7F 2E") is absent.

5. If Tag '5F 2E' is absent, verify that the tag for the Enciphefed:Biometric
Data Block (Tag '7F 2E") is present.

Expected Results | 1. Tag 'SF 2E' may be present and shall not occur more:than once.

2. If Tag 'S5F 2E' is present, the bytes that follow theBiometric Data Block
Tag shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '5F 2E' is present, the encoded lengthishall match the size of
the Biometric Data Block DO.

4. If Tag '5F 2E' is present, Tag '7F 2E- shall be absent.

5. If Tag '5F 2E'is absent, Tag '7F 2E' shall be present.

A.3.7.18| Test Case SE_LDS_DG6_019

Test Cgse-ID SE LDS DG6 019

Purposg This test checks the presence and encoding of the Enciphered Biometric
Data Block (Tag '7F 2E’) in each "Biometric Template" in the "Biometric
Group Template" in EF.DG6.

Version 1.0
Refererces ISO/IEC 180713-2:2008, Annex C
Profile DG6
Precondlitions 1. EF.DG6 has been retrieved from the IDL.
2. TheBiometric Group Template has been retrieved from EF.DG6.
Test Sgenario Perform the following checks for each "Biometric Template":
1% Search for the Biometric Data Block (Tag '7F 2E') inside the Biometric
Template.

2. If Tag '7F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '7F 2E' is present, verify the length of the Enciphered Biometric
Data BiockDO:

4. If Tag '7F 2E' is present, verify that the tag for the Biometric Data
Block (Tag '5F 2E') is absent.

5. If Tag '7F 2E' is absent, verify that the tag for the Biometric Data Block
(Tag '5F 2E') is present.

Expected Results | 1. Tag '7F 2E' may be present and shall not occur more than once.

2. If Tag '7F 2E' is present, the bytes that follow the Biometric Data Block
Tag shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '7F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4.1f Tag '7F 2E'is present, Tag '5F 2E' shall be absent.
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| 5.1f Tag '7F 2E'is absent, Tag '5F 2E' shall be present.

A.3.7.19 Test Case SE_LDS_DG6_020

Test Case-ID SE_LDS_DG6_020

Purpose This test checks the encoding of the BIR payload (Tag '53") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Praofile DGA

Preconditions

1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

[Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the BIR payload (Tag '53'") inside the Biometric Template.
2. If Tag '53' is present, analyze the encoding of the bytes that follow_the
BIR payload tag.

3. If Tag '53' is present, verify the length of the BIR payload DO:

4. If Tag '53' is present, verify that the tag '73' is absent.

Expected Results

1. Tag '53' may be present and shall not occur more thafionce.

2. If Tag '53' is present, the bytes that follow the BIR payload Tag shall
contain a valid length encoding (according to ASN¢1-encoding rules).
3. If Tag '53' is present, the encoded length shall match the size of the
BIR payload DO.

4. If Tag '53' is present, Tag '73' shall be absént.

A.3.7.20 Test Case SE_LDS_DG6_021

Test Case-ID SE_LDS DG6 021

Purpose This test checks the encoding 6f'the BIR payload (Tag '73') (if present) in
each "Biometric Template" inithe "Biometric Group Template" in EF.DG6.

\Version 1.0

References ISO/IEC 18013-2:2008;Annex C

Profile DG6

Preconditions

1. EF.DG6 has béen retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

[Test Scenario

Perform the following checks for each "Biometric Template":

1. Searchifor the BIR payload (Tag '73') inside the Biometric Template.
2. If Fag-73' is present, analyze the encoding of the bytes that follow the
BIR payload tag.

3.4 Tag '73' is present, verify the length of the BIR payload DO.

47 If Tag '73' is present, verify that the tag '53' is absent.

Expected Results

1. Tag '73' may be present and shall not occur more than once.

2. If Tag '73' is present, the bytes that follow the BIR payload Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).
3. If Tag '73' is present, the encoded length shall match the size of the
BIR payload DO.

4.If Tag '73'is present, Tag '53' shall be absent.

A.3.7.21 Test Case SE_LDS_DG6_022

Test Case-ID SE LDS DG6 022

Purpose This test checks the encoding of the Security Block (Tag '5F 3D") (if
present) in each "Biometric Template" in the "Biometric Group Template"
in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions 1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGB6.
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Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Security Block (Tag '5F 3D') inside the Biometric
Template.

2. If Tag '5F 3D' is present, analyze the encoding of the bytes that follow
the Security Block tag.

3. If Tag '5F 3D'is present, verify the length of the Security Block DO.

Expected Results

1. Tag 'SF 3D' may be present and shall not occur more than once.

2. If Tag '5F 3D’ is present, the bytes that follow the Security Block Tag
shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '5F 3D' is present, the encoded length shall match the size of
the Security Block DO.

A.3.8 |[Test Unit SE_LDS_DG7 — Tests for EF.DG7
Test Unit-ID SE_LDS _DG7
(Standard Encoding — Data Group 7)
Purpose The test cases in this test unit verify the structure and contents of the IDL

LDS Data Group 7.

Refererces

ISO/IEC 18013-2:2008

A.3.8.1 | Test Case SE_LDS_DG7_001
Test Cdse-ID SE LDS DG7 001
Purpos¢ This test checks the template tag; the encoded €F.DG7 element starts
with.
Version 1.0
Refererjces ISO/IEC 18013-2:2008, Annex C
Profile DG7
Precondlitions 1. EF.DG7 has been retrieved fronvthe IDL.
Test Sgenario 1. Check the very first byte of the\EF.DG7 element.
Expected Results | 1. First byte shall be '63'.

A.3.8.2 [Test Case SE_LDS_DG7_002
Test Cgse-ID SE LDS DG7_002
Purposg¢ This test checks'the encoding of EF.DG7 element length.
Version 1.0
Refererjces ISO/IEC 18013-2:2008, Annex C
Profile DG7
Precondlitions 1. EFIDG7 has been retrieved from the IDL.
Test Sgenario ToAnalyze the encoding of the bytes that follow the template tag.

2. Verify the length of the EF.DG7 object.

Expectéd Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded length shall match the size of the given EF.DG7 object.

A.3.8.3 Test Case SE_LDS_DG7_003

Test Case-ID SE_LDS DG7_003

Purpose This test checks the encoding of the Biometric Group Template (Tag '7F
61') present in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF.DG7 has been retrieved from the IDL.

Test Scenario

1. Search for the Biometric Group Template (Tag '7F 61') inside EF.DG?7.
2. Check the encoded length of the Biometric Group Template data
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element.
3. Check the length of the Biometric Group Template data element.

Expected Results

1. Tag '7F 61' shall be present.

2. The bytes that follow the Tag '7F 61' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Biometric Group
Template data element.

A.3.8.4 Test Case

SE_LDS_DG7_004

Test Case-ID SE LDS DG7 004

Purpose This test checks the "Number of Biometric Templates" DO in the
"Biometric Group Template" DO (Tag '7F61') in EF.DG7.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved fromEF.DG7.

[Test Scenario

1. Search for the Number of Biometric Templates (Tag !02') inside the
Biometric Group Template.

2. Analyze the encoding of the length of the Number-of Biometric
Templates DO coded with tag '02'".

3. Check the value encoded in the Number of Biometric Templates DO.

Expected Results

1. Tag '02' shall be present.

2. The length encoded in the Number of Biemetric Templates DO shall
be '01'h.

3. The value encoded in the Numbér.of Biometric Templates DO
matches the number of occurences of a DO with tag '7F 60" in the
Biometric Group Template.

A.3.8.5 Test Case

SE_LDS_DG7_005

Test Case-ID SE LDS DG7 005

Purpose This test checks the encoding of each "Biometric Template” DO in the
"Biometric GroupTemplate" in EF.DG7.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF-DG7 has been retrieved from the IDL.
2 The’Biometric Group Template has been retrieved from EF.DG7.

[Test Scenario

Perform the following checks for each "Biometric Template™:

17 Analyze the tag of the Biometric Template.

2. Analyze the encoding of the bytes that follow the tag '7F 60'.
3. Verify the length of the DO with Tag '7F 60'".

Expected-Results

1. The tag shall be '7F 60'.
2. The bytes that follow the Tag '7F 60' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag '7F
80"

A.3.8.6 Test Case

SE_LDS_DG7_006

Test Case-ID SE _LDS DG7_006

Purpose This test checks the encoding of the Biometric Header Template (Tag
'A1") in each "Biometric Template" in the "Biometric Group Template" in
EF.DG7.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF.DGY has been retrieved from the IDL.
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2. The Biometric Group Template has been retrieved from EF.DG7.

Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Biometric Header Template (Tag 'A1") inside the
Biometric Template.

2. Analyze the encoding of the bytes that follow the tag 'A1".

3. Check the length of the Biometric Header Template.

Expected Results

1. Tag 'A1" shall be present.

2. The bytes that follow the Tag 'A1' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Biometric Header

Template.

A.3.8.7 [ Test Case SE_LDS_DG7_008

Test Cgse-ID SE LDS DG7 008

Purposg This test checks the encoding of the Patron Header Version (if present)
in the Biometric Header Template (Tag 'A1') in each "Biometric
Template" in the "Biometric Group Template" in EF.DG7.

Version 1.0

Refererjces ISO/IEC 18013-2:2008, Annex C

Profile DG7

Precondlitions 1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved fromEF.DG7.

Test Sgenario For each "Biometric Template", perform the following checks if the

(optional) Patron Header Version data element with'tag '80' is present
inside the Biometric Header Template:

1. Search for the Patron Header Version (Tag.!'80') inside the Biometric
Header Template.

2. Check the length encoded for the Patron Header Version data
element.

3. Check the value of the Patron Header Version data element.

Expected Results

1. Tag '80' may be present and shall not occur more than once.
2. The encoded length shall be,'02'".
3. The Patron Header Versjon-shall have the value '01 01'.

A.3.8.8 | Test Case SE_LDS_DG7_009

Test Cgse-ID SE LDS DG7_009

Purposg This test cheeks.the encoding of the Biometric Type (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG7.

Version 1.0

Refererces ISOAEC 18013-2:2008, Annex C

Profile DG7

Precongitions 1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.

Test Sgenario For each "Biometric Template", perform the following checks if the

(optional) Biometric Type data element with tag '81' is present inside the

Biometric Header Tnmplgfo:

1. Search for the Biometric Type (Tag '81') inside the Biometric Header
Template.

2. Check the length encoded for the Biometric Type data element.

3. Check the value of the Biometric Type data element.

Expected Results

1. Tag '81' may be present and shall not occur more than once.
2. The encoded length shall be '01'.
3. The Biometric Type shall have the value '08' (Finger).

A.3.8.9 TestCase SE_LDS_DG7_010

| Test Case-ID

| SE_ LDS DG7 010
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Purpose This test checks the encoding of the Biometric Subtype (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.

Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) Biometric Subtype data element with tag '82' is present inside

the Biometric Header Template:

1. Search for the Biometric Subtype (Tag '82") inside the Biometric
Header Template.

2. Check the length encoded for the Biometric Subtype data element.
3. Check the value of the Biometric Subtype data element.

Expected Results

1. Tag '82' shall be present.
2. The encoded length shall be '01'.
3. The Biometric Subtype shall have a non-zero value.

A.3.8.10 Test Case SE_LDS_DG7_011

Test Case-ID SE_LDS _DG7_011

Purpose This test checks the encoding of the Biometric data creation date and
time (if present) in the Biometric Header Template (Tag 'A1') in each
"Biometric Template" in the "Biometric Group Template" in EF.DG7.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF.DG7 has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DG7.
3. The Number of Biometric'Templates has been retrieved from the
Biometric Group Template.

[Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) Biometric'data creation date and time data element with tag
'83' is present(inside the Biometric Header Template or if more than one
Biometric Template is present inside the Biometric Group Template:

1. Search:for the Biometric data creation date and time (Tag '83') inside
the Biometric Header Template.

2. Check the length encoded for the Biometric data creation date and
time data element.

37 Check the format of the Biometric data creation date and time.

4. Check the value of the Biometric data creation date and time data
element.

Expected.Results

1. Tag '83' may be present and shall not occur more than once.
2. The encoded length shall be '07".

3. Date of Issue shall be BCD encoded.

4. The Biometric data creation date and time data element shall
represent a valid date/time coded as YYYYMMDDhhmmss.

A.3.8.11 Test Case SE_LDS_DG7_012

Test Case-ID SE LDS DG7 012

Purpose This test checks the encoding of the BIR Creator (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF.DGY has been retrieved from the IDL.

© ISO/IEC 2011 — All rights reserved

51


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

2. The Biometric Group Template has been retrieved from EF.DG7.
Test Scenario For each "Biometric Template", perform the following checks if the
(optional) BIR Creator data element with tag '84' is present inside the
Biometric Header Template:

1. Search for the BIR Creator (Tag '84') inside the Biometric Header
Template.

2. Check the length encoded for the BIR Creator data element.

3. Verify the length of the BIR Creator data element.

4. Check the format of the BIR Creator data element.

Expected Results | 1. Tag '84' may be present and shall not occur more than once.

2. The bytes that follow the Tag '84' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR Creator data
element.

4. The BIR Creator shall be encoded as ANS characters.

A.3.8.12| Test Case SE_LDS_DG7_013

Test Cgse-ID SE_LDS DG7 013

Purposée This test checks the encoding of the BDB Validity Period (if present) in
the Biometric Header Template (Tag 'A1') in each "Biometric-Template"
in the "Biometric Group Template" in EF.DG7.

Version 1.0
Refererjces ISO/IEC 18013-2:2008, Annex C
Profile DG7
Precongitions 1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has beencretrieved from EF.DGY.
Test Sgenario For each "Biometric Template", perform the following checks if the

(optional) BDB Validity Period data element with tag '85' is present inside
the Biometric Header Template:

1. Search for the BDB Validity Period (Tag '85') inside the Biometric
Header Template.

2. Check the length encoded*for the BDB Validity Period data element.
3. Check the format of the BDB Validity Period.

4. Check the value ofthe'BDB Validity Period data element.

5. Check the consistency of the value of the BDB Validity Period data
element.

Expected Results | 1. Tag '85' may_be present and shall not occur more than once.

2. The encoded length shall be '08'.

3. The BDBValidity Period shall be BCD encoded.

4. The\BDB Validity Period shall represent a valid effective date and a
valid expiry date coded as YYYYMMDDYYYYMMDD.

5)The BDB Validity Period effective date shall represent an effective
date BEFORE the expiry date.

A.3.8.13| Test'\Case SE_LDS_DG7_014

Test Cgse-ID SE LDS DG7 014

Purpose This test checks the encoding of the BDB Product Owner, Product Type
(if present) in the Biometric Header Template (Tag 'A1') in each
"Biometric Template" in the "Biometric Group Template" in EF.DG7.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG7
Preconditions 1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.
Test Scenario For each "Biometric Template", perform the following checks if the

(optional) BDB Product Owner, Product Type data element with tag '86'
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is present inside the Biometric Header Template:

1. Search for the BDB Product Owner, Product Type (Tag '86') inside the
Biometric Header Template.

2. Check the length encoded for the BDB Product Owner, Product Type
data element.

3. Check the value of the BDB Product Owner, Product Type data
element.

4. Check the consistency of the BDB Product Owner, Product Type data
element.

Expected Results | 1. Tag '86' may be present and shall not occur more than once.

2. The encoded length shall be '04'.

3. The BDB Product Owner, Product Type shall be a concatenation of
two 16-bit POSITIVE integers.

4. The BDB Product Owner, Product Type shall have be a valid
combination of product owner and product type as defined in ISO/IEE,
19785-1:2006, 6.5.12 and 6.5.13.

A.3.8.14 Test Case SE_LDS_DG7_015

Test Case-ID SE LDS DG7 015

Purpose This test checks the encoding of the BDB Format Owner in the Biometric
Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DG7.

\Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG7
Preconditions 1. EF.DGY7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.
[Test Scenario Perform the following checks:for each "Biometric Template":

1. Search for the BDB Format Owner (Tag '87') inside the Biometric
Header Template.

. Check the length encoded for the BDB Format Owner data element.

. Check the valuejof the BDB Format Owner data element.

. Check the validity of the BDB Format Owner data element.

. Tag '87' shall be present.

. The encoded length shall be '02'.

. The(BDB Format Owner shall be a 16-bit POSITIVE integer.

. The.BDB Format Owner shall have be a valid format owner as defined
inISO/IEC 19785-1:2006, 6.5.1

Expected Results

A ON=_2UBDON
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A.3.8.15 Test Case SE_LDS_DG7_016

Test Case-ID SE_LDS DG7_016

Purpose This test checks the encoding of the BDB Format Type in the Biometric
Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DG7.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG7
Preconditions - EF.DGT has been retrieved from the DL
2. The Biometric Group Template has been retrieved from EF.DG7.
Test Sgenario Perform the following checks for each "Biometric Template":

1. Search for the BDB Format Type (Tag '88') inside the Biometric
Header Template.

2. Check the length encoded for the BDB Format Type data element.

3. Check the value of the BDB Format Type data element.

4. Check the validity of the BDB Format Type data element.

5. Check the consistency of the BDB Format Type data element with the
BDB format owner data element.

Expected Results | 1. Tag '88' shall be present.

2. The encoded length shall be '02'.

3. The BDB Format Type shall be a 16-bit POSITIVE integer.

4. The BDB Format Type shall have be a valid format type as defined in
ISO/IEC 19785-1:2006, 6.5.2.

5. The BDB Format Type shall be valid in combination with the format
owner data element.

A.3.8.16| Test Case SE_LDS_DG7_017

Test Cdse-ID SE LDS DG7 017

Purpos¢ This test checks the encoding.of the BIR index (if present) in the
Biometric Header Template-(Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG7.

Version 1.0
Refererjces ISO/IEC 18013-2:2008, Annex C
Profile DG7
Precondlitions 1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.
Test Sdenario For each’)'Biometric Template", perform the following checks if the

(optional) BIR index data element with tag '90' is present inside the
Biometric Header Template:

15 Search for the BIR index (Tag '90") inside the Biometric Header
Template.

2. Check the length encoded for the BIR index data element.

3. Verify the length of the BIR index data element.

Expectefd Results | 1. Tag '90' may be present and shall not occur more than once.

2. The bytes that follow the Tag ‘90" shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR index data
element.
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A.3.8.17 Test Case SE_LDS_DG7_018

Test Case-ID SE_LDS DG7_018

Purpose This test checks the presence and encoding of the Biometric Data Block
(Tag '5F 2E') in each "Biometric Template" in the "Biometric Group
Template" in EF.DG7.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG7
Preconditions 1. EF.DG7 has been retrieved from the IDL.
Z_ The BIometric Group Tempiate has been retrieved from EF DG7.
Test Scenario Perform the following checks for each "Biometric Template":
1. Search for the Biometric Data Block (Tag '5F 2E') inside the Biometric
Template.

2. If Tag '5F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '5F 2E'is present, verify the length of the Biometric Data-Block
DO.

4. If Tag '5F 2E' is present, verify that the tag for the Enciphered
Biometric Data Block (Tag '7F 2E') is absent.

5. If Tag '5F 2E' is absent, verify that the tag for the Enciphered Biometric
Data Block (Tag '7F 2E") is present.

Expected Results | 1. Tag 'SF 2E' may be present and shall not occtir more than once.

2. If Tag '5F 2E' is present, the bytes that follow-the Biometric Data Block
Tag shall contain a valid length encoding {according to ASN.1 encoding
rules).

3. If Tag '5F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4. If Tag '5F 2E' is present, Tag/7F 2E' shall be absent.

5. If Tag '5F 2E' is absent, Tag '7F 2E' shall be present.
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A.3.8.18 Test Case SE_LDS_DG7_019

Test Case-ID SE LDS DG7 019

Purpose This test checks the presence and encoding of the Enciphered Biometric
Data Block (Tag '7F 2E') in each "Biometric Template" in the "Biometric
Group Template" in EF.DG7.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG7
Preconditions 1. EF.DG7 has been retrieved from the IDL.
Z_ The Blometric Group Tempiate has been retrieved from EF . DG7.
Test Sgenario Perform the following checks for each "Biometric Template":
1. Search for the Biometric Data Block (Tag '7F 2E') inside the Biometric
Template.

2. If Tag '7F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '7F 2E'is present, verify the length of the Enciphered Biometric
Data Block DO.

4. If Tag '7TF 2E' is present, verify that the tag for the Biometric Data
Block (Tag '5F 2E') is absent.

5. If Tag '7F 2E' is absent, verify that the tag for the Biometric Data Block
(Tag '5F 2E") is present.

Expected Results | 1. Tag '7F 2E' may be present and shall not occur more:than once.

2.If Tag '7F 2E' is present, the bytes that follow theBiometric Data Block
Tag shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '7F 2E' is present, the encoded lengthishall match the size of
the Biometric Data Block DO.

4. If Tag '7F 2E' is present, Tag '5F 2E- shall be absent.

5. If Tag '7F 2E'is absent, Tag '5F 2E' shall be present.

A.3.8.19| Test Case SE_LDS_DG7_020

Test Cgse-ID SE LDS DG7 020

Purposg This test checks the encoding of the BIR payload (Tag '53") (if present) in
each "Biometric Template™in the "Biometric Group Template" in EF.DG7.
Version 1.0

Refererjces ISO/IEC 18013-2:2008, Annex C
Profile DG7
Precondlitions 1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.
Test Sgenario Performthe following checks for each "Biometric Template":

1. Séarch for the BIR payload (Tag '53') inside the Biometric Template.
2- I Tag '53' is present, analyze the encoding of the bytes that follow the
BIR payload tag.

3. If Tag '53' is present, verify the length of the BIR payload DO.

4. If Tag '53' is present, verify that the tag '73' is absent.

Expected Results | 1. Tag '53' may be present and shall not occur more than once.

2. If Tag '53' is present, the bytes that follow the BIR payload Tag shall
contain a valid fength encoding (according to ASN-Tencoding Tuies).
3. If Tag '53' is present, the encoded length shall match the size of the
BIR payload DO.

4. If Tag '53' is present, Tag '73' shall be absent.

A.3.8.20 Test Case SE_LDS_DG7_021

Test Case-ID SE LDS DG7 021

Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG7.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C
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Profile

DG7

Preconditions

1. EF.DGY7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.

Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the BIR payload (Tag '73'") inside the Biometric Template.
2. If Tag '73' is present, analyze the encoding of the bytes that follow the
BIR payload tag.

3. If Tag '73' is present, verify the length of the BIR payload DO.

4.1f Tag '73'is present, verify that the tag '53' is absent.

Expected Results

1. Tag '73' may be present and shall not occur more than once.

2. If Tag '73' is present, the bytes that follow the BIR payload Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).
3. If Tag '73' is present, the encoded length shall match the size of the
BIR payload DO.

4.1f Tag '73'is present, Tag '53' shall be absent.

A.3.8.21 Test Case SE_LDS_DG7_022

Test Case-ID SE_LDS_DG7_022

Purpose This test checks the encoding of the Security Block (Fag+5F 3D") (if
present) in each "Biometric Template" in the "Biometric Group Template"
in EF.DG7.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF.DG7 has been retrieved from the.IDL.
2. The Biometric Group Template has’been retrieved from EF.DG7.

Test Scenario

Perform the following checks for €ach "Biometric Template":

1. Search for the Security Block(Tag 'SF 3D') inside the Biometric
Template.

2. If Tag '5F 3D'is present“analyze the encoding of the bytes that follow
the Security Block tag.

3. If Tag '5F 3D' is_present, verify the length of the Security Block DO.

Expected Results

1. Tag '5F 3D' may;be present and shall not occur more than once.

2. If Tag '5F 3D';is present, the bytes that follow the Security Block Tag
shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag J5F 3D' is present, the encoded length shall match the size of
the Security Block DO.

A.3.9 Test UnitSE_LDS_DG8 - Tests for EF.DG8

Test Unit-ID SE_LDS_DG8
(Standard Encoding — Data Group 8)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 8.

References ISO/IEC 18013-2:2008

A.3.9.1 Test Case SE_LDS_DG8_001

Test Case-ID SE LDS DG8 001

Purpose This test checks the template tag that the encoded EF.DG8 element
starts with.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions

1. EF.DG8 has been retrieved from the IDL.

Test Scenario

1. Check the very first byte of the EF.DG8 element.
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| Expected Results | 1. First byte shall be '76'.

A.3.9.2 Test Case SE_LDS_DGS8_002

Test Case-ID SE LDS DG8 002

Purpose This test checks the encoding of EF.DG8 element length.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions

1._EEFE DG8 has been retrieved from the DI

Test Sgenario

1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.DG8 object.

Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded length shall match the size of the given EF.DG8 object.

A.3.9.3 [Test Case SE_LDS_DGS8_003

Test Cdse-ID

SE_LDS_DG8_003

Purpos¢ This test checks the encoding of the Biometric Group Template\(Tag '7F
61") present in EF.DGS.

Version 1.0

Refererces ISO/IEC 18013-2:2008, Annex C

Profile DG8

Precondlitions

1. EF.DG8 has been retrieved from the IDL.

Test Sgenario

1. Search for the Biometric Group Template (Tag '7F 61') inside EF.DG8.
2. Check the encoded length of the Biometfic’Group Template data
element.

3. Check the length of the Biometric Group Template data element.

Expected Results

1. Tag '7F 61' shall be present.

2. The bytes that follow the Tag-'¥YF 61' shall contain a valid length
encoding (according to ASN, 1 encoding rules).

3. The encoded length shall. match the size of the Biometric Group
Template data element.

A.3.9.4 [Test Case SE_LDS_DG8_004

Test Cgse-ID SE_LDS DG8,-004

Purposg This test checks the "Number of Biometric Templates" DO in the
"Biometri¢ Group Template" DO (Tag '7F61') in EF.DGS8.

Version 1.0

Refererces ISO/IEC 18013-2:2008, Annex C

Profile DG8

Precondlitions

1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.

Test Sgenatio

1. Search for the Number of Biometric Templates (Tag '02') inside the
Biometric Group Template.

2 Analyze the encoding of the tengthof the Number of Blometric
Templates DO coded with tag '02'".
3. Check the value encoded in the Number of Biometric Templates DO.

Expected Results

1. Tag '02' shall be present.

2. The length encoded in the Number of Biometric Templates DO shall
be '01'h.

3. The value encoded in the Number of Biometric Templates DO
matches the number of occurences of a DO with tag '7F 60' in the
Biometric Group Template.

A.3.9.5 TestCase SE_LDS_DG8_005
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Test Case-ID SE LDS DG8 005

Purpose This test checks the encoding of each "Biometric Template" DO in the
"Biometric Group Template" in EF.DGS.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions 1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG8.

Test Scenario Perform the following checks for each "Biometric Template":

1_Analyze the tag of the Biometric Template

2. Analyze the encoding of the bytes that follow the tag '7F 60'".

3. Verify the length of the DO with Tag '7F 60'".

Expected Results | 1. The tag shall be '7F 60'.

2. The bytes that follow the Tag '7F 60' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag, '7F
60'.

A.3.9.6 Test Case SE_LDS_DG8_006

Test Case-ID SE LDS DG8 006

Purpose This test checks the encoding of the Biometric Header Template (Tag
'‘A1") in each "Biometric Template" in the "Biometric Group Template" in
EF.DG8.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions 1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG8.

Test Scenario Perform the following checks:for each "Biometric Template":

1. Search for the Biometric Header Template (Tag 'A1') inside the
Biometric Template.

2. Analyze the encoding of the bytes that follow the tag 'A1".

3. Check the length of the Biometric Header Template.

Expected Results | 1. Tag 'A1' shall)be present.

2. The bytes that follow the Tag 'A1’ shall contain a valid length encoding
(accordingto ASN.1 encoding rules).

3. The'encoded length shall match the size of the Biometric Header
Template.

A.3.9.7 Test Case)SE_LDS_DG8_008

[Test Case-ID SE LDS DG8 008

Purpose This test checks the encoding of the Patron Header Version (if present)
in the Biometric Header Template (Tag 'A1') in each "Biometric
Template" in the "Biometric Group Template" in EF.DGS8.

\Version 1.0
Referenees ISOHEC480643-2:2008-AnrnexG
Profile DG8
Preconditions 1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.
Test Scenario For each "Biometric Template", perform the following checks if the

(optional) Patron Header Version data element with tag '80' is present
inside the Biometric Header Template:

1. Search for the Patron Header Version (Tag '80') inside the Biometric
Header Template.

2. Check the length encoded for the Patron Header Version data
element.

3. Check the value of the Patron Header Version data element.
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Expected Results

1. Tag '80' may be present and shall not occur more than once.
2. The encoded length shall be '02'.
3. The Patron Header Version shall have the value '01 01'.

A.3.9.8 Test Case

SE_LDS_DG8_009

Test Case-ID SE_LDS_DG8 009

Purpose This test checks the encoding of the Biometric Type (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DGS.

Versio 1.0

Refererces ISO/IEC 18013-2:2008, Annex C

Profile DG8

Precondlitions 1. EF.DG8 has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DGS.

Test Sgenario

For each "Biometric Template", perform the following checks if the
(optional) Biometric Type data element with tag '81' is present inside the
Biometric Header Template:

1. Search for the Biometric Type (Tag '81') inside the Biometric Header
Template.

2. Check the length encoded for the Biometric Type data element.

3. Check the value of the Biometric Type data element.

Expected Results

1. Tag '81' may be present and shall not occur more than once.
2. The encoded length shall be '01'.
3. The Biometric Type shall have the value '10' (Iris)

A.3.9.9 |Test Case SE_LDS_DG8_010

Test Cgse-ID SE_LDS_DG8 010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the
Biometric Header Template (Tag 'A1t) in each "Biometric Template" in
the "Biometric Group Template" inNEF.DGS.

Version 1.0

Refererces ISO/IEC 18013-2:2008, Anpex C

Profile DG8

Precondlitions 1. EF.DG8 has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DG8.

Test Sgenario

For each "Biometric Template", perform the following checks if the
(optional) Biemetric Subtype data element with tag '82' is present inside
the Biometric‘Header Template:

1. Searchfor the Biometric Subtype (Tag '82') inside the Biometric
HeaderTemplate.

2.Lheck the length encoded for the Biometric Subtype data element.
8/€heck the value of the Biometric Subtype data element.

Expected Results

1. Tag '82' may be present and shall not occur more than once.
2. The encoded length shall be '01'.
3. The Biometric Subtype shall have a non-zero value.

A.3.9.10 Test Case

SE_LDS_DG8_011

Test Case-ID SE LDS DG8 011

Purpose This test checks the encoding of the Biometric data creation date and
time (if present) in the Biometric Header Template (Tag 'A1') in each
"Biometric Template" in the "Biometric Group Template" in EF.DGS8.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions

1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.
3. The Number of Biometric Templates has been retrieved from the
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Biometric Group Template.

Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) Biometric data creation date and time data element with tag
'83' is present inside the Biometric Header Template or if more than one
Biometric Template is present inside the Biometric Group Template:

1. Search for the Biometric data creation date and time (Tag '83') inside
the Biometric Header Template.

2. Check the length encoded for the Biometric data creation date and
time data element.

3. Check the format of the Biometric data creation date and time.

4. Check the value of the Biometric data creation date and time data
element.

Expected Results

1. Tag '83' may be present and shall not occur more than once.
2. The encoded length shall be '07'.

3. Date of Issue shall be BCD encoded.

4. The Biometric data creation date and time data element shall
represent a valid date/time coded as YYYYMMDDhhmmss.
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A.3.9.11 Test Case SE_LDS_DG8_012

Test Case-ID SE_LDS DG8 012

Purpose This test checks the encoding of the BIR Creator (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DGS.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG8
Preconditions 1. EF.DG8 has been retrieved from the IDL.
2. The Blometric Group Tempiate has been retrieved from EF.DGS.
Test Sgenario For each "Biometric Template", perform the following checks if the

(optional) BIR Creator data element with tag '84' is present inside the
Biometric Header Template:

1. Search for the BIR Creator (Tag '84') inside the Biometric Header
Template.

2. Check the length encoded for the BIR Creator data element.

3. Verify the length of the BIR Creator data element.

4. Check the format of the BIR Creator data element.

Expected Results | 1. Tag '84' may be present and shall not occur more than once;

2. The bytes that follow the Tag '84' shall contain a valid length ‘encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR Cteator data
element.

4. The BIR Creator shall be encoded as ANS characters.

A.3.9.12| Test Case SE_LDS_DG8_013

Test Cdse-ID SE LDS DG8 013

Purpos¢ This test checks the encoding of the BDB Validity Period (if present) in
the Biometric Header Template (Tag"A1') in each "Biometric Template"
in the "Biometric Group Template!"in EF.DGS8.

Version 1.0
Refererjces ISO/IEC 18013-2:2008, Ahhex C
Profile DG8
Precondglitions 1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.
Test Sdenario For each "Biometric Template", perform the following checks if the

(optional) BDB,Validity Period data element with tag '85' is present inside
the Biometric Header Template:

1. Seareh for the BDB Validity Period (Tag '85') inside the Biometric
Header Template.

2- €heck the length encoded for the BDB Validity Period data element.
3% Check the format of the BDB Validity Period.

4. Check the value of the BDB Validity Period data element.

5. Check the consistency of the value of the BDB Validity Period data
element.

Expectelad Results | 1. Tag '85' may be present and shall not occur more than once.

2~ The encoded fength shaftbe 08"

3. The BDB Validity Period shall be BCD encoded.

4. The BDB Validity Period shall represent a valid effective date and a
valid expiry date coded as YYYYMMDDYYYYMMDD.

5. The BDB Validity Period effective date shall represent an effective
date BEFORE the expiry date.

A.3.9.13 Test Case SE_LDS_DG8_014

Test Case-ID SE_LDS DG8 014
Purpose This test checks the encoding of the BDB Product Owner, Product Type
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(if present) in the Biometric Header Template (Tag 'A1") in each
"Biometric Template" in the "Biometric Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006

Profile DG8

Preconditions

1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.

Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) BDB Product Owner, Product Type data element with tag '86'

is present inside the Biometric Header Template:

1. Search for the BDB Product Owner, Product Type (Tag '86') inside the
Biometric Header Template.

2. Check the length encoded for the BDB Product Owner, Product Type
data element.

3. Check the value of the BDB Product Owner, Product Type data
element.

4. Check the consistency of the BDB Product Owner, Product Type data
element.

Expected Results

1. Tag '86' may be present and shall not occur more thah once.

2. The encoded length shall be '04'.

3. The BDB Product Owner, Product Type shall be.a concatenation of
two 16-bit POSITIVE integers.

4. The BDB Product Owner, Product Type_shall have be a valid
combination of product owner and producttype as defined in ISO/IEC
19785-1:2006, 6.5.12 and 6.5.13.

A.3.9.14 Test Case

SE_LDS_DGS8_015

Test Case-ID SE LDS DG8 015

Purpose This test checks the encading of the BDB Format Owner in the Biometric
Header Template (Tag./A1') in each "Biometric Template" in the
"Biometric Group Template" in EF.DGS.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006

Profile DG8

Preconditions

1. EE.DGS8 has been retrieved from the IDL.
2. The/Biometric Group Template has been retrieved from EF.DG8.

[Test Scenario

Perform the following checks for each "Biometric Template":

1/ Search for the BDB Format Owner (Tag '87') inside the Biometric
Header Template.

. Check the length encoded for the BDB Format Owner data element.
. Check the value of the BDB Format Owner data element.

. Check the validity of the BDB Format Owner data element.

Expected Results

. Tag '87' shall be present.
. The encoded length shall be '02'".
. The BDB Format Owner shall be a 16-bit POSITIVE integer.

BIOLWON =20 OODN

. The BDB Format Owner shall have be a valid format owner as defined
in ISO/IEC 19785-1:2006, 6.5.1.

A.3.9.15 Test Case

SE_LDS_DGS8_016

Test Case-ID SE LDS DG8 016

Purpose This test checks the encoding of the BDB Format Type in the Biometric
Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DGS.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
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ISO/IEC 19785-1:2006

Profile DG8
Preconditions 1. EF.DG8 has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DGS.
Test Scenario Perform the following checks for each "Biometric Template":

1. Search for the BDB Format Type (Tag '88') inside the Biometric
Header Template.

2. Check the length encoded for the BDB Format Type data element.

3. Check the value of the BDB Format Type data element.

4. Check the validity of the BDB Format Type data element.

5. Check the consistency of the BDB Format Type data element with the
BDB format owner data element.

Expected Results | 1. Tag '88' shall be present.

2. The encoded length shall be '02'.

3. The BDB Format Type shall be a 16-bit POSITIVE integer.

4. The BDB Format Type shall have be a valid format type as defined in
ISO/IEC 19785-1:2006, 6.5.2.

5. The BDB Format Type shall be valid in combination with the format
owner data element.

A.3.9.16| Test Case SE_LDS_DG8_017

Test Cdse-ID SE LDS DG8 017

Purpose This test checks the encoding of the BIR index (if presént) in the
Biometric Header Template (Tag 'A1') in each "Biométric Template" in
the "Biometric Group Template" in EF.DGS.

Version 1.0
Refererjces ISO/IEC 18013-2:2008, Annex C
Profile DG8
Precongitions 1. EF.DG8 has been retrieved from the JDL.
2. The Biometric Group Template hds been retrieved from EF.DG8.
Test Sdenario For each "Biometric Template", pefform the following checks if the

(optional) BIR index data element with tag '90' is present within the
Biometric Header Template:

1. Search for the BIR index*(Tag '90") inside the Biometric Header
Template.

2. Check the length encoded for the BIR index data element.

3. Verify the lengthof the BIR index data element.

Expected Results | 1. Tag '90' may_be present and shall not occur more than once.

2. The bytes‘that follow the Tag '90' shall contain a valid length encoding
(according.to ASN.1 encoding rules).

3. The'encoded length shall match the size of the BIR index data
element.
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A.3.9.17 Test Case SE_LDS_DG8_018

Test Case-ID SE LDS DG8 018

Purpose This test checks the presence and encoding of the Biometric Data Block
(Tag '5F 2E') in each "Biometric Template" in the "Biometric Group
Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions

1. EF.DG8 has been retrieved from the IDL.

Z. IThe blometric Group remplate has been retrieved from Er.DGo.

[Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Biometric Data Block (Tag '5F 2E') inside the Biometric
Template.

2. If Tag '5F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '5F 2E'is present, verify the length of the Biometric Data-Block
DO.

4. If Tag '5F 2E' is present, verify that the tag for the Enciphered
Biometric Data Block (Tag '7F 2E') is absent.

5. If Tag '5F 2E' is absent, verify that the tag for the Enciphered Biometric
Data Block (Tag '7F 2E") is present.

Expected Results

1. Tag 'SF 2E' may be present and shall not occtir more than once.

2. If Tag '5F 2E' is present, the bytes that follow-the Biometric Data Block
Tag shall contain a valid length encoding {according to ASN.1 encoding
rules).

3. If Tag '5F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4. If Tag '5F 2E' is present, Tag/7F 2E' shall be absent.

5. If Tag '5F 2E' is absent, Tag '7F 2E' shall be present.

A.3.9.18 Test Case SE_LDS_DG8_019

Test Case-ID SE LDS DG8 019

Purpose This test checks.the presence and encoding of the Enciphered Biometric
Data Block (Tag '7F 2E') in each "Biometric Template" in the "Biometric
Group Template" in EF.DGS.

\Version 1.0

References ISO/IEC™8013-2:2008, Annex C

Profile DG8

Preconditions

1)EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG8.

[Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Biometric Data Block (Tag '7F 2E') inside the Biometric
Template.

2.If Tag '7F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '7F 2E' is present, verify the length of the Enciphered Biometric

Data BiockDO:

4. If Tag '7F 2E' is present, verify that the tag for the Biometric Data
Block (Tag '5F 2E') is absent.

5. If Tag '7F 2E'is absent, verify that the tag for the Biometric Data Block
(Tag '5F 2E') is present.

Expected Results

1. Tag '7F 2E' may be present and shall not occur more than once.

2. If Tag '7F 2E'is present, the bytes that follow the Biometric Data Block
Tag shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '7F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4.1f Tag '7F 2E'is present, Tag '5F 2E' shall be absent.
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| 5.1f Tag '7F 2E'is absent, Tag '5F 2E' shall be present.

A.3.9.19 Test Case SE_LDS_DG8_020

Test Case-ID SE_LDS _DG8 020

Purpose This test checks the encoding of the BIR payload (Tag '53') (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Precondlitions

1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.

Test Sdenario

Perform the following checks for each "Biometric Template":

1. Search for the BIR payload (Tag '53") inside the Biometric Template.
2. If Tag '53' is present, analyze the encoding of the bytes that follow the
BIR payload tag.

3. If Tag '53' is present, verify the length of the BIR payload DO.

4. If Tag '53' is present, verify that the tag '73' is absent.

Expected Results

1. Tag '53' may be present and shall not occur more than once,

2. If Tag '53' is present, the bytes that follow the BIR payload-Tag shall
contain a valid length encoding (according to ASN.1 encodingrules).
3. If Tag '53' is present, the encoded length shall match«he size of the
BIR payload DO.

4. If Tag '53' is present, Tag '73' shall be absent.
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A.3.9.20 Test Case SE_LDS_DG8_021

Test Case-ID SE_LDS _DG8_021

Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG8.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C
Profile DG8
Preconditions 1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.
Test Scenario Perform the following checks for each 'Biometric Template™

1. Search for the BIR payload (Tag '73") inside the Biometric Template.
2. If Tag '73' is present, analyze the encoding of the bytes that follow the
BIR payload tag.

3. If Tag '73' is present, verify the length of the BIR payload DO.

4. If Tag '73' is present, verify that the tag '53' is absent.

Expected Results | 1. Tag '73' may be present and shall not occur more than once;

2. If Tag '73' is present, the bytes that follow the BIR payload Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).
3. If Tag '73' is present, the encoded length shall match\the size of the
BIR payload DO.

4.1f Tag '73'is present, Tag '53' shall be absent.

A.3.9.21 Test Case SE_LDS_DG8_022

Test Case-ID SE LDS DG8 022

Purpose This test checks the encoding of the Security Block (Tag '5F 3D') (if
present) in each "Biometric Template" in the "Biometric Group Template"
in EF.DGS8.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions 1. EF.DG8 has been-etrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.

[Test Scenario Perform the following checks for each "Biometric Template™:
1. Search for the Security Block (Tag '5F 3D') inside the Biometric
Template.

2. If Tag¥bF 3D' is present, analyze the encoding of the bytes that follow
the Security Block tag.

3(IfyTag '5F 3D'is present, verify the length of the Security Block DO.
Expected Results {“)Tag '5F 3D' may be present and shall not occur more than once.

2. If Tag '5F 3D' is present, the bytes that follow the Security Block Tag
shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '5F 3D'is present, the encoded length shall match the size of
the Security Block DO.

A.310 Test Unit SE LDS DG9 — Tests for EF.DG9

Test Unit-ID SE_LDS DG9
(Standard Encoding — Data Group 9)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 9.

References ISO/IEC 18013-2:2008

A.3.10.1 Test Case SE_LDS_DG9_001

Test Case-ID SE_LDS DG9 001
Purpose This test checks the template tag that the encoded EF.DG9 element
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starts with.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.

Test Scenario

1. Check the very first byte of the EF.DG9 element.

Expected Results

1. First byte shall be '70'.

A.3.10.2 Test Case SE_LDS_DG9_002

Test Cgse-ID SE LDS DG9 002

Purposg¢ This test checks the encoding of EF.DG9 element length.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Precondlitions

1. EF.DG9 has been retrieved from the IDL.

Test Sgenario

1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.DG9 object.

Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded length shall match the size of the given EF-DG9 object.

A.3.10.3| Test Case SE_LDS_DG9_003

Test Cdse-ID

SE_LDS_DG9 003

Purpos¢ This test checks the encoding of the Biometric.Group Template (Tag '7F
61") present in EF.DG9.

Version 1.0

Refererces ISO/IEC 18013-2:2008, Annex C

Profile DG9

Precondlitions

1. EF.DG9 has been retrieved from the IDL.

Test Sgenario

1. Search for the Biometric Gfoup Template (Tag '7F 61') inside EF.DG9.
2. Check the encoded length of the Biometric Group Template data
element.

3. Check the length of-the Biometric Group Template data element.

Expected Results

1. Tag '7F 61' shallbe present.

2. The bytes that follow the Tag '7F 61' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Biometric Group
Templaieydata element.

A.3.10.4| Test Case SE_LDS_DG9_004

Test Cgse-ID SE_LDS_DG9_004

Purposg This test checks the "Number of Biometric Templates" DO in the
"Biometric Group Template" DO (Tag '7F61') in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

Test Scenario

1. Search for the Number of Biometric Templates (Tag '02') inside the
Biometric Group Template.

2. Analyze the encoding of the length of the Number of Biometric
Templates DO coded with tag '02'".

3. Check the value encoded in the Number of Biometric Templates DO.

Expected Results

1. Tag '02' shall be present.
2. The length encoded in the Number of Biometric Templates DO shall

68

© ISO/IEC 2011 — All rights reserved



https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

be '01'h.

3. The value encoded in the Number of Biometric Templates DO
matches the number of occurences of a DO with tag '7F 60" in the
Biometric Group Template.

A.3.10.5 Test Case

SE_LDS_DG9_005

Test Case-ID SE_LDS_DG9_005

Purpose This test checks the encoding of each "Biometric Template" DO in the
"Biometric Group Template" in EF.DG9.

\ersion 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

[Test Scenario

Perform the following checks for each "Biometric Template":

1. Analyze the tag of the Biometric Template.

2. Analyze the encoding of the bytes that follow the tag '7F 60,
3. Verify the length of the DO with Tag '7F 60'.

Expected Results

1. The tag shall be '7F 60'.

2. The bytes that follow the Tag '7F 60' shall contain awvalid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag '7F
60'.

A.3.10.6 Test Case

SE_LDS_DG9_006

[Test Case-ID SE_LDS DG9 006

Purpose This test checks the encoding of the Biometric Header Template (Tag
'‘A1") in each "Biometric Templatein the "Biometric Group Template" in
EF.DG9.

\Version 1.0

References ISO/IEC 18013-2:2008, Anniex C

Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.
2. The Biometric.Group Template has been retrieved from EF.DG9.

Test Scenario

Perform the fallowing checks for each "Biometric Template":

1. Search for the Biometric Header Template (Tag 'A1') inside the
BiometriciFemplate.

2. Analyze the encoding of the bytes that follow the tag 'A1".
3,.Check the length of the Biometric Header Template.

Expected Results

1.Fag 'A1' shall be present.

2. The bytes that follow the Tag 'A1' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Biometric Header
Template.

I-}.3.10.7 Test Case

SE_LDS_DG9_008

radt Caca 1D
S

SE IF\S ImYolo Wl aTate]
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o= L= = AN >A A~

Purpose This test checks the encoding of the Patron Header Version (if present)
in the Biometric Header Template (Tag 'A1') in each "Biometric
Template" in the "Biometric Group Template" in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) Patron Header Version data element with tag '80' is present
inside the Biometric Header Template:
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1. Search for the Patron Header Version (Tag '80') inside the Biometric
Header Template.

2. Check the length encoded for the Patron Header Version data
element.

3. Check the value of the Patron Header Version data element.
Expected Results | 1. Tag '80' may be present and shall not occur more than once.

2. The encoded length shall be '02'.

3. The Patron Header Version shall have the value '01 01'.

A.3.10.8 Test Case SE_LDS_DG9_009

Test Cdse-ID SE LDS DG9 009

Purpos¢ This test checks the encoding of the Biometric Type (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG9.

Version 1.0
Refererjces ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-3:2007
Profile DG9
Precondlitions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF-DG9.
Test Sdenario For each "Biometric Template", perform the following checks'if the

(optional) Biometric Type data element with tag '81' is present inside the
Biometric Header Template :

1. Search for the Biometric Type (Tag '81') inside the Biometric Header
Template.

2. Check the length encoded for the Biometric\Type data element.

3. Check the value of the Biometric Type datarélement.

Expected Results | 1. Tag '81' may be present and shall not 6ccur more than once.

2. The encoded length shall be '01' - '03%

3. The Biometric Type shall have the:valid value according to ISO/IEC
19785-3:2007.

A.3.10.9| Test Case SE_LDS_DG9_010

Test Cgse-ID SE LDS DG9 010

Purposg This test checks the'encoding of the Biometric Subtype (if present) in the
Biometric Header-Template (Tag 'A1') in each "Biometric Template" in
the "Biometriec 'Group Template" in EF.DG9.

Version 1.0
Refererces ISO/IEC-18013-2:2008, Annex C
Profile DG9
Precondlitions 1.€FK:DG9 has been retrieved from the IDL.
2/7Fhe Biometric Group Template has been retrieved from EF.DG9.
Test Sgenario For each "Biometric Template", perform the following checks if the

(optional) Biometric Subtype data element with tag '82' is present inside
the Biometric Header Template:

1. Search for the Biometric Subtype (Tag '82') inside the Biometric
Header Tnmplsuh:

2. Check the length encoded for the Biometric Subtype data element.
3. Check the value of the Biometric Subtype data element.

Expected Results | 1. Tag '82' may be present and shall not occur more than once.

2. The encoded length shall be '01'.

3. The Biometric Subtype shall have a non-zero value.

A.3.10.10 Test Case SE_LDS_DG9_011

Test Case-ID SE LDS DG9 011
Purpose This test checks the encoding of the Biometric data creation date and
time (if present) in the Biometric Header Template (Tag 'A1') in each
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"Biometric Template" in the "Biometric Group Template" in EF.DG9.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DG9.
3. The Number of Biometric Templates has been retrieved from the
Biometric Group Template.

Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) Biometric data creation date and time data element with tag

'83' is present inside the Biometric Header Template or if more than one
Biometric Template is present inside the Biometric Group Template:

1. Search for the Biometric data creation date and time (Tag '83') inside
the Biometric Header Template.

2. Check the length encoded for the Biometric data creation date and
time data element.

3. Check the format of the Biometric data creation date and tine;

4. Check the value of the Biometric data creation date andtime data
element.

Expected Results

1. Tag '83' may be present and shall not occur more thah once.
2. The encoded length shall be '07".

3. Date of Issue shall be BCD encoded.

4. The Biometric data creation date and time data element shall
represent a valid date/time coded as YYYYMMDDhhmmss.

A.3.10.11 Test Case SE_LDS_DG9 012

Test Case-ID SE LDS DG9 012

Purpose This test checks the encoding‘of the BIR Creator (if present) in the
Biometric Header Template/{(Tag 'A1') in each "Biometric Template" in
the "Biometric Group Femplate" in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

[Test Scenario

For each/"Biometric Template", perform the following checks if the
(optional) BIR Creator data element with tag '84' is present inside the
Biometric Header Template :

1/ Search for the BIR Creator (Tag '84') inside the Biometric Header
Template.

2. Check the length encoded for the BIR Creator data element.

3. Verify the length of the BIR Creator data element.

4. Check the format of the BIR Creator data element.

Expected Results

1. Tag '84' may be present and shall not occur more than once.
2. The bytes that follow the Tag '84' shall contain a valid length encoding
(according to ASN.1 encoding rules)

3. The encoded length shall match the size of the BIR Creator data
element.
4. The BIR Creator shall be encoded as ANS characters.
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A.3.10.12 Test Case SE_LDS_DG9_013

Test Case-ID SE_LDS DG9 013

Purpose This test checks the encoding of the BDB Validity Period (if present) in
the Biometric Header Template (Tag 'A1') in each "Biometric Template"
in the "Biometric Group Template" in EF.DG9.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG9
Preconditions 1. EF.DG9 has been retrieved from the IDL.
2. The Blometric Group Tempiate has been retrieved from EF.DGY.
Test Sgenario For each "Biometric Template", perform the following checks if the

(optional) BDB Validity Period data element with tag '85' is present inside
the Biometric Header Template:

1. Search for the BDB Validity Period (Tag '85') inside the Biometric
Header Template.

2. Check the length encoded for the BDB Validity Period data element
3. Check the format of the BDB Validity Period.

4. Check the value of the BDB Validity Period data element.

5. Check the consistency of the value of the BDB Validity Perioddata
element.

Expected Results | 1. Tag '85' may be present and shall not occur more than.once.

2. The encoded length shall be '08'.

3. The BDB Validity Period shall be BCD encoded.

4. The BDB Validity Period shall represent a valid(effective date and a
valid expiry date coded as YYYYMMDDYYYYMMDD.

5. The BDB Validity Period effective date shalkrepresent an effective
date BEFORE the expiry date.

A.3.10.1B Test Case SE_LDS_DG9_014

Test Cgse-ID SE LDS DG9 014

Purposg This test checks the encoding.of the BDB Product Owner, Product Type
(if present) in the BiometriclHeader Template (Tag 'A1') in each
"Biometric Template" in.the "Biometric Group Template" in EF.DG9.
Version 1.0

Refererjces ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG9
Precondlitions 1. EF.DG9has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.
Test Sgenario For éach "Biometric Template", perform the following checks if the

(eptional) BDB Product Owner, Product Type data element with tag '86'
iS.present inside the Biometric Header Template:

1. Search for the BDB Product Owner, Product Type (Tag '86') inside the
Biometric Header Template.

2. Check the length encoded for the BDB Product Owner, Product Type
data element.

3Checkthe vatue of the BDBProduct-Owner, Product Type data
element.

4. Check the consistency of the BDB Product Owner, Product Type data
element.

Expected Results | 1. Tag '86' may be present and shall not occur more than once.

2. The encoded length shall be '04'.

3. The BDB Product Owner, Product Type shall be a concatenation of
two 16-bit POSITIVE integers.

4. The BDB Product Owner, Product Type shall have be a valid
combination of product owner and product type as defined in ISO/IEC
19785-1:2006, 6.5.12 and 6.5.13.
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A.3.10.14 Test Case SE_LDS_DG9 015

Test Case-ID SE LDS DG9 015

Purpose This test checks the encoding of the BDB Format Owner in the Biometric
Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006

Profile DG9

Freconaltions

I~ EF.DGY has been retrieved from the DL
2. The Biometric Group Template has been retrieved from EF.DG9.

[Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the BDB Format Owner (Tag '87') inside the Biometric
Header Template.

. Check the length encoded for the BDB Format Owner data element.
. Check the value of the BDB Format Owner data element.

. Check the validity of the BDB Format Owner data element.

Expected Results

. Tag '87' shall be present.

. The encoded length shall be '02'.

. The BDB Format Owner shall be a 16-bit POSITIVE integer.

. The BDB Format Owner shall have be a valid format owner as defined
in ISO/IEC 19785-1:2006, 6.5.1.

A WON=_2UBDODN

A.3.10.15 Test Case SE_LDS_DG9_016

[Test Case-ID SE_LDS _DG9 016

Purpose This test checks the encoding of the"BDB Format Type in the Biometric
Header Template (Tag 'A1") in_.each "Biometric Template" in the
"Biometric Group Template" jn EF.DG9.

\Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006

Profile DG9

Preconditions

1. EF.DG9 has-been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

[Test Scenario

Perform the, following checks for each "Biometric Template":

1. Searchfor the BDB Format Type (Tag '88') inside the Biometric
Header Template.

2(Check the length encoded for the BDB Format Type data element.
3)Check the value of the BDB Format Type data element.

4. Check the validity of the BDB Format Type data element.

5. Check the consistency of the BDB Format Type data element with the
BDB format owner data element.

Expected Results

1. Tag '88' shall be present.

2. The encoded length shall be '02'".

3. The BDB Format Type shall be a 16-bit POSITIVE integer.

4. The BDB Format Type shall have be a valid format type as defined in

ISOMEC 19785-172006, 6.5.2-
5. The BDB Format Type shall be valid in combination with the format
owner data element.

A.3.10.16 Test Case SE_LDS_DG9 017
Test Case-ID SE LDS DG9 017
Purpose This test checks the encoding of the BIR index (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG9.
Version 1.0
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References ISO/IEC 18013-2:2008, Annex C
Profile DG9
Preconditions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.
Test Scenario For each "Biometric Template", perform the following checks if the

(optional) BIR index data element with tag '90' is present inside the
Biometric Header Template :

1. Search for the BIR index (Tag '90'") inside the Biometric Header
Template.

2. Check the length encoded for the BIR index data element.

3. Verify the length of the BIR index data element.

Expected Results | 1. Tag '90' may be present and shall not occur more than once.

2. The bytes that follow the Tag '90' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR index data
element.
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A.3.10.17 Test Case SE_LDS_DG9_018

Test Case-ID SE LDS DG9 018

Purpose This test checks the presence and encoding of the Biometric Data Block
(Tag '5F 2E') in each "Biometric Template" in the "Biometric Group
Template" in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.

Z. IThe blometric Group remplate has been retrieved from er.DGY.

[Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Biometric Data Block (Tag '5F 2E') inside the Biometric
Template.

2. If Tag '5F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '5F 2E'is present, verify the length of the Biometric Data-Block
DO.

4. If Tag '5F 2E' is present, verify that the tag for the Enciphered
Biometric Data Block (Tag '7F 2E') is absent.

5. If Tag '5F 2E' is absent, verify that the tag for the Enciphered Biometric
Data Block (Tag '7F 2E") is present.

Expected Results

1. Tag 'SF 2E' may be present and shall not occtir more than once.

2. If Tag '5F 2E' is present, the bytes that follow-the Biometric Data Block
Tag shall contain a valid length encoding {according to ASN.1 encoding
rules).

3. If Tag '5F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4. If Tag '5F 2E' is present, Tag/7F 2E' shall be absent.

5. If Tag '5F 2E' is absent, Tag '7F 2E' shall be present.

A.3.10.18 Test Case SE_LDS_DG9 019

Test Case-ID SE LDS DG9 019

Purpose This test checks.the presence and encoding of the Enciphered Biometric
Data Block (Tag '7F 2E') in each "Biometric Template" in the "Biometric
Group Template" in EF.DG9.

\Version 1.0

References ISO/IEC™8013-2:2008, Annex C

Profile DG9Q

Preconditions

1)EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

[Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Biometric Data Block (Tag '7F 2E') inside the Biometric
Template.

2.If Tag '7F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '7F 2E' is present, verify the length of the Enciphered Biometric

Data BiockDO:

4. If Tag '7F 2E' is present, verify that the tag for the Biometric Data
Block (Tag '5F 2E') is absent.

5. If Tag '7F 2E'is absent, verify that the tag for the Biometric Data Block
(Tag '5F 2E') is present.

Expected Results

1. Tag '7F 2E' may be present and shall not occur more than once.

2. If Tag '7F 2E'is present, the bytes that follow the Biometric Data Block
Tag shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '7F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4.1f Tag '7F 2E'is present, Tag '5F 2E' shall be absent.
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| | 5.1f Tag '7F 2E'is absent, Tag '5F 2E' shall be present.

A.3.10.19 Test Case SE_LDS_DG9_020

Test Case-ID SE_LDS _DG9 020

Purpose This test checks the encoding of the BIR payload (Tag '53") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG9.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C
Profile DG
Precongitions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.
Test Sgenario Perform the following checks for each "Biometric Template":

1. Search for the BIR payload (Tag '53") inside the Biometric Template.
2. If Tag '53' is present, analyze the encoding of the bytes that follow the
BIR payload tag.

3. If Tag '53' is present, verify the length of the BIR payload DO.

4. If Tag '53' is present, verify that the tag '73' is absent.

Expected Results | 1. Tag '53' may be present and shall not occur more than once,

2. If Tag '53' is present, the bytes that follow the BIR payload-Tag shall
contain a valid length encoding (according to ASN.1 encodingrules).
3. If Tag '53' is present, the encoded length shall match«he size of the
BIR payload DO.

4. 1If Tag '563' is present, Tag '73' shall be absent.

A.3.10.2D Test Case SE_LDS_DG9_021

Test Cgse-ID SE LDS DG9 021

Purposg This test checks the encoding of the BIR payload (Tag '73") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG9.
Version 1.0

Refererces ISO/IEC 18013-2:2008, Annex C
Profile DG9
Precongitions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group.Template has been retrieved from EF.DG9.
Test Sgenario Perform the following'checks for each "Biometric Template":

1. Search for the BIR.payload (Tag '73') inside the Biometric Template.
2. If Tag '73' is,present, analyze the encoding of the bytes that follow the
BIR payloadtag:-

3. If Tag '73"js present, verify the length of the BIR payload DO.

4. If Tag'/3' is present, verify that the tag '53' is absent.

Expected Results | 1. Tag.'73' may be present and shall not occur more than once.
2.4fTag '73' is present, the bytes that follow the BIR payload Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).
3. If Tag '73' is present, the encoded length shall match the size of the
BIR payload DO.

4.1f Tag '73' is present, Tag '53' shall be absent.

A.3.10.21 Test Case SE_LDS_DG9_022

Test Case-ID SE LDS DG9 022

Purpose This test checks the encoding of the Security Block (Tag '5F 3D') (if
present) in each "Biometric Template" in the "Biometric Group Template"
in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

Test Scenario Perform the following checks for each "Biometric Template":
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1. Search for the Security Block (Tag '5F 3D') inside the Biometric
Template.

2. If Tag '5F 3D' is present, analyze the encoding of the bytes that follow
the Security Block tag.

3. If Tag '5F 3D'is present, verify the length of the Security Block DO.

Expected Results

1. Tag 'SF 3D' may be present and shall not occur more than once.

2. If Tag '5F 3D’ is present, the bytes that follow the Security Block Tag
shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '5F 3D'is present, the encoded length shall match the size of

the Security Block DO.

A.3.11 Test Unit SE_LDS_SOD - Tests for EF.SOD
Test Unit-ID SE_LDS_SOD
(Standard Encoding — Document Security Object)
Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Security Object.
References ISO/IEC 18013-2:2008
ISO/IEC 18013-3:2009

A.3.11.1 Test Case

SE_LDS_SOD_001

Test Case-ID SE LDS SOD 001

Purpose This test checks the template tag; the efcoded EF.SOD element starts
with.

\Version 1.0

References ISO/IEC 18013-3:2009

Profile PA

Preconditions

1. EF.SOD has been retrieyed from the IDL.

[Test Scenario

1. Check the very first byte' of the EF.SOD element.

Expected Results

1. First byte shall be77'.

A.3.11.2 Test Case

SE_LDS_SOD_002

Test Case-ID SE LDS SOD 002

Purpose This test'checks the encoding of EF.SOD element length.
Version 1.0

References ISO/IEC 18013-3:2009

Profile PA

Preconditions

17 EF.SOD has been retrieved from the IDL.

[Test Scenario

1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.SOD object.

Expected-Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded length shall match the size of the given EF.SOD object.
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A.3.11.3 Test Case SE_LDS_SOD_003

Test Case-ID SE_LDS_SOD_003
Purpose This test checks the ASN#1 encoding of the PCKS#7 signedData object.
Version 1.0
References ISO/IEC 18013-3:2009
RFC-3369
Profile PA
Preconditions 1. EF.SOD has been retrieved from the IDL.
Test Scenario 1. Analyze the ASN.1 encoding of the content of EF.SOD.

[ Z. Analyze the value of the EF.SOD template.
Expectéd Results | 1. The signedData object shall be DER encoded.
2. The value of the the EF.SOD template shall be a Contentinfo data
element of the SignedData Type as specified in RFC 3369.

A.3.11.4| Test Case SE_LDS_SOD_004

Test Cdse-ID SE LDS SOD 004
Purposg This test checks the value encoded in the signedData element.
Version 1.0
Refererces ISO/IEC 18013-3:2009
RFC-3369
Profile PA
Preconditions 1. EF.SOD has been retrieved from the IDL.
2. The SignedData field has been retrieved from the Contentinfo DO in
EF.SOD.

Test Sdenario . Check the SignedData version value (Tag !02".

. Check the digestAlgorithms list (Tag '31').

. Check the eContentType (Tag '06').

. Check the certificates list (Tag 'AQ").

. Check the Certificate Revocation Lists (Tag 'A1").

. The version shall be 3.

. The digestAlgorithms list may-¢ontain all used digestAlgorithms in the
signedData. The digestAlgorithms list shall not contain other digest
algorithms than those specified in ISO/IEC 18013-3:2009 8.1.4.

3. The eContentType shall have OID as specified in ISO/IEC 18013-
3:20009.

4. Tag 'A0' may be present and shall occur only once.

5. Tag 'A1' shall'be absent.

Expected Results

N=2OrWON-

A.3.11.5| Test Case SE_LDS_SOD_005

Test Cgse-ID SE.LDS SOD 005
Purposg¢ This‘test checks the Signerinfo element of the signedData structure.
Version 1.0
Refererjces ISO/IEC 18013-3:2009
RFC-3369
Profile PA
Precondlitiohs 1. EF.SOD has been retrieved from the IDL.
2. The SignedData field has been retrieved from the Contentinfo DO in
EF.SOD.
Test Scenario Perform the following checks for each entry of the "signerinfos" field in

the signedData structure:

1. Check the signer info version (Tag '02").

2. Check the choice in the sid field (first instance of Tag '30'").

3. Check the certificate identified in the sid field.

4. Check the digestAlgorithm field (second instance of Tag '30'").
5. Check the presence of the Digest Algorithm Identifier in the
digestAlgorithmlist of the signedData element.

6. Check the signedAttrs element (Tag 'AQ").
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7. Check the value of the signedAttrs element.

8. Check the value of the signedAttrs element.

9. Check the message-digest Attribute.

10. Check the content-type Attribute.

11. Check the SigningTime attribute if present.

12. Check the signatureAlgorithm element.

13. Check the signature element.

Expected Results | 1. The version shall be 1 or 3.

2. The sid field shall match the signer info version value. (version 1 if
issuerandSerialNumber is used and 3 if subjectKeyldentifier is used).
3. The certificate identified in the sid field shall be included in the signed
data certificates list or shall be available in the PKD.

4. The digestAlgorithms list shall be one of the algorithms specified in
ISO/IEC 18013-3:2009 8.1.4 (i.e. only the following algorithms are
allowed: SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512).

5. The digestAlgorithm should be included in the digestAlgorithmlistof
the signedData element.

6. Tag 'AQ' shall be present and shall occur only once.

7. The signed attributes list shall contain the message-digest attribute.
8. The signed attributes list shall contain the content-type‘attribute.

9. The value of the message-digest attribute shall match the hash value
of the eContent element (using the digestAlgorithm specified above).
10. The content-type attribute value shall match-the encapContentinfo
eContentType value in the signed-data.

11. The signing time shall be within the validity period of the signing
certificate.

12. The signature algorithm shall refer to an algorithm specified in
ISO/IEC 18013-3:2009 (i.e. the algorithm shall be using RSASSA-PSS,
RSASSA-PKCS1-v1.5, or ECDSA).

13. The signature shall be valid.

A.3.11.6 Test Case SE_LDS_SOD_006

Test Case-ID SE LDS SOD 006

Purpose This test checks\the LDS Security Object stored as eContent in the
signedData Object.

\Version 1.0

References ISO/IEC118013-3:2009
RFC-3369

Profile PA

Preconditions 1)EF.SOD has been retrieved from the IDL.
2. The SignedData field has been retrieved from the Contentinfo DO in
EF.SOD.

Test Scenatio . Check the ASN.1 encoding of the LDS Security Object.

. Check the encoding of the LDS Security Object.

. Check the LDS Security Object version (Tag '02").

. Check the digestAlgorithm identifier.

. Check the DataGroupHash Sequence.

. Check the dataGroup numbers in the DataGroup Hash Sequence.
. Check the dataGroup numbers in the DataGroup Hash Sequence.
. Check the dataGroup hash values in the Hash Sequence.

. The LDS Security Object shall be DER encoded.

. The encoding of the LDS Security Object shall follow the ASN1.1
encoding specified in ISO/IEC 18013-3:2009.

3. The version shall be 0.

4. The digestAlgorithms list shall be one of the digest algorithms
specified in ISO/IEC 18013-3:2009 8.1.4 (i.e. SHA-1, SHA-224, SHA-
256, SHA-384, or SHA-512).

5. The Hash Sequence shall contains at least the entries for DG 1.

Expected Results

N =200 ~NOJOThWN -
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6. The Hash Sequence shall contain a hash value for all present data
groups. The Hash Sequence shall not conatin additional hash value for
non-existing data groups.

7. The referred data groups shall match the Data Group list in the
EF.COM.

8. All hash values shall be valid.

A.3.11.7 Test Case SE_LDS_SOD_007

Test Case-ID SE_LDS_SOD_007
Purpos¢ This test checks the signing certificate used to verify the EF.SOD object.
Version 1.0
Refererjces ISO/IEC 18013-3:2009
RFC-3280
Profile PA
Precondlitions 1. EF.SOD has been retrieved from the IDL.
2. The SignedData field has been retrieved from the Contentinfo DO jin
EF.SOD.

3. The Signing Certificate has been retrieved (from the SignedData
structure or from the PKD).

. The Issuing Authority Certificate has been retrieved.

. Check the ASN.1 encoding of the signing certificate.

. Check the ASN.1 structure of the signing certificate.

. Check the signing certificate version.

. Check the signature field of the certificate.

. Check the certificates validity period.

. Check the certificates issuer element.

. Check the subjectPublicKeylnfo element.

. Check the AKID extension in the signing certificate.

. Check that the the SubjectKeyldentifier extension of the country
signing certificate.

10. Check the keyUsage extension of the signing certificate.

11. Check the signatureAlgorithm element.

12. Verify the signatureValtie of the signing certificate with the public key
of the Issuing Authority certificate.

Expected Results | 1. The signing certificate shall be DER encoded.

2. The signing cettificate shall be encoded as specified in RFC 3280.

3. The version(shall be 2.

4. The algorithim indicated in the signature element shall match the OID
in the sighatureAlgorithm field.

5. Thewalidity period shall use UTC time for dates until 2049 and shall
use-GeneralisedTime for dates after 2049 inclusive. (NOTE: It is not
necessary that the certificate is still valid; it shall only have been valid at
signing time).

6. The issuer shall match the subject of the provided country signing
certificate.

7. The algorithm identifier in the subjectPublicKeylnfo shall refer to a
algorithm specified in ISO/IEC 18013-3:2009 (i.e. the algorithm shall be
using RSASSA-PSS, RSASSA-PKCS1-v1.5, or ECDSA).

8. The AKID extension shall be present and shall contain a keyldentifier
value.

9. The SubjectKeyldentifier extension shall match the AKID of the signing
certificate.

10. The keyUsage extension shall be matked critical and only the
digitalSignature bit shall be set.

11. The signatureAlgorithm shall indicate one of the algorithms specified
in ISO/IEC 18013-3:2009 (i.e. the algorithm shall be using RSASSA-
PSS, RSASSA-PKCS1-v1.5, or ECDSA).

12. Verification shall be successful.

Test Sgenario

OCOoONOOThAhWN-=-DM
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A.3.12 Test Unit SE_LDS_DG12 — Tests for EF.DG12

Test Unit-ID SE_LDS_DG12
(Standard Encoding — Data Group 12)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 12.

References ISO/IEC 18013-2:2008
ISO/IEC 18013-3:2009

11.3.12.1 Test Case

SE_LDS_DG12_001

Test Case-ID SE LDS DG12 001

Purpose This test checks the template tag that the encoded EF.DG12 element
starts with.

\Version 1.0

References ISO/IEC 18013-3:2009

Profile NMA

Preconditions

1. EF.DG12 has been retrieved from the IDL.

[Test Scenario

1. Check the very first byte of the EF.DG12 element!

Expected Results

1. First byte shall be '71".

A.3.12.2 Test Case

SE_LDS_DG12_002

Test Case-ID SE LDS DG12 002

Purpose This test checks the encoding of EE.DG12 element length.
\Version 1.0

References ISO/IEC 18013-3:2009

Profile NMA

Preconditions

1. EF.DG12 has been retrieved from the IDL.

[Test Scenario

1. Analyze the encodingof the bytes that follow the template tag.
2. Verify the length of.the EF.DG12 object.

Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded’length shall match the size of the given EF.DG12 object.
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A.3.12.3 Test Case SE_LDS_DG12_003

Test Case-ID SE LDS DG12 003

Purpose This test checks the encoding of the SAl Reference String (Tag '82")
present in EF.DG12.

Version 1.0

References ISO/IEC 18013-3:2009
ISO/IEC 8859-1

Profile NMA

Preconditions 1. EF.DG12 has been retrieved from the IDL.

Test Sdenario T. Search for the SAT Reference siring (1ag 827) mside EF.DGTZ.

2. Check the encoded length of the SAI Reference String data element.
3. Check the length of the SAI Reference String data element.

4. Check the value of the SAl Reference String.

5. If the SAI Reference String starts with '00", check the value of the
subsequent bytes of the SAI Reference String.

6. If the SAI Reference String starts with '01', check the value of the
subsequent bytes of the SAI Reference String.

7. If the SAI Reference String starts with '01', check the value of the
subsequent bytes of the SAI Reference String.

8. If the SAI Reference String starts with '01', check the valug of the
subsequent bytes of the SAI Reference String.

Expected Results | 1. Tag '82' shall be present.

2. The bytes that follow the Tag '82' shall contain a yalid’'length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the SAl Reference String
data element.

4. The first byte of the SAl Reference String-shall be '00" or '01".

5. The subsequent bytes of the SAl Referénce String shall be encoded in
accordance with ISO/IEC 8859-1.

6. The subsequent bytes of the SAlReference String shall be 2 BCD
encoded bytes.

7. The second byte of the SAlCReference String shall refer to an existing
Data Group in the IDL.

8. The third byte of the SAl Reference String shall refer to a field in an
existing Data Group in_the IDL that is available outside the ICC (i.e. DG1
Field 1..9, DG2 Figld1..7), or DG3 Field 1..4).

A.3.12.4| Test Case SE_LDS_DG12_ 004

Test Cdse-ID SE LDS BG12 004

Purposée This test-chiecks the encoding of the SAl Input Method (Tag '81') present
in EF:.DG12.

Version 1.0

Refererces ISO/IEC 18013-3:2009

Profile NMA

Precondlitions 1. EF.DG12 has been retrieved from the IDL.

Test Sgenatio 1. Search for the SAl Input Method (Tag '81') inside EF.DG12.
2. Check the encoded length of the SAI Input Method data element, if
present.

3. Check the length of the SAI Input Method data element.

4. Check the value of the SAI Input Method.

5. Check the value of the SAI Input Method.

6. If the SAI Input Method starts with '02', check the presence of byte 2 of
the SAIl Input Method.

7. Check the value of byte 2 of the SAIl Input Method.

8. Check the value of byte 3 of the SAI Input Method, if present.

9. Check the value of the bytes 4 - 7 of the SAIl Input Method, if present.
10. Check the consistency of the bytes 4 and 6 of the SAI Input Method,
if present.

11. Check the consistency of the bytes 5 and 7 of the SAI Input Method,

82 © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

if present.

Expected Results

1. Tag '81' may be present and shall not occur more than once.

2. The encoded length shall be '01', '02', or '07".

3. The encoded length shall match the size of the SAl Input Method data
element.

4. The first nibble of byte 1 of the SAI Input Method shall be '0', '1' or '2".

5. The second nibble of byte 1 of the SAl Input Method shall be '0', '1' or
2",

6. Byte 2 of the SAI Input Method shall be present.

7. Byte 2 of the SAI Input Method shall have one of the following values :

'00', '01', '02', '03', 'FE', or 'FF'.

8. Byte 3 of the SAIl Input Method shall have the value '00" or '01".

9. Byte 4 - 7 of the SAIl Input Method shall be BCD encoded.

10. Byte 4 of the SAIl Input Method shall be smaller than byte 6 of the SAI
Input Method.

11. Byte 7 of the SAl Input Method shall be smaller than byte 5 of.the SAI
Input Method.

A.3.13 Test Unit SE_LDS_DG13 — Tests for EF.DG13

Test Unit-ID SE_LDS DG13
(Standard Encoding — Data Group 13)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 13.

References ISO/IEC 18013-2:2008
ISO/IEC 18013-3:2009

A.3.13.1 Test Case SE_LDS_DG13_001

Test Case-ID SE LDS DG13 001

Purpose This test checks the template tag that the encoded EF.DG13 element
starts with.

\Version 1.0

References ISO/IEC 18013-3:2009

Profile AA

Preconditions 1. EF.DG13 has been retrieved from the IDL.

[Test Scenario 1. Chegkthe very first byte of the EF.DG13 element.

Expected Results | 1. First,byte shall be '6F'.

A.3.13.2 Test Case'SE_LDS_DG13_002

[Test Case-ID SE_LDS DG13_002

Purpose This test checks the encoding of EF.DG13 element length.
Version 1.0

References ISO/IEC 18013-3:2009

Profile AA

Preconditions

1. EF.DG13 has been retrieved from the IDL.

Test Scenario

1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.DG13 object.

Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded length shall match the size of the given EF.DG13 object.

A.3.13.3 Test Case SE_LDS_DG13_003

Test Case-ID

SE_LDS_DG13_003

Purpose

This test checks the DER-TLV encoding of the "Subject Public Key Info"
present in EF.DG13.
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Version 1.0

References ISO/IEC 18013-3:2009
RFC-3280

Profile AA

. EF.DG13 has been retrieved from the IDL.

. Search for the AA Public Key Info (Tag '30") inside EF.DG13.
. Check the DER-TLV encoding of the AA Public Key Info.

. Check the value of the encoded AA Public Key Info.

Preconditions 1
1
2
3
Expected Results | 1. Tag '30' shall be present.
2
3
P

Test Scenario

The AA Public Key Info shall be DER encoded
. The AA Public Key Info shall be follow the encoding of the Subject
ublic Key Info specified in RFC-3280.

A.3.13.4| Test Case SE_LDS_DG13_004

Test Cdse-ID SE LDS DG13 004

Purposg This test checks that the algorithm indicated for the Public Key in
EF.DG13 is one of the algorithms specified in ISO/IEC18013-3.

Version 1.0

Refererjces ISO/IEC 18013-3:2009
RFC-3279

Profile AA

Precondlitions 1. EF.DG13 has been retrieved from the IDL.

Test Sgenario 1. Search for the Algorithm Identifier (Tag '30') insidé.the AA Public Key
Info.

2. Check the DER-TLV encoding of the Algorithm Identifier.

3. Check the value of the Algorithm Identifier:

4. Check the value of the algorithm indicated in the Algorithm Identifier.
Expected Results | 1. Tag '30' shall be present and shall oecur only once.

2. The Algorithm Identifier shall be PER encoded.

3. The Algorithm Identifier shall befollow the ASN.1 encoding specified
in RFC-3280.

4. The Public Key Algorithm indicated in the Algorithm Identifier shall be
one of the algorithms indicated in ISO/IEC 18013-3:2009 (i.e. the OID of
the algorithm shall be{rsaEncryption or id-ecPublicKey).

A.3.13.5| Test Case SE_LDS_DG13_005

Test Cgse-ID SE LDS DBG13 005

Purposg This test.the encoding of the Subject Public Key in the AA Public Key
Info in EF.DG13.

Version 1.0

Refererjces ISO/IEC 18013-3:2009
RFC-3280
RFC-3279

Profile AA

Precondlitions 1. EF.DG13 has been retrieved from the IDL.

Test Scenario +-Search-forthe-SubjectPublickey-(Fag-63-nside-the-AAPRubliekey
Info.
2. Check the DER-TLV encoding of the Subject Public Key.
3. Check the data bits from the bit string code a valid Public Key for the
algorithm indicated in the Subject Public Key Info data element.
4. Checks that the length of the encoded Public Key meets the minimum
size recommendations.
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Expected Results | 1. Tag '03' shall be present and shall occur only once.

2. The Subject Public Key shall be encoded as a bit-string.

3. The data bits from the bit string shall code a valid Public Key for the
algorithm indicated in the Subject Public Key Info data element.

4. An RSA Public Keys shall have a length of at least 1024 bits, an EC
Public shall have a length of at least 160 bits.

A.3.13.6 Test Case SE_LDS_DG13_006

Test Case-ID SE_LDS DG13 006
Purpose This test checks the signature that has been generated by the IDL during
AA.
\Version 1.0
References ISO/IEC 18013-3:2009
ISO/IEC 9796-2
RFC-3280
RFC-3279
Profile AA, AA-RSA
Preconditions 1. EF.DG13 has been retrieved from the IDL.

2. EF.DG13 contains a valid RSA public key.

3. The RND.IFD and the signature that has been generated by the IDL
are available.

Test Scenario 1. Obtain the plaintext signature from the Internal Authenticate
Response.

2. Decipher the AA signature using the Public Key from EF.DG13.

3. "Signature Opening" - Check the leftmost 2 bits of the Recoverable
String.

4. "Signature Opening" - Check the last byte of the Recoverable String.
5. "Intermediate String Recovery."- Retrieve the number of padding bits
from the beginning of the Recoverable String.

6. "Trailer Recovery" - Check the last byte of the Recoverable String.

7. "Hash Code Checking™- Retrieve the hash code from the Recoverable
String.

Expected Results | 1. The length of the'Signature shall be in accordance with the length of
the public key/from EF.DG13.

2. The length of the deciphered signature shall be in accordance with the
length ofithe public key from EF.DG13.

3. Thelleftmost 2 bits of the Recoverable String shall be equal to '01'b.

4. Therightmost 4 bits of the Recoverable String shall be equal to
'1100'b.

5/The number of padding bits equal to '0'b following the 3rd bit of the
Recoverable String shall be less than 8.

6. The Trailer of the Recoverable String shall be ‘BC’ for trailer option 1
or ‘CC’ for trailer option 2 (ISO/IEC 9796-2 digital Signature Scheme 1,
with has HASH according to hash-function identifier).

7. The hash code shall match the hash calculated over M1||M2 (M1 is the
nonce that has been generated by the IDL; M2 is RDN.IFD).

A.3.13.7 Test Case SE_LDS_DG13_007

Test Case-ID SE LDS DG13 007

Purpose This test checks the signature that has been generated by the IDL during
AA.

Version 1.0

References ISO/IEC 18013-3:2009
RFC-3280
RFC-3279

Profile AA, AA-ECDSA

Preconditions 1. EF.DG13 has been retrieved from the IDL.
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2. EF.DG13 contains a valid EC public key.

Test Sc

enario

1. Obtain the plaintext signature from the Internal Authenticate
Response.
2. Verify the signature using ECDSA SHA-1.

Expected Results

1. The length of the signature shall be in accordance with the length of
the public key from EF.DG13.
2. Signature verification shall be successful.

A.3.14 Test Unit SE_LDS_DG14 — Tests for EF.DG14

Test Unit-ID SE_LDS_DG14
(Standard Encoding — Data Group 14)

Purposg The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 14.

References ISO/IEC 18013-2:2008
ISO/IEC 18013-3:2009

A.3.14.1| Test Case SE_LDS_DG14_001

Test Cgse-ID SE LDS DG14 001

Purposg This test checks the template tag; the encoded EF.DG14 element starts
with.

Version 1.0

Refererjces ISO/IEC 18013-3:2009

Profile EAP

Precongitions 1. EF.DG14 has been retrieved from the IDL.

Test Sgenario 1. Check the very first byte of the EF.DG14<element.

Expected Results

1. First byte shall be '6E".

A.3.14.2| Test Case SE_LDS_DG14_002
Test Cgse-ID SE_LDS_DG14_002
Purpos¢ This test checks the encoding-ef EF.DG14 element length
Version 1.0
Refererces ISO/IEC 18013-3:2009
Profile EAP
Precondlitions 1. EF.DG14 hasbeen retrieved from the IDL.
Test Sgenario 1. Analyze the(encoding of the bytes that follow the template tag.

2. Verify the'lehgth of the EF.DG14 object.

Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding/(according to ASN.1 encoding rules).
2. JFhe’encoded length shall match the size of the given EF.DG14 object.

A.3.14.3| Test Case SE_LDS_DG14_003
Test Cdse-ID SE LDS DG14 003
Purpos¢ This test checks the DER-TLV encoding of the "Securitylnfos" in
EF.DG14"
Versio 1.0
References ISO/IEC 18013-3:2009
Profile EAP

Preconditions

1. EF.DG14 has been retrieved from the IDL.

Test Scenario

1. Search for the Security Infos (Tag '31') data element inside EF.DG14.
. Check the absence of other data in EF.DG14.
. Check the DER-TLV encoding of the Security Infos data element.

Expected Results

. Tag '31' shall be present; tag '31' shall occur only once.

. Tags not equal to '31' shall be absent.

. The Security Infos data element shall contain a valid DER-TLV
structure (according to ASN.1 encoding rules).

WN 2N
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A.3.14.4 Test Case SE_LDS_DG14_004

Test Case-ID SE LDS DG14 004

Purpose This test checks the presence of Security Info for CA in the Security Infos
data element in EF.DG14.

Version 1.0

References ISO/IEC 18013-3:2009

Profile EAP

Preconditions 1. EF.DG14 has been retrieved from the IDL.
2. The Security Infos data element has been retrieved from EF.DG14.

Test Scenario T. ChecK the presence of the security Info that defines the CA public key
in the Security Infos Set.

Expected Results | 1. The Security Infos data element shall contain at least one element that
has the protocol OID id-ICAuth.

A.3.14.5 Test Case SE_LDS_DG14_005

Test Case-ID SE LDS DG14 005

Purpose This test checks the content of each Security Info for CAvin.the Security
Infos data element in EF.DG14.

\Version 1.0

References ISO/IEC 18013-3:2009

Profile EAP

Preconditions 1. EF.DG14 has been retrieved from the DL,

2. The Security Infos data element has been retrieved from EF.DG14.
3. At least one Security Info element in_the Security Infos data element
has the protocol OID id-ICAuth.

[Test Scenario Perform the following checks for each Security Info that defines the CA
public key in the Security Infos:Set:

1. Check the presence of the requiredData field in the Security Info
structure.

2. Check the content of the requiredData field in the Security Info
structure.

3. Check the encodeding of the icAuthPublicKey field of the IC Auth
PublicKey Info:

4. Search for the Algorithm Identifier (Tag '30') inside the
icAuthPublicKey field of the IC Auth PublicKey Info.

5. Checkythe value of the Algorithm Identifier.

6. Check the value of the algorithm indicated in the Algorithm Identifier.
7 (Tfthe algorithm indicated in the Algorithm Identifier is KAEG, verify the
domain parameters.

8. Search for the Subject Public Key (Tag '03') inside the
icAuthPublicKey field of the IC Auth PublicKey Info.

9. Check the DER-TLV encoding of the Subject Public Key.

10. Check the data bits from the bit string code a valid Public Key for the
algorithm indicated in the Subject Public Key Info data element.

11. Check the presence of the keyldentifier field (Tag '02') in the IC Auth
PublicKey Info.

t2—Checkthe presence of the optionatData fietdimthe-Secuarity tnfo
structure.

Expected Results | 1. The requiredData field shall be present in the Security Info structure.
2. The requiredData field shall be of the type ICAuthPublicKeylInfo.

3. The icAuthPublicKey field shall be follow the encoding of the Subject
Public Key Info specified in RFC-3280.

4. Tag '30' shall be present and shall occur only once.

5. The Algorithm Identifier shall be follow the ASN.1 encoding specified
in RFC-3280.

6. The Public Key Algorithm indicated in the Algorithm Identifier shall be
one of the key agreement protocols given in ISO/IEC 18013-3:2009 (i.e.
it shall be dhpublicnumber or id-ecPublicKey).
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7. All domain parameters shall be explicitly included.

8. Tag '03' shall be present and shall occur only once.

9. The Subject Public Key shall be encoded as a bit-string.

10. The data bits from the bit string shall code a valid Public Key for the
algorithm indicated in the Subject Public Key Info data element.

11. If a single public key is specified, the keyldentifier field (Tag '02') may
be present and shall occur only once; if more than 1 public key is
specified, the keyldentifier field (Tag '02') shall be present and shall
occur only once.

12. The optionalData field shall be absent from the Security Info
structure.

A.3.14.6| Test Case SE_LDS_DG14_006

Test Cgse-ID SE_LDS DG14_006

Purposg If the algorithm used is Diffie Hellman, test the value of the parameters of
the icAuthPublicKey field of the IC Auth PublicKey Info for each Security
Info that defines the CA public key in the Security Infos Set.

Version 1.0

Refererces ISO/IEC 18013-3:2009

Profile EAP, EAP-DH

Precondlitions 1. EF.DG14 has been retrieved from the IDL.

2. The Security Infos data element has been retrieved from EF.DG14.
3. At least one Security Info element in the Security Infos data element
has the protocol OID id-ICAuth.

Test Sgenario Perform the following checks for each Security. Info that defines the CA
public key in the Security Infos Set:

. Check the DH parameters of the algorithm.

. Check the encoding of the base g.

. Check the encoding of the prime_p:

. Check the consistency of g and'p.

. If private value length | is present, check the encoding of I.

. If private value length | is present, check the value of I.

. If private value length Iis-present, check the value of I.

. Check the encoding of'the DH Public Key.

. Check the consistency of the DH Public Key value and prime p.

. The parameters shall be ASN.1 encoded and follow PKCS #3 (DH),
i.e. the DH parameters shall specify a prime (integer), a base (integer),
and optionally a privateValueLength (integer).

. g shalllbe "a positive integer.

. p shallbe a positive integer.

. g-shall be less than p (0 < g < p).

2length | shall be a positive integer.

»length | shall be non-zero (I > 0).

. length | shall be such that 2I-1 < p.

. The DH Public Key shall be a positive integer.

. The DH Public Key shall be smaller than p (0 < PublicKey < p).

SO0 NOOOTRAhWN -

Expected Results
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A.3.14.7 Test Case SE_LDS_DG14_007

Test Case-ID SE_LDS_DG14_007

Purpose If the algorithm used is ECDH, test the value of the parameters of the
icAuthPublicKey field of the IC Auth PublicKey Info for each Security Info
that defines the CA public key in the Security Infos Set.

Version 1.0

References ISO/IEC 18013-3:2009
RFC-3279

Profile EAP, EAP-ECDH
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Preconditions 1. EF.DG14 has been retrieved from the IDL.

2. The Security Infos data element has been retrieved from EF.DG14.
3. At least one Security Info element in the Security Infos data element
has the protocol OID id-ICAuth.

Test Scenario Perform the following checks for each Security Info that defines the CA
public key in the Security Infos Set:

. Check the Elliptic Curve parameters.

. Check the encoding of the prime p.

. Check the value of the prime p.

. Check the value of the curve parameter a.

. Check the consistency of the curve parameter a and prime p.

. Check the value of the curve parameter b.

. Check the consistency of the curve parameter b and prime p.

. Check the consistency of the curve parameters a and b.

. Check the value of the base point G.

10. Check the encoding of the Cofactor f.

11. Check the value of the Cofactor f.

12. Check the encoding of the order r of base point.

13. Check the value of the order r of base point.

14. Check the consistency of the order r and prime p.

15. Check the consistency of the order r, prime p, and_co-factor f.

16. Check value of the EC public key (base point Y).

. The parameters shall follow ASN.1 structure,specified in RFC 3279.
. p shall be a positive integer.

. p shall be larger than 2 (p>2).

. a shall be larger than or equal to zero(a>=0).

. a shall be smaller than p (a<p).

. b shall be larger than or equal to zero (b>=0).

. b shall be smaller than p (b<p):

. The values of a and b shall\bé such that 4a3 + 27b2 <> 0.

. The base point G shall bg on the curve, with both coordinates in range
. (p-1).

10. f shall be a positive integer.

11. f shall be largerithan zero (f>0).

12. r shall be a-paositive integer.

13. r shall be larger than zero (r>0).

14. r shall'not be equal to p (r <> p).

15. r, p;7and f shall be such thatr * f <= 2p.

16. Thepublic base point Y is on the curve, with both coordinates in
range 0.. (p-1).

O©Ooo~NO O WN -

Expected Results
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Annex B
(normative)

Test case specification: Commands for SE on SIC

B.1 Infroduction

This ann

B2 G

B.2.1

The test
present.
for testin

All tests

B.2.2

For sett
ISO/IEC

A three
otherwis

NOTE
with expir]
certificate|
new set o
a test seq

B.2.3
In order

ISO/IEC
mechani

ex specifies the test cases for commands implemented for SE on SIC.

bneral test requirements

Preconditions for testing

5 in this annex require a fully personalized IDL. This means that all mandatory data groups shall b
This annex tests all mandatory ISO/IEC 7816 commands of the SIC.There are additional test unit
g of optional features such as BAP, EAP and NMA.

ire mandatory unless marked as optional or conditional.

Test setup

ng up these tests, any reader for communicating with SIC compliant with ISO/IEC 7816 (
14443 can be used. The reader shall support extended length APDUs and command chaining.

evel certificate hierarchy is applicable for, EAP in all test cases except where explicitly specifie

)
.

For SIC supporting EAP, this test case\specification contains certain test cases which verify the IDLs behavig
d certificates. During these tests, the effective date stored inside the chip is changed. For these tests, a set
5 can be used only once with a single IDL sample. After these tests have been performed, another sample or
f certificates is needed to repeatithe tests. Therefore it is recommended to perform these tests as the last one
uence.

Implementation.conformance statement
o set up the tests properly, Tables B.1 and B.2 shall be completed.

18013-2.defines several optional elements that may be supported by an IDL. This includes securif
sms like . BAP, EAP and AA as well as additional data groups (DG2 to DG14).

[

=

[oN

=

=)

Since thé

bs€ elements are optional, it is not possible to define the corresponding tests as mandatory for eac

h

IDL. Therefore, this part of ISO/IEC 18013 specifies a set of profiles. Each profile covers a specific optional
element. A tested IDL shall be assigned to the supported profiles in the ICS, and a test shall only be
performed if the IDL supports this profile.

NOTE

No profile ID’s are explicitly defined for DG12 to DG14 because the EAP, AA and NMA profiles cover thes

data groups implicitly.
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Table B.1 — Implementation conformance statement

P Protection
. : pplicable level
Profile Information for test setu .
P (YES or NO) (Plain, BAP
or EAP)
Plain Non-BAP protected
OddIns Read Binary with odd instruction byte supported
SMI Security Mechanism Indicator
0G2 IDL contains elementary file with LDS Data Group 2
0G3 IDL contains elementary file with LDS Data Group 3
DG4 IDL contains elementary file with LDS Data Group 4 O\Q,\
\J
0G5 IDL contains elementary file with LDS Data Group 5 C "\
DG6 IDL contains elementary file with LDS Data Group 6 p \{</
N
0G7 IDL contains elementary file with LDS Data Group\To\)
0G8 IDL contains elementary file with LDS Data G}o®\8
0G9 IDL contains elementary file with LDS Deg@r‘oup 9
N
OG11 IDL contains elementary file with LD§\®ta Group 11
. . . \
RA Passive Authentication X\Q)
. . ~
AA Active Authentication @
—Q
AA-ECDSA AA ECDSA algorithm-\
FaN
\JJ
AA-RSA AA RSA algorithql\'
.
\\V

NMA Non-Match Aleq)
BAP Basic Acc@s Protection
HAP Exte Access Protection

CA-DH -\ CA Diffie-Hellman

AN
CA-ECDH <\CO CA Elliptic Curve Diffie-Hellman
A

TA-ECDS@?‘ TA ECDSA algorithm

TA-I@) TA RSA algorithm

é«M‘IG TA Migration of the crypto system

d
TA-PKI3+

PKI hierarchy of more than 3 levels for Terminal
Authentication
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Table B.2 — Configuration information

Sup;_)orted Configuration information
Profile
PA Provide the country signing certificate name:
BAP Provide the reference string provided with the samples:
EAP Provide the name of the trust point certificate under card verifiable format;
Provide the name of the private key in PKCS 8 format:
TA-MIG Provide the list of the supported algorithms:
DG11 Provide the template tag:
B.2.4 |Verificationof ISO/IEC 7816-4 status bytes
For mos{ of the<est cases defined in this part of ISO/IEC 18013, the status bytes returned by the IDL are not
exactly defined’in ISO/IEC 18013-2 and ISO/IEC 18013-3. In these cases the result analysis uses the schemge
defined ih theN'SO/IEC 7816-4 in order to specify the expected result.

It is only checked that the response belongs to the specified category. In cases where the expected result is
unambiguously defined in ISO/IEC 18013-2 and ISO/IEC 18013-3, the exact value is specified in the test case.
Proprietary status bytes outside the range of defined ISO status bytes will be treated as failures in the test
cases.

The status bytes are defined in 5.1.3 of ISO/IEC 7816-4.
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B.2.5 Key pair definition

2011(E)

The certificate sets defined in B.2.6 are based on several asymmetric key pairs. In preparation to the tests,
these key pairs have to be generated. The parameter used for these keys are depending on the initial trust
root private key, which should be provided with the IDL.

For the key set 09 (CERT_LF_KEY_09a, CERT_L1_KEY_09b, CERT_LO_KEY_09c) the algorithm for the
cryptosystem migration shall be used as defined in the ICS.

All key pairs shall be generated independently: it is not permitted to use the same key pair for all sets

Table B.3 — Key pair definition

Key pair Description O\’b‘ -
TRUSTPOINT KEY_00 "I)'(r)lﬁ]tks)yogalr TRUSTPOINT_KEY_O00 is the public/private key for the initial [Trust
CGERT_L1_KEY_01 Key pair of the Certificate CERT_L1_01

GERT_LO_KEY_01 Key pair of the Certificate CERT_LO_01

CGERT_L1_KEY_02 Key pair of the Certificate CERT_L1_02

CGERT_LO_KEY_02 Key pair of the Certificate CERT_L0_02

CGERT_LO_KEY_03 Key pair of the Certificate CERT_L0503

CGERT_LO_KEY_04 Key pair of the Certificate CERTLO 04

GERT_LF_KEY_05 Key pair of the Certificate CERT_LF_05

CGERT_L1_KEY_05 Key pair of the Certificate €ERT_L1_05

CGERT_LO_KEY_05 Key pair of the Certificate CERT_L0_05

CGERT_LF_KEY_06 Key pair of the Certificate CERT_LF_06

GERT_LO_KEY_06 Key pair of the Certificate CERT_L0_06

CGERT_LF_KEY_07 Key pair'of the Certificate CERT_LF_07

GERT_LF_KEY_07k Key:pair of the Certificate CERT_LF_07k

GERT_L1_KEY_07 Key pair of the Certificate CERT_L1_07

GERT_LF_KEY_08a Key pair of the Certificate CERT_LF_08a

GERT_LF_KEY_08b Key pair of the Certificate CERT_LF_08b

GERT_L1_KEY-08c Key pair of the Certificate CERT_L1_08c

GERT_LEAKEY_09a Key pair of the Certificate CERT_LF_09a

GERT \1_KEY_09b Key pair of the Certificate CERT_L1_09b

GERT LO KEY 09c Key pair of the Certificate CERT LO 09c
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B.2.6 Certificate specification
The certificate chain hierarchy is incorporated in the certificate set definition.
The definition of a certificate set uses the notation ‘CERT_La_bbc’,

where

'La' can assume any of the following values:

e IL1: Certificates of which the path length constraint is set to ‘“1h’

e 10 : Certificates of which the path length constraint is set to ‘Oh’

e lIF : Certificates of which the path length constraint is set to ‘Fh’
'bb' is the¢ certificate set number, and

'c' is an ipvalid encoding of ‘CERT_La_bb’ or a specific regular certificate and can asSdme any value from a to
z.

EXAMPLIE All certificates defined in Certificate set 1 will have 'bb' equal to '01'.

B.2.6.1 | Certificate set 1

The certificate set consists of a regular certificate chain (Trust Point\-> CERT_L1 -> CERT_LO) which is used
for the positive tests regarding the certificate verification. Furthermore, it contains variants of the original
CERT_Lj1 certificate to simulate a variety of certificate coding issues (such as missing elements, badly
encoded|dates ...).
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CERT_L1_01

Cert ID

CERT_L1_01

Purpose

This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 cc dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 31 30 30 31

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature ‘abjects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes'(ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate ,
hh is the placeholder for the BCD encoded expiration date of the certificate ,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter

Authority Key Identifier As defined by the Trust point

Subject Key Identifier TESTCERTL1001

Relative authorization Adthoritative time source
Path length constraint set to 1
Grant read access to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_L1_KEY_01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.2 CERT_L1_01a
Cert ID CERT L1 0O1a
Purpose This certificate is similar to CERT_L1_01, but does not contain a Certificate Holder
Authorization.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F 20 OD 54 45 53 54 43 45 52 54 4C 31 30 30 31
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the certificate ,
hh is the placeholder for the BCD encoded expiration date ofthe certificate ,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii byies)!
Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL41Q01
Relative authorization absent
Certificate effective date Trust Pointeff
Certificate expiration date Trust Peinteff + 1 month
Public Key reference Publi¢’key of key pair CERT L1 KEY 01
Signing Key reference Signed with the private key of key pair
TRUSTPOINT_KEY_00
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CERT_L1_01b

Cert ID

CERT_L1_01b

Purpose

This certificate is similar to CERT_L1_01, but does not contain a Certificate Effective
Date.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 cc dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 31 30 30 31

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 24 06 hh

5F 37 i jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee-bytes),
hh is the placeholder for the BCD encoded expiration date’of the certificate ,
ii is the encoded length of the certificate's signature aobject,
jj is the placeholder for the certificate's signature _(iibytes).

Rarameter

Authority Key Identifier As defined by the Trust point

Subject Key Identifier TESTCERTL1001

Relative authorization Authoritative time source
Pathslength constraint set to 1
Grant read access to all DGs

Certificate effective date absent

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT L1 KEY 01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.4 CERT_L1_01c
Cert ID CERT L1 0O1c
Purpose This certificate is similar to CERT_L1_01, but does not contain a Certificate Expiration
Date.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F 20 OD 54 45 53 54 43 45 52 54 4C 31 30 30 31
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF
5F 25 06 gg
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).
Parametgr Authority Key Identifier As defined by the Frust point
Subject Key Identifier TESTCERTL10041
Relative authorization Authoritative time source
Path lengthconstraint set to 1
Grant read.access to all DGs
Certificate effective date Trust Pointeff
Certificate expiration date absent
Public Key reference Public key of key pair CERT L1 KEY 01
Signing Key reference Signed with the private key of key pair
TRUSTPOINT_KEY_00
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B.2.6.1.5 CERT_L1_01d

Cert ID CERT L1 01d
Purpose This certificate is similar to CERT_L1_01, but contains a badly encoded Certificate
Effective Date (invalid BCD encoding).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 290100
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 31 30 30 31

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 0A 0B 0C 0D OE OF

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature ‘abjects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes'(ee bytes),
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signaturé.(ii bytes).

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL1001
Relative authorization Autheritative time source

Rath length constraint set to 1
Grant read access to all DGs

Certificate effective date 0A 0B 0C 0D OE OF (invalid BCD encoding)
Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT L1 KEY 01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.6 CERT_L1_01e

Cert ID CERT L1 0O1e
Purpose This certificate is similar to CERT_L1_01, but contains a badly encoded Certificate
Expiration Date (invalid BCD encoding).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 290100
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 31 30 30 31

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 OA 0B OC 0D OE OF

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii byies)!

Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL41Q01
Relative authorization Authoritativertime source

Path length constraint set to 1
Grant read access to all DGs

Certificate effective date TrusiPointeff

Certificate expiration date 0A0B 0C 0D OE OF (invalid BCD encoding)
Public Key reference Public key of key pair CERT L1 KEY 01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.7 CERT_L1_01f

Cert ID CERT L1 01f
Purpose This certificate is similar to CERT_L1_01, but contains a badly encoded Certificate
Effective Date (invalid Gregorian date).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 31 30 30 31

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature ‘abjects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes'(ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL1001
Relative authorization Authoritative time source

Path length constraint set to 1
Grant read access to all DGs
Certificate effective date The month and the year used as defined by the
TrustPointeff and the day is always set to the 32nd
so that it becomes an invalid Gregorian date.

Certificate expiration-date TrustPointeff+ 1 month
Public Key reference Public key of key pair CERT_L1_KEY_01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.8 CERT_L1_01g

Cert ID CERT L1 01g
Purpose This certificate is similar to CERT_L1_01, but contains a badly encoded Certificate
Expiration Date (invalid Gregorian date).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 31 30 30 31

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration daté.of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii.bytes).

Parametgr Authority Key Identifier As defined by, the Trust point
Subject Key Identifier TESTCERTE1001
Relative authorization Authoritative time source

Path length constraint set to 1

Grantread access to all DGs

Certificate effective date TrustPointeff

Certificate expiration date The month and the year used as defined by the
TrustPointeff+ 1 month and the day is always set to
the 32nd so that it becomes an invalid Gregorian

date.
Public Key reference Public key of key pair CERT _L1_KEY_01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.9 CERT_L1_01h

Cert ID CERT L1 01h
Purpose This certificate is similar to CERT_L1_01, but contains a Certificate Expiration Date
BEFORE the Certificate Effective Date.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 31 30 30 31

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature ‘abjects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes'(ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL1001
Relative authorization Authoritative time source

Path length constraint set to 1
Grant read access to all DGs

Certificate effective date TrustPointeff+ 1 day

Certificate expiration date TrustPointeff

Public Key reference Public key of key pair CERT_L1_KEY_01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.10 CERT_L1_01i
Cert ID CERT L1 0Ofi
Purpose This certificate is similar to CERT_L1_01, but contains an invalid Certificate Holder
Authorization.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F 20 OD 54 45 53 54 43 45 52 54 4C 31 30 30 31
7F 4C OF 06 07 28 81 8C 5D 03 03 02 53 04 11 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration daté.of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii.bytes).
Parametgr Authority Key Identifier As defined by, the Trust point
Subject Key Identifier TESTCERTE1001
Relative authorization Authoritative time source
Path length constraint set to 1
Gragtread access to all DGs
Certificate effective date TrustPointeff
Certificate expiration date TrustPointeff+ 1 month
Public Key reference Public key of key pair CERT_L1_KEY_01
Signing Key reference Signed with the private key of key pair
TRUSTPOINT KEY 00
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Cert ID

CERT_L1_01j

Purpose

This certificate is similar to CERT L1 01, but contains a Public Key with an invalid OID.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 25 06 gg
5F 24 06 hh
5F 37 i jj

5F 20 0D 54 45 53 54 43 45 52 54 4C 31 30 30 31
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,

cc is the encoded length of the AKID,

dd is the placeholder for the AKID (cc bytes),

ee is the encoded length of the certificate's public key,

ff is the placeholder for the certificate's public key bytes (ee-bytes),

gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature object,

jj is the placeholder for the certificate's signaturé.(ii bytes).

Rarameter

Authority Key Identifier

As defined by the Trust point

Subject Key Identifier

TESTGERTL1001

Certificate Public Key

Bad©ID not contained in 18013-3 Table C.20 —
Supported algorithms
for example : 1.0.18013.3.1.10

Relative authorization

Authoritative time source
Path length constraint set to 1
Grant read access to all DGs

Certificate effective date

TrustPointeff

Certificate expiration date

TrustPointeff+ 1 month

Public Key reference

Public key of key pair CERT_L1_KEY_01

Signing Key reference

Signed with the private key of key pair
TRUSTPOINT_KEY_00
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B.2.6.1.12 CERT_L0_01

Cert ID CERT LO 01
Purpose This certificate is a regular CERT L0 certificate, which is issued by CERT L1.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 0D 54 45 53 54 43 45 52 54 4C 31 30 30 31
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 31
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the-certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parametgr Authority Key Identifier TESTCERTL1001
Subject Key Identifier TESTCERTLO0001
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Peinteff + 1 month

Public Key reference Publi¢’key of key pair CERT L0 KEY 01
Signing Key reference Signed with the private key of key pair

CERT_L1_KEY 01

B.2.6.2 | Certificate set 2

The certificate set consists of a regular certificate chain (Trust Point -> CERT_L1 -> CERT_LO) which is used
to verify the behaviour of IDL with respect to authoritative time source value.
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CERT_L1_02

Cert ID

CERT_L1_02

Purpose

This certificate is a regular certificate without authoritative time source, which validity
period starts at the effective date of the Trust point and expires after one month.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 cc dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 31 30 30 32

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 01 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature ‘abjects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes'(ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter

Authority Key Identifier As defined by the Trust point

Subject Key Identifier TESTCERTL1002

Relative authorization Rath length constraint set to 1
Grant read access to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT L1 KEY 02

Signing Key reference Signed with the private key of key pair
TRUSTPOINT KEY 00
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B.2.6.2.2 CERT_L0_02a

Cert ID CERT LO 02a
Purpose This certificate is a regular CERT_LO certificate, which is issued by CERT_L1. It has an
advanced effective date (beyond the current date of the IDL).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 0D 54 45 53 54 43 45 52 54 4C 31 30 30 32
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 32
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the eertificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parametgr Authority Key Identifier TESTCERTL1002
Subject Key Identifier TESTCERTL0002
Relative authorization Authoritative time source

Path lengthconstraint set to 0
Grant read.access to all DGs

Certificate effective date Trust Peinteff+ 14 days

Certificate expiration date TrustPointeff + 1 month

Public Key reference Public key of key pair CERT L0 KEY 02
Signing Key reference Signed with the private key of key pair

CERT L1 _KEY 02
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Cert ID CERT_LO _02b
Purpose This certificate is a regular CERT_LO certificate, which is issued by CERT_L1. It has an
expiry date BEFORE the effective date of CERT_LO_02a.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 0D 54 45 53 54 43 45 52 54 4C 31 30 30 32
7F 49 ee ff
5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 32
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature ‘abjects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date-of-the certificate,
hh is the placeholder for the BCD encoded expiration date’of the certificate,
ii is the encoded length of the certificate's signature aobject,
jj is the placeholder for the certificate's signature _(iibytes).
Harameter Authority Key Identifier TESTCERT:1002
Subject Key Identifier TESTCERTL0002
Relative authorization Authoritative time source
Pathylength constraint set to 0
Grant read access to all DGs
Certificate effective date Jrust Pointeff
Certificate expiration date Trust Pointeff + 13 days
Public Key reference Public key of key pair CERT L0 KEY 02
Signing Key reference Signed with the private key of key pair
CERT_L1_KEY_02

structure tests.

B.2.6.3 Certificate set 3

This certificate set consists/of a certificate chain (Trust Point -> CERT_LO) which is used for the g
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B.2.6.3.1 CERT_LO0_03a

Cert ID CERT LO 03a
Purpose This certificate contains a bad AKID.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date ofthe certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii byies)!

Parametgr Authority Key Identifier AKID Trust point.plus 1
Subject Key Identifier TESTCERTLQQO3
Relative authorization Authoritativertime source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date TrustPointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.2 CERT_L0_03b

Cert ID CERT_LO 03b
Purpose This certificate contains a bad certificate body tag.
Version 1.0
Content 7F 21 aa
definition 7F 4F bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 i jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee-bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signaturé.(ii bytes).

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL0003
Relative authorization Autheritative time source

Rath length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.3 CERT_LO0_03c

Cert ID CERT LO 03c
Purpose This certificate contains a bad certificate signature tag.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 38 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date ofthe certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii byies)!

Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLQQO3
Relative authorization Authoritativertime source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date TrustPointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.4 CERT_LO0_03d

Cert ID CERT_LO_03d
Purpose Certificate with an inconsistent “certificate body” DO (wrong length).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 i jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object decreased by onk,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee-bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signaturé.(ii bytes).

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL0003
Relative authorization Autheritative time source

Rath length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.5 CERT_L0_03e

Cert ID CERT_LO 03e
Purpose Certificate with an inconsistent “certificate signature” DO (wrong length).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date ofthe certificate,
ii is the encoded length of the certificate's signature object.decreased by one,
ji is the placeholder for the certificate's signature (ii byies)!

Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLQQO3
Relative authorization Authoritativertime source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date TrustPointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.6 CERT_LO0_03f
Cert ID CERT_LO_03f
Purpose Certificate with a wrong signature.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff
5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee-bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signaturé.(jii bytes) last byte is increased by ong
(mod 256).
Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL0003
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.7 CERT_LO0_03g

Cert ID CERT LO 03g
Purpose Certificate with a wrong signature.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date ofthe certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes))- last byte is dropped and the
TLV encoding is updated to reflect the new length.

Parametgr Authority Key Identifier As defined by, the Trust point
Subject Key Identifier TESTCERTL0003
Relative authorization Authoritative time source

Path length constraint set to 0
Grantread access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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CERT_LO_03i

Cert ID

CERT_LO_03i

Purpose

For RSA profile only:
Certificate with a wrong signature.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 cc dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature ‘abjects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes'(ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes) — the signature is greater th
the modulus of the issuing key TRUSTPQINT_KEY_00, the length of signature match
the length of the modulus.

S

Rarameter

Authority Key Identifier As.defined by the Trust point

Subject Key Identifier TESTCERTLO0003

Relative authorization Authoritative time source
Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration-date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.9 CERT_LO0_03j
Cert ID CERT_LO _03j
Purpose For ECDSA profile only:
The certificate signature is wrong. It is obtained by filling the ‘r’ part of the signature with
‘00’. The length of ‘r still matches the size of the prime.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F 20 OD 54 45 53 54 43 45 52 54 4C 30 30 30 33
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date ©f the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature-object,
jj is the placeholder for the certificate's signature (ii‘bytes) — with r = 0.
Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL0003
Relative authorization Authoritative time source
Pathength constraint set to 0
Grant read access to all DGs
Certificate effective date Jrust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair
TRUSTPOINT_KEY_00
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B.2.6.3.10 CERT_LO0_03k

Cert ID CERT_LO_03k

Purpose For ECDSA profile only:
The certificate signature is wrong. It is obtained by filling the ‘s’ part of the signature with
‘00’. The length of ‘s’ still matches the size of the prime.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes: (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes) - with s = 0.

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLO0003
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.11 CERT_LO0_03lI

Cert ID CERT LO 03|
Purpose Modification in the certificate public key: wrong OID.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 i jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date ofthe certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii byies)!

Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLQQO3
Certificate Public Key Bad OID not-contained in 18013-3 Table C.20 —

Supported.algorithms

for example : 1.0.18013.3.1.10
Relative authorization Autharitative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.12 CERT_L0_03m

Cert ID CERT LO 03m
Purpose Modification in the certificate public key: OID is missing.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 i jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee-bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signaturé.(ii bytes).

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL0003
Certificate Public Key It dges not contain any OID DO
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.13 CERT_L0_03n

Cert ID CERT_LO_03n

Purpose For ECDSA profile only:
Modification in the certificate public key: the elliptic curve public point is missing.

Version 1.0

Content 7F 21 aa

definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration daté.of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii.bytes).

Parametgr Authority Key Identifier As defined by, the Trust point
Subject Key Identifier TESTCERTL0003
Certificate Public Key The elliptic.curve public point is missing
Relative authorization Authoritative time source

Pathlength constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.14 CERT_L0_030

Cert ID CERT_LO 030
Purpose For RSA profile only:
Modification in the certificate public key: the RSA modulus is missing.

Version 1.0
Content 7F 21 aa
definition 7F 4E bb

5F 290100

42 ccdd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature ‘abjects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes'(ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL0003
Certificate Public Key The'RSA modulus is missing
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.15 CERT_L0_03p

Cert ID CERT_LO_03p

Purpose For RSA profile only:
Modification in the certificate public key: the RSA public exponent is missing.

Version 1.0

Content 7F 21 aa

definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration daté.of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii.bytes).

Parametgr Authority Key Identifier As defined by, the Trust point
Subject Key Identifier TESTCERTL0003
Certificate Public Key The RSApublic exponent is missing
Relative authorization Authoritative time source

Pathlength constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.16 CERT_L0_03q

Cert ID CERT_LO_03q

Purpose Modification in the certificate public key.
For ECDSA profile: an unknown DO is present within the EC parameters (tag ‘77’).
For RSA profile: an unknown DO is present within the RSA parameters (77 01 00’).

Version 1.0

Content 7F 21 aa

definition 7F 4E bb
5F 290100
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes: (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLO0003
Certificate Public Key An unknown DO ‘77’ is present
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00

© ISO/IEC 2011 — All rights reserved 125


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.2.6.3.17 CERT_LO0_03r

Cert ID CERT LO 03r
Purpose The AKID value is more than 16 bytes length.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 i jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID — more than 16 bytes,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date ofthe certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii byies)!

Parametgr Authority Key Identifier As defined by the Trust point and right padded with
20h to have 17 bytes length
Subject Key Identifier TESTCERTL0003
Relative authorization Authoritative time source

Path length constraint set to 0
Grantread access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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CERT_LO0_03s

Cert ID

CERT_LO_03s

Purpose

The SKID value is more than 16 bytes length.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 11 54 45 53 54 43 45 52 54 4C 30 30 30 33 20 20
2020 20

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature ‘abjects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes'(ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter

Authority Key Identifier As defined by the Trust point

Subject Key Identifier “TESTCERTLO0003” and right padded with ‘20’h to
have 17 bytes length

Relative authorization Authoritative time source
Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00

B.2.6.4 Certificate set4

Tlhe certificate set\Consists of a certificate chain (Trust Point -> CERT_LO0) which follows a certificatior]
where the certificate contains public key information from a generated key, the length of which is shg
the Trust Pointkey length.
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B.2.6.41 CERT_LO0_04

Cert ID CERT_LO_04

Purpose Certificate with a wrong (short) public key.

For RSA profile, same Algorithm Identifier but the modulus length of the certificate PK is
shorter than the Trust point’'s key modulus length.

For ECDSA profile, same Algorithm Identifier but the domain parameters of the
certificate are different and have a shorter prime length than the Trust Point’s key. The
hash algorithm should be adapted (by selecting a shorter hash length) if the length of the
initial hash is larger than the key size.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 34

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effegtive date of the certificate,
hh is the placeholder for the BCD encoded eXpiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's-signature (ii bytes).

Parametgr Authority Key Identifier As-defined by the Trust point
Subject Key Identifier TESTCERTL0004
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 04
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00

B.2.6.5 | Certificate'set 5

This certjficate-set consists of a 4 level hierarchy certificate chain which follows a certification scheme where
the path Jength'is set to different value to verify the transition.
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B.2.6.5.1 CERT_LF_05a

Cert ID CERT_LF_05a

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘Fh’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes: (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLFO005
Relative authorization Authoritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LF_KEY_05
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.5.2 CERT_LF_05b

Cert ID CERT_LF_05b

Purpose This certificate is an irregular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘Fh’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 0D 54 4553 54 43 45 52 54 4C 30 30 30 35

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date ofthe certificate,
i is the encoded length of the certificate's signature object;
ji is the placeholder for the certificate's signature (ii bytes)!

Parametgr Authority Key Identifier TESTCERTL0005
Subject Key Identifier TESTCERTLEQQS
Relative authorization Authoritativertime source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date TrusiPointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT LF _KEY 05
Signing Key reference Signed with the private key of key pair

CERT_LO_KEY 05
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B.2.6.5.3 CERT_LF_05c

Cert ID CERT_LF_05c

Purpose This certificate is an irregular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘Fh’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 0D 54 45 53 54 43 45 52 54 4C 31 30 30 35

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee-bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signatufe object,
ji is the placeholder for the certificate's signaturé.(ii bytes).

Rarameter Authority Key Identifier TESTCERTL1005
Subject Key Identifier TESTCERTLFO005
Relative authorization Autheritative time source

Rath length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT LF _KEY 05
Signing Key reference Signed with the private key of key pair

CERT L1 KEY 05

© ISO/IEC 2011 — All rights reserved 131


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.2.6.5.4 CERT_L1_05a

Cert ID CERT_L1_05a

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to “1h’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 0D 54 4553 54 43 45 52 54 4C 46 30 30 35

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 31 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date ofthe certificate,
i is the encoded length of the certificate's signature object;
ji is the placeholder for the certificate's signature (ii bytes)!

Parametgr Authority Key Identifier TESTCERTLF005
Subject Key Identifier TESTCERTL41005
Relative authorization Authoritativertime source

Path length constraint set to 1
Grant read access to all DGs

Certificate effective date TrusiPointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT L1 KEY 05
Signing Key reference Signed with the private key of key pair

CERT_LF KEY 05
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B.2.6.5.5 CERT_L1_05b

Cert ID CERT_L1_05b

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘1h’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 31 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes: (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL1005
Relative authorization Authoritative time source

Path length constraint set to 1
Grant read access to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_L1_KEY_05
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.5.6 CERT_LO0_05a

Cert ID CERT_LO _0O5a

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘Oh’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 0D 54 4553 54 43 45 52 54 4C 31 30 30 35

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 30 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date ofthe certificate,
i is the encoded length of the certificate's signature object;
ji is the placeholder for the certificate's signature (ii bytes)!

Parametgr Authority Key Identifier TESTCERTL1005
Subject Key Identifier TESTCERTLQQ05
Relative authorization Authoritativertime source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date TrusiPointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT L0 KEY 05
Signing Key reference Signed with the private key of key pair

CERT L1_KEY 05
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B.2.6.5.7 CERT_L0_05b

Cert ID CERT_LO_05b

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘Oh’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 0D 54 45 53 54 43 45 52 54 4C 46 30 30 35

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 30 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee-bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signatufe object,
ji is the placeholder for the certificate's signaturé.(ii bytes).

Rarameter Authority Key Identifier TESTCERTLF005
Subject Key Identifier TESTCERTL0005
Relative authorization Autheritative time source

Rath length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT L0 KEY 05
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_05

B.2.6.6 Certificate set 6

This certificate set is used for the effective access condition tests in case the EAP is supported. Forgach DG
present on the IDL,.a.set of these certificates shall be built.
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B.2.6.6.1 CERT_LF_06a_DGx

Cert ID CERT_LF_06a_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Fh’.

This certificate gives access to DG_x only.

Version 1.0

Content 7F 21 aa
definitio 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F kk

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeets,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (€e bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signature (ii bytes).
kk is the placeholder for the authorisation aceess rights bytes

Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLF006
Relative authorization Authoritative time source

Path length constraint set to F
Grant read access to DGx

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LF _KEY_06
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.6.2 CERT_LF_06b_DGx

Cert ID CERT_LF_06b_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Fh’.

This certificate gives access to all DGs present on the IDL except DG_x.

Version 1.0

Content 7F 21 aa
efinition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F kk

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public keybytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).
kk is the placeholder for the authorisation access rights bytes

Rarameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLF006
Relative authorization Authoritative time source

Path length constraint set to F
Grant read access to all the DGs except the DGx

Certificate effective date Trust Pointeff

Certificate expirationdate Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LF_KEY_06
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.6.3 CERT_LF_06c_DGx

Cert ID CERT_LF_06¢_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Fh’.

This certificate gives access to all DGs present on the IDL.

Version 1.0

Content 7F 21 aa
definitio 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeets,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (€e bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signature (ii bytes).

Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLF006
Relative authorization Autharitative time source

Path length constraint set to F
Grant read access to all the DGs present on the IDL

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LF_KEY_06
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.6.4 CERT_LF_06d_DGx

Cert ID CERT_LF_06d_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Fh’.

This certificate does not give access to any DG present on the IDL.

Version 1.0

Content 7F 21 aa
efinition 7F 4E bb

5F 29 01 00

42 ccdd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F 00 00 00

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public keybytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier As.defined by the Trust point
Subject Key Identifier TESTCERTLF006
Relative authorization Authoritative time source

Path length constraint set to F
Does not give any access to any DGs

Certificate effective date Trust Pointeff

Certificate expiration-date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LF_KEY_06
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.6.5 CERT_L0_06a_DGx

Cert ID CERT_LO_06a_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Oh’.

This certificate gives access to DG_x only.

Version 1.0

Content 7F 21 aa
definitio 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F kk

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeets,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (€e bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signature (ii bytes).
kk is the placeholder for the authorisation aceess rights bytes

Parametgr Authority Key Identifier TESTCERTLF006
Subject Key Identifier TESTCERTL0006
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to DGx

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT _LO_KEY_06
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_06
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B.2.6.6.6 CERT_L0_06b_DGx

Cert ID CERT_LO_06b_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Oh’.

This certificate gives access to all DGs present on the IDL except DG_x.

Version 1.0

Content 7F 21 aa
efinition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F kk

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public keybytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).
kk is the placeholder for the authorisation access rights bytes

Rarameter Authority Key Identifier TESTCERTLFO006
Subject Key Identifier TESTCERTLO0006
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all the DGs except the DGx

Certificate effective date Trust Pointeff

Certificate expirationdate Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LO_KEY_06
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_06
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B.2.6.6.7 CERT_L0_06c_DGx

Cert ID CERT_LO_06¢c_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Oh’.

This certificate gives access to all DGs present on the IDL.

Version 1.0

Content 7F 21 aa
definitio 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeets,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (€e bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signature (ii bytes).

Parametgr Authority Key Identifier TESTCERTLF006
Subject Key Identifier TESTCERTL0006
Relative authorization Autharitative time source

Path length constraint set to 0
Grant read access to all the DGs present on the IDL

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LO_KEY_06
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_06
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CERT_L0_06d_DGx

Cert ID

CERT_LO_06d_DGx

Purpose

This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Oh’.

This certificate does not give access to any DG present on the IDL.

Version

1.0

Content
efinition

7F 21 aa
7F 4E bb

5F 29 01 00

42 ccdd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F 00 00 00

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public keybytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter

Authority Key Identifier TESTCERTLF006

Subject Key Identifier TESTCERTLO0006

Relative authorization Authoritative time source
Path length constraint set to 0
Does not give any access to any DGs

Certificate effective date Trust Point.g

Certificate expiration-date Trust Point.s + 1 month

Public Key reference Public key of key pair CERT_LO_KEY 06
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_06

B.2.6.7 Certificate,set 7

Tlhis certificate’set is used for the update mechanism tests in case the EAP is supported. Read acq
be granted_ to.all DGs.
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B.2.6.7.1 CERT_LF_07a

Cert ID CERT_LF_07a

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date plus one month of the Trust root and expires after two months.

Path length constraint is set to ‘Fh.

This certificate is a certificate of an authoritative time source.

Version 1.0

Content 7F 21 aa
definitio 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeets,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (€e bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signature (ii bytes).

Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLFO007
Relative authorization Autharitative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointez + 1 month

Certificate expiration date Trust Pointss + 2 months

Public Key reference Public key of key pair CERT_LF_KEY_07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.2 CERT_LF_07b

Cert ID CERT_LF_07b

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after 26 days.

Path length constraint is set to ‘Fh’.

This certificate is a certificate of an authoritative time source.

Version 1.0

Content 7F 21 aa
efinition 7F 4E bb

5F 29 01 00

42 ccdd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public keybytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier As.defined by the Trust point
Subject Key Identifier JTESTCERTLF007
Relative authorization Authoritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Point.g

Certificate expiration-date Trust Pointes + 26 days

Public Key reference Public key of key pair CERT_LF_KEY_07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.3 CERT_LF_07c

Cert ID CERT_LF _07c

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date plus one month of the Trust root and expires after two months.

Path length constraint is set to ‘Fh’.

This certificate is not a certificate of an authoritative time source.

Version 1.0

Content 7F 21 aa
definitio 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 OF FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeets,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (€e bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signature (ii bytes).

Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLFO007
Relative authorization Non authoritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointez + 1 month

Certificate expiration date Trust Pointss + 2 months

Public Key reference Public key of key pair CERT_LF_KEY_07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.4 CERT_LF_07d

Cert ID CERT_LF_07d

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after 20 days.

Path length constraint is set to ‘Fh’.

This certificate is not a certificate of an authoritative time source.

Version 1.0

Content 7F 21 aa
efinition 7F 4E bb

5F 29 01 00

42 ccdd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 OF FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public keybytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier As.defined by the Trust point
Subject Key Identifier JTESTCERTLF007
Relative authorization Non authoritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Point.g

Certificate expiration-date Trust Pointes + 20 days

Public Key reference Public key of key pair CERT_LF_KEY_07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.5 CERT_L1_07e

Cert ID CERT_L1_07e

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date plus 25 days of the Trust root and expires after two months.

Path length constraint is set to ‘“1h’.

This certificate is a certificate of an authoritative time source.

Version 1.0

Content 7F 21 aa
definitio 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeets,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (€e bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate ,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signature (ii bytes).

Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL1007
Relative authorization Autharitative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointeg + 25 days

Certificate expiration date Trust Pointss + 2 months

Public Key reference Public key of key pair CERT_L1_KEY_07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.6 CERT_L1_07f

Cert ID CERT_L1_07f

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after 20 days.

Path length constraint is set to “1h’.

This certificate is a certificate of an authoritative time source.

Version 1.0

Content 7F 21 aa
efinition 7F 4E bb

5F 29 01 00

42 ccdd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public keybytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier As.defined by the Trust point
Subject Key Identifier TESTCERTL1007
Relative authorization Authoritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Point.g

Certificate expiration-date Trust Pointes + 20 days

Public Key reference Public key of key pair CERT_L1_KEY_07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.7 CERT_L1_07g

Cert ID CERT_L1_07g

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date plus one month of the Trust root and expires after two months.

Path length constraint is set to ‘“1h’.

This certificate is not a certificate of an authoritative time source.

Version 1.0

Content 7F 21 aa
definitio 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 01 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeets,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (€e bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signature (ii bytes).

Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL1007
Relative authorization Non authoritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointez + 1 month

Certificate expiration date Trust Pointss + 2 months

Public Key reference Public key of key pair CERT_L1_KEY_07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00

150 © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.2.6.7.8 CERT_LF_07i

Cert ID CERT_LF_07i

Purpose This certificate is a regular Trust point certificate, which validity period starts one day
before the original Trust point certificate expires.

Path length constraint is set to ‘Fh’.

This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa
efinition 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 3F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public keydbytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier As.defined by the Trust point
Subject Key Identifier JTESTCERTLF007
Relative authorization Trust point

Authoritative time source
Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointey, - 1 day

Certificate expirationdate Trust Pointe,, + 2 months

Public Key reference Public key of key pair CERT_LF_KEY_07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.9 CERT_LF_07j

Cert ID CERT_LF_07j

Purpose This certificate is a regular certificate, which the validity period matches with validity
period of the initial Trust root.

Path length constraint is set to ‘Fh’.

This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa
definitio 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeets,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (€e bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signaturg (ii bytes).

Parametgr Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLFO007
Relative authorization Autharitative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Point.

Certificate expiration date Trust Pointey,

Public Key reference Public key of key pair CERT LF KEY 07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.10 CERT_LF_07k

Cert ID CERT_LF_07k

Purpose This certificate is a regular certificate, which validity period starts one day after the
original Trust point certificate expires.

Path length constraint is set to ‘Fh’.

This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa
efinition 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OE 54 45 53 54 43 45 52 54 4C 46 30 30 37 6B

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public keydbytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes).

Rarameter Authority Key Identifier TESTCERTLFO007
Subject Key Identifier TESTCERTLFO007k
Relative authorization Authoritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointe,,+ 1 day

Certificate expiration-date Trust Pointe,,+ 1 month

Public Key reference Public key of key pair CERT_LF_KEY_07k
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_07

B.2.6.8 Certificate.set 8

s certificate set.7), this certificate set is used for the update mechanism tests in case the EAP is syipported.
ead access.may be granted to all DGs.

o n >
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B.2.6.8.1 CERT_LF_08a

Cert ID CERT_LF_08a

Purpose This certificate is a regular Trust point certificate, of which the validity period starts at the
expiration date plus one month of the Trust root and expires three months later.

Path length constraint is set to ‘Fh.

This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa
definitio 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 38

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 3F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeets,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signaturg (ii bytes).

Parametgr Authority Key Identifier TESTCERTLF007
Subject Key Identifier TESTCERTLF008
Relative authorization Trustpoint

Authoritative time source
Path length constraint set to F

Certificate effective date Trust Pointey, + 1 month

Certificate expiration date Trust Pointe,, + 4 months

Public Key reference Public key of key pair CERT_LF_KEY_08a
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_07
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B.2.6.8.2 CERT_LF_08b

Cert ID CERT_LF_08b

Purpose This certificate is a regular Trust point certificate, of which the validity period starts at the
expiration date plus three months of the Trust root and expires three months later.

Path length constraint is set to ‘Fh.

This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa
efinition 7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OE 54 45 53 54 43 45 52 54 4C 46 30 30 38 62

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 3F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public keybytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Harameter Authority Key Identifier TESTCERTLFO008
Subject Key Identifier TESTCERTLF008b
Relative authorization Trust point

Authoritative time source
Path length constraint set to F

Certificate effective date Trust Pointe,, + 3 months

Certificate expiration-date Trust Pointe,, + 6 months

Public Key reference Public key of key pair CERT_LF_KEY_08b
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_08a
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B.2.6.8.3

CERT_L1_08c

Cert ID

CERT_L1_08c

Purpose

This certificate is a regular certificate, of which the validity period starts at the expiration

date plus three months of the Trust root and expires one month later.
Path length constraint is set to ‘1h.
This certificate is an authoritative time source certificate.

Version

1.0

Content
definitio

7F 21 aa
7F 4E bb

5F 29 01 00

42 cc dd

7F 49 ee ff

5F 20 OE 54 45 53 54 43 45 52 54 4C 46 30 30 38 63

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeets,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signaturg (ii bytes).

Parameter

Authority Key Identifier TESTCERTLFO008b

Subject Key Identifier TESTCERTL1008c

Relative authorization Autharitative time source
Path length constraint set to 1

Certificate effective date Jrust Pointe,, + 3 months

Certificate expiration date Trust Point.,, + 4 months

Public Key reference Public key of key pair CERT L1 KEY 08c

Signing Key reference Signed with the private key of key pair
CERT_LF_KEY_08b

B.2.6.9 | Certificate set9

This cerfificate set defines-a link certificate used to update the chip signature mechanism according to th
migration policy as defined by the manufacturer. The cryptographic elements of these certificates shall use th
new meg¢hanisms (except for the signature of the CERT_LF_09, which is done with the original signatun
mechanism). This\certificate set is only needed if the “TA-MIG” profile is supported. Read access may b

granted fo all BGs.

B.2.6.9.1 —CERT LF 09a

® ® & O

Note for ECDSA profile: Since the crypto mechanism is changed by this certificate, the domain parameters
shall be included in this certificate.
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Cert ID CERT_LF _09a

Purpose For TA-MIG profile only:
This certificate is a link certificate, which defines a new crypto mechanism to be used by
the chip.

Path length constraint is set to ‘Fh.
This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 OE 54 45 53 54 43 45 52 54 4C 46 30 30 38 62

7F 49 ee ff

5F 20 OE 54 45 53 54 43 45 52 54 4C 46 30 30 39 61

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 3F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee.bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature object,
ij is the placeholder for the certificate's signaturé. (jii bytes).

Rarameter Authority Key Identifier TESTCERTLF008b
Subject Key Identifier TESTCERTLF009a
Relative authorization Trust point

Aduithoritative time source
Path length constraint set to F

Certificate effective date Trust Pointe,, + 5 months

Certificate expiration date Trust Pointe,, + 8 months

Public Key reference Public key of key pair CERT_LF_KEY_09a
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_08b
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B.2.6.9.2

CERT_L1_09b

Cert ID

CERT_L1_09b

Purpose

For TA-MIG profile only:

This certificate is a regular certificate, issued by CERT_LF_09a, of which the validity
period starts at the expiry date plus five months of the Trust root and expires one month
later.

Path length constraint is set to ‘1h.

This certificate is an authoritative time source certificate.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 OE 54 45 53 54 43 45 52 54 4C 46 30 30 39 61
7F 49 ee ff
5F 20 OE 54 45 53 54 43 45 52 54 4C 31 30 30 39 62
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature\object,
jj is the placeholder for the certificate's signaturg (ii bytes).

Parameter

Authority Key Identifier TESTCERTLFO009a

Subject Key Identifier TESTCERTL1009b

Relative authorization Autharitative time source

Path length constraint set to 1

Certificate effective date Jrust Pointey, + 5 months

Certificate expiration date Trust Point.,, + 6 months

Public Key reference Public key of key pair CERT_L1_KEY_09b
Signing Key reference Signed with the private key of key pair
CERT LF KEY 09a
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B.2.6.9.3 CERT_L0_09c
Cert ID CERT_LO _09c
Purpose For TA-MIG profile only:
This certificate is a regular certificate, issued by CERT_L1_09b the new Trust point, of
which the validity period starts at the expiry date plus five months of the Trust root and
expires one month later.
Path length constraint is set to ‘Oh’.
This certificate is an authoritative time source certificate.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 OE 54 4553 54 43 45 52 54 4C 31 30 30 39 62
7F 49 ee ff
5F 20 OE 54 45 53 54 43 45 52 54 4C 30 30 30 39 63
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF.
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and ‘signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public keydbytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).
Rarameter Authority Key Identifier TESTCERTL1009b
Subject Key Identifier TESTCERTL0009¢c
Relative authorization Authoritative time source
Path length constraint set to 0
Certificate effective date Trust Pointe,, + 5 months
Certificate expiration date Trust Pointe,, + 6 months
Public Key reference Public key of key pair CERT L0 KEY 09c
Signing Key reference Signed with the private key of key pair
CERT L1 KEY 09b
B.3 Test Layer SE_ISO7816 - Security and Command Tests
SE 1SO7816_SelDF — SELECT DF Command
SE _ISOZ816_SecBAP — Security conditions of BAP protected IDL
SECISO7816_BAP — Basic Access Protection
SE_ISO7816_SelEFSM — Protected SELECT EF Command
SE _1SO7816_ReadEFSM — Protected READ BINARY Command
SE_ISO7816_SelEF — Unprotected SELECT EF Command
SE _1SO7816_ReadEF — Unprotected READ BINARY Command
SE _ISO7816_AA — Active Authentication
SE _I1SO7816_SecEAP — Security Conditions for EAP protected IDL
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SE_ISO7816_CA

— Chip Authentication

SE_1SO7816_CertVer — Certificate verification

SE_ISO7816_TA

— Terminal Authentication

SE_1SO7816_AccCond — Effective Access Conditions

SE_ISO7816_Update — Update mechanism

SE_ISQO[7816_Migration — Migration Policies

NOTE The objective is not to perform the full spectrum of robustness tests, since it is a function of the chip

manufactyirer. However, selective robustness tests that may commonly occur have been included.

B.3.1 |Test Unit SE_ISO7816_SelDF — SELECT DF Command

This test|unit covers all tests about the SELECT DF command. The LDS specification requires the selection ¢
the LDS application by its AID. Since the AID is unique, selecting the application should be possibl
regardlegs of the previously selected DF or EF. Selecting the LDS Application should also reset the cards
security $tate but this scenario is tested in the access control unit test.

B.3.1.1 | Test case SE_ISO7816_SelDF_1

D =

Test — IO SE_ISO7816_SelDF_1

Purpose Selecting the LDS application using the AID (paositive test).
Version 1.0

Profile

Preconditions

1. LDS application shall not-be selected.

Test scepario

1. Send the given SELECT APDU to the IDL.
‘00 A4 04 0C 07.AQ 00 00 02 48 02 00’

Expected
results

1. P2 denotes ‘return no file information”, and there is no Le present. Therefore,
the response-data field shall be empty. The IDL return status bytes '90 00’.

B.3.1.2 | Test case SE_1SO7816_SelDF_2

Test — IO SE_1SO7816_SelDF_2

Purpose Selecting the LDS application using the AID with a wrong CLA byte.
Version 1.0

Profile

Preconditions

1. LDS application shall not be selected.

Test scenario

1. Send the given SELECT APDU to the IDL (wrong CLA).
'80 A4 04 0C 07 A0 00 00 02 48 02 00’

Expected
results

1. The IDL shall return an ISO Checking Error.
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Test—ID SE_ISO7816_SelDF_3

Purpose Selecting the LDS application using wrong AID.
Version 1.0

Rrofile

Rreconditions

1. LDS application shall not be selected.

Tlest scenario

1. Send the given SELECT APDU to the IDL (wrong AID).
‘00 A4 04 0C 07 A0 00 000248 02 071

m

xpected
psults

-

1. The IDL shall return an ISO Checking Error.

B.3.1.4 Test case SE_ISO7816_SelDF_4

Tlest— ID SE_1SO7816_SelDF_4

Rurpose Selecting the LDS application using wrong P1 byte.
\fersion 1.0

Rrofile

Rreconditions

1. LDS application shall*not be selected.

Tlest scenario

1. Send the given SELECT APDU to the IDL (wrong P1).
‘00 A4 84,0C.07 A0 00 00 02 48 02 00’

m

xpected
results

1. The IDtshall return an ISO Checking Error.

B.3.1.5 Testcase SE_ISO7816_SelDF_5

Tlest — ID SE_ISO7816_SelDF_5

Rurpose Selecting the LDS application using wrong P2 byte.
ETSION 10

Profile

Preconditions

1. LDS application shall not be selected.

Test scenario

1. Send the given SELECT APDU to the IDL (wrong P2).
'00 A4 04 8C 07 A0 00 00 02 48 02 00’

Expected
results

1. The IDL shall return an ISO Checking Error.
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B.3.1.6 Test case SE_ISO7816_SelDF_6

Test—ID SE_ISO7816_SelDF_6

Purpose Selecting the LDS application using wrong Lc byte.
Version 1.0

Profile

Preconditions

1. LDS application shall not be selected.

Test scepario

1. The tester shall ensure that the command with an incorrect Lc byte can bée
transmitted from the reader to the IDL under test.

2. Send the given SELECT APDU to the IDL (wrong Lc).
'00 A4 04 0C 08 A0 00 00 02 48 02 00’

Expected
results

1. The reader should be able to transmit the command with an.incorrect Lc byte.

If not, the test result shall be recorded as inconclusive.
2. The IDL shall return an ISO Checking Error.

B.3.1.7 | Test case SE_ISO7816_SelDF_7

Test — IO SE_ISO7816_SelDF_7

Purpose Selecting twice the LDS application.
Version 1.0

Profile

Preconditions

1. LDS application shall be selected.

Test scepario

1. Send the given SELECT APDU to the IDL.
‘00 A4 04 0€.07 A0 00 00 02 48 02 00°

Expected
results

1. The IDE shall return’90 00’ with an empty data field.

B.3.2 ([Test Unit'SE_ISO7816_SecBAP- Security conditions of BAP protected IDL

This unit|{tests the security conditions of a BAP protected IDL. It shall not be possible read the content of any
present He—Fhre—tests—ofthis—unittry—to—access—the—files—with—an—-exphet—SELECTEF—<commeand—aREAD

BINARY command with implicit file selection via the short EF ID and unsecured READ BINARY while access

is granted.

NOTE If the IDL is EAP protected some of the tests of this unit should be adapted (from ISO7816_SecBAP_35 to
ISO7816_SecBAP_48), because each certificate of the the certificates chain contains authorization access rights bytes
that describes data group access rights. In these specific cases, the EAP process shall be done just next to the BAP

process.
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Test—ID SE_ISO7816_SecBAP_1
Purpose Selecting EF.COM
Version 1.0

Profile BAP

reconditions

1. LDS application shall be selected.

Tlest scenario

1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 1E’

m

xpected
psults

-

1. The IDL shall return status bytes '69 82’.

B.3.2.2 Test case SE_ISO7816_SecBAP_2

Tlest — ID SE_ISO7816_SecBAP_2
Rurpose Selecting EF.SOD file.
\fersion 1.0

Rrofile BAP, PA

Rreconditions

1. LDS application shall be-selected.

Tlest scenario

1. Send the given SELECT APDU to the IDL.

‘00 A4 02 0C 02 001D’

Expected 1. The IDL shallteturn status bytes '69 82".
results

B.3.2.3 Test case SE-1SO7816_SecBAP_3

Tlest—ID SE_1SO7816_SecBAP_3

Rurpose Selecting EF.DG1

\fersion 1.0

Hrofile BAP

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 07’

Expected
results

1. The IDL shall return status bytes '69 82’.

© ISO/IEC 2011 — All rights reserved

163


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.3.2.4 Test case SE_ISO7816_SecBAP_4

Test— ID SE_ISO7816_SecBAP_4

Purpose Selecting EF.DG2

Version 1.0

Profile BAP, DG2

Precondftions 1. LDS application shall be selected.

Testscepario | 1, Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 02’

Expected 1. The IDL shall return status bytes '69 82".
results

B.3.2.5 | Test case SE_ISO7816_SecBAP_5

Test — IO SE _1SO7816_SecBAP_5

Purpose Selecting EF.DG3

Version 1.0

Profile BAP, DG3

Preconditions 1. LDS application shall be selected:

Testscepario | 1, Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 03’

Expected 1. The IDL shall return status bytes '69 82".
results

B.3.2.6 | Test case SE_ISO7816_SecBAP_6

Test— 10 SE_ISO7816_SecBAP_6

Purpose Selecting EF.DG4

Version 1.0

Profile BAP. DG4

Preconditions | 1. |DS application shall be selected.

Test scenario 1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 04’

Expected 1. The IDL shall return status bytes '69 82’
results
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Test—ID SE_ISO7816_SecBAP_7
Purpose Selecting EF.DG5
Version 1.0

Profile BAP, DG5

reconditions

1. LDS application shall be selected.

Tlest scenario

1. Send the given SELECT APDU to the IDL.

‘00 A4 02 0C 02 00 0%

m

xpected
psults

-

1. The IDL shall return status bytes '69 82’.

B.3.2.8 Test case SE_ISO7816_SecBAP_8

Tlest — ID SE_ISO7816_SecBAP_8
Rurpose Selecting EF.DG6
\fersion 1.0

Rrofile BAP, DG6

Rreconditions

1. LDS application shall be-selected.

Tlest scenario

1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00-06’
Expected 1. The IDL shallteturn status bytes '69 82".
results
B.3.2.9 Test case SE-1SO7816_SecBAP_9
Tlest—ID SE_1SO7816_SecBAP_9
Rurpose Selecting EF.DG7
\fersion 1.0
Hrofile BAP, DG7Y

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given SELECT APDU to the IDL.

‘00 A4 02 0C 02 00 07

Expected
results

1. The IDL shall return status bytes '69 82’.
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B.3.2.10 Test case SE_ISO7816_SecBAP_10

Test—ID SE_ISO7816_SecBAP_10

Purpose Selecting EF.DG8

Version 1.0

Profile BAP, DG8

Precondftions 1. LDS application shall be selected.

Testscepario | 1, Send the given SELECT APDU to the IDL.
'00 A4 02 0C 02 00 08’

Expected 1. The IDL shall return status bytes '69 82".
results

B.3.2.11| Test case SE_ISO7816_SecBAP_11

Test — IO SE_ISO7816_SecBAP_11

Purpose Selecting EF.DG9

Version 1.0

Profile BAP, DG9

Preconditions 1. LDS application shall be selected:

Testscepario | 1, Send the given SELECT APDU to the IDL.
'00 A4 02 0C 02 00 09’

Expected 1. The IDL shall return status bytes '69 82".
results

B.3.2.12| Test case SE_ISO7816_SecBAP_12

Test— 10 SE_ISO7816_SecBAP_12

Purpose Selecting EF.DG10

Version 1.0

Profile BAP. DG10

Preconditions | 1. |DS application shall be selected.

Test scenario 1. Send the given SELECT APDU to the IDL.
'00 A4 02 0C 02 00 0A’

Expected 1. The IDL shall return status bytes '69 82’
results
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Test—ID SE_ISO7816_SecBAP_13
Purpose Selecting EF.DG11
Version 1.0

Profile BAP, DG11

reconditions

1. LDS application shall be selected.

Tlest scenario

1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 OB’

m

xpected
psults

-

1. The IDL shall return status bytes '69 82’.

B.3.2.14 Test case SE_ISO7816_SecBAP_14

Tlest — ID SE_ISO7816_SecBAP_14
Rurpose Selecting EF.DG12
\fersion 1.0

Rrofile BAP, NMA

Hreconditions

1. LDS application shall be-selected.

Tlest scenario

1. Send the given SELECT APDU to the IDL.

‘00 A4 02 0C 02 00-0C’

m

xpected
results

1. The IDL shallfeturn status bytes '69 82’.

B.3.2.15 Test case SE-1SO7816_SecBAP_15

Tlest—ID SE_1SO7816_SecBAP_15
Rurpose Selecting EF.DG13
\fersion 1.0

Rrofile BAP, AA

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given SELECT APDU to the IDL.

‘00 A4 02 0C 02 00 0D’

Expected
results

1. The IDL shall return status bytes '69 82’.
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B.3.2.16 Test case SE_ISO7816_SecBAP_16

Test—1ID SE_ISO7816_SecBAP_16

Purpose Selecting EF.DG14

Version 1.0

Profile BAP, EAP

Precondftions 1. LDS application shall be selected.

Testscepario | 1, Send the given SELECT APDU to the IDL.
'00 A4 02 0C 02 00 OF’

Expected 1. The IDL shall return status bytes '69 82".
results

B.3.2.17| Test case SE_ISO7816_SecBAP_17

Test — IO SE_ISO7816_SecBAP_17

Purpose Accesing the EF.COM by READ BINARY with Short.ER Identifier.
Version 1.0

Profile BAP

Preconditions 1. LDS application shall be selected:

Testscepario | 1, Send the given READ BINARY APDU to the IDL.
'00 BO 9E 00 00’

Expected 1. Since read access is(prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82'.

B.3.2.18| Test case SE_ISO7816_SecBAP_18

Test — IO SE_ISO7816_SecBAP_18

Purpose Aceessing the EF.SOD (READ BINARY with short EF ID).
Version 1.0

Profile BAP. PA

Preconditions | 1. |DS application shall be selected.

Test scenario 1. Send the given READ BINARY APDU to the IDL.
00 BO 9D 00 00’

Expected 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82’.
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B.3.2.19 Test case SE_ISO7816_SecBAP_19

Test—ID SE_ISO7816_SecBAP_19

Purpose Accessing the EF.DG1 (READ BINARY with short EF ID).
Version 1.0

Profile BAP

reconditions

1. LDS application shall be selected.

Tlest scenario

1. Send the given READ BINARY APDU to the IDL.
‘00 BO 81 00 0O’

m

xpected
psults

-

1. Since read access is prohibited without BAP, the response field shalPbe empty.
The IDL shall return status bytes '69 82’.

B.3.2.20 Test case SE_ISO7816_SecBAP_20

Tlest — ID SE_ISO7816_SecBAP_20

Rurpose Accessing the EF.DG2 (READ BINARY with,short EF ID).
\fersion 1.0

Rrofile BAP, DG2

Rreconditions

1. LDS application shall be-selected.

Tlest scenario

1. Send the given READ-BINARY APDU to the IDL.
'00 BO 82 00 00’

m

xpected
results

1. Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82’.

B.3.2.21 Test case SE-1SO7816_SecBAP_21

Tlest—ID SE_1SO7816_SecBAP_21

Rurpose Accessing the EF.DG3 (READ BINARY with short EF ID).
\fersion 1.0

Hrofile BAP. DG3

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given READ BINARY APDU to the IDL.
'00 BO 83 00 00°

Expected
results

1. Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82'.
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B.3.2.22 Test case SE_ISO7816_SecBAP_22

Test—1ID SE_ISO7816_SecBAP_22

Purpose Accessing the EF.DG4 (READ BINARY with short EF ID).
Version 1.0

Profile BAP, DG4

Precondftions 1. LDS application shall be selected.

Testscepario | 1, send the given READ BINARY APDU to the IDL.
'00 BO 84 00 00’

Expected 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82'.

B.3.2.23| Test case SE_ISO7816_SecBAP_23

Test — IO SE_ISO7816_SecBAP_23

Purpose Accessing the EF.DG5 (READ BINARY with short EFID).
Version 1.0

Profile BAP, DG5

Preconditions | 1, | DS application shall be selected:

Testscepario | 1, Send the given READ BINARY APDU to the IDL.
'00 BO 85 00 00’

Expected 1. Since read access is(prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82'.

B.3.2.24| Test case SE_ISO7816_SecBAP_24

Test — IO SE_ISO7816_SecBAP_24

Purpose Aceessing the EF.DG6 (READ BINARY with short EF ID).
Version 1.0

Profile BAP. DG6

Preconditions | 1. |DS application shall be selected.

Test scenario 1. Send the given READ BINARY APDU to the IDL.
00 BO 86 00 00’

Expected 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82’.
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B.3.2.25 Test case SE_ISO7816_SecBAP_25

Test—ID SE_ISO7816_SecBAP_25

Purpose Accessing the EF.DG7 (READ BINARY with short EF ID).
Version 1.0

Profile BAP, DG7

reconditions

1. LDS application shall be selected.

Tlest scenario

1. Send the given READ BINARY APDU to the IDL.
‘00 BO 87 00 0O’

m

xpected
psults

-

1. Since read access is prohibited without BAP, the response field shalPbe empty.
The IDL shall return status bytes '69 82’.

B.3.2.26 Test case SE_ISO7816_SecBAP_26

Tlest — ID SE_ISO7816_SecBAP_26

Rurpose Accessing the EF.DG8 (READ BINARY with,short EF ID).
\fersion 1.0

Rrofile BAP, DG8

Rreconditions

1. LDS application shall be-selected.

Tlest scenario

1. Send the given READ-BINARY APDU to the IDL.
'00 BO 88 00 00°

m

xpected
results

1. Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82’.

B.3.2.27 Test case SE-1SO7816_SecBAP_27

Tlest—ID SE_1SO7816_SecBAP_27

Rurpose Accessing the EF.DG9 (READ BINARY with short EF ID).
\fersion 1.0

Hrofile BAP. DG9

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given READ BINARY APDU to the IDL.
'00 BO 89 00 00°

Expected
results

1. Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82'.
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B.3.2.28 Test case SE_ISO7816_SecBAP_28

Test—1ID SE_ISO7816_SecBAP_28

Purpose Accessing the EF.DG10 (READ BINARY with short EF ID).
Version 1.0

Profile BAP, DG10

Precondifions 1. LDS application shall be selected.

Testscepario | 1, send the given READ BINARY APDU to the IDL.
'00 BO 8A 00 00’

Expected 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82'.

B.3.2.29| Test case SE_ISO7816_SecBAP_29

Test — IO SE_ISO7816_SecBAP_29

Purpose Accessing the EF.DG11 (READ BINARY with short EEID).
Version 1.0

Profile BAP, DG11

Preconditions | 1, | DS application shall be selected:

Testscepario | 1, Send the given READ BINARY APDU to the IDL.
'00 BO 8B 00 00’

Expected 1. Since read access is(prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82'.

B.3.2.30| Test case SE_ISO7816_SecBAP_30

Test— IO SE_1SO7816_SecBAP_30

Purpose Aceessing the EF.DG12 (READ BINARY with short EF ID).
Version 1.0

Profile BAP. NMA

Preconditions | 1. |DS application shall be selected.

Test scenario 1. Send the given READ BINARY APDU to the IDL.
00 BO 8C 00 00’

Expected 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82’.
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B.3.2.31 Test case SE_ISO7816_SecBAP_31

Test—ID SE_ISO7816_SecBAP_31

Purpose Accessing the EF.DG13 (READ BINARY with short EF ID).
Version 1.0

Profile BAP, AA

reconditions

1. LDS application shall be selected.

—

est scenario

1. Send the given READ BINARY APDU to the IDL.
'00 BO 8D 00 00’

m

xpected
results

1. Since read access is prohibited without BAP, the response field shallbe empty.
The IDL shall return status bytes '69 82’.

B.3.2.32 Test case SE_ISO7816_SecBAP_32

Tlest—ID SE_ISO7816_SecBAP_32

Hurpose Reading the EF.DG14 (READ BINARY with short EF ID).
\fersion 1.0

Rrofile BAP, EAP

Rreconditions

1. LDS application shall be selected.

—

est scenario

1. Send the given READ-BINARY APDU to the IDL.
‘00 BO 8E 00 00’

m

xpected
results

1. Since read access’is prohibited without BAP, the response field shall be empty.
The IDL shallreturn status bytes '69 82’

B.3.2.33 Test case SE_ISO7816_SecBAP_33

Tlest—ID SE~1SO7816_SecBAP_33

Rurpose Accessing the EF.COM file with READ BINARY. The test verifies the enforcemen
of Secure Messaging while basic access is granted.

\fersion 1.0

Rrofile BAP

Preconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenario

1. Send the given READ BINARY (short EF ID) APDU for EF.COM to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the IDL.
'00 BO 00 00 00°

Expected
results

1. The IDL shall return 6 bytes of response data and status bytes '90 00’ within a
valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.
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B.3.2.34 Test case SE_ISO7816_SecBAP_34

Test—ID SE_ISO7816_SecBAP_34

Purpose Accessing the EF.SOD file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, PA

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Testscepario | 1. Send the READ BINARY (short EF ID) APDU for EF.SOD to the IDL.
'0C BO 9D 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the
Drivring licence.
'00 BO 00 00 0O’

Expected 1. The IDL shall return 6 bytes of content data and status bytes '9@,00” within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Méssaging encoding.

B.3.2.35| Test case SE_ISO7816_SecBAP_35

Test — IO SE_ISO7816_SecBAP_35

Purpose Accessing the EF.DG1 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is'granted.

Version 1.0

Profile BAP

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scepario 1. Send the givepn-READ BINARY (short EF ID) APDU for EF.DG1 to the IDL.
'0C B0 81 00-0B 97 01 06 8E 08 <Checksum> 00’
2. Send thegiven READ BINARY APDU as a plain unprotected APDU to the

Drivring-icence.
'00 BB,00 00 0O’

Expected 1. The’/IDL shall return 6 bytes of content data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.36 Test case SE_ISO73816_SecBAP_36

Test—ID SE_ISO7816_SecBAP_36

Purpose Accessing the EF.DG2 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG2
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Preconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenario

1. Send the given READ BINARY (short EF ID) APDU for EF.DG2 to the IDL.
'0C B0 82 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the
Drivring licence.
'00 BO 00 00 0O’

Expected
results

1. The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding:

B.3.2.37 Test case SE_ISO7816_SecBAP_37

Tlest—ID SE_ISO7816_SecBAP_37

Rurpose Accessing the EF.DG3 file with READ BINARY. The test verifies the enforcemen
of Secure Messaging while basic access is granted.

\fersion 1.0

Rrofile BAP, DG3

Rreconditions

1. LDS application shall be selected and hasie access shall be granted.

Tlest scenario

1. Send the given READ BINARY (short’EF ID) APDU for EF.DG3 to the IDL.
'0C B0 83 00 0D 97 01 06 8E 08&Checksum> 00’

2. Send the given READ BINARY-APDU as a plain unprotected APDU to the
Drivring licence.
‘00 BO 00 00 00°

m

xpected
psults

—

1. The IDL shall returns6.bytes of content data and status bytes '90 00’ within a
valid Secure Messaging encoding.

2. The IDL shallreturn ISO checking error without Secure Messaging encoding.

B.3.2.38 Test case SE_ISO7816_SecBAP_38

Tlest — ID SE.IS0O7816_SecBAP_37

Rurpose Accessing the EF.DG4 file with READ BINARY. The test verifies the enforcemen
of Secure Messaging while basic access is granted.

\{ersion 1.0

Rrofile BAP, DG4

Freconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenario

1. Send the READ BINARY (short EF ID) APDU for EF.DG4 to the IDL.
'0C B0 84 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the
Drivring licence.
‘00 BO 00 00 00°

Expected
results

1. The IDL shall return 6 bytes of content data and status bytes ’90 00’ within a
valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.
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B.3.2.39 Test case SE_ISO7816_SecBAP_39

Test—ID SE_ISO7816_SecBAP_39

Purpose Accessing the EF.DGS5 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG5

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scepario 1. Send the given READ BINARY (short EF ID) APDU for EF.DG5 to the IDL.
'0C B0 85 00 0D 97 01 06 8E 08 <Checksum> 00’
2. Send the given READ BINARY APDU as a plain unprotected APDU to the

Drivring licence.
'00 BO 00 00 0O’

Expected 1. The IDL shall return 6 bytes of content data and status bytes '9@,00” within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Méssaging encoding.

B.3.2.40| Test case SE_ISO7816_SecBAP_40

Test — IO SE_ISO7816_SecBAP_40

Purpose Accessing the EF.DG6 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is'granted.

Version 1.0

Profile BAP, DG6

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scepario 1. Send the givepn-READ BINARY (short EF ID) APDU for EF.DG6 to the IDL.
'0C B0 86 00-0B 97 01 06 8E 08 <Checksum> 00’
2. Send thegiven READ BINARY APDU as a plain unprotected APDU to the

Drivring-icence.
'00 BB,00 00 0O’

Expected 1. The’/IDL shall return 6 bytes of content data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.41 Test case SE_ISO73816_SecBAP_41

Test—ID SE_ISO7816_SecBAP_41

Purpose Accessing the EF.DG7 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG7
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Preconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenario

1. Send the given READ BINARY (short EF ID) APDU for EF.DG7 to the IDL.
'0C B0 87 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the
Drivring licence.
'00 BO 00 00 0O’

Expected
results

1. The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding:

B.3.2.42 Test case SE_ISO7816_SecBAP_42

Tlest—ID SE_ISO7816_SecBAP_42

Rurpose Accessing the EF.DG8 file with READ BINARY. The test verifies the enforcemen
of Secure Messaging while basic access is granted.

\fersion 1.0

Rrofile BAP, DG8

Rreconditions

1. LDS application shall be selected and hasie access shall be granted.

Tlest scenario

1. Send the given READ BINARY (short’EF ID) APDU for EF.DG8 to the IDL.
'0C B0 88 00 0D 97 01 06 8E 08&Checksum> 00’

2. Send the given READ BINARY-APDU as a plain unprotected APDU to the
Drivring licence.
‘00 BO 00 00 00°

m

xpected
psults

—

1. The IDL shall returns6.bytes of content data and status bytes '90 00’ within a
valid Secure Messaging encoding.

2. The IDL shallreturn ISO checking error without Secure Messaging encoding.

B.3.2.43 Test case SE_ISO7816_SecBAP_43

Tlest — ID SE.I1SO7816_SecBAP_43

Rurpose Accessing the EF.DG9 file with READ BINARY. The test verifies the enforcemen
of Secure Messaging while basic access is granted.

\{ersion 1.0

Rrofile BAP, DG9

Freconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenario

1. Send the given READ BINARY (short EF ID) APDU for EF.DG9 to the IDL.
’0C B0 89 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the
Drivring licence.
‘00 BO 00 00 00°

Expected
results

1. The IDL shall return 6 bytes of content data and status bytes ’90 00’ within a
valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.
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B.3.2.44 Test case SE_ISO7816_SecBAP_44

Test—ID SE_ISO7816_SecBAP_44

Purpose Accessing the EF.DG10 file with READ BINARY. The test verifies the
enforcement of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG10

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scepario 1. Send the given READ BINARY (short EF ID) APDU for EF.DG10 to the IDL.
'0C BO 8A 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the
Drivring licence.
'00 BO 00 00 0O’

Expected 1. The IDL shall return 6 bytes of content data and status bytes '9@,00” within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Méssaging encoding.

B.3.2.45| Test case SE_ISO7816_SecBAP_45

Test — IO SE_1SO7816_SecBAP_45

Purpose Accessing the EF.DG11 file with REABR’ BINARY. The test verifies the
enforcement of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG11

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scepario 1. Send the givep-READ BINARY (short EF ID) APDU for EF.DG11 to the IDL.
'0C B0 8B 00 0B 97 01 06 8E 08 <Checksum> 00’
2. Send thegiven READ BINARY APDU as a plain unprotected APDU to the

Drivring-icence.
'00 BB,00 00 0O’

Expected 1. The’/IDL shall return 6 bytes of content data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.46 Test case SE_ISO73816_SecBAP_46

Test—ID SE_ISO7816_SecBAP_46

Purpose Accessing the EF.DG12 file with READ BINARY. The test verifies the
enforcement of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, NMA
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Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scenario 1. Send the given READ BINARY (short EF ID) APDU for EF.DG12 to the IDL.
'0C B0 8C 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the
Drivring licence.
'00 BO 00 00 0O’

Expected 1. The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding:

B.3.2.47 Test case SE_ISO7816_SecBAP_47

Tlest—ID SE_ISO7816_SecBAP_47

Rurpose Accessing the EF.DG13 file with READ BINARY. The test verifies the
enforcement of Secure Messaging while basic access is granted.

\fersion 1.0

Rrofile BAP, AA

Hreconditions 1. LDS application shall be selected and basie access shall be granted.

Testscenario | 1. Send the given READ BINARY (shor?EF ID) APDU for EF.DG13 to the IDL.
'0C BO 8D 00 0D 97 01 06 8E 08:2Checksum> 00’

2. Send the given READ BINARY-APDU as a plain unprotected APDU to the
Drivring licence.
‘00 BO 00 00 00°

m

xpected 1. The IDL shall return:6.bytes of content data and status bytes '90 00’ within a
psults valid Secure Messaging encoding.

2. The IDL shallreturn ISO checking error without Secure Messaging encoding.

—

B.3.2.48 Test case SE_ISO7816_SecBAP_48

Tlest—ID SE.ISO7816_SecBAP_48

Rurpose Accessing the EF.DG14 file with READ BINARY. The test verifies the
enforcement of Secure Messaging while basic access is granted.

\{ersion 1.0

Rrofile BAP, EAP

rreconditions 1. LDS application shall be selected and basic access shall be granted.

Test scenario 1. Send the given READ BINARY (short EF ID) APDU for EF.DG14 to the IDL.
'0C BO 8E 00 OD 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the
Drivring licence.
‘00 BO 00 00 00°

Expected 1. The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.
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B.3.3 Test Unit SE_ISO7816_BAP — Basic Access Protection

This unit checks the BAP implementation of the IDL. The complete BAP access mechanism is tested,
including robustness tests with invalid input data.

This unit only applies to BAP protected IDLs.

B.3.3.1 | Test case SE_ISO7816_BAP_1

Test— IO SE_1SO7816_BAP_1
Purpose Verification of the GET CHALLENGE command (positive test).
Version 1.0
Profile BAP
Preconditions 1. LDS application shall be selected and basic access shall pot.have been
performed.
Test scepario 1. Send the given GET CHALLENGE APDU to the IDL.
'00 84 00 00 08’
2. Send the same GET CHALLENGE APDU to the/IDL.
'00 84 00 00 08’
Exp?cted 1. The IDL shall return 8 random bytes of content data and status bytes '90 00'.
EEUIE 2. The IDL shall return 8 different random‘bytes of content data and status
bytes 90 00'.

B.3.3.2 | Test case SE_ISO7816_BAP_2

Test— IO SE_ISO7816_BAP_2

Purpose Checking the response to the MUTUAL AUTHENTICATE command (positive test).

Version 1.0

Profile BAP

Preconditions 1._KDS application shall be selected and basic access shall not have been
performed.

Test scepario 1. Send the given GET CHALLENGE APDU to the IDL.
’00 84 00 00 08’

2. Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 1 and
the reference string for the IDL under test.
The <Lc> and <Le> fields can be 0x28 or 0x38 depending of the BAP
configuration.
'00 82 00 00 <Lc> <Data> <Le>’

Expected 1. The IDL shall return 8 random bytes of content data and status bytes '90 00'.

RIS 2. The response from the IDL shall be verified as specified in ISO/IEC 18013-3.
The returned status bytes shall be 90 00.
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B.3.3.3 Test case SE_ISO7816_BAP_3

Test—ID SE _1SO7816_BAP_3

Purpose Checking the authentication failure response to the MUTUAL AUTHENTICATE
command.

Version 1.0

Profile BAP

Rreconditions

1. LDS application shall be selected and basic access shall not have been
performed.

Tlest scenario

1. Send the given GET CHALLENGE APDU to the IDL.
'00 84 00 00 08’

2. Send the same MUTUAL AUTHENTICATE APDU as int test case
SE_ISO7816_BAP_2 to the IDL.
But the field <Data> shall be computed with a different reference.
The <Lc> and <Le> fields can be 0x28 or 0x38 dependirig*of the BAP
configuration.
‘00 82 00 00 <Lc> <Data> <Le>’

EXP‘TCted 1. The IDL shall return 8 random bytes of content data and status bytes '90 00’.

il 2. The IDL shall return an ISO warning or ISO,checking error.

B.3.3.4 Test case SE_ISO7816_BAP_4

Tlest—ID SE_ISO7816_BAP_4

Rurpose Checking the authentication.failure response to the MUTUAL AUTHENTICATE
command.

\{ersion 1.0

Hrofile BAP

Rreconditions

1. LDS application shall be selected and basic access shall not have been
performed. The GET CHALLENGE command shall not have been executed.

Tlest scenario

1.cSend the same MUTUAL AUTHENTICATE APDU as in test case
SE_ISO7816_BAP_2 to the IDL.
But the field <Data> shall be computed with the challenge '00 00 00 00 00 00
00 00'.
The <Lc> and <Le> fields can be 0x28 or 0x38 depending of the BAP
configuration.
'00 82 00 00 <Lc> <Data> <Le>’

2. Send the given GET CHALLENGE APDU to the IDL.

tfaYaW oW, I aVaWaYaWaYoll

U 05 UU UU U0

3. Send the given GET CHALLENGE APDU to the IDL.
’00 84 00 00 08’

4. Send the same MUTUAL AUTHENTICATE APDU as int test case
SE_ISO7816_BAP_2 to the IDL.
But the field <Data> shall be computed with the challenge returned in step 2.
The <Lc> and <Le> fields can be 0x28 or 0x38 depending of the BAP
configuration.
‘00 82 00 00 <Lc> <Data> <Le>’
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Expected
results

The IDL shall return an ISO warning or ISO checking error.
The IDL shall return 8 random bytes of content data and status bytes '90 00’.
The IDL shall return 8 random bytes of content data and status bytes ‘90 00’.
The IDL shall return an ISO warning or ISO checking error.

Pobd -~

B.3.3.5 Test case SE_ISO7816_BAP_5

Test— | SE_ISO7816 BAP 5

Purpose Checking of the MUTUAL AUTHENTICATE command (robustness test).
Version 1.0

Profile BAP

Preconditions

1. LDS application shall be selected and basic access shall not have been
performed.

Test scepario

1. Send the given GET CHALLENGE APDU to the IDL.
'00 84 00 00 08’

2. Send the given MUTUAL AUTHENTICATE APDU to the'IDL.
The field <Data> shall be computed with the challenge returned in step 1 and
the reference string for the IDL under test.
The CLA byte is set to a wrong value.
The <Lc> and <Le> fields can be 0x28 or 0x38 depending of the BAP
configuration.
'80 82 00 00 <Lc> <Data> <Le>’

3. Send the given GET CHALLENGE;APDU to the IDL.
'00 84 00 00 08’

4. Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall bexgomputed with the challenge returned in step 3 and
the reference string forthe IDL under test.
The P1 byte is set to'a.wrong value.
The <Lc> and <Le> fields can be 0x28 or 0x38 depending of the BAP
configuration.
'00 82 60 0Q<kc> <Data> <Le>’

5. Send the'given GET CHALLENGE APDU to the IDL.
'00 840000 08’

6. Send’the given MUTUAL AUTHENTICATE APDU to the IDL.
The‘field <Data> shall be computed with the challenge returned in step 5 and
the reference string for the IDL under test.
The P2 byte is set to a wrong value.
The <Lc> and <Le> fields can be 0x28 or 0x38 depending of the BAP
configuration.
'00 82 00 60 <Lc> <Data> <Le>’

7. Send the given GET CHALLENGE APDU to the IDL.
'00 84 00 00 08’

8. Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 7 and
the reference string for the IDL under test.
The <Lc> field is set to a wrong value (advice: use Lc = Lc+1).
The <Le> field can be 0x28 or 0x38 depending of the BAP configuration.
'00 82 00 00 <Lc> <Data> <Le>’

Exp?tcted 1. The IDL shall return 8 random bytes of content data and status bytes '90 00'.
results 2. The IDL shall return an ISO warning or ISO checking error.
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The IDL shall return 8 random bytes of content data and status bytes ‘90 00'.
The IDL shall return an ISO warning or ISO checking error.
The IDL shall return 8 random bytes of content data and status bytes '90 00’.
The IDL shall return an 1ISO warning or ISO checking error.
The IDL shall return 8 random bytes of content data and status bytes ‘90 00’.
8. The IDL shall return an ISO warning or ISO checking error.

N o ok ow

B.3.3.6 Test case SE_ISO7816_BAP_6

Test=1D SE1SO7816_BAP 6
Rurpose Checking the response to the MUTUAL AUTHENTICATE command ~with §
corrupted MAC.
\fersion 1.0
Rrofile BAP
Hreconditions 1. LDS application shall be selected and basic access shalknot have been
performed.

Tlest scenario | 4 send the given GET CHALLENGE APDU to the 1DE.
'00 84 00 00 08’

2. Send the given MUTUAL AUTHENTICATEAPDU to the IDL.
The field <Data> shall be computed withythe challenge returned in step 1 and
the reference string for the IDL undertest. The very last bit of the computed
MAC is incremented by 1.
The <Lc> and <Le> fields can be;0x28 or 0x38 depending of the BAP

configuration.

‘00 82 00 00 <Lc> <Data> <ke>’
EXPTCted 1. The IDL shall return 8 random bytes of content data and status bytes "90 00’
rpsults 2. The IDL shall return,an SO warning or ISO checking error.
B.3.3.7 Test case SE_ISO7816 BAP_7
Tlest— ID SE_ISO7816_BAP_7
Rurpose Checking the Secure Messaging encoding of a READ BINARY with short EF ID.
\fersion 10
Rrofile BAP
Hreconditions 1. LDS application shall be selected and basic access shall be granted.
Testseenario T.-Send the given READ BINARY APDU 1o the IDL.

'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Search for the cryptogram DO encoded in tag ‘87’ and decrypt it with current
session key.

3. Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.

4. Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.

5. Search for further DO.

Expected 1. The IDL shall return status bytes '90 00’.
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results 2. The response of step 1 shall contain the read data in a valid cryptogram
encoded in tag ‘87'.

3. The response of step 1 should contain SW1-SW2 encoded in tag ‘99’ that
equals the status bytes of the secured response.

4. The response of step 1 shall contain a valid cryptographic checksum encoded
in tag ‘8E’.
5. The response shall not contain any further data.

B.3.3.8 | Test case SE_ISO7816_BAP_8

Test — IO SE_ISO7816_BAP_8

Purpose Checking the Secure Messaging encoding of a READ BINARY OddIns (‘B1’) ‘with
short EF ID.

Version 1.0

Profile BAP, OddIns

Preconditions 1. LDS application shall be selected and basic access shall'be granted.

Test scepario 1. Send the given READ BINARY OddIns APDU to theIDL.
'0C B1 00 1E <Lc> 85 <Lgs> <Cryptogram> 97 0N06 8E 08 <Checksum> 00’

¢ <Lc> depends of the BAP configuration
¢ <Cryptogram> is encrypted offset DO with*padding data. Offset DO is '54 01
00!
2. Search for the cryptogram DO encoded in tag ‘85’ and decrypt it with current
session key.

3. Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.

4. Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.

5. Search for furthertDO.

Expected 1. The IDL shall feturn status bytes '90 00'.

(R 2. The response’of step 1 shall contain the read data in a valid cryptogram
encoded'in/tag ‘85’. The data shall be encapsulated in DO ‘53’.

3. Theesponse of step 1 should contain SW1-SW2 encoded in tag ‘99’ that
equals the status bytes of the secured response.

4._The response of step 1 shall contain a valid cryptographic checksum encoded
in tag ‘8E’.
5. The response shall not contain any further data but the response trailer.

B.3.3.9 Test case SE_ISO7816_BAP_9

Test—1ID SE_ISO7816_BAP_9

Purpose Checking the Secure Messaging encoding of a READ BINARY without short EF
ID.

Version 1.0

Profile BAP

184 © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

Preconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenario

1. Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1E’

2. Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received

3. Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.

4. Send the given READ BINARY APDU to the IDL.
’0C B0 00 00 0D 97 01 06 8E 08 <Checksum> 00’

5. Search for the cryptogram DO encoded in tag ‘87’ and decrypt it-with current
session key.

6. Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.

7. Search for the cryptographic checksum DO encoded-intag ‘8E’ and verify it
with the current session key.

8. Search for further DO.

m

xpected
results

1. The IDL shall return status bytes '90 00'.

2. The response of step 1 should contain SYV1-SW2 encoded in tag ‘99’ that
equals the status bytes of the secured.response.

3. The response of step 1 shall containa valid cryptographic checksum encoded
in tag ‘8E’.
4. The IDL shall return status bytes '90 00’

5. The response of step 4 shall contain the read data in a valid cryptogram
encoded in tag ‘87’.

6. The response of step4 should contain SW1-SW2 encoded in tag ‘99’ that
equals the status-bytes of the secured response.

7. The response of'step 4 shall contain a valid cryptographic checksum encoded
in tag ‘8E.,
8. The response shall not contain any further data but the response trailer.

B.3.3.10 Test case'SE _I1ISO7816_BAP_10

Tlest—ID SE_ISO7816_BAP_10

Rurpose Checking the Secure Messaging encoding of a READ BINARY Oddins (‘B1’
without short EF ID.

\fersion 1.0

Profile BAP, OddIns

Preconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenario

1. Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lgz> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1E’

2. Search for the processing status DO encoded in tag ‘99’ and verify status bytes
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received.

3. Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.

4. Send the given READ BINARY Oddins APDU to the IDL.
’0C B1 00 00 <Lc> 85 <Lgsz> <Cryptogram> 97 01 06 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following encoded offset :

'54 01 00’
ooyt it wawith crrrant
Fypitwith-current
session key.
6. Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.

7. Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.

8. Search for further DO.

Expected 1. The IDL shall return status bytes '90 00'.

EEIIES 2. The response of step 1 should contain SW1-SW2 encoded in tag/99’ that
equals the status bytes of the secured response.

3. The response of step 1 shall contain a valid cryptographie checksum encoded
in tag ‘8E’.
4. The IDL shall return status bytes '90 00’.

5. The response of step 4 shall contain the read datain a valid cryptogram
encoded in tag ‘85’. The data shall be encapsulated in DO ‘53’

6. The response of step 4 should contain SW4-SW2 encoded in tag ‘99’ that
equals the status bytes of the secured.response.

7. The response of step 4 shall containa Valid cryptographic checksum encoded
in tag ‘8E’.
8. The response shall not contain any further data but the response trailer.

B.3.3.11| Test case SE_ISO7816_BAP_11

Test — IO SE_ISO7816_BAP.11

Purpose Checking theSecure Messaging handling while basic access is granted for the
SELECT.Command (checksum missing).

Version 1.0

Profile BAP

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scehatio T, Send the given SELECT APDU o the 1DL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 1E’

2. To verify that the error in step 1 has terminated the SM session, send a valid
SM APDU (READ BINARY) to the IDL.
'0C B0 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expected 1. The Secure Messaging session is broken and the session keys are no longer
results valid. The IDL shall return an ISO_Checking_Error in a plain unprotected
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response APDU.

2. The IDL shall return an ISO checking error in a plain unprotected response
APDU.

B.3.3.12 Test case SE_ISO7816_BAP_12

Test—ID SE_ISO7816_BAP_12

B Ch | P o o |\W,] H b P~ IH il kb, H H ol £ 1o
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SELECT Command (checksum corrupted).

\fersion 1.0

Rrofile BAP

Rreconditions

1. LDS application shall be selected and basic access shall be granted.

Tlest scenario

1. Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lgz> <Cryptogram> 8E 08 <CeorruptedChecksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1E

e <CorruptedChecksum> is a valid cheeksum which has its last byte
incremented by one

2. To verify that the error in step 1 has.terminated the SM session, send a valid
SM APDU (READ BINARY) to.the’IDL.
’0C BO 9E 00 0D 97 01 06 8k 08 <Checksum> 00’

m

xpected
results

1. The Secure Messaging session is broken and the session keys are no longer
valid. The IDL shall retutn an ISO_Checking_Error in a plain unprotected
response APDU.

2. The IDL shall return-an ISO checking error in a plain unprotected response
APDU.

B.3.3.13 Test case SE_ISO7816_BAP_13

Tlest—ID SE.|1S0O7816_BAP_13

Rurpose Checking the Secure Messaging handling while basic access is granted for thq
SELECT Command (bad Send Sequence Counter).

\{ersion 1.0

Rrofile BAP

reconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenario

1. Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg;> <Cryptogram> 8E 08 <CorruptedChecksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1F’

¢ <CorruptedChecksum> is computed with a Send Sequence Counter that is
not incremented

2. To verify that the error in step 1 has terminated the SM session, send a valid
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SM APDU (READ BINARY) to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expected 1. The Secure Messaging session is broken and the session keys are no longer
results valid. The IDL shall return an ISO_Checking_Error in a plain unprotected
response APDU.

2. The IDL shall return an ISO checking error in a plain unprotected response
APDU.

B.3.3.14| Test case SE_ISO7816_BAP_14

Test - IO SE_ISO7816_BAP_14

Purpose Checking the Secure Messaging handling while basic access is granted far-the
SELECT Command (invalid class byte).

Version 1.0

Profile BAP

Preconditions 1. LDS application shall be selected and basic access shallb@granted.

Test scepario 1. Send the given SELECT APDU to the IDL.
'8C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 sChecksum> 00’

¢ <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 1E’

2. If the error code in step 1 was returnedvin a Secure Messaging response, verify
that the secure messaging sessiopshas not been aborted. If a plain error code
was returned, this step is skipped:

Send a valid SM APDU (READ BINARY) to the IDL.
'0C B0 00 00 OD 97 01 06,8E°08 <Checksum> 00’

Expected 1. The IDL shall return an\ISO checking error. Note that the behaviour of the chip

results regarding the Secure*Messaging context is undefined. Therefore this error can
be returned in pldin or as an SM response.

2. If this step is_not skipped, the IDL shall return an ISO checking error in valid
Secure Messdging response APDU.

B.3.3.15| Test case SE<ISO7816_BAP_15

Test — IO SE~ISO7816_BAP_15

Purpose Checking the enforcement of the Secure Messaging handling while basic access is
granted for the SELECT Command.

Version 0

Profile BAP

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scenario 1. Send the given SELECT APDU to the IDL.
'00 A4 02 0C 02 00 1E’

2. To verify that the error in step 1 has terminated the SM session, send a valid SM
APDU (READ BINARY) to the IDL.
'0C B0 9E 00 0D 97 01 06 8E 08 <Checksum> 00’
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Expected 1. The Secure Messaging session is broken and the session keys are no longer
results valid. The IDL shall return an ISO checking error or 90 00’ in a plain unprotected
response APDU.
2. The IDL shall return an ISO checking error in a plain unprotected response APDU.

B.3.3.16 Test case SE_ISO7816_BAP_16

Test—1D SE_ISQ7816_BAP_16

Rurpose Checking the Secure Messaging handling while basic access is granted-for the
READ BINARY Command (checksum missing).

\fersion 1.0

Hrofile BAP

Hreconditions 1. LDS application shall be selected and basic access shallbe’ granted.

Tlest scenario 1. Send the given READ BINARY APDU to the IDL.
'0C BO 9E 00 03 97 01 06 00’
2. To verify that the error in step 1 has terminated-the SM session, send a valid SM

APDU (READ BINARY) to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expected 1. The Secure Messaging session is breken and the session keys are no longer
results valid. The IDL shall return an ISO “Checking_Error in a plain unprotected
response APDU.
2. The IDL shall return an ISO checking error in a plain unprotected response
APDU.

B.3.3.17 Test case SE_ISO7816_BAP_17

Tlest—ID SE_ISO7816,BAP_17

Rurpose Checkinig,the Secure Messaging handling while basic access is granted for the
READ\BINARY Command (checksum corrupted).

\{ersion 10

Rrofile BAP

Hreconditions 1. LDS application shall be selected and basic access shall be granted.

Tlest scenario 1. Send the given READ BINARY APDU to the IDL.

i aValieYaWalmilaVaWalnWalw i a¥ INaValle]l milfaYel o ool 1 faYatl
VUL DU JLL VUU VUL Jr7r U1l UU O VO LUITUPLICULUTITCUROSUTTT \vAv)
e <CorruptedChecksum> is a valid checksum which has its last byte incremented
by one

2. To verify that the error in step 1 has terminated the SM session, send a valid SM
APDU (READ BINARY) to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expected 1. The Secure Messaging session is broken and the session keys are no longer
results valid. The IDL shall return an ISO_Checking_Error in a plain unprotected
response APDU.
2. The IDL shall return an ISO checking error in a plain unprotected response
APDU.
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B.3.3.18 Test case SE_ISO7816_BAP_18

Test—ID SE_ISO7816_BAP_18
Purpose Checking the Secure Messaging handling while basic access is granted for the
READ BINARY Command (invalid class byte).
Version
Profile BAP
Preconditions . LDS application shall be selected and basic access shall be granted.
Test scepario . Send the given READ BINARY APDU to the IDL.
'8C B0 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

. If the error code in step 1 was returned in a Secure Messaging response, verify
that the secure messaging session has not been aborted. If a plain error code
was returned, this step is skipped.

Send a valid SM APDU (READ BINARY) to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’
Expected . The IDL shall return an ISO checking error. Note that the behaviour of the chip
results regarding the Secure Messaging context is undefined. Therefore this error can
be returned in plain or as an SM response.

. If this step is not skipped, the IDL shall return;'90 00' in valid Secure Messaging

response APDU.
B.3.4 [Test Unit SE_ISO7816_SelEFSM — Protected SELECT EF Command

This unit

For all te]
All APD
correctly

NOTE
certificate
cases, thq

verifies the implementation of the protected SELECT EF command. The IDL shall be BAP protected

st cases of unit test ISO7816_SelEFSM, basic access shall be granted as tested in ISO7816_BAP_2.
Js shall be correctly encoded for Secure Messaging and the IDL responses shall be decode
again.

If the IDL is EAP protected-most of the tests of this unit should be adapted, because each certificate of the th
5 chain contains authorization access rights bytes that describes data group access rights. In these specif
EAP process shall be'done just next to the BAP process.

o @

B.3.4.1 | Test case SE-1ISO7816_SelEFSM_1

Test — IO SE_ISO7816_SelEFSM_1

Purpose Checking the SELECT (EF.COM) command (positive test).
Version

Profile BAP

Preconditions

. LDS application shall be selected and basic access shall be granted.
. An EF shall not be selected.

Test scenario

. Send the given SELECT EF.COM APDU to the IDL.

'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’
e <Lc> depends of the BAP configuration
o <Cryptogram> contains the following file identifier :
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‘00 1E’

2. To verify that EF.COM is selected send a valid READ BINARY APDU to the IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

results 2. The IDL shall return byte ‘60’ and the status bytes '90 00’ in valid Secure
Messaging response.

B-3.4.2Testcase-SE_ISO7816-SelEESM-_2

Tlest— ID SE_ISO7816_SelEFSM_2

Rurpose Checking the robustness of the SELECT command (invalid class byte).
\fersion 1.0

Rrofile BAP

Rreconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Tlest scenario | 1, send the given SELECT EF.COM APDU to theIDL.
‘80 A4 02 0C <Lc> 87 <Lgz> <Cryptogram>8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following.file identifier :
‘00 1E’

2. If the error code in step 1 was réturned in a Secure Messaging response, verify
that the secure messaging session has not been aborted and EF.COM is not
selected. If a plain error cade was returned, this step is skipped.

Send a valid SM APDU+READ BINARY) to the IDL.
'0C B0 00 00 0D 9791201 8E 08 <Checksum> 00’

Expected 1. The IDL shall returian ISO checking error. Note that the behaviour of the chip
results regarding thesSecure Messaging context is undefined. Therefore this error can
be returned.inplain or as an SM response.
2. If this stepiis not skipped, the IDL shall return an ISO checking error in valid
Secure Messaging response APDU.
B.3.4.3 Test case SE_ISO7816_SelEFSM_3
Tlest—ID SE_ISO7816_SelEFSM_3
Rurpose Checking the robustness of the SELECT command (invalid parameter P1).
\fersion 1.0
Profile BAP
Preconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scenario 1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 12 0C <Lc> 87 <Lgr> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1E’
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2. To verify that EF.COM is not selected send a valid READ BINARY APDU to the
IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected
results

1. The IDL shall return an ISO checking error in valid Secure Messaging response.
2. The IDL shall return an ISO checking error in valid Secure Messaging response.

B.3.4.4 Test case SE_ISO7816_SelEFSM_4

Test — IO SE_ISO7816_SelEFSM_4

Purpose Checking the robustness of the SELECT command (invalid parameter P2).
Version 1.0

Profile BAP

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scepario

1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 1C <Lc> 87 <Lgz> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1F

2. To verify that EF.COM is not selected sed a valid READ BINARY APDU to the
IDL.
'0C BO 00 00 OD 97 01 01 8E 08 <€hecksum> 00’

Expected
results

1. The IDL shall return an ISO chegking error in valid Secure Messaging response.
2. The IDL shall return an ISO'checking error in valid Secure Messaging response.

B.3.4.5 | Test case SE_ISO7816_SelEFSM_5

Test — IO SE_ISO7816_SelEFSM_5

Purpose Checking the-robustness of the SELECT command (invalid Lc).
Version 1.0

Profile BAP

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected

Test scenario

1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following malformated file identifier :
‘00 1E 071’

2. To verify that EF.COM is not selected send a valid READ BINARY APDU to the
IDL.
'0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’
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Expelcted 1. The IDL shall return an ISO checking error in valid Secure Messaging response.
e 2. The IDL shall return an ISO checking error in valid Secure Messaging response.

B.3.4.6 Test case SE_ISO7816_SelEFSM_6

Test—ID SE_1SO7816_SelEFSM_6

Purpose Checking the SEI ECT (EE SQD) command (positive test)

\fersion 1.0

Rrofile BAP, PA

Hreconditions 1. LDS application shall be selected and basic access shall be granhted.

2. An EF shall not be selected.

Tlest scenario 1. Send the given SELECT EF.SOD APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg;> <Cryptogram> 8E 08 <€Ghecksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1D’

2. To verify that EF.SOD is selected send a/valid READ BINARY APDU to the IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

m

xpected 1. The IDL shall return the status bytés'90 00’ in valid Secure Messaging responsg.

it 2. The IDL shall return byte ‘77’ and‘the status bytes *90 00’ in valid Secure
Messaging response.

B.3.4.7 Test case SE_ISO7816_SelEFSM_7

Tlest—ID SE_ISO7816_SelERSM_7

Rurpose Checking thet'SELECT (EF.DG1) command (positive test).

\fersion 1.0

Rrofile BAP

Hreconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Tlest scenario 1. Send the given SELECT DG1 APDU to the IDL.
'0C A4 02 OC <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’

e <|_c> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 01

2. To verify that EF. DG1 is selected send a valid READ BINARY APDU to the IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

(eI 2. The IDL shall return byte ‘61’ and the status bytes '90 00’ in valid Secure
Messaging response.
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B.3.4.8 Test case SE_ISO7816_SelEFSM_8

Test—1ID SE_ISO7816_SelEFSM_8

Purpose Checking the SELECT (EF.DG2) command (positive test).

Version 1.0

Profile BAP, DG2

Precondftions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scepario 1. Send the given SELECT EF.DG2 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 02’
2. To verify that EF. DG2 is selected send a valid READ BINARY.APDU to the IDL.
'0C B0 00 00 OD 97 01 01 8E 08 <Checksum> 00’

Expected 1. The IDL shall return the status bytes’90 00’ in valid SecureZMessaging response.

results 2. The IDL shall return byte ‘6B’ and the status bytes 9000’ in valid Secure
Messaging response.

B.3.4.9 | Test case SE_ISO7816_SelEFSM_9

Test — 1O SE _1SO7816_SelEFSM_9

Purpose Checking the SELECT (EF.DG3) command (positive test).

Version 1.0

Profile BAP, DG3

Precondftions 1. LDS application.shall be selected and basic access shall be granted.

2. An EF shall(not’be selected.

Test scepario 1. Send the given SELECT EF. DG3 APDU to the IDL.
'0C A4.02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

o <['c> depends of the BAP configuration

¢<Cryptogram> contains the following file identifier :
'00 03

2. To verify that EF. DG3 is selected send a valid READ BINARY APDU to the IDL.
'0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response

TEtlEs 2. The IDL shall return byte ‘6C’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.10 Test case SE_ISO7816_SelEFSM_10

Test— ID SE_ISO7816_SelEFSM_10

Purpose Checking the SELECT (EF.DG4) command (positive test).
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Version

1.0

Profile

BAP, DG4

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenario

1. Send the given SELECT EF. DG4 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’

el o> dppnnde of the BAP Pnnfigllrni‘inn

¢ <Cryptogram> contains the following file identifier :
‘00 04

2. To verify that EF. DG4 is selected send a valid READ BINARY APDU 6 the IDL.
'0C B0 00 00 OD 97 01 01 8E 08 <Checksum> 00’

m

xpected
results

1. The IDL shall return the status bytes’90 00’ in valid Secure Messagding responseg.

2. The IDL shall return byte ‘65’ and the status bytes ’90 00’ in valid Secure
Messaging response.

B.3.4.11 Test case SE_ISO7816_SelEFSM_11

Test—ID SE_ISO7816_SelEFSM_11

Rurpose Checking the SELECT (EF.DG5) command/(positive test).
\fersion 1.0

Rrofile BAP, DG5

Rreconditions

1. LDS application shall bé-selected and basic access shall be granted.
2. An EF shall not be selected.

Tlest scenario

1. Send the given.SELECT EF. DG5 APDU to the IDL.
'0C A4 02 0C.<Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00/05°

2. Towverify that EF. DG5 is selected send a valid READ BINARY APDU to the IDL.
‘0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

m

xpected
results

1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

2. The IDL shall return byte ‘67’ and the status bytes 90 00’ in valid Secure
Messaging response.

B.3:4.12 Test case SE_ISO7816 _SelEFSM_12

Test—ID SE_ISO7816_SelEFSM_12

Purpose Checking the SELECT (EF.DG6) command (positive test).
Version 1.0

Profile BAP, DG6

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.
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Testscenario | 1, gend the given SELECT EF. DG6 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lgz> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 06’

2. To verify that EF. DG6 is selected send a valid READ BINARY APDU to the IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

results
2 The tDCshaftTeturn byte 75 and the status bytes 90 00 nvalid-Secure
Messaging response.

B.3.4.13| Test case SE_ISO7816_SelEFSM_13

Test— 10 SE_ISO7816_SelEFSM_13

Purpose Checking the SELECT (EF.DG7) command (positive test).

Version 1.0

Profile BAP, DG7

Precondftions 1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scepario 1. Send the given SELECT EF. DG7 APDU.{o'the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 07

2. To verify that EF. DG7 is selected send a valid READ BINARY APDU to the IDL.
'0C BO 00 00 0D 97 01\04’8E 08 <Checksum> 00’

Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

TEtlEs 2. The IDL shall return byte ‘63’ and the status bytes ’90 00’ in valid Secure
Messaging response.

B.3.4.14| Test case SE_ISO7816_SelEFSM_14

Test — 10 SESO7816_SelEFSM_14

Purpose Checking the SELECT (EF.DG8) command (positive test).

Version 1.0

Profile BAP, DG8

Preconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scenario 1. Send the given SELECT EF. DG8 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 08’
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2. To verify that EF. DG8 is selected send a valid READ BINARY APDU to the IDL.
'0C B0 00 00 OD 97 01 01 8E 08 <Checksum> 00’

Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

results 2. The IDL shall return byte ‘76’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.15 Test case SE_ISO7816_SelEFSM_15

Tlest — ID SE_ISO7816_SelEFSM_15

Rurpose Checking the SELECT (EF.DG9) command (positive test).

\fersion 1.0

Rrofile BAP, DG9

Rreconditions 1. LDS application shall be selected and basic access shdll’be granted.

2. An EF shall not be selected.

Tlest scenario | 1, gend the given SELECT EF. DG9 APDU to the, IBL:
'0C A4 02 0C <Lc> 87 <Lgz> <Cryptogram> 8E-08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 09

2. To verify that EF. DG9 is selected,send a valid READ BINARY APDU to the IDL.
'0C B0 00 00 OD 97 01 01 8E 08<Checksum> 00’

m

xpected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

it 2. The IDL shall return byte*70’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.16 Test case SE_ISO7816. SelEFSM_16

Tlest—1ID SE_ISO7816* SelEFSM_16

Rurpose Chegking the SELECT (EF.DG10) command (positive test).

Version 1.0

Rrofile BAP, DG10

Rreconditions 1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Tlestscenario 1 gend the-giver-SELEGCTEF-DG10-ARDU-to-theDL-

'0C A4 02 0C <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’
e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
00 OA

2. To verify that EF. DG10 is selected send a valid READ BINARY APDU to the
IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expeltcted 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.
resuits 2. The IDL shall return 1 byte and the status bytes ’90 00’ in valid Secure

© ISO/IEC 2011 — All rights reserved 197


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

| Messaging response.

B.3.4.17 Test case SE_ISO7816_SelEFSM_17

Test—1ID SE_I1SO7816_SelEFSM_17

Purpose Checking the SELECT (EF.DG11) command (positive test).

Version 10

Profile BAP, DG11

Precondftions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scepario 1. Send the given SELECT EF. DG11 APDU to the IDL.
'0C A4 02 O0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> Q0’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 OB’

2. To verify that EF. DG11 is selected send a valid READBINARY APDU to the
IDL.
'0C BO 00 00 0D 97 01 01 8E 08 <Checksum>_ 00

Expected 1. The IDL shall return the status bytes’90 00’ in\valid Secure Messaging response.

() 2. The IDL shall return the DG11 template ta§-and the status bytes '90 00’ in valid
Secure Messaging response.

B.3.4.18| Test case SE_ISO7816_SelEFSM_18

Test — 10 SE_1SO7816_SelEFSM_18

Purpose Checking the SELECT (EF.DG12) command (positive test).

Version 1.0

Profile BAP, NMA

Precondftions 1. LDS application shall be selected and basic access shall be granted.

2. ‘An-EF shall not be selected.

Testscepario | +,Send the given SELECT EF. DG12 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’
e <Lc> depends of the BAP configuration
o <Cryptoqram> contains the following file identifier -
00 0C’ -

2. To verify that EF. DG12 is selected send a valid READ BINARY APDU to the
IDL.
'0C BO 00 00 OD 97 01 01 8E 08 <Checksum> 00’

Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

results 2. The IDL shall return byte ‘71’ and the status bytes '90 00’ in valid Secure
Messaging response.
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B.3.4.19 Test case SE_ISO7816_SelEFSM_19

Test—1ID SE_ISO7816_SelEFSM_19
Purpose Checking the SELECT (EF.DG13) command (positive test).
Version 1.0
Profile BAP, AA
reconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Tlest scenario 1. Send the given SELECT EF. DG13 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00:

e <Lc> depends of the BAP configuration
¢ <Cryptogram> contains the following file identifier :

00 0D’
2. To verify that EF. DG13 is selected send a valid READ.BINARY APDU to the
IDL.
'0C BO 00 00 OD 97 01 01 8E 08 <Checksum> 00!
Expeltcted 1. The IDL shall return the status bytes’90 00’ in yalid Secure Messaging responsg.
results

2. The IDL shall return byte ‘6F and the statusbytes ’90 00’ in valid Secure
Messaging response.

B.3.4.20 Test case SE_ISO7816_SelEFSM_20

Tlest — ID SE_1SO7816_SelEFSM_20

Rurpose Checking the SELECT (EE.DG14) command (positive test).

\fersion 1.0

Rrofile BAP, EAP

Hreconditions 1. LDSrapplication shall be selected and basic access shall be granted.

2. AnEF shall not be selected.

Tlest scenario | 1.“Send the given SELECT EF. DG14 APDU to the IDL.
'0C A4 02 OC <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 OF’

2. To verify that EF. DG14 is selected send a valid READ BINARY APDU to the
IDL.
"0OC B0 00 00 OD 97 01 07 8E 08 <Checksum> 00’

Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

(eI 2. The IDL shall return byte ‘6E’ and the status bytes '90 00’ in valid Secure
Messaging response.
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B.3.4.21 Test case SE_ISO7816_SelEFSM_21

Test—ID SE_1SO7816_SelEFSM_21

Purpose Checking the SELECT command when the file to be selected does not exist.
Version 1.0

Profile BAP

Precondftions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scepario

1. Send the given SELECT a file that doesn’t exist to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'02 02’

Expected
results

1. The IDL shall return an ISO checking error in valid Secure Messaging response.

B.3.5 [Test Unit SE_ISO7816_ReadEFSM — Protected READ'BINARY Command

This unit verifies the implementation of the protected READ BINARY command. The IDL shall be BA

protectedl.

For all |test cases of unit test ISO7816_ReadEFSM; basic access shall be granted as tested i
1ISO781 BAP_2. All APDUs shall be correctly encoded,;for Secure Messaging and the IDL responses sha

be decoded correctly again.

NOTE If the IDL is EAP protected most of the tests of this unit should be adapted, because each certificate of the th
certificatep chain contains authorization access «tights bytes that describes datagroup access rights. In these specif

cases, the EAP process shall be performed justlafter the BAP process.

B.3.5.1 | Test case SE_ISO7816_ReadEFSM_1

Test— IO SE_ISO7816-ReadEFSM_1

Purpose Checking,the READ BINARY command without short EF ID (positive test).
Version 1.0

Profile BAP

Preconditions

1. LDS application shall be selected and basic access shall be granted.

= 2

o O

2. An EF shall not be selected.

Test scenario

1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 1E’

2. Read the first byte of EF.COM; send a valid READ BINARY APDU to the IDL.
'0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’
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Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

results 2. The IDL shall return byte ‘60’ and the status bytes ’90 00’ in valid Secure
Messaging response.

B.3.5.2 Test case SE_ISO7816_ReadEFSM_2

Test-ID SE_ISO7816_ReadEFSM_2

Aurpose CThecking the robusiness of the READ BINARY command without short EF |D
(invalid class byte).

\{ersion 1.0

Rrofile BAP

Hreconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Tlest scenario 1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 OC <Lc> 87 <Lg;> <Cryptogram> 8E 08<Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1E’

2. Send a valid SM APDU (READ BINARY) to the IDL.
’80 BO 00 00 OD 97 01 01 8E 08 <Checksum> 00’

m

xpected 1. The IDL shall return the status_bytes'90 00’ in valid Secure Messaging responsg.

S 2. The IDL shall return an ISO checking error. Note that the behaviour of the chip
regarding the Secure Messaging context is undefined. Therefore this error can
be returned in plain or ag'an SM response.

B.3.5.3 Test case SE_ISO7816_ReadEFSM_3

Tlest—ID SE_ISO7816,ReadEFSM_3

Rurpose Checking,the robustness of the READ BINARY command without short EF |D
(offset\beyond EOF).

\fersion 120

Rrofile BAP

Hreconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Testiscenario 1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 OC <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1FE

2. Send a valid SM APDU (READ BINARY) to the IDL.
'0C BO 7F FF 0D 97 01 01 8E 08 <Checksum> 00’

Exp?cted 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.
results 2. The IDL shall return '6B 00’in valid Secure Messaging response.
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B.3.5.4 Test case SE_ISO7816_ReadEFSM_4

Test— D SE_ISO7816_ReadEFSM_4

Purpose Checking the robustness of the READ BINARY command without short EF ID (Le
beyond EOF).

Version 1.0

Profile BAP

Preconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scepario 1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 1E’

2. Send a valid SM APDU (READ BINARY) to the IDL. The Le Byte' requests more
data than available in the EF.COM file.
Note: Since the actual file on the IDL could be larger than.necessary, the IDL
may return valid data in this case. If this happens, the-est may have to be
repeated with an appropriated offset.
'0C B0 00 00 OD 97 01 EO 8E 08 <Checksum> 00’

Exp?cted 1. The IDL shall return the status bytes’90 00’ invalid Secure Messaging response.
(LD 2. The IDL shall return status bytes ‘90 00’ or<an ISO warning or an ISO checking
error.

B.3.5.5 | Test case SE_ISO7816_ReadEFSM_5

Test — IO SE _1SO7816_ReadEFSM_5

Purpose Checking the READ BINARY (EF.COM) command with short EF ID (positive test)
Version 1.0

Profile BAP

Preconditions 1. LDS-application shall be selected and basic access shall be granted.

2. AnEF shall not be selected.

Test scepario 1,V Send the given READ BINARY short EF ID APDU to the IDL to read the first
byte of EF.COM.
'0C B0 9E 00 <Lc> 97 01 01 8E 08 <Checksum>

E><pect81i 1. The IDL shall return byte ‘60’ and the status bytes '90 00’ in valid Secure
results Viessaging response.

B.3.5.6 Test case SE_ISO7816_ReadEFSM_6

Test— D SE_ISO7816_ReadEFSM_6

Purpose Checking the READ BINARY (EF.SOD) command with short EF ID (positive test).
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Version 1.0
Profile BAP, PA
Preconditions 1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.
Test scenario 1. Send the given READ BINARY short EF ID APDU to the IDL to read the first
byte of EF.SOD.
'0C BO 9D 00 <Lc> 97 01 01 8E 08 <Checksum>
Hxpected 1. The IDL shall return byte ‘77’ and the status bytes '90 00’ in valid Secure
results Messaging response.
B.3.5.7 Test case SE_ISO7816_ReadEFSM_7
Tlest— 1D SE_ISO7816_ReadEFSM_7
Rurpose Checking the READ BINARY (EF.DG1) command with short EF ID (positive test).
\fersion 1.0
Rrofile BAP
Hreconditions 1. LDS application shall be selected and-basic access shall be granted.
2. An EF shall not be selected.
Tlest scenario 1. Send the given READ BINARY.short EF ID APDU to the IDL to read the first byte

of EF.DG1.
'0C B0 81 00 <Lc> 97 01:01 8E 08 <Checksum>

m

xpected
psults

-

1. The IDL shall return byte ‘61’ and the status bytes ’90 00’ in valid Secure
Messaging response.

B.3.5.8 Test case SE_ISO7816_ReadEFSM_8

Tlest — ID SE_ISO7816_ReadEFSM_8

Rurpose €hecking the READ BINARY (EF.DG2) command with short EF ID (positive test).
\fersion 1.0

Rrofile BAP, DG2

Rreconditions

1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scenario

1. Send the given READ BINARY short EF ID APDU to the IDL to read the first byte

of EF.DG2.
'0C B0 82 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected
results

1. The IDL shall return byte ‘6B’ and the status bytes '90 00’ in valid Secure
Messaging response.
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B.3.5.9 Test case SE_ISO7816_ReadEFSM_9

Test—ID SE_ISO7816_ReadEFSM_9

Purpose Checking the READ BINARY (EF.DG3) command with short EF ID (positive test).
Version 1.0

Profile BAP, DG3

Precondftions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scepario

1. Send the given READ BINARY short EF ID APDU to the IDL to read the first
byte of EF.DG3.
'0C B0 83 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected
results

1. The IDL shall return byte ‘6C’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.5.10| Test case SE_ISO7816_ReadEFSM_10

Test— IO SE_ISO7816_ReadEFSM_10

Purpose Checking the READ BINARY (EF.DG4) command with short EF ID (positive test).
Version 1.0

Profile BAP, DG4

Preconditions

1. LDS application shall be seleeted and basic access shall be granted.
2. An EF shall not be selected.

Test scepario

1. Send the given READ-BINARY short EF ID APDU to the IDL to read the first
byte of EF.DG4.
'0C B0 84 00 <Lc» 97 01 01 8E 08 <Checksum>

Expected
results

1. The IDL shall return byte ‘65’ and the status bytes ’90 00’ in valid Secure
Messaging response.

B.3.5.11| Test case SE-ISO7816_ReadEFSM_11

Test— IO SE_ISO7816_ReadEFSM_11

Purpose Checking the READ BINARY (EF.DG5) command with short EF ID (positive test).
Version 1.0

Profile BAP, DG5

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenario

1. Send the given READ BINARY short EF ID APDU to the IDL to read the first
byte of EF.DG5.
'0C B0 85 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected

1. The IDL shall return byte ‘67’ and the status bytes ’90 00’ in valid Secure
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results Messaging response.

B.3.5.12 Test case SE_ISO7816_ReadEFSM_12

Test—1ID SE_ISO7816_ReadEFSM_12

Purpose Checking the READ BINARY (EF.DG6) command with short EF ID (positive test).
fersion 1.0

Rrofile BAP, DG6

Rreconditions 1. LDS application shall be selected and basic access shall be granted-

2. An EF shall not be selected.

Tlest scenario 1. Send the given READ BINARY short EF ID APDU to the IDL to read the first byfe

of EF.DGS.
'0C BO 86 00 <Lc> 97 01 01 8E 08 <Checksum>

Hxpected 1. The IDL shall return byte ‘75’ and the status bytesZ90700’ in valid Secure

results Messaging response.

B.3.5.13 Test case SE_ISO7816_ReadEFSM_13

Tlest—1ID SE_ISO7816_ReadEFSM_13

Rurpose Checking the READ BINARY (EF.DG7) command with short EF ID (positive test).
fersion 1.0

Rrofile BAP, DG7

Rreconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EFshall not be selected.

Tlest scenario 1. Send-the given READ BINARY short EF ID APDU to the IDL to read the first byte

of-EF.DG7.

'0C B0 87 00 <Lc> 97 01 01 8E 08 <Checksum>
Hxpected 1. The IDL shall return byte ‘63’ and the status bytes '90 00’ in valid Secure
results Messaging response.

B.35.14 Test case SE_ISO7816_ReadEFSM_14

Test—ID SE_ISO7816_ReadEFSM_14
Purpose Checking the READ BINARY (EF.DG8) command with short EF ID (positive test).
Version 1.0
Profile BAP, DG8
Preconditions 1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.
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Test scenario 1. Send the given READ BINARY short EF ID APDU to the IDL to read the first byte
of EF.DGS8.
'0C B0 88 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected 1. The IDL shall return byte ‘76" and the status bytes 90 00’ in valid Secure

results Messaging response.

B.3.5.15 Test case SE_ISO7816_ReadEFSM_15

Test— 10 SE_ISO7816_ReadEFSM_15

Purpose Checking the READ BINARY (EF.DG9) command with short EF ID (positive test).
Version 1.0

Profile BAP, DG9

Preconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scepario 1. Send the given READ BINARY short EF ID APDU to thie IDL to read the first
byte of EF.DG9.
'0C B0 89 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected 1. The IDL shall return byte ‘70’ and the status bytés '90 00’ in valid Secure
results Messaging response.

B.3.5.16| Test case SE_ISO7816_ReadEFSM_16

Test— 10 SE_ISO7816_ReadEFSM_16

Purpose Checking the READ BINARY/(EF.DG10) command with short EF ID (positive test).
Version 1.0

Profile BAP, DG10

Precondftions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scepario 1..8end the given READ BINARY short EF ID APDU to the IDL to read the first
byte of EF.DG10.
'0C B0 8A 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected 1. The IDL shall return 1 byte of data content and the status bytes 90 00’ in valid
results Secure Messaging response.

B.3.5.17 Test case SE_ISO7816_ReadEFSM_17

Test—ID SE_ISO7816_ReadEFSM_17
Purpose Checking the READ BINARY (EF.DG11) command with short EF ID (positive test).
Version 1.0
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Profile

BAP, DG11

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenario

1. Send the given READ BINARY short EF ID APDU to the IDL to read the first byte

of EF.DG11.
'0C BO 8B 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected
results

1. The IDL shall return the DG11 template tag and the status bytes '90 00’ in valid
Secure Messaqing response

B.3.5.18 Test case SE_ISO7816_ReadEFSM_18

Tlest—1ID SE_ISO7816_ReadEFSM_18

Rurpose Checking the READ BINARY (EF.DG12) command with short-EF 1D (positive test)
\fersion 1.0

Rrofile BAP, NMA

Rreconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Tlest scenario

1. Send the given READ BINARY short EF ID APDU to the IDL to read the first byfe
of EF.DG12.
'0C B0 8C 00 <Lc> 97 01 01 8E.08 <Checksum>
Hxpected 1. The IDL shall return byte ‘742'and the status bytes '90 00’ in valid Secure
results Messaging response.
B.3.5.19 Test case SE_ISO7816_ReadEFSM_19
Tlest— ID SE_ISO7816.ReadEFSM_19
Rurpose Checking’the READ BINARY (EF.DG13) command with short EF ID (positive test)
\fersion 1.0
Rrofile BAP, AA
Hreconditions 1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.
Tlest’scenario 1. Send the given READ BINARY short EF ID APDU to the IDI to read the first byte

of EF.DG13.
'0C BO 8D 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected
results

1. The IDL shall return byte ‘6F’ and the status bytes 90 00’ in valid Secure
Messaging response.

B.3.5.20 Test case SE_ISO7816_ReadEFSM_20

Test—ID

SE_ISO7816_ReadEFSM_20
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Purpose Checking the READ BINARY (EF.DG14) command with short EF ID (positive test).
Version 1.0
Profile BAP, EAP

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenario

1. Send the given READ BINARY short EF ID APDU to the IDL to read the first byte

of EF.DG14.
'0C BO 8E 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected 1. The IDL shall return byte ‘6E’ and the status bytes '90 00’ in valid Secure

results Messaging response.

B.3.6 [Test Unit SE_ISO7816_SelEF — Unprotected SELECT EF Command

This unif verifies the implementation of the unprotected SELECT EF command/ l{\is only applicable to th
plain profile.

B.3.6.1 | Test case SE_ISO7816_SelEF_1

Test — IO SE_ISO7816_SelEF_1

Purpose This test case verifies the SELECT (EF.COM)'command (positive test).

Version 1.0

Profile Plain

Preconditions

1. LDS application shall be selected.
2. An EF shall not be sélected.

Test scepario

1. EF.COM shall besselected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C-02°00 1E’

2. To verify(that EF.COM is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO-00 00 01’

[0

Expected 1. AAhe IDL shall return the status bytes ‘90 00'.

results 2~The IDL shall return byte ‘60’ and the status bytes ‘90 00'.

B.3.6.2 Festease-SE-1SO7816—SelEF—2

Test—ID SE_ISO7816_SelEF_2

Purpose This test case checks the robustness of the SELECT command (invalid class byte).
Version 1.0

Profile Plain

Preconditions

1. LDS application shall be selected.
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2. An EF shall not be selected.

Test scenario

1. EF.COM shall be selected. Send the following SELECT APDU to the IDL. The

class tag is set to the invalid value of ‘80’.
‘80 A4 02 0C 02 00 1F’

2. To verify that EF.COM is not selected, send a valid READ BINARY APDU to the

IDL.
‘00 BO 00 00 O’

m

xpected
results

1. The IDL shall return an ISO checking error.
2. The IDL shall return an ISO checking error.

B.3.6.3 Test case SE_ISO7816_SelEF_3

Tlest— ID SE_ISO7816_SelEF_3

Rurpose This test case checks the robustness of the SELECT command (invalid parameter|P1).
\fersion 1.0

Rrofile Plain

Rreconditions

1. The LDS application shall be selected: An EF shall not be selected.

Tlest scenario

1. EF.COM shall be selected. Send’the following SELECT APDU to the IDL. The

parameter P1 is set to the invalid value of ‘12",
‘00 A4 120C 02 00 1F’

2. To verify that EF.C@M is not selected, send a valid READ BINARY APDU to the
06 50 00 0p
Expected 1. The IDlsshall return an ISO checking error.
i Sl 2. The-DBL shall return an ISO checking error.
B.3.6.4 Test case’SE_ISO7816_SelEF_4
Tlest—ID SE_ISO7816_SelEF_4
Rurpose This test case checks the robustness of the SELECT command (invalid parameter|P2).
\lersion 1.0
Profile Plain

Preconditions

1. The LDS application shall be selected. An EF shall not be selected.

Test scenario

1. EF.COM shall be selected. Send the following SELECT APDU to the IDL. The

parameter P2 is set to the invalid value of ‘“1C’.
‘00 A4 021C 0200 1E’

2. To verify that EF.COM is not selected, send a valid READ BINARY APDU to th

e
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IDL.

‘00 BO0O0 00O OT
Expected 1. The IDL shall return an ISO checking error.
results

2. The IDL shall return an ISO checking error.

B.3.6.5 Test case SE_ISO7816_SelEF_5

Test — IO SE_ISO7816_SelEF_5

Purpose This test case checks the robustness of the SELECT command (invalid Lc).
Version 1.0

Profile Plain

Preconditions 1. The LDS application shall be selected. An EF shall not be selectéd.

Test scepario 1. EF.COM shall be selected. Send the following SELECT\APDU to the IDL. The
parameter Lc is set to the invalid value of ‘03’.
‘00 A4 021C 03 00 1F’

2. To verify that EF.COM is not selected, send.a valid READ BINARY APDU to the
IDL.
‘00 BO 00 00 01’

Exp?cte(d 1. The IDL shall return an ISO checkifg error.
results 2. The IDL shall return an ISO checking error.

B.3.6.6 | Test case SE_ISO7816_SelEF_6

Test — IO SE_ISO7816_SelEF\6

Purpose This test case verifies the SELECT (EF.SOD) command (positive test).
Version 1.0

Profile Plain-PA

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scepario 1. EF.SOD shall be selected. Send the following SELECT APDU to the IDL.
00 A4 020C 0200 1D

2. To verify that EF.SOD is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘77’ and the status bytes ‘90 00'.

210 © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.3.6.7 Test case SE_ISO7816_SelEF_7

Test—ID SE_ISO7816_SelEF_7
Purpose This test case verifies the SELECT (EF.DG1) command (positive test).
Version 1.0
Profile Plain
reconditions 1. The LDS application shall be selected. An EF shall not be selected.

Tlest scenario 1. EF. DG1 shall be selected. Send the following SELECT APDU to the IDL:
‘00 A4 020C 02 00 071

2. To verify that EF.DG1 is selected, send a valid READ BINARY,'APDU to the IDL.
‘00 BO 00 00 01’

HBxpected 1. The IDL shall return the status bytes ‘90 00'.

results 2. The IDL shall return byte ‘61’ and the status bytes ‘90)00'.

B.3.6.8 Test case SE_ISO7816_SelEF_8

Tlest—ID SE_ISO7816_SelEF_8

Rurpose This test case verifies the SELECI~(EF.DG2) command (positive test).
\fersion 1.0

Rrofile Plain, DG2

Rreconditions 1. The LDS appfication shall be selected. An EF shall not be selected.

Tlest scenario 1. EF. DG2shall be selected. Send the following SELECT APDU to the IDL.
‘00,A4 02 0C 02 00 02’

2~ Te'verify that EF.DG2 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 071

m

xpected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘75’ and the status bytes ‘90 00'.

B.36.9 Test case SE_ISO7816_SelEF_9

Test—ID SE_ISO7816_SelEF_9

Purpose This test case verifies the SELECT (EF.DG3) command (positive test).
Version 1.0

Profile Plain, DG3

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.
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Test scenario 1. EF. DG3 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 03’

2. To verify that EF.DG3 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘63’ and the status bytes ‘90 00'.

B.3.6.10| Test case SE_ISO7816_SelEF_10

Test — IO SE_ISO7816_SelEF_10

Purpose This test case verifies the SELECT (EF.DG4) command (positive test).
Version 1.0

Profile Plain, DG4

Precondftions 1. The LDS application shall be selected. An EF shall not'be selected.

Test scepario 1. EF.DG4 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 04’

2. To verify that EF.DG4 is selected, send@valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status_bytes ‘90 00'.
results 2. The IDL shall return byte ‘65 and the status bytes ‘90 00'.

B.3.6.11| Test case SE_ISO7816_SelEF_11

Test — IO SE_1SO7816_S€lEF 11
Purpose This test case/verifies the SELECT (EF.DG5) command (positive test).
Version 1.0

Profile Rlain, DG5

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scehafto T. EF.DGb shall be selected. Send the following SELECT APDU to the 1DL.

‘00 A4 02 0C 02 00 05’

2. To verify that EF.DG5 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘67’ and the status bytes ‘90 00'.
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B.3.6.12 Test case SE_ISO7816_SelEF_12

Test—ID SE_ISO7816_SelEF_12
Purpose This test case verifies the SELECT (EF.DG6) command (positive test).
Version 1.0
Profile Plain, DG6
reconditions 1. The LDS application shall be selected. An EF shall not be selected.

Tlest scenario 1. EF.DGB6 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 06’

2. To verify that EF.DG6 is selected, send a valid READ BINARY,'APDU to the IDL.
‘00 BO 00 00 01’

m

xpected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘75’ and the status bytes ‘90)00'.

B.3.6.13 Test case SE_ISO7816_SelEF_13

Tlest—ID SE_ISO7816_SelEF_13

Rurpose This test case verifies the SELECT (EF.DG7) command (positive test).
\fersion 1.0

Rrofile Plain, DG7

Rreconditions 1. The LDS application shall be selected. An EF shall not be selected.

Tlest scenario 1. EF.DG7 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4-02 0C 02 00 07’

2. Toyverify that EF.DG7 is selected, send a valid READ BINARY APDU to the IDL.
00 BO 00 00 071

m

xpected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘63’ and the status bytes ‘90 00'.

UL =T Ll

Test—ID SE_ISO7816_SelEF_14

Purpose This test case verifies the SELECT (EF.DG8) command (positive test).
Version 1.0

Profile Plain, DG8

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.
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Test scenario 1. EF.DGS8 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 08’

2. To verify that EF.DGS8 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘76’ and the status bytes ‘90 00'.

B.3.6.15| Test case SE_ISO7816_SelEF_15

Test — IO SE_ISO7816_SelEF_15

Purpose This test case verifies the SELECT (EF.DG9) command (positive test).
Version 1.0

Profile Plain, DG9

Preconditions 1. The LDS application shall be selected. An EF shall nat be selected.

Test scepario 1. EF.DG9 shall be selected. Send the following<SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 09’

2. To verify that EF.DG9 is selected, send.a@’valid READ BINARY APDU to the IDL.
‘00 BO 00 0O OT

Expected 1. The IDL shall return the status-bytes ‘90 00'.
results 2. The IDL shall return byte ‘7@%and the status bytes ‘90 00'.

B.3.6.16| Test case SE_ISO7816_SelEF:_16

Test — IO SE_ISO7816_SelEF_16

Purpose This test.case verifies the SELECT (EF.DG11) command (positive test).
Version 1.0

Profile Plain, DG11

Preconditior's 1. The LDS application shall be selected. An EF shall not be selected.

Test scenario 1. EF.DG11 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 0B’

2. To verify that EF.DG11 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status bytes ‘90 00'.

results 2. The IDL shall return the byte value of the tag assigned by the issuing authority
and the status bytes ‘90 00’.
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B.3.6.17 Test case SE_ISO7816_SelEF_17

Test—ID SE_ISO7816_SelEF_17
Purpose This test case verifies the SELECT (EF.DG12) command (positive test).
Version 1.0
Profile Plain, NMA
reconditions 1. The LDS application shall be selected. An EF shall not be selected.

Tlest scenario 1. EF.DG12 shall be selected. Send the following SELECT APDU to the IDL:
‘00 A4 02 0C 02 00 OC’

2. To verify that EF.DG12 is selected, send a valid READ BINARY_APDU to the IDL.
‘00 BO 00 00 01’

HBxpected 1. The IDL shall return the status bytes ‘90 00'.

results 2. The IDL shall return byte ‘71’ and the status bytes ‘90)00'.

B.3.6.18 Test case SE_ISO7816_SelEF_18

Tlest—ID SE_ISO7816_SelEF_18

Rurpose This test case verifies the SELECI~(EF.DG13) command (positive test).
\fersion 1.0

Rrofile Plain, AA

Rreconditions 1. The LDS appfication shall be selected. An EF shall not be selected.

Tlest scenario 1. EF.DG1%3:shall be selected. Send the following SELECT APDU to the IDL.
‘00,A4 02 0C 02 00 OD’

2~ Te'verify that EF.DG13 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 071

m

xpected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘6F’ and the status bytes ‘90 00'.

B.3.6.19 Test case SE_ISO7816_SelEF_19

Test—ID SE_ISO7816_SelEF_19

Purpose This test case verifies the SELECT (EF.DG14) command (positive test).
Version 1.0

Profile Plain, EAP
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Preconditions

1. The LDS application shall be selected. An EF shall not be selected.

Test scenario

1. EF.DG14 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 OF’

2. To verify that EF.DG14 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected

1. The IDL shall return the status bytes ‘90 00'.

results

2. The IDL shall return byte ‘6E’ and the status bytes ‘90 00’.

B.3.6.20| Test case SE_ISO7816_SelEF_20

Test — 10 SE_ISO7816_SelEF_20

Purpose This test case verifies the SELECT command when the file to be’selected does not
exist.

Version 1.0

Profile Plain

Preconditions

1. The LDS application shall be selected. An EFE shall not be selected.

Test scepario

1. A non existing file shall be selected. Send the following SELECT APDU to the
IDL.
‘00 A4 02 0C 02 02 02’

2. To verify that no file is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 OO OT

Expected
results

1. The IDL shall return an ISO checking error.
2. The IDL shall return an ISO checking error.

B.3.7 |[Test Unit SE_ISO7816_ReadEF — Unprotected READ BINARY Command

This unit| verifies the iMiplementation of the unprotected READ BINARY command. It is only applicable to th

plain profile.

B.3.7.1 | Test'case SE_ISO7816_ReadEF_1

[¢]

Test — IO SE_1SO7816_ReadEF_1

Purpose This test case verifies the READ BINARY command (w/o short EF ID) (positive test).
Version 1.0

Profile Plain

Preconditions

1. The LDS application shall be selected.

Test scenario

1. Send the following SELECT APDU to the IDL.
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‘00 A4 020C 02 00 1FE’

2. Send the READ BINARY APDU to the IDL, this will read the first bytes (256 at
maximum) of the EF.COM.
‘00 BO 00 00 00’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return maximum 256 bytes of data followed by status bytes ‘90 00’.

B.3.7.2 Test case SE_ISO7816_ReadEF_2

Tlest— ID SE_ISO7816_ReadEF_2

Rurpose Test the robustness of the READ BINARY command (w/o short &ER)ID) (invalid class
byte).

\fersion 1.0

Rrofile Plain

Hreconditions 1. The LDS application is selected. This test‘case implicitly tests the SELECT
command; so it is required that the IDLQas previously passed the SELECT Te
SE_1SO7816_ReadEF_1, otherwise_ this test will fail.

U7
—

Tlest scenario 1. Send the following SELECT APDUo the IDL.
‘00 A4 02 0C 02 00 1E’

2. Send the READ BINARY'APDU to the IDL. The class byte is set to the invalid
value of ‘80’.
‘80 BO 00 00 0O’

Hxpected 1. The IDL shallreturn the status bytes ‘90 00'.

results 2. The IDL shall return an ISO checking error.

B.3.7.3 Test case SE, 1SO7816_ReadEF_3

Test—ID SE_ISO7816_ReadEF_3

Rurpose Test the robustness of the READ BINARY command (w/o short EF ID) (offse
beyond EOF).

\fersion 1.0

Profile Plain

Preconditions 1. The LDS application is selected. This test case implicitly tests the SELECT
command; so it is required that the IDL has previously passed the SELECT
Test SE_1SO7816_ReadEF_1, otherwise this test will fail.

Test scenario 1. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 1E’

2. Send the READ BINARY APDU to the IDL. The offset is beyond the end of
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the EF.COM file. Note: Since the actual file on the IDL could be larger than
necessary, the IDL may return valid data in this case. If this happens, the test
may have to be repeated with an appropriated offset.

‘00 BO 7F FF 00’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return an ISO checking error.

B.3.7.4 | Test case SE_ISO7816_ReadEF_4

Test— IO SE_ISO7816_ReadEF_4

Purpose Test the robustness of the READ BINARY command (w/o short EF ID) (Le beyond
EOF).

Version 1.0

Profile Plain

Preconditions 1. The LDS application is selected. This test case implicitly tests the SELECT
command; so it is required that the IDL has previously passed the SELECT
Test SE_1SO7816_ReadEF_1, otherwise this test will fail.

Test scepario 1. Send the following SELECT APDU to the IDL}
‘00 A4 02 0C 02 00 1E’

2. Send the READ BINARY APDU to the’IDL. The Le byte is requests more data
than available in the EF.COM file;>Note: Since the actual file on the IDL could
be larger than necessary, the IBL may return valid data in this case. If this
happens, the test may have 1o be repeated with an appropriated offset.

‘00 BO 00 00 EO

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return status bytes '90 00’, an ISO warning or an ISO checking
error.

B.3.7.5 | Test case SE_ISO7816_ReadEF_5

Test— IO SE_1SO7816_ReadEF_5

Purpose This test case verifies the READ BINARY command (EF.COM short EF ID)
(positive test).

Version -0

Profile Plain

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scenario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256

bytes at maximum) of the EF.COM.
‘00 BO 9E 00 00’
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Expected results

1. The IDL shall return the status bytes ‘90 00'.

B.3.7.6 Test case SE_ISO7816_ReadEF_6

Test—ID SE_ISO7816_ReadEF_6

Purpose This test case verifies the READ BINARY command (EF.SOD short EF ID)
(pasitive test)

\fersion 1.0

Rrofile Plain, PA

Rreconditions

1. The LDS application shall be selected. An EF shall not be selected.

Tlest scenario

1. Send the READ BINARY APDU to the IDL, this will read.the first bytes (256
bytes at maximum) of the EF.SOD.
‘00 BO 9D 00 00’

m

xpected results

1. The IDL shall return the status bytes ‘90 00,

B.3.7.7 Test case SE_ISO7816_ReadEF_7

Tlest— ID SE_ISO7816_ReadEF_7

Rurpose This test case verifies the) READ BINARY command (EF.DG1 short EF ID)
(positive test).

\fersion 1.0

Rrofile Plain

Rreconditions

1. ThekDS application shall be selected. An EF shall not be selected.

—

est scenario

1..-8Send the READ BINARY APDU to the IDL, this will read the first bytes (256
bytes at maximum) of the EF.DG1.
‘00 BO 81 00 00’

m

xpected results

1. The IDL shall return the status bytes ‘90 00'.

B:37 — dEF—8

Test—ID SE _I1SO7816_ReadEF_8

Purpose This test case verifies the READ BINARY command (EF.DG2 short EF ID)
(positive test).

Version 1.0

Profile Plain, DG2
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Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scenario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256
bytes at maximum) of the EF.DG2.
‘00 BO 82 00 00°

Expected results 1. The IDL shall return the status bytes ‘90 00'.

B.3.7.9 | Test case SE_ISO7816_ReadEF_9

Test — 10 SE _ISO7816_ReadEF_9

Purpose This test case verifies the READ BINARY command (EF.DG3 short EF ID)
(positive test).

Version 1.0

Profile Plain, DG3

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scepario 1. Send the READ BINARY APDU to the IDL, this'will read the first bytes (256

bytes at maximum) of the EF.DG3.
‘00 BO 83 00 00

Expected results 1. The IDL shall return the status bytes /90 00'.

B.3.7.10| Test case SE_ISO7816_ReadEF_10

Test— IO SE_ISO7816_ReadEF_10

Purpose This test case verifies the READ BINARY command (EF.DG4 short EF ID)
(positive test).

Version 1.0

Profile Plain,[DG4

Preconditions 1< The LDS application shall be selected. An EF shall not be selected.

Test scepario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256

bytes at maximum) of the EF.DG4.
‘00 BO 84 00 00’

Expected results 1. The IDL shall return the status bytes ‘90 00’.

B.3.7.11 Test case SE_ISO7816_ReadEF_11

Test— ID SE_ISO7816_ReadEF_11

Purpose This test case verifies the READ BINARY command (EF.DG5 short EF ID)
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(positive test).
Version 1.0
Profile Plain, DG5
Preconditions 1. The LDS application shall be selected. An EF shall not be selected.
Test scenario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256
IUthD dt |||a)\i|||un|) Uf ﬁ 1< EFDGS
‘00 BO 85 00 0O’
Hxpected results 1. The IDL shall return the status bytes ‘90 00'.
B.3.7.12 Test case SE_ISO7816_ReadEF_12
Tlest—ID SE_ISO7816_ReadEF_12
Rurpose This test case verifies the READ BINARY command (EF.DG6 short EF ID)
(positive test).
\fersion 1.0
Rrofile Plain, DG6
Hreconditions 1. The LDS application shall be selected. An EF shall not be selected.
Tlest scenario 1. Send the READ BINARYAPDU to the IDL, this will read the first bytes (256
bytes at maximum).ef the EF.DG6.
‘00 B0 86 00 0Q;
Hxpected results 1. The IDL shallreturn the status bytes ‘90 00'.
B.3.7.13 Test case SE_ISO7816_ReadEF_13
Tlest—ID SE_ISO7816_ReadEF_13
Rurpose This test case verifies the READ BINARY command (EF.DG7 short EF ID)
(positive test).
\ersion 1.0
Tofite Ptaim D67

Preconditions

1. The LDS application shall be selected. An EF shall not be selected.

Test scenario

1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256
bytes at maximum) of the EF.DG7.
‘00 BO 87 00 00

Expected results

1. The IDL shall return the status bytes ‘90 00’.
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B.3.7.14 Test case SE_ISO7816_ReadEF_14

Test— 1D SE_ISO7816_ReadEF_14

Purpose This test case verifies the READ BINARY command (EF.DG8 short EF ID)
(positive test).

Version 1.0

Profile Plain, DG8

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scepario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256

bytes at maximum) of the EF.DG8.
‘00 BO 88 00 0O’

Expected results 1. The IDL shall return the status bytes ‘90 00'.

B.3.7.15| Test case SE_ISO7816_ReadEF_15

Test— 10 SE_1SO7816_ReadEF_15

Purpose This test case verifies the READ BINARYxeommand (EF.DG9 short EF ID)
(positive test).

Version 1.0

Profile Plain, DG9

Preconditions 1. The LDS application shall-be selected. An EF shall not be selected.

Test scepario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256

bytes at maximum) of the EF.DG9.
‘00 BO 89 Q0"00°

Expected results 1. The IDL ‘shall return the status bytes ‘90 00'.

B.3.7.16| Test case'SE_ISO7816_ReadEF_16

Test— IO SE_ISO7816_ReadEF_16

Purpose This test case verifies the READ BINARY command (EF.DG11 short EF ID)

L H Es 4\
(POSHtveteSt):

Version 1.0

Profile Plain, DG11

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scenario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256

bytes at maximum) of the EF.DG11.
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‘00 BO 8B 00 00°

Expected results

1. The IDL shall return the status bytes ‘90 00'.

B.3.7.17 Test case SE_ISO7816_ReadEF_17

Test—ID SE_1SO7816_ReadEF_17
urpose This test case verifies the READ BINARY command (EF.DG12 short EF,_TD)
(positive test).
\fersion 1.0
Rrofile Plain, NMA

Rreconditions

1. The LDS application shall be selected. An EF shall notbe selected.

Tlest scenario

1. Send the READ BINARY APDU to the IDL, this wiltread the first bytes (256
bytes at maximum) of the EF.DG12.
‘00 BO 8C 00 00°

m

xpected results

1. The IDL shall return the status bytes ‘90-00’.

B.3.7.18 Test case SE_ISO7816_ReadEF_18

Tlest— ID SE_ISO7816_ReadEF_18

Rurpose This test case verifies.the READ BINARY command (EF.DG13 short EF ID)
(positive test).

\fersion 1.0

Rrofile Plain, AA

Rreconditions

1. The' LDS application shall be selected. An EF shall not be selected.

Tlest scenario

1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256
bytes at maximum) of the EF.DG13.
‘00 BO 8D 00 00’

m

xpected-results

1. The IDL shall return the status bytes ‘90 00'.

B.3.7.19 Test case SE_ISO7816_ReadEF_19

Test—ID SE_ISO7816_ReadEF_19

Purpose This test case verifies the READ BINARY command (EF.DG14 short EF ID)
(positive test).

Version 1.0
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Profile

Plain, EAP

Preconditions

1. The LDS application shall be selected. An EF shall not be selected.

Test scenario

1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256
bytes at maximum) of the EF.DG14.
‘00 BO 8E 00 00

Expected results

1. The IDL shall return the status bytes ‘90 00'.

B.3.7.20| Test case SE_ISO7816_ReafEF_20

Test — IO SE_ISO7816_ReadEF_20

Purpose This test case verifies the READ BINARY command when the file 1o be selected
does not exist.

Version 1.0

Profile Plain

Preconditions

1. The LDS application shall be selected. An EF.shall not be selected.

Test scepario

1. A non existing file shall be implicitly selected. Send the following READ
BINARY APDU to the IDL.
‘00 B0 92 00 0O’

Expected results

1. The IDL shall return an ISO_checking error.

B.3.8 [Test Unit SE_ISO7816_AA - Active Authentication

B.3.8.1 |Test Case SE_ISO7816_AA_001

Test Cdse-ID

SE_ISO7816_AA_001

Purpos¢ Verify.the behaviour of a non-BAP protected IDL in response to the INTERNAL
AUTHENTICATE command (positive test).
Version 10

Refererces

ISO/IEC 18013-3:2009, 8.2
ISO/IEC 7816-4:2005, 7.5.2

Profile

AA, Plain

Preconditions

1. The LDS application shall have been selected.

2. The ActiveAuthenticationPublicKeylnfo stored in data group 13 shall have
been read.

Test Scenario

1. Send the given INTERNAL AUTHENTICATE command to the IDL:
'00 880000085566 7788 1122334400

Expected Results

1. Response data and '90 00’ (without secure messaging).
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B.3.8.2 Test Case SE_ISO7816_AA_002

Test Case-ID SE_ISO7816_AA_002

Purpose Verify the behaviour of a BAP protected IDL in response to the INTERNAL
AUTHENTICATE command (positive test).

Version 1.0

References ISO/IEC 18013-3:2009, 8.2
ISO/IEC 7816-4:2005, 7.5.2

Profile AA
BAR

Preconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

3. The ActiveAuthenticationPublicKeylnfo stored in data group 13 shalk have
been read.

4. All commands are encoded as valid Secure Messaging APDUs.

Test Scenario 1. Send the given INTERNAL AUTHENTICATE command:
‘0C 88 00 00 <Lc> 87 <L87> 01 <cryptogram> 97 01 00 8E_08 <checksum> 00’
<cryptogram> contains the following encrypted data: '55.66 77 88 11 22 33 44’

Expected Results | 1. Response data and '90 00’ in a valid Secure Messaging response APDU.

B.3.8.3 Test Case SE_ISO7816_AA_003

Test Case-ID SE_1SO7816_AA 003

Purpose Verify the behaviour of an IDL in response to the INTERNAL AUTHENTICATE
command if RND.IFD < 8 bytes!

\Version 1.0

References ISO/IEC 18013-3:2009, 8.2
ISO/IEC 7816-4:2005, 7.5.2

Profile AA

Preconditions . The LDS application shall have been selected.

1
2. If BAP is supported, the BAP mechanism shall have been performed.
3

. The AgtiveAuthenticationPublicKeyInfo stored in data group 13 shall have
beenyread.

4. IfBAP is supported, all commands are encoded as valid Secure Messaging
APDUs.

Test Scenario 1. Send the INTERNAL AUTHENTICATE command with RND.IFD ’11 22 33
44’

Expected Results | 1. |SO checking error. If BAP is supported, the response APDU shall be
encoded in a valid Secure Messaging format.
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B.3.8.4 Test Case SE_ISO7816_AA_004

Test Case-ID SE_ISO7816_AA_004
Purpose Verify the behaviour of an IDL in response to the INTERNAL AUTHENTICATE
command if RND.IFD > 8 bytes.
Version 1.0
References ISO/IEC 18013-3:2009, 8.2
ISO/IEC 7816-4:2005, 7.5.2
Profile AA
Precongitions T The LD'S application Shall have been Selected.
2. If BAP is supported, the BAP mechanism shall have been performed.
3. The ActiveAuthenticationPublicKeyInfo stored in data group 13 shall have
been read.
4. If BAP is supported, all commands are encoded as valid Secure Messaging
APDUs.
Test Sgenario 1. Send the INTERNAL AUTHENTICATE command with RND.IFD "14°22 33 44
55 66 77 88 99'.
Expected Results | 1 |SO checking error. If BAP is supported, the response APDU$hall be
encoded in a valid Secure Messaging format.
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B.3.8.5 Test Case SE_ISO7816_AA_005

Test Case-ID SE_ISO7816_AA_005
Purpose This test checks the RSA signature that has been generated during Active
Authentication.
Version 1.0
References ISO/IEC 18013-3:2009
ISO/IEC 9796-2
RFC-3280
REG3279
Profile AA
AA-RSA

Preconditions

1. EF.DG13 has been retrieved from the IDL.
. EF.DG13 contains a valid RSA public key.

2
3. The RND.IFD and the signature that has been generated bythe'IDL are
available.

[Test Scenario

—_

Obtain the plaintext signature from the Internal Authenticate Response.

Decipher the Active Authentication signature using.thie’Public Key from
EF.DG13.

3. "Signature Opening" - Check the leftmost 2 bits-of the Recoverable String.
"Signature Opening" - Check the last byte ¢Hthe Recoverable String.

5. "Intermediate String Recovery" - Retrieve the number of padding bits from
the beginning of the Recoverable Stting.

6. "Trailer Recovery" - Check the lastbyte of the Recoverable String.

7. "Hash Code Checking" - Retrieve the hash code from the Recoverable
String.

n

B

Expected Results

1. The length of the signature shall be in accordance with the length of the
public key from EF.DG43.

2. The length of the deciphered signature shall be in accordance with the length
of the public key from EF.DG13.

3. The leftmast:2-bits of the Recoverable String shall be equal to '01'b.

4. The rightmest 4 bits of the Recoverable String shall be equal to '1100'b.

5. The number of padding bits equal to '0'b following the 3rd bit of the
Recoverable String shall be less than 8.

6.~.The Trailer of the Recoverable String shall be ‘BC’ for trailer option 1 or ‘CC
for trailer option 2 (ISO/IEC 9796-2 digital Signature Scheme 1, with has
HASH according to hash-function identifier).

7. The hash code shall match the hash calculated over M1||M2 (M1 is the
nonce that has been generated by the IDL; M2 is RDN.IFD).

B.3.8.6. Test Case SE_ISO7816_AA_006

Test Case-ID SE_ISO7816_AA 006
Purpose This test checks the ECDSA signature that has been generated by the IDL during
Active Authentication.
Version 1.0
References ISO/IEC 18013-3:2009
RFC-3280
RFC-3279
Profile AA
AA-ECDSA

Preconditions

1. EF.DG13 has been retrieved from the IDL.
2. EF.DG13 contains a valid EC public key.

© ISO/IEC 2011 — All rights reserved

227


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

Test Scenario 1. Obtain the plaintext signature from the Internal Authenticate Response.

2. Verify the signature using ECDSA SHA-1.

Expected Results | 1. The length of the signature shall be in accordance with the length of the

public key from EF.DG13.
2. Signature verification shall be successful.

B.3.9 Test Unit SE_ISO7816_SecEAP - Security Conditions for EAP protected IDL
On an EAP protected IDL, some data groups containing for example sensitive biometric data shall™b,
protected by the TA mechanisms. While other data groups are accessible after the BAP mechanism has\bee
performdd on a BAP protected IDL or without BAP on a plain IDL, the EAP protected data groups shalllenly b
accessibje after a successful TA process.
B.3.9.1 | Test case SE_ISO7816_SecEAP_1
Test — IO SE_ISO7816_SecEAP_1
Purpose SELECT EF command for EF.DG2 within an established ‘Secure Messaging
session, but before the TA mechanism has been performed-
Version 1.0
Profile EAP, DG2
Preconditions 1. DG2 shall be EAP protected. Otherwise,'sKip the test.
2. The LDS application shall have been selected.
3. The BAP mechanism shall have heen performed (only for BAP protected IDL).
4. The CA mechanism shall havebeen performed as well.
5. All APDUs are sent as valid'Secure Messaging APDUs.
Test scepario 1. Send the given SELECT-EF APDU for EF.DG2 to the IDL. Though the CA

mechanism has beenperformed, the access to the DG2 shall be denied.
'0C A4 02 0C 15 87<Lg7;> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cryptogram=:eontains the encrypted file ID ('00 02’).

Expected results | 1. Checking'efror 69 82’ within a valid SM response.

D =5 O

B.3.9.2 | Test case SE-ISO7816_SecEAP_2
Test - 10 SE_ISO7816_SecEAP_2
Purpose READ BINARY command with short EF ID for EF.DG2 within an established
Secure Messaging session, but before the TA mechanism has been performed.
Version 1.0
Profile EAP, DG2
Preconditions 1. DG2 shall be EAP protected. Otherwise, skip the test.
2. The LDS application shall have been selected.
3. The BAP mechanism shall have been performed (only for BAP protected IDL).
4. The CA mechanism shall have been performed as well.
5. All APDUs are sent as valid Secure Messaging APDUs.
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Test scenario 1. Send the given READ BINARY APDU for EF.DG2 (short EF ID ‘02’) to the
IDL. Though the CA mechanism has been performed, the access to the DG2
shall be denied.

'0C B0 82 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results | 1. Checking error '69 82’ within a valid SM response.

B-3-93—TFest-ease-SE1S07816—SeeEAP3

Tlest — ID SE _1SO7816_SecEAP_3

Rurpose READ BINARY command with odd instruction byte and short EF ID for-EF.DG2
within an established Secure Messaging session, but before the TA’mechanigm
has been performed.

\fersion 1.0

Rrofile EAP, DG2, OddIns

Hreconditions DG?2 shall be EAP protected. Otherwise, skip. the-test.

The LDS application shall have been selectéed.
The BAP mechanism shall have been performed (only for BAP protected IDL)).
The CA mechanism shall have been‘performed as well.
All APDUs are sent as valid Secure'Messaging APDUs.

SN =

Tlest scenario Send the given READ BINARY”APDU for EF.DG2 (short EF ID ‘02') to the

IDL. Though the CA mechanism has been performed, the access to the DGZ
shall be denied.
'0C B1 00 02 17 85 <Lgs®>'<Cryptogram> 97 01 01 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with the encoded offset 00 : ’$4
01 00’

m

xpected results | 1. Checking érror '69 82’ within a valid SM response.

B.3.9.4 Test case SE_1SO7816_SecEAP_4

Tlest — ID SE 1SO7816_SecEAP_4

Rurpose SELECT EF command for EF.DG3 within an established Secure Messaging
session, but before the TA mechanism has been performed.

\lersion 1.0

Rrofile EAP, DG3

Preconditions DG3 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

SN

Test scenario Send the given SELECT EF APDU for EF.DG3 to the IDL. Though the CA

mechanism has been performed, the access to the DG3 shall be denied.
'0C A4 02 0C 15 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
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<Cryptogram> contains the encrypted file ID ('00 03’).

Expected results | 1. Checking error '69 82 within a valid SM response.

B.3.9.5 Test case SE_ISO7816_SecEAP_5

Test—ID SE_ISO7816_SecEAP_5

Purpose READ BINARY command with short EF ID for EF.DG3 within an established
Secure Messaging session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG3

Preconditions DG3 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for-BAP protected IDL).
The CA mechanism shall have been performed as well

All APDUs are sent as valid Secure Messaging APDUs.

Test scepario

I

Send the given READ BINARY APDU for EF.DG3 (short EF ID ‘03’) to the
IDL. Though the CA mechanism has been performed, the access to the DG3
shall be denied.

'0C B0 83 00 0D 97 01 01 8E 08 <Checksum=>y00’

Expected results | 1. Checking error 69 82’ within a valid-S§ response.

B.3.9.6 | Test case SE_ISO7816_SecEAP_6

Test— IO SE_ISO7816_SecEAP_6

Purpose READ BINARY command with odd instruction byte and short EF ID for EF.DG3
within an established Secure Messaging session, but before the TA mechanism
has been performed.

Version 1.0

Profile EAP;DG3, Oddins

Preconditions DG3 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.
The BAP mechanism shall have been performed (only for BAP protected IDL).

The CA mechanism shall have been Ir_w:r'l’nrmnr’l as well

All APDUs are sent as valid Secure Messaging APDUs.

il L S

Test scenario Send the given READ BINARY APDU for EF.DG3 (short EF ID ‘03’) to the

IDL. Though the CA mechanism has been performed, the access to the DG3
shall be denied.
'0C B1 00 03 17 85 <Lgs> <Cryptogram> 97 01 01 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with the encoded offset 00 : '54
0100

Expected results | 1. Checking error 69 82’ within a valid SM response.
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B.3.9.7 Test case SE_ISO7816_SecEAP_7

Test—ID SE_ISO7816_SecEAP_7
Purpose SELECT EF command for EF.DG4 within an established Secure Messaging
session, but before the TA mechanism has been performed.
ersion 10
Rrofile EAP, DG4

Hreconditions DG4 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.
The BAP mechanism shall have been performed (only for BAP protected IDL)).
The CA mechanism shall have been performed as well
All APDUs are sent as valid Secure Messaging APDUS:

Tlest scenario

S bd

Send the given SELECT EF APDU for EF.DG4 to.the IDL. Though the CA
mechanism has been performed, the access to.the DG4 shall be denied.
'0C A4 02 0C 15 87 <Lg;> 01 <Cryptogram>8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted fite ID ('00 04’).

m

xpected results | 1. Checking error 69 82’ within a valid.SM response.

B.3.9.8 Test case SE_ISO7816_SecEAP_8

Tlest—ID SE_ISO7816_SecEAP_8

Rurpose READ BINARY command with short EF ID for EF.DG4 within an establish¢d
Secure Messaging session, but before the TA mechanism has been performed.

\fersion 1.0

Rrofile EAP, DG4

Hreconditions DG4 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.
The BAP mechanism shall have been performed (only for BAP protected IDL)).
The CA mechanism shall have been performed as well.
All APDUs are sent as valid Secure Messaging APDUs.

el IS N

Tlest scenario Send the given READ BINARY APDU for EF.DG4 (short EF ID ‘04’) to the

DL Though the CA mechanism has been performed, the access to the DG
shall be denied.

'0C BO 84 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results

—_

Checking error '69 82’ within a valid SM response.

© ISO/IEC 2011 — All rights reserved 231


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.3.9.9 Test case SE_ISO7816_SecEAP_9

Test—ID SE_ISO7816_SecEAP_9

Purpose READ BINARY command with odd instruction byte and short EF ID for EF.DG4
within an established Secure Messaging session, but before the TA mechanism
has been performed.

Version 1.0

Profile EAP, DG4, Oddins

Preconditions DG4 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected4DL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

Test scepario

il I

Send the given READ BINARY APDU for EF.DG4 (short EF1D,04’) to the
IDL. Though the CA mechanism has been performed, the-access to the DG4
shall be denied.

'0C B1 00 04 17 85 <Lgs> <Cryptogram> 97 01 01 8E.08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with the encoded offset 00 : ’54
01 00

Expected results | 1. Checking error '69 82 within a valid SM response.

B.3.9.10| Test case SE_ISO7816_SecEAP_10

Test — IO SE_ISO7816_SecEAP_10

Purpose SELECT EF command.fer EF.DG5 within an established Secure Messaging
session, but before the. TA mechanism has been performed.

Version 1.0

Profile EAP, DG5

Preconditions D@5 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

Test scepario

— | AN -

Send the given SELECT EF APDU for EF.DGS5 to the IDL. Though the CA
mechanism has been performed, the access to the DG5 shall be denied.
'0C A4 02 0C 15 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted file ID ('00 05’).

Expected results | 1. Checking error 69 82’ within a valid SM response.
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B.3.9.11 Test case SE_ISO7816_SecEAP_11

Test—ID SE_ISO7816_SecEAP_11

Purpose READ BINARY command with short EF ID for EF.DG5 within an established
Secure Messaging session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG5

Hreconditions DGS5 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

G .

Tlest scenario Send the given READ BINARY APDU for EF.DG5 (shortEF ID ‘05’) to the

IDL. Though the CA mechanism has been performed,the access to the DG5
shall be denied.

'0C B0 85 00 0D 97 01 01 8E 08 <Checksum> 0Q

m

xpected
psults

—_

Checking error '69 82’ within a valid SM response.

-

B.3.9.12 Test case SE_ISO7816_SecEAP_12

Tlest—ID SE_ISO7816_SecEAP_12

Rurpose READ BINARY command with odd instruction byte and short EF ID for EF.DGH
within an established;'Secure Messaging session, but before the TA mechanisn
has been performed:

\fersion 1.0

Rrofile EAP, DG5, OddIns

Hreconditions DGS5 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

I SN Ny

Tlest scenario Send the given READ BINARY APDU for EF.DG5 (short EF ID ‘05’) to the

DL —Though the CAmechanism has been performed, the access o the DG5S
shall be denied.

'0C B1 00 05 17 85 <Lgs> <Cryptogram> 97 01 01 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with the encoded offset 00 : 54
0100’

Expected
results

—_

Checking error ’69 82’ within a valid SM response.
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B.3.9.13 Test case SE_ISO7816_SecEAP_13

Test—ID SE_ISO7816_SecEAP_13

Purpose SELECT EF command for EF.DG6 within an established Secure Messaging
session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG6

Preconditions DG6 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected |IDLY.
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

S| bd

Test scepario Send the given SELECT EF APDU for EF.DG6 to the IDL. Though the CA

mechanism has been performed, the access to the DG6 shall.be denied.
'0C A4 02 0C 15 87 <Lg;> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted file ID ('00 06’).

Expected
results

—_—

Checking error '69 82’ within a valid SM response,

B.3.9.14| Test case SE_ISO7816_SecEAP_14

Test — IO SE_ISO7816_SecEAP_14
Purpose READ BINARY command with(Cshort EF ID for EF.DG6 within an established
Secure Messaging session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG6

Preconditions 1. DGG6 shall)be EAP protected. Otherwise, skip the test.

2. The-LDS application shall have been selected.

3. TheBAP mechanism shall have been performed (only for BAP protected IDL).
4. The CA mechanism shall have been performed as well.

5" All APDUs are sent as valid Secure Messaging APDUs.

Test scepario 1. Send the given READ BINARY APDU for EF.DGB6 (short EF ID ‘06’) to the
IDL. Though the CA mechanism has been performed, the access to the DG6
shall be denied
'0C B0 86 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected 1. Checking error 69 82’ within a valid SM response.

results

B.3.9.15 Test case SE_ISO7816_SecEAP_15

Test—ID SE_ISO7816_SecEAP_15
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Purpose READ BINARY command with odd instruction byte and short EF ID for EF.DG6
within an established Secure Messaging session, but before the TA mechanism
has been performed.

Version 1.0

Profile EAP, DG6, OddIns

Preconditions

DG6 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected.lDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

—

est scenario

SR NS

Send the given READ BINARY APDU for EF.DG6 (short EF ID-06’) to the
IDL. Though the CA mechanism has been performed, the access to the DG6
shall be denied.

'0C B1 00 06 17 85 <Lgs> <Cryptogram> 97 01 01 8E 08’<Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with {the' encoded offset 00 : 54
01 00

m

xpected
results

—_

Checking error '69 82’ within a valid SM response.

B.3.9.16 Test case SE_ISO7816_SecEAP_16

Tlest—ID SE_ISO7816_SecEAP_16

Rurpose SELECT EF command(for EF.DG7 within an established Secure Messaging
session, but before the TA mechanism has been performed.

\{ersion 1.0

Rrofile EAP, DG?7

Hreconditions 1. DG7 shall be EAP protected. Otherwise, skip the test.
2\ ~The LDS application shall have been selected.
37 The BAP mechanism shall have been performed (only for BAP protected IDL).
4. The CA mechanism shall have been performed as well.
5. All APDUs are sent as valid Secure Messaging APDUs.

Tlest scenario 1. Send the given SELECT EF APDU for EF.DG?7 to the IDL. Though the CA

mechanism has been performed, the access to the DG7 shall be denied.

INA A4 NS AN 4 o= A4 . . Q- na .oy : an
UL A5 UZ UL TO 67 SLg7- UT SUTyplwUgldir~= o Uo SUTECRSUITI= UU

<Cryptogram> contains the encrypted file ID ('00 07’).

Expected
results

Checking error ’69 82’ within a valid SM response.
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B.3.9.17 Test case SE_ISO7816_SecEAP_17

Test—1ID SE_ISO7816_SecEAP_17

Purpose READ BINARY command with short EF ID for EF.DG7 within an established
Secure Messaging session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG7

Preconditions DG?7 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected |IDLY.
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

S| bd

Test scepario Send the given READ BINARY APDU for EF.DG7 (short EF ID ‘07’) to the

IDL. Though the CA mechanism has been performed, the access to the DG7
shall be denied.

'0C B0 87 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected
results

—_—

Checking error '69 82’ within a valid SM response,

B.3.9.18| Test case SE_ISO7816_SecEAP_18

Test— IO SE_ISO7816_SecEAP_18

Purpose READ BINARY command with, 0dd instruction byte and short EF ID for EF.DG7
within an established SecurelMessaging session, but before the TA mechanism
has been performed.

Version 1.0

Profile EAP, DG7, OddIns

Preconditions DG7-shall be EAP protected. Otherwise, skip the test.

The-LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

S|oEE e -

Test scepario Send the given READ BINARY APDU for EF.DG7 (short EF ID ‘07’) to the

IDL. Though the CA mechanism has been performed, the access to the DG7
shall be denied.

'0C B1 00 07 17 85 <Lgs> <Cryptogram> 97 01 01 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with the encoded offset 00 : 54
0100’

Expected
results

—_—

Checking error '69 82’ within a valid SM response.
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B.3.9.19 Test case SE_ISO7816_SecEAP_19

Test—ID SE_ISO7816_SecEAP_19

Purpose SELECT EF command for EF.DG8 within an established Secure Messaging
session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG8

Hreconditions 1. DGS8 shall be EAP protected. Otherwise, skip the test.
2. The LDS application shall have been selected.
3. The BAP mechanism shall have been performed (only for BAP protected IDL).
4. The CA mechanism shall have been performed as well.
5. All APDUs are sent as valid Secure Messaging APDUs.

Tlest scenario 1. Send the given SELECT EF APDU for EF.DGS to the IDI. ;Though the CA

mechanism has been performed, the access to the DG& shall be denied.
'0C A4 02 0C 15 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the encrypted file ID ('Q0 08’).

m

xpected
psults

-

—_

Checking error '69 82’ within a valid SM response.

B.3.9.20 Test case SE_ISO7816_SecEAP_20

Tlest—ID SE_ISO7816_SecEAP_20
Rurpose READ BINARY command with short EF ID for EF.DG8 within an established
Secure Messaging. session, but before the TA mechanism has been performed.
\fersion 1.0
Rrofile EAP, DG8
Hreconditions 1..DG8 shall be EAP protected. Otherwise, skip the test.
2" The LDS application shall have been selected.
3. The BAP mechanism shall have been performed (only for BAP protected IDL).
4. The CA mechanism shall have been performed as well.
5. All APDUs are sent as valid Secure Messaging APDUs.
Tlest.scenario 1. Send the given READ BINARY APDU for EF.DG8 (short EF ID ‘08’) to the

IDL. Though the CA mechanism has been performed, the access to the DG8

shait be denfed:
'0C BO 88 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected
results

—_

Checking error '69 82’ within a valid SM response.
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B.3.9.21 Test case SE_ISO7816_SecEAP_21

Test—ID SE_ISO7816_SecEAP_21

Purpose READ BINARY command with odd instruction byte and short EF ID for EF.DG8
within an established Secure Messaging session, but before the TA mechanism
has been performed.

Version 1.0

Profile EAP, DG8, Oddins

Preconditions DGS8 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected\DL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

Test scepario

I

Send the given READ BINARY APDU for EF.DG8 (short EF ID/08’) to the
IDL. Though the CA mechanism has been performed, the access to the DG8
shall be denied.

'0C B1 00 08 17 85 <Lgs> <Cryptogram> 97 01 01 8E,08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 wijthithe encoded offset 00 : ’54
0100’

Expected
results

-_—

Checking error '69 82’ within a valid SM response.

B.3.9.22| Test case SE_ISO7816_SecEAP_22

Test— IO SE_ISO7816_SecEAP_22
Purpose SELECT EF command~for EF.DG9 within an established Secure Messaging
session, but before.the TA mechanism has been performed.
Version 1.0
Profile EAP, DG9
Preconditions 1, \DGI shall be EAP protected. Otherwise, skip the test.
2, The LDS application shall have been selected.
3. The BAP mechanism shall have been performed (only for BAP protected IDL).
4. The CA mechanism shall have been performed as well.
5—Al-ARDUsare-sentas-valid-Secure-Messaging-ARBUs:-
Test scenario 1. Send the given SELECT EF APDU for EF.DG9 to the IDL. Though the CA
mechanism has been performed, the access to the DG9 shall be denied.
'0C A4 02 0C 15 87 <Lg7z> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the encrypted file ID ('00 09’).
Expected 1. Checking error 69 82" within a valid SM response.

results
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B.3.9.23 Test case SE_ISO7816_SecEAP_23

Test—ID SE_ISO7816_SecEAP_23

Purpose READ BINARY command with short EF ID for EF.DG9 within an established
Secure Messaging session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG9

Hreconditions DG9 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

G .

Tlest scenario Send the given READ BINARY APDU for EF.DG9 (shortEF ID ‘09’) to the

IDL. Though the CA mechanism has been performed,.the access to the DG9
shall be denied.

'0C B0 89 00 0D 97 01 01 8E 08 <Checksum> 0Q

m

xpected
results

—_

Checking error ’69 82’ within a valid SM response.

B.3.9.24 Test case SE_ISO7816_SecEAP_24

Tlest—ID SE_ISO7816_SecEAP_24

Rurpose READ BINARY command with odd instruction byte and short EF ID for EF.DGY
within an established Secure Messaging session, but before the TA mechanisn
has been performed:

\fersion 1.0

Rrofile EAP, DG9;°0OddIns

Hreconditions DG5 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

SO R Wy

—

est'scenario Send the given READ BINARY APDU for EF.DG9 (short EF ID ‘09’) to the

IDL. Though the CA mechanism has been performed, the access to the DG9
shall be denied.

'0C B1 00 09 17 85 <Lgs> <Cryptogram> 97 01 01 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with the encoded offset 00 : '54
01 00

Expected
results

—_

Checking error ’69 82’ within a valid SM response.
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B.3.9.25 Test case SE_ISO7816_SecEAP_25

Test—ID SE_ISO7816_SecEAP_25

Purpose SELECT EF command for EF.DG14 without BAP on a BAP protected profile.

Version 1.0

Profile EAP, BAP

Precondftions 1. The LDS application shall have been selected.

2. The BAP mechanism shall not have been performed.

Test scepario 1. Send the given SELECT EF APDU for EF.DG14 (FID="00 OE) to the IDL.
Since the BAP mechanism has not been performed, the access to this file
shall be denied.

00 A4 02 0C 02 00 OF’
Expected results | 1. Checking error '69 82’ as a plain text response without Secure, Méssaging.

B.3.9.26| Test case SE_ISO7816_SecEAP_26

Test — 10 SE_ISO7816_SecEAP_26

Purpose SELECT EF command for EF.DG14 with BAP-on a BAP protected profile (Positive
test).

Version 1.0

Profile EAP, BAP

Preconditions The LDS application shall have been selected.

The BAP mechanismishall have been performed.
All commands are encoded as valid Secure Messaging APDUs.

=W N -

Test scepario Send the given'SELECT EF APDU for EF.DG14 (FID="00 OE’) to the IDL.

'0C A4 02.0C 15 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
The &Cryptogram> contains the encoded encrypted FID of the EF.DG14 ('00
0E).
2¢{/-Send the given READ BINARY command on the current file.
'0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results® | 1. '90 00’ within a valid SM response.
’90 00’ and 1 byte of data (‘6E’) within a valid SM response.

N

B.3.9.27 Test case SE_ISO7816_SecEAP_27

Test—ID SE_ISO7816_SecEAP_27
Purpose SELECT EF command for EF.DG14 without BAP on a plain profile (Positive test).
Version 1.0
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Profile EAP, Plain
Preconditions 1. The LDS application shall have been selected.
2. The BAP mechanism shall not have been performed.
Test scenario 1. Send the given SELECT EF APDU for EF.DG14 (FID="00 OE’) to the IDL.
'00 A4 02 0C 02 00 OF’

2. Send the given READ BINARY command on the current file.

UU BU UU UU U1

Bxpected results | 1, '90 00’ as a plain text response without Secure Messaging.

2. ’'90 00’ and 1 byte of data (‘6E’) as a plain text response without Secure
Messaging.

B.3.9.28 Test case SE_ISO7816_SecEAP_28

Tlest—ID SE_ISO7816_SecEAP_28

Rurpose READ BINARY command with short EF ID for ER.DG14 without BAP on a BAP
protected profile.

\fersion 1.0

Rrofile EAP, BAP

Hreconditions 1. The LDS application shall have been selected.
2. The BAP mechanism shall\not have been performed.

Tlest scenario 1. Send the given READ\BINARY APDU for EF.DG14 (short EF ID ‘OE’) to the

IDL. Since the BAP-mechanism has not been performed, the access to this
file shall be denied:

'00 BO 8E 000’

Bxpected results | 1, Checking error 69 82’ as a plain text response without Secure Messaging.

B.3.9.29 Test case-SE_1ISO7816_SecEAP_29

Tlest—ID SE_ISO7816_SecEAP_29

Rurpose READ BINARY command with short EF ID for EF.DG14 with BAP on a BAP
protected profile (Positive test).

\ersion 1.0

Profile EAP, BAP

Preconditions The LDS application shall have been selected.

The BAP mechanism shall have been performed.
All commands are encoded as valid Secure Messaging APDUs.

= (W N -

Test scenario Send the given READ BINARY APDU for EF.DG14 (short EF ID ‘OE’) to the

IDL.
'0C BO 8E 00 0D 97 01 01 8E 08 <Checksum> 00’
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Expected results | 1. 90 00’ and 1 byte of data (‘6E’) within a valid SM response.

B.3.9.30 Test case SE_ISO7816_SecEAP_30

Test—ID SE _1SO7816_SecEAP_30

Purpose READ BINARY command with short EF ID for EF.DG14 without BAP on a plain
prnfilp (Pneifi\/p tpc‘r)

Version 1.0

Profile EAP, Plain

Preconditions 1. The LDS application shall have been selected.
2. The BAP mechanism shall not have been performed.

Test scepario 1. Send the given READ BINARY APDU for EF.DG14 (short EFID 0E’) to the

IDL.

'00 BO 8E 00 01’

Expected results | 1. 90 00’ and 1 byte of data (‘6E’) as a plain text response without Secure
Messaging.

B.3.9.31| Test case SE_ISO7816_SecEAP_31

Test - 10 SE_ISO7816_SecEAP_31

Purpose READ BINARY command with~add instruction byte and with short EF ID for
EF.DG14 without BAP on a BAP protected profile.

Version 1.0

Profile EAP, BAP, OddIns

Preconditions 1. The LDS ‘application shall have been selected.
2. The BAP mechanism shall not have been performed.

Test scepario 2. Sénd the given READ BINARY APDU for EF.DG14 (short EF ID ‘OE’) to the

IDL. Since the BAP mechanism has not been performed, the access to this
file shall be denied.

'00 B1 00 OE 03 54 01 00 071’

Expected resultS” | 2 Checking error 69 82’ as a plain text response without Secure Messaging.

B.3.9.32 Test case SE_ISO7816_SecEAP_32

Test— ID SE_ISO7816_SecEAP_32

Purpose READ BINARY command with odd instruction and with short EF ID for EF.DG14
with BAP on a BAP protected profile (Positive test).

Version 1.0

242 © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

Profile EAP, BAP, OddIns

Preconditions The LDS application shall have been selected.

The BAP mechanism shall have been performed.
All commands are encoded as valid Secure Messaging APDUs.

=W N -

Test scenario Send the given READ BINARY APDU for EF.DG14 (short EF ID ‘OF’) to the

IDL.
'0C B1 00 OE 17 85 <Lgs> <Cryptogram> 97 01 06 8E 08 <Checksum> 00’

The <Cryptogram> contains the encrypted DO 54 with the encoded offset
00’54 01 00'.

2. Verify the DG14 data returned.

Hxpected results

—_

6 bytes of data, and 90 00’ within a valid SM response.
2. The DG14 data shall start with '6E".

B.3.9.33 Test case SE_ISO7816_SecEAP_33

Tlest—ID SE_ISO7816_SecEAP_33
Rurpose READ BINARY command with odd instruction and with short EF ID for EF.DG14
without BAP on a plain profile (Positive test).
\{ersion 1.0
Rrofile EAP, Plain, OddIns
Hreconditions 1. The LDS application shall have been selected.
2. The BAP mechanism shall not have been performed.
Tlest scenario 1. Send the given\READ BINARY APDU for EF.DG14 (short EF ID ‘OE’) to the
IDL.
’00 B1 00-0E"03 54 01 00 01’
Bxpected results | 1. 90 00 'and 1 byte of data (‘6E’) as a plain text response without Secure
Messaging.

B.3.10 Test Unit-SE_ISO7816_CA - Chip Authentication

The CA mechanism uses the manage security environment command (MSE:Set KAT) to verify tha{ the chip
$ genuine.

he MSE:Set Kat command is used to |mplement CA, i.e. to establish new session keys for secure messaging
d on the
public key data stored in DG14. This secret is used to derive new session keys These session keys are used
to protect the subsequent commands. If secure messaging was already in progress (BAP protected IDL), the
response to the MSE:Set Kat command is protected with the old session keys, after which they are replaced
with the new ones and secure messaging is restarted. If secure messaging was not yet in progress (Plain IDL),
it is now started with the new session keys. The genuineness of the IDL chip is implicitly verified by its ability
to perform Secure Messaging using the new session keys.

The test cases specified in this unit verify the correct implementation of the MSE:Set KAT command.

In DG14, ICAuthPublicKeylInfo defining CA public key may contain an optional keyldentifier. This is useful if
the chip supports multiple keys for CA. The MSE:Set Kat command can be called either with implicit key
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selection if no key identifier is included in DG14 or with the explicit key reference defined in DG14. All the tests
in this unit should be used with implicit or explicit key reference depending on the presence of the key
identifier in DG14.

The DG14 may contain more than one ICAuthPublicKeylnfo. In this case, all appropriate tests must be
performed for each key. The corresponding test case is only rated as PASS if all passes are completed
successfully.

B.3.10.1 Test case SE_ISO7816_CA_1

Test — IO SE_ISO7816_CA_1

Purpose MSE:Set KAT command with correct ephemeral public key without BAP.
Version 1.0

Profile EAP, Plain

Preconditions | 1. The LDS application shall have been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shall have been.read to be able to
generate an ephemeral key pair.

Test scepario 1. Send the given MSE:Set KAT APDU to the IDL:
‘00 22 41 A6 <Lc> 91 <Lg,> <ephemeral public key> 84 <Lg,> <key identifier>’

The key identifier shall be included in the ARDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored innDG14.

2. To verify the chip ability to start a Secure Messaging with the new session
keys, a Secured READ BINARY ARDU on DG1 file (short EF ID="01") is send
to the chip.

'0C B0 81 00 0D 97 01 01 8E-08 <Checksum> 00’

Expected 1. ’90 00’. The status wordshall be returned as plain data without SM encoding.

(R 2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with the NEW session keys.

B.3.10.2| Test case SE_ISO7816_CA_2

Test — IO SE_ISQ7816_CA_2

Purpose MSE:Set KAT command with correct ephemeral public key with BAP.
Version 1.0

Profile EAP, BAP

Preconditions | 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs.

Testscenario | 1, gend the given MSE:Set KAT APDU to the IDL:
'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cryptogram> contains the following encrypted data:
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91 <Lg1> <ephemeral public key>

84 <Lg4> <key identifier>

The key identifier shall be included in the APDU if and only if it is specified in

the ICAuthPublicKeylnfo structure stored in DG14.

2. To verify the chip ability to start a Secure Messaging with the new session
keys, a Secured READ BINARY APDU on DG1 (short EF ID="01") is send to
the chip.

0C B0 81 000D 97 0101 8E 08 <checksum=>00Q"

m

xpected
bsults

—

1. ’90 00’ in a valid Secure Messaging response using the OLD session keys.

2. ’90 00’ in a valid Secure Messaging response. The returned data shall.be
encoded with the NEW session keys.

B.3.10.3 Test case SE_ISO7816_CA_3

Test—ID SE_ISO7816_CA_3

Rurpose MSE:Set KAT command with correct ephemeral public key without BAP, bu
afterwards try to use an APDU without Secure Messaging.

\fersion 1.0

Rrofile EAP, Plain

Rreconditions

1. The LDS application shall have been selected.

2. The ICAuthPublicKeyinfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Tlest scenario

1. Send the given MSE:Set KAT APDU to the IDL:

‘00 22 41 A6 <Lc>91 <Lg1> <ephemeral public key> 84 <Lg,> <key identifier>’
The key identifier shall be included in the APDU if and only if it is specified in

the ICAuthPublicKeylInfo structure stored in DG14.

2. Send\aclear READ BINARY APDU on DG1 (short EF ID="01") to the chip.
'00,B0 81 00 01’

m

xpected
results

15790 00’. The status word shall be returned as plain data without SM encoding.

2. Checking error. The chip shall not accept any APDUs without secure

messaging. The error must be returned as plain text response without Secure

Messaging.

B.3:10.4 Test case SF_1SQ7816 CA 4

Test—ID SE_ISO7816_CA_4

Purpose MSE:Set KAT command with correct ephemeral public key with BAP, but
afterwards the old session keys are used.

Version 1.0

Profile EAP, BAP
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Preconditions

2. The BAP mechanism shall have been performed.

4. All commands are encoded as legally structured Secure Messaging APDUs.

1. The LDS application shall have been selected.

3. The ICAuthPublicKeyInfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Test scenario

1. Send the given MSE:Set KAT APDU to the IDL:
'0C 22 41 A6 <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cruntoaram> contains-the followina encrunted-data-
J J J J N

91 <Lg1> <ephemeral public key>
84 <Lgs> <key identifier>

The key identifier shall be included in the APDU if and only if it is specified’ in
the ICAuthPublicKeylInfo structure stored in DG14.

2. Instead of using the new session keys, the old session keys are used.to send
a Secured READ BINARY APDU on DG1 (short EF ID="01’) to the ichip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expelcted 1. ’90 00’ in a valid Secure Messaging response using the‘OLD session keys.
results 2. Checking error. The chip shall delete the OLD sessian keys and shall not
accept any APDUs with these session keys. The.efror must be returned as
plain text response without Secure Messaginge
B.3.10.5| Test case SE_ISO7816_CA_5
Test - IO SE_ISO7816_CA_5
Purpose MSE:Set KAT command with invalid ephemeral public key (different key sizes) on
non-BAP IDL. No SM must be started.
Version 1.0
Profile EAP ECDH, Plain
Preconditions 1. The LD$ application shall have been selected.
2. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.
Testscepario | 1, <8end the given MSE:Set KAT APDU to the IDL:
‘00 22 41 A6 <Lc> 91 <Lg,> <ephemeral public key> 84 <Lg,> <key identifier>’
The ephemeral public key shall be generated with domain parameters
specifying a different key size (e.g. for a 224 bit key in DG14 a 192 bit
ephemeral key pair is created)
The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.
2. To verify that APDU without Secure Messaging are still supported, send a
clear READ BINARY APDU on DG1 (short EF ID="01") to the chip.
'00 BO 8100071
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Expected
results

1. Checking error, or warning '63 00’ without Secure Messaging. Since there are
invalid domain parameters used to generate the ephemeral key pair, the key
agreement process shall always fail.

2. ’90 00'. The status word and returned data shall be returned as plain data
without SM encoding.

B.3.10.6 Test case SE_ISO7816_CA_6

Test=1D SE1SO7816_CA 6

Rurpose MSE:Set KAT command with invalid ephemeral public key (different key sizes) or
BAP IDL. Previously established session keys remain valid.

\fersion 1.0

Rrofile EAP ECDH, BAP

Rreconditions

1. The LDS application shall have been selected.
2. The BAP mechanism shall have been performed!

3. The ICAuthPublicKeylnfo stored in DG14 shall-have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Sectire Messaging APDUs.

Tlest scenario

1. Send the given MSE:Set KAT APDU:tothe IDL:
'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the follewing encrypted data:
91 <Lgs> <ephemeral publickey>
84 <Lgs> <key identifier>

The ephemeral “public key shall be generated with domain parameters
specifying a different key size (e.g. for a 224 bit key in DG14 a 192 bi
ephemeral key/pair is created).

The key:identifier shall be included in the APDU if and only if it is specified i
the |CAuthPublicKeylnfo structure stored in DG14.

2. To)verify that old session keys can still be used, the old session keys are used
to send a Secured READ BINARY APDU on DG1 (short EF ID="01") to the
chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

m

xpected
results.

1. Checking error, or warning '63 00’ within the Secure Messaging with OLD
session keys. Since there are invalid domain parameters used to generate the
ephemeral key pair, the key agreement process shall always fail.

2_ 90 00 inavalidSecure. l\/lnecngihg response- The returned data shall he

encoded with OLD session keys.

B.3.10.7 Test case SE_ISO7816_CA_7

Test—ID

SE_ISO7816_CA_7

Purpose

MSE:Set KAT command with a valid ephemeral public key but without Secure
Messaging on BAP protected IDL.

© ISO/IEC 2011 — All rights reserved 247


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

Version 1.0
Profile EAP, BAP
Preconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeyInfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Testscenario | 1 gend the given MSF-Set KAT APDU to the IDI -

00 22 41 A6 <Lc> 91 <Lg,> <ephemeral public key> 84 <Lg,> <key identifier>’

The key identifier shall be included in the APDU if and only if it is specified irl
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that the chip does not activate the new session keys based on-the
key agreement, the new session keys are used to send a secured READ
BINARY command on DG1 (short EF ID="01) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

3. To verify that the chip has deleted the old (BAP based) session keys, the old
session keys are used to send a Secured READ BINARY.APDU on DG1
(short EF ID="01) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00

Expected 1. Checking error. The use of Secure Messaging shall be enforced by the chip.
results The error code shall be returned as plain data without Secure Messaging
encoding.

2. Checking error. The error code shall be returned as plain data without Secure
Messaging encoding.

3. Checking error. The error codéshall be returned as plain data without Secure
Messaging encoding.

B.3.10.8| Test case SE_ISO7816_CA_8

Test - IO SE_ISO7816_CA_8

Purpose MSE:Set KAT)command with a valid ephemeral public key but with invalid class
byte on non-BAP protected IDL.

Version 1.0
Profile EAP, Plain
Preconditions 1. The LDS application shall have been selected.

Z. The I[CAuUthPublicKeyInfo stored in DG 14 shall have been read to be able 1o
generate an ephemeral key pair.

Test scenario 1. Send the given MSE:Set KAT APDU to the IDL:
'80 22 41 A6 <Lc> 91 <L41> <ephemeral public key> 84 <Lg,> <key identifier>’
The class byte has been set to en invalid value of 80.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.

2. To verify that the chip does not activate the new session keys based on the
key agreement, the new session keys are used to send a secured READ
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BINARY command on DG1 (short EF ID='01’) to the chip.
'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected
results

1. Checking error. Invalid class. The error shall be sent in plain text.

2. Checking error. As a Secure Message is sent without an opened SM, the chip
shall return a Secure Messaging error in a plain text response.

B.3.10.9 Test case SE_ISO7816_CA_9

Test—ID SE_ISO7816_CA_9

Rurpose MSE:Set KAT command with a valid ephemeral public key but with invalid” clasg
byte on BAP protected IDL.

\fersion 1.0

Rrofile EAP, BAP

Rreconditions

1. The LDS application shall have been selected.
2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall*have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as legally. structured Secure Messaging APDUs.

Tlest scenario

1. Send the given MSE:Set KAT APRWUo the IDL:
'8C 22 41 A6 <Lc> 87 <Lgz> 04<Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains thefollowing encrypted data:
91 <Lg> <ephemeral public key>
84 <Lgs> <key identifier>
The class byte*has been set to an invalid value of 8C.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.

2. To \erify that the chip does not activate the new session keys based on the
key agreement, the new session keys are used send to a secured READ
BINARY command on DG1 (short EF ID='01) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

m

xpected
results

1. Checking error. Invalid class. Note the behaviour of the chip regarding the
Secure Messaging context is undefined. Therefore this error can be returned
in plain or SM response.

2. Checking error. As invalid session keys are used, the chip shall return a

cocnra Macoanina Arear in A Alain tavt racnAanon ranardlace f tha Qs en
Ot
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Messaging was a already closed in step 1.

B.3.10.10  Test case SE_ISO7816_CA_10

Test—ID

SE_ISO7816_CA_10

Purpose

MSE:Set KAT command with invalid DO tag for the ephemeral public key on non-
BAP protected IDL.
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Version

1.0

Profile

EAP, Plain

Preconditions

1. The LDS application shall have been selected.

2. The ICAuthPublicKeyInfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Test scenario

1. Send the given MSE:Set KAT APDU to the IDL:

LaYa¥is Lo W, I .WAl ] Q2 ] L 1 [™NH [ oA | l 1l FH
VU o 1T MU | =y JJI 03 CMHTTICTdl pUVITU NTY U 34 ATy TUTTIiiTet

The DO for the ephemeral public key has an invalid tag 93.

The key identifier shall be included in the APDU if and only if it is specified, in
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that the chip does not activate the new session keys based ofi‘the
key agreement, the new session keys are used to send a secured READ
BINARY command on DG1 (short EF ID="01") to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected
results

1. Checking error. Invalid parameter. The error shall be seftin plain text.

2. Checking error. As a Secure Message is sent without-an opened SM, the chip
shall return a Secure Messaging error in a plain text résponse.

B.3.10.11 Test case SE_ISO7816_CA_11

Test — IO SE_ISO7816_CA_11

Purpose MSE:Set KAT command with invalid@®O tag for the ephemeral public key on BAP
protected IDL.

Version 1.0

Profile EAP, BAP

Preconditions

1. The LDS application shall have been selected.
2. The BAP-mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. AAllcommands are encoded as valid Secure Messaging APDUs.

Test scepario

1. "Send the given MSE:Set KAT APDU to the IDL:
'0C 22 41 A6 <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cryptogram> contains the following encrypted data:

93 <Lg3> <ephemeral public key>
84 <Lgs> <key identifier>
The DO for the ephemeral public key has an invalid tag 93.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.

2. To verify that old session keys are still valid, the old session keys are used to
send a secured READ BINARY command on DG1 (short EF ID="01") to the
chip.

250

© ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. Checking error. Invalid parameter. The error shall be encoded in a Secure
results Messaging using the OLD session keys.

2. ’90 00’ in a valid Secure Messaging response using the OLD session keys.

B.3.10.12 Test case SE_ISO7816_CA_12

Test—1D SE_1SO7816 CA 12

Rurpose MSE:Set KAT command with an incorrect private key reference on non-BAR
protected IDL.

\{ersion 1.0
Rrofile EAP, Plain
Hreconditions 1. The LDS application shall have been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shall have.been read to be able to
generate an ephemeral key pair.

Tlest scenario 1. Send the given MSE:Set KAT APDU to the, IDL:
'00 22 41 A6 <Lc> 91 <Lg1> <ephemeralpublic key>
84 <Lg4> <key identifier>’

A key identifier shall be included,in‘the APDU. This key identifier does not exis
in any ICAuthPublicKeylnfo structure of DG14.

2. To verify that the chip does-not activate the new session keys based on the
key agreement, the new, session keys are used to send a secured READ
BINARY command.onyDG1 (short EF ID='01’) to the chip.

'0C B0 81 00 0DA7-01 01 8E 08 <checksum> 00’

m

xpected 1. Checking error. Invalid parameter. The error shall be sent in plain text.

e 2. Checkingerror. As a Secure Message is sent without an opened SM, the chip|
shall teturn a Secure Messaging error in a plain text response.

B.3.10.13 Testcase SE_ISO7816_CA_13

Tlest—ID SE_ISO7816_CA_13

Rurpose MSE:Set KAT command with an incorrect private key reference on BAP protected
IDL.

\Mersion 1.0

Profile EAP Keyldentifier, BAP

Preconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs.

Testscenario | 1, send the given MSE:Set KAT APDU to the IDL:
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'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg4> <ephemeral public key>

84 <Lgs> <key identifier>

A key identifier shall be included in the APDU. This key identifier does not exist
in any ICAuthPublicKeylInfo structure of DG14.

2. To verify that old session keys are still valid, the old session keys are used to
send a secured READ BINARY command on DGT (short EF ID="01") to the
chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. Checking error. Invalid parameter. The error shall be encoded in a Securé
results Messaging using the OLD session keys.

2. ’'90 00’ in a valid Secure Messaging response using the OLD session keys.

B.3.10.14 Test case SE_ISO7816_CA_14

Test— IO SE_ISO7816_CA_14

Purpose Check the CA failure (using DH) — wrong value (value strictly bigger than the
Prime) on non-BAP protected IDL.

Version 1.0

Profile EAP DH, Plain

Preconditions 1. The LDS application shall havé-been selected.

2. The ICAuthPublicKeylnfq stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Testscepario | 1, Send the given MSE:Sét KAT APDU to the IDL:
'00 22 41 A6 <Lc>91 <Lg,> <ephemeral public key>
84 <Lgs> <key-identifier>’

Use an_éphemeral public key with a wrong point (value strictly bigger than the
Prime).lEphemeral public key = prime p + 1.

The)Key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that the chip does not activate the new session keys based on the
key agreement, the new session keys are used to send a secured READ
BINARY command on DG1 (short EF ID="01") to the chip.

‘0C B0 81 000D 97 01+ 01 8E 08 =<checksurmm=>"00"

Expected 1. Checking error or warning processing '63 00’. The error shall be sent in plain
results text.

2. Checking error. As a Secure Message is sent without an opened SM, the chip
shall return a Secure Messaging error in a plain text response.
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B.3.10.15 Test case SE_ISO7816_CA_15

Test—ID SE_ISO7816_CA_15

Purpose Check the CA failure (using DH) — wrong value (value strictly bigger than the
Prime) on BAP protected IDL.

Version 1.0

Profile EAP DH, BAP

Hreconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUS:

Tlestscenario | 1, Send the given MSE:Set KAT APDU to the IDL:

'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg;> <ephemeral public key>

84 <Lg4> <key identifier>

Use an ephemeral public key with a wrong point (value strictly bigger than the
Prime). Ephemeral public key = prime.p + 1.

The key identifier shall be included in the APDU if and only if it is specified ir
the ICAuthPublicKeylnfo structure stored in DG14.

2. To verify that old sessionckeys are still valid, the old session keys are used to
send a secured READBINARY command on DG1 (short EF ID="01") to the
chip.

'0C BO 81 00 0D©@7 01 01 8E 08 <checksum> 00’

m

xpected 1. Checking error or warning processing '63 00’. The error shall be encoded in a
results Secure<Messaging using the OLD session keys and old SSC.

2. ’90,00%in a valid Secure Messaging response using the OLD session keys.

B.3.10.16 Test'case SE_ISO7816_CA_16

Tlest— 1D SE_ISO7816_CA_16

Rurpose Check the CA failure (using ECDH) — wrong point (value does not belong to thq
curve) on non-BAP protected IDL.

H 4 N
CTSTUTT LI

Profile EAP ECDH, Plain
Preconditions 1. The LDS application shall have been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Testscenario | 1, gend the given MSE:Set KAT APDU to the IDL:
‘00 22 41 A6 <Lc> 91 <Lg1> <ephemeral public key>
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84 <Lgs> <key identifier>’

Use an ephemeral public key with a wrong point (value does not belong to the
curve).

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that the chip does not activate the new session keys based on the
key agreement, the new session keys are used to send a secured READ
BINARY command on DG1 (short EF ID="01’) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. Checking error or warning processing ‘63 00’. The error shall be sent in plain

results text.
2. Checking error. As a Secure Message is sent without an opened SM, the Chip

shall return a Secure Messaging error in a plain text response.

B.3.10.1f  Test case SE_ISO7816_CA_17

Test— IO SE_ISO7816_CA_17

Purpose Check the CA failure (using ECDH) — wrong point (value’does not belong to the
curve) on BAP protected IDL.

Version 1.0

Profile EAP ECDH, BAP

Preconditions

1. The LDS application shall have:béen selected.
2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylInfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs.

Test scepario

1. Send the given.MSE:Set KAT APDU to the IDL:
'0C 22 41 A6 <kc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:
91 <Lgy> <ephemeral public key>
84.<Lg4> <key identifier>

Use an ephemeral public key with a wrong point (value does not belong to the
curve).

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that old session keys are still valid, the old session keys are used to
send a secured READ BINARY command on DG1 (short EF ID="01) to the
chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. Checking error or warning processing '63 00’. The error shall be encoded in a
results Secure Messaging using the OLD session keys and old SSC.

2. ’90 00’ in a valid Secure Messaging response using the OLD session keys.
254
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B.3.10.18 Test case SE_ISO7816_CA_18

Test—ID SE_ISO7816_CA_18

Purpose Check the CA failure (using ECDH) — wrong value, providing a (0,0) public key on
non-BAP protected IDL.

Version 1.0

Profile EAP ECDH, Plain

Hreconditions 1. The LDS application shall have been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be ableto
generate an ephemeral key pair.

Tlest scenario 1. Send the given MSE:Set KAT APDU to the IDL:
'00 22 41 A6 <Lc> 91 <Lg1> <ephemeral public key>
84 <Lg4> <key identifier>’

Use an ephemeral public key coded as ‘O4||x||ly’ where both x and y have g
size according to the prime but filled with ‘00’.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored innlDG14.

2. To verify that the chip does not activaté thé new session keys based on the
key agreement, the new session keys.are used to send a secured READ
BINARY command on DG1 (short&F ID='01) to the chip.

'0C B0 81 00 0D 97 01 01 8E,08-<checksum> 00’

Bxpected 1. Checking error or warning-processing '63 00’. The error shall be sent in plain

results text.
2. Checking error. As‘a:Secure Message is sent without an opened SM, the chip

shall return a Secure Messaging error in a plain text response.

B.3.10.19 Test case SE_ISO7816_CA_19

Tlest—ID SE_ISQ@7816_CA_19

Rurpose Check the CA failure (using ECDH) — wrong value, providing a (0,0) public key or]
BAP protected IDL.

\{ersion 1.0

Hrofile EAP ECDH, BAP

Areconditions | 4 The | DS application-shal-have-been-selescted-

2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs.

Testscenario | 1, gend the given MSE:Set KAT APDU to the IDL:
'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg¢> <ephemeral public key>

© ISO/IEC 2011 — All rights reserved 255


https://standardsiso.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

84 <Lgs> <key identifier>

Use an ephemeral public key coded as ‘04||x|ly’ where both x and y have a
size according to the prime but filled with ‘00’.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that old session keys are still valid, the old session keys are used to
send a secured READ BINARY command on DG1 (short EF ID="01") to the
chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1.

" Checking error or warning processing '63 00’. The error shall be encoded in a
results

Secure Messaging using the OLD session keys and old SSC.
2. ’90 00’ in a valid Secure Messaging response using the OLD session keys.

B.3.10.2D Test case SE_ISO7816_CA_20

Test— IO SE_ISO7816_CA_20

Purpose Check the CA success (using ECDH) — test borderline cases for x- and y-
coordinates (small x coordinate) on non-BAP protected IDL.

Version 1.0

Profile EAP ECDH, Plain

Preconditions 1. The LDS application shall have beeh selected.

2. The ICAuthPublicKeyInfo stored\in’DG14 shall have been read to be able to
generate an ephemeral key pair.

Testscepario | 1, Send the given MSE:Set KAT APDU to the IDL:
'00 22 41 A6 <Lc> 91<lyg> <ephemeral public key>

84 <Lgs> <key identifier>’

Use an ephemeral public with an x- coordinate requiring less than [logss Q]
bytes to be'represented. Pad with zero bytes.

The key.identifier shall be included in the APDU if and only if it is specified in
the fCAuthPublicKeylInfo structure stored in DG14.

2. {Foverify that the chip activates Secure Messaging with the new session keys
based on the key agreement, the new session keys are used to send a
secured READ BINARY command on DG1 (short EF ID="01") to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

ancodina

Expected 490 00" The ctatiic word chall ba vatieonad oo nlain doto itk it G
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2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with the NEW session keys.

B.3.10.21 Test case SE_ISO7816_CA_21

Test— D SE_ISO7816_CA_21

Purpose Check the CA success (using ECDH) — test borderline cases for x- and y-
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coordinates (small x coordinate) on BAP protected IDL.

Version 1.0
Profile EAP ECDH, BAP
Preconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs.

—

est scenario 1. Send the given MSE:Set KAT APDU to the IDL:

'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum>00’
<Cryptogram> contains the following encrypted data:

91 <Lg1> <ephemeral public key>

84 <Lg4> <key identifier>

Use an ephemeral public with an x- coordinate requiring less than [log,ss
bytes to be represented. Pad with zero bytes.

The key identifier shall be included in the APBU if and only if it is specified ir
the ICAuthPublicKeylInfo structure stored/in DG14.

2. To verify the chip ability to continue the Secure Messaging with the new keys,
the new session keys are used to‘send a secured READ BINARY command
on DG1 (short EF ID="01") to theZchip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

m

xpected 1. ’90 00’ in a valid Secure,\Messaging response encoded with the OLD session
results keys.

2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with-the'NEW session keys.

B.3.10.22 Test case SE-ISO7816_CA_22

Tlest— 1D SE_(SO7816_CA_22

Rurpose Check the CA success (using ECDH) — test borderline cases for x- and y
coordinates (large x coordinate) on non-BAP protected IDL.

\{ersion 1.0
Rrofile EAP ECDH, Plain
Preconditions 1. The LDS application shall have been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Testscenario | 1, gend the given MSE:Set KAT APDU to the IDL:
‘00 22 41 A6 <Lc> 91 <Lg1> <ephemeral public key>
84 <Lgs> <key identifier>’

Use an ephemeral public with an x- coordinate having its highest bit set to 1.

The key identifier shall be included in the APDU if and only if it is specified in
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the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that the chip activates Secure Messaging with the new session keys
based on the key agreement, the new session keys are used to send a
secured READ BINARY command on DG1 (short EF ID="01’) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Exp?cted 1. ’90 00'. The status word shall be returned as plain data without SM encoding.
EELIS 2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded-with-the-NEW,. session Izayc_

B.3.10.28 Test case SE_ISO7816_CA_23

Test — 10 SE_1SO7816_CA 23

Purpose Check the CA success (using ECDH) — test borderline cases for"x=" and y-
coordinates (large x coordinate) on BAP protected IDL.

Version 1.0

Profile EAP ECDH, BAP

Preconditions

1. The LDS application shall have been selected,
2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylInfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs

Test scepario

1. Send the given MSE:Set KAT ARDU to the IDL:
'0C 22 41 A6 <Lc> 87 <Lgz> 09 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the-following encrypted data:
91 <Lg1> <ephemeral_public key>
84 <Lg4> <key identifier>
Use an ephemeral public with an x- coordinate having its highest bit set to 1.

The key(identifier shall be included in the APDU if and only if it is specified in
the IGAUthPublicKeylnfo structure stored in DG14.

2. Toverify the chip ability to continue the Secure Messaging with the new keys,
the new session keys are used to send a secured READ BINARY command
on DG1 (short EF ID="01’) to the chip.

'0C BO 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expecte

1. ’90 00’ in a valid Secure Messaging response encoded with the OLD session

results

keys.

2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with the NEW session keys.

B.3.10.24 Test case SE_ISO7816_CA_24

Test—ID SE_ISO7816_CA _24
Purpose Check the CA success (using ECDH) — test borderline cases for x- and y-
258
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coordinates (small y coordinate) on non-BAP protected IDL.

Version

1.0

Profile

EAP ECDH, Plain

Preconditions

The LDS application shall have been selected.

The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Test scenario

DLl sa Ll [T

Sclld thU Q;VUII :\V’:SESCt Il\ll'\\T I"\\PUU W uic ILJL.
‘00 22 41 A6 <Lc> 91 <Lg,> <ephemeral public key>
84 <Lgs> <key identifier>’

Use an ephemeral public with an y- coordinate requiring less than [log,ss g
bytes to be represented. Pad with zero bytes.

The key identifier shall be included in the APDU if and onlynif-it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.

2. To verify that the chip activates Secure Messaging with*the new session keys
based on the key agreement, the new session keys are used to send a
secured READ BINARY command on DG1 (shortEF ID="01") to the chip.
’'0C B0 81 00 0D 97 01 01 8E 08 <checksum>00’
Expelcted 1. ’90 00'. The status word shall be returngd as plain data without SM encoding.
(et 2. ’90 00’ in a valid Secure Messagingtesponse. The returned data shall be
encoded with the NEW session keys.
B.3.10.25 Test case SE_ISO7816_CA_25
Test—ID SE_ISO7816_CA_25
Rurpose Check the CA success (using ECDH) — test borderline cases for x- and y
coordinates (small’'y coordinate) on BAP protected IDL.
\{ersion 1.0
Rrofile EAPECDH, BAP

Rreconditions

1.
2.
3.

The LDS application shall have been selected.
The BAP mechanism shall have been performed.

The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

All commands are encoded as valid Secure Messaging APDUs.

TleSt-scenario

Send the given MSE:Set KAT APDU to the IDL:

'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg> <ephemeral public key>

84 <Lgs> <key identifier>

Use an ephemeral public with an y- coordinate requiring less than [logass Q]
bytes to be represented. Pad with zero bytes.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.
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2. To verify the chip ability to continue the Secure Messaging with the new keys,
the new session keys are used to send a secured READ BINARY command
on DG1 (short EF ID="01’) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. ’90 00’ in a valid Secure Messaging response encoded with the OLD session
results keys.

2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with the NEW session keys.

B.3.10.2p Test case SE_ISO7816_CA_26

Test — 10 SE_1SO7816_CA 26

Purpose Check the CA success (using ECDH) — test borderline cases for, x-and y-
coordinates (large y coordinate) on non-BAP protected IDL.

Version 1.0

Profile EAP ECDH, Plain

Preconditions 1. The LDS application shall have been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shallshave been read to be able to
generate an ephemeral key pair.

Test scepario 1. Send the given MSE:Set KAT APDU to theDL:

‘00 22 41 A6 <Lc> 91 <Lg1> <ephemeral-public key>

84 <Lg,> <key identifier>’

Use an ephemeral public with_an y- coordinate having its highest bit set to 1.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo.structure stored in DG14.

2. To verify that the chip activates Secure Messaging with the new session keys
based on the key.agreement, the new session keys are used to send a
secured READBINARY command on DG1 (short EF ID="01") to the chip.

'0C BO 8100 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. '9000% The status word shall be returned as plain data without SM encoding.

() 2. /90)00’ in a valid Secure Messaging response. The returned data shall be
encoded with the NEW session keys.

B.3.10.2f - ‘Test case SE_ISO7816_CA_27

Test — ID SE_ISO78T6_CA_27

Purpose Check the CA success (using ECDH) — test borderline cases for x- and y-
coordinates (large y coordinate) on BAP protected IDL.

Version 1.0

Profile EAP ECDH, BAP

Preconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.
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. The ICAuthPublicKeylInfo stored in DG14 shall have been read to be able to

generate an ephemeral key pair.

. All commands are encoded as valid Secure Messaging APDUs.

Test scenario

Send the given MSE:Set KAT APDU to the IDL:
'0C 22 41 A6 <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg1> <ephemeral public key>

84 <Lg4> <key identifier>
Use an ephemeral public with an y- coordinate having its highest bit set to™1.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

To verify the chip ability to continue the Secure Messaging with:the new keys,
the new session keys are used to send a secured READ BINARY command
on DG1 (short EF ID="01) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

m

xpected
results

’90 00’ in a valid Secure Messaging response encoded with the OLD session
keys.

’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with the NEW session keys.

B.3.11 Test Unit SE_ISO7816_CertVer - Certificate verification

vn to the
DST and
date the
brtificates.

During the TA process the certificate chain from the trust point stored in the chips EF.COM file dov
imspection systems CV certificate is verified. This is done by an alternating sequence of MSE: Set
\ferify Certificate commands. This unit coyers all certificate verification test cases which do NOT ug
chips persistent memory. This means that all tests in this unit can be repeated with the same set of cg
B.3.11.1 Test case SE_ISO7816. CertVer_1
Test—ID SE_ISO7846: CertVer_1
Rurpose Positive.test with a valid chain of CV certificates.
\{ersion 10
Rrofile EAP
Hreconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

3. Thc CA Illcbhdll;blll cha“ havc bCUII pci'funllcd ao VVU”.

4. The Certification Authority Reference shall have been read from the

EF.COM file (Current trust root).
5. All APDUs are sent as valid SecureMessaging APDUs.

6. All response data shall be SM protected.

Test scenario

1. PSO - VERIFY CERTIFICATE command:
Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_L1_01.
‘0C 2A 00 BE <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> <Le>’

e <Cryptogram> contains the following encrypted DOs
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TF 4E <L;p4e> <certificate body>
5F 37 <Lsrs37> <certificate signature>

PSO — VERIFY CERTIFICATE command:

Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_LO_01.

‘0C 2A 00 BE <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> <Le>’

e <Cryptogram> contains the following encrypted DOs
TF 4E <L;p4e> <certificate body>
5F 37 <Lsg37> <certificate signature>

Expecteqt
results

90 00" In a valid SM response.
’90 00’ in a valid SM response.

B.3.11.2| Test case SE_ISO7816_CertVer_2

Test - ID

SE_ISO7816_CertVer_2

Purpose

Test with an invalid Certification Authority Reference.

Version

1.0

Profile

EAP

Preconditions

Pop-~

o

The LDS application shall have been selected.
The BAP mechanism shall have been‘performed.
The CA mechanism shall have been-performed as well.

The Certification Authority Refetence shall have been read from the
EF.COM file (Current trust root).

All APDUs are sent as valid SecureMessaging APDUs.

Test scepario

Send the optional given MSE: Set DST APDU to the IDL.
‘0C 22 81 B6 <Lc=.87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
e <Cryptogram>'contains the following encrypted DOs
83 <Lg3><BAD AKID>
e The Certification Authority Reference read from the EF.COM is
changed in the last character to create an invalid reference.
PSO.~ VERIFY CERTIFICATE command:
Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_L1_01.
‘0C 2A 00 BE <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> <Le>’
e <Cryptogram> contains the following encrypted DOs
TF 4E <L;p4e> <certificate body>
5F 37 <Lsrs37> <certificate signature>

PSO - VERIFY CERTIFICATE command:

Send the appropriate Certificate as specified in the “Certificate set 1
chapter as CERT_LO_01.
‘0C 2A 00 BE <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> <Le>’

e <Cryptogram> contains the following encrypted DOs
TF 4E <L,p4e> <certificate body>
5F 37 <Lsg37> <certificate signature>
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Expected 1. ’90 00’ or checking error in a valid SM response. Note that some chip OS
results accept the selection of an unavailable public key and return an error only
when the public key is used for the selected purpose.

2. If the result of step 1 is ’90 00’: Checking error or ‘63 00’ in a valid SM
response. If the result of step 1 is NOT 90 00’: '90 00’ in a valid SM
response. No verification key shall be activated.

3. [If the result of step 1 is ’90 00’: Checking error or ‘63 00’ in a valid SM
response. If the result of step 1 is NOT '90 00’: '90 00’ in a valid SM
response. Since the previous certificate was not verified successfully, it
Shall not be possIDIE T0 USE It as the trust point for the Certiicate
verification.

B.3.11.3 Test case SE_ISO7816_CertVer_3

Tlest - ID SE _ISO7816_CertVer_3

Rurpose Test with an invalid certificate signature.
\fersion 1.0

Rrofile EAP

Hreconditions The LDS application shall have beén'selected.

The BAP mechanism shall havebeen performed.
The CA mechanism shall have'been performed as well.

The Certification Authority'Reference shall have been read from the
EF.COM file (Current trust root).

5. All APDUs are sentias’valid SecureMessaging APDUs.

PoON-~

Tlest scenario 1. PSO - VERIFY,CERTIFICATE command:

Send the appriopriate Certificate as specified in the “Certificate set 1”
chapter as. CERT_L1_01.

‘0C 2A 00.BE <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> <Le>’

o _<Cryptogram> contains the following encrypted DOs
TF 4E <L;p4e> <certificate body>
5F 37 <Lsr37> <bad certificate signature>

e The signature object of the certificate has been changed in last digit to
make it invalid
2. PSO - VERIFY CERTIFICATE command:
Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_LO_01.
‘0C 2A 00 BE <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> <Le>’

e <Cryptogram> contains the following encrypted DOs
7F 4E <L;p4e> <certificate body>

ol il Yer 21 i 4 : 4
JI o7 L5F37 CCTUNCdlT Siyiialdic

Expected 1. Checking error or '63 00’ in a valid SM response.

results 2. Checking error or '63 00’ in a valid SM response. Since the previous
certificate was not verified successfully, it shall not be possible to use it as
the trust point for the Certificate verification.
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B.3.11.4 Test case SE_ISO7816_CertVer_4

Test - ID SE_ISO7816_CertVer_4
Purpose Test with a missing certificate signature.
Version 1.0
Profile EAP
Precondftions 1. The LDS application shall have been selected.
2. The BAP mechanism shall have been performed.
3. The CA mechanism shall have been performed as well.
4. The Certification Authority Reference shall have been read from the
EF.COM file (Current trust root).
5. All APDUs are sent as valid SecureMessaging APDUs.

Test scepario 1. PSO - VERIFY CERTIFICATE command:

Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_L1_01.

‘0C 2A 00 BE <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08-<Checksum> <Le>’

e <Cryptogram> contains the following encrypted. DOs
7F 4E <L;p4e> <certificate body>

e The certificate signature object is omitted.

2. PSO - VERIFY CERTIFICATE command;
Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_LO_01.
‘0C 2A 00 BE <Lc> 87 <Lg7> 01'<Cryptogram> 8E 08 <Checksum> <Le>’

e <Cryptogram> contains the:following encrypted DOs
TF 4E <L;p4e> <certificate’body>
5F 37 <Lsgs37> <certificate signature>

Expected 1. Checking error or '63.00" in a valid SM response.

RIS 2. Checking error or*¢3 00’ in a valid SM response. Since the previous
certificate was.not verified successfully, it shall not be possible to use it as
the trust paintfor the Certificate verification.

B.3.11.5| Test case SE_ISO7816_CertVer_5

Test - ID SE_ISQ7816_CertVer_5
Purpose Test'with a missing certificate body.
Version 1.0
Profile EAP
Preconditions 1. The LDS application shall have been selected.
2. The BAP mechanism shall have been performed.
3. The CA mechanism shall have been performed as well.
4. The Certification Authority Reference shall have been read from the
EF.COM file (Current trust root).
5. All APDUs are sent as valid SecureMessaging APDUs.

Test scenario 1. PSO - VERIFY CERTIFICATE command:
Send the appropriate Certificate as specified in the “Certificate set 1”
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