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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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I changes compared to the previous edition are as follows:

cument was prepared by Technical Commmittee ISO/IEC JTC 1, Information technology,
mittee SC 17, Cards and security devices for-pérsonal identification.

ond edition cancels and replaces the. first edition (ISO/IEC 18013-2:2008), which has beep
lly revised. It also incorporates the.Fechnical Corrigendum ISO/IEC 18013-2:2008/Cor 1:2011

wing the revision of [ISOAIEC 18013-3 and ISO/IEC 18013-1, magnetic stripe and optical memorfy
hine-readable technologies are no longer supported by this document;

vehicle categories\in respect of which driving licence may be issued have been updated tp
rporate the contemplated amendments to the UN Conventions;

FestrictionS>which may be applicable to a driving licence have been updated.

b1l partsin the ISO/IEC 18013 series can be found on the ISO website.
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|back or questions on this document should be directed to the user’s national standards body.

e [Isting of these bodies can be round at WWWw.ISso.0rg/members.ntmi.
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Introduction

ISO/IEC 18013 (all parts) establishes guidelines for the design format and data content of

an ISO-

compliant driving licence (IDL) with regard to human-readable features (ISO/IEC 18013-1), ISO
machine-readable technologies (ISO/IEC 18013-2), and access control, authentication and integrity

validation (ISO/IEC 18013-3). It creates a common basis for international use and mutual rec

ognition

of the IDL without impeding individual countries/states in applying their privacy rules and national/

community/regional motor vehicle authorities in taking care of their specific needs.

This document prescribes requirements for the implementation of machine-readable technolo
DL.

]

(ne of the functions of an IDL is to facilitate international interchange. Storing IDL data“in a 1
readable form supports this function by speeding up data input and eliminating tranScriptio1
(Jonsequently, the automation and productivity of traffic law enforcement and“other traffj
drocesses can be improved.
1
f
d
(o

his document allows issuing authorities to customise machine-readable data for domestic ug
fom international interchange, the use of an IDL as a domestic driving licence thus proy
omestic standardisation and creates a domestic infrastructure capable of processing IDLs i3
ther issuing authorities.

Hrovision is made for issuing authorities to validate the authenticity and integrity of the m4
and optional data. In addition, the option of protecting a¢cess to optional data (beyond basi
Hrotection) is provided for. The exact mechanism used to‘dchieve such protection (e.g. encrypt
dr additional access control) is specified in ISO/IEC 18013-3.
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INTERNATIONAL STANDARD ISO/IEC 18013-2:2020(E)

Personal identification — ISO-compliant driving licenc

Part 2:
Machine-readable technologies

e_

1 Scope

The purpose of storing IDL data on machine-readable media on the IDL is to:

- increase productivity (of data and IDL use),

- facilitate electronic data exchange, and

— assist in authenticity and integrity validation.
This document thus specifies the following:

-+ mandatory and optional machine-readable data;

- the logical data structure;

- encoding rules for the machine-readable technologies currently supported.

0 prevent unauthorised access to the data contaitiéd on a contactless IC (e.g. by eavesdropp
rivacy of the licence holder is protected via basic access protection requiring a human-reada
r machine-readable key/password on the IDL to access the data on the PIC (via protected
ommunication). The implementation details of this function are defined in ISO/IEC 18013-3.

Q0O ™

Normative references

[ NS

The following documents are.referred to in the text in such a way that some or all of their
onstitutes requirements of'this document. For dated references, only the edition cited app
undated references, the latest edition of the referenced document (including any amendments)

Q

(]

50 3166-1, Codes forthe'representation of names of countries and their subdivisions — Part 1: Coun

et

50/1EC 5218, Information technology — Codes for the representation of human sexes

]

50/1EC 7812~1, Identification cards — Identification of issuers — Part 1: Numbering system

ing), the
ble and/
channel

content
lies. For
applies.

Lry codes

Dimensions and location of the contacts

IFO/IECS7816-1, Identification cards — Integrated circuit cards — Part 1: Cards with contacts —|Physical
dharacteristics
ISO/TEC 7816-2, Identification cards — Integrated circuit cards — Part 2 cards with contacts —

ISO/IEC 7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contacts — Electrical

interface and transmission protocols

ISO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization, security and

commands for interchange

ISO/IEC 7816-5, Identification cards — Integrated circuit cards — Part 5: Registration of application

providers

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=e01b4ca0252ec72a87cccf6a98bccce0

ISO/IEC 18013-2:2020(E)

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 7816-11:2017, Identification cards — Integrated circuit cards — Part 11: Personal verification
through biometric methods

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) — Part 1

ISO/IEC 8859-1, Information technology — 8-bit single-byte coded graphic character sets — Part 1: Latin
alphabefNo:- T

ISO/IEC|10918-1, Information technology — Digital compression and coding of continuous-tofe,"stifl
images: Requirements and guidelines — Part 1

ISO/IEC|14443-1, Cards and security devices for personal identification — Contactless proximity objects —
Part 1: Bhysical characteristics

ISO/IEC|14443-2, Identification cards — Contactless integrated circuit(s) cards + ,Proximity cards
Part 2: Radio frequency power and signal interface

ISO/1EC|14443-3, Cards and security devices for personal identification — Contactless proximity objects -
Part 3: Ipitialization and anticollision

ISO/IEC|14443-4, Cards and security devices for personal identificatiofn<— Contactless proximity objects -
Part 4: Transmission protocol

ISO/IEC[15444-1, Information technology — JPEG 2000 image_coding system: Core coding system

ISO/IEC|15948, Information technology — Computer graphics and image processing — Portable Networfk
Graphicq (PNG): Functional specification

[SO/IEC[18013 (all parts), Information technology —Personal identification — ISO-compliant driving licend

[

[SO/IEC|19785-1:2015, Information technology ~— Common Biometric Exchange Formats Framework
Part 1: Data element specification

ISO/IEC|19785-3:2015, Information technology — Common Biometric Exchange Formats Framework -
Part 3: Hatron format specifications

ISO/IEC|19794-2:2005, Informatien technology — Biometric data interchange formats — Part 2: Finge
minutia¢ data

=

ISO/IEC[19794-3:2006Information technology — Biometric data interchange formats — Part 3: Fingd
pattern spectral data

=

ISO/IEC|19794-4:2005, Information technology — Biometric data interchange formats — Part 4: Finge
image dqta

S

ISO/IEC|19794-5:2005, Information technology — Biometric data interchange formats — Part 5: Fade
image data

ISO/IEC 19794-6:2005, Information technology — Biometric data interchange formats — Part 6: Iris
image data

IEC 61966-2-1, Multimedia systems and equipment — Colour measurement and management — Part 2-1:
Colour management — Default RGB colour space — sRGB

IAFIS-IC-0110(v3), WSQ Gray-scale Fingerprint Image Compression Specification, Federal Bureau of
Investigation, Criminal Justice Information Services Division (1997)

ICAO Doc 9303, Machine Readable Travel Documents, Seventh Edition 2015
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3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 18013-1
following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addr

— IS0 Online hrnurcing p]nffnrm- available at httns: //uwrwrwriso org /ohn

IEC Electropedia: available at http://www.electropedia.org/

1.1
asic access protection
AP
rotection method requiring a human-readable and/or machine-readable key/password on th
ccess the data on the secure IC via protected-channel communication

1.2

inary coded decimal

CD

inary coding of a sequence of integers using 4 bits for each integer (where the bit weights a
nd encoding two integers per byte, and where a 0 digit is appended to the left of an integer s
ontaining an uneven number of digits before encoding

(@)

=z

ote 1 to entry: Only unsigned BCD is used in this document:

ote 2 to entry: For purposes of this document, the(définition of numeric characters in ISO/IEC 18
brms of ISO/IEC 8859-1 is deemed to be for identification purposes of the numeric characters only, and
ertain to the manner in which numeric characters-have to be encoded. Encoding rules are explicitly sp
his document.

oD o =

I

XAMPLE See Table 1.

Table 1 — BCD examples

f'&\ Integer BCD
5 00000101
20 0010 0000
387 00000011 10000111

020(E)

and the

esses:

e IDL to

e 8421)
equence

013-1 in
does not
pcified in

iometric

3.1.3

hiometric data block

BDB

hlock of data with a defined format that contains one or more biometric samples or b
templates (3.1.5)

3.1.4

biometric information record

BIR

BioAPI Consortium Patron Format biometric record header

© ISO/IEC 2020 - All rights reserved
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3.1.5

biometric template

biometr

ic sample (i.e. information obtained from a biometric device, either directly or after further

processing) or combination of biometric samples that is suitable for storage as a reference for future
comparison

Note 1 to entry: This definition is an expansion of a definition in ISO/IEC 19785-1:2015.

3.1.6
card ho

person ysing an IDL, who is not necessarily the legitimate licence holder

3.1.7
commo
CBEFF

file format that promotes interoperability of biometric-based applications and systems-hy-specifying

standar

create the header part of a CBEFF-compliant BIR

Note 1 tgentry: This definition is based on descriptive language in [SO/IEC 19785-1:2015"

3.1.8

compadft encoding

encodin

typically applicable to 2D bar code symbologies, RFID (3.1.13) and limited memory-capacity ICs (PI(s

and ICs

Note 1 t

Selectivel reading is not possible and the read device reads_alldata at the same time, where after the data
parsed. Ysing this method for machine-readable technologies-with large memory capacity is not recommended

asitcan

Note 2 t
with con
reserved

3.1.9

data group

DG
collectid

3.1.10
delimit
D
charactg

3.1.10.1

data grtup delimiter

multipli

lder

h biometric exchange file format

[Y)

[l structure for a BIR (3.1.4) and a set of abstract data elements and values thatcan be used tp

b method when the memory capacity available for the IDL<application does not exceed 5 kB,

vith contacts)

b entry: Compact encoding generates one constructed_data object containing all data groups (3.1.9).

w

result in prolonged reading time.

entry: Compact encoding may also be used where the total memory capacity exceeds 5 kB (e.g. 10
facts and PICs) but where the capacity ayailable to the IDL application is limited due to capacity bein|
for other applications.

e w»n

n of related data elements

28

r used to separate data elements in a machine-readable data stream

n_n

ation sign "x

Note 1 to entry: Character D7 of ISO/IEC 8859-1.

3.1.10.2

field delimiter

division

n,n

sign "+

Note 1 to entry: Character F7 of ISO/IEC 8859-1.
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3.1.10.3
sub-field delimiter
sub-delimiter

“.n

semicolon
Note 1 to entry: Character 3B of ISO/IEC 8859-1.

3.1.10.4
end of file delimiter
pilcrow “I”

Note 1 to entry: Character B6 of ISO/IEC 8859-1.

3111

digital signature

data appended to, or cryptographic transformation of, a data string that proyes, the origin
integrity of the data string and protects against forgery, e.g. by the recipient ofcthe data string

L)

1.12
iandard encoding

coding method when the memory capacity available for the IDL application exceeds 5 kB, 1
plicable to ICs (PICs and ICs with contacts)

3.1.13

radio-frequency identification

RFID

IFO/IEC 14443-compliant IC designed primarily for datastorage

3.2 Abbreviated terms

OF dedicated file

HF elementary file

K fixed length field

IC integrated circuit

ICC integrated circuitcard

IYDS logical datasstructure

NF masterfile

HIC proximity integrated circuit

HICC proximity integrated circuit card

szgriakhla 1oy

VarTaoTCTICTTg

4 Conformance

and the

ypically

A driving licence is in conformance with this document if it meets all mandatory requirements specified
directly or by reference herein. Compliance with ISO/IEC 18013-1 is not required for compliance with
this document, except for those parts of ISO/IEC 18013-1 directly referenced in this document outside
of Clause 3. Conversely, the incorporation of a machine-readable technology which is not compliant with

this document does not necessarily render the IDL non-compliant with ISO/IEC 18013-1.
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5 Machine-readable functionality of IDLs

5.1 Overview

The subclauses that follow specify the functions (mandatory and optional) to be supported by any
machine-readable data elements used on an IDL. The optional domestic data elements incorporated at
the discretion of an issuing authority may support additional functions than those specified below.

5.2 General principles

The use|of machine-readable functionality in IDLs is optional. If used, all the data elements identifie
in ISO/IEC 18013-1 as mandatory for international interchange, except for the signature and qortrajt
of the ljcence holder, shall be included in the machine-readable data. The machine-readable da
elementp may also include any other data/information that appears visually on the IDLf(such as t
identifidation of the issuing country), as well as additional data elements not reflected wisually on t
IDL. No machine-readable data/information shall conflict with the human-readable;data/information.
Machind-readable data elements shall, except for optional domestic data (see 8.9),have the exact sa
meaning as the human-readable data elements on the IDL.

(i

NOTE A conflict between human-readable data elements and machine-readable data elements can cas
suspicionp upon the licence holder.

Rewriting, updating and appending functions may be supported to the extent allowed by the technologly
(or techhologies) used. If implemented, such functions shall comply)with the principles set out herein.
Security] options are established to support authenticity and integrity of machine-readable data.

It shall pe possible to read mandatory data without restriction (with the exception of basic acceq
protectipn in the case of a PIC IDL). Optional data may“be protected, in which case the protectio
mechanjsm (and associated parameters) shall be .noted or referenced. The various protectio
mechan]sms are specified in ISO/IEC 18013-3. TheZoptional domestic data may be protected in anl
manner without restriction.

< = B W0

Changed to machine-readable data elementsby the issuing authority are allowed only to data-elements
that do not appear in human-readable formrat on the IDL. Issuing authorities shall uniquely identif]
each ney version (see 8.4) of optional mdchine-readable data (typically after changing the originall

recordeql optional data). Issuing autherities shall issue a new IDL when changes to machine—readab]lz
data elefnents will lead to inconsistencies with human-readable data elements on the IDL.

<

5.3 Mpandatory functions

5.3.1 [General

Maching-readable data elements included on an IDL shall support/enable the functions described in thee
followil\E subclauses.

5.3.2 rivilege to drive at time of licensing

Using the IDL to determine (from machine-readable data elements) the driving privileges [and
associated restrictions, conditions and validity period(s)] granted to the licence holder by the issuing
authority identified on the IDL. It is recognized that this information does not confirm that the issuing
authority presently (i.e. at the time when the machine-readable data on an IDL is read by an entity
trying to establish a licence holder's driving privileges) considers the licence holder's driving privileges
to be valid.

5.3.3 Reference to driving privilege database

Using the machine-readable data elements (such as the licence number) on the IDL to reference records
of driving privileges maintained by the issuing authority.

6 © ISO/IEC 2020 - All rights reserved
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5.3.4 Age verification

Using the machine-readable data elements on the IDL to assure that the licence holder meets various
age thresholds for certain products and services, including driving privileges (in the case where the age
threshold to drive a particular category of vehicle domestically in the issuing country is lower than the
age permitted internationally).

5.4 Optional functions

5.4.1 Identity verification

—

sing the machine-readable data elements on the IDL to confirm, by way of a visual comparis¢n of the
fdortrait image, that the card holder is the licence holder.

§.4.2 Biographical data verification

—

sing the machine-readable data elements on the IDL to confirm, by way-of visual inspectign of the
iographical data printed on the portrait side of the card, that such datafiayé not been altered.

jow

3.4.3 Evidence of residence

bility to use the IDL as evidence that the licence holder resided @t a specific location at the tim¢ the IDL
Uas issued. It is recognized that this information does not genfirm that the issuing authority presently
onsiders the licence holder's residential information to bgcorrect.

Q < o

4.4 Biometric authentication

[&x ]

bility to use a machine-readable biometric template or templates on the IDL to determine whather the
ard holder is the licence holder by means.of 2 machine-assisted biometric verification procgss (i.e. a
ne-to-one match).

o o N

[&x ]

4.5 Reciprocity of driving privileges

Y

bility for a country other than“the issuing country to use the machine-readable data elements on
he IDL to establish whether aumutual recognition agreement (or agreements) exists with the issuing
authority.

—

3.4.6 Document authentication and validation

bility to reference’items on or qualities about the IDL to verify the document is authentic (i.e. produced
y the issuing authority reflected both in the human- and machine-readable data) and that no data has
een alteredsince issuing.

joull oulley

6 Machine-readable technologies supported

Technologies suitable for both compact encoding and standard encoding are supported.
For compact encoding, a typical minimum capacity of 300 usable bytes is required.

Given the minimum data capacity needed to support the mandatory data requirements, the IDL may
contain any or a combination of the following machine-readable technologies:

— RFID — Compact encoding, specified in Annex B.
— Two-dimensional bar code — Compact encoding, specified in Annex B.
— IC with contacts — Standard encoding, specified in Annex C (failing which, compact encoding only

if limited memory capacity is available for the IDL application, specified in Annex B).

© ISO/IEC 2020 - All rights reserved 7
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— PIC

— Standard encoding, specified in Annex C (failing which, compact encoding only if limited

memory capacity is available for the IDL application, specified in Annex B).

7 Organization of data

7.1 Overview

Datais organized into fourteen data groups, of which each contains data pertaining to a similar function.

One dat" gronn ic yaandot ey o d b Adlhare e Aol N doto g 1o vacnrund o £ 00 1o
g oupP IS tator y Rttt otntrSare- o ptiotar— ot tara- g rotpISTresServearor—Tatatre-use:

NOTE
machine

7.2 M

Mandatgry data is comprised of the minimum set of data elements required™for internationg

intercha

7.3 0

Optiona
details
(DG 6),
non-mat

is also npade for another as yet undefined biometric template (DG 9), and an additional group reserve

for futui

8 Dat

8.1 Conceptualisation

Details
structuy

Whether or not each group (or individual data element) can be accessed individually depends-onth
readable technology used.

[¢)

andatory data

—_—

nge (as defined in ISO/IEC 18013-1), with the exception of the signature and portrait.

btional data

data is organized into the following groups — licence holder details (DG 2), issuing authorit]
DG 3), portrait image (DG 4), signature/usual mark image (DG 5), facial biometric templat
fingerprint biometric template (DG 7), iris biometric template (DG 8), domestic data (DG 11
ch alert (DG 12), active authentication (DG 13) and exterided access control (DG 14). Provisio

s D <<

2=

e use (DG 10).

a structure

bf the data structure vary depending upon the storage technology(s) used. Conceptually thie
e can be visualized as depicted in Figure 1.
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Structure level
data

Optional licence holder details - Data Group 2

Mandatory text data elements -
Data Group 1

Optional issuing authority details - Data Group 3

Optional portrait image of licence holder - Data Group 4

Optional signature/usual mark image - Data Group 5

Optional facial biometric template - Data Group6

Optional finger biometric template - Bata Group 7

Optional iris biometric template~ Data Group 8

Optional other bjemétric template - Data Group 9

Reserved forfuture use - Data Group 10

Optional domestic data - Data Group 11

Non-match alert - Data Group 12

Active authentication - Data Group 13

Extended access control - Data Group 14

Document security object - SOD

=z

OTE This/is"only a graphical representation. The actual data mapping for each of the machinejreadable
bchnologies isspecified in the annexes.

ot

Figure 1 — Conceptual data structure

Data groups 12 to 14 and the document security object are applicable specifically to access control,
authentication and integrity validation and are thus specified in ISO/IEC 18013-3.

8.2 Data Group 1: mandatory text data elements

Data Group 1 consists of nine mandatory elements — demographic data and endorsement/restriction
information. See Table 2.
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Table 2 — Data Group 1, mandatory text data elements

Name Fixed or Field Example
variable | format/length/type p
Family name Vv 36AS Smithe-Williams
Given? names Vv 36AS Alexander George Thomas
Date of birth (yyyymmdd) F 8N 19700301
Date of issue (same format as
Date of Birth) F 8N 20020915
Date of gxpiry (same format
as Date ¢f Birth) F 8N 20070930
Issuing ¢ountry
(shall bgin accordance with F 3A JPN
ISO 3166-1)
. . HOKKAIDO PREFECTURAE PUBLIC
Issuing quthority \ 65ANS SAFETY COMMISSION
Licence humber \ 25AN A290654395164273X
Categorfes of vehicles/
restrictions/conditions ADNS
(shall comply with the field \ (also specified in C1;20000315;20100314;93;<=;8000
assembly rules specified in Annex A)
Annex Al
NOTE 1 | Note the difference between the issuing country code specifieddn ISO 3166-1, and the issuing country cod¢
appearing in Zone [ of an IDL as specified in ISO/IEC 18013-1:2018, Annex E:
NOTE 2 Field format/length/type refers to status before encoding.
a  No titles and/or suffixes shall be included.

The ass

Encodinfg specifics vary slightly depending upon the technology mapping employed and is specified i

Annexes
general

[cat
[res

NOTE
reading

8.3 Data Group 2: optional licence holder details

Data G
informa

embly of the categories of vehicles/restrictions/conditions field shall comply with Annex A.

n
| B and C in accordance with the machine/readable medium included on the card. The followinlg
format (repeated as necessary) is adhered to:

boory] ; [issue date] ; [expiry date] ; [restriction/condition code] ; [restriction/condition sign]|;
triction/condition value]

Spaces (periods) have(been inserted before and after the sub-field delimiter above for ease ¢f
nly.

D

oup 2 consists of seven optional data elements that provide supplemental descriptiy
Lion. Any or'all data elements may be present for a particular implementation. See Table 3.

10
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Table 3 — Data Group 2, optional licence holder details

Name Fixed or Field Example
variable format/length/type p

Gender (shall be in accordance _ _

with ISO/IEC 5218) F 1IN 1 (Male =1, Female = 2)

Height (cm) F 3N 172

Weight (kg) F 3N 082

Eye colour? F 3A BLU

Hair colour? F 3A BAL

Place of birth \4 35ADNS¢ Frozen Foot;Minnesota;UUSA
471 Monica Road;201 Delta

Permanent place of residence \4 113ADNSd Building;Lynnwoad;Gauteng;0[L86;-
South Africa

NOTE 1 ISO/IEC 18013-1 allows non-metric units to be used for the height and weight values that may appear |n Zone II
fan IDL.

NOTE 2 Field format/length/type refers to status before encoding.

Eye colour options are BLK = Black, BLU = Blue, BRO = Brown, DIC = Dichromatic, GRY = Grey, GRN = Green, HAY. = Hazel,
MAR = Maroon, PNK = Pink, UNK = Unknown

Hair colour options are BAL = Bald, BLK = Black, BLN = Blond, BRO-= Brown, GRY = Grey, RED = Red/Auburn,
DY = Sandy, WHI = White, UNK = Unknown

Three fields delimited by the sub-field delimiter — City; State/Prowince or District; Country. Addresses that ¢annot be
xpressed in the defined character set shall be transliterated.

Six fields delimited by the sub-field delimiter — Street address line 1 (e.g. street name and number); Streef address
line 2 (e.g. apartment number); City; State/Province or District; Postal Code; Country. Addresses that cannot be gxpressed
n the defined character set shall be transliterated.

8.4 Data Group 3: optional issuing authority details

=

ata Group 3 consists of four optional data elements that can provide additional details about the IDL or
ssuing authority. None or all data eléments need to be present for a given implementation. See|Table 4.

—

Table 4 <+ Data Group 3, optional issuing authority details

Name C)U ) Fixed or Field Example
A\ . variable format/length/type p

Administrative numbBexs \% 25ANS 123456789B
Document discrimihator?a F 2N 01

Data discrimifator? F 2N 01

SO issuerIDtmumberc

shall be-in*accordance with ISO/ F 8N 63600000

EC 7872-1)

NOFE “Field format/length/type refers to status before encoding.

a2 Number assigned by the issuing authority to differentiate between additional licences (documents) or duplicate
documents issued bearing the same licence number as the original, that is 01 for the original licence, 02 for the first
duplicate, 03 for the second duplicate and nn for the (nn-1)th duplicate.

b Number assigned by the issuing authority to differentiate between machine-readable data sets on the same physical
document where updates have been made to machine-readable data, that is 01 for the original data set, 02 for the first
update, 03 for the second update and nn for the (nn-1)th update. The data discriminator is mandatory when any change is
made to the machine-readable data (see 5.2).

¢ ISO number assigned to issuing country or licensing authority, as the case may be.
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8.5 Data Group 4: optional portrait image

Data Group 4 is comprised of one or more portrait images of the licence holder. The portrait images
shall comply with Annex D. An image visually similar to the image printed on the portrait side of the
IDL shall be included. See Table 5.

Table 5 — Data Group 4, optional portrait image

Fixed or q
Name variahle Field format/length/type
Portraitjimage F 14N
i a
timestatap yyyymmddhhmmss where yyyy=year, mm=month, dd=day, hh=hour
mm-=minute, ss=second
If hour, minute, and second are not available, 00 shall be used for.each value.
Type of image F 1N
3 =]JPEG; 4 = JPEG2000
Portraitlimage \Y JPEG shall be in accordance with ISO/IEC 10918-1, JPEG-2000 shall be in
accordance with ISO/IEC 15444-1, as specified imAnhex D.
NOTE 1 |Issuing authorities may include a portrait image in a facial biometric data bloek-in lieu of including such image if
DG 4 (in gtandard encoding). Consequently, card-reading applications should test for thépresence of a portrait image in DG 6.
NOTE 2 [mage length may be specified by the encoding scheme.
NOTE 3 Field format/length/type refers to status before encoding.
a  Usedlto date the appearance of the licence holder (as reflected on the portrait image). The timestamp reflects the dat¢
and timelthe picture was taken (which is not necessarily the same as the'time and date that the physical image data file wa$
created).|Mandatory if more than one portrait image is included.

8.6 Data Group 5: optional signature/usual ghark image

Data Grqup 5 specifies encoding of the licence holder’s signature or usual mark (as specified in Annex D).
Since it {s an image, signatures or usual marks.using non-Latin characters are possible. See Table 6.
Table 6 — Data Group-5, optional signature/usual mark image
Fixe ) .
Name varia Field format/length/type
Type of mage F 1IN
3 =]PEG; 4 = JPEG2000; 5 = PNG
Image of signature JPEG shall be in accordance with ISO/IEC 10918-1, JPEG-2000 shall
or mark \% be in accordance with ISO/IEC 15444-1, PNG shall be in accordance
with ISO/IEC 15948, as specified in Annex D.
NOTE 1 [mageléngth can be specified by the encoding scheme.
NOTE 2 Fieldformat/length/type refers to status before encoding.

8.7 Data groups 6, 7, 8 and 9: optional facial, fingerprint, iris and other biometric
templates

Any biometric template is encoded based on the "ISO/IEC]TC 1/SC 37 TLV-encoded patron format, for use
with smartcards or other tokens" patron format, which shall be as specified in ISO/IEC 19785-3:2015,
Clause 11, specifically the off-card matching implementation specified in ISO/IEC 19785-3:2015, 11.2,

asS amen

ded in Table 7. This format uses the CBEFF structure.

Multiple biometric templates may be stored. If more than one is stored, the most recent biometric shall

be ident

12

ified as such by supplying the BDB creation date and time.
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Use of the CBEFF format to sign and/or encrypt individual BDBs falls outside the scope of this document.
Use of the access control and authentication features defined in ISO/IEC 18013-3 is preferred.

Table 7 — Data Group 6 to 9, optional biometric information

. Field format/
Name Ll s length/type Presence Example
variable gL/LYP p
encoding
Entry count \Y Binary Mandatory when |'01' for the first entry, '02' for
representation more-thanone the-second-entry-the-highest
BDB is present numbered entry béing the
most recent.
For each entry
. Field format/
Name Fixed or length/type Presence Example
variable stA/Lyp p
encoding
Patron header F 2 bytes, '01 01' Mandatory (if 0101

from December 15, 2

version absent, the defaudt
value applies)

Biometric type \ 1 to 3 bytes Optional Facial =02’
ISO/IEC 19785- Finger =08’
3:2015, Table 11.5 o

Iris ="10
shall apply

Biometric subtype F 1 byte Mandatory when |binary xx100101 for tfight

biometric subtype |hand thumb (given a piomet-
ISO/IEC 19785+ ; . ; o
3:2015, Table@1.6 ifoiiplé‘é?fti’iedlggt ric type of'08')
shall apply* BDB p binary xx100010 for left eye
(given a biometric tyge of '10")

Biometric data creation F 14BCD Mandatory when |'20 03 12 15 17 35 30|,

date and time more than one representing Decembgr 15,

(yyyymmddhhmmss)?2 BDB is present 2003, 5:35:30 PM. Usipng BCD

representation this iscoded
using 7 bytes.

BIR creator Vv Encoded ANS Optional Hokkaido Prefectural Public
shall be in accord- Safety Commission (Hefore
ance with ISO/ encoding)

IEC 8859-1
BDB validity perigd F 16BCD Optional '2003 12 1520 08 12|14/,
(yyyymmddyysyymmdd)b representing a validitly period

03 to

December 14, 2008. Using

BCD representation t

coded using 8 bytes.

his is

IWOTE Field format/length/type refers to status after encoding.

a “_If hour, minute, second are not available, 00 shall be used for each value.

before).

b Two concatenated dates where the first date is the "from date" (not after), and the second date is the "to date" (not

© ISO/IEC 2020 - All rights reserved
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Table 7 (continued)

Name

Fixed or
variable

Field format/
length/type
encoding

Presence

Example

For each entry

BDB product owner,
product type

4 bytes (a con-
catenation of two
16 bit positive
integers of value 1

Optional

'00 01 00 82'

to 65 535)

ISO/IEC 19785-
1:2015, 6.5.12
and 6.5.13 and
ISO/IEC 19785-
3:2015, Table 11.4
shall apply

BDB flormat owner

2 byte non-neg-
ative integer of
value 1 to 65 535

ISO/IEC 19785-
1:2015, 6.5.1
shall apply

Mandatory

'01 01 for ISO/IEC]TC 1/
SC 37<Biometrics

BDB format type

2 byte non-neg-
ative integer of
value 1 to 65 535

ISO/IEC 19785-
1:2015, 6.5.2
shall apply

Mandatony

'00 09' for ISO/IECJTC 1/
SC37's
iris image format

BIR ifjdex (unique identi-
fier uped to reference the
biomé¢tric data setin an
appli¢ation context out-
side the IDL)

Free format

Optional

Recld_1952686A67

Biometric data block

Format and encod-
ing as specified by
BDB format owner
and type.

Mandatory

Finger minutia record as
specified in ISO/IEC 19794-
2:2005, Clause 7

BIR ppyload

ISO/IEC 19785-
1:2015, 6.5.22
shall apply

Optional

Arbitrary domestic data

NO

a

b

TE Fipld format/length/type refers to status after encoding.

If hoyr, minutepsecond are not available, 00 shall be used for each value.

Two fongatenated dates where the first date is the "from date" (not after), and the second date is the "to date" (no
before).

ot

8.8 Data Group 10: reserved for future use

Data Group 10 is reserved for future use.

8.9 Data Group 11: optional domestic data

Since Data Group 11 is dedicated for domestic (or regional) use, the contents shall be defined by the
issuing authority (or supranational entity) consistent with the structure, format and principles
embodied in the definition of the other data groups.
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9 Application identifiers

All applications specified in this document (including other parts of the ISO/IEC 18013 series) are
identified by a seven byte Application Identifier (AID). The AID consists of a five byte Registered

Application Identifier (RID) and a two byte Proprietary Application Identifier Extension (PIX).
The RID for the International Interchange Driving Licence Application is ‘A0 00 00 02 48’.

NOTE1 The RID was assigned by ISO/IEC JTC 1/SC 17/WG 5 in accordance with ISO/IEC 7816-5.

NOTEZ Fairs or single apostrophes are used to Indicate hexadecimadl notation and dre not encoded.

The PIX for each of the applications involved is shown in Table 8.

Table 8 — Proprietary Application Identifier Extensions

Application ‘ Q\Q PIX
fppplication 1: Compact encoding (all technologies excluding ICs) '01 00
Application 2: Standard encoding for ICs '02 00’
Application 3: Compact encoding for ICs '03 00’

—n e+ —

br such applications.

© ISO/IEC 2020 - All rights reserved

bsuing authorities may add additional applications to the IDL, Issuing authorities may either use
he range of PIXs allocated for this purpose (‘05 00' to '05 FF') or obtain separate RIDs from the
egistration Management Group of SC 17/WGS5 according tothe procedures defined in ISO/IEC 7816-5
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Al G

This an

as defined in Table 2. The assembly rules include coding systems for vehicle categories (as define

in 1SO/I
languag

A.2 S¢ope

Annex A
(normative)

Assembly rules for categories of vehicles/restrictions/
conditions field

bneral

hex contains the assembly rules for the categories of vehicles/restrictions/conditions fiel

[eFpen

F.C 18013-1) and vehicle and driver restrictions and conditions. The use of-codes facilitate
b-independent implementation.

[72)

restricti
(machin|

In additEn to specifying the logical record format for the electronic storage of the categories of vehicleg

— any

— sup

Annex B;

— veh
— driv

The abo
optional

— veh

— driv

ns/conditions field, this annex also defines the codes necessary for international interchang
-readable data corresponds to human-readable data) in respect of the following:

D

vehicle subcategory defined in accordance with ISO/IE€-18013-1:2018, Annex B;

blementation of defined vehicle subcategories iy accordance with ISO/IEC 18013-1:2018,

cle restriction definitions in ISO/IEC 18013-1:2018, Annex B;
er restriction definitions in ISO/IEC 18013-1:2018, Annex B.

ye-mentioned definitions may beexpanded upon for domestic purposes by adding the followinig
restrictions in Data Group 11:

cle restrictions in additiofn to the mandatory definitions in ISO/IEC 18013-1:2018, Annex B;

er restrictions in additjoen to the mandatory definitions in ISO/IEC 18013-1:2018, Annex B.

A3 L

The catggories of vehicles/restrictions/conditions field consists of one or more instances of the categor
of vehicle/restriction/condition data object. The category of vehicle/restriction/condition data object i
assembled as'‘iltustrated in Figure A.1.

gical record format

n <<

16
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Vehicle (sub) category code (for example A, A1, B, B1, C, D1, BE,
DE, D1E, or ALL)

Date of issue per (sub) category (YYYYMMDD)

r Date of expiry per (sub) category (YYYYMMDD)

v

Vehicle Date of Date of Code Sign Value
category issue expiry
code

Subcategory supplementation/restriction 4T

code on vehicles and/or driver

-+

Figure A.1 — Structure of the category of vehicle/restrictien/condition data objed

wul

ach data block in Figure A.1 is separated by a sub-field delimiter;\Each instance of a vehicle category is
bllowed by 5 data fields.

-

OTE The number of sub-fields in the categories of vehicles/restrictions/conditions field thus alyvays will
e a multiple of 6.

lonllls~d

he category of vehicle/restriction/condition datd<ebject is repeated as necessary to explaih all the
ategories of vehicles/restrictions/conditions applicable to the licence holder. The manner in which
hultiple instances of the category of vehicle/restriction/condition data object is encoded is dpecified
h the corresponding specification for compact encoding or standards encoding in Annex B or |Annex C
espectively.

Tl el = T e W

v w]

or encoding purposes, the formatting of the fields comprising the categories of vehicles/restrictions/
onditions field is defined in Table A.1.

Q

Table A.1 — Field formatting

Fiel({ OV Fixed or variable Fiel;lbfgfrorlr‘l:z/; E(I)lcghtllllé ;ype
Vehicle category code \ AN
Date of issue F 8N
Date of expiry F 8N
Code \Y ANS
pign \% S
Valite A4 ANS

When a category of vehicle/restriction/condition data object is encoded (e.g. in accordance with
Annex C), each field making up the data object shall be encoded individually as specified in the
corresponding specification defined in Annex B or Annex C).

EXAMPLE For compact encoding (as specified in Annex B), the various fields (and the delimiters) will be
encoded as shown in Table A.2.

Table A.2 — Field formatting

Field Encoding method
Vehicle category code As per ISO/IEC 8859-1
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A.4 Codes

A4.1
The cod

Each codle is of the format nn or Snn where “n” is a numeric.

Table A.2 (continued)

Field Encoding method
Date of issue BCD
Date of expiry BCD
Code As per ISO/IEC 8859-1
Sign As per ISO/IEC 8859-1
Value As per ISO/IEC 8859-1
Delimiters Asper ISQ/IEC 8859.1

nternational interchange

s defined below in this clause shall be used for international interchange (in\DG 1).

“«_n

The codgs defined in this annex are used in the following manner:
— on ifs own, i.e. the code definition alone fully specifies the supplementation/restriction/conditiopn
applicable to the vehicle and/or driver;
— in apsociation with a sign (i.e. “<”, “=”, “>” or a valid combination thereof) and a value; the unit ip
whifh the value is expressed is included in either the definition of:
— [vehicle subcategory (i.e. cm3, kKW, kg or seats) as.défined in ISO/IEC 18013-1:2018, Annex B, o}
— |code description.
The grammar used in the code definition makes.it clear if the code can be read on its own, or if it has tp
be interpreted with additional information. The-'code can apply to either a driver (licence holder) or tp
a vehiclg, as applicable.
The codg descriptions are defined in Table A.3.
Table A.3 — Code descriptions
Code Dqslérﬁp’tion Code Description
01 Licence holder n€quires eye sight correction 502 The vehicle’s authorized passenger seats,
and/or protection excluding the driver’s seat, shall be
Licence helder requires prosthetic device for The vehicle’s cylinder capacity (cm3)
03 . S03
the limbs shall be
78 Licence holder res_trl.cted to vehicles with S04 The vehicle’s power (kW) shall be
adtomatic transmission
01 Fhe vehicle’s maximum authorized mass — Licence holder restricted to vehicles adapt:
(kg) shall be ed for physically disabled
EXAMPLE 1

The licence holder is authorised to drive category B vehicles, the licence category was issued
2003/MAY/31 and its expiry date is 2013/JUN/15. There are no restrictions.

18

B 20030531  |20130615  |Blank Blank Blank
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EXAMPLE 2

The licence holder is authorised to drive category CE vehicles, the licence category was issued
2003/MAY/31 and its expiry date is 2013/JUN/15. Driver requires eyesight correction
for this category of vehicle only and is restricted to vehicles with automatic transmission.

CE 20030531
CE Blank

20130615 78
Blank 01

Blank
Blank

Blank
Blank

EXAMPLE 3

The licence holder is authorised to drive category BE vehicles, the licence category was issued
2003/MAY/31 and its expiry date is 2013/JUN/15. Driver requires eyesight correction
when driving any category of vehicle and is restricted to vehicles with automatic transmission|

BE 20030531
ALL Blank

20130615 78
Blank 01

Blank
Blank

Blank
Blafik

HXAMPLE 4

The licence holder is authorised to drive category Al and C1 vehicles. Thelicence categories
were issued on 1990/N0V/23 and 2003/MAY/31 respectively. The expiry.date is 2013/JUN/15
for both categories. The driver requires eyesight correction for both¢categories, and the
following supplementation details and restrictions are applicable tg gach of the subcategories:

Category Al: Maximum cylinder capacity of 250 cm3

Category C1: Maximum authorized mass less than 8 000.kg, and restricted to vehicles with
automatic transmission

Since the eyesight correction is applicable to the driver rather than associated with a particular
category and to make it clear that the restrictionito automatic transmission is only applicable
to category C1, the information is rendered as.follows:

Al 19901123 20130615 S03 <= 250

C1 20030531 20130615 S01 < 8000
C1 Blank Blank 78 Blank Blank
ALL Blank Blank 01 Blank Blank

A.4.2 Domestic use

]

[ an issuing autherity wishes to expand on the codes for international interchange to r
darticular driving-privilege, it is recommended that the codes specified in this clause be us
xpanded codésdre applicable to domestic use only and hence limited to Data Group 11.

(o)

=z

OTE1 .SDepending on whether codes are used for law enforcement or driving licence administratior
he codes.n this clause have the potential to be interpreted as being in conflict with human-readable infq
The €larification of the domestic use of these codes is determined by each issuing authority.

ot

pstrict a
ed. Such

, some of
rmation.

i | - £l £ o 1 £ 1) 1.1 I - g1 In_- s 1L 1
dCII COUC IS5 O UIT T0NTIAat HIL XX WIITTC 1T dIIU - X dI'T ITUIIICTICS, dIIU . XX 15 OpPULIUIIAdI TOI COUCS
sub-codes or with non-mandatory sub-codes.

The codes defined in this annex can be used in the following manners:

applicable to the vehicle and/or driver;

«_n «u_n un

in association with a sign “S” (i.e. “<”, “=”, “>” or a valid combination thereof) and a value “V”;
in which the value is expressed is included in either the definition of:

without

on its own, i.e. the code definition alone fully specifies the supplementation/restriction/condition

the unit

— vehicle subcategory (i.e. cm3, kW, kg or seats) as defined in ISO/IEC 18013-1:2018, Annex B, or

© ISO/IEC 2020 - All rights reserved
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— code description.

The grammar used in the code definition makes it clear if the code can be read on its own, or if it has to
be interpreted with additional information. The code can apply to either a licence holder or to a vehicle,
as applicable.

The list that follows identifies the code description for each code identified. Codes in this clause may be
used in addition to the codes in A.4.1, but shall not be used in lieu of the codes in A.4.1.

EXAMPLE If code 72 is used (in Data Group 11), subcategory Al with the necessary supplementations
(S03 < 135 St4 =t shattatsobeused-{imr Bata Group 13-

| Code | Description | Code Description nQV |
01. Eyesight correction and/or protection 20.12 Measure to prevent obstruction or actuation of
(sub code use obligatory) brake pedal
01.01 Glasses 20.13 Knee operated brake
01.02 Contact lens(es) 20.14 Brake system operation suppoxtéd by external forc¢
01.05 Eye cover 25. Modified accelerator systeins
01.06 Glasses or contact lenses 25.01 Adapted accelerator pedal
01.07 Specific optical aid 25.03 Tilted accelerator pedal
02. Hearing aid/communication aid 25.04 Hand operatedaceelerator
03. Prosthesis/orthosis for the limbs 25.05 Knee operated-accelerator
03.01 Upper limb prosthesis/orthosis 25.06 Accelerdtor operation supported by external force
03.02 Lower limb prosthesis/orthosis 25.08 Accelerator pedal on the left
10. Modified transmission 25.09 Measure to prevent obstruction or actuation of
accelerator pedal
10.02 Automatic transmission 31. Pedal adaptions and pedal safeguards
10.04 Adapted transmission control device 3101 Extra set of parallel pedals
15. Modified clutch 31.02 Pedals at (or almost at) the same level
15.01 Adapted clutch pedal 31.03 Measure to prevent obstruction or actuation of
accelerator and brake pedals when pedals not
operated by foot
15.02 Hand operated clutch 31.04 Raised floor
15.03 Automatic clutch 32. Combined service brake and accelerator systems
15.04 Measure to prevent obstructjen or actuation of 32.01 Accelerator and service brake as combined system
clutch pedal operated by one hand
20. Modified braking systejns 32.02 Accelerator and service brake as combined system
operated by external force
20.01 Adapted brakepedal 33. Combined service brake, accelerator and steering
systems
20.03 Brake pédal'suitable for use by left foot 33.01 Accelerator, service brake and steering as combine
system operation by external force with one hand
20.04 Sliding brake pedal 35. Modified control layouts (Lights switches, wind-
screen wiper/washer, horn, direction indicators,
ct\..)
20.05 Tilted brake pedal 35.02 Control devices operable without releasing the
steering device
20.06 Hand operated brake 35.03 Control devices operable without releasing the
steering device with the left hand
20.07 Brake operation with maximum force of ... N 35.04 Control devices operable without releasing the
(for example: “20.07(300N)”) steering device with the right hand

NOTE 2 This force indicates the driver's capa-
bility for operating the system.

20.09 Adapted parking brake 35.05 Control devices operable without releasing the
steering device and the accelerator and braking
mechanisms
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Code Description Code Description |

40. Modified steering 44.09 Maximum operation force of front wheel
brake ... N (for example “44.09(140N)")

40.01 Steering with maximum operation force of ... N 44.10 Maximum operation force of rear wheel brake ... N

(for example “40.01(140N)") (for example “44.10(240N)")
NOTE 3 This force indicates the driver's capa- NOTE 4 This force indicates the driver's capability
bility for operating the system. for operating the system.

40.05 Adapted steering wheel (larger/thicker steer- 44.11 Adapted foot-rest

ing wheel cnrHr\n, reduced r]l'arnnh:v' nfr‘)

40.06 Adapted position of steering wheel 4412 Adapted hand grip

40.09 Foot-operated steering Letters used in combination with codes 01 to-44

for further specification:

40.11 Assistive device at steering wheel a: left

40.14 One hand/arm operated alternative adapted b: right

steering system
40.15 Two hand/arm operated alternative adapted ¢: hand
steering system

42. Modified rear/side view devices d: foot

42.01 Adapted device for rear view e: middle

42.03 Additional inside device permitting side view f: arm

42.05 Blind spot viewing device g: thumb

43. Driver seating position 45. Motorcycle with side-car only

43.01 Driver seat height for normal view and in 46. Tricycles only

normal distance from the steering wheel and
the pedals

43.02 Driver seat adapted to body shape 47. Restricted to vehicles of more than two wheels not
requiring balance by the driver for starting, stop-
ping and standing

43.03 Driver seat with lateral support for.good 50. Restricted to a specific vehicle/chassis nuber

stability (vehicle identification number, VIN)

43.04 Driver seat with armrest 61. Limited to daytime journeys (for example:{one hour
after sunrise and one hour before sunset)

43.06 Seat belt adaption 62. Limited to journeys within a radius of ...k from
holder's place of residence or only inside afcity/
region ...

43.07 Seat belt type wvith support for good stability ~ 63. Driving without passengers

14. Modificatiensto motorcycles 64. Limited to journeys with a speed not grepter
than ... km/h

144.01 Single operated brake 65. Driving authorised solely when accompanjed by a
holder of a driving licence of at least the equivalent
category

44.02 Adapted front wheel brake 66. Without trailer

44.03 Adapted rear wheel brake 67. No driving on motorways

4 04 Ar‘apfnﬂ acceleratar 68 No alcohol
44.08 Seat height allowing the driver, in sitting 69. Restricted to driving vehicles equipped with an

position, to have two feet on the surface at the
same time and balance the motorcycle during
stopping and standing

© ISO/IEC 2020 - All rights reserved
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| Code | Description | Code Description |
70. Exchange of licence No ... issued by ... (EU/UN  79.05 Restricted category A1 motorcycle with a power/
distinguishing sign in the case of a third coun- weight ratio above 0,1 kW/kg
try; for example “70.0123456789.NL")
71. Duplicate of licence No ... (EU/UN distinguish-  79.06 Restricted to category BE vehicle where the
ing sign in the case of a third country; for maximum authorised mass of the trailer exceeds
example 3500kg
“71.987654321.HR”)
73. Restricted to category B vehicles of the motor ~ 79.98 Restricted to tractors
quadricycle type (B1)
78. Restricted to vehicles with automatic transmis- 79.99 Restricted to industrial or agricultural equipment
sion
79. Restricted to vehicles which comply with the 80. Restricted to holders of a driving licenceforia cate-|
specifications indicated in brackets (...) gory A vehicle of the motor tricycle type net having
reached the age of 24 years
79.01 Restricted to two-wheel vehicles with or with- 81. Restricted to holders of a drivinglicence for a cat-
out side-car egory A vehicle of the two-whéelimotorcycle type
not having reached the ageof 21 years
79.02 Restricted to category AM vehicles of the three- 95. Driver holding CPC megetifig the obligation of
wheel or light quadricycle type professional aptitude-provided for by Directive
2003/59/EC until . (for example “95(01.01.12)")
79.03 Restricted to tricycles 96. Category B vehicles combined with a trailer with a
maximum authorised mass exceeding 750 kg wherg¢
the maxiniuin authorised mass of such combinatior]
exceeds '3 500 kg but does not exceed 4 250 kg
79.04 Restricted to tricycles combined with a trailer  97. Notauthorised to drive a category C1 vehicle which
having a maximum authorised mass not ex- fallswithin the scope of Council Regulation (EEC)
ceeding 750 kg No 3821/85
NOTE 5 Council Regulation (EEC) No 3821/85 of
20 December 1985 on recording equipment in road
transport (O] L 370, 31.12.1985, p. 8).
A.4.3 SPSupplementation/restriction/condition codes for domestic use
A.4.3.1 | Format of code

An issuing authority may add additienial domestic codes to the list in A.4.2. Such codes shall be of thie

format 1

A.4.3.2

The foll
authorit
omitted

“_n

Examples

nn where “n” is a numeric-and the smallest value of nnn is 100.

owing infornfative list contains examples of domestic codes defined by various issuing
ies. Codes duplicating the supplementation/restriction/condition specified in A.4.2 have beep

22
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Code | Description | Code Description
202 The vehicle’s number of gears shall be 607 Tractor mass > Trailer mass
350 The maximum authorised (pay) load mass 608 Full trailer
(kg) (excluding the unladen vehicle mass)
shall be
401 The vehicle’s authorized length (m) shall be 609 Semi-trailer
402 The vehicle’s authorized width (m) shall be 610 Camping trailer
403 The vehicle’s authorized height (m) shall be 701 No passenger
406 The vehicle’s authorized total number of 702 The vehicle’s authorized power to weight'rdtio (kW/
wheels shall be kg) shall be
1407 The vehicle’s authorized wheel base (m) 703 The vehicle’s authorized torque toweight ratio
shall be (Nm/kg) shall be
1408 The vehicle’s authorized vehicle tread length 704 With sidecar
(m) shall be
409 The vehicle’s authorized total number of axles 705 Without sidecar
shall be
01 The vehicle’s cylinder capacity (cm3) shallbe 706 The seat height)(m) shall be
02 Electrical propulsion 707 The handlebar height (m) shall be
04 The vehicle’s torque (Nm) shall be 708 Left hand operated brake
05 The vehicle’s engine speed (r/min) shall be 709 Right hand operated brake
06 The vehicle’s total number of cylinders shall be 711 Hand operated front/rear brakes
07 The vehicle’s total number of rotors shall be 801 Power steering
09 The vehicle’s turbo (super charger) boost pres- 806 Hand operated accelerator
sure (kPa) shall be
b01 No trailer (including light trailers of which the* 808 Modified side mirror
authorised mass does not exceed 750 kg)
02 The trailer’s authorized mass (kg) shall be 901 Business purposes only
03 The combined (Tractor + Trailer(sPJ-author- 902 Employment purposes only
ized mass (kg) of the vehicles shall be
04 The combined (Tractor + Trailer(s)) vehicle 903 The vehicle’s speed (mile/h) shall be
length (m) shall be
05 The authorized totalmumber of trailers shall be 999 There is (are) other restriction(s). Ask the Authority
06 Tractor mass = Trailer mass

© ISO/IEC 2020 - All rights reserved
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Annex B
(normative)

Compact encoding

B.1 General

T

This annex defines the compact encoding scheme when limited memory capacity is available for the ID
applicatjon (not exceeding 5 kB). This scheme requires the read device to read all data at the same time,
after which the data is then parsed.

For comjpact encoding, a typical minimum capacity of 300 usable bytes is requireds Typical media op
which c¢mpact encoding is implemented are:

— 2D bar codes,
— RFID, and
— PICq and ICs with contacts with limited capacity available for thé IDL application.

The limJted storage capacity means that the number of data groups is restricted, as is the data siz
of each.[The compact encoding scheme accordingly provides far Data Group 1, and optionally for anjy
combindtion of data groups 2, 3, 4, 7 and 11 subject to storage capacity availability.

D

The anngx also prescribes means of validating and authenticating the stored data.

B.2 Oyerview

The conlpact encoding method generates orie data string containing all data groups. This data string i
written o (and read from) storage media in the format provided for by each technology.

[72)

The compact encoding method differentiates between the following two types of data groups:

— Typk 1datagroup: Data grotips that contain only data of which the allowable characters are specified
in this document (i.e. data groups 1, 2 and 3).

— TypE 2 data group;.Data groups that include data of which the allowable characters are specified
by another standard (i.e. data groups 4 and 7), and which thus may include delimiters as part of the
field content.

Data Group 11%can be either a Type 1 or a Type 2 data group, depending on the information stored ip
this Data Group.

The encodmgof datamaTypetdata group s basedomra fixedsequence of possibte dataetenmemnts
in the data file. Each data field and data group (including optional and/or empty data fields and data
groups) is terminated by an "end of field" or "end of data group"” indicator. Data fields read sequentially
from the data file thus can be assigned the appropriate data field name. This encoding method does not
require each field to be identified individually with a tag in the data file, nor does it require the length
of any field to be included in the data file.

The parsing rules for a Type 2 data group do not depend on delimiters to identify the data fields.
Sufficient information is supplied in the data to calculate the position of the first and last bytes of each
data field in the data stream.
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B.3 Character set encoding

Unless otherwise specified, data objects are encoded as indicated in Table B.1.

Table B.1 — Encoding rules

020(E)

Object Encoding
Data fields of which the abstract values are defined as consisting of only N characters |BCD
Data fields of which the abstract values are defined as containing ISO/IEC 8859-1 shall
although not necessarily exclusively) any A or S characters apply
Delimiters ISO/IEC 8859-1 phall
apply
Data object length ASN.1

NOTE A field that is defined in this document as containing (amongst others) A and/or S characters.will always b4
sing ISO/IEC 8859-1, even if an issuing authority's implementation of the same field is limitedte N characters.

encoded

==

0.4 Structure

B.4.1 Data file
The structure of a data file created using compact encoding can'be represented as follows:

[header] x [Data Group 1] x [Data Group 2] x [Data Group 3] x [Data Group 4] x [Data Gr
[Data Group 11]9

he header and Data Group 1 are mandatory; allCother elements of the data file are optior
roups are delimited using the data group deliniiter (x). The number of data group delimiters
egardless of the number of optional data groups actually present. Data Group 11 is followed by
f file delimiter ().

o = q9

OTE The data group delimiter (x)_is amultiplication sign and not a lower case X. Spaces (peri
een inserted before and after the data group delimiter and before the end of file delimiter above fq
pading only.

= o =

B.4.2 Header
The header consists of thefollowing components:
[AID] [versionjHength]

where

AID is the application identifier, 7 bytes; consisting of a 5 byte Registered Applicatio
tifier (RID), and a 2 byte Proprietary Application Identifier Extension (PIX);

pup 7] x

al. Data
is fixed
the end

ds) have
r ease of

h Iden-

NOTE Separate PIXs are used for compact encoding (depending on the media u

sed)

and standard encoding — see Clause 9 for the values of the RID and the PIX.

Version is the 2 byte number; the first byte is assigned by ISO/IEC JTC 1/SC 17/WG 10 for each
new version of this document; The value of the byte for this version shall be ‘01'; the
second byte is assigned by the issuing authority for each new version of their specifica-

tion controlling the coding of domestic data (Data Group 11);

© ISO/IEC 2020 - All rights reserved
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Length  isthe length of the data file (in bytes), encoded using ASN.1; the length equals the total
number of bytes from (and including) the data group delimiter between the header and
Data Group 1, up to and including the last character of the Logical Data Structure (LDS)
(i.e. the end of file delimiter).

NOTE Although it is strictly speaking not necessary to know the length of the data file,
itis included to assist in read verification.

EXAMPLE

Suppg@se that:

RID = A0 0000 02 48 (number assigned to International Interchange Driving
Licence Application)

PIX = 0100 (Application 1: Compact encoding — all technologies,
excluding ICs)

WG 10 version level =1

D¢mestic version level = not specified (defaults to 0)

Tdtal length = 1598 bytes (‘82 06 3E’ in ASN.1 hexadecimal representation)

Then, the header would be encoded as follows (spaces are included for clarity only and aténot encoded; apostrophes
are uged to indicate hexadecimal characters and are not encoded):

‘Ap 000002480100010082063E’

B.4.3 Type 1 data group
A Type 1 data group consists of data elements delimited by the.field delimiter (+) as follows:

..x |lelement_1] +...+ [element_n] +...+ [element_last] %=

(s

All datalelements are delimited (including optional elements), regardless of whether or not an elemer
containg data. The only exception is if the data groupcontains no data, in which case no field delimiter
are used. To facilitate forward compatibility, parsers shall be able to accommodate additional element
appenddqd to a data group.

wn n

A data element can be sub-divided into data sub-fields. In a Type 1 data group, sub-fields are delimited
by a subtfield delimiter [(;) sub-delimiter for short] as follows:

...[element_2] + [field_3.1] ; [field_3.2] ; [field_3.3] + [element_4]...

Inl

If a data[sub-field is the last data element in a data group, it is terminated with the data group delimite

=)

For datq elements contdining a fixed number of data sub-fields (e.g. the address field), the number ¢
sub-delimiters is constant, regardless of the number of optional sub-fields present. The only exceptio
is if non¢ of the subzfields contain data, in which case no sub-field delimiters are present.

=

The set pf sub-fields in a data field may be repeated. If a set of sub-fields is not terminated with a field
delimiter ora¥data group delimiter, it means that the next field will be the first sub-field of another s¢
of sub-fields.

[

EXAMPLE Alicence category field consists of 6 sub-fields, of which the first sub-field is mandatory. A licence
category field containing 3 licence categories can then be coded as follows:

...+ [category_1—field_1] ; [category_1—field_2] ; [category_1—field_3];;;; [category_2—field 1]
;5 [category_2—field_4] ; ; ; [category_3—field_1];;; [category_3—field_4]; [category_3—field_5]
; [category_3—field_6] +...

NOTE Spaces (periods) have been inserted before and after the data group, field and sub-field delimiters
above for ease of reading only.
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B.4.4 Type 2 data group

The contents of a Type 2 data group can generally be represented as follows:

x [fixed_length_field_1] [fixed_length_field_2] ... [fixed_length_field_n] [variable_length_field_
length] [variable_length_field] x

where x is the data group delimiter. The length of a variable_length_field is specified using ASN.1 rules
(see C.5). The number of fixed length fields and the number of variable length fields is not restricted.
The number and sequence of fields are specified in the data group definition.

o

ata object.

eyl

XAMPLE 1

B.5 Implementation

B.5.1 Data Group 1: mandatory data
ata Group 1 is a Type 1 data group.

Assume the following:

Family name
Given name

Date of birth
Date of issue

Date of expiry

Issuing country
Issuing authority
Licence number
Categories of vehicles, restrictions;

Category B vehicles, issued 1 September 1991, expires 1 March 2035

The above data group wilLbe coded as follows:

sub-field delimiter is used between different instances of the category of vehicle/restriction/cpndition

= Smithe-Williams

= Alexander George Thomas

= 1 March 1970

= 15 September 2002

= 30 September 2007

= Japan

= HOKKAIDQPREFECTURAL PUBLIC SAFETY COMMISSION
= A290654395164273X

[header]xSmithe}Williams+Alexander George Thomas+'19 70 03 01'+'20 02 09 15'+'20 07| 09 30'+

JPN+-HOKKAIDO PREFECTURAL PUBLIC SAFETY COMMISSION+
A290654395164273X+B;19910901;20350301;;;x[next data group]

where

Smiv..ams
Ale...mas
'1970 03 01"

Family name;
Given names;
BCD encoding of birthday, 1 March 1970;

'20 02 09 15'
'20 07 09 30’
JPN
HOK...SION
A29...73X

B

'19 91 09 01'
'20 35 03 01'

BCD encoding of IDL issue date, 15 September 2002;

BCD encoding of IDL expiry date, 30 September 2007;
Issuing country;

Issuing authority;

Licence number;

Category B vehicles;

BCD encoding of issue date of category B, 1 September 1991;
BCD encoding of expiry date of category B, 1 March 2035.
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EXAMPLE 2

B.5.2

Assume the same data as Example 1 with the following vehicle subcategories and restrictions:

Subcategory A1, with maximum cylinder capacity of 250 cm3, issued 15 September 2002, expires 30

September 2017.

Subcategory C1 with a maximum authorised mass less than 8000 kg, restricted to vehicles with

automatic transmission.

Eyeq
The

ight correction required for both vehicle subcategories.

pbove data group will be coded as follows:

(A290654395164273X + A1;'20 02 09 15','20 17 09 30';S03;<=;

= Less than or equal to;
B303030" = 8000kg;

= Continuation of categotyC1 vehicles;

L = Start of restrietion that applies to all categories;

= Code for "Sight correction and/or protection”.

Data Grgup 2 is a Typel/data group.

[header] x Smithe-Williams + Alexander George Thomas +'19 70 03 01' +'20 02 09 15" =
2007 09 30" + JPN + HOKKAIDO PREFECTURAL PUBLIC SAFETY COMMISSION =+

'32 35 30';C1;;;S01;<=;'38 30 30 30';C1;;;78;;;ALL;;;01;; x [next data group]

e
= Category A1l vehicles;
D 02 09 15" = Issue date for category Al;
D 17 09 30" = Expiry date for category A1;
3 = Code for "The vehicle’s cylinder capacity (cm3) shailbe”;
= Less than or equal to;
P 35 30’ = 250 cm3
= Category C1 vehicles. Note that the validity period for the category
C1 licence is the same as for the IDL,;
1 = Code for "The vehicle’s maximum authorized mass (kg) shall be";

= Code for "Restricted to vehicles with automatic transmission”;

Data Group 2: optional licence holder information

EXAMPLE
Assyme the-following:
Gaénder = Male
Height = 172 cm
Weight = 82kg
Eye colour = Blue
Hair colour = Bald
Normal place
of residence = 471 Monica Road, 201 Delta Building, Lynnwood, Gauteng, 0186, South Africa
The above data group will be coded as follows:

28

[previous data group] x '01' +'01 72" +'00 82" + BLU + BLD =

+ 471 Monica Road;201 Delta Building;Lynnwood;Gauteng;0186;South Africa x [next data group]
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where
'01' = male (per ISO/IEC 5218)
'0172' = BCD encoding of height, 172 cm
'0082' = BCD encoding of weight, 82 kg
BLU = Blue eyes
BLD = Bald
471 Mo...rica = Residence information

NOTE No place of birth included.

B.5.3 Data Group 3: optional issuing authority details
N)ata Group 3 is a Type 1 data group.

The document discriminator field as well as the data discriminator field shallybe each enco
1 byte binary number. The ISO issuer ID number field shall be encoded as a4 byte BCD number

HXAMPLE

Assume the following:

Administrative number = 123456789B
Document discriminator = 01
63600000

[SO issuer ID number
The above data group will be coded as follows:

[previous data group] x 123456789B + '01'++ '63 60 00 00" x [next data group]

where
123456789B = Administrative number;
'01' = Document disctiminator;
'63600000" = BCD encoding-efISO issuer ID number.

NOTE No data discriminator‘included.

B.5.4 Data Group 4:optional portrait images

defined in 8.5.-are provided for. The coding of the portrait image is specified outside of this dd
and thus Data‘Group 4 is a Type 2 data group. Data Group 4 is coded as follows (spaces are ing
gnhance Jégibility only, and are not encoded):

[previous data group] x [type of image] [image length] [image] x [next data group]

Hed as a

Hor compact encoding, Data Group 4 supports one portrait image only. Consequently, not all of the fields

cument,

luded to

Ve

[type of image] is a fixed length field;
[image length] is the length of the [image] field, expressed using ASN.1 rules;
[image] is a variable length field;

the [image] field is encoded as a binary object.

© ISO/IEC 2020 - All rights reserved
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EXAMPLE

Assume that the data group consists of one JPEG portrait image with a total length of 2075 bytes
(81B4¢ bytes). This will be encoded as follows:

[previous data group] x '03'’82 08 1B’ [2075;, byte image field] x [next data group]

where
‘0B’ = image type 3 (JPEG);
‘B8R 08 1B" = ASN.1 encoding of the image length of 2075 bytes;
.image..... = Image field including definition details and binary data.

B.5.5 Data Group 5: optional signature/mark image

Data Grup 5 is not supported in compact encoding.

B.5.6 Data Group 6: optional facial biometric template

Data Grup 6 is not supported in compact encoding.

B.5.7 Data Group 7: optional finger template

Data Gr¢up 7 is a Type 2 data group. Due to limited storage space; only finger minutiae data and finge
pattern gpectral data are supported in Data Group 7. This limitation precludes the use of optional dat
elementg listed in Table 7.

QO =

Data Grpup 7 thus is coded as follows (spaces are included to enhance legibility only, and are nd
encoded):

(s

[prgvious data group] x [BDB format owmner| [BDB format type] [biometric data block length
[biometric data block] x [next data group]

[amar)

where
[BDB format owner] is'a fixed length field;
[BDB format type] is a fixed length field;
[biometric data blocklerigth] is the length of the [biometric data block] field, expressed using
ASN.1 rules;
[biometric datablock] is a variable length field, encoded in accordance with Table B.1,

with the understanding that delimiters may be included in data
fields as data (i.e. without fulfilling a delimiting function).

Thecon ' ' i 2: -3:
Consequently, the BDB format owner and BDB format type combinations in Table B.2 are valid.

Table B.2 — BDB format owner and type combinations

BDB format owner BDB format type
‘0101 '00 01' (finger-minutia-record-n)
‘0101 '00 02' (finger-minutia-record-x)
‘0101 '00 03' (finger-minutia-card-normal-v))
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Table B.2 (continued)

BDB format owner BDB format type
'01 01 '00 04' (finger-minutia-card-normal-n)
'01 071 '00 05' (finger-minutia-card-compact-v)
'01 01 '00 06' (finger-minutia-card-compact-n)
‘0101 '00 OA' (finger-pattern-spectral)

EXAMPLE

Assume that the data group consists of a finger pattern spectral biometric data block with a tetal|length of
234 bytes ('EA'; 4 bytes). This will be encoded as follows:

[previous data group]x '01 01' '00 0A''81 EA’ [234,, byte biometric data block]x[next/data gropip]

where
'01 01 = BDB format owner (ISO/IEC]JTC 1/SC 37, Biometrics);
'00 0A' = BDB format type (finger pattern spectral data format as specified/in ISO/IEC 19794-3:2004);
'81 EA' = ASN.1 encoding of the biometric data block length of 234 bytes;
image..... = Image data block including definition details and binarydata.

=

.5.8 Data Group 8: optional iris biometric template

—

ata Group 8 is not supported in compact encoding.

B.5.9 Data Group 9: optional other biometri¢ template

—

ata Group 9 is not supported in compact encoding.

]

.5.10 Data Group 10: reserved for future use

=

ata Group 10 is not currently supported in compact encoding.

]

.5.11 Data Group 11: optional domestic use

—

his data group is reserved for domestic use and hence the encoding is defined domestically.

]

.5.12 Overall example

bhn Bull (a male)-was born on the 29th of February 1976 in Campbeltown, Scotland. On 29 Hebruary
000, the Drivervand Vehicle Licensing Agency of the UK Department for Transport issued Johp an IDL
humber BTGB20996) that expires after 4 years. The IDL authorises John to drive motorcycles (since 15
arch 1992) and passenger cars (since 8 May 1996), provided that he wears his glasses.

= Zr-\l\)‘—‘

he‘issuing authority has also assigned an administrative number (102T776) to the IDL.

One portrait image (1003 bytes) using JPEGZ000U compression 1s included. The minutiae of his right
index finger are stored as well (613 byte data block; compact size, with ridge skeleton end and ridge
skeleton bifurcation points).

The above information will logically be written as set out below (square brackets and spaces are used
where appropriate to improve readability; single quotes signify hexadecimal numbers):

['A0 00 00 02 48 01 00'] ['01 00'] [1793] x [Bull] + [John] + [19760229] + [20000229] + [20040228]

LL;;01;;;] x ['01'] + + + + + [Campbeltown;Scotland;United Kingdom] + x [102T776] + + + x[4] [1003]
[portraitimage] x ['01 01'] ['00 06'] [613] [biometric data] x
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The above fields will be encoded as follows (all numbers are hexadecimal):

The fin

B.6 Flle structure for ICCs with contacts and for PICCs

Informa
ISO/IEC|7816-4. The card file system is organized hierarchicalljrinto DFs and EFs. DFs contain other DHs
and/or EFs. An MF, if present, is the root of the file system,Additional DF and EF structures other thap
the IDL ppplication DF may be included to meet the requirements of the ISO/IEC 24727 series!). These
do not afffect the basic IDL application DF structures. Thé detail required to manage access conditions
and intefoperability is specified in ISO/IEC 18013-31

The IDL|application is defined as one DF. The DF{for compact encoding is identified as follow:

The DF is selected using its AID. If other.applications exist on the card, they would be contained withip
their own DF and would be accessedivia their separate AID.

The DF ¢omprises one EF only.

The conjpact encoded data string is stored in the one EF, named EF.CE, with short EF identifier = '0D',
file identifier = '000D' and/Tag = '53". The tag is followed by the compact encoded data string.

NOTE 1 | Implementers may see C.6 for a full list of data objects and tags.

For compact encoding, EF.COM will not be present. Refer for Figure B.1 for a graphical depiction of thie
file strufture.

[AO 00 00 02 48 01 00] [01 00] [82 07 01] x [42 75 6C 6C] + [4A 6F 68 6E] + [19 76 02 29] + [20 00 02
29] = [20 04 02 28] + [47 42 52] + [44 72 69 76 65 72 20 61 6E 64 20 56 65 68 69 63 6C 65 20 4C 69
63 65 6E 73 69 6E 67 20 41 67 65 6E 63 79] + [42 54 43 42 32 30 39 39 36] + [41 3B 1992 03 15 3B
3B3B3B3B423B 1996 0508 3B 3B3B3B3B414C4C3B3B30313B3B3B]x[01] ++++ +[43
61 6D 70 62 65 6C 74 6F 77 6E 3B 53 63 6F 74 6C 61 6E 64 3B 55 6E 69 74 65 64 20 4B 69 6E 67 64
6F 6D] + x [31 30 32 54 37 37 36] + + = x [04] [82 03 EB] [portrait image] x [01 01] [00 06] [82 02
65]atbiometric data] x |

byte stream will be as follows:

A0 ()0 00 02 48 01 00 01 0082 07 01 D7 42 75 6C 6C F7 4A 6F 68 6E F7 19 76 02 29 F7,20"00 02 2
F7 20 04 02 28 F7 47 42 52 F7 44 72 69 76 65 72 20 61 6E 64 20 56 65 68 69 63 6C.65.20 4C 69 6
65 QE 73 69 6E 67 20 41 67 65 6E 63 79 F7 42 54 43 42 32 30 39 39 36 F7 41 3B 19992 03 15 3B 3
3B3B3B423B 1996 0508 3B3B3B3B3B414C4C3B3B30313B3B3BD7 01F7F7F7F7F74
61 4D 70 62 65 6C 74 6F 77 6E 3B 53 63 6F 74 6C 61 6E 64 3B 55 6E 69 74 65,64 20 4B 69 6E 67 6
6F 4D F7 D7 31 30 32 54 37 37 36 F7 F7 F7 D7 04 82 03 EB [portrait imagebyte stream] D7 01 0
00 (06 82 02 65 [biometric data byte stream] D7 B6

S W0 0 WO

ion on an ICC with contacts and on a PICC is stored in a file system, which shall be as defined by

‘A0 D0 00 024803 00’

1

The ISO/IEC 24727 series provides an alternate mechanism for identifying applications and application

capability as well as card capability via discoverable card and application capability containers which may optionally
be included on the IDL.

32
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020(E)

T =z = 0 =z

OTE2  Although the header and the data group delimiter between the header and"DG1 (in the
ncoding constructed data object) are strictly speaking not necessary, it is neverthelessyretained for co
urposes.

OTE3 Inorder toimprove clarity, in the example that follows tags are printéd in ITALIC TYPE and v
rinted in UPRIGHT TYPE.

XAMPLE

The requirements of the following-¢latises in Annex C also apply to B.6:

IDL Standard Application i Other Domestic | E Other Domestic |
AID = A0 00 00 02 48 03 00 ' Application | ' Application |
DF | DF | : DF !
EF.CE
Compact encoding
Tag='53"
Short EF 1dentifier = "UD

Figure B.1 — Logical data structure

Assume a compact encoding constructed data object that comfences with 'A0 00 00 02 48 01 00 03
0A' (the header) and concludes with 'B6' (the end of file deliniter). Encoding would be (spaces and i
included for legibility only, and are not encoded):

‘53’'A0000002480300010082070A ...B6'

where
‘53’ = Tag the CE Data Group;
‘A0 00 ...B6' = Compactencoding constructed data object.

C.1.2;
C.1.3;
C.1.4;

C.2, with the'exception of C.2.8;

Al

compact
1sistency

alues are

008207
talics are
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Annex C
(normative)

Standard encoding for ICCs with contacts and for PICCs

Ci1 O

C1.1

Standar
with cor

C.1.2

The file
assumpt

— AW

authorities. More specifically the data structure shall efficiently\support:

— The

yerview

General

1 encoding is designed for random access and is suitable for use on documents employing ICQ
tacts and PICCs based on the [SO/IEC 7816 series and the ISO/IEC 14443 series\respectively.

[72)

Design considerations

structure and encoding rules have been defined with the following considerations and
ions:

ide variety of implementations shall be supported to satisfyspecific needs of different issuinig

mandatory and optional sets of data elements;
multiple occurrences of specific data elements thaPmay exist within a data group;

arange of possible access conditions in respectof optional data elements as required by differer
issuing authorities (due to significant varianee in business requirements driven by privacy an
other statutory requirements);

=

the unconditional availability of mandatory data;
an optional mechanism to verify-ene or more digital signatures;

discovery of the interoperability and security requirements in respect of the optional dat
elements from the card(

[«9)

structure supportsatieast two (2) application data sets:
the IDL application, which has the following properties:

— contains-data elements with the following properties:

[72)

—. Includes information that would enable a reading authority to identify the acces
control, authentication and integrity validation mechanisms present on the card;

— write protected;

— modifiable by the issuing authority (or trusted agent of the issuing authority), subject
to the requirements in 5.2 (for example the machine-readable data may not differ from
the human-readable data);

— optionally protected with one or more digital signatures (defined in ISO/IEC 18013-3);

DDL application(s) — outside the scope of this document;

— Contact between the driver licence and passport environments is considered more likely than
contact between the driver licence environment and non-passport environments (thatare compliant
with the ISO/IEC 7816 series). Consequently, tag assignments shall be aligned with ICAO Doc 9303.

34
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C.1.3 Interoperability considerations

To provide global interoperability this annex defines:

— physical characteristics;

— location and dimensions of the contacts or coupling areas;

— electrical signals to support communication between the IC and the interface device;

(

OO T T I TO T P otoToTs;y

— application selection and discovery of optional data elements and security requirements;
- encoding rules;

- the file structure and tag assignments for the IDL Logical Data Structure;

- command set;

- data element mappings to the files.

OTE Although it is important for interoperability, this documentdoes not define the humanireadable
roperties of the IDL, which are defined in ISO/IEC 18013-1.

.1.4 Security requirements

bsuing authorities may need to confirm data validitys.and authenticity. ISO/IEC 18013-3 specifies
hechanisms and means by which to achieve this.

.2 Compatibility with existing standards

.2.1 Approach
his document is based on supportidginfrastructure provided by a number of other key ISO Standards:

- existing manufacturing standards, the ISO/IEC 7816 series and the ISO/IEC 14443 series (fof ICC and
PICC devices respectively) that ensure support for a broad range of cards and devices by multiple
manufacturers;

- the ISO/IEC 24727 series, which may optionally be used;
- biometric staridards under development by ISO/IEC JTC 1/SC 37;

- other identification document standards such as those under development by ISO/IEC JTC [L/SC 17/
WG 3and by ICAO.

.2:2 " Physical characteristics

1

he physical characteristics of the card shall adhere to I[SO/TEC 7816-1 for ICCs with contacts and

ISO/IEC 14443-1 for PICCs.

C.2.3 Location and dimensions of contacts or coupling area

Contact size and location for ICCs with contacts shall adhere to ISO/IEC 7816-2. Location and size of

C

ontactless coupling area for PICCs shall adhere to ISO/IEC 14443-1.

C.2.4 Electronic signals

Electronic signals for ICCs with contacts shall adhere to ISO/IEC 7816-3. Magnetic fields and radio
frequency power for PICCs shall adhere to ISO/IEC 14443-2.
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C.2.5 Transmission protocols

C.2.5.1
The IDL

ICCs with contacts

shall as a minimum support T =0 or T = 1 as specified by ISO/IEC 7816-3.

Application design and hardware used to support high-speed transmission is recommended.

C.2.5.2

PICCs

The IDL
transmi

C.2.6 |
The IDL

— One
ISO

— One

app
the

The app
DF nam
which h
addition

C.2.7

The sec
Introdu

All data
agent) s

define tlhe write protection.

[ssuing
— allo

— set
The
ISO

C.2.8

<

shall be compatible with ISO/IEC 14443-1 to ISO/IEC 14443-4 and support half-duple
ssion protocol specified by ISO/IEC 14443-4.

Application selection
supports the following applications:

application shall consist of data recoded by the issuing authority in @ccordance with thie
[EC 18013 series.

or more applications may be added for other domestic or regional applications, such as
ications provided for in ISO/IEC 24727. Such applications shalltbé‘loaded under the control
ssuing authority.

=)

lications shall be selected by use of the seven byte Application Identifier (AID) as a reserved
e. The AID shall consist of the Registered Application Identifier (RID), 'A0 00 00 02 44
hs been assigned by ISO/IEC JTC 1/SC 17/WG 5 in @g¢ordance with ISO/IEC 7816-5, and twp
al bytes comprising a Proprietary Application Identifier Extension (PIX) (see Clause 9).

becurity

urity mechanisms specified in ISO/IE€ 18013-3 support the objectives described in the
tion of this document.

o

groups shall be write protected. Qnly the issuing authority (or the issuing authority's truste
hall have write access (subject'to the requirements in 5.2). It is left to the Issuing Authority t

O

huthorities may optionally either:

v free read access.toall data groups, or

4

specific access,/control rules under ISO/IEC 18013-3 to any or all optional data groups
mechanismfor setting and discovering the appropriate access controls is specified i
IEC 18043 3.

-

Character set encoding

Unless otherwise specified, data objects are encoded as specified in Table C.1.

36
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Table C.1 — Encoding rules

b N characters.

(el

(.3 File structure

el

nd/or EFs. An MF, if present, is the root of the file system.Additional DF and EF structures ot
the IDL application DF may be included to meet the requiretnents of the ISO/IEC 24727 series

Object Encoding

Data fields of which the abstract values are defined as consisting of only N characters |BCD

Data fields of which the abstract values are defined as containing ISO/IEC 8859-1 shall
(although not necessarily exclusively) any A or S characters apply

Delimiters ISO/IEC 8859-1 shall

apply

Data object length ASN.1

Tag Binary
A field that is defined in this document as containing (amongst others) A and/or!S_eharacters|shall be
gncoded using ISO/IEC 8859-1, even if an issuing authority's implementation ofthe same field i$ limited

hformation on an ICC with contacts and on a PICC is stored in a file system, which shall be as dgfined by
50/IEC 7816-4. The card file system is organized hierarchically~ihto DF and EFs. DFs contain ofher DFs

her than
). These

o not affect the basic IDL application DF structures, The detail required to manage access conditions

nd interoperability is specified in ISO/IEC 18013-3.

o |

he IDL application is defined as one DF. The DE for standard encoding is identified as follow:

‘A0 000002 4802 00’

—

he DF is selected using its AID. If otherapplications exist on the card, they would be containe
heir own DF and would be accessedvia their separate AID.

—

lwul

ach DF consists of a number.of*EFs. The DF for standard encoding consists of one EF co
ommon data, and one EF foreach of the data groups defined in this annex.

Q

Il EFs are in the form ¢f data templates as defined in C.4 and have individual ASN.1 tags to
irect retrieval (see C(5)."The structure and coding of data objects shall conform to ISO/IEC 78

50/1EC 7816-4,.S€17/WG 10 is the tag allocation authority for ISO/IEC 18013 series and inter-
hgs are used<Refer to C.6 for a list of data objects and tags.

= = O, NS

he EF that contains the common information for the IDL application is named EF.COM. The

o T ca Wil |

elated to data access control, authentication and integrity validation.

d within

ntaining

support
16-4 and

50/1EC 7816-6. Thezassigned tags shall conform to the co-existent tag allocation scheme as dé¢fined in

ndustry

short EF

Hentifier-for this file is "1E". This file contains the LDS version number and a list of the data groups
fagAdist) that are present for any given implementation. In addition, this file may contain infqrmation

For standard encoding, each data group shall be stored in one EF with a short EF identifier as shown
in Table C.2. The names for the files shall be EF.DGn, where n is the data group number, e.g., EF.DG1,

EF.DG4. Refer for Figure C.1 for a graphical depiction of the file structure.

2) The ISO/IEC 24727 series provides an alternate mechanism for identifying applications and application
capability as well as card capability via discoverable card and application capability containers which may optionally

be included on the IDL.
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Table C.2 — Assignment of file identifiers and Data Group tags

Elementary file Name ifllézifffjr File identifier Tag
EF.COM Common data "1E' '001E' ‘60’
EF.DG1 Mandatory data '01' '0001 ‘61’
EEDG2 Optional licence holder details '02' '0002' ‘6B’
HF.DG3 Optional issuing authority details '03' '0003' ‘6C’
HF.DG4 Optional portrait image '04' '0004' ‘65,
HF.DG5 Optional signature/usual mark image '05' '0005' ‘67’
HFE.DG6 Optional facial biometric template '06' '0006' ‘75’
HE.DG7 Optional finger biometric template '07' '0007' ‘63’
HF.DG8 Optional iris biometric template '08' '0008' ‘76’
HF.DG9 Optional other biometric template '09' ‘0009 70’
EF.DG10 Reserved for future use '0A' ‘000A'

EF.DG11 Optional domestic application data '0B' '000B' ‘6D’

EF.DG12 Non-match alert '0C' 71

EF.DG13 Active authentication '0D! '6F"

EF.DG14 Extended access control ‘OF' '6E'

HF.SOD Document security object "1D’ 77"
NOTE Ppelected tag assignments are aligned with ICAO Doc 9308. For example, Tag '75' identifies facial biometri¢
irrespectiive of the DG in which it appears.
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Other Domestic I

Other Domestic

AID ="A0 00 00 02 48 02 00’ Application Application
DF | DF : 5 DF
EF.COM Common data
Tag = ‘60’
Short EF identifier = "1E’
EF.DG1 EF.DG2
Mandatory data Optional licence holder details
Tag=‘61 Tag = ‘6B’
Short EF identifier = '01’ Short EF identifier ='02’
EF.DG3 EF.DG4
Optional issuing authority details Optional portrait image
Tag =‘6C’ Tag = ‘65"
Short EF identifier = '03’ Short EF identifier = '04’
EF.DG5 EF.DG6
Optional signature/ usual mark image Optional facial biometric
Tag =67 Tag =75’

Short EF identifier = '05’

Short EF identifier = '06’

EF.DG7
Optional finger biometric
Tag =63’

Short EF identifier = '07’

EF.DG8
Optional iris biometric
Tag =76
Short EF identifier = '08’

EF.DG9
Optional other biometrie
Tag =70’

Short EF identifiex, = ‘09’

EF.DG10
Reserved for Future Use

Short EF identifier = ‘0A’

EF.DG11
Optional domestic data
Tag ="6D’

Shert EF identifier = ‘0B’

EF.DG12
Non-match alert
Tag="71
Short EF identifier = ‘0C’

EF.DG13
Active authentication
Tag ="'6F
Short EF identifier = ‘0D’

EF.DG14
Extended access control
Tag ="6E'

Short EF identifier = ‘OE’

EF.SOD
Document security object
Tag="77"

Short EF identifier = ‘1D’

Figure C.1 — Logical data structure
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C.4 Data groups

C.4.1 EF.COM — Common data elements, Tag = '60’, short EF identifier = ‘1E’

This template has two data elements, the LDS version level (‘5F01’) and a tag list (‘5C') as defined in
Table C.3. The tag list, as the name implies, is a list of the tags of the data groups present for any given

impleme

ntation, and also specifies the access protection applicable.

Table C.3 — EF.COM

Tag Length Value QQ
‘60’ X EF.COM contents
Tag Length Value - ﬂ,’v
Version number with format aabb, where aa defines theumajor revi-
sion level and bb defines the release level. aa and bb-aré numeric and
encoded as 2 bytes in BCD. The major revision levélis’assigned by
'5F01' X ISO/IEC]JTC 1/SC 17/WG 10 for each new versian of this document
and shall be 01 in this version. The release levelis assigned by the is-
suing authority for each new version of their specification controlling
coding of domestic data.
'5C' X DG tag list as per Table C.2
The tenjplate structure has been defined to support future developments. Supporting specificationfs
may reduire the inclusion of additional tags within EF.COM. Additional tags relating to security are
defined jn ISO/IEC 18013-3.
NOTE In order to improve clarity, in the examples that follew tags are printed in ITALIC TYPE; lengths are

printed ih UNDERLINED TYPE and values are printed in UPRIGHT TYPE.

EXAMPLE Assume an implementation using LDS Version 1.0 having the following data content — mandator

data, opf

signatur¢/mark image. Encoding would be (spaces,sunderlining and italics are included for legibility only, and ar
not encogled):

160:

C.4.2 EF.DG1 Data Group-1, mandatory data, Tag = ‘61’, short EF identifier = '01'

C4.2.1

This EF
conditio

—<

ional licence holder data, optional issuing authority information, a portrait image and an option3

[¢)

oc’
5F 01° 02 '01 00'
5C’05 '61' '6B" '6C" '65' '67'

General

contains the mandatory demographic data elements and vehicle categories/restrictiong
s as defined in Table C.4. Since all data elements are mandatory and the sequence is known,

the first| 8 datafields are concatenated into one primitive data object. This primitive data object hals
Tag = ‘5F1FA4 Viehicle categories/restrictions/conditions are encoded as a constructed data object wit

Tag = ‘7F63).
Table C.4 — Data Group 1
Tag Length Value
‘SE1F’ X Primitive data object of mandatory demographic data
elements. Refer to Table C.5.
“TE63’ X Constructed data object of vehicle categories/
restrictions/conditions. Refer to Table C.6.
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C.4.2.2 Mandatory demographic data Tag = ‘5F1F

Table C.5 specifies the fields that comprise the primitive data object. Each variable length field is
preceded by its length (specified using ASN.1 notation). The object thus has the following structure:

[family name field length] [family name] [given names field length] [given names] [date of birth]
[date of issue] [date of expiry] [issuing country] [issuing authority field length] [issuing authority]
[licence number field length] [licence number]

NOTE No delimiters are used between the fields.
Table C.5 — Mandatory demographic data
: -V
Name vl;lrxigdb{e fX:ll‘llll:t E%i'ﬁ‘p =
Family name Vv 36AS Smithe-Willtams
Liven? names \ 36AS Alexander'‘George Thomas
Date of birth (yyyymmdd) F 8N 19700301
Date of issue (same format as date of birth) F 8N 20020915
Date of expiry (same format as date of birth) F 8N 20070930
ssuing country (shall be in accordance F 3A JPN
yith ISO 3166-1)
ssuing Authority \ 65ANS HOKKAIDO PREFECTURAL PUBLIC
SAFETY COMMISSION
Licence number Vv 25AN A290654395164273X

NOTE 1 Note the difference between the Issuing Country'code specified in ISO 3166-1, and the Issuing Couptry code
ppearing in Zone [ of an IDL as specified in ISO/IEC 18013<1:2018, Annex F.

NOTE 2 Value format refers to status before encoding:

No titles and/or suffixes shall be included.

o |

'Tag' 'Overall Length'

'Number of Entries’

(.4.2.3 Categories of vehicles/restrictions/conditions — Tag = ‘7F63’

he following general format js-adhered to:

'Tag’ ‘Leqgth’ 'Category of vehicle/restriction/condition data object;’
'Tag"“Length’ 'Category of vehicle/restriction/condition data object,'
‘Tag’ ‘Length’ ‘Category of vehicle/restriction/condition data object,'

Hach\category of vehicle/restriction/condition data object entry is a variable length data elg

rment of

whether

ADNS format and constructed as specified in Annex A. All delimiters are included regardless of

or not the associated optional fields are present. Table C.6 specifies the structure for the number of
entries and the individual entries. The number of entries is denoted immediately after the total length
of Tag ‘7F63." Each entry is labelled with a Tag '87". The length of the entry immediately follows its tag.

Table C.6 — Categories of vehicles/restrictions/conditions

Tag Length Value

‘02’ '01' Integer (N) — Number of entries

'87' X Category of vehicle/restriction/condition data object,
repeated for each category/ restriction/ condition listed
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EXAMPLE 1

EXAMPL

42

The

licence holder may drive category Al and C1 vehicles. The licence categories were issued on 1990/

NOV/23 and 2003/MAY/31 respectively. The expiry date is 2013/JUN/15 for both categories. The driver
requires eyesight correction for both categories, and the following supplementation details and restrictions
are applicable to each of the subcategories:

Category Al: Maximum cylinder capacity of 250 cm3

Thisd
encq

whe|

'7F ¢
'
02"
‘87"
‘87"
‘87"

‘87"

The

legibility only, and are not encoded):

Category C1: Maximum authorized mass less than 8 000 kg, and restricted to vehicles with automat
transmission

[g)

(i

will be coded as follows (spaces, underlining and italics are included for legibility only, and lare nd
ded):

I7F 631 lﬂl
|02| lmv 104l
'87''17"' A1;'19 90 11 23';'20 13 06 15%;S03;<=;'32 35 30’
'87''17' C1;'20 03 05 31';'20 13 06 15';S01;<;'38 30 30 30'

'87''09' C1;;;78;;
'87' '0A' ALL;;;01;;
e
3 = vehicle category/restrictions/conditions tag;
= length of the data following the tag (71,);
01''04' = four data objects are contained in the tag, with the/number of objects encoded using BCD;
.3530 = first category of vehicle/restriction/conditienédata object; licensed for category Al vehicles not
exceeding 250 cm3 from 23 November 1990, t6.15 June 2013;
.3030 = second category of vehicle/restriction/condition data object; category C1 vehicles of less than
8 000 kg valid from 31 May 2003 to 15 Jutie 2013;
.78;; = third category of vehicle/restriction/condition data object; category C1 vehicles restricted to
automatic transmission;
.01;; = fourth category of vehiclé/restriction/condition data object; driver (i.e. all categories) requires
sight correction and/or pretéction.
E 2
example data noted in Table’'C.5 can be coded as follows (spaces, underlining and italics are included fqr

‘61’81 9A’
‘5F 1F’ 77’ JOE’)Smithe-Williams '17’ Alexander George Thomas '19 70 03 01 20 02 09 15 20 07 09
30" JPN '2DYHOKKAIDO PREFECTURAL PUBLIC SAFETY COMMISSION "11' A290654395164273X
‘7F 63(1D’
0201 '01'
87''18’ C1;'20 00 03 15;'20 10 03 14';S01;<=;'38 30 30 30"

whete

‘61’ = Tag for Data Group 1;

‘81 9A’ = Overall length of data group (154, = '81 9A");

‘5F 1F’ = Tag for mandatory demographic data;

‘77 = Overall length of demographic data (119,,="77");
‘OF’ = Length of variable length family name(s) (15,5 = '0F");
Sm...ams = Value of family name(s) field;

17 = Length of variable length given name(s) (23, ="17");
Alex..mas = Value of given name(s) field;

1970 03 01" = Date of birth field (BCD encoded);
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'2002 09 15" = Date ofissue field (BCD encoded);

'2007 0930 = Date of expiry field (BCD encoded);

JPN = I[ssuing country field;

2D’ = Length of variable length Issuing Authority field (45,5 = '2D");
HOK...ION = Issuing Authority field;

11 = Length of variable length licence number (17, = "11");
A290..X = Value of licence number field;

‘7F 63’ = Tag for categories/restrictions data object;

1D’ = Overall length of categories/restrictions (29,,="1D");

‘02’ = Tag for integer;

‘01 = Length of number of entries (1,5 ="01");

'01' = Number of entries (BCD encoded);

‘87’ = Tag for first entry;

18’ = Length of first entry (24,, = '18");

C1; = Vehicle category C1 field and delimiter;

‘200003 15"; = Date of issue field (BCD encoded) and delimiter;

'2010 03 14'; = Date of expiry field (BCD encoded) and delimiter;

S01...'30 30’ = Limited to vehicles with an authorised mass not exceeding 8 000 kg.

The fully encoded version of tag '5F 1F"' is as follows (spages;underlining and italics are included for(legibility
only, and are not encoded):

‘5F1F’’77"'0F’ '53 6D 69 74 68 65 2D 57 69 666C 69 61 6D 73'’17' '41 6C 65 78 61 6E 64 65 72|20 47 65
6F 72 67 65 20 54 68 6F 6D 61 73" '19 70 03 01 20 02 09 15 20 07 09 30" '4A 50 4E' '2D' '48 4F|4B 4B 41
49 44 4F 20 50 52 4546 45 43 54 55 52 41°4C 20 50 4F 4C 49 43 45 20 41 53 41 48 49 4B 41 57|41 20 41
52454120 53 41 46 45 54 59 20 50 5542 4C 49 43 20 43 4F 4D 4D 49 53 53 49 4F 4E'’11’ '41{32 39 30
3635343339353136343237 3358

The fully encoded version of tag '7F®3" is as follows (spaces, underlining and italics are included for|legibility
only, and are not encoded):

‘7F 63’’1D’’02’ ‘01’ '01'%87°°18’ '43 31 3B 20 00 03 15 3B 20 10 03 14 3B 53 30 31 3B 3C 3D 3B|38 30 30
30'

T

(.4.3 EF.DG2 Data Group 2, optional licence holder information, Tag = ‘6B’, short EF
dentifier = '02'

o

—

ata Group 2.contains the optional information about the licence holder specified in Table C.7.
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Table C.7 — Data Group 2

¢ Thre
expresse
d  Sixfi

2 (e.g.ap
the defin

Tag Length Value Value format Example
5C X Tag list concatenation |List of all data elements present
of tags
5F35 '01' Gender (shall be in accord- 1IN 1 (Male = 1, Female = 2)
ance with ISO/IEC 5218)

5F64 '02' Height (cm) 3N 172

5F65 '02' Weight (kg) 3N 082

5F66 '03' Eye colour? 3A BLU

5F67 '03' Hair colour? 3A BAL

5F11 X Place of birth 35ADNS¢ Frozen Foot;Minnesota;USA

5F42 X Normal place of residence 113ADNSY 471 Monica Road;201 Delta

Building;Lynnwood;Gauterig;0186;
South Africa

NOTE 1 |ISO/IEC 18013-1 allows non-metric units to be used for the height and weight values tHatymay appear in Zone If
of an IDL
NOTE 2 NValue format refers to status before encoding.
a2  Eye dolour options are BLK = Black, BLU = Blue, BRO = Brown, DIC = Dichromatic, GRY.=-Grey, GRN = Green, HAZ = Hazel,
MAR = Mproon, PNK = Pink, UNK = Unknown
b Hair|colour options are BAL = Bald, BLK = Black, BLN = Blond, BRO =, Bxown, GRY = Grey, RED = Red/Auburn,
SDY = Sanpdy, WHI = White, UNK = Unknown

e fields delimited by the sub-field delimiter — City; State/Provinge.or District; Country. Addresses that cannot b¢
 in the defined character set shall be transliterated.

elds delimited by the sub-field delimiter — Street addresslin€-1 (e.g. street name and number); Street address lin¢
brtment number); City; State/Province or District; Postal\Code; Country. Addresses that cannot be expressed in
bd character set shall be transliterated.

EXAMPL
The

legibility only, and are not encoded):

E

example data noted in Table C.7 can be toded as follows (spaces, underlining and italics are included fq

—

‘6B’ ’'8180’
‘5C’'0E' '5F 35 5F 64 5F 65°5F'66 5F 67 5F 11 5F 42'
‘5F35’°01' 1
‘5F64°°02’ 172
‘5F65’’02’ 082
‘5F66’’03’ BLU
'5F67’’03’ BAL,
'5F11’ '19’ Frozen Foot;Minnesota;USA
'5F42’ '455471 Monica Road;201 Delta Building;Lynnwood;Gauteng;0186;South Africa

whefe

‘6B’ = Tag for Data Group 2;

‘8180’ = Overall length of data group (128;);

‘5C° = Tag for tag list;

‘OE’ = Overall length of tag list;

'5F 35...5F 42’ = List of tags of data fields included in this data group;

‘5F35”°01' 1 = Tag, length (of BCD encoding), gender (male). The gender will be encoded as '01';
‘5F64'°02’ 172 = Tag, length (of BCD encoding), height of 172 cm. The height will be encoded as '01 72';
‘5F65’°02’ 082 = Tag, length (of BCD encoding), weight of 82 kg. The weight will be encoded as '00 82%;
‘5F66’’03’ BLU = Tag, length, eye colour blue. The eye colour will be encoded

44

(usmg ISO/IEC 8859-1) as '42 4C 55%;
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‘5F67’’03’ BAL = Tag, length, hair colour bald. The hair colour will be encoded
(using ISO/IEC 8859-1) as '42 41 4C";

‘5F11''19'Fro..USA = Tag, length (25;;), place of birth. The place of birth will be encoded (using ISO/IEC 8859-1)

as '46 72 6F 7A 65 6E 20 46 6F 6F 74 3B 4D 69 6E 6E 65 73 6F 74 61 3B 55 53 41/

‘5F42’ '45''471...rica = Tag, length (69,,), normal place of residence. The normal place of residence will b
ed (using ISO/IEC 8859-1) as '34 37 31 20 4D 6F 6E 69 63 61 20 52 6F 61 64 3B 32 30

e encod-
312044

656C 746120427569 6C 6469 6E 67 3B4C 79 6E 6E 77 6F 6F 64 3B 47 61 75 74 65 6E 67 3B

303138363B536F75746820416672696361".

The information will be fully encoded as follows (spaces, underlining and italics are included for legibility
only, and are not encoded}):
‘6B’ '818E’
‘5C’'QE' '5F 35 5F 64 5F 65 5F 66 5F 67 5F 11 5F 42’
I5F35| Iﬂl l01l
‘5F64’°02’'01 72’
‘5F65’°02’ '00 82'
‘5F66’°03’ '42 4C 55'
'5F67° 03’ '42 41 4C'
'5F11°’19’'46 72 6F 7A 65 6E 20 46 6F 6F 74 3B 4D 69 6E 6E 65 73 6F 7461 3B 55 53 41'
'5F42’'45’'34 37 31 20 4D 6F 6E 69 63 61 20 52 6F 61 64 3B 32 30.3120 44 65 6C 74 61 20 4L 75
69 6C 64 69 6E 67 3B 4C 79 6E 6E 77 6F 6F 64 3B 47 61 75 74 65\6E 67 3B 30 31 38 36 3B 53|6F 75
74 682041667269 63 61'
(.4.4 EFDG3 Data Group 3, optional issuing authority details, Tag = 6C, short EF
ifdentifier ='03’
Jata Group 3 contains the optional document details specified in Table C.8. All data elempnts are
dptional. A tag list is used to indicate which data elements are present.
Table C;8— Data Group 3
Tag Length Value »0\\ Value format Examples
5C X Tag list concatenation of tags | List of all data elementq present
5F68 X Administrativenuniber 25ANS 123456789B
5F69 '01' Document discriminator? 2N 01
5F6D '01' |Data disetiminatord 2N 01
5F6A '04' ISO issuer ID numbere¢ (shall be in 8N 63600000
accoxdance with ISO/IEC 7812-1)
NOTE Value format reférs to status before encoding.

Number assigiied’ by the issuing authority to differentiate between additional licences (documents) or |duplicate
ocuments issded.-bearing the same licence number as the original, that is 01 for the original licence, 02 for] the first
uplicate, 03 forthe second duplicate and nn for the (nn-1)th duplicate.

Numbervassigned by the issuing authority to differentiate between machine-readable data sets on the samg physical
ocumrent where updates have been made to machine-readable data, that is 01 for the original data set, 02 foy the first
pdate,'03 for the second update and nn for the (nn-1)th update. The data discriminator is mandatory when any change is

ade to the machine-readable data (see 5.2).
¢ ISO number assigned to issuing country or licensing authority, as the case may be.
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EXAMPL

E

The example data noted in Table C.8 can be coded as follows (spaces, underlining and italics are included for
legibility only, and are not encoded):

whe|

‘6C’
26
50
‘08’
'5F ¢
‘5F6

‘5F6
‘5F6

‘5F6

C.4.5

Data Gr
accordir
headed |

46C| J&l

‘5C’'08' '5F 68 5F 69 5F 6D 5F 6A'
‘5F68’’0A’ 123456789B

‘5F69’°01’ 01
‘5F6D’’01’ 01
"5F6A’’'04’ 63600000
e
= Tag for Data Group 3;
= Overall length of data group (38,);
= Taglist;
= Overall length of tag list;
8...5F 6A' = List of tags of data fields included in this data group;
5’ '0A’ 123456789B = Tag, length, administrative number. The administrative number will be encoded
(using ISO/IEC 8859-1) as '31 32 33 34 35 36 37 3839.41";
D’’01’ 01 = Tag, length (of BCD encoding), document diseriminator of 01.
The document discriminator will be encoded\as'01";
P’’01’' 01 = Tag, length (of BCD encoding), data diScriminator of 01.
The data discriminator will be encoded.as '01";
1’ '04''63600000 = Tag, length (of BCD encoding), issder ID number. The issuer ID number will be

encoded (using BCD) as '63 60 006.00".

FF.DG4 Data Group 4, optional portraitimage, Tag = ‘65, short EF identifier = '04'

bup 4 contains one or more JPEG and/er WSQ images, Tag = '5F40'. The images are encode
g to the settings defined in Annex D:;*An integer defines the number present. Each instance i
by an image template Tag as spe€ified in Table C.9.

Table C.9 — Data Group 4

Tag | Length ,\U Value
v '01'  Ctinteger, number of portraits encoded
‘A2’ X Instance of portrait template, repeated for every image included
Tag | Length Value
'88' '07' |Portraitimage timestamp
'89' '01' |Type of image

'5F40° X JPEG shall be in accordance with ISO/IEC 10918-
1, [PEG-2000 shall be in accordance with ISO/

2 ="

46

IEC 15444-1, WSQ shall be in accordance with
IAFIS-IC-0110(v3), as specified in Annex D.
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EXAMPLE

Assume two portraits have been encoded. Portrait one is a JPEG image with a length of 2 035 bytes and a
timestamp of 20 February 2007 14:22:23, and portrait two is a JPEG2000 image with a length of 3 698 bytes

and a timestamp of 21 February 2002 (no time is available for the second portrait).

Then (spaces, underlining and italics are included for legibility only, and are not encoded),

‘65’'821692’
’02’ lml 2
42820804
'88’°07’ 20070220142223
1891 'ﬂ' 3
'5F40’'8207F3’ 2035 byte JPEG image
‘A2’ '820E83’
'88’°07’ 20020221000000
P89' !m! 4
'5F40’'820E72’ 3698 byte JPEG2000 image
where
‘65’ '821692’ = Tagand overall length of Data Group 4¢{57%78,,);
‘02’01’ 2 = Tag, length and number of entries ¢2).“Phe number of entries will be encod¢d as '02";
‘A2’°820804’ = Tagand length of the portrait image template;
‘88°’07’' 20070220142223 = Tag, length and portrait image‘timestamp (BCD encoded);
‘89°°01’ 3 = Tag, length and image type3 = JPEG). The image type will be encoded as '(3’;
‘5F40’’'8207F3’...image = Tag for image, length-and image;
‘A2..image’ = Second entry.

(.4.6 EF.DGS5 Data Group 5, optional'signature/mark image, Tag = ‘67’, short EF
dentifier ='05'

ot

=

ata Group 5 contains a signature-orrusual mark image, Tag = ‘5F43’ as specified in Table C.10.

Table C.10 — Data Group 5

Tag I’@ﬁgﬁ; Value
'89' ‘01" |Type of image
JPEG shall be in accordance with ISO/IEC 10918-1, JPEG-2000 shall
'5643" X be in accordance with ISO/IEC 15444-1, WSQ shall be in accordance
with IAFIS-IC-0110(v3), as specified in Annex D.

(.4.7 EF.DG6 Data Group 6, optional facial biometric template, Tag = ‘75’, short EH
dentifier ='06'

el

ata Group 6 contains one or More facial biometric templates as detined in Table C.11. The b
template specified in Table C.12 is encoded according to the biometric information template

ometric
used for

off-card matching, which shall be as defined in ISO/IEC 19785-3:2015, Clause 11. Regardless of the
number of biometric templates present, the nested off-card structure defined in ISO/IEC 7816-11:2017,

Table 2 shall be used.

© ISO/IEC 2020 - All rights reserved
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Table C.11 — Data Group 6

Tag Value
75" Data group & optional biometric identification ('75' for Facial, '63' for Finger, '76' for Iris, etc)
Tag L Value
'"7F 61' X Biometric group template
Fag E Value
'02' X Number of biometric templates in the group
'7F 60’ X Biometric template (see Table C.12)
Table C.12 — Biometric template
Tag Value '\"Ov
'7F 60' Biometric template
Tag L Value \\<O
‘AT X |Biometric Header Template (BHT)
Tag L Value Presence ,V ormat Example
‘80’ ‘02’ Patron header version |Mandatory 2bytes 0101
(if absent, the
default value
applies)
‘81 '01'-03’ Biometric type Optiehal 1-3 bytes Facial =’02’
Finger ='08’
Iris =10’
‘82’ 01 Biometric subtype Mandatory 1 byte binary xx100101 for righ
when appli- hand thumb (given a
cable biometric type '08")
binary xx100010 for left
eye (given a biometric
type of '10")
‘83’ 07’ Biometric data cre- Optional 14N 20031215173530, rep-
ation date and time resenting December 15,
(yyyymmddhhmmss)? 2003, 5:35:30 PM
‘84’ X BIR creator Optional ANS Hokkaido Prefectural
Police Asahikawa Area
Public Safety Commissioy
'85' '08' BDB validity period Optional 16N 2003121520081214,
(yyyymmddyyyym- representing a validity
mdd)P period from December
15, 2003 to December 14,
2008
‘86 ‘04’ BDB product owner, Optional 4 bytes (a concate- |'00 01 00 82'
product type nation of two 16 bit
positive integers of
value 1 to 65 535)
‘87’ ‘02’ BDB format owner Mandatory 2 byte non-neg- ‘0101
ative integer of
va:uc 1 U US 535
‘88’ ‘02’ BDB format type Mandatory 2 byte non-neg- '0009'
ative integer of
value 1 to 65 535
48 © ISO/IEC 2020 - All rights reserved
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Table C.12 (continued)

Tag L Value
Tag L Value
Tag L Value Presence Value format Example
'90' X BIR index (unique iden- | Optional Free format Recld_1952686A67
tifier used to reference
the biometric data set
in an application con-
text outside the IDL
‘SF2E’ | X |Biometricdatablock Mandatory Format and encod- | Finger minutia record
or . . . . ing as specified by |as specified.in SO/
“TF2E’ This data is normally stored in the clear in BDB format owner |IEC 19794<2:2(405,
‘5F2E’, but it may be enciphered and stored in and type. Clause/7
template ‘7F2E’.
'53'/'73'"| X |BIR payload Optional Afbitrary dompstic data

OTE Value format refers to status before encoding.
4 If hour, minute, second are not available, 00 shall be used for each value.

Two concatenated dates where the first date is the "from date" (not before), and the second date is the "to date"/(not'after).

HXAMPLE

Technical Committee M1):

01"), format type number = 8, biometric data block length</12634 bytes.

format type number = 1281 ("05 01”), biometric data block length = 12711 bytes.

‘75"°82 63 71’
'7F 61'°82 63 6C
02’01 '02'
'7F 60’ '82 31 89’
‘A1 °28’
'80°102™'01 01
‘810102’
'83'°07°’20 0312 15 17 35 30’
'85’’08’'20 031215200812 14
'86’°04’°00 01 00 82’
'87'°02''01 01
'88’°02°°00 08"
'5F 2F’’82 31 5A’ '.....12634 byte Biometric Data Block...."
'7F 60’ '82 31 D6’
‘A1 °28’
'80°°02°°01 01
‘81’01’ '02’

1o inrg) ) 40 3

Then (spaces, underlining and italics are inclided for legibility only, and are not encoded),

Two biometric templates as follows (Template 1 from ISO/IEC JTC 1/SC\37 and Template 2 from ANPI INCITS

Template 1: Facial biometric, created 15 December 2003 at 5:35:30pm, valid from 15 December 2003 through
14 December 2008, product owner number = 1, product typefiumber = 130, format owner number g 257 (‘01

Template 2: Facial biometric, created 7 January 1999%at 10:27:44am, valid from 7 January 1999 through 6
January 2004, product owner number = 1, product type number = 130, format owner number = 27 ["00 1B’),

8309719990107 162744
857’08’ '19 99 01 07 20 04 01 06’
’86’’04’’00 01 00 82’

P87l ‘Ql 100 1Br
P88l PMI J05 01'
'5F2E’’82 31 A7’ "....12711 byte Biometric Data Block...."
where
‘75 = Tag for DG6, Optional facial biometric;
826371 = Overall length of data group (25457, ="'82 63 71');
‘7F 61’ = Tag for biometric group template;

© ISO/IEC 2020 - All rights reserved
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‘8263 6C’ = Overall length of biometric group (25452,,="'82 63 6C");
'02''01''02' = Number of entries;

‘7F 60’ = Tag for biometric template;

‘82 31 89’ = Overall length of biometric template (12681, = '82 31 89");
‘A1’ '28' = Biometric header tag and length (40,, = '28");

'80''02'°01 01’ = Patron version;

'81''01''02’ = Facial biometric type;

'83"''07' 20031215173530 Date and time of creation 15 December 2003.

85"
96"

08'2003121520081214
04'‘00 01 0082’

ThlS will be encoded as 20 03 12 15 17 35 30’ (BCD encoded);

= Validity period. This will be encoded as ‘20 03 12 15 20 08 12 14’ (BCD encoded);

Product owner and type (130,, = '82");

'87'102' ‘01 01 = Format owner (‘01 01' = registered value for ISO/IEC JTC 1/SC 37, Bigmetrics);

'88'102' ‘00 08’ = Formattype ('00 08' = registered value for face-image conforming
to ISO/IEC 19794-5);

'5F3E' ‘82 31 5A’ = Length of biometric data block (12634, ="'82 31 5A");

..Bidmetric.. = Biometric data block encoded per above defined ownerand format;

‘7F 0’ = Tag for biometric template;

‘82 31 D6’ = Overall length of biometric template (12758, =.'82 31 D6');

‘A1’ |2B' = Biometric header tag and length (43,,="2B");

'80'[02'°'01 01’ = Patron version;

'81'101'’02’ = Facial biometric type;

'83'107'19990107102744 = Date and time of creation 7 January1999 at 10:27:44am.

85"

08'1999010720040106

This will be encoded as ‘19 99 01 0710 27 44’ (BCD encoded);

= Validity period, from 7 January 1999 through 6 January 2004.
This will be encoded as ‘19 99*01 07 20 04 01 06’ (BCD encoded);

'86'[04' ‘00 01 00 82’ = Product owner and type;

'87'102'°00 1B’ = Format owner (‘00 1B’ = registered value for INCITS Technical Committee M1);
'88'102'°05 01’ = Formattype (0501 = registered value for ANSI INCITS 385-2004);

'5F3E' ‘82 31 A7’ = Length ofbiemetric data block (12711;, = '82 31 A7");

.Bigmetric.. = Biometric data block encoded per above defined owner and format.

The [information will be fully eneoded as follows (spaces, underlining and italics are included for legibility
only} and are not encoded);:

‘7582 63 71 7F 618263 6C 0201 02 7F 6082 31 89 A1 288002 01 01810102830720031215173p
3085082003 1215200812 148604 0001008287020101880200085F2E82315A<12634 byte
Biometric Data.Block> 7F 60 82 31 D6 A1 2B 80 02 01 01 81 01 02 8307 19 99 01 07 10 27 44 85 08 19
99 01 07 20104 01 06 86 04 00 01 00 82 8702 00 1B 88 02 05 01 5F 2E 82 31 A7 <12711 byte Biometric
Data Blo¢k>’

NOTE Tdgy for biometric templates are defined and assigned in ISO/IEC 7816-11. Any tag in the above
example tHatis not listed in Table C.12 originates from ISO/IEC 7816-11.

C.4.8 EF.DG7 Data Group 7, optional finger biometric, Tag = ‘63’, short EF

identifier ='07'

Data Group 7 is encoded the same as Data Group 6. Specific data elements will have different values as
the biometric is for fingers rather than faces, which shall be in accordance with ISO/IEC 19794-4:2005.

EXAMPLE

Finger biometric (right hand thumb), created 15 December 2003 at 5:36:12pm, valid from 15 December
2003 through 14 December 2008, product owner number = 13, product type number = 99, format owner
number = 257, format type number = 7, biometric data block length = 834 bytes.
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Then (spaces, underlining and italics are included for legibility only, and are not encoded),

‘63’82 03 81’
'7F61'’82 03 7C’
'02°°01"'01
'7F 60’ °82 03 74’
'A1"'2B’
'80"°02'°01 01
'81'°01°'08°
'82'°01'°05°

’932'°'07°’2003 12 151736 12"

'85'°08’'2003 12 152008 12 14’
'86’’04’’00 0D 00 63’
)87' 'Q, r01 01;
,88' ,Q’ !00 071
'5F 2E’’82 03 42’ ".....834 byte Biometric Data Block...."
where

‘63’ = Tag for DG7, Optional finger biometric;

‘82 03 81’ = Overall length of data group (897, = '82 03.81%);

‘7F 61’ = Tag for biometric group template;

‘8203 7C’ = Overall length of biometric group (892;,="'82 03 7C");

'02''01''01" = Number of entries;

‘7F 60’ = Tag for biometric template;

‘82 03 74’ = Overall length of biometricitemplate (884, ='82 03 74");

‘A1’ '2B' = Biometric header tag andlength (43,,="2B");

'80''02'°01 01’ = Patron version;

'81''01''08’ = Finger biometriatype;

'82''01' ‘05’ = Biometric siibtype: right hand thumb;

'83''07'20031215173612 = Date andtime of creation 15 December 2003 5:36:12pm.

ThlS will be encoded as ‘20 03 12 15 17 36 12’ (BCD encoded);
'85''08' 2003121520081214 = _Validity period, from 15 December 2003 through 14 December 2008.
This will be encoded as ‘20 03 12 15 20 08 12 14’ (BCD encoded);
'86''04' ‘00 0D 00 63’ = Product owner and type (13;,="0D",99,,="63");
'87''02' ‘01 01 = Format owner (257, ="01 01, registered value for
ISO/IECJTC 1/SC 37, Biometrics);
'88''02' ‘00 07’ = Formattype (74, ="00 07, registered value for finger-image
conforming to ISO/IEC 19794-4);

'5F 2E' ‘82 0342 = Length of biometric data block (834, ="82 03 42");

..Biometrie¢ = Biometric data block encoded per above defined owner and format.
The information will be fully encoded as follows (spaces, underlining and italics are included for [legibility
onlyyand are not encoded):

‘63820381 7F6182037C020101 7F 608203 74A12B800201018101088201058307/2003 12

T5 17 36 128508 2003 12 15 20 08 IZ 14 86 U4 00 OD 00 63 87 02 0T 0T 86 U200 U7 5F ZE 82 42
<834 byte Biometric Data Block>’

NOTE Tags for biometric templates are defined and assigned in ISO/IEC 7816-11. Any tag in the above
example that is not listed in Table C.11 originates from ISO/IEC 7816-11.

C.4.9 EF.DGS8 Data Group 8, optional iris biometric, Tag = ‘76, short EF identifier = '08’

Data Group 8 is encoded the same as Data Group 6. Specific data elements will have different values as
the biometric is for irises rather than faces, which shall be in accordance with ISO/IEC 19794-6:2005.
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C.4.10 EF.DG9 Data Group 9, optional other biometric, Tag = ‘70’, short EF identifier = '09’

Data Group 9 is encoded the same as Data Group 6. Specific data elements will have different values as
the biometric is not for faces.

C.4.11 EF.DG10 Data Group 10, reserved for future use, no Tag assigned, short EF
identifier = '0A'

This data group is reserved for future use and the content will be defined at a future stage.

C.4.12 EF.DG11 Data Group 11, optional domestic data, Tag = '6D’, short EF
identifier = '0B’'

This datja group is reserved for domestic use and hence the encoding is defined domestically,

C.5 Use of basic encoding rules of ASN.1

C.5.1 BER-TLV data object
Each BER-TLV data object shall consist of 2 or 3 consecutive fields in accordance with ISO/IEC 8825-1.
— Theltag field T consists of one or more consecutive bytes. It encodesa class, a type and a number.

— Thellength field consists of one or more consecutive bytes. Itrencodes an integer L.

[

— IfL|s not null, then the value field V consists of L. consecutive bytes. If L is null, then the data objeq
is enpty: there is no value field.

Neither [00' nor 'FF' is used as tag values.

NOTE Before, between or after BER-TLV data objeets, '00' or 'FF' bytes without any meaning may occur (e.g.
due to erpsed or modified TLV-coded data objects).

C.5.2 Tagfield

The bit4 b8 and b7 of the leading byite of the tag field shall encode the tag class, i.e., the class of thie
data object.

— b8-17=00 introduces a tag-of universal class.

— b8-17=01 introduceg-aitdg of application class.

— b8-17=10 introdaces a tag of context-specific class.
— b8-B7=11 infroduces a tag of private class.

The bit 6 of the leading byte of the tag field shall encode the tag type, i.e. the type of the data object.

— bé6=tmtroducesa primitive data object:
— b6=1 introduces a constructed data object.

If the bits b5 to bl of the leading byte are not all set to 1, then they shall encode an integer equal to the
tag number which therefore lies in the range from 0 to 30. Then the tag field consists of a single byte.

Otherwise (b5 to bl set to 1 in the leading byte), the tag field shall continue on one or more
subsequent bytes.

— The bit b8 of each subsequent byte shall be set to 1, unless it is the last subsequent byte.

— The bits b7 to b1l of the first subsequent byte shall not be all set to 0.
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— The bits b7 to bl of the first subsequent byte, followed by the bits b7 to bl of each further
subsequent byte, up to and including the bits b7 to b1 of the last subsequent byte, shall encode an
integer equal to the tag number (thus strictly positive).

C.5.3

Length field

In short form, the length field consists of a single byte where the bit b8 shall be set to 0 and the bits b7
to bl shall encode an integer equal to the number of bytes in the value field. Any length from 0 to 127
can thus be encoded by 1 byte. In long form, the length field consists of a leading byte where the bit b8

challbhesetta 1l andtho hitch7tahl chall nat ho all aaual thuc ancading 4 nacitiva infﬁgav‘ oq1
+HOo—+—a e B HS B0 +—SHar ot Bear Ha—HHSeheoaHi SHAY edet

al to the

OTE

= =z

The ISO/IEC 7816 series does not use the indefinite lengths specified by the basic encodin

SN.1 (see ISO/IEC 8825-1).

Table C.13 — ASN.1 Length encoding rules

number of subsequent bytes in the length field. Those subsequent bytes shall encode an infeger equal
tp the number of bytes in the value field. Any length within the APDU limit (up to 65 535)\¢ar] thus be
gncoded by 3 bytes as defined in Table C.13.

b rules of

Range # of bytes 1st byte 2nd bytﬁ\\v 3rd byte
0to 127 1 binary value none None
128 to 255 2 '81' binarywalue None
256 to 65 535 3 '82' binary value
most significant byte least significank byte

(.6 List of tags used

'$3' EF.CE — Compact encoded object
‘SC Tag list

‘SFOT LDS version number:

‘SF11’ Place of birth

‘SF1F’ Data objeet of mandatory demographic data objects
‘SF2E’ Biometric data block

‘SF35’ Gender

‘5F40° Portrait image

‘SF42’ Place of residence

‘bF43’ Signature/mark image

'5F64’ Height

'5F65’ Weight

‘5F66’ Eye colour

‘5F67’ Hair colour

‘5F68’ Administrative number

‘5F69’ Document discriminator
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