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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC

The pro
describg
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JTC 1.

cedures used to develop this document and those intended for its further maintenange are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordange with thie

editoria] rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentiil is drawn to the possibility that some of the elements of this document may be the subjedt
of patenft rights. ISO and IEC shall not be held responsible for identifying any or’ all’such patent rights.
Details ¢f any patentrights identified during the development of the documentwill'be in the Introductiop
and/or gn the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does nqt
constitute an endorsement.

For an

assessmient, as well as information about ISO’s adherence to the WTO principles in the Technical Barrierfs

to Tradd
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technold

This fou
technics

ISO/IEC
frequenc

— Part
— Par
— Part
— Part
— Part

—  Part

pxplanation on the meaning of ISO specific terms and expressions related to conformitly

(TBT) see the following URL: Foreword - Supplementary information

mittee responsible for this document is Joint Technical Committee ISO/IEC JTC 1, Informatio
gy, Subcommittee SC 31, Automatic identification and data capture techniques.

~

rth edition cancels and replaces the.third edition (ISO/IEC 18000-7:2009), which has been
lly revised and extended.

Q

18000 consists of the following parts, under the general title Information technology — Radi
y identification for item management:

1: Reference architecture ‘and definition of parameters to be standardized

2: Parameters for gininterface communications below 135 kHz

3: Parameters fotair interface communications at 13,56 MHz

4: Parameters for air interface communications at 2,45 GHz

6: Paraméters for air interface communications at 860 MHz to 960 MHz General

61: Parameters for air interface communications at 860 MHz to 960 MHz Type A

— Part 62: Parameters for air interface communications at 860 MHz to 960 MHz Type B

— Part 63: Parameters for air interface communications at 860 MHz to 960 MHz Type C

— Part 64: Parameters for air interface communications at 860 MHz to 960 MHz Type D

— Part 7: Parameters for active air interface communications at 433 MHz

iv
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Introduction

This part of ISO/IEC 18000 is intended to address radio frequency identification (RFID) devices
operating in the 433 MHz frequency band, providing an air interface implementation for wireless, non-
contact information system equipment for item management applications. Typical applications operate
at ranges greater than one metre.

The RFID system includes a host system and RFID equipment (interrogator and tags). The host system
runs an application program, which controls interfaces with the RFID equipment. The RFID equipment
5 composed of two principal components: tags and interrogators. The tag is intended for attachment
b an item, which a user wishes to manage. It is capable of storing a tag serial number andother data
egarding the tag or item and of communicating this information to the interrogator. The-interrogator
5 a device, which communicates to tags in its RF communication range. The intetrogator [controls
he protocol, reads information from the tag, directs the tag to store data in somé cases, and|ensures
nessage delivery and validity. This system uses an active tag.

e I e e B =

owl

FID systems defined by this part of ISO/IEC 18000 provide the following minimum features:
-+ identify tag in range;

—+ read data;

—+ write data or handle read-only systems gracefully;

+ selection by group or address;

+ graceful handling of multiple tags in the field of view;

-+ error detection.

—

his part of ISO/IEC 18000 consists of tw® modes, Base and Extended. The following simplified
differences should be drawn between the two modes:

— Base Mode defined in clause 6 issbackwards compatible and includes all features describgd in the
last revision of this part of ISOZEC 18000 (ISO/IEC 18000-7:2009) with the addition of [security
features as described in clause’6.7.

1+ Extended Mode definediint clause 7 is new to this part of ISO/IEC 18000. Extended Mode presents
a new communication protocol stack (PHY, MAC and Application layers) and provides an gxtended
feature set that addresses more complex user and deployment requirements.

ubstantive differences exist between Base Mode and Extended Mode across all layer§ of the
dommunicatior protocol (PHY, MAC and Application). However, both modes may co-exist in ahy given

3 al Organiza 3 a 3 3 3 3 Imission
(IEC) draw attention to the fact that it is claimed that compliance with this document may involve the
use of patents concerning radio frequency identification technology.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences
under reasonable and non-discriminatory terms and conditions with applicants throughout the world.
In this respect, the statements of the holders of these patent rights are registered with ISO and IEC.
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Information on the declared patents may be obtained from:

Attention is drawn to the possibility that same of the elements of this document may be the subject ¢
ghts other than those identified(above. ISO and IEC shall not be held responsible for identifying

patentr
anyora

The late
iso.org/

vi

Patent Holder:

Legal Name  CISC Semiconductor GmbH
Contact for license application:

Name & Department Markus Pistauer, CEO
Address Lakeside B07

Address 9020 Klagenfurt, Austria
Tel.  +43(463) 508 808

Fax  +43(463) 508 808-18

E-mail m.pistauer@cisc.at

URL (optional) www.cisc.at

Patent Holder:

Legal Name Impinj, Inc.

Contact for license application:

Name & Department Stacy Jones

Address 701 N 34th Street, Suite 300
Address Seattle, WA 98103, USA

Tel. +1 206 834 1032

Fax  +1206 517 5262

E-mail stacy.jones@impinj.com

URL (optional) www.impinj.com

1 such patent rights.

batents.

5t information on IP that.may be applicable to this part of ISO/IEC 18000 can be found at wwv.

-

© ISO/IEC 2014 - All rights reserved


http://www.cisc.at
http://www.impinj.com
http://www.iso.org/patents
http://www.iso.org/patents
https://standardsiso.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

INTERNATIONAL STANDARD ISO/IEC 18000-7:2014(E)

Information technology — Radio frequency identification

for item management —

Scope

[his part of ISO/IEC 18000 defines the air interface for radio frequency identification (RFID)
dperating as an active RF tag in the 433 MHz band used in item management applications. It |

433

devices
brovides

a common technical specification for RFID devices that can be used<by ISO technical committees

developing RFID application standards. This part of ISO/IEC 18000 is intended to allow for comp
and to encourage inter-operability of products for the growingCRFID market in the inter
narketplace. This part of ISO/IEC 18000 defines the forward and return link parameters for t
attributes including, but not limited to, operating frequengy, ‘operating channel accuracy,

hannel bandwidth, maximum power, spurious emissions, medulation, duty cycle, data coding
it rate accuracy, bit transmission order, and, where appropriate, operating channels, freque
ate, hop sequence, spreading sequence, and chip rate~This part of ISO/IEC 18000 further def
ommunications protocol used in the air interface.

=

Q=S o0

Conformance

| ]

The rules for evaluation of RFID devige, conformity to this part of ISO/IEC 18000 are ds
50/1EC TR 18047-7.

et

DD

.1 RF emissions general population

evice manufacturers claiming conformance to this part of ISO/IEC 18000 shall declare on t}
esponsibility that RF emisSions do not exceed the maximum permitted exposure limits recomn
y either IEEE €95.1:2005 or ICNIRP according to [EC 62369-1. If a device manufacturer is unsu

[l ol il =

b ICNIRP limits.

4.2 RF emissions and susceptibility health care setting

[evicesnanufacturers claiming conformance to this part of ISO/IEC 18000 shall declare on t}
esponsibility that RF emissions and susceptibility comply with IEC 60601-1-2.

—

atibility
national
echnical
ccupied
bit rate,
ncy hop
ines the

fined in

leir own
mended
e which

ecommendation istgbe cited for compliance, the manufacturer shall declare on their own responsibility

leir own

2.3 Command structure and extensibility

This part of ISO/IEC 18000 includes a definition of the structure of command codes between an

interrogator and a tag and indicates how many positions are available for future extensions.
Command specification clauses provide a full definition of the command and its presentation.

Each command is labelled as being “mandatory” or “optional”.

The clauses of this part of [ISO/IEC 18000 make provisions for “custom” and “proprietary” commands.

© ISO/IEC 2014 - All rights reserved
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2.4 Mandatory commands

A mandatory command shall be supported by all tags that claim to be compliant and all interrogators
which claim compliance shall support all mandatory commands.

2.5 Optional commands

Optional commands are commands that are specified as such within this part of ISO/IEC 18000.
Interrogators shall be technically capable of performing all optional commands that are specified in
thls par Uf ISO/’IEC 18300 ralthuush thc_y llCCd llUt bC oct u}l tU dU DU). TClSD ulay Ul 1ua_y llUt DulJPUlt

optional commands.

If an oftional command is used, it shall be implemented in the manner specified in this' part qf
ISO/IEC|18000.

2.6 Custom commands

(i

Custom [commands may be permitted by those applying this part of ISO/IEC 18000, but they are nd
specifiedl in this part of ISO/IEC 18000.

A custon command shall not solely duplicate the functionality of any mané@atory or optional commangd
defined |n this part of ISO/IEC 18000 by a different method. An interrogater shall use a custom commangd
only in dccordance with the specifications of the tag manufacturer.

2.7 Proprietary commands

(i

Proprieary commands may be permitted by those applying this part of ISO/IEC 18000, but they are nd
specifiedl in this part of ISO/IEC 18000.

jem

A proprjietary command shall not solely duplicate’the functionality of any mandatory or options
command defined in this part of ISO/IEC 18000~by a different method. All proprietary command
shall be[disabled before the tag leaves the tag<twanufacturer. Proprietary commands are intended fq
manufagturing purposes and shall not be used-in field-deployed RFID systems.

= wn

3 Normative references

The follpwing documents, in whal€e or in part, are normatively referenced in this document and ar
indisperjsable for its applicatipn. For dated references, only the edition cited applies. For undate
referendes, the latest editigmof the referenced document (including any amendments) applies.

|= "¢

ISO/IEC[8859-1, Information technology — 8-bit single-byte coded graphic character sets — Part 1: Latip
alphabet No. 1

ISO/IEC|15459{alVparts), Information technology — Unique identifiers

ISO/IEC|15963, Information technology — Radio frequency identification for item management — Uniqu
identific 71’innfnr RE tags.

Q

ISO/IEC TR 18047-7, Information technology — Radio frequency identification device conformance test
methods — Part 7: Test methods for active air interface communications at 433 MHz

ISO/IEC 19762-1, Information technology — Automatic identification and data capture (AIDC) techniques
— Harmonized vocabulary — Part 1: General terms relating to AIDC

ISO/IEC 19762-3, Information technology — Automatic identification and data capture (AIDC) techniques
— Harmonized vocabulary — Part 3: Radio frequency identification (RFID)

IEC 62369-1, Ed. 1.0, Evaluation of human exposure to electromagnetic fields from short range devices
(SRDs) in various applications over the frequency range 0 GHz to 300 GHz — Part 1: Fields produced by
devices used for electronic article surveillance, radio frequency identification and similar systems

2 © ISO/IEC 2014 - All rights reserved
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[EC 60601-1-2, Medical electrical equipment — Part 1-2: General requirements for basic safety and essential
performance — Collateral standard: Electromagnetic compatibility — Requirements and tests

ICNIRP Guidelines, Guidelines for limiting exposure to time-varying electric, magnetic, and electromagnetic
fields (up to 300 GHz), International Commission on Non-lonizing Radiation Protection

IEEE C95.1:2005, IEEE Standard for Safety Levels with Respect to Human Exposure to Radio Frequency
Electromagnetic Fields, 3 kHz to 300 GHz

IEEE Std 802.15.4, I[EEE Standard for Local and metropolitan area networks Part 15.4: Low-Rate Wireless
Hersonal Area Networks (LR-WPANSs]

4 Terms and definitions

1

or the purposes of this document, the terms and definitions given in ISO/IEC 19762-%and ISO/IE[C 19762-
apply.

(V)]

5 Symbols and abbreviated terms

v w]

or the purposes of this document, all symbols and abbreviated térnis given in ISO/IEC 197¢2-1 and
50/IEC 19762-3 shall apply.

(]

AES Advanced Encryption Standard
AES-CBC  Advanced Encryption Standard - Cipher Block Chaining
HMAC Hash-based Message Authentication Code

IR-WPAN Low-Rate Wireless Personal Area Network

HKI Public Key Infrastructure
HMK Pairwise Master Key

HSK Pre-shared Key

JHA-1 Secure Hash Algorithm - 1

HB2-128 Hummingbird2 128-bit key cipher

6 433,92 MHZz active narrowband specification

6.1 Physical layer

TheRE communication link between interrogator and tag shall utilize a narrow band UHF frequency
withthe following nominal characteristics:

Carrier Frequency 433,92 MHz
Modulation Type FSK
Frequency Deviation +/- 50 kHz
Symbol LOW fc +50 kHz
Symbol HIGH fc-50 kHz

© ISO/IEC 2014 - All rights reserved 3


https://standardsiso.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IE

Data Mo

C 18000-7:2014(E)

dulation Rate 27,7 kHz

Wake up Signal Modulation with 31,25 kHz square wave signal followed by modulation with 10 kHz

square wave signal

For detailed physical layer specifications, see section 6.6.

The Wake Up Signal shall be transmitted by the interrogator for a minimum of 2,45 seconds to wake
up all tags within communication range. The Wake Up Signal shall consist of a 2,35 to 4,8-second 31,25
kHz square wave modulated signal called the “Wake Up Header” immediately followed by a 0,1-second

10 kHz
Wake U

Figure 1f A tag has two states, awake/ready and asleep. During the ready state, the tags will accept th|
valid commands from interrogators and respond accordingly. When the tag is asleep, it will'ignore a
commarlds.

quare wave modulated signal called the “Co-Header.” Upon detection and by completion of th|
Signal all tags shall enter into the Ready state awaiting a command from the interrogator:Se

Minimum 2,35 s Maximum 4,8 s 0,1 R

Once awjoken, the tag shall stay awake for a minimmum of 30 seconds after receipt of the last well-forme
messagd packet consisting of a valid ProtocohID, command code, and CRC values, unless the interrogatd
otherwise commands the tag to sleep. If-ne-well-formed command message is received within the 3
seconds| the tag will transition to the sleep state and SHALL no longer respond to command message
from Interrogators.

The corhmunication between interrogator and tag shall be of the Master-Slave type, where th|
interrogator shall initiate communications and then listen for a response from a tag. Multiple respons|
transmigsions from tags shall be controlled by the collection algorithm described in 6.4.

et
l l Wake Up Header
U MU enunpedouied

r~
|
|
|
|
|
|

AN HMM

e >

16us | 16us

Figure 1 — Wake Up Signal

c

e
e
1

[CEe]

the end ofthe preamble and beglnnlng of the flrst data byte The same two level changes ofthe preamble
also indicate the originator of the data packet. Data bytes shall be sent in Manchester code format.
Transmission order shall be most significant byte first; within a byte, the order shall be least significant
bit first. Figure 2 illustrates the logic levels for the data communication timing of the preamble and the
first byte of a packet.

© ISO/IEC 2014 - All rights reserved
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PREAMBLE DATA BYTE
. 1296ps or 1308us 324pus
logic [ > -
low
15ps <b0>l<b1 :':bz=|<b3>'<b4=|<b5=|<b6>|<b7=|<b8=
0 I 1 ! 1 ! 0 | 0 | 0 ! 1 | 1 | 0

SOps—30Ts tops
from from
tag interrogator
FINAL DATA BYTE o
- rising
ke " edog
b0y b1 [ b2 ; b3 ; b4 , b5 | b6 |, b7 | b8 l
T D D T D D DT P '
| |
Hus 15us
logic logic
o high

OTE
it first. A 15 ps logic low level precedes the first preamble cycle. Byte shown is code 0xC6.

o =z

Figure 2 — Data,communication timing

.2.2 Preamble

he preamble shall be comprised oftwenty (20) cycles of 60 pus period, 30 ps high and 30 ps low,
y two final level changes which‘identifies the communication direction: 42 ps high, 54 us loy
hterrogator); or 54 ps high, 54 ps low (interrogator to tag). Refer to Figure 2 above.

— e,

.2.3 Data bytes

ata bytes shall beinManchester code format, each byte is comprised of 8 data bits and one stoj
it period shall beZ36 us, the total byte period shall be 324 ps. A falling edge in the centre of the
hdicates a 0 bit,a rising edge indicates a 1 bit. The stop bit is coded as a zero bit.

— e —

Data byte transmitted order is most significant byte first; within each byte the orderis least significant

Followed
v (tag to

bit. The
bit-time

4.2.4 _Packet end period

A final period of 36 ps of continuous logic low, followed by a logic low to logic high transition, followed
hy eontinuouslogic high for a minimum of 15 ps shall he transmitted after the last Manchesterlencoded
bit within the packet.

6.2.5 Interrogator-to-tag message format

Tags shall recognize the interrogator-to-tag message format described in Table 1 and Table 2:

© ISO/IEC 2014 - All rights reserved 5
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Table 1 — Interrogator-to-tag command format (broadcast)

Protocol ID Packet Packet Session ID Command Command Argu- |CRC
Options Length Code ments
0x40 1 byte 1 byte 2 bytes 1 byte N bytes 2 bytes
Table 2 — Interrogator-to-tag command format (point-to-point)
Protocol _|Packet Packet |Tag Tag Serial |Session ID Command Command CRC
ID Options Length |Manufacturer Number Code Arguments
ID
0x40 1 byte 1 byte 2 bytes 4 bytes 2 Bytes 1 byte N bytes 2 bytes
See Annex A for other alternative application specific standards, which are identified with their

respective Protocol ID.

6.2.5.1

Protocol ID

The pr

(“derived application standards”) to be developed. All derived application’standards shall share th
same pHysical layer protocols, but their command/response structuréy/field and command sets maly

vary de
“Sleep”

applicat
this par
applicat

When the interrogator sends out a Wake Up Signal all tags based on the air interface of this part ¢

ISO/IEC

The inte
the inte
commar
derived

with the collection response defined\by the tag’s own application data link layer standard (this par

of 1S0/1

“Sleep Al But”) defined in this.part of ISO/IEC 18000. The co-existence of this part of ISO/IEC 18000 an

tocol ID field allows different application standards based on this’ part of ISO/IEC 1800p
C

ending on the application. The three basic commands (“Colléction with Universal Data Block
hnd “Sleep All But”) defined in this part of ISO/IEC 18000 shall be supported by all derived
on standards. All other commands required by this part.of ISO/IEC 18000 shall be supported by
£ of ISO/IEC 18000 compliant products, but not necessarily by products compliant with derivefd
on standards.

-

—h

18000 and derived standards shall wake up:

rrogator may send out various commiands as specified by the application. In the event thg
'rogator wants to inventory all the-active tags within its range, it shall send out a Collectio
d as defined in this part of ISO/TEC 18000. All tags adhering to this part of ISO/IEC 18000 g
application standards shall respond to this basic Collection command. A tag shall respon

EC 18000 or derived standard). The tags shall also accept the Sleep commands (“Sleep” an

S0 T+ O B

derived standards is illustrated in Annex A.
6.2.5.2 | Packet Options
Table 3 — Packet options field
Bit
7 A 5 4 3 2 11 0

Reserved |Reserved |Reserved |Reserved |Reserved |12 |0= Broadcast (Tag serial number and |Reserved

Tag manufacturer ID not present)
1= Point to Point (Tag serial number
and tag manufacturer ID present)

a  Bit2

of the “packet oiptions field” has a fixed value of “1” for backwards compatibility.

The Packet Options field, described in Table 3, shall be used to indicate the presence of the Tag serial

number

and Tag manufacturer ID fields within the command message (packet). As indicated in Table 4,

a particular command can be point-to-point or broadcast. The command type is indicated as follows:

— Point-to-point only, Packet Option field Bit 1 must be set to 1.

© ISO/IEC 2014 - All rights reserved
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— Broadcast only and Packet Option field Bit 1 must be set to 0.

Reserved bits are for future use. The default value shall be “0”.

6.2.5.3 Packet Length

The packetlength field shall be used to indicate the full length of the message in bytes, from the Protocol
ID up to and including the CRC field.

Lo Tl IV | La o) AA £ v 1D
Y Il d las IVIidITUIdltiuiI 1 1y

he Tag Manufacturer ID is a unique identifier that is issued to each tag manufacturer. [The Tag
anufacturer ID is a 16-bit code assigned by the Registration Authority as called out in ISO/IEf 15963.
his 16-bit code is a combination of the ISO/IEC 15963 Allocation Class “0001 0001”, (most significant
yte) and the 8-bit Issuer UID “xxxxxxxx” (least significant byte). For example\if’ the Issudr UID is
ssigned as 00000100, the Tag Manufacturer ID would be 00010001 00000100:-

he Tag Manufacturer ID format and content shall follow the requirements of unique identjifiers as
efined in ISO/IEC 15459-1.

he structure and allocation of the Tag Manufacturer ID is described-in' ISO/IEC 15963 and INCITS 256.

.2.5.5 Tag Serial Number

he Tag Serial Number is a 32-bit integer that is uniquely assigned to each individual tag during
anufacturing. This number cannotbe changed and is read only. The Tag Serial Number has no sfructure
nd does not contain any information besides uniquelyidentifying a tag. The Tag Serial Numbejr cannot
ereused. Issuance of Tag Serial Numbers may be managed and administered by each manufactiirer. The
ag Manufacturer ID and Tag Serial Number together uniquely identify a tag as defined in ISO/IEL 15963.
his six-byte combination includes the two-byte Tag Manufacturer ID followed by the Tag Serial Number.
n example of the combined data structurefor Tag Manufacturer ID and Tag Serial Number is:

0010001 00000100 XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

.2.5.6 SessionID

he SessionIDisa 16-bitinteger value thatuniquely identifies an interrogator fromany otherintefrogator
mpliantwith this part 6fISO/IEC 18000 in the local vicinity. The Session ID of anindividual intefrogator
ay be changed withgut restriction, but its value shall be set to a value not in use by other interfogators
mpliant with this‘part of ISO/IEC 18000 in the local vicinity. No two interrogators compliant yvith this
art of ISO/IEC 18000 within RF range of the same tag shall have the same Session ID. At the moment the
ession ID is changed in an interrogator, any ongoing communication between that interrogatorjand any
thg shall be terminated. An interrogator that receives a tag message containing a Session ID notlequal to
its own Session ID shall not transmit any packets over the UHF interface regarding the contenits of the
thg message. The Session ID 0x0000 is reserved and shall not be used.

2-587 CommandCodes

The Command codes and their function as a Read and/or Write command shall be as listed in Table 4,
below. Codes not identified are reserved.

© ISO/IEC 2014 - All rights reserved 7
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Table 4 — Command codes

Command |Command name Command |Mandatory/Optional Description
code + Sub type
Command Interrogator |Tag
Code
(R/W)
0x1F /NA |Collection with Broadcast |Mandatory |Mandatory |Collects all Tag IDs and Universal
Universal Data Data Block
Block
NA /0x15 |Sleep Point to Mandatory |Mandatory |Puts tag to sleep
Point
NA /0x16 |Sleep All But Broadcast |Mandatory |Mandatory |Puts all tags but one to sleep
0x13 / 093 |User ID Point to Mandatory |Optional |Sets user assigned ID-13 60 bytes)
Point
0x09 / 0x89 |Routing Code Point to Mandatory |Mandatory |Reads and writeswouting code
point
0x0C /NA |Firmware Version |Pointto Mandatory |Optional |Retrieves‘tmanhufacturer-defined tag
Point firmwaterevision number
0x0E /NA |Model Number Point to Mandatory |Optional |Retrieves manufacturer-defined tag
Point model number
0x60 / OKEO |Read/Write Point to Mandatory |Optional<{ \[Reads and writes user memory
Memory Point
NA /0x95 |SetPassword Point to Mandatory |Optiopral |Sets tag password (4 bytes long)
Point
NA /0x97 |Set Password Pro- |Point to Mandatory *[Optional |Engages/disengages password pro-|
tect Mode Point tection (see section 6.3.4)
NA/ 0x96 |Unlock Point to Mandatory |Optional |Unlocks password protected tag
Point
0x70 /NA |Read Universal Point to Mandatory |Mandatory |Reads the Universal Data Block
Data Block Point
0x26+0401 |Table Create Point to Mandatory |Optional Creates a database table
Point
0x26+0402 |Table Add Records |Pojnt to Mandatory |Optional Prepares to add new records to the
Point specified database table
0x26+0403 |Table Update Point to Mandatory |Optional |Prepares to modify the specified
Records Point table records
0x26+0404 |Table Update Point to Mandatory |Optional |Prepares to update the specified
Fields Point fields of a table record
0x26+0405 |Table Delete Point to Mandatory |Optional |Deletes existing record from the
Record Point existing database table
0x26+0406.)| Table Get Data Point to Mandatory |Optional |Prepares to retrieve the specified
Point table records
0x26+0x07 |Table Get Proper- |Pointto Mandatory |Optional |Gets total number of records and
ties Point the
maximum number of records the
table can hold
0x26+0x08 |Table Read Frag- |Pointto Mandatory |Optional |Retrieves a block of data from a
ment Point table as initiated by the Table Get
Data command
8 © ISO/IEC 2014 - All rights reserved
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Table 4 (continued)
Command |[Commandname |Command |Mandatory/Optional Description
code + Sub type Interrogator |Tag
Command
Code
(R/W)
0x26+0x09 |[Table Write Frag- |Pointto Mandatory |Optional |Writes a block of data into a table as
ment Point initiated by the Table Add Records,
Table Update Records, or Table
Update fields command
x26+0x10 |Table Query Broadcast |Mandatory |Optional Initiates table search based|on the
or Point to specified criteria
Point
xE1 /NA |Beep ON/OFF Point to Mandatory |Optional |Turnstag’s béeper ON or OHF
Point
x8E Delete Writeable |Point to Mandatory |Optional Deletes all'allocated writeaple data
Data Point on a'tag
The Command Type column indicates whether the command is. broadcast (does not include Tag

nd Tag Serial Number in the message).

or commands requiring a Sub Command Code, the Sub_€omimand Code field is the first by
ommand Arguments field that follows the Command Code.

.2.5.8 Command Arguments

anufacturer ID and Tag serial number in the message) or point-to~peint (includes Tag Manufadturer ID

e of the

ome commands require arguments. For those ¢ommands where arguments are defined, argunient data

shall be supplied with the command. The contents and length of any required arguments are specific to

ach command. See section 6.3 for details,

.2.59 CRC

CRC checksum shall be calculated as a 16-bit value for each command message, initialized
roes (0x0000), over all data‘bytes (excluding preamble) from the protocol ID up to and inclu
mmand arguments accerding to the CCITT polynomial (x16 + x12 + x5 +1). The CRC shall be a

with all
ling any
bpended

tp the data included in-the command message as a two bytes field. Reference: ITU-T Recommeéndation

41 (Extract from the-Blue Book), Code-independent error-control system, Appendix I - Enco
ecoding realizationfor cyclic code system.

.2.6 Tag:to-interrogator message format

he tag=to-interrogator message shall use one of two formats depending on the type of messa

ing and

oe being

transmitted to the Interrogator. The tag shall always respond to a command using one of the rlesponse

fbrmats described below except in the following situations, for which the tag shall not respond

— the command is explicitly specified in this part of ISO/IEC 18000 as requiring no response

— the CRC bytes received in the command do not match the CRC bytes that the tag has calculated for

the received command packet
— receipt of a broadcast command containing an invalid command code or other error
— the tagisin the asleep state
There are two possible response formats:

— the Broadcast response message format

© ISO/IEC 2014 - All rights reserved
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— the Point-to-Point response message format

6.2.6.1

Broadcast response message format

The message format shown in Table 5 shall be used in response to Interrogator broadcast
commands received by tags within the Interrogator’s communication range. Broadcast commands are

identified in Table 4.
Table 5 — Broadcast response message format
Protoco] |Tag Packet Session ID Tag Manufac- Tag Serial Command |[Data |[CRC
ID Status Length turer ID Number Code
0x40 2 bytes |1byte 2 bytes 2 bytes 4 bytes 1 byte N 2 byte$
bytes
— Tag|Status: Indicates various conditions such as response format, tag type, alarpi~and hardware

faul
— Pac

— Ses
Sesq

— Tag
— Tag

— Conmpmand Code: Command code (see Table 4) received from the Interrogator

— Dat
The
rece

— CR(

6.2.6.2

This me
point co

tag. (Point-to-point commands are identified in Table 4).

L. See section 6.2.6.4, Tag Status, for more details.
ket Length: Message length in bytes from the Protocol ID field up to andiincluding CRC field.

sion ID: ID of a particular session: An unsigned integer value ffem 0x0001 to OXFFFF. Thee
ion ID 0x0000 is reserved and shall not be used.

Manufacturer ID: Unique ID assigned to manufacturer

Serial Number: Unique tag serial number preset durifig manufacturing

a: Data returned by the tag as a response to anJnterrogator’s valid broadcast command request.
value of N, the length of the data in bytes,-is/specific to the command. In the event that the tag
ives an invalid command, no response is Sent to the interrogator

: CCITT code check bytes as described-in section 6.2.5.9.

Point-to-point response message format

bsage format, shown in Table 6, shall be returned to the Interrogator as a response to all point-td
mmands, which require'tie Tag Manufacturer and Serial Number in order to access a particula

—

Table 6= Tag-to-interrogator response format (point-to-point)

Protocol |Tag Packet Session ID | Tag Tag Serial |Command Response CRC
ID Status\/ |Length Number Code Data*
Manufacturer
ID
0X40 2 b_thD 1 b_ytc 2 b_thD 2 Lytcb 4‘ b_thD 1 lﬁ_ytc }\‘I b_thD 2 bthD

*This field is command dependent; some commands may or may not need this field

— Tag

Status: Indicates various conditions such as response format, tag type, alarm and

hardware fault. See section 6.2.6.4, Tag Status, for more details.

— Packet Length: Message length in bytes from the Protocol ID field up to and including the CRC
field

— Session ID: ID of a particular session, an unsigned integer value from 0x0001 to OxFFFF. The
Session ID 0x0000 is reserved and shall not be used.

10
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— Tag Manufacturer ID: Unique ID assigned to manufacturer.
— Tag Serial Number: Unique tag serial number preset during manufacturing

— Command Code: Command code received from the Interrogator

— Response Data: Data returned by the tag as a response to an Interrogator’s valid command
request. The value of N, the length of the data in bytes, is specific to the command. In the event an
error is detected, a NACK flag within the Tag Status word will be set and the Response Data will

contain an error response as described in subsection 6.2.6.3.

+ CRC: CCITT code check bytes as described in section 6.2.5.9.

4.2.6.3 Error codes

]

h response to a point-to-point command a tag may reply with one of the errorslistedinf Table 7. If
rrors are detected in a point-to-point command, only the first error is reportéds-Errors result
roadcast commands do not generate responses.

o O

Table 7 — Error code

Error Code Description

0x01 Invalid Command Code

0x02 Invalid Command Parameter
0x03 Optional Command not Supperted
0x04 Not Found

0x06 Can’t Create Object

0x08 Authorization Failure

0x09 Object is Read=0Only

0x0A Operation Failed

0x3f Implementation Dependent
0x40 Stale'Token

0x41 Boundary Exceeded

rror response data shall-Consist of a one-byte error code; possibly a one-byte sub-code, depel
he kind of error; possibly one or more bytes of parameter data, also depending on the error
ptional, manufaeturer-defined number of additional data bytes, as shown in Table 8. In the f
rror definition sections, the optional, manufacturer-defined data bytes are not shown.

O O ot

Table 8 — General error format

Error Code Sub-code Error Parameter Data Manufacturer Data

multiple
ng from

1ding on
; and an
bllowing

1 byte 1 byte N bytes M bytes

— Error Code: a value from Table 7 identifying the kind of error

— Sub-code: an optional value that further refines the nature of the error and is specific to the kind of
error. This field is absent if the error does not define a Sub-code. Sub-codes are specified in the error

description subsections below.

— Error Parameter Data: N bytes of data, where N is zero or greater, whose existence, length, and
content depend on the nature of the error. This field is absent if the error does not define Error
Parameter Data. Error specific Error Parameter Data and length N of this field, if any, is specified in

the error description subsections below.

© ISO/IEC 2014 - All rights reserved
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— Manufacturer Data: M bytes of data, where M is zero or greater, whose existence, field length, and
content are at the discretion of the tag manufacturer

6.2.6.3.1 Invalid command code error

Table 9 shows the structure of this error code.

Table 9 — Invalid command code error

n Load
LITUI GUUT

0x01

This errpr as defined in Table 9 shall be generated when the tag receives a packet with a Command Code
and/or Jub Command Code that is not defined in this part of [ISO/IEC 18000.

6.2.6.3.2 Invalid command parameter error

Table 10f shows the structure of this error code.

Table 10 — Invalid command parameter error

Error Code Sub-code Parameter Offset
0x02 1 byte 1 byte

— Subrcode: a code as shown in Table 11 that describes the error more specifically. Following valug
are fefined:

[72)

Table 11 — Invalid command parameter error sub-codes

Sub-cod¢ |Sub-error Name Meaning

0x01 Parameter Out of Range |The valuejof a parameter is not legal

0x02 Too Few Parameters There are fewer bytes in the Command Arguments field than expected
0x03 Too Many Parameters There are more bytes in the Command Arguments field than expected

Paramdter offset:  the offset-in_bytes from the beginning of the Command Arguments field where
the errof was detected.

[on

This ernor as defined in Tdble 10 shall be generated when the tag receives a command with invali
or malfqrmed parameters! If more than one parameter is in error, the first invalid parameter shall b
reportedl.

D

6.2.6.3.3 Optional Command Not Supported

Table 12 shows the structure of this error code.

Table 12 — Optional Command Not Supported error

Error Code
0x03

This error shall be generated when the tag receives an ISO optional command that is not supported on
this tag.

6.2.6.3.4 Not found error

Table 13 shows the structure of this error code.
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Table 13 — Not found error

Error Code Sub-code
0x04 1 byte
Sub-code: a code as shown in Table 14 that describes the error more specifically. Following values
are defined:
Table 14 — Not found error sub-codes
§ub-code Sub-error Name Meaning
0x01 Table Does Not Exist There is no existing table for the table ID given
(i)XOZ Record Does Not Exist There are fewer records than the record number given
(I)x03 Field Does Not Exist There are fewer fields than the field numbepgiven
4.2.6.3.5 Can’t create object error
Tlable 15 shows the structure of this error code.
Table 15 — Can’t create object‘error
Error Code Sub-codé
0x06 1 byte
4+ Sub-code: a code as shown in Table 16 that describes the error more specifically. The fpllowing
values are defined:
Table 16 — Can’t¢reate object error sub-codes
§ub-code Sub-error Name Meaning
0x02 Table Already ExistsFhe requested table ID is already in use
(ilx03 Out of Memory There is insufficient memory in the tag to create the requested table
(I,X04 Table ID Reserved ;[‘a};)el(;cable ID provided is reserved, and not available for assignment to a

thble.

=

4.2.6.3.6 Authorization failure error

able 17 shows the structure of this error code.

Table 17 — Authorization failure error

This error as shown.in Table 15 shall be generated upon an unsuccessful attempt to create a d

latabase

Error Code

0x08

This error as shown in Table 17 shall be generated upon an invalid attempt to access a tag feature
protected by a password or authorization method.

6.2.6.3.7 Objectisread-only error

Table 18 shows the structure of this error code.

© ISO/IEC 2014 - All rights reserved
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Table 18 — Object is read-only error

Error Code

0x09

This error as shown in Table 18 shall be generated upon an attempt to modify some tag data entity for
which the tag does not allow modifying operations.

6.2.6.3.8 Operation Failed error

Table 19

— Sub
valy

This err
properly
been ref

6.2.6.3.9

Table 21

This ery
define f

-code: a code as
es are defined:

shows the structure of this error code.

Table 19 — Operation Failed error

Error Code

Sub-code

0x0A

1 byte

shown in Table 20 that describes the error more speeifically. The followin

Table 20 — Operation Failed error sub-codes

')

Sub-code  [Sub-error Name Meaning

0x01 Write Failure The Memory wtite operation failed.
0x02 Erase Failure The Memory-erase operation failed.
0x03 Memory Consistency Memorycorruption has been detected
0x04 Other Failure Operation failed for other reason

orted.

implemsg

Implementation dependent error

shows the structure of this' error code.

Table 21 — Implementation dependent error

or as shown in Table 19 shall be generated upon the failure of a valid command to comple]
. This error shall only be reported if the command failed to complete and no other error ha

7]

Error Code

Sub-code

0x3F

1 byte

or cede as shown in Table 21 shall be reserved for tag manufacturers and applications t
br_tag behaviour errors not covered by this part of ISO/IEC 18000. At a minimum, the t
ntation shall include a Sub-code field. Sub-code and any additional fields of the error are leftiE

@]

the tag manufacturer and applications to specify.

6.2.6.3.10 Stale Token error

Table 22 shows the structure of this error code.

14

Table 22 — Stale Token error

Error Code

0x40
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This error as shown in Table 22 shall be generated by the tag when a submitted Request Token is invalid
due to an intervening modification that was made to the table for which the Request Token applies.
These modifications include invocations of the following commands: Table Add Records, Table Update
Records, Table Update Fields, and Table Delete Record.

6.2.6.3.11 Boundary exceeded error

Table 23 shows the structure of this error code.

I'able 25 — boundary exceeded error

Error Code Sub-code
0x41 1 byte

- Sub-code: a code as shown in Table 24 that describes the error more specifically. The fpllowing
values are defined:

Table 24 — Boundary exceeded error sub-codes

$ub-code Sub-error Name Meaning

0x01 Table Full The table has been filled te'the create-time allotment
(i)xOZ Record Does Not Exist The record has not been added yet

(ilx03 Fragment Overrun The write operatién completed with still more to write
(i!x04 Field Does Not Exist The field does not exist

This error as shown in Table 23 and sub-code sho@it in Table 24 shall be generated upon an atfempt to
dccess a record outside of a valid boundary.

4.2.6.4 Tag status

The Tag Status field shown in Table 255 included in all tag-to-interrogator messages, shall consjst of the
bllowing information:

-

Table 25 — Tag status field format

Bit
15 14 13 12 11 10 9 8
Acknowlledge-
Mode field Alarm Reserved | Reserved mentl 5§ NACK
0=ACK
Bit
7 | 6 5 | 4 | 3 2 1 0
Reserved Tag type Reserved Reserved Service bit

Note reserved fields are set to a value of “0”.

— DMode field indicates the format (response to Broadcast command or response to Point-to-Point
command) of the response data from the tag. The list of possible values is shown in Table 26.
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6.3 T4g commands

6.3.1 Collection with Universal Data Block (UDB)

The Collection with Universal Data Block command shall e used to collect Tag Manufacturer ID an
Tag Seripl Numbers with the contents of a specified UDB>data block. The format of the Collection wit
Universal Data Block (Collection with UDB) command-shall be as shown in Table 27.

Table 26 — Tag status field format

Mode field Mode format code (bit 15 - 12)
Broadcast Command 0000
Point to Point Command 0010

Alarm is intended as a general status bit indicating a non-command related reportable condition.
If set (‘1’), an alarm condition has been detected by the tag. The interpretation, actions to retrieve
data and clear the alarm bit is defined by the tag vendor.

Ackinowledgment, when clear (‘0’), indicates that the tag has received a valid command (CRC OL
and|all fields valid) from the Interrogator and processed the command successfully. If set ({17, thie
comimand was invalid or the tag encountered an error during the processing of the command. Note
thatlas described in section 6.2.6, the tag issues no response in the case of a CRC error;

Tag|type is a value assigned by, and meaningful only to, the tag manufacturer. The'-manufacturegr
can [use this value to indicate manufacturer-defined special features.

Seryice bit when set (‘1") indicates that the tag has detected a hardware:rélated fault condition.
Addiitional information on the hardware fault condition may be retrieved'with the Hardware Fault
Statjus UDB element.

= e

Table 27 — Collection with)Universal Data Block command

Commard Code Windows size Max Packet Length UDB Type Code

0x1F 2 bytes 1 byte 1 byte

Window Size: the number of 57,3 ms intervals to use for listening for tag responses in the collectio
algdrithm. See 6.4 for an ekplanation of the collection algorithm. Encoded as an unsigned 16-b
integer, with a valid rangeof 1 to 512.

— -

Max Packet Length:-an integer in the range 20 to 255 inclusive that specifies the maximum value
that{a tag can use-asithe Packet Length field of it’s response. Tags may select a different reply packe
length as long as‘the length does not exceed the value of Max Packet Length. This parameter m
be ysed to tGne performance or to limit RF transmission times for compliance with regional R
regiilatory~requirements. The value 20, the size of a minimum tag response packet (the length 2
inclfide<l5 bytes for response packet overhead, 1 byte for the UDB Type Code value, 2 bytes for t
Tot3al“UDB Length value and 2 bytes for the Requested Offset value), indicates no bytes of the UD
should be included in the tag response.

(i

UDB Type Code: identifies the requested UDB type. See Table 40 for a list of defined UDB types.

The tag shall select a random time slot based upon the Window Size and Max Packet Length values
received (see 6.4). The tag shall respond in the time slot with the Collect with Universal Data Block
broadcast response message as shown in Table 28.

When this command is received the tag shall save all requested UDB data and ensure no change to the
UDB data until all data has been sent.

16

© ISO/IEC 2014 - All rights reserved


https://standardsiso.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

Table 28 — Collection with Universal Data Block response

Command Code UDB Type Code Total UDB Length Requested Offset uD

B data

0x1F 1 byte 2 bytes 2 bytes

N bytes

UDB Type Code: identifies the requested UDB type.

Total UDB Length: the total length, in bytes, of UDB data on the tag for the selected UDB Type.

Requested Offset: the tag shall reply with the value zero for its response to a Collection with UDB

shall respond with data beginning at the first byte of the requested UDB block and.cen
offset value with the value 0 for the Requested Offset field.

Universal Data Block data: an initial portion of the Universal Data Block.

(@1

.3.1.1 Universal Data Block

he Universal Data Block contains zero, one or more data elements whickiare referred to as TL
ength, Data) Elements, and are formatted as shown in Table 29. Each-TED element is identifie
DB Element Type ID (see Table 30). Non-present or zero length dataelements shall not be ing
he Universal Data Block. For example, if the length of the User ID is zéro, no part of the User ID T}
e included in the UDB.

o ot o

Table 29 — TLD elemient format

UDB Element Type ID
1 byte
UDB Element Type ID
(see Table 30)

Data
N bytes

Length
1 byte
N
(length of Data in bytes)

Data bytes

— Length: number of bytes in length of Data element.

- Data: the informational®content of the TLD, such as a Routing Code or User ID.

he values for the UDB Element Type ID shall be as shown in Table 30.

Table 30 — UDB Element Type ID values

command. All Collection with UDB commands will begin at the implied offset of zero an?

the tag
irm this

D (Type,
d with a
luded in
LD shall

— UDB Element Type ID: identifies.Data element, UDB Element Type IDs are defined in Tabl¢ 30

UDB Element
Type ID (1-byte)

Description Note

0x00=0x0A Reserved

0x10 Routing Code The routing code as specified within this document

Os:11
A%

-

Heaxr 1N L 1D o
oSCT 117 T 117

3 < PaRPE N 33 d arl % d paant
XTT St oA SSPp ettt Wit H I T S GOttt

q

0x12 Optional Command

List tag

Alist of command codes for optional commands supported on this

0x13

Memory Size

Total and available memory on this tag

0x14

Table Query Size

The total number of Table Query elements supported on this tag

0x15

Table Query Results

Results for the previously executed Table Query

0x16

Hardware Fault
Status

Hardware reset count, Watchdog reset count and Hardware Fault
bitmap (including low battery flag) to provide additional informa-
tion when the “service” bit is set in the tag Status word

0x17 - 0x7F

Reserved

These elements are reserved for future tag data elements

© ISO/IEC 2014 - All rights reserved
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Table 30 (continued)
UDB Element Description Note
Type ID (1 byte)
0x80 - OXFE Future extension Reserved for future use
0xFF Application Element |Application extensions

The Routing Code UDB Element (0x10) shall be as shown in Table 31.

Table 31 — Routing Code UDB Element

UDB Element Type ID Length Data
1 byte 1 byte N bytes
0x10 N Routing code data

The User ID UDB Element (0x11) shall be as shown in Table 32.

Table 32 — User ID UDB Element

UDB Element Type ID Length Data
1 byte 1 byte N bytes
0x11 N User ID data

The Optjonal Command List Element (0x12) shall be as shown innTable 33. The data returned in this TL
elementlis a list of one-byte command code values for the optienal commands that are implemented o

this tag.

Table 33 — Optional Comimand List Element

UDB Element Type ID Length Data
1 byte Tbyte |N bytes
0x12 N N 1-byte command code values

The Memory Size Element (0x13) shall'be as shown in Table 34. The datareturned in this TLD is compose
of three4-byte values: the total number of bytes available for Read/Write Memory commands, the totd
number|of bytes allocated for-Table database memory, and the number of bytes currently available i
the Table database memory.{available memory size does not include overhead and simply reports the
number|of unused mematy bytes).

Table 34 — Memory Size Element

=

d
1
n

UDB HlementType ID Length Data
1'byte 1 byte 12 bytes
=13 Bx6€ 4bytes 4bytes 4bytes
R/W Memory Total Table Memory Available Table Memory

The Table Query Size Element (0x14) shall be as shown in Table 35. The 8-bit unsigned integer value
returned in this TLD element represents the number of Table Query elements supported on this tag.

Table 35 — Table Query Size Element

UDB Element Type ID | Length Data
1 byte 1 byte 1 byte
0x14 0x01 number of Table Query elements supported

18
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The Table Query Results Element (0x15) shall be as shown in Table 36. The data returned in this TLD is
available after the successful execution of a Table Query and includes a Query Status value, the Table ID
for the queried table, the number of records matched in that table, and the index of the first matching
record.

Table 36 — Table Query Results Element

UDB Element Type | Length Data
ID
1 byte 1 byte 7/ bytes
0x15 0x07 1 byte 2 bytes 2 bytes 2 bytes
Query Status| Table ID Number of Records Index of First Matched
Matched Record

—

he values of the Query Status field shall be as shown in Table 37.

Table 37 — Query Status values

Query Status Value Description
§x00 The Table Query operation was successful.
(i!x01 The tag did not execute the query because the-tag did not receive a complete sefuence

of Table Query packets, or a command has\been received by the tag that has invllidated
any previous query results.

x02 The tag received a complete sequeneceof Table Query packets but the tag cannof comply
and did not execute the query (e.g.'the Table ID is invalid on the tag or a Sequenke ID
value greater than the maximum’number supported by the tag).

x03 Partial Query Results. TheTable Query operation started but has not completedl. The
Number of Records matched and Index of First Matched Record field represent jpartial
results of the Query.

x04-0xFF Reserved.

he Hardware Fault Status Element (0x16) shall be as shown in Table 38. The data returneg in this
LD is composed of three 1-byte values: the lifetime count of hardware resets, the lifetime |count of
Vatchdog (firmware) resetsyand the Hardware Fault bitmap. The Hardware Fault Bitmap is dgfined as
hown in Table 39.

V< ]

Table 38 — Hardware Fault Status Element

UDB Element.Type ID Length Data
| byte 1 byte 3 bytes
0x16 0x03 1 byte 1 byte 1 byte
lifetime count lifetime count Hardwarg Fault
of hardware resets of firmware resets Bitmagp

Table 39 — Hardware Fault Bitmap

bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit1 bit 0

reserved reserved reserved reserved reserved reserved Memory Low
Corruption Battery
Detected Detected

Where:

— Low Battery Detected (bit 0): when set (‘1) indicates that the tag battery is “low”. The exact
meaning of “low” is implementation defined.

© ISO/IEC 2014 - All rights reserved 19


https://standardsiso.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

— Memory Corruption Detected (bit 1): when set (‘1) indicates that the tag has detected a memory
hardware fault condition.

— Reserved (bits 2-7): reserved for future use.

A UDB Type is a predefined collection of UDB Element Types. The Collection with UDB and Read UDB
commands include a UDB Type argument that allows an application to select one of the available
predefined collections of UDB data. All UDB Types may include additional Application Extension TLD
Elements following the required TLD Elements. The values of the UDB Type shall be as shown in Table
40.

Table 40 — UDB Types

UDB Type Description UDB Elements included for this UDB Type

0x00 Transitdata |Routing Code UDB element (Element Type 0x10), User ID UDB element (Element
Type 0x11) and any Application defined UDB elements.

0x01 Capability data|Optional Command element (Element Type 0x12), Memory,Size element (Ele-
ment Type 0x13) and Table Query Size element (Element/Type 0x14) and any
Application defined UDB elements.

0x07 Query results |Table Query Results element (Element Type 0x15)@nd’any Application defined
UDB elements.

0x073 Hardware |Hardware Fault Status element (Element 0x16)-and any Application defined UDH
Faultdata |elements.

-

The Uniyersal Data Block may optionally include one or moresUDB Application Extension Blocks eac
encapsullating one or more TLDs, which are uniquely identified by the included Application ID (se
Table 41)). Any individual tag may support the extensions defined by multiple vendors (with appropria]
licensing if required).

[CENe]

Table 41 — UDB Application Extension Block format

Application Exten- | Application Extension Application ID Application
sion|[Type ID Length TLD Element TLD Elements

1|byte 1 byte N bytes M bytes

(xFF N + M bytes TLD containing the Application ID | one or more Application
Type and Application ID value defined TLDs

Where:

— Application Extension Type ID: The Application Extension Type ID defined in Table 30. Thi
Appllication Extension ID identifies that all TLDs included within this UDB Application Block are
iderttified by theincluded Application ID.

[72)

— Application Extension Length: The full length of UDB Application Extension Block in byte$
inclpding ‘the Application ID TLD, and the combined lengths of the included Application TL
elements.

~

J

— Application ID TLD Element: The Application ID TLD Element must be formatted as described in
Table 29 and consists of an Application ID Type, a one-byte length field and a data field containing
the Application ID value for the entity responsible for defining the following Application defined
TLD elements. Application ID Types are defined as in Table 42.

— TLD Elements: A series of one or more TLDs each consisting ofa Type ID byte defined by the included
Application ID, a one-byte length field and a data field. The TLD Type IDs are defined solely by the
Application identified, and are not required to be made public. All of the included TLDs must be
formatted as described in Table 29, except that the Type ID is assigned by the manufacturer rather
than this part of ISO/IEC 18000. All of the included TLDs must fit completely within the Application
Element Length byte count.
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Table 42 — Application ID TLD Types

Application ID TLD Application ID TLD value
Type code
0x00 Manufacturer ID - the Application ID is the 16-bit Tag Manu-

facturer ID assigned by the Registration Authority as called
out in ISO/IEC 15963.

014(E)

0x01 Routing Code - The Application ID is the Tag Data Routing
Code as defined in ISO 17363.
0x02 - OxFF Reserved

See Figure 3 for an example Universal Data Block of UDB Type 0x00. The example includes a
ode element, a User ID element and an Application extension block with two application e
elements.

(an)

Application UDB extension block

Routing
Ktension

—

espond to this command and shall ignore any subsequent commands until the tag is woken
he Wake Up Signal.

—

4.3.3 Sleep all but

To put all exee&pt one tag to Sleep the command in Table 44 shall be sent (written) to the tag.

Table 44 — Sleep all but command format (Write)

[ — T /) [ I S ) (A
Itype len data | type len data | len \ type len App. ID data | type len data I type len data |
Routing Code TLD element User ID TLD element Application ID TLD Application TR €lement 1 Application TLD elenfent 2
total length of Application extension
OxFF = beginning of Application extension block;
Figure 3 — Example Universal Data.Block - UDB Type 0x00
4.3.2 Sleep
To put a tag to Sleep the command in Table 43 shall be sent (written) to the tag.
Table 43 — Sleep command format (Write)
Command code
0x15

Upon receiving the Sleep eommand in Table 43, the tag shall enter the Sleep state. The tag $hall not

hgain by

Command code Tag Manufacturer ID Tag Serial Number

0x16 2 bytes 4 bytes

— Tag Manufacturer ID: the Tag Manufacturer ID of the tag which should remain awake following the

Sleep All But command.

— Tag Serial Number: the Tag Serial Number of the tag which should remain awake following the

Sleep All But command.

The Sleep All But command is a broadcast command used to place all tags into the sleep state, as with

the Sleep command of section 6.3.2, except for the one tag that matches the provided Tag Manu
ID and Tag Serial Number. Upon receiving this command, all tags except the one tag that mat
provided Tag Manufactures ID and Tag Serial Number shall enter “sleep” state.
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The tags shall not respond to this command.

6.3.4 Security commands

Access to tag write commands shall be guarded by a password protection mechanism that application
software can command the tag to engage or disengage (see Figure 4). If password protection is engaged,
those write commands shall be non-accessible unless the tag is unlocked; that is, they will not perform
their usual operations but rather respond with an Authorization Failure error. If the password protection
is disengaged, the commands are accessible - they behave as described in the corresponding sections of

1.1 ral

this par
is engagl
6.3.4.2.

Unlock (g

While p
state ter]
Any tim

30 seconds passes since‘the last well-formed command has been received), the tag shall return to th

locked st
of sectia
state ex

Table 45

£1C0 / [eYaVaVal 241 Farn ) slaalis £ Asad] a A Lol D A . i
U'ToU/TLU 1OUUU WILITUUL LT PUOSSIVIIIL Yy UL dIl AULHTUTTZ4tIVIT I'dITUTI T TIT UL T do5oVWUI'U PI'ULTLLIU N
ed and disengaged by means of the Set Password Protect Mode command described in sectioh
Password protection is disengaged by default.

Unlock (password)
AND
SetPasswordProtectMode(0)

Password Protection
Cleared
(secure byte=0xQ®)

Tag
Locked

~—— 2 Password Protection

Enabled Unlock (password)

assword) AND AND

30 s timeout or Sleep SetPasswordProtectMode(0)
Unlock (password)
AND
b SetPasswordProtectModall) ¥——"
Tag Password Protection
Unlocked Enabled

[ (secure byte=0x01) 4 |
Unlock (password)

SetPassword (new passwerd) AND

SetPasswordProtectMode(1)

Figure 4 — Tag security state machines

ISW

ssword protection is edgaged, application software can command the tag to enter the unlocke
hporarily. While a tagis unlocked, the password-protected write commands shall be accessibl¢.
e the tag enters thé-sleep state (either the tag receives a “Sleep” or “Sleep All But” command g

ate, in which-the password-protected commands shall be non-accessible. The Unlock comman
n 6.3.4.3 puts the tag into the unlocked state. There is no command to put a tag into the locke
blicitly.

2 =

lists the commands that are affected by password protection.

Table 45 — Write commands affected by password protection

Command code Command name Description
0x93 User ID Sets user assigned ID (1 - 60 bytes)
0x89 Routing Code Writes routing code
0xEO Write Memory Writes user memory
0x95* Set Password* Sets tag password (4 bytes long)
0x97* Set Password Protect Engages/disengages password protection
Mode*
0x26 Table Create Creates a database table
22 © ISO/IEC 2014 - All rights reserved


https://standardsiso.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

Table 45 (continued)

Command code Command name Description
0x26 Table Add Records Prepares to add new records to the specified database table
0x26 Table Update Records Prepares to modify the specified table records
0x26 Table Update Fields Prepares to update the specified fields of a table record
0x26 Table Delete Record Deletes existing record from the existing database table
0x26 Table Write Fragment Writes a block of data into a table as initiated by the Table Add
Records, Table Update Records, or Table Update fields cpmmand
0x8E Delete Writeable Data Deletes all allocated writeable data on a tag,
Y These commands behave as though password protection were engaged permanentl$}
4.3.4.1 Security — Set Password
To set the password of a tag, the command in Table 46 shall be sent (writtefn),to the tag.
Table 46 — Set Password command format (write)
Command code Password
0x95 4 bytes
1+ Password: a four byte binary value, which shall act as the password for subsequentsecurity

commands.

—

o the Set Password command the tag shall respond with a point-to-point response message|
ata, unless an error is encountered) as shown.in Table 47.

Q.

Table 47 — Set Password command format (write response)

Command code
0x95

This command sets the tag’s\password. This command requires tag to be first unlocked with th
dommand of section 6.3.4:3"before the command can be accessed. The initial value of the tag’s p
5 OXFFFFFFFF.

—

—

he possible error.responses shall be as shown in the Table 48.

Table 48 — Set Password command errors

(and no

b Unlock
hssword

Error Code Error Name Reason
0x02 Invalid Command Parameter |Password parameter is missing or the wrong length
068 AvtherizationFature Unleekcommandnotinveked-priertoinvecationofthiseemmand

6.3.4.2 Security — Set Password Protect Mode

To set a tag’s Password Protect Mode the command in Table 49 shall be sent (written) to the tag.

Table 49 — Set Password Protect Mode command format (write)

Command code Secure
0x97 1 byte

© ISO/IEC 2014 - All rights reserved
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— Secure: a flag that specifies whether password protection shall be engaged or disengaged. The
value 0x01 shall cause password protection to be engaged, the value 0x00 shall cause password
protection to be disengaged.

To the Set Password Protect Mode command the tag shall respond with a point-to-point response
message (and no data, unless an error is encountered) as shown in Table 50.

Table 50 — Set password Protect Mode command format (write response)

Command code

0x97

This cothmand engages or disengages password protection in the tag. To access this command, the talg
shall firgt be unlocked with the Unlock command of section 6.3.4.3 regardless of the state.of'the tagls
passwotld protection.

The possible error responses shall be as shown in Table 51.

Table 51 — Set Password Protect Mode command errors

Error Cpde Error Name Reason
0x07 Invalid Command Parameter |Secure parameter is missing or the wrong length
0x09 Authorization Failure Unlock command not invokédyprior to invocation of this command

6.3.4.3 | Security — Unlock

To unlodk a tag the command in Table 52 shall be sent (wfitten) to the tag.

Table 52 — Unlock continand format (write)

Command code Password
0x96 4 bytes

— Paspword: a four-byte binary value that was previously defined as the password via the Sqt
Pasgword command.

To the Unlock command the tag shall respond (write response) as shown in Table 53.

Table 53 — Unlock command format (write response)

Command code
0x96

This cothmand unlocks the tag. If the supplied password matches tag’s password, the tag shall permit
the exequtien of all commands ordinarily non-accessible because of password protection. The tag shall
remain in the unlocked state until it receives the Sleep command, Sleep All But command, or 30 seconds
has elapsed since the tag received a command.

The possible error responses shall be as shown in Table 54.

Table 54 — Unlock command errors

Error Code Error Name Reason
0x02 Invalid Command Parameter Password parameter is missing or the wrong length
0x08 Authorization Failure Incorrect password supplied
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6.3.5 Transit information commands

6.3.5.1 UserlID

The User ID is a user-readable and writeable memory whose meaning and size (up to 60 bytes) is user
defined. The User ID format and content shall follow the requirements of unique identifiers as defined
in ISO/IEC 15459-3. Moreover, organisations wishing to allocate unique User ID shall do so according
to the rules defined by the accredited issuing agency. Issuing Agencies shall apply to the Registration
Authority for registration according to 15459-2.

’Ilo retrieve a tag’s User ID the command in Table 55 shall be sent to the tag.

Table 55 — User ID command format (read)

Command code
0x13

—

o the User ID read command the tag shall respond with a point-to-point response messdge with
dommand code and data as shown in Table 56.

Table 56 — User ID command format (read response)

Command code User ID Length User ID
0x13 1 byte N bytes

— User ID Length: the length in bytes of the User\ID being returned, where N is between () and 60
inclusive.

— UserID: contents of the User ID on the tag.

To set a tag’s User ID the command in Table 57 shall be sent to the tag.

Table 57— User ID command format (write)

Command code User ID Length User ID
0x93 1 byte N bytes

—  User ID Length: the length, N, in bytes, of the User ID, where N is between 0 and 60 inclusive.

— User ID: the Contents of the User ID

To the User. lD"write command the tag shall respond with a point-to-point response messdge with
ommandcode (and no data, unless an error is encountered) as shown in Table 58.

Q

Table 58 — User ID command format (write response)

Command code
0x93

This command sets and gets the size and contents of the User ID. In addition to this command, the
Collection with UDB and Read Universal Data Block commands also retrieve the User ID, except that
when the User ID Length parameter is set to zero, the UDB message will not contain the User ID. The
default length of the User ID is zero.

The possible error responses shall be as shown in Table 59.
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Table 59 — User ID command errors

Error Error Name Reason
Code
0x02 |Invalid Command |The length of the User ID parameter does not agree with the User ID Length
Parameter parameter, or the wrong number of parameter bytes was given, or the User ID
Length parameter is greater than the maximum, 60
0x08 |Authorization Command an invalid attempt to access a tag feature protected by a password or
Failure authorization method

0x0A |Operation Failed |Tag data corrupted, or internal failure on write of User ID on tag

6.3.5.2 | Routing Code

To retrig¢ve a tag’s Routing Code the command in Table 60 shall be sent to the tag.

Table 60 — Routing Code command format (read)

Command code
0x09

To the Routing Code read command the tag shall respond with a point-te~point response message with
commard code and data as shown in Table 61.

Table 61 — Routing Code command format (read response)

Command code Routing Code Length Routing Code
0x09 1 byte N bytes

— Routing Code Length: the length in bytes\'of the Routing Code being returned, where N is
betyeen 0 bytes and 50 bytes inclusive.

— Routing Code:  contents of the Routinig Code on the tag.

To set a fag’s Routing Code the command in Table 62 shall be sent to the tag.

Table 62— Routing Code command format (write)

Command-code Routing Code Length Routing Code
0%89 1 byte N bytes

— Routing Code Length: the length, N, in bytes, of the Routing Code, where N is between 0 and 50
inclyisive

— Routing Code: the data to be written to Routing Code on the tag

To the Routing Code write commandthe f:lg shall r'pcpnnﬂ with a noint-to-noint responsemessage Wt

o r r
command code (and no data, unless an error is encountered) as shown in Table 63.

Table 63 — Routing Code command format (write response)

Command code
0x89

The Routing Code is a user-readable and writable memory whose purpose and size (up to 50 bytes) is
user defined. The Routing Code should be used as defined in ISO 17363. Note that the Routing Code is
part of the tag’s response to the Collection with UDB and Read Universal Data Block commands, except
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that when the Routing Code Length parameter is set to zero, the UDB message will not contain the

Routing Code. The default length of the Routing Code is zero.

The possible error responses shall be as shown in Table 64.

Table 64 — Routing Code command errors

Error Error Name Reason

U)&GL Illvdlib‘l CUIllllldllL‘l Ruuliug CU!,‘II: Lt:llgiil PdaldIlICLC] ib 51 CdLCI Llldll 50 (Illd)&illlulll lcug Lll P
Parameter ted), or the length of the Routing Code parameter does not agree with th
ing Code Length parameter, or the wrong number of parameter byftes wz

rmit-
e Rout-
s given

0x08 |Authorization Command an invalid attempt to access a tag feature protected by a‘passw
Failure authorization method

ord or

0x0A |Operation Failed |Tag data corrupted, or internal failure on write of User ID ohrtag

4.3.6 Manufacturing Information Commands

—

he following two commands enable the tag manufacturer to provide manufacturer-defined, im
hformation about a tag.

—e

4.3.6.1 Firmware Version

To retrieve a tag’s Firmware Version the command in Tablé 65 shall be sent to the tag.

Table 65 — Firmware Version command format (read)

Command code
0x0C

o

o the Firmware version command the tag shall respond with a point-to-point response mess
dgommand code and data as shown in(Table 66.

Table 66 — Eirmware Version command format (read response)

Command code Firmware version
0x0C 4 bytes

- Firmware Vetsion: tag firmware version from the tag, a manufacturer defined immutablg

The Firmwage Version indicates the tag firmware version.

4.3.6.2.>Model Number

mutable

hge with

value.

o tétrieve a tag’s Model Number the command in Table 67 shall be sent to the tag.

Table 67 — Model number command format (read)

Command code
0x0E

To the Model Number command the tag shall respond with a point-to-point response message with

command code and data as shown in Table 68.
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Table 68 — Model Number command format (read response)

Command code Model number
0x0E 2 bytes

— Model number: tag model number from the tag, a manufacturer defined immutable value.

The Model Number indicates the tag model number.

6.3.7 }ﬁcluun y LUlllllldlldb

A tag m
the user
concept
of memd
of memd

6.3.7.1

To write

— Nun
bytd
the
field

— Stai
mar

— Dat

To the
commar

The Wr

hy provide one or more bytes of user-readable and writable random-access memory in(whic
can store and retrieve user-defined data. This memory is independent of all other data storag
5 (such as User ID and tables) defined in this part of ISO/IEC 18000. Associated with every byt
ry is an unsigned integer address, through which that memory byte can be accesséd:-For B byte
ry the addresses 0 through B-1 access the full range of memory.

ZECECE=

Write Memory

memory the command in Table 69 shall be sent (written) to the tag.

Table 69 — Write Memory command format{write)

Command Code Number of Bytes Start'Address Data
0xEO 1 byte 3 bytes N bytes

nber of Bytes: N, the number of bytes to write, inthe range 1 to 237 inclusive. The number gf
s of data in a Write Memory command messagé\must be no greater than 255 - 18 = 237 (18 i
combined length of the command packet header, the number of bytes field, the start addreg
and the CRC bytes).

wn wn

[}

't Address: the memory address of, the first memory byte to write, in the range 0 to th|
ufacturer-defined maximum address:

h: the memory contents to write.

Vrite Memory command (the tag shall respond with a point-to-point response message with
d code (and no data, unless an error is encountered) as shown in Table 70.

Table 70— Write Memory command format (write response)

Command Code
0xEO

—

retrievaf with the Read Memory command of the next section.

te Memory command stores the given data into the user random-access memory for latg

The possible error responses shall be as shown in Table 71.

Table 71 — Write Memory command errors

Error Error Name Reason
Code
0x02 |Invalid Command |The length of the Data parameter does not agree with the Number of Bytes param-
Parameter eter, or the wrong number of parameter bytes was given, or the Number of Bytes
parameter is outside its legal range, or the Start Address plus Number of Bytes
extends beyond the maximum address
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Table 71 (continued)
Error Error Name Reason
Code
0x08 |Authorization Command an invalid attempt to access a tag feature protected by a password or
Failure authorization method
0x0A |Operation Failed |Tag data corrupted, or internal failure on write of memory on tag

6.3.7.2 Read Memory

'Ilo read memory the command in Table 72 shall be sent to the tag.

Table 72 — Read Memory command format (read)

Command Code Number of Bytes to Read Start Address
0x60 1 byte 3hytes

- Number of Bytes to Read: the number of bytes to read, in the rangeto 239 inclusive. The
of bytes of data in a Read Memory command message must be no/gxeater than 255 - 16 =2
the combined length of the response packet header, the numbef-of bytes field and the CRC ]

— Start Address: the memory address of the first memorybyte to read, in the range
manufacturer-defined maximum address.

|

0 the Read Memory command, the tag shall respond:with a point-to-point response mess:
dommand code, parameter, and data as shown in Table.73.

Table 73 — Read Memory command format (read response)

Command Code Number of Bytes Actually Read Data
0x60 1 byte N bytes

— Number of Bytes Actually Read: N, the number of bytes of data returned in the respons
always agrees with Number of‘Bytes to Read.

— Data: the memory contents read from tag memory.

number
B9 (16 is
pytes).

D to the

1ge with

e, which

The Read Memory comimand retrieves from the user random-access memory the requested data
dreviously written with the Write Memory command of the previous section.
The possible errorresponses shall be as shown in Table 74.
Table 74 — Read Memory command errors

Errok Error Name Reason

Code

0x02 [Invalid Command [The wrong number of parameter bytes was given, or the Number of Bytes to Read

Parameter parameter is outside its valid range, or the Start Address plus Number of Bytes to
Read extends beyond the maximum address
0x0A |Operation Failed |Tagdata corrupted, or internal failure on read of memory on tag

6.3.8 Delete Writeable Data

To delete all allocated writeable data on a tag, the command in Table 75 shall be sent to the tag. Data that

is permanent on the tag and that is marked non-writeable is left untouched.
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Table 75 — Delete Writeable Data

Command code
0x8E

To the Delete Writeable Data command the tag shall respond with a point-to-point response message
with command code (and no data, unless an error is encountered) as shown in Table 76.

Table 76 — Delete Writeable Data (response)

Command code
0x8E

This command restores all user-writeable memory to factory defaults. In particular, the following
operatidns are performed:

— Thellength of the User ID is reset to zero.

— Thellength of the Routing Code is reset to zero.

— All giser database tables are deleted. See 6.3.10 for database table defifrifions.
— The|password shall be reset to OxFFFFFFFF (initial value).

— Password Protect Mode is reset to disabled mode.

— Any|existing database table tokens shall be invalidated.

— The|Table Query Results table (Table 0x0000) shall be*cleared.

The possible error responses shall be as shown in Table 77.

Table 77 — Delete Writeable Data command errors

Error Error Name Reason

Code

0x08 Authorization Cominand an invalid attempt to access a tag feature protected by a password
Failure or-authorization method

0x0A| |Operation Failed Internal failure on deleting data on tag

6.3.9 Read UniversalData Block

The Read Universal:Pata Block command is used to read the Universal Data Block (UDB). As describe
in sectign 6.3.1.3, the UDB can become large enough to require multiple Read Universal Data Bloc
commands to-retrieve the entire UDB. The Offset into UDB field allows an interrogator to retrieve
specific[portion of the complete Universal Data Block. To read the Universal Data Block the Read UD
commarldin Table 78 shall be sent to the tag.

W A =

Table 78 — Read UDB

Command Code UDB Type Code Offset into UDB Max Packet Length
0x70 1 byte 2 byte 1 byte

— UDB Type Code: identifies the requested UDB type. See Section 6.3.1.1 for further discussion of the
UDB Type field.

— Offsetinto UDB: used by the interrogator to identify a starting offset into the specified UDB. In order
to retrieve longer Universal Data Blocks, the interrogator will use multiple Read UDB commands
and advance the offset value appropriately after each successfully received tag response
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— Max Packet Length: an integer in the range 21 to 255 inclusive that specifies the maximum value
that a tag can use as the Packet Length field in its response. The value 21 includes the 15 bytes of
response packet wrapper, one byte of UDB Type Code, two bytes of Total UDB Length value, 2 bytes
for the Requested Offset value and at least one byte of UDB data.

To the Read Universal Data Block command, the tag shall respond with a point-to-point response message
with command code, parameters, and data as shown in Table 79.

Table 79 — Read UDB Response

Command Code
0x70

UDB Type Code
1 byte

Total UDB Length
2 bytes

Requested Offset Universal Datg Block

2 bytes

N'bytes

UDB Type Code: identifies the requested UDB type.
Total UDB Length: the total length, in bytes, of UDB data on the tag for the,seélected UDB Tlype.
Requested Offset: the value provided in the Interrogator’s command message.

Universal Data Block: a portion of the Universal Data Block. The" contents and formgt of the

Universal Data Block are described in section 6.3.1.

o read the entire UDB, an Interrogator will begin with Offset into UDB set to 0 and Max Packe
et to the largest acceptable packet size. Tags may select a snialler packet size than the length 4
y Maximum Packet Length but may not exceed that value, After successfully receiving the initia

t Length
pecified
portion

F unread
read the

f the UDB, the Interrogator may continue by advancing the Offset into UDB value to the nex
ata byte position and sending a second Read UDB comimand. The interrogator may continue to
ntire UDB but that it does not have to read the entire UDB.

O Q. 0O o »n =

n Interrogator is not required to retrieve the entire UDB. In addition, the Interrogator is not r¢stricted

b send Read UDB commands with any ordered sequence of Offset into UDB values to the tag.

[ slliia

—

he possible error responses shall be assshown in Table 80.

Table' 80 — Read UDB command errors

Error Error Name Reason

Code
0x02

cified
heters

Invalid Command
Parameter

The Offset into UDB parameter is greater than the total length of the spe
UDB, or Max Packet Length is less than 21, or the wrong number of paray
bytes was given.

.3.10 Database table commands

—]

ware to
atabase
number

he Databdse Table commands provide basic database functionality, allowing application soff
reate\one or more tables of varying schemas, perform table updates, and query a table. The [l
able commands provide no mechanism for performing table joins. The schema and maximum
fTecords of a Database Tabie 15 fiXed at table creation time.

Q

A table schema consists of a list of field (column) widths, in bytes. Fields are numbered (indexed)
sequentially, left to right, starting at O for the first field. Every field in a table is untyped; that is, all field
value comparisons are performed on a byte-for-byte basis, with equality being established between two
fields if all bytes in each field match. One field is considered “less than” a second field if for some byte
position p in the two fields, all bytes in the byte range 0 to p-1 are equal in the two fields, and byte p of the
first field is less than byte p of the second field. In other words, a straight multi-byte value comparison
is performed with the first byte being the most significant and the last byte being the least significant.

Table records (rows) are indexed starting at O for the first record. The record number (the record index)
does not maintain a fixed relationship with a record. When a record is deleted, any remaining records in
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the database table are re-numbered and may be different than the record order prior to the Table Delete
Record command.

Associated with a database table is a Table ID, an immutable 2-byte value that is assigned at table
creation time which uniquely identifies a table among all other tables in the tag.

The database tables can be divided into the following types by Table ID, as shown in Table 81.

Table 81 — Table ID space definitions

Table ID range Table Type
0x0000 Table Query Results (ISO defined)
0x0001 - 0x7FFF |ISO reserved (for future definition)
0x8000 - 0xBFFF |Solution
0xC000 - OXFFFF |Manufacturer / Vendor

Table IDp in the “ISO Defined” range are reserved for future inclusion in this part ofISO/IEC 18000. Table
ID 0x0000 is reserved for the Query Results table (see section 6.3.10.10).

Table IDf in the “Solution” range are reserved for special features, functionsyand enhancements. In thi
region, he database tables are read and written with standard database:commands, but the tables mal
have spdcial functions and can have side effects. Table IDs within the Solution range must have publishe
interfacgs, and Table ID numbers shall be defined and assigned by the entity that owns the routing cods

[72)

T

Table IDf in the “Manufacturer/Vendor” range are reserved for\vendor proprietary extensions, feature
and enhlancements. In this region, the database tables are Tead and written with standard databas
commarlds, but the tables my have special functionality-and can have side effects. Table IDs within th
Manufagturer/Vendor range are available for use solely.atthe vendor’s discretion, with no requirement]
to make] public the purpose or use of the interfaces;within this Table ID space. Data collected from
“Collect|with UDB” command contains data from-both the Manufacturers Data Block (MDB) and th
Universal Data Block (UDB). The MDB data shallbe stored in database tables within the range of th
Manufaqturer/Vendor Table ID space as descyibed in clause 6.3.10.

D d® 5 »n M D »n

Read and Write Tokens

Certain fable read and write commands produce a data element called a “token”. Tokens provide a wal
for the thg implementation to abstract sequential data access to data sets larger than may be passed i
a single message, and do somg-amount of error detection and recovery. The write commands (Table Ad
Records| Table Update Recakds, and Table Update Fields) declare a start location in logical terms (Tab
ID, recoifd #, field #) and @€ount. The read command, Table Get Data, declares only a start location. Upo
receipt ¢f one of thesé.commands the tag generates a token value and returns it to the interrogatof.
Subsequently, the toKen is passed in a Table Read Fragment or Table Write Fragment command fro
the intefrogator{back to the same tag, along with any necessary data (subject to context-dependent
size restrictipns). The tag then performs the read or write, also subject to context-dependent siz
restrictijons;.and generates a new token value. The new token is passed back to the interrogator for us|
in next Table Read Fragment or Table Write Fragment command.

The value of the token is completely at the discretion of the tag implementer, except for the following
requirements.

1. Whiletheinterrogatorisissuingaseriesof Table Read Fragment or Table Write Fragment commands,
by inspecting the token value the tag shall be able to differentiate the next command in the series
from the most recently received command in that series. For example, if an interrogator sends the
tag a command to read or write a fragment of data, receives no response from the tag, and then
sends the same command again with the intention of reading or writing the same fragment, the tag
shall identify it as a retry attempt (by means of the token). See Special Database Retry Situations
section below.
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2. Inresponse to the last command of the series, as determined by the limits imposed by the Table Add
Records, Table Update Records, Table Update Fields, or Table Get Data command that preceded the
series, the tag shall return a single-byte token whose value is specifically 0x00. That special value

informs the interrogator that the tag considers the series to be complete.

3. A tag shall support the existence of multiple, independent “read tokens”, and may support the
existence of multiple, independent write tokens. A tag shall support a minimum of two independent

read tokens.

A “read token” is a token generated by an invocation of the Table Get Data command and used

sjubsequently in invocations of the Table Read Fragment command. A “write token” is a tokenygs
by an invocation of one of the table write commands and used subsequently in invocations'ef t
Write Fragment command. The table write commands are Table Add Records, Table UpdateReca
Table Update Record Fields. Supporting multiple, independent read tokens means that\an invo
Table Get Data or Table Read Fragment using one token does not affect the operation.of those co
u
i
U
V
K
Y

independent write tokens means that an invocation of a Table Write command)(Table Add Recor
pdate Records, and Table Update Fields) with one token shall not affect the'operation of any ot}
Vrite command with another token, provided that the two tokens are associated with differer
owever, invoking a table write command on a table will invalidate alfread and write tokens as|
Fith that table.

The high-order 4 bits of the first byte of the token indicates the length of the token, not including
Byte, so zero indicates a token length of 1 byte (see Table Wxite Fragment). The Token value o
(0x00 is reserved, and indicates an end-of-iteration condition. The structure of a Token field i
helow in Table 82:

Table 82 — Token structure

bnerated
he Table
rds, and
ration of
mmands

sing another token, even if the two tokens are associated with the same tabléxSupporting multiple,

s, Table
er Table
t tables.
sociated

the first
[ exactly
s shown

N: Token Length Token Data

N value in bits 7-4 [Value of N = 0 - 15] 4 low order bits of Token Length byte, then N |

ytes

able commands are categorized as\being either a read command or a write command. 1
ommands include Table Get Data; Table Get Properties, Table Query, and Table Read Fragmel
he table write commands include-Table Create, Table Add Records, Table Update Records, Tabl¢
ields, Table Delete Record,.and Table Write Fragment. For all table write commands, the ap]
Uill have to rewrite the data)on the tag for any error occurs during the table write command of

< a0 =

pecial Database Refry Situations

he read
t, while
e Update
blication
eration.

able Write Eragment special error handling is necessary if the interrogator does not re

ive the

or the commands,Table Create, Table Add Records, Table Delete Records, Table Read Fragxagnt, and

response frenta successful completion of the command and, therefore, must do a retry of the ¢
retry ofthe command shall be shall an identical copy of the initial invoked command packet, ¢
sing the“same Session ID, Command Code, Sub Command Code, Sequence ID or Request Tokg
ID (if used), and Data (if used) as the original. The tag shall determine if a command request i

mmand.
xplicitly
en, Table
5 aretry

f the previously successful database command by comparing it to the previously received command

packet. If the tag identifies a request to be a retry of the previous executed and successful database
command then the tag SHALL resend the same response from the previous successful command. Refer
to command descriptions for Table Add Records, Table Delete Records, Table Read Fragment, and Table
Write Fragment for additional details. Note that other database commands also may incur retry requests

and retries should be supported.

6.3.10.1 Table Create

When invoking Table Create the command in Table 83 shall be sent to the tag.
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Table 83 — Table Create

Command Sub Command | TableID | Maximum Number | Number of Fields Length of Each Field
Code Code of Records
0x26 0x01 2 bytes 2 bytes 1 byte N bytes
Where:

Tab

Table ID indicates the identifier to be assigned to the table. Valid ID range is 0x0001 to OxFFFF.

e ID 0x0000 is reserved for the Query Results Table.

Ma>

totall. Valid range is from 0x0001 to OxFFFF. The remaining amount of unallocated table memory o

the

Nur

fimum Number of Records indicates how many records may ultimately exist in the table’i

l==]

fag may additionally limit the valid range.

hber of Fields the number of the fields, N, per record. Its valid range is 1 to 32.

indicates the size of a field. The first element of the byte array specifies the length of the first field

(in
leng

To the
commar

This con
consisti
hasnor

The pos

NOTE

successfiilly the tag SHALL NOT exécute the request and instead, SHALL resend the same response from th

previous

Le‘fth of Each Field is a byte array of length N bytes. Each one-byte element of the byte array

Table Create command the tag shall respond with a point-to-point response message with

ex 0), the second element specifies the length of the second field (index"1), and so forth. Thie
th of a field shall lie within the range 1 to 255 inclusive.

d code (and no data, unless an error is encountered) as shown in Table 84.

Table 84 — Table Create response

Command Code
0x26

hmand creates a database table with a definéd maximum number of records, the record formdt
hg of a specified number of fields each having a specified length. Initially after creation, the table
bcords.

bible error responses shall be asshown in Table 85.

[=W

If the tag identifies a request.ofithis command to be aretry of the previous command that was execute]

¢

successful command.

Table 85 — Table Create command errors

Error
Code

Error Name Reason

(¢

0x02 :Evalid Gom~-

A parameter is missing, or the Number of Fields parameter is outside its valid range, or
the length of the Length of Field array does not match Number of Fields, or one or more
of the Length of Field elements is zero, or the wrong number of parameter bytes was

and Param-
ter

given
[=]

0x06

Can’t Create
Object

The Table ID is already assigned to an existing table and this is not a retry command, or
the tag does not have sufficient memory, or the Table ID is 0x0000. The following sub-
codes define the kind of error:

0x02 Object already exists
0x03 Out of Memory
0x04 Reserved
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Error | Error Name Reason

Code

0x08 |Authorization |Command was attempted with password protection engaged and tag in the locked state
Failure

0x0A |Operation
Failed

Database is corrupted, or unable to create table regardless of valid command param-
eters or available memory

.3.10.2 Table Add Records

Table 86 — Table Add Records

Vhen invoking Table Add Records the command in Table 86 shall be sent to the tag.

Command Code

Sub Command Code

Table ID

Sequence ID

Number of

Records

0x26

0x02

2 bytes

1 byte

2 byt

S

=]

1

Vhere:

— Table ID indicates the identifier assigned to the table.

Table 87 — Table Add Records

- Sequence ID is used to identify unique transactions. Fer each invocation of this comm|
interrogator shall supply a different value for Sequence)ID. If the interrogator receives no re
an invocation of the command (due to a communication error, for example) the interrogall;or shall
retry the Table Add Record command using the samé Sequence ID as the unsuccessful atte

tag shall verify the Sequence ID is different from the value provided with the last success
Add Record command, only then is the table*tecord added.

- Number of Records indicates the total iumber of records to add to the table. Valid range i
Maximum Number of Records set at the time of table creation (Ref. 6.3.10.1) minus the nt
records previously added to the table:

o the Table Add Records command the tag shall respond with a point-to-point response mess
ommand code and data as showmnin Table 87.

Command Code

Token

0x26

N bytes

— Token indicates a value used to iteratively write data to the added records. The Token
exactlyy0x00 is reserved, and indicates an end-of-iteration condition. The structure of a To
is shewn above in Table 82.

his,command instructs the tag to prepare to add the specified number of records to the T4

and, the
ply from

pt. The
Ful Table

1 to the
mber of

hge with

value of
ken field

ble. The

A | £ 4+ st £ +1o ralal sela £Toll ALt A 4
CUTU TUIITCIILS 41 T W T tU UICT TdUTC Wt 4 STUUTIIC T UT TaUTC VW TTCT T T Ag THTITTU T UL AT

ds. This

command invalidates any existing tokens for this Table ID. This command also invalidates any Table
Query results present in Table 0x0000.

NOTE

If the tag identifies a request of this command to be aretry of the previous command that was executed

successfully the tag SHALL NOT execute the request and instead, SHALL resend the same response from the
previous successful command.

The possible error responses shall be as shown in Table 88.
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Table 88 — Table Add Records command errors

Error Error Name Reason
Code
0x02 |Invalid Command Number of Records is zero, or the wrong number of parameter bytes was
Parameter given, or the Sequence ID is the same value used with the previous same com-
mand.
0x04 [Not Found There is no database table associated with the specified Table ID
0x08 _|Authorization Fail- _|Command an invalid attempt to access a tag feature protected by a password
ure or authorization method
0x09 | |Object is Read-Only Table, Record, or_Fle}d is not writable; such as Table ID 0x0000, the queny
results table, which is read only
0x41 ||Boundary Exceeded |The table is too full to accept an additional Number of Records new.records
6.3.10.3 Table Update Records
When invoking Table Update Records the command in Table 89 shall be sent to thetag.

Table 89 — Table Update Records

Command Code | Sub Command Table ID Starting Record Nufmber Number of Records
Code
0xP6 0x03 2 bytes 2 bytes 2 bytes
Where:

— Tablle ID indicates the identifier assigned to the table:

— Staj
of R

— Nun
to (

To the T
with cor

— Tok
exa

1).

Table 90 — Table Update Records response

'ting Record Number indicates the first re¢ord to begin updating. Valid range is 0 up to (Numbg
ecords in the Table -

hber of Records indicates the totalniumber of records that will be updated. Valid range is 1 u
Number of Records in the Table yStarting Record Number).

able Update Records command the tag shall respond with a point-to-point response messag
hmand code and data as shown in Table 90.

Command Code

Token

0x26

N bytes

is sk

own'in Table 82.

bn indieatés a value used to iteratively write data to the updated records. The Token value d
tly0x00 is reserved, and indicates an end-of-iteration condition. The structure of a Token fiel

—

= —.

This command instructs the tag to prepare to update the specified table records. The new record
contents are written to the table with a sequence of Table Write Fragment commands. This command
invalidates any existing tokens for this Table ID. This command also invalidates any Table Query results
present in Table 0x0000.

The possible error responses shall be as shown in Table 91.
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Table 91 — Table Update Records command errors

total number of records in the table

Error Error Name Reason

Code

0x02 |Invalid Command Number of Records is zero, or the wrong number of parameter bytes was

Parameter given

0x04 |Not Found There is no database table associated with the specified Table ID

0x08 |Authorization Failure |Command an invalid attempt to access a tag feature protected by a pass-
word or authorization method

0x09 Object is Read-Only Table, Record, or_Fle.1d is not writable; such as Table ID 0x0000, the query
results table, which is read only

0x41 |Boundary Exceeded Starting Record Number plus Number of Records extends’beyond the

€4.3.10.4 Table Update Fields

Table 92 — Table Update Fields

When invoking Table Update Fields the command in Table 92 shall be sentte’the tag.

=

able 0x0000.

-+ Table ID indicates the identifier assigned to’the table.

Command Code |Sub Command Code Table ID Record Number | Starting Field |Number|of Fields
Number
0x26 0x04 2 bytes 2 bytes 1 byte 1 byte
Where:

+ Starting Field Number indicates the first field to begin updating. Valid range is from
(Number of Fields in the Table :.1).

—+ Number of Fields indicates the total number of fields in the specified record that will be {
Valid range is 1 up to (Number of Fields in the Table - Starting Field Number).

This command instructs the tag to prepare to update the specified fields of a table record. ]
fleld contents are witten with a sequence of Table Write Fragment commands. This command
nodify fields within'a single record, which is provided as the Record Number. This command iny
ny existing tekens for this Table ID. This command also invalidates any Table Query results pi

o the Table Update Fields command the tag shall respond with a point-to-point response
ithicémmand code and data as shown in Table 93.

+ Record Number indicates the record tedpdate. Valid range is 0 up to (Number of Recordls in the
Table - 1).

0 up to

ipdated.

[he new
can only
alidates
esentin

message

Table 93 — Table Update Fields

Command Code Token

0x26 N bytes

— Token indicates a value used to iteratively write data to the updated records. The Token value of
exactly 0x00 is reserved, and indicates an end-of-iteration condition. The structure of a Token field
is shown in Table 82.

The possible error responses shall be as shown in Table 94.
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Table 94 — Table Update Fields command errors

Error Error Name Reason
Code
0x02 |Invalid Command |Number of Fields is zero, or the wrong number of parameter bytes was given
Parameter
0x04 |Not Found There is no database table associated with the specified Table ID
0x08 |Authorization Command an invalid attempt to access a tag feature protected by a password or
Failure authorization method
0x09 |bject is Read-Only Table, Regor(:l, or Field is not writable; such as Table ID 0x0000, the query results
table, which is read only
Record Number is greater than or equal to the total number of records in‘the
0x41 |Boundary Exceeded |table, or Number of Fields plus Starting Field Number extends beyondthe numbe
of fields in the table

6.3.10.5 Table Delete Record

When invoking Table Delete Record the command in Table 95 shall be sent to_the'tag.

Table 95 — Table Delete Record

Com

mand Code Sub Command Code Table ID SequenceID Record Number

0x26 0x05 2 bytes Tbyte 2 bytes

Where:

— Tatte ID indicates the identifier assigned to the table:

— Seq
intefrogator shall supply a different value for.Sequence ID. If the interrogator receives no reply frof
an ipvocation of the command (due to a communication error, for example) the interrogator sha
retrly the Table Delete Record command;using the same Sequence ID as the unsuccessful attemp
The|tag shall verify the Sequence ID is different from the value provided with the last successfy
Table Delete Record command, only.then is the table record deleted.

— Recprd Number indicates the index number of the record to delete.

To the Table Delete Record cdommand the tag shall respond with a point-to-point response message wit
commaijd code (and no data,unless an error is encountered) as shown in Table 96.

ence ID is used to identify unique transactions. For each invocation of this command, th

Table 96 — Table Delete Record

Command Code
0x26

— > O

—

This cor

mandinstructs thetag todeteteasingte record fronrtie Table, Temumbering therecord mummber

S

of the remaining records in such a way as to keep the record numbers contiguous starting with 0x0000
(zero). Following execution of Table Delete Record, the order of the remaining records in the table is
undefined, and may be different than the record order prior to the Table Delete Record command.

This command invalidates any existing tokens for this Table ID. To read or write data to the database, a
new table write command (Table Add Records, Table Update Records, Table Update Fields) or table read
command (Table Get Data) shall be issued.

This command also invalidates any Table Query results present in Table 0x0000.

The possible error responses shall be as shown in Table 97.
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If the tag identifies a request of this command to be a retry of the previous command that was executed
successfully the tag SHALL NOT execute the request and instead, SHALL resend the same response from
the previous successful command.

Table 97 — Table Delete Record command errors

Error Error Name Reason

Code

0x02 |Invalid Command The wrong number of parameter bytes was given or the Sequence ID is the
Parameter Same value used with the previous same command.

0x04 |NotFound There is no database table associated with the specified Table 1D

0x08 |Authorization Failure |Command an invalid attempt to access a tag feature protectedby a fass-
word or authorization method

Table, Record, or Field is not writable; such as Table ID.0x0000, the query

0x09  |Objectis Read-Only results table, which is read only

0x0A |Operation Failed Database is corrupted, or unable to complete record removal

Record Number is greater than or equal to thetotal number of records in the

0x41 |Boundary Exceeded table

4.3.10.6 Table Get Data

When invoking Table Get Data the command in Table 98 shall be sent to the tag.

Table 98 — Table Get Data

Command Code |Sub Command| TableID Starting Record Number Starting Field Number
Code
0x26 0x06 2 bytes 2 bytes 1 byte
Where:

- Table ID indicates the identifier'assigned to the table.

- Starting Record Numberiindicates the first record to begin reading.

- Starting Field Number indicates the first field to begin reading.

—

0 the Table Get Data-command the tag shall respond with a point-to-point response messgge with
dommand code and,data as shown in Table 99.

Table 99 — Table Get Data response

Command Code Token
0x26 N bytes

Where:

— Token indicates a value used to iteratively read record data. The Token value of exactly
0x00 is reserved, and indicates an end-of-iteration condition. The structure of a Token field is
shown in Table 82.

The Table Get Data command instructs the tag to prepare to read data from a database table starting
with a specified record and field. A sequence of Table Read Fragment commands performs the actual data
reading. Unlike the table write commands Table Add Records, Table Update Records, and Table Update
Fields, Table Get Data is an open-ended iteration that terminates either at the application software’s
choosing or when the end of the table is reached.
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The Table Get Data tokens, and subsequent tokens returned by Table Read Fragment are invalidated by
any of the following commands: Delete Writeable Data, Table Add Records, Table Update Records, Table
Update Fields, Table Delete Record, and Table Write Fragment, which operate on the same Table ID.

The possible error responses shall be as shown in Table 100.

Table 100 — Table Get Data command errors

Error Error Name Reason
Code
0x02 |Invalid Com- The wrong number of parameter bytes was given
mand Param-
eter

There is no database table associated with the specified Table ID, or Tahle/D is
0x0000 and there is no query result, either because no query was executed or the
query result has been made invalid by an intervening table write command on the
table that was queried or by starting a new query.

0x04 |Not Found

Starting Record Number is greater than or equal to the totaknumber of records in
the table, or Starting Field Number is greater than or equal\te'the number of fields in
the table

Boundary

Ox41 Exceeded

6.3.10.7 Table Get Properties

When invoking Table Get Properties the command in Table 101 shall’be sent to the tag.

Table 101 — Table Get Properties

Command Code Sub Commaud Table ID
Code
0x26 0x07 2 bytes

Where:
— Tajlle ID indicates the identifier assigned to the table.

The Table Get Properties command:tetrieves information about the specified table. It retrieves thie
number(of used (filled) records in;the table and the maximum number of records defined for the table

To the Table Get Propertiesrcommand the tag shall respond as shown in Table 102.

Table 102 — Table Get Properties response

Comnpand Code Total Number of Records Maximum Number of Records Reserved

Dx26 2 bytes 2 bytes 1 bytes

Where:

— Total Number of Records indicates total number of records in the table.

— Maximum Number of Records indicates the maximum number of records specified for the table as
specified at table creation by the Table Create command.

— Reserved is a byte reserved for future use and shall have the value 0x00.

The possible error responses shall be as shown in Table 103.
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Table 103 — Table Get Properties command errors

Error Code Error Name Reason
0x02 Invalid Command Parameter |The wrong number of parameter bytes was given
0x04 Not Found There is no database table associated with the specified Table ID

6.3.10.8 Table Read Fragment

When invoking Table Read Fragment the command in Table 104 shall be sent to the tag.

Table 104 — Table Read Fragment

Command Code Sub Command Code Request Token Requested|Read
Length
0x26 0x08 N bytes 1 bytg
Where:

+ Request Token is the token from the prior Table Get Data or Table\Read Fragment command. The
Token value of exactly 0x00 is reserved, and indicates an end-éf<iteration condition. The sfructure
of a Token field is shown in Table 82.

1+ Requested Read Length is the requested length of dataté return. Valid range is from 1 to 46 bytes.

—

o the Table Read Fragment command the tag shall respond with a point-to-point response message
with command code and data as shown in Table 105.

Table 105 — Table Read Fragment response

Command Code Response Token Actual Read Length Data
0x26 N bytes 1 byte M bytes

Where:

1 Response Token is the resulting new token from a successful Table Read Fragment command. The
Token value of exactly 0x00 is reserved, and indicates an end-of-iteration condition.

-+ Actual Read Length-is the number of bytes of data actually read, and may be less than or|equal to
Requested Read Length.

-+ Data is theactual data read from the tag database table and is the Actual Read Length bytes long.

he Table Read Fragment command reads a block of data bytes from a database table. The database
hble contents to be read are inherently identified by the Request Token received from the fag via a
rior invocation of the Table Get Data command or a previous invocation of this Table Read Fragment
onimand.

Q' o 3

The Table Read Fragment command cannot read beyond the last record of a table. If the initial byte to
be read by the Table Read Fragment command is within the table, but the Requested Read Length would
reach beyond the end of the last record in the table, the command shall be considered valid, and shall
return as Actual Read Length not more than the number of bytes remaining to be read in the table.

The possible error responses shall be as shown in Table 106.

NOTE Ifthe tag identifies a request of this command to be aretry of the previous command that was executed
successfully the tag SHALL resend the same response from the previous successful command.
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Table 106 — Table Read Fragment command errors

Error Error Name Reason
Code

0x02 |Invalid Com- |Request Token is malformed (as defined by the tag implementation), or Requested
mand Param- |Read Length is zero, or the wrong number of parameter bytes was given. Request
eter Token is malformed (as defined by the tag implementation), or Requested Read
Length is zero, or the wrong number of parameter bytes was given, or the Request
Token is 0x00

n e a1 . 1 1 1 ool — 1.1 1 - -
RNCUUCST TURCIT IS PTOPCTTY TUTTHCU dlTU TIOL UAUU UDUL IS THVAITU UUT LU dll TITLCT VEIITITE

modification of the table(s) to which the Request Token applies.

0x40 |Stale Token These modifications include invocations of the following commands, associated'with
the Table ID supplied to the commands: Table Add Records, Table Update Retords,
Table Update Fields, and Table Delete Record.

Operation Read operation failed or database is corrupted
Failed

0x0A

6.3.10.9 Table Write Fragment

When invoking Table Write Fragment the command in Table 107 shall be séntto the tag.

Table 107 — Table Write Fragmerit

Conpmand Code Sub Command Code Request Token Data Length Data
0x26 0x09 N bytes 1 byte N bytes

Where:

— Request Token is the token from the prior Table’Add Records, Table Update Records, Table Updat]
Fielfls, or Table Write Fragment command. The'structure of a Token field is shown in Table 82.

D

— Dath Length is the length of data to write. Valid range is from 1 to 46 bytes.
— Dath is the data bytes to be written'to the tag database table.

To the Table Write Fragment commaid the tag shall respond with a point-to-point response message
with conmand code and data as-shewn in Table 108.

Table 108 — Table Write Fragment response

Command Code Response Token
0x26 N bytes

Where:

— Response Token is the resulting new token from a successful Table Write Fragment command. The
Token value of exactly OxUU 1s reserved, and indicates an end-oi-iteration condition. The structure
of a Token field is shown in Table 82.

The Table Write Fragment command writes a block of data bytes to a database table. The database
table contents to write are inherently identified by the Request Token received from the tag via a
prior invocation of the Table Add Records, Table Update Records, or Table Update Fields command or a
previous invocation of this Table Write Fragment command.

This command invalidates any existing tokens for this Table ID. This command also invalidates any
Table Query results present in Table ID 0x0000.
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The possible error responses shall be as shown in Table 109.

NOTE

If the tag identifies arequest of this command to be a retry of the previous command that was executed
successfully the tag SHALL resend the same response from the previous successful command.

Table 109 — Table Write Fragment command errors

Error Error Name Reason
Code
D0 Lo LdCoxnaa ol Raog £ Toloon 1o o 10 dL. dafivaod b+l ot dxaaaalaa it ol oo =1 ta
B::02—tnvatid-Command—Reqtest Fekenismalformed{fasdefined by-the tagimplementation)or b
Parameter Length is zero, or the length of the Data parameter does not agree with\Data
Length, or the wrong number of parameter bytes was given, or the Requept Token
is 0x00
0x08 |Authorization Command was attempted with password protection engaged-and tag in the
Failure locked state
0x0A |Operation Failed |Write operation failed or database is corrupted
Request Token is properly formed and not 0x00 but(is,invalid due to an interven-
ing modification of the table(s) to which the Request Token applies.
0x40 |Stale Token These modifications include invocations of the following commands, assofgiated
with the Table ID supplied to the commands<Table Add Records, Table Update
Records, Table Update Fields, and Table Delete Record.
0x41 |Boundary The Data Length for this request wolild exceed the length declared in the priginal
Exceeded Table Add Records, Table Update Records, or Table Update Record Fields gom-
mand
4.3.10.10 Table Query
When invoking Table Query the command in Takle 110 shall be sent to the tag. The Table Query command
dan be sent as either a Broadcast message t@-all tags simultaneously, or as a Point-to-Point mes$age to a
single tag.
Table 110 — Table Query
Command Sub Table IB_| ‘Sequence Query Element
Code Opcode ID Logical Logical Operand
Operator Field Relational | Comparison | Comparison
Number | Operator | Data Length Data
0x26 0x1.0 2 bytes 1 byte 1 byte 1 byte 1 byte 1 byte N bytes
Where:

TableID indicates the identifier assigned to the table.

Sequence ID identifies a query element among a sequence of query elements. For a sequence of N
query elements, the Sequence ID is N-1 for the first query element, N-2 for the second query

lement,

and so forth, down to 0 (zero) for the Nth query element. The tag shall support a minimum of 4
query elements per sequence; Sequence IDs from 3 down to 0. The actual number of query elements
supported on a tag can be retrieved through the UDB Element Type 0x15 (Table Query Size). See
Section 6.3.1.1.

Logical Operator defines the role of the current query element within the complete query. The

possible values of the logical operator are the ISO/IEC 8859-1 characters ‘C’ (CLEAR), ‘A’ (AND), or
‘0’ (OR).

number of fields in the table.

© ISO/IEC 2014 - All rights reserved
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— Relational Operator defines the method by which the field contents are compared with Data. The
possible values of the relation operator are the ISO/IEC 8859-1 characters ‘=" (EQUAL), ‘<’ (LESS
THAN), >’ (GREATER THAN), or ‘'’ (NOT EQUAL).

— ComparisonDataLengthindicateslength ofthe Comparison Datainbytes. The range of Comparison
Data Length is 1 to 32.

— Comparison Data specifies the byte array to which the field contents are compared. Comparison
Data is Comparison Data Length bytes long, and may include the special ISO/IEC 8859-1 prefix *’,
the wildcard character.

6.3.10.10.1 Overview of Query Syntax

This command defines a query element, one table search criterion among a sequence of such’criteria. A
completp query conceptually has the form:

<query element;>} {<query elementy>} ... {<query elementy>}
where efch <query element>, of which there is at least one, has the form:
flogical operator> <logical operand>

where <Jogical operand> has the form:

ffield number> <relational operator> <comparison data>

where Lpgical Operator, Field Number, Relational Operator, and\Comparison Data are fields in the Tabl
Query command format shown in Table 110. Logical Operatoriis one of the ISO/IEC 8859-1 character
‘C’, ‘A, o1 ‘O’, Field Number is a table field, Relational Operator is one of the ISO/IEC 8859-1 characters ‘S
‘<’, >’ ‘l'and Comparison Data is a 1 to 32 byte string of\data bytes. The angle brackets (<, >) and curly
braces ({, }) in the above syntax serve only as delimiters for the purposes of this discussion and have n
syntactic meaning or literal presence in an actual coimmand. A complete query, therefore, is specified g

a sequerce of Table Query commands.

[ZBY)

-

wn O

6.3.10.10.2 Query Elements

Query elements within a complete query are related to one another by their logical operators, whic
specify how those query elementsrare aggregated into a compound Boolean expression. A logicg
operator can be a logical AND, a logical OR, or the special case CLEAR. Logicals AND and OR are leff
associatjve binary operators of equal precedence which have their conventional Boolean meaning$
while CHEAR merely indicates that the query element is the first element of the complete query. If CLEA
is the ldgical operator fér)any query element, any prior set of query elements are discarded and th|
current [query element\is to be regarded as the first query element of a new query. Upon receipt of
valid Qulery containing a CLEAR, any pre-existing results from any previous query shall be removed; a
existing|recordsin/Table 0x00 shall be deleted.

—_—

— o O A7

The relgtional operands consist of the database table field identified by the Field Number and thie
Comparijsen Data.

6.3.10.10.3 Interpretation of Queries

A complete query is to be interpreted as an expression whose constituents are the logical operator
and logical operand of each query element, read left to right. For example, suppose a complete query is
composed of four query elements and the logical operands of the first, second, third, and fourth query
elements are A, B, C, and D, respectively. The complete query

(CLEAR A) (AND B) (OR C) (AND D)
is to be interpreted as the Boolean expression

CLEAR (((A AND B) OR C) AND D)
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where for each record of the table being searched each logical operand evaluates to “true” or “false”
values as described below, the Boolean operators combine those values into a single “true” or “false”
value in the conventional manner for Boolean operators, and the CLEAR operator has no impact on the
Boolean value of the entire expression. If the entire expression evaluates to “true” the table record is
included in the query results table, also described below.

6.3.10.10.4 Logical Operands

usion in

Alogical operand specifies how each record of the table to be searched is to be checked for incl
PR a aratalaiiac P de PP S P aala-a a PN PR PP PPN Y | aalafiald " eCOFdlS

tF

tp be inspected. The comparison data specifies the value to which the field contents are to be compared.
And the relational operator specifies the manner in which the field contents and comparison ¢ata, the
two relational operands of the relational operator, are to be compared. Additionally, the first bylte of the
domparison data affects the nature of the comparison. If that byte is the ISO/IEC 8859-1 character **, the
domparison is a wildcard comparison; otherwise, the comparison is a full-match comparison.
4.3.10.10.5 Full-Match Comparisons
If the relational operator is ‘=" for a full-match comparison, the relational*operands are compajred on a
hyte-for-byte basis for an exact match. If the bytes at some position-in.both relational operands do not
match, the logical operand evaluates to “false”. If one relational, operand is longer than the other, the
lpgical operand evaluates to “false”. Otherwise, the logical operand evaluates to “true”. For exarpple, the
fbllowing comparison evaluates to “true”.

HabC” 1=I MabC"
The following comparisons evaluate to “false”.

“abcll l<’ “abcll

“abdb" l<l llabceﬂ

MabC" l>l Mabcll

HabC" 1!’ llabcﬂ
If the Relation Operator is ¥ for a full-match comparison, the comparison is handled in the same
manner as the ‘=" relation operator but generates the opposite result. Any comparison in which the

ar

‘+" operator would result.in the “true” condition, the
h which the ‘=" operator would result in the “false” condition, the

operator results in “false”, and any comparison
‘I’ operator results in “trjue”. The

—

fpllowing comparisons evaluate to “true”.
“abc” K “abcd”
“abg™‘I” “ABC”
“abc” ‘I’ “abd”
“abc” ‘I “ab”

The following comparison results in “false”.

“abc

»oar

abc”

If the Relational Operator is ‘<’ or >’ for a full-match comparison, the relational operands are compared
on a byte-for-byte basis as for the ‘=" operator until the first non-matching byte is found. If no non-
matching byte is found, the logical operand evaluates to “false”. The non-matching bytes are compared
according to the relational operator. If the operator is ‘<’ and the byte from the field contents is less than
the byte from the comparison data, the logical operand evaluates to “true”. If the operator is >’ and
the byte from the field contents is greater than the byte from the comparison data, the logical operand
evaluates to “true”. For the inequality operators ‘<’ and ">/, if the length of one relational operand is less
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than that of the other relational operand, then the shorter operand is considered for the purposes of
comparison to contain an additional final byte whose value is less than the minimum possible value for
a byte.

Note that because the comparison data is limited to 32 bytes, for fields greater than 32 bytes in length,
full-match comparisons with the ‘=" operator always evaluate to “false”, while full-match comparisons
with the ‘" operator always evaluate to “true”.

For example, the following comparisons evaluate to “true”.

abb™ < "abcC

y o« ”

aad” ‘<’ “abc

« abu l<) uabcu
labcn l<F uadn

abcn t>l uabbn

»

abc” >’ “aad”
abc” >’ “ab”
lad” >” “abc”
labc” V" “abd”

labcn l!l l(abu

J

The follgwing comparisons evaluate to “false”.

«

uabcn t<l abC

”

nabdbu 1<:J Mabcen

«

uabcn l>I abC

”

uabcn l!l (abC»

6.3.10.10.6 Wildcard Comparisons

For wildcard comparisons with the relational operator ‘=, the field contents starting with the first byte
and the|comparison data-starting with the byte after *’ are compared on a sliding basis for a match
as in a full-match confparison until the end of the field contents is reached. That is, starting from t
beginning of the field‘contents and sliding to the right a byte at a time until the end of the field contents,
Comparison Datd hiength bytes of field data are compared against the Comparison Data Length bytes
of Complarison*Data bytes looking for a complete match. If a complete match is found, the compariso
is discoptinted. If a complete match was found and the Relational Operator was ‘=, the compariso
evaluatxl‘s to a “true”, otherwise it evaluates to a “false”. The results for the ‘" operator are “false” if t
complete match was found, otherwise it evaluates to a "true”. Wildcard comparisons with the relational
operators ‘<’ and ‘>’ are illegal, as are wildcard comparisons for which the comparison data is the single
character *'.

In the following examples, the first item is the field number, and the last item is the Comparison Data.
The following comparisons evaluate to “true.”

“abcde” ‘=" “*bcd”

“abcbcde” ‘=" “*bed”

nabcecdn t!l u*bcd!l
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The following comparisons evaluate to “false.”
llabcde" l!l ll*deH

uabcen l=l l(*bcdn

6.3.10.10.7 Query Failures

The possible error responses shall be as shown in Table 111.

014(E)

Table 111 — Table Query command errors

mand Parameter |supports; or Sequence ID is not the same as, or one less than, that of the pre
Table Query command AND Logical Operator is not CLEAR;

or Table ID is not the same as that of the previous Talle;Query command AN
cal Operator is not CLEAR;

or Comparison Data Length, Logical Operator or Relational Operator are oy
their valid range of values; or Data Length iszéro; or the length of Data doe
agree with Data Length, or the wrong number of parameter bytes was give

Error Error Name Reason
Code
0x02 |Invalid Com- Sequence ID is greater than the maximum number of query operators that the tag

ivious

(D Logi-

tside
5 not
h

0x04 |Not Found There is no database table associated with the specified Table ID
0x41 |Boundary Field Number greater than or equalto’the number of fields in the table
Exceeded

(@

.3.10.10.8 Execution of Complete Query

pon receipt of the final Table Query commaid (which has a Sequence ID of zero), the tag sha
ave the complete Query criteria. The tag shall execute the complete query on each record in {
lentified by Table ID, beginning with Record Number 0 and incrementing through all the recor
hble.

—+ = —

he Query Results Table (Table ID/0x0000) contains the complete results of the query operat
uery Results Table has recoxds with a single two-byte field. Each 2-byte field/record in th

umbers, if any, in the Qaery Results table, shall increase monotonically. Records in Table 0x0(
ereturned in respongéjto Table Get Data and Table Read Fragment. The record number of each 1
ecord shall be returned as individual records in MSB first order.

e lloiellscDall—)

[orY

.3.10.10.9 < Point-to-Point and Broadcast Queries

he Tablé.Query command exists as both a point-to-point command and a broadcast commj
alue of'the Packet Options field, as described in section 6.2.6.1, determines whether the com
roddcast or point-to-point. The tag does not respond with any message to any broadcast Tab

uld now
he table
ds in the

ion. The
e Query

esults table contains the record number of a matching record in the queried table. The matchinlg record

00 shall
hatching

ind. The
mand is

e Query

Qo <

omimand, even in case of error.

For non-final point-to-point Table Query commands, which have a non-zero Sequence ID, the tag shall
verify itreceived a valid non-final Table Query command. If the command is a valid initial or intermediate
Table Query command, the tag shall respond with a point-to-point response message with command code
(and no data, unless an error is encountered) as shown in Table 112. This response merely indicates that
the tag successfully received a valid query element, so no database query operation results are available

or expected.

© ISO/IEC 2014 - All rights reserved

47


https://standardsiso.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

Table 112 — Intermediate Table Query Response

Command Code
0x26

Upon completion of the point-to-point query command sequence, the tag shall respond with a point-to-
point response message with command code and data as shown in Table 113. If the query resulted in
no records matched, the number of records matching the criteria shall be zero and the index of the first
matched record shall be zero in response to the final point-to-point Table Query command.

Table 113 — Final Point-to-Point Intermediate Table Query response

Command Code Number of Index of first
Records matched | matched record
0x26 2 bytes 2 bytes

-

— Number of Records Matched contains the number of records found in thesqueried table, whic
medqt the complete query criteria. This field shall be formatted as an unsigned’16-bit integer. If n
matching records were found, this field shall contain 0.

@]

— Index of First Matched Record contains the record number of thefirst matching record of thee
quetied table, which meets the complete query criteria. If no recands were found, this field shall
confain 0.

An Inteffrogator may follow up a sequence of point-to-point Tablé.Query commands by using the Table
Get Datg and Table Read Fragment commands to retrievethe results from the Query Results Table
(Table 0x0000).

6.3.10.10.10 Broadcast Collection with UDB (Query Results UDB)

—

The broadcast Collection with UDB command may be used to retrieve the query results from tags aftg
the complete sequence of Table Query commands has been transmitted. To retrieve the query results,
an Interpogator may send the Collection with'UDB command with the UDB Type field set to 0x02 (se
Table 36). Tags will return their Tag serial number with the Table Query Results element (see Table 36).
The Table Query Results element includes the index of the queried table, the number of matching record
and the [index of the first matching¥ecord. If the query resulted in no records matched, the number d
matchinjg records shall be zero and-the index of the first matched record shall be zero. The Interrogatqg
may then follow up successfulquery matches by retrieving the records in the Query Results Table (Tabl
0x0000] with Table Get Data-and Table Read Fragment commands.

[¢)

T = =

6.3.10.10.11 Deleting Table Query Results

The resfilts of the)Table Query command are written to the query results table (reserved Table ID
0x0000]. Any database command that modifies any of the database tables on the tag (Table Add Records,
Table Update Records, Table Update Fields, Table Delete Record) shall force deletion of all records in th|
query r¢sults table. Any subsequent Table Get Properties commands for the query results table sha
return O as the the number of records currently in the table.

— (D

6.3.11 Beep ON/OFF

When invoking Beep ON/OFF the command in Table 114 shall be sent to the tag.

Table 114 — Beep ON/OFF

Command Code Beeper On/Off
0xE1 1 byte
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Where:

— Beeper On/Off parameter when 0x01 will turn tag’s beeper ON or when set to 0x00 will turn tag’s
beeper OFF.

To the Beep ON/OFF command the tag shall respond with a point-to-point response message with
command code (and no data, unless an error is encountered) as shown in Table 115.

Table 115 — Beep ON/OFF response

Command Code
0xE1

—

he Beep ON/OFF command turns the tag’s beeper on or off. When the tag’s beeper,is turned on, the
eeper stays on until explicitly turned off or until the tag returns to the Sleep state:

— O

he possible error responses shall be as shown in Table 116.

Table 116 — Beep ON/OFF command errors

Error Error Name Reason

Code

0x02 |Invalid Command Param- |Beeper On/Off parameter is mi§sing or the wrong length or outside |ts valid
eter range of values

€4.3.12 Sensor implementation

he retrieval and transmission of data and control information related to tag-based sensorf can be
mplemented within this part of ISO/IEC 18000. Sensor status and data can be added to a feturned
niversal Data Block using an Application extéehsion block. Sensor data logs and control informdtion can
e read and written using the existing database table commands.

o =

§.3.12.1 UDB application extensions for sensors

Nanufacturers can record sensor status in the UDB using the UDB Application Extension Block format
(ee Table 41 and the relatedidescriptive text in clause 6.3.1.). Manufacturers can record sensgr status
ih the UDB using the UDB Application Extension Block format (see Table 41 and the related degcriptive
text in clause 6.3.1.).

[Jepending on the application and the complexity of the sensor implementation, the UDB application
gxtension block provides flexibility on how to report sensor status. Specifically, one or many TLD
glements can‘be defined in the UDB according to the TLD element format described in Table 29

€4.3.12.2 Sensor data storage

Senisor data and control information can be stored in database tables as described in sectiop 6.3.10.
EMSOr Telated data can be Stored in either the Sotution Tabte D Space or the Manufacturer / vendor
Table ID space depending on the application as defined in section 6.3.10.

6.3.12.3 Commands to retrieve sensor status information and sensor data

The following standard commands can be triggered by the interrogator to retrieve sensor status
information in the UDB:

— Collection with UDB (command code 0x1F)

— Read UDB (command code 0x70)
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Sensor activity logs can be retrieved using the following commands

— Table Get Data (command code 0x26+0x06 followed by a Table Read Fragment (command code
0x26+0x08)

Or

— Table Query (command code 0x26+0x10)

Standard response message formats are sent back to the interrogator with the requested information.

6.3.12.J Sensor data characteristics and formats

The sen

NOTE

6.3.12.5

When th
RF tag s

6.4 T

This sta
or more

Communications specified include methods to: identify a tagyréad data from a tag, write data to a ta

and con

sor data reported by the RF tag should follow the formats described in ISO/IEC/IEEE 21451.

Sensor data formats will also be described in a future International Standard (ISO/IEC24753).

Physical interface between the sensor and RF tag

e tag and sensors are discrete/separate units, the physical interface between the sensor and thee
hould be as described in ISO/IEC/IEEE 21451-7

g collection and collision arbitration

hdard specifies the method by which the interrogator shalkidentify and communicate with on|
tags present in the operating field of the interrogator over a common radio frequency channe

T (D

so by t

population as a whole.

In the f
field of t

General

The tag
iterative
collision
referred

Tag Col

Figure §
of colled

period (
—  Wal

mand the tag to perform a specific function. Tags,do not transmit unless commanded to d
e interrogator, and an interrogator can commuhnicate with tags individually, or with the ta

lowing discussion, the terms all tags and tag population refer only to tags within the operatinjg
he interrogator.

explanation

collection process is used tovidentify tags in the operating field of the interrogator. This is a
process that includes methgds for coordinating responses from the tag population and handlinjg
s, which occur when multiple tags transmit at the same time. The entire tag collection process i
to as a Complete Collection Sequence.

—

[72)

ection

shows a complete collection sequence consisting of a wakeup period (WP) followed by a serig
tion periods (CP). Each collection period consists of a synchronization period (SP), a liste
.P), and-ah acknowledge period (AP).

-

teup Period (WP) - the time period in which the interrogator transmits one or more Wake Up

Al g alldagotnthanrnaductatn Thic Wl AT Cigrnalic dnfinnd i cnndinn £ 1 Tha Aol

Sign

TS CO DT I Ol tag s cOTtHC T Caty STatC T IITS vV anC U pPoTgTrar 15 GCTIniC O i SCCTIOTT O T T e vy ansco

Period is transmitted only once during a collection sequence.

— Collection Period (CP) - the time periods in which the tags are actually identified and acknowledged.
A sequence of Collection Periods is used, repeating until all responding tags have been identified.
Each Collection Period consists of a Synchronization Period, a Listen Period, and an Acknowledge
Period.

— Synchronization Period (SP) - the time period in which the interrogator sends a broadcast collection
command to the tag population in the operating field of the interrogator. Each tag shall synchronize
its timing with the end of the packet reception Interrogator broadcast command.

50
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Listen Period (LP) - the time period in which the interrogator waits for responses from tags. The
listen period is divided into Time Slots (TS) which are time windows for tags to respond. Each tag
selects a random Time Slot for its response, and delays its response to fit into the chosen Time Slot.

Acknowledge Period (AP) - the time period in which the interrogator acknowledges responding tags
and may optionally retrieve additional data from a tag. For each tag identified by the interrogator
during the previous Listen Period, the interrogator optionally collects additional data from the tag,

and then commands the tag to sleep using the Sleep command.

Collection Period

s shown in Figure 6, the collection period consists of a synchronization period, listenpeq
cknowledge period. The listen period is further divided into multiple Time Slots as shownin H

arameter. Listen Period is computed:

he Listen Period is divided into Time Slots, which are individual time windows for tag r
essages. The Time Slot duration is the time necessary to transmit the\maximum length tag 1
essage plus a slot guard time to cover timing inconsistencies betweén tags and the interrogd
aximum tag message size is provided as the Max Packet Length® parameter, which is inclu
ollection with Universal Data Block command. The Time Slot durdtion is computed:

ime Slot Duration = (324 ps/byte * Max Packet Length) + 3332 ps, rounded up to the
illisecond

24 us/byte is the transmit time for each byte (8 data bits plus one stop bit at 36 us per bit).

slot guard time.

[t is computed:

umber of Time Slots = (Listen-Period Duration / Time Slot Duration), rounded down to
integer

ake Up Period

—

he following is a step=by-step description of the Complete Collection Sequence. See the timing
h Figure 5.

Vake Up Period:

P —

- Interrogator: transmits the Wake Up Signal to all tags in the operating field of the interrog

—+ “Tag: wake up into the ready state and listen for commands from the interrogator.

iod, and
igure 5.

he interrogator’s collection command provides the duration of the Listen Period as the Windlow Size

isten Period Duration = (Windows Size * 57.3 milliseconds), rounded up te the nearest millisecond

esponse
esponse
itor. The
ded in a

nearest

332 psis the duration of the tag preamble (1296 us) plus packet end period of 36 us, plus a 2 millisecond

he Number of Time Slots is computed by-the number of Time Slots, which can fit into the Listen Period.

nearest

diagram

htor.

Collection Period:

— Interrogator: transmit a Collection with Universal Data Block command to the tags. This command

includes the Window Size and Max Packet Length parameters.

Tag: If in the ready state, receives and decodes the Collection with Universal Data Block command,
computes Listen Time Duration, Time Slot Duration and Number of Time Slots. Randomly selects a
Time Slot for its response to interrogator and delays until the start of the selected time slot.

Interrogator: computes Listen Time Duration, Time Slot Duration and Number of Time Slots. Begins
listening for tag responses.
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— Tag:
shal

at beginning of selected time slot, transmits the response message to the interrogator. The tag
lissue only one response during a Collection Period.

— Interrogator: receives valid tag response with a correct CRC, or a collision (if more than one tag
chose the same response time slot), or the interrogator receives no tag response because no tag
responded during that time slot (empty time slot).

— Inte

— Inte
inte
UDH

— Tag
from

— Tag
com

— Inte
mar
conl
If th
Coll

shall reduce the Window Size parameter.

— Inte
repq
coll

rrogator: continues listening for the remainder of time slots, until the end of the Listen Period.

rrogator: for each tag from which the interrogator received a valid response message, the
[rogator may send point-to-point Read Universal Data Block commands to retrieve any remaini
from the tag, and then the interrogator shall send a point-to-point Sleep command to the tag.

will respond to any point-to-point Read Universal Data Block commands, which may bereceivefd
h the interrogator.

—

on receiving a Sleep Command, shall leave the ready state and shall not respond to furthd
mands from the interrogator until after the tag receives a Wake Up Signal.

rrogator: If during the preceding Collection Period, the Interrogator seuses that there are to
y collisions or thatthereis asignificantamount of empty airtime, the Interrogator shall adapt thy
munication channel bandwidth by transmitting control parameters-n the Collection commangd
ere are too many collisions, the Interrogator shall use a larger Window Size parameter in th|
bction with Universal Data Block command. If there are few or,no‘eollisions, then the Interrogatd

=~ @ @ O

—

rrogator: if no tags were identified and no collisions:were detected, the interrogator sha
bat the collection period for a minimum of one and up‘td'a maximum of three consecutive empt|
pction periods.

<<

WP CP(1) CP(2)

LP(1) AP(1) LP@2) AP(2)
| | |

|
‘ |
Interrogator Tx - J H.H-I
— \ | ‘ I
Tag #1 Tx H
Tag #2 Tx H
Jag #3 Tx H

Tag #N Tx H
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— I T~ SN

TS(1,1) TS(1,2) TS(1,3) TS(2,1) TS(2,2)

Figure 5 — Interrogator-tag communication timing diagram
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Figure 6 — Detailed Interrogator-tag anti-collision scheme timing diagram

min 245 sec. 5 msec Initial Window Size = N x 57.3 msec
) F— 1
c o/
o)
- Collection M Sleep (Read UDB Sleep
Interrogator Wake Up Signal o m— R;.&" Tag #1 Tag #N ) Tag #N
\J
Tag #1 . » Q Tag #1
Tag #1 Response Collision| condition Q Response
Tag #2 Q
Tag #2 Response \‘\\
b
Tag #3 Tag #3 $\0
Response
N
‘\@
T
Tag #N Tag #N
2
Tag#N O A Response Response
Single slot eqai/alent in No tag has
duration to\fagresponse selected this slot

transmfissigrivime

Single Collection Round

Figure 7 — Collection sequence and timing

o

.5 Multi-packet UDB Collection

he following section provides a simple example of a multi-packet UDB Collection. Typically an
hterrogater will initiate the process by transmitting a broadcast Collect with UDB command. Tags that
eceiverthe Collect command will reply with a response packet that includes their tag identification and
he-first portion of the requested UDB type. The interrogator can then retrieve the remaining DB data

ol il Sl |

1. Figure 8 shows the interrogator’s Collection with UDB command packet. This is a broadcast packet
and all tags that receive the packet will participate in the collection process.
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Protocol Packet Packet Session | Command | Command CRC
Code Options Length ID Code Arguments
0x40 8 bits 1 byte 2 bytes Ox1F 4 bytes 2 bytes

Command Arguments

Window | Miax Packet | UDB Type
Size Length Code
2 bytes 1 byte 1 byte

Figure 8 — Interrogator Collect with UDB broadcast for the initial collectiomof the tags

2. Figure 9 illustrates a tag response packet to the broadcast Collection with UDB ¢ommand (command

code 0x]1F). The reply is in the format of a broadcast response packet.

Maximum Packet Length

K

a

3. Figure 10 shows the ifterrogator’s Read Universal Data Block command directed to a tag identifie
during the previous epllection. The point-to-point command is directed to a specific tag using the ta
identifidation valueidiscovered in the previous collection. Note that the Offset into UDB field will contai
a value ¢qual to.the number of bytes of UDB data returned in the Tag’s collection response (N in Figun

9, above).

Protgcol Tag Packet Session Tag Tag Serial | Command | Response CRC

Code Status Length ID Mfg ID Number Code Data

0x40 2 bytes 1 byte 2 bytes 2 bytes "4 bytes 1 byte N+5 bytes | 2 bytes
@ e i
Response Data
UDBType | Total UDB | Requested UDB
Code Length Offset Data
1 byte 2 bytes 2 bytes N byte

Figure 9 — Tag response to interrogator’s Collection with UDB command

0

o =
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Protocol Packet Packet Tag Tag Serial Session | Command | Command CRC
Code Options Length Mfg ID Number ID Code Arguments
0x40 1 byte 1 byte 2 bytes 4 bytes 2 bytes 0x70 4 bytes 2 bytes

e

-

Command Arguments

-
-

-
-

ot D

UDB Type Offset | Max Packet
Code into UDB Length
1 byte 2 bytes 1 byte

data

Maximum Packet Length

Figure 10 — Interrogator’s point-to-point request to a specific tag for the remainder of the UDB

.Figure 11 shows the tagreply in response to the interrogator’s Read UDB command. The reply fontains
he second part of the UDB message using the point-to-point (directed) packet format.

4.6.1

—

Interrogator to tag link

< »
Protocol Tag Packet Session Tag Tag Serial | Command | Response R
Code Status Length ID Mfg ID Number Code Data §
0x40 2 bytes 1 byte 2 bytes 2 bytes, 4 bytes 1 byte N+5 bytes 2 pytes
______________ !
Response Data
UDBType | Total UDB | Requested UDB
Code Length Offset Data
1 byte 2 bytes 2 bytes N bytes

point Read UDB command

6.6 Physical and-Media Access Control (MAC) parameters

he interrogator-to-tag link parameters are summarized in Table 117.

Table 117 — Interrogator to tag link parameters

Figure 11 — Tag response.to interrogator’s request for additional information with a pgint-to-

Ref. Parameter Value

Int:1 Nominal Operating Frequency range 433,92 MHz

Int:1a  |Default Operating Frequency 433,92 MHz

Int:1b  |Operating Channels Not applicable in this mode
Int:1c  |Interrogator Transmit Centre Fre- +30 ppm

quency

Int:1d  |Frequency Hop Rate Not applicable in this mode
Int:1e  |Frequency Hop Sequence Not applicable in this mode
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Table 117 (continued)
Ref. Parameter Value
Int:2 Maximum Interrogator Transmit Modu- {200 kHz (transmit)
lation Bandwidth @-10dBc
Int:2a  |Minimum Tag Receiver Bandwidth @ 300 kHz
-3dB
Int:3 Interrogator Transmit Maximum EIRP |As allowed by local regulations
Int:4 InterrogatertransmitSpurionstmis
sions
Int:4al  |Interrogator Transmit Spurious Emis- |Not applicable in this mode
sions, In-Band
Int:4Y |Interrogator Transmit Spurious Emis- |The interrogator shall transmit in conformance with
sions, Out of Band spurious emissions requirements definedby’the coun-
try’s regulatory authority within whichthe system is
operated.
Int:5 Interrogator Transmitter Spectrum Not applicable in this mode
Mask
Int:6 Timing
Int:6a |Transmit to Receive Turn Around Time |1 ms
Int:6 |Receive to Transmit Turn Around Time |1 ms
Int:6d |Interrogator Transmit Power On Ramp |1 ms
Int:6d |Interrogator Transmit Power Down 1 ms
Ramp
Int:7 Modulation Frequency Shift Keying (FSK)
Int:7al |Spreading Sequence Notapplicable in this mode
Int:7H |Chip Rate Not applicable in this mode
Int:7c  |Chip Rate Accuracy Not applicable in this mode
Int:7d| |Modulation Index Not applicable in this mode
Int:7¢] |Duty Cycle Not applicable in this mode
Int:7f] |Interrogator Transmit Freguency +50 kHz+10kHz
Deviation
Int:8 Data Coding Manchester, 36 ps bit period. Logic one: 18 ps low fol-
lowed by 18 ps high, logic zero: 18 ps high followed by 18
us low
Int:9 Nominal.Intérrogator Data Bit Rate 27,778 kbit/s
Int:99 Bit Rate/Accuracy 27,778 kbit/s +2%
Int:10| |Inferrogator Transmit Modulation Not applicable in this mode
Accuracy
Int:11~ [Preamble
Int:11a |Preamble Length 1308 us
Int:11b  |Preamble Waveform Square wave as defined in Int:11c
Int:11c |Bit Sync Sequence 20 cycles of 30 ps high, 30 us low, followed by one cycle
54 ps high, 54 ps low
Int:11d |Frame Sync Sequence 20 cycles of 30 us high, 30 ps low, followed by one cycle
54 ps high, 54 ps low
Int:12  |Scrambling Not applicable in this mode
Int:13  |Bit Transmission Order Byte: least significant bit (LSB) first

Data: most significant byte first
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Table 117 (continued)
Ref. Parameter Value
Int:14  |Wake-up Process Yes
Int:15 |Polarization Not Specified

6.6.2 Tag to interrogator link

The tag to interrogator link parameters are summarized in Table 118.

Table 118 — Tag to interrogator link parameters
Ref. Parameter Value
Tag:1 Nominal Operating Frequency range 433,92 MHz
Tag:1a |Default Operating Frequency 433,92 MHz
Tag:1b  |Operating Channels Not applicable in this mode
Tag:1c |Tag Transmit Centre Frequency +30 ppm
Tag:1d |Frequency Hop Rate Not applicable in this-mode
Tag:1le |Frequency Hop Sequence Not applicable in‘this mode
Tag:2 Maximum Tag Transmitter Modulation |200 kHz (trdnsmit)
Bandwidth @ -10dBc
Tag:2a |Minimum Interrogator Receiver Band- |300 kHz
width @ -3dB
Tag:3  |Transmit Maximum EIRP Approximately 1mW EIRP as allowed by local regulations
Tag:4 |Transmit Spurious Emissions
Tag:4a |Transmit Spurious Emissions, In-Band |Notapplicable in this mode
Tag:4b | Transmit Spurious Emissions,"Qut of The tag shall transmit in conformance with spuripus
Band emissions requirements defined by the country’s|regula-
tory authority within which the system is operated.
Tag:5 |Transmit Spectrum Mask Not applicable in this mode
Tag:6  |Timing
Tag:6a |Transmit to Receive Turn Around Time |1 ms
Tag:6b  |Receive to.Fransmit Turn Around Time |1 ms
Tag:6¢c |Transhrit Power On Ramp 1 ms
Tag:6d |Transmit Power Down Ramp 1 ms
Tag:7 ¢ Modulation Frequency Shift Keying (FSK)
TagiZa. |Spreading Sequence Not applicable in this mode
Tag:7b | Chip Rate Not applicable in this mode
Tag:7c__|Chip Rate Accuracy Not applicable In this mode
Tag:7d |On-Off Ratio Not applicable in this mode
Tag:7e |Sub-carrier Frequency Not applicable in this mode
Tag:7f |Sub-carrier Frequency Accuracy Not applicable in this mode
Tag:7g |Sub-carrier Modulation Not applicable in this mode
Tag:7h |Duty Cycle Not applicable in this mode
Tag:7i |Tag Transmit Frequency Deviation +50 kHz+10 kHz (FSK deviation)
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Table 118 (continued)

Ref. Parameter

Value

Tag:8 Data Coding

Manchester, 36 ps bit period.
Logic one: 18 pus low followed by 18 ps high,
Logic zero: 18 pus high followed by 18 us low

Tag:9 Nominal Tag Data Bit Rate

27,778 kbit/s

Tag:9a _|Bit Rate Accuracy

27,778 kbit/s +5%

Tag:1 Tag Transmit Modulation Accuracy

Not applicable in this mode

Tag:11 |Preamble

Tag:11p |Preamble Length 1296 ps

Tag:11p |Preamble Waveform Square wave as defined in Tag:11c

Tag:11c |Bit Sync Sequence 20 cycles of 30 ps high, 30 ps low, followed by one cycle
42 ps high, 54 ps low

Tag:11d |Frame Sync Sequence 20 cycles of 30 ps high, 30 us low;followed by one cycle

42 ps high, 54 ps low

Tag:12 Scrambling

Not applicable in this mode

Tag:13 Bit Transmission Order

Byte: least significant bit)(LSB) first

Data: most signifieant byte first

Tag:14 |(Reserved by committee)

Tag:11 Polarization

Not Specified

Tag:1¢ Minimum Tag Receiver Bandwidth

200 kHz

6.6.3 Protocol parameters

The profocol parameters are summarized in Table 119.

Table 119 — Protocol parameters

Ref. Parameter:Name Description
P:1 Who talks first Reader-Talks-First (RTF)

p:2 Tag addressing capability Yes

P:3 Tag UID Yes

P:3a UID Length 48 bit

P:3b UID Eorimat binary

P:4 Readsize 1-255 bytes

P:5 Wirite Size 1-255 bytes

P:6 Read Transaction Time Nbytes Read*324 ys+margin
p:7 Write Transaction Time Nbytes_Read*324 us+margin
P:8 Error detection CCITT 16

P:9 Error correction None

P:11 Command structure and extensibility 8 bits for command

6.6.4 Anti-collision parameters

The anti-collision parameters are summarized in Table 120.
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Table 120 — Anti-collision parameters

014(E)

Ref. Parameter Name Description

A:l Type Probabilistic

A:2 Linearity (for N tags) Probabilistic: 0,065*N seconds for 1 <= N <= 3000
A:3 Tag inventory capacity Probabilistic: 3000

6.7 Security architecture

le‘lis section defines a security architecture providing data and communication securityi
thentication and encryption between tag and interrogator. This is distinct from the passwol
Write protection described in Section 6.3.4.

]

mplementation of security features such as authentication and/or encryption’ are opti
hterrogator and tag. If authentication and/or encryption features are implemented on interrg
hg, the implementation should conform to the security architecture defined in this section.

-+ —-

4.7.1 Mutual Authentication

Nutual authentication is the process by which devices in a cominunications link authentic{
lentities to each other by sending certificates, encryption keys,and challenge information.

—

Two types of authentication are defined using either a pre<§hared key or public keys. Multiple
methods may be defined using the same framework. Matual authentication with a pre-sh3
defines a mandatory method with AES and SHA, while HB2-128 is provided as an optional meth|
mutual authentication method is assigned an Authentication Type Code as shown in Table 121.

Table 121 — Authentication type codes

hcluding
'd based

bnal for
gator or

ite their

optional
red key
od. Each

Authentication Mutual Authentication Description Mandatory/(Qptional
Type Code
0x00 RESERVED
0x01 Pre-shared key with AES-128 and SHA-1 Mandatqry
0x02 Pre-shared:key with HB2-128 Optional
0x03 - 0xOF RESERVED
0x10 Mutual Authentication using PKI Optional
0x11-0x7F RESERVED
0x80-0xFE User defined authentication methods Optional

4.7.1.1 ~Mutual authentication framework using a pre-shared Key

Theframework for mutual authentication using a pre-shared key consists of two commands tha

support

dhallenges and responses from both the interrogator and the tag plus any additional infd

rmation

required by a specific method. Optionally, a third command to distribute keys for broadcast messages is
provided. The process for this mutual authentication method with a pre-shared key is shown in Figure

12 and described below.

One or more pre-shared keys are stored on each tag during a commissioning or setup process. Each pre-
shared key consists of a PMK and a corresponding Key ID which serves as a nickname or reference for

the PMK.
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Message 1
Challenge to tag

\

Message 2
Tag response/Challenge to interrogator

Bl

ovl

Message 3
Interrogator response

|/

dO1VOOHHALINI

This fra

and a supsequent challenge may be issued within the same message. Typically, thé messaging proceed

as follov

In Mess

to the tag asking the tag to prove it knows the pre-shared key.

In Mess
prove it
within 4
verify th

In Mess
toach
messagd
messagd

In Mess
return a
interrog
have prq

Support
inseque
to initia
Challeng
after thd
the com|
method

Tag response or ACK

A

Figure 12 — Mutual authentication using a pre-shared key

[}

mework allows either the interrogator or the tag to initiate the first challenge-and the respons

[72)

/S

1ge 1 the interrogator initiates the mutual authentication and ma¥y-send challenge parameter]

[72)

nge 2, if a challenge was received in Message 1 the tag typically responds to the challenge t
knows the pre-shared key. It may also include its challenge parameters to the interrogato
his message. If Message 2 includes the tags challenge:tesponse the interrogator typically wi
e response to authenticate the tag.

— O

ge 3 the interrogator proves to the tag that it knews the pre-shared key by sending its response

llenge received in Message 2. The interrogator may also send additional parameters in thi
such as a broadcast key to be used only with broadcast messages. When the tag receives thi
it will typically verify the interrogator’syesponse to authenticate the interrogator.

wn wn

nge 4 the tag may simply acknowlédge receipt of any parameters from Message 3 or it ma
response to prove it knows the pgre*shared key if not done previously. Regardless of whether th
ator or tag initiated the first challenge, after Message 4 both the tag and the interrogator wi
ved that each knows the pre=shared key and, thus, they are mutually authenticated.

— 0 <

for each of the mutualauthentication messages is provided by two commands thatare processe
nce. The Secure Challenge Start command shall be sent by the interrogator as the first comman
e mutual authentication. The subsequent command sent by the interrogator shall be the Secur
re End command, Optionally, the Secure Broadcast Key command may be sent by the interrogatd
Secure Challenge End command, or at any time after mutual authentication has completed. Not
mands codes for mutual authentication commands are the same for all mutual authenticatio
. However, the processing of the command and its parameters may vary by method.

- O = 0 =

Table 122 — Command codes for pre-shared key mutual authentication

Command code + Sub Com-|Command name Command type Description
mand Code
0x50 Secure Challenge Start Point to Point Initial command to start

mutual authentication
with pre-shared key
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Table 122 (continued)

Command code + Sub Com-|Command name Command type Description
mand Code
0x51 Secure Challenge End Point to Point Terminating command

of mutual authentication
with pre-shared key

0x52 Secure Broadcast Key Point to Point Optional command to
distribute the Encrypted

in] 2| £ NA 1
DTUaUCAaSTTV IS5 ISC

Hach of the mutual authentication framework commands has the following format:

Table 123 — Mutual authentication command format

Command Code Authentication Type Authentication\Param-
eters
1 byte 1 byte N-bytes

¢, Command Code: The 1 byte value defining this command as destribed in Table 122.
¢ Authentication Type: The mutual authentication type definéd in Table 121.

¢/ Authentication Parameters: Various parameters such as key identifier, challenge fdata, or
initialization vectors as required for mutual authenti¢ation and defined by the Authenticatipn Type.

€4.7.1.2 Mutual authentication using a pre-shared key with AES and SHA

This section describes an optional method of mutual authentication between an interrogator|and tag
sing a pre-shared key with AES and SHA. The,pre-shared key is used to derive session keys.

o

h this method, both the interrogator and vag are mutually authenticated if they can prove to each other
hey know the same pre-shared key.Once mutually authenticated they can then exchange erjcrypted
ata frames. If either the interrogater or the tag does not know the pre-shared key they wil]l not be
hutually authenticated and will not be able to exchange encrypted traffic. Retries can be perfqrmed to
btain mutual authentication!

o 0 Q9 o =

=]

he process for this mutgal-authentication method is shown in Figure 13 and described below.

Message 1
Key ID, R4

Y

Message 2
Key ID, f(Kpuk,R1,IV),IV,R,

A

oVl

Message 3
Key ID, f(Kemk, R2, IV, Broadcast Msg Key) _

HOLVOOHH3LNI

Figure 13 — Mutual authentication using a pre-shared key with AES and SHA

In Message 1 the interrogator sends the challenge value Rq - a high quality 16 byte random number.
Message 1 represents the Secure Challenge Start Command.

In Message 2 the tag responds to Message 1 with f(Kpmk, R1, IV) and Ra2. Function f(Kpmk, R1, IV)
presents challenge Rq encrypted using the pre-shared key Kpmk and IV. The Initiation Vector (IV) may
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be a high quality random number 16 byte number or may start with a value of zero or a random value
and be incremented by one for each additional message. It is important that the IV is unique for each
encrypted message. It is better if the IV starts some value (or zero) and being incremented by one for
each message.Kpmk is a 128 bit Pair-wise Master Key (PMK) derived from the pre-shared key. IV is the
16 byte initialization vector. Rz is the challenge generated by the tag - a high quality 16 byte random
number. When the interrogator receives Message 2 from the tag it will decrypt the R1. If R1 matches
the original R1 sent by the interrogator in Message 1, then the tag proves it knows the pre-shared key
and the tag is authenticated by the interrogator. Message 2 represents the Secure Challenge Start
Response.

IV). Rz 1s the received challenge encrypted using shared key Kpmk and IV. When the tag receives this
messaggq it will decrypt Rz using its pre-shared key and compare it against the original it sent,in t
second message. If the decrypted and original Rz match then this proves the interrogator knows th|
same shpred key and the interrogator is authenticated by the tag. The interrogator and\tag are nov
mutually authenticated. Message 3 represents the Secure Challenge End Command

In Mess@ige 3 the interrogator proves to the tag that it knows the pre-shared key. It sends f(Kpmk, Rht

< @

Also in Message 3 is the Broadcast Msg Key which the tag uses to encrypt and decrypt ISO/IEC 18000
7:2009 QYroadcast messages after authentication. The Broadcast Msg Key is encrypted using the sessiop
key Kg which is derived from the pre-shared key and the challenges Ry and R2y'Refer to Annex B for thie
method fo derive session keys. The session key Kg is used to encrypt and decsypt broadcast messages of
clauses 6.2, 6.3, 6.4 and 6.5 after authentication (See e.g. Table 4).

NOTE The ACK message is shown in Figure 13. This is not part of the mutual authentication process, but {s
the tag r¢sponse the command was received as required by this standand®

Furthermore, in Figure 13 to replace “ACK” on the fourth line with “Tag Response AES in CBC mode is
used as p symmetric cryptographic algorithm for mutual authentication based on a pre-shared key.

6.7.1.2.1 Secure Challenge Start command
The Sectire Challenge point-to-point command initiates mutual authentications between an interrogatqr
and tagfusing AES and SHA. This command.and response represent the first and second messages qf
mutual quthentication process using a pre:shared key as shown in Figure 13.
Table 124 — Secure Challenge Start command format
Command code Authentication Type Key ID Challenge R
0x50 0x01 2 bytes 16 bytes

e Authentication Type; Pre-shared key with AES and SHA.
¢ Keyl ID: Interregator can propose the Key ID for the pre-shared key Kpmxk to be used for mutudl

authenticatigny'If the tag has the PMK with the same Key ID, the tag will use the PMK for mutuagl

authentication. If the tag does not have the proposed PMK it will use one which it has and return thgt

key|[[D it the second message.

1 D 11 1y 1 4L 1 1
L4 Chaucugc RN HIgITYudlity I'dllUOIIlI 10 Dy L€ ITUIITDCT

The tag’s response includes the encrypted R; challenge response plus its Ry challenge back to the
interrogator. The tag shall respond to the Secure Challenge command with a point-to-point response as
shown in Table 125.

Table 125 — Secure Challenge Start response format

Command Authentication Key ID Encrypted Chal- v Challenge R
code Type lenge Rq
0x50 0x01 2 bytes 16 bytes 16 bytes 16 bytes
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e Authentication Type: Pre-shared key with AES and SHA (the same value that was sent with the
command)

e Key ID: The ID of the pre-shared key Kpmk that was used to encrypt the challenge Rj.

e Encrypted Challenge Rj: f(Kpmk, R1) -Tag’s R1 challenge response encrypted using shared key
KpMmk (PMK) (16 bytes) and IV.

e IV:Initialization Vector created by tag

LClaall D | - | Litax 11 4+ | L.
@ ullallcusc nNJ. d lllsll Liblalll,y 10U Uy LU 1 dITUVUIIT TTUIITUTT

—

he possible error responses shall be as shown in Table 126.

Table 126 — Secure Challenge Start command errors

Error Code Error Name Reason
0x50 Authentication Authentication failure
failed

(@1

.7.1.2.2 Secure Challenge End command

he Secure Challenge End point-to-point command is used“to complete the mutual authentication
rocess method using AES and SHA. It shall be sent immediately after completion of a successfyl Secure
hallenge Start command. This command represents.the third message of mutual authentication
rocess using a pre-shared key with AES and SHA, and’also includes the distribution of the Erfcrypted
roadcast Msg Key..

s o =

Table 127 — Secure(Challenge End command format

Command Authentication Key D Encrypted challenge I\% Encrypted Bradcast
code Type Ry Msg Key
0x51 0x01 2'bytes 16 bytes 16 bytes 16 bytes

o Authentication Type: Pre-shared key with AES and SHA.

o Key ID: The ID of the pre-shared key used to encrypt the challenge R;. The interrogator ghall use
the same key ID, implying the same shared key is used by the tag in the previous message.

o Encrypted challenge R3: The interrogator’s Ry challenge response. The Ry value received from
the tag’s response to the Secure Challenge command is encrypted using shared key Kppmgk (FMK) (16
bytes) and IV.

o| IV:iInitialization Vector created by interrogator which is used to encrypt both R and Broadgast key.

¢/ CEncrypted Broadcast Msg Key: A key used by tags to encrypt and decrypt broadcast megsages. It

a RS | H 41 : 1 I
IS TIILT y pLCU USIITE LT STSSIVITRTY INg.

The tag shall respond to the Secure Challenge End command with a point-to-point response as shown
in Table 128.

Table 128 — Secure Challenge End response format

Command code
0x51

The possible error responses shall be as shown in Table 129.
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Table 129 — Secure Challenge End command errors

Error Code Error Name Reason

0x50 Authentication failed |Authentication failure

6.7.1.2.3 Secure Broadcast Key command

The Secure Broadcast Key point-to-point command is used to distribute the Encrypted Broadcast Ms
Key if the Encrypted Broadcast Key is to be transmitted to a tag.

Table 130 — Secure Broadcast Key command format

Commarld code |Authentication Type Encrypted Broadcast Msg Key 1\
0x52 0x01 16 bytes 16 bytes

e Authentication Type: Pre-shared key with AES and SHA.

¢ Encrypted Broadcast Msg Key: This key is used by the tag to decrypt encrypted broadcaqt
megsages. It is 16 bytes and encrypted using the session key Ks as deséribed in Annex B.
e IV: |nitialization Vector created by the interrogator which is then(iised to encrypt the Encrypted

Brogdcast key.

The tag [shall respond to the Secure Broadcast Key command with a point-to-point response as showp
in Table|131.

Table 131 — Secure BroadcastKey response format

Command code
0x52

The possible error responses shall be as shown in Table 132.

Table 132 <Secure Broadcast Key command errors

Error Code Error Name Reason

0350 Authentication failed |Authentication failure

6.7.1.3 | Mutual authentication using a pre-shared key and HB2-128

This sedtion describes an optional method of mutual authentication between an interrogator and tag
using a pre~shared key and the HB2-128 algorithm. The pre-shared key is used to derive session keys.

This method follows the mutual authentication framework described in section 6.7.1 and borrows somle
concepts from the AES and SHA mutual authentication method.

In this method, both the interrogator and tag are mutually authenticated if they can prove to each other
they know the same pre-shared key. Once mutually authenticated they can then exchange encrypted
data frames. If either the interrogator or the tag does not know the pre-shared key they will not be
mutually authenticated and will not be able to exchange encrypted traffic. Retries can be performed to
obtain mutual authentication.

The process of mutual authentication with a pre-shared key using the HB2-128 algorithm is shown in
Figure 14 and described below.
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Message 1
Key ID

Message 2
Key ID, IV, f(Kpumk, V)

A

Message 3
Key ID, R1, R2, f(Kpuk)

ovl

\ /
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Message 4

Key ID, f(Kemk)

A

Figure 14 — Mutual authentication using a pre-shared key and HB2-:128

]

h Message 1 the interrogator sends the command to initiate the mutual authentication process.
1 represents the Secure Challenge Start Command.

h Message 2 the tag responds to Message 1 with f(Kpmk, IV) and IV, Function f(Kpmg, [V) uses
hared key Kpmk and IV to perform cipher initialization with IV and)then performs block enc
Uhere the input is a function of the utilized cipher’s state. Kpmk i$@ 256 bit Pair-wise Master Ké
erived from the pre-shared key. IV is the 8 byte initializatign vector. When the interrogator
Nlessage 2 from the tag it will verify the key Kpmk used byythe tag is correct for that tag. If
IV) calculated by the interrogator matches that sent by the tag, then the tag is authenticate
ihnterrogator. Message 2 represents the Secure Challenge Start Response.

Q.< un =

_y —

unction f(Kpmk) uses the pre-shared key Kpygk and corresponds to two encryptions of inter
fter the 2 byte numbers R1 and Rz have been encrypted. When the tag receives this messag

crypt R1 and Rz using its pre-shared key,and current cipher internal state, then perform tv

cryptions of internal state and compdre the final two blocks of cipher text against the cip
received in this message. If the final tiwo blocks of cipher text match, then this proves the inte
nows the same shared key and theinterrogator is authenticated by the tag. The interrogatol
re now mutually authenticated for the case of the IV being generated from the current wall-clg
essage 3 represents the Seciire’Challenge End Command

unction f(Kpmk) usesthe pre-shared key Kpmk and corresponds to two encryptions of interr
Vhen the interrogator receives this message it will encrypt two blocks beginning with its
nternal state ardyencrypting a function of its internal state. The interrogator then comp
hlculated cipher/text with the two blocks sent by the tag. If the two blocks match, then this pr
hg knows the'same shared key and the tag is authenticated by the interrogator. Message 4 re
he Secure Challenge End Response.

o+ O et e —

% B

hared key.

Message

the pre-
ryptions
ly (PMK)
receives

f(Kpmx,
( by the

h Message 3 the interrogator proves to the tagthat it knows the pre-shared key. It sends fi(Kpmk).

hal state
re it will
vo block
her text
rrogator
and tag
ck time.

h Message 4 the tag proves to the interrogator that it knows the pre-shared key. It sends f(Kpmk).

al state.
current
ares its
oves the
bresents

B24128 is used as a symmetric cryptographic algorithm for mutual authentication based on a pre-

6.7.1.3.1 Secure Challenge Start Command

The Secure Challenge point-to-point command initiates mutual authentications between an interrogator
and tag. This command and response represent the first and second messages of mutual authentication

process using a pre-shared key and HB2-128 as shown in Figure 14.

Table 133 — Secure Challenge Start command format

Command code| Authentication Type Key ID
0x50 0x02 2 bytes
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Authentication Type: re-shared key with HB-128.

Key

ID: Interrogator can propose the Key ID for the pre-shared key Kpmk to be used for mutual

authentication. If the tag has the PMK with the same Key ID, the tag will use the PMK for mutual
authentication. If the tag does not have the proposed PMK it will use one that it has and return that

key

ID in the second message.

The tag’s response includes the initialization vector [V, a high-quality 8 byte random number, and blocks
of cipher text calculated by encrypting a function of internal state after the initialization process.

Table 134 — Secure Challenge Start response format

Commg4gnd code | Authentication Type Key ID Encrypted Data 1\Y%
0x50 1 byte 2 bytes 6 bytes 8 bytes
e Authentication Type: Pre-shared key with HB2-128 (the same value that was.sent with the

The pos

com
Key

Enc
bytd

IV:]

mand)
ID: The ID of the pre-shared key Kppk that was used to generate the reSponse.

rypted ID: f(Kpymg, 1V) -Tag’s challenge of encrypted state using shared key Kpmk (PMK) (3R
s) and IV.

nitialization Vector created by tag

bible error responses shall be as shown in Table 135.

Table 135 — Secure Challenge Start command errors

Error Code Error Name Reason
0350 Authentication failed |Authenticationfailure
6.7.1.3.2 Secure Challenge End Command

The Sec
process,
This con
with HB

ure Challenge End point-te-point command is used to complete the mutual authenticatio
It shall be sent immediately after completion of a successful Secure Challenge Start commang
hmand represents the third message of mutual authentication process using a pre-shared kely
2-128, and also includes the distribution of the Encrypted Broadcast Msg Key.

Ianll=]

Table 136 — Secure Challenge End command format

Command Autheéntication Key ID Encrypted challenge| Challenge Encrypted Broadcast
codg Type Msg Key
0x5] 0x02 2 bytes 4 bytes 4 bytes 0 or 32 bytes
¢ Authenticatiom TyperPressharedkey withr HB2=128:

66

Key ID: The ID of the pre-shared key used to encrypt the challenge. The interrogator shall use the
same key ID, implying the same shared key is used by the tag in the previous message. NOTE: The

Key

Enc

ID concept is the borrowed from the AES and SHA mutual authentication method.

rypted challenge: The interrogator’s challenge response to the tag. The Challenge value is

encrypted using shared key Kpmk (PMK) (32 bytes) and IV.

Challenge: Challenge created by interrogator.
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¢ Encrypted Broadcast Msg Key: A key used by tags to encrypt and decrypt broadcast messages.
It is encrypted using the session key Ks. NOTE: The Encrypted Broadcast Msg Key concept is the
borrowed from the AES and SHA mutual authentication method.

The tag shall respond to the Secure Challenge End command with a point-to-point response as shown

in Table 137.

Table 137 — Secure Challenge End response format

messages. It is 32 bytes and encrypted using the session key K as described in Annex B.

Commandcode Authentication Typn l(py 1D F‘hrrypfpd Dat
0x51 0x02 2 bytes 4 bytes

o Authentication Type: Pre-shared key with HB2-128 (the same value that was sent with the

command)
¢ Key ID: The ID of the pre-shared key Kpmk that was used to generate the response. NOTE:[The Key

ID concept is the borrowed from the AES and SHA mutual authentication 'method.
¢/ Encrypted Data: f(Kpmk) -Tag’s response of encrypted state using/shared key Kpyk (PMK) (32

bytes).
The possible error responses shall be as shown in Table 138.

Table 138 — Secure Challenge End\command errors
Error Code Error Name Reason
x50 Authentication failed |Authenticatipn failure
€4.7.1.3.3 Secure Broadcast Key command
The Secure Broadcast Key point-to-point command is used to distribute the Encrypted Broadg¢ast Msg
Key if the Encrypted Broadcast Key.is’to be transmitted to a tag.
NOTE The Secure Broadcast ‘Key command is as defined from the AES and SHA mutual authentication
method.
Table 139 — Secure Broadcast Key command format
Command code Authentication Type Encrypted Broadcast Msg Key I\Y%
0x52 0x02 16 bytes 16 bytes

o Authéntication Type: Pre-shared key with HB2-128.
o Encrypted Broadcast Msg Key: This key is used by the tag to decrypt encrypted broadcast

e IV: Initialization Vector created by the interrogator that is then used to encrypt the Encrypted
Broadcast key.

The tag shall respond to the Secure Broadcast Key command with a point-to-point response as shown

in Table 140.

Table 140 — Secure Challenge Broadcast Key response format

Command code

0x52
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The possible error responses shall be as shown in Table 141.

Table 141 — Secure Broadcast Key command errors

Error Code Error Name Reason

0x50 Authentication failed |Authentication failure

6.7.1.4 —Mutual-Authentieation-with-pre-sharedkeyandmultiple tags
The Basp Mode collection process can be modified to include mutual authentication with multiple tags
and the proadcast key distribution as depicted in Figure 15.
IMPORTANT — When security is enabled no data other than identification information shall be
transmijtted until both an interrogator and tag have been authenticated. When using mutudl
authentjication within a collection process the Collect with UDB command is allowed, however,
UDB data SHALL NOT be provided by the tag until after mutual authenticationhas been completed
and datp can be transferred using a secure channel. The interrogator can.then use the ReadUDB
command(s) to obtain UDB data over the secure channel.
min 2.45 sec. 5 msec Initial Window Size = N x 57.3 msec Acknowledge Period
le | |
) 1 Tag #1-Point-to- Tag #N Point-to-
peint commands point commands
—
s Collecti
Interrogatof Wake Up Signal C:memalml |:
A A A
Tag #1
Tag #1 Reggonse Collision|conditign
Tag #2
Tag #3 Response
Tag #3
Tag #3 Re:gonse
vy vlylvy
Tag #N
Tag #§ Response U UL
Single-slet equivalent in duration No tag has
I to tag reSponse transmission time selected this slot I
Single Collection Round
Mutual Authentication Message 3 gnerypted
3-Way Handshake allenge Challenge ReadUDB Sleep
S35 Tond Tag #1 Tag #1
A
Message 1 v v encrypted v
Tag #1 Tag #1 Tag #1 Tag |
Response Response Response | #1 |
Message 2

Figure 15 — Mutual Authentication/Broadcast key distribution with multiple tags

Since R1 is a high quality 16 byte length random numbers, the Rq sent to the Tag #1 is different from R
sent to Tag #2, and it is different from R1 sent to Tag #n. The same statement is valid for all Rps.

6.7.1.5 Mutual Authentication using PKI

This section describes a mandatory method of mutual authentication between an interrogator and tag
using Public Key Infrastructure (PKI) and digital certificates. An overview of PKI and digital certificates
is described in Appendix B. This method comprises a two-stage process in which digital certificates are
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exchanged first, then the interrogator and tag are mutually authenticated. Once mutually authenticated
they can then exchange encrypted and authenticated data frames. If either the interrogator or the tag
cannot provide a signed certificate or does not have a valid private and public key pair they will not be
mutually authenticated and they will not be able to exchange encrypted traffic. Retries can be performed
to obtain mutual authentication.

6.7.1.5.1 Interrogator/Tag Certificate Exchange

The first stage of the process for mutual authentication with PKI is the exchange of certificates. This is

3 I 1L pa A | ) 1 1
S TUVVII IIT 1 15u1 C 10U dlIU UCSUITUTU UTIUVV.

Message 1
[Recettificate, I'M interrOgator]Interroga(or

\

ovl

Message 2
[Tcertificate, I'M tag]Tag

HOLVOOHHILNI

Figure 16 — Interrogator and Tag exchange certificates

Note Signing is encrypting digest with private key - [ Jmy-private-key

Message 1 is sent by the interrogator and contains the intetrogator’s certificate and additional data.

- Signing the message: Interrogator creates a message digest using a hash function on the message.
The message digest serves as a “digital fingerprint” of the message; if any part of the mgssage is
modified, the hash function returns a differentrésult. Interrogator then encrypts the message digest
with its own private key. This encrypted message digest is the digital signature for the message.
Interrogator sends the message which ineludes digital signature to Tag.

-+ Verifying the signature (checking the message authenticity): When the tag recejves the
interrogator’s certificate it decrypts the signature using the interrogator’s public key, thus rgvealing
the message digest. To verify thelmessage, tag then hashes the message with the same hash function
Interrogator used and compares the result to the message digest it received from Interrqgator. If
they are exactly equal, tag.can be confident that the message did indeed come from the intefrogator
and has not been changed:.The tag uses the interrogator’s public key to verify the signaturefso if the
message digests are(not equal the message either originated elsewhere or was altered after it was
signed.

-+ Checking thellnterrogator’s certificate authenticity: Tag can check the interrogator’s cqrtificate
signature using the CA public key. Tag will hash all data from the certificate to create the signature.
Tag willdécrypt original cert signature using CA’s public key. Tag will compare these two sighatures.
If they are the same the interrogator certificate has not been forged. Tag saves interrogator{s digital
sigmature which contains interrogator’s public key.

creating
same as

essage 2 is sent by the tag and contains tag S certlflcate and addltlonal data The process of

described for Message 1 except the 1nterrogator and tag roles are swapped

At the end of the certificate exchanges:
e Both the interrogator and tag have verified if a received certificate is valid and has not been forged.

e Interrogator has its private and public key, its certificate signed with a private key of Certificate
Authority (CA), CA certificate and Tag’s certificate.

e Tag has its private and public key, its certificate signed with a private key of Certificate Authority
(CA), CA certificate and Interrogator’s certificate.
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6.7.1.5.2 Interrogator/Tag Mutual Authentication

The second stage of the process for mutual authentication with PKI is mutual authentication with signed
messages. This is shown in Figure 17 and described below.

NOTE

In Mess
number,

Message 1
[R1 ]Interrogator

v

Message 2
[RZ, {R1 }Interrogator]Tag

Message 3
[{R2, Broadcast Msg Key}tag linterrogator

Tag Response

dO1VOO0dH3ILIN
/
oVl

Encrypted Data Exchange
f(Ks , Data)

Figure 17 — Interrogator and Tag Mutual Authentication using Public Keys

Signing (encrypt digest) - [ Imy-private-key Encrypt - { }otherside-public-key

nge 1 the interrogator sends to the tag the challenge value Ry - a high quality 16 byte randor
The complete message is signed using the interrogator’s private key. The tag receives th|

messagg and, using the interrogator’s public key received previously when certificates were exchangeq

verifies

the message signature.

In Messq@ge 2 the tag responds to Message 1.with encrypted Rq using the interrogator’s public key an
Rz, araijdom number. The complete message-is signed using the tag’s private key. When the interrogatdg
receives Message 2 it verifies the messagesignature using the tag’s public key. If the message signatur
is verifig¢d the interrogator then decrypts Rq and compares it to the original R1 sent by the interrogatdg

in the M

essage 1. If they match then the tag is authenticated by the interrogator.

In Mes.slge 3 the interrogatorresponds to tag’s challenge with Rz, a random number which is encrypte

using t
the tag

tag’s public key. The’complete message is signed using the interrogator’s private key. Whe
receives Message 3\it verifies the message signature using the interrogator’s public key. If th

messagg signature is Verified the tag then decrypts Ry using its private key and compares it to th

original

Also in

Ry it sent in Méssage 2. If they match then the interrogator is authenticated by the tag.

Message.'3 is the Broadcast Msg Key which the tag uses to encrypt and decrypt broadcas

messaggs after-authentication. The Broadcast Msg Key is encrypted using the tag’s public key.

NOTE

The ACK message isshownin Ficure 17 Thisisnot part of the mutnal authentication process butist

[CHR=]

D O = = = (D = X

[

tag response to the 1nterrogator command as required by this standard.

Once Interrogator and Tag are mutually authenticated they can exchange as many encrypted Data
messages as needed. Only authenticated tag can get the broadcast key from the interrogator.

6.7.1.5.3 Base Mode commands for mutual authentication using PKI certificates

The following describes the commands and responses required to support the mutual authentication
process using PKI with digital certificates as described in clauses 6.7.1.5.1 and 6.7.1.5.2. Note these
commands are optional, but if any one is supported then all shall be supported.
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Table 142 — Command codes for mutual authentication using PKI

Command code + Sub Com-
mand Code

Command name

Command type

Description

0x53

PKI Cerificate Exchange

Point to Point

Exchanges interrogator
and tag digital certificates
for PKi

0x50

Secure Challenge Start

Point to Point

First phase of mutual
authentication with pre-

1 11
SIIAICTU RCY

|
&XSl

Secure Challenge End

Point to Point

Final phase of mutjual
authentication with pre-
shared kéy

x52

Secure Broadcast Key

Point to Point

Distributes a Broaflcast
MsgKey

4.7.1.5.3.1 PKI Certificate Exchange command

Table 143 — PKI Certificate Exchange command/response format

The PKI Certificate Exchange command is used to exchange digital certificates between an intefrogator
and one or more tags as the first state of mutual authentication uging PKI as shown in Figure|17. This
dommand may be sent as either a broadcast or point-to-point conymand.

Command code

Authentication Type

Certificate

Message Signature

0x53

0x10

N bytes

N bytes

=

hterrogator.

—

o Authentication Type: Mutual authentication based on PKI certificates

o/ Message Signature: The message digest encrypted with the interrogator’s (for command]
(for response) private key:

hepossible error responses shall be as shown in Table 144.

o| Certificate: The interrogator’s (for command) or tag’s (for response) unique public key cdrtificate
which contains its identifying information and its public key, and is signed by the Certjification
Authority. See Appendix B for information on public key certificates.

or tag’s

When the tag receives the,interrogator’s certificate it first extracts the interrogator’s public Key from
the certificate. With this public key it then decrypts the message signature to reveal the message digest.
]o verify the message; tag then hashes the message with the same hash function the interrogaftor used

nd compares théresult to the message digest received from interrogator. If they are exactly eqqual, the
hg can be confident the message is authentic. If the message is authentic then the tag shall regpond as
hown in Table 143 except that the certificate and message signature are from the tag instegd of the

Table 144 — PKI Certificate Exchange command errors

Error Code

Error Name

Reason

0x50

Authentication failed

Authentication failure

6.7.1.5.3.2 Secure Challenge Start command

The Secure Challenge point-to-point command initiates mutual authentications between an interrogator
and tag. This command and response represent the first and second messages of mutual authentication
process using PKI as shown in Figure 17.
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Table 145 — Secure Challenge Start command format

Command code Authentication Type Challenge R Message Signature

0x50 0x10 16 bytes N bytes

e Authentication Type: Mutual authentication based on PKI certificates

e Challenge R1: high quality random 16 byte number

e Message Signature: The message digest encrypted with the interrogator’s private key.

The tag
interrog
shown i

s response includes its encrypted Rq challenge response plus its Rz challenge back to thle
ator. The tag shall respond to the Secure Challenge command with a point-to-point response as
n Table 146.

Table 146 — Secure Challenge Start interrogator response format

Commaipd code | Authentication Type | Encrypted challenge Challenge R Message Signature
R1
0x%0 0x10 16 bytes 16 bytes N bytes

e Authentication Type: Mutual authentication based on PKI certificates
e Encrypted challenge Rq: The tag’s Rq challenge response encrypted using interrogator’s public

key
e Challlenge R3: Ry, a high quality 16 byte random number
e Megsage Signature: The message digest encrypted.with the tag’s private key.
The possible error responses shall be as shown in Table 147.

Table 147 — Secure Challenge Start command errors

Errof Code Error Name Reason
0x50 Authentication failed, |Authentication failure
6.7.1.5.3.3 Secure Challenge End command
The Sequre Challenge End point-to-point command is used to complete the mutual authenticatioh

process,

This conmand represents the third message of mutual authentication process using PKI, and als

includes

It shall be sentimmediately after completion of a successful Secure Challenge Start command.

(=]

the distribution of the Encrypted Broadcast Msg Key.

Table 148 — Secure Challenge End command format

Command | Authentication Type | Encrypted challenge | Encrypted Broadcast Msg | Message Signature
code Ry Key

0x51 0x10 16 bytes 16 bytes N bytes

e Authentication Type: Mutual authentication based on certificates

e Encrypted challenge R3: The interrogator’s Ry challenge response encrypted using tag’s public

key.

¢ Encrypted Broadcast Msg Key: A key used by tags to encrypt and decrypt broadcast messages. It
is encrypted using the tag’s public key.
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e Message Signature: The message digest encrypted with the interrogator’s private key.

The possible error responses shall be as shown in Table 149.

Table 149 — Secure Challenge End command errors

Error Code

Error Name

Reason

0x50

Authentication failed |Authentication failure

Interrogator

Tag #1

Tag #2

Tag #3

Tag #N

4.7.1.5.4 Exchanging Certificates in the Base Mode Collection Procedure

The collection process can be used for implementing certificate exchange with multiple tags as fdepicted
ih the Figure 18 below. The Collect with UDB command shall be sent with a Max-Packet Length of 20
(k014) so that no UDB data is returned and collect only the tag’s identity. Aftercertificate exchange,
nother collection process may be initiated so as to do mutual authentication andcollection of UDB data.

a
See clause 6.7.1.5.5 for details.

min 2.45 sec. 5 msec Initial Window Size = N x 57.3 msec Acknowledge Period
4 N
’\ /} F Tag #1 Point-to-
point commands
rd 7 —
. Collection
Wake Up Signal T . I:
Al
{
Tag #1
Response Collision, condition
Tag #2
Response
Tag #3
Response

vy

{ Tag #N H

\ Response Ll

Single slot equivalent in duration No tag has
to tag response transmission time selected this slot I

Tag #N Point-tg-
point commands

Figure 18 — Certificate Exchange sequence

Single Collection Round

PKI Certification
Exchange

Message 1

Certification
Exchange
Tag#

Sleep
Tag #1
A
y Y
Tag #1 Tag |
Response | #1 I
Message 2

6.7.1.5.5 Base Mode Extension Mutual Authentication using PKI and multiple tags

The collection process can be used for implementing Mutual Authentication using PKI with multiple tags
and the broadcast key distribution as depicted in Figure 19.

IMPORTANT — When security is enabled no data other than identification information shall be
transmitted until both an interrogator and tag have been authenticated. When using mutual
authentication within a collection process the Collect with UDB command is allowed, however,
UDBdataSHALL NOT be provided by the tag until after mutual authentication has been completed
and data can be transferred using a secure channel. The interrogator can then use the ReadUDB
command(s) to obtain UDB data over the secure channel.
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min 2.45 sec 5 msec Initial Window Size = N x 57.3 msec Acknowledge Period
k NI >|I
F /”\ Tag #1 Point-to- Tag #N Point-to-
point commands point commands
 —
. Collection
Interrogator Wake Up Signal Command I:
A A A
Tag #1
Tag #1 Response Collision| condition
Tag #2
Tag #2 Response
Tag #3
Tag # Response
) A) Ap A} J
Tag #N
Tag #} Response L U L4
Single slot equivalent in duration No tag has
I to tag response transmission time selected this slot I
Single Collection Round
Mutual Authentication Message Q\encryp'ed
3-Way Handshake Chglt]:ﬁ'ga ChaE":d"ge % ReadUDB Sleep
Tag #1 Tag #1 Tag #1 Tag #1
N A A
Message 1
4 4 encrypted v_ _
Tag #1 Tag #1 Tag #1 Tag |

Response qﬂ Response Response | #1 I
\ essage 2

Figure 19 — Mutual Authentication with multiple tagsusing PKI and Broadcast key distribution

Since Ry|is a high quality 16 byte length random nuimbers, the R sent to the Tag #1 is different from Rf;
sent to Tag #2, and it is different from R1 sent to(Tag #n. The same statement is valid for all Rps.

6.7.1.5.6 Encrypted Data Transfer

Once miyitually authenticated by either' the pre-shared key or PKI methods an interrogator and tag
can theT exchange encrypted data 'messages for as long as a session between them exists. Mutug
authentication between an intérpogator and tag may terminate when one of the following activitig
occur:

[ ==

e Aninterrogator confmands the tag to sleep using the Sleep or Sleep All But command.
e Atag’s has notrecCeived a valid message for 30 seconds and transitions to the sleep state.

e Aninterrogater initiates another mutual authentication sequence.

6.7.2 Frame Security

6.7.2.1 Security protocol ID

Significant changes to the command and response packets are required to support security. Therefore, it
will be necessary to create a new protocol ID (0x50) to support security and maintain compatibility and
coexistence with Base Mode devices. It is assumed that devices not supporting this security extension
will check the protocol ID to avoid interoperability and conformance problems.
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6.7.2.2 Frame protection

ISO/IEC 18000-7:2014(E)

This clause describes confidentiality and integrity of wireless frames. The following variants of the
frame format of Base Mode are considered:

Securing the payload of the ISO/IEC 18000-7 frames (Commands and command parameters)

For the frames described below some fields previously defined in ISO/IEC 18000-7 are reused, and some
fields are new. Only the new fields are described. Refer to ISO/IEC 18000-7 for information of reused

fields

€4.7.2.3 Encryption/Authentication of the frame payload

Table 150 — Interrogator-to-tag frame format (broadcast)

Protocol | Packet | Packet | Session IV/CCM Encrypted | Authentication\Data (SHA1- CRC
ID Options | Length ID Header Payload |96|SHA1|CBC:MAC|HB2-128)
0x50 1 byte 1byte | 2bytes | 16/8 bytes N bytes 12/20/8 bytes 2 bytes
o, IV/CCM Header: The initialization vector used to encrypt the frame with a symmetric alggrithm

Encrypted Payload: All data including the command and pakameters that is encrypted.

Table 151 — Interrogator-to-tag command format (point-to-point)

Authentication Data: The hash function result calculated over the payload prior to encryption

Protocol ID | Packet Options | Packet Length | Tag-Manufacturer ID |Tag Serial Num-| Session II
ber
0x50 1 byte 1 byte 2 bytes 4 bytes 2 bytes
IV/CCM Header Encrypted Authentication Data CRC
Pegdad (SHA1-96|SHA1|CBC-MAC|HB2-128)
16/8 bytes N bytes 12/20/8 bytes 2 bytes

IV/CCM Header: The-initialization vector used to encrypt the frame with a symmetric alg

Encrypted Payload: All data including the command and parameters that is encrypted.

Table'152 — Tag-to-interrogator response format (broadcast and point-to-point)

rithm

Authentication Data: The hash function result calculated over the payload prior to encryption

Protoeol ID Tag Status Packet Length Session ID Tag Manufacturer ID Tag Serial
Number
0N 1 bzt 1 bzt 2 izt ho 1 TS y,
UAJIU Py U_y | - Py U_y Ll [~) U_y LS =] U_y LS T U_y LS
IV/CCM Encrypted Authentication Data CRC
Header Payload (SHA1-96|SHA1|CBC-MAC|HB2-128)
16/8 bytes N bytes 12/20/8 bytes 2 bytes

e IV/CCM Header: The initialization vector used to encrypt the frame with a symmetric algorithm

e Encrypted Payload: All data including the command and parameters that is encrypted.

e Authentication Data: The hash function result calculated over the payload prior to encryption
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This frame format provides privacy and authentication of the payload, but does not include protection
for the tag and interrogator identity information such as Tag Manufacturer ID, Tag Serial Number, and
Session ID. In this case it is possible to have a unique key per tag. Tag Manufacturer ID, Tag Serial Number,
and Tag Manufacturer ID shall be used to determine the tag’s key.

Tag Manufacturer ID, Tag Serial Number, and Session ID are sent in the clear.

The size of the Authentication field depends on the selected authentication algorithms. The replay
protection can be done by enforcing IV sequencing.

6.7.2.4 | Packet Options
Table 153 — Packet options field
BITS
7 6 5 4 3 2 1 0
PKI Protection suites Secure
See See Table 187
7.3.6.1.4
0=PKI n¢t 0= Frame is not 1 |0=Broadcdst (Tag serial Reserved
used encrypted (there is numbgr‘and Tag manufac-
1=PKI no IV and authen- tuker ID not present)
- tication field in the 1=/Point to Point (Tag serial
used
frame) number and tag manufac-
1= Frame is turer ID present)
encrypted

The Packet Options field Bit 3, described in the above table, shall be used to indicate if the frame i

secured

e IfSq

enci

e IfSd

or not. If the value of the bit 3 is:

cure is set to 1 then the frame is securéd-and the fields IV/CCM Header, Encrypted Payload, an
Authentication Data are present in the-frame. The command code and command arguments ar

ypted within the Encrypted Payload field.

cure is setto 0 then the frame\is NOT secured and the fields IV/CCM Header, Encrypted Payloag
and|Authentication Data are NOT present in the frame. The command code and command argument]

are NOT encrypted.

6.7.2.5

Cryptographic protection of Base Mode messages consists of an optional message encryption ste
by a message authentication step. Each protection suite type is assigned an enumerate
descriptjor also_called a protection suite identifier. A protection suite identifier is written as a designato

followed

Protection suites< Symmetric cryptography

of an en¢ryptient method followed by a designator of an authentication method:

<message-encryption-method>-<message-authentication-method>

jon

e
<

jorge)

[¢)

[72)

=

The protection suite descriptor uniquely identifies the methods used to authenticate and encrypt the
message.

Table 15

4 specifies crypto protection suites.

Table 154 — Base Mode Protection Suites

Protection Suite Encryption |Key Size, | Encryption | Authentication | Authentication | Packet Options
Descriptor Algorithm bit Mode Algorithm size, # bits (Protection
suites bits)
AES-128-CBC-SHA1-96 AES 128 CBC SHA1-96 96 001
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Table 154 (continued)
Protection Suite Encryption |Key Size, | Encryption | Authentication | Authentication | Packet Options
Descriptor Algorithm bit Mode Algorithm size, # bits (Protection
suites bits)
AES-128-CBC-SHA1 AES 128 CBC SHA1 160 010
CCM -7 (CCM for ISO/ AES 128 Counter | AES-CBC-MAC 64 011
IEC 18000-7)
NULL - NULL None N/A N/A None N/A 000
(secure bitis 0)
HB2-128 HB2-128 128 Normal HB2-128 16-128 1p0

a4 O O o w]

= O

01 ECC
10 RSA

.7.3 Tag Data Access

.7.3.1 Tag data storage overview

.7.2.6 Protection suites - Asymmetric cryptography

ata storage on a Base Mode tag is described in Table 155.

acket Options (Protection suites bits) values 110, 101, 111 are for future extensions.

CM-7 is based on CCM, a generic authenticated encryption block cipher mode'of AES. CCM is
f operation defined for any block cipher with a 128-bit block size. CCM combines two well-knpwn and
roven cryptographic techniques to achieve robust security. First, CCM uses €TR for confidentiality and
ipher Block Chaining MAC (CBC-MAC) for both authentication and integrity protection.

a mode

Vhen PKlis used, PKIbitin the Packet Optionsis setto 1. Protection suite bits will code the PKI algorithm
sed for mutual authentication:

acket Options (Protection suites bits) values* 00, 011, 100, 101, 110, 111 are reserved for future
xtensions.

his section describes the methdads of security to allow or prevent access to data residing on
50/1EC 18000-7 tags.
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Table 155 — Data Storage Summary

Storage Contents Access Access Commands
Universal Data Block (UDB) |Transit data (Type 0) Read Only Read UDB
. Routing Code R/W Routing Code
. User ID UDB R/W User ID
. Application data
Capability data (Type 1) Read Only Read UDB
. Optional Commands
. Memory Size
. Table Query Size
. Application data
Query Results (Type 2) Read Only Read UDB
. Application data
Hardware Fault (Type 3) Read Only Read UDB
. Hardware Status
. Application data
R/W Memory User defined data Read/Write |Read Memory, Write
Memory
Databasg Tables User defined data Read/Wriite |Table commands

7 Extended Mode

7.1 General description

—

An LR-WPAN is a simple, low-cost commutication network that allows wireless connectivity i
applicatjons with limited power and relaxed throughput requirements. The main objectives of an LR
WPAN alre ease of installation, reliable data transfer, short-range operation, extremely low cost, and p
reasonaple battery life, while maintaining a simple and flexible protocol. Some of the characteristics of
an LR-WPAN are as follows:

— Ovef-the-air data rates of 250 kb/s, 100kb/s, 31.25 kb/s
— Staif or peer-to-peerfeperation

— Allocated 8-bitshort or 64-bit extended addresses

— Optjonal allocation of guaranteed time slots (GTSs)

— Cartigef sense multiple access with collision avoidance (CSMA-CA) channel access

— Fully acknowledged protocol for transfer reliability
— Low power consumption

— Energy detection (ED)

— Link quality indication (LQI)

Four different device types can participate in an IEEE 802.15.4 network; a full-function device (FFD),
a reduced-function device (RFD), reduced function receive only device (RFD-RX) and reduced function
transmit only device (RFD-TX). The FFD can operate in three modes serving as a personal area network
(PAN) coordinator, a coordinator, or a device. An FFD can talk to RFDs or other FFDs, while an RFD
can talk only to an FFD. An RFD is intended for applications that are extremely simple, such as a light
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switch or a passive infrared sensor; they do not have the need to send large amounts of data and may
only associate with a single FFD at a time. Consequently, the RFD can be implemented using minimal
resources and memory capacity.

In order to align Base Mode of ISO 18000-7 Accept which is specified in Clause 6, new air interface is
being specified in addition to already existing Base Mode. This air interface is called Extended Mode and
specifies the following:

— Physical layer (PHY), which is adopted from IEEE 802.15.4f-2012 standard

-+ Media access control Iayer {MAC) which 1s adopted from IEEE 8UZ.15.4-20TT and IEEE 8(2.15.4e-
2012 standard

+ Logical Link Control layer (LLC) which provides interface between MAC and highet networking
layers (e.g. [Pv4)

—+ Wake-On mechanisms which provide methods to wake up the device fromsleep mode

oy

1l specifications for PHY and MAC layers are adopted from IEEE 802(15.4-2011 standard and its
ddendums: IEEE 802.15.4f-2012 and IEEE 802.15.4e-2012 standards.,Those documents [provide
omplete normative specification for PHY and MAC layer of Extended/Mode.

Q-

7.1.1 Architecture

Hxtended Mode is a layered architecture that is based emnythe Open System Interconnectipn (OSI)
seven layer model defined in ISO/IEC 7498-1:1994. Eachidayer represents one aspect of the domplete
drchitecture and provides management and data services to the higher layers. The interface petween
each layer provides the logical link to these layers. Figure 20 illustrates the protocol layers supported
hy Extended Mode.
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Figure 20 — Extended Mode Protocol Stack

[

The PHY layer is responsible for transport of bit-stream data across the radio link and managemer
of the hardware to achieve this. This‘includes enabling and disabling of the radio transceiver, channgl
selectiof, clear channel detection’and assessment, and collision avoidance. Additionally, the PH
provide$ controls for conservation of device power as determined by higher layers.

V=

The MAC sub-layer is resporisible for data and management services which include transmission anfd
reception of packet datafrom the PHY and synchronization, validation, and acknowledgement of framie
delivery} Additionally,-the MAC sub-layer manages power savings for the device, the association and
disassodiation of devices within its network, and provides infrastructure for security within this layer.

The Logical, ink Control (LLC) sub-layer can access the MAC sub-layer through a service-specifi
converggneesub-layer (SSCS). The detail of this functionality is beyond the scope of this document.

(@)

The upper layers consist of the Network layer, the Transport layer, and the Application layer. The
Network layer provides configuration, manipulation, and message routing. The Transport layer controls
the reliability of a given link using flow control, segmentation, and error control, and acknowledges
successful data transmission to the Application layer. The Application layer provides the intended
functionality of the device. The definition of the LLC, Network, and Transport layers is outside the scope
of this document.

Extended Mode devices incorporate a minimum of a PHY layer, a MAC sub-layer, and an Application
layer. The LLC, Network, and Transport layers are optional and may present an excessive frame size
versus the short frame with direct routing to the Application layer. Still, a clear separation of protocol
layers is maintained in this case.
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Figure 21 — Typical Extended Mode protocol'stack

1.1.2 Extended mode components

Hxtended Mode devices are not defined strictly as Interregators and Tags as they are in Bag
Ihstead Extended Mode Devices are defined as three standardized device settings called En
ubcontrollers, and Gateways. Other settings are possible and subject to future inclusion
standard. Moreover, a single device is permitted to_switch between multiple settings as nece
the application.

.1.2.1 Endpoint Setting

he Endpoint Setting is similar in behaviour to a tag in the Base Mode. While in an Endpoint
n Extended Mode device spends mest of its time in a low-power state. Once the device awal
receiving a wake-on event or triggered by internal sensor or triggered by internal timer), it shal
n a process of processing the requeést and usually accessing the communication channel throug
he channel access methodséfined in this specification.

—+ —-

71.1.2.2 Subcontroller Setting

he Subcontroller'Setting behaves halfway between the Endpoint Setting and the Gateway
evices in the Subcontroller Setting open and maintain communication with Endpoint Setting
r other Subcontroller Setting devices. Devices that support the Subcontroller Setting shall also
he Endpoint Setting.

o O = =

1.1.2.3]" Gateway Setting

e Mode.
dpoints,

in this
ssary by

Setting,
kens (by
| engage
th one of

Setting.
devices
support

TheGateway Setting behaves muchtikeatypicatimptementatiorof the Base Mode’sinterrogse
always on, it is actively receiving, and it is generally connected to a wire-line power-supply. In E
Mode, the Gateway Setting is defined in two ways:

It is a device that connects an Extended Mode network to another type of network.

It is optimized for lowest latency channel access and network arbitration.

7.2 Physical (PHY) Layer

Extended Mode specifies a physical layer that is not interoperable with the Base Mode PHY,

tor: it is
xtended

but it is

similar enough that RF resources capable of generating the Extended Mode PHY can typically generate
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the Base Mode PHY as well. Additionally, Extended Mode specifies provisions for coexistence with Base
Mode via configuration options that propagate through most layers of the stack.

This clausespecifiesthe Extended Mode MAC sub-layer.Itisbased and fully compliantwith IEEE 802.15.4f-
2012 standard specification. Only some elements of IEEE 802.15.4f-2012 specification are utilized in
Extended Mode as described in this clause. For full specification and implementation details refer to
IEEE 802.15.4f-2012 standard specification (433 MHz portion).

7.2.1 Spectrum Utilization and Channels

—

ISO 18000-7 Extended Mode uses the 433 MHz ISM Band, occupying 433.05 to 434.79 MHz. The forime
Extendeld Mode spectrum extends from 433.056 to 434.784 MHz, organized into channels. Each channg
is defindd by an index specifying its center frequency and an index specifying its bandwidth. Any give
device njay, atany given time, permit communication on any combination of supported channels. Optim4
practice}] however, is to minimize the usage of overlapping channels within a single network.

—_— = —

Table 156 specifies spectrum and channel conformance of Extended Mode to IEEE 802115.4f-2012.

Table 156 — Extended Mode Conformance to IEEE 802.15.4f-2012 Spectrum and Channels

Clayse of
IEEE 8(02.15.4f- Title Conformance Comment
2012

8 General PHY Requirements - -

8.1.1. Operating Frequency Range Partial Only 433 MHz PHY supported

8.1.2. Channel Assigment Yes

8.1.2.6. Channel numbering for MSK PHY 433 | Yes
MHz band

8.1.2.7. Channel numbering for MSK PHY No Only 433 MHz PHY supported
2450 MHz band

8.1.2.8. Channel numbering for LRP UWB No Only 433 MHz PHY supported
PHY

7.2.1.1 | Channel Center Frequencies

Channel| center frequencies aré_indexed pursuant to Table 157. Channel identification includes the
channelffrequency index.

Table 157 — Channel Center Frequency Indexes

Centef Freq. Center Frequency Center Freq. Center Frequency

Inflex Index

0400 433.164 MHz 0x01 433.272 MHz
0402 433.380 MHz 0x03 433.488 MHz
0x04 433.596 MHz 0x05 433.704 MHz
0x06 433.812 MHz 0x07 433.920 MHz
0x08 434.028, MHz 0x09 434,136 MHz
0x0A 434.244 MHz 0x0B 434.352 MHz
0x0C 434.460 MHz 0x0D 434.568 MHz
0x0E 434.676 MHz 0xOF —

7.2.2 RF Modulation
Table 158 specifies conformance of Extended Mode to IEEE 802.15.4f-2012 relevant to RF modulation.
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Table 158 — Extended Mode Conformance to IEEE 802.15.4f-2012 RF Modulation

Clause of
IEEE 802.15.4f- |Title Conformance Comment
2012
16.4 MSK Modulation Yes
16.4.1 Reference Modulator Diagram Yes
16.4.2 Bit-To-Symbol Mapping Yes
.U.‘AI‘.S Sisual rv{udulatiuu ‘l’CD
6.5 MSK PHY Requiremetns -
16.5.1 Operating Frequency Range Partial Only 433 MHz PHY supported
16.5.2 Transmit PSD Mask Partial Only 433 MHz PHY supportdd
16.5.3 Symbol Rate Yes
16.5.4 Transmit Center Frequency Toler- Yes
ance
16.5.5. Transmit Power Partial Only433 MHz PHY supportgd
16.5.6. Receiver maximum input level of Yes
desired signal
16.5.7. Modulation frequency deviation Yes
tolerance
16.5.8 Zero Crossing Tollerance Yes

.2.2.1 Channel Bandwidths

|

hannel bandwidths are indexed pursuant tetTable 159. Channel identification includes the|channel
andwidth index. The Channel Bandwidth Indéx also stipulates the type of modulation and symibol rate
he identified channel shall utilize.

[milloulllan)

Table:159 — Channel Bandwidth Indexes

Bandwidth Index Channel Bandwidth Modulation Symbol Rate
0x00 0.324 MHz MSK (Normal) 100 ksymbdls/s
0x01 0.108 MHz MSK (Narrow band) 31.25 ksymbpls/s
0x02 0.540 MHz MSK (Wide band) 250 ksymbdls/s

.2.2.2 Channel Classes

~1

(an)

hannel . €lasses specify the data rates, message modulation types, passband requirements, and
topband requirements for each Extended Mode channel. Channels in a given class may also be required
D participate in a CSMA process prior to transmission.

& W

Normal Class Basic channel class.

Wide-Band Class Maximum data rate

Narrow-Band Class Low data rate

Tables 160 and 161 lists channel parameters which are more stringent than channel parameters
specified in [EEE 802.15.4f-2012 or are not specified in IEEE 802.15.4f but are important parameters
required to meet some of worldwide regulatory requirements relevant to RFID devices.
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Table 160 — Basic Physical Requirements for all Modulation Classes

Specification Min Typ Max Units
Peak to Channel-Stopband Attenuation 30 dB

EIRP at Channel-Stopband -40 dBm
EIRP at Neighboring Channel-Stopband -60 dBm
Passband EIRP 0 dBm

Table 161 — Additional Physical Requirements per Modulation Class

Channel Class CSMA Carrier Sense Min | 1% BERMin Sensitiv-
Sensitivity ity
Normal Optional -110 dBm -90 dBm
Wide-Band Optional -96 dBm -84 dBm
Narrow-Band Optional -110 dBm -92 dBm

7.2.2.3 | Wide-Band MSK Modulation

jon

Certain [channel classes use a Wide-Band MSK modulation, which in Extended Mode is 250 kS/s an
uses a nominal modulation index of 0.5. Transmission filtering may, be’required in order to meet thie
stopban( requirements for a given Channel Class.

7.2.2.4 | Normal MSK Modulation

=

Certain channel classes use a Normal-Band MSK modulation, which in Extended Mode is 100 kS/s an
uses a nominal modulation index of 0.5. Transmission, filtering may be required in order to meet thie
stopban(d requirements for a given Channel Class.

7.2.2.5 | Narrow-Band MSK Modulation

=

Certain fhannel classes use a Narrow-Band:MSK modulation, which in Extended Mode is 31.25 kS/s an
uses a nominal modulation index of 0.5.*Transmission filtering may be required in order to meet thie
stopban{ requirements for a given Channel Class.

7.2.2.6 | Normal Channel Class

The Normal Channel Class‘provides for up to five concurrent channels, using MSK Modulation on Channgl
Center Hrequency Indiees-0x01, 0x04, 0x07, 0x0A and 0x0D. The Channel Bandwidth is always 324 kHz.
CSMA-CHA is optionakprior to transmission.

~

7.2.2.7 | Wide-Band Channel Class

s3]

The WidesBand Channel Class permits up to three concurrent channels, using Extended Mode high dat
rate MSk-Medwlation-on-Channel-Cente cegaencyadice 0 heChanneal L AN

always 540 kHz. CSMA is optional, prior to transmission.

7.2.2.8 Narrow-Band Channel Class
The Narrow-Band Channel Class permits up to fifteen concurrent channels, using Extended Mode

low data rate MSK Modulation. The Channel Bandwidth is always 108 kHz. CSMA is optional, prior to
transmission.
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7.2.3 CCA Process

Certain Channel Classes may make use of a CSMA routine prior to transmission of data over the channel,
and for others it is optional. Upper layers of the specification, particularly the Data Link Layer and
Transport Layers, describe the processes that utilize CSMA and Collision Avoidance models (CSMA-CA).

Table 162 — Extended Mode Conformance to IEEE 802.15.4-2011 Clear channel Assesment

Clause of Title Conformance Comment
EEE 802 15 4f-

2012

8.2.7. Clear Channel Assesment Yes

71.2.4 PHY Layer Packet Structure

Hxtended Mode Packets contain a Preamble, Sync Word, Payload Length, Paylodd;and CRC. Addjtionally,
dower ramp-up and ramp-down periods may precede and follow the packet. These periods should be
Kept as short as possible, and used only for the purpose of meeting the chiannel stopband requirements
fdresented in 7.2.2.2.2.

HHY Packet is constructed as specified in IEEE 802.15.4-2011 with specifics relevant to 433 MHz PHY
which are specified in I[EEE 802.15.4f-2012.

Table 163 — Extended Mode Conformance to IEEE 802:15.4-2011 PHY Layer Packet Struicture

[lause of

IEEE 802.15.4- Title Conformance Comment
2011

. PHY Services -

9.1. Overview Yes

D.2. PHY Constants Yes

Table 164 — Extended Mode Conformance to IEEE 802.15.4f-2012 PHY Layer Packet Structure

[lause of

IEEE 802.15.4f- |Title Conformance Comment
2012

6.1 PPDY Formats Yes

6.2 Data Rate Yes

6.3 SFD for MSK PHY Yes
HHY layer.packet structure as specified by above tables is shown in Table 166.

Table 165 — PHY Packet Structure

Preamble Sync Word Payload Length Payload CRC
32 symbols 16 symbols 8 bits (1 byte) 0 - 96 bytes 16 bits
(2 bytes)

7.2.4.1 Preamble

The Preamble is a series of 32 binary symbols, 10101...1010. used for the purpose of calibrating data rate
circuits on the receiver and reliable detection of packet start. The Preamble always starts with binary
1 and ends with binary 0.
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7.2.4.2 Sync Word

The Sync Word is a block of 16 symbols (which are well intended binary), chosen for excellent correlation
properties when following the Preamble.It is used to align the frame.

7.2.4.3 Payload Length

Payload Length is an eight bit field consisting of a 7 bit value containing the length of the Payload field,
and the eighth bit (MSB) reserved.

7.3 MAC Layer

-

This clquse specifies the Extended Mode MAC sub-layer. It is based and fully compliant wit
IEEE 80p.15.4e-2012 standard specification. Only some elements of IEEE 802.15.4e-2012 specificatio
are utilized in Extended Mode as described in this clause. For full specification and implementatio
details rfefer to IEEE 802.15.4e-2012 standard specification.

- =

These afe the functions of the MAC Layer:
— Genprating network beacons if the device is a gateway or subcontroller
— |Synchronizing to network beacons
— |Supporting network association and disassociation
— |Supporting device security
— |Employing appropriate mechanism for channel access
— |Providing a reliable link between two peer MAC entities

— |Providing management utility to access PHY-ayer and the layer above the MAC

7.3.1 Requirements of industrial and othéer application domains - IEEE 802.15.4e-2012 Fea-
tures

Severallpehaviorsare providedin IEEE802.15.4e-2012 Draftfor differentindustrial and other applicatio
domaing and functional improvements compared to [EEE 802.15.4:2011.

—

—

The different industrial and other application domains have quite different requirements that are ofte
in conflict with each other such that the resulting solutions cannot be the same. That is the rationale fd
specifyihg more than ongselution because there is more than one problem to solve.

—

The intentions of thése-behaviors are to enhance and add functionality to the IEEE 802.15.4-2011 MALC
to

. bet]:r support the industrial markets and

e permift.compatibility with modifications being proposed within the Chinese WPAN.

Industrial applications have requirements that are not adequately addressed by the IEEE 802.15.4-2011
standard such as low latency, robustness in the harsh industrial RF environment, and determinism.

The Chinese Wireless Personal Area Network (CWPAN) standard hasidentified enhancements toimprove
network reliability and increase network throughput to support higher duty-cycle data communication
applications.

Specifically, the MAC enhancements are grouped into two categories:
e Industrial and other application domains such as Process automation, Factory automation and

e Additional functional improvements such as Low energy.
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The MAC enhancements are:
a) Time Slotted Channel Hopping (TSCH), e.g. for Process automation, see 1.2 and 1.6.
b) Low Latency Deterministic Networks (LL), e.g. for Factory automation, see 1.3.

c) Distributed Synchronous Multi-Channel Extension (DSME), e.g. for Process automation and
Commercial applications, see [.4.

d) RFID Blink (RFID), e.g. For item and people identification, location, and tracking, see 1.7.

g) Asynchronous Multi-Channel Adaptation (AMCA), see I.8.
Additional functional improvements are:

o, Low Energy (LE), optional, see L.5.

¢/ Enhanced Beacon request (EBR), optional, see 1.6.

¢/ Enhanced Security and Overhead Reduction (ESOR)

o MAC Performance Metrics (Metrics)

o Fastassociation (FastA)

o Asynchronous Multi-Channel Adaptation (AMCA), see 1.8

jary

nnex | of [EEE 802.15.4e-2012 Draft provides material‘for a better understanding for the glifferent
plutions specified in this chapter.

(%)

1.3.2 MAC frame formats
The MAC frame format specified in this clausé’shall:

-+ support the clear separation of the higher protocol layers from the MAC layer,

— support encapsulation of anysietwork layer protocol (e.g. IPv4, 6LowPAN/IPv6) in the MAQ

- support direct encapsulation of the Application layer

— Allows various forms of‘addressing to be deployed

—

his subclause specifies'the format of the MAC frame (MPDU). Each MAC frame consists of the fpllowing
Hasic components:

d) AMHR, which comprises frame control, sequence number, address information, and security related
information.

H) A«MAC payload, of variable length, which contains information specific to the frame type.
Acknowledgment frames do not contain a payload.

c¢) A MFR, which contains a FCS.

7.3.3 General MAC frame format

Extended Mode MAC frame structureisadopted from IEEE 802.15.4-2011 and addendum IEEE 802.15.4e-
2012 standard. Description provided here is shown for informational purposes only. For full specification,
refer to the IEEE 802.15.4-2011 and IEEE 801.15.4e standards.

Note: IEEE 802-15.4e-2012 standard is an addendum to previously published IEEE 802.15.4-2011
standard. Itis mandatory to take into account all aspects of both standards when constructing Extended
Mode MAC frames. For clarity and simplicity reasons, references given sometimes call only clauses in
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IEEE 802.15.4e-2012. However, these clauses in many cases have their own calls to relevant clauses in
IEEE 802.15.4-2011.

A complete MAC frame consists of the MAC Header, MAC Payload, and FCS as shown in Table 166. See 7.2
for a description on the PHY Header and CRC.

Table 166 — General MAC frame format

PHY Header MAC Header MAC Payload FCS

7.3.3.1 | MAC Header

Normatijve specification of MAC header is given in I[EEE 802.15.4e-2012 standard. Table 167 lists-relevar
clauses.

[

Table 167 — Extended Mode Conformance to IEEE 802.15.4e-2012 MACHeader

Clause of

IEEE 802.15.4e- |Title Conformance Comment

2012

5.2.1. General MAC Frame Format Yes All sub=tlauses under clause 5.2.1.

arevelevant to Extended Mode MAQ
Frame format.

A MAC header consists of fields shown in Table 168. Unless specified different, all frame fields shall be
present.

Table 168 — MAC FrameéHeader Format

Frame Sequence Dest. Desti- Sourée | Source Address Security Information
Contr Number Network nation Network Header Elements
Identifier | Address [‘Identifier

—_—

The Framme Control field contains information that specifies the type of MAC frame and the usage of
other fidlds within the MAC frame header-The Frame Control field is described in clause 7.3.3.3.

The Seqpience Number field is an ifficrementing value that is unique for each and every MAC frame.

A MAC frame header shall contain a minimum of zero and maximum of four of the address fields: Sourc
Address| Destination Address, Source Network Identifier, and Destination Network Identifier. If a
address|fields in MAC Header are supressed, alternate address methodology shall be provided in eithg
the Information Eleménts field or in Payload .

—

—

The Secyrity Header shall be present if the Security bit is a value of 1 in the Frame Control field.

Informafion Elements field are used to encapsulate frame specific data. Devices can accept or discard
particulprelement if the element ID is unknown. Information Elements (IE) are divided into “Header IH
and MPa ". «“ ” M 3

7.3.3.2 MAC Payload

Bl

The MAC Payload field contains the encapsulated data specific for the MAC frame type. Optionally,
application data can be tunnelled through any of the network and transport layer protocols. Refer to
7.3.3.4 for more information on use of the network and transport layers.
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Table 169 — MAC data frame using optional LLC, Network, and Transport layers

MAC Header MAC Payload

Refer to 7.2 Network Network Frame |Network Address-| Application Data (optional)
Frame Control | Type (optional) ing (optional)

Network Frame Control defines what fields are included in MAC payload.

Network Frame Type defines what kind of higher layer addressing is used (LLC, network, transport) and
if Application Data is present.

7.3.3.3 Frame Control

Hrame type is specified by Frame Control Field. General format of Frame Control Field (FCF) is dpecified
h clauses referenced in Table 170.

—e

Table 170 — Extended Mode Conformance to IEEE 802.15.4e-2012 Frame Control Field|(FCF)

[lause of

IEEE 802.15.4e- |Title Conformance Comment

2012

$.2.1.1. Frame Control Field Yes All sub-clauses under clausd 5.2.1.1.

are relevant to Extended Mdde
Frame Control Field

7.3.3.3.1 Beacon, Data, Acnowledgement and Commmand Frames

All 4 frame types specified in IEEE 802.15.4-201%are amended by IEEE 802.15.4e-2012 with addition of
Ihformation Elements. Table 171 provides references for constructing Beacon, Data, Acknowlefgement
and Command frame types.

Table 171 — Extended Mode Conformance to IEEE 802.15.4e-2012 Beacon, Data,
Acknowledgement, Command Frames

[lause of

IEEE 802.15.4e- |Title Conformance Comment
2012

$.2.2.1. Bea¢on Frame Format Yes

$.2.2.2. Data Frame Format Yes

$.2.2.3. Acknowledgement Frame Format Yes

$.2.2.4. MAC Command Frame Format Yes

7.3.3.3;1.1 Beacon Frame

Heacon Frame is sent by Network Coordinator to synchronize network devices and advertise hetwork
capabilities.

A coordinator can transmit network beacons in a beacon-enabled PAN. The MAC payload contains the
superframe specification; GTS fields, pending address fields, and beacon payload. The MAC payload is
prefixed with a MAC header (MHR) and appended with a MAC footer (MFR). The MHR contains the
MAC Frame Control field, beacon sequence number (BSN), addressing fields, and optionally the auxiliary
security header. The MFR contains a 16-bit frame check sequence (FCS). The MHR, MAC payload, and
MFR together form the MAC beacon frame (i.e., MPDU).

The MAC beacon frame is then passed to the PHY as the PHY service data unit (PSDU), which becomes
the PHY payload. The PHY payload is prefixed with a synchronization header (SHR), containing the
Preamble Sequence and Start-of-Frame Delimiter (SFD) fields, and a PHY header (PHR) containing the
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length of the PHY payload in octets. The SHR, PHR, and PHY payload together form the PHY packet (i.e.,

PPDU).

Reference IEEE 802.15.4e-2012 Clause 5.2.2.1.

7.3.3.3.1.2 Data Frame

Data Frame is general purpose frame sent to exchange data between two devices.

The payload of a data frame shall contain the sequence of octets that the next higher layer has requested

the

MAC sulj-layer to transmit.

The datq payload is passed to the MAC sublayer and is referred to as the MAC service data pnit (MSDU).

The MA

Control
header.

The MF
frame, (

The MPI)U is passed to the PHY as the PSDU, which becomes the PHY payload. The PHY payload is prefixe

with an

PHY payload in octets. The preamble sequence and the data SED enable the receiver to achieve symb

synchro

Referen

7.3.3.3.
The MA

prefixed with an MHR and appended with.aiit MFR. The MHR contains the MAC Frame Control field, DSN

address

MAC payload, and MFR together form the MAC command frame, (i.e., MPDU).

The MPDU is then passed to the-RHY as the PSDU, which becomes the PHY payload. The PHY payloa
is prefiged with an SHR, containing the Preamble Sequence and SFD fields, and a PHR containing th|
length df the PHY payload/in-octets. The preamble sequence enables the receiver to achieve symbq

synchro
The foll
- Ass

- Ass
reje

[ payload is prefixed with an MHR and appended with an MFR. The MHR contains the Frame

field, data sequence number (DSN), addressing fields, and optionally the, auxiliary securit

R is composed of a 16-bit FCS. The MHR, MAC payload, and MFR together form the MAC dat]
.e.,, MPDU).

SHR, containing the Preamble Sequence and SFD fields, and/a PHR containing the length of th|

phization. The SHR, PHR, and PHY payload together férm the PHY packet, (i.e., PPDU).
re IEEE 802.15.4e-2012 Clause 5.2.2.2.

.3 Command Frame

C payload contains the Command Type-field and the command payload. The MAC payload i

ng fields, and optionally the auxiliary security header. The MFR contains a 16-bit FCS. The MHE

hization. The SHR,"PHR, and PHY payload together form the PHY packet, (i.e., PPDU).
wing Command Frames are defined:
pciationnRequest is sent by un-associated device when it want to associate with the network

pciation Response is generated by a device which controls the network which can accept g

— (D

[72)

o

— O =

—

ctthe association request

- Disassociation Notification is sent by a device which wants to terminate its association with the
network

- Data Request is sent by a device which wants to send unsolicited data to other network device.

- PAN ID Conflict Notification is sent by a device by a device to the network coordinator when a
Network identifier conflict is detected.

- Orphan Notification command is used by an associated device that has lost synchronization with its
coordinator.

90
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Beacon Request Command is used by a device to locate all coordinators within i
communications range during an active scan.

GTS Request Command is used by an associated device that is requesting the allocation
Guaranteed Time Sloty or the deallocation of an existing GTS from the PAN coordinator.

Reference IEEE 802.15.4e-2012 Clause 5.2.2.4.

7.3.3.3.1.4 Acknowledgement Frame

ts radio

of a new

cknowledgement Frame is sent as either in response to a received Data Request Comma
sponse to receiving Data Frame or Command Frame.

he MAC acknowledgment frame is constructed from an MHR and an MFR; it has no MAC payl
HR contains the MAC Frame Control field and DSN. The MFR is composed of a 16-bit\FCS. The |
FR together form the MAC acknowledgment frame (i.e., MPDU).

he MPDU is passed to the PHY as the PSDU, which becomes the PHY payload. The PHY pa
refixed with the SHR, containing the Preamble Sequence and SFD fields,"and the PHR contai
ength of the PHY payload in octets. The SHR, PHR, and PHY payload together form the PHY pac
PDU).

lawll~ulso il

o |

he Sequence Number field shall contain the value of the sequeiice number received in the fi
Uhich

<

he acknowledgment is to be sent.

eference IEEE 802.15.4e-2012 Clause 5.2.2.3.

.3.3.3.2 Low Latency Frame

—

ow Latency frames are used to minimize overhead in latency critical networks. Low latency frar]
1 octet frame control and are designed._for minimal overhead through the use of 1-octet deq
ddresses.

D QD

—]

he Sub Frame Type field is 2 bits\in' length and indicates the type of the low latency frame. For d
escription of Low Latency Frame type and usage refer to IEEE 802.15.4e-2012 specification.

(oW

Table 172 — Extended Mode Conformance to IEEE 802.15.4e-2012 Low Latency Fra

nd or in

bad. The
NHR and

yload is

ning the

ket, (i.e.,

rame for

nes have
tination

eteailed

me

[lause of
IEEE 802.15.4e-
2012

Title Conformance Comment

$.2.2.5. Yes All sub-clauses under clausg

are relevant

Low Latency Command Frame For-
mat

5.2.2.5.

1.3:3.3.3 Multipurpose Frame

Construction of Multipurpose Frame is specified in Table 173.

Table 173 — Extended Mode Conformance to IEEE 802.15.4e-2012 Multipurpose Frame
Clause of
IEEE 802.15.4e- |Title Conformance Comment
2012
5.2.2.6. Multipurpose Frame Format Yes All sub-clauses under clause 5.2.2.5.
are relevant
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The Multipurpose frame is similar to the Data frame, but the frame control field allows for more options
to control 4 addressing fields (including suppression of all 4 addressing fields and using application
specific addressing in IE or Payload), suppression of sequence number, and inclusion of IEs.

Multipurpose Frame allows minimum packet length by utilizing single octet frame control (instead
of 2-octet frame control field) and optional suppression of all other fields, including address fields.
Multipurpose Frame is used to transmit various frame types.

Two implementations of Multipurpose Frame which are particularly important fopr Extended Mode are:

- BlinkKFrame

- RFID Wake-Up Frame

7.3.3.3.3.1 Blink Frame

The Blik is a periodic transmission from active RFID tags that is received by RFID interrogatdr

infrastrficture. Multipurpose Frame can be configured in such a way to serve as Blink Frame as specifiefd

by Tablg 174.

Table 174 — Extended Mode Conformance to IEEE 802.15.4e-2012 Blink Frame

Clause of Title Conformance |Camment

IEEE 802.15.4e-

2012

5.2.2.7. Multipurpose Blink Frame

5.2.2.71 General Yes

5.2.2.7.2 Blink Payload Field Yes

The Blinjk frame has been designed to be of minimal’size to make its transmission require the lowegt

amount jof energy to give maximum battery life to RFID tags.The MHR for a Blink frame shall typically
n

only corJtain a 1-octet, Frame Control Field, the' Sequence Number Field, and the Source Address field. I
its shortlest form, Blink Frame has format as’shown in Table 175.

Table 175 — Multipurpose Blink Frame of minimal size

Ogtets: 1 1 8 0-127 2

Framnje Control Sequericg Number Source Address Payload FCS

The Blink frame provides-a'mechanism for a device to communicate its ID (i.e. the IEEE EUI-64 Sourde
Address|as defined) aiid/or an alternate ID (in payload field, as referenced in Table 174), and optionall
additional payloadsdata to other devices without prior association and without an acknowledgment.
The frarme can bg used by “transmit only” devices to co-exist within a network, utilizing Aloha protocol.
Any devijices thatare not interested in this Blink have an opportunity to reject the frame at early sta
during frante processing and not burden the MAC or higher communication layers with this, potentiall
high volpinte, data traffic.

7.3.3.3.3.2 RFID Wake-Up Frame

The RFID Wake-up frame is used by a Network Coordinator to wake up a specific device or a group of
devices (all devices with the same PAN ID). This frame is constructed as per rules for constructing LE-
Multipurpose Wakeup Frame.
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Table 176 — Extended Mode Conformance to IEEE 802.15.4e-2012 LE-Multipurpose Wake-up

Frame
Clause of
IEEE 802.15.4e- |Title Conformance |Comment
2012
5.2.2.8. LE-Multipurpose Wake-Up Frame -
5.2.2.8.1. General Yes
2.2.8.2 Wake-up frame pavload Yes

o

e sent. Use of Information Elements is specified in Table 176

FID Wake-Up Frame is using Information Elements field to specify the time when the nextframe will

Table 177 — Extended Mode Conformance to IEEE 802.15.4e-2012 Information Elements

[lause of

IEEE 802.15.4e- |Title Conformance |Comment

2012

$.2.4. Information Element --

$.2.4.1. General Yes Extended Mode is using only IE as
part of MAC Header

$.2.4.2. Header Information Elements Yes Element ID = 0x1D is used (Randez-
vous Time)

$.2.4.10. Randezvous Time IE Yes

The Rendezvous Time (RZ Time) header Informatien‘Element is 2 octet field. The RZ Time is the ¢
ength of time in units of 10 symbols between_the end of the transmission of the RFID Wakey

[a—

ext higher layer when requesting the MAC sublayer to transmit. The last wakeup frame in a

xpected

p frame

nd the beginning of the transmission of the payload frame (if present). The RZ Time shall be set by the

wakeup

sequence shall have RZ Time set to the walue zero. If no data is intended to follow RFID Wakeulp frame,

Z Time shall be set to value zero.

.3.3.4 Network and transportlayer routing of application data

pplication Data can be routed through any of the network and transport layer protocols

This is

ccomplished by setting.\Network Protocol type to appropriate protocol, including the LLC, getwork,

nd transport headers within the Mac Payload field, preceding the application data (see 7.3.3.2).

h this scenarig.the LLC protocol type will specify network layer protocol such as 6LowPA
tc. The network/layer will then specify the transport layer protocol such as TCP or UDP. Fin
Fansport layer protocol will specify the port number for the application. Note that inclusion
rotocol-headers within the MAC frame may increase the size of the frame significantly, so thi

s o T s N ¢ il v

N, IPv4,
ally, the
of these
s can be

ysed ifeither the MAC frame size is big enough or if the IP (Internet Protocol) connectivity is mandatory:.

method

115) reduce the MAC frame size, the 6LowPan can be used with compression. This is a standard|
fpr-encapsulation of network and transport layer protocols. These protocols (802.11 LLC, 6l

LOWPAN,

[P, UDP, TCP, etc) are used as defined by their standards, and there is no need for modification
protocols for support in Extended Mode.

7.3.4 Channel Access

of these

This subclause describes the mechanisms for channel access which includes scheduling, and contention
based and contention free access of the channel. Contention-based access allows devices to access the

channel in a distributed fashion using a CSMA-CA back-off algorithm.
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7.3.4.1

Superframe structure

Use of superframe structure is optional for Extended Mode. The format of superframe is defined as per

IEEE 80

2.15.4-2011. Relevant clauses are specified in Table 177.

Table 178 — Extended Mode Conformance to IEEE 802.15.4-2011 Superframe Structure

Clause of

IEEE 802.15.4- Title Conformance |[Comment
2011

4.5.1. Superframe structure Yes

4.5.2. Data Transfer Model Yes

4.5.2.1. Data Transfer to a Coordinator Yes

4.5.2.2. Data Transfer from a Coordinator Yes

4.5.2.3. Peer-to-Peer Data Transfer Yes

The format of the superframe is defined by the coordinator. The superframe iS-bounded by networ]
beacons| sent by the coordinator and is divided into equally sized slots. Optiehally, the superfram|

can hav

superfrgme. If a coordinator does not wish to use a superframe structure;’it will turn off the beaco

transmi

of the ngtwork, and to describe the structure of the superframes.

For low

dedicatq portions of the active superframe to that application: These portions are called guarantee

time slo

the actiye superframe starting at a slot boundary immediately following the contention access perio

(CAP).

For networks supporting beacons, synchronization‘is performed by receiving and decoding the beaco

frames.
for data

Detailed description of how to use superframe structure is is specified in Table 178.

Taljle 179 — Extended Mode Conformance to IEEE 802.15.4-2011 Superframe Structure

b an active and an inactive portion. The beacon frame is transmitted in the first slot of eac

»n = = 0 A

5sions. The beacons are used to synchronize the attached deyices, to advertize the capabilitig

latency applications or applications requiring specifie_data bandwidth, the coordinator ma

<<

[s (GTSs). The GTSs form the contention-free periad (CFP), which always appears at the end (¢

o

—

For networks not supporting beacons, synchronization is performed by polling the coordinatd

—

Clause of
IEEE 802.15.4- Title Conformance |Comment
2011
5.1.1. Chanmel Access Yes
5.1.1.1. Superframe Structure Yes
51.1.1.1 Contention Access Period (CAP) Yes
51.1.1.2 Contrntion-Free Period (CFP) Yes
5.1.1.2. Incoming and outgoing superframe Yes
timing
5.1.1.3. Interframe Spacing Yes

7.3.5 Data transfer model

As speci

fied in Table 177, three types of data transfer transactions exist:

- Data Transfer to a coordinator

- Data transfer from a coordinator

94
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- Peer-to-peer data transfer

7.3.5.1 Data transfer to a coordinator

When a device wishes to transfer data to a coordinator in a beacon-enabled PAN, it first listens for the
network beacon. When the beacon is found, the device synchronizes to the superframe structure. At
the appropriate time, the device transmits its data frame, using slotted CSMA-CA, to the coordinator.
The coordinator may acknowledge the successful reception of the data by transmitting an optional
acknowledgment frame. This sequence is summarized in Figure 22.

- MNetwork
Coordinator R

Beacon

Data

-

Acknowledgment |
(if requested)

Figure 22 — Communication to a coordinaterin a beacon-enabled PAN

Vhen a device wishes to transfer data in a nonbeacon-gnabled PAN, it simply transmits its datja frame,
sing unslotted CSMA-CA, to the coordinator. The coerdinator acknowledges the successful reception
f the data by transmitting an optional acknowledgment frame. The transaction is now complg¢te. This
equence is summarized in Figure 23.

w o o

\4
: Metwork
Coordinator Device

- Data

Acknowledgment .
(if reguested)

Figure 23,— Communication to a coordinator in a nonbeacon-enabled PAN

.3.5.2 Data transfer from a coordinator

<

Vhen the.'Coordinator wishes to transfer data to a device in a beacon-enabled PAN, it indjcates in
he metWork beacon that the data message is pending. The device periodically listens to the petwork
eaeon and, if a message is pending, transmits a MAC command requesting the data, using slotted
CSMA-CA—The coordimator ackmowledges the Successtul Teception of the data Tequest by transmitting
an acknowledgment frame. The pending data frame is then sent using slotted CSMA-CA or, if possible,
immediately after the acknowledgment. The device may acknowledge the successful reception of the
data by transmitting an optional acknowledgment frame. The transaction is now complete. Upon
successful completion of the data transaction, the message is removed from the list of pending messages
in the beacon.

jonlimd

This sequence is summarized in Figure 24.
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; Network
Coordinator Device

Beacon

Data Request
Acknowledgment
Data

When a
data for

applicat
The cod

acknowledgment frame. If a data frame is pending, the coordinator transmits the data frame, usin
unslottegd CSMA-CA, to the device. If a data frame is not pending, theegordinator indicates this fact eithg
in the adknowledgment frame following the data request or in a datd frame with a zero-length payload
If requepted, the device acknowledges the successful reception. of the data frame by transmitting a
acknowledgment frame. This sequence is summarized in Figire 25.

7.3.5.3

In a pee
influenc
constan

using unslottéd CSMA-CA. In the latter case, other measures need to be taken in order to achiev]
synchro?xization.

_ Acknowledgment

Figure 24 — Data transfer from a coordinator

coordinator wishes to transfer data to a device in a nonbeacon-enabled JPAN, it stores th

the appropriate device to make contact and request the data. A device may make contact bly
transmifting a MAC command requesting the data, using unslotted CSMA-CA,%d,its coordinator at ap

on-defined rate.

rdinator acknowledges the successful reception of the data request by transmitting a

Coordinator \’Qg";‘
‘ Data Réeguest
Acknowledgment

Data -

_Acknowledgment

Figure 25 — Commirnication from a coordinator a beacon-enabled PAN

Peer-to-peer data transfers

r-to-peer PAN, every device may communicate with every other device in its radio sphere g
e. In orderto do this effectively, the devices wishing to communicate will need to either receiy
[ly or_synchronize with each other. In the former case, the device can simply transmit its dat]

0o =

D

- =

T o D =

Such me

7.3.5.4

asures are beyond the scope of this standard.

CSMA-CA mechanism

Two types of CSMA-CA channel access mechanism can be used, depending on the network configuration:
Beacon and Non-Beacon. Both of these mechanisms are using the methods specified in Table 180.
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Table 180 — Extended Mode Conformance to IEEE 802.15.4-2011 CSMA-CA Mechanism

Clause of

IEEE 802.15.4- Title Conformance |Comment
2011

4,5.4.1. CSMA-CA Mechanism Yes

5.1.1.4. CSMA-CA Algorithm Yes

7.3.5.5 ALOHA mechanism

Aloha mechanism allows for transmission of unacknowledged and unassociated frames. This rrj
network access is particularly important for very low power RFID devices.

.3.5.6 Frame acknowledgment

oY

successful reception and validation of a data or MAC command frame can.Bbé optionally cg
Pith an acknowledgment. If the receiving device is unable to handle the received data frams
eason, the message is not acknowledged.

=5 <

Fthe originator does notreceive an acknowledgment after some periodyit assumes that the tran
as unsuccessful and retries the frame transmission. If an acknowledgment is still not receiy

LD 0 < =

cknowledgment is not required, the originator assumes the-tfansmission was successful.

—

etailed specification of frame acknowledgemtn and retransmission is provided in Table 181

Table 181 — Extended Mode Conformance to IEEE 802.15.4-2011 Frame Acknowledgem
Retransmission

ethod of

nfirmed
for any

mission
ed after

everal retries, the originator can choose either to terminate thétransaction or to try again. When the

ent and

[lause of

JEEE 802.15.4-
2011

Title

Conformance

Comment

1.6.4. Use of Acknowledgeinent and Retrans- |Yes
mission

$.1.6.4.1. No Acknowledgement Yes

$.1.6.4.2. Acknowledgement Yes

$.1.6.4.3. Retnansmission Yes

1.3.5.7 Data yerification

Ih order to detect bit errors, an FCS mechanism employing a 16-bit International Telecommuni

Union—Telecommunication Standardization Sector (ITU-T) cyclic redundancy check (CRC) ig
detetterrors in every frame as per reference in Table 182.

Cation

used to

Table 182 — Extended Mode Conformance to IEEE 802.15.4-2011 Data Verification

Clause of

IEEE 802.15.4- Title Conformance |[Comment
2011

5.2.1.9. FCS Field Yes

7.3.6 MAC Security

MAC level security for Extended Mode is specified by references in Table 183.
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Table 183 — Extended Mode Conformance to IEEE 802.15.4-2011 MAC Security

Clause of

IEEE 802.15.4- Title Conformance |Comment
2011

4.5.6. Security Yes

7 Security Yes

7.3.6.1 _Frame Security for Extended Mode

Besides
frame s¢
[SO 180

be used
This sec

e Mut

the frame security support defined in the IEEE 802.15.4:2011 this standard provides additiens
curity methods and algorithms as defined in ISO/IEC 29167. The Frame Security for Extende
D0-7 does not interact with the Frame Security defined in the IEEE 802.15.4. Each méthod maly
without any interaction with each other.

2=

urity protocol consists of following components:

ual Authentication with key derivation procedure

e Fra

Mutual Authentication with key derivation procedure is a part of the Application Framework. All Mutuz

authent
key derti
describg

FrameS
The MA

7.3.6.1.]

In order]
Mode Se
IE List H
process

IEscanh
Mode is

e Security

—

cation commands are encapsulated in MAC Data or Mutlipurpese frames. All processing and
vation process is performed at the application layer. The application part of this protocol i
d in section 7.4.7 of this document.

[72)

bcurity is performed at the MAC Layer providing confidéntiality and integrity of wireless frames.
[ payload (including application layer data) is encripted and authenticated.

| Extended Mode Security Information. Element

o

to extend MAC functionality to supportthe Extended ISO 18000-7 Security Services, Extende
curity Information Element is defined-and its presence in the MAC header is marked by setting
resent bit in the Frame Control field' of the MAC header. The Security Information Element i
pd at the MAC Layer.

[72)

e managed and unmanaged, For the purpose of specifying Extended Security services, Extendefd
using Unmanaged IE with Element ID = 0x01.

The conjtruction of IE fieldiis-determined by references in Table 184.
Taljle 184 — Extended Mode Conformance to IEEE 802.15.4-2011 Information Elements
Clause of
IEEE 802.15.4- Title Conformance |Comment
2011
5.2.4. Information Element
5.2.4.1. General Yes
5.2.4.2. Header Information Elements Partial Unmanaged IE = 0x01 is used for
Extended Security Services.
5.2.4.3. Payload Information Element No Only Header IE is used.
Extended ISO 18000-7 Security IE Content is shown in Table 185 — Extended ISO 18000-7 Security IE
Content
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Table 185 — Extended ISO 18000-7 Security IE Content

1 byte 16/8 bytes
Security Options |[IV/CCM Header

e Security Options field is defined in Security Options section.

e [V/CCM Header: The initialization vector used to encrypt the frame with a symmetric algorithm.

:376:1:2—Security Optiomns
Security Options field is defined in Table 186.

Table 186 — Security Options

Bits: 0 1 2 3 4 5 6 7
Reserved | Reserved Secure Protection suites Reserved PKI
Extended ISO | ¢ o 1aple 187 See 13.6.1.4

0=Frameis
not encrypted
(thereisno IV
and authenti- 1=PKI used
cation field in

the frame)

0=PKI not
used

1=Frame is
encrypted

—

he Secure Extended ISO bit, described in the above table, shall be used to indicate if the frame is[secured
dr not. If the value of the bit 3 is:

o| If the Secure Extended Mode bit is et to 1 then the frame is secured and it contains Hxtended
Mode Security IE with Security, Options and IV/CCM fields, as well as Encrypted Paylpad, and
Authentication Data present inithe frame. The Application command code and command arguments
are encrypted within the Enérypted Payload field.

o| Ifthe Secure Extended Mede bit is set to 0 then the frame is NOT secured and Extended ISO[18000-7
Security IE, Encrypted-Payload, and Authentication Data are NOT present in the frame. Application
data containing command code and command arguments are NOT encrypted.

.3.6.1.3 Extended Mode protection suites - Symmetric cryptography

~1

ryptographie protection of the Extended Mode messages consists in an optional message engryption
tep followed by a message authentication step. Each protection suite type is assigned an enumerated
escripteralso called a protection suite identifier. A protection suite identifier is written as a designator
f anlencryption method followed by a designator of an authentication method:

O O W M

naa aao-a 110
IMrcoouyc Clll/l_}/l.l

The protection suite descriptor uniquely identifies the methods used to authenticate and encrypt the
message.

Table 187 contains some of the currently considered crypto protection suites.

Table 187 — Extended Mode Protection Suites

Protection Suite Encryption Key | Encryption | Authentication | Authentication Protection
Descriptor Algorithm |Size, bit Mode Algorithm size, # bits suites bits
AES-128-CBC-SHA1-96 AES 128 CBC SHA1-96 96 001
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Table 187 (continued)
Protection Suite Encryption Key | Encryption | Authentication | Authentication Protection
Descriptor Algorithm |Size, bit Mode Algorithm size, # bits suites bits

AES-128-CBC-SHA1 AES 128 CBC SHA1 160 010
CCM -7 (CCM for ISO/ AES 128 Counter | AES-CBC-MAC 64 011
IEC 18000-7)
HB2-128 HB2-128 128 Normal HB2-128 16-128 100
NULL - N Netre PN MNAY Netre NAA 854
(secure bitis 0)

Packet

CCM-7 ij
of operation defined for any block cipher with a 128-bit block size. CCM combines twaywell-known anfd
proven dqryptographic techniques to achieve robust security. First, CCM uses CTR for cenfidentiality and
Cipher Block Chaining MAC (CBC-MAC) for both authentication and integrity protéction.

7.3.6.1.4 Extended Mode protection suites - Asymmetric cryptography

When PKIisused, PKI bitin the Packet Optionsis setto 1. Protection suite-bits will code the PKI algorithin
used forfmutual authentication:

001 ECCQ
010 RSA

Packet (Jptions (Protection suites bits) values 011, 100, 101, 111 are for future extensions.

7.3.6.1.

Once a device is mutually authenticated and the session keys are generated as described in 7.4.7.1 Mutug

Authent

and authenticated paylaod.

The Application layer sends a packet*as defined in Table 201 with Application Header and Payload t
the MA( layer. MAC layer checksthe device configuration. If e.g. the device is configured to use AES fq

encrypt

Extended ISO 18000-7 Security Information Element (see 7.3.6.1.1). The Extended ISO 18000-7 Securit|
Informafion element will-gontain the IV and Security Options - Protection suites field initialized wit

value A
Element

set to one. Then{MAC will generate authentication field caculating SHA1 over the the packet receive
from th¢ Application Layer, and MAC will encrypt the packet using AES algorithm with the session key
generat¢d during Mutual Authentication Process.

Encrypted

5 Encryption process

Dptions (Protection suites bits) values 100, 101, 111 are for future extensions.

based on CCM, a generic authenticated encryption block cipher mode of AES. CEM is a mode

=

cation section, the device can exchange MAC data and multupurpose frames with encrypte

on and SHA1 for authentication, MAC will generate an Initialization Vector (IV) and create a

S-128-CBC-SHAL. The Information Element Header will be initialized with the the Securit
Id and IE Centent Length. IE List Present bit in the Frame Control field of the MAC header will b

N L0 < P < = = O

Encrypted and Authentlcated MAC Muthpurpose/Data Frame Payload The size of the Authentlcatlon
field depends on the selected authentication algorithms.

Table 188 — Encrypted and Authenticated MAC Mutlipurpose/Data Frame Payload

e Enc

100

N byte 12/20/8 bytes
Encrypted MAC Authentication Data
Payload (SHA1-96|SHA1|CBC-MAC)

rypted MAC Payload: The encrypted application layer header and payload.
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e Authentication Data: The hash function result calculated over the payload prior to encryption.

7.3.6.1.6 Decryption process

If MAC receives a Multipurpouse/ Data frame with both IE List Present bit in the Frame Control field
of the MAC header set to one and with the the Security Element present in the MAC header. MAC will
decrypt the payload using IV provided in the Security Element and algorithms in Security Options -
Protection suites. Then MAC will re-calculate authentication field over decrypted payload and compare
itwith one received in the frame. If the authentication check is successful, then decrypted payload will be

PRI | A 1. A 1 1L £l 4 4 1 1 i £..1 21 £ a1l | d d
IIU LU LIIT ﬂl}pllbaLlUll L‘G)’Cl. IT LIICT dULIITITITICAUIUIT CIICCURN IS TIULU SUCLLTOS ST UL, LIIT 1T dIlIT VWIIT UT UCTJ Car e .

1.3.7 Wake on Mechanisms

Hollowing Wake on mechanisms may be supported:
o UHF Wake on

o LF Wake on

o Sensor/Alarm wake on

o Additional wake on

.3.7.1 UHF Wake on

~1

s defined by the ISO 18000-7, the Wake Up Signal is transmitted by the interrogator for a minfimum of
4 seconds to wake up all tags within communicatien’range. The Wake Up Signal consists offa 2.3 to
.8-second 31.25 kHz square wave modulated signal@alled the “Wake Up Header” immediately followed
y a 0.1-second 10 kHz square wave modulated'signal called the “Co-Header.” Upon detection and by
ompletion of the Wake Up Signal all tags enter into the Ready state awaiting a command from the
hterrogator. A tag has two states, awake/ready and asleep. During the ready state, the tags accept valid
ommands from interrogators and respond accordingly. When the tagis asleep, itignores all cohmands.

MMMHMMWHW >

Q = o oD DN

Minimum 2,35 s Maximum 4,8 s 0,1

""HH"”HH"'H'H"'HT"’HHHH"WHHW“ M

I /A —_ HTHHTHT
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e
r_j—_._ \
» \
c
“_y
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@
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Figure 26 — Wake Up Signal

Once awoken, the tag shall stay awake for a minimum of 30 seconds after receipt of the last well-formed
message packet consisting of a valid Extended protocol ID, command code, and CRC values, unless the
interrogator otherwise commands the tag to sleep. If no well-formed command message is received
within the 30 seconds, the tag will transition to the sleep state and SHALL no longer respond to command
messages from Interrogators.

The communication between interrogator and tag shall be of the Master-Slave type, where the
interrogator shall initiate communications and then listen for a response from a tag.
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7.3.7.1.1 Distributed Sliding Wake-up Algorithm

Instead of sending complete 2.4 sec wakeup signal, an interrogator can distribute the wakeup signal into
multiple smaller wakeup units, and distribute sending of these Distributed Wakeup Signals following
the Distrubuted Wake-up Algorithm.

There two variants of the Distributed Wakeup Signal:

e One dimensional distribution of the wakeup signal

1 : h T P | - £ 1 : 1
L4 TWL UIHICIISIOINAal UISUTTUULIUIT U LIS WAdRKCUD SIglidl

7.3.7.1.2 One dimensional distribution of the wakeup signal

In ISO 18000-7, each RFID tag wakes up every 2.4 seconds and checks for a wakeup signal.df there is n
wakeup|signal, the tag will go back to sleep for additional 2.4 seconds. This process repeats)until the ta|
receives the wakeup signal and wakes up. In the context of this algorthm, 2.4 secondGnterval is calle
»~wakeup super frame*“

oM TaNe)

(=}

The 2.4 |second interval, can be sub-divided into multiple beacon intervals, e:g.24 intervals with 10
millisecpnd duration each. In a beacon enabled RF network, the interrogator.shall send a beacon fram
periodidally every beacon interval. The interrogator will distrubute wakeup-ignal and embed the waksg
up proceédure into normal operating cycle.

D

One oftHe 100 millisecond beacon intervals from total of 24 in each wakeup super frame, will be dedicate
to 100 millisecond wakeup signal. The wake-up signal is distributed between multiple wakeup sups
frames. [n the first (index 0) wakeup super frame, the wake up'signal will occupy beacon interval 0.
the second (index 1) wakeup super frame, the wake up signal will occupy the beacon interval 1. In th|
third (index 2) wakeup super frame, the wake up signal will take the beacon interval 2. Since the wake
up, a 100 millisecond interval slides, in the last (index.23) wakeup super frame, the wake up signal wi
occupy heacon interval 23. After each of the 100 millisecond wake-up signals, the RFID interrogator ca
perform| the collection procedure of the woken uptag group before sending the next wake up signal.

- — 1 (D = = X

It takes P4 wake-up intervals (100msec each)to wake up all tags.

oW

In 57.6 dec all tags will be woken up and_possibly collected. This would guarantee that newly arrive
tags wil] be woken up (discovered) in\57.6 seconds (24 X 2.4sec = 57.6 sec).

Overhedd for sending distributed-sliding wake-up signals is 1/24 equals 4.17%.
Figure 27 depicts the Distributed Sliding Wake-up algorithm for 100 millisecond beacon interval.

102 © ISO/IEC 2014 - All rights reserved


https://standardsiso.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

Wake
Up
[100ms|

Wake
Up
100m

23

Wake

23

Up
2 [100ms|
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 3
Wake
Up
3 100ms
0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 3
4,56,..,22
Wake
Up
S I e e e e e e I P S (N

sl

2.4 sec

Figure 27 — Distributed Sliding Wake-up Algorithm

-l

Ve assume that the wakeup interval slides in the frames 4 to 22 from slot 4 to slot 22.

etween two sliding wake-ups. It is importantithat next 100msec wake up interval slides, so
roup of tags can be woken up.

wn_ = [liellouli—|

ending beacons, and the distribution of the wakeup signal will remain the same as described.

~1

.3.7.1.3 Two dimensionaldistribution of the wakeup signal

n a wakeup super-frame, Figure 28 The RFID devices are divided into 24 groups, although t

(o S 2 Wl vl ¢ B < v

he issue of\¢venly waking up a population of a large number of tags.

he interrogator can take multiple of 2.4 second.intervals for collection of a group of woken| up tags

the next

ote: if the network is configured to be-in beconless mode of operation, the intorrogator will not be

h beacon enabled networks-the wakeup signal can be reduced bellow a beacon interval. In Figute 28 the
ake up signal is 1/6 ofthe beacon interval. In each wakeup super frame, the wakeup signals sligle inside
ach beacon interval;-Fhe wakeup signal is distributed in two dimensions, both in a beacon interval and

e super

Fame is divided into 4 beacon intervals. In one dimensional distribution of the wakeup signpl, there
bould be only four groups of devices. Two dimensional distribution shall even further better|address
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Figure 28 — Two dimensional distribution of the wakeup, signal

Note: if the network is configured to be in the beconless mode of operation, the intorrogator will not bl
sending[beacons, and the distribution of the wakeup signal will remain the same as described.

7.3.7.1.4 Distributed Wake-up Signal in Extended ISO 18000-7

—

Existing ISO 18000-7 defined Wakeup signal with scaled down Wake-Up Header and Co-Heade
duration} can be used re-used for Distributed Sliding Wakeup Algorithm as presented in the Table 189
Distributed Wakeup Signals.

Table 189 — Distributed Wakeup Signals

Wake Up Type Wake Up Header Co-Header
square wave modulated signal square wave modulated signal
Duration Frequency Duration Frequency
ISO 18000-7 Wakeup (2.3 to 4.8-second 31.25 kHz 0.1-second 10 kHz
signal
Distribufed Wake Up |Trw=Configurable |Fgw 31.25kHz Trc <= 0.1 second Frc =10 kHz
signal <=h2’sec

7.3.7.2 | LF WakesOn

The Low Frequency (LF) link supports short range communication from an exciter to the tag. This LF
link enaples the system to wake-up the tag and issues commands to the tag. As LF is a one-way link,
thetag' CSPOUITSTTO C CO a1rais dITS itted otg C U Tk akirguseo C XTCITAT

Mode PHY, MAC and Application framework.

7.3.7.2.1 Exciter to Tag Communication (LF link)

The exciter to tag communication utilizes low frequency (122.64 kHz) AM modulation scheme and
operates at short range. Data is transmitted from the exciter to the tag without acknowledgment over
LF (one way LF communication link).
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7.3.7.2.1.1 Data modulation and coding

Data transmitted between the exciter and the tag utilizes OOK scheme with two distinctive signal levels
(RF carrier frequency being switched on or off).

7.3.8 Preamble

The preamble shall be comprised of eight (8) cycles each 16T period long (where T = 1/32768 sec). The
preamble shall start with signal high and then alternating between 8T high and 8T low periods.

The preamble shall be preceded by RF Burst (RF ON) of minimum duration of 48T followed py 8T of
signal low (RF OFF). Refer to Figure 2

=

ote that when multiple packets are being transmitted back to back the RF Burst sighal'is required to
He transmitted only for the first transmitted packet.

1.3.9 Data bytes

—

ata bytes shall be in Manchester code format, each byte is comprised of&data bits. The data bjt period
hall be 16T (where T = 1/32768 sec), the total byte period shall be 128T: A falling edge in the ¢entre of
he bit-time indicates a 0 bit, a rising edge indicates a 1 bit.

—+ W

71.3.10 Packet end period

s

final period of 24T of continuous high, followed by a 24T.continuous low and followed by minfimum of
T high shall be transmitted after the last Manchester encoded bit within the packet.

o0

Preamble
(8 x cycles of 16T period)

s NWMW\W w N\m W’MM

Data bits 1 1 1 1

S_—— ;m |_L W [H

48T - gZ0T" 8T | 8T 8T 8T | 8T 24T 24T
* - -— -

L) e ra ore o= | e

RF Burst Manchester Encoded Data bits Packet Termingtion

.
—

1287 (1 byte)

Repetitive part of packet (when transmitting the packet back to back)

Figure 29 — Data Modulation

The bit period shall have duration of 16T, where T = 1/32768 seconds with an error tolerance of +/-3%.
This symbol rate of produces effective data rate of 2.048 kb/s.

The packet structure is as shown in Figure 31.
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Manchester Encoded

N
4 N
RF BURST PREAMBLE SYNC PAYLOAD FCS PACKET END
(48T - 320T) (8-bits) (16-bits) (0-127 bytes) (16-bits) (56T)

Figure 30 — Packet Structure

Notes:

The order of transmitted Data bytes is in accordance with 802.15.4e MAC specification.

O

The packet transmission starts with transmission of carrier signal (CW) in duration of 48T periods t
320T pefriods. Acctual duration of CW transmission is application dependant and can be used to trade
off RFID|tag response time versus its power consumption.

Peramble field (P) follows CW signal and is 8 bits long (all “0” when Manchester ericoded).

Sync Wqrd field serves to detect start of frame and shall be 0x115F (binary~yalue = 0001 0001 010fL
1111) . Tihe Preamble of 0x00 and Sync Word of 0x115F work together to prdwide accurate start of packe
(start of/frame delimitation).

[

A CRC cHecksum shall be calculated as a 16-bit value for each packetiditialized with all zeroes (0x0000
over entfire payload bytes (excluding preamble and sync word) acgording to the CCITT polynomial (x1
+x12 + X5 +1). The CRC shall be appended to the data included\in the command message as a two byte
field. Reference: ITU-T Recommendation V.41 (Extract fronxthe Blue Book), Code-independent errot
control $ystem, Appendix I - Encoding and decoding realization for cyclic code system.

T L Oy <

7.3.10.1.1.1 Protocol

—

The typ¢ and amount of data being transmitted.fifom the exciter to the tag is dependent on the particuld
applicatjon. Several modes of operation are béing defined to provide flexible message structure to meg
various ppplication requirements.

-

7.3.10.1.1.2 Message structure

The excifter to tag communication protocol uses byte oriented, packet based message structure utilizinig
16-bit Ftame Check Sequence(ECS) error detection mechanism for reliable communication. The protocq
utilizes [L6-bit mode field prefix that defines the message structure and optimizes the packet size that i
being sent to the tag.

[Z ==

The megsage structure with all the fields is shown in Table 190.

Table 190 — Payload message structure

LF Mode || Application ID Tag ID Exciter ID LF RSSI Exciter Time- Command Parameters
out Code
(Optional) (Optional) (Optional) (Optional)
(Optional) (Optional)
8-bits/16- 8-bits 48-bits / or 16-bits 8-bits 8-bits 8-bits Variable 16-bits
bits 64-bit IEEE ID
Notes:

The transmission of the packet fields within the message starts with the LF Mode field and ends with
the FCS field. The most significant bit within each byte is sent first. Lower order byte is sent first within
each field. The FCS calculation includes all bytes in the packet except itself.
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7.3.10.1.1.3 LF Mode field
The LF mode field bits are defined Table 191

Table 191 — LF Mode field (byte 1)

Value ‘0’ 1 Definition

bit 0 No Application ID Application ID This bit indicates whether the Application ID is
included or excluded from the message.

it 1 No Tag ID Tag ID This bit indicates whether the Tag ID field is
included or excluded from the message.

Ibit 2 48-bit Tag ID 64-bit I[EEE ID This bit indicates whether 48-bit Tag ID|or

64-bit IEEE address is being used..

Ibit 3 LF RSSI threshold not used LF RSSI threshold |This bit indicates whethet LF RSSI threghold
used value (1 byte) is included.in the messagg. The
RSSI threshold level informs a tag on bojund-
ary of the LF field@atywhich it shall respgnd
(tag’s measureddLF RSSI is greater than [LF

RSSI threshpld).'If the measured RSSI is{lower
than provided LF RSSI threshold a tag wjill not
respond. If this field is not included in the mes-
sage altag shall respond to all correctly received
LEnmessages regardless of the signal levgl.

it 4 No Command Command This bit indicates whether the Commandl and
associated parameters fields are includ¢d in the
message.
it5 LF Sequence ID LF Sequence ID is used to identify all id¢ntical
messages sent by the exciter as a part of the
ité same transaction (same Sequence ID).
ll)it 7 Extension Mode byte not Extension Mode byte |This extension bitis used to expand LF Mode
included included byte with additional 8-bit of bitmapped [link

control bits. If 2nd LF Mode byte is not ihcluded
than it is assumed that bit options definpd in
2nd LF Mode byte are set to zero.

The LF mode field bits are defined Table 191

Table 192 — LF Mode field (byte 2)

Yalue ‘0’ T Definition
it 0 Exciter Timeout not used |Exciter Timeoutis |Exciter Timeout field is included in the packgt.
used
Iit 1 Exciter IN Exciter IN and OUT |This option instructs the tag to generate on¢ or two

types of UHF responses depending on the opera-
tional scenarios. If Exciter IN and OUT respgnse
tssetectedthan tag wittserdtwo UHF Tessages,

IN when entering the Exciter field and OUT when
leaving the Exciter field. If Exciter IN response is
selected than the tag will generate only IN UHF mes-
sage as it passes through the Exciter.

bit 2 Reserved Reserved
bit 3 Reserved Reserved
bit 4 Reserved Reserved
bit 5 Reserved Reserved
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Table 192 (continued)

Value ‘0’ ‘1 Definition
bit 6 Reserved Reserved
bit 7 Reserved Reserved

7.3.10.1.1.4 Message Parameters

e Application ID indicates the tag command set to be used. If this field is not included in the message,
the Application ID is defaulted to 0x02.

e TaglID is the 48 bit or 64-bit ID of the target tag, depending if Base Mode addressing or IEEE\EUI-6/
addressing is used

e Excilter ID is a 16-bit number that uniquely identifies the exciter. The range of the’Exciter IDs is from
1 to|216-1. The Exciter ID zero is reserved.

e Exclter Timeout represents the exciter OFF time during its periodic transmission. It is used tp
preyent the tag to retransmit the same message for every exciter trafsmission cycle. The range
the Exciter Timeout is from 1 to 255 seconds.

="

e Conmmand Code follows a simple structure with only two main-edmmand categories:
e Wrife to the tag
¢ Reafl from the tag

Where dommand format is defined as follows:

Table 193 —Command format

Command prefix Tag Command code
(1-bit) (7-bits)
1.-Write See Section 7.3.10.1.1.5.
0/)- Read

Parameters is a variable length field that contains the parameter(s) associated with the LF Command.
The length of the parameterfield is derived based on the command code and is not explicitly specified|.

7.3.10.1.1.5 Tag Command Code

The exciter candssue tag commands from multiple tag command sets. The Application ID indicates thie
tag command\set to be used.

Table 1 4 r‘aor-vw]r\ao thao dafanlt +ao I‘nmm’\“r’l catthatic ncenciatad vth Ananlicatian TN NvyN?2 Naota G—Inft

T O ST ToCo it Ot iourc tu g CoTolt o T T tIO Tt I oo SO TIO Tt C Oy o L pp It o o T U UL TYote—orTT

if no Application ID is included in the LF packet, this default tag command set should be assumed. The
definition of additional tag command sets is outside of the scope of this specification.

Default tag command set:
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Table 194 — Default tag command set for Application ID 0x02

Tag Tag Parameter Name Tag Param- Parameter Type Description R/W
Command Codes eter Size Status
[bits]
0x07 User ID byte length 8 User ID byte length indicates the length R
of the ISO User ID data field. When the
User ID Length is set to 0 the User ID is
disabled and will not be reported within
the UHF response message.
0x0B Tag type 8 Tag Type is used to distinguish various R
tag models and is manufacturer specific.
0x0E Wake Up - This command is only applicable\for'tag -
that supports 2-way UHF communica-
tion. Upon reception of this‘command
tag will turn on UHF receiver and listen
for incoming UHF comniand from the
Coordinator.
0x31 /0xB1 |Tagtransmission period 1+15 The most significant bit is used to enable | R/W
under the Exciter field or disable tag periodic exciter IN trans-
missions while tag is still under Exciter
LF filed. The lowest 15 bits indicate
period.inseconds. If all 15 bits are zero
that no change in transmission rate is
assumed and only most significant bit is
used to enable or disable transmission
rate.
0x32 /0xB2 |Tagbeacon transmission 1+15 The most significant bit is used to enable || R/W
period or disable periodic tag beacon transmis-
sion. The lowest 15 bits indicate period
in seconds. If all 15 bits are zero than no
change in transmission period is assumed
and only most significant bit is used to
enable or disable transmission rate.
0x43 / 0xC3 |[Manufacturer specific.
0x98 Manufacturérspecific.
0x99 Manufacturer specific.
0x9A Manufacturer specific.
0x2A / 0xAA |Manufacturer specific.
7.3.10.1.2_Tag Response (UHF link)
The tag'sTesponse to the LF packet is encapsulated within an Application Data Packet and is cqrried by
the MAC layer using MAC Data frame or MAC Multipurpose frame.
Thedata being semntto the coordimator tas a differemnt format depending o the mode of operation. The
LF response application payload format is shown in Table 195.
Table 195 — LF response appliation payload format
Application ID | Tag Sta- | TagID | Exciter LF RSSI User ID Command Command
tus ID (Optional) (Optional) Code Arguments
(Optional) (Optional)
8-bits 16-bits | 48-bits | 16-bits 8-bits 16-bits 8-bits Variable
/ 64-bit
IEEE ID
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Transmission order is least significant byte (LSB) first (within multi-byte field) while within a byte the order

is least s

ignificant bit first.

7.3.10.1.2.1 Message parameters

e Application ID is equal to the Application ID in the LF packet. If no Application ID is received, the
default value of 0x02 should be included in this field.

e Tag

Status (see descriptions in Section 7.3.10.1.2.2)

e Tag
EUI

e Exc
e Use
e Conj

e Con
com

7.3.10.1

The Tag
fields in

ID is the 48-bit or 64-bit ID of the transmitting tag, depending if Base Mode addressing or IEE
64 addressing is used.

ter ID is the 16-bit Exciter ID in the LF packet received from the exciter.
" ID is an alternate ID used to address the tag and is manufacturer specific.
mand Code is the same command code in the LF packet received from the exciter.

mand Arguments is the response to the LF command. Its length deperds on the particular L
mand.

.2.2 Tag Status

Status word is transmitted in every tag UHF response. It £eépresents a collection of various b
Hicating the current tag operational states and packet format as defined in in Table 196.

Table 196 — Tag status word

=

[

Bit
15 14 13 12 11 10 9 8
IEEEirllkd_d(;‘ess- Ack Flag
UHF Mode field Reserved=0 Reserved=0 8 1 =Nack
Base Mode
Addressing=1 0=Ack
Bit
7 6 5 4 3 2 1 0
Tag beacon User ID
mode
UHJ Sequence 1D Tag type 1 = enabled 1=yes Service bit
0=disabled | 0= 1°
e Seryigcé bit when set (‘1’) indicates that the tag has detected a hardware-related fault condition.
e Tagbeacon mode indicates whether tag’s beacon mode is enabled or disabled.

e User ID flag indicates whether a manufacturer specific User ID is used to identify a tag.

e Tag

type is used to distinguish various tag models and is manufacturer specific.

e UHF Sequence ID is used to identify all identical messages sent by the tag as a part of the same
transaction.

e Acknowledgment flag is used to notify the system that a valid command has been received from the
Exciter.

e UHF Mode Field (see below)

110
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The data being sent to the system has a different format depending on the mode of operation.

The UHF mode field indicates the tag’s mode of operation. Table 197 specifies the available UHF mode:

Table 197 — Available UHF modes

/

o

]

UHF Mode field format code |UHF Mode

o3 bit2bitt-bitd)

0000 Exciter IN

0001 Tag Beacon

0010 Command

0011 Exciter OUT

01xx Manufacturer Specific
1xxx Reserved

.3.10.1.2.4 Tag response message format

wo distinctive tag response formats are used depending on the KB Mode field bit 2 setting (No C

r Command).

.3.10.1.2.5 Exciter no-command tag response format

Fthe exciter packet does not contain command field;then the UHF response has the following st

Table 198 — Exciter no-command tag response format

mmand

ructure:

1

Application ID Tag Status

Tag ID

Exciter ID

User ID*

8-bits 16-bits

48-bits/64-bits

16-bits

N x 8 bits

A

]

Optional field depending on whether User ID is enabled within the tag.

.3.10.1.2.6 Exciter comimand tag response format

Fthe exciter packeteontains command field, then the UHF response has following structure:

Table 199 — Exciter command tag response format

ApplicatiomID Tag Status Tag ID Exciter ID Command Command Haram-
Code eters*
Eli-bits 16-bits 48-bits/64- |16-bits 8-bits N x 8 bits
bits

* Optional field depending on the command code

The command code is the same command code received from the exciter. The command parameters
field is optional and its length depends on the particular command issued by the exciter.

7.4 Application layer Framework

This clause specifies the Extended Mode Application layer which provides a framework and services for
user applications to employ. It is responsible for the following tasks:

© ISO/IEC 2014 - All rights reserved
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— Routing of application data to/from MAC to resident applications

Application A Application B Application C

\ Core ;

. Memory
Application Data Services
\

uDB

Application Message Handler

Application Payload
(from MAC)

Figure 31 — Application Layer Framewaork

7.4.1 General Application data packet format

The Application Data Packet consists of a MAC or Mutlipuspose Data Frame with a MAC Header an
MAC Payload. An Application Data Packet consisting of an Application Header and Application Payloa
is embedlded within the MAC Payload along with optiehal LLC.

jorpen

Table 200 — MAC Data Packet format with Application Data

MAC Hegder

MAC Dafja Frame type LLC 6LOWPAN or UDP/TCP

or MAC Multipurpose (optional) {F'v4 Header Header Application Application Payload
Frame type (optional) (optional) Header

(refer to|7.3.3.1)

An Appljcation Header consists of fields shown in Table 201. Unless specified, all frame fields shall b
present.

Table 201 — Application Data Format

Extendefl pretocol ID |Options/ Tag |Alternate Addressing (optional) Payload Data
Status

1 byte 1/2bytes |Variable 0-N

The Application header consists of Extended protocol ID, Options (in request packets) or Tag Status (in
response packets) and Payload Length field.

7.4.2 Extended protocol ID

Extended protocol ID presents a unique identifier for a specific application. Following extended protocol
IDs are carried over from ISO 18000-7 as application IDs.
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Table 202 — Extended protocol ID

Extended protocol ID Standards

0x01 18000-7 version 1
0x02 LF

0x03 Security Services
0x04 Alternate Addressing

as to be done. In this standard, the Application Layer relies on IEEE 802.15.4 MAC function
network is created on the MAC layer. Once the network is created, the application layer ondinfras
and end devices can exchange application layer commands to perform required functions’

71.4.3 Creating a wireless network

he IEEE 802.15.4 standard defines the methods for creating Beacon enabled and Beaconless

rocedure. Depending of a specific use case, wireless devices create a-network with a coordin
hen exchange application layer messages. Application layer messages-are carried in the payloa
ata frames. Application layer will configure the MAC and PHY deperiding on the application us

o B e o e |

~1

4.3.1 Tag Initiated Communications

ssociation process can introduce additional overhead\especially if devices are quickly moy
pending very little time in a network. For such cases;-there may not be sufficient time to ass
he network and exchange data. So, there is a needor having an optional association proced
nethod supported by IEEE 802.15.4 which allowsfor the exchange of frames without an prior ass
rocedure is the use of the multipurpose frame:Multipurpose frames are treated in the same m
ata frames, and their content is passed to/from the next higher layer using the MCPS-DATA pr
his procedure is called the Tag Initiated Communication. A Tag can initiate communicat

faiiiion S B e R o e S S 72 MG >

hterrogator without being previously associated to the network.

nd PHY
lity. The
fructure

wireless

etworks. This process may include association procedure of wireless devices'as well as synchronization

htor and
l of MAC
e case.

ring and
bciate to
lire. One
ociation
hnner as
mitives.
ion as a

esult of any internal event or alarm and it can use multipurpose or blink frames for sending dafta to the

Nloreover, a tag may initiate a gommunication as a result of a wake on mechanism such as those described

ih clause 7.3.7.

71-4.4 1S0O 18000-7 Application Support

Ih order to suppdrtISO 18000-7 functionality, the application layer has to be separated from the MAC

jnd PHY as deseribed in this section of the document. The commands without dependencies on the MAC
nd the PHY:rémain unchanged. However, some commands and procedures dependent on the MAC/PHY

flinctionality are modified.

The fields of the original ISO 18000-7 packets are mapped as follows:

L —ISO0-18000-7 Extended-protoceoldD-ismappedinto-the ExtendedprotecoHb-field-of the-Application

header

e ISO 18000-7 Command Code and Command Arguments are mapped into the application Payload

Application header and payload fields for legacy ISO 18000-7 type of application are defined
203.
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Table 203 — Application payload format for legacy ISO 18000-7 type of application

Application Application Payload
Header
Extended proto- |Options/ Tag Tag Manufacturer |Tag Serial Num-|Command Command
colID Status ID (optional) ber (optional) Code Arguments
0x01 1/ 2 bytes 2 bytes 4 bytes 1 byte N bytes
7.4.4.1 ExtendedprotocoHb
Extend@d protocol ID is mapped into the Extended protocol ID field of the Application header.
The extgnded protocol ID field 0x01 for support of legacy ISO/IEC 18000-7 applications.
7.4.4.2 | Command Codes
The Conpmand codes and their function as a Read and/or Write command shall be as listed in Table 4,
below. Codes not identified are reserved.
Table 204 — Command codes
Command |Command name Command |Mandatory/Optional Description
code + Shb type Interrogator |Tag
Command
Code
(R/W)
0x1F / NA |Collection with Broadcast |Mandatoryy¥[Manda- |Collects all Tag IDs and Universal
Universal Data Block tory Data Block
NA / 0x15 |Sleep Point to Mandatory |Manda- |Puts tagto sleep
Point tory
NA / 0x16 |[Sleep All But Broadcast ‘Mandatory |Manda- |Puts all tags but one to sleep
tory
0x13 / User ID Point to Mandatory |Optional |Setsuser assigned ID (1 - 60 bytes)
0x93 Point
0x09 / Routing Code Peint to Mandatory |Manda- |Readsand writes routing code
0x89 point tory
0x0C / NA |Firmware Versién)~ |Point to Mandatory |Optional |[Retrieves manufacturer-defined tag]
Point firmware revision number
0xOE /NA |Model Number Point to Mandatory |Optional |Retrieves manufacturer-defined tag
Point model number
0x60 / Read/Write Memory|Point to Mandatory |Optional |Readsand writes user memory
0xEO Point
NA / 0x95C+Set Password Point to Mandatory |Optional |Setstag password (4 bytes long)
Poimt
NA / 0x97 |Set Password Pro- |Pointto Mandatory |Optional |Engages/disengages password pro-
tect Mode Point tection (see section 6.3.4)
NA/ 0x96 |Unlock Point to Mandatory |Optional |Unlocks password protected tag
Point
0x70 / NA |Read Universal Data |Point to Mandatory |Manda- |Reads the Universal Data Block
Block Point tory
0x26+0x01 |Table Create Point to Mandatory |Optional |Creates a database table
Point
0x26+0x02 |Table Add Records |Pointto Mandatory |Optional |Preparestoadd new records to the
Point specified database table
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Table 204 (continued)
Command |Command name Command |Mandatory/Optional Description
code + Sub type Interrogator |Tag
Command
Code
(R/W)
0x26+0x03 |Table Update Point to Mandatory |Optional |Preparesto modify the specified
Records Point table records
Point fields of a table record
x26+0x05 |Table Delete Record |Point to Mandatory |Optional |Deletes existing record.fronjthe
Point existing database tablé
x26+0x06 |Table Get Data Point to Mandatory |Optional |Prepares to retkrieve the spefified
Point table records
x26+0x07 |Table Get Properties |Point to Mandatory |Optional |Gets totalaumber of record$ and the
Point .
maximwm number of records the
table'¢an
hold
x26+0x08 |Table Read Frag- Point to Mandatory |Optiondl |Retrieves a block of data from a
ment Point table as initiated by the Tablg Get
Data command
x26+0x09 |Table Write Frag- Point to Mandatorys, [Optional |Writes a block of data into aftable as
ment Point initiated by the Table Add R¢cords,
Table Update Records, or Table
Update fields command
x26+0x10 |Table Query Broadcast |Mandatory |Optional [Initiates table search based pn the
or Point to specified criteria
Point
xE1 /NA |Beep ON/OFF Pointto Mandatory |Optional |Turns tag’s beeper ON or OFF
Point
x8E Delete Writeable Peint to Mandatory |Optional |Deletes all allocated writealjle data
Data Point on atag
The Command Type coldmmn indicates whether the command is broadcast or point-to-point. (nce the
fdayload is passed down the protocol stack, MAC layer will initialize addresses and frame control bits
dccordingly.
Hor commands‘requiring a Sub Command Code, the Sub Command Code field is the first byte of the
(Jommand Arguments field that follows the Command Code
71.4.4.3_ Command Arguments
Sonte commands require arguments. For those commands where arguments are defined, argunent data

shall be supplied with the command. The contents and length of any required arguments are specific to
each command.

7.4.4.3.1 Tag-to-interrogator payload format

The tag-to-interrogator message shall use one of two formats depending on the type of message being
transmitted to the Interrogator. The tag shall always respond to a command using one of the response
formats described below except in the following situations, for which the tag shall not respond:

— the command is explicitly specified as requiring no response

— receipt of a broadcast command containing an invalid command code or other error

© ISO/IEC 2014 - All rights reserved
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— the tagis in the asleep state

There are two possible response formats:

— the Broadcast response message format

— the Point-to-Point response message format

7.4.4.3.1.1 Broadcast response application payload format

The app
commar
identifid

— Tag
faul

— Compmand Code: Command code (see Table 4) received from the Interrogator

— Dat
The
rece

7.4.4.3.

This apq
to all pqd
access a

Table 206 — Tag-to-interrogdtor response application payload format (point-to-point)

*This fig

1cation payload format shown 1n Table Z05 shall be used in response to Interrogator broadcas
ds received by tags within the Interrogator’s communication range. Broadcast commands. &r
d in Table 203.

Table 205 — Broadcast response application payload format

Extended protocol ID Tag Command Code Data
Status
0x01 2 bytes 1 byte N bytes

Status: Indicates various conditions such as response format, tagtype, alarm and hardwar
L. See section 7.4.4.3.2.1, Tag Status, for more details.

h: Data returned by the tag as a response to an Interrogator’s valid broadcast command reques

ives an invalid command, no response is sent to thejinterrogator

.2 Point-to-point response application payload format

lication payload format, shown in Table 206, shall be returned to the Interrogator as a respons
int-to-point commands, which require*the Tag Manufacturer and Serial Number in order t|
particular tag. (Point-to-point commmands are identified in Table 203).

Extended protocol ID ;~{Tag Command Code Response Data*
Status

0x01 2 bytes 1 byte N bytes

1d is command\dependent; some commands may or may not need this field

— Tag
har

— Co

Status; Indicates various conditions such as response format, tag type, alarm an
ware fault.

value of N, the length of the data in bytes, is specifi¢to'the command. In the event that the talg

[

D

mand Code: Command code received from the Interrogator

— Response Data:

Data returned by the tag as a response to an Interrogator’s valid command

request. The value of N, the length of the data in bytes, is specific to the command. In the event an
error is detected, a NACK flag within the Tag Status word will be set and the Response Data will
contain an error response as described in Error codes subsection.

7.4.4.3.1.3 Error codes

In response to a point-to-point command a tag may reply with one of the errors listed in Table 207.
If multiple errors are detected in a point-to-point command, only the first error is reported. Errors
resulting from broadcast commands do not generate responses.
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O O ot

=

Error Code Description

0x01 Invalid Command Code

0x02 Invalid Command Parameter
0x03 Optional Command not Supported
0x04 Not Found

0x06 Can’t Create Object

0x08 Authorization Failure

0x09 Object is Read-Only

0x0A Operation Failed

0x3f Implementation Dependent
0x40 Stale Token

0x41 Boundary Exceeded

Table 208 — General error format

rror response data shall consist of a one-byte error code; possibly a-one-byte sub-code, depel
he kind of error; possibly one or more bytes of parameter data, alsop"depending on the error
ptional, manufacturer-defined number of additional data bytes, as'shown in Table 208. In the f
rror definition sections, the optional, manufacturer-defined data bytes are not shown.

Error Code Sub-code

Error Parameter Data

Manufacturer Data

1 byte 1 byte

N bytes

M bytes

description subsections below:

- Error Code: a value from Table 7 identifying the kind of error

— Sub-code: an optional value that further refines the nature of the error and is specific to th
error. This field is absent if the error does not define a Sub-code. Sub-codes are specified in t

— Manufacturér,Data: M bytes of data, where M is zero or greater, whose existence, field len
content aré.at the discretion of the tag manufacturer

hding on
; and an
bllowing

b kind of
he error

- Error Parameter Data: «N-bytes of data, where N is zero or greater, whose existence, length, and
content depend on themature of the error. This field is absent if the error does not defi
Parameter Data. Errorspecific Error Parameter Data and length N of this field, if any, is spd
the error description subsections below.

he Error
cified in

gth, and

hvalid comimand code error
able 209 shows the structure of this error code.
Laal 1.1 32300 L 1l - |
IdUIT 4U7 — 111vdiliu LOUIIIIIdIIU COUTC ©1 101
Error Code
0x01

This error as defined in Table 9 shall be generated when the tag receives a packet with a Command Code
and/or Sub Command Code that is not defined in this part of ISO/IEC 18000.

Invalid command parameter error

Table 210 shows the structure of this error code.
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Table 210 — Invalid command parameter error

Error Code

Sub-code Parameter Offset

0x02

1 byte 1 byte

— Sub-code: a code as shown in Table 211 that describes the error more specifically. Following values
are defined:

Table 211 — Invalid command parameter error sub-codes

Sub-cod¢ |Sub-error Name Meaning

0x01 Parameter Out of Range |The value of a parameter is not legal

0x02 Too Few Parameters There are fewer bytes in the Command Arguments field than expected
0x03 Too Many Parameters There are more bytes in the Command Arguments field than expected

Paramaeter offset:

the errof was detected.

This ernor as defined in Table 10 shall be generated when the tag receive§ a'command with invali
or malfqrmed parameters. If more than one parameter is in error, the firstinvalid parameter shall b

reportedl.

Optiondl Command Not Supported

the offset in bytes from the beginning of the Command Arguments field wher

Table 21|12 shows the structure of this error code.

This errpr shall be generated when the tag réceives an ISO optional command that is not supported o

this tag.

Table 212 — Optional Command-Not Supported error

Error Code

0x03

Not found error

Table 21|13 shows the structure df this error code.

Table 213 — Not found error

D =

—

Error Code Sub-code

0x04 1 byte
Sub-code: a code as shown in Table 214 that describes the error more specifically. Following values
are defi11ed:

Table 214 — Not found error sub-codes

Sub-code Sub-error Name Meaning
0x01 Table Does Not Exist There is no existing table for the table ID given
0x02 Record Does Not Exist There are fewer records than the record number given
0x03 Field Does Not Exist There are fewer fields than the field number given

7.4.4.3.2 Cannot create object error

Table 215 shows the structure of this error code.
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Table 215 — Can’t create object error

Error Code Sub-code
0x06 1 byte

— Sub-code: a code as shown in Table 216 that describes the error more specifically. The following

values are defined:

Table 216 — Can’t create object error sub-codes

§ub-code |Sub-error Name Meaning

0x02 Table Already Exists |The requested table ID is already in use

(ilx03 Out of Memory There is insufficient memory in the tag to create the requested table

(I,X04 Table ID Reserved tTa};)eletable ID provided is reserved, and not available for.assignment fo a

This error as shown in Table 216 shall be generated upon an unsuccessful attempt to create a database
thble.

Authorization failure error

=

able 217 shows the structure of this error code.

Table 217 — Authorization failure error

Error Code
0x08

—

his error as shown in Table 217 shall be generated upon an invalid attempt to access a tag
rotected by a password.

o T

)bject is read-only error

able 218 shows the structure of this error code.

=

Table 218 — Object is read-only error

Error Code
0x09

This error asshown in Table 218 shall be generated upon an attempt to modify some tag data ¢
rhich thetag does not allow modifying operations.

<

Operation Failed error

feature

ntity for

Tablé 219 shows the structure of this error code.

Table 219 — Operation Failed error

Error Code Sub-code
0x0A 1 byte

— Sub-code: a code as shown in Table 220 that describes the error more specifically. The following

values are defined:

© ISO/IEC 2014 - All rights reserved
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Table 221 shows the structure of this error code.

This err
for tag b
tag impl

to the tag manufacturer and applications to specify.

Stale Td

Table 22

This err
due to 3
These m
Records

Boundary exceeded error

Table 23

Table 220 — Operation Failed error sub-codes

Sub-code  |Sub-error Name Meaning

0x01 Write Failure The Memory write operation failed.
0x02 Erase Failure The Memory erase operation failed.
0x03 Memory Consistency Memory corruption has been detected
0x04 Other Failure Operation failed for other reason

porte if the command failed

wn O

to complete and no other error. b4

entation dependent error

Table 221 — Implementation dependent error

Error Code Sub-code
0x3F 1 byte

br code as shown in Table 21 shall be reserved for tag manufacturers and applications to definfe
ehaviour errors not covered by this part of ISO/IEC 18000, Extended Mode. At a minimum, thie
pmentation shall include a Sub-code field. Sub-code and.any additional fields of the error are left

ken error

shows the structure of this error code.

Table 222 ==-Stale Token error

Error Code
0x40

br as shown in Table 22 shall be generated by the tag when a submitted Request Token is invalid
n intervening modification that was made to the table for which the Request Token applies.
odifications include invocations of the following commands: Table Add Records, Table Updat]
Table Update Fields; and Table Delete Record.

[

shows the/structure of this error code.

Table 223 — Boundary exceeded error

— Sub

Error Code Sub-code
0x41 1 byte

XXX XXX XXXXXX XXX XXX XX XXX XXX XX XXX XXX XXXXXX

-code: a code as shown in Table 24 that describes the error more specifically. The following

values are defined:
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Table 224 — Boundary exceeded error sub-codes

Sub-code Sub-error Name Meaning

0x01 Table Full The table has been filled to the create-time allotment

0x02 Record Does Not Exist The record has not been added yet

0x03 Fragment Overrun The write operation completed with still more to write

0x04 Field Does Not Exist The field does not exist
ThiserrorasshowninTabte23-and-stb-code-shownintabte24-shattbegenerateduponanatiempt to
dccess a record outside of a valid boundary.

1.4.4.3.2.1 Tag status

- Mode field indicates the fopmat (response to Broadcast command or response to Pointj
command) of the response data from the tag. The list of possible values is shown in Table 2

Table 226 — Tag status field format

Mode field Mode format code (bit 15 - 12)
Broadcast Command 0000
Point to Point Command 0010

Alarm is intended as a general status bit indicating a non-command related reportable cc
If set('1’), an alarm condition has been detected by the tag. The interpretation, actions to
data and clear the alarm bit is defined by the tag vendor.

The Tag Status field shown in Table 25, included in all tag-to-interrogator messages, shall consist of the
fpllowing information:
Table 225 — Tag status field format
Bit
B 14 13 12 11 10 9 8
Acknowledige-
Mode field Alarm Reserved Egsiel\;[&de mentl = NJACK
& l0=ACK
Bit
7 6 5 4 3 2 1 0

Reserved Tag type Reserved Reserved Service bit
Note reserved fields are set to a valye'of “0”

to-Point

6.

ndition.
retrieve

base Mode Addressing, when set, specifies that base Mode addressing (manufacturer 1D

2 bytes)

and Tag ID (4 bytes) is used in application Application Header. When set, IEEE EUI-64 addressing in

Multipurpose Frame should be turned off.

Acknowledgment, when clear (‘0’), indicates that the tag has received a valid command
and all fields valid) from the Interrogator and processed the command successfully. If set
command was invalid or the tag encountered an error during the processing of the comma
that as described in section 6.2.6, the tag issues no response in the case of a CRC error.

can use this value to indicate manufacturer-defined special features.

© ISO/IEC 2014 - All rights reserved
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— Service bit when set (‘1') indicates that the tag has detected a hardware-related fault condition.
Additional information on the hardware fault condition may be retrieved with the Hardware Fault
Status UDB element.

7.4.4.4 Tagcommands

7.4.4.4.1 Collection with Universal Data Block (UDB)

The Collection with Universal Data Block command shall be used to collect Tag Manufacturer ID and
Tag Seripl Numbers with the contents of a specified UDB data block. The Tormat of the Collection wit
Universal Data Block (Collection with UDB) command shall be as shown in Table 227,

Table 227 — Collection with Universal Data Block command

Commard Code Windows size Max Packet Length UDB Type Code
0x1F 2 bytes 1 byte 1 byte

— Window Size: the number of 57,3 ms intervals to use for listening for tag responses in the collectiop
algdrithm. Encoded as an unsigned 16-bit integer, with a valid range of 1 to\512. This is a Base Mode
spegific parameter and not used in the Extended Mode mode of operation.

D

— Mayx Packet Length: an integer in the range 20 to 255 inclusive that specifies the maximum valu
thatla tag can use as the Packet Length field of it’s response. Tagsinay select a different reply packs
length as long as the length does not exceed the value of Max Packet Length. This parameter mal
be Used to tune performance or to limit RF transmission.times for compliance with regional R|
reglilatory requirements. The value 20, the size of a minimum tag response packet (the length 2
inclfide 15 bytes for response packet overhead, 1 byte'for the UDB Type Code value, 2 bytes for th
Totgl UDB Length value and 2 bytes for the Requested Offset value), indicates no bytes of the UD

shoIld be included in the tag response.

<

O b O 1]

— UDB Type Code: identifies the requested UPB type. See Table 40 for a list of defined UDB types.

[72)

The tag|shall select a random time slot based upon the Window Size and Max Packet Length valug
received. The tag shall respond with the(Cgllect with Universal Data Block broadcast response messag
as showh in Table 28.

D

D

When tHis command is received.the tag shall save all requested UDB data and ensure no change to th|
UDB datja until all data has beemnsent.

Table 228 — Collection with Universal Data Block response

Command Code UDB Type Code Total UDB Length Requested Offset UDB data
0x1F 1 byte 2 bytes 2 bytes N bytes

— UDB Typpe Code: identifies the requested UDB type.

— TotalUbBlLe
0 UL ULy IJ\'IIBLII- CIIC

— Requested Offset: the tag shall reply with the value zero for its response to a Collection with UDB
command. All Collection with UDB commands will begin at the implied offset of zero and the tag
shall respond with data beginning at the first byte of the requested UDB block and confirm this
offset value with the value 0 for the Requested Offset field.

— Universal Data Block data: an initial portion of the Universal Data Block.

7.4.4.4.1.1 Universal Data Block

The Universal Data Block contains zero, one or more data elements which are referred to as TLD (Type,
Length, Data) Elements, and are formatted as shown in Table 229. Each TLD element is identified with
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a UDB Element Type ID (see Table 30). Non-present or zero length data elements shall not be included
in the Universal Data Block. For example, if the length of the User ID is zero, no part of the User ID TLD

shall be included in the UDB.

Table 229 — TLD element format

UDB Element Type ID Length Data
1 byte 1 byte N bytes
[IDR Element Type ID N Data hytes
(see Table 30) (length of Data in bytes)
-+ UDB Element Type ID: identifies Data element, UDB Element Type IDs are defined in/Tablg 30.
+ Length: number of bytes in length of Data element.
-+ Data: the informational content of the TLD, such as a Routing Code or UserD.
The values for the UDB Element Type ID shall be as shown in Table 230
Table 230 — - UDB Element Type ID ¥alues
UDB Element Type |Description Note
ID (1 byte)
(i)XOO - 0x0A Reserved
(i)xlo Routing Code The routing code as specified within this document
(i)xll User ID User [D@s specified within this document
(I)x12 Optional Command List |A list of command codes for optional commands suppoited on
this tag
0x13 Memory Size Total and available memory on this tag
(I\x14 Table Query Size The total number of Table Query elements supported on this
tag
0x15 Table Query. Results Results for the previously executed Table Query
(I)x16 Hardwate'Fault Status |Hardware reset count, Watchdog reset count and Hardyvare
Fault bitmap (including low battery flag) to provide additional
information when the “service” bit is set in the tag Statyis word
0x17 - Ox7F Reserved These elements are reserved for future tag data elements
(i)x80 - OxFE Future extension Reserved for future use
(I!XFF Application Element Application extensions

The Routing Code UDB Element (0x10) shall be as shown in Table 231.

Table 231 — Routing Code UDB Element

UDB Element Type ID Length Data
1 byte 1 byte N bytes
0x10 N Routing code data

The User ID UDB Element (0x11) shall be as shown in Table 232.
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Table 232 — User ID UDB Element

UDB Element Type ID Length Data
1 byte 1 byte N bytes
0x11 N User ID data

The Optional Command List Element (0x12) shall be as shown in Table 233. The data returned in this

TLD element is a list of one-byte command code values for the optional commands that are implemented
on this tag.

Table 233 — Optional Command List Element

UDB Element Type ID Length Data
1 byte 1 byte N bytes
0x12 N N 1-byte command code values

The Memory Size Element (0x13) shallbe as shownin Table 234. The datareturnedinthis TLD iscompose
of three4-byte values: the total number of bytes available for Read/Write Membfy commands, the totd
number |of bytes allocated for Table database memory, and the number of bytes currently available i

the Table database memory (available memory size does not include overhiead and simply reports thie
number|of unused memory bytes).

—_—

—

Table 234 — Memory Size Element

UDB Elenent Type ID Length |Data
1 byte 1 byte 12 bytes
0x13 0x0C 4 bytes 4 bytes 4 bytes
R/W Memory TFotal Table Memory Available Table Memory

The Table Query Size Element (0x14) shall be as'shown in Table 235. The 8-bit unsigned integer value
returnedl in this TLD element represents the number of Table Query elements supported on this tag.

Table\235 — Table Query Size Element

UDB Element Type [P Length |Data
1 byte 1byte |1byte

0x14 0x01 number of Table Query elements supported

The Table Query Restlts Element (0x15) shall be as shown in Table 236. The data returned in this TL
is availaple after the successful execution of a Table Query and includes a Query Status value, the Tabl

ID for thle queried\table, the number of records matched in that table, and the index of the first matchinjg
record.

[

Talkhl 22 L Talkhl raY R lic 1 'S
1dUIC &4J9U 1dUIT YucTi _y INCTOSUILS LITCIIITIIT
UDB Element Type |Length |Data
ID
1 byte 1 byte |7 bytes
0x15 0x07 1 byte 2 bytes |2 bytes 2 bytes
Query Status|Table ID |Number of Records Index of First Matched
Matched Record

The values of the Query Status field shall be as shown in Table 237.
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Table 237 — Query Status values

Table 238 — Hardware Fault Status'Element

Query Status Value Description
0x00 The Table Query operation was successful.
0x01 The tag did not execute the query because the tag did not receive a complete
sequence of Table Query packets, or a command has been received by the tag that has
invalidated any previous query results.
0x02 The tag received a complete sequence of Table Query packets but the tag cannot com-
ply and did not execute the query (e.g. the Table ID is invalid on the tag or a Sequence
ID value greater than the maximum number supported by the tag).
x03 Partial Query Results. The Table Query operation started but has not campletled. The
Number of Records matched and Index of First Matched Record field represent partial
results of the Query.
x04-0xFF Reserved.
The Hardware Fault Status Element (0x16) shall be as shown in Table 38. The'data returned in this TLD
i composed of three 1-byte values: the lifetime count of hardware resets, the lifetime count of Watchdog
(Firmware) resets, and the Hardware Fault bitmap. The Hardware Fault.Bitmap is defined as shown in
Tlable 238.

Reserved (bits 2-7): reserved for future use.

Low Battery-Detected (bit 0): when set (‘1) indicates that the tag battery is “low.” T
meaning of “low” is implementation defined.

Memory Corruption Detected (bit 1): when set (‘1) indicates that the tag has detected a
hardware fault condition.

UDB Element Type ID Length Data
| byte 1 byte 3 bytes
x16 0x03 1 byte 1 byte 1 byte
lifetime count lifetime count Hardware Fault
of hardware resets of firmware resets Bitmap
Table 239 — Hardware Fault Bitmap
Ibit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0
teserved reserved reserved reserved reserved reserved Memory Low
Corruption |Battpry
Detected Detdcted
Where:

he exact

memory

UDB Type is a predefined collection of UDB Element Types. The Collection with UDB and Read UDB
commands include a UDB Type argument that allows an application to select one of the available
predefined collections of UDB data. All UDB Types may include additional Application Extension TLD
Elements following the required TLD Elements. The values of the UDB Type shall be as shown in Table

240.
Table 240 — UDB Types
UDB Type Description UDB Elements included for this UDB Type
0x00 Transit data Routing Code UDB element (Element Type 0x10), User ID UDB element (Element
Type 0x11) and any Application defined UDB elements.
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Table 240 (continued)

UDB Type Description UDB Elements included for this UDB Type

0x01 Capability data|Optional Command element (Element Type 0x12), Memory Size element (Ele-
ment Type 0x13) and Table Query Size element (Element Type 0x14) and any
Application defined UDB elements.

0x02 Query results |Table Query Results element (Element Type 0x15) and any Application defined
UDB elements.

0x03 Hardware Hardware Fault Status element (Element 0x16) and any Application defined UDB

Fault data elements.
The Uniyersal Data Block may optionally include one or more UDB Application Extension Blogksleac

encapsullating one or more TLDs, which are uniquely identified by the included Application ID/(se€ Tabl
241). Arly individual tag may support the extensions defined by multiple vendors (withcappropria]

licensin

D ID =

b if required).

Table 241 — UDB Application Extension Block format

Applicatjon Exten- |Application Extension Extended protocol ID Application

sion Typl ID Length TLD Element TLD Elements

1 byte 1 byte N bytes M bytes

OxFF N + M bytes TLD containing the Externded one or more Application
protocol ID Type and Extended defined TLDs
protocol ID value

Where:

— Application Extension Type ID: The Application Extension Type ID defined in Table 230. Thi
Application Extension ID identifies that all TLDs-included within this UDB Application Block arje
idertified by the included Extended protocol ID:

— Application Extension Length: The full length of UDB Application Extension Block in byte$

incl

elements.

— Ext

as described in Table 29 and eonsists of an Extended protocol ID Type, a one-byte length field an
a ddta field containing the Extended protocol ID value for the entity responsible for defining thie
follgwing Application defined TLD elements. Extended protocol ID Types are defined as in Table

242

— TLI Elements: Aseries of one or more TLDs each consisting ofa Type ID byte defined by the include
Ext¢nded protocol ID, a one-byte length field and a data field. The TLD Type IDs are defined solely b

the

[72)

~

J

hding the Extended protocol ID TED,.and the combined lengths of the included Application TL

ended protocol ID TLD Element: The Extended protocol ID TLD Element must be formatted
d

o

Application identified, and are not required to be made public. All of the included TLDs must b

formattedas described in Table 229, except that the Type ID is assigned by the manufacturer rather
thalﬁ\this part of ISO/IEC 18000 Extended Mode. All of the included TLDs must fit completely withi

Alication Blayannt T A gt b n ~na00t

the YppCatIUTT CICIIICTIC CUITS tIT Uy cCCOOTIe:

126

Table 242 — Extended protocol ID TLD Types

Extended protocol ID |Extended protocol ID TLD value
TLD Type code

0x00 Manufacturer ID - the Extended protocol ID is the 16-bit Tag
Manufacturer ID assigned by the Registration Authority as
called out in ISO/IEC 15963.
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Table 242 (continued)

Extended protocol ID |Extended protocol ID TLD value

TLD Type code

0x01 Routing Code - The Extended protocol ID is the Tag Data
Routing Code as defined in the ISO 17363 standards.

0x02 - OxFF Reserved

See Figure 3 for an example Universal Data Block of UDB Type 0x00. The example includes a

Routing

C o | 1 e LL LI 1 rn 1 A 1. P e - 1.1 1 .l e 1= da
UUC CTICIIITIIL, 4 USCI 1D CTITILICTIIU dlIU dll ﬂppllLdLlUll CALCIISIUITI DIUCK VILIT TWU dl)l}lll.dl.lull C
dlements.

Application UDB extension block

tension

total length of Application extension

0xFF = beginning of Application extension block

Figure 32 — Example Universal Data Block - UDB Type 0x00

1.4.4.4.2 Sleep

To put a tag to Sleep the command in Table 243 shall besent (written) to the tag.

Table 243 — Sleep comimand format (Write)

Command code
0x15

Upon receiving the Sleep commanddn Table 243, the tag shall enter the Sleep state. The tag
espond to this command and shall*ignore any subsequent commands until the tag is woken
he Wake Up Signal.

o =

1.4.4.4.3 Sleep all but

To put all except onetag to Sleep the command in Table 244 shall be sent (written) to the tag.

Table 244 — Sleep all but command format (Write)

Command code Tag Manufacturer ID Tag Serial Number
0x16 2 bytes 4 bytes

(o1 [ [ T [ WX /1
‘ type len data | type len data | len ‘ type len App. ID data | type len data h type” len dat: |
Routing Code TLD element User ID TLD element Application ID TLD Application TLD element 1 Application TLD elgment 2

thall not
hgain by

—+_Tag Manufacturer ID: the Tag Manufacturer ID of the tag which should remain awake follo

ing the

Sleep All But command.

— Tag Serial Number: the Tag Serial Number of the tag which should remain awake following the

Sleep All But command.

The Sleep All But command is a broadcast command used to place all tags into the sleep state, as with

the Sleep command of section 6.3.2, except for the one tag that matches the provided Tag Manu
ID and Tag Serial Number. Upon receiving this command, all tags except the one tag that mat
provided Tag Manufactures ID and Tag Serial Number shall enter “sleep” state.

The tags shall not respond to this command.
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7.4.4.4.4 Security commands

Access to tag write commands shall be guarded by a password protection mechanism that application
software can command the tag to engage or disengage (see Figure 4). If password protection is engaged,
those write commands shall be non-accessible unless the tag is unlocked; that is, they will not perform
their usual operations but rather respond with an Authorization Failure error. If the password protection
is disengaged, the commands are accessible — they behave as described in the corresponding sections

of this p

art of ISO/IEC 18000 Extended Mode without the possibility of an Authorization Failure error.

Password protection is engaged and disengaged by means of the Set Password Protect Mode command

describe

Tag Password Protection
Cleared

Locked ( byte0x00)
l secure byte=0x
—~—— A Password Protection [ —7

Enabled Unlock (password)
Unlock (password) AND AND
30 s timeout or Sleep SetPasswordProtectMode(0)

While p
state ter]
Any tim

30 seconds passes since the Jast well-formed command has been received), the tag shall return to th

locked st
of sectid
state ex

Table 24

d in section 6 34 2 Password protection is dlcpnoacnd hv default

Unlock (password)
AND
SetPasswordProtectMode(0)

Unlock (password)

AND
e SetPasswordProtectMode(1
Tag Password Protection
Unlocked Enabled
¢ (secure byte=0x01) 4
Unlock (password)
SetPassword (new password) AND

SetPasswordProtectMode(1)
Figure 33 — Tag security state machines

hssword protection is engaged, application software can command the tag to enter the unlocked
hporarily. While a tag is uplocked, the password-protected write commands shall be accessiblé.
e the tag enters the sleep state (either the tag receives a “Sleep” or “Sleep All But” command ¢

r
e
ate, in which the password-protected commands shall be non-accessible. The Unlock commanfd
n 6.3.4.3 puts thetag into the unlocked state. There is no command to put a tag into the lockefd
plicitly.

5 lists thexcommands that are affected by password protection.

Table 245 — Write commands affected by password protection

Command code |Command name Description
0x93 User ID Sets user assigned ID (1 - 60 bytes)
0x89 Routing Code Writes routing code
0xEO Write Memory Writes user memory
0x95* Set Password* Sets tag password (4 bytes long)
0x97* Set Password Protect Engages/disengages password protection
Mode*
0x26 Table Create Creates a database table
0x26 Table Add Records Prepares to add new records to the specified database table
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Table 245 (continued)

Command code |Command name Description

0x26 Table Update Records Prepares to modify the specified table records

0x26 Table Update Fields Prepares to update the specified fields of a table record

0x26 Table Delete Record Deletes existing record from the existing database table

0x26 Table Write Fragment Writes a block of data into a table as initiated by the Table Add
Records, Table Update Records, or Table Update fields command

0x8E Delete Writeable Data Deletes all allocated writeable data on a tag,

Y These commands behave as though password protection were engaged permanently.

1.4.4.4.4.1 Security — Set Password

To set the password of a tag, the command in Table 246 shall be sent (written) tojthe tag.

Table 246 — Set Password command format (write)

Command code Password
0x95 4 bytes
-+ Password: a four byte binary value, which shallagtas the password for subsequentjsecurity

commands.

—]

o the Set Password command the tag shall respondiwith a point-to-point response message
data, unless an error is encountered) as shown in Zable 247.

Table 247 — Set Password command format (write response)

Command code
0x95

This command sets the tag’s password. This command requires tag to be first unlocked with th
dommand of section 6.3.4.3 before the command can be accessed. The initial value of the tag’s p
5 OxXFFFFFFFF.

—n

The possible error responses shall be as shown in Table 248.

Table 248 — Set Password command errors

(and no

e Unlock
hssword

Error Code- |Error Name Reason
hx02 Invalid Command Parameter |Password parameter is missing or the wrong length
(ilx08 Authorization Failure Unlock command not invoked prior to invocation of this cgmmand

7.4.4.4.4.2 Security — Set Password Protect Mode

To set a tag’s Password Protect Mode the command in Table 249 shall be sent (written) to the tag.

Table 249 — Set Password Protect Mode command format (write)

Command code Secure
0x97 1 byte
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— Secure: a flag that specifies whether password protection shall be engaged or disengaged. The
value 0x01 shall cause password protection to be engaged, the value 0x00 shall cause password
protection to be disengaged.

To the Set Password Protect Mode command the tag shall respond with a point-to-point response
message (and no data, unless an error is encountered) as shown in Table 250.

Table 250 — Set password Protect Mode command format (write response)

Command code

0x97

This cothmand engages or disengages password protection in the tag. To access this command, the talg
shall firgt be unlocked with the Unlock command of section 6.3.4.3 regardless of the state.of'the tagls
passwotld protection.

The possible error responses shall be as shown in Table 251.

Table 251 — Set Password Protect Mode command errors

Error Cdde |Error Name Reason
0x02 Invalid Command Parameter |Secure parameter is missing or the wrong length
0x08 Authorization Failure Unlock command not invokédyprior to invocation of this command

7.4.4.4.4.3 Security — Unlock

To unlodk a tag the command in Table 252 shall be sent (#ritten) to the tag.

Table 252 — Unlock command format (write)

Command code Password
0x96 4 bytes

— Paspword: a four-byte binary value that was previously defined as the password via the Sqt
Pasgword command.

To the Unlock command the tag shall respond (write response) as shown in Table 253.

Table 253 — Unlock command format (write response)

Command code
0x96

This cothmand unlocks the tag. If the supplied password matches tag’s password, the tag shall permit
the exequtien of all commands ordinarily non-accessible because of password protection. The tag shall
remain in the unlocked state until it receives the Sleep command, Sleep All But command, or 30 seconds
has elapsed since the tag received a command.

The possible error responses shall be as shown in Table 254.

Table 254 — Unlock command errors

Error Code Error Name Reason
0x02 Invalid Command Parameter Password parameter is missing or the wrong length
0x08 Authorization Failure Incorrect password supplied
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7.4.4.4.5 Transitinformation commands

7.4.4.4.5.1 UserlID

To retrieve a tag’s User ID the command in Table 255 shall be sent to the tag.

Table 255 — User ID command format (read)

Command code
0x13

—

0 the User ID read command the tag shall respond with a point-to-point response meéssdge with
dommand code and data as shown in Table 256.

Table 256 — User ID command format (read response)

Command code User ID Length User ID
0x13 1 byte N bytes

— User ID Length: the length in bytes of the User ID being returned, where N is between () and 60
inclusive.

- UserID: contents of the User ID on the tag.

To set a tag’s User ID the command in Table 257 shall be'sent to the tag.

Table 257 — User ID.command format (write)

Command code

User ID-Length

User ID

0x93

1 byte

N bytes

- User ID Length: the length, N, in"bytes, of the User ID, where N is between 0 and 60 inclusi

ve.

— User ID: the contents of the Usér ID

—]

o the User ID write commiand the tag shall respond with a point-to-point response messdge with
ommand code (and no data; unless an error is encountered) as shown in Table 258.

Q

Table 258 — User ID command format (write response)

Command code
0x93

The User ID is a user-readable and writeable memory whose meaning and size (up to 60 byteg) is user
defined. The User ID format and content shall follow the requirements of unique identifiers ag defined
in ISO/IEC 15459-3, Moreover, organisations wishing to allocate unique userids shall do so a¢cording
to the rules defined by the accredited issuing agency. Issuing Agencies shall apply to the Registration
Authority for registration according to 15459-2:

http://www.iso.org/iso/home/standards_development/
list_of_iso_technical_committees/maintenance_agencies.htm

This command sets and gets the size and contents of the User ID. In addition to this command, the
Collection with UDB and Read Universal Data Block commands also retrieve the User ID, except that
when the User ID Length parameter is set to zero, the UDB message will not contain the User ID. The
default length of the User ID is zero.

The possible error responses shall be as shown in Table 259.
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Table 259 — User ID command errors

Error |Error Name Reason
Code
0x02 Invalid Command |The length of the User ID parameter does not agree with the User ID Length
Parameter parameter, or the wrong number of parameter bytes was given, or the User ID
Length parameter is greater than the maximum, 60
0x08 Authorization Write command was attempted with password protection engaged and tag in the
Failure locked state

0x0A |Operation Failed |Tag data corrupted, or internal failure on write of User ID on tag

7.4.4.4.5.2 Routing Code

To retrig¢ve a tag’s Routing Code the command in Table 260 shall be sent to the tag.

Table 260 — Routing Code command format (read)

Command code
0x09

To the Routing Code read command the tag shall respond with a point-te~point response message with
commarnd code and data as shown in Table 261.

Table 261 — Routing Code command forinat (read response)

Command code Routing Code Length Routing Code
0x09 1 byte N bytes

— Routing Code Length: the length in bytes\'of the Routing Code being returned, where N is
betyeen 0 bytes and 50 bytes inclusive.

— Routing Code:  contents of the Routinig Code on the tag.

To set a fag’s Routing Code the command in Table 262 shall be sent to the tag.

Table 262~ Routing Code command format (write)

Command code Routing Code Length Routing Code
0x89 1 byte N bytes

— Routing Code Length: the length, N, in bytes, of the Routing Code, where N is between 0 and 50
inclyisive

— Routing Code: the data to be written to Routing Code on the tag

To the Routing Code write commandthe f:lg shall r'pcpnnﬂ with a noint-to-noint responsemessage Wit

o r r
command code (and no data, unless an error is encountered) as shown in Table 263.

Table 263 — Routing Code command format (write response)

Command code
0x89

The Routing Code is a user-readable and writable memory whose purpose and size (up to 50 bytes)
is user defined. The Routing Code should be used as defined in the ISO 17363 standard. Note that the
Routing Code is part of the tag’s response to the Collection with UDB and Read Universal Data Block
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commands, except that when the Routing Code Length parameter is set to zero, the UDB message will
not contain the Routing Code. The default length of the Routing Code is zero.

T

he possible error responses shall be as shown in Table 264.

Table 264 — Routing Code command errors

Error Error Name Reason
Code

@AGZ Illleid CUlllllldllL‘l Ruu'tiug CUdC Lt:llgi,;l PdldIIICLT] ib 51 EdLCT Llldll SG (llld)&illlulll lt:ug Lll P
Parameter ted), or the length of the Routing Code parameter does not agree with\the Rout-

ing Code Length parameter, or the wrong number of parameter bytes w.

rmit-

s given

Failure locked state

x08 Authorization Write command was attempted with password protection engagedand tag in the

x0A Operation Failed |Tag data corrupted, or internal failure on write of User ID orr'tag

/

— 3

o

hformation about a tag.

dommand code and data as shown.in(Table 266.

4.4.4.6 Manufacturing Information Commands

he following two commands enable the tag manufacturer to provide manufacturer-defined, im

4.4.4.6.1 Firmware Version

o retrieve a tag’s Firmware Version the command in Tablé 265 shall be sent to the tag.

Table 265 — Firmware Version command format(read)

Command code
0x0C

o the Firmware version command the tag shall respond with a point-to-point response mess

Table 266 —Firmware Version command format (read response)

Coemmand code Firmware version
0x0C 4 bytes

- Firmware Vetsion: tag firmware version from the tag, a manufacturer defined immutablg

he Firmwage\Version indicates the tag firmware version.

4.4.4.6.2 Model Number

To téetrieve a tag’s Model Number the command in Table 267 shall be sent to the tag.

mutable

hge with

value.

Table 267 — Model number command format (read)

Command code
0x0E

To the Model Number command the tag shall respond with a point-to-point response message with

C

ommand code and data as shown in Table 268.
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Table 268 — Model Number command format (read response)

Command code Model number
0x0E 2 bytes

Model number: tag model number from the tag, a manufacturer defined immutable value.

The Model Number indicates the tag model number.

7.4.4.4.F

A tag m
the user]
concept
with ev¢
accesse(

7.4.4.4.7

To write

A 1
NMCCIHIUTY COIIIIIdIIUS

hy provide one or more bytes of user-readable and writable random-access memory in(whic
can store and retrieve user-defined data. This memory is independent of all other data storag
b (such as User ID and tables) defined in this part of ISO/IEC 18000-7 Extended Modg, Associate
bry byte of memory is an unsigned integer address, through which that memory\byte can b
|. For B bytes of memory the addresses 0 through B-1 access the full range of memory.

/.1 Write Memory

memory the command in Table 269 shall be sent (written) to the tag,

Table 269 — Write Memory command format (write)

[CEE*"NCE=

Commard Code Number of Bytes StartAddress Data
0xEOQ 1 byte 3 bytes N bytes
— Number of Bytes: N, the number of bytes to write, inthe range 1 to 237 inclusive. The number ¢f

bytd
the
field

— Stai
mar

— Dat

To the
commar

e The

s of data in a Write Memory command messagé\must be no greater than 255 - 18 = 237 (18 i
combined length of the command packet header, the number of bytes field, the start addreg
and the CRC bytes).

't Address: the memory address of, the first memory byte to write, in the range 0 to th|
ufacturer-defined maximum address

a: the memory contents to write

Vrite Memory command (the tag shall respond with a point-to-point response message wit
d code (and no data, unless an error is encountered) as shown in Table 270.

Table 270°— Write Memory command format (write response)

Command Code
0xEO0

Write' Memory command stores the given data into the user random-access memory for latg

retr

wn wn

[}

—

iéval with the Read Memory command of the next section.

The possible error responses shall be as shown in Table 271.

Table 271 — Write Memory command errors

Error |Error Name Reason
Code
0x02 Invalid Command |length of the Data parameter does not agree with the Number of Bytes param-
Parameter eter, or the wrong number of parameter bytes was given, or the Number of Bytes
parameter is outside its legal range, or the Start Address plus Number of Bytes
extends beyond the maximum address
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Table 271 (continued)
Error |Error Name Reason
Code
0x08 Authorization Write command was attempted with password protection engaged and tag in the
Failure locked state
0x0A |Operation Failed |Tag data corrupted, or internal failure on write of memory on tag

7.4.4.4.7.2 Read Memory

'Ilo read memory the command in Table 272 shall be sent to the tag.

Table 272 — Read Memory command format (read)

Command Code Number of Bytes to Read Start Address
0x60 1 byte 3 bytes

- Number of Bytes to Read: the number of bytes to read, in the rangeto 239 inclusive. The
of bytes of data in a Read Memory command message must be no/gxeater than 255 - 16 =2
the combined length of the response packet header, the numbef-of bytes field and the CRC ]

— Start Address: the memory address of the first memorybyte to read, in the range
manufacturer-defined maximum address

|

0 the Read Memory command, the tag shall respond:with a point-to-point response mess:
dommand code, parameter, and data as shown in Table.273.

Table 273 — Read Memory,command format (read response)

Command Code Number of Bytes Actually Read Data
0x60 Lbyte N bytes

— Number of Bytes Actually Read: N, the number of bytes of data returned in the respons
always agrees with Number ofBytes to Read

— Data: the memory contents read from tag memory

The Read Memory~command retrieves from the user random-access memory the reques
previously written-with the Write Memory command of the previous section.

—

he possible errorresponses shall be as shown in Table 274.

Table 274 — Read Memory command errors

number
B9 (16 is
pytes).

D to the

1ge with

e, which

ted data

Read extends beyond the maximum address

Error Error Name Reason
[ode
x02 Invalid Command [The wrong number of parameter bytes was given, or the Number of Bytes to Read
Parameter parameter is outside its valid range, or the Start Address plus Number of Bytes to

0x0A Operation Failed |Tag data corrupted, or internal failure on read of memory on tag

7.4.4.4.8 Delete Writeable Data

To delete all allocated writeable data on a tag, the command in Table 275 shall be sent to the tag. Data

that is permanent on the tag and that is marked non-writeable is left untouched.
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Table 275 — Delete Writeable Data

Command code
0x8E

To the Delete Writeable Data command the tag shall respond with a point-to-point response message
with command code (and no data, unless an error is encountered) as shown in Table 276.

Table 276 — Delete Writeable Data (response)

Command code
0x8E

This command restores all user-writeable memory to factory defaults. In particular, the following
operatidns are performed:

— Thellength of the User ID is reset to zero.

— Thellength of the Routing Code is reset to zero.

— All giser database tables are deleted.

— The|password shall be reset to OxFFFFFFFF (initial value).

— Password Protect Mode is reset to disabled mode.

— Any|existing database table tokens shall be invalidated.

— The|Table Query Results table (Table 0x0000) shall be'cleared.

The possible error responses shall be as shown in Table 277.

Table 277 — Delete Writeable Data command errors

Error Cdde |Error Name Reason

0x08 Authorization Fail- |Command was attempted with password protection engaged and tag in the
ure locked state

0x0A Operation Failed Internal failure on deleting data on tag

7.4.4.4.9 Read UniversalPata Block

The Read Universal Data Block command is used to read the Universal Data Block (UDB). The UDB ca
become |large enough'to require multiple Read Universal Data Block commands to retrieve the entir
UDB. THe Offsetiinto UDB field allows an interrogator to retrieve a specific portion of the complet
Universal Data-Block. To read the Universal Data Block the Read UDB command in Table 278 shall b
sent to the-tag.

D ® D =

Table 278 — Read UDB

Command Code UDB Type Code Offset into UDB Max Packet Length
0x70 1 byte 2 byte 1 byte

— UDB Type Code: identifies the requested UDB type.

— Offsetinto UDB: used by the interrogator to identify a starting offset into the specified UDB. In order
to retrieve longer Universal Data Blocks, the interrogator will use multiple Read UDB commands
and advance the offset value appropriately after each successfully received tag response
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— Max Packet Length: an integer in the range 21 to 255 inclusive that specifies the maximum value
that a tag can use as the Packet Length field in its response. The value 21 includes the 15 bytes of
response packet wrapper, one byte of UDB Type Code, two bytes of Total UDB Length value, 2 bytes
for the Requested Offset value and at least one byte of UDB data.

To the Read Universal Data Block command, the tag shall respond with a point-to-point response message
with command code, parameters, and data as shown in Table 279.

Table 279 — Read UDB Response

Llommand Code
x70

UDB Type Code
1 byte

Total UDB Length
2 bytes

Universal Data'Block

N bytes

Requested Offset
2 bytes

UDB Type Code: identifies the requested UDB type.
Total UDB Length: the total length, in bytes, of UDB data on the tag for the,seélected UDB Tlype.
Requested Offset: the value provided in the Interrogator’s command message.

Universal Data Block: a portion of the Universal Data Block.

o read the entire UDB, an Interrogator will begin with Offset into\UPB set to 0 and Max Packe
et to the largest acceptable packet size. Tags may select a smaller*packet size than the length {
y Maximum Packet Length but may not exceed that value. After successfully receiving the initia
f the UDB, the Interrogator may continue by advancingthe/Offset into UDB value to the nex

t Length
pecified
portion
F unread

ata byte position and sending a second Read UDB command. The interrogator may continue tofread the

ntire UDB but that it does not have to read the entire.UDB.

QO 0O o

n Interrogator is not required to retrieve the entire UDB. In addition, the Interrogator is not rgstricted

b send Read UDB commands with any ordered:sequence of Offset into UDB values to the tag.

sl

=]

he possible error responses shall be as shewn in Table 280.

Table 280 — Read UDB command errors

Error Error Name Reason

Lode
x02

cified
heters

Invalid Command
Parameter

The Offset into UDB parameter is greater than the total length of the spe
UDB, or Max Packet Length is less than 21, or the wrong number of parafy
bytes was given.

1.4.4.4.10 Database table commands

ware to
atabase
number

he Database Table commands provide basic database functionality, allowing application soff
reate ene'or more tables of varying schemas, perform table updates, and query a table. The Il
able cOmmands provide no mechanism for performing table joins. The schema and maximum

T
q
T
df tecords of a Database Table is fixed at table creation time.

A table schema consists of a list of field (column) widths, in bytes. Fields are numbered (indexed)
sequentially, left to right, starting at 0 for the first field. Every field in a table is untyped; that is, all field
value comparisons are performed on a byte-for-byte basis, with equality being established between two
fields if all bytes in each field match. One field is considered “less than” a second field if for some byte
position p in the two fields, all bytes in the byte range 0 to p-1 are equal in the two fields, and byte p of the
first field is less than byte p of the second field. In other words, a straight multi-byte value comparison
is performed with the first byte being the most significant and the last byte being the least significant.

Table records (rows) are indexed starting at O for the first record. The record number (the record index)
does not maintain a fixed relationship with a record. When a record is deleted, any remaining records in
the database table are re-numbered and may be different than the record order prior to the Table Delete
Record command.
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Associated with a database table is a table ID, an immutable 2-byte value thatis assigned at table creation

time wh

ich uniquely identifies a table among all other tables in the tag.

The database tables can be divided into the following types by Table ID, as shown in Table 281.

Table 281 — Table ID space definitions

Table ID
Extende

Table ID|
region, t
have spd
interfac

Table ID|
and enh
commar
Manufag
to make
“Collect
Univers
Manufag

Read an

Certain
for the t
asingle
Records

ID, recofq
receipt

Table ID range Table Type

0x0000 - Ox7FFF ISO defined

0x8000 - OxBFFF Solution

0xC000 - OXFFFF Manufacturer / Vendor

[=]

s in the “ISO Defined” range are reserved for future inclusion in this part of ISO/IEC 1800
d Mode. Table ID 0x0000 is reserved for the Query Results table.

5 in the “Solution” range are reserved for special features, functions and enhan¢ements. In this
he database tables are read and written with standard database commands, but the tables m

cial functions and can have side effects. Table IDs within the Solution ratige must have publishe
s, and Table ID numbers shall be defined and assigned by the entity that owns the routing codg¢.

5 in the “Manufacturer/Vendor” range are reserved for vendor proptietary extensions, features
ancements. In this region, the database tables are read and written with standard databas|
ds, but the tables my have special functionality and can have side effects. Table IDs within t
turer/Vendor range are available for use solely at the vendor’s discretion, with no requirements
public the purpose or use of the interfaces within this. Table ID space. Data collected from
with UDB” command contains data from both the ‘Manufacturers Data Block (MDB) and t
| Data Block (UDB). The MDB data shall be stored’in database tables within the range of t
turer/Vendor Table ID space.

d Write Tokens

fable read and write commands produce a data element called a “token”. Tokens provide a wa
hg implementation to abstract sequéntial data access to data sets larger than may be passed i
message, and do some amount of error detection and recovery. The write commands (Table Ad
Table Update Records, and Table Update Fields) declare a start location in logical terms (table
d #, field #) and a count. The:réad command, Table Get Data, declares only a start location. Upo
bf one of these commands-the tag generates a token value and returns it to the interrogato

T <

by inspecting the token value the tag shall be able to dlfferentlate the next command in the series

ently, the token is passed in a Table Read Fragment or Table Write Fragment command froy

D D —~+ =2 =2

ing

from the most recently received command in that series. For example, if an interrogator sends the
tag a command to read or write a fragment of data, receives no response from the tag, and then
sends the same command again with the intention of reading or writing the same fragment, the tag
shall identify it as a retry attempt (by means of the token). See Special Database Retry Situations
section below.

5. Inresponse to the last command of the series, as determined by the limits imposed by the Table Add
Records, Table Update Records, Table Update Fields, or Table Get Data command that preceded the
series, the tag shall return a single-byte token whose value is specifically 0x00. That special value

info

138

rms the interrogator that the tag considers the series to be complete.
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6. A tag shall support the existence of multiple, independent “read tokens,” and may support the
existence of multiple, independent write tokens. A tag shall support a minimum of two independent

read tokens.

A “read token” is a token generated by an invocation of the Table Get Data command a

nd used

subsequently in invocations of the Table Read Fragment command. A “write token” is a token generated

by an invocation of one of the table write commands and used subsequently in invocations of t

he Table

Write Fragment command. The table write commands are Table Add Records, Table Update Records, and
Table Update Record F1elds Supportlng multlple mdependent read tokens means that an invocation of

usmg another token even 1f the two tokens are assoc1ated w1th the same table Supporting.

independent write tokens means that an invocation of a Table Write command (Table Add Recer
Update Records, and Table Update Fields) with one token shall not affect the operation of'any ot}
Write command with another token, provided that the two tokens are associated with\differer
However, invoking a table write command on a table will invalidate all read and write'tokens as
with that table.

The high-order 4 bits of the first byte of the token indicates the length of the'token, not including]
Byte, so zero indicates a token length of 1 byte (see Table Write Fragmeft). The Token value o
(x00 is reserved, and indicates an end-of-iteration condition. The structure of a Token field i
helow in Table 282:

Table 282 — Token structure

mands

ultiple,
s, Table
er Table
t tables.
sociated

the first
[ exactly
s shown

IN: Token Length Token Ddta

IN value in bits 7-4 [Value of N = 0 - 15] 4 low-order bits of Token Length byte, then N byte

5

able commands are categorized as being eith&r~a read command or a write command. T
ommands include Table Get Data, Table Get Properties, Table Query, and Table Read Fragmel
he table write commands include Table Create, Table Add Records, Table Update Records, Tablg
ields, Table Delete Record, and Table Write Fragment. For all table write commands, the ap]
/ill have to rewrite the data on the tag for any error occurs during the table write command of

< ook o =

pecial Database Retry Situations

he read
t, while
e Update
blication
eration.

or the commands Table Add\Records, Table Delete Records, Table Read Fragment, and Tablle Write

ragment special error handling is necessary if the interrogator does not receive the respor
successful completion(of the command and, therefore, must do a retry of the command. A
the command shall bé shall an identical copy of the initial invoked command packet, explicit

se from
retry of
ly using

the same Session ID;Command Code, Sub Command Code, Sequence ID or Request Token, Table ID (if

sed), and Data-(ifused) as the original. The tag shall determine if a command request is a

acket. If the-tag identifies a request to be a retry of the previous executed and successful

retry of

atabase

the previously, successful database command by comparing it to the previously received cimmand

mmandthen the tag SHALL resend the same response from the previous successful comma
tp command descriptions for Table Add Records, Table Delete Records, Table Read Fragment, a
rite Fragment for additional details. Note that other database commands also may incur retry

d. Refer
nd Table
Fequests

nd-retries should be supported.

7.4.4.4.10.1 Table Create

When invoking Table Create the command in Table 283 shall be sent to the tag.

Table 283 — Table Create

Code Code of Records

Command Sub Command |Table ID Maximum Number |Number of Fields Length of Each Field

0x26 0x01 2 bytes 2 bytes 1 byte N bytes
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Where:

— Table ID indicates the identifier to be assigned to the table. Valid ID range is 0x0001 to OxFFFF.
Table ID 0x0000 is reserved for the Query Results Table.

— Maximum Number of Records indicates how many records may ultimately exist in the table in
total. Valid range is from 0x0001 to OxFFFF. The remaining amount of unallocated table memory on
the tag may additionally limit the valid range.

— Number of Fields the number of the fields, N, per record. Its valid range is 1 to 32

— Lenjgth of Each Field is a byte array of length N bytes. Each one-byte element of the byte arraly
indicates the size of a field. The first element of the byte array specifies the length of the firstyfield
(index 0), the second element specifies the length of the second field (index 1), and so forth. Th
length of a field shall lie within the range 1 to 255 inclusive.

To the Table Create command the tag shall respond with a point-to-point response.message with
command code (and no data, unless an error is encountered) as shown in Table 284.

This command creates a database table with a defined maximumnwmber of records, the record form4t
consistihg of a specified number of fields each having a specifiedlength. Initially after creation, the table

has no records.

The possible error responses shall be as shown in Table:285.

Note If the tag identifies a request of this command o be a retry of the previous command that was execute]
successfilly the tag SHALL NOT execute the request and instead, SHALL resend the same response from th
previous|successful command.

D

Table 284 — Table Create response

Command Code
0x26

o Q.

Table 285 +~ Table Create command errors

Error |Error Name
Code

Reason

0x02 :Evalid Com-

A parameteris missing, or the Number of Fields parameter is outside its valid range, or

0x06

(I)bject

and Param- |the length of the Length of Field array does not match Number of Fields, or one or more
gter of the Eength of Field elements is zero, or the wrong number of parameter bytes was
given.
The Table ID is already assigned to an existing table and this is not a retry command, o]
the tag does not have sufficient memory, or the Table ID is 0x0000. The following sub-
codes define the kind of error:
an’'t Greate

0x02 Object already exists

0x03 Qutof Mpmnry

0x04 Reserved

0x08 |Authorization
Failure

Command was attempted with password protection engaged and tag in the locked state

0x0A |Operation
Failed

Database is corrupted, or unable to create table regardless of valid command param-
eters or available memory

7.4.4.4.10.2 Table Add Records

When invoking Table Add Records the command in Table 286 shall be sent to the tag.

140
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Table 286 — Table Add Records

014(E)

Command Code Sub Command Code |Table ID Sequence ID Number of Records
0x26 0x02 2 bytes 1 byte 2 bytes
Where:

— Table ID indicates the identifier assigned to the table.

— Sequence ID is used to identify unique transactions. For each invocation of this command, the

retry the Table Add Record command using the same Sequence ID as the unsuccessfulatte
tag shall verify the Sequence ID is different from the value provided with the last\sticcess
Add Record command, only then is the table record added.

+ Number of Records indicates the total number of records to add to the.table. Valid rang
the Maximum Number of Records set at the time of table creation minus the number of]
previously added to the table.

—]

dommand code and data as shown in Table 287.

Table 287 — Table AddReéecords

Command Code Token
0x26 N bytes

— Token indicates a value used to iteratively, write data to the added records. The Token
exactly 0x00 is reserved, and indicates awend-of-iteration condition. The structure of a To
is shown above in Table 82:

interrogator shall supply a different value for Sequence ID. If the interrogator receives no reply from
an invocation of the command (due to a communication error, for example) the interrogall;or shall

pt. The

Ful Table

eis 1to
records

0 the Table Add Records command the tag shall respond with a pointto-point response message with

value of
ken field

This command instructs the tag to piepare to add the specified number of records to the Tgble. The
record contents are written to the\table with a sequence of Table Write Fragment commands. This
gommand invalidates any existing/tokens for this Table ID. This command also invalidates ahy Table
Query results present in Tablé:0x0000.
NOTE If the tag identifiesarequest of this command to be aretry of the previous command that wasjexecuted
spccessfully the tag SHALL'NOT execute the request and instead, SHALL resend the same response [from the
previous successful command.
The possible errorresponses shall be as shown in Table 288.
Table 288 — Table Add Records command errors
Error Error Name Reason
[ode
x02 Invalid Command Number of Records 1Is zero, or the wrong number of parameter bytes was
Parameter given, or the Sequence ID is the same value used with the previous same com-
mand.
0x04 Not Found There is no database table associated with the specified table ID
0x08 Authorization Failure | Command was attempted with password protection engaged and tag in the
locked state
0x09 Object is Read-Only |Table ID is 0x0000, which specifies the read-only query results table
0x41 Boundary Exceeded |The table is too full to accept an additional Number of Records new records
© ISO/IEC 2014 - All rights reserved 141


https://standardsiso.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

7.4.4.4.10.3 Table Update Records

When invoking Table Update Records the command in Table 289 shall be sent to the tag.

Table 289 — Table Update Records

Command Code |Sub Command Table ID Starting Record Number Number of Records
Code

0x26 0x03 2 bytes 2 bytes 2 bytes

Where:

— Tabfle ID indicates the identifier assigned to the table.

— Starting Record Number indicates the first record to begin updating. Valid range is O up.to (Numbe
of Records in the Table - 1).

— Number of Records indicates the total number of records that will be updated, Valid range is 1 up
to (Number of Records in the Table - Starting Record Number).

To the Table Update Records command the tag shall respond with a point-to-point response message
with cotnmand code and data as shown in Table 290.

— Tok
exa
is sh

This cofnmand instructs the tag to prepare.to update the specified table records. The new recor

contents
invalidal
present

The pos

—

Table 290 — Table Update Records response

Command Code Token
0x26 N bytes

bn indicates a value used to iteratively write data to the updated records. The Token value
tly 0x00 is reserved, and indicates an end-ofsiteration condition. The structure of a Token fiel
own in Table 82.

= .

[eFpen

are written to the table with a sequence of Table Write Fragment commands. This comman
Les any existing tokens for this Table ID. This command also invalidates any Table Query result
n Table 0x0000.

[72)

bible error responses shall-be as shown in Table 291.

Table 291 — Table Update Records command errors

Error Error Name Reason

Code

0x02 Invalid\Command Number of Records is zero, or the wrong number of parameter bytes wag

Parameter given

0x04 Not Found There is no database table associated with the specified table ID

0x08 Authorization Failure Command was attempted with password protection engaged and tag in
the locked state

0x09 Object is Read-Only Table ID is 0x0000, which specifies the read-only query results table

0x41 Boundary Exceeded Starting Record Numbe.r plus Number of Records extends beyond the
total number of records in the table

7.4.4.4.10.4 Table Update Fields

When invoking Table Update Fields the command in Table 292 shall be sent to the tag.

142

© ISO/IEC 2014 - All rights reserved


https://standardsiso.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2

Table 292 — Table Update Fields

014(E)

Command Code |Sub Command Code|Table ID Record Number |Starting Field Number of Fields
Number

0x26 0x04 2 bytes 2 bytes 1 byte 1 byte

Where:

— Table ID indicates the identifier assigned to the table.

Table - 1).

4 Starting Field Number indicates the first field to begin updating. Valid range\is"from
(Number of Fields in the Table - 1).

—+ Number of Fields indicates the total number of fields in the specified record’that will be {
Valid range is 1 up to (Number of Fields in the Table - Starting Field Number).

This command instructs the tag to prepare to update the specified fields of a table record.
fleld contents are written with a sequence of Table Write Fragment cdmimands. This command
modify fields within a single record, which is provided as the Record Number. This command iny
any existing tokens for this Table ID. This command also invalidates any Table Query results pi
Table 0x0000.

To the Table Update Fields command the tag shall respond with a point-to-point response
with command code and data as shown in Table 293.

Table 293 — Table Update Fields

Command Code Token

0x26 N bytes

- Token indicates a value used to(teratively write data to the updated records. The Token
exactly 0x00 is reserved, and indicates an end-of-iteration condition. The structure of a To
is shown in Table 82.

—

he possible error responses shall be as shown in Table 294.

Table 294 — Table Update Fields command errors

+ Record Number indicates the record to update. Valid range is 0 up to (Number of Recordls in the

0 up to

ipdated.

he new
can only
ralidates
esentin

message

value of
ken field

Error |Error Name Reason
ode
x02 |Invalid Command |Number of Fields is zero, or the wrong number of parameter bytes was giyen
Parameter
Ox0%4\ Not Found There is no database table associated with the specified table ID
lll a0 Asatla H 43 Fal | £4 o AN | £ 43 pa d & 3 £
UAUO AULnuI1Zativll GUIIIIIa1iiua vwas dLLClll}JLCu VVIUIT lJan vwuUl'u lJl ULlCLlivIl c115a5cu alltu LQS IIT Llle
Failure locked state

0x09 |Objectis Read-Only |Table ID is 0x0000, which specifies the read-only query results table

Record Number is greater than or equal to the total number of records in
0x41 |Boundary Exceeded [table, or Number of Fields plus Starting Field Number extends beyond the
of fields in the table

the
number

7.4.4.4.10.5 Table Delete Record

When invoking Table Delete Record the command in Table 295 shall be sent to the tag.
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Table 295 — Table Delete Record

Command Code Sub Command Code | Table ID Sequence ID Record Number
0x26 0x05 2 bytes 1 byte 2 bytes
Where:

— Table ID indicates the identifier assigned to the table.

— Sequence ID is used to identify unique transactions. For each invocation of this command, the

inte]
an i
retr
The
Tab

— Re(

To the T
commal

rrogator shall supply a different value for Sequence ID. If the interrogator receives no reply fron
hvocation of the command (due to a communication error, for example) the interrogator'sha
y the Table Delete Record command using the same Sequence ID as the unsuccessful attemp
tag shall verify the Sequence ID is different from the value provided with the last’successfy
e Delete Record command, only then is the table record deleted.

ord Number indicates the index number of the record to delete

hble Delete Record command the tag shall respond with a point-to-point response message wit
d code (and no data, unless an error is encountered) as shown in Table'296.

Table 296 — Table Delete Record

Command Code
0x26

This commmand instructs the tagto delete a single record from the Table, renumbering the record numbe

of the re
(zero). H
undefin

This con
new tab
commal

This con
The pos

If the ta

maining records in such a way as to keep the record numbers contiguous starting with 0x000
ollowing execution of Table Delete Record, the order of the remaining records in the table i
bd, and may be different than the record ordetprior to the Table Delete Record command.

hmand invalidates any existing tokens.foy this Table ID. To read or write data to the database,
e write command (Table Add Records, Table Update Records, Table Update Fields) or table rea
d (Table Get Data) shall be issued-

hmand also invalidates any Table Query results present in Table 0x0000.
bible error responses shall be as shown in Table 228.

b identifies a request(ofithis command to be a retry of the previous command that was execute

successfully the tag SHALLNOT execute the request and instead, SHALL resend the same response froy

the prey

ious successful-command.

Table 297 — Table Delete Record command errors

n
1
[.
1

n O wn

=0

=3

Error Error-Name Reason

Code

0x02 imvatid-Commmand Thewrong ummber of parameter bytes was giver or the Sequernce 1D 15 the

Parameter same value used with the previous same command.

0x04 Not Found There is no database table associated with the specified table ID

0x08 Authorization Failure |Command was attempted with password protection engaged and tag in the
locked state

0x09 Object is Read-Only Table ID is 0x0000, which specifies the read-only query results table

0x0A Operation Failed Database is corrupted, or unable to complete record removal

0x41 Boundary Exceeded Record Number is greater than or equal to the total number of records in
the table

144 © ISO/IEC 2014 - All rights reserved


https://standardsiso.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

7.4.4.4.10.6 Table Get Data

When invoking Table Get Data the command in Table 298 shall be sent to the tag.

Table 298 — Table Get Data

- Table ID indicates the identifier assigned to the table.

— Starting Record Number indicates the first record to begin reading.

- Starting Field Number indicates the first field to begin reading.

=]

0 the Table Get Data command the tag shall respond with a point-to-peint response mess:
dommand code and data as shown in Table 299.

Table 299 — Table Get Data response

Command Code Token
0x26 N bytes

Where:

— Token indicates a value used to iteratively fead record data. The Token value of exactly]
reserved, and indicates an end-of-iteratioii*condition. The structure of a Token field is s
Table 82.

he Table Get Data command instructs the tag to prepare to read data from a database table
Pith a specified record and field. A §equence of Table Read Fragment commands performs th
ata reading. Unlike the table write'‘commands Table Add Records, Table Update Records, Tablg

o T Qo < =

hoosing or when the end ofthe table is reached.

The Table Get Data tokens;/and subsequent tokens returned by Table Read Fragment are invali
any of the following.eommands: Delete Writeable Data, Table Add Records, Table Update Recor
Update Fields, Table .Pelete Record and Table Write Fragment, which operate on the same Tablg

The possible €prer responses shall be as shown in Table 300.

Table 300 — Table Get Data command errors

Command Code |Sub Command |Table ID Starting Record Number Starting Field Number
Code

0x26 0x06 2 bytes 2 bytes 1 byte

Where:

1ge with

0x00 is
hown in

starting
e actual
e Update

ields, and Table Get Data is an open-ended iteration that terminates either at the application software’s

Hated by
s, Table
ID.

Errors * |Error Name Reason

[ode

0x02 Invalid Com- The wrong number of parameter bytes was given
mand Param-
eter

There is no database table associated with the specified table ID, or Table ID
0x04 Not Found

table that was queried or by starting a new query.

0x0000 and there is no query result, either because no query was executed or the
query result has been made invalid by an intervening table write command on the

is

Boundary

Ox41 Exceeded

the table, or Starting Field Number is greater than or equal to the number of
the table

Starting Record Number is greater than or equal to the total number of records in

fields in
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7.4.4.4.10.7 Table Get Properties

When invoking Table Get Properties the command in Table 301 shall be sent to the tag.

Table 301 — Table Get Properties

Command Code Sub Command Code Table ID
0x26 0x07 2 bytes

Where:

— TalIe ID indicates the identifier assigned to the table.

The Ta
number

To the T,

e Get Properties command retrieves information about the specified table. It retrieves the
of used (filled) records in the table and the maximum number of records defined-fep the table

hble Get Properties command the tag shall respond as shown in Table 302.

Table 302 — Table Get Properties response

Commarnd Code Total Number of Records Maximum Number of Records Reserved
0x26 2 bytes 2 bytes 1 bytes
Where:

— Total Number of Records indicates total number of records in the table.

— May
spe

— Res

The pos

fimum Number of Records indicates the maximu@number of records specified for the table ds
Fified at table creation by the Table Create commniand.

erved is a byte reserved for future use andshall have the value 0x00.

sible error responses shall be as showntin Table 303.

Table 303 — Table Get Properties command errors

Error Cgde |Error Name Reason

0x02 Invalid Command Pdarameter |The wrong number of parameter bytes was given

0x04 Not Found There is no database table associated with the specified table ID
7.4.4.4.10.8 Table Read Fragment

When in

voking Table'Read Fragment the command in Table 304 shall be sent to the tag.

Table 304 — Table Read Fragment

Where:

Fal | CQoale (O el | hnl el hnl g i a1 |
CUIIdITU DU GUIIIIIAIIU CUUT ACTYUTSU TURCTII ATUUTSLTU NTAdU
Code Length

0x26 0x08 N bytes 1 byte

— Request Token is the token from the prior Table Get Data or Table Read Fragment command. The
Token value of exactly 0x00 is reserved, and indicates an end-of-iteration condition. The structure

ofa

Token field is shown in Table 282.

— Requested Read Length is the requested length of data to return. Valid range is from 1 to 46 bytes.
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To the Table Read Fragment command the tag shall respond with a point-to-point response
with command code and data as shown in Table 305.

Table 305 — Table Read Fragment response

message

Command Code Response Token Actual Read Length Data

0x26 N bytes 1 byte M bytes

Where:

—+ Response Token is the resulting new token from a successful Table Read Fragment comm
Token value of exactly 0x00 is reserved, and indicates an end-of-iteration condition.

—+ Actual Read Length is the number of bytes of data actually read, and may be less\than or
Requested Read Length.

-+ Datais the actual data read from the tag database table and is the Actual)Read Length byt

rior invocation of the Table Get Data command or a previous invocation of this Table Read F
ommand.

Q' o 3

he Table Read Fragment command cannot read beyond theflast record of a table. If the initia

ol Tl ol

—

he possible error responses shall be as shown ini‘Table 306.

=z

OTE Ifthe tagidentifies arequest of this command to be a retry of the previous command that was
Liccessfully the tag SHALL resend the same response from the previous successful command.

(%)

Table 306 —Table Read Fragment command errors

hnd. The

equal to

s long

he Table Read Fragment command reads a block of data bytes from a/database table. The database
hble contents to be read are inherently identified by the Request Token received from the tag via a

ragment

| byte to

e read by the Table Read Fragment command is within thetable, but the Requested Read Length would
each beyond the end of the last record in the table, the. command shall be considered valid, gnd shall
eturn as Actual Read Length not more than the number of bytes remaining to be read in the tgble.

executed

Error |Error Name Reason
Lode

Token is 0x00

x02 |Invalid Com- |Request Token is malformed (as defined by the tag implementation), or Requelsted
mand Param- _|Read Length is zero, or the wrong number of parameter bytes was given. Requiest
eter Token is malformed (as defined by the tag implementation), or Requested Read
Length is zero, or the wrong number of parameter bytes was given, or the Request

Request Token is properly formed and not 0x00 but is invalid due to an interv|
modification of the table(s) to which the Request Token applies.

x40 Stdle Token These modifications include invocations of the following commands, associat
the Table ID supplied to the commands: Table Add Records, Table Update Recq
Table Update Fields, and Table Delete Record.

ening

bd with
rds,

Operation Read operation failed or database is corrupted

0x0A | kriled

7.4.4.4.10.9 Table Write Fragment

When invoking Table Write Fragment the command in Table 307 shall be sent to the tag.

Table 307 — Table Write Fragment

Command Code Sub Command Code |Request Token Data Length Data

0x26 0x09 N bytes 1 byte N bytes
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Where:

— Request Token is the token from the prior Table Add Records, Table Update Records, Table Update
Fields, or Table Write Fragment command. The structure of a Token field is shown in Table 82.

— Data Length is the length of data to write. Valid range is from 1 to 46 bytes.

— Data is the data bytes to be written to the tag database table.

To the Table Write Fragment command the tag shall respond with a point-to-point response message

with cor

Where:

— Res
Tok
ofa

The Ta

table co
prior iny
previou

This copnmand invalidates any existing tokens for this:Table ID. This command also invalidates anfy

Table Qu
The pos

NOTE

successfilly the tag SHALL resend the same reésponse from the previous successful command.

| A | ph R 'S L. - Tolla 200
IIIIdIu cOuUtT alilu udid d5 SITUWIT ITIT 1dUIC OV 0.

Table 308 — Table Write Fragment response

Command Code Response Token
0x26 N bytes

ponse Token is the resulting new token from a successful Table Write Fragment command. Thie
en value of exactly 0x00 is reserved, and indicates an end-of-iteration-condition. The structure
Token field is shown in Table 282.

e Write Fragment command writes a block of data bytes4o a database table. The databas
tents to write are inherently identified by the Request\Token received from the tag via

rocation of the Table Add Records, Table Update Records,‘or Table Update Fields command or
b invocation of this Table Write Fragment command.

5 ®

ery results present in Table ID 0x0000
bible error responses shall be as shown in<Iable 309.

If the tag identifies a request of this command to be a retry of the previous command that was executed

Table 309 —Table Write Fragment command errors

Error Error Name Reason
Code
0x02 Invalid Command_\[Request Token is malformed (as defined by the tag implementation), or Data
Parameter Length is zero, or the length of the Data parameter does not agree with Data
Length, or the wrong number of parameter bytes was given, or the Request Toker]
is 0x00
0x08 Authorization Command was attempted with password protection engaged and tag in the
Failure locked state
0x0A Q@peration Failed |Write operation failed or database is corrupted
Request Token is properly formed and not 0x00 but is invalid due to an interven-
ing modification of the table(s) to which the Request Token applies.
0x40  |Stale Token These modifications include invocations of the following commands, associated
with the Table ID supplied to the commands: Table Add Records, Table Update
Records, Table Update Fields, and Table Delete Record.
0x41 Boundary The Data Length for this request would exceed the length declared in the original
Exceeded Table Add Records, Table Update Records, or Table Update Record Fields com-
mand
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7.4.4.4.10.10 Table Query
When invoking Table Query the command in Table 310 shall be sent to the tag. The Table Query command

can be sent as either a Broadcast message to all tags simultaneously, or as a Point-to-Point message to a
single tag.

Table 310 — Table Query

Command |Sub Table ID [Sequence |Query Element
ode Oncade 1D
T Togical Togical Uperand
Operator Field Relational |Comparison jComparison
Number |Operator |Data Length)[Pata
x26 0x10 2 bytes |1 byte 1 byte 1 byte 1 byte 1 byte N bytes
Where:

-+ Table ID indicates the identifier assigned to the table.

-+ Sequence ID identifies a query element among a sequence of query élements. For a sequence of N
query elements, the Sequence ID is N-1 for the first query element,;N-2 for the second query glement,
and so forth, down to 0 (zero) for the Nth query element. The tag shall support a minimjum of 4
query elements per sequence; Sequence IDs from 3 down to 0y The actual number of query d¢lements
supported on a tag can be retrieved through the UDB Elenient Type 0x15 (Table Query Sizg).

-+ Logical Operator defines the role of the current query element within the complete qulery. The
possible values of the logical operator are the ISQ'8859-1 characters ‘C’ (CLEAR), ‘A’ (AND), or ‘0’
(OR).

—+ Field Number indicates index number of the field to match. The Field Number shall be less than the
number of fields in the table.

1 Relational Operator defines the méthod by which the field contents are compared with Data. The
possible values of the relation operator are the ISO 8859-1 characters ‘=" (EQUAL), ‘<’ (LES§ THAN),
>’ (GREATER THAN), or ‘" (NOT"EQUAL).

-+ ComparisonDataLengthindicateslength ofthe Comparison Datainbytes. Therange of Conpparison
Data Length is 1 to 32,

-+ Comparison Data-specifies the byte array to which the field contents are compared. Conpparison
Data is Comparison Data Length bytes long, and may include the special ISO/IEC 8859-1 prefix *’,
the wildcardharacter.

Overview of Query Syntax

This cominand defines a query element, one table search criterion among a sequence of such criteria. A
omplete query conceptually has the form:

Q

{<query element;>} {<query elementy>} ... {<query elementy>}

where each <query element>, of which there is at least one, has the form:
<logical operator> <logical operand>

where <logical operand> has the form:
<field number> <relational operator> <comparison data>

where Logical Operator, Field Number, Relational Operator, and Comparison Data are fields in the Table
Query command format shown in Table 110. Logical Operator is one of the ISO/IEC 8859-1 characters
‘C’, ‘A, or ‘O’, Field Number is a table field, Relational Operator is one of the ISO/IEC 8859-1 characters ‘=,
‘<’, >, I, and Comparison Data is a 1 to 32 byte string of data bytes. The angle brackets (<, >) and curly
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braces ({, }) in the above syntax serve only as delimiters for the purposes of this discussion and have no
syntactic meaning or literal presence in an actual command. A complete query, therefore, is specified as
a sequence of Table Query commands.

Query Elements

Query elements within a complete query are related to one another by their logical operators, which
specify how those query elements are aggregated into a compound Boolean expression. A logical
operator can be a logical AND, a logical OR, or the special case CLEAR. Logicals AND and OR are left-
associative binary operators of equal precedence which have their conventional Boolean meanings,
while CHEAR merely indicates that the query element is the first element of the complete query. If CLEAR
is the logical operator for any query element, any prior set of query elements are discarded and-thie
current [query element is to be regarded as the first query element of a new query. Upon rec€ipt of p
valid Qulery containing a CLEAR, any pre-existing results from any previous query shall be removed; all
existing|records in Table 0x00 shall be deleted.

The reldtional operands consist of the database table field identified by the Field ‘Niimber and thie
Compar|son Data.

Interpretation of Queries

A complete query is to be interpreted as an expression whose constituents are the logical operato
and logifal operand of each query element, read left to right. For example, suppose a complete query i
compos¢d of four query elements and the logical operands of the first, Second, third, and fourth querly
elementg are A, B, C, and D, respectively. The complete query

n =

CLEAR A) (AND B) (OR C) (AND D)
is to be interpreted as the Boolean expression
'LEAR (((A AND B) OR C) AND D)

where fopr each record of the table being searched each logical operand evaluates to “true” or “false
values als described below, the Boolean operators combine those values into a single “true” or “falsg
value in|the conventional manner for Boolean operators, and the CLEAR operator has no impact on th|
Boolean|value of the entire expression. (f the entire expression evaluates to “true” the table record i
included in the query results table, also described below.

v O

Logical[Operands

A logical operand specifies how each record of the table to be searched is to be checked for inclusion i
the set of matching records, The field number of the logical operand specifies which field of each record i
to be ingpected. The comparison data specifies the value to which the field contents are to be comparec
And the|relational operator specifies the manner in which the field contents and comparison data, th
two relational operénds of the relational operator, are to be compared. Additionally, the first byte of the
comparison dataaffects the nature of the comparison. If that byte is the ISO/IEC 8859-1 character “*, thie
comparison issawildcard comparison; otherwise, the comparison is a full-match comparison.

D I »n =

Full-Makch’Comparisons

If the relational operator is ‘=" for a full-match comparison, the relational operands are compared on a
byte-for-byte basis for an exact match. If the bytes at some position in both relational operands do not
match, the logical operand evaluates to “false.” If one relational operand is longer than the other, the
logical operand evaluates to “false.” Otherwise, the logical operand evaluates to “true.” For example, the
following comparison evaluates to “true.”

llabcﬂ l:I HabC"
The following comparisons evaluate to “false.”

uabcn l<l uabcn
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uabdbn {<l Mabce"
uabcu l>l Mabcn

uabcn l!l uabcn

014(E)

If the Relation Operator is ‘!’ for a full-match comparison, the comparison is handled in the same

manner as the ‘=’ relation operator but generates the opposite result. Any comparison in whic

h the =’

operator would result in the “true” condition, the ‘I operator results in “false,” and any comparison
in which the ‘=" operator would result in the “false” condition, the ‘" operator results in “true.” The

fpllowing comparisons evaluate to  true.

“abc” ‘! “abed”
“abc” ‘" “ABC”
“abc” " “abd”

“abc” " “ab”

—

he following comparison results in “false.”
HabC" l!’ “abC"

[ the Relational Operator is ‘<’ or >’ for a full-match comparison;the relational operands are cq
n a byte-for-byte basis as for the ‘=" operator until the first non-matching byte is found. If]
natching byte is found, the logical operand evaluates to “false.” The non-matching bytes are cd
ccording to the relational operator. If the operator is,‘<‘and the byte from the field contents is |
he byte from the comparison data, the logical operand evaluates to “true.” If the operator i
he byte from the field contents is greater than the-byte from the comparison data, the logical
valuates to “true.” For the inequality operators,'<’ and ’>’, if the length of one relational operar
han that of the other relational operand, thén the shorter operand is considered for the pur
omparison to contain an additional final byte whose value is less than the minimum possible Y
byte.

O O o @ o o QO 3 O =

ote that because the comparison-data is limited to 32 bytes, for fields greater than 32 bytes il
11l-match comparisons with the¥=" operator always evaluate to “false,” while full-match com
Uith the ‘!’ operator always evaluate to “true.”

< =h =

Hor example, the following,comparisons evaluate to “true.”
llabb” l<' “abC"

P

uaadn l< abcn
uabu l<l Mabcu
Mabcn l<l uadn

Mabcn 1>J Mabb"

mpared
no non-
mpared
ess than
5 >" and
poperand
1d is less
poses of
ralue for

h length,
barisons

uabcn I>J Maadn

“abc” > “ab”
“ad” >’ “abc”
“abc” 1’ “abd”
“abc” ‘I’ “ab”

J

The following comparisons evaluate to “false.’

uabcul<ulabcn
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nabdbnt<ulabcen
nabcnl>ulabcn
uabcn l!l Mabcu

Wildcard Comparisons

For wildcard comparisons with the relational operator ‘=’, the field contents starting with the first byte
and the comparison data starting with the byte after *’ are compared on a sliding basis for a match
as in a fpH-mateheomparisonunti-theendof-thefieldecontentsisreached—Fhatisstarting fromthe
beginning of the field contents and sliding to the right a byte at a time until the end of the field contents,
Comparjson Data Length bytes of field data are compared against the Comparison Data Length byte
of Comparison Data bytes looking for a complete match. If a complete match is found, the compariso
is discoptinued. If a complete match was found and the Relational Operator was ‘=’, the~-cempariso
evaluatgs to a “true”, otherwise it evaluates to a “false”. The results for the ‘I’ operator arey“false” if th
completp match was found, otherwise it evaluates to a “true”. Wildcard comparisons with'the relationd
operatofs ‘<’ and >’ are illegal, as are wildcard comparisons for which the comparison-data is the singl
charactgr *'.

D — 0 =5 =B n

In the following examples, the first item is the field number, and the last itend i§ the Comparison Data.
The follgwing comparisons evaluate to “true.”

labcde” ‘=" “*bcd”

‘labcbcde” ="“*bcd”

‘labcecd” V" “*bcd”

The follgwing comparisons evaluate to “false.”

‘labcde” V" “*bcd”

labce” ‘=" “*bcd”

Query Hailures

The possible error responses shall be\as shown in Table 311.

Table 311 — Table Query command errors

Error [[Error Name Réason
Code
0x02 Invalid Com- Sequence ID is greater than the maximum number of query operators that the tag

mand Pafameter |supports; or Sequence ID is not the same as, or one less than, that of the previous
Table Query command AND Logical Operator is not CLEAR;

or Table ID is not the same as that of the previous Table Query command AND Logi-
cal Operator is not CLEAR;

or Comparison Data Length, Logical Operator or Relational Operator are outside
their valid range of values; or Data Length is zero; or the length of Data does not
agree with Data Length, or the wrong number of parameter bytes was given

0x04 Not Found There is no database table associated with the specified Table ID
0x41 Boundary Field Number greater than or equal to the number of fields in the table
Exceeded

Execution of Complete Query

Upon receipt of the final Table Query command (which has a Sequence ID of zero), the tag should now
have the complete Query criteria. The tag shall execute the complete query on each record in the table
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identified by Table ID, beginning with Record Number 0 and incrementing through all the records in the
table.

The Query Results Table (Table ID 0x0000) contains the complete results of the query operation. The
Query Results Table has records with a single two-byte field. Each 2-byte field/record in the Query
Results table contains the record number of a matching record in the queried table. The matching record
numbers, if any, in the Query Results table, shall increase monotonically. Records in Table 0x0000 shall
bereturned inresponse to Table Get Data and Table Read Fragment. The record number of each matching
record shall be returned as individual records in MSB first order.

Roint-to-Point and Broadcast Queries

—

he Table Query command exists as both a point-to-point command and a broadcastemmand. The
alue of the Packet Options field, determines whether the command is broadcast or pdint-to-pgint. The
hg does not respond with any message to any broadcast Table Query command, even‘in case of error.

o <

or non-final point-to-point Table Query commands, which have a non-zero Segquence ID, the tag shall
erify it received a valid non-final Table Query command. If the command is avalid initial or interjmediate
able Query command, the tag shall respond with a point-to-point response méssage with command code
hnd no data, unless an error is encountered) as shown in Table 312. Thisxtesponse merely indicates that
he tag successfully received a valid query element, so no database query operation results are gvailable
r expected.

O /3 <

Table 312 — Intermediate Table-Query Response

Command Code
0x26

pon completion of the point-to-point query comimand sequence, the tag shall respond with a point-to-
oint response message with command codesand data as shown in Table 313. If the query regulted in
o records matched, the number of records:matching the criteria shall be zero and the index of]the first
hatched record shall be zero in responsé.to the final point-to-point Table Query command.

=S 00

Table 313 — Final'Point-to-Point Intermediate Table Query response

Command Code Number of Index of first
Records matched matched record
0x26 2 bytes 2 bytes

-+ Number of Records Matched contains the number of records found in the queried table, which
meet the cemplete query criteria. This field shall be formatted as an unsigned 16-bit integer. If no
matchingsecords were found, this field shall contain 0.

1 Index.of First Matched Record contains the record number of the first matching record of the
queried table, which meets the complete query criteria. If no records were found, this figld shall
centain 0.

An Interrogator may follow up a sequence of point-to-point Table Query commands by using the Table
Get Data and Table Read Fragment commands to retrieve the results from the Query Results Table
(Table 0x0000).

Broadcast Collection with UDB (Query Results UDB)

The broadcast Collection with UDB command may be used to retrieve the query results from tags after
the complete sequence of Table Query commands has been transmitted. To retrieve the query results,
an Interrogator may send the Collection with UDB command with the UDB Type field set to 0x02 (see
Table 36). Tags will return their Tag serial number with the Table Query Results element (see Table 36).
The Table Query Results element includes the index of the queried table, the number of matching records
and the index of the first matching record. If the query resulted in no records matched, the number of
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matching records shall be zero and the index of the first matched record shall be zero. The Interrogator
may then follow up successful query matches by retrieving the records in the Query Results Table (Table
0x0000) with Table Get Data and Table Read Fragment commands.

Deleting Table Query Results

The results of the Table Query command are written to the query results table (reserved Table ID
0x0000). Any database command that modifies any of the database tables on the tag (Table Add Records,
Table Update Records, Table Update Fields, Table Delete Record) shall force deletion of all records in the
query results table. Any subsequent Table Get Properties commands for the query results table shall
return (] as the the number of records currently in the table.

7.4.4.4.11 Beep ON/OFF

When invoking Beep ON/OFF the command in Table 314 shall be sent to the tag.

Table 314 — Beep ON/OFF

Command Code Beeper On/Off
0xE1 1 byte

Where:

[72)

— Beeper On/Off parameter when 0x01 will turn tag’s beeper ON)or when set to 0x00 will turn tag
beeper OFF.

To the Beep ON/OFF command the tag shall respond with\a point-to-point response message with
commarid code (and no data, unless an error is encountered) as shown in Table 315.

Table 315 — Beep. ON/OFF response

Command Code
0xE1

The Beep ON/OFF command turns the tag’s beeper on or off. When the tag’s beeper is turned on, thie
beeper dtays on until explicitly turged off or until the tag returns to the Sleep state.

The possible error responses shall be as shown in Table 316.

Table 316 — Beep ON/OFF command errors

Error |Error Name Reason

Code

0x02 |Invalid €enimand Param- |Beeper On/Off parameter is missing or the wrong length or outside its valid|
gter range of values

7.4.4.4.12 Sensor implementation

The retrieval and transmission of data and control information related to tag-based sensors can be
implemented within this part of ISO/IEC 18000 Extended Mode. Sensor status and data can be added
to a returned Universal Data Block using an Application extension block. Sensor data logs and control
information can be read and written using the existing database table commands.

7.4.4.4.12.1 UDB application extensions for sensors

Manufacturers can record sensor status in the UDB using the UDB Application Extension Block format.
Manufacturers can record sensor status in the UDB using the UDB Application Extension Block format.
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Depending on the application and the complexity of the sensor implementation, the UDB application
extension block provides flexibility on how to report sensor status. Specifically, one or many TLD
elements can be defined in the UDB according to the TLD element format.

7.4.4.4.12.2 Sensor data storage

Sensor data and control information can be stored in database tables. Sensor related data can be stored
in either the Solution Table ID space or the Manufacturer / vendor Table ID space depending on the
application.

1.4.4.4.12.3 Commands to retrieve sensor status information and sensor data

The following standard commands can be triggered by the interrogator to retrieye 'Sensdr status
ipformation in the UDB:

—~ Collection with UDB (command code 0x1F)

- Read UDB (command code 0x70)

Sensor activity logs can be retrieved using the following commands

— Table Get Data (command code 0x26+0x06 followed by a Table Read Fragment (commgnd code
0x26+0x08)

Or

— Table Query (command code 0x26+0x10)
Standard response message formats are sent back-té’the interrogator with the requested information.

4.4.4.12.4 Sensor data characteristics and formats

The stored data from the sensor should:fellow the formats described in IEEE 1451 and ISO/1EC|24753.

1.4.4.4.12.5 Physical interface between the sensor and RF tag

The physical interface between.the sensor and the RF tag should be as described in IEEE 1451.7.

71.4.4.5 Tag collection (optional)

his standard specifies the optional method by which the interrogator shall identify and comrunicate
Uith one or mare,tags present in the operating field of the interrogator over a common radio frequency
hannel. Comtiuhications specified include methods to: identify a tag, read data from a tag, write data
b a tag and eommand the tag to perform a specific function. Tags do not transmit unless commgnded to
o so by the interrogator, and an interrogator can communicate with tags individually, or with the tag
opulation as a whole.

b o . o < -

Ih the following discussion, the terms all tags and tag population refer only to tags within the operating
field of the interrogator.

The tag collection process is used to identify tags in the operating field of the interrogator. This is an
iterative process that includes methods for coordinating responses from the tag population.

Tag collection procedure in the Extended Mode of operation differs from Base Mode since the MAC
layer is IEEE 802.15.4 based. Depending on the MAC mode of operation (beacon or beaconless) the tags
will follow MAC rules and create a network of devices with the interrogator. This procedure will be
explained in this specification in more details. Once the network is formed, the application layer on the
interrogator can exchange application layer commands such as a Collection with Universal Data Block, a
Read Universal Data Block and a Sleep Command with the tags and collect the tag data.
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Collection process may include following steps:

Interrogator: transmits the Wake Up Signal to all tags in the operating field of the interrogator

Tag:

wake up into the ready state and listen for commands from the interrogator

Interrogator: transmit a Collection with Universal Data Block command to the tags.

Tag: If in the ready state, receives and decodes the Collection with Universal Data Block command,

— Tag; it’ e
reqliested UDB type.

— Interrogator: for each tag from which the interrogator received a valid response message, thie
intefrogator may send point-to-point Read Universal Data Block commands to retrieve any
remfaining UDB from the tag, and then the interrogator shall send a point-to-point Sleep command
to the tag.

— Tagjwill respond to any point-to-point Read Universal Data Block commands, which may be received
from the interrogator.

— Tagj on receiving a Sleep Command, shall leave the ready state and shall not respond to furthdr
conimands from the interrogator until after the tag receives a Wake Up-Signal.

7.4.4.6 | Multi-packet UDB Collection

The following section provides a simple example of a multi-packet UDB Collection. Typically ah

interrogator will initiate the process by transmitting a broadcast Collect with UDB command. Tags thqt

receive the Collect command will reply with a response packet that includes their tag identification anfd
the first[portion of the requested UDB type. The interrogator can then retrieve the remaining UDB datp
by sending a point-to-point Read UDB command to each tag identified in the first phase.

1. Figure 34 shows the interrogator’s Collection-with UDB command packet. This is a broadcast packdqt

and all thgs that receive the packet will participate in the collection process.

Hxtended Options Payload )| Command Windows Max Packet UDB Type
ptiotocol ID Length Code size Length Code
0x01 1 byte {\byte Ox1F 2 bytes 1 byte 1 byte
Figyre 34 — Interrogator Collect with UDB broadcast for the initial collection of the tags
2. Figurp 35 illustratésa’tag response packet to the broadcast Collection with UDB command (commanfd
code 0x]1F). The reply'is in the format of a broadcast response packet
Extended Tag Payload Command | UDB Type | Total UDB Requested Universal Data
protocpl \D Status Length Code Code Length Offset Block
Ox1 2 bytes 1 hyte Ox1F 1 hyte 2 bytes 2 hytes N hytes

Figure 35 — Tag Read UDB response to interrogator’s Collection with UDB command

3. Figure 36 shows the interrogator’s Read Universal Data Block command directed to a tag identified
during the previous collection. The point-to-point command is directed to a specific tag using the tag
identification value discovered in the previous collection. Note that the Offset into UDB field will contain
a value equal to the number of bytes of UDB data returned in the Tag’s collection response (N in Figure
35 above).
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Extended Options Payload Command UDB Type Offsetinto | Max Packet
protocol ID Length Code Code UDB Length
0x01 1 byte 1 byte 0x70 1 byte 2 byte 1 byte

Figure 36 — Interrogator’s Read UDB request to a specific tag for the remainder of the UDB data

mmand. The reply contains

Extended Tag Payload Command | UDB Type Total UDB Requested UniVersal
protocol ID | Status Length Code Code Length Offset Data|Block
0x01 2 bytes 1 byte 0x70 1 byte 2 bytes 2 bytes N bytes

Figure 37 — Tag response to interrogator’s request for additional information with a pd
point Read UDB command

4.5 Extended Services

This clause describes the how application services are defined owan Extended Mode device.

71.4.5.1 Method for Extending ISO/IEC 18000-7 Extended Mode Application Functionalit

0 extend functionality such as sensors, or other “features into ISO/IEC 18000-7 Extende
pplication the data link shall include a simple message transport capability. This message ti
5 provided by a set of Extended Service comniands that encapsulate the application’s meg
Fansportacross the physical layer to enable infrastructure devices (interrogators) to control ar
ervices (applications) resident in the tags. These extended service applications can share r¢
Vithin the tag, and also connect to external devices using secondary communications (e.g. GPS,
ensors, etc.). Additionally, UDB elements are added to enable discovery and support of these €
ervices. Thus, with the Extended'Service option the functionality of the tag can be extended
irther additional changes to the standard.
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7.4.5.1.1 Overview of the Extended Service opﬁ‘%l

The Extlended Service option includes thr ’%’%mmands (Extended Service Tx, Extended Service R
and Ext¢nded Service TxRx) that provide sport of messages, and two new UDB elements to alloy
extendefl services to notify clients of their presence and identity (the Extended Services List Element),
and to pyovide alarm information (‘@Aolarm Summary Element).

<

<

Within the tag, Extended Servi Qplications are identified using an Extended Service ID (ESID). Thie
ESID is h unique value in th ge of 0x80 to 0x8F (value of 0x00 through 0x7F are reserved) thgt
is assigied by the tag for & application it supports. The ESID for an application is determined b

the tag Wwhen the application first becomes available and shall remain constant while the application is
available. However, t D for an application may or may not be constant for every tag. For exampl¢

............

application (typically commands) go to the input mailbox which can only be written; messages received
from application (typically command responses) go into the output mailbox which can only be read.
Each message has an associated ESID and Message ID for routing and linking. If a message initiated
requires a response then the response message shall contain the same Message ID value.

The Extended Service Tx and Extended Service Rx commands only transport a message to or from
the application’s mailbox and reply that the message was delivered or received. They do not wait for
the application’s response. This decouples the timing and processing between the transport and the
application and enables asynchronous processing by the application. Additionally, the Extended Service
TxRx command is provided to support a round trip synchronous transfer in situations where an
application’s response is immediate and asynchronous processing would be less efficient.
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7.4.5.1.2 Changes and Additions to ISO/IEC 18000-7 Extended Mode Application Support

The following are the changes and additions to ISO/IEC 18000-7 Extended Mode Application Support
to support the proposed Extended Service functionality. Where applicable, specific sections, tables,
figures, etc. in the standard are noted.

7.4.5.1.3 Extended Service Tx

This command transports a message packet to a specified Extended Service application’s input mailbox.

o8]

Table 317 — Extended Service Tx command format

Tultinle consecutive invacations of this command can be used to transmit a seauence of
) T

essage

fdackets that form a complete message. After the last message packet of a sequence has been trianismitted
synchronous processing of that message is initiated. This command may also be used withthe Fxtended
Service TxRx command to initiate synchronous messages.

lommand |Sub Com- Sequence |ESID Message |Message |Offset Data Size |Data
Lode mand ID ID Size
x27 0x00 1 byte 1 byte 1 byte 2 bytes 2 bytes 1 byte N byltes

4 Sequence ID:

Identifies this message packet in a sequence-of message packets to be |written.

For a sequence of N packets, the Sequence ID is N-1 for the first packet, N-2 for the second
and so forth, down to 0 (zero) for the Nth packet. The my@ximum Message Size and the nu
packets per message are implementation dependent.

ESID: The identifier of the application to receive this message packet.

Message ID: The unique identifier of the-message. If a complete message requires
message packets then all message packets shall use the same identifier. The value of 0x00 is r
If a response message is associated witlh’this message then it shall contain the same Me
value.

Message Size:  The total number of bytes of the complete message. If this is the se
greater message packet for a previous message then the Message Size must be the same as |
message.

Offset:  The offset into:the message for where this data is to be written. An offset value of
is the first byte of the message.

Data Size: The number of bytes (1...50) of message data in this packet.

Data: The'message bytes (application’s payload) to be delivered.

| packet,
mber of

multiple
eserved.
ssage [D

cond or
brevious

0x0000

When the tag-receives an Extended Service Tx message packet it shall write the data into the input
mailbox ofthe ESID at the offset of the message specified by Message ID. The tag shall then resptnd with
a pointste-point response with parameters shown below. If the Sequence ID equals zero (0) then, after
sending the response, the tag shall notify the application that a complete message has been 1jeceived.

otethe app]ir‘:\finn'c response, ifany’ isnotreturnedwith this command. Referto the Extended Service
Rx command to obtain the application’s response.

Table 318 — Extended Service Tx response format

Command Code Sequence ID ESID Message ID Total Message Bytes
0x27 1 byte 1 byte 1 byte 2 bytes
- Sequence ID: The sequence ID of the completed command packet.
- ESID: The identifier of the application receiving this message packet.
- Message ID: The unique identifier of the message.
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- Total Message Written: The total number of bytes of the message that has been written.

Table 319 — Extended Service Tx command errors

Error Error Name Reason

Code

0x02 Invalid Command e Sequence ID is not the same value or one less than the value of the previous
Parameter Extended Service Tx command with the same Message ID, or...

e ESID is invalid or no application is associated with it, or...

* Message ID is zero or does not match the previous invocation of this com;
mand where the Sequence ID was not zero, or...

e Message Size is zero or does not match a previous invocation of this\com-
mand with the same Message ID which is in progress, or...

¢ The Offset into Message ID is greater than the total length ofthe'message,
or...

e Data Size is zero, or the length of the Data parameter,does not agree, or...

e The wrong number of parameters bytes was supplied.

0x0A Operation Failed * Write operation failed or the application’s input-mailbox is full

7.4.5.1.4 Extended Service Rx

D

The Extpnded Service Rx command transports a message packet from a specified Extended Servid
applicatjon’s output mailbox. This command may be used to transport a sequence of message packet
that form a complete message. The tag responds to each command with an acknowledgment that th|
messagd packet was sent.

D »n

Table 320 — Extended Seérvice Rx command format

Commard Code Sub Command ESID Message ID Max Packet Size Offset

0x27 0x01 1 byte 1 byte 1 byte 2 bytes

- ESID: The identifier of the application requesting data from.

- Megsage ID: The unique_identifier of the message that corresponds to an input message

recgived previously. The yalue of 0x00 indicates to return the first available message.

- Max Packet Size: This value of 22 to 255 specifies the maximum number of bytes a tag can send
and|use as the Packetlength field of its response. Tags may use a different response Packet Length
proyiding the valie’does not exceed the value of Max Packet Length. The value 22 is the minimurp
tag response-pdcket which includes 15 bytes for response packet overhead, 1 byte for the ESID
valye, 1 bytefor the Message ID value, 2 bytes for the Message Size value, 2 bytes for the Requestefd

Offget value, and 1 byte of message data.

- Offset; The offset into the message from which to begin reading

When the tag receives an Extended Service Rx response packet it shall respond with a point-to-point
response message with command code, parameters, and data as shown. If a complete message is not
available in the application’s output mailbox then the Message Size shall be 0x0000 and no Data bytes
are returned. Tags may select a smaller packet size than specified by Max Packet Length but may not
exceed that value. After successfully receiving the initial portion of the message, the Interrogator may
use subsequent invocations of this command to read the remaining message bytes by advancing the
Offset value to the next unread data byte position. The interrogator does not have to read the entire
message; however, the message may not remain upon receipt of the next input message.
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Table 321 — Extended Service Rx response format

Command Code |ESID Message ID Message Size Requested Offset |Data
0x27 1 byte 1 byte 2 bytes 2 bytes N bytes
- ESID: The identifier of the application providing message packet.

Message Size:  The total number of bytes in mailbox message.

- Message ID: The unique identifier of the message. A value of 0x00 indicates this message is

not associated with a previous input message (i.e. it may be an alert message).
Requested Offset: The offset into the mailbox of the data returned

Data: The returned output mailbox data

Table 322 — Extended Service Tx command erroxs

Error Error Name Reason
Lode
x02 Invalid Command ¢ ESID is invalid or no application is associated with it, or...
Parameter

e Max Packet Length is less than 22, or.

e The Offset into Message ID is grédter than the total length of the mesgage,
or...

¢ The wrong number of paraineters bytes was supplied.

/

T
1

.4.5.1.5 Extended Service TxRx

his command is used when a message is tfansmitted to an application that requires a synchronous
esponse. This command may be used either to transmit a single packet message or in conjunctfion with
an Extended Service Tx command to transmit the last message packet of a multi-packet message.

Table 323(— Extended Service TxRx command format

lommand Code |Sub Commadnd ESID Message ID Message Size Offset
x27 0x02 1 byte 1 byte 2 bytes 2 bytes
Pata Size Data Max Packet Size |Response Time
| byte N bytes 1 byte 1 byte
- ESID: The identifier of the application to receive this message packet.

Message Size:  The total number of bytes of the complete message. If this is the sgcond or
greater message packet for a previous message then the Message Size must be the same as previous

HIESSd g,

Message ID: The unique identifier of the message. If this message packet is the last of a
sequence of message packets forming a complete message then this value shall be the same as used
with previous commands. The value of 0x00 is reserved. If a response message is associated with
this message then it shall contain the same Message ID value.

Offset:  The offsetinto the message for where this data is to be written. An offset value of 0x0000
is the first byte of the message.

Data Size: The number of bytes (1...50) of message data in this packet.

Data: The message bytes to be written.
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- Max Packet Size: This value of 20 to 255 specifies the maximum number of bytes a tag can send
and use as the Packet Length field of its response. Tags may use a different response Packet Length
providing the value does not exceed the value of Max Packet Length. The value 20 is the minimum
tag response packet which includes 15 bytes for response packet overhead, 1 byte for the ESID
value, 1 byte for the Message ID value, 2 bytes for the Message Size value, and 1 byte of message
data.

- Response Time: The maximum time to wait in 10 millisecond increments for the application’s
completed response message before returning a response.

When tHe tag receives an Extended Service TxRx command it shall write the data into the input mailbg|
of the EFID at the offset of the message specified by Message ID. If, after writing the data, all bytes ¢
the mespage have been received the tag shall notify the application a complete message is réady fq
processing. The tag shall then monitor the output mailbox for a complete response message, until th
time spgcified by Response Time has elapsed.

D = = X

When the application’s response is available the tag shall transmit the response with the comman
code, pafameters, and data as shown. Tags may select a smaller packet size than specified by Max Packg
Length ut may not exceed that value. After successfully receiving the initial portion of the message, th
Interrogdator may use subsequent invocations of this command to read the remaining message bytes by
advancing the Offset value to the next unread data byte position. The interrogator does not have to reaf
the entife message; however, the message may not remain upon receipt of the next input message.

- =~

[

Table 324 — Extended Service TxRx response format

Commard Code ESID Message ID Message Size Data
0x27 1 byte 1 byte 2 bytes N bytes
- ESID: The identifier of the application providingthis message packet.

- Megsage ID: The unique identifier of the-message.

- Megsage Size:  The total number of byites of the message.

- Datp: The message bytes (application’s payload) received.

Table 325 ~Extended Service RxTx command errors

Error Error Name Reason

Code

0x02 Invalid Command « ESID is invalid or no application is associated with it, or...
Parameter

e Message ID is zero or does not match the previous invocation of an Extended;
Service Tx command where the Sequence ID was not zero, or...

e Message Size is zero or does not match a previous invocation of Extended
Service Tx with the same Message ID which is in progress, or...

e Max Packet Length is less than 20, or...

e The wrong number of parameters bytes was supplied.

0x0A Operation Failed e Write operation failed or the application’s input mailbox is full

7.4.5.1.6 UDB Elements

The following ISO/IEC 18000-7 Extended Mode Application Support tables have been updated to indicate
the new UDB Elements associated with the Extended Service capability:
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