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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establish
technica
and non
technolo

Internati
The mai
Standarg

an Intern

ISO/IEC

Subcommmittee SC 31, Automatic identification and data capture techniques.

This thifd edition cancels and replaces the second edition (ISO/IEC 18000-7:2008), which has been

technica

ISO/IEC
frequeng

—  Part
— Part
— Part
—  Part
— Part

—  Part

led by the respective organization 1o deal with particular fields of technical aclivity. ISO and JETC
committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
h task of the joint technical committee is to prepare International Standards. ‘Draft International

s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as
ational Standard requires approval by at least 75 % of the national bodies casting a vote.

18000-7 was prepared by Joint Technical Committee ISO/IEC JTC'1, Information technolog)

ly revised.

18000 consists of the following parts, under the .general title Information technology — Rad
y identification for item management:

[&]

1: Reference architecture and definition of parameters to be standardized
2: Parameters for air interface communications below 135 kHz

3: Parameters for air interface communications at 13,56 MHz

4: Parameters for air interface.communications at 2,45 GHz

6: Parameters for air interface communications at 860 MHz to 960 MHz

7: Parameters for-active air interface communications at 433 MHz

© ISO/IEC 2009 — All rights reserved
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Introduction

2009(E)

This part of ISO/IEC 18000 is intended to address radio frequency identification (RFID) devices operating in
the 433 MHz frequency band, providing an air interface implementation for wireless, non-contact information
system equipment for item management applications. Typical applications operate at ranges greater than one

etre.

he RFID system includes a host system and RFID equipment (interrogator and tags). The hesbsystem runs

n application program, which controls interfaces with the RFID equipment. The RFID equipment is c

two principal components: tags and interrogators. The tag is intended for attachment-to ‘an item
ser wishes to manage. It is capable of storing a tag serial number and other data regarding the ta
nd of communicating this information to the interrogator. The interrogator is a device,; which commur
gs in its RF communication range. The interrogator controls the protocol, reads-information from
irects the tag to store data in some cases, and ensures message delivery and.validity. This system
ctive tag.

Q QO =

RFID systems defined by this part of ISO/IEC 18000 provide the following.minimum features:
—+ identify tag in range;

—+ read data;

—+ write data or handle read-only systems gracefully;

—+ selection by group or address;

—+ graceful handling of multiple tags in the field of view;

—+ error detection.

Tlhe International Organization for Standardization (ISO) and International Electrotechnical Commiss
draw attention to the fact that it is claimed that compliance with this document may involve the use of
goncerning radio frequency identification technology given in 6.2. ISO and IEC take no position conce
gvidence, validity and scope,of this patent right.
Tlhe holder of this patent right has assured ISO and IEC that he is willing to negotiate licens
reasonable and nan-discriminatory terms and conditions with applicants throughout the world. In this
t

fi

ne statement of.the holder of this patent right is registered with ISO and IEC. Information may be
om the following.

bmposed
which a
j or item
icates to
the tag,
uses an

on (IEC)
a patent
rning the

ps under
respect,
obtained

Patent number Patent title Patent holder Contact Affected
supclause
Communication system Hurst Arthur, VP, General Counsel, Savi
US 5640151 for communicating with | Savi Technology | Technology, Inc., 351 East Evelyn Ave., 6.2.6
tags Mountain View, CA 94041, USA
Communication system Hurst Arthur, VP, General Counsel, Savi
US 5686902 for communicating with | Savi Technology | Technology, Inc., 351 East Evelyn Ave., 6.2.6
tags Mountain View, CA 94041, USA
Method and apparatus Hurst Arthur, VP, General Counsel, Savi
US 11/432684 | for efficient data Savi Technology | Technology, Inc., 351 East Evelyn Ave.,
transmission from a tag Mountain View, CA 94041, USA

© ISO/IEC 2009 — All rights reserved
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Method and apparatus

Hurst Arthur, VP, General Counsel, Savi

EP 0467036 for radio identification Savi Technology | Technology, Inc., 351 East Evelyn Ave., 6.2.6
and tracking Mountain View, CA 94041, USA
Svstem and method for Symbol Aaron B. Bernstein, VP, Deputy General
US 6002344 eI)éctronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
i Plaza, MS A8, Holtsville, NY 11561, USA
Svstern and method for Symbol Aaron B. Bernstein, VP, Deputy General
CA 2,310,623 el}éctronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
ry Plaza, MS A6, Holtsville, NY 11561, USA
CN 98412462.9 Svstem and method for Symbol Aaron B. Bernstein, VP, Deputy General
eI)éctronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
v Plaza, MS A8, Holtsville, NY 11561, USA
DE 98960332.9 Svstem and method for Symbol Aaron B. Bernstein, VP, Deputy General
eI)éctronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
i Plaza, MS A8, Holtsville, NY 11561, USA
EP 98960332.9 Svstern and method for Symbol Aaron B. Bernstein, VP, Deputy General
el}tlactronic invento Technologies | Counsel Intellectual Property, 1. Motorola 6.2
v Plaza, MS A6, Holtsville, NY 41561, USA
FR 98960332.9 Svstem and method for Symbol Aaron B. Bernstein, VP; Deputy General
eI)éctronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
ry Plaza, MS A6, Holtsville, NY 11561, USA
GB 98960332.9 Svstern and method for Symbol Aaron B. Bernstein, VP, Deputy General
el}éctronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
ry Plaza, MS A6, Holtsville, NY 11561, USA
HK 01101416.3 Svstern and method for Symbol Aaron'B’ Bernstein, VP, Deputy General
el}tlactronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
v Plaza, MS A6, Holtsville, NY 11561, USA
IL 136.220 Svstem and method for Symbol Aaron B. Bernstein, VP, Deputy General
eI)éctronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
i Plaza, MS A6, Holtsville, NY 11561, USA
IT 98960332.9 Svstern and method for Symbol Aaron B. Bernstein, VP, Deputy General
el}éctronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
ry Plaza, MS A6, Holtsville, NY 11561, USA
JP 2000-521687 Svstem and methad for Symbol Aaron B. Bernstein, VP, Deputy General
eI)éctronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
ry Plaza, MS A8, Holtsville, NY 11561, USA
US 7,035,818 Svstem ahd-hethod for Symbol Aaron B. Bernstein, VP, Deputy General
eI)éctronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
i Plaza, MS A8, Holtsville, NY 11561, USA
US 10/f25,010 SVatern and method for Symbol Aaron B. Bernstein, VP, Deputy General
el)tlactronic invento Technologies | Counsel Intellectual Property, 1 Motorola 6.2
v Plaza, MS A6, Holtsville, NY 11561, USA
US 10,032,279 Svstem and method for Symbol Aaron B. Bernstein, VP, Deputy General
Y Technologies | Counsel Intellectual Property, 1 Motorola 6.2

ctectronicinventory

Plaza, MS A8, Holtsville, NY 11561, USA

transceiver associated
with said unit

US 6,470,045 Communication protocol EM G. Meusburger, IP Manager, Rue des
between a transceiver Microelectronic |Sors, CH-2074, Marin, Switzerland
unit and transponders or Marin SA
transceiver associated
with said unit

JP 10-256493 | Communication protocol EM G. Meusburger, IP Manager, Rue des
between a transceiver Microelectronic |Sors, CH-2074, Marin, Switzerland
unit and transponders or Marin SA

vi
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EP 0 902 546 Communication protocol EM G. Meusburger, IP Manager, Rue des
Appl. No. between a transceiver Microelectronic | Sors, CH-2074, Marin, Switzerland
97115772.2 unit and transponders or Marin SA
transceiver associated
with said unit
US 6,784,787 Zebra Eric McAlpine, IP Counsel, Legal
Granted Technologies | Department, 333 Corporate Woods
EP 1 031 046 LPJaSrAkway, Vernon Hills, IL 60061-3109,
Granted
EP 1291 671 I[dentificafion systems
Granted
EP Appl
05017 862.3
Pending
US 6,480,143 Zebra Eric McAlpine, IP Counsel,h:egal
Granted Electronic identification Technologies | Department, 333 Corporate Woods
EP 1001366 |Systems EgrAkway, Vernon Hills{ IL; 60061-3109,
Granted
US 5,680,459 Zebra Eric McAlping,iPCounsel, Legal
Granted Passive transponder Technologies | Department, 333 Corporate Woods
P Parkway, Vernon Hills, IL 60061-3109,
USA
US 6,198,381 Zebra Efic McAlpine, IP Counsel, Legal
Granted Delayed reset mogle Technologies [\Department, 333 Corporate Woods
model for electronic Parkway, Vernon Hills, IL 60061-3109,
JP 10-272945 | jdentification system USA
Pending
US 5,537,105 Zebra Eric McAlpine, IP Counsel, Legal
Granted Technologies |Department, 333 Corporate Woods
US 5,966,083 | Electronic identification BgrAkway' Vernon Hills, 1L 60061-3109,
Granted systems
US 5,995,017
Granted
US 7375637 Methods and-abparatus University of | Marc S. Malandro, Ph.D., CLP,
Granted PP Pittsburgh University of Pittsburgh, 200 Gardner

for reduCing’power
consumption of an
active-transponder

Steel Conference Center, Thackeray &
O’Hara Streets, Pittsburgh, PA 15260,
USA

US 11/678296
Pending

Methods and apparatus
for switching a
transponder to an active
state, and asset
management systems
employing same

University of
Pittsburgh

Marc S. Malandro, Ph.D., CLP,
University of Pittsburgh, 200 Gardner
Steel Conference Center, Thackeray &
O’Hara Streets, Pittsburgh, PA 15260,
USA

US 61/099977

| lni\/preity af

Marc S _Malandro Ph D _CIP

Pending System and method for Pittsburgh University of Pittsburgh, 200 Gardner
real time asset location Steel Conference Center, Thackeray &
and tracking O’Hara Streets, Pittsburgh, PA 15260,
USA
US 6563417 Identec Stefan Schwiers, CTO, R&D
Granted Solutions Department, Identec Solutions AG,
Interrogation, monitoring Millennium Park 2, 6890 Lustenau,
U%?::é%m and data exchange Austria 6.3.12
using RFID Tags
US 7053777
Granted
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EP 99117640.5- Identec Stefan Schwiers, CTO, R&D
2215 Solutions Department, Identec Solutions AG,
Granted Millennium Park 2, 6890 Lustenau,
System for monitoring, Austria
DE 59504147'1_08 tracking, and handling of 6.3.12
ranted )
objects
GB/FR/CH/NL/AT
99117640.5-2215
Granted
US 7345576 Method and apparatus Identec Stefan Schwiers. CTO, R&D
Grgnted for resolving RFID Solutions Department, Identec Solutions AG,
based object traffic Millennium Park 2, 6890 Lustenau,
transactions to single Austria 6:3.92

container in the
presence of a plurality of
containers

Impinj Chris Diorio, CTO, 701 N. 34" Streét:
Suite 300, Seattle, WA 98103, USA

Intermec Phyllis T. Turner-Brim, Esq:,llegal
Department, Intermec IP-Corporation,
6001 36" Ave. W, Everett; WA 98203,
USA

Attention| is drawn to the possibility that some of the elements of this document may be the subject of patent
rights other than those identified above. ISO or IEC shall not be held.responsible for identifying any or all such
patent rights.
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2009(E)

Information technology — Radio frequency identification for

item management —

Part 7:

Scope

his part of ISO/IEC 18000 defines the air interface for radio frequency identification (RFID) devices
s an active RF tag in the 433 MHz band used in item management applications. It provides a
teéchnical specification for RFID devices that can be used by ISO technical committees develop

perability of products for the growing RFID market in the international marketplace. This
IBO/IEC 18000 defines the forward and return link parameters fof technical attributes including, but n
, operating frequency, operating channel accuracy, occupied channel bandwidth, maximum power,
missions, modulation, duty cycle, data coding, bit rate, bit.rate accuracy, bit transmission order, an

art of ISO/IEC 18000 further defines the communications'protocol used in the air interface.

Conformance

IPO/IEC TR 18047-7.

.1 RF emissions general,population

evice manufacturers claiming conformance to this part of ISO/IEC 18000 shall declare on t
responsibility that RF emissions do not exceed the maximum permitted exposure limits recomme
ither IEEE C95.1:2005 or ICNIRP according to IEC 62369-1. If a device manufacturer is unsu
recommendation is:to be cited for compliance, the manufacturer shall declare on their own respon
ICNIRP limits.

.2 RF emissions and susceptibility health care setting

evite' manufacturers claiming conformance to this part of ISO/IEC 18000 shall declare on t
responsibility that RF emissions and susceptibility comply with IEC 60601-1-2.

arameters for active air interface communications at 433, MHz

bperating
common
ng RFID

pplication standards. This part of ISO/IEC 18000 is intended to allow fer-Compatibility and to encourage inter-

part of
bt limited
spurious
d, where

ppropriate, operating channels, frequency hop rate, hop.sequence, spreading sequence, and chip fate. This

he rules for evaluation of RFID deviee conformity to this part of ISO/IEC 18000 are dg¢fined in

neir own
nded by
re which
Sibility to

neir own

2.3 Command structure and extensibility

This part of ISO/IEC 18000 includes a definition of the structure of command codes between an interrogator

and a tag and indicates how many positions are available for future extensions.
Command specification clauses provide a full definition of the command and its presentation.
Each command is labelled as being “mandatory” or “optional”.

The clauses of this part of ISO/IEC 18000 make provisions for “custom” and “proprietary” commands.

© ISO/IEC 2009 — All rights reserved
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2.4 Mandatory commands

A mandatory command shall be supported by all tags that claim to be compliant and all interrogators which
claim compliance shall support all mandatory commands.

2.5 Optional commands

Optional commands are commands that are specified as such within this part of ISO/IEC 18000. Interrogators
shall be technically capable of performing all optional commands that are specified in this part of
commangs.

If an optipnal command is used, it shall be implemented in the manner specified in this part of ISO/IEC (8000,

2.6 Cystom commands

[oN

Custom gommands may be permitted by those applying this part of ISO/IEC 18000, but-they are not specifie
in this pgrt of ISO/IEC 18000.

[oX

A custonpf command shall not solely duplicate the functionality of any mandatory-or optional command defing
in this part of ISO/IEC 18000 by a different method. An interrogator shall usé“/a custom command only i
accordarjce with the specifications of the tag manufacturer.

=)

2.7 Prpprietary commands

Proprietgry commands may be permitted by those applying this»part of ISO/IEC 18000, but they are ng¢t
specified in this part of ISO/IEC 18000.

[oX

A proprigtary command shall not solely duplicate the functionality of any mandatory or optional comman
defined ip this part of ISO/IEC 18000 by a different methed. All proprietary commands shall be disabled befor
the tag leaves the tag manufacturer. Proprietary commands are intended for manufacturing purposes an
shall not|be used in field-deployed RFID systems.

[*NN¢)

3 Normative references

[oN

The follgwing referenced documents are indispensable for the application of this document. For date
referencgs, only the edition gited” applies. For undated references, the latest published edition of the
referencg¢d document (includifig-any amendments) applies.

ISO/IEC|8859-1, Information technology — 8-bit single-byte coded graphic character sets — Part 1: Latin
alphabet|No. 1

ISO/IEC |15459«all*parts), Information technology — Unique identifiers

ISO/IEC 16963, Information technology — Radio frequency identification for item management — Unique
identificatiofir-for-Rf~ tayo

ISO/IEC TR 18047-7 Information technology — Radio frequency identification device conformance test
methods — Part 7: Test methods for active air interface communications at 433 MHz

ISO/IEC 19762-1, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary — Part 1: General terms relating to AIDC

ISO/IEC 19762-3, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary — Part 3: Radio frequency identification (RFID)

2 © ISO/IEC 2009 — All rights reserved
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IEC 62369-1, Ed. 1.0, Evaluation of human exposure to electromagnetic fields from short range devices
(SRDs) in various applications over the frequency range 0 GHz to 300 GHz — Part 1: Fields produced by
devices used for electronic article surveillance, radio frequency identification and similar systems

IEC 60601-1-2, Medical electrical equipment — Part 1-2: General requirements for basic safety and essential
performance — Collateral standard: Electromagnetic compatibility — Requirements and tests

ICNIRP Guidelines, Guidelines for limiting exposure to time-varying electric, magnetic, and electromagnetic
fields (up to 300 GHz), International Commission on Non-lonizing Radiation Protection

FEE C95.1:2005, IEEE Standard for Safety Levels with Respect to Human Exposure to Radio~ffequency
Hectromagnetic Fields, 3 kHz to 300 GHz

m

4 Terms and definitions

I

or the purposes of this document, the terms and definitions given in ISO/IEC 19762-1 and ISO/IEC| 19762-3
pply.

Q

(4,1

Symbols and abbreviated terms

n

or the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 19762-1 and
SO/IEC 19762-3 apply.

6 433,92 MHz active narrowband specification

§.1 Physical layer

Tlhe RF communication link between interrogator and tag shall utilize a narrow band UHF frequency with the
following nominal characteristics:

Carrier Frequency 433,92 MHz

Modulation Type FSK

Frequency Deviation +/- 50 kHz

Symbol LOW fc +50 kHz

Symbol HIGH fc -50 kHz

Data Modulation-Rate 27,7 kHz

Wake up Signal Modulation with 31,25 kHz square wave signal followed

by modulation with 10 kHz square wave signal

I

or detailed physical layer specifications, see section 6.6.

—

heAVake Up Signal shall be transmitted by the interrogator for a minimum of 2,45 seconds to wake up all
tags W|th|n commumcatlon range The Wake Up Slgnal shaII conS|st ofa?2 35 to 4 8 second 31 25 kI—z square

' { no Hz square
wave modulated S|gnal called the “Co-Header.” Upon detection and by completion of the Wake Up Signal all
tags shall enter into the Ready state awaiting a command from the interrogator. See Figure 1. A tag has two
states, awake/ready and asleep. During the ready state, the tags will accept the valid commands from readers
and respond accordingly. When the tag is asleep, it will ignore all commands.

© ISO/IEC 2009 — All rights reserved 3
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> Minimum 2,35 s Maximum 4,8 s u 0,1s ‘
HHHHHHH‘H ‘ | i |
i il Header
QUL Il UHHU H /,UU\U\U
;_ ToUS [ TOoUS _5 i 50Us S0US :

Once aw
message

otherwis

the tag w
Interrogg

The com
shall initi
tags sha

6.2 De

6.21 (

Data bef

preamblg, data bytes and a final end period. The last two'level changes of the preamble shall indicate the en

of the p
indicate
order sh
illustrate

Figure 1 — Wake Up Signal

oken, the tag shall stay awake for a minimum of 30 seconds after receipt of the last wéllsformed
packet consisting of a valid Protocol ID, command code, and CRC values, unless the-interrogator
b commands the tag to sleep. If no well-formed command message is received within the 30 seconds,
ill transition to the sleep state and SHALL no longer respond to command messages from
tors.

munication between interrogator and tag shall be of the Master-Slave_type, where the interrogatd
ate communications and then listen for a response from a tag. Multiple response transmissions from
| be controlled by the collection algorithm described in 6.4.

-

ta Link layer

Seneral

ween interrogator and tag shall be transmitted-in* packet format. A packet shall be comprised of

eamble and beginning of the first data byte. The same two level changes of the preamble als
he originator of the data packet. Data bytes shall be sent in Manchester code format. Transmissio
hll be most significant byte first; within;a byte, the order shall be least significant bit first. Figure
5 the logic levels for the data communication timing of the preamble and the first byte of a packet.

NS O QD
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PREAMBLE DATA BYTE
. 1296us or 1308us 324ps
logic [ > >
low
15us =b0=|<b1 ol b2=|=b3=|:b4=|: b5=|=b6=|<b7=|:b8=
0 | 1 ! 1 ! 0 ! 0 I 0 ! 1 ! 1 ! 0

\2

ZL_JZO

> et

’Qﬂl_lc ’lﬁ:_m 42/541s h4us 1R!|Q
/
from from
tag interrogator
FINAL DATA BYTE .

o i rising
E o erige
b0, b1 | b2 ; b3 , b4 | b5 | b6 | b7 | b8 l

e
Jus 15us

logic iC
'i?:!gw Ei'gh

b~ d

15 us logic low level precedes the first preamble cycle. Byte shown is code 0xC6.

Figure 2 — Data communication timing

.2.2 Preamble
he preamble shall be comprised of twenty (20) cycles of 60 ps period, 30 ys high and 30 ps low, fol
wvo final level changes which identifies the communication direction: 42 ps high, 54 us low
terrogator); or 54 us high, 54 us-ow (interrogator to tag). Refer to Figure 2 above.

.2.3 Data bytes

ata bytes shall be im”Manchester code format, each byte is comprised of 8 data bits and one stop b

eriod shall be 36 @s,-the total byte period shall be 324 ys. A falling edge in the centre of the bit-time
0 bit, a rising €dgé indicates a 1 bit. The stop bit is coded as a zero bit.

.2.4 Packet end period

final Yperiod of 36 uys of continuous logic low, followed by a logic low to logic high transition, fol

ote: Data byte transmitted order is most significant byte first;;within each byte the order is least significapt bit first.

owed by
(tag to

t. The bit
ndicates

owed by
bit within

htinuous logic high for a minimum of 15 ys shall be transmitted after the last Manchester encoded

the packet.
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6.25 |

nterrogator-to-tag message format

Tags shall recognize the interrogator-to-tag message format described in Table 1 and Table 2:

Table 1 — Interrogator-to-tag command format (broadcast)

Protocol Packet Packet | Session ID Command Command CRC
ID Options | | ength Code Arguments
0x40 1 byte 1 byte 2 bytes 1 byte N bytes 2 bytes

Table 2 — Interrogator-to-tag command format (point-to-point)

Protocal | Packet | Packet Tag Tag Session ID | Command | Command (,"CRC

ID

Options | | ength | Manufacturer | Serial Code Arguments
ID Number

0x40

1 byte 1 byte 2 bytes 4 bytes 2 Bytes 1 byte Ncbytes 2 byteg

6.2.5.1

The prot
applicati
protocols
applicati
defined

comman
products

When th
ISO/IEC

The inte
interroga
defined |
standard
defined |

Protocol ID

pcol ID field allows different application standards based on this part of\ISO/IEC 18000 (“derived
bn standards”) to be developed. All derived application standards shallshare the same physical laygr
, but their command/response structure/field and command sets “may vary depending on the
bn. The three basic commands (“Collection with Universal Data Block”, “Sleep” and “Sleep All But[)
n this part of ISO/IEC 18000 shall be supported by all derived application standards. All othgr
s required by this part of ISO/IEC 18000 shall be supported-by/this part of ISO/IEC 18000 compliant
but not necessarily by products compliant with derived application standards.

~h

e interrogator sends out a Wake Up Signal all tags ‘based on the air interface of this part
18000 and derived standards shall wake up.

rrogator may send out various commands as’,Specified by the application. In the event that th
tor wants to inventory all the active tags within its range, it shall send out a Collection command as
h this part of ISO/IEC 18000. All tags adhering to this part of ISO/IEC 18000 or derived applicati

5 shall respond to this basic Collection-command. A tag shall respond with the collection respon

y the tag’s own application data link.Jayer standard (this part of ISO/IEC 18000 or derived standard).

The tag$ shall also accept the Sleep commands (“Sleep” and “Sleep All But’) defined in this part ¢f
ISO/IEC[18000. The co-existence of this part of ISO/IEC 18000 and derived standards is illustrated in
Annex A
6.2.5.2 | Packet Options
Table 3 — Packet options field
Bit
7 6 5 4 3 2 1 (

Reserved| |ReServed |Reserved |Reserved |Reserved |11) |0= Broadcast (Tag serial number and Tag |Reseryed

manufacturer ID not present)

1= Point to Point (Tag serial number and

tag manufacturer ID present)

1) Bit 2 of the “packet options field” has a fixed value of “1” for backwards compatibility.
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The Packet Options field, described in Table 3, shall be used to indicate the presence of the Tag serial
number and Tag manufacturer ID fields within the command message (packet). As indicated in Table 4, a
particular command can be point-to-point or broadcast. The command type is indicated as follows:

— Point-to-point only, Packet Option field Bit 1 must be set to 1.

— Broadcast only and Packet Option field Bit 1 must be set to 0.

Reserved bits are for future use. The default value shall be “0”.

§.2.5.3  Packet Length

he packet length field shall be used to indicate the full length of the message in bytes, from-the Prptocol ID
p to and including the CRC field.

8.2.5.4 Tag Manufacturer ID

he Tag Manufacturer ID is a unique identifier that is issued to each tag manufacturer. The Tag Manufacturer
is a 16-bit code assigned by the Registration Authority as called out in ISOAEE" 15963. This 16-bit code is a
gombination of the ISO/IEC15963 Allocation Class “0001 0001” (most significant byte) and the 8-bit Issuer
ID “xxxxxxxx” (least significant byte). For example, if the Issuer UID ‘is’assigned as 00000100,| the Tag
anufacturer ID would be 00010001 00000100.

he Tag Manufacturer ID format and content shall follow the requirements of unique identifiers as defined in
ISO/IEC 15459-1.
he structure and allocation of the Tag Manufacturer ID is\described in ISO/IEC 15963 and INCITS 25%6.

gutoid.org is the ISO/IEC 18000-7 Registration Autharity.

8.2.5.5 Tag Serial Number

he Tag Serial Number is a 32-bit. integer that is uniquely assigned to each individual tafy during
anufacturing. This number cannot bé changed and is read only. The Tag Serial Number has no |structure
and does not contain any information*besides uniquely identifying a tag. The Tag Serial Number cannot be
reused. Issuance of Tag Serial Numbers may be managed and administered by each manufacturer.|The Tag
anufacturer ID and Tag Serial Number together uniquely identify a tag as defined in ISO/IEC 15963. This
six-byte combination includes’ the two-byte Tag Manufacturer ID followed by the Tag Serial Number. An
ample of the combined data structure for Tag Manufacturer ID and Tag Serial Number is:

0010001 000001 Q0N XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

8.2.5.6 SessionID

he Session ID is a 16-bit integer value that uniquely identifies an interrogator from any other interrogator
cgompliant with this part of ISO/IEC 18000 in the local vicinity. The Session ID of an individual interrogator may
hecchanged without restriction, but its value shall be set to a value not in use by other interrogators gompliant
vith—this—part—o S, inr—the—local—vieinity—No—two—interrogators—eoms tant—with—this part of
ISO/IEC 18000 within RF range of the same tag shall have the same Session ID. At the moment the Session
ID is changed in an interrogator, any ongoing communication between that interrogator and any tag shall be
terminated. An interrogator that receives a tag message containing a Session ID not equal to its own Session
ID shall not transmit any packets over the UHF interface regarding the contents of the tag message. The
Session ID 0x0000 is reserved and shall not be used.

6.2.5.7 Command Codes

The Command codes and their function as a Read and/or Write command shall be as listed in Table 4, below.
Codes not identified are reserved.
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Table 4 — Command codes

Command | Command name | Command Mandatory/Optional Description
code + Sub type Interrogator| Tag
Command
Code
(R/W)
Ox1F / NA Collection with Broadcast Mandatory Mandatory | Collects all Tag IDs and Universal
Universal Data Data Block
Block
NA / 0x1$ Sleep Point to Point | Mandatory Mandatory |Puts tag to sleep
NA / 0x16 Sleep All But Broadcast Mandatory Mandatory |Puts all tags but one to sleep
0x13/0x93 |UserID Point to Point | Mandatory Optional Sets user assigned ID (1 —'60 bytes)
0x09 / 0x89 | Routing Code Point to point | Mandatory Mandatory |Reads and writes routing,code
0x0C / NA Firmware Version Point to Point | Mandatory Optional Retrieves manufacturer-defined tag
firmware revisien number
OX0E / NA Model Number Point to Point | Mandatory Optional Retrieves mahufacturer-defined tag
model number
0x60 / OHEO | Read/Write Memory | Point to Point | Mandatory Optional Reads-and writes user memory
NA / 0x9% Set Password Point to Point | Mandatory Optional Sets tag password (4 bytes long)
NA / 0x9Y Set Password Point to Point | Mandatory Optional Engages/disengages password
Protect Mode protection (see section 6.3.4)
NA/ 0x94 Unlock Point to Point | Mandatory Optional Unlocks password protected tag
0x70 / NA Read Universal Point to Point | Mandatory Mandatory |Reads the Universal Data Block
Data Block
0x26+0x1)1 Table Create Point to Point | Mandatofy Optional Creates a database table
Ox26+0xd)2 Table Add Records | Point to Point | Mandatory Optional Prepares to add new records to the
specified database table
0x26+0x03 | Table Update Point to Point{Mandatory Optional Prepares to modify the specified table
Records records
0x26+0x04 | Table Update Fields | Point-te*Point | Mandatory Optional Prepares to update the specified fields
of a table record
0x26+0x05 | Table Delete Point to Point | Mandatory Optional Deletes existing record from the
Record existing database table
0x26+0x06 | Table Get Data Point to Point | Mandatory Optional Prepares to retrieve the specified tablg
records
0x26+0x(7 |Table.Get Point to Point | Mandatory Optional Gets total number of records and the
Properties maximum number of records the table
can hold
0x26+0x(8 - Table Read Point to Point | Mandatory Optional Retrieves a block of data from a table
Fragment as initiated by the Table Get Data
command
0x26+0x09 | Table Write Point to Point | Mandatory Optional Writes a block of data into a table as
Fragment initiated by the Table Add Records,
Table Update Records, or Table
Update fields command
0x26+0x10 | Table Query Broadcast or|Mandatory Optional Initiates table search based on the
Point to Point specified criteria
OxE1/ NA Beep ON/OFF Point to Point | Mandatory Optional Turns tag’s beeper ON or OFF
Ox8E Delete Writeable Point to Point | Mandatory Optional Deletes all allocated writeable data on
Data atag
8 © ISO/IEC 2009 — All rights reserved
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The Command Type column indicates whether the command is broadcast (does not include Tag Manufacturer
ID and Tag serial number in the message) or point-to-point (includes Tag Manufacturer ID and Tag Serial

Number in the message).

For commands requiring a Sub Command Code, the Sub Command Code field is the first byte of the

Command Arguments field that follows the Command Code.

6.2.5.8 Command Arguments

Il zeroes

(Px0000), over all data bytes (excluding preambleg from the protocol ID up to and-including any gommand
grguments according to the CCITT polynomial (x'® + x + x° +1). The CRC, $hall be appended to|the data

imcluded in the command message as a two bytes field. Reference: ITU-F ‘Recommendation V.41

for cyclic code system.

6.2.6 Tag-to-interrogator message format

Q = —

escribed below except in the following situations, for which the tag shall not respond:

— the command is explicitly specified in this part of ISO/IEC 18000 as requiring no response

for the received command packet
— receipt of a broadcast command containing an invalid command code or other error
— the tag is in the asleep.state
There are two possible response formats:
— the Broadcast-response message format

— the Paint-to-Point response message format

§.2.6.1Broadcast response message format

(Extract

ffom the Blue Book), Code-independent error-control system, Appendix | ¢ Encoding and decoding realization

he tag-to-interrogator message shall use one of two formats depending on the type of messape being
ansmitted to the Interrogator. The tag shall always respond-to a command using one of the respons¢ formats

— the CRC bytes received in the command do not match the CRC checksum that the tag has cglculated

The-, message format shown in Table 5 shall be used in response to Interrogator HQroadcast

PN - | wad by faono aanthie 4 lntaorraaatae! mearaieahon—rano raadecact A

mnraruo 1CutTiIvou Uy Laso VVILETmT uare IIILGIIU&GLUI o vurhirmurimoeauuri IGIIHU. Druaucvdadot  vurinnm ndS are
identified in Table 4.

Table 5 — Broadcast response message format
Protocol Tag Packet | Session ID Tag Tag Serial | Command | Data | CRC
ID Status | Length Manufacturer Number Code
ID
0x40 2 bytes 1 byte 2 bytes 2 bytes 4 bytes 1 byte N bytes | 2 bytes
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6.2.6.2

This megsage format, shown in Table 6, shall be returned to the Interrdgator as a response to all point-to-point
commanfs, which require the Tag Manufacturer and Serial Number i order to access a particular tag. (Poin}
to-point gommands are identified in Table 4).

Tag Status: Indicates various conditions such as response format, tag type, alarm and hardware
fault. See section 6.2.6.4, Tag Status, for more details.

Packet Length: Message length in bytes from the Protocol ID field up to and including CRC field.

Session ID: ID of a particular session: An unsigned integer value from 0x0001 to OXFFFF. The
Session ID 0x0000 is reserved and shall not be used.

Tag Manufacturer ID: Unique ID assigned to manufacturer

ag Serial Number: Unique tag serial number preset during manufacturing

ommand Code: Command code (see Table 4) received from the Interrogator
ata: Data returned by the tag as a response to an Interrogator’s valid broadcast command request.
he value of N, the length of the data in bytes, is specific to the command. In theevent that the tag

ceives an invalid command, no response is sent to the interrogator

CRC: CCITT code check bytes as described in section 6.2.5.9.

Point-to-point response message format

Table 6 — Tag-to-interrogator response format (point-to-point)

Protoco Tag Packet | Session Tag Tag Command | Response CRC
ID Status | Length ID Manufacturer Serial Code Data*
Number
ID
0x40 2 bytes 1 byte 2 bytes 2 bytes 4 bytes 1 byte N bytes 2 bytegs

*This field is command dependent; some commands may or may not need this field

10

Tag Status: Indicates various conditions such as response format, tag type, alarm and hardwarge
ult. See section 6.2.6.4) Tag Status, for more details.

C)

acket Length;~ Message length in bytes from the Protocol ID field up to and including the CR

ession\D? ID of a particular session, an unsigned integer value from 0x0001 to OxFFFF. The
essionD 0x0000 is reserved and shall not be used.

cturer ID: Unique ID assigned to manufacturer

Tag Serial Number: Unique tag serial number preset during manufacturing

Command Code: Command code received from the Interrogator

Response Data: Data returned by the tag as a response to an Interrogator’s valid command
request. The value of N, the length of the data in bytes, is specific to the command. In the event an
error is detected, a NACK flag within the Tag Status word will be set and the Response Data will
contain an error response as described in subsection 6.2.6.3.

CRC: CCITT code check bytes as described in section 6.2.5.9.
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In response to a point-to-point command a tag may reply with one of the errors listed in Table 7. If multiple
errors are detected in a point-to-point command, only the first error is reported. Errors resulting from broadcast
commands do not generate responses.

Table 7 — Error code

Error Code Description
UXU1 mvatid-Commmand-Code
0x02 Invalid Command Parameter
0x03 Optional Command not Supported
0x04 Not Found
0x06 Can’t Create Object
0x08 Authorization Failure
0x09 Object is Read-Only
0x0A Operation Failed
0x3f Implementation Dependent
0x40 Stale Token
0x41 Boundary Exceeded

O X M

Table 8 — General error format

rror response data shall consist of a one-byte error.code; possibly a one-byte sub-code, depending
ind of error; possibly one or more bytes of parameter'data, also depending on the error; and an optio
nanufacturer-defined number of additional data bytes, as shown in Table 8. In the following error defi
ections, the optional, manufacturer-defined data’bytes are not shown.

Error Code Sub-code Error Parameter Manufacturer
Data Data
1 byte 1 byte N bytes M bytes

— Error Code:avalue from Table 7 identifying the kind of error

— Sub-code: an optional value that further refines the nature of the error and is specific to th
errory This field is absent if the error does not define a Sub-code. Sub-codes are specified in
description subsections below.

— Error Parameter Data: N bytes of data, where N is zero or greater, whose existence, ler]

content danend -on-the natura of tha arrar Thic fiald ic ahcant if tha arrar dnac naot daofl
coteRt—aepeRa—oh—thehRatdre—-o—the—eHo—HsHelie1sapbSert—H—the—eHoraoeshHot+aet

bn the
nal,
hition

e kind of
the error

gth, and

ne Error

Parameter Data. Error specific Error Parameter Data and length N of this field, if any, is specified in
the error description subsections below.

— Manufacturer Data: M bytes of data, where M is zero or greater, whose existence, field length, and
content are at the discretion of the tag manufacturer

© ISO/IEC 2009 — All rights reserved
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6.2.6.3.1

Invalid command code error

Table 9 shows the structure of this error code.

Table 9 — Invalid command code error

Error Code
0x01

This erro
and/or S

6.2.6.3.2
Table 10

r as defined in Table 9 shall be generated when the tag receives a packet with a Command Code
Ib Command Code that is not defined in this part of ISO/IEC 18000.

Invalid command parameter error

shows the structure of this error code.

Table 10 — Invalid command parameter error

Error Code | Sub-code | Parameter Offset

0x02 1 byte 1 byte
$ub-code: a code as shown in Table 11 that describes the erref. more specifically. Following valugs
are defined:
Table 11 — Invalid command parameter error sub-codes

$ub-code Sub-error Name Meaning

0x01 Parameter Out of Range | The value éf a parameter is not legal

0x02 Too Few Parameters Therg @re fewer bytes in the Command Arguments field than expected

0x03 Too Many Parameters There are more bytes in the Command Arguments field than expected
Parameter offset: the offset in bytes from the beginning of the Command Arguments field where

the error was detected.
This errgr as defined in Table~10"shall be generated when the tag receives a command with invalid qr

malform

6.2.6.3.3

Table 12

d parameters. If mare,than one parameter is in error, the first invalid parameter shall be reported.

Optional Command Not Supported

shows thestructure of this error code.

Table 12 — Optional Command Not Supported error

0x03

This error shall be generated when the tag receives an ISO optional command that is not supported on this

tag.

12
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6.2.6.3.4 Not found error

ISO/IEC 18000-7:

Table 13 shows the structure of this error code.

Table 13 — Not found error

Error Code | Sub-code

2009(E)

0x04 1 byte
Sub-code: a code as shown in Table 14 that describes the error more specifically. Following
values are defined:
Table 14 — Not found error sub-codes

Sub-code Sub-error Name Meaning

0x01 Table Does Not Exist There is no existing table for the table ID given

0x02 Record Does Not Exist There are fewer records than the record number given

0x03 Field Does Not Exist There are fewer fields than the field\number given

6.2.6.3.5 Can't create object error

Tlable 15 shows the structure of this error code.

Table 15 — Can’t create object error

Error Code(};Sub-code

0x06 1 byte

— Sub-code: a code as shown in Table 16 that describes the error more specifically. The
values are defined:

Table 16 — Can’t create object error sub-codes

following

Sub-code Sub-erfror Name Meaning
0x02 Ta_ble Afready The requested table ID is already in use
Exists
0x03 Out of Memory There is insufficient memory in the tag to create the requested table
0x04 Table ID Reserved ;I'ahb?etable ID provided is reserved, and not available for assignment to a

Tihis€rror as shown in Table 15 shall be generated upon an unsuccessful attempt to create a databag

e table.

6.2.6.3.6 Authorization failure error

Table 17 shows the structure of this error code.

Table

17 — Authorization failure error

Error Code
0x08

This error as shown in Table 17 shall be generated upon an invalid attempt to access a tag feature protected

by a password.

© ISO/IEC 2009 — All rights reserved
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6.2.6.3.7

Table 18

Object is read-only error

shows the structure of this error code.

Table 18 — Object is read-only error

Error Code
0x09

This erro
the tag d

6.2.6.3.8

Table 19

— Sub
are g

This erro
This erro

6.2.6.3.9

Table 21

r as shown in Table 18 shall be generated upon an attempt to modify some tag data entity for which
pes not allow modifying operations.

Operation Failed error

shows the structure of this error code.

Table 19 — Operation Failed error

Error Code | Sub-code
0x0A 1 byte

code: a code as shown in Table 20 that describes the error mere specifically. The following valug
efined:

Table 20 — Operation Failed error sub-codes

Sub-code | Sub-error Name Meaning
0x01 Write Failure The Memory write operation failed.
0x02 Erase Failure The Memory erase operation failed.
0x03 Memory Consistency | Memory corruption has been detected
0x04 Other Failure Operation failed for other reason

r as shown in Table 19 shall be\generated upon the failure of a valid command to complete properly
r shall only be reported if the command failed to complete and no other error has been reported.

Implementation dependent error

shows the structure of this error code.

Table 21 — Implementation dependent error

Error Code | Sub-code

[72]

Ox3F 1 byte

This error code as shown in Table 21 shall be reserved for tag manufacturers and applications to define for
tag behaviour errors not covered by this part of ISO/IEC 18000. At a minimum, the tag implementation shall
include a Sub-code field. Sub-code and any additional fields of the error are left to the tag manufacturer and
applications to specify.

6.2.6.3.10 Stale Token error

Table 22

14

shows the structure of this error code.
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Error Code

0x40

Table 22 — Stale Token error

ISO/IEC 18000-7:2009(E)

This error as shown in Table 22 shall be generated by the tag when a submitted Request Token is invalid due
to an intervening modification that was made to the table for which the Request Token applies. These
modifications include invocations of the following commands: Table Add Records, Table Update Records,
Table Update Fields, and Table Delete Record.

Q

= —

— Sub-code:
are defined:

6.2.6.3.11 Boundary exceeded error

Tlable 23 shows the structure of this error code.

Table 23 — Boundary exceeded error

Error Code

Sub-code

0x41

1 byte

Table 24 — Boundary exceeded error sub-codes

a code as shown in Table 24 that describes the error more specifically. The following values

Sub-code

Sub-error Name

Meaning

0x01

Table Full

The table.has been filled to the create-time allotment

0x02

Record Does Not Exist

The'record has not been added yet

0x03

Fragment Overrun

The write operation completed with still more to write

0x04

Field Does Not Exist

The field does not exist

6.2.6.4 Tag status

Table 25 — Tag status field format

his error as shown in Table 23 and subscode shown in Table 24 shall be generated upon an attempf{to
ccess a record outside of a valid boundary.

he Tag Status field shown in Table 25, included in all tag—to-interrogator messages, shall consist of the
pllowing information;

Bit
15 14 13 12 1 10 9 8
Acknowledigement
Mode field Alarm Reserved | Reserved 1= NACK
0=ACK
Bit
7 6 5 4 3 2 1 0
Reserved Tag type Reserved Reserved Service bit

Note: reserved fields are set to a value of “0”.

— Mode field indicates the format (response to Broadcast command or response to Point-to-Point
command) of the response data from the tag. The list of possible values is shown in Table 26.

© ISO/IEC 2009 — All rights reserved
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Table 26 — Tag status field format

Mode field Mode format code (bit 15 - 12)
Broadcast Command 0000
Point to Point Command 0010

— Alarm is intended as a general status bit indicating a non-command related reportable condition. If set
(‘1’), an alarm condition has been detected by the tag. The interpretation, actions to retrieve data and
clear the alarm bit is defined by the tag vendor.

— Acknowledgment, when clear (‘0’), indicates that the tag has received a valid command (CRE-ak
nd all fields valid) from the Interrogator and processed the command successfully. If set (1), th
ommand was invalid or the tag encountered an error during the processing of the command. No
at as described in section 6.2.6, the tag issues no response in the case of a CRC error;

— Tag type is a value assigned by, and meaningful only to, the tag manufacturer. The-manufacturer c
se this value to indicate manufacturer-defined special features.

— $ervice bit when set (‘1) indicates that the tag has detected a hardware‘related fault conditio
dditional information on the hardware fault condition may be retrievedywith the Hardware Fadl
tatus UDB element.

— -

6.3 Tag commands

6.3.1 Collection with Universal Data Block (UDB)
The Collgction with Universal Data Block command shall be used\to collect Tag Manufacturer ID and Tag

Serial Nymbers with the contents of a specified UDB data bloeck? The format of the Collection with Universal
Data Blopk (Collection with UDB) command shall be as shewn in Table 27,

Table 27 — Collection with Uhiversal Data Block command

Command Code Windows size Max Packet UDB Type Code
Length
Ox1F 2 bytes 1 byte 1 byte

— IVindow Size: the number.0f/57,3 ms intervals to use for listening for tag responses in the collection
Igorithm. See 6.4 for_an-explanation of the collection algorithm. Encoded as an unsigned 16-Hjit
integer, with a valid range of 1 to 512.

— Max Packet Length: an integer in the range 20 to 255 inclusive that specifies the maximum valuge
that a tag canlus€ as the Packet Length field of it's response. Tags may select a different reply packet

mcluded in the tag response
— UDB Type Code: identifies the requested UDB type. See Table 40 for a list of defined UDB types.
The tag shall select a random time slot based upon the Window Size and Max Packet Length values received
(see 6.4). The tag shall respond in the time slot with the Collect with Universal Data Block broadcast response

message as shown in Table 28.

When this command is received the tag shall save all requested UDB data and ensure no change to the UDB
data until all data has been sent.
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Table 28 — Collection with Universal Data Block response

Command Code

UDB Type Code

Total UDB Length

Requested Offset

UDB data

Ox1F

1 byte

2 bytes

2 bytes N bytes

UDB Type Code: identifies the requested UDB type.

Total UDB Length: the total length, in bytes, of UDB data on the tag for the selected UDB Type.

Requested Offset: the tag shall reply with the value zero for its response to a Collection with UDB

Universal Data Block data: an initial portion of the Universal Data Block.

command. All Collection with UDB commands will begin at the implied offset of zero and the tag shall
respond with data beginning at the first byte of the requested UDB block and confirm thisoffs
with the value 0 for the Requested Offset field.

bt value

6.3.1.1 Universal Data Block
Tlhe Universal Data Block contains zero, one or more data elements which, are referred to as TLD (Type,
LUength, Data) Elements, and are formatted as shown in Table 29. Each TLD.element is identified with a UDB
Blement Type ID (see Table 30). Non-present or zero length data elements shall not be includ¢d in the
Universal Data Block. For example, if the length of the User ID is zero;mo part of the User ID TLD shall be
imcluded in the UDB.
Table 29 — TLD element format
UDB Element Type ID Length Data
1 byte 1 byte N bytes
UDB Element Type ID N Data bytes
(see Table 30) (length of Data in bytes)
— UDB Element Type ID: identifies Data’element, UDB Element Type IDs are defined in Table|30.
— Length: number of bytes in length of Data element.
— Data: the informational content of the TLD, such as a Routing Code or User ID.
Tihe values for the UDB Element Type ID shall be as shown in Table 30.
Table 30 — UDB Element Type ID values
UDB Element Description Note
Type ID (1 byte)
0x00 - 0x0A Reserved
0x10 Routing Code The routing code as specified within this document
0x11 User ID User ID as specified within this document
0x12 Optional Command List | A list of command codes for optional commands supported on thig tag
0x13 Memory Size Total and available memory on this tag
0x14 Table Query Size The total number of Table Query elements supported on this tag
0x15 Table Query Results Results for the previously executed Table Query
0x16 Hardware Fault Status | Hardware reset count, Watchdog reset count and Hardware Fault bitmap
(including low battery flag) to provide additional information when the
“service” bit is set in the tag Status word
0x17 - OX7F Reserved These elements are reserved for future tag data elements
0x80 - OXFE Future extension Reserved for future use
OxFF Application Element Application extensions

© ISO/IEC 2009 — All rights reserved
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The Routing Code UDB Element (0x10) shall be as shown in Table 31.

The Use

Table 31 — Routing Code UDB Element

UDB Element Type ID | Length Data
1 byte 1 byte | N bytes
0x10 N Routing code data

1D UDB Element (ﬂy1 1) shallbe as shown in Tabhle 32

The Opt
element
tag.

The Men
of three
number

Table database memory (available memory sizetdoes not include overhead and simply reports the number ¢f

unused 1

Table 32 — User ID UDB Element

UDB Element Type ID | Length Data
1 byte 1 byte | N bytes
0x11 N User ID data

U

onal Command List Element (0x12) shall be as shown in Table 33. The data returned in this TL
s a list of one-byte command code values for the optional commands that are implemented on this

Table 33 — Optional Command List Elément

UDB Element Type ID | Length Data
1 byte 1 byte | N bytes
0x12 N N.#-byte command code values

nory Size Element (0x13) shall be as shown in(liable 34. The data returned in this TLD is composed
4-byte values: the total number of bytes available for Read/Write Memory commands, the total
pf bytes allocated for Table database memory, and the number of bytes currently available in the

hemory bytes).

Table 34 — Memory Size Element

UDB Element Type ID |‘Length Data
1 byte 1 byte 12 bytes
0x13 0x0C 4 bytes 4 bytes 4 bytes
R/W Memory | Total Table Memory | Available Table Memory

The Tab
returned

le Query~Size Element (0x14) shall be as shown in Table 35. The 8-bit unsigned integer valu
in this/TLD element represents the number of Table Query elements supported on this tag.

[¢]

The Tab
available
the queri

18

Table 35 — Table Query Size Element

UDB Element Type ID | Length Data
1 byte 1 byte 1 byte
0x14 0x01 number of Table Query elements supported

le Query Results Element (0x15) shall be as shown in Table 36. The data returned in this TLD is
after the successful execution of a Table Query and includes a Query Status value, the Table ID for
ed table, the number of records matched in that table, and the index of the first matching record.

© ISO/IEC 2009 — All rights reserved
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UDB Element Type | Length Data
ID
1 byte 1 byte 7 bytes
0x15 0x07 1 byte 2 bytes 2 bytes 2 bytes
Query Table Number of Records Index of First Matched
Status ID Matched Record

Ifne values or the Query Status Tield shall be as snown in Iable 57.

Table 37 — Query Status values

Query Status Value

Description

0x00 The Table Query operation was successful.

0x01 The tag did not execute the query because the tag did not receive a complete sefjuence of
Table Query packets, or a command has been received by(the tag that has invaliflated any
previous query results.

0x02 The tag received a complete sequence of Table Query( packets but the tag cannot comply and
did not execute the query (e.g. the Table ID is invalid‘en the tag or a Sequence ID valyie greater
than the maximum number supported by the tag).

0x03 Partial Query Results. The Table Query operation started but has not completed. The Number
of Records matched and Index of First Matched Record field represent partial resylts of the
Query.

0x04—0xFF Reserved.

— =

im Table 39.

he Hardware Fault Status Element (0x16) shall beras shown in Table 38. The data returned in
i$ composed of three 1-byte values: the lifetime count of hardware resets, the lifetime
Vatchdog (firmware) resets, and the Hardware Fault bitmap. The Hardware Fault Bitmap is defined as shown

Table 38 — Hardware Fault Status Element

this TLD
count of

UDB Element Type.D.| Length Data
1 byte 1 byte 3 bytes
0x16 0x03 1 byte 1 byte 1 byte
lifetime count lifetime count Hardware Fault
of hardware resets | of firmware resets Bitmap
Table 39 — Hardware Fault Bitmap
bit.7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0
reserved reserved reserved reserved reserved reserved Memory Low
Corruption Battery
Detected Detected
Where:

of “low” is implementation defined.

hardware fault condition.

Reserved (bits 2-7): reserved for future use.

© ISO/IEC 2009 — All rights reserved
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Memory Corruption Detected (bit 1): when set ('1') indicates that the tag has detected a memory
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A UDB Type is a predefined collection of UDB Element Types. The Collection with UDB and Read UDB
commands include a UDB Type argument that allows an application to select one of the available predefined
collections of UDB data. All UDB Types may include additional Application Extension TLD Elements following

the requi

red TLD Elements. The values of the UDB Type shall be as shown in Table 40.

Table 40 — UDB Types

UDB Type | Description UDB Elements included for this UDB Type
0x00 Transit data Routing Code UDB element (Element Type 0x10), User ID UDB element (Element
T_YPU CI\1 AI) [=1] Id [=1] Iy App:;uat;ull de;l ch UDB U:GIIIGI ItO.
Dx01 Capability Optional Command element (Element Type 0x12), Memory Size element (Element
data Type 0x13) and Table Query Size element (Element Type 0x14) and any
Application defined UDB elements.
Dx02 Query results | Table Query Results element (Element Type 0x15) and any Applicatien defined
UDB elements.
Dx03 Hardware Hardware Fault Status element (Element 0x16) and any Application defined UDB
Fault data elements.
The Uniyersal Data Block may optionally include one or more UDB Application Extension Blocks each
encapsulating one or more TLDs, which are uniquely identified by the included Application ID (see Table 41).
Any indiyidual tag may support the extensions defined by multiple vendors (with appropriate licensing |[if
required).
Table 41 — UDB Application Extension Block format
Application Application Extension Application ID Application
ExtensEn Type Length TLD Element TLD Elements
1 llJyte 1 byte N bytes M bytes
OxFF N + M bytes TLD containing the Application ID one or more Application
Type and Application ID value defined TLDs
Where:

/
i

— 4

A\pplication Extension Type ID: The Application Extension Type ID defined in Table 30. This
A\pplication Extension 1D identifies that all TLDs included within this UDB Application Block are
dentified by the inetuded Application ID.

Application;Extension Length: The full length of UDB Application Extension Block in bytes,
ncluding.the 'Application ID TLD, and the combined lengths of the included Application TLD elements.

Application ID TLD Element: The Application ID TLD Element must be formatted as described in

t

able 29 and consists of an Application ID Type, a one-byte length field and a data field containing
he Application ID value for the entity responsible for defining the following Application defined TLD

elements. Application ID Types are defined as in Table 42.

— TLD Elements: A series of one or more TLDs each consisting of a Type ID byte defined by the
included Application ID, a one-byte length field and a data field. The TLD Type IDs are defined solely
by the Application identified, and are not required to be made public. All of the included TLDs must be
formatted as described in Table 29, except that the Type ID is assigned by the manufacturer rather

t

han this part of ISO/IEC 18000. All of the included TLDs must fit completely within the Application

Element Length byte count.

20
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Table 42 — Application ID TLD Types

Application ID Application ID TLD value
TLD Type code
0x00 Manufacturer ID - the Application ID is the 16-bit Tag

Manufacturer ID assigned by the Registration Authority as
called out in ISO/IEC 15963.

0x01 Routing Code - The Application ID is the Tag Data Routing
Code as defined in ISO 17363.

UXUZ - UXFF Reserved

(ds)

ee Figure 3 for an example Universal Data Block of UDB Type 0x00. The example includés a Rout

D

Application UDB extension block

ng Code

lement, a User ID element and an Application extension block with two application extension elemerts.

total length of Application extension

OxFF = beginning of Application extension block

Figure 3 — Example Universal Data Block - UDB Type 0x00

6.3.2 Sleep

—

o put a tag to Sleep the command in Table 43 shall be sent (written) to the tag.

Table 43 —="Sleep command format (Write)

Command code
0x15

pon receiving the Sleep command in Table 43, the tag shall enter the Sleep state. The tag shall nof
p this command and shall-<ignore any subsequent commands until the tag is woken again by the

ignal.

= c

N

.3.3 Sleep all but

o put all except one tag to Sleep the command in Table 44 shall be sent (written) to the tag.

—

Table 44 — Sleep all but command format (Write)

o1 I [ T I I /[
\ type len data | type len data | len \ type len App. ID data I type len data I type len dat: |
Routing Code TLD element User ID TLD element Application ID TLD Application|TLD element 1 Application TLD el¢ment 2

respond
Vake Up

Command code | Tag Manufacturer | Tag Serial Number
ID

0x16 2 bytes 4 bytes

— Tag Manufacturer ID: the Tag Manufacturer ID of the tag which should remain awake following the

Sleep All But command.

— Tag Serial Number: the Tag Serial Number of the tag which should remain awake following the

Sleep All But command.

© ISO/IEC 2009 — All rights reserved
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The Sleep All But command is a broadcast command used to place all tags into the sleep state, as with the
Sleep command of section 6.3.2, except for the one tag that matches the provided Tag Manufactures ID and
Tag Serial Number. Upon receiving this command, all tags except the one tag that matches the provided Tag
Manufactures ID and Tag Serial Number shall enter “sleep” state.

The tags shall not respond to this command.

6.3.4 Security commands

Access
software

those wrjte commands shall be non-accessible unless the tag is unlocked; that is, they will not perform-ihe
usual operations but rather respond with an Authorization Failure error. If the password protection

disengaded, the commands are accessible — they behave as described in the corresponding sectians of th
part of ISO/IEC 18000 without the possibility of an Authorization Failure error. Password protection is engage
and disgngaged by means of the Set Password Protect Mode command described in(section 6.3.4.2.
Passworfl protection is disengaged by default.

Unlock

While pa

temporafily. While"a tag is unlocked, the password-protected write commands shall be accessible. Any tim

the tag €
passes s
which th

o tag write commands shall be aquarded bv _a nassword nrotection mechanism that anplicati
J ~J J T T rr

can command the tag to engage or disengage (see Figure 4). If password protection is engage

S h D = -

Unlock (password)
AND
SetPasswordProtectMode(0)

Tag Password Protection
Cleared
Locked ! Byte=0x00)
) secure byte=0x
——— — Password Protection [
Enabled Unlock (password
password) AND AND
30 s timeout or Sleep SetPasswordProtectMofde(0)
Unldck (password)
AND
y ———]

— SetPasswordProtectMode(1

Password Protection
Enabled
(secure byte=0x01)

Tag
Unlocked

B — <
Unlock (password
SetPassword (new password) AND

Figure 4 - Tag security state machines

ssword protection is engaged, application software can command the tag to enter the unlocked sta

nters the-sleep state (either the tag receives a “Sleep” or “Sleep All But” command or 30 secon
ince the last well-formed command has been received), the tag shall return to the locked state, i

puts the

Table 45

22

b (password-protected commands shall be non-accessible. The Unlock command of section 6.3.4.

lists the commands that are affected by password protection.
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Table 45 — Write commands affected by password protection

Command Command name Description
code
0x93 User ID Sets user assigned ID (1 — 60 bytes)
0x89 Routing Code Writes routing code
OxEO Write Memory Writes user memory
0x95* Set Password* Sets tag password (4 bytes long)
0x97* Set Password Protect Mode* | Engages/disengages password protection
0x26 Table Create Creates a database table
0x26 Table Add Records Prepares to add new records to the specified database tablg
0x26 Table Update Records Prepares to modify the specified table records
0x26 Table Update Fields Prepares to update the specified fields of atable record
0x26 Table Delete Record Deletes existing record from the existing database table
0x26 Table Write Fragment Writes a block of data into a table as’initiated by the Table Add
Records, Table Update Records, or Table Update fields commmand
Ox8E Delete Writeable Data Deletes all allocated writeable data on a tag,

—

c -

1

G

These commands behave as though password protection were engaged permanently.

.3.4.1 Security — Set Password

o set the password of a tag, the command in Table 46 shall be sent (written) to the tag.

Table 46 — Set Password command format (write)

Table 47 — Set Password command format (write response)

Command code Password
0x95 4 bytes
— Password: a four byte binary value, which shall act as the password for subsequenfl security
commands.

o the Set Password command the tag shall respond with a point-to-point response message (and nqg data,
nless an error is encountered) as shown in Table 47.

Command code

0x95

his“command sets the tag's password. This command requires tag to be first unlocked with the Unlock
ommand of section 6.3.4.3 before the command can be accessed. The initial value of the tag’s pagsword is

0

xFFFFFFFF.

The possible error responses shall be as shown in the Table 48.

Table 48 — Set Password command errors

Error Code Error Name Reason
0x02 Invalid Command Parameter | Password parameter is missing or the wrong length
0x08 Authorization Failure Unlock command not invoked prior to invocation of this command

© ISO/IEC 2009 — All rights reserved
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6.3.4.2

Security — Set Password Protect Mode

To set a tag's Password Protect Mode the command in Table 49 shall be sent (written) to the tag.

— $ecure: a flag that specifies whether password protection shall be engaged or disengaged. 1h

To the Sgt Password Protect Mode command the tag shall respond with a point-to-point response~message
(and no ¢lata, unless an error is encountered) as shown in Table 50.

This comjmand engages or disengages password protection in the tag. T.o access this command the tag shq|
first be ynlocked with the Unlock command of section 6.3.4.3 regardless of the state of the tag’s passwor
protection.

The posgible error responses shall be as shown in Table 51.

protection to be disengaged.

Table 49 — Set Password Protect Mode command format (write)

Command code Secure
0x97 1 byte

[oNN ()]

alue 0x01 shall cause password protection to be engaged, the value 0x00 shall cause passwof

Table 50 — Set password Protect Mode command format (write response)

Command code
0x97

Q=

Table 51 — Set Password Protect Mode command errors

Errgr Code Error Name Reason
(gx02 Invalid Command Parameter | Secure parameter is missing or the wrong length
Gx08 Authorization Failure Unlock command not invoked prior to invocation of this command
6.3.4.3 | Security — Unlock

To unlock a tag the command-in_Table 52 shall be sent (written) to the tag.

Table 52 — Unlock command format (write)

Command code Password
0x96 4 bytes

Password: a four-byte binary value that was previously defined as the password via the Sgt
Password command.

To the Unlock command the tag shall respond (write response) as shown in Table 53.

Table 53 — Unlock command format (write response)

Command code
0x96

This command unlocks the tag. If the supplied password matches tag’s password, the tag shall permit the
execution of all commands ordinarily non-accessible because of password protection. The tag shall remain in

24
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the unlocked state until it receives the Sleep command, Sleep All But command, or 30 seconds has elapsed
since the tag received a command.

The possible error responses shall be as shown in Table 54.

Table 54 — Unlock command errors

6.3.5

6.3.5.1

—

—

Error Code Error Name Reason
0x02 Invalid Command Parameter | Password parameter is missing or the wrong length
0x08 Authorization Failure Incorrect password supplied

Transit information commands

User ID

— User ID Length:

inclusive.

Tlo retrieve a tag’s User ID the command in Table 55 shall be sent to the tag.

Table 55 — User ID command format (read)

Command code

0x13

o the User ID read command the tag shall respond with a point-to-point response message with con
gode and data as shown in Table 56.

Table 56 — User ID command format (read response)

Command code

User ID Length User ID

0x13

1 byte N bytes

the length in.bytes of the User ID being returned, where N is between

— User ID: contents of the User ID on the tag.

o set a tag’s User ID the €ommand in Table 57 shall be sent to the tag.

Table 57 — User ID command format (write)

Command code

User ID Length User ID

0x93

1 byte N bytes

— User ID Length: the length, N, in bytes, of the User ID, where N is between 0 and 60 inclusive.

mand

) and 60

— User ID: the contents of the User ID

To the User ID write command the tag shall respond with a point-to-point response message with command
code (and no data, unless an error is encountered) as shown in Table 58.

Table 58 — User ID command format (write response)

© ISO/IEC 2009 — All rights reserved
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The User ID is a user-readable and writeable memory whose meaning and size (up to 60 bytes) is user
defined. The User ID format and content shall follow the requirements of unique identifiers as defined in
ISO/IEC 15459-1. Moreover, organisations wishing to allocate unique User ID shall do so according to the
rules defined by the accredited issuing agency. Issuing Agencies shall apply to the Registration Authority for
registration according to 15459-2:

NEN - Nederlands Normalisatie-instituut - Registration Authority of ISO/IEC 15459
Postbus 5059

2600 GB Delft

THE NETHERLANDS

Fax; 26-90-242

E-mpil: RA-1ISO15459@nen.nl

This command sets and gets the size and contents of the User ID. In addition to this command, the Caollectio
with UDB and Read Universal Data Block commands also retrieve the User ID, except that when the ‘User |
rameter is set to zero, the UDB message will not contain the User ID. The default length of the Usé

= U35

The posgible error responses shall be as shown in Table 59.

Table 59 — User ID command errors

Error Error Name Reason

Code

0x02 Invalid Command The length of the User ID parameter does not.agree with the User ID Length parameter
Parameter or the wrong number of parameter bytes was given, or the User ID Length parameter is

greater than the maximum, 60

0x08 Authorization Write command was attempted with(password protection engaged and tag in the locked
Failure state

0x0A ||Operation Failed Tag data corrupted, or internakfailure on write of User ID on tag

6.3.5.2 | Routing Code

To retrieye a tag’s Routing Code the command-in Table 60 shall be sent to the tag.

Table 60-= Routing Code command format (read)

Command code
0x09

To the Rputing Code read’ command the tag shall respond with a point-to-point response message with
commanf code and data as shown in Table 61.

Table 61 — Routing Code command format (read response)

Command-code Routing-Code Reuting-Code
Length
0x09 1 byte N bytes

— Routing Code Length: the length in bytes of the Routing Code being returned, where N is
between 0 bytes and 50 bytes inclusive.

— Routing Code:  contents of the Routing Code on the tag.

To set a tag's Routing Code the command in Table 62 shall be sent to the tag.

26 © ISO/IEC 2009 — All rights reserved
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Table 62 — Routing Code command format (write)

Command code Routing Code
Length

1 byte

Routing Code

0x89 N bytes

— Routing Code Length:
inclusive

the length, N, in bytes, of the Routing Code, where N is between

—

o the Routing Code write command the tag shall respond with a point-to-point response (mess
ommand code (and no data, unless an error is encountered) as shown in Table 63.

Q

Table 63 — Routing Code command format (write response)

Command code
0x89

he Routing Code is a user-readable and writable memory whose purpose and size (up to 50 bytes
efined. The Routing Code should be used as defined in ISO 17363. (Note that the Routing Code is p
tag’'s response to the Collection with UDB and Read Universal Data)Block commands, except that
outing Code Length parameter is set to zero, the UDB message will not contain the Routing C
efault length of the Routing Code is zero.

1
d

R
d

—

he possible error responses shall be as shown in Tablet64:

Table 64 — Routing"Code command errors

2009(E)

0 and 50

age with

) is user
art of the
when the
pde. The

mformatiofn about a tag.

6.3.6:11° Firmware Version

Error Error Name Reason
Code
0x02 Invalid Command | Routing Code Length parameter is greater than 50 (maximum length permitted), or the
Parameter length ofithe' Routing Code parameter does not agree with the Routing Code Length
parameter, or the wrong number of parameter bytes was given
0x08 Authorization Write command was attempted with password protection engaged and tag in th¢ locked
Failure state
O0x0A Operation Failed Tag data corrupted, or internal failure on write of User ID on tag
6.3.6 Manufacturing Information Commands
Tlhe following.two commands enable the tag manufacturer to provide manufacturer-defined, immutable

To retrieve a tag’s Firmware Version the command in Table 65 shall be sent to the tag.

Table 65 — Firmware Version command format (read)

Command code
0x0C

To the Firmware version command the tag shall respond with a point-to-point response message with
command code and data as shown in Table 66.

© ISO/IEC 2009 — All rights reserved
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Table 66 — Firmware Version command format (read response)

Firmware version
4 bytes

Command code
0x0C

— Firmware Version: tag firmware version from the tag, a manufacturer defined immutable value.

The Firmware Version indicates the tag firmware version.

6.3.6.2

To retrie

To the M
code ang

~Model-Number

e a tag’s Model Number the command in Table 67 shall be sent to the tag.

Table 67 — Model number command format (read)

Command code
OxO0E

odel Number command the tag shall respond with a point-to-point response'message with commang
data as shown in Table 68.

Table 68 — Model Number command format (read response)

Model number
2 bytes

Command code
Ox0E

The Mo

6.3.7

A tag me
can store
as User
unsigned
addresse

6.3.7.1

To write

odel number: tag model number from the tag, a manufacturer defined immutable value.

I Number indicates the tag model number.

emory commands

y provide one or more bytes of usersreadable and writable random-access memory in which the us¢
and retrieve user-defined data. This memory is independent of all other data storage concepts (sug
ID and tables) defined in this_part of ISO/IEC 18000. Associated with every byte of memory is a
integer address, through (which that memory byte can be accessed. For B bytes of memory th
s 0 through B-1 access the'full range of memory.

[O2= =

Write Memory

memory the command in Table 69 shall be sent (written) to the tag.

Table 69 — Write Memory command format (write)

Command Code | Number of Bytes Start Address Data

Fa¥l mda 4 load

UVALU

Lo Y AT [Ny
oyl v UyLlCo N UYyLlCo

— Number of Bytes: N, the number of bytes to write, in the range 1 to 237 inclusive. The number of
bytes of data in a Write Memory command message must be no greater than 255 — 18 = 237 (18 is

t

he combined length of the command packet header, the number of bytes field, the start address field

and the CRC bytes).

— Start Address: the memory address of the first memory byte to write, in the range 0 to the
manufacturer-defined maximum address.

— Data: the memory contents to write.

28
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To the Write Memory command the tag shall respond with a point-to-point response message with command
code (and no data, unless an error is encountered) as shown in Table 70.

Table 70 — Write Memory command format (write response)

Command Code
OxEO

The Write Memory command stores the given data into the user random-access memory for later retrieval
With the Read Memory command of the next section.

—

he possible error responses shall be as shown in Table 71.

Table 71 — Write Memory command errors

Error Error Name Reason

Code

0x02 Invalid Command | The length of the Data parameter does not agree with\the Number of Bytes parameter, or
Parameter the wrong number of parameter bytes was given_orthe Number of Bytes paramdter is

outside its legal range, or the Start Address plus\Number of Bytes extends beyond the
maximum address

0x08 Authorization Write command was attempted with password protection engaged and tag in the ocked
Failure state

0x0A Operation Failed | Tag data corrupted, or internal failure on write of memory on tag

6.3.7.2 Read Memory

Tlo read memory the command in Table 72 shallbe sent to the tag.

Table 72 —Read Memory command format (read)

Command Code Number of Bytes to Read Start Address
0x60 1 byte 3 bytes

— Number of Bytes'to Read: the number of bytes to read, in the range 1 to 239 inclusive. Th¢ number
of bytes of data.in a Read Memory command message must be no greater than 255 — 16 = 439 (16 is
the combineddength of the response packet header, the number of bytes field and the CRC bjytes).

— Start <Address: the memory address of the first memory byte to read, in the range P to the
manufacturer-defined maximum address.

—

o thetRead Memory command, the tag shall respond with a point-to-point response message with Jyommand
ode,‘parameter, and data as shown in Table 73.

Q

Table 73 — Read Memory command format (read response)

Command Code Number of Bytes Actually Read Data
0x60 1 byte N bytes

— Number of Bytes Actually Read: N, the number of bytes of data returned in the response, which
always agrees with Number of Bytes to Read.

— Data: the memory contents read from tag memory.
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The Read Memory command retrieves from the user random-access memory the requested data previously
written with the Write Memory command of the previous section.

The possible error responses shall be as shown in Table 74.

Table 74 — Read Memory command errors

Error Error Name Reason
Code
0x02 tvatid-Commmamd——The ;
Parameter parameter is outside its valid range, or the Start Address plus Number of Bytes to Read

extends beyond the maximum address

O0x0A Operation Failed | Tag data corrupted, or internal failure on read of memory on tag

6.3.8 Delete Writeable Data

[

To delet¢ all allocated writeable data on a tag, the command in Table 75 shall be sent(to,the tag. Data that
permangnt on the tag and that is marked non-writeable is left untouched.

Table 75 — Delete Writeable Data

Command code
Ox8E

To the Dglete Writeable Data command the tag shall respond with.a point-to-point response message with
commanf code (and no data, unless an error is encountered) as shown in Table 76.

Table 76 — Delete Writeable Data (response)

Command code
Ox8E

[

This compmand restores all user-writeable memory to factory defaults. In particular, the following operation
are perfdrmed:

— The length of the User ID 'isreset to zero.
— The length of the Routing Code is reset to zero.
— All user database’tables are deleted. See 6.3.10 for database table definitions.

— The password shall be reset to OXFFFFFFFF (initial value).

— Password Protect Mode is reset to disabled mode.

— Any existing database table tokens shall be invalidated.
— The Table Query Results table (Table 0x0000) shall be cleared.

The possible error responses shall be as shown in Table 77.
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Table 77 — Delete Writeable Data command errors

Error Error Name Reason
Code
0x08 Authorization Command was attempted with password protection engaged and tag in the locked
Failure state
Ox0A Operation Failed Internal failure on deleting data on tag
6.3.9 Read Universal Data Block

o0 = n -

< -

he Read Universal Data Block command is used to read the Universal Data Block (UDB). As(des
ection 6.3.1.1, the UDB can become large enough to require multiple Read Universal Data Biock cd
b retrieve the entire UDB. The Offset into UDB field allows an interrogator to retrieve a specific porti
omplete Universal Data Block. To read the Universal Data Block the Read UDB command'in Tablg
e sent to the tag.

Table 78 — Read UDB

Command Code

UDB Type Code

Offset into UDB

Max Packet Length

0x70

1 byte

2 byte

1 byte

— UDB Type Code: identifies the requested UDB type. See Section 6.3.1.1 for further discuss
UDB Type field.

Offset into UDB: used by the interrogator to identify a starting offset into the specified UDB
to retrieve longer Universal Data Blocks, thecrterrogator will use multiple Read UDB commands and
advance the offset value appropriately after each successfully received tag response

Max Packet Length: an integer in the'range 21 to 255 inclusive that specifies the maxim

cribed in
mmands
on of the
78 shall

on of the

In order

im value

that a tag can use as the Packet:Llength field in its response. The value 21 includes the 19 bytes of
response packet wrapper, one byte of UDB Type Code, two bytes of Total UDB Length valug, 2 bytes
for the Requested Offset valué.and at least one byte of UDB data.
o the Read Universal Data Block command, the tag shall respond with a point-to-point response message
ith command code, parameters, and data as shown in Table 79.
Table 79 — Read UDB Response
Command Codée’| UDB Type Code | Total UDB Length | Requested Offset | Universal Data Block
0x70 1 byte 2 bytes 2 bytes N bytes
— DB Type Code: identifies the requested UDB type.
~— Total UDB Length: the total length, in bytes, of UDB data on the tag for the selected UDB Type.

Universal Data Block are described in section 6.3.1.

Requested Offset: the value provided in the Interrogator's command message.

Universal Data Block: a portion of the Universal Data Block. The contents and format of the

To read the entire UDB, an Interrogator will begin with Offset into UDB set to 0 and Max Packet Length set to
the largest acceptable packet size. Tags may select a smaller packet size than the length specified by
Maximum Packet Length but may not exceed that value. After successfully receiving the initial portion of the
UDB, the Interrogator may continue by advancing the Offset into UDB value to the next unread data byte
position and sending a second Read UDB command. The reader may continue to read the entire UDB but that
it does not have to read the entire UDB.
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An Interrogator is not required to retrieve the entire UDB. In addition, the Interrogator is not restricted to send
Read UDB commands with any ordered sequence of Offset into UDB values to the tag.

The possible error responses shall be as shown in Table 80.

Table 80 — Read UDB command errors

Error Error Name Reason
Code
0x02 tvatia-Commmand e Offsetimto UDBparameterisgreater tham thetotattergthrof thespecified OB or
Parameter Max Packet Length is less than 21, or the wrong number of parameters bytes was
given.

6.3.10 Database table commands

The Dat@base Table commands provide basic database functionality, allowing application ‘software to create
one or more tables of varying schemas, perform table updates, and query a table,.The Database Table
commanfs provide no mechanism for performing table joins. The schema and maximum-number of records ¢f
a Databgse Table is fixed at table creation time.

A table sichema consists of a list of field (column) widths, in bytes. Fields are ntmbered (indexed) sequentiall
left to right, starting at O for the first field. Every field in a table is untyped; that is, all field value comparison
are perfgrmed on a byte-for-byte basis, with equality being established between two fields if all bytes in eac
field match. One field is considered “less than” a second field if for some byte position p in the two fields, 4
bytes in the byte range 0 to p-1 are equal in the two fields, and byte pof the first field is less than byte p of th
second fleld. In other words, a straight multi-byte value comparisonr'is performed with the first byte being th
most sighificant and the last byte being the least significant.

O D =5w

Table reg¢ords (rows) are indexed starting at O for the first.reCord. The record number (the record index) do€
not maintain a fixed relationship with a record. Wher,a record is deleted, any remaining records in th
database table are re-numbered and may be differentithan the record order prior to the Table Delete Recor
commang.

[

[o NN ()]

Associated with a database table is a Table"\ID; an immutable 2-byte value that is assigned at table creation
time whi¢h uniquely identifies a table among-all other tables in the tag.

The datgbase tables can be divided(nto the following types by Table ID, as shown in Table 81.

Table 81 — Table ID space definitions

Table ID range Table Type
0x0000 - Ox7FFF | ISO defined

0x8000 - OXxBFFF | Solution
0xC000 - OXxFFFF | Manufacturer / Vendor

Table IDs in the “ISO Defined” range are reserved for future inclusion in this part of ISO/IEC 18000. Table ID
0x0000 is reserved for the Query Results table (see section 6.3.10.10).

Table IDs in the “Solution” range are reserved for special features, functions and enhancements. In this
region, the database tables are read and written with standard database commands, but the tables may have
special functions and can have side effects. Table IDs within the Solution range must have published
interfaces, and Table ID numbers shall be defined and assigned by the entity that owns the routing code.

Table IDs in the “Manufacturer/Vendor” range are reserved for vendor proprietary extensions, features and

enhancements. In this region, the database tables are read and written with standard database commands,
but the tables my have special functionality and can have side effects. Table IDs within the
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Manufacturer/Vendor range are available for use solely at the vendor's discretion, with no requirements to
make public the purpose or use of the interfaces within this Table ID space. Data collected from a “Collect with
UDB” command contains data from both the Manufacturers Data Block (MDB) and the Universal Data Block
(UDB). The MDB data shall be stored in database tables within the range of the Manufacturer/Vendor Table
ID space as described in clause 6.3.10.

Read and Write Tokens

Certain table read and write commands produce a data element called a “token”. Tokens provide a way for the
tag implementation to abstract sequentlal data access to data sets Iarger than may be passed in a single
: Records,

able Update Records, and Table Update Fields) declare a start location in logical terms (Table 1D, frecord #,
field #) and a count. The read command, Table Get Data, declares only a start location. Upon réceipt [of one of
these commands the tag generates a token value and returns it to the interrogator. Subsequently, thg token is
passed in a Table Read Fragment or Table Write Fragment command from the interrogator, back to {he same
tag, along with any necessary data (subject to context-dependent size restrictions). Thétag then performs the
bad or write, also subject to context-dependent size restrictions, and generates a new token value. [The new
pken is passed back to the interrogator for use in next Table Read Fragment\or Table Write Fragment
ommand.

Q = =

—

he value of the token is completely at the discretion of the tag implementer, except for the folloping two
bquirements.

—

1. While the interrogator is issuing a series of Table Read Fragment or Table Write Kragment
commands, by inspecting the token value the tag shall-bé able to differentiate the next commmand in
the series from the most recently received command in’ that series. For example, if an interrogator
sends the tag a command to read or write a fragment of data, receives no response from the tag, and
then sends the same command again with the ifatention of reading or writing the same fragment, the
tag shall identify it as a retry attempt (by means;of the token). See Special Database Retry Situations
section below.

2. Inresponse to the last command of the'series, as determined by the limits imposed by the Tpble Add
Records, Table Update Records, Table Update Fields, or Table Get Data command that prededed the
series, the tag shall return a single-byte token whose value is specifically 0x00. That spedgial value
informs the interrogator that the-tag considers the series to be complete.

3. A tag shall support the existence of multiple, independent “read tokens”, and may support the
existence of multiple, independent write tokens. A tag shall support a minimum of two indépendent
read tokens.

A “read token” is a tokemgenerated by an invocation of the Table Get Data command and used subgequently
im invocations of the Table Read Fragment command. A “write token” is a token generated by an invqcation of
Fragment
¢ Update

command on a table will mvahdate all read and write tokens associated Wlth that tabIe

The high-order 4 bits of the first byte of the token indicates the length of the token, not including the first
byte, so zero indicates a token length of 1 byte (see Table Write Fragment). The Token value of exactly
0x00 is reserved, and indicates an end-of-iteration condition. The structure of a Token field is shown below
in Table 82:

Table 82 — Token structure

N: Token Length Token Data
N value in bits 7-4 [Value of N = 0 — 15] 4 low order bits of Token Length byte, then N bytes
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Table commands are categorized as being either a read command or a write command. The read commands
include Table Get Data, Table Get Properties, Table Query, and Table Read Fragment, while the table write
commands include Table Create, Table Add Records, Table Update Records, Table Update Fields, Table
Delete Record, and Table Write Fragment. For all table write commands, the application will have to rewrite
the data on the tag for any error occurs during the table write command operation.

Special Database Retry Situations

For the commands Table Create, Table Add Records, Table Delete Records, Table Read Fragment, and
Table Write Fragment special error handling is necessary if the interrogator does not receive the response
from a spiccessful completion of the command and, therefore, must do a retry of the command. A retry of-th
commanf shall be shall an identical copy of the initial invoked command packet, explicitly using the sam
Session D, Command Code, Sub Command Code, Sequence ID or Request Token, Table ID (if used), an
Data (if used) as the original. The tag shall determine if a command request is a retry of the”previous
successful database command by comparing it to the previously received command packet If the ta
identifieg a request to be a retry of the previous executed and successful database command then the t
SHALL resend the same response from the previous successful command. Refer to command-descriptions fqr
Table Add Records, Table Delete Records, Table Read Fragment, and Table Write Fragment for additional
details. Note that other database commands also may incur retry requests and retries/should be supported.

6.3.10.1 | Table Create

When inyoking Table Create the command in Table 83 shall be sent to the tag.

Table 83 — Table Create

Command | Sub Command | Table ID | Maximum Number{.*Number of Fields |Length of Each Fielc
Code Code of Records
0x2p 0x01 2 bytes 2 bytes 1 byte N bytes
Where:

— Table ID indicates the identifier to be-assigned to the table. Valid ID range is 0x0001 to OxFFFFE.
Table ID 0x0000 is reserved for the Query Results Table.

— Maximum Number of Records indicates how many records may ultimately exist in the table in totq.
alid range is from 0x0001.to OxFFFF. The remaining amount of unallocated table memory on the tag
may additionally limit the valid range.

— Number of Fields-the-number of the fields, N, per record. Its valid range is 1 to 32.

— lLength of Each Field is a byte array of length N bytes. Each one-byte element of the byte array

indicates the/size of a field. The first element of the byte array specifies the length of the first field
index Q);the second element specifies the length of the second field (index 1), and so forth. The
Iengthioefa field shall lie within the range 1 to 255 inclusive.

code (and no data, unless an error is encountered) as shown in Table 84.

Table 84 — Table Create response

Command Code
0x26

This command creates a database table with a defined maximum number of records, the record format
consisting of a specified number of fields each having a specified length. Initially after creation, the table has
no records.
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The possible error responses shall be as shown in Table 85.

Note: If the tag identifies a request of this command to be a retry of the previous command that was executed successfully
the tag SHALL NOT execute the request and instead, SHALL resend the same response from the previous successful

command.
Table 85 — Table Create command errors
Error | Error Name Reason
Code
Ox02 | Invalid A parameter is missing, or the Number of Fields parameter is outside its valid|range,
Command or the length of the Length of Field array does not match Number of Fields,’orjone or
Parameter more of the Length of Field elements is zero, or the wrong number of parameter bytes

was given.

Can’t Create

The Table ID is already assigned to an existing table and this isinot a retry co
or the tag does not have sufficient memory, or the Table ID, is-0x0000. The fol
sub-codes define the kind of error:

mmand,
owing

%06 Object 0x02 Object already exists
0x03 Out of Memory
0x04 Reserved
(Ox08 | Authorization | Command was attempted with password protection engaged and tag in the locked
Failure state
(Qx0A | Operation Database is corrupted, or unable to create table regardless of valid command
Failed parameters or available memory

6.3.10.2 Table Add Records

When invoking Table Add Records the command in Table 86 shall be sent to the tag.

TFable 86 — Table Add Records

Command Sub Table ID Sequence ID Number of
Code Command Records
Code
0x26 0x02 2 bytes 1 byte 2 bytes
Where:

— Table ID indicates the identifier assigned to the table.

—Sequence ID is used to identify unique transactions. For each invocation of this command, th
interrogator shall supply a different value for Sequence ID. If the interrogator receives no repl

e
from

an invocation of the command (due to a communication error, for example) the interrogator shall retry

the Table Add Record command using the same Sequence ID as the unsuccessful attempt. The tag
shall verify the Sequence ID is different from the value provided with the last successful Table Add
Record command, only then is the table record added.

Number of Records indicates the total number of records to add to the table. Valid range is 1 to the
Maximum Number of Records set at the time of table creation (Ref. 6.3.10.1) minus the number of
records previously added to the table.

To the Table Add Records command the tag shall respond with a point-to-point response message with
command code and data as shown in Table 87.
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Table 87 — Table Add Records

Command Code Token
0x26 N bytes

— Token indicates a value used to iteratively write data to the added records. The Token value of exactly
0x00 is reserved, and indicates an end-of-iteration condition. The structure of a Token field is shown
above in Table 82.

This command-instructs-the fag to prepare toadd the cpnnifinr\l number of records to the Table The record
contents|are written to the table with a sequence of Table Write Fragment commands. This command
invalidatgs any existing tokens for this Table ID. This command also invalidates any Table Query results
present in Table 0x0000.

NOTE: If|the tag identifies a request of this command to be a retry of the previous command that\was executgd
successfully the tag SHALL NOT execute the request and instead, SHALL resend the same responseg_ from the previou
successfyl command.

[

The posgible error responses shall be as shown in Table 88.

Table 88 — Table Add Records command errors

Error Error Name Reason

Code

0x02 Invalid Command Number of Records is zero, or the wrongyniumber of parameter bytes was given, or
Parameter the Sequence ID is the same value used with the previous same command.

0x04 Not Found There is no database table associated with the specified Table ID

0x08 Authorization Failure | Command was attempted with‘password protection engaged and tag in the locked

state
0x09 Object is Read-Only | Table ID is 0x0000, which' specifies the read-only query results table
0x41 Boundary Exceeded | The table is too full te accept an additional Number of Records new records

6.3.10.3 | Table Update Records

When inyoking Table Update Records\the command in Table 89 shall be sent to the tag.

Table 89 — Table Update Records

Command Sub Cemmand Table ID Starting Record Number Number of Records
Cogle Code
0x26 0x03 2 bytes 2 bytes 2 bytes
\Where”

_ tatetBrind: ——— : etabie:

— Starting Record Number indicates the first record to begin updating. Valid range is 0 up to (Number
of Records in the Table - 1).

— Number of Records indicates the total number of records that will be updated. Valid range is 1 up to
(Number of Records in the Table - Starting Record Number).

To the Table Update Records command the tag shall respond with a point-to-point response message with
command code and data as shown in Table 90.
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Table 90 — Table Update Records response

Command Code

Token

0x26

N bytes

— Token indicates a value used to iteratively write data to the updated records. The Token value of
exactly 0x00 is reserved, and indicates an end-of-iteration condition. The structure of a Token field is
shown in Table 82.

This-command-instructs-the tag to presare to upndate the specified-table records-The new record-contents are
- Ll o g g

(x0000.

Tlhe possible error responses shall be as shown in Table 91.

Table 91 — Table Update Records command errors

written to the table with a sequence of Table Write Fragment commands. This command invalidate$g
axisting tokens for this Table ID. This command also invalidates any Table Query results presentin' T

ny
hble

number of recerds in the table

Error Error Name Reason

Code

0x02 Invalid Command Number of Records is zero, or the wrong number of parameter bytes was given
Parameter

0x04 Not Found There is no database table assoCiated with the specified Table ID

0x08 Authorization Failure Command was attempted with password protection engaged and tag in|the

locked state
0x09 Object is Read-Only Table ID is 0x0000,which specifies the read-only query results table
Oxd1 Boundary Exceeded Starting Record Number plus Number of Records extends beyond the total

<

6.3.10.4 Table Update Fields

Table 92 — Table Update Fields

Vhen invoking Table Update Fields-the command in Table 92 shall be sent to the tag.

Table ID indicates the identifier assigned to the table.

Command Sub ' €Command Table ID Record Starting Field Number of
Code Code Number Number Field$
0x26 0x04 2 bytes 2 bytes 1 byte 1 bytd
Where;

Record Number indicates the record to update. Valid range is 0 up to (Number of Records in

the

Taple - 1).

Starting Field Number indicates the first field to begin updating. Valid range is from 0 up to (Number
of Fields in the Table - 1).

Number of Fields indicates the total number of fields in the specified record that will be updated.
Valid range is 1 up to (Number of Fields in the Table - Starting Field Number).

This command instructs the tag to prepare to update the specified fields of a table record. The new field
contents are written with a sequence of Table Write Fragment commands. This command can only modify
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fields within a single record, which is provided as the Record Number. This command invalidates any existing
tokens for this Table ID. This command also invalidates any Table Query results present in Table 0x0000.

Tothe T

able Update Fields command the tag shall respond with a point-to-point response message with

command code and data as shown in Table 93.

Table 93 — Table Update Fields

Command Code Token

q

4

The poss

Token indicates a value used to iteratively write data to the updated records. The Token value-of
exactly 0x00 is reserved, and indicates an end-of-iteration condition. The structure of a Tokeén field is

UXZ0 N DYylES

hown in Table 82.

ible error responses shall be as shown in Table 94.

Table 94 — Table Update Fields command errors

Error Error Name Reason

Code

0x02 | Ipvalid Command Number of Fields is zero, or the wrong number of parameter bytes was given
fParameter

0x04 | Not Found There is no database table associated with the specified Table ID

0x08 | Authorization Failure | Command was attempted with password.protection engaged and tag in the locked state

0x09 | Qbjectis Read-Only | Table ID is 0x0000, which specifiesthe read-only query results table

0x41 | Boundary Exceeded | Number of Fields plus Starting/Field Number extends beyond the number of fields in the

Record Number is greater than‘or equal to the total number of records in the table, or

table

6.3.10.5

When in

Table Delete Record

oking Table Delete Record the.command in Table 95 shall be sent to the tag.

Table 95 — Table Delete Record

Command Sub Table ID Sequence Record Number
Code Command ID
Code
0x26 0x05 2 bytes 1 byte 2 bytes
Where:

38

Table ID indicates the identifier assigned to the table

Sequence ID is used to identify unique transactions. For each invocation of this command, the
interrogator shall supply a different value for Sequence ID. If the interrogator receives no reply from
an invocation of the command (due to a communication error, for example) the interrogator shall retry
the Table Delete Record command using the same Sequence ID as the unsuccessful attempt. The
tag shall verify the Sequence ID is different from the value provided with the last successful Table
Delete Record command, only then is the table record deleted.

Record Number indicates the index number of the record to delete.

© ISO/IEC 2009 — All rights reserved



https://standardsiso.com/api/?name=ac2dabe0cc0b401d71f337dff8184966

ISO/IEC 18000-7:2009(E)

To the Table Delete Record command the tag shall respond with a point-to-point response message with
command code (and no data, unless an error is encountered) as shown in Table 96.

Table 96 — Table Delete Record

Command Code
0x26

This command instructs the tag to delete a single record from the Table, renumbering the record numbers of

the remaining records in such a way as 10 Keep the record numbers contiguous starting with 0x000U_(gero).
ollowing execution of Table Delete Record, the order of the remaining records in the table is undefined, and
ay be different than the record order prior to the Table Delete Record command.

his command invalidates any existing tokens for this Table ID. To read or write data to the-database| a new
table write command (Table Add Records, Table Update Records, Table Update Fields).ortable read
gommand (Table Get Data) shall be issued.

Tlhis command also invalidates any Table Query results present in Table 0x0000.

—

he possible error responses shall be as shown in Table 97.

I{ the tag identifies a request of this command to be a retry of the previous command that was gxecuted
uccessfully the tag SHALL NOT execute the request and instead, SHALL resend the same respopse from
ne previous successful command.

=

Table 97 — Table Delete Record command errors

Error Error Name Reason
Code
0x02 Invalid Command The wrong number of parameter bytes was given or the Sequence ID is the same
Parameter value used with the previous same command.
0x04 Not Found Theré.is no database table associated with the specified Table ID
0x08 Authorization Failure Command was attempted with password protection engaged and tag in the locked
state

0x09 Object is Read-Only. Table ID is 0x0000, which specifies the read-only query results table

O0x0A Operation Failed Database is corrupted, or unable to complete record removal

0x41 Boundary Exeeeded Record Number is greater than or equal to the total number of records in the table
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6.3.10.6

Table Get Data

When invoking Table Get Data the command in Table 98 shall be sent to the tag.

Table 98 — Table Get Data

— Table ID indicates the identifier assigned to the table.

— $tarting Record Number indicates the first record to begin reading.

Tothe T
code ang

(

q

4

The Tab
specified
Unlike th
Get Dat4
end of th

The Tab
of the fo
Update R

The poss

Command Sub Table ID Starting Record Number Starting Field
Code Command Number
Code
026 9):)¢) 2 DylES 2 DylES I oyte
Where:

$tarting Field Number indicates the first field to begin reading.

Token indicates a value used to iteratively read fecord data. The Token value of exactly

bble Get Data command the tag shall respond with a point-to-point response message with command
data as shown in Table 99.

Table 99 — Table Get Data response

Command Code Token
0x26 N bytes

\Where:

Xx00 is reserved, and indicates an end-of-iteration condition. The structure of a Token field is
hown in Table 82.

e Get Data command instructs the tag:to prepare to read data from a database table starting with a
record and field. A sequence of Table Read Fragment commands performs the actual data reading,
e table write commands Table ‘Add Records, Table Update Records, and Table Update Fields, Tablg
is an open-ended iterationthat'terminates either at the application software’s choosing or when the
e table is reached.

e Get Data tokens, and“subsequent tokens returned by Table Read Fragment are invalidated by an
lowing commands: Delete Writeable Data, Table Add Records, Table Update Records, and Tabl
ields, Table Delete’ Record, Table Write Fragment, which operate on the same Table ID.

O <<

ible errorresponses shall be as shown in Table 100.

Table 100 — Table Get Data command errors

Error —ErrorName Reason
Code
0x02 Invalid The wrong number of parameter bytes was given
Command
Parameter
There is no database table associated with the specified Table ID, or Table ID is 0x0000 and
there is no query result, either because no query was executed or the query result has been
0x04 Not Found ; . ; . . .
made invalid by an intervening table write command on the table that was queried or by
starting a new query.
Oxd1 Boundary Starting Record Number is greater than or equal to the total number of records in the table,
Exceeded or Starting Field Number is greater than or equal to the number of fields in the table
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6.3.10.7 Table Get Properties

When invoking Table Get Properties the command in Table 101 shall be sent to the tag.

Table 101 — Table Get Properties

Command Sub Table ID
Code Command
Code
UXZ0 UXU/’ P4 Uyleb

Where:

— Table ID indicates the identifier assigned to the table.

—

he Table Get Properties command retrieves information about the specified table. I¢retrieves the number of
sed (filled) records in the table and the maximum number of records defined for-the‘table.

)

Tlo the Table Get Properties command the tag shall respond as shown in Table”102.

Table 102 — Table Get Properties response

Command Code Total Number of Records | Maximum ‘Number of Records Reserved
0x26 2 bytes 2 bytes 1 bytgs
Where:

— Total Number of Records indicates total number of records in the table.

— Maximum Number of Records indicates the maximum number of records specified for the table as
specified at table creation by the Table Create command.

— Reserved is a byte reserved for future use and shall have the value 0x00.

—

he possible error responses shall be as shown in Table 103.

Table 103 — Table Get Properties command errors

Error Code Error Name Reason
0x02 Invalid Command Parameter The wrong number of parameter bytes was given
0x04 Not Found There is no database table associated with the specified Tahle ID

6.3.10.8~Table Read Fragment

Table 104 — Table Read Fragment

Command Sub Command Request Token Requested
Code Code Read Length
0x26 0x08 N bytes 1 byte
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Where:
— Request Token is the token from the prior Table Get Data or Table Read Fragment command. The
Token value of exactly 0x00 is reserved, and indicates an end-of-iteration condition. The structure of a
Token field is shown in Table 82.

— Requested Read Length is the requested length of data to return. Valid range is from 1 to 46 bytes.

To the Table Read Fragment command the tag shall respond with a point-to-point response message with
command_code and data as shown in Table 105

Table 105 — Table Read Fragment response

Command Code Response Token Actual Read Length Data
0x26 N bytes 1 byte M bytes

Where:

— Response Token is the resulting new token from a successful Table Read.kragment command. The
oken value of exactly 0x00 is reserved, and indicates an end-of-iteration‘condition.

— Actual Read Length is the number of bytes of data actually read, and*may be less than or equal to
equested Read Length.

— Data is the actual data read from the tag database table and, is the Actual Read Length bytes long.

The Table Read Fragment command reads a block of data bytés from a database table. The database table
contents|to be read are inherently identified by the RequestToken received from the tag via a prior invocatior]
of the Tgble Get Data command or a previous invocation-gfithis Table Read Fragment command.

The Table Read Fragment command cannot read-beyond the last record of a table. If the initial byte to b
read by {he Table Read Fragment command is_within the table, but the Requested Read Length would reac
beyond the end of the last record in the table; ;the command shall be considered valid, and shall return a
Actual Rgad Length not more than the number of bytes remaining to be read in the table.

»n 50

The posgible error responses shall besas'shown in Table 106.

NOTE: If|the tag identifies a request/of this command to be a retry of the previous command that was executgd
successfully the tag SHALL resend the same response from the previous successful command.

Table 106 — Table Read Fragment command errors

Error || Error Name Reason

Code

0x02 Invalid Request Token is malformed (as defined by the tag implementation), or Requested Read
Command Length is zero, or the wrong number of parameter bytes was given. Request Token is
Parameter malformed (9: defined h‘,’ the fng implnmnnfnfinn)’ or anllncfor‘l Read | ﬂngfh IS Zero,or the

wrong number of parameter bytes was given, or the Request Token is 0x00

Request Token is properly formed and not 0x00 but is invalid due to an intervening
modification of the table(s) to which the Request Token applies.

0x40 | Stale Token These modifications include invocations of the following commands, associated with the Table

ID supplied to the commands: Table Add Records, Table Update Records, Table Update
Fields, and Table Delete Record.

Operation Read operation failed or database is corrupted

OX0A | Failed

42 © ISO/IEC 2009 — All rights reserved



https://standardsiso.com/api/?name=ac2dabe0cc0b401d71f337dff8184966

ISO/IEC 18000-7:

6.3.10.9 Table Write Fragment

When invoking Table Write Fragment the command in Table 107 shall be sent to the tag.

Table 107 — Table Write Fragment

2009(E)

Command Code Sub Command Request Token Data Length Data
Code
0x26 0x09 N bytes 1 byte N bytes
Where:

— Request Token is the token from the prior Table Add Records, Table Update Records, Table
Fields, or Table Write Fragment command. The structure of a Token field is shown,in Table 8

— Data Length is the length of data to write. Valid range is from 1 to 46 bytes.

— Data is the data bytes to be written to the tag database table.

—

o the Table Write Fragment command the tag shall respond with a point-to-point response mesg
gommand code and data as shown in Table 108.

Table 108 — Table Write Fragment response

Command Code Response Token
0x26 N bytes

Where:

— Response Token is the resulting new-token from a successful Table Write Fragment comma
Token value of exactly 0x00 is reserved, and indicates an end-of-iteration condition. The struc
Token field is shown in Table 82;

Tlhe Table Write Fragment command-writes a block of data bytes to a database table. The database t
gontents to write are inherently identified by the Request Token received from the tag via a prior invog
the Table Add Records, Table\Update Records, or Table Update Fields command or a previous invog
tihis Table Write Fragment(command.

his command invalidates any existing tokens for this Table ID. This command also invalidates any T
buery results present’in Table ID 0x0000.

lan—|

—

he possiblegerror responses shall be as shown in Table 109.

b

OTE: _Ifthe tag identifies a request of this command to be a retry of the previous command that was
uccessfully the tag SHALL resend the same response from the previous successful command.

n

Update

age with

nd. The
ture of a

bble
ation of
ation of
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Table 109 — Table Write Fragment command errors

Error Error Name Reason
Code
0x02 Invalid Command | Request Token is malformed (as defined by the tag implementation), or Data Length is
Parameter zero, or the length of the Data parameter does not agree with Data Length, or the wrong
number of parameter bytes was given, or the Request Token is 0x00
0x08 Authorization Command was attempted with password protection engaged and tag in the locked state
Failure
0x0A Operation Failed VVTite operation 1ailed or database is corrupted
Request Token is properly formed and not 0x00 but is invalid due to an intervening
modification of the table(s) to which the Request Token applies.
0x40 Stale Token These modifications include invocations of the following commands, associated\with the
Table ID supplied to the commands: Table Add Records, Table Update Receords, Table
Update Fields, and Table Delete Record.
0x41 Boundary The Data Length for this request would exceed the length declared in‘the original Table
Exceeded Add Records, Table Update Records, or Table Update Record Fields command
6.3.10.10 Table Query
When inyoking Table Query the command in Table 110 shall be sent to thetag. The Table Query command
can be dent as either a Broadcast message to all tags simultaneously,-dr as a Point-to-Point message to fa
single tag.
Table 110 — Table Query
Command Sub Table | Sequence Query Element
Code Opcode | 1D ID Logical Logical Operand
Operator’| Fjeld | Relational | Comparison | Comparisgn
Number | Operator | Data Length Data
0x26 0x10 2 1 byte 1'byte 1 byte 1 byte 1 byte N bytes
bytes
\Where:

— Table ID indicates the-identifier assigned to the table.

— $equence ID identifies a query element among a sequence of query elements. For a sequence of N
query elements, the Sequence ID is N-1 for the first query element, N-2 for the second query elemen
nd so forth,'down to 0 (zero) for the Nth query element. The tag shall support a minimum of 4 query
lements-per sequence; Sequence IDs from 3 down to 0. The actual number of query elements
upported on a tag can be retrieved through the UDB Element Type 0x15 (Table Query Size). See

ection 6.3.1.1.

Logical Operator defines the role of the current query element within the complete query. The

possible values of the logical operator are the ISO/IEC 8859-1 characters 'C' (CLEAR), 'A' (AND), or
'O’ (OR).

number of fields in the table.

Field Number indicates index number of the field to match. The Field Number shall be less than the

Relational Operator defines the method by which the field contents are compared with Data. The

possible values of the relation operator are the ISO/IEC 8859-1 characters '=' (EQUAL), '<' (LESS
THAN), >' (GREATER THAN), or " (NOT EQUAL).

44
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— Comparison Data Length indicates length of the Comparison Data in bytes. The range of
Comparison Data Length is 1 to 32.

— Comparison Data specifies the byte array to which the field contents are compared. Compari

Data is Comparison Data Length bytes long, and may include the special ISO/IEC 8859-1 p
the wildcard character.

6.3.10.10.1 Overview of Query Syntax

{<query element;>} {<query element,>} ... {<query element\>}

here each <query element>, of which there is at least one, has the form:
<logical operator> <logical operand>
here <logical operand> has the form:
<field number> <relational operator> <comparison data>

here Logical Operator, Field Number, Relational Operator, and €omparison Data are fields in t
Query command format shown in Table 110. Logical Operator is'one of the ISO/IEC 8859-1 characte
dr 'O', Field Number is a table field, Relational Operator is one’of the ISO/IEC 8859-1 characters '=',
and Comparison Data is a 1 to 32 byte string of data bytes:\Fhe angle brackets (<, >) and curly brace
the above syntax serve only as delimiters for the purposes’of this discussion and have no syntactic
gr literal presence in an actual command. A complete<query, therefore, is specified as a sequence
Quuery commands.

2009(E)

ison
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A complete query is to be interpreted as an expression whose constituents are the logical operator and logical
operand of each query element, read left to right. For example, suppose a complete query is composed of four
query elements and the logical operands of the first, second, third, and fourth query elements are A, B, C, and

D, respectively. The complete query
(CLEAR A) (AND B) (OR C) (AND D)
is to be interpreted as the Boolean expression

CLEAR (((A AND B) OR C) AND D)
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where for each record of the table being searched each logical operand evaluates to “true” or “false” values as
described below, the Boolean operators combine those values into a single “true” or “false” value in the
conventional manner for Boolean operators, and the CLEAR operator has no impact on the Boolean value of
the entire expression. If the entire expression evaluates to “true” the table record is included in the query
results table, also described below.

6.3.10.10.4 Logical Operands

A logical operand specifies how each record of the table to be searched is to be checked for inclusion in the
set of mqfr‘hing records._The field number of the Ingir‘al operand specifies which field of each recard is to
inspectedl. The comparison data specifies the value to which the field contents are to be compared. And(the
relationa| operator specifies the manner in which the field contents and comparison data, the two refationg/
operand$ of the relational operator, are to be compared. Additionally, the first byte of the comparison” dat
affects the nature of the comparison. If that byte is the ISO/IEC 8859-1 character *’, the comparison is
wildcard|comparison; otherwise, the comparison is a full-match comparison.

O

6.3.10.10.5 Full-Match Comparisons

If the relational operator is ‘=" for a full-match comparison, the relational operands are\Cempared on a byte-fo
byte basjs for an exact match. If the bytes at some position in both relational operands do not match, th
logical operand evaluates to “false”. If one relational operand is longer than the other, the logical operan
evaluateg to “false”. Otherwise, the logical operand evaluates to “true”. For example, the following compariso
evaluatep to “true”.

> QO 1

abg abc”

The following comparisons evaluate to “false”.

(iabcﬂ I<I (iabc’!
(iabdb” |<I (iabce!!
(iabcﬂ I>I (iabc’!
“abg’ " “abc”

If the ReJation Operator is '"!' for a full-match:¢comparison, the comparison is handled in the same manner as
the '=' rglation operator but generates the\opposite result. Any comparison in which the '=' operator would
result in |the “true” condition, the 'I" operator results in “false”, and any comparison in which the '=' operatqr
would repult in the “false” condition;~the "' operator results in “true”. The following comparisons evaluate to
“true”.

“abqg” '!" “abed”
“abg” "' “ABC”
“abg” "' “abd”
“abqg” '!' £alk”

The followingcomparison resutts i false™

“abc abc”

If the Relational Operator is ‘<’ or '>' for a full-match comparison, the relational operands are compared on a
byte-for-byte basis as for the ‘=" operator until the first non-matching byte is found. If no non-matching byte is
found, the logical operand evaluates to “false”. The non-matching bytes are compared according to the
relational operator. If the operator is ‘<’ and the byte from the field contents is less than the byte from the
comparison data, the logical operand evaluates to “true”. If the operator is >’ and the byte from the field
contents is greater than the byte from the comparison data, the logical operand evaluates to “true”. For the
inequality operators ‘<’ and ’>’, if the length of one relational operand is less than that of the other relational
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operand, then the shorter operand is considered for the purposes of comparison to contain an additi
byte whose value is less than the minimum possible value for a byte.

Note that because the comparison data is limited to 32 bytes, for fields greater than 32 bytes i

onal final

n length,

full-match comparisons with the ‘=" operator always evaluate to “false”, while full-match comparisons with the

‘I’ operator always evaluate to “true”.

For example, the following comparisons evaluate to “true”.

“abb” < “abc”
“aad” < “abc”
“ab” < “abc”
“abc” < “ad”
“abc” >’ “abb”
“abc” >’ “aad”
“abc” >’ “ab”
“ad” >’ “abc”
“abc” r “abd”
“abc” r “ab”
Tihe following comparisons evaluate to “false”.
“abc” <’ “abc”
“abdb” < “abce”
“abc” >’ “abc”
“abc” r “abc”

o))

.3.10.10.6 Wildcard Comparisons

or wildcard comparisons with the relational operator ‘=", the field contents starting with the first bytg
omparison data starting with the byte after “*’:aré compared on a sliding basis for a match as in a f
omparison until the end of the field contents is reached. That is, starting from the beginning of

ytes of field data are compared against the Comparison Data Length bytes of Comparison D3
oking for a complete match. If aicomplete match is found, the comparison is discontinued. If a
atch was found and the Relational Operator was '=', the comparison evaluates to a "true", oth
aluates to a "false". The resulfs for the "' operator are "false" if the complete match was found, oth
aluates to a "true". Wildcard)comparisons with the relational operators ‘<’ and >’ are illegal, as are

T3

mparisons for which the\comparison data is the single character .

o5 0O 0 0O O T

In the following examples, the first item is the field number, and the last item is the Comparison Data.

The following comparisons evaluate to "true."
“abecde” = “*bcd”
~abcbcde” = “*bcd”
“abcecd” r “*bed”

and the
Lll-match
the field

ontents and sliding to the right a byte at atime until the end of the field contents, Comparison Data Length

ta bytes
complete
erwise it
erwise it
wildcard

The following comparisons evaluate to “false.”

uabcden s!! u*bcdn
uabcen [ u*bcdn
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6.3.10.10.7 Query Failures

The possible error responses shall be as shown in Table 111.

Table 111 — Table Query command errors

Error Error Name Reason

Code

0x02 Invalid Sequence ID is greater than the maximum number of query operators that the tag
CUIIIIIIaI Il..lI auppufta, Ul SUqUUI 1T :D ib IIUt thU °2dlITic ado, Ul UTIT :UQD t: ialt, t: |at Uf thU plsviuua TGb:U

Parameter Query command AND Logical Operator is not CLEAR;
or Table ID is not the same as that of the previous Table Query command AND Logical
Operator is not CLEAR;

or Comparison Data Length, Logical Operator or Relational Operator are outside‘their validl
range of values; or Data Length is zero; or the length of Data does not agrée with Data
Length, or the wrong number of parameter bytes was given

0x04 Not Found There is no database table associated with the specified Table ID
0x41 Boundary Field Number greater than or equal to the number of fields in thedable
Exceeded

6.3.10.10.8 Execution of Complete Query

Upon regeipt of the final Table Query command (which has a Sequeng¢e)ID of zero), the tag should now have
the complete Query criteria. The tag shall execute the complete querylon each record in the table identified by
Table ID| beginning with Record Number 0 and incrementing through' all the records in the table.

The Qudry Results Table (Table ID 0x0000) contains the complete results of the query operation. The Queny
Results able has records with a single two-byte field. Each 2-byte field/record in the Query Results table
contains[the record number of a matching record in the gueried table. The matching record numbers, if any, in
the Queny Results table, shall increase monotonically-'\Records in Table 0x0000 shall be returned in responsge
to Table|Get Data and Table Read Fragment. The\record number of each matching record shall be returned
as individlual records in MSB first order.

6.3.10.10.9 Point-to-Point and Broadcast’Queries

The Table Query command exists as both a point-to-point command and a broadcast command. The value ¢f
the PacKet Options field, as described in section 6.2.6.1, determines whether the command is broadcast g
point-to-point. The tag does nat respond with any message to any broadcast Table Query command, even in
case of grror.

=

—

For non-final point-to-point Table Query commands, which have a non-zero Sequence ID, the tag shall verify|i
received|a valid nonsfinal Table Query command. If the command is a valid initial or intermediate Table Querny
comman(, the tag.shall respond with a point-to-point response message with command code (and no datg,
unless gn error.is encountered) as shown in Table 112. This response merely indicates that the t
successfully“réceived a valid query element, so no database query operation results are available q¢r
expected.

Table 112 — Intermediate Table Query Response

Command Code
0x26

Upon completion of the point-to-point query command sequence, the tag shall respond with a point-to-point
response message with command code and data as shown in Table 113. If the query resulted in no records
matched, the number of records matching the criteria shall be zero and the index of the first matched record
shall be zero in response to the final point-to-point Table Query command.
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Table 113 — Final Point-to-Point Intermediate Table Query response

Command Code Number of Index of first
Records matched | matched record
0x26 2 bytes 2 bytes

— Number of Records Matched contains the number of records found in the queried table, wh

ich meet

the complete query criteria. This field shall be formatted as an unsigned 16-bit integer. If no matching

records were found, this field shall contain 0.

— Index of First Matched Record contains the record number of the first matching reco
queried table, which meets the complete query criteria. If no records were found, dhis f
contain 0.

An Interrogator may follow up a sequence of point-to-point Table Query commands by using the T
Data and Table Read Fragment commands to retrieve the results from the.'Query Resul
[able 0x0000).

—

N

.3.10.10.10 Broadcast Collection with UDB (Query Results UDB)

he broadcast Collection with UDB command may be used to retrieve the query results from tags afte
omplete sequence of Table Query commands has been transmitted.-To retrieve the query results, ar
nterrogator may send the Collection with UDB command with the’UDB Type field set to 0x02 (see Tal
ags will return their Tag serial number with the Table Query Résults element (see Table 36). The Ta
buery Results element includes the index of the queried tablé/the number of matching records and th
f the first matching record. If the query resulted in no records matched, the number of matching recd

uery matches by retrieving the records in the Query.Résults Table (Table 0x0000) with Table Get Dz
able Read Fragment commands.

Ho oo Nd=—0 o

N

.3.10.10.11 Deleting Table Query Results

he results of the Table Query command are written to the query results table (reserved Table ID
ny database command that modifies any of the database tables on the tag (Table Add Recorq
pdate Records, Table Update Fields, Table Delete Record) shall force deletion of all records in t

el el |

d of the
eld shall

able Get
s Table

r the

ble 36).

ble

e index

rds shall

e zero and the index of the first matched record shall be'zero. The Interrogator may then follow up sliccessful

ta and

0x0000).
s, Table
he query

bsults table. Any subsequent Table Get Properties commands for the query results table shall return 0 as the
e number of records currently in the table.
6.3.11 Beep ON/OFE
When invoking Be€p’ ON/OFF the command in Table 114 shall be sent to the tag.
Table 114 — Beep ON/OFF
Command Beeper
Code On/Off
OXEt oyte
Where:
— Beeper On/Off parameter when 0x01 will turn tag’s beeper ON or when set to 0x00 will turn tag’s

beeper OFF.

To the Beep ON/OFF command the tag shall respond with a point-to-point response message with command

code (and no data, unless an error is encountered) as shown in Table 115.
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