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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take par
ad 1EC

t in the
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SO/IECJTC 1.

lescribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne¢
the different types of document should be noted. This document was drafted in accordance
pditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

batent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rig

Details of any patent rights identified during the development of the docpment will be in the Intro
hnd/or on the ISO list of patent declarations received (see www.isg<0rg/patents).

Any trade name used in this document is information givenforthe convenience of users and d
ronstitute an endorsement.

hssessment, as well as information about ISO’s adlierence to the WTO principles in the T¢
Barriers to Trade (TBT) see the following URL: Foréword - Supplementary information

['he committee responsible for this documentis ISO/IEC JTC 1, Information technology, Subcon
5C 31, Automatic identification and data captire techniques.

['his second edition cancels and replaces the first edition (ISO/IEC 18000-63:2013), which h
fechnically revised.

SO/IEC 18000 consists of the following parts, under the general title Information technology -
[frequency identification for item management:

— Part 1: Reference architecture and definition of parameters to be standardized
— Part 2: Parametess for air interface communications below 135 kHz

— Part 3: Paranieters for air interface communications at 13,56 MHz

— Part 4: Parameters for air interface communications at 2,45 GHz

— Part 6: Parameters for air interface communications at 860 MHz to 960 MHz General

mittee,

[he procedures used to develop this document and those intended for its further maintenajnce are

ded for
yith the

Attention is drawn to the possibility that some of the elements of this document may be the sibject of

ts.

duction

oes not

For an explanation on the meaning of ISO specificiterms and expressions related to conformity

chnical

hmittee

hs been

— Radio

—2Part 61: Parameters for air interface communications at 860 MHz to 960 MHz Type A

— Part 62: Parameters for air interface communications at 860 MHz to 960 MHz Type B
— Part 63: Parameters for air interface communications at 860 MHz to 960 MHz Type C
— Part 64: Parameters for air interface communications at 860 MHz to 960 MHz Type D

— Part 7: Parameters for active air interface communications at 433 MHz
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Introduction

This part of ISO/IEC 18000 defines the physical and logical requirements for a passive-backscatter,
Interrogator-talks-first (ITF), radio-frequency identification (RFID) system operating in the 860 MHz -
960 MHz frequency range. The system comprises Interrogators, also known as Readers, and Tags, also
known as Labels or Transponders.

An Interrogator transmits information to a Tag by modulating an RF signal in the 860 MHz - 960 MHz

frequen

cy range The Tag receives both information and operating energy from this RF qignnl Tags are

passive|

An Inte
the Tag
an infoj
reflecti

Interro

meaning that Interrogators talk and Tags listen, or vice versa.

The de
system

— ide

—  selq

— reading from and writing to or rewriting data many times to individual tags;

— us€
— dat
— Int
— tag
— sup

The In
Commi
involve

ISO and

The holders of these{patent rights have assured ISO and IEC that they are willing to negotiate licences

under 1
In this 1

meaning that they receive all of their operating energy from the Interrogator’s RF signal.

Frogator receives information from a Tag by transmitting a continuous-wave (CW) RF sighal td
the Tag responds by modulating the reflection coefficient of its antenna, thereby back$c¢attering
mation signal to the Interrogator. The system is ITF, meaning that a Tag modulates its antenng
bn coefficient with an information signal only after being directed to do so by an{nterrogator.

bators and Tags are not required to talk simultaneously; rather, communications are half-duplex

cribed backscatter radio frequency identification (RFID) system that supports the following
capabilities:

htification and communication with multiple tags in the field;

bction of a subgroup of tags for identification or with whieh.to communicate;

r-controlled permanently lockable memory;

d integrity protection;

brrogator-to-tag communications link with error detection;
Lto-Interrogator communications link with error detection;

port for both passive back-scatter tags with or without batteries.

ternational Organizationyfor Standardization (ISO) and International Electrotechnica
bsion (IEC) draw attention to the fact that it is claimed that compliance with this document may
the use of patents cohderning radio frequency identification technology.

[EC take no position concerning the evidence, validity and scope of these patent rights.

easonablexdnd non-discriminatory terms and conditions with applicants throughout the world
espect;the statements of the holders of these patent rights are registered with ISO and IEC.

Vi
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Information on the declared patents may be obtained from:

Contact details

Patent Holder:
Legal Name  Atmel Automotive GmbH
Contact for license application:

Name & Department Leo Merken, Legal Department, ATMEL Corporation

Address 2325 Orchard Parkway
Address San Jose, CA 95131 USA
Tel. +1408 436 4251

Fax  +1408 487 2615

E-mail leo.merken@atmel.com

URL (optional)

Patent Holder:

Legal Name  CISC Semiconductor Design+Consulting GmbH
Contact for license application:

Name & Department Markus Pistauer, CEO

Address Lakeside BO7

Address 9020 Klagenfurt, Austria

Tel. +43(463) 508 808

Fax  +43(463) 508 808-18

E-mail m.pistauer@cisc.at

URL (optional) www.cisc.at

Patent holder:

ETRI (Electronics Telecommunication Reseach Institute)

Contact for license application:

Name & Department:~Min-Sheo Choi, Intellectual Property Management Team
Address: 138Gajeongno, Yuseong-gu

Address: Daejeon, 305-700, Korea

Tel.  +82742-860-0756

Fax «+82-42-860-3831

E-mail choims@etri.re.kr

URt{optiomat) WWW.EtTT.TEKT
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Contact details

Patent Holder:

Legal Name  Impinj, Inc.

Contact for license application:

Name & Department Chris Diorio, CTO
Address 701 N. 34th Street, Suite 300
Addreds Seattle, WA 98103, USA

Tel. +1.206 834 1115

Fax |+1.206 517.5262

E-mail |diorio@impinj.com

URL (optional) www.impinj.com
Patent|Holder:

Legal Name: Magellan Technology Pty. Limited
Contagt for license application:

Name & Department: Ms Jean Angus

Addreds: 65 Johnston St

Addregs: Annandale, NSW 2038, Australia
Tel. +61 29562 9800

Fax |+61 29518 7620

E-mail license@magellan-technology.com
URL (optional): www.magellan-technologii¢om
Patent|Holder:

Legal Name NXP B.V.
Contadt for license application:

Name & Department Aaron Waxler - IP Licensing & Claims

Addreds 411 East Plumetria,

Addreds San Jose, CA*95134-1924, USA
Tel. +1 914 860-4296

Fax

E-mail |Aaron.Waxler@nxp.com
URL (optiendl)
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Contact for license application:

Name & Department Mr. Hiromasa Konishi, Managing Director
Address 8 Guihen Street, Annandale, NSW 2038, Australia
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Tel.  +61 295629 800

Fax  +61 295 187 620

E-mail hiromasa.konishi@sato-glo bal . com

URL (optional) www.satovicinity.com

Patent Holder:

Legal Name  TAGSYS SAS

Contact for license application:

Name & Department Mr. Alain Fanet President
[Address 785 Voie Antiope, TI Athélia 3
Address F-13600 La Ciotat

Tel.  +33 332188900

Fax  +33 332188900

E-mail alain.fanet@tagsysrfid.com

URL (optional) www.tagsysrfid.com

Patent Holder:

Legal Name  Univertsity of Pittsburgh - Of the Commonwealth of Pennsylvania
Contact for license application:

Name & Department Mar¢'S. Malandro, PhD, CLP, RTIP
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Information technology — Radio frequency identificati
for item management —

Part 63:

Scope

['his part of ISO/IEC 18000 defines the air interface for radio frequency identification (RFID)
bperating in the 860 MHz to 960 MHz Industrial, Scientific, and Medical (ISM) band used
management applications. It provides a common technical specification“for RFID devices t
be used by ISO committees developing RFID application standards.\This part of ISO/IEC 1

fechnical attributes including, but not limited to, operating frequency, operating channel a

modulation, duty cycle, data coding, bit rate, bit rate dceuracy, bit transmission order, and

t further defines the communications protocol useddin’the air interface.

hnd tags, also known as labels. An Interregator receives information from a tag by transm

being directed to do so by an Interrogator.
n detail, this part of [ISO/IEE18000 contains Type C.
['vpe C uses PIE in the forward link and a random slotted collision-arbitration algorithm.

['his part of [ISO/IEE18000 specifies

— logical\operating procedures and commands between Interrogators and Tags.

— _the-collision arbitration scheme used to identify a specific tag in a multiple-tag environmen

-——optional security commands that allow the use of crypto suites of [SO/IEC 29167

on

devices
in item
hat can
B00O is

ntended to allow for compatibility and to encourage inter-operability of products for the growing
RFID market in the international marketplace. It defines the forward and return link paramefers for

curacy,

bccupied channel bandwidth, maximum effective isotropicradiated power (EIRP), spurious emjissions,

where

hppropriate, operating channels, frequency hop rate, hop 'sequence, spreading sequence, and chjip rate.

['his part of ISO/IEC 18000 specifies the physieal ‘and logical requirements for a passive-bacKscatter,
nterrogator-Talks-First (ITF) systems. The system comprises Interrogators, also known as feaders,

itting a

Continuous-wave (CW) RF signal to thesag; the tag responds by modulating the reflection cogfficient
pf its antenna, thereby backscattering*an information signal to the Interrogator. The systemn] is ITF,
meaning that a tag modulates its.afitenna reflection coefficient with an information signal onlly after

— physical initeractions (the signalling layer of the communication link) between Interrogators ajnd tags,

2 Conformance

2.1 Claiming conformance
A device shall not claim conformance with this protocol unless the device complies with
— all clauses in this protocol (except those marked as optional), and

— the conformance document associated with this protocol, and,

© ISO/IEC 2015 - All rights reserved
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— alllocal radio regulations.

Relevant conformance test methods are provided in ISO/IEC 18047-6.

Conformance can also require a license from the owner of any intellectual property utilized by said device.

2.2 General conformance requirements

2.21

Interrogators

To conf

— Me

— Imjplement the mandatory commands defined in this part of ISO/IEC 18000,

— Mo
sig

— Conform to the applicable local radio regulations.

To conf

brm to this part of ISO/IEC 18000, an Interrogator shall:
bt the requirements of this part of ISO/IEC 18000,

dulate/transmit and receive/demodulate a sufficient set of the electrical signals’defined in thg
haling layer of this protocol to communicate with conformant Tags, and

brm to this part of [ISO/IEC 18000, an Interrogator may:

— ImIIement any subset of the optional commands defined in this partof ISO/IEC 18000, and

— Im
ISO

To conf

— implement any command that conflicts with this part of ISO/IEC 18000 or any of the parts 61

62
— Req

2.2.2
To conf

— Me

— Implement the mandatory commands defined in this part of ISO/IEC 18000,

— Mo

— Conform to lo€alradio regulations.

To conf

lement any proprietary and/or custom commands~in/ conformance with this part of
[EC 18000.

brm to this part of ISO/IEC 18000, an Interrogator shall not:

hnd 64, or

juire using an optional, proprietary, or custom command to meet the requirements of this protocol
Tags

brm to this part of ISO/IEC 18000, a Tag shall:

bt the requirements of this-part of ISO/IEC 18000,

dulate a backseatter signal only after receiving the requisite command from an Interrogator, and

brm to this protocol, a Tag may:

— Im]Plement any subset of the optional commands defined in this part of ISO/IEC 18000, and

— Implement any proprietary and/or custom commands as defined in 2.3.3 and 2.3.4, respectively.

To conform to this part of ISO/IEC 18000, a Tag shall not:

— Implement any command that conflicts with this part of ISO/IEC 18000 or any of the parts 61, 62
and 64,

— Require using an optional, proprietary, or custom command to meet the requirements of this
protocol, or

— Modulate a backscatter signal unless commanded to do so by an Interrogator using the signaling
layer defined in this part of ISO/IEC 18000.

© ISO/IEC 2015 - All rights reserved
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2.3 Command structure and extensibility

015(E)

This part of ISO/IEC 18000 allows four command types: (1) mandatory, (2) optional, (3) proprietary,

and (4) custom. Subclause 6.3.2.12 and Table 6.28 define the structure of the command codes

used by

Interrogators and Tags for each of the four types, as well as the availability of future extensions. All
commands defined by this protocol are either mandatory or optional. Proprietary or custom commands

are manufacturer-defined.

2.3.1 Mandatory commands

mandatory commands.

.3.2 Optional commands

thall implement it in the manner specified in this protocol.

P.3.3 Proprietary commands

ntended for manufacturing purposes and shall not be used in field-deployed RFID systems.

.3.4 Custom commands

Custom commands may be enabled in conformatice with this protocol, but are not specified he

dentified in the TID. A custom commahnd shall not solely duplicate the functionality of any ma
br optional command defined in this protocol by a different method.

2.4 Reserved for FutureUse (RFU)

[his part of ISO/IEC 18000-denotes some Tag memory addresses, Interrogator command codes
fields within Interrogator commands as RFU.

broviders and €hd’users, shall not use these RFU values for proprietary purposes.

2.5 Cryptographic Suite Indicators

A Tag'may support one or more cryptographic suites. The Challenge and Authenticate commands
h CSl field that specifies a single cryptographic suite. CSI is an 8-bit field with bit values defined

Conforming Tags shall support all mandatory commands. Conforming Interrogators shall suplport all

Conforming Tags may or may not support optional commands. Conforming Interrogators may|or may
hot support optional commands. If a Tag or an Interrogator implements an'eptional command then it

Proprietary commands may be enabled in conformance with this.protocol, but are not specified herein.
All proprietary commands shall be capable of being permanéntly disabled. Proprietary commalnds are

Fein. An

nterrogator shall issue a custom command only after (1) singulating a Tag, and (2) reading (o1 having
prior knowledge of) the Tag manufacturer'siidentification in the Tag’s TID memory. An Interjrogator
shall use a custom command only in accordance with the specifications of the Tag manufacturer

hdatory

and bit

RFU values are resefved for future extensibility. Third parties, including but not limited to olution

include
below.

— Four most-significant bits: Cryptographic suite assigning authority, as follows:
— 00002 - 0011,: ISO/IEC 29167
— 01002 - 11002: RFU
— 11013: Tag manufacturer
— 11102: GS1
— 11113: RFU

— Four least-significant bits: One of 16 cryptographic suites that the assigning authority may assign.

© ISO/IEC 2015 - All rights reserved
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Example: CSI=000000003 is the first and CSI=00000001; is the second suite that ISO/IEC 29167 may
assign.

3 Normative references
The following referenced documents are indispensable for the application of this document. For dated

references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IE({ 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements
for intefchange

ISO/IE( 15961, Information technology — Radio frequency identification (RFID) for item management —
Data prptocol: application interface

ISO/IE({ 15962, Information technology — Radio frequency identification (RFID) for itemi_ management —
Data prptocol: data encoding rules and logical memory functions

ISO/IE( 15963, Information technology — Radio frequency identification for iten{management — Uniqueé
identifigation for RF tags

ISO/IE( 18000-1, Information technology — Radio frequency identificatioh.for item management — Part
1: Refergnce architecture and definition of parameters to be standardized

ISO/IE( 18047-6:2012, Information technology — Radio frequencyidentification device conformance test
methodk — Part 6: Test methods for air interface communications at 860 MHz to 960 MHz

ISO/IE({ 19762 (all parts), Information technology — Automatic identification and data capture (AIDC]
techniqyies — Harmonized vocabulary

ISO/IE( 29167-1: Information technology — Automatic*identification and data capture techniques — Parg
1: Secutlity services for RFID air interfaces

GS1 EPCglobal™: GS1 EPC™ Tag Data Standaxd

4 Terms and definitions

For the| purposes of this document, the terms and definitions given in ISO/IEC 19762 (all parts) ang
the follpwing apply. Terms and-definitions specific to this part of ISO/IEC 18000 that supersede any
normatjve references are as'follows:

4.1
air intgrface

complefe communication link between an Interrogator and a Tag including the physical layer, collision
arbitration algorithm, command and response structure, and data-coding methodology

4.2
activatjon
waking up a tag from the hibernate state

4.3
asymmetric key pair
private key and its corresponding public key, used in conjunction with an asymmetric cryptographic suite

4 © ISO/IEC 2015 - All rights reserved
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4.4
authentication
process of determining whether an entity or data is/are who or what, respectively, it claims to be.

Note 1 to entry: The types of entity authentication referred-to in this protocol are Tag authentication, Interrogator
authentication, and Tag-Interrogator mutual authentication. For data authentication see authenticated
communications.

4.5
authenticated communication
Communication in which message integrity is protected

#.6
pattery assistance
battery support for radio frequency communication

4.7
pattery assisted mode
vorking mode of battery assisted tags with non-empty battery

1.8
pattery saver mode
battery saving functionality based on low power threshold detection with optional duty cycling

#.9
rollision arbitration loop
hlgorithm used to prepare for and handle a dialogue between an Interrogator and a tag

Note 1 to entry: This is also known as collision arbitratjen.

#.10
rommand set
bet of commands used to inventory and interact with a Tag population

.11
continuous wave
rypically a sinusoid at a given frequency, but more generally any Interrogator waveform suitpble for

powering a passive Tag without amplitude and/or phase modulation of sufficient magnitude to be
nterpreted by a Tag as transmitted data

.12
cover coding
method by which-an Interrogator obscures information that it is transmitting to a Tag.

Note 1 to entry™ To cover-code data or a password, an Interrogator first requests a random number firom the
[ag. The Intérrogator then performs a bit-wise EXOR of the data or password with this random numper, and
ransmits.the cover-coded string to the Tag. The Tag uncovers the data or password by performing a[bit-wise
EXOR ‘of-the received cover-coded string with the original random number.

113
crypto superuser
key with an asserted CryptoSuperuser privilege

4.14
data element
low-level, indivisible data construct.

Note 1 to entry: See file (4.20) and record (4.54).
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4.15

dense-Interrogator environment

operating environment within which most or all of the available channels are occupied by active
Interrogators

EXAMPLE 25 active Interrogators operating in 25 available channels.

4.16

dense-Interrogator mode

set of Interrogator-to-Tag and Tag-to-Interrogator signaling parameters used in dense-Interrogato
envirorjments

4.17
extended Tag identifier
XTID
memory construct that defines a Tag’s capabilities and may include a Tag serial number, furthe;
specifiqd in the GS1 EPC Tag Data Standard

4.18
extendpd temperature range
-40°C to +65 °C

Note 1 tp entry: See nominal temperature range (4.37).

4.19
file type
8-bit string that specifies a file’s designated type

4.20
file
set of ohe or more records accessed as a unit

Note 1 tp entry: See record (4.54) and data element (4.14).

4.21
file superuser
an acceps password or key with a 0011, 'secured-state file privilege value

4,22
full-duplex communications
a comnjunications channel that-carries data in both directions at once

Note 1 tp entry: See half-dtplex communications (4.25).

4.23
full Function Sensors

sensorq that eanvbe user configurable and reset, can produce a detailed set of sensor measuremen{
observgtionsyand can be connected to the RFID tag in a variety of ways

4.24
GS1 EPCglobal™ Application
application whose usage denotes an acceptance of GS1 EPCglobal™ standards and policies

Note 1 to entry: See ISO Application (4.31.2).

4.25
half-duplex communications
communications channel that carries data in one direction at a time rather than in both directions at once

Note 1 to entry: See full-duplex communications (4.22).
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4.26
hibernate
state of energy saving when the device is not required to be used

4.27
insecure communications
communications in which neither message integrity nor message confidentiality are protected

4.28

nterrogator authentication
means for a Tag to determine, via cryptographic means, that an Interrogator’s identity is as claimed

#.29
nventoried flag
[lag that indicates whether a Tag may respond to an Interrogator

Note 1 to entry: Tags maintain a separate inventoried flag for each of four sessions;\each flag has symmetric
A and B values. Within any given session, Interrogators typically inventory Tags from A to B followed|by a re-
nventory of Tags from B back to A (or vice versa).

#1.30

nventory round
period initiated by a Query command and terminated by either.a‘subsequent Query command| (which
hlso starts a new inventory round), a Select command, or a Challehge command

#.31.1

SO Application
<data structure> application whose MB01 data structure includes a “1” bit in bit 17h and whpre bits
18h through 1Fh encode an application family identifier as defined in ISO/IEC 15961-3

#.31.2

SO Application
<usage> application whose usage denotes an acceptance of ISO standards and policies and where in
MBO1 18h through 1Fh encode an applieation family identifier as defined in ISO/IEC 15961-3

Note 1 to entry: See GS1 EPCglobal"/Application (4.24).

#.32
Key
alue used to influence the output of a cryptographic algorithm or cipher

#.33
keyID
humerical designator for a single key

#.34
message-authentication code
MAC

ade, computed over bits in a message, that an Interrogator or a Tag may use to verify the integrity
fThe message

4.35
multiple-Interrogator environment

operating environment (4.39) within which a modest number of the available channels are occupied by
active Interrogators

EXAMPLE 5 active Interrogators operating in 25 available channels.

4.36
mutual authentication

means for a Tag and an Interrogator to each determine, via cryptographic means, that the others’
identity is as claimed
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4.37
nominal temperature range
-25°Cto +40 °C

Note 1 to entry: See extended temperature range (4.18).

4.38

nonremovable Tag
Tag that a consumer cannot physically detach from an item without special equipment or without
compr miqing the item’s intended fnnrfinnnlify

Note 1 tp entry: See removable Tag (4.55).

4.39
operatjng environment
region ithin which an Interrogator’s RF transmissions are attenuated by less than 90dB.

Note 1 fo entry: In free space, the operating environment is a sphere whose radius is approximately 1000 m
with thd Interrogator located at the center. In a building or other enclosure, the size and-shape of the operating
environfnent depends on factors such as the material properties and shape of the builditig; and may be less thar
1000 m |n certain directions and greater than 1000 m in other directions.

4.40
operatjng procedure
Collectively, set of functions and commands used by an Interrogatorto inventory and interact with Tags

Note 1 tp entry: Also known as the Tag-identification layer.

4.41
passive¢ mode

working mode of passive tags or battery assisted tags-with battery drained below a manufacturer
specifid threshold

4.42
packetCRC

16-bit cyclic-redundancy check (CRC) codéthat a Tag calculates over its PC, optional XPC word or words
and Ullfand backscatters during inventory

4.43
packetPC

protocql-control information-that a tag with nonzero-valued XI dynamically calculates and backscatters
during |nventory

4.44
passive Tag (or passive Label)
Tag (or [Label) whese transceiver is powered by the RF field

4.45
passwqrd

secret value sent hy an Interrogatortoa Tagto enable restricted Tag gperations

Note 1 to entry: Passwords are not keys.
Note 2 to entry: The only passwords defined by this protocol are the kill and access passwords.

4.46

permalock

permalocked

memory location whose lock status is unchangeable (i.e. the memory location is permanently locked or
permanently unlocked)
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4.47
persistent memory or persistent flag
memory or flag value whose state is maintained during a brief loss of Tag power

4.48
physical layer
data coding and modulation waveforms used in Interrogator-to-tag and tag-to-Interrogator signalling

4.49

private key
indisclosed or non-distributed key in an asymmetric, or public-private key pair, cipher. A privage key is
rypically used for decryption or digital-signature generation. See public key.

#.50
brotocol
Collectively, physical layer and Tag-identification layer specification

#.51
public key
lisclosed or distributed key in an asymmetric, or public-private key pairyeipher.

Note 1 to entry: A public key is typically used for encryption or signatur€verification.
Note 2 to entry: See private key (4.49).

#.52
R

barameter that an Interrogator uses to regulate the probability of Tag response

Note 1 to entry: An Interrogator instructs Tags in anjiaventory round to load a Q-bit random (or pseudo-fandom)
humber into their slot counter; the Interrogator may also command Tags to decrement their slot counter. Tags
eply when the value in their slot counter (i.e. theivslot - see below) is zero. Q is an integer in the range (0}15); the
corresponding Tag-response probabilities range'from 20 = 1 to 2-15=0,000031.

4.53
random-slotted collision arbitration

collision-arbitration algorithm where Tags load a random (or pseudo-random) number intp a slot
counter, decrement this slottcounter based on Interrogator commands, and reply to the Interjrogator
when their slot counter reaches zero

1.54
record
bet of one or more-data elements accessed as a unit

Note 1 to entry=See data element (4.14) and file (4.20).

.55
emoyable Tag

ag ‘that a consumer can physically detach from an item without special equipment and Without

compromising the item’s intended anr‘finna]ify

4.56
secure communication
communication in which message confidentiality is protected

4.57
security

degree of protection against threats identified in a security policy. A system is secure if it is protected
to the degree specified in the security policy. See security policy.
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4.58
security policy
definition, either explicit or implicit, of the threats a system is intended to address

Note 1 to entry: See security (4.57).

4.59
session
inventory process comprising an Interrogator and an associated Tag population

Note 1 fo entry: An Interrogator chooses one of four sessions and inventories Tags within that session. Thg
Interrogator and associated Tag population operate in one and only one session for the duration of an inventory
round (defined above). For each session, Tags maintain a corresponding inventoried flag. Sessions allow Tags tg
keep track of their inventoried status separately for each of four possible time-interleaved inventoryqprocesses
using anj independent inventoried flag for each process.

4.60
session key

temporpry key generated by one or both of Tag and Interrogator and typically used for authenticated
and/or pecure communications

4.61
simple[sensors

sensord that are factory programmed and not user configurable, producing a single output observatior
such as|a fail/pass condition or simple measurement of a particular‘sensor activity

4.62
simple[sensor functionality

functiopality whereby sensors provide a valid Simple Sensor data address and transmit Simple Sensof
data supsequent to the UII as part of the reply to the ACK.command (Type C)

4.63
single-jnterrogator environment
operatipg environment (defined above) within which there is a single active Interrogator at any given time

4.64
singulgtion
identifying an individual Tag in a multiple-Tag environment

4.65
slot
point, if an inventory round; at which a Tag may respond

Note 1 tp entry: Slot is.the value output by a Tag’s slot counter; Tags reply when their slot (i.e. the value in their
slot counter) is zero,

Note 2 tp entry. See’'Q (4.52).

4.66
slottedlrandom anticollision
collision-arbitration algorithm where tags load a random (or pseudo-random) number into a slot
counter, decrement this slot counter based on Interrogator commands, and reply to the Interrogator
when their slot counter reaches zero

4.67

StoredCRC

16-bit cyclic-redundancy check (CRC) computed over the StoredPC and the UII specified by the length
(L) bits in the StoredPC, and stored in UIl memory
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4.68
StoredPC
protocol-control information stored in UIl memory

Note 1 to entry: See PacketPC (4.43).

4.69
symmetric key
shared key used in conjunction with a symmetric cipher

1.70
fag authentication
means for an Interrogator to determine, via cryptographic means, that a Tag’s identity is'as-claimed

1.71
fag energized
fag in the ready, arbitrate, reply, acknowledged, open, or secured state

1.72

fag-identification layer
Collectively, set of functions and commands used by an Interrogator todnventory and interact with Tags
[also known as the operating procedure)

#1.73
fag not energized
fag not in the ready, arbitrate, reply, acknowledged, open, or secured state

#1.74
fari
Feference time interval for a data-0 in Interrogator-to-Tag signaling.

Note 1 to entry: The mnemonic “Tari” derives frem the ISO/IEC 18000-61 (Type A) standard, in which Tlari is an
hbbreviation for Type A Reference Interval.

#.75
[raceable
hot restricting the identifying infermation a Tag exposes and/or the Tag’s operating range

Note 1 to entry: See untraceable (4.78).

.76

intraceable privilege
privilege given tathe access password or to a key that grants an Interrogator using the access pdssword
br key the right to access untraceably hidden memory and/or to issue an Untraceable command

#1.77
intraceably hidden memory
memory that an untraceable tag hides from Interrogators with a deasserted untraceable privilejge

478
untraceable
restricting the identifying information a Tag exposes and/or the Tag’s operating range

Note 1 to entry: See traceable (4.75).

5 Symbols, abbreviated terms and notation
The principal symbols and abbreviated terms used in this protocol are detailed in ISO/IEC 19762.

Symbols, abbreviated terms, and notation specific to this part of ISO/IEC 18000 are as given in 5.1, 5.2
and 5.3, respectively.
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5.1 Symbols

BAP battery assisted passive

BLF backscatter-link frequency (BLF = 1/Tpri = DR/TRcal)

C computed-response indicator

CSI cryptographic suite identifier

DR divide ratio

F file-services indicator (whether a Tag supports the FileOpen command)

FrT frequency tolerance

FT frequency tolerance

H hazmat indicator

INACT_[ inactivity threshold

K killable indicator

M number of subcarrier cycles per symbol

My RF signal envelope ripple (overshoot)

Muyn FHSS signal envelope ripple (overshoot)

Mp) FHSS signal envelope ripple (undershoot)

Mps FHSS signal level during a hop

M RF signal envelope ripple (undetshoot)

Mg RF signal level when OFF

NR nonremovable indicator

Q slot-count parameter. Q is an integer in the range (0,15)

R=>T interrogator-to-tag (reader-to-tag)

RTcal interrogator-to-tag (reader-to-tag) calibration symbol

S security-services indicator (whether a Tag supports the Challenge and /or Authenticate
commands)

SLI SL indicator

T numbering system identifier

T=>R tag-to-Interrogator (tag-to-reader)

Tq time from Interrogator transmission to Tag response for an immediate Tag reply

Ty time from tag response to Interrogator transmission

T3 time an Interrogator waits, after Ty, before it issues another command

Ty minimum time between Interrogator commands
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time from Interrogator transmission to Tag response for a delayed Tag reply

time from Interrogator transmission to first Tag response for an in-process Tag reply

time between Tag responses for an in-process Tag reply
reference time interval for a data-0 in Interrogator-to-tag signalling

RF signal envelope fall time

['f

e

[hr

['hs

['N

Cori

[ or Tr,10-90%
[

[Rcal

s

11
JMI

XEB
Kfp

K1
KPC
KXXX?

kxxXxh

fall time

FHSS signal envelope fall time

FHSS signal envelope rise time

time for an FHSS signal to settle to within a specified percentage of its final valy
tag-notification indicator

backscatter-link pulse-repetition interval (Tpri = 1/BER\= TRcal/DR)

RF signal envelope rise time

rise time

tag-to-Interrogator (tag-to-reader) calibration symbol

time for an RF signal to settle to within a specified percentage of its final value
untraceability indicator

unique item identifier

user-memory indicator

XTID indicator (whether a Tag implements an XTID)

XPC_W2 indjicator

floating-point value

XPE-W1 indicator

éxtended protocol control

binary notation

hexadecimal notation

5.2 Abbreviated terms

AC
AFI
AM
AMSK
ASF

activation code

application family identifier
amplitude modulation
activation Mask

application sub family

© ISO/IEC 2015 - All rights reserved

e

13


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

ASIC application specific integrated circuit

ASK amplitude shift keying

BAM battery assisted mode

BAT battery assisted tag

ciphertext information that is cover-coded

CRC cyclic redundancy check

CRC-16 sixteen bit CRC

CRC-5 five bit CRC

cw continuous wave

dBch decibels referenced to the integrated power in the reference channel
DBR dead battery response

DSB double sideband

DSB-ASK double-sideband amplitude-shift keying

DSFID data storage format identifier

DSSS direct sequence spread spectrum

EOF end of frame

EPC™ electronic product code

ETSI European Telecommunicatiohs Standards Institute
FCC Federal Communications.Commission

FDM frequency-DivisionMultiplexing

FHSS frequency hopping spread spectrum

Handle 16-bit tagidentifier

ITF intetfogator-talks-first (reader talks first)

NOTE The common usage is RTF (Reader-talks-first) but the more precise term is ITF, which is used
throughput this'part of ISO/IEC 18000.

LSB least significant bit

MAC message authentication code

MIIM mobile Item Identication Management

MSB most significant bit

NoS number of sensors

NRZ non return to zero

NSI numbering system identifier
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OTP one-time programmable

PC protocol control

PIE pulse interval encoding

Pivot decision threshold differentiating an R=>T data-0 symbol from a data-1 symbol
Plaintext information that is not cover-coded

PM passive mode

bpm parts per million

PR-ASK phase-reversal amplitude shift keying

PSK phase shift keying or phase shift keyed

R/W read/write

RF radio frequency

RFID radio-frequency identification

RFU reserved for future use

RN16 16-bit random or pseudo-random number
RNG random or pseudo-random number,generator
RO read only

RTC real time clock

DS sensor directory systém

50F start of frame

N simple sensor

SB single-sideband

5SB-ASK single-sideband amplitude-shift keying

5SD Simple sensor data

DM time-division multiplexing or time-division multiplexed (as appropriate)
[EDS transducer electronic data sheet

TID tag-identification or tag identifier, depending on context
UMI user-memory indicator

UTC universal coordinated time

wC wildcard

Word 16 bits

XEB XPC_W2 indicator
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XI XPC_W1 indicator

XPC extended protocol control
XPC_W1 XPCword 1

XPC_W2 XPC word 2

XTID extended tag identifier

5.3 I\Jotation
This paft of ISO/IEC 18000 uses the following notational conventions for Type C.

— Stafes and flags are denoted in bold. Some command parameters are also flagsi"@ command
parameter used as a flag will be bold. Example: ready.

— Command parameters are underlined. Some flags are also command parameters; a flag used as 3
corhmand parameter will be underlined. Example: Pointer.

— Cornmandsare denotedinitalics. Variables are also denoted initalics. Whére'there mightbe confusior
betiween commands and variables, this protocol will make an explicitstatement. Example: Query.

— Foiflogical negation, labels are preceded by ‘~’. Example: If flag s true, then ~flag is false.
— Th¢ symbol, R=>T, refers to commands or signaling from an{Interrogator to a Tag (Reader-to-Tag).
— Thg¢ symbol, T=>R, refers to commands or signaling frofma Tag to an Interrogator (Tag-to-Reader).

— Th¢ term “address” is used as a synonym for “bit address”. All addresses specified in the Clauses
derjoted to Type C are bit-addresses, unless specified differently (e.g. by adding an according prefis
sudh as “word” in “word address”). The same applies for figures, where all shown addresses are ta

be

— Th¢ term “word” always refers to a 16-bitword.

6 Pr

6.1 Protocol overview

6.1.1

An Intgrrogator sends information to one or more Tags by modulating an RF carrier using double
sidebarld amplitude shift keying (DSB-ASK), single-sideband amplitude shift keying (SSB-ASK), o1
phase-rleversat-amplitude shift keying (PR-ASK) using a pulse-interval encoding (PIE) format. Tags

receive

AnInte

nterpreted as bit-addresses, unless specified differently.

ptocol requirements - Type C

Physical layer

their'operating energy from this same modulated RF carrier.

4 3 Y 43 £ T | S 343 Aealor A DT 3 dlict 3
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for a backscattered reply. Tags communicate information by backscatter modulating the amplitude

and/or

phase of the RF carrier. The encoding format, selected in response to Interrogator commands,

is either FMO or Miller-modulated subcarrier. The communications link between Interrogators and

Tags is

half-duplex, meaning that Tags shall not be required to demodulate Interrogator commands

while backscattering. A Tag shall not respond to a mandatory or optional command using full-duplex

commu

16

nications.
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An Interrogator manages Tag populations using three basic operations:

a) Select. Choosing a Tag population. An Interrogator may use a Select command to select one or more
Tags based on a value or values in Tag memory, and may use a Challenge command to challenge one
or more Tags based on Tag support for the desired cryptographic suite and authentication type. An
Interrogator may subsequently inventory and access the chosen Tag(s).

b) Inventory. [dentifying individual Tags. An Interrogator begins an inventory round by transmitting

b.2 Protocol parameters

h.2.1 Signaling - Physical and media access control parameters

Table 6.1 — Interrogator-te‘Tag (R=>T) communications

a Query command in one of four sessions. One or more Tags may reply. The Interrogator,detects a
single Tag reply and requests the Tag’s Ull. Inventory comprises multiple commands. Anninyentory
round operates in one and only one session at a time.

) Access. Communicating with an identified Tag. The Interrogator may perform a core operation such
as reading, writing, locking, or killing the Tag; a security-related operation such as authenticating
the Tag; or a file-related operation such as opening a particular file in the Tag’s User memory} Access
comprises multiple commands. An Interrogator may only access a uniquely“identified Tag.

[able 6.1 and Table 6.2 provide an overview of parametérs for R=>T and T=>R communjcations
hccording to this protocol. For those parameters that do giot-apply to or are not used in this protpcol the
hotation “N/A” indicates that the parameter is “Not Applicable”.

Ref. Parameter Name Description
[nt:1 Operating Frequency Range 860 - 960 MHz, as required by local regulations
. . Determined by local radio regulations and by the radip-fre-
Int:la | Default Operating Frequency quency environment at the time of the communicatior
Int-1b Operating Channels In accordance with local regulations; if the channelizdtion is
' (spread-spectrum systems) unregulated, then as specified
[nt:1c Operating Frequeney Accuracy As specified
Frequency Hop Rate
Int:1d In accordance with local regulations
(frequency:Hopping [FHSS] systems)
Frequency Hop Sequence
Int:1e In accordance with local regulations
(frequency-hopping [FHSS] systems)
[nt:2 Occupied Channel Bandwidth In accordance with local regulations
[nt:2a' |Minimum Receiver Bandwidth In accordance with local regulations
nt3 ]nfprrngnfnr Transmit Maximum EIRP 1In accordance with local rngn]nfinnc
Int:4 Interrogator Transmit Spurious Emis- |As specified; local regulation may impose tighter emission
' sions limits
Interrogator Transmit Spurious e o . . . .
Int:4a  |Emissions, In-Band (spread-spectrum ﬁ;snsig)secmed, local regulation may impose tighter emission
systems)
Interrogator Transmit Spurious Emis- |As specified; local regulation may impose tighter emission
Int:4b . -
sions, Out-of-Band limits
Int:5 Interrogator Transmitter Spectrum As specified; local regulation may impose tighter emission
' Mask limits
Int:6 Timing As specified

© ISO/IEC 2015 - All rights reserved
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Table 6.1 (continued)

Ref. Parameter Name Description
Int:ga | pransmitto-Recelve Turn-Around |\t A ¥ (RTcal,10Tpy) nominal
Int:6b Receive-to-Transmit Turn-Around 3Tpri minimum; 20Tpri maximum when Tag is in reply &
) Time acknowledged states; no limit otherwise
Int:6¢ Bwell Time or Interrogator Transmit 1500 ps, maximum settling time
ower-On Ramp
Int:6d Decay Time or Interrogator Transmit 500 pis, maximum
Power-Down Ramp
Int:7 Modulation DSB-ASK, SSB-ASK, or PR-ASK
Spreading Sequence
Int:7a P §>ed N/A
(direct-sequence [DSSS] systems)
Chip Rate
Int:7b N/A
(spread-spectrum systems)
Chip Rate Accuracy
Int:7c N/A
(spread-spectrum systems)
Int:7d | [Modulation Depth 90% nominal
Int:7e Duty Cycle 48% - 82.3% (time the waveform is high)
Int:7f FM Deviation N/A
Int:8 Data Coding PIE
Int:9 Bit Rate 26.7 kbps,t0"128 kbps (assuming equiprobable data)
Int:9a | |Bit Rate Accuracy +/- 1%, minimum
Int:10 Interrogator Transmit Modulation As.Specified
Accuracy
Int:11 | [Preamble Required
Int:11a| |Preamble Length As specified
Int:11b| [Preamble Waveform(s) As specified
Int:11c | |Bit Sync Sequence None
Int:11d| |Frame Sync Sequence Required
Int:12 Scrambling (spread=spectrum sys- N/A
tems)
Int:13 | [Bit Transmission Order MSB is transmitted first
Int:14 | (Wake-up'Process As specified
Int:15 | |Polasization Not specified
Table6.2—T I (F=>R) C e
Ref. Parameter Name Description
Tag:1 Operating Frequency Range 860 - 960 MHz, inclusive
Tag:1la |Default Operating Frequency Tags respond to Interrogator signals that satisfy Int:1a
Operating Channels
Tag:1b Tags respond to Interrogator signals that satisfy Int:1b
(spread-spectrum systems)
Tag:1c |Operating Frequency Accuracy As specified
. Frequency Hop Rate . . .
Tag:1d (frequency-hopping [FHSS] systems) Tags respond to Interrogator signals that satisfy Int:1d
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Table 6.2 (continued)

Ref. Parameter Name Description
. Frequency Hop Sequence . . .
Tag:1le (frequency-hopping [FHSS] systems) Tags respond to Interrogator signals that satisfy Int:1e
Tag:2 Occupied Channel Bandwidth In accordance with local regulations
Tag:3 Transmit Maximum EIRP In accordance with local regulations
Tag:4 Transmit Spurious Emissions In accordance with local regulations
Tag:4a Transmit Spurious Emissions, In-Band In accordance with local regulations
(spread-spectrum systems)
Tag:4b 'Ega;lr:jsmlt Spurious Emissions, Out-of- 1y, o1 dance with local regulations
Tag:5 Transmit Spectrum Mask In accordance with local regulations
Tag:6a |Transmit-to-Receive Turn-Around Time 3Tpri minimum, 32Tpy; maximum ip reply & acknowledged
states; no limit otherwise
Tag:6b |Receive-to-Transmit Turn-Around Time |MAX(RTcal,10Tpyj) nominal
Tag:6¢ g;:vrﬁlrl) Time or Transmit Power-On Receive commands 1500 ps after power-up
Tag:6d Decay Time or Transmit Power-Down N/A
Ramp
Tag:7 Modulation ASK and/orPSK modulation (selected by Tag)
Spreading Sequence
Tag:7a P &>ed N/A
(direct sequence [DSSS] systems)
Chip Rate
Tag:7b N/A
(spread-spectrum systems)
Chip Rate Accuracy
Tag:7c N/A
(spread-spectrum systems)
Tag:7d |On-Off Ratio Not specified
Tag:7e |Subcarrier Frequency, 40 kHz to 640 kHz
Tag:7f |Subcarrier Frequeficy Accuracy As specified
Tag:7g |Subcarrier Modulation Miller, at the data rate
FMO: 50%, nominal
Tag:7h |Duty Cyele
Subcarrier: 50%, nominal
Tag:71 |FMWDeviation N/A
Tag:8 Dhta Coding Baseband FMO or Miller-modulated subcarrier (selected by
the Interrogator)
FMO: 40 kbps to 640 kbps
Tag:g Blt Rate falim } H ph . | PR I il I ) 2200 1.1
JUULd4alTITI 1uuuu1atcu. J I\UIJD tU LU l\UlJD
Tag:9a |Bit Rate Accuracy Same as Subcarrier Frequency Accuracy; see Tag:7f
Tag Transmit Modulation Accuracy
Tag:10 N/A
(frequency-hopping [FHSS] systems
Tag:11 |Preamble Required
Tag:11a |Preamble Length As specified
Tag:11b |Preamble Waveform As specified
Tag:11c |Bit-Sync Sequence None
Tag:11d |Frame-Sync Sequence None
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Table 6.2 (continued)

Ref. Parameter Name Description
Scrambling
Tag:12 N/A
(spread-spectrum systems)
Tag:13 |Bit Transmission Order MSB is transmitted first
Tag:14 |Reserved Deliberately left blank
Tag:15 Polarization Tag dpppndpnr; not cppriﬁ'pd hy this prnfnr‘nl
Tag:16 | [Minimum Tag Receiver Bandwidth Tag dependent; not specified by this protocol.
6.2.2 [Logical - Operating procedure parameters
Table 6|3 and Table 6.4 identify and describe parameters used by an Interrogator during.the selection

inventory, and access of Tags according to this protocol. For those parameters that do not apply to of
used in this protocol the notation “N/A” indicates that the parameter is “Not!/Applicable”.

are not

Table 6.3 — Tag inventory and access parameters

Ref. Parameter Name Description
P:1 Who Talks First Interrogator
P:2 Tag Addressing Capability As specified
P:3 Tag UlI Contained in Tagmémory
P:3a UII Length As specified
T=03: Asspecified in the GS1 EPC Tag Data Standard,
P:3b UII Format
T=13: _As specified in ISO/IEC 15961
P:4 Read size Multiples of 16 bits
P:5 Write Size Multiples of 16 bits
P:6 Read Transaction Time \r/éi;(iied with R=>T & T=>R link rate and number of bits being
P:7 Write Transaction Time 20 ms (maximum) after end of Write command
Interrogator-to-Tag:
Select and Challenge commands: 16-bit CRC
Query command: 5-bit CRC
Other Inventory commands: Command length
P8 Error Deition Access commands: 16-bit CRC
Tag-to-Interrogator:
PC/XPC, UII: 16-bit CRC
RN16: None or 16-bit CRC (varies by command)
handle: 16-bit CRC
All other: 16-bit CRC
P:9 Error Correction None
P:10 Memory Size ;l;?g% ([j);ptehr;gi)?gtiiﬁr)mble (size is neither limited nor speci-
P:11 Command Structure and Extensibility |As specified
20 © ISO/IEC 2015 - All rights reserved
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Table 6.4 — Collision management parameters

Ref. Parameter Name Description
A:l Type (Probabilistic or Deterministic) |Probabilistic
A2 Linearity Linear up to 215 Tags in the Int'errogz'itor's RF field; above
that number, NlogN for Tags with unique Ulls
A:3 Tag Inventory Capacity Unlimited for Tags with unique Ulls

b.3 Description of operating procedure

['he operating procedure defines the physical and logical requirements for an Interrogator:tal
random-slotted collision arbitration, RFID system operating in the 860 - 960 MHz frequericy ra

.3.1 Physical interface

[he physical interface between an Interrogator and a Tag may be viewed as-the signaling la
ayered network communication system. The signaling interface defines frequencies, modulati
oding, RF envelope, data rates, and other parameters required for RF.eoimmunications.

h.3.1.1 Operational frequencies

[ags shall receive power from and communicate with Interfogators within the frequency ran
B60 - 960 MHz, inclusive. An Interrogator’s choice of operational frequency will be determined
radio regulations and by the local radio-frequency environment. Interrogators certified for og
n dense-Interrogator environments shall support, but'are not required to always use, the ¢
lense-Interrogator mode described in Annex G.

b.3.1.2 Interrogator-to-Tag (R=>T) commithications

An Interrogator communicates with one.ormore Tags by modulating an RF carrier using DSB-A{
ASK, or PR-ASK with PIE encoding. Interrogators shall use a fixed modulation format and data
the duration of an inventory round,where “inventory round” is defined in 4. The Interrogator

lata rate by means of the preamble-that initiates the inventory round.

[he high values in Figure 6:1,\Figure 6.2, Figure 6.3, Figure 6.4, and Figure 6.5 correspond to
CW (i.e. an Interrogator.delivering power to the Tag or Tags) whereas the low values corres
httenuated CW.

b.3.1.2.1 Interrogator frequency accuracy

nterrogators/ceertified for operation in single- or multiple-Interrogator environments shall
‘requency-accuracy that meets local regulations.

nterroegators certified for operation in dense-Interrogator environments shall have a frg
hccurdcy of +/- 10 ppm over the nominal temperature range (-25°C to +40°C) and +/- 20 pj

ks-first,
hge.

yer in a
bn, data

e from
by local
eration
ptional

K, SSB-
rate for
sets the

bmitted
bond to

have a

quency
m over

the‘extended temperature range (—4ﬂ°(' to +6'§°F) Interrogataors rated hy the manufacturer td

have a

temperature range wider than nominal but different from extended shall have a frequency accuracy of

+/-10 ppm over the nominal temperature range and +/- 20 ppm to the extent of their rated range

.Iflocal

regulations specify tighter frequency accuracy then the Interrogator shall meet the local regulations.

6.3.1.2.2 Modulation

Interrogators shall communicate using DSB-ASK, SSB-ASK, or PR-ASK modulation, detailed in Annex H.

Tags shall demodulate all three modulation types.
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6.3.1.2.3 Data encoding

(—— 1.5 Tari < data-1 < 2.0 Tari —————p>]|

< Tari >l 0.5 Tari <x < Tari
PW PW
P P
data-0
data-1

The R=pT link shall use PIE, shown in Figure 6.1. Tari is the reference time interval for Interrogator
to-Tag $ignaling, and is the duration of a data-0. High values represent transmitted CW; low values
repres¢gnt attenuated CW. Pulse modulation depth, rise time, fall time, and PW-<shall be as specified in
Table 6}5, and shall be the same for a data-0 and a data-1. Interrogators shall use a fixed modulatior
depth, fise time, fall time, PW, Tari, data-0 length, and data-1 length for'‘the duration of an inventory
round. The RF envelope shall be as specified in Figure 6.2.

6.3.1.2/4 Tari values

Interrogators shall communicate using Tari values in the\range of 6.25us to 25us. Interrogatot
complignce shall be evaluated using at least one Tari value between 6.25us and 25us with at least one
value of the parameter x. The tolerance on all parameters specified in units of Tari shall be +/-1%. Thd

Figure 6.1 — PIE symbols

choice ¢f Tari value and x shall be in accordance with lecal radio regulations.

6.3.1.2/5 R=>T RF envelope

ASK Modulation

A Field strength

Mh
W W74/ /x4,

PR-ASK Modulation

A Field strength

IVlh,
W W iz

2 AT\ lew,| [
M,
| |t
A 05x%(A+B)
Mh . .
0 time 0 3 '\il v %V% time
> I /A

Figure 6.2 — Interrogator-to-Tag RF envelope
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Table 6.5 — RF envelope parameters

Tari Parameter Symbol Minimum Nominal Maximum Units
Modulation Depth (A-B)/A 80 90 100 %

6.25us | RF Envelope Ripple Mp = M; 0 0.05(A-B) VX;‘H?F
25t0us RF Envelope Rise Time tr,10-90% 0 0.33Tari us
RF Envelope Fall Time t£10-90% 0 0.33Tari us
RF Pulsewidth PW MAX(0.265Tari, 2) 0.525Tari us

[he R=>T RF envelope shall comply with Figure 6.2 and Table 6.5. The electric or magneti€field s
A (as appropriate) is the maximum amplitude of the RF envelope, measured in units’of V/m
respectively. Tari is defined in Figure 6.1. The pulsewidth is measured at the 50% peint on the p
nterrogator shall not change the R=>T modulation type (i.e. shall not switch bétween DSB-AS
ASK, or PR-ASK) without first powering down its RF waveform (see 6.3.1.2.7):

b.3.1.2.6 Interrogator power-up waveform

[he Interrogator power-up RF envelope shall comply with Figure-6.3 and Table 6.6. Once the
evel has risen above the 10% level, the power-up envelope shall\rise monotonically until at ¢
Fipple limit Mj. The RF envelope shall not fall below the 90%point in Figure 6.3 during intd
nterrogators shall not issue commands before the end of tiie'maximum settling-time interval
b.6 (i.e. before the end of Ts). Interrogators shall meet thesfrequency-accuracy requirement speg
b.3.1.2.1 by the end of interval Ts in Figure 6.3.

6.3.1.2.7 Interrogator power-down waveform

[he Interrogator power-down RF envelope shall comply with Figure 6.3 and Table 6.7. Once the]
evel has fallen below the 90% level, the\power-down envelope shall fall monotonically u
pbower-off limit Ms. Once powered off, amynterrogator shall remain powered off for a least 1m§
powering up again.

6.3.1.2.8 R=>T preamble and-frame-sync

hre shown in Figure 6.4. A preamble shall precede a Query command (see 6.3.2.12.2.1) and
the start of an inventory round. All other signaling shall begin with a frame-sync. The toler

trength
br A/m,
1lse. An
K, SSB-

carrier
past the
rval Ts.
n Table
rified in

carrier
ntil the
before

An Interrogator shall beginjall R=>T signaling with either a preamble or a frame-sync, both of which

Henotes
hnce on

h1] parameters speeified in units of Tari shall be +/-1%. PW shall be as specified in Table 6.5.|The RF
envelope shall bé-as specified in Figure 6.2.
A Fi
Field strength Mh
. e v
// \\ P a— \ A' 100%
A T A A
7190% 90% N\ M,
10% 10% M,
7 ALY
W ‘//////i WW /e o A Okﬁ;:
T, T, T;
Figure 6.3 — Interrogator power-up and power-down RF envelope
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Table 6.6 — Interrogator power-up waveform parameters

Parameter Definition Minimum Nominal Maximum Units
Tr Rise time 1 500 us
Ts Settling time 1500 us
Mg Signal level when OFF 1 % full scale
M Undershoot 5 % full scale
h Overshoot 5 % full scale
Table 6.7 — Interrogator power-down waveform parameters
Parampeter Definition Minimum Nominal Maximum Units
Tf Fall time 1 500 us
Ms Signal level when OFF 1 % full scale
M Undershoot 5 % full scale
Mn Overshoot 5 % full scale
A prearpble shall comprise a fixed-length start delimiter, a data-0 symbaol;an R=>T calibration (RTcal]

symbol

— RT
dat
=R
and
lon
m

—

— TR
fre
pay
the
the
BLI
sha

BLK

1.1

A framg
an inve
initiate

nimum of 8 RTcal.

and a T=>R calibration (TRcal) symbol.

cal: An Interrogator shall set RTcal equal to the length of-ajdata-0 symbol plus the length of g
a-1 symbol (RTcal = Ojength + 1iength)- A Tag shall measurg’tie length of RTcal and compute pivog
Tcal / 2. A Tag shall interpret subsequent Interrogator:symbols shorter than pivot to be data-0s
subsequent Interrogator symbols longer than pivot'to’be data-1s. A Tag shall interpret symbolg
per than 4 RTcal to be invalid. Prior to changing R%Tcal, an Interrogator shall transmit CW for 4

cal: An Interrogator shall specify a Tag’s backscatter link frequency (its FMO datarate or thé
quency of its Miller subcarrier) using ¢he TRcal and divide ratio (DR) in the preamble and
load, respectively, of a Query command that initiates an inventory round. Equation (1) specifie§
relationship between the backscatter link frequency (BLF), TRcal, and DR. A Tag shall measure
length of TRcal, compute BLF, and adjust its T=>R link rate to be equal to BLF (Table 6.9 show{
 values and tolerances). ThetTRcal and RTcal that an Interrogator uses in any inventory round

Il meet the constraints indEquation (2):
- = ]
TRcal
RTcal < TRcal <3xRTcal (2]

b-syncs<ssidentical to a preamble, minus the TRcal symbol. An Interrogator, for the duration of
ntoryvround, shall use the same length RTcal in a frame-sync as it used in the preamble tha
H€he'round.

24
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R=>T Preamble

1 Tari 2.5 Tari <RTcal £ 3.0 Tari 1.1RTcal < TRcal < 3 RTcal
< >« >« >
12.5pus +/— 5% PW PW PW
<+ <4+
| delimiter data-0 R=>T calibration (RTcal) T=>R calibration (TRcal)

R=>T Frame-Sync

1 Tari 2.5 Tari <RTcal < 3.0 Tari
< >«
12.5pus +/- 5% PW PW
<+
| delimiter data-0 R=>T calibration (RTcal)

Figure 6.4 — R=>T preamble and frame-sync

b.3.1.2.9 Frequency-hopping spread-spectrum waveform

When an Interrogator uses frequency-hopping spread spectrum (FHSS) signaling, the Interrpgator’s
RF envelope shall comply with Figure 6.5 and Table 6.8. The RF envelope shall not fall below the 90%
point in Figure 6.5 during interval Tjs. Interregators shall not issue commands before the enfl of the
maximum settling-time interval in Table 6.8(i.e. before the end of Tyg). The maximum time between
‘requency hops and the minimum RF-off time during a hop shall meet local regulatory requirgments.
nterrogators shall meet the frequency-accuracy requirement specified in 6.3.1.2.1 by the| end of
nterval Ty in Figure 6.5.

6.3.1.2.10 Frequency-hopping spread-spectrum channelization

nterrogators certified for-eperation in single-Interrogator environments shall meet local regiilations
for spread-spectrum~channelization. Interrogators certified for operation in multiple- or| dense-
nterrogator environments shall meet local regulations for spread-spectrum channelization] unless
the channelizationNs unregulated. In which case Interrogators should adopt a channel plan that fits
for the chosen<regulatory region (see also Annex G, which describes multiple- and dense-Interjrogator
Channelized signaling).

6.3.1,2:11 Transmit mask

rterrogators certified for operation according to this protocol shall meet local regulations fo1 out-of-
channel and out-of-band spurious radio-frequency emissions.

Interrogators certified for operation in multiple-Interrogator environments shall meet both local
regulations and the Multiple-Interrogator Transmit Mask described below and shown in Figure 6.6.

Multiple-Interrogator Transmit Mask: For an Interrogator transmitting random data in channel R,
and any other channel S#R, the ratio of the integrated power P() in channel S to that in channel R shall
not exceed the specified values:

— |R-S| = 1: 10log10(P(S) / P(R)) < -20 dB
— |R- S| =2: 10log10(P(S) / P(R)) < -50 dB
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IR - S| = 3: 10log10(P(S) / P(R)) < -60 dB
IR - S| > 3: 10log10(P(S) / P(R)) < -65 dB

4 Field strength
Mhh
/L et A 4
/ \ P A 4 100%
/ —— \ A (]
A T \ A
//90% 90%|\ My,
10% 10% M, .
/ Y,
W M WW /e o x 0 /(;;n:
Thr Ths Thf
Figure 6.5 — FHSS Interrogator RF envelope
Table 6.8 — FHSS waveform parameters
Pargmeter Definition Minimum Nominal Maximum Units

" Rise time 500 us

['hs Settling time 1500 us

e Fall time 500 s

Mhs Signal level during hop % full scale

Mh1 Undershoot 5 % full scale

Mhh Overshoot % full scale

Where P() denotes the total integrated pewer in the specified channel. This mask is shown graphically
in Figufre 6.6, with dBch defined as dB-referenced to the integrated power in the reference channel
The chgnnel width shall be as specified by local regulations, unless the width is unregulated, in which
case Inferrogators should adopt @ suitable width for the chosen regulatory region. The channel spacing
shall bq set equal to the channelwidth (measured channel center to channel center). For any transmif
channe| R, two exceptions td the mask are permitted, provided that
— neifher exception ekceeds -50 dBch, and
— neifher exceptiof'exceeds local regulatory requirements.
An excg¢ption occurs when the integrated power in a channel S exceeds the mask. Each channel thaf
exceed§ the mrask shall be counted as an exception.
Interrogators certified for operation in dense-Interrogator environments shall meet haoth

local regulations and the Dense-Interrogator Transmit Mask described below and shown in
Figure 6.7. Interrogators may meet the Dense-Interrogator Transmit Mask during non-dense-
Interrogator operation. Regardless of the mask used, Interrogators certified for operation in dense-
Interrogator environments shall not be permitted the two exceptions to the transmit mask that are
allowed for Interrogators certified for operation in multiple-Interrogator environments.

Dense-Interrogator Transmit Mask: For Interrogator transmissions centered at a frequency f;, a
2.5/Tari bandwidth Rpyy also centered at f, an offset frequency f, = 2.5/Tari, and a 2.5/Tari bandwidth
Spw centered at (n x fy) + fc (integer n), the ratio of the integrated power P() in Spw to that in Rpy with
the Interrogator transmitting random data shall not exceed the specified values:

— [n| = 1: 10log10(P(Sw) / P(Rpw)) <-30 dB
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— [n] =2: 10log10(P(Spw) / P(Rpw)) < -60 dB
— [n| > 2: 10log10(P(SBw) / P(RBw)) < -65 dB

Where P() denotes the total integrated power in the 2.5/Tari reference bandwidth. This mask is
shown graphically in Figure 6.7, with dBch defined as dB referenced to the integrated power in the

reference channel.

4 Integrated Power
channel: 4 -3 —2 —1 0 1 2 3 4

O
&

Figure 6.6 — Transmit mask for multiple-l{g&)rogator environments

O

frequency

b.3.1.3 Tag-to-Interrogator (T=>R) communicag'\

A Tag communicates with an Interrogator using\?@kscatter modulation, in which the Tag switg
reflection coefficient of its antenna between two States in accordance with the data being sent.

A Tag shall backscatter using a fixed modlﬂ}%ion format, data encoding, and data rate for the d
bf an inventory round, where “inventory round” is defined in 4. The Tag selects the modulation
'he round. The low values in Fig ‘@, Figure 6.10, Figure 6.11, Figure 6.13, Figure 6.14, and Fig
rorrespond to the antenna-reflectivity state the Tag exhibits during the CW period prior to
breamble (e.g. ASK Tag absorbing power), whereas the high values correspond to the antenna-ref]|
state the Tag exhibits duri@ e first high pulse of a T=>R preamble (e.g. ASK Tag reflecting pow

O : Integrated Power
9 A
% 0dBch

hes the

uration
format;

the Interrogator selects the data encading and data rate by means of the Query command that :ﬂlitiates

re 6.15
a T=>R
pctivity
br).

-8.75 -6.25 -3.75 -1.25 | 1.25 3.75 6.25 8.75
Tari Tari Tari Tari Tari Tari Tari Tari

f, frequency

Figure 6.7 — Transmit mask for dense-Interrogator environments
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6.3.1.3.1 Modulation

Tag backscatter shall use ASK and/or PSK modulation. The Tag manufacturer selects the modulation
format. Interrogators shall demodulate both modulation types.

6.3.1.3.2 Data encoding

Tags shall encode the backscattered data as either FMO baseband or Miller modulation of a subcarrier
at the data rate. The Interrogator specifies the encoding type.

FMO Basis Functions EMO Generator State Diagram
data-0 data-1
A sa2(t) s4(t)
1 1
(<)
kel
2 T
=0 > >
g time(t) O T time (t)
©
-1
\/

ss(t) = —sa(t) S4(t) = -sa(t)

Figure 6.8 — FMO basis functions and generator state diagram

FMO Symbols FMO Sequences

o L oI ol L I I B
! ] ] | [ |

Figure 6.9 — FMO0 symbols and sequences

6.3.1.3/2.1 _FMO baseband

Figure p(8sshows basis functions and a state diagram for generating FMO (bi-phase space) encoding]
FMO inVerts the baseband phase at every symbol boundary; a data-0 has an additional mid-Symbo
phase inversion. The state diagram in Figure 6.8 maps a logical data sequence to the FMO basis
functions that are transmitted. The state labels, S1-S4, indicate four possible FM0-encoded symbols,
represented by the two phases of each of the FMO basis functions. The state labels also represent the
FMO waveform that is transmitted upon entering the state. The labels on the state transitions indicate
the logical values of the data sequence to be encoded. For example, a transition from state Sy to S3 is
disallowed because the resulting transmission would not have a phase inversion on a symbol boundary.

Figure 6.9 shows generated baseband FMO symbols and sequences. The duty cycle of a 00 or 11
sequence, measured at the modulator output, shall be a minimum of 45% and a maximum of 55%,
with a nominal value of 50%. FM0 encoding has memory; consequently, the choice of FM0 sequences in
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Figure 6.9 depends on prior transmissions. FMO signaling shall always end with a “dummy” data-1 bit
at the end of a transmission, as shown in Figure 6.10.

6.3.1.3.2.2 FMO preamble

T=>R FMO signaling shall begin with one of the two preambles shown in Figure 6.11. The choice depends
on the TRext value specified in the Query that initiated the inventory round, unless a Tag is replying
to a command that uses a delayed or in-process reply (see 6.3.1.6), in which case a Tag shall use the
extended preamble regardless of TRext (i.e. a Tag replies as if TRext=1 regardless of the TRext value
Epecified in the Query—see 6.3.2.12.3). The "v” shown in Figure 6.1T indicates an FMO violatidn (i.e. a
bhase inversion should have occurred but did not).

FMO End-of-Signaling

| 1 ' dummy 1 | 1 | dymmy 1 |
Figure 6.10 — Terminating FMO,transmissions

6.3.1.3.2.3 Miller-modulated subcarrier
FMO Preamble (TRext = 0)

M LE T 1

1 1011101 vi1

FMO Extended Preamble (TRext = 1) with Pilot Tone
:4— 12 leading zeros (pilot tone) —b:

o Co ! '0 01010

-

Figure 6.11 — FMO T=>R preamble

Figure 6:12 shows basis functions and a state diagram for generating Miller encoding. Basebanfl Miller
nvergshits phase between two data-Os in sequence. Baseband Miller also places a phase inversion
n_the'middle of a data-1 symbol. The state diagram in Figure 6.12 maps a logical data sequence to
paseband Miller basis functions. The state labels, S1-S4, indicate four possible Miller-encoded symbols,
represented by the two phases of each of the Miller basis functions. The state labels also represent the
baseband Miller waveform that is generated upon entering the state. The transmitted waveform is the
baseband waveform multiplied by a square-wave at M times the symbol rate. The labels on the state
transitions indicate the logical values of the data sequence to be encoded. For example, a transition
from state S to S3 is disallowed because the resulting transmission would have a phase inversion on a
symbol boundary between a data-0 and a data-1.
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Miller Basis Functions Miller-Signaling State Diagram
data-0 data-1
A sit) so(t)
1 1
[]
©
2 T
= 0 >
g o T time (t) time (t)
®©
-1 e
\j
S4(t) = =s4(t) s3(t) = =s;(t)

Figure 6.12 — Miller basis functions and generator state diagram

Miller Subcarrier Sequences

M=2 ooo [ TUTLL M=4 ooo [LMNLMLAAUTLILLL
oot [N oot [N AL UL
oto [LILMLIIT oto [ UL
o1t (UL sinhhnEhhight
00 [T 00 [LM_ MU LU
o1 [ L o1 [N MM UL
110 [T nEnhighinnit
11 [ s nnighihE

M=8 ooo [ MMM UL LU
ShhSnnnhEnnhnhhnhhnighint
anhihnnhnnnhEnhnnhnhnhy
unnhphhhnnhEnhnphnhighiit

| .

o NAO0O MMOoNOoOonNnMOonNnOoOOoNnNnAanNnaAaOnNnCnNOMnn
vl oo udoaoogoguudodogoon goog
0 (LML MU LU LU LU L
1 [T MU MU LU UL UL UL

Figure 6.13 — Subcarrier sequences

Figure 6.13 shows Miller-modulated subcarrier sequences; the Miller sequence shall contain exactly
two, four, or eight subcarrier cycles per bit, depending on the M value specified in the Query command
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that initiated the inventory round (see Table 6.10). The duty cycle of a 0 or 1 symbol, measure

d at the

modulator output, shall be a minimum of 45% and a maximum of 55%, with a nominal value of 50%.
Miller encoding has memory; consequently, the choice of Miller sequences in Figure 6.13 depends
on prior transmissions. Miller signaling shall always end with a “dummy” data-1 bit at the end of a

transmission, as shown in Figure 6.14.

6.3.1.3.2.4 Miller subcarrier preamble

T=>R subcarrier signaling shall begin with one of the two preambles shown in Figure 6.15. The choice

lepends on the 1Rext value specified 1n the Query that initiated the inventory round, unless

replying to a command that uses a delayed or in-process reply (see 6.3.1.6), in which case a Tag-s
the extended preamble regardless of TRext (i.e. a Tag replies as if TRext=1 regardless of the.TRe]
specified in the Query—see 6.3.2.12.3).

Miller End-of-Signaling

V= I I SR T e I e S L]
! 0 ' dummy1 : : 0 | dummy1
LI L1 | M 1_. 1 Mo L
i 1 E dummy1 E i 1 E dummy1

m=a 1L T, LRI LI
i 0 E dummy1 i E 0 E dummy1
i 1 ; dummy1 ; ; 1 : dummy1

M=g | .. Juuinuuu Iy
i 0 E dummy1 i i 0 : dummy1
l 1 : dummy ; | 1 ' dummy1

Figure 6.14 — Terminating subcarrier transmissions

h Tag is
hall use
kt value
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Miller Preamble (TRext = 0)

e[ UL e AT ALY (AL

<4 4M/BLF® 011 4¢—— 4 M/BLF—» 0

4¢—— 4 M/BLF ——» 0 1 0 1 1 1

< 16 M/BLF » 01110111111

<4— 16 M/BLF —» 0 1 0 1 1 1

Figure 6.15 — Subcarrier T=>R pfeamble

6.3.1.3{3 Tag supported Tari values and backscatter link rates

Tags shall support all R=>T Tari values in the rangelof 6.25us to 25us, over all parameters allowed
by 6.3.1.2.3.

Tags shiall support the T=>R link frequenciessdnd tolerances specified in Table 6.9 and the T=>R dat3
rates specified in Table 6.10. The frequency=variation requirement in Table 6.9 includes both frequency
drift anld short-term frequency variation'during Tag response to an Interrogator command. The Query
commahd that initiates an inventory round specifies DR in Table 6.9 and M in Table 6.10; the preamble
that precedes the Query specifies TReal. BLF is computed using Eq. (1). These four parameters togethet
define the backscatter frequency, modulation type (FMO or Miller), and T=>R data rate for the round
(see alsp 6.3.1.2.8).

Table 6.9 — Tag-to-Interrogator link frequencies

g | | e S | e, [y
Rati (nominal temp) | (extended temp) | backscatter
33.3 640 +/-15% +/-15% +/-2.5%
33.3<TRcal < 66.7 | 320 <BLF <640 +/-22% +/-22% +/-2.5%
66.7 320 +/-10% +/-15% +/-2.5%
64/3 66.7 < TRcal <83.3 | 256 <BLF <320 +/-12% +/-15% +/-2.5%
83.3 256 +/-10% +/-10% +/-2.5%
83.3<TRcal<133.3| 160 <BLF <256 +/-10% +/-12% +/-2.5%
133.3<TRcal<200 | 107 <BLF <160 +/-7% +/-7% +/-2.5%
200 < TRcal < 225 95 <BLF <107 +/-5% +/-5% +/-2.5%

32

© ISO/IEC 2015 - All rights reserved



https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

Table 6.9 (continued)

ISO/IEC 18000-63:2015(E)

lexibility in specifying Tari and RTcal.

Table 6.10 — Tag-to-Interrogator data rates

e | Tt | e R e e
Ratio (nominal temp) | (extended temp) | backscatter
17.2 < TRcal < 25 320 <BLF < 465 +/-19% +/-19% +/-2.5%
25 320 +/-10% +/-15% +/-2.5%
25 < TRcal < 31.25 256 < BLF <320 +/-12% +/-15% +/-2.5%
g 3T.25 Z56 /- 10% + /- 10% +/-2.5%
31.25 < TRcal < 50 160 < BLF < 256 +/-10% +/-10% + A=2.5%
50 160 +/-7% +/-7% 4+ /-2.5%
50 < TRcal <75 107 < BLF < 160 +/-7% +/-7% +/-2.5%
75 < TRcal < 200 40 <BLF <107 +/-4% +/-4% +/-2.5%
Note 1 Allowing two different TRcal values (with two different DR values) to'specify the same BIF offers

M: Number of subcarrier cycles Modulation type Data rate (kbps)
per symbol
1 FMO baseband BLF
2 Miller subgarrier BLF/2
4 Miller subcarrier BLF/4
8 Miller subcarrier BLF/8

L.

D.

B.

free-space sénsitivity,

b.3.1.3.4 Tag power-up timing

equivalent (phase modulation), and

the-manufacturer’s normal operating conditions,

b.3.1.3.5 Minimum opérating RF field strength and backscatter strength

For a Tag certified to(this protocol, the Tag manufacturer shall specify:

for-the Tag mounted on one or more manufacturer-selected materials

[ags energized by an Interrogator shall be capable of receiving and acting on Interrogator commands
ithin a period not exceeding the:makimum settling-time interval specified in Table 6.6 or Tabl¢ 6.8, as
hppropriate (i.e. by the end of Ts'er Ty, respectively).

minimum backscattered modulated power (ASK modulation) or change in radar cross-se¢tion or

6.3.1.4 Transmission order

The transmission order for all R=>T and T=>R communications shall be most-significant bit (MSB) first.

Within each message, the most-significant word shall be transmitted first.

Within each word, the MSB shall be transmitted first.
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6.3.1.5 Cyclic-redundancy check (CRC)

A CRC is a cyclic-redundancy check that a Tag uses to ensure the validity of certain R=>T commands,
and an Interrogator uses to ensure the validity of certain backscattered T=>R replies. This protocol
uses two CRC types: (i) a CRC-16, and (ii) a CRC-5. Annex F describes both CRC types.

To generate a CRC-16 a Tag or Interrogator shall first generate the CRC-16 precursor shown in Table
6.11, and then take the ones-complement of the generated precursor to form the CRC-16.

LA T P Pl Vol 2
IdUIC O.11 — URLUT1I0 pPIociursul

CRC-16 precursor (See also Annex F)

CRC Type Length Polynomial Preset Residue
ISQ/IEC 13239 16 bits x16 + x12 + x5+ 1 FFFFy 1DOFy

A Tag dr Interrogator shall verify the integrity of a received message that uses a CRE-16. The Tag of
Interrogator may use one of the methods described in Annex F to verify the CRC-16.

A Tag calculates and saves into memory a 16-bit StoredCRC. See 6.3.2.1.2.1.
Duringfinventory a Tag backscatters a 16-bit PacketCRC that the Tag calculates dynamically.

Tags shpll append a CRC-16 to those replies that use a CRC-16. See 6.3,2(12 for command-specific replies

Table 6.12 — CRC-5 definition

CRC-5 Definition (See also“Annex F)
CRC Type Length Polynomial Preset Residue
— 5 bits xS +x3+1 01001, 000007

To gendrate a CRC-5 an Interrogator shall use the definition in Table 6.12.

A Tag shall verify the integrity of a receivedimessage that uses a CRC-5. The Tag may use the method
described in Annex F to verify a CRC-5.

Interrogators shall append the apprapriate CRC to R=>T transmissions as specified in Table 6.28.

6.3.1.6( Link timing

Figure $.18 illustrates R=3>T)and T=>R link timing. The figure (not drawn to scale) defines Interrogatot
interactions with a Tagpopulation. Table 6.16 shows the timing requirements for Figure 6.18, whilg
6.3.2.1% describes the commands. Tags and Interrogators shall meet all timing requirements showr
in Tablg 6.16. RTcabis defined in 6.3.1.2.8; Tpyj is the T=>R link period (Tpri = 1 / BLF). As described in
6.3.1.2.B, an Interrogator shall use a fixed R=>T link rate for the duration of an inventory round; priof
to changing the R=>T link rate an Interrogator shall transmit CW for a minimum of 8 RTcal. Figure 6.19
illustrafes” three types of Tag reply timing denoted immediate, delayed, and in-process. These reply
timingdare defined in 6.31.61, 63162 and 6.31.6.3, respectively Table 6 28 specifies the reply typd
that a Tag uses for each Interrogator command.

6.3.1.6.1 Immediate Tag reply

An immediate Tag reply is a reply that meets T specified in Table 6.16.

6.3.1.6.2 Delayed Tag reply

A delayed Tag reply is a reply that meets Ts specified in Table 6.16. After issuing a command that uses
delayed reply timing an Interrogator shall transmit CW for at least the lesser of TrepLy or Tsmax),
where TrgpLy is the time between the Interrogator’s command and the Tag’s backscattered reply. An

34 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

Interrogator may observe several possible outcomes from a command that uses delayed reply timing,
depending on the success or failure of the Tag’s internal operations:

(@) The Tag successfully executes the command: After executing the command the Tag shall
backscatter the reply shown in Table 6.13 and Figure 6.16, comprising a header (a 0-bit), the Tag’s
handle, and a CRC-16 calculated over the 0-bit and handle. The reply shall meet the Ts limits in
Table 6.16. If the Interrogator observes this reply within Tsax) then the command completed
successfully.

th) The T:lg encounters an error: The Tng shall backscatter an error code (cpp Annex I) dnring the CW
period rather than the reply shown in Table 6.13. The error code shall meet the Ts limitsyln Table
6.16. An error-code reply uses header=1 (see Annex I) to differentiate it from a successful'reply.

[c) The Tag fails to execute the command: If the Interrogator does not observe a‘Tag reply] within
Ts5(max) then the Tag did not execute the command successfully. The Interrogator typically |ssues a
subsequent Req_RN (containing the Tag’s handle) to verify that the Tag is still\in the Interrpgator’s
energizing RF field, and may then issue another command or commands.

A Tag shall ignore Interrogator commands while processing a prior command that specified al|delayed
reply. If an Interrogator transmits a command while the Tag is processing then the Tag may cpntinue
ith its processing or, in environments with limited power availability,'may undergo a power-oh reset.

Table 6.13 — Tag reply after successfully executinga delayed-reply command

Header RN CRC
# of bits 1 16 16
description 0 handle CRC-16

A delayed Tag reply shall use the extended preamble shown in Figure 6.11 or Figure 6.15, as appifopriate
i.e. the Tag shall reply as if TRext=1 regardless of the TRext value in the Query that initidted the
nventory round).

Interrogator command <—— Trer,y —» Tag response

Example: Lock 111 1] ew ||]]]]|[Preamble] o, handie, cRe-16

Figure 6.16 — Successful delayed-reply sequence

b.3.1.6.3 In-process Tag reply

An in-processireply allows a Tag to spend longer than Ts(max) executing a command, and to ndtify the
nterrogator on a periodic basis that it is still processing the command. An in-process reply may|include
multiple backscatter transmissions from Tag to Interrogator. The first transmission shall meef the Tg
imits'specified in Table 6.16; subsequent transmissions (if any) shall meet T7. A Tag shall backscatter
h ‘transmission at least once every T7max) While processing the command. A Tag may backscatter
a “processing” notification more frequently than T7max), and may backscatter an intermediate
“processing” notification even if it can complete its processing within Te(max). An Interrogator specifies,
in every access command that uses an in-process reply (except AuthComm - see 6.3.2.12.3.11), whether
a Tag, when done processing, backscatters its final response or stores it in the Tag’s ResponseBuffer. A
Tag always backscatters (and never stores) the response to an AuthComm.

A Tag'’s in-process reply or replies shall be as shown in Table 6.14. The reply includes a 7-bit Barker
code, done, header, optional length (length of the response regardless of whether the Tag backscatters
or stores it), response (null if a Tag stores its response), the Tag’s handle, and a CRC-16 calculated
from Barker code to handle, inclusive. The Tag replies shall be consistent for first and subsequent Tag
transmissions - i.e. if the final reply includes length then all intermediate replies shall include length,
and vice versa.
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An Interrogator may observe several possible outcomes from a command that uses in-process reply
timing, depending on the success or failure of the Tag’s internal operations:

(A) The Tag successfully executes the command: While processing the command the Tag
backscatters a transmission as shown in Table 6.14 at least once every T7max). Done and header
for these intermediate replies shall be zero, response shall be null, and if the replies include length
then length=0000y. When the Tag has finished processing it sends a final reply, also as shown in
Table 6.14, including done=1, header=0, response, and optional length. All replies shall meet the Tg
and T7 limits specified in Table 6.16. If the Interrogator observes a final reply with header=0 then

th | laotad £..11
CUITHITAITU CUTITPTCTCTU SUT LTS STUTITY .

(b) The Tag encounters an error: While processing the command the Tag backscatters a transmissior
as $hown in Table 6.14 at least once every T7(max). Done and header for these intermediate replies
shdll be zero, response shall be null, and if the replies include length then length=0000},. When a Tag
endounters an error it sends a final reply, also as shown in Table 6.14, including done=%, header=1
response, and optional length. All replies shall meet the Tg and T7 limits specified in-Table 6.16. If the
Intgrrogator observes a final reply with header=1 then the Tag encountered an erfor{(see Annex I).

(c) The Tag fails to execute the command: If the Interrogator does not observé a Tag reply within
Te(ax) for the first reply or T7max) for subsequent replies then the ‘Fag did not execute thg
corhmand successfully. The Interrogator typically issues a subsequentReg RN (containing the Tag’s
handle) to verify that the Tag is still in the Interrogator’s energizing RF field, and may then issug
angther command or commands.

-
)
=
o

indicates whether the Tag is still processing a command. Donex0 means the Tag is still processing
done=1{means the Tag has finished processing. Header indicatés whether response is an error code
HeaderF0 means the computation was successful and respornse includes a result; header=1 means
responge is an error code.

The opfional length field specifies the length of a\Tag’s computed response (in bits), regardlesg
of whether a Tag backscatters or stores this response. Length shall comprise a 15-bit value field
followed by an even parity bit (the number of 1's\in the 16-bit length field shall be an even number)
An Interrogator specifies, in every command-that uses an in-process reply, whether the Tag omits of
includep length in its reply. If the Interrogator does not request length then the Tag omits length from
its reply; if the Interrogator requests length then the Tag includes length in its reply. For the latter case
in the gvent of a stored response, length’specifies the length of the stored response (and is thereforsg
typically nonzero) but the response that the Tag actually backscatters will be null.

Responke contains the Tag’s computed result or an error code if the Interrogator instructed the Tag
to backscatter its response/or null if the Interrogator instructed the Tag to store its response in the
RespongeBuffer.

Table 6{15 shows valfies for the fields in an in-process reply depending on (a) whether a Tag sends it
responge or stores-itin its ResponseBuffer, (b) how quickly the Tag executes the command, (c) whethe;
the reply includésength, and (d) whether the Tag was able to successfully execute the command.

A Tag shallignore Interrogator commands while processing a prior command that specified an in-process
reply. If dn Interrogator transmlts a command whlle the Tag i is processmg then the Tag may continug
with itsprocessir v :

After issuing a command that uses an in-process reply an Interrogator shall transmit CW until the
Interrogator either (a) observes a reply with done=1 indicating the Tag has finished executing the
command, or (b) fails to observe a reply for at least Tgmax) or T7(max) (as appropriate) indicating that
the Tag failed to execute the command.

An in-process Tag reply shall use the extended preamble shown in Figure 6.11 or Figure 6.15, as
appropriate (i.e. the Tag shall reply as if TRext=1 regardless of the TRext value in the Query that initiated
the inventory round).
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6.3.1.6.4 ResponseBuffer

A Tag that implements a Challenge command, or any access command (other than AuthComm) that
employs an in-process reply, shall implement a C flag and a ResponseBuffer with the following properties:

The C flag, located in the Tag’s XPC_W1 (see Table 6.18), indicates whether the Tag has a stored
response (result or error code) in its ResponseBuffer. If C=1 then the ResponseBuffer contains data;
if C=0 then the ResponseBuffer is empty.

A Tag shall set C=0 upon receiving either an access command with SenRep=0 (c.f. 6.3.2.12.3.10) or a

Challenge command, and shall set C=1 after finishing its processing and storing its responsg (result
or error code) in its ResponseBuffer.

The C flag shall be selectable using a Select command.

If an access command with SenRep=0 or a Challenge command specifies IncRépLen=0 then a Tag
shall notinclude alength field with its stored response, so the first word of the'stored response shall
be at ResponseBuffer location 00y. If the command specifies IncRepLen=1 then RespongeBuffer
bits 00y - OEp, shall contain the length of the stored response in bits,(ResponseBuffer bit OFy shall
contain an even parity bit that the Tag computes over bits 00y - 0Ep,“and the first word of th¢ stored
response shall be at ResponseBuffer location 10y. See Figure 6.17:

The maximum size of a stored response shall be 32 kbits.

Table 6.14 — In-process Tag reply omitting and including length field

Bg rker Done Header |Response| RN CRC
ode
# of bits 7 1 1 variable 16 16
in- 0: Working|0: Success result
describ-| 4190010 s orerror |handle | CRC-16
tion 1: Finished [1: Errorcode| (ode
Bg rker Done Header Length Response| RN CRC
ode
# of bits 7 1 1 16 variable 16 16
0: Working |0: Success 15 bits encoding length of | result
description| 1110010 o result or error code fol- | orerror | handle |[CRC-16
1: Finished |1: Errorcode | |owed by even parity bit code

The maximum ResponseBuffer size shall be 32,784 bits (15 length bits, 1 parity bit, 32k résponse
bits){ A'Tag manufacturer may limit the ResponseBuffer to a size less than this maximunp. A Tag
shall'dynamically adjust its ResponseBuffer, on a command-by-command basis, to the required size.

An Interrogator may read the ResponseBuffer using a ReadBuffer command. See 6.3.2.12.3.15.

The ResponseBuffer shall be read-only to an Interrogator.

A Tag shall abort command processing and instead store an error code in its ResponseBuffer if and
when it determines that response will overflow the ResponseBuffer (see Annex I).

A Tag shall retain data in its ResponseBuffer with the persistence of its C flag (see Table 6.20). When
Cis 1 then a Tag shall maintain the data in its ResponseBuffer. When C is or becomes 0 then a Tag
shall deallocate its ResponseBuffer.
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length included

15 length bits | 1 parity bit| maximum 2" response bits

00, OE, OF, 10,
length omitted

maximum 25 response bits

00

Figure 6.17 — ResponseBuffer data storage

This pfotocol does not specify a Tag memory location for the ResponseBuffer. Also,”because 4
RespongeBuffer is not writeable by an Interrogator, this protocol does not specify a meghanism for ar
Interrogator to write to it.
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Table 6.15 — Possible in-process Tag replies

Time for Reply
Sentor| Tagto |Omitor
stored | execute |include .
reply com- |length? Tag executed command Tag failed to execute command
mand?
Done: 1 Done: 1
Omit |Header: 0 Header: 1
Response: result Response: error code
< Té(max) Done: 1 Done: 1
Header: 0 Header: 1
Include
Length: length of sent result |Length: length of sent errpr code
Response: result Response: epror code
Intermediate reply or replies Intermediate reply or replies
Done: 0 Done: 0
Header: 0 Headen: 0
Response: null Response: null
Omit
Final reply Final reply
Sent Done: 1 Done: 1
Header: 0 Header: 1
Response: result Response: error code
A Intermediate reply ofreplies Intermediate reply or replies
n
Y Done: 0 Done: 0
Header: 0 Header: 0
Length: 0000y Length: 0000y
Response: null Response: null
Include
Final reply Final reply
Done: 1 Done: 1
Header: 0 Header: 1
Length: length of sent result |Length: length of sent errgr code
Response: result Response: error code
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Table 6.15 (continued)

Time for Reply
Sentor | Tagto |Omitor
stored | execute |include
reply com- |length? Tag executed command Tag failed to execute command
mand?
Done: 1 Done: 1
Omit |Header: 0 Header: 1
Response: null Response: null
< Té(max) Done: 1 Done: 1
Include f:z::;: loe_ngm of stored peader: |
result ' Length: length of stored error code
;sponse: null Response: null
Intermediate reply or replies Intermediate reply.or replies
Done: 0 Done: 0
Header: 0 Header: 0
omit Response: null Respomuse: null
Final reply Finalreply
Stored Done: 1 Done: 1
Header: 0 Header: 1
Response: null Response: null
Intermediate reply or replies Intermediate reply or replies
Any Done: 0 Done: 0
Header: 0 Header: 0
Length: 0000y Length: 0000y
Response: null Response: null
Include | Fina] feply Final reply
Déne: 1 Done: 1
Header: 0 Header: 1
Length: length of stored Length: length of stored error
result code
Response: null Response: null
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<
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Figure 6.18 — Link timing
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Table 6.16 — Link timing parameters

ter

Parame-

Minimum Nominal Maximum Description

T1

Immediate reply time from Interrogator
transmission to Tag reply. Specifically, the
time from the last rising edge of the last
bit of the Interrogator transmission to

the first rising edge of the Tag reply for an

Impoadicto Tag ranly manaciirad artho Too'c
HHReHatCTagreprymeasureaattne—Tasg s

antenna terminals.

MAX(RTcal,10T-
pri) * (1 - [FrT])
- 2us

MAX(RTcal,10T- | MAX(RTcal,10Tyy)
pri) x (1 + |FrT]) + 2ps

T2

Interrogator reply time if a Tag is to
demodulate the Interrogator signal, meas-
3.0Tpri 20.0Tpri ured from the end of the last (diimmy) bit
of the Tag reply to the first falling edge of
the Interrogator transmission

T3

Time an Interrogator waits, after Ty,

0.0Tpri before it issues another command

Ty

Minimum time between Interrogator

2.0 RTcal
commands

Ts

Delayed reply' time from Interrogator
transmission to Tag reply. Specifically,
MAX(RTcal,10T- the time from the last rising edge of the
pri) * (1 - |FrT|) 20ms last bit of the Interrogator transmission

- 2us ta the first rising edge of the Tag reply for
a delayed Tag reply, measured at the Tag’s
antenna terminals.

Te

In-process reply time from Interrogator
transmission to the first Tag reply. Specif-
ically, the time from the last rising edge of
the last bit of the Interrogator transmis-
sion to the first rising edge of the first Tag
reply indicating that the Tag is either (a)
still working, or (b) is done, measured at
the Tag’s antenna terminals

MAX(RTcal,10T-
pri) * (1 - |FrT|) 20ms
- 2us

T7

In-process reply time between Tag replies.
Specifically, the time from the end of

the last (dummy) bit of the Tag’s prior
transmission indicating that the Tag is
still working to the first rising edge of the
current Tag reply indicating that the Tag
is either (a) still working, or (b) is done,
measured at the Tag’s antenna terminals

MAX(250us,

20
TZ(maX)) me

The foll
1. Tpr

owingsitems apply to the requirements specified in Table 6.16:

denotes either the commanded period of an FMO symbol or the commanded period of a singléd

sub

carfrier cucla a¢ annranriata
€ eC o

o T T ¥ e p pTropriates

2. The maximum value for T shall apply only to Tags in the reply or acknowledged states (see

6.3

.2.6.3 and 6.3.2.6.4). For a Tag in the reply or acknowledged states, if T, expires (i.e. reaches its

maximum value):

42

Without the Tag receiving a valid command, the Tag shall transition to the arbitrate state
(see 6.3.2.6.2),

During the reception of a valid command, the Tag shall execute the command,
During the reception of an invalid command, the Tag shall transition to arbitrate upon

determining that the command is invalid.
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In all other states the maximum value for T shall be unrestricted. A Tag shall be allowed a tolerance

of 20.0Tpri < T2(max) < 32Tpri in determining whether T has expired. “Invalid command” is de
6.3.2.12.

fined in

3. An Interrogator may transmit a new command prior to interval T, (i.e. during a Tag response).

In this case the responding Tag may ignore the new command and, in environments with
power availability, and may undergo a power-on reset.

4. FrT is the frequency tolerance specified in Table 6.9.

limited

b. T1+T3 shall not be less than Tj.

b.3.2 Logical interface

states, selection, inventory, and access.

b.3.2.1 Tag memory

pach of which may comprise zero or more memory words. The memeory banks are:

Reserved memory shall contain the kill and and/or access¢gasswords, if passwords are imple

bhall be stored at memory addresses 20y, to 3Fy. See 6.3.2¢1.1.

| Fh,, a code (such as a Ull, and hereafter referredco’as a UlI) that identifies the object to which
s or will be attached beginning at address 20y, and if the Tag implements Extended Protocol
[ XPC) then either one or two XPC word(s) beginning at address 210y,. See 6.3.2.1.2.

'ID memory shall contain an 8-bit ISQYIEC 15963 allocation class identifier at memory locati
[0 07. TID memory shall contain sufficient identifying information above 07y, for an Interrog
iniquely identify the custom comniands and/or optional features that a Tag supports. See 6.3.2

[User memory is optional. If a Tag implements User memory then it may partition the User mem
bne or more files. If the Tag-implements a single file then that file is File_0. See 6.3.2.1.4 and 6.3.

['he logical interface between an Interrogator and a Tag may be viewed as the lowest’level in the data
ink layer of a layered network communication system. The logical interface defifies'Tag memorly, flags,

[ag memory shall be logically separated into the four distinct memory banks shown in Figufre 6.19,

mented

bn the Tag. The kill password shall be stored at memory addresses 00y to 1Fy; the access pgssword

[JII memory shall contain a StoredCRC at memory addresses 00, to 0Fy, a StoredPC at addressefs 10y, to

the Tag
Control

bns 00p
rator to
1.3.

bry into
P.11.3.
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File_0

00,] Word 0 of Block 0 of File 0 | oF,

MemBank
MSB LsB sE
Bank 11 USER LSB
Bank 1p TID 00n Word 0 OFn  220,] Optional XPC_W2 [15:0] __[22F:
210, Optional XPC_W1 [15:01) “J21F,
Bank O] ull .
Bank 0p RESERVED mMSB LSB Ul [15:0]
20 Ull [N—=9:N-16 2F,
30n Access Passwd [15:0] 3F, " L ] "
Access Passwd [31:16] 2F 1o StogedPC [15:0] 1P
20, : h~—_
00 StoredCRC [15:0 OF
10, Kill Passwd [15:0] 1F, " ore [15:0] "
00, Kill Passwd [31:16] OFy,

Figure 6.19 — Logical memory map

The logical addressing of all memory banks and User-memoty files shall begin at 00y. The physica
memory map is Tag-manufacturer defined. When a Tag bdekscatters data from memory the order is
left-to-fight and bottom-to-top in Figure 6.19. The backseatter shall fall on word boundaries (except foj
a truncated reply - see 6.3.2.12.1.1).

MemBalnk shall be defined as follows:
007 Reserved 01, Ull
102 TID 11, User

Operations in one logical memory bank shall not access memory locations in another bank.

Memory writes involve the transfer of one or more 16-bit words from Interrogator to Tag. A Write
commapd writes 16 bits (i.e. one word) at a time, using link cover-coding to obscure the data during
R=>T transmission. The ‘optional BlockWrite command writes one or more 16-bit words at a time
without link cover-coditig! The optional BlockErase command erases one or more 16-bit words at a time
A Write, BlockWritefor'BlockErase shall not alter a Tag’s killed status regardless of the memory address
(whether valid or.inivalid) specified in the command.

An Intgrrogator may issue a Lock command (see 6.3.2.12.3.5) to lock, permanently lock, unlock, o1
permanently unlock the kill password, access password, UIl memory bank, TID memory bank, or File_(
of User [ntemory, thereby preventing or allowing subsequent changes (as appropriate). If the passwords
are locked or permanently locked then they are unwriteable and unreadable by any command and
usable only by a Kill or Access command. If UIl memory, TID memory, or File_0 are locked or permanently
locked then they are unwriteable but readable, except for the L and U bits in UIl memory; an Interrogator
with an asserted Untraceable privilege may alter the L and U bits regardless of the lock or permalock
status of UIl memory (see 6.3.2.12.3.16).

If a Tag implements User memory then it partitions each File_N, N>0 of User memory into one or more
equal-size blocks. A Tag shall use the same block size for file allocation (see 6.3.2.11.3) as it does for
the BlockPermalock command (see 6.3.2.12.3.9). A Tag may use different block sizes for the BlockWrite
and BlockErase commands. If a Tag supports the BlockPermalock command then an Interrogator may
issue a BlockPermalock to permanently lock one or more memory blocks. If blocks within File_0 are
permalocked then these blocks are permanently unwriteable but readable. If blocks within File_N, N>0
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are permalocked then these blocks are permanently unwriteable but readable by an Interrogator with
appropriate read privileges (see Table 6.24 and Table 6.25).

6.3.2.1.1 Reserved Memory

Reserved memory contains the Kill (see 6.3.2.1.1.1) and/or access (see 6.3.2.1.1.2) passwords, if
passwords are implemented on a Tag. If a Tag does not implement the kill and/or access password(s)
then the Tag shall logically operate as though it has zero-valued password(s) that are permanently
read/write locked (see 6.3.2.12.3.5), and the corresponding physical memory locations in Reserved
memory need not exist.

6.3.2.1.1.1 Kill password

[he kill password is a 32-bit value stored in Reserved memory 00y, to 1Fy,, MSB first. The|default
[unprogrammed) value shall be zero. A Tag that does not implement a kill password shall |behave
hs though it has a zero-valued kill password that is permanently read/writelocked. A Tag shall not
pxecute a password-based Kkill if its kill password is zero (see 6.3.2.12.3:4). An Interrogator may
1se a nonzero Kkill password in a password-based Kill-command sequence)to kill a Tag and render it
honresponsive thereafter.

h.3.2.1.1.2 Access password

['he access password is a 32-bit value stored in Reserved memory 20y to 3Fy, MSB first. The|default
[unprogrammed) value shall be zero. A Tag that does notimplement an access password shall|behave
hs though it has a zero-valued access password that is permanently read/write locked. A Tag with a
vero-valued access password transitions from thecacknowledged state to the secured state upon
fommencing access, without first entering the opemstate. A Tag with a nonzero-valued access pdssword
fransitions from the acknowledged state to the'open state upon commencing access; an Interjrogator
may then use the access password in an Access:‘command sequence to transition the Tag from the open
0 the secured state.

b.3.2.1.2 UIl Memory

JII memory contains a StoredCRGat addresses 00y to OFy, a StoredPC at 10y to 1Fy, a UIIl beginning
ht 20y, and optional first and second XPC words at 210y - 21Fy, (XPC_W1) and 220y, - 22Fy (XFC_W?2),
respectively. The StoredCRG;:StoredPC, Ull, and XPC word(s) shall be stored MSB first (i.e. the U[I's MSB
s at location 20y).

['he StoredCRC and.StoredPC are described in 6.3.2.1.2.1 and 6.3.2.1.2.2, respectively.

[he Ul identifies-the object to which the Tag is affixed. The UII for GS1 EPCglobal™ Applications is
escribed in¢6.3.2.1.2.3; the UII for ISO Applications is described in 6.3.2.1.2.4. An Interrogator may
ssue a Select-that includes all or part of the UII in its Mask. An Interrogator may issue an ACK o cause
h Tag to'backscatter its UIL. Under certain circumstances a Tag may truncate its backscattered UII (see
b.3.2:42:3.16 and 6.3.2.12.1.1). An Interrogator may issue a Read to read all or part of the UII.

he’XPC W1 and XPC_ W2 are described in 6.3.2.1.2.5.

6.3.2.1.2.1 CRC-16 (StoredCRC and PacketCRC)

A Tag shall implement both a StoredCRC and a PacketCRC. The StoredCRC is stored in UIl memory;, is
selectable by an Interrogator using a Select command, and is readable by an Interrogator using a Read
command. The PacketCRC is computed and sent by a Tag during backscatter, protects the transmitted
PC/XPC and Ul], and is neither selectable nor directly readable by an Interrogator.

A Tag shall compute and store its StoredCRC either (i) when an Interrogator writes or overwrites bits
in the UII (including in the StoredPC), or (ii) every time the Tag powers up. The Tag manufacturer shall
choose whether the Tag implements (i) or (ii). A Tag shall perform its computing and storing for these
two cases as follows:
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(i) The Tag first writes or overwrites the bits, then computes and stores a new StoredCRC, all within the
reply times specified in Table 6.16 for the command (Write, BlockWrite, BlockErase, or Untraceable) that
wrote or overwrote the bits. A Tag shall delay backscattering the success reply shown in Table 6.13 or
Table 6.14 for the command that wrote or overwrote the bits until it has stored the new StoredCRC. The
Tag shall store its StoredCRC in nonvolatile memory so that the StoredCRC persists through subsequent
Tag power cycles.

(ii) The Tag computes and stores the StoredCRC before the end of interval Ts or Tys (as appropriate)
in Figure 6. 3 or Flgure 6 5, respectlvely The Tag may store its StoredCRC in volatlle or nonvolatlle
memory—1a e 1 : S e e

be incofrect until the Interrogator power cycles the Tag

For both cases (i) and (ii) the Tag shall implement the StoredCRC by first calculating a CRC-16 (se¢
6.3.1.5) over the StoredPC and the UlI specified by the length (L) bits in the StoredPC, and thenw storing
the thus-computed StoredCRC into UIl memory 00y to OFy, MSB first. The Tag shall calculate thsg
Stored(RC on word boundaries, shall deassert all Tag-computed StoredPC bit values (XFand UMI if Tag
computied) when performing the calculation, and shall omit XPC_W1 and XPC_W?2 fromythe calculation

If an Inferrogator attempts to write to UIl memory 00y, — OFy, then the Tag shall\nét execute the write
and insfead treat the command’s parameters as unsupported (see Table C.30):

In resppnse to an ACK a Tag backscatters a reply comprising a PC word, in-some instances an XPC word
or words, the UIl (which may be truncated), and a PacketCRC to protectithe backscattered data strean
(see Table 6.17). A Tag shall compute the PacketCRC as specified in’6.3.1.5 over the PC word, optiona
XPC wolrd(s), and backscattered UlI, and shall send the PacketCRGMSB first.

As reqyired by 6.3.1.5 an Interrogator shall verify the integrity of the received PC word, optional XP(
word of words, and UlI using the PacketCRC.

In somq circumstances the PacketCRC will differ from a*Tag’s StoredCRC, such as, for example, if the Tag
has an 4sserted XI or the Ull is truncated.

6.3.2.112.2 Protocol-control (PC) word (SteredPC and PacketPC)

A Tag shall implement a StoredPC in addresses 10p-1F}, of UIl memory. The bit assignments for this
StoredRC shall be as shown in Table 6,18-and defined in Table 6.19. Note that some bit assignments are
different for GS1 EPCglobal (T=0) versus ISO (T=1) Applications. Similarly, some bit assignments fo
XPC_W1 differ with the Application(see 6.3.2.1.2.5), as does the method of computing XI (see below).

The StojredPC bits and values-shall be as follows:

— L (UII length fieldsbits 10y - 14y): Bits 10y - 14y, are written by an Interrogator and specify thg
length of the UII that'a Tag backscatters in response to an ACK, in words:

— [ 000002:-Zero words.
— | 00001Ly: One word (addresses 20y, to 2Fy, in UIl memory).

— | 00010;: Two words (addresses 20j to 3F, in UIl memory).

— 111117: 31 words (addresses 20y, to 20Fy, in UIl memory).
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[f a Tag only supports XI=0 then the maximum value for the Ull length field in the StoredPC shall be
11111, (allows a 496-bit UlI), as shown above. If a Tag supports XI=1 then the maximum value for
the UII length field in the StoredPC shall be 11101, (allows a 464-bit UII). A Tag that supports XI=1
shall not execute a Write, BlockWrite, or Untraceable that attempts to write a Ull length field larger
than 111017 and shall instead treat the command’s parameters as unsupported (see Table C.30).

— UMI (User-memory indicator, bit 15y): Bit 15, may be fixed by the Tag manufacturer or computed
by the Tag. In the former (fixed) case, if the Tag does not have and is incapable of allocating memory
to File_O then the Tag manufacturer shall set bit 15y, to 0; if the Tag has or is capable of allocating
lllClllUly tU Fi}C_G thCll thC Tas lllallufﬂbtul Cl1 oha}} DCt bit 15h tU 1&. }ll thC }attln (LUlllputC ) Case,
both at power-up and upon writing the first word (bits 00y - OFy) of File_0 a Tag shallegompute
the logical OR of bits 03y - 07y, of File_0 and shall map the computed value into bit 1Gy; if[the Tag
does not have memory allocated to File_0 then the logical OR result shall be 0;. Regatrdless of the
UMI method (fixed or computed), when an Interrogator writes the StoredPC the Tag shall npt write
and instead ignore the data value the Interrogator provides for bit 155. For a‘computed UM], if an
Interrogator deallocates File_0 (see 6.3.2.11.3) then the Tag shall set bit 15, ¢80 upon deallpcation.
Also for a computed UMI, the untraceability status of User memory (see 6.3.2.11.1) shall not{change
the UMI value (i.e. if UMI=1 when a Tag is traceable then UMI shall rentain 1 even if an Interjrogator
instructs a Tag to untraceably hide User memory).

— XI(XPC_W1 indicator, bit 16y,): If a Tag does not implement XR€ W1 then bit 16, shall be fixed at 02
by the Tag manufacturer. If a Tag implements XPC_W1 then a Tag shall compute XI both at ppwerup
and upon changing any bits of XPC_W1 (whether these bitsare written or computed) and fnap the
computed value into bit 16}, as follows: If T=0 then XI maylie either (i) the logical OR of bits 210,-217y
of UIl memory or (ii) the logical OR of bits 210,,-218},"ef UIl memory; the Tag manufacturer shall
choose whether the Tag implements (i) or (ii). If T=1:then XI is the logical OR of bits 210,-21k1, of UII
memory. Regardless of whether XI is fixed or comiputed, when an Interrogator writes the SforedPC
the Tag shall not write and instead ignore the. data value the Interrogator provides for bit 16y.

— T (numbering system identifier toggle, bit 17): If bit 17}, is 02 then the application is ref¢rred to
as a GS1 EPCglobal™ Application and PE®its 18y, — 1Fy, shall be as defined in this protocol. If bit 17y
is 17 then the application is referred-to as a ISO Application and bits 18, — 1F}, shall be as defined in
[SO/IEC 15961.

— RFU or AFI (Reserved for Future Use or Application Family Identifier, bits 18y, - 1Fp): If T=0
then the Tag manufacturer-(ifthe bits are not writeable) or an Interrogator (if the bits are wrjiteable)
shall set these bits to_00y: If T=1 then the Tag manufacturer (if the bits are not writeable) or an
Interrogator (if the bits/are writeable) shall set these bits as specified in ISO/IEC 15961.

f an Interrogator changes the UII length (via a memory write operation), and if it wishes the Tag to
subsequently backseatter the new UlI length, then it must write new L bits into the Tag’s StoredPC. If an
nterrogator attempts to write L bit values that the Tag does not support then the Tag shall not pxecute
'he write opération and instead treat the command’s parameters as unsupported (see Table C.3)).

A Tag that supports XI=1 shall implement a PacketPC in addition to a StoredPC. Which PC word a Tag
packseatters in reply to an ACK shall be as defined in Table 6.17. A PacketPC differs from a StoredPC in
ts.L\bits, which a Tag adjusts to match the length of the backscattered data that follow the P[ word.
ppecifically, if XI=1 but XEB=0 then a Tag backscatters an XPC W1 before the Ull, so the Tag shall add
one to (i.e. increment) its L bits. If both XI=1 and XEB=1 then the Tag backscatters both an XPC_W1 and
an XPC_W2 before the Ull, so the Tag shall add two to (i.e. double increments) its L bits. Because Tags
that support XPC functionality have a maximum L value of 111017, double incrementing increases the
value to 111115,. A Tag shall not, under any circumstances, allow its L bits to roll over to 000003. Note
that incrementing or double incrementing the L bits does not alter the bit values stored in UIl memory
10y - 14y; rather, a Tag increments the L bits in the backscattered PacketPC but leaves the memory
contents unaltered.

A Tag that does not implement an XPC_W1 or untraceability need not implement a PacketPC.

The fields that a Tag includes in its reply to an ACK (Table 6.17) depend on the values of T, C, XI, and
XEB (see Table 6.19); whether the Tag implements an XPC_W1; whether the Tag is truncating its reply
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(see 6.3.2.12.1.1); and the value of immed (see 6.3.2.12.1.2). If a Tag has T=0, XI=0, implements an
XPC_W1, and is not truncating then the Tag substitutes the 8 LSBs of XPC_W1 (i.e. UIl memory 218} -
21Fy) for the 8 LSBs of the StoredPC (i.e. PC memory 18y, - 1F}) in its reply. Because a Tag calculates its
PacketCRC over the backscattered data bits (see 6.3.2.1.2.1), when the Tag does this substitution then it
shall calculate its PacketCRC over the 8 substituted XPC_W1 LSBs rather than over the 8 StoredPC LSBs.

An Interrogator shall support Tag replies with XI=0, XI =1, or both XI=1 and XEB=1.
When sending a truncated UII a Tag substitutes 00000 for its PC field — see Table 6.17 and 6.3.2.12.1.1.

If a Tag has a response (result or error code) in its ResponseBuffer (i.e. C=1) and the Interrogator sef
immed#1 in the Challenge command that preceded the inventory round then a Tag shall concatenats
responge and a CRC-16 calculated over response to its reply to an ACK (see Table 6.17).
Table 6.17 — Tag reply to an ACK command
Tag Backscatter
T | x1 |KEB Tr}mca _CAND g
tion |immed PC XPC ul1 CRC [‘Response| CRC
It Tag does not implement XPC_W1:
= StoredPC(10,-1Fp)
olollo 0 0 If Tag implements XPC_W1 (see Note None Full Pack- - -
2) etCRC
= StoredPC(10,-17y),
XPC_W1(218,-21Fp)
C=1 so Tag implements XPC_W1 (see
Note 2): Pack-
0(0]|lO 0 1 None Full response | CRC-16
= StoredPC(10,-17p), etCRC
XPC_W1(218,-21Fp)
Pack-
0[0f|lO 1 0 000002 None Truncated tCRC - -
Pack-
0]01]|lO 1 1 000002 None Truncated etCRC | Tesponse CRC-16
0|01 All Disallowed 3
Pack-
011 0 0 0 PacketPC XPC_ W1 Full etCRC - -
Pack-
of(1]l0 0 1 PacketPC XPC_W1 Full otCRC | response CRC-16
Pack-
01140 1 0 000002 None Truncated otCRC - -
Pack-
011 0 1 T 000007 None Truncated etCRC response | CRC-16
XPC_W1, Pack-
0| 1f(f1 0 0 PacketPC XPC W2 Full etCRC - -
XPC_W1, Pack-
0]|1]% 0 1 PacketPC YPC W2 Full etCRC | Tesponse CRC-16
Pack-
011 1 0 000002 None Truncated etCRC - -
Pack-
01| 1 1 1 000002 None Truncated etCRC | Tesponse CRC-16
B Pack-
1100 0 |0(Cc=0) StoredPC(10,-1F},) None Full | e - -
1100 0 0 (C=1) Disallowed 4
1100 0 1 Disallowed 5
B Pack-
110|0 1 0 (C=0) 000002 None Truncated otCRC - -
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Table 6.17 (continued)

memory bits 218,-21F}, for UIl memory bits 18,4 F}, in its reply to an ACK.

Tag Backscatter
T | x1 |xeB Tr}mca -CAND g
tion |immed PC | xpc | unmt | crc |Response| cre
1{0]0 1 0(C=1) Disallowed 5
1100 1 1 Disallowed 5
1/0]| 1 All Disallowed 3
111l a0 0 0 PacketPC XPC_W1 Full Pack- - -
= etCRC
1110 o 1 PacketPC XPC_W1 Fal | P2k | espomse ||CRC-16
- etCRC
110 1 0 00000 None Truncated | P3¢k - -
2 etCRC
1110 1 1 00000 None Truncated | 2K | response ||CRC-16
2 BtCRC p
XPC_W1, Pack-
1(1 1 0 0 PacketPC XPC W2 Fudl etCRC - -
XPC_W1, Pack-
1(1(1 0 1 PacketPC XPC W2 Full otCRC | Tesponse CRC-16
11111 1 0 00000 None Truncated | P23k - -
2 etCRC
111] 1 1 1 00000 None Truncated Pack- response ||CRC-16
2 etCRC p
Note 1 Full means a UIl whose length is specified by the'L bits in the StoredPC; truncated means a U[l whose
ength is shortened by a prior Select command specifying truncation (see 6.3.2.12.1.1).
Note 2 If a Tag has T=0, XI=0, implements antXPC_W1, and is not truncating then the Tag substitjutes UII

P10,-218), of XPC_W1; the Tag manufacturer chooses whether a Tag implements (i) or (ii). If T=1 then
ogical OR of the entirety of XPC_W1.{230-21Fy}). Because XEB is the MSB (210y) of XPC_W1, if XEB=1t
Fegardless of the T value.

Note 4 If T=1 then XI is thélegical OR of the entirety of XPC_W1 (210,-21F}), so if C=1 then XI=1.

Table 6.18 — StoredPC and XPC_W1 bit assignments

[ is the
en XI=1

Note 3 If T=0 then XI may be either (i) the logical OR of bits 210,-217} of XPC_W1 or (ii) the logical }I{Z of bits

StoredPC bit assignments

MSB LSB
Applicatien
10y | 110 | 120 | 130 | 144 | 154 | 160 | 174 | 18 | 19 | 14| 184 | 1€, | 1Dy | 18}, | 174
GS1EPCglobal | L4 |13 | L2 | L1 | Lo [umI| X1 [T=0 RFU
IS0 L4 |13 12|11 | o jumi| xi 121 AFl as defined in ISO/IEC 15961
XPC_W1 bit assignments
MSB LSB
Application
2105| 2114] 212, 2134 2145 | 2154 | 2164 | 217, [218,] 2194 | 2140|2184 | 21C4 ] 21D, | 214 | 21,
GS1EPCglobal | XEB RFU B| c|su|[n|u|[k|[N]|H
150 XEB|  As defined in ISO/IEC 18000-63 B| c|su|[n|u|[k|[N]|H
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Table 6.19 — StoredPC and XPC_W1 bit values

How Set?

Hex | Name 1 Descriptor Settings
10:14 | L4:L0O | Written Ull length field |L4:LO encode a numeric value. See 6.3.2.1.2.2.
0: If fixed then Tag does not have and is incapable of allocating
] ] memory to File_0. If computed then File_0 is not allocated or
15 | ymp | Fixedor File_0 does not contain data.
computed indicator ] ) ]
L H-fxedthentas-hasoriscapuble olallocating memoryto
File_0. If computed then File_0 is allocated and contains datas
0: Either (i) Tag has no XPC_W1, or (ii) T=0 and either bjts
210y-217y, or bits 210,-218y, (at Tag-manufacturers option) of
UIl memory are all zero, or (iii) T=1 and bits 210,-21Fy of UII
memory are all zero.
16 XI | Computed .XP(.:—Wl Y
indicator 1: Tag has an XPC_W1 and either (i) T=0 and-at l€ast one bit
of 210,,-217y, or 210y-218}, (at Tag-manufaeturer’s option)
of UIl memory is nonzero, or (ii) T=1 and at least one bit of
210L-21F} of UIl memory is nonzerq
i 0: Tag is used in a GS1 EPCglobal™ Application
17 T Written Numbgr}ng System g g pp
Identifier Toggle |1. Tag is used in an ISO Application
RFU or Per the GS1 EPCglobal™ Application: RFU and fixed! at zero
18:1F Applica- RFU or AFI
AFI ton ISO Application: SeedSO/IEC 15961
0: Tag has no XPCW?2 or all bits of XPC_W?2 are zero-valued
XPC_W2
210 || XEB | Computed indicator 1: Tag has arXPC_W2 and at least one bit of XPC_W2 is
nonzero
Perthe | pryor assigned by | GS1 ER€global™ Application: RFU and fixed! at zero
211 | RFU | Applica- | 10 /1p¢18000-63 o
tion ISQApplication: RFU
GS1 EPCglobal™ Application: RFU and fixed! at zero
212 RFU / ;erﬁ?:_ RFU or assigned by g ) pp. o
MIIM pp ISO/IEC 18000=63 |ISO Application: Mobile RFID content name indicator
tion (reserved for ISO/IEC 29143)
GS1 EPCglobal™ Application: RFU and fixed! at zero
213 RFU / ;’erl‘gilae_ RFU or assigned by g ) pP
MIIM pp ISOyIEC 18000-63 ISO Application: Reserved for ISO/IEC 29143
tion for future extensions
214 |RFU/ jg;ﬁ?; RFU or assigned by | GS1 EPCglobal™ Application: RFU and fixed! at zero
SA i ISO/IEC 18000-63 |10 Application: General Alarm
RFU / Perthe | pryor assigned by | GS1 EPCglobal™ Application: RFU and fixed! at zero
215 17 g G Applica- | o0 /1EC 18000-63  ation: Si
tion ISO Application: Simple Sensor
216 RFU / ;;;lf;:::_ RFU or assigned by 6StEPCgiobat™Apphcatiom RFYand-fixedtatzero
ES tion ISO/IEC 18000-63 |150 Application: Full Sensor
Perthe | pryor assigned by | GS1 EPCglobal™ Application: RFU and fixed! at zero
217 | RFU | Applica- | 1o /15 18000-63 ot
tion ISO Application: RFU
218 B Tagmfg | Battery-Assisted |0: Tagis passive or does not support the B flag
defined | Passive indicator |1: Tagis battery-assisted
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Table 6.19 (continued)

How Set?

Hex | Name 1 Descriptor Settings

Computed 0: ResponseBuffer is empty or Tag does not support a Respon-
219 C | Computed response seBuffer

indicator 1: ResponseBuffer contains a response

SL 0: Tag has a deasserted SL flag or does not support the SLI bit

21A SLI | Computed s

HHHeatul 1: Tag has an asserted SL tlag

o 0: Tag does not assert a notification or does not supporf the
21B TN Tag.mfg Nptlflcatlon TN bit
defined indicator

1: Tag asserts a notification

0: Tag is traceable or does not support the.U bit
21C U Written Untraceable g pp

indicator 1: Tag is untraceable
] 0: Tag is not killable by Kill comynand or does not suppdrt the
21D K Computed Killable Kbit

indicator
1: Tag can be killed by Kill command.

0: Tag is removable fromr-its host item or does not supp¢rt the

21E NR Written Nonremovable |NR bit

indicator ] . ]
1: Tag is not remgvable from its host item
0: Tagged item is not hazardous material or Tag does n¢t sup-
21F | H | Written [Hazmat port the Hibit
indicator . ] )
1: Tagged item is hazardous material
Note 1 “Written” indicates that an Interrogatonywrites the value; “computed” indicates that a Tag cpmputes

he value; “fixed” indicates that the Tag manufdcturer fixes the value; “Tag mfg defined” indicates that the Tag
manufacturer defines the bit settability (written, computed, or fixed). Written bits inherit the lock/pefrmalock
btatus of the UIl memory bank (note: An’Untraceable command may alter L and/or U regardlesp of the
ock/permalock status of the UIl memgry bank). Computed bits are not writeable and may change degpite the
ock/permalock status of the UIl memory bank. Fixed bits are not writeable and not changeable in the figld.

b.3.2.1.2.3 UII for a GS1 ERCglobal™ Application

['he UII for an GS1 EPCglobal™ Application shall be as defined in the GS1 EPC Tag Data Standard|.

b.3.2.1.2.4 UlLfor-an ISO Application
['he UII for atpISO Application shall be as defined in ISO/IEC 15962.

b.3.2.1.2.5 Extended Protocol Control (XPC) word or words (optional)

A Tag may implement an XPC_W1 logically located at addresses 210y to 21F, of UIl memory. [[f a Tag
mp]pmnnfc an XPC W1 then it may ar‘]dih’nnql]y imp]pmpnf an XPC W2 ]ngi(‘ql]y located at address
220y, to 22Fy, of Ul memory. A Tag shall not implement an XPC_W?2 without also implementing an XPC_
W1. If implemented, these XPC words shall be exactly 16 bits in length and stored MSB first. If a Tag
does not support one or both of these XPC words then the specified memory locations need not exist.
When an Interrogator writes the XPC a Tag shall not write and shall instead ignore the data values the
Interrogator provides for the C, SLI, and K flags.

A Tag shall not implement any non-XPC memory element at UIl memory locations 210y, to 22Fy, inclusive.
This requirement shall apply both to Tags that support an XPC word or words and to those that do not.

If a Tag implements an XPC_W1 then the Tag shall compute XI as described in 6.3.2.1.2.2. If a Tag
implements an XPC_W?2 then the Tag shall compute XEB as the logical OR of bits 220y to 22F}, of UII
memory, inclusive. A Tag shall perform these calculations both at powerup and upon changing any
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bits 220y to 22Fy of UIl memory. A Tag shall perform its XEB calculation prior to performing its XI
calculation so that if XEB=1 then XI=1.

If a Tag computes a bitin XPC_W1 or XPC_W?2 and, as a result of a commanded operation, the Tag alters the
bit value then the Tag shall map the new value into memory prior to executing a subsequent command.

An Interrogator may issue a Select command (see 6.3.2.12.1) with a Mask covering all or part of XPC_W1
and/or XPC_W?2. An Interrogator may read a Tag’s XPC_W1 and XPC_W?2 using a Read command (see
6.3.2.12.3.2).

The XP{_W1 bits and values shall be as follows (see also Table 6.18 and Table 6.19).

52

XEB (bit 210yp): If bit 210y, is 07 then either a Tag has no XPC_W?2 or all bits of XPC_W?2 are‘zero
valped. If bit 210y, is 1 then a Tag has an XPC_W2 and at least one bit of XPC_W?2 is nonzero,

RFp or As Defined in ISO/IEC 18000-63 (bits 211,-217y): If T=0 then the Tag manufacturer (if the
bitg are not writeable) or an Interrogator (if the bits are writeable) shall set bits 211{~217}, to zero. If
T=1 then a Tag and/or an Interrogator shall set bits 211,-217}, as defined in ISO/IEC 18000-63.

B (Battery-assisted passive indicator, bit 218y,): If bit 218}, is 0 then aclag is either passive o1
dogs not support the B flag. If bit 218}, is 1, then a Tag is battery assisted.

C (Computed response indicator, bit 219y): If bit 219y, is 02 then the Tag’s ResponseBuffer is
empty or the Tag does not support a ResponseBuffer. If bit 219}, is Ip,then a Tag has a response in it3
RegponseBuffer. See 6.3.1.6.4.

SLI (SL-flag indicator, bit 21Ap): If bit 21A}, is 02 then a.Tag has a deasserted SL flag or does nof
sugport an SL indicator. If bit 21A}, is 1, then a Tag hasanyasserted SL flag. Upon receiving a Query
a Thg that implements the SL indicator shall map its SL'*flag into the SLI and shall retain this SL
setfing until starting a subsequent inventory round:

TN|(Tag-notification indicator, bit 21By,): If bit21By, is 07 then a Tag does not have a Tag notificatior
ordoesnotsupportthe TN flag. [fbit 21By, is 1, thena Taghasa Tag notification. The indication provided
by the TN bit is Tag-manufacturer definedand not specified by this protocol. A Tag manufacture
may configure the TN bit to be writeable, computed, or fixed. Depending on the manufacturer’s
lementation the TN bit may or maynot inherit the permalock status of the UIl memory bank.

Ifthe Tag supports authenticated kill and any key has a AuthKill=1 then the Tag is killable

— Ifany bits of the kill password are 1; then the Tag is killable
— IfKkill-pwd-read/write (see 6.3.2.12.3.5) is 02 then the Tag is killable
— IfKkill-pwd-permalock (see 6.3.2.12.3.5) is 07 then the Tag is killable

NR (Nonremovable indicator, bit 21Ey): If bit 21Ey, is 07 then a Tag is either removable or does not
support the NR flag. If bit 21Ey, is 1 then a Tag is nonremovable. See 4.

H (Hazmat indicator, bit 21Fy): If bit 21F}, is 02 then a Tag is either not affixed to hazardous
material or does not support the H flag. If bit 21F}, is 1, then a Tag is affixed to hazardous material.
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If T=0 then a Tag manufacturer (if XPC_W2 exists but is not writeable) or an Interrogator (if XPC_W2
exists and is writeable) shall set all XPC_W?2 bits to 0;. If T=1 then a Tag and/or an Interrogator shall set
the XPC_W?2 bits as defined in ISO/IEC 18000-63.

The use of XPC for battery functionality is described in Clause 7.

The use of XPC for sensor functionality is described in Clauses7.6 and 8.5.1.

6.3.2.1.3 TID Memory

['ID memory locations 00y to 07y shall contain either an EOy or E2, ISO/IEC 15963 class-identifier
Value. The Tag manufacturer assigns the class identifier (EOy or E2), for which ISO/IEC 15963|defines
'he registration authority. The class-identifier does not specify the Application. TID memery ldcations
hbove 071, shall be defined according to the registration authority defined by this class-identifi¢r value
hind shall contain, at a minimum, sufficient information for an Interrogator to uniquely idenfify the
fustom commands and/or optional features that a Tag supports. TID memory-may also contgin Tag-
hnd manufacturer-specific data (for example, a Tag serial number).

f the class identifier is EOy then TID memory locations 08y to OFy gontain an 8-bit manufacturer
dentifier, TID memory locations 10y to 3Fy contain a 48-bit Tag serial’number (assigned by [the Tag
manufacturer), the composite 64-bit TID (i.e. TID memory 00y to-3F}) is unique among all classes of
[ags defined in [SO/IEC 15963, and TID memory is permalocked, at the time of manufacture.

f the class identifier is E2} then TID memory above 07} shall be configured as follows:
— 08p: XTID (X) indicator (whether a Tag implements an XTID - see 5.2)

— 09p: Security (S) indicator (whether a Tag suppotts the Authenticate and/or Challenge commands)
— 0Ap: File (F) indicator (whether a Tag suppoxts the FileOpen command)
— 0By, to 13p: A 9-bit Tag mask-designer idéentifier (obtainable from the registration authority
— 14y, to 1Fp: A Tag-manufacturer-defined 12-bit Tag model number
— Above 1Fy: As defined in the GST'EPC Tag Data Standard

f the class identifier is E2y,«¢then TID memory locations 00y, to 1Fy, shall be permalocked at|time of
manufacture. If the Tag implements an XTID then the entire XTID shall also be permalocked|at time
bf manufacture.

NOTE: Some IC manufacturers use the eight MSBs of the Tag serial number for Allocation Classe$ EOh as
h model number:

b.3.2.1.4 User Memory

A Tag may support User memory, configured as one or more files. User memory allows user data $torage.

fEile_0 of User memory exists and has not yet been written then the 5 LSBs of the first byte (i.¢. File_0

A Fato NS o7 2 1 111 4] oL 1o 1 FaVa¥aV¥aVal
IITIIIUT y dAUUTTS5TS UOoh LU U/ Q) SIIAINIIdVE LIICT UTIdUIt vdiut UUUUUZ.

6.3.2.1.4.1 User memory for a GS1 EPCglobal™ Application

If a Tag implements User memory then the file encoding shall be as defined in the GS1 EPC Tag Data
Standard.

6.3.2.1.4.2 User memory for an ISO Application

If a Tag implements User memory then the file encoding shall be as defined in ISO/IEC 15961 and 15962.
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6.3.2.2 Sessions and inventoried flags

Interrogators shall support and Tags shall provide 4 sessions (denoted SO, S1, S2, and S3). Tags
shall participate in one and only one session during an inventory round. Two or more Interrogators
can use sessions to independently inventory a common Tag population. The sessions concept is
illustrated in Figure 6.20.

A Tag shall maintain an independent inventoried flag for each of its four sessions. Each inventoried flag
has two values denoted A and B. At the beglnmng of each and every 1nventory round an Interrogator

round in one session shall ne1ther use nor mod1fy an 1nventor1ed flag for a d1fferent session. The
inventgried flags are the only resource that a Tag provides separately and independently to a session
all othefr Tag resources are shared among sessions.

After sjngulating a Tag an Interrogator may issue a command that causes the Tag to-invert its
inventgried flag for that session (i.e. A=B or B—A).

The following example illustrates how two Interrogators can use sessions and inventoried flags tqg
independently and completely inventory a common Tag population, on a time-intérleaved basis:

— Interrogator #1 powers-on, then
— | It initiates an inventory round during which it singulates A Tags in"session S2 to B,
— | It powers off.

— Interrogator #2 powers-on, then
— | It initiates an inventory round during which it singulates B Tags in session S3 to 4,
— | It powers off.

This prfocess repeats until Interrogator #1 has_placed all Tags in session S2 into B, after which if
inventories the Tags in session S2 from B back to A. Similarly, Interrogator #2 places all Tags in sessior]
S3 into Y, after which it inventories the Tags.in Session S3 from A back to B. By this multi-step procedure
each Inferrogator can independently inventory all Tags in its field, regardless of the initial state of thei
inventgried flags.

A Tag’s|inventoried flags shall have the set and persistence times shown in Table 6.20. A Tag shal
power-up with its inventoried/flags set as follows:

— Th¢ SO inventoried flag.shall be set to A.

— Th¢ S1 inventoriedflag shall be set to either A or B, depending on its stored value, unless the flag
wap set longer ifi-the past than its persistence time, in which case the Tag shall power-up with it{
S1 Inventoriedflag set to A. Because the S1 inventoried flag is not automatically refreshed, it may
revert fromBto A even when the Tag is powered.

— The¢ SZ\inventoried flag shall be set to either A or B, depending on its stored value, unless the Tag
had lost power for a time greater than its persistence time, in which case the Tag shall power-uy
with the S2 inventoried flag set to A.

— The S3 inventoried flag shall be set to either A or B, depending on its stored value, unless the Tag
has lost power for a time greater than its persistence time, in which case the Tag shall power-up
with its S3 inventoried flag set to A.

A Tag shall refresh its S2 and S3 flags while powered, meaning that every time a Tag loses power its S2
and S3 inventoried flags shall have the set and persistence times shown in Table 6.20.

A Tag shall not change the value of its S1 inventoried flag from B to 4, as the result of a persistence
timeout, while the Tag is participating in an inventory round, is in the midst of being inventoried, or
is in the midst of being accessed. If a Tag’s S1 flag persistence time expires during an inventory round
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then the Tag shall change the flag to A only (i) as instructed by an Interrogator (e.g. by a QueryAdjust
or QueryRep with matching session at the end of an inventory or access operation), or (ii) at the end of
the round (e.g. upon receiving a Select or Query). In case (i), if the Tag’s S1 flag persistence time expires
while the Tag is in the midst of being inventoried or accessed then the Tag shall change the flag to
A at the end of the inventory or access operation. In case (ii), the Tag shall invert its S1 flag prior to
evaluating the Select or Query.

6.3.2.3 Selected flag

A Tag shall implement a selected flag, SL, which an Interrogator may assert or deassert usingJa Select
rommand. The Sel parameter in the Query command allows an Interrogator to inventory Tags that have
BL either asserted or deasserted (i.e. SL or ~SL), or to ignore the flag and inventory Tags regardless of
heir SL value. SL is not associated with any particular session; SL may be used in any,séssior], and is
common to all sessions.

A Tag’s SL flag shall have the set and persistence times shown in Table 6.20. A Tag’shall power-pp with
ts SL flag either asserted or deasserted, depending on the stored value, unless'the Tag has lost power
for a time greater than the SL persistence time, in which case the Tag shall power-up with its|SL flag
leasserted (set to ~SL). A Tag shall refresh its SL flag when powered,@meaning that every timje a Tag
oses power its SL flag shall have the persistence times shown in Table\6.20.

Session S0 Session $1
O
A Tags B Tags <(\ Tags B Tags
participate participate Q articipate participate
Tags Tags
(B] [B]
R
Session S2 Session S3
\V
A Tags ’B\'(egs A Tags B Tags
participate @Qs?cipate participate participate

Tags
[B]

Figure 6.20 — Session diagram

h.3.2.4 . Cflag

A Tag’s C flag (see 6.3.2.1.2.5) shall have the set and persistence times shown in Table 6.20. A Tag|retains
jata in its ResponseBuffer (see 6.3.1.6.4) with the same persistence as its C flag. A Tag shall reffresh its
C flag when powered, meaning that every time a Tag loses power its C flag shall have the persistence
shown in Table 6.20 (of course, if a Tag has a zero-second persistence time then even if the Tag powers
down momentarily its C flag will be deasserted).

6.3.2.5 Security timeout

A Tag may implement a security timeout after a failed Access-command sequence, authenticated Kill,
password-based Kill-command sequence, Challenge, Authenticate, SecureComm, AuthComm, and/or
KeyUpdate. During a security timeout a Tag may participate in an inventory round and access, but until
the end of the timeout the Tag does not execute those commands for which it implements a security
timeout and instead backscatters an error code (see Annex I). If a Tag implements a security timeout
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then it shall use a single timeout timer, so a security timeout caused by one command failure (such as
a failed Challenge) shall cause a Tag to disallow all commands for which the Tag implements a security
timeout until the end of the timeout period. Although this protocol gives Tag manufacturers the option
of choosing which commands are subject to a security timeout, it recommends that Tags implement a
security timeout at least for the Access-command sequence. This protocol further recommends that a
Tag’s security timer have the set and persistence times shown in Table 6.20.

6.3.2.6 Tag states and slot counter

A Tag sjallimplement the states and slot counter shown in Figure 6.21. Note thatthe statesin Figure 6,2

are metfastates that characterize a Tag’s behavior and response to Interrogator commands; an actual:Tag
realizafion is likely to have more internal states than the metastates shown in the Figure 6.21. Annex §
shows the associated state-transition tables; Annex C shows the associated command-response, tables.

6.3.2.6{1 Ready state

Tags shill implement a ready state. Ready can be viewed as a “holding state” for énergized Tags tha
are neither killed nor currently participating in an inventory round. Upon enteting an energizing RH
field a Tag that is not killed shall enter ready. The Tag shall remain in ready-until it receives a Quer)
commapd (see 6.3.2.12.2.1) whose inventoried parameter (for the session spedified in the Query) and se|
paramgdter match its current flag values. Matching Tags shall draw a Q-bithumber from their RNG (seq
6.3.2.7), load this number into their slot counter, and transition to the-arbitrate state if the number is
nonzerg, or to the reply state if the number is zero. If a Tag in any state except Killed loses power ther
it shall return to ready upon regaining power.

Table 6.20 — Tag flags and persistence values

Hlag Time to Set Required persistence

SO invéntoried |< 2ms regardless of initial | Tag energized: Indefinite
flag or final value 3 Tag not energized: None

Tag-energized:

Nominal temperature range: 500ms < persistence < 5s

S1inventoried |<2ms regardless of initial Extended temperature range: Not specified
flag 1 or final value 3 Tag not energized:

Nominal temperature range: 500ms < persistence < 5s

Extended temperature range: Not specified

Tag energized: Indefinite

S2 inventoried |< ZuisTegardless of initial | Tag not energized:

flag 1 oK final value 3 Nominal temperature range: 2s < persistence

Extended temperature range: Not specified

Tag energized: Indefinite

S3 inventoried |< 2ms regardless of initial Tag not energized:
flag 1 or final value 3 Nominal temperature range: 2s < persistence

Extended temperature range: Not specified

Tag energized: Indefinite

Selected (SL) |<2ms regardless of initial Tag not energized:

flag 1 or final value 3 Nominal temperature range: 2s < persistence

Extended temperature range: Not specified

56 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

Table 6.20 (continued)

Flag Time to Set Required persistence

: 3
Deassert: < 2ms Tag energized: Indefinite

Assert: < Oms measured
Cflag 1.2 relative to the first rising
edge of the Tag’s response Nominal temperature range: Os < persistence < 5s
indicating that the Tag has
finished its computation

Tag not energized:

Extended temperature range: Not specified

Tag energized 4:

< T1(min) (see Table 6.16), Nominal temperature range: 20ms < persistence.<.200n}s

' measured relative to the Extended temperature range: Not specified
Optional secu- |lastrising edge of the last )
rity timeout  |bit of the Interrogator Tag not energized 4:
command that caused the Nominal temperature range;-20n1s < persistencg <
security timeout. 200ms

Extended temperature-range: Not specified

Note 1 For a randomly chosen and sufficiently large Tag population, 95% of the Tag persistence times shall
meet the persistence requirement, with a 90% confidence interval.

Note 2 A Tag retains data in its ResponseBuffer with the same pe¥sistence as its C flag (see 6.3.1.6.4)

Note 3 Measured from the last rising edge of the last bit'of\the Interrogator transmission that cayised the
Change.
Note 4 The indicated persistence times are recommended but not required.

b.3.2.6.2 Arbitrate state

[ags shall implement an arbitrate state.-Arbitrate can be viewed as a “holding state” for Tags that are
barticipating in the current inventory round but whose slot counters (see 6.3.2.12.2.3) hold flonzero
palues. A Tag in arbitrate shall decrement its slot counter every time it receives a QueryRep command
[see 6.3.2.6.8) whose session parameter matches the session for the inventory round cyrrently
n progress, and it shall transition to the reply state and backscatter an RN16 when its slot founter
reaches 0000y. Tags that réturn to arbitrate (for example, from the reply state) with a slot yalue of
D000y, shall decrement their slot counter from 0000y to 7FFF}, at the next QueryRep (with mjatching
session) and, because-their slot value is now nonzero, shall remain in arbitrate.

6.3.2.6.3 Reply-state

[ags shall iniplement a reply state. Upon entering reply a Tag shall backscatter an RN14. If the
[ag receives a valid acknowledgement (ACK) then it shall transition to the acknowledged state,
packscattering the reply shown in Table 6.17. If the Tag fails to receive an ACK within time T2(max), or
recejves an invalid ACK or an ACK with an erroneous RN16 then it shall return to arbitrate. Tag and
rterrogator shall meet all timing requirements specified in Table 6.16.

6.3.2.6.4 Acknowledged state

Tags shall implement an acknowledged state. A Tag in acknowledged may transition to any state
except Killed, depending on the received command (see Figure 6.21). If a Tag in the acknowledged state
receives a valid ACK containing the correct RN16 then it shall re-backscatter the reply shown in Table
6.17.1f a Tag in the acknowledged state fails to receive a valid command within time T2(max) then it shall
return to arbitrate. Tag and Interrogator shall meet all timing requirements specified in Table 6.16.
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6.3.2.6.5 Open state

Tags shall implement an open state. A Tag in the acknowledged state whose access password is nonzero
shall transition to open upon receiving a Req_ RN command, backscattering a new RN16 (denoted
handle) that the Interrogator shall use in subsequent commands and the Tag shall use in subsequent
replies. A Tag in the open state may execute some access commands - see

Table 6.27. A Tag in open may transition to any state except acknowledged, depending on the received
command (see Figure 6.21). If a Tag in the open state receives a valid ACK containing the correct handle
then it shall re-backscatter the rnp]y shown in Tabhle 6 17 Tag and Thfnrr‘ngnfnr shall meet gll h'ming
requirements specified in Table 6.16 except T2(max); in the open state the maximum delay between Tag
responge and Interrogator transmission is unrestricted.

6.3.2.6/6 Secured state

Tags shpll implement a secured state. A Tag in the acknowledged state whose access password is zerq
shall trpnsition to secured upon receiving a Req_ RN command, backscattering a néw RN16 (denoted
handle) that the Interrogator shall use in subsequent commands and the Tag shall use in subsequen
replies.|A Tag in the open state shall transition to secured following a sucegessful Access commang
sequenge or Interrogator authentication (where success in the latter case is defirted by the cryptographid
suite specified in the Authenticate command that initiated the authenticatien), maintaining the same
handle |that it previously backscattered when it transitioned from the“acknowledged state to the
open sfate. A Tag in the secured state with the appropriate Tag and file privileges (see 6.3.2.11.2 and
6.3.2.11.3) may execute all access commands. A Tag in secured-thay transition to any state excepf
acknowledged, depending on the received command (see Figupev6.21). If a Tag in the secured statg
receivep a valid ACK containing the correct handle then it shall:'re-backscatter the reply shown in Tablg
6.17. Tqg and Interrogator shall meet all timing requiremeuts specified in Table 6.16 except T2(max)
in the secured state the maximum delay between Tag<fesponse and Interrogator transmission is
unrestificted.

6.3.2.6]7 Killed state

Tags shiall implement a killed state. A Tag‘ih-either the open or secured state shall enter the Kkilled
state upon receiving a successful passiwerd-based Kill-command sequence with a correct nonzerd
kill password and handle. A Tag in the'secured states shall enter the killed state upon a successfu
authentlicated Kill (see 6.3.2.12.3.4)Kill permanently disables a Tag. Upon entering the Killed state 3
Tag shdlll notify the Interrogator(that the kill was successful and shall not respond to an Interrogatoj
thereaffer. Killed Tags shall remain in the Killed state under all circumstances, and shall immediately
enter killed upon subsequent power-ups. Killing a Tag is irreversible.

6.3.2.6/8 Slot counter

Tags shpll implement a 15-bit slot counter. Upon receiving a Query or QueryAdjust command a Tag shal
preload into its'slat counter a value between 0 and 20-1, drawn from the Tag’s RNG (see 6.3.2.7). Q is an]
integer|in thesxange (0, 15). A Query specifies Q; a QueryAdjust may modify Q from the prior Query.

Tags in| the arbitrate state decrement their slot counter every time they receive a QueryRep with
matching session, transitioning to the reply state and backscattering an RN16 when their slot counter
reaches 0000y,. Tags whose slot counter reached 0000y, who replied, and who were not acknowledged
(including Tags that responded to an original Query and were not acknowledged) shall return to
arbitrate with a slot value of 0000y, and shall decrement this slot value from 0000y, to 7FFF}, at the next
QueryRep. The slot counter shall be capable of continuous counting, meaning that, after the slot counter
rolls over to 7FFFy, it begins counting down again, thereby effectively preventing subsequent replies
until the Tag loads a new random value into its slot counter. See also AnnexJ.
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Slot Power-up & ~killed NEW ROUND
Q?/L;el?/é\'zezfst ’ Counter > slot Cmd: Query [mismatched inventoried
yAd) or SL flags]
Cmd: Select, Challenge Litapelly: WMene
Action: Return to ready
Reply: None. Note 1 NEW ROUND

Action

Action:

Cmd: Query

: New round
Reply: Note 4

Cmd: All other

Reply: None

Cmd: Query [slot > 0 & matching
(inventoried & SL) flags]

Reply: None

Remain in ready

Arbitrate

\/ Reply: None. Note 3

———

Cmd: QueryRep. QueryAdjust [slot <> 0]

Action:

Action

Cmd: Select, Challenge

Reply: None. Note 1
Cmd: Query
: New round
Reply: Note 4
Cmd: All other. Note 3

Cmd: QueryAdjust, QueryRep [slot=0]

Return to ready
Reply: New RN16. Note 3

Cmd: Query
(
Reply: New Rqs

tchiny

NEW ROUND *
[slot = i
inventor'ﬁS& L) flags]

9

Cmd: QueryAdjust [slot = 0]
Reply: New RN16. Note 3

Action: Return to arbitrate
Reply: None.
Cmd: None within time T» Cmd: ACK [correct RN16]
Action: Return to arbitrate Cmd: ACK [correct RN16] Reply: See Table 6.17
Reply: None. Reply: See Table 6.17 Y Cmd: Req_RN [incorrect RN 16}

Reply: None

Action:

Cmd: None within time T,

Reply: None.

Reply:haridle
Return to arbitrate

Acknowledged

ReédBuffer, Untraceable,

Reply: See state-transition
C€md: ACK [correct handle
Reply: See Table 6.17

Cmd: Req_RN [correct RN16] &
{access password <> 0}
Reply: handle

Action:

Action

Action:

Cmd: Select, Challenge

Reply: None. Note 1
Cmd: Query
: New round
Reply: Notes 2, 4
Cmd: QueryRep, QueryAdjust.
Notes 2, 3

Reply: None. Note 8

Reply: Error code

Return to ready Reply: See state-transition
Cmd: Faulty

Reply: See state-transition

Cmd: Authenticate,
faulty command

Reply: Note 5. See
state-transition
tables

Reply: handle when done

Cmd: Authenticate. Note 5.
Reply: See state-transition tables
Return to ready

Reply: None
Cmd: All other ReadBuffer, Untraceable
Action: Return to arbitrate TagPrivilege, FileOpen/Li

Cmd: Kill [kill allowed]
Reply: header when done. Note 6.

Reply: See Table 6.17

Reply: Error code

Cmd: Faulty

Cmd: All
Reply: None

Cmd: Kill [kill disallowed]. Note 6.

Cmd: Authenticate, SecureComm, AuthComm. Note 5

Cmd: Access [correct handle & correct access password]

Cmd: REG.RN [correct RN16] & {access password 3

Cmd: REG\RN, Read, Write, Lock, BlockWrite/Erase/Perm

KeyUpdate, TagPrivilege,

FileSetup/Open/Privilege/List, security timeout.

tables

tables

tables

Cmd: Req_RN, Read, Write, Lock, BlockWrite/Erase/Pern
, SecureComm, AuthComm, Ke}

st/Setup/Privilege. Note 7

Reply: See state-transition tables
Cmd: ACK [correct handle

Cmd: Kill [Kill disallowed]. Note 6.

Cmd: Authenticate. Note 5.
Reply: See state-transition tables

Reply: See state-transition tables

0}

Rlock,

alock,
Update,

NOTE$ Y Select: Assert/deassert SL or set inventoried to A or B.

Challenge: Perform action(s) indicated by message, store result, and assert C flag in XPC_W1.
2. Query: A—> B or B—> A if the new session matches the prior session; otherwise no change to the in
QueryRep/QueryAdjust: A —) BorB —)A if session matches that of the prior Query.

r\w yf'\

Snol

ventoried flag.

th, J

’2 £ th, -‘h—af\ yﬁ /\’J and =) foh that of th
, 3 Session

-
4. Query starts a new round and may change the session. Tags may go to ready, arbltrate or reply

prthan th Ta’v i
B4

g

5. See the state-transition tables and the cryptographic suite for conditions, message formatting, tag responses, and state changes.

6. Whether a Kill is allowed or disallowed depends on the kill pwd, Tag privileges, and security timeout. See the Kill command-response table.
7. If the Interrogator is authenticated then certain commands require encapsulation in an AuthComm or a SecureComm. See Table 6.28.
8. A Tag that returns to arbitrate as a result of an unsuccessful access or Kill, or a cryptographic error, may set a security timeout. See 6.3.2.5.

Figure 6.21 — Tag state diagram
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Tag random or pseudo-random number generator

A Tag shall implement a random or pseudo-random number generator (RNG). The RNG shall meet the
following randomness criteria independent of the strength of the energizing RF field, the R=>T link
rate, and the data stored in the Tag (including but not limited to the StoredPC, XPC word or words,
UlI, and StoredCRC). Tags shall generate 16-bit random or pseudo-random numbers (RN16) using the
RNG, and shall have the ability to extract Q-bit subsets from its RNG to preload the Tag’s slot counter
(see 6.3.2.6.8). Tags shall have the ability to temporarily store at least two RN16s while powered, to

use, for

example, as a handle and a 16-bit cover-code during password transactions (see Figure 6.24 or

e WY
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ility of a single RN16: The probability that any RN16 drawn from the RNG has value RN16 = j
j, shall be bounded by 0.8/216 < P(RN16 =) < 1.25/216,

ility of simultaneously identical sequences: For a Tag population of up to 10,000-Tags, the
lity that any two or more Tags simultaneously generate the same sequence of RIN16s shall bg

ility of predicting an RN16: An RN16 drawn from a Tag’s RNG 10ms(after the end of Ty if
.3 shall not be predictable with a probability greater than 0.025%:if.the outcomes of prioj
rom the RNG, performed under identical conditions, are known.

otocol recommends that Interrogators wait 10ms after T, in Eigure 6.3 or Ty in Figure 6.5
ssuing passwords to Tags.

pgraphic suite defines RNG requirements and randomness ctiteria for cryptographic operations
equirements and criteria may be different, and in particular may be more stringent, than thosg

above for inventory and password operations.
Interrogator Tags
Select State
Ready
Arbitrate
Reply
Inventory “ Acknowledged
Open
l Secured
Access Killed

Figure 6.22 — Interrogator/Tag operations and Tag state

Managing Tag populations
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these operations comprises multiple commands. The operations are defined as follows:

a) Sel

ect: The process by which an Interrogator selects a Tag population for subsequent inventory or

cryptographically challenges a Tag population for subsequent authentication. Select comprises the
Select and Challenge commands.

b) Inventory: The process by which an Interrogator identifies Tags. An Interrogator begins an

inv

entory round by transmitting a Query command in one of four sessions. One or more Tags may

reply. The Interrogator detects a single Tag reply and requests the PC, optional XPC word(s), Ull, and
CRC-16 from the Tag. An inventory round operates in one and only one session at a time. Annex E
shows an example of an Interrogator inventorying and accessing a single Tag. Inventory comprises

mu
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Itiple commands.
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c) Access: The process by which an Interrogator transacts with (reads, writes, authenticates, or
otherwise engages with) an individual Tag. An Interrogator singulates and uniquely identifies a Tag
prior to access. Access comprises multiple commands.

6.3.2.9 Selecting Tag populations

The select process comprises two commands, Select and Challenge. Select allows an Interrogator to
select a Tag population for subsequent inventorying. Challenge allows an Interrogator to challenge a
Tag population for subsequent authentication. Select and Challenge are the only two commands that
hn Interrogator may 1ssue prior to inventory, and they are not mutually exclusive (1.e. an Interjrogator
may issue both a Select and a Challenge prior to starting an inventory round). Select is a mandatory
fommand; Challenge is optional.

A Select command allows an Interrogator to select a particular Tag population prior toinventorying. The
belection is based on user-defined criteria, enabling union (U), intersection (N), andnegation (~) based
[ag partitioning. Interrogators perform U and N operations by issuing succeSsive Select commands.
belect can assert or deassert a Tag’s SL flag, or it can set a Tag’s inventoriedflag to either A or B in any
bne of the four sessions.

Jpon receiving a Select a not-killed Tag returns to the ready state, evaluates the criteria, and depending
bn the evaluation may modify the indicated SL or inventoried flag; A-Query command uses thelse flags
[0 choose which Tags participate in a subsequent inventory roundsAn Interrogator may inventpry and
hccess SL or ~SL Tags, or it may choose to not use the SL flag atall. Select may begin with a Tag in any
state except Killed, and ends with a Tag in ready.

belect contains the parameters Target, Action, MemBank, Pointer, Length, Mask, and Truncate.

— Target and Action indicate whether and how a Select modifies a Tag’s SL or inventoried flag, and in
the case of an inventoried flag, for which session. A Select that modifies the SL flag does notmodify
an inventoried flag, and vice versa.

— MemBank specifies if the Mask applies to Ull, TID, or User memory. Select commands apply to a
single memory bank. Successive Selects may apply to different memory banks.

— Pointer, Length, and Mask: Pointer and Length describe a memory range. Mask, which is Lenjgth bits
long, contains a bit string that’'a Tag compares against the specified memory range.

— Truncate specifies whether a Tag backscatters its entire UIl, or only that portion of [the UII
immediately following-Mask, when replying to an ACK.

A Challenge command allows an Interrogator to instruct multiple Tags to simultaneously yet
ndependently precompute and store a cryptographic result for use in a subsequent authentication.
Because cryptographic algorithms often require significant computation time, parallel precomputation
may significantly accelerate the authentication of a Tag population. Challenge contains an|imm

parameter\which, if asserted, instructs the Tags to concatenate their response (result or error ¢ode) to
the Ullbackscattered in reply to an ACK.

Upon receiving a Challenge a not-killed Tag that supports the command returns to the readly state,
hyraliiatne +ha ~oa s o0 d Guclbding vahathow 3+ cras e $c +thn CCT cpmnifind 100 b Challay e)’ and

brtrtes—tHhe—eommand—{rehidies—vhetherH—supports—the S speetied—n—the Chaflen
depending on the evaluation may compute and store a cryptographic result in its ResponseBuffer. In
some instances a Tag may use the stored result during a subsequent authentication. In such instances
the Interrogator will transmit a subsequent Authenticate command (see 6.3.2.12.3.10) to the previously
challenged Tag. In other instances the Tag’s stored result may be usable without a subsequent
Authenticate. For an example of the latter case, in some cryptographic suites an Interrogator can verify
a Tag’s authenticity simply by evaluating the precomputed result. Challenge may begin with a Tag in any
state except killed, and ends with a Tag in ready.
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6.3.2.10 Inventorying Tag populations

The inventory command set includes Query, QueryAdjust, QueryRep, ACK, and NAK. Query initiates an
inventory round and decides which Tags participate in the round (“inventory round” is defined in 4).

Query contains a slot-count parameter Q. Upon receiving a Query participating Tags pick a random
value in the range (0, 20-1), inclusive, and load this value into their slot counter. Tags that pick a zero
transition to the reply state and reply immediately. Tags that pick a nonzero value transition to the
arbitrate state and await a QueryAdjust or QueryRep command. Assuming a single Tag replies, the

query-response algnrifl\m prnrnnﬂc as follows:

a) The¢ Tag backscatters an RN16 as it enters reply,
b) Th¢ Interrogator acknowledges the Tag with an ACK containing this same RN16,
c) Th¢acknowledged Tag transitions to the acknowledged state, backscattering a reply as.in Table 6.17

d) The¢ Interrogator issues a QueryAdjust or QueryRep, causing the identified ‘Tag to invert its
invientoried flag (i.e. A=B or B—A) and transition to ready, and potentially causing another Tag ta
initiate a query-response dialog with the Interrogator, starting in step (a), @bove.

If the Thg fails to receive the ACK in step (b) within time T (see Figure 6,8)/or receives the ACK with
an erroheous RN16, then it returns to arbitrate.

If multjple Tags reply in step (a) but the Interrogator, by detecting and resolving collisions at the
wavefofm level, can resolve an RN16 from one of the Tags, the literrogator can ACK the resolved Tag|
Unresolved Tags receive erroneous RN16s and return to arbitrate without backscattering the reply
shown |n Table 6.17.

If the Interrogator sends a valid ACK (i.e. an ACK containing the correct RN16) to the Tag in the
acknowledged state, the Tag re-backscatters the reply shown in Table 6.17.

At any point the Interrogator may issue a NAK, in¥esponse to which all Tags in the inventory round thaf
receive|the NAK return to arbitrate without changing their inventoried flag.

After igsuing a Query to initiate an inventory round, the Interrogator typically issues one or morsg
QueryAgljust or QueryRep commands. QueryAdjust repeats a previous Query and may increment o1
decrement @, but does not introduee new Tags into the round. QueryRep repeats a previous Query
without changing any parameters and without introducing new Tags into the round. An inventory
round ¢an contain multiple QueryAdjust or QueryRep commands. At some point the Interrogator wil
issue a hew Query, thereby starting a new inventory round.

Tags in[the arbitrate orreply states that receive a QueryAdjust first adjust Q (increment, decrement
or leavg unchanged), then pick a random value in the range (0, 2@-1), inclusive, and load this value intd
their slpt counter. Tags that pick zero transition to the reply state and reply immediately. Tags that picK
a nonzgro valuedransition to the arbitrate state and await a QueryAdjust or a QueryRep command.

Tags irl the\arbitrate state decrement their slot counter every time they receive a QueryRep
transit'mng to the reply state and backscattermg an RN16 when thelr slot counter reaches 0000}1

that responded to the orlglnal Query and were not acknowledged) return to arbltrate W1th a slot Value
of 0000y and decrement this slot value from 0000, to 7FFFy, at the next QueryRep, thereby effectively
preventing subsequent replies until the Tag loads a new random value into its slot counter.

Although Tag inventory is based on a random protocol, the Q-parameter affords network control by
allowing an Interrogator to regulate the probability of Tag responses. Q is an integer in the range (0,15);
thus, the associated Tag-response probabilities range from 20 = 1 to 2-15 = 0.000031.

Annex D describes an exemplary Interrogator algorithm for choosing Q.

The scenario outlined above assumed a single Interrogator operating in a single session. However, as
described in 6.3.2.2, an Interrogator can inventory a Tag population in one of four sessions. Furthermore,
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as described in 6.3.2.12.2, the Query, QueryAdjust, and QueryRep commands each contain a session
parameter. How a Tag responds to these commands varies with the command, session parameter, and
Tag state, as follows:

Query: A Query command starts aninventory round and chooses the session for the round. Tags in any
state except Killed execute a Query, starting a new round in the specified session and transitioning
to ready, arbitrate, or reply, as appropriate (see Figure 6.21).

— IfaTagintheacknowledged, open, or secured states receives a Query whose session parameter
matches the prior session then it inverts its inventoried flng (i e AR or R—)A) for the session

)
D)

before it evaluates whether to transition to ready, arbitrate, or reply.

— If a Tag in the acknowledged, open, or secured states receives a Query Whose [session
parameter does not match the prior session then it leaves its inventoried-flag for the prior
session unchanged as it evaluates whether to transition to ready, arbitrate, or reply.

QueryAdjust, QueryRep: Tags in any state except ready or Killed execute a-QueryAdjust or QieryRep
command if, and only if, (i) the session parameter in the command matches the session parameter
in the Query that started the round, and (ii) the Tag is not in the middle of a Kill or Access command
sequence (see 6.3.2.12.3.4 or 6.3.2.12.3.6, respectively). Tags ignore d QueryAdjust or QueryRep with
mismatched session.

— If a Tag in the acknowledged, open, or secured statés receives a QueryAdjust or QlieryRep
whose session parameter matches the session parameter in the prior Query, and the¢ Tag is
not in the middle of a Kill or Access command¢sequence (see 6.3.2.12.3.4 or 6.3.7.12.3.6,
respectively), then it inverts its inventoried flag/i’e. A—B or B—A) for the current sesdion and
then transitions to ready.

[0 illustrate an inventory operation, consider a specific example: Assume a population of 64 powered
[ags in the ready state. An Interrogator first issues a Select to select a subpopulation of Tags. Assume
that 16 Tags match the selection criteria. Eurther assume that 12 of the 16 selected Tags haye their
nventoried flag set to 4 in session SO. The Interrogator issues a Query specifying (SL, Q = 4} SO, A).
Fach of the 12 Tags picks a random number in the range (0,15) and loads the value into its slot ¢ounter.
[ags that pick a zero respond immediately. The Query has 3 possible outcomes:

No Tags reply: The Interrogator may issue another Query, or it may issue a QueryAdjust or QyeryRep.

One Tag replies (see Figure 6.23): The Tag transitions to the reply state and backscafters an
RN16. The Interrogater'acknowledges the Tag by sending an ACK. If the Tag receives the ACK with
a correct RN16 itbackscatters the reply shown in Table 6.17 and transitions to the acknowledged
state. If the Tag receives the ACK with an incorrect RN16 it transitions to arbitrate. Assyming a
successful AEK;the Interrogator may either access the acknowledged Tag or issue a QuernyAdjust
or QueryRépywith matching session parameter to invert the Tag’s inventoried flag from A—B and
send thé<Tag to ready (a Query with matching prior-round session parameter will also inyert the
inventoried flag from A-B).

Multiple Tags reply: The Interrogator observes a backscattered waveform comprising multiple

RN16s. It may try to resolve the collision and issue an ACK; not resolve the collision and|issue a
n'llf)r|7/|f"1'll(‘f‘ n'llf)P'|7Dnn f\"‘ ’\’AV ratal nllll‘l’]" II']DY\“‘F" +]’\ﬂ nr\]]!on'\h "IY\I‘] IC‘C‘“O ’\ n'llﬂP‘ITAI'l'l1l("f' or n R
FHerys eryRep

) AaAT I A Ay & N TVZT1Y, OT eIy 1O Tyt S oM oTo T ot oo T Tyt oT¢

before the colllded Tags have finished backscatterlng In the latter case the collided Tags, not
observing a valid reply within T; (see Figure 6.18), return to arbitrate and await the next Query or
QueryAdjust command.
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Condition Description Symbol Description

immed immed field in Challenge P Preamble (R=>T or T=>R)

C C flag in XPC_W1 FS Frame-Sync

Xl Xl flag in StoredPC RN16 16-bit Random Number
pPC Either StoredPC or PacketPC

I:, R=>T Signaling XPC Optional XPC word or words
result ResponseBuffer contents

I:’ T=>R Signaling CRC-16 16-bit CRC computed over result

X1=0, {immed=0 OR C=0)
|P|QLery| |P| RN16 | | Fs|ACK| |P| PC | ull IPacketCRCl |Fs|QueryRep|

XI=1, {immed=1 AND C=1)
|P|QLery| |P| RN16 | | FS | ACK| |P| PC IXPC | ull IPacketCRCI result |CRC—16| | rS\PQueryRep

Figure 6.23 — One Tag reply

6.3.2.11 Accessing individual Tags

An Intdrrogator may choose to access a Tag after acknowledging.t. The access commands are Req|
RN, Reqd, Write, Lock, Kill, Access, BlockWrite, BlockErase, BlockPermalock, Authenticate, ReadBuffen
Secureqomm, AuthComm, KeyUpdate, Untraceable, FileOpen, “&ileList, FilePrivilege, FileSetup, and
TagPriviilege. A Tag shall execute access commands only in the.states shown in

Table 6[27. A Tag shall treat as invalid (see Table C.30)%@ptional access commands that it does nof
support. See Annex K for an example of a data-flow exchange during which an Interrogator accesses ¢
Tag and reads its kill password.

Access plways begins with an Interrogator maving a Tag from the acknowledged state to either the
open of the secured state as follows:

Step 1:|The Interrogator issues a Req_R{N to the acknowledged Tag.

Step 2{ The Tag generates and steres a new RN16 (denoted handle), backscatters the handle, and
transitions to the open state if its access password is nonzero, or to the secured state if its accesg
passworrd is zero. The Interrogator may now issue further access commands.

All accgss commands include a Tag’s handle. Upon receiving an access command a Tag verifies tha
the handle is correct priot to executing the command, and does not execute access commands with ar
incorrert handle. The-handle value is fixed for the entire duration of a Tag access.

An Intefrogator‘may issue an ACK to a Tag in the open or secured states, with the Tag’s handle as the
RN in the command, thereby causing the Tag to backscatter the reply shown in Table 6.17. A Tag in the
open of secured states that receives an ACK with an incorrect handle transitions to the arbitrate state
without replying and without changing its inventoried flag.

As shown in Table 6.27, some access commands require a prior Req_RN and some a prior authentication
before execution. A Tag’s response to an access command includes, at a minimum, the Tag’s handle; the
response may include other information as well (for example, the result of a Read). An Interrogator
shall verify the correctness of the handle in a Tag’s response to an access command.

The Authenticate and Access commands provide the only means to transition a Tag from the open state
to the secured state. The Authenticate command or a faulty security command provide the only means
to transition a Tag from the secured state back to the open state. See Table C.18 and Table C.30.

The privileges that a Tag in the open state grants to an Interrogator depend on the authorization level
of the open state. The privileges that a Tag in the secured state grants to an Interrogator depend on the
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authorization level of the access or authentication that most recently moved the Tag to that state. An
Interrogator that moved a Tag to the secured state using one means (for example, an Access command)
may later cause the Tag to re-enter the secured state using a different means (for example, an
Authenticate command), affording the Interrogator different privileges. See 6.3.2.11.2 for a discussion
of privileges and keys.

A Tag may enter the secured state by means of a:

— Req_RN: If a Tag’s access password is zero then the Tag transitions from the acknowledged state to
the secured state atthe hpginning of access (i e upon rprpi\/ing aReq PN)’ hypnccing the open state.

— Access: A Tag whose access password is nonzero transitions from the open or secured state to the
secured state upon successfully executing an Access-command sequence.

— Authenticate: ATagtransitions fromthe open or secured state to the secured stateipon succgssfully
executing an Interrogator or mutual authentication.

A Tag may limit an Interrogator’s access to the secured state via one or moreé physical mechpnisms.
For example, a Tag may require that its received RF power exceed a threshold before it will epter the
secured state. This protocol does not specify such physical mechanisms but allows them gt a Tag
manufacturer’s discretion.

An Interrogator and a Tag can communicate indefinitely in the openor secured states. The Interfrogator
may end the communications at any time by issuing a Select, Challenge, Query, QueryAdjust, QueryRep, or
VAK. The Tag’s response to a Query, QueryAdjust, or QueryRep is described in 6.3.2.8. A NAK cajses all
[ags in the inventory round to return to arbitrate withette¢hanging their inventoried flag(s).

nterrogators in some regulatory regions are requited to hop frequency at periodic intervals) ending
the inventory round and any access operations. Unfortunately, some cryptographic operations take
onger than a hop interval to complete. This protocol allows a cryptographic suite to specify thpat a Tag
retain one or more cryptographic state variables during a temporary power loss such as a frgquency
hop, and allows an Interrogator to re-acquire’the Tag in a subsequent inventory round and resyime the
Cryptographic operation.

[his protocol recommends that. Interrogators avoid powering-off while a Tag is in thq reply,
hcknowledged, open or securéd-states. Rather, Interrogators should end (or in the case of a long
Cryptographic operation, suspend) their dialog with a Tag before powering off, leaving the Tag ih either
'he ready or arbitrate state;

[his protocol partition$ the access commands into the subclasses Core, Security, apnd File
Management (see also

[able 6.27). Thepurpose of this subclass partitioning is solely for ease of discussion and the particular
subclass doesimet convey or deny requirements to or from any access command.

b.3.2.11.1/ Core access commands

[hé“core access commands are Req_RN, Read, Write, Lock, Kill, Access, BlockWrite, Blo¢kErase,
BlockPermalack, and Untraceable. Req RN, Read, Write, Lock, and Kill are mandatory. Access, Blo¢kWrite,
BlockErase, BlockPermalock, and Untraceable are optional. A Tag may implement one or more of the
optional commands regardless of whether the Tag supports cryptographic security or file management.

A Req_RN command allows an Interrogator to (a) transition a Tag from the acknowledged state to
the open or secured states, obtaining the Tag’s handle in the process, or (b) ask a Tag in the open or
secured states to backscatter a 16-bit random number.

A Read command allows an Interrogator to read Tag memory. An Interrogator may read a Tag’s kill
and/or access passwords depending on Tag state and the password’s lock status. An Interrogator with
an asserted Untraceable privilege may read UIl and TID memory, and User-memory files for which it
has read privileges. An Interrogator with a deasserted Untraceable privilege may read the portions of
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UIIl and TID memory that are not untraceably hidden and may read User-memory files for which it has
read privileges if User memory is not untraceably hidden.

The Write, BlockWrite, and BlockErase commands allow an Interrogator to write or erase portions of
Tag memory. Whether, in what states, and with what privileges an Interrogator may write/erase Tag
memory is described in Table 6.24, Table 6.25, and Table 6.27.

The Lock and BlockPermalock commands allow an Interrogator to configure portions of Tag memory
to be changeably or permanently writeable or unwriteable. The UIl memory bank, TID memory
bank, File_ 0 _and the access and kill pncc\/\mrdc may be unlocked, pm‘mnnpnﬂy unlocked locked
or perrhanently locked for writing. Blocks within File_0 and File_N (N>0) may also be unlocked{o}
permanently locked for writing. An Untraceable is the only command that can write to permanently
locked memory, but its writing ability is limited to the L and U bits in UIl memory (see 6.3.2.12.3.16).

An Accdss command allows an Interrogator to transition a Tag from the open to the secured'state. Thg
transition is a multi-step procedure described in 6.3.2.12.3.6 and outlined in Figure 6.26,-in which arg
Interrogator sends two successive Access commands to a Tag. The first Access command contains the
first half of the access password; the second Access command contains the second half. If a Tag receives
a propefrly formatted Access-command sequence with the correct access password.then it transitions tq
the secpired state.

Table 6.21 — Conditions for Killing a Tag

Tag supports . .
: Kill Kill-Pwd Tag ”
a“th‘l’{aﬁ‘fated Pwd Locked? Killable? How?
Permalocked No -
Zero Locked, Writ€ honzero Kill pwd then use Kill command. If kill pwd is
No unlocked, per- Yes locked’and access pwd is nonzero then requires access before
maunlocked writing new kill pwd
Nonzero All Yes Use Kill command with kill pwd.
Permalocked Yes Authenticate Interrogator then perform authenticated kill.
Yés Zero Locked Authenticate Interrogator then perform authenticated Kkill, or
unlocked ’ AN Yes write nonzero kill pwd then use Kill command. If kill pwd is
(and atleast one maunl C'lg-}d locked and access pwd is nonzero then requires access before
key hap Auth- € writing new kill pwd
Kill=1)
Nonzero All Yes Authenticate Interrogator then perform authenticated kill or
use Kill command with kill pwd.

The Untraceable_.command allows an Interrogator with an asserted Untraceable privilege (Table 6.23
and Talle 6.23)to instruct a Tag to (a) overwrite the L bits in its StoredPC and U bit in XPC_W1, (b) hidg
part of [itsAmémory from Interrogators with a deasserted Untraceable privilege and/or (c) reduce it
operatipgmpange. An Interrogator may use the U bit of XPC_W1, if supported, to indicate whether a Tag
is hiding memory and/or is reducing its operating range (collectively, untraceable]. An untraceable Tag
behaves identically, from a command-response and state-machine perspective, to a traceable Tag, but
behaves as though portions of its memory do not exist and/or as though it has reduced sensitivity. An
untraceable Tag does not erase hidden memory; an Interrogator with an asserted Untraceable privilege
may subsequently reexpose untraceably hidden memory to all Interrogators and/or reenable full
operating range. An Interrogator may also subsequently overwrite the L and U bits.

A Kill command allows an Interrogator to kill a Tag. If a Tag’s kill password is nonzero then an
Interrogator may kill the Tag using the multi-step password-based Kill-command sequence shown
in Figure 6.24. If a Tag supports authenticated killing then an Interrogator that authenticated itself
using a key with an AuthKill privilege (see Table 6.23) may kill the Tag regardless of its kill-password
value (zero or nonzero) using the abbreviated, authenticated Kkill process shown in Figure 6.24. A Tag
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that does not implement a kill password, or whose kill password is zero, is not killable except by the
authenticated kill process. A successful Kill moves a Tag from the open or secured state to the killed
state. A Tag, once killed, shall not respond to an Interrogator thereafter.

To minimize the risk of illicit Tag killing, this protocol recommends that killable Tags use either (1)
unique kill passwords or (2) permalocked zero-valued kill passwords and authenticated kill. This
protocol also recommends against a zero-valued access password.

The K flag of XPC_W1 indicates whether a Tag is killable. As shown in Table 6.21, the only situation in

mhich a Tag is not killable hy aver-the-air commands is if the Tag has a permalocked, zero-valued kill
password and either does not support authenticated kill or does not grant the AuthKill privilege to any
Key.

['he Write, Kill, and Access commands send 16-bit words (either data or half-passwords)from Interfrogator
f0 Tag using one-time-pad-based link cover coding to obscure the word being transmitted, as follows:

btep 1: The Interrogator issues a Req_RN, to which the Tag responds by backscattering a ney RN16.
[he Interrogator then generates a 16-bit string comprising a bit-wise EXOR.of the 16-bit woid to be
fransmitted with this new RN16, both MSB first, and issues the command with this string as a parfameter.

btep 2: The Tag recovers the 16-bit word by performing a bit-wise EXOR of the received 16-bit string
ith the original RN16.

f an Interrogator issues a command containing cover-coded,data or half-password and fails to|receive
h response from the Tag then the Interrogator may subsequently reissue the command unchanged. If
the Interrogator issues a subsequent command containing’new data or a new half-password| then it
bhall first issue a Req_RN to obtain a new RN16 and shall use this new RN16 for the cover-coding.

=

[he BlockWrite command (see 6.3.2.12.3.7) communicates multiple 16-bit words from Interrogator to
[ag. Unlike a Write, BlockWrite does not use link«Cover coding.

Although the Access command uses a passward, an Access-command sequence is not cryptographically
becure. Neither Tag nor Interrogator shall consider themselves authenticated following an|Access-
rommand sequence. A Tag or an Interrogator shall only consider themselves authenticatgd after
bxecuting a cryptographic authentication in accordance with a cryptographic suite.

h.3.2.11.2 Security access commands

[he security access commands are Authenticate, SecureComm, AuthComm, KeyUpdate, and TagPYlivilege.
All are optional. A Tag.may implement one or more of these commands regardless of whether the Tag
supports optional core commands and/or file management. Some of these commands requifte prior
huthentication.

An Authenticate’command may implement Tag, Interrogator, and/or mutual authentication, depending
bn the Tag'’sdmplementation of the cryptographic suite specified by CSI in the command. Authentication
may include deriving session keys and exchanging parameters for subsequent communifations.
Depeniding on the cryptographic suite, the message field in the Authenticate command may |include
h KeyID, the type of authentication, and for some multi-step authentications the step numbef in the

bbbl oot cn o
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An AuthComm command allows authenticated R=>T communications. Table 6.28 shows which
commands an Interrogator may, and an authenticated Interrogator shall, encapsulate in an AuthComm.
An AuthComm protects communications according to the cryptographic suite specified by CSI in the
Challenge or Authenticate that preceded the AuthComm.

A SecureComm command allows secure R=>T communications. Table 6.28 shows which commands an
Interrogator may, and an authenticated Interrogator shall, encapsulate in a SecureComm. A SecureComm
protects communications according to the cryptographic suite specified by CSI in the Challenge or
Authenticate that preceded the SecureComm.
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A SecureComm is configured to allow more robust security than an AuthComm; an AuthComm is
configured to be faster with simplified Tag processing. This protocol recommends that Interrogators not
intermix SecureComm and AuthComm commands when engaging in an authenticated dialog with a Tag.

A KeyUpdate command allows an authenticated Interrogator to write or change a key. If a Tag does
not write the new key successfully then it defaults to the prior stored key. An Interrogator may use
a KeyUpdate to change the key that it used during authentication; if the Interrogator has an asserted
CryptoSuperuser privilege (see Table 6.23) then it may also change value(s) for other key(s) in the
cryptographic suite. A cryptographic suite may place additional restrictions, beyond those specified in

hi L 1 1. TS AR 1 1 RPN |
this prgrocon onmrwirciranawinetirer a Rey nray ocupaate:

A TagPrivilege command allows an Interrogator to read or modify the privileges in Table 6.22 or(Table
6.23 for the access password or for a key, respectively. Whether a Tag executes a TagPrivilege depends
on the privilege level of the access password or the key that the Interrogator supplied during;the access
or authentication.

A Tag mjay support zero, one, or more than one cryptographic suite(s). A cryptographicsuite defines how
a Tag anjd an Interrogator implement a cryptographic algorithm and its functions. The"Tag manufacturej
ose the number and type of cryptographic suites that a Tag supports; this.dssignment shall nof
be alterjable in the field. An Interrogator selects one from among the implemented cryptographic suites
using the CSI field in the Challenge and Authenticate commands.

A Tag may support up to 256 keys, numbered Key_0 to Key_255. The Tagumanufacturer shall choose the
numbef of available keys and assign them to the cryptographic suite(s); this assignment shall not beg
alterable in the field. No two keys shall have the same number, even if used for different cryptographid
suites. A Tag shall not indicate where in memory it stores its keys, nor shall it allow an Interrogator tq
read thls memory location.

Although the functions and security of cryptographic suites may vary, this protocol anticipates thaf
some sthiites may perform only Tag authentication, whereas others may perform Interrogator and/of
mutualfauthentication.

A Tag that supports the Untraceable command(shall provide the Tag privileges shown in Table 6.22. A
Tag thaf supports one or more cryptographielsuites shall provide the Tag privileges shown in Table 6.23

The privileges field in a TagPrivilege conmand is 16 bits in length, with a bit for each corresponding Tag
privilege. Privileges 12-15 in Table €.22 and Table 6.23 are assigned by this protocol. Privileges 8-11
are RFU for the access password (Table 6.22); they are assigned by the cryptographic suite for all key{
(Table 6.23). Privileges 4-7 are RFU for all keys. Privileges 0-3 are defined by the Tag manufacturet
and not|specified by this protecol.

The labgls in Table 6.22and Table 6.23 are defined as follows:
— Privilege Namé:The name of the Tag privilege

— Bit|Assigninent: The bit location in the privileges field for the named privilege, MSB first (i.e. bit 15
is the leading bit in the privileges field in a TagPrivilege command and in a Tag’s reply).

— Priyvilege: Whether a Tag grants or denies the privilege. A 1, means an asserted or granted privilege
a 02 means a deasserted or denied privilege.

— CryptoSuperuser:WhetheraTaggrantsthecryptosuperuserprivilegetoakey.If CryptoSuperuser=1
then a Tag grants the crypto superuser privilege to the key; if CryptoSuperuser=0 then a Tag denies
the privilege. See below for a description of the crypto superuser privilege.

— AuthKill: Whether a Tag grants the authenticated-kill privilege to a key. If AuthKill=1 then a Tag
grants the authenticated-kill privilege to the key; if AuthKill=0 then a Tag denies the privilege.

— Untraceable: Whether a Tag executes an Untraceable command from, and exposes untraceably
hidden memory to, an Interrogator that supplies the access password or key. If Untraceable=1 then
a Tag grants the privilege; if Untraceable=0 then a Tag denies the privilege.

68 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

— DecFilePriv: Whether a Tag allows an Interrogator that supplies the access password

or key

the privilege of decrementing file privileges using a FilePrivilege command. If DecFilePriv=1 in
Table 6.22 then a Tag permits an Interrogator that supplies the access password to decrement file
privileges for the open state and for the access password. If DecFilePriv=1 in Table 6.23 then a Tag

permits an Interrogator that supplies the key to decrement file privileges for the open state
that key. If DecFilePriv=0 then the Tag denies the associated privilege.

and for

— KeyProperty_N: One of four key properties (N =1, 2, 3, 4) defined by the cryptographic suite with

which the key is associated.

— AuthSensorOp: Whether a Tag with sensor support allows an Interrogator that suppliesth
password or key the privilege to execute secure operations (i.e. by an authenticated terr
on the Tag’s sensor and/or sensor data. If AuthSensorOp=1, then the Tag grants_the priv
AuthSensorOp=0, then the Tag denies the privilege.

— Custom: One of four key properties (N =1, 2, 3, 4) defined by the Tag manufdcturer.

A Tag that implements the TagPrivilege command shall permit an Interrogator that authenticat
hS a crypto superuser in a cryptographic suite to:

— change the value of any key in that cryptographic suite, including-its own, using a KeyUpdat

own.
A Tag shall not permit an Interrogator that did not authenticate itself as a crypto superuser to:
— change the value of any key other than the one it used to authenticate itself.

— read or modify privileges (value in Table~6:23) for any key other than the one it {
authenticate itself

— assert a deasserted privilege (value in.Table 6.23) for the key it used to authenticate itself.

A Tag that supports the TagPrivilegeicommand shall permit an Interrogator that supplies thg
password (even if zero-valued) or.a’key to deassert a privilege for the access password or t
respectively, regardless of the CtyptoSuperuser value.

Because only a crypto superuser can assert a deasserted privilege but there is no crypto super
'he access password, an-access-password privilege, once deasserted, cannot be reasserted.

A Tag manufacturer‘\may configure one or more Tag privileges as permanent and unchange
Which case these-Tag privileges will not be changeable even by a crypto superuser. A Tag that 1
h TagPrivilegecthat attempts to change an unchangeable Tag privilege value shall not exed
[agPrivilegeahd instead treat the command’s parameters as unsupported (see Table C.30).

f a Tag supports the TagPrivilege command then this protocol recommends that the Tag manuf
broviderat least one nonzero-valued key with crypto superuser privileges for each cryptograpH
supported by the Tag.
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Table 6.22 — Tag privileges associated with the access password

Privilege Name Bit Assignment Privilege
CryptoSuperuser 15 0 (unchangeable)
AuthKill 14 0 (unchangeable)
Untraceable 13 0/1
DecFilePriv 12 0/1
RFU 11 0
RFU 10 0
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Table 6.22 (continued)

Privilege Name Bit Assignment Privilege
RFU 9 0
RFU 8 0
RFU 7 0
RFU 6 0
RF1 5 0
AuthSensorOp 4 0/1
Custom_1 3 Defined by Tag manufacturer
Custom_2 2 Defined by Tag manufacturer
Custom_3 1 Defined by Tag manufacturer
Custom_4 0 Defined by Tag manufacturer

A cryptiographic suite defines whether and when:

— a Tag considers an Interrogator to be authenticated.

— an

nterrogator considers a Tag to be authenticated.

Table 6.23 — Tag privileges associated with acryptographic suite

Privilege Name Bit Assignment Privilege for Key_0:t Privilege for Key N1
CryptpSuperuser 15 0/1 0/1
AuthKill 14 0/1 0/1
Unt{raceable 13 0/1 0/1
DetFilePriv 12 0/1 0/1
KeyProperty_1 11 Defined by crypto suite Defined by crypto suite
Keyl}roperty_z 10 Defined by crypto suite Defined by crypto suite
Keyl}roperty_B 9 Defined by crypto suite Defined by crypto suite
Keyl}roperty_4- 8 Defined by crypto suite Defined by crypto suite
RFU 7 0 0
RFU 6 0 0
RFU 5 0 0
AuthSensorOp 4 0/1 0/1
Cystom_1 3 Defined by Tag manufacturer Defined by Tag manufacturer
Ctlstom_Z 2 Defined by Tag manufacturer Defined by Tag manufacturer
C4St0m_3 1 Defined by Tag manufacturer Defined by Tag manufacturer
Clllstom_4 0 Defined by Tag manufacturer Defined by Tag manufacturer

Note 1 Each key is assigned to one and only one cryptographic suite.
The cryptographic suite also defines:
— cryptographic conditions that cause a Tag to treat a command’s parameters as unsupported.

— cryptographic errors that cause a Tag to transition from the open or secured state to the
arbitrate state.

After a successful Interrogator authentication a Tag in the open state shall transition to the secured
state. If the Tag was already in the secured state then it remains in the secured state. The authenticated
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Interrogator shall subsequently encapsulate all commands designated “Mandatory Encapsulation” in
Table 6.28 in an AuthComm or SecureComm. If a Tag receives such a command from an authenticated
Interrogator without encapsulation then it shall not execute the command and instead treat the
command’s parameters as unsupported (see Table C.30).

A Tag shall transition back to the open state, reset its cryptographic engine, and revert to open-state
file privileges (see below) when an authenticated Interrogator loses its authentication. There are many
reasons why an Interrogator may lose its authentication, including but not limited to the Tag receiving
a security access command with an incorrect handle, the Tag receiving an invalid command, or the
lltCl I UsatLu Dtcll tills d IITVV authcuti\,atiuu. AD d LUlleLiuCllLC ufau }lltCl 1 usatLu }UDills itb quthcu ication
h Tag with a zero-valued access password may be in the open state, in which case the Interrogator may
ssue an Access-command sequence with the zero-valued access password to move the Tdgback to the
secured state (but the Interrogator will still not be authenticated — only a successful’Authenticate
fommand or Authenticate-command sequence authenticates an Interrogator).

An unauthenticated Interrogator may issue an AuthComm or a SecureComm to ah.authenticatedl Tag in
'he open or secured state. If the Tag was not previously authenticated by a €hallenge or Authenticate
fommand then it shall not execute the command and instead treat the command’s paramgters as
Insupported (see Table C.30).

fa condition of a cryptographic suite causes a Tag to transition from the open or secured state to the
arbitrate state then the Tag (i) shall not change the value of its inventoried flag, and (ii) shall feset its
Cryptographic engine.

b.3.2.11.3 File-management access commands

[he file-management access commands are FileOpen, FileList, FileSetup, and FilePrivilege. |All are
bptional. A Tag that supports File_N, N>0 shall implement FileOpen; it may implement FileList, FijeSetup,
ind FilePrivilege as well. A Tag may implement ohé or more of these commands regardless of whether
'he Tag supports optional core commands andjfor cryptographic security.

A Tag may implement zero, one, or more-than one file in User memory. If a Tag implements a sipgle file
then that file shall be File_0. A Tag with”"User memory shall open File_0 upon first entering the open
br secured state. If a Tag implements multiple files then it may subsequently close File_0 and open
hnother file. A Tag shall have only;a single file open at any time. All access commands operatg on the
currently open file.

Hach file shall have an 8tbit FileType and a 10-bit FileNum unless a Tag does not support gny file-
management access commands, in which case a Tag that implements File_0 may omit FileType and
FileNum.

— A Tag manufacturer shall preassign a FileType to each file supported by the Tag. If a Tag does
not support'the FileSetup command then FileType is not changeable in the field and all files have
FileType=00y,. If a Tag supports the FileSetup command then FileType is changeable in the fleld and
FileType=00y, indicates that a file’s type is currently unassigned.

— AA'Tag manufacturer shall preassign a unique FileNum to each file supported by the Tag. Fil¢Num is
not changeable in the field. A Tag may support up to 1023 files, numbered 0 to 1022 (0000000000,
-1111111103). The files may have different size (including zero size). FileNum=0000000000; shall
be reserved for the base file (File_0) of User memory. FileNum=1111111111; shall be RFU. This
protocol recommends, but does not require, that Tag manufacturers number files sequentially.

A FileOpen command allows an Interrogator to open a file. Upon receiving a FileOpen a Tag shall first
close the currently open file and then open the new file, with the new file’s starting address mapped to
00y, of User memory. An Interrogator may be able to subsequently read, write, erase, blockpermalock,
resize, or modify privileges for the newly opened file depending on the Tag state and if/how the
Interrogator authenticated itself.

A FileList command allows an Interrogator to determine the existence of, size of, attributes of, and its
privileges to, one or more files.
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A FileSetup command allows an Interrogator to change the FileType for, and/or resize, the currently
open file. Only a dynamic Tag (see below) is capable of resizing a file.

A FilePrivilege command allows an Interrogator to read or alter the privileges (see below) granted by
the currently open file to the open state, access password, or a key.

A Tag manufacturer shall precreate all files; the number of files shall not be changeable in the field.
This protocol defines two types of Tags, static and dynamic, according to their memory-allocation
features as follows:

Static: A manufacturer of a static Tag shall preallocate all User memory to files. A static Tag may permif
changing a file’s FileType but shall not permit file resizing.

Dynanlic: A manufacturer of a dynamic Tag may preallocate no, some, or all User memory t¢o files. A
dynamif Tag may permit file resizing by an Interrogator that has a file superuser privilege.

A Tag rLanufacturer shall decide where a Tag stores its FileType and FileNum data and-may choose ¢
readable portion of memory (if desired). Regardless of the location, a Tag shall not allow an Interrogatot
to modify a file’s type by any command except FileSetup, and shall not allow an Interrogator to modify ¢
FileNurh by any means.

Files mjiy range in size from a minimum of zero to a maximum of 1022 blogksZCommands that include 3
FileSizd parameter use 10 bits to specify sizes from zero to 1022 blocks, (6000000000, - 1111111110,
respectfively). FileSize 11111111115 shall be RFU.

Block s]ze may be one to 1024 words. A Tag manufacturer shallpredefine a single fixed, unchangeable
block sjze that the Tag shall use for all file allocation as well.as for the BlockPermalock command. Tag
manufacturers shall not use block sizes exceeding 1024 words» Tag replies that return a BlockSize valusg
use 10 pits to specify the size from one (00000000007) t0,1024 (1111111111,) words. BlockSize does
not have an RFU value.

This prtocol allows file sizes from 0 to 16,744,448.bits (max FileSize=1022 blocks, max BlockSize=1024
words, word=16 bits).

If a Tag pupports File_0 then it shall provide thefile privileges shown in Table 6.24. If a Tag supports File_N
N>0 thgn it shall also provide the file privileges shown in Table 6.25. Each file has a 4-bit privilege for the
open state, for the access password in theSecured state, and for each key in the secured state, as follows

Open state: Each file has a 4-bit open-state privilege. A Tag with M files shall implement M 4-bit open
state file privileges, one for each file.

if the aqcess password i§-zero-valued). A Tag with M files shall implement M 4-bit secured-state access

AccesIassword (securéd,state): Each file has a single 4-bit privilege for the access password (ever
passworrd file privileges, one for each file.

Key (sqcured state): Each file has a 4-bit privilege for each key implemented by the Tag. A Tag with M
files anfl N keys-shall implement MxN 4-bit secured-state key file privileges.

Given the above, a Tag with N keys and M files supports (2+N)xM independent 4-bit privileges. Foi

exampl nnnnnnnn Tog iyanlarannte NI raygye o d THla N 1A 1 S A EH1n D Thoe +hn Toghac 4217
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4-bit privileges.

A FilePrivilege may assign privileges 00002-00113 and 11002-1111; in Table 6.24 and Table 6.25. If a
Tag does not implement any manufacturer-defined privileges then the Tag may store only the 2 LSBs
of the 4-bit privilege, but all communications still use 4-bit values. In this latter case, if an Interrogator
sends a 4-bit privilege with either MSB being nonzero then the Tag shall not execute the FilePrivilege
and instead treat the command’s parameters as unsupported (see Table C.30).

The access password or a key with a 0011, secured-state file privilege in Table 6.24 or Table 6.25 is
defined to be a superuser for that file.
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A Tag shall permit an Interrogator that accessed or authenticated itself as a file superuser to:

read or assign a new 4-bit privilege for the open state, access password, or any key (including its

own) regardless of the cryptographic suite to which the key is assigned, for the currently open file,
using a FilePrivilege command.

or permaunlocked memory and only if the Tag is dynamic.

change the FileType of the currently open file using a FileSetup command, for a static or a dynamic Tag.

resize the currently open file using a FileSetup command, but only if the file contains no permalocked

he secured state.

Table 6.24 ~<File_0 privileges

A Tag shall not permit an Interrogator that did not access or authenticate itself as a file superus
read or assign the 4-bit privilege for the open state, for the currently open file.

read or assign the 4-bit privilege for the access password or for any key othertlian the ong
to enter the secured state, for the currently open file.

increase the privileges (move down one or more rows in Table 6.24 or Table 6.25) for thg
password or for any key, for the currently open file.

f the access password or key that a Tag used to enter the secured state has DecFilePriv=1 (sg
b.22 and Table 6.23) then a Tag shall permit an Interrogator to self-reduce its privileges (moveg
br more rows in Table 6.24 or Table 6.25) to the currently open file for this access password|
[0 be clear, if DecFilePriv=1 then an Interrogator may, via & FilePrivilege command, instruct §
Hecrement a 00117 privilege to 00102, 00017, or 00007; a,0010; privilege to 0001 or 00007; or
brivilege to 00003 for the currently open file for the acceSs password or key that the Tag used

b1 to:

it used

b ACCess

e Table
up one
or key.
| Tag to
h 00017
o enter

Open State Secured State
(Privilege by File) (Privilege by Access Password or Key)
Ml Write | po%k hEile- | Ml write | gock | File-| |
Read | BlockWrite Perma Privi- Setup Read | BlockWrite Perma Privi- Setup
BlockErase lock lege BlockErase lock lege

0000 v x D D D 0000 v x x x x
0001 v x D D D 0001 v L x P x
0010 v C D D D 0010 v L v P x
0011 v D D D 00111 v L v v v
0100 RFU 0100 RFU

0101 RFU 0101 RFU

0110 RFU 0110 RFU

0117 RFU 0111 RFU

1000 RFU 1000 RFU

1001 RFU 1001 RFU

1010 RFU 1010 RFU

1011 RFU 1011 RFU

1100 Manufacturer defined 1100 Manufacturer defined

1101 Manufacturer defined 1101 Manufacturer defined

1110 Manufacturer defined 1110 Manufacturer defined

permitted in the state.

Key: v=allowed by privilege; x=disallowed by privilege; L=allowance determined by lock and blockpermalock status of
the specified memory banks/blocks; P=allowance determined by DecFilePriv for the password or key; D=command not
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Table 6.24 (continued)

Open State Secured State
(Privilege by File) (Privilege by Access Password or Key)
Privilege Lock Privilege Lock
value Write _| File- _— value Write ) File- o
Read | BlockWrite Block Privi- File Read | BlockWrite Block Privi- File
Perma Setup Perma Setup
BlockErase lege BlockErase lege
lock lock
1111 Manufacturer defined 1111 Manufacturer defined
Key: v=gttowed by privitege; x=disattowed by privitege; t=attowance determimed by tockamd-btockpermatock statusof
the spedified memory banks/blocks; P=allowance determined by DecFilePriv for the password or key; D=command hof
permittgd in the state.
Note 1 This 0011 secured-state privilege is a superuser for File_0.
Table 6.25 — File_N (N>0) privileges
Open State (Privilege by File) Secured State (Prlx:::ce}(g:yl))y Access Password
Privilege Privilege
value Write Block- | File- File- value Write Block- File- File-
Read | BlockWrite | Perma | Privi- Setu Read | BlockWrite'| Perma | Privi- Setu
BlockErase | lock lege p BlockErase lock lege p
0000 x x D D 0000 x X x x x
0001 v x D D D 0001 v x x P x
0010 v L D D D 0010 % L x P x
0011 v L D D D 00111 v L v v v
0100 RFU 0100 RFU
0101 RFU 0101 RFU
0110 RFU 0110 RFU
0111 RFU 0111 RFU
1000 RFU 1000 RFU
1001 RFU 1001 RFU
1010 RFU 1010 RFU
1011 RFU 1011 RFU
1100 Manufacturer defined 1100 Manufacturer defined
1101 Manufaeturer defined 1101 Manufacturer defined
1110 Manufacturer defined 1110 Manufacturer defined
1111 Manufacturer defined 1111 Manufacturer defined
Key: v=pllowed by.privilege; x=disallowed by privilege; L=allowance determined by the blockpermalock status of the
specifiedl memory.blocks; P=allowance determined by DecFilePriv for the password or key; D=command not permitted in|
the statq.
Note 1 This 0011 secured-state privilege is a superuser for File_N, N>0.
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Table 6.26 — Allowed file resizing

File num- |File is permalocked or| One or more file blocks are per- | Increasing file | Decreasing file
ber permaunlocked malocked or permaunlocked size allowed? size allowed?
No No Yes Yes
No Yes Yes No
N=0
Yes No No No
Yes Yes No No
No Yes Ye
N>0 N/A
Yes Yes Nd
Table 6.27 — Access commands and Tag states in which they are perinitted
State
Command Subclass Remark
Acknowledged Open Secured
Req_RN allowed allowed allowed Core mandatory commpnd
Read disallowed allowed allowed Cofe mandatory commpand
mandatory command;
Write disallowed allowed allowed Core
requires prior Req RN
Kill mandatory command;
disallowed allowed allowed Core
(password-based) requires prior Req RN
Kill . . optional usage of mandatory
(authenticated) disallowed disallowed |@allowed Core Kill command
Lock disallowed disallowed | allowed Core mandatory commpnd
optional command;
Access disallowed allowed allowed Core
requires prior Req RN
BlockWrite disallowed allowed allowed Core optional commahd
BlockErase disallowed allowed allowed Core optional commahd
BlockPermalock disallowed disallowed | allowed Core optional commahd
ReadBuffer disallowed allowed allowed Core optional commahd
Untraceable disallowed disallowed | allowed Core optional commahd
Authenticate disallowed allowed allowed Security optional commapd
optional command;
AuthComin disallowed allowed allowed Security
requires prior authentication
optional command;
SecureComm disallowed allowed allowed Security
requires prior authentication
optional rnmma]ld;
KeyUpdate disallowed disallowed | allowed Security
requires prior authentication
TagPrivilege disallowed disallowed | allowed Security optional command
FileOpen disallowed allowed allowed File optional command
FileList disallowed allowed allowed File optional command
FilePrivilege disallowed disallowed | allowed File optional command
FileSetup disallowed disallowed | allowed File optional command

A Tag manufacturer may assign file privileges to the open state and to the access password or keys
as required by the Tag’s intended use case. A Tag manufacturer may assign file superuser privileges
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to the access password or to any key. Although this protocol recommends against a Tag manufacturer
assigning file superuser privileges to a zero-valued access password or key, it does not prohibit a Tag
manufacturer from doing so.

As described above, a Tag opens File_0 upon first entering the open or secured state. If an Interrogator
attempts to subsequently open another file for which its privilege level is 0000, then the Tag opens the
file but does not grant the Interrogator any file privileges.

Some privilege flelds in Table 6.24 and Table 6.25 show “x” [dlsallowed by pr1v1lege) If Read is “x” fo
a privilege va
BlockWtite, or BIockErase are

then the Tag shall behave as 1fthe memory locatlon is permalocked dng
if Lock ¢r BlockPermalock are “x” then the Tag shall behave as if the memory location is neither lockablg
nor unlpckable. If FilePrivilege or FileSetup are “x” then the Tag shall behave as if the Interrogator has
insuffidient privileges. If a Tag implements the BlockPermalock command then all files shall support the
BlockPgrmalock command.

u ”

u ”

If a Tag’s User memory is untraceably hidden then the Tag shall only execute acFileOpen, FileList
FileSetyp, or FilePrivilege issued by an Interrogator with an asserted Untraceable privilege (see Tablg
6.22 anfd Table 6.23); if the Interrogator has a deasserted Untraceable privilegethen the Tag shall treaf
these commands’ parameters as unsupported (see Table C.30).

A Tag shall not permit a permalocked portion of memory to be erased ox‘overwritten, except for the I
and U bijits in UIl memory, which an Interrogator with an asserted Untraceable privilege may overwrite

In som¢ instances a dynamic Tag may allow file resizing. Whetherya Tag allows resizing shall depend
on whether the Tag accepts a FileSetup command (varies by privilege and state), whether the Tag has
free mgmory available for the resizing, and whether the filevor any blocks in it are permalocked o1
permaynlocked. See Table 6.26.

6.3.2.12 Interrogator commands and Tag replies

Interrogator-to-Tag commands shall use the command codes, protection, and parameters shown ir
Table 6]28.

— QugryRep and ACK have 2-bit command-codes beginning with 0;.
— Qugry, QueryAdjust, and Select have-4-bit command codes beginning with 105.
— OtHer commands that are sensitive to link throughput use 8-bit command codes beginning with 110;

— Other commands that areinsensitive to link throughput use 16-bit command codes beginning with
1110;.

— QuéryRep, ACK,/Query, QueryAdjust, and NAK have the unique command lengths shown in Table
6.2B. No other\eemmands shall have these lengths. If a Tag receives one of these commands with ar
incprrect length then it shall treat the command as invalid (see Table C.30).

— Qugryand Flex_Query (see 7.4.1) are protected by a CRC-5, shown in Table 6.12 and detailed in Annex H

— Select, Req_RN, Read, Write, Kill, Lock, Access, BIockWrite, BIOCKETase, BlockPermalock, Authenticate,
SecureComm, AuthComm, KeyUpdate, ReadBuffer, Challenge, Untraceable, FileOpen, Filelist,
FilePrivilege, FileSetup, TagPrivilege, BroadcastSync (see 8.3.3), and HandleSensor (see 8.4) are
protected by a CRC-16, defined in 6.3.1.5 and detailed in Annex F.

— R=>T commands begin with either a preamble or a frame-sync, as described in 6.3.1.2.8. The
command-code lengths specified in Table 6.28 do not include the preamble or frame-sync.

— A Tag’s behavior upon receiving a faulty command depends on the fault type and the Tag state.
Annex B and Annex C define the fault types by state. In general, the faults are (1) unsupported
parameters, (2) incorrect handle, (3) improper, and (4) invalid. Note that, for some cryptographic
suites, a Tag may reset its cryptographic engine and change state upon receiving a faulty command.

76 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

Table 6.28 — Interrogator Commands

Mandatory Encapsulation
C d Cod Length C d Reply Protec-
omman ode (bits) omman Type |SecureComm?| AuthComm?2 | Mandatory3 | tjon
(Y/N)? (Y/N)? (Y/N)? (Y/N)?
. Unique
QueryRep 00 4 Yes Immediate No No No length
ACK 01 18 Yes Immediate Yes Yes No Lllmque
ength
Unique
Query 1000 22 Yes Immediate No No N y\<0 length
(19 and a
c. CRC-5
0~ Uni
. . J nique
QueryAdjust 1001 9 Yes Immediate No No (b No length
Select 1010 > 44 Yes None No Ny No CRC-16
,\v
Reserved for 1011 _ B B B C)_ B B
Ifuture use s
\4 Unique
INAK 11000000 8 Yes Immediate No O No No 1
CA ength
Req_RN 11000001 | 40 Yes Immediate Yes N Yes No CRC-16
Read 11000010 | >57 Yes Immediate | ¢, %)s Yes Yes CRC-16
A\
Write 11000011 | >58 Yes Delayed J50) No No No CRC-16
Kill 11000100 59 Yes Delaye&‘ Yes 1 Yes 1 Yes 1 CRC-16
Lock 11000101 | 60 Yes Delayed Yes Yes Yes CRC-16
Access 11000110 56 No L@i‘e}diate No No No CRC-16
BlockWrite 11000111 | >57 No n\\ Delayed Yes Yes Yes CRC-16
\
BlockErase 11001000 | >57 No A\ Delayed Yes Yes Yes CRC-16
O Immediate
BlockPermalock 11001001 | > 66 . \kﬁt’ & Delayed Yes Yes Yes CRC-16
=\
Reserved for 11001010 X NS
BAP Manchester | ... @ : - - - - - -
(see 7.5:4) 11001110 | (7
(.) Unique
Flex_Query (see |14 42 No Immediate No No No length
7.4.1) N\ and a
%) CRC-5
Reserved for ~\)
BAP Manche 11010000 - - - - - - -
(see7.5.4) )
Broa ync
,%‘ 11010001 56 No None No No No CRC-16
(see.83.3)
=4
Iﬂeaatfuj]er TTIOTOUI0 67 NO Immediate NO Yes NoO CRC-16
FileOpen 11010011 52 No 4 Immediate Yes Yes Yes CRC-16
Challenge 11010100 | >48 No None No No No CRC-16
Authenticate 11010101 > 64 No In-process No No No CRC-16
SecureComm 11010110 >56 No In-process No No No CRC-16
AuthComm 11010111 > 42 No In-process No No No CRC-16
Reserved for 11011000 _ B B _ _ B B
future use
HandleSensor 141011001 | > 63 No Delayed Yes Yes Yes CRC-16
(see 8.4)
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Table 6.28 (continued)

Mandatory Encapsulation
C d Cod Length C d Reply Protec-
omman ode (bits) omman Type |SecureComm2|AuthComm? | Mandatory3 | tjon
(Y/Ny? (Y/N)? (Y/N)? (Y/N)?
11011010
Reserved for B _ B _ _ _ _
future use
11011111
11100000
00000000 Man-
Reserved for Y
custom dom- - - - - - -
mands tu}"er
11100000 defined
11111111
11100001
00000000 Man-
Reserved for ufac-
propriet@ry - - - - - - turer
commanfls 11100001 defined
11111111
Untraceqble ééégggég 62 No Delayed Yes Yes Yes CRC-16
FileList 3(1)388832 71 No In-process Yes Yes Yes CRC-16
11100010
KeyUpdadte 00000010 | 72 No In-process Yes Yes No CRC-16
TagPrivilege 3(1)3888}(1) 78 No In-process Yes Yes Yes CRC-16
FilePrivilege (1](1)388(1)38 68 No In-process Yes Yes Yes CRC-16
FileSetu (1)3(1)88(1)5(1) 71 No In-process Yes Yes Yes CRC-16
11100010
00000110
Reserved for B . B B B _ _
future ude
11101111
11111111
Note 1 An authenticated‘Kill shall be encapsulated in a SecureComm or an AuthComm; a password-based Kil
shall not be encapsulated:

Note 2

Note 3

AuthCompm is fandatory.

Note 4

If a Tag supports File_ N, N>0 then FileOpen is mandatory.

Commandswith a “yes” may be encapsulated in a SecureComm or an AuthComm, as appropriate.

For amatithenticated Interrogator and commands with a “yes”, encapsulation in a SecureComm or ar

6.3.2.12.1 Select commands

The select command set comprises Select and Challenge.

6.3.2.12.1.1 Select (mandatory)

Interrogators and Tags shall implement the Select command shown in Table 6.29. A Select allows
an Interrogator to select a Tag subpopulation based on user-defined criteria, enabling union (U),
intersection (N), and negation (~) based Tag partitioning. Interrogators perform U and N operations by
issuing successive Select commands. Select can assert or deassert a Tag’s SL flag, which applies across
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all four sessions, or it can set a Tag’s inventoried flag to either A or B in any one of the four sessions.
A Tag executes a Select from any state except Killed. Select passes the following parameters from
Interrogator to Tags:

— Target indicates whether the Select modifies a Tag’s SL flag or its inventoried flag, and in the case of
inventoried it further specifies one of four sessions. A Select that modifies the SL flag shall not modify
an inventoried flag, and vice versa. A Tag shall ignore a Select whose Target is 101, 1102, or 1115.

— Action elicits the Tag behavior in Table 6.30, in which matching and not-matching Tags assert or
deassert SL orsettheirinventoried ﬂqg toAorRB A Tng r‘rmfnrming tothe contents ofthe MemBank,
Pointer, Length, and Mask fields is matching. A Tag not conforming to the contents of theSe fields is
not-matching. The criteria for determining whether a Tag is matching or not-matchingeare specified
by the MemBank, Pointer, Length and Mask fields.

— MemBank specifies how a Tag applies Mask. If MemBank=00; then the Tag searches for [at least
one file whose FileType matches Mask. If MemBank=015, 102, 117 then a Tagyapplies Mask to the
UIl memory bank, TID memory bank, or File_0, respectively. A Select specifies a single Filellype or
memory bank. Successive Selects may apply to different file types and /or memory banks.

— Pointer specifies a starting bit address for the Mask comparison. Pointer uses EBV formattjng (see
Annex A) and bit (not word) addressing. If MemBank=00; then an Interrogator shall set Pointef to 00p;
ifa Tag receives a Select with MemBank=003 and a nonzero Pointep value then it shall ignore the Select.

— Length specifies the length of Mask. Length is 8 bits, allowihg Masks from 0 to 255 bits in|length.
If MemBank=00; then an Interrogator shall set Length=000010003; if a Tag receives a Sel¢ct with
MemBank=00; and Length<>000010003 then it shallighore the Select.

— Mask is either a FileType (if MemBank=003) or a bit’string that a Tag compares to a memory location
that begins at Pointer and ends Length bits-later (if MemBank<>003). An untraceable Tag shall
process a Select with MemBank=00; whose*User memory is traceable, or with MemBank<>00;
whose Mask operates on a completely traceable bit string. A Tag shall treat as not-matching|a Select
command whose Mask includes untraceably hidden memory.

— MemBank=003: If a Tag has.a file with the specified FileType then the Tag is matching. If the
Tag does not support files.or does not have a file with the specified FileType then the Tag is
not-matching.

— MemBank<>003: IfsMask matches the string specified by Pointer and Length then the Tag is
matching. If Pointer and Length reference a memory location that does not exist then the Tag
is not-matching.f Length is zero then the Tag is matching, unless Pointer references a themory
location that'does not exist, or Truncate=1 and Pointer is outside the UlI specified in th¢ length
field in the\StoredPC, in which case the Tag is not-matching.

— Truncatéindicates whether a Tag’s backscattered reply shall be truncated to those Ull bits th4t follow
Mask-If’an Interrogator asserts Truncate, and if a subsequent Query specifies Sel=10 or Sel=[1, then
a matehing Tag shall truncate its ACK reply to the portion of the Ull immediately followinjg Mask,
followed by a PacketCRC. If an Interrogator asserts Truncate then it shall assert it:

— in thelast Select that the Interrogator issues prior to sending a Query.,

— only if the Select has Target=100, and
— only if Mask ends in the UII.

These constraints do not preclude an Interrogator from issuing multiple Select commands that target
the SL and/or inventoried flags. They do require that an Interrogator that is requesting Tags to
truncate their replies assert Truncate in the last Select, and that this last Select targets the SL flag. A Tag
shall decide whether to truncate its backscattered UIl on the basis of the most recently received valid
Select (i.e. not ignored and matching or not-matching).
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If a Tag receives a Select with Truncate=1 and
— Target<>100; or MemBank<>01, then the Tag shall ignore the Select.

— MemBank=01; but Mask ends outside the UII specified by the L bits in the StoredPC then the Tag
shall be not-matching.

A Tag shall preface a truncated reply with five leading zeros (000007) inserted between the preamble
and the truncated reply. Specifically, when truncating its replies a Tag backscatters 000002, then the
portion of its UII following Mask, and then a PacketCRC. See Table 6.17.

A Tag shall power-up with Truncate=0.

Mask mlay end at the last bit of the UlI, in which case a truncating Tag shall backscatter 000002 followed
by a PagketCRC.

Truncated replies never include an XPC_W1 or an XPC_W?2, because Mask must end in the UII.

Table 6.29 — Select command

Command Target Action| MemBank | Pointer |Length| ‘\Mask | Truncate | CRC
# of pits 4 3 3 2 EBV 8 Variable 1 16
descrip- 1010 000: Inventoried (SO) | See |00: FileType | Starting | Mask | Mask | 0: Disable | CRC-16
fion 001: Inventoried (51) T;gloe 01: UII a(l:;/[direkss la?i%;;‘ value tlr_“zcat:l’“
010: Inventoried (52) 10: TID iranention
011: Inventoried (S3) 11: File_0
100: SL
101: RFU
110: RFU
111: RFU

Becauseg a Tag stores its StoredPC and StoredCRC in UIl memory, a Select command may select on them
Becausg a Tag computes its PacketPC and PacketCRC dynamically and does not store them in memory;, ¢
Select command is unable to select on them.

Table-6-:30 — Tag response to Action parameter

Action Tag Matching Tag Not-Matching
000 assert SL or inventoried - A | deassert SL or inventoried — B
001 assert SL or inventoried — A do nothing
010 do nothing deassert SL or inventoried — B
011 negate SL or (A — B, B—= A) do nothing
100 deassert SL ir ];nventoried assert SL or inventoried — A
101 deassert SL ir;nventoried do nothing
110 do nothing assert SL or inventoried — A
111 do nothing negate SL or (A — B, B— A)

A Select whose Pointer, Length, and Mask include the StoredPC may produce unexpected behavior.
Specifically, if a Tag’s ACK reply uses a PacketPC then the reply may appear to not match Mask even
though the Tag’s behavior indicates matching, and vice versa. For example, suppose that an Interrogator
sends a Select to match a 001003 length field in the StoredPC. Further assume that the Tag is matching,
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but has an asserted XI. The Tag will increment its length field to 00101, when replying to the ACK. The
Tag was matching, but the backscattered length field in the PacketPC appears to be not-matching.

An Interrogator shall prepend a Select command with a frame-sync (see 6.3.1.2.8). The CRC-16 that
protects a Select is calculated over the first command-code bit to the Truncate bit.

A Tag shall not reply to a Select.

6.3.2.12.1.2 Challenge (optional)

nterrogators and Tags may implement the Challenge command; if they do then they shall implg¢ment it
hs shown in Table 6.31. A Challenge allows an Interrogator to instruct multiple Tags to simultaheously
et independently precompute and store a cryptographic value or values for use in & subjequent
huthentication. The generic nature of the Challenge command allows it to support-a wide |variety
bf cryptographic suites. A Tag executes a Challenge from any state except Killed.’Challenge has the
following fields:

— IncRepLen specifies whether the Tag omits or includes length in its stored reply. If IncRepLen=0
then the Tag omits length from its stored reply; if IncRepLen=1 then 'the Tag includes length in its
stored reply.

— Immed specifies whether a Tag concatenates response to its UN'when replying to an ACK. If imimed=0
then the Tag does not concatenate response to its UIl when replying to an ACK; if immed=1 then the
Tag backscatters Ul + response when replying to an ACK.

— CSl selects the cryptographic suite that Tag and Interrogator use for the Challenge.
— Length is the message length in bits.
— Message includes parameters for the authentication.

Jpon receiving a Challenge a Tag that supports the command shall return to the ready sthte and
eassert its C flag. If the Tag supports-the CSI and can execute message then it shall perfarm the
requested action(s); otherwise the Tag shall not execute message. A Tag shall not reply to a Challenge.

A Challenge contains 2 RFU bits. An'Interrogator shall set these bits to 00;. If a Tag receives a Challenge
fontaining nonzero RFU bits then'it shall return to the ready state and deassert its C flag but not gxecute
message. Future protocols may use these RFU bits to expand the functionality of the Challenge command.

An Interrogator shall prepend a Challenge command with a frame-sync (see 6.3.1.2.8). The CRC}16 that
brotects a Challenge is talculated over the first command-code bit to the last Message bit.

fa Tag supportsthe Challenge command then it shall implement the security (S) indicator (see 6.8.2.1.3).

[he cryptographic suite specifies message formatting, what value or values the Tag precomputes,
hnd the format in which the Tag stores the value(s). It specifies Tag behavior if a Tag cannot compute
bne or<smore values. It may contain additional information such as how Tag and Interrogator perform
h subsequent authentication from values precomputed by a Challenge. It specifies the formaqfting of

[Hescomputed result for both a successful and an unsuccessful Challenge. It may contain infofmation
about how Tag and Interrogator derive session Keys for subsequent communications. It may include
parameters, such as a key, that affect pre- and post-authenticated communications. See Annex M for the
parameters specified by a cryptographic suite.

After executing a Challenge a Tag shall store its response (result or error code) in its ResponseBuffer.
If IncRepLen=1 then the Tag also stores the length of the response (in bits) as shown in Figure 6.17. An
Interrogator may subsequently read the response using a ReadBuffer command.

After executing and storing a response a Tag shall assert its C flag. A Tag shall not assert its C flag until
after it has computed and stored the entire response. A Tag shall deassert its C flag upon (a) receiving a
subsequent Challenge, or (b) exceeding the C flag persistence time in Table 6.20. As described above the
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ResponseBuffer contents may include a length field and may be a cryptographic response or an error
code. A Tag does not permit an Interrogator to read its ResponseBuffer when C=0.

If the most recent Challenge received and executable by a Tag asserts immed, and if the Tag’s C flag is
asserted when it receives a subsequent ACK, then when replying to the ACK the Tag shall concatenate
its ResponseBuffer contents to its UIl and backscatter the concatenated reply. See Table 6.17. See
also Figure 6.23.

A Challenge may precede a Query Tags that hear a Challenge and support the command the CSI and

If an In
its pro
availab
a suffic
assert

If a Tdg observes a properly formatted Challenge but there is a cryptographic error, and theg

cryptog
ready :
for a C1
otherw

invento| y Tags that have successfully stored aresponse.

terrogator sends a command while a Tag is processing a Challenge then the Tag may) abort
ressing (leaving C=0) and evaluate the command or, in environments with limjted ‘powel
lity, may undergo a power-on reset. This protocol recommends that Interrogators.senid CW fot
jent period of time after sending a Challenge for all Tags to compute and store their result and
heir C flag.

raphic suite specifies that the error requires a security timeout, then'the Tag shall return tq
ind enforce a security timeout as specified in 6.3.2.5. If a Tag that §upports security timeoutg
allenge receives a Challenge during a timeout then it shall return’to ready but not act on o1
se execute any portion of the Challenge.

Table 6.31 — Challenge Command

Command | RFU IncRepLen Immed CSI | Length | Message | CRC
# of bits 8 2 1 7 8 12 Variable 16
descrjption| 11010100 00 |0: Omitlength |0: Do not trans- CSI | length of | message | CRC-16

from reply mitresult with message | (depends

1 Include length Sl on L3I

in reply 1: Transmit

result with UII
6.3.2.12.2 Inventory commands

The invi

6.3.2.1

Interro
specifig

— DR

|
=

entory command set comprises Query, QueryAdjust, QueryRep, ACK, and NAK.

P.2.1 Query (mandatory)

bators and Tags)shall implement the Query command shown in Table 6.32. Query initiates and
s an inventoryTound. Query includes the following fields:

(TRcaldivide ratio) sets the T=>R link frequency as described in 6.3.1.2.8 and Table 6.9.

cycles per symbol) sets the T=>R data rate and modulation format as shown in Table 6.10.

— TRextchooses whether a Tag prepends the T=>R preamble with a pilot tone as described in 6.3.1.3.2.2
and 6.3.1.3.2.4. A Tag’s reply to a command that uses a delayed or an in-process reply (see 6.3.1.6)
always uses an extended preamble regardless of the TRext value.

— Sel

chooses which Tags respond to the Query (see 6.3.2.12.2.1 and 6.3.2.8).

sion chooses a session for the inventory round (see 6.3.2.8).

— Ses

— Target selects whether Tags whose inventoried flag is A or B participate in the inventory round.
Tags may change their inventoried flag from A to B (or vice versa) as a result of being singulated.

— Qsets the number of slots in the round (see 6.3.2.8).
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An Interrogator shall prepend a Query with a preamble (see 6.3.1.2.8).

Table 6.32 — Query command

Command DR M TRext Sel | Session 'I;:; Q CRC

# of bits 4 1 2 1 2 2 1 4 5
description 1000 0: DR=8 00: M=1 |0: No pilottone |00: All |00:SO 0:4
I DR=64/5 |Ul: M=Z2 [1:Usepilottone |[UL: All  [OL:51 I'b
10: M=4 10: ~SL |10:S2
11: M=8 11: SL |11:S3

0-15)| CRC-5

Table 6.33 — Tag reply to a Query command

Reply
# of bits 16
description RN16

An Interrogator shall not encapsulate a Query in a SecureComm ar AuthComm (see Table 6.28).

[he CRC-5 that protects a Query is calculated over the first éemmand-code bit to the last Q bit.|If a Tag
receives a Query with a CRC-5 error then it shall treat the-¢emnmand as invalid (see Table C.30).

Jpon receiving a Query, Tags with matching Sel and Farget shall pick a random value in the range (0,
PQ-1), inclusive, and shall load this value into theirslot counter. If a Tag, in response to the Queny, loads
ts slot counter with zero, then its reply to a Query;shall be as shown in

[able 6.33 using the immediate reply type specified in 6.3.1.6.1; otherwise the Tag shall remain kilent.

A Query may initiate an inventory round in a new session or in the prior session. If a Tag in the
acknowledged, open, or secured states receives a Query whose session parameter matches the prior
session it shall invert its inventoried flag (i.e. A=B or B—A) for the session before it evaluates \}hether
o transition to ready, arbitrate/ or reply. If a Tag in the acknowledged, open, or secured states
receives a Query whose session parameter does not match the prior session it shall leave its inveptoried
[lag for the prior session unchanged when beginning the new round.

A Tag shall support al'DR and M values specified in Table 6.9 and Table 6.10, respectively.

A Tag in any statévother than Killed shall execute a Query command, starting a new round in the
bpecified sessionand transitioning to ready, arbitrate, or reply, as appropriate (see Figure 6.21). A Tag
n the killed'state shall ignore a Query.

6.3.2.12.2.2 QueryAdjust (mandatory)

nterrogators and Tags shall implement the QueryAdjust command shown in Table 6.34. QuenyAdjust
djusts ¢ (i-e- the number of Sfots I an Inventory round — See 6.3.2.8) without changing any other
round parameters.

QueryAdjust includes the following fields:

— Session corroborates the session number for the inventory round (see 6.3.2.8 and 6.3.2.12.2.1). If a
Tag receives a QueryAdjust whose session number is different from the session number in the Query
that initiated the round it shall ignore the command.

— UpDn determines whether and how the Tag adjusts Q, as follows:

110: Increment Q (i.e. Q= Q + 1).
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000: No change to Q.

011: Decrement Q (i.e. Q = Q - 1).

If a Tag receives a QueryAdjust with an UpDn value different from those specified above then it shall treat
the command as invalid (see Table C.30). Ifa Tag whose Q value is 15 receives a QueryAdjust with UpDn=110
then it shall change UpDn to 000 prior to executing the command; likewise, if a Tag whose Q value is 0
receives a QueryAdjust with UpDn=011 then it shall change UpDn to 000 prior to executing the command.

A Tag shall maintain a running count of the current @ value. The initial Q value is specified in the
Query dommand that started the inventory round; one or more subsequent QueryAdjust commands
may mqdify Q.

An Intefrogator shall prepend a QueryAdjust with a frame-sync (see 6.3.1.2.8).

Table 6.34 — QueryAdjust command

Command Session UpDn
# of bits 4 2 3
description 1001 00: S0 110: Q=Q + 1
01:S1 000: No change to Q
10: S2 011: Q€Q-1
11:S3

Table 6.35 — Tag reply to a QueryAdjust command

Reply
# of bits 16
description RN16

An Intefrogator shall not encapsulate a QueryAdjust in a SecureComm or AuthComm (see Table 6.28).

Upon receiving a QueryAdjust Tags firstupdate Q, then pick a random value in the range (0, 2¢-1)
inclusive, and load this value into their slot counter. If a Tag, in response to the QueryAdjust, loads its slof
counterf with zero, then its reply to-a:QueryAdjust shall be shown in Table 6.35 using the immediate reply
type splecified in 6.3.1.6.1; otherwise, the Tag shall remain silent. A Tag shall respond to a QueryAdjust
only if if received a prior Query.

A Tag ih any state except,¥eady or Killed shall execute a QueryAdjust command if, and only if, (i) thg
session|parameter in the command matches the session parameter in the Query that started the round
and (ii)|the Tag is notin the middle of a Kill or Access command sequence (see 6.3.2.12.3.4 0or 6.3.2.12.3.6
respectfively).

A Tag |n the~acknowledged, open, or secured state that receives a QueryAdjust whose session]
paramgdgter.matches the session parameter in the prior Query, and that is not in the middle of a Kill of

A BAaoa o o " L 29 19 2 A w2 D19 D L o B 3 1) 1] 3. ek o Saay £ 1O
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flag (i.e. A=B or B—A4, as appropriate) for the current session and transition to ready.

6.3.2.12.2.3 QueryRep (mandatory)
Interrogators and Tags shall implement the QueryRep command shown in Table 6.36. QueryRep instructs

Tags to decrement their slot counters and, if slot=0 after decrementing, to backscatter an RN16 to the
Interrogator.
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QueryRep includes the following field:

— Session corroborates the session number for the inventory round (see 6.3.2.8 and 6.3.2.12.2.1). If
a Tag receives a QueryRep whose session number is different from the session number in the Query
that initiated the round it shall ignore the command.

An Interrogator shall prepend a QueryRep with a frame-sync (see 6.3.1.2.8).

An Interrogator shall not encapsulate a QueryRep in a SecureComm or AuthComm (see Table 6.28).

fa Tag, in response to the QueryRep, decrements its slot counter and the decremented sldt value
s zero, then its reply to a QueryRep shall be as shown in Table 6.37 using the immediaterceply type
tpecified in 6.3.1.6.1; otherwise the Tag shall remain silent. A Tag shall respond to a QueryRep ¢nly if it
received a prior Query.

A Tag in any state except ready or Killed shall execute a QueryRep command if, and.only if, (i) the|session
parameter in the command matches the session parameter in the Query that(tarted the roujnd, and
ii) the Tag is not in the middle of a Kill or Access command sequence (see 6.3.2.12.3.4 or 6.3.4.12.3.6,
respectively).

A Tag in the acknowledged, open, or secured state that receives a QueryRep whose session pafameter
matches the session parameter in the prior Query, and that is not-in the middle of a Kill o1 Access
rommand sequence (see 6.3.2.12.3.4 or 6.3.2.12.3.6, respectively),'shall invert its inventoried flag (i.e.
A—B or B—A4, as appropriate) for the current session and transition to ready.

Table 6.36 — QueryRép command

Conrmand Session
# of bits 2 2
description 00 00:S0
01:S1
10: S2
11:S3

Table 6.37 — Tag reply to a QueryRep command

Reply
# of bits 16
description RN16

h.3.2.12.2.4~ACK (mandatory)

nterrogators and Tags shall implement the ACK command shown in Table 6.38. An Interrogatdr sends
hn ACK to acknowledge a single Tag. ACK echoes the Tag’s backscattered RN16.

fan Interrogator 1ssues an ACK to a Tag in the reply or acknowledged state then the echoed RN16
shall be the RN16 that the Tag previously backscattered as it transitioned from the arbitrate state to
the reply state. If an Interrogator issues an ACK to a Tag in the open or secured state then the echoed
RN16 shall be the Tag’s handle (see 6.3.2.12.2.4).

An Interrogator shall prepend an ACK with a frame-sync (see 6.3.1.2.8).
An Interrogator may encapsulate an ACK in a SecureComm or AuthComm (see Table 6.28).

The Tag reply to a successful ACK shall be as shown in Table 6.39, using the immediate reply type
specified in 6.3.1.6.1. As described in 6.3.2.1.2 and shown in Table 6.17, the reply may be truncated or
include a concatenated response. A Tag that receives an ACK with an incorrect RN16 or an incorrect
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handle (as appropriate) shall return to arbitrate without responding, unless the Tag is in ready or
killed, in which case it shall ignore the ACK and remain in its current state.

If a Tag does not support XPC functionality then the maximum length of its backscattered UlI is 496
bits. If a Tag supports XPC functionality then the maximum length of its backscattered UlI is reduced by
two words to accommodate the optional XPC_W1 and XPC_W?2, so is 464 bits (see 6.3.2.1.2.2). In either
case a Tag’s reply to an ACK shall not exceed 528 bits for the PC + UII + PacketCRC, optionally followed
by a response field and its associated CRC-16 (see Table 6.17).

Table 6.38 — ACK command

Command RN
# of bits 2 16
description 01 Echoed RN16 or handle

Table 6.39 — Tag reply to a successful ACK command

Reply
# of bits 21to0 33,328
description See Table 6.17

6.3.2.12.2.5 NAK (mandatory)

Interrogators and Tags shall implement the NAK command shown in Table 6.40. A Tag that receives
a NAK ghall return to the arbitrate state without changing\its inventoried flag, unless the Tag is if
ready qr Kkilled, in which case it shall ignore the NAK and femain in its current state.

An Intefrogator shall prepend a NAK with a frame-syhe (see 6.3.1.2.8).
An Intefrogator shall not encapsulate a NAK in a SecureComm or AuthComm (see Table 6.28).

A Tag shall not reply to a NAK.

Table 6.40 — NAK command

Command
# of bits 8
description 11000000

6.3.2.12.3 Access conimands

The ac¢ess command set comprises Req_RN, Read, Write, Lock, Kill, Access, BlockWrite, BlockErase
BlockPdrmaleek, Authenticate, ReadBuffer, SecureComm, AuthComm, KeyUpdate, Untraceable, FileOpen
FileList) FileRrivilege, FileSetup, and TagPrivilege.

All access commands include the Tag’s handle and a CRC-16. The CRC-16 is calculated over the first
command-code bit to the last handle bit. A Tag in the open or secured state that receives an access
command with an incorrect handle but a correct CRC-16 shall behave as specified in Table C.30.

6.3.2.12.3.1 Req_RN (mandatory)

Interrogators and Tags shall implement the Req_RN command shown in Table 6.41. Req_RN instructs
a Tag to backscatter a new RN16. Both the Interrogator’s command and the Tag’s reply depend on
the Tag’s state:

— Acknowledged state: When issuing a Req_RN to a Tag in the acknowledged state an Interrogator
shall include the Tag’s last backscattered RN16 as a parameter in the Req_RN. The Req_RN is
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protected by a CRC-16 calculated over the command code and the RN16. If a Tag receives a Req_RN
with a correct RN16 and a correct CRC-16 then it shall generate and store a new RN16 (denoted
handle), backscatter this handle, and transition to the open or secured state. The choice of ending
state depends on the Tag’s access password, as follows:

— Access password <> 0: Tag transitions to open state.
— Access password = 0: Tag transitions to secured state.

A Tag in the acknowledged state that receives a Req RN with an incorrect RN16 but a correct CRC-16
bhall ignore the Req_RN and remain in the acknowledged state.

— Openorsecured state: When issuing a Req_RN to a Tag in the open or secured state an‘nterjrogator
shall include the Tag’s handle as a parameter in the Req_RN. If a Tag receives the-Req_RN with a
correct handle and a correct CRC-16 then it shall generate and backscatter a new(tRN16, remaining
in its current state (open or secured, as appropriate).

f an Interrogator wants to ensure that only one Tag is in the acknowledged state then it may|issue a
Req_RN, causing the Tag or Tags to each backscatter a handle and transitionto the open or secured state
[as appropriate). The Interrogator may then issue an ACK with handle as/a parameter in the cofnmand.
[he Tag that receives the ACK with a correct handle replies as specified in Table 6.39, whereds those
rhat receive it with an incorrect handle shall return to arbitrate.((Note: If a Tag receives an A{K with
hn incorrect handle it returns to arbitrate, whereas if it receive$.ah access command with an irjcorrect
handle it behaves as specified in Table C.30).

[he first bit of the backscattered RN16 shall be denoted the“MSB; the last bit shall be denoted the LSB.
An Interrogator shall prepend a Req_RN with a frame=sync (see 6.3.1.2.8).
An Interrogator may encapsulate a Req_RN in a SécureComm or AuthComm (see Table 6.28).

A Tag’s reply to a Req_RN shall be as shownzin Table 6.42, using the immediate reply type spedified in
b.3.1.6.1. The RN16 or handle are protected by a CRC-16.

Table 6.41 — Req_RN command

€ommand RN CRC
# of bits 8 16 16
description 11000001 Prior RN16 or handle CRC-16

Table 6.42 — Tag reply to a Req_RN command

RN CRC
# of bits 16 16
description handle or new RN16 CRC-16

6.3212.3.2 Read(mandatory)
T X7

Interrogators and Tags shall implement the Read command shown in Table 6.44. A Read allows an
Interrogator to read part or all of a Tag’s Reserved memory, UIl memory, TID memory, or the currently
open file in User memory. Read has the following fields:

— MemBank specifies whether the Read accesses Reserved, Ull, TID, or User memory. Read commands
shall apply to a single memory bank. Successive Reads may apply to different banks.

— WordPtr specifies the starting word address for the memory read, where words are 16 bits in
length. For example, WordPtr=00y, specifies the first 16-bit memory word, WordPtr=01y, specifies
the second 16-bit memory word, etc. WordPtr uses EBV formatting (see Annex A).
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Table 6.43 — Tag Read reply when WordCount=00; and MemBank=01>

WordPtr Memory Address Tag Imple- Tag Imple- What the Tag Backscatters

ments XPC_ ments XPC_
w1? wW2?

ortheU
10n,-144

Within the StoredCRC, StoredPC, UIl memory starting at WordPtr and end-

II specified by bits Don’t care Don’tcare |ing atthe Ull length specified by StoredPC
of the StoredPC bits 10p-144,.

UIl memory starting at WordPtr and

10n,-144

Within physical UIl memory but XPC_WT1 if WordPtr is less than or equal to
above the Ull specified by bits 210y, physical’ UIl memory extends to or

ending at the end of physical UIl memory,
unless the Interrogator has a deasserted
Untraceable privilege and the reply weuld
include untraceably hidden memosy, in
which case error code (see note 2),

No N/A. See note 1

UIl memory starting at WondPtr and
ending at the end of physical Ull memory,
unless the Interrogatomhas a deasserted
Untraceable privilege and the reply would
Yes No include untraceably hidden memory, in
which case errer\code (see note 2). Includes

of the StoredPC above 210p, and no error code.

UlLmémory starting at WordPtr and
ending at the end of physical UIl memory,
unless the Interrogator has a deasserted
Untraceable privilege and the reply would
include untraceably hidden memory, in
which case error code (see note 2). Includes
XPC_W1 and XPC_W?2 if WordPtr is less
than or equal to 210y, physical UIl memory
extends to or above 210y, and no error
code. Includes XPC_W?2 if WordPtr is equal
to 220y and physical Ull memory extends
to or above 220p.

Yes Yes

210p. Al

No N/A. See note 1 |Error code.

pove physical UIl memory Yes No XPC_WI1.
Yes Yes XPC_W1 and XPC_W2.

220p. A
ory

No N/A. See note 1 |Error code.
Yes No Error code.
Yes Yes XPC_W2.

bove physical UIl mem*

Not 210

UIl memory.

h or 220p¢ytove physical Don’t care Don'’t care Error code.

Note 1

If'a Tag does not implement an XPC_W1 then it does not implement an XPC_W?2. See 6.3.2.1.2.5.

Note 2

Untraceably hidden memory is not readable except by an Interrogator with an asserted Untraceable

privilege. See 6.3.2.12.3.16.

— Wo

rdCount specifies the number of 16-bit words to read. If WordCount=00y, then a Tag shall
backscatter the contents of the chosen memory bank or file starting at WordPtr and ending at the
end of the memory bank or file, however:

88

if MemBank=01; then a Tag shall backscatter the memory contents specified in Table 6.43.

if MemBank=103, and part of TID memory is untraceably hidden (see 6.3.2.12.3.16), and the
Interrogator has a deasserted Untraceable privilege, and the memory address specified by
WordPtr is in the traceable part of TID memory, then a Tag may either (i) backscatter the
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traceable part of TID memory starting at WordPtr, or (ii) treat the command’s parameters as
unsupported (see Table C.30), depending on the Tag manufacturer’s implementation.

An Interrogator shall prepend a Read with a frame-sync (see 6.3.1.2.8).

An unauthenticated Interrogator may, and an authenticated Interrogator shall, encapsulate a Read
command in a SecureComm or AuthComm (see Table 6.28).

A Tag shall reply to a Read using the immediate reply type specified in 6.3.1.6.1. If all memory words
specified in a Read exist, none are read-locked, all are traceable or the Interrogator has an asserted
Untraceable privilege, and for User memory the Interrogator has read privileges to the currently open
file (see 6.3.2.11.3), then a Tag’s reply to a Read shall be as shown in Table 6.45 comprising a.h¢ader (a
D-bit), the requested memory words, and the Tag’s handle. The reply includes a CRC-16 ¢alculated over
the 0-bit, memory words, and handle. Otherwise the Tag shall not execute the Read-and instead treat
he command’s parameters as unsupported (see Table C.30).

Table 6.44 — Read command

Command MemBank WordPtr WordCount RN CRC
# of bits 8 2 EBV 8 16 16
description 11000010 00: Reserved Starting Number of handle CRC-16

address words to

01: UII .
pointer read

10: TID

11: User

Table 6.45 — Tag reply to.@successful Read command

Header Memory Words RN CRC
# of bits 1 Variable 16 16
description 0 Data handle CRC-16

b.3.2.12.3.3 Write (mandatory)

nterrogators and Tags shallimplement the Write command shown in Table 6.46. Write allows an
nterrogator to write aword in a Tag’s Reserved memory, UIl memory, TID memory, or the cyrrently
bpen file in User memery: Write has the following fields:

— MemBank specifies whether the Write occurs in Reserved, UlI, TID, or User memory. Write comimands
shall applyto-a single memory bank. Successive Writes may apply to different banks.

—  WordPtr-specifies the word address for the memory write, where words are 16 bits in length. For
example, WordPtr=00y specifies the first 16-bit memory word, WordPtr=01}, specifies the|lsecond
16-bit memory word, etc. WordPtr uses EBV formatting (see Annex A).

—_)Data contains a 16-bit word to be written. Before each and every Write the Interrogator shall first
issue a Req_RN command; the Tag replies by backscattering a new RN16. The Interrogator shall
cover code the data by EXORing it with this new RN16 prior to transmission.

A Tag shall only execute a Write in the open or secured state. If a Tag in the open or secured state
receives a Write before which the immediately preceding command was not a Req_RN then it shall not
execute the Write and instead treat the command as invalid (see Table C.30).

If an Interrogator attempts to write to the kill or access password, UIl or TID memory banks, or File_0
and these memory locations are permalocked; or to the kill or access password, UIl or TID memory
banks, or File_0 and these memory locations are locked unwriteable and the Tag is in the open state;
or to a permalocked block in File_N, N>0 of User memory; or to memory that is untraceably hidden and
the Interrogator has a deasserted Untraceable privilege; or to a file for which the Interrogator does not
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have sufficient privileges; then the Tag shall not execute the Write and instead treat the command’s
parameters as unsupported (see Table C.30).

An Interrogator shall prepend a Write with a frame-sync (see 6.3.1.2.8).
An Interrogator shall not encapsulate a Write in a SecureComm or AuthComm (see Table 6.28).

Upon receiving an executable Write a Tag shall write the commanded data into memory.

Table 6.46 — Write command

Com- MemBank |WordPtr Data RN CRC
mand
# of bits 8 2 EBV 16 16 16
description|11000011 |00: Address RN16 ® handle | CRC-16
Reserved pointer word
01: UII to be written
10: TID
11: User

A Tag shall reply to a Write using the delayed reply specified in 6.3.1.6.2¢

6.3.2.12.3.4 Kill (mandatory)

Interrogators and Tags shall implement the Kill command showiin Table 6.47. Kill allows an Interrogatot
to permanently disable a Tag. To kill a Tag, an Interrogator shall follow the kill procedure shown ir
Figure p.24. A Tag shall implement the password-based(kill sequence shown in the left-side branch of
the kill[ procedure in Figure 6.24. A Tag that implements Interrogator or mutual authentication ang
Secureomm or AuthComm may also implement the@uthenticated-kill sequence shown in the right-sidg
branch jof the kill procedure in Figure 6.24. Kill has the following fields:

— Padsword specifies half of the kill passwerd EXORed with an RN16.

A Kill cpntains 3 RFU bits. An Interrogator shall set these bits to 000;. A Tag shall ignore these bits
Future protocols may use these bitsto expand the functionality of the Kill command.

An Intefrogator shall prepend an'whencapsulated Kill command with a frame-sync (see 6.3.1.2.8).
An Intefrogator may encapsulate a Kill in a SecureComm or AuthComm (see Table 6.28).
Password- kil n r

A Tag rphay execute,a password-based Kill from the open or secured state. A Tag is not required tc
authenticate an{nterrogator for a password-based kill. To perform the Kill, an Interrogator issues twq
successjive Kill'commands, the first containing the 16 MSBs of the Tag’s kill password EXORed with ar
RN16, qnd’'the second containing the 16 LSBs of the Tag’s kill password EXORed with a different RN16
Each EXORoperation shall be performed MSB first (i.e. the MSB of each half-password shall be EXORed
with the MSB of its respective RN16). Just prior to issuing each Kill command the Interrogator first
issues a Req_RN to obtain a new RN16.

A Tag shall be capable of successively accepting two 16-bit subportions of the 32-bit kill password. An
Interrogator shall not intersperse commands other than a Req_RN between the two successive Kill
commands. If a Tag, after receiving a first Kill, receives any valid command other than Req_RN before
the second Kill then it shall not execute the command and instead treat is as improper (see Table C.30),
unless the intervening command is a Query, in which case the Tag shall execute the Query and invert its
inventoried flag if the session parameter in the Query matches that in the prior session.

90 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

A Tag with a zero-valued kill password shall disallow itself from being killed by a password-based kill
operation. A Tag with a zero-valued kill password shall respond to a password-based kill by not executing
the kill operation and backscattering an error code, remaining in its current state. See Figure 6.24.

A Tag shall reply to a first Kill using the immediate reply specified in 6.3.1.6.1. The Tag’s first reply shall
be as shown in Table 6.48. The reply shall use the TRext value specified in the Query command that
initiated the round.

A Tag shall reply to the second Kill using the delayed reply specified in 6.3.1.6.2. If the kill succeeds then
the Tng, after cpnding the final rpp]y shown in Table 6 13 shall renderitself silent and shall not respond
o an Interrogator thereafter. If the kill does not succeed then the Interrogator may issuedajlReq_ RN
containing the Tag’s handle to verify that the Tag is in the Interrogator’s field, and may again attempt
he multi-step kill procedure in Figure 6.24.

f a Tag observes a properly formatted password-based Kill-command sequence hut'the kill fails (as
Will happen if the Interrogator sends an incorrect kill password) then the Tag shall return to arpbitrate
hind may enforce a security timeout as specified in 6.3.2.5. If a Tag that supponts;security timeouts for a
bassword-based Kill-command sequence receives such a sequence during a timeout then it shall{behave
hs though it is not killable, backscatter an error code (see Annex 1), and pemain in its current stdte.

Authenti kill ional
A Tag may execute an authenticated kill from the secured state. A Tag shall authenticate an Inter
/ia an Interrogator or mutual authentication prior to executing an authenticated kill. To {
hn authenticated kill an Interrogator issues a single Kil'command encapsulated in a Secuj
br AuthComm. The Interrogator may use any 16-bit value in the password field of the Kill co
because a Tag shall ignore the kill password for an authenticated kill. An Interrogator is not req
ssue a Req_RN prior to sending an encapsulated Kill.

rogator
erform
reComm
mmand
lired to

\uthKill
ted kill

A Tag shall only execute an authenticated killvif the Interrogator possesses an asserted A
privilege (see Table 6.23) and the Tag is in the'secured state. A Tag shall reply to an authentic

1sing an in-process reply (as required by aSecureComm or AuthComm), but with SenRep=1 regar
he SenRep value actually specified in.the SecureComm or AuthComm. If the kill succeeds then {
hfter sending the final reply shown intTable 6.13, shall transition to the Killed state and not res
hn Interrogator thereafter. If the killfails then the Tag shall remain in its current state and back

br the Interrogator does notihave an asserted AuthKill privilege (see Table 6.23), in which d
[ag shall return to arbitrate and may enforce a security timeout as specified in 6.3.2.5. If a ]
supports security timeduts for an authenticated Kill command receives an authenticated Kill co
Huring a timeout then it shall behave as though it is not killable, backscatter an error code (see Al
hnd remain in its eufrent state.

Table 6.47 — Kill command

dless of
he Tag,
pond to
(scatter

hn error code (see Annex 1), unless the Tag is in the open state, the Interrogator is not authenticated,

ase the
'ag that
mmand
nnex I),

Command Password RFU RN CRC
#-of bits 8 16 3 16 16
Password-based kill: (% kill password) @ RN16
deseription—11666166 880—handte——CRC-16
Authenticated kill: any 16-bit value
Table 6.48 — Tag reply to the first Kill command
RN CRC
# of bits 16 16
description handle CRC-16
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No (password-based kill - mandatory) Is Interrogator executing Yes (authenticated kill — optional)

Tag observes
correct handle

Interrogator issues
Req_RN [handle, CRC-16]

an authenticated Kill?
Note [1]

Tag observes faulty Tag observes faulty
command. command.

Interrogator issues Kill encapsulated
in a SecureComm or AuthComm.
Note [4]

Interrogator observes

bad CRC-16 Tag observes correct handle but Tag is in the open state, Interrogator

Tag re

[

Interroggdtor observes
correct §RC-16 v

| ——

Kill [pag

=
©
Q
Q

pserves

corredt handle

Tag

[

Interrogdtor observes
correct §RC-16

I

Note [2]

=

®
Q

o

corre

Tag re

[2

—

Interroggtor observes
correct §RC-16

A\

—

Tag trg

kponds with [new RN16, CRC-16].
Tag stays in current state

Interrogator issues
kwords;-1s®RN16, handle, CRC-16

esponds with [handle, CRC-16].
Tag stays in current state

Interrogator issues
Req_RN [handle, CRC-16]

kponds with [new RN16, CRC-16].
Tag stays in current state

Interrogator issues
Kill [pagswordi50®RN16, handle, CRC-16]
followed by CW. Note [3]

TJag observes correct handle &
ificorrect nonzero kill password

Tag does not respond.
nsitions to arbitrate state“and shay
set a security timeout

is not authenticated, or Interrogator does not have AuthKill privilege

Tag observes correct handle but
has insufficient power to execute
Kill, or Tag is in a security timeout

Tag sends in-process reply with header=1
and result=error code. Tag returns to arbitrate
and may set a security timeout

Tag observes correct fidndle ‘and
has sufficient powef to,exécute Kill

Tag observes faulty
command.

Tag sends in-process reply with header=1
and result=error code. Tag stays in current

Interrogator observes
bad CRC-16

Tag sehds in-process reply with header=0
and résult=null. Tag transitions to killed
state

2

NOTES
[1] Flowchart ass m@at the Tag begins in the open or secured state.
Tag observes faulty but [2] Ifan Interro issues any valid command other than Req_RN then the Tag
not improper command. treats th and as improper (see Table C.30), unless the command is a
Query, hich case the Tag executes the command

@ro ator issues any valid command other than Kill then the Tag
t command as improper (see Table C.30), unless the command is a

, in which case the Tag executes the command
[l‘& g ignores the password value in a Kill command for an authenticated kill

o Interrogator
T

Interrogator observes
bad CRC-16

Tag observes faulty but
not improper command.

Tag ohgerves correct handle & correct nonzero kil
pa$sward and has sufficient power to execute kill

Tag observes correct handle & cofrect nenzero kill password
but has insufficient power totexecuite the Kkill, or

Tag observes correct handle’&Tag’s kill password=0, or

Tag is in a security timequt

Tag sends delayed reply with [0, handle,
CRC-16]. Tag transitions to killed state

Tag sends delayed reply with error code.
Tag stays in current state

Figure 6.24 — Kill procedure

6.3.2.12.3.5 Lock (mandatory)

Interrogators and Tags shall implement the Lock command shown in Table 6.49 and Figure 6.25. Lock
allows an Interrogator to:

— Lock the kill and/or access passwords, thereby preventing or allowing subsequent reads and/or
writes of those passwords,

— Lockthe Ulland TID memory banks, thereby preventing or allowing subsequent writes to those banks,

— Lock File_0 of User memory, thereby preventing or allowing subsequent writes to File_0, and
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— Make the lock status for the passwords, UIl memory, TID memory, and/or File_0 permanent.
Lock contains a 20-bit payload defined as follows:

— The first 10 payload bits are Mask bits. A Tag shall interpret these bit values as follows:

— Mask=0: Ignore the associated Action field and retain the current lock setting.

— Mask=1: Implement the associated Action field and overwrite the current lock setting.

1 1 10 1 i . A A . AT 1 A B B dodel A 1 £11
T 145U 1U PdylOodUu DILS dI'C ALLIUIL DILS. A 1dg SIIAdITITILCT PDITULIICST DIL VAIUCS d5 TUITUOWS.

— Action=0: Deassert lock for the associated memory location.

— Action=1: Assert lock or permalock for the associated memory location.

[he functionality of the various Action fields is described in Table 6.50.

['he payload of a Lock command shall always be 20 bits in length.

f an Interrogator issues a Lock whose Mask and Action fields attempt to-change the lock stafus of a
nonexistent memory bank, nonexistent File_0, or nonexistent password then a Tag shall not exe¢ute the
.ock and instead treat the command’s parameters as unsupported(see Table C.30).

Lock differs from BlockPermalock in that Lock reversibly or pesmanently locks the kill and/oy access
password, the UIl memory bank, the TID memory bank, andjor File_0 of User memory in a writgable or
inwriteable state, whereas BlockPermalock permanentlyJocks individual blocks of File_N, N>0|of User
memory in an unwriteable state. Table 6.55 specifies-how a Tag reacts to a Lock targeting Fil¢_0 that
follows a prior BlockPermalock (with Read/Lock=1),@rvice versa.

Permalock bits, once asserted, cannot be deasserted. If a Tag receives a Lock whose payload attempts to
leassert a previously asserted permalock bit then the Tag shall not execute the Lock and instead treat
he command’s parameters as unsupportéed(see Table C.30). If a Tag receives a Lock whose payload
httempts to reassert a previously asserted permalock bit then the Tag shall ignore this particular Action
field and implement the remainder of the'Lock payload.

An Untraceable command may change the values of the L and U bits in UIl memory regardlesf of the
ock or permalock status of the-UIl memory bank. See 6.3.2.12.3.16.

A Tag manufacturer may choose where a Tag stores its lock bits and may choose a readable porrtion of
memory (if desired). Regardless of the location, a field-deployed Tag shall not permit an Interrogator to
Change its lock bits ekcept by means of a Lock command.

A Tag shall implémént memory locking and the Lock command. However, a Tag need not supporft all the
Action fieldsin.Figure 6.25, depending on whether a Tag implements the memory location asqociated
vith the Action field and that memory location is lockable and/or unlockable. If a Tag receives 4 Lock it
Cannot eXecute because one or more memory locations do not exist, or one or more of the Actidn fields
httempt.to change a permalocked value, or one or more of the memory locations are either not lpckable
br iot'unlockable, then the Tag shall not execute the Lock and instead treat the command'’s pargmeters
hsnsupported (see Table C.30). The only exception to this general rule is for a Tag that (a) does not
support File_N, N>0 and (b) whose only lock functionality is to permanently lock all memory (i.e. all
memory banks and all passwords) at once; such a Tag shall execute a Lock whose payload is FFFFFy,
and shall backscatter an error code for any payload other than FFFFFy,.

A Tag in the secured state shall permit an Interrogator to write or erase memory locations with (pwd-
write=1 AND permalock=0) or (pwd-read/write=1 AND permalock=0) without first issuing a Lock to
change these fields.

An Interrogator shall prepend a Lock with a frame-sync (see 6.3.1.2.8).

An unauthenticated Interrogator may, and an authenticated Interrogator shall, encapsulate a Lock
command in a SecureComm or AuthComm (see Table 6.28).
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Upon receiving an executable Lock a Tag shall perform the commanded lock operation. A Tag shall reply
to a Lock using the delayed reply specified in 6.3.1.6.2.

Table 6.49 — Lock command

Command Payload RN CRC
# of bits 8 20 16 16
description 11000101 Mask and Action Fields handle CRC-16
Lock-Command Payload
19 ||18 | 17 | 16 | 15 | 14 | 13 | 12 | 11 | 10 9 8 7 6 5 4 3 2 1 0
KillL - Access - Ul - TID - File0 - Kill - Access - Ul - TIDC File_0
Magk Mask Mask Mask Mask Action Action Action Action Action
Masks and Associated Action Fields
Kill pwd Access pwd UIl memory TID memory |File\0 memory
19 18 17 16 15 14 13 12 11 10
skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/
Mask - - - - - - - - - -
write | write | write | write | write | write | write j~Write | write | write
9 8 7 6 5 4 3 2 1 0
. pwd perma pwd perma| pwd |perma} pwd |perma| pwd |perma
Action | read/ read/
] lock ] lock | write | lock | write | lock | write | lock
write write
Figure 6.25 —Lock payload and usage
Table 6,50 — Lock Action-field functionality
pwd-yrite | permalock Description
0 0 Assaciated memory bank/file is writeable from either the open or secured
states.
0 1 Associated memory bank/file is permanently writeable from either the open or
secured states and may never be locked.
1 0 Associated memory bank/file is writeable from the secured state but not from
the open state.
1 1 Associated memory bank/file is not writeable from any state.
de-r ead/ permalock Description
write v il
0 0 Associated password location is readable and writeable from either the open or
secured states.
0 1 Associated password location is permanently readable and writeable from either
the open or secured states and may never be locked.
1 0 Associated password location is readable and writeable from the secured state
but not from the open state.
1 1 Associated password location is not readable or writeable from any state.
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6.3.2.12.3.6 Access (optional)

Interrogators and Tags may implement an Access command; if they do, they shall implement it as shown
in Table 6.51. Access allows an Interrogator to transition a Tag from the open to the secured state or, if
the Tag is already in the secured state, to remain in secured. Access has the following fields:

— Password specifies half of the access password EXORed with an RN16.

To access a Tag, an Interrogator shall follow the multi-step procedure outlined in Figure 6.26. Briefly,
an Interrogator issues two Access commands, the first containing the 16 MSBs of the Tag’s access
password EXORed with an RN16, and the second containing the 16 LSBs of the Tag’s access stword

XORed with a different RN16. Each EXOR operation shall be performed MSB first (i.e. the-MSB|of each
half-password shall be EXORed with the MSB of its respective RN16). Just prior to issuingeach Access
'he Interrogator first issues a Req_RN to obtain a new RN16.

A Tag shall be capable of successively accepting two 16-bit subportions of the 32=bit access pagsword.
An Interrogator shall not intersperse commands other than a Req_ RN between the two sudcessive
HAccess commands. If a Tag, after receiving a first Access, receives any valid command other than [Req_ RN
pefore the second Access then it shall not execute the command and instead treat it as improper (see
[able C.30), unless the intervening command is a Query, in which case\the Tag shall execute the Query
hind invert its inventoried flag if the session parameter in the Query(matches that in the prior s¢ssion.

An Interrogator shall prepend an Access with a frame-sync (see 6.3:1.2.8).

An Interrogator shall not encapsulate an Access in a SecureGefmm or AuthComm (see Table 6.28).

A Tag shall reply to an Access using the immediate reply specified in 6.3.1.6.1. The reply sh
hown in Table 6.52. If the Access is the first in thetsequence then the Tag backscatters its hgndle to
hcknowledge that it received the command. If the Access is the second in the sequence and the rieceived
B2-bit access password is correct then the Tag-backscatters its handle to acknowledge thaf it has
bxecuted the command successfully and has ttansitioned to the secured state; otherwise the Tlag does
hot reply and returns to arbitrate. The Tagyeply includes a CRC-16 calculated over the handle.

Table 6.51 — Access command

Command Password RN CRC
# of bits 8 16 16 16
description 11000110 (¥2 access password) @ RN16 handle CR(-16

Table 6.52 — Tag reply to an Access command

RN CRC
# of bits 16 16
description handle CRC-16

fa.Tag observes a properly formatted Access sequence but the Interrogator sends an incorrect access

haccanrd thon tho Tag chall vrotyen 0 aphiatrata And sy anforcn A cnecpiiby flmoannit o ¢ nnnrified in
paSSWora—ttn e h—tne—a g St ettt htodrorarate it ady—ehoreceaSect eyt HReeuta5—S5pe€

6.3.2.5. If a Tag that supports security timeouts for an Access command sequence receives such a
sequence during a timeout then it shall behave as though Tag access was disallowed, backscatter an
error code (see Annex 1), and remain in its current state.
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NOTES

[1] Flowchart assumes that Tag
begins in open or secured state

[2] If an Interrogator issues any valid
command other than Req_RN
then the Tag treats the command
as improper (see Table C.30),
unless the command is a Query,
in which case the Tag executes
the command

[3] If an Interrogator issues any valid

Interrogator issues
Req_RN [handle, CRC-16]
Note [1]

Tag observes

correct handle bad CRC-16

Tag responds with [new RN16, CRC-16].
Tag stays in current state

Interrogator observes

Tag observes faulty
command.

cofnmand other than Access then ——
thd Tag treats the command as Interrogator observes
improper (see Table C.30), correct CRC-16

unless the command is a Query,
in yvhich case the Tag executes
thgd command

C D Interrogator
T > g

Interrogator issues
Access [pwds1:1s®RN16, handle, CRC-16]

Tag observes

correct handle bad CRC-16

Tag responds with [handle, CRC-16].
Tag stays in current state

Interrogator observes
correct CRC-16

Interrogator issues

Req_RN [handle, CRC-16]
Note [2] \\

Tag observes

correct handle bad CRC-16

Tag responds with{new RN16, CRC-16].
Tag stays in current state

Interrogator-observes
corre¢t GRC-16

Interrogator issues
ccess [pwd;50®RN16, handle, CRC-16]
Note [3]

Tag observes correct handle

Tag obseryveseorrect handle
& incorréect access password

& access is disallowed, or
Tag is in a security timeout

Tag dees,Hot respond.
transitiops'to arbitrate state and

mady'set a security timeout
P —

Tag responds with error code.

Tag Tag stays in current state

Interrogator observes

Intefrogator observes

Tag observes correct handle
& correct access password

Tag responds with [handle, CRC-16].

Tag observes faulty
command.

Tag observes faulty but
not improper command.

Tag observes faulty but
not improper command.

Tag transitions to secured state

Figure 6.26 — Access procedure

6.3.2.12.3.7 BlockWrite (optional)

Interrogators and Tags may implement a BlockWrite command; if they do, they shall implement it as
shown in Table 6.53. BlockWrite allows an Interrogator to write multiple words in a Tag’s Reserved
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memory, UIl memory, TID memory, or the currently open file in User memory. BlockWrite has the
following fields:

— MemBank specifies whether the BlockWrite occurs in Reserved, Ull, TID, or User memory. BlockWrite
commands shall apply to a single memory bank. Successive BlockWrites may apply to different banks.

— WordPtr specifies the starting word address for the memory write, where words are 16 bits in
length. For example, WordPtr=00y, specifies the first 16-bit memory word, WordPtr=01y, specifies
the second 16-bit memory word, etc. WordPtr uses EBV formatting (see Annex A).

— WordCount specifies the number of 16-bit words to be written. If WordCount=00y, then a Tag shall
treat the BlockWrite as invalid. If WordCount=01}, then a Tag shall write a single data word.

— Data contains the 16-bit words to be written, and shall be 16xWordCount bits in‘length. Unlike a
Write, the data in a BlockWrite are not cover-coded, and an Interrogator need not issue a [Req_RN
before issuing a BlockWrite.

A Tag shall only execute a BlockWrite in the open or secured state.

f an Interrogator attempts to write to the kill or access password, Ull @ "FID memory banks, or File_0
hind these memory locations are permalocked; or to the kill or access password, UlIl or TID emory
panks, or File_0 and these memory locations are locked unwriteable-and the Tag is in the opep state;
br to memory that is untraceably hidden and the Interrogator has\a deasserted Untraceable ptivilege;
br to a file for which the Interrogator does not have sufficient privileges; or if WordPtr and WoitdCount
nclude one or more permalocked blocks in File_N, N>0 of Usér memory; then the Tag shall not pxecute
he BlockWrite and instead treat the command’s parametérs‘as unsupported (see Table C.30).

An Interrogator shall prepend a BlockWrite with a frame-sync (see 6.3.1.2.8).

An unauthenticated Interrogator may, and an authénticated Interrogator shall, encapsulate a BlockWrite
n a SecureComm or AuthComm (see Table 6.28):

Jpon receiving an executable BlockWrite a-Tag shall write the commanded data into memory.

Table 6.53 — BlockWrite command

Command MemBank WordPtr | WordCount Data RN CRC
# of bits 8 2 EBV 8 Variable 16 16
description| 11000111 y100: Reserved Starting Number of | Datato be handle (RC-16

address words to written

01: UII - .
pointer write

10: TID

11: User

A Tag shallreply to a BlockWrite using the delayed reply specified in 6.3.1.6.2.

b3.2:12.3.8 BlockErase (optional)

Interrogators and Tags may implement a BlockErase command; if they do, they shall implement it as
shown in Table 6.54. BlockErase allows an Interrogator to erase multiple words in a Tag’s Reserved
memory, UIl memory, TID memory, or the currently open file in User memory. BlockErase has the
following fields:

— MemBank specifies whether the BlockErase occurs in Reserved, Ull, TID, or User memory. BlockErase
commands shall apply to a single memory bank. Successive BlockErases may apply to different banks.

— WordPtr specifies the starting word address for the memory erase, where words are 16 bits in
length. For example, WordPtr=00y, specifies the first 16-bit memory word, WordPtr=01y, specifies
the second 16-bit memory word, etc. WordPtr uses EBV formatting (see Annex A).
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— WordCount specifies the number of 16-bit words to be erased. If WordCount=00} then a Tag shall
treat the BlockErase as invalid. If WordCount=01y, then a Tag shall erase a single data word.

A Tag shall only execute a BlockErase in the open or secured state.

If an Interrogator attempts to erase the Kkill or access password, UIl or TID memory banks, or File_0
and these memory locations are permalocked; or the Kill or access password, UIl or TID memory banks,
or File_0 and these memory locations are locked unwriteable and the Tag is in the open state; or to
memory that is untraceably hidden and the Interrogator has a deasserted Untraceable privilege; or a

file for

rhich the Infprrngnfnr does not have sufficient privi]pgpc; orif WordPtr and WordCount include

one or

An Intefrogator shall prepend a BlockErase with a frame-sync (see 6.3.1.2.8).

An unatgithenticated Interrogator may, and an authenticated Interrogator shall, encapsulate.a BlockErasé
in a SecureComm or AuthComm (see Table 6.28).

more permalocked blocks in File_N, N>0 of User memory; then the Tag shall not execute thg
BlockEtase and instead treat the command’s parameters as unsupported (see Table C.30).

Table 6.54 — BlockErase command

Command MemBank WordPtr WordCount RN CRC
# of bits 8 2 EBV 8 16 16
description| 11001000 |00: Reserved Starting Number of handle

address words to

01: UII .
pointer erase

10: TID

11: User

Upon r¢

A Tag shall reply to a BlockErase using the delayedteply specified in 6.3.1.6.2.

6.3.2.1

Interro
as show

Perf

Red

A BlocH
is pred
files, a
BlockPd

ceiving an executable BlockErase command a Tag shall erase the commanded memory words.

2.3.9 BlockPermalock (optional)

bators and Tags may implement'a’/BlockPermalock command; if they do, they shall implement it
n in Table 6.56. BlockPermalock allows an Interrogator to:

malock one or more memory blocks in the currently open file of a Tag’s User memory, or
d the permalock status of the memory blocks in the currently open file of a Tag’s User memory.

Permalock maypermalock between zero and 4080 memory blocks. The block size, which
efined by the’Tag manufacturer, is fixed at between one and 1024 words, is the same for al
1d is the same for block permalocking and file allocation. The memory blocks specified by 4
rmalock-néed not be contiguous.

A Tag sTall only execute a BlockPermalock in the secured state.
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Table 6.55 — Precedence for Lock and BlockPermalock targeting File_0

First Command Second Command
mand

Tag Action and Response to 2nd Com-

pwd-write | permalock

Permalock the blocks indicated by Mask;

0 0 respond as described in this section

6.3.2.12.3.9

Do notexecute the BlockPermalock
0 1 BlockPermalock respond with an error code (Table .30,

Lock (Read/Lock=1) unsupported parameters)
ead/Lock=

Permalock the blocks indicatéd by Mask;
1 0 respond as described in/his section

6.3.2.12.3.9

Permalock the blocks indicated by Mask;
1 1 respond as described in this section

6.3.2.12.3.9

pwd-write |permalock

Implement the Lock, but do not un-per-

0 0 maloeck any blocks that were previgusly
permalocked; respond as described in
6.3.2.12.3.5
Implement the Lock, but do not un-per-

BlockPermalock 0 1 malock any blocks that were previgusly
Lock permalocked; respond as described in
(Read/Lock=1) 6.3.2.12.3.5
Implement the Lock, but do not un-per-

L 0 malock any blocks that were previgusly
permalocked; respond as described in
6.3.2.12.3.5

1 1 Implement the Lock; respond as defcribed
in6.3.2.12.3.5

A BlockPermalock differs from a Lock in that BlockPermalock permanently locks individual blocks of

File_N, N>0 of User memexry'in an unwriteable state whereas Lock reversibly or permanently locks

the Kill and/or access password, the UIl memory bank, the TID memory bank, and/or File_0|of User

memory in a writeablesor unwriteable state. Table 6.55 specifies how a Tag shall behave upon r¢ceiving

h BlockPermalock targeting File_0 that follows a prior Lock, or vice versa (assuming Read/Lock=1).

A BlockPermalockhas the following fields:

— MemBank specifies whether the BlockPermalock applies to UlI, TID, or User memory. BlockPefmalock
commands shall apply to a single memory bank. Successive BlockPermalocks may apply to different
memory banks. A Tag shall only execute a BlockPermalock command if MemBank=11 (User mgmory);
if a Tag receives a BlockPermalock with MemBank<>11 then it shall not execute the BlockPetmalock
andinstead-treatthecommandsparametersasunsupported{seeFable- 630Futureprotecols may

use these other MemBanKk values to expand the functionality of the BlockPermalock command.

— Read/Lock specifies whether a Tag backscatters the permalock status of, or permalocks,

one or

more blocks within the memory bank specified by MemBank. A Tag shall interpret the Read/Lock

bit as follows:

Read/Lock=0: A Tag shall backscatter the permalock status of blocks in the specified memory
bank, starting from the memory block located at BlockPtr and ending at the memory block
located at BlockPtr+(16xBlockRange)-1. A Tag shall backscatter a “0” if the memory block
correspondingto thatbitisnotpermalocked and a“1” ifthe blockis permalocked. An Interrogator
omits Mask from the BlockPermalock when Read/Lock=0.
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— Read/Lock=1: A Tag shall permalock those blocks in the specified memory bank that are
specified by Mask, starting at BlockPtr and ending at BlockPtr+(16xBlockRange)-1.

— BlockPtr specifies the starting address for Mask, in units of 16 blocks. For example, BlockPtr=00y,
indicates block 0, BlockPtr=01}, indicates block 16, BlockPtr=02y, indicates block 32. BlockPtr uses
EBV formatting (see Annex A).

— BlockRange specifies the range of Mask, starting at BlockPtr and ending (16xBlockRange)-1 blocks
later. If BlockRange=00y then a Tag shall not execute the BlockPermalock and instead treat the

command’s parameters as lmcnppnri’pd (cpp Table C '2())

— Magk specifies which memory blocks a Tag permalocks. Mask depends on the Read/Lock bit as follows

— | Read/Lock=0: The Interrogator shall omit Mask from the BlockPermalock.

— | Read/Lock=1: The Interrogator shall include a Mask of length 16xBlockRange)bits in thg
BlockPermalock. The Mask bits shall be ordered from lower-order block to,higher (i.e. if
BlockPtr=00y then the leading Mask bit refers to block 0). The Tag shall interpret each bit of
Mask as follows:

5k bit=0: Retain the current permalock setting for the corresponding-memory block.

|
= E

5k bit=1: Permalock the corresponding memory block. If a block\s’already permalocked ther
Thg shall retain the current permalock setting. A memory block, once permalocked, cannot bg
un{permalocked.

o)

The following example illustrates the usage of Read/Lock,“BlockPtr, BlockRange, and Mask: If
Read/I{ock=1, BlockPtr=01y, and BlockRange=01}, then the“Fag operates on sixteen blocks starting
at block 16 and ending at block 31, permalocking these blocks whose corresponding bits arg
asserteld in Mask.

A BlocklPermalock contains 8 RFU bits. An Interrogator shall set these bits to 00,. A Tag in the secured
state that receives a BlockPermalock with nonzeré RFU bits shall not execute the BlockPermalock ang
instead| treat the command’s parameters as unsupported (see Table C.30). Future protocols may usg
these RFU bits to expand the BlockPermalock:eommand’s functionality.

If a Tag|receives a BlockPermalock that it'cannot execute because User memory does not exist, or Usel
memory is untraceably hidden and the Interrogator has a deasserted Untraceable privilege, or in which
one of the asserted Mask bits references a non-existent memory block, or because the Interrogatot
has inspifficient file privileges (see 6.3.2.11.3) then the Tag shall not execute the BlockPermalock and
instead|treat the command’s parameters as unsupported (see Table C.30). A Tag shall treat as invalid
a BlocHPermalock in which) Read/Lock=0 but Mask is not omitted, or a BlockPermalock in which
Read/Libck=1 but Maskhas a length not equal to 16xBlockRange bits (see Table C.30).

Certain| Tags, depeniding on the Tag manufacturer’s implementation, may be unable to execute 2
BlockPdrmalock<with certain BlockPtr and BlockRange values, in which case the Tag shall not executg
the BlopkPermalock and instead treat the command’s parameters as unsupported (see Table C.30)
Becaus¢ a-Tag contains information in its TID memory that an Interrogator can use to identify the
optiondl features that the Tag supports (see 6.3.2.1.3), this protocol recommends that an Interrogatot
read a Tag’s TID memory prior to issuing a BlockPermalock.

If an Interrogator issues a BlockPermalock in which BlockPtr and BlockRange specify one or more
nonexistent blocks, but Mask only asserts permalocking on existent blocks, then the Tag shall execute
the BlockPermalock.

An Interrogator shall prepend a BlockPermalock with a frame-sync (see 6.3.1.2.8).

An unauthenticated Interrogator may, and an authenticated Interrogator shall, encapsulate a
BlockPermalock in a SecureComm or AuthComm (see Table 6.28).

Upon receiving an executable BlockPermalock a Tag shall perform the requested operation, unless the Tag
does not support block permalocking in which case it shall treat the command as invalid (see Table C.30).
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If Read/Lock=0 then a Tag shall reply to a BlockPermalock using the immediate reply type specified in
6.3.1.6.1. If the Tag is able to execute the BlockPermalock then its reply shall be as shown in Table 6.57
comprising a header (a 0-bit), the requested permalock bits, and the Tag’s handle. The reply includes
a CRC-16 calculated over the 0-bit, permalock bits, and handle. If the Tag is unable to execute the
BlockPermalock then it shall backscatter an error code (see Table C.30, unsupported parameters) rather
than the reply shown in Table 6.57. The Tag’s reply when Read/Lock=0 shall use the preamble specified
by the TRext value in the Query that initiated the inventory round.

If Read/Lock=1 then a Tag shall reply to a BlockPermalock using the delayed reply specified in 6.3.1.6.2.

Table 6.56 — BlockPermalock command

Command | RFU | Read/Lock | Mem- BlockPtr Block- Mask RN CRC
Bank Range
# of bits 8 8 1 2 EBV 8 Variable 16 16
descrip-| 11001001 | 00y |0: Read 00: RFU Mask starting | Mask range, |0: Retain han- | CRC-16
tion ) ) address, speci- | specified in |currentpermalock | dle
;:lzrc'k 01: Ul fied in units of | units of 16 |setting
10: TID 16 blocks blocks 1, Assert
11: User perma-lock

Table 6.57 — Tag reply to a successful BlockPermalock'command with Read/Lock=0

Header Data RN CRC
# of bits 1 Variable 16 16
description 0 Permalock bits handle CRC-16

6.3.2.12.3.10 Authenticate (optional)

nterrogators and Tags may implement the Authenticate command; if they do, they shall implgment it
hs shown in Table 6.58. Authenticate dllows an Interrogator to perform Tag, Interrogator, or|mutual
huthentication. The generic nature-of the Authenticate command allows it to support a variety of
Cryptographic suites. The CSI (specified in an Authenticate selects one cryptographic suite from
hmong those supported by the Tag. The number of Authenticate commands required to implement an
huthentication depends on the authentication type and on the chosen cryptographic suite. A Tag only
bxecutes an Authenticate-inthe open or secured state. Authenticate has the following fields:

— SenRepspecifieswhetheraTagbackscattersitsresponseorstorestheresponseinits ResponsgBuffer.

— IncReplen specifies whether a Tag omits or includes length in its reply. If IncRepLen=0 thg¢n a Tag
omits length from its reply; if IncRepLen=1 then the Tag includes length in its reply.

— CSI selects the cryptographic suite that Tag and Interrogator use for the authentication as|well as
forsall subsequent communications (until the Interrogator initiates another authentication with a
different CSI or the Tag leaves the open or secured state).

= tfLengthisthe message tengthimbits:
— Message includes parameters for the authentication.

An Authenticate contains 2 RFU bits. An Interrogator shall set these bits to 00;. A Tag in the open or
secured states that receives an Authenticate with nonzero RFU bits shall not execute the Authenticate
and instead treat the command’s parameters as unsupported (see Table C.30). Future protocols may
use these RFU bits to expand the Authenticate command’s functionality.

An Interrogator shall prepend an Authenticate with a frame-sync (see 6.3.1.2.8).

An Interrogator shall not encapsulate an Authenticate in a SecureComm or AuthComm (see Table 6.28).
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If a Tag supports the Authenticate command then it shall implement the security (S) indicator (see
6.3.2.1.3).

The cryptographic suite specifies message formatting, the number of steps in an authentication,
whether an authentication implements wait states, the behavior if Tag or Interrogator cannot complete
a computation, and the behavior in the event of an incorrect cryptographic response. It specifies the
formatting of the Tag’s response for both a successful and an unsuccessful authentication. It may include
parameters, such as a key, that affect pre- and post-authenticated communications. It may contain
information about how Tag and Interrogator derive session keys for subsequent communications. See

A NM_E£, £l 4 s o 1o + las Tk
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An Authenticate command shall use the in-process reply specified in 6.3.1.6.3. The parameters thata Tag
includef in its response are specified by the cryptographic suite. See Annex M.

Table 6.58 — Authenticate command

Command | RFU | SenRep IncRepLen CSI | Length | Message‘/y"RN CRC
# of bits 8 2 1 1 8 12 Varidble 16 16
description| 11010101 00 |0:store |0:Omitlength CSI | length of | niessage | handle | CRC-16
from reply message_|((depends
1: send on CSI)
1: Include length =
in reply

If a Tag receives an Authenticate specifying an unsupported €SI an improperly formatted or not
executgble message, or an improper cryptographic parameter then the Tag shall not execute thg
Authenficate and instead treat the command’s parameters asxnsupported (see Table C.30). If a Tag in
the secpred state receives an Authenticate that begins a new authentication, such as if the Authenticatq
containjs a changed CSI, then the Tag shall transition tothe open state, discontinue using and reset the
current cryptographic engine, and begin the new authentication.

If a Tap receives a properly formatted Authenticate but there is a cryptographic error, and the
cryptographic suite specifies that the error requires a security timeout, then the Tag shall set a security
timeout as specified in 6.3.2.5. If a Tag that supports security timeouts for the Authenticate commangd
receivef an Authenticate during a timegutthen it shall reject the command, backscatter an error code
(see Anpex 1), and remain in its current, state.

6.3.2.12.3.11 AuthComm (optional)

Interrogators and Tags may.implement the AuthComm command; if they do, they shall implement it a5
shown [in Table 6.59. AuthComm allows authenticated communications from R=>T by encapsulating
anothef command and)typically also a MAC in the AuthComm’s message field. Table 6.28 shows the
commahds that an AdthComm may encapsulate. The generic nature of an AuthComm allows it to supporf
awide yariety of cryptographic suites. An AuthComm shall always be preceded by a Tag, Interrogator, oj
mutualauthentication via an Authenticate or a Challenge. The cryptographic suite indicated by the CS|
in the Authenticate or Challenge that preceded the AuthComm specifies message and reply formatting. A
Tag may in¢lude a MAC in its reply, again as specified by the cryptographlc suite. A Tag only executes ar
AuthCommrin }

— IncRepLen specifies whether the Tag omits or includes length in its reply. If IncRepLen=0 then the
Tag omits length from its reply; if IncRepLen=1 then the Tag includes length in its reply.

— Messageincludes the encapsulated command and other parameters (such as a MAC) as specified by the
cryptographic suite. An Interrogator shall remove the command’s preamble, handle, and CRC before
encapsulating it in an AuthComm. The encapsulated command shall not be encrypted or obscured.

An AuthComm contains 2 RFU bits. An Interrogator shall set these bits to 00;. A Tag in the open or
secured states that receives an AuthComm with nonzero RFU bits shall not execute the AuthComm and
instead treat the command’s parameters as unsupported (see Table C.30). Future protocols may use
these RFU bits to expand the AuthComm command’s functionality.
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A Tag in the open or secured states that receives an AuthComm encapsulating a disallowed command,
an unsupported command, or a command that does not support encapsulation (see Table 6.28) shall not
execute the AuthComm and instead treat the command’s parameters as unsupported (see Table C.30).

An Interrogator shall prepend an AuthComm with a frame-sync (see 6.3.1.2.8).

A Tag shall only accept an AuthComm after a successful cryptographic authentication. Because an Access
command sequence is not a cryptographic authentication, a Tag that most recently entered the secured

state via a successful Access command sequence shall not execute an AuthComm and instead treat the
command’s parameters as nncnppnrfpd (QPP Table C ?ﬂ)

When processing an AuthComm a Tag shall first perform the functions/analysis/state-changg¢/error-
nandling for the AuthComm itself and then, if the AuthComm is successful, the functipns/apalysis/
state-change/error-handling for the command encapsulated in the AuthComm’s ihessage flield. In
some instances, such as when an AuthComm encapsulates an authenticated Kill, the-Tag may|change
state in response to the encapsulated command even though it did not change state'in responsg to the
AuthComm itself.

A Tag shall reply to an AuthComm using the in-process reply specified in(6;3.1.6.3. The cryptographic
suite shall specify the parameters that a Tag includes in its response, including at least the reply for the
pncapsulated command minus preamble, handle, and CRC. For exandple, if the encapsulated command
s a Read then the reply includes at least the read data or an error cade as appropriate for a Read Unlike
bther commands that use an in-process reply, AuthComm does not include a SenRep field because a Tag
bhall always send (i.e. never store) its reply to an AuthComm.

An AuthComm may exhibit behavior different from othet/commands because an AuthComm itgelf may
succeed or fail or the encapsulated command, such asta Lock, may succeed or fail. Done and|header
n the reply of Table 6.14 indicate success or failure ot the AuthComm. Response in the reply ¢f Table
b.14 indicates success or failure of the encapsulated command. For example, suppose a Tag feceives
hn AuthComm with IncReplen=1 encapsulating“a command whose reply type is delayed (such as a
.ock). Upon successfully completing the Lockthe Tag’s reply will be as shown in Table 6.14 with|done=1
hind header=0, indicating that the AuthComm executed successfully, and length=0002), and r¢sult=0,
ndicating that the Lock completed suecessfully. Note that this example presumes that the Tag was in
'he secured state; if the Tag was in the open state then the AuthComm would succeed but the teply to
he Lock would be an error code,

f a Tag receives a properly formatted AuthComm but there is a cryptographic error, gnd the
Cryptographic suite specifies-that the error requires a security timeout, then the Tag shall set a decurity
fimeout as specified in(6,3:2.5. If a Tag that supports security timeouts for the AuthComm command
receives an AuthCommyduring a timeout then it shall reject the command, backscatter an errpr code
[see Annex 1), andremain in its current state.

Table 6.59 — AuthComm command

Command RFU IncRepLen Message RN CRC
# of bits 8 2 1 Variable 16 16
description| 11010111 002 0: Omit length from reply message | handle | CRC-16
1: Include length in reply

6.3.2.12.3.12 SecureComm (optional)

Interrogators and Tags may implement the SecureComm command; if they do, they shall implement it
as shown in Table 6.60. SecureComm allows encrypted communications from R=>T by encapsulating
another, encrypted command in the SecureComm’s message field. Table 6.28 shows the commands that
a SecureComm may encapsulate. The generic nature of a SecureComm allows it to support a wide variety
of cryptographic suites. A SecureComm shall always be preceded by a Tag, Interrogator, or mutual
authentication via an Authenticate or a Challenge. The cryptographic suite indicated by the CSI in the
Authenticate or Challenge that preceded the SecureComm specifies message and reply formatting. A Tag
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may encrypt and/or include a MAC in its reply, again as specified by the cryptographic suite. A Tag only
executes a SecureComm in the open or secured state. SecureComm has the following fields:

— SenRepspecifieswhetheraTagbackscattersitsresponseorstorestheresponseinitsResponseBuffer.

— IncReplen specifies whether the Tag omits or includes length in its reply. If IncRepLen=0 then the
Tag omits length from its reply; if IncRepLen=1 then the Tag includes length in its reply.

— Length is the message length, in bits.

— Mefsage includes the encapsulated command and other parameters (such as a MAC] as specified. by
thel cryptographic suite. An Interrogator shall remove the command’s preamble, handle, and I€R(
befpre encapsulating it in a SecureComm. The encapsulated command shall be encrypted.

A SecuneComm contains 2 RFU bits. An Interrogator shall set these bits to 002. A Tag in the-open o1
securefl states that receives a SecureComm with nonzero RFU bits shall not execute thé SecureComnj
and insftead treat the command’s parameters as unsupported (see Table C.30). Futur@\protocols may
use thefe RFU bits to expand the SecureComm command’s functionality.

A Tag i) the open or secured states that receives a SecureComm encapsulatinga disallowed command
an unsypported command, or a command that does not support encapsulation\(see Table 6.28) shall nof
executd the SecureComm and instead treat the command’s parameters as unsupported (see Table C.30)

An Intefrogator shall prepend a SecureComm with a frame-sync (see 63,1.2.8).

A Tag ghall only accept a SecureComm after a successful cryptographic authentication. Because ar
Access gommand sequence is not a cryptographic authenticationi, a Tag that most recently entered thg
securefl state via a successful Access command sequence shall not execute a SecureComm and instead
treat the command’s parameters as unsupported (see Table C.30).

When grocessing a SecureComm a Tag shall first perform the functions/analysis/state-change/error
handling for the SecureComm itself and then, if thez§ecureComm is successful, the functions/analysis
state-change/error-handling for the command ehcapsulated in the SecureComm’s message field. In
some ifjstances, such as when a SecureComm~encapsulates an authenticated Kill, the Tag may changg
state inlresponse to the encapsulated commiand even though it did not change state in response to the
Securedomm itself.

A Tag shall reply to a SecureComm_using the in-process reply specified in 6.3.1.6.3. The cryptographic
suite sHall specify the parametersthat a Tag includes in its response, including at least the reply for the
encapsiilated command minus preamble, handle, and CRC. For example, if the encapsulated command is
a Read then the reply includés'at least the read data or an error code as appropriate for a Read.

A SecurpComm may exhibit behavior different from other commands because a SecureComm itself may
succeed or fail or the‘encapsulated command, such as a Lock, may succeed or fail. Done and header in
the reply of Tablet6:14 indicate success or failure of the SecureComm. Response in the reply of Tablg
6.14 indicates suceess or failure of the encapsulated command. For example, suppose a Tag receives g
Secureqomm with IncRepLen=1 and SenRep=1 encapsulating a command whose reply type is delayeq
(such ap aAock). Upon successfully completing the Lock the Tag’s reply will be as in Table 6.14 with
done=1| afd header=0, indicating the SecureComm executed successfully, and length=0002) and
result=0, indicating that the Lock completed successfully. Alternatively, if SenRep=0 then the reply wil
be as shown in Table 6.14 with done=1 and header=0, indicating the SecureComm executed successfully,
and length=0002p and result=null, indicating that the Lock completed successfully and result (0) is in
the ResponseBuffer. In this latter case the Tag asserts C in XPC_W1 to indicate that the ResponseBuffer
contains a computed result. This example presumes that the Tag was in the secured state; if it was in
the open state then the SecureComm would succeed but the reply to the Lock would be an error code.

If a Tag receives a properly formatted SecureComm but there is a cryptographic error, and the
cryptographic suite specifies that the error requires a security timeout, then the Tag shall set a security
timeout as specified in 6.3.2.5. If a Tag that supports security timeouts for the SecureComm command
receives a SecureComm during a timeout then it shall reject the command, backscatter an error code
(see Annex I), and remain in its current state.
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Table 6.60 — SecureComm command

Command | RFU | SenRep IncRepLen Length Message RN CRC
# of bits 8 2 1 1 12 Variable 16 16
description| 11010110 00 |[O:store |0:Omitlength | lengthof | message |handle| CRC-16
1: send from reply message
1: Include
length in reply

6.3.2.12.3.13 KeyUpdate (optional)

t as shown in Table 6.61. KeyUpdate allows an Interrogator to write or overwrite\@key stoj
KeyUpdate shall always be preceded by an Interrogator or mutual authentication'via an Authg

message and reply formatting. A Tag only executes a KeyUpdate in the secured state. KeyUpdate
following fields:

Tag omits length from its reply; if IncRepLen=1 then the‘Tag includes length in its reply.
— Length is the message length, in bits.
— KeylD specifies the key to be written or updated.

by the cryptographic suite. Message may:be encrypted.

fommand’s parameters as unsupported (see Table C.30). Future protocols may use these RFU
expand the KeyUpdate command’s functionality.

KeyUpdate need not be.encrypted. If a cryptographic suite allows sending a KeyUpdate in an Auf
br without encapsulation then message in the KeyUpdate shall be encrypted.

the Interrogator to authenticate itself. In all other instances the Tag shall not execute the Ke}
hnd.instead treat the command’s parameters as unsupported (see Table C.30). See 6.3.2.11
lescription of Tag privileges and the crypto superuser privilege.

Upon receiving an executable KeyUpdate a Tag shall overwrite its old key with the new key. If
does not write the new key successfully then it shall revert to the prior stored key. A Tag may m
latter requirement by, for example, double-buffering the write operation.

An Interrogator shall prepend an unencapsulated KeyUpdate with a frame-sync (see 6.3.1.2.8).
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nterrogators and Tags may implement the KeyUpdate command; if they do, they shall implement

ed in a

[ag. The generic nature of a KeyUpdate allows it to support a wide variety of cryptographic suites. A

nticate.

[he cryptographic suite indicated by the CSI in the Authenticate that preceded-the KeyUpdate specifies

has the

— SenRepspecifieswhetheraTagbackscattersitsresponse orstorgstheresponseinits ResponsgBuffer.
— IncRepLen specifies whether the Tag omits or includes length in its reply. If IncRepLen=0 then the

— Message is or contains the key. Message may'contain other parameters (such as a MAC) as specified

A KeyUpdate contains 2 RFU bits. An Interrogator shall set these bits to 003. A Tag in the secured state
that receives a KeyUpdate with nonzero RFU bits shall not execute the KeyUpdate and instead treat the

bits to

An Interrogator may encapsulate a KeyUpdate in a SecureComm or an AuthComm (see Table 6.28). If
h cryptographic suite requires that KeyUpdate be encapsulated in a SecureComm then messagg in the

hComm

A Tag in the secured state shall only write a key if (a) the Interrogator authenticated itsglf as a
Crypto supefuser and KeylD is assigned to the same cryptographic suite as that specified by CSI in
the Authenticate command that preceded the KeyUpdate, or (b) KeyID is the same as that ised by

YUpdate
2 for a

the Tag
eet this
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Table 6.61 — KeyUpdate command

Command | RFU | SenRep IncRepLen KeyID | Length | Message RN CRC

# of bits 16 2 1 1 8 12 Variable 16 16
description| 11100010 | 00 |O:store |0:Omitlength | KeyID |length of | message | handle | CRC-16
00000010 from reply message
1: send
1: Include

length in reply

A Tag shall only accept a KeyUpdate after a successful cryptographic authentication. Because an Access
commapd sequence is not a cryptographic authentication, a Tag that most recently entered the secured
state via a successful Access command sequence shall not execute a KeyUpdate and instead treat the
commapd’s parameters as unsupported (see Table C.30).

A Tag shall reply to a KeyUpdate using the in-process reply specified in 6.3.1.6.3. The cryptographic suite
shall specify the parameters that a Tag includes in its response.

If a Tdg receives a properly formatted KeyUpdate but there is a cryptographic error, and thg
cryptographic suite specifies that the error requires a security timeout, then the&Tag shall set a security
timeout as specified in 6.3.2.5. If a Tag that supports security timeouts forthe KeyUpdate command
receivef a KeyUpdate during a timeout then it shall reject the command, backscatter an error code (seg
Annex 1), and remain in its current state.

6.3.2.12.3.14 TagPrivilege (optional)

Interrogators and Tags may implement the TagPrivilege command; if they do, they shall implement it a5
shown |n Table 6.62. TagPrivilege allows an Interrogator t9 read or modify the Tag privileges in Table
6.22 or|Table 6.23 for the access password or for a keyyt'espectively. A Tag only executes a TagPrivilegé
in the spcured state. TagPrivilege has the following fields:

— SenRepspecifieswhetheraTagbackscattersitsresponseorstorestheresponseinits ResponseBuffer

— IncReplen specifies whether the Tag ofdits or includes length in its reply. If IncRepLen=0 then the
Tag omits length from its reply; if IncRepLen=1 then the Tag includes length in its reply.

— Actlion specifies whether the Interrogator is reading privileges or modifying them. Action=(
indlicates read; Action=1 indicates modify.

— Target specifies whethertheInterrogator is targeting the access password or a key. If Target=0 ther
the| Tag reads or modifiesthe access-password privileges; if Target=1 then the Tag reads or modifieq
thel Tag privileges for-the key indicated by KeyID.

— KeylID specifies‘the key for the privileges being read or written.

— Priyilege specifies values for each of the 16 Tag privileges in Table 6.22 or Table 6.23 when ar
Interrogator is modifying a privilege (i.e. when Action=1).

A TagPrivilege contains 2 RFU bits. An Interrogator shall set these bits to 00,. A Tag in the secured
state that receives a TagPrivilege containing nonzero RFU bits shall not execute the TagPrivilege and
instead treat the command’s parameters as unsupported (see Table C.30). Future protocols may use
these RFU bits to expand the TagPrivilege command’s functionality.

An unauthenticated Interrogator may issue a TagPrivilege; if it does then it shall issue the TagPrivilege
without encapsulation and with Target=0 (i.e. specifying the access password).

An authenticated Interrogator shall encapsulate a TagPrivilege in a SecureComm or AuthComm (see
Table 6.28). If a Tag in the secured state receives an unencapsulated TagPrivilege from an authenticated
Interrogator then it shall not execute the TagPrivilege and instead treat the command’s parameters as
unsupported (see Table C.30).
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A Tag in the secured state shall only read or modify the access-password privileges if the Interrogator
supplied the correct access password and is not attempting to assert a deasserted privilege. In all other
instances the Tag shall not execute the TagPrivilege and instead treat the command’s parameters as
unsupported (see Table C.30).

A Tag in the secured state shall only read or modify a key’s privileges if (a) the Interrogator
authenticated itself as a crypto superuser and KeyID is assigned to the same cryptographic suite as that
specified by CSI in the Authenticate command that preceded the TagPrivilege, or (b) KevID is the same
as that used by the Interrogator to authenticate itself and the Interrogator is not attempting to assert a

A £ ad I |
AT ASSTTITU PITVIITET,

KeylD.

vrite operation.

brivileges successfully).

Table 6.62 — TagPrivilege command

An Interrogator shall prepend an unencapsulated TdgPrivilege with a frame-sync (see 6.3.1.2.8)

fan Interrogator specifies Action=0 in a TagPrivilege then it may use any value for privilege. A Tag shall
gnore privilege when Action=0.

f an Interrogator specifies Target=0 in a TagPrivilege then it may use any value for-the Keyll). If Tag
receives a TagPrivilege with Target=0 then it shall ignore the value that the Inteérrogator supplies for

Jpon receiving an executable TagPrivilege with Action=1 a Tag shall overiwrite the old privileges with
the new privileges. If the Tag does not write the new privileges successfully then it shall reverft to the
prior stored privileges. A Tag may meet this latter requirement by,(for example, double-buffefing the

A Tag in the secured state that receives a TagPrivilege which’/attempts to assert one or mdre RFU
privilege bits or to change an unchangeable privilege value shall not execute the TagPrivilgge and
nstead treat the command’s parameters as unsupported{sée Table C.30).

A Tag shall reply to a TagPrivilege using the in-process reply specified in 6.3.1.6.3. The Tag’s r¢sponse
thall be as shown in Table 6.63 for Action=0 or#Action=1. The response includes Target, the Interfjogator-
supplied KeyID, and the current privileges<(newly written if Action=1 and the Tag wrote the new

Command |RFU SenRep| IncRepLen | Action | Target |KeyID| Privi- RN CRC
leges
# of bits 16 2 1 1 1 1 8 16 16 16
description| 11100010/| 00 |0: store |0: Omitlength [0:read |0: access | KeyID | privilege |handle |[CRC-16
00000011 from reply pwd
1: send 1: mod-
1: Include ify 1: key
length in reply

Table 6.63 — Tag reply to a successful TagPrivilege command

Target KeyID Privileges
# of bits 1 8 16
description|0: access pwd KeyID privilege
1: key

6.3.2.12.3.15 ReadBuffer (optional)

Interrogators and Tags may implement the ReadBuffer command; if they do, they shall implement it as
shown in Table 6.64. ReadBuffer allows an Interrogator to read data stored in a Tag’s ResponseBuffer.
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A Tag only executes a ReadBuffer in the open or secured state and only if the Tag’s C flag is asserted.
ReadBuffer has the following fields:

— WordPtr specifies the starting word address for the read. For example, WordPtr=000y, specifies the
first 16-bit memory word, WordPtr=001y, specifies the second 16-bit memory word, etc.

— BitCount specifies the number of bits to read. If BitCount=000y, then a Tag shall backscatter
the contents of the ResponseBuffer starting at WordPtr and ending at the end of the allocated
ResponseBuffer.

A ReadBuffer contains 2 RFU bits. An Interrogator shall set these bits to 00. A Tag in the opencoi
securefl states that receives a ReadBuffer with nonzero RFU bits shall not execute the ReadBuffer;and
instead| treat the command’s parameters as unsupported (see Table C.30). Future protocols may’ use
these RFU bits to expand the ReadBuffer command’s functionality.

Table 6.64 — ReadBuffer command

Command RFU WordPtr BitCount RN CRC
# of bits 8 2 12 12 16 16
description 11010010 00 Starting address | Number of bits | handle CRC-16
pointer to redd

An Intgrrogator may encapsulate a ReadBuffer in an AuthComm/but shall not encapsulate it in &
Secureomm (see Table 6.28).

If a Taglimplements a ResponseBuffer then that Tag shall implement the ReadBuffer command.

An Intefrogator shall prepend an unencapsulated ReadBuffer with a frame-sync (see 6.3.1.2.8).

Table 6.65 — Tag reply to a suecessful ReadBuffer command

Header Data Bits RN CRC
# of bits 1 Variable 16 16
description 0 data handle CRC-16

A Tag shall reply to a ReadBuffer using the immediate reply specified in 6.3.1.6.1. If C=1 and the memory
bits spécified in the ReadBuffer-exist then the Tag’s reply shall be as shown in Table 6.65 including 3
header|(a 0-bit), the data bits,‘and the Tag’s handle. The reply includes a CRC-16 calculated over the
0-bit, data bits, and handle: Ifone or more of the memory bits specified in the ReadBuffer do not exist
or if the C flag in XPC_WH{-is zero-valued, then the Tag shall not execute the ReadBuffer and instead
backscqtter an error code’(see Table C.30, unsupported parameters) within time T4 in Table 6.16 rathej
than the reply shownin Table 6.65.

6.3.2.12.3.16<Untraceable (optional)

Interrogaters and Tags may implement the Untraceable command; if they do, they shall implement i
as showmrinTable6-:66—tntraceabteattowsamrInterrogator-withamasserted-Untraceable privitegeto
instruct a Tag to (a) alter the L and U bits in UIl memory, (b) hide memory from Interrogators with
a deasserted Untraceable privilege, and/or (c) reduce its operating range for all Interrogators. The
memory that a Tag may hide includes words of UIl memory, the Tag serialization in TID memory, all
of TID memory, and/or User memory (File_0 and above). Untraceable and traceable Tags behave
identically from a state-machine and command-response perspective; the difference between them is
(a) the memory the Tag exposes to an Interrogator with a deasserted Untraceable privilege and/or (b)
the Tag’s operating range. A Tag only executes an Untraceable in the secured state. Untraceable has the
following fields:

— Uspecifies avalue for the U bitin XPC_W1 (see 6.3.2.1.2.2). Upon receiving an Untraceable command
a Tag that supports the U bit shall overwrite bit 21Cy, of XPC_W1 with the provided U value regardless
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of the lock or permalock status of UIl memory. If the Tag does not support the U bit then the Tag shall
ignore the provided U value but continue to process the remainder of the Untraceable.

— Ull includes a show/hide bit (MSB) and 5 length bits (5 LSBs). These fields operate independently.

— Show/hide specifies whether a Tag untraceably hides part of UIl memory. If show/hide=0; then
a Tag exposes Ul memory:. If show/hide=1; then a Tag untraceably hides UIl memory above that
set by its Ull length field (i.e. StoredPC bits 10y - 14y) to bit 20Fy, (inclusive).

— Length specifies a new UII length field (L bits). Upon receiving an Untraceable command a
Tag shall overwrite its Ull length field (StoredPC bits 10y, - 14y) with the provided length bits
regardless of the lock or permalock status of UIl memory. In response to subsequent 4ICKs the
Tag backscatters a UIl whose length is set by the new length bits.

— TID specifies the TID memory that a Tag untraceably hides. If TID=00; then a(Tag expopfes TID
memory. If TID=01; and a Tag’s allocation class identifier (see 6.3.2.1.3}~is’ EO, then the Tag
untraceably hides TID memory above 10y, inclusive; if the Tag’s allocation classidentifier is §2j, then
the Tag untraceably hides TID memory above 20y, inclusive. If TID=10z\then the Tag untrjaceably
hides all of TID memory. TID=115 is RFU.

— User specifies whether a Tag untraceably hides User memory. If User=0; then the Tag expoges User
memory. If User=1; then the Tag untraceably hides User memo=ry; (i.e. hides File_0 and abovg¢).

— Range specifies a Tag’s operating range. If range=00; thén the Tag persistently enables |normal
operatingrange. Ifrange=10; then the Tag persistently enables reduced operatingrange. Ifrange=01;
then the Tag temporarily toggles its operating range fifnormal then to reduced; if reduced|then to
normal) but reverts to its prior persistent operating range when the Tag loses power. Tenpporary
toggling allows an Interrogator to confirm that@’Tag is still readable before committing range-
reduced untraceability to the Tag’s nonvolatile memory (by sending a subsequent Untnaceable
with range=103). Range=11; is RFU. A Tag shall execute a range change prior to replying to the
Untraceable. The range-reduction details;*including its magnitude and the commands to yhich it
applies, are manufacturer-defined. If.a*Tag does not support range reduction then it shall ignore
range but continue to process the reémainder of the Untraceable.

An Untraceable contains 2 RFU bits.JAn Interrogator shall set these bits to 003. A Tag in the secured
state that receives an Untracedble’ with nonzero RFU bits, TID=11;, or range=11, shall not pxecute
the Untraceable and instead treat the command’s parameters as unsupported (see Table C.30){ Future
brotocols may use these REU:bits to expand the Untraceable command’s functionality.

fa Tagin the secured.state receives an Untraceable from an Interrogator with an asserted Untraceable
privilege then it shall execute the command; if the Interrogator has a deasserted Untnaceable
privilege then the Tag shall not execute the command and instead treat the command’s parameters as
insupported (See Table C.30).

An unauthenticated Interrogator may issue an Untraceable without encapsulation. An authernticated
nterrogator shall encapsulate an Untraceable in a SecureComm or AuthComm (see Table 6.28). If a
[ag inthe secured state receives an unencapsulated Untraceable from an authenticated Interfogator

hen'it shall not execute the Untraceable and instead treat the command’s parameters as unsu;l)ported
J

CAZAAEr R -3 =ra—anwrye oy

\

Untraceable commands shall be atomic, meaning that a Tag, upon receiving an executable Untraceable,
shall discard its prior memory and range settings and implement the new ones.

If an Untraceable command modifies a Tag’s Ull length field and the Tag computes its StoredCRC at powerup
then the StoredCRC is likely to be incorrect until the Interrogator power-cycles the Tag. See 6.3.2.1.2.1.

If a Tag supports only XI=0; then the length bits in an Untraceable may have any 5-bit value. If the
Tag supports XI=1; then the maximum length-bit value is 11101;. A Tag that supports XI=1; shall
not execute an Untraceable that specifies length bits greater than 11101, and shall instead treat the
command’s parameters as unsupported (see Table C.30). Regardless of these absolute bounds on length,
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if an Untraceable specifies a length value that a Tag does not support then the Tag shall not execute the
Untraceable and instead treat the command’s parameters as unsupported (see Table C.30).

A Tag that is operating with reduced range shall do so for all commands regardless of whether an
Interrogator has an asserted or a deasserted Untraceable privilege.

A Tag shall execute supported access commands that operate on untraceably hidden memory if the
commanding Interrogator has an asserted Untraceable privilege, but shall not execute these commands
if the Interrogator has a deasserted Untraceable privilege. In the latter case a Tag shall behave as though
untracpnhly hidden memary does not exist and treat the commands’ parameters as unsuppaorted
(see Taple C.30). As an example, suppose that a Tag’s User memory is untraceably hidden. The Tag
may execute a FileOpen from an Interrogator with an asserted Untraceable privilege but not from™ar
Interrogator with a deasserted Untraceable privilege.

A Tag that is untraceably hiding UIl memory shall not include any of the untraceably hidden UH memory
bits when replying to an ACK.

This prptocol recommends that an Interrogator permalock the UIl memory bank priot to untraceably
hiding part or all of UIl memory. Absent such permalocking, an Interrogator without the Untraceablg
privilege may subsequently alter the Tag’s UIl length field and expose untraceably hidden memory.

A Tag teats as not-matching a Select command whose Mask includes untraegably hidden memory.

If a Tagfcomputes its UMI then the untraceability status of User memor§)does not change the UMI value
An Intefrogator shall prepend an unencapsulated Untraceable with,a frame-sync (see 6.3.1.2.8).

This prptocol allows a Tag manufacturer to implement irreversible untraceability whereby a memory
region, jonce untraceably hidden, cannot be re-exposed and/or the Tag’s operating range, once reduced
cannot [be restored to normal. The details of this irreversible untraceability, including whether 3
Tag witlh irreversibly hidden memory will still altersts operating range, and vice versa, shall be Tag
manufacturer defined.

Table 6.66.— Untraceable command

Command | RFU U Ull TID User Range RN CRC
# of|bits 16 2 1 6 2 1 2 16 16
descripfion| 11100010 | 00 |0: Deassert |MSB (show/hide): |00: hide none |0:view |00:normal | handle | CRC-16
00000000 Uin@He-wi 0: show memory |[01: hide some |1:hide |01:toggle
_1: AssertU |above UlI 10: hide all temporarily
in XPC_W1 .
1: hide memory 11: RFU 10: reduced
above UlI 11: RFU
5 LSBs (length):
New UlI length

field (new L bits)

This priotocel allows a Tag manufacturer to configure a Tag to only execute an Untraceable at shorf
range. This protocol also allows a Tag manufacturer to configure such a Tag with a zero-valued access
password and an asserted Untraceable privilege for the access password, in which case the short-range
feature provides the only protection against illicit use of the Untraceable command.

A Tag shall reply to an Untraceable using the delayed reply specified in 6.3.1.6.2. Upon receiving an
executable Untraceable a Tag shall perform the specified actions. If a Tag receives an Untraceable
whose fields it supports but nonetheless cannot execute, such as if the Untraceable instructs the Tag to
expose an irreversibly hidden portion of Tag memory or the Interrogator has a deasserted Untraceable
privilege, then the Tag shall not execute the Untraceable and instead treat the command’s parameters
as unsupported (see Table C.30).
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6.3.2.12.3.17 FileOpen (optional)

Interrogators and Tags may implement the FileOpen command; if they do, they shall implement it as
shown in Table 6.67. FileOpen allows an Interrogator to instruct a Tag to close the currently open file
and open a new file. A Tag only executes a FileOpen in the open or secured state. FileOpen has the
following fields:

— FileNum specifies the file to be opened.

A FileOpen contains 2 RFU bits. An Interrogator shall set these bits to 00,. A Tag in the open or secured
states that receives a FileOpen with nonzero RFU bits or that specifies FileNum=1111111%11, (RFU
FileNum) shall not execute the FileOpen and instead treat the command’s parameters as unsupported
[see Table C.30). Future protocols may use these RFU bits to expand the FileOpen “comjmand’s
functionality

An authenticated Interrogator shall encapsulate a FileOpen in a SecureCommy-or AuthComm (see
[able 6.28). If a Tag in the secured state receives an unencapsulated FileOpenfrom an authenticated
nterrogator then it shall not execute the FileOpen and instead treat the cemmand’s paraméters as
insupported (see Table C.30).

An unauthenticated Interrogator may issue a FileOpen without encapsulation to open files ac¢essible

‘rom a Tag (a) in the open state, or (b) in the secured state h{-an Interrogator that supplied the
hccess password.

Table 6.67 — FileOpen:command

Command RFU FileNum RN CRC
# of bits 8 2 10 16 16
description 11010011 00| Which file to open | handle CRC-16

fan Interrogator or a Tag support File_N, N>0 then that Interrogator or Tag shall implement a FfleOpen.

fan Interrogator issues a FileOpen specifying a File_N, N>0 for which the Interrogator has a 0000 file
privilege value then the Tag will openvthe file, but the Interrogator will not be able to read any data in or
btherwise modify the file (see Table 6.24 and Table 6.25).

An Interrogator shall prepend'an unencapsulated FileOpen with a frame-sync (see 6.3.1.2.8).

fa Tag supports the FileOpen command then it shall implement the file (F) indicator (see 6.3.2.1.3).

Table 6.68 — Tag reply to a successful FileOpen command

Header | FileNum | FileType | FileSize | BlockSize IntPriv LastFile RN CRC
# of bits 1 10 8 10 10 4 1 16 16

0: Not max
File size | Block size | Interrogator’s |FileNum

dedcription 0 Opentile  OleType in blocks | inwords | file privilege

handle |[|CRC-16

1: Max FileNum

A Tag shall reply to a FileOpen using the immediate reply specified in 6.3.1.6.1. If the Tag has an allocated
file at FileNum then it shall close the currently open file, open the specified file, and reply as shown in
Table 6.68. The reply includes a header (a 0-bit), FileNum, FileType, FileSize, BlockSize, IntPriv, LastFile,
and the Tag’s handle. FileNum, FileType, FileSize, BlockSize are defined in 6.3.2.11.3. IntPriv is the
Interrogator’s 4-bit privilege to the file (see Table 6.24 and Table 6.25). LastFile indicates whether the
just-opened file has the largest assigned FileNum; if a Tag has a FileNum larger than that of the just-
opened file then it shall set LastFile to 0, otherwise it shall set LastFile to 1. The reply includes a CRC-16
calculated over the 0-bit to the last handle bit. If a Tag receives a FileOpen specifying the currently open
file then it shall leave the file open and reply as specified in Table 6.68. If a Tag receives a FileOpen but
does not have an allocated file at FileNum, or if User memory is untraceably hidden and the Interrogator
has a deasserted Untraceable privilege, or if the Tag is otherwise unable to execute the FileOpen, then
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shall not execute the FileOpen and instead treat the command’s parameters as unsupported (see

Table C.30), reverting to the currently open file (or to no file if the Tag doesn’t have any allocated files
or if User memory is untraceably hidden and the Interrogator has a deasserted Untraceable privilege).

6.3.2.12.3.18 FileList (optional)

Interrogators and Tags may implement the FileList command; if they do, they shall implement it as
shown in Table 6.69. FileList allows an Interrogator to obtain information about a Tag’s files and the
Interrogator’s privileges to those files. A Tag only executes a FileList in the open or secured state.

FileList
— Ser

— Inc

ag

—

— Filg

— AddlIFilesidentifiesthenumberofadditionalfilesfor which the Interrogatorisréquestinginformation

For
for
ass

A FileLi
states 1
FileNun
Table C

An aut
Table 6
Interro
unsupp|

has the following fields:
RepspecifieswhetheraTagbackscattersitsresponseorstorestheresponseinits ResponseBuffer

RepLen specifies whether the Tag omits or includes length in its reply. If IncRepL.en=0-then thg
omits length from its reply; if IncRepLen=1 then the Tag includes length in its reply:

Num identifies the starting file for which the Interrogator is requesting information, inclusive.

example, if FileNum=4 and AddlIFiles=2 then the Tag shall provide information for File_4 and
the next two higher-numbered files (which may be File_5 and File_ 6 if the Tag manufacturer
igned file numbers sequentially or may be other files if the numbering is not sequential).

Kt contains 2 RFU bits. An Interrogator shall set these bits tor002. A Tag in the open or secured
hat receives a FileList with nonzero RFU bits or that specifies FileNum=1111111111, (RFU
n) shall not execute the FileList and instead treat the command’s parameters as unsupported (seg
30). Future protocols may use these RFU bits to expand'the FileList command’s functionality.

henticated Interrogator shall encapsulate a FileList in a SecureComm or AuthComm (segq
28). If a Tag in the secured state receives an whencapsulated FileList from an authenticated
bator then it shall not execute the FileListzand instead treat the command’s parameters ag
orted (see Table C.30).

Table 6,69 — FileList command

Command | RFU | SenRep IncRepLen FileNum AddIFiles RN16 CRC

#|of bits 16 2 1 1 10 8 16 16
description| 11100010 00~ 0% store |0: Omit length Firstfile | Total number | handle | CRC-16
00000001 from reply number | ofadditional
1: send files

1: Include length

in reply
An unapthenticated Interrogator may issue a FileList without encapsulation to a Tag in the open of
securefl state.
An Intefrogator shall not specify AddlFiles=FFy,. If a Tag receives a FileList with AddlFiles=FF}, then the

Tag shalll behave as though it had received a FileList with AddIFiles=FDy,.

An Interrogator shall prepend an unencapsulated FileList with a frame-sync (see 6.3.1.2.8).

Table 6.70 — Tag reply to a successful FileList command

NumMessages Message 1 Message N BlockSize | AvailFileSize
# of bits 8 32 32 10 10
description| Number of mes- |[FileNum, FileType,| ... |[FileNum, FileType,| Block size Allocateable
sages in this reply | FileSize, IntPriv] FileSize, IntPriv] in words | memory in blocks

A Tag s

hall reply to a FileList using the in-process reply specified in 6.3.1.6.3. A Tag’s response shall

be as shown in Table 6.70 and includes a message for each file for which the Interrogator requested
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information. The response includes the number of messages, the message contents (10-bit FileNum,
8-bit FileType, 10-bit FileSize, 4-bit IntPriv), the BlockSize, and the free memory available for file
resizing (AvailFileSize). IntPriv is the Interrogator’s 4-bit privilege to the file (see Table 6.24 and
Table 6.25). If a Tag is static then AvailFileSize shall be zero. If a Tag has more than 1022 blocks of
free memory then AvailFileSize shall be 11111111115. If a Tag receives a FileList with an unsupported
FileNum, or AddlFiles exceeds the number of files above FileNum, or User memory is untraceably hidden
and the Interrogator has a deasserted Untraceable privilege, or the Tag is otherwise unable to execute
the FileList, then the Tag shall not execute the FileList and instead treat the command’s parameters as
unsupported (see Table C.30).

6.3.2.12.3.19 FilePrivilege (optional)

nterrogators and Tags may implement the FilePrivilege command; if they do, theyrshall implement
t as shown in Table 6.72. FilePrivilege allows an Interrogator to read or modify file(privileges (Table
b.24 or Table 6.25) for the currently open file. A Tag only executes a FilePrivilege-in'the secured state.
FilePrivilege has the following fields:

— SenRepspecifieswhetheraTagbackscattersitsresponse orstorestheresponseinits ResponsgBuffer.

— IncRepLen specifies whether the Tag omits or includes length in-its'\reply. If IncRepLen=0 then the
Tag omits length from its reply; if IncRepLen=1 then the Tag includes length in its reply.

— Action specifies whether the Interrogator is reading or modifying a privilege for the cyrrently
open file, and if modifying whether the change applies to/the open state, access password, p single
key, or all keys.

— KeylD specifies a key.
— Privilege specifies the file privilege. See Table*6:24 and Table 6.25.

A FilePrivilege contains 2 RFU bits. An Interrogator shall set these bits to 00;. A Tag in the secured
state that receives a FilePrivilege with nonzero RFU bits shall not execute the FilePrivilege and [instead
[reat the command’s parameters as unspported (see Table C.30). Future protocols may use th¢se RFU
bits to expand the FilePrivilege command’s functionality.

An authenticated Interrogator shall encapsulate a FilePrivilege in a SecureComm or AuthComm (see
[able 6.28). If a Tag in the secured state receives an unencapsulated FilePrivilege from an authenticated
nterrogator then it shall net'execute the FilePrivilege and instead treat the command’s parameters as
insupported (see Table(C.30).

An unauthenticated-lnterrogator may issue a FilePrivilege to a Tag in the secured state Without
bncapsulation.

A Tag shall éxecute a TagPrivilege according to Table 6.71 which specifies, for each Action vaflue, the
privilege assignment that the Tag makes (if any), the fields in the FilePrivilege that the Tag ignores,
he required Tag or file privilege to perform the requested operation, and the reply that the Tag
backscatters. An Interrogator may set an ignored field in a FilePrivilege to any value.

—________Table6.7t—Action field behavior fora FilePrivitege ———

Privilege a Tag Assigns
Action | to the Currently Open 1 Tag Required Privilege Tz;g_IR;p!y.;o the Reference
File gnores ilePrivilege
B KeyID and FileNum and the open-
0002 privilege Any state file privilege I;I‘able 66?)?(’)’
o ction=000;
001, huivilepe fi;%itlh%oﬂfn state KeyID File superuser - or 0012
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Table 6.71 (continued)

Privilege a Tag Assigns
Action | to the Currently Open I Tag Required Privilege Tz;g_IR;p!y_;o the Reference
File gnores ilePrivilege
FileNum and the
010, - Ker;il‘l,]ill;méi Any access-password file
p g il
Fi . . Table 6.73,
— File superuser to assign priv- Action=010
l . ilege for the access password S—v 2
privilege to the access
0112 | Lassword for FileNum KeylD | _ DecFilePriv to decrement -
privilege for supplied access
password
. FileNum, KeyID, and
1002 - privilege Any KeyID’s file privil
Fi . . Table 6.73,
— File superuser to assign priv- Action=100,
101, privilege to KeyID for _ ilege for any Key_N B © or101;
FileNum — DecFilePriv to decrement
privilege for supplied key
FileNtm, NumKeys, and
KeyID and . .
1102 - Civileoe Any aReylD/privilege pair | Taple 6.73,
privilege for each key Action=110,
- or111;
111 wg%.t]o Ialn Koyl for KeyID File superuser -
As shown in Table 6.71, a Tag permits an Interrogator that is-a.file superuser to modify a file privilege

for the
is assig
not a fi
recentl
the cur
shows ]
state, a

Upon r¢
the cui
success|
for exa
the wri
values :

ppen state, access password, or any key regardless of the cryptographic suite to which the key
hed, for the currently open file. Table 6.71 also shaws that a Tag permits an Interrogator that i
e superuser to decrement the file privilege for the access password or key that it used to mos
F enter the secured state if the access passwokd or key has an asserted DecFilePriv, but only foj
rently open file and not for the open state\or for any other password or key. Finally, Table 6.71
hat a Tag permits any Interrogator to read the privileges for the currently open file, for the open
Ccess password, or for any key.

ceiving an executable FilePrivilége'with Action=0013, 0115, 1017, or 1117 a Tag shall overwritg
rent file privilege(s) with the.new privilege. If the Tag does not write the new privilege
fully then it shall revert to.theprior stored privilege. A Tag may meet this latter requirement byj
mple, double-buffering the-write operation. Note that, if Action=111, then a Tag may completd
[e operation for somekeys but not for others, in which case an Interrogator can read the privilegg
ind, if necessary, rezissue a FilePrivilege.
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thall be as shown in Table 6.73.

Table 6.73 — Tag reply to a successful FilePrivilege with indicated Action fields

Command | RFU | SenRep | IncRepLen Action KeyID | Privi- RN CRC
lege
# of bits 16 2 1 3 8 4 16 16
description| 11100010 | 00 |O0:store |0: Omit 000: Read open KeylID |privilege | han- |CRC-16
00000100 1: send l;eeg%mfrom state 1
Py 001: Modify open
1: Include state
lre?n%m n 010: Read access
ply pwd
011: Modify access
pwd
100: Read KeyID
101: Modify KeyID
110: Read all keys
111: Modify all keys
An Interrogator shall prepend an unencapsulated FilePrivilege with a frame-sync (see 6.3.1.2.8)
A Tag’s response to the FilePrivilege, for incorporation intg‘the in-process reply specified in 6|3.1.6.3,

Action=000; or 001;
FileNum Privilege
# of bits 10 4
description Currently open file open state privilege
Action=0102 or 011,
FileNum Privilege
# of bits 10 4
description Currently open file access password privilege
Action=1002 or 101>
FileNum KeyID Privilege
#ofbits 10 8 %
description| Currently open file KeyID KeylID privilege
Action=1102 or 111,
FileNum NumKeys Key_0 / Privilege_0 pair Key_N / Privilege_N pair
# of bits 10 8 12 12
description Currerfltlly open | Number of keys Key_0 | Privilege_0 Key_N | Privilege_N
ile
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If a Tag receives a FilePrivilege that it cannot execute because the access password or key the
Interrogator supplied has insufficient privileges, or the FilePrivilege contains an unsupported KeyID, or
privilege is an RFU value, or User memory is untraceably hidden and the Interrogator has a deasserted
Untraceable privilege, or the Tag is otherwise unable to execute the FilePrivilege, then the Tag shall not
execute the FilePrivilege and instead treat the command’s parameters as unsupported (see Table C.30).

6.3.2.12.3.20 FileSetup (optional)

Interrogators and Tags may implement the FileSetup command; if they do, they shall implement it
as shoyyn in Table 6.74. FileSetup allows an Interrogator to resize the currently open file, change itJ
FileTypg, or both. A Tag only executes a FileSetup in the secured state. FileSetup has the following fields

— SerlRepspecifieswhetheraTagbackscattersitsresponseorstorestheresponseinits RespongeBuffer

|
—
()

ncRepLen specifies whether the Tag omits or includes length in its reply. If IncRepLen=0 then thg
ag omits length from its reply; if IncRepLen=1 then the Tag includes length in its yeply.

—3

|
=

ilg¢Type specifies the new file type.

r

ilgSize specifies the requested file size in blocks.

A FileSdtup contains 2 RFU bits. An Interrogator shall set these bits to 00294 Tag in the secured state
that reg¢eives a FileSetup with nonzero RFU bits shall not execute the‘FileSetup and instead treat thg
commahd’s parameters as unsupported (see Table C.30). Future protecols may use these RFU bits td
expand|the FileSetup command’s functionality.

A Tag sHall only execute a FileSetup issued by an Interrogator with.a file superuser privilege (see 6.3.2.11.3)

An authenticated Interrogator shall encapsulate a FileSetup in a SecureComm or AuthComm (see
Table 6]28). If a Tag in the secured state receives an unencapsulated FileSetup from an authenticated
Interrogator then it shall not execute the FileSetup-and instead treat the command’s parameters as
unsuppprted (see Table C.30).

An unguthenticated Interrogator may issueva FileSetup to a Tag in the secured state withouf
encapstyilation.

A statiq Tag that supports the FileSetup command shall permit an Interrogator with the file superuset
privilege to modify a file’s type but\never its size. A static Tag shall write the FileType in a FileSetup
as the file’s new type and shall {ighore FileSize. An Interrogator may set FileSize to any value wher]
commuhicating with a static Tag:

A dynamic Tag shall permitan Interrogator with the file superuser privilege to modify a file’s type and
size. Taple 6.26 specifies_the conditions under which a dynamic Tag may be able to resize a file. Wher
increas|ng a file’s sizeva dynamic Tag shall only allocate “free” memory (i.e. memory not currently
allocatqd to another-file) to the resized file. When reducing a file’s size a dynamic Tag may or may not
dependjng on_the’/Tag manufacturer’s implementation, erase the excised memory. Consequently, this
protocdl recoemimends that Interrogators, before reducing a file’s size, erase that portion of the file that
will be excised by the resizing. Whether a dynamic Tag is able to recover memory freed by resizing a file’s
size downward depends on the Tag manufacturer’s implementation and is not specified by this protocal

Regardless of whether a Tag is static or dynamic, after executing a FileSetup a Tag’s response shall
include both FileType and FileSize (even if the Tag made no changes to either one). See Table 6.75.

An Interrogator shall prepend an unencapsulated FileSetup with a frame-sync (see 6.3.1.2.8).

A Tag’s response to the FileSetup, for incorporation into the in-process reply specified in 6.3.1.6.3, shall
be as shown in Table 6.75. The response includes the FileNum, FileType, and FileSize. If a Tag receives
a FileSetup that it cannot execute because the access password or key that the Interrogator most
recently supplied does not have a file superuser privilege, or User memory is untraceably hidden and
the Interrogator has a deasserted Untraceable privilege, or the Tag is otherwise unable to execute the
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FileSetup, then the Tag shall not execute the FileSetup and instead treat the command’s parameters as
unsupported (see Table C.30).

There are many reasons why a dynamic Tag may be unable to execute a FileSetup including (a) the Tag
does not have free memory to increase the file size, (b) the Tag has free memory but is unable to allocate
it to the file, (c) the file has a permalocked block, and (d) many others. If a dynamic Tag is unable to execute
the FileSize in the FileSetup command then it shall not execute any portion of the FileSetup (i.e. it shall not
change the FileType) and instead treat the command’s parameters as unsupported (see Table C.30).

I'able 6.74 — FileSetup command

Command | RFU | SenRep IncRepLen FileType FileSize | RN16 CRC
# of bits 16 2 1 1 8 10 16 16
description| 11100010 00 |0:store |0:Omitlength FileType | Requested/{ handle | CRC-16
00000101 from reply file size,in
1: send blocks
1: Include length
in reply

Table 6.75 — Tag reply to a successful FileSettipjcommand 1

FileNum FileType FileSize
# of bits 10 8 10
description| Currently open file | FileType Current file size, in blocks

[: See also Table 6.26.

7/ Battery Assisted Passive (BAP) Interrogator Talks First Type C systems
(optional)

7.1 Applicability

n case an Interrogator or Tag\supports any command, response or feature of Clause 7 then this
nterrogator or Tag shall support all mandatory commands, responses or features, and it may $upport
'he specified combinationsof optional commands, responses or features. If an Interrogator or Tag does
not support any commafd, response, or feature of Clause 7, then Clause 7 does not apply for that device.

[here are no new majdatory commands in Clause 7 simply to have a battery assisted Tag, but there are
required modifications of flag persistence with batteries, and required relationships between gptional
rommands and.features.

7.2 General overview, definitions, and requirements of BAP

[he“benefit of BAP is to improve the robustness and performance of the air interface of a [passive
packscatter system. Specific benefits include better Tag sensitivity and resistance to multipath fade.
These improvements can result in improved operating range or better penetration of reading zone into
closely packed objects such as a pallet of goods. BAP also provides power for sensors which may then
operate out of the field of an Interrogator. See Annex Q for an informative tutorial overview of BAP as
implemented in this standard.

This clause defines the requirements and features of Battery Assisted Passive Type C systems. It covers
these types of BAP Tags:

BAP PIE: The air interface of Clause 6 supplemented with an on-Tag battery and optionally
supplemented with battery life extending Battery Saver functionality referred to as Battery Saver
Mode. This BAP PIE mode may be provided as the only mode a Tag supports. Battery Saver Mode is
basically a duty cycled mode of manufacturer selected form where the Tag receiver is either OFF or in
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a very low power state, or switches between both, for the majority of the time. The Battery Saver Mode
option may be implemented with a low power RF threshold detection function or alternatively with a
successful command decode function as the trigger to activate the Tag and temporarily hold it in a fully
operational state. Battery Saver Mode may feature either a low power continuous “listen” capability,
or a duty cycled listen capability (typically at improved sensitivity compared to continuous), or both.
A Tag that supports BAP PIE shall support being inventoried in parallel with passive PIE Tags without
special actions required on the part of the Interrogator. It may also support being inventoried in special
battery only Query rounds by use of the optional Flex_Query command. The Flex_Query command
combines the function of a Select command and Query command, which allows taking targeted types of
Tags info Query rounds with a single command.

For BAR PIE Tags the beginning of passive persistence inventoried flag and state machine state tifieouf
are conftrolled by an on-Tag timer function of some type, and not dictated by loss of signal as etcurg
with pgssive Tags. This timer function allows the BAP PIE Tag to survive brief signal fades-withouf
unnecepsarily losing state machine state or inventoried flag state, in particular on the SQ flag with its
passive|persistence definition of “None”.

Manchester: The Manchester mode features an improved forward link using Manchester modulatior
that is |capable of taking the performance of BAP Tags to the limits of the’ physically possible. A
Manchgster Tag shall also support PIE, though this support requirement is diseontinuous as described
below ih this clause. The Manchester forward mode is orthogonal to the PIE mode in the sense that Tagg
of each|mode do not accidentally decode commands of the other mode; thus providing some degree of
interferlence resistance. The Manchester mode also features a hibernate state where a low data ratsg
Activatjon command may bring the Tag up to a fully operational mede.

Interrqgator BAP support requirements: Type C Interrogators have no requirements to suppor
any commmands or features as described in this clause. (Fheir base requirements are as given i
Clause p. However, if an Interrogator that is specified by, its manufacturer as explicitly supporting
BAP PIE Tags, then it should also support the Flex_Query.command of 7.4.1 (see Annex Q for additiona
recomnendations).

If an Inferrogator is specified by its manufacturer-as explicitly supporting Manchester, then it shall alsg
supporf the physical modulation form and mahdatory commands of 7.5 and its sub-clauses.

BAP Tylpe C Tag PIE support requirements: Type C Interrogator-Talks-First Battery Assisted Passive
Tags arg required to support PIE. The Tag may satisfy this requirement with either the continuously
available PIE of Clause 6, or with the.battery supported and optionally duty cycled “Battery Assisted
PassivelPIE” or BAP PIE of clause(7.4. Though it is not required for BAP PIE to support better sensitivity
than passive PIE, it is typical for.the battery to allow improved sensitivity. If BAP PIE is duty cycled, thg
duty cyfle maximum sleep.time shall meet the requirements of 7.4.

The requirement for PIE-siipport is temporarily suspended for Manchester Tags that have been activated
in Mang¢hester modepfor programmable Tags that are programmed differently by the user, and for Tagg
that ar¢ authorized~to self-adjust their duty cycle in case of a depleted battery state. Also, a Tag tha
has a uger contielled ON-OFF switch or other power-down control method outside of the standard aij
interfage may.when powered down be completely unresponsive.

BAP Tags-with depleted batteries may be unresponsive, or may function in a purely passive PIE mode as
described in Clause 6 where they are completely powered by the Interrogator RF field. Whether or not a
BAP Tag will reply with a depleted battery is referred to as the Dead Battery Response (DBR) capability.

BAP Tags have the option to recalculate their storedCRC (see 6.3.2.1.2.1) upon entering the battery
ready state. Alternatively, they may use a manufacturer specific implementation that meets the
specifically BAP Tag modification to 6.3.2.1.2.1 to have the correct storedCRC at the time that the
Tag may receive a Query command that brings it into a query round. For example, in a BAP Tag with
continuous power a flag in the Tag may tell its controller that this update has been made and there is no
current need to recalculate the storedCRC.

BAP Tags may but are not required to support Extended Protocol Control (XPC).
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BAP Tags may but are not required to support any of the optional commands in Clause 6.

BAP Tag physics and degree of power consumption allows for Tag sensitivity that ranges from
approximately -10 dBm to -60 dBm without an RF low noise amplifier, thus leading to wide range of
performance and interference control requirements (see Annex Q and Annex R for more detail). This
performance may vary with battery state or particular Tag programming.

The term “Low Power Receive” or “LPR” is defined to mean a Tag that features a BAP PIE receive
mode that is lower power and sensitivity than an additional receive mode that Tag also possesses. For
nynmplp, when in LPR mode a Tng mighf not make use of an npfinnn] nn-Tng nmp]ifipr that l_rovides
better sensitivity but consumes additional power when it is on. LPR is not the same as Dedd,Battery
Response, as DBR implies that the Tag fully operates from energy harvested from the RF field: LPR only
means that the BAP Tag has an ultra-low power mode in addition to a higher power consumptign mode
'hat may be valuable in operational planning.

7.3 Battery Assisted Passive inventoried flag and state machine behayiour
modifications

7.3.1 Modification to ready state and power-down support for BAP‘Tags

All Interrogator-Talks-First Type C BAP Tags shall support a variation of the passive ready state
referred to as the “battery ready” state. The battery ready state is logically identical to the [passive
ready state with these two exceptions:

|) The battery ready state is battery supported and dé€esnot require the presence of an RF figld.

P) In the case of BAP PIE Tags that do not suppoirt Battery Saver Mode, the battery ready state
supports inventoried and selected flag persistence timer operation (see sub-clause 7.4.2) instead
of these operations being performed in the implied deenergized state as is done for passive|Tags.

Manchester Tags conduct their own form_of‘persistence timing in the “stateful hibernate” state (see
Figure 7.35). This is not the “inventory state holding” persistence of clause 6.3.2.2 and Table 6.20.|Instead
tis a persistence to reject new activations aimed at Tags that have not been recently inventoried. If the
[ag was not successfully inventoriéd before an INACT_T or Global Timeout took the Tag back to the
hibernate state, then the Tag shall be receptive to activations aimed at recently uninventoried Jags.

n BAP PIE Tags that supportia Battery Saver Mode the persistence timing operations occur in|similar
stateful” variations of the.other states in the “sleep-listen mode”.

[he Tag types that-support various “low power modes”, meaning BAP PIE with Battery Savgr Mode
hnd Manchester writh its support of hibernation, are exempted from the timing requirements|of sub-
Clause 6.3.1.3.4~when in their associated low power mode. Instead they have more relaxed but still
ronstrained €#aring limits, such as are described in sub-clause 7.4.2 for BAP PIE. BAP PIE Tags|that do
hot implement Battery Saver Mode will usually be in the battery ready state when entering the field of
hn Interrogator, and in that state they are subject to sub-clause 6.3.1.3.4. All Tags in the battery ready
btate Shall support the timing requirement of sub-clause 6.3.1.3.4.

tis’highly desirable for battery Tags to have a means of avoiding a permanent powered conditioh which
would rapidly deplete their batteries. Necessary support for this in the case of BAP PIE Tags is provided
in sub-clause 7.4.2 on Battery Saver Mode. Tags supporting any of the low power modes (hibernate or
sleep-listen) shall support atleast one of the “return to low power” timers INACT_T and Global Timeout
(see sub-clause 7.3.2).

7.3.2 Signal loss tolerance via timer (mandatory)

7.3.2.1 Signal loss immunity requirements

Received signal strength as viewed at the Tag suffers strong time variation due to multipath fade,
resulting in rapid signal loss and return of signal. The time period of these signal nulls under typical
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operating conditions is in the range of approximately 1 to 100 ms (see Annex Q for detailed information)
and suffers attenuations of up to tens of dB. Tags may also temporarily completely lose Interrogator
signal due to deliberate Interrogator actions such as frequency hopping.

The passive Tag generally loses its operating power within a few forward symbol periods of loss of
signal. It then must lose its state machine position (go to the implied de-energized state). At this time
passive Tags begin their inventory persistence (a timing function controlling flag state) operation so
that they temporarily retain inventoried state.

displaylis to hold its state for an interval of time from the last valid command received (environmenta
validation), so that the Tag recognizes that signals above threshold may actually be from/interfering
sourceq that the Tag should decline to allow holding the Tag active. It should be noted-.that these twd
behaviqurs have an opposite behaviour with regards to when timers are in operatioi'When a timer i
used to[time loss of signal relative to a threshold, the timer begins when signal is lest and so is normally
not running. When a timer is used to measure time from last valid command/er-preamble, the time;
begins ppon entering the battery ready state, and is reset to begin again on\every valid command of
preamble, so the timer is always running. Note also that a timer function thatvalidates the environmen{
can avojid the Tag being trapped in an on state in the presence of a strong interferer.

Tag reaftion to signal loss is controlled by one or both of the below specified timers, which are applicablg
to all the BAP Tag types and which may have more advanced-pehaviours of command recognition
These qre the INACT_T and Global Timeout timer functions., The INACT_T function is the primary
timer flinction that holds the Tag in the state it is in for some period of loss of signal or absence of
valid cdmmands. Some form of INACT_T function is mandatory, though it may be specified as a reactior
time thpt applies without requiring an explicit timer. Tie'Global Timeout is an optional timer that car
recover|the Tag from being trapped on in the presencéof an interfering carrier. It is thus most useful fof
situatigns where environmental validation is notperformed, since a single timer with environmenta
validation can suffice to both survive fades and not be trapped on by interference. These timers are
describgd in detail in the following sub-clauses:

7.3.2.2| INACT_T timer

The perjiod of time the PIE or Manehester BAP Tag maintains its state within the singulation and access
state nfachine and by which it"delays the initiation of flag persistence timers without received R
signal (pr optionally without-correctly decoded signals) is governed by a timer whose timeout periog
is “INACT_T". This timer iS-defined for both BAP PIE and Manchester Tags. Values for INACT_T rangsg
from ndar zero (microséconds) to a few seconds, with 100 ms being a typical value to survive multipath
fades typical in the modest velocities of RFID systems. INACT_T also allows for interrogation rounds;
to span| over multiple frequency hopping intervals as used in countries where frequency hopping is 3
regulatpry requirement.

In general there are two modes of INACT_T timer operation, specified as follows:

1_ Th ncl\nlt‘ 'KI/\{'T T 'T‘]r\a T]ﬁv‘no]‘\n]r‘ I]\IA{"T‘ 'T‘ form ]‘\ernv}o fimar onaration 1tnan lace Af cigna

TOT I o e O p Tt O p O 1050 OO

relative to the manufacturer determined threshold. After the manufacturer specified INACT_T
period the Tag returns to the stateful sleep or stateful low power listen state for BAP PIE Tags
featuring Battery Saver Mode, or to the hibernate state for Manchester (see Figure 7.35). With this
simple form of INACT_T behaviour there is the chance that an interfering source of power above the
threshold can cause a Tag to remain in a higher power mode. This is referred to as an “interference
trap”. For BAP PIE Tags using Threshold INACT_T the manufacturer has the option of providing a
separate “Global Timeout” timer (see 7.3.2.3) that will defeat the interference trap and return the
Tag to the battery ready state. For Manchester Tags using Threshold INACT_T the inclusion of a
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Global Timeout is mandatory, and it shall return Manchester Tags to hibernate in the presence of
interference.

If a BAP Tag implements Threshold INACT_T, its timing actions need not be with respect to a single
RF signal level. Hysteresis may be employed where the Tag starts the timer running (loss of signal)
on one signal level and resets the timer (reacquisition of signal) on a different signal level. It is
recommended to implement hysteresis between an “RF signal detected” level and an “RF signal
absent” level to avoid bounce at the threshold level.

If a BAP Tag implements Threshold INACT T, then the monitoring of signal need not he continuous.
The Tag may sample signal strength at discrete times, and internally consider signal to be jpresent
or absent after a number of such samples are taken and weighed according to an algorithmp of the
manufacturer’s choice. The total time period applicable to INACT_T then becomes.the sum of the
individual periods of the number of samples taken to reach this decision.

Some INACT_T behaviour is specified as mandatory even if the Tag does notthave actual timers, as
there is always some greater than zero time delay before the Tag reactsto’signal loss. If the Tag
does not possess an actual INACT_T timer, then there is a small period of time generally in the range
of microseconds before the Tag reacts to signal loss, and this time shall be specified by [the Tag
manufacturer as a fixed Threshold INACT_T period. When INACT\E3$ not supported with p timer,
Tags will eventually reset from an inventory or access state,t6_a low power mode via a|failsafe
“Global Timeout” timer (see 7.3.2.3).

If INACT_T is not supported with a timer then it shall be«onsidered as INACT_T = 0 (or near|zero as
specified by the Tag manufacturer) for purposes of persistence (see Table 7.1). The no explidit timer
case shall be considered as INACT_T = Infinity for. pdrposes of how long a Tag holds a stafe upon
loss of signal or loss of valid Type C preambles ox commands, with the Global Timeout function then
recovering from a BAP Tag being trapped in an-ON state.

NV

Validated INACT_T. This INACT_T form starts timer operation upon the Tag entering the battery
ready state, and resets the timer to zero to begin again upon reception of a valid command or
preamble. In other words, this INAET'T form validates the environment before resetting the
INACT_T timer. If the INACT_T timerexpires without a preamble or command causing resgt, then
the Tag returns to either the stateful sleep or stateful low power listen state for BAP| PIE, or
to the hibernate state for Manchester (see Figure 7.35). It is left to manufacturer’s optiops what
it chooses to constitute a valid command or how these may vary as a function of Tag stpte. For
example, if a Manchester\Tag is awakened from hibernate with Session Locking (see Tahle 7.10
and its notes) in effect, then the may consider that only Interrogator commands with a inventoried
flag match constitutevalid commands for resetting the Validated INACT_T timer.

BAP PIE Tags-that support Battery Saver Mode shall implement at least one of INACT_T of Global
Timeout. Eurther details of the behaviour of BAP PIE Tags upon expiration of the INACTT timer
are described in sub-clause 7.4.2. Since Global Timeout is specifically defined to apply to rgturn to
a low power mode, BAP PIE Tags that do not support Battery Saver Mode shall support INACT_T to
provide a means to force them back to the battery ready state upon a sufficient period of loss of
signal or loss of Type C commands. The expiration of the INACT_T or Global Timeout functidns may
everride the responses to T2 timeout described in 6.3.1.6.

A BAP Tag that is programmed to INACT_T greater than 500 ms shall apply a maximum of 500 ms
delay to the start of its inventory persistence timers when operating in BAP PIE mode (see Table 7.1).

The INACT_T timer shall display an accuracy of +/-40% accuracy over nominal temperature range of
-25to + 40 °C, and (if supported) a +/-50% accuracy over extended temperature range of -40 to +65
°C.
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7.3.2.3 Global Timeout timer and Selective Global Timeout

This optional timer causes the Tag to fall back to a low power state (sleep, low power listen, or
hibernate as appropriate) a relatively long time after it was activated to the Normal Mode. The Global
Timeout may at the option of the Tag manufacturer be of either of these two forms:

1. Global Timeout. This form forces the Tag back to its low power mode regardless of Tag state, such as
the Tag currently being involved in a legitimate inventory round. If implemented in this way, then in
order to reduce the odds of an intended inventory round from being interrupted, this Global Timeout
shallbe 4 seconds ormore-Glogbal Timeout hngihc rnnning when the Tng enters the hnfi‘nry readx
state, and upon expiration and regardless of what the Tag is doing takes the Tag back to the statefu
slegp or stateful low power listen state for BAP PIE, or to the hibernate state for Manchester\(see
Figlhre 7.35). It may thus affect a Tag engaged in a legitimate inventory operation.

2. Selective Global Timeout. This form is selective as to Tag state. Selective Global Timeout hag
the| behaviour that it begins running when the Tag enters the battery ready state)but that thg
timler refreshes upon the Tag detecting legitimate commands. This generally avoids causing a Tag
engaged legitimate operations from timing out. An example of selective behaviour is resetting
Selgctive Global Timeout upon receiving valid commands, with different options possible as ta
whpt is considered a valid command. These options are at the choice of the*Tag manufacturer, bu
shquld be described in product data sheets. The Selective Global Timeout, if implemented, shal
haye a minimum duration of at least 50 ms.

The Gldgbal Timeout shall display an accuracy of +/-40% accuracy Over nominal temperature range of
-25 to H40 °C, and (if supported) +/-50% accuracy over extended.-femperature range of -40 to +65 °C.

BAP Tags shall support at least one of the INACT_T or Global Timeout timers. The only currently
specifiqd requirements as to choices are that:

1. BAP PIE Tags that do not implement Battery Saver,Mode shall implement INACT_T (such Tags do no
haye a low power state for Global Timeout to apply to).

2. Forl Manchester Tags the INACT_T timer is optional if Global Timeout is provided, but if INACT_T i5
prdvided then it shall be of the Validated INACT_T form, and the minimum time of INACT_T shall be
50 jms. Note that Validated INACT _T-allows a single timer to avoid the interference trap problem
and so with Validated INACT_T a Global Timeout is usually not necessary (an exception could be
for|Tags that spend long periods of time near active Interrogators). More detailed behaviour of
Mapchester Tags is described-insub-clause 7.5.3.6.

7.3.3 |Modified persistence of BAP PIE inventory flags (optional)

BAP PIE Tags shall previde for persistence behaviour either identical to that of passive Tags of
enhanced with immunity to fade via the INACT_T timer and more precise persistence maximum values
Manchgster Tags shall support persistence in a different way, via returning to the hibernate state and
running an accurate persistence timer that (unlike passive or BAP PIE) has identical behaviour for al
four inyentoried flags.

For BAP PIE Tags the optional specification on maximum flag persistence can reduce the incidence of
needingto inventory Tags irom inventoried flag state A—B and then again irom B—A. The speciiication
fits within and is backward compatible to the persistences defined for pure passive in Clause 6 in Table
6.20. Tags that have Dead Battery Response may in the case of a dead battery continue to support the
persistences of Table 7.1, or may revert to meeting the more relaxed requirements of of Clause 6.

The values for optional BAP PIE flag persistence are as shown in Table 7.1. The flags in this table shall
have the same functions as the passive inventoried and selected flags, simply with the specified
maximums and delay time INACT_T that may be chosen to apply while the Tag has battery power. If
a BAP PIE Tag that supports Battery Saver Mode does not support INACT_T, then for the purposes of
Table 7.1, INACT _T shall be considered as zero.
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Table 7.1 — Optional improved Battery Assisted Passive PIE flag persistence values (the Tag
manufacturer may comply with the persistence values of this table, but is only required to comply to
the more relaxed passive persistence values of Table 6.20)

Flag

Persistence (See NOTES 1-4)

SO inventoried flag

Above sensitivity threshold or successful decoding: Indefinite

Below sensitivity threshold or failure to decode : Zero (following INACT_T,

see NOTE 1)

S1 inventoried flaga

Abovesernsitivity thresholdorsuccessfutty decoding:
-25°Cto +40 °C: 500 ms < persistence <5 s

-40°Cto-25 °Cand +40 °C to +65 °C: Not specified if Tag doesmnot ¢
extended temp range, but 500 ms < persistence < 5 s if Tag.does cove
extended temp range

Below sensitivity threshold or failure to decode:
-25°Cto +40 °C: 500 ms < persistence <5 s

-40°Cto-25°Cand +40 °C to +65 °C: Not specified if Tag does not ¢
extended temp range, but 500 ms < persistetice < 5 s if Tag does cover
extended temp range

ver

ver

S2 inventoried flaga

Above sensitivity threshold or successfully decoding: Indefinite
Below sensitivity threshold or failure to decode:
-25°Cto +40 °C: 2 s < persistence < 20 s (beginning after INACT_T)

-40°Cto -25 °C and +40.°C to +65 °C: Not specified if Tag does not ¢
extended temp range, burt 2 s < persistence < 20 s if Tag does cover ex
temp range (beginning after INACT_T)

ver
rended

S3 inventoried flag2

Above sensitivity threshold or successfully decoding: Indefinite
Below sensitivity threshold for failing to decode:
-25°Gt0'+40 °C: 2 s < persistence < 20 s (beginning after INACT_T)

—40,°C to -25 °C and +40 °C to +65 °C: Not specified if Tag does not ¢
eéxtended temp range, but 2 s < persistence < 20 s if Tag does cover ex
temp range (beginning after INACT_T)

ver
rended

selected (SL)flaga

Above sensitivity threshold or successfully decoding: Indefinite
Below sensitivity threshold or failing to decode:
-25°Cto +40 °C: 2 s < persistence< 20 s (beginning after INACT_T)

-40°Cto -25 °C and +40 °C to +65 °C: Not specified if Tag does not ¢
extended temp range, but 2 s < persistence < 20 s if Tag does cover ex
temp range (beginning after INACT_T)

bver
rended

Optional C flag

Above sensitivity threshold or successfully decoding: Indefinite

Below sensitivity threshold or failing to decode:

-25°Cto +40 °C: 0 s < persistence< 5 s (beginning after INACT_T)

-40°Cto -25 °Cand +40 °C to +65 °C: Not specified if Tag does not cover
extended temp range, but 0 s < persistence < 5 s if Tag does cover extended

temp range (beginning after INACT_T)
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Table 7.1 (continued)

Flag Persistence (See NOTES 1-4)

Opt

Above sensitivity threshold or successfully decoding:
-25°Cto +40 °C: 20 ms < persistence< 200 ms

-40°Cto-25°Cand +40 °C to +65 °C: Not specified if Tag does not cover
extended temp range, but 20 ms < persistence < 200 ms if Tag does cover

o extended temp range
onal security timeout

Below sensitivity threshold or failing to decode:
-25°Cto +40 °C: 20 ms < persistence< 200 ms

-40°Cto-25°Cand +40 °C to +65 °C: Not specified if Tag does not-covér
extended temp range, but 20 ms < persistence < 200 ms if Tag do€s-cover
extended temp range

NOTE 1
specifie
support

in which

NOTE 2

amaxim

NOTE 3

the elect

and ~SL|

selected flag is ~SL. Thus inventory timers controlling persistenceeed only operate if the state is B or SL, ang

upon ex

NOTE 4

flags deIoted with a superscript “a” in Table 7.1 shall for@randomly chosen and sufficiently large Tag populatior

shall be
6.20, wi
may me

74 B

7.4.1

The baj
selectin
comma

Query 1

Tags th
deplete

124

The beginnings of the persistence time periods for S0, S1,S2, S3, and SL are all delayed by manufacturer
l signal loss or failure to decode tolerance time INACT_T. For the purposes of this.table, if INACT_T is no
bd then it shall be regarded as zero (or near zero hardware delay as specified by.the Tag manufacturer)
case the persistence timing begins just as it does for passive Tags.

A BAP Tag that is programmed to INACT_T greater than 500 ms and complying with this table shall apply
um of 500 ms delay to the start of its inventoried persistence timers when operating in BAP PIE mode.

This standard uses 4 and B as proxy logic states for inventeried flags with the understanding tha
rical logic state is implementation dependent. Similarly the seleceted flag uses proxy states SL (asserted]
(deasserted). The default state (following persistence) of the inventoried flags is state 4, and that of thg
piration of the timer these flags change state from B—Aand from SL to ~SL.

The accuracy of these flags is required to at leastimatch the passive Tag case, which is as follows. Those
ave such that at least 95% of the Tag persistence times shall meet the persistence requirements in Table

h atleasta 90% confidence interval. Tags that have accurately specified tolerances on persistence timer}
bt these requirements by reducing their range of persistence to allow for timer error. See Q.10 for analysis

attery Assisted Passive PIE (optional)

Flex_Query command,{optional)

ic function of this eptional command is to provide a “Tag Type Select” function that allows fof
g the categories-of.Tags to be included in the query round without requiring a separate Select
hd. This selectionallows for the Interrogator to bring nearly any combination of Tag types intd
ounds.

At suppoert’ Dead Battery Response and Flex_Query may continue to support Flex_Query with g
d battery.
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Table 7.2 — Flex_Query command (optional) (See NOTES 1-3)

Command Tag SS Resp MIIM DR M TRext Sel Session | Tar Q |[CRC-5
ype | NoTg2 | RSP NOTE 3 get
# of bits 8 12 1 1 1 4 1 2 2 1 4 5
descrip-| 11001111 | NOTE1 0: No 0: Disable 0: 0000: M=1 0: No 00: All 00: S0 0:4 | 0-15
ton 1:Yes | 1:Emable | DR=8 | 0001:M=2 | PM°' | op.an | on:s1 | 18
As defined 1: 0010: M=4 | q.yge | 10:~SL | 10:S2
otz || 0011:M=8 ?(1)1;’(: 11:SL | 11:S3
0100: M=16
0101: M=32
0110: M=64
0111 to
1111: RFU
NOTE 1  See Table 7.3 for full definition of Tag types to be pulled into the Queryround. Possible implemntation
bf Flex_Query by passive Tags is a future option.
NOTE 2  The Simple Sensor Response flag authorizes automatic transmiission of Simple Sensor data[in cases
Wwhere sensor Tags have been selected. Tags without Simple Sensors shallignore the SS Response flag.
NOTE 3 M values of 16, 32, and 64 are optional for Tags implementing the Flex_Query command. A [Tag that
receives a Flex_Query command for an unsupported M value shallignore the command.
Table 7.3 — Flex_Query command Tag-Type Select field (see NOTES 1-2)
Interpretation |RFU| MIIM Sensor Full Simple | RFU | RFU |[RFU| Battery [RFU| P3ssive
NOTE 2 Alarm |Function| Sensor AsmsFed NOTE 1
Sensor Passive
(RFU)
1 1 1 1 1 1 1 1 1 1 1 1
0: 0: 0c 0: 0: 0: 0:
Inclusive Disable | Disable | Disable | Disable Disable Disable
1: 1: 1: 1: 1: 1: 1:
Exclusive Enable® | Enable | Enable | Enable Enable Ehable
NOTE 2 As
defined in
ISO/IEC
29143
NOTE 1 Flex_Query is not currently defined for passive Tags, but the Passive select field 1s noted
for wherfipbecomes defined.
NOTEZ ™ This field switches the interpretation of the following selection fields between “inclusive” (the Tag
FeSponds if it matches any selection) and “exclusive” (the Tag responds only if it matches all selected critgria).

BAP PIE Tags that implement Flex_Query shall respond to Flex_Query by beginning a new Query round

from the battery ready, arbitrate, reply, acknowledged, open, and secured states.

Just as in the normal Query command, the Flex_Query command is preceded by R=>T Preamble and not
R=>T Frame-Sync.

There is no reply to Flex_Query unless the Tag rolls zero on its slot counter, in which case it shall reply
with its RN16 as in Table 7.4.
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Table 7.4 — Tag reply to a Flex_Query command (only if slot counter = 0)

Response
# of bits 16
description RN16

7.4.2 BAP PIE detailed operation including optional Battery Saver Mode

cdotailad crncifi okl Af D‘AD PIE ymodn hoth vaath and th ot Dot nsyy Co

1 clauca oy da
ThlS Su TrooastT tJAuvlu\,o oCTarrctr al_l\,\,lln\.,ul,luxx OT D o6t B ot Witiaha—Witnodt DaccCTy >aVE

functiopality. A state machine description is used to provide a logical framework applicable to both-of
these cpses and which integrates with the passive Type C state diagram of Figure 6.21. This passivg
state dlagram is a subset of the BAP PIE state diagram. Whether the Tag formally follows- a’state
maching according to Figure 7.27 is an implementation issue, but from the Interrogator pajnt'of view
the Taglimplementing BAP PIE shall act as if it does according to the functional behavioars and times
specifidd in this sub-clause.

A Tag providing BAP PIE mode may employ Battery Saver functionality to reduce the average battery
currentl drain when the Tag is not in the field of an Interrogator. This mode hastwo main options of
which g4 Tag using this mode shall provide at least one and may provide both.

The firdt option is the use of Low Duty Cycle (LDC) mode. LDC is defined as-the following ratio:
“listen(state” time / cycle time, where cycle time = "listen state” tinie +"sleep state” time.

In list¢n state the Tag samples the presence of Interrogatof/RF radiation, generally with highe;
sensitiyfity and relatively high current drain. In sleep state all\Tag circuits are disabled, except the duty
cycle timer, draining very low current from the battery.

Neglecting small changes due to processing within Queéry rounds, the average battery current drain is
approxijmated by:

sleep state current * (1- LDC) + (listen state current) * LDC

LDC cayses a delay in the Tag “Power-up” time defined in clause 6.3.1.3.4. The maximum power-up delay
of the HAP PIE Tag in Low Duty Cycle Battery Saver Mode is given by the sum of the cycle time and the
appropriate delay as described in clause 6.3.1.3.4.

The sedond option is a low powér)mode with a continuous built in listen capability (typically not ag
sensitiye as a part time listen‘mode). If the Tag supports this continuous low power listen capability
as its lqwest power state, then this state is referred to as “low power listen” instead of “sleep”. Seq
Figure §.35 for a suggested-state machine diagram.

The Tag has relaxed timing requirements before being required to be in the battery ready stats
following initiation~of Interrogator RF carrier while using Battery Saver Mode. This relaxed time tq
battery ready-allows for these more sophisticated Tags to provide for settling time of regulators and
clock squrces.that may be off while in the sleep-listen mode (see below in this sub-clause),

The pogsible BAP PIE modes are specified in detail as follows and with reference to Figure 7.35. This
figure provides a complete state description of BAP PIE Tags that both support or do not support a
Battery Saver Mode. If a Battery Saver Mode is supported, this figure also describes both duty cycled
and non-duty cycled behaviour. The figure also covers use of timers for INACT_T and Global Timeout.

The states in Figure 7.35 are defined as follows:

sleep: A near zero power mode where the Tag is not responsive to RF signals. The Tag transitions from
sleep to listen only under control of an internal timer, and does so within a manufacturer selected
sleep to listen time S_to_L. It is in sleep for the manufacturer chosen period sleep time or ST. ST may
also be a range of times that may change under operating conditions, such as to avoid interference
induced false wake-ups.
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stateful sleep: This is the sleep state with the addition of one or more inventoried or selected flag
persistence timers in operation. The Tag may also cycle through the stateful sleep state while briefly
checking if such timers are in operation and if not then transition to sleep. It is comparable to the
stateful hibernate modes of Manchester. It responds to internal duty cycle timer control as does sleep.

low power listen: A replacement for sleep where the Tag is continuously responsive to RF signals,
though generally using low power and thus only achieving modest sensitivity. It is typically used without
duty cycling to a more sensitive state, but may be used in combination with duty cycling. The Tag shall
tran51t10n out of low power llsten to battery ready upon an RF 51gna1 greater than 1ts manufacturer

: S rertH 3 Te to_R of
70 ms or less The Tag may optlonally also transmon from low power llsten to llsten under‘control of
hn internal timer, and if so then the Tag does this within low power listen to listen time IPL_ta_L.

stateful low power listen: This is the low power listen state with the addition. of one qr more
nventoried or selected flag persistence timers either in operation or being checked for opgration.
t is also comparable to the stateful hibernate mode of Manchester. It responds.to RF signals [as does
ow power listen. The Tag is considered to transition from stateful low power listen to list¢n upon
onfirming expiration of the last of its inventoried or selected flag persistence timers.

isten: A part time state where the Tag is responsive to RF signals, typically but not necessar]ly with
mproved sensitivity. This state is used in a Duty Cycled Battery Saver Mode. The Tag is not reqfiired to
lecode signals in the listen state, but shall at least detect their presence. The Tag shall transitipn from
isten to battery ready upon either receiving a signal above @'manufacturer defined threshg¢ld or if
palidating the environment upon correctly decoding either &PIE preamble or command (the d¢gree of
environmental validation is up to the manufacturer). Thetransition from listen to battery reagly shall
pccur within manufacturer selected listen to battery ready time L_to_R of 20 ms or less. The Tag shall
remain in listen for manufacturer selected listen timie LT, and if no RF is detected or no corfect PIE
5ymbol or command is decoded the Tag shall thensreturn to sleep, stateful sleep, low power listen,
pr stateful low power listen as appropriate. Transitions to these low power states shall bg within
manufacturer chosen listen to sleep time L_to:S.

stateful listen: Identical to listen except at least one persistence timer is in operation. Upon expiration
bf the persistence timers the stateful Iisten state is considered to transition to the listen state
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. Other States . -
INACT_T expiration for * 0O
tags NOT supporting . g
Battery Saver Mode ° o

. Matching Query or .
. Flex_Query . §
° ( i " A ° Q
Figure 53 — Passive © , vatteryready-of T D

tag state diagram L stateful battery ready L
INACT Tor RF detected by RF detected _
Global_Timeout >’ p P, within time LT RF detected in
mode detector low power
listen,*
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C
®»
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[ stateful sleep o
H No RF
(or stateful low power listen) within =
time LT 8
) @
sleep timer
Persistence timers expires

are expired

sleep’
(or low powerlisten)

Notes:
1. Sleep may optionally also “listen”, though normally at reduded sensitivity, in which case the name of the state

changes to low power listen.

2. If sleep has its own “listen”, then the separate listenState (generally at improved sensitivity) is optional. The
listen timer period may be increased and/or sleep periaddecreased by the Tag in response to recent activity.
They may also be adjusted by the tag near the enthof-battery charge in order to increase battery life.

3. Atransition from listen or stateful listen to batfery ready occurs within L_to_R time <= 20 ms.

4. A transition from low power listen or stateftl low power listen to battery ready (if supported) occurs within
LPL_to_R time <=20 ms.

5. If the BAP Simple PIE tag does N@T support Battery Saver Mode, then it runs its persistence timers (holds
inventory state) in the battery ready.state.

6. If the BAP Simple PIE tag dogés support Battery Saver Mode, then it runs its persistence timers (holds inventory
state) in the stateful sleep orstateful low power listen state, and upon expiration transitions to the full sleep
state or low power listen state./ These timers only operate if the inventory state is B or the selected state is SL,
and upon expiration the tates change to A or ~SL as appropriate.

7. The “stateful” statés.atean timers are running or that the tag is checking if they are running. The tag
manufacturer has.the eption of going through the stateful states to check if timers are running, or checking in the
prior state and goirid)straight to sleep or low power listen.

On power up

Figure 7.27 — BAP PIE and Battery Saver Mode state diagram

Battery ready is specified in sub-clause 7.3.1. The remainder of the states under the block called “Othet
States” pre'the passive Tag states other than ready shown in Figure 6.21. Being in the battery ready o1
any of the passive Tag states is referred to as “Normal Mode”. Being in any of sleep, stateful sleep, low
power listen, stateful low power listen, or listen, is referred to as being in “Sleep-Listen Mode”.

If a BAP PIE Tag transitions from any stateful state to the Normal Mode, it shall reset its persistence
timers to zero and halt their operation while holding its current flag states indefinitely (while RF or
decoded RF has not been absent longer than INACT_T) with the exception of the S1 inventoried flag.

The transitions between states in the Normal Mode are identical to that exhibited for passive Tags
with the exception of delays and return to Sleep-Listen Mode as dictated by the manufacturer’s
implementation of INACT_T. INACT_T may be implemented with respect to RF signal strength in relation
to a threshold, or with relation to correct receipt of valid Type C preambles or commands.
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INACT_T normally delays the start of persistence timeout and state machine state changes upon loss
of RF or decoded RF. However, according to sub-clause 6.3.1.6 on Link Timing, the maximum time of
the T, timer and its specified state changes apply instead of INACT_T while the Tag is in the reply or
acknowledged states.

Global Timeout does not take RF signalling or Tag position in the Normal Mode state machine into
account, but Selective Global Timeout may take these factors into account. See sub-clause 7.3.2.3.

Env1ronmental valldatlon for BAP PIE If INACT_T is supported relatlve to Valld Type C preambles or

[he Tag transitioning from a Sleep-Listen Mode to battery ready shall in battery ready listen for Valid
['vpe C preambles or commands at the manufacturer’s choice. If the Tag does not decode valid Type C
signals within INACT_T, it shall return to the sleep or low power listen state as appropriate. The Tag
may upon manufacturer choice increase its sleep time ST to avoid non-Type C signals causing|further
false wake ups. If it does detect valid Type C signals within INACT_T, the Tag shall reset the INACT_T
fimer. The Tag may then perform one of two actions:

| Continue to reset the INACT_T timer indefinitely upon receipt of valid preamples or
commands. In this case Global Timeout would be recommended to eventually force the Tag [back to
'he sleep-listen mode.

D. Wait for valid Select and Query commands (or Flex_Quéry command) to take it into a Query
round, while resetting the INACT_T timer for a limited number-of manufacturer selected timep. If the
[ag has not entered a Query round upon expiration of INAGT)T for the manufacturer selected number of
imes, it may return to the Sleep-Listen Mode. If the Tag is taken into a Query round it shall agajin reset
the INACT_T timer.

While a Tag is in a Query round it shall upon receipt of further valid Type C preambles or commands
Continue to reset the INACT_T timer. See Annex Q for description of various applicable command
alidation methods. If signal is lost the Tagzshall hold state machine state and not begin pergistence
fimer operation (if the Tag supports BAP-RIE persistence as defined in Table 7.1) until the expiration
pf the INACT_T timer (with the exceptiow of the requirements of sub-clause 6.3.1.6). Tags that support
h Battery Saver Mode shall then transition to the sleep, stateful sleep, low power listen, or qtateful
ow power listen state as appropriate (the stateful states are used if any inventoried flag is [in state
B or if selected is in state SL). Tags that do not support Battery Saver Mode shall upon expirption of

n state SL. That conditien may be considered as a stateful battery ready state, and upon expirjation of
bersistence timers the inventoried and SL flag state will change as appropriate.

Environment nob validated: In this case INACT_T is not supported or if supported is respofsive to
signal strengthvwithout regard to decoding of valid Type C signals (Threshold INACT_T). The Tag

threshold), and when signal drops below threshold (optionally a different threshold than that necessary
[0 reset the INACT T timer) then the INACT T timer will begin. If the INACT T timer expires fthe Tag
returns to the Sleep-Listen Mode (if a Battery Saver Mode is supported) or to the battery ready state
(if a Battery Saver Mode is not supported) as appropriate.

Now the various BAP PIE cases may be completely specified as follows.

Battery Saver Mode not supported: In this case the BAP PIE Tag is in the battery ready state when
not in the field of an Interrogator, and behaves nearly identically to a passive Tag (though typically with
better sensitivity). The Tag responds to the application of RF carrier within the timing limits of sub-
clause 6.3.1.3.4 (1.5 ms to be ready to detect a preamble). Since the Tag does not automatically reset
to the battery ready state upon loss of power, the Tag shall implement INACT_T to force the Tag back
to the battery ready or stateful battery ready (when persistence timer functions are in operation)
state when it is not in range of an Interrogator. The Tag manufacturer may support the persistence
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requirements of Table 7.1 for BAP PIE Tags (persistence delayed by INACT_T and with the specified
maximums), or may support the more relaxed persistence requirements of passive Tags as given in
Table 6.20. The Global Timeout is not applicable to this case.

Battery Saver Mode supported via low power listen only: In this case the Tag is not supporting duty
cycling of listen and maintains a continuous low power listen mode. It shall transition to the battery
ready state upon detecting RF field above its manufacturer determined threshold within LPL_to_R
time of 20 ms. This longer allowed time to be in the battery ready state is what distinguishes this
case from Battery Saver Mode not supported Since the Tag does not automatlcally reset to the low

force the Tag back to the low power llsten state When it is not in range of an Interrogator When the
Tag degarts Normal Mode it shall transition to either the stateful low power listen state (if no-timers
running is not confirmed before leaving Normal Mode) or low power listen state (if no timers running
is confirmed before departing Normal Mode). The reason for allowing the Tag the optiofi-of briefly
transitioning to stateful low power listen for the timer check operation is to simplify $tate maching
or firmpvare operation. The Tag shall transition from the stateful low power listen Gtate to the low
power listen state upon confirming expiration of all persistence timers.

Battery Saver Mode supported via duty cycling only: The Tag shall listen (generally in a relatively
high sepsitivity state) for time LT and sleep for time ST. It shall transition te“the battery ready oj
statefull battery ready state upon detecting RF field while in the listen state above its manufacturej
determjned threshold within L_to_R time of 20 ms. Since the Tag does not automatically reset to the
sleep state upon loss of power, the Tag shall implement one of INACT(D or Global Timeout to force the
Tag badk to the sleep state when it is not in range of an Interrogater{Upon departing Normal Mode, thg
Tag shdlll transition to either the stateful sleep (if timers running/or to confirm if timers running) oj
sleep state (if it confirms no timers running). The Tag will cositinue to operate its duty cycle control tqg
transition to the stateful listen mode and back while in statéful sleep. The Tag shall transition fromnj
the stateful sleep state to the sleep state upon confirmingexpiration of all persistence timers.

In the listen mode the Tag is standing by to enterithe battery ready state upon application of ar
RF carifier. The listen Time (LT) that the Tag maintains itself in the listen state in the absence of RE
signal may be selected by the manufacturer. If the Tag does not receive a signal above a manufacturet
defined| threshold level during the LT interyal,-then the Tag shall transition back to the sleep state. If
the Tag|does receive any signal above the.nfanufacturer defined sensitivity threshold, then the Tag shal
transition to the battery ready state atd will do so within the timing limit of listen to battery ready
time L_fo_R <= 20 ms.

In the sjeep state the Tag is running a timer of duration sleep time (ST) and is waiting to return to the
listen dtate upon expiration of the ST timer. ST may be fixed by the manufacturer. ST is typically on thg
order of 10 ms to 1s. ST is ¢hosen shorter for higher Tag velocity environments or longer for slow moving
envirorments, with ~100\ms being a typically chosen or programmed value. Though manufacturers
are freg to select any 8T, they should specify their chosen ST within their product documentation.

Battery Saver Mode supported via duty cycling and low power listen: In this case the Tag is both
supporting dutyeycling of listen (generally in a higher sensitivity state) and maintaining a continuous
low poyver listen mode (generally in a lower sensitivity state) when not in listen. It shall transitior
to the hattery ready or stateful battery ready state upon detecting RF field above its manufacture;
determinedthresholdswithinto RorS to Rtime asappropriate.-Since the Tag doesnotautomatically
reset to the low power listen state upon loss of power, the Tag shall implement one of INACT_T or
Global Timeout to force the Tag back to the Sleep-Listen Mode when it is not in range of an Interrogator.
While in low power listen the Tag also operates its listen-sleep timer to periodically transition to the
listen mode to listen in a higher sensitivity state than in the low power listen state. Other operation is
as described above for duty cycle operation only or low power listen operation only.

Table 7.5 below provides a summary of the various delay times and timers that apply to BAP PIE Tags.
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Table 7.5 — Battery Saver Mode timing parameters

Timing Description Effects & comments
parameter
LT listen time, the time the Tag is listening for Manufacturer defined.
any RF above a threshold before the Tag
goes back to the sleep or low power listen
state.
ST sleep time, the low power consumption Manufacturer defined.
time the Tag is either not listening or is only .
listening at low sensitivity. ) -If Ta% only.supports a low power contimuous
listen” and is not duty cycled to a higher|power
more sensitive listen state, then this'timeg is set
to infinity or not applicable.

S_to_L sleep to listen time, also used for low Manufacturer selected, typically << ST bt not

power listen to listen time. required to be agparticular value.

L_to_R listen to battery ready time, a maximum of 20 ms magx, actual valde documented in|data

20 ms following signal exceeding threshold. | sheet. Only applicable if Tag supports opftional
duty cycled listén state. This time also applies to
statefulMlisten to battery ready.

L_to_S listen to sleep time. Manufacturer selected, typically << ST bjut not
requiréd to be a particular value. This tirhe also
applies'to the stateful listen to stateful|sleep,

listén to low power listen, and stateful ljsten to

stateful low power listen times.

LPL_to_R low power listen to battery ready time, a\! 20 ms max, actual value chosen by manufacturer.
maximum of 20 ms following signal exceed- | Only applicable if Tag supports optional cpntinu-

ing threshold. ous listen while in the low power listen dtate as

areplacement for the sleep state. This tirpe also
applies to the transition from stateful low power

listen to battery ready.

N_to_S Normal to sleep-time Time from any normal state to sleep, stateful
sleep, low power listen, or stateful low power
listen, following expiration of INACT_T o1 Global

Timeout. Normally << than INACT_T or (lobal
Timeout, but not required to be any particular
value.
INACT_T A timer'that allows a BAP PIE Tag to tem- See for responses for different BAP PIE thodes
porarily hold its state machine state in the |with respect to support of Battery Saver Mode. At
absénce of RF signal or in the absence of least one of INACT_T or Global Timeout shall be
valid Type C preambles or commands. Is supported for BAP PIE and Manchester [Tags.
continually reset upon either signal above
threshold or decoding of a valid preamble or
command. Can apply to Tags that support or
do not support Battery Saver Mode.
Global Time- A timer that allows a BAP PIE Tag to tem- See for responses for different BAP PIE thodes
out porarily hold its state machine state in the with respect to support of Battery Saver(Mode.

absence of RF signal or in the absence of
valid Type C preambles or commands. Is ini-
tiated by Tag transitioning from a sleep-lis-
ten Mode to the battery ready state, and is
NOT reset by RF signal strength or correct
decoding of preambles or commands. Only
applies to Tags that support a Battery Saver
Mode.

Atleast one of INACT_T or Global Timeout shall

be supported. At least one of INACT_T or

Timeout shall be supported for BAP PIE and Man-

chester Tags.

Global

According to the above table, the total time of the sleep and listen cycle is ST + S_to_L + LT + L_to_S.
This would normally be dominated by the sleep and listen time intervals.
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When a BAP PIE Tag also supports Manchester, that Tag shall maintain any hibernate mode timer
values and inventory states until it validates the environment as a legitimate PIE environment. That
validation shall be to at least properly decode PIE commands. Upon proper validation of environment,
the Tag shall clear any hibernate mode timers, set all inventoried flag states to A, set selected flag
state to ~SL, and stand by for Interrogator commands.

7.5 Manchester mode Battery Assisted operation protocol extensions

7.5.1 Introduction

This clquse defines optional extensions of the ISO/IEC 18000-63 Type C protocol for Battery Assisted
Passivel RFID utilizing a Manchester mode forward link. The Manchester mode is optional, but‘if a Tag
or Intenrogator uses this optional mode, all requirements in this clause are mandatory. Theexbensions
here are intended to maximize Interrogator-to-Tag read ranges and battery-life. This is
by using DC balanced symbols in the forward link which enable the use of AC!coupled inputs
to high pain preamplifiers. Tags may be designed with medium to extremely sensitivereceivers. For the
more s¢nsitive Tags, the Manchester command preamble length provides for sufficient time to switch
betweeh two receiver dynamic ranges to cover the large input signal dynamic range. The longer rangg
also requires higher symbol frequency accuracy at the lower data rates which results in higher values of
M. HigHer accuracy is enabled at lower signal levels in Tags equipped with-battery powered oscillators
by proyiding configuration bits in the forward link commands that speecify the BLF and that are nof
subject|to measurement accuracies of TRcal and RTcal.

Compatfibility with ISO/IEC 18000-63 Type C Interrogators and\passive Tags is maximized through
the use|of methods for channel access similar to ISO/IEC 18000%63 Type C, ensuring effective channe
sharing in mixed mode environments. The Interrogator talksfirst, and the Tags backscatter responseg
with rgndom slot times identical to ISO/IEC 18000-63Iype C. The Interrogator awakens battery
assistedl Tags with a specific activation sequence, followed by a selection field which identifies which
Tags neled to respond. Tags not selected by the Activation command quickly return to the lower powej
search [hibernate) mode. The battery assist actiyation is distinctly different from ISO/IEC 18000-63
Type C fommands specified in Clause 6 and thusdSO/IEC 18000-63 Type C passive Tags will not respond
and conversely battery assisted Tags compliant to this clause will not respond to ISO/IEC 18000-63
Type C passive Interrogators in battery assisted mode.

Battery] assisted Interrogators currently use the same channel definitions and similar bandwidths as
ISO/IE( 18000-63 Type C Interrogatars. Therefore, RF coordination and channel sharing concepts apply
across poth battery assisted and. passive modes of ISO/IEC 18000-63 Type C. The UIl numbering and
formatting, as well as all memory bank definitions and structure, are identical to the ISO/IEC 18000-63
Type C fefinition.

For battery assisted /mode, the higher sensitivities and longer ranges create a higher likelihood of
interferlence between.multiple Interrogators and the Tags they are communicating with. The activatior]
mechanism definedin this section provides for the use of Interrogator power level control. Tags can be
activat¢d and operated on in sub-groups using lower power levels for Tags that are closer. Tags that havs
already| beenssingulated or accessed at lower power levels can be silenced for commandable periods
while the-higher power operations on Tags that are farther away from Interrogators are performed
The usa_of pawer ]pvplling is recommended in npplir‘nfinnc that would allow such svstem interferencs

reducing techniques.

NOTE As PIE is a required mode and Manchester is an optional mode for Type C, Manchester Tags must
support PIE. The definition of “support PIE” is given in clause 7.2.
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7.5.2 Physical layer
7.5.2.1 Interrogator-to-Tag (R=>T) communications

7.5.2.1.1 Modulation

Interrogator shall communicate with the Tag using amplitude shift keyed Manchester encoded DSB-
ASK, SSB-ASK, or PR-ASK modulation in the forward air-interface link. Tags shall demodulate all three
modulation types.

7.5.2.1.2 Data rates

nterrogators shall communicate with Tags using one of the following data rates; while Tags shall
support all of the data rates:

B kbit/s, 16 kbit/s, 32 kbit/s, 64 kbit/s, and 128 kbit/s.

7.5.2.1.3 Frequency accuracy

nterrogator frequency accuracy shall be +/- 10 ppm over the Norihal temperature range of -25 °C
[0 +40 °C, and +/- 12 ppm over the extended temperature range-ef -40 to +65 °C. These acquracies
thall apply for a manufacturer specified time interval following\sale of the product. If local regulatory
Fequirements specify tighter accuracy, the Interrogator frequency accuracy shall meet the local
regulatory requirements.

7.5.2.1.4 Data encoding

['he R=>T link shall use Manchester data encoding, shown in Figure 7.28.

Thit
-«

Data 0 Data 1

Figure 7.28 — Manchester symbols

7.5.2.1.5 Interrogator to Tag RF Envelope

The RF envelope (in electric field) of the Manchester modulation shall be within the limits specified
in Figure 7.29 and Table 7.6.
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A m,
A
0.5x(A+B)
B
Figure 7.29 — Manchester waveform
Table 7.6 — Manchester command-mmfodulation parameters
PARAMETER Minimum Nominal Maximum Units
Thit T/data_rate us
(A-B)/A 80 90 %
mh/(A-B) 0 %
ml/(A-B) %
t£,90-10/Thbit 0 33 %
tr,10-90/Thit 0 33 %
twh1/Tbit 45 55 %
twll /Thit 45 55 %
twh2 /Thit 90 110 %
twl2\/Tbit 90 110 %
7.5.2.1]6 AlInterrogator to Tag normal preamble
The normmal preambie comnsi of two parts—Botir par o ViaTICe sdes RRE S——— |

data rate indicated in the activation command. The first part is 21 bits of a pseudorandom training
sequence that enables receiver dynamic range adjustment, AC coupling training, and timing acquisition.
The specific sequence is a 31 bit m-sequence truncated to 21 bits and is defined by the NRZ equivalent
below and the Manchester equivalent in Figure 7.30.

Normal preamble 21 bit training sequence = 1111100 0110111 0101000
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21 bit training sequence @ data rate 15 bit normal delimiter @ data rate

\ 4

A
Y
A

A\
A
\/

<
<

Dynamic range adi AC coupling training

Figure 7.30 — Forward (R=>T) preamble

['he second partis a 15 bit pseudo-random delimiter that uniquely indicates a normal\command
start of the command data. The specific normal delimiter sequence is a 15 bit m<séquence def|
fhe NRZ equivalent below and is the logical inverse of the activation delimiter.

Normal preamble 15 bit delimiter = 10100 11011 10000

Jata rate as the preamble.

7.5.2.1.7 Transmission order
[he transmission order for all R=>T communications shatl respect the following conventions:
—  Within each message, the most-significant word¢shall be transmitted first, and

—  Within each word, the most-significant bit (MSB) shall be transmitted first.

7.5.2.1.8 Command data bit stuffing

Compliant Interrogators and Tags shalkuse selective bit stuffing on all command data bits thal
'he preamble in both normal and Agtivation commands. Interrogators shall monitor the comm
bit stream for the following 14 bit sequence defined in NRZ notation:

D101100 1000111

['his specific pattern is the first 14 bits of the activation delimiter. If the pattern is matched ex
he command data stream, a logical bit 0 shall be bit stuffed into the data stream at the end of
hit sequence, exteriding the command by one bit for each bit stuffed. This eliminates the possi
matching of the 15 bit activation delimiter in all Manchester encoded commands. The resultin
battern will be‘as defined in NRZ notation:

D1011001000111 0

[ags shall monitor the command data bit stream for the same 14 bit pattern with a logical zer
| 5th bit. The Tag shall destuff the logical zero bit from the data bit stream. The output of the de

and the
ined by

['he first bit of the command data shall follow immediately after the lastbit of the delimiter at tlhe same

follow
d data

actly in
this 14
bility of
o 15 bit

p in the
stuffing

atgorithmrim Tags wittprovide the command data formmat as defimed i the commmands summmary

fclause

7.5.4. If the 14 bit pattern is followed by a logical one, an activate delimiter has been received. If the

Tag has already received a valid activation command and is processing command data, the co
is invalid. If the invalid sequence was received at a data rate of 16 Kbps or higher, the Tag sh

mmand
all then

ignore the invalid command. If the command was being received at 8 Kbps, the Tag shall ignore the
invalid command and optionally transition to the activation code check state to process a possible

new Activation command.
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7.5.2.1.9 Cyclic Redundancy Check (CRC)

CRC calculation shall be the same as defined in clause 6.3.1.5. The order of processing in Interrogators
assembling a command is:

1) Calculate the CRC beginning with the first bit of command data following the last bit of the preamble.
2) Process for bit stuffing up to the last bit of the CRC.

The order of processing in Tags handling a received command:

1) Exgcute the destuffing operation.

2) Calgulate the CRC on the output of the destuffing operation.

7.5.2.1110 Link timing
The Mapchester Battery Assisted Passive link timing uses the same parameters as thepassive mode i1

clause $.3.1.6. However, the parameters Tq, T, T3, and T4 shall use the definitions in Table 7.7 below
with the exception for optional BLFs > 640 kHz noted below this table.

Table 7.7 — Manchester link timing parameters

Paramleter Minimum Nominal Maximum Description

Time from Interroga-

tor transmission to Tag
response (specifically, the
time from the end of the last
bit of the Interrogator trans-
mission to the first rising
edge of the Tag response; in
the case of a data 0 as the
last bit, the end of the last
bit is %2 bit time after the
last rising edge), measured
at the Tag’s antenna termi-
nals.

If T2ext=0, then |Interrogator response
4Thit time required if a Tag is to

demodulate the Interroga-
T 0.25Thie If T2ext =1, then |tor signal, measured from
Z ' max = INACT_T or |the end of the last (dummy)
Global Timeout, as  |pjt of the Tag response to
selected by the Tag |the first falling edge of the
manufacturer Interrogator transmission.

MIN(2 Tbit,10Tpyi) x
(1-2|FT|) - 2us

MAX(3 Thit,10Tyy;) x

T4 (1 +2|FT|) + 2us

MAX (2.5 Thit, 10Ty1)

Time an Interrogator waits,
T3 0.0Tpri after T1, before it issues
another command

Minimum time between

Ta 4xTbit Interrogator commands

Delayed reply time from
Interrogator transmission
to Tag reply. Specifically,
the time from the last rising
MIN(2 Tbit,10Tpri) x 20ms edge of the last bit of the

(1-2|FT|) - 2us Interrogator transmission
to the first rising edge of the
Tag reply for a delayed Tag
reply, measured at the Tag’s
antenna terminals.

Ts
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Table 7.7 (continued)

Parameter Minimum Nominal Maximum Description

In-process reply time from
Interrogator transmis-
sion to the first Tag reply.
Specifically, the time from
the last rising edge of the
MIN(2 Tbit,10Tpri) = 20ms last bit of the Interrogator
(1 _7!FTD_ 7|r|_c transmission to the first
rising edge of the firgt Tag
reply indicating.that[the Tag
is either (a) still'working, or
(b) is donef imeasured at the
Tag’s anteénna termirals

Te

In-progess reply timg
béetiveen Tag replies.[Specifi-
cally, the time from the end
of the last (dummy) bit of
the Tag’s prior transmission
MAX(250ps, 20ms indicating that the Tqg is
Tp(max)) still working to the first ris-
ing edge of the currept Tag
reply indicating that(the Tag
is either (a) still working, or
(b) is done, measured at the
Tag’s antenna termirlals

NOTE 1  Tbit denotes the Manchester bit time of the gormal commands.
NOTE 2 A Tag may exceed the maximum value for T1 when responding to commands that write to memory.
NOTE 3  The maximum value for T shall apply only to Tags in the reply or acknowledged states.

NOTE 4  If T2ext = 0, a Tag shall be allowed a tolerance of 4Tbit < T2(max) < 8 Tbit in determining whether
[> had expired and therefore an “invalid command” was received. This allows the back calculation off elapsed
[ time for command validation bdsed on a measurement of the longer time from the end of the backsgatter to
he end of the command preamble where command start time is definitively established. If T2ext = 1) the Tag
bhall allow valid responses up:to the INACT_T or Global Timeout expiration, whichever is selected by|the Tag
manufacturer.

NOTE 5  FT is the fréquency tolerance specified for Manchester Tag BLFs of 640 kHz or less (currently|4%).

[ags and Interregators that support optional higher frequency BLFs (see Manchester Query BAT
fommand as-described in sub-clause 7.5.4.3.1.1) shall have their minimum and maximum T}; times
relaxed to net have to be shorter than that calculated for the maximum required BLF of 640 kliz. This
breventssunreasonably small Tag data fetch times and Tag and Interrogator TR turn-around times for
[ags and Interrogators supporting these higher BLFs.

7.5:21.11 Transmitmask

Interrogators that are claimed to operate according to this International Standard shall meet the local
regulations for out-of-channel and out-of-band spurious radio-frequency emissions.

Interrogators that are claimed to operate in the Manchester battery assisted mode, in addition to
meeting the local regulations, shall also meet the Manchester mode Transmit Mask specified in this
International Standard:

Manchester mode transmit mask: For Interrogator transmissions centred at a frequency f;, a
3.125/Tbit bandwidth Rpy also centred at f;, an offset frequency f, = 3.125/Tbit, and a 3.125/Tbit
bandwidth Spyy centred at (n x f,) + fc (integer n), the ratio of the integrated power P() in Spy to that in
Rpw with the Interrogator transmitting random data shall not exceed the specified values:
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[n| = 1: 10log10(P(Ssw) / P(Rw)) <-30 dB
[n| = 2: 10log10(P(Sew) / P(Rpw)) < -60 dB
|n| > 2: 10log10(P(Spw) / P(Rpw)) < -65 dB

Where P() denotes the total integrated power in the 3.125/Tbit reference bandwidth. This mask is
shown graphically in Figure 6.7, with dBch defined as dB referenced to the integrated power in the
reference channel.

? Integrated Power ,\<O

0dBch

875 —6.25 -3.75 -1.25] 1.25 %} 6.25 8.75 frequency
Toit  Toit  Toit  Toit B Toit Mot  Toit  Toit

1.25 1.25 1.25 1.25 fc 1.25\*9 1.25 1.25 1.25

N

: : o :
Figure 7.31 — Transmit mask forManchester battery assisted mode
O
O
7.5.2.2 Tag-to-Interrogator (T=>R) C)\\

.

Tags shill communicate with Inte ators using the modulations described in 6.3.1.3 with extended
values pf M and with frequenc uracy of +/- 4% for BLF up to and including 640 kHz. For BLE
greater|{ than 640 kHz, the frequency accuracy shall be better than +/- 1.5%. The specific data ratg
is commanded by Query_B/Q)(See 7.5.4.3.1.1) using the values of M and BLF. Tags shall support al
possible data rate combindbions, whereas Interrogators may select the specific combinations of BLH
and M to be impleme

7.5.3 Manch%&Activation

To exte 1d:{§y life Type C battery assisted Manchester Tags remain in the low power hibernate state
until re c% an Activation command containing a valid Activation Mask that matches all or a selected
part of Activation Code” (AC) stored on the Tag. The use of two separate Activation Codes allows
the ability to have a general purpose primary AC (typically static such as based on the Tag UII) and to
have an additional application specific secondary AC (may contain for instance dynamically mapped
Tag status information). The fraction of a Tag population chosen for activation may be controlled by
means of partial AC matching. Non-selective activation of all battery assisted Tags within the range of
the Interrogator is also supported by issuing a “Wildcard Activation”.

In order to move from the low power hibernate state to the battery ready state an Activation command
shall be sent at a fixed data rate of 8 kbit/s. This command consists of a specific Manchester battery
assisted passive preamble that is distinguishable from the normal Manchester command preamble.
Following the preamble, the Activation command may be a short format or long format command as
defined in the following clauses.
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Because battery assisted systems will coexist with passive systems, care should be taken to reduce the
power drain of the battery assisted systems. Passive RFID Tags as defined in ISO/IEC 18000-63 Type
C receive their operating power from the Interrogator (via transmitted carrier power) which limits
operating distances. The application requirements of battery assisted passive (BAP) RFID devices
require distances sufficiently large to make the Interrogator an unusable power source. Additionally,
BAP devices must co-exist in passive environments and care must be taken to manage power drain from
the battery-enabled devices. If a BAP device continually responds to unwanted passive instructions
(these being commands for “other” devices) battery power will be drained extremely quickly.

4

may be individually returned to the hibernate state using the Next command, or{thay be cominanded
hs part of a large group of Tags using the Deactivate_ BAT command.

particularly in large Tag and Interrogators population environments,\Both Short Activation and Long
fActivation commands shall use the same preamble, followed by-an’ Activation Control field which
letermines the specific format of the Activation Code.

[he “hibernate” state is defined as that state where no<Session flag timers are running and the
nventoried flags are in state A. The “stateful hibernate” state is defined as that state where at
east one session inventoried flag timer is running and the inventoried flag is in temporary ftate B.
Normally, the temporary state B is interpreted to mean that the Tag was successfully accessed within
'he timer period using that session/inventoried flag, and that the Tag should not respond to Acfivation
rommands aimed at that inventoried flag until\the timer expires. However, the Tag will respond to
fctivation commands for that session aimed-at temporary state B. The purpose of such activdtions is
normally to reprogram (refresh) the timer.

[ags will usually receive Activation commands while in a hibernate state. If a Tag that is plready
hctivated receives a valid activation preamble, the Tag may optionally ignore the command oy it may
Clear the active inventoried flag; SL flag, and countdown timer, then transition to the activati¢n code
Check state and continue processing the Activation command.

bee sub-clause 7.5.3.5 for detailed state machine description of the Manchester Mode.

7.5.3.1 Activation'Code

Battery assisted -Type C Manchester Tags may support activation based on either a single|or two
beparate Activation Codes for more flexibility at their manufacturer’s discretion.

[he Activation Code is a 96-bit value specified in part or whole by the Activation Mask duging the
hctivation sequence to move the Tag from the hibernate state to battery ready. The 96-bit Activation
Code.initially contains all zeroes. Once the AC is programmed and the Tag is placed into the hihernate
state, the Tag will only respond, moving into the battery ready state when a valid activation séquence
is received and the Activation Mask contained in the Activation command either matches the entire
stored Activation Code or a selected sub-portion of the Activation Code. In case of Tags supporting two
separate ACs the issued Activation Mask needs to match either the primary or the secondary AC (or
both of them) in order to activate the Tag.

The Activation Codes can be programmed with any grouping organization which provides a selected
application with desired levels of selectivity in the activation process. The Activation Codes may at the
option of the user be the UII (if the UII is 96 bits), the UII plus additional data (if the UlI is less than 96
bits), or part of the UII (if the UII is greater than 96 bits). They may also be a custom data string that
may or may not include part of the UII.
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The Minimum Mask Length (MML) contains seven bits that specify the minimum amount of bits which
are required in the Activation Mask to match with the Activation Code during the activation sequence. If
the received value for the Activation Mask Length is less than the value stored in the MML, the incoming
Activation command shall be ignored. If by application of the Activation Mask Length and Offset address,
an overrun occurs (that being the 96th bit of the stored Activation Code) is compared and the received
length counter is not exhausted, the remainder of the Activation command shall be ignored and the Tag
shall wait in the hibernate state until a new Activation command is received. In case a Tag supports a
primary and a secondary AC, a separate MML has to be implemented for each of the two ACs.

Both theM ~egistersanatnerctivatioirtoae arr eacrapre-anawiritean SHgtn v eir
Read/Write command in clause 7.5.4.4.1. The first 16 bit word shall contain the 7 bits of MML in, the
7 lowedt numbered bits of the word, MSB first, with the remaining bits of that word currently. RFU
The next six 16 bit words (the Activation Code register) shall contain the AC value, which is always 96
bits. Thie MSB of the AC (bit index 95 starting from zero) shall be located in lowest addrességbit of thg
lowest addressed word of the six 16 bit words that make up the AC register. The LSB of the Activatior
Code (Hit index zero) shall be stored in the highest address bit the highest addressed word of the six 16
bit wor{ls that make up the AC register. In the Activation command, the MSB of the Activation Mask thaf
matchep the AC or a section of the AC shall be transmitted MSB first.

Table 7.8 — Structure of Minimum Mask Length and Activation Code réegisters (stored in hidden
registers described in 7.5.4.4.1)

MML{register: first ACregister: next six 16-bit words
16-bit word
7 bits NIML | 9 bits RFU AC AC AC AC AC AC
value (bits 95-80) | (bits 79-64) | (bits 63-48).}(bits (47-32) | (bits 31-16) | (bits 15-0)

The inifial MML and AC values may be written during Tagimanufacturing, or later by the user.

The deffult value for the Activation Code shall be 0.

7.5.3.2| Activation preamble

The actjvation preamble provides for Tag\receiver dynamic range adjustment and AC-coupling training
that is pssential to good sensitivity in‘the Tag receiver. The training period is followed by a uniqug
frame delimiter which, when matched exactly, alerts Tags to wake up parts of its circuitry required td
receive|and decode the complete Activation command and determine if the Tag has been selected fof
full compmunication. The frameldelimiter is a pseudorandom sequence which cannot occur in error-freg
normal{command data due(to the use of selective 14/15 bit stuffing. Both Short Activation and Long
Activation commands shalliise the same preamble.

The prdamble consists.of three parts. All three parts shall be Manchester encoded at 8 kbit/s. The first
partis 21 bits of a pseudorandom training sequence that enables receiver dynamic range adjustment, A
coupling training,)and initial timing acquisition. The specific sequence is a 31 bit m-sequence truncated
to 21 bits and is defined by the NRZ equivalent below and the Manchester equivalent in Figure 7.32.

Activatjon-preamble 21 bit training sequence = 1111100 0110111 0101000

21 bit training sequence @ 8 Kbit/s 15 bit activate delimiter @ 8 Kbit/s Jiming
< >4 >4
Dynamic range adj AC coupling training
Figure 7.32 — - Activation preamble
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The second part is a 15 bit pseudorandom delimiter sequence that uniquely indicates an Ac

tivation

command and the time framing of the command. Correct reception of the delimiter portion moves the

Tag from the hibernate state into the activation code check state (see 7.5.3.5) immediately fo
the timing trim field. The activation delimiter sequence is a 15 bit m-sequence defined by t
equivalent below and is the logical inverse of the normal delimiter.

llowing
he NRZ

Activation preamble 15 bit delimiter =010110010001111 (followed by two “1” bits for Timing Trim)

The third part is a timing trim field consisting of two Manchester ones and is used to finalize timing

‘ynrhrnni7n1’inn after the frame delimiteris cnr‘rnccfnﬂy matched and the Tng clockis turned on.

['he first bit of the Activation command shall follow immediately after the last bit of the timing]
the fixed data rate of 8 Kbit/s.

7.5.3.3 Short Activation command

brotocol overhead. The Short Activation command format is shown in Figure 733. When match{
nternal register, the received activation command moves the Tag from jts-hibernate state to a
state (battery ready state in the state machine). The Short Activationncommand is composed|
fields: (in order of reception at the Tag) Activation Control, Mask Length, Offset, and Activatio
Fach is described in detail below.

trim at

['he Short Activation command enables fast singulation cycles in applications thatrequire a minijmum of

bd to an
h active
of four
n Mask.

Activation Control Mask Length Offset Activation Mask (0-96 bit
(12 bits) (7 bits) (If MaskLength =0 or
MaskLength.=96: 0 bits,
Else: 7 bits)

d
~

Figure 7.33 — Manchester Short Activation command format

['he Activation Control field shall be uséd to configure the Tag receiver post activation behavid
bits in the Activation Control field aré-defined in Table 7.9. The RFU bits shall be set to all zeros
standard version. If the Tag decodes’ any non-zero bits in this RFU field it shall ignore the Ad

Ised. The Forward Data Rate indicates the rate at which subsequent commands will be sd
Pensitivity field shall command Tags to use high or low sensitivity for Tags that are capable
modes of sensitivity. Lo sensitivity Tags are defined as capable of receiving approximately -30
0 +10 dBm, with a récommended upper limit of +15 dBm. High sensitivity Tags are defined as
bf receiving approximately -30 dBm and lower signal levels. These sensitivities refer to the 8 ki
rate, and other.dafa rates are understood to vary. Tags are not required to implement high sen|
hind if they demet they shall ignore the command to switch to a high sensitivity mode.

n the Wildcard Activation case of Mask Length = 0 to wake up all Tags (described below), th
hnd Activation Mask are not needed and are not transmitted. If Mask Length is set to 96, then (
redindant and is not transmitted.

ur. The
for this
tivation

rommand. The Activation Version/indicates the short or long format of the Activation command being

nt. The
of two
dBm up
capable
ps data
sitivity,
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Table 7.9 — Manchester Activation Control field description

1: long format

Must be setto 0 for

001: 8 kbit/s
010-16 Lrhif/c

RFU Activation Forward Data Sensitivity RFU
Version Rate
# of bits 3 1 3 1 4
RFU 0: short format 000: RFU 0: low sensitivity (approx -30

dBm to +10 dBm)

1: high sensitivity (approxi-

o mately -30 dBm and below)
Short Activation 011:32 kbit/s

100: 64 kbit/s
101: 128 kbit/s
110: RFU
111: RFU

Descfiption

The Makk Length is a required field that contains seven bits. It may contain values from zero to 27-1(3
127). The Mask Length specifies the length of the transmitted Activation Maskfrom zero bits up to ang
including 96-bits. AC values greater than 96 are currently unused and reserved for future use (RFU)
The lenfgth field is used in conjunction with the user defined Minimum Mask Length (MML). The MM]|
controly the minimum controls the minimum length that an Activationcommand can use for the Mask
Length{If a value of Mask Length is less than the MML value or greater than 96, the Tag will ignore theg
rest of fhe Activation command and will stay in the hibernate state!

The Offiset is a conditionally included field containing 7 bits that indicate the number of bits to offsef
from thie first bit (MSB) of the Activation Code for this comparison. The Offset is not transmitted if the
Mask Length is either 0 or 96; the Offset is transmitted:foer Mask Length between 1 and 95 inclusive.

7.5.3.3]1 Short Activation command processingand Wildcard
Activatlion processing: The Tag follows the below sequence in processing Short Activation commands.

A Tag Hegins processing the Activation'command by first training, acquiring a slicing reference, and
acquirihg frame synchronization. The Tag loads the Activation Control field consisting of 3 RFU bits
Activation Version (1 bit of valueszero for Short Activation), Forward Data Rate field (3 bits), pos
activation Sensitivity field (1 bit);.ahd 4 more RFU bits, as they are acquired.

If the Tag then receives a Mask Length value of zero and the Tag is programmed with MML = 0, then 2
successfful Wildcard has.eceurred (further information below) and the Tag enters the active battery
ready dqtate and preparesto process inventory commands. All inventoried flags are set to 4 and the Sl
flag is deasserted, afnid all associated timers are cleared. In the Wildcard Activation case the Offset and
Activatjon Mask arenot needed and are not transmitted.

In the dase of.anon-Wildcard activation attempt (received Mask Length > 0), if the Mask Length is less
than thg MML value (which is set somewhere from 0 to 96), for all Activation Codes implemented by theg
Tag, thq Tag rejects the activation and remains in hibernate. If Mask Length is set to 96, then Offset is
redundant and is not transmitted. Values of Mask Length which are greater than 96 shall cause the Tag
to discontinue activation processing and remain in the hibernate state.

If Mask Length is equal or greater than the MML, then the Tag continues processing the Activation
command and receives the Offset field (assuming Offset is transmitted due to Mask Length being less than
96). If the combination of the Mask Length and the Offset (zero if not transmitted) result in an overflow
(an ending value greater than the size of the 96-bit internal mask register), the Tag shall interpret this as
an error, ignore the remainder of the Activation command, and remain in the hibernate state.

If the sum of Mask Length and Offset value is less than or equal to 96, the Tag proceeds to processing
of the Activation Mask, which is transmitted MSB first. The Activation Mask shall be compared bit by
bit against the stored Activation Codes or Activation Code segments by using the Mask Length as the
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number of bits to compare, and the Offset as the number of bits to offset from the first bit (MSB) of the
Activation Codes for this comparison. The Tag shall discontinue the activation process if a mismatch in
the bit by bit comparison is detected for the primary and the optional secondary Activation Code.

If the received Activation Mask fully matches one of the stored Activation Codes or indicated Activation
Code segments, then the activation is successful and the Tag shall complete power-up operations and
expect the beginning of an inventory round. All flags inventoried flags are set to A and the SL flag is
deasserted, and all associated timers are cleared.

The Tag activation time Ty is the time required to finish the activation caode check and fully power-up the
[ag so thatitis ready to receive a Select or Query command. The maximum Tag activation time is/F4 = 2ms.

Short Wildcard Activation and authorization:

f the MML register is set to zero, then the Mask Length within the Activation command may|also be
bet to zero and be accepted by the Tag as “Wildcard Activation”, i.e. a match for alldevices in the field.
[his causes all receiving devices to initiate powering up into the active battery ready stat¢. Short
Wildcard Activation does not require any flag matching, whereas the later"described Long Wildcard
Activation may require flag matching. Note that if the MML for one of thé supported Activation Codes
s programmed to length greater than zero, this provides some securityim the sense that the Tdg is not
huthorized to accept Wildcard Activation, and the Interrogator must(khow at least the number df bits of
Activation Code specified in the MML register in order to awaken-the Tag.

n the Wildcard Activation case the Offset and Activation Mask ‘are not needed and are not trangmitted.

7.5.3.3.2 Short Activation post Activation behaviour

belect command behaviour for Short Activation: The Tag is short activated in Interfference
Rejection = OFF (Promiscuous) mode (Session Locking not in effect) and all inventoried flag timers
have been cleared. The Tag shall obey Select\command reprogramming of the SL and invei:toried
[lags. The Select command also moves any¢liags out of the battery ready state back to the battery
ready state. Upon return to hibernate the Tag shall set all inventoried flags to state A and the SL
[lag to the deasserted (~SL) state.

Manchester Query BAT command-behaviour for Short Activation: The Tag is short actiyated in
nterference Rejection = OFF (Premiscuous) mode (Session Locking not in effect) and all inventoried
flag timers have been cleared, The Tag shall respond to all Query BAT commands as it normally does
hccording to passive statémachine operation (Queries take the Tag immediately into the arbitrate
state using the session indicated in the Query BAT command). Upon return to hibernate the Thg shall
set all inventoried flags to state A and the SL flag to the deasserted (~SL) state.

7.5.3.4 LongAetivation command

[he Long A¢tivation command enables more control over which Tags are activated, particularly fin large
[ag population environments. When correctly matched to Tag inventoried flag values, and t¢ one of
he Activation Codes or indicated Activation Code segments, the Tag shall advance from its hibernate

S Mask Offset Activation Mask
Activation Interrogator
Target CRC
Control Lenath Info
g (7 bits) (0 - 96 bits)
. (16 bits) . (16 bits)
(12 bits) (7 bits) | (0 bits if Length=0) | (0 bits if Length=0) | (17 PtS)

Figure 7.34 — Long Manchester Activation command format

The Activation Control, Mask Length, Offset address, and Activation Mask fields shall be the same as
defined in the Short Activation command.
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In the Wildcard Activation case of Mask Length = 0 to wake up all Tags (described below), the Offset

and Activation Mask are not needed and are not transmitted. If Mask Length is set to 96, then Offset is
redundant and is not transmitted.

The CRC-16 shall be calculated by Interrogators over the first Activation Control bit to the last
Interrogator Info bit. The use of the CRC-16 for Tags is optional.

The Target field is expanded as shown below.

Table
Activation Tag Type| Session Inventoried Inventoried | Stateful hibernation
Select field flag use flag timeout
target
# of bits 8 2 1 1 4
As specified in the 00:S0 0: Don’t care for 0:4 0000:0s
Activation Tag Type inventoried )
Select field state 0001:0.25s
(Table 7.11) 1:B 0010: 0.5s
01:S1 1: Do care for 0011:1s
Desctfiption inventoried So targeted if 0100:2s
state ‘Do-Care” is
specified.
10:S2
11:S3 1111: 4,096 s
NOTE 1| The accuracy of the hibernate timer over the-nominal temperature range shall be at least +/- 40%
and ovefl the extended temperature range shall be at least +/- 50%.

NOTE 2

If inventoried flag use is set to 1: Do Carg, then the Tag will upon activation exhibit “Session Locking
and gengrally reject commands for which the session ID does not match the “activating session” given by thig
table. Fqr more information, see Annexes E-and F. If Interrogator Locking is in effect, that will also set “Sessior
Locking| into effect AFTER activation regardless of the state of inventoried flag use. But, even if Interrogatoy
Locking|is in effect, the inventoried flagwuse bit will control the Activation, meaning that if Don’t Care is selected

on inventoried flag use, then Tags will'activate regardless of Session flag state.

NOTE 3

If inventoried flag yse = Don’t Care, then upon transition to the battery ready state the Tag clears al
timers apd makes the associatedinventoried flags available to any command that uses them that the Tag receives

Table7:11 — Manchester Activation Tag Type Select Field (NOTES 1-5)

. Battery Assisted
Intergretation Sensor |Full Function| Simple Sen- Passive
RFU RFU RFU
(NQTEA4) Alarm Sensor sor NOTE 4
1 1 1 1 1 1 1 1
0:
Inclusive 0: No 0: No 0: No 0 0 0 0: No
1: 1: Yes 1: Yes 1: Yes 1: Yes
Exclusive
NOTE 1

This bit dynamically switches the interpretation of the remainder of the Tag Type Select field between

“Inclusive” (the Tag responds if it matches any selection marked “Yes”) and “Exclusive” (the Tag responds only if
it matches all selected criteria marked “Yes”).
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NOTE 2 In this table, “Yes” means that category of Tag is considered for inclusion in the activation. In the
“Inclusive” case for a criteria listed as Yes the Tag will respond if it meets other activation criteria (such as AC). In
the “Exclusive” case the Tag responds only if the Tag meets all criteria marked Yes. Logically the Tag responds to
“Inclusive” if a logical OR function of all marked Yes criteria = 1. The Tag responds to “Exclusive” if a logical AND
of all marked Yes criteria = 1.

NOTE 3  RFU bits shall be set to zero until defined. If the Interpretation field is “0, Inclusive” the Tag shall
respond if it matches at least one selected criteria (the Tag ignores the RFUs because the implied logical OR
function is still a one). If the interpretation field is “1, Exclusive”, the Tag shall NOT respond if any RFU bits are
non-zero (in that case the Tag does not know if it matches the implied AND function).

NOTE 4  This field means the Tag supports a Manchester receiver and a backscatter transmitter.

NOTES5  The Manchester Activation Tag Type Select Field is identical to the Manchester Query.BAT Tag Type
Pelect field.

[he stateful hibernate timeout field determines the timeout period of the sesSion inventorjed flag
fimer specified in the session field.

['he Interrogator Info field provides information as to Interrogator identity,;whether the Tag is to reply
[0 only the activating Interrogator or not after wake up, and the reguldtory region of operation. The
regulatory region field is an optional field for Interrogators and Tagsand the definition is TBD.

Table 7.12 — Manchester Activate InterrogatorInfo Field Description

Interrogator ID |Interfogator Lock Regulatory
region
# of bits 8 1 8

0: Tag allows any
Interrogator to Specifies a region
Interrogator 1D access in which the Tag

Description cONE operates.

1: Tag only allows
this Interrogator Definition TBD.
to access

7.5.3.4.1 Long Activation processing and Wildcard

Long Activation processing: The Tag follows the sequence below in processing Long Activation
commands.

A Tag begins procéssing the Long Activation command by first training, acquiring a slicing reference,
hnd acquiring frame synchronization. The Tag loads the Activation Control field as it is acquirjed. The
[ag then loads‘the activation Target field up to the flag use field. If the inventoried flag Care|/ Don’t
Care statespas transmitted in the Long Activation command do not match those in the Tag, the Tag
liscontifiues activation processing and remains in hibernate or stateful hibernate, awaiting the next
fActivation command.

With matching inventoried flag states, the Tag loads the rest of the activation Target field, injcluding
the Tag Type Select field and its set of criteria that are evaluated inclusively or exclusively as indicated.
The Tag may discontinue processing the Activation command if it does not match the indicated criteria.
If the Tag receives a Mask Length value of zero and the Tag is programmed with MML = 0 for all of
its Activation Codes, then a wildcard attempt is in progress (further information below) and the Tag
continues activation processing. In the Wildcard Activation case the Offset and Activation Mask are not
needed and are not transmitted, so the next field received is the CRC-16. If the CRC-16 is passed (or the
Tag does not use it), the Tag performs a final check on the Session flag state and if it still matches (has
not timed out), it enters normal active mode and prepares to respond to normal inventory commands.
Flag states remain unchanged and any timers in operation continue to run. If the CRC-16 is not passed
the Tag remains in the hibernate state.
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In the case of a non-Wildcard activation attempt with the inventoried flag state matching (received
Mask Length > 0), if the Mask Length is less than the MML value (which is set somewhere from 0 to
96) for all Activation Codes implemented by the Tag, the Tag rejects the activation and remains in
hibernate. If Mask Length is set to 96, then Offset is redundant and is not transmitted. Values of Mask
Length which are greater than 96 shall cause the Tag to discontinue activation processing and remain
in the hibernate state.

If Mask Length is equal or greater than the MML, the Tag continues processing the Activation command
and recelves the Offset field (assumlng Offset 1s transmltted due to Mask Length bemg less than 96)
Ifthec orrof-theMas = e atrsmitted)re '

as an efror, ignore the remainder of the Actzvatzon command, and remain in the hibernate or statefu

bit against the stored Activation Codes or Activation Code segments by using the Mask Length as thg
numbef of bits to compare, and the Offset as the number of bits to offset from the-first bit (MSB) of the
Activatjon Code for this comparison. The Tag shall discontinue the activation’/process and remain ir
hibernpte if any mismatch in the bit by bit comparison is detected.

If the rgceived Activation Mask fully matches one of the stored Activation\Gedes or indicated Activatior
Code sggments, the Tag will continue to processing of the CRC-16. If the CRC-16 is passed (or the Tag
does ndt use it), then the Tag performs a final check on the Session{flag states and if it still match (has
not timled out), then the activation is successful and the Tag shall complete power-up operations ang
expect the beginning of an inventory round. If the CRC-16 is failed, then the Tag discontinues activatior]
procesding and remains in hibernate, awaiting the next Activation command.

The Tag activation time Ty is the time required to finish.the activation code check and fully power-up the
Tag so thatitis ready to receive a Select or Query command. The maximum Tag activation time is Ty = 2ms

Long Wildcard activation and authorization:

If the MML register is set to zero, then thesMask Length within the Activation command may also bsg
set to zpro and be accepted by the Tag asWildcard Activation”, i.e. a match for all devices in the field
for whifh the specified inventoried flag/also match. If the Wildcard Activation is to apply to all Tags
then thg Inventoried flag usage fieldis set to the “Don’t Care” state. Note that if the MML for one of thg
supporfed Activation Code is preogrammed to length greater than zero, this provides some security ir
the senge that the Tag is not authorized to accept Wildcard Activation, and the Interrogator must know
at least|the number of bits of Activation Code specified in the MML register in order to awaken the Tag.

In the Wildcard Activation‘case the Offset and Activation Mask are not needed and are not transmitted
The CR(-16 (if used bjxthe Tag) is still applicable to the Wildcard and is transmitted.

7.5.3.4{2 Long Activation post Activation behaviour

7.5.3.4{21 ™ Long Activation flag timeout definition, behaviour, and usage

Manchester flag timeout definition:

Manchester SL and inventoried flag persistence shall have a different flag behaviour from passive
and BAP PIE specified as follows. The definition of flag persistence shall change from beginning
upon Interrogator transmissions dropping below the sensitivity of the Tag or the loss of decoding to
beginning at the time the Tag transitions from normal active mode back to hibernate. These new flag
persistences shall be referred to as “Manchester flag timeout and shall have accuracy as follows:

+/- 40% over the nominal temperature range of -25 to +40 °C.

+/- 50% over the extended temperature range of -40 to +65 °C.
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Upon deactivation and return to the hibernate state, all flags without active timeouts in operation
shall return to state A. Flags with active timeouts associated with other sessions that are in state B
shall continue their timeouts (i.e. stateful hibernate), and upon timeout shall reset to state A. Flags
associated with the current session (those specified in the last activation) that are in state B shall
begin their timer operation and revert to state A upon timeout. Flags with active timeouts for which
the state is already A upon entry to hibernate shall remain in A and need not continue or begin timer
operation. Session flags with active timeouts and not used in a current activation session shall continue
to countdown while the activation session is on-going.

AD D

~ “a agsare-opet g BA mrode;the ay-stpport-thepass fve compatible
lag persistence times as given in Table 7.1. These are identical to the passive flag persistenceSpf Table
h.20, except that they have specific maximums for the S2, $3, and SL flags and delay the(beginning of
[lag persistence timeout by INACT_T. Alternatively, Manchester Tags that are operatingin BAP PIE mode
may support the passive flag persistences of Table 6.20. When a Manchester Tag is @perating jn Dead
Battery Response mode, it may continue to support the passive compatible persistences of Tablg 7.1, or
t may revert to the more relaxed persistences of Table 6.20.

Manchester Tags may but are not required in BAP PIE mode to use environmental validatipn with
regards to INACT_T or Selective Global Timeout refresh. Alternativelyythey may use signal sfrength
hbove a threshold to refresh INACT_T or Selective Global Timeout,If'a”"Manchester Tag prepares to
participate in a BAP PIE interrogation round, it shall set its inventeried flags to A and deassert the
belect flag. Any Manchester Hibernation timers in operation centinue to operate in the background.
When the Tag returns to Manchester hibernate it shall set its inventoried flags according to the state
pf its hibernate timers and deassert the select flag.

When a Manchester Tag is operating in Dead Battery.Response mode, it may continue to support the
bassive compatible persistence maximums of Table %1, or it may revert to the more relaxed persistences
bf Manchester flag behaviour and usage.

Manchester flag behaviour and usage:

nventoried flag states in state hibernate ‘(full or stateful) have the typical meaning A for {Default

Not Recently Inventoried” (timer notrunning) and B for “Temporary / Recently Inventoried| (timer
running). System control in Normal*Mode would normally also use A for “Not Inventoried” and B for
Inventoried”.

Fach session/inventoried flag shall have its own individual timer for Manchester mode. To program
lifferent inventoried flags to different timeout values, it is necessary to use multiple Acfivation
fommands with Sessiofi Locking. In Normal Mode with Session Locking the inventoried flag of the
hctivating session indigates inventory status in that session, and the other inventoried flags indicate
heir timer status:

With Session-iocking not in effect, the Manchester Tag shall upon Activation clear any timery, set all
nventoried flags to A, and set the selected flag to deasserted. Upon return to hibernate it sha|l set all
nventoried flags to A and selected flag to deasserted.

With ‘Session Locking in effect, a Tag that returns to hibernate via INACT_T or (Selective] Global
[imeout shall clear the timer associated with activating session, and set that inventoried flag to A.
Fhisdoes ot affectany othrer Hibermation mode tinmers that may be T operatior.

With Session Locking in effect, Tags shall carry their inventory state from hibernate to Normal Mode. If
returned to hibernate via the Deactivate_BAT or Next commands, they shall set inventoried flags to B if
they have associated timers running and to A4 if no timer is currently running on that inventoried flag.

With Session Locking in effect, the Tag shall not respond to mismatched (indicated session does not
match activation session) commands. Activation Session, as passed in the Activation command, is
a variable that Tags implementing hibernate must keep track of in order to determine if there is a
session match.

Thus, with Session Locking in effect the Tag is not able to participate in Query rounds with session
mismatched Interrogators without first going to hibernate and being reactivated by the Interrogator
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using a different session. Only if Session Locking is not in effect can the Tag go into an inventory round
with Interrogators using different sessions during one period of Normal Mode operation.

If a Manchester Tag receives a successful Long Activation command that reprograms an active timer,
it shall clear the referenced timer, reset it with the newly received time value, and then proceed to the
Normal Mode. Typically this operation is performed to “refresh” a timer that is about to expire, and the
Tag or Tags would then be deactivated to return to hibernate mode, without being reinventoried, with
the new timer value and inventoried flag in state B. The Long Activation command can only program or
reprogram a single inventoried flag timer per command.

Examples of behaviour of these flags as the Tag crosses from hibernate to Normal Mode and back arg
given i Table 7.13 in Manchester sub-clause 7.5.3.4.2.1. This table applies to Manchester (Short ,and
Long adtivation cases) in the row relative to Long Activation. See also Figure 7.35 for the Tag extended
state mpchine, and sub-clause 7.5.4.3.7.1 for details of the Manchester Deactivate_ BAT command and it3
effect on state machine state and flag values.

Examples of behaviour of these flags as the Tag crosses from hibernate to Normal Made and back arsg
given i) Table 7.13 below. This table applies to Manchester (Short and Long activation cases). See alsd
Figure }.35 for the Tag extended state machine, and sub-clause 7.5.4.3.7.1 for details of the Mancheste;
Deactivpaite_ BAT command and its effect on state machine state and flag values:

Thble 7.13 — Manchester inventory flag behaviour in Hibernation and Normal Modes

State/command sequence Next state M) S1 S2 S3
1 Hibernation A A A A
1.1 After Short Activation OR Long Activation | battery-ready A A A A

with Don’t care for inventoried state (no
Session Locking)

1.1.1 After Query_BAT on S1, successful singula- hibernate A A A A
tion, Next -> hibernate
1.1.2 After Query_BAT on S1, successful singula-| battery ready A B A A
tion, QueryRep
1.1.2.1 After Deactivate_BAT ( any-session, but hibernate A A A A
SL and inventoried flag state pointed do
match)
1.1.2.2 After Deactivate_BAT (session = S1, SL battery ready A A A A

match, but inventeried flag of S1 Target =
A does not match)

1.1.2.2 After INAET\T or (Selective) Global Time- hibernate A A A A

out (including brief

stay in stateful
hibernate to

check timers
expired)
1.1.3 After INACT_T or (Selective) Global Time- hibernate A A A A
eut{ro-stecesstul-singulation)
1.2 After Long Activation with Do care for battery ready A A A A
inventoried state S1=A (Session Locking)

1.2.1 After Query_BAT on S1, successful singula-| stateful hiber- A B A A
tion, Next -> hibernate nate

1.2.2 After Query_ BAT on S1, successful singula-| battery ready A B A A

tion, QueryRep

1.2.2.1 After Deactivate_ BAT stateful hiber- A B A A
nate

1.2.2.2 After INACT_T or (Selective) Global Time- | stateful hiber- A A A A
out nate
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State/command sequence Next state SO S1 S2 S3
1.2.3 After INACT_T or (Selective) Global Time- hibernate A A A A
out (no successful singulation)
2 Stateful hibernation, SO & S3 timers B A A B
running
2.1 After Short Activation (no Session Lock- | battery ready A A A A
ing)
2.1.1 After Query_BAT on S1, successful singula- hibernate A A A A
tion, Next -> hibernate
2.1.2 After Query_ BAT on S1, successful singula-| battery ready A B A A
tion, QueryRep
2.1.2.1 After Deactivate_ BAT hibernate A A A A
2.1.2.2 After INACT_T or (Selective) Global Time- hibernate A A A A
out
2.1.3 After INACT_T or (Selective) Global Time- hibernate A A A A
out (no successful singulation)
2.2 After Long Activation with Don’t care for | battery ready A A A A
inventoried state (no Session Locking)
2.2.1 After Query_BAT on S1, successful singula- hibérnate A A A A
tion, Next -> hibernate
2.2.2 After Query_BAT on S1, successful singula- | \battery ready A B A A
tion, QueryRep
2.2.2.1 After Deactivate_ BAT (matching session, hibernate A A A A
SL, and inventoried flag state)
2.2.2.2 After Deactivate_ BAT (matchingsession, | battery ready A A A A
SL, but non-matching inventoried flag
state)
2.2.2.3 After INACT_T or (Selective) Global Time- hibernate A A A A
out
2.2.3 After INACT_T or (Selective) Global Time- hibernate A A A A
out (ng-Successful singulation)
2.3 After Long Activation with Do care for battery ready B A A B
inventoried state S1=A (Session Locking
in effect)
2.3.1 After Query BAT on S1, successful singula-| stateful hiber- B B A B
tion, Next -> hibernate nate
2.3.2 After Query_BAT on S1, successful singula-| battery ready B B A B
tion, QueryRep
2,3.2,1 After Deactivate_ BAT (matching session, | stateful hiber- B B A B
SL, and inventoried flag state) nate
2.3.2.2 After INACT_T or (Selective) Global Time- hibernate B A A B
out
2.3.3 After INACT_T or (Selective) Global Time- | stateful hiber- B A A B
out (no successful singulation) nate
2.4 After Long Activation with Do care for battery ready B A A B
inventoried state S3=B (timer refresh)
(Session Locking in effect)
2.4.1 After Deactivate_ BAT (matching session, | stateful hiber- B A A B
SL, and inventoried flag state) nate
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Table 7.13 (continued)

State/command sequence Next state M) S1 S2 S3

2411 After SO timer expires stateful hiber- A A A B
nate

2.4.1.2 After SO and S3 timer expires hibernate A A A A

2.4.2 After Deactivate_ BAT (matching session, | battery ready B A A B

but non-matching SL, and matching
inventoried F]qg cf:\fp)

NOTE: The SL flag is not affected

2.4.3 After Deactivate_BAT (matching session,| battery ready B A A A
non-matching inventoried flag state, both
SL states)

NOTE 1 The S3 timer is also cleared
NOTE 2 The SL flag is not affected

7.5.3.4{2.2 Long Activation post Activation command behaviour

Select gommand behaviour without Session Locking and without Iiiterrogator to Tag Locking
In the ¢ase where a Tag is activated with “Don’t Care” on the inventeried flag use bit of Table 7.1
(Promigcuous Mode), all inventoried flag timers have been cleared”and the Tag shall obey Select
commahd reprogramming of the SL and inventoried flags. The §efect command also moves any Tags
out of the battery ready state back to the battery ready state. Ypon return to hibernate the Tag shal
set all ipventoried flags to state A and the SL flag to the deasserted (~SL) state.

Manchester Query BAT command behaviour without<Session Locking and without Reader tg
Tag Log¢king: In the case where a Tag is activated with*Don’t Care” on the inventoried flag use bit of
Table 7.0 (Promiscuous Mode), all inventoried flag-timers have been cleared and the Tag shall respond
to all Qgery commands as it normally does according'to passive state machine operation (Queries take thg
Tag immediately into the arbitrate state using:the session indicated in the Query command). Upon returt]
to hibernate the Tag shall set all inventoried/flags to state A and the SL flag to the deasserted (~SL) state

From g functional point of view, it is)not necessary that Session Locking be maintained wher
Interrogator to Tag locking is used.«But, for design simplicity it is assumed that if Interrogator to Tag
locking|is in effect, then Session leeking shall also be in effect.

Select jommand behaviour-with Session Locking: In the case where a Tag is activated with “Do Care]
on the inventoried flag use-bit of Table 7.10 (Interference Rejection Mode ON), the Tag shall obey Select
commahd SL or inventoried flag programming only if the Target of the Select command is SL or thg
sessionfthat matches that of the Activation Session. If Interrogator Locking is in effect, the Tag shall alsd
verify that the Intertogator ID field is included in the Select command and that the ID value matches
that of the last Activation command before processing the Select command. Select commands with non
matching Session’ID’s or Interrogator ID’s shall be ignored. Upon return to hibernate the Tag shall sef
the actfvation inventoried flag to B and commence the activation programmed timeout, and set thg
SL flag [t6-the deasserted (~SL) state. Other session timers will continue their operation as previously
programmed (f1ag state B while running, and 11ag state A after timeout).

Manchester Query BAT command behaviour with Session Locking: In the case where a Tag is
activated with “Do Care” on the inventoried flag use bit of Table 7.10 (Interference Rejection Mode ON),
the Tag has only programmed the timer associated with the Activation Session. The Tag shall respond to
Query_BAT commands as it normally does according to passive state machine operation (Queries take the
Tag immediately into the arbitrate state using the inventoried flag indicated in the Query command)
only if the Query BAT command session matches that of the Activation Session, and for Interrogator
Locking in effect, only if the Interrogator ID field of the Query BAT command matches that of the last
Activation command. Non-matching Query BAT commands are ignored. Upon return to hibernate the
Tag shall set the Activation Session inventoried flag to B and commence the activation programmed
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timeout, and set the SL flag to the deasserted (~SL) state. Other session timers will continue their
operation as previously programmed (flag state B while running, and flag state A after timeout).

7.5.3.5 Manchester extended Tag state machine

Tag manufacturers may define their own state control to minimize power consumption when using
Activation. A typical state flow for Tags implementing activation mechanism is shown in Figure 7.35.
This suggested state diagram is useful for standardization description and to define Tag behaviour
when viewed externally. However, the actual Tag behaviour requirements are for the Tag to respond as
fit is executing the states and functions as shown. The Tag activation time Ty is the time reqliired to
fully power-up the Tag after the activation code check so that it is ready to receive a Select or~Quéry_ BAT
command. The maximum Tag activation time is Tp = 2 ms.

['he states of this figure are defined as follows:

hibernate state: A low power low data rate state that allows for battery life extension as compared
[0 the Normal Mode. In the hibernate state the inventory flag timers are expined. The Tag is listening
for valid Activation commands while in this state. In this state inventoried flags are set to 4 and SL is
leasserted. Note that Validated INACT _T is required for Manchester, and that'it escapes the “Inter|ference
[rap” created by an interfering source and will bring a Tag back to hibeérnate in the absence jof valid
Manchester commands or preambles. The optional Global Timegut“may also be used to es¢ape an
nterference trap created by valid Manchester commands that@re ot applicable to a particular Tag,
such as a Tag whose matching criteria for a “valid” Manchester Command is not very selective.

stateful hibernate: This state is similar to hibernate with the extension that inventory tinjers are
pither in operation or the Tag is very briefly checking.that they are in operation. When this ¢heck is
complete the Tag goes to the hibernate state. While.in stateful hibernate the Tag is still listephing for
palid Activation commands, and (unless there onlycbriefly for timer state check) at least one inyentory
[imer is operating.

After activation and inventory, Tags are typically deactivated by the Deactivate_BAT or Next cothmands
n order to return to the hibernate or stateful hibernate state. If the Tag does not for whatever reason
receive one of these two commands, it'shall via either the INACT_T or Global Timeout timers rg¢turn to
he hibernate mode (see 7.5.3.6).

Activation code check state: In"this optional state the Tag has received a valid Manchester Activation
preamble and is proceeding.te process the Activation Code. This operation can be conducted| also in
hibernate or stateful hibernate, but a separate state is defined to acknowledge that the Tag|may be
n the process of conduetion power-up operations that it is not normally performing in hibernate. At
the conclusion of successful Activation Code processing the Tag progresses to the battery reaxy state
bf the Normal Mode-If the AC check fails, the Tag may progress to stateful hibernate to continye timer
bperations or for-brief timer state check. Or, if the Tag conducts timer check in the activatign code
Check state itmtay progress straight to hibernate.

Deep hibernation state: This is an optional state used for optional duty cycling of the hihernate
istenzaction to further extend battery life. The Tag is not listening for Activation commands in tle deep
1lbernate state, but at manufacturer optlon it may be listening for RF 51gnal presence to brmg ifback to

be flxed or user programmable If the Tag supports this functionality, then it keeps internal timers for
hibernate listen time and deep hibernate time. The Tag does not progress from stateful hibernate
to deep hibernate since it has been recently accessed if in stateful hibernate. The Tag progresses
from hibernate to deep hibernate when its listen Timer has expired and it has not detected either RF
or valid Activation commands while in hibernate. Tags that implement the deep hibernate state are
required to extend their hibernate listen timer to at least 4s when the RF level is above a manufacturer
defined threshold.

It is at the Tag manufacturer’s option if duty cycling of hibernation is supported, and if so, if it is fixed
or programmable. If the hibernate-deep hibernate duty cycle is fixed the period shall not exceed 4s.
If programmable, the initial deep hibernate period programmed by the manufacturer shall not exceed
4s, though it may be programmed deliberately longer by the user.
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It is also at the Tag manufacturers’ option if either current or recently detected RF or validated
Activation commands alter the hibernate listen time and the deep hibernate time. It may be desirable
to allow Tag design to go to shorter duty cycles in such situations where Activation commands are more
likely, and to go to longer duty cycles when such commands are unlikely.

Itis also at the Tag manufacturers’ option if duty cycle, either fixed or programmable, may be altered by
the Tag in response to a low battery state in order to extend battery life.

. . Z

- | : g

. Figure 53 3

. - Tag state diagram . Q
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INACT_T or Global Invalid Activation Tx
Timeout3’4' S Mask3’4 Activation command
with matching

Activation Mask or T
Wildcard detected o

\ / [0)

=

. 2 s 6 ~
stateful hibernate activation code check QO
(Listening for Activation) (optional) @
Activation <
condmand preamble present 8_

(0]

Confirmed that aliMlag
timers ar€ exgired

T

Activation command
preamble present

hibernate listen timer ex;])ires AND
no RF detected

hibernate'
(Listening for Activation)

©nhJpower up

deep hibernate
(optional)

Notes:
1. No inVentoried flag timers running and all flags in state A.

K—/deep hibernate timer
expires

2. At least one inventoried flag timer running and inventoried flag in temporary state B.
3~ Stateful hibernate means that at least one timer is running or that the tag is briefly checking if any are running.
4..Fhe tag manufacturer has the option of checking if timers are running in the prior state and going straight to hibernate if

none are, or first transitioning to stateful hibernate to check if timers are running, and then going to hibernate.

5. The INACT_T and (Selective) Global Timeout clear all timers and the inventory flags in hibernate shall be set to A.
6. Activation code check is an optional state that may be used if power-up sequencing begins upon successful preamble

detection and not upon completed Activation Code validation.

7. The tag may extend its hibernate listen time if RF is detected, according to manufacturer choice. The tag may also extend
hibernate listen time and/or shorten sleep time according in adaptation to recent activity such as Activation commands

detected within a Last Activation Timer period (Last_Act_T).

Figure 7.35 — Extended state machine of BAP Tag implementing Manchester mode
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7.5.3.6 Manchester mode Deactivation

After an Interrogator identified a battery assisted Tag and no longer needs to access it, the Interrogator
shall use the Next or Deactivate_. BAT command to put the Tag back into the hibernate state or the
stateful hibernate state with a shorter delay. Hibernate commands Next and Deactivate_BAT do not
flip inventoried state, they set state to A or B as a function of Activation Session and timer state, that is,
upon return to hibernate the flag will be in state A4 if Session Locking is not in effect or there is no timer
operation, and if Session Locking applies then in state B until the expiration of any programmed timer
function for that flag.

[here are two methods to ensure that a battery assisted Tag falls into the hibernate state autonjatically
fthe Tag misses the Deactivate_ BAT or Next commands issued by an inventorying Interrogator. These are:

|. A Tag may automatically fall back into the hibernate state after a period of inactivity greater than
the manufacturer defined Inactivity Threshold INACT_T, which is allowed to be-'50 ms or greater.
Inactivity means that a Tag does not receive valid selection commands, cominands that cayse it to
participate in an inventory round, commands that control an inventory round-the Tag participates in,
or commands that directly address the Tag (Tag access commands). The Tag manufacturer may use
various tests as to whether a command is valid, as function of Tag state. For example, in the reply,
acknowledged, open, and secured states the Interrogator uses a Tag‘generated RN16. The Tag may
then require the use of that RN16 as a validator to consider the\command valid for the purpose of
refreshing INACT_T. See sub-clause 7.3.2.2 for more informatjonen the INACT_T timer functi¢n.

N

Tags may implement a Global Timeout in one of two forms; the standard Global Timeout pnd the
Selective Global Timeout. The term (Selective) Global.Timeout refers to either of Global Timeout or
Selective Global Timeout. The standard Global Timeout causes Tags to fall back into the hihernate
state a certain time after they were activated. This;timeout, if implemented, will force the Tlag back
to hibernate despite the fact that it may be ipvolved in a legitimate inventory round. In ¢rder to
reduce the odds of an intended inventorystound from being interrupted, this Global Timeout if
fixed shall be 4 seconds or more (4 s minimum at 40% accuracy over nominal temperature fange of
-25 to + 40 °C, and 50% accuracy over extended temperature range of -40 to +65 °C). The Sglective
Global Timeout may refresh its timer upon reception of selected valid Manchester commarjds, and
it may optionally use Session Lockinig match or Interrogator Locking match. The Selectiv¢ Global
Timeout, if fixed, shall be 2 seconds or more. See sub-clause 7.3.2.3 for more informatior] on the
(Selective) Global Timeout finction.

Manchester Tags shall implement at least one of INACT_T, or (Selective) Global Timeout. The Tag
manufacturer also has thé option of allowing these timeouts to be user programmable. Prograijnmable
[ags may allow shorter lirhits on (Selective) Global Timeout than listed above.

Expiration of either®f these timers in a Manchester Tag shall force the Tag back to hibernate with the
imer from the-acfivating session cleared, the inventoried flag state of the activating session get to A,
hnd selected flag (SL) deasserted.

When a Manchester Tag is operating in BAP PIE mode it shall apply the delay specified in INACT_T to
the start of persistence flag timeout as specified in Table 7.1. It may support the accurately specified
maximums of this table, or it may use the more relaxed persistence maximums of Table 6.20.

7.54 Commands summary

7.5.4.1 Commands summary table

Table 7.14 lists the normal Manchester “battery-assist” commands as compared to ISO/IEC 18000-63
Type C. For Manchester commands that are different from the passive mode PIE commands in Clause 6,
the differences are detailed in the clauses below that define the new or modified commands. For
commands that are functionally unchanged other than the preamble and bit stuffing of the command
data as defined in section 7.5.2 and 7.5.3, Interrogators and Tags shall comply with the requirements in
the appropriate sub-clauses in Clause 6.
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The Activation command is not included in this section as it is defined in clause 7.5.3 with different

physical and functional characteristics from normal commands.

Table 7.14 — Manchester version commands

Command Binary command Command | Manchester differ- | Mandatory for
code code length ent from PIE? Manchester?
QueryRep 00 2 Yes Yes
ACK o4 2 No Yes
Query 1000 4 n/a Not usg\d\‘o
QueryAdjust 1001 4 Yes Y >
Select 1010 4 Yes Yes
RFU 1011 4 n/a 2 n/a
NAK 1100 0000 8 Yes O Yes
ReqRN 1100 0001 8 No Yes
Read 1100 0010 8 Noo & Yes
Write 1100 0011 8 Ko Yes
Kill 1100 0100 8 < “No Yes
Lock 1100 0101 8 47 No Yes
Access 1100 0110 8 N No No
BlockWtite 1100 0111 8, W\ No No
BlockErase 1100 1000 8" No No
BlockPeymalock 1100 1001 \%\8 No No
Deactivfite_BAT 1100 1010 o 8 n/a Yes
Next 1100 1011 e 8 n/a Yes
Query HAT 11001100 <[~ 8 n/a Yes
Broadcdst ID 1100 1101 8 n/a No
Multirate_Reset 1100 ]&10\’ 8 n/a Yes
BAP PIH Flex Query 11@0)%1&1 8 n/a n/a
OpRegidter Read/Write ,\fﬁ.@I 0000 8 n/a Yes
BroadCstSync 511101 0001 8 n/a No
ReadBulffer N\ > 1101 0010 8 No No
FileOpenp NQ~V 1101 0011 8 No No
Challene ~ )° 1101 0100 8 Yes No
Authentjcate o~ 11010101 8 No No
SecureCotim® 1101 0110 8 No No
AuthComm 1101 0111 8 No No
Reserved for future use 1101 1000 8 - -
Used by ISO 18000-63 1101 1001 8 - :
1101 1010
Reserved for future use 8 - -
1101 1111
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Table 7.14 (continued)
Command Binary command Command | Manchester differ- | Mandatory for
code code length ent from PIE? Manchester?

1110 0000 0000 0000
Reserved for custom com- 16 ) )
mands (vendor-specific)

1110 0000 1111 1111

1110 0001 0000 0000
Reserved for proprietary com- 16 ]
mands

1110 0001 1111 1111
Untraceable 11100010 00000000 16 No No
FileList 11100010 00000001 16 No No
KeyUpdate 11100010 00000010 16 No No
TagPrivilege 11100010 00000011 16 No No
FilePrivilege 11100010 00000100 16 No No
FileSetup 11100010 00000101 16 No No

1110 0010 0000 0110
Extended commands (reserved

16 - -
for future use)

1110 1111 1111 1111

7.5.4.2 Select and Challenge commands

7.5.4.2.1 Manchester Select command

[he Manchester version of the Select command inserts the 8 bit Short Interrogator ID field just before
the CRC16. This field shall be included inthe CRC calculation.
Table \7.15 — Manchester Select command
CMD Target Action Mem Pointer | Length Mask Truncate | ShortInter-{ | CRC
ID Bank rogator ID 16
# of bits 4 3 3 2 EBV 8 Variable 1 8 16
000:S0 See 00: RFU | Starting Mask Mask 0: Disable | Tag checks if
) Table ) ) Interrogator]
001: S1 6.30 01: UII Mask Length Value 1: Enable locking is in
010:S2 10: TID | address effect.
i 011:S3 11: User
Descrip- Y10
tion 100: SL
101: RFU
110: RFU
111: RFU

Tags shall not reply to a Select command.

7.5.4.2.2 Manchester Challenge command

The Manchester version of the Challenge command inserts the 8 bit Short Interrogator ID field just
before the CRC16. This field shall be included in the CRC calculation.
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Table 7.16 — Manchester Challenge command

CMDID | RFU | IncRepLen | Immed | CSI | Length | Message |ShortInterro-| CRC

gator ID 16
# of bits 8 2 1 1 8 8 Variable 8 16
0: Omit 0: Donot | CSI | length of | message | Tagchecks if
length from | transmit message | (depends | Interrogator
) reply result on CSI locking is in
Detsigr;:p- 11010100 00 1. Include with EPC effect.
length in 1: Trans-
reply mit result
with EPC
Tags shpll not reply to a Challenge command.
7.5.4.3| Inventory commands
7.5.4.3]1 Manchester Query_Bat
7.5.4.311.1 Manchester Query_Bat command
Tags arld Interrogators shall implement the Manchester Query_Bat.command shown in Table 7.17 and
Table 7]18. Query_BAT initiates and specifies an inventory round ferbattery assisted Tags.

The bag
in the i
current
(such a
shall ig
singula

The Tag

ic function of the “Tag Type Select Field” field is for selecting the categories of Tags to be included
hterrogation round without requiring a separate Select command. These categories include thé
Battery Assisted Passive design, Tags featuring various kinds of sensors and sensor conditions
b a Sensor Alarm that may need expedited handling), and RFU bits for future expansion. A Tag
hore the RFU bits within the Tag Type Selectregardless of their values and only participate in g
fion round based on the currently defined.selection bits.

shall send the reverse link backscatter'signal on subcarrier frequency selected by the BLF field

The ma|Eimum required BLF shall be 640.kHz.

The fie
data fo
ignore {

SS Response enables or disables Simple Sensor response in a Tag implementing Simple Sensot
" a given interrogation round: For Tags that do not support Simple Sensor data, the Tag shal
he value of SS Response:

156

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

Table 7.17 — Manchester Query_BAT command (see NOTES 1 to 4)

CMD | QueryTag M TRext Sel Ses- | Tar- Q SS BLF T2ext CwW Short | CRC-5
Type sion get Resp power | Interro-
See Delta |gatorID
Select NOTE 2 over
field forward
power
#ofbits| 8 8 4 1 2 2 1 4 1 4 1 2 8 5
Descrip-| 1100 | NOTE 1 0000: | 0:No | 00:All | 00:SO | 0:A | 0-15 | 0: No |Required| 0:max |11:+30dB Tag
tion 1100 M=1 pi]nf values AThit checksif
tone | OLAIl | 01:ST | 1:B T: Yes 10: +20 dB | ncetrd.
0001: 0000: 1:
M=2 | 1:Use | 10:~SL | 10:52 INACT T | 01: +10 dB lgal?)r
- - ocking
0010: | PHOt | 11:SL | 11:53 251'51632 or Globall 99 0 4B () “isin
* | tone z Timeout effect
M=4 0001: NOTE3
0011: 40 kHz NOTE 4
M=8
0010:
0100: 48 kHz
M=16
0011:
0101: 64 kHz
M=32
0100;
0110: 80 kHz
M=64
0101:
0111:
1000: 0110:
M=256 120 kHz
1001 to 0111:
1111: 160 kHz
RF
v 1000:
192 kHz
1001:
240 kHz
1010:
320 kHz
1011:
384 kHz
1100:
480 kHz
1101:
640 kHz
Optional
values:
1110:
960 kHz
1111:
1920
kHz
NOTE1 See Table 7.18 for Tag Type Select field options. Tags that match the chosen criteria will enter the

Query rounds, while others will remain in the battery ready state. If Session Locking is in effect, then there must
be a match between the Session specified in the Query BAT command and the activating session for the Tag to
respond to this command. See 7.5.3.4.2.2.

NOTE 2  Required BLF accuracy is 4% for BLF <= 640 kHz, and 1.5% for BLF > 640 kHz, over the temperature
range that the Tag supports.
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NOTE 3  Thisfield indicates optional offset between Interrogator forward link transmit peak power and reverse
backscatter supporting carrier power. The field shows that reverse link caririer power may be equal to or greater
than forward Interrogator power in steps of 10 dB. Lower Interrogator forward power limits system interference
(particularly Interrogator on Interrogator), while higher reverse link supporting carrier power relieves the
reverse link limit of RFID systems with highly sensitive BAP Tags. See Annex Q for further information.

NOTE4  Tolerance on the variable Interrogator transmit power levels is not specified, but is recommended as
+/- 4 dB.

Table 718 — Manchester Query BAT Tag Type Select field (NOTES 1 to 5)

Interpretation 1 . ol Battery Assisted Pas-
Sensor Alarm | F Ul Function | Simple | ppiyt ppy | REY sive
(NOTE 1) Sensor Sensor
(NOTE-4)
1 1 1 1 1 1 1 1
0: Ihclusive 0: No 0: No 0: No 0 0 0 0: No
1: Hxclusive 1: Yes 1: Yes 1: Yes 1: Yes

NOTE 1| This bit dynamically switches the interpretation of the remainder of the Tag.Type Select field betweer
“Inclusiye” (the Tag responds if it matches any selection marked “Yes”) and “Exclusive” (the Tag responds only if
it matchps all selected criteria marked “Yes”).

NOTE 2| In this table, “Yes” means that category of Tag is considered fgr inclusion in the Query round. In the
“Inclusiye” case for a criteria listed as Yes the Tag will respond if it meetS other criteria in the Query command. I
the “Exdlusive” case the Tag responds only if the Tag meets all criteria‘marked Yes as well as other Query criteria
Logically the Tag responds to “Inclusive” if a logical OR function of all marked Yes criteria = 1. The Tag respond
to “Excluisive” if a logical AND of all marked Yes criteria = 1.

NOTE 3| RFU bits shall be set to zero until defined. If the’Interpretation field is “0, Inclusive” the Tag shal
respond if it matches at least one selected criteria (the-Tag ignores the RFUs because the implied logical OR
function] is still a one). If the Interpretation field is “1,Exclusive”, the Tag shall NOT respond if any RFU bits arg
non-zer¢ (in that case the Tag does not know if it matches the implied AND function).

NOTE 4| This field means the Tag only supports-a Manchester receiver and a backscatter transmitter.

NOTE 5| The Manchester Query BAT Tag“Fype Select field is identical to the Manchester activation Tag Type
Select Field.

7.5.4.3]1.2 Tagresponse to a Manchester Query_BAT command

A Tag that generates a slotcounter value of 0 replies to Manchester Query_ BAT command with an RN16
This regponse is similarfo the Query response in Clause 6 except for the modifications to BLF, M, and
frequer{cy accuracy,

Table 7.19 — Tag response to a Manchester Query BAT command

Response
NN o TS 1,
UL JItS pav)
Description RN16

7.5.4.3.2 Manchester QueryAdjust

7.5.4.3.2.1 Manchester QueryAdjust command

The Manchester version of the QueryAdjust command inserts the 8 bit Short Interrogator ID field just
before the CRC16. This field shall be included in the CRC calculation. Unlike the PIE QueryAdjust, which
steps the slot counter parameter Q up and down, the Manchester version can immediately reset the Q to
any allowed value.
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Table 7.20 — Manchester QueryAdjust command

CMD ID Session QValue |Shortinter-1.pe ¢
rogator ID
# of bits 4 2 4 8 16

00: SO Q value from | Tag checks if
0to 15 Interrogator

Descrip- 1001 01:S1 locking is in
tion 10:S2 effect.
11:S3

7.5.4.3.2.2 Tagresponse to a Manchester QueryAdjust command

A Tag that generated a slot counter value of 0 replies to Manchester QueryAdjust command wit
['his response is similar to the Query response in Clause 6 except for the modifications to BLE

‘requency accuracy.

Table 7.21 — Tag response to a Manchester QueryAdjtist command

RN16
# of bits 16
Description RN16

7.5.4.3.3 Manchester QueryRep

7.5.4.3.3.1 Manchester QueryRep command

['he Manchester version of the QueryRep comimand appends the 8 bit Short Interrogator ID to th
'he command only if Interrogator locking is in effect as indicated in the Activation command.

Table 7.22'— Manchester QueryRep command

CMD ID Session Short In?]e)rrogator
# of bits 2 2 8
00: S0 Included only if
01: S1 Inter.ro-gator locking
DeScription 00 is in effect.
10: S2
11:S3

7.5,4.3.3.2 Tagresponse to a Manchester QueryRep command

h RN16.
M, and

e end of

N Paa +tht rrnnav‘-‘\farl A clat covntar valiia Af O van]-an ta Manchactar nnnrnDnn nnmmﬂnr‘] n\nf

h RN16.

T Iog ot st ottt oo oo T CoOItt v oo T o U T C Pt o to ot oteT iy X Co—cotoTT

This response is similar to the Query response in Clause 6 except for the modifications to BLF, M, and

frequency accuracy.

Table 7.23 — Tag response to a Manchester QueryRep command

RN16
# of bits 16
Description RN16
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4 Manchester ACK

The Manchester ACK command has a modified behaviour from the equivalent command in clause
6.3.2.12.2.4. The modification makes Tags with greater sensitivity immune to ACK commands

intende

d for other Tags sent by enemy Interrogators (see Annex B and Annex C for details). It works by

preventing the change in present state caused by successfully decoding an ACK command with invalid
RN16 or RN16_handle.

7.5.4.3.

4.1 Manchester ACK command

The Ma

7.5.4.3

The Ma
the Int
provide
parame
match.
decode
in battg
is not ix
When |
ID matg

7.5.4.3

The Ma

hchester ACK command structure is shown in Table 7.24.

Table 7.24 — Manchester ACK command

Command RN
# of bits 2 16
Description 01 Echoed RN16 or handle

Table 7.25 — Tag reply to a successful ACK command

Response
# of bits See C.3.4
Description See C.3.4

5 Manchester NAK

nchester NAK command includes two parameters, session, and short Interrogator ID, though
brrogator ID is only transmitted if Interrogator locking is in effect. These two parameterd
different levels of interference rejection. When Interrogator locking is not in effect, the sessior
ter is used to avoid accidental return.to arbitrate state when the session parameter does nof
A higher degree of protection is achieved by using Interrogator locking. Any Tag that successfully
b a NAK command with the correctparameters shall transition to arbitrate state (except whild
ery ready or Killed states). Otherwise it shall ignore the command. When Interrogator locking
effect, this command shall Be executed if session matching is observed and ignored otherwise
hterrogator locking is in effect, this command shall be executed only if session and Interrogato}
h, otherwise, it shall belignored.

5.1 Manchester MK command

nchester NAK)coemmand structure is shown in Table 7.26.

Table 7.26 — Manchester NAK command

Tags sh

160

CMD ID Session Short Inilesrrogator
# of bits 8 2 8
00: SO Included only if
Interrogator locking
01:S1 s
Description 11000000 is in effect.

10: S2
11:S3

all not reply to a NAK command.

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2

7.5.4.3.6 Manchester Next

The Next command allows an Interrogator to send a single Tag to hibernate immediate

015(E)

ly after

singulation or access with a single command-response interchange using the same RN16 from the
singulation or access operation. The Tag response to a successful Next command gives positive
confirmation that the Tag received the command to go to hibernate. Alternatively, an Interrogator can
send Tags to hibernate using the Deactivate_ BAT command on any and all Tags that match the selected

flag conditions without confirmation responses.

.2.4.5.6.1 Manchester Next command

handle. This command is valid only in the acknowledged, open, and secured states.

bhall return to state A. Flags with active timeouts associated with other sessions that are in

bperation with Session flag set to state B, and shall revert to state A upofr timeout. If Session Lo
hot in effect then the Tag returns to hibernate with all inventoried-flags set to A. In all cases
Feturns to hibernate with SL deasserted.

Table 7.27 — Manchester Next command

Hibernate Sensi-

CMD ID tivity RN
NOTE 1
# of bits 8 1 16
1100 1011 0: low sensitivity RN16 or
(approx -30 dBm to
+10 dBm) RN16_handle

Description

1: high sensitivity

(approximately -30
dBm and below)

NOTE Support for-high sensitivity is optional.

7.5.4.3.6.2 Tag response to a Manchester Next command

['he Tag €€sponse to a Next shall be as shown in Table 7.28. Once the Tag sends the Next resp
bhall transition to the hibernate (full or stateful) state.

Table 7.28 — Tag response to Next command

[he Manchester Next command moves an individual Tag back to hibernate using an RNI16 of RN16

Jpon deactivation and return to the hibernate state, all flags without active tithéouts in oferation

state B

bhall continue their timeouts, and upon timeout shall reset to state A. If g timeout was spedified in
he last activation, then the flag associated with the current Activation Session shall begin its timer

cking is
the Tag

[ags may have been activated with one sensitivity setting and betaken back to hibernate with the same
br different sensitivity setting as set by the Hibernate Sensitivity flag in the Manchester Next cojnmand.

onse, it

RN16

# of bits 16
RN16 or

RN16_handle

Description
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7.5.4.3.7 Manchester Deactivate_BAT

7.5.4.3.7.1 Manchester Deactivate_ BAT command

The Deactivate_ BAT command is used to conserve power in the Tag by taking groups of Tags no
longer required for interrogation and moving them to their lowest power mode hibernate state. Tags
and Interrogators shall implement the Deactivate. BAT command in Table 7.29. Tags shall execute a
Deactivate_ BAT command from any state (except killed).

2 ETTOgator accidentally Sending Tagp atare i SesSSion wi
terrogators back to the hibernate state, the Deactivate. BAT command is selective regarding
jon session (it obeys Session Locking when in effect) and also specific to that inventoried)flag
t, it also possesses Don’t Cares also for both the SL and Session inventoried flag states“wher

In orde
other I

thel Tag goes to the hibernate or stateful hibernate state as‘a function of timer programming. Al
flags without active timeouts pending or in operation shall'set inventoried flags to state A. Flags
witlh active timeouts shall upon return to hibernate he'set to state B with timers beginning (foj

last Activating Session) or continuing (for other timersthat were in effect).

2. With Session Locking in effect and with the Activation Session matching the session specified in the
command, but either or both of SL and session ifiventoried flag state not matching, the Tag stays ir
Normal Mode and goes to the battery ready state. Assuming well controlled system operation (where
inventoried flag state A means not inventoried and B means inventoried), this allows for inventoried
Tags to be sent back to hibernate whilekeeping non-inventoried Tags awake for a new Query round.

3.  With Session Locking in effect but with the Activation Session not matching the session specified i1
thelcommand, the Tag ignores thie command. This deals with the case where a different Interrogatoj
is groperly targeting its own(Tags, and a Tag it did not wake up has a timer running on that flag ang
thus has state B on that flag, but should not respond to that different Interrogator.

4. With Session Lockingmot in effect (and hibernate timers thus not used), the Tag shall respond td
full match on SL and'gommand indicated session inventoried flag state (or commanded Don’t Care
on these states) by returning to hibernate with all inventoried flags in state A and timers cleared

5. With SessioniLocking not in effect, the Tag shall respond to mismatch on SL and match on commang
indiicatedsession inventoried flag state by going to the battery ready state with no change in flag
stafes With Session Locking not in effect, with any state of SL match but mismatch on inventoried

¢ State, the Tag shall go to battery ready with inventoried flag set to A.

6. If the Override bit is set in the Deactivate_ BAT and Interrogator Locking is not in effect, then this
clears all timers and the Tag shall return to hibernate with all flags in state A (regardless of Session
Locking, inventoried match, or SL match).

7. If Interrogator Locking is in effect, then Override clears all timers and Select if and only if
there is an Interrogator match. Override takes precedence over Session Locking but not over
Interrogator Locking.

This action shall elicit no response in any Tag.

162 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

Table 7.29 — Manchester Deactivate_. BAT command

i i Hibernate
CMD Sel Session | Target inventoried Override Interrogator CRC
ID flag use Sensitivity ID
# of bits 8 2 2 1 1 1 1 8 16
0: low
OaU_Se SL | sensitivity
. ) and inven- | (3pprox -30
00:All | 00:S0 0: Don'tcare | toried | gpp o410
forinvento- | criteria dBm) Tag checks If
Descrip- | 1100 01: All 01:S1 0:A ried state LG InterroBato
tion | 1010 | 1o : : : b0 to L-high | Jockingiis i
10: ~SL | 10:S2 1:B 1: Do care | hibernat Lo g
fori ernate | sepsitivity affect.
11:SL | 11:S3 orinvento-| (approxi-
' ' ried state Always
(i.e.all | mately-30
sessions) dBm and
below)
[able 7.30 provides examples to take into account the effects of Interrogator Locking.
Table 7.30 — Manchester Deactivate_ BAT command procedures
Indicated SL State
Inter- Target matching
Inter- Session | Activating | anatching
rogator Over- . ] (or com- .
Case . rogator . Locking | session (or com- Action | Nexfstate
Locking ride | . manded
. match in effect match manded )
in effect ) Don’t
Don't Care)
Care)
1 Yes No X2 X X X X None Cuprent
state
Clear
2 Yes Yes Yes X X X X TImers, | pinernate
set flags
to A
3 Yes Yes No Yes Yes Yes Yes Session stateful
flag—»B | hibegrnatel
4 Yes Yes No Yes Yes Yes No None baftery
rg¢ady
5 Yes Yes No Yes Yes No X Session baytery
flag—A r¢ady
6 Yeés Yes No Yes No X X None Cufrent
state
Clear
7 No X Yes X X X X TImers, | pinérnate
set flags
to A
8 No X No Yes Yes Yes Yes Session stateful
flag—»B | hibernatel
9 No X No Yes Yes Yes No None battery
ready
10 No X No Yes Yes No X Session battery
flag—A ready
11 No X No Yes No X X None Current
state
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Table 7.30 (continued)
Indicated SL State
Inter- Target matching
Inter- Session | Activating | matching
C rogator Over- . . S | (or com- .
ase . rogator . Locking | session (or com Action | Nextstate
Locking ride |, manded
. match in effect | match manded )
in effect ) Don’t
Don’t Care)
Care)
12 N < N N < v v Session stateful
0 0 ° es es flag=B | hibernatél
13 No X No No X Yes No None | Daptery
ready
14 No X No No X No X Session battery
flag—A ready
NOTE 1| If timer was programmed during activation, Session flag—B while timer is operating, after timeou
Session flag—A.
NOTE 2| X means that the parameter value does not matter (Don’t Care).
7.5.4.3{8 Manchester Multirate_Reset
Multirate_Reset is added to provide an override command that{can allow Interrogators (mostly

portabl
what their current state machine state (except killed), inventoried flag value, and Forward Data Rate
The Mulltirate_Reset command takes all Tags back to hibernate (with specified hibernate sensitivity

level),
A and
from a

7.5.4.3

This cqmmand is transmitted sequentially at all Interrogator supported data rates. In betweer

datar
each c

commapd structure is given in Figure 7.36 (all possible data rates shown, but the Interrogator sends
this cothmand only at the data fatés supported and in use in a local environment).

164

, but this is not a requirement) to assert control oversallvawake Manchester Tags no mattef

that they may then be reactivated on a single Fofivard Data Rate. inventoried flags are set tq
flag to deasserted, and all associated timers dte cleared. This provides a mechanism to start
known fresh point.

8.1 Manchester Multirate_Reset command

es, a time T4 of CW is allowed_for Interrogators to switch data rates, and for Tags to end
mand normally. The command code is presented in Table 7.31. A high level depiction of thg

Table 7.31 — Manchester Multirate_Reset command

Hibernate
CMD ID CRC-16

Sensitivity
# of bits 8 1

16

0: low sensitivity
(approx -30 dBm to
+10 dBm)

1: high sensitivity

(approximately -30
dBm and below)

Description 1100 1110
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DR | AC Coupling Training | Frame Delimiter | CMDID | T,

DR=Dynamic Range Adjustment . -
CMD ID= Command Code YT

Transmitted at 8kbps

DR | AC Coupling Training | Frame Delimiter | CMDID | T, | DR | AC Coupling Training | Frame Delimiter €MD ID | [l |—,

V V'

Transmitted at 16kbps Transtfuted at 32kbps

DR | AC Coupling Training | Frame Delimiter | CMDID | Ty | DR_[<AC‘Coupling Training | Frame Delimiter | CMDID | [T,

YT YT
Transmitted at 64kbps Transmitted at 128kbps

Figure 7.36.+= Multirate_Reset command structure

[he Tag shall not transmit any.response to a Multirate_Reset command, but it does take the|actions
bf clearing all inventoried:flag timers, setting the inventoried flag states to A, setting thie SL to
Heasserted (~SL), and then-entering the full hibernate state.

7.5.4.4 Access commands

7.5.4.4.1 OpRegister Read/Write

nterrogators and Tags shall implement the OpRegister Read/Write. Only Tags in the secured stdte shall
pxecutethe OpRegister Read/Write command.

54411 OpRegister Rpadl/Wrihn command

The OpRegister Read/Write command enables reading and writing specific configuration parameters
that will be used in low level protocol operations by the Tag circuitry. This enables changing these
configuration parameters with immediate application. The registers are not stored in the 4 general
memory banks and cannot be read or written with the standard Read and Write commands, and cannot
be matched using the Select command.

After issuing an OpRegister Read/Write command, an Interrogator shall transmit CW for the lesser of
TrepLy or 20 ms, where TrgpLy is the time between the Interrogator’s OpRegister Read/Write command
and the Tag’s backscattered reply. An Interrogator may observe several possible outcomes from an
OpRegister Read/Write, depending on the success or failure of the Tag’s memory read/write operation.
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Upon receiving a valid OpRegister Read/Write command with the R/W bit set to 1 indicating a write,
a Tag shall write the commanded data into the addressed operational register. The Tag’s reply in this
write mode shall use the extended preamble, i.e. a Tag shall reply as if TRext=1 regardless of the TRext
value in the Query_BAT that initiated the round.

Upon receiving a valid OpRegister Read/Write command with the R/W bit set to 0 indicating a read, the
Tag’s reply shall use the preamble indicated in the TRext value in the Query_BAT that initiated the round.

Table 7.32 — OpRegister Read/Write command

Command R/W Reg ID WordCount Data RN CRC:16
# of bjits 8 1 3 4 Variable 16 16
1101 0000 | 0: Read 000: Activation | Number of words | Datatobe | handle
1: Write Code (primary) to read/write written
Descrigtion 001: Optional AC | 0001: MML only
(secondary) | 4119 MML+6 AC
010:-111: RFU word

For an QpRegister Read, if the WordCount is 0, the Tag shall backscatter the entire length of the registe;
identifipd by Reg ID. For an OpRegister Write, if the WordCount is 0, the Tagishall ignore the command.

For the|two AC words, if an invalid count of greater than 7 is received, or if a Reg ID with an RFU value
is receiyed, the Tag shall send an error code as defined in Annex Kwith a value of 00h indicated “othef
error.” The lengths of the other OpRegister parameters are as défined within this standard.

7.5.4.4{1.2 Tag Response to an OpRegister Read/Write,command

After stficcessfully completing an OpRegister Read/Write, the Tag shall backscatter the reply shown in
Table 7{33 within 20 ms of the command. If the Interiogator observes this reply within 20 ms, then thg
commapd completed successfully.

If the T4g encounters an error, the Tag shall backscatter an error code during the CW period rather thar
the reply shown in Table 7.33 (see Annexlfot error-code definitions and for the reply format).

Table 7.33 — Tag reply.to a successful OpRegister Read/Write command

Header Data RN CRC-16
Read: Variable
# of bits 1 16 16
Write: 0

Data if read; none if
write

handle

Dlescription 0: No error

7.5.4.5( System management commands

7.5.4.5.T Manchester Broadcast 1D

7.5.4.5.1.1 Broadcast ID command

The Broadcast ID command transmits the Interrogator ID and relevant parameters to assist with
Interrogator system deployment and management. There are no Tag requirements associated with this
command. Specialized tools capable of reading and decoding the Manchester Broadcast ID can use this
command to perform RF measurements and associate other Interrogator commands containing only
short Interrogator ID to a more complete long Interrogator ID. The instances in which the Broadcast ID
command is used is determined by the implementer.
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Table 7.34 — Manchester Broadcast ID command

CMD | ID Length |Long Interro-| Short Inter- | Antenna Power Channel | CRC-16
ID (words) gator ID rogator ID
# of bits 8 3 Variable 8 8 8 13 16
1100 | Length of | Long Interro- System Antenna | 2’s comple- Channel
1101 | long Inter- gator ID assigned number | ment-64 to number
Descrip- rogator short Interro- +63.5dBm | in25kHz
tion ID (16-bit gator ID in0.5dB | increments;
words) P Tcho=830.0
MHz
7.5.4.5.1.2 Tag Response to a Manchester Broadcast ID command

[he Tag shall not respond to a Broadcast ID command.

/.5.4.6 BAP Manchester Tag PIE support requirements

Manchester Tags and Interrogators shall also support PIE using the definition provided in sub-clduse 7.2.

7.6 Extended Protocol Control

[he optional Extended Protocol (XPC) Field has been defined to enable the Interrogator to $upport
pither sensors or more advanced battery operation oriboth. The first XPC word XPC_W1 pfrovides
hdditional information about Tag capabilities. To indicate to the Interrogator that XPC_W1 is sugported,
normal Protocol Control Bit 6 XI flag (the 7th bit of the PC word, which is UII bit 16y) shall be jused to
ndicate the presence of XPC_W1. The XPC_W1shall consist of 16 additional protocol control bits as
bhown in Figure 7.37 and described in the below text and in Table 7.35.

Exterded P rotocel Control — XPC_W2

Extended Protocol Control — XPC_W Q\

N \
BEE C) _— Frotocol Control- PC LIE
LLLLLUHI("&) AF Enu-:-sgggfsﬁnnnsﬁs
B U 1] 9] Uluw
HEX 10 11 12 13 14 15 16 17 1% 1F o210 211 212 213 214 215 216 217 218 219 114 21B 2IC 2 1P 21EIF
Protocol Control fB s 1) Frotocol Control [Byte 2) HKPC [Byte 1 and Eyte 2
L = Length of UH AFl= Application F amily #EB = XPC Extension Bit
U =Userbemorn/ BO1] Identifier MOB = Reserved for ISOUEC 29143
Encode Mmdicatar (hdobile R FID)
Xl = Exntendéd Protocol A = General Alarm
Cantral W ordl Indicator 55 = Simple Sensor
I = ARl Indicatar Functionality
FS = Full-function Sensor
Functionality
B =Battery Mode

Figure 7.37 — Extended Protocol Control bit definitions (see NOTES 1 and 2)

NOTE1  Figure 7.37 shows how Protocol Control and Extended Protocol Control are linked to each other and
how the part of a Tag reply to an ACK command dedicated to PC and XPC is structured, assumed that both XPC_
W1 and XPC_W2 (currently RFU) are supported. PC and XPC are not stored on subsequent addresses of the Ull
memory (see 6.3.2.1.2).

NOTE 2 At the option of the Tag manufacturer, the General Alarm (GA) bit may indicate one or more of sensor
alarms, low battery, or any other exception conditions on the tag.
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As defined in clause 6.3.2.1, the XPC_W1 begins in Bit 210y and ends in BIT 21Fy, in the UIl memory. Bit
210h shall be the XPC Extension Bit (XEB). If a Tag does not implement an XPC_W?2 then the XEB shall be
zero. Bit 214y, shall be the Sensor Alarm (SA) flag, Bit 215y, shall be the Simple Sensor (SS) flag, and Bit
216y shall be the Full Function Sensor (FS) flag. Bit 218y, shall be set according to the supported mode
as defined in Table 7.35

All remaining bits of XPC_W1 as well as all bits of XPC_W2 are currently reserved for future use (RFU)
and shall be set to 0 at default.

The Sensor Alarm bit shall be set to 1 to indicate the violation of at least one alarm condition in atleast

one of the attached sensors.

The defailed meaning of combinations of the XPC_W1 flags is described in Table 7.35 and)in it
detailed notes.

Table 7.35 — Meaning of combinations of B field, and SS and FS bits in XPC

B Field SS Bit FS Bit Meaning
Bits 218y, | Bit 215y | Bit 216y
0 0 0 Passive Tag without sensors.
0 0 1 Passive Tag with at least one Full-function Serisor but not Simple Sensor.
0 1 0 Passive Tag with one pre-configured Simple Sensor.
0 1 1 Passive Tag with at least one Full-finetion Sensor and one pre-configured

Simple Sensor, or Simple Sensor Finctionality supported by one Full-func-
tion sensor.

BAP Tag without sensors. IfTC = 0.

BAP Tag and at least one'Full-function Sensor.

BAP Tag with onepte-configured Simple Sensor.

[EEN SR U N
R olo
= |lolm|o

BAP Tag, at least one Full-function Sensor available and one pre-configured
Simple Sensor available, or Simple Sensor Functionality supported by one
Full-fungtion sensor.

8 Sensor support

8.1 Applicability

In case| an Interrogator o1 Tag supports any command, response or feature of Clause 8 then this
Interrogator or Tag shall'support all mandatory commands, responses or features and it may suppor
all optipnal commands, responses or features of Clause 8.

In case|an Interrogator or Tag does not support any command, response or feature of Clause 8 ther
Clause 8 doesmot apply for this device.

8.2 Verview

This clause describes an optional extension to Type C that adds sensor support. However, references
to RFID air interface commands, variable names, and state names in this clause refer to Type C unless
otherwise noted. An RFID Tag having sensor support must have a Real Time Clock (RTC) to support
sensor operations. The RTC and its use are defined in 8.3.

Two classes of sensor are supported:

— Simple Sensor: A Simple Sensor is programmed at source and isnotrequired to be user programmed.
A Simple Sensor by its nature delivers its payload as a Simple Sensor Data (SSD) block, appended to
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the object-related Ull if requested by the Interrogator (see 8.5) as a Tag is inventoried, and therefore
does not require a separate dialogue to collect the sensor data.

The three fundamental characteristics of a Simple Sensor are:
— the sensor data is appended to the UIl during Tag arbitration if requested by the Interrogator,
— the sensor does not need to be user programmed and

— the sensor computes pass/fail based on its characteristics, however it may also provide more
details (e.g. an 8 bit sensor value)

The SSD block includes information about:

— the type of sensor, limited to a few basic environmental features
— measurement spans

— thresholds

— alarm status, indicating pass / fail conditions

The SSD block is read by any user and provides limited configuration capabilities of the| Simple
Sensor by authorized (password controlled) user only. See Anhéx O and Annex P for details

Simple Sensors are defined in 8.5.
— Full Function Sensor: Full Function Sensors providégreater flexibility than Simple Sensors, by:
— supporting a greater variety of sensor types and measurement spans,
— enabling thresholds to be set within a wider range

— capturing and processing differenttypes of data

The Full Function Sensor senses and records a set of measurements, stores the measurements and
delivers them to an Interrogataf;when instructed to do so. Access to the sensor data requjres the
Tag to first be singulated and then a dialogue conducted between the Tag and an Interrogatofr. A Full
Function Sensor may if required be programmed by the user either once or on multiple occgsions.

Full Function Sensors.are defined in 8.6.

[ags may be equipped with one or more sensors. If a Type C Tag has sensor support then bit 16} (XI) of
'he UIl memory shallbe asserted and XPC_W1 shall be supported, see also 6.3.2.1.2.

fit has the capability, an RFID Tag may support a combination of Full Function Sensors and ong Simple
bensors. Eaglirsensor shall be fully compliant with the class of sensor.

B.3 , ‘Real Time Clock (RTC)

b

-3-+—Generatl

RFID Tags having sensor support shall have a 32-bit RTC with an LSB of 1 second and the RTC shall be
used as the source of UTC timestamps for sensor related data. Timestamps shall be based on the UTC
time epoch beginning at 1970-01-01 00:00:00. At configuration of a sensor, the RTC shall be set to the
current 32-bit UTC time precise to 1 second.

8.3.2 Setting the RTC

The RTC shall be accessible via the RTC Address. The RTC Address shall be stored in the TID memory
(memory bank 102) at memory word 28}, MSB first (see Figure 8.38). The RTC Address shall comprise 6
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bits reserved for future use (RFU) followed by 2 bits identifying the memory bank (MB) where the RTC
is stored, and a 24-bit address in non EBV format specifying the starting word of the RTC.

Table 8.1 — Structure of RTC Address

RFU MB Word Address
# of bits 6 2 24
description Reserved for future use Memory bank selector RTC starting word address

The RTC may be set using the Write or BlockWrite commands. Write operations may be restricted by
the use| of write locking with access password, write permalocking, or other means implemented by
the RFIP Tag. It shall not be permitted to write a UTC time of zero into the RTC nor set the RTC when arg
alarm dondition is present other than the low battery alarm.

The cunrent 32-bit UTC timestamp shall be transmitted by the Interrogator to set the RT€ during sensof
configuration and at other times to maintain time synchronisation.

The 32{bit UTC timestamp may be taken from the Interrogator if it supports UTCitime as specified if
this clafise. Timestamps that are not in seconds and of a 32-bit format are not suitable. Timestamps tha
are basgd on local time are not acceptable and shall not be used.

If the Inpterrogator is not capable of providing a timestamp in the specified format, then this should be
providdd using some accurate network-based UTC time. Some services compliant with I[EEE 1588 car
deliver |a 64-bit timestamp, where the 32 MSB bits identify time«0,'a second. Services compliant with
the intdrnet Simple Network Time Protocol, as defined in IETF RFC 1769, might also be able to providg
the timg as a 32-bit value that can be directly used.

The cuifrent 32-bit UTC timestamp within the RTC may be©btained using the Read command.

8.3.3 |BroadcastSync command (optional)

Interrogators and Tags may implement the BreadcastSync command shown in Table 8.2. BroadcastSynd
allows an Interrogator to provide current HTC time information to a population of Tags to allow foj
synchronisation of the RTC time within a-Tag to that of the clock time within the Interrogator. Time shal
be a 32bit integer value representing UFC time with an LSB of one second. It shall not be permitted tq
write aJUTC time of zero into the RTGnor set the RTC when an alarm condition is present other than thg
low batfery alarm.

The BrpadcastSync command -includes a CRC-16 that is calculated over the first command-codg
bit to the last UTC Time.bit. If a Tag receives a BroadcastSync with a valid CRC-16 it may update it
internal time to that of-the UTC Time. If the RTC provides sufficient accuracy then it may decide tq
ignore the BroadcastSync command. The BroadcastSync command may update the RTC regardless if
the RT( is locatedswithin a memory region that is locked or permalocked. An Interrogator may issue 3
BroadcqstSync cemmmand at any time although it is recommended to use the command prior to the starf
of an irfventery Session. There shall be no reply from a Tag in response to a BroadcastSync command
and the| Tag.shall not make any state transitions as a result of a BroadcastSync command.

Table 8.2 — BroadcastSync command (optional)

Command UTC Time CRC-16
# of bits 8 32 16
description 1101 0001 Current Time

8.3.4 Time synchronisation

The RTC mechanism on an RFID Tag might not be able to maintain an accurate record of time. This is
partly a factor of the cost of providing additional accuracy and the impact on temperature variation to
which the RTC is exposed. If the RFID Tag implements sensor event records, then it shall also implement
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a time synchronisation record block to enable an application to reconstruct a more accurate time line.
The information about this record is given in TID memory words 2Dy, 2Ey, and 2Fy,.

The number of 32-bit timestamps that are required to be stored on the RFID Tag may be kept to
a minimum by using the ordinal number of the sensor sample to reduce the use of memory and air
interface transmission.

The time synchronisation record block enables a UTC timestamp to be recorded against the most recent
sample count value. Each recorded time synchronisation record shall comprise, in sequence:

— The prevailing time as recorded by the RFID Tag. This may be a 32-bit RTC value maiptained
since the time of configuration (Record Type is set to 0 in Figure 8.38), or the 16-bit sample.cotint value
[Record Type is set to 1 in Figure 8.38). The 32-bit structure is recommended where timeé-accyiracy is
mportant or where there is a large sample interval.

— The 32-bit UTC timestamp.

['he number of time synchronisation records contained within the time synchronisation record block
thall be specified in the Number of Records in word 2Fy, in TID (see Figure 8.38). Every time [the Tag
lecides to write a time synchronisation record, the Number of Records field is updated accofdingly.
[he timestamp accuracy at the application level shall be achievedy\provided that a sufficiept time
synchronisation update rate is maintained. The time synchronisation update rate should define a
maximum time interval between updates necessary to maintain timestamp accuracy as wgll as a
minimum time interval between updates necessary to generate’a time synchronisation record. When
the allocated memory for the time synchronisation block becemes full no further records are possible,
but no error shall be indicated.

B.3.4.1 Reconciling UTC with the 32-bit RTC time

As both the RTC and UTC timestamps haye ‘the same common datum, the UTC timestamp at
Cconfiguration, it is possible to determine the,extent of the difference in time at each point when time
synchronisation took place. The extent of any difference might vary over the sample period and pecause
pf different causes, the RTC could be ‘fast’ or ‘slow’ without any pattern. Any time correction dan only
be applied more accurately close tothe time of synchronisation, and be less certain at a point jnidway
between two time synchronisation.events.

B.3.4.2 Reconciling UTC:with the 16-bit sample count

n this simpler approach, the best level of synchronisation that can be achieved is to write the UTC
[imestamp against.the/most recent sample count value. This means that time synchronisatior] is also
h factor of the sizéwof the sample interval. The larger the sample interval, the more likely that the UTC
fimestamp willrepresent a time that is between the most recent sample count value and the next
tample countiralue. This provides a simple indication:

— thatthe RTC and UTC are within the same time period as determined by the sample interv4]l, or

— #ifthe UTC indicates an earlier time than the sample count, then the RTC is ‘fast’, or

— 1I the UlC Indicates a Iater time than sample count + I, then the KI1U1s 'slow".

[t is only when the synchronisation is at these outer limits that any inaccuracy can be corrected.

8.4 HandleSensor command (optional)

To provide the means to support a broad range of different sensors types and hence different command
sets, the HandleSensor command provides a transport mechanism to carry commands for intelligent
sensors as a payload. The related response to the Interrogator shall carry the response of the sensor
after receiving and processing the specific sensor command.
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Tags shall interpret the payload of the HandleSensor command and execute the according sensor access
command locally or forward it to its sensors for processing if required and transmit the response to the
command within a well defined response time.

The HandleSensor command includes a 7 bit PortNr field which can be used to forward the included
payload to a specific sensor without further inspection of the encapsulated sensor command. PortNr
logically addresses a specific sensor attached to a Tag. Logical sensor addresses are assigned in
ascending order starting at 0, e.g. 02, 12, 102, and so on.

The structure of HandleSensor shall be as shown in Table 8 3

Tags expcute HandleSensor only from the open or secured states. The CRC-16 is calculated over the. firs{
commapd code bit to the last handle bit.

An Intefrogator may observe several possible outcomes from a HandleSensor command:

The HqndleSensor command succeeds: After completing the HandleSensor command a Tag shal
backscqtter the reply shown in Table 4 comprising a header (a 0-bit), the optional sénsor response tq
the encppsulated sensor command (applies only if the bit Response Expected hasbeen set to value 15 in
the HardleSensor command), the Tag’s handle, and a CRC-16 calculated over thé/)-bit to the last handlg
bit. Thereply to HandleSensor shall begin within 20 ms.

The Tag encounters an error: The Tag shall backscatter an error cede(see Annex I for error-cods
definitipns and for the reply format).

Table 8.3 — Structure of HandleSensor‘command

Command PortNr |Payload |Payload Response |[Response |RN CRC-
Size Expected |Length 16
# of bits 8 7 Variable |Variable 1 Variable 16 16
11011001 Logical |Length of }Sensor 1 =true Expected |handle
sensor |the Pay- command 0 = false length of
descrlivtion address |load in'bits - the sensor
p (EBV-8) response in
bits (EBV-
8)

Table 8.4 — Tag reply to successful HandleSensor command

Header Response (optional) RN CRC-16
# of bits 1 Variable 16 16
Desgription 0 Sensor response handle

8.5 SjmpleSensor

Althoughrcalled “Simple Sensors”, the devices are required to support features common to any type

Of SensouE Aaxvica Tha Sivanla Cancnr hac +0 oot +ha anvivanannta] charactarictis fo vhich 1+ 3
S aevee— e oHRAPe o eRSea st o Htor e e Rviroehtar enaracte S HeTor—wWHen—18

designed, take samples at defined intervals, compare and process against criteria, and report its status.

The Simple Sensor transmits its data as a Simple Sensor Data (SSD) block which is appended to the Tag
UII if requested by the Interrogator. The Flex_Query command in clause 7.4.1 and Query_BAT command
in 7.5.4.3.1 contain the field SSD Resp to authorize Tags to append the SSD block after an ACK command.
The SSD block shall consist of 32 bits or 48 bits depending on the type of Simple Sensor.

The specification of Simple Sensors also includes the provisions of the Sensor Directory System (SDS)
as specified in sub-clause 8.6.
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8.5.1 Type C and Simple Sensor

Simple sensors shall be implemented either as a memory mapped Simple Sensor or as a ported Simple
Sensor. A memory mapped Simple Sensor is accessed via memory read and write operations to the RFID
Tag. A ported Simple Sensor is accessed via dedicated sensor commands to the RFID Tag encapsulated
in the HandleSensor transport command defined in 8.4.

The Simple Sensor Data (SSD) shall be accessible via the SSD Address. The SSD Address shall be stored
in the TID memory (memory bank 107) at memory word 26y, MSB first (see Figure 8.38). The MSB of
the SSD Address shall indicate the access method for the Qimp]n Sensor. Ifthe MSB contains a ]ngical 0’
hen the access method is memory mapped and the remainder of the SSD Address is compris€dypf 3 bits
reserved for future use (RFU), followed by 2 bits identifying the SSD size, followed by 2 bits,identifying
the memory bank (MB) where the SSD is stored, and a 24-bit address in non EBV format specifying the
starting word of the SSD block. If the MSB contains a logical 1, then the access method-is’ported fand the
remainder of the SSD Address is comprised of 7 bits for a port number and 24 bits reserved for futpire use.

Table 8.5 — Structure of SSD Address for Memory Mapped Simple Sensor

Access Method RFU SSD Size MB Word Address$
# of bits 1 3 2 2 24
‘0 Reserved for 00 =32bits | Memorybank | SSD starting word agldress
Memory Mapped future use 01 = 48 bits selector
Description
10 =RFU
11 =RFU

Table 8.6 — Structure of SSD.Address for Ported Simple Sensor

Access Method PortNr RFU
# of bits 1 7 24
1 Port Number Reserved for future use
Description
Ported

NOTE1  The SSD Address is et necessarily required to be factory programmed and can be changed if the Tag
has more than one sensor andhitis decided to support another sensor from a certain time onwards.

NOTE 2 For Simple Sensors the SSD Address as well as the SSD itself may be write locked to the Intefrogator,
hough alarms remain.-Fag/sensor writable.

NOTE 3  Tagsssupporting a Simple Sensor may indicate the necessity to request SSD to the Interrogator by
1sing the SensorAlarm flag (214h) of the XPC, see 6.3.2.1.2.5.

NOTE 4 & Products developed before this document is officially published may transmit SSD at defaultjwithout
he requirement of explicitly requesting the Simple Sensor Data block.

NOBE'5  For Tags having more than one Simple Sensor, there is a mechanism provided to select the Active
Stmpte Semsor, see 876.173:

Tags that support a Simple Sensor shall use the extended protocol control described in 6.3.2.1.2.5 to
make this detail visible to the Interrogator. Within XPC_W1 the Simple Sensor (SS) bit 215y, shall be set
to 1 to indicate the presence of a Simple Sensor, 0 else.

The SSD block comprises the sensor type, measure span, ACC, sampling regime, high in-range limit, low
in-range limit, monitor delay, high out-of-range alarm delay, low out-of-range alarm delay, and alarms,
all as defined in Annex O.

The contents of the Simple Sensor Data Block, see Annex O, shall be transmitted by the Tag subsequent
to the UII after receiving an ACK in the course of an inventory round in which transmission of Simple
Sensor Data is enabled by properly setting the SSD Resp field in Flex_Query or Query_BAT. SSD shall not
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be transmitted as default. The SSD block transmission as requested by the Interrogator by asserting
the appropriate flag in the inventory command (see 8.5) is defined in Table 8.7.

The reply to the ACK command in case Simple Sensor Data transmission is requested is defined in
Table 8.7. In general, Simple Sensor Data is appearing like an extension of the XPC data, which is the
reason why it is never mentioned as explicit data in other clauses, however, only XPC is mentioned.

If Simple Sensor Data is transmitted as part of the reply to the ACK command, a dynamic PacketPC shall
be used instead of the StoredPC available at UIl memory location 10y, — 14y, where the 5 most significant
bits of the PacketPC included in the Tng response shall be used toindicate the ]pngfh of the UII+XPC but

not ext¢nded by the SSD as shown in Table 8.7. In this context length always refers to 16-bit words.

Table 8.7 — Tag reply to a successful ACK command if SSD is requested

Response SSD PacketCRC
# of Bits 21to 480 or 464 (see NOTE 1) 32 or48 16
Simple Sensor Data
Description PC word, XPC words, UIl CRC-16
(according to Annex 0)

NOTE 1| IfaTagdoes notsupport XPC_W2 then the maximum of UII + SSD is 480 bits. If a Tag supports XPC_W?
then thd maximum length of UII + SSD to be backscattered is reduced by one word to accommodate the optiona
XPC_W3J, so is 464 bits.

Packet(RC is a dynamic CRC to be calculated over all bits of the résponse to an ACK command received
prior td the CRC-16.

8.5.1.1| Memory mapped Simple Sensor

A mempory mapped Simple Sensor is accessed by.an Interrogator using memory read and write
operatipns to the RFID Tag.

The Sinpple Sensor may be configured using the’'Write or BlockWrite commands and writing the entirg
Simple [Sensor Data block as defined in Anhex O into the RFID Tag memory. Write operations to the
Simple Sensor Data block may be restrpicted by the use of write locking with access password, write
permalpcking, or other means implemented by the RFID Tag. The RFID Tag may be implemented such
that some parameter fields (e.g. sensor type, span, accuracy) are not writeable by an Interrogator and
these bjts shall be ignored by the RFID Tag when processing the Write or BlockWrite commands. The
RFID Tqg shall not permit setting/alarm conditions when processing the Write or BlockWrite commands

The Sinpple Sensor Data block may be obtained using the Read command.

Configyring the memory mapped Simple Sensor shall reset all the alarms within the Simple Sensor Dat3
block, qtop the RTEE, and initialize the RTC to zero. The memory mapped Simple Sensor is disarmed
when the RTC has a zero value. Writing the current time to the RTC shall then start the RTC running and
arm th¢ memory mapped Simple Sensor. Once armed, the sensor shall be monitored as configured and
check for the'‘event conditions required to declare an alarm condition. If an alarm condition other thar
low batfery is declared, then the RTC shall be stopped and its current time retained as a timestamp foj
when the event occurred.

8.5.1.2 Ported Simple Sensor

A ported Simple Sensor is accessed by an Interrogator using dedicated sensor commands to the RFID
Tag. The sensor commands are delivered to the Tag as the payload encapsulated within the HandleSensor
command defined in 8.4. The ported Simple Sensor command set is defined in Annex P.

A number of records are defined for inclusion on a mandatory or optional basis to support the
processing, encoding and subsequent diagnostics of a ported Simple Sensor. The ported Simple Sensor
record structures are defined in Annex P.
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8.6 Sensor Directory System and Full Function Sensors

The Sensor Directory System (SDS) is a simple directory system to assist in efficient accessing of
sensors and sensor data. It applies to all sensor types, including Simple Sensors of both the memory
mapped and ported sub-types, and to Full Function Sensors.

Full functions sensors may optionally be implemented on an 18000-63 Type C Tag. The Full Function
Sensor characteristics and capabilities are given in the IEEE 1451.7 standard. Within XPC_W1 the Full
Functlon Sensor (FS) bit 216}1 shall be set to 1 to indicate the presence of a Full Function Sensor. These

: t e 22 g : e he use of
bensor records that are matched to dedlcated sensor commands These commands are transprted to
the sensor through the HandleSensor command defined in 8.4. The Full Function Sensor setsup‘(ajailable
bensors, ports, types, etc) of a Tag is specified in the Sensor Directory System (SDS) in regular‘Tag memory.

B.6.1 Sensor Access - General Approach

bensor access is handled via a fixed address for an initial hook to sensor,information and mapped
memory positions via SDS. All the information needed to access a particularsensor is given its SDS Entry.

B.6.1.1 SDS Address

[ags equipped with one or more Full Function Sensors shall provide a 32-bit SDS Address pointing to
'he starting word address of a Sensor Directory System. The SDS Address shall be stored in fhe TID
memory (memory bank 107) at memory word 22, MSB first:

t shall comprise of 6 bits reserved for future use (REU), followed by 2 bits identifying the hemory
pank (MB) where the SDS is stored, and a 24-bit field$pecifying the starting word address of the SDS in
inear (non EBV) format.

Table 8.8 —Structure of SDS Address

RFU MB Word Address
# of bits 6 2 24
- Reserved for Memory bank SDS starting word
Description
future use selector address

[he default value for the'\SDS Address shall be 0 for no sensor. Tags with one or more Full Function
bensors shall have a SDS-Address # 0.

Figure 8.38 shows.a-detailed layout of a Tag’s TID memory if sensor access via SDS and Simplg Sensor
hre supported,
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Figure 8.38 — Structure of TID memory
8.6.1.2| Sensor Directory System (SDS) pointers
The Senpsor Directory System (SDS) is pointed to by two pointers located in TID, namely, the SDS Flag
Status Word Address, did the SDS address, additionally, the SDS Information words are provided td
access fhe SDS more-efficiently. The structure of those pointers and the SDS Information words is giver]
in Figure 8.38.
The SD$ Flag Status Word Address is provided so that sensor alarms may be given in a separate memory
location} frént the SDS Entries, in this way, the SDS entries can be completely hardcoded. The 24-bif
addresg isin non EBV format. The SDS Flag Status Word is followed by one or more SDS Flag words.

Table 8.9 — SDS Flag Status Word structure

Word

Structure

RFU [5:0]

Alarm Flag
Latency [3:0]

BlockPermalock
Status [1:0]

Lock Status [3:0]

The interpretation of the Alarm Flag Latency is given in Table 8.10.

176
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Table 8.10 — Alarm Flag Latency field interpretation

Code Meaning

0000 Sensor Alarms not supported

0001 Interrupt driven (near zero latency)

0010 Duty cycle driven

0011 Activation driven

0100 Poll driven

0101 Duty cycle, activation, and poll driven

0110 Sensor sample rate driven
0111-1111 RFU

the SDS Flag Status word and

the SDS Flag words.

Table 8.11 — BlockPermalock Field interpretation

Code Meaning
00 Not reported
01 Not BlockPermalocked
10 BlockPermalocked
11 RFU

btatus word and the SDS Flag

words.

Table 8.12 — Lock Status Field interpretation

Code Meaning
0000 Temp writable from open and secured states (Lock action
00)
0001 Permanently writable from open and secured states (Lock
action 01)
0010 Temp writable from secured bl)lt not from open (Lock action
10
0011 Temp not writable from any state (Lock action 11)
0100-1110 RFU
1111 Lock status is not reported

[he'structure of the SDS Flag

word(s) is given in Figure 8.39.

['he BlockPermalock field description is given in Table 8.11. This refers to the BlockPermalock status of

['he Lock Status field description is given in Table“8.12. This refers to the Lock status if the SDS Flag

Word Structure
SDS SDS SDS SDS
1 S;.L%SA%:::K Entry4 | Entry 3 Entry 2 | Entry1
Alarm Alarm Alarm Alarm

Figure 8.39 — SDS Flag word(s) structure

More SDS Flag words are added as needed, and the number of words is given in the SDS Flag address word.

The SDS Information field makes the access to the SDS simpler and more efficient. It provides the SDS
Type to enable future definitions; the only SDS Type defined in this standard is 0000003 all other values
are RFU. The First Entry Size in words is provided so that an Interrogator can read the SDS entries one
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by one, or with the aid of the SDS Size in words, read the whole SDS. The Alarm Reporting Place field
interpretation is given in the Table 8.13.

Table 8.13 — Alarm Reporting Place field interpretation

Code Meaning
00 Alarms Not reported
01 Alarms Reported in SDS Flag word only
10 Alarms Reported 1n SDS Entry only
11 Alarms Reported in SDS Flag word and SDS Entry

8.6.1.3| SDS Entry Record

The SD$ Entry Record Structure is shown in Figure 8.40.

USER
TID
230
220: SDS Address =7 SDS Entry n (2, 3, or 7 wofds) ]
00
SDS Entry-2/2£8, or 7 words) ‘f SDS

SDS.Entry 1 (2, 3, or 7 words)

RFU | Active SSD Selector (SDS | ggrsn ook | SDS Lock Status sst;Ss
-7 : Entry, Aumber) [6:0 .
201 ¥ ) [15:0] Status [1:01 B0l | Word

Figure 8.40 — SDS

The firgt word of the §DSis a status word. The structure of the SDS Status word is given in Figure 8.40
Within the SDS Stattis-Word of Fig. 87, the SDS BlockPermalock Status field bits are as given in Table 8.11
and the SDS Lock-Status field bits are as given in Table 8.12. For a Tag that has multiple Simple Senso}
capabillties, writing the SDS entry into the “Active SSD Selector” field selects the SSD block that i
backscgttered-after an ACK command (if so authorized by the Interrogator). This also routes the SSO
block tp ¢he' SSD address (if memory mapped) or updates the port number of the Simple Sensor (if
ported . Siuu: dll SDS Clltly ula_y CUIIL CDlJUlld tU d Siluylc SCIIDUI Ul a FuH Fuu\,tiuu SCllbUl, thC Tas IIIUStL
backscatter an error code when the “Active SSD Selector” field is written with a Full Function Sensor
Entry number. Additionally, the Tag must update the SSD size field accordingly.

Each sensor (Simple of Full Function) must have an entry in the SDS (with the exception of Tags with
only one Simple Sensor since the information needed to access it is given in the TID pointers see
Figure 8.38).

8.6.1.3.1 SDS Entry for a Memory Mapped Simple Sensor

The structure for this kind of entry is shown in Table 8.14.
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Table 8.14 — SDS Entry for Memory Mapped Simple Sensors (3 words always)

Words Structure
1 (Lowest Memory | Sensor Access | Standard Iden- Sensor Type Sensor Alarm [0] | Next Entry Size in
Location) Method [1:0] tifier [5:0] [3:0] (Annex O) Words [2:0]
2 RFU [5:0] MB [1:0] SSD Address [23:16]
3 (Highest Memory SSD Address [15:0]
Location)

[he interpretation of the Sensor Access Method is given in Table 8.15.

Table 8.15 — Sensor Access Method Interpretation

Code Meaning
00 Simple Sensor Memory Mapp€d
01 Simple Sensor Ported
10 RFU
11 Full Function Sensor Ported

['he interpretation of the Standard Identifier field is given in Table 8.16.

Table 8.16 — Standard Identifier Interpretation

Code Meaning
000000 RFU
000001 IEEE 1451.7
000010 ISO/IEC 18000 63 Annex O
000011 ISO/IEC 18000 63 Annex P
000100~111111 RFU

B.6.1.3.2 SDS Entry fora Ported Simple Sensor

['he structure for this kind of entry is shown in Table 8.17.

Table 8.17 — SDS Entry for Ported Simple Sensors (2 words always)

Depending on the choice of the mahufacturer, the Sensor Alarm field may or may not contain the alarm
nformation (see Table 8.13).The 24-bit SSD address is not in EBV format.

Words Structure
1 Sensor EN:t>r<t
(Lowest | Access Standard Sensor Type | Sensor Size ?In
Memory Type Identifier [5:0] [3:0] Annex O Alarm Words
Location) [1:0] [0] [2:0]
2
(Highest ) -
Memory Port Number [6:0] RFU [8:0]
Location)
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Port Number logically addresses a specific sensor attached to a Tag. Logical sensor addresses are
assigned in ascending order beginning with 0000000. The number of sensors attached to a Tag can be
determined from the number of SDS Entries field in the SDS information words.

8.6.1.3.3 SDS Entry for a Ported Full Function Sensor

The structure for this kind of entry is shown in Table 8.18.

Table 8.18 — SDS Entry for Full Function Sensors (3 or 7 words)

Words Structure
Sensor o . Sensor
Standard Identifier Sensor Type [6:0] (See
1 Access [5:0] NOTE 1) Alarm
Type [1:0] ' (0]
TEDS Al
Type” | Security
Next Entry Size i [2:0] Function
2 in Words [2:0] Port Number [6:0] (see Code
NOTE | [2:0] (see
1) NOTE 1)
Al Sensor Senspr Authentication 5 bits
, ; Security : .
Security | Security ) Encryption Units
; ) Function , . RFU
3 Indicator | Indicator Code Function Code | Extension [1:0]
[0] (see | [1:0] (see [2:0] (see [2:0] (see [4:0] (see '
NOTE 1) | NOTE 1) NOTE 1) NOTE 1) NOTE 1)
4 .
(optional) Sénsor ID [63:48] (see NOTE 1)
5
Sensor ID [47:32] (see NOTE 1)
(optional)
6
Sensor ID [31:16] (see NOTE 1)
(optional)
7
Sensor ID [15:0] (see NOTE 1)
(Optional)

NOTE These fields come from the IEEE 1451.7 standard.
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Annex A
(normative)

Extensible bit vectors (EBV)

AN extensible bit vector (EBV ) 1s a data structure with an extensible data range.

An EBV is an array of blocks. Each block contains a single extension bit followed by a spécific
bf data bits. If B represents the total number of bits in one block, then a block contains Bi« 1 d
Although a general EBV may contain blocks of varying lengths, Tags and Interrogatess manuf
hccording to this protocol shall use blocks of length 8 bits (EBV-8).

[he data value represented by an EBV is simply the bit string formed by the data’bits as read fr
fo-right, ignoring the extension bits.

[ags and Interrogators shall use the EBV-8 word format specified in Table’A.1.

Table A.1 — EBV-8 word format

humber
hta bits.
hctured

om left-

0 0 0000000
1 0 0000001
27 -1 127 0 1111111
27 128 1 0000001 0 0000000
214 -1 16383 1 1111111 0 1111111
214 16384 1 0000001 1 0000000 0 0000000

Because each block has 7 available databits, an EBV-8 can represent numeric values between 0 §
vith a single block. To represent the-value 128, set the extension bit to 1 in the first block, and a
second block to the EBV-8. In this'manner, an EBV-8 can represent arbitrarily large data values.

['his protocol uses EBV-8 vallies'to represent memory addresses and mask lengths.

ind 127
ppend a
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Annex B
(normative)

State-transition tables

State-tifansition tables B.1 to B.1.7 shall define a Tag s reSpoNsSe to INterrogator commands 10T passivy
PIE tag$. For BAP PIE: see B.2 and for BAP Manchester: see B.3

The term “handle” used in the state-transition tables is defined in 6.3.2.6.5; error codes are defined i
Table L.p; “slot” is the slot-counter output shown in Figure 6.21 and detailed in Annex [; and~*~* in thg
“Action| column means that a Tag neither executes the command nor backscatters a reply!

B.1 Sgate transition tables for passive

B.1.1 [Present state: Ready

Table B.1 — Ready state-transition table

Command Condition Action Next State
slot=0; matchinf% ;;Sventoried & SL backscatter new RN16 reply
Qugry 1 slot<>0; matching inventoried & SL B arbitrate
flags
otherwise - ready
QuelyRep all - ready
QueryAdjust all - ready
ACK all - ready
NAK all - ready
Req_RN all - ready
corpectyarameters assertor dea_ssert SL, or set invento- ready
Sdlect riedtoAor B
incorrect parameters - ready
Read all - ready
Write all - ready
Hill all - ready
Lock all - ready
Access all = ready
BlockWrite all - ready
BlockErase all - ready
BlockPermalock all - ready
supported security timeout, unsup-
ported CSI, not-executable message, set C=0 ready
Challenge nonzero RFU bits
supported CSI & executable message store result, set C=1 ready
Authenticate all - ready
AuthComm all - ready
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Command Condition Action Next State
SecureComm all - ready
ReadBuffer all - ready
KeyUpdate all - ready
Untraceable All - ready
F’i’Pqu‘ll‘n All - rpqdy
FileOpen All - tepdy
FilePrivilege All - ready
TagPrivilege All - repdy
FileList All - repdy
citerty, inventoried &:5L. fags backscatter new RN3 reply

_ 1 ; ing Tag Type Select .
Flex-Guery Slgiite?‘i;? ?lff/};i:lt%ried & SL flags R arbifrate

Otherwise = ready
BroadcastSync All - repdy
HandleSensor All - ready
Faulty invalid 2 - ready

B.1.2 Present state: Arbitrate

Table B.2 — Arbitrate state-transition table

l: Query and Flex_Query start a new round and may change the session. Query and Flex_Qu¢ry also
nstruct a Tag to load a new random value into its-slot counter.

P:  “Invalid” shall mean a command not recdgnizable by the Tag such as (1) an erroneous command
[example: a command with an incorrect le€ngth field), (2) a command with a CRC error, o1 (3) an
Insupported command.

Command Condition Action Next|State
slot=0; matching inventoried & SL backscatter new RN16 reply
flags
12 ] . .
Query slot<>0; matching inventoried & SL _ arbitrate
flags
otherwise - repdy
sessmr_l matches 1nventory round & decrement slot counter; backscatter
slot=0 after decrementing slot reply
new RN16
counter
QueryRe session matches inventory round &
yiep slot<>0 after decrementing slot decrement slot counter arbitrate
counter
session does not match inventory .
- arbitrate
round
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Table B.2 (continued)

Command Condition Action Next State
session matches 1n_ventory round & backscatter new RN16 reply
slot=0
QueryAdjust 2 session matches inventory round & B arbitrate
yad slot<>0
session does not match inventory B arbitrate
; round
AICK all - arbitranefo
MK all - arbitrate
Red_RN all - qr?ﬁt}ate
. 7=
correct parameters assert or dea:c,sert SL, or set invento- <DQ ready
Sdiect riedtoAor B AN
incorrect parameters - _ '\\o arbitrate
Read all - </S-) arbitrate
) \\4 :
Write all (‘\\ arbitrate
Kill all -, \% arbitrate
Lpck all L —O\ arbitrate
Access all X \$- arbitrate
BlockWrite all N\ - arbitrate
N
BlockErase all ‘\0 - arbitrate
BlockP¢rmalock all QS\@ - arbitrate
supported security timeout, unsup- ®$
ported CSI, not-executable message’:~ set C=0 ready
Challenge nonzero RFU bits
N
supported CSI & executable g_@j}_’a_gﬁ store result, set C=1 ready
Authdnticate all f'.\\ - arbitrate
AuthlComm all (., - arbitrate
A
SecurpComm (l'l\% - arbitrate
ReadBuffer . C)ll - arbitrate
KeyUpdate R ) all - arbitrate
Untrqceable O_)\v all - arbitrate
O
Filefetup ~Qy all - arbitrate
FileOpen ~fQ\7~ all - arbitrate
FileP 'ivilealgs? I all - arbitrate
\
TagP 'i(jl/g)e all - arbitrate
Fi[eLz?t all - arbitrate
slot=0; matching Tag Type Select
criteria, inventoried & SL flags backscatter new RN16 reply
Flex_Query 1.2 | slot<>0; matching Tag Type Select .
criteria, inventoried & SL flags - arbitrate
otherwise - ready
BroadcastSync all - arbitrate
HandleSensor all - arbitrate
Faulty invalid 3 - arbitrate
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1: Query and Flex_Query start a new round and may change the session.

2: Query, Flex_Query and QueryAdjust instruct a Tag to load a new random value into its slot counter.

3: “Invalid” shall mean a command not recognizable by the Tag such as (1) an erroneous command
(example: a command with an incorrect length field), (2) a command with a CRC error, or (3) an
unsupported command.

B.1.3 Present state: Reply

Table B.3 — Reply state-transition table
Command Condition Action Next{State
slot=0; matchinfgl; inventoried & SL backscatter new RN16 reply
ags
Query 1.2 slot<>0; matching inventoried & SL _ arbikrate
flags
otherwise - ready
session matches inventory round = arbikrate
QueryRep session does not match inventory
round h reply
session matcheSToizlzvg ntory round & backscatter new RN16 reply
QueryAdjust 2 session matchsliitri\;%ntory round & - arbikrate
session does not match inventory _ reply
round
ACK correct RN16 See Table 6.17 acknowledged
incorrect RN16 - arbifrate
NAK all - arbikrate
Req_RN all - arbikrate
oM parameters assertor dea_ssert SL, or set invento- repdy
Select riedtoAor B
incorrect parameters - reply
Read all - arbifrate
Write all - arbikrate
Kill all - arbi}:rate
Lock all - arbi}:rate
Access all - arbi};rate
BlockWrite all - arbikrate
BlockErase all - arbiltrate
BlockPermalock all - arbitrate
supported security timeout, unsup-
ported CSI, not-executable message, set C=0 ready
Challenge nonzero RFU bits
supported CSI & executable message store result, set C=1 ready
Authenticate all - arbitrate
AuthComm all - arbitrate
SecureComm all - arbitrate
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Table B.3 (continued)

Command Condition Action Next State

ReadBuffer all - arbitrate
KeyUpdate all - arbitrate
Untraceable all - arbitrate
FileSetup all - arbitrate
FileQpen all - arhitrate
FilePrivilege all - arbitrate
TagPyivilege all - arbithate

iterin, inventoried & St fags backscatter new RN16 reply

Query 1.2 ; ing Tag Type Select -

e et inventoried & SL. flags - arbitrate

otherwise - ready

Broadg¢astSync all - reply
HandlpSensor all - arbitrate
FileList all - arbitrate
Ty timeout See Figure 6.18 and Table 6.16 - arbitrate

Fajulty invalid 3 - reply

1: Quety and Flex_Query start a new round and may changé<the session.
2: Query, Flex_Query and QueryAdjust instruct a Tag to load a new random value into its slot counter.

3: “Inyalid” shall mean a command not recognizable by the Tag such as (1) an erroneous command
(example: a command with an incorrect length field), (2) a command with a CRC error, or (3) ar
unsuppprted command.

B.1.4 [Present state: Acknowledged

Table B4,— Acknowledged state-transition table

Command €ondition Action Next State
Query 1 slot=0; matching inventoried 2 & SL backscatter new RN16; transition reply
flags inventoried 2 from A—B or B—A if
and only if new session matches prior
sessio
slot<>0; matching inventoried 2 & | transition inventoried 2 from A—-B or arbitrate
SL flags B—A if and only if new session matches

prior session

thavazica fromcitios, Taavza Pria o A D o 3
ULIICT VVIOSU CIAdITSItIvVIT IIIVOIILUT IC U TT UIIT 71 DUl I

B—A if and only if new session matches

prior session
QueryRep session matches inventory round transition inventoried from A-B or ready
B-A
session does not match inventory - acknowledged
round
QueryAdjust session matches inventory round transition inventoried from A—-B or ready
B—A
session does not match inventory - acknowledged
round
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Table B.4 (continued)
Command Condition Action Next State
ACK correct RN16 See Table 6.17 acknowledged
incorrect RN16 - arbitrate
NAK all - arbitrate
Req_RN correct RN16 & access password<>0 backscatter handle open
correct RN16 & access pa ssword=0 backscatter handle secured
incorrect RN16 - ackﬁ@/vledged
Select correct parameters assert or deassert SL, or set invento- (]9 ready
riedto A or B 0y
~
incorrect parameters - O acknowledged
Read all - AQ\) arbifrate
Write all - NG arbi};rate
Kill all - Ob arbi}:rate
N vl
Lock all (ﬁ\ arbikrate
Access all i \6— arbikrate
BlockWrite all P O\ - arbikrate
BlockErase all A<§< - arbikrate
BlockPermalock all \\Y - arbiLrate
—
Challenge supported security timeout, unsup- ‘\ set C=0 ready
ported CSI, not-executable messag%(b
nonzero RFU bits Q0
supported CSI & executable @g@ store result, set C=1 ready
Authenticate all {.\A\ - arbifrate
N :
AuthComm all < - arbl};rate
SecureComm la-l‘k\\ - arbikrate
ReadBuffer o El/l - arbikrate
N
KeyUpdate ('@ all - arbikrate
D
Untraceable . C) all - arbikrate
FileSetup . QU all - arbikrate
FileOpen ,\%\ all - arbikrate
FilePrivilege)~{ all - arbifrate
TagPri'@ggZ all - arbikrate
K 1}} all - arbikrate
é}x‘_Query 1 slot=0; matching Tag Type Select backscatter new RN16; transition reply
criteria inventoried 2881 flngc inventoried 2 from A—B or B4 if
and only if new session matches prior
session
slot<>0; matching transition inventoried 2 from A—B or arbitrate
criteria, inventoried 2 & SL flags | B—~A if and only if new session matches
prior session
otherwise transition inventoried from A-B or ready
B—A if and only if new session matches
prior session
BroadcastSync all - acknowledged
HandleSensor all - arbitrate
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Table B.4 (continued)
Command Condition Action Next State
T, timeout See Figure 6.18 and Table 6.16 - arbitrate
Faulty invalid 3 - acknowledged

1: Query and Flex_Query start a new round and may change the session. Query and Flex_Query also
instruct a Tag to load a new random value into its slot counter.

2: Asdescribedin 6.3.2.10, a lag transitions 1ts inventoried flag prior to evaluating the condition.

3: “Inyalid” shall mean a command not recognizable by the Tag such as (1) an erroneous conimand
(example: a command with an incorrect length field), (2) a command with a CRC error, gr (3) arf
unsuppprted command.
B.1.5 |Present state: Open
Table B.5 — Open state-transition table
Command Condition Action Next State
backscatter new RN16stransition
slot=0; matching inventoried 2 & SL inventoried 2 from"A—B or B—A if repl
flags and only if new session matches prior Py
session
. <12
Query 1 slot<>0; matching inventoried 2 & trans.1t10r(111nve1.1tor1ed fr.om A=Bor .
SL flags B-A if andbonly if new session matches arbitrate
prior session
transition inventoried from A—B or
otherwise B=A if and only if new session matches ready
prior session
. . transition inventoried from A—B or
session matches inventory rouhd B/ ready
QuefyRep : .
session does not matchdnyentory
- open
round
. : transition inventoried from A-B or
session matcheg inventory round BoA ready
QueryAdjust
session doésnot match inventory
- open
round
correct handle See Table 6.17 open
ACK - -
incorrect handle - arbitrate
NAK all - arbitrate
Req_RN all backscatter new RN16 open
assert or deassert SL, or set invento-
correct parameters S ready
Select rieatoAaAoro
incorrect parameters - open
Read all backscatter data open
Write all backscatter header when done open
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Table B.5 (continued)
Command Condition Action Next State
supported security timeout backscatter error code open
password-bas_ed kill & correct backscatter header when done killed
nonzero kill password
Kill password-based Kill & incorrect o .
: may set security timeout arbitrate
(see also nonzero kill password
pig"rpﬁ 74) rd-b d K1ll & K1l
passwo ase _1 i pass backscatter error code epjen
word=0
authenticated kill backscatter efror_code; may set secu- arbifrate
rity timeout
Lock all - opjen
A supported security timeout backscatter error code opjen
ccess
(see also correct access password backscatter handle secfired
Figure 6.26) incorrect access password may set security timeout arbifrate
BlockWrite all backscatter header when done opjen
BlockErase all backscatter header when done opjen
BlockPermalock all - opjen
supported security timeout, unsup-
ported CSI, not-executable message, set C=0 ready
Challenge nonzero RFU bits
supported CSI aSr;d sxecutable mes- store result, set C=1 rehdy
supported security timeout backscatter error code opjen
executable & = store result; set C=1, backscatter opgn or
Senrep response when done secured 3
Authenticate _ opdn or
executable &Senrep=1 backscatter response when done secdred 3
crypto error see crypto suite arbifrate
new authentication reset crypto engine ogen
supported security timeout backscatter error code opjen
’ o see erjcapsu-
rior T h -
prior tag aut eng;catlon & execut backscatter response when done lated com-
AuthComm able mand
no prior Tag authentication backscatter error code opjen
crypto error see crypto suite arbifrate
supported security timeout backscatter error code opjen
prierTagatthenticationexeeutable stereresult:set E=1backseatter See encapsi-
P g ; 7 7 7 lated com-
& senrep=0 response when done
mand
SecureComm prior Tag authentication, executable, see encapsu-
backscatter response when done lated com-
& senrep=1
mand
no prior Tag authentication backscatter error code open
crypto error see crypto suite arbitrate
C=1 backscatter data open
ReadBuffer
C=0 backscatter error code open
KeyUpdate all - open
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Table B.5 (continued)

Command Condition Action Next State
Untraceable all - open
FileSetup all - open

close current file; open requested file;

FileOpen executable backscatter file info open
FilePrivilege all - open
TagPrivilege all - Open

executable & senrep=0 store result; set C=1, backscatter Oweh
FileList sehrep= response when done P
executable & senrep=1 backscatter response when done Open
backscatter new RN16; transition
slot=0; matching Tag Type Select inventoried 2 from A—B or B—A if Reply

criteria, inventoried 2 & SL flags and only if new session matches prior
session

transition inventoried 2 fromZ4—B or
B—A if and only if new session matches Arbitrate
prior session

Flex_Query 1 slot<>0; matching Tag Type Select
criteria, inventoried 2 & SL flags

transition inventoried from A—B or

otherwise B—A if and only-if®iew session matches Ready
prior session

BroaddastSync all - Open

HandleSensor all backscatter data Open

unsupported parameters 4 backscatter error code Open

Fality incorrect handle 5 none unless specified by crypto suite Open
improper 6 - Arbitrate

invalid 7 none unless specified by crypto suite Open

1: Qugry and Flex_Query start a new tound and may change the session. Query and Flex_Query alsd
instruct a Tag to load a new randomgvalue into its slot counter.

2: Asdescribed in 6.3.2.10, a Tag.transitions its inventoried flag prior to evaluating the condition.
3: See fryptographic suite

4: “Ungupported parameters” shall mean an access command with a correct handle and CRC and that i
recognizable by the Fagbut contains or specifies (1) anonzero or incorrect RFU value, (2) an unsupported
CSI; (3)|an encapsitlated command that is unsupported or disallowed, (4) an unsupported or incorrect
memory bank,<-memory location, address range, or FileNum, (5) a hidden or locked memory bank oj
locatio, (6) ansunsupported file or files, (7) a command that requires encapsulation but is nonethelesg
unencapsulated (see Table 6.28), (8) a delayed or in-process reply and the specified operation causes thg
Tag to dncounter an error, (9) an operation for which the Interrogator has insufficient privileges, (10) an
unsupported cryptographic parameter, or (11) other parameters not supported by the Tag.

5: “Incorrect handle” shall mean an access command with a correct CRC and that is recognizable by
the Tag but has an incorrect handle. The cryptographic suite indicated by CSI in the prior Challenge or
Authenticate command may specify that a Tag reset its cryptographic engine upon receiving a security
command with an incorrect handle.

6: “Improper” shall mean a command (except Req_RN or Query) that is recognizable by the Tag but is
interspersed between successive Kill or Access commands in a password-based kill or access command
sequence, respectively (see Figure 6.24 and Figure 6.26).
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7: “Invalid” shall mean a command not recognizable by the Tag such as (1) an erroneous command
(example: a command with an incorrect length field or a BlockWrite/BlockErase with a zero-valued
WordCount), (2) a command with a CRC error, (3) an unsupported command, or (4) a Write command
for which the immediately preceding command was not a Req_RN. The cryptographic suite indicated
by CSI in the prior Challenge or Authenticate command may specify that a Tag reset its cryptographic
engine upon receiving an invalid command.

B.1.6 Present state: Secured

Table B.6 — Secured state-transition table
Command Condition Action Next|State
backscatter new RN16; transition
slot=0; matching inventoried 2 & inventoried 2 from A—B or B—oA\f
SL 1l d only if i he§ pri reply
ags and only if new session matches prior
session
. s
Query 1 slot<>0; matching inventoried 2 & transition lnveptorled fr'om A=B or .
SL flags B-A if and only if new’session matches arbikrate
8 prior session
transition invéntoried from A-B or
otherwise B—A if and only'if new session matches ready
prior session
. . transition inventoried from A—B or
session matches inventory round BoA ready
QueryRep
session does not match inventory
- secfired
round
. . transition inventoried from A-B or
session matches inventory round BoA ready
QueryAdjust — "y
session does not match inventory _ sechred
round
ACK correct handle See Table 6.17 secfired
incorrécthandle - arbifrate
NAK all - arbiLrate
Req_RN all backscatter new RN16 secfired
assert or deassert SL, or set invento-
correct parameters . ready
Select riedtoAor B
incorrect parameters - sechired
Read all backscatter data secfired
Write all backscatter header when done secfired
supported security timeout backscatter error code secfired
password-bals'elfi kill & C"ﬂrea backscatter header when done killed
TTUITLZCT U INTIT PGDJ \AA2 9%}
password-based kill & incorrect N .
. may set security timeout arbitrate
nonzero kill password
Kill , i i -
(see also password bz‘l/:g;idl:(l)l &kill pass backscatter error code secured
Figure 6.24) : — :
authenticated Kill with prior Inter-
rogator backscatter response when done killed
authentication & AuthKill privilege
authenticated kill but no prior
. backscatter error code; may set secu- .
Interrogator authentication or no Fity timeout arbitrate
AuthKill privilege y
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Table B.6 (continued)

Command Condition Action Next State
Lock all backscatter header when done secured
Access supported security timeout backscatter error code secured
(see also correct access password backscatter handle secured
Figure 6.26) . o .
incorrect access password may set security timeout arbitrate
BlockWrite all backscatter header when done secured
BlockErase all backscatter header when done secured
Read/Lock=0 backscatter permalock bits secuyed
BlockP¢rmalock
Read/Lock=1 backscatter header when done secured
supported security timeout, unsup-
ported CSI, not-executable message, set C=0 ready
Challenge nonzero RFU bits
r Ian le mes-
supported CSI and executable store result, set C=1 ready
sage
supported security timeout backscatter erroricode secured
executable & senren=0 store result; set Cz1,"backscatter secured
sentep= response when done
Authgnticate executable & senrep=1 backscatterresponse when done secured
crypto error see crypto suite arbitrate
new authentication reset crypto engine open
supported security timeout backscatter error code secured
. - see encapsu-
prior Interrogator alétlhentlcatlon & backscatter response when done lated com-
AuthComm executable mand
no prior Interrogator authentication backscatter error code secured
crypto error, see crypto suite arbitrate
supported securjty timeout backscatter error code secured

prior Interrogatorauthentication,

store result; set C=1, backscatter

see encapsu-

exécutable, response when done lated com-
&senrep=0 Lesponse mand
SecurpComm prior Intefrogator authentication, see encapsu-
executable, backscatter response when done lated com-
& senrep=1 mand
ne’prior Interrogator authentication backscatter error code secured
crypto error see crypto suite arbitrate
C=1 backscatter data secured
ReadBuffer
c=0 backseattererrorcode seeured
supported security timeout backscatter error code secured
prior Interrogator authentication, store result; set C=1, backscatter
secured
executable, & senrep=0 response when done
KeyUpdate prior Interrogator authentication,
executable, & senrep=1 backscatter response when done secured
no prior Interrogator authentication backscatter error code secured
crypto error see crypto suite arbitrate
Untraceable executable backscatter header when done secured
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Table B.6 (continued)

Command Condition Action Next State
_ store result; set C=1, backscatter
executable & senrep=0 secured
FileSetup response when done
executable & senrep=1 backscatter response when done secured
FileOpen executable close current file; open rgquested file; secured
backscatter file info
executable & senrep=0 Store result; set C=1, backscatter sechred
FilePrivilege response when done
executable & senrep=1 backscatter response when done seclired
_ store result; set C=1, backscatten
executable & senrep=0 secfired
TagPrivilege response when done
executable & senrep=1 backscatter response when done secfired
executable & senrep=0 store result; set C=1, backscatter sechred
FileList response when done
executable & senrep=1 backscatter respanhse when done secfired
backscatter new RN16; transition
slot=0; matching Tag Type Select inventoried 2from A—B or B—A if reply

criteria, inventoried 2 & SL flags and only if new session matches prior

Sesslo

transition inventoried 2 from A—B or
B-A\if and only if new session matches arbikrate
prior session

Flex_Query 1 slot<>0; matching Tag Type Select

criteria, inventoried 2 & SL flags

transition inventoried from A—B or

otherwise B—A if and only if new session matches ready
prior session
BroadcastSync all - sechired
HandleSensor all backscatter data secfired
unsupported-parameters 3 backscatter error code secfired
incorrect handle 4 none unless specified by crypto suite seg; ;id4or
Faulty - _'
improper 5 - arbifrate
. . o . ed or
invalid 6 none unless specified by crypto suite se(c); )id60

l:  Query and Flex_Query start a new round and may change the session. Query and Flex_Qu¢ry also
nstruct a Tag'to load a new random value into its slot counter.

D: As described in 6.3.2.10 a Tag transitions its inventoried flag prior to evaluating the conditign.

B:_~ “Unsupported parameters” shall mean an access command with a correct handle and (RC and
thrat s Tecogmizable by the-Tag butcomntaims orspecifies {1 amonzero or imcorrect RFS—vatue, (2) an
unsupported CSI; (3) an encapsulated command that is unsupported or disallowed, (4) an unsupported
or incorrect memory bank, memory location, address range, lock payload, blockpermalock payload,
KeyID, or FileNum, (5) a hidden or locked memory bank or location, (6) an unsupported file or files,
(7) insufficient or unallocateable memory, (8) an unencrypted message that requires encryption, (9)
a command that requires encapsulation but is nonetheless unencapsulated (see Table 6.28), (10) a
delayed or in-process reply and the specified operation causes the Tag to encounter an error, (11) an
RFU privilege value, (12) an operation for which the Interrogator has insufficient privileges, (13) an
unsupported cryptographic parameter, or (14) other parameters not supported by the Tag.

4: Incorrect handle” shall mean an access command with a correct CRC and that is recognizable by the
Tag but has an incorrect handle. The default next state is secured, but the cryptographic suite indicated
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by CSI in the prior Challenge or Authenticate command may specify that a Tag reset its crypto engine
and transition to the open state upon receiving a security command with an incorrect handle.

5: “Improper” shall mean a command (except Req_RN or Query) that is recognizable by the Tag but is
interspersed between successive Kill or Access commands in a password-based kill or access command
sequence, respectively (see Figure 6.24 and Figure 6.26).

6: “Invalid” shall mean a command not recognizable by the Tag such as (1) an erroneous command

(example: a command with an incorrect length field or a BlockWrite/BlockErase with a zero-valued
WordC llhf)’ (?) acommandwith a CRC errar, (?) an nncnppnrfpd command or (4) a Write command fo

which the immediately preceding command was not a Req_RN. The default next state is secured, but the
cryptographic suite indicated by CSI in the prior Challenge or Authenticate command may specifythat 3
Tag reset its cryptographic engine and transition to the open state upon receiving an invalid command
B.1.7 |Present state: Killed
Table B.7 — Killed state-transition table
Command Condition Action Next State
Qyery all - killed
QuetyRep all - killed
QueryAdjust all - killed
ACK all - killed
NAK all - killed
Req RN all - killed
Sefect all - killed
Re¢ad all - killed
Wyite all - killed
Kill all - killed
Lock all - killed
Acfess all - killed
BlockWrite all - killed
BlockErase all - killed
BlockP¢rmalock all - killed
Challenge all - killed
Authenticate all - killed
AuthComm all - killed
SecurgComm all - killed
ReadBuffer all - killed
KeyUpdate - - Kitted
Untraceable all - killed
FileSetup all - killed
FileOpen all - killed
FilePrivilege all - killed
TagPrivilege all - killed
FileList all - killed
Flex_Query all - killed
BroadcastSync all - killed
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Table B.7 (continued)
Command Condition Action Next State
HandleSensor all - killed
Faulty all - killed
B.2 State transition tables for BAP PIE
B.2.1 Present state: sleep
Table B.8 — sleep state-transition table
Command Condition Action Next{State
. . listen gr state-
N/A Sleep timer expires - ful lksten
batterfy ready
N/A RF detected by optional sleep mode detector - or stpteful
batterfy ready
B.2.2 Present state: low power listen
Table B.9 — low power listen state-transition table
Command Condition Action Nex{/State
. batterfy ready
N/A RF detected by low power listeriihode detec- _ or sthteful
tor
batterfy ready
B.2.3 Present state: listen or stateful listen
Table B.10 ~ listen or stateful listen state-transition table
Command Condition Action Next{State
batterfy ready
N/A RF detected within time LT - or sthteful
batterfy ready
stateftil sleep
N/A No RF detected within time LT - or stateful low
power listen
B.2.4 <Present state: stateful sleep or stateful low power listen
Table B.11 — stateful sleep or stateful low power listen state-transition table
Command Condition Action Next State
. . listen or state-
N/A sleep timer expires - ful listen
N/A Persistence timers all expire - sleep or low
power listen
. battery ready
RF detected by optional sleep mode detector or
N/A . - or stateful
low power listen mode detector b
attery ready
195
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B.2.5 Present state: battery ready

Table B.12 — battery ready state-transition table

Command Condition Action Next State
slot=0; matcélli‘r}%;gsventoried & backscatter new RN16 reply
Query 1 slot<>0; mati}}ir:lg inventoried & B arbitrate
Stftags -
Otherwise - battery reets@
QuelyRep All - battery‘ﬂ?gdy
QueryAdjust All - t@? ready
ACK All - )X (@tery ready
MAK All - ki{;‘)battery ready
Req_RN All - Cy battery ready
seect correct parameters assertor deassegc) iLéfgse‘va)\ ried battery ready
incorrect parameters - ¢ \‘O battery ready
Read All Z. o battery ready
Write All AQ‘ battery ready
Kill All ‘\\\( - battery ready
Lpck All h‘\\)‘ - battery ready
Adgess All \\g\‘o - battery ready
BlockWrite All ) o.$ - battery ready
BlockErase All Q\v - battery ready
BlockP¢rmalock All \S) - battery ready
supported security ti
unsupported CSI, not-e lé)l ble set C=0 battery ready
Challenge message, nonzeroQB‘FU bits
supporte%%@ecutable store result, set C=1 battery ready
Authdnticate C‘OAII - battery ready
AuthlComm X A\ All - battery ready
SecurpComm Op All - battery ready
ReadBuffer ,\?*\ All - battery ready
KeyUpdatq\V\ All - battery ready
Untrqcedl All - battery ready
FileSefap A - batteryready
FileOpen All - battery ready
FilePrivilege All - battery ready
TagPrivilege All - battery ready
FileList All - battery ready
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Table B.12 (continued)

Global Timeout

BAP Tag does not support Bat-
tery Saver Mode

Command Condition Action Next State
slot=0; matching Tag Type
Select criteria, inventoried & SL backscatter new RN16 reply
flags
Flex_Query 1 slot<>0; matching Tag Type
Select criteria, inventoried & SL - arbitrate
flags
otherwise - battéry| ready
BroadcastSync All - battery ready
HandleSensor All - battery ready
Faulty invalid 2 - battery| ready
stateful sleep
; BAP Tag suppl\(;lgt;eBattery Saver _ or stateful low
INACT_T 3 or powerl(listen
(Selective)

battery ready
or stateful bat-
tery ready

B.2.6 Present state: Arbitrate

B: Details about these timers can be found in sub-clauses 7.3.2.2 and 7.3.2.3.

Table B.13 — Arbitrate state-transition table

l: Query and Flex_Query start a new round and may change(the session. Query and Flex_Qu¢ry also
nstructs a Tag to load a new random value into its slot countér.

P: “Invalid” shall mean a command not recognizable:by the Tag such as (1) an erroneous command
[example: a command with an incorrect length field), (2) a command with a CRC error, oy
Insupported command.

(3) an

Command

Condition

Action

Next $tate

Query 1,2

slot=0; matching inventoried &
SL flags

backscatter new RN16

reply

slot<>0; matching inventoried &
SL flags

arbitlrate

otherwise

battery| ready

session matches inventory round
&
slot=0 after decrementing slot
counter

decrement slot counter; backscatter new
RN16

reply

session matches inventory round

QueryRep

&
slot<>0 after decrementing slot
counter

decrement slot counter

arbitrate

session does not match inventory
round

arbitrate

© ISO/IEC 2015 - All rights reserved

197


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

Table B.13 (continued)

Command Condition Action Next State
session matches inventory round
& slot=0 backscatter new RN16 reply
. o |session matches inventory round B .
QueryAdjust & slot<>0 arbitrate
session does not match inventory B arbitrate
; round
AICK all - arbitratq\<0
MAK all - arbitrate
Req_RN all - a@ﬂbﬁate
assert or deassert SL, or set inventoried y
correct parameters tery ready
Sdlect toAorB D
incorrect parameters - _ N arbitrate
Read all - Ov arbitrate
N vl
Wyite all - (‘\\ arbitrate
Kill all -, \% arbitrate
Lock all - O\ arbitrate
Access all A<s< arbitrate
BlockWrite all Q- arbitrate
0\
BlockErase all Q - arbitrate
BlockPg¢rmalock all Q(\w - arbitrate
supported security timeout, $
unsupported CSI, not-executable Q\Q set C=0 battery ready
Challenge message, nonzero RFU bits |
\\J
supported CSI & executab}q: _
store result, set C=1 battery read
message O yready
Authdnticate all N - arbitrate
AuthlComm all/\@ - arbitrate
SecurpComm @;‘) - arbitrate
ReadBuffer - O all - arbitrate
KeyUpdate O$9 all - arbitrate
Untrdceable ()94 all - arbitrate
FileSetup ,\?3 all - arbitrate
FilgOpen KV\'\} all - arbitrate
FileP z\ﬂ@y all - arbitrate
Tagp 'imgo all — arbitrate
FileList all - arbitrate
slot=0; matching Tag Type
Select criteria, inventoried & SL backscatter new RN16 reply
flags
Flex_Query 1,2 slot<>0; matching Tag Type
Select criteria, inventoried & SL - arbitrate
flags
otherwise - battery ready
BroadcastSync all - arbitrate
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Table B.13 (continued)

Command Condition Action Next State
HandleSensor all - arbitrate
Faulty invalid 3 - arbitrate
stateful sleep
\ BAP Tag suppl\c/)ll;tgeBattery Saver _ or stateful low
IIEIS{\e(II;FC_;l;ve())r power listen
Global Timeout | BAp Tag does not support Bat- batteryfr?ela)dy
tery Saver Mode - or stateful bat-
tery ready

B.2.7 Present state: Reply

|: Query and Flex_Query start a new round and may change the session.

1. Details about these timers can be found in sub-clauses 7.3.2.2 and 7.3.2.3.

Table B.14 — Reply state-transition table

D: Query, Flex_Query, and QueryAdjust instruct a Tag to load a new random valug into its slot coynter.

B:  “Invalid” shall mean a command not recognizable by the Tag such as (1).dan erroneous command
[example: a command with an incorrect length field), (2) a command (with a CRC error, o1] (3) an
insupported command.

Command Condition Action Next State
slot=0; matcélirlf%;gsventorled & backscatter new RN16 reply
12 ] . :
Query slot<>0; mgg}ilrflli ;rslventorled B arbithate
otherwise - battery| ready
session matches inyentory round - arbitjrate
QueryRep session doeswnot match inven- _ renl
tory round Ry
sessig matcgl:es?olzlzvgntory round backscatter new RN16 reply
QueryAdjust 2 - {35510 matches inventory round . arbitpate
session does not match inven- B redl
tory round Ry
K correct RN16 See Table 6.17 acknowlledged
incorrect RN16 - arbitirate
NAK all - arbitrate
Req_RN all - arbitrate
assert or deassert SL, or set inventoried
correct parameters battery ready
Select toAorB
incorrect parameters - reply
Read all - arbitrate
Write all - arbitrate
Kill all - arbitrate
Lock all - arbitrate
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Table B.14 (continued)

Command Condition Action Next State
Access all - arbitrate
BlockWrite all - arbitrate
BlockErase all - arbitrate
BlockPermalock all - arbitrate
supported security timeout
unsupported CSI, not-executable set C=0 battery ready
Challenge message, nonzero RFU bits
supported CSI & executable store result, set C=1 battepy ready
message
Authdnticate all - arbitrate
AuthlComm all - arbitrate
SecurpComm all - arbitrate
ReadBuffer all - arbitrate
KeyUpdate all - arbitrate
Untrqceable all - arbitrate
FileSetup all Z arbitrate
FileOpen all 7 arbitrate
FilePrivilege all - arbitrate
TagPtivilege all - arbitrate
FileList all - arbitrate
slot=0; matching Tag Type
Select criteria, inventoried & backscatter new RN16 reply
SL flags
Flex_Query 1,2 slot<>0; matching Tag Type:
Select criteria, inventoried & - arbitrate
SL flags
otherwise - battery ready
BroadgastSync all - reply
HandlpSensor all - arbitrate
Ty timeout See Figure'6.18 and Table 6.16 - arbitrate
Faplty invalid 3 - reply

stateful sleep

BAP Tag supports Battery Saver _ or stateful low

INACT_T 4 or Mode power listen
(Selgctive) b d
Global Timeout | BAp Tag does not support Bat- n,affffz,;:?iq}:

oSt oot

tery Saver Mode

tery ready

1: Query and Flex_Query start a new round and may change the session.
2: Query, Flex_Query, and QueryAdjust instruct a Tag to load a new random value into its slot counter.

3: “Invalid” shall mean a command not recognizable by the Tag such as (1) an erroneous command
(example: a command with an incorrect length field), (2) a command with a CRC error, or (3) an
unsupported command.

4: Details about these timers can be found in sub-clauses 7.3.2.2 and 7.3.2.3.
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Table B.15 — Acknowledged state-transition table

Command Condition Action Next State
slot=0; matching inventoried 2 & baclfscatter new RN16; trar}smon inven-
toried 2 from A—B or B—A if and only if reply
SL flags . ) .
new session matches prior session
. = = 2 tl auo;t;uu illVblltUl ;cd 2 fl UlIll 14 B Ul
Query 1 slot<>0; maécgi‘nfgl;nsventorled B—A if and only if new session matches arbitirate
§ prior session
transition inventoried from A—B or B—4
otherwise if and only if new session matches prior|~ battery ready
session
session matches inventory round |transition inventoried from A—-B.or B—A| batteryready
QueryRe ; i
yrep session does not match inventory B acknowjledged
round
session matches inventory round |transition inventoried.from A—»B or B—»A| batteryready
QueryAdjust | session does not match inventory
S acknowlledged
round
ACK correct RN16 See Table 6.17 acknowlledged
incorrect RN16 - arbitirate
NAK all - arbitirate
correct RN16 & access pass- backscatter handle opn
word<>0
Req_RN correct RN16 &_access Pask backscatter handle secured
word=0
incorrect RN16 - acknowledged
assert or deassert SL, or set inventoried
correct parameters battery ready
Select todorB
incorrect parameters - acknowlledged
Read all - arbitjrate
Write all - arbitrate
Kill all - arbitrate
Lock all - arbitirate
Access, all - arbitfrate
BlockWrite all - arbitirate
BlagkErase all - arbitrate
BlockPermalock all - arbitrate
supported security timeout,
unsupported CSI, not-executable set C=0 battery ready
Challenge message, nonzero RFU bits
supported CSI & executable store result, set C=1 battery ready
message
Authenticate all - arbitrate
AuthComm all - arbitrate
SecureComm all - arbitrate
ReadBuffer all - arbitrate
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Table B.15 (continued)

Command Condition Action Next State
KeyUpdate all - arbitrate
Untraceable all - arbitrate
FileSetup all - arbitrate
FileOpen all - arbitrate
FiIePriviIPgP all - arhitrate
TagPrivilege all - arbitrate
FilgList all - arbitfate
slot=0; matching Tag Type backscatter new RN16; transition inven-
Select criteria, inventoried 2 & | toried 2 from A—B or B—A if and only if reply
SL flags new session matches prior session
slot<>0; matching Tag Type transition inventoried 2 from A-B or
Flex_Query 1 Select criteria, inventoried 2 & | B—A if and only if new session matehes arbitrate
SL flags prior session
transition inventoried from A=B'or B—A
otherwise if and only if new session matches prior | battery ready
session
BroadgastSync all £ acknowledged
HandlpSensor all 4 arbitrate
Ty timeout See Figure 6.18 and Table 6.16 - arbitrate
Faplty invalid 3 - acknowledged
stateful sleep
1., BAP Tag suppl\c/)llé)tgeBattery Saver _ or stateful low
INACT_T % or power listen
(Selgctive)
Global [limeout | BAp Tag does not support Bat- battery ready
- or stateful bat-
tery Saver Mode
tery ready
1: Qugry and Flex_Query start a new round and may change the session. Query and Flex_Query alsc

instruc

[s a Tag to load a new randdm: value into its slot counter.

2: Asdescribed in 6.3.2.10, a. Tag transitions its inventoried flag prior to evaluating the condition.

3: “Iny
(examp
unsupp

4: Det:

B.2.9

Present state: Open

ils about.these timers can be found in sub-clauses 7.3.2.2 and 7.3.2.3.

balid” shall mean d@’command not recognizable by the Tag such as (1) an erroneous command
le: a commangd-with an incorrect length field), (2) a command with a CRC error, or (3) an
orted command’
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Table B.16 — Open state-transition table

Command Condition Action Next State
slot=0; matching inventoried 2 & back_scda‘;tfe r ne\;lv RII; 16;Bt r‘;n.s fl tlog m\l/epf- 1
SL flags torie rom A—B or B—A if and only i reply
new session matches prior session
L .1, | transitioninventoried 2 from A—B or
1 slot<>0; matching inventoried . . . .
Query B—A if and only if new session matches arbitrate
& SL flags . X
prior session
transition inventoried from A—B or B—A
otherwise if and only if new session matches prior | battery ready
session
session matches inventory round |transition inventoried from A—B or B-$A |- batteryf ready
QueryRep session does not match inventory _ opkn
round Y
session matches inventory round |transition inventoried from A—B or B»A| batteryj ready
QueryAdjust | session does not match inventory _ opbn
round py
correct handle See Table 6.17 open
ACK - :
incorrect handle - arbitrate
NAK all - arbitirate
Req_RN all backscatter new RN16 open
assertior deassert SL, or set inventoried
correct parameters ready
Select todorB
incorrect parameters - open
Read all backscatter data open
Write all backscatter header when done open
supported securitytimeout backscatter error code open
password-based kill & correct .
nonzero kilNfassword backscatter header when done killed
Kill password-based kill & incorrect N .
: may set security timeout arbitirate
(seealso nonzero kill password
Figure 6.24) password-based Kill & kill pass-
backscatter error code open
word=0
authenticated kill backscatter error code; may set security arbitkate
timeout
Lock all - open
Acvess supported security timeout backscatter error code open
(see also correct access password backscatter handle secured
Eigure 6.26) . N 3 N L N e
HHILUTTTCLL aLlToSS5 Ppadsswulu IIIdy STUSTLUIIly LIIITUUL dl UItL ate
BlockWrite all backscatter header when done open
BlockErase all backscatter header when done open
BlockPermalock all - open
supported security timeout,
unsupported CSI, not-executable set C=0 battery ready
Challenge message, nonzero RFU bits
supported CSI and executable _
- store result, set C=1 battery ready
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Table B.16 (continued)

Command Condition Action Next State
supported security timeout backscatter error code open
executable & senrep=0 store result; set C=1, backscatter open or
senrep= response when done secured 3
Authenticate executable & senrep=1 backscatter response when done ngS?e(zir3
Crypto error SEE Crypto suite arbitrate
new authentication reset crypto engine open
supported security timeout backscatter error code open
prior Tag authentication & exe- backscatter response when done seelencapsu-
AuthComm cutable response lated command
no prior Tag authentication backscatter error code open
crypto error see crypto suite arbitrate
supported security timeout backscatter error code open
prior Tag aUthaegfécatlon’ execut store result; set C=1, backscatter see encapsu-
& senren=0 response when dene lated command
SecureComm prior Tag authentication, execut-
able backscatter response when done see encapsu-
e lated command
& senrep=1
no prior Tag authentication backscatter error code open
crypto error see crypto suite arbitrate
Cc=1 backscatter data open
ReadBuffer
C=0 backscatter error code open
KeyUpdate all - open
Untrqceable all - open
Filefetup all - open
. close current file; open requested file;

FilePpen executable backscatter file info open
FilePrivilege all - open
TagPrivilege all - open

Cxboutable & senren=0 store result; set C=1, backscatter open
FileList Senrep response when done
executable & senrep=1 backscatter response when done open
slot=0; matching Tag Type backscatter new RN16; transition inven-
Select criteria, inventoried 2 & | toried 2 from A—B or B—A if and only if reply
SL flags new session matches prior session
slot<>0; matching Tag Type_ transition inventoried 2 from A—B or
Flex_Query 1 Select criteria, inventoried 2 & | B—A if and only if new session matches arbitrate
SL flags prior session
transition inventoried from A—B or B—A
otherwise if and only if new session matches prior | battery ready
session
BroadcastSync all - open
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Table B.16 (continued)

Command Condition Action Next State
valid handle & valid command | backscatter response code when internal open
payload processing done p
HandleSensor | valid handle & invalid command
backscatter error code open
payload
otherwise - open
unsupported parameters ¥ backscatter error code open
Faul incorrect handle 5 none unless specified by crypto suite open
ault
Y improper 6 - arbitjrate
invalid 7 none unless specified by crypto suite open
stateful sleep
BAP Tag suppl\oll;)tdseBattery Saver _ or stateful low
INACT_T 8 or power(listen
(Selective)
Global Timeout | BAP Tag does not support Bat- battery ready
terv Saver Mode - or stateful bat-
y tery ready

|: Query and Flex_Query start a new round and may change the session. Query and Flex_Qu
nstructs a Tag to load a new random value into its slot counter.

P: As described in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condit

B: See cryptographic suite

. “Unsupported parameters” shall mean an access command with a correct handle and CRC an
recognizable by the Tag but contains or specifies'(1) a nonzero or incorrect RFU value, (2) an unsuj
[SI; (3) an encapsulated command that is_unsupported or disallowed, (4) an unsupported or in
memory bank, memory location, address range, or FileNum, (5) a hidden or locked memory
ocation, (6) an unsupported file or files; (7) a command that requires encapsulation but is nong

[ag to encounter an error, (9) an‘operation for which the Interrogator has insufficient privileges
insupported cryptographic parameter, or (11) other parameters not supported by the Tag.

b:  “Incorrect handle” shall mean an access command with a correct CRC and that is recogniz
the Tag but has an ineerréct handle. The cryptographic suite indicated by CSI in the prior Chal
HAuthenticate command may specify that a Tag reset its cryptographic engine upon receiving a
fommand with an-incorrect handle.

b:  “Impropér*shall mean a command (except Req_RN or Query) that is recognizable by the T4
nterspersed between successive Kill or Access commands in a password-based Kkill or access co
bequence, respectively (see Figure 6.24 and Figure 6.26).

bry also

101.

1 that is
bported
correct
bank or
ptheless

inencapsulated (see Table 6.28), (8).a delayed or in-process reply and the specified operation cayses the

(10) an

able by
enge or
ecurity

g but is
mmand

/.~ “Invalid” shall mean a command not recogmzable by the Tag such as (1) an erroneous co

WordCount) (2) a command with a CRC error, (3) an unsupported command or (4) a Write co

mmand

for which the immediately preceding command was not a Req_RN. The cryptographic suite indicated

by CSI in the prior Challenge or Authenticate command may specify that a Tag reset its crypto
engine upon receiving an invalid command.

8: Details about these timers can be found in sub-clauses 7.3.2.2 and 7.3.2.3.

B.2.10 Present state: Secured
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Table B.17 — Secured state-transition table

Command Condition Action Next State
_ o . 2 backscatter new RN16; transition inven-
slot=0; matching inventoried C 1 . .
toried 2 from A—B or B—A if and only if reply
& SL flags : . .
new session matches prior session
S . 1, | transition inventoried 2 from A-B or
1 slot<>0; matching inventoried . . . .
Query B—A if and only if new session matches arbitrate
& SL flags . X
prior session
transition inventoried from A—B or B—A
otherwise if and only if new session matches prior | battery ready
session
session matches inventory round |transition inventoried from A—B or B>A| batfery ready
QuefyRep session does not match inventory
- secured
round
session matches inventory round |transition inventoried from A—B or B>A| battery ready
QueryAdjust | session does not match inventory
- secured
round
Ack correct handle See Table 6.17 secured
incorrect handle - arbitrate
MAK all - arbitrate
Req_RN all backscatter new RN16 secured
assert or deassert SL, or set inventoried
correct parameters battery ready
Sdlect todorB
incorrect parameters - secured
Read all backscatter data secured
Write all backscatter header when done secured
supported security timeout backscatter error code secured
password-based kill & eorrect .
nonzero kill passworl backscatter header when done killed
password-based kill-& incorrect N .
: may set security timeout arbitrate
nonzero kill\password
Hill password-hased kill & kill pass- backscatter error code secured
(se¢ also word=0
Figure 6.24) authefticated kill with prior
Interrogator :
aufhentication & AuthKill priv- backscatter response when done killed
ilege
authenticated kill but no prior .
o backscatter error code; may set security .
Interrogator authentication or no . arbitrate
. . timeout
AuthKill privilege
Lock all backscatter header when done secured
Access supported security timeout backscatter error code secured
(see also correct access password backscatter handle secured
Figure 6.26) . . .
incorrect access password may set security timeout arbitrate
BlockWrite all backscatter header when done secured
BlockErase all backscatter header when done secured
Read/Lock=0 backscatter permalock bits secured
BlockPermalock
Read/Lock=1 backscatter header when done secured
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Table B.17 (continued)

Command Condition Action Next State
supported security timeout,
unsupported CSI, not-executable set C=0 battery ready
Challenge message, nonzero RFU bits
supported% and executable store result, set C=1 battery ready
cnppnrtpr‘l security timeout backscatter error cade secured
store result; set C=1, backscatter
executable & senrep=0 secufred
response when done 11
Authenticate executable & senrep=1 backscatter response when done secdred
crypto error see crypto suite arbitjrate
new authentication reset crypto engine open
supported security timeout backscatter error code secured
prior Interrogator authentication see eng¢apsu-
e & executable backscatter responsédvhen done lated command
uthComm
1o prior Integ;;%itor Sy backscatteérerror code secured
crypto error see crypto suite arbitrate
supported security timeout backscatter error code secured
prior Ii?g;r(;iztc?;:gf:entlca_ store result; set C=1, backscatter see en¢apsu-
&‘senre -0 ’ response when done lated command
prior Interrogator authentica-
SecureComm tion, executable backscatter response when done see engapsu-
&’ nrep=1 ’ response lated command
no prior Integé)i%?ltor dxrhenti- backscatter error code secured
crypto.error see crypto suite arbitrate
ReadBuff Cc=1 backscatter data secured
eadBuffer
C=0 backscatter error code seculred
supported security timeout backscatter error code seculred
tior Interrogator authentica- store result; set C=1, backscatter
P 8 secured
tion, executable, & senrep=0 response when done
KeyUpdate p;f; I:thz;?ag&t:rg? lsléﬁigtl_cf i backscatter response when done secured
no prior Inte(l:";'g,;g)?ltor authenti- backscatter error code secured
crypto error see crypto suite arbitrate
Untraceable executable backscatter header when done secured
executable & senrep=0 store result; set C=1, backscatter secured
FileSetup Senrep= response when done
executable & senrep=1 backscatter response when done secured
FileOpen executable close current file; open re_quested file; secured
backscatter file info
executable & senrep=0 store result; set C=1, backscatter secured
FilePrivilege seirep response when done
executable & senrep=1 backscatter response when done secured
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Table B.17 (continued)

Command Condition Action Next State
store result; set C=1, backscatter
executable & senrep=0 secured
TagPrivilege response when done
executable & senrep=1 backscatter response when done secured
_ store result; set C=1, backscatter
executable & senrep=0 secured
FileList response when done
executable & senrep=1 bacKkscatter response when done secured
slot=0; matching Tag Type backscatter new RN16; transition inven-
Select criteria, inventoried 2 & | toried 2 from A—B or B—A if and only if reply
SL flags new session matches prior session
slot<>0; matching Tag Type_ transition inventoried 2 from A—B or
Flex_Query 1 Select criteria, inventoried 2 & | B—A if and only if new session matches arbitrate
SL flags prior session
transition inventoried from A—-B or-B—A
otherwise if and only if new session matches prior | battery ready
session
Broad¢astSync all - secured
valid handle & valid command |backscatter response code when internal
) secured
payload processihg done
HandlpSensor | valid handle & invalid command backscapter error code secured
payload
otherwise - secured
unsupported parameters 3 backscatter error code secured
incorrect handle 4 moie unless specified by crypto suite se(c);gid:r
Faplty - -
improper 5 - arbitrate
invalid 6 none unless specified by crypto suite securedéor
open
BAP Tag supports Battery Saver statefulfs%elep
by Mode - or stateful low
INAC F_T_ or power listen
(Selgctive)
Global [Timeout | BAP Tag dées not support Bat- battery ready
- or stateful bat-
tery Saver Mode
tery ready
1: Qudry and Flex‘Query start a new round and may change the session. Query and Flex_Query alsd
instructs a Tag te-load a new random value into its slot counter.

2: As described in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

3: “Unsupported parameters” shall mean an access command with a correct handle and CRC and
that is recognizable by the Tag but contains or specifies (1) a nonzero or incorrect RFU value, (2) an
unsupported CSI; (3) an encapsulated command that is unsupported or disallowed, (4) an unsupported
or incorrect memory bank, memory location, address range, lock payload, blockpermalock payload,
KeyID, or FileNum, (5) a hidden or locked memory bank or location, (6) an unsupported file or files,
(7) insufficient or unallocateable memory, (8) an unencrypted message that requires encryption, (9)
a command that requires encapsulation but is nonetheless unencapsulated (see Table 6.28), (10) a
delayed or in-process reply and the specified operation causes the Tag to encounter an error, (11) an
RFU privilege value, (12) an operation for which the Interrogator has insufficient privileges, (13) an
unsupported cryptographic parameter, or (14) other parameters not supported by the Tag.

4: “Incorrect handle” shall mean an access command with a correct CRC and that is recognizable by the
Tag but has an incorrect handle. The default next state is secured, but the cryptographic suite indicated
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by CSI in the prior Challenge or Authenticate command may specify that a Tag reset its crypto engine
and transition to the open state upon receiving a security command with an incorrect handle.

5: “Improper” shall mean a command (except Req_RN or Query) that is recognizable by the Tag but is
interspersed between successive Kill or Access commands in a password-based kill or access command

sequence, respectively (see Figure 6.24 and Figure 6.26).

6: “Invalid” shall mean a command not recognizable by the Tag such as (1) an erroneous command
(example: a command with an incorrect length field or a BlockWrite/BlockErase with a zero-valued

\ m‘r](‘mlnf)’ (7) acommand with a CRC erraor, ('2) an lmcnppm‘fpd command or (4) a Write command for
Which the immediately preceding command was not a Req_RN. The default next state is secured)but the
cryptographic suite indicated by CSI in the prior Challenge or Authenticate command may specifly that a
[ag reset its cryptographic engine and transition to the open state upon receiving an invalid cojnmand.
/: Details about these timers can be found in sub-clauses 7.3.2.2 and 7.3.2.3.
B.2.11 Present state: Killed
Table B.18 — Killed state-transition table
Command Condition Action Next State
Query all - killed
QueryRep all - killed
QueryAdjust all - killed
ACK all - killed
NAK all - killled
Req_RN all - killed
Select all - killed
Read all - killed
Write all - killed
Kill all - killed
Lock all - killed
Access all - killed
BlockWrite all - killed
BlockErase all - killed
BlockPermalock all - killed
Challenge all - killed
Authenticate all - killed
AuthComm all - killed
SecureComm all - killed
ReadBuffer all - killed
KeyUpdate all - killed
Untraceable all - killed
FileSetup all - killed
FileOpen all - killed
FilePrivilege all - killed
TagPrivilege all - killed
FileList all - killed
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Table B.18 (continued)

Command Condition Action Next State
Flex_Query all - killed
BroadcastSync all - killed
HandleSensor all - killed
Faulty all - killed
BAP Tag supports Battery Saver
INACT.T 1or Mode - killed
(Selgctive)
Global Fimeout |BAP Tag does not support Battery _ Killed
Saver Mode
1: Detdils about these timers can be found in sub-clauses 7.3.2.2 and 7.3.2.3.
B.3 Sgate transition tables for BAP Manchester
B.3.1 [Present state: Hibernate
Table B.19 — Hibernate state-transition table
Command Condition Action Next State
Activatjon command activation code
all -
pileamble check
B.3.2 [Present state: Activation code check
Table B.20 — Activation code‘check state-transition table
Command Condition Action Next State
Invalid Activation Mask - statef:;ltglber-
Short)Activation a e -
cofnmand Valid Activation™ask or Wildcard (Wildcard earall timers, set Inven-
. toried flags to A, deassert | battery ready
authorized) SL
Invalid Activation Mask - stateful hiber-
nate
Valid Activation Mask or Wildcard (Wildcard | Clear all timers, set inven-
authorized), matching flag criteria, Session | toried flags to A, deassert| battery ready
Long Activation Locking OFF SL
cofnmand Valid Activation Mask or Wildcard (Wildcard -
- . o : Program activating Ses-
authorized), matching flag criteria, Session sion timeout timer battery ready
Locking ON or Interrogator locking in effect
Valid Activation Mask or Wildcard (Wildcard _ stateful hiber-
authorized), mismatching flag criteria nate
Set that flag to A as soon R
. . ! activation code
N/A Flag timer expires as current operations
check
allow
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Table B.21 — Stateful Hibernate state-transition table

Command/ Condition Action Next State
Event
all timers expired - hibernate
Check flag timers stateful hiber-
at least one flag timer active - nate
Activation o I
actiyation
command all -
code|check
preamble
_ _ Set that flagto A assobA | el hiber-
N/A flag timer expires as current operations nhte
allow.
B.3.4 Present state: Battery Ready
Table B.22 — Battery Ready state-transition table
Command/Event Condition Action Nex{ State
Manufacturer option to
ignore or “re-activate”. If
re-activation supported,
o then set inventoried flag o
Activation command : actiyation
all to A for the active battery
preamble : codejcheck
ready session, deassert SL,
and go to hibernate mode/
activation code check
state
Query BATa slot=0; matching inventoried & SL flags and backscatter new RN16 rdol
mini-select Py
(Short Activation or - -
Long Activation with |Slot<>0; matehing inventoried & SL flags and _ arbltrate
Session Locking mini-select
OFF) Otherwise - battery ready
Matching Interrogator ID (if Interrogator
focking is in effect), slot=0; matching acti-
vating session inventoried & SL flags and backscatter new RN16 rqply
Query_BAT2 mini-select
('Long Ac.tivation Matching Interrogator ID (if Interrogator
with S_.essmn Lock- | Jocking is in effect), slot<>0; matching acti- _ arbltrate
ingoN) vating session inventoried & SL flags and
mini-select
Otherwise - batterly ready
QueryRep All - battery ready
QueryAdjust All - battery ready
ACK All - battery ready
NAK All - battery ready
Req_RN All - battery ready

into its slot counter.
b

a  Query_BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value

“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, or any other command either not recognized or not executable by the Tag.
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Table B.22 (continued)

Command/Event Condition Action Next State
Select (Short Acti-
vation or Long Acti- All assert or de-assert SL, or battery ready
vation with Session set inventoried to 4 or B
Locking OFF)
Matching Interrogator ID (if Interrogator | assertor de-assertSL, or
Se?ect (Long Acti- | |ocking is in effect), matching activating ses- setactivating session battery ready
Vatl]_(,)(r)lc‘l/\{,ilrtlg Br;ls)slon sion, or Target is SL inventoried to A or B
Otherwise - battery ready]|
Read All - battésy ready
Write All - battery ready
Kill All - battery ready
Lock All - battery ready
Access all - battery ready
BlockWrite all - battery ready|
BlockErase All - battery ready
BlockPermalock All - battery ready
dutonge | mmortedsecurty tmeout ansupperted 511 0" ety ready
supported CSI & executable message store result, set C=1 battery ready
Authenticate All - battery ready]|
AuthComm All - battery ready
SecireComm All - battery ready
RepdBuffer All - battery ready]|
KegyUpdate All - battery ready
Ungraceable All - battery ready
FlleSetup All - battery ready]|
FfleOpen All - battery ready
FilgPrivilege All - battery ready
TagPrivilege All - battery ready]|
FileList All - battery ready
Faulty invalid b - battery ready
Brdadcast IP. All - battery ready
Next all - battery ready]|
a  Quety~BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value

intoits s

ot counter.

b “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, or any other command either not recognized or not executable by the Tag.
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Command/Event Condition Action Next State
Matching Interrogator ID (if Interrogator
locking is in effect), matching activating ses- _ stateful
sion (if session locking is in effect), matching hibernate
inventoried & SL flags, Override=0
Matching Interrogator ID (if Interrogator 2et11nventto ;‘;‘ed fliagls to stateful
lockingisin effect) Override=1 » deasser » and clear hibernate
S 77 timers
Deactivate_BAT Matching Interrogator ID (if Interrogator
locking is in effect), matching activating ses-
sion (if session locking is in effect), mismatch- batterly ready
ing inventoried or SL flags, Override=0
Mismatching Interrogator ID (if Interrogator
locking is in effect), mismatching activating
session (if session locking is in effect), Over- batterly ready
ride=0
Set inventoried flags to
. stafeful
Multirate_Reset all A,deassert SL, and clear .
. hibgrnate
timers
Flag timer expires all Set that flag tOA. as soon as batterly ready
current operations allow
(Selective) Global Setactive session flag_to stafeful
: all A and clear active session .
Timeout or INACT.T : . hibgrnate
flag timeout timer, SL-~SL
HandleSensor all - batter]y ready
BroadcastSync all - batterly ready
OpRegister Read/
Write all batterly ready
Invalid b all - batterny ready
@ Query_BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new rand¢m value
into its slot counter.
“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, or any other command either not recognized or not executable by the Tag.
B.3.5 Present state: Arbitrate
Table B.23 — Arbitrate state-transition table
Comimand Condition Action Next State
Manufacturer option to
ignore or “re-activate”. If
re-activation supported
Activation command then set lnvenForled flag activation
all to A for the active battery
preamble code check

ready session, deassert SL,
and go to hibernate mode/
activation code check
state

a  Query_BAT starts a new round and may change the session.

b Query BAT and QueryAdjust instruct a Tag to load a new random value into its slot counter.

¢ “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_ BAT or Deactivate_ BAT) with a session parameter not matching
that of the inventory round currently in progress, or any other command either not recognized or not executable by the Tag.
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Table B.23 (continued)

Command Condition Action Next State
Query_BAT ab slot=0; matChmgrlnl;Kﬁl;:;ﬁrclfd & SL flags and backscatter new RN16 reply
(Short Activation — -
or Long Activation |Slot<>0; matching inventoried & SL flags and _ arbitrate
with Session Lock- mini-select
ing OFF) Otherwise - battery ready
Matching Interrogator 1D (1f Interrogator
locl-<1ng isin effect], slot?O; matching acti- backscatter new RN16 replx
i b vating session inventoried & SL flags and
Quety BAT 2 mini-select
(LongActivation Matching Interrogator ID (if Interrogator
with S pssion Lock- locking is in effect), slot<>0; matching acti- ~ arbitrate
ing ON) vating session inventoried & SL flags and
mini-select
Otherwise - arbitrate
Matching Interrogator ID (if Interrogator
locking is in effect), slot=0 after decrementing| backscatternew RN16 reply
slot counter
QyeryRep - -
Matching Interrogator ID (if Interrogator
locking is in effect), slot<>0 after decrement- - arbitrate
ing slot counter
Matching Interrogator ID (if Interrogator
locking is in effect), slot=0 backscatter new RN16 reply
g erb . :
QuetyAdjust Matching Ir_1ter_ro.gator ID (if Interrogator B arbitrate
locking is in effect), slot<>Q
Otherwise - arbitrate
ACK all - arbitrate
NAK all - arbitrate
Req_RN all - arbitrate
Select [Short Acti-
vation ¢r Long Acti- assert or de-assert SL, or
. ith : all battery ready
vation vith Session set inventoried to 4 or B
Locking OFF)
) Matching Interrogator ID (if Interrogator assert or de-assert SL, or
Select|(Long Acti- | |gekihg is in effect , matching activating ses- At ; battery read
vation With Session 8 _ 1§ 8 set activating session y Yy
Locking ON) sion, or Target is SL inventoried to A or B
Otherwise - arbitrate
Read all - arbitrate
Write all - arbitrate
Kill all - arbitrate
Lock all - arbitrate
Access all - arbitrate
Erase all - arbitrate

a  Query_BAT starts a new round and may change the session.

b Query BAT and QueryAdjust instruct a Tag to load a new random value into its slot counter.

¢ “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_ BAT or Deactivate_ BAT) with a session parameter not matching
that of the inventory round currently in progress, or any other command either not recognized or not executable by the Tag.
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Command Condition Action Next State
BlockWrite all - arbitrate
BlockErase all - arbitrate
BlockPermalock all - arbitrate
supported security timeout, unsupported CSI, _
Challenge not-executable message, nonzero RFU bits set €=0, St‘qlﬁ result, set battery ready
Supported CSI & executable message N
Authenticate all - arbitrate
AuthComm all - arbfitrate
SecureComm all - arbitrate
ReadBuffer all - arbftrate
KeyUpdate all - arbftrate
Untraceable all + arbitrate
FileSetup all - arbltrate
FileOpen all - arbitrate
FilePrivilege all - arbitrate
TagPrivilege all - arbltrate
FileList all - arbitrate
Faulty invalid ¢ - arbftrate
Broadcast ID all - arbijtrate
Next all - arbitrate
Matching Interrogatot D’ (if Interrogator
locking is in effect), matching activating ses- _ stafeful
sion (if session locking is in effect), matching hibdrnate
inventoried & SL flags, Override=0
Matching Interrogator ID (if Interrogator Set inventoried flags to stafeful
RN o A, deassert SL, and clear .
Deactivate BAT lotking is in effect), Override=1 timers hibgrnate
Matching Interrogator ID (if Interrogator
locking is in effect), matching activating ses- _ battery read
sion (if session locking is in effect), mismatch- Y y
ing inventoried or SL flags, Override=0
otherwise - arbitrate
Set inventoried flags to stakeful
Multirate_Reset all A, deassert SL, and clear .
. hibdrnate
timers
Flag timer expires all Sft Etlff f lflfnzoqﬂfff?ﬁiis arbijtrate
current-operationsaleow
Set active session flag to
(Selective) Global all A and clear active ses- stateful
Timeout or INACT_T sion flag timeout timer, hibernate
SL—-~SL
HandleSensor all - arbitrate

a
b

C

Query_BAT starts a new round and may change the session.

Query_BAT and QueryAdjust instruct a Tag to load a new random value into its slot counter.

“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_BAT or Deactivate_ BAT) with a session parameter not matching
that of the inventory round currently in progress, or any other command either not recognized or not executable by the Tag.
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Table B.23 (continued)

Command Condition Action Next State
BroadcastSync all - arbitrate
OpReg istgr Read/ all - arbitrate
Write
Invalid ¢ all - arbitrate
a  Query_BAT starts a new round and may change the session.

b Quety BAT and QueryAdjust instruct a Tag to load a new random value into its slot counter.
¢ “Invplid” shall mean an erroneous command, an unsupported command, a command with invalid parameters; aj
commar|d with a CRC error, a command (other than Query_BAT or Deactivate_BAT) with a session parameter not rhatching|
that of the inventory round currently in progress, or any other command either not recognized or not executable'by the Tag,
B.3.6 |Present state: Reply
Table B.24 — Reply state-transition table
Corpmand Condition Action Next State
Manufacturer optiofi to ignore
or “re-activate¥ Ifre-activation
Activdtion com- supported, théwset 1.nventor1ed activation code
all flag to A£of the active battery
mand|preamble ) check
ready session, deassert SL, and
go to-hibernate mode/activa-
tion code check state
Query_BAT ab slot=0; matching 11_1vgntor1ed & SL backscatter new RN16 reply
o flags and mini-select
(ShortfActivation — -
or Long Activation | Slot<>0; matching inventoried &SL _ arbitrate
with Sdssion Lock- flags and mini-select
ing OFF) otherwise - battery ready
Matching Interrogator ID(f Interroga-
tor lo_ckmg isin effec_t), slot=0;_ matching backscatter new RN16 reply
b activating session inventoried & SL
Query_BAT 2 flags afid'mini-select
(LongActivation | Matching Infenrogator ID (if Interroga-
with sessmn Lock-| tor lockingiis in effect), slot<>0; match- B arbitrate
infg ON) ing actitafing session inventoried & SL
flags and mini-select
Otherwise - reply
Matching Inlterlzf)ga'FOI_‘ IDf(flf Interroga- B arbitrate
QukryRep tor locking is in effect)
otherwise - reply
Matching Interrogator ID (if Interroga- N g )
tor locking is in effect), slot=0 pAtRSLATEL HEW R TPy
QueryAdjustb Matching Interrogator ID (if Interroga- _ arbitrate
tor locking is in effect), slot<>0
Otherwise - reply

a  Query_BAT starts a new round and may change the session.
b Query BAT and QueryAdjust instruct a Tag to load a new random value into its slot counter.

¢ “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_BAT or Deactivate_ BAT ) with a session parameter not matching
that of the inventory round currently in progress, or any other command either not recognized or not executable by the Tag.
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Table B.24 (continued)

Command Condition Action Next State
ACK valid RN16 see i’I;a;)ul:hi.I}iz,e]ia(csl;secgf;(.e{)SSD acknowledged
invalid RN16 - reply
| e erogato D (fnterroge —
Otherwise - reply
Req_RN all - arbifrate
Select (Short
Activation or Long assert or de-assert SL, or
Activation with all battery ready
Session Locking set inventoried to A orB
OFF)
Select (Long Matching Interrogator ID (if Interro- assert or de-agsert SL, or
Activation with gator locking is in effect), matching | set activating se§sion invento- | battery ready
Session Locking activating session, or Target is SL riedto A or B
ON) Otherwise - reply
Read all - arbifrate
Write all - arbifrate
Kill all - arbifrate
Lock all - arbifrate
Access all - arbifrate
BlockWrite all - arbifrate
BlockErase all - arbifrate
BlockPermalock all - arbifrate
supported secufity timeout, unsup-
ported CSI, not-executable message, set C=0 battery ready
Challenge nonzero RFU bits
supperted CSI & executable message store result, set C=1 battery ready
Authenticate all - arbifrate
AuthComm all - arbifrate
SecureComm all - arbifrate
ReadBuffer all - arbifrate
KeyUpdate all - arbifrate
Untraceable all - arbifrate
FileSetup all - arbifrate
FileOpen all - arbitrate
FilePrivilege all - arbitrate
TagPrivilege all - arbitrate
FileList all - arbitrate

a  Query_BAT starts a new round and may change the session.
b Query_BAT and QueryAdjust instruct a Tag to load a new random value into its slot counter.

¢ “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_BAT or Deactivate_BAT ) with a session parameter not matching
that of the inventory round currently in progress, or any other command either not recognized or not executable by the Tag.
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Table B.24 (continued)

in effect), matching inventoried & SL
flags, Override=0

Command Condition Action Next State
T, timeout See Figure 6.18 and Table 6.16 - arbitrate
Faulty invalid ¢ - reply
Broadcast ID all - reply
Next all - reply
Matching Interragatar ID (if Interra-
aciivating session (it session ocking s i stateful hihf

Matching Interrogator ID (if Interroga-

Set inventoried flags to A, deas-

stateful hiber-

Deactjvate BAT tor locking is in effect), Override=1 sert SL, and clear timers nate
Matching Interrogator ID (if Interro-
gator locking is in effect), matching
activating session (if session locking is - battery ready
in effect), mismatching inventoried or
SL flags, Override=0
otherwise - reply
Multitate Reset all Set inventoried flags t_o A, deas-| stateful hiber-
sert SL)and clear timers nate
Flae tither expires all Set that'flag to 4 as soon as cur- repl
& p rent operations allow Py
T timeout See Figure 6.18 and Table 6.16 - arbitrate
HandleSensor all - arbitrate
BroadlcastSync all - reply
OpReg stgr Read/ all - arbitrate
Write
Inlvalid c all - reply

a  Quefy_BAT starts a new round and may change the session.

¢ “Invplid” shall mean an erronequs command, an unsupported command, a command with invalid parameters, a|
commar|d with a CRC error, a cominiand (other than Query_BAT or Deactivate_ BAT ) with a session parameter not matching|
that of the inventory round curtently in progress, or any other command either not recognized or not executable by the Tag,

b Quefy BAT and QueryAdjust instrugta Tag to load a new random value into its slot counter.
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Table B.25 — Acknowledged state-transition table

Command

Condition

Action

Next State

Activation com-

all

Manufacturer option to ignore
or “re-activate”. If re-activation
supported, then set invento-
ried flag to A for the active

activation code

lllalld lCalllblC \rh \'k
F battery ready session, deassert
SL, and go to hibernate mode/
activation code check state
backscatter new RN16;
slot=0; matching inventoried ® & SL | transition inventoried b ffofn regfly
flags and mini-select A-B or B-A if and only-ifdiew
Query_BAT a (Short session matches prip¥/session
Activation or Long o . transition inventoried b from
Activation with Ses-| slot<>0; matching inventoried > &SL A-B or B-A ifand only if new arbitirate
sion Locking OFF) flags and mini-select ion mapehd prior fon
transitiofvinventoried from
otherwise A-B or.B—A if and only if new | battery ready
session matches prior session
Matching Interrogator ID (if Interroga- backscatter new RN16;
tor locking is in effect), slot=0; matchs . . redl
ing activating session inventoried b&"| transition inventoried b from i
Query_BAT 2 SL flags and mini-select A-Bor B—A
(Long Activation | Matching Interrogator ID (if Inferroga- backscatter new RN16;
with Session Lock- | tor locking is in effect), slot<0; match- . . arbitkate
ing ON) ing activating session invéntoried b & | transition inventoried b from
SL flags and mini*select A-Bor B—A
otherwise - acknowlledged
Matching Interrogator ID (if Interroga- | transition inventoried from
loeking is in effect) A-B or B—A battery ready
QueryRep tor loeKing
otherwise - acknowlledged
Matching Interrogator ID (if Interroga- | transition inventoried from b d
i locking is in effect) A-Bor B—A attery ready
QueryAdjust tor locking isine
otherwise - acknowlledged
. see Table 6.17, Backscatter SSD
valid RN16 if authorized (see 8.5.1) acknowlledged
ACK
invalid RN16 - arbitirate
Matching Interrpga?ox_‘ ID (if Interroga- B arbithate
NAK tor locking is in effect)
otherwise = acknaow ]edged

into its slot counter.

a  Query_BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value

b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

¢ “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_BAT or Deactivate_ BAT) with a session parameter not matching
that of the inventory round currently in progress, or any other command either not recognized or not executable by the Tag.
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Table B.25 (continued)

Command Condition Action Next State
valid RN16 &
backscatter handle open
access password<>0
Req_RN valid RN16 &
backscatter handle secured
access password=0
invalid RN16 — ar‘l(nnurlpdgnﬂ
Select ($hort Activa-
tion of Long Acti- assert or de-assert SL, or
. ith . all batteryneady
vation yith Session set inventoried to A or B
Locling OFF)
) Matching Interrogator ID (if Interro- assert or de-assert SL, or
Select (L.‘Oﬁl ‘g Acti- gator locking is in effect), matching | set activating session inventaz- battery ready
vation yith Session | actjvating session, or Target is SL ried to A or B
Locking ON)
Otherwise - acknowledged
Read all - arbitrate
Vrite all ~ arbitrate
Kill all > arbitrate
Lock all - arbitrate
Access all - arbitrate
BldckWrite all - arbitrate
BldckErase all - arbitrate
BlocklPermalock all - arbitrate
supported security timeout, unsup-
CHallenge ported CSI, not-executableshéssage, set C=0 battery ready
nonzero RFU bits
supported CSI & executable message store result, set C=1 battery ready
Authenticate all - arbitrate
AuthComm all - arbitrate
SecyreComm all - arbitrate
ReqdBuffer all - arbitrate
KeyUpdate all - arbitrate
Untraceable all - arbitrate
FileSetup all - arbitrate
FileOpen all - arbitrate
FilePrivilege all - arbitrate
TagPrivilege all - arbitrate
FileList all - arbitrate
Ty timeout See Figure 6.18 and Table 6.16 - arbitrate
Faulty invalid ¢ - acknowledged

a  Query_BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value

into its slot counter.

b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

¢ “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_ BAT or Deactivate_BAT) with a session parameter not matching
that of the inventory round currently in progress, or any other command either not recognized or not executable by the Tag.
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Table B.25 (continued)

Command Condition Action Next State
Broadcast ID all - acknowledged
valid RN16 Backscatter RN16 stateful hiber-
Next nate
invalid RN16 - acknowledged
Matching Interrogator ID (if Interro-
gator ToCKIng 15 1N effect], matchimg stateful hiber-
activating session (if session locking is - ake
in effect), matching inventoried & SL
flags, Override=0
Matching Interrogator ID (if Interroga- Setinventoried flags to A, statefu] hiber-
Deactivate BAT tor locking is in effect), Override=1 deassert SL, and clear timeps nafe

Matching Interrogator ID (if Interro-
gator locking is in effect), matching
activating session (if session locking is
in effect), mismatching inventoried or
SL flags, Override=0

batteryf ready

otherwise - acknowlledged
Multirate_ Reset all Setinventoried flags Fo A, stateful hiber-
deassert SL, and clear timers nafe
Flag timer expires all Set that flag tOA. as soon as acknow|ledged
current operations allow
T; timeout See Figure 6.18 and Table 6.16 - arbitirate
HandleSensor all - arbitrate
BroadcastSync all - acknowlledged
OpReg ister Read/ all - arbitirate
Write
Invalid ¢ all - acknow|ledged
@ Query_BAT starts a new round and'may change the session. Query_BAT also instructs a Tag to load a new rand¢m value
|Lnto its slot counter.
As described in 6.3.2.10, a(Tag transitions its inventoried flag prior to evaluating the condition.
c  “Invalid” shall meap-an-érroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query BAT or Deactivate_ BAT) with a session parameter not rhatching
hat of the inventory round currently in progress, or any other command either not recognized or not executable by the Tag.
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B.3.8 Present state: Open

Table B.26 — Open state-transition table

Command Condition Action Next State
Manufacturer option to ignore
or “re-activate”. If re-activation
Activation Com- su_pported, then set lnver_lto- activation code
mandp 11 all ried flag to A for the active N
P battery ready session, deassert h
SL, and go to hibernate mode/
activation code check state
backscatter new RN16; transi-
slot=0; matching inventoried P & SL | tion inventoried b from A—B Fenl
flags and mini-select or B—A if and only if new ses- Py
Qugry_BAT 2 sion matches prior session
(Shorg Activation transition inventoried b from
oo . iNg i iad b
or Long Activation slot<>0; Hlaatscglrrlldgrl:i‘rll?_l;g);cl:d &SL | 4SBorB-Aifand onlyifnew arbitrate
with S¢ssion Lock- 8 session matches prior'session
inlg OFF) — -
transition inventoried from
otherwise A-Bor B—A if.andonly if new | battery ready
session matches prior session
Matching Interrogator ID (if Interroga- backScatter new RN16;
tor locking is in effect), slot=0; match- <V . 1
ing activating session inventoried b & | transition inventoried b from reply
Query_BAT 2 SL flags and mini-select A-Bor B4
(LonglActivation | Matching Interrogator ID (if Interrogas backscatter new RN16;
with S¢ssion Lock- | ¢or locking is in effect), slot<>0; matgch- .
ing ON) ing activating session inventoriedb& | transition inventoried b from arbitrate
SL flags and mini-select A-Bor B-A
otherwise - open
Matching Interrogator ID_(if Interroga- | transition inventoried from b d
locking is'in effect) A-Bor B—A attery ready
QueryRep tor locking i
otherwise - open
Matching Interrogator ID (if Interroga- | transition inventoried from b
Lo attery ready
QudryAdjust tor'logking is in effect) A—-Bor B—A
otherwise - open
. see Table 6.17, Backscatter SSD
valid handle if authorized open
ACK if authorize
invalid handle - open
Matching Interrgga?or ID (if Interroga- _ arbitrate
NAK tor locking is in effect)
otherwise - open
valid handle backscatter new RN16 open
Req_RN
invalid handle - open

into its slot counter.

b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

a  Query_BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value

d  “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_BAT or Deactivate_BAT) with a session parameter not matching
that of the inventory round currently in progress, an otherwise valid command interspersed between successive Kill or
Access commands in a kill or access sequence, respectively; or any other command either not recognized or not executable
by the Tag.
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Table B.26 (continued)

Command Condition Action Next State
Select (Short Activa-
tion or Long Acti- assert or de-assert SL, or
. ith . all . . battery ready
vation with Session set inventoried to A or B
Locking OFF)
_ Matching Interrogator ID (if Interro- assert or de-assert SL, or
Select (Long Acti- | gator locking is in effect), matching | got activating session invento- | battery ready
vation with Session | activating session, or Target is SL ried to A or B
Locking ON)
Otherwise - opén
valid handle & valid memory access backscatter data and handle opén
Read valid handle & invalid memory access backscatter error code op¢n
invalid handle - opén
valid handle & valid memory access | backscatter handle when done opén
Write valid handle & invalid memory access backscatter’error code opén
invalid handle - opén
valid handle & valid nonzero kill pass- .
word & Recom = 0 backscatter handle when done killed
valid handle & valid nonzero kill pass- I
Kill word & Recom <> 0 bagkscatter handle when done opén
(see also . . . .
Figure 6.24) valid handle & invalid nonzero kill B arbithate
password
valid handle & kill passwoird=0 backscatter error code opén
invalid handle - opé¢n
Lock all - opén
Access valid handle & validaccess password backscatter handle secured
(see also valid handle &.invalid access password - arbitfate
Figure 6.26) invalid handle - opén
valid handle & valid memory access | backscatter handle when done opén
BlockWrite valid handle & invalid memory access backscatter error code opén
invalid handle - opé¢n
valid handle & valid memory access | backscatter handle when done opén
BlockEragse valid handle & invalid memory access backscatter error code opén
invalid handle - opén
BlockPermalock all - opén
supported security timeout, unsup-
o ported CSI, not-executable message, set C=0 reafly
Lnatienge nonzero RFU bits
supported CSI and executable message store result, set C=1 ready

by the Tag.

a  Query_BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value
into its slot counter.

b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

d  “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_BAT or Deactivate_ BAT) with a session parameter not matching
that of the inventory round currently in progress, an otherwise valid command interspersed between successive Kill or
Access commands in a kill or access sequence, respectively; or any other command either not recognized or not executable
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Table B.26 (continued)

Command Condition Action Next State
supported security timeout backscatter error code open
store result; set C=1, backscat- open or
executable & senrep=0 3
ter response when done secured
Authenticate _ backscatter response when open or
executable & senrep=1 done secured 3
Crypto error SE€ crypto suite arbitrate
new authentication reset crypto engine open
supported security timeout backscatter error code open
prior Tag authentication & executable backscatter response when Sz ehcapsi
AuthComm done lated command
no prior Tag authentication backscatter error code open
crypto error see crypto suite arbitrate
supported security timeout backscatter error.cede open
prior Tag authentication, executable, | store result; set C=1, backscat- | see encapsu-
& senrep=0 ter response‘'when done lated command
SecyreComm prior Tag authentication, executable, backscatter{response when see encapsu-
& senrep=1 done lated command
no prior Tag authentication backscatter error code open
crypto error see crypto suite arbitrate
C=1 backscatter data open
ReqdBuffer
C=0 backscatter error code open
KeyUpdate all - open
Untraceable all - open
FileSetup all - open
close current file; open
FileOpen executable requested file; backscatter file open
info
FilefPrivilege all - open
TaglPrivilege all - open
esult; =1 kscat-
executable & senrep=0 storer ; set C=1, backscat open
o ter response when done
HileList back N
executable & senrep=1 ac scatterd_p_i)e;;se onse when open
a  Quefy_BAT-starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value|
into its dlot counter.
b Asdeseribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition

d  “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_ BAT or Deactivate_BAT) with a session parameter not matching
that of the inventory round currently in progress, an otherwise valid command interspersed between successive Kill or
Access commands in a kill or access sequence, respectively; or any other command either not recognized or not executable
by the Tag.
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Table B.26 (continued)

Command Condition Action Next State
unsupported parameters 4 backscatter error code open
incorrect handle ¢ none unless sgsictlgled by crypto open
Faulty - -
improper 6 - arbitrate
nwalid 7 none unless specified by crypto anen
suite T
Broadcast ID all - opé¢n
N valid RN16_handle Backscatter RN16_handle statefll;l_glber-
ext
invalid RN16_handle - opén
Matching Interrogator ID (if Interro-
g;.ator.locklnglls 1n.effect.), match'lng. statefull hiber-
activating session (if session locking is - nake
in effect), matching inventoried & SL I
flags, Override=0
Matching Interrogator ID (if Interroga- Set inventoried flags to A, stateful hiber-
Deactivate BAT tor locking is in effect), Override=1 deassérxt SL, and clear timers nate
Matching Interrogator ID (if Interro-
gator locking is in effect), matching
activating session (if session locking is - batterylready
in effect), mismatching inventoried.or
SL flags, Override=0
otherwise - opén
Multirate Reset all Set inventoried flags to A, statefull hiber-
- deassert SL, and clear timers nate
. . Set that flag to A as soon as
Flag timer expires all current o . opén
perations allow
(Selective) Global I STt active session flafgl, toA and stateful hiber-
Timeout or INACT T a clear active session flag time- nake
- out timer, SL>~SL I
backscatter header = 0,
valid handle & valid command payload response code and handle opén
when internal processing done
HandleSensor valid handle & invalid command pay- | backscatter header =1, error onén
load code (see Annex I) and handle p
invalid handle - opén
BroadeastSync all - opén
OpRegister Read/ B I
Write all opgn

into its slot counter.

by the Tag.

b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

a  Query_BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value

d  “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_BAT or Deactivate_ BAT) with a session parameter not matching
that of the inventory round currently in progress, an otherwise valid command interspersed between successive Kill or
Access commands in a kill or access sequence, respectively; or any other command either not recognized or not executable
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Table B.26 (continued)

Command

Condition

Action

Next State

Invalid d

all, excluding valid commands inter-
spersed between successive Kill or
Access commands in a kill or access
sequence, respectively (see Figure 6.24
and Figure 6.26).

open

Otherwise valid commands, except

Req_RN or Query_BAT, interspersed
between successive Kill or Access
commands in a kill or access sequence,
respectively (see Figure 6.24 and Fig-
ure 6.26).

arbitrate

a  Que
into its §

b Asd

d  “Inv
commar
that of t
Access c
by the T

lot counter.

g.

[V_BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new.random value

escribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

plid” shall mean an erroneous command, an unsupported command, a command with' invalid parameters, a
d with a CRC error, a command (other than Query_BAT or Deactivate_BAT) with a sessiorl parameter not matching
he inventory round currently in progress, an otherwise valid command interspersed between successive Kill or]
mmands in a kill or access sequence, respectively; or any other command eithernot recognized or not executable

B.3.9

Present state: Secured

Table B.27 — Secured state-transition table

Command Condition Action Next State
Manufacturer option to ignore
or “re-activate”. If re-activation
Activ@ition com- su_pported, then set mver_lto- activation code
all ried flag to A for the active
mand preamble . check
battery ready session, deassert
SL, and go to hibernate mode/
activation code check state
backscatter new RN16; transi-
slot=0; matching inventoried » & SL | tion inventoriedb from A—>B
g
o : : reply
flags’and mini-select or B—A if and only if new ses-
Qudry_BAT 2 sion matches prior session
(Shorg Activation 1 . hine i iedb & sL | transition inventoried b from
or Lon Activation | $iot<>0; matching inventoried & SL | 5 p .4 ifand only if new arbitrate
with S¢ssion Lock- flags and mini-select session matches prior session
injg OFF) . .
transition inventoried from
otherwise A-Bor B—Aifand only if new | battery ready
session matches prior session
a  Quefy-BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value
into its slot counter.

b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

d  “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_BAT or Deactivate_BAT) with a session parameter not matching
that of the inventory round currently in progress, an otherwise valid command interspersed between successive Kill or
Access commands in a kill or access sequence, respectively; or any other command either not recognized or not executable

by the Tag.

226

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

Table B.27 (continued)

Command Condition Action Next State
Matching Interrogator ID (if Interroga- backscatter new RN16;
tor locking is in effect), slot=0; match- o ) I
ing activating session inventoried b & | transition inventoried b from reply
Query_BAT?2 SL flags and mini-select A—B or B—A
(L%ng Ac.tivatiorll< Matching Interrogator ID (if Interroga- backscatter new RN16;
with Session Lock- | tor Jocking is in effect), slot<>0; match- i
g o) Thg activating session inventoried b & | tramsitiominventorfed>from atbitrate
SL flags and mini-select A-Bor B—A
otherwise - secufred

Matching Interrogator ID (if Interroga-

transition inventoried from

batteryready

tion or Long Acti-
vation with Session

all

assert or de-assert SL, or

set inventoried to A or B

QueryRep tor locking is in effect) A-Bor B-A
otherwise - secufred
Matching Interrf)ga‘.cor ID (if Interroga- | transition inventoried from battery| ready
QueryAdjust tor locking is in effect) A-Bor B-A
otherwise \ secufred
valid handle see _Table 6.1_7, Backscatter SSD secu)red
ACK if authorized (see 8.5.1)
invalid handle - secufred
Matching Interrf)ga‘.cor ID (if Interroga- B arbitkate
NAK tor locking is in effect)
otherwise - secufred
Req_ RN valid handle backscatter new RN16 seculred
- invalid handle - secufred
Select (Short Activa-

batterylready

Locking OFF)
Matching Interrogator ID (if Interro- assert or de-assert SL, or
Select (Long Acti- gator ocking is in effect), matching | get activating session invento- | batteryjready
Vatll(,)(r)lc‘I/ZiI;Z (S)(I,\?)smn activating session, or Target is SL ried to A or B
Otherwise - secufred
valid handle & valid memory access backscatter data and handle seculred
Read valid handle & invalid memory access backscatter error code secu|red
invalid handle - seculred
valid handle & valid memory access | backscatter handle when done seculred
Write valid handle & invalid memory access backscatter error code seculred

invalid handle

seculred

into its slot counter.

b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

a  Query_BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value

d  “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_ BAT or Deactivate_ BAT) with a session parameter not matching
that of the inventory round currently in progress, an otherwise valid command interspersed between successive Kill or
Access commands in a kill or access sequence, respectively; or any other command either not recognized or not executable
by the Tag.
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Table B.27 (continued)
Command Condition Action Next State
valid handle & valid noanro kill pass- backscatter handle when done killed
word & Recom =0
. valid handle & valid nonzero kil pass- backscatter handle when done secured
Kill word & Recom <> 0
(see also . . . .
Figure 6.24) valid handlgﬁir::’/\i}ﬂ nonzero kill _ arbitrate
valid handle & kill password=0 backscatter error code secured
invalid handle - secufed
valid handle & valid lock payload backscatter handle when done secured
Lock valid handle & invalid lock payload backscatter error code secured
invalid handle - secured
Access valid handle & valid access password backscatter handle secured
(see also valid handle & invalid access password - arbitrate
Figyre 6.26) invalid handle - secured
valid handle & valid memory access | backscatter handle when done secured
BldckWrite valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle & valid memory access | backscatter handle when done secured
BldckErase valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle, valid payload, & Read/ |backscatter permalock bits and
secured
Lock=0 handle
valid handle, 1nva11d_payload, & Read/ backscatter error code secured
Lock =0
BlocklPermalock valid handle, valid playload, & Read/ backscatter handle when done secured
Lock=1
valid handle, invalid payload, & Read/ backscatter error code secured
Lock=1
invalid handle - secured
supported security timeout, unsup-
ported CSI, not-executable message, set C=0 ready
CHallenge nonzero RFU bits
supported CSI and executable message store result, set C=1 ready
a  Quefy_BAT-starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value|
into its dlot counter.
b Asdeseribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition

d  “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_ BAT or Deactivate_BAT) with a session parameter not matching
that of the inventory round currently in progress, an otherwise valid command interspersed between successive Kill or
Access commands in a kill or access sequence, respectively; or any other command either not recognized or not executable
by the Tag.

228 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

Table B.27 (continued)
Command Condition Action Next State
supported security timeout backscatter error code secured

store result; set C=1, backscat-

executable & senrep=0 ter resbonse when done secured
Authenticate executable & senrep=1 backscatterdlg)enseponse when secured
Crypto error See crypto suite arpitfate
new authentication reset crypto engine op¢n

supported security timeout backscatter error code secured

prior Interrogator authentication & backscatter response when see endapsu-

AuthComm executable done lated command

no prior Interrogator authentication backscatter errorcode secufred
crypto error see crypto-suite arbitfate
supported security timeout backscatterérror code secured

prior Interrogator authentication,

executable store result;set C=1, backscat- | see endapsu-
& senre =6 ter tesponse when done lated command
SecureComm prior Interrogator authentication, Kk h
executable backscatter response when see endapsu-
& senr =1’ done lated command

no prior Interrogator authentication backscatter error code secured

crypto error see crypto suite arbitfrate

ReadBuff Cc=1 backscatter data secu|red

eadBuffer

C=0 backscatter error code secu|red

supported sectrity timeout backscatter error code seculred

prior Interrogatérauthentication, exe- | store result; set C=1, backscat- seculred
cutable, & senrep=0 ter response when done

KeyUpdate prior Intérrogator authentication, exe- | backscatter response when secuked

Cutable, & senrep=1 done ulr

no‘prior Interrogator authentication backscatter error code secu|red

crypto error see crypto suite arbitfrate

Untraceable executable backscatter header when done secu|red

FileSetup executable & senrep=0 store result; set C=1, backscat- seculred
ter response when done

executable & senrep=1 backscatterdﬁe]m when secufred
close current file; open

FileOpen executable requested file; backscatter file secured

info

a  Query_BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value
into its slot counter.

b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

d  “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_ BAT or Deactivate_ BAT) with a session parameter not matching
that of the inventory round currently in progress, an otherwise valid command interspersed between successive Kill or
Access commands in a kill or access sequence, respectively; or any other command either not recognized or not executable
by the Tag.
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Table B.27 (continued)
Command Condition Action Next State
store result; set C=1, backscat-
executable & senrep=0 secured
S ter response when done
FilePrivilege hack "
executable & senrep=1 ac Scatte%ﬁm when secured
store result; set C=1, backscat-
executable & senrep=0 ter response when done secured
TagPrivilege back N
executable & senrep=1 ac scatterdﬁlm when secured
store result; set C=1, backscat-
executable & senrep=0 secured
AileLi ter response when done
ileList
executable & senrep=1 backscatterdr;er_lséppm_e when secured
unsupported parameters 3 backscatter error code secured
incorrect handle 4 none unless spe_c1f1ed bylcrypto secured4or
I suite open
Faulty - -
improper 5 — arbitrate
invalid d none unless spe_clfled by crypto secured6or
suite open
Brogdcast ID all - secured
valid RN16_handle Backscatter RN16_handle stateful hiber-
Next nate
invalid RN16_handle - Secured
Matching Interrogator ID (if Interxo-
gz.ator.lockmg.ls m.effect.), match.lng' stateful hiber-
activating session (if session {ocking is - nate
in effect), matching inventoried & SL
flags, Override=0
Matching InterrogatoriD (if Interroga- | Setinventoried flags to A, stateful hiber-
Deactivate BAT tor locking is inveffect), Override=1 deassert SL, and clear timers nate
Matching Intertrogator ID (if Interro-
gator locking is in effect), matching
activating session (if session locking is - battery ready
in effect), mismatching inventoried or
SL flags, Override=0
otherwise - secured
Multitate Reset all Setinventoried flags Fo A, stateful hiber-
deassert SL, and clear timers nate
. : Set that flag to A as soon as
Flag tilnérexpires all . secured
current operations allow
(Selective) Global Set active session flag to4 and stateful hiber-
. all clear active session flag time-
Timeout or INACT.T . nate
out timer, SL—>~SL

intoitss

lot counter.

b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

a  Query_BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value

by the Tag.

d  “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_BAT or Deactivate_BAT) with a session parameter not matching
that of the inventory round currently in progress, an otherwise valid command interspersed between successive Kill or
Access commands in a kill or access sequence, respectively; or any other command either not recognized or not executable
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Table B.27 (continued)

Command Condition Action Next State
backscatter header =0,
valid handle & valid command payload response code and handle secured
when internal processing done
HandleSensor valid handle & invalid command pay- | backscatter header =1, error secured
load code (see Annex I) and handle
invalid handle — cpr‘nTred
BroadcastSync all - secu|red
valid handle, read, valid reg ID and backscatter read bit, handle, seculred
wordcount and data
) valid handle, write, valid reg ID and backscatter write bit, handle d
OpRegister Read/ wordcount when done secure
Write
valid handle, invalid reg ID or word- backscatter read/write bit, seculred
count error code ulr
invalid handle = seculred
all, excluding valid commands inter-
spersed between successive Kill or
Access commands in a kill or access - secufred
sequence, respectively (see Figure 6.24
and Figure 6.26).
Invalid d
Otherwise valid commands, except
Req_RN or Query, interspersed between
successive Kill or Access commands in - arbitfrate
a kill or access sequence, respéctively
(see Figure 6.24 and Figure 6.26).

@ Query_BAT starts a new round and may changethe session. Query_BAT also instructs a Tag to load a new rand¢m value
into its slot counter.

b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

d  “Invalid” shall mean an erroneouss\tommand, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command_(other than Query_BAT or Deactivate_BAT) with a session parameter not rpatching
hat of the inventory round currently in progress, an otherwise valid command interspersed between successiye Kill or
ccess commands in a Kill or acceéss sequence, respectively; or any other command either not recognized or not executable
by the Tag.

B.3.10 Present state: Killed

Table B.28 — Killed state-transition table

Command Condition Action Next State
Activation Command all _ Killed
Preamble
Query BAT all = Killed
QueryRep all - Killed
QueryAdjust all - Killed
ACK all - Killed
NAK all - Killed
Req_RN all - killed
Select all - killed
a  “Invalid” shall mean an erroneous command, an unsupported command, a command
with invalid parameters, a command with a CRC error, or any other command either not
recognized or not executable by the Tag.
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Table B.28 (continued)

Command Condition Action Next State
Read all - killed
Write all - killed
Kill all - killed
Lock all - killed
Access all = killed
BlockWrite all - killed y\<0
BlockErase all - killed (19
BlockPermalock all - killed (O(b :
Challenge all - killed WY
Authenticate all - killed Q.\Q
AuthComm all - killed
SecureComm all - \@;ﬁ
ReadBuffer all - _Okilled
KeyUpdate all - g\\v‘) killed
Untraceable all - < i killed
FileSetup all pre) Killed
FileOpen all BN killed
FilePrivilege all o2 killed
TagPrivilege all \’{,(\v - killed
FileList al Y - killed
Faulty all |~V - killed
Broadcast ID al{k\v - killed
Next ~alr - killed
Deactivate_BAT | _ -~ all - killed
Flaot - <§\ Set that flagto A _
ag timer explre() all as soon as current killed
al operations allow
(Selective) \51 .
Timeouga@ﬁzT_T all - killed
Mul€j#ate_Reset all - killed
\cﬁﬁ(‘ileb’ensor all - killed
,ﬁroadcastb‘yrzc all - killed
%& OpRegister Read/ all . killed
Invalid a all - killed
a  “Invalid” shall mean an erroneous command, an unsupported command, a command
with invalid parameters, a command with a CRC error, or any other command either not
recognized or not executable by the Tag.
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Annex C
(normative)

Command-Response Tables

Command-Tesponse tabies C.I to C.30 shall define a Tags response to Interrogator commands for
passive PIE tags. For BAP PIE: see C.2 and for BAP Manchester: see C.3

[he term “handle” used in the command-response tables is defined in 6.3.2.6.5; error codes are defined
n Table 1.2; “slot” is the slot-counter output shown in Figure 6.21 and detailed in Annex J; “-‘ in the
Response” column means that a Tag neither executes the command nor backscatters a reply.

.1 Command response tables for passive

(.1.1 Command response: Power-up

Table C.1 — Power-up command-reSponse table

Starting State Condition Response Next State
ready, arbitrate, reply, acknowledged, open, power-u _ feady
secured
killed all - killed

(.1.2 Command response: Query

Table C.2 -'Query 1 command-response table

Starting Condition Response Next State
State
slot=0; matching inventoried & backscatter new RN16 feply
SLflags
i::'?e y,raerbll- slot<>0;-matching inventoried & _ arbitrate
»Teply SL flags
otherwise - ready
_ o — backscatter new RN16; transition inventoried
Slot=0; matching inventoried 2 & 2 ¢ A Aif and onlv if . |
SL flags rom A-Bor B—Ai and only if new session reply
acknowl matches prior session
edged;open, | slot<>0; matching inventoried 2 | transition inventoried 2 from A—B or B—A if .
. . . . arpitrate
secured & SL flags and only if new session matches prior session
: Transition inventoried from A—=B or B—A if and
otherwise . . . . ready
only if new session matches prior session
killed all - killed

1: Query (in any state other than Kkilled) starts a new round and may change the session; Query also
instructs a Tag to load a new random value into its slot counter.

2: Asdescribed in 6.3.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.
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C.1.3 Command response: QueryRep

Table C.3 — QueryRep command-response table

Starting Condition Response Next State
State
ready all - ready
session matches inventory round & slot=0 after | decrement slot counter; backs-
q e aloteatnt e RINLE reply
UucCtTr Llll\zll\,llls SIULT CUUIILCT CALLUT TICVV ININIU
. session matches inventory round & slot<>0
arbitfate .
after decrement slot counter arbitrate
decrementing slot counter
session does not match inventory round - atrbitrate
1 session matches inventory round - arbitrate
reply . :
session does not match inventory round - reply
session matches inventory round transition inventogipdfrom read
acknwl- Y A-Bor B4 Y
edged -
session does not match inventory round - acknowl
edged
. . transition-inventoried from
session matches inventory round ready
op¢n A—-B or B—A
session does not match inventory round - open
session matches inventory round Uransition inventoried from read
secufred Y A—Bor B—A Y
session does not match inventory round - secured
killpd all - killed
C.1.4 |Command response: QueryAdjust
Table C.4 — QueryAdjustl command-response table
Starting State Condition Response Next State
reddy all - ready
session matches inventory round & backscatter new RN16 reply
slot=0
arbitrate session matches inventory round & _ arbitrate
slot<>0
session does not match inventory .
- arbitrate
round
session matches inventory round & backscatter new RN16 reply
slot=0
session matches inventory roun .
reply ion matches inventory round & B arbitrate
slot<>0
session does not match inventory
- reply
round
. . transition inventoried from A—B or
session matches inventory round BoA ready
acknowledged - -
session does not match inventory B acknowl-
round edged
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Table C.4 (continued)
Starting State Condition Response Next State
. . transition inventoried from A-B or
session matches inventory round BoA ready
open ) .
session does not match inventory _ open
round P
. . transition inventoried from A-B or
session matches inventory round BsA ready
secured
session does not match inventory
round - sedured
killed all - rgady
|: QueryAdjust, in the arbitrate or reply states, instructs a Tag to load a new random value|into its
5lot counter.
C.1.5 Command response: ACK
Table C.5 — ACK command-response'table
Starting State | Condition Response Next State
ready all - repdy
arbitrate all - arbitrate
reply correct RN16 seeTable 6.17 acknoyledged
acknowledged m}(:}(;\l{{gd - arbitrate
;(;rrfglc': see Table 6.17 open
open -
1r;1caorf£leect - arbitrate
ilorr:‘e”ct see Table 6.17 seciired
secured -
1r;lcaolfgelect - arbitrate
killed all - killed
[.1.6 Command response: NAK
Table C.6 — NAK command-response table
Starting State Condition Response NextState
ready all - ready
arbitrate, reply, acknowledged, all _ arbitrate
open, secured
killed all - killed
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C.1.7 Command response: Req_RN

Table C.7 — Req_RN command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate, reply all - arbitrate
correct RN16 & access password<>0 backscatter handle open
acknoyledged correct RN16 & access password=0 backscatter_ handle secured
incorrect RN16 - acknowledged
open 1 all backscatter new RN16 open
secyred 1 all backscatter new RN16 secured
killed all - killed
1: See[lable C.30 for the Tag response to an incorrect handle.
C.1.8 [Command response: Select
Table C.8 — Select command-response table
Stafting State Condition Response Next State
assert or deassert'SL; or set inventoried to 4
correct parameters ready
ready or B
incorrect parameters - ready
assert ordeassert SL, or set inventoried to A
correct parameters ready
drbitrate or B
incorrect parameters - arbitrate
assert or deassert SL, or set inventoried to 4
correct parameters ready
reply or B
incorrect parameters - reply
assert or deassert SL, or set inventoried to A
correct parameters B ready
ackinowledged or
incorréct parameters - acknowledged
assert or deassert SL, or set inventoried to 4
Correct parameters ready
open or B
incorrect parameters - open
assert or deassert SL, or set inventoried to A
correct parameters B ready
cecured or
incorrect parameters - secured
kifted att = kitted
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Table C.9 — Read command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate, reply, _ .
acknowledged all arbitrate
open ! all backscatter data ofjen
secured 1 all backscatter data Secfired
killed all - killed
|: See Table C.30 for the Tag response to an incorrect handle or unsupported parameters.
(.1.10 Command response: Write
Table C.10 — Write command-response table
Starting State Condition Response Next/State
ready all - ready
arbitrate, reply, _ )
acknowledged all arbitrate
open 1 all backscatter header when done open
secured 1 all backscatter header when done secpired
killed all - killed

(.1.11 Command response: Kill

Table C.11 — Kill 1 command-response table

[: See Table C.30 for the Tag response to an incorrect handle, unsupported parameterg, or an
mproper command.

St;ltl;lttl:g Condition Response gt‘::(ta
ready all - ready
arbitrate,
aclifrllj({i/,(/l- all - arbitrate
edged
supported security timeout backscatter error code open
- e - . backscatter header when .
PassSword-based Rill & COTTect TONZET0 Ril password done illed
open 2 password-based kill & incorrect nonzero kill password may set security timeout | arbitrate
password-based kill & kill password=0 backscatter error code open
authenticated kill backscatter error code; arbitrate
may set security timeout
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Table C.11 (continued)

Starting . Next
State Condition Response State
supported security timeout backscatter error code secured
password-based Kill & correct nonzero Kill password backscattec{okrlleeader when killed
password-based Kill & incorrect nonzero kill password | may set security timeout | arbitrate
securgd-2 password-based Kill & Kill password=0 backscatter error code | secured
authenticated kill with prior Interrogator authentication backscatter response .
. o killed
& AuthKill privilege when done
authenticated kill but no prior Interrogator authentica- backscatter error code; .
. . . L arbitrate
tion or no AuthKill privilege may set security timeout
killgd all - killed
1: See plso Figure 6.24.

2:  Se
improp

C.1.12

er command.

Command response: Lock

Table C.12 — Lock command-response table

b Table C.30 for the Tag response to an incorrect handle, unsupportéd parameters, or arf

Starting State Condition Response Next State
ready all - ready
arbitrate, reply, .
ackndwledged all arbitrate
dpen all - open
secured 1 all backscatter header when done secured
killed all - killed
1: See [lable C.30 for the Tag response to an incorrect handle or unsupported parameters.
C.1.13|Command response:Access
Table C.13 — Access 1 command-response table
Starting State Condition Response Next State
ready all - ready
arbitrate, reply, _ .
ackndvareed all arbitrate
supported security timeout backscatter error code open
open 2 correct access password backscatter handle secured
incorrect access password may set security timeout arbitrate
supported security timeout backscatter error code secured
secured 2 correct access password backscatter handle secured
incorrect access password may set security timeout arbitrate
killed all - killed

1: See also Figure 6.26.
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C.1.14 Command response: BlockWrite
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Table C.14 — BlockWrite command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate; Tepty; ~
acknowledged all arhitrate
open 1 all backscatter header when done open
secured 1 all backscatter header when dene sechred
killed all - killed
|: See Table C.30 for the Tag response to an incorrect handle or unsupported parameters.
(.1.15 Command response: BlockErase
Table C.15 — BlockErase command-response table
Starting State Condition Response Next{l State
ready all - repdy
arbitrate, reply, _
acknowledged all arbitrate
open 1 all backscatter header when done open
secured 1 all backscatter header when done secpred
killed all - killed
|: See Table C.30 for the Tag response to an incorrect handle or unsupported parameters.
(.1.16 Command response: BlockPermalock
Table)C.16 — BlockPermalock command-response table
Starting State Condition Response Nexf State
ready all - rgady
arbitrate, reply; _ |
acknowledgéd all arbjitrate
opé€n all - open
Read/Lock=0 backscatter permalock bits sequred
Secured 1
Read/Lock=1 backscatter header when done sequred
killed all - killed

1: See Table C.30 for the Tag response to an incorrect handle or unsupported parameters.
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C.1.17 Command response: Challenge

Table C.17 — Challenge command-response table

Starting State Condition Response Next State
] supported security timeout, unsup-
ready, arbitrate, reply, ported CSI, not-executable message, set C=0 ready
acknowledged, open, nonzero RFU bits
secured supported-CSland-executable-message store-result-set-C=1 ready
killed all - killed
C.1.18|Command response: Authenticate
Table C.18 — Authenticate command-response table
Starting State Condition Response Next State
repdy all - ready
arbitrage, reply, .
acknoyledged all arbitrate
supported security timeout backscatter error code open
executable & senrep=0 store result; set C=1, backscatter open or
senrep response when done secured 2
b 1
oppn executable & senrep=1 backscatter response when done SZEE?e%rz
crypto error see crypto suite arbitrate
new authentication reset crypto engine open
supported security timeout backscatter error code secured
executable & senrebs0 store result; set C=1, backscatter secured
SEnress response when done
secyred 1
executable & senrep=1 backscatter response when done secured
cryptorerror see crypto suite arbitrate
new-authentication reset crypto engine open
killed all - killed

1: See[lable C.30 for the-Tag response to an incorrect handle or unsupported parameters.

2: See fryptographicsuite.

C.1.19|Commarid response: AuthComm

Table C.19 — AuthComm command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate, reply, _ .
acknowledged all arbitrate
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Table C.19 (continued)

Starting State

Condition

Response

Next State

supported security timeout

backscatter error code

open

prior Tag authentication & executa-

backscatter response when

see encapsulated com-

open 1 ble done mand
no prior Tag authentication backscatter error code open
crypto error see crypto suite arbitrate
supported security timeout backscatter error code securéd
prior Interrogator authentication & | backscatter response when | see encapSulatefl com-
secured 1 executable done mand
no prior Interrogator authentication backscatter error code secured
crypto error see crypto suite arbitrate
killed all - killed

C.1.20 Command response: SecureComm

Table C.20 — SecureComm command-response table

[: See Table C.30 for the Tag response to an incorrect handle or unsupported parameters.

Starting Condition Response Next State
State
ready all - ready
arbitrate,
reply, all - arbitrate
acknowl-
edged
supported securitytitheout backscatter error code open
prior Tag authenticatiofi, executable, & | store result; set C=1, backs- | see encapsulated com-
senrep=0 catter response when done mand
openl prior Tag authentication, executable, & | backscatter response when | see encapsulated com-
senrep=1 done mand
no-prior Tag authentication backscatter error code open
crypto error see crypto suite arbitrate
supported security timeout backscatter error code secured
prior Interrogatc(l)lrt:ll)lic:entlcatlon, exe- store result; set C=1, backs- | see encapsulated com-
’ catter response when done mand
& senrep=0
sécured 1 prior Interrogator authentication, exe-
ble backscatter response when | see encapsulated com-
cuta ) dnna mand
& senrep=1
no prior Interrogator authentication backscatter error code secured
crypto error see crypto suite arbitrate
killed all - killed

1: See Table C.30 for the Tag response to an incorrect handle or unsupported parameters.
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C.1.21 Command response: ReadBuffer

Table C.21 — ReadBuffer command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate, reply, _ .
acknowledged all arbitrate
Cc=1 backscatter data open
open 1
C=0 backscatter error code open
C=1 backscatter data secured
secured 1
C=0 backscatter error code seécured
kiilled all - killed
1: See[lable C.30 for the Tag response to an incorrect handle or unsupported parameters.
C.1.22|(Command response: KeyUpdate
Table C.22 — KeyUpdate command-response table
Startinig State Condition Response Next State
reddy all - ready
arbitrate,
reply, all - arbitrate
acknowledged
opgn all - open
supported security timeout backscatter error code secured
prior Interrogator authentication,€xecutable, | store result; set C=1, backscatter
secured
& senrep=0 response when done
secufed 1 prior Interrogator authentication, executable,
& -1 backscatter response when done secured
no prior Intergogator authentication backscatter error code secured
crypto error see crypto suite arbitrate
killed all - killed
1: See [lable C.30 for€he Tag response to an incorrect handle or unsupported parameters.
C.1.23|Command response: Untraceable
Table C.23 — Untraceable command-response table
Starting State Condition Response Next State
ready all - ready
arbitrate, reply, .
acknowledged all - arbitrate
open all - open
secured 1 executable backscatter header when done secured
killed all - killed

1: See Table C.30 for the Tag response to an incorrect handle or unsupported parameters.
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Table C.24 — FileSetup command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate, reply, B .
acknowledged all arbitrate
open all - open
_ store result; set C=1, backscatter response
secured 1 executable & senrep=0 when done secpred
executable & senrep=1 backscatter response when done sechired
killed all - killed
|: See Table C.30 for the Tag response to an incorrect handle or unsupported parameters.
C.1.25 Command response: FileOpen
Table C.25 — FileOpen command-response table
Starting State Condition Response Next State
ready all - repdy
arbitrate, reply,
acknowledged all - arbitrate
closecurrent file; open requested file; backs-
open 1 executable o open
catter file info
secured 1 executable close current file; open reguested file; backs- seclired
catter file info
killed all - killed
[: See Table C.30 for the Tag response to an incorrect handle or unsupported parameters.
(.1.26 Command response: FilePrivilege
Table C.26 — FilePrivilege command-response table
Starting State Condition Response Next{| State
ready all - repdy
arbitrate, reply, B
ackneW¥dged all arbitrate
open all - open
ctara vracyle oot €1 aclrcoattar oo o |
— storereswlt-set €=t backseatterresponse
secured 1 executable & senrep=0 when done secured
executable & senrep=1 backscatter response when done secured
killed all - killed
1: See Table C.30 for the Tag response to an incorrect handle or unsupported parameters.
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C.1.27 Command response: TagPrivilege

Table C.27 — TagPrivilege command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate, reply, _ .
acknowledged all arbitrate
dpen all - open
_ store result; set C=1, backscatter response
sedured 1 executable & senrep=0 when done secured
executable & senrep=1 backscatter response when done seeured
kiilled all - killed
1: See[lable C.30 for the Tag response to an incorrect handle or unsupported parameters.
C.1.28|Command response: FileList
Table C.28 — FileList command-response table
Startjng State Condition Responseé Next State
ready all - ready
arbitrate, reply, .
ackndwledged all - arbitrate
_ store result; set C=1, backscatter response
oben 1 executable & senrep=0 when done open
executable & senrep=1 backscatter response when done open
_ store result; set C=1, backscatter response
sedured 1 executable & senrep=0 when done secured
executable & senrep=T backscatter response when done secured
kiilled all - killed
1: See[lable C.30 for the Tag response to an incorrect handle or unsupported parameters.
C.1.29(Command respanse: T, timeout
Table C.29 — T timeout command-response table
Starting State Condition Response Next State
ready all - ready
arbitrate all - arbitrate
reply, acknowledged See Figure 6.18 and Table 6.16 - arbitrate
open all - open
secured all - secured
killed all - killed

C.1.30 Command response: Faulty command
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Table C.30 — Faulty command-response table

Starting State Condition Response Next State
ready invalid 1 - ready
arbitrate invalid 1 - arbitrate
reply invalid 1 - reply
acknowledged invalid 1 - acknowledged

unsunported parameters 2 backscatter error code open
rr r r
. 4 none unless specified by crypto
incorrect handle . opgn
suite
open
improper 6 - arbitrate
invalid 7 none unless SpEFlfled by crypto opkn
suite
unsupported parameters 3 backscatter erroricode secyred
. 5 none unless specified)by crypto securfd or
; incorrect handle S opén 9
secure
improper 6 4 arbitrate
. 18 none unlessspecified by crypto securgd or
invalid suite opgn 9
killed all - killed

[: “Invalid” shall mean a command not recognizable by the Tag such as (1) an erroneous command
[example: a command with an incorrect length field), (2) a command with a CRC error, o1 (3) an
Insupported command.

P: “Unsupported parameters” shall mean an-access command with a correct handle and CRC angl that is
recognizable by the Tag but contains or specifies (1) anonzero or incorrect RFU value, (2) an unsupported
S[; (3) an encapsulated command thatds unsupported or disallowed, (4) an unsupported or ifcorrect
memory bank, memory location, address range, or FileNum, (5) a hidden or locked memory bank or
ocation, (6) an unsupported file or-files, (7) a command that requires encapsulation but is nong¢theless
inencapsulated (see Table 6.28),\(8) a delayed or in-process reply and the specified operation cayses the
[ag to encounter an error, (9)an operation for which the Interrogator has insufficient privileges/(10) an
Iinsupported cryptographic,parameter, or (11) other parameters not supported by the Tag.

B:  “Unsupported parameters” shall mean an access command with a correct handle and (RC and
rhat is recognizablé-by the Tag but contains or specifies (1) a nonzero or incorrect RFU valug, (2) an
insupported CSE(3) an encapsulated command that is unsupported or disallowed, (4) an unsupported
br incorrect memory bank, memory location, address range, lock payload, blockpermalock payload,
KeylID, or EiléeNum, (5) a hidden or locked memory bank or location, (6) an unsupported file pr files,
[7) insufficient or unallocateable memory, (8) an unencrypted message that requires encryption, (9)
h comfand that requires encapsulation but is nonetheless unencapsulated (see Table 6.28) (10) a
lelayed or in-process reply and the specified operation causes the Tag to encounter an error,|(11) an
RFU privilege value, (12) an operation for which the Interrogator has insufficient privileges, [(13) an
unsupported cryptographic parameter, or (14) other parameters not supported by the Tag.

4: “Incorrect handle” shall mean an access command with a correct CRC and that is recognizable by
the Tag but has an incorrect handle. The cryptographic suite indicated by CSI in the prior Challenge or
Authenticate command may specify that a Tag reset its cryptographic engine upon receiving a security
command with an incorrect handle.

5: “Incorrect handle” shall mean an access command with a correct CRC and that is recognizable by the
Tag but has an incorrect handle. The default next state is secured, but the cryptographic suite indicated
by CSI in the prior Challenge or Authenticate command may specify that a Tag reset its crypto engine
and transition to the open state upon receiving a security command with an incorrect handle.
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6: “Improper” shall mean a command (except Req_RN or Query) that is recognizable by the Tag but is
interspersed between successive Kill or Access commands in a password-based kill or access command
sequence, respectively (see Figure 6.24 and Figure 6.26).

7: “Invalid” shall mean a command not recognizable by the Tag such as (1) an erroneous command
(example: a command with an incorrect length field or a BlockWrite/BlockErase with a zero-valued
WordCount), (2) a command with a CRC error, (3) an unsupported command, or (4) a Write command
for which the immediately preceding command was not a Req_RN. The cryptographic suite indicated
by CSI in the prior Challenge or Authenticate command may specify that a Tag reset its cryptographic

. L. . 1:1 3
engine ppoirrecerving anrrvarra contrants

8: “Inyalid” shall mean a command not recognizable by the Tag such as (1) an erroneous commangd
(example: a command with an incorrect length field or a BlockWrite/BlockErase with a zero-valued
WordCgunt), (2) a command with a CRC error, (3) an unsupported command, or (4) a Write;command
for whirh the immediately preceding command was not a Req_RN.. The default next state\is secured
but the| cryptographic suite indicated by CSI in the prior Challenge or Authenticate~eommand may
specify|that a Tag reset its cryptographic engine and transition to the open state ipon receiving arg
invalid command.

9: See fryptographic suite.

C.2 Gommand response tables for BAP PIE

Same gs in C.1, with the ready state replaced by battery ready, and the addition of Flex_Query
BroadcqstSync, INACT_T, and (Selective) Global Timeout.

C.2.1 [Command response: Flex_Query

Table C.31 — Flex_Querya.c command-response table

Starting State Condition Response Next State
slot=0; matching
inventoried & SL backscatter new RN16 reply
battery ready, flags
arbitrate, slot<>0; matching
reply inventoried & SE - arbitrate
flags
otherwise - battery ready
slot=0;matching backscatter new RN16; transition inventoried b from
inventoried b & SL. | A—B or B—A if and only if new session matches prior reply
flags session
acknowl- .SIOt<>0; {natghmg transition inventoried b from A—B or B—A if and only .
edged| open S[>inventoried b & SL . . . . arbitrate
g pen, if new session matches prior session
secyred flags
athotherconditions transition inventoried from A—B or B—A if and only if read
new session matches prior session
otherwise - battery ready
killed all - killed

a  Flex_Query (in any state other than killed) starts a new round and may change the session; Flex_Query also instructs a
Tag to load a new random value into its slot counter.

b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

¢ Tag checks the Tag Type Select field, if it matches the conditions in that field, Tag executes this command, otherwise, it
ignores it.
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C.2.2 Command response: INACT_T or Selective Global Timeout

Table C.32 — INACT_T 2 or Selective Global Timeout P command-response table

open, secured

Mode

Starting State Condition Response Next State
stateful
battery ready, arbitrate, | BAP Tag supports Battery Saver sleep or

stateful low
power listen

reply, acknowledged,

balltery
battery ready, arbitrate, | BAP Tag does not support Battery B reafly or
open, secured Saver Mode stateful bat-
teryready
killed all - killed
@ See clause 7.3.2.2 for details on the refresh of the INACT_T timer
b See clause 7.3.2.3 for details on the refresh of the Selective Global Timeout timer
(.2.3 Command response: Global Timeout
Table C.33 — Global Timeout command:response table
Starting State Condition Response Next State
. stateful
battery ready, arbitrate, BAP Tag supports Battery Saver sle¢p or

© ISO/IEC 2015 - All rights reserved

Mode stateful low
open, secured s
power listen
. battery
b:ite;‘ y;cezg()),’vil lglziltl(;?ite’ BAP Tag does not support Battery B reafly or
pg', en securedg ! Saver-Mode stateful bat-
pen, teryready
killed all - killed
C.2.4 Command response: HandleSensor
Table C.34 — HandleSensor command-response table
Starting State Condition Response Next State
battery ready All - battery ready
arbitrate,
reply; All - arbitrate
acknowledged
valid handle & valid backscatter header = 0, response code 2 and handle open. secured
command payload when internal processing done pen, F
open, secured |valid handle & invalid| backscatter header = 1, error code (see Annex ) and
command payload handle open, secured
invalid handle - open, secured
killed All - killed
a  Sensor specific output of HandleSensor command payload processing.
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C.2.5 Command response: BroadcastSync

Table C.35 — BroadcastSync command-response table

Starting State Condition Response Next State
hibernate, all - hibernate
stateful hiber- all _ stateful hiber-
nate nate
batfery battery
ready, arbi- ready, arbi-
trate,|reply, all _ trate, reply,
acknowl- acknowl-
edged| open, edged, open,
secyred secured
killed All - killed

C.3 Command Response Tables for Manchester
C.3.1 [Command response: Power-up
Table C.36 — Power-up command-response table
Starting State Condition Response Next State
OFF power-up - hibernate
killed all - killed
C.3.2 [Command response: QueryRep
Table C.37 — QueryRep command-response table 2
Starting State Condition Response Next State
] battery
battery ready All - ready
slot<>0 after decrementing slot coun- B arbitrate
arbifrate ter
slot=0 after‘decrementing slot counter backscatter new RN16 reply
reply All - arbitrate
acknowl- transition inventoried from A—-B or battery
edged| open, All
B-A ready
secyred
killed All - killed
a In an WI ng 1vation dan n cKing in e ) e 1 n roga , 11
matches, it proceeds with the command execution, otherwise, it ignores the command.

248

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

C.3.3 Command response: QueryAdjust

Table C.38 — QueryAdjust 2 command-response table P

Starting State Condition Response Next State
battery
battery ready all - ready
arbitrate, Slot<>0 - arbitrate
reply Slot=0 backscatter new RN16 réply
acknowl- transition inventoried from A—B or battery
edged, open, all
B—-A rdady
secured
killed all - killed
@ QueryAdjust, in the arbitrate or reply states, instructs a Tag to load a new random value intg its'slot counter.
In Manchester with Long Activation and Interrogator locking in effect, the Tag checks\first the Interrogatof ID, if it
matches, it proceeds with the command execution, otherwise, it ignores the command.

C.3.4 Command response: ACK

Table C.39 — ACK command-response table 2

Starting State

Condition

Response

Next State

battery ready

All

battery ready

arbitrate

All

arbifrate

reply

valid RN16;
no Simple

Sensor func-
tionality

backscatter {PC, XRE_W1(if XI=1), XPC_W?2(if XEB=1), UII, Pack-
etCRC}or {000002, truncated UII, StoredCRC}

acknowledged

valid RN16;

Simple Sen-
sor func-

tionality (SS
Resp =1)

backscatter {PC, XPC_W1, XPC_W2(if XEB=1), UII, SSD, Packet-
CRC} or {000003, truncated UII, StoredCRC}

acknowledged

valid RN16;
Mabile

RFID{XPC_

W1\212h=1)

backscatter {PC, XPC_W1, XPC_W?2(if XEB=1), UlI, MIIM content
name, PacketCRC} or {000002, truncated UlI, StoredCRC}

acknowledged

invalid RN16

reply

valid RN16;
no Simple

Sensor func-
tionality

backscatter {PC, XPC_W1(if XI=1), XPC_W?2(if XEB=1), Ull, Pack-
etCRC} or {000003, truncated UII, StoredCRC}

acknowledged

RMNAL

acknowl-
edged

Vd‘lld ININ1IU,
Simple Sen-
sor function-
ality

(SSResp =1)

backscatter {PC, XPC_W1, XPC_W2(if XEB=1), UII, SSD, Packet-
CRC} or {000003, truncated UII, StoredCRC}

acknowledged

valid RN16;
Mobile

RFID(XPC_

W1 212h=1)

backscatter {PC, XPC_W1, XPC_W?2(if XEB=1), UII, MIIM content
name, PacketCRC} or {000002, truncated UlI, StoredCRC}

acknowledged

invalid RN16

arbitrate

See Query_BAT command definitions for more details when there is a SSD associatted with the response.
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Table C.39 (continued)

Starting State

Condition

Response

Next State

open

valid handle;
no Simple

Sensor func-
tionality

backscatter { PC, XPC_W1(if XI=1), XPC_W?2(if XEB=1), UlI, Pack-
etCRC} or {000003, truncated UlI, StoredCRC}

open

valid handle;

Simple Sen-

ZDO YATA NI Dy YATO) - I QQ

sor function-
ality

(SS Resp =1)

1 1 i faaVallh 3, £700 a0 nDn-p A R
UdURSUALLCT TG, AT C_VW I, AT C_VVZ{ITI'ALD =17, UTl, 55U, T dURTL

CRC} or {00000, truncated UlI, StoredCRC}

open

invalid han-
dle

open

secyred

valid handle;
no Simple

Sensor func-
tionality

backscatter { PC, XPC_W1(if XI=1), XPC_W2(if XEB=1), UII, Pack
etCRC} or {000002, truncated UlI, StoredCRC}

secured

valid handle;

Simple Sen-

sor function-
ality

(SS Resp =1)

backscatter {PC, XPC_W1, XPC_W2(if XEB=1),{UII,SSD, Packet-
CRC} or {00000, truncated UlI, StofedCRC}

secured

invalid han-
dle

secured

killed

all

killed

a  See Puery BAT command definitions for more details whenthere is a SSD associatted with the response.

C.3.5

Command response: NAK

Table C.40 —NAKP command-response table 2

Starting State Condition Response Next State
battery
battery ready all - ready
arbitrate, reply, acknowl- all _ arbitrate
edped, open, secured
killed all - killed

matches

a2 In Manchester withiLong Activation and Interrogator locking in effect, the Tag checks first the Interrogator ID, if it]
it proceeds'with the command execution, otherwise, it ignores the command.

b Notice this.Cemmand contains session as a parameter.

C.3.6

Cemmand response: Req RN

See C.1.7.
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C.3.7 Command response: Select

Table C.41 — Select command-response table a.b

Starting State Condition Response Next State
hibernate all - hibernate
stateful hibernate all - s_tateful
hibernate
battery ready, arbitrate, assert or de-assert SL, or set inventoried to A battery
reply, acknowledged, open, all or B rehd
secured y
Killed all - Kkilled

@ Ifsession locking is in effect, the Tag only accepts the command if the session matches the activating session.

b If Interrogator locking in effect, the Tag first checks the Interrogator ID, if it matches, it procéeds with the cpmmand
execution; if Interrogator locking is in effect but it does not match, it ignores the command;,ifShort Activation, it proceeds
with the command execution.

(.3.8 Command response: Read

ee C.1.9.

(.3.9 Command response: Write

See C.1.10.

C.3.10 Command response: Kill

See C.1.11.

C.3.11 Command response: Lock

bee C.1.12.

C.3.12 Command response: Access

bee C.1.13.

C.3.13 Commandr¥esponse: BlockWrite

bee C.1.14.

C.3.14 Gommand response: BlockErase

bee C31:15.

Ls M N A al pa | DRI LD L L
«J:. 1J CUILIIIIAIIU TTOSPULIST. DIUCRICrimuIvctn

See C.1.16

C.3.16 Command response: Challenge
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Table C.42 — Challenge command-response table 2

Starting State Condition Response Next State
hibernate all - hibernate
stateful hibernate all - s.:tateful
hibernate
supported security timeout, unsupported batter
battery ready, arbitrate, |CSl not-executable message, nonzero RFU set C=0 rea dyy
reply, aekuuw}cdscd, open; bits
secured battery.
supported CSI and executable message | store result, set C=1 ready
killed all - Killed

with the]

command execution.

a  If Interrogator locking in effect, the Tag first checks the Interrogator ID, if it matches, it proceeds with.the command|
executio; if Interrogator locking is in effect but it does not match, it ignores the command; if Short Activation, it proceeds

C.3.17

See C.118

C.3.18

See C.1J19.

C.3.19
See C.1

C.3.20
See C.1

C.3.21
See C.1

C.3.22
See C.1

C.3.23
See C.1

C.3.24

Command response

20.

Command response

21.

Command response

22.

Command response

23.

Commandesponse

24.

Command response

Command response: Authenticate

Command response: AuthComm

: SecureComm

: ReadBugger

: KeyUpdate

vUntraceable

: FileSetup

: FileOpen

See C.1.

C.3.25
See C.1.

C.3.26
See C.1.
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25.

Command response

26.

Command response

27.

: FilePrivilege

: TagPrivilege
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C.3.27 Command response: FileList

See C.1.28.

C.3.28 Command response: T, timeout

See C.1.29.

C.3.29 Command response: Long Activation

Table C.43 — Long Activation command-response table
Starting State Condition Response Next State
Valid activation pre- B activation
hibernate, amble detected code ¢heck
stateful hiber- hibernate,
nate Otherwise - statefu] hiber-
nate 2
) If Session Locking On, program specified session time-
Wildcard or match- out timer:
ing Activation Mask ¢ ) i  cl » ied fla ti battery ready
activation detected If Session Locking Off, clear all.inventoried flag time-
outtiners
code check
hiberlnate,
Otherwise - statefu] hiber-
nate 2
battery
Commanded to readyj} arbi-
battery receive data rate lenore command trate, [reply,
ready, arbi- | mode of 16 Kbps or & acknowl-
trate, reply, higher edged) open,
acknowl- secyred
edged, open, Commanded to Manufacturer option to ignore or “re-activate”. If re-ac-
secured . tivation supported, then set inventoried flag to A for activption
receive data rate h ive b d ion. d L and de theck
mode of 8 Khps the active battery ready session, deassert SL,and goto| code ¢hec
hibernate mode/activation code check state
. Valid activation pre- .
killed amble detected N killed
@ Return to stateful’hibernate if at least one inventoried flag timer is still running.
C.3.30 Command response: Short Activation
Table C.44 — Short Activation command-response table
Starting State Condition Response Next State
valid activation pre- _ activation
hibernate, amble detected code check
nate otherwise - stateful hiber-
nate 2
a  Return to stateful hibernate if at least one inventoried flag timer is still running.
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Table C.44 (continued)
Starting State Condition Response Next State
Wildcard or match-
ing Activation Mask |Clear all timers, set inventoried flags to A, deassert SL | battery ready
activation detected
code check hibernate,
otherwise - stateful hiber-
nate 2
battery
Commanded to ready, arbi-
batter receive data rate trate, reply,
ready ar};)i- mode of 16 Kbps or Ignore command acknowl-
trate,[reply, higher edged, open,
acknowl- secured
edged‘l open, Commanded to Manufacturer option to ignore or “re-activate”. If re-dgs
secyred ) tivation supported, then set inventoried flag to A for | activation
receive data rate h ve b d ion. d SL and de check
mode of 8 Kbps the active battery ready session, deassert SL, and goto | code chec
hibernate mode/activation code checkstate
. valid activation pre- .
kilted amble detected - killed
a  Return to stateful hibernate if at least one inventoried flag timer is still running.
C.3.31|Command response: Query_BAT
Table C.45 — Query_BAT 2.d command-response table
Starting State Condition Response Next State
hibernate all - hibernate
statefull hiber- all _ stateful hiber-
ndte nate
Tag operating in bat-
tery assisted mode;
slot=0; matching Tag backscatter new RN16 reply
. ., >
battery ready, type & inventoried
. & SL flags
arbitrate,
reply c¢d slot<>0; matching
Tag type &invento- - arbitrate
ried b&SL flags
otherwise - battery ready

b As describéd in 6.3.2.10, a Tag transitions its inventoried flag prior to evaluating the condition.

a  Quefy_BAT (indany state other than killed) starts a new round and may change the session (if session locking is off);
Query_BAT also instructs a Tag to load a new random value into its slot counter.

¢ Ifseksionlockingis in effect, the Tag only accepts the command if the session matches the activating session

ignores it.

d  If Interrogator locking in effect, the Tag first checks the Interrogator ID, if it matches, it proceeds with the command
execution; if Interrogator locking is in effect but it does not match, it ignores the command; if Short Activation, it proceeds
with the command execution.

e Tag checks the Tag Type Select field, if it matches the conditions in that field, Tag executes this command, otherwise, it
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Table C.45 (continued)

ignores it.

Query_BAT also instructs a Tag to load a new random value into its slot counter.
b Asdescribed in 6.3.2.10, a Tag transitions its inventoried flag prior to evalgatinig the condition.

c  Ifsession locking is in effect, the Tag only accepts the command if the sessioh matches the activating session.

Starting State Condition Response Next State
Tag operating in bat-
tery assisted mode; | backscatter new RN16; transition inventoried b from
slot=0; matching Tag | A—B or B—A if and only if new session matches prior reply
type & inventoried b session
& SL flags
acknowl- Tag operating in bat-
edged, OPeE’ tery assistec mode; transition inventoried b from A—B or B—A if and only ;
secured ¢ slot<>0; matching . . . . arbifrate
. if new session matches prior session
Tag type & invento-
ried b & SL flags
Tag operating in bat- transition inventoried b from A—B or B—A if andcouly
tery assisted mode; if new ion matches prior fon battery ready
all other conditions session p session
killed all - killed
@ Query_BAT (in any state other than killed) starts a new round and may change the“session (if session lockinlg is off);

d  If Interrogator locking in effect, the Tag first checks the Interrogator ID, if it matches, it proceeds with the cpmmand
execution; if Interrogator locking is in effect but it does not match, it ignores the command; if Short Activation, it proceeds
(with the command execution.

e Tag checks the Tag Type Select field, if it matches the conditions in that field, Tag executes this command, othqrwise, it

C.3.32 Command response: Next

Table C.46 = Next command-response table

Starting State Condition Response Next State
hibernate, all - hibernate
stateful hiber- statefu| hiber-

all -
nate ndte
battery ready all - battery ready
arbitrate, arbitrate,
all -
reply reply
Vah.d handle slessmn backscatter RN16_handle or RN16, set sensitivity as |statefu] hiber-
hibernate timer S . e
. indicated if that sensitivity is supported ndte
running
acknowl- valid handle, no ses- | backscatter RN16_handle or RN16, set sensitivity as .
edged, open, | . . . L . . hibernate
sion hibernate timer indicated if that sensitivity is supported
secured
acknowl-
otherwise - edged, open,
secured
killed all - killed

a  Tags may switch to passive mode in the course of an inventory round if battery is drained below critical threshold; In
passive mode Next is no longer supported.

C.3.33 Command response: Deactivate_ BAT

© ISO/IEC 2015 - All rights reserved
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Table C.47 — Deactivate_ BAT @ command-response table

Starting State

Condition

Response

Next State

Matching Interroga-
tor ID (if Interrogator
locking is in effect),
matching activating
session (if session
locking is in effect),

matching invan

stateful hiber-
nate

battery

ready} arbi-
trate,|reply,
acknowl-
edged‘l open,
sec

red

THTCCTITIT S Ty © 1

toried & SL flags,
Override=0

Matching Interroga-
tor ID (if Interrogator
locking is in effect),

Override=1

Setinventoried flags to A, deassert SL, and clear stateful hiber-

timers

nate

Matching Interroga-
tor ID (if Interrogator
locking is in effect),
matching activating
session (if session
locking is in effect),
matching invento-
ried but mismatching
SL, Override=0

battery ready

Matching Interroga-
tor ID (if Interrogator
locking is in effect),
matching activating
session (if session
locking is in effect),
mismatching inven-
toried, SL does not
matter, Override=0

Setinventoried flag to A battery ready

Mismatching Interro-
gator ID (if Interro-
gator locking is in
effect) or mismatch-
ing activating session
(if session lockijrig is

in effect), Qverride=0

battery
ready ,arbi-
trate, reply,
acknowl-
edged, open,
secured

killed

all

killed

Don|t care’ in inventoried flag use field is interpreted as any flag state matches.
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C.3.34 Command response: Broadcast ID

Table C.48 — Broadcast ID command-response table

Starting State Condition Response Next State
hibernate, all - hibernate
stateful hiber- all B stateful hiber-
nate nate
battery battery
ready, arbi- ready} arbi-
trate, reply, trate, [reply,

all -
acknowl- acknowl-
edged, open, edged| open,
secured secyred
killed all - killed
C.3.35 Command response: Multirate_Reset
Table C.49 — Multirate_Reset command-response table
Starting State Condition Response Next State
hibernate, All - hibernate
stateful hiber- statefu] hiber-
All -
nate ndte
Clear all timers, set inventoried flags to A, deassert
battery SL.
ready, arbi-
trate, reply, This appli€s to all Normal Mode (not Hibernation, see .
acknowl- All Figure §0) states, including intermediate steps within | hibernate
edged, open, the(Kill or Access sequences prior to the Tag completing
secured the-sequence (receiving both halves of the appropriate
password).
killed All - killed
C.3.36 Command response: HandleSensor
Table C.50 — HandleSensor command-response table
Starting State Condition Response Next State
hibernate, hibennate,
stateful hiber- All - statefu] hiber-
nate nate b
activation All B activation
code check code theck
battery ready All - battery ready
arbitrate,
reply, all - arbitrate
acknowledged

a  Sensor specific output of HandleSensor command payload processing.

b Return to stateful hibernate if at least one inventoried flag timer is still running.

© ISO/IEC 2015 - All rights reserved
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Table C.50 (continued)

Starting State Condition Response Next State

valid handle & valid | backscatter header = 0, response code 2 and handle

open, secured

command payload when internal processing done
open, secured |valid handle & invalid| backscatter header = 1, error code (see Annex I) and
open, secured
command payload handle
invalid handle - open, secured
kilfed all - Killed

a  Sengor specific output of HandleSensor command payload processing.

b Retyrn to stateful hibernate if at least one inventoried flag timer is still running.

C.3.37|Command response: BroadcastSync

See C.2]5.

C.3.38|Command response: Session Flag timer timeout

Table C.51 — Session Flag timer timeout command-reSponse table

Starting State Condition Response Next State
statleful hibernate all Sét that flagto A s_tateful
hibernate
activation code check all Sebthat flag to A_as soon as cur- | activation
rent operations allow code check
battery ready all Set that flag to A.as soon as cur- battery
rent operations allow ready
arbitrate all Set that flag to A_as soonascur- | 4l te
rent operations allow
repl all Set that flag to A as soon as cur- repl
ply rent operations allow ply
adknowledged all Set that flag to A.as soon as cur- | acknowl-
rent operations allow edged
Set that flag to A as soon as cur-
open all . open
rent operations allow
Set that flag to A as soon as cur-
secured all . secured
rent operations allow
killed all - killed
C.3.39(Command response: INACT_T or Selective Global Timeout
Table C.52 — INACT_T 2 or Selective Global Timeout command-response table
Starting State Condition Response Next State
battery ready, arbitrate, I jet agtllv € mveptoned_ flafgl to stateful
open, secured a and clear active session flag hibernate
! timeout timer, SL—»~SL
killed all - killed
a  See clause 7.3.2.2 for details on the refresh of the INACT_T timer
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C.3.40 Command response: Global Timeout

Table C.53 — Global Timeout command-response table

Starting State Condition Response Next State
battery ready, arbitrate, Set active inventoried flag to
. . stateful
reply, acknowledged, all A and clear active session flag hibernate
open, secured timeout timer, SL—>~SL
killed all killed

C.3.41 Command response: Ty

Table C.54 — Tp command-response table

Starting State Condition Response Next| State
activation code check all - battery
ready
killed all Y Killed

C.3.42 Command response: OpRegister Read/Write

Table C.55 — OpRegister Read/Write command-response table

Starting State Condition Response Next State
hibernate all - hibernate
stateful hiber- statefu] hiber-

all -
nate ndte
battery ready all - battery ready
arbitrate,
reply, all - arbifrate
acknowledged
open all - open

valid handle, read, Successful response is to backscatter header (value =
valid teg ID and “0”) bit, data being read, RN handle, and CRC-16 as per secuyred

wordcount Table 7.33
V%ﬁig?;glle]’)v;ge’ Successful response is to backscatter header (value = secired
secured wordeount 0”) bit, RN handle, and CRC-16 as per Table 7.33

If;alll%h‘?vr;?.:fééﬂﬁlfr Failure response is to backscatter header (value = “1”) secdred

g 1Y R bit, error code as per Annex I, RN handle, and CRC-16.

any other failure
invalid handle - secyred
killed all - killed

© ISO/IEC 2015 - All rights reserved 259


https://standardsiso.com/api/?name=108471d06d2b66f57520ca70b49e20ed

ISO/IEC 18000-63:2015(E)

C.3.43

Command response: Invalid command

Table C.56 — Invalid command table

Starting State Condition Response Next State
battery
a -
battery ready all ready
arbitrate b all - arbitrate
reply b all - reply
b _ acknow]-
acknowledged all edgbd
all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or access _ open
sequence, respectively (see Figure 6.24 and Figure p
6.26).
openb - -
otherwise valid commands, except Req_RN, Query_
BAT interspersed between successive Kill or Access .
. : : - arbitrate
commands in a kill or access sequence, respectively
(see Figure 6.24 and Figure 6.26).
all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or access
: ; . - secured
sequence, respectively (see Figure 6.24 and Figure
6.26).
secured b
otherwise valid commands, except Req_RN, Quiery,
Query_BAT interspersed between successive Kill .
. : - arbitrate
or Access commands in a Kill or access'seguience,
respectively (see Figure 6.24 and Figure 6.26).
kijled a All - killed
a  “Invplid” shall mean an erroneous command, an gnsupported command, a command with invalid parameters, aj
commarld with a CRC error, or any other command either not recognized or not executable by the Tag.
b “Invplid” shall mean an erroneous commaiid}an unsupported command, a command with invalid parameters, a
commar|d with a CRC error, a command (other than a Query_BAT with session locking off) with a session parameter not|
matching that of the inventory round currently in progress, an otherwise valid command interspersed between successive|
Kill or Afcess commands in a Kkill or access‘sequence, respectively; or any other command either not recognized or not
executalple by the Tag.
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