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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

SO or IEC
bstablished by the respective organization to deal with particular fields of technical activity. 1S©O
echnical committees collaborate in fields of mutual interest. Other international organizations, gover
bnd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field)of infq
echnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards adopted by the joint technical committee are circulated to national bodies for voting. Publig
an International Standard requires approval by at least 75 % of the national bedies casting a vote.

SO/IEC 18000-63 was prepared by Joint Technical Committee ISOIEC JTC 1, Information tec
Subcommittee SC 31, Automatic identification and data capture techniques.

SO/IEC 18000 consists of the following parts, under the general title Information technology —
frequency identification for item management.

— Part 1: Reference architecture and definition of parameters to be standardized

— Part 2: Parameters for air interface communications below 135 kHz

— Part 3: Parameters for air interface communications at 13,56 MHz

— Part 4: Parameters for air interface~éommunications at 2,45 GHz

— Part 6: Parameters for air interface communications at 860 MHz to 960 MHz General
— Part 61: Parameters fof ajr interface communications at 860 MHz to 960 MHz Type A
— Part 62: Parameters)for air interface communications at 860 MHz to 960 MHz Type B
— Part 63: Parameters for air interface communications at 860 MHz to 960 MHz Type C
— Part 645 ,Parameters for air interface communications at 860 MHz to 960 MHz Type D

— Part7: Parameters for active air interface communications at 433 MHz

nternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

articipate _in_the development of International Standards through technical committees

nd IEC
nmental
rmation

FThe main task of the joint technical committee is to prepare International Standards. Draft Intefnational

ation as

hnology,

- Radio
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Introduction

This part of ISO/IEC 18000 describes a passive backscatter radio frequency identification (RFID) system that
supports the following system capabilities:

e idertification and communication with multiple tags in the field;

e seldction of a subgroup of tags for identification or with which to communicate;
e reading from and writing to or rewriting data many times to individual tags;

e usef-controlled permanently lockable memory;

e datg integrity protection;

¢ Intefrogator-to-tag communications link with error detection;

e tag-to-Interrogator communications link with error detection;

e support for both passive back-scatter tags with or without batteries:

This paft of ISO/IEC 18000 specifies the physical and logical requirements for a passive-backscatter, RFIO
system [operating in the 860 MHz to 960 MHz frequency range. The system comprises Interrogators, alsq
known gs readers, and tags, also known as labels.

An Intefrogator transmits information to a tag by-miodulating an RF signal in the 860 MHz to 960 MH2
frequengy range. The tag receives both information and operating energy from this RF signal. Passive tags
are thoge which receive all of their operating energy from the Interrogator's RF waveform. If tags maintain 3
battery then they may operate using some-passive principles; however, they do not necessarily get all theif
operating energy from the Interrogator's RE_waveform.

An Interrogator receives informatiop<from a tag by transmitting a continuous-wave (CW) RF signal to the tag
the tag responds by modulating thereflection coefficient of its antenna, thereby backscattering an informatior
signal tp the Interrogator. The\system is Interrogator-Talks-First (ITF), meaning that a tag modulates itg
antennd reflection coefficientwith an information signal only after being directed to do so by an Interrogator.

Interrogptors and tags. are not required to talk simultaneously; rather, communications are half-duplex
meaning that Interrogators talk and tags listen, or vice versa.

The IntgrnationalhOrganization for Standardization (ISO) and International Electrotechnical Commission (IEC
draw atfention/to the fact that it is claimed that compliance with this document may involve the use of patents
concernjing-radio frequency identification technology.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.
The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences under

reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statements of the holders of these patent rights are registered with ISO and IEC.
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Information on the declared patents may be obtained from:

Contact details

Patent Holder:
Legal Name Atmel Automotive GmbH

Contact for license application:

Name & Department Leo Merken, Legal Department, ATMEL Corporation

Address 2325 Orchard Parkway
Address San Jose, CA 95131 USA
Tel. +1 408 436 4251

Fax +1 408 487 2615

E-mail leo.merken@atmel.com

URL (optional)

Patent Holder:
Legal Name CISC Semiconductor Design+Consulting GmbH
Contact for license application:

Name & Department Markus Pistauer, CEO

Address Lakeside\BO7

Address 9020 Klagenfurt, Austria
Tel. +43(463) 508 808

Fax +43(463) 508 808-18
E-mail m.pistauer@cisc.at
URD-(optional) www.cisc.at

© ISO/IEC 2013 — All rights reserved

Xi


http://www.cisc.at/
https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Xii

Patent holder:
ETRI (Electronics Telecommunication Reseach Institute)
Contact for license application:

Name & Department: Min-Sheo Choi, Intellectual Property Management Team

Address: 138 Gajeongno, Yuseong-gu
Address: Daejeon, 305-700, Korea
Tel. +82-42-860-0756

Fax +82-42-860-3831

E-mail choims@etri.re.kr

URL (optional) www.etri.re.kr

Patent Holder:

Legal Name

Contact for license application:

Name & Department Chris Diorio, CTO

Address
Address
Tel.

Fax
E-mail

URL (optional)

Impinj, Inc.

701 N. 34th Street, Suite 300
Seattle, WA 98103, USA
+1.206 834 1115

+1.206 517,5262
diorie@impinj.com

www.impinj.com
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Patent Holder:
Legal Name: Magellan Technology Pty. Limited
Contact for license application:

Name & Department: Ms Jean Angus

Address: 65 Johnston St

Address: Annandale, NSW 2038, Australia
Tel. +61 2 9562 9800

Fax +61 2 9518 7620

E-mail: license@magellan-technology.com
URL (optional): www.magellan-technology.com

Patent Holder:
Legal Name NXP B.V.
Contact for license application:

Name & Department Aaron Waxler — IP Licensing & Claims

Address 411 East Plumeriay

Address San Jose, CA'95134-1924, USA
Tel. +1 914 860-4296

Fax

E-mail Aaron.Waxler@nxp.com

URL (optional)
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Patent Holder:
Legal Name TAGSYS SAS
Contact for license application:

Name & Department Mr. Alain Fanet President

Address 785 Voie Antiope, Tl Athélia 3
Address F-13600 La Ciotat

Tel. +33 332188900

Fax +33 332188900

E-mail alain.fanet@tagsysrfid.com
URL (optional) www.tagsysrfid.com

Attention is drawn to the possibility that some of the elements of thisddecument may be the subject of paten
rights other than those identified above. ISO and IEC shall not be<held responsible for identifying any or al
such patent rights.

The latgst information on IP that may be applicable to-this part of ISO/IEC 18000 can be found a
www.isq.org/patents
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Information technology — Radio frequency identification fo
item management —

Part 63:

r

arameters for air interface communications at 860 MHz to
60 MHz Type C

Scope

[his part of ISO/IEC 18000 defines the air interface for radio frequency idenfification (RFID) devices o
n the 860 MHz to 960 MHz Industrial, Scientific, and Medical (ISM)“band used in item mang
bpplications. It provides a common technical specification for RFID~devices that can be used
committees developing RFID application standards. This part of 41SO/IEC 18000 is intended to g

marketplace. It defines the forward and return link parametersfoftechnical attributes including, but ng
0, operating frequency, operating channel accuracy, occupied channel bandwidth, maximum
sotropic radiated power (EIRP), spurious emissions, modulation, duty cycle, data coding, bit rate,
bccuracy, bit transmission order, and, where appropriate, operating channels, frequency hop rg
sequence, spreading sequence, and chip rate. It further defines the communications protocol used i
nterface.

This part of ISO/IEC 18000 specifies the physical and logical requirements for a passive-bac
nterrogator-Talks-First (ITF) systems. The-system comprises Interrogators, also known as readers, a
hlso known as labels. An Interrogator receives information from a tag by transmitting a continuous-wa
RF signal to the tag; the tag respands by modulating the reflection coefficient of its antenna,
backscattering an information signal,to the Interrogator. The system is ITF, meaning that a tag mody
antenna reflection coefficient with an information signal only after being directed to do so by an Interro
n detail, this part of ISO/IEC_18000 contains Type C.

[ype C uses PIE in the forward link and a random slotted collision-arbitration algorithm.
[his part of ISOAEE 18000 specifies
+— physicalinteractions (the signalling layer of the communication link) between Interrogators and tag

1+— Interrogator and tag operating procedures and commands,

perating
gement
by ISO
llow for

compatibility and to encourage inter-operability of products for the-growing RFID market in the intefnational

t limited
pffective
bit rate
te, hop
N the air

scatter,
nd tags,
ve (CW)
thereby
lates its
jator.

S7

+=-the collision arbitration scheme used to identify a specific tag in a multiple-tag environment.

2 Conformance

To claim conformance with this part of ISO/IEC 18000, an Interrogator or tag shall comply with all

relevant

clauses of this part of ISO/IEC 18000, except those marked as “optional”’. The Interrogator or tag shall also

operate within local radio regulations, which can further restrict operation.

Relevant conformance test methods are provided in ISO/IEC TR 18047-6.

Conformance can also require a license from the owner of any intellectual property utilized by said device.
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2.1 Interrogator conformance and obligations

To conform to this part of ISO/IEC 18000, an Interrogator shall

— support Type C

— implement the mandatory commands defined in this part of ISO/IEC 18000;

— modulate/transmit and receive/demodulate a sufficient set of the electrical signals defined in the signalling

laygrofthispartof tISOREC 18000 to communicate wittrconformant tags; amd————————___|
— opgrate within the applicable local regulations.
To confprm to this part of ISO/IEC 18000, an Interrogator may
— implement any subset of the optional commands defined in this part of ISO/IEC 18000, and
— implement any proprietary and/or custom commands in conformance with this partof ISO/IEC 18000.
To confprm to this part of ISO/IEC 18000, the Interrogator shall not

— implement any command that conflicts with this part of ISO/IEC 18000 %@r any of the parts 61, 62 and 64
or

— reqpire the use of an optional, proprietary, or custom comman@d’to" meet the requirements of this part of
ISQ/IEC 18000.

2.2 Tag conformance and obligations

To confprm to this part of ISO/IEC 18000, a tag shall:

— support Type C;

— opgrate over the frequency range from-860 MHz to 960 MHz, inclusive;

— implement the mandatory commands defined in this part of ISO/IEC 18000 for the supported types;
— modlulate a backscatter signal.-only after receiving the requisite command from an Interrogator; and
— corfform to local radio-regulations.

To confprm to this paffof ISO/IEC 18000, a tag may

— implement_any’subset of the optional commands defined in this part of ISO/IEC 18000; and

— implement any proprietary and/or custom commands as defined in Clauses 7.

To conform to this part of ISO/IEC 18000, a tag shall not:
— implement any command that conflicts with this part of ISO/IEC 18000 or any of the parts 61, 62 and 64;

— require the use of an optional, proprietary, or custom command to meet the requirements of this part of
ISO/IEC 18000; or

— modulate a backscatter signal unless commanded to do so by an Interrogator using the signalling layer
defined in this part of ISO/IEC 18000.
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3 Normative references

The following referenced documents are indispensable for the application of this document. Fo

013(E)

r dated

references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for

interchange
SOl o A0004 Lot FH rs L. L Doals £ el ' FH LRI £ H3
OUUNMLO TIJU T, 1ouririataurt tcour HIUIUyy = \dauiuJv IIGLILICI lby acrraneatrori ‘l AV IU/ ToOr 1icerrTm luauayculclu

brotocol: application interface

SO/IEC 15962, Information technology — Radio frequency identification (RFID) for item management
brotocol: data encoding rules and logical memory functions

SO/IEC 15963, Information technology — Radio frequency identification for itemmanagement —
dentification for RF tags

SO/IEC 19762 (all parts), Information technology — Automatic identification and data capture
echniques — Harmonized vocabulary

FPCglobal Tag Data Standards version 1.3 and above, EPCglobal Inc:

1  Terms and definitions, symbols and abbreviated terms

#.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 (all parts)
ollowing apply.

1.1.1
battery saver mode
pattery saving functionality based onJow power threshold detection with optional duty cycling

1.1.2
Collision arbitration loop
blgorithm used to prepare forand handle a dialogue between an Interrogator and a tag

NOTE This is alsé.known as collision arbitration.

1.1.3

cover-coding
method by which an Interrogator obscures information that it is transmitting to a tag by requesting a
humberfrom the tag, then performing a bit-wise EXOR of the data or password with the received
humber, and, finally, transmitting the cover-coded (also called ciphertext) string to the tag, which unco

— Data

— Data

Unique

(AIDC)

and the

random
random
vers the

Hata or password by performing a bit-wise EXOR of the received cover-coded string with the original

random

numbper

41.4
Dense-Interrogator environment

operating environment within which most or all of the available channels are occupied by active Interrogators

EXAMPLE 25 active Interrogators operating in 25 available channels.
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41.5
EPCglobal Application

application whose MBO01 data structure includes a “0” bit in bit 17h and denotes an acceptance of EPCglobal
standards and policies

41.6
ISO Application

application whose MBO01 data structure includes a “1” bit in bit 17h and where bits 18h through 1Fh encode an
application family identifier as defined in ISO/IEC 15961-3

41.7

physic1l layer

data codling and modulation waveforms used in Interrogator-to-tag and tag-to-Interrogator signalling
41.8

slotted random anticollision

collisiontarbitration algorithm where tags load a random (or pseudo-random) number‘into a slot counter
decrement this slot counter based on Interrogator commands, and reply to the Intefrogator when their slo
counter[reaches zero

419
Activation

waking Up a tag from the hibernate (4.1.19) state

4.1.10
battery [assistance

battery support for radio frequency communication

41.11
battery|assisted mode

working|mode of battery assisted tags with non-empty battery

4112
Full Function Sensors

sensors| that can be user configurable ‘and reset, can produce a detailed set of sensor measuremen
observations, and can be connected-to the RFID tag in a variety of ways

4.1.13
passiveg mode

working| mode of passivetags or battery assisted tags with battery drained below a manufacturer-specifiq
threshold

4114
PacketCRC

16-bit cyclicsredundancy check (CRC) code that a tag may dynamically calculate over its PC, optional XPC
and Ull gnd’backscatter during inventory

41.15
Simple Sensors

sensors that are factory programmed and not user configurable, producing a single output observation such
as a fail/pass condition or simple measurement of a particular sensor activity

4.1.16
Simple Sensor functionality

functionality whereby sensors provide a valid Simple Sensor data address and transmit Simple Sensor data
subsequent to the Ull as part of the reply to the ACK command (Type C) or as part of the TagMsg (Type D)
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4.1.17
StoredCRC

16-bit cyclic-redundancy check (CRC) code that a tag calculates over its StoredPC and Ull and stores in Ull

memory at powerup, and can backscatter during inventory

41.18

recommissioning

significant altering of a tag's functionality and/or memory contents, as commanded by an Interrogator,
in response to a change in the tag's usage model or purpose

typically

1.1.19
hibernate
state of energy saving when the device is not required to be used

1.1.20

PacketPC
brotocol-control information that a tag with nonzero-valued XI dynamically calculatesyand backscatten
nventory

1.1.21
StoredPC
protocol-control information stored in Ull memory that a tag with zero-valued XI backscatters during in

1.1.22
ag energized
ag in the ready, arbitrate, reply, acknowledged, open, or secured state

1.1.23

ag not energized
ag not in the ready, arbitrate, reply, acknowledged, open, or secured state

b Symbols, abbreviated terms and notations

s during

entory

6.1 Symbols

BAP battery assisted' passive

BLF backscatter-link frequency (BLF = 1/Tpri = DR/TRcal)
DR divide-ratio

- T frequency tolerance

NACT_T. inactivity threshold

M number of subcarrier cycles per symbol

M, RF signal envelope ripple (overshoot)

Mun FHSS signal envelope ripple (overshoot)

M, FHSS signal envelope ripple (undershoot)

Mhs FHSS signal level during a hop

M, RF signal envelope ripple (undershoot)

M, RF signal level when OFF

Q slot-count parameter. Q is an integer in the range (0,15)
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R=>T Interrogator-to-tag (reader-to-tag)

RTcal Interrogator-to-tag (reader-to-tag) calibration symbol

T=>R tag-to-Interrogator (tag-to-reader)

T4 time from Interrogator transmission to tag response

T, time from tag response to Interrogator transmission

Ts time an Interrogator waits. after T4, before it issues another command
Ty minimum time between Interrogator commands

T or T 4o-00% RF signal envelope fall time

The FHSS signal envelope fall time

Thr FHSS signal envelope rise time

Ths time for an FHSS signal to settle to within a specified percentage of itsfinal value
Tori backscatter-link pulse-repetition interval (T, = 1/BLF = TRcal/DR)
T.or T 400  RF signal envelope rise time

Ts time for an RF signal to settle to within a specified percentage of its final value
Tari reference time interval for a data-0 in Interrogator-to<tag’signalling

Tf fall time

Tr rise time

TRcal tag-to-Interrogator (tag-to-reader) calibration symbol

ull unique item identifier

Xfp floating-point value

XXXXo binary notation

XXXXp, hexadecimal notation

5.2 Apbreviated terms

AC activationcode

AFI application family identifier

AMSK Activation Mask

ASF application sub family

ASIC application specific integrated circuit

BAM battery assisted mode

BAT battery assisted tag

ciphertext information that is cover-coded

CRC cyclic redundancy check

CRC-16 sixteen bit CRC
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CRC-5 five bit CRC

cw continuous wave

dBch decibels referenced to the integrated power in the reference channel

DBR dead battery response

DSB double sideband

SB-ASK double-sideband amplitude-shift keying

DSFID data storage format identifier

DSSS direct sequence spread spectrum

EOF end of frame

FPC™ electronic product code

-CC Federal Communications Commission

FHSS frequency hopping spread spectrum

Handle 16-bit tag-authentication number

TF Interrogator-talks-first
NOTE The common usage is RTF (Reader<alks-first) but the more precise term is ITF,
used throughout this part of ISO/IEC 18000.

| SB least significant bit

MSB most significant bit

NoS number of sensors

NRZ non return to zero

NSI numbering system(identifier

DTP one-time programmable

PC protocol gontrol

PIE pulseinterval encoding

Pivot deeision threshold differentiating an R=>T data-0 symbol from a data-1 symbol

Plaintext information that is not cover-coded

PM passive mode

bpm parts per million

PR-ASK phase-reversal amplitude shift keying

R/W read/write

RFU reserved for future use

RN16 16-bit random or pseudo-random number

RNG random or pseudo-random number generator

RO read only
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RTC real time clock

SDS Sensor Directory System

SOF start of frame

SS Simple Sensor

SSB single sideband

SSB-ASK single-sideband amplitude-shift keying

SSD simple sensor data

TCRS Tag Capabilities Reporting and Setting

TEDS Transducer Electronic Data Sheet

TID tag-identification or tag identifier, depending on context

UMl user-memory indicator

uTC universal coordinated time

wWC wildcard

Word 16 bits

Xl XPC_W1 indicator

XPC extended protocol control

XPC_W|1 XPC word 1

XPC_Wp XPC word 2

XEB XPC extension bit110

5.3 Nptation

This pait of ISO/IEC 18000 uses the following notational conventions for Type C.

— Stafes and flags are denoted.in bold. Example: ready.

— Commands are denoted’in italics. Variables are also denoted in italics. Where there might be confusior
betiween commands.and variables, this part of ISO/IEC 18000 will make an explicit statement. Example
Query.

— Command parameters are underlined. Example: Pointer.

— Forllogieal negation, labels are preceded by ‘~’. Example: If flag is true, then ~flag is false.

— The symbol, R=>T, refers to commands or signalling from an Interrogator to a tag (reader-to-tag).

— The symbol, T=>R, refers to commands or signalling from a tag to an Interrogator (tag-to-reader).

— The term “address” is used as a synonym for “bit address”. All addresses specified in the Clauses
denoted to Type C are bit-addresses, unless specified differently (e.g. by adding an according prefix such
as “word” in “word address”). The same applies for figures, where all shown addresses are to be

interpreted as bit-addresses, unless specified differently.

— The term “word” always refers to a 16-bit word.
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Table 2, Table 2, Table 4 and Table 4 contain the parameters for Type C in accordance with ISO/IEC 18000-1.
Detailed description of the operating modes and parameters are specified in the subsequent clauses.

Table 1 — Interrogator to tag link parameters

Time

acknowledged states; no limit otherwise

[ Ref. Parameter Name Description Refergénce
. . 860 MHz — 960 MHz, as required by the local See clpuse
Int:1 Operating Frequency Range regulations 6.4.1.1
Determined by local radio regulations and by Seb
Int:1a Default Operating Frequency the radio-frequency environment at the time of clause 6.4.1.1
the communication o
. Operating Channels In accordance with the local regulations; if the Sep
Int:1b C e . clause 6.4.1.2.10,
(spread-spectrum systems) channelisation is unregulated, thén-as specified
Annex G
Int:1 Operating F A A ified Sep
nt:1c perating Frequency Accuracy s specifie clause 614.1.2.1
. Frequency Hop Rate . . Sep
Int:1d (frequency-hopping [FHSS] systems) In accordance withhe local regulations clause 614.1.2.9
. Frequency Hop Sequence . . Sep
Int:1e (frequency-hopping [FHSS] systems) In accordance with the local regulations clause 614.1.2.9
Int:2 Occupied Channel Bandwidth In aceordance with the local regulations
Int:2a Minimum Receiver Bandwidth In"accordance with the local regulations
Int:3 :;It;gogator Transmit Maximum In accordance with the local regulations
Int-4 Interrogator Transmit Spurious As specified; tighter emission limits may be Sepe
’ Emissions imposed by the local regulations clause 6.4.1.2.11
Int-4a E:ﬁ:;gitsorl:E;::I(tssf:;ﬁus As specified; tighter emission limits may be Sep
' ' P imposed by the local regulations clause 6.4.1.2.11
spectrum systems)
Int-4b Interrogator Transmit Spurious As specified; tighter emission limits may be Sep
' Emissions, Out-of-Band imposed by the local regulations clause 6.4.1.2.11
. Interrogator Transmitter Spectrum As specified; tighter emission limits may be Figure 6,|Figure
Int:5 . .
Mask imposed by the local regulations 7
Sep
‘ - - clause 6.4.1.6, Fi
Int.6 Timing As specified. gure 16, [Table 1
3
See
. Transmit-to-Receive Turn-Around clause 6.4.1.6, Fi
Int:6a Time 10-310ps gure 16, Table 1
3
See
Int-6b Receive-to-Transmit Turn-Around 3,5 —-610 ps when tag is in reply & clause 6.4.1.6, Fi

gure 16, Table 1

3
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Ref. Parameter Name Description Reference
Dwell Time or Interrogator Transmit See
Int:6¢ 9 1500 ps, maximum settling time clause 6.4.1.2.6,
Power-On Ramp .
Figure 3, Table 6
Int:6d Decay Time or Interrogator Transmit 500 ps, maximum Figure 3, Table 7
Power-Down Ramp
Int:7 Modulation DSB-ASK, SSB-ASK, or PR-ASK See
clause 6.4.1.2.2
) Spreading Sequence .
Int:7a (direct-sequence [DSSS] systems) Not applicable.
) Chip Rate .
Int:7b (spread-spectrum systems) Not applicable.
Int:7c Chip Rate Accuracy Not applicable.
(spread-spectrum systems)
See
Int:7d Modulation Depth 90% nominal clause 6.4.1.2.5,
Figure 2, Table 5
See
Int:7e Duty Cycle 48% — 82.3% (time the waveform is-high) clause 6.4.1.2.3,
Figure 1, Table 5
Int:7f FM Deviation Not applicable.
See
Int:8 Data Coding PIE clause 6.4.1.2.3,
Figure 1
) . 26.7 kbit/s to_128 kbit/s (assuming equiprobable See
Int:9 Bit Rate data) clause 6.4.1.2.4
Int:9a Bit Rate Accuracy +/— 1%,Minimum See
' ’ clause 6.4.1.2.4
. Interrogator Transmit Modulation o See
Int:10 Accuracy As specified clause 6.4.1.2.4
. . See
Int:11 Preamble Required clause 6.4.1.2.8
Int:11a Preamble Length As specified See
: 9 P clause 6.4.1.2.8
Int:11b Preamble Waveforin(s) As specified See Figure 4
Int:11c Bit Sync Sequence None
See
Int:11d Frame Sync Sequence Required clause 6.4.1.2.8,
Figure 4
Int-12 Scrambling (spread-spectrum Not Applicable.
systems)
See
Int:13 Bit Transmission Order MSBIstransmitted first
clause 6.4.1.4
Int:14 Wake-up process As specified See
’ PP P clause 6.4.1.2
Int:15 Polarization Not specified

10
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Table 2 — Tag to Interrogator link parameters

Ref. Parameter Name Description Reference
Tag:1 Operating Frequency Range 860 MHz — 960 MHz, inclusive Seee:I:IaLfe
. . Tags respond to Interrogator signals that satisfy See
Tag:1a Default Operating Frequency Int-1a clause 6.4.1.1
Taa1b Operating Channels Tags respond to Interrogator signals that satisfy See
g (spread-spectrum systems) Int:1b clause 6.4.1.2.10
Sep
Tag:1c Operating Frequency Accuracy As specified clause 6)4.1.3.3
Table 9
Taa-1d Frequency Hop Rate Tags respond to Interrogator signals that satisfy. Sep
9 (frequency-hopping [FHSS] systems) | Int:1d clause 6/4.1.2.9
Tag-1e Frequency Hop Sequence Tags respond to Interrogator signals thaf\satisfy Sep
9 (frequency-hopping [FHSS] systems) | Int:1e clause 6}4.1.2.9
Tag:2 Occupied Channel Bandwidth In accordance with the local regulations
Tag:3 Transmit Maximum EIRP In accordance with the local regulations
Tag:4 Transmit Spurious Emissions In accordance with the lo€akregulations
Transmit Spurious Emissions, In-
Tag:4a Band In accordance with’the“local regulations
(spread spectrum systems)
Tag:4b Transmit Spurious Emissions, Out- In accordance with the local regulations
of-Band
Tag:5 Transmit Spectrum Mask In accordance with the local regulations
Sep
. Transmit-to-Receive Turn-Around 3,5 — 610 ps in reply & acknowledged states; | clause 6.4.1.6, Fi
Tag:6a ) - .
Time no limit otherwise gure 16, [Table 1
3
Sep
. Receive-to-Transmit Tupn-Around clause 6.4.1.6, Fi
Tag:6b Time 10-310ps gure 16, [Table 1
3
. Dwell Time or Transmit Power-On . Sep
Tag:6¢c Ramp Receive commands 1.5 ms after power-up clause 6.4.1.2
. Decay Time or Transmit Power- .
Tag:6d Down Rafp Not applicable.
. . . Sege
Tag:7 Medulation ASK and/or PSK modulation (selected by tag) clause 614.1.3.1
. Spreading Sequence .
Tag:7a (direct sequence [DSSS] systems) Not applicable.
Tag:7b E:hlp Rjte . . \ Not applicable.
\QprﬁeM Qpﬂf\ Fum Q},IS‘QmS/
) Chip Rate Accuracy .
Tag:7c (spread spectrum systems) Not applicable.
Tag:7d On-Off Ratio Not specified

© ISO/IEC 2013 — All rights reserved

11



https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Ref. Parameter Name Description Reference
See
Tag:7e Subcarrier Frequency 40 kHz to 640 kHz clause 6.4.1.3.3
Table 9
Tag:7f Subcarrier Frequency Accuracy As specified Table 9
See
Tag:7g Subcarrier Modulation Miller, at the data rate clause 6.4.1.3.2.3
F;gulﬂﬂ_
See
. FMO: 50%, nominal clause 6.4:1:3.2.1
Tag:7h Duty Cycle Subcarrier: 50%, nominal ,
6.4.13.2.3
Tag:7i FM Deviation Not applicable.
Taa:8 Data Codi Baseband FMO or Miller-modulated subcarrier See
ag: ata Loding (selected by the Interrogator) clause 6.4.1.3.2
See
. . FMO: 40 kbps to 640 kbps
Tag:9 Bit Rate Subcarrier modulated: 5 kbps to 320'kbps clause 6.4.1.3.3
Table 9
See
. . Same as Subcarrier Frequency Accuracy; see clause 6.4.1.3.3,
Tag:9a Bit Rate Accuracy Tag:7f Table 9, Table 1
0
) Tag Transmit Modulation Accuracy .
Tag:10 (frequency-hopping [FHSS] systems Not applicable-
See
Tag:11 Preamble Required clause 6.4.1.3.2.2
, See
clause 6.4.1.3.2.4
- See Table 9,
Tag:113 Preamble Length As specified See Figure 15
. See Table 9,
Tag:114 Preamble Waveform As specified See Figure 15
Tag:11d Bit-Sync Sequence None
Tag:11g Frame-Sync Sequence None
) Scrambling .
Tag:12 (spread-spectrum sSystems) Not applicable.
Tag:13 Bit Transfpission Order MSB is transmitted first See
clause 6.4.1.4
Tag:14 Reserved Deliberately left blank.
Tag:15 Rolarization Tag dependent; not specified by this document
Tag:16 Minimum Tag Receiver Bandwidth Tag dependent; not specified by this document
12 © ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Table 3 — Protocol parameters

Ref. Parameter Name Description Reference
P:1 Who talks first Interrogator See clause 6.4
P:2 Tag addressing capabilit As specified See
' 9 9 cap y P clause 6.4.2.1
. . ) See
P:3 Tag ID Contained in tag memory clause 6.4.2.1.3
[«
P:3a Tag ID Length Variable, as specified in clause 6.4.2.1.3 claust'614.2.1.3
P:3b Tag ID Format see clause 6.4.2.1.3 Sep
' 9 i clduse 6/4.2.1.3
Seg
P:4 Read size Multiples of 16 bits. clause 6;'2'11'3
Table 34
Sep
clause 6.4.2.11.3
3
P:5 Write Size Multiples of 16 bits Tablg 36,
See
clause 6.4.2.11.3
.7, Tahle 47
- Read T don Ti Varied with'R=>T and T=>R link rate and | Ssefz 1.3
: ead Transaction Time number 6t bits being read clause 2 2.11.
Sep
clause 6.4.2.11.3
. . . i 20 ms (maximum) after end of Write 3
P:7 Write Transaction Time command Sek
clause 6.4.2.11.3
.7, Figure 22
Interrogator-to-tag:
Select command: CRC-16
Query command: CRC-5
Other Inventory commands: Command length s
ee
Access commands: CRC-16
. clause 6.4.2.10
P:8 Error detection Tag-to-Interrogator: dlit
PC, Ull: CRC-16 e
RN16: None or CRC-16 (varies with subsegtions
command)
handle: CRC-16
All other: CRC-16
P:9 Error correction None
b4 Memary sive Tag dependent, extensible (size is neither
? limited nor specified by this document)
P:11 Command structure and extensibility | As specified. Table 19
© ISO/IEC 2013 — All rights reserved 13
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Table 4 — Anti-collision parameters

Ref. Parameter Name Description Reference
A1 Type (Probabilistic or Deterministic) Probabilistic Seee‘;:l:Lése
Linear up to 2" tags in the Interrogator’s See
A2 Linearity RF field; above that number, NlogN for tags | ¢ause 6.4.2.8
with unique Ulls
. . . . . . See
A:3 Tag inventory capacity Unlimited for tags with unique Ulls. clause 6.4.28
6.2 Protocol overview
6.2.1 Physical layer

An Intefrogator sends information to one or more tags by modulating an RF carti€r’using double-sideband
e shift keying (DSB-ASK), single-sideband amplitude shift keying (SSB-ASK), or phase-reversa
e shift keying (PR-ASK) using a pulse-interval encoding (PIE) format_Tags receive their operating

amplitud
amplitud

energy {from this same modulated RF carrier.

An Inter
backscsg
the RF

tags shd

to a mandatory or optional command using full-duplex communications.

6.2.2

Tag-identification layer

An Interrogator manages tag populations using'three basic operations:

Select. The operation of choosing a.tag population for inventory and access. A Select command may be
applied successively to select.a particular tag population based on user-specified criteria. This

Inventory. The operation(of) identifying tags. An Interrogator begins an inventory round by transmitting &
Query command in-0he of four sessions. One or more tags may reply. The Interrogator detects 3
single tag reply-and requests the PC/XPC word(s), Ull, and CRC from the tag. Inventory comprises

Acdess. The.operation of communicating with (reading from and/or writing to) a tag. An individual tag
must . beuniquely identified prior to access. Access comprises multiple commands, some of which

6.3

6.3.1

operation is analogous to selecting records from a database.

multiple commands. An inventory round operates in one and only one session at a time.

employ one-time-pad based cover-coding of the R=>T link.

rogator receives information from a tag by transmitting an unmodulated RF carrier and listening for &
ttered reply. Tags communicate information by backscatter modulating the amplitude and/or phase o
carrier. The encoding format, selected in response to Intetrogator commands, is either FMO or Miller:
modulafed subcarrier. The communications link between Interrogators and tags is half-duplex, meaning tha
Il not be required to demodulate Interrogator commands while backscattering. A tag shall not respong

f

Command types and command structure

General

This clause defines 4 command types: Mandatory, optional, custom, and proprietary.

All commands defined in this International Standard are either mandatory or optional, as specified in the
definition of the command itself. Custom or proprietary commands are vendor-defined.

14

© ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

6.3.2 Mandatory
Conformant tags shall support all mandatory commands.

Conformant Interrogators shall support all mandatory commands.

6.3.3 Optional

Tags may or may not support optional commands.

nterrogators may or may not support optional commands.

f an optional command is used, it shall be implemented in the manner specified in this document:

5.3.4 Custom

Custom commands are not specified in this document.
An Interrogator shall issue a custom command only after (i) singulating a tagy and (ii) reading (or havjng prior
nowledge of) the tag manufacturer’s identification in the tag’s TID memory. An Interrogator shal use a

custom command only in accordance with the specifications of the tag mianufacturer identified in the tag ID.

A\ custom command shall not solely duplicate the functionality of any’mandatory or optional command| defined
n this International Standard by a different method.

5.3.5 Proprietary

Proprietary commands are not specified in this document.

All proprietary commands shall be capable.‘'of being permanently disabled. Proprietary commands are
ntended for manufacturing purposes and shall not be used in field-deployed RFID systems.

5.4 Description of operating procedure

The operating procedure defines .the physical and logical requirements for an ITF, random-slotted [collision
prbitration, RFID system operating in the 860 MHz — 960 MHz frequency range.

6.4.1 Signalling
he signalling intérface between an Interrogator and a tag may be viewed as the physical layer in aflayered

hetwork commgnication system. The signalling interface defines frequencies, modulation, data coding, RF
envelope, datd rates, and other parameters required for RF communications.

5.4.1.1. . Operational frequencies

[ags shall receive power from and communicate with Interrogators within the frequency range from §60 MHz
0 960 MHz, inclusive. An Interrogator’s choice of operational frequency will be determined by local radio
regulations and by the local radio-frequency environment. Interrogators that are claimed to operate in Dense-
Interrogator environments shall support, but are not required to always use, the optional Dense-Interrogator
mode described in Annex G.

6.4.1.2 Interrogator-to-Tag (R=>T) communications

An Interrogator communicates with one or more tags by modulating an RF carrier using DSB-ASK, SSB-ASK,
or PR-ASK with PIE encoding. Interrogators shall use a fixed modulation format and data rate for the duration
of an inventory round, where “inventory round” is defined in ISO/IEC 19762. The Interrogator sets the data
rate by means of the preamble that initiates the round.
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The high values in Figure 1, Figure 2, Figure 3, Figure 4 and Figure 5, correspond to emitted CW (i.e. an
Interrogator delivering power to the tag or tags) whereas the low values correspond to attenuated CW.

6.4.1.2.1 Interrogator frequency accuracy

Interrogators that claim to operate in single- or Multiple-Interrogator environments shall have a frequency
accuracy that meets the local regulations.

Interrogators that are cla|med to operate in Dense- Interrogator environments shall have a frequency accuracy

to the extent of their rated range. If the local regulations specify tighter frequency acdéuracy then theg
Interroggtor shall meet the local regulations.

6.4.1.2.2 Modulation

Interrogators shall communicate using DSB-ASK, SSB-ASK, or PR-ASK modulation, detailed in Annex H
Tags shall demodulate all three modulation types.

attenuated CW. Pulse modulation depth, rise time, fall time, and PW shall be as specified in Table 5, and shal
be the game for a data-0 and a data-1. Interrogators shalkuse a fixed modulation depth, rise time, fall time
PW, Tari, data-0 length, and data-1 length for the duration\of an inventory round. The RF envelope shall be as
specified in Figure 2.

——— 1.5 Tari < data-1 < 2.0 Tari ——P>|

< Tari >l 0.5 Tari< x <L Tari >
PW PW
—P —
data-0
data-1

Figure 1 — PIE Symbols
6.4.1.2.4 Tarivalues

Interrogatafs shall communicate using Tari values in the range of 6.25us to 25us. Interrogator compliance
shall be evaluated using at Teast one Tari value between 6.25us and 25us with at least one value of the
parameter x. The tolerance on all parameters specified in units of Tari shall be +/-1%. The choice of Tari
value and x shall be in accordance with local radio regulations.

6.4.1.2.5 R=>T RF envelope

The R=>T RF envelope shall comply with Figure 2 and Table 5. The electric or magnetic field strength A (as
appropriate) is the maximum amplitude of the RF envelope, measured in units of V/m or A/m, respectively.
Tari is defined in Figure 1. The pulsewidth is measured at the 50% point on the pulse. An Interrogator shall not
change the R=>T modulation type (i.e. shall not switch between DSB-ASK, SSB-ASK, or PR-ASK) without
first powering down its RF waveform (see 6.4.1.2.7).
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ASK Modulation PR-ASK Modulation
A Electric field strength A Electric field strength
M, M,
W Wz, W W 7 iz

7% YR\ ew, | [

A A 0.5%(A +B)
Iv'h .
vy N\,
77722 -
B I | h
0 time’ 0 * f T time >
A
Figure 2 — Interrogator-to-Tag RF envelope
Table 5 — RF envelope parameters
Tari Parameter Symbol Minimum Nominal Maximum Units
Modulation Depth (A-B)/A 80 90 100 Yo
RF Envelope Ripple Mn = M, 0 0.05(A-B) Vim
6.25 us
to RF Envelope Rise Time tr.10-90% 0 0.33Tari Hs
25 pys
H RF Envelope Fall Time tr,10-00% 0 0.33Tari ds
RF Pulsewidth PW MAX(0.265Tari, 2) 0.525Tari Hs

5.4.1.2.6 Interrogator power-up waveform

isen above the 10%-level, the power-up envelope shall rise monotonically until at least the ripple limit
RF envelope shall'net fall below the 90% point in Figure 3 during interval Ts. Interrogators shall n
commands befere-the end of the maximum settling-time interval in Table 6 (i.e. before the end
nterrogators shall meet the frequency-accuracy requirement specified in 6.4.1.2.1 by the end of inf
n Figure 3.

5.4.1.2:7 Interrogator power-down waveform

The Interrogator power-up-RF envelope shall comply with Figure 3 and Table 6. Once the carrier I¢vel has

M. The
pt issue

of Ty).
erval Tg

Fha Intarrcastor nowar down RE anvalana chall eamnhywvwith Eiraira @ and TAahla 7 OYnen tha ~arriae |
e Rerrogat SWHT~r—Ceveto e Corhpry Wit 1igoreoahta—apie——oncethe-armtr

evel has

O PoOwWoTT T T TOpPT—oran

fallen below the 90% level, the power-down envelope shall fall monotonically until the power-off limit Ms. Once

powered off, an Interrogator shall remain powered off for a least 1ms before powering up again.

© ISO/IEC 2013 — All rights reserved
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4 Electric field strength

M,
W/ Y oee Yl A 4
// \\ e \ AV 100%
A N A
90% 90% M,
10% 10%\ M
vs
% Ul deedeldeeeeeer ez N e ™Y

T, T T

S

Figure 3 — Interrogator power-up and power-down RF envelope

Table 6 — Interrogator power-up waveform parameters

Parameter Definition Mir:li1mu No:in Maximum Units
T, Rise time 1 500 us
Ts Settling time 1500 us
Ms Signal level when OFF 1 % full scale
M Undershoot 5 % full scale
Mn Overshoot 5 % full scale

Table 7 — Interrogator power-down waveform parameters

Parameter Definition Minimum | Nominal | Maximum Units
Tt Fall time 1 500 us
Ms Signaljlevel when OFF 1 % full scale
M Undershoot 5 % full scale
M Overshoot 5 % full scale

6.4.1.2.13 R=>T preamble and frame-sync

An Interrogator shall begin all R=>T signalling with either a preamble or a frame-sync, both of which are
shown in Figure 4. A preamble shall precede a Query command (see 6.4.2.11.2.1) and denotes the start of an
inventory round. All other signalling shall begin with a frame-sync. The tolerance on all parameters specified in
units of Tari shall be +/-1%. PW shall be as specified in Table 5. The RF envelope shall be as specified
in Figure 2.
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R=>T Preamble

1 Tari 2.5 Tari < RTcal < 3.0 Tari 1.1RTcal < TRcal < 3 RTcal
< > < > < >
12.5ps +/- 5% PW PW PW
<+ <> <P
| delimiter data-0 R=>T calibration (RTcal) T=>R calibration (TRcal)

R=>T Frame-Sync

1 Tari 2.5 Tari <RTcal < 3.0 Tari
< >«
12.5us +— 5% PW PW
<+
| delimiter data-0 R=>T calibration (RTcal)

Figure 4 — R=>T preamble and frame-sync

A\ preamble shall comprise a fixed-length start delimiter, a data=0 symbol, an R=>T calibration (RTcal)[symbol,
bnd a T=>R calibration (TRcal) symbol.

RTcal: An Interrogator shall set RTcal equal to the'length of a data-0 symbol plus the length of a data-1
symbol (RTcal = Ojngth + Tengn). A tag'éshall measure the length of RTcal and ¢ompute
pivot = RTcal / 2. A tag shall interpret subsequent Interrogator symbols shorter than pivot to be data-
0s, and subsequent Interrogator symbols-Jlonger than pivot to be data-1s. A tag shall interpret symbols
longer than 4 RTcal to be invalid. Prier to changing RTcal, an Interrogator shall transmit QW for a
minimum of 8 RTcal.

TRcal: An Interrogator shall specifyla tag’s backscatter link frequency (its FMO datarate or the frequency
of its Miller subcarrier) using’ the TRcal and divide ratio (DR) in the preamble and payload,
respectively, of a Query‘command that initiates an inventory round. Equation (1) specifies the
relationship between the backscatter link frequency (BLF), TRcal, and DR. A tag shall meagure the
length of TRcal, compute BLF, and adjust its T=>R link rate to be equal to BLF (Table 9 shgqws BLF
values and tolerafices). The TRcal and RTcal that an Interrogator uses in any inventory round shall
meet the constraints in Equation (2):

BLF = DR )
TRcal
1.1xRTcal < TRcal < 3xRTcal (2)

A\ framie-sync is identical to a preamble, minus the TRcal symbol. An Interrogator, for the duratign of an
nventory round, shall use the same length RTcal in a frame-sync as it used in the preamble that initinted the

round.

6.4.1.2.9 Frequency-hopping spread-spectrum waveform

When an Interrogator uses frequency-hopping spread spectrum (FHSS) signalling, the Interrogator's RF
envelope shall comply with Figure 5 and Table 8. The RF envelope shall not fall below the 90% point
in Figure 5 during interval Ty. Interrogators shall not issue commands before the end of the maximum settling-
time interval in Table 8 (i.e. before Tys). The maximum time between frequency hops and the minimum RF-off
time during a hop shall meet local regulatory requirements. Interrogators shall meet the frequency-accuracy
requirement specified in 6.4.1.2.1 by the end of interval T, in Figure 5.
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6.4.1.2.10 Frequency-hopping spread-spectrum channelisation

Interrogators that are claimed to operate in single-Interrogator environments shall meet the local regulations
for spread-spectrum channelisation. Interrogators that are claimed to operate in multiple- or Dense-
Interrogator environments shall meet the local regulations for spread-spectrum channelisation, unless the
channelisation is unregulated, in which case Interrogators shall adopt the channelisation described
by Annex G (Annex G describes multiple- and Dense-Interrogator channelised signalling).

4 Electric field strength M
/ ' LALLI
// \\ I — \ AV 100%
A 777 A A
90% 90% My,
10% 10%\ M
7 N A
Yt peeeeeeeee. ezl IR I °/°ti_m'e
Thr Ths Thf
Figure 5 — FHSS Interrogator RF envelope
Table 8 — FHSS waveform parameters
Parameter Definition Minimu Nomin Maximu Units
m al m
Thr Rise time 500 V&
Ths Settling time 1500 V&
The Fall time 500 us
Mhs Signal level durihg hop 1 % full scale
M Undershoot 5 % full scale
Mhn Overshoot 5 % full scale
6.4.1.2.11 Transmitmask
Interrogators (that are claimed to operate according to this International Standard shall meet the loca
regulatiTns far' out-of-channel and out-of-band spurious radio-frequency emissions.

Interrogators that are claimed to operate in Multiple-Interrogator environments, in addition to meeting the local
regulations, shall also meet the Multiple-Interrogator Transmit Mask specified in this International Standard:

Multiple-Interrogator Transmit Mask: For an Interrogator transmitting random data in channel R, and

any other channel S#R, the ratio of the integrated power P() in channel S to that in channel R shall not
exceed the specified values:

IR — S| = 1: 10log+0(P(S) / P(R)) < —20 dB
IR — S| = 2: 10l0g10(P(S) / P(R)) < =50 dB
IR — S| = 3: 10l0g+0(P(S) / P(R)) < —60 dB
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IR — S| > 3: 10l0g+0(P(S) / P(R)) < —65 dB

Where P() denotes the total integrated power in the specified channel. This mask is shown graphically in

Figure 6, with dBch defined as dB referenced to the integrated power in the reference channel. The

channel

width shall be as specified by the local regulations, unless the width is unregulated, in which case
Interrogators shall adopt a channel width as described in Annex I. The channel spacing shall be set equal

to the channel width (measured channel centre to channel centre). For any transmit channel
exceptions to the mask are permitted, provided that

neither exception exceeds —50 dBch, and
neither exception exceeds local regulatory requirements.

An exception occurs when the integrated power in a channel S exceeds the mask. Each c¢har
exceeds the mask shall be counted as an exception.

he optional Dense-Interrogator mode described in Annex G, in which case they shall-instead meet the
nterrogator Transmit Mask described below and shown in Figure 7. Interrogatérs“may meet the

pxceptions to the transmit mask that are allowed for Interrogators certified for.operation in Multiple-Inte
environments.

Integrated Power

channel: -4 -3 -2 -1 (I) 1 2 3 4
N
OdBch,.\\
—20dBch)| —20dBch
NZ
-50dBch -50dBch
—60dBch —60dBch
| ~65dBch Jd8¢ : £0d 1-65dBeh. _

N

< I 1 r.‘ 1 1 1 I 1 1 1 1 >
f, frequency

Figure 6— Transmit mask for Multiple-Interrogator environments

Dense-Interrogator Transmit Mask: For Interrogator transmissions centred at a frequency f;, a
bandwidth. Rgjy also centred at f;, an offset frequency f, = 2.5/Tari, and a 2.5/Tari bandwidth Sgy
at (n x f,)&F 1, (integer n), the ratio of the integrated power P() in Sgy to that in Rgy, with the Intg
transmitting random data shall not exceed the specified values:

|n| =1; 10'0910(P(SBw) / P(RBw)) <-30dB

R, two

nel that

nterrogators that are claimed to operate in Dense-Interrogator environments shall meet both the local
regulations and the Transmit Mask shown in Figure 6 of this International Standard, except when operating in

Dense-
Dense-

nterrogator Transmit Mask during non-Dense-Interrogator operation. Regardless of the mask used,
nterrogators certified for operation in Dense-Interrogator environments shall not be permitted fthe two

rrogator

2.5/Tari
centred
rrogator

|n| = 2: 10l0g+o(P(Sew) / P(Rew)) < —60 dB

[n|>2-10log1o(F(Sew) I P(Rew)) < —095 db

Where P() denotes the total integrated power in the 2.5/Tari reference bandwidth. This mask is shown
graphically in Figure 7, with dBch defined as dB referenced to the integrated power in the reference

channel.
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T Integrated Power

0dBch
-30dBch -30dBch
—60dBch —-60dBch
. .:65dBch I |—65dBc11. .
‘ | 1 1 | 1 1 | | >
-875 -625 =375 -125 1.25 3.75 6.25 8.75
Tari Tari Tari Tari Tari Tari Tari Tarij

f

¢ frequency

Figure 7 — Transmit mask for Dense-Interrogator environments

NOTE It is recommended that future Interrogator designs fulfill the Denge Interrogator transmit mask. Additiona
informatipn is provided in Annex Q.

6.4.1.3 | Tag-to-Interrogator (T=>R) communications

A tag communicates with an Interrogator using backscatter modulation, in which the tag switches the reflectior
coefficignt of its antenna between two states in accordance with the data being sent.

A tag shall backscatter using a fixed modulation‘format, data encoding, and data rate for the duration of ar
inventorly round, where “inventory round” is defined in 6.4.2.8. The tag selects the modulation format; thg
Interrogator selects the encoding and data-rate by means of the Query command that initiates the round. The
low valyes in Figure 9, Figure 10, Figure 11, Figure 13, Figure 14 and Figure 15 correspond to the antenna
reflectivlty state the tag exhibits duringithe CW period prior to a T=>R preamble (e.g. an ASK tag absorbing
power), [whereas the high values correspond to the antenna-reflectivity state the tag exhibits during the firs
high pulse of a T=>R preamble (é.g. an ASK tag reflecting power).

6.4.1.3. Modulation

Tag bagkscatter shall~-use ASK and/or PSK modulation. The tag vendor selects the modulation format
Interroggtors shall.demodulate both modulation types.

6.4.1.3.2 _Data encoding

Ta S s Sl anandA tha hanlco Haorad ata aa Aithar CAN hooalhanA r H
g o CTIoOgT e oaURotattCToU—Uata oo CItiCT T vio- oaoSTioar i Ot 1viim

data rate. The Interrogator commands the encoding choice.

6.4.1.3.21 FMO baseband

Figure 8 shows basis functions and a state diagram for generating FMO (bi-phase space) encoding. FMO
inverts the baseband phase at every symbol boundary; a data-0 has an additional mid-symbol phase inversion.
The state diagram in Figure 8 maps a logical data sequence to the FMO basis functions that are
transmitted. The state labels, S1—S4, indicate four possible FM0-encoded symbols, represented by the two
phases of each of the FMO basis functions. The state labels also represent the FMO waveform that is
transmitted upon entering the state. The labels on the state transitions indicate the logical values of the data
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sequence to be encoded. For example, a transition from state S, to S; is disallowed because the resulting
transmission would not have a phase inversion on a symbol boundary.

Figure 9 shows generated baseband FMO symbols and sequences. The duty cycle of a 00 or 11 sequence,
measured at the modulator output, shall be a minimum of 45% and a maximum of 55%, with a nominal value
of 50%. FMO encoding has memory; consequently, the choice of FMO sequences in Figure 9 depends on prior

transmissions. FMO signalling shall always end with a “dummy” data-1 bit at the end of a transmission, as
shown in Figure 10.

FMO Basis Functions FMO Generator State Diagram
data-0 data-1
A sV s4(t)
1 1

Q
T
3 T
=0 > >
g time () 0 T time (t)
(1]

-1

\J
S3(t) = _sz(t) S4(t) = _51(t)
Figure 8 — FMO basis functions and/géenerator state diagram
FMO Symbols FMO Sequences
0 0 00| 00
1 1 ' o1] 01
10] 10
11 | 11 |
Figure 9 — FMO0 symbols and sequences

FMO0 End-of-Signaling

0 i dummy 1

o1 ' dummy 1 | I ' dummy 1 |

o
5
c
3
3
<

Figure 10 — Terminating FMO transmissions
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6.4.1.3.2.2 FMO preamble

T=>R FMO signalling shall begin with one of the two preambles shown in Figure 11. The choice depends on
the value of the TRext bit specified in the Query command that initiated the inventory round, unless a tag is
replying to a command that writes to memory, in which case a tag shall use the extended preamble regardless
of TRext (i.e. the tag replies as if TRext=1 regardless of the TRext value specified in the Query—

see 6.4.2.11.3). The “v” shown in Figure 11 indicates an FMO violation (i.e. a phase inversion should have
occurred but did not).

L1

110110

PV
FMO Preamble (TRext = 1)
:4— 12 leading zeros (pilot tone) —}:

ML eee FLILM 1ML TLL O]

0o 0010110

Figure 11 — FMO T=>R preamble

6.4.1.3.2.3 Miller-modulated subcarrier

Figure 12 shows basis functions and a state diagram for generating Miller encoding. Baseband Miller inverts
its phase between two data-Os in sequence. Baseband Miller also places a phase inversion in the middle of &
data-1 $ymbol. The state diagram in Figure 12 maps.{a logical data sequence to baseband Miller basig
functions. The state labels, S1—S,, indicate four possible Miller-encoded symbols, represented by the twq
phases [of each of the Miller basis functions. The state labels also represent the baseband Miller waveforn
that is generated upon entering the state. The transmitted waveform is the baseband waveform multiplied by 2
square-vave at M times the symbol rate. Thelabels on the state transitions indicate the logical values of the
data sefguence to be encoded. For example, a transition from state S; to S; is disallowed because thg
resulting transmission would have a phase inversion on a symbol boundary between a data-0 and a data-1.

Figure 13 shows Miller-modulated.'subcarrier sequences; the Miller sequence shall contain exactly two, four|
or eight[subcarrier cycles per bit,"depending on the M value specified in the Query command that initiated thg
inventorny round (see Figure 42).)The duty cycle of a 0 or 1 symbol, measured at the modulator output, shall be
a minimum of 45% and a\maximum of 55%, with a nominal value of 50%. Miller encoding has memory
consequently, the choiee of Miller sequences in Figure 13 depends on prior transmissions. Miller signalling
shall alays end with/a_*dummy” data-1 bit at the end of a transmission, as shown in Figure 14.

Miller Basis Functions Miller-Signaling State Diagram
data-0 data-1 /@\
1 1
S(t) S,(t)
1 1 0 1
[}]
T
2 T
= - 0 »-
g 0 T time (t) time (t)
[}]
-1 I,
 J

S4(t) = _51(t) s3(t) = _sz(t)

Figure 12 — Miller basis functions and generator state diagram
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Miller Subcarrier Sequences

M=4 oo [T MLILMLTLA:
|

=
Il
o
o
=3

oo1||||l||||| L oo1||||||||l|||||‘||‘|||| 1
oto [T oto [ UL
] [}
] ] ] ] | ]
‘| | | [} |
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Figure 13 — Subcarrier sequences
Miller End-of-Signaling
m=2 | [ = . [ S . I__,__
: 0 ; dummy1 : : 0 ; dummy1 E
L L 1 1. [ 1 L] Ll
E 1 i dummy1 ; ; 1 ; dummy1 i
M S LM Irori.. e e
: 0 ; dummy1 ; ; 0 ; dummy1 ;
: 1 . dummy1 ; ; 1 v dummyt i
M=8 | - duuuuiiiiny o .
E 0 ; dummy1 ; ; 0 i dummy1 i
: 1 i dummy1 v 1 ! dummy1 T

Figure 14 — Terminating subcarrier transmissions
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6.4.1.3.2.4 Miller subcarrier preamble

T=>R subcarrier signalling shall begin with one of the two preambles shown in Figure 15. The choice depends
on the value of the TRext bit specified in the Query command that initiated the inventory round, unless a tag is
replying to a command that writes to memory, in which case a tag shall use the extended preamble regardless
of TRext (i.e. the tag replies as if TRext=1 regardless of the TRext value specified in the Query—
see 6.4.2.11.3).

Miller Preamble (TRext = 0)

M=2 mﬂmmmuuummuumn o= | [LUTATATRATAAARTL AT UTATLARRFL

<4UMBLF®» 01110111111 4——4M/BLF—» 0 1 0 1 174 1
<4 4 M/IBLF ———» 0 1 0 1 1 1

Miller Preamble (TRext = 1)

we [ A LA

< 16 M/BLF » 0111011114
< 16 M/BLF » <0 1 0 1 1 1
< 16 M/BLF —» 0 1 0 1 1 1

Figure 15 — Subcarrier T=>R preamble

6.4.1.3.3 Tag supported Tari values and backscatter link rates

Tags shall support all R=>T Tari values in the range of 6.25us to 25us, over all parameters allowed by
6.4.1.2.8.

Tags shall support the T=>R’link frequencies and tolerances specified in Table 9, and the T=>R data rates
specified in Table 10. The-frequency-variation requirement in Table 9 includes both frequency drift and short
term freguency variation during tag response to an Interrogator command. The Query command that initiates
an inventory round.specifies DR in Table 9 and M in Table 10; the preamble that precedes the Query specifies
TRcal. BLF is.cemputed using Eq. (1). These four parameters together define the backscatter frequency
modulafjon type(FMO or Miller), and T=>R data rate for the round (see also 6.4.1.2.8).
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Table 9 — Tag-to-Interrogator link frequencies

DR: TReal® BLF: Link Frequency Frequency Frequency
Divifie (1S +— 1%) Frequency Tolerance FT (-25 °C | Tolerance FT (-40 °C | variation during
Ratio (kHz) to 40 °C) to 65 °C) backscatter

33.3 640 +/-15% +/-15% +/-25%

33.3 < TRcal < 66.7 | 320 < BLF < 640 +/-22% +/-22% +/-25%

66.7 320 +/-10% +/-15% +/-25%

66.7 < TRcal < 83.3 | 256 < BLF < 320 +/-12% +/-15% +/+2.5%

64/3 83.3 256 +/-10% +/-10% +h—2.5%
83'31<3;§°a'5 160 < BLF < 256 +/=10% +/=12% /- 25%
133'3;02R°a'5 107 < BLF < 160 =% =% +1-25%

200 < TRcal <225 | 95 <BLF <107 +/-5% +/-5% +/-25%

17.2 < TRcal <25 | 320 < BLF <465 +/-19% +44,19% +/-25%

25 320 +/-10% /- 15% +/1-25%

25 < TRcal < 31.25 | 256 < BLF < 320 +/-12% +/-15% +/-25%

g 31.25 256 +/-10% +/-10% +/-25%
31.25 < TRcal < 50 | 160 < BLF < 256 +/-10% +/-10% +/1-25%

50 160 + /=% +1-T% +/-25%

50 <TRcal <75 |107 <BLF <160 +h=T% +1-T% +/-25%

75 <TRcal <200 | 40 <BLF <107 +/—4% +/-4% +/-25%

RTcal.

A Allowing two different TRcal values (with two different; DR values) to specify the same BLF offers flexibility in specifying

Tari and

Table10 — Tag-to-Interrogator data rates

M: Number of subcarrier cycles\per symbol

Modulation type

Data rate (kbit/s)

1 FMO baseband BLF

2 Miller subcarrier BLF/2
4 Miller subcarrier BLF/4
8 Miller subcarrier BLF/8

NOTE

The M values supported by the specified commands are specified with the commands.

5.4.1.3.4 Tag power-up timing

Tags energized by an Interrogator shall be capable of receiving and acting on Interrogator commands within a
period not exceeding the maximum settling-time interval specified in Table 6 or Table 8, as appropriate (i.e. by

the end of within T or T,

hs?
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6.4.1.3.5 Minimum operating field strength and backscatter strength

The tag

— the
— the

manufacturer shall specify:

free-space sensitivity,

minimum relative backscattered modulated power (ASK modulation) or change in radar cross-section

or equivalent (phase modulation), and

— the

manufacturer's normal operating conditions,

for the t

Informa

6.4.1.4

The trarf
Within €
Within €

6.4.1.5

A CRC
Interrog
uses tw

To geng
then tak

A tag d
Interrog

At powg

Tags sh
formats

To gensg

A tag s
describeg

Interrog

bg mounted on one or more manufacturer-selected materials.

ion about the measurement of those parameters is provided in ISO/IEC 18046-3.

Transmission order

smission order for all R=>T and T=>R communications shall be most-significant bit{MSB) first.
ach message, the most-significant word shall be transmitted first.

ach word, the MSB shall be transmitted first.

Cyclic Redundancy Check (CRC)

s a cyclic-redundancy check that a tag uses to ensure the valjdity of certain R=>T commands, and ar
btor uses to ensure the validity of certain backscattered T=>R replies. This International Standarg
b CRC types: (i) a CRC-16 and (ii) a CRC-5. Annex F describes both CRC types.

rate a CRC-16 a tag or Interrogator shall first generate the CRC-16 precursor shown in Table 11, and
e the ones-complement of the generated precursorndto form the CRC-16.

r Interrogator shall verify the integrity of a_received message that uses a CRC-16. The tag o
htor may use of the methods described in Annex F to verify the CRC-16.

rup, a Tag calculates and saves into memory a 16-bit StoredCRC - See 6.4.2.10.

all append a CRC-16 to those replies that use a CRC-16. — See 6.4.2.10 for command specific reply

rate a CRC-5 an Interrogator shall use the definition in Table 12.

nall verify the integrity of -a received message that uses a CRC-5. The tag may use the method ag
d in Annex F to verify;a CRC-5.

htor shall appendthe appropriate CRC to R=>T transmissions as specified in Table 19.

Table 11 — CRC-16 precursor

CRC-16 precursor

CRC Type Length Polynomial Preset Residue

ISO/IEC 13239 16 bits X%+ x2+x%+1 FFFFh 1DOF,

Table 12 — CRC-5 definition

CRC-5 Definition

CRC Type Length Polynomial Preset Residue

— 5 bits X+ X+ 1 01001, 00000,

28
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6.4.1.6 Link timing

Figure 16 illustrates R=>T and T=>R link timing. The figure (not drawn to scale) defines Interrogator
interactions with a tag population. Table 13 shows the timing requirements for Figure 16, while 6.4.2.10
describes the commands. Tags and Interrogators shall meet all timing requirements shown in Table 13. RTcal
is defined in 6.4.1.2.8; T, is the T=>R link period (T, = 1 / BLF). As described in 6.4.1.2.8, an Interrogator
shall use a fixed R=>T link rate for the duration of an inventory round; prior to changing the R=>T link rate, an
Interrogator shall transmit CW for a minimum of 8 RTcal.

Single Tag Reply
QueryRep
T [RJARNE [RYRNNE th
nterrogatorm“ Select ”|||||||| Query ||||||||||||||||||||||-|||||||||||||||||||||||||||||||||||||||W|| cor7m2rndif
Ulljis valid
-| AK if Ull is
invalid
Tag PCIXPC + Ull + CRC
Ty T T, T4 T2
> - - - -
<— Collided Reply —<— No Reply ——~<——->— Invalid ACK —
nterrogator | avery ]||[[[1 [/ [avervmee ]| i [ILauetvmee ][I 1, &5 M Ik _[[1c | [auervkee ]|
Collision No~4 No
Detected Reply Reply|
Tag )
T1 T2 ‘ T1 T3 T‘I T2 T1 T3
- - - - - A -
Figure 16 — Link timing
Table 13 — Link timing parameters
Parameter Minimum Nominal Maximum Description
Time from Interrogator transmission to tag
response (specifically, the time from|the last
NMAX(RTcal,10Tr) MAX(RTcal,10T,s) | rising edge of the last bit of the Intefrogator
T % (1— [FT|) - 2ps | MAXRTCaL10Ten) | 47 o'y olis | transmission to the first rising edge of the tag
response), measured at the tag’s pntenna
terminals.
Interrogator response time required if a tag
is to demodulate the Interrogator signal,
T 3.0Tpii 20.0Tpii measured from the end of the last (dummy)
bit of the tag response to the first falling
edge of the Interrogator transmission.
Time an Interrogator waits, after T+, before it
Ts 0.0Tpri issues another command 1
T, 20 RTcal I(\;/Ioinmirr:lLaj‘r:dS time  between Interrogator
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The following items apply to the requirements specified in Table 13:

1)

6.4.2

Tag sel
network

6.4.2.1

Tag me
memoryf

— Reserved memory shall contain the kill and/or access passwords, if passwords are implemented on the

tag
sto

Tag selection, inventory, and access

Toi denotes either the commanded period of an FMO symbol or the commanded period of a single
subcarrier cycle, as appropriate.

A tag may exceed the maximum value for T, when responding to commands that write to memory —
see, for example, 6.4.2.11.3.3.

— Without the tag receiving a valid command, the tag shall transition to the arbitrate  state
(see 6.4.2.4.2).

— During the reception of a valid command, the tag shall execute the command.

— During the reception of an invalid command, the tag shall transition to arbitrate upor
determining that the command is invalid.

— In all other states the maximum value for T, shall be unrestricted/ A tag shall be allowed 3
tolerance of 20.0Tpri < T2(max) < 32Tpri in determining whether T2 has expired. “Invalig
command” is defined in 6.4.2.11.

An Interrogator may transmit a new command prior to intepval T, (i.e. during a tag response). In thig

case the responding tag is not required to demodulate or otherwise act on the new command, ang

may undergo a power-on reset.

FT is the frequency tolerance specified in Table 9:

T41+T5 shall not be less than T,.

bction, inventory, and access may be viewed as the lowest level in the data link layer of a layereq
communication system.

Tag memory
mory shall be logicallyseparated into four distinct banks, each of which may comprise zero or morg

words. A logical memory map is shown in Figure 17. The memory banks are:

The kill¢qpassword shall be stored at memory addresses 00, to 1F,; the access password shall bg
ed at memory addresses 20, to 3F;. See 6.4.2.1.1.

— Ul
1F,
iso

memory shall contain a StoredCRC at memory addresses 00;, to OF,, a StoredPC at addresses 10;, tg
, @ code (suchras am Ut and hereafter referredtoasam Uit thatidentifies the objecttowhichthetag
r will be attached beginning at address 20,, and if the tag implements recommissioning (see 6.4.2.1.2)

or supports sensors and batteries (see Clause 7) then an Extended Protocol Control word XPC_W1 and
an optional Extended Protocol word XPC_W?2 (reserved for future use) beginning at address 210,

— TID memory shall contain an 8-bit ISO/IEC 15963 allocation class identifier at memory locations 00, to

07y

. TID memory shall contain sufficient identifying information above 07, for an Interrogator to uniquely

identify the custom commands and/or optional features that a tag supports. See 6.4.2.1.3.

— User memory is optional. See 6.4.2.1.4.

30
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The logical addressing of all memory banks shall begin at zero (00,). The physical memory map is vendor-
specific. Commands that access memory have a MemBank parameter that selects the bank, and an address
parameter, specified using the EBV format described in Annex A, to select a particular memory location within
that bank. When tags backscatter memory contents, this backscatter shall fall on word boundaries (except in
the case of a truncated reply — see 6.4.2.11.1.1).

MSB LSB
00, Word 0 of Block 0 OFy,
MSB LSB
Bank 11 USER MsB LSB
10, TID [15:0] 1Fy :
Bank 10 TID 00, TID [31:16] OFh 220, 'Optional XPC_W2 [15:0] |22F.
210, Optional XPC_W1 [15:0] 21Fy,
Bank 01 ull .
Bank 00 RESERVED MSB LSB Ull [15:0]
20 Ull [N:N-15 2F,
30, Access Passwd [15:0] 3F, " L ] "
Access Pasewd BN |2 10, StoredPC [15:0] 1Fn
20, W . h~_
00 StoredCRC [15:0 OF,
10, Kill Passwd [15:0] 1F, b ore [15:0] h
00, Kill Passwd{31:16] OFh
Figure 17 —Logical memory map
NOTE Although Figure 17 uses bit level addressing for illustration, read and write access can only [done by

bddressing on 16-bit word level.

MemBank is defined as follows:

00, Reserved
01, Ul

10, TID

11, User

Dperations in one-logical memory bank shall not access memory locations in another bank.

Memory writes, detailed in 6.4.2.9, involve the transfer of 16-bit words from Interrogator to tag. |A Write
command, writes 16 bits (i.e. one word) at a time, using link cover-coding to obscure the data during R=>T
ransmission. The optional BlockWrite command writes one or more 16-bit words at a time, without link cover-
codihgt The optional BlockErase command erases one or more 16-bit words at a time. A Write, BlockWrite, or
BlockErase shall not alter a tag’s killed status regardless of the memory word address (whether |valid or
nvand) specified in the command.

Interrogators may lock, permanently lock, unlock, or permanently unlock the kill password, access password,
Ull memory, TID memory, and User memory, thereby preventing or allowing subsequent changes (as
appropriate). A tag may optionally have its User memory partitioned into blocks; if it does, then an Interrogator
may permanently lock these individual blocks. Recommissioning may alter the memory locking and/or
permalocking. See 6.4.2.9 for a description of memory locking and unlocking, and 6.4.2.10 for a description of
tag recommissioning. If the kill and/or access passwords are locked they are usable by only the Kill and
Access commands, respectively, and are rendered both unwriteable and unreadable by any other command.
Locking or permanently locking the Ull, TID, or User memory banks, or permanently locking blocks within the
User memory bank, renders the locked memory location unwriteable but leaves it readable.
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6.4.2.1.1 Reserved memory bank

Reserved memory contains the kill (see 6.4.2.1.1.1) and/or access (see 6.4.2.1.1.2) passwords, if passwords
are implemented on the tag. If a tag does not implement the kill and/or access password(s), the tag shall
logically operate as though it has zero-valued password(s) that are permanently read/write locked
(see 6.4.2.11.3.5), and the corresponding physical memory locations in Reserved memory need not exist.

6.4.2.1.1.1 Kill password

The KkillFpassword—is—a—32=bit—vatue—stored—imReserved—memory 005 —to—tF,MSB—first—The—defauli
(unprogfammed) value shall be zero. An Interrogator may use the kill password to (1) recommission a,tag
and/or (R) kill a tag and render it nonresponsive thereafter. A tag shall not execute a recommissioning. or kil
operatign if its kill password is zero. A tag that does not implement a kill password operates as if it has a’zero
valued Kill password that is permanently read/write locked.

6.4.2.1.1.2 Access password

The acg¢ess password is a 32-bit value stored in Reserved memory 20, to 3F,, MSB first. The defaul
(unprogfammed) value shall be zero. A tag with a nonzero access password shall<equire an Interrogator tq
issue this password before transitioning to the secured state. A tag that does,'\not implement an access
passwofld operates as if it has a zero-valued access password that is permanently-read/write locked.

6.4.2.1.2 Ull memory bank

UIl memory contains a StoredCRC-16 at memory addresses 00, to‘OF}, a StoredPC at memory locations 10
to 1F;, and a Ull beginning at address 20, and if a tag implements recommissioning then a first XPC worg
(XPC_W1) at 210, to 21Fy, and an optional second XPC word (XPC_W2) at 220, to 22F,. If the tag support
sensors| and batteries according to Clauses 7 and 8 then .bit<based information is encoded in the first XPQ
word XPC_W1 at addresses 214, to 219,. Refer to 7.6:2 for an overview about PC and XPC_W1 bi
definitions. The StoredCRC, StoredPC, Ull, and XPC word or words shall be stored MSB first (i.e. the Ull’s
MSB is stored in location 20y,).

The StofedCRC-16 is described in 6.4.2.1.2.1

The StofedPC, as described in 6.4.2.1.2.2, is 'subdivided into a Ull length field in memory locations 10;, to 14,
a User-memory indicator (UMI) in location. 15y, an XPC indicator (XI) in location 16;, and a Numbering Systen
Identifief (NSI) in memory locations A7;'to 1F;..

The Ulllis a code that identifies the object to which a tag is affixed. The Ull for EPCglobal Applications ig
describgd in 6.4.2.1.2.3; the2UH for ISO Applications is described in 6.4.2.1.2.4. Interrogators may issue 3
Select dommand that includes all or part of the Ull in the mask. Interrogators may issue an ACK command tq
cause g Tag to backseatter its Ull. Under certain circumstances the Tag may truncate its backscattered Ul
(see 6.4.2.11.1.1). Andnterrogator may issue a Read command to read all or part of the UlI.

The firs{ XPC word’XPC_W1, as described in 6.4.2.1.2.2, 6.4.2.1.2.5 and 7.6.2, indicates whether and how 3
Tag hag beenrecommissioned and/or supports sensors and batteries.

6.4.2.1.2-——CRC-16(StoredCRCand PacketCRC])

All Tags shall implement a StoredCRC. Tags that support XPC functionality shall also implement a
PacketCRC.

The PC and the Ull are protected by the StoredCRC that a Tag backscatters during an inventory operation if
PC bits and Ull are transmitted to the Interrogator and no additional data, e.g. XPC, is included in the Tag
response.

Because Interrogators may issue a Select command that includes all or part of this CRC-16 in the mask, and
may issue a Read command to cause the Tag to backscatter this CRC-16, this CRC-16 is logically mapped
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into UIl memory. At power-up a Tag shall compute this CRC-16 over (a) the StoredPC and (b) Ull specified by
the length field in the StoredPC (see 6.4.2.1.2.2) and shall map the computed CRC-16 into Ull memory 00, to
OF,, MSB first. Because the {PC+ XPC + Ull} is stored in Ul memory on word boundaries, this CRC-16 shall
be computed on word boundaries. Although Tags include the Xl value in the StoredPC in their StoredCRC
calculation, regardless of Xl value a Tag shall omit XPC_W1 and XPC_W?2 from the calculation. A Tag shall
finish its StoredCRC computation and memory mapping by the end of interval T or T, (as appropriate)
in Figure 3 or Figure 5, respectively. Tags shall not recalculate this CRC-16 for a truncated reply
(see 6.4.2.11.1.1).

Table 14 — Tag data and CRC-To backscattered in response to an ACA command

‘ a Tag Backscatter
Xl XEB Truncation
PC XPC ull CRC-16
StoredCRC or
0 0 Deasserted StoredPC None Fl PacketCRC
0 0 Asserted 000002 None Tfuncated StorgdCRC
0 1 Deasserted Iny&lid'
0 1 Asserted [nvalid’
1 0 Deasserted PacketPC XPCOWH1 Full PacketCRC
1 0 Asserted 000002 None Truncated StorgdCRC
Both XPC_W1
1 1 Deasserted PacketPC and XPC_W2 Full PacketCRC
1 1 Asserted 000002 None Truncated StorgdCRC
See NOTE 1

NOTE 1 Xl is the bitwise logical OR efithe 16 bits of XPC_W1, and XEB is the MSB (bjt Fy) of
XPC_W1, so if XEB=1 then XI=1.

n response to an ACK command a. Tag backscatters a protocol-control (PC) word (either StorgdPC or
PacketPC — see 6.4.2.1.2.2), optional XPC word or words (see 6.4.2.1.2.5), Ull (see 6.4.2.1.2.3
and 6.4.2.1.2.4), and a CRC-16 that protects the backscattered data. The CRC-16 shall be either (a) the
StoredCRC or, alternatively, (b) a PacketCRC that the Tag shall calculate dynamically over the backsgattered
PC word, optional XPC word+«er'words, and Ull. Whether a Tag backscatters its StoredCRC or a PagketCRC
shall be as defined in Table 14, depending on the Tag’s Xl value and whether truncation (see 6.4.2.11.1.1) is
psserted or deasserted. ‘Moreover, a PacketCRC shall be used instead of the StoredCRC when a Tag
fesponse includes Sjmple Sensor Data (see 8.3).

lags that do notsupport XPC functionality may, but are not required to, implement a PacketCRC.
A\ Tag shall backscatter its CRC MSB first, regardless of the CRC type.

f Xl is-asserted then a Tag’s PacketCRC is different from its StoredCRC.

As-required by 6.4.1.5 an Interrogator shall verify, using a Tag's backscattered CRC-16, the integrity of a
received PC word, optional XPC word or words, and UlI.

6.4.2.1.2.2 Protocol-control (PC) word (StoredPC and PacketPC)

The PC word contains physical-layer information that a Tag backscatters with its Ull during an inventory
operation. All Tags shall implement a StoredPC whose fields, comprising Ull length, a UMI, an XI, and an NS,
shall be as defined below. Tags that support XPC functionality shall also implement a PacketPC that differs
from the StoredPC in its Ull length field. The type of PC (StoredPC or PacketPC) that a Tag backscatters in
response to an ACK shall be as defined in Table 14.
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There are 16 PC bits, stored in Ull memory at addresses 10y, to 1F},, with bit values defined as follows:

34

TN

c -

Hen the maximum value of the Ull length field in the StoredPC shall be 11101, (allows a 464-bit Ull). A

Bits 10, — 14y, The length of the Ull that a Tag backscatters, in words:

00000,: Zero words.

00001;: One word (addresses 20h to 2Fh in Ull memory).

00010,: Two words (addresses 20h to 3Fh in UlIl memory).
[ ]

11111,: 31 words (addresses 20h to 20Fh in Ull memory).

foredPC shall be 11111, (allows a 496-bit Ull), as shown above. If a Tag supports XPC functionality

g that supports XPC functionality shall ignore a Write or BlockWrite command to the StoredPCif the
Il length field exceeds 11101,, and shall instead backscatter an error code (see Annex I).

Bit 15,: A User-memory indicator (UMI). If bit 15, is deasserted then the Tag_egither does no
mplement User memory or User memory contains no information. If bit 15, is asserted then Usef
memory contains information. A Tag may implement the UMI using Method 1 or'Method 2 describeg
below, unless the Tag implements block permalocking and/or recommissioning, in which case the Tag
shall use Method 1.

o Method 1: The Tag computes the UMI. At powerup, and prior to’ calculating its StoredCRC
(see 6.4.2.1.2.1), the Tag shall compute the logical OR of bjts\03,, to 07, of User memory ang
map the computed value into bit 15,. The Tag shall include the computed UMI value in itg
StoredCRC calculation (see 6.4.2.1.2.1). If an Interrogator modifies any of bits 03, to 07, of
User memory then the Tag shall recompute and remap.its UMI into bit 15;. If recommissioning
renders User memory inaccessible (see 6.4.2.10).then the Tag shall deassert and remap its
UMI into bit 15,. After remapping the UMIthe StoredCRC may be incorrect until thg
Interrogator power cycles the Tag. The UMI shall not be directly writeable by an Interrogatof
— when an Interrogator writes the StoredPC, the Tag shall ignore the data value that thg
Interrogator provides for bit 15;.

o Method 2: An Interrogator writes the UMI. If an Interrogator writes a zero value into bits 03, tg
07y, of User memory then it shall deassert bit 15;. If an Interrogator writes a nonzero value intg
03}, to 07y, of User memory then it shall assert bit 15;. If an Interrogator locks or permalocks
UIl memory then it shall also.Jock or permalock, respectively, the word located at address 00
of User memory, and vice yersa. This latter requirement ensures that a condition in which
User memory previously contained data but was subsequently erased does not cause a Tag
to wrongly indicate the-presence of User memory, and vice versa.

NOTE In case the UMI jbit is implemented as described in Method 1, then its value will change ir
dependence of bits 03, t6 07 of the User Memory independent of whether the Ull memory is locked or not.

Bit 16,: An XPC_WA-indicator (XI). If bit 16y, is deasserted then the Tag either does not implement ar
XPC_W1 or thesXPC_W1 is zero-valued, in which case the Tag shall backscatter its StoredPC o
PacketPC, bufnot an XPC_WH1, in response to an ACK (see Table 14). If bit 16,, is asserted then the
Tag implements an XPC_W1 and one or more bits of XPC_W1 have nonzero values. In this lattef
case the\Jag shall backscatter its XPC_W1 immediately after the StoredPC or PacketPC during
inventory.

IfCa “Tag |mpIements an XPC_W1 then at powerup, and prlor to calculatlng its StoredCR(

Do _\A

\DUC U4 1 \)), thU ray DI Idll bUIIIlJULC l.l 1< UILVVIDU IUylbdl UI'\ Uf no I\I_U VVI dl |u Iriay LI Ic bUlIIlJULCL
value into bit 16h (i.e. into the XI). A Tag shall use this computed Xl value in its StoredCRC
calculation. If an Interrogator recommissions the Tag (see 6.4.2.10) then the Tag shall recompute and
remap its Xl into bit 16h after recommissioning. After recomputing the Xl the StoredCRC may be
incorrect until the Interrogator power cycles the Tag. The XI bit shall not be directly writeable by an
Interrogator — when an Interrogator writes the StoredPC the Tag shall ignore the data value that the
Interrogator provides for bit 16h. If an Interrogator reads the PC word using a Read command
(see 6.4.2.11.3.2) then the Tag’s response shall include the XI computed at powerup. If an
Interrogator issues a Select command (see 6.4.2.11.1.1) with a Mask that includes the Xl then the
Tag shall use the Xl value computed at powerup when determining if Mask is matching or non-
matching.

© ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Bits 17, — 1F: A numbering system identifier (NSI). The MSB of the NSI is stored in memory location 17,,.
If bit 17, contains a logical 0, then the Application is referred to as an EPCglobal Application and PC
bits 18, — 1F;, shall be as defined in the EPCglobal Tag Data Standards. If bit 17, contains a logical 1,
then the Application is referred to as an ISO Application and PC bits 18, — 1F,, shall contain the entire
AFI defined in ISO/IEC 15961-3. The default value for bits 18;, — 1F;, is 00000000,.

The default (unprogrammed) StoredPC value shall be 0000,

During truncated replies a Tag substitutes 00000, for the PC word — see 6.4.2.11.1.1.

fan Interrogator modifies the UIT Tength during a memory write, and it wishes the Tag to subséquently
backscatter the modified Ull, then it must write the length of the new or updated (PC + Ull) into the fifst 5 bits
pf the Tag’'s StoredPC, and to ensure a correct StoredCRC, power cycle the Tag. A Tag shall-backsdatter an
error code (see Annex 1) if an Interrogator attempts to write a Ull length that is not supported-by'the Tqg to the
irst 5 bits of the Tag’s StoredPC.

A\t power-up a Tag shall compute its StoredCRC over the number of Ull words designated by the first[5 bits of
he StoredPC word rather than over the length of the entire Ull memory (see 6.4.2,121).

The PacketPC differs from the StoredPC in its Ull length field, which a Tag shall’adjust to match the length of
he backscattered data that follow the PC word. Specifically, if XI is asserted\but XEB is not asserted then the
Fag backscatters an XPC_W1 before the Ull, so the Tag shall add one ta_(i.e. increment) its Ull length field. If
poth XI and XEB are asserted then the Tag backscatters both an XPC.W1 and an XPC_W?2 before the Ull, so
he Tag shall add two to (i.e. double increment) its Ull length~field. Because Tags that supp¢rt XPC
unctionality have a maximum Ull length field of 11101,, double incrementing will increase the value tq 11111,.
A\ Tag shall not, under any circumstances, allow its Ull length field to roll over to 00000,. Npte that
ncrementing or double incrementing the Ull length field does<not alter the values stored in bits 10, — 14y, of Ul
memory; rather, a Tag increments the Ull length field in the backscattered PacketPC but leaves the memory
contents unaltered.

ags that do not support XPC functionality need not'implement a PacketPC.

f an Interrogator that does not support an~XPC_W1 receives a Tag reply with XI asserted then the
nterrogator shall treat the Tag's reply as though its CRC-16 integrity check had failed.

f an Interrogator that does not support an XPC_W?2 receives a Tag reply with XEB asserted then the
nterrogator shall treat the Tag's reply*as though its CRC-16 integrity check had failed.

5.4.2.1.2.3 Ull for an EPCglobal Application

The Ull structure for an-EPCglobal Application shall be as defined in the EPCglobal Tag Data Standardis.

5.4.2.1.2.4 Ullfonan ISO Application

The UlI structure for an ISO Application shall be as defined in ISO/IEC 15962.

5.4.2.4,2.5 Extended Protocol Control (XPC) words (optional)

6.421.2.51 General

The optional XPC word shall be used to indicate additional Tag functions.

A Tag may implement an XPC_W1 logically located at addresses 210h to 21Fh of Ull memory. If a Tag
implements an XPC_W1 then it may additionally implement an XPC_W?2 logically located at address 220h to
22Fh of Ull memory. A Tag shall not implement an XPC_W?2 without also implementing an XPC_W1. If
implemented, these XPC words shall be exactly 16 bits in length and are stored MSB first. If a Tag does not
support one or both of these optional XPC words then the specified memory locations need not exist.

A Tag shall not implement any non-XPC memory element at Ull memory locations 210h to 22Fh, inclusive.
This requirement shall apply both to Tags that support an XPC word or words and to those that do not.
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If a Tag implements an XPC_W2 then, at powerup, the Tag shall compute the bitwise logical OR of the
XPC_W2 and map the computed value into bit 210h of Ull memory (i.e. into the most significant bit of
XPC_WH1). Bit 210h is denoted the XPC Extension Bit (XEB). If a Tag does not implement an XPC_W2 then
the XEB shall be zero.

The use of XPC described in this international standard is limited to recommissioning, sensor, and battery
functionality. XPC bits not described in this international standard are reserved for future use (RFU).

The use of XPC for recommissioning is described in 6.4.2.1.2.5.2.

The uséd

The usd

Table 1
for use
212, an

of XPC for battery functionality is described in Clause 7.
of XPC for sensor functionality is described in Clauses 7.6.2 and 8.5.1.
b describes the allocation of XPC_W1 bits. Bit E, of XPC_W1 (Ull memory location 21th)is reserveg

as a protocol functionality indicator. Furthermore, bits Dy and C,, of XPC_W1 (Ull memory locationg
H 213y,) are reserved for ISO/IEC 29143.

Table 15 — Allocation of XPC-Bits

Ull logical bit address | Bit use Comment

210 XEB XPC_W?2 indicator

211 RFU

212 MIIM Mobijle ‘RFID content name indicator
(reserved for ISO/IEC 29143)

213 Reserved for ISO/IEC 29143 for
future extensions

214 SA General Alarm

215 SS Simple Sensor

216 FS Full Sensor

217 BM Battery Mode

218

219 TC Battery TCRS, see 7.6

21A RFU

21B RFU

21C RFU

21D Recomm

21E Recomm

21F Recomm LSB

XPC_W2 is currently not supported by this international standard and is reserved for future use.

6.4.2.1.2.5.2

XPC for recommissioning

This section assumes that a Tag implements recommissioning.

When this document refers to the 3 least-significant-bits (LSBs) of XPC_W1 it specifically means memory
locations 21Dy, 21Ey, and 21F;, of Ul memory.
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For virgin Tags the 3 LSBs of the XPC_W1 shall be zero-valued. A Tag writes a nonzero value to one or more
of these 3 LSBs during Tag recommissioning (see 6.4.2.10).

A Tag shall not write to the 3 LSBs of XPC_W1 except during Tag recommissioning.

The 3 LSBs of XPC_W1 are not writeable using a Write or BlockWrite, nor erasable using a BlockErase. They
can only be asserted by a Kill command, meaning that the Tag asserts these bits upon receiving a valid Kill
command sequence with asserted recommissioning bits (see 6.4.2.11.3.4). If a Tag that does not support
XPC receives a Write, BlockWrite, or BlockErase that attempts to write XPC_W1 it responds with an error

code (enn Annex I)

An Interrogator may issue a Select command (see 6.4.2.11.1.1) with a Mask that covers all“or part of
KPC_W1 and/or XPC_W2. For example, Mask may have the value 000, for the 3 LSBs of XPC_W1, jn which
case recommissioned Tags will be non-matching, as will Tags that do not implement recemimissioning; only
recommissionable Tags that have not yet been recommissioned will be matching.

An Interrogator may read a Tag’'s XPC_W1 and XPC_W2 using a Read command (see 6.4.2.11.3.2). A
recommissionable Tag shall backscatter XPC_W1 regardless of the value of its XlI bit. |JA non-
recommissionable Tag shall backscatter an error code (see Annex I).

The following encoding provides a general mapping between the 8 XPC_W1 LSBs and a Tag’s
ecommissioned status. Table 16 provides a detailed mapping between these 3 LSBs and a Tag’s
fecommissioned status:

An asserted Ull memory location 21F;, indicates thatblock permalocking has been disabled, and
any blocks of User memory that were previously block permalocked are no longer block permalocked.
An asserted Ull memory location 21F,, also indicates that the BlockPermalock command has been
disabled. If a Tag didn't implement block fpermalocking prior to recommissioning then block
permalocking shall remain disabled.

An asserted Ull memory location 21E\ indicates that the User memory bank has been killed. The
Ull memory location 21E;, has precedence over the Ull memory location 21F, — if both are asserted
then the User memory bank is killed.

An asserted Ull memory location 21D, indicates that the Tag has unlocked its Ull, TID, and User
memory banks. The Tag has also write-unlocked its kill and access passwords, and rendered the kill
and access passwords permanently unreadable regardless of the values of the Tag's Ipck bits
(see 6.4.2.11.3.5). If an Interrogator subsequently attempts to read the Tag’s kill or access pagswords
the Tag backscatters:an error code (see Annex |). Note that portions or banks of Tag mgmory, if
factory set and locked, may not be unlockable regardless of recommissioning. Note also|that an
Interrogator may-—/'subsequently re-lock any memory banks that have been unlocked by
recommissioning.

XPC_W1 LSBs and a Tag’s recommissioned status

Table 16 — XPC_W1 LSBs and a Tag’s recommissioned status

LSBs of
XPC_ WA Tag status Notes
000 1. The Tag has not been recommissioned 1. The Tag’s Xl bit is deasserted
1. Block permalocking has been disabled, and any
001 blocks of User memory that were previously block | 1. The lock bits are the sole determinant of the User
permalocked are no longer block permalocked memory bank’s lock status (see 6.4.2.11.3.5)
2. The BlockPermalock command has been disabled
1. The User memory bank has been killed 1. The Tag deasserts its UMI bit
010 2. A Tag whose XPC_W1 LSBs are 010 acts 2. User memory is dead, so block permalocking and
identically to one whose XPC_W1 LSBs are 011 the BlockPermalock command are disabled
1. The User memory bank has been killed 1. The Tag deasserts its UMI bit
011 2. A Tag whose XPC_W1 LSBs are 011 acts 2. User memory is dead, so block permalocking and
identically to one whose XPC_W1 LSBs are 010 the BlockPermalock command are disabled
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)I('s gfvsfl Tag status Notes
If the Tag supports block permalocking then the
BlockPermalock command remains enabled

. Any blocks of User memory that were previously

1. The UII, TID, and User memory banks have been block.permalocked remain block permalocked,

and vice versa
UiEe s Portions or banks of Tag memory, if factory set

2. The kill and access passwords have been write- ’

100 unlocked and Iock.edf mgy not be unlockable regardless of

3. The kill and access passwords have been rendered recommissioning ..

If an Interrogator attempts to read the Tag’s/kil-qr
permanently unreadable, regardless of the status of
the Tag’s lock bits (see 6.4.2.11.3.5) access passwords the Tag responds by
backscattering an error code (see Annex.1)

. The kill and/or access passwords, as well as one
or more memory blocks and/or banks, may be
changed and/or relocked after reCcommissioning

1. Block permalocking has been disabled, and any The lock bits are the sole ‘determinant of the User
blocks of User memory that were previously block memory bank’s lock status (see 6.4.2.11.3.5)
permalocked are no longer block permalocked Portions or banks of Tag memory, if factory set

2. The BlockPermalock command has been disabled and locked, maynot be unlockable regardless of

3. The Ull, TID, and User memory banks have been recommissioning

101 unlocked If an Interrogator attempts to read the Tag’s kill qr

4. The kill and access passwords have been write- access/passwords the Tag responds by
unlocked backseattering an error code (see Annex I)

5. The kill and access passwords have been rendered The kill and/or access passwords, as well as on¢
permanently unreadable, regardless of the status of or. more memory blocks and/or banks, may be
the Tag’s lock bits (see 6.4.2.11.3.5) changed and/or relocked after recommissioning

Portions or banks of Tag memory, if factory set

1. The Ull and TID memory banks have been and locked, may not be unlockable regardless of
unlocked recommissioning

2. The kill and access passwords have been-write- If an Interrogator attempts to read the Tag’s kill qr
unlocked access passwords the Tag responds by

3. The kill and access passwords have been rendered backscattering an error code (see Annex |)

110 .
permanently unreadable, regardiess’of the status of | 3. The kill and/or access passwords, as well as one
the Tag’s lock bits (see 6.4.2.14.3.5) or more memory blocks and/or banks, may be

4. The User memory bank has been killed changed and/or relocked after recommissioning

5. A Tag whose XPC_W1-SBs are 110 acts . The Tag deasserts its UMI bit
identically to one whose-XPC_W1 LSBs are 111 User memory is dead, so block permalocking and

the BlockPermalock command are disabled
Portions or banks of Tag memory, if factory set

1. The Ull and-TID memory banks have been and locked, may not be unlockable regardless of
unlocked recommissioning

2. The kill.land access passwords have been write- If an Interrogator attempts to read the Tag’s kill qr
unlocked access passwords the Tag responds by

3.._The kill and access passwords have been rendered backscattering an error code (see Annex I)

111 .
permanently unreadable, regardless of the status of | 3. The kill and/or access passwords, as well as one
the Tag’s lock bits (see 6.4.2.11.3.5) or more memory blocks and/or banks, may be

4 The USer memory bank has been Killed changed and/or relocked aiter recommissioning

5. A Tag whose XPC_W1 LSBs are 111 acts . The Tag deasserts its UMI bit
identically to one whose XPC_W1 LSBs are 110 User memory is dead, so block permalocking and

the BlockPermalock command are disabled
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6.4.2.1.3 TID memory bank

TID memory locations 00h to 07h shall contain one of three ISO/IEC 15963 class-identifier values — either
EO, ,E2,, or E3,. TID memory locations above 07, shall be defined according to the registration authority
defined by this class-identifier value and shall contain, at a minimum, sufficient identifying information for an
Interrogator to uniquely identify the custom commands and/or optional features that a Tag supports. TID
memory may also contain Tag- and vendor-specific data (for example, a Tag serial number).

NOTE The Tag manufacturer aSS|gns the class identifier value (i.e. EOp, E2h, or E3;), for WhICh ISO/IEC 15963
! i is EOn, TID
memory Iocatlons 08h to OFh contain an 8- b|t manufacturer identifier, TID memory locations 10, to 3Fh contaln a.48-bit Tag
berial number (assigned by the Tag manufacturer), the composite 64-bit Tag ID (i.e. TID memory 00, to.3Fy) [s unique
bmong all classes of Tags defined in ISO/IEC 15963, and TID memory is permalocked at the time of manufactyre. If the
Class identifier is E2,, TID memory locations 08y, to 13y contain a 12-bit Tag mask-designer identifier (ebtainable|from the
egistration authority), TID memory locations 14, to 1Fn contain a vendor-defined 12-bit Tag model number, and the usage
bf Tag memory locations above 1F is defined in version 1.5 and above of the EPCglobal Tag Data\Standards. If the class
dentifier is E3h, TID memory locations 08h to OFh contain an 8-bit manufacturer identifier followed by 2-byte Usef Memory
bresent and size data, the 48-bit Tag serial number (assigned by the Tag manufacturer), the 4-bit XTID and 15bit XTID
Header data. The composite 80-bit Tag ID (i.e. TID memory 00h to 4Fh) is unique among‘all classes of Tags defined in
SO/IEC 15963, and TID memory is permalocked at the time of manufacture.

NOTE By convention a number of IC manufacturers use the eight MSBs(ofithe Tag serial number for Allocation
Classes EOh as a model number. The eight MSBs of the Tag serial number fot-Allocation Classes E3h should cpntain an
B-bit vendor defined model number.

1D memory locations 300, to 31F, are reserved for ISO/IEC 29143 for the purpose of storing a Mobjle RFID
Address. Tags that are not claiming conformance to ISO/IEG 29143 shall either set those memory locations to

alue 0, or shall respond to any access command addressing those memory sections by backscattering an
bccording error code, see Annex |.

5.4.2.1.4 User memory bank
A\ Tag may contain User memory. User memaory allows user-specific data storage.

f a Tag’s User memory has not yet been programmed then the 5 LSBs of the first word of User memory (i.e.
memory addresses 0B, to OF) shallhave the default value 00000,.

During recommissioning an Interrogator may instruct a Tag to kill its User memory. Killing User memory

renders the entire memory bank unreadable, unwriteable, and unselectable. A Tag with killed User memory
shall function as though its User memory bank no longer exists.

5.4.2.1.4.1 User memory for an EPCglobal Application

f User memory.is included on a Tag then its encoding shall be as defined in the EPCglobal Tag Data
Standards.

5.4.2.4,4.2 User memory for an ISO Application

f User memory is included on a Tag then User memory locations 00y to 07, shall be the DSFID as dé¢fined in
ISO/IEC 15961. The encoding of User memory locations above 07}, shall be as defined in ISO/IEC 15962.

6.4.2.2 Sessions and inventoried flags

Interrogators shall support and Tags shall provide 4 sessions (denoted SO, S1, S2, and S3). Tags shall
participate in one and only one session during an inventory round. Two or more Interrogators can
use sessions to independently inventory a common Tag population. The sessions concept is illustrated
in Figure 18.
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Tags shall maintain an independent inventoried flag for each session. Each of the four inventoried flags has
two values, denoted A and B. At the beginning of each and every inventory round an Interrogator chooses to
inventory either A or B Tags in one of the four sessions. Tags participating in an inventory round in one
session shall neither use nor modify the inventoried flag for a different session. The inventoried flags are the
only resource a Tag provides separately and independently to a given session; all other Tag resources are
shared among sessions.

After singulating a Tag an Interrogator may issue a command that causes the Tag to invert its inventoried
flag for that session (i.e. A—>B or B—A).

The following example illustrates how two Interrogators can use sessions and inventoried flags ic
independently and completely inventory a common Tag population, on a time-interleaved basis:

Intefrogator #1 powers-on, then

It initiates an inventory round during which it singulates A Tags in session S2 to B,
It powers off.

Intefrogator #2 powers-on, then

It initiates an inventory round during which it singulates B Tags in session S3'to A,
It powers off.

This| process repeats until Interrogator #1 has placed all Tags in session S2 into B, after which i
inventories the Tags in session S2 from B back to A. Similarly, Interrogator #2 places all Tags in sessior
S3 into A, after which it inventories the Tags in session S3 from A back to B. By this multi-step procedure
eacH Interrogator can independently inventory all Tags in its fieldy/regardless of the initial state of theif
inventoried flags.

Session SO Session S$1
A Tags B Tags A Tags B Tags
participate participate participate participate
Tags Tags
(B] [B]
Session’S2 Session S3
A Tags B Tags A Tags B Tags
participate participate participate participate

Tags Tags
[B] [B]

Figure 18 — Session diagram

A Tag’s inventoried flags shall have the persistence times shown in Table 17. A Tag shall power-up with its
inventoried flags set as follows:

The SO inventoried flag shall be set to A.

The S1 inventoried flag shall be set to either A or B, depending on its stored value, unless the flag was
set longer in the past than its persistence time, in which case the Tag shall power-up with its S1
inventoried flag set to A. Because the S1 inventoried flag is not automatically refreshed, it may
revert from B to A even when the Tag is powered.
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The S2 inventoried flag shall be set to either A or B, depending on its stored value, unless the Tag has

lost power for a time greater than its persistence time, in which case the Tag shall power-up
S2 inventoried flag set to A.

with the

The S3 inventoried flag shall be set to either A or B, depending on its stored value, unless the Tag has
lost power for a time greater than its persistence time, in which case the Tag shall power-up with its

S3 inventoried flag set to A.

A Tag shall set any of its inventoried flags to either A or Bin 2 ms or less, regardless of the initial flag value. A
Tag shall refresh its S2 and S3 flags while powered, meaning that every time a Tag loses power its S2 and S3

nventoried 1lags shall have the persistence times shown in [able 17.

A Tag shall not change the value of its S1 inventoried flag from B to A, as the result of a persistence
Wwhile the Tag is participating in an inventory round, is in the midst of being inventoried, or-s.in the
being accessed. If a Tag's S1 flag persistence time expires during an inventory round‘then the T
change the flag to A only as instructed by an Interrogator or at the end of the round; in.the latter cag
subsequent command is a Query then the Tag shall invert its S1 flag prior to evaluating the Query. If
51 flag persistence time expires while the Tag is in the midst of being inventoriedor accessed then
shall change the flag to A either (i) at the end of the inventory or access operation if the Interrogator in
o invert the flag (such as if the Interrogator sends a QueryRep with matching-session — see 6.4.2.8),
he end of the inventory round if the Interrogator instructs it not to invert the flag.

NOTE Battery assisted Tags do not lose power until the battery is depléted and therefore an alternative
of flag persistence is provided for battery assisted Tags, see 7.3. Moreaver, battery assisted Tags may take a
of the presence of a battery by improving the precision of the maximum flag persistences, see Table 55.

.4.2.3  Selected flag

[he Tag shall implement a selected flag, SL, whi¢chan Interrogator may assert or de-assert using
command. The Sel parameter in the Query command allows an Interrogator to inventory Tags that
bither asserted or de-asserted (i.e. SL or ~SL)(or to ignore the flag and inventory Tags regardless of
alue. SL is not associated with any particular session; SL may be used in any session and is comm
Eessions.

A\ Tag’'s SL flag shall have the persistence times shown in Table 17. A Tag shall power-up with its
bither asserted or de-asserted, depending on the stored value, unless the Tag has lost power fo
greater than the SL persistencé\time, in which case the Tag shall power-up with its SL flag de-asserte
~SL). A Tag shall be capable, of asserting or de-asserting its SL flag in 2 ms or less, regardless of t

lag shall have the persistence times shown in Table 17.

timeout,
midst of
ag shall
e, if the
a Tag’s
the Tag
structs it
or (i) at

definition
Hvantage

n Select
nave SL
their SL
on to all

SL flag
F a time
d (set to
he initial

lag value. A Tag shall réfresh its SL flag when powered, meaning that every time a Tag loses power its SL
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Table 17 — Tag flags and persistence values

Flag Required persistence

Tag energized: Indefinite

S0 inventoried flag Tag not energized: None (see NOTE 2)

Tag energized:
—40 °C to -25 °C: Not specified
—25 °C to +40 °C: 500ms < persistence < 5s
+40°C to +65 °C: Not specified

Tag not energized:
—40 °C to -25 °C: Not specified
—25 °C to +40 °C: 500ms < persistence < 5s
+40°C to +65 °C: Not specified

w

1 - l PR I—idgﬁ

Tag energized: Indefinite

Tag not energized:

2 inventoried flag® —40 °C to -25 °C: Not specified
—25 °C to +40 °C: 2s < persistence
+40°C to +65 °C: Not specified

w

Tag energized: Indefinite

Tag not energized:

93 inventoried flag® —40 °C to -25 °C: Not specified
—25 °C to +40 °C: 2s < persistence
+40°C to +65 °C: Not specified

Tag energized: Indefinite

Tag not energized:

Belected (SL) flag® —40 °C to -25 °C: Not specified
—25 °C to +40 °C: 2s < persistence
+40°C to +65 °C: Not specified

NOTE 1 A definition of the meaning of the term “energized” in the context of this document is provided in 4.1.

NOTE 2  This corresponds to a value of 0.

The follpwing requirement applies to those items denoted with a superscript “a” in Table 17: For a randomly
chosen [and sufficiently large Tag pepulation, 95% of the Tag persistence times shall meet the persistencg
requirements in Table 17, with a 90%)confidence interval.

6.4.2.4 | Tag states and stot-counter

Tags shall implement ¢the~states and the slot counter shown in Figure 19. Annex B shows the associateq
state-trgnsition tablesyAnnex C shows the associated command-response tables.

6.4.2.4. Ready state

Tags shallimplement a ready state. Ready can be viewed as a “holding state” for energized Tags that arg
neither killed nor currently participating in an inventory round. Upon entering an energizing RF field a Tag tha
is not killed shall enter ready. The Tag shall remain in ready until it receives a Query command
(see 6.4.2.11.2.1) whose inventoried parameter (for the session specified in the Query) and sel parameter
match its current flag values. Matching Tags shall draw a Q-bit number from their RNG (see 6.4.2.5), load this
number into their slot counter, and transition to the arbitrate state if the number is nonzero, or to the reply
state if the number is zero. If a Tag in any state except killed loses power it shall return to ready upon
regaining power.
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6.4.2.4.2 Arbitrate state

Tags shall implement an arbitrate state. Arbitrate can be viewed as a “holding state” for Tags that are
participating in the current inventory round but whose slot counters (see 6.4.2.4.8) hold nonzero values. A Tag
in arbitrate shall decrement its slot counter every time it receives a QueryRep command (see 6.4.2.11.2.3)
whose session parameter matches the session for the inventory round currently in progress, and it shall
transition to the reply state and backscatter an RN16 when its slot counter reaches 0000,,. Tags that return to
arbitrate (for example, from the reply state) with a slot value of 0000, shall decrement their slot counter from
0000, to 7FFF;, at the next QueryRep (with matching session) and, because their slot value is now nonzero,

shall remain in arbitrate

5.4.2.4.3 Reply state

[ags shall implement a reply state. Upon entering reply a Tag shall backscatter an RN16(If the Tag

b valid acknowledgement (ACK) it shall transition to the acknowledged state, backscattering the repl
n Table 14. If the Tag fails to receive an ACK within time Tymax), O receives an invalidlACK or an ACK
brroneous RN16, it shall return to arbitrate. Tag and Interrogator shall meet all timing requirements 9
n Table 13.

5.4.2.4.4 Acknowledged state

ags shall implement an acknowledged state. A Tag in acknowledged may transition to any statq
Killed, depending on the received command (see Figure 19). If a Tag in the acknowledged state re
alid ACK containing the correct RN16 it shall re-backscatter-the reply shown in Table 14. If a Ta
acknowledged state fails to receive a valid command withimtime Tymay it shall return to arbitrate.
nterrogator shall meet all timing requirements specified in-Table 13.

5.4.2.4.5 Open state

[ags shall implement an open state. A Tag in the acknowledged state whose access password is
shall transition to open upon receiving a Reg~RN command, backscattering a new RN16 (denoted
hat the Interrogator shall use in subsequent commands and the Tag shall use in subsequent replies.
he open state can execute all access commands except Lock and BlockPermalock. A Tag in op
ransition to any state except acknowledged, depending on the received command (see Figure 19).
n the open state receives a validlACK containing the correct handle it shall re-backscatter the repl
n Table 14. Tag and Interrogator shall meet all timing requirements specified in Table 13 except Tmq
bpen state the maximum delay-between Tag response and Interrogator transmission is unrestricted.

5.4.2.4.6 Secured state

[ags shall implement a secured state. A Tag in the acknowledged state whose access password
shall transition.fo secured upon receiving a Req_ RN command, backscattering a new RN16 (denoted
hat the Interregator shall use in subsequent commands and the Tag shall use in subsequent replies.
he open¢state whose access password is nonzero shall transition to secured upon receiving a valid
command Sequence, maintaining the same handle that it previously backscattered when it transition
he acknowledged state to the open state. Tags in the secured state can execute all access commn
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y shown
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e except
Ceives a
g in the
fag and
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handle)
Tags in
en may
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shown
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is zero
handle)
A\ Tag in
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[ag, in secured may transition to any state except open or acknowledged, depending on the

shall re-backscatter the repl

v,

rogator shall

y shown in Table 14. Tag and Inter meet all timing requi

eceived
handle it

rements

specified in Table 13 except Tomax; in the secured state the maximum delay between Tag response and

Interrogator transmission is unrestricted.
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6.4.2.4.7 Killed state

Tags shall implement a killed state. A Tag in either the open or secured states shall enter the killed state
upon receiving a valid Kill command sequence (see 6.4.2.11.3.4) with a valid nonzero kill password, zero-
valued Recom bits (see 6.4.2.10), and valid handle. If a Tag does not implement recommissioning then it
treats nonzero Recom bits as though Recom = 0. Kill permanently disables a Tag. Upon entering the killed
state a Tag shall notify the Interrogator that the kill operation was successful, and shall not respond to an
Interrogator thereafter. Killed Tags shall remain in the killed state under all circumstances, and shall
immediately enter killed upon subsequent power-ups. Killing a Tag is irreversible.

6.4.2.4.]3 Slot counter

Tags shall implement a 15-bit slot counter. Upon receiving a Query or QueryAdjust command a_-Tlag shal
preload |into its slot counter a value between 0 and 2°-1, drawn from the Tag’s RNG (see 6.4.255). Q is ar
integer in the range (0,15). A Query specifies Q; a QueryAdjust may modify Q from the prior Query.

Tags in|the arbitrate state decrement their slot counter every time they receive a QueryRep with matching
session| transitioning to the reply state and backscattering an RN16 when their slot counter reaches 0000,
Tags wiose slot counter reached 0000, who replied, and who were not acknowledged (including Tags tha
responded to an original Query and were not acknowledged) shall return to arbitrate with a slot value of
0000y, apd shall decrement this slot value from 0000, to 7FFF}, at the next QueryRep. The slot counter shall bg
capable| of continuous counting, meaning that, after the slot counter rolls ,over' to 7FFF,, it begins counting
down again, thereby effectively preventing subsequent replies until the Tag-loads a new random value into itg
slot coupter. See also Annex J.

6.4.2.5 | Tagrandom or pseudo-random number generator

Tags shall implement a random or pseudo-random number, generator (RNG). The RNG shall meet thg
following randomness criteria independent of the strength*of the energizing field, the R=>T link rate, and thg
data stdred in the Tag (including but not limited to the StoredPC, XPC word or words, Ull, and StoredCRC)
Tags shall generate 16-bit random or pseudo-random<humbers (RN16) using the RNG, and shall have thg
ability tq extract Q-bit subsets from an RN16 to preload the Tag’s slot counter (see 6.4.2.4.8). Tags shall havg
the ability to temporarily store at least two RN16s 'while powered, to use, for example, as a handle and a 16-bi
cover-code during password transactions (see Figure 23 or Figure 25).

Probability of a single RN16: The probability that any RN16 drawn from the RNG has value RN16 3
j, for any j, shall be bounded 6y.0.8/2" < P(RN16 = j) < 1.25/2"°.

Probability of simultaneously identical sequences: For a Tag population of up to 10,000 Tags, theg
probability that any two~or more Tags simultaneously generate the same sequence of RN16s shall bg
less than 0.1%, regardless of when the Tags are energized.

Probability of predicting an RN16: An RN16 drawn from a Tag’s RNG 10ms after the end of T
in Figure 3 shall’not be predictable with a probability greater than 0.025% if the outcomes of priof
draws from'the RNG, performed under identical conditions, are known.

This dogument recommends that Interrogators wait 10ms after T, in Figure 3 or Ty, in Figure 5 before issuing
passwofds+te Tags.
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Q Rep —p Slot \ Power-up & ~killed NEW ROUND
ueryRep [ slot A
; Counter CMD: Query [mismatched
QueryAdjust inventoried or SL flags]
Reply: None
CMD: Select
Action: Return to ready
Reply: None. Note 1
CMD: Query NEW ROUND
Action: New round CMD: Query [slot > 0 & matching
Reply: Note 3 (inventoried & SL) flags]
CMD: All other Reply: None
Action: Remain in ready
AR CMD: QueryRep, QueryAdjust [slot <> 0]
. : QueryRep, QueryAdjust [slot <>
Arbitrate Reply: None
NEW ROUND
CMD: Select CMD: QueryAdjust, QueryRep [slot=0] CMD: Query [slot.=.0 & matching

Action: Return to ready
Reply: None. Note 1

CMD: Query
Action: New round
Reply: Note 3

CMD: All other
Action: Return to arbitrate
Reply: None.

CMD: None within time T,
Action: Return to arbitrate Reply: See Table 194 CMD: ACK [valid RN.J6]
Reply: None.

(inventoried & SL) flags

Reply: New RN16 Reply: New'RN16

CMD: QueryAdjust [slot = 0]
Reply: New RN16

CMD: ACK [valid RN16]
Reply: See Table, 194

CMD: Req_RAHinvalid RN16]

CMD: None within time T,
Action: Return to arbitrate
Reply: None.

Reply: None

Acknowledged )
CMD: Req_RN [valid RN16] & {access password 0}

Reply: handle

CMD: ACK [valid handle]
Reply: See Table 194

CMD: Req_RN [valid RN16] &
{access password <> 0}

Reply: None. Note 1

CMD: Query
Action: New round
Reply: Notes 2, 3

CMD: QueryRep, QueryAdjust
Action: Return to ready
Reply: None. Note 2

Reply: handle \ CMD: Req_RN, Read, Write, Lock, BlockWrite/Erase/Permalock
Reply: See state-transition tables
CMD: Kill [valid handle & kill password = 0] \
CMD: Select Reply: Error code
Action: Return to ready Open CMD: Kill [valid handle & valid nonzero kill password & {Re¢gom <> 0}]

Reply: handle when done. Note 4
CMD: Kill, Access [invalid handle
Reply: None
CMD: Access [valid handle & valid access password]
y Reply: handle when done

CMD: ACK [valid handle

CMD-: All other ) Reply: See Table 194
Action: Return to arbitrate Secured CMD: Req_RN, Read, Write, Lock, BlockWrite/Erase/Permglock
Reply: None. Reply: See state-transition tables

CMD: Kill [valid handle & kill password = 0]
Reply: Error code

CMD: Kill [validhandle & valid nonzero kill password & {Recom = 0)] ~ CMD: Kill [valid handle & valid nonzero kill password & {Retom <> 0}]
Reply: hafdle When done. Note 4 Reply: handle when done. Note 4

CMD: Access [valid handle & valid access password]
Power-up & killed

Reply: handle when done
CMD: Kill, Access [invalid handle
Reply: None

CMD: All
Reply: None

'NOTES

T. Select: Assert/deassert SL or set inventoried {0 A or B.

2. Query: A= B or B— A if the new session matches the prior session; otherwise no change to the inventoried flag.
QueryRep/QueryAdjust. A— B or B— A if the session matches the prior Query; otherwise, the command is invalid and ignored by the Tag.

3. Query starts a new round and may change the session. Tags may go to ready, arbitrate, or reply.

4. If a Tag does not implement recommissioning then the Tag treats nonzero Recom bits as though Recom = 0.

Figure 19 — Tag state diagram
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Managing Tag populations

Interrogators manage Tag populations using the three basic operations shown in Figure 20. Each of these
operations comprises one or more commands. The operations are defined as follows:

Sel

ect: The process by which an Interrogator selects a Tag population for inventory and access.
Interrogators may use one or more Select commands to select a particular Tag population prior to
inventory.

Inventory: The process by which an Interrogator identifies Tags. An Interrogator begins an inventory

Acdess: The process by which an Interrogator transacts with (reads from or writes to) individual Tags. Ar

6.4.2.7

The sel
select 4
negatio
comma
B in any
Mask, a

round by fransmitting a Query command in one of four sessions. One or more Tags may reply. The
Interrogator detects a single Tag reply and requests the PC word, optional first XPC word XPC_ W (i
X| is asserted), optional second XPC word XPC_W?2 (if XEB is asserted), Ull, and CRC-16 from thq
Tag. An inventory round operates in one and only one session at a time. Annex E shows an.examplg
of an Interrogator inventorying and accessing a single Tag.

individual Tag must be uniquely identified prior to access. Access comprises multiple commands
some of which employ one-time-pad based cover-coding of the R=>T link.

Reader Tags

Select | itaze
eady

Arbitrate

Reply
I Inve ntory H Acknowledged

Open
Secured

Access I Killed

Figure 20 — Interrogator/Tag operations and Tag state

Selecting Tag populations

bction process employs a single command, Select, which an Interrogator may apply successively tg
particular Tag population jbased on user-defined criteria, enabling union (U), intersection (N), ang
(~) based Tag partitioning. Interrogators perform U and N operations by issuing successive Select
ds. Select can assertor de-assert a Tag’s SL flag, or it can set a Tag’s inventoried flag to either A o
one of the four_sessions. Select contains the parameters Target, Action, MemBank, Pointer, Length
hd Truncate.

Target and Action“indicate whether and how a Select modifies a Tag’s SL or inventoried flag, and in the

Mer

case ofl’the inventoried flag, for which session. A Select that modifies SL shall not modify
inventoried, and vice versa.

nBank'specifies if the mask applies to Ull, TID, or User memory. Select commands apply to a singlg

memory bank. Successive Selects may apply to different memory banks

Pointer, Length, and Mask: Pointer and Length describe a memory range. Mask, which must be Length

bits long, contains a bit string that a Tag compares against the specified memory range.

Truncate specifies whether a Tag backscatters its entire Ull, or only that portion of the Ull immediately

following Mask. Truncated Ulls are always followed by the Tag’s StoredCRC (see Table 14). A Tag
does not re-calculate its StoredCRC for a truncated reply. Truncated replies never include the XPC
bits specified in 6.4.2.1.2.5.

By issuing multiple identical Select commands an Interrogator can asymptotically single out all Tags matching
the selection criteria even though Tags may undergo short-term RF fades.
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A Query command uses inventoried and SL to decide which Tags participate in an inventory. Interrogators
may inventory and access SL or ~SL Tags, or they may choose to ignore the SL flag entirely.

6.4.2.8 Inventorying Tag populations

The inventory command set includes Query, QueryAdjust, QueryRep, ACK, and NAK. Query initiates an
inventory round and decides which Tags participate in the round ( “inventory round” is defined in 6.2.2).

Query contains a slot-count parameter Q. Upon receiving a Query participating Tags pick a random value in
hC ral IHU (G, 20_1), ;llb:uO;VU, alll:l.l :uad thlo va:uc ;IItU thGII O:Ut quIItUI . TGHO that }JI\JI[\ a £C1U tlal IO;t;\. n tO the
reply state and reply immediately. Tags that pick a nonzero value transition to the arbitrate state,and await a
QueryAdjust or a QueryRep command. Assuming that a single Tag replies, the query-respofse algorithm

broceeds as follows:

The Tag backscatters an RN16 as it enters reply,
The Interrogator acknowledges the Tag with an ACK containing this same RN16,

The acknowledged Tag transitions to the acknowledged state, backseattering the reply| shown
in Table 14,

The Interrogator issues a QueryAdjust or QueryRep, causing the identified Tag to invert its invgntoried
flag (i.e. A»B or B—A) and transition to ready, and potentially/causing another Tag to ihitiate a
query-response dialog with the Interrogator, starting in step (a);.above.

f the Tag fails to receive the ACK in step (b) within time T, (See Figure 16), or receives the ACK|with an
erroneous RN16, it returns to arbitrate.

f multiple Tags reply in step (a) but the Interrogator, bydetecting and resolving collisions at the waveform
evel, can resolve an RN16 from one of the Tags, the Interrogator can ACK the resolved Tag. Unfesolved
[ags receive erroneous RN16s and return to arbitrate without backscattering the reply shown in Tablg 14.

f the Interrogator sends a valid ACK (i.e.can ACK containing the correct RN16) to the Tag in the
acknowledged state the Tag re-backscatters.the reply shown in Table 14.

At any point the Interrogator may issué.a NAK, in response to which all Tags in the inventory round that
receive the NAK return to arbitrate without changing their inventoried flag.

After issuing a Query to initiate.an inventory round, the Interrogator typically issues one or more QueyyAdjust
br QueryRep commands. QueryAdjust repeats a previous Query and may increment or decremenf Q, but
joes not introduce new (Tags into the round. QueryRep repeats a previous Query without changing any
barameters and without .introducing new Tags into the round. An inventory round can contain |[multiple
RueryAdjust or QueryRep commands. At some point the Interrogator will issue a new Query, thereby] starting
h new inventory round.

[ags in the arbitrate or reply states that receive a QueryAgjust first adjust Q (increment, decrement, or leave
inchanged)xthen pick a random value in the range (0, 2°—1), inclusive, and load this value into their slot
counter._Tags that pick zero transition to the reply state and reply immediately. Tags that pick a nonzero value
ransition to the arbitrate state and await a QueryAdjust or a QueryRep command.

[ags in the arbitrate state decrement their slat counter every time they receive a QueryRep transitioning to

the reply state and backscattering an RN16 when their slot counter reaches 0000;. Tags whose slot counter
reached 0000;, who replied, and who were not acknowledged (including Tags that responded to the original
Query and were not acknowledged) return to arbitrate with a slot value of 0000, and decrement this slot value
from 0000, to 7FFF, at the next QueryRep, thereby effectively preventing subsequent replies until the Tag
loads a new random value into its slot counter.

Although Tag inventory is based on a random protocol, the Q-parameter affords network control by allowing
an Interrogator to regulate the probability of Tag responses. Q is an integer in the range (0,15); thus, the
associated Tag-response probabilities range from 2°=11t027"°=0.000031.

Annex D describes an exemplary Interrogator algorithm for choosing Q.
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The scenario outlined above assumed a single Interrogator operating in a single session. However, as
described in 6.4.2.2, an Interrogator can inventory a Tag population in one of four sessions. Furthermore, as
described in 6.4.2.11.2, the Query, QueryAdjust, and QueryRep commands each contain a session parameter.
How a Tag responds to these commands varies with the command, session parameter, and Tag state, as
follows:

To illust

the

match t
A in segdsion SO. The Interrogator issues a Query specifying (SL, Q = 4, S0, A). Each of the 12 Tags picks 3
random
immedigtely. The Query has 3 possible outcomes:

48

Query: A Query command starts an inventory round and chooses the session for the round. Tags in any

Qud

rea

No

One¢ Tag replies (see Figure 21): The-Tag transitions to the reply state and backscatters an RN16. Thq

state except killed execute a Query, starting a new round in the specified session and transitioning to

ready, arbitrate, or reply, as appropriate (see Figure 19).

= _.l ne d AOWIe OO e () elelzla 0 = =le ale = =
matches the prior session it inverts its inventoried flag (i.e. A—B or B—A) for the session beforg
it evaluates whether to transition to ready, arbitrate, or reply.

If a Tag in the acknowledged, open, or secured states receives a Query whose session parametef

does not match the prior session it leaves its inventoried flag for the prior session unchanged ag

it evaluates whether to transition to ready, arbitrate, or reply.

ryAdjust, QueryRep: Tags in any state except ready or killed execute a QueryAdjust or QueryRef
command if, and only if, (i) the session parameter in the command matches the session parameter ir
the Query that started the round, and (ii) the Tag is not in the middle of a_Kilor Access commang
sequence (see 6.4.2.11.3.4 or 6.4.2.11.3.6 respectively). Tags ignore a \QuéryAdjust or QueryRef
with mismatched session.
If a Tag in the acknowledged, open, or secured states receives a, QueryAdjust or QueryRep whosg
session parameter matches the session parameter in the prior\Query, and the Tag is not in the
middle of a Kill or Access command sequence (see 6.4.2.41.3.4 or 6.4.2.11.3.6 respectively), i
inverts its inventoried flag (i.e. A—B or B—A) for the current session then transitions to ready.

rate an inventory operation, consider a specific example: Assume a population of 64 powered Tags in
y state. An Interrogator first issues a Select to select-a subpopulation of Tags. Assume that 16 Tags
e selection criteria. Further assume that 12 of the \16'selected Tags have their inventoried flag set tq

number in the range (0,15) and loads the valte into its slot counter. Tags that pick a zero respond
Fags reply: The Interrogator may issue @nother Query, or it may issue a QueryAdjust or QueryRep.

Interrogator acknowledges the Tag”by sending an ACK. If the Tag receives the ACK with a correc
RN16 it backscatters the replysshown in Table 14 and transitions to the acknowledged state. The
diagram in Figure 21 assumes that Xl is deasserted. If the Tag receives the ACK with an incorrec
RN16 it transitions to arbitrate. Assuming a successful ACK, the Interrogator may either access thg
acknowledged Tag or(issue a QueryAdjust or QueryRep with matching session parameter to invert the
Tag’s inventoried.flag from A—B and send the Tag to ready (a Query with matching prior-roung
session parameterwill also invert the inventoried flag from A—B).

Symbol Description
_ . P Preamble (R=>T or T=>R)
|:| R=>T Signaling FS Frame-Sync
RN16 16-bit Random Numb
I_I - m Do it I f\&an c:rl:'f\ umﬁ er.I FimTal
| I =R SIgMaimyg gy CItTCT OStOTCUTr G O I aCRTIr ©
XPC Optional XPC word or words
CRC-16 Either StoredCRC or PacketCRC
P | Query P | RN16 FS| ACK P | PC | XPC ull CRC-16 FS | QueryRep

Figure 21 — One Tag reply
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Multiple Tags reply: The Interrogator observes a backscattered waveform comprising multiple RN16s. It
may try to resolve the collision and issue an ACK; not resolve the collision and issue a QueryAdjust,
QueryRep, or NAK; or quickly identify the collision and issue a QueryAdjust or QueryRep before the
collided Tags have finished backscattering. In the latter case the collided Tags, not observing a valid
reply within T, (see Figure 16), return to arbitrate and await the next Query or QueryAdjust command.

6.4.2.9 Accessing individual Tags

After acknowledging a Tag, an Interrogator may choose to access it. The access command set comprises
c'q_Rfv', Rcau’, ‘/‘VIII.lAU, r'\l'l'l', Luw'\, Au,c'oa, Bl’uu;\‘/‘vllfl‘c, and Bl’uu’\Elaac, and—BfockPermatock—The Tag
bxecutes access commands in the states according to Table 18.

Table 18 — Access commands and Tag states in which they are permitted

Command |Acknowledged State |Open State |Secured State Remark

Req_RN Permitted Permitted |Permitted

Read Permitted |Permitted

Write Permitted |Permitted Requires prior Req_RN

Kill Permitted |Permitted Requires prior Req_ RN

Lock Perfnitted

Access Permitted_. [Permitted Optional command;
Requires prior Req_RN

BlockWrite Permitted |Permitted Optional command

BlockErase Rermitted |Permitted Optional command

BlockPermalock Permitted Optional command

An Interrogator accesses a Tag in the acknowledged state as follows:
Step 1. The Interrogator issues-a Req_RN to the acknowledged Tag.

Step 2. The Tag generates and stores a new RN16 (denoted handle), backscatters the handle, and
transitions to the open-state if its access password is nonzero, or to the secured state if its| access
password is zero. The-lhterrogator may now issue further access commands.

Al access commands’issued to a Tag in the open or secured states include the Tag’s handle as a pgrameter
n the command_When in either of these two states, Tags verify that the handle is correct prior to exeguting an
bccess command, and ignore access commands with an incorrect handle. The handle value is fixed for the
bntire duratien of a Tag access.

[ags in~the open state can execute all access commands except Lock and BlockPermalock. Tags in the
ecured state can execute all access commands A Tag’s response to an access command mcIudes, at a

Read operation).

An Interrogator may issue an ACK to a Tag in the open or secured states, causing the Tag to backscatter the
reply shown in Table 14.

Interrogator and Tag can communicate indefinitely in the open or secured states. The Interrogator may
terminate the communications at any time by issuing a Query, QueryAdjust, QueryRep, or a NAK. The Tag’s
response to a Query, QueryAdjust, or QueryRep is described in 6.4.2.8. A NAK causes all Tags in the
inventory round to return to arbitrate without changing their inventoried flag.
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The Write, Kill, and Access commands send 16-bit words (either data or half-passwords) from Interrogator to
Tag. These commands use one-time-pad based link cover-coding to obscure the word being transmitted, as
follows:

Step 1. The Interrogator issues a Req_RN, to which the Tag responds by backscattering a new RN16.
The Interrogator then generates a 16-bit ciphertext string comprising a bit-wise EXOR of the 16-bit word to
be transmitted with this new RN16, both MSB first, and issues the command with this ciphertext string as
a parameter.

Step 2. The Tag decrypts the received ciphertext string by performing a bit-wise EXOR of the received
16-hit ciphertext string with the ariginal RN16

If an Inferrogator issues a command containing cover-coded data or a half-password and fails to receive
response from the Tag, the Interrogator may reissue the command unchanged. If the Interrogator jssues
command with new data or new half-password, then Interrogator shall first issue a Req_RN to obtain a new
RN16 and shall use this new RN16 for the cover-coding.

Q-_Q)

To redufe security risks, this document recommends that (1) Tags use unique kill passwords;-and (2) memory
writes be performed in a secure location.

The BlgckWrite command (see 6.4.2.11.3.7) communicates multiple 16-bit words\frem Interrogator to Tag
Unlike Write, BlockWrite does not use link cover-coding.

A Tag [responds to a command that writes or erases memory (i.e. Wkite, Kill, Lock, BlockWrite, ang
BlockErpse and BlockPermalock with Read/Lock=1 (see 6.4.2.11.3.9)) by, backscattering its handle, indicating
that thel operation was successful, or by backscattering an error_code (see Annex |), indicating that theg
operatidn was unsuccessful. The Tag reply uses the extended preamble shown in Figure 11 or Figure 15, ag
appropriate (i.e. the Tag replies as if TRext=1 regardless of the TRext value specified in the Query commang
that initipted the inventory round). See 6.4.2.11.3 for detailed descriptions of a Tag’s reply to each particular
access command.

Issuing |an access password to a Tag is a multi-step™procedure, described in 6.4.2.11.3.6 and outlineg
in Figure 25.

Tag memory may be unlocked or locked. ~\The lock status may be changeable or permalocked (i.e
permanently unlocked or permanently locked):-Recommissioning the Tag may change the lock status, even if
the memory was previously permalocked. 'An Interrogator may write to unlocked memory from either the oper
or secured states. An Interrogator may write to locked memory that is not permalocked from the secured
state only. See Table 44, 6.4.2.10, 5:4.2.11.3.5, 6.4.2.11.3.9, Table 44, and Table 51 for a detailed description
of memory lock, permalock, recommissioning, and the Tag state required to modify memory.

This prgtocol recommends_that Interrogators avoid powering-off while a Tag is in the reply, acknowledged
open of secured states. Rather, Interrogators should end their dialog with a Tag before powering off, leaving
the Tagl|in either the ready or arbitrate state.

6.4.2.10 Killing or recommissioning a Tag

Killing or re€ommissioning a Tag is a multi-step procedure, described in 6.4.2.11.3.4 and shown in Figure 23
in whichl anm Interrogator sends two successive Kill commands to a Tag. The first Kill command contains the
first half of the Kill password, and the second Kill command contains the second hali. Each Kill command also
contains 3 RFU/Recom bits. In the first Kill command these bits are RFU and zero valued; in the second Kill
command they are called recommissioning (or Recom) bits and may be nonzero valued. The procedures for
killing or recommissioning a Tag are identical, except that the recommissioning bits in the second Kill
command are zero when killing a Tag and are nonzero when recommissioning it. Regardless of the intended
operation, a Tag shall not kill or recommission itself without first receiving the correct kill password by the
procedure shown in Figure 23.
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If a Tag does not implement recommissioning then it shall ignore the recommissioning bits and treat them as
though they were zero, meaning that, if the Tag receives a properly formatted Kill command sequence with
the correct kill password it shall kill itself dead regardless of the values of the recommissioning bits. The

remainder of this section 6.4.2.10 assumes that a Tag implements recommissioning.

Upon receiving a properly formatted Kill command sequence with the correct kill password and one

or more

nonzero recommissioning bits, a Tag shall assert those LSBs of its XPC_W1 that are asserted in the
recommissioning bits (for example, if a Tag receives 100, for the recommissioning bits then it asserts the Ull
memory location 21D, of its XPC_W1 word). The XPC_W1 LSBs shall be one-time-writeable, meaning that

hpy cannat be deasserted after ’rhpy are asserted Ry Q’rnring the Tng’q recommissioned status in

KPC word a subsequent Interrogator can know how the Tag was recommissioned (see Table 16). A
perform the following operations based on the recommissioning bit values it receives (see also 6:4.2.1

e Asserted Ull memory location 21F,: The Tag shall disable block permalockifg-and unl
blocks of User memory that were previously permalocked. The Tag shall disable support
BlockPermalock command. If the Tag didn’t implement block permalockingprior to recommi
then block permalocking shall remain disabled. The lock status of User meniory shall be det
solely by the lock bits (see 6.4.2.11.3.5).

o Asserted Ull memory location 21E,: The Tag shall kill its User memory, rendering the mem
unreadable, unwriteable, and unselectable (i.e. the Tag functions as though its User memory
longer exists).The Ull memory location 21E, has precedence. 6ver the Ull memory location 2
both are asserted then the User memory bank shall be killedt

e Asserted Ull memory location 21D,;: The Tag shall_@nlock its Ull, TID, and User memory
regardless of whether these banks were locked or permalocked. Portions of User memory th
block permalocked shall remain block permalocked,“and vice versa, unless the Ull memory
21F, is also asserted, in which case the Tag shall*\unlock its permalocked blocks. The Tag sh
unlock its kill and access passwords, and shall'render the kill and access passwords pern
unreadable regardless of the values of the Tag’'s lock bits (see 6.4.2.11.3.5). If an Intg
subsequently attempts to read the Tag’s«kill or access passwords the Tag shall backscatter
code (see Annex ). A Tag that receives a subsequent Lock command with pwd-read/write
lock or permalock the indicated password(s) in the writeable state, but the passwords shall sti
unreadable.

A\ Tag shall not execute any of therabove recommissioning operations more than once. As one ex3
[ag does not allow any of its memeory banks to be unlocked more than once by recommissioning.

A\ Tag may execute multipleKil'command sequences, depending on the nature and ordering of the op|
specified in these command sequences. Specifically:

e A Tag that is-killed dead shall not allow a subsequent recommissioning.

o A Tag that-has been recommissioned may be subsequently killed dead.

o A Tag-that receives a properly formatted Kill command sequence with the correct kill passy
with ‘redundant recommissioning bits (for example, the recommissioning bits are 100, but th
XPC_W?1 already contains 100,) shall not perform the requested recommissioning operatio
Instead, the Tag shall merely verify that its XPC word contains the asserted values and

the first
ag shall
2.5):

ock any
for the
5sioning
ermined

bry bank
bank no
1F, — if

banks,
at were
location
all write-
hanently
rrogator
an error
=0 shall
| remain

mple, a

erations

vord but
e Tag’s
N again.
respond

affirmatively to the Interrogator. An Interrogator may choose to send a Kill sequence with re

dundant

fecommissioning bits if, 10r example, It had sent a prior Kill sequence but did not obs
affirmative response from the Tag.

erve an

e A Tag that receives a properly formatted Kill command sequence with the correct kill password and
with newly asserted recommissioning bits shall perform the recommissioning operation indicated by
the newly asserted bits, responding affirmatively to the Interrogator when done. A Tag shall compute
the logical OR of the Ull memory location 21F, to 21D, of its current XPC_W1 and the
recommissioning bits and store the resulting value into its XPC_W1. For example, if a Tag whose LSB
XPC_W1 bits are 100, receives a Kill sequence whose recommissioning bits are 010,, the Tag

renders its User memory bank inaccessible and stores 110, into its XPC_W1 LSBs.
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An Interrogator may subsequently re-lock any of the memory banks or passwords that have been unlocked by

recomm

issioning.

Portions or entire banks of Tag memory, if factory locked, may not be unlockable by recommissioning. An
Interrogator may determine whether a Tag supports recommissioning, and if so which (if any) memory

portions

are not recommissionable, by reading the Tag’s TID memory prior to recommissioning.

A Tag that does not implement a kill password, or a Tag whose kill password is zero, shall not execute a kill or

recomm

command sequence rngnrdlnee ofthe REU or rnr‘nmmiecinning bit cm‘fingc

issioning operation. Such a Tag shall respond with an error code (as shown in Figure 23) to a Kill

A Tag shall accept all eight possible combinations of the 3 recommissioning bits, executing those portions.tha
it is capg@ble of executing, ignoring those it cannot, and responding affirmatively to the Interrogator when(done

Several

¢ |A Tag that does not have User memory cannot unlock it
e |A Tag that does not implement an Access password cannot unlock it for writing

e |A Tag in which a portion of TID memory is factory locked cannot unlock this portion

6.4.2.11
Interrog
Qud
Qud
All g
All 4
Qusg

Qug
Qud
Selé

R=>

Tag

examples of operations that a Tag may be incapable or partially capable of executing are:

Interrogator commands and Tag replies

btor-to-Tag commands shall have the format shown in Table 19.

ryRep and ACK have 2-bit command codes beginning with 0.

ry, QueryAdjust, and Select have 4-bit command codes beginning with 10..
ther base commands have 8-bit command codes beginningwith 110,.
xtended commands have 16-bit command codes beginning with 1110..

ryRep, ACK, Query, QueryAdjust, and NAK have the unique command lengths shown in Table 19. Ng
other commands shall have these lengths. If a Tag'receives one of these commands with an incorrec
length it shall ignore the command.

ry, QueryAdjust, and QueryRep contain a session parameter.

ry is protected by a CRC-5, shown in Table 12 and detailed in Annex F.

bct, Req_RN, Read, Write, Kill, kock, Access, BlockWrite, BlockErase, and BlockPermalock arg
protected by a CRC-16, defined in'674.1.5 and detailed in Annex F.

T commands begin with eithéra preamble or a frame-sync, as described in 6.4.1.2.8. The command
code lengths specified in able 19 do not include the preamble or frame-sync.

5 shall ignore invalid gommands. In general, “invalid” means a command that (1) is incorrect given the
current Tag state, (2))is unsupported by the Tag, (3) has incorrect parameters, (4) has a CRC error
(5) specifies an‘incorrect session, (6) is inappropriately interspersed between successive Kill o
Access commands in a kill or access sequence, respectively, or (7) is in any other way not recognizeg
or not execufable by the Tag. The actual definition of “invalid” is state-specific and defined, for each
Tag state, in Annex B and Annex C.
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Command Code Length (bits) Mandatory? Protection

QueryRep 00 4 Yes Unique command length

ACK 01 18 Yes Unique command length

Query 1000 22 Yes U”iq”aen‘(’f;“gnsg‘ge“gth

QueryAdjust 1001 9 Yes Unigue command length

Select 1010 > 44 Yes CRC:16

Reserved for future use 1011 - - =

VAK 11000000 8 Yes Unigde commang length

Req_RN 11000001 40 Yes CRC-16

Read 11000010 > 57 Yes CRC-16

Write 11000011 > 58 Yes CRC-16

Kill 11000100 59 Y€s CRC-16

| ock 11000101 60 Yes CRC-16

Access 11000110 56 No CRC-16

BlockWrite 11000111 > 57 No CRC-16

BlockErase 11001000 57 No CRC-16

BlockPermalock 11001001 > 66 No CRC-16
11001010 Some command§ thereof

Reserved for future use - - are usgd for optlg pal .
11011111 extension as defirfed in

Clause 7.

111000Q0,00000000

Reserved for custom commands

11400000 11111111

Manufacturer sf

ecified

11100001 00000000
Reserved for proprietary commands.| ...
11100001 11111111

Manufacturer sf

ecified

Reserved for future use

11100010 00000000

11101111 11111111

65.4.2.11.1. )Select commands

he‘Select command set comprises a single command: Select.

6.4.2.11.1.1 Select (mandatory)

Select selects a particular Tag population based on user-defined criteria, enabling union (U), intersection (N),
and negation (~) based Tag partitioning. Interrogators perform U and N operations by issuing successive
Select commands. Select can assert or de-assert a Tag’s SL flag, which applies across all four sessions, or it
can set a Tag’s inventoried flag to either A or B in any one of the four sessions.

© ISO/IEC 2013 — All rights reserved
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Interrogators and Tags shall implement the Select command shown in Table 20. Target shall indicate whether
the Select modifies a Tag’'s SL or inventoried flag, and in the case of the inventoried flag, for which session.
Action shall elicit the Tag response shown in Table 21. The criteria for determining whether a Tag is matching
or non-matching are specified in the MemBank, Pointer, Length and Mask fields. Truncate indicates whether a
Tag’s backscattered reply shall be truncated to include only those Ull and StoredCRC bits that follow Mask.
Select passes the following parameters from Interrogator to Tags:

54

Target indicates whether the Select command modifies a Tag’s SL flag or its inventoried flag, and in the

Acti

=
o

Poir

case of inventoried it further specifies one of four sessions. A Select command that modifies SL does
not modify inventoried, and vice versa. Tags shall ignore Select commands whose Target is 1015,
TT0,, or 1115,

pn indicates whether matching Tags assert or de-assert SL, or set their inventoried flag to A ort0-B
[Tags conforming to the contents of the MemBank, Pointer, Length, and Mask fields are considereq
matching. Tags not conforming to the contents of these fields are considered non-matching.

nBank specifies whether Mask applies to Ull, TID, or User memory. Select commands_shall apply to g
single memory bank. Successive Selects may apply to different banks. MemBank shall not specify
Reserved memory; if a Tag receives a Select specifying MemBank = 00, it shalltignore the Select|
MemBank parameter value 00; is reserved for future use (RFU).

ter, Length, and Mask: Pointer and Length describe a memory range. Pointer references a memory

Trupcate: If an Interrogator asserts Truncate, and if a stibsequent Query specifies Sel=10 or Sel=11, ther]

bit address (Pointer is not restricted to word boundaries) and uses EBV)formatting (see Annex A)
Length is 8 bits, allowing Masks from 0 to 255 bits in length. Mask, whieh is Length bits long, containsg
a bit string that a Tag compares against the memory location that begins at Pointer and ends Length
bits later. If Pointer and Length reference a memory location that does not exist on the Tag then the
Tag shall consider the Select to be non-matching. If Length is“zero then all Tags shall be considereq
matching, unless Pointer references a memory location that‘doés not exist on the Tag or Truncate = 1
and Pointer is outside the Ull specified in the StoredPC;uin which case the Tag shall consider the
Select to be non-matching.

a matching Tag shall truncate their reply to an ACK to that portion of the Ull immediately following
Mask, followed by the StoredCRC in Ull merhory 00, to OF,. If an Interrogator asserts Truncate, i
shall assert it:

in the last Select that the Interrogator jssues prior to sending a Query,
only if the Select has Target = 100,,'and
only if Mask ends in the UlI.

These constraints do not preglude an Interrogator from issuing multiple Select commands that targe
the SL and/or inventoried_flags. They do require that an Interrogator that is requesting Tags g
truncate their replies assert Truncate in the last Select, and that this last Select targets the SL flag
Tags shall power-up-with Truncate de-asserted.

Tags shall decidewhether to truncate their backscattered Ull on the basis of the most recently
received Select. If a Tag receives a Select with Truncate=1 but Target<>100, the Tag shall ignore the
Select. If a Tagreceives a Select in which Truncate=1 but MemBank<>01, the Tag shall consider theg
Select tobe invalid. If a Tag receives a Select in which Truncate=1, MemBank=01, but Mask ends
outside:the Ull specified in the StoredPC, the Tag shall consider the Select to be not matching.

Mask may end at the last bit of the Ull, in which case a selected Tag shall backscatter its StoredCRC.

T A | L H [ | Do ol $lo NDA ol I W] 1 4 ol o Ll
FTurcatclyu 1oepncs 1TIeverl MTILIUUT U WUTU U UTT AU WUTUS, UELAUST IVIdoh TTTUSU TITU T UTS UTI.

A Tag shall preface its truncated reply with five leading zeros (00000,) inserted between the preamble
and the truncated reply. Specifically, when truncating its replies a Tag backscatters 00000,, then the
portion of its Ull following Mask, and then its StoredCRC. See Table 14. A Tag does not recalculate
its StoredCRC for a truncated reply.

A recommissioned Tag shall not truncate its replies. A recommissioned Tag that receives a Select
with Truncate=1 shall evaluate the Select normally, but when replying to a subsequent ACK it shall
backscatter its PacketPC, XPC_W1, optionally its XPC_W?2 (if XEB is asserted), an Ull whose length
is as specified in the Ull length field in the StoredPC, and its PacketCRC.
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Interrogators can use a Select command to reset all Tags in a session to inventoried state A, by issuing
a Select with Action = 000, and a Length value of zero.

Because a Tag stores its StoredPC and StoredCRC in Ull memory, a Select command may select on them.
Because a Tag computes its PacketPC and PacketCRC dynamically and does not store them in memory, a
Select command is unable to select on them.

Because a Tag may compute its PC and/or CRC dynamically, its response to a Select command whose
Pointer, Length, and Mask include the StoredPC or StoredCRC may produce unexpected behaviour.

Qpnhifir\allyy a Tnc’c backscattered reply may appear {0 not match Mask even though the Tng'c behaviour

ndicates matching, and vice versa. For example, suppose an Interrogator sends a Select to matchg 00100,
1l length field in the StoredPC. Further assume that a Tag matches, but has an asserted Xl~The [Tag will
lynamically increment its Ull length field to 00101, when responding to an ACK, and will backscatter this
ncremented value in the PacketPC. The Tag was matching, but the backscattered Ull lengtthfield appears to
be non-matching.
nterrogators shall prepend a Select with a frame-sync (see 6.4.1.2.8). The CRC-16:that protects a $elect is
calculated over the first command-code bit to the Truncate bit.
fags shall not reply to a Select.
Table 20 — Select command
Command Target Action | MemBank | Pointer | Length | Mask Truncate CRC-16
# of bits 4 3 3 2 EBV 8 Variable 1 16
description 1010 |000: Inventoried (S0) See  |00: RFY Starting | Mask | Mask |0: Disable
001: Inventoried (S1) Table 21 |[01:'UI Mask length value truncation
010: Inventoried (S2) 10: TID address (bits) 1: Enable
011: Inventoried (S3) 11: User truncation
100: SL
101: RFU
110: RFU
111: RFU
Table 21 — Tag response to Action parameter
Action Matching Non-matching
000 assert SL or inventoried —» A de-assert SL or inventoried — B
001 assert SL or inventoried — A do nothing
010 do nothing de-assert SL or inventoried —» B
011 negate SL or (A — B, B— A) do nothing
100 de-assert SL or inventoried —» B assert SL or inventoried —» A
104 de-assert-Sl-orinventoried—-5 do-nothing
110 do nothing assert SL or inventoried —» A
111 do nothing negate SL or (A —> B, B— A)
6.4.2.11.2 Inventory commands
The inventory command set comprises Query, QueryAdjust, QueryRep, ACK, and NAK.
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6.4.2.11

21 Query (mandatory)

Interrogators and Tags shall implement the Query command shown in Table 22. Query initiates and specifies
an inventory round. Query includes the following fields:

DR (TRcal divide ratio) sets the T=>R link frequency as described in 6.4.1.2.8 and Table 9.
M (cycles per symbol) sets the T=>R data rate and modulation format as shown in Table 10.
TRext chooses whether the T=>R preamble is pre-pended with a pilot tone as described in 6.4.1.3.2.2

and 6.4.1.3.2.4, however, a Tag's reply to access commands that write to memory (i.e. Write, Kill,

[2)

e

w

€S

Target selects whether Tags whose inventoried flag is A or B participate in the inventory round. Tagy

Qs
Interrog

The CR

receiveg a Query with a CRC-5 error it shall ignore the command.

Upon receiving a Query, Tags with matching Sel and Target shall pick a_random value in the range (0, 20—1)
inclusive, and shall load this value into their slot counter. If a Tag,-in response to the Query, loads its slo

counter
silent.

A Query may initiate an inventory round in a new sessioh, or in the prior session. If a Tag in the
acknowledged, open, or secured states receives a Query whose session parameter matches the priof

session

transition to ready, arbitrate, or reply. If a Tag in the acknowledged, open, or secured states receives 3
Query whose session parameter does not match(the prior session it shall leave its inventoried flag for the

prior se

Tags shiall support all DR and M values specified in Table 9 and Table 10, respectively.

Tags in
session

shall igrfore a Query.

l'_Ub;\, Bl’Ubt’\‘l‘VlllllAb' dl Id Bl’Ubf,\Elaob', alluI Bl’Ubf’\PC‘lllldl’Ub;\) diVdeb Uust d pliUt tUI 1T lUydlU‘iUbb Uf t;lt
value of TRext.
chooses which Tags respond to the Query (see 6.4.2.11.1.1 and 6.4.2.8).

Sion chooses a session for the inventory round (see 6.4.2.8).

may change their inventoried flag from A to B (or vice versa) as a result of being singutated.

bts the number of slots in the round (see 6.4.2.8).
btors shall prepend a Query with a preamble (see 6.4.1.2.8).

C-5 that protects a Query is calculated over the first command-code-bit'to the last Q bit. If a Tag

with zero, then its reply to a Query shall be as shown in Table 23; otherwise the Tag shall remair

it shall invert its inventoried flag (i.e. A»>B.orrB—A) for the session before it evaluates whether tq

bsion unchanged when beginning the new round.

any state other than killed shall execute a Query command, starting a new round in the specifieg
and transitioning to ready, ‘arbitrate, or reply, as appropriate (see Figure 19). Tags in the killed statg

Table 22 — Query command

Command DR M TRext Sel Session | Target Q CRC-5
# of bits 4 1 2 1 2 2 1 4 5
description 1000 0: DR=8 00: M=1 0: No pilot tone |00: All 00: SO 0:A 0-15
1: DR=64/3 |01: M=2 1: Use pilot tone |01: All 01: S1 1:B
10: M=4 10: ~SL  |10: S2
V=8 SLC MS3

56

Table 23 — Tag reply to a Query command

Response

# of bits 16
description RN16
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6.4.2.11.2.2 QueryAdjust (mandatory)

Interrogators and Tags shall implement the QueryAdjust command shown in Table 24. QueryAdjust adjusts Q

(i.e. the number of slots in an inventory round — see 6.4.2.8) without changing any other round parame

QueryAdjust includes the following fields:
Session corroborates the session number for the inventory round (see 6.4.2.8 and 6.4.2.11.2.1).

ters.

If a Tag

receives a QueryAdjust whose session number is different from the session number in the Query that

initiated the round it shall ignore the command.

g@ UIUtUIIIIiI IS VV; Icti ICTI dlluI ;IUVV ti 1T ng au'juatb Q, das fU“UVVb.
110: Increment Q (i.e. Q= Q + 1).
000: No change to Q.
011: Decrement Q (i.e. Q= Q—1).

If a Tag receives a QueryAdjust with an UpDn value different from those specified abovg
ignore the command. If a Tag whose Q value is 15 receives a QueryAdjust-with UpDn = 11
change UpDn to 000 prior to executing the command; likewise, if a Tag whese Q value is 0 re
QueryAdjust with UpDn = 011 it shall change UpDn to 000 prior to executing the command.

[ags shall maintain a running count of the current Q value. The initial Q“alue is specified in th
command that started the inventory round; one or more subsequent QueryAdjust commands may mod

A\ QueryAdjust shall be pre-pended with a frame-sync (see 6.4.1.2.8);

Upon receiving a QueryAdjust Tags first update Q, then pick acrandom value in the range (0O, 20—1), i
bnd load this value into their slot counter. If a Tag, in response*to the QueryAdjust, loads its slot cou
vero, then its reply to a QueryAdjust shall be shown in Table 25; otherwise, the Tag shall remain sile
shall respond to a QueryAdjust only if they received a prior’ Query.

[ags in any state except ready or killed shall execute a QueryAdjust command if, and only if, (i) the

[ag is not in the middle of a Kill or Access command sequence (see 6.4.2.11.3.4 or 6.4.2.11.3.6 respe

ags in the acknowledged, open, or secured states that receive a QueryAdjust whose session pg
matches the session parameter in the prior Query, and who are not in the middle of a Kill or Access c(
sequence (see 6.4.2.11.3.4 or 6.42.11.3.6 respectively), shall invert their inventoried flag (i.e. A»>B
bs appropriate) for the current session and transition to ready.

Table 24 — QueryAdjust command

Command Session UpDn
# of bits 4 2 3
description 1001 00: SO 110: Q=Q+1
01: S1 000: No change to Q
10: S2 011: Q=Q-1
11: S3

it shall
) it shall
ceives a

e Query
ify Q.

clusive,
ter with
nt. Tags

session

barameter in the command matches the sessionparameter in the Query that started the round, and (ii) the

ctively).

rameter
mmand
br B—A,

Table 25 — Tag reply to a QueryAdjust command

Response
# of bits 16
description RN16
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6.4.2.11.2.3 QueryRep (mandatory)

Interrogators and Tags shall implement the QueryRep command shown in Table 26. QueryRep instructs Tags
to decrement their slot counters and, if slot = 0 after decrementing, to backscatter an RN16 to the Interrogator.

QueryRep includes the following field:
Session corroborates the session number for the inventory round (see 6.4.2.8 and 6.4.2.11.2.1). If a Tag
receives a QueryRep whose session number is different from the session number in the Query that
initiated the round it shall ignore the command.

A QueryRep shall be pre-pended with a frame-sync (see 6.4.1.2.8).

If a Tad, in response to the QueryRep, decrements its slot counter and the decremented slot value(is zero
then itsreply to a QueryRep shall be as shown in Table 27; otherwise the Tag shall remain silent. Tags shal
respond to a QueryRep only if they received a prior Query.

Tags in|any state except ready or killed shall execute a QueryRep command if, and only(if;<(i) the session
parameter in the command matches the session parameter in the Query that started the round, and (ii) the
Tag is not in the middle of a Kill or Access command sequence (see 6.4.2.11.3.4 or 6.4:2,11.3.6 respectively).

Tags in|the acknowledged, open, or secured states that receive a QueryRep whose session paramete
matches$ the session parameter in the prior Query, and who are not in the middletof a Kill or Access commang
sequenge (see 6.4.2.11.3.4 or 6.4.2.11.3.6 respectively), shall invert their inventoried flag (i.e. A—»B or B—>A
as appropriate) for the current session and transition to ready.

Table 26 — QueryRep command

Command Session
# of bits 2 2
description 00 00: SO
01: S1
10: S2
11: S3

Table 27.— Tag reply to a QueryRep command

Response

# of bits 16

description RN16

6.4.2.11.2.4 ACK(mandatory)

Interrogators and Tags shall implement the ACK command shown in Table 28. An Interrogator sends an ACA
to ackngwledge a single Tag. ACK echoes the Tag’'s backscattered RN16.

If an Interrogator issues an ACK to a Tag in the reply or acknowledged states, then the echoed RN16 shall
be the RN16 that the Tag previously backscattered as it transitioned from the arbitrate state to the reply state.
If an Interrogator issues an ACK to a Tag in the open or secured states, then the echoed RN16 shall be the
Tag’s handle (see 6.4.2.11.3.1).

An ACK shall be pre-pended with a frame-sync (see 6.4.1.2.8).
The Tag reply to a successful ACK shall be as shown in Table 29. As described in 6.4.2.11.1.1, the reply may

be truncated, in which case the Tag reply is 00000, followed by the truncated Ull followed by the StoredCRC
computed by the Tag at power-up. A Tag that receives an ACK with an incorrect RN16 or an incorrect handle
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(as appropriate) shall return to arbitrate without responding, unless the Tag is in ready or killed, in which
case it shall ignore the ACK and remain in its present state.

If a Tag does not support XPC functionality then the maximum length of its backscattered Ull is 496 bits. If a
Tag supports XPC functionality then the maximum length of its backscattered Ull is reduced by two words to
accommodate the XPC_W1 and optional XPC_W2 - see 6.4.2.1.2.5, so is 464 bits. If additionally Simple
Sensor Data is transmitted subsequent to the Ull, see 8.3 the maximum length of the Ull decreases
accordingly. In either case a Tag’s reply to an ACK shall not exceed 528 bits in length.

Table 28 — ACK command

Command RN
# of bits 2 16
description 01 Echoed RN16 or handle

Table 29 — Tag reply to a successful ACK command — For exceptions(in respect to sensors|see

Clause 7
Response
# of bits 2110 528
description See Table 14

5.4.2.11.2.5 NAK (mandatory)
nterrogators and Tags shall implement the NAKi¢ommand shown in Table 30. Any Tag that receives a NAK
Shall return to the arbitrate state without changing its inventoried flag, unless the Tag is in ready or Killed, in
which case it shall ignore the NAK and remainin its current state.

A\ NAK shall be pre-pended with a frame-sync (see 6.4.1.2.8).

[ags shall not reply to a NAK.

Table 30 — NAK command

Command

# of bits 8
description 11000000

5.4:2.11.3 Access commands

The set of access commands comprises Req_RN, Read, Write, Kill, Lock, Access, BlockWrite, BlockErase
and BlockPermalock. As described in 6.4.2.9, Tags execute Req_RN from the acknowledged, open, or
secured states. Tags execute Read, Write, BlockWrite, and BlockErase from the secured state; if allowed by
the lock status of the memory location being accessed, they may also execute these commands from the
open state. Tags execute Access and Kill from the open or secured states. Tags execute Lock and
BlockPermalock only from the secured state.

All access commands issued to a Tag in the open or secured states include the Tag’s handle as a parameter
in the command. When in either of these two states, the Tag shall verify that the handle is correct prior to
executing an access command, and the Tag shall ignore access commands with an incorrect handle. The
handle value is fixed for the entire duration of a Tag access.
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A Tag’s

reply to all access commands that read or write memory (i.e. Read, Write, Kill, Lock, BlockWrite, and

BlockErase and BlockPermalock) includes a 1-bit header. Header=0 indicates that the operation was
successful and the reply is valid; header=1 indicates that the operation was unsuccessful and the reply is an
error code.

A Tag’s

reply to all access commands that write memory (i.e. Write, Kill, Lock, BlockWrite, BlockErase, and

BlockPermalock with Read/Lock=1 (see 6.4.2.11.3.9) shall use the extended preamble shown in Figure 11

or Figur

e 15, as appropriate (i.e. the Tag shall reply as if TRext=1 regardless of the TRext value specified in

the Query command that initiated the inventory round).

After an
to a no
Interrog
Storedd

If an Int
a Write,

code (s¢e Annex | for error-code definitions and for the reply format).

If an Int
Tag usi
an error|

If an Inferrogator attempts to write to a memory bank or password that,is-permalocked unwriteable, or to &

memory
block th
Write cq
an error|

Req_RN
BlockPd

See An
its kill p

6.4.2.11
Interrog

backscs
state:

Acknowledged state: When issuing a Req_ RN command to a Tag in the acknowledged state, ar

Interrogator writes to a Tag’s StoredPC or Ull, or changes bits 0B, to OF,, of User memory from zérd
hzero value (or vice versa), or recommissions the Tag, the StoredCRC may be incorrect until ‘thg
btor powers-down and then re-powers-up its energizing RF field, because a Tag calculates itg
RC at powerup.

errogator attempts to write to Ull memory locations 00, to OF,, (i.e. to the XPC_W1 or XPC_W?2) using
BlockWrite, or BlockErase command the Tag shall ignore the command and respond with an errof

errogator attempts to write to Ull memory locations 210, to 22F, (i.e. to the XPC words) of a Passive
g a Write, BlockWrite, or BlockErase command the Tag shall ignore the command and respond with
code (see Annex | for error-code definitions and for the reply format).

bank or password that is locked unwriteable and the Tag is notjin the secured state, or to a memory
at is permalocked, using a Write, BlockWrite, or BlockErase~command, or if a portion of the Data in 4
mmand overlaps a permalocked memory block, the Tag shall ignore the command and respond with
code (see Annex | for error-code definitions and for the reply format).

I, Read, Write, Kill, and Lock are required commands; Access, BlockWrite, BlockErase, ang
rmalock are optional. A Tag shall ignore optionalaccess commands that it does not support.

ex K for an example of a data-flow exchahge during which an Interrogator accesses a Tag and readg
ssword.

3.1 Req_RN (mandatory)

btors and Tags shall implement the Req_ RN command shown in Table 31. Req_RN instructs a Tag tqg
tter a new RN16. Both the Interrogator's command, and the Tag’s response, depend on the Tag’s

Interrogator shallyinclude the Tag’s last backscattered RN16 as a parameter in the Req_RN. Thg
Req_RN command is protected by a CRC-16 calculated over the command bits and the RN16. If the
Tag receives the Req_RN with a valid CRC-16 and a valid RN16 it shall generate and store a new
RN16 (denoted handle), backscatter this handle, and transition to the open or secured state. The
choicerof ending state depends on the Tag’s access password, as follows:

Access password <> 0: Tag transitions to open state.
ACCeSS password = U: Tag transitions to secured state.

If the Tag receives the Req_ RN command with a valid CRC-16 but an invalid RN16 it shall ignore the
Req_RN and remain in the acknowledged state.

Open or secured states: When issuing a Req_RN command to a Tag in the open or secured states, an

60

Interrogator shall include the Tag’'s handle as a parameter in the Req_RN. The Req_RN command is
protected by a CRC-16 calculated over the command bits and the handle. If the Tag receives the
Req_RN with a valid CRC-16 and a valid handle it shall generate and backscatter a new RN16. If the
Tag receives the Req_RN with a valid CRC-16 but an invalid handle it shall ignore the Req_RN. In
either case the Tag shall remain in its current state (open or secured, as appropriate).

© ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

If an Interrogator wishes to ensure that only a single Tag is in the acknowledged state it may i
Req_RN, causing the Tag or Tags to each backscatter a handle and transition to the open or secure

ssue a
d state

(as appropriate). The Interrogator may then issue an ACK with handle as a parameter. Tags that receive an
ACK with an invalid handle shall return to arbitrate (Note: If a Tag receives an ACK with an invalid handle it
returns to arbitrate, whereas if it receives an access command with an invalid handle it ignores the command).

The first bit of the backscattered RN16 shall be denoted the MSB; the last bit shall be denoted the LSB.

A Req_RN shall be pre-pended with a frame-sync (see 6.4.1.2.8).

Table 31 — Req_RN command

Command RN CRC-16
# of bits 8 16 16
description 11000001 Prior RN16 or handle

Table 32 — Tag reply to a Req_RN command

RN CRC-16
# of bits 16 16
description handle or new.RN16

5.4.2.11.3.2 Read (mandatory)

ead part or all of a Tag’s Reserved, Ull, TID, or User memory. Read has the following fields:

shall apply to a single memory bank. Successive Reads may apply to different banks.

example, WordPfr 7 00y, specifies the first 16-bit memory word, WordPtr = 01,, specifies the
16-bit memory/word, etc. WordPtr uses EBV formatting (see Annex A).

unless~-MemBank = 01, in which case the Tag shall backscatter the memory contents g
inTable 33.

© ISO/IEC 2013 — All rights reserved

The Tag reply to a Req_RN shall be as shown in Table 32. The RN16 or handle are protected by a CRC-16.

nterrogators and Tags shall implement the-Read command shown in Table 34. Read allows an Interrggator to

MemBank specifies whether the)Read accesses Reserved, Ull, TID, or User memory. Read commands

WordPtir specifies the starting word address for the memory read, where words are 16 bits in length. For

second

WordCount speeifies the number of 16-bit words to be read. If WordCount = 00, the Tag shall bagkscatter
the contents of the chosen memory bank starting at WordPtr and ending at the end of tHe bank,

pecified
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Table 33 — Tag backscatter when WordCount=00, and MemBank=01,

Tag implements | Tag implements
WordPtr memory word address XPC_W1? XPC_W2? What the Tag backscatters
Within the StoredCRC, StoredPC, or Ull memory starting at WordPtr and ending at
the Ull specified by bits 10,—14, of Don’t care Don'’t care the Ull length specified by bits 10,—14 of the
the StoredPC StoredPC
Within physical UII.n.wemory .bUt N/A. See NOTE | Ull memory starting at WordPtr and ending at
above the Ull SpECIerd by bits 10n— No 1 the end of phvsical Ul memaory
14, of th¢ StoredPC s ’
Ull memory starting at WordPtr and ending-at
Within physical Ull memory but the end of physical Ull memory. Inclddes the
above the Ull specified by bits 10,— Yes No XPC_WH1 if WordPtr is less than oflequal to 210y
14y, of the¢ StoredPC and physical Ull memory extends-to or above
address 210y
Ull memory starting at WordPtr and ending af
the end of physical Ull'memory. Includes the
Within physical Ull memory but XPC_W1 and XPCLW2 if WordPtr is less than
above the Ull specified by bits 10— Yes Yes or equal to 210yand physical Ull memory
14, of the StoredPC extends to of above address 210. Includes the
XPC_W2.ifWordPtr is equal to 220, and
physicaltUIl memory extends to or above 22Q;.
210n. Abpve physical Ull memory No A Se1e Aol Error code
210n. Abpve physical Ull memory Yes No XPC_W1
210n. Abpve physical Ull memory Yes Yes XPC_W1 and XPC_W2
220;. Abpve physical Ull memory No Ao Se1e 2a2ilI= Error code
220n. Abpve physical Ull memory Yes No Error code
220n. Abpve physical Ull memory Yes Yes XPC_W2
i 210} o7 240, /235 piysiEl L Don’t care Don’t care Error code
memory.
NOTE 1 If a Tag doesn’t implement an XPC_W1 then it doesn’t implement an XPC_W?2. See 6.4.2.1.2.5.
The Read command also includes the Tag's handle and a CRC-16. The CRC-16 is calculated over the firs

commamnd-code bit to the last"handle bit.

If a Tag
current

A Read

btate (open.orsecured, as appropriate).

If all of
be as s

words, and its handle. Thé reply includes a CRC-16 calculated over the 0-bit, memory, words, and handle.

receives a Read)with a valid CRC-16 but an invalid handle it shall ignore the Read and remain in itg

shall be-pre-pended with a frame-sync (see 6.4.1.2.8).

e-memory words specified in a Read exist and none are read-locked, the Tag reply to the Read shal

If one or more of the memory words specified in the Read command either do not exist or are read-locked, the
Tag shall backscatter an error code, within time T, in Table 13, rather than the reply shown in Table 35
(see Annex | for error-code definitions and for the reply format).

62

© ISO/IEC 2013 — All rights reserved



https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Table 34 — Read command

Command MemBank WordPtr | WordCount RN CRC-16
# of bits 8 2 EBV 8 16 16
description| 11000010 |00: Reserved Starting Number of | handle
01: Ul word words to
10: TID address read
11: User pointer

Table 35 — Tag reply to a successful Read command

Header Memory Words RN CRC-16
# of bits 1 Variable 16 16
description 0 Data handle

5.4.2.11.3.3 Write (mandatory)

nterrogators and Tags shall implement the Write command shown jn\Table 36. Write allows an Interrggator to
rite a word in a Tag’s Reserved, Ull, TID, or User memory. Write has the following fields:

MemBank specifies whether the Write occurs in Reseryed, Ull, TID, or User memory.

WordPtr specifies the word address for the memorywtite, where words are 16 bits in length. For gxample,
WordPtr = 00;, specifies the first 16-bit memory word, WordPtr = 01, specifies the second 16-bit
memory word, etc. WordPtr uses EBV formatting (see Annex A).

Data contains a 16-bit word to be written, Before each and every Write the Interrogator shall firsf issue a
Req_RN command; the Tag responds by backscattering a new RN16. The Interrogator shajl cover-
code the data by EXORIing it with,this new RN16 prior to transmission.

The Write command also includes the-Tag’s handle and a CRC-16. The CRC-16 is calculated over|the first
command-code bit to the last handlebit.

f a Tag in the open or sectired states receives a Write with a valid CRC-16 but an invalid handle, or it
eceives a Write before whieh the immediately preceding command was not a Req_RN, it shall ignore the
Write and remain in its.eurrent state.

\ Write shall be prespended with a frame-sync (see 6.4.1.2.8).

After issuing_‘a Write an Interrogator shall transmit CW for the lesser of Trepy Or 20ms, where Trep|y is the
ime between the Interrogator's Write command and the Tag's backscattered reply. An Interrogator may
bbserve-several possible outcomes from a Write, depending on the success or failure of the Tag’s memory-
vrite operation:

e A —SH S H SIRRI, g—tRe—~ 8 ad < < e o1y OW -ab|e37
and Figure 22 comprising a header (a 0-bit), the Tag’s handle, and a CRC-16 calculated over the 0-bit
and handle. If the Interrogator observes this reply within 20 ms then the Write completed successfully.

The Tag encounters an error: The Tag shall backscatter an error code during the CW period rather than
the reply shown in Table 37 (see Annex | for error-code definitions and for the reply format).

The Write does not succeed: If the Interrogator does not observe a reply within 20ms then the Write did

not complete successfully. The Interrogator may issue a Req_RN command (containing the Tag’s
handle) to verify that the Tag is still in the Interrogator’s field, and may reissue the Write command.
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Upon receiving a valid Write command a Tag shall write the commanded Data into memory. The Tag’s reply
to a Write shall use the extended preamble shown in Figure 11 or Figure 15, as appropriate (i.e. a Tag shall
reply as if TRext=1 regardless of the TRext value in the Query that initiated the round).

Table 36 — Write command

Command MemBank WordPtr Data RN CRC-16
# of bits 8 2 EBV 16 16 16
description| 11000011 [00: Reserved Word RN16 ® word handle
01: Ull address to be written
10: TID pointer
11: User

Table 37 — Tag reply to a successful Write command

Header RN CRC-16
# of bits 1 16 16
description 0 handle

Interrogator command }4* REPLY —»‘ Tag response

Write, Kill, Lock, BlockWrite, BlockErase | cw ' [ Preamble |{0, handle, CRC-16} |

Figure 22 — Successful Write sequence

6.4.2.11.3.4  Kill (mandatory)

Interrogators and Tags shall implement the“Kill command shown in Table 38 and Table 39. Kill allows ar
Interrogator to permanently disable a Tag. Kill also allows an Interrogator to recommission recommissionable
Tags.

To kill gr recommission a Tag,.an-Interrogator shall follow the multi-step kill procedure outlined in Figure 23
Briefly, an Interrogator issues'\two Kill commands, the first containing the 16 MSBs of the Tag’s kill passworg
EXORefl with an RN16, and-the second containing the 16 LSBs of the Tag’s kill password EXORed with &
differen] RN16. Each EXOR operation shall be performed MSB first (i.e. the MSB of each half-password shal
be EXORed with the(JMSB of its respective RN16). Just prior to issuing each Kill command the Interrogato
first issyes a Req.-RN-to obtain a new RN16.

Tags shall incorporate the necessary logic to successively accept two 16-bit subportions of a 32-bit kil
password. Interrogators shaII not mtersperse commands other than Req_RN between the two successive Ki
comman a
second K/II it shaII return to arbltrate unless the mtervenmg command isa Query, in wh|ch case the Tag shall
execute the Query (inverting its inventoried flag if the session parameter in the Query matches the prior
session).
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Kill contains 3 REU/Recom bits. In the first Kill command these bits are RFU. Interrogators shall set

them to

000, when communicating with Passive Tags, and Passive Tags shall ignore them. Higher-functionality Tags
may use these bits to expand the functionality of the Kill command. As described in 6.4.2.10, in the second Kill
command these bits are called recommissioning (or Recom) bits and may be nonzero. The procedures for
killing or recommissioning a Tag are identical, except that the recommissioning bits in the second Kill
command are zero when killing a Tag and are nonzero when recommissioning it. Regardless of the intended
operation, a Tag does not kill or recommission itself without first receiving the correct kill password by the

procedure shown in Figure 23.

fa Tng does not implnmnnt mr‘nmmiccinning then it ignnme the rpr‘nmmicainning hits and treats

hem as

hough they were zero, meaning that, if the Tag receives a properly formatted Kill command seque
he correct kill password it kills itself dead regardless of the values of the recommissioning bits.

fags whose kill password is zero do not execute a kill or a recommissioning operation; if such a Tag

b Kill command it ignores the command and backscatters an error code (see Figure 23).

specified in the Query command that initiated the round.

success or failure of the Tag'’s kill or recommissioning operation:

The Kill or recommissioning succeeds: After completing the operation the Tag shall backsc
reply shown in Table 39 and Figure 22 comprising a‘header (a 0-bit), the Tag’s handle, and a
calculated over the 0-bit and handle. Immediately-after this reply the Tag shall render itself si
shall not respond to an Interrogator thereafter. If'the Interrogator observes this reply within 20

Tag shall render itself silent and shall not respond to an Interrogator thereafter.

The Tag encounters an error: The Tag shall backscatter an error code during the CW period rat
the reply shown in Table 39 (Annex-| for error-code definitions and for the reply format).

The Kill or recommissioning.does not succeed: If the Interrogator does not observe a rep
20ms then the operation(did not complete successfully. The Interrogator may issue a

reinitiate the multi-step-Kill procedure outlined in Figure 23.

A\ Kill shall be pre-pended'with a frame-sync (see 6.4.1.2.8).

hce with

receives

The Tag reply to the first Kill command shall be as shown in Table 39. The replycshall use the TRext value

After issuing the second Kill command an Interrogator shall transmit CW.:{or’the lesser of Trepy dr 20ms,
where TrepLy is the time between the Interrogator’s second Kill command and the Tag’s backscattergd reply.
An Interrogator may observe several possible outcomes from a Kill calhmand sequence, depending on the

hiter the
CRC-16
ent and
ms then

the operation completed successfully. If the~TFag is killed dead then immediately after this reply the

her than

y within
Req_RN

command (containing the Tag’s handle) to verify that the Tag is still in the Interrogator’s field, and may

pon receiving a-Vvalid Kill command sequence a Tag shall render itself killed or recommissioned, as

bppropriate. The Tag’s reply to the second Kill command shall use the extended preamble shown in Fjgure 11
br Figure 15,<as-appropriate (i.e. a Tag shall reply as if TRext=1 regardless of the TRext value in the Query
hat initiated\the round).
Table 38 — Kill command
Command Password RFU/Recom RN CRC16
# of bits 8 16 3 16 16
description 11000100 (%2 kill password) ® RN16 0002 handle
© ISO/IEC 2013 — All rights reserved 65


https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Table 39 — Second Kill command

Command Password RFU/Recom RN CRC-16

# of bits 8 16 3 16 16

Recommissioning

description 11000100 (¥ kill password) ® RN16 bits

handle

Table 40 — Tag reply to the first Kill command

RN CRC-16
# of bits 16 16
description handle

Table 41 — Tag reply to a successful Kill procedure

Header RN CRC46
# of bits 1 16 16
description 0 handle
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NOTES

[1] Flowchart assumes that Tag begins
in open or secured state

[2] If an Interrogator issues any valid
command other than Req_RN, the
Tag ignores the command and
returns to arbitrate, unless the
command is a Query, in which case
the Tag executes the command

[3] If an Interrogator issues any valid
command other than Kill, the Tag
ignores the command and returns
to arbitrate, unless the command

ISO/IEC 18000-63:2013(E)

Interrogator issues
Req_RN [handle, CRC-16]
Note [1]

Tag observes invalid command (Tag
ignores command).

Tag observes
valid handle

Interrogator observes
bad CRC-16

Tag responds with [new RN16, CRC-16].
Tag stays in current state

Interrogator observes

is a Query, in which case the Tag
executes the command

O Interrogator
D T

Tag does notTespond.
Tag transitions-te, arbitrate state

Tag«bserves valid handle &
invalidsnonzero kill password

Tag observes valid handle Tag observes valid handle &
& Tag’s kill password = 0 valid nonzero kill password

valid CRC-16

Interrogator issues
Kill [passwords.1s®RN16, REU, handle,
CRC-16]

Tag observes invalid command (Tlg
ignores command).

Tag observes
valid handle

Interrogator observes
bad CRC-16

Tag responds with [handle, CRC-16].
Tag stays in current state

Interrogator observes
valid CRC-16

Interrogator issues
Req_RN [handle, CRC-16]
Note [2]

Tag observes invalid command (Thg
ignores command).

Tag observes
valid handle

Interrogator observes
bad CRC-16

Tag responds with[hew RN16, CRC-16].
Tag stays,in current state

Interrogator’observes

valid CRC-16 '
Interrogator issues
Kill [password5;®RN16, Recom, handle,
CRC-16] followed by CW. Note [3]

Tag observes invalid command (Thg
ignores command).

Tag observes valid handle & valid
nonzero kill password and has sufficient
power to execute kill/recommissioning

Tag responds with [0, handle, C
Recommissioning: Tag stays in cu
Kill: Tag transitions to killed

RC-16].
rent state
tate

but has insufficient power to
execute kill/recommissioning

hY

Tag responds with error code. Tag responds with error code.
Tag stays in current state Tag stays in current state

6.4.2.11.3.5 Lock (mandatory)

Figure 23 — Kill procedure

Interrogators and Tags shall implement the Lock command shown in Table 42 and Figure 24. Only Tags in the
secured state shall execute a Lock command. Lock allows an Interrogator to:

e Lock individual passwords, thereby preventing or allowing subsequent reads and writes of that

password,
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Lock co

Lock individual memory banks, thereby preventing or allowing subsequent writes to that bank, and
Permalock (make permanently unchangeable) the lock status for a password or memory bank.

ntains a 20-bit payload defined as follows:

The first 10 payload bits are Mask bits. A Tag shall interpret these bit values as follows:

The last 10 payload bits are Action bits A Tag shall interpret these bit values as follows:

Mask = 0: Ignore the associated Action field and retain the current lock setting.
Mask = 1: Implement the associated Action field and overwrite the current lock setting.

The fun

The payload of a Lock command shall always be 20 bits in length.

If an Inteérrogator issues a Lock command whose Mask and Action fields attempt to change the lock status of &

nonexis
instead

The Logk command differs from the optional BlockPermalock command in that\Lock reversibly or permanently

locks a

BlockPgrmalock permanently locks blocks of User memory in an unwriteable state. Table 51 specifies how 3
Tag shdll react to a Lock command that follows a prior BlockPermalock.command, or vice versa.

Permalqgck bits, once asserted, cannot be de-asserted except bys-recommissioning the Tag (see 6.4.2.10). If

Tag rec

ignore the Lock and backscatter an error code (see Anfiex l). If a Tag receives a Lock whose payload

attempt

and implement the remainder of the Lock payload.

A Tag’q lock bits cannot be read directly; they~can be inferred by attempting to perform other memory
operatidns.

All Tagsg shall implement memory locking, and all Tags shall implement the Lock command. However, Tags
need ngt support all the Action fields.shown in Figure 24, depending on whether the password location o
memory| bank associated with an_Action field exists and is lockable and/or unlockable. Specifically, if a Tag
receiveg a Lock it cannot execute_because one or more of the passwords or memory banks do not exist, of
one or more of the Action fields)attempt to change a permalocked value, or one or more of the passwords o
memory banks are either not'lockable or not unlockable, the Tag shall ignore the entire Lock and instead
backscgtter an error codeZ(see Annex I). The only exception to this general rule relates to Tags whose only

lock fun

Tags shall executeta-Lock whose payload is FFFFF,, and shall backscatter an error code for any payload

other th

A Lock

Action = 0: De-assert lock for the associated memory location.
Action = 1: Assert lock or permalock for the associated memory location.

Ctionality of the various Action fields is described in Table 44.

ent memory bank or nonexistent password, the Tag shall ignore the entire” Lock command ang
backscatter an error code (see Annex I).

password or an entire Ull, TID, or User memory bank in a writeable or unwriteable state, whereag

eives a Lock whose payload attempts to de-assert a previously asserted permalock bit, the Tag shal

5 to reassert a previously asserted permalock bit,sthe Tag shall simply ignore this particular Action fielg

ctionality is to”permanently lock all memory (i.e. all memory banks and all passwords) at once; these
bn FFFFFy,

bhall\be pre-pended with a frame-sync (see 6.4.1.2.8).

After issuing a Lock an Interrogator shall transmit CW for the lesser of Trepy Or 20ms, where TrepLy is the

time be
observe
write op

tween the Interrogator's Lock command and the Tag's backscattered reply. An Interrogator may
several possible outcomes from a Lock, depending on the success or failure of the Tag’s memory-
eration:

The Lock succeeds: After completing the Lock the Tag shall backscatter the reply shown in Table 43

68

and Figure 22 comprising a header (a 0-bit), the Tag’s handle, and a CRC-16 calculated over the 0-bit
and handle. If the Interrogator observes this reply within 20 ms then the Lock completed successfully.
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The Tag encounters an error: The Tag shall backscatter an error code during the CW period rather than
the reply shown in Table 43 (see Annex | for error-code definitions and for the reply format).

The Lock does not succeed: If the Interrogator does not observe a reply within 20ms then the Lock did
not complete successfully. The Interrogator may issue a Req_ RN command (containing the Tag’s
handle) to verify that the Tag is still in the Interrogator’s field, and may reissue the Lock.

Upon receiving a valid Lock command a Tag shall perform the commanded lock operation. The Tag’s reply to
a Lock shall use the extended preamble shown in Figure 11 or Figure 15, as appropriate (i.e. a Tag shall reply
as if TRext=1 regardless of the TRext value in the Query that initiated the round).

Table 42 — Lock command

Command Payload RN CRC-16
# of bits 8 20 16 16
description 11000101 Mask and Action Fields handle

Table 43 — Tag reply to a Lock command

Header RN CRC-16
# of bits 1 18 16
description 0 handle

Lock-Command Payload

19 118 |17 |16 | 15|14 |13 |12)]11 ] 10 ] 9 8 7 6 5 4 3 2 1 D

Killl * Access - Ul +“\TFID - User - Kill = Access - Ul - TID - Usen
Mask Mask Mask Mask Mask Action Action Action Action Actioh

Masks and Associated Action Fields

Kill-pwd Access pwd Ull memory TID memory | User memory
19 18 17 16 15 14 13 12 1 10

skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/

MRK write | write | write | write | write | write | write | write | write | write
9 8 7 6 5 4 3 2 1 0
pwd pwd
. perma perma| pwd |perma| pwd |perma| pwd |perma
Action | read/ read/ . . .
L lock . lock | write | lock | write | lock | write | lock
write write

Figure 24 — Lock payload and usage
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Table 44 — Lock Action-field functionality

pwd-write permalock Description
0 0 Associated memory bank is writeable from either the open or secured states.
0 1 Associated memory bank is permanently writeable from either the open or secured
states and may never be locked.
1 0 Associated memory bank is writeable from the secured state but not from the open
state.
1 1 Associated memory bank is not writeable from any state.
pwd-read/write | permalock Description
0 0 Associated password location is readable and writeable from either the open-or'secured
states.
0 1 Associated password location is permanently readable and writeable~from either thg
open or secured states and may never be locked.
1 0 Associated password location is readable and writeable from the secured state but no
from the open state.
1 1 Associated password location is not readable or writeableffom any state.
6.4.2.11.3.6 Access (optional)

Interrog
Table 4

secured state (a Tag with a zero-valued access passwordis-never in the open state — see Figure 19) or, if

the Tag

To access a Tag, an Interrogator shall follow the~multi-step procedure outlined in Figure 25. Briefly, ar

Interrog
EXORe
different
be EX(
Interrog

Tags sH
passwo
Access
before t
case th
matcheq

An Accd

The Tad

btors and Tags may implement an Access command; if.they do, the command shall be as shown in
b. Access causes a Tag with a nonzero-valued access password to transition from the open to thg

is already in the secured state, to remain in secured.

htor issues two Access commands, the first containing the 16 MSBs of the Tag’s access passworg
] with an RN16, and the second containing the 16 LSBs of the Tag’s access password EXORed with g
RN16. Each EXOR operation shali*be performed MSB first (i.e. the MSB of each half-password shal
Red with the MSB of its respeetive RN16). Just prior to issuing each Access command the
htor first issues a Req_RN to obtain a new RN16.

all incorporate the necessary logic to successively accept two 16-bit subportions of a 32-bit accesg
d. Interrogators shall(not intersperse commands other than Req RN between the two successiveg
commands. If a Tagyafter receiving a first Access, receives any valid command other than Req_RN
he second Accessnit shall return to arbitrate, unless the intervening command is a Query, in which
e Tag shall exécute the Query (inverting its inventoried flag if the session parameter in the Query
the prior session).

ss shall:be pre-pended with a frame-sync (see 6.4.1.2.8).

feply to an Access command shall be as shown in Table 46. If the Access is the first in the sequence

then the Iag backscatlers Its handle 10 acknowledge that It received the command. IT the AcCCeSS IS 1he

second

in the sequence and the entire received 32-bit access password is correct, then the Tag backscatters

its handle to acknowledge that it has executed the command successfully and has transitioned to the secured
state; otherwise the Tag does not reply and returns to arbitrate. The reply includes a CRC-16 calculated over
the handle.

70
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Table 45 — Access command

Command Password RN CRC-16
# of bits 8 16 16 16
description 11000110 (Y2 access password) ® RN16 handle

Table 46 — Tag reply to an Access command

RN CRC-16
# of bits 16 16
description handle
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NOTES

[1] Flowchart assumes that Tag
begins in open state
or secured state

[2] If an Interrogator issues any
valid command other than
Req_RN, the Tag ignores the
command and returns to
arbitrate, unless the command
is a Query, in which case the

Ta Y uiac th mEaanda
execotestTe-Cor o

Tag observes invalid
command (Tag ignores
command).

Interrogator issues
Req_RN [handle, CRC-16]
Note [1]

Tag observes
valid handle

Interrogator observes
bad CRC-16

Tag responds with [new RN16, CRC-16].
Tag stays in current state

. e ——  —
[3] If an) Interrogator issues any
valil command other than Interrogator observes
Acdess, the Tag ignores the valid CRC-16
conimand and returns to
arb t(;ate, unlesrs] tr;e comn;and R —- Tag obseryes invalid
is a|Query, in which case the command (Tag ignores|
Tad executes the command Access [pwd;, ;s ®@RN16, handle, CRC-16] corfimand).
Tag observes Interrogator observes
> Interrogator valid handle bad CRC-16
> Tag
Tag responds with [handle, CRC-16].
Tag stays in current state
Interrogator observes
valid CRC-16
Interrogator isstes Tag observes invalid
Req_RN [handle] CRC-16] command (Tag ignores
Note [2] Command).
Tag observes Interrogator observes
valid handle bad CRC-16
Tag.responds with [new RN16, CRC-16].
Tag stays in current state
Interrogator observes
valid CRC-16
Interrogator issues Tag observes invalid
Access [pwd,. ,®RN16, handle, CRC-16] command (Tag ignores
Note [3] command).
Tag observes valid handle Tag observes valid handle
& invalid access password & valid access password

Tag does not respond.
Tag transitions to arbitrate state

Tag responds with [handle, CRC-16].
Tag transitions to secured state

Figure 25 — Access procedure
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6.4.2.11.3.7 BlockWrite (optional)

Interrogators and Tags may implement a BlockWrite command; if they do, they shall implement it as shown in

Table 47. BlockWrite allows an Interrogator to write multiple words in a Tag's Reserved, Ull, TID,
memory using a single command. BlockWrite has the following fields:

or User

MemBank specifies whether the BlockWrite occurs in Reserved, Ull, TID, or User memory. BlockWrite
commands shall apply to a single memory bank. Successive BlockWrites may apply to different banks.

WordPtr specifies the starting word address for the memory write, where words are 16 bits in length. For

example, WordPtr = 00, specifies the first 16-bit memory word, WordPtr = 0T, specifies the
16-bit memory word, etc. WordPtr uses EBV formatting (see Annex A).

WordCount specifies the number of 16-bit words to be written. If WordCount = 00, the Tag'shall ig
BlockWrite. If WordCount = 01, the Tag shall write a single data word.

Data contains the 16-bit words to be written, and shall be 16 xWordCount bits in-length. Unlike
the data in a BlockWrite are not cover-coded, and an Interrogator need notlissue a Req_R]
issuing a BlockWrite.

The BlockWrite command also includes the Tag’s handle and a CRC-16. The CRC-16 is calculated
irst command-code bit to the last handle bit.

f a Tag receives a BlockWrite with a valid CRC-16 but an invalid handle it shall ignore the BlockW
emain in its current state (open or secured, as appropriate).

A\ BlockWrite shall be pre-pended with a frame-sync (see 6.4:1.2.8).

A\fter issuing a BlockWrite an Interrogator shall transmit<€W for the lesser of Trepy Or 20ms, where |
he time between the Interrogator's BlockWrite command and the Tag's backscattered reply. An Intg
may observe several possible outcomes from a BlockWrite, depending on the success or failure of th
memory-write operation:

The BlockWrite succeeds: After completing the BlockWrite a Tag shall backscatter the reply
in Table 48 and Figure 22 comprising a header (a 0-bit), the Tag’s handle, and a CRC-16 cg
over the 0-bit and handle. If the Interrogator observes this reply within 20 ms then the Bl
completed successfully.

The Tag encounters an error: The Tag shall backscatter an error code during the CW period rat
the reply shown in TFable 48 (see Annex | for error-code definitions and for the reply format).

The BlockWrite does/not succeed: If the Interrogator does not observe a reply within 20ms
BlockWrite did_not complete successfully. The Interrogator may issue a Req RN cq
(containing“the Tag’s handle) to verify that the Tag is still in the Interrogator’s field, and may
the BlockWrite.

Jpon receiving a valid BlockWrite command a Tag shall write the commanded Data into memory. TH
reply to a*BlockWrite shall use the extended preamble shown in Figure 11 or Figure 15, as appropria
fag shall reply as if TRext=1 regardless of the TRext value in the Query that initiated the round).

second

nore the

a Write,
N before

bver the

rite and

[ RepLy IS
rrogator
e Tag's

shown
Iculated
ckWrite

her than

hen the
mmand
reissue

e Tag’s
e (i.e. a

Table 47 — BlockWrite command

Command

MemBank

WordPtr

WordCount

Data

RN

CRC-16

# of bits

8

2

EBV

8

Variable

16

16

description

11000111

00: Reserved
01: Ul

10: TID

11: User

Starting
word
address
pointer

Number of
words to
write

Data to be
written

handle
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6.4.2.11

Interrog
Table 4
memory

MemBank specifies whether the BlockErase occurs in Reserved, Ull, TID, or User memory.\BlockErase

WorndPtr specifies the starting word address for the memory erase, where words are 16-bits in length. Fof

The Blo
first co

If a Tag
remain i

A Block

After isg
the time
may obs
memoryf

The

Thel Tag encounters an érror: The Tag shall backscatter an error code during the CW period rather thar

The BlockErase does’ not succeed: If the Interrogator does not observe a reply within 20ms then thg

Upon rg
reply to

Table 48 — Tag reply to a successful BlockWrite command

Header RN CRC-16
# of bits 1 16 16
description 0 handle

3.8 BlockErase (optional)

htors and Tags may implement a BlockErase command; if they do, they shall implement it as shownyir
D. BlockErase allows an Interrogator to erase multiple words in a Tag's Reserved, Ull, TID, or. Usef
using a single command. BlockErase has the following fields:

commands shall apply to a single memory bank. Successive BlockErases may apply to differen
banks.

example, WordPtr = 00y, specifies the first 16-bit memory word, WordPtr = 0d,,;specifies the secong
16-bit memory word, etc. WordPtr uses EBV formatting (see Annex A).

dCount specifies the number of 16-bit words to be erased. If WordCount)= 00, the Tag shall ignorg
he BlockErase. If WordCount = 01y, the Tag shall erase a single data word.

kErase command also includes the Tag’s handle and a CRC-16. The CRC-16 is calculated over thg
mand-code bit to the last handle bit.

receives a BlockErase with a valid CRC-16 but an invalidshandle it shall ignore the BlockErase and
n its current state (open or secured, as appropriate).

Frase shall be pre-pended with a frame-sync (see 6.4.1.2.8).

uing a BlockErase an Interrogator shall transmit) CW for the lesser of TrepLy Or 20ms, where Tgrepy iS
between the Interrogator's BlockErase command and the Tag’'s backscattered reply. An Interrogatof
berve several possible outcomes from a BleckErase, depending on the success or failure of the Tag’y
-erase operation:

BlockErase succeeds: After completing the BlockErase a Tag shall backscatter the reply showr
in Table 50 and Figure 22 comprising a header (a 0-bit), the Tag’s handle, and a CRC-16 calculateg
over the 0-bit and handle. Af.the Interrogator observes this reply within 20 ms then the BlockErasg
completed successfully.

the reply shown in Table 50 (see Annex | for error-code definitions and for the reply format).

BlockErase didvnot complete successfully. The Interrogator may issue a Req RN commang
(containing the Tag’s handle) to verify that the Tag is still in the Interrogator’s field, and may reissue
the BlockErase.

ceiving a valid BlockErase command a Tag shall erase the commanded memory words. The Tag’g
alBlockErase shall use the extended preamble shown in Figure 11 or Figure 15, as appropriate (i.e. 3

Tag sha

74

lI'reply as IT TReXt=1 regardiess of the IRext value In the Wuery that Initiated the round).

Table 49 — BlockErase command

Command MemBank WordPtr WordCount RN CRC-16
# of bits 8 2 EBV 8 16 16
description| 11001000 |00: Reserved Starting Number of handle
01: Ul word words to
10: TID address erase
11: User pointer
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Table 50 — Tag reply to a successful BlockErase command

Header RN CRC-16
# of bits 1 16 16
description 0 Handle

6.4.2.11.3.9 BlockPermalock (optional)

nterrogators and Tags may implement a BlockPermalock command; if they do, they shall implem:
shown in Table 52. BlockPermalock allows an Interrogator to:

Permalock one or more blocks (individual sub-portions) in a Tag’s User memory, or
Read the permalock status of the memory blocks in a Tag’s User memory.

bize is vendor-defined. The memory blocks need not be contiguous.
Dnly Tags in the secured state shall execute a BlockPermalock command.

The BlockPermalock command differs from the Lock command in that BlockPermalock permanen
blocks of User memory in an unwriteable state, whereas Lock reversibly or permanently locks a pasg
Bn entire memory bank in a writeable or unwriteable state. Table’51 specifies how a Tag shall re
BlockPermalock command (with Read/Lock = 1) that follows adprior Lock command, or vice versa.

Table 51 — Precedence for Lock and BlockPermalock commands

D
L

nt it as

A\ single BlockPermalock command can permalock between 0 and 4080 blocks ofitJser memory. The block

ly locks
word or

act to a

e B

NOTE:
memory bank, i.e. in case Lock and BlockPermalock refer to the same memory bank, otherwise the comman

obeyed.

Under these conditions the BlockPermalock shall only be rejected if it is attempting to lock within the just unlocked

d shall be
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The BlockPermalock command has the following fields:

e MemBank specifies whether the BlockPermalock applies to Ull, TID, or User memory.
BlockPermalock commands shall apply to a single memory bank. Successive BlockPermalocks may
apply to different memory banks. Passive Tags shall only execute a BlockPermalock command if
MemBank = 11 (User memory); if a Passive Tag receives a BlockPermalock with MemBank<>11 it
shall ignore the command and instead backscatter an error code (see Annex|), remaining in the
secured state. Higher-functionality Tags may use the other MemBank values to expand the
functionality of the BlockPermalock command.

e |Read/Lock specifies whether a Tag backscatters the permalock status of, or permalocks, one or morg
blocks within the memory bank specified by MemBank. A Tag shall interpret the Read/Lock(bit*as
follows:

o Read/Lock = 0: A Tag shall backscatter the permalock status of blocks in the specified”’memory
bank, starting from the memory block located at BlockPtr and ending at the témory bloch
located at BlockPtr+(16xBlockRange)-1. A Tag shall backscatter a “0” if the~memory bloch
corresponding to that bit is not permalocked and a “1” if the block is{permalocked. An
Interrogator omits Mask from the BlockPermalock command when Read/Lock = 0.

o Read/Lock = 1: A Tag shall permalock those blocks in the specified memory bank that are
specified by Mask, starting at BlockPtr and ending at BlockPtr+(16xBlockRange)-1.

e |BlockPtr specifies the starting block address for Mask, in units of 16 blocks. For example, BlockPtr 3
00y, indicates block 0, BlockPtr = 01y indicates block 16, BlockPtr(= 02, indicates block 32. BlockPtf
uses EBV formatting (see Annex A).

e |BlockRange specifies the range of Mask, starting at BlockPtr and ending (16xBlockRange)—1 blocks
later. If BlockRange == 00, then a Tag shall ignore<the BlockPermalock command and insteag
backscatter an error code (see Annex |), remaining.inthe secured state.

e |Mask specifies which memory blocks a Tag permalocks. Mask depends on the Read/Lock bit as
follows:

o Read/Lock = 0: The Interrogator shall. @mit Mask from the BlockPermalock command.

o Read/Lock = 1: The Interrogatorsshall include a Mask of length 16xBlockRange bits in thg
BlockPermalock command. Fhe Mask bits shall be ordered from lower-order block to higher (i.e
if BlockPtr == 00y, then the leading Mask bit refers to block 0). The Tag shall interpret each bit of
Mask as follows:

e Mask bit = 0: Retain the current permalock setting for the corresponding memory block.

e Mask bit = 1-Permalock the corresponding memory block. If a block is already permalockeq
then the Tag-shall retain the current permalock setting. A memory block, once permalocked
cannot/betn-permalocked except by recommissioning the Tag (see 6.4.2.10).

The follpwing examplés’illustrate the usage of Read/Lock, BlockPtr, BlockRange, and Mask:

o |If Read/tock=1, BlockPtr=01,, and BlockRange=01,, the Tag operates on sixteen blocks starting a
bloek 16 and ending at block 31, permalocking those blocks whose corresponding bits are asserted in
Mask.

The BlockPermalock command contains 8 RFU bits. Interrogators shall set these bits to 00h when
communicating with Passive Tags. If a Tag receives a BlockPermalock command containing nonzero RFU
bits it shall ignore the command and instead backscatter an error code (see Annex|), remaining in the
secured state. Higher-functionality Tags may use these bits to expand the functionality of the BlockPermalock
command.

The BlockPermalock command also includes the Tag’s handle and a CRC-16. The CRC-16 is calculated over
the first command-code bit to the last handle bit. If a Tag receives a BlockPermalock with a valid CRC-16 but
an invalid handle it shall ignore the BlockPermalock and remain in the secured state.
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If a Tag receives a BlockPermalock command that it cannot execute because User memory does not

exist, or

in which the LSB and/or the 2 LSB of a Tag's XPC_WH1 is/are asserted (see Table 15), or in which one of the
asserted Mask bits references a non-existent block, then the Tag shall ignore the BlockPermalock command

and instead backscatter an error code (see Annex I), remaining in the secured state. A Tag shall

treat as

invalid a BlockPermalock command in which Read/Lock=1 but Mask has a length that is not equal to

16xBlockRange bits (see 6.4.2.11 for the definition of invalid commands).

Certain Tags, depending on the Tag manufacturer's implementation, may be unable to execute a

BlockPermalock command with certain BlockPtr and BlockRange values, in which case the Tag sha
he BlaockPermalock command and instead backscatter an error code. (an Annex I), rpmnining in the ¢

Il ignore
secured

state. Because a Tag contains information in its TID memory that an Interrogator can use to uniquéely
he optional features that the Tag supports (see 6.4.2.1.3 and 7.6.3), this specification recomme
nterrogators read a Tag’s TID memory prior to issuing a BlockPermalock command.

f an Interrogator issues a BlockPermalock command in which BlockPtr and BlockRange, specify one
nonexistent blocks, but Mask only asserts permalocking on existent blocks, then the Tag shall exe
command.

A\ BlockPermalock shall be prepended with a frame-sync (see 6.4.1.2.8).

After issuing a BlockPermalock command an Interrogator shall transmit CW for the lesser of TrepLy @
where TrepLy is the time between the Interrogator's BlockPermalock.and the Tag's backscattered r
nterrogator may observe several possible outcomes from a BlockRermalock command, depending
alue of the Read/Lock bit in the command and, if Read/Lock = ¥, the success or failure of the Tag’s 1
ock operation:

identify
hds that

or more
cute the

r 20ms,
eply. An

on the
nemory-

shown in Table 53, within time T4 in Table 13, comprising a header (a 0-bit), the requested p
bits, the Tag’s handle, and a CRC-16 calculated over the 0-bit, permalock bits, and handle. T
reply shall use the preamble specified by the-TRext value in the Query that initiated the round.

o Read/Lock = 0 and the Tag is unable to execute the command: the Tag shall backscatter
code, within time T, in Table 13,srather than the reply shown in Table 53 (see Annex | for er
definitions and for the reply forfat). The Tag's reply shall use the preamble specified by th
value in the Query that initiated-the round. An example of an unexecutable command is a Pas
receiving a BlockPermalock-with MemBank<>11.

e Read/Lock = 1 and The BlockPermalock succeeds: After completing the BlockPermalock
shall backscatter(the reply shown in Table 54 comprising a header (a 0-bit), the Tag’s handl
CRC-16 calculated over the 0-bit and handle. If the Interrogator observes this reply within 20
the BlockPermalock completed successfully. The Tag’s reply shall use the extended preambl
in Figure d4yor Figure 15, as appropriate (i.e. the Tag shall reply as if TRext=1 regardless of th
value innthe Query that initiated the round).

o Read/Lock = 1 and the Tag encounters an error: The Tag shall backscatter an error cod
the CW period rather than the reply shown in Table 54 (see Annex | for error-code definitions
the reply format). The Tag’s reply shall use the extended preamble shown in Figure 11 or Fi

malock
e Tag’s

o Read/Lock = 0 and the Tag is able to execute.the command: The Tag shall backscatter{re reply
I

an error
ror-code
e TRext
sive Tag

the Tag
b, and a
ms then
e shown
e TRext

e during
and for
gure 15,

as appropriate (i.e. the Tag shall reply as if TRext=1 regardless of the TRext value in the QU

ery that

mittated the Tound):

Read/Lock = 1 and the BlockPermalock does not succeed: If the Interrogator does not observe a
reply within 20ms then the BlockPermalock did not complete successfully. The Interrogator may issue
a Req_RN command (containing the Tag’'s handle) to verify that the Tag is still in the Interrogator’s
field, and may reissue the BlockPermalock.
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Table 52 — BlockPermalock command

Command | RFU | Read/Lock | MemBank | BlockPtr | BlockRange Mask RN |CRC-16
# of bits 8 8 1 2 EBV 8 Variable 16 16
description| 11001001 00, |0: Read 00: RFU Mask Mask range, |0: Retain current | handle
1: Permalock | O1: Ull starting specified in permalock
10: TID block units of 16 setting
11: User address, blocks 1: Assert
specified permalock
in units of
16 blocks

Table 53 — Tag reply to a successful BlockPermalock command with Read/Lock= 0

Header Data RN CRC-16
# of bits 1 Variable 16 16
description 0 Permalock bits | handle

Table 54 — Tag reply to a successful BlockPermalock comimand with Read/Lock = 1

Header RN CRC-16
# of bits 1 16 16
description 0 handle

Upon receiving a valid BlockPermalock command'\a Tag shall perform the commanded operation, unless the
Tag dogs not support block permalocking, in whieh case it shall ignore the command.

7 Battery Assisted Passive (BAP) Interrogator Talks First Type C systems (optional)

7.1 Applicability

an Interrogator or:Tag supports any command, response or feature of Clause 7 then this Interrogatof
shall support_allymandatory commands, responses or features, and it may support the specifieg
tions of optional commands, responses or features. If an Interrogator or Tag does not support any
d, respopse; or feature of Clause 7, then Clause 7 does not apply for that device.

In case
or Tag
combing
comma

There gre no\new mandatory commands in Clause 7 simply to have a battery assisted Tag, but there arg
required modifications of flag persistence with batteries, and required relationships between optiona
commandsand-features:

7.2 General overview, definitions, and requirements of BAP

The benefit of BAP is to improve the robustness and performance of the air interface of a passive backscatter
system. Specific benefits include better Tag sensitivity and resistance to multipath fade. These improvements
can result in improved operating range or better penetration of reading zone into closely packed objects such
as a pallet of goods. BAP also provides power for sensors which may then operate out of the field of an
Interrogator. See Annex P for an informative tutorial overview of BAP as implemented in this standard.
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This clause defines the requirements and features of Battery Assisted Passive Type C systems. It covers
these types of BAP Tags:

BAP PIE: The air interface of Clause 6 supplemented with an on-Tag battery and optionally supplemented
with battery life extending Battery Saver functionality referred to as Battery Saver Mode. This BAP PIE mode
may be provided as the only mode a Tag supports. Battery Saver Mode is basically a duty cycled mode of
manufacturer selected form where the Tag receiver is either OFF or in a very low power state, or switches
between both, for the majority of the time. The Battery Saver Mode option may be implemented with a low
power RF threshold detection function or alternatlvely with a successful command decode function as the
[ feature
bither a low power continuous “listen” capability, or a duty cycled I|sten capablhty (typlcally atyimproved
sensitivity compared to continuous), or both. A Tag that supports BAP PIE shall support beingcnventoried in
parallel with passive PIE Tags without special actions required on the part of the Interrogator.”It npay also
support being inventoried in special battery only Query rounds by use of the optional Flex' Query command.
The Flex_Query command combines the function of a Select command and Query command, which allows
aking targeted types of Tags into Query rounds with a single command.

-or BAP PIE Tags the beginning of passive persistence inventoried flag and state.machine state timgout are
controlled by an on-Tag timer function of some type, and not dictated by loss, 6f signal as occurs with|passive
fags. This timer function allows the BAP PIE Tag to survive brief signal fades without unnecessarily losing
state machine state or inventoried flag state, in particular on the SO flag with its passive persistence definition
Df “None”.

Manchester: The Manchester mode features an improved forward-link using Manchester modulatiop that is
capable of taking the performance of BAP Tags to the limits of¢he physically possible. A Manchester Tag shall
hlso support PIE, though this support requirement is discontinuous as described below in this clayse. The
Manchester forward mode is orthogonal to the PIE made in the sense that Tags of each modg do not
pccidentally decode commands of the other mode, thus providing some degree of interference resistance. The
Manchester mode also features a hibernate state where a low data rate Activation command may Qring the
Fag up to a fully operational mode.

nterrogator BAP support requirements:\Type C Interrogators have no requirements to support any
commands or features as described in, this clause. Their base requirements are as given in Qlause 6.
However, if an Interrogator that is specified by its manufacturer as explicitly supporting BAP PIE Tags, then it
should also support the Flex_Query command of 7.4.1 (see Annex P for additional recommendations),

f an Interrogator is specified by, its manufacturer as explicitly supporting Manchester, then it shall also|support
he physical modulation form-and mandatory commands of 7.5 and its sub-clauses.

BAP Type C Tag PIE support requirements: Type C Interrogator-Talks-First Battery Assisted Passive Tags
bre required to supportPIE. The Tag may satisfy this requirement with either the continuously available PIE of
Clause 6, or with the battery supported and optionally duty cycled “Battery Assisted Passive PIE” or BAP PIE
pf clause 7.4. Though it is not required for BAP PIE to support better sensitivity than passive PIE, it ip typical
or the battery/to allow improved sensitivity. If BAP PIE is duty cycled, the duty cycle maximum slgep time
hall meet-the requirements of 7.4.

The regquirement for PIE support is temporarily suspended for Manchester Tags that have been activated in
Manchester mode, for programmable Tags that are programmed differently by the user, and for Tags|that are

uthorizad to salf-adiuct thair dAutvy ecvele in casa - of a2 danlated hattary ctata  Aleca a9 Taa that ha a user
authorized—to-sel-adjust-theirduty—cycle—in-case-of-a-depleted-batiery-—state—Also—a—tag-that-had
controlled ON-OFF switch or other power-down control method outside of the standard air interface may when
powered down be completely unresponsive.

BAP Tags with depleted batteries may be unresponsive, or may function in a purely passive PIE mode as
described in Clause 6 where they are completely powered by the Interrogator RF field. Whether or not a BAP
Tag will reply with a depleted battery is referred to as the Dead Battery Response (DBR) capability.

BAP Tags have the option to recalculate their storedCRC (see 6.4.2.1.2.1) upon entering the battery ready
state. Alternatively, they may use a manufacturer specific implementation that meets the specifically BAP Tag
modification to 6.4.2.1.2.1 to have the correct storedCRC at the time that the Tag may receive a Query
command that brings it into a query round. For example, in a BAP Tag with continuous power a flag in the Tag
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may tell its controller that this update has been made and there is no current need to recalculate the
storedCRC.

BAP Tags may but are not required to support Extended Protocol Control (XPC). Tags that support XPC have
the further option of supporting advanced capabilities and setting controls through a memory managed system
referred to as the Tag Capabilities Reporting and Settings (TCRS). The TCRS system allows the Tag to report
its full feature set, and for Interrogator control of some features such as the duty cycles it uses to listen for
Interrogator signals. Tags may periodically check their settings file for Interrogator updates, such as upon
preparing to enter the battery ready state (see sub-clause 7.3.1).

BAP Tags may but are not required to support the optional Access commands of Access (clause 6.4.2.11.3.6),
BlockWtite (clause 6.4.2.11.3.7), BlockErase (clause 6.4.2.11.3.8), and BlockPermalock (clause 6.4.2.11:3.9).

BAP Tap physics and degree of power consumption allows for Tag sensitivity that ranges from approximately
-10 dBrh to -60 dBm without an RF low noise amplifier, thus leading to wide range of performance ang
interfergnce control requirements (see Annex P and Annex Q for more detail). This performance may vary
with battery state or particular Tag programming.

The term “Low Power Receive” or “LPR” is defined to mean a Tag that features a BAR PIE receive mode tha
is lower|power and sensitivity than an additional receive mode that Tag also possessés. For example, when in
LPR mg¢de a Tag might not make use of an optional on-Tag amplifier that proyvides better sensitivity bu
consumes additional power when it is on. LPR is not the same as Dead Battery Response, as DBR implieg
that the|Tag fully operates from energy harvested from the RF field. LPR only.means that the BAP Tag has ar
ultra-low power mode in addition to a higher power consumption mode that may be valuable in operationa
planning. If the Tag supports TCRS, then the capability to support LPR shall be indicated in TCRS.

7.3 Battery Assisted Passive inventoried flag and state.machine behaviour modifications

7.3.1 [Modification to ready state and power-down support for BAP Tags

All Interfogator-Talks-First Type C BAP Tags shall support a variation of the passive ready state referred to ag
the “battery ready” state. The battery ready state, is logically identical to the passive ready state with thesg
two exceptions:

1. The RQattery ready state is battery supported and does not require the presence of an RF field.

2. In th¢ case of BAP PIE Tags thatido not support Battery Saver Mode, the battery ready state supportg
inventt{}ied and selected flag persistence timer operation (see sub-clause 7.4.2) instead of these operations
being performed in the implied deenergized state as is done for passive Tags.

Manchester Tags conduct~their own form of persistence timing in the “stateful hibernate” state
(see Fidure 34). This isrnot'the “inventory state holding” persistence of clause 6.4.2.2 and Table 17. Instead i
is a perpistence to rejéct new activations aimed at Tags that have not been recently inventoried. If the Tag
was nofl successfully“inventoried before an INACT_T or Global Timeout took the Tag back to the hibernate
state, thien the Tag/shall be receptive to activations aimed at recently uninventoried Tags.

In BAP|PIE\Tags that support a Battery Saver Mode the persistence timing operations occur in similaf

“statefull_variations of the other states in the “sleep-listen mode”

The Tag types that support various “low power modes”, meaning BAP PIE with Battery Saver Mode and
Manchester with its support of hibernation, are exempted from the timing requirements of sub-clause 6.4.1.3.4
when in their associated low power mode. Instead they have more relaxed but still constrained timing limits,
such as are described in sub-clause 7.4.2 for BAP PIE. BAP PIE Tags that do not implement Battery Saver
Mode will usually be in the battery ready state when entering the field of an Interrogator, and in that state
they are subject to sub-clause 6.4.1.3.4. All Tags in the battery ready state shall support the timing
requirement of sub-clause 6.4.1.3.4.

It is highly desirable for battery Tags to have a means of avoiding a permanent powered condition which
would rapidly deplete their batteries. Necessary support for this in the case of BAP PIE Tags is provided in
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sub-clause 7.4.2 on Battery Saver Mode. Tags supporting any of the low power modes (hibernate or sleep-
listen) shall support at least one of the “return to low power” timers INACT_T and Global Timeout (see sub-
clause 7.3.2).

7.3.2 Signal loss tolerance via timer (mandatory)

7.3.2.1  Signal loss immunity requirements

Received signal strength as viewed at the Tag suffers strong time variation due to multipath fade, resulting in
apid signal loss and return of signal. The time period of these signal nulls under typical operating conditions is
n the range of approximately 1 to 100 ms (see Annex P for detailed information) and suffers attenuations of
Ip to tens of dB. Tags may also temporarily completely lose Interrogator signal due to deliberate’intgrrogator
hctions such as frequency hopping.

The passive Tag generally loses its operating power within a few forward symbol periods of loss of gignal. It
hen must lose its state machine position (go to the implied de-energized state). At\this time passiye Tags
pegin their inventory persistence (a timing function controlling flag state) operation’so that they temporarily
retain inventoried state.

BAP Tags do not lose power until the battery is depleted, hence this foreed passive Tag behaviour does not
bpply. The BAP Tag may take appropriate advantage of its battery by¢cshewing a general behaviour whereby
he Tag holds its operating state (both inventoried flag and state machine state) over temporary loss of signal
elative to its sensitivity level. A still more sophisticated behaviour the Tag may display is to hold its state for
bn interval of time from the last valid command received-(€nvironmental validation), so that the Tag
ecognizes that signals above threshold may actually be from'interfering sources that the Tag should decline
o allow holding the Tag active. It should be noted that these two behaviours have an opposite behaviour with
egards to when timers are in operation. When a timer is:used to time loss of signal relative to a threshold, the
imer begins when signal is lost and so is normally not,running. When a timer is used to measure time from
ast valid command or preamble, the timer begins upon entering the battery ready state, and is reset [fo begin
hgain on every valid command or preamble, so the timer is always running. Note also that a timer function that
alidates the environment can avoid the Tag being trapped in an on state in the presence of a strong interferer.

[Fag reaction to signal loss is controlled by-one or both of the below specified timers, which are applicable to
bll the BAP Tag types and which may -have more advanced behaviours of command recognition. These are
he INACT_T and Global Timeout timer functions. The INACT_T function is the primary timer funcfion that
nolds the Tag in the state it is infor'some period of loss of signal or absence of valid commands. Some form
pf INACT _T function is mandatory, though it may be specified as a reaction time that applies without fequiring
an explicit timer. The Global Timeout is an optional timer that can recover the Tag from being trappgd on in
he presence of an interfering carrier. It is thus most useful for situations where environmental validatipn is not
performed, since a single timer with environmental validation can suffice to both survive fades and not be
rapped on by interference. These timers are described in detail in the following sub-clauses.

f.3.2.2  INACT_T timer

he period-of time the PIE or Manchester BAP Tag maintains its state within the singulation and accdss state
machine* and by which it delays the initiation of flag persistence timers without received RF signal (or
pptionally without correctly decoded signals) is governed by a timer whose timeout period is “INACT [T”. This
imer is defined for both BAP PIE and Manchester Tags. Values for INACT T range from ndar zero
(microseconds) to a few seconds, with 100 ms being a typical value to survive multipath fades typical in the
modest velocities of RFID systems. INACT_T also allows for interrogation rounds to span over multiple
frequency hopping intervals as used in countries where frequency hopping is a regulatory requirement.

In general there are two modes of INACT_T timer operation, specified as follows:

1. Threshold INACT_T. The Threshold INACT_T form begins timer operation upon loss of signal relative to
the manufacturer determined threshold. After the manufacturer specified INACT_T period the Tag returns to
the stateful sleep or stateful low power listen state for BAP PIE Tags featuring Battery Saver Mode, or to
the hibernate state for Manchester (see Figure 34). With this simple form of INACT_T behaviour there is the
chance that an interfering source of power above the threshold can cause a Tag to remain in a higher power
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mode. This is referred to as an “interference trap”. For BAP PIE Tags using Threshold INACT_T the
manufacturer has the option of providing a separate “Global Timeout” timer (see 7.3.2.3) that will defeat the
interference trap and return the Tag to the battery ready state. For Manchester Tags using Threshold
INACT_T the inclusion of a Global Timeout is mandatory, and it shall return Manchester Tags to hibernate in
the presence of interference.

If a BAP Tag implements Threshold INACT_T, its timing actions need not be with respect to a single RF signal
level. Hysteresis may be employed where the Tag starts the timer running (loss of signal) on one signal level
and resets the timer (reacquisition of signal) on a different signal level. It is recommended to implement
hysteresis between an ‘RE signal detected” level and an “‘RE signal absent” level to avoid bounce at the

threshold level.

If a BAR Tag implements Threshold INACT_T, then the monitoring of signal need not be continuous. The Tag
may sample signal strength at discrete times, and internally consider signal to be present or absent’after g
number|of such samples are taken and weighed according to an algorithm of the manufacturer’s.choice. The
total time period applicable to INACT_T then becomes the sum of the individual periods of the number of
sampleg taken to reach this decision.

Some INACT_T behaviour is specified as mandatory even if the Tag does not have actual timers, as there i
always some greater than zero time delay before the Tag reacts to signal loss. If the Tag does not possess ar
actual INACT_T timer, then there is a small period of time generally in the rangé of microseconds before thg
Tag redcts to signal loss, and this time shall be specified by the Tag manufacturer as a fixed Thresholdg
INACT _|T period. When INACT _T is not supported with a timer, Tags will eventually reset from an inventory o
access $tate to a low power mode via a failsafe “Global Timeout” timer (see*7.3.2.3).

If INACT_T is not supported with a timer then it shall be considered as INACT_T = 0 (or near zero as specifieg
by the Tag manufacturer) for purposes of persistence (see Table 55). The no explicit timer case shall be
considefed as INACT_T = Infinity for purposes of how long a Tag holds a state upon loss of signal or loss of
valid Type C preambles or commands, with the Global Timeout function then recovering from a BAP Tag
being trapped in an ON state.

2. Valigated INACT_T. This INACT_T form starts timer operation upon the Tag entering the battery ready
state, apd resets the timer to zero to begin againCupon reception of a valid command or preamble. In othe
words, this INACT_T form validates the environment before resetting the INACT_T timer. If the INACT_T time
expires |without a preamble or command causing reset, then the Tag returns to either the stateful sleep o
stateful low power listen state for BAP PIE, or to the hibernate state for Manchester (see Figure 34). It is
left to mpanufacturer’'s options what it chooses to constitute a valid command or how these may vary as &
function| of Tag state. For exampleifia Manchester Tag is awakened from hibernate with Session Locking
(see Tdble 64 and its notes) in~effect, then the may consider that only Interrogator commands with 2
inventoried flag match constitute,valid commands for resetting the Validated INACT_T timer.

BAP PIlE Tags that suppert Battery Saver Mode shall implement at least one of INACT_T or Global Timeout
Further details of the béhaviour of BAP PIE Tags upon expiration of the INACT _T timer are described in sub
clause 1.4.2. Since_Global Timeout is specifically defined to apply to return to a low power mode, BAP PIH
Tags that do not support Battery Saver Mode shall support INACT _T to provide a means to force them back tq
the battery ready state upon a sufficient period of loss of signal or loss of Type C commands. The expiratior
of the INACT Ul~or Global Timeout functions may override the responses to T2 timeout described in 6.4.1.6.

If the T&
reprogrammable via TCRS A BAP Tag that is programmed to INACT T greater than 500 ms shaII appIy a
maximum of 500 ms delay to the start of its inventory persistence timers when operating in BAP PIE mode
(see Table 55).

The INACT_T timer shall display an accuracy of +/-40% accuracy over nominal temperature range of
-25 to + 40 °C, and (if supported) a +/-50% accuracy over extended temperature range of -40 to +65 °C.
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7.3.2.3 Global Timeout timer and Selective Global Timeout

This optional timer causes the Tag to fall back to a low power state (sleep, low power listen, or hibernate as
appropriate) a relatively long time after it was activated to the Normal Mode. The Global Timeout may at the
option of the Tag manufacturer be of either of these two forms:

1. Global Timeout. This form forces the Tag back to its low power mode regardless of Tag state, such as the
Tag currently being involved in a legitimate inventory round. If implemented in this way, then in order to
reduce the odds of an mtended mventory round from being interrupted, thls Global Tlmeout shall be 4 seconds
( pon-expiration
bnd regardless of what the Tag is doing takes the Tag back to the stateful sleep or stateful low power listen
state for BAP PIE, or to the hibernate state for Manchester (see Figure 34). It may thus affect a-Tag ¢ngaged
n a legitimate inventory operation.

P. Selective Global Timeout. This form is selective as to Tag state. Selective Global~Timeout [has the
pehaviour that it begins running when the Tag enters the battery ready state, but_that the timer rg¢freshes
ipon the Tag detecting legitimate commands. This generally avoids causing a-Tag engaged lggitimate
bperations from timing out. An example of selective behaviour is resetting Seleetive Global Timedut upon
receiving valid commands, with different options possible as to what is considered a valid command. These
bptions are at the choice of the Tag manufacturer, but should be described in product data sheg¢ts. The
Selective Global Timeout, if implemented, shall have a minimum duration(ofjat least 50 ms.

f the Tag supports TCRS, then the value of Global Timeout and whether it is of the Selective form |shall be
ndicated in TCRS, and may optionally be reprogrammable via TCRS.

he Global Timeout shall display an accuracy of +/-40% aceuracy over nominal temperature range o¢f -25 to
+40 °C, and (if supported) +/-50% accuracy over extended:femperature range of -40 to +65 °C.

BAP Tags shall support at least one of the INACT\¢or Global Timeout timers. The only currently gpecified
requirements as to choices are that:

1. BAP PIE Tags that do not implement Battery Saver Mode shall implement INACT_T (such Tag$ do not
have a low power state for Global Timeout o apply to).

. For Manchester Tags the INACT.T timer is optional if Global Timeout is provided, but if INACT_T is
provided then it shall be of the Validated INACT_T form, and the minimum time of INACT_T shall bg 50 ms.
Note that Validated INACT_Twallows a single timer to avoid the interference trap problem, and|so with
Validated INACT_T a Globak Timeout is usually not necessary (an exception could be for Tags thgt spend
ong periods of time near active Interrogators). More detailed behaviour of Manchester Tags is desgribed in
sub-clause 7.5.3.6.

y.3.3 Modified persistence of BAP PIE inventory flags (optional)

BAP PIE Tags:shall provide for persistence behaviour either identical to that of passive Tags or enhanfed with
mmunity<to) fade via the INACT_T timer and more precise persistence maximum values. Manchesfer Tags
shall stipport persistence in a different way, via returning to the hibernate state and running an accurate
persistence timer that (unlike passive or BAP PIE) has identical behaviour for all four inventoried flags.

-or BAP PIE Tags the opfional specification on maximum flag persistence can reduce the incidence of
needing to inventory Tags from inventoried flag state A—B and then again from B—A. The specification fits
within and is backward compatible to the persistences defined for pure passive in Clause 6 in Table 17. Tags
that have Dead Battery Response may in the case of a dead battery continue to support the persistences
of Table 55, or may revert to meeting the more relaxed requirements of Table 17 of Clause 6.

If TCRS is supported, then the adoption or not of these optional maximums shall be documented in TCRS.
The values for optional BAP PIE flag persistence are as shown in Table 55. The flags in this table shall have

the same functions as the passive inventoried and selected flags, simply with the specified maximums and
delay time INACT_T that may be chosen to apply while the Tag has battery power. If a BAP PIE Tag that

© ISO/IEC 2013 — All rights reserved 83


https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

supports Battery Saver Mode does not support INACT_T, then for the purposes of Table 55, INACT_T shall
be considered as zero.

Table 55 — Optional improved Battery Assisted Passive PIE flag persistence values (the Tag
manufacturer may comply with the persistence values of this table, but is only required to comply to the more
relaxed passive persistence values of Table 17)

Flag Persistence (See NOTES 1-5)
Above sensitivity threshold or successful decoding: Indefinite
SO0 inventoried flag Below sensitivity threshold or failure to decode : Zero (following INACT_T,
see NOTE 1)

Above sensitivity threshold or successfully decoding:
—25 °C to +40 °C: 500 ms < persistence < 5 s (beginning-after
INACT_T)
—40 °C to -25 °C and +40 °C to +65 °C: Not specified if Tag.does not
cover extended temp range, but 500 ms < persistencé/s 5 s if Tag
does cover extended temp range (beginning after INACT: T)
Below sensitivity threshold or failure to decode:
S1 inventoried flag® —25 °C to +40 °C: 500 ms < persistence _<'9"s (beginning after
INACT_T)
—40 °C to -25 °C and +40 °C to +65 °C; Not’specified if Tag does not
cover extended temp range, but 500 ms < persistence < 5 s if Tag
does cover extended temp range (béginning after INACT_T)

See NOTE 3 for the special case<of this flag timing out in the battery
ready state.

Above sensitivity threshold érysuccessfully decoding: Indefinite

Below sensitivity threshold or failure to decode:
—25 °C to +40 °C:-2's < persistence < 20 s (beginning after INACT_T)
—40 °C to -25 2€“and +40 °C to +65 °C: Not specified if Tag does not
cover extended temp range, but 2 s < persistence < 20 s if Tag does
cover extended temp range (beginning after INACT_T)

S2 inventoried flag®

Above sensitivity threshold or successfully decoding: Indefinite
Below'sensitivity threshold for failing to decode:
—25 °C to +40 °C: 2 s < persistence < 20 s (beginning after INACT_T)
—40 °C to -25 °C and +40 °C to +65 °C: Not specified if Tag does not
cover extended temp range, but 2 s < persistence < 20 s if Tag does
cover extended temp range (beginning after INACT_T)

S3 inventoried flag®

Above sensitivity threshold or successfully decoding: Indefinite

Below sensitivity threshold or failing to decode:
—25 °C to +40 °C: 2 s < persistence< 20 s (beginning after INACT_T)
—40 °C to -25 °C and +40 °C to +65 °C: Not specified if Tag does not
cover extended temp range, but 2 s < persistence < 20 s if Tag does
cover extended temp range (beginning after INACT_T)

selected (SL) flag®

NOTE 1  The beginnings of the persistence time periods for SO, S1, S2, S3, and SL are all delayed by manufacturer
specified signal loss or failure to decode tolerance time INACT_T. For the purposes of this table, if INACT_T is not
supported then it shall be regarded as zero (or near zero hardware delay as specified by the Tag manufacturer), in which
case the persistence timing begins just as it does for passive Tags.

NOTE 2 A BAP Tag that is programmed to INACT_T greater than 500 ms and complying with this table shall apply a
maximum of 500 ms delay to the start of its inventoried persistence timers when operating in BAP PIE mode.

NOTE 3  Though the S1 flag may run its persistence timer in the battery ready state (if it enters battery ready with S1

in B) and may time out in the battery ready state, while in a Query round it suspends persistence timer operation (it will
not time out and invert its state from B—A while in the inventory and access process). The other flags all have indefinite
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persistence, meaning they hold their B or SL state until RF carrier loss (defined as carrier strength below manufacturer
defined threshold) or decode loss have occurred for the period defined by INACT_T.

NOTE 4  This standard uses A and B as proxy logic states for inventoried flags with the understanding that the
electrical logic state is implementation dependent. Similarly the selected flag uses proxy states SL (asserted) and ~SL
(deasserted). The default state (following persistence) of the inventoried flags is state A, and that of the selected flag is
~SL. Thus inventory timers controlling persistence need only operate if the state is B or SL, and upon expiration of the
timer these flags change state from B—A and from SL to ~SL.

NOTE 5  The accuracy of these flags is required to at least match the passive Tag case, which is as follows. Those
i T T T TCi fion shall
behave such that at least 95% of the Tag persistence times shall meet the persistence requirements in Table71y, with at
east a 90% confidence interval. Tags that have accurately specified tolerances on persistence timers may ‘meet these
equirements by reducing their range of persistence to allow for timer error. See P.11 for analysis.

/.4 Battery Assisted Passive PIE (optional)

y.4.1 Flex_Query command (optional)
The basic function of this optional command is to provide a “Tag Type Select’function that allows for gelecting
he categories of Tags to be included in the query round without requiring,a*separate Select command. This
selection allows for the Interrogator to bring nearly any combination of Tagtypes into Query rounds.

fags that support Dead Battery Response and Flex Query may.continue to support Flex Query with a
lepleted battery.

Table 56 — Flex_Query command (optional) (See NOTES 1-3)

Tag | SS Resp | MRFID
Command | Type | NOTE 2 | Respon DR M TRext Sel |Session Tar Q CRC-
NOTE 3 get 5
Select se
# or‘ bits 8 12 1 1 1 4 1 2 2 1 4 5
det:ript 11001111 | NOTE | 0:No 0; 0: 0000: M=1 0: No 00: All | 00:S0 | 0:A | 015
ion 1 Disable | DR=8 pilot 01: All | 01: 81 1:B
1: Yes 0001: M=2 tone |10:~SL | 10:S2
1: 1: 11: SL | 11:S3
Enable |DR=64/3| 0010: M=4 1: Use
As pilot tone
defined 0011: M=8
in
ISO/IEC 0100: M=16
29143
0101: M=32
0110: M=64
0111 to 1111:
RFEU

NOTE 1 See Table 57 for full definition of Tag types to be pulled into the Query round. Possible implementation of
Flex_Query by passive Tags is a future option.

NOTE 2  The Simple Sensor Response flag authorizes automatic transmission of Simple Sensor data in cases where
sensor Tags have been selected. Tags without Simple Sensors shall ignore the SS Response flag.

NOTE 3 M values of 16, 32, and 64 are optional for Tags implementing the Flex_Query command. A Tag that receives
a Flex_Query command for an unsupported M value shall ignore the command.
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Table 57 — Flex_Query command Tag Type Select field (see NOTES 1-2)

Interpreta| RFU | MRFID | Sensor Full Simple | RFU | RFU | RFU | Battery | RFU Passive
tion Alarm | Function | Sensor Assisted NOTE 1
NOTE 2 Sensor Passive (RFU)
1 1 1 1 1 1 1 1 1 1 1 1
0: 0: Disable 0: 0: Disable 0: 0: Disable 0: Disable
Inclusive Disable Disable
1: Enable 1: 1: Enable 1:
1: As 1: Enable 1: Enable
Excliisive defined in| Enable Enable
NOTE 2 ISO/IEC
29143
NOTE 1 Flex_Query is not currently defined for passive Tags, but the Passive select field is noted®or when it becomes
defined.
NOTE 2| This field switches the interpretation of the following selection fields between “inclusive” (the Tag responds if i
matches|any selection) and “exclusive” (the Tag responds only if it matches all selected criteria).

BAP PIE Tags that implement Flex_Query shall respond to Flex_Query by beginning a new Query round fron
the battery ready, arbitrate, reply, acknowledged, open, and secured states.

Just as
R=>TF

There ig

RN16 a$ in Table 58.

742 |

This su
function
cases a
a subsé
to Figur

in the normal Query command, the Flex_ Query command‘is preceded by R=>T Preamble and no
ame-Sync.

no reply to Flex_Query unless the Tag rolls zero ondts’slot counter, in which case it shall reply with its

Table 58 — Tag reply to a Flex.Query command (only if slot counter = Q)

Response

# of bits 16

description RN16

BAP PIE detailed-operation including optional Battery Saver Mode

b-clause provides detailed specification of BAP PIE mode both with and without Battery Savef
plity. A state” machine description is used to provide a logical framework applicable to both of thesq
nd whichuntegrates with the passive Type C state diagram of Figure 19. This passive state diagram ig
et of the BAP PIE state diagram. Whether the Tag formally follows a state machine according
e 26'is an implementation issue, but from the Interrogator point of view the Tag implementing BAP PIE

shall ac

ATagp

asif it does qrr‘nrding ta the functional behaviours and times Qpp(“ifipd in this sub-clause

roviding BAP PIE mode may employ Battery Saver functionality to reduce the average battery current

drain when the Tag is not in the field of an Interrogator. This mode has two main options of which a Tag using
this mode shall provide at least one and may provide both.

The first option is the use of Low Duty Cycle (LDC) mode. LDC is defined as the following ratio:

86

“listen state” time / cycle time, where cycle time = "listen state” time + "sleep state” time.
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In listen state the Tag samples the presence of Interrogator RF radiation, generally with higher sensitivity
and relatively high current drain. In sleep state all Tag circuits are disabled, except the duty cycle timer,
draining very low current from the battery.

Neglecting small changes due to processing within Query rounds, the average battery current drain is
approximated by:

sleep state current * (1- LDC) + (listen state current) * LDC

deIay of the BAP PIE Tag in Low Duty Cycle Battery Saver Mode is g|ven by the sum of the eycle time
and the appropriate delay as described in clause 6.4.1.3.4.

The second option is a low power mode with a continuous built in listen capability (typically-not as senkitive as
b part time listen mode). If the Tag supports this continuous low power listen capability.as its lowest power
state, then this state is referred to as “low power listen” instead of “sleep”. See Figure 34 for a suggested
state machine diagram.

The Tag has relaxed timing requirements before being required to be in the battery ready state fpllowing
nitiation of Interrogator RF carrier while using Battery Saver Mode. This relaxed time to battery ready allows
or these more sophisticated Tags to provide for settling time of regulators)and clock sources that mgy be off
while in the sleep-listen mode (see below in this sub-clause), and for fetching key data from TCRS memory
bnd setting up the Tag accordingly.

he possible BAP PIE modes are specified in detail as follows)and with reference to Figure 34. Thjs figure
brovides a complete state description of BAP PIE Tags that¢both support or do not support a Battefy Saver
Mode. If a Battery Saver Mode is supported, this figure also describes both duty cycled and non-duty cycled
behaviour. The figure also covers use of timers for INACT T and Global Timeout.

[he states in Figure 34 are defined as follows:

leep: A near zero power mode where the-Tag is not responsive to RF signals. The Tag transitigns from
leep to listen only under control of an internal timer, and does so within a manufacturer selected sleep to
isten time S_to L. It is in sleep for the manufacturer chosen period sleep time or ST. ST may also be a
range of times that may change under.eperating conditions, such as to avoid interference induced falge wake-
ips. If the Tag supports TCRS, ST or its range will be documented in TCRS. ST may also be optionally
brogrammed via TCRS.

stateful sleep: This is the“sleep state with the addition of one or more inventoried or selected flag
persistence timers ingoperation. The Tag may also cycle through the stateful sleep state whilg¢ briefly
checking if such timérs~are in operation and if not then transition to sleep. It is comparable to the [stateful
hibernate modes(f Manchester. It responds to internal duty cycle timer control as does sleep.

ow power listen: A replacement for sleep where the Tag is continuously responsive to RF signals| though
pjenerally<«using low power and thus only achieving modest sensitivity. It is typically used without duty cycling
0 a moressensitive state, but may be used in combination with duty cycling. The Tag shall transition ot of low
bowel listen to battery ready upon an RF signal greater than its manufacturer defined threshold within
nanufacturer selected Iow power listen to battery ready time LPL_to R of 20 ms or less. The Tag may

C i controt-of-an-internat-timer—and-if-sothen the

Tag does thls W|th|n Iow power Ilsten to listen t|me LPL_to L.

stateful low power listen: This is the low power listen state with the addition of one or more inventoried or
selected flag persistence timers either in operation or being checked for operation. It is also comparable to
the stateful hibernate mode of Manchester. It responds to RF signals as does low power listen. The Tag is
considered to transition from stateful low power listen to listen upon confirming expiration of the last of its
inventoried or selected flag persistence timers.

listen: A part time state where the Tag is responsive to RF signals, typically but not necessarily with improved
sensitivity. This state is used in a Duty Cycled Battery Saver Mode. The Tag is not required to decode signals
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in the listen state, but shall at least detect their presence. The Tag shall transition from listen to battery
ready upon either receiving a signal above a manufacturer defined threshold or if validating the environment
upon correctly decoding either a PIE preamble or command (the degree of environmental validation is up to
the manufacturer). The transition from listen to battery ready shall occur within manufacturer selected listen
to battery ready time L_to_R of 20 ms or less. The Tag shall remain in listen for manufacturer selected
listen time LT, and if no RF is detected or no correct PIE symbol or command is decoded the Tag shall then

return to

sleep, stateful sleep, low power listen, or stateful low power listen as appropriate. Transitions to

these low power states shall be within manufacturer chosen listen to sleep time L_to_S. If the Tag supports
TCRS, LT will be documented in TCRS. LT may also be optionally programmed via TCRS.

stateful

persistence timers the stateful listen state is considered to transition to the listen state.

88

listen: Identical to listen except at least one persistence timer is in operation. Upon expiration of thg

e ® ® o & o o
.« LAY
. * .

. Other States . >
. INACT_T expiration for * 0O
tags NOT supporting . g
Battery Saver Mode s L : o3
. Matching Query or .
. Flex_Query =
* o
. B * * Q-
Figure 53 — Passive * , battery ready or L 9]
tag state diagram ° . stateful battery ready .
INACT_T or 67 EFU(:)?;C tjgeby RFE detected )
Global_Timeout >’ p p4 withih time LTS RF detected in
mode detector low power
listen *
(2]
T:;Z': listen? or stateful listen )
expire (typically higher power than sleep) .‘g
r
(]
1 ©
stateful sleep a
ful low power listen) No RF
(or state within cg)
time LT’ 8
. [©)
sleep timer
Persistence timers expires

are expired

‘ On power up

Notes:
1. Sleep may optionally also “listen”, though normally at reduced sensitivity, in which case the name of the state

sleep’
(or low power listen)

changes to low power listen.

2:-If:sleep has its own “listen”, then the separate listen state (generally at improved sensitivity) is optional. The

listen timer period may be increased and/or sleep period decreased by the Tag in response to recent activity.

They may also be adjusted by the tag near the end of battery charge in order to increase battery life.

3. A transition from listen or stateful listen to battery ready occurs within L_to_R time <= 20 ms.
iti om low power listen o ate ow power listen to battery ready (i pported) o

A

4 A dln on A
LPL_to_R time <=20 ms.
5. If the BAP Simple PIE tag does NOT support Battery Saver Mode, then it runs its persistence timers (holds
inventory state) in the battery ready state.

6. If the BAP Simple PIE tag does support Battery Saver Mode, then it runs its persistence timers (holds inventory
state) in the stateful sleep or stateful low power listen state, and upon expiration transitions to the full sleep
state or low power listen state. These timers only operate if the inventory state is B or the selected state is SL,
and upon expiration the states change to A or ~SL as appropriate.

7. The “stateful” states mean timers are running or that the tag is checking if they are running. The tag
manufacturer has the option of going through the stateful states to check if timers are running, or checking in the
prior state and going straight to sleep or low power listen.

Figure 26 — BAP PIE and Battery Saver Mode state diagram
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Battery ready is specified in sub-clause 7.3.1. The remainder of the states under the block called “Other
States” are the passive Tag states other than ready shown in Figure 19. Being in the battery ready or any of
the passive Tag states is referred to as “Normal Mode”. Being in any of sleep, stateful sleep, low power
listen, stateful low power listen, or listen, is referred to as being in “Sleep-Listen Mode”.

If a BAP PIE Tag transitions from any stateful state to the Normal Mode, it shall reset its persistence timers to
zero and halt their operation while holding its current flag states indefinitely (while RF or decoded RF has not
been absent longer than INACT_T) with the exception of the S1 inventoried flag. For the S1 flag its
persistence timers continue to operate and hold the state in B (it would not be running if the S1 flag was
already in A) while the timer is operating in the battery ready state (see S1 description and related note
pf Table 55). If the S1 timer expires in battery ready, the S1 flag change from B—A. If the S1 flagis|set to B
ia a Select command, then the persistence timer is “refreshed” (set to zero and restarted with the*Tag in the
battery ready state). If the Tag is taken into a Query round based on the S1 flag being in staie B, then the
imer is set to zero and not restarted. The Tag then holds S1 in state B while in the Queryoround, Uintil it is
bppropriately changed to A via an inventory action.

he transitions between states in the Normal Mode are identical to that exhibited-for passive Tags with the
bxception of delays and return to Sleep-Listen Mode as dictated by the manufacturer's implementation of
NACT_T. INACT_T may be implemented with respect to RF signal strength_in_relation to a threshold, or with
relation to correct receipt of valid Type C preambles or commands.

NACT_T normally delays the start of persistence timeout and state machine state changes upon loss pf RF or
jecoded RF. However, according to sub-clause 6.4.1.6 on Link Timing, the maximum time of the T, timer and
ts specified state changes apply instead of INACT_T while the Tag is in the reply or acknowledged states.

[Slobal Timeout does not take RF signalling or Tag positiontin the Normal Mode state machine into account,
but Selective Global Timeout may take these factors into account. See sub-clause 7.3.2.3.

Environmental validation for BAP PIE: If INACT\¥ is supported relative to valid Type C preambles or
commands (Validation INACT_T), this allows the opportunity to validate the radio environment that ayakened
b Tag as a legitimate Type C environment. Validation INACT_T shall be conducted as follows: The Tag
ransitioning from a Sleep-Listen Mode to -battery ready shall in battery ready listen for valid [Type C
preambles or commands at the manufactutéer’s choice. If the Tag does not decode valid Type C signals within
NACT_T, it shall return to the sleep_or low power listen state as appropriate. The Tag m’%y upon

manufacturer choice increase its sleep-time ST to avoid non-Type C signals causing further false wake ups. If
t does detect valid Type C signals\within INACT _T, the Tag shall reset the INACT_T timer. The Tag may then
pberform one of two actions:

1. Continue to reset the/INACT_T timer indefinitely upon receipt of valid preambles or commands. In this
case Global Timeout would be recommended to eventually force the Tag back to the sleep-listen mode.

P, Wait for valid Sefect and Query commands (or Flex_Query command) to take it into a Query rourld, while
esetting the INACT_T timer for a limited number of manufacturer selected times. If the Tag has not eptered a
Query round upon expiration of INACT _T for the manufacturer selected number of times, it may retufn to the
Sleep-ListentMode. If the Tag is taken into a Query round it shall again reset the INACT_T timer.

While'a~Tag is in a Query round it shall upon receipt of further valid Type C preambles or commands ¢ontinue
0 reset the INACT _T timer. See Annex P for description of various apphcable command valldat|on methods. If

] ] +h T bal khald $ ki ot = | L =N L3f h T
Iyllﬂl IO IUOl ure IGU SHdIiT TTUId OLCILU IIIO\JIIIIIU e te iy allu IIUL UUUIII }JUIDID[UII\JU LIIIIUI chlallull \II L e ag

supports BAP PIE persistence as defined in Table 55) until the expiration of the INACT_T timer (with the
exception of the requirements of sub-clause 6.4.1.6). Tags that support a Battery Saver Mode shall then
transition to the sleep, stateful sleep, low power listen, or stateful low power listen state as appropriate
(the stateful states are used if any inventoried flag is in state B or if selected is in state SL). Tags that do not
support Battery Saver Mode shall upon expiration of INACT_T transition to the battery ready state and (if the
Tag supports BAP PIE persistence as defined in Table 55) begin persistence timer operation if any
inventoried flags are in state B or if selected is in state SL. That condition may be considered as a stateful
battery ready state, and upon expiration of persistence timers the inventoried and SL flag state will change
as appropriate.
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Environment not validated: In this case INACT_T is not supported or if supported is responsive to signal
strength without regard to decoding of valid Type C signals (Threshold INACT_T). The Tag transitioning from
a Sleep-Listen Mode state to the Normal Mode that supports Threshold INACT_T shall in any Normal Mode
state listen for RF signals above its manufacturer defined threshold. When such are detected the INACT_T
timer is reset (held in reset if RF signal is continuously detected above threshold), and when signal drops
below threshold (optionally a different threshold than that necessary to reset the INACT_T timer) then the
INACT_T timer will begin. If the INACT_T timer expires the Tag returns to the Sleep-Listen Mode (if a Battery
Saver Mode is supported) or to the battery ready state (if a Battery Saver Mode is not supported) as
appropriate.

Now thg various BAP PIE cases may be completely specified as follows.

Battery|Saver Mode not supported: In this case the BAP PIE Tag is in the battery ready state wheén not in
the field of an Interrogator, and behaves nearly identically to a passive Tag (though typically-with bette
sensitivity). The Tag responds to the application of RF carrier within the timing limits of sub-clause 6.4.1.3.4
(1.5 ms|to be ready to detect a preamble). Since the Tag does not automatically reset to th€ battery ready
state ugon loss of power, the Tag shall implement INACT_T to force the Tag back to the battery ready o
stateful| battery ready (when persistence timer functions are in operation) state when it'is not in range of arn
Interrogptor. The Tag manufacturer may support the persistence requirements of Table 55 for BAP PIE Tags
(persistgnce delayed by INACT_T and with the specified maximums), or may support the more relaxed
persistehce requirements of passive Tags as given in Table 17. The Global Tinjeout is not applicable to thig
case.

Battery| Saver Mode supported via low power listen only: In this,case the Tag is not supporting duty
cycling pf listen and maintains a continuous low power listen mode(lt shall transition to the battery ready
state ugon detecting RF field above its manufacturer determined threshold within LPL_to_R time of 20 ms
This longer allowed time to be in the battery ready state is what\distinguishes this case from Battery Saver
Mode npt supported. Since the Tag does not automatically reset-to the low power listen state upon loss of
power, the Tag shall implement one of INACT_T or Global Timeout to force the Tag back to the low power
listen sfate when it is not in range of an Interrogator. Whenthe Tag departs Normal Mode it shall transition tdg
either the stateful low power listen state (if no timersfunning is not confirmed before leaving Normal Mode
or low power listen state (if no timers running is confirmed before departing Normal Mode). The reason fof
allowing the Tag the option of briefly transitioning toystateful low power listen for the timer check operation is
to simpljfy state machine or firmware operation,_The Tag shall transition from the stateful low power lister
state to fthe low power listen state upon confirming expiration of all persistence timers.

Battery|Saver Mode supported via duty cycling only: The Tag shall listen (generally in a relatively high
sensitivity state) for time LT and sleep-for time ST. It shall transition to the battery ready or stateful battery
ready state upon detecting RF field’while in the listen state above its manufacturer determined thresholg
within L] to_R time of 20 ms. Since’the Tag does not automatically reset to the sleep state upon loss of powef
the Tag|shall implement oneof INACT_T or Global Timeout to force the Tag back to the sleep state when it ig
not in range of an Interrogator. Upon departing Normal Mode, the Tag shall transition to either the statefu
sleep (if timers running ar‘to confirm if timers running) or sleep state (if it confirms no timers running). Theg
Tag willl continue to éperate its duty cycle control to transition to the stateful listen mode and back while in
stateful| sleep. The/ Tag shall transition from the stateful sleep state to the sleep state upon confirming
expiratipn of all persistence timers.

In the listen'mode the Tag is standing by to enter the battery ready state upon application of an RF carrier
ThelisE i LT he T intains itself | ¥ ; | f RE si b

selected by the manufacturer, or in the case of Tags supporting TCRS it may optionally be programmable. If
the Tag does not receive a signal above a manufacturer defined threshold level during the LT interval, then
the Tag shall transition back to the sleep state. If the Tag does receive any signal above the manufacturer
defined sensitivity threshold, then the Tag shall transition to the battery ready state and will do so within the
timing limit of listen to battery ready time L_to R <=20 ms.
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In the sleep state the Tag is running a timer of duration sleep time (ST) and is waiting to return to the listen
state upon expiration of the ST timer. ST may be fixed by the manufacturer. In the case of Tags that support
TCRS the ST shall be documented in TCRS if fixed, and may optionally be programmable. ST is typically on
the order of 10 ms to 1 s. ST is chosen shorter for higher Tag velocity environments or longer for slow moving
environments, with ~100 ms being a typically chosen or programmed value. Though manufacturers are free to
select any ST, they should specify their chosen ST within their product documentation. Programmable ST
ranges are as shown in sub-clause 7.6.3.

Battery Saver Mode supported via duty cycling and low power listen: In this case the Tag is both

:nppnrﬁng r'ln’ry Pyr‘ling of listen (gnnnmlly ina highpr aneiti\/ity Qtn’rr:-) and mnim‘nining a_cantinuous low
bower listen mode (generally in a lower sensitivity state) when not in listen. It shall transition to the|battery
ready or stateful battery ready state upon detecting RF field above its manufacturer determined thfesholds
vithin L_to_ R or S_to_R time as appropriate. Since the Tag does not automatically reset to‘the’ low power
isten state upon loss of power, the Tag shall implement one of INACT_T or Global Timeoutto force|the Tag
pack to the Sleep-Listen Mode when it is not in range of an Interrogator. While in low power listen [the Tag
blso operates its listen-sleep timer to periodically transition to the listen mode to listenyin a higher sTnsitivity
state than in the low power listen state. Other operation is as described above forduty cycle operation only
Dr low power listen operation only.
able 59 below provides a summary of the various delay times and timers that,.apply to BAP PIE Tags
Table 59 —Battery Saver Mode timing parameters
Timing Description Effects & comments
parameter
LT listen time, the time the Tag is listening for. Manufacturer defined or user selected via TCRS.
any RF above a threshold before the Tag
goes back to the sleep or low power:listen
state.
ST sleep time, the low power consumption time Manufacturer defined or user selected via TCRS.
the Tag is either not listening or is only
listening at low sensitivity. If Tag only supports a low power continupus
“listen” and is not duty cycled to a higher power
more sensitive listen state, then this time i set to
infinity or not applicable.

S to L sleep.to listen time, also used for low Manufacturer selected, typically << ST buf not

power listen to listen time. required to be a particular value.

L_to_ R listen to battery ready time, a maximum of 20 ms max, actual value documented in dlata

20 ms following signal exceeding threshold. sheet. Only applicable if Tag supports optfonal
duty cycled listen state. This time also applies to
stateful listen to battery ready.

L to S listen to sleep time. Manufacturer selected, typically << ST but not
required to be a particular value. This timg also
applies to the stateful listen to stateful sleep,

listen to low power listen, and stateful listen to
stateful low power listen times.
LPL_to R low power listen to battery ready time, a 20 ms max, actual value chosen by manufacturer.

maximum of 20 ms following signal
exceeding threshold.

Only applicable if Tag supports optional

continuous listen while in the low power li
state as a replacement for the sleep state.

time also applies to the transition from stateful

low power listen to battery ready.

sten
This
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Timing Description Effects & comments
parameter
N_to_S Normal to sleep time Time from any normal state to sleep, stateful

sleep, low power listen, or stateful low power

listen, following expiration of INACT_T or Global
Timeout. Normally << than INACT_T or Global
Timeout, but not required to be any particular

value.
INACT_T A timer that allows a BAP PIE Tag to See for responses for different BAP PIE modes
temporarily hold its state machine state in the with respect to support of Battery Saver Modé At
absence of RF signal or in the absence of least one of INACT_T or Global Timeout shallbe
valid Type C preambles or commands. Is supported for BAP PIE and Manchester, Tags.
continually reset upon either signal above
threshold or decoding of a valid preamble or
command. Can apply to Tags that support or
do not support Battery Saver Mode.
Global A timer that allows a BAP PIE Tag to See for responses for different BAP PIE modes
Timgout temporarily hold its state machine state in the with respect to support of Battery Saver Mode. At
absence of RF signal or in the absence of least one of INACT/T or Global Timeout shall be
valid Type C preambles or commands. Is supported. Atleast one of INACT_T or Global
initiated by Tag transitioning from a sleep- Timeout shall be supported for BAP PIE and
listen Mode to the battery ready state, and Manchester Tags.

is NOT reset by RF signal strength or correct

decoding of preambles or commands. Only

applies to Tags that support a Battery Saver
Mode.

According to the above table, the total time of the'sleep and listen cycle is ST+ S to L + LT + L_to_S. Thig
would nprmally be dominated by the sleep and\listen time intervals.

When a BAP PIE Tag also supports Manchester, that Tag shall maintain any hibernate mode timer values
and inventory states until it validates the environment as a legitimate PIE environment. That validation shall bg
to at least properly decode PIE commands. Upon proper validation of environment, the Tag shall clear any
hibernate mode timers, set all inventoried flag states to A, set selected flag state to ~SL, and stand by fo
Interrogator commands.

7.5 Manchester mode/Battery Assisted operation protocol extensions

7.5.1 Introduction

This clause defines optional extensions of the ISO/IEC 18000-6 Type C protocol for Battery Assisted Passivg
RFID utjlizing a Manchester mode forward link. The Manchester mode is optional, but if a Tag or Interrogato
uses this nr\hnngl mndn all rnqlllrnmnnfe in—this—clause—are mgndgfnr\/ The-extensions rlnflnnrl here—ar
intended to maximize Interrogator-to Tag read ranges and battery life. Thls is achieved by using DC balanced
symbols in the forward link which enable the use of AC coupled inputs to high gain preamplifiers. Tags may be
designed with medium to extremely sensitive receivers. For the more sensitive Tags, the Manchester
command preamble length provides for sufficient time to switch between two receiver dynamic ranges to
cover the large input signal dynamic range. The longer range also requires higher symbol frequency accuracy
at the lower data rates which results in higher values of M. Higher accuracy is enabled at lower signal levels in
Tags equipped with battery powered oscillators by providing configuration bits in the forward link commands
that specify the BLF and that are not subject to measurement accuracies of TRcal and RTcal.
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Compatibility with ISO/IEC 18000-6 Type C Interrogators and passive Tags is maximized through the use of
methods for channel access similar to ISO/IEC 18000-6 Type C, ensuring effective channel sharing in mixed
mode environments. The Interrogator talks first, and the Tags backscatter responses with random slot times
identical to ISO/IEC 18000-6 Type C. The Interrogator awakens battery assisted Tags with a specific
activation sequence, followed by a selection field which identifies which Tags need to respond. Tags not
selected by the Activation command quickly return to the lower power search (hibernate) mode. The battery
assist activation is distinctly different from ISO/IEC 18000-6 Type C commands specified in Clause 6 and thus
ISO/IEC 18000-6 Type C passive Tags will not respond, and conversely battery assisted Tags compliant to
this clause will not respond to ISO/IEC 18000-6 Type C passive Interrogators in battery assisted mode.

Battery assisted Interrogators currently use the same channel definitions and similar bandwjdths as
SO/IEC 18000-6 Type C Interrogators. Therefore, RF coordination and channel sharing cencepfs apply
across both battery assisted and passive modes of ISO/IEC 18000-6 Type C. The Ull humbering and
ormatting, as well as all memory bank definitions and structure, are identical to the ISO/IEC18000-6| Type C
Hefinition.

-or battery assisted mode, the higher sensitivities and longer ranges create a higher:likelihood of intefference
petween multiple Interrogators and the Tags they are communicating with. The activation mechanism| defined
n this section provides for the use of Interrogator power level control. Tags can be activated and opefated on
n sub-groups using lower power levels for Tags that are closer. Tags that.have already been singylated or
pccessed at lower power levels can be silenced for commandable periodsywhile the higher power operations
bn Tags that are farther away from Interrogators are performed. The useof power levelling is recommegnded in
bpplications that would allow such system interference reducing techniques.

NOTE As PIE is a required mode and Manchester is an optionalhmode for Type C, Manchester Tags musf support
PIE. The definition of “support PIE” is given in clause 7.2.

y.5.2 Physical layer
y.5.2.1 Interrogator-to-Tag (R=>T) communigcations

y.5.2.1.1 Modulation

nterrogator shall communicate with the Tag using amplitude shift keyed Manchester encoded D$B-ASK,
5SB-ASK, or PR-ASK modulation (inthe forward air-interface link. Tags shall demodulate all three mddulation
ypes.

y.5.2.1.2 Data rates

nterrogators shall cemmunicate with Tags using one of the following data rates, while Tags shall suppprt all of
he data rates:

8 kbit/s, 16 Kbit/s, 32 kbit/s, 64 kbit/s, and 128 kbit/s.

y.5.2.1:3~ Frequency accuracy

nterrogator frequency accuracy shall be +/— 10 ppm over the Nominal temperature range of -25 °C to|+40 °C,
nd F/- T2 ppm over the extended temperature range of -40 t0 T65 ~C. These accuracies shall apply for a
manufacturer specified time interval following sale of the product. If local regulatory requirements specify
tighter accuracy, the Interrogator frequency accuracy shall meet the local regulatory requirements.

7.5.2.1.4 Data encoding

The R=>T link shall use Manchester data encoding, shown in Figure 27.
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Figure 27 — Manchester symbols

7.5.2.1.5 Interrogator to Tag RF Envelope

The RH envelope (in electric field) of the Manchester modulation shalfl. be within the limits specifieq
in Figure 28 and Table 60.
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Figure 28 — Manchester waveform
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Table 60 — Manchester command modulation parameters

PARAMETER | Minimum | Nominal Maximum | Units
Thit 1/data_rate us
(A-B)/A 80 90 %
mh/(A-B) 0 5 %
ml/(A-B) 0 5 %
tf,90-10/Thit 0 33 %
tr,10-90/Tbit 0 33 %
twh1/Thbit 45 55 %
twl1 /Thit 45 55 %
twh2 /Tbit 90 110 %
twl2 /Thit 90 110 %

y.5.2.1.6 Interrogator to Tag normal preamble

The normal preamble consists of two parts. Both parts shall be-Manchester encoded at the selected g

ata rate

ndicated in the activation command. The first part is 21 <bits” of a pseudorandom training sequence that

pf the\Command data. The specific normal delimiter sequence is a 15 bit m-sequence defined by #

bnables receiver dynamic range adjustment, AC coupling training, and timing acquisition. The |specific
sequence is a 31 bit m-sequence truncated to 21 bits ‘and is defined by the NRZ equivalent below [and the
Manchester equivalent in Figure 29.
Normal preamble 21 bit training séquence = 1111100 0110111 0101000
21 bit training sequence @, data rate 15 bit normal delimiter @ data rate
Dynamic range, adi AC coupling training
Figure 29 — Forward (R=>T) preamble

The second part is a 15 bit pseudo-random delimiter that uniquely indicates a normal command and the start

he NRZ

bduivalent below and is the logical inverse of the activation delimiter.

Normal preamble 15 bit delimiter = 10100 11011 10000

The first bit of the command data shall follow immediately after the last bit of the delimiter at the same data

rate as the preamble.
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7.5.21.7 Transmission order

The transmission order for all R=>T communications shall respect the following conventions:

— Within each message, the most-significant word shall be transmitted first, and

— Within each word, the most-significant bit (MSB) shall be transmitted first.

7.5.2.1.8 Command data bit stuffing

Complig
preamb
for the f

This sp

command data stream, a logical bit 0 shall be bit stuffed into the data stream atsthe end of this 14 bi

sequen(
the 15 |
defined

Tags sh
The Tag
Tags wi
pattern
valid ac
was red

commamnd was being received at 8 Kbps, the Tag shalllignore the invalid command and optionally transition tg

the acti

7.5.21.9 Cyclic Redundancy Check (CRC)

CRC cs
assemb

1)
2)
The ord

1)

nt Interrogators and Tags shall use selective bit stuffing on all command data bits that follow:thé
e in both normal and Activation commands. Interrogators shall monitor the command data bit-stream
bllowing 14 bit sequence defined in NRZ notation:
0101100 1000111
beific pattern is the first 14 bits of the activation delimiter. If the pattern is matched exactly in thg
e, extending the command by one bit for each bit stuffed. This eliminates the_possibility of matching of
it activation delimiter in all Manchester encoded commands. The resulting 15 bit pattern will be ag
in NRZ notation:
0101100 1000111 0
all monitor the command data bit stream for the same 14 bit'pattern with a logical zero in the 15th bit
) shall destuff the logical zero bit from the data bit stream. The output of the destuffing algorithm in
| provide the command data format as defined in the commands summary of clause 7.5.4. If the 14 bi
s followed by a logical one, an activate delimiter has been received. If the Tag has already received g
livation command and is processing command data; the command is invalid. If the invalid sequencg
eived at a data rate of 16 Kbps or higher, thexTag shall then ignore the invalid command. If thg

bation code check state to process a possible new Activation command.

Iculation shall be the same as ‘defined in clause 6.4.1.5. The order of processing in Interrogatorg
ing a command is:

Calculate the CRC beginhing with the first bit of command data following the last bit of the preamble.
Process for bit stuffing up to the last bit of the CRC.
br of processing-in Tags handling a received command:

Executexthe destuffing operation.

2)

Calculate the CRC on the output of the destuffing operation.

7.5.21.10 Link timing

The Ma

nchester Battery Assisted Passive link timing uses the same parameters as the passive mode in

clause 6.4.1.6. However, the parameters T4, T,, T3, and T, shall use the definitions in Table 61 below, with the
exception for optional BLFs > 640 kHz noted below this table.
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Table 61 — Manchester link timing parameters

Parameter Minimum Nominal Maximum Description
Time from Interrogator transmission to Tag
response (specifically, the time from the
end of the last bit of the Interrogator
T MIN(2 Tbit,10Tr) MAX (2.5 Thit, MAX(3 Tbit,10T,r) | transmission to the first rising edge of the
! x (1 =2|FT|) —2us 10Tpri) x (1 + 2|FT|) + 2us | Tag response; in the case of a data 0 as
the last hit_the end of the last hit is % bit
time after the last rising edge), meagured at
the Tag’s antenna terminals.
If T2ext=0, then
4Thbit { -
Interrogator response_ time required|if a Tag
_ is to demodulate(the Interrogator| signal,
T2 0.25Thit I T2_ext =1, then measured from-the end of the last (Jummy)
max = INACT _Tor | . ) .
. bit of the Tag.response to the firgt falling
Global Timeout, as edge of the Interrogator transmissiop
selected by the Tag 9 9 ’
manufacturer
Time an Interrogator waits, after T4, before
T3 0.0Tpri N
it issues another command
T, AxThit Minimum time between Interrogator
commands

NOTE 1 Tbit denotes the Manchester bit time of the normial commands.
NOTE 2 A Tag may exceed the maximum value for<ly when responding to commands that write to memory.
NOTE 3  The maximum value for T, shall apply only to Tags in the reply or acknowledged states.

NOTE 4 If T2ext = 0, a Tag shall be allowed a tolerance of 4Tbit < T2(max) < 8 Thit in determining whethg
bxpired and therefore an "invalid command" was received. This allows the back calculation of elapsed T;
command validation based on a measurement of the longer time from the end of the backscatter to the er
command preamble where command start time is definitively established. If T2ext = 1, the Tag shall allow valid re
ip to the INACT_T or Global Timeout expiration, whichever is selected by the Tag manufacturer.

NOTE 5 FT is the frequency tolerance specified for Manchester Tag BLFs of 640 kHz or less (currently 4%).

fags and Interrogaters that support optional higher frequency BLFs (see Manchester Query BAT cq
bs described in(syb-clause 7.5.4.3.1.1) shall have their minimum and maximum T, times relaxed to n
o0 be shorterithan that calculated for the maximum required BLF of 640 kHz. This prevents unreg
small Tag-data fetch times and Tag and Interrogator TR turn-around times for Tags and Inter
supportingthese higher BLFs.

y5:2.1.11 Transmit mask

r T2 had
time for
d of the
sponses

mmand
ot have
sonably
rogators

Interrogators that are claimed to operate according to this International Standard shall meet the local

regulations for out-of-channel and out-of-band spurious radio-frequency emissions.

Interrogators that are claimed to operate in the Manchester battery assisted mode, in addition to meeting the
local regulations, shall also meet the Manchester mode Transmit Mask specified in this International Standard:

Manchester mode transmit mask: For Interrogator transmissions centred at a frequency f,, a 3.
bandwidth Ry also centred at f,, an offset frequency f, = 3.125/Tbit, and a 3.125/Tbit bandwi
centred at (n x f,) + f. (integer n), the ratio of the integrated power P() in Sgy to that in Rgy
Interrogator transmitting random data shall not exceed the specified values:

© ISO/IEC 2013 — All rights reserved

125/Thit
dth Sgw
with the

97


https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

[n] = 1: 10log+o(P(Sew) / P(Rew)) < -30 dB
[n] = 2: 10log10(P(Sew) / P(Rsw)) < —60 dB
[n| > 2: 10log+o(P(Ssw) ! P(Rsw)) < —65 dB
Where P() denotes the total integrated power in the 3.125/Thbit reference bandwidth. This mask is shown

graphically in Figure 7, with dBch defined as dB referenced to the integrated power in the reference
channel.

f Integrated Power

0dBch

-875 —-6.25 -3.75 -1.25 ] 1.25 3.75 6.25 8.75 frequency
Toit  Toit  Toit  Toir | Tor  Toiew  Toir  Toit
1.25 1.25 1.25 1.25 fc 1.25 1.25 1.25 1.25

Figure 30 — Transmit mask for Manchester battery assisted mode

7.5.2.2 | Tag-to-Interrogator (T=>R)

Tags shiall communicate with Interrogators-using the modulations described in 6.4.1.3 with extended values of
M and with frequency accuracy of +/- 4% for BLF up to and including 640 kHz. For BLF greater than 640 kHz
the frequency accuracy shall be betterthan +/- 1.5%. The specific data rate is commanded by Query BAT
(see 7.5.4.3.1.1) using the values(of*M and BLF. Tags shall support all possible data rate combinations
whereas Interrogators may select the specific combinations of BLF and M to be implemented.

7.5.3 |Manchester Activation

To extend battery life Type C battery assisted Manchester Tags remain in the low power hibernate state unti
receiving an Activation command containing a valid Activation Mask that matches all or a selected part of ar]
“Activation Code\(AC) stored on the Tag. The use of two separate Activation Codes allows the ability to havg
a general purpose primary AC (typically static such as based on the Tag Ull) and to have an additional
applicatjon’specific secondary AC (may contain for instance dynamically mapped Tag status information). The
fraction [of-a Tag population chosen for activation may be controlled by means of partial AC matching. Non
selective activation of all battery assisted Tags within the range of the Interrogator is also supported by issuing
a “Wildcard Activation”.

In order to move from the low power hibernate state to the battery ready state an Activation command shall
be sent at a fixed data rate of 8 kbit/s. This command consists of a specific Manchester battery assisted
passive preamble that is distinguishable from the normal Manchester command preamble. Following the
preamble, the Activation command may be a short format or long format command as defined in the following
clauses.

Because battery assisted systems will coexist with passive systems, care should be taken to reduce the
power drain of the battery assisted systems. Passive RFID Tags as defined in ISO/IEC 18000-6 Type C
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receive their operating power from the Interrogator (via transmitted carrier power) which limits operating
distances. The application requirements of battery assisted passive (BAP) RFID devices require distances
sufficiently large to make the Interrogator an unusable power source. Additionally, BAP devices must co-exist
in passive environments and care must be taken to manage power drain from the battery-enabled devices. If a
BAP device continually responds to unwanted passive instructions (these being commands for “other”
devices) battery power will be drained extremely quickly.

BAP Tags will typically use a very low power mode in the receiver to continuously monitor for an Activation
command. The Activation command uses selection criteria in the Activation Mask to awaken only those Tags
or which communication is necessary to preserve hn’r’rpry life Tngq which reside in the RFE field for BAP mode
communication may be selectively activated, accessed, then placed back into their hibernate ({(ef lowest
power) state, and the next set of Tags selectively activated. Activated Tags may be individually returngd to the
hibernate state using the Next command, or may be commanded as part of a large group of Tags using the
Deactivate BAT command.

The Short Activation command enables fast singulation cycles in applications that(require a minimum of
protocol overhead. The Long Activation command enables more control over which Tags are agtivated,
particularly in large Tag and Interrogators population environments. Both Short Activation and Long Agtivation
commands shall use the same preamble, followed by an Activation Control field which determines the|specific
ormat of the Activation Code.

The “hibernate” state is defined as that state where no Session flag {imers are running and the inventoried
lags are in state A. The “stateful hibernate” state is defined as. that state where at least one [session
nventoried flag timer is running and the inventoried flag is in-temporary state B. Normally, the temporary
state B is interpreted to mean that the Tag was successfullyyaccessed within the timer period uding that
session/inventoried flag, and that the Tag should not respond to Activation commands aimed| at that
nventoried flag until the timer expires. However, the Tag will respond to Activation commands |for that
session aimed at temporary state B. The purpose of such activations is normally to reprogram (refresh) the
imer.

fags will usually receive Activation commands-while in a hibernate state. If a Tag that is already gctivated
feceives a valid activation preamble, the Tag, 'may optionally ignore the command or it may clear the active
nventoried flag, SL flag, and countdownytimer, then transition to the activation code check sfate and
continue processing the Activation command.

See sub-clause 7.5.3.5 for detailed.state machine description of the Manchester Mode.

y.5.3.1 Activation Code

Battery assisted Type(C) Manchester Tags may support activation based on either a single or two geparate
Activation Codes for‘more flexibility at their manufacturer's discretion.

The ActivationsC€ade is a 96-bit value specified in part or whole by the Activation Mask during the aftivation
sequence to.move the Tag from the hibernate state to battery ready. The 96-bit Activation Codg initially
contains allyzeroes. Once the AC is programmed and the Tag is placed into the hibernate state, the|Tag will
bnly respond, moving into the battery ready state when a valid activation sequence is received |and the
Activation Mask contained in the Activation command either matches the entire stored Activation Code or a
sélected sub-portion of the Activation Code. In case of Tags supporting two separate ACs thqg issued
Activation Mask meeds to match either the primary or the secondary AC (or both of them)imorderto activate
the Tag.

The Activation Codes can be programmed with any grouping organization which provides a selected
application with desired levels of selectivity in the activation process. The Activation Codes may at the option
of the user be the Ull (if the Ull is 96 bits), the Ull plus additional data (if the Ull is less than 96 bits), or part of
the UII (if the Ull is greater than 96 bits). They may also be a custom data string that may or may not include
part of the UII.

The Minimum Mask Length (MML) contains seven bits that specify the minimum amount of bits which are
required in the Activation Mask to match with the Activation Code during the activation sequence. If the
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received value for the Activation Mask Length is less than the value stored in the MML, the incoming
Activation command shall be |gnored If by application of the Activation Mask Length and Offset address, an

overrun
counter i

occurs (that being the 96™ bit of the stored Activation Code) is compared and the received length
is not exhausted, the remainder of the Activation command shall be ignored and the Tag shall wait in

the hibernate state until a new Activation command is received. In case a Tag supports a primary and a
secondary AC, a separate MML has to be implemented for each of the two ACs.

Both the MML registers and the Activation Codes shall be readable and writeable using the OpRegister

Read/Write command in clause 7.5.4.4.1. The first 16 b|t word shaII contain the 7 blts of MML in the 7 Iowest

Tablle 62 — Structure of Minimum Mask Length and Activation Code registers-(stored in hidden
registers described in 7.5.4.4.1)

MML register. first 16- AC register: next six 16-bit wiords
bit word
7 bit§ MML 9 bits AC AC AC AC AC AC
value RFU | (bits 95-80) | (bits 79-64) | (bits 63-48) | (bits'(47-32) | (bits 31-16) | (bits 15-0)

The initipl MML and AC values may be written during Tag manufacturing, or later by the user.

The default value for the Activation Code shall be 0.

7.5.3.2

The act

essentigl to good sensitivity in the Tag receiver. The training period is followed by a unique frame delimite
which, when matched exactly, alerts Tags 10 wake up parts of its circuitry required to receive and decode the
complete Activation command and determine if the Tag has been selected for full communication. The framg
delimitef is a pseudorandom sequence which cannot occur in error-free normal command data due to the usg
of seledtive 14/15 bit stuffing. Both Short Activation and Long Activation commands shall use the samg

preamb

The prepmble consists ofthree parts. All three parts shall be Manchester encoded at 8 kbit/s. The first part ig

21 bits
training
defined

Activation preamble

vation preamble provides for Tag receiver dynamic range adjustment and AC-coupling training that is

e.

Df a pseudorandem training sequence that enables receiver dynamic range adjustment, AC coupling
and initial timing acquisition. The specific sequence is a 31 bit m-sequence truncated to 21 bits and ig
by the NR2 equivalent below and the Manchester equivalent in Figure 31.

Activation preamble 21 bit training sequence = 1111100 0110111 0101000

21 bit training sequence @ 8 Kbit/s 15 bit activate delimiter @ 8 Khit/s ;mﬂg
< >t >
Dynamic range adj AC coupling training

100

Figure 31 — Activation preamble
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The second part is a 15 bit pseudorandom delimiter sequence that uniquely indicates an Activation command
and the time framing of the command. Correct reception of the delimiter portion moves the Tag from the
hibernate state into the activation code check state (see 7.5.3.5) immediately following the timing trim field.
The activation delimiter sequence is a 15 bit m-sequence defined by the NRZ equivalent below and is the
logical inverse of the normal delimiter.

Activation preamble 15 bit delimiter = 010110010001111 (followed by two “1” bits for Timing
Trim)

The third part is a fiming trim field r‘nncic’ring of two Manchester ones and is used to finalize timing

synchronization after the frame delimiter is successfully matched and the Tag clock is turned on.

[he first bit of the Activation command shall follow immediately after the last bit of the timing.trim at the fixed
Hata rate of 8 Kbit/s.

y.5.3.3 Short Activation command

The Short Activation command enables fast singulation cycles in applications that require a minjmum of
brotocol overhead. The Short Activation command format is shown in Figure/32--\When matched to an|internal
egister, the received activation command moves the Tag from its hibernate. 'State to an active state [battery
ready state in the state machine). The Short Activation command is~-composed of four fields: (in prder of
reception at the Tag) Activation Control, Mask Length, Offset, and Activation Mask. Each is described|in detail
Delow.

Activation Control Mask Length Offset Activation Mask (0-96 bitg)
(12 bits) (7 bits) (If MaskLength = 0 or
MaskLength = 96: 0 bits,
Else: 7 bits)

Figure 32 — Manchester Short Activation command format

The Activation Control field shall be used to configure the Tag receiver post activation behaviour. Thee bits in
he Activation Control field are defined in Table 63. The RFU bits shall be set to all zeros for this gtandard
ersion. If the Tag decodes any non-zero bits in this RFU field it shall ignore the Activation commgnd. The
Activation Version indicates.the short or long format of the Activation command being used. The Forward Data
Rate indicates the rate at\which subsequent commands will be sent. The Sensitivity field shall command Tags
0 use high or low sensitivity for Tags that are capable of two modes of sensitivity. Low sensitivity Tlags are
Hefined as capable\of/receiving approximately -30 dBm up to +10 dBm, with a recommended uppef limit of
+15 dBm. High sensitivity Tags are defined as capable of receiving approximately -30 dBm and lowgr signal
evels. Thesessensitivities refer to the 8 kbps data rate, and other data rates are understood to vary. Tags are
not requirediterimplement high sensitivity, and if they do not they shall ignore the command to switch fo a high
sensitivitysmode.

n_the "Wildcard Activation case of Mask Length = 0 to wake up all Tags (described below), the Offset and
Activation Mask are not needed and are not transmitted. If Mask Length is set to 96, then Offset is redundant
and is not transmitted.
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Table 63 — Manchester Activation Control field description

RFU | Activation Forward Data Sensitivity RFU
Version Rate
# of bits 3 1 3 1 4
RFU 0: short 000: RFU 0: low sensitivity
format . . (approx -30 dBm
o 001: 8 kbit/s to +10 dBm)
long - -
format 010: 16 kbit/s 1: high sensitivity
Descrip- Must be 011:32 kbit/s (?ggr(;)glr;ngtneéy
tion set to 0 for 100: 64 kbit/s bel
Short . elow)
Activation 101: 128 kbit/s
110: RFU
111: RFU

The Mapk Length is a required field that contains seven bits. It may contain values from zero to 27-1(= 127)
The Mask Length specifies the length of the transmitted Activation Mask from zéro bits up to and including 96
bits. A( values greater than 96 are currently unused and reserved for future use (RFU). The length field id
used in|conjunction with the user defined Minimum Mask Length (MML). The MML controls the minimuni
controls| the minimum length that an Activation command can use/for/the Mask Length. If a value of Mask
Length is less than the MML value or greater than 96, the Tag wilkignore the rest of the Activation commang
and will[stay in the hibernate state.

The Offset is a conditionally included field containing 7 bits that indicate the number of bits to offset from theg
first bit {MSB) of the Activation Code for this comparison: The Offset is not transmitted if the Mask Length is
either Olor 96; the Offset is transmitted for Mask Lengthdbetween 1 and 95 inclusive.

7.5.3.3. Short Activation command processing and Wildcard
Activation processing: The Tag follows the below sequence in processing Short Activation commands.

A Tag blegins processing the Activation:*command by first training, acquiring a slicing reference, and acquiring
frame synchronization. The Tag loads the Activation Control field consisting of 3 RFU bits, Activation Version
(1 bit of [value zero for Short Activation), Forward Data Rate field (3 bits), post activation Sensitivity field (1 bit)
and 4 more RFU bits, as they.are acquired.

If the Thg then receivesya Mask Length value of zero and the Tag is programmed with MML = 0O, then &
succesdful Wildcard ‘has occurred (further information below) and the Tag enters the active battery ready
state and prepares {6 process inventory commands. All inventoried flags are set to A and the SL flag ig
deassernted, and all associated timers are cleared. In the Wildcard Activation case the Offset and Activatiorn
Mask are not'needed and are not transmitted.

eg-\/ enain 0 i ne 1\ K enath i a

In the caseof a ng dcard activation attempt (received Mask Leng Q) s Mask Length is less than
the MML value (which is set somewhere from 0 to 96), for all Activation Codes implemented by the Tag, the
Tag rejects the activation and remains in hibernate. If Mask Length is set to 96, then Offset is redundant and
is not transmitted. Values of Mask Length which are greater than 96 shall cause the Tag to discontinue
activation processing and remain in the hibernate state.

If Mask Length is equal or greater than the MML, then the Tag continues processing the Activation command
and receives the Offset field (assuming Offset is transmitted due to Mask Length being less than 96). If the
combination of the Mask Length and the Offset (zero if not transmitted) result in an overflow (an ending value
greater than the size of the 96-bit internal mask register), the Tag shall interpret this as an error, ignore the
remainder of the Activation command, and remain in the hibernate state.
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If the sum of Mask Length and Offset value is less than or equal to 96, the Tag proceeds to processing of the
Activation Mask, which is transmitted MSB first. The Activation Mask shall be compared bit by bit against the
stored Activation Codes or Activation Code segments by using the Mask Length as the number of bits to
compare, and the Offset as the number of bits to offset from the first bit (MSB) of the Activation Codes for this
comparison. The Tag shall discontinue the activation process if a mismatch in the bit by bit comparison is
detected for the primary and the optional secondary Activation Code.

If the received Activation Mask fully matches one of the stored Activation Codes or indicated Activation Code
segments then the activation is successful and the Tag shall complete power-up operat|ons and expect the
, and all

hssociated timers are cleared.

The Tag activation time Tais the time required to finish the activation code check and fully power-up [the Tag
50 that it is ready to receive a Select or Query command. The maximum Tag activation time isiTA = 2ms.

Short Wildcard Activation and authorization:

f the MML register is set to zero, then the Mask Length within the Activation command may also he set to
vero and be accepted by the Tag as “Wildcard Activation”, i.e. a match for all.devices in the field. Thi§ causes
il receiving devices to initiate powering up into the active battery ready state.”Short Wildcard Activation does
not require any flag matching, whereas the later described Long Wildcard Activation may require flag
matching. Note that if the MML for one of the supported Activation Codes is programmed to length| greater
han zero, this provides some security in the sense that the Tag is not authorized to accept \Vildcard
Activation, and the Interrogator must know at least the number of bits of Activation Code specified in the MML
egister in order to awaken the Tag.

n the Wildcard Activation case the Offset and Activation Mask are not needed and are not transmitted

y.5.3.3.2 Short Activation post Activation behaviour

Select command behaviour for Short Activation: The Tag is short activated in Interference Rejection =
DFF (Promiscuous) mode (Session Locking not in effect) and all inventoried flag timers have been [cleared.
The Tag shall obey Select command reprogramming of the SL and inventoried flags. The Select c¢mmand
blso moves any Tags out of the battery ready state back to the battery ready state. Upon rgeturn to
hibernate the Tag shall set all inventoried flags to state A and the SL flag to the deasserted (~SL) state.

Manchester Query_ BAT command behaviour for Short Activation: The Tag is short actiyated in
nterference Rejection = OFF(Promiscuous) mode (Session Locking not in effect) and all inventoried flag
imers have been cleared, The Tag shall respond to all Query BAT commands as it normally does agcording
0 passive state machine operation (Queries take the Tag immediately into the arbitrate state uging the
session indicated in“the Query BAT command). Upon return to hibernate the Tag shall set all invgntoried
lags to state A andthe SL flag to the deasserted (~SL) state.

y.5.3.4 _Long Activation command

The Long Activation command enables more control over which Tags are activated, particularly in Idqrge Tag
population environments. When correctly matched to Tag inventoried flag values, and to one of the Agtivation
Codes or indicated Activation Code segments, the Tag shall advance from its hibernate state to the active
state (battery ready state in the state machine). This will also occur for the Wildcard Activation case. The
Long Activation command is composed of the seven fields shown in Figure 33.
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Activation Mask Offset Activation Mask Interroqator
Target 9 CRC
Control Length Info
9 (7 bits) (0 - 96 bits)
. (16 bits) . (16 bits)
(12 bits) (7 bits) | (0 bits if Length=0) | (0 bits if Length=0) | (17 PItS)

Figure 33 — Long Manchester Activation command format

The Actjvation Control, Mask Length, Offset address, and Activation Mask fields shall be the same as defineg
in the Short Activation command.

In the Wildcard Activation case of Mask Length = 0 to wake up all Tags (described below), the Offset ang
Activatiopn Mask are not needed and are not transmitted. If Mask Length is set to 96, then Offset\is redundan
and is npt transmitted.

The CR[C-16 shall be calculated by Interrogators over the first Activation Control bit to the last Interrogator Infg
bit. The [use of the CRC-16 for Tags is optional.

The Tarpet field is expanded as shown below.

Table 64 — Manchester Activation Target field description (Long’ Activation format only).

Activation Inventoried Stateful
Tag Type . Inventoried hibernation
Session flag .
Select flag use target timeout
field 9
# of bits 8 2 1 1 4
As 00:S0 . 0000: 0's
ified i ; Don’t care
specified in p 0001: 0.25 s
the o 0: A
Activation o inventoried 0010: 05 s
Tag Type : state )
Description Select field 1: B 0011:1s
1: Do care :
(Table 65) for 0100:2's
. Jor So targeted
10:S2 inventoried | Do Care”
state is specified.
11:S3 1111: 4,096 s

NOTE 1 The accuracy of the hibernate timer over the nominal temperature range shall be at least +/- 40%, and ove
the exterjded temperature range shall be at least +/- 50%.

NOTE 2  If inventoried flag use is set to 1: Do Care, then the Tag will upon activation exhibit “Session Locking” and
generally reject commands for which the session ID does not match the “activating session” given by this table. For more
information, see Annexes E and F. If Interrogator Locking is in effect, that will also set “Session Locking” into effect AFTER
activation regardless of the state of inventoried flag use. But, even if Interrogator Locking is in effect, the inventoried flag
use bit will control the Activation, meaning that if Don’t Care is selected on inventoried flag use, then Tags will activate
regardless of Session flag state.

NOTE 3 If inventoried flag use = Don’t Care, then upon transition to the battery ready state the Tag clears all timers
and makes the associated inventoried flags available to any command that uses them that the Tag receives.
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Table 65 — Manchester Activation Tag Type Select Field (NOTES 1-5)

Interpreta Battery Assisted
tion Sensor |Full Function Simple Passive
(NOTE 1) Alarm Sensor Sensor RFU RFU RFU NOTE 4
1 1 1 1 1 1 1 1
0:
. 0: No 0: No 0: No 0: No
Inclusive
1 U 19} 1Y)
s 1: Yes 1: Yes 1: Yes 1: Yes
Exclusive

NOTE 4  This bit dynamically switches the interpretation of the remainder of the Tag Type ‘Select field
Inclusive” (the Tag responds if it matches any selection marked “Yes”) and “Exclusive” (the\T'ag responds
matches all selected criteria marked “Yes”).

NOTE 5 In this table, “Yes” means that category of Tag is considered for inclusion jn the activation. In the I
case for a criteria listed as Yes the Tag will respond if it meets other activation criteria-(such as AC). In the “H
case the Tag responds only if the Tag meets all criteria marked Yes. Logically the Fag'responds to “Inclusive” if

NOTE 6  RFU bits shall be set to zero until defined. If the Interpretation field is “0, Inclusive” the Tag shall res
matches at least one selected criteria (the Tag ignores the RFUs because ‘the implied logical OR function is still
he interpretation field is “1, Exclusive”, the Tag shall NOT respond if anyxRFU bits are non-zero (in that case the
not know if it matches the implied AND function).

specified in the session field.
The Interrogator Info field provides-information as to Interrogator identity, whether the Tag is to reply

he activating Interrogator or not.after wake up, and the regulatory region of operation. The regulator
ield is an optional field for Interfegators and Tags and the definition is TBD.

Table 66 — Manchester Activate Interrogator Info Field Description

between
only if it

nclusive”
xclusive”
a logical

DR function of all marked Yes criteria = 1. The Tag responds to “Exclusive” if a logical AND of all marked Yes crit¢ria = 1.

pond if it
B one). If
'ag does

NOTE 7  This field means the Tag supports a Manchester receiver and a backscatter transmitter.
NOTE 8  The Manchester Activation Tag Type Select*Field is identical to the Manchester Query BAT Tag Type Select
ield.

The stateful hibernate timeout field determines the timeout period of the session inventoried flag timer

to only
y region

Interrogator ID Interrogator Regul_atory
Lock region
# of bits 8 1 8
0: Tag allows
any Interrogator Specifies a
to access region in which
the Tag
Description Interrogator ID 1: Tag only operates.
code .
allows this
Interrogator to Definition TBD.
access
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7.5.3.41 Long Activation processing and Wildcard
Long Activation processing: The Tag follows the sequence below in processing Long Activation commands.

A Tag begins processing the Long Activation command by first training, acquiring a slicing reference, and
acquiring frame synchronization. The Tag loads the Activation Control field as it is acquired. The Tag then
loads the activation Target field up to the flag use field. If the inventoried flag Care / Don’t Care states as
transmitted in the Long Activation command do not match those in the Tag, the Tag discontinues activation
processing and remains in hibernate or stateful hibernate, awaiting the next Activation command.

With matching inventoried flag states, the Tag loads the rest of the activation Target field, including the Tagd
Type Select field and its set of criteria that are evaluated inclusively or exclusively as indicated. The Tag.may
discontihue processing the Activation command if it does not match the indicated criteria. If the Tag receives 3
Mask Léngth value of zero and the Tag is programmed with MML = O for all of its Activation Codes, then &
wildcarg attempt is in progress (further information below) and the Tag continues activation progessing. In the
Wildcarg Activation case the Offset and Activation Mask are not needed and are not transmitted, so the nex
field redeived is the CRC-16. If the CRC-16 is passed (or the Tag does not use it), the Tag-performs a fina
check on the Session flag state and if it still matches (has not timed out), it enters normal active mode ang
preparep to respond to normal inventory commands. Flag states remain unchapged and any timers in
operatign continue to run. If the CRC-16 is not passed the Tag remains in the hibernate state.

In the dase of a non-Wildcard activation attempt with the inventoried flag.state matching (received Mask
Length p 0), if the Mask Length is less than the MML value (which is set‘somewhere from 0 to 96) for al
Activation Codes implemented by the Tag, the Tag rejects the activation and remains in hibernate. If Mask
Length iIs set to 96, then Offset is redundant and is not transmitted. Values of Mask Length which are greate
than 96 |shall cause the Tag to discontinue activation processing andwemain in the hibernate state.

If Mask |Length is equal or greater than the MML, the Tag continties processing the Activation command ang
receiveg the Offset field (assuming Offset is transmitted.due to Mask Length being less than 96). If thg
combination of the Mask Length and the Offset (zero if not transmitted) results in an overflow (an ending valug
greater than the size of the 96-bit internal mask register), the Tag shall interpret this as an error, ignore thg
remainder of the Activation command, and remain in-the hibernate or stateful hibernate state.

If the sim of Mask Length and Offset valuesis_less than or equal to 96, the Tag starts processing of the
Activation Mask, which is transmitted MSB first. The Activation Mask shall be compared bit by bit against the
stored Activation Codes or Activation Code segments by using the Mask Length as the number of bits tg
comparg¢, and the Offset as the number of bits to offset from the first bit (MSB) of the Activation Code for this
comparison. The Tag shall discontinug‘the activation process and remain in hibernate if any mismatch in thg
bit by bif comparison is detected.

If the received Activation Mask-fully matches one of the stored Activation Codes or indicated Activation Code
segmenits, the Tag will continue to processing of the CRC-16. If the CRC-16 is passed (or the Tag does no
use it), then the Tag performs a final check on the Session flag states and if it still match (has not timed out)
then thqg activation is‘successful and the Tag shall complete power-up operations and expect the beginning of
an inventory round.\If the CRC-16 is failed, then the Tag discontinues activation processing and remains ir
hibernate, awaiting the next Activation command.

The Tag activation time Tais the time required to finish the activation code check and fully power-up the Tag
so that itHs+ready cceive ole , ; i ationtime i T 21

Long Wildcard activation and authorization:

If the MML register is set to zero, then the Mask Length within the Activation command may also be set to
zero and be accepted by the Tag as “Wildcard Activation”, i.e. a match for all devices in the field for which the
specified inventoried flag also match. If the Wildcard Activation is to apply to all Tags, then the Inventoried
flag usage field is set to the “Don’t Care” state. Note that if the MML for one of the supported Activation Code
is programmed to length greater than zero, this provides some security in the sense that the Tag is not
authorized to accept Wildcard Activation, and the Interrogator must know at least the number of bits of
Activation Code specified in the MML register in order to awaken the Tag.
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In the Wildcard Activation case the Offset and Activation Mask are not needed and are not transmitted. The
CRC-16 (if used by the Tag) is still applicable to the Wildcard and is transmitted.

7.5.3.4.2 Long Activation post Activation behaviour

7.5.3.4.21 Long Activation flag timeout definition, behaviour, and usage

Manchester flag timeout definition:

Manchester SL and inventoried flag persistence shall have a different flag behaviour from passive, gnd BAP
PIE specified as follows. The definition of flag persistence shall change from beginning upon Nntdrrogator
ransmissions dropping below the sensitivity of the Tag or the loss of decoding to beginningcat.the fime the
[ag transitions from normal active mode back to hibernate. These new flag persistences shallbe referred to
hs “Manchester flag timeout and shall have accuracy as follows:

+/- 40% over the nominal temperature range of -25 to +40 °C.
+/- 50% over the extended temperature range of -40 to +65 °C.

Jpon deactivation and return to the hibernate state, all flags without active timeouts in operation sh3ll return
o state A. Flags with active timeouts associated with other sessions ¢hat”are in state B shall contifue their
imeouts (i.e. stateful hibernate), and upon timeout shall reset to state A. Flags associated with thg current
session (those specified in the last activation) that are in state B shall begin their timer operation and fevert to
state A upon timeout. Flags with active timeouts for which the state is already A upon entry to hibernate shall
remain in A and need not continue or begin timer operation. Session flags with active timeouts and no{ used in
b current activation session shall continue to countdown while'the activation session is on-going.

When Manchester Tags are operating in BAP PIE mode, they may support the passive PIE compatible flag
persistence times as given in Table 55. These are-identical to the passive flag persistences of Table 17,
pxcept that they have specific maximums for the S2, S3, and SL flags and delay the beginningd of flag
persistence timeout by INACT_T. Alternatively“Manchester Tags that are operating in BAP PIE mqde may
support the passive flag persistences of fable 17. When a Manchester Tag is operating in Dead| Battery
Response mode, it may continue to support the passive compatible persistences of Table 55, or it may revert
o the more relaxed persistences of Table 17.

Manchester Tags may but are not required in BAP PIE mode to use environmental validation with repards to
NACT _T or Selective Global<Firneout refresh. Alternatively, they may use signal strength above a thrgshold to
refresh INACT_T or Selective Global Timeout. If a Manchester Tag prepares to participate in a BAP PIE
nterrogation round, it_shall set its inventoried flags to A and deassert the select flag. Any Mamchester
Hibernation timers in-operation continue to operate in the background. When the Tag returns to Mafchester
hibernate it shall setits inventoried flags according to the state of its hibernate timers and deagsert the
select flag.

WVhen a Manchester Tag is operating in Dead Battery Response mode, it may continue to support the|passive
compatible persistence maximums of Table 55, or it may revert to the more relaxed persistences of Taple 17.

Manchester flag behaviour and usage:

inventoried flag states in state hibernate (full or stateful) have the typical meaning A for “Default / Not
Recently Inventoried” (timer not running) and B for “Temporary / Recently Inventoried” (timer running). System
control in Normal Mode would normally also use A for “Not Inventoried” and B for “Inventoried”.

Each session/inventoried flag shall have its own individual timer for Manchester mode. To program different
inventoried flags to different timeout values, it is necessary to use multiple Activation commands with
Session Locking. In Normal Mode with Session Locking the inventoried flag of the activating session
indicates inventory status in that session, and the other inventoried flags indicate their timer status.
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With Session Locking not in effect, the Manchester Tag shall upon Activation clear any timers, set all
inventoried flags to A, and set the selected flag to deasserted. Upon return to hibernate it shall set all
inventoried flags to A and selected flag to deasserted.

With Session Locking in effect, a Tag that returns to hibernate via INACT_T or (Selective) Global Timeout
shall clear the timer associated with activating session, and set that inventoried flag to A. This does not affect
any other Hibernation mode timers that may be in operation.

With SeSS|on Locklng |n effect, Tags shaII carry their mventory state from hlbernate to Normal Mode If

Thus, wWith Session Locking in effect the Tag is not able to participate in Query rounds with sessior
mismatghed Interrogators without first going to hibernate and being reactivated by the'Interrogator using &

clear th¢ referenced timer, reset it with the newly received time value, and then proceed to the Normal Mode
Typically this operation is performed to “refresh” a timer that is about {0 expire, and the Tag or Tags woulg
then be|deactivated to return to hibernate mode, without being reinventoried, with the new timer value ang
inventoried flag in state B. The Long Activation command cam only program or reprogram a single
inventoried flag timer per command.

Examplés of behaviour of these flags as the Tag crosses froni-hibernate to Normal Mode and back are giver
in Tablg 67 in Manchester sub-clause 7.5.3.4.2.1. This tahle-applies to Manchester (Short and Long activatior
cases) ip the row relative to Long Activation. See alsq Figure 34 for the Tag extended state machine, and sub
clause 7.5.4.3.7.1 for details of the Manchester Deactivate BAT command and its effect on state maching
state and flag values.

Examplées of behaviour of these flags as the.Tag crosses from hibernate to Normal Mode and back are giver
in Tablg 67 below. This table applies to Manchester (Short and Long activation cases). See also Figure 34 fo
the Tag| extended state machine, and\sub-clause 7.5.4.3.7.1 for details of the Manchester Deactivate BAT
command and its effect on state maehine state and flag values.

Table 67 — Manchester inventory flag behaviour in Hibernation and Normal Modes

State/command sequence Next state S0 S1 S2 S3
1 Hibernation A A A A
1.1 After Short Activation OR Long battery ready

Activation with Don't care for
inventoried state (no Session

L ocking)
=061KHgH

1.11 After Query BAT on S1, hibernate A A A A
successful singulation, Next ->
hibernate
1.1.2 After Query BAT on S1, battery ready A B A A

successful singulation, QueryRep

1.1.2.1 After Deactivate_BAT ( any hibernate A A A A
session, but SL and inventoried flag
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State/command sequence Next state SO S1 S2 S3
state pointed do match)
1.1.2.2 After Deactivate BAT (session | battery ready A A A A
= 51, SL match, but inventoried flag
of S1 Target = A does not match)
1.1.2.2 After INACT_T or (Selective) hibernate A A A A
Global Timeout (including brief
stay in
stateful
hibernate to
check timers
expired)
1.1.3 After INACT_T or (Selective) hibernate A A A A
Global Timeout (no successful
singulation)
1.2 After Long Activation with Do care | battery ready A A A A
for inventoried state S1=A (Session
Locking)
1.2.1 After Query BAT on S1, stateful A B A A
successful singulation, Next -> hibernate
hibernate
1.2.2 After Query BAT on $S1, battery ready A B A A
successful singulation, QueryRep.
1.2.21 After Deactivate BAT stateful A B A A
hibernate
1.2.2.2 After INACT_T or(Selective) stateful A A A A
Global Timeout hibernate
1.2.3 After INACT_T or (Selective) hibernate A A A A
Global Timeout (no successful
singulation)
2 Stateful hibernation, SO & S3 timers B A A B
running
21 After Short Activation (no Session | battery ready A A A A
Locking)
214 After Query BAT on S1, hibernate A A A A
successful singulation, Next ->
hibernate
2.1.2 After Query_BAT on S1, battery ready A B A A
successful singulation, QueryRep
21.2.1 After Deactivate_ BAT hibernate A A A A
21.2.2 After INACT _T or (Selective) hibernate A A A A
Global Timeout
21.3 After INACT_T or (Selective) hibernate A A A A
Global Timeout (no successful
singulation)
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State/command sequence Next state S0 S1 S2 S3
2.2 After Long Activation with Don't battery ready A A A A
care for inventoried state (no
Session Locking)
221 After Query BAT on S1, hibernate A A A A
successful singulation, Next ->
hibernate
2.2{2 After Query_BAT on S1, battery ready A B A A
successful singulation, QueryRep
2.2{21 After Deactivate BAT hibernate A A A A
(matching session, SL, and
inventoried flag state)
2.2{2.2 After Deactivate BAT battery ready A A A A
(matching session, SL, but non-
matching inventoried flag state)
2.2{2.3 After INACT _T or (Selective) hibernate A A A A
Global Timeout
2.2]3 After INACT_T or (Selective) hibernate A A A A
Global Timeout (no successful
singulation)
2.3 After Long Activation with Do care | battery' ready B A A B
for inventoried state S1=A (Session
Locking in effect)
2.31 After Query_BAT on S1, stateful B B A B
successful singulation, Next -> hibernate
hibernate
2.3|2 After Query BATon S1, battery ready B B A B
successful singulation;-QueryRep
2.3[2.1 After Deactivate BAT stateful B B A B
(matching'session, SL, and hibernate
inventoried flag state)
2.3)2.2 After INACT_T or (Selective) hibernate B A A B
Global Timeout
2.33 After INACT _T or (Selective) stateful B A A B
Global Timeout (no successful hibernate
singulation)
24 After Long Activation with Do care | battery ready B A A B
for inventoried state S3=B (timer
refresh) (Session Locking in effect)
241 After Deactivate_BAT (matching stateful B A A B
session, SL, and inventoried flag hibernate
state)
2411 After SO timer expires stateful A A A B
hibernate
241.2 After SO and S3 timer expires hibernate A A A A
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State/command sequence Next state SO S1 S2 S3

24.2 After Deactivate_ BAT (matching battery ready B A A B
session, but non-matching SL, and
matching inventoried flag state)

NOTE: The SL flag is not affected

243 After Deactivate BAT (matching battery ready B A A A
session, non-matching inventoried
flag state, both SL states)

NOTE 1 The S3 timer is also cleared
NOTE 2 The SL flag is not affected

y.5.3.4.2.2 Long Activation post Activation command behaviour

Select command behaviour without Session Locking and without Interrogator to Tag Locking: In the
case where a Tag is activated with “Don’t Care” on the inventoried flagyuse bit of Table 64 (Promiscuous
Mode), all inventoried flag timers have been cleared and the Tag shalllebey Select command reprogfamming
bf the SL and inventoried flags. The Select command also movestany Tags out of the battery reafly state
pback to the battery ready state. Upon return to hibernate the Tag’shall set all inventoried flags tq state A
band the SL flag to the deasserted (~SL) state.

Manchester Query_BAT command behaviour without:Session Locking and without Reader|to Tag
| ocking: In the case where a Tag is activated with “Don’t Care” on the inventoried flag use bit of Table 64
Promiscuous Mode), all inventoried flag timers havesbeen cleared and the Tag shall respond to all Query
commands as it normally does according to passive state machine operation (Queries take the Tag
mmediately into the arbitrate state using the-Session indicated in the Query command). Upon return to
hibernate the Tag shall set all inventoried flags'to state A and the SL flag to the deasserted (~SL) state.

-rom a functional point of view, it is not necessary that Session Locking be maintained when Interrggator to
ag locking is used. But, for design sifmplicity it is assumed that if Interrogator to Tag locking is in effgct, then
Session locking shall also be in effect:

Select command behaviouriwith Session Locking: In the case where a Tag is activated with “Do Care” on
he inventoried flag use-'bit of Table 64 (Interference Rejection Mode ON), the Tag shall obey Select
command SL or inventoried flag programming only if the Target of the Select command is SL or the|session
hat matches that of the-Activation Session. If Interrogator Locking is in effect, the Tag shall also verify|that the
nterrogator ID field‘is-included in the Select command and that the ID value matches that of the last Agtivation
command before\ processing the Select command. Select commands with non-matching Session| ID's or
nterrogator ID’s-shall be ignored. Upon return to hibernate the Tag shall set the activation inventoriefd flag to
B and commeénce the activation programmed timeout, and set the SL flag to the deasserted (~SL) state. Other
session timers will continue their operation as previously programmed (flag state B while running, and flag
state Asafter timeout).

ctivated
W|th “Do Care on the |nventor|ed flag use b|t of Table 64 (Interference Rejectlon Mode ON) the Tag has
only programmed the timer associated with the Activation Session. The Tag shall respond to Query BAT
commands as it normally does according to passive state machine operation (Queries take the Tag
immediately into the arbitrate state using the inventoried flag indicated in the Query command) only if the
Query_BAT command session matches that of the Activation Session, and for Interrogator Locking in effect,
only if the Interrogator ID field of the Query_BAT command matches that of the last Activation command. Non-
matching Query_BAT commands are ignored. Upon return to hibernate the Tag shall set the Activation
Session inventoried flag to B and commence the activation programmed timeout, and set the SL flag to the
deasserted (~SL) state. Other session timers will continue their operation as previously programmed (flag
state B while running, and flag state A after timeout).
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7.5.3.5 Manchester extended Tag state machine

Tag manufacturers may define their own state control to minimize power consumption when using Activation.
A typical state flow for Tags implementing activation mechanism is shown in Figure 34. This suggested state
diagram is useful for standardization description and to define Tag behaviour when viewed externally.
However, the actual Tag behaviour requirements are for the Tag to respond as if it is executing the states and
functions as shown. The Tag activation time T, is the time required to fully power-up the Tag after the
activation code check so that it is ready to receive a Select or Query_BAT command. The maximum Tag
activation time is To=2 ms.

The stafes of this figure are defined as follows:

hibernate state: A low power low data rate state that allows for battery life extension as compared|to the
Normal [Mode. In the hibernate state the inventory flag timers are expired. The Tag is listening_for valig
Activation commands while in this state. In this state inventoried flags are set to A and SL js.deasserted
Note that Validated INACT _T is required for Manchester, and that it escapes the “Interference\Trap” createg
by an interfering source and will bring a Tag back to hibernate in the absence of valid Manchester commands
or preambles. The optional Global Timeout may also be used to escape an interference trap created by valig
Manchester commands that are not applicable to a particular Tag, such as a Tag whose matching criteria for &
“valid” Mlanchester command is not very selective.

stateful hibernate: This state is similar to hibernate with the extension that’/inventory timers are either in
operatign or the Tag is very briefly checking that they are in operation. When this check is complete the Tag
goes td the hibernate state. While in stateful hibernate the Tagvis “still listening for valid Activation
commands, and (unless there only briefly for timer state check) at least one inventory timer is operating.

After agtivation and inventory, Tags are typically deactivated by.the Deactivate BAT or Next commands ir
order to[ return to the hibernate or stateful hibernate state. If the Tag does not for whatever reason receivg
one of these two commands, it shall via either the INACT_1~0F Global Timeout timers return to the hibernatg
mode (dee 7.5.3.6).

Activation code check state: In this optional state*the Tag has received a valid Manchester Activatior
preamble and is proceeding to process the Activation Code. This operation can be conducted also in
hibernate or stateful hibernate, but a separate.state is defined to acknowledge that the Tag may be in the
process|of conduction power-up operations that it is not normally performing in hibernate. At the conclusion of
successful Activation Code processing the. Tag progresses to the battery ready state of the Normal Mode. If
the AC check fails, the Tag may progress to stateful hibernate to continue timer operations or for brief time
state check. Or, if the Tag conducts-timer check in the activation code check state it may progress straight tq
hibernate.

Deep hibernation state: This is an optional state used for optional duty cycling of the hibernate listen actior
to further extend battery {ife: " The Tag is not listening for Activation commands in the deep hibernate state
but at nfanufacturer option-it may be listening for RF signal presence to bring it back to hibernate earlier thar
its timer{ dictates. Théduty cycle between hibernate and deep hibernate may be fixed or user programmable
via TCRS. If theFag supports this functionality, then it keeps internal timers for hibernate listen time and
deep hibernate:iime. The Tag does not progress from stateful hibernate to deep hibernate since it hag
been re¢ently\accessed if in stateful hibernate. The Tag progresses from hibernate to deep hibernate wher
its Ilste Fimer has explred and |t has not detected elther RF or valid Act/vat/on commands Wh|Ie in hibernate.

when the RF Ievel is above a manufacturer defined threshold.

It is at the Tag manufacturer’s option if duty cycling of hibernation is supported, and if so, if it is fixed or
programmable. If the hibernate-deep hibernate duty cycle is fixed and if TCRS is supported, the Tag can
report its timing parameters via TCRS. If fixed, the deep hibernate period shall not exceed 4s. If
programmable, the initial deep hibernate period programmed by the manufacturer shall not exceed 4s,
though it may be programmed deliberately longer by the user. If programmable, the limits of programmability
are as described in sub-clause 7.6.3. on TCRS. The manufacturer may set duty cycle limits smaller than the
maximum ranges described, and these limits are also reportable via TCRS.

112 © ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

It is also at the Tag manufacturers’ option if either current or recently detected RF or validated Activation
commands alter the hibernate listen time and the deep hibernate time. It may be desirable to allow Tag
design to go to shorter duty cycles in such situations where Activation commands are more likely, and to go to
longer duty cycles when such commands are unlikely. If the Tag supports this capability, it is reported and
controlled through TCRS.

It is also at the Tag manufacturers’ option if duty cycle, either fixed or programmable, may be altered by the
Tag in response to a low battery state in order to extend battery life. Parameters for reporting this capability,
and allowing user authorization of its use, are provided in TCRS.

. . z

. . S
. Figure 53 . Ei
. - Tag state diagram . D
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. 3,4
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Activation <
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timers are expired hibernate listen timer expires AND

no RF detected7

T T

. On power up hibernate' deep hibernate
(Listening for Activation) (optional)

Notes: ‘\_ﬁ/deep hibernate timer
expires

T. No inventoried flag timers running and all flags in state A.

2. At least one inventoried flag timer running and inventoried flag in temporary state B.

3. Stateful hibernate means that at least one timer is running or that the tag is briefly checking if any are running.

4. The tag manufacturer has the option of checking if timers are running in the prior state and going straight to hibernate if
none are, or first transitioning to stateful hibernate to check if timers are running, and then going to hibernate.

5. The INACT_T and (Selective) Global Timeout clear all timers and the inventory flags in hibernate shall be set to A.

6. Activation code check is an optional state that may be used if power-up sequencing begins upon successful preamble
detection and not upon completed Activation Code validation.

7. The tag may extend its hibernate listen time if RF is detected, according to manufacturer choice. The tag may also extend
hibernate listen time and/or shorten sleep time according in adaptation to recent activity such as Activation commands
detected within a Last Activation Timer period (Last_Act_T).

Figure 34 — Extended state machine of BAP Tag implementing Manchester mode
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7.5.3.6 Manchester mode Deactivation

After an Interrogator identified a battery assisted Tag and no longer needs to access it, the Interrogator shall
use the Next or Deactivate_ BAT command to put the Tag back into the hibernate state or the stateful
hibernate state with a shorter delay. Hibernate commands Next and Deactivate BAT do not flip inventoried
state, they set state to A or B as a function of Activation Session and timer state, that is, upon return to
hibernate the flag will be in state A if Session Locking is not in effect or there is no timer operation, and if
Session Locking applies then in state B until the expiration of any programmed timer function for that flag.

There apetwo methods o ensure that a battery assisted Tag falls into the hibernate state automatically if the

Tag misses the Deactivate BAT or Next commands issued by an inventorying Interrogator. These are:

1. A Tag may automatically fall back into the hibernate state after a period of inactivity greater than theg
manufagturer defined Inactivity Threshold INACT_T, which is allowed to be 50 ms or greater. Inactivity'meang
that a Tlpg does not receive valid selection commands, commands that cause it to participate in.an inventory
round, gommands that control an inventory round the Tag participates in, or commands that directly address
the Tag|(Tag access commands). The Tag manufacturer may use various tests as to whether a command is
valid, a$ function of Tag state. For example, in the reply, acknowledged, open, and"secured states thg
Interrogptor uses a Tag generated RN16. The Tag may then require the use of that\RN16 as a validator tq
considef the command valid for the purpose of refreshing INACT_T. See sub:€lause 7.3.2.2 for more
information on the INACT _T timer function.

2. Tags may implement a Global Timeout in one of two forms, the standard:Global Timeout and the Selectivg
Global Timeout. The term (Selective) Global Timeout refers to either of, Global Timeout or Selective Globa
Timeou{. The standard Global Timeout causes Tags to fall back intodhe' hibernate state a certain time after
they wefe activated. This timeout, if implemented, will force the Tagback to hibernate despite the fact that i
may be(involved in a legitimate inventory round. In order to reduce the odds of an intended inventory roung
from be|ng interrupted, this Global Timeout if fixed shall be 4 seconds or more (4 s minimum at 40% accuracy
over nominal temperature range of -25 to + 40 °C, and 50%.accuracy over extended temperature range of -4(
to +65 9C). The Selective Global Timeout may refresh its timer upon reception of selected valid Manchestef
commands, and it may optionally use Session Locking:-match or Interrogator Locking match. The Selectivg
Global Timeout, if fixed, shall be 2 seconds or maré:”See sub-clause 7.3.2.3 for more information on thg
(Selectiye) Global Timeout function.

Manchester Tags shall implement at least.-one of INACT_T, or (Selective) Global Timeout. The Tag
manufagturer also has the option of allowihg/these timeouts to be user programmable via the TCRS system of
sub-clayse 7.6.3. Programmable Tags may allow shorter limits on (Selective) Global Timeout than listeq
above.

Expiratipn of either of these timers’in a Manchester Tag shall force the Tag back to hibernate with the timef
from thg activating session cleared, the inventoried flag state of the activating session set to A, and selected
flag (SL) deasserted.

When al Manchester‘Tag is operating in BAP PIE mode it shall apply the delay specified in INACT_T to thg
start of persistenge,flag timeout as specified in Table 55. It may support the accurately specified maximums of
this tablg, or it may’use the more relaxed persistence maximums of Table 17.

7.5.4 Commands summary

7.541 Commands summary table

Table 68 lists the normal Manchester “battery-assist” commands as compared to ISO/IEC 18000-6 Type C.
For Manchester commands that are different from the passive mode PIE commands in Clause 6, the
differences are detailed in the clauses below that define the new or modified commands. For commands that
are functionally unchanged other than the preamble and bit stuffing of the command data as defined in
section 7.5.2 and 7.5.3, Interrogators and Tags shall comply with the requirements in the appropriate sub-
clauses in Clause 6.
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The Activation command is not included in this section as it is defined in clause 7.5.3 with different physical
and functional characteristics from normal commands.

Table 68 — Manchester version commands

Command Binary command Command Manchester Mandatory for
code code length | different from PIE? | Manchester?

QueryRep 00 2 Yes Yes
AGK 04 2 Ne ¥Yes
Query 1000 4 n/a Notsed
QueryAdjust 1001 4 Yes Yds
Select 1010 4 Yes Ygs
RFU 1011 4 n/a n/a
NAK 1100 0000 8 Yes Yegs
ReqRN 1100 0001 8 No Ygs
Read 1100 0010 8 No Ygs
Write 1100 0011 8 No Yegs
Kill 1100 0100 8 No Ygs
Lock 1100 0101 8 No Ygs
Access 1100 0110 8 No Np
BlockWrite 1100 0111 8 No Np
BlockErase 1100 1000 8 No Np
BlockPermalock 1100 1001 8 No Np
Deactivate BAT 1100 1010 8 n/a Ygs
Next 1100 1011 8 n/a Yegs
Query_BAT 1100 1100 8 n/a Yegs
Broadcast ID 11001101 8 n/a Np
Multirate_Reset 1100 1110 8 n/a Ygs
BAP PIE Flex Query 1100 1111 8 n/a n/p
OpRegister Read/Write 1101 0000 8 n/a Ygs
BroadCastSync 1101 0001 8 n/a Np

1101 0010 - -
Reserved for-future use 8

1101 1111

1110 0000 0000 0000 - -
Reserved for custom commands

. 16

(verndor-specific)

1110 0000 1111 1111

1110 0001 0000 0000 - -
Reserved for proprietary 16
commands

1110 0001 1111 1111

1110 0010 0000 0000 - -
Extended commands (reserved

16
for future use)

1110 1111 1111 1111
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7.54.2

Select commands

7.5.4.21 Manchester Select command

The Manchester version of the Select command inserts the 8 bit Short Interrogator ID field just before the
CRC16. This field shall be included in the CRC calculation.

Table 69 — Manchester Select command

Short
CMD Target Action Mem Pointer | Length | Mask | Truncate | Interrogator CRG
ID Bank D 16
# of Varia-
bits 4 3 3 2 EBV 8 ble 1 8 16
000: SO See 00: Starting Mask Mask Tag.checks
001: S1 | Table RFU Mask | Length | Value | O:Disable i
o1 01: Ul Interrogator
010: 82 ' address 1: Enablel/| locking is in
: ffect.
Descr 011: 3 10: TID effec
. 1010 11:
iption 100: SL :
User
101: RFU
110: RFU
111: RFU
Tags shall not reply to a Select command.
7.5.4.3 | Inventory commands
7.5.4.3. Manchester Query_Bat
754311 Manchester Query_Bat command
Tags and Interrogators shall implement the Manchester Query_Bat command shown in Table 70 and Table 71.
Query_BAT initiates and specifies an inventory round for battery assisted Tags.
The bagic function of the\Tag Type Select Field” field is for selecting the categories of Tags to be included in
the intefrogation roufid-without requiring a separate Select command. These categories include the curren
Battery [Assisted Rassive design, Tags featuring various kinds of sensors and sensor conditions (such as @
Sensor Alarm thatymay need expedited handling), and RFU bits for future expansion. A Tag shall ignore thg
RFU bits within~the Tag Type Select regardless of their values and only participate in a singulation roung
based onthe.currently defined selection bits.

The Tag shall send the reverse link backscatter signal on subcarrier frequency selected by the BLF field. The

maximu

m required BLF shall be 640 kHz.

The field SS Response enables or disables Simple Sensor response in a Tag implementing Simple Sensor
data for a given interrogation round. For Tags that do not support Simple Sensor data, the Tag shall ignore the

value of SS Response.
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Table 70 — Manchester Query_BAT command (see NOTES 1 to 4)

CMD | Query M TRe Sel |Session| Tar | Q SS BLF T2ext | CWpower | Short | CRC-
Tag xt get Resp See Delta over | Interrog 5
Type NOTE 2 forward ator ID
Select power
field
#of 8 8 4 1 2 2 1 4 1 4 1 2 8 5
bits
Dgs | 1100 [ NOTE | 0000: | O: 00:All | 00:S0 | 0:A | 015 0:No | Require | O:max | 11:+30dB Tag
Cg 1100 1 M=1 N"?)t ot:Al | o1:81 | 1:B 1:Yes | dVANES | 4TBL | 46 0B Iﬁ:‘:r:f;
0001: | P 0000: 1 9
. tone | 10.~SL | 10:S2 01: +10:dB"] or locking
M=2 250632 | NACT. isih
0010: ;Iste 11:SL | 11:S3 kHz GTO(:);| 00;0dB offect
M=4 | biot 0001: | Timeous }> NOTE3
0011: | tone 40 kHz NOTE 4
M=8 0010:
0100: 48 kHz
M=16 0041
0101: 64 kHz
M=32 0100:
0110: 80 kHz
M=64 0101:
0111:
N=128 96kHz
e,
M=256 z
0111:
1001 to
1111: 160 kHz
RFU 1000:
192 kHz
1001:
240 kHz
1010:
320 kHz
1011:
384 kHz
1100:
480 kHz
1101:
B840kiHz
Optional
values:
1110:
960 kHz
1111:
1920
kHz
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NOTE 1

NOTE 2

that the Tag supports.

NOTE 3
forward
Interroga
systems

NOTE 4

See Table 71 for Tag Type Select field options. Tags that match the chosen criteria will enter the Query
rounds, while others will remain in the battery ready state. If Session Locking is in effect, then there must be a match
between the Session specified in the Query BAT command and the activating session for the Tag to respond to this
command. See 7.5.3.4.2.2.

Required BLF accuracy is 4% for BLF <= 640 kHz, and 1.5% for BLF > 640 kHz, over the temperature range

This field indicates optional offset between Interrogator forward link transmit peak power and reverse
backscatter supporting carrler power The fleld shows that reverse link caririer power may be equal to or greater than

or on Interrogator), while hlgher reverse link supportlng carrier power relieves the reverse link I|m|t of RFIE
with highly sensitive BAP Tags. See Annex P for further information.

Tolerance on the variable Interrogator transmit power levels is not specified, but is recommended.as_#/- 4 dB.

Table 71 — Manchester Query_BAT Tag Type Select field (NOTES 1 to §)

Inte
(N

pretation
OTE 1)

Sensor Alarm

Full Function
Sensor

Simple

Sensor RFU

RFU

RFU

Battery Assisted Passive

NOTE 4

1

1

1 1

1: H

0: |nclusive

Fxclusive

0: No

1: Yes

0: No

1: Yes

0: No

1: Yes

0: No

1: Yes

NOTE 5

“Inclusive”

matches

NOTE 6
case for
case the|
respondg
AND of g

NOTE 7

matches

the Intery
not know

NOTE 8

NOTE 9
Field.

7.5.43.

A Tagt

This bit dynamically switches the interpretation of the temainder of the Tag Type Select field betweer
(the Tag responds if it matches any selection marked ~Yes”) and “Exclusive” (the Tag responds only if i
all selected criteria marked “Yes”).

In this table, “Yes” means that category of Tag is@onsidered for inclusion in the Query round. In the “Inclusive
a criteria listed as Yes the Tag will respond if it~meets other criteria in the Query command. In the “Exclusive
Tag responds only if the Tag meets all criteria) marked Yes as well as other Query criteria. Logically the Tag
to “Inclusive” if a logical OR function of all marked Yes criteria = 1. The Tag responds to “Exclusive” if a logica
Il marked Yes criteria = 1.

RFU bits shall be set to zero until defined. If the Interpretation field is “0, Inclusive” the Tag shall respond if i
at least one selected criteria (the-Tag ignores the RFUs because the implied logical OR function is still a one). |
retation field is “1, Exclusive”,\the Tag shall NOT respond if any RFU bits are non-zero (in that case the Tag doeg
if it matches the implied AND. function).

This field means the_Fag only supports a Manchester receiver and a backscatter transmitter.

The Manchester Query BAT Tag Type Select field is identical to the Manchester activation Tag Type Selec

f

2 Tag response to a Manchester Query_BAT command

hat generates a slot counter value of 0 replies to Manchester Query BAT command with an RN16

This response is similar to the Query response in Clause 6 except for the modifications to BLF, M, and
frequency accuracy.
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Table 72 — Tag response to a Manchester Query_BAT command

Response
# of bits 16
Description RN16
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Manchester QueryAdjust

Manchester QueryAdjust command
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The Manchester version of the QueryAdjust command inserts the 8 bit Short Interrogator ID field just before
the CRC16. This field shall be included in the CRC calculation. Unlike the PIE QueryAdjust, which steps the
slot counter parameter Q up and down, the Manchester version can immediately reset the Q to any allowed

value.
Table 73 — Manchester QueryAdjust command
Q Value Short CRC=16
CMD ID Session Interrogator
ID
# of bits 4 2 4 8 16
00: SO Q value from | Tag checksiif
01: S1 0to 15 Intelfrog_atc_)r
Description 1001 locking/s in
10: S2 effect.
11: S3
y.5.4.3.2.2 Tag response to a Manchester QueryAdjust command

hccuracy.

y.5.4.3.3

y.5.4.3.3.1

A\ Tag that generated a slot counter value of 0 replies.to~Manchester QueryAdjust command with RN
esponse is similar to the Query response in Clause 6-except for the modifications to BLF, M, and fr

Table 74 — Tag response to a Manchester QueryAdjust command

Manchester QueryRep

RN16
# of bits 16
Description RN16

Manchester QueryRep command

The Manchester version of the QueryRep command appends the 8 bit Short Interrogator ID to the en

command only if Interrogator locking is in effect as indicated in the Activation command.

16. This
bguency

d of the
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Table 75 — Manchester QueryRep command

. Short
CMD ID Session Interrogator ID
# of bits 2 2 8
00: SO Included only if
01: S1 I_nter_rogator
Description 00 locking is in effect.

10- S2
11: S3

7.5.4.3.3.2 Tag response to a Manchester QueryRep command

A Tag that generated a slot counter value of 0O replies to Manchester QueryRep command, with RN16. Thig

respons
accurac

7.5.4.3.

The Manchester ACK command has a modified\ behaviour from the equivalent command in clause

6.4.2.11

other Tags sent by enemy Interrogators (seesAnnex B and Annex C for details). It works by preventing thg

change
RN16_H

7.5.4.3.

The Ma

e is similar to the Query response in Clause 6 except for the modifications to BLF; M, and frequency
Y.

Table 76 — Tag response to a Manchester QueryRep_command

RN16
# of bits 16
Description RN16

I  Manchester ACK

.2.4. The modification makes Tags with,greater sensitivity immune to ACK commands intended fof

in present state caused by successfully decoding an ACK command with invalid RN16 of

andle.
1.1 Manchester ACK command
hchester ACK commandjstructure is shown in Table 77.

Table 77 — Manchester ACK command

Command RN
# of bits 2 16
Description 01 Echoed RN16 or handle
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Table 78 — Tag reply to a successful ACK command

Response
# of bits SeeC.4.4
description See C.4.4
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7.5.4.3.5 Manchester NAK

The Manchester NAK command includes two parameters, session, and short Interrogator ID, though the
Interrogator ID is only transmitted if Interrogator locking is in effect. These two parameters provide different
levels of interference rejection. When Interrogator locking is not in effect, the session parameter is used to
avoid accidental return to arbitrate state when the session parameter does not match. A higher degree of
protection is achieved by using Interrogator locking. Any Tag that successfully decodes a NAK command with
the correct parameters shall transition to arbitrate state (except while in battery ready or killed states).
Otherwise it shall ignore the command. When Interrogator locking is not in effect, this command shall be
axecuted if session mntr‘hing is_ aohserved and ignnmd otherwise \When Infprmgn’rnr InPking is in effect, this

command shall be executed only if session and Interrogator ID match, otherwise, it shall be ignored:

y.5.4.3.5.1 Manchester NAK command

'he Manchester NAK command structure is shown in Table 79.

Table 79 — Manchester NAK command

. Short
CMD ID Session Interrogator ID
# of bits 8 2 8
00: SO Included only if
0f-.31 I_nter_rogator
Description 11000000 locking is in effect.
10: S2
11: S3

[ags shall not reply to a NAK command.

y.5.4.3.6 Manchester Next

The Next command allows an Interrogator to send a single Tag to hibernate immediately after singujation or
bccess with a single command-response interchange using the same RN16 from the singulation of access
pperation. The Tag responserto a successful Next command gives positive confirmation that the Tag feceived
he command to go to (hibernate. Alternatively, an Interrogator can send Tags to hibernate using the
Deactivate_ BAT command on any and all Tags that match the selected flag conditions without confirmation
[esponses.

y.5.4.3.6.1 Manchester Next command

he Manghester Next command moves an individual Tag back to hibernate using an RN16 or RN16| handle.
his command is valid only in the acknowledged, open, and secured states.

Jpon deactivation and return to the hibernate state, all flags without active timeouts in operation sh3all return
o state A. Flags with active timeouts associated with other sessions that are in state B shall continue their
timeouts, and upon timeout shall reset to state A. If a timeout was specified in the last activation, then the flag
associated with the current Activation Session shall begin its timer operation with Session flag set to state B,
and shall revert to state A upon timeout. If Session Locking is not in effect then the Tag returns to hibernate
with all inventoried flags set to A. In all cases the Tag returns to hibernate with SL deasserted.

Tags may have been activated with one sensitivity setting and be taken back to hibernate with the same or
different sensitivity setting as set by the Hibernate Sensitivity flag in the Manchester Next command. Whether
a Tag supports high sensitivity is readable by the Interrogator if the Tag supports Tag Capabilities Reporting
and Setting (TCRS) as described in 7.6.3.

© ISO/IEC 2013 — All rights reserved 121


https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Table 80 — Manchester Next command

CMD ID Hibernate RN
Sensitivity
NOTE 1
# of bits 8 1 16
1100 1011 0: low sensitivity RN16 or
(approx -30 dBm RNA6 handla
to +10 dBm) =
Description 1: high sensitivity
(approximately
-30 dBm and
below)
NOTE Support for high sensitivity is optional.
7.5.4.3.6.2 Tag response to a Manchester Next command
The Tag response to a Next shall be as shown in Table 81. Once the Tag sehds the Next response, it shal
transitiop to the hibernate (full or stateful) state.
Table 81 — Tag response to Next command
RN16
# of bits 16
o RN16 or
Description

RN16_handle
7.5.4.3.1 Manchester Deactivate_BAT
7.54.3.71 Manchester Deactivate_ BAT command
The Dehctivate BAT command, is”used to conserve power in the Tag by taking groups of Tags no longe
required for interrogation and’ moving them to their lowest power mode hibernate state. Tags ang
Interrogators shall implement the Deactivate BAT command in Table 82. Tags shall execute &
Deactivate_ BAT command-from any state (except killed).
In orderlf to reduce.the incidence of an Interrogator accidentally sending Tags that are in session with othef
Interrogptors back/to the hibernate state, the Deactivate_ BAT command is selective regarding activatior
session|(it obeys Session Locking when in effect) and also specific to that inventoried flag state. But, it alsqg
possesdes Don’t Cares also for both the SL and Session inventoried flag states when more broad applicatior
is desiredt also possesses an “Qverride” field for system resets that will send all Tags that receive the

command back to hibernate regardless of any flag states.

Tags may have been activated with one sensitivity setting and be taken back to hibernate with the same or
different sensitivity setting (if supported) as set by the Hibernate Sensitivity flag in the Manchester
Deactivate BAT command. Whether a Tag supports high sensitivity is readable by the Interrogator if the Tag
supports Tag Capabilities Reporting and Setting (TCRS) as described in 7.6.3.
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The Tag shall react to Deactivate BAT as follows:

1. With Session Locking is in effect, then if Activation Session matches command supplied session, and if SL
state and inventoried flag state (target) criteria both match (or if they are Don’t Care), then the Tag goes to
the hibernate or stateful hibernate state as a function of timer programming. All flags without active timeouts
pending or in operation shall set inventoried flags to state A. Flags with active timeouts shall upon return to
hibernate be set to state B with timers beginning (for last Activating Session) or continuing (for other timers
that were in effect).

o hibernate while keeping non-inventoried Tags awake for a new Query round.

B. With Session Locking in effect but with the Activation Session not matching the §ession specifigd in the
command, the Tag ignores the command. This deals with the case where a different’Interrogator is properly
argeting its own Tags, and a Tag it did not wake up has a timer running on that flag and thus has state B on
hat flag, but should not respond to that different Interrogator.

. With Session Locking not in effect (and hibernate timers thus not (used), the Tag shall respond to full
match on SL and command indicated session inventoried flag state<(or commanded Don’t Care gn these
states) by returning to hibernate with all inventoried flags in state Aand timers cleared.

b. With Session Locking not in effect, the Tag shall respond to mismatch on SL and match on c¢mmand
ndicated session inventoried flag state by going to the battery ready state with no change in flag states.
Vith Session Locking not in effect, with any state of SL «match but mismatch on inventoried flag sfate, the
Fag shall go to battery ready with inventoried flag set to'A.
5. If the Override bit is set in the Deactivate BAT and Interrogator Locking is not in effect, then this dlears all
imers and the Tag shall return to hibernate with all flags in state A (regardless of Session |ocking,
nventoried match, or SL match).

/. If Interrogator Locking is in effectxthen Override clears all timers and Select if and only if thefe is an
nterrogator match. Override takes precédence over Session Locking but not over Interrogator Locking.

[his action shall elicit no response in any Tag.

Table 82 — Manchester Deactivate_ BAT command

i i Hibernate !
CMD D} Sel | Session | Target '";I’e"t°"ed Override Interrogator | cpe
ag use Sensitivity ID
# of bits 8 2 2 1 1 1 1 8 16
0: low
0: Don'tcare | 0:Use SL sensitivity
for and -
00:Al 1 00:S0 inventeried——inventeﬁed——dg(apprpx o
. MOTIV 1 Tag checks if
| 1100 | O:AI | 0181 | O:A state criteria dBm) Interrogator
Description 1010 | 10:~sL | 10:S2 1-B8 | 1: Do care for 1:Goto 1: high locking is in
inventoried | hibernate itivi effect.
11:8L | 11:83 siate . sensitivity
Always (ie. (approximately
all sessions) | -30dBmand
below)
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Table 83 provides examples to take into account the effects of Interrogator Locking.

Table 83 — Manchester Deactivate_BAT command procedures

Indicated SL State
Inter- . R Target .
Inter- Session | Activating - matching
rogator Over- . . matching .
Case . rogator . Locking | session (or Action | Next state
Locking ride |. (or
. match in effect match commanded
in effect commanded \
, Don’t Care)
Don’t Care)
1 Yes No X2 X X X X None | Current
state
Clear
2 Yes Yes Yes X X X X Timers, hibernate
set flags
tatA
3 Yes Yes No Yes Yes Yes Yes Spssion _stateful 1
flag—B | hibernate
4 Yes Yes No Yes Yes Yes No None battery
ready
5 Yes Yes No Yes Yes No X Session battery
flag—A ready
6 Yes Yes No Yes No X X None Current
state
Clear
7 No X | Yes X X X X Timers, | pibernate
set flags
to A
Session stateful
8 No X No Yes Yes Yes Yes flag—B | hibernat o'
9 No X No Yes Yes Yes No None battery
ready
10 No X No Yes Yes No X Session battery
flag—A ready
11 No X No | Yes No X X None | Current
state
Session stateful
12 No X No No X Yes Yes flag—B hibernate'
13 No X No No X Yes No None battery
ready
14 No X No No X No X Session | battery
flag—A ready
NOTE 1 If timer was programmed during activation, Session flag—B while timer is operating, after timeout Session
flag—A.
NOTE 2 X means that the parameter value does not matter (Don’t Care).
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7.5.4.3.8 Manchester Multirate_Reset

Multirate_Reset is added to provide an override command that can allow Interrogators (mostly portable, but
this is not a requirement) to assert control over all awake Manchester Tags no matter what their current state
machine state (except killed), inventoried flag value, and Forward Data Rate. The Multirate_Reset command
takes all Tags back to hibernate (with specified hibernate sensitivity level), so that they may then be
reactivated on a single Forward Data Rate. inventoried flags are set to A and SL flag to deasserted, and all
associated timers are cleared. This provides a mechanism to start from a known fresh point.

H £, [l
..... | e ouImiarlyu

This command is transmitted sequentially at all Interrogator supported data rates. In between(data [rates, a
ime T, of CW is allowed for Interrogators to switch data rates, and for Tags to end each command normally.
The command code is presented in Table 84. A high level depiction of the command;structure |s given
n Figure 35 (all possible data rates shown, but the Interrogator sends this command ©nly at the dgta rates
supported and in use in a local environment).

Table 84 — Manchester Multirate_Reset command

Hibernate
CMD ID CRC-16
Sensitivity
# of bits 8 1 16

0: low-sensitivity
(approx -30 dBm
to+10 dBm)
Description 1100 1110 1: high sensitivity
(approximately -
30 dBm and
below)
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DR | AC Coupling Training | Frame Delimiter | CMDID | Ty

DR=Dynamic Range Adjustment NG /
CMD ID= Command Code N

Transmitted at 8kbps

DR || AC Coupling Training | Frame Delimiter | CMDID | T4 | DR | AC Coupling Training | Frame Delimiter | CMD ID_{>T4" |—,

\/ \/
Transmitted at 16kbps Transmitted at 32kbps

DR || AC Coupling Training | Frame Delimiter | CMDID | T, | DR | AC CouplingsFraining | Frame Delimiter | CMDID | Ty

\/ \/
Transmitted at 64kbps Transmitted at 128kbps

Figure 35 — Multirate_Reset command structure

The Tag shall not transmit any response to a Multirate_Reset command, but it does take the actions of
clearing| all inventoried flag timers;\setting the inventoried flag states to A, setting the SL to deasserteq
(~SL), gnd then entering the full hibernate state.

7.5.4.4| Access commands

7.5.4.4. OpRegisterRead/Write

Interrogptors and\Tags shall implement the OpRegister Read/Write. Only Tags in the secured state shal
execute|the OpRegister Read/Write command.

7.5.4.4. - 1—OpRegister-ReadM/rite-command

The OpRegister Read/Write command enables reading and writing specific configuration parameters that will
be used in low level protocol operations by the Tag circuitry. This enables changing these configuration
parameters with immediate application. The registers are not stored in the 4 general memory banks and
cannot be read or written with the standard Read and Write commands, and cannot be matched using the
Select command.

After issuing an OpRegister Read/Write command, an Interrogator shall transmit CW for the lesser of Trgp y OF
20 ms, where TrepLy is the time between the Interrogator's OpRegister Read/Write command and the Tag's
backscattered reply. An Interrogator may observe several possible outcomes from an OpRegister Read/Write,
depending on the success or failure of the Tag’s memory read/write operation.
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Upon receiving a valid OpRegister Read/Write command with the R/W bit set to 1 indicating a write, a Tag
shall write the commanded data into the addressed operational register. The Tag’s reply in this write mode

shall use the extended preamble, i.e. a Tag shall reply as if TRext=1 regardless of the TRext valu
Query_BAT that initiated the round.

e in the

Upon receiving a valid OpRegister Read/Write command with the R/W bit set to 0 indicating a read, the Tag's

reply shall use the preamble indicated in the TRext value in the Query_BAT that initiated the round.

Table 85 — OpRegister Read/Write command

Command R/W Reg ID WordCount Data RN CRC-16

# of bits 8 1 3 4 Variable 16 16

description| 1101 0000 |0: Read 000: Activation Number of | Data to be | Chandle

Code (primary) words to written
1: Write read/write
001: Optional
AC 0001: MML only
(secondary)
0111: MML+6

010:-111: RFU AC word

—or an OpRegister Read, if the WordCount is 0, the Tag shall backscatter the entire length of the
dentified by Reg ID. For an OpRegister Write, if the JWordCount is 0, the Tag shall ignore the comman

-or the two AC words, if an invalid count of greater than 7 is received, or if a Reg ID with an RFU

eceived, the Tag shall send an error code as'defined in Annex K with a value of 00h indicated “othsg
he lengths of the other OpRegister parameéters are as defined within this standard.

y.5.4.4.1.2 Tag Response to,an OpRegister Read/Write command
After successfully completingtan" OpRegister Read/Write, the Tag shall backscatter the reply s

command completed successfully.

register
d.

value is
r error.”

hown in

fable 86 within 20 ms of the command. If the Interrogator observes this reply within 20 ms, then the

f the Tag encountefs~an error, the Tag shall backscatter an error code during the CW period rather than the
eply shown in Table" 86 (see Annex | for error-code definitions and for the reply format).
Table 86 — Tag reply to a successful OpRegister Read/Write command
Header Data RN CRC-16
Read:
# of bits 1 Variable 16 16
Write: 0
description| 0: Noerror | Data If rea?d; handle
none if write E—
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7.5.4.5 System management commands
7.5.4.5.1 Manchester Broadcast ID
7.5.4.511 Broadcast ID command

The Broadcast ID command transmits the Interrogator ID and relevant parameters to assist with Interrogator
system deployment and management. There are no Tag requirements associated with this command.
Specialized tools capable of reading and decoding the Manchester Broadcast ID can use this command to
perform{RF measurements and associate other Interrogator commands containing only short Interrogator_|
to a mgre complete long Interrogator ID. The instances in which the Broadcast ID command is used -is
determined by the implementer.

Table 87 — Manchester Broadcast ID command

CMD | ID Length Long Short Antenna Power Channel CRC-16
ID (words) [Interrogator|interrogator
ID ID
# of bits 8 3 Variable 8 8 8 13 16
1100 | Length of Long System Antenna 2’'s Channel
1101 long Interrogator | assigned | number [ complement | number in 25
N Interrogat ID short -64t0 +63.5 kHz
Description or ID (16- Interrogator dBmin 0.5 increments;
bit words) ID dB step Ch O = 8300
MHz
7.5.4.5.1.2 Tag Response to a Manchester Broadcast ID command
The Tag shall not respond to a Broadcast ID command.

7.5.4.6 | BAP Manchester Tag PIE support requirements

Manchester Tags and Interrogators shall-also support PIE using the definition provided in sub-clause 7.2.

7.6 Extended Protocol Control and Battery Tag Capabilities Reporting and Setting

7.6.1 General

This suyb-clause covers” Extended Protocol Control (XPC) and BAP Tag capability reporting (Tag tq
Interrogator) and Tag-option setting (generally Interrogator to Tag). Because battery Tags can have a wide
range of performance and features, an optional system of reporting of Tag capabilities and options beyond the
limitations of XRC is provided. Tag “capabilities” are generally considered to be hardware limits, though i
could b¢ possible for them to be upgraded via firmware in a microcontroller based Tag. Within the capabilitieg
of the Tag/the Interrogator may control detailed behaviour options with “settings”. Very important among
settings is duty cycle control that greatly extends Tag battery life. This “Tag Capabilities Reporting and
Setting” (TCRS) system is intended to be flexible to allow for the graceful growth of battery RFID system
capabilities over time. TCRS may be used for either of BAP PIE or Manchester Tags.

If optional TCRS is supported by the Tag, then Tag capabilities will be documented in a normally locked block
or blocks of User memory (the “Capabilities File”), along with default settings that exist prior to Interrogator
modification. Note that the Tag must support BlockPermalock if the capabilities are to be locked, unless they
are permanently “hard locked” by the manufacturer. The current settings will normally be placed in unlocked
blocks of User memory (the “Settings File”) in order to allow for Interrogator control. Unless the capability
block or blocks have been permanently locked by the manufacturer, it can be possible to update capabilities
via recommissioning and firmware updating (such as to be compliant to a new standard version). The optional
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abilities to rewrite capabilities via recommissioning and to reprogram Tag operating firmware are themselves
capabilities that are documented in the Capabilities File.

Because the Interrogator needs efficient access to the capabilities and settings files, and because these files
will change over time, they are accessed though a simple directory system that documents their location and
size. This system begins with a pointer in TID memory (the TCRS Address and TCRS Map Size) that points to
and gives the size of the TCRS Map Table (a simple directory structure). The TCRS Map in turn documents
the size and location of the typically locked capabilities and original settings, and typically unlocked settings
files that are user adjustable. The Tag may at times of the manufacturers’ choosing, such as upon activation
r after Tag memory writes, check the current settings and update internal control registers

o provide for the chain of capabilities from simple passive Tags to the most advanced of battery pssisted
[ags, a flag system is used to indicate increasing levels of capability. A flag in PC indicateés-that| XPC is
supported. A flag in XPC_W1 indicates that TCRS is supported. A word in the TCRS Map Table indicates the
ersion of TCRS support the Tag implements, which defines the number of capability and‘setting wofds, and
he detailed interpretation of those words. Flags and fields in the capabilities wordscof-the identified TCRS
ersion indicate whether particular optional capabilities are supported, such as duty'cycling to extend battery
ife. All of these capabilities are optional.

y.6.2 Extended Protocol Control definition

The optional Extended Protocol (XPC) Field has been defined to enable the Interrogator to suppdrt either
sensors or more advanced battery operation or both. The first XPC word XPC_W1 provides agditional
nformation about Tag capabilities. To indicate to the Interrogator that XPC_W1 is supported, normal Protocol
Control Bit 6 X flag (the 7™ bit of the PC word, which is Ull bif 16,,) shall be used to indicate the pregence of
KPC_W1. The XPC_W1 shall consist of 16 additional protocol control bits as shown in Figure[36 and
jescribed in the below text and in Table 88. Still more Tag capabilities may be optionally described in the
CRS structure as defined in this sub-clause.

Extended Protocol Control — XPC_W2

Extended Protocol Control — XPC_W1 o\

. 4

(\O . Protocol Control - PC

MSB

N X R R[R
G| S| F T
Ll L|L|L|L]| u|x AFI E| 0| mMOB B olo|lo|g|E]|E
a() B Al 8| S c clc
HEX 10 11 12 13 14 15 16 47 18 1F ... 210 211 212 213 214 215 216 217 218 219 21A 21B 21C 21D 21E 21F
Protocol Control (Byte 1) Protocol Control (Byte 2) XPC (Byte 1 and Byte 2)
L = Length of Ull AFI1 = Application Family XEB = XPC Extension Bit
U = User Meméry)(MBO01) Identifier MOB = Reserved for ISO/IEC 29143
Encode fndicator (Mobile RFID)
XI = Extended-Protocol GA = General Alarm
Control Word1 Indicator SS = Simple Sensor
I = AElMIndicator Functionality

FS = Full-function Sensor
Functionality

B = Battery Mode

TC = Battery TCRS

REC = Recommissioning

Figure 36 — Extended Protocol Control bit definitions (see NOTES 1 and 2)

NOTE 1 Figure 36 shows how Protocol Control and Extended Protocol Control are linked to each other and how the
part of a Tag reply to an ACK command dedicated to PC and XPC is structured, assumed that both XPC_W1 and
XPC_W2 (currently RFU) are supported. PC and XPC are not stored on subsequent addresses of the Ull memory
(see Figure 17).

NOTE 2 At the option of the Tag manufacturer, the General Alarm (GA) bit may indicate one or more of sensor alarms,
low battery, or any other exception conditions on the tag.
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As defin
shall be
Bit 214,

ed in clause 6.4.2.1, the XPC_W1 begins in Bit 210, and ends in BIT 21F, in the Ull memory. Bit 210h
the XPC Extension Bit (XEB). If a Tag does not implement an XPC_W2 then the XEB shall be zero.
shall be the Sensor Alarm (SA) flag, Bit 215, shall be the Simple Sensor (SS) flag, and Bit 216, shall

be the Full Function Sensor (FS) flag. Bits 217,, and 218, shall be set according to the supported battery mode.
The battery mode bit codes currently defined shall include passive and Battery Assisted Passive, and the two
remaining codes are RFU. The Battery TCRS present or absent flag TC at 219, shall indicate to the
Interrogator whether the Tag supports additional information on its capabilities in User memory under the Tag

Capabili

XPC bi

ties Reporting and Setting (TCRS) option.

s 21D, -21F, are the recommissioning bits as defined in sub-clause 6.4.2.10 governing Killing or

Recomn
provide
(see 6.4
procedy
(whatev

All remd
shall be

If TCRS
accordir

The Ser
the atta

The det

nissioning a Tag. Battery Tags do not lose power until the battery is depleted, hence there is a needitg
a modified definition of the time when Xl is recalculated after certain recommissioning procedureg
.2.1.2.2). The selected definition of the time when Xl is recalculated after certain recommissioning
res for battery Tags shall be the time following loss of signal relative to the Tag sensitivity leve
er that may be) or the next time it goes to hibernate.

ining bits of XPC_W1 as well as all bits of XPC_W?2 are currently reserved for future)use (RFU) ang
set to 0 at default.

is supported as indicated by the XPC_W1 TC flag, then User memory TCRS files shall be defineg
g to one of the definitions in sub-clause 7.6.3.

sor Alarm bit shall be set to 1 to indicate the violation of at least one. alarm condition in at least one of
thed sensors.

biled meaning of combinations of the XPC_W1 flags is described in Table 88 and in its detailed notes.

Table 88 — Meaning of combinations of B field, and SS and FS bits in XPC

B Field | TC Bit | SS Bit FS Bit Meaning
Bits 217, | Bit 219, | Bit 215, | Bit 216,
and 218§,

00 X/0 0 0 Passive Tag without sensors. TC field is Don’t Care when B = 00
and-there is no support for TCRS. As a matter of standard practice
with B field = 00, TC flag should be set to 0.

00 X/0 0 1 Passive Tag with at least one Full-function Sensor but not Simplg
Sensor, no support for TCRS.

00 X/0 1 0 Passive Tag with one pre-configured Simple Sensor, no support fo
TCRS.

00 X/0 1 1 Passive Tag with at least one Full-function Sensor and one pre
configured Simple Sensor, or Simple Sensor Functionality
supported by one Full-function sensor. No support for TCRS.

01 0/1 0 0 BAP Tag without sensors. If TC = 0, no support for TCRS.

01 QA 8] 1 BAP Tng and at least one Full-function Sensor

01 0/1 1 0 BAP Tag with one pre-configured Simple Sensor.

01 0/1 1 1 BAP Tag, at least one Full-function Sensor available and one pre-
configured Simple Sensor available, or Simple Sensor Functionality
supported by one Full-function sensor.

10 X X X Reserved for future use with a more advanced battery assisted
mode.

11 X X X Reserved for future use with a more advanced battery assisted
mode.
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7.6.3 Battery Assisted Passive Tag Capability Reporting, Setting, and duty cycle/mode control
(optional)

This sub-clause applies to any BAP Tags that support optional TCRS, which may include either of BAP PIE or
Manchester Tags.

Battery Tags can be very sophisticated wireless terminals with many options, and the TCRS system provides
a convenient and adaptable means for the Tag to report its possibly complex capabilities, and for the

Interrogator to command behavioural modes. The sub-option to implement Interrogator control of duty cycle to
'\rl_\ﬁmi7n haﬂnry power and Tag I::h:mny exists under TCRS

Reporting and controlling such capabilities is optional as follows:

1. BAP Tags that do not support XPC do not support TCRS. This is because XPC provides the flag that
ndicates that TCRS is supported.

P, Passive Tags that support XPC (for sensor data) do not support TCRS.

B.  Any BAP Tag that supports XPC has the option to support TCRS. Whether a Tag supports TCRS is
lagged in XPC_W1, and the Interrogator may access special Battery Capability Words (defined below in this
sub-clause) as desired for detailed information.

Among capabilities to report are the possible combinations of BAP PIE, Manchester, and Dead| Battery
Response. Various capabilities in respect to these modes are reported within the TCRS system. For gxample,
here is a precision oscillator on the Tag if Manchester is supported. This oscillator has accuracy qf 4% or
petter for standard BLFs, and 1.5% or better for optional BLEs. This oscillator could be trimmed for improved
berformance, or could be crystal controlled for still better performance. Crystal oscillators may allow for exact
Hata rate control (within their specified accuracy), or might'be selected for other functions such as timq logging
e.g. 32.768 kHz Real Time Clock) which may.fit* within minimum backscatter link frequency| control
equirements (4%) but not provide full crystal accuracy for BLF control. Another example of TCRS disage is
eporting Tag sensitivity within the wide range of Tag sensitivities that can exist, from approximately 480 dBm
Manchester with narrow filter and RF low naise amplifier) to approximately -10 dBm. The Interrogatprs may
Ise awareness of Tag sensitivity in adapting their own behaviour in accessing these Tags and cgntrolling
nterference.

A\dditionally, Tag behaviour under'its capabilities may be adjusted by the Interrogator using settings, [such as
fag hibernate or Normal Mode.duty cycle. Just as duty cycling of BAP PIE Tags may extend battery life, duty
cycling of the Manchester hibernate mode may also allow significant battery life extension.

o provide for currentlyydefined capabilities and adjustments and for future growth, a normally locked Tag
Capabilities File andanormally unlocked Tag Settings File are defined. These files are typically stored in User
memory. To allow’the locking of the block or blocks of User memory where the Capabilities File is stqred, the
bassive Tag optional BlockPermalock command of clause 6.4.2.11.3.9 should be supported (the fyll set of
bptional access commands is recommended for BAP Tags). These files are pointed to by a structure very
similar tosthe Sensor Directory System (SDS), called the TCRS Map. The TCRS Map is pointed t¢ by the

mformatlon on TCRS VerS|on Number (whlch may be updated with each standard update) User memory size,
and block size (for the BlockPermalock command).

This data structure is shown in Figure 37 below. The structure of the 32 bit TCRS Address in TID memory is
shown in Table 89. The Lock Status Flag that indicates if the TCRS Map is in a memory block that was locked
at the time the TCRS Address and TCRS Map were first programmed.

The first six words in the TCRS Map are not entries, but a header that contains critical information about

TCRS and User memory. This includes TCRS Version as defined in Table 90, a 48 bit size indicator of User
Memory, and a Block Size for BlockPermalock operations. The use of three memory size words is due to the 4
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gigaword limit of a two word size, which may not be adequate in the future in the case of Tags that also have
a fast wired interface such as USB (USB memory sticks of greater capacity already exist). The TCRS Version,
User memory size, and block size parameters are all stored Most Significant Bit first.

Tag Capabilities File

A

26h TCRS Map Size
TCRS Map Address
25h
TCRS Map Address
24h
23h
TCRS
Address in
TID Memory
TCRS +9
TCRS +6
TCRS +5
TCRS +4
User Memory
TCRS +3
TGRS'+2
TCRS +1
TCRS

Tag Settings File

« |

TCRS Map Entry 2
(Settings)

TCRS Map Entry’1
(Capabilities)

Block Size

User Memory Size Word 3

\ TCRS “MA

User Memory Size Word 2

User Memory Size Word 1

TCRS Control & Status Word

TCRS Version

\4

Figyre 37 —Relationship of TCRS Address, TCRS Map, and TCRS Capabilities and Setting Files
(for Version Code =1).

Table 89 — Structure of TCRS Address (stored in TID words 24h and 25h)

1 TCRS “Files”

Pu

RFU Lock Status of MB Word Address
TCRS Map
# of bits 5 1 2 24
Description | Reserved 0: Unlocked Memory bank selector | TCRS starting word address (non-
for future 1: Locked EBV, standard binary address)
use
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The TCRS Version Code system is illustrated in Table 90.

Table 90 — TCRS Version Codes

013(E)

Version Code (16 bits, shown in Interpretation Comments
base 10)
0 This Tag does not support TCRS
1 In accordance with this standard
version and no other.
2 t0 32,765 RFU for future ISO standardized

versions, allowing for 32,766 future
variations.

RFU for future non-1ISO
standardized version

32,766 to 49,149
non-1SO standards|.

16,284 whique codes reserved for

49,150 to 65,535 RFU for manufacturer specific

TCRS

custom, non-standardized

16,284 unique codes reserved for

TCRS.

[he structure of the three word entries that make up the TCRS Map’following its general information

Ranges are interpreted literally, meaning that a range code af)255 actually does mean 255 words and

is given

n Table 91. This entry structure provides a starting address, a~thaximum range, and an actually used range.
hot 256.

This is similar to the BlockWrite command, which currently has a maximum word count of 255 for [an 8 bit
WordCount parameter. Thus, a used range of zero in‘@ TCRS Map Entry means the file is pointed to and
eserved, but currently empty. This structure also provides a flag to indicate if the pointed entry is in & locked
br unlocked block of memory.
Table 91 — Structure of TCRS\Map Entries (file pointers for Version Code =1)
Word Maximum Used
RFU Lock Status MB Address Range Range
# of bits 5 1 2 24 8 8
) File word Memory
- Reservedifor 0- Unlocked Memory bank | address (non- Memory word wofd used
Description . max range
future-use 1- Locked selector EBV, linear (non-EBV) range (non-
' address) EBV)

Df memory. Currently only User memory can have blocks locked against rewriting by the BlockPg
command, though this is subject to possible change. In the case of the TCRS system, normal operat

Note thatthe TCRS Map Entries have a Lock Status flag that indicates if the file pointed to is in a locked block

rmalock
ion is to

nave the [ag Capabilities File containing capabllities and detault settings In a locked DIOCK of User memory,

and to have the Tag Settings File in an unlocked block of User memory. However, manufacturers and users
are not required to follow that practice. As a simple form of directory structure, it is appropriate for the TCRS

Map to indicate if the pointed files are currently block permalocked or not. Similarly, the TCRS addres

sin TID

memory that points to the TCRS Map indicates if the TCRS Map was locked at the time it was first written. If

the TCRS Address indicates that the TCRS Map was not originally locked, but the TCRS Map Con

trol and

Status Word indicates the TCRS Map is locked, this indicates the TCRS Map was later locked and thus may

have been altered from original programming. Leaving the TCRS Map unlocked at original programm

ing may

be desired in some cases in order to allow the TCRS Map to be updated without recommissioning the Tag.
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The “TCRS Control & Status Word” of Figure 37 above and Table 92 below provides additional information
about the TCRS Map itself and other key memory control information. Currently it only provides the lock status
of the TCRS Map.

Table 92 — Structure of TCRS Control & Status Word
RFU TCRS Lock Status

# of bits 15 1

Reserved for 0: TCRS Map is in an unlocked block

Description future use

1: TCRS Map is in a locked block

The combination of the Version Code and the TRCS Map Entry structure is sufficient-to define the filg
structurg of the Capability and Setting files. To complete the definition of TCRS fof this standard version
requireq definition of the details of Battery Capabilities Word(s) (BCWs), Batteny\Default Setting Word(s
(BDSW3$), and Battery Setting Word(s) (BSWs) that are in the Capabilities and Settings files.

The Battery Capabilities Words (BCW'’s) are generally hardware supported capabilities, and are thus intended
(but notfrequired) to be in a locked block of User memory. The TCRS Entry pointing to the Tag Capabilities
File has| a flag to indicate if the file is locked or unlocked. However, eyven. locked blocks can be rewritten aftef
recomnlissioning unless the block was “hard locked” at manufacturingMt is also possible for a microcontrolle
based Tlag to change its capabilities via a firmware upgrade. In that.case, so long as the manufacturer has no
locked the BCW’s permanently at time of manufacture, thena’recommissioning of the Tag along with &
firmwar¢ upgrade can change the locked BCW's.

Battery [Setting Words allow for Interrogator programming of behavioural features of the Tag. A key kind of
setting fhat Interrogators may reprogram is the listen duty cycle of the Tag in the various modes it supports
Battery |Setting Words are thus normally in unlecked User memory, though a user or application coulg
BlockPgrmalock the BSWs if it is desired to. prevent later changes. The TCRS Entry pointing to the Tag
Settingq File containing the Battery Settings \Words has a flag indicating if the file is locked or unlocked.

Battery [Default Setting Words (BDSWs) are the initial settings established by the manufacturer or firs
programimer of the Tag. They may betused to re-establish settings after any inadvertent rewrites of the BSWs
or after recommissioning. Since they/must be reliably available, they are logically stored in a locked block of
user mgmory. In this version of this’/International Standard they are assumed to be part of the Capabilities File
and to follow immediately afferthe BCW’s defined for this version.

The Tag Capabilities /File for this standard (Version Code = 1) shall contain as its first word the Battery
Capabilities Word 1<as-defined in Table 93 followed in ascending order by the other BCW's. It shall alsq
contain|in order._the Battery Default Setting Words (BDSWs) defined for this version that are thg
manufag¢turer’'s ariginal settings with structures as described in the Battery Setting Word tables of this sub
clause (the BDSWs are merely copies of the original BSWs).

The Tad .
The Tag Settings file is normally stored in an unlocked block of User Memory. Unless the Tag Settings File is
locked, duty cycles as well as other settings may normally be programmed as users desire.

Fields that are not used or that do not apply are generally set to zeroes in the Capability and Setting files.

The Version Code = 1 structure of the Tag Capabilities and Settings files, with references to the word
definition tables of this version, are shown in Figure 38.
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Tag Capabilities File
(normally locked)
BDSW4
n+13 Tag Settings File
(normally unlocked)
n+12 BDSW3
T BDSW2 A3 BSW4
n+10 BDSW1 n+2 BSW3
n+9 BCW10 n+1 BSW2
E n+0 BSW1
n+1 BCwW2
n = word”“address of
n+0 BCW1 first word of file

Figure 38 — Structure of Tag Capabilities and Tag Settings Files for Version Code =1.

Battery Capabilities Words (BCW'’s) for this standard version are given below.

Table 93 — Battery Capabilities Word 1 (BCW1) for the Case of Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

Persistence Maximums (PM) flag Bits 0 0: Optional persistence maximumg on
1 pit flags S2, S3, and SL are not supported.
NOTE 1 1: Optional persistence maximumg on
flags S2, S3, and SL are supportedl.
(See sub-clause 7.3.3)
Low Power Listen (LPL) flag Bit 1 0: LPL is not supported.
1 bit 1: LPL is supported.
When low power listen exists for Tags that
support duty cycling of BAP PIE, this may mean
that the Tag uses the low power listen state
instead of the sleep state.
LPL Parallel (LPLP) flag Bit 2 0: LPL cannot parallel other modes (or

1 bit

does not apply), such as Manchester
Hibernation.

1: LPL can parallel other modes.
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Bit meaning

Bit
assignments

Behaviour

Low Power Listen Sensitivity field
(LPLS)
2 bits

Bits 3-4

00: LPL sensitivity > 0 dBm (or does not
apply)

01: -10 dBm < Sensitivity < 0 dBm

10: -15 dBm < Sensitivity < -10 dBm

11: Sensitivity < -15 dBm

NOTE: Nominal (not guaranteed)
sensitivity over band of operation, with
symbol time ~ 25 ys. This sensitivity is
assumed to apply to any lowpower
listen modulation forms, and may vary
between forms. For example, a LPL
capability in Manchester means that the
Tag in “deep hibernate” is not listening
for activation butis’listening for RF that
can trigger to.Tag to return to hibernate
ahead of its-programmed duty cycle.

Dejad Battery Response (DBR) Flag
1 bit

Bit 5

0: DBR'is not supported.
1.DBR is supported.

Dead Battery Response Sensitivity (DBRS)
Field

2 bits

Bits 6-7

00: DBR sensitivity > 0 dBm (or does not
apply)

01: -10 dBm < Sensitivity < 0 dBm

10: -15 dBm < Sensitivity <-10 dBm

11: Sensitivity < -15 dBm

NOTE: Nominal (not guaranteed)
sensitivity over band of operation at Tari =
25 us

BAP PIE (BPIE) flag
1 bit

Bit 8

0: BAP PIE is not supported.
1: BAP PIE is supported.

BAP PIE Parallel (BRPIE_P) flag
1 bit

Bit 9

0: BAP PIE cannot parallel other modes
(or does not apply).

1: BAP PIE can parallel other modes while
in listen (example, Manchester
activation).

BAP PIE Low-Power Mode (BPIE_LPM) field
2 bits

Bit 10-11

00: Tag does not support a low power
mode (waits in battery ready)

o4 - b -
Ot—Tagsupportssteep-tistenonty ———

10: Tag supports continuous low power
listen only

11: Tag supports both listen and low
power listen
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Bit meaning

Bit
assignments

Behaviour

BAP PIE Duty Cycle Programmability Bit 12 0: Tag listen-sleep(or low power listen)
(BPIE_DCP) flag cycle is manufacturer fixed (or does not
1 bit apply)
1: Tag listen-sleep (or low power listen)
cycle is programmable via Settings
BAP PIE Listen Sensitivity (BPIE_L_S) field Bits 13-14 00: Nominal Tag sens > -10 dBmJ(or does
2 bits not apply)
01:-20 dBm < Tag sens‘<y»10 dBm
10: -30 dBm < Tag sens < -20 dBm
11: Nominal Tag,sens < -30 dBm
NOTE: The-sensitivities above refer to
nominal listen sensitivity over design band
of operation at Tari = 25 ps. Normal
sensitivity may vary with data rate.
Low Power Listen Sensitivity, if supported
for BAP PIE, is as given in bits 3-4]of this
word.
RFU Bit 15
1 bit

NOTE 1

PIE. See sub-clause 7.3.3 for more information:.

Table 94 — Battery Capabilities Word 2 (BCW2) for the Case of Version Code = 1.

BAP PIE Tags have the option of whether to support Persistence Maximums, so this flag is helpful tg indicate
his feature exists. For both passive and BAP PIE“S0O has no persistence other than brief signal loss tolerande due to
hardware delay for passive and optionally INACT,_T for BAP PIE. S1 has a specified maximum for both passive pnd BAP

Bit meaning

Bit
assignments

Behaviour

RFU Bit 0
RFU Bit 1
RFU Bit 2
Manchester (M) flag Bit 3 0: Manchester forward link not supported
1 bit 1: Manchester is supported
Manchester Hibernate Parallel (MHP) flag Bit 4 0: Manchester Hibernate cannot parallel
1 bit other modes (or does not apply)

1: Manchester Hibernate can parallel
other modes while receiving
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Bit meaning Bit Behaviour
assignments

Manchester Normal Parallel (MNP) flag Bit 5 0: Manchester normal cannot parallel
1 bit other modes (or does not apply)
1: Manchester normal can parallel other
modes while receiving
Manchester Hibermate-Sensitivity (MS) fietd Bits 67— 00 Nomimat-Tagsens=>=30dBm{ordoes
2 bits not apply)
01: Nominal Tag sens < -30 dBm
10: Nominal Tag sens < -40 dBm
11: Nominal Tag sens < -50.dBm
NOTE: The sensitivities@bove refer to
Hibernate sensitivity. Normal sensitivity
may vary with data‘rate.
Manchester Sensitivity Setting (MSS) flag Bit 8 0: Manchester does not support
1 bit adjustable sensitivity (or does not apply)
1: Manchester does support adjustable
sensitivity
Sensitijity setting may be controlled in Activation
commangd for Normal Mode and in Deactivate_ BAT
and Next for hibernate
Manchester BLF (MB) flag Bit 9 0: Manchester supports only mandatory
1 bit BLFs (or does not apply)
1: Manchester also supports currently
defined optional BLFs
Hibernate Duty Cycle (Hib_DC) flag Bit 10 0: Tag does not have duty cycling of
. hibernate
1 bit
1: Tag does support duty cycling of
hibernate
Hibg¢rnate Duty Cycle Programniability Bit 11 0: Hibernate Rx duty cycles are
(Hib_DC_Prog) flag manufacturer fixed (or do not apply)
1 bit 1: Duty cycles are programmable
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Bit meaning

Bit
assignments

Behaviour

Tag Duty Cycle Control Ability Bit 12 0: Tag follows fixed or programmed duty
(Tag_DC_ConAbility) flag cycling without memory of time since last
communication or current battery state (or
does not apply)
This flag applies to BAP PIE and Manchester. For
BAP—PIE—it—Tefers—to—listemr—time—for—Tegutar
communications. For Manchester it refers to 1: Tag adjusts listen and/or sleep|time to
hibernate listen time. increase chances of correctly rece|ving
. . new commands or activations if
rlrt"s ﬂ.?g :?ptorts th?jt thle Tag has dthe abr|l|_|:,y to Stelf communications have been detected
e 'fs t's en an s-eep (or deep hibernate) recently, or to preserve battery lifefin the
imes for two purposes: low battery case
. Tag may increase listen time or duty cycle to
mprove response as function of time since last
communication.
P. Tag may decrease listen time or duty cycle to
breserve battery in the case of low battery life. The
Jefinition of low battery is at the manufacturer’s
Choice.
Algorithms and methods for increasing duty cycle
bnd/or listen time are at the option battery case
bf the Tag manufacturer.
The Tag must be authorized in the Settings
file to decrease listen time or duty cycle. This
is via the Tag_DC_Auth flag in BSW4. If the
[Tag does change programmed settings, it will
report this via the Tag_DC_Rep flag in BSW4.
RFU Bit 13
RFU Bit 14
RFU Bit 15
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Table 95 — Battery Capabilities Word 3 (BCW3) for the Case of Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

Reference Oscillator Presence (ROP) field Bits 0-1 00: Tag does not have an independent
2 bits oscillator (timing is temporarily derived
from RTcal and TRcal symbols or other
Interrogator assisted methods) (or does
not apply)
01: Tag has an on board oscillator of at
least +/-40% accuracy over nominal.temp
range and +/-50% accuracy over,
extended temp range (independent of any
Real Time Clock)
10: Tag has RO trimmed-via Interrogator
11: Tag uses Real Time Clock to derive
reference oscillator
Reference Oscillator Accuracy (ROA) field Bits 2-5 0000: < 40% over nom. temp range, <
4 bits 50% over.extended temp range (code
000Q’only useful for hibernate and
This accyiracy applies over the Tag’s specified temp pefsistence timing) (or does not apply)
range and at the point of use for timing and BLF . o o
control. For example, a 32.00 KHz RTC with 50 ppm 0001: < 20% nom. / 25% ext. temp range
accuracy| multiplied up to a 3.84 MHz reference for 0010: < 10% nom. / 15% ext. temp range
RO gengration will generate 3.84 MHz within 50

ppm and is described under code 1010. But, a

32.768
possible
and has

To put thH
specifica

KHz RTC multiplied to be as close as
to 3.84 MHz (3.833856 MHz) is 0.16% low,
Accuracy code 0101.)

ese accuracies in practical context, typical
ions of low frequency real time ‘clock

crystals are 20, 50, and 100 ppm. These are highly

accurate
generally
active ra
cellular

narrowbd

for subcarrier / BLF contral pufposes, but

inadequate for carrier,generation in an
lio. 2 ppm xtal option is-the typical low cost
handset type VCTXO, suitable for very
nd channel contfol:

0011: <4% (useful for BLFs <= 640 KHz)

0100: <1.5% (useful for BLFs up to 1920
KHz)

0101: < 0.5%
0110: < 1000 ppm
0111: <500 ppm
1000: < 200 ppm
1001: <100 ppm
1010: < 50 ppm
1011: < 20 ppm
1100: <10 ppm
1101: <5 ppm
1110: < 2 ppm

1111: <1 ppm
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Bit meaning

Bit
assignments

Behaviour

Real Time Clock (RTC) field

4 bits

Bits 6-9

0000: None

0001: Free running RC or IC (non-xtal)

0010: RC or IC trimmed by Interrogator

0011: 20 KHz xtal

0100: 32.00 KHz xtal
0101: 32.768 KHz xtal
0110 - 1110: RFU
1111: Other

0 operate over

Real Time Clock Accuracy (RTCA) field

4 bits

\pplies over temperature range the Tag is specified

Bits 10-13

0000
50%
0000

: <40% ovér nom. temp rang
over extended temp range (c
only.useful for hibernate ang

persistence timing) (or does not ag

0001
0010
0011

0100
KHz)

0101:
0110:

0111

1000:
1001:
1010:
1011:
1100:
1101:
1110:

1111

7<20% nom. / 25% ext. temg
: < 10% nom. / 15% ext. temg
: <4% (useful for BLFs <= 64
: <1.5% (useful for BLFs up td

<0.5%
<1000 ppm
: <500 ppm
<200 ppm
<100 ppm
<50 ppm
<20 pp
<10 ppm
<5ppm
<2ppm
:<1ppm

b <

c,

bde

ply)
range
range
10 KHz)
1920

RFU
2 bits

Bits 14-15
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Table 96 — Battery Capabilities Word 4 (BCW4) with TCRS Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

BLF Accuracy (BLFA) field Bits 0-1 00: RO accuracy applies
2 bits 01: RTC accuracy applies
10: Interrogator trimmed accuracy applies
NOTE 1 11: Independent standard compliant
accuracy applies
Hibernate Accuracy (HA) field Bits 2-3 00: RO accuracy applies
2 bits 01: RTC accuracy applies
10: Interrogator trimmed accuracy applies
NOTE 1 11: Independent standard compliant
accuracy applies
Persistence Accuracy (HA) field Bit 4-5 00: RO accuracy applies
2 bits 01: RTC accuracy applies
10: Interrogator trimmed accuracy applies
NOTE 1 14 Independent standard compliant
accuracy applies
Electfonic Working Temperature Range Bits 6-7 00: Nominal temp range -25 to +40 C
(EWTR) field 01: Extended temp range -40 to +65 C
2 bits 10: RFU
The Eledtronic Working Temperature range is the 11: RFU
limit of reliable circuit operation independent .of
the currgnt battery limits as given by the Battery
Working [ Temperature Range in BSW1. The
battery felated temperature ranges are“in the
setting Wwords because the battery, may be
replaceaple by a Dbattery (with different
temperafure characteristics .than™ the original
battery.
Battery Repface (BR) Field Bits 8-9 00: Battery is not user replaceable
2 bits 01: Battery is user replaceable
10: Batter is not service centre replaceable
11: Battery is service centre replaceable
Sensor Command Support (SCS) flag Bit 10 0: Tag does not support optional sensor

1 bit

access command

1: Tag does support optional sensor access
command
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Bit meaning

Bit
assignments

Behaviour

Flex_Query (FQ) flag Bit 11 0: Tag does not support PIE Flex Query
. command
1 bit
1: Tag does support PIE Flex Query
command
PIE Access Commands flag Bit 12 0: Tag does not support clause 6.4.2.11.3
1 bit optional access commands
1: Tag does support all optional| access
commands
Fhe optional PIE and Manchester access
commands include  Access, BlockWrite,
BlockErase, and BlockPermalock. This cluster is
strongly recommended for battery Tags.
Capabilities File Update (CFW) field Bits 13-14 00: Capabilities file is not locked gnd Tag
2 bits design-allows updating (or does not apply)
01: ‘Capabilities file is not locked, buf should
not-be updated
10: Capabilities file is BlockPermalocked and
Tag design allows updating via
recommissioning
11: Capabilities file BlockPermalocked and
should not be updated via recommigsioning,
or is hard locked and cannot be alfered by
any means
RFU Bit 15
1 bit
NOTE 2  The documenting of‘Reference Oscillator and Real Time Clock presence, methods, and accuracy allows the
major timing requirements_of-bit link frequency, persistence (if timed), and hibernation to have their accuracy [precisely
specified by referencing lits’ source. These accuracies apply over the temperature range the Tag is specified t@ operate
bver.
© ISO/IEC 2013 — All rights reserved 143



https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Table 97 — Battery Capabilities Word 5 (BCWS5) with TCRS Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

Firmware Reprogram (FR) field
2 bits

Bits 0-1

00: Tag cannot be reprogrammed

01: Tag is firmware based and can be
reprogrammed via hardware port

10: Tag is firmware based and can rbg
reprogrammed via RF link

11: Tag can only be reprogrammed vig
service centre

Serial Port (SP) field
3 bits

Bits 2-4

000: Tag does not have optional serial port
001: Tag has USB serialport
010 - 110: RFU

111: Tag has manufacturer specific serial
port

On/Off Control (OOC) field
3 bits

Bits 5-7

000: Tag has no On-Off control

001: Tag has one time mechanical Off to On
switch

010: Tag has reusable mechanical On-Off
switch

011: Tag has specialized On-Off control
(example, magnetic switch)

100-111 RFU

Battery |Assisted Passive Frequency Range
(BAPFR) field

4 bits

Bits 8-11

0000: Not reported
0001: 600 — 1200 MHz
0010: 700 — 1100 MHz
0011: 800 — 1000 MHz
0100: 860 — 960 MHz
0101: 865 — 868 MHz
0110: 952-954 MHz
0111: 902-928 MHz
1000: 915-925 MHz
1001-1111: RFU

Closest best estimate of intended coverage
for Battery Assisted Passive behaviour

As a general guide, for fixed frequency Tags
the 10 dB bandwidth of the smaller of
transmit and receive bandwidths

For adjustable frequency Tags, the intended
adjustable range
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Bit meaning Bit Behaviour
assignments

Frequency Trim (FT) flag Bit 12 0: Frequency of operation is not Interrogator
. trimmable
1 bit
1: Frequency of operation is Interrogator
trimmable
Transmit Power Control (TPC) field Bits 13-14 00: Tag transmit power is based on.reader
. carrier power
2 bits
01: Tag may be reader commanded tp adjust
backscatter
10: Tag may self adjust\backscatter based on
receive signal strength
11: RFU
RFU Bit 15
1 bit

Table 98 — Battery Capabilities Word 6 (BCW6) with TCRS Version Code = 1.

Bit meaning Bit Behaviour
assignments

Tag INACT _T Status field (INACT_T_S Bits 0-1 00: Tag does not support INACT_T

field) 01: Tag supports fixed INACT_T (valde given

2 bits just below)
10: Tag supports programmable INAGCT_T
(per Settings)
11: RFU

INACT_T State Dependence Bit 2 0: INACT_T is not state dependent (or does
(INACT_T_SD) flag not apply)
17bit 1: INACT _T is state dependent

State dependence means that INACT| T
refresh uses different validity criteria for
commands based on Tag state. An example
is using RN16 verification for appropriate

states.
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Bit meaning

Bit
assignments

Behaviour

Fixed INACT_T Value (INACT_T_V) field
3 bits

Bits 3-5

000: 50 ms (or does not apply)
001: 100 ms
010: 250 ms
011: 500 ms

100: 1 sec
101: 2 sec
110: 4 sec
111: 8 sec or more

NOTE: Fixed INACT_T,need not be these
exact values. If not, this field shall be the
closest representative of actual INACT_T.

5lobal Timeout Status (GTS)
field
3 bits

Bits 6-8

000: Tag does.not)support any Global
Timeout

001: Tag supports fixed Global Timeout (if
so, then<value below in Fixed Global Timeout
field)

010: Tag supports programmable Global
Timeout (per Settings)

011: Tag supports fixed Selective Global
Timeout (if so, value below)

100: Tag supports programmable Selective
Global Timeout (per settings)

101-111: RFU

Selective Global Timeout is refreshed based
on receiving valid commands.

w

elective Global Timeout 3tate
Dependence (SGT_SD)flag

1 bit

Bit 9

0: SGT is state dependent (if supported) (or
does not apply)

1: SGT is not state dependent

State dependence means that the Selective
Global Timeout refresh uses different validity
criteria for commands based on Tag state.
An example is verifying session if Session
Locking is in effect.
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Bit meaning

Bit
assignments

Behaviour

Fixed Global Timeout or Selective Global Bits 10-12 000: 50 ms (or does not apply)
Timeout value field 001: 100 ms
3 bits 010: 250 ms
011: 500 ms
100: 1 sec
101: 2 sec
110: 4 sec
111: 8 sec or greater
NOTE: Fixed (Selective) Global Timeout
need not be these exact values. If nof, this
field shall be’the’closest representatie of
that implemented.
BAP Programmable Duty Cycling Bit 13 0: LowTesolutions (250 ms and up, similar to
Resolutions (Pro_DC_Res) flag programmable Hibernation persistenge and
1 bit Hibernation duty cycles) (or does not ppply)
, 1: High resolution (may be as short ag 500
I.-he COdeS.to specify .programmable duty cycle Js, but if supported allows one or mofe times
imes to high resolution down to 500 ps are less than 250 ms)
supported, but the Tag circuit design may not
support all of those. Minimums supported are
specified in BCW8.
RFU Bits 14-15
2 bits
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Table 99 — Battery Capabilities Word 7 (BCW?7) with TCRS Version Code = 1.

Bit meaning Bit Behaviour
assignments

Fixed BAP PIE Listen Time Bits 0-3 0000: 500 ps (or listen time does not apply,
4 bits for example for a BAP TAG that supports
only low power listen)

0001: 1 ms
0010: 2 ms
0011: 4 ms
0100: 8 ms
0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001: 250 ms
1010: 500 ms
1011:1s
1100: 2 s
1101:4:s

1110 8 s or greater
1411: Continuous

These times may be the closest
approximation to that actually used.

Fixed BAP PIE Sleep Or Low Power Listen Bits@-7 0000: 500 ps (or does not apply, for example
Time a BAP Tag that supports listen but not sleep
4 bits or low power listen)

0001: 1 ms
0010: 2 ms
0011: 4 ms
0100: 8 ms
0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001: 250 ms
1010: 500 ms
1011:1s
TT00: 25
1101:4 s
1110: 8 s
1111: 16 s or greater

These times may be the closest
approximation to that actually used.

RFU Bits 8-15
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Table 100 — Battery Capabilities Word 8 (BCW8) with TCRS Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

Fixed Duty Cycle Manchester Hibernate

Listen Time
4 bits

Bits 0-3

0000: 500 ps (or does not apply, for example
for a Tag that does not support Manchester)

0001: 1 ms

0010: 2 ms
0011: 4 ms
0100: 8 ms
0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 s
1001: 250ms
1010: 500 ms
1011:1s
1100: 2 s
1101: 4 s

1110: 8 s or greater
1111: Continuous

These times may be the closest

approximation to that actually used.

4 bits

Fixed Duty Cycle Manchester De€p
Hibernate (not listening) Time

Bits 4-7

0000: 500 ps (or does not apply, for €
for a Tag that does not support Manc
or for a Manchester Tag that does no

cycle its Hibernation)
0001: 1 ms

0010: 2 ms

0011: 4 ms

0100: 8 ms

0101: 16 ms

0110: 32 ms

0111: 64 ms

Xxample
hester,
duty

1000: 128 ms
1001: 250 ms
1010: 500 ms
1011:1s
1100: 2 s
1101:4 s
1110: 8 s

© ISO/IEC 2013 — All rights reserved

149



https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Bit meaning

Bit
assignments

Behaviour

1111: 16 s

These times may be the closest
approximation to that actually used

Programmable Duty Cycle BAP PIE Bits 8-11 0000: 500 ps (or does not apply)
Shortest Listen and Sleep / Low Power 0001: 1 ms
Listen Time Supported )
BPIE_Shortest_Listen) field 0010: 2 ms
4 bits 0011:4 ms
The BPIE_LPM field in BCW1 indicates if duty 0100: 8 ms
cycled BAP PIE is supported. The BPIE_DCP .
flag in BCW1 indicates if such duty cycling is 0101:16 ms
programmable. The Pro_DC_Res flag of BCW6 0110: 32 ms
indicates| if high resolution (< 250 ms) duty )
cycling lis supported. The best (minimum) 0111:64 ms
resolution of programmable duty cycle BAP PIE 1000: 128 ms
listen and low power listen / sleep times are )
indicated by the BPIE_Shortest_Listen field here 1001-1111:-Not used
in BCW3. If the user attempts to program a time
shorter than specified here, then the Tag shall
set itself to the shortest time it does support.
Progrgmmable Duty Cycle BAP PIE Longest Bits 12-15 0000: 500 ps (or does not apply)
Listen Time Supporteq (BPIE_Longest_Listen) 0001: 1 ms
field
4 bits 0010: 2 ms
This field indicates the longest programmable 0011: 4 ms
listen time supported by the Tag. If an attempt is 0100: 8 ms
made to program a longer time, the Tag shall set .
itself to the longest time it does support. 0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001: 250 ms
1010: 500 ms
1011:1s
1100:2s
1101:4 s
1110: 8 s

1111: Continuous
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Table 101 — Battery Capabilities Word 9 (BCW9) with TCRS Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

Programmable Duty Cycle BAP PIE Longest
Sleep or Low Power Listen Time Supported
(BPIE_Longest_Sleep) field

Bits 0-3

0000: 500 ps (or does not apply)
0001: 1 ms
0010: 2 ms

A doid
a4 VIS

f a user attempts to set a longer sleep time,
he Tag will set itself to the longest it does
support.

0011: 4 ms
0100: 8 ms
0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001: 250.ms
1010: 500 ms
1044 1s
MO00: 2 s
1101:4 s
1110: 8 s

1111: Continuous

Programmable Duty Cycle Manchester
Shortest Listen Time Supported
Man_Shortest_Listen) field

i bits

Bits 4-7

0000: 500 ps (or does not apply)
0001: 1 ms

0010: 2 ms

0011: 4 ms

0100: 8 ms

0101: 16 ms

0110: 32 ms

0111: 64 ms

1000: 128 ms

1001-1111: Not used

RFU

Bits 8-15
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Table 102 — Battery Capabilities Word 10 (BCW10) with TCRS Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

Programmable Duty Cycle Manchester
Shortest Listen and Deep Hibernate Time
Supported (Man_Shortest_Deep) field

b

)
= VIS

Bits 0-3

0000
0001
0010

: 500 pus (or does not apply)
:1ms

:2ms

0011
0100
0101
0110
0111
1000
1001

-1111: Not used

4 ms
:8ms
116 ms
132 ms
164 ms
1128 ms

Programmable Duty Cycle Manchester
Longest Listen Supported
(Man_Longest_Listen) field

4 bits

Bits 4-7

0000
0001
0010
0041
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

: 500 ps\(or does not apply)
:1ms
L2ms
4 ms
:8ms
116 ms
:32ms
164 ms
1128 ms
1250 ms
: 500 ms
:1s
:2s
:4s
:8s

: Continuous
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Bit meaning Bit Behaviour
assignments
Programmable Dt{ty Cycle Manchester Bits 8-11 0000: 500 ps (or does not apply)
Fonges e ribrtat Support
4 bits 0010: 2 ms
0011: 4 ms
f a user attempts to set a longer sleep time, the 0100: 8 ms
ag will set itself to the longest it does support. 0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001: 250 ms
1010: 500.ms
1011:9s
1100:2 s
MO01:4s
1110: 8 s
1111: Continuous
RFU Bits 12-15
3 bits

he Battery Settings Words (BSWs).for'this version are next shown. These structures with initial settjngs are
Huplicated in the Battery Default Settings Words (BDSWs), which are copies of the initial BSWs stored at the
end of the Capabilities File.
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Table 103 — Battery Settings Word 1 (BSW1) with TCRS Version Code = 1.

Bit meaning Bit Behaviour
assignments
Battery Working Temperature Range Bits 0-1 00: RFU for TBD restricted temp range
(BWTR) Field 01: Nominal temp range -25 to +40 C
2 bits 10: Extended temp range -40 to +65 C
11: Unknown
Storage Temperature Range Bits 2-3 00: TBD
(StoTR) field 01: TBD
Storage [Temperature Range is the range over 10: TBD
which the product may be stored for a period of 11: Unknown
time eqyal to its typical service life without the
battery Ipsing more than 30% of its capacity or
typical lifetime.
Safety Temperature Range Bits 4-5 00: TBD
(SafTR) field 01: TBD
2 bits 10: TBD
Safety Tlemperature Range is the range over 11: Unknown
which the product will not exhibit battery or other
breakdowyn that could be hazardous.
Battery Chemistry Bits 6-9 000@: Carbon Zinc primary
(BatChem) field Q001: Lithium Manganese Dioxide primary
4 bits 0010: Zinc Manganese Dioxide primary
0011: Lithium Thionyl Chloride primary
Battery dhemistry partially informs the user as to 0100: Zinc Air primary
yvhether the produc?t has any spgcial diqusal 0101: Lithium Fluoride primary
issues. |The Special Battery Disposal Field o
provides|additional information and warnings. 0110: NiCad rechargeable
0111: NiMH rechargeable
1000: Lithium ion rechargeable
1001-1101 RFU
1110: Unknown
1111: Any other known battery chemistry
Battery Liife Bits 10-12 000: <1 month
(BatLife)+field 001: 1-2 months
3 bits 010: 2-4 months
Battery life is_an—approximate estimate (not a 011: 4-12 months
guarantee) ,of \typical service life for primary 100: 1- 2 years
batteries| orcharge life for rechargeable, under 1019 &
typical operating conditions. ThiS_estimate 1S ——=—-ye3ks
understood to vary under different use cases. 110: > 5 years
111: Unknown
Battery Primary / Secondary (BP/S) Flag Bit 13 0: Battery is primary only.
1 bit 1: Battery is rechargeable.
RFU Bits 14-15
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Table 104 — Battery Settings Word 2 (BSW2) with TCRS Version Code = 1.

Bit meaning Bit assignment Behaviour
Special Battery Disposal (SBD) Field Bits 0-3 0000: No special disposal requirements
0001 - 1110: RFU special disposal
requirements do apply
1111: Unknown
Battery State Bits 4-6 000: Battery monitoring is not supported
001: Battery < 10% life
010: 10% < Battery Life&25%
011: 25% < Battery.bife < 50%
100: 50% < Battery Life < 75%
101: 75%-<Battery Life < 100%
110: RRU
117<RFU
Tag INACT_T Control field Bits 7-9 000: 50 ms
3 bits 001: 100 ms
010: 250 ms
Note: A BAP Tag that is programmed to 011: 500 ms
NACT_T greater than 500 ms shall apply a 100:1's
maximum of 500 ms delay to the start of its ’
nventory persistence timers when operating 101:2s
n BAP PIE mode.
110: 4 s
111:8 s
The INACT_T Status field (BCW6
indicates if this field may be used. [f not
programmable, these bits are Don|t Care
and this timeout (if used) is manufacturer
fixed.
The accuracy of this field shall be at least
+/- 40% over the nominal temperature and
at least +/- 50% over the extended
temperature range (if supported).
(Selective) Global Timeout Control Field Bits 10-12 000: 100 ms
3 bits 001: 200 ms
010: 500 ms
The Tag may support a Global Timeout, and if so it 011:1s
shall be either of the Selective Global Timeout 100: 4 s
(refreshes on commands that have Tag )
manufacturer defined validity checks) or the regular 101:16s
Global Timeout (does not refresh). 110: 32 s

BAP Tags support at least one of INACT_T and
Global Timeout. Tags that support INACT_T and a

111: Disabled (does not timeout)

The Global Timeout Status field (BCW6)
indicates if this field may be used. If not
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Bit meaning

Bit assignment

Behaviour

programmable Global Timeout may have their
Global Timeout disabled. Tags that support only a
programmable Global Timeout shall not accept the

“Disable”

Timeout is 32 seconds).

programming (their maximum Global

programmable, these bits are Don’t Care
and this timeout (if used) is manufacturer
fixed.

The accuracy of this field shall be at least
+/- 40% over the nominal temperature and
at least +/- 50% over the extended

4 4 LE wtaal)
wCripcraturc IGIIHC \II SUPPUI Lcu;.

RFU
3 bits

Bits 13-15

Table 105 — Battery Settings Word 3 (BSW3) with TCRS Version Code =1.

Bit meaning Bit Behaviour
Assignment
Programmable Duty Cycle BAP PIE Listen Time Bits 0-3 0000: 500 us (or does not apply)
(Pro_DC_PIE_LT) field 0004<1 ms
4 bits 0010: 2 ms
The BPIE_LPM field in BCW1 indicates if BAP PIE is .
. 0011:4 ms
continuoys or duty cycled.
The BPIE_DCP flag in BCWA1 indicates if the duty cycle 0100:8 ms
of BAP HIE is fixed or programmable. 0101: 16 ms
The Prp_DC_Res flag in BCW6 indicates the 0110: 32 ms
supported general resolution of programmable duty .
cycling (High < 250 ms, Low >= 250 ms). 0111:64 ms
The BPIE_Shortest_Listen field in BCW8 indidates the 1000: 128 ms
shortest lime < 250 ms that the Tag supports..If a user 1001: 250 ms
attempts|to program a time shorter than-Supported, the .
Tag will get itself to the shortest time it does support. 1010: 500 ms
The BPIE_Longest_Listen field if BCWS indicates the 1011:1s
longest listen time that the Ja@ supports. If a user 1100: 2 s
attempts|to program a time ‘longer than supported, the ]
Tag will[set itself to the\longest listen time it does 1101:4's
support. 1110: 8 s
1111: Continuous

The accuracy of this field shall be at least
+/- 40% over the nominal temperature

range and at least +/- 50% over the
extended temperature range (if
supported).
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Bit meaning Bit Behaviour
Assignment
Programmable Duty Cycle BAP PIE Sleep Or Bits 4-7 0000: 500 ps (or does not apply)
Low Power Listen Time (Pro_DC_PIE_S) .
0001: 1 ms
4 bits 0010: 2 ms
0011: 4 ms

Fhe shortest sleep time is equal to the shortest

hllowed listen time. 0100: 8 ms

lhe BPIE_Longest_Sleep field in BCW9 specifies the 0101: 16 ms
ongest sleep time the Tag supports (to maintain 0110: 32 ms
atency). If the user attempts to program a longer sleep 0111: 64 ms
ime than supported, the Tag will set itself to the ’
ongest it does support. 1000: 128 ms

1001: 250 ms
1010:.500'ms
100171 s
HM00: 2 s
1101: 4 s
1110: 8 s
1111: 16 s

The accuracy of this field shall be at least
+/- 40% over the nominal temperature
range and at least +/- 50% over the
extended temperature range (if
supported).

vV

RFU Bits 8-15
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Table 106 — Battery Settings Word 4 (BSW4) with TCRS Version Code = 1.

Bit meaning Bit Behaviour
Assignment

Manchester Hibernate Listen field (Man_Hib_Listen field) Bits 0-3 0000: 500 ps (or does not apply)

0001: 1 ms
The Hib_DC flag in BCW2 indicates if the Hibernate modes can 0010: 2 ms
be duty gycled. 0011: 4 ms
The Hib [DC_Prog flag in BCW2 indicates if the duty cycles of 0100: 8 ms
the suppprted Hibernation modes are fixed or programmable. )

0101: 16 ms

The Pro [DC_Res flag (common to supported battery modes) in
BCW6 |indicates the supported general resolution of 0110: 32 ms
programmable duty cycling (High < 250 ms, Low >= 250 ms). 0111: 64 ms

time < 250 ms that the Tag supports. If a user attempts to 1000: 128(ws
program |a time shorter than supported, the Tag will set itself to 1001:.250'ms

the shortest time it does support. 1040500 ms
The Mar|_Longest_Listen field in BCW10 indicates the longest .

time that the Tag supports for hibernate listen. If a user j011:1s
attempts|to program a listen time longer than supported, the 1100: 2 s
Tag will get itself to the longest time it does support.

The Man_Shortest_Listen field in BCW10 indicates the shortest

1101:4 s
If the Tag itself is authorized to alter the duty cycle as specified .
by the Teg_DC_ConAbility flag of BCW1 and has done so as 1110:8 s
reported|in the Tag_DC_Rep flag of this word, then the 1111: Continuous

setting it|uses for listen will be reported in this field. L
The accuracy of this field shall be

at least +/- 40% over the nominal
temperature range and at least
+/- 50% over the extended
temperature range (if supported).

Programmable Duty Cycle Manchester Deep Hibernate Bits 4-7 0000: 500 s (or does not apply)
(Man_Hib_Deep) timefield 0001: 1 ms
4 bits 0010: 2 ms
0011: 4 ms
'I.'he m!n mum deep hibernation time is equal to minimum 0100: 8 ms
listen time.
0101: 16 ms
The Mar]_Longest~Deep field in BCW10 indicates the longest 0110: 32 ms
time that{theTag supports for hibernate listen. 0111: 64 ms
1000: 128 ms
If a user attempts to program a time shorter or longer than 1001: 250 ms
supported, the Tag will set itself to the shortest or longest time it 1010: 500 ms
does support.
1011:1s
1100: 2 s

If the Tag itself is authorized to alter the duty cycle as specified
by the Tag_DC_ConAbility flag of BCW1 and has done so as 1101:4 s
reported in the Tag_DC_Rep flag of this word, then the )
setting it uses for deep hibernate will be reported in this field. 1110:8s
1111: Continuous
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Bit meaning Bit Behaviour
Assignment
The accuracy of this field shall be
at least +/- 40% over the nominal
temperature range and at least
+/- 50% over the extended
temperature range (if supported).
Tag Duty Cycle Authorization flag (Tag_DC_Auth) flag Bit 8 0: Tag is not allowed tg ajter duty
1 bit cycle to save battery-life (pr does
not apply)
Interrogator writes this bit to allow Tag the option of altering 1 Tag i
) - P : Tag is allowedto alter duty
juty cycle in the case of a low battery. The definition of “low
battery” is determined by the manufacturer. cycle to preserve battery lffe
f the Tag has the capability of adapting duty cycle for either
mproved response or to preserve battery life, this is reported in
he Tag_DC_ConAbility flag in BCW2.
Tag Duty Cycle Report Bit9 0: Tag has not altered dufly cycles
(Tag_DC_Rep) flag (or does not apply)
1 bit 1: Tag has altered duty cycles
ag sets this bit if it has altered duty cycles, and also reports
pxact settings used in the Man_Hib_Listen and Man_Hib_Deep
ields as appropriate.
RFU Bits 10-15
6 bits

B Sensor support

B.1 Applicability

Commands, responses or features of Clause 8.

he duty cycle controls as given above shall have minimum accuracy as follows:
+/- 40% over the nominal temperature range of -25 to +40 °C.

+/- 50% over the extended temperature range of -40 to +65 °C.

n casean Interrogator or Tag supports any command, response or feature of Clause 8 then this Intdrrogator
br Tag shall support all mandatory commands, responses or features and it may support all [optional

In case an Interrogator or Tag does not support any command, response or feature of Clause 8 then Clause 8

does not apply for this device.

8.2 Overview

This clause describes an optional extension to Types C and D that adds sensor support. However, references
to RFID air interface commands, variable names, and state names in this clause refer to Type C unless
otherwise noted. An RFID Tag having sensor support must have a Real Time Clock (RTC) to support sensor

operations. The RTC and its use are defined in 8.3.
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Two classes of sensor are supported:

— Simple Sensor: A Simple Sensor is programmed at source and is not required to be user programmed. A
Simple Sensor by its nature delivers its payload as a Simple Sensor Data (SSD) block, appended to the
object-related Ull if requested by the Interrogator (see 8.5) as a Tag is inventoried, and therefore does not
require a separate dialogue to collect the sensor data.

The three fundamental characteristics of a Simple Sensor are:

— the sensor data is appended to the Ull during Tag arbitration if requested by the Interrogator,

— the sensor does not need to be user programmed and

— thU YCTTOUI UUIIIPUtUO PGDOI’fﬂI: baocd Tl |to uhalautcl IDtIUD, hUVVUVUI It |||ay G:OU 'JIUV;dU more dUtal:-.

(e.g. an 8 bit sensor value)

The| SSD block includes information about:

— |[the type of sensor, limited to a few basic environmental features

— |measurement spans

— [thresholds

— [alarm status, indicating pass / fail conditions

The| SSD block is read by any user and provides limited configuration capabilities of the Simple Sensor by
authorized (password controlled) user only. See Annex N and Annex O for details.

Simple Sensors are defined in 8.5.

— Full Function Sensor: Full Function Sensors provide greater flexibility tgan Simple Sensors, by:
— [supporting a greater variety of sensor types and measurement spans,
— |enabling thresholds to be set within a wider range
— |capturing and processing different types of data
The| Full Function Sensor senses and records a set ofgmeasurements, stores the measurements ang
deliyers them to an Interrogator when instructed to doxso. Access to the sensor data requires the Tag tg
first|be singulated and then a dialogue conducted between the Tag and an Interrogator. A Full Functior]
Senisor may if required be programmed by the useréither once or on multiple occasions.
FulllFunction Sensors are defined in 8.6.

Tags may be equipped with one or more sensors. If a Type C Tag has sensor support then bit 16,, (XI) of thg
Ull memory shall be asserted and XPC_W1 shall be supported, see also 7.6.2.

If it has| the capability, an RFID Tag) may support a combination of Full Function Sensors and one Simple
Sensorg. Each sensor shall be fully/compliant with the class of sensor.

8.3 Repal Time ClockARTC)

8.3.1 [General

RFID Tags having sensor support shall have a 32-bit RTC with an LSB of 1 second and the RTC shall be
used as| the¢source of UTC timestamps for sensor related data. Timestamps shall be based on the UTC time
epoch beginning at 1970-01-01 00:00:00. At configuration of a sensor, the RTC shall be set to the current 32

bit UTC timepreciseto—t—second:

8.3.2 Setting the RTC

The RTC shall be accessible via the RTC Address. The RTC Address shall be stored in the TID memory
(memory bank 10,) at memory word 28, MSB first (see Figure 39). The RTC Address shall comprise 6 bits
reserved for future use (RFU) followed by 2 bits identifying the memory bank (MB) where the RTC is stored,
and a 24-bit address in non EBV format specifying the starting word of the RTC.
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Table 107 — Structure of RTC Address

RFU MB Word Address

# of bits 6 2 24

description | Reserved for future use | Memory bank selector | RTC starting word address

The RTC may be set using the Write or BlockWrite commands. Write operations may be restricted by
bf write locking with access password, write permalocking, or other means implemented by the RFIL
shall not be permitted to write a UTC time of zero into the RTC nor set the RTC when an alarm cor
bresent other than the low battery alarm.

The current 32-bit UTC timestamp shall be transmitted by the Interrogator to set-the RTC during
configuration and at other times to maintain time synchronisation.

The 32-bit UTC timestamp may be taken from the Interrogator if it supports\UTC time as specifie
Clause. Timestamps that are not in seconds and of a 32-bit format are_net’suitable. Timestamps
pased on local time are not acceptable and shall not be used.

f the Interrogator is not capable of providing a timestamp in the specified format, then this should be
Ising some accurate network-based UTC time. Some services €¢empliant with IEEE 1588 can deliver
imestamp, where the 32 MSB bits identify time to a second.)Services compliant with the internef
Network Time Protocol, as defined in IETF RFC 1769, might'also be able to provide the time as a 32-
hat can be directly used.

The current 32-bit UTC timestamp within the RTC may be obtained using the Read command.

B.3.3 BroadcastSync command (optional;for Type C)

[ype C Interrogators and Tags may “implement the BroadcastSync command shown in Tg
BroadcastSync allows an Interrogator toprovide current UTC time information to a population of Tags
or synchronisation of the RTC timg within a Tag to that of the clock time within the Interrogator. Time
b 32-bit integer value representing UTC time with an LSB of one second. It shall not be permitted tq
JTC time of zero into the RTE. hor set the RTC when an alarm condition is present other than the low
blarm.

The BroadcastSync command includes a CRC-16 that is calculated over the first command-code bit tg
JTC Time bit. If a_Tag’receives a BroadcastSync with a valid CRC-16 it may update its internal time t
he UTC Time,Afthe RTC provides sufficient accuracy then it may decide to ignore the Broadg
command. The ‘BroadcastSync command may update the RTC regardless if the RTC is located
memory region that is locked or permalocked. An Interrogator may issue a BroadcastSync comman
ime althdugh it is recommended to use the command prior to the start of an inventory session. There
no reply. from a Tag in response to a BroadcastSync command and the Tag shall not make a
ransitions as a result of a BroadcastSync command.

the use
D Tag. It
dition is

sensor

d in this
that are

brovided
a 64-bit
Simple
Dit value

ble 108.
to allow
shall be
write a
battery

the last
O that of
astSync
within a
d at any
shall be
ny state

Table 108 — BroadcastSync command (optional)

Command| UTC Time | CRC-16

# of bits 8 32 16
description | 1101 0001 | Current Time
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8.3.4 Time synchronisation

The RTC mechanism on an RFID Tag might not be able to maintain an accurate record of time. This is partly
a factor of the cost of providing additional accuracy and the impact on temperature variation to which the RTC
is exposed. If the RFID Tag implements sensor event records, then it shall also implement a time
synchronisation record block to enable an application to reconstruct a more accurate time line. The
information about this record is given in TID memory words 2Dy, 2E;, and 2F,.

The number of 32-bit timestamps that are required to be stored on the RFID Tag may be kept to a minimum
by using-the ordinal number of the sensor cnmpln toreduce the use of memaory and air interface transmission

The time synchronisation record block enables a UTC timestamp to be recorded against the most recen
sample fount value. Each recorded time synchronisation record shall comprise, in sequence:

e Thel prevailing time as recorded by the RFID Tag. This may be a 32-bit RTC value maintained since thg
timg of configuration (Record Type is set to 0 in Figure 39), or the 16-bit sample count value)(Record Typsq
is s¢t to 1 in Figure 39). The 32-bit structure is recommended where time accuracy isdmportant or wherg
there is a large sample interval.

e Thel32-bit UTC timestamp.

The number of time synchronisation records contained within the time synchronisation record block shall bg
specified in the Number of Records in word 2F,, in TID (see Figure 39). Every time the Tag decides to write g
time synchronisation record, the Number of Records field is updated acCordingly. The timestamp accuracy a
the application level shall be achieved provided that a sufficient time synchronisation update rate is
maintained. The time synchronisation update rate should define a ‘'maximum time interval between updateq
necessary to maintain timestamp accuracy as well as a minimum-time interval between updates necessary tq
generate a time synchronisation record. When the allocated ‘memory for the time synchronisation bloch
becomes full no further records are possible, but no error shall*be indicated.

8.3.4.1 | Reconciling UTC with the 32-bit RTC time

As both|the RTC and UTC timestamps have the Same common datum, the UTC timestamp at configuration, i
is possible to determine the extent of the difference in time at each point when time synchronisation took placg.
The extent of any difference might vary ever the sample period and because of different causes, the RTC
could be¢ 'fast' or 'slow' without any pattern:=“/Any time correction can only be applied more accurately close tqg
the time| of synchronisation, and be less certain at a point midway between two time synchronisation events.

8.3.4.2 | Reconciling UTC with-the 16-bit sample count

In this sjmpler approach, the best level of synchronisation that can be achieved is to write the UTC timestamp
against the most recent'sample count value. This means that time synchronisation is also a factor of the sizg
of the sample interval /The larger the sample interval, the more likely that the UTC timestamp will represent 3
time thgt is between™the most recent sample count value and the next sample count value. This provides &
simple indication:

¢ that{the RTC and UTC are within the same time period as determined by the sample interval, or

e ifthe UTC indicates an earlier time than the sample count, then the RTC is 'fast’, or
o ifthe UTC indicates a later time than sample count + 1, then the RTC is 'slow'.

It is only when the synchronisation is at these outer limits that any inaccuracy can be corrected.
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To provide the means to support a broad range of different sensors types and hence different command sets,
the HandleSensor command provides a transport mechanism to carry commands for intelligent sensors as a
payload. The related response to the Interrogator shall carry the response of the sensor after receiving and

processing the specific sensor command.

Tags shall interpret the payload of the HandleSensor command and execute the according sensor access
command locally or forward it to its sensors for processing if required and transmit the response to the

commandawithin 2 wall dafined reshoncse-time.
S aRe- Wi Werr-a8HRBSaToSpoRSe-HMe-

starting at 0o, e.g. 0, 15, 105, and so on.

command code bit to the last handle bit.

he structure of HandleSensor shall be as shown in Table 109.

An Interrogator may observe several possible outcomes from a HandleSensor command:

The HandleSensor command includes a 7 bit PortNr field which can be used to forward the included
0 a specific sensor without further inspection of the encapsulated sensor command. .PortNr
hddresses a specific sensor attached to a Tag. Logical sensor addresses are assignedin.ascending order

[ags execute HandleSensor only from the open or secured states. The CRC-16 is calculated over

payload
logically

the first

The HandleSensor command succeeds: After completing the HandleSensor command a Tlag shall
backscatter the reply shown in Table 110 comprising-a header (a 0-bit), the optional sensor r
to the encapsulated sensor command (applies only<if the bit Response Expected has bee
value 1,inthe HandleSensor command), the Tag'sthandle, and a CRC-16 calculated over the
the last handle bit. The reply to HandleSensor shall begin within 20 ms.

bsponse
h set to
0-bit to

The Tag encounters an error: The Tag:shall backscatter an error code (see Annex | for erfor-code
definitions and for the reply format).
Table 109 .— Structure of HandleSensor command
Command | PortNr | Payload | Payload | Response | Response RN CRC-
Size Expected Length 16
# of bits 8 7 Variable | Variable 1 Variable 16 16
description | 140494001 | Logical | Length Sensor 1 =true Expected | handle
sensor of the | command length of
address | Payload 0 = false the
in bits sensor
(EBV-8) response
in bits
(EBV-8)
Table 110 — Tag reply to successful HandleSensor command
Header | Response (optional) RN CRC-16
# of bits 1 Variable 16 16
Description 0 Sensor response | handle
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8.5 Simple Sensor

Although called "Simple Sensors", the devices are required to support features common to any type of sensor

device.

The Simple Sensor has to monitor the environmental characteristic for which it is designed, take

samples at defined intervals, compare and process against criteria, and report its status.

The Simple Sensor transmits its data as a Simple Sensor Data (SSD) block which is appended to the Tag Ull
if requested by the Interrogator. The Flex_Query command in clause 7.4.1 and Query BAT command

in 7.5.4.
The SS

The spd
specifie

8.5.1

Simple
Sensor.
Tag. A
the Han

The Sim
the TID
Addresd
access

future uge
(MB) where the SSD is stored, and a 24-bit address in non EBV*format specifying the starting word of the
SSD big
Address

3.1 contaln the fleld SSD Resp to authorlze Tags to append the SSD block after an ACK command.

cification of Simple Sensors also includes the provisions of the Sensor Directory System (SDS)“as
 in sub-clause 8.6.

Type C and Simple Sensor

sensors shall be implemented either as a memory mapped Simple Sensor or,as)a ported Simplg
A memory mapped Simple Sensor is accessed via memory read and write eperations to the RFIC
ported Simple Sensor is accessed via dedicated sensor commands to the RFID' Tag encapsulated in
dleSensor transport command defined in 8.4.

ple Sensor Data (SSD) shall be accessible via the SSD Address. The"SSD Address shall be stored in
memory (memory bank 10,) at memory word 26, MSB first (see(kigure 39). The MSB of the SSIO
shall indicate the access method for the Simple Sensor. If the’ MSB contains a logical 0, then the
method is memory mapped and the remainder of the SSD Address is comprised of 3 bits reserved for
(RFU), followed by 2 bits identifying the SSD size, followed by 2 bits identifying the memory ban

ck. If the MSB contains a logical 1, then the access method is ported and the remainder of the SSO
is comprised of 7 bits for a port number and 24 bits‘reserved for future use.

Table 111 — Structure of SSD Address for Memory Mapped Simple Sensor

Access Method RFU SSD Size MB Word Address

# of

Dits 1 3 2 2 24

descri

btio ‘0 Reserved for | 00 = 32 bits | Memory bank | SSD starting word address
n future use selector

Memory Mapped 01 =48 bits

10 = RFU

11 =RFU

164

Table 112 — Structure of SSD Address for Ported Simple Sensor
Access Method PortNr RFU

# of bits 1 7 24

description 1’ Port Number Reserved for future use

Ported
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NOTE 1 The SSD Address is not necessarily required to be factory programmed and can be changed if the Tag has
more than one sensor and it is decided to support another sensor from a certain time onwards.

NOTE 2  For Simple Sensors the SSD Address as well as the SSD itself may be write locked to the Interrogator, though
alarms remain Tag/sensor writable.

NOTE 3  Tags supporting a Simple Sensor may indicate the necessity to request SSD to the Interrogator by using the
Sensor Alarm flag (214h) of the XPC, see 7.6.2.

NOTE 4  Products developed before this document is officially published may transmit SSD at default without the
equirement of explicitly requesting the Simple Sensor Data bIock.

NOTE 5  For Tags having more than one Simple Sensor, there is a mechanism provided to select the Active Simple
Sensor, see 8.6.1.3.

fags that support a Simple Sensor shall use the extended protocol control described(in’ 7.6.2 to maake this
jetail visible to the Interrogator. Within XPC_W1 the Simple Sensor (SS) bit 215, shall be set to 1 toindicate
he presence of a Simple Sensor, 0 else.

The SSD block comprises the sensor type, measure span, ACC, sampling regime, high in-range limit, low in-
range limit, monitor delay, high out-of-range alarm delay, low out-of-range.alarm delay, and alarmg, all as
Hefined in Annex N.

The contents of the Simple Sensor Data Block, see Annex N, shall-be transmitted by the Tag subsefjuent to
he Ull after receiving an ACK in the course of an inventory raund in which transmission of Simplel Sensor
Data is enabled by properly setting the SSD Resp field inflex_Query or Query BAT. SSD shal| not be
ransmitted as default. The SSD block transmission as_requested by the Interrogator by asserting the
bppropriate flag in the inventory command (see 8.5) is defined in Table 113.

he reply to the ACK command in case Simple SensorData transmission is requested is defined in Table 113.
n general, Simple Sensor Data is appearing like.an extension of the XPC data, which is the reason why it is
hever mentioned as explicit data in other clausgs, however, only XPC is mentioned.

f Simple Sensor Data is transmitted as part of the reply to the ACK command, a dynamic PacketPC |shall be
Ised instead of the StoredPC available'at UIl memory location 10, — 14, where the 5 most significangt bits of
he PacketPC included in the Tag-response shall be used to indicate the length of the UlI+XPC,| but not
extended by the SSD as shown in Table 113. In this context length always refers to 16-bit words.

Table 113—Tag reply to a successful ACK command if SSD is requested

Response SSD PacKketCRC

# of bits 2110 480 or 464 (see NOTE 1) 320r48 16

Simple Sensor Data
Description PC word, XPC words, Ull i CHRC-16
(according to Annex N)

NOTE 6 If a Tag does not support XPC_W?2 then the maximum of Ull + SSD is 480 bits. If a Tag supports XPC_W2
then the maximum length of Ull + SSD to be backscattered is reduced by one word to accommodate the optional
XPC_W2, so is 464 bits.

PacketCRC is a dynamic CRC to be calculated over all bits of the response to an ACK command received prior to the
CRC-16.

8.5.1.1 Memory mapped Simple Sensor

A memory mapped Simple Sensor is accessed by an Interrogator using memory read and write operations to
the RFID Tag.
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The Simple Sensor may be configured using the Write or BlockWrite commands and writing the entire Simple
Sensor Data block as defined in Annex N into the RFID Tag memory. Write operations to the Simple Sensor
Data block may be restricted by the use of write locking with access password, write permalocking, or other
means implemented by the RFID Tag. The RFID Tag may be implemented such that some parameter fields
(e.g. sensor type, span, accuracy) are not writeable by an Interrogator and these bits shall be ignored by the
RFID Tag when processing the Write or BlockWrite commands. The RFID Tag shall not permit setting alarm
conditions when processing the Write or BlockWrite commands.

The Simple Sensor Data block may be obtained using the Read command.

Configufing the memory mapped Simple Sensor shall reset all the alarms within the Simple Sensor Data block,
stop the RTC, and initialize the RTC to zero. The memory mapped Simple Sensor is disarmed when the RT(
has a zero value. Writing the current time to the RTC shall then start the RTC running and arm the mermory
mapped Simple Sensor. Once armed, the sensor shall be monitored as configured and check forthe even
conditiohs required to declare an alarm condition. If an alarm condition other than low battery is declared, ther
the RT( shall be stopped and its current time retained as a timestamp for when the event occurred.

8.5.1.2 | Ported Simple Sensor

The semsor commands are delivered to the Tag as the payload encapsulated ‘within the HandleSensor

A porte% Simple Sensor is accessed by an Interrogator using dedicated sensor commands to the RFID Tag
command defined in 8.4. The ported Simple Sensor command set is defined in‘Annex O.

A number of records are defined for inclusion on a mandatory or optional’basis to support the processing
encoding and subsequent diagnostics of a ported Simple Sensor. Theported Simple Sensor record structureg
are defiped in Annex O.

8.6 Sensor Directory System and Full Function Sensors

The Sensor Directory System (SDS) is a simple directory system to assist in efficient accessing of sensors
and serjsor data. It applies to all sensor types, including Simple Sensors of both the memory mapped ang
ported qub-types, and to Full Function Sensors.

Full fungtions sensors may optionally be implemented on an 18000-6 Type C Tag. The Full Function Sensof
charactgristics and capabilities are given _inthe |IEEE 1451.7 standard. Within XPC_W1 the Full Function
Sensor [FS) bit 216, shall be set to 1 to indicate the presence of a Full Function Sensor. These sensors areg
ported through a logical port. Sensor memory management is abstracted through the use of sensor recordg
that are|matched to dedicated senser,commands. These commands are transported to the sensor through the
Handle$ensor command defined/in8.4. The Full Function Sensor set-up (available sensors, ports, types, etc
of a Tad is specified in the SensorDirectory System (SDS) in regular Tag memory.

8.6.1 [Sensor Access ~General Approach

Sensor faccess is handled via a fixed address for an initial hook to sensor information and mapped memory
positions via SDS. All the information needed to access a particular sensor is given its SDS Entry.

8.6.1.1 SDS Address

Tags equipped with one or more Full Function Sensors shall provide a 32-bit SDS Address pointing to the
starting word address of a Sensor Directory System. The SDS Address shall be stored in the TID memory
(memory bank 10,) at memory word 22, MSB first.

It shall comprise of 6 bits reserved for future use (RFU), followed by 2 bits identifying the memory bank (MB)

where the SDS is stored, and a 24-bit field specifying the starting word address of the SDS in linear (non EBV)
format.
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Table 114 — Structure of SDS Address

RFU MB Word Address
# of bits 6 2 24
description | Reserved for | Memory bank SDS starting
future use selector word address
The default value for the SDS Address shall be 0 for no sensor. Tags with one or more Full Funetion Sensors
shall have a SDS Address # 0.
Figure 39 shows a detailed layout of a Tag’s TID memory if sensor access via SDS,-Simple Sensor, and Tag
Capabilities Reporting and Setting are supported.
/| Record
2F0}1/ Type Number of Records, [14:0]
/ [0]
ZEbh Address\{15:0] Syng
; Record
/ .
;DOh RFU [5:0] [':",'g] Address [23:16] Information
/
,/ 2C0y, TCRS Size in Words [15:0] TCR$
/ Siz¢g
/
/ Add 15:0
, 2B0;, ress [15:0] TCRS
// Locked MB Addregs
2A0;, RFU'4:0] Status ' Address [23:16]
/ o | [
/
/ Add 15:0
; 290, ress [15:0] RTd
/ ME . Address
// 280p RFU [5:0] [1:0] Address [23:16]
/
/’ 270, ActiVe
USER ssp
MB 11 260, Addréss
MB 10 TID 2504, SDS Size in words [8:0] SDS Size in entries [6:0]
SDp
SDS 1% Entry[  Alarm Informhtion
24 SDS Type [5:0] Size in Words| Reporting RFU [3:0]
MB 01 Ul . On B0 | Piace 110
\
\ 230 Address [15:0]
MB 00 | Reserved \ o9
N 220, RFU [5:0] [';":'3] Address [23:16] P
\ sDS
\\ 21 Oh Address [15:0] Flag
\\ — Statup
200, RFU SDS Flag Size in MB Address [23:16] Word
\ o 01 Words— 13701 01 JAddress
\
\
\
\
\
004",
Figure 39 — Structure of TID memory
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8.6.1.2 Sensor Directory System (SDS) pointers

The Sensor Directory System (SDS) is pointed to by two pointers located in TID, namely, the SDS Flag Status
Word Address, and the SDS address, additionally, the SDS Information words are provided to access the
SDS more efficiently. The structure of those pointers and the SDS Information words is given in Figure 39.

The SDS Flag Status Word Address is provided so that sensor alarms may be given in a separate memory
location from the SDS Entries, in this way, the SDS entries can be completely hardcoded. The 24-bit address
is in non EBV format. The SDS Flag Status Word is followed by one or more SDS Flag words.

Table 115 — SDS Flag Status Word structure

Word Structure
. Alarm Flag BlockPermalock Lock Status
1 RFUISOL | {atency [3:0] Status [1:0] [3:0]

The intgrpretation of the Alarm Flag Latency is given in Table 116.

Table 116 — Alarm Flag Latency field interpretation

Code Meaning

0000 Sensor Alarms not supported

0001 Interrupt driven (near zero latency)

0010 Duty cycle driven

0011 Activation driven

0100 Poll driven

0101 Duty cycle, activation, and poll driven

0110 Sensor sample rate driven
0114+1111 RFU

The BlockPermalock™field description is given in Table 117. This refers to the BlockPermalock status of thg
SDS Flag Status.word and the SDS Flag words.

Table 117 — BlockPermalock Field interpretation

Code Meaning
00 Not reported
01 Not BlockPermalocked
10 BlockPermalocked
11 RFU
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The Lock Status field description is given in Table 118. This refers to the Lock status if the SDS Flag Status
word and the SDS Flag words.

Table 118 — Lock Status Field interpretation

Code Meaning
Temp writable from open and secured states (Lock
0000 .
action 00)
Permanently writable from open and secured states
0001 .
(Lock action 01)
Temp writable from secured but not from open (Lock
0010 )
action 10)
0011 Temp not writable from any state (Lock action(44)
0100-1110 RFU
1111 Lock status is not reported

[he structure of the SDS Flag word(s) is given in Figure 40.

Word Structure
SDS SDS | SDS | SDS | SDS
y Entry Entry | Entry | Entry | Entry
16 PR U R R il A I 4 3 > 1
Alarm Alarm | Alarm | Alarm | Alarm

Figure 40 — SDS Flag word(s) structure

More SDS Flag words are added.as-heeded, and the number of words is given in the SDS Flag addregs word.

The SDS Information field makes the access to the SDS simpler and more efficient. It provides the SIDS Type
0 enable future definitions; the only SDS Type defined in this standard is 000000 all other values are RFU.
he First Entry Size inflwords is provided so that an Interrogator can read the SDS entries one by ong|, or with
he aid of the SDS Size in words, read the whole SDS. The Alarm Reporting Place field interpretationl|is given
n the Table 119.

Table 119 — Alarm Reporting Place field interpretation

Code Meaning

00 Alarms Not reported

Alarms Reported in SDS Flag

01 word only

10 Alarms Reported in SDS Entry
only

11 Alarms Reported in SDS Flag

word and SDS Entry
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8.6.1.3  SDS Entry Record

The SDS Entry Record Structure is shown in Figure 41.

USER
TID
230
220: SDS Address -~ SDS Entry n (2, 3, or 7 words)
00y,

SDS Entry 2 (2, 3, or 7 words) SDS

SDS Entry 1 (2, 3, or 7 words)

r_____________I

RFU | Active SSD Selector (SDS Blockg':rﬁ] oak | SDS Lock Status S?alifs
- : Entry number) [6:0 :
(201 i )16:0] Status [1:01 [3:0] Word

Figure 41 — SDS

The first word of the SDS is a status word. The structure ofthe SDS Status word is given in Figure 41. Within
the SDS Status Word of Fig. 87, the SDS BlockPermalock Status field bits are as given in Table 117, and thg
SDS Lok Status field bits are as given in Table 118: For a Tag that has multiple Simple Sensor capabilities
writing the SDS entry into the “Active SSD Selector™field selects the SSD block that is backscattered after ar
ACK command (if so authorized by the Interrogator). This also routes the SSD block to the SSD address (if
memory mapped) or updates the port number-of the Simple Sensor (if ported). Since an SDS entry may
corresppnd to a Simple Sensor or a Full Eunction Sensor, the Tag must backscatter an error code when thg
“Active BSD Selector” field is written with~a Full Function Sensor Entry number. Additionally, the Tag mus
update {the SSD size field accordingly.

Each sgnsor (Simple of Full Function) must have an entry in the SDS (with the exception of Tags with only
one Sinple Sensor since the information needed to access it is given in the TID pointers see Figure 39).

8.6.1.3. SDS Entry for.a Memory Mapped Simple Sensor

The strcture for this’kind of entry is shown in Table 120.

Table 120 — SDS Entry for Memory Mapped Simple Sensors (3 words always)

Words Structure

1 (Lowest Sensor Access Standard Sensor Type
Memory Location) | Method [1:0] Identifier [5:0] | [3:0] (Annex N)

Next Entry Size

Sensor Alarm [0] | 5 "\ ords [2:0]

2 RFU [5:0] MB [1:0] SSD Address [23:16]

3 (Highest

Memory Location) SSD Address [15:0]
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The interpretation of the Sensor Access Method is given in Table 121.

Table 121 — Sensor Access Method Interpretation

Code Meaning
Simple Sensor Memory
00
Mapped
01 Simple Sensor Ported
10 RFU
1 Full Function Sensor
Ported

[he interpretation of the Standard Identifier field is given in Table 122.

Table 122 — Standard Identifier Interpretation

Code Meaning
000000 RFU
000001 IEEE 1451.7
000010 ISO/IEC 18000 6 Annex N
000011 ISO/IEC 18000 6 Annex O
000100~1117111 RFU

Depending on the choice of the manufacturer, the Sensor Alarm field may or may not contain the alarm
nformation (see Table 119). The 24-bit SSD address is not in EBV format.

B.6.1.3.2  SDS Entry.for'a Ported Simple Sensor

he structure for this.Kind of entry is shown in Table 123.

Table 123 — SDS Entry for Ported Simple Sensors (2 words always)

Words Structure
1 Sensor IIE\le‘Xt
(Lowest | Access Standard Sensor Type Sensor Si;g ?In
Memory Type Identifier [5:0] [3:0] Annex N Alarm
Location) | [1:0] [0] Words
' [2:0]
2
rlignest | port Number [6:0] RFU [8:0]
emory
Location)
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Port Number logically addresses a specific sensor attached to a Tag. Logical sensor addresses are assigned
in ascending order beginning with 0000000. The number of sensors attached to a Tag can be determined
from the number of SDS Entries field in the SDS information words.

8.6.1.3.3  SDS Entry for a Ported Full Function Sensor

The structure for this kind of entry is shown in Table 124.

Table 124 — SDS Entry for Full Fun r 7 wor
Words Structure
Sensor Standard Identifier Sensor Type [6:0] (See Sensor
1 Access [5:0] NOTE 1') Alarm
Type [1:0] ' [0]
TEDS Al
Type (| ;Security
Next Entry Size . [2:0] Function
2 in Words [2:0] Port Number [6:0] (see Code
NOTE | [2:0] (see
1) NOTE 1)
Al Sensor SSensgr Autheptication 5 bits
. . ecurity . .
Security | Security . Encryption Units
) ) Function ' . RFU
3 Indicator | Indicator Code Function Code | Extension [1:0]
[0] (see | [1:0] (see [2:0] (see [2:0] (see [4:0] (see '
NOTE 1) | NOTE 1) NOTE 1) NOTE 1) NOTE 1)
4 :
(optional) SensorD [63:48] (see NOTE 1)
5
Sensor ID [47:32] (see NOTE 1)
(optional)
6
Sensor ID [31:16] (see NOTE 1)
(optional)
7
Sensor ID [15:0] (see NOTE 1)
(optional)

NOTE Thesefietdscome fromrthe tEEE 45t 7 standard:
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Annex A
(normative)

Extensible bit vectors (EBV)

An extensible bit vector (EBV) is a data structure with an extensible data range.

jeneral EBV may contain blocks of varying lengths, Tags and Interrogators manufacturediaccordin
nternational Standard shall use blocks of length 8 bits (EBV-8).

gnoring the extension bits.

fags and Interrogators shall use the EBV-8 word format specified in Table A%

Table A.1 — EBV-8 word format

0 0 | 0000000
1 0 |0000001
2" -1 127 0 [1111111
27 128 1 | 0000001%0 |[0000000
2 — 1 163831 |11111r¥|o [1111111
o4 16384 |1 |0000001 |1 [o0000000]0 |0000000

Because each block has 7 data bits available, the EBV-8 can represent numeric values between 0
block is appended to the EBV-8. In.this'manner, an EBV-8 can represent arbitrarily large values.

[his International Standard uses EBV-8 values to represent memory addresses and Mask Lengths.

An EBV is an array of blocks. Each block contains a single extension bit followed by a specific number of data
pits. If B represents the total number of bits in one block, then a block contains B — 1 data bits. Although a

j to this

The data value represented by an EBV is simply the bit string formed by the data bits\asread from lefttto-right,

and 127

ith a single block. To represent the value 128, the extension bit is set to 1 in the first block, and al second
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Annex B
(normative)

State-transition tables

B1C

State-transition Tables in sections B.2.1 to B.4.10 shall define a Tag’s response to Interrogator commands fof

the diffe
1. Passi
2. BAP
3. BAP
The terr

“slot” is
thata T

bntents

rent Tag types as follows:
ve PIE: see B.2

PIE: see B.3

Manchester: see B.4

n “handle” used in the state-transition tables is defined in 6.4.2.4.5; error eodes are defined in Annex |

the slot-counter output shown in Figure 19 and detailed in Annex J; “~*in the “Action” column meang
hg neither modifies its SL or inventoried flags nor backscatters a reply.

Within the tables, passive states and passive states shared by BARfare in lower case, whereas specifically
BAP stgtes have capitalized first letters.
B.2 State transition tables for passive
B.2.1 |Present state: Ready
Table B.1 —Ready state-transition table
Command Condition Action Next State
slot=0; matehing inventoried & SL flags backscatter new RN16 reply
Query? slot<>0; matching inventoried & SL flags - arbitrate
Otherwise - ready
QueryRep all - ready
QueryAdjust: all - ready
ACK all - ready
NAK all - ready
Reg—RMN af ready
Select all asse.zrt or de-?ssert SL, or ready
set inventoried to A or B
Read all - ready
Write all - ready
Kill all - ready
Lock all - ready
Access all - ready
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Command Condition Action Next State
BlockWrite all - ready
BlockErase all - ready

BlockPermalock all - ready
Invalid ® all - ready

@  Query starts a new round and may change the session. Query also instructs a Tag to load a new random value into

ite-slot counter

b “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parametefsiya

command with a CRC error, or any other command either not recognized or not executable by the Tag.

B.2.2 Present state: Arbitrate

Table B.2 — Arbitrate state-transition table

Command Condition Action Next State
slot=0; matching inventoried & SL flags backscatter new RN16 reply
Querya'b slot<>0; matching inventoried & SL flags - arbitrate
Otherwise - ready
slot=0 after decrementing slot counter backscatter new RN16 reply
QueryRep
slot<>0 after decrementing slot counter - arbitrate
b slot=0 backscatter new RN16 reply
QueryAdjust
slot<>0 - arbitrate
ACK all - arbitrate
NAK all - arbitrate
Req_RN all - arbitrate

Select all assert or de-assert SL, or read
set inventoried to A or B y

Read all - arbitrate
Write all - arbitrate

Kill all - arbitrate

Lock all - arbitrate
Access all - arbitrate
Erase all - arbitrate
BfockWite af arbitrate-
BlockErase all - arbitrate
BlockPermalock all - arbitrate
Invalid © all - arbitrate

@8  Query starts a new round and may change the session.
Query and QueryAdjust instruct a Tag to load a new random value into its slot counter.

“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than a Query) with a session parameter not matching that of the
inventory round currently in progress, or any other command either not recognized or not executable by the Tag.
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B.2.3 Present state: Reply

Table B.3 — Reply state-transition table

Command Condition Action Next State
slot=0; matching inventoried & SL flags backscatter new RN16 reply
Querya'b slot<>0; matching inventoried & SL flags - arbitrate
othrerwise = Teady
QueryRep all - arbitrate
b slot=0 backscatter new RN16 reply
QueryAdjust
slot<>0 - arbitrate
valid RN16 see Table 14 acknowledged
\CK
invalid RN16 - arbitrate
NAK all § arbitrate
Rdgq_RN all - arbitrate
Select all assert or de-assert SL, or read
set inventoried to A or B y
Read all - arbitrate
Write all - arbitrate
Kill all - arbitrate
lock all - arbitrate
Agcess all - arbitrate
BlogkWrite all - arbitrate
BlogkErase all - arbitrate
BlockFRermalock all - arbitrate
T fimeout See Figurg16-and Table 13 - arbitrate
Inyalid © all - reply
@ Qupry starts a new round and ray change the session.
Query and QueryAdjust.instruct a Tag to load a new random value into its slot counter.
¢ “Irjvalid” shall meap-an.erroneous command, an unsupported command, a command with invalid parameters, a command with
a CRC error, a comimand (other than a Query) with a session parameter not matching that of the inventory round currently in
progress, or any\other command either not recognized or not executable by the Tag.
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B.2.4 Present state: Acknowledged

Table B.4 — Acknowledged state-transition table

Command Condition Action Next State
backscatter new RN16;
slot=0; matching inventoried® & SL transition inventoried® from A—B or B—A if repl
flags and only if new session matches prior Ply
g . . b .
Querya"b slot<>0; matching inventoried® & SL transition |n\{entor|ed from A—B or B._’A i .
flaas and only if new session matches prior arbitrate
9 session
transition inventoried from A—B or B—A'if
otherwise and only if new session matches prior ready
session
QueryRep all transition inventoried from A—B.or B—A reariy
QueryAdjust all transition inventoried from’A—B or B—A rea|dy
valid RN16 see Table/14 acknow{ledged
ACK
invalid RN16 - arbi+ate
NAK all - arbitLate
valid RN16 & backscatter handle opeén
access password<>0 ——
Req_RN valid RN16 & backscatter handle secyred
access password=0 ——
invalid RN16 - acknowledged
Select all assert or de-assert SL, or read
set inventoried to A or B y
Read all - arbilf'ate
Write all - arbi+ate
Kill all - arbi+ate
Lock all - arbi+ate
Access all - arbi+ate
BlockWrite all - arbi+ate
BlockErase all - arbitLate
BlockPermal all B arbitrate
Qck
T2 timeout See Figure 16 and Table 13 - arbitrate
Invalid © all - acknowledged

@ Query starts a new round and may change the session. Query also instructs a Tag to load a new random value into its slot
counter.

b As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.

€ “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a
CRC error, a command (other than a Query) with a session parameter not matching that of the inventory round currently in
progress, or any other command either not recognized or not executable by the Tag.
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B.2.5 Present state: Open

Table B.5 — Open state-transition table

Command Condition Action Next State
backscattgr new RN16; transition
slot=0; matching inventoried® & SL flags |nventqr|ed from .A_’B or B-A '.f and reply
only if new session matches prior
session
Query2® , transition inventoried® from A—B or
y slot<>0; matching inventoried” & SL flags B—A if and only if new session matches arbitrate
prior session
transition inventoried from A—B or
otherwise B—A if and only if new session matches ready
prior session
QueryRe all transition inventoried from A—B or read
YREP B—A y
. transition inventoried from A—Bor
QueryAadjust all BoA ready
valid handle see Table 14 open
ACK]
invalid handle — arbitrate
NAK] all - arbitrate
valid handle backscatter new RN16 open
Req_RWN
invalid handle - open
Select all assert or de-assert SL, or read
set inventoried to A or B y
valid handle & valid memory access backscatter data and handle open
Read valid handle & invalid memory access backscatter error code open
invalid handle - open
valid handle & valid memory access backscatter handle when done open
Write] valid handle & invalid memory access backscatter error code open
invalid handle - open
valid handle & valid nonzero kill passwerd & Recom =0 backscatter handle when done killed
Kill valid handle & valid nonzero kill password & Recom <> 0 backscatter handle when done open
(see also valid handle & invalid.nenzero kill password - arbitrate
Figure 33) valid handle\& kill password=0 backscatter error code open
invalid handle - open
Lock| all - open
Accesk valid-handle & valid access password backscatter handle secured
(see al$o valid'handle & invalid access password - arbitrate
Figure 25) invalid handle - open
valid handle & valid memory access backscatter handle when done open
BlockWtite valid handle & invalid memory access backscatter error code open
invalid handle - open
valid handle & valid memory access backscatter handle when done open
BlockErase valid handle & invalid memory access backscatter error code open
invalid handle - open
BlockPermal all _ open
ock P
all, excluding valid commands interspersed between
Invalid 4 successive Kill or Access commands in a kill or access - open
sequence, respectively (see Figure 23 and Figure 25).
— All rights reserve
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Command Condition Action Next State
Otherwise valid commands, except Req_RN or Query,
interspersed between successive Kill or Access commands in .
) : ) - arbitrate
a kill or access sequence, respectively (see Figure 23
and Figure 25).
a Query starts a new round and may change the session. Query also instructs a Tag to load a new random value into its slot counter.
b  As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.
c Asdescribed in 6.4.2.11.3.4, if a Tag does not implement recommissioning then the Tag treats nonzero Recom bits as though Recom = 0.
d “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a CRC error, a
command (other than a Query) with a session parameter not matching that of the inventory round currently in progress, an otherwise valid
——Ccommand-interspersed-betweermsuccessive Ki-orAccess—commands e kittoraccess-sequence; respectivetyorany-ottrercommargither not
recognized or not executable by the Tag.
B.2.6 Present state: Secured
Table B.6 — Secured state-transition table
Command Condition Action Neit State
backscatter néew RN16; transition
slot=0; matching inventoried® & SL flags inventoried® from\A-5B or B—A if and only if reply
new session/matches prior session
Query®® i ogb - ]
slot<>0; matching inventoried® & SL flags transitiorvinventoried™ from A—B or BAf | gppitrate
and only(ifynew session matches prior session
. transition inventoried from A—B or B—A if
Otherwise . ) : . eady
and only if new session matches prior session
QueryRep All transition inventoried from A—B or B—A ready
QueryAdjust All transition inventoried from A—B or B—A eady
valid handle see Table 14 s¢cured
ACK - - i
invalid handle - arbitrate
NAK All - arbitrate
valid handle backscatter new RN16 se¢cured
Req_RN - -
invalid handle - secured
Select alf assert or de-assert SL, or ead
set inventoried to A or B y
valid handle.& Valid memory access backscatter data and handle sé¢cured
Read valid handle& invalid memory access backscatter error code s¢cured
invalid handle - se¢cured
valid-handle & valid memory access backscatter handle when done secured
Write valid handle & invalid memory access backscatter error code s¢cured
invalid handle - secured
valid handle & valid nonze(r)o kill password & Recom = backscatter handle when done Lilled
. valid handle & valid nonzero kill password & Recom <>
Kitl 0 backscatter handle when done sécured
(see'also
Figure 23) valid handle & invalid nonzero kill password - arbitrate
valid handle & kill password=0 backscatter error code secured
invalid handle - secured
valid handle & valid lock payload backscatter handle when done secured
Lock valid handle & invalid lock payload backscatter error code secured
invalid handle - secured
Access valid handle & valid access password backscatter handle secured
(see also valid handle & invalid access password - arbitrate
Figure 25) invalid handle - secured
valid handle & valid memory access backscatter handle when done secured
BlockWrite valid handle & invalid memory access backscatter error code secured
invalid handle - secured
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Command Condition Action Next State
valid handle & valid memory access backscatter handle when done secured
BlockErase valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle, valid payload, & Read/Lock = 0 backscatter permalock bits and handle secured
valid handle, invalid payload, & Read/Lock =0 backscatter error code secured
BlockPermalock valid handle, valid payload, & Read/Lock = 1 backscatter handle when done secured
valid handle, invalid payload, & Read/Lock = 1 backscatter error code secured
invalid handle — secured
all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or access - secured
sequence, respectively (see Figure 23 and Figure 25).
Invalid 9 Otherwise valid commands, except Req_RN or Query,
interspersed between successive Kill or Access .
; : . — arbitrate
commands in a kill or access sequence, respectively
(see Figure 23 and Figure 25).

Query starts a new round and may change the session. Query also instructs a Tag to load a new random value into itg"Slot counter.
As dgscribed in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.
As described in 6.4.2.11.3.4, if a Tag does not implement recommissioning then the Tag treats nonzero Recom bits,as though Recom = 0.

“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, ‘a command with a CRC error, a
cominand (other than a Query) with a session parameter not matching that of the inventory round curtently in progress, an otherwise valid
cominand interspersed between successive Kill or Access commands in a kill or access sequence, respectively; or any other command either not
reco@inized or not executable by the Tag.

o 0 T o

B.2.7 |Present state: Killed

Table B.7 — Killed state-transition table

Command Condition Action Next State
Query all - killed
QueryRep all - killed
QueryAdjust all - killed
ACK all - killed
NAK all - killed
Req_RN all - killed
Seleet all - killed
Read all - killed
Write all - killed
Kill all - killed
Lock all - killed
Access all - killed
BlockWrite all - killed
BlockErase all - killed
BlockPermalock all - killed
Invalid 2 all - killed
@  “Invalid” shall mean an erroneous command, an unsupported command, a command
with invalid parameters, a command with a CRC error, or any other command either
not recognized or not executable by the Tag.
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Table B.8 — sleep state-transition table

Command Condition Action Next State
NA Sleep timer expires - staItI:ftSIn Iiosrten
battery ready

N/A RF detected by optional sleep mode detector - or stateful
battery'ready

B.3.2 Present state:

low power listen

Table B.9 — low power listen state-transition table

Command Condition Action Next State
: battery ready

N/A RF detected by low power listen mode _ or stateful
detector battery ready

B.3.3 Present state: listen or stateful listen

Table B.10 — listen or stateful listen state-transition table

Command

Condition

Action

Next State

N/A

RF detectedWwithin time LT

battery ready
or stateful
battery read

y
stateful sledp

N/A

No RFE detected within time LT

or stateful Igw
power listen

B.3.4 Present state: stateful sleep or stateful low power listen

Table B.11 — stateful sleep or stateful low power listen state-transition table

Command Condition Action Next Statef
. . listen or
N/A sleep timer expires - stateful IistJn
. . . sleep or low
N/A Persistence timers all expire - power listef
N/A RF detected by optional sleep mode detector ~ bztrtigtﬁﬁ?y
or low power listen mode detector battery ready
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B.3.5 Present state: battery ready

Table B.12 — battery ready state-transition table

Command Condition Action Next State
a slot=0; matching inventoried & SL flags backscatter new RN16 reply
Flec))(ueQnL/Je’ryd slot<>0; matching inventoried & SL flags - arbitrate
- Otherwise — battery ready
QueryRep all — battery ready
QuelyAdjust all — battery ready
ACK all — battery ready:.
NAK all — battery ready
Rdq RN all — battery ready
assert or de-assert SL, or
Sglect al set inventoried to A or B battery ready
Read all — battery ready
Write all — battery ready
Kill all — battery ready
Kock all — battery ready
Agcess all — battery ready
BlogkWrite all — battery ready
BlogkErase all — battery ready
BlockRermalock all — battery ready
HandleSensor all — battery ready
BroadcastSync all — battery ready
INAQT_T Cor stateful sleep or
(Select|ve) Global BAP Tag supports Battery Saver Mode - stateful low power
Tifneout listen
INAQT_T © or BAP Tag does not support Battery Saver battery ready or
(Select|ve) Global -
) Mode stateful battery ready
Tifneout
Inyalid all — battery ready
@  Qudry starts a new round and may change the“\session. Query also instructs a tag to load a new random value into Its Slot
Counter.
b “Invflid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a
CRC¢ error, or any other command either hot recognized or not executable by the tag.
€ Details about these timers can be found.in sub-clauses 7.3.2.2 and 7.3.2.3.
d  Assfimes Tag Type Select field matches criteria, otherwise this command is ignored.
B.3.6 |Present state: Arbitrate
Table B.13 — Arbitrate state-transition table
Cgmmand Condition Action Next State ||
- slot=0: matching inventoried & Sl flags hackscatter new BN16 reply
Query™, slot<>0; matching inventoried & SL flags - arbitrate
Flex_Query* -
otherwise - battery ready
slot=0 after decrementing slot counter backscatter new RN16 reply
QueryRep - -
slot<>0 after decrementing slot counter — arbitrate
. b slot=0 backscatter new RN16 reply
QueryAdjust slot<>0 — arbitrate
ACK all — arbitrate
NAK all — arbitrate
Req RN all — arbitrate
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Command Condition Action Next State
Select Al assert or de-assert SL, or battery ready
set inventoried to A or B
Read All — arbitrate
Write all — arbitrate
Kill all — arbitrate
Lock all — arbitrate
Access all — arbitrate
Erase all — arbitrate
BlockWrite all — arbitrake
BlockErase all — arbitrake
BlockPermalock all — arbitrahe
HandleSensor all — arbitrahe
BroadcastSync all — arbitrate
INACT T or stateful sl¢ep or
(Selective) Global BAP Tag supports Battery Saver Mode - stateful low|power
Timeout listen
INACT_T or battery regdy or
(Selective?Global BAP Tag does not support Battery Saver \ statexl b}ttséry
Timeout Mode read
Invalid © all - arbitrale

Query starts a new round and may change the session.
Query and QueryAdjust instruct a tag to load a new random value into its slet counter.

€ “Invalid” shall mean an erroneous command, an unsupported commanda’command with invalid parameters, a commanfl with a
CRC error, a command (other than a Query) with a session paraméter not matching that of the inventory round curfently in
progress, or any other command either not recognized or not executable by the tag.

d  Assumes tag type select field matches criteria, otherwise this command is ignored.
B.3.7 Present state: Reply
Table'B:14 — Reply state-transition table
Command Condition Action Next State
slot=0; matching inventoried & SL flags backscatter new RN16 reply
Queny™®, . L . .
Flex_Que ryd slot<>Q; matching inventoried & SL flags - arbitrpte
Otherwise - battery ready
QueryRep All - arbitrate
Y slot=0 backscatter new RN16 reply
QueryAdiist
slot<>0 - arbitrPte
valid RN16 see Table 14 acknowleged
ACK
mvatidt RNG = arbitrate
NAK all - arbitrate
Req_RN All - arbitrate
assert or de-assert SL, or
Select Al set inventoried to A or B battery ready
Read All - arbitrate
Write All - arbitrate
Kill All - arbitrate
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Command Condition Action Next State
Lock All - arbitrate
Access All - arbitrate
BlockWrite All - arbitrate
BlockErase All - arbitrate
BlockPermalock All - arbitrate
HandjeSensor All - arbitrate
BroadcastSync All - reply
T fimeout See Figure 16 and Table 13 - arbitrate
Inyalid © All - reply
Query starts a new round and may change the session.
Query and QueryAdjust instruct a tag to load a new random value into its slot counter.
€ “Inyalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with
a ¢RC error, a command (other than a Query) with a session parameter not matching that of the‘inventory round currently in
prdgress, or any other command either not recognized or not executable by the tag.
d  Asgumes tag type select field matches criteria, otherwise this command is ignored.
B.3.8 |Present state: Acknowledged
Table B.15 — Acknowledged state-transition table
Command Condition Action Next State
backscatter new RN16;
slot=0; matching inventoried® & SL | transition inventoried? from A—B or B—A if reol
flags and only if new session matches prior Py
session
g - - b .
Quety?, slot<>0: matching inventoricd? & SL transition |n\(entor|ed from A—Bor B.—>A if .
Flex_Q ueryd flaas and only if new session matches prior arbitrate
9 session
transition inventoried from A—B or B—A if
otherwise and only if new session matches prior Battery ready
session
QueryRep all transition inventoried from A—B or B—A Battery ready
Queryf\djust all transition inventoried from A—B or B—A Battery ready
valid RN16 see Table 14 acknowledged
AdK
invalid RN16 - arbitrate
NAK all = arhitrate |
valid RN16 & backscatter handle open
access password<>0
Req_RN valid RN16 & backscatter handle secured
access password=0
invalid RN16 - acknowledged
assert or de-assert SL, or
Select all set inventoried to A or B battery ready
Read all - arbitrate
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Command Condition Action Next State

Write all - arbitrate

Kill all - arbitrate

Lock all - arbitrate

Access all - arbitrate

BlockWrite all - arbitrate

BlockErase all - arbi+ate

BlockPirmaloc all _ arbi+ate

HandleSensor all - arbi+ate
BroadcastSync all - acknow{ledged

T, timeout See Figure 16 and Table 13 - arbi+ate
Invalid © all - acknowlledged

counter.

Query starts a new round and may change the session. Query also instructs a Tag to load a new random value intq

As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.

“Invalid” shall mean an erroneous command, an unsupported command, a,command with invalid parameters, a commarid with a
CRC error, a command (other than a Query) with a session parameter riot matching that of the inventory round curently in
progress, or any other command either not recognized or not executable,by/the Tag.

Assumes Tag Type Select field matches criteria, otherwise this command is ignored.

its slot

B.3.9 Present state: Open

Table B.16 —<Open state-transition table

Command Condition Action Next State
backscatter new RN16; transition
slot=0; matching inventoried® & SL flags inventoried® from A—B or B—A if and only if reply
new session matches prior session
Query’, e b :
Flex_Query slot<>0; matehing inventoried® & SL flags transition inventoried™ from A—B or B-A if arbitrpte
and only if new session matches prior session
otherwise transition inventoried from A—B or B—A if battery fead
and only if new session matches prior session y y
QueryRep all transition inventoried from A—B or B—A battery ready
QueryAdjust all transition inventoried from A—B or B—A battery ready
valid handle see Table 14 opep
ACK - - i
invalid handle - arbltrlalte
NAK all - arbitrpte
valid handle backscatter new RN16 opeh
Req_RN - -
invalid handle - opeh
assert or de-assert SL, or
Select all set inventoried to A or B battery ready
valid handle & valid memory access backscatter data and handle open
Read valid handle & invalid memory access backscatter error code open
invalid handle - open
valid handle & valid memory access backscatter handle when done open
Write valid handle & invalid memory access backscatter error code open
invalid handle — open
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Command Condition Action Next State
valid handle & valid nonz_ero kill password & backscatter handle when done killed
Recom =0
. valid handle & valid nonzero kill password &
Kill Recom <> 0 backscatter handle when done open
(see also e—
Figure 23) valid handle & invalid nonzero kill password - arbitrate
valid handle & kill password=0 backscatter error code open
invalid handle - open
Lock all — open
Access valid handle & valid access password backscatter handle secured
(see Blso valid handle & invalid access password - arbitrate
Figure 25) invalid handle - open
valid handle & valid memory access backscatter handle when done open
BlockWrite valid handle & invalid memory access backscatter error code open
invalid handle - open
valid handle & valid memory access backscatter handle when done open
Blockkrase valid handle & invalid memory access backscatter error code open
invalid handle - open
BlockPefmalock all - open
. . backscatter header = 0, response code and open
valid handle & valid command payload handle when internal processing done
Handlepensor . . . backscatter header = 1, error code open
valid handle & invalid command payload (see AGiex1) and handle
invalid handle - open
BroadcdstSync all - open
INACT| T or stateful sleep or
(Selegtive) BAP Tag supports Battery Saver Mode - stateful_ low power
Global Tlimeout listen
INACT| T or battery ready or
(Selegtive) | BAP Tag does not support Battery Saver-Mode - stateful battery
Global Timeout ready
all, excluding valid commands interspersed
between successive Kill or Aecess commands
in a kill or access sequence, respectively - open
(see Figure 23-and’'Figure 25).
Invalid @ Otherwise valid commands, except Req_RN or
Query, interspersed-between successive Kill or
Access.commands in a kill or access - arbitrate
sequence,respectively (see Figure 23
and Figure 25).

a Query starts a new round.and may change the session. Query also instructs a Tag to load a new random value into its slot counter.

b  As dgscribed in 6:4.28; a Tag transitions its inventoried flag prior to evaluating the condition.

¢ As d¢scribed in6-4.2.11.3.4, if a Tag does not implement recommissioning then the Tag treats nonzero Recom bits as though Recom = 0.

d “Invalid” shall{mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a CRC error, a
commnand_(other than a Query) with a session parameter not matching that of the inventory round currently in progress, or any other command
eithel nat.recognized or not executable by the Tag.

€ Assumes Tag Type Select field matches criteria, otherwise this command is ignored.
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B.3.10 Present state: Secured

Table B.17 — Secured state-transition table

Command Condition Action Next State
backscatter new RN16; transition
slot=0; matching inventoried® & SL flags inventoried® from A—B or B—A if and only if reply
new session matches prior session
Query?®, — b _
Flex Quen/ Lin R P transition inventoried” from A—B or B—A if arbitrate
SR TS TR S R Y and only if new session matches prior session
. transition inventoried from A—B or B—A if
otherwise . ) : . eady
and only if new session matches prior session
QueryRep all transition inventoried from A—B or B:=A ready
QueryAdjust all transition inventoried from A—B or'B—A eady
valid handle see Table 14 s¢cured
ACK - - i
invalid handle - arbitrate
NAK all - afbitrate
valid handle backscatter-new RN16 secured
Req_RN - -
invalid handle - secured
Select all asgertor de-assert SL, or ead
set inventoried to A or B y
valid handle & valid memory access backscatter data and handle sé¢cured
Read valid handle & invalid memory access backscatter error code s¢cured
invalid handle - se¢cured
valid handle & valid memory access backscatter handle when done secured
Write valid handle & invalid memory access backscatter error code s¢cured
invalid handle - secured
valid handle & valid nonze(r)o kill password.& Recom = backscatter handle when done Lilled
. valid handle & valid nonzero kill password & Recom <>
Kill 0 backscatter handle when done sécured
(see also
Figure 23) valid handle & invalid nonzero kill password - arbitrate
valid handle~&*kill password=0 backscatter error code secured
invalid handle - se¢cured
valid handle & valid lock payload backscatter handle when done secured
Lock valid\handle & invalid lock payload backscatter error code s¢cured
invalid handle - secured
Access vdlid handle & valid access password backscatter handle se¢cured
(see also valid handle & invalid access password - arbitrate
Figure 25) invalid handle - secured
valid handle & valid memory access backscatter handle when done s¢cured
BlockWrite valid handle & invalid memory access backscatter error code se¢cured
invalid handle - secured
valid handle & valid memory access backscatter handle when done se¢cured
BlockErase valid-handie-&-invalid-memor-access backseatterorrorcode secured
invalid handle - secured
valid handle, valid payload, & Read/Lock =0 backscatter permalock bits and handle secured
valid handle, invalid payload, & Read/Lock =0 backscatter error code secured
BlockPermalock valid handle, valid payload, & Read/Lock = 1 backscatter handle when done secured
valid handle, invalid payload, & Read/Lock = 1 backscatter error code secured
invalid handle - secured
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Command Condition Action Next State

backscatter header = 0, response code and secured

valid handle & valid command payload handle when internal processing done

backscatter header = 1, error code secured
HandleSensor valid handle & invalid command payload
(see Annex |) and handle
secured
invalid handle -

BroadcastSync all - secured

INACT_T or stateful

P sleeplor
(Selegtive) BAP Tag supports Battery Saver Mode - statefSI low
Global Timeout powerdisten

battery

|NACT_T or ready or

(Selegtive) BAP Tag does not support Battery Saver Mode - stateful

Global Timeout battery

ready

all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or access - secured
sequence, respectively (see Figure 23 and Figure 25).

Invalid @ Otherwise valid commands, except Req_RN or Query,
interspersed between successive Kill or Access
commands in a kill or access sequence, respectively
(see Figure 23 and Figure 25).

= arbitrate

Query starts a new round and may change the session. Query also instructs a Tag to load a,new random value into its slot counter.
As dgscribed in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition’
As described in 6.4.2.11.3.4, if a Tag does not implement recommissioning then the Tag treats nonzero Recom bits as though Recom = 0.

“Invalid” shall mean an erroneous command, an unsupported command, a command-with invalid parameters, a command with a CRC error, a
comrnand (other than a Query) with a session parameter not matching that of,the inventory round currently in progress, an otherwise valid
commnand interspersed between successive Kill or Access commands in a kill or'aécess sequence, respectively; or any other command either not
recognized or not executable by the Tag.

€ Assufnes Tag Type Select field matches criteria, otherwise this command is ignored.

o 0 T o
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Table B.18 — Killed state-transition table

Command Condition Action Next State
Query, Flex Query all — killed
QueryRep all — killed
QueryAdjust all — killed
ACK all — killed
NAK att = kitted
Req RN all — killed
Select all — killed
Read all — killed
Write all — killed
Kill all - killed
Lock all - killed
Access all — killed
BlockWrite all — killed
BlockErase all — killed
BlockPermalock all — killed
HandleSensor all — killed
BroadcastSync all — killed
INACT_T or (Selective) BAP Tag supports _ killed
Global Timeout Battery Saver Mode
INACT T or (Selective) | DA+ 129 does not .
Global Timeout support Battery Saver - killed
Mode
Invalid @ all - killed
2  “Invalid” shall mean an erroneous eommand, an unsupported command, a command with
invalid parameters, a command with<@ CRC error, or any other command either not recognized
or not executable by the Tag.

B.4 State transition tables for BAP Manchester

B.4.1 Present state:\Hibernate

Table B.19 — Hibernate state-transition table

Command Condition Action Next State
Activation L

activation
command all - code checl
preamble
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B.4.2 Present state: Activation code check

Table B.20 — Activation code check state-transition table

Command Condition Action Next State
o Invalid Activation Mask - §tatefu|
Short Activation hibernate
command Valid Activation Mask or Wildcard (Wildcard Clear all timers, set inventoried flags to A, battery
authorized) deassert SL ready
Lovalid Aot ot Macl stateful
trvalic-holvation Mack hibernate
Va_hd AC“L”.M""S" or W|IQCard (W|Idcard . Clear all timers, set inventoried flags to A, battery
authorized), matching flag criteria, Session Locking
o deassert SL ready
Long Adfivation OFF
command Valid Activation Mask or Wildcard (Wildcard Datte
authorized), matching flag criteria, Session Locking Program activating Session timeout timer ry
L ready
ON or Interrogator locking in effect
Valid Activation Mask or Wildcard (Wildcard _ stateful
authorized), mismatching flag criteria hibernate
. . Set that flag to A as soon,as_current activation
NA Flag timer expires .
operations allow code check
B.4.3 [Present state: Stateful Hibernate
Table B.21 — Stateful Hibernate state-transition table
Commar|d/Event Condition Action Next State
all timers expired - hibernate
Check flgg timers . ) stateful
at least one flag timer active - hi
ibernate
Activation e
activation
comnpand all -
code check
preamble
. . Set that flag to A as soon as current stateful
N/A flag timer expires . .
operations allow hibernate
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Battery Ready
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Table B.22 — Battery Ready state-transition table

Command/Event Condition Action Next State
Manufacturer option to ignore
or “re-activate”. If re-activation
supported, then set
- - H tori d flaato A fortho
Activation command . N ) activation
reamble all active battery ready session, codb chack
P deassert SL, and go to
hibernate mode/activation
code check state
Query_BAT? slot=0; matching r';ﬁg;?;::d & SL flags and backscatter new,RN16 reply
(Short Activation or
ivati i lot<>0; hing i i L fl
Long A.ct|vat|0n. with | slot<>0; matching |r.1v.entor|ed & SL flags and g arbitrate
Session Locking mini-select
OFF) Otherwise - battery reilady
Matching Interrogator ID (if Interrogator
locking is in effect), slot=0; matching
activating session inventoried & SL flags and backscatter new RN16 reply
Query BAT? mini-select
(Long Activation with Matching Interrogator ID (if Interrogator
Session Locking ON) locking is in effect), slot<>0; maiching .
s S . - arbitrafe
activating session inventoried &SL flags and
mini-select
Otherwise - battery re|ady
QueryRep all - battery relady
QueryAdjust all - battery relady
ACK all - battery relady
NAK all - battery re|ady
Req_RN all - battery reLady
Select (Short
ACtIV?tIO.n or I_.ong assert or de-assert SL, or
Activation-with all . . battery reflady
. . set inventoried to A or B
Session l2ocking
OFF)
Matching Interrogator ID (if Interrogator assert or de-assert SL, or
Select (Long locking is in effect), matching activating set activating session | battery refady
Activation with session, or Target is SL inventoried to A or B
Session Locking ON) i
Otherwise — battery ready
all
Read - battery ready
. all
Write - battery ready
. all
Kill - battery ready
all
Lock - battery ready
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Command/Event Condition Action Next State
all
Access - battery ready
. all
BlockWrite - battery ready
all
BlockErase - battery ready
all
BfockPermalock — battery ready
all
Broadcast ID - battery ready
all
Next - battery ready
Matching Interrogator ID (if Interrogator
locking is in effect), matching activating B stateful
session (if session locking is in effect), hibernate
matching inventoried & SL flags, Override=0
Matching Interrogator ID (if Interrogator Setinventoried flags to A, stateful
T . deassert Sk, and clear .
locking is in effect), Override=1 . hibernate
timers
Deactivate BAT Matching Interrogator ID (if Interrogator
- locking is in effect), matching activating
session (if session locking is in effect), - battery ready
mismatching inventoried or SL flags,
Override=0
Mismatching Interrogator ID (if Interrogator
locking is in effect), mismatching-activating
. . ) L O\ - battery ready
session (if session locking is\in effect),
Override=0
Set inventoried flags to A,
. stateful
Multirate_Reset all deassert SL, and clear .
. hibernate
timers
Flag timer expires all Set that flag to A as soon battery ready
as current operations allow
Set active session flag to A
(Selective) Global all and clear active session stateful
Timeout or INACT_T flag timeout timer, hibernate
SL—-~SL
HandleSensor: all - battery ready
BroadcastSync all - battery ready
OpRegister
Bead/Write all - battery ready
Invalid ® all - battery ready

@ Query BAT starts a new round and may change the session. Query BAT also instructs a Tag to load a new random
value into its slot counter.

“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, or any other command either not recognized or not executable by the Tag.

b
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B.4.5 Present state: Arbitrate
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Table B.23 — Arbitrate state-transition table

Command Condition Action Next State
Manufacturer option to ignore
or “re-activate”. If re-activation
.. supported, then set
ACtIVat/OZ ” toried Flag oA forthe. acti H n
C?Z;Tnabr:e a active battery ready session, code check
P deassert SL, and go to
hibernate mode/activation
code check state
Query BAT®® slot=0; matching :;ﬁig:;;d & SL flags and backscatter new RN16 reply
(Short Activation or
Long Activation with | slot<>0; matching inventoried & SL flags and 3 arbitrath
Session Locking mini-select i
OFF) Otherwise < battery ready
Matching Interrogator ID (if Interrogator
locking is in effect), slot=0; matching activating
session inventoried & SL flags and mini- Rackscatter new RN16 reply
Query BAT®" select
(Lo.ng ACt'V?t'on Matching Interrogator ID (if Interrogator
with Sesswn locking is in effect), slot<>0; matching 3 arbitrath
Locking ON) activating session inventoried & Sk flags and i
mini-select
Otherwise - arbitrate
Matching InterrogatoiID (if Interrogator
locking is in effect), slot=0 after decrementing backscatter new RN16 reply
slot'counter
QueryRep : :
Matching Infefrogator ID (if Interrogator
locking/is in effect), slot<>0 after - arbitrate
decrementing slot counter
Matching Interrogator ID (if Interrogator
locking is in effect), slot=0 backscatter new RN16 reply
, b : :
QueryAdjust Matching I.nte'rro.gator ID (if Interrogator _ arbitrate
locking is in effect), slot<>0
Otherwise - arbitrate
ACK all - arbitrate
NAK all - arbitratg
Req_RN all - arbitrate
Select (Short
Activation or Long assert or de-assert SL, or
Activation with all ’ battery ready

Session Locking
OFF)

set inventoried to A or B

Select (Long
Activation with
Session Locking
ON)

Matching Interrogator ID (if Interrogator
locking is in effect), matching activating
session, or Target is SL

assert or de-assert SL, or
set activating session
inventoriedto Aor B

battery ready

Otherwise

arbitrate

Read

all

arbitrate
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Command Condition Action Next State
Write all - arbitrate
Kill all - arbitrate
Lock all - arbitrate
Access all - arbitrate
Erase all - arbitrate
BlockWrite all - arbitrate
BlockErase all - arbitrate
BfockPermalock all - arhitrate
Broadcast ID all - arbitrate
Next all - arbitrate
Matching Interrogator ID (if Interrogator
locking is in effect), matching activating : stateful
session (if session locking is in effect), hibernate
matching inventoried & SL flags, Override=0
. . Set inventoried flags to A,
Matching Interrogator ID (if Interrogator 9 stateful
C . deassert SL, and clear .
locking is in effect), Override=1 f hibernate
Dleactivate BAT Imers
Matching Interrogator ID (if Interrogator
locking is in effect), matching activating
session (if session locking is in effect); - battery ready
mismatching inventoried or SL flags,
Override=0
otherwise - arbitrate
Set inventoried flags to A,
. stateful
Multirate Reset all deassert SL, and clear )
- . hibernate
timers
. . Set that flag to A as soon .
Flag timer expires all . arbitrate
as current operations allow
. Set active session flag to A
(Sklective) Global ) 9
. and clear active session stateful
Timeout or all . . .
INACT T flag timeout timer, hibernate
SL—->~SL
HandleSensor all - arbitrate
BroadcastSync all - arbitrate
OpRegister
. all - i
Read/MWrite arbitrate
avalid C all arbitrate.
@ Query_BAT starts a new round and may change the session.
b Query_BAT and QueryAdjust instruct a Tag to load a new random value into its slot counter.
€ “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_BAT or Deactivate_BAT) with a session parameter not
matching that of the inventory round currently in progress, or any other command either not recognized or not
executable by the Tag.
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B.4.6 Present state: Reply
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Table B.24 — Reply state-transition table

Command Condition Action Next State
Manufacturer option to ignore or “re-
activate”. If re-activation supported,
Activation command then set inventoried flag to A for the | activation code
pronmhln all active haH‘c\ry raaAy bnobir\n7 deassart hock
SL, and go to hibernate
mode/activation code check state
Query BA TaP slot=0; matc::g ::i‘r’f;;?;gd & SL flags backscatter new RN16 reply
(Short Activation or
Long Activation with | slot<>0; matching inventoried & SL flags _ arbitrhte
Session Locking and mini-select
OFF) otherwise - battery ready
Matching Interrogator ID (if Interrogator
locking is in effect), slot=0; matching
activating session inventoried & SL flags backscqtiyt new RN16 reply
Query BAT®® and mini-select
(Lopg ACt'V?t'on Matching Interrogator ID (if Interrogator
with Sessmn locking is in effect), slot<>0; matching _ bitrht
Locking ON) activating session inventoried & SL flags arbitrate
and mini-select
Otherwise - reply
Matching Interrogator ID (if Interrogator .
QueryRep locking is in effect) - arbitrpte
otherwise - reply
Matching Interrogator\D (if Interrogator
Iogcking is ?n effect)( slot=0 9 backscatter new RN16 reply
QueryAdjust b Matching Interrdgator ID (if Interrogator : rbitrht
locking is in effect), slot<>0 arbitrate
Otherwise - reply
. see Table 14, Backscatter SSD if
ACK valid RN16 authorized (see 8.5.1) acknowledged
invalid RN16 - reply
Matching Interrogator ID (if Interrogator _ bitrht
NAK locking is in effect) arbitrate
Otherwise - reply
Req RN all - arbitrate
Sefect (Short
N actuaton wih al assertor de-assert SLor |y oy
Session Locking set inventoried to A or B i 4
OFF)
Select (Long Matching Interrogator ID (if Interrogator assert or de-assert SL, or
Activation with locking is in effect), matching activating | set activating session inventoried | battery ready
Session Locking session, or Target is SL toAorB
ON) Otherwise - reply
Read all - arbitrate
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Command Condition Action Next State

Write all - arbitrate

Kill all - arbitrate

Lock all - arbitrate

Access all - arbitrate

BlockWrite all - arbitrate

BlpckErase all - arbitrate

BlockPermalock all - arbitrate
Brgadcast ID all - reply
Next all - reply

Matching Interrogator ID (if Interrogator

locking is in effect), matching activating

session (if session locking is in effect), - stateful hibernate

matching inventoried & SL flags,
Override=0

Matching Interrogator ID (if Interrogator Set inventoried.flags to A,

Deadtivate BAT locking is in effect), Override=1 deassert SL,@nd clear timers stateful hibernate

Matching Interrogator ID (if Interrogator
locking is in effect), matching activating

session (if session locking is in effect), - battery ready
mismatching inventoried or SL flags,
Override=0
otherwise - reply
Multlrate_Reset all Set inventoried flags to A, stateful hibernate

deassert SL, and clear timers

Set that flag to A as soon as

Flag §mer expires all current operations allow reply
T4 timeout See Figure 16.and Table 13 - arbitrate
HardleSensor all - arbitrate

BrogdcastSync all - reply
gﬁ :j/%‘i;l;g all - arbitrate

Invalid © all - reply

@ Qupry_BAT starts\a new round and may change the session.
Query_BAT.and"QueryAdjust instruct a Tag to load a new random value into its slot counter.

€ “Irjvalid’ shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with
a [CRC ‘erfor, a command (other than Query BAT or Deactivate_BAT ) with a session parameter not matching that of the
inyentory round currently in progress, or any other command either not recognized or not executable by the Tag.
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B.4.7 Present state: Acknowledged
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Table B.25 — Acknowledged state-transition table

Session Locking

flags and mini-select

session

Command Condition Action Next State
Manufacturer option to ignore or “re-activate”. If
Activation re-activation supported, then set inventoried flag L
] . activation code
command all to A for the active battery ready session, deassert
preamble SL, and go to hibernate mode/activation code check
check state
backscatter new RN16;
slot=0; matching inventoried® & SL | transition inventoried® from A—B or B—A if
Query BAT? flags and mini-select and only if new session matches prior regly
(Short Activation session
or L.ong . slot<>0: matching inventoried® & SL transition in\{entoriedb from A—Bor B.—+A if _
Activation with and only if new session matches'\prior arbitfate

OFF) transition inventoried from A=B or B—A if
otherwise and only if new session‘miatches prior battery| ready
session
Matching Interrogator ID (if
Interrogator.locklng is _|n effect?, backscatter new RN16:
slot=0; matching activating session e . S regly
. . b - transition inventoried® from A—B or B—A
a inventoried® & SL flags and mini-
Query_BAT select
('-°T‘9 Act|v§t|on Matching Interrogator ID (if
with Session Interrogator locking is in effect), _
Locking ON) . . -~ . backscatter new RN16; .
slot<>0; matching activating session . . b arbitrate
: < 1b - transition inventoried® from A—B or B—A
inventoried® & SL flags and mini-
select
otherwise - acknowjedged
Matching Inter!'og:.;\tqr D-(if transition inventoried from A—B or B—A battery|ready
QueryRep Interrogator locking isNn effect)
otherwise - acknowjedged
Matching Interroggtqr ID (it transition inventoried from A—B or B—A battery|ready
QueryAdjust Interrogatorlocking is in effect)
otherwise - acknowjedged
valid RN16 see Table 14, Backscatter SSD if authorized acknowfedged
ACK (see 8.5.1)
invalid RN16 - arbitrate
Matching Inter.roggtc?r ID (if 3 arbitLate
NAK Interrogator locking is in effect)

access password=0

otherwise - acknow]edged
alid RN16
val & backscatter handle open
access password<>0
Ret—RN valid RN16 &
EH_Y backscatter handle secured

invalid RN16 - acknowledged
Select (Short
Actlvatlgn o.r assert or de-assert SL, or
Long Activation all . . battery ready
. . set inventoried to A or B
with Session
Locking OFF)
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Activation with
Session Locking

Interrogator locking is in effect),
matching activating session, or

set activating session inventoried to A or B

Command Condition Action Next State
Matching Interrogator ID (if
Select (Long assert or de-assert SL, or

battery ready

Target is SL

ON) Otherwise - acknowledged
Read all - arbitrate
Write all - arbitrate
Hill all - arbitrate
Lqck all - arbitrate
Acgess all - arbitrate
BlochkWrite all - drbitrate
BlocKErase all - arbitrate
BlockPgrmalock all - arbitrate

Broadtast ID all - acknowledged

valid RN16 Backscatter RN16 stateful hibernate
Npxt invalid RN16 - acknowledged

Deactivate BAT

Matching Interrogator ID (if
Interrogator locking is in effect),
matching activating session (if

session locking is in effect),

matching inventoried & SL flags,
Override=0

stateful hibernate

Matching Interrogator ID (if
Interrogator locking is in effect),
Override=1

Set inventoried flags to A, deassert SL, and
clear timers

stateful hibernate

Matching Interrogator ID (if
Interrogator locking is in effect),
matching activating session (if

session locking is in effect)y
mismatching inventoried or'SL

flags, Override=0

battery ready

otherwise - acknowledged
Multirate _Reset all Set inventoried flags t.o A, deassert SL, and stateful hibernate
clear timers
Flag|timer Set that flag to A as soon as current
. all . acknowledged
exgires operations allow
T, timeout See Figure 16 and Table 13 - arbitrate
HandlgSensor all - arbitrate
BroadchstSync. all - acknowledged
OpRagister .
ReadWite all - arbitrate
Invalid® all - acknowledged

slot counter.

b As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.
¢ “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a
CRC error, a command (other than Query_BAT or Deactivate_BAT) with a session parameter not matching that of the inventory
round currently in progress, or any other command either not recognized or not executable by the Tag.

@  Query_BAT starts a new round and may change the session. Query BAT also instructs a Tag to load a new random value into its
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B.4.8 Present state: Open

ISO/IEC 18000-63:2013(E)

Table B.26 — Open state-transition table

Locking OFF)

Command Condition Action Next State
Manufacturer option to ignore or “re-activate”.
Activation If re-activation supported, then set
Command all inventoried flag to A for the active battery activation code
Preamble ready session, deassert SL, and go to check
hibernate mode/activation code check
state
slot=0; matching inventoried® & SL flags |. Da(.:Kg;duer e, Ira”.bmon .
Query BAT? and mini-select inventoried f['om A—Bor B.—>A if aqd only if reply
(Short Activation new session matches prior session
or Long Activation | slot<>0; matching inventoried® & SL flags | transition inventoried® from A—B or B—A if arbitrate
with Session and mini-select

and only if new session matches prior session

otherwise

transition inventoried from A—B or B—Af
and only if new session matches prior session

battery feady

Matching Interrogator ID (if Interrogator
locking is in effect), slot=0; matching

backscatter new RN16;

Session Locking
OFF)

activating session inventoried? & SL flags | transition inventoried? from A—B or B—A reey
Query_BAT? and mini-select
(Long Activation Matching Interrogator ID (if Interrogator
with Session locking is in effect), slot<>0; matching backscatter hew RN16; .
Locking ON) o L . b o foy arbitrpte
activating session inventoried~ & SL flags | transition inventoried® from A—B or B—A
and mini-select
otherwise — open
Matching Inter_roggto_r ID (if Interrogator transitioh inventoried from A—B or B—A battery ready
QueryRep locking is in effect)
otherwise — opeh
QueryAdjust Matching Ilnot S:irr?g?;oi;Ig)ﬁ(;fcl?terrogator transition inventoried from A—B or B—A battery ready
otherwise — opeh
valid handle see Table 14, Backscatter SSD if authorized opeh
ACK - -
invalid handle — opeh
Matching Interrogator ID (if Interrogator .
NAK § Iocking is in eff(ect) 5 - a’b't+te
otherwise — opeh
valid handle backscatter new RN16 opeh
Req_RN invalid handlé — opeh
Select (Short
Activation or Long
Activation with all assert or de-assert SL, or battery feady

set inventoried to A or B

Select (Long
Activation with
Session Locking

Matching-interrogator ID (if Interrogator
locking'is in effect), matching activating
session, or Target is SL

assert or de-assert SL, or
set activating session inventoried to A or B

battery ready

ON) Otherwise — opeh

valid handle & valid memory access backscatter data and handle opeh

Read valid handle & invalid memory access backscatter error code opeh

invalid handle — opeh

valid handle & valid memory access backscatter handle when done opeh

Wirite valid handle & invalid memory access backscatter error code opeh

invalid handle — opeh

valid handle & valid nonzero kill password & backscatier handle when done kiqu

Recom = 0
Kill valid handle & valid nonzero kill password &

(see also Recom <> 0 backscatter handle when done open
Figure 23) valid handle & invalid nonzero kill password — arbitrate

valid handle & kill password=0 backscatter error code open

invalid handle — open

Lock all — open
Access valid handle & valid access password backscatter handle secured
(see also valid handle & invalid access password — arbitrate

Figure 25) invalid handle — open

valid handle & valid memory access backscatter handle when done open

BlockWrite valid handle & invalid memory access backscatter error code open

invalid handle — open
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Command Condition Action Next State
valid handle & valid memory access backscatter handle when done open
BlockErase valid handle & invalid memory access backscatter error code open
invalid handle — open
BlockPermalock all — open
Broadcast ID all — open
Next valid RN16 _handle Backscatter RN16 _handle stateful hibernate

invalid RN16 handle

open

Matching Interrogator ID (if Interrogator

Deactivate_ BAT

lockina-is-in-effect).-matching-activating
T 77 T T

session (if session locking is in effect),
matching inventoried & SL flags, Override=0

stateful hibernate

Matching Interrogator ID (if Interrogator
locking is in effect), Override=1

Set inventoried flags to A, deassert SL, and
clear timers

stateful'hibernate

Matching Interrogator ID (if Interrogator
locking is in effect), matching activating
session (if session locking is in effect),
mismatching inventoried or SL flags,

battery ready

or access sequence, respectively
(6ee“Figure 23 and Figure 25).

Override=0
otherwise — open
Set inventoried flags to A, deassert SL, and .
Multirat¢ _Reset all 9 ) stateful hibernate
clear timers
Flag timdr expires all Set that flag to A as seon as current open
9 P operatiohs atlow P
(Selef: five) Global Set active session'flag to A and clear active .
Timeput or all session flag timeout timer, SL—~SL stateful hibernate
INAGT T ’
valid handle & valid command payload backscattér hea<_ier =0, response code and open
handle when internal processing done
HandlelSensor valid handle & invalid command payload Bekscatter header = 1, error code open
—_ (see Annex |) and handle
invalid handle - open
BroadcastSync all — open
OpRdgister _
Read{Write all open
all, excluding valid commands interspersed
between successive Kill of Access _ open
commands in a kill or-access sequence, P
respectively (see Figure-23 and Figure 25).
Invalid d Otherwise valid commands, except Req_RN
or Query_BAT, interspersed between
successive Kill'or Access commands in a kill - arbitrate

Q 0 T Q

200

Query_BAT starts a new,round and may change the session. Query_BAT also instructs a Tag to load a new random value into its slot counter.
As dgscribed in 6.4,2.8/a Tag transitions its inventoried flag prior to evaluating the condition.
As dgscribed in 6,4,2,11.3.4, if a Tag does not implement recommissioning then the Tag treats nonzero Recom bits as though Recom = 0.

“Invalid” shall méan an erroneous command, an unsupported command, a command with invalid parameters, a command with a CRC error, a
command (otherthan Query_BAT or Deactivate_BAT) with a session parameter not matching that of the inventory round currently in progress, an
otherjvise_ valid command interspersed between successive Kill or Access

comrpand either not recognized or not executable b¥ the Tag.

commands in a kill or access sequence, respectively; or any other
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Table B.27 — Secured state-transition table

Command Condition Action Next State
Manufacturer option to ignore or “re-
activate”. If re-activation supported, then set activation
Activation command all inventoried flag to A for the active battery code
preamble ready session, deassert SL, and go to check
hibernate mode/activation code check
state
o b o backscatter new RN16; transition
slot=0; matching |nven;g|r;1t:l & SL flags and mini- inventoried® from A—B or B—A if and only reply
if new session matches prior session
Query BAT?® . b
(Short Activation or | sot<>0; matching inventoried? & SL flags and mini- transition inventoried™ from A<B-0r 5-A :
Long Activation with ’ select if and only if new session matches prior Jrbitrate
Session Locking OFF) session
transition inventoriedifrom A—B or B—A if b atter
otherwise and only if new session matches prior y
- ready
session
Matching Interrogator ID (if Interrogator locking is in )
effect), slot=0; matching activating session backscatter new RN16; reply
inventoried?® & SL flags and mini-select transitiof-ifiventoried® from A—B or B—A
Query BATS Matching | ID (if | locking is i
(Long Activation with atching Interrogator if Interrogator locking is in ]
Session Locking ON) effect), slot<>0; matching activating session backscatter gew RN16; drbitrate
inventoried? & SL flags and mini-select transition inventoried” from A—B or B—A
otherwise - gecured
Matching Interrogator ID (if Interrogator locking is in transition inventoried from A—B or B—A battery
QueryRep effect) ready
otherwise - gecured
' Matching Interrogator ID (if Interrogator locking is in transition inventoried from A—B or B—A battery
QueryAdjust effect) ready
otherwise - gecured
valid handle see Table 14, Backscatter SSD if authorized decured
ACK v (see 8.5.1) 7
invalid handle - gecured
K Matching Interrogator IeDﬁ(en; :;ﬂerrogator locking is in _ drbitrate
otherwise - gecured
valid handle ackscatter new gecure
Rea RN lid handl backscatt RN16 d
e
- invalid handle - gecured
Select (Short
Activation or Long all assert or de-assert SL, or battery
Activation with S€ssion set inventoried to A or B ready
Locking QEE)
Select (Long.Activation | Matching Interrogator ID (if Interrogator locking is in assert or de-assert SL, or battery
with Session Locking | effect), matching activating session, or Target is SL | set activating session inventoried to A or B| |ready
ON) Otherwise - gecured
valid handle & valid memory access backscatter data and handle gecured
Read valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle & valid memory access backscatter handle when done secured
Write valid handle & invalid memory access backscatter error code secured
invalid handle - secured
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Command Condition Action Next State
valid handle & valid nonzze(r)o kill password & Recom backscatter handle when done killed
. valid handle & valid nonzero kill password & Recom
Kill <0 backscatter handle when done secured
(see also
Figure 23) valid handle & invalid nonzero kill password - arbitrate
valid handle & kill password=0 backscatter error code secured
invalid handle - secured
valid handle & valid lock payload backscatter handle when done secured
| ock valid handle & invalid lock payload backscatter error code secured
invalid handle - secured
Access valid handle & valid access password backscatter handle secured
(sg¢e also valid handle & invalid access password - arbitrate
Figure 25) invalid handle - secured
valid handle & valid memory access backscatter handle when dong secured
BldckWrite valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle & valid memory access backscatter handle When done secured
BlotkErase valid handle & invalid memory access backscatter error code secured
invalid handle ~ secured
valid handle, valid payload, & Read/Lock =0 backscattenpermalock bits and handle secured
valid handle, invalid payload, & Read/Lock = 0 Backscatter error code secured
BlockPermalock valid handle, valid payload, & Read/Lock = 1 backscatter handle when done secured
valid handle, invalid payload, & Read/Lock =1 backscatter error code secured
invalid handle — secured
Brogdcast ID all - secured
valid RN16_handle Backscatter RN16_handle stateful
Next hibernate
invalid RN16_handle - secured
Matching Interrogator ID (if Intefrogator locking is in
effect), matching activatingjsession (if session _ stateful
locking is in effect), matching inventoried & SL hibernate
flags, Qverride=0
Matching Interrogator ID (if Interrogator locking is in Set inventoried flags to A, deassert SL, stateful
Deaclivate BAT effect), Override=1 and clear timers hibernate
Matching(Interrogator ID (if Interrogator locking is in
effect))matching activating session (if session _ battery
locking-is in effect), mismatching inventoried or SL ready
flags, Override=0
otherwise - secured
Multirate Réset all Set inventoried flags to A, deassert SL, stateful
- and clear timers hibernate
Flag titergxpires All Setthatflag to A as soonas current | "
i operations allow o
(Selective) Global all Set active session flag to A and clear active | stateful
Timeout or INACT_T session flag timeout timer, SL—~SL hibernate
. . backscatter header = 0, response code and
valid handle & valid command payload handle when internal processing done secured
HandleSensor valid handle & invalid command payload backscatter header = 1, error code secured
- (see Annex |) and handle
invalid handle - secured
BroadcastSync all - secured
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Command Condition Action Next State
valid handle, read, valid reg ID and wordcount backscatter read bit, handle, and data secured
OpRegister valid handle, write, valid reg ID and wordcount backscatter write bit, handle when done secured
Read/Write valid handle, invalid reg ID or wordcount backscatter read/write bit, error code secured
invalid handle - secured

all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or

access sequence, respectively (see Figure 23 - secured
d and Figure 25).
Invali - -
ald OtteTwise vatid CommmTands, EXCept Req_ RV OT
Query, interspersed between successive Kill or _ eritrate

Access commands in a kill or access sequence,
respectively (see Figure 23 and Figure 25).

Query BAT starts a new round and may change the session. Query BAT also instructs a Tag to load a new random value int6 its slot countgr.
As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.

As described in 6.4.2.11.3.4, if a Tag does not implement recommissioning then the Tag treats nonzero Recom bits as.though Recom = 0.
“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, @eammand with a CR¢ error, a
command (other than Query_BAT or Deactivate_BAT) with a session parameter not matching that of the inventory-round currently in progress, an
otherwise valid command interspersed between successive Kill or Access commands in a kill or access ‘sequence, respectively; or @ny other
command either not recognized or not executable by the Tag.

o 0 T QO
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B.4.10 Present state: Killed

204

Table B.28 — Killed state-transition table

Command Condition Action Next State
Activation Command
Preamble all - Killed
Query BAT all — Killed
QueryRep all - Killed
QueryAdjust all - Killed
ACK all - Killed
NAK all - Killed
Req_RN all - killed
Select all - killed
Read all - killed
Write all - killed
Kill all - killed
Lock all - killed
Access all - killed
BlockWrite all - killed
BlockErase all = killed
BlockPermalock all - killed
Broadcast ID all - killed
Next all - killed
Deactivate BAT all - killed
Set that flag to A as
Flag timer expires all soon as current killed
operations allow
e —
Multirate_Reset all - killed
HandleSerisor all - killed
BroadgastSync all - killed
g‘e’fﬁ/‘?ﬁfé all - killed
Invalid @ all - killed
2 “Invalid” shall mean an erroneous command, an unsupported command, a command with
invalid parameters, a command with a CRC error, or any other command either not
recognized or not executable by the Tag.
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Annex C
(normative)

Command-response tables

C.1 Contents

Command-response tables in sections C.2.1 to C.4.31 shall define a Tag’s response ‘to~Inte
commands for the different Tag types as follows:

1. Passive PIE: see C.2
P. BAP PIE: see C.3
B. BAP Manchester: see C.4

he term “handle” used in the state-transition tables is defined in 6.4.2.4.5; error codes are defined in

slot” is the slot-counter output shown in Figure 19 and detailed infAnnex J; “-* in the “Response”
means that a Tag neither modifies its SL or inventoried flags nor backscatters a reply.

states are indicated by a capitalized first letter.

C.2 Command response tables for passive

C.2.1 Command response: Power-up

Table C.1.— Power-up command-response table

rrogator

Annex ;
column

Within the tables, passive states and those shared with passive are in lower case, whereas specifically BAP

Starting State Condition Response Next

State

ready, arbitrate, reply, acknowledged,
open, secured

power-up - ready

killed all - killed

C.2.2 Command response: Query

Table C.2 — Query’ command-response table

Starting State Condition Response Next State
slot=0; matching
inventoried & SL flags backscatter new RN16 reply
ready;earllaltrate, slot<>0: matching j A rbitrate
Ply inventoried & SL flags
Otherwise - ready

© ISO/IEC 2013 — All rights reserved
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Starting State Condition Response Next State
. slot=0; r.“atfjh'“g backscatter new RN16; transition inventoried® from A—B
inventoried® & SL ) . . . . reply
flags or B—A if and only if new session matches prior session
i?\l\(::ni?);ri::jf’cglg?_ transition inventoried® from A—B or B—A if and only if arbitrate
acknowledged, new session matches prior session
open, secured flags
0o e transition inventoried from A—B or B—A if and only if new
ST PRI AR session matches prior session ready——
Otherwise - ready.
killed All - kitled

@  Quely (in any state other than killed) starts a new round and may change the session; Query also instructs a\Tag to load a new
random value into its slot counter.

b Asdescribed in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.

Cc.23

Command response: QueryRep

Table C.3 — QueryRep command-response table 2

Starting State Condition Response Next State
ready all - ready
slot<>0 after decrementing slot counter - arbitrate
arbitrate
slot=0 after decrementing slot counter backscatter new RN16 reply
reply all - arbitrate
acknowledged, all transition inventoried from A—B or B—A ready
open, secured
killed all - killed

a

See[C.2.18 for the Tag response to a QueryiRep whose session parameter does not match that of the current inventory round.

C.24

Command response: QueryAdjust

Table C.4 — QueryAdjust2 command-response tableP

Starting State Condition Response Next State

reafdy all - ready

arbiJ fe- slot<>0 = arbitrate |

reply Slot=0 backscatter new RN16 reply

acknowledged, L .
all transition inventoried from A—B or B—A ready

open, secured

killed all - killed

a

b

QueryAdjust, in the arbitrate or reply states, instructs a Tag to load a new random value into its slot counter.

See C.2.18 for the Tag response to a QueryAdjust whose session parameter does not match that of the current inventory round.
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C.2.5 Command response: ACK

Table C.5 — ACK command-response table

Starting State Condition Response Next State
Ready all - ready
Arbitrate all - arbitrate

lid DNAA- backscatter {PC, XPC_W1(if XI=1), XPC_W2(if XEB=1), UlI, acknowledged
Reply ’ PacketCRC} or {000002, truncated Ull, StoredCRC}
invalid RN16 - arhjitrate
. . backscatter {PC, XPC_W1(if XI=1), XPC_W2(if XEB=1), UlI,
acknowledged | 0 G PacketCRC} or {000002, truncated Ull, StoredCRC} acknowledged
invalid RN16 - arhjitrate
valid handle: backscatter { PC, XPC_W1(if XI=1), XPC_W2(if XEB=Y), UlI, oben
Open PacketCRC} or {000002, truncated Ull, StoredCRC} P
invalid handle - arhjitrate
valid handle: backscatter { PC, XPC_W1(if XI=1), XPC \W2(if XEB=1), UlI, secured
Secured - PacketCRC} or {000002, truncated,Wil, StoredCRC} [
invalid handle - arhjitrate
Killed all < killed
C.2.6 Command response: NAK
Table C.6 — NAK command-response table
Starting State Condition Response Next[State
ready all - ready
arbitrate, reply, acknowledged, all _ arbitrate
open, secured
killed all - killed
C.2.7 Commandresponse: Req_RN
Table C.7 — Req_RN command-response table
Starting_; State Condition Response Next [State
ready all — regdy
arhitrate, reply all — arbifrate
valid RNT6 & access password<>0 backscatier handle open
valid RN16 & access password=0 backscatter handle secured
acknowledged ” led
invalid RN16 - ac "°:’e ge
valid handle backscatter new RN16 open
open - -
invalid handle — open
valid handle backscatter new RN16 secured
secured . -
invalid handle - secured
killed all — killed
© ISO/IEC 2013 — All rights reserved 207



https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

C.2.8 Command response: Select

Table C.8 — Select command-response table

Starting State Condition Response Next State
ready, arbitrate, reply,
acknowledged, open, All assert or de-assert SL, or set inventoried to A or B ready
secured
killed All — killed
C.2.9 [Command response: Read
Table C.9 — Read command-response table
Start|ng State Condition Response Next State
rFady all - ready
arbitr‘tte, reply, .
acknowledged all arbitrate
valid handle & invalid memory access backscatter, error code open
open valid handle & valid memory access backscatter data and handle open
invalid handle - open
valid handle & invalid memory access backscatter error code secured
secured valid handle & valid memory access backscatter data and handle secured
invalid handle - secured
Killed all - killed
C.2.10 |Command response: Write
Table:C:10 — Write command-response table
Start|ng State Condition Response Next State
rFady all - ready
arbitrite, reply, .
ackndwledged all - arbitrate
valid handle & invalid memory access backscatter error code open
open valid handle & valid memory access backscatter handle when done open
invalid handle - open
valid handle & invalid memory access backscatter error code secured
secured valid handle & valid memory access backscatter handle when done secured
invalid handle - secured
killed all - killed
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Table C.11 — Kill' command-response table

NOTE 2

C.2.12 Command response: Lock

Starting State Condition Response Next State
ready All - ready
arbitrate, reply, Al - arbitrate
acknowledged
valid handle & Kill password=0 backscatter error code open
valid handle & invalid nonzero kill password - arbitrate
valid handle & valid nonzero kill password & backscatter handle when done killed
open Recom=0
valid handle & valid nonzero kill password & back handle when'
Recom<>0 ackscatter handle when.done open
invalid handle - open
valid handle & kill password=0 backscattér’error code secured
valid handle & invalid nonzero kill password - arbitrate
valid handle & valid nonzero kill password & backstatter handle when done killed
secured Recom=0
valid handle & valid nonzero kill password &
Recom<>0 backscatter handle when done open
invalid handle - secured
killed All - killed
NOTE 1 See also Figure 23

Table C.12 — Lock command-response table

As described in 6.4.2.11.3.4, if-a Tag does not implement recommissioning then the Tag treats| nonzero
Recom bits as though Recom=0.

Starting State Condition Response Nex{ State
ready all - repady
arbitrate, reply,
acknowledged all arbitrate
open all - open
valid handle & invalid lock payload backscatter error code secured
secured valid handle & valid lock payload backscatter handle when done secured
invalid handle - secured
killed all - killed
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C.2.13 Command response: Access

Table C.13 — Access' command-response table

Starting State Condition Response Next State

ready all - ready

Z?;:;t,;ﬁ:x’ all - arbitrate

valid handle & invalid access password = arbitrate

qpen valid handle & valid access password backscatter handle secured
invalid handle - open

valid handle & invalid access password - arbitrate

sepured valid handle & valid access password backscatter handle secured

invalid handle - secured
killled all - killed

NOTE See also Figure 25

C.2.14 [Command response: BlockWrite

Table C.14 — BlockWrite command-response table

Starting State Condition Response Next State

ready all - ready

ZT;:::;::;;? all - arbitrate
valid handle & invalid memory’access backscatter error code open
qpen valid handle & valid,memory access backscatter handle when done open
invalid handle - open

valid handle & invalid memory access backscatter error code secured

sepured valid handle’ & valid memory access backscatter handle when done secured

invalid handle - secured
killled all - killed
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Table C.15 — BlockErase command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate, reply, .
acknowledged all arbitrate
valid handle & nvalld memory access backscatier error code open
open valid handle & valid memory access backscatter handle when done o+en
invalid handle - o;Len
valid handle & invalid memory access backscatter error code secured
secured valid handle & valid memory access backscatter handle whenh.done secured
invalid handle - secured
killed all = killed
C.2.16 Command response: BlockPermalock
Table C.16 — BlockPermalock command-response table
Starting State Condition Response Next State
ready all - ready
arbitrate, reply, .
acknowledged all - arbitrate
open all - open
valid handle, valid payload; & Read/Lock = 0 | backscatter permalock bits and handle spcured
valid handle, invalid-payload, & Read/Lock = 0 backscatter error code skcured
secured valid handle, valid payload, & Read/Lock = 1 backscatter handle when done skcured
valid handleinvalid payload, & Read/Lock = 1 backscatter error code s}acured
invalid handle - chured
killed all - killed
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C.2.17 Command response: T, timeout

Table C.17 — T, timeout command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate all - arbitrate
Reply, acknowledged See Figure 16 and Table 13 - arbitrate
open all - open
secured all - secured
killed all - Killed
C.2.18 |Command response: Invalid command
Table C.18 — Invalid command table
Starting State Condition Response Next State
rdady?@ all - ready
arbjitrate? all - arbitrate
r(-plyb all - reply
acknowledgedb all - acknowledged

open

all, excluding valid commands interspersed between successive
Kill or Access commands in a kill or aceess sequence,
respectively (see Figure 23 and\Figure 25).

open

otherwise valid commands, except Req_RN or Query,
interspersed between successive Kill or Access commands in a
kill or access sequenceg, respectively (see Figure 23
and Figure 25).

arbitrate

se .uredb

all, excluding valid commands interspersed between successive
Kill or Access commands in a kill or access sequence,
respectively (see Figure 23 and Figure 25).

secured

otherwise valid commands, except Req_RN or Query,
interspersed between successive Kill or Access commands in a
kill or access sequence, respectively (see Figure 23
and Figure 25).

arbitrate

killed®

all

killed

a

“Invglid”-shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a|

CR(-efror—or 3Ry other-command-eithernot rapngni-pnﬂ or-not-executable. h\]: the Tag
HOH-oah S+ FRaRe-eHReRo+ HZLeE6-0FHot a1 y—tHe—1ag-

b “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a
CRC error, a command (other than a Query) with a session parameter not matching that of the inventory round currently in
progress, an otherwise valid command interspersed between successive Kill or Access commands in a kill or access sequence,
respectively; or any other command either not recognized or not executable by the Tag.
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C.3 Command response tables for BAP PIE

Same as in C.2, with the ready state replaced by battery ready, and the addition of Flex Query,
BroadcastSync, INACT_T, and (Selective) Global Timeout.

C.3.1 Command response: Flex_Query (optional for BAP PIE)

Table C.19 — Flex_Query™° command-response table

arbitrate, reply

inventoried & SL flags

Starting State Condition Response Next State
slot=0; matching
backscatt RN16 I
inventoried & SL flags ackscatter new reply
battery ready, slot<>0; matching -
- arbifrate

otherwise

battery| ready

acknowledged,
open, secured

slot=0; matching

backscatter new RN16; transition inventoriedb from A—B or B—A

repl
inventoried® & SL flags if and only if new session matches prior s€ssion i
slot<>0; matching transition inventoried® from A—B or B if and only if new arbifrate
inventoried® & SL flags session matches priorsession
transition inventoried from A—B orB>A if and only if new session
all other conditions - -~ y ready

matches‘prior session

otherwise

battery| ready

killed

all

killed

@  Flex_Query (in any state other than killed) starts a new round and may change the session; Flex_Query also instructs a Tag to load
a new random value into its slot counter.

b Asdescribed in 6.4.2.8, a Tag transitions its inventeried flag prior to evaluating the condition.

¢ Tag checks the Tag Type Select field, if it mateHes the conditions in that field, Tag executes this command, otherwise, it ighores it.

C.3.2 Command response: INACT_T or Selective Global Timeout

Table C.20 = INACT_T or Selective Global Timeout® command-response table

Starting State

Condition Response

Next State

battery ready, arbitrate, open,
secured

BAP Tag supports Battery Saver Mode -

stateful sleep or
stateful low
power listen

battery ready, arbitrate, open,

BAP Tag does not support Battery Saver

battery|ready or

secured Mode - statefu] battery
repdy
killed all B killed

See clause 7.3.2.2 for details on the refresh of the INACT_T timer
b See clause 7.3.2.3 for details on the refresh of the Selective Global Timeout timer

© ISO/IEC 2013 — All rights reserved
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C.3.3 Command response: Global Timeout

Table C.21 —Global Timeout command-response table

Starting State

Condition

Response

Next State

battery ready, arbitrate,
reply, acknowledged,
open, secured

BAP Tag supports Battery Saver

Mode

stateful sleep
or stateful low
power listen

battery ¥ . ’ BAP Tag does not support Batte b 5 )
reply, acknowledged, 9 PP Y - or stateful
Saver Mode
open, secured battery ready
killed all - killed
C.3.4 |Command response: HandleSensor
Table C.22 — HandleSensor command-response table
Starting State Condition Response Next State
battery ready All - battery ready
arbitrate, reply, .
acknowledged All - arbitrate

open, secured

valid handle & valid

command payload

backscatter header = 0, respoense code? and handle when

internal processing done

open, secured

valid handle & invalid

command payload

backscatter header.=4, error code (see Annex |) and

handle

open, secured

invalid handle - open, secured
killed All - killed
a8  Sensor specific output of HandleSensor command payload processing.
C.3.5 [Command response:BroadcastSync
TableC.23 — BroadcastSync command-response table
Starting State Condition Response Next State
hibernate, all - hibernate
stateful all _ stateful
hibernate hibernate
battenjr-ready, battery-ready,—
arbitrate, reply, all _ arbitrate, reply,
acknowledged, acknowledged,
open, secured open, secured
killed All - killed
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C.4 Command Response Tables for Manchester

C.41 Command response: Power-up

Table C.24 — Power-up command-response table

Starting State Condition Response Next State
OFF power-up - hibernate
killed all - killled

C.4.2 Command response: QueryRep

Table C.25 — QueryRep command-response table 2

Starting State Condition Response Nex{ State
battery ready All = battery ready
slot<>0 after decrementing slot counter ~ arbitrate
arbitrate
slot=0 after decrementing slot counter backscatter new RN16 reply
reply All - arb|trate

acknowledged,

All transition inventoried from A—B or B—A | battery ready
open, secured

killed All - killed

I? In Manchester with Long Activation and Interrogator locking in effect, the Tag checks first the Interrogator ID, if it matches, it

proceeds with the command execution, otherwise, it ignéres the command.

C.4.3 Command response: QuetyAdjust

Table C.26 — QueryAdjust? command-response table®

Starting State Condition Response Nex{ State
battery ready all - battery ready
arbitrate, Slot<>0 - arbitrate
reply Slot=0 backscatter new RN16 reply

acknowledged,

all transition inventoried from A—B or B—A | battery ready
open, secured

killed all - killed

QueryAdjust, in the arbitrate or reply states, instructs a Tag to load a new random value into its slot counter.

In Manchester with Long Activation and Interrogator locking in effect, the Tag checks first the Interrogator ID, if it matches, it
proceeds with the command execution, otherwise, it ignores the command.

b
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C.4.4 Command response: ACK

Table C.27 — ACK command-response table?

Starting State Condition Response Next State
battery ready All - battery ready
arbitrate All - arbitrate
valid RN16;
no Simple backscatter {PC, XPC_W1(if XI=1), XPC_W2(if XEB=1), UlI,
_ N VA i ST [P acknowledged
IOVl FAdURCUIUINGL Ul \UUUUUZ, UHuUncaicu Ull, OlUICUUINU
functionality
valid RN16;
Simple . _
Sensor backscatter {PC, XPC_W1, XPC_W2(if XEB=1), Ull, SSD, acknowledgeli
reply functionality PacketCRC} or {00000,, truncated Ull, StoredCRC}
(SS Resp =1)
valid RN16;
Mobile backscatter {PC, XPC_W1, XPC_W2(if XEB=1), Ull, MIIM centent acknowledgel
RFID(XPC_W name, PacketCRC} or {000002, truncated Ull, StoredCRE}
1212h=1)
invalid RN16 — reply
valid RN16;
no Simple backscatter {PC, XPC_W1(if XI=1), XPC_WZ2(if XEB=1), UII, acknowledgei
Sensor PacketCRC} or {00000,, truncated.Ul, StoredCRC}
functionality
valid RN16;
Simple .
Sensor backscatter {PC, XPC_W1, XPC~_W2(if XEB=1), Ull, SSD, acknowledgefi
acknowledged f . . PacketCRC} or {00000Q;;truncated Ull, StoredCRC}
unctionality
(SS Resp =1)
valid RN16;
Mobile backscatter {PC, XBPC "W1, XPC_W?2(if XEB=1), Ull, MIIM content acknowledgeli
RFID(XPC_W name, PacketCRC} or {000002, truncated Ull, StoredCRC}
1212h=1)
invalid RN16 — arbitrate
valid handle;
no Simple backscatter { PC, XPC_W1(if XI=1), XPC_W?2(if XEB=1), UlI, open
Sensor PacketCRC} or {00000,, truncated Ull, StoredCRC}
functionality
valid handle;
open Simple .
Sensor backscatter {PC, XPC_W1, XPC_W2(if XEB=1), Ull, SSD, open
; . PacketCRC} or {00000,, truncated Ull, StoredCRC}
functienality 2
(SS/Resp =1)
invalid handle — open
valid handle;
no Simple backscatter { PC, XPC_W1(if XI=1), XPC_W?2(if XEB=1), UlI,
Sensor PacketCRC} or {00000, truncated Ul StoredCRC) secured
functionality
valid handle;
secured Simple .
Sensor backscatter {PC, XPC_W1, XPC_W2(if XEB=1), Ull, SSD, secured
. . PacketCRC} or {00000,, truncated Ull, StoredCRC}
functionality 2
(SS Resp =1)
invalid handle - secured
killed all - killed

a See Query_BAT command definitions for more details when there is a SSD associatted with the response.
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Table C.28 — NAK" command-response table?

Starting State Condition Response Next State
battery ready all - battery ready
arbitrate, reply, acknowledged, all B arbitrate
open, secured
killed all - killed
@ In Manchester with Long Activation and Interrogator locking in effect, the Tag checks first the Interrogator IDcif it matches, it
proceeds with the command execution, otherwise, it ignores the command.
b Notice this command contains session as a parameter.
C.4.6 Command response: Req_RN
See C.2.7.
C.4.7 Command response: Select
Table C.29 — Select command-response table2
Starting State Condition Response Next [State
hibernate all - hibernate
. stateful
stateful hibernate all - .
hibernate
battery ready, arbitrate,
reply, acknowledged, open, all assert or de-assert SL, or set inventoried to A or B| battery ready
secured
killed all - killed
If session locking is in effect, the Tag enly accepts the command if the session matches the activating session.
b f Interrogator locking in effect, the Tag first checks the Interrogator ID, if it matches, it proceeds with the command exgcution; if
Interrogator locking is in effect\but it does not match, it ignores the command; if Short Activation, it proceeds with the gommand
execution.

See C.2.9.

C.4.8 Command response:

C.4.9 " Command response:

Read

Write

See 2710

C.4.10 Command response:

See C.2.11.

C.4.11 Command response:

See C.2.12.
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C.4.12 Command response: Access

See C.2.13.

C.4.13 Command response: BlockWrite

See C.2.14.

C.4.14 Command response: BlockErase
See C.2.

15.

C.4.15(Command response: BlockPermalock

See C.2.16.

C.4.16 Command response: T, timeout

See C.2.17.

c.4.17

Command response: Long Activation

Table C.30 — Long Activation command-response table

Starting State

Condition

Response

Next State

Valid activation

activation code

battery ready,
arbitrate, reply,
acknowledged,
open, Tecured

data.rate mode of 16
Kbps or higher

Ignore command

hibefnate, preamble detected check
§taleful hibernate,
hibefnate Otherwise - stateful
hibernate®
Wildcard or matching If Session Locking On, program specified session timeout
Activation Mask timer. battery ready
- . If'Session Locking Off, clear all inventoried flag timeout
activatiEn code detected timers
check
hibernate,
Otherwise - stateful
hibernate®
Commanded to receive battery ready,

arbitrate, reply,
acknowledged,
open, secured

Commanded to receive
data rate mode of 8

Manufacturer option to ignore or “re-activate”. If re-
activation supported, then set inventoried flag to A for the

activation code

Kbps active battery ready session, deassert SL, and go to check
hibernate mode/activation code check state
Valid activation
killed preamble detected - killed

a

Return to stateful hibernate if at least one inventoried flag timer is still running.
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C.4.18 Command response: Short Activation

Table C.31 — Short Activation command-response table

Starting State Condition Response Next State
valid activation 3 activation code
hibernate, preamble detected check
§tatefu| hibernate,
hibernate otherwise — stateful
hiberpate®
Wildcard or matching
Activation Mask Clear all timers, set inventoried flags to A, deassert SL battery ready
activation code detected
check hiberhate,
otherwise - stateful
hiberhate®
Commanded to receive battery|ready,
data rate mode of 16 arbitrate, reply,
) Ignore command
battery ready, Kbps or higher acknoviedged,
arbitrate, reply, open, secured
acknowledged,

open, secured

Commanded to receive
data rate mode of 8

Manufacturer option to ignére or “re-activate”. If re-
activation supported, then-set inventoried flag to A for the

activation code

Kbps active battery ready/session, deassert SL, and go to cheack
P hibernate mode/activation code check state
valid activation
killed preamble detected - killed
a

Return to stateful hibernate if at least one inventoried flag timer is still running.
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C.4.19 Command response: Query BAT

Table C.32 — Query_BAT‘"’d command-response table

Starting State Condition Response Next State
hibernate all - hibernate
stateful all : stateful
hibernate hibernate

Tag operaung mn
battery assisted mode;
slot=0; matching Tag backscatter new RN16 reply.
- - b
battery ready, type & inventoried® &
: SL flags
arbitrate,
replyc®d slot<>0; matching Tag
type & inventoried® & - arbitrate
SL flags
otherwise - battery ready
Tag operating in
batte_ry.assste.d mode; backscatter new RN16; transition inventoried® from A—B
slot=0; matching Tag , . : . . reply
. . b or B—A if and only if new session matehes prior session
type & inventoried® &
SL flags
acknowledged, Tag operating in
open, battery assisted mode; e s . .
secu.Tedcvd slot<>0: matching Tag transition mventorlgd ffomrA—B -or B—>A if and only if arbitrate
; b new session(matches prior session
type & inventoried® &
SL flags
Tag ope.ratlng n | transition inventoried® from A—B or B—A if and only if
battery assisted mode; ) . . battery ready
. New session matches prior session
all other conditions
killed all - killed

execution).

@  Quely BAT (in any state other than killed) starts a new round and may change the session (if session locking is off); Query BAT|
alsolinstructs a Tag to load a new random value into its slot counter.

b As described in 6.4.2.8, a Tag transitions/its inventoried flag prior to evaluating the condition.
€ If sepsion locking is in effect, the-Fagonly accepts the command if the session matches the activating session.

d  Jifin errogator locking in effe¢iythe Tag first checks the Interrogator ID, if it matches, it proceeds with the command execution; if
Interrogafor locking is in effect_but it does not match, it ignores the command; if Short Activation, it proceeds with the command

€ Taglchecks the Tag Type Select field, if it matches the conditions in that field, Tag executes this command, otherwise, it ignores it.
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C.4.20 Command response: Next

Table C.33 —Next command-response table

Starting State Condition Response Next State
hibernate, all - hibernate
stateful all 3 stateful
hibernate hibernate

[ battery ready al = ba‘ﬁﬂe ready
arbitrate, reply all - arbitratL, reply
Va“q handle, . §eSS|on backscatter RN16_handle or RN16, set sensitivity as statpful
hibernate timer - ) P - 'r
. indicated if that sensitivity is supported hibernate
running
acknowledged, Va“.d har}dle, no backscatter RN16_handle or RN16, set sensitivjty as .
open, secured session hibernate o ) . hibernate
timer indicated if that sensitivity is supported
otherwise a acknowjedged,
open, S|ecured
killed all - kiIIIed

@  Tags may switch to passive mode in the course of an inventory round if battery is drained below critical threshold; In passjve mode
Next is no longer supported.

C.4.21 Command response: Deactivate_ BAT

Table C.34 — Deactivate. BAT° command-response table

Starting State Condition Response Next State

Matching Interrogator
ID (if Interrogator
locking is in effect),

matching activating stat'rful

session (if-session hibernate

locking/is ‘in‘effect),
matching inventoried
& Sk flags, Override=0

Matching Interrogator

ID .(If Iqtgrrogator Set inventoried flags to A, deassert SL, and clear timers §tat'rful
locking is in effect), hibernnate

Override=1

battery ready,
arbitrate, reply;
acknowledged,
open, secured

Matching Interrogator
ID (if Interrogator
locking is in effect),
matching activating

session (if session - battery ready
locking is in effect),
matching inventoried
but mismatching SL,
Override=0
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Starting State

Condition

Response

Next State

Matching Interrogator
ID (if Interrogator
locking is in effect),
matching activating
session (if session
locking is in effect),
mismatching
inventoried, SL does

Set inventoried flag to A

battery ready

not matter, Override=0

Mismatching
Interrogator ID (if
Interrogator locking is
in effect) or
mismatching activating
session (if session
locking is in effect),

battery
ready jarbitrate,

reply,
acknowledged,
open, secured

Override=0
killed all - killed
@  Donlt care’ in inventoried flag use field is interpreted as any flag state matches.
C.4.22 |Command response: Broadcast ID
Table C.35 — Broadcast ID command-response table
Starting State Condition Response Next State
hibernate, all - hibernate
stal’eful all _ stateful
hibernate hibernate
battery ready, battery ready,
arbitrate, reply, all _ arbitrate, reply,
acknowledged, acknowledged,
open, secured open, secured
killed all - killed
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C.4.23 Command response: Multirate_Reset

Table C.36 — Multirate_Reset command-response table

Starting State Condition Response Next State
hibernate, All - hibernate
stateful poat — ful
hibernate hibernate

Clear all timers, set inventoried flags to A, deassert SL.
battery
ready ,arbitrate, This applies to all Normal Mode (not Hibernation, see
reply, All Figure 80) states, including intermediate steps within’the hibernate
acknowledged, Kill or Access sequences prior to the Tag compléting the
open, secured sequence (receiving both halves of the appropriate
password).
killed All - killed
C.4.24 Command response: HandleSensor
Table C.37 — HandleSensor command-response table
Starting State Condition Response Next State
hibernate, hibernate,
stateful All - stateful
hibernate hiberpate®
activation code Al 3 activation code
check check
battery ready All - battery ready
arbitrate, reply, .
acknowledged all - arbifrate
valid handle & valid backscatter header = 0, response code? and handle when
. ) open, secured
command payload internal processing done
open, secured valid handle & invalid backscatter header = 1, error code (see Annex |) and open. secured
command payload handle pen,
invalid handle - open, slecured
killed all - killled

a

b

Sensor specific output of HandleSensor command payload processing.

Return to stateful hibernate if at least one inventoried flag timer is still running.

C.4.25 Command response: BroadcastSync

See C.3.5.
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C.4.26 Command response: Session Flag timer timeout

Table C.38 — Session Flag timer timeout command-response table

Starting State Condition Response Next State
stateful hibernate all Set that flag to A §tateful
hibernate
activation code check I Set that flag to A as soon as activation
a current operations allow code check
Set that flag to A as soon as
Hattery ready all current operations allow battery ready
arbitrate all Set that flag to A as soon as arbitrate
current operations allow
reol all Set that flag to A as soon as reol
Ply current operations allow Ply
acknowledged all Setthat flag to A as sayas acknowledged||
current operations<atlow
Set that flag to A a$'soon as
open all . open
current operations allow
Set that flag)to A as soon as
secured all . secured
currént operations allow
killed all - killed
C.4.27 Command response: INACT_T or Selective*Global Timeout
Table C.39 — INACT_T? or Selective Global Timeout command-response table
Starting State Condition Response Next State
battery ready, arbitrate, Set active |nve.ntor|ed'flag oA stateful
oben. secured all and clear active session flag hibernate
pen, timeout timer, SL—~SL
killed all - killed
a Seq clause 7.3.2.2 for details onthe refresh of the INACT_T timer
C.4.28 [Command response: Global Timeout
Table C.40 —Global Timeout command-response table
Starting State Condition Response Next State
batteryready;,arbitrate; Setactive-inventoried-ftagtoA
. . stateful
reply, acknowledged, all and clear active session flag .
. . hibernate
open, secured timeout timer, SL—>~SL
killed all - killed

224

© ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

C.4.29 Command response: Tx

Table C.41 — T, command-response table

Starting State Condition Response Next State
activation code check all - battery ready
killed all - killed

C.4.30 Command response: OpRegister Read/Write

Table C.42 — OpRegister Read/Write command-response table

Starting State Condition Response Next State
hibernate all - hibernnate
§tateful all 3 §tat'rful
hibernate hibernnate
battery ready all ~ battery ready
i?ki::::l’e;e;;ﬁ’ all - arbifrate

open all - opgen

Sugcessful response is to backscatter header (value = “0”)
bit;-data being read, RN handle, and CRC-16 as per Table secyred
270.

valid handle, read, valid
reg ID and wordcount

valid handile, wite, Successful response is to backscatter header (value = “0”)

valid reg1-and bit, RN handle, and CRC-16 as per Table 270. secyred
secured wordcount
vlaéldxsrr;cilgl,”l]r:vzlrlc;rr‘eg Failure response is to backscatter header (value = “1”) bit, sectred
’ o y error code as per Annex K, RN handle, and CRC-16.
other failure
invalid handle - secyred
killed all - killed
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C.4.31 Command response: Invalid command
Table C.43 — Invalid command table
Starting State Condition Response Next State
battery ready? all - battery ready
arbitrate® all - arbitrate
r(:p]vb all = rgp];;l
acknowledged® all - acknowledged||
all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or access - open
sequence, respectively (see Figure 23 and Figure 25).
open® , -
otherwise valid commands, except Req_RN, Query BAT
interspersed between successive Kill or Access .
commands in a kill or access sequence, respectively - arbitrate
(see Figure 23 and Figure 25).
all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or access — secured
sequence, respectively (see Figure 23 and Figure 25).
L b
segured otherwise valid commands, except Req_RN, Query,
Query_BAT interspersed between successive Kill or, .
Access commands in a kill or access sequence, - arbitrate
respectively (see Figure 23 and Figure 25).
killed® all - killed

2 “Invglid” shall mean an erroneous command, an unsupported.éémmand, a command with invalid parameters, a command with al|
CRG error, or any other command either not recognized or.n6t executable by the Tag.

b “Inv4lid” shall mean an erroneous command, an unsupperted command, a command with invalid parameters, a command with a
CR({ error, a command (other than a Query BAT-with session locking off) with a session parameter not matching that of the|
invehtory round currently in progress, an otherwise valid command interspersed between successive Kill or Access commands in a|
kill gr access sequence, respectively; or any other’command either not recognized or not executable by the Tag.
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Example slot-count (Q) selection algorithm

Q =40

!

Q = round(Q)
Query(Q)

Q;,=max(0, Q- C)

D.1 Example algorithm an Interrogator might use to choose Q

Figure D.1 shows an algorithm an Interrogator might use for setting the slot-count parameter| Q in

command. Qy, is a floating-point representation of Q; an Interrogator rounds Qg to an-integer v3
substitutes this integer value for Q in the Query. Typical values for C are 0.1 < C £.0:5. An Intg
ypically uses small values of C when Q is large, and larger values of C when Q is small:

Q,=min(15, Q.+ C)

Figure D.1 — Example algorithm for choosing the slot-count parameter Q

B Query
lue and
rrogator
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Annex E
(informative)

Example of Tag inventory and access

E.1 Example inventory and access of a single Tag

Figure B.1 shows the steps by which an Interrogator inventories and accesses a single Tag that does no
support|extended protocol control.

INTERROGATOR TAG

Qe
Intefrogator issues a Query, W"'Q“Brmﬂjug I
QudryAdjust, or QueryRep Fi

N.Slot = 00 Tag responds with RN16

I T ible outcomes (assume #1):
18Ry
2] Slot ==0: no reply

Intefrogator acknowledges tag

: . Four possible oulcomes (assume #1):
by ksuing ACK with same RN16

1) Valid RM16, X = 0
Tag responds with {PC, UII}
2)Valid RN16, X1 = 1, XEB = 0:
E] Tag responds with {PC, XPC_W1, LI}
3)Valid RN16, X1 =1, XEB = 1:
Tag responds with {PC, XPC W1,
KPC_W2, Ul

EI Intgrrogator issues Reg RN
4} Imvalid RM16: no reply

with same RN16

Twao sible culcomes (assume $#1):
1) Valid RW16: Tag responds with handle
2) Invalid RM16: no regly

Intgrrogator accesses ttag.

Eagh access command uses

handle as a parameter, mmma”ﬂ'l'handjaJ
| Tag verifies handle. Tag ignores command

I I If handle doas nat match.
1

Moles:
- CRC-16 not shown joNransitions
- s commandireplitables for command details

Figure E.1>= Example of Tag inventory and access if bit 16,, (XI) in the Ull memory is not asserted
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In contrast, Figure H.2 shows the steps by which an Interrogator inventories and accesses a single Tag that
supports XPC_W1.

INTERROGATOR TAG

Uﬂﬁrfquﬁry.ﬁ_@}ug

Interrogator issues a Quary, Flex Quef_.?ueryﬁ'&p

QueryAdiust, or QueryRep

Two ible cutcomes (assume #1):
MG

2] Slot -::-{i.; no reply

Interragator acknowledges tag

i ) Four possible outoo [assumig #2):
by issuing ACK with same RM16 Dos mes

1) Walid RN16, x| =0
Tag responds with {PC, DI}
2)Valid RNIENA = 1, XEB = 0:
Tag respoads with {PC, XPC_ W1, LI}
3) Valid@RE, X1 =1, XEB = 1:
Tag responds with {PC, XPL_W1,
KPC_W2, Uil

4 Irvalid RM16: no reply

Interrogator evalutes XI-bit,
which indicates the presence of
XFC in the fag response.
’EI Interrogator evaluates XPC to
gain insight in battery support
and supported sensor Types.
Interrogator issues Rag RN
with same RN16.

Twao sible sutcomes (assumg #1):
1) Walid RM1E: Tag responds with handle
2} Invalid RM16: no reply

Interrogator accesses tag and
’ v | sensors. Each access command
Lses handle as a parameter,

Tag verifies handle. Tag lgnores command
if handle does not match.

Motes:
- CRC-16 not shown in transitions
- see command/reply tables for command details

Figure E.2 — Example of Tag.inventory and access if bit 16, (XI) in the Ull memory is asserted

Figure H.3 shows the same scenario as shown in Figure H.2 but additionally assumes that XP¢_W2 is
supported by the Tag.
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INTERROGATOR TAG

Interrogator issues a Query,
QueryAdjust, or QueryRep

I Two possible outcomes (assume #1]:
1) Slot = 0 Tag responds with RN16

I 2) Slot ==0: no reply

Interrogator acknowledges tag I

L . Four possible oulcomes (assume #3):
issuing ACK with same RMN16 n _—
by issuing F\Ackmmm | 1) Valid RN16, XI = 0

Fa et e
I 2)Valid RN16, X1 = 1, XEB = 0:
| E] Tag responds with {PC, XPC_W1, WY
3)Valid RN16, X1 =1, XEB = 1:
I Tag responds with {PC, XPC U1,
KPC_W2, Ulh
4} Imvalid RM16: no reply

Intgrrogator evalutes XI-bit,
which indicates the presence of
XPLin the tag response.

EI Intgrrogator evaluates XPC to
gaip insight in battery support
antg supported sensor lypes.
Intgrrogator issues Rag RN
with same RMN16.

Twao sible ou assume #1):
1) Valid RW16: Tag fesponds with handle
2) Invalid RM16: ne regly

Int@¢rrogator accesses tag and

sefsors, Each access command

Lsgs handle as a parameter,

Tdg verifies handle. Tag ignores command
if handle does not match.

Moles:
- CRC-16 not shown in transitions
- sge command/reply tables for command details

Figure|E.3 — Example of Tag inventory and access if\bit 16, (XI) and bit 210,, (XEB) in the Ull memory
are asSerted

If a Tag is equipped with a Simple Sensor,bit 215, (SS) in the Ull memory is asserted, see 7.6.2, ang
transmigsion of Simple Sensor Data subsequent to the Ull in the response to an ACK command may bg
explicitly requested by the Interrogator by-issuing an inventory command with SS Response flag asserted
see 8.3 Figure H.4 shows such a scenario.
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INTERROGATOR

Interrogator issues a Flex_Query
where SS Response is enabled

Interrogator acknowledges tag
by issuing ACK with same RN16

Flex_ Query

RN16

ACK(RN16)

TAG

ISO/IEC 18000-63:2013(E)

Two possible outcomes (assume #1):
1) Slot = 0: Tag responds with RN16
2) Slot <>0: no reply

Five possible outcomes (assume #1):
1) Valid RN16, XI =1, XEB =0, SS=1:
Tag responds with {PC, XPC_W1, Ull,
SSD}
2) Valid RN16, Xl =1, XEB =1, SS=1:

Interrogator evalutates SS-bit
of the XPC to notice presence
of SSD in the tag response.
Interrogator processes SSD.
Interrogator issues Req_RN
with same RN16

Interrogator accesses tag and
Full-function Sensors

(if available).

Each access command uses
handle as a parameter.

Notes:
- CRC-16 not shown in transitions

phandie

- assume SSD is enabled by interrogator command
- see command/reply tables for command details

(6]

Figure E.4 — Example of Tag inventory and access if Simple Sensor Data Block is provided

Details on how to access Full Function Sénsors as indicated in Step 7 can be found in 8.6.

Tag responds with {PC, XPQ_ W1,
XPC_W2, Ull, SSD}

3) Valid RN16, Xl = 1, XEB= 0, SIS = 0:
Tag responds with {PC, XPC_\V1, Ull}

4) Valid RN16, XI = 1)XEB = 1, S5 = 0:

Tag respondswith {PC, XPQ_W1,
XRC_W2, Ull}

5) Invalid RN16:no reply

Two possibl€ outcomes (assume §#1):
1) Valid'RN16: Tag responds withl handle

2)(nvalid RN16: no reply

Tag verifies handle. Tag ignores fommand
if handle does not matct].
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Annex F
(informative)

Calculation of 5-bit and 16-bit cyclic redundancy checks

F.1 E;

An exer]
and pre

To calclilate a CRC-5, first preload the entire CRC register (i.e. Q[4:0], Q4 being the MSB and-QO0 the LSB

with thel
MSB firg

To ched
data an

value in|Q[4:0] =00000,.
aps.01C OUTPUT  Q[4..0]
N Qo N Q1 N Q2 N Q3 N Q4
PRESET [——NPUT
XOR DFE DFE & DFF |_X‘%\ DFDFPQNQ DFDFP':‘NQ
INPUT )S > o"Ng oMo oPRN
DATA O— 2L > > 3 L r> |7>
CLRN CLRN CLRN SN
F L=
oL =NPUT .[ .[ ’e

kample CRC-5 encoder/decoder

nplary schematic diagram for a CRC-5 encoder/decoder is shown in Figure F.1, using the polynomia
set defined in Table 12.

value 01001, (see Table F.1), then clock the data bits to be encoded into the input’labelled DATA
t. After clocking in all the data bits, Q[4:0] holds the CRC-5 value.

k a CRC-5, first preload the entire CRC register (C[4:0]) with the value 01004%/then clock the receiveg
j CRC-5 {data, CRC-5} bits into the input labelled DATA, MSB first. Thé CRC-5 check passes if the

Eigure F.1 — Example CRC-5 circuit

Table F.1 — CRC-5 register preload values

Register Preload value
Qo0 1
Q1 0
Q2 0
Q3 1
Q4 0

F.2 Example CRC-16 encoder/decoder

An exemplary schematic diagram for a CRC-16 encoder/decoder is shown in Figure F.2, using the polynomial
and preset defined in Table 11 (the polynomial used to calculate the CRC-16, x'®+ x?+ x°+ 1, is the CRC-

CCITT I
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