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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC[TC 1.

The profcedures used to develop this document and those intended for its further maintenance are
describgd in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for t
different types of ISO documents should be noted. This document was drafted in accordance with t
editoria| rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

=

Attention is drawn to the possibility that some of the elements of this document may'be the subject ¢
patent rjghts. ISO shall not be held responsible for identifying any or all such patent rights. Details d
any patgnt rights identified during the development of the document will be jin\the Introduction and/d
on the I§0 list of patent declarations received (see www.iso.org/patents).

SRS

—

Any trade name used in this document is information given for the convenience of users and does ng
constitute an endorsement.

For an gxplanation on the voluntary nature of standards, the{meaning of ISO specific terms anfd
expressions related to conformity assessment, as well as information about ISO's adherence to t

World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the followi&E
URL: www.iso.org/iso/foreword.html.

This ddcument was prepared by Technical Committee ISO/IEC JTC 1, Information technolog},
Subcomittee SC 31, Automatic identification and data capture techniques.

This foyrth edition cancels and replaces thé-third edition (ISO/IEC 18000-4:2015), which has bee
technicqlly revised. The main changes compared to the previous edition are as follows:

—

— Mode 4, described in Clause«9 as "MODE 4: Configurable data rate active RFID system", ha
been adled.

[72)

Alist of pll parts in the ISO 18000’series can be found on the ISO website.

=

Any feedback or questions'on this document should be directed to the user’s national standards body.
completg listing of these ,bodies can be found at www.iso.org/members.html.
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018(E)

This document is one of a series of International Standards and Technical Reports developed by ISO/
[ECJTC 1/SC 31 for the identification of items (item management) using radio frequency identification

(RFID) technology.

This document defines four 2,45 GHz protocols. Each of the specific physical/data link configuration
is defined in a separate subclause. The configuration descriptions include a physical layer and a data

link layer.
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Information technology — Radio frequency identification

for item management —

Scope

[his document defines the air interface for radio frequency identification (RFID)-devices o
ih the 2,45 GHz industrial, scientific, and medical (ISM) band used in item management appl
[his document provides a common technical specification for RFID devices that can be

perating
ications.
used by

IBO committees developing RFID application standards. This document’is intended to allow for
dompatibility and to encourage inter-operability of products for the\growing RFID markeqt in the
ihternational marketplace. This document defines the forward and return link parameters for technical
dttributes including, but not limited to, operating frequency, operating channel accuracy, ¢ccupied
dhannel bandwidth, maximum equivalent isotropically radiated power (EIRP), spurious emissions,

odulation, duty cycle, data coding, bit rate, bit rate accuracy, bit transmission order, an
appropriate, operating channels, frequency hop rate, hop,sequence, spreading sequence, and ¢
his document further defines the communications protocol used in the air interface.

—

his document contains four modes. Mode 1 is an interrogator talks first with passive tag. Mode
hlks first with battery-assisted passive tag. Mode 3is"a globally available, ubiquitous network su
but not limited to) the logistics and transpoxtation industry; agnostic to any device, comm
therwise, requiring global availability. Mode @is a configurable data rate active RFID system. It
he functions of long range objects identification and environmental sense, and it is intended t
he low cost device and low power constimption, long range identification, fast and reliable tag
he detailed technical differences between the modes are shown in the parameter tables.

_ t O &t

2 Normative references

Q

undated references,the latest edition of the referenced document (including any amendments)

(]

50/1EC 646, Information technology — 1SO 7-bit coded character set for information interchange

P~

nterchangé

1 where
hip rate.

P is atag
bporting
brecial or
brovides
b realize
S access.

The following documents are referred to in the text in such a way that some or all of their| content
onstitutes requireménts of this document. For dated references, only the edition cited applies. For

applies.

b0/1EC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for

IBO/IEC 15963, Information technology — Radio frequency identification for item management —+ Unique

I'Jnmh'ﬁnnf—:nm for DL +aac
CHEACGHORFoF1rtags

ISO/IEC 19762, Information technology — Automatic identification and data capture (AIDC) techniques —

Harmonized vocabulary

ISO/IEC/TR 18047-4, Information technology — Radio frequency identification device conformance test

methods — Part 4: Test methods for air interface communications at 2,45 GHz

[SO/IEC/IEEE 8802-15-4:2018, Information technology — Telecommunications and information exchange

between systems — Local and metropolitan area networks — Specific requirements — Part 15-4:

Wireless

medium access control (MAC) and physical layer (PHY) specifications for low-rate wireless personal area

networks (WPANs)

© ISO/IEC 2018 - All rights reserved
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IEEE 802.15.4:2006, Information technology — Local and metropolitan area networks — Specific
requirements — Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications
for Low Rate Wireless Personal Area Networks (WPANs)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 and the
following apply.

[SO and [EC maintain terminological databases Tor use in standardization at the Tollowing addresses;

— IEC[Electropedia: available at http://www.electropedia.org/

— ISOnline browsing platform: available at http://www.iso.org/obp

31
associafed
successfful negotiation of a bi-directional wireless link with a coordinator

Note 1 toentry: Associated networks require communication be maintained and menitored for a period of timé.

3.2
association
service [used to establish membership for a device communicating within the wireless network
describgd in this document

3.3
authentication
ATH
process jof determining whether an entity or data is/are who or what, respectively, it claims to be

Note 1 to entry: The types of entity authentication-referred to in this document are Tag authentication,
Interrogator authentication, and Tag-Interrogator’ mutual authentication. For data authentication, see
authentidated communications (3.4).

34
authenticated communications
commuijications in which message-integrity is protected

3.5
block cipher
cryptographic function that operates on strings of fixed size

3.6
chip
smallesf unit of-signal after spectrum spreading

Note 1 tolentry: In the spreading process, an information bit is usually represented by a number of coded signals,
wherein b caded signalis called a chip

3.7
coordinator
full-function device (FFD) capable of relaying messages

Note 1 to entry: If a coordinator is the principal controller of a personal area network (PAN), it is called the PAN
coordinator.

3.8
data server
device data termination point

2 © ISO/IEC 2018 - All rights reserved
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3.9

device

any entity that meets the ISO/IEC/IEEE 8802-15-4 medium access control (MAC), physical interface to
the wireless medium, and this document

Note 1 to entry: A device may be a reduced-function device (RFD) or a full-function device (FFD).

3.10

encryption

transformation of a message into a new representation so that privileged information is required to
cover the original representation

A1
full-function device
FD
evice capable of operating as a coordinator

A2
roup key
ey that is known only to a set of devices

3.13
ailing channel
50/1EC/IEEE 8802-15-4 radio channel used to broadcast theINDB

—

3.14
ey
rivileged information that may be used, for example, to protect information from disclosure t¢, and/or
ndetectable modification by, parties that do not:lrave access to this privileged information

A5
eylD
umerical designator for a single key

16
link key
secret key that is shared between precisely two devices

17
esh networking
pe of network where-an FFD serves as a relay for other devices

18

essage authertication code
AC1

de, computed over bits in a message, that an Interrogator or a Tag may use to verify the integrity of
e méssage

19

message integrity code
MIC

data whereby an entity receiving a message corroborates evidence about the true source of the
information in the message and, thereby, evidence that the message has not been modified in transit

3.20
network channel
primary ISO/IEC/IEEE 8802-15-4 radio channel between a coordinator and remote devices

3.21
packet
formatted, aggregated bits that are transmitted together in time across the physical medium

© ISO/IEC 2018 - All rights reserved 3
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3.22

password
information that is used to verify identities in the tag access (3.29) process

3.23

payload data

contents of a data message that is being transmitted

3.24

reduced-function device

RFD

device that is not capable of operating as a coordinator

3.25

secure fommunications

commuijications in which message confidentiality is protected

3.26

security

degree f protection against threats identified in a security policy

Note 1 toentry: A system is secure if it is protected to the degree specified in the security policy.
3.27

server ¢onnected coordinator

ScC

networl coordinator that terminates the wireless protocol desctibed in this document and is connectefd
to contrpl servers

3.28

tag

any device type associated with the device and capable of joining the network

3.29

tag accégss

process|in which tags establish comimunication links with interrogators according to certaip
communication protocols

4 Symbols and abbreviated terms

ACK acknowledgerment

ALW always

CCITT Cemité Consultatif International Téléphonique et Télégraphique

Cht Carrier high level tolerance

Clt Carrier low level tolerance

CRC cyclical redundancy check

CSI cryptographic suite identifier

CSMA carrier sense multiple access

DBPSK differential binary phase shift keying

DF dedicated file

4 © ISO/IEC 2018 - All rights reserved
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DSSS direct sequence spread spectrum

EBV extensible bit vectors

EF element file

EIRP equivalent isotropic radiated power

EVM error vector magnitude

fhitrate base frequency of the bit rate of Manchester code without bit changes
f frequency of operating field (carrier frequency)
HCF frame control field

HCS frame check sequence

HHSS frequency hopping spread spectrum

I{SB least significant bit

N Modulation

Nla Modulation overshoot

NAC medium access control

Nib Modulation undershoot

MF main directory file

MIC message integrity code

MIN Manufacturing Identifieation Number

Nt Modulation lower tolerance

NISB most significant bit

Nlut Modulation-upper tolerance

\ totalnumber of time-slots in access frame
NAK no-acknowledgement

NDB network discovery beacon

NEV never

NSM network status message

OID object identifier

0-QPSK offset quadrature phase shift keying

ppm parts per million
PWD password
Q parameter that controls tag access number

© ISO/IEC 2018 - All rights reserved 5


https://standardsiso.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

QPSK
RFID
RID
RNr
RNt
RN16
RN8
RTLS

SNsiot

SNSUCCES b

Tbmf
Tbmr
Tcf
Ter
Tcs
TDMA
Tf
Tfhf
Tfhr
Tfhs
Tflb
Tr
Trlb
TID
TTL
UIl

Wslot

quad-phased shift keying
radio frequency identification

interrogator identifier

random number generated by interrogators

random number generated by tags

16-bit random number
8-bit random number
real time locating system

serial number of time-slot

serial number of successful access

Manchester fall time
Manchester rise time
carrier fall time

carrier rise time

carrier steady time

time division multiple access
fall time

carrier FHSS fall time
carrier FHSS rise time
carrier FHSS steady €inte
forward link bittime
rise time

return lnk bit time
taguidentifier

tag talk last

unique item identifier
width of time-slot
bitwise XOR

series connection
point multiplication

binary addition
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5 General items on 2,45 GHz RFID protocols that support this document

5.1 Protocols

018(E)

This clause describes the general items of the ISO/IEC 18000-4 2,45 GHz RFID command/data level
communication protocols. These protocols facilitate communication between compliant tag and
compliant interrogator. The timing parameters and signal characteristics for the protocols are defined
in the physical link specifications in each mode. Details of the Modes of various protocols are described
in Clauses 6, 7,8 and 9.

3

T
a

o = =

(&x ]

N ] + &+ =+ ]+~ ]
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.2 Frequency

.2.1 General

his document is intended to address RFID devices operating in the 2 450 MHz Industrial, S
nd Medical (ISM) frequency band.

.2.2 Interface definitions

his document supports standard parameters and standard air interface implementations for ¥
on-contact information system equipment for Item Managemeént applications. Typical app
perate at ranges greater than 1 m.

.2.2.1 RFID system definition

nterrogator and tags). The host system runs an‘application program, which controls interfa
he RFID. The RFID equipment shall be composed of two principal components: tags and intert
he tag is intended for attachment to an iteny;’which a user wishes to manage. It is capable of s
hg [D number and other data regarding the tag or item and of communicating this informatid
hterrogator. The interrogator is a deyice, which communicates to tags in its field of view. Add
he interrogator can use its transmiitted RF carrier to power the tag. Systems, which rely
Fansmitted interrogator carrier(for powering the tag, are typically referred to as passive tag
he interrogator controls the,protocol, reads information from the tag, directs the tag to stor
pme cases, and ensures me$sage delivery and validity.

.2.2.2 Minimum features

FID systems defined by this document provide the following minimum features:
— identify tag-in range;

- read\data;

— _“write data or handle read-only systems gracefully;

cientific

wireless,
ications

he radio frequency identification (RFID) systemgshall include a host system and RFID equipment

ces with
ogators.
toring a
n to the
tionally,
y on the
bystems.
b data in

— selection by group or address;

— graceful handling of multiple tags in the field of view;

— error detection.

5.2.2.3 Conformance

To claim conformance with this document, an RFID system shall comply with one of the physical/data
link implementations described in Clauses 6, 7, 8 and 9.

The rules for RFID device conformity evaluation are given in ISO/IEC 18047-4.
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5.3 Tag identification number

A tag identification number shall be included in commands directed to a specific tag unless the protocol
provides other means like Tag Talks First (TTF) protocols. This document mandates that each tag shall
include a manufacturer’s tag identification number as defined in Annex A for mode 1, in Annex C for
mode 2, in 8.5.1 for mode 3 and in 9.4.6.1 for mode 4.

A separate User Tag Identification is not mandatory, but is an option. When a UserTagID is used, it shall
consist of the number of bytes required by the user application. This number and other application
data shall be accessed as user data fields on the tag. These fields can be accessed via the API using
the driver’s field name resolution mechanism. The UserTaglID is a user-defined tag identifier and ismgt
necessarily unique.

5.4 Potential interference

Standarfls developers have a duty to ensure that no “significant interference”’~eXists betweep
Standarflized modes. “Significant Interference” exists if a system of one Standardized"mode (working
within the most widespread regulated power emissions) is likely to impede the(successful operation
of a syskem of another Standardized mode (working within the most widesptead regulated powdr
emissions), in likely expected operating situations.

Margindl measurable interference that does not impede operation in likely expected operating situations,
or that dould be avoided by simple and inexpensive design improvement, shall not be considered cause
to rejectla mode.

— Thefefore, TTF modes are clearly identified as such in thissdocument.

— Thefefore, installers of RFID systems are advised that’they should make best efforts to be a goofd
neighbour in installing any systems, bearing in mirtd-that there may be other systems sharing thie
samle bandwidth, and are advised to take precautions to minimize interference to other systems.
Instiallers are equally advised to be preparedito’ handle interference within the bandwidth from
othé¢r users up to transmission powers permitted by local regulations.

6 MODE 1: Passive backscatter(RFID system

6.1 MPODE 1: General

The FHYS backscatter optionror.the narrow band operation RFID system shall include an interrogatqg
that runs the FHSS backscatter option 1 RFID protocol or in narrow band operation, as well as one o
more tags within the intérrogation zone.

= =

When placed in the RF-field of an interrogator, the tag shall begin to power up. If the field is adequat¢
the tag $hall execute a power-on reset and shall be ready to receive commands. Each command sha
begin wijith a preamble and start delimiters that, taken together, enable the tag to perform clock an
data redovery¢on the incoming signal. Data to and from the tag are checked for errors using a Cycl
Redundarey “Code (CRC). Therefore, CRC fields are present in all interrogator interrogations anf
in all tagTesponsesAdditiomat data protection s provided by Manchester encoding o c—forward
(interrogator to tag) link and FMO encoding on the return (tag to interrogator) link.

="

By using the FHSS backscatter option 1 RFID command set or in narrow band operation, the interrogator
can execute a number of functions on tags in its field. For example, the interrogator can send a command
sequence, which allows it to identify multiple tags simultaneously in its RF field. Alternately, it can
select a subset of the tags in the field based on tag memory contents. It can also read data stored on a
tag in its field, as well as write or lock data to such a tag.

The description of the RFID tag command set in the following clause shall provide detail regarding the
command field and return data/acknowledgement fields, if any. In addition, it shall cover additional
high-level elements of the FHSS backscatter option RFID protocol, including how the multiple item
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identification algorithm works and byte ordering requirements. The more general aspects of the
protocol (preambles, CRC-16, etc.) are covered in detail in 6.2.7.

This portion of this document describes a passive backscatter RFID system that supports the following

system capabilities:

System protocol

— Identify and communicate with multiple tags in the field

ser has

stored in the tag

[}ata integrity protection

(interrogator-to-tag) data.

interrogator) data.

o o ey

6.2 Physical layer and data coding

9%

-+ User controlled permanent lock memory

4.2.1 Interrogator power-up waveform

7

Col 4 L. £ i A | 2L H i aela 1o | st A3 a2l o 21
JUICLL d DUUSI UulJ Ul Lasb vy 1ucuLu_y Ul CLUILIIIIUITICAtT VWILIT U4AdSTU UIl ITIITUT IIIAatllUIT tIIdl LIIT

—+ Read from and write or rewrite data many times to individual tags

-+ Manchester bit-wise encoding and CRC-16 packet-level protection are-applied to the forw

-+ FMO bit-wise encoding and CRC-16 packet-level protection areZapplied to the return link

The interrogator power-up waveform shall comply with the mask specified in Figure 1 and Tab

ard link

(tag-to-

h this RFID system, interrogators both power and commanicate with the tags that are within their
nnge. Tags receive data as on-off key amplitude modulation of the power/data signal f
hterrogator. During the time that the tag communicates back to the interrogator, the inte
roadcasts a steady radio frequency power level, and the tag modulates the impedance of
requency load attached to the tag antenna termiiftals. The interrogator then receives the d
Fom the tag as a variation in reflection of its tranSmitted power.

rom the
rrogator
ts radio
hta back

le 1.

Cht

7

/‘\

*

N

4y 100

77

Cht

Clt

)

<«—> Tcr

7z

0%

» Tcs

A

Figure 1 — Interrogator power-up waveform
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Table 1 — Interrogator power-up waveform parameter values

Parameter Min Max
Tcs 400 ps
Ter 0 us 30 ps
Cht 3%
Clt 1%

6.2.2

Once the carrier level has dropped below the ripple limit Cht, power down shall be monotonic@nd (

'S 'S - |
HICITUGAdIULI PpUWTI TUUWIIL

duration Tcf, as specified in Figure 2 and Table 2.

//\ ,,,,,,, ‘100%
Cht
h 4
% 0%
Clt

<+« \Tcf

Figure 2 — Interrogator power-down waveform

Table 2 — Interrogator power-down timings

Parameter Min Max
Tcf 1us 500 us
Cht 3%
Clt 1%

6.2.3

When the interrogator-eperates in the frequency hopping spread spectrum (FHSS) mode, the carrie
rise and|fall times shall'‘¢onform to the characteristics specified in Figure 3 and Table 3.

Frequency hopping carrier rise and fall times

—

10
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100%
90%

10%

<4<

Tfhr |

Tfhs

<P

TEht

Figure 3 — FHSS carrier rise and fall charactéristics

Table 3 — FHSS carrier rise and fall parameters

4.2.4 Forward link

4.2.4.1 Carrier modulation

—_ ]

The example of 40 kbit/s.Signal of Manchester coding as per Figure 4.

Parameter Min Max
Tfhr 15 us
Tfhs 400 ps
Tfhf 15 ps
NOTE The numbers in Table 3 are an example.for current FCC regulations only.

The parameter for.99°% Modulation of Manchester coding is specified in Table 4.

0%

he data transmission from_the interrogator to the tag is achieved by modulation of the carrig
he data coding is performed-by generating pulses that create a Manchester coding.

© ISO/IEC 2018 - All rights reserved
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Figure 4 — Example of 40 kbit/s signal

Table 4 — Parameter for 99 % Modulation

Parameter Minimum |Noeminal | Maximum
M=(A-B)/(A+B) 90 99 100

Ma 0 0,03 (A-B)

Mb 0 0,03 (A-B)

Tr 0 ps 1,8 us 0,1/fbitrate

Tf 0 us 1,8 us 0,1/fpitrate

6.2.4.2 | Bit coding of forward link fields

Data ard Manchester encodedas per Figure 5.

field not modulated

field modulated

Logic 0 = Manchester 0 ... 01

ficld-notmodulated

field modulated

Logic 1 = Manchester 1 ... 10

Figure 5 — Forward link bit coding
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6.2.5 FMO return link

6.2.5.1 General

The tag transmits information to the interrogator by modulating the incident energy and refl
back to the interrogator (backscatter).

6.2.5.2 Modulation

018(E)

ecting it

Thetagswitchesits Teflectivity betweenm two states: T e ‘space state 15 the mornmat comdition
he tag is powered by the interrogator and is able to receive and decode the forward link.,Tthg
tate is the alternative condition created by changing the antenna configuration or termihatioy

wn_ct+

(@

.2.5.3 Datarate

o |

he return link data rate is derived from the forward link data rate and isCtypically 40 kb
details, see Table 5.

4.2.5.4 Data coding

[}ata are coded using the FMO technique, also known as Bi-PhaseSpace.

[an)

ne symbol period Trlb is allocated to each bit to be sent. In EMO encoding, data transitions oc
hit boundaries. In addition, data transitions occur at the mid;bit of logic 0 being sent.

Table 5 — Return link parameters

Data rate Trlb Tolerance
30 kbit/s to 40 kbit/s 25 us to 33 ps *15 %

(Joding of data is MSB first. Figure 6 illustsates the coding for the 8 bits of ‘B1’.

FMO Data Coding
MSB first encoding of Byte 10110001 = 'B1’

Alternative

n which
h llmark"
1.

it/s. For

tur at all

depending on

prior conditions ] | [ ] | L L L ] B

Trlb

Figure 6 — Tag to interrogator data coding
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6.2.5.5 Message format

A Return Link Message consists of n data bits preceded by the Preamble and followed by the tag data.
The data bits are sent MSB first.

The Preamble enables the interrogator to lock to the tag data clock and begin decoding of the message.
It consists of 16 bits as shown in Table 6. There are multiple code violations (sequence not conforming
to FMO rules) that act as a frame marker for the transition from Preamble to Data.

6.2.5.6 —Return preamble

The retyrn preamble is a sequence of backscatter modulation specified in Table 6.

Table 6 — Return preamble

00000101010101010101000110110001

jom

Data ‘0’ |s represented by the tag’s modulator being in the high impedance state, Data ‘1’ is represente
by the tag’s modulator switching to the low impedance state, thereby causing achange in the incider
energy tlo be back-scattered.

(s

NS

The tag shall execute backscatter, a half-bit 1 and half-bit 0 sent by the tag defined as follows in Figure

2

NOTE 1 =low impedance (backscatter), 0’ = high impedance (no backscatter).

Figure 7 — Return link preamble

6.2.6 [yclic redundaney -check (CRC)

When s¢nding a command to the tag, the interrogator shall attach an inverted CRC to the message
packet. Pn receiying a command from the interrogator, the tag shall verify that the checksum or t

CRC valtie is valid’ If it is invalid, it shall discard the frame, shall not respond and shall not take agl;
other action.

The 16-bi=CREC annline for hath ~ovn ity divantionc: frony tntarragatar +0 +a0g and from +o
BH—civc—3aPP aE—ahea+Heh—+t

ot
TTIC oo Dot ComaICo T o O C e oo s T o Ittt r ogator—to—toug T—tog—©

interrogator.

The polynomial used to calculate the CRC is X16 + X12 + X5 + 1. The 16-bit register shall be preloaded
with ‘FFFF’. The resulting CRC value shall be inverted, attached to the end of the packet and transmitted.

The most significant byte shall be transmitted first. The most significant bit of each byte shall be
transmitted first.

At the tag, the incoming CRC bits are inverted and then clocked into the register. After the LSB bit is
clocked into the tag, the 16-bit CRC register should contain all zeroes.

The 16-bit CRC shall be calculated on all data bits up to, but not including, the first CRC bit.

14 © ISO/IEC 2018 - All rights reserved
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On receiving of a response from the tag, it is recommended that the interrogator verifies
CRC value is valid. If it is invalid, appropriate remedial action is the responsibility of the inte
designer.

The CRC 16 bits and bytes transmission rules is specified in Table 7.

Table 7 — CRC 16 bits and bytes transmission rules

MSByte LSByte

MSP 1CD MSD 1S
™VIOD p=rep =g ™VIOD

that the
rrogator

CRC 16 (8 bits) CRC 16 (8 bits)
T first transmitted bit of the inverted CRC

(@

.2.7 Protocol concept

hg communication (forward link), data are sent using an on-off key format, The radio freque

pecification is defined in 6.2.4. In the case of Manchester coding, a Manchester 1isa 1to 0 tr
Uhile a Manchester 0 is a 0 to 1 transition.

< 0 ot

or tag-to-interrogator communication (return link), data, afe sent using backscatter tec

uring this time, the interrogator shall not modulate-the carrier. During the WAIT field (w
Urite data into their memory), the interrogator shallalso provide steady power to the tag and
hodulate the carrier. The transmission protocol‘defines the mechanism to exchange instruct
ata between the interrogator and the tag, in-both directions.

.5 < = 0 = =3

(]

[ is based on the concept of "interrogatortalks first".

his means that any tag shall not start transmitting (modulating) unless it has received and
ecoded an instruction sent by the interrogator.

he protocol is based on anwekchange of a command from the interrogator to the tag and a
Fom the tag(s) to the interrogator.

- o, =]

—

he conditions underwhich the tag sends a response are defined in 6.3.6.

Hach command afidieach response are contained in a frame. The frame is specified in 6.2.7.
Hach commandconsists of the following fields:

Preamble

Delimiter

ata are encoded and presented in slightly different ways in the constituent fields. For interrogator-to-

hcy field

eing on corresponds to 1, while the radio frequency field being off coxfesponds to 0. The on-off ratio

hnsition,

hniques.

his requires that the interrogator provide steady power to.the tag during the return link. While the
hterrogator powers the tag, the tag shall change alternately the effective impedance of the §ag front
nd and thus changing the overall radio frequency reflectivity of the tag as seen by the intefrogator.

hen tags
hall not
ons and

broperly

esponse

Command code
Parameter fields, depending on the command
Application data fields, depending on the command
CRC

Each response consists of the following fields:
Return preamble

Application data fields

© ISO/IEC 2018 - All rights reserved
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CRC

The protocol is bit-oriented. The number of bits transmitted in a frame is a multiple of eight (8), i.e. an
integer number of bytes. However, the frame itself is not based on an integer number of bytes.

In all byte fields, the MSB shall be transmitted first, proceeding to the LSB. In all word (8-byte) data
fields, the MSB shall be transmitted first.

The MSB shall be the byte at the specified address. The LSB shall be the byte at the specified address
plus 7 (i.e. bytes are transmitted in incrementing address order).

The byt¢ significance is relevant to data transmission and to the GROUP_SELECT and GROUP_UNSELEG[
greater than and less than comparisons.
The MSB of the byte mask shall correspond to the most significant data byte, the byte at the/Specifiefd
address
Word (§-byte) addresses are not required to be on an 8-word boundary and may‘be on any byte
boundaty.
RFU bitg and bytes shall be set to zero (0).
6.2.8 Command format
6.2.8.1 | General
The command consists of the following fields:

Preamble

Delimiter

Conymand

Parameter and data files

CRG
The gengral command format is specified in Table 8.

Table 8 — General command format
Preamble detect Preamble Delimiter | Command | Parameter | Data | CRC |

6.2.8.2 | Preamble’detect field
The preamble-detect field consists of a steady carrier (no modulation) during a time of at least 400 p$.
This corresponds to 16 bits for a communication rate of 40 kbit/s.
6.2.8.3 Preamble

The preamble is equivalent to 9 bits of Manchester 0.

6.2.8.4

010101010101010101

Delimiter

6.2.8.4.1 Startdelimiter 1

In NRZ format; includes Manchester errors; spaces ignored

16
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100111010 Delimiter 1

6.2.8.5 CRC

S

ee 6.2.6 and Annex B.

6.2.9 Response format

6.2.9.1 General

018(E)

T

—

|

o =

6

=

See 6.2.6 and Annex B.

he response consists of the following fields:
Quiet
Return preamble
Data fields
CRC

he general response format is specified in Table 9.

Table 9 — General response format

| Quiet | Return preamble Data CRC

he tag shall use a backscatter technique to communicate data to the interrogator. The inte
hall be steadily powering the tag as well as listening to the tag response throughout th¢
hterrogator (backscatter) communication. This‘applies to all fields in the return link.

.2.9.2 QUIET

he tag shall not backscatter for 16 x.Trlb - 0,75 x Tflb. The duration of the quiet time is detern
he communication speed of the forward and return link.

.2.9.3 CRC

.2.10 WAIT

uring the WATD field, the interrogator provides steady power to the tag for the duration of
5 ms. No ons0ff key data may be sent during the write operation.

nder which a write will occur are described in 6.3.6.2.5.4.) If a write operation is executed,

rrogator
p tag-to-

hined by

at least

Vhen astag receives a write command, it shall execute a write operation. (The details of the conditions

the final

-, oo =

eldyin the overall field sequence shall always be WAIT.

During the WAIT field, when the tag is writing data into the EEPROM, the interrogator shall steadily
power the tag. On-off key data shall not be sent during this time.

Details are shown in Figure 8 and in Figure 9.

© ISO/IEC 2018 - All rights reserved
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Figurd 8 — Sample command/response packets for GROUP_SELECT (40 kbit/s on forward and

Figure 9 — Sample command/response packets for WRITE (40 kbit/s on forward and return link)

6.2.11

Figure

FIELD PREAMBLE_DETECT preamsLe |sToeL| CMD | ADDR BM WORD_DATA CRC-16
READER OUTPUT WAVEFORM
TAG MODULATION
REMARKS 400 ys minimum nine 01's Manchester Manchester Manchester

1100 1110 10

FIELD QUIET RET PREAMBLE RETURN DATA/ACK/ERR CRC-16

READER OUTPUT WAVEFORM

TAG MODULATION

REMARKS FMO FMO intercommand time or
field on for write

00000101 01010101 01010001 10110001

return link)
FIELD | PREAMBLE_DETECT | PReAMBLE STDEL CMD D ADDR | DAT | (CRE-16
READER OUTPUT WAVEFORM D
TAG MODULATION
REMARKS 400 pys minimum nine 01's Manchester ’ Manchester
1100111010
WAIT A
FIELD QUIET RET PREAMBLE RETURN ACK/ERR CRC-16
READER OUTPUT WAVEFORM O\
TAG MODULATION AN
REMARKS field on to power tag during write

Communication sequences:at packet level

|0 and Figure 11 show-several examples of communication sequences at the packet leve].

Figure

of 10 co
circuitry
wait for
that may

0 depicts a packet,sequence that includes a write command. The sequence includes a wait fdr
e, which provides.the necessary time for the chip to complete its write operation. In addition,
the wait foravrite time, the interrogator issues a tag resync signal. This signal is composefd
nsecutive 01<signals. The purpose of the tag resync signal is to initialize the tag data recoverfy
. It is required after a write because the interrogator may output spurious edges during thie
writetime. Without the tag resync, tags may miscalibrate as a result of the spurious signals
' begenerated.

Figure 1

resync signal is gan reqired after the hop because spuis signals ay be eerated during the

Jd-1Dd e =Ja en 2 A _SA/ D 1 J =Ja 2 NOon ne ALeen ommangd a2 ced ne \8,

hop time.

In order to ensure that tags do not get confused, frequency hops between command and response
should be avoided.

18
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Action COMMAND RESPONSE WAIT FOR WRITE TAG RESYNC COMMAND RESPONSE
Component execution | Interrogator Tag Interrogator Interrogator Interrogator Tag
action
Net HoRSFRHACR ter-64

Figure 10 — Command sequence (including a write) with no hopping
Action COMMAND RESPONSE HOP TAG RESYNC COMMAND RESPQNSE
Component execution| Interrogator Tag Interrogator Interrogator Interrogator Tag
action
Notes - - <26 us ten 01's - -

—

Figure 11 — Command sequence with a-hop between response and next commandg

4.3 Protocol and collision arbitration

4.3.1 Definition of data elements, bit and byte ordering

4.3.1.1 Unique ID
See A.2.
4.3.1.2 CRC

See 6.2.6 and‘Annex B.

4.3.1.3<-FLAGS
he-tag shall support a field of eight flags. This field is called FLAGS.

The FLAGS is specified in Table 10.

Table 10 — FLAGS

Bit Name
FLAG1 (LSB) DE_SB (Data_Exchange Status Bit)
FLAG2 WRITE_OK
FLAG3 BATTERY_POWERED
FLAG4 BATTERY_OK
FLAG5 0 (RFU)

© ISO/IEC 2018 - All rights reserved
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Table 10 (continued)

Bit Name
FLAG6 0 (RFU)
FLAG7 0 (RFU)
FLAG8 (MSB) 0 (RFU)

6.3.1.3.1 Data Exchange Status Bit (DE_SB)

The tag|shall set this bit when the tag goes into the DATA_EXCHANGE state and keep it set unless |t
moves into the POWER-OFF state.

When th
that wil

tDE_SB sIall be atleast 2 s in the temperature range 30 °C to 60 °C.

tDE_SBS

When tH

6.3.1.3.1
The WR
The WR

6.3.1.3.]

The BAT
passive

6.3.1.3.4

The BAT
cleared

6.3.2

The fun
Up to 25
This lea

NOTE

—

e DE_SB is set and the tag comes into the POWER-OFF state, then the tag shall trigger.d timg
reset the DE_SB bit after tpg_sp.

all be at least 4 s in the temperature range 0 °C to 50 °C.

e tag receives the INITIALIZE command, then it shall reset the DE_SBimmediately.

P WRITE_OK
[TE_OK bit shall be set after a successful write access to the memory (e.g. WRITE, LOCK).

[TE_OK bit is cleared after execution of the command fellowing the write command.

8 BATTERY_POWERED

—

'TERY_POWERED bit shall be set when thestag should have a battery. It shall be cleared fd
fags.

i  BATTERY_OK

'TERY_OK bit shall be set when“the battery has enough power to support the tag. It shall b
for passive tags.

[¢)

Tag memory organizatien

rtional memory shallbe organized in blocks of one byte.
6 blocks of onebyte can be addressed.

s to a maximum memory capacity of up to 2 Kkbit.

ThisStructure allows future extensions of the maximum memory capacity.

6.3.3

lock security status

Each byte shall have a corresponding lock bit. The lock bits may be locked by use of the LOCK command.
The status of the lock bit may be read by the QUERY_LOCK command. The tag shall not be allowed to
reset any lock bit after leaving the final production site. In most cases, this is the production site that
defines the unique ID.

6.3.4 Overall protocol description

20
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6.3.4.1 Tag states

The tag has four major states:

POWER-OFF The tag is in the POWER-OFF state when the interrogator cannot activate it.

READY

(For battery-assisted tags, it means that the level of RF excitation is insuffi-
cient to turn on the tag circuits.)

The tag is in the READY state when the interrogator first powers it up.

ID

—

he state diagram as per Figure 12.

The tag is in the ID state when it is trying to identify itself to the inteprpgator.

DATA_EXCHANGE The tag is in the DATA_EXCHANGE state when it is known to the‘interrpgator

and was selected.

POWER-OFF

|_ Power On

A Select

Unselect r
Collision Arbitration
A Rédd V

L

Data Read

Initialize [

DATA
EXCHANGE

< Read

NOTE

This diagram does not show that the tag goes into POWER-OFF from all states in the case that the

interrogator field is permanently turned off.

Figure 12 — State diagram

The state diagram only shows an overview of the possible transition. Details are specified in Table 12.

Power-On:

State change when interrogator field is turned on.
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Select

State change due to selection of tag by GROUP_SELECT or READ commands.

Unselect

State change due to deselection of tag by GROUP_UNSELECT commands or INITIALIZE command.

Collision Arbitration

No state r‘hqngp dnring collision arbitration until cing]p tagis identified

Data_Re
State ch
Read

State ch
Initializ
State ch
The detd

The trar

6.3.4.2

Commaids shall be active in states marked with “X” ahd neither causes a state change nor cause p

respons

pad

hnge due to first read access in collision arbitration process.

e
hnge due to deselection of tag by INITIALIZE command.
liled command processing is specified in Table 11.

sition between these states is specified in Table 12.

Detailed command processing

b in the other states.

hnge due to read access independent of collision arbitration process.

Table 11 — Detailed command processing

COMMAND

States

READY

ID DATA
EXCHANGE

GROUP_

SELECT_EQ

GROUP_

SELECT_NE

GROUP_

SELECT_GT

GROUP_

SELECT_LT

GROUP_

SELECT_EQ_ELAGS

GROUP_

P PR | K| <

SELECT_NE._FLAGS

GROUP_

UNSELEET EQ

GROUP_

UNSELECT_NE

GROUP_

INSELECT_GT

GROUP_UNSELECT_LT

GROUP_UNSELECT_EQ_FLAGS

GROUP_UNSELECT_NE_FLAGS

MULTIPLE_UNSELECT

FAIL

SUCCESS

RESEND

INITIAL

IZE X

READ

Sl s e e A e R e A R M e R e e s R R s R s R e
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Table 11 (continued)
COMMAND States
READY ID DATA
EXCHANGE

DATA_READ X X
READ_VERIFY X X X
READ_VERIFY4BYTE X X X

/RITE X X X
WRITE4BYTE X X K
WRITE4BYTE_MULTIPLE X AV X
WRITE_MULTIPLE X T X
LOCK ) X
DUERY_LOCK X X Q¥ X

N
Table 12 — State transition table Q/C)
N\

Current state Command Co@it.i))\n New state
POWER-OFF ANY COMMAND « N7 POWER OFF
POWER-OFF “Power up” o O READY
READY GROUP_SELECT_EQ 2 QO READY
READY GROUP_SELECT_NE N READY
READY GROUP_SELECT_GT e READY
READY GROUP_SELECT_EQ_FLAGS .\~ |flag not set READY
READY GROUP_SELECT_NE_FLAGS) |flagset READY
READY GROUP_SELECT_LT .\~ > READY
READY GROUP_SELECT_EQO = ID
READY GROUP_SELECT-NE # ID
READY GROUP_SELEGT GT > ID
READY GROUP_SELECT_LT < ID
READY GROUR'SELECT_EQ_FLAGS flag set ID
READY \GROUP_SELECT_NE_FLAGS flag not set ID
READY _CINITIALIZE READY
READY & |READ ID no match READY
READY 0~/ |READ ID match DATA_EXCHANGE
READY Q\?“ READ_VERIFY ID no match or not WRITE_ |READY

<D OK
READY ™ READ_VERIFY ID match and WRITE_OK  |DATA_EXCHANGE
READY READ_VERIFY4BYTE ID no match or not WRITE_ |READY

OK

READY READ_VERIFY4BYTE ID match and WRITE_OK  |DATA_EXCHANGE
READY WRITE ID no match READY
READY WRITE ID match DATA_EXCHANGE
READY WRITE4BYTE ID no match READY
READY WRITE4BYTE ID match DATA_EXCHANGE
READY QUERY_LOCK ID no match READY
READY QUERY_LOCK ID match DATA_EXCHANGE
ID GROUP_UNSELECT_EQ # ID

© ISO/IEC 2018 - All rights reserved
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Table 12 (continued)

Current state Command Condition New state
ID GROUP_UNSELECT_NE = ID
ID GROUP_UNSELECT_GT < ID
ID GROUP_UNSELECT_LT > ID
ID GROUP_UNSELECT_EQ_FLAGS flag not set ID
ID GROUP_UNSELECT_NE_FLAGS flag set ID
ID GROUP_UNSELECT_EQ = READY —
ID GROUP_UNSELECT_NE # READY N
ID GROUP_UNSELECT_GT > READY (]~
ID GROUP_UNSELECT_LT < READY -
ID GROUP_UNSELECT_EQ_FLAGS flag set REAPYD ™
ID GROUP_UNSELECT_NE_FLAGS flag not set READY
ID MULTIPLE_UNSELECT # or not WRITE_OK (1
ID MULTIPLE_UNSELECT =and WRITE_LOK _\"|READY
ID GROUP_SELECT_EQ - b
ID GROUP_SELECT_NE <N ID
ID GROUP_SELECT_GT < ID
ID GROUP_SELECT_LT N ID
ID GROUP_SELECT_EQ_FLAGS A ID
ID GROUP_SELECT_NE_FLAGS RN ID
ID FAIL R ID
ID SUCCESS 3 ID
ID RESEND QN ID
ID INITIALIZE xO READY
ID READ O ID no match ID
ID READ oY ID match DATA_EXCHANGE
ID DATA_READ _%. ° ID no match ID
ID DATA_READ] )" ID match DATA_EXCHANGE
ID READ_@MY ID no match or not WRITE_ |ID
ID REAP_VERIFY ID match and WRITE_OK | DATA_EXCHANGE
ID Q@KD_VERIFMBYTE ID no match or not WRITE_ |ID

o= OK

ID )" |READ_VERIFY4BYTE ID match and WRITE_LOK | DATA_EXCHANGE
ID .~ |WRITE ID no match ID
ID - WRITE ID match DATA_EXCHANGE
ID WRITE4BYTE ID no match D
ID WRITE4BYTE ID match DATA_EXCHANGE
ID WRITE_MULTIPLE ID
ID WRITE4BYTE_MULTIPLE ID
ID QUERY_LOCK ID no match ID
ID QUERY_LOCK ID match DATA_EXCHANGE
DATA_EXCHANGE INITIALIZE READY
DATA_EXCHANGE READ DATA_EXCHANGE
DATA_EXCHANGE DATA_READ DATA_EXCHANGE

24
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Current state

Command

Condition

New state

DATA_EXCHANGE

READ_VERIFY

DATA_EXCHANGE

DATA_EXCHANGE

READ_VERIFY4B YTE

DATA_EXCHANGE

DATA_EXCHANGE

WRITE

DATA_EXCHANGE

DATA_EXCHANGE

WRITE4BYTE

DATA_EXCHANGE

DATA_EXCHANGE

WRITE4BYTE_MULTIPLE

DATA_EXCHANGE

DATA_LEAUHANGE WRITE_MULTIFLE

DATA_EXCHANGE

DATA_EXCHANGE LOCK

DATA_EXCHANGE

DATA_EXCHANGE QUERY_LOCK

DATA [EXCHANGE

4.3.5 Collision arbitration

—]

he interrogator may use the GROUP_SELECT and GROUP_UNSELECT commands to define

v

dommands to run the collision arbitration algorithm.

1

or the collision arbitration, the tag shall support two pieces of har@ware on the tag:

— an 8-bit counter COUNT;

—+ arandom 1 or 0 generator.

]

h the beginning, a group of tags is moved to the ID(state by GROUP_SELECT commands and
heir internal counters to 0. Subsets of the group may be unselected by GROUP_UNSELECT co

—

s
Simulation results show no advantage in identifying one large group or a few smaller groups.
After the above described selection, the folltowing loop should be performed:

d) Alltagsinthe ID state with the counter COUNT at 0 shall transmit their ID. This set initially
all the selected tags.

H) If more than one tag transmitted, the interrogator receives an erroneous response. T
command shall be sent:

d All tags receiving-a FAIL command with COUNT not equal to 0 shall to increment COUNT
they move further-away from being able to transmit.

All tags receeiving FAIL a count of 0 (those that just transmitted) shall generate a random
Those that4ll a 1 shall increment COUNT and shall not transmit. Those that roll a 0 sh
COUNT. at 0 and shall send their UID again.

(ne ofifour possibilities now occurs:

all or a

ubset of tags in the field to participate in the collision arbitration. It then may use the identjification

shall set
mmands

ack to the READY state. Other groups can bé. selected before the identification procesg begins.

includes

he FAIL

That is,

number.
all keep

d) ZIf more than one tag transmits the FAIL command, step b) repeats (Possibility 1).

e) Ifalltagsrollal, nonetransmits. The interrogator receives nothing. It sends the SUCCESS command.
All the counters decrement, and the tags with a count of 0 transmit. Typically, this returns to step

b) (Possibility 2).

f) If only one tag transmits and the ID is received correctly, the interrogator shall send the DATA_
READ command with the ID. If the DATA_READ command is received correctly, that tag shall move

to the DATA_EXCHANGE state and shall transmit its data.
The interrogator shall send SUCCESS. All tags in the ID state shall decrement COUNT.

g) If only one tag has a count of 1 and transmits, step e) or f) is repeated. If more than
transmits, step b) is repeated (Possibility 3).

© ISO/IEC 2018 - All rights reserved
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h) If only one tag transmits and the ID is received with an error, the interrogator shall send the
RESEND command. If the ID is received correctly, step €) is repeated. If the ID is received again
some variable number of times (this number can be set based on the level of error handling desired
for the system), it is assumed that more than one tag is transmitting and step b) is repeated
(Possibility 4).

6.3.6 Commands

Commands are divided into four functional groups:

— sele
— iden
— datd
— mul
Further,
— mai
— opti
— cust

— proj

6.3.6.1

All tags

6.3.6.1.
The com

A mand
claim co

6.3.6.1.]
The com

Optiona
shall be
Standar
If an op
Standar

ction commands;

tification commands;

transfer commands;

Liple commands.

commands have one of the following types:
datory;

onal;

om;

brietary.

Command types

with the same IC manufacturer code and the same IC version number shall behave the same.

|  Mandatory
mand codes range from ‘00’ to ‘0A,€0C’, “15’, “1E’, “1F’ and ‘20’ to ‘3F".

hitory command shall be supported by all tags that claim to be compliant. Interrogators whic
mpliance shall support all mandatory commands.

P Optional
mand codes rangefrom ‘OB’, ‘0D’ to ‘0F’, ‘11’ to ‘13’, “17’ to ‘1C’, 1D’ and from 40’ to ‘OF".

commands@¥e’commands that are specified within the International Standard. Interrogator
technically'\capable of performing all optional commands that are specified in the Internationg

fionallecommand is used, it shall be implemented in the manner specified in the Internationg
i

1 (although need not be set up to do so). Tags may or may not support optional commands

— W

D«

If the tag does not support an optional command, it shall remain silent.

NOTE

The commands whose code ranges from ‘17’ to ‘1C’ are optional and not essential to operate the tag.
However, their support by the tag is recommended for appropriate performance. To reflect this, they are reported
as “recommended” in Table 13.

6.3.6.1.3 Custom

The command codes range from ‘A0’ to ‘DF".

26
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Custom commands may be enabled by an International Standard, but they shall not be specified in
that International Standard. A custom command shall not solely duplicate the functionality of any
mandatory or optional command defined in the International Standard by a different method.

The only fields that can be customized are the parameters and the data fields.

Any custom command contains as its first parameter the IC manufacturer code. This allows IC
manufacturers to implement custom commands without risking duplication of command codes and
thus misinterpretation.

[fThe Tag does not support a custom command, 1t shall remain silent.
4.3.6.1.4 Proprietary
The command codes are ‘10’, ‘14, ‘16’ and they range from ‘EQ’ to ‘FF’.
Hroprietary commands may be enabled by an International Standard, but theycshall not be spdcified in
that International Standard. A proprietary command shall not solely duplicate the functionality of any
mandatory or optional command defined in the International Standard by, a-different method.
These commands are used by IC and tag manufacturers for various putposes such as tests, programming
df system information, etc. The IC manufacturer may at its optionndocument them or not. It is|allowed
that these commands are disabled after IC and/or tag manufactuting.
4.3.6.2 Command codes and format
Table 13 — Command-codes and format
Command Type Command name Parameters
code

00’ Mandatory GROUP_SELECT.EQ ADDRESS |BYTE_MASK WORD_DATA

01’ Mandatory GROUP_SELECT_NE ADDRESS BYTE_MASK WORD_DATA

02’ Mandatory GROUP.SELECT_GT ADDRESS |BYTE_MASK WORD_DATA

03’ Mandatory GROUP)SELECT_LT ADDRESS |BYTE_MASK WORD_DATA

04’ Mandatory GROUP_UNSELECT_EQ ADDRESS |BYTE_MASK WORD_DATA

05’ Mandatory GROUP_UNSELECT_NE ADDRESS |BYTE_MASK WORD_DATA

06’ Mandatory GROUP_UNSELECT_GT ADDRESS |BYTE_MASK WORD_DATA

07’ Mandatory GROUP_UNSELECT_LT ADDRESS |BYTE_MASK WORD_DATA

08’ Mandatory FAIL None None None

09’ Mandatory SUCCESS None None None

0A’ Mandatory INITIALIZE None None None

0B’ Optional DATA_READ ID ADDRESS None

0C’ Mandatory READ ID ADDRESS None

B0p- Recommended WRITE 1D ADBRESS BYTEDATA

‘OF’ Recommended |WRITE_MULTIPLE None ADDRESS BYTE_DATA

‘OF’ Recommended | LOCK ID ADDRESS None

10’ Proprietary |IC manufacturer dependent

11 Recommended | QUERY_LOCK ID ADDRESS None

12’ Recommended | READ_VERIFY ID ADDRESS None

13’ Recommended | MULTIPLE_UNSELECT ADDRESS |BYTE_DATA None

14’ Proprietary |IC manufacturer dependent

15’ Mandatory RESEND None None None

16’ Proprietary |IC manufacturer dependent
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Table 13 (continued)

Command Type Command name Parameters
code

17’ Recommended | GROUP_SELECT_EQ_ None BYTE_MASK BYTE_DATA
FLAGS

‘18’ Recommended | GROUP_SELECT_NE_ None BYTE_MASK BYTE_DATA
FLAGS

19’ Recommended | GROUP_UNSELECT_EQ_ None BYTE_MASK BYTE_DATA
FEAGS

1A Recommended | GROUP_UNSELECT_NE_ None BYTE_MASK BYTE_DATA
FLAGS

“1B’ Recommended |WRITE4BYTE ID ADDRESS BYTE_MASK

“1c’ Recommended |WRITE4BYTE_MULTIPLE BYTE_ ADDRESS 4BYTEJDATA

MASK

“1D’ Recommended | READ_VERIFY4BYTE ID ADDRESS

“1E’ to ‘IF’ Mandatory RFU

20" to ‘JF’ Mandatory RFU

40’ to ‘9F’ Optional RFU

‘A0’ to ‘OF’ Custom IC manufacturer dependent

‘E0’ to ‘HF’ Proprietary |IC manufacturer dependent

6.3.6.2.1 Command fields

The conmand fields are specified in Table 14.

6.3.6.2.2

Table 14 — Command fields

Field name Field size
COMMAND 1 byte
ADDRESS 1 byte
BYTE_MASK 1 byte
ID 8 bytes
WORD.DATA 8 bytes
BYTE_DATA 1 byte
4BYTE_DATA 4 bytes

Tag responses

The tag fFesponses are specified in Table 15.

28

Table 15 — Tag responses

Response code Response name Response size
‘00’ ACKNOWLEDGE 1 byte
ACKNOWLEDGE_NOK 1 byte
‘01 ACKNOWLEDGE_OK 1 byte
‘FE’ ERROR_NOK 1 byte
‘FF’ ERROR 1 byte
ERROR_OK 1 byte
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Table 15 (continued)

Response code Response name Response size
Not applicable |WORD_DATA 8 bytes

Not applicable |BYTE_DATA 1 byte

‘02’ to ‘FD’ RFU

6.3.6.2.3 Selection commands

Jelection commands define a subset of tags in the field to be identified or written to and may/bg used as
fdart of the collision arbitration.
§4.3.6.2.3.1 Data comparison for selection command on memory
Hach select command of the commands GROUP_SELECT_EQ, GROUP_SELECT_NE,-GROUP_SELLECT_GT,
(ROUP_SELECT_LT, GROUP_UNSELECT_EQ, GROUP_UNSELECT_NE, GROUPR.UNSELECT_GT, [GROUP_
UNSELECT_LT has three arguments (parameter and data):
ADDRESS
HYTE_MASK
WORD_DATA
and the tag shall make one of four possible comparisons:
HQ M EQUAL D
NE M NOT EQUAL D
gT M GREATER THAN D
4yr M LOWER THAN D
The arguments of the comparison are
M7 MSB M6 M5 M4 M3 M2 M1 MO LSB

ADDRESS+0 |[ADDRESS+1 |ADDRESS+2 |ADDRESS+3 |[ADDRESS+4 |ADDRESS+5 |ADDRESS+6 |ADD|

Tag memory |Tag memory. |Tag memory |Tag memory |Tag memory |Tag memory |Tag memory |Tag memory
ontentat |contentat’) ‘|contentat |[contentat |contentat |contentat |contentat |contpntat

ESS+7

M = MO + M1 x 28 + M2 x 216 + M3 x 224 + M4 x 232 + M5 x 240 + M6 x 248 + M7 x 256

and the argument of the command

D7‘MSB D6 D5 D4 D3 D2 D1 Dp LSB
FITSThyte LaSthyte
after com- after com-
mand mand

D=D0+ D1 x 28+ D2 x 216 + D3 x 224 + D4 x 232 + D5 x 240 + D6 x 248 + D7 x 256

The argument BYTE_MASK defines what bytes to be considered for comparison.

The data masking for Group Select and Group Unselect commands are specified in Table 16.

© ISO/IEC 2018 - All rights reserved
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Table 16 — Data masking for Group_Select and Group_Unselect commands

6.3.6.2.]

Each sel
UNSELE

BYTE_M
BYTE_D

and the

EQ
NE

The argyiments of the comparison are FLAGS, as defined in 6.3.1.3, and the argument of the command I),
hg of the bits D7 (MSB) to DO (LSB).

consisti

The argiiment BY TESMASK defines what bits to be considered for comparison.

The dat:

BYTE_MASK WORD_DATA
Bit 7 (MSB) is set Consider D7 and M7 for comparison
Bit 6 is set Consider D6 and M6 for comparison
Bit 5 is set Consider D5 and M5 for comparison
Bit 4 is set Consider D4 and M4 for comparison
Bit 3 is set Consider D3 and M3 for comparison
Bit Z 1s set Consider DZ and MZ for comparison
Bit 1is set Consider D1 and M1 for comparison

Bit 0 (LSB) is set

Consider DO and MO for comparison

Bit 7 (MSB) is cleared

Ignore D7 and M7 for comparison

Bit 6 is cleared

Ignore D6 and M6 for comparison

Bit 5 is cleared

Ignore D5 and M5 for comparison

Bit 4 is cleared

Ignore D4 and M4 for comparison

Bit 3 is cleared

Ignore D3 and M3 for comparison

Bit 2 is cleared

Ignore D2 and M2 for comparison

Bit 1 is cleared

Ignore D1 and M1 for comparison

Bit 0 (LSB) is cleared

Ignore DO and MO for coniparison

ASK
ATA

FLAGS EQUALD
FLAGS NOT EQUALD

8.2 Data comparison for selection command on flags

bct command of the commands GROUP_SELECT_EQcFLAGS, GROUP_SELECT_NE_FLAGS, GROUR_
CT_EQ_FLAGS, GROUP_UNSELECT_NE_FLAGS has\fwo arguments (parameter and data):

fag shall make of two possible comiparisons:

 masking.for Group_Select_Flags and Group_Unselect_Flags are specified in Table 17.

Table 17 — Data masking for Group_Select_Flags and Group_Unselect_Flags

30

BYTE_MASK BYTE_DATA
Bit 7 (MSB) is set Consider D7 and FLAG7 for comparison
Bit 6 is set Consider D6 and FLAG®6 for comparison
Bit 5 is set Consider D5 and FLAGS5 for comparison
Bit 4 is set Consider D4 and FLAG4 for comparison
Bit 3 is set Consider D3 and FLAG3 for comparison
Bit 2 is set Consider D2 and FLAG2 for comparison
Bit 1 is set Consider D1 and FLAG1 for comparison
Bit 0 (LSB) is set Consider DO and FLAGO for comparison
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Table 17 (continued)
BYTE_MASK BYTE_DATA
Bit 7 (MSB) is cleared Ignore D7 and FLAG7 for comparison
Bit 6 is cleared Ignore D6 and FLAG6 for comparison
Bit 5 is cleared Ignore D5 and FLAGS5 for comparison
Bit 4 is cleared Ignore D4 and FLAG4 for comparison
Bit 3 is cleared Ignore D3 and FLAG3 for comparison
Bit 215 Cleared TgTore D2 and FLAGZ for comparison
Bit 1 is cleared Ignore D1 and FLAG1 for comparison
Bit 0 (LSB) is cleared Ignore DO and FLAGO for comparison

Hormula describing the EQUAL function:

The EQUAL comparison passes if (IB7+(D7=FLAG7)) * (IB6+(D6=FLAG6)),*{B5+(D5=FLA
(JB4+(D4=FLAG4)) * ('B3+(D3=FLAG3)) * (\B2+(D2=FLAG2)) * ('B1+(D1=ELAG1)) * ('BO+(D0=
i$ true.

Hormula describing the UNEQUAL function:

|

he UNEQUAL comparison passes if B7*(D7!=FLAG7) + B6X(D6!=FLAG6) + B5*(D5!=FI
4*(D4!=FLAG4) + B3*(D3!=FLAG3) + B2*(D2!=FLAG2) + B1*(D1!=FLAG1) + BO*(DO0!=FLAGO) i

(ww]

4.3.6.2.3.3 GROUP_SELECT_EQ

(an)

ommand code = ‘00’

n receiving a GROUP_SELECT_EQ command, a\tdg which is in the READY state shall read th
hemory content beginning at the specified a@ddress and compare it with the WORD_DATA sef
hterrogator. In the case that the memory-content is equal to the WORD_DATA, the tag sha
hternal counter COUNT to 0, read its UlD-and send back the UID, and go into the state ID.

— s~

(an)

n receiving a GROUP_SELECT_EQ‘¢éemmand, a tag which is in the ID state shall set its internal
OUNT to 0, read its UID and send-back the UID, and stay in the ID state.

[an)

Ih all other cases, the tag shall'not send a reply.
The GROUP_SELECT_EQ command is specified in Table 18.
The GROUP_SELECT.-EQ response in the case of NO error is specified in Table 19.

Table 18 — GROUP_SELECT_EQ command

G5)) * *
FLAGO))

LAG5) +
5 true.

e 8-byte
it by the
Il set its

counter

Preamble’ | Delimiter | COMMAND | ADDRESS MASK WORD_DATA

CRC

8 bits 8 bits 8 bits 64 bits 1

b bits

Table 19 — GROUP_SELECT_EQ response in the case of NO error

Preamble ID CRC
64 bits 16 bits

NOTE If the byte mask is zero, GROUP_SELECT_EQ selects all tags.

6.3.6.2.3.4 GROUP_SELECT_NE

Command code = ‘01’

© ISO/IEC 2018 - All rights reserved
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On receiving a GROUP_SELECT_NE command, a tag which is in the READY state shall read the 8-byte
memory content beginning at the specified address and compare it with the WORD_DATA sent by the
interrogator. In the case that the memory content is not equal to the WORD_DATA, the tag shall set its
internal counter COUNT to 0, read its UID and send back the UID, and go into the state ID.

On receiving a GROUP_SELECT_NE command, a tag which is in the ID state shall set its internal counter
COUNT to 0, read its UID and send back the UID, and stay in the ID state.

In all other cases, the tag shall not send a reply.

The GRQUP_SELECT_NE command 1s speciiled 1n Iable Z0.

The GRQUP_SELECT_NE response in the case of NO error is specified in Table 21.

Table 20 — GROUP_SELECT_NE command

Preanjble Delimiter COMMAND ADDRESS BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64-bits 16 bits

Table 21 — GROUP_SELECT_NE response in the case of N@.érror

Preamble ID CRGC
64 bits 16 bits

6.3.6.2.3.5 GROUP_SELECT_GT
Command code = ‘02’

On recefjving a GROUP_SELECT_GT command, a tag which is in the READY state shall read the 8-byte
memory content beginning at the specified addresscand compare it with the WORD_DATA sent by the
interrogator. In the case that the memory contentis'greater than the WORD_DATA, the tag shall set itfs
internal|counter COUNT to 0, read its UID and sénd back the UID, and go into the state ID.

On recejving a GROUP_SELECT_GT command; a tag which is in the ID state shall set its internal countdr
COUNT to 0, read its UID and send back thé UID, and stay in the ID state.

In all other cases, the tag shall not.send a reply.
The GRQUP_SELECT_GT command is specified in Table 22.
The GRQUP_SELECT_GT response in the case of NO error is specified in Table 23.

Table 22 — GROUP_SELECT_GT command

Preamble | Delimiter | COMMAND ADDRESS MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits

Table 23 — GROUP_SELECT_GT response in the case ot NO error

Preamble ID CRC
64 bits 16 bits

6.3.6.2.3.6 GROUP_SELECT_LT
Command code = ‘03’

On receiving a GROUP_SELECT_LT command, a tag which is in the READY state shall read the 8-byte
memory content beginning at the specified address and compare it with the WORD_DATA sent by the
interrogator. In the case that the memory content is lower than the WORD_DATA, the tag shall set its
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internal counter COUNT to 0, read its UID and send back the UID and go into the state ID, and stay in the

ID state.

On receiving a GROUP_SELECT_LT command, a tag which is in the ID state shall set its internal counter

COUNT to 0, read its UID and send back the UID, and stay in the ID state.
In all other cases, the tag shall not send a reply.

The GROUP_SELECT_LT command is specified in Table 24.

lg b} LRAOILID C I Do 1
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Table 24 — GROUP_SELECT_LT command

Preamble | Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA

CRC

8 bits 8 bits 8 bits 64 bits

6 bits

Table 25 — GROUP_SELECT_LT response

Preamble ID CRC
64 bits 16 bits

4.3.6.2.3.7 GROUP_UNSELECT_EQ

)

fan)

ommand code = ‘04

Q W0 =3 O

ounter COUNT to 0, read its UID and send-back the UID, and shall stay in the ID state.

]

h all other cases, the tag shall not send areply.
The GROUP_UNSELECT_EQ command is specified in Table 26.
The GROUP_UNSELECT_EQ response is specified in Table 27.

Table 26 — GROUP_UNSELECT_EQ command

n receiving a GROUP_UNSELECT_EQ command, a tag which is in the ID state shall read th
hemory content beginning at the specified address‘and compare it with the WORD_DATA sef]
hterrogator. In the case that the memory contentis equal to the WORD_DATA, the tag shall go
tate READY and not send any reply. In the.case that the comparison fails, the tag shall set its

e 8-byte
it by the
into the
internal

Preamble | Delimniter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA

CRC

8 bits 8 bits 8 bits 64 bits

6 bits

Table 27 — GROUP_UNSELECT_EQ response

Preamble ID CRC
64 bits 16 bits

NOTE If the byte mask is zero, GROUP_UNSELECT_EQ unselects all tags.

6.3.6.2.3.8 GROUP_UNSELECT_NE

Command code = ‘05’

On receiving a GROUP_UNSELECT_NE command, a tag which is in the ID state shall read the 8-byte
memory content beginning at the specified address and compare it with the WORD_DATA sent by the
interrogator. In the case that the memory content is not equal to the WORD_DATA, the tag shall go into
the state READY and not send any reply. In the case the comparison fails, the tag shall set its internal

counter COUNT to 0, read its UID and send back the UID, and shall stay in the ID state.
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In all other cases, the tag shall not send a reply.
The GROUP_UNSELECT_NE command is specified in Table 28.
The GROUP_UNSELECT_NE response is specified in Table 29.

Table 28 — GROUP_UNSELECT_NE command

Preamble | Delimiter | COMMAND ADDRESS BYTE_MASK WORD_DATA CRC
8 bits 8 hits 8 bits 64 hits 16 bits

Table 29 — GROUP_UNSELECT_NE response

Preamble ID CRC
64 bits 16 bits

6.3.6.2.3.9 GROUP_UNSELECT_GT
Command code = ‘06’

On recelving a GROUP_UNSELECT_GT command, a tag which is in the ID7state shall read the 8-byte
memory content beginning at the specified address and compare it with.the WORD_DATA sent by the
interrogator. In the case that the memory content is greater than<{he WORD_DATA, the tag shall gp
into the|state READY and not send any reply. In the case that thescomparison fails, the tag shall set itfs
internal|counter COUNT to 0, read its UID and send back the UID,and shall stay in the ID state.

In all other cases, the tag shall not send a reply.
The GRQUP_UNSELECT_GT response is specified in Table*30.
The GRQUP_UNSELECT_GT response in the case of NOerror and comparison fails is specified in Table 3].

Table 30 — GROUP_UNSELECT_GT command

Preample | Delimiter | COMMAND |“ADDRESS | BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits

Tahlle 31 — GROUP_UNSELECT_GT response in the case of NO error and comparison fails

Preamble ID CRC
64 bits 16 bits

6.3.6.2.3.10 GROUP_UNSELECT_LT

Command code= ‘07’

On rece winag 2 CDOIID TINSETL E‘f"T‘ 1T cammian d a3 tao ]nin]n 1n mn i—lnn Il'\ ctata n]nf\]] wnnr-l tha Q hy

vineaGROUPUNSELECT LT comm and—a—taswh is—inth ID-statesh the-8-by#
memory content beginning at the spec1f1ed address and compare it with the WORD_DATA sent by
the interrogator. In the case that the memory content is lower than the WORD_DATA, the tag shall go
into the state READY and not send any reply. In the case that the comparison fails, the tag shall set its
internal counter COUNT to 0, read its UID and send back the UID, and shall stay in the ID state.

In all other cases, the tag shall not send a reply.
The GROUP_UNSELECT_LT command is specified in Table 32.
The GROUP_UNSELECT_LT response is specified in Table 33.
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Table 32 — GROUP_UNSELECT_LT command

Preamble | Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA CRC

8 bits 8 bits 8 bits 64 bits 16 bits

Table 33 — GROUP_UNSELECT_LT response

Preamble ID CRC
64 bits 16 bits

§4.3.6.2.3.11 MULTIPLE_UNSELECT

ommand code = ‘13’

(e

hemory content beginning at the specified address and compare it with the BY¥TE_DATA ser]

— e e~

n the ID state.

et

h all other cases, the tag shall not send a reply.
The MULTIPLE_UNSELECT command is specified in Table 3%,
The MULTIPLE_UNSELECT response is specified in Table\35.

Table 34 — MULTIPLE-UNSELECT command

Preamble | Delimiter | COMMAND | ADDRESS BYTE_DATA CRC
8'bits 8 bits 8 bits 16 bits

Table 35 ~— MULTIPLE_UNSELECT response

Preamble ID CRC
64 bits 16 bits

<

Urite or write problems stay selected.

4.3.6.2.3.12 GROUP_SELECT_EQ_FLAGS

(Jommandwcode = ‘17’

(n reéeiving a GROUP_SELECT_EQ_FLAGS command, a tag which is in the READY state shall
he FI.AGS with the BYTE_DATA sent by the interrogator. In the case that the FLAGS are equ|

—

n receiving a MULTIPLE_UNSELECT command, a tag which is in the ID state.shall read the 1-byte

t by the

hterrogator. In the case that the memory content is equal to the BYTE_DATA and the flag WRITE_OK is
et, then the tag shall go into the state READY and not send any reply. ln’the case that the conpparison
hils, the tag shall set its internal counter COUNT to 0, read its UID and.send back the UID, and shall stay

This command may be.used to unselect all tags that had a successful write, while tags that hadl a weak

fompare
n] to the

VPE DATA thaotagchall cat itc 1ntnrnal oot ne COTINNT 0 0 oo d s+ TTTN and cand haooly +h o

ID, and

T T L DIXYTLY, CHC tag Sirart STt It et ol COTIITCT U UTY T U U, T Cat It UTo ot st oatis ooac

go into the state ID.

On receiving a GROUP_SELECT_EQ_FLAGS command, a tag which is in the ID state shall set its
counter COUNT to 0, read its UID and send back the UID, and stay in the ID state.

In all other cases, the tag shall not send a reply.
The GROUP_SELECT_EQ_FLAGS command is specified in Table 36.
The GROUP_SELECT_EQ_FLAGS response is specified in Table 37.
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Table 36 — GROUP_SELECT_EQ_FLAGS command

Preamble

Delimiter

COMMAND

BYTE_MASK

BYTE_DATA

CRC

8 bits

8 bits

8 bits

16 bits

Table 37 — GROUP_SELECT_EQ_FLAGS response

Preamble

ID

CRC

64 bits

16 bits

NOTE

If the byte mask is zero, GROUP_SELECT_EQ_FLAGS selects all tags.

6.3.6.2.3.13 GROUP_SELECT_NE_FLAGS

Command code = ‘18’

On recejving a GROUP_SELECT_NE_FLAGS command, a tag which is in the READY state shall comparje
the FLAGS with the BYTE_DATA sent by the interrogator. In the case that the FLAGS are not equal to the
BYTE_DJATA, the tag shall set its internal counter COUNT to 0, read its UID and\$end back the UID, and
go into the state ID.

On rece
counter

ing a GROUP_SELECT_NE_FLAGS command, a tag which is in the ID state shall set its internal
OUNT to 0, read its UID and send back the UID, and stay in the'1D state.

In all otler cases, the tag shall not send a reply.
The GRQUP_SELECT_NE_FLAGS command is specified in Table.38.
The GRQUP_SELECT_NE_FLAGS response is specified in*‘Table 39.

Table 38 — GROUP_SELECT_NE_FLAGS command

Preamble

Delimiter

COMMAND

BYTE_MASK

BYTE_DATA

CRC

8-bits

8 bits

8 bits

16 bits

Table 39.—~GROUP_SELECT_NE_FLAGS response

Preamble

ID

CRC

64 bits

16 bits

6.3.6.2.3.14 GROUP_UNSELECT_EQ_FLAGS

Command code =419’

iving a,GROUP_UNSELECT_EQ_FLAGS command, a tag which is in the ID state shall compare t
1th the BYTE DATA sent by the 1nterrogat0r In the case that the FLAGS are equal to the BYT D

fails, the tagshallset its 1nternal counter COUNT to 0, readlts UID and send back the UID and shall stay
in the ID state.

In all other cases, the tag shall not send a reply.
The GROUP_UNSELECT_EQ_FLAGS command is specified in Table 40.
The GROUP_UNSELECT_EQ_FLAGS response is specified in Table 41.
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Table 40 — GROUP_UNSELECT_EQ_FLAGS command

Preamble | Delimiter | COMMAND | BYTE_MASK | BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits

Table 41 — GROUP_UNSELECT_EQ_FLAGS response

Preamble ID CRC
64 bits 16 bits

018(E)

NOTE If the byte mask is zero, GROUP_UNSELECT_EQ_FLAGS unselects all tags.

§.3.6.2.3.15 GROUP_UNSELECT_NE_FLAGS

(Jommand code = ‘1A’

n receiving a GROUP_UNSELECT_NE_FLAGS command, a tag which is in theID state shall

b the BYTE_DATA, the tag shall go into the state READY and not send\any reply. In the case
omparison fails, the tag shall set its internal counter COUNT to 0, réad'its UID and send back
and shall stay in the ID state.

Ih all other cases, the tag shall not send a reply.
The GROUP_UNSELECT_NE_FLAGS command is specified4n Table 42.
The GROUP_UNSELECT_NE_FLAGS response is specified in Table 43.

Table 42 — GROUP_UNSELECT_NE_FLAGS command

Preamble | Delimiter | COMMAND | BYTE_MASK | BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits

Table 43—~'GROUP_UNSELECT_NE_FLAGS response

Preamble ID CRC
64 bits 16 bits

4.3.6.2.4 Identification commands

et

Hentification commands are used to perform to run the multiple tag identification protocol.

4.3.6.2.44 )" FAIL

(Jommarnd code = ‘08’

(
the FLAGS with the BYTE_DATA sent by the interrogator. In the case that the FLAGS are npt equal
t
g

fompare

that the
the UID,

Maldanti 3ot Slagaet b i ong AT saxbhn s e oy Ao
TraT T

me time.

A ificatio ol el o AL n A
1T TIC TUCITIUITIVAUIVUIT cusul ICITIIT UOLO 1T 1T VWITUIT ITIIUT U UITdIT UIIC

Some tags back off and some tags retransmit.

A tag shall only accept a FAIL command ifitis in the ID state. In the case that its internal counter COUNT

is not zero or the random generator resultis 1, then COUNT shall be increased by 1, unless it is

FF.

If the resulting COUNT value is 0, then the tag shall read its UID and send it back in the response.

The FAIL command is specified in Table 44.

The FAIL response is specified in Table 45.
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Table 44 — FAIL command

Preamble | Delimiter | COMMAND CRC
8 bits 16 bits
Table 45 — FAIL response
Preamble ID CRC
64 bits 16 bits

6.3.6.2.4.2 SUCCESS

Command code = ‘09’

SUCCES

— Wh
trar

— Aftq
nex

A tag sh|
COUNT

If the re
The SUQ
The SUQ

b initiates identification of the next set of tags. It is used in two cases:

b1 all tags receiving FAIL backed off and did not transmit, SUCCESS causes those same tags tp
smit again.

r, for example, a DATA_READ moves an identified tag to DATA_EXCHANGE, SUCCESS causes the
subset of selected but unidentified tags to transmit.

all only accept a SUCCESS command if it is in the ID state. In the case that its internal countdr
s not zero, it shall be decreased by 1.

bulting COUNT value is 0, then the tag shall read its UIDrand send it back in the response.
CESS command is specified in Table 46.
CESS response is specified in Table 47.

Table 46 — SUCCESS command

Preamble

Delimiter

COMMAND

CRC

8 bits

16 bits

Table 47 — SUCCESS response

Preamble

ID

CRC

64 bits

16 bits

6.3.6.2.4.3 RESEND

Command code =15’

The identification algorithm uses RESEND when only one tag transmitted but the UID was received ip
error. Thefag that transmitted resends its UID.

A tag shall only accept a RESEND command if it is in the ID state. If the COUNT value is 0, then the tag
shall read its UID and send it back in the response.

The RESEND command is specified in Table 48.
The RESEND response is specified in Table 49.

Table 48 — RESEND command

COMMAND
8 bits

CRC
16 bits

Preamble | Delimiter
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Table 49 — RESEND response

Preamble ID CRC
64 bits 16 bits

6.3.6.2.4.4 INITIALIZE

Command code = ‘0A’

018(E)

It shall not send any response.

The INITIALIZE command is specified in Table 50.

Table 50 — INITIALIZE command

Preamble | Delimiter | COMMAND CRE
8 bits 16 bits

4.3.6.2.5 Data Transfer commands

=

ata Transfer commands are used to read or write data from)or to the tag memory.

or memory lock functionality, a tag shall provide thé.epportunity to mark an address lock
DDRESS is marked lockable by commands as described in this clause. No ADDRESS shall be
pckable after the tag has been in the POWER-OFFEstate. A tag shall not support more than one A
b be marked lockable at the same time.

o = o

4.3.6.2.5.1 READ
(Jommand code = ‘0C’

n receiving the READ command,the tag shall compare the sent ID with its UID. In the case

hemory content beginning at the specified address and send back its content in the respons
ase that the ID is not equal to the UID or any other error, the tag shall not send a reply. Furthe
hakes the byte of ADDRESS lockable.

=0 0 09 =

]

he address is numbered from ‘00’ to ‘FF’ (0 to 255).

The Read cominand is specified in Table 51.

—

he Read\response is specified in Table 52.

Table 51 — Read command

able. An
marked
DDRESS

that the

D is equal to the UID, the tag'shall from any state move to the DATA_EXCHANGE state, read the 8-byte

e. In the
[, the tag

Preamble | Delimiter | COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits

Table 52 — Read response

Preamble WORD_DATA CRC
64 bits 16 bits

6.3.6.2.5.2 DATA_READ

Command code = ‘OB’
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On receiving the DATA_READ command, the tag shall only if it is in either the state ID or the state
DATA_EXCHANGE compare the sent ID with its UID. In the case that the ID is equal to the UID, the
tag shall from any state except READY move to the DATA_EXCHANGE state, read the 8-byte memory
content beginning at the specified address and send back its content in the response. In the case that
the ID is not equal to the UID or any other error, the tag shall not send a reply. The tag also shall send no
reply when it is in the state READY, independent of the value of ID. Further, the tag makes the byte of
ADDRESS lockable.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).

The DATA_READ command is specified in Table 53.
The DATA_READ response is specified in Table 54.

Table 53 — DATA_READ command

Preamble | Delimiter | COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits

Table 54 — DATA_READ response

Preamble WORD_DATA CRC
64 bits 16/bits

6.3.6.2.5.3 READ_VERIFY
Command code = ‘12’

On recefving the READ_VERIFY command, the tag shall compare the sent ID with its UID. In the case
that the[ID is equal to the UID and the WRITE_OK: flag is set, the tag shall from any state move to thie
DATA_EKCHANGE state, read the 1-byte memory content beginning at the specified address and senfd
back its|content in the response. Further, the tag’shall mark the byte at ADDRESS lockable. In the case
that the|ID is not equal to the UID, WRITE_OK}is not set, or any other error, the tag shall not send a reply.
Further|the tag makes the byte of ADDRESS lockable.

The addfess is numbered from ‘00’ toXFF’ (0 to 255).
The READ_VERIFY command is(specified in Table 55.
The READ_VERIFY responsé-is’specified in Table 56.

Table 55 — READ_VERIFY command

Preamble | Delimiter | COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits

Table 56 — RF‘AD_VFRIFV response

Preamble BYTE_DATA CRC
8 bits 16 bits

6.3.6.2.5.4 READ _VERIFY4BYTE
Command code = ‘1D’

On receiving the READ_VERIFY4BYTE command, the tag shall compare the sent ID with its UID. In the
case that the ID is equal to the UID and the WRITE_OK flag is set, the tag shall from any state move to
the DATA_EXCHANGE state, read the 4-byte memory content beginning at the specified address and
send back its content in the response.
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In the case that the ID is not equal to the UID, WRITE_OK is not set, or any other error, the tag shall not
send a reply.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).
The READ_VERIFY4BYTE command is specified in Table 57.
The READ_VERIFY4BYTE response is specified in Table 58.

Table 57 — READ _VERIFY4BYTE command

Preamble | Delimiter | COMMAND ID ADDRESS CRC-16
8 bits 64 bits 8 bits 16 bits

Table 58 — READ_VERIFY4BYTE response

Preamble 4BYTE_DATA CRC-16
32 bits 16 bits

4.3.6.2.5.5 WRITE
(Jommand code = ‘0D’

n receiving the WRITE command, the tag shall compare the'sent ID with its UID. In the case|that the
D is equal to the UID, the tag shall from any state moyecto the DATA_EXCHANGE state and fead the
bck information for the byte on the specified memory content beginning at the specified adglress. In
he case that the memory is locked, it shall send back the ERROR response. In the case that the memory
5 unlocked, it shall send back the ACKNOWLEDGEand program the data into the specified memory
ddress. Further, the tag makes the byte of ADDRESS lockable.

Q) et — e~

]

h all other cases, the tag will not send any-reply.

Ih the case that the write access was-successful, the tag shall set the WRITE_OK bit. Otherwisg, it shall
reset it.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).
The WRITE command is specified in Table 59.
The WRITE responseinthe case of unlocked memory is specified in Table 60.

The WRITE response in the case of locked memory is specified in Table 61.

Table 59 — WRITE command

Preamble | Delimiter | COMMAND ID ADDRESS BYTE_DATA CRC
8 bits 64 bits 8 bits 8 bits 16 bits

Table 60 — WRITE response in the case of unlocked memory

Preamble ACKNOWLEDGE CRC
8 bits 16 bits

Table 61 — WRITE response in the case of locked memory

Preamble ERROR CRC
8 bits 16 bits
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6.3.6.2.5.6 WRITE4BYTE
Command code = ‘1B’

On receiving the WRITE4BYTE command, the tag shall compare the sent ID with its UID. In the case
that the ID is equal to the UID, the tag shall from any state move to the DATA_EXCHANGE state and
read the lock information for the 4 bytes on the specified memory content beginning at the specified
address. In the case that one of the bytes specified by the BYTE_MASK is locked, it shall send back the
ERROR response. In the case that all bytes are unlocked, it shall send back the ACKNOWLEDGE and
program the data into the specified memory.

In all other cases, the tag will not send any reply.

Executifng WRITE4BYTE, a tag shall only write those bytes that are selected by the BYTE_MASKywhich
means that write could be done to 1 to 4 bytes (using the mask bits in the BYTE_MASK field)«

BYTE_MASK of the command

ADDRESS Bit of BYTE_MASK to select whether byte should be written
[ADDR40] B7
[ADDR41] B6
[ADDR42] B5
[ADDR43] B4

In the cqse that the write access was successful, the tag shall setithe WRITE_OK bit. Otherwise, it shall
reset it.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).~-Fhe starting address for the WRITE4BYTE
commarijd shall be on a 4-byte page boundary.

The WRJTE4BYTE command is specified in Table 62:
The WRITE4BYTE response in the case of unlocked memory is specified in Table 63.
The WRITE4BYTE response in the case of focked memory is specified in Table 64.

Table'62 — WRITE4BYTE command

Preample | Delimiter | COMMAND ID ADDRESS BYTE_MASK | 4BYTEDATA CRC
8-bits 64 bits 8 bits 8 bits 32 bits 16 bits

Table-63/— WRITE4BYTE response in the case of unlocked memory

Preamble ACKNOWLEDGE CRC
8 bits 16 bits

Table 64 — WRITE4BYTE response in the case of locked memaory

Preamble ERROR CRC
8 bits 16 bits

6.3.6.2.5.7 LOCK
Command code = ‘OF’

On receiving a LOCK command, a tag which is in the DATA_EXCHANGE state shall read its UID and
compare it with the ID sent by the interrogator. In the case that the UID is equal to the ID, the ADDRESS
is within the valid address range and the byte at ADDRESS is marked lockable, then the tag shall send
back the ACKNOWLEDGE and program the lock bit of the specified memory address.
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In all other cases, the tag shall not send a reply.

In the case that the write access was successful, the tag shall set the WRITE_OK bit. Otherwise, it shall

resetit.
The address is numbered from ‘00’ to ‘FF’ (0 to 255).
The LOCK command is specified in Table 65.

The LOCK response in the case that locking was possible and performed is specified in Table 66.

Table 65 — LOCK command

Preamble | Delimiter | COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16\bits

Table 66 — LOCK response in the case that locking was possible.and performed

Preamble ACKNOWLEDGE CRC
8 bits 167bits

4.3.6.2.5.8 QUERY_LOCK

(e

ommand code = ‘11’

hterrogator. In the case that the UID is equal to the'ID and the ADDRESS is within the valid

CKNOWLEDGE_OK if WRITE_OK is set and ACKNOWLEDGE_NOK if WRITE_OK is cleared. In

P N

VRITE_OK is cleared. Further, the tag shalbmark the byte of ADDRESS lockable unless it is alread

]

h all other cases, the tag shall not send a reply.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).
The QUERY_LOCK command’is specified in Table 67.
That QUERY_LOCK response if memory address is not locked and WRITE_OK is set is specified in ]

—

hat QUERY_LOCK response if memory address is not locked and WRITE_OK is cleared is spe
able 69.

=

That QUERY_LOCK response if memory address is locked and WRITE_OK is set is specified in T

n receiving a QUERY_LOCK command, a tag shall read-its UID and compare it with the ID sent by the

address

ange, then the tag shall move into the DATA_EXGHANGE state. Further, the tag shall read thg lock bit
br the memory byte at ADDRESS. In the case that this memory is not locked, then it shall fesponse

the case

hat this memory is locked, then it shall respond ERROR_OK if WRITE_OK is set and ERROR_NOK if

y locked.

[able 68.

cified in

able 70.

Ihat QUERY_LOCK response if memory address is locked and WRITE_OK is cleared is specified in

Table 71.

Table 67 — QUERY_LOCK command

Preamble | Delimiter | COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits
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Table 68 — QUERY_LOCK response if memory address is not locked and WRITE_OK is set

Preamble ACKNOWLEDGE_OK CRC
8 bits 16 bits

Table 69 — QUERY_LOCK response if memory address is not locked and WRITE_OK is cleared

Preamble ACKNOWLEDGE_NOK CRC
8 bits 16 bits

lele 70 — QUERY_LOCK response if memory address is locked and WRITE_OK is set

Tabl

6.3.6.2.5.9 WRITE_MULTIPLE
Command code = ‘OE

Write Mpultiple commands are used to write to and to verify multiple tags in parallel.

On rece

state shpll read the lock information for the byte on_the specified memory content beginning at the
specifiefl address. In the case that the memory isclocked, it shall do nothing. In the case that it i
unlockefl, it shall program the data into the specified memory.

The tag phall not send any response.

In the cd
reset it.

The add
The WR

Preamble ERROR_OK CRC
8 bits 16 bits

e 71 — QUERY_LOCK response if memory address is locked and WRITE OK is cleared

Preamble ERROR_NOK CRC
8 bits 16 bits

)

ving the WRITE_MULTIPLE command, a tag whielis in the ID state or the DATA_EXCHANG

se that the write access was suécessful, the tag shall set the WRITE_OK bit. Otherwise, it sha

ess is numbered from ‘00’ to ‘FF’ (0 to 255).

[TE_MULTIPLE command is specified in Table 72.

Table 72 — WRITE_MULTIPLE command

Preamble | Delimiter | COMMAND | ADDRESS | BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits

E

S

6.3.6.2.1

.10 WRITE4BYTE_MULTIPLE

Command code = “1C’

Write Multiple commands are used to write to and to verify multiple tags in parallel.

On receiving the WRITE4BYTE_MULTIPLE command, a tag which is in the ID state or the DATA_
EXCHANGE state shall read the lock information for the 4 bytes on the specified memory content
beginning at the specified address. In the case that one of the bytes of the 4-byte block is locked, it shall
do nothing. In the case that all bytes are unlocked, it shall program the data into the specified memory.

The tag shall not send any response.

44
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Executing WRITE4BYTE, a tag shall only write those bytes that are selected by the BYTE_MASK, which

means that write could be done to 1 to 4 bytes (using the mask bits in the BYTE_MASK field).

BYTE_MASK of the command WRITE4BYTE_MULTIPLE

ADDRESS Bit of BYTE_MASK to select whether byte should be written

[ADDR+0]  |B7

[ADDR+1] B6

[ADDR+2] B5

ADDR+3] B4
Ih the case that the write access was successful, the tag shall set the WRITE_OK bit. Otherwisg, it shall
reset it.
The address is numbered from ‘00’ to ‘FF’ (0 to 255). The starting addressfer the WRIT[E4BYTE
dommand shall be on a 4-byte page boundary.
The WRITE4BYTE_MULTIPLE command is specified in Table 73.

Table 73 — WRITE4BYTE_MULTIPLE command
Preamble Delimiter COMMAND ADDRESS BYTE:MASK 4BYTEDATA CRC
8 bits 8 bits 8 bits 32 bits 16 bits

4.3.6.2.6 Response description (Binary Tree Protocol Type)
4.3.6.2.6.1 ACKNOWLEDGE
ACKNOWLEDGE indicates a successful acceptanice of the WRITE or LOCK.
4.3.6.2.6.2 ERROR
HRROR indicates an error in the WRITE, e.g. a write to locked memory area.
4.3.6.2.6.3 ACKNOWLEDGE: OK
ACKNOWLEDGE_OK is.the' response to a QUERY_LOCK and indicates an unlocked memory byte and a
sjuccessful preceding write command.
4.3.6.2.6.4 ACKNOWLEDGE_NOK
ACKNOWEEDGE_NOK is the response to a QUERY_LOCK and indicates an unlocked memory byte and an

o

nsuccessftl preceding write command.

4.3:6.2.6.5 ERROR_OK

ERROR_OK is the response to a QUERY_LOCK and indicates a locked memory byte and a successful

preceding write command.

6.3.6.2.6.6 ERROR_NOK

ERROR_NOK s the response to a QUERY_LOCK and indicates as locked memory byte and an unsuccessful

preceding write command.

6.3.6.2.6.7 WORD_DATA
WORD_DATA is 8 bytes returned in response to a READ or DATA_READ command.

© ISO/IEC 2018 - All rights reserved
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6.3.6.2.6.8 1D

ID is 8 bytes returned in response to a GROUP_SELECT, GROUP_UNSELECT, FAIL, SUCCESS or RESEND,

6.3.6.2.6.9 BYTE_DATA

BYTE_DATA is 1 byte returned in response to the READ_VERIFY command.

6.3.6.2.6.10 4BYTEDATA

=

4BYTEDATA is 4 bytes used as argument for commands WRITE4BYTE, WRITE4BYTE_MULTIPLE @n
READ_V[ERIFY4BYTE.

6.3.7 ransmission errors

(@]

There afe two types of transmission errors: modulation coding errors (detectable qer bit) and CR|
errors (fletectable per command). Both errors cause any command to be aborted."The tag shall nd

(s

For all CRC errors, the tag returns to the ready state.

For all doding errors, the tag returns to the READY state if a valid start delimiter had been detected.
Otherwise, it maintains its current state.

7 MODE 2: Long range high data rate RFID system

7.1 MPODE 2: General

This clapise describes an RFID system offering a gross*data rate up to 384 kbit/s at the air interface ip
case of Read/Write (R/W) tag. In case of Read Only (R/0) tag, the data rate is 76,8 kbit/s. By using
battery powered tags, such a system is well designed for long-range RFID applications. This air interfad
descriptfion does not explicitly claim for battery assistance in the tag.

[CIE

7.2 Mpdulation and coding

General:{To avoid transmissions_errors in case of data word 0 (data bits 0 have also CRC bits 0) on t
air interfface, every transmitted\data word from the interrogator shall be multiplied byte by byte wit
B9hex. This operation is dene/by a simple XOR. To minimize the hardware in the tag and to get t
original{data out of the tdg;-the same operation shall also be used in the interrogator after receivi
data from a tag.

The Multiplication Werd is specified in Table 74.

Table 74 — Multiplication word

Multiplication word (8 bits)
B7 B6 B5 B4 B3 B2 B1 BO
1 0 1 1 1 0 0 1

At tag manufacturing, every data stored in the tag shall be pre-processed by that operation (this applies
also for R/0O-tags).

7.2.1 Forward link (only for R/W-tag)

The forward link modulation and coding format can be seen in Figure 13. Two carriers, a CW carrier
and a GMSK modulated carrier, shall be transmitted at the same time to the tag. This minimizes the
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hardware on the tag because the local oscillator for the down converter on the tag is generated in the
interrogator.

Scramble Word IF Difference
> < >
Scrambled Source Bit
XOR >
Source Bit
Dual Carrier:
>
an R Frequency
carrier carrier
1/384kHz
Gauss pulse shaping positive frequency deviation
| | > > !
e
GMSK|
Max. deviation:1/4*Tbit fModdlator modulgted
(MSK) commyinication
carrier
| wor | Gauss pulse S“ap'”g negative frequency dgyiqtjon)
Scrambled Source Bit pulse shaping

Figure 13 — Forward link modulation and coding

7.2.2 Return link for notification (for both types ofthe tag)

The return link modulation and coding format during the notification can be seen in Figure 14.

]

h case of R/0-tag, an OOK modulation instead*of BPSK modulation may also be used. Even in[the case
f 00K, the whole pre-processing like inverting, subcarrier modulation and differential encodfng shall

e applied.

jonlle)

. i Delay=bit_period
Differential encoded
Channel coded P Delay le

source bits

x> > XOR

Bitgenerator Inverter

1/76,8kHz
< < VY>>

subcarrier modulatio: pulse shaping >
| o | subcarrier modulation) | | pulse shaping N

Differential encoded bits

BPSK backscattered
modulator modljzlted
or ook carrier

Figure 14 — Return link modulation and coding during notification

7.2.3 Return link for communication (only for R/W-tag)

The return link modulation and coding format during the communication can be seen in Figure 15.
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Delay=bit_period
Channel coded Differential encoded y=biL_p

source bits < Delay <
>
Bitgenerator > > Jnverter > XOR
1/384kHz
<
manchester coding pulse shaping
>
nq
BPSK backscattered
modulator modulated

cafrier

manchester codin i
I— - | 9 N pulse shaping

Differeptial encoded bits

Figure 15 — Return link modulation and coding duringicommunication

7.3 General system description
The sysflem shall consist of an interrogator and at least one ofithree types of tags:
— an H/W-tag having read capability from and write capability to the tag;

— an R/0-tag behaving the same as an R/W-tag butonly read capability from the tag;

jom

— a splecial version of the R/0-tag with a shoxt'notification channel N-CH being useful in high-spee
applications.

—_—

Mixed operation with different types of tags at the same time shall be possible. The interrogator sha
operate fpt least with normal R/0-tags:

To be able to operate all tag types, a TTF concept shall be used. Therefore, all tags shall backscattdr
a fixed gequence (notificatioh sequence) starting with synchronization information and the tag datp
(including UserTagID, MfrTaglD and MemoryID) to establish a communication. Depending on the content
of the syinchronization,information, the interrogator shall evaluate the tag type. The total length of thee
sequenck may be fixeder is depending on the MemoryID.

The repetition titne'may be set over the air interface individually according to application parameter
like tag $peed, tag identification rate or total amount of tags in the field of the interrogator. Anticollisio
is done |by/tandomizing the repetition time. Individual tags shall backscatter their sequence at a
average|repetition time but randomized (i.e. duty cycle of tag wake-up procedure and sleep time ar
random).

D = =B @»n

For the forward link of R/W tags, two carriers are necessary: one modulated by GMSK (BT = 0,5) and
the other carrier is CW. For the return link, the tag uses backscatter modulation of the communication
carrier. Thus, the system uses two carriers of constant frequency difference. In case of R/O-tag, there is
only one carrier necessary. However, while the difference remains fixed, the two carriers may hop in the
allowed frequency band as the communication takes place to reduce the impact of in-band interference
on system performance. The hopping is governed by power measurements in free frequency channels
between communication periods.

Both the interrogator and the tag operate during small time intervals only when idle, the former to avoid
interference for neighbouring RFID systems and the latter to reduce power consumption. In these short
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overlapping wake-up periods, the interrogator listens if a tag modulates the transmitted reference carrier
with a notification sequence. If this is the case, the interrogator initiates the notification procedure by
synchronizing to the individual tag’s signal. After the notification procedure is completed and the
interrogator accepts the tag, the system enters the communication mode to perform exchange of data.
To do so, and to enable or sustain communication with additional tags in the identification field, the
interrogator is forced to synchronize to an arriving tag before the end of the notification mode. After
completing the notification, the interrogator turns back to the communication mode and continues the
existing transmission between the interrogator and tags. This allows the interrogator to organize all
R/W-tags in the field in a time frame structure for subsequent service. All tag information from an R/0-tag
S8 P CoOMmprecery eatotutTaY » g 106 EatoProcte NO-aed o ar—~commaiicaction Cessary.

system installation, but may be changed on maintenance occasions. During communication petween
thg and interrogator, a subframe is assigned permanently and exclusively to a tag.

1.4 Frame structure

4.1 Hierarchical structure

he Protocol is frame-based. Each frame contains 1 to 64ssiibframes and each subframe contains 14
lots (see Figure 16). Each slot can be used for transmitting‘either 200 bits at a data rate of 384 kbit/s
r 40 bits at a data rate of 76,8 kbit/s. The length of a sibframe is consequently (1/384 kHz) x 200 x 14
7,29 ms.

o v

he length of a frame is SW-configurable and ranges from 1 subframe (approx. 7,3 ms) to 64 subframes
hpprox. 466,6 ms). This configuration is made by installation. It is possible to reconfigure this
tructure, but a dynamical reconfiguration during the operation is not possible. In the case of alforward
nk, there is no guard time between theslots. In the case of a return link, protection bits are jnserted
etween the slots. The number of protection bits depends on the physical channel type.

o — un — —

he communication between intenrogator and tag is based on time division duplexing/time [division
hultiplexing (TDD/TDM). The. interrogator time-multiplexes the communication between an
hterrogator and several tags:The information exchange between interrogator and tag is based on time
ivision multiplexing. While’ the communication is going on, a subframe is assigned permaneptly to a
hg. It is not possible te-assign a subframe to more than one tag.

(sl o Wil cvililen B = |

he same frame/structure is being used for communication and spectrum check channels. For a
otification channel, the frame structure is adapted to that of the service requesting tag, for as long
s it takes untilthe notification channel is terminated. Once the notification channel is termingted, the
riginal fratme structure of the interrogator shall be re-established.

o Q9 =

Tframe =(1 - 64)*Tsubframe

|  Subframe 0 | Subframe n | Frame

| sloto | 9 | Slot 13 | Subframe

- Tslot=(1/384kHz)*200 = 520.8ps

| 200 Bit with 384 kbps or 40 Bit with 76.8 kbps | Slot

Figure 16 — Frame structure
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7.4.2 Logical channels

Definition: Logical channels are the assignments between subframes and the tasks to be performed and
are controlled by the interrogator. There are three main groups of logical channels:

— notification channel (N-CH);
— communication channel (C-CH);

— spectrum check channel (SC-CH).

Logical thannels contain physical channels, which are explained in the following clauses. It is possiblle
to chain logical channels, enabling the transmission of a super ordinate access to several frames 4t
once (e.g. write 2kBytes). Such a chain shall always start with a notification channel and end|with p
commuiication channel (in the case of R/W-tag). The last logical channel has to transmit,an End of
CommuIication (EOC) signal on the physical level.

In case ¢f R/O-tag, the whole information transmission from tag to interrogator shall take place in t
notification channel. There is no communication channel to be built up. A spectrum,check channel mal
or may 1ot be used.

7.4.2.1 | Notification channel (for both types of tags): N-CH

Function: On the notification channel, a new tag is inserted into the interrogator slot structure to carrj
out the bi-directional communication if it is an R/W-tag (see Figure\17), or all the information shall b
read ouf from the tag if it is an R/O-tag (see Figure 18 and Figife 19). The notification channel sha
be started at least in slotO if a tag slot structure is detected.\If neither communication nor spectruy
check cHannel is used, the notification channel can be started in every slot. The notification channel i
terminafed when the tag reads the first command in case of R/W-tag, or after all information is rea
out fronp an R/0-tag. The first command is transmitted in the subframe assigned to and reserved fq
the communication channel.

- = n B = <

Notification shall be cancelled if:

— Thelretrieved TaglD is blacklisted (e.g~thé interrogator does not want to communicate with the tag).

—_—

— The|retrieved TaglD contains errors (non-correctable CRC errors). The information on the logic:
confirmation channel contains-€rrors (non-correctable CRC errors).

— The| first command is not read and interpreted correctly by an R/W-tag (non-correctable CRLC
errdrs). In that case, the interrogator does not get a response from this tag.

— All §he subframes aréeAfully assigned (no command shall be transmitted).

7.4.2.2 | Communication channel (only for R/W-tag): C-CH

Function]: Thé>¢ommunication channel is the medium where the read and write access operation
betweern] interrogator and tag are carried out (see Figure 20). Once the connection is set up, it is als

i ocaguerys e Taag is channel cha e ctartod aftoyr etao roadc e firct commaan an
0SS1 it th 1 h h lchall h t tad ft tho t ds the £ £ d
p toguery the TaglD This channel shall be started after the tag reads the first commandan

shall be terminated when the interrogator sets the EOC (End of Communication) signal.

[©N77)

7.4.2.3 Spectrum check channel: SC-CH

Function: The spectrum check channel shall be used for searching free frequency channels (see
Figure 19 and Figure 20). This channel may be activated if no notification or communication channel is
being operated.
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7.4.2.4 Priorities between the various logical channels

a) The first command is transmitted on the communication channel (same as termination of a
notification).

Priorities when the first command is transmitted on the communication channels are specified in
Table 75.

Table 75 — Priorities when the first command is transmitted on the communication channels

Channel Priority
Notification 2
Communication 1
Spectrum check 3

—

his implies that a started notification shall be terminated before a new one cdpbe started.

o

) The first command is not transmitted on the communication channel.

law]

riorities when the first command is not transmitted on the communication channels are specified in
able 76.

=

Table 76 — Priorities when the first command is not£ransmitted on the communication

channels
Channel Priority
Notification 1
Communication 2
Spectrum check 3

his means that a notification shall intextupt the processing of the other two channels, unlesq it is the
rst command that is being transmitted on the communication channel [see a) above]. In that|case, an
RQ shall be initiated for the intertupted communication channel. Spectrum checks can be cafried out
nly in an empty subframe.

o No g
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7.4.2.5 Frame structure for the notification channel in case of an R/W-tag
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Figure 17 — Frame structure of the notification channel in case of an R/W-tag
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7.4.2.6 Frame structure for the notification channel in case of an R/0-tag
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Figure 18 — Frame structure of the notification channel in case of an R/0O-tag
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7.4.2.7 Frame structure for the notification channel in case of an R/0-tag for high speed

applications

peay ‘69) uonels

‘M Buipnjout
Jojebouisyul oy} Z+u

‘uoljewllojul Bey ayy spes

‘sbey Buiysen

0S 0S 08 0sOS g

8 L 9 G ¥
[AREN]

S

€

os|

4

‘awelqns Buimol|o} 8y} Ul (ss200e )l Jo

Ho ajelidoidde ay) sudioied Jojeboulajul ay} ‘uoiesynou Jaye ey \\/Y B Jo 9Sed u| :8JoN

'sbe} O/ paads ybly pue Q7Y plepuels
‘sBey Jo puiy Alans Ajuspl o pasn ag Ued sways aAode 3y 3oayd wnuoads e swiopad
owe.ygns | “apow yoleas 0yl ydeq seob Joyebouisiul sy} ‘uolesynou siyy bulysiuy Jayy
I pue 018z Jo anjen Jayunoo ayibufpes. ein be) paads ybiy ay) seunuapl Jojebousiul sy
a1 Uoljeoyjou Jo pupy Aue oy Buifofess si JoyeBoliaiul ay | :@inbiy sy} ur umoys sjdwex3 28 HO-N4M cleuueyd yur-dn uopouny

DS HDO-DS :[uueyod 3oay) wnioeds

ZIN €IN 2N LI HOXNIIA [Suueyd peal ejed-Ov.L
PN €N 2N LA HO-XAIN [[suueyd peal JI-OvL

suoneanddepeads ybiy Joy senjea sojunoo S [ S HO-S ‘[Buueyd UoiedyRuSpl OIS OV |

S/s s s s s s/s s s s]|s

LfoqeL 2 Lol

6

8 L 9
L+UH4S

S

14

€

Adws 10|19

:sjouueyo [eaisAyd

a2 2o | 2 [INEIN2IN S, N (SN 2N LI LL [9HES] LL HO-N ffeuuyo UoReolid
; A

0
2INJoNJIs sWel} HY/| 0} SSZIUOILOUAS 16jebosiu| {ojeBoLieiut Aq peykap! °s

W
uoneolyou swiopad Joyebousiu] ay | S Lw‘w‘ S 7 S s s

A 42 €L 2L 101s}
\w J-U Y-S

BeT A[UC pear psads UbIY 10] [SHUET]

Ll HO-1SL :[euueys LdA] aousnbag Bulliiel) Joyeboliaul

Liejodoudq

oyeBosi|

Figure 19 — Frame structure of the notification channel in case of an R/0-tag for high speed

applications
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7.4.2.8 Frame structure for the communication and spectrum check channels
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Figure 20 — Frame structure of the communication and spectrum check channels
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7.4.3 Physical channels

Definition: Physical channels are the assignments between slots and modulation and coding procedures.
As mentioned before, the logical channels can contain physical channels. Table 77 shows the structure
of the logical and the physical channels.

Table 77 — Logical and physical channels

Logical channel Logical channel Physical channel Function
groups
Tag Slot identification Tag Slot identification Tag sends in this channel syns
channel: channel: chronization information that
S-CH (return link) S-CH (return link) could be read by interrogator
during search slot (e.gslot0).
TagID read channel: TagID read channel part 1: |This channel is used+to transmit
MID-CH (return link) MID1-CH (return link) the first part ef'the 32-bit TagID
TagID read channel part 2: |This channelis used to trans-
MID2-CH (return link) mit thesecond part of the 32-
bit TagD’
TagID read channel part 1: |This-¢hannel is used to transmit
MID3-CH (return link) the'first part of the 32-bit TagID,
TagID read channel part,2:() This channel is used to trans-
MID4-CH (return link) mit the second part of the 32-
bit TagID.
TagData read channel: TagData read channel: This channel is used to trans-
MIN-CH (return link) MIN1-CH (returaink) mit the first part of the 32-bit
tag data.
TagData read channel: This channel is used to trans-
e | MIN2-€H (return link) mit the second part of the 32-
Notificafion channel .
N-CH bit tag data.
TagData read channel: This channel is used to trans-
MIN3-CH (return link) mit the first part of the second
32-bit tag data.
TagData read channel: This channel is used to trans-
MIN4-CH (return link) mit the second part of the
second 32-bit tag data.
Interrogator-ID read Interrogator-ID read chan- |This channel is used to trans-
channel nel: mit the 10-bit long interro-
SID-CH {forward link) SID-CH (forward link) gator-ID and a 15-bit counter
value to the tag.
Reserved Function For- Reserved Function Forward | Reserved for proprietary
ward link channel: link channel: future use.
RFD-CH (forward link) RFD-CH (forward link)
Reserved Function Return |Reserved Function Return |Reserved for proprietary
link channel: link channel: future use.
DRDEIL CH (rataen 1l REIL CL Gendaarn i1
REU-CH-{returatinid REY-CH-(returntnk 3}
Interrogator Training Se-  |This channel is used only to
quence Type 1 channel: ease the implementation of the
TS1-CH (return link) hardware.
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CW-CH (return link)

EW-CH (return link)

Table 77 (continued)
Logical channel Logical channel Physical channel Function
groups
Command Slot channel: Command Slot channel: This channel is used to transmit
CS-CH (forward link) CS-CH (forward link) the following commands from
the interrogator to the tag:
— write;
— longread;
— shortread;
— init;
— wait;
— EOC.
Read More than 84 Byte Read channel: On thischannel, up to 108
channel: R-CH (return link) bytes‘can be transmitted in a
RM-CH (return link) single subframe from tag to
uiterrogator.
Communication Read Less or equal than 84 | Read channel: On this channel, a maximum of
“hannel byte channel: R-CH (return link) 84 bytes can be transmitted in
L-CH RL-CH (return link) a single subframe from|tag to
interrogator.
Write channel: Write channpel: On this channel, a maxijmum
W-CH (forward link) W-CH (forward link) of 144 bytes can be transmit-
ted in a single subframg from
interrogator to tag.
Confirm Write channel: Confirm Write channel: Signals whether the trdnsmis-

sion of data from interr
to tag in a given subfra
free of errors or not.

ogator
ne was

Interrogator Training Se-
quence Type 2 channel:
TS2-CH (return link)

This channel is used onfly to

ease the implementatid
hardware.

n of the

Command Slot Training
Sequence:
TS3-CH (forward link)

This channel is used onfly to

ease the implementatid
hardware.

n of the

bpectrum check

Spéctrum check channel
SC-CH

Spectrum check channel
SC-CH

The interrogator uses t
channel to measure the

his
RSSI

hannel values in the allowed filequen-
bC-CH cy band within the alloved
channels.
With regard to slot assignment, the bits are assigned as follows: MSB to LSB: from left to right. MSB is
transmitted first, then LSB.

/.4.5.1

1ag Slot 1identification channel: 5-CH (return Iink)

Function: During a slot identification channel (at minimum in slot0 of the interrogator), an interrogator
shall read the synchronization information of a new tag (if there is a new tag in the field). The S-CH
is structured in such a way that the information required for synchronization (time offset and time
counters) is present twice in one slot. For each S-CH, there are two blocks which each take half a slot
long. The two blocks differ only by one increment of the time counter (the first block corresponds to the
lower value). This ensures that this information shall be available for evaluation for any time position
between tag and interrogator slot structure. For R/W-tags and for standard R/0O-tags, the time counter
runs from 1 to 30, which means that 15 S-CH are sent consecutively on the N-CH. This ensures that the
information required for synchronization shall be available in two subsequent slots0. In case of R/O-
tags for high speed applications, the counter values of the two subsequent half slots are 31 followed
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by 0. For this type of applications, the S-CH is not fixed to slot0. For a graphical representation, refer
to Figure 21. Additionally, the correlator word is the same sequence for an R/W-tag and for R/0-tags
but inverted. Due to that fact, the interrogator shall decide during the S-CH which type of tag starts
communication.

[ Slot 0 | Interrogator

offset determination

counter n-1 counter n counter n+1 counter n+ﬂ TAG

not in Slot0 lclock recovery used for not in Sloto
is not possible sychronization

Figure 21 — S-CH position with regard to slot0

Data transmission: return link with 76,8 kbit/s.
The subframe assignment for S-CH in case of standard applications is specified in Table 78.

The subframe assignment for S-CH in case of R/0O applications ordf no communication or spectrum
check cHannel is established is specified in Table 79.

Table 78 — Subframe assignment for S-CH in case of standard applications

SO | S1 | S2 | S3|S4 | S5 | S6 | S74(S8 | S9 |S10|S11|S12|S13

Table 7P — Subframe assignment for S-CH in(case of R/0O applications or if no communication or
spectrum check channel is established

SO | S1 | S2 | S3 | S4(/)S5 | S6 | S7 | S8 | S9 | S10 | S11 |S12|S13

Slot assignment for R/W-tag:

Inverted time-reversed Barker sequence with a length of 13, which already contains the subsequend
0101 (B19...B16) for clock-recovery. A parity bit is added after the 5 bit time counters.

D

The Slotjassignmentdor'S-CH in case of R/W-tag is specified in Table 80.

Table 80 — Slot assignment for S-CH in case of R/W-tag

Correlator Time coun- . .
N Parity | Tail

ClocKTecovery ters
B19 | B18 | B17 | B16 | B15 | B14 | B13 | B12 | B11 | B10 | B9 | B8 | B7 B6...B2 B1 BO
0 1 0 1 0 0 1 1 0 0 0|0 0 0

B6...B2: Time counters from 1 to 30.
Slot assignment for R/0O-tag:

Time-reversed Barker sequence with a length of 13, which already contains the subsequence 0101 for
clock recovery (B18...B15). A parity bit is added after the 5 bit time counters.

The Slot assignment for S-CH in case of R/0-tag is specified in Table 81.
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Table 81 — Slot assignment for S-CH in case of R/0-tag

Correlator Time coun- | Parity | Tail
Clock recovery ters
B19 | B18 | B17 | B16 | B15 | B14 | B13 | B12 | B11 | B10 | B9 | B8 | B7 B6...B2 B1 BO
1 0 1 0 1 1 0 0 1 1 1 1 1 0

B6...B2: Time counters from 1 to 30 for standard R/0O-tags, 31,0 for R/0-tags for high-speed applications.

(wwl

MmEh O o0 =N

Position of half slot

L L L Dl 1. 1.1
CIlUIlIlUl courity. WOu dppPHtdulIc.

1: supplements B6...B2 to achieve even number parity (identical for both tag types).

ecoding: By means of a correlator. The correlation is executed in two steps to keep \false ala
hinimum. In the first step, only the bits in the correlator word (B19...B7) are includedin the cor
h the second step, the remaining known bits in an interrogator slot (e.g. slof0)-are include
orrelation, too. S-CH is half as long as slot0; therefore, there are still known bits/ The number g
its depends on where the correlation peak was found in the first step. This implies that thg
orrelation word has to be established dynamically, according to Table 82, In the table, only th
br the R/W-tag can be seen. The values for an R/O-tag are just simpleynverted in the correlat
n the field of the time-reversed Barker sequence).

Table 82 — Second level correlation scheme

d

e

rms to a
relation.

in the

f known
b second

values

ion field

[ Number of correlati

Position of slot0

38]37

w
(=)
w
wn

%)
=

33

32|31]30

27|26

25[24[23[22]21

2019418

—
~
—
=)
—
w
—
+
—
W

12

N

5043

[2]1

#N

P T O

(=)

#N+1

22

>

(0L

(=}

#N+1

21

o oo
R
z

0o

oo (o |

#N+1

20

(=N [N (=) fe]

z

(=]

S| |o v

#N+1

20

(=N [ [ [ [

z

(=N (=N (=) [ (e}

#N+1

20

(=R (= (= (N fe Lo

z

(=R =N (=N (=N e Lo

#N+1

20

[=Ri=Ri=N (=N (=l L Lo

)

#N

S|o oo (|~ |—

#N+1

20

0 [ [ |V B [W | —

[=RE=R = il [l L [ ()

=

S AT
—

(=NI—RN N (N o L [

#N+1

20

o

[=Ni=NeNienieN N L (=l (=)

24|
ol

SO Ic|o|I=—Ioe

#N+1

20

(=]

(=R e il [l Do Ll (= (e ot

S

[=N=NN RN L (e (=

#N+1

20

[=NI=NeN NNl (el (N L (<}

SocIo|Io|I=ImIoCI=e

#N+1

20

12

Slococo|ImImIoomo|=

Sloccco|ImImIoo=S |~

#N+1

20

ololololo—|=lclo|=[o=]=o[=l28
‘ooooo—w—-oo»—-o»—o

oo |I0 00O o=

#N+1

20

o000 0| =0 o=

#N+1

—

20

4

—
[}
=
o o= o= O581T
— o o= (S
el == =}
(=N Ll (R [l ()

OOO»—'»—'OO'—*O»—'TO'—]"U

OOOO'—"—‘OO'—‘O'—'.I—OH"U

SlooIC|IO (== Ic o= e

#N+1

— o ||

—_ = oo = o= (o 1|T
SOl=|—mo0= o= o|1|d
[=R=R N N (=N (=N L (=R T =R L e
Sloo|=Imo0 = O|—=|o||d

Slo—= o= o3|

P
T
0
1
0
1
0
0
1

= |o = o 3|
S = o= o3 |dT

S (= o |4 |

SloIc|Io=|ImooIm|Io=|o(1 T

21

4

P

—

=

#N+1

=

(=}
(=}

N
2

22

P

Vol

—_

#N+1

(=]

0 |#N§

+2

2

#NI 22

i

|
ol

0

#N+1

#N+2 N

2

Izz

—

Tl
101

0

1

#N+1

#N+2 N

2

|22

T

0

1

0

#N+1]

P

HNED

N|

L

+2

I

1B

il

1

0

0

0]10]0

#N

[plT

0[0]{0]0

(=]

#N

+2 P

22

Dark Grey: Clock recovery
Boxed white: Bits with uncertainty
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P: Parity
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T: Tail

7.4.3.2 TaglID read channel: MIDx-CH (return link, for both tag types)

Function: This channel is used to transmit the 32-bit ID31, ...., IDg in two subsequent slots.

Data transmission: Return link with 76,8 kbit/s.

Subframe assignment: Not relevant since MIDx-CH is a part of the notification channel. The position in
the subframe is not synchronous with the interrogator frame structure.
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Slot assignment: A time-reversed Barker sequence with a length of 11 is used for clock and word
recovery.

The Slot
The Slot

assignment for MID1 (for both types of tags)/MID3 (only for R/0O-tags) is specified in Table 83.
assignment for MID2 (for both types of tags)/MID4 (only for R/0-tags) is specified in Table 84.

Table 83 — Slot assignment for MID1 (for both types of tags)/MID3 (only for R/0O-tags)

Word synch. L L
/7 DIL 1d4dglD Idll
Clogk recovery
B39 | B38 | B37 | B36 | B35 | B34 | B33 | B32 | B31 | B30 | B29 B28...B2 B1(.BO
0 110 ] 0 1100 |0 1|1 1 | Firstpart of TagID ID3, 0
ey ID5
Taple 84 — Slot assignment for MID2 (for both types of tags)/MID4 (only forR/0-tags)
Word synch.
y 5 bit TagID | SREOVEr3Z| 1oy
Clock recovery bits
B39 | B38| B37 | B36 | B35 | B34 | B33 | B32 | B31 | B30 | B29 | B28...B24 B23...B2 B1...BO
0 1 0 0 1 0 0 0 1 1 1 | ID4, &NDg | CRC2y, ..., 0
CRCp
For a decription of the memory mapping of the TagID, refer to Annex C.

Channel
coded 5

beginning with the MSB ID31. Generator polynomial:

g(x)

The Chajnnel Coding algorithm is as follows:

For encd

— Init

— Divide in GF(2) the polynomial

D31
by t
x22

obt4

coding: A shortened Fire code is used for TaglD channel coding (54,32). After generation, thie
4 bits (ID3q, ..., IDg, CRC31, ..., CRCp) are transnfitted in slots MID1/MID3 and MID2/MID#

- 22 +x17 + x13 + x9 + x4 + 1

ding:

alize the CRC accumulatortoall zeroes  0....0p

%53 + [D30x52 +. D x22
he generatorpolynomial
Fx17 + x84 x9 + x4 + 1,

1in-as remainder the polynomial

CR

51X2T F..F CRCpX?

— Attach the CRC bits (CRC3j, ....,, CRCp) to the end of the TagID bits (ID3j, ...., IDg) and transmit the 54
codebits (ID3y, ..., IDg, CRC3y, ...., CRCp) MSB first

For decoding:

— Divide the code polynomial

ID31x53 +....+ IDgx22 + CRC21x21 +...+ CRCox0

pre-multiplied with a certain factor (to account for the shortened code)

by t

60

he generator polynomial
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X224+ x17 + x13 + x9+ x4 + 1,

and use the remainder polynomial for error correction and error detection

7.4.3.3 TagData read channel: MINx-CH (return link, only for R/0O-tag)

Function: This channel is used to transmit 64 bits tag data in four subsequent slots. This can be done by
sending two pairs of two consecutive slots.

Data transmission: Return link with 76,8 kbit/s.

Subframe assignment: Not relevant since MINx-CH is a part of the notification channel. The.position in
the subframe is not synchronous with the interrogator frame structure.

Jlot assignment: A time-reversed Barker sequence with a length of 11 is used for“clock and word
recovery.

|

he Slot assignment for MIN1/MIN3 is specified in Table 85.
The Slot assignment for MIN2/MIN4 is specified in Table 86.

Table 85 — Slot assignment for MIN1/MIN3

Word synch. . .
27 bit tag data Tail
Clock recovery
B39 | B38 | B37 | B36 | B35 | B34 | B33 | B32 | B31 | B30* | B29 B28...B2 B1...BO
0 1 0 0 1 0 0 0 1 1 1 First part of TagData 0
D34, ..., D5
Table 86 — Slotassignment for MIN2/MIN4
Word synch. 5 bittag |CRC over 32 Tail
Clock recovery data bits
B39 | B38 | B37 | B36 | B35 | B34,}'B33 | B32 | B31 | B30 | B29 | B28..B24 B23...B2 B1...B0
0 1 0 0 1 0 0 0 1 1 1 D4, ...,Do | CRCzy, ..., 0
CRCp

TagData bits: DATA63,.DATAO
NOTE These bjts.can be used to extend the UserTagID or to store application related data in the tag]

hannel coding: For each pair of two consecutive slots transporting 32 data bits, a shortened Hire code
b used for tag'data channel coding (54,32). After generation, the coded 54 bits (D31, ..., Do, RC21, ...,
RCp) arétransmitted in slots MIN1/MIN3 and MIN2/MIN4 beginning with the MSB D31. Ggnerator
olynemial:

so e ModilenY

8(x) =x22 +x17 +x13 + x99+ x4 + 1

The Channel Coding algorithm is as follows:
For encoding:
— Initialize the CRC accumulator to all zeroes  0.....0p
— Divide in GF(2) the polynomial
D31x53 + D30x52 +....+ Dox22

by the generator polynomial
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%22

+x17+x13 +x9 + x4 + 1,

obtain as remainder the polynomial

CRC321x21 +...+ CRCox0

— Attach the CRC bits (CRC31, ..., CRCq) to the end of the data bits (D3q, ..., Dg) and transmit the 54
codebits (D3y, ...., Dg, CRC2y, ..., CRCo) MSB first

For decoding:

— Divide the code polynomial
D313

preq

by t

%22

and

7.4.3.4

Function: This channel is used to transmit the 10 bit long interrégator-ID and a 15-bit counter valule
to the tag. The counter value enables communication: it shows\where the tag has to expect the firgt
commard on the communication channel.

Data transmission: Forward link with 384 kbit/s.

Subframge assignment: Not relevant since SID-CH is a part of the notification channel. The position in thie
subframe is not synchronous with the interrogaton frame structure.

Slot ass

evaluatgd by the tag. For word synchronization, a sequence (TSC1) with a length of 16 is used. The

default

maximujm).

The Slotjassignment for SID-CH part 1 is specified in Table 87.
The Slotjassignment for SID-CH part 2 is specified in Table 88.
The Slotjassignment for SID-CH part 3 is specified in Table 89.

k53 +....+ Dox22 + CRC21x21 +...+ CRCpx0

multiplied with a certain factor (to account for the shortened code)
he generator polynomial

Hx17 +x13 +x9 + x4 + 1,

use the remainder polynomial for error correction and error detection

Interrogator-ID read channel: SID-CH (forward link, only fex R/W-tag)

lgnment: Only the first 112 bits out of 200 are assigned. The remaining 88 bits are nqt

orrelator threshold for word syinchronization is 13 (the value shall exceed 13: two bit errorjs

Table 87 — Slot assignment for SID-CH part 1

Level detector (20 bits) Wake-up and clock recovery (36 bits)
B199 115198 B197 | B196 | ... |B182|B181|B180|B179 | B178 | B177 | B176 | ... | B146 | B145 | B144
o |4+ —1t—+—F—"FT++61++T0 1T+ T+

Table 88 — Slot assignment for SID-CH part 2

Word synch.: 16 bit sequence TSC1 (16 bits)

B143 | B142 | B141 | B140 | B139 | B138 | B137 | B136 | B135 | B134 | B133 | B132 | B131 | B130 | B129 | B128

0 1 1 1 0 0 0 0 1 0 0 0 1 0 0

62
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Table 89 — Slot assignment for SID-CH part 3

lnte(rlr(;) %?tt;r'm Counter value (15 bits) CRC over 25 bits (15 bits) Not evaluated by tag
B127..B118 B117..B103 B102...B88 B87..B0
D74, ..., D15 D14, ...., Do CRC14, ..., CRCq

NOTE The sequence "0 1" is repeated for B195, B183 and B175, and B147.

Channel coding: A shortened Fire code is used for SID-CH channel coding (40,25). After generation, the
doded 40 bits (D24, ..., Dg, CRC14, ..., CRCp) are transmitted beginning with the MSB Dy4.(Generator
golynomial:

g(x)=x15+x10+x9 +x6 +x + 1

The Channel Coding algorithm is as follows:
Hor encoding:

- nitialize the CRC accumulator to all zeroes  0.....0

- Divide in GF(2) the polynomial
D24%x39 + D3x38 +....+ Dox15

by the generator polynomial
x15+x10 + x99+ x6 +x + 1,

obtain as remainder the polynomial

CRC14x14 +...+ CRCqx0

— Attach the CRC bits (CRC14, ..., CRCgJ to the end of the data bits (D24, ..., Dg) and transmit the 40
codebits (D24, ..., Dg, CRC14, ...,.GRE(p) MSB first

Hor decoding:

— Divide the code polyngmial

D24x39 +....+ Dox15% CRC14x14 +...+ CRCox0

pre-multiplied-with a certain factor (to account for the shortened code)
by the generator polynomial

x15 +xW0 + X9+ x6 + x + 1

and use the remainder polynomial for error correction and error detection

7.4.3.5 Reserved function forward link channel: RFD-CH (forward link, only for R/W tags)

Function: Reserved for proprietary future use.

7.4.3.6 Reserved function return link channel: RFU-CH (return link, for both types of tag)

Function: Reserved for proprietary future use. The functionality can be different for the two tag types.

7.4.3.7 Interrogator training sequence typel channel: TS1-CH (return link/without logical
channel)

Function: This channel is used to ease the implementation of the hardware.
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Data tra

nsmission: Return link with a data rate out of 200 to 400 kbit/s. An alternating series of 0 and 1

started with 0. This signal is not differentially pre-coded, with the exception of the last bit. The last bit
has to be differentially pre-coded to enable differential demodulation in the subsequent slot.

Subfram

e assignment: Set up before the S-CH, MID-CH, and RFU-CH channels.

Slot assignment: Not relevant.

7.4.3.8

Command slot channel: CS-CH (forward link)

Functiorn
amount
recovery

Data trad
The Sub
The Sub
The Slot
The Slot
The Slot
The Slot

Slot assj
(TSC1) y
value sh

: This channel is used to transmit the commands from the interrogator to the tag. The totz
per slot is 200 bits, with a net data bit content of 120 bits. The remaining bits are used for.cloc
i, word synchronization and for error protection.

e

nsmission: Forward link with 384 kbit/s.

frame assignment for CS-CH in case of W-CH, RM-CH, MID-CH is specified in Tabl€ 90.
frame assignment for CS-CH in case of RL-CH is specified in Table 91.

assignment for CS-CH part 1 is specified in Table 92.

assignment for CS-CH part 2 is specified in Table 93.

assignment for CS-CH part 3 is specified in Table 94.

assignment for CS-CH part 4 is specified in Table 95.

Table 90 — Subframe assignment for CS-CH ini,case of W-CH, RM-CH, MID-CH

SO S1 S2 S3 S4 | S5 N¢ S7 S8 S9 | S10 | S11 | S12 | S13

Table 91 — Subframe assignment for CS-CH in case of RL-CH

SO S1 S2 S3 S4 S5 S6 S7 S8 S9 | S10 | S11 | S12 | S13

gnment: 12 bits out of Z00 are used for clock recovery. For word synchronization, a sequende
vith a length of 26 issed. The default correlator threshold for word synchronization is 24 (thie
all exceed 24: two.bib errors maximum). The remaining 162 bits are coded net data bits.

Table 92 — Slot assignment for CS-CH part 1

Clock recovery (12 bits)
B199 |B198 | B197 | B196 | B195 | B194 | B193 | B192 | B191 | B190 | B189 | B188
0 1 0 1 0 1 0 1 0 1 0 1

Table 93 — Slot assignment for CS-CH part 2

B187...B162: Word synch. (TSC1) (26 bits)

olof1]fofof1]o[1]1|1]o]o]ofo[1]ojofol1]o]o|1]of[1]1]1
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Table 94 — Slot assignment for CS-CH part 3

Command type | Boc | MCTEEEN TS | magip | O T B1s2
(4 bits) (1 bit) (7 bits) (18 bits) (44 bits)
B161..B158 B157 B156...B150 B149..B132 B131...B88
Do, ...., D2g Dys D24, ..., D18 D17, ..., Do CRCy43, ...., CRCop
Table 95 — Slot assignment for CS-CH part 4
Block length |Reserve St(z;:zsasd- Reserve eRe proi’ei(é;lon over Reserve
B87...B58
(8 bits) (1bit) | (18 bits) (3 bits) (44 bits) (14 bits)
B87..B80 B79 B78...B61 B60...B58 B57..B14 B13..B0
Dog, ...., D22 D21 D»o, ..., D3 Dy, ..., Do CRC43, ...., CRCp

(]

escription of fields:

hall be setto 0.

Hor encoding:

D99x73 + Dpgx72 +...

4+ Dox44

(ommand type: Refer to 7.6.1 and 7.6.3.

g(x) = x44 + x30 + x29 + xo% x + 1

The Channel Coding algorithm is as follows:

- Initialize the CRC accumulator to all zeroes  0.....0

Divide'in GF(2) the polynomial

lock length: Indicates how many bytes the transmiitted block contains.

HOC: End_Of_Communication (EOC) is signalled with one bit in the command field.
Interrogator frame structure: Indicates the number of subfsames contained in a frame.

TagID: Only the ID31...1D14 range shall be transmitted.in'the command slot.

)
Start address: Indicates where the first byte in'the transmitted block should be written or read to. B79
S

(hannel coding: A shortened Fire code (74,30) is repeatedly used for coding the CS-CH data bifts. After
generation, the coded 74 bits (D29, v35Do, CRC43, ...., CRCp) are transmitted beginning with the ]
(jenerator polynomial (same as forR-CH):

VISB D>o.

by the generator polynomial

x44 +x30 + x29 + x15 + x + 1

obtain as remainder the polynomial

CRC43x43 +...+ CRCpx0

Attach the CRC bits (CRC43, ..

74 codebits (Djyo, ...., Dg, CRC43, ...., CRCg) MSB first

© ISO/IEC 2018 - All rights reserved
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For deco

ding:

Divide the code polynomial

D29x73 +....+ Dgx44 + CRC43%x43 +...+ CRCx0

pre-

multiplied with a certain factor (to account for the shortened code)

by the generator polynomial

x44 + x30 + %29 4+ 15 4+ x 4+ 1]

and

7.4.3.9

Functior
per slot

word sypchronization and for error protection.

Data trdnsmission: Return link with 384 kbit/s.

Subfram
The Sub
The Sub
The Slot
The Slot

Slot assi
recoversy

use the remainder polynomial for error correction and error detection

Read channels: R-CH (return link)

[

: These channels are used to transmit the tag net data to the interrogator. The total amour
s 200 bits, with a net data bit content of 96 bits. The remaining bits are usedfdr'clock recovery,

e assignment:

frame assignment for R-CH in case of RM-CH is specified in Table 96.
frame assignment for R-CH in case of RL-CH is specified i Table 97.
assignment for R-CH part 1 is specified in Table 98.

assignment for R-CH part 2 is specified in Table‘99.

Table 96 — Subframe assignment for R-CH in case of RM-CH

SO S1 S2 S3 S4 S5 S6 S7 S8 S9 | S10 | S11 | S12 | S13
Table 97 — Subframe assignment for R-CH in case of RL-CH
SO S1 S2 S3 S4 S5 S6 S7 S8 S9 | S10 | S11 | S12 | S13

gnment: A timesreversed Barker sequence with a length of 11 is used for clock and wor{d
. The remaining 189 bits are coded net data bits, split up into two identical parts.

Table 98 — Slot assignment for R-CH part 1

Word synch.
€loctkTecovery

B199 | B198 B197 B196 B195 B194 | B193 B192 B191 B190 B189

0 1 0 0 1 0 0 0 1 1 1

Table 99 — Slot assignment for R-CH part 2
. CRC over previous . CRC over bits o
Net data bits 48 bits Net data bit B96...B49 Tail bit
(48 bits) (44 bits) (48 bits) (44 bits)
B188...B141 B140...B97 B96...B49 B48...B5 B4...BO
D47, ...., Do CRCy43, ....,CRCyp Dy, ..., Do CRCy43, ...., CRCp
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Channel coding: A shortened Fire code (92,48) is repeatedly used for coding the R-CH data bits. After
generation, the coded 92 bits (D47, ...., Dg, CRC43, ....,, CRCp) are transmitted beginning with the MSB D47.

Generator polynomial:

g(X):X44+X30+X29+X15+X+1

The Channel Coding algorithm is as follows:

For encoding:

- [nitialize the CRC accumulator to all zeroes 0.....0

— Divide in GF(2) the polynomial
D47x91 + Dgex90 +....+ Dox44

by the generator polynomial

x44 +x30 + x29 + x15 + x + 1

obtain as remainder the polynomial

CRCy43x43 +...+ CRCox0

92 codebits (D47, ...., Dg, CRC43, ...., CRCp) MSB first

Hor decoding:

- Divide the code polynomial
D47x91 +....+ Dox44 + CRC43%x43 +....+ CRCox9
pre-multiplied with a certain factor, (to account for the shortened code)

by the generator polynomial

x44 + x30 + x29 + x15 + x+ 1

71.4.3.10 Write channel: W-CH (forward link)

v =

ynchronjzation and for error protection.

Data transmission: Forward link with 384 kbit/s.

The’Subframe assignment for W-CH is specified in Table 100.

and use the remainder pplynomial for error correction and error detection

- Attach the CRC bits (CRC43, ..., CRCp) to the end of thédata bits (D47, ..., Dg) and tran

unction: This channel is used to transmit net data from interrogator to tag. The total amount
5 200 bits, with*a net data bit content of 128 bits. The remaining bits are used for clock recove

smit the

per slot
ry, word

The Slot assignment for W-CH part 1 is specified in Table 101.
The Slot assignment for W-CH part 2 is specified in Table 102.
The Slot assignment for W-CH part 3 is specified in Table 103.

Table 100 — Subframe assignment for W-CH

SO S1 S2 S3 S4 S5 S6 S7 S8 S9 | S10

S11

S12

S13

© ISO/IEC 2018 - All rights reserved
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Slot assignment: 12 bits out of 200 are used for clock recovery. For word synchronization, a sequence
(TSC1) with a length of 16 is used. The remaining 172 bits are coded net data bits.

Table 101 — Slot assignment for W-CH part 1

Clock recovery (12 bits)
B199 | B198 | B197 | B196 | B195 | B194 | B193 | B192 | B191 | B190 | B189 | B188
0 1 0 1 0 1 0 1 0 1 0 1

Table 102 — Slot assignment for W-CH part 2

Word synch.: 16 bit sequence TSC1
B187 | B186 | B185| B184 | B183 | B182 | B181 | B180 | B179 | B178 | B177 | B176 | B175 | B174 | B173 | B172
1 0 1 1 1 0 0 0 0 1 0 0 0 1 0 0

Table 103 — Slot assignment for W-CH part 3

Net data bits CRC over previous 128 bits
(128 bits) (44 bits)
B171...B44 B43...B0
D127, ..., Do CRC43, ...4£CRCo

Channel|coding: A shortened Fire code is used for W-CH channel e0ding (172,128). After generation, the
coded 1§ 2 bits (D127, ..., Dg, CRC43, ...., CRCp) are transmitted-beginning with the MSB D127. Generatdr
polynonpial (same as R-CH):

gX) | x44 +x30 + x29 + x15 + x + 1

The Chajnnel Coding algorithm is as follows:
For encqding:
— Initjalize the CRC accumulator to all'zéroes  0....0p
— Divide in GF(2) the polynomial
D121x171 + D12x170 +....+Dox44
by the generator polynomial
x44 1 x30 + x29 +A54 x + 1
obtain as refnainder the polynomial

CRUy3x43%...+ CRC(x0

1y P=T ~W-Ik fop o cp o N 1 o1 3 1 PN PR 3 . 1
— Attachrthe €RE bits (LRU43, ...., URUQJ 1O UIC€ €114 Ol e ddtd DILS (U127, ...., U(Q) 41U UIdIISIIIU t1e

172 codebits (D127, ...., Do, CRC43, ...., CRCg) MSB first
For decoding:
— Divide the code polynomial
D127x171 +....+ Dgx44 + CRC43x43 +....+ CRCox0
pre-multiplied with a certain factor (to account for the shortened code)
by the generator polynomial

x44 + x30 + x29 + x15 +x + 1
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and use the remainder polynomial for error correction and error detection

The CRC definitions and calculation example are shown in Annex D.

7.4.3.11 Confirm write channel: CW-CH (return link)

Function: This channel signals whether the transmission of data from interrogator to tag in

018(E)

a given

subframe was free of errors or not. For a transmission to be error-free, all the slots shall have been
received without errors. A “not error-free” signal results in an ARQ procedure for this communication.

Data transmission: Return link with 384 kbit/s.

The Subframe assignment for CW-CH is specified in Table 104.

The Slot assignment for CW-CH part 1is specified in Table 105.

The Slot assignment for CW-CH part 2 is specified in Table 106.
The Slot assignment for CW-CH part 3 is specified in Table 107.

Table 104 — Subframe assignment for CW-CH

SO S1 S2 S3 S4 S5 S6 S7 S8 S9 | S10 | S11 | S12 | S13

lot assignment: A time-reversed Barker sequence with<a length of 11 is used for clock aj
ecovery. In the case of W-CH, the CRCs are evaluated on a slot-by-slot basis. If all the slot (

he interrogator with 2 bits x 26 bits consecutively(sequence TSC1). If the received CRC was
word containing nothing but 0’s shall be generated with a length of 2 bits x 26 bits. The inte
oes not evaluate the remaining bits.

Q. QO D = A~

Table 105 —Slot assignment for CW-CH part 1

Word synch.
Clock recovery
B199 | B198 | B197 | B196 | B195 | B194 | B193 | B192 | B191 | B190 | B189
0 1 0 0 1 0 0 0 1 1 1

Table 106 — Slot assignment for CW-CH part 2

B188...8163: CRC_OK: true (TSC1) (26 bits)
o0 1 oo f1][o[1]1]1]ofoofof1]ofo]o|1]ofof1[0o]1]|1]1
B188...8163: CRC_OK: false
olo/oofo|ofo[o|o[o]o[o|o]o]o]o|ofo|o[o|ofojo]o]o0]o0

nd word
RCs are

rror-free (or feature correctable errors only), the . CRC_OK bit shall be set. This bit is transrzﬁitted to

ot okay,
rrogator

Table 107 — Slot assignment for CW-CH part 3

B162..B137: CRC_OK: true (TSC1) (26 bits) B136...B0
olo[1]ofo|t][o]1|1][1]o]o]o]o|1]|o]ojof[1|o]of1]0|1][1]1] —
B162..B137: CRC_OK: false
olojofofo|ofo]o|o]o]ofo|o]o]o|o][o]o[o[o]0]o]0]0|0]0

Channel coding: None.

Decoding: By means of correlator. The default correlator threshold for CRC_OK word detection i
value shall exceed 50: 2 bit errors maximum in 52 bits).

© ISO/IEC 2018 - All rights reserved
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7.4.3.12 Interrogator training sequence type2 channel: TS2-CH (return link/without logical

channel)

Function: This channel is used only to ease the implementation of the hardware.

Data transmission: Return link with a data rate out of 200 to 400 kbit/s. An alternating series of 0 and 1

started with 0.

This signal is not differentially pre-coded with the exception of the last bit. The last bit has to be
differentially pre-coded to enable differential demodulation in the subsequent slot.

Subframie assignment: Always transmitted before the return link slot if no physical return link slot wa
sent befpre the "first" return link slot. That means that this channel shall be inserted before the)firg

return link slot, containing “real” information that shall be sent.

The Subframe assignment for TS2-CH in case of W-CH is specified in Table 108.

The Subframe assignment for TS2-CH in case of RM-CH, RL-CH, MID-CH is specified in Fable 109.
The Slotlassignment for TS2-CH is specified in Table 110.

Table 108 — Subframe assignment for TS2-CH in case-of W-CH

SO

S1 S2

S3

S4

S5

S6

S7

S8

S9

S10

S11 | S12

S13

Table 109 — Subframe assignment for TS2-CH in-case of RM-CH, RL-CH, MID-CH

7.4.3.13 Command slot training sequence: TS3-CH (forward link/without logical channel)

S0 S1 S2 S3 S4 | S5 S6 | S7~S8 | S9 | S10 | S11 | S12 | S13
Table 110 — Slotassignment for TS2-CH
Interrogator(training sequence (200 bits)

B199 B198 B1 BO
0 1 0 1

Function: This channel isused only to ease the implementation of the hardware.

Data trdnsmission: Ferward link with 384 kbit/s. The last 30 bits are an alternating series of 2 zeroe
and 2 ores, startingwith 2 ones.

Subframie assigniment: Always transmitted only before CS-CH if CS-CH transmitted in slot2.

The Subframe assignment for TS3-CH in case of C-CH is specified in Table 111.

-+

The Slot assignment for TS3-CH is specified in Table 112.

Table 111 — Subframe assignment for TS3-CH in case of C-CH

SO

S1 S2

S3

S4

S5

S6

S7

S8

S9

S10

S11 | S12

S13
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Table 112 — Slot assignment for TS3-CH

Command slot training sequence (30 bits)

B199...B30

B29 | B28 | B27

B26 B3

B2

B1 BO

1 1 0

0 0

0

7.4.3.14 Spectrum check channel: SC-CH (return link/without carrier)

Function: The interrogator uses this channel to measure the RSSI values in the allowed frequency

Hand within the allowed channels. The stored values are used for determining free frequehcies for
rlotification and communication.
Data transmission: None.
Subframe assignment: Only if there is neither communication nor notification.
The Subframe assignment for SC-CH is specified in Table 113.
Table 113 — Subframe assignment for SC-CH
SO S1 S2 S3 S4 S5 S6 S7 S8 S99~ S10 | S11 | S12 | S13
Slot assignment: Not applicable.
(hannel coding: None.
Decoding: Not relevant.
7.5 Channel coding and sequences
7.5.1 Synchronization and CRC patterns
The Clock and word synchronization words for the physical channels is specified in Table 114.
The CRC parameterization forithe physical channels is specified in Table 115.
Table 114 — Clock and word synchronization words for the physical channels
Channel type Clock Word Descriptipn
N-CH S-CH 0101 001100000 Word incl. clock
(REW=
tag)
S-CHa 1010 110011111 Word incl. clock
(R/O-tag)
MID-CH |0100 1000111 Word incl. clock
MIN-CH (0100 1000111 Word incl. clock
SID-CH |010101...010101 (36 bits) |{1011100001000100
TS1-CH |Notrelevant Not relevant
C-CH R-CH 0100 1000111 Word incl. clock
W-CH 010101010101 1011100001000100
CW-CH 0100 1000111 Word incl. clock
TS2-CH |Notrelevant Not relevant
a  The clock recovery can work also with the capital letters: 0101: the same sequence as for an R/W-tag.
© ISO/IEC 2018 - All rights reserved 71


https://standardsiso.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

Table 114 (continued)
Channel type Clock Word Description
CS-CH 010101010101 00100101110000100010010111
TS3-CH Not relevant Not relevant
SC-CH Not relevant Not relevant

a  The clockrecovery can work also with the capital letters: 0101: the same sequence as for an R/W-tag.
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Table 115 — CRC parameterization for the physical channels

Channel type n’ K’ Generator polynomial Remarks
N-CH S-CH 6 5 Even parity only n’: total number of bits in a CRC block.
MID-CH |54 32 x22 +x17 + x13 + x9 + x4 +1 k’: total number of net bits in a CRC block.
MIN-CH |54 |32 |x#2+x17+x3+x9+xt+1 In case of correction, only the data field
SID-CH |40 25 x15+x10 +x9+x6+x+ 1 shall be corrected. No wrap around shall
be applied for the correction.
-CH TS1-CH | — —
R-CH 92 48 x4+ x30 +x29 + x15+ x + 1
W-CH 172 128 [x#4+x30+x29+x15+x+1
CW-CH 52 2 52 bit correlator
TS2-CH |— — —
CS-CH 74 30 x4+ x30 +x29 + x15 + x + 1
TS3-CH |— — —
5C-CH — — —
7.6 Command set for the command slot channel: CS-CH (only for R/W-tag)
71.6.1 Command types
All tags with the same IC manufacturer code and the same'IC version number shall behave the $ame.
71.6.1.1 Mandatory
NMandatory command shall be supported by:all R/W-tags that claim to be compliant. Interfrogators

which claim compliance for R/W-operation $hall support all mandatory commands.

71.6.1.2 Optional

Y

Fthe tag does not support an optiohal command, it shall remain silent.

ptional commands are conimands that are specified within the International Standard. Inter
Uhich claim compliance~for R/W-operation shall be technically capable of performing all
ommands that are specified in the International Standard (although need not be set up t
/W-tags may or nday“not support optional commands. If an optional command is used, it
mplemented in the manner specified in the International Standard.

—ma < o

1.6.1.3 Custom

(Justom~commands may be enabled by an International Standard, but they shall not be spe
hat<International Standard. A custom command shall not solely duplicate the functionalit

—

rogators
optional

do so).
shall be

cified in
y of any

=

handatory or optional command defined in the International Standard by a different method.

An interrogator shall only send a custom command to a tag if the manufacturer of the tag specifies such

a command.

During the notification process, the TaglD is sent to the interrogator. All custom commands

shall be

addressed individually to specific manufactured tags. This allows IC manufacturers to implement

custom commands without risking duplication of command codes and thus misinterpretation.

© ISO/IEC 2018 - All rights reserved
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7.6.1.4 Proprietary

Proprietary commands may be enabled by an International Standard, but they shall not be specified in
that International Standard. A proprietary command shall not solely duplicate the functionality of any
mandatory or optional command defined in the International Standard by a different method.

IC and tag manufacturers use these commands for various purposes such as tests, programming of
system information, etc. They are not specified in this document. The IC manufacturer may at its
option document them or not. It is allowed that these commands are disabled after IC and/or tag
manufacturing.

7.6.2 [Command set
General hotes:

If a conjmand cannot be decoded, and provided this is not the first command (in order to repeat
read attempt, the information on the interrogator frame structure is needed, and this information i
available only with the first correctly decoded command), the tag shall try ten more times (in the te
subsequlent frames) to decode the command. If the tag does not succeed in decoding’a command, it sha
return tp the sleep mode. If the tag cannot decode a first command, it shall+eturn to the sleep mode
immedigtely, without trying to repeat the operation.

— - \n 9D

7.6.2.1 | Write
Function: This command shall transmit a maximum of 144 bytes{n 4 subframe to the tag.

NOTE This command requires only bits B161 to B14 in CS-CH to-be evaluated (the command has arguments|).

7.6.2.2 | Long_Read
Function}: This command shall transmit more than 84 bytes in a subframe to the interrogator.

NOTE For information on how to proceed further, refer to RM-CH. This command requires only bits B161 to
B14 in CY-CH to be evaluated (the command hasarguments).

7.6.2.3 | Short_Read
Function: This command shall tpansmit a maximum of 84 bytes in a subframe to the interrogator.
NOTE For information on-how to proceed further, refer to RL-CH. This command requires only bits B161 t

B14 in C$-CH to be evaluated {the command has arguments). The only exception is when EOC is detected to b
active infslot2. In that case, enly bits B161 to B88 need to be evaluated.

@ O

7.6.2.4 | Init

—_—

Function: This~<command shall transmit one byte to the tag. In the tag, this byte is written into a
RAM cells:

NOTE On the protocol, Init behaves in the same way as Write. That is why the interrogator expects a CW-
CH in slot13. This command requires only bits B161 to B88 in CS-CH to be evaluated (the command has no
arguments).

7.6.2.5 Wait

Function: This command signals to the tag that the tag has to wait - for the length of one frame - for a
new command.

NOTE On the protocol, Wait behaves in the same way as Short_Read without a data field. This command
requires only bits B161 to B88 in CS-CH to be evaluated (the command has no arguments).
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Table 116 — Command codes in slot2

018(E)

Name

Type

Command code

EOC

B161_B158

B157

Function

Wait

Mandatory

0

0

0

X

Subframe is not filled with data. An@®
slot12 is not to be expected. This'is ar
command. The tag shall decode/the ng
command in the next frame, Mt shall n
possible to terminate thexcommunicaf

DC in
NOP
Xt
tbe
ion.

bhort_Read

Mandatory

Subframe filled witlpaunaximum of 8
of read data. An EOG s to be expected
slot12. After EOC has been received in
the tag shall€€turn to the sleep mode
is no EOCgdmslot12, the tag shall wait

commandyto arrive in the next frame.

L bytes
in
slot12,
If there
ora

Confifmation that a Long_Read or Walit

command was successfully transmitt
previous frame. The tag shall immedi
return to the sleep mode. This comm3

quires only bits B161 to B88 to be evalluated

(the command has no arguments).

bd in the
htely
nd re-

.ong_Read

Mandatory

Subframe filled with read data. The cd
cation in this subframe cannot be tern

mmuni-
hinated.

Write

Mandatory

Subframe filled with write data. The ¢
nication in this subframe shall not be
nated. A feedback on the validity of th|
received by tag in this subframe shall
to the interrogator on the CW-CH cha

ommu-
termi-
e data
be sent
hnel.

The communication in this subframe
terminated when the CRCs signal vali
for all the slots. A feedback on the valj
the data received in this subframe sh4
sent to the interrogator on the CW-CH
nel. Once the data have been written
the tag shall return to the sleep mode

thall be
 data
dity of
11 be
chan-
o RAM,

nit

Optional

A feedback on the validity of the data
ceived in this subframe (INIT byte) sh
sent to the interrogator on the CW-CH
nel. The communication cannot be ter

during initialization. During initializaltion,

the tag shall be polled in each respect

re-

all be
chan-
minated

ve sub-

frame to fimdoutwhetherorotthe T
zation has been terminated.

itiali-

Reserved for
future use

Optional

IC Mfg dependent

Custom

N - =1 =

I O = = S = R

_h O R O RRr O

S = = O OO0 -
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Table 116 (continued)

Name Type Command code EOC Function
B161...B158 B157
IC Mfg dependent |Proprietary [0 (1 |1 |0 X
0 |1 |1 |1
1 [0 |0 |O
1 (0 (0 |1
Table 117 — Command codes in slot12
Npme Type Command code EOC Function
B161...B158 B157
EOC Mandatory (0 |0 (0 |1 1 Confirmation that a Short_Readieommand wa$
successfully transmitted in this frame. The tag
shallimmediately returnto the sleep mode. Thi$
command requires only*bits B161 to B88 to b¢
evaluated (the commatid has no arguments).
EOC = 0 shall nétbe used (invalid operation).
Reservef for fu- Optional 0 (1 |0 |1 X
ture use 1 lo 11 o
IC Mfg dependent |Custom 0 |0 |0 (O X
0 |0 |1 |0
0o |0 |1 |1
0 |1 |0 |0
1 (0 (1 |1
1 (1 (0 |O
1 (1 (0,4
1 (1 41070
1 (11 |1
IC Mfg dppendent |Proprietary |0 «Jf1 |1 |0 X
0|11 |1 |1
1 (0 |0 |0
1 (0 (0 |1
In the cdse of command,decoding error, the tag shall try 10 more times to decode the command. Aftdr

the elev
shall be
mode in

bnth unsuceessful attempt, the tag shall return to the sleep mode. The exception to this rule
the “first”)command. If the tag fails to decode the first command, it shall return to the slee
mediately.

P

For man|dat0ry and optional commands: in the case of ‘x’, the EOC bit shall not be evaluated.

8 MODE 3: Active RFID ITF network

8.1 General

The mode describes the basis for a wireless network standard for devices used in the shipping
and logistics industry. It describes a standardized wireless network for freight containers (and
subsequently other shipping conveyance types, e.g. intermodal containers, trucks, rail cars, etc.) and
allows the market to determine the type(s) of devices to build and integrate using the network based on
commercial requirements and/or government concerns.

76
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A common, globally ubiquitous network architecture allows the commercial sector to create a
devices for the intermodal freight container (maritime and transportation) industry. With this

nd build
known/

standardized infrastructure, device manufacturers may build products that support commercial
endeavours secured by the fact that the product will work globally and be interoperable among carriers,

between ports/terminals, and between nations on all continents.

Autonomous devices (such as active RFID tags for example attached to containers, chassis,

or other

equipment) characterized by moving around with the object they are attached to will benefit from one
globally avallable and c0n51stent network They are generally small and 1ndependent from any power

[his mode describes the implementation for a wireless network protocol for devices use
transportation and maritime shipping and logistics industry. It describes a wireless network for freight

dontainers (and subsequently other shipping conveyance types, e.g. intepmodal containers, try
dars, etc.) and allows the market to determine the type(s) of devices to.btild and integrate u
etwork based on commercial requirements and/or government conéens.

[he purpose of the protocol is to support compliant devices as‘tequired by shippers, ocean
arine terminals and port operators, logistics providers, and/intermodal carriers.

[he network should ensure interoperability between €guftries, terminals, and ports give
darriers use multiple ports and shall be assured that any investment in compliant devig
dr compliant hardware work at all terminals (carriér“owned or not) in the same manner. M
terminal operators shall be assured that any compliaght network technology can be installed at
ih a similar fashion regardless of geographic location.

[he network standard shall support one\'standard intermodal freight container air intey
dompliant devices globally.

[he network standard shall define how information moves securely and reliably across the nef
[he network shall meet the safety requirements.
[he network standard is designed to use the minimal amount of installed infrastructure.
here required, the network standard shall provide data definition.
[he network standard is designed to be globally deployed at a very low cost.
[he network‘standard provides a method to establish a mesh network.

[he network shall allow multiple compliant device types. Device categories can include,
ot lifpited to, tracking devices, container security devices, sensor devices, location devi
infrastructure devices such as network coordinators and handhelds.

apability)
usage is

] in the

cks, rail
sing the

carriers,

n ocean
es and/
oreover,
all ports

face for

work.

but are
res, and

The network standard shall co-exist with other wireless protocols such as Wi-Fi and other wireless

communication and RTLS networks.

8.3 Network Physical Layer description
The Network Physical Layer is a radio protocol based on ISO/IEC/IEEE 8802-15-4.

Any ISO/IEC/IEEE 8802-15-4 integrated circuit (IC) may be utilized to implement this document.

This document utilizes 16 channels (channel 11 to channel 26) over the 2,405 to 2,483 GHz spectrum,
supporting a 250 000 bits per second data rate using QPSK modulation (see IEEE 802.15.4:2006,

Clause 10).
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Channel conflict resolution shall be attained utilizing Carrier Sense Multiple Access (CSMA) with a hold
off up to 10 ms (see IEEE 802.15.4:2006, 5.1.1.4).

This Mode supports sleep modes. There is a network discovery method which utilizes an NDB that

includes

wake cycles parameters and user-controlled channel allocation.

8.4 Network description

8.4.1 General

vork shall be made up of one or more network coordinators, each of which is associated with-4

Network topology
wing list summarizes the network topology:
hn container devices described in this document are Tag Talk Last (TTL).

b and remote devices will not initiate network connections unless a network coordinator emit
padcasted command or NDB packet.

r associating, a tag, also named device, may emit transmissions unilaterally for certai
ications (e.g. low latency alarms, exits, arrivals, etc.)

peer-to-peer topologies.

Point to multi-point topologies (star topology) as:;shown in Figure 22.
Trunk coordinator configurations as showndn Figure 23.
Peer-to-peer topology as shown in Figure 24.

Mesh topology as shown in Figure25.

Server
Connected
Coordinator,

server connected coordinator (SCC). The Network Coordinator and SCC may be the same devicg.

network specification shall support multiple topologies. All devices shall support star, trunlk

(s

h

-

M

The nety
least ong¢
8.4.2
The foll
a) Oce
b) Tag
a br
c) Aftd
app
d) Thig
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1)
2)
3)
4)
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Figure 22 — Star topology
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Figure 25 —Mesh topology

8.5 Star topology

8.5.1 [General
All deviges shall comply with.a.star topology requirement.

There afe two types of network connections for star topology networks.

-

Short-tefm connections: The network supports rapid network discovery and data transmissio
protocols. Network>access is resolved in milliseconds. Status data can be transferred to a devide
specifiefl serverwithin 1 s.

Maintaihed‘connections: Network connections associate a remote device with a network coordinatqr
using nlegotiated message exchanges. The association process authenticates and authorizes |
connection. An associated connection speeds data uploads and may be link encrypted for security or
private operation within local area networks.

The connection type (short term or maintained) is determined by the remote device. Remote devices
request association during the network discovery process. A remote device may use the SCC MAC
address to identify whether a short-term or maintained network is appropriate.

All devices messages shall include the IEEE EUI 64 address and Manufacturing Identification Number
(MIN) as unique identifier.
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8.5.2 Star topology data flow

In a star topology, the network coordinator is an SCC. The network coordinator shall emit a series of
periodic NDB packets to initiate network connections. When a device receives an NDB, it responds
with a network status message (NSM). The NSM contains information about the remote server for the
device’s data. All data sent from this device may be forwarded to the indicated remote server.

A network coordinator may be secured. In this case, if the network coordinator is secure, a device may
change behaviour if it is in the vicinity of a secured network coordinator (secured location). To facilitate
reliable radio communication with less interference, multiple channels may be used. The NDB will be
hroadcast on what is referred to as a hailing channel. In order to reduce power usage from.gcanning
hany channels, this document defines four channels for NDB transmission. These channels.ate 15, 17,
1, and 23. In the NDB data, an alternate network channel may be specified. The altétnate hetwork
hannel may be less busy and may provide higher reliability with a channel not utilized for hetwork
iscovery.

Q.0 D=

oD

.6 Trunk topology
1l devices shall comply with a trunk topology requirement.

A
A device operates in a trunk network in the same manner as a star_ topology network.

]

h a trunk configuration, there are two or more coordinators inWhich each coordinator operates in its
wn star network topology. There is only one coordinator thatis an SCC.

o

Trunk communications extend the radio range of a network by relaying radio traffic between
oordinators. This reduces cost of additional networkdnfrastructure or allows additional infrasgructure
b be installed at remote locations.

(il @)

he SCC operates in a manner that provides association services to additional trunk coordinators; see
NC (see 8.10.4).

o =]

o0

.6.1 Trunk coordinator requirements

lww|

efore a trunk coordinator may @perate in a star network, it shall first associate with an SCC or
econdary trunk coordinator, A trunk coordinator shall associate as described in associated hetwork
onnection (ANC).

QW0

F the trunk coordinatoris able to associate with the SCC, it will immediately send an NSM t( its SCC.
his NSM shall indicate that it wishes to associate as a trunk coordinator. Any trunk coofdinator
ssociated with ann\SCC shall broadcast its own NDB. Additional trunk coordinators may request an
ssociation withrthat trunk coordinator. The same type of association request MAC command §nd NSM
hall be used4ér'this secondary and any additionally chained trunk coordinator networks.

v O g =

§.6.2 <Data flow in a trunk topology

Alldata from an associated device are sent to its coordinator. If that coordinator is a trunk coordinator,

t Fornanly redinmatas ch o1l Foeeazonad £ o Aoy nacleat ot ool rdin ot ) i ot s dd
et o CoOoTOTITatoT—Stratr 10T vwar Gttt atvIcCpattttoTtrrat tr o COoTaIatoT S CoOTOITTatoT a ress

and the data shall be passed to the next trunk coordinator until the SCC receives the data. The source
address shall remain unchanged throughout this process.

When an SCC receives data from its server, it shall check the destination address of that data for
a matching address from its list of associated devices. If the destination is an associated device, the
message is sent to that device; otherwise, the message is forwarded to all trunk coordinators that are
associated. The source address shall be that of the SCC. The receiving associated trunk coordinators
shall change the source address from the parent coordinator to their own address and send the message
to an associated device if a matching address is found or send the message to all associated trunk
coordinators if no matching associated device is found. The message will either get to the intended
destination address or it will terminate at any number of trunk coordinators that are not serving any
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associated trunk coordinators. Any trunk coordinator without a matching destination address and
without any associated trunk coordinators shall discard the message.

8.7 Peer-to-peer topology

All devices shall operate in a peer-to-peer topology.

In a peer-to-peer topology, messages may be passed between two devices where neither is acting as a
network coordlnator ThlS topology operates 1ndependently from the other network types An example

shall coftinue sending messages to each other until finished.

This type of communications is depicted in Figure 26.

Initiating Device Pestination Device

NDB

B
>

802.15.4 Data Request

P
<

Data Message Type

[

ACK Message Type

<
<

Continuing conversation

A

I DD A E ) R

Figure 26 — Network access for peer-to-peer topology

8.8 Mesh topology

A mesh network is a method using cooperative FFDs to communicate between a network coordinator
and a non-associated device. The primary reason to establish a mesh network is for a device to report a
message or for a coordinator to query a non-associated device.
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A cooperative FFD is configured to relay messages, device to device. The message may terminate at
either the SCC or the targeted end-point device. A device is not required to be a cooperative device.

The mesh network shall be established using beacon request command frames as specified in I
IEEE 8802-15-4 and beacon frames as specified in ISO/IEC/IEEE 8802-15-4.

SO/IEC/

Cooperative FFDs shall maintain an active receiver for a minimum of 5 s to ensure message reliability

between communicating devices after receiving a beacon request.

8.8.1 Establishing a mesh network

o0

.8.1.1 General

ither a device or a coordinator may initiate a mesh network. A remote device establisheg
etwork by initiating the path discovery process as described in 8.8.1.2. The coordinator esf
mesh network by broadcasting a mesh request command to the target device'to initiate
iscovery process as described in 8.8.1.3.

failed mesh networking attempt may not result in restarting the initiation process immedi
ptimal approach would be to restart the initiation process after there is.évidence that there ha
etwork configuration change, e.g. detected tag motion, increased redeiver signal strength, or d
f a new tag ID in the mesh architecture.

O = O N o Q0 =

o0

.8.1.2 Mesh network initiated by remote device

A mesh network may be initiated by a non-associated device that needs to report a message.

To send a message, the device shall initiate a mesh-network by periodically transmitting an 1
IEEE 8802-15-4 beacon request command (see Figliie 27). When any cooperative FFD receives
request, it shall respond by transmitting its own beacon. If the cooperative FFD is associated,
dssociation-permit bit in the super-frame specification field of the beacon frame shall indig
associations are permitted. If the cooperative FFD is not associated, the association-permit
ipdicate that associations are not permitted.

Non-associated cooperative FFDsshall attempt to associate by issuing a beacon request to othet
that may be in range. To prevent-éxcessive transmission attempts, a timeout of 5 s after rec
Heacon request shall be maintained.

An associated cooperative)FFD that receives a beacon request shall respond by broadcasting :
with the association-permit bit enabled. All cooperative FFDs that receive that beacon shall
tp associate. If successful, the associated cooperative FFD transmits a beacon indicating th:
dccept associations.  This process continues until the initiating device is able to associate. (
ihitiating devige.is associated, it transmits data to the cooperative FFD coordinator. The data
using a mesh-data message type. The end-point ISO/IEC/IEEE 8802-15-4 MAC address in t
data mesSage is set to the initiating remote device’s MAC address. The cooperative FFD coo
sjubsequently forwards the message to its coordinator until it reaches the network coordinat

mesSage is retransmitted, each FFD substitutes the ISO/IEC/IEEE 8802-15-4 MAC header infqg

a mesh
ablishes
the path

htely. An
sbeen a
etection

SO/IEC/
h beacon
then the
ate that
bit shall

devices
eiving a

h beacon
attempt
t it will
nce the
are sent
he mesh
dinator
. As the
rmation

fprthe communications between itself and its coordinator. The coordinator receives the mesh

data for

an associated device and knows the originator’s source address from the embedded originator ISO/IEC/

IEEE 8802-15-4 MAC address field within the mesh data message. Every cooperative FFD as
within the mesh that receives a message for the initiating device shall forward that message.
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Figure 27 — Mesh network initiated by remote device

8.8.1.3 Mesh network initiated by coordinator

Figure 28 depicts the process a coordinator shall use to establish a mesh network with an unassociated
device. To communicate with the remote device, the coordinator shall broadcast a mesh request
command to the device’'s MAC address. All cooperative FFDs shall rebroadcast the mesh request
command. ISO/IEC/IEEE 8802-15-4 MAC layer acknowledgement frames shall not be transmitted in
response to this command. Once the targeted device receives the forwarded command, it will initiate
the path discovery method described in the previous subclause. Once the path discovery is complete,
the targeted device transmits an acknowledgement message type to inform the coordinator that the

mesh has been established.

84
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The coordinator shall use the mesh data message type to transmit data to a remote device in a mesh
network. The coordinator shall insert the targeted remote device’s ISO/IEC/IEEE 8802-15-4 MAC
address in the end-point ISO/IEC/IEEE 8802-15-4 MAC address section of the mesh data message. Each
cooperative FFD established during the path discovery step shall forward this type of message to their
associated device(s).

_ Server
_ Un-Associated Associated Connected
Device Device Device Coordinator
| | | —§
| | I *MR {Device)
: : MR (Device) | |
I MR {Device) I I :
| gr : | |
I—.'
— I | : data :
3 E 3
> | B~ | | I
I I BR N | I
B e
[ I
I 1 AR - I I
| | MASK | I
| I B AC | I
I ! M_ACK ~ I I
I B I " | |
| ar II I I
I—D
| M_ACK | I I
I AC | | I
|
|_M_ACK I : :
| MD (dafa) | | I
mack | I I
I #—— MD (data) I I
| ( M_ACK | |
| I MD (data) |
I I | M_ACKy
| | | AACK|
I A_ACK II MACK . AACK [MACK I
¥ ' ! | I
Hey.

MR Mesh Request Command

B 802.15.4 Beacon (Association Bit Set)

B* 802.15.4 Beacon (Association Bit Not-Set)
AR 802.15.4 Association Request

AC 802.15.4 Association Command

M_ACK 802.15.4 Acknowledgement

A_ACK Application Acknowledgement

MD Mesh Data Packet (source address appended)

Figure 28 — Mesh network initiated by coordinator
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8.9 Message types

This document defines message types that ensure interoperability between a diverse set of devices
and manufacturers. Within message type categories, devices may send user data that are routed using
this document. Although messages are not limited by the use of this document, these messages shall
meet the format for message types described herein if they are to join the network and be accurately
delivered.

The message header 1mp1emented by this document shall meet the message header spec1f1ed in ISO/

= ..

[72)

o

The command message format and data message format are provided for mafufacturer defined payloa
data to e sent and received between the remote device and a data collection end-point.

To ensure data integrity, the payload of all packets shall be terminated-with a two octet CRC. The twj
octet CRC shall be calculated over the entire payload using the 16-bit CCITT algorithm with an initiz
value of [Oxffff.

— O

Octets
2 1 2 8 8/10 0/5/6/10/14 4-80 0/8 2
FCF|| Sequence | Destination Destination Soeurce Aux Payload | Security | FCS
Number PAN ID 64-bit IEEE Address Security MIC
MAC Address Fields

1 1 0-76 2
Device Type | Message Type Data CRCI[2]

Figure 29 -—General description of data packet showing payload section

D

Table 1118 summarizes a list of reserved device types specific to this network. The device type shall b
included in theieader information of all transmissions.

Table 118 — Defined device types

Device type Device type description
0x00 Unspecified
0x01-0x3F FFD
0x40-0x7F RFD
0x80-0xFF Reserved (non-commercial)

The device type field is a single octet in every message payload that identifies the device type to a
receiving radio.
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Table 119 — Message type octet format

Message type Message type description Mandatory
0x00 Command (implements command pending NDB) (see 8.9.4)
0x01 Data (status, tracking, stored data, etc.) (see 8.9.5) Yes
0x02 ACK status (or NAK) (see 8.9.2.2.1.3) Yes
0x7D Mesh request (see 8.9.6)
0x7E Mesh data (see 8.9.7)
OX7F Network status message (see 8.9.Z) Yes
{)x80 - OxFE Reserved
OXFF Network discovery beacon (see 8.9.1) For FFD devices pnly

The data packet will set the Frame Type subfield in the FCF byte to 1 for Data.

8.9.1 Network discovery beacon (NDB)

The NDB shall be broadcast by a network coordinator to announce a network is available. This petwork
tilizes a network discovery method that may respond within 1 s and supportreceiver duty cycleg <2,0 %.

(et

See Figure 30, Figure 32, Table 120 and Table 121 for details.

=

DB payloads provide

- alternate radio channels for network traffic managenient,

- broadcast and response interval information fo, power management purposes, and

- optional data, e.g. date and time, name and location of network coordinator, GPS location, differential
GPS, and encrypted data for proprietary gise.

NDB timing

- NDBs are emitted periodically.téd_announce network availability.

— NDBs are emitted at a high rate for a 1 s period to allow remote devices to support deep dutly cycles.

— NDBs are emitted on ISO/IEC/IEEE 8802-15-4 channels 15, 17, 21 and 23.

- NDB payloads may yedirect devices to an alternate channel based on network load.

The peer-to-peer®™DB data frame description as per Figure 31.
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Octets
2 1 2 2 10 0/5/6/10/14 8-80 0/8 2
FCF | Sequence Broadcast Broadcast Source Aux Payload | Security | FCS
Number PAN ID Short Address Security MIC
Oxffff Address Fields
Oxffff
ey
1 1 1 1 1 1 0-72 2
Device | Message | Alt Broadcast | Response | Option Data[0] Data[len}\\CRC[2]
Typq Type=0xff | Channel | Interval Interval Fields
Figure 30 — Broadcast NDB data frame description
2 1 2 8 10 0/5/6/10/14 8-80 0/8 2
FCF|| Sequence | Broadcast | 64 bit Destination Source A Payload | Security | FCS
Number PAN ID Address for peer | Address Seecurity MIC
Oxffff to peer Fields
communications
‘/
1 1 1 1 1 1 0-72 2
Device | Message | Alt Broadcast | Response | Option Data[0] Data[len] | CRC[2]
Type Type=0xff | Changqel | Interval Interval Fields
Figure 31 — Peer-to-peer NDB data frame description
Table 120 — NDB data frame payload description
BytE'l‘l'auu': Bytc definition
Device type Identifies device type of NDB sender (see Table 118)
Message type Oxffindicates this packet is a network discovery packet
Alt channel Identifies alternate channel for network association (other than hailing channel)

Broadcastinterval |Integer value in seconds between each broadcast period (or 1 s burst of NDB frames)

Integer value of NDB burst (see Figure 38) that a tag receives before it shall communicate
status to the network coordinator

See Table 122

Response interval

Option fields
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Table 120 (continued)

Byte name Byte definition
Data[0] Option payload data length including the 2 byte CRC
Data[1]-[71] Option payload data content
CRC[O0][1] Two octet CRC CCITT (0xffff)

Table 121 — Bit fields of the alternate channel octet

Bit 7 6 5 4-0
Alternate channel use | Network coordinator is RFU Channel value
mandatory accepting associations

4.9.1.1 Alternate channel

4.9.1.1.1 General

—

he bit fields of the alternate channel octet are defined in the following subclauses and s
able 121.

=

8.9.1.1.2 Bit 7 most significant bit (MSB)

]

[ channel is different from current channel, use alternate.channel for association requests 4
Fansmissions.

—

- 1: Indicates alternate channel is mandatory forassociation requests and data.

-+ 0: Current channel receives association requests and data. Alternate channel is optional.

4.9.1.1.3 Bite6

- 1: Indicates the network coordinator is accepting associations.

— 0: Indicates the network coordinator is not accepting associations.

§.9.1.1.4 Bit5

— Not used. Shall be set to 0.

4.9.1.1.5 BitsOto4

- Integer Value (lower 5 bits) representing alternate ISO/IEC/IEEE 8802-15-4 channel.

— Valid channel values: 11 to 26.

hown in

ind data

94116 An pyamplp of the alternate channel octet

An octet with the value of 0x51 (0101 0001b) specifies the following:
— Network coordinator specifies alternate channel 17.
— Alternate channel is not mandatory.

— Network coordinator is accepting associations.

8.9.1.2 Broadcast interval

The broadcast interval octet defines the interval in seconds between NDB frames.
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It has the following range of values:

— 0 = continuous NDB transmissions;

— 1to

254: 1 s to 254 s between NDB frame transmissions;

— 255: no NDB retransmissions.

The typical values are:
— lon range network coordinator (Rﬂﬂ mitol1 000 m) 60=60s;
— shoftrange network coordinator (50 m to 100 m): 15=15s.
8.9.1.3 | Response interval
The response interval octet defines the interval in NDB bursts that a tag should provide unsolicited
status tp remain connected. This reduces power consumed by the tag by responding with data at ja
networl specified interval and randomizes and distributes data traffic based @n,timing of network
associatjon.
The range of values is:
— 0 = never respond without request;
— 1 to[255: respond every (1 to 255) NDB bursts.
8.9.1.4 | Option fields and data
The optilon field description is shown in Table 122. The subsequent subclauses provide the specificationfs
for each|payload type.
Table 122 — Option field description
Payload type Data description

0x00 No NDB payload data

0x81 Network coordinator date and time stamp

0x82 Network coordinator identification — ASCII string

0x84 Network coordinator location

0x88 Network coordinator date and time + network coor-

dinator ID + network coordinator location

0x90 Reserved

0xff Commands pending

Alkethers Reserved for future use
8.9.1.4.1 “20x81 Network coordinator date and time stamp (7 octets)

This has the format MM/DD/YY Wd HH:MM:SS (GMT) where:

— MM
— DD:

:month 1 to 12;

day 1 to 31;

— YY:year 0 to99;

— Wd:
— HH:

90

weekday 0 to 6;
0 to 23;
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— MM: 0 to 59;

— SS:0to 59.

EXAMPLE

12/4/9 5 12:30:20 is represented as option code 0x81, length of 7, and 7 data octets:
0x81 0x09 0x0C 0x04 0x09 0x05 0x0C 0x1E 0x14 <CRC[0]> <CRC[1]>

0149 D202 Natazawl oo o di ot s d oo oot o (DN o okaic)
AP T 17 -] UATZ IV CTW UT K CoO0TUTITIatoOT 1O T atIoITr (Z U OCtCesy

—

ser definable: (pad with ASCII blank space: 0x20).
HXAMPLE

“GEO US LA East Gate” represented in ASCII:

o

x82 0x16 0x47 0x45 0x4f 0x20 0x55 0x52 0x20 O0x4c 0x41 0x20 0x45 0x61 0x73 0x740%20 0x47 0x61 0
x20 <CRC[0]> <CRC[1]>

o

§8.9.1.4.3 0x84 Network coordinator location (12 octets)

Single precision IEEE floating point representation.

—

atitude (degree), longitude (degree), altitude (meters).
HXAMPLE
37,2744621276855 -121,985816955566 -24,6905689239502

0x84 0x0E 0x74 0x7F 0x15 0x42 0xBD 0xF8 0xF3 0xC2 0x49 0x86 0xC5 0xC1 <CRC[0]> <CRC[1]>

0

9.1.4.4 0x88 Network coordinator date and time stamp, network coordinator identific
Network coordinator location (39 octets)

fan)

ombined network coordinatordate and time stamp, network coordinator identification,
oordinator location information.

Q

HXAMPLE
12/4/9 5 12:30:20
“GEO US LA East Gate

37,2744621276855 -121,985816955566 -24,6905689239502

o

x88 0x29 0x0C 0x04 0x09 0x05 0x0C 0x1E 0x14 0x47 0x45 0x4f 0x20 0x55 0x52 0x20 0x4c 0x41 0
x61 0x7320x74 0x20 0x47 0x61 0x74 0x65 0x20 0x74 0x7F 0x15 0x42 0xBD 0xF8 0xF3 0xC2 0x49 0
xC1l<C€RC[0]> <CRC[1]>

o O

x74 0x65

ation,

hetwork

k20 0x45
k86 0xC5

9.1.4.5 Oxff Commands pending (multiple of 8 octets)
Data contain one or more ISO/IEC/IEEE 8802-15-4 64-bit MAC addresses.
Number of addresses indicated by Data[0] which is the data length.

Indicated device may send an ISO/IEC/IEEE 8802-15-4 data request MAC command to retrieve
commands.

EXAMPLE
Data pending for MAC addresses 63.64.65.66.01.02.03.04 and 70.71.72.73.01.02.03.04

© ISO/IEC 2018 - All rights reserved
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0xFF 0x12 0x63 0x64 0x65 0x66 0x01 0x02 0x03 0x04 0x70 0x71 0x72 0x73 0x01 0x02 0x03 0x04 <CRC[0]>
<CRC[1]>

8.9.1.4.6 0x00 No NDB payload present

Set the option field to 0x00 to indicate no NDB payload present.

8.9.1.5 NDB CRC (cyclical redundancy check)
The ND

8.9.2 etwork status message (NSM)

The netvork status message (NSM) is a packet transmitted by a remote device requesting network
access. The NSM is sent to the destination PAN and MAC address received in the NDB packet:

The NSM provides information to negotiate and route data on the network.

t

The NSM provides information on power saving parameters and network coordinator acknowledgemer

The NSM shall be forwarded to the Device Server indicated in the NSM and in the manner indicated by
the Device Server Connection Method in the NSM.

Octets
2 1 2 8 10 0/5/6/10/14  12-80 0/8 2
FCF|| Sequence | Destination Destination Source Aux Payload | Security | FCS
Number PAN ID 64-bit IEEE Address Security MIC

MAC Address Fields

«—
1 1 1 12 6/18/32 0/40-66 2
Device Message Data Network Server Optional Extended | CRC[2]
Typ4 Type=0x7F Length coordinator Parameters Server Parameters

Parameters

Figure-32 — Network status message packet description

The NDB packet will.Set the Frame Type subfield in the FCF byte to 1 for Data.

The Netvork statis message payload description is specified in Table 123.

Table 123 — Network status message payload description

Name Description

Device type Identifies the sender device type as defined in this document

Message type |ldentifies the message type as defined in this document. 0x7F for this message.

Data length Total number of octets to follow up to and including the 2 octet CRC

Network coor-| Parameters affecting network coordinator to device communications
dinator param-
eters
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Table 123 (continued)

Name Description

Server param-|Parameters for routing data between joining device and device’s server
eters

Optional ex-|User defined data between joining device and device’s server
tended server
parameters

CRC[2] CRC CCITT (Oxffff)

8.9.2.1 Network coordinator parameters

—

he joining device provides these parameters to the network coordinator topninmiprove power
hanagement and data transmission speed while connected to the network. These(parameter§ may be
unique for each joining device.

=

The network coordinator parameters consist of a one octet option field and an optional sleep valpe octet.

§.9.2.1.1 Option field

The one octet option field is organized as a series of bit flags as shown in Table 124.

Table 124 — One octet option field

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
MSB LSB
RFU RFU RFU RFU REU Trunk coordi- | Network coordina- | Slegp value
nator configu- | tor acknowledge- included
ration ment request

§.9.2.1.1.1 Sleep value included (bit.0)

o

: Sleep value not included as next-océtet.

1I: Sleep value is included in the next octet.

8.9.2.1.1.2 Network coordinator acknowledgement request (bit 1)

—

his parameter requests that the network coordinator reply with an acknowledge data packet with
very data messagereceived.

[0)

—

his method<is-recommended to accelerate data transmission rather than wait for an application
cknowledgement from the remote server. When requested, the network coordinator shall [send an
cknowledgement message indicating successful receipt of the device’s packet.

L D

(: Remote device does not request ACK response message.

1: Remote device requests an ACK message response for each data packet sent to the network
coordinator.

See 8.9.2.2.1.3 for information on the acknowledgement message format.

8.9.2.1.1.3 Trunk coordinator configuration (bit 2)
0: Remote device is not configured as a trunk coordinator.

1: Remote device is configured as a trunk coordinator.
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8.9.2.1.2 Sleep value (1 octet)

If provided in the NSM, the network coordinator shall use the sleep value parameter to predict sleep
intervals when sending commands.

Number of seconds remote device will leave its receiver on before going to power savings mode. Used
for commanding.

— 0: Commands pending NDB/data request exchange shall always be used to command.

- 255 RCLUiVCl d}Wd_yb dL.LiVC.

— All ;tthers: receiver will be active for sleep value seconds after each ISO/IEC/IEEE 8802-15-4radip
exchange. Network coordinator may command at will if it is within sleep value seconds.

8.9.2.2 | Server parameters

The servyer parameters fields in the NSM payload are located after the network coordinator parameters.
These pprameters provide data for the SCC server to route device data messagés and manage thie
network.

These parameters are provided by the joining device to allow the network‘coordinator to route data tp
the joining device’s server.

8.9.2.2.1 Server options (1 octet)

Table 125 shows the overview of the server options.

Table 125 — Server.options

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit1 Bit 0
MSH LSB
Link Key Device Device Device RFU RFU RFU I[P address
request server server server Address spec
TCP/IP UDP Email ification

8.9.2.2.1.1 IP address specification (bit 0)
0: IPv4 3ddress follows.
1: IPv6 4ddress follows.

8.9.2.2.1.2 Device-Server Connection Method (bits 4 to 6)
0x10: Erpail.
0x20: UDE

0x40: TCP/IP.

8.9.2.2.1.3 Link key request (bit 7)

This bit is an indication to the device server that the device is requesting a link layer encryption key for
use between the coordinator and the device.

If the Device Server Connection Method is TCP/IP, this value may be set to 1. This value shall be set to 0
for all other connection methods.

See 8.11 for more information.
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All others reserved for future use.

8.9.2.2.2 Server address (6, 18, or 32 octets)

This field is the joining device’s server address for forwarding data to the device’s server and may be

different from the network coordinator’s server IP address.

8.9.2.2.2.1 Email Device Server Connection Method

—

hterpreted as ASCII) - fill unused octets with 0x00.

§.9.2.2.2.2 UDP or TCP/IP Device Server Connection Method

When specified Device Server Connection Method is either UDP or TCP/IP, this-field is the IP
fpllowed by the port number.

IPv4 address followed by server port number (6 octets).

[Pv6 address followed by server port number (18 octets).

See IPv4 example for binary representation.

o0

.9.2.3 Optional extended server parameters

he optional extended server parameters field in th& NSM payload is located after the server par
eld. The maximum length of this field may vary-from 40 octets to 66 octets. The variable m|

elds in the NSM. These parameters may be‘tused to pass manufacturer specific information f
evice to the device server.

Q.= O =

0

.9.2.3.1 NSM Key Exchange

xtended server parameters field overwritten with the security level identifier in the fiy

o wn =n @ ct <

eing sent to the.coordinator.

=

able 126 indicates the key requirement for each security level identifier as defined in |
EEE 8802-15-4:2018, Table 9-6.

Y

Table 126 — Security levels and key requirement

Security level identifier Security attribute Key required
0x00 None No
0x01 MIC-32 No
0x02 MIC-64 No
0x03 MIC-128 No
0x04 ENC Yes
0x05 ENC-MIC-32 Yes
0x06 ENC-MIC-64 Yes
0x07 ENC-MIC-128 Yes

© ISO/IEC 2018 - All rights reserved

192.168.1.200/6200 represented in 6 octets as CO A8 01 C8 18 38. C8dnybinary form is 110010Q0.

2 octets

address

ameters
aximum
ctet length is calculated from a maximum payload length of 80 octets minus the length of all preceding
rom the

Vhen the link key request bit.is set in the NSM server parameters octet, the device server npay send
he NSM back to the coordinator. The NSM is the same message that was received with the joptional
st octet
bllowed by the 16 octetykey if appropriate. The data length and CRC octets of the original NSM message
hall be recalculated’and the recalculated length and CRC values replace the original values before

SO/IEC/
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8.9.3 Acknowledgement message

The acknowledgement message is transmitted in an ISO/IEC/IEEE 8802-15-4 data frame. This

acknowledgement should not be confused with the ISO/IEC/IEEE 8802-15-4 acknowledgement frame.

The acknowledgement message shall be sent from a device to confirm receipt of a command message.

If the device indicates that a request for data acknowledgement is required in its NSM, then an
acknowledgement message shall be sent from the connected data server to a remote device upon
receipt of all data messages.

The ack

respons

Iflink eq

howledgement message may also be used to issue a no-acknowledgement reply (NAK). A1ng
acknowledge (NAK) may indicate a specific error type. The sender may determine the apprépriat

b based on the received NAK.

cryption is used, the acknowledgement message shall be encrypted using parameter's specifie

D

=

in the N)M message.
8.9.3.1 | Acknowledgement message format
The application ACK/NAK packet format as per Figure 33.
The application ACK/NAK packet payload format is specified in Table 127,
Octets
2 1 2 8 10 0/516/40/14 12 0/8 2
FCF|| Sequence | Destination Destination Source Aux Payload | Security | FCS
Number PAN ID 64-bit IEEE Address Security MIC
MAC Address Fields
‘/
1 1 1 1 1 1 1 1 1 1 2
Devite | Message ACK ACK | ACK Packet | Ready | Command | Wake | Network | CRC[2]
Typsg Type=0x02 | Length | Value | Séquence | ID Count Timer | Channel
Number
Figure.33 — Application ACK/NAK packet format
Table’127 — Application ACK/NAK packet payload format
Device type Identifies device type of ACK sender
Messagetype 0x02 indicates this is an acknowledgement packet
ACKdength Length of remaining data in ACK packet
ACK value 0x02: successful ACK
0x00: NAK/error
ACK sequence number | ISO/IEC/IEEE 8802-15-4 frame sequence number that is being
ACK’d from recipient (provided by recipient)
Packet ID Packet ID that is ACK'd
Or if NAK, the error type
See 8.9.3.1.2
Ready Ready to receive more data if 0; otherwise, delay ready seconds or
until an identical ACK with Ready = 0 is received
Command count Incrementing counter indicating sequence of processed packets
96 © ISO/IEC 2018 - All rights reserved
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Table 127 (continued)

Wake timer Seconds that device keeps its receiver continuously on after trans-
mitting this ACK

Used for commanding; network coordinator can send another com-
mand if transmission is within this time window. Otherwise, net-
work coordinator may have to use commands pending field of NDB.

Network channel Current network channel that the sending device utilizes for data
transfers
ERETZT CRECCITT(OXIIT)

§.9.3.1.1 ACK sequence number

—

he ACK sequence number octet is the ISO/IEC/IEEE 8802-15-4 sequence numberof the daf
hat the sender is acknowledging.

—

HXAMPLE Device A sends a data frame to device B. The data frame from device A contains the
HEE 8802-15-4 sequence number 0x53. The acknowledgement message from dévice B to device A wi
he value 0x53 for the ACK sequence number.

- —

This value may be used by device A to confirm that the acknowledgenrent message from devic
a particular data packet that device A previously sent.

o0

9.3.1.2 PacketID

4.9.3.1.2.1 Successful ACK

1

or an ACK value indicating a successful acknowlédge, this octet, along with the ACK sequence
hay be used by the receiver to reliably confirmracknowledgement for a previously sent packet.

=

o~y

lcknowledgement for a command message

]

F the acknowledgement message is fn-response to a command message, this value shall be
ommand[0] from the command message.

Q

o~y

lcknowledgement for a data message

]

F the acknowledgement message is in response to a data message, this value shall be the octe
rom the data message-

-

8.9.3.1.2.2 NAK/error

Hor an ACK walue indicating a failed acknowledgement, this octet shall be set to one of the pr
hdicators.

—

Thisdndicator shall be used to improve reliability and reduce undesired radio traffic.

a frame

[SO/IEC/
1 contain

b B is for

number,

he octet

r data[0]

pdefined

R€Eerror (ﬂvﬂ1)
Indicates a CRC error for the received frame.
The device that sent the original message may immediately resend the message.

Encryption error (0x03)

Indicates that the receiver cannot access an encryption key for a received message that is encrypted or

that the receiver will not accept a message that was sent unencrypted.
The device that sent the original message shall not attempt to resend the original message.

MIC error (0x05)

© ISO/IEC 2018 - All rights reserved
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Indicates a mismatch between the received message integrity code and the calculated message
integrity code.

The device that sent the original message may immediately resend the message.
If a second MIC error is received, the message shall not be resent.
Command error (0x07)

Indicates a bad command was received.

The devjce that sent the original message shall not attempt to resend the original message.
ISO/IECQ/1IEEE 8802-15-4 FCS error (0x09)

Indicates that there was an ISO/IEC/IEEE 8802-15-4 frame check sequence error in thé received
messagg.

The devjce that sent the original message may immediately resend the message.

8.9.3.1.3 Ready

A non-zgro value indicates that the sender of the acknowledgement message-Cannot receive and proces
any further messages. The receiver of the acknowledgement message should wait the number d
seconds|indicated in this octet before sending any additional messages.

=

A subsequent acknowledgement message with a ready value of zefo shall be sent when the sender of thee
originaljacknowledgement message is able to receive additional'messages.

8.9.3.1.4 Command count

A one odtet value that may be used by the device toifndicate the number of received commands.

8.9.3.1.5 Wake timer

—_—

The samje value as the sleep value in the/{NSM. This value may be used to update or change the origina
value sept in the NSM.

8.9.3.1.6 Network channel

A devicqg may be associated-with a network coordinator that has specified an alternate channel in its
NDB. Thiis value indicateSthe present alternate channel that the device uses for data transfers.

8.9.3.2 | Proprietary acknowledgements

payload|data specific to their requirements. Users who operate their devices using this method a
respons|ble for the application level functions on both the joining device and SCC so that data flo
control may be maintained with minimum retransmissions.

Users mjay implement proprietary ACK messages using the message type = 0x01 (data) and addh%

8.9.4 Command message
Message type 0x00 is intended for commanding remote devices.

The command message is transmitted in an ISO/IEC/IEEE 8802-15-4 data frame.

8.9.4.1 Commanding a device operating in a sleep duty cycle

If the remote device is operating in a sleep duty cycle, the network coordinator shall queue the command
and send the device address with the NDB. When the destination device detects a command is pending,
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the remote device sends a data request MAC command as specified in ISO/IEC/IEEE 8802-15-4:2018,

7.5.5 to retrieve the command.

The remote device shall send an acknowledge message in response to a command message.

For any additional commands, the network coordinator shall use the wake timer indicated in the
acknowledgement message to determine if it can continue sending commands or if the device address

shall be added in the NDB for each command.

8.9.4.2 Commandinga device operating with its receiver always active

- —

he [SO/IEC/IEEE 8802-15-4 association request command, a network coordinator may send co
mmediately.

—

4.9.4.3 Commanding in a mesh network

Ih a mesh network, this message type shall be interpreted as a command for the receiving g
frame with this message type shall not be forwarded in a mesh network

8.9.4.4 Command message format
The command packet format as per Figure 34.

The command packet payload format is specified in Table{128.

MAC Address Fields

QOctets
2 1 2 8 10 0/5/6/10/14 5-80 0/8 2
FCF | Sequence | Destination Destination Source Aux Payload | Security |[FCS
Number PAN ID 64-bit IEEE Address Security MiC

1 1 1 0-75 2
Device Message Command | Command[0] | ... | Command[Length-1] CRCI[2]
Type Type=0x00 Length

Figure 34 — Command packet format

Table 128 — Command packet payload format

Device type Identifies device type of command sender
Message type UX0U Indicates this 1s a command packet
Command length Length of command data

Command[0] -> Application specific command

Command [length-1]
CRC[2] CRC CCITT (Oxffff)

8.9.5 Data message

[ the device has associated and set the receiver-on-when-idle bit in the capability informatiorl\ field of
mmands

evice. A

Message type 0x01 data packets are sent when remote devices are communicating with network

coordinators that have receivers enabled for the duration of the expected communication.

© ISO/IEC 2018 - All rights reserved
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The data packet length is included in the data payload because the ISO/IEC/IEEE 8802-15-4 header
information may be stripped by the SCC prior to sending to the network server.

8.9.5.1 Data packets options

The content of data packets are defined by the user and are specific to device types and application.
Examples of data that may be transmitted using data packets are the following:

— health and status data engineering data (battery status, timers, etc.);

— loggded or historical network coordinator data;

— timg¢ tagged stored data and real time data during transit-reads.

8.9.5.2 | Commercial proprietary data protection

D

Commerfcial proprietary data may be protected with encryption on a per trip basis, Data packets an
generally sent to a known destination address assuming the receiving radio receiyer is currently on.

8.9.5.3 | Data message format
The datq message format is shown in Figure 35.
The datq packet payload format is specified in Table 129.

Octets
2 1 2 8 10 0/5/6/10/14 5-80 0/8 2
FCF|| Sequence | Destination Destination Source Aux Payload | Security | FCS
Number PANID 64-bit IEEE Address Security MIC

MAC Address Fields

4———
1 1 1 0-75 2
Device Type | Message Data Length | Data[0] Data[Length-1] CRCJ[2]
Type=0x01
Figure 35 — Data message format
Table 129 — Data packet payload format
Devicetype Identifies device type of data sender
Message type 0x01 indicates this is a data packet
PDatalenath Lenath afdata content
(=] (=]
Data[0] -> Application specific data
Data[len-1]
CRC[2] CRC CCITT (0xffff)

8.9.6 Meshrequest

Message type 0x7D data packets are sent when a coordinator initiates a communication network path
with a non-associated device.
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The mesh request packet format as per in Figure 36.

The data packet payload format is specified in Table 130.
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8

t
S

Octets
2 1 2 2 10 0/5/6/10/14 13 0/8 2
FCF | Sequence Broadcast Broadcast Source Aux Payload | Security | FCS
Number PAN ID IEEE MAC Address Security MIC
Address Fretds
1 1 1 8 2
Device Type | Message Data Length | Data CRCI[2]
Type=0x7D
Figure 36 — Mesh request packet format
Table 130 — Data packet payload format

Device type Identifies device type of data sender

Message type 0x7D indicates this is @mesh request packet

Data length Length of data content

Data[0] -> MAC address-ag’specified in ISO/IEC/IEEE 8802-15-4

Data[7]

CRC[2] CRC CGITT (0xffff)
9.7 Mesh data

Nlessage type 0x7E packets are used when sending data to a coordinator in a mesh network. To| provide
he source address of the)sender, mesh data packets insert the source MAC address of the|original
ender in the payload(section of the ISO/IEC/IEEE 8802-15-4 packet.
.9.7.1 Meshdata message format
he mesh data'message format as per Figure 37.
he datapacket payload format is specified in Table 131.
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AN D <A

=

Octets
2 1 2 8 10 0/5/6/10/14 13-80 0/8 2
FCF | Sequence | Destination Destination Source Aux Payload | Security | FCS
Number PAN ID Address Address Security MIC
Fields Fields
4 1 8 4 667 2
Device Message MAC Data Data CRCJ2]
Type Type=0x7E | Address length
of remote
end-point
Figure 37 — Mesh data message format
Table 131 — Data packet payload format

Device type Identifies device type of data sender

Message type 0x7E indicates this is a mesh data packét

MAC address of re- ISO/IEC/IEEE 8802-15-4 MAC address of the end-point remote

mote end-point device of the mesh, not the coordinator

Data length Number of data bytes to follow

Data[0] -> User defined data

Data[len-1]

CRC[2] CRC CCITT (OxFfff)
8.10 Network discovery
This doqument identifies two methods for devices to join a network. Both methods broadcast networ]
availability to remote devices by transmitting NDBs on a periodic basis. How often network discover
beacons|are transmitted depends;on the duration of time a device may be in range of the coordinato
The farther the communicatjon .range of a coordinator, the less often an NDB needs to be transmitte
or if a d¢vice is traveling pasta coordinator, the period between NDBs may need to be short to ensur
adequatp opportunities foyread data from the device. The specific application dictates which networ]
discovelly method is used and how often the NDB packets are broadcast.
Any devjfice attempting to operate as a network coordinator shall emit radio NDBs in accordance wit
Table 120.
The NDB timing indicated in this document provides rapid (1 s) response times and <2 % receivg
duty cydles:

8.10.1 Methods of network discovery

8.10.1.1 Minimum requirements

A netwo

102

rk coordinator shall support at least one of the two network connection types.

© ISO/IEC 2018 - All rights reserve
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8.10.1.2 Temporary network

A temporary network is a network where a device may send only one data message that reports status
to the joining device’s server. Once the device reports status, additional transmissions by the device are
not required.

8.10.1.3 Associated networks

Assoc1ated networks maintain device communication for a perlod of time. Once a dev1ce has negotiated
i ssociated

1
remain associated with a network, dev1ces shall perlodlcally provide data messages to the\coo
der the response interval defined in Table 120.

§.10.2 Transmitting network discovery beacons

The NBD timing shall be implemented as shown in Figure 38. NDB timing is critical for power
management. A joining device shall enable its receiver for a minimum of,20)ms every second o detect
an available network coordinator.

o

DBs shall be transmitted as a 1 s burst of NDB messages, follewed by a time period of{no NDB
Fansmissions. In the quiescent period, command messages; data messages, acknowlefigement
nessages, and other ISO/IEC/IEEE 8802-15-4 MAC frames may be issued.

-

—

he period between NDB transmissions is determined bylexpected dwell times of joining devides at the
etwork coordinator’s location.

=

6-19 ms

Between NDB Packets

0000 0000
+«——sec >e 1 —254-sec >
NDB Burst Association and Data Interval

Figure 38 — NDB timing

8.10.3 Connectionless network

A connectionless network is a temporary network used to obtain status from remote devices. Examples
include: installation at gates, on a crane, or at a weigh station. For these applications, the device being
read is not expected to remain in the proximity of the network coordinator for long durations of
time. This connection is not maintained and the device does not transmit significant amounts of data.
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Embedded in the NDB is a response interval that a device may use to ignore repeated NDBs if the device
remains near a network coordinator. Figure 39 illustrates the message exchange that takes place in this
type of network.

8.10.3.1 Connectionless NDB message

Devices according to this document shall use NDB message packets described in 8.9.

8.10.3.2 NDB device response for NDBs

Joining flevices shall respond to network coordinator NDB packets with a network status messai
(NSM). The network coordinators shall use parameters in the NSM to authenticate and route datato t
approprijate server specified by the device.

8.10.3.3 NSM encryption

The NSM may provide an encrypted payload for the joining device server to authenticate if the NSM i
from a vjalid device. The network coordinator is not required to decrypt the NSM payload.

wn

—

The joinling device’s server shall respond with an acknowledgement to the device via the coordinatd
for the NSM.

8.10.3.4 Data exchange

After the NSM parameters are exchanged and a route is established to the joining devices server, the
joining device may send data to the network coordinator to be forwarded to the joining device’s server.

A devicq shall send at least one packet every response inteérval value in the NDB message.

8.10.3.§ Commanding

While a| device is transmitting data via the connectionless network, the devices server may issue
commards to the device with that device’s wake cycle indicated in the NSM.
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Hey

NDB Network Discovery Beacon
NSM Network Status Message
NSM_ACK Acknowledgement of NSM
(Jommand Any directive to Device

M_ACK 802.15.4 Acknowledgement

A ACK Application Acknowledgement

Figure 39 — Networkdiscovery — Connectionless network message flow

o0

.10.4 Associated network connection (ANC)

he associated network is intended for use in an area where devices will dwell for any period of time.
his type of network’ connection is used for uploading significant amounts of data from a device or
b establish trusted-networks that may use link layer encryption. The associated network copnection
rovides a méans for indicating a device is in a secured location. See Figure 40 for details.

network.coordinator may perform device commanding in an efficient manner in this type of network.
F the device’s receiver is active while it is idle, the device may indicate this fact in the appropriate field
h thedssociation request command. A network coordinator may command this device in a peey-to-peer
d-hoc fashion, skipping the commands pending step described in the NDB packet definition clhuse.

o= = oot =

If the device requires an encrypted communication link, the network status message (NSM) provides
a field indicating the device requests an encrypted link. The network coordinator will request a link
encryption key from the device’s server to be used by the network coordinator to communicate with
the device. See Figure 32 for a diagram of the NSM exchange.

A device may choose to not participate in the association process. In this case, the device will treat this
network coordinator as a connectionless network.
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8.10.4.1 Associated network NDB message

This document uses NDB message packets to announce network availability for sustained network

connect

ions (see 8.9.2).

8.10.4.2 ISO/IEC/IEEE 8802-15-4 association request and association response

Joining devices shall use association request command frames as specified in ISO/IEC/IEEE 8802-15-4
to communicate that an assoc1ated network connectlon is de51red If a network coordmator is acceptmg

connectjo

IEC/IEE
device s

network coordinator.

Both th
typeift

8.10.4.3 Link encryption requests

If the jo

the network coordinator, then the network coordinator shall communicatewith the device using the

encrypt

106

E 8802 15 4 frames to notlfy the remote dev1ce that 1t has ]omed the network The ]omm
hall not begin transmitting additional data while waiting for the association response from't

b joining device and the network coordinator may reject either association coptmand framje
ne network or device operators have specific security or authentication requirements.

ning device requests link encryption in the NSM and the device server provides a link key tp

on methods specified in 8.11.
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M_ACK Acknow]edgement
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Figure 40 — Network discovery — Associated network

8.11 Link encryption methods

Link encryption is optional and each remote tag may have a unique key. The network shall be capable of
operating in both unencrypted and encrypted modes simultaneously.

Link encryption shall be implemented as specified in ISO/IEC/IEEE 8802-15-4:2018, Clause 9. Link
encryption is not supported in a connectionless network.

In an associated network, link encryption shall be implemented using an NSM Key Exchange and only if
the Device Server Connection Method is specified as TCP/IP.

At a minimum, two of the eight ISO/IEC/IEEE 8802-15-4 security levels shall be supported.
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The two mandatory levels are: security level identifier 0x00, which indicates no encryption and no
authentication code, and security level identifier 0x06, which indicates ENC-MIC-64 (see ISO/IEC/
IEEE 8802-15-4:2018, Table 9-6).

The ENC-MIC-64 security level shall be CCM using AES-128. Both CCM and AES-128 are well documented
in NIST Special Publication 800-38C and FIPS Publication 197 and exportable and in most cases
supported in hardware.

The network status message shall request that the remote server provide the network coordinator
with a link key. Only ISO/IEC/IEEE 8802-15-4 key identifier mode 0x00 (see ISO/IEC/IEEE 8802-15-

4:2018,
commul]
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[able 9-7) shall be supported. The network coordinator shall use this specified link key whe
icating with the particular remote tag until that remote tag has left the network.

DE 4: Configurable data rate active RFID system

pneral

de describes the air interface for active RFID systems operating in the. 245 GHz bands for iter
ment applications. It provides a technical specification for active REH)\tags and interrogator
ve RFID system defined by this model provides the functions of longrange objects identificatio
ironmental sense. This mode is intended to realize the low cost device and low powe
btion, long range identification, fast and reliable tags access.

ss is the process in which tags establish communication’links with interrogators according t
fommunication protocols.

the functional capabilities of this mode are as follows:

port for 0-QPSK modulation with 250 kbps ekt DBPSK modulation with variable informatio
for higher reliable transmission.

bad spectrum is adopted for reliable transmission at 2,45 GHz band.

high efficient anti-collision algorithm is provided for fast tag access.

port for directly tag response.in-the single or few tags application.

bort for internal and external wake-up mode to maximize the tag power use.

bort for three protocol operation modes: inventory mode, monitor mode and information releas
e. In the inventory mode, the active tags are fast identified by the anti-collision algorithm; i

in the information release mode, the interrogators only broadcast data to tags in RF fields.
bort forfile system on tag side to provide data organization and security memory.

iblé.protocol operation to decrease the communication delay and the power consumption.

monitor mode/the’sensor data on the tag side are periodically transmitted to the interrogators;

n

= = =

=}

=]

i) Dat

Security and authentication.

9.2 Cryptographic suite indicators

A tag may support one or more cryptographic suites. The authenticate commands include a CSI field
that specifies a single cryptographic suite. CSI is an 8-bit field with bit values defined below.

a) Four most-significant bits: Cryptographic suite assigning authority, as follows:

108

00003 - 0011: ISO/IEC 29167, (all parts);
0100 - 1100,: RFU;
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— 11013: Tag manufacturer;
— 11102: GS1;
— 11115: RFU.
b) Four least-significant bits: One of 16 cryptographic suites that the assigning authority may assign.

EXAMPLE CSI=000000003 is the first and CSI=000000013 is the second suite that ISO/IEC 29167, (all parts)
may assign.

o)

.3 Physical layer

A0

.3.1 Operating frequency

he frequency range of RFID systems defined in this document is between:2 400,00 MHz and
483,50 MHz. There are 16 channels in this band, and their serial numbers are from P to 15.
he bandwidth of each channel is 5 MHz. The default channel is Channel 0 and centre frequency is
405,00 MHz, and the frequency tolerance is +20 x 10-6 (20 ppm) maximum. The centre operating
Fequency of each channel is shown in Table 132.

DN e DN

Table 132 — Channel centre operating frequency

Channel serial Centre operating Channel serial Centre operating
number frequency number frequency
0 2 405,00 MHz 8 2 445,00 MHz
1 2 410,00 MHz 9 2 450,00 MHz
2 2 415,00 MHz 10 2 455,00 MHz
3 2 420,00 MHz 11 2460,00 MHz
4 2 425,00-MHz 12 2 465,00 MHz
5 2 430500 MHz 13 2 470,00 MHz
6 2435,00 MHz 14 2 475,00 MHz
7 2 440,00 MHz 15 2 480,00 MHz

9.3.2 Emission spectrum)density mask

Hmission spectrum dénsity mask should meet the requirement in Table 133.

Table 133 — Emission spectrum density template

Modulation Frequency Relative value Absolute value
0-QPSK |f-fe|>3,5 MHz <-20dB/100 kHz | <-30 dBm/100 kHz
DBPSK |f-fe|>3,5 MHz <-20dB/100 kHz | <-20 dBm/100 kHz
Relative—vatue—and—absolute—vralueshotld-bemeasured—under—the—eondition—of3100-1Hz+resolution

bandwidth. Reference level should be the maximum value in the range of carrier frequency +1 MHz.
9.3.3 Modulation and spectrum spread

9.3.3.1 O0-QPSK

Tags and interrogators that comply with this document should support 0-QPSK modulation. In the
0-QPSK modulation, the 16 dimensional quasi-orthogonal modulation is used to map every four bits
of information to a meta-data symbol firstly, then each data symbol is mapped to one of the 16 quasi-
orthogonal spreading sequences, and each chip in the spreading sequence is modulated to the carrier
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by 0-QPSK. The functional block diagram of modulation and spectrum spreading process is shown in

Figure 41.
Information Modulated
bit Bit mapped to data Data symbol mapped signal
—> > » O-QPSK Modulator ——»

symbol to spreading sequence

Figure 41 — 0-QPSK modulation and spectrum spreading process

In the O}QPSK modulation, the length of the spreading sequence is 32 bits. The relationship amongt
four infeprmation bits (bo, b, bz, b3), the 16 meta-data symbols and the quasi-orthogonal spreadi
sequencg is shown in Table 134. During each symbol period, the LSB cg is transmitted firstly,while t
MSB c31lis the last.
Table 134 — Information bit to spreading sequence mapping

Informption bit | Data symbol Spreading sequence
(bo, by} b2, b3) | (Decimal) (co, €1, - €30, €31)

0Qqo00 0 110110011100001101010601000101110

14900 1 111011011001110000+10010100100010

0100 2 001011101101100121400001101010010

1400 3 00100010111011641001110000110101

0410 4 010100100010144101101100111000011

14910 5 00110101001600101110110110011100

0110 6 11000011010 100100010111011011001

1110 7 10011106001101010010001011101101

0901 8 10001100100101100000011101111011

1401 9 104114000110010010110000001110111

0101 10 04411011100011001001011000000111

1101 11 01110111101110001100100101100000

0011 12 00000111011110111000110010010110

1911 13 01100000011101111011100011001001

0111 14 100101100000011101111011100011060

1111 15 11001001011000000111011110111000
The sprpading spectpum sequence corresponding to each data symbol is modulated to the carrigr
by O-QRSK and piilse shaping. Even-indexed chips are modulated to the in-phase (I) carrier and
odd-ind¢xed chips/are modulated to the quadrature-phase (Q) carrier. Because each data symbol is
represented by 32 chips, the chip rate is 32 times as much as the symbol rate. In order to form offsgt
betweer) [-phase chips and Q-phase chips, the Q-phase chips should be delayed by T, with respect to t
[-phase chips (see Figure 42), where T is the inverse of chip rate

110
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I-Phase Co C, C, Cao

Q-Phase Cq Cg C5 C31

> Tope

Figure 42 — 0-QPSK modulation chips offset

9.3.3.2 Pulse shaping using 0-QPSK modulator
The pulse shaping function of each chip is shown in Formula (1):

sin- 0<¢ <2T,
0,others
where

p(t) isthe pulse amplitude, V;
t is the time, s;

T: is the pulse period, s.

9.3.3.3 DBPSK

h the DBPSK modulation, each inforrmation bit should be differentially encoded firstly. Each

v o= = g

preading sequence is modulated to the carrier by BPSK. The functional block diagram of mo
and spreading process is shown in Figure 43.

Information Modu

bit Differential Encoded bit be sig

BPSK modulator
encoder

A

I

A

mapped to the
spreading sequence

Figure 43 — DBPSK modulation and spreading functions

Differential encoding rules are shown in Formula (2):

ated
al

E,=R,®E,

where

E, isthe differentially encoded bit;
R, isthe information bit to be encoded;
En-1 is the previous differentially encoded bit.

For each transmission, R1 is the first information bit to be encoded, and Eg is ‘0’.
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The rules of differential encoding and decoding are shown in Formula (3):
R,=E,®E, 4 (3)
where

R, isthe decoded information bit;

E, isthe differentially encoded bit;

En-q is the previous differentially encoded bit.
For eacH transmission, E1 is the first differential encoding bit to be decoded, and Ej is ‘0.

In the DBPSK modulation, four types of spreading sequence lengths (8-bit, 32-bit, 64-bitiand 128-bit
can be dptionally supported. During each information bit period, the LSB cq is transmitted firstly an
the MSH c31 is the last. Spreading sequences corresponding to each information rate’are defined b
users. They should be quasi-orthogonal pseudo-random sequences.

< T

EXAMPLE When the length of spreading sequences is 32 bits, a typical spreadingsequence is shown in Tabl
135. Differentially encoded information bits ‘0’ and ‘1’ correspond to 32-bit spreading’sequence, respectively.

()

Thble 135 — Differentially encoded information bit to spreading sequence mapping

Differential encoding bit Spreading sequerice (co, €1, ..., €30, €31)
0 11011001110000110101001000101110
1 11001001014000000111011110111000

9.3.3.4 | Pulse shaping using DBPSK modulation

The pulge shaping function of raising cosine which'is adopted by chip is shown in Formula (4):

sin(qrt/TC)>< cos(wt /T,) R
p(e)=1 ™/Te(1-4c2/T2) 4

R

1,t=0
where

p(t)| isthe pulse amplitude, V;
t is the timé/s;

Tc is the'pulse period, s.

9.3.3.5 | dnformation rate

The chip rate, the length of spreading sequence and the information rate in the 0-QPSK and DBPSK
modulations are shown in Table 136 and Table 137, respectively. In the DBPSK modulation, the user
can choose different lengths of spreading sequence according to Table 137 to get the corresponding
information rate. The tolerance of chip rate is 20 x 10-6 (20 ppm) maximum and the tolerance of bit
rate is the same as +20 x 10-6 (20 ppm) maximum.

Table 136 — Comparison between length of spreading sequence and information rate by 0-QPSK

Chip rate Length of spreading sequence Information rate
Mcps chip kbps
2 32 250

112 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2

018(E)

Table 137 — Comparison between length of spreading sequence and information rate by DBPSK

Chip rate Length of spreading sequence Information rate
Mcps chip kbps

2 8 250

2 32 62,5

2 64 31,25

2 128 15,625
9.3.4 TX/RX switch time
The RX-to-TX turnaround time shall be less than or equal to 192 ps, and the TX-to-RX tiirnaroynd time
shall be less than or equal to the RX-to-TX turnaround time.
9.3.5 EVM

Ih the condition of measuring 1 000 chips, EVM in 0-QPSK and DBPSK médulation should be no more
than 35 %.
9.4 Data link layer
9.4.1 General
[Jata frames are used to transmit data between intertogators and tags. Data frame is composed of
fdreamble, synchronous code, data length, frame option, message data and CRC, as shown in Tgble 138.

essage data are composed of several data items.Phe details are given in 9.4.6. The transmjssion of

ata frames is in the order of preamble, synchrenous code, data length, frame option, message data

nd CRC. For each data item composed by many bytes, the most significant byte should be transmitted
flrstly. And for each byte, the least significant bit should be transmitted firstly.

Table-138 — Data frame structure
Preamble | Synchronous.code | Datalength | Frame option | Message data CRC
4 bytes Lbyte 1 byte 1 byte <124 bytes 2 bytes
9.4.2 Preamble
Hreambles of the forward and reverse data frame are 32-bit binary numbers, and each bit is ‘0’
9.4.3 Synchronous code
Synchrenous codes of the forward and reverse data frame are 8-bit binary numbers. Details arje shown
ih Table~139.
Table 139 — Synchronous code
Information bit bo b1 b2 b3 by bs bg b7
Value 1 1 1 0 0 1 0 1

9.4.4 Datalength
Data length refers to the total length from frames option to CRC, and its unit is byte. It occupies one
byte. bg to bg represent length and by is reserved.
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9.4.5 Frame option

Frame option includes modulation scheme, information rate, frame direction, frame type and so on.
Frame option occupies one byte, and its definitions are shown in Table 140.

Table 140 — Frame option definition

bo~b2 b3 bs bs~b7
000p: 0-QPSK/250 kbps
100y: DBPSK/250 kbps
010p: DRPSK/62,5 kbps Op: Interrogators to tags Op: Broadcast
110yp: DHPSK/31,25 kbps 1p: Tags to interrogators 1p: Point to point
001,: DBPSK/15,625 kbps

Others: Reserved

Reserved

bo~by represent modulation scheme and the corresponding information rate. By default, a tag shall
initiallywork in the 0-QPSK modulation after it was woken up. Interrogators set.the modulation sche

and the [information rate that are used in subsequent communication betwéen interrogators and t%
in the flame option. After a tag receives the interrogator frame option, itWill communicate with t
interrogator in subsequence frame in the modulation scheme and inforniation rate that are indicated ip
the franje option. The tag keeps the existing modulation scheme and.infformation rate until it receives
the nexf interrogator data frame. And it records the modulationscheme and information used in the
current frame option.

b3 reprgsents the frame direction. If the value of b3 is Oy, it"indicates that the data frame direction
is from [interrogators to tags (forward). And if the value'of b3 is 1y, it indicates that the data framle
directioh is from tags to interrogators (reverse).

b4 reprgsents the broadcast frame or point to point-frame. If the value of by is Oy, it indicates that thie
data frame is broadcast frame. If the value of b4 s 1p, the data frame is point to point frame.

bs~b7 afe reserved, and the default value isQ00y.
9.4.6 Message data

9.4.6.1 | Interrogator to tag

mode. The broadcast frame is used when an interrogator sends data to all tags simultaneously, whi
the point to point frame‘is used when an interrogator sends data to a specified tag. After receiving t
broadcapt frame, albtags should process the frame data. After receiving the point to point frame, tag
should dompare TID in the data frame with that of their own. If they are consistent, the point to poir
frame data will'be processed. Otherwise, there will be no response.

Data frajmes that an interrogator sends to a tag include broadcast frame mode and point to point fralE

-+ \n

The medsage data format of broadcast frames from interrogators to tags is shown in Table 141.

Table 141 — Message data format of broadcast frame from interrogators to tags

RID Command code Command parameter
3 bytes 1 byte <120 bytes

The message data format of point to point frames from interrogators to tags is shown in Table 142.
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Table 142 — Message data format of point to point frame from interrogators to tags

TID

RID

Command code

Command parameter

8 bytes

3 bytes

1 byte

<112 bytes

Data items in Table 141 and Table 142 are defined as follows:

a) TID: It is the unique 8 bytes binary number for each tag which is written by manufacturers that
cannot be changed by users. TID is used to uniquely identify one tag in the communication process.
For more information about the TID format, refer to 9.4.6.4.

codes list, see Table 158.

9.4.6.2 Tag to interrogator

9.4.6.2.1 Overview

received data.

—

see 9.7.4.

9.4.6.2.2 Short frame from tags'to interrogators

d) Command parameter: Each command parameter is defined in 9.7.

d) The interrogator commands that tags domot need to respond.

) RID: It is a 3 bytes binary number which is used to uniquely identify one interrogatd
communication process. The composition of RID is defined by users, and both the broadca
and the point to point frame contain it.

The broadcast frame does not contain the TID data item, but the pointto point frame contains {

[Jata frames from tags to interrogators include the longframe mode and the short frame mode

Tags should respond to interrogator commands, biit there are two exceptions as follows:

H) The CRC that tag has received doés not match the result that is calculated accordin

The format of short frame/fsom tags to interrogators is shown in Table 143. It is only used w
espond to the access command sent by interrogators. For more information about the access cd

Table 143 — Message data format of short frame from tags to interrogators

Response data

1 byte

9.4.6.2.3 Long frame from tags to interrogators

r in the
st frame

d Command code: It is used to identify different commands, and its length is oie)byte. For command

b to the

hen tags
mmand,

The format of long frame from tags to interrogators is shown in Table 144. It is used when tags respond

to interrogator commands except the access command.

Table 144 — Message data format of long frame from tags to interrogators

Tag state word

RID

TID

Command code

Response data

1 byte

3 bytes

8 bytes

1 byte

<111 bytes

Data items in Table 144 are defined as follows:

a) Tag state word: It shows the basic state information of tags, including battery power, without
sensors, initialized state and so on. Details are defined in Table 145, in which the initialization refers
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to processes of establishing embedded operating system and file system, writing configuration
information of tag and so on.

b) RID:
com

¢ TID:

It is a 3 bytes binary number which is used to uniquely identify one interrogator in the
munication process. The composition of RID is defined by users.

It is the unique 8 bytes binary number for each tag which is written by manufacturers that

cannot be changed by users. TID is used to uniquely identify one tag in the communication process.
For more information about the TID format, refer to 9.4.6.4.

d) Conl

e) Response data: It is the response data that tags respond to valid commands from interrogators.

mand code: It1s tThe command code Irom interrogators to tags.

Sonfe response data consist of the execution state data in two bytes, and for the ,executiop
explanation, see 9.4.6.3.
Table 145 — Tag state word definition
bo~b1 b2 b3 ba~b7
Battery power Sensor Tag initialization Reserved
00p: 75 %~100 % (Full power)
10p: 50 %~75 % Op: With Op: Uninitiakized
01p: 10 %~50 % 1p: Without 1p: Initialized
11p: <10 % (Low power)
9.4.6.3 | Execution state
When the tag is executing broadcast command or point to point command, if successfully executed, It

means that the tag has received a valid command;from interrogators and successfully processed. Byt

if it failg
commar

When tH
executid
executid
category
code fui
Table 14

When th

, it means that the command is not valid or the tag encounters an error while processing thie
d.

e tag is executing a point to point command, if successfully executed, the response data includ
n state, and its execution code is’ 0000y,. If it fails, the response data of the tag only contai
n state and its code is the error code which is shown in Table 146. Error code contains errg
r code and error sub-code. Error category code indicates the error category. Each error suli
ther indicates the meaning of error. Error category code and error sub-code are defined in
/.

= = O

e tag is executing’a broadcast command, if successfully executed, it will return a response. Thee

responsg data include éxecution state, and its execution code is 0000y,. In unslotted operation, if it fails,
the tag ¢loes not return any error information. In time-slot operation, the tag will only respond to t
interrogator conimand whose code is correct, and the tag will return the error category code and t
error sub-code according to time-slot. The error category code and the error sub-code are defined ip
Table 147
Table 146 — Error code format
Error category code Error sub-code
1 byte 1 byte
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Table 147 — Definition of error category code and error sub-code

Error category Meaning Error Meaning
code sub-code
01y Invalid command code |— A tag received the information packet which contains
an undefined command code.
02y Invalid command 01p Parameter is invalid.
parameter 02p Bytes in the command parameter are less than
expected
03h Bytes in the command parameter are more-than
expected.
Others Reserved
03p Unsupported optional |— A tag receives the optional command which i§ defined
command code in the standard, but does not suppert the optipnal
command.
04y Command execution — Unexpected error occurred'while a tag execufles a
failure command.
05n Identification failure |— Entity authentication\fdilure between interropgators
and tags.
06h Files access failure 00y Operated filed0€s not exist.
01y Do not meet'eontrol condition of file access.
02y Files being set as invalid.
03k Access record does not exist.
04y Access field does not exist.
05p The last record already.
06p Beyond the boundary.
Other's Reserved
07 Monitoring mode 00n Unknown
failure 01y, Data of boundary violation.
02p Configuration for monitoring period failing.
Others Reserved
09y, Killing opefation 00y Unknown
failure 01y Killing password does not match.
02p Killing password of tags is zero.
Others Reserved
0AL Modification of system |00y Unknown
passwords 00y, Password of administrator does not match.
01y Invalid password index or mode.
02p New password is invalid.
03y, Administrator password does not match
Others Reserved
08y,0Br-FFp Reserved — —

9.4.6.4 TID format

The tag identifier consists of the allocation class, the tag manufacturer code and the tag serial number,

and the allocation class is 00100000y, (20y,).

The tag manufacturer code is an 8-bit binary number.

The tag serial number is a 48-bit binary number and is assigned by the tag manufacturer.
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The TID

format is shown in Table 148.

Table 148 — TID format

Allocation class Tag manufacture code Tag serial number
8 bits 8 bits 48 bits

9.4.7 CRC
The CR(-TI6 check mode is adopted in this document, the checkout result occupies two bytes, and
the chedkout content consists of two data items (the frame options and the message data). CRC416-is
calculated by the polynomial x16 + x12 + x5 + 1, and its initial value is 0000y,
9.5 T4g memory structure
9.5.1 Pverview
Tag merpory includes the security section and the user section. Security section is used to store talg
security|data. The storage location and storage mode can be defined by the user. User section is used tp
store uspr data, which is organized and managed by file operation system.
9.5.2 Pata organization of security section
Securityf section is used to store tag security data. It consists of thHe administrator password, the killinjg
passwotd and the ready/sleep password, and they are shown.in-Figure 44.

User storage

File system

Security
storage

Ready/Sleep
Password
(32 bits)

Killing
Password
(32 bits)

Administrator
Password
(32 bits)

RFU

Figure 44 — Memory logic mapping

The administrator password, the killing password and the ready/sleep password should be 32-bit
binary numbers and MSB is stored in low address memory. Those passwords should be written in the
initialization stage. During the operation of tags, those passwords can only be read and used by internal
programs of tag and cannot be accessed by any external commands.

The killing password and the ready/sleep password can be modified by the interrogator after the

completion of the authentication through the administrator password, but they should not be read.

118

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

9.5.3 Data organization of user section

9.5.3.1 File system structure
The file system contains two files:
a) Dedicated file (DF): DF is used to support files folder. DF is the parent file of EF.

b) Elementary file (EF): EF is used to store data. EF cannot be the parent file of other files.

he data In user section of tag are composed by DF and EF through the structured classificatioq

the root of file system is called MF. The MF is mandatory for a tag, and a tag is only one"\ViH
include the subordinate DF with the maximum nesting of two layers. The upper file is the'pare
this layer file. EF is included in the MF or other DFs. Empty file is a special kind of DF. Itjis includ
NF and can be only identified and selected but it cannot include subordinate files. File'system s
df a tag is shown in Figure 45.

MF

/ DF \ DF /DF\

EF EF EF

Figure 45 — Structures for file system of a tag

9.5.3.2 EF data structure
The EF includes transparent structures or record structure:

d) Transparent structure: EEcan be considered as a sequence data unit.

low

) Record structure: EF)can be considered as a recording that can be identified by 9
individually. The fecord structure only supports fixed-length and be organized by linear o

The EF data structure is shown in Figure 46.

Transparent structure Record structure

. The DF
MF can
nt file of
bd in the
[ructure

equence
rder.

Figure 46 — EF data structures

The DF and EF contain not only the user data but also the file attributes information. The file attributes

information is shown in Table 149.
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Table 149 — File attributes information

Name Address Description

File identifier Byte 1~2 The unique identifier addressed a file within a tag.

File typ

File type: Bit 0 to 3

— DF: 0000p;

— Transparent EF: 0001y,;

e and valid informa- o X — Record EF: 0011y,

tion A idi i i
Valid information: Bit 4

— File valid: Oy;

— File invalid: 1.

Others: Reserved

File maximum available Transparent EF: Length value of file content (not excluding the fil¢

DF: 0001y

Byte 4~5

length attributes) in bytes

Record EF: Length value of each record)in bytes

File mpximum allowable
nutpber of records

DF: The number of files under the'DF
Byte 6~7 Transparent EF: 0001y,

Record EF: The maximunfallowable number of records

File actual length Byte 8~9

DF: The number of files under the DF

Transparent EF: Length value of file content (not excluding the fil¢
attributes) in byt€s

Record EF: Actual number of records (not excluding the file attributes

File sec

irity control attrib-

ute Byte 10 Security-control conditions of file access (see Tables 151,152 and 153

9.5.3.3

Any file

MF is id¢ntified by the value ‘3F00xAll EFs and DFs should have different file identifiers in the same D

The file

the file is default selected, pot-by the file command. Unambiguous selection is that the file is selected bly
the file jgommand.

MF is athbiguous seléetion. It will be selected when the tag transfers into the ready state. Other filgs
includinjg empty files'should be selected unambiguously by their identifiers.

9.5.3.4
The file

File selection method

can be indexed by the file identifier. The range of the file identifier code is from 3F00 to FFFFy.

+1

[

Gelection includes ambiguous selection and unambiguous selection. Ambiguous selection is th4

FileSystem operation command

wetam anaration copanand ot e tha cnlact f110 £110 o covanrd yarifiaating 310 ool ot
Sy SteH-op et oh- to Rt oS te- Sere et e e pasSSworavertata ottt renaohittatt,

file invalidate, read transparent file, update transparent file, read record file, update record file and
search record commands.

Definitions of file system operation commands for file types are shown in Table 150.

120

Table 150 — File system operation commands for file types

File system operation commands File type
Select file DF, EF
File password verification DF, EF
File invalidate DF, EF
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Table 150 (continued)

File system operation commands File type
File validate DF, EF
List file DF

Read transparent file

- Transparent EF
Update transparent file

Read record file

Update record riie Recora Ltr

Search record

le operation commands, including the operation command code and the data to beprocessed
perates the commands and returns a response, including the command code, execution state
esponse data.

= O =

9.5.3.5 File system operation process

—

he file system operation process (tag to interrogator) is as follows;

d) Select file: The interrogator selects a file, and then the tagyeturns the file attribute infqg
including the file security control information. Accordidg to the file security control info
the interrogator decides whether to go to step b) or ¢}

H) Entity authentication: The interrogator judges the.tag’s current entity authentication state;
authentication is not completed, an entity authentication procedure should be processed
the interrogator and the tag, then go to step ¢};'otherwise, go to step d) directly.

d File password verification: The interrggator judges whether the current file operatiqg

verification password should be provided by the interrogator; if successful, then go to sf
password verification is completed; go to d) directly.

d) File operation: The interrogater operates the file.

The file operation process is\shown in Figure 47.

018(E)

ach file operation is composed of a set of the command-response sequence. The interrggator sends the

The tag
and the

rmation
rmation,

if entity
between

ns have

completed the password verification-~If password verification is not completed, operation file

ep d). If
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Select file

.

No
Entity authentication
needed
Yes
A4
Entity No

9.5.3.6

Each filg
access ¢
the acce

Yes

Authentication completed
by ta i

Entity authentication

Yes

Yes

ile operation password needed

File operation password verified

No

No

File password verification

A\ 4

File operation

File system acceSs)control

5s contrelis shown in Table 151.

Eigure 47 — File operation process

e operation (jnterrogator to tag) should meet the conditions of the access control of file. Thie
bntrol conditions of tag file should be satisfied before executing an operation. The condition d

Table 151 — Access control conditions of tag file

Access control condition Description
ALW Uncontrolled, unconditional implementation
PWD Password needed
ATH Authentication needed
NEV Disallowed under any conditions

f

Whether it is a transparent file or record file, access control permissions and file operations are binding.
If the access control permissions have been obtained, the same operations followed can be inherited.
However, when changing the type of file operation in the follow-up file, the permissions of the operation
should be re-verified.
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The permissions of entity authentication obtained are subject to the entire tag, which are valid
throughout the access period of the tag. The other permissions of access control conditions should only
be limited to the specific file operations. When the file operated is changed, the permissions for the file

will be invalid.

Users should define access control attributes for each DF or EF, respectively. The information should be
only written in the initialization stage. During the operation of tags, the information can be read but not

modified through the select file command by users.

The security control attributes of the DF and the EF are shown in Table 152 and Table 153, respectively.

Table 152 — DF security control attributes

bo~b1 bz-.b3 b4-bs be~b7
Access control c'ondition Access con.trol'condition Reserved Acce_zss contr'ol copditiop of
of select file of list file validate or invalidate file
00p: ALW 00p: ALW
00p: ALW 10p: ATH 10p: ATH
Others: Reserved 01p: PWD o 01p: PWD
11y: NEV 11p: NEV
Table 153 — EF security control attributes
bo~b1 bz-.b3 b4-bs be~b7
Access control condition | Access control condition | "Aecess control condition | Access control condition of
of select file of read/query file of update file validate or invalidate file
00p: ALW 00p: ALW 00p: ALW
00p: ALW 10p: ATH 10y: ATH 10p: ATH
Others: Reserved 01p: RWD 01y: PWD 01p: PWD
11 NEV 11p: NEV 11p: NEV

\0

b = =

able 154.

.5.4 File definitions of user section

he tag file system should'be generated in the initialization stage. The tag shall contain at least
le, UII file, tag configuration file, empty file and query result file, and the file identifiers are
n Table 154. The file directory structure is shown in Figure 48. Definitions of above files are 3

MF

MF, TID
defined
hown in

TID file

Ull file file

Tag configuration

Query result

Empty file file

Figure 48 — File directory structure
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Table 154 — File definitions of user area

File name File identifier File type Explaining
MF 3F00y DF See Figure 49
TID file A101p Transparent EF See Figure 50

UII file A102y Transparent EF See Figure 51
Tag configuration file A103p Transparent EF See Figure 52
Empty file A104y DF See Figure 53
(Query resultfile FO0Uy Record EF See kgure o4

File identifier: 3F00n

File type: DF

Mandatory/Optional: Mandatery

File actual length: --

Update frequency: --

File pecurity control attribute:
—Select operation: ALW

——J| ist operation: ALW

——Read operation: N/A
——Update operation:N/A
——Valid or invalid operation:NEV

Figure 49 — MF definition

File identifier: A101,

File type: Transparent EF

Mandatory/Optional:Mandatory

File actual length: 8 bytes

Update frequency: low

File security control attribute:
——Select operation: ALW
——]List operation:N/A

——Read operation: ALW
——Update operation: NEV
——Valid or invalid operation: NEV

Memory allocation Data centent

Mandatory/Optional Data length

Byte 1~8 TID

Mandatory 8 bytes

Figure 50 — Tag identifier file

File identifier: A102y

File type: Transparent EF

Mandatory/Optional: Mandatory

File actualdength: User defined

Update frequency: low

File security conirel attribute:
—Select opgenation: User defined
—List operation: N/A
——Read‘operation: User defined
——Update operation User defined

——Vdlld oI INvalld operation. User aeiimed

Memory allocation Data content

Mandatory/Optional Data length

User defined ull

Mandatory 32 bytes

Figure 51 — Unique item identifier file
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File identifier: A103n Mandatory/Optional: Mandatory | Mandatory/Optional: Mandatory

File actual length: 15 bytes Update frequency: low

File security control attribute:
——Select operation: ALW

——List operation: N/A

——Read operation: ALW
——Update operation:User defined
——Valid or invalid operation:NEV

l\/Ipmnry allacatian Data cantent I\/Innr'lafnry/ﬂpﬁnnnl Data Inngfh
Byte 1~4 Storage capacity Mandatory 4 bytes
Byte 5 Maximum number of Mandatory 1Byte
query elements
Maximum number of
~ Mandat

Byte 6~7 query results of matches ancatory 2 bytes
Byte 8 Identifieraog”ti?\? wakeup Mandatory 1 byte

DBPSK modulation
Byte 9 information rate Mandatory 1 byte
Byte 10~11 Sense time Mandatory. 2 bytes
Byte 12~15 Sense time Mandatory 4 bytes

Figure 52 — Tag configuration file

he wake-up ability in Figure 52 represents the wake-up methods supported by tags, and it

ne byte. bg~by represent the support capability efitags for a certain wake-up method respecti
alue of 1, means support the corresponding wakeé-up method while Oy is contrary, b3~b7 are
tag supports at least one of the wake-up methods shown in Table 155.

< O o

]

h Figure 52, DBPSK modulation inforthation rate occupies one byte. bg~b3 represent the
Qpability of a tag to a certain infofmation rate respectively, the value of 1, means sup
orresponding information rate whileth evlaue of 0y, is contrary, b4~b7 reserved, as shown in T4

QO

he sense time in Figure 52 represents the time that a tag stayed in sense state; the unit time i
Vhen the information rate-is:250 kbps, 62,5 kbps, 31,25 kbps and 15,625 kbps, their minimu
me is 2 ms, 8 ms, 16 m§ and 32 ms, respectively. For tags which support the cycle sleep-wak
leep time represents‘the time that tags stayed in sleep state, and unit time is 1 ms. But if tag
upport the cycle sléep-wake-up, the sleep time makes no sense.

v _n o <« g

Table 155 — Tag wake-up ability

hccupies
vely, the
eserved.

support
port the
ible 156.

5 0,1 ms.
m sense
e-up, the
s do not

bo b1 b2 b3~

€ycle wake-up External 125 kHz wake-up External 2 kHz wake-up
Op: not support Op: not support Op: not support Reser

ved

1p: support 1p: support 1p: support

Table 156 — DBPSK modulation information rate

bo by b2 b3 b4~b7

DBPSK/15,625 kbps DBPSK/31,25 kbps DBPSK/62,5 kbps DBPSK/250 kbps
modulation modulation modulation modulation

Op: not support Op: not support Op: not support Op: not support Res

1p: support 1p: support 1p: support 1p: support

erved
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File identifier: A104n I File type: DF Mandatory/Optional: Mandatory

File actual length: 7bytes Update frequency: --
File security control attribute:
——Select operation: ALW
—List operation: ALW
——Read operation: N/A
——Update operation:N/A
——Valid or invalid operation: NEV

Figure 53 — Empty file

File identifier: A103n Mandatory/Optional: Mandatory | Mandatory/Optional: Mandatory

File actual length: User defined Update frequency: high

File gecurity control attribute:
——Pelect operation: ALW
——Llist operation: N/A

——Read operation: ALW
——Update operation: NEV
——VYalid or invalid operation: NEV

Memory allocation Data content Mandatory/Optionial Data length
Byte 1~2 Record index1 Mandatory 2 bytes
Byte 3~4 Maximum number of Mandatory 2 bytes

query elements

Figure 54 — Query result file

9.6 Tag state transition

9.6.1 Pverview

The tag|states include sleep, sense, ready, operation and killing. And the operation state includes four
sub-statjes: arbitratien, collection, session and secure session.

9.6.2 Figure-of tag state transition

The trahsition condition among the tag states is shown in Figure 55. Collection failure means thdt
tags confirm collection failure when they receive collection failure command from interrogators
in the collection period. Commands in the session period refer to all of the commands which can be
transmitted from interrogators as the system is in the session period. It includes file access command,
monitor command, security protocol command, updating system password command, killing command,
and requesting random number command.
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Ready command Session

Killing commar

Session stage |

command

Timeout (Ts) Collection success

Collection failure/Timeout (T4 Collection

Timeout (Ts) Access success

Access stage initiation

/Session stage command Arbitration

Operation

I
\

Figure 55 — Tag state transition

\0

.6.3 Sense state

h sense state, the-tag listens to the reader command to respond the beginning of tag identi
fter receiving-the wake up signal, the tag in sleep state will transfer into sense state. The tag
tate should¢turn on RX/TX circuit and wait for ready command or direct session command f
hterrogator. If the tag receives ready command from the interrogator, it will transfer into rea
and if the tag receives direct session command from the interrogator, it will transfer into sessi
F the tag does not receive the ready command or direct session command within the specified

— ) N

g commaind

)

fication.
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rom the
dy state,
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time Ty,
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Table 157 — Timeout value

Parameter Explanation Value

Tag in sense state will transfer into sleep state if ready
T1 command or direct session command is not received
within the specified time Tj.

Sense time, shown in
Figure 53

Tag in ready state will transfer into sleep state if it does
T, not receive any interrogator commands within the 30s
specified time T».

Tag T arbitration state Wil transfer o ready state if
T3 the access command or the collection command is not 1s
received within the specified time T3.

Tagin collection state will transfer into ready state if the

Ta collection command is not received within the specified 30s
time T4.
Tag in session state will transfer into ready state if the

Ts interrogator command is not received within the spec- 5s
ified time Ts.

Tag in session state will transfer into ready state if the
Te interrogator command is not received within the spec- 30s
ified time Tg,

9.6.4 Ready state

The ready state means the beginning of tag identification process;and the tagis ready for an anti-collision
process|After receiving ready command, the tag in sense state’'will transfer into ready state. When t
tag in rqady state receives access frame initialization condtmand, it will transfer into arbitration statg.
While the tag receives any of file access command, moenitor command or security protocol command,
the tag will transfer into session state. If the tag deges not receive interrogator command within t
specifiegl time T, it will transfer into sleep state. The value of T2 is shown in Table 157.

9.6.5 Pperation state

9.6.5.1 | Arbitration state

—t

In arbitgation state, a tag responds)to the access commands so that multiple tags can be identified 3
the samp time. The tag in ready-state will transfer into arbitration state after receiving access framje
initializftion command. After.receiving access success ACK command, the tag in arbitration state will
transferfinto the collection state; otherwise, it will remain in arbitration state. The tag will transfqr
into slegp state after receiving sleep command. And if access command or collection command is nqt
received within the speCified time T3, the tag will transfer into ready state. The value of T3 is shown ip
Table 157.

9.6.5.2 | Cellection state

In the C }}CLtiUll btatc, thC illtCl 1 ugatux llla}\CD d fclbt tas illfUl lllatiUll LU}}CLtiUll, DuLh adS TID, baocd Ull th
arbitration results. The tag in arbitration state will transfer into collection state after receiving access
success ACK command from the interrogator. After receiving collection success ACK command, the tag
in collection state will transfer into session state. It will transfer into ready state after receiving the
collection failure ACK command. The tag will transfer into sleep state after receiving sleep command.
And if collection command or access command is not received within the specified time T4, the tag will
transfer into ready state. The value of T4 is shown in Table 157.

9.6.5.3 Session state

In session state, the interrogator makes a point to point communication with individual tag by the
known TID information. The tag in collection state will transfer into session state after receiving

128 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

collection success ACK command. The tag in sense state will transfer into session state after receiving
file access command, monitor command or security protocol command. And the tag in sense state will
transfer into session state after receiving direct session command. If entity identification is successful,
the tag in session state will transfer into secure session state; otherwise, it will remain in session state.
And if receiving killing command, tag memory will be erased and the tag will transfer into killing state.
And if receiving sleep command, the tag will transfer into sleep state. And if interrogator commands
are not received within the specified time Ts, the tag will transfer into ready state. The value of Ts is
shown in Table 157.

0.0.4 Jdecure sessliol state

Ih secure session state, the interrogator makes a secure communication with individual tag after
n authentication process. The tag in session state will transfer into secure session stdte after
thentication succeeds by using authenticate command. The tag in secure session state can|execute
mmands such as file access command, monitor command, SecureComm cémmand, AufhComm
mmand, KeyUpdate command, updating system password command and killing command| After a
thg in secure session receives killing command, tag memory will be erased‘and it will trangfer into
illing state. If it receives sleep command, it will transfer into sleep state. And if interrogator commands
re not received within the specified time T, it will transfer into ready state. The value of Tg is shown
ih Table 157.

A0

.6.6 Sleep state

he sleep state is the low power state of the tag. The tag will'transfer into sleep state from reddy state
r operation state when sleep command is received. If.the tag in sense state has not received ready
ommand or direct session command within the speégified time Ty, it will transfer into sleep|state. If
he tag in ready state does not received the interrogator command within the specified time T, it will
ransfer into sleep state. After receiving the wake up signal, the tag in sleep state will trangfer into
ense state. The values of T1 and Ty are shownin Table 157.

W ot ot o O

9.6.7 Killing state

fter the tag in session state or secure session state receives the killing command and verijifies the
illing password successfully, tagahemory will be erased and it will transfer into killing state| The tag
h killing state does not respond to any commands and always stays in killing state.

= >

—

9.7 Interrogator commands and tag responses

9.7.1 Command types

(Jommand types’include mandatory commands, optional commands, special commands and custom
gommands.

d) Mandatory commands refer to the commands that tags and interrogators should support.

H) ““Optional commands refer to the commands that tags and interrogators can optionally support.

c) Special commands are used in the process of production which tags or interrogators manufacturers
specifically define. All of them can be disabled permanently.

d) Custom commands refer to the commands that are defined specifically and used in specific RFID
system by users.

9.7.2 Command codes list

According to the types of operation, interrogator commands include ready/sleep command, access
command, collection command, file access command, monitor command and security protocol
command and so on. The code, name, abbreviation, operation mode and command type of these
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commands are shown in Table 158. The function and parameter of these commands and the tag’s
response after receiving the command will be described in the following items of this subclause. After
executing interrogator command, the tag state transitions in each state are shown in Annex E.

Table 158 — Command code list

Operation type | Command code Name Abbreviation |Operation mode| Command type
Ready/sleep 00y Reserved — — —
command 01y Ready Ready Broadcast/ Required
point to point
02p Sleep all tags SleepAll Broadcast/ Required
point to point
03p Sleep all tags ex- SleepOnes Broadcast Required
cept specific type
04y Sleep all tags SleepAllButOne Broadcast Required
except specific
one
05y Direct session DirectAccess Broadcast/ Required
point.to point
06L,~0F Reserved — — —
Access dommand 10y Reserved — — —
11p Access frame | AccessFrame Initi- Broadcast Required
initiation ation
12y Access time-slot | AccessTimeSlot Broadcast Required
initiation Initiation
13n Access failure AccessFail Broadcast Required
ACK
14y Access success AccessSuccess Broadcast Required
ACK
15 Re-access ReAccess Broadcast Required
16,~1Fh Reserved — — —
Collection com- 20p Reserved — — —
mand 21p €ellection period| CollectInitiation Broadcast Required
initiation
22 Collection fail- CollectFail Broadcast Required
ure ACK
23K Collection suc- CollectSuccess Broadcast Required
cess ACK
241~2Fn Reserved — — —
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Table 158 (continued)
Operation type | Command code Name Abbreviation |Operation mode| Command type
File access com- 30nh Reserved — — —
mand 31p Select file SelectFile Point to point Required
32p Verify file pass- VerifyPWD Point to point Required
word
33h File invalidate Invalidate Point to point Required
34y, Eile validate Validate Pointto pnihf nm}] ired
354 List file DirDF Point to point Reqyired
36 Read transpar- | ReadTransparent Point to point Reqyired
ent file
37h Update trans- | UpdateTransparent | Point to point Reqyired
parent file
38h Read record file ReadRecord Point to point Reqyired
39, Update record UpdateRecord Polnt'to point Reqyired
file
3Ap Query record QueryRecord Point to point Reqyired
3Bh~4Fh Reserved — — -+
Monitor com- 50h Reserved — — —+
mand 51p Monitor period MRConf Point to point Reqyired
configuration
52y Monitor period MRInitiation Broadcast Reqyired
initiation
53h~6Fy Reserved — — —+
Security proto- 70nh~7Fn Reserved — — -+
col command 80y Authenticate Authenticate Point to point Optipnal
81y Secureccommu- SecureComm Point to point Optipnal
nication
82y Authenticate AuthComm Point to point Optipnal
communication
83y Key update KeyUpdate Point to point Optipnal
841, ~8Fh Reserved — — —+
Others 901 Reserved — — —+
91y Killing Kill Point to point Reqyired
92y Random num- Challenge Point to point Reqyired
ber request
93p Update system UpdatePWD Point to point Reqyired
password
94y Data broadcast DataBroard Broadcast Reqyired
I5L~9F Reserved — — —
— AOp~AFy Defined by the — — Special
manufacturer
— BOn~BFh Defined by the — — Customize
manufacturer
— COp~FFp Reserved — — —

If a tag receives a security protocol command specifying an unsupported CSI, an improperly formatted
or not-executable message, or an improper cryptographic parameter, then the tag shall not execute the
command and instead treat the command’s parameters as unsupportive command (see Table 147).
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9.7.3 Ready and sleep commands

9.7.3.1

Ready

The ready command is used to transfer tag into ready state by interrogators. The command can be used

through

the broadcast mode or point to point mode. The command format is shown in Table 159.

Table 159 — Ready command format

——Commamdcode Cuuuuﬂ'l'l‘d'pHTauu:'tcl S
Channel number Ready/sleep password
1 byte 1 byte 4 bytes

Data ite
a) Con
b) Cha

132

bits
c) Rea
If the re
And it t

stored ih the tag is not 00000000y, this tag needs to verify thepassword. If the password is consisten

this tag
channel

Tags in 4
Tags in
commar

transfer

Tags do

9.7.3.2

The con
interrog

is shown in Table 160.

ms in Table 159 are defined as follows:
mand code: 01.

nnel number: It is the tag operating channel number. Channel relationship is shown in Table
The lower four bits of channel sequence number are the channel numbet and the higher fou
are reserved.

—

y/sleep password: Shown in 9.5.2.

hdy/sleep password that is stored in the tag is 00000000y, this tag will not verify the password.
ransfers directly into ready state after switching channel. If the ready/sleep password that is
L

transfers into ready state after switching channel;-otherwise, this tag does not switch iffs
and stays in sense state. The time of tags used tesswitch channel should be no more than 1 ms|

ense state operate in default channel.

<

cycle sleep-sense operation mode wilktransfer into ready state after receiving the read
d when they are in sense state and stop the cycle sleep-sense operation mode. After tag
into sleep state, they will re-enter.¢ycle sleep-sense operation mode.

[72)

hot return response to this command.

Sleep all tags

=

hmand of sleep alltags is used to sleep all tags within the operation distance range d
ators. The command can be used in broadcast and point to point modes. The command forma

[

Table 160 — Command format of the sleep all tags

Command code Command parameters
Ready/sleep password
1 byte 4 bytes

Data items in Table 160 are defined as follows:

a) Command code: 02,.

b) Ready/sleep password: Shown in 9.5.2.

If the ready/sleep password of the tag is 00000000y, the tag will not verify the command and transfer
into sleep state directly. If the ready/sleep password of the tag is not 00000000y, the tag will verify the
password. If verification is successful, the tag will transfer into sleep state. Otherwise, the tag will not

execute

132

the command and stay in the current state.
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Tags do not return response to this command.

9.7.3.3 Sleep all tags except specific type

018(E)

The sleep all tags except specific type command is used to sleep tags according to tag data. This

command is broadcast command. The format is shown in Table 161.

Table 161 — Command format of the sleep all tags except specific type

-Command Cuuuuﬂ'ﬂ‘d‘pﬂfﬂnuctcn S
code Ready/sleep File identifier Offset Data length Data edntent
password
1 byte 4 bytes 2 bytes 1 byte 1 byte M byte

[Jata items in Table 161 are defined as follows:

a) Command code: 03p.

H) Ready/sleep password: Shown in 9.5.2.

d File identifier: The identifier of a tag file.

d) Offset: The beginning address of the data to be compared. [£sunit is byte.
¢) Datalength: The amount of data bytes to be compared;

f) Data content: Data to be compared.

]

[ data in the tag file and command parameters are inconsistent and the ready/sleep pass
0000000y, the tag will not verify the password and transfer into the sleep state directly.

o

[ data in the tag file and command parameters are inconsistent and the ready/sleep pasg
ot 00000000y, the tag will verify the password. If data in the tag file and command paramg
onsistent, the tag will transfer into sleep state. Otherwise, the tag will not execute this comm
tay in the current state.

w o = =

—

ags do not return response te this command.

9.7.3.4 Sleep all tags except specific one

—

he command of the-sleep all tags except specific one will sleep tag according to TID. Itisab
dommand and itsformat is shown in Table 162.

Table 162 — Command format of the sleep all tags except specific one

word is

word is
ters are
and and

roadcast

Command parameters

Comyand code
TID Ready/sleep password

41 losot Ol 41 4
1L UyLt O uUytcs T UYLTS

Data items in Table 162 are defined as follows:
a) Command code: 04y,.

b) TID: Refer to 9.4.6.4.

c) Ready/sleep password: Shown in 9.5.2.

After the tag receives this command, it will compare the TID in the command with its own. If they
are consistent, the tag will not respond; otherwise, the tag will verify the ready/sleep password. If the

ready/sleep password is 00000000y, the tag will not verify the password and will transfer
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sleep state directly. If the ready/sleep password is not 00000000y, the tag will verify the password,
and then if passwords are consistent, the tag will transfer into sleep state; otherwise, the tag will not
execute the command and stay in the current state.

Tags do not return response to this command.
9.7.3.5 Directsession

9.7.3.5.1 Command format

Direct spssion command is used to transfer the tag from sense state to session state directly by t:t
interrogator. It also specifies the response content and response time of the tag after it receiyes t
commarnd. The command can be used in the mode of broadcast or point to point. The command form4
is shown in Table 163.

[

Table 163 — Direct session command format

(Jommand code Command parameters
Channel num- Ready/sleep Response File identi- Sleep control
ber password waiting time fier
1 byte 1 byte 4 bytes 2 bytes 2 bytes 1 byte

Data items in Table 163 are defined as follows:
a) Command code: 05p.

b) Chapnel number: It is the tag operating channel number. Channel relationship is shown in Table
132{ The lower four bits of channel sequence number are the channel number and the higher four
bits|are reserved.

c) Reafly/sleep password: Shown in 9.5.2.

d) Response waiting time: It is used to spe¢ify the waiting time of returning response after the tag
recgives this command. For more infoxmation on time unit, refer to Table 164.

e) File|identifier: The identifier of atag file.

f) Sledp control: It is used tospecify whether the tag will transfer into sleep state directly after |t
responded to this command;"00y, means to sleep directly, and 01, means to keep session.

Table 164 — Response waiting time

Information rate Time unit
250 kbps 10 ms
62,5 kbps 25 ms

31,25 kbps 50 ms
15,625 Kbps 100 ms

Tags in sense state operate in default channel.

If the storage ready/sleep password in the tag is 00000000y, the tag will not verify the password. It will
transfer into session state directly after switching channel. If the storage ready/sleep password in the
tag is not 00000000y, the tag will verify the password. And if the password is consistent, it will transfer
into session state after switching channel. Otherwise, the tag does not switch its channel and stays in
sense state.

The tag should switch to the channel which is specified by the channel number within 1 ms after
receiving this command.
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The tag in cycle sleep-sense operation mode will transfer into session state directly after receiving the
direct session command when it is in sense state and stop the cycle sleep-sense operation mode. And
after the tag transfers into the sleep state, it will re-enter cycle sleep-sense operation mode.

9.7.3.5.2 Response format

The tag will return responses to the interrogator after it receives the direct session command. The
response format is shown in Table 165.

I'able 160 — Tag response format

Command code Response data
Execution state File identifier Datalength Data content
1 byte 2 bytes 2 bytes 1 byte M bytes

[Jata items in Table 165 are defined as follows:

a) Command code: 05p.

h) Execution state: Shown in 9.4.6.3.

d File identifier: The identifier of a tag file.

d) Datalength: The amount of data bytes that the tag returns.
¢) Data content: The data that tag returns.

When the file identifier is specified as an empty fileythe length of data that the tag returns is fero and
the tag does not have the data content items. Otherwise, the tag will return all the data of the file and
the maximum length of the data is 118 bytes.

9.7.4 Access commands

9.7.4.1 Access frame initiation

The command of access frame.initiation is used for initiating a tag access process by the intefrogator,
and the command parameters include Q and N. The command format is shown in Table 166. Hor more
ihformation on tag access process, refer to 9.8.2.2.

Table 166 — Access frame initiation command format

Commiand code Command parameters
Q N
1 byte 1 byte 1 byte

Data items in Table 166 are defined as follows:

a) Command code: 11y,

b) Q: Used to control the amount of tags in an access frame, and its value ranges from 0 to 15. In the
tag access process, the interrogator can adjust the value of Q according to the tag collision status.

c) N: Represents the amount of time-slot in one access frame. It is generally fixed in the tag access
process.

The tag selects the random number in the range of [0, 2Q-1] after receiving the access frame initiation
command. The tag with random number 0 randomly selects a time-slot in the range of [0, N-1]. During
each time-slot, the tag accesses by the binary tree algorithm. The binary tree algorithm is further
discussed in 9.9.3.
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9.7.4.2 Access time-slot initiation

9.7.4.2.1 Command format

The command of the access time-slot initiation is used to initiate tag access time-slot. The tag accesses
by the binary tree algorithm. The binary tree algorithm is further discussed in 9.9.3. The command
format is shown in Table 167. Tag access process is further discussed in 9.8.2.2.

Table 167 — Access time-slot initiation command format

Command code Command parameters
SNsiot
1 byte 1 byte

Data items in Table 167 are defined as follows:
a) Command code: 12,

b) SNgjot: Access time-slot number.

9.7.4.2.2 Response format

After thle tag receives the access time-slot initiation command, if the time-slot that the tag selectefd
is SNgjotf the tag will set the counter to be 0 and start the random’ number generator. If the randoy]
generat¢d number is 1, the counter adds 1. And if the random“generated number is 0, the countg
remains 0, and the tag returns a new RN8. The response format'is shown in Table 168.

=]

Table 168 — Access time-slot initiation'command response format

Response data
1 byte

The response of the access time-slot inifiation command is short frame. Its message data only
include RN8.

9.7.4.3 | Access failure ACK

9.7.4.3.1 Command format

The corimand of access failure ACK is used to notify the tag by the interrogator that it has failed tp
access i the currenttime-slot. If several tags resond to RN8 simultaneously, collision will occur to t

interrogator. The _ifiterrogator receives the response, but cannot decode correctly. If collision occu:‘};
the intefrogator.should send this command to tags. If the value of tag counter is 0, the tag returns RN$.
The command format is shown in Table 169. Tag access process is further discussed in 9.8.2.2.

Command code
1 byte

The command code of access failure ACK is 13j,.

9.7.4.3.2 Response format

After the tag receives the access failure command, if the value of counter is not 0, the counter will add
1. And if the value of counter is FFy, the counter remains FFy. The tag whose counter value is 0 initiates
random number generator. If the random generated number is 1, the counter adds 1. If the random
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generated number is 0, the counter remains 0, and the tag sends a new RN8. The response format is
shown in Table 170.

Table 170 — Access failure ACK command response format

Command code
1 byte

The response of the access failure ACK command is short frame, and its message data include only RN8.

9.7.4.4 Access success ACK

9.7.4.4.1 Command format

he command of access success ACK is used to feedback from interrogator to tag-after the intefrogator
as successfully received the current time-slot or it has not received tag,response. The command
arameter contains RN8 received by the interrogator and SNgyccess- The command format is ghown in
able 171. Tag access process is further discussed in 9.8.2.2.

= olleull—

Table 171 — Access success ACK command format

Command code Command'parameters
SNsuccess RN8
1 byte 2 bytes 1 byte

D)ata items in Table 171 are defined as follows:
a) Command code: 14y,.

BH) SNsuccess: The interrogator assigns a number to the tag that accessed successfully.

9.7.4.4.2 Response format

After the tag whose counter value.is 0 receives the access success ACK command, if the RN8 in access
sjuccess ACK command is equal to RN8 that the tag sends, it indicates that the tag accesses sucg¢essfully

nd the tag transfers into collection state. Otherwise, it indicates that the tag accesses unsucdessfully,
jnd the tag stays in arbitration state. The value of the tag counter remains 0, and the tag returns a new
HNB8. The response format is shown in Table 172.

Table 172 — Access success ACK command response format

Response data
1 byte

Theresponse of the access success ACK command is short frame, and its message data only inclide RNS.

After the tag which does not send RN8 (counter is not 0) receives the access success ACK command, the
value of counter subtracts 1. If the value of counter is 0, the tag will respond RN8.

9.7.4.5 Re-access

9.7.4.5.1 Command format

If the interrogator does not receive the response of the tag after the interrogator sends the access failure
ACK command, the interrogator will send the re-access command in order to access the tag again. The
command format is shown in Table 173. Tag access process is further discussed in 9.8.2.2.
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Table 173 — Re-access command format

Code command
1 byte

Re-access command code is 15y,

9.7.4.5.2 Response format

When the-tagreceives re-access—co
remain. [If the value of counter is 1, the tag will initiate random number generator. For all tags where®
random|number generated is 1, the value of counter will remain. For all tags where the random numbs
generated is 0, the value of counter will subtract 1. The tag whose counter value is 0 will returna neyw
RN8 immediately. The tag response format is shown in Table 174.

Table 174 — Re-access command response format

Response data
1 byte

The response of the re-access command is short frame, and its message data’only include RN8.
9.7.5 [ollection commands
9.7.5.1 | Collection period initiation

9.7.5.1.1 Command format

Collecti¢gn period initiation command is used to -igitiate a collection period and a collection frame
concurrgntly. The command format is shown in Table 175.

Table 175 — Collection,period initiation command format

Commpand Command parameters
parameters | vime_gjot RX/TX in%-}" Initiation End of Fileiden- | Offset Length | Delay
width struction time-slot | time-slot tifier width
number number
1 byte 2 bytes Tbyte 2 bytes 2 bytes 2 bytes 2 bytes 1byte | 1byte

Data itefns in Table 175 ar¢é defined as followings:
a) Command code’21y.

b) Timle-slot.width: The time distributed to a single tag for communication, and its unit is 8Ty. Tjp
represénts the time of an information bit period.

c¢) RX/TXinstruction: The command is used to specify tags timing of RX/TX in a single time-slot. RX/
TX switch will execute automatically when receiving or transmitting is finished.

1) 00p: Transmit only. The tag only transmits in this time-slot.
2) 01p: Transmit-receive. The tag transmits first and then receives in this time-slot.
3) Others: Reserved.

d) Initiation time-slot number: It is used to specify the tag that is the first response in a specific
collection frame. The value is SNgyccess.
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e) Ending time-slot number: Ending time-slot number is used to specify the tag that is
response in a specific collection frame. The value is SNgyccess-

f) File identifier: The file identifier of the tag returning data in this time-slot. This file is transpa
g) Offset: Data initial address to be read in the file.
h) Length: The byte number to be read from offset.

i) Delay width: The initiating delay time of collection time-slot. Its unit is 10 ps. The tag can

018(E)

the last

rent file.

prepare

Aot a2l o £ 1.1 A R )
I CDPUIIDC Udld 11T LIIT LIc 1 ausc Ul ucxa_y VVIULIL.

After the tag receives the collection period initiation command, the tag initiates the collection t
dfter the time specified by delay width. The first time-slot number is equal to the initiation
rfumber after time-slot initiation and the following time-slot adds 1 sequentially.

\0

.7.5.1.2 Response format

fter the tag receives the collection period initiation command, the tag(whose SNgyccess 1S
he initiation time-slot number and the ending time-slot number will respond in the specific t
nd the tag should respond immediately if the SNgyccess is equal té the time-slot initiation
thers will return in sequence. The tag returns the content of file.specified by the file identifi
orresponding time-slot. The tag response format is shown in Table 176.

QO ot o

Table 176 — Tag response format

ime-slot
ime-slot

between
me-slot.
number.
er in the

Command code Résponse data
Execution state | Time-slot number, File identifier Data length Data cpntent
1 byte 2 bytes 2 bytes 2 bytes 1 byte M bytes

[Jata items in Table 176 are defined as follows:

a) Command code: 21j.

) Execution state: Shown in 9.4:6:3.

d Time-slot number: SNgyecass.

d) File identifier: File identifier of collection command.

¢) Datalength: Theamount of data bytes that the tag returns.
f) Data contentyThe data returned by the tag.

I the file thatis specified by the file identifier is an empty file, the length of data that tag return

5 is zero,

nd the tag/does not have the data content items. If the file that is specified by the file identifier is not

hitiation
] return

aLa a he - m m an oed enagth Othe A a ne

command execution state is OOOOhn the above situation.
9.7.5.2 Collection failure ACK

9.7.5.2.1 Command format

gth. The

The collection failure ACK is used to indicate the tag response failure in the specified time-slot in the

interrogator broadcasting. The command format is shown in Table 177.
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Table 177 — Command format of collection failure ACK

Command code Command parameter
Time-slot number Send instruction File identifier
1 byte 2 bytes 1 byte 2 bytes

Data items in Table 177 are defined as follows:

a) Command code: 22,.

b) Ti
of t

c) Sen
the

1y

2)

3)
d) File

command.

9.7.5.2.2 Response format

The tag
send da
RX/TX i
the sam

If RX/TX instruction is 01y, the tag will not send-data and confirm collection failure in this time-slof.
Then it Yill transfer into ready state and wait forthe following access and collection operation.

9.7.5.3

The coll
by tag s
shown i

-slot number: The time-slot number that the interrogator failed to receive. Its value is SNgy¢geds
e tag.

] instruction: It is used to specify whether to send response data or not after the tag.réceive
rommand. The specific definition is as follows:

[72)

00p: Send;
01p: Not send;
Others: Reserved.

identifier: It is used to specify the sending data file identifier after the tag receives thie

whose time-slot number is the same as the one of the’command parameter decides whether tp
a or not based on RX/TX instruction after it reeeives the collection failure ACK command.
Instruction is 00y, the tag will send the data specified by the file identifier, and its response i
e as the response of the collection period initiation command. The format is shown in Table 176.

Za—

Collection success ACK

[

ection success ACK commangd'is used to indicate that the interrogator has received the data ser
liccessfully in the collection period in the interrogator broadcasting. The command format i
\ Table 178.

[72)

Table 178 — Command format of the collection success ACK

Command code

1 byte

The com

After th

mand>eode of collection success ACK command is 23y,.

p tag receives the collection success ACK command in the collection state, it will transfer into

session state.

The tag will not return response to the collection success ACK command.

140
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The select file command is used to select a file unambiguously. The command format is shown in
Table 179.

Table 179 — Select file command format

Command code

Command parameters

File identifier

1 byte

2 bytes

s

Command code: 31j,.

9.7.6.1.2 Response format

Data items in Table 179 are defined as follows:

H) File identifier: The identifier of the file selected.

Table 180 — Select file.command response format

fter receiving a command request, the tag will select thefile according to the file identifier an
a command response. The command format is shown in‘Table 180.

d return

Command Response data
code Execution | File identi- | File type File maxi- | File max- | File actual | File/securi-
state fier and valid | mum avail- imum length ty ¢ontrol
information | able length | allowable atfribute
number of
records
1 byte 2 bytes 2'bytes 1 byte 2 bytes 2 bytes 2 bytes 1 byte

Command code{31f,.

Execution staté: Shown in 9.4.6.3.

Data items in Table 180 dre defined as follows:

File identifier: The selected file identifier. It should be the same as the file identifier in

command.

File type: The selected file type. It is shown in Table 149.

request

f)

g)
h)

Maximum allowed length: The maximum allowed length of the selected file to be stored. It

in Table 149.

s shown

Maximum allowed number of records: The maximum allowed number of records of the selected file
to be stored. It is shown in Table 149.

Real length: The real length of the selected file. It is shown in Table 149.

Security control: The security control attributes of the selected file. It is shown in Table 149.

If the execution state in the response is successful, the response should include attribute information of
the selected file; otherwise, return the execution state only.
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9.7.6.2 File password verification

9.7.6.2.1 Command format

The file password verification command is used to verify the password for a password protected file.
The command format is shown in Table 181.

Table 181 — File password verification command format

Cunllllla'ﬂd'wd'e_—ﬁmd'pmuleicl S
Operation type Operation type

1 byte 1 byte 4 bytes

Data itefns in Table 181 are defined as follows:
a) Command code: 32,.
b) Operration type: The types of passwords to be verified. The definitions are as follows:
1) |01p: List file password.
2) |02y: File valid or invalid password.
3) |03n: Read transparent file password, record file password.exquery record password.
4) |04y: Update transparent file password or update record file password.
5) [Others: Reserved.

c) Pasgword: File operation password corresponding\to‘the operation type.

9.7.6.2.2 Response format

After refeiving the file password verification'command, tag will verify the file operation password anfd
return execution state. The response formatis shown in Table 182.

Table 182:= File password verification response

Command.code Response data

Execution state
1 byte 2 bytes

Data items in Table 182 are defined as follows:
a) Command.code: 32,.

b) Exegution'state: Shown in 9.4.6.3.

9.7.6.3 Invalid file

9.7.6.3.1 Command format

The invalid file command is used to set the current selected file to be invalid. Data in the file will be
erased and never be recovered. If the file is set to be invalid, the file can be listed and selected. But
it will not respond to any read or write operation except the file invalidate command. The command
format is shown in Table 183.
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Table 183 — Invalid file command format

018(E)

Command code

1 byte

Command code: 33p,.

If DF is invalid, all the sub-file of DF will be set to be invalid and be erased. If DF is invalid, the
will not be listed.

A0

.7.6.3.2 Response format

h the file will be deleted and the file will be set to be invalid. The tag will return response. The 1
brmat is shown in Table 184.

s W vkl @ Wilia >

Table 184 — Invalid file response formag

sub-file

fter receiving the file invalid command, the tag will check whether the operation meets thle access
ontrol conditions. If not, the tag will return an error code and stop the operation. Otherwise, the data

esponse

Command code Response data

Exectition state

1 byte 2 bytes

D)ata items in Table 184 are defined as follows:
a) Command code: 33p.

) Execution state: Shown in 9.4.6.3.
9.7.6.4 Valid file

9.7.6.4.1 Command format

—

he valid file command is used to set the current selected file to be valid. If DF is valid, this o
5 only valid for the current DF; and the sub-file state of DF does not change. The command f}
hown in Table 185.

wn =

Table 185 — Valid file command format

peration
prmat is

Command code

1 byte

The comnrand code of the valid file command is 34.

9.7.6.4.2 Response format

conditions. If not, the tag will return an error code and stop the operation. Otherwise, the file w
to be valid, and the tag will return response. The response format is shown in Table 186.

Table 186 — Valid file response format

\Iter receirving a valid file command, the tag will check whether the operation meets the access control

ill be set

Response data

Command code -
Execution state

1 byte 2 bytes
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Data items in Table 186 are defined as follows:

a) Command code: 34y,.

b) Execution state: Shown in 9.4.6.3.

9.7.6.5

List file

9.7.6.5.1 Command format

The list
sequent

file command is used to list the sub-files of DF, including invalid files, and return records
ally. The command format is shown in Table 187.

Table 187 — List file command format

Command parameters
File offset Mode

Command code

1 byte 1 byte 1 byte

Data itefns in Table 187 are defined as follows:
a) Command code: 35p.
b) File|offset: If in 04 mode, the tag will read the file attribute{information that is specified by the
offspt. Otherwise, the value is invalid.
c) Mode: The definitions are as follows:
1) [02h: The next file of the current selected file.
2) |03p: The previous file of the current selectedfile.
3) |04y: Read the file that is specified by the offset.
4) [Others: Reserved.
9.7.6.5.2 Response format
After refeiving the list command request, the tag will check whether the operation meets the accegs
control gonditions. If not, thé tag will return an error code and stop the operation. Otherwise, the tag
will retyrn the attribute.infermation of the listed file and response. The response format is shown ih
Table 188.
Table 188 — List file command response format
Response data
Command) | e File type File File maximumal-| .., File
COde LATLULIUII 'iic IUciIsr- and valid maxrmunt lowable number ric ditu= Sciul ll._y
state tifier . . available allength | control
information of records .
length attribute
1 byte 2 bytes 2 bytes 1 byte 2 bytes 2 bytes 2 bytes 1 byte

Data items in Table 188 are defined as follows:

a) Command code: 35.

b) Execution state: Shown in 9.4.6.3.

c) File

144

attribute information: Component of information is shown in Table 149.

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

9.7.6.6 Read transparent file

9.7.6.6.1 Command format

ISO/IEC 18000-4:2018(E)

The read transparent file command is used to read data from the transparent EF after specifying the
offset. The command format is shown in Table 189.

Table 189 — Read transparent file command format

Command code

o
l,uuuua'l'l'd'pmuu:uﬂ S

Offset

Length

1 byte

2 bytes

1 byte

a) Command code: 36y.

o

A0

b o QO NS

able 190.

.7.6.6.2 Response format

Data items in Table 189 are defined as follows:

) File offset: Initial address of the data to be read in the file. The unit is-byte.

d Length: The amount of data bytes to be read beginning with the ¢ffset.

fter receiving the read transparent file command, the tagiwill check whether the operation m
ccess control conditions. If not, tag will return an error<ode and stop the operation. Othery
hg will return specified length information after offsetjand response. The response format is 3

Table 190 — Read transparent file command response format

eets the
vise, the
hown in

Command code

Command parameters

Execution state

Data

1 byte

2 bytes

M bytes

a) Command code: 36y,

d Data: File datdreturned.
9.7.6.7 Update transparent file

9.7.6.71 Command format

H) Execution state;-Shown in 9.4.6.3.

Data items in Table 190 are defined as follows:

offset. The command format is shown in Table 191.

Table 191 — Update transparent file command format

Ml oo & £ £31 a Jd & daota Jdoto o oo & £ L o fe H
e upUatctr dIiS padr TIIUTITCT LUTIITIITAITU TS U STU TU U pUdaiT Udta TIT TIT tr dIriSs pPpar i LT a1ttt SPTtlIl

ying the

Command code

Command parameters

Offset

Length

Data

1 byte

2 bytes

1 byte

M bytes

Data items in Table 191 are defined as follows:

a) Command code: 37,.
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b) File

offset: Initial address of the data to be updated in the file. The unit is byte.

c¢) Length: The amount of data bytes to be read beginning with the offset.

d) Data: Data to be updated.

9.7.6.7.2 Response format

After receiving the update transparent file command, the tag will check whether the operation meets the
access control conditions. If not, the tag will return an error code and stop the operation. Otherwise, the

tag upd3

tes the data specified by the command and responds. Response format is shown in Table 192;

Table 192 — Update transparent file command response format

Response data

Command code -
Execution state

1 byte 2 bytes

Data ite
a) Conl

b) Exe
9.7.6.8

9.7.6.8.

The rea
shown i

s in Table 192 are defined as follows:
mand code: 37p.

fution state: Shown in 9.4.6.3.
Read record file

| Command format

l record file command is used to read a recotd in the recording EF. The command format is
1 Table 193.

Table 193 — Read record file command format

Command parameters
Command code -
Record pointer Mode Offset Length
1 byte 1 byte 1 byte 1 byte 1 byte
Data itens in Table 193 are defined as follows:

a) Conl

b) Rec
poiy
reag

c) Mog

mand code: 38¢

brd pointer fiiedns a sequence number of the records in the record file. The value of recor
ter is from\00p, which means the first record in a record file. If in 04y, or 14, mode, the tag wi
| the recerd specified by the pointer. Otherwise, the value is invalid.

—

e:-Definitions are as follows:

1y
2)
3)
4)
5)
6)

146

02h: The next record of the file.

03p: The previous record of the file.

04y,: The specified record of the file.

12p: The next record of the query result file.
13p: The previous record of the query result file.

14y: The specified record of the query result file.
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d) Offset: Initial address of the data to be read in the record. The unit is byte.

e) Length: The amount of data bytes to be read.

9.7.6.8.2 Response format

After receiving the read record file command, the tag will check whether the operation meets the access
control conditions. If not, the tag will return an error code and stop the operation. Otherwise, the tag

will return the corresponding record and response. The response format is shown in Table 194

Table 194 — Read record file command response format

Command code

Command parameters

Execution state

Data

1 byte

2 bytes

M bytes

v

a) Command code: 38.
) Execution state: Shown in 9.4.6.3.

d Data: Record data returned.
9.7.6.9 Update record file

9.7.6.9.1 Command format

Data items in Table 194 are defined as follows:

Table 195— Update record file command format

he update record file command is used te\update a record in the record EF. The command fprmat is
hown in Table 195.

Command code

Command parameters

Record-pointer

Mode

Offset

Length

Data

1 byte

2.bytes

1 byte

2 bytes

1 byte

M bytes

a) Command/eode: 39,.

Data items in Tabte 195 are defined as follows:

H) Record/pointer means a sequence number of the records in the record file. The value df record
peinter is from 00y, which means the first record in a record file. If in 04, mode, the tag yill read
the record specified by the pointer. Otherwise, the value is invalid.

c) Mode: Definitions are as follows:

1) 02p: The next record of the original file.

2) 03p: The previous record of the original file.

3) 04y: Update the specified record of the original file.

4) Others: Reserved.

d) Offset: The address of the data to be updated in the record.

e) Length: The amount of data bytes to be updated.
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f) Data: Data to be updated.

9.7.6.9.2 Response format

After receiving the update record file command, the tag will check whether the operation meets the
access control conditions. If not, the tag will return an error code and stop the operation. Otherwise,
the tag will update and return response. The response format is shown in Table 196.

Table 196 — Update record file command response format

Response data

Command code -
Execution state

1 byte 2 bytes

Data ite
a) Conl

b) Exe
9.7.6.10

9.7.6.1(0

The que
query re

ms in Table 196 are defined as follows:
mand code: 39.

Cution state: Shown in 9.4.6.3.
Query record

.1 Command format

'y record command is used to query the matching record ih the recording EF. Users can read thie
cords in sequence by the read record command. The‘¢command format is shown in Table 197.

Table 197 — Query record command format

Command parameters

Command code —
Query condition

1 byte M bytes

Data ite
a) Con
b) Que

9.7.6

9.7.6.1(0

Query c¢ndition€onsists of multiple query elements. Query element format is shown in Table 198.

s in Table 197 are defined as follows:
mand code: 3Ay,.

ry condition: The query condition consists of query elements. It is a filtering condition shown ip
10.2.

.2 Query condition

Table 198 — Query element format

. Logical operation number
Logical operator - -
Field offset Relation operator Data length Data
1 byte 1 byte 1 byte 1 byte M bytes

Data items in Table 198 are defined as follows:

a) Logical operator: The value can be one of ‘C’, ‘A’ and ‘O’

1y
2)

148

‘C’: Ignore all previous query elements, delete the existing query results and start a new query.

‘A’: The relationship between the current query element and the previous one is ‘AND".
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3) ‘O The relationship between the current query element and the previous one is ‘OR’.
b) Field offset: The address of the queried field in the record. The unit is byte.
c) Relation operator: The value can be one of the operators: >, ‘<’, ‘=", ‘', ‘G’ (>=) and ‘L’ (<=).
d) Datalength: The amount of data bytes in the data field of the query elements.

e) Data: Datain the query elements.

dquery element are the same, and they will be calculated 1eft—assoc1at1vely The coding of €he
dperators and relation operators above shall comply with ISO/IEC 646.

HXAMPLE

he record EF file consists of ‘NAME’, ‘SEX’, ‘AGE’” and ‘CLASS'’ fields. The query condition.{NAME’ equal
and ‘AGE’ is greater than ‘12’) consists of the following query elements:

(C(0=Tom)A(2>12))
a) 0: The offset of the ‘NAME’ filed in the record.

b) 2: The offset of the ‘AGE’ filed in the record.

\0

.7.6.10.3 Response format

fter receiving a query record command request, the tag'will check whether the operation m
ccess control conditions. If not, the tag will return @n’error code and stop the operation. Ot
he tag will execute the query operation and return the response. The response format is s
able 199.

[ I O < i >

Table 199 — Query.record command response format

ies of each

e logical

5 to ‘“Tom’

eets the
herwise,
hown in

Response data

Command code -
Execution state Record number quer

ied

1 byte 2 bytes 2 bytes

Data items in Table 199 aré defined as follows:
a) Command code: 3Ay:
h) Execution state»Shown in 9.4.6.3.

d Record number queried: The record number meeting the querying condition.

Query results are stored in query result file of which the tag file identifier is FO00y. The
tomatically select this file and not need to provide the operation permissions after

tag will
Juery is
pointer

can read the query results by sendmg readrecord fllecommand d1rectly

9.7.7 Monitor commands
9.7.7.1 Monitor period configuration

9.7.7.1.1 Command format

tel'rogator

The monitor period configuration command is used to configure relevant parameter by interrogator

when the tag operates in the monitor mode. The command format is shown in Table 200.
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Table 200 — Monitor period configuration command format

Command parameter
Command -
d File iden- Data Reporting | Monitor Tota_l tl_'ans RX/TX in-
code e Offset . . mission .
tifier length period period . struction
time-slot
1 byte 2bytes | 1byte| 1byte | 2 bytes 2 bytes 2 bytes | 2 bytes 2 bytes 1 byte

Date items in Table 200 are defined as follows:

a) Conjmand code: 51,

b) Filelidentifier: File identifier of the monitoring data to be reported.

c) Offdet: The address of the monitor data to be reported. The unit is byte.
d) Datd length: Monitor data length to be reported.

e) Time-slot number: Time-slot number allocated to the monitor data to(be reported in the
morjitor period.

f) Repprting period: Reporting period of monitor data to be reported. M§B'indicates the unit of time.
Its ynit is second if its value is Oy, and its unit is minute if its value i 1j. The reporting period sha
be an integral multiple of the monitoring period.

—

g) Mornjitoring period: Monitoring period length. MSB indicates{he/unit of time. Its unit is second if itls
valye is Op, and its unit is minute if the value is 1.

h) Timle-slot width: Transmission time length of each monitor data to be reported. Its unit time width
is 8Tp, where Ty, represents the time of an information'bit period.

i) Totdl transmission time-slot: The amount of mefiitor data to be reported in a monitor period.

i) RX/ATX instruction: The tag RX/TX timing in the time-slot. RX/TX switching will execut
autgmatically when receiving or transmitting file is completed. The explanation of RX/TX timing i
as follows:

wn O

1) |00p: Transmit only. The tag will'send data in the time-slot only.

2) |01p: Transmit-receive. The‘tag will send the data first and then transfer into the receive state
in the time-slot.

3) |Others: Reserved,.

9.7.7.1.2 Responsé format

After thp tag receives this command, it will configure the relevant monitor parameters based on the
commard parameters and return the execution state. The response format is shown in Table 201.

Table 201 — Monitoring period configuration command response format

Command code

Command code -
Execution state

1 byte 2 bytes

Data items in Table 201 are defined as follows:
a) Command code: 51,

b) Execution state: Shown in 9.4.6.3.

150 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

9.7.7.2 Monitor period initiation

9.7.7.2.1 Command format

The monitor period initiation command is used to synchronize all tags and start data transmission
time-slot. The response format is shown in Table 202.

Table 202 — Monitoring period initiation command format

Cuuuua'l'l'd'pa'l'aluctcl
Command code — - - - -
Initiation time-slot number | Ending of time-slot number Delay width
1 byte 2 bytes 2 bytes 1Dy te

[)ata items in Table 202 are defined as follows:
a) Command code: 52}.

H) Initiation time-slot number: It is used to specify the time-slot number of the tag that rlesponds
firstly.

d Ending time-slot number: It is used to specify the time-slot number of the tag that respondg last.

d) Delay width: Delay time of monitoring time-slot initiation. Its unit time width is 10 us. Th¢ tag can
prepare response data in the time range of delay widthe

After the tag receives the monitor period initiation command, the tag initiates the monitor fime-slot
dfter the time specified by delay width. The first tithe-slot number is equal to the initiation time-slot
number after time-slot initiation and the following time-slot adds 1 sequentially.

9.7.7.2.2 Response format

oy

fter the tag receives the monitor periodinitiation command, the tag will report the specified fontents
f the file identifier in the specified time-slot. The tag response format is shown in Table 203.

o

Table 203 — Tag response format

Response data

Command code A - — —
Execution state |Time-slotnumber| File identifier | Datalength Data ¢ontent

1 byte 2 bytes 2 bytes 2 bytes 1 byte M Hytes

Data items in Table’203 are defined as follows:
a) Command'code: 524,.

H) Exécution state: Shown in 9.4.6.3. If the offset address in the file monitor configuration cpmmand
feaches or exceeds the ending address of file, the tag will return the data overflow error.

cj Iime-siot number: 1ime-sSiot NUMDbETr assigned to the CUrTent tag in monitor period contiguration
command.

d) File identifier: File identifier in monitor period configuration command.
e) Length: The amount of data bytes in data content field.
f) Content: Data returned by tag.

If the file that is specified by the file identifier is an empty file, the length of data that tag returns is
zero, and the tag does not have the data content items. If the file that is specified by the file identifier is
not an empty file, the tag returns data according to the length specified in the monitor period initiation
command. If the length of file data exceeds the maximum allowed data frame length, the tag will return
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data in the maximum allowed length. Otherwise, the tag will return data of the file real length. The
command execution state is 0000y, in the above situation.

9.7.8 Security protocol commands

9.7.8.1

Authenticate command

9,7.8.1.1 Command format

Interrog

ators and tags shall implement the authenticate command as shown in Table 204.

Table 204 — Authenticate command

Command code RFU CSI Length Message RN16 CRC-16
1 byte 1 byte 1 byte EBV Variable 2 bytes 2 bytes
Data itefns in Table 204 are defined as follows:
a) Command code: 80y,
b) CSl:|Selects the cryptographic suite that the tag and interrogator use for the authentication as well
as for all subsequent communications.
c) Lenpgth: Length of message.
d) Message: Message includes parameters for the authentication.
Aninterpogator shall use authenticate commands to perfortd mutual authentication. The CSI specified in

the authenticate command selects a particular cryptographic suite from among those supported by thie

tag. The
depend

9.7.8.1.]
The fast

number and encoding of the authenticate comimands required to implement the authenticatio
bn the chosen cryptographic suite.

Response format

response reply to an authenticate’command is shown in Table 205.

Table 205 — Fast response reply to an authenticate command

n

Col

mmand code Header Length Response RN16 CRC-16

1 byte 1 bit EBV Variable 2 bytes 2 bytes

Data ite
a) Con

b) Len

ms in Table 205"are defined as follows:
mand code: 80y,

bthéLength of response.

c) Res

9.7.8.2

ponse: I'heresponse Ior authenticate command.

Secure communication command

9.7.8.2.1 Command format

After a tag has cryptographically authenticated an interrogator, it may accept subsequent commands
encapsulated in the SecureComm command shown in Table 206. The message field in a SecureComm
may encapsulate an encrypted tag-supported command. Before encapsulating a command, an
interrogator shall remove the preamble, handle, and CRC from the command. An interrogator does not
include a MAC1 in the SecureComm.

152
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Command code

CSI

Length

Message

RN16

CRC-16

1 byte

1 byte

EBV

Variable

2 bytes

2 bytes

Data items in Table 206 are defined as follows:

a) Command code: 81,.

b) CSI: Selects the cryptographic suite that the tag and interrogator use for the authentication as well

as tor all subsequent communications.
d Length: Length of message.
d) Message: The encrypted message.

ecureComm allows an interrogator to read data from and write data to a tdgywhile preve
avesdropper from decrypting the communications. It allows configuring a\fag’s secure fea
briting to a memory location that configures these features. The authenficate communicati
upported.

w < O W

\0

.7.8.2.2 Response format

The response reply to a SecureComm command is shown in Table' 207.

Table 207 — Response reply to a SecureComm command

nting an
fures by
n is not

Command code Header Length Response RN16 CRC-16

1 byte 1 bit EBV Variable 2 bytes 2 bytes

[}ata items in Table 207 are defined as follows:
a) Command code: 81j.
) Length: Length of response.

d Response: The encryptedirésponse.
9.7.8.3 AuthComm command

9.7.8.3.1 Command format

oy

fter a tag has_str'yptographically authenticated an interrogator, it may accept subsequent co
ncapsulated-in the AuthComm command shown in Table 208.

[0)

Table 208 — AuthComm command

mmands

Command code CSI Length Message MAC1 RN16 CRC-16

1 byte 1 byte EBV Variable 16 bytes 2 bytes 2 bytes

Data items in Table 208 are defined as follows:

a) Command code: 82,.

b) CSI: Selects the cryptographic suite that the tag and interrogator use for the authentication as well

as for all subsequent communications.
c) Length: Length of message.

d) Message: Message includes parameters for authenticate communication.
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e) MAC1: Message authentication code, computed over bits in the ‘Message’.

The message field in an AuthComm shall encapsulate a tag-supported command. Before encapsulating
a command, an interrogator shall remove the preamble, handle, and CRC from the command. An
interrogator includes a MAC1 in the AuthComm.

9.7.8.3.2 Response format

The response reply to an AuthComm command is shown in Table 209.

Table 209 — Response reply to an AuthComm command

Command code Header Length Response MAC1 RN16 CRC-16

1 byte 1 bit EBV Variable 16 bytes 2 bytes 2 bytes

Data items in Table 209 are defined as follows:

a) Con

b) Length: Length of response.
c) Response: The response for AuthComm command.

d) MAC(1: Message authenticate code, computed over bits in the ‘Méssage’.

9.7.8.4

9.7.8.4.1 Command format

Interrog

shown in Table 210.

mand code: 82p.

KeyUpdate command

ators and tags may implement the KeyUpdate:command; if they do, they shall implement it a

Table 210 ~~KeyUpdate command

[72)

Command code RFU Key ID Length Message

1 byte 1 byte 5 bits EBV Variable

Data items in Table 210 are defihed as follows:

a) Con
b) Key
c) Len
d) Mes

spe

mand code: 83.
ID: Specifies the)Key to be written or updated.
bth: Lengthof key.

sage:]s or contains the key. Message may contain other parameters (such as a MAC1) 4
fified by the cryptographic suite. Message may be encrypted.

KeyUpdate allows an interrogator to overwrite a key stored in a tag. A KeyUpdate command sha

always be encapsulated in a SecureComm.

9.7.8.4.2 Response format

The fast

response reply to a KeyUpdate command is shown in Table 211.

Table 211 — Response reply to a KeyUpdate command

—_—

Command code Header RN16 CRC-16

1 byte 1 bit 2 bytes 2 bytes

154

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2

Data items in Table 211 are defined as follows:

a) Command code: 83,.

9.7.9 Other commands

9.7.9.1 Killing command

9,7.9.1.1 Command format

T

he killing command is used to disable tag permanently. The command format is shown in fab

Table 212 — Killing command format

018(E)

e212.

Command parameters

Command code
Killing password

1 byte 4 bytes

job)

—_ =+ fox

ata items in Table 212 are defined as follows:
Command code: 91},
) Killing password: Its length is 4 bytes.

fter receiving the killing command, if the killing password is 00000000y, the tag will ig
ommand and not execute the killing operation. Otherwise, the tag will verify the password, an
he verification is successful, all tag data will be erased, and the tag responds successfully and t
hto killing state. If the verification is a failure, the killing operation will not be executed, and
Uill return the error code data. The tag in killing state will not respond to any command f
nterrogator.

.7.9.1.2 Response format

he response format of killing command is shown in Table 213.

Table 213 — Killing command response format

hore the
d then if
ransfers
| the tag
rom the

Response data

Command code -
Execution state

1 byte 2 bytes

[

d

ata items itrTable 213 are defined as follows:

Command code: 91,

s

) CExecution state: Shown in 9.4.6.3.

The tag executes the killing operation in session state or secure session state.

9.7.9.2 Random number request

9.7.9.2.1 Command format

The random number request command is used to request random number from interrogators to tags.
The command format is shown in Table 214.
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Table 214 — Random number request command format

Command parameters

Command code
Length of random number

1 byte 1 byte

Data items in Table 214 are defined as follows:

a) Command code: 92,.

b) Length of random number:

1) [00p: Reserved.

2) |01p: Return an 8-bit random number.

3) |02p: Return a 16-bit random number.

4) 103y: Return a 32-bit random number.

5) [04y: Return a 64-bit random number.

6) |05y~FFh: Reserved.
9.7.9.2.2 Response format
After refeiving the random number request command, the tag will generate a random number with
specifiefl bit number and return response. The response forfiiat is shown in Table 215.

Table 215 — Random number request.command response format
Command code Response data
Execition state Random number
1 byte 2 bytes M bytes

Data itens in Table 215 are defined as follows:
a) Command code: 92,.
b) Exetuting state: Shown im9.4.6.3.
¢) Random number: Random number returned from tag.
9.7.9.3 | Update system password command
9.7.9.3.1 Cemmand format
The updaté’system password command is used to update the Kkilling password and the ready/slee

password. It can also update access password of the user section file. The command format of the
update system password is shown in Table 216.

Table 216 — Update system password command format

Command parameters
Command code Administrator | Index of password to
Mode New password
password be updated
1 byte 4 bytes 2 bytes 1 byte 4 bytes
156 © ISO/IEC 2018 - All rights reserved
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Data items in Table 216 are defined as follows:

a) Command code: 93y,.

b) Administrator password: Its length is 4 bytes.

c) Index of password to be updated: Its length is 2 bytes. Defined as follows:
1) 0001y: Killing password.

7) 0002, andv/c]ppp pqccv\mrd

3) 3F00,~FFFFy: File identifier, the index of the file access password based on\tlle mode
parameter.

4) Others: Reserved.

d) Mode: Its length is 1 byte. If the index of password to be updated is the filgjidentifier, the data item
is valid. Defined as follows:

1) 01p: Password of list files.
2) 02y: Valid or invalid password of files.

3) 03p: Password of reading transparent files, password of reading a record file or pasgword of
querying a record.

4) 04p: Password of updating a transparent or a récord file.
5) Others: Reserved.

g) New password: Its length is 4 bytes.

—

pdate system password command can be-executed in session state or secure session state.

9.7.9.3.2 Response format

el

Vhen the tag in secure session state receives the update system password command, it will refturn the
response according to the execution status. The response format is shown in Table 217.

Table 217 — Update system password command response format

Response data

€ommand code -
Execution state

1 byte 2 bytes

Data itemis'in Table 217 are defined as follows:

a) ~.Command code: 93y,

b) Execution state: Shown in 9.4.6.3.
9.7.9.4 Databroadcast

9.7.9.4.1 Command format

The data broadcast command is used to send the broadcast data from interrogators to tags in RF fields
in ready state. The command format is shown in Table 218.
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Table 218 — Data broadcast command format

Command parameters

Command code
Ready password Broadcast data

1 byte 4 bytes M bytes

Data items in Table 218 are defined as follows:

a) Command code: 94y,.

b) Rea
c¢) Bro

If the rq
passwot
passwot

The tag

After th
can be s

9.8 Pi1

9.8.1

In thisd
will alw
interrog

9.8.2

9.8.2.1

The tag
the slee]
tag with
And the
interrog
ready p1

9.8.2.2

The intg
access. ]

y/sleep password: Shown in 9.5.2.
hdcast data: The interrogator broadcast data.

pady/sleep password of tag is 00000000y, the tag will receive the broadcast data withoyt
d verification. Otherwise, after receiving the data broadcast command and completing thie
d verification, the tag can receive the data.

Hoes not respond to this command.
b tag receives the broadcast data, the tag process method is not spetified in this document. |t
pecified by application.

rotocol operation mode

Dverview

bcument, the RFID system uses the interrogator speaking first operation mode. The interrogatdr
ays send commands firstly in each communication process and the tag will respond to the
ator commands. The tag will not send a messdge until it receives an interrogator command.

Dperation process

Ready stage

with the external wake-up.mechanism will send the wake-up signal with certain duration tp
bing tag by the interrogaton or other external wake-up sources in order to wake them up. The
the internal cycle self.wake-up mechanism will wake themselves up by the internal timef.
waked up tag will transfer into sense state and intercept the interrogator command. T
ator will send ready.command for the tag transferring into the ready state and completing t
ocess.

Access stage

access fl

successfully, it will return an ACK message to the tag, and this ACK message consists of a successful
access sequence number which is assigned by the interrogator. This sequence number is the collection
time-slot number in the collection stage of the tag. The short frame data format is used in the access
stage. The time-slot of access stage is shown in Figure 56.
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l——— S1o B <¢—— SN+ —>
< S20 — -« S21 —>
Awake | Access frame | Access slot ' Access slot
Reader Access Access fail
and ready start start successful acknowledgment start
acknowledgment
Tag1 Tag1
RN8
= RN8
Tag3
Ta
93 RN8
Tag
TagM RN

Figure 56 — Time-slot diagram in access-stage

Time-slot in Figure 56 is described as follows:

d) An access frame is composed of N time-slots of S1. Thednterrogators select tags of the sanle access
time-slot by a binary tree algorithm in each time-slot:

H) S2 represents an interactive time-slot between‘interrogators and tags. An interaction |consists
of sending an access time-slot initiation commiahd, an access success ACK command or an access
failure ACK command by interrogator, and RN8 returned by tags.

9.8.2.3 Collection stage
The interrogator will collect the data of accessed tags according to time-slot sequentially. After
receiving the interrogator initiatien:\command in collection stage, the tag will send the data rgquested
By the interrogator according to‘the sequence number of time-slot obtained in the access sthge. The
time-slot in collection stage is'shown in Figure 57.
S3o  S31 S3m-1
¢ Pt P [ >
Collecti )
‘;jﬁ‘,‘;’” Collection fall Colledtion
Reader start acknowledgment acknowledgment
Tag1 Tag X
Tag1 RNS TID
Tag2
Tag?2 RNG
Tag3
TagM
TagM RNS

Figure 57 — Time-slot diagram in collection stage

S3 in Figure 57 represents the time-slot in collection stage. Before the initiation of collection stage, if
there are M tags to be accessed successfully, and every tag is assigned an SNgyccess by a certain order,
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