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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa

he field of information technolag 0 and have established a joint technical co

OK 1
0/IEC]JTC 1.

|

[he procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in-ac¢ordance
dditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be thg
df patent rights. ISO and IEC shall not be held responsible for identifying.any or all such pater

and/or on the ISO list of patent declarations received (see www.iso.org/patents).

s

ny trade name used in this document is information given forcthe convenience of users and
onstitute an endorsement.

Q

v w]

dssessment, as well as information about ISO’s adherence'to the WTO principles in the Technical
b Trade (TBT) see the following URL: Foreword - Supplementary information

—

—

he committee responsible for this document is\ISO/IEC JTC 1, Information technology, SC 31, A
lentification and data capture techniques.

~.

QO

minor revision with the following changes:
~+ 5.1 has become Clause 5;

~+ 5.2 has become Clause 6;

—+ 5.3 has been Clause %

—+ Clause 8 has beefvintroduced;

—+ Clause 6 has,become Clause 9;

— Clause\l, Clause 2, Clause 3, Clause 4, Clause 5, and Clause 9 have been revised as necessar
cover:Clause 8.

IBO/ZIEC 18000 consists of the following parts, under the general title Information technology

echnical
that are
echnical
echnical
national
rt in the

mittee,

h\nce are
bded for
with the

subject
t rights.

etails of any patent rights identified during the development of the documént will be in the Intrg¢duction

Hoes not

or an explanation on the meaning of ISO specific terms and expressions related to copformity

Barriers

itomatic

his third edition cancels and replaces thé second edition (ISO/IEC 18000-4:2008), of which it constitutes

y to also

— Radio

[frecrreney-identificationforitenrmanagenent:

— Part 1: Reference architecture and definition of parameters to be standardized

— Part 2: Parameters for air interface communications below 135 kHz

— Part 3: Parameters for air interface communications at 13,56 MHz

— Part 4: Parameters for air interface communications at 2,45 GHz

— Part 6: Parameters for air interface communications at 860 MHz to 960 MHz General

— Part 61: Parameters for air interface communications at 860 MHz to 960 MHz Type A
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— Part 62: Parameters for air interface communications at 860 MHz to 960 MHz Type B
— Part 63: Parameters for air interface communications at 860 MHz to 960 MHz Type C
— Part 64: Parameters for air interface communications at 860 MHz to 960 MHz Type D

— Part 7: Parameters for active air interface communications at 433 MHz
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Introduction

This part of ISO/IEC 18000 is one of a series of International Standards and Technical Reports developed
by ISO/IEC JTC 1/SC 31, WG 4 for the identification of items (item management) using radio frequency
identification (RFID) technology.

This part of ISO/IEC 18000 defines three 2,45 GHz protocols. Each of the specific physical/data link
configurations is defined in a separate sub-clause. The configuration descriptions include a physical
layer and a data link layer.

T
(

U

]

—_——c

he International Organization for Standardization (ISO) and International Electrotechnical €01
[EC) draw attention to the fact that it is claimed that compliance with this document gan iny
se of patents concerning radio-frequency identification technology given in all parts ef the do

50 and [EC take no position concerning the evidence, validity, and scope of these patent rights

he holders of these patent rights have assured the ISO and IEC that they are willing to negotiate
nder reasonable and non-discriminatory terms and conditions with applicants throughout th
h this respect, the statements of the holders of these patent rights aredregistered with ISO
hformation can be obtained from the following companies.

Contact details

mission
olve the
cument.

licences
e world.
and IEC.

ctor of

Hatent Holder: Patent Holder:
[legal Name iControl Inc Legal Name  Zebra Technologies Corporation
(Jontact for license application: Contact for license application:
Name & Department George Cavage Name & Department James O’Hagan, Dire
Address 3235 Kifer Road, suite 260 Patents & Technology
Address Santa Clara, CA 94109, USA Address 475 Half Day Road, Suite 500
Tel. +1 408 730 5364 Address Lincolnshire, IL 60069, USA
Hax Tel. +1 (847) 793-6798
H-mail gcavage@icontrol-inc.com Fax  +1(847) 955-4514
URL (optional) www.iconttol-inc.com E-mail johagan@zebra.com
URL (optional)
Hatent Holder:
llegal Name _dmpinj, Inc.
(Jontact for licénse application:
Name &Pepartment Stacy Jones, Impinj, Inc.
Address 701 N 34th Street, Suite 300
Address Seattler WA 98103 USA
Tel. +1 206 834 1032

Fax

+1 206 517 5262

E-mail stacy.jones@impinj.com

URL (optional) www.impinj.com
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Information technology — Radio frequency identification
for item management —

applications. This part of ISO/IEC 18000 provides a common technical specification for RFID

o Bl el |

I

hat can be used by ISO committees developing RFID application standards. This part of ISO/IE
5 intended to allow for compatibility and to encourage inter-operability~of products for the
FID market in the international marketplace. This part of ISO/IEC_18000 defines the forw
eturn link parameters for technical attributes including, but not’limited to, operating fr
perating channel accuracy, occupied channel bandwidth, maximum equivalent isotropically
ower (EIRP), spurious emissions, modulation, duty cycle, data coding, bit rate, bit rate accu
ransmission order, and, where appropriate, operating channels, frequency hop rate, hop s
preading sequence, and chip rate. This part of ISO/LEC*18000 further defines the commun
rotocol used in the air interface.

his part of ISO/IEC 18000 contains the followingthree modes:
- Mode 1 is an interrogator talks first withpassive tag;
- Mode 2 is a tag talks first with battery-assisted passive tag;

- Mode 3 is a globally available, Wbiquitous network supporting, among others, the logis
transportation industry; agnostic to any device, commercial or otherwise, requirin
availability.

he detailed technical differences between the modes are shown in the parameter tables.

Normative references

he following)decuments, in whole or in part, are normatively referenced in this document
hdispensable-for its application. For dated references, only the edition cited applies. For
eferences, the latest edition of the referenced document (including any amendments) applies.

BOAEC 7816-6:—1), Identification cards — Integrated circuit cards — Part 6: Interindustry data

devices
hgement
devices
C 18000
crowing
ard and
bquency,
radiated
racy, bit
bquence,
ications

tics and
b global

and are
undated

plements

A

pr-interchange

ISO/IEC 15963, Information technology — Radio frequency identification for item management — Unique
identification for RF tags

ISO/IEC/TR 18047-4, Information technology — Radio frequency identification device conformance test
methods — Part 4: Test methods for air interface communications at 2,45 GHz

ISO/IEC 19762 (all parts):—1), Information technology — Automatic identification and data capture (AIDC)
techniques — Harmonized vocabulary

1

) To be published
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ISO/IEC/IEEE 8802-15-4:2010, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 15-4: Wireless
medium access control (MAC) and physical layer (PHY) specifications for low-rate wireless personal area
networks (WPANs)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 (all parts):—2) and
the following apply.

3.1
associafed
has sucdessfully negotiated a di-directional wireless link with a coordinator

Note 1 tgentry: Associated networks require communication be maintained and monitored for,a\period of timg.

3.2
association
service Yised to establish membership for a device communicating within the wireless network described
in this International Standard

3.3
block cipher
cryptographic function that operates on strings of fixed size

3.4
coordinator
full-fundtion device (FFD) capable of relaying messages

Note 1 t¢ entry: If a coordinator is the principal controller of a personal area network (PAN), it is called th
PAN coordinator.

[¢)

3.5
data segver
device data termination point

3.6

device
any entity that meets the ISO/IEC/IEEE 8802-15-4 medium access control (MAC), physical interface tp
the wirdless medium, and this protocol specification.

Note 1 toentry: A device cafvbe a reduced-function device (RFD) or a full function device (FFD).

3.7
encryption

transforjmatiofiof a message into a new representation so that privileged information is required t|
recover theoriginal representation

O

3.8
full-function device

FFD

device capable of operating as a coordinator

39
group key
key that is known only to a set of devices

2) To be published.
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3.10
hailing channel
ISO/IEC/IEEE 8802-15-4 radio channel used to broadcast the NDB

3.11
key

privileged information that can be used, for example, to protect information from disclosure to, and/or

undetectable modification by, parties that do not have access to this privileged information

3.12

link key
secret key that is shared between precisely two devices

A3
hesh networking
ype of network where an FFD serves as a relay for other devices

=

—

3.14

message integrity code

IC

data whereby an entity receiving a message corroborates evidence about the true sourc
ipformation in the message and, thereby, evidence that the message has not been modified in ti

.15
etwork channel
grimary ISO/IEC/IEEE 8802-15-4 radio channel between & coordinator and remote devices

16
jacket
fprmatted, aggregated bits that are transmitted\together in time across the physical medium

.17
nayload data
dontents of a data message that is being transmitted

e of the
ansit

4 Symbols and abbreviated terms

ACK acknowledgement

CCITT Comité Consultatif International Téléphonique et Télégraphique
Cht Carrier high level tolerance

Clt Carrier low level tolerance

© ISO/IEC 2015 - All rights reserved
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CRC cyclical redundancy check

CSMA carrier sense multiple access

fbitrate base frequency of the bit rate of Manchester code without bit changes
fe frequency of operating field (carrier frequency)
FCF frame control field

FCS frame chieck Sequence

FHSS Frequency Hopping Spread Spectrum

M Modulation

Ma Modulation overshoot

MAC medium access control

Mb Modulation undershoot

MIC message integrity code

MIN Manufacturing Identification Number

Mlt Modulation lower tolerance

Mut Modulation upper tolerance

NAK no-acknowledgement

NDB Network Discovery Beacon

NSM Network Status Message

QPSK quad-phased shift keying

RTLS real time locating system
Tbmf Manchester fall time
Tbmr Manchester rise time

Tcf carrier fall time

Tcr carrier rise-time

Tcs carriersteady time
TDMA time division multiple access
Tf fall time

Tfhf carrier FHSS fall time
Tfhr carrier FHSS rise time
Tfhs carrier FHSS steady time
Tflb forward link bit time

Tr rise time

4 © ISO/IEC 2015 - All rights reserved
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Trlb return link bit time

TTL tag talk last

5 General items on 2,45 GHz RFID protocols that support this part of
ISO/IEC 18000

5.1 Protocols

(lause 5 describes the general items of the ISO/IEC 18000-4, 2,45 GHz RFID command/d
dgommunication protocols. These protocols facilitate communication between compliant
dompliant interrogator. The timing parameters and signal characteristics for the protocols arg
in the physical link specifications in each mode. Details of the Modes of various protecols are d
ih Clauses 6, 7 and 8.

3.2 Frequency

—

his part of ISO/IEC 18000 is intended to address RFID devices operating in the 2 450 MHz In
cientific and Medical (ISM) frequency band.

(@s)

3.2.1 Interface definitions

—

his part of ISO/IEC 18000 supports standard parameters’and standard air interface impleme
fbr wireless, non-contact information system equipment for Item Management applications
dpplications operate at ranges greater than one meter:

(&x ]

.2.1.1 RFID system definition

nterrogator and tags). The host systemi.tuns an application program, which controls interfa
he RFID. The RFID equipment shall bé-composed of two principal components: tags and interr
he tag is intended for attachment\to"an item, which a user wishes to manage. It is capable of §
hg [ID number and other data regarding the tag or item and of communicating this informatid
hterrogator. The interrogatoriis a device, which communicates to tags in its field of view. Add
he interrogator can use (it§*transmitted RF carrier to power the tag. Systems, which rely
Fansmitted interrogator carrier for powering the tag, are typically referred to as passive tag

he interrogator controls the protocol, reads information from the tag, directs the tag to stor
ome cases, and ensures message delivery and validity.

N ] + &+ = o+ ] A~ ]

(&x ]

.2.1.2 Minimum features

HFID systems defined by this part of ISO/IEC 18000 provide the following minimum features:

- _‘identify tag in range,

hita level
tag and
defined
bscribed

dustrial,

ntations
Typical

he radio-frequency identification (RFID}.system shall include a host system and RFID equipment

ces with
ogators.
toring a
n to the
tionally,
' on the
bystems.
b data in

— read data,

— write data or handle read only systems gracefully,
— selection by group or address,

— graceful handling of multiple tags in the field of view,

— error detection.

© ISO/IEC 2015 - All rights reserved
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5.2.1.3 Conformance

To claim conformance with this part of ISO/IEC 18000, an RFID system shall comply with one of the
physical/data link implementations described in Clause 6, 7 and 8.

The rules for RFID device conformity evaluation are given in ISO/IEC 18047-4.

5.3 Tag identification number

—

A tag identification number shall be included in commands directed to a specific tag unless the protoc
provide$ other means like TTF (Tag Talks First) protocols. This part of ISO/IEC 18000 mandates th4
each tag shall include a manufacturer’s tag identification number as defined in Annex A for mode 1, i
Annex ({for mode 2 and in sub-clause 8.5.1 for mode 3.

==

A separgte User Tag Identification is not mandatory, but is an option. When a UserTagID is{used, it sha]l
consist df the number of bytes required by the user application. This number and other application data shall
be accesped as user data fields on the tag. These fields can be accessed via the API using(the driver’s field
name refolution mechanism. The UserTagID is a user-defined tag identifier and is notnecessarily unique.

5.4 Potential interference

Standarflsdevelopershaveadutytoensurethatno “significantinterference” existsbetween Standardizefd
modes. ‘|Significant Interference” exists if a system of one Standardized 'mode (working within the mogt
widespread regulated power emissions) is likely to impede the Successful operation of a system qf
another|Standardized mode (working within the most widespread regulated power emissions), in likely
expected operating situations.

Margingl measurable interference that does not impede op€ration in likely expected operating situations,
or that dould be avoided by simple and inexpensive design improvement, shall not be considered cause
to rejecfa mode.

— Thefefore, TTF modes are clearly identified@s such in this part of ISO/IEC 18000.

— Thefefore, installers of RFID systems-ate advised that they should make best efforts to be a goofd
neighbour in installing any systems| bearing in mind that there may be other systems sharing thie
same bandwidth and are advised to take precautions to minimise interference to other systems.
Instapllers are equally advised-to'be prepared to handle interference within the bandwidth from
othér users up to transmission-powers permitted by local regulations.

6 MODE 1: Passive-backscatter RFID system

6.1 MPODE 1: General

—

The FHYS backseatter option or the narrow band operation RFID system shall include an interrogatqg
that runjs the \WHSS backscatter option 1 RFID protocol or in narrow band operation, as well as one g
more tagswithin the interrogation zone.

—

When placed in the RF field of an interrogator, the tag shall begin to power up. If the field is adequate,
the tag shall execute a power-on reset and shall be ready to receive commands. Each command shall
begin with a preamble and start delimiters that, taken together, enable the tag to perform clock and data
recovery on the incoming signal. Data to and from the tagis checked for errors using a Cyclic Redundancy
Code (CRC). Therefore, CRC fields are present in all interrogator interrogations and in all tag responses.
Additional data protection is provided by Manchester encoding on the forward (interrogator to tag link)
and FMO encoding on the return (tag to interrogator) link.

By using the FHSS backscatter option 1 RFID command set or in narrow band operation, the interrogator
can execute a number of functions on tags in its field. For example, the interrogator can send a command
sequence, which allows it to identify multiple tags simultaneously in its RF field. Alternately, it can select

6 © ISO/IEC 2015 - All rights reserved
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a subset of the tags in the field based on tag memory contents. It can also read data stored on a tag in its

field, as well as write or lock data to such a tag.

The description of the RFID tag command set in the following clause shall provide detail regarding the
command field and return data/acknowledgement fields, if any. In addition, it shall cover additional

high-level elements of the FHSS backscatter option RFID protocol, including how the multi

ple item

identification algorithm works and byte ordering requirements. The more general aspects of the

protocol (preambles, CRC-16, etc.) are covered in detail in 6.2.7.

This portion of the International Standard describes a passive backscatter RFID system that supports

the following system capabilities:
System protocol
—+ Identify and communicate with multiple tags in the field

+ Select a subgroup of tags to identify or communicate with based on informabion that the
stored in the tag

—+ Read from and write or rewrite data many times to individual tags
-+ User controlled permanent lock memory

[)ata integrity protection

— Manchester bit-wise encoding and CRC-16 packet-leyél protection is applied to the forw
(interrogator-to-tag) data.

- FMO bit-wise encoding and CRC-16 packet-leve] protection is applied to the return link
interrogator) data.

h this RFID system, interrogators both powerand communicate with the tags thatare within the
ags receive data as on-off key amplitude-modulation of the power/data signal from the intel
uring the time that the tag communicatésback to the interrogator, the interrogator broadcasts
adio frequency power level, and the tag modulates the impedance of its radio frequency load

b the tag antenna terminals. The interrogator then receives the data back from the tag as a var
eflection of its transmitted power:

lom T o e S e B

o

.2 Physical layer and data coding

4.2.1 Interrogator-power-up waveform

The interrogater power-up waveform shall comply with the mask specified in Figure 1 and Tabh

user has

ard link

(tag-to-

irrange.
rogator.
a steady
hittached
iation in

le 1.
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Cht
7 L .

N +
X 4y 100

o Cht

Cit

J/ v
7 7 77 Z 7 0%

<«— Tcr

A

» Tcs

Figure 1 — Interrogator power-up waveform

Table 1 — Interrogator power-up waveform parameter values

Parameter Min Max
Tcs 4004us
Ter 0 ps 30 pis
Cht 3%
Clt 1%

6.2.2 [nterrogator power-down

Once the carrier level has dropped below the ripple limit Cht, power down shall be monotonic and {
duration Tcf, as specified in Figure 2 and Table 2.

Cht
h 4
% 0%
Clt

<+« Tcf

Figure 2 — Interrogator power-down waveform

Table 2 — Interrogator power-down timings

Parameter Min Max
Tcf 1 us 500 us
Cht 3%
Clt 1%

© ISO/IEC 2015 - All rights reserved
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When the interrogator operates in the frequency hopping spread spectrum mode (FHSS), the carrier
rise and fall times shall conform to the characteristics specified in Figure 3 and Table 3.

100%
90%

10%

Tfhr |

<4<

Tfh

S

<P

Tfhf

Figure 3 — FHSS carrier rise and fall characteristics

Table 3 — FHSS carrier rise)and fall parameters

4.2.4 Forward link

—_ ]

4.2.4.1 Carrier modulation

Parameter Min Max
Tfhr 15 us
Tfhs 400 us
Tfhf 15 us
NOTE The numbers in Table 3 are;an example for current FCC regulations only.

0%

he data transmiSsjon from the interrogator to the tag is achieved by modulation of the carrig
he data coding is performed by generating pulses that create a Manchester coding.

© ISO/IEC 2015 - All rights reserved
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i/ z/zzzzzz2224744zzz7224444dddddzizzzdz/zizz

Ma

("'_"'1 Mb
v iz A4 |
A T2

Gz

v 0000000
7 ’ 000000 =N,
Ma
i 4 v azzzqqz27 7772747474724/ 74: 27 N
Tf Tr | Tf | LTS
Figure 4 — Example of 40 kbit/s signal
Table 4 — Parameter for 99 % Modulation
Parameter Minimum Nominal Maximum
M = (A-B)/(A + B) 90 99 100
Ma 0 0,03 (A-B)
Mb 0 0,03 (A-B)
Tr 0 us 1,8 us 0,1 / fbitrate
Tf 0ps 1,8 s 0,1 / foitrate

6.2.4.2 | Bit coding of forwardink fields
Data is Manchester encoded-as’per Figure 5.
field not modulated

field modulated

Logic 0 = Manchester 0 ... 01

field not modulated

field modulated

Logic 1 = Manchester 1 ... 10

Figure 5 — Forward link bit coding

10 © ISO/IEC 2015 - All rights reserved
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6.2.5 FMO return link

6.2.5.1 General

015(E)

The tag transmits information to the interrogator by modulating the incident energy and reflecting it

back to the interrogator (backscatter).

6.2.5.2 Modulation

Thetagswitches itsTeflectivity betweem two states: The“space”state isthe ormatcomdition
he tag is powered by the interrogator and able to receive and decode the forward link.,T"hg
tate” is the alternative condition created by changing the antenna configuration or terminatio

wn_ct+

(@

.2.5.3 Datarate

o |

details see Table 5.

4.2.5.4 Data coding

[)ata is coded using the FMO technique, also known as Bi-Phase Spacg.

[an)

ne symbol period Trlb is allocated to each bit to be sent. In EMO encoding, data transitions oc
hit boundaries. In addition, data transitions occur at the mid;bit of logic 0 being sent.

Table 5 — Return link parameters

Data rate Trlb Tolerance
30 - 40 kbit/s 251s - 33 us +15%

(Joding of data is MSB first. Figure 6 illustpates the coding for the 8 bits of ‘B1".

FMO Data Coding
MSB first encoding of Byte 10110001 = 'B1’

Alternative

n which
“mark”

he return link data rate is derived from the forward link data rate and is‘typically 40 khit/s. For

tur at all

depending on

prior conditions B | [ ] | L L L ] B

Trlb

Figure 6 — Tag to interrogator data coding

© ISO/IEC 2015 - All rights reserved
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6.2.5.5 Message format

A Return Link Message consists of n data bits preceded by the Preamble and followed by the tag data.
The data bits are sent MSB first.

The Preamble enables the interrogator to lock to the tag data clock and begin decoding of the message.
It consists of 16 bits as shown in Table 6. There are multiple code violations (sequence not conforming to
FMO rules) that act as a frame marker for the transition from Preamble to Data.

6.2.5.6 —Return preamble

The retyrn preamble is a sequence of backscatter modulation specified in Table 6.

Table 6 — Return preamble

00000101010101010101000110110001

o0

Data ‘0’ |s represented by the tag’s modulator being in the high impedance state, Data ‘1’ is represente
by the tag’s modulator switching to the low impedance state, thereby causing.a«<hange in the incider
energy tlo be back-scattered.

(s

NS

The tag shall execute backscatter, a half-bit 1 and half-bit 0 sent by the tag déefined as follows in Figure

low impedance

high impedance

NOTE 1 =low impedance (backscatter), 0 = high impedance (no backscatter).

Figure 7 — Return link preamble

6.2.6 [yclic redundaney check (CRC)

When sgnding a command to the tag, the interrogator shall attach an inverted CRC to the message packet.
On recejving a cemmand from the interrogator, the tag shall verify that the checksum or the CRC value
is valid. [If it is invalid, it shall discard the frame, shall not respond and shall not take any other action.

The 16 bits,CRC applies for both communication directions: From interrogator to tag and from tag tp
interrogatot

The polynomial used to calculate the CRC is X16 + X12 + X5 + 1. The 16-bit register shall be preloaded
with ‘FFFF’. The resulting CRC value shall be inverted, attached to the end of the packet and transmitted.

The most significant byte shall be transmitted first. The most significant bit of each byte shall be
transmitted first.

At the tag, the incoming CRC bits are inverted and then clocked into the register. After the LSB bit is
clocked into the tag, the 16 bit CRC register should contain all zeros.

The 16 bit CRC shall be calculated on all data bits up to, but not including, the first CRC bit.

12 © ISO/IEC 2015 - All rights reserved
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On receiving of a response from the tag, it is recommended that the interrogator verifies that

the CRC

valueisvalid. Ifitis invalid, appropriate remedial action is the responsibility of the interrogator designer.

Table 7 — CRC 16 bits and bytes transmission rules

MSByte LSByte

MSB  LSB MSB  LSB
CRC 16 (8 bits) CRC 16 (8 bits)
Hirsttransmitted bitof themverted €RE

(@)

.2.7 Protocol concept

ata is encoded and presented in slightly different ways in the constituent fields. For interrog
hg communication (forward link), data is sent using an on-off key format. The.xradio freque
eing on corresponds to 1, while the radio frequency field being off correspondsto 0. The on-
pecification is defined in 6.2.4. In the case of Manchester coding a Manchester 1isa 1 to 0 tr
Uhile a Manchester 0 is a 0 to 1 transition.

< W ot

or tag-to-interrogator communication (return link), data is sent using backscatter techniqu
equires that the interrogator provide steady power to the tag.during the return link. W
nterrogator powers the tag, the tag shall change alternately the‘effective impedance of the f
nd and thus changing the overall radio frequency reflectivity of the tag as seen by the intel
uring this time, the interrogator shall not modulate the\carrier. During the WAIT field (w
brite data into their memory), the interrogator shall also provide steady power to the tag, and
hodulate the carrier. The transmission protocol defines the mechanism to exchange instruct
ata between the interrogator and the tag, in both directions.

Q.09 < =9 0 ==

p—

[ is based on the concept of “interrogator talksfirst”.

—

his means that any tag shall not start transmitting (modulating) unless it has received and
ecoded an instruction sent by the interrogator.

[ I o)

he protocol is based on an exchangé of a command from the interrogator to the tag and a
Fom the tag(s) to the interrogator.

-

The conditions under which-the tag sends a response are defined in 6.3.6.

Hach command and each'response are contained in a frame. The frame is specified in 6.2.7.
Hach command consists of the following fields:

~+ Preamble

—+ Delimiter

—+ Lonmmand code

rator-to-
hcy field
off ratio
hnsition,

es. This
hile the
ag front
rogator.
hen tags
shall not
ons and

broperly

esponse

— Application data fields, depending on the command
— CRC

Each response consists of the following fields:

— Return Preamble

— Application data fields

— CRC

© ISO/IEC 2015 - All rights reserved
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The protocol is bit-oriented. The number of bits transmitted in a frame is a multiple of eight (8), i.e. an
integer number of bytes. However, the frame itself is not based on an integer number of bytes.

In all byte fields, the MSB shall be transmitted first, proceeding to the LSB. In all word (8-byte) data
fields, the MSB shall be transmitted first.

The MSB shall be the byte at the specified address. The LSB shall be the byte at the specified address

plus 7 (i

.e., bytes are transmitted in incrementing address order).

The byte significance is relevant to data transmission and to the GROUP_SELECT and GROUP_UNSELECT

greater
The MSH
Word (8
RFU bits

6.2.8

6.2.8.1
The com

— Pre

— Delimiter

— Com
— Par

— CR(C

'han and less than comparisons.

and bytes shall be set to zero (0).
Command format

General
mand consist of the following fields:

hmble

mand

hmeter and data files

Table 8 — General command format

ofthe byte mask shall correspond to the most significant data byte, the byte at the specified address.

Lbyte) addresses are notrequired to be on an 8-word boundary and may be on any byte boundary.

Preambl

e Detect Preamble Delimiter |Command | Parameter |Data |CRC

6.2.8.2

The pre
This cor

6.2.8.3

The pre

Preamble detect field

responds to 16 hits-for a communication rate of 40 kbit/s.

Preamble

nmble is-equivalent to 9 bits of Manchester 0.

010101010101010101

hmble detect field consist of a steady carrier (no modulation) during a time of at least 400 us.

6.2.8.4

Delimiter

6.2.8.4.1 Start delimiter 1

In NRZ format; includes Manchester errors; spaces ignored

11 00 11 10 10 Delimiter 1

6.2.8.5

CRC

See clauses 6.2.6 and Annex B.

14
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6.2.9 Response format

6.2.9.1 General
The response consists of the following fields:
—  Quiet

— Return Preamble

015(E)

-+ Data fields

4+ CRC

Table 9 — General response format

|Quiet |Return Preamble |Data |CRC |

—

he tag shall use a backscatter technique to communicate data to the interrogator. The interroga
e steadily powering the tag as well as listening to the tag response throughout the tag-to-inte
backscatter) communication. This applies to all fields in the returnlink.

— O

4.2.9.2 QUIET

—

he tag shall not backscatter for 16 * Ty, - 0,75 * Trp. The duration of the quiet time is determing
dommunication speed of the forward and return link.

4.2.9.3 CRC

See clauses 6.2.6 and Annex B.

4.2.10 WAIT

=

uring the WAIT field, the interrogatér provides steady power to the tag for duration of at leag
o on-off key data may be sent during the write operation.

= =z

nder which a write will-aecur are described in 6.3.6.2.5.4.) If a write operation is executed,
eld in the overall field-séquence shall always be WAIT.

- C

=

uring the WAITAjeld, when the tag is writing data into the EEPROM, the interrogator must
ower the tag. @n-off key data shall not be sent during this time.

o)

[etails are.shown in Figure 8 and in Figure 9.

tor shall
rrogator

d by the

t 15 ms.

Vhen a tag receives a writescommand, it shall execute a write operation. (The details of the conditions

the final

steadily

© ISO/IEC 2015 - All rights reserved
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FIELD PREAMBLE_DETECT preamsLe |sToeL| CMD | ADDR BM WORD_DATA CRC-16
READER OUTPUT WAVEFORM
TAG MODULATION
REMARKS 400 ys minimum nine 01's Manchester Manchester Manchester

1100 1110 10

FIELD QUIET RET PREAMBLE RETURN DATA/ACK/ERR CRC-16

READER OUTPUT WAVEFORM

TAG MODULATION
REMARKS FMO FMO intercommand time or

field on for write
00000101 01010101 01010001 10110001

Figure 8 — Sample Command/Response Packets for (GROUP_SELECT)
(40 kbit/s on forward and return link)

FIELD | PREAMBLE_DETECT | PREAMBLESTOEL CMD D ADDR| DAT | (CRE-16
READER OUTPUT WAVEFORM D

TAG MODULATION

REMARKS 400 pys minimum nine 01's Manchester : Manchester
1100111010
WAIT A
FIELD QUIET RET PREAMBLE RETURN ACK/ERR CRC-16

READER OUTPUT WAVEFORM
TAG MODULATION LN

REMARKS field on to power tag during write

Figure 9 — Sample Command/Response Packets for WRITE
(40 kbit/s on forward and return link)

6.2.11 Communication sequences at packet level

Figure 10 and Figure 11 show several examples of communication sequences at the packet level.
i 0 depicts a packet'sequence that includes a write command. The sequence includes a wait fdr
e, which provides the necessary time for the chip to complete its write operation. In addition,
the wait for-write time, the interrogator issues a tag resync signal. This signal is composefd
secutive-01 signals. The purpose of the tag resync signal is to initialise the tag data recoverly
. It is xequired after a write because the interrogator may output spurious edges during the
riteitime. Without the tag resync, tags may miscalibrate as a result of the spurious signals thgt
may be generated.

Figure 11 depicts a packet sequence in which a frequency hop between commandsis included. The tag resync
signal is again required after the hop because spurious signals may be generated during the hop time.

In order to ensure that tags do not get confused, frequency hops between command and response
should be avoided.

16 © ISO/IEC 2015 - All rights reserved
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Action COMMAND RESPONSE WAIT FOR WRITE TAG RESYNC COMMAND RESPONSE
Component execution | Interrogator Tag Interrogator Interrogator Interrogator Tag
action

[Notes - — TS ms mmimum ©enors — -

Figure 10 — Command sequence (including a write) with no hopping

Action COMMAND RESPONSE HOP TAG RESYNC COMMAND RESHONSE
Component execution Interrogator Tag Interrogator Interfogator Interrogator Thg
action

Notes - -- <26 (18 ten 01's - -+

.3.1.1 Unique ID

See Annex A, Clause A2,

.3.1.2 CRC
ee clause 6:2.6 and Annex B.
.3.1.3>~ FLAGS

.3 Protocol and collision arbitration

.3.1 Definition of data elements, bit and byte ordering

he-tag shall support a field of 8 flags. This field is called flags

Figure 11 — Command sequence with\a hop between response and next command

Table 10 — FLAGS

Bit Name

FLAG1 (LSB) DE_SB (Data_Exchange Status Bit)
FLAG2 WRITE_OK

FLAG3 BATTERY_POWERED

FLAG4 BATTERY_OK

FLAG5 0 (RFU)

© ISO/IEC 2015 - All rights reserved
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Table 10 (continued)

Bit Name

FLAG6 0 (RFU)
FLAG7 0 (RFU)
FLAGS8 (MSB) 0 (RFU)

6.3.1.3.1 Data Exchange Status Bit (DE_SB)

The tag

moves into the POWER-OFF state.
When th

that wil

tDE_SB sIall be at least 2 seconds in the temperature range 30 °C to 60 °C.

tDE_SB S

When th

6.3.1.3.]
The WR
The WR|

6.3.1.3.]
The BAT

passive

6.3.1.3 4
The BA1

cleared

6.3.2
The fun

Up to 25
This lea

NOTE

shall set this bit when the tag goes into the DATA_EXCHANGE state and keep it set unless)jt

e DE_SB is set and the tag comes into the POWER-OFF state, then the tag shall trigger-a time
reset the DE_SB bit after tpg_sg.

—

all be at least 4 seconds in the temperature range 0 °C to 50 °C.

e tag receives the INITIALIZE command, then it shall reset the DE_SB immediately.

P WRITE_OK
[TE_OK bit shall be set after a successful write access to the memory. (E.g. WRITE, LOCK)

[TE_OK bit is cleared after execution of the command.following the write command.

8 BATTERY_POWERED

'TERY_POWERED bit shall be set when théctag should have a battery. It shall be cleared fqr
Fags.

l  BATTERY_OK

D

[TERY_OK bit shall be set when the battery has enough power to support the tag. It shall b
for passive tags.

Tag memory organisation

rtional memory shall be organised in blocks of one byte.
6 blocks of ome-byte can be addressed.

s to a maximum memory capacity of up to 2 kbit.

This'structure allows future extensions of the maximum memory capacity.

6.3.3 Block security status

Each byte shall have a corresponding lock bit. The lock bits may be locked by use of the LOCK command.
The status of the lock bit may be read by the QUERY_LOCK command. The tag shall not be allowed to
reset any lock bit after leaving the final production site. In most cases this is the production site that
defines the unique ID.

18
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6.3.4 Overall protocol description

6.3.4.1 Tag states

The tag has four major states:

POWER-OFF

|_ Power On

ASeIect

Unselect r
Collision Arbitration

J Read N4

Initialize [ \
L

Data*Read

DATA
EXCHANGE

\ < Read

HOWER-OFF The tagis in the POWER-OFF state when the interrogator cannot activatg
battéry-assisted tags, it means that the level of RF excitation is insufficie
turn on the tag circuits.)

READY The tag is in the READY state when the interrogator first powers it up.
ID The tag is in the ID state when it is trying to identify itself to the interrog

DATA_EXEHANGE The tagisin the DATA_EXCHANGE state, when it is known to the interrog
and was selected.

015(E)

it. (For
nt to

ator.

rator

that the

NOEE This diagram does not show that the tag goes into POWER-OFF from all states in the cas

interrogator field is permanently turned-off.

Figure 12 — State diagram

© ISO/IEC 2015 - All rights reserved
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The state diagram only shows an overview of the possible transition. Details are specified in Table 12.

Power-On State change when interrogator field is turned on.

Select State change due to selection of tag by GROUP_SELECT or READ commands

Unselect State change due to deselection of tag by GROUP_UNSELECT commands or INI-
TIALIZE command

Collision Arbitra- No state change during collision arbitration until single tag is identified.

tion

Data_Re¢ad State change due to first read access in collision arbitration process

Read State change due to read access independent of collision arbitration progcess.

InitialiZe State change due to deselection of tag by INITIALIZE command

The trarsition between these states is specified in Table 12.

6.3.4.2 | Detailed command processing

Commands shall be active in states marked with “X” and neither causés a state change, nor cause

responsg in the other states.

Table 11 — Detailed command processing

COMMAND

States

READY.

ID DATA EXCHANGE

GROUP_SELECT_EQ

GROUP_SELECT_NE

GROUP_SELECT_GT

GROUP_SELECT_LT

GROUP_SELECT_EQ_FLAGS

GROUP_SELECT_NE_FLAGS

P> <<

GROUP_UNSELECT_EQ

GROUP_UNSELEGT-NE

GROUP_UNSELECT_GT

GROUP_UNSELECT_LT

GROUP_UNSELECT_EQ_FLAGS

ROUP.UNSELECT_NE_FLAGS

MULTIPLE_UNSELECT

FAIL

SUCCESS

RESEND

INITIALIZE

READ

DATA_READ

READ_VERIFY

READ_VERIFY4BYTE

WRITE

e e R e e R e R e R e R e R e I e R e R R R s R e R R s R e R e R e R e R R R R e

PP R R <

20
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Table 11 (continued)
COMMAND States
READY ID DATA EXCHANGE
WRITE4BYTE X X X
WRITE4BYTE_MULTIPLE X X
WRITE_MULTIPLE X X
LOCK X
QUERY_LOCK X X L%
Q\
I
Table 12 — State Transition Table QQ
Q)

Current State Command Condition '\Lo New state
POWER-OFF ANY COMMAND O |POWEROFF
POWER-OFF “Power up” A READY
READY GROUP_SELECT_EQ * Ko READY
READY GROUP_SELECT_NE - o READY
READY GROUP_SELECT_GT < &X READY
READY GROUP_SELECT_EQ_FLAGS £15g not set READY
READY GROUP_SELECT_NE_FLAGS  ‘|flag set READY
READY GROUP_SELECT_LT R READY
READY GROUP_SELECT EQ .\  |= ID
READY GROUP_SELECT NE " + ID
READY GROUP_SELECT_GRO > ID
READY GROUP_SELECT_LT < ID
READY GROUP_SELECT_EQ_FLAGS flag set ID
READY GROUR_SELECT_NE_FLAGS flag not set ID
READY INFTYALIZE, READY
READY _(READ ID no match READY
READY -~ |READ ID match DATA_EXCHANGE
READY <)~ |READ_VERIFY ID no match or not WRITE_ |READY

& 0K

READY )" READ_VERIFY ID match and WRITE_OK | DATA_EXCHANGE

EADYS READ_VERIFY4BYTE ID no match or not WRITE_ |READY

A 0K

n;\/ur READVERIFY4BYTE TDmmatchanmda WRITEOK DATA_EXCHANGE
READY WRITE ID no match READY
READY WRITE ID match DATA_EXCHANGE
READY WRITE4BYTE ID no match READY
READY WRITE4BYTE ID match DATA_EXCHANGE
READY QUERY_LOCK ID no match READY
READY QUERY_LOCK ID match DATA_EXCHANGE
D GROUP_UNSELECT_EQ * D
D GROUP_UNSELECT_NE - D
© ISO/IEC 2015 - All rights reserved 21
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Table 12 (continued)

Current State Command Condition New state
D GROUP_UNSELECT_GT < D
D GROUP_UNSELECT_LT > D
D GROUP_UNSELECT_EQ_FLAGS | flag not set D
D GROUP_UNSELECT_NE_FLAGS | flag set D
ID GROUP_UNSELECT_EQ = READY
D GROUP_UNSELECT_NE + READY <
D GROUP_UNSELECT_GT > READY O
D GROUP_UNSELECT_LT < READY Dx
D GROUP_UNSELECT_EQ_FLAGS |flag set READY~
D GROUP_UNSELECT_NE_FLAGS | flag not set READY
ID MULTIPLE_UNSELECT # or notWRITE_OK i
D MULTIPLE_UNSELECT =and WRITE.OK \"</|READY
D GROUP_SELECT_EQ O i
) GROUP_SELECT_NE <N )
D GROUP_SELECT_GT & D
D GROUP_SELECT_LT » D
ID GROUP_SELECT_EQ_FLAGS RN D
D GROUP_SELECT_NE_FLAGS o D
ID FAIL R D
) SUCCESS 2l )
D RESEND o )
D INITIALIZE N READY
ID READ Y ID no match D
D READ ~ ID match DATA_EXCHANGE
ID DATA_READ )" ID no match ID
D DATA_READ ID match DATA_EXCHANGE
ID RE/\@fRIFY ID no match or not WRITE_ |ID
X 0K
ID ZJREAD_VERIFY ID match and WRITE_OK | DATA_EXCHANGE
D \"|READ_VERIFY4BYTE ID no match or not WRITE_ |ID
QQ 0K
D AN READ_VERIFY4BYTE ID match and WRITE_OK | DATA_EXCHANGE
D o) WRITE ID no match 1D
D WRITE ID match DATA_EXCHANGE
ID WRITE4BYTE ID no match D
D WRITE4BYTE ID match DATA_EXCHANGE
D WRITE_MULTIPLE D
D WRITE4BYTE_MULTIPLE D
D QUERY_LOCK ID no match D
D QUERY_LOCK ID match DATA_EXCHANGE
DATA_EXCHANGE  |INITIALIZE READY

22
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Current State Command Condition New state
DATA_EXCHANGE READ DATA_EXCHANGE
DATA_EXCHANGE DATA_READ DATA_EXCHANGE

DATA_EXCHANGE

READ_VERIFY

DATA_EXCHANGE

DATA_EXCHANGE

READ_VERIFY4B YTE

DATA_EXCHANGE

DATA_EXCHANGE

WRITE

DATA_EXCHANGE

IDATA_EXCHANGE

WRITE4BYTE

DATA_EXCGHANGE

DATA_EXCHANGE

WRITE4BYTE_MULTIPLE

DATAEXCHANGE

DATA_EXCHANGE

WRITE_MULTIPLE

DATFA_EXCHANGE

DATA_EXCHANGE

LOCK

DATA_EXCHANGE

PATA_EXCHANGE

QUERY_LOCK

DATA_EXCHANGE

4.3.5 Collision arbitration

The interrogator may use the GROUP_SELECT and GROUP_UNSELECZ.cemmands to define all or|

[mllle)

b run the collision arbitration algorithm.
Hor the collision arbitration the tag shall support two pieces.of hardware on the tag:

— An 8-bit counter COUNT

—+ Arandom 1 or 0 generator.

=~ ot —

esults show no advantage in identifyilng one large group or a few smaller groups.

oy

fter above described selection, thé following loop should be performed:

all the selected tags.

H) If more than one.tag transmitted, the interrogator receives an erroneous response. 1|
command shallbe sent.

d All tags r€ceiving a FAIL command with COUNT not equal to 0 shall to increment COUNT
they moye further away from being able to transmit.

oY

1l tags ¥eceiving FAIL a count of 0 (those that just transmitted) shall generate a random numbé
hatroll a 1 shall increment COUNT and shall not transmit. Those that roll a zero shall keep C
zero’and shall send their UID again.

—

One of four possibilities now occurs:
d) Ifmore than one tag transmits, the FAIL step 2 repeats. (Possibility 1)

e) Ifalltagsrolla1, none transmits. The interrogator receives nothing. It sends the SUCCESS co

asubset

ftags in the field to participate in the collision arbitration. It then may use the identification commands

h the beginning, a group of tags are moved tg;the ID state by GROUP_SELECT commands and [shall set
heir internal counters to 0. Subsets of the-group may be unselected by GROUP_UNSELECT commands
acktothe READY state. Other groups catibe selected before the identification process begins. Sinulation

d) Alltagsinthe ID state with'the counter COUNT at 0 shall transmit their ID. This set initially[includes

he FAIL

That is,

r. Those
DUNT at

mmand.

All the counters decrement, and the tags with a count of 0 transmit. Typically, this returns to step 2.

(Possibility 2)

© ISO/IEC 2015 - All rights reserved
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f) If only one tag transmits and the ID is received correctly, the interrogator shall send the DATA_
READ command with the ID. If the DATA_READ command is received correctly, that tag shall move
to the DATA_EXCHANGE state and shall transmit its data.

The interrogator shall send SUCCESS. All tags in the ID state shall decrement COUNT.

g) If only one tag has a count of 1 and transmits, step 5 or 6 repeats. If more than one tag transmits,
step 2 repeats. (Possibility 3)

h) Ifonlyonetagtransmitsand the ID isreceived with an error, the interrogator shall send the RESEND
comjmand. If the ID 1s received correctly, Step o repeats. II the ID 1s received again some variab
nunpber of times (this number can be set based on the level of error handling desired for the system),
itisfassumed that more than one tag is transmitting, and step 2 repeats. (Possibility 4)

6.3.6 [Commands

Commaids are divided into four functional groups:
— Selgction commands

— Identification commands

— Datéa transfer commands

— Mulfiple commands

Furtherf{commands have one of the following types:
— Marjdatory

— Optlonal

— Cusfom

— Proprietary

6.3.6.1 | Command types

All tags ith the same IC manufagturer code and same IC version number shall behave the same.

6.3.6.1.1 Mandatory
The command codes range from ‘00’ to ‘0A’, ‘0C’, ‘15’,and ‘1E’, “1F’ and ‘20’ to ‘3F".

j=ni

A Mandatory command shall be supported by all tags that claim to be compliant. Interrogators whic
claim complianc€ shall support all mandatory commands.

6.3.6.1.2 “Optional

The command codes range from ‘OB’, ‘OD’ to ‘OF’, “11" to “13’,’17 to “1C’, “1D’ and from ‘40’ to ‘OF".

Optional commands are commands that are specified within the International Standard. Interrogators
shall be technically capable of performing all optional commands that are specified in the International
Standard (although need not be set up to do so). Tags may or may not support optional commands. If an
optional command is used, it shall be implemented in the manner specified in the International Standard.

If the tag does not support an optional command, it shall remain silent.
NOTE The command whose code ranges from ‘17’ to “1C’ are optional and not essential to operate the tag.

However, their support by the tag is recommended for appropriate performance. To reflect this, they are reported
as “recommended” in Table 13.
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6.3.6.1.3 Custom

The command codes range from ‘A0’ to ‘DF".

Custom commands may be enabled by an International Standard, but they shall not be specified in that
International Standard. A custom command shall not solely duplicate the functionality of any mandatory
or optional command defined in the International Standard by a different method.

The only fields that can be customised are the parameters and the data fields.

Any—custonrcommmardcontats—asitsfirstparameterthe e Tmmamufacturer code—Tthisajlows IC
manufacturers to implement custom commands without risking duplication of commangd ‘cgdes and
thus misinterpretation.
If the tag does not support a custom command it shall remain silent.
4.3.6.1.4 Proprietary
The command codes are ‘10°, 14, ‘16’ and the range from ‘E0’ to ‘FF".
Hroprietary Commands Proprietary commands may be enabled by an International Standard, put they
shall not be specified in that International Standard. A proprietary‘command shall not solely duplicate
the functionality of any mandatory or optional command defined in the International Standprd by a
different method.
These commands are used by IC and tag manufacturers fofvatrious purposes such as tests, programming
df system information, etc.. The IC manufacturer may atiits option document them or not. It is|allowed
that these commands are disabled after IC and/or tag‘manufacturing.
4.3.6.2 Command codes and format
Table 13 — Command codes and format
Command
Type €ommand name Parameters
code
o’ Mandatory GROUP_SELECT_EQ ADDRESS |BYTE_MASK WORD_DA[TA
pr Mandatory GROUP_SELECT_NE ADDRESS |BYTE_MASK WORD_DA[TA
P2 Mandatory GROUP_SELECT_GT ADDRESS |BYTE_MASK WORD_DA[TA
3 Manddtory GROUP_SELECT_LT ADDRESS |BYTE_MASK WORD_DATA
P4 Maidatory GROUP_UNSELECT_EQ ADDRESS |BYTE_MASK WORD_DATA
5 Mandatory GROUP_UNSELECT_NE ADDRESS |BYTE_MASK WORD_DA[TA
pe’ Mandatory GROUP_UNSELECT_GT ADDRESS |BYTE_MASK WORD_DA[TA
7 Mandatory GROUP_UNSELECT_LT ADDRESS |BYTE_MASK WORD_DA[TA
| 3k Mandatory FAIL none none none
‘09’ Mandatory SUCCESS none none none
‘0A Mandatory INITIALIZE none none none
‘OB’ Optional DATA_READ ID ADDRESS none
‘oc’ Mandatory READ ID ADDRESS none
‘oD’ Recom- WRITE ID ADDRESS BYTE_DATA
mended
‘OF’ Recom- WRITE_MULTIPLE none ADDRESS BYTE_DATA
mended
‘OF’ Recom- LOCK ID ADDRESS none
mended
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Table 13 (continued)

Command Type Command name Parameters
code
10 Proprietary |IC manufacturer dependant
171 Recom- QUERY_LOCK ID ADDRESS none
mended
12’ Recom- READ_VERIFY ID ADDRESS none
mended
13’ Recom- MULTIPLE_UNSELECT ADDRESS |BYTE_DATA none
mended
14’ Proprietary |IC manufacturer dependant
15’ Mandatory RESEND none none nong
‘16’ Proprietary |IC manufacturer dependant
17’ Recom- GROUP_SELECT_EQ_ none BYTE_MASK BYTE_DATA
mended FLAGS
18’ Recom- GROUP_SELECT_NE_ none BYTE_MASK BYTE_DATA
mended FLAGS
19’ Recom- GROUP_UNSELECT_EQ_ none BYTE_MASK BYTE_DATA
mended FLAGS
1A Recom- GROUP_UNSELECT_NE_ none BYTE_MASK BYTE_DATA
mended FLAGS
“1B’ Recom- WRITE4BYTE ID ADDRESS BYTE_MASK
mended
“1c Recom- WRITE4BYTE_MULTIPLE BYTE_ ADDRESS 4BYTE_DATA
mended MASK
1D’ Recom- READ_VERIFY4BYTE ID ADDRESS
mended
“1E-1F’ Mandatory RFU
20™-3F Mandatory RFU
‘40’ ‘OF’ |Optional RFU
‘A0’ ‘DF’ |Custom IC Manwufacturer dependent
‘E0’ ‘FF’ |Proprietary |IC Manufacturer dependent
6.3.6.2.1 Commandfields
Table 14 — Command fields
Field name Field size
COMMAND 1 byte
ADDRESS 1 byte
BYTE_MASK 1 byte
ID 8 bytes
WORD_DATA 8 bytes
BYTE_DATA 1 byte
4BYTE_DATA 4 bytes
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Table 15 — Tag responses

(@s)]

Response code Response name Response size

‘00’ ACKNOWLEDGE 1 byte
ACKNOWLEDGE_NOK 1byte

‘01 ACKNOWLEDGE_OK 1byte

‘FE’ ERROR_NOK 1byte

‘FF’ ERROR 1byte
ERROR_OK 1byte

Not applicable WORD_DATA 8 bytes

Not applicable BYTE_DATA 1byte

‘02’ ‘FD’ RFU

4.3.6.2.3 Selection commands

election commands define a subset of tags in the field to be identified or written to and may be
fdart of the collision arbitration.

used as

4.3.6.2.3.1 Data comparison for selection command ‘@n memory

Hach select command of the commands GROUP_SELEET_EQ, GROUP_SELECT_NE, GROUP_SELJECT_GT,
(GROUP_SELECT_LT, GROUP_UNSELECT_EQ, GRQUP_UNSELECT_NE, GROUP_UNSELECT_GT, |GROUP_
UNSELECT_LT has 3 arguments (parameter and data):

ADDRESS

BYTE_MASK

WORD_DATA

and the tag shall make one of 4.possible comparisons:

HQ M EQUAL D

NE M NOT EQUALD

4T M GREATER THAN D

IT M LOWER THAN D

The arguments of the comparison are

M7-MSB M6 M5 M4 M3 M2 M1 MO 1LSB

Tag mem- |Tagmem- |Tagmem- |Tagmem- |Tagmem- |Tagmem- |Tagmem- |Tagmem-
ory ory ory ory ory ory ory ory
contentat |contentat |contentat |contentat |contentat |contentat |contentat |contentat
ADDRESS+0|ADDRESS+1 |ADDRESS+2 |ADDRESS+3|ADDRESS+4 | ADDRESS+5|ADDRESS+6 | ADDRESS+7
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M=MO0+M1*28 + M2*216 t M3*22% ;1 M4*232 1 M5*240 L Me*248 4 M7 %250

and the argument of the command

D7 MSB D6 D5 D4 D3 D2 D1 DO LSB
First byte Last byte
after com- after com-
mand mand

D=D0+D1*28 + D2*216 1 D3*22% 1 D4*232 { p5*240  pg*248 | n7*56

The arggiment BYTE_MASK defines what bytes to be considered for comparison.

BYTE_MASK WORD_DATA
Bit 7 (MSB) is set Consider D7 and M7 for comparison
Bit 6 is set Consider D6 and M6 for comparison
Bit 5 is set Consider D5 and M5 for-comparison
Bit 4 is set Consider D4 and M4 for comparison
Bit 3 is set Consider D3 and M3*for comparison
Bit 2 is set Consider D2 and M2 for comparison
Bit 1 is set Consider BPT*and M1 for comparison

Bit 0 (LSB) is set

Consider' D0 and MO for comparison

Bit 7 (MSB) is cleared

Ignore D7 and M7 for comparison

Bit 6 is cleared

Ignore D6 and M6 for comparison

Bit 5 is cleared

Ignore D5 and M5 for comparison

Bit 4 is cleared

Ignore D4 and M4 for comparison

Bit 3 is cleared

Ignore D3 and M3 for comparison

Bit 2 is cleared.

Ignore D2 and M2 for comparison

Bit 1 is cleared

Ignore D1 and M1 for comparison

Bit 0 (L§B)-1s cleared

Ignore DO and MO for comparison

6.3.6.2.3.2_ “Data comparison for selection command on flags

Table 16 — Data masking for Group_Select and Group_Unselect ecommands

Each select command of the commands GROUP_SELECT_EQ_FLAGS GROUP_SELECT_NE_FLAGS, GROUP_
UNSELECT_EQ_FLAGS, GROUP_UNSELECT_NE_FLAGS, has 2 arguments (parameter and data):

BYTE_MASK
BYTE_DATA

and the tag shall make of 2 possible comparisons:

EQ FLAGS EQUALD
NE FLAGS NOT EQUAL D

28
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The arguments of the comparison are FLAGS, as defined in 6.3.1.3 and the argument of the command D,
consisting of the bits D7 (MSB) to DO (LSB).

The argument BYTE_MASK defines what bits to be considered for comparison.

Table 17 — Data masking for Group_Select_Flags and Group_Unselect_Flags

(
(

BYTE_MASK BYTE_DATA
Bit 7 (MSB) is set Consider D7 and FLAG7 for comparison
Bit 6 is set Consider D6 and FLAG®6 for comparison
Bit 5 is set Consider D5 and FLAGS5 for comparison
Bit 4 is set Consider D4 and FLAG4 for comparison
Bit 3 is set Consider D3 and FLAG3 for comparison
Bit 2 is set Consider D2 and FLAG2 for comparison
Bit 1 is set Consider D1 and FLAG1 for comparison
Bit 0 (LSB) is set Consider DO and FLAGO for comparison
Bit 7 (MSB) is cleared Ignore D7 and FLAG7 for comparison
Bit 6 is cleared Ignore D6 and FLAG®6 forconiparison
Bit 5 is cleared Ignore D5 and FLAGSfor-comparison
Bit 4 is cleared Ignore D4 and FLAG# for comparison
Bit 3 is cleared Ignore D3 and FLAG3 for comparison
Bit 2 is cleared Ignore D2 and FLAG2 for comparison
Bit 1 is cleared Ignore B} and FLAG1 for comparison
Bit 0 (LSB) is cleared Ignete DO and FLAGO for comparison

ormula describing the EQUAL function;

he EQUAL comparison passes, if. (IB7+(D7=FLAG7)) * (!B6+(D6=FLAG6)) * (!B5+(D5=FLA|
B4+(D4=FLAG4)) * (!B3+(D3=FLAG3)) * (!B2+(D2=FLAG2)) * ('B1+(D1=FLAG1)) * (!BO+(D0=
b true.

ormula describing the UNEQUAL function:

he UNEQUAL comparison passes, if B7*(D7!=FLAG7) + B6*(D6!=FLAG6) + B5*(D5!=F]
4*(D4!=FLAG4) +B3*(D3!=FLAG3) + B2*(D2!=FLAG2) + B1*(D1!=FLAG1) + BO*(D0!=FLAGO) i

.3.6.2.3.3 <‘GROUP_SELECT_EQ
ommand-eode = ‘00’

nreceiving a GROUP_SELECT_EQ command, a tag which is READY state shall read the 8-byte

q

G5)) * *
FLAGO))

LAG5) +
5 true.

memory

ontent beginning at the specified address and compare it with the WORD DATA sent by the inter

rogator.

In the case that the memory content is equal to WORD_DATA the tag shall set its internal counter COUNT
to 0, read its UID and send back the UID and go into the state ID.

On receivinga GROUP_SELECT_EQ command, a tag which is ID state shall set its internal counter COUNT
to 0, read its UID and send back the UID and stay in the ID state.

In all other cases the tag shall not send a reply.

© ISO/IEC 2015 - All rights reserved
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Table 18 — GROUP_SELECT_EQ command

Preamble | Delimiter | COMMAND ADDRESS MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 19 — GROUP_SELECT_EQ response in the case of NO error
Preamble ID CRC
64 bits 16 bits
NOTE If the byte mask is zero, GROUP_SELECT_EQ selects all tags.
6.3.6.2.3.4 GROUP_SELECT_NE

Command code = ‘01’

On rece
memory
interrog
counter

On recei
COUNT

In all otlper cases the tag shall not send a reply.

ving a GROUP_SELECT_NE command, a tag which is in the READY state shall read the 8-byte
content beginning at the specified address and compare it with the WORD_DATA sent by the
ator. In the case that the memory contentis not equal to WORD_DATA the'tag shall setits interngl
COUNT to 0, read its UID and send back the UID and go into the state-D.

ving a GROUP_SELECT_NE command, a tag which is in the ID state shall set its internal countqr
0 0, read its UID and send back the UID and stay in the ID state.

Table 20 — GROUP_SELECTZNE command

Preanible Delimiter COMMAND ADDRESS BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 21 — GROUP_SELECT-NE response in the case of NO error
Preamble ID CRC
64 bits 16 bits
6.3.6.2.3.5 GROUP_SELECTF-GT

Command code = ‘02’

On rece
memory
interrog
internal

ving a GROUP-SELECT_GT command, a tag which is in the READY state shall read the 8-byte
content beginning at the specified address and compare it with the WORD_DATA sent by the
ator. In“the case that the memory content is greater than WORD_DATA the tag shall set its
counter COUNT to 0, read its UID and send back the UID and go into the state ID.

On rece

ving a GROUP SELECT GT command, a tag which is in the ID state shall set its internal countdr

COUNT to 0, read its UID and send back the UID and stay in the ID state.

In all other cases the tag shall not send a reply.

Table 22 — GROUP_SELECT_GT command

Preamble Delimiter COMMAND ADDRESS MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
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Table 23 — GROUP_SELECT_GT response in the case of NO error

Preamble ID CRC
64 bits 16 bits

6.3.6.2.3.6 GROUP_SELECT_LT

Command code = ‘03’

Q ecetvingaGROUE- — "o atre-a—tag-whichts eREA ate—sha ead e 8-byte
memory content beginning at the specified address and compare it with the WORD_DATA sent by the
ihterrogator. In the case that the memory content is lower than WORD_DATA the tag shall.§ét its|internal
dounter COUNT to 0, read its UID and send back the UID and go into the state ID, and stays in the(ID state.
(On receiving a GROUP_SELECT_LT command, a tag which is in the ID state shall set\its internal counter
(JOUNT to 0, read its UID and send back the UID and stay in the ID state.
Ih all other cases the tag shall not send a reply.
Table 24 — GROUP_SELECT_LT command
Preamble | Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 25 — GROUP_SELECT_LT response
Preamble ID CRC
64 bits 16 bits
q.3.6.2.3.7 GROUP_UNSELECT_EQ
(Jommand code = ‘04’
On receiving a GROUP_UNSELECT/EQ command, a tag which is in the ID state shall read thg 8-byte
memory content beginning atithe specified address and compare it with the WORD_DATA sent by the
interrogator. In the case thatthe memory content is equal to WORD_DATA the tag shall go into the state
READY and not send any{reply. In the case that the comparison fails, the tag shall set its internal counter
(OUNT to 0, read its UID and send back the UID, and shall stay in the ID state.
Ih all other casesthe tag shall not send a reply.
Table 26 — GROUP_UNSELECT_EQ command
Preamble | Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 27 — GROUP_UNSELECT_EQ response
Preamble ID CRC
64 bits 16 bits
NOTE If the byte mask is zero, GROUP_UNSELECT_EQ unselects all tags.
6.3.6.2.3.8 GROUP_UNSELECT_NE
Command code = ‘05’
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On rece

iving a GROUP_UNSELECT_NE command, a tag which is in the ID state shall read the 8-byte

memory content beginning at the specified address and compare it with the WORD_DATA sent by the
interrogator. In the case that the memory content is not equal to WORD_DATA the tag shall go into
the state READY and not send any reply. In the case the comparison fails, the tag shall set its internal

counter

COUNT to 0, read its UID and send back the UID, and shall stay in the ID state.

In all other cases the tag shall not send a reply.

Table 28 — GROUP_UNSELECT_NE command

Preamble Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA CRC

8 bits 8 bits 8 bits 64 bits 16 bits

6.3.6.2.3.9 GROUP_UNSELECT_GT

Commaind code = ‘06

On rece

memor}| content beginning at the specified address and compafe it with the WORD_DATA sent by thie
interrogator. In the case that the memory content is greater thah'to WORD_DATA the tag shall go into thie
state RHADY and not send any reply. In the case that the comparison fails, the tag shall set its interngl

counter

In all otlper cases the tag shall not send a reply.

Table 29 — GROUP_UNSELECT_NE response

Preamble ID CRC
64 bits 16 bits

)

ving a GROUP_UNSELECT_GT command, a tag which is in~the ID state shall read the 8-byte

COUNT to 0, read its UID and send back the UID,.antd shall stay in the ID state.

Table 30 — GROUP.UNSELECT_GT command

Preample | Delimiter | COMMAND | ,ADDRESS | BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 31 -= GROUP_UNSELECT_GT response in the case of
NO error and comparison fails
Preamble ID CRC
64 bits 16 bits

6.3.6.2.3.10 GROUP_UNSELECT_LT

Command.-code = ‘07’

On receiving a GROUP_UNSELECT_LT command, a tag which is in the ID state shall read the 8-byte

memory content beginning at the specified address and compare it with the WORD_DATA sent by the
interrogator. In the case that the memory content is lower than to WORD_DATA the tag shall go into the
state READY and not send any reply. In the case that the comparison fails, the tag shall set its internal

counter

COUNT to 0, read its UID and send back the UID, and shall stay in the ID state.

In all other cases the tag shall not send a reply.

32
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Table 32 — GROUP_UNSELECT_LT command

Preamble

Delimiter

COMMAND

ADDRESS

BYTE_MASK

WORD_DATA

CRC

8 bits

8 bits

8 bits

64 bits

16 bits

Table 33 — GROUP_UNSELECT_LT response

Preamble

ID

CRC

64 bits

16 bits

(an)

ommand code = ‘13’

4.3.6.2.3.11 MULTIPLE_UNSELECT

n receiving a MULTIPLE_UNSELECT command, a tag which is in the ID staté shall read the 1-byte
hemory content beginning at the specified address and compare it with the BYTE_DATA sent by the
hterrogator. In the case that the memory content is equal to BYTE_DATA and the flag WRITE_(K is set,
hen the tag shall go into the state READY and not send any reply. In thecase that the comparison fails,
he tag shall set its internal counter COUNT to 0, read its UID and send\back the UID, and shall stay in
he D state.

o B o S o i vl S )

]

h all other cases the tag shall not send a reply.

Table 34 — MULTIPLE_UNSELECT command

ADDRESS
8 bits

BYTE_DATA CRC
8 bits 16 pits

COMMAND
8 bits

Preamble Delimiter

Table 35 — MUETIPLE_UNSELECT response

Preamble

ID

CRC

64 bits

16 bits

This command may be used tg unselect all tags that had a successful write, while tags that hadl a weak
Urite or write problems stay selected.

<

§.3.6.2.3.12 GROUP_SELECT_EQ_FLAGS

(Jommand code =C1/

On receiving’a GROUP_SELECT_EQ_FLAGS command, a tag which is in the READY state shall ¢ompare
the FLAGSwith the BYTE_DATA sent by the interrogator. In the case that the FLAGS are equal to BYTE_
[J)ATA the:tag shall set its internal counter COUNT to 0, read its UID and send back the UID andl go into
t

he state ID.

(Opfeceirdinea-GROUR SELECT EO- ELAGS-comman d—ataswhichisin-thelD-stateshallsetitslint 1
nFeeeivingaGROUPRSELECT m( ELAGS-commanda-tagwhichisinthe 1D-stateshall setitslinterna
counter COUNT to 0, read its UID and send back the UID and stay in the ID state.

In all other cases the tag shall not send a reply.

Table 36 — GROUP_SELECT_EQ_FLAGS command

CRC
16 bits

COMMAND
8 bits

BYTE_MASK
8 bits

BYTE_DATA
8 bits

Preamble Delimiter
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NOTE

Table 37 — GROUP_SELECT_EQ_FLAGS response

Preamble

ID

CRC

64 bits

16 bits

6.3.6.2.3.13 GROUP_SELECT_NE_FLAGS

Commanpd-eo

10’

If the byte mask is zero, GROUP_SELECT_EQ_FLAGS selects all tags.

On recefving a GROUP_SELECT_NE_FLAGS command, a tag which is in the READY state shall compan
the FLA[GS with the BYTE_DATA sent by the interrogator. In the case that the FLAGS are not.egual t
BYTE_DATA the tag shall set its internal counter COUNT to 0, read its UID and send back the UID and g
into thelstate ID.

On recejving a GROUP_SELECT_NE_FLAGS command, a tag which is in the ID state shall set its interngl

Ut = 10

counter [COUNT to 0, read its UID and send back the UID and stay in the ID state.

In all other cases the tag shall not send a reply.

Table 38 — GROUP_SELECT_NE_FLAGS command

[N eRN¢)

Preamble

Delimiter

COMMAND

BYTE_MASK

BYTE_DATA

CRC

8 bits

8 bits

8 bits

16 bits

Table 39 — GROUP_SELECT_NEZFLAGS response

Preamble

ID

CRC

64\bits

16 bits

6.3.6.2.3.14 GROUP_UNSELECT_EQ_FLAGS

Comma

On receiving a GROUP_UNSELECTAEQ® FLAGS command, a tag which is in the ID state shall compare th
ith the BYTE_DATA sent by the interrogator. In the case that the FLAGS are equal to BYTH_

FLAGS

d code =19’

DATAt

the ID state.

In all other cases thé\tag shall not send a reply.

Table 40 — GROUP_UNSELECT_EQ_FLAGS command

tag shall go into the-state READY and not send any reply. In the case that the comparison failg
the tag ghall set its internal-eounter COUNT to 0, read its UID and send back the UID, and shall stay i

D

-

Prea*nble Delimiter COMMAND BYTE_MASK BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits
Table 41 — GROUP_UNSELECT_EQ_FLAGS response
Preamble ID CRC
64 bits 16 bits
NOTE If the byte mask is zero, GROUP_UNSELECT_EQ_FLAGS unselects all tags.

34
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6.3.6.2.3.15 GROUP_UNSELECT_NE_FLAGS
Command code = ‘1A’

On receiving a GROUP_UNSELECT_NE_FLAGS command, a tag which is in the ID state shall compare
the FLAGS with the BYTE_DATA sent by the interrogator. In the case that the FLAGS are not equal to
BYTE_DATA the tag shall go into the state READY and not send any reply. In the case that the comparison
fails, the tag shall set its internal counter COUNT to 0, read its UID and send back the UID, and shall stay
in the ID state.

[hrall other cases the tag shall not send a reply.

Table 42 — GROUP_UNSELECT_NE_FLAGS command

Preamble Delimiter COMMAND BYTE_MASK BYTE_DATA CRC
8 bits 8 bits 8 bits 16 |pits

Table 43 — GROUP_UNSELECT_NE_FLAGS response

Preamble ID CRC
64 bits 16 bits

4.3.6.2.4 Identification commands

et

Hentification commands are used to perform to run theimultiple tag identification protocol.

4.3.6.2.4.1 FAIL

(Jommand code = ‘08’

—

he identification algorithm uses FAIL when more than one tag tried to identify itself at the sane time.
ome tags back off and some tags retransmit.

@)

tag shall only accept a FAIL comimand if it is in the ID state. In the case that its internal counter COUNT
b not zero or the random generator result is 1, then COUNT shall be increased by 1, unless it is [FF.

—

]

F the resulting COUNT valuelis 0, then the tag shall read its UID and sent back it in the responsg¢.

Table 44 — FAIL command

Preamble | Delimiter | COMMAND CRC
8 bits 16 bits

Table 45 — FAIL response

Preamble ID CRC
64 bits 16 bits

6.3.6.2.4.2 SUCCESS
Command code = ‘09’
SUCCESS initiates identification of the next set of tags. It is used in two cases:

— When all tags receiving FAIL backed off and did not transmit, SUCCESS causes those same tags to
transmit again.
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— After an e.g. DATA_READ moves an identified tag to DATA_EXCHANGE, SUCCESS causes the next
subset of selected but unidentified tags to transmit.

A tag shall only accept a SUCCESS command if it is in the ID state. In the case that its internal counter
COUNT is not zero it shall be decreased by 1.

If the resulting COUNT value is 0, then the tag shall read its UID and sent back it in the response.

Table 46 — SUCCESS command

Preamble | Delimiter | COMMAND CRC
8 bits 16 bits

Table 47 — SUCCESS response

Preamble ID CRC
64 bits 16 bits

6.3.6.2.4.3 RESEND
Command code = ‘15’

The identification algorithm uses RESEND when only one tag transiditted but the UID was received ip
error. The tag that transmitted resends its UID.

A tag shpll only accept a RESEND command if it is in the ID state. If the COUNT value is 0, then the tag
shall redd its UID and sent back it in the response.

Table 48 — RESEND command

Preamble | Delimiter, | COMMAND CRC
8 bits 16 bits

Table 49 — RESEND response

Preamble ID CRC
64 bits 16 bits

6.3.6.2.4.4 INITIALIZE
Command code = ‘QA"

On receiiving am»INITIALIZE command a tag shall go into the READY state and reset the Datq_
Exchange_Status_Bit.

It shall HetSend-anyresponse-

Table 50 — INITIALIZE command

Preamble | Delimiter | COMMAND CRC
8 bits 16 bits

6.3.6.2.5 Data Transfer commands

Data Transfer commands are used to read or write data from or to the tag memory.
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For memory lock functionality a tag shall provide the opportunity to mark an address lockable. An
ADDRESS is marked lockable by commands as described in this clause. No ADDRESS shall be marked
lockable after the tag has been in the POWER-OFF state. A tag shall not support more than one ADDRESS
to be marked lockable at the same time.

6.3.6.2.5.1 READ

Command code = ‘0C’

Qn receiving the READ command the tag shall compare the sent ID with its UID _In the case that the
ID is equal to the UID, the tag shall from any state move to the DATA_EXCHANGE state, readitlle 8 byte
memory content beginning at the specified address and send back its content in the response.in|the case
that ID is not equal to UID or any other error the tag shall not send a reply. Further, the tag mpkes the
hyte of ADDESS lockable.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 51 — Read command

Preamble Delimiter COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 |bits
Table 52 — Read response
Preamble WORD_DATA CRC
64 bits 16 bits

4.3.6.2.5.2 DATA_READ

ommand code = ‘OB’

(an)

n receiving the DATA_READ commsdnd, the tag shall only if it is in either the state ID or t
ATA_EXCHANGE compare the sentD with its UID. In the case that the ID is equal to the UID
hall from any state except READY-move to the DATA_EXCHANGE state, read the 8 byte memory}
eginning at the specified addtess and send back its content in the response. In the case that the
qual to UID or any other eryor the tag shall not send a reply. The tag also shall send no reply W

= 0O O Wn M4 O

The address is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 53 — DATA_READ command

he state
, the tag
content
ID isnot
rhen it is

n the state READY, indepiendently of the value of ID. Further, the tag makes the byte of ADDESS lockable.

Preamble Delimiter COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 |bits
Table 54— DATA_READ Tesponse
Preamble WORD_DATA CRC
64 bits 16 bits

6.3.6.2.5.3 READ_VERIFY
Command code = ‘12’

On receiving the READ_VERIFY command, the tag shall compare the sent ID with its UID. In the case
that the ID is equal to the UID and the WRITE_OK flag is set, the tag shall from any state move to the
DATA_EXCHANGE state, read the 1-byte memory content beginning at the specified address and send
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back its content in the response. Further, the tag shall mark the byte at ADDRESS lockable. In the case
thatID is not equal to UID, WRITE_OK is not set, or any other error the tag shall not send a reply. Further,
the tag makes the byte of ADDESS lockable.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 55 — READ_VERIFY command

Preamble Delimiter COMMAND ID ADDRESS CRC
8DITS 64 DITS 8HITS 16 DITS
Table 56 — READ_VERIFY response
Preamble BYTE_DATA CRC
8 bits 16 bits
6.3.6.2.5.4 READ _VERIFY4BYTE

Command code = ‘1D’

On recejving the READ_VERIFY4BYTE command, the tag shall compare‘the sent ID with its UID. In t
case thaf the ID is equal to the UID and the WRITE_OK flag is set, the tag'shall from any state move to t
DATA_EKCHANGE state, read the 4-byte memory content beginningat the specified address and senfd

back its content in the response.

In the case that ID is not equal to UID, WRITE_OK s not set, or any other error the tag shall not send a repl

The addfess is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 57 — READ _VERIFY4BYTE command

o~

Preamble Delimiter COMMAND ID ADDRESS CRC-16
64 bits 8 bits 16 bits
Table 58— READ_VERIFY4BYTE response
Preamble 4BYTE_DATA CRC-16
32 bits 16 bits
6.3.6.2.5.5 WRITE

Command code £ 0D’

On recejving the WRITE command, the tag shall compare the sent ID with its UID. In the case that t
ID is eqhidl+to the UID the tag shall from any state move to the DATA EXCHANGE state, read the loc
informatior ' '
case that the memory is locked it shall send back the ERROR response In the case that the memory
is unlocked, it shall send back the ACKNOWLEDGE and program the data into the specified memory
address. Further, the tag makes the byte of ADDRESS lockable.

In all other cases the tag will not send any reply.
In the case that the write access was successful, the tag shall set the WRITE_OK bit. Otherwise it shall reset it.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).

38 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=32ed13be2f02509b4c7347ab4e21056c

ISO/IEC 18000-4:2

Table 59 — Write command

015(E)

Preamble | Delimiter | COMMAND ID ADDRESS BYTE_DATA CRC
8 bits 64 bits 8 bits 8 bits 16 bits
Table 60 — WRITE response in the case of unlocked memory
Preamble ACKNOWLEDGE CRC
8 bits 16 bits
Table 61 — WRITE response in the case of locked memory
Preamble ERROR CRC
8 bits 16 bits
q.3.6.2.5.6 WRITE4BYTE
(Jommand code = ‘1B’
nreceiving the WRITE4BYTE command, the tag shall compare the sent ID with its UID. In the ¢ase that

he ID is equal to the UID, the tag shall from any state move to the PATA_EXCHANGE state, read
nformation for the 4 bytes on the specified memory contentbeginning at the specified addres
se that one of the bytes specified by the BYTE_MASK is lecked, it shall send back the ERROR r

o= =t

he specified memory.

]

h all other cases the tag will not send any reply.

xecuting WRITE4BYTE a tags shall only write those bytes that are selected by the BYTE_MAS
heans that write could be done to 1 to 4 bytes (using the mask bits in the BYTE_MASK field).

=

BYTE_MASK of the command

ADDRESS bit of BYTE_MASK to select whether byte should be written
[ADDR+0] B7

[ADDR+1] B6

[ADDR+2] B5

[ADDR+3] B4

h the casethat the write access was successful, the tag shall set the WRITE_OK bit. Otherwise it sha

hust be on a 4-byte page boundary.

the lock
s. In the
bsponse.

h the case that all bytes are unlocked, it shall send back:the ACKNOWLEDGE and program the dlata into

K, which

| resetit.

he addressis numbered from ‘00’ to ‘FF’ (0 to 255). The starting address for the WRITE4BYTE command

Table 62 — WRITE4BYTE command

Preamble | Delimiter | COMMAND ID ADDRESS BYTE_MASK 4BYTEDATA CRC
8 bits 64 bits 8 bits 8 bits 32 bits 16 bits
Table 63 — WRITE4BYTE response in the case of unlocked memory
Preamble ACKNOWLEDGE CRC
8 bits 16 bits
© ISO/IEC 2015 - All rights reserved 39


https://standardsiso.com/api/?name=32ed13be2f02509b4c7347ab4e21056c

ISO/IEC 18000-4:2015(E)

Table 64 — WRITE4BYTE response in the case that of locked memory

Preamble ERROR CRC
8 bits 16 bits

6.3.6.2.5.7 LOCK

Command code = ‘OF’

O 2 LOCIL pa | 4 losal 2 2 41 DATA L VOILIAMNOL ot 1 11 s ARAARY
n rece Viilg d LUUIKN CUIIIIAHIU, d tdg WIHLIT IS 1IN LT UATA_LAGUIHITAINUL StdlT SIIdIT TTAU IS UlTD dll

comparg¢ it with the ID sent by the interrogator. In the case that the UID is equal to ID, the ADDRESS)
within the valid address range and the byte at ADDRESS is marked lockable, then the tag shall seddybac
the ACKNOWLEDGE and program the lock bit of the specified memory address.

AN

In all other cases the tag shall not send a reply.
In the cape that the write access was successful, the tag shall set the WRITE_OK bit. Otherwise it shall reset if.

The addfess is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 65 — LOCK command

Preamble Delimiter COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits

Table 66 — LOCK response in the casethat locking was
possible and performed

Preamble ACKNOWLEDGE CRC
8 bits 16 bits

6.3.6.2.5.8 QUERY_LOCK

Command code = ‘11’

On recefving a QUERY_LOCK command, a tag shall read its UID and compare it with the ID sent by thie
interrogator. In the case that the'UID is equal to ID, the ADDRESS is within the valid address range, thep
the tag shall move into the DATA . EXCHANGE state. Further, the tag shall read the lock bit for the memorly
byte at ADDRESS. In the caSejthat this memory is not locked, then it shall response ACKNOWLEDGE_OK
if WRITE_OK is set and AGKNOWLEDGE_NOK if WRITE_OK is cleared. In the case that this memory is
locked, then it shall respond ERROR_OK if WRITE_OK is set and ERROR_NOK if WRITE_OK is clearedl.
Further)|the tag shall'mark the byte of ADDESS lockable unless it is already locked.

In all other casessthe tag shall not send a reply.

The addfess is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 67 — QUERY_LOCK command

Preamble Delimiter COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits

Table 68 — QUERY_LOCK response if memory address is not locked
and WRITE_OK is set

Preamble ACKNOWLEDGE_OK CRC
8 bits 16 bits
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Table 69 — QUERY_LOCK response if memory address is not locked
and WRITE_OK is cleared

Preamble ACKNOWLEDGE_NOK CRC
8 bits 16 bits

Table 70 — QUERY_LOCK response if memory address is locked
and WRITE_OK is set

Preamble ERROR_OK CRC
8 bits 16 bits

Table 71 — QUERY_LOCK response if memory address is locked
and WRITE_OK is cleared

Preamble ERROR_NOK CRC
8 bits 16 bits

4.3.6.2.5.9 WRITE_MULTIPLE

ommand code = ‘OE’

= O

Vrite Multiple commands are used to write to and to verifyxmultiple tags in parallel.

n receiving the WRITE_MULTIPLE command, a tag which is in the ID state or the DATA_EXCHANGE
tate shall read the lock information for the byte en“the specified memory content beginning at the
pecified address. In the case that the memory isJocked, it shall do nothing. In the case that unlocked, it
hall program the data into the specified mematy.

. _n n o

—

he tag shall not any response.

Y

n the case that the write access was suc¢essful, the tag shall set the WRITE_OK bit. Otherwise it shall reset it.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 72 — WRITE_MULTIPLE command

Preamble Delimiter COMMAND ADDRESS BYTE_DATA CRC
8 bits 8 bits 8 bits 16 pits

4.3.6.2.5.10 ‘WRITE4BYTE_MULTIPLE

Jommand eode = ‘1C’

Write.Multiple commands are used to write to and to verify multiple tags in parallel.

On receiving the WRITE4BYTE_MULTIPLE command, a tag which is in the ID state or the DATA_
EXCHANGE state shall read the lock information for the 4 bytes on the specified memory content
beginning at the specified address. In the case that one of byte of the 4-byte block is locked, it shall do
nothing. In the case that all bytes are unlocked, it shall program the data into the specified memory.

The tag shall not any response.

Executing WRITE4BYTE a tags shall only write those bytes that are selected by the BYTE_MASK, which
means that write could be done to 1 to 4 bytes (using the mask bits in the BYTE_MASK field).

BYTE_MASK of the command WRITE4BYTE_MULTIPLE.
ADDRESS bit of BYTE_MASK to select whether byte should be written
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[ADDR+0] B7
[ADDR+1] B6
[ADDR+2] B5
[ADDR+3] B4
In the case that the write access was successful, the tag shall set the WRITE_OK bit. Otherwise it shall reset it.

The addressisnumbered from ‘00’ to ‘EE’ (ﬂ to 7';';) The starting addressforthe WRITEABYTE comman
must be|on a 4-byte page boundary.

Table 73 — WRITE4BYTE_MULTIPLE command

Preanjble Delimiter COMMAND ADDRESS BYTE_MASK 4BYTEDATA CRC
8 bits 8 bits 8 bits 32 bits 16 bits

6.3.6.2.6 Response description (Binary Tree Protocol Type)

6.3.6.2.6.1 ACKNOWLEDGE
ACKNOWLEDGE indicates a successful acceptance of the WRITE or LOCK.

6.3.6.2.6.2 ERROR

ERROR jndicates an error in the WRITE. E.g. a write to locked memory area.

6.3.6.2.6.3 ACKNOWLEDGE_OK

ACKNOWLEDGE_OK is the response to a QUERY_LOCK and indicates an unlocked memory byte and
successful preceding write command.

6.3.6.2.6.4 ACKNOWLEDGE_NOK

ACKNOWLEDGE_NOK is the responseito a QUERY_LOCK and indicates an unlocked memory byte and a
unsuccepsful preceding write command.

—

6.3.6.2.6.5 ERROR_OK

—

ERROR _|OK is the respgonse to a QUERY_LOCK and indicates a locked memory byte and a successft
preceding write conirand.

6.3.6.2.6.6 ERROR_NOK

ERROR_[NOKis the response to a QUERY_LOCK and indicates as locked memory byte and an unsuccessfyl
preceding write command.

6.3.6.2.6.7 WORD_DATA
WORD_DATA is 8 bytes returned in response to a READ, or DATA_READ command.

6.3.6.2.6.8 ID
ID is 8 bytes returned in response to a GROUP_SELECT, GROUP_UNSELECT, FAIL, SUCCESS or RESEND,
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6.3.6.2.6.9 BYTE_DATA

BYTE_DATA is 1 byte returned in response to the READ_VERIFY command.

6.3.6.2.6.10 4BYTEDATA

4BYTEDATA are 4 bytes used as argument for commands WRITE4BYTE, WRITE4BYTE_MULTIPLE and
READ_VERIFY4BYTE.

T
(
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here are two types of transmission errors: modulation coding errors (detectable per bit) and CR
Hetectable per command). Both errors cause any command to be aborted. The tag shall not re

or all CRC errors, the tag returns to the ready state.

or all coding errors, the tag returns to the READY state if a valid start delimiter had been d
therwise it maintains its current state.

' MODE 2: Long range high data rate RFID system

.1 MODE 2: General

his clause describes a RFID system, offering a gross data rate up to 384 kbit/s at the air intg
se of Read/Write (R/W) tag. In case of Read Only (RyO) tag the data rate is 76,8 kbit/s. By

Cerrors
pond.

etected.

brface in
using of

attery powered tags such a system is well designed forlong-range RFID applications. This air interface

escription does not explicit claim for battery assistdnce in the tag.

.2 Modulation and coding

eneral: To avoid transmissions errors in‘case of data word 0 (data bits 0 have also CRC bits 0) on the air

hterface every transmitted data wordfrom the interrogator shall be multiplied byte by byte wit
his operation is done by a simple-XOR. To minimise the hardware in the tag and to get the orig
ut of the tag the same operation shall also be used in the interrogator after receiving data fron

Table 74 — Multiplication word

Multiplication word (8 bits)
B7 B6 B5 B4 B3 B2 B1 BO
1 0 1 1 1 0 0 1

OTE Attag manufacturing every data stored in the tag shall be pre-processed by that operation (th

also for R/0-tags).

-

h BOhex.
nal data
h a tag.

is applies

.2.1 Forward link (only for R/W-tag)

The forward link modulation and coding format can be seen in Figure 13. Two carriers, a CW carrier
and a GMSK modulated carrier shall be transmitted at the same time to the tag. This minimises the
hardware on the tag, because the local oscillator for the down converter on the tag is generated in the
interrogator.
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Figure 13 — Forward link modulation and coding

Return link for notification (for both types of the tag)

pulse shaping 3
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rn link modulation and coding format during the notification can be seen in Figure 14.

fR/0-tag an OOK modulation instead of BPSK modulation may also be used. Even in case of 00
e pre-processing like inverting, sub carrier modulation and differential encoding shall be appliec

hackscatterad
modulated
carrier

Diffemntial encoded bits

7.2.3 Return link for communication (only for R/W-tag)

Figure 14 — Return link modulation and coding during notification

The return link modulation and coding format during the communication can be seen in Figure 15.

44
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Figure 15 — Return link modulation and coding during communication

1.3 General system description

The system shall consist of an interrogator and at least one of 3 types of tags:

- A R/W-tag having read capability from andwrite capability to the tag.

— A R/O-tag behaving the same as a R/W-tag but only read capability from the tag.

- A special version of the R/0-tag with a short notification channel N-CH being useful in high-speed
applications.

Nlixed operation with different types of tags at the same time shall be possible. The interrogafor shall
dperate at least with normalR/0-tags.

To be able to operate-all-tag types a TTF concept shall be used. Therefore all tags shall badkscatter
d fixed sequence (notification sequence) starting with synchronisation information and the fag data
(Including UserTagID; MfrTagID and MemoryID) to establish a communication. Depending on the¢ content
df the synchrorisdtion information the interrogator shall evaluate the tag type. The total length of the
sequence may<e fixed or is depending on the MemoryID.

The repetition time may be set over the air interface individually according to application parjameters
like tagrspeed, tag identification rate or total amount of tags in the field of the interrogator. Anticollision

For the forward link of R/W tags two carriers are necessary, one modulated by GMSK (BT=0,5), the other
carrier is CW. For the return link, the tag uses backscatter modulation of the communication carrier.
Thus, the system uses two carriers of constant frequency difference. In case of R/0-tag there is only one
carrier necessary. However, while the difference remains fixed, the two carriers may hop in the allowed
frequency band during the communication takes place to reduce the impact of in-band interference
on system performance. The hopping is governed by power measurements in free frequency channels
between communication periods, and may also be used to conform to regulatory requirements.

Both the interrogator and the tag operate during small time intervals only when idle, the former to
avoid interference for neighbouring RFID systems, and the latter to reduce power consumption. In
these short overlapping wake-up periods, the interrogator listens if a tag modulates the transmitted
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reference carrier with a notification sequence. If this is the case, the interrogator initiates the notification
procedure by synchronising to the individual tag’s signal. After the notification procedure is completed,
and the interrogator accepts the tag, the system enters the communication mode to perform exchange
of data. To do so, and to enable or sustain communication with additional tags in the identification field,
the interrogator is forced to synchronise to an arriving tag before the end of the notification mode. After
completing the notification the interrogator turns back to the communication mode and continuous the
existing transmission between the interrogator and tags. This allows the interrogator to organise all
R/W-tags in the field in a time frame structure for subsequent service. All tag information from a R/0O-tag
shall be completely read out during the notification process. No additional communication is necessary.
Generalk BRI TR ) PN i e

Division|
interrog
on time
frames,
is fixed
betweer

7.4 Frname structure

7.4.1

The Prof

Multiplexing (TDD/TDM). The interrogator time multiplexes communications betweenva
ator and several tags (TDM). The information exchange between interrogator and tag isbase
division multiplexing (TDD). Hence, data transmission is performed in time slots. Up,tol64 su
pach consisting of 14 time slots, are combined to a frame. The number of sub frames actually use
ht system installation, but may be changed on maintenance occasions. During communicatio
tag and interrogator, a sub frame is assigned permanently and exclusively to atag.

> = O =

Hierarchical structure

ocol is frame-based. Each frame contains 1 to 64 sub frames and‘e€ach sub frame contains 14 slot

v

(see Fi

[=]

re 16). Each slot can be used for transmitting either 200 bitS.at a data rate of 384 kbit/s, or 4

bits at a data rate of 76,8 kbit/s. The length of a sub frame is consequently (1/384 kHz)*200*14 = 7,29 m$

The length of a frame is SW-configurable and ranges from‘one sub frame (approx. 7,3 ms) to 64 su
frames (approx. 466,6 ms). This configuration is made by.installation. It is possible to reconfigure thi
structuile, but a dynamical reconfiguration during the operation is not possible. In the case of a forwar
link, there is no guard time between the slots. In the;ease of a return link, protection bits are inserte
betweer) the slots. The number of protection bits depends on the physical channel type.

20w T

The copmunication between interrogator and tag is based on Time Division Duplexing/Timfe

Division|
interrog
division
tag. Itis

The san
notificat
as it tak
original

Multiplexing (TDD/TDM). The intérrogator time-multiplexes the communication between ap
ator and several tags. The information exchange between interrogator and tag is based on timje
multiplexing. While the communication is going on, a sub frame is assigned permanently to
not possible to assign a subframe to more than one tag.

le frame structure is_being used for communication and spectrum check channels. For jp
ion channel, the frame structure is adapted to that of the service requesting tag, for as lo
bs until the notification channel is terminated. Once the notification channel is terminated, tEE
frame structuseof the interrogator shall be re-established.

Tirame =({1 - 64)*Tsubframe

v

E

Sybame 0 | 5 | susframen | Frame
~ Isumrar;:fl:sh:_________ —
| sioto | $ _ Slot 13 | Subframe
._,_——————___________T;at:nm&qmz}*zou=52ﬂ.3us J
| 200 Bit with 384 kbps or 40 Bit with 76.8 kbps | Slot
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Figure 16 — Frame structure
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7.4.2 Logical channels

Definition: Logical channels are the assignments between sub frames and the tasks to be performed and
are controlled by the interrogator. There are three main groups of logical channels:

— Notification channel (N-CH)
— Communication channel (C-CH)

— Spectrum check channel (SC-CH).

ogical channels contain physical channels, which are explained in the following clauses. Itis|possible
b chain logical channels, enabling the transmission of a super ordinate access to several fijames at
nce (e.g.: write 2kBytes). Such a chain shall always start with a notification channel-and enf with a
ommunication channel (in the case of R/W-tag). The last logical channel has to_ tranhsmit ah End of
ommunication (EOC) signal on the physical level.

OO0 O o —

et

h case of R/0-tag the whole information transmission from tag to interrogatoy’shall take plage in the
otification channel. There is no communication channel to be built up. A spectrum check charnnel may
r may not be used.

o =

71.4.2.1 Notification channel (for both types of tags): N-CH

unction: On the notification channel, a new tag is inserted into the interrogator slot structurejto carry
ut the bi-directional communication if it is a R/W-tag (se€ Figure 17), or all the information|shall be
ead out from the tag if it is a R/O-tag (see Figure 18 and Figure 19). The notification chanpel shall
e started at least in slot0 if a tag slot structure is detected. If neither communication nor spectrum
heck channel are used the notification channel can-bé started in every slot. The notification channel is
erminated when the tag reads the first commandincase of R/W-tag, or after all information isjread out
Fom an R/O-tag. The first command is transmitted in the sub frame assigned to and reservedl for the
ommunication channel.

Q o o4 O Ny

o~

otification shall be cancelled if:
+ Theretrieved TaglD is black listed’(e.g. the interrogator does not want to communicate with|the tag).

4 The retrieved TagID contains errors (non-correctable CRC errors). The information on the logical
confirmation channel centains errors (non-correctable CRC errors)

+ The first command ‘is not read and interpreted correctly by an R/W-tag (non-correctgble CRC
errors). In that ease'the interrogator does not get a response from this tag.

1+ All the subframes are fully assigned (no command shall be transmitted).

4.2.2 ommunication channel (only for R/W-tag): C-CH

Hunction: The communication channel is the medium where the read and write access operations
hetween interrogator and tag are carried out (see Figure 20). Once the connection is set up, |t is also

occihlo ta auervtho TaaglD Thic channol challho ctartoad aftortaagraadcthe firct cammand an Sha]l be
pPessibleto guerythe TaglD This channel shall be started aftertagreadsthe first commandan

terminated when interrogator sets the EOC (End of Communication) signal.

7.4.2.3 Spectrum check channel: SC-CH

Function: The spectrum check channel shall be used for searching free frequency channels (see Figure 19
and Figure 20). This channel may be activated if no notification or communication channelis being operated.

7.4.2.4 Priorities between the various logical channels

a) The first command is transmitted on the communication channel (same as termination of a
notification)
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Table 75 — Priorities when the first command is
transmitted on the communication channels

Channel Priority
Notification 2
Communication 1
Spectrum Check 3

This implies that a started notification shall be terminated before a new one can be started

b) The|first command is not transmitted on the communication channel

Table 76 — Priorities when the first command is
not transmitted on the communication channels

Channel Priority
Notification 1
Communication 2
Spectrum Check 3

This mepns that a notification shall interrupt the processing of the other two channels, unless it is thie

first command that is being transmitted on the communication chatinel (see a) above). In that case, ap

ARQ shdll be initiated for the interrupted communication chann€l. Spectrum checks can be carried oyt
only in dn empty sub frame.
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7.4.2.5 Frame structure for the notification channel in case of an R/W-tag
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Figure 17 — Frame structure of the notification channel in case of an R/W-tag
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7.4.2.6 Frame structure for the notification channel in case of an R/0-tag
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Figure 18 — Frame structure of the notification channel in case of an R/0-tag
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7.4.2.7 Frame structure for the notification channel in case of an R/0-tag for high speed

applications
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Figure 19 — Frame structure of the notification channel in case of an R/0-tag for high speed

applications
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7.4.3 Physical channels

Definition: Physical channels are the assignments between slots and modulation and coding procedures.
As mentioned before the logical channels can contain physical channels. Table 77 shows the structure of
the logical and the physical channels.

Table 77 — Logical and physical channels

Logical channel
groups

Logical channel

Physical channel

Function

INotification chan-
mel
IN-CH

Tag Slot identification chan-
nel:
S-CH (return link)

Tag Slot identification chan-
nel:
S-CH (return link)

Tag sends in this.channel syn-
chronisation\informatjon that
could beread by interfogator
during.search slot (e.g| slot0).

TagID read channel:
MID-CH (return link)

TagID read channel part 1:
MID1-CH (return link)

This\channel is used tq trans-
it the first part of the¢ 32-bit
TaglD.

TagID read channel papt 2:
MID2-CH (return link)

This channel is used tq trans-
mit the second part of the
32-bit TagID.

TagID read chanfel part 1:
MID3-CH (return link)

This channel is used tq trans-
mit the first part of th¢ 32-bit
TaglD.

TagID read channel part 2:
MID4<CH (return link)

This channel is used tq trans-
mit the second part of the
32-bit TagID.

TagData read channel:
MIN-CH (return link)

TagData read channel:
MIN1-CH (return link)

This channel is used tq trans-
mit the first part of th¢ 32-bit
tag data.

TagData read channel:
MIN2-CH (return link)

This channel is used tq trans-
mit the second part of the
32-bit tag data.

TagData read channel:
MIN3-CH (return link)

This channel is used tq trans-
mit the first part of th¢ second
32-bit tag data.

TagData read channel:
MIN4-CH (return link)

This channel is used tq trans-
mit the second part of the
second 32-bit tag data

Interrogator-ID read chan-
nel:
SID-CH (forward link)

Interrogator-ID read chan-
nel:
SID-CH (forward link)

This channel is used tq trans-
mit the 10 bit long intdrroga-
tor-ID and a 15-bit coulnter

value to the tag.

Reserved Function Forward

Reserved Function Forward

link channel:
RFD-CH (forward link)

link channel:
RFD-CH (forward link)

T'PQPT'VPd fnr prnprietalry
future use.

Reserved Function Return
link channel:
RFU-CH (return link)

Reserved Function Return
link channel:
RFU-CH (return link)

reserved for proprietary
future use.

Interrogator Training
Sequence Type 1 channel:
TS1-CH (return link)

This channel is used only for
ease the implementation of the
hardware.
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Table 77 (continued)
Logical channel Logical channel Physical channel Function
groups
Command Slot channel: Command Slot channel: This channel is used to trans-
CS-CH (forward link) CS-CH (forward link) mit following commands from
the interrogator to the tag:
— write
— long read
— short read
— init
— wait
— EOC
Read More than 84 Byte Read channel: R-CH (return |On this channel, up to 108
channel: RM-CH (return link) |link) bytes can be transmitted in a
singleSub’frame from tag to
interregator
Commuipication  |Read Less or equal than 84 |Read channel: R-CH (return |Onthis channel, a maximum of
channel byte Channel: RL-CH (return (link) 84 bytes can be transmitted iy
C-CH link) a single sub frame from tag to
interrogator.
Write channel: Write channel: On this channel, a maximum
W-CH (forward link) W-CH (forward link) of 144 bytes can be transmit-

ted in a single sub frame from
interrogator to tag

Confirm Write channel: ConfirmWrite channel: Signals whether the transmis-|
CW-CH (return link) CW-CH(return link) sion of data from interrogator
to tagin a given sub frame was
free of errors or not.

Interrogator Training This channel is used only for
Sequence Type 2 channel: ease the implementation of th¢
TS2-CH (return link) hardware.
Command Slot Training This channel is used only for
Sequence: TS3-CH (forward |ease the implementation of th¢
link) hardware.
Spectruin check  |Spectrum.elieck channel Spectrum check channel The interrogator uses this
channel SC-CH SC-CH SC-CH channel to measure the

RSSI values in the allowed
frequency band within the
allowed channels.

With regatrd to slot assignment, the bits are assigned as follows: MSB to LSB: from left to right. MSB is
transmitted first, then LSB.

7.4.3.1 Tag Slot identification channel: S-CH (return link)

Function: During a slot identification channel (at minimum in slot0 of the interrogator), an interrogator
shall read the synchronisation information of a new tag (if there is a new tag in the field). The S-CH
is structured in such a way that the information required for synchronisation (time offset and time
counters) is present twice in one slot. For each S-CH there are two blocks which each take half a slot long.
The two blocks differ only by one increment of the time counter (the first block corresponds to the lower
value). This ensures that this information shall be available for evaluation for any time position between
tag and interrogator slot structure. For R/W-tags and for standard R/0O-tags the time counter runs from
1 to 30, which means that 15 S-CH are sent consecutively on the N-CH. This ensures that the information
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required for synchronisation shall be available in two subsequent slots0. In case of R/O-tags for high
speed applications the counter values of the two subsequent half slots are 31 followed by 0. For this
type of applications the S-CH is not fixed to slot0. For a graphical representation, refer to Figure 21.
Additionally the correlator word is the same sequence for an R/W-tag and for R/0-tags but inverted.
Due to that fact the interrogator shall decide during the S-CH which type of tag starts communication.

| it

|
)y

Figure 21 — S-CH position with regard to slot0

~

ata transmission: return link with 76,8 kbit/s

Table 78 — Sub frame assignment for S-CH in ease of standard applications

j A mn—‘*_'__,-"'l.__ contern | M\ counterned |__..""I‘__[:II.I'TEI"|:HE’E Tals
= Nt possie =ycron Eaton

Imtermegator

SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13
Table 79 — Sub frame assignment for S-CH in-case of R/O applications or if no communjcation
or spectrum check channel is established
SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13

Slot assignment for R/W-tag:
Ihverted time-reversed Barker sequence with a length of 13, which already contains the subsequence
(101 (B19...B16) for clock recovery. A parity bit is added after the 5 bit time counters.
Table 80 — Slot assignment for S-CH in case of R/W-tag
Correlator
Time counters | Parity| Tail
Clock recovery
B19 | B18~| B17 | B16 | B15 | B14 | B13 | B12 | B11 | B10 | B9 | B8 | B7 B6...B2 B1 BO
0 1 0 1 0 0 1 1 0 0 0 0 0 0
B6...B2: Time counters from 1 to 30.
Slot assignment for R/O-tag:
Time-reversed Barker sequence with a length of 13, which already contains the subsequence 0101 for
clock recovery (B18...B15). A parity bit is added after the 5 bit time counters.
55
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Table 81 — Slot assignment for S-CH in case of R/0-tag

Correlator
Time counters |Parity Tail
Clock recovery
B19 | B18 | B17 | B16 | B15 | B14 | B13 | B12 | B11 | B10 | B9 | B8 | B7 B6...B2 B1 BO
1 0 1 0 1 1 0 0 1 1 1 1 1 0

B6...B2: Time counters from 1 to 30 for standard R/0O-tags, 31,0 for R/O-tags for high-speed applications.

Channel
B1: supp

Decodiny
minimu
In the s
correlat
bits dep|
correlat

field (in

Positio

h of half slot ]

coding: Not applicable

lements B6...B2 to achieve even number parity (identical for both tag types).

J: by means of a correlator. The correlation is executed in two steps to keep false-alarms to
m. In the first step, only the bits in the correlator word (B19...B7) are included in thecorrelatio
econd step, the remaining known bits in an interrogator slot (e.g. slot0) are-included in t

on, too. S-CH is half as long as slot0, therefore there are still known bits. The number of know
ends on where the correlation peak was found in the first step. This implies that the secon
on word has to be established dynamically, according to the Table 82In the table only thie
values f¢r the R/W-tag can be seen. The values for an R/O-tag are just simplelinverted in the correlatio
the field of the time reversed Barker sequence).

Table 82 — Second level correlation.scheme
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Dark Grey: Clock recovery
Boxed white: Bits with uncertainty

Light Grey: Correlator bits
Dashed boxed: Position of the correlation peak

P: Parity
#N: Time counters

T: Tail

7.4.3.2 TaglID read channel: MIDx-CH (return link, for both tag types)

Function: This channel is used to transmit the 32-bit ID31, ....,,IDg in two subsequent slots.

Data transmission: return link with 76,8 kbit/s
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Sub frame assignment: not relevant, since MIDx-CH is a part of the notification channel. The position in

the sub frame is not synchronous with the interrogator frame structure.

Slot assignment: A time reversed Barker sequence with alength of 11 is used for clock and word recovery.

Table 83 — Slot assignment for MID1 (for both types of tags) /MID3 (only for R/0-tags)

Word synch.
27 bit TagID Tail
Clock recovery
B39 | B38 | B37 | B36 | B35 | B34 | B33 | B32 | B31 | B30 | B29 B28...B2 B1...B0
0 1 0 0 1 0 0 0 1 1 1 First part of TagID ID3y, .... IDg 0

Table 84 — Slot assignment for MID2 (for both types of tags) /MID4 (onlyfer R/0-tags)

Word synch.

CRCover 32

o0

eginning with the MSB ID31. Generator polynomial:

g(x)=x22+x17+xl3+x9+x4+1

—

he Channel Coding algorithm is as follows:
Hor Encoding:

— Initialize the CRC accumudator to all zeros 0....0h

T Divide in GF(2) the polynomial

ID3;x°3 +1D30x°% + (41D yx*2

by the generater polynomial

X22+X17+X13+X9+X4+1,

ohtain as remainder the polynomial

CRC. 21,  rpc 0
ot o

5 bit TagID . Tail
Clock recovery bits
B39 | B38 | B37 | B36 | B35 | B34 | B33 | B32 | B31 | B30 | B29 B28...B24 B23..B2 31...BO
0 1 0 0 1 0 0 0 1 1 1 ID4, ,~51Dgo CRC31,..,CRCo 0
Hor a description of the memory mapping of the TagID refer to Aanex C.
(hannel coding: A shortened Fire code is used for TagID channel coding (54,32). After generation, the

oded 54 bits (ID31, ..., IDg, CRC31, ..., CRCp) are transmiitted in slots MID1/MID3 and MI2/MID4

— Attach the CRC bits (CRC3y, ..., CRCp) to the end of the TagID bits (ID31, ...., IDg) and transmit the 54

codebits (ID31, ....,, IDg, CRC2y, ..., CRCo) MSB first
For Decoding:

— Divide the code polynomial

ID3,x>3 +...+1Dgx %2 + CRCHyx2! +...+ CRCx°
pre-multiplied with a certain factor (to account for the shortened code)
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by the generator polynomial

x22 4 x17 +X13+X9+X4+1,

and use the remainder polynomial for error correction and error detection

7.4.3.3 TagData read channel: MINx-CH (return link, only for R/0O-tag)

Function: This channel is used to transmit 64bits tag data in four subsequent slots. This can be done by
sendingftwo pairs of two consecutive slots.

Data transmission: return link with 76,8 kbit/s

-

Sub frame assignment: not relevant, since MINx-CH is a part of the notification channel. The position i
the sub frame is not synchronous with the interrogator frame structure.

Slot assignment: A time reversed Barker sequence with alength of 11 is used for clock and word recovery.

Table 85 — Slot assignment for MIN1/MIN3

Word synch.
27'bittag data Tail
Clock recovery
B39 | B8 | B37 | B36 | B35 | B34 | B33 | B32 | B31 | B30 | B29 B28...B2 B1...BO
0 | 0 0 1 0 0 0 1 1 1 First part of TagData 0
D34, .... Dg

Table 86 — Slot assignment for MIN2/MIN4

Word synch.
y 5 bit tag data CRC over 32 Tail
Clock recovery bits
B39 | B8 | B37 | B36 | B35 | B34 | B33 | B32B31 | B30 | B29 B28...B24 B23..B2 B1...BO
0 | 0 0 1 0 0 0 1 1 1 Dg, ..., Do CRC21,...,CRCq 0

TagDatd bits: DATA63...DATAO

Note: THis bits can be used to extend the UserTaglID, or to store application related data in the tag.

[72)

Channellcoding: For each pait/of two consecutive slots transporting 32 data bits, a shortened Fire code i
used for|tag data channelcoding (54,32). After generation, the coded 54 bits (D3y, ...., Dg, CRC21, ..., CRC{
are tranpmitted in slgtsMIN1/MIN3 and MIN2/MIN4 beginning with the MSB D31. Generator polynomial:

S

g(x =x2? 2 x B k% i xt 11

The Chaphel Coding algorithm is as follows:

For Encoding:
— Initialize the CRC accumulator to all zeros 0.....0h
— Divide in GF(2) the polynomial

2 2

D31X53 +D30X5 +.+D0X2

by the generator polynomial

X22+X17+X13+X9+X4+1,
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obtain as remainder the polynomial

CRC, x4, +CRCyx°

— Attach the CRC bits (CRC21, ..., CRCp) to the end of the databits (D31, ..., Dg) and transmi
codebits (D3y, ..., Dg, CRC2y, ..., CRCo) MSB first

For Decoding:

Passicdail | 1 . |
DUIVIUT UIT CUUT PULYy TTUITIAT

D3;x°2 +...+Dgx?% +CRCy x2 +...+ CRCx°

pre-multiplied with a certain factor (to account for the shortened code)

by the generator polynomial

x22+x17+x13+x9+x4+1,

and use the remainder polynomial for error correction and error/detection

71-4.3.4 Interrogator-ID read channel: SID-CH (forward link, only for R/W-tag)

unction: This channel is used to transmit the 10 bit leng interrogator-ID and a 15-bit count
b the tag. The counter value enables communicationit shows where the tag has to expect
ommand on the communication channel.

Q ot 9y

ata transmission: forward link with 384kbit/s

[
Sub frame assignment: not relevant, since SID-CH is a part of the notification channel. The positi
sfub frame is not synchronous with the idtérrogator frame structure.

lot assignment: Only the first 112 bits-out of 200 are assigned. The remaining 88 bits are not eval
he tag. For word synchronisation,.a sequence (TSC1) with a length of 16 is used. The default cd
hreshold for word synchronisation is 13 (the value must exceed 13: two bit errors maximum).

=+ =+ A~

Table 87 — Slot assignment for SID-CH part1

015(E)

t the 54

er value
the first
bn in the

uated by
rrelator

Level'detector (20 bits) Wake-up and clock recovery (36 bits)

B199 | B198 | B197- B196 | ... |B182|B181 |B180 |B179 | B178 | B177 | B176 | ... | B146 | B14p | B144
0 1 0 1 1 0 1 0 1 0 1 1 0 1
Table 88 — Slot assignment for SID-CH part2
Word synch.: 16 bit sequence TSC1 (16 bits)

B143 | B142 | B141 | B140 | B139 | B138 | B137 | B136 | B135 | B134 | B133 | B132 | B131 | B130 | B129 | B128
1 0 1 1 1 0 0 0 0 1 0 0 0 1 0 0
Table 89 — Slot assignment for SID-CH part3

Inte(rlr(;) %?tt:)r-ID Counter value (15 bits) CRC over 25 bits (15 bits) Not evaluated by tag
B127..B118 B117..B103 B102...B88 B87...B0
D24, .... D15 D14, .... Dg CRC14,...,CRCq

NOTE The sequence “0 1” is repeated for B195 B183 and B175 B147
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Channel coding: A shortened Fire code is used for SID-CH channel coding (40,25). After generation, the coded
40 bits (D24, ...., Dg, CRC14, ..., CRCp) are transmitted beginning with the MSB D74. Generator polynomial:

g(x):x15+xlo+x9+x6+x+1

The Channel Coding algorithm is as follows:

For Encoding:

I s 1. 4] FalnYal ) S n 11
I nlt dlIZC UIIC UGING AUCUTITUTIATUL tU dil ZTIUS Useean Ull

— Divide in GF(2) the polynomial

8

Doy 39 +D23X3 +...+D0X15

by the generator polynomial

x15 +x10+x9+x6+x+1,

obtain as remainder the polynomial

CRC}4x™* +...+CRCx°

— Attdch the CRC bits (CRC14, ..., CRCp) to the end of the databits (D24, ..., Dg) and transmit the 40
codebits (D24, ...., Dg, CRC14, ..., CRCp) MSB first

For Dec]xding:

— Divide the code polynomial

Dyak>? .. +Dgx!® +CRCy,x ™ +...+ CRC(x°

preqmultiplied with a certain factor (t0 account for the shortened code)

by the generator polynomial

x15 10 px% 4 x0rx+1

and|use the remainder polynomial for error correction and error detection

7.4.3.5 | Reserved function forward link channel: RFD-CH (forward link, only for R/W tags)

Function: reserved for proprietary future use.

7.4.3.6 Reserved function return link channel: RFU-CH (return link, for both types of tag)

Function: reserved for proprietary future use. The functionality can be different for the two tag types.

7.4.3.7 Interrogator training sequence typel channel: TS1-CH (return link / without logical
channel)

Function: This channel is used to ease the implementation of the hardware.

Data transmission: return link with a data rate out of 200 to 400 kbit/s. An alternating series of 0 and 1
started with 0.This signal is not differentially pre-coded, with the exception of the last bit. The last bit
has to be differentially pre-coded to enable differential demodulation in the subsequent slot.

60 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=32ed13be2f02509b4c7347ab4e21056c

ISO/IEC 18000-4:2015(E)

Sub frame assignment: set up before the S-CH, MID-CH, and RFU-CH channels.

Slot assignment: Not relevant.

7.4.3.8 Comm

and slot channel: CS-CH (forward link)

Function: This channel is used to transmit the commands from the interrogator to the tag. The total
amount per slot is 200 bits, with a net data bit content of 120 bits. The remaining bits are used for clock
recovery, word synchronisation and for error protection.

Data transmission: forward link with 384 kbit/s.
Table 90 — Sub frame assignment for CS-CH in case of W-CH, RM-CH, MID-CH
SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 SI1 S12 S13
Table 91 — Sub frame assignment for CS-CH in casé of RL-CH
SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13
ot assignment: 12 bits out of 200 are used for clock recoyery. For word synchronisation, a sequence
(ITSC1) with a length of 26 is used. The default correlator threshold for word synchronisation is|24 (The
vialue must 24: two bit errors maximum). The remaining\162 bits are coded net data bits.
Table 92 — Slot assigniment for CS-CH partl
Clockrecovery (12 bits)
B199 | B198 | B197 | B196 | B195' | B194 | B193 | B192 | B191 | B190 | B189 | B188
0 1 0 1 0 1 0 1 0 1 0 1
Table93 — Slot assignment for CS-CH part2
B187...B162: Word synch (TSC1) (26 bits)
ofol1]ofof1]|@l1|1]1]o]oofol1]ofofol1]ofo]1][o]1]1]1
Table 94 — Slot assignment for CS-CH part3
Interrogator frame struc- CRC protection over bits
Command type EoC ture TaglD B161..B132
(4 bits) (1 bit) (7 bits) (18 bits) (44 bits)
B161...B158 B157 B156...B150 B149..B132 B131..B88
D29, .... D2g Dys D24, .... D1g D17, .... Do CRC43,...,CRCo
Table 95 — Slot assignment for CS-CH part4
Start CRC protection over bits
Block length Reserve address Reserve B87 .. B58 Reserve
(8 bits) (1 bit) (18 bits) (3 bits) (44 bits) (14 bits)
B87...B80 B79 B78...B61 B60...B58 B57..B14 B13..BO
Do, .... D22 D21 Do, .... D3 Dy, ....Dg CRC43,...,CRCo
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Description of fields:

Command type: refer to clauses 7.6.1 and 7.6.3.

EOC: End_Of_Communication (EOC) is signalled with one bit in the command field.

Interrogator frame structure: indicates the number of sub frames contained in a frame.

TaglD: Only the ID31...1D14 range shall be transmitted in the command slot.

Block le

gfh- indicates how many hyfpc the transmitted block contains

Start ad
shall be

Channel

generation, the coded 74 bits (Dzg, ...., Dg, CRC43, ..., CRCq) are transmitted beginning with-the MSB Dz.

Generat

g(x

The Chajnnel Coding algorithm is as follows:

For Enc

— Divide in GF(2) the polynomial

Dy

by t

44

obtgin as remainder the polynomial

CRCl3x* +...+CRCx°

— Attdch the CRC bits~(€RC43, ..., CRCp) to the end of the databits (Dyg, ..., Dg) and transmit the
74 qodebits (D29, £.)Do, CRC43, ..., CRCp) MSB first

Iress: indicates where the first byte in the transmitted block should be written or read to:"B7p
set to 0.

—

coding: A shortened Fire code (74,30) is repeatedly used for coding the CS-CH data’bits. Aftg

br polynomial (same as for R-CH):

=X44+X30+X29+X15+X+1

ding:

alize the CRC accumulator to all zeros 0....0h

(73 2 4

he generator polynomial

+x30+x29+x15+x+1

For Deching:

— Div

de the,code polynomial

Dy

(" +Dgx* + CRC4x ™ + ...+ CRCX?

pre-multiplied with a certain factor (to account for the shortened code)

by the generator polynomial

X44

+x30+x29+x15+x+1

and use the remainder polynomial for error correction and error detection
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Function: These channels are used to transmit the tag net data to interrogator. The total amount per slot
is 200 bits, with a net data bit content of 96 bits. The remaining bits are used for clock recovery, word

synchronisation and for error protection.
Data transmission: return link with 384 kbit/s.

Sub frame assignment:

Table 96 — Sub frame assignment for R-CH in case of RM-CH

SO S1 S2 S3 S4 S5 S7 S8 S9 S10 S11 S12 S13
Table 97 — Sub frame assignment for R-CH in case of RL-EH
SO S1 S2 S3 S4 S5 S7 S8 S9 S10 S11 S12 S13

= N

Table 98 — Slot assignment for R-CH part 1

lot assignment: a time reversed Barker sequence with a length of 11.is'used for clock and word rlecovery.
he remaining 189 bits are coded net data bits, split up into twoidentical parts.

Word synch.
Clock recovery

B199 B198 B197 B196 B195 B194 B193 B192 B191 B190 B189

0 1 0 0 1 0 0 0 1 1 1

Table 99— Slot assignment for R-CH part 2
. CRC over'previous . CRC over bits s
Net data bits 48 bits Net data bit B96 ... B49 Tail bit
(48 bits) (44 bits) (48 bits) (44 bits)
B188...B141 B140...B97 B96...B49 B48...B5 B34...B0
D47, ....Dg CRC43,...,CRCo D47, ....Dg CRC43,...,CRCo

(jenerator polynomial:

g(x)=x44+X30+x29+x15+x+1

(hannel coding:A shortened Fire code (92,48) is repeatedly used for coding the R-CH data bits. After
generation, the coded 92 bits (D47, ...., Dg, CRC43, ..., CRCp) are transmitted beginning with the MSB D47.

The Channel Coding algorithm is as follows:
For Encoding:

— Initialize the CRC accumulator to all zeros
— Divide in GF(2) the polynomial

by the generator polynomial
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X44+X30+X29+X15+X+1

obtain as remainder the polynomial

CRC 3x*3 +...+CRC(x°

— Attach the CRC bits (CRC43, ..., CRCp) to the end of the databits (D47, ..., Dg) and transmit the
92 codebits (D47, ...., Dg, CRC43, ..., CRCy) MSB first

For Dec¢ding:

— Divide the code polynomial

D47kt .. +Dox* +CRC43x ™ +...+ CRC(x°

pre{multiplied with a certain factor (to account for the shortened code)

by the generator polynomial

x4 +x30+x29+x15+x+1

and[use the remainder polynomial for error correction and erfor detection

7.4.3.1(0 Write channel: W-CH (forward link)

Function: This channel is used to transmit net data from'interrogator to tag. The total amount per sld
is 200 bits, with a net data bit content of 128 bits. Thewremaining bits are used for clock recovery, wor
synchropisation and for error protection.

[oParey

Data transmission: forward link with 384 kbit/s.

Table 100 — Sub frame assignment for W-CH

SO 51 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13

Slot assignment: 12 bits out.0f200 are used for clock recovery. For word synchronisation a sequende
(TSC1) with a length of 16-isused. The remaining 172 bits are coded net data bits.

Table 101 — Slot assignment for W-CH part 1

Clock recovery (12 bits)
B199 B198 B197 B196 B195 B194 B193 B192 B191 B190 B189 B188

0 4 FaY 4 0o 1 o 4
py U By U L U py

P
H
P
H

Table 102 — Slot assignment for W-CH part 2

Word synch.: 16 bit sequence TSC1
B187 | B186 | B185 | B184 | B183 | B182 | B181 | B180 | B179 | B178 | B177 | B176 | B175 | B174 | B173 | B172
1 0 1 1 1 0 0 0 0 1 0 0 0 1 0 0
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Table 103 — Slot assignment for W-CH part 3

Net data bits CRC over previous 128 bits
(128 bits) (44 bits)
B171... B44 B43...B0
D127, ....Dg CRC43,..., CRCo

Channel coding: A shortened Fire code is used for W-CH channel coding (172,128). After generation, the

oded 172 bits (D127 Dg, CRCy3 CRCq) are transmitted beginning with the MSB D127 G

enerator

golynomial (same as R-CH):

g(x)=X44+x30+x29+x15+x+1

The Channel Coding algorithm is as follows:
Hor Encoding:

— Initialize the CRC accumulator to all zeros 0....0h

- Divide in GF(2) the polynomial

170 4

by the generator polynomial

X44+X30+X29+X15+X+1

obtain as remainder the polynomial

CRC43x ™ +...+CRCx°

172 codebits (D127, ...., DopCRC43, ..., CRCo) MSB first

1

or Decoding:

— Divide the code pelynomial

D1p7x 71 44D gx M + CRC 13x 3 +.. .+ CRCx°

pre-tmultiplied with a certain factor (to account for the shortened code)

bytthe generator polynomial

4.4 2

- Attach the CRC bits (CRC43,\.., CRCp) to the end of the databits (D127, ..., Do) and tran

smit the

14 0 29 15
X T +X +XT T +HXTT+X+1

and use the remainder polynomial for error correction and error detection

7.4.3.11 Confirm write channel: CW-CH (return link)

Function: This channel signals whether the transmission of data from interrogator to tag in a given sub
frame was free of errors or not. For a transmission to be error-free, all the slots must have been received

without errors. A “not error-free” signal results in an ARQ procedure for this communication.

Data transmission: return link with 384 kbit/s.
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Table 104 — Sub frame assignment for CW-CH

SO S1 S2 S3 S4 S5 Sé6 S7 S8 S9 S10 S11 S12 S13

Slot assignment: A time reversed Barker sequence with alength of 11 is used for clock and word recovery.
In the case of W-CH, the CRCs are evaluated on a slot-by-slot basis. If all the slot CRCs are error-free (or
feature correctable errors only), the CRC_OK bit shall be set. This bit is transmitted to interrogator with
2*26 bits consecutively (sequence TSC1). If the received CRC was not 0.k., a word containing nothing but

0’ h 11 boganaratad (il o looorl, o £OXD 2 T o 2ot sataid rataizaliaata o o ol o S
S Shallpe SCTICTatCt VIt a ICTIgtiT OT - Z O T IICTIItCT T O gatoT Ut IOt CvaraatCtIrC T CTIT AT S DTCST

Table 105 — Slot assignment for CW-CH part 1

Word synch.

Clock recovery
B199 B198 B197 B196 B195 B194 B193 B192 B191 B190 B189
0 1 0 0 1 0 0 0 1 1 1

Table 106 — Slot assignment for CW-CH part2

B188...8163: CRC_OK: true (TSC1) (26 bits)
olofJilofof1]ola|1]1]ofololol1]ofod@|1]ofo]1]o|1]1]1
B188...B163: CRC_OK: false
o[ofololololofof[o]ololo|of[o]olwfolo[o[o]o]o]olo]o]o

Table 107 — Slot assignment for CW-CH part 3

B162...B137: CRC_OK: true (TSC1) (26 bits) B136...B0
olof[pfofof1]of1]1|1]o]o]o]o}o]ofol1|o|o]1]o][1]1]1 —
B162..B137:(RC_OK: false
olo[p[ofofofofolofo|o]ol[®[o]o]o]olololo|o]o]o][o]0]0

Channel|coding: none.

Decoding: by means of correlater. The default correlator threshold for CRC_OK word detection is 50 (Thie
value must exceed 50: 2 bitlerrors maximum in 52 bits).

7.4.3.12 Interrogatortraining sequence type2 channel: TS2-CH (return link / without logical
channel)

Function: This €hannel is used only for ease the implementation of the hardware.

Data transmission: return link with a data rate out of 200 to 400 kbit/s. An alternating series of 0 and [L
started Witho:

This signal is not differentially pre-coded with the exception of the last bit. The last bit has to be
differentially pre-coded to enable differential demodulation in the subsequent slot.

Sub frame assignment: always transmitted before the return link slot if no physical return link slot was
sent before the “first” return link slot. That means that this channel shall be inserted before the first
return link slot, containing ‘real’ information shall be sent.

Table 108 — Sub frame assignment for TS2-CH in case of W-CH

| so | st | s2 | s3 | s4 | s5 | s6 | s7 | s8 | s9 | sto | su1 | s12 | s13 |
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Table 108 (continued)

015(E)

Table 109 — Sub frame assignment for TS2-CH in case of RM-CH, RL-CH, MID-CH

SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13
Table 110 — Slot assignment for TS2-CH
Interrogator Training sequence (200 bits)
B199 B198 Bl BO
0 1 0 1
71.4.3.13 Command slot training sequence: TS3-CH (forward link / without logical channel)
Hunction: This channel is used only for ease the implementation of the hardware.
Data transmission: forward link with 384kbit/s. Last 30 bits are anlternating series of 2 zerps and 2
dnes started with 2 ones.
Sub frame assignment: always transmitted only before CS-GH\if CS-CH transmitted in Slot2.
Table 111 — Sub frame assignmerntfor TS3-CH in case of C-CH
SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13
Table 112- Slot assignment for TS3-CH
Cominand Slot Training Sequence (30 bits)
B199...B30 B29 B28 B27 B26 B3 B2 Bl BO
— 1 1 0 0 0 0 1 1
71-4.3.14 Spectrum chieck channel: SC-CH (return link / without carrier)
Hunction: The intérrogator uses this channel to measure the RSSI values in the allowed frequerjcy band
within the allowed channels. The stored values are used for determining free frequencies for notjification
and commuai€ation.
Data transmission: none.
Sub-frame assignment: only if there is neither communication nor notification.
Table 113 — Sub frame assignment for SC-CH
SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13
Slot assignment: Not applicable
Channel coding: None.
Decoding: Not relevant.
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7.5 Channel coding and sequences
7.5.1 Synchronisation and CRC patterns

Table 114 — Clock and word synchronisation words for the physical channels

Channel type Clock Word Description
N-CH S-CH 0101 001100000 Word incl. clock
(R/W-tag)
S-CH* 1010 110011111 Word incl. clock
(R/0-tag)
MID-CH 0100 1000111 Word incl. clo¢ck
MIN-CH 0100 1000111 Word incl~¢lock
SID-CH 010101...010101 (36 bits) 1011100001000100
TS1-CH Not relevant Not relevant
C-CH R-CH 0100 1000111 Word incl. clock
W-CH 010101010101 |1011100001000100
CW-CH 0100 1000111 Word incl. clock
TS2-CH Not relevant Not relevant
CS-CH 010101010101 00100101110000400010010111
TS3-CH Not relevant Not relevant
SC-CH Not relevant Not relevant

*  The ¢lock recovery can work also with the capital letters: 010T%the same sequence as for a R/W-tag

Table 115 — CRC parameterisation for the physical channels

Channel type n k’ Generator_polynomial Remarks
N-CH S-CH 6 5 Ewven‘parity only n’: total number of bits in a CRC block.
MID-CH 54 32 x22+x174x134+x9+x%+1  |K" total number of net bits in a CRC block.
MIN-CH 54 32 X22+x17+x13+x9+x4+1  |In case of correction only the data field shall
SID-CH 40 25 15451049 +x6+x+1 be corrected. No wrap around shall be applied|

for the correction.

C-CH TS1-CH — - —

R-CH 92 48 %44 +x304+x29+x15+x+1
W-CH 172 | 128 x44+x30+x29+x15+x+1
CW-€H 52 2 52 bit correlator
TS2-CH — — _

€S-CH 74 30 x44+x30+x29+x15+x+1
TS3-CH — — —

SC-CH — — —

7.6 Command set for the command slot channel: CS-CH (only for R/W-tag)

7.6.1 Command types

All tags with the same IC manufacturer code and same IC version number shall behave the same.
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7.6.1.1 Mandatory

Mandatory command shall be supported by all R/W-tags that claim to be compliant. Interrogators which
claim compliance for R/W-operation shall support all mandatory commands.

7.6.1.2 Optional
If the tag does not support an optional command, it shall remain silent.

Optional commands are commands that are specified within the International Standard. Interrogators
which claim compliance for R/W-operation shall be technically capable of performing all,pptional
ommands that are specified in the International Standard (although need not be set up te.desp). R/W-
hgs may or may not support optional commands. Ifan optional command is used, it shall bé implg¢mented
h the manner specified in the International Standard.

— o+

7.6.1.3 Custom

(Justom commands may be enabled by an International Standard, but they(shall not be specified in that
Ihternational Standard. A custom command shall not solely duplicate thefdnctionality of any mgndatory
dr optional command defined in the International Standard by a diffefent method.

An interrogator shall only send a custom command to a tag if the manufacturer of the tag §pecifies
sjuch a command.

=

uring the notification process the TagID is sent to thednterrogator. All custom commands|shall be
ddressed individually to therefore specific manufactured tags. This allows IC manufactpirers to
mplement custom commands without risking duplicatieh of command codes and thus misinterpfetation.

)

.6.1.4 Proprietary

law]

roprietary commands may be enabled by.an International Standard, but they shall not be specified in
hat International Standard. A proprietaty command shall not solely duplicate the functionality of any
handatory or optional command defined in the International Standard by a different method.

- ct

I€ and tag manufacturers use these commands for various purposes such as tests, progranmming of
slystem information, etc. They.are not specified in this part of ISO/IEC 18000. The IC manufactyrer may
at its option document them or not. It is allowed that these commands are disabled after IC and/or tag
manufacturing.

.6.2 Command.set
(eneral notes:

If a command cannot be decoded, and provided this is not the first command (in order to repeat a read
dttempt;the information on the interrogator frame structure is needed, and this information is gvailable
dnlywith the first correctly decoded command), the tag shall try ten more times (in the ten subsequent
mes) to decode the command. If the tag does not succeed in decoding a command, it shall return to

ccp Mmode. netag cannotdecode a Ilr ommand, Nall Teturn o tne SIEEP MOodeE ediately,
without trying to repeat the operation.

7.6.2.1 Write
Function: This command shall transmit a maximum of 144 bytes in a sub frame to the tag

NOTE This command requires only bits B161 to B14 in CS-CH to be evaluated (the command has arguments).
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7.6.2.2 Long_Read
Function: This command shall transmit more than 84 bytes in a sub frame to the interrogator.

NOTE For information on how to proceed further, refer to RM-CH. This command requires only bits B161 to
B14 in CS-CH to be evaluated (the command has arguments).

7.6.2.3 Short_Read

Function: This command shall transmit a maximum of 84 bytes in a sub frame to the interrogator.

NOTE For information on how to proceed further, refer to RL-CH. This command requires only bits B161-4
B14 in C$-CH to be evaluated (the command has arguments). The only exception is when EOC is detectedto b
active infslot2. In that case, only bits B161 to B88 need to be evaluated.

@ O

7.6.2.4 | Init

Function: This command shall transmit one byte to the tag. In the tag, this byte is written'into all RAM cell

o

==

NOTE On the protocol, Init behaves in the same way as Write. That is why the intérfegator expects a CW-C
inslot13This command requires only bits B161 to B88 in CS-CH to be evaluated (thecommand has no arguments).

7.6.2.5 | Wait

Function: This command signals to the tag that the tag has to wait for the length of one frame - fgr
a new cpmmand.

NOTE On the protocol, Wait behaves in the same way as Short_Read without a data field. This commanyd
requiresfonly bits B161 to B88 in CS-CH to be evaluated (the confmand has no arguments).

7.6.3 [Command codes

Table 116 — Command codes in slot 2

Name Type Command code EOC Function
B161...B158 B157
Wait Mandatory 0 0 0 0 X Sub frame is not filled with data. An EOC in slot12 is not

to be expected. This is a NOP command. The tag shall
decode the next command in the next frame. It shall not
be possible to terminate the communication.

Short_Reafl Mandatery 0 0 0 1 0 Sub frame filled with a maximum of 84 bytes of read
data. An EOC is to be expected in slot12. After EOC has
been received in slot12, the tag shall return to the sleep
mode. If there is no EOC in slot12, the tag shall wait for a
command to arrive in the next frame.

1 Confirmation that a Long_Read, or Wait command was
successfully transmitted in the previous frame. The tag
shall immediately return to the sleep mode. This com-
mand requires only bits B161 to B88 to be evaluated (th
command has no arguments).

Long_Read Mandatory 0 0 1 1 X Sub frame filled with read data. The communication in
this sub frame cannot be terminated.

Write Mandatory 1 1 0 0 0 Sub frame filled with write data. The communication in
this sub frame shall not be terminated. A feedback on the
validity of the data received by tag in this sub frame shall
be sent to interrogator on the CW-CH channel.

1 The communication in this sub frame shall be termi-
nated when the CRCs signal valid data for all the slots.

A feedback on the validity of the data received in this
sub frame shall be sent to interrogator on the CW-CH
channel. Once the data has been written to RAM, the tag
shall return to the sleep mode.
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Table 116 (continued)
Name Type Command code EOC Function
B161...B158 B157
Init Optional 1 1 1 1 A feedback on the validity of the data received in this sub
frame (INIT byte) shall be sent to interrogator on the
CW-CH channel. The communication cannot be termi-
nated during initialisation. During initialisation the tag
must be polled in each respective sub frame to find out
whether or not the initialisation has been terminated
Reserved for futurense  |Ontional 0 1 0 1
IIC Mfg dependent Custom 0 0 1 0
0 1 0 0
1 0 1 1
1 1 0 1
1 1 1 0
IC Mfg dependent Proprietary 0 1 1 0
0 1 1 1
1 0 0 0
1 0 0 1
Table 117 — Command codes in slot 12
Name Type Command code EOC Function
B161...B158 B157
goc Mandatory 0 0 0 1 Confirmation that a Short_Read command w4gs success-
fully transmitted in this frame. The tag shall jmmedi-
ately return to the sleep mode. This commangl requires
only bits B161 to B88 to be evaluated (the conmand has
no arguments).
EOC=0 shall not be used (invalid operation)
Reserved for future use Optional 0 1 0 1
1 0 1 0
IC Mfg dependent Custoém 0 0 0 0
0 0 1 0
0 0 1 1
0 1 0 0
1 0 1 1
1 1 0 0
1 1 0 1
1 1 1 0
1 1 1 1
IC Mfg dependent Proprietary 0 1 1 0
0 1 1 1
0 0
1 0 0 1

NOTE1 Inthe case of command decoding error, the tag shall try ten more times to decode the command. After
the eleventh unsuccessful attempt, the tag shall return to the sleep mode. The exception to this rule shall be the
“first” command. If the tag fails to decode the first command, it shall return to the sleep mode immediately.

NOTE 2  For mandatory and optional commands: in the case of ‘x’, the EOC bit shall not be evaluated.
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8 MODE 3: Active RFID ITF network

8.1 General

The mode describes the basis for a wireless network standard for devices used in the shipping and
logistics industry. It describes a standardized wireless network for freight containers (and subsequently
other shipping conveyance types; e.g. intermodal containers, trucks, rail cars, etc.) and allows the market
to determine the type(s) of devices to build and integrate using the network based on commercial
requirements and/or government concerns.

A commnjon, globally ubiquitous network architecture allows the commercial sector to create. dnd
build dgvices for the intermodal freight container (maritime and transportation) industry. With thi
known/ptandardized infrastructure, device vendors may build products that support commercia
endeavdurs secured by the fact that the product will work globally and be interoperable ameng carriers,
betweer] ports/terminals, and between nations on all continents.

— W

Autonomous devices (such as active RFID tags for example attached to containers)chassis, or othdr
equipmgnt) characterized by moving around with the object they are attached to,(will benefit from o
globally|available and consistent network. They are generally small and independent from any powdr
supply dther than power integrated into the device itself (battery, power scdvénging capability), and i

general have an expected life span of between three and five years (or more)Zl.ow power usage is critical.

8.2 Operational Requirements

This mqde describes the implementation for a wireless network protocol for devices used in thie
transportation and maritime shipping and logistics industry.lbdescribes a wireless network for freight
containgrs (and subsequently other shipping conveyance types; e.g. intermodal containers, trucks, rajl
cars, etd.) and allows the market to determine the type(s) of devices to build and integrate using thie
networl based on commercial requirements and/or ggvernment concerns.

The purjpose of the protocol is to support compliant devices as required by shippers, ocean carriers,
marine ferminals and port operators, logistics providers, and intermodal carriers.

The netyork should ensure interoperabilitybetween countries, terminals,and ports given ocean carrier|s
use mulfiple ports and must be assured-that any investment in compliant devices and/or compliart
hardware work at all terminals (carcier owned or not) in the same manner. Moreover, terminal operatorfs
shall be pssured that any compliafit network technology can be installed at all ports in a similar fashiop
regardlgss of geographic location.

The netjwork standard shall support one standard intermodal freight container air interface fqr
compliapt devices globally

The netyvork standard shall define how information moves securely and reliably across the network.
The network shallmeetthe safety and regulatory requirements of the appropriate governmentregulation$.

The netyerk'standard is designed to use the minimal amount of installed infrastructure.

Where required, the network standard shall provide data definition.
The network standard is designed to be globally deployed at a very low cost.
The network standard provides a method to establish a mesh network.

Thenetworkshall allow multiple complaintdevice types. Device categories caninclude, butare notlimited
to tracking devices, container security devices, sensor devices, location devices, and infrastructure
devices such as network coordinators and handhelds.

The network standard shall co-exist with other wireless protocols such as Wi-Fi and other wireless
communication and RTLS networks.
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8.3 Network Physical Layer Description
The Network Physical Layer is a radio protocol based on the ISO/IEC/IEEE 8802-15-4 standard.
Any ISO/IEC/IEEE 8802-15-4 integrated circuit (IC) may be utilized to implement this specification.

Thisstandard utilizes 16 channels (channel 11 to channel 26) overthe 2,405 - 2,483 GHz spectrum, supporting
a 250000 bits per second data rate using QPSK modulation. (see ISO/IEC/IEEE 8802-15-4, section 10)

Channel conflict resolution shall be attained utilizing Carrier Sense Multiple Access (CSMA) with a hold
d ; ~15-4; i T4

—

his protocol supports sleep modes. There is a network discovery method which utilizes~an NDB that
hcludes wake cycles parameters and user-controlled channel allocation.

—e

8.4 Network Description

84.4.1 General

The network shall be made up of one or more network coordinators eachrof which is associated with at
bast one server connected coordinator (SCC). The Network Coordinator'and SCC may be the sanje device

[a—

§.4.2 Network Topology

—

he following list summarises the network topology:
d) Ocean container devices described in this specification are Tag Talk Last (TTL)

) Tags and remote devices will not initiate network connections unless a network coordinator emits
a broadcasted command or NDB packet

d After associating a tag, also named™device, may emit transmissions unilaterally for| certain
applications (e.g. low latency alarms,exits, arrivals, etc.)

d) This network specification shalksupport multiple topologies. All devices shall support star, trunk,
and peer-to-peer topologies,

1) Point to multi-pointitopologies (star topology) as shown in Figure 22
2) Trunk coordipator configurations as shown in Figure 23

3) Peer-to-Peertopology as shown in Figure 24

4) Meshtopology as shown in Figure 25
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8.5 Star Topology

8.5.1 General
All devices shall comply with a star topology requirement.

There are two types of network connections for star topology networks.

An associated connection speeds data uploads and may be link encrypted for securityyor private
operatidn within local area networks.

The conpection type (short term or maintained) is determined by the remote device: Remote device
request|Association during the network discovery process. A remote devicenay use the SCC MA
addressijto identify whether a short term or maintained network is appropriate,

[N

All devi¢ges messages shall include the IEEE EUI 64 address and Manufacturing Identification Numbgr
(MIN) a$ unique identifier.

8.5.2 Star Topology Data Flow

In a staf topology, the network coordinator is a SCC. The network coordinator shall emit a series ¢f
periodigNDB packets to initiate network connections. When a device receives a NDB, it responds with
Networl Status Message (NSM). The NSM contains information about the remote server for the device
data. Al data sent from this device may be forwardedte the indicated remote server.

»n D

A network coordinator may be secured. In this case, if the network coordinator is secure, a device m
change behavior if it is in the vicinity of a secured network coordinator (secured location). To facilita
reliable fradio communication with less interference, multiple channels may be used. The NDB will b
broadcapt on what is referred to as a hailing channel. In order to reduce power usage from scanni
many cHannels, this standard defines 4 .channels for NDB transmission. These channels are 15, 17, 21,
and 23. In the NDB data, an alternate-network channel may be specified. The alternate network chann¢l
may be less busy and may provide.higher reliability with a channel not utilized for Network Discoveryj

8.6 Trunk Topology
All deviges shall comply with a trunk topology requirement.
A devicq operates-in a trunk network in the same manner as a star topology network.

In a truipk configuration there are two or more coordinators in which each coordinator operates in it
own staf network topology. There is only one coordinator that is a SCC.

[72)

Trunk communications extend the radio range of a network by relaying radio traffic between
coordinators. This reduces cost of additional network infrastructure or allows additional infrastructure
to be installed at remote locations.

The SCC operates in a manner that provides association services to additional trunk coordinators; see
ANC (sub-clause 8.10.4).

8.6.1 Trunk Coordinator Requirements

Before a trunk coordinator may operate in a star network, it shall first associate with a SCC or
secondary trunk coordinator. A trunk coordinator shall associate as described in Associated Network
Connection (ANC).
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If the trunk coordinator is able to associate with the SCC, it will immediately send a NSM to its SCC. This
NSM shall indicate that it wishes to associate as a trunk coordinator. Any trunk coordinator associated
with a SCC shall broadcast its own NDB. Additional trunk coordinators may request an association with
that trunk coordinator. The same type of Association request MAC command and NSM shall be used for
this secondary, and any additionally chained trunk coordinator networks.

8.6.2 Data Flow in a Trunk Topology

All data from an associated device is sent to its coordinator. If that coordinator is a trunk coordinator,
tpe vyy coordimator-sha O varc re-devicevacke O—t1a y coordinate CO0 .addreSS
and the data shall be passed to the next trunk coordinator until the SCC receives the data; The source
ddress shall remain unchanged throughout this process.

vwal O Cl

hen an SCC receives data from its server, it shall check the destination addressvof that [data for
d matching address from its list of associated devices. If the destination is an associated deyice, the
essage is sent to that device; otherwise, the message is forwarded to all trunk.coordinators|that are
associated. The source address shall be that of the SCC. The receiving associated trunk coordinators
shall change the source address from the parent coordinator to their own address and send the message
tp an associated device if a matching address is found or send the meSsage to all associategd trunk
dqoordinators if no matching associated device is found. The message)will either get to the intended
destination address or it will terminate at any number of trunk ceardinators that are not serying any
associated trunk coordinators. Any trunk coordinator withoutia matching destination address and
ithout any associated trunk coordinators shall discard the message.

.7 Peer-to-Peer Topology
All devices shall operate in a peer-to-peer topology:.

a peer-to-peer topology, messages may be passed between two devices where neither is acting as a
etwork coordinator. This topology operatesidndependently from the other network types. An pxample
i$ a device operating with a secondary device (e.g. device to handheld). One of the two devices|initiates
the communication by sending a point-to<point NDB message with the destination address set to[the peer
that it wishes to communicate withcThe command waiting option shall be used with the degtination
AC address inserted in the location'as specified in the NDB message description (see sub-claufe 8.9.1).

[he point-to-point NDB message is used to communicate with a known device and avoids the petwork
dssociation process. It is_éxpected that the radio with the destination MAC address should jrespond
ith a data request MAC.Command as specified in ISO/IEC/IEEE 8802-15-4. The data request{ MAC as
specified in ISO/IEC/IEEE 8802-15-4 command shall use 64-bit long addressing for both source and
destination addresses.

pon receipt,ofithe data request command, the device that initiated the NDB message shall $end the
ihtended message knowing that the destination device is ready to receive a message. The twq devices
shall continue sending messages to each other until finished.

[histype of communications is depicted in Figure 26.
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Figure 26 — Network Access for Peerto Peer Topology

8.8 Mgesh Topology

—

A mesh hetwork is a method using cooperative FEDs to communicate between a network coordinato
and a ngn-associated device. The primary reasen’to establish a mesh network is for a device to report
messagg or for a coordinator to query a non-associated device.

Y]

A coopefative FFD is configured to relay/messages, device to device. The message may terminate gt
either tlhe SCC or the targeted end-peint device. A device is not required to be a cooperative devicg.
The megh network shall be established using beacon request command frames as specified in ISO/IEC
IEEE 882-15-4 and beacon frates as specified ISO/IEC/IEEE 8802-15-4.

Cooperative FFDs shall maintain an active receiver for a minimum of five (5) seconds to ensure message
reliability between commuhicating devices after receiving a beacon request.

8.8.1 Establishing-a Mesh Network

8.8.1.1 | General

Either adewice ora coaordinatormayinitiate a mesh network A remote device establishesa mesh netwaor
by initiating the path discovery process as described in 8.8.1.2. The coordinator establishes a mesh
network by broadcasting a mesh request command to the target device to initiate the path discovery
process as described in 8.8.1.3.

A failed mesh networking attempt may not result in restarting the initiation process immediately. An
optimal approach would be to restart the initiation process after there is evidence that there has been a
network configuration change e.g. detected tag motion, increased receiver signal strength, or detection
of a new tag ID in the mesh architecture.

8.8.1.2 Mesh Network Initiated by Remote Device

A mesh network may be initiated by a non-associated device that needs to report a message.
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To send a message, the device shall initiate a mesh network by periodically transmitting an I

SO/IEC/

IEEE 8802-15-4 beacon request command (Figure 27). When any cooperative FFD receives a beacon
request, it shall respond by transmitting its own beacon. If the cooperative FFD is associated, then the
association-permit bit in the super-frame specification field of the beacon frame shall indicate that

associations are permitted. If the cooperative FFD is not associated, the association-permit
indicate that associations are not permitted.

bit shall

Non-associated cooperative FFDs shall attempt to associate by issuing a beacon request to other devices
that may be in range. To prevent excessive transmission attempts, a timeout of five (5) seconds after

receiving a heacon request shall he maintained

n associated cooperative FFD that receives a beacon request shall respond by broadcasting
ith the association-permit bit enabled. All cooperative FFDs that receive that beacon shall at

h beacon
fempt to

ssociate. If successful, the associated cooperative FFD transmits a beacon indicating that it will accept

ssociations. This process continues until the initiating device is able to associatel.Once the i

evice is associated, it transmits data to the cooperative FFD coordinator. The data-is sent usin

ata message type. The end-point ISO/IEC/IEEE 8802-15-4 MAC address in the.mesh data messg
tp the initiating remote device’s MAC address. The cooperative FFD coordimator subsequently f]
the message to its coordinator until it reaches the network coordinator. ASthe message is retran

ach FFD substitutes the ISO/IEC/IEEE 8802-15-4 MAC header information for the commur

etween itself and its coordinator. The coordinator receives the mesh data for an associate

nd knows the originator’s source address from the embedded originator ISO/IEC/IEEE 8802-1
dddress field within the mesh data message. Every cooperative-FFD associated within the m
receives a message for the initiating device, shall forward thatmessage.

hitiating
b a mesh
1ge is set
brwards
smitted,
ications
1 device
6-4 MAC
bsh, that
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Figure 27 — Mesh Network Initiated by Remote Device
8.8.1.3 | Mesh-Network Initiated by Coordinator
Figure 28'depicts the process a coordinator shall use to establish a mesh network with an unassociatefd

device. To communicate with the remote device, the coordinator shall broadcast a mesh request
command to the device’'s MAC address. All cooperative FFDs shall rebroadcast the mesh request
command. ISO/IEC/IEEE 8802-15-4 MAC layer acknowledgement frames shall not be transmitted in
response to this command. Once the targeted device receives the forwarded command, it will initiate
the path discovery method described in the previous sub-clause. Once the path discovery is complete,
the targeted device transmits an acknowledgement message type to inform the coordinator that the
mesh has been established.

The coordinator shall use the mesh data message type to transmit data to a remote device in a mesh
network. The coordinator shall insert the targeted remote device’s ISO/IEC/IEEE 8802-15-4 MAC
address in the end-point ISO/IEC/IEEE 8802-15-4 MAC address section of the mesh data message. Each
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cooperative FFD established during the path discovery step shall forward this type of message to their
associated device(s).

_ Server
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M_ACK: 802.15.4 Acknowledgement
A_ACK: Application Acknowledgement
MD: Mesh Data packet (source address appended)

Figure 28 — Mesh Network Initiated by Coordinator

8.9 Message Types

This specification defines message types that ensure interoperability between a diverse set of devices
and manufacturers. Within message type categories, devices may send user data that is routed using this

© ISO/IEC 2015 - All rights reserved 81


https://standardsiso.com/api/?name=32ed13be2f02509b4c7347ab4e21056c

ISO/IEC 18000-4:2015(E)

specification. Although messages are not limited by the use of this specification, these messages must meet
the format for message types described herein if they are to join the network and be accurately delivered..

The message header implemented by this specification shall meet the message header specified in
ISO/IEC/IEEE 8802-15-4. This clause andits sub-clauses specify message types and formats toimplement:
8.9.1 Network Discovery Beacon (NDB), 8.9.2 Network Status Message (NSM), 8.9.3 Acknowledgement
Message, 8.9.4 Command Message, 8.9.5 Data Message, 8.9.6, Mesh Request, and 8.9.7 Mesh Data.

The first two octets of the payload shall incorporate the correct device type and message type fields and
follow the specified format identified in Table 118 and Table 119. The data message is variable dependin
on the njessage type. See Figure 29 and the sub-clauses of clause 8.9 for details.

This spdcification defines message types that ensure interoperability between a diverse set of-devices
and manufacturers. Within message type categories, devices may send proprietary data that.is'routed
using thjis specification. Although proprietary messages are not limited by the use of this spécification,
proprietary messages must meet the format for message types described herein if they~ave to join t
networl and be accurately delivered.

==

The megsage header implemented by this specification shall meet the message-header specified i
ISO/IEC/IEEE 8802-15-4. This clause and its sub-clauses specify message types attdformats toimplement:
8.9.1 Nefwork Discovery Beacon (NDB), 8.9.2 Network Status Message (NSM), 8.9.3 Acknowledgemer
Messagd, 8.9.4 Command Message, 8.9.5 Data Message, 8.9.6, Mesh Request,-and 8.9.8 Mesh Data.

(i

jon

The firs§ two octets of the payload shall incorporate the correct deviee type and message type fields an
follow the specified format identified in Table 118 and Table 119 Type Octet Format. The data messag
is varialle depending on the message type. See Figure 29 Description of Data Packet showing Payloa
Section find the sub-clauses of clause 8.9 for details.

[* "¢

The megsage types ACK, NSM, and NDB are provided formiéetwork administration and maintenance anfd
therefore the payload data definition of each of these message types is defined in this document.

5]

The conjmand message format and data message format are provided for vendor defined payload dat]
to be semt and received between the remote deyice and a data collection end-point.

To ensufe data integrity, the payload of all\packets shall be terminated with a two octet CRC. The tw]
octet CRC shall be calculated over the entire payload using the 16-bit CCITT algorithm with an initiz
value of [0xffff.

— O

Octets
2 1 2 8 8/10 0/5/6/10/14 4-80 0/8 2
FCF | Sequence | Destibation Destination Source Aux Payload | Security | FCS
Number PANID 64-bit IEEE Address Security MIC

MAC Address Fields

—

1 1 0-76 2
Device Type | Message Type Data CRCI[2]

Figure 29 — General Description of Data Packet showing Payload Section

Table 118 summarizes a list of reserved device types specific to this network. The device type shall be
included in the header information of all transmissions.
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Device Type Device Type Description

0x00 Unspecified

0x01-0x3F FFD

0x40-0x7F RFD

0x80-0xFF Reserved (non-commercial)
ThC dCVi\.C t_y lJC fiC}d iD d oius}c ULtCt ill CVCl_y lllCDDClSC }Ja_yluad that idCllt;f;CD thC dCViLC t pe tO a
receiving radio.

Table 119 — Message Type Octet Format

Message Type Message Type Description Mandatory
$x00 Command (implements command pending NDB). See 8.9.4
(ilel Data (status, tracking, stored data etc). See 8.9.5 Yes
(ileZ ACK status (or NAK). See 8.9.2.2.1.3 Yes
¢X7D Mesh request. See 8.9.6
(i)x7E Mesh data. See 8.9.7
(i)x7F Network status message. See 8.9.2 Yes
0x80 - OXFE Reserved
(I!XFF Network Discovery Beacon. See 8.9.1 For FFD devices pnly
The data packet will set the Frame Type subfield,ificthe FCF byte to 1 for Data.
§.9.1 Network Discovery Beacon (NDB)
The NDB shall be broadcast by a networkcoordinator to announce a network is available. This hetwork
ytilizes a network discovery method that may respond within one second and support receiyer duty

Q

ycles < 2,0%.

o

DB Timing

See Figure 30, Figure 32, Tableéx120 and Table 121 for details.
NDB payloads provide

—+ Alternate radiohannels for network traffic management

-+ BroadcastandTesponse interval information for power management purposes

4+ Optionaldata e.g. date and time, name and location of network coordinator, GPS location, dif]
GPS,and encrypted data for proprietary use

ferential

— NDBs are emitted periodically to announce network availability

— NDBs are emitted at a high rate for a 1 (one) second period to allow remote devices to support
deep duty cycles

— NDBs are emitted on ISO/IEC/IEEE 8802-15-4 channels 15, 17, 21, 23

— NDB payloads may redirect devices to an alternate channel based on network load
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Octets
2 1 2 2 10 0/5/6/10/14 8-80 0/8 2
FCF | Sequence Broadcast Broadcast Source Aux Payload | Security | FCS
Number PAN ID Short Address Security MIC
Oxffff Address Fields
Oxffff
|
1 1 1 1 1 1 0-72 2
Device | Message | Alt Broadcast | Response | Option Data[0] Data[leh\['CRCI2]
Type Type=0xff | Channel | Interval Interval Fields
Figure 30 — Broadcast NDB Data Frame Description
2 1 2 8 10 0/5/6110/14 8-80 0/8 2
FCF | Sequence | Broadcast | 64 bit Destination Source Aux Payload | Security | FCS
Number PAN ID Address for peer | Address Security MIC
Oxffff to peer Fields
communications
e
1 1 1 1 1 1 0-72 2
Device | Message | Alt Broadcast | Response | Option Data[0] Data[len] | CRC[2]
Type Type=0xff | Chabngel | Interval Interval Fields
Figure 31 — Peer-to-Peer NDB Data Frame Description
Table 120 — NDB Data Frame Payload Description
Byte Name Byte Definition
Device Type Identifies device type of NDB sender. See Table 118.
Message Type Oxff indicates this packet is a network discovery packet
Alt Channel Identifies alternate channel for network association (other than hailing channel)

Broadcast Interval Integer value in seconds between each broadcast period (or 1 second burst of NDB frames)

Response Interval Integer value of NDB burst (see Figure 38) that a tag receives before it must communicate status to the network

coordinator

See Table 122
Option payload data length including the 2 byte CRC

Option Fields

Data[0]
Datalll-[71]

Option payload data content
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Table 120 (continued)

Byte Name Byte Definition

CRC[0]:1] Two octet CRC CCITT (0xFFff)

Table 121 — Bit Fields of the Alternate Channel Octet

Bit 7 6 5 4-0
Alternate Channel Use |Network coordinator is RFU Channel Value
yrandatory accepting associations

4.9.1.1 Alternate channel

4.9.1.1.1 General

Thebitfields of the alternate channel octet are defined in the following sub-clausesand shown in T;

§.9.1.1.2 Bit 7 Most Significant Bit (MSB)

p—

F channel is different from current channel, use alternate channélfor association requests 4
Fansmissions

—

- 1: Indicates alternate channel is mandatory for associatioh requests and data

— 0: Current channel receives association requests and data. Alternate channel is optional

4.9.1.1.3 Bité6

- 1: Indicates the network coordinator is accepting associations

— 0: Indicates the network coordinator-is not accepting associations

4.9.1.1.4 Bit5

—  Not used. Shall be setto 0

4.9.1.1.5 Bits0-4

- Integer value (lower 5 bits) representing alternate ISO/IEC/IEEE 8802-15-4 channel
— Valid channel values: 11-26

§.9.1.1.6< 'An example of the Alternate Channel Octet

An octet with the value of 0x51 (0101 0001b) specifies the following:

hble 121.

ind data

117
I 4

Neaot ] 3 Y 13 1+ £ L
INCLVWUI N LCUUITUIIIALUIL DPCLIIICD dIlClriialtc CliiaIlilir 1
— Alternate channel is not mandatory

— Network coordinator is accepting associations

8.9.1.2 Broadcast Interval
The broadcast interval octet defines the interval in seconds between NDB frames
It has the following range of values:

— 0 = Continuous NDB transmissions
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— 1-254:1-254 seconds between NDB frame transmissions

— 255: No NDB retransmissions

The typical values are:

— Long range network coordinator (800-1000 meters) : 60 = 60 seconds

— Short range network coordinator (50-100 meters): 15 = 15 seconds

8.9.1.3 [ Response interval

The resgonse interval octet defines the interval in NDB bursts thata tag should provide unsolicited'statu
to rema|n connected. This reduces power consumed by the tag by responding with data at a ‘networj
specifiedl interval and randomizes and distributes data traffic based on timing of network association.

AN N

The range of values is:
— 0 = hever respond without request

— 1-285: respond every (1-255) NDB bursts

8.9.1.4 | Option Fields and Data

[72)

The option field description is shown in Table 122. The subsequent sub~clauses provide the specification
for each|payload type.

Table 122 — Option Field Description

Payload Type Data Description
0x00 No NDB payloadddata
0x81 Network caordinator date and time stamp
0x82 Networkieoordinator identification — ASCII string
0x84 Network coordinator location
0x88 Network coordinator date and Time + Network coordi-
nator ID+ Network coordinator Location
0x90 Reserved
0xff, Commands pending
All gthers Reserved for future use

8.9.1.4.1 0x81 Network coordinator date and time stamp (7 octets)
This haq the fermat MM/DD/YY Wd HH:MM:SS (GMT) where:
— MM month 1-12

— DD:day 1-31

— YY:year 0-99

— Wd: Weekday 0-6

— HH: 0-23

— MM:0-59

— SS:0-59

EXAMPLE 12/4/9 5 12:30:20 is represented as option code 0x81, length of 7, and 7 data octets:
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0x81 0x09 0x0C 0x04 0x09 0x05 0x0C 0x1E 0x14 <CRC[0]> <CRC[1]>

8.9.1.4.2 0x82 Network Coordinator Identification (20 octets)
User definable: (pad with ASCII blank space: 0x20)
EXAMPLE “GEO US LA East Gate” represented in ASCII:

0x82 0x16 0x47 0x45 0x4f 0x20 0x55 0x52 0x20 0x4c 0x41 0x20 0x45 0x61 0x73 0x74 0x20 0x47 0x61 0x74 0x65
0x20 <CRC[0]> <CRCl1]>

§8.9.1.4.3 0x84 Network Coordinator Location (12 octets)

Single precision IEEE floating point representation

—

atitude (degree), longitude (degree), altitude (meters)
HXAMPLE 37,2744621276855 -121,985816955566 -24,6905689239502
0x84 0xOE 0x74 0x7F 0x15 0x42 0xBD 0xF8 0xF3 0xC2 0x49 0x86 0xC5 0xC1 <CRC[0]> <CRCI[1]>

o0

.9.1.4.4 0x88 Network coordinator date and time stamp, Network Coordinator Identification,
Network Coordinator Location (39 octets)

o

ombined Network coordinator date and time stamp, Network Coordinator Identification, Network
oordinator Location information.

(an)

HXAMPLE 12/4/9 5 12:30:20
“GGEO US LA East Gate”
37,2744621276855 -121,985816955566 -24,6905689239502

x88 0x29 0x0C 0x04 0x09 0x05 0x0C 0x1E 0x14 0x47 0x45 0x4f 0x20 0x55 0x52 0x20 0x4c 0x41 0x20 Ox45 0x61
x73 0x74 0x20 0x47 0x61 0x74 0x65 0x200x74 0x7F 0x15 0x42 0xBD 0xF8 0xF3 0xC2 0x49 0x86 0xC5 0xC1
CRC[0]> <CRCI[1]>

o O

A

4.9.1.4.5 O0xff Commands Pending (Multiple of 8 Octets)
[Jata contains one or more ISO/IEC/IEEE 8802-15-4, 64-bit MAC addresses
Number of addresses indicated by Data[0] which is the data length

Ihdicated deviee may send an ISO/IEC/IEEE 8802-15-4 data request MAC command to [retrieve
gending commands

HXAMPLE Data pending for MAC addresses 63.64.65.66.01.02.03.04 and 70.71.72.73.01.02.03.04

OxFEOx12 0x63 0x64 0x65 0x66 0x01 0x02 0x03 0x04 0x70 0x71 0x72 0x73 0x01 0x02 0x03 0x04 <CRC[0]>{<CRC[1]>

8.9.1.4.6 0x00 No NDB Payload Present

Set the option field to 0x00 to indicate no NDB payload present.

8.9.1.5 NDB CRC (Cyclical Redundancy Check)
The NDB CRC strengthens ISO/IEC/IEEE 8802-15-4 error detection.

8.9.2 Network Status Message (NSM)

The network status message (NSM) is a packet transmitted by a remote device requesting network
access. The NSM is sent to the destination PAN and MAC address received in the NDB packet.
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The NSM provides information to negotiate and route data on the network.

The NSM provides information on power saving parameters and network coordinator
acknowledgement requests.

The NSM shall be forwarded to the Device Server indicated in the NSM and in the manner indicated by
the Device Server Connection Method in the NSM.

Octets
2 1 2 8 10 0/5/6/10/14  12-80 0/8 2
FCF |[Sequence | Destinatiom | Destination | Source AUX Payload | Security [ FCS
Number PAN ID 64-bit IEEE Address Security MIC

MAC Address Fields

«—
1 1 1 1/2 6/18/32 0/40<66 2
Device Message Data Network Server Optional/Extended | CRC[2]
Type Type=0x7F Length coordinator Parameters Server\Parameters

Parameters

Figure 32 — Network Status Message Packet Description

The NDB packet will set the Frame Type subfield in the FCE.byte to 1 for Data

Table 123 — Network Status Message Payload Description

Name Description

Device Tlype Identifies the sender device type as defined in this specification

Message| Type Identifies the message type.as defined in this specification. 0x7F for this message
Data Lenjgth Total number of octets to follow up to and including the 2 octet CRC

NetworK Coor-  |Parameters affectinghetwork coordinator to device communications
dinator Param-
eters

Server Parame- |Parameters for routing data between joining device and device’s server
ters

Optiona User’défined data between joining device and device’s server
Extendefl Server

Parametlers

CRCI2] CRC CCITT (0xffff)

8.9.2.1 Network Coordinator Parameters

Thejoining device provides these parameters to the network coordinator to improve power management
and data transmission speed while connected to the network. These parameters may be unique for each
joining device.

The network coordinator parameters consist of a one octet option field and an optional sleep value octet.

8.9.2.1.1 Option Field

The one octet option field is organized as a series of bit flags as shown in Table 124.
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Table 124 — One octet option field

Bit7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit1 Bit 0
MSB LSB
RFU RFU RFU RFU RFU Trunk Coordi- | Network coordina- | Sleep Value
nator Configu-| tor Acknowledge- | included
ration ment Request

8.9.2.1.1.1 Sleep Value included (Bit 0)

(: Sleep value not included as next octet

1: Sleep value is included in the next octet

§8.9.2.1.1.2 Network Coordinator Acknowledgement Request (Bit 1)

This parameter requests that the network coordinator reply with an acknowledge data packet with

gvery data message received.

This method is recommended to accelerate data transmission, rather than wait for an application

acknowledgement from the remote server. When requested, the fetwork coordinator shall |send an

cknowledgement message indicating successful receipt of the dévice’s packet

job)

(J: Remote device does not request ACK response message

See sub-clause 8.9.2.2.1.3 for information on the acknowledgement message format.

§8.9.2.1.1.3 Trunk Coordinator Configuration (Bit 2)
(: Remote device is not configured as a trunk coordinator

1: Remote device is configured as a.trunk coordinator

8.9.2.1.2 Sleep Value (1 octet)

]

[ provided in the NSM, the network coordinator shall use the sleep value parameter to pred
htervals when sending cemmands.

—

=z

umber of seconds\femote device will leave it’s receiver on before going to power savings mo
fpr commanding:

— 0: Commands pending NDB/data request exchange must always be used to command

— 255t Receiver always active

1: Remote device requests an ACK message response for-€ach data packet sent to the network coofdinator

ict sleep

de. Used

-C-All others: receiver will be active for sleep value seconds after each ISO/IEC/IEEE 8802-15

-4 radio

excirange. Network coordimator may cormmand at wittif ittiswithin steep vatue seconds

8.9.2.2 Server Parameters

The server parameters fields in the NSM payload is located after the network coordinator parameters.
These parameters provide data for the SCC server to route device data messages and manage the network.

These parameters are provided by the joining device to allow the network coordinator to route data to

the joining device’s server.
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8.9.2.2.1 Server Options (1 octet)

Table 125 shows the overview of the server options.

Table 125 — Server options

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
MSB LSB
Link key Device Device Device RFU RFU RFU [P Address
Requ ST STrver STrver SCrver Address Spec_
TCP/IP UDP Email ification

8.9.2.2.1.1 IP address specification (bit 0)
0: IPv4 3ddress follows
1: IPv6 4ddress follows

8.9.2.2.1.2 Device Server Connection Method (bits 4-6)
0x10: Erpail

0x20: UDP

0x40: TCP/1P

8.9.2.2.1.3 Link Key Request (bit 7)

This bit |s an indication to the device server that the device is requesting a link layer encryption key fq
use between the coordinator and the device.

—

If the Ddvice Server Connection Method is TCPAIP, this value may be set to 1. This value shall be set to D
for all ofher connection methods.

See sectjon sub-clause 8.11 for more information.

All others reserved for future use

8.9.2.2.2 Server Address (6,18, or 32 octets)

This field is the joining.dévice’s server address for forwarding data to the device’s server and may b
different from the network coordinator’s server IP address.

8.9.2.2.2.1 Email Device Server Connection Method

[72)

When siecified Device Server Connection Method is Email, this field is the Email recipient (32 octet
interpreted’as ASCII) - fill unused octets with 0x00.

8.9.2.2.2.2 UDP or TCP/IP Device Server Connection Method

When specified Device Server Connection Method is either UDP or TCP/IP, this field is the IP address
followed by the port number.

[Pv4 address followed by server port number (6 octets)
192.168.1.200/6200 represented in 6 octets as CO A8 01 C8 18 38. C8 in binary form is 11001000
[Pv6 address followed by server port number (18 octets)

See IPv4 example for binary representation
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8.9.2.3 Optional Extended Server Parameters

The optional extended server parameters field in the NSM payload is located after the server parameters
field. The maximum length of this field may vary from 40 to 66 octets. The variable maximum octet
length is calculated from a maximum payload length of 80 octets minus the length of all preceding fields
in the NSM. These parameters may be used to pass vendor specific information from the device to the
device server.

8.9.2.3.1 NSM Key Exchange

Vhen the link key request bit is set in the NSM server parameters octet, the device servef: nllay send
he NSM back to the coordinator. The NSM is the same message that was received with the Pptional
xtended Server Parameters field overwritten with the security level identifier in the firstioctet followed
y the 16 octet key if appropriate. The data length and CRC octets of the original NSM'thessage| shall be
ecalculated and the recalculate length and CRC values replaces the original values-béfore being sent to
he coordinator.

(il Tl ol v Bl

=

able 126 indicates the key requirement for each security level identifier as defined in ISO/IEC/
FEE 8802-15-4, Table 95.

]

Table 126 — Security levels and key requirement

Security level identifier Security Attribute Key required
0x00 None No
0x01 MIC-32 No
0x02 MIC-64 No
0x03 MIE-128 No
0x04 ENC Yes
0x05 ENC-MIC-32 Yes
0x06 ENC-MIC-64 Yes
0x07 ENC-MIC-128 Yes

8.9.3 AcknowledgementMessage

—

he acknowledgment message is transmitted in an ISO/IEC/IEEE 8802-15-4 data frame. This
cknowledgement should not be confused with the ISO/IEC/IEEE 8802-15-4 acknowledgement{frame.

job)

The acknowledgement message shall be sent from a device to confirm receipt of a command mé¢ssage.

If the devieelindicates that a request for data acknowledgment is required in its NSM, [then an
dcknowledgement message shall be sent from the connected data server to a remote device upon receipt
df all data'messages.

The-acknowledgement message may also be used to issue a no-acknowledgement reply (NAK). A no-
acknmowiedge (NAK) may indicate a Specific error type. 11e Sender may determine the appropriate
response based on the received NAK.

Iflink encryption is used, the acknowledgement message shall be encrypted using parameters specified
in the NSM message.
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8.9.3.1 Acknowledgement Message Format

Octets
2 1 2 8 10 0/5/6/10/14 12 0/8 2
FCF | Sequence | Destination Destination Source Aux Payload | Security | FCS
Number PAN ID 64-bit IEEE Address Security MIC
MAC Address Fields
<+ Y
1 1 1 1 1 1 1 1 1 1 2
Devicg | Message ACK ACK | ACK Packet | Ready | Command | Wake | Network | CRC{2]
Type Type=0x02 | Length | Value | Sequence | ID Count Timer | Channel
Number
Figure 33 — Application ACK/NAK Packet Format
Table 127 — Application ACK/NAK Packet Payload Fermat
Device Type Identifies device type of ACK sender
Message| Type 0x02 indicates this is an acknowledgment packet
ACK Length Length of remaining data in ACK packet
ACK Valye 0x02: successful ACK

0x00: NAK/error

ACK Seqgpence Number

ISO/IEC/IEEE 8802-15-4 frame\sequence number that is being ACK’d from recipi-
ent (provided by recipient)

Packet ID Packet ID that is ACK'd
or if NAK, the error'type
See 8.9.3.1.2

Ready Ready to regeive more data if 0, otherwise delay ready seconds or until an identicall
ACK with-Ready = 0 is received

Command Count Incremeénting counter indicating sequence of processed packets

Wake Timer Seconds that device keeps its receiver continuously on after transmitting this ACK|
Used for commanding; network coordinator can send another command if trans-
mission is within this time window. Otherwise, network coordinator may have to
use commands pending field of NDB.

Networlj channel Current network channel that the sending device utilizes for data transfers

CRCI2] CRC CCITT (0xffff)

8.9.3.1.I ACKSequence Number

The ACK sequence number octet is the ISO/IEC/IEEE 8802-15-4 sequence number of the data frame that
the sender is acknowledging.

Example: device A sends a data frame to device B. The data frame from device A contains the ISO/IEC/
IEEE 8802-15-4 sequence number 0x53. The acknowledgement message from device B to device A will
contain the value 0x53 for the ACK sequence number.

This value may be used by device A to confirm that the acknowledgement message from device B is for
a particular data packet that device A previously sent.

92
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