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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establisHed by the respeciive organization 1o deal with pariicular fields of technical activity. ISO and JELC

technica
and non

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The maip task of the joint technical committee is to prepare International Standards. ‘Draft International

Standardg

an International Standard requires approval by at least 75 % of the national bodies castihg a vote.

ISO/IEC

Subcommmittee SC 31, Automatic identification and data capture techniques.

This thir
technica

ISO/IEC

frequendy identification for item management.

—  Part

—  Part

—  Part

—  Part

—  Part

—  Part

committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation

s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as

18000-3 was prepared by Joint Technical Committee ISO/IEC JTC'1, Information technology)

>

d edition cancels and replaces the second edition (ISO/IEC 18000-3:2008), which has bee
ly revised.

18000 consists of the following parts, under the general title Information technology — Rad

[

1: Reference architecture and definition of parameters to be standardized
2: Parameters for air interface communications below 135 kHz

3: Parameters for air interface communications at 13,56 MHz

4: Parameters for air interface.communications at 2,45 GHz

6: Parameters for air interface communications at 860 MHz to 960 MHz

7: Parameters for-active air interface communications at 433 MHz

Vi
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Introduction

ISO/IEC 18000 has been developed in order to

2010(E)

— provide a framework to define common communications protocols for Internationally useable frequencies

for radio frequency identification (RFID), and, where possible, to determine the use of the same
for all frequencies such that the problems of migrating from one to another are diminished;

—+ minimise software and implementation costs;

- enable system management and control and information exchange to be common-as far as is po

Tlhis part of ISO/IEC 18000 was prepared in accordance with the requirements determined in ISO/IEC 1

5O/IEC 18000-1 provides explanation of the concepts behind this part of ISOAEC 18000.

his part of ISO/IEC 18000 has 3 MODES of operation, intended to~address different applicati
etailed technical differences between the MODES are shown in the(parameter tables.

his part of ISO/IEC 18000 relates solely to systems operating)at13,56 MHz.

he International Organization for Standardization (ISO).and International Electrotechnical Commiss
raw attention to the fact that it is claimed that compliance with this document may involve the use of

he ISO and IEC take no position concerning the.evidence, validity and scope of these patent rights.

he holders of these patent rights have assured the ISO and IEC that they are willing to negotiate
nder reasonable and non-discriminatory terms and conditions with applicants throughout the worl
bspect, the statements of the holders of'these patent rights are registered with the ISO and IEC. Inf
hay be obtained from the followingcompanies.

> 3 O

brotocols

Esible.

8000-1.

bns. The

on (IEC)
patents.

licenses
d. In this
ormation

Contact details Patent number

EM Microelectronic_SA EP 97 115772.2
Mr Marc Degrauwe, |IP manager EP 0902 546
Rue des,Sors 3 US 151803
CH-2074 Marin, Switzerland
(T)+41 32 755 51 11

(F) +41 32 755 54 03

info@emmicroelectronic.com

www.emmicroelectronic.com
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T) +1 425-265-2480
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INTERNATIONAL STANDARD ISO/IEC 18000-3:

2010(E)

Information technology — Radio frequency identification for

item management —

Part 3:
Parameters for air interface communications at 13,56 MHz

1 Scope

Tihis part of ISO/IEC 18000 provides physical layer, collision management System and protocol v
IBO/IEC 18000-1.

Tlhis part of ISO/IEC 18000 provides definitions for systems for eachMODE determined in Clause 6 b,
Tlhis part of ISO/IEC 18000 defines three non-interfering MODES,

—+ The MODES are not interoperable.

- The MODES, whilst not interoperable, are non-interfering.

Conformance

D)

h order to claim conformance with this'part of ISO/IEC 18000, it is necessary to comply with all of theg
auses of this part of ISO/IEC 18000 except those marked “optional”. It is also necessary to opers3
he local national radio regulations (which may require further restrictions).

= 0

wal

elevant conformance testmethods are defined in ISO/IEC TR 18047-3.

)

Normative references

he following,-referenced documents are indispensable for the application of this document. F
references, only the edition cited applies. For undated references, the latest edition of the re
ocument(including any amendments) applies.

IBONEC 13239, Information technology — Telecommunications and information exchange

alues for

RFID systems for item identification operating at 13,56 MHz in accordance with the requirements of

elow.

relevant
te within

or dated
ferenced

between

systems — High-level data link control (HDLC) procedures

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for

interchange
ISO/IEC 15693 (all parts), Identification cards — Contactless integrated circuit cards — Vicinity cards

ISO/IEC 15961, Information technology — Radio frequency identification (RFID) for item managemen
protocol: application interface

© ISO/IEC 2010 — All rights reserved
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ISO/IEC 15962, Information technology — Radio frequency identification (RFID) for item management — Data
protocol: data encoding rules and logical memory functions

ISO/IEC 15963, Information technology — Radio frequency identification for item management — Unique
identification for RF tags

ISO/IEC 18000-1, Information technology — Radio frequency identification for item management — Part 1:
Reference architecture and definition of parameters to be standardized

ISO/IEC TR 18046, Information technoloqgy — Automatic identification and data capture techniques — Radio
frequency identification device performance test methods

ISO/IEC|TR 18047-3, Information technology — Radio frequency identification device conformahce’ test
methods|— Part 3: Test methods for air interface communications at 13,56 MHz

ISO/IEC|19762 (all parts), Information technology — Automatic identification and dataceapture (AID(
techniqups — Harmonized vocabulary

N—

EPCglobal Tag Data Standards (Version 1.3 and above)

4 Terms and definitions

For the purposes of this document, the terms and definitions given/in~ISO/IEC 19762 (all parts) and th
following| apply.

[©]

41
cover-coded text
informatipn that is cover-coded

4.2
cover-cgding
method by which an interrogator obscures information that it is transmitting to a tag

4.3
full-duplex communications
communjcation of data while the transgeiver transmits the activation field

4.4
half-duplex communications
data transmission in either-direction, one direction at a time

4.5
handle
16-bit rapdom number (RN16) that is used to authenticate tags in the open or secured state

4.6
PacketCRC
16-bit cyclic-redundancy check (CRC) code that a tag with nonzero-valued XPC indicator (XI) dynamically
calculates over its protocol control (PC), extended protocol control (XPC), and unique item identifier (Ull), and
provides by loadmodulation during inventory

cf. StoredCRC

4.7

PacketPC

protocol-control information that a tag with nonzero-valued XPC indicator dynamically calculates and provides
by loadmodulation during inventory

cf. StoredPC
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4.8

phase jitter modulation

PJM

modulation technique that transmits data as very small phase changes in the powering field

4.9
physical layer

2010(E)

data coding and modulation waveforms used in interrogator-to-tag and tag-to-interrogator communication

erage length of an interrogator-to-tag data symbol
OTE See 6.3.3.3.1.2.8.

.11
laintext
ipformation that is not cover-coded

412
recommissioning
significant altering of a tag's functionality and/or memory contents, as cominmanded by an interrogator

NOTE Recommissioning is typically in response to a change in the tag‘'s.usage model or purpose.
.13
toredCRC

16-bit cyclic-redundancy check (CRC) code that a tag’calculates over its StoredPC and uni
identifier (Ull) and stores in Ull memory at power-up, and can backscatter during inventory

. PacketCRC

.14

toredPC

imdicator provides by loadmodulatiop'during inventory
. PacketPC

.15

Tlari
bference time interval for a data-0 in interrogator-to-tag communication

—

n

Symbols and abbreviated terms

1

or thewpurposes of this document, the symbols and abbreviated terms given in ISO/IEC
BO/IE€ 9762 and the following apply.

jue item

rotocol-control information stored in unique item identifier (UIl) memory that a tag with zero-valied XPC

18000-1,

5.1 Symbols

DR ASK Method: divide ratio
PJM Method: bit O of the reply channel selection

F. carrier frequency
M(ASK) tag reply modulation type

M, RF signal envelope ripple (overshoot)
M, RF signal envelope ripple (undershoot)
M(PJM) bit 1 and bit 2 of the reply channel selection
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M, RF signal level when OFF
Q slot-count parameter
(parameter that an interrogator uses to regulate the probability of tag response)
R interrogator (also sometimes called reader)
R=>T interrogator-to-tag
RTcal interrogator-to-tag calibration symbol
T tag
T, time-fromrinterrogator-transmission-totagresponse
T, time from tag response to interrogator transmission
T; time an interrogator waits, after T4, before it issues another command
T, minimum time between interrogator commands

Tsor Ts1d.00% RF signal envelope fall time

Tori link pulse-repetition interval (T = 1/LF)

T, or T, 1990% RF signal envelope rise time

TRext ASK Method: chooses whether the T=R preamble is prefixed with apilot tone
PJM Method: bit 3 of the reply channel selection

Ts RF signal settling time

T=>R tag-to-interrogator

TRcal tag-to-interrogator calibration symbol

Xo floating-point value

XXXX3 binary notation

XXXXp, hexadecimal notation

u

MODE 1 - the value is a rounded value_(e:g. = 75,52 ps)

5.2 Abbreviated terms

ARIB Association of Radio Industries) and Businesses

AFI application family identifier

AM amplitude modulation

ASK amplitude shift keying

BPSK binary phase_shift keying

CEPT Conference’of European Posts and Telecommunications

CFR Code\of Federal Regulations

CRC cyclic redundancy check

NOTE: This specification uses two CRC algorithms: CRC-5 (5-bit CRC) and CRC-16 (16-bit CRC) and three

different Ingir*nl CRC-16s: anrnd(‘l?f‘, PacketCRC and CRC-16¢c

For the Ull bank word 0 or ACK the following two logical CRC-16s are used:
- StoredCRC = CRC-16 calculated at startup and mapped to Ull word 0

- PacketCRC = CRC-16 calculated over the response data of the tag in case of the ACK command
For all other cases and commands the following logical CRC-16 is used:
- CRC-16¢c = CRC-16 calculated over the response data of the tag

Ccw continuous wave

dBch decibels referenced to the integrated power in the reference channel

DSB double sideband

DSB-ASK  double-sideband amplitude shift keying
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DR divide ratio
ERC European Radiocommunications Committee
ERM electromagnetic compatibility and radio spectrum matters
ETSI European Telecommunications Standards Institute
FCC Federal Communications Commission
FT frequency tolerance
ITF interrogator talks first (reader talks first)
:LF link frequency (LF = 1/T;)
FM modified frequency modulation
N/A not applicable
NSI numbering system identifier
RIE pulse-interval encoding
RJM phase jitter modulation
Apm parts-per-million
RC protocol control
RF radio frequency
RFU reserved for future use
RN16 16-bit random or pseudo-random number
RNG random or pseudo-random number generator
SRD short range devices
TDM time-division multiplexing or timexdivision multiplexed (as appropriate)
TID tag identification or tag identifier, depending on context
yi unique item identifier
umi user-memory indicator
| XPC indicator
PC extended protocol control
PC_W1 XPC word-A1
PC_W2 XPC-word 2
TID extended TID indicator (see version 1.3 and above of the EPCglobal Tag Data Standar¢ls)
.3 Notation
ode 3 of this specification uses the following notational conventions:

States and flags are denoted in bold. Example: ready.

Commands are denoted in italics. Variables are also denoted in italics. Where there might be
confusion between commands and variables, this specification shall make an explicit statement.
Example: BeginRound.

Procedures are shown as italics underline

Command parameters are underlined. Example: Pointer.

For logical negation, labels are preceded by ‘~’. Example: If flag is true, then ~flag is false.

The symbol, R=>T, refers to commands or communications signal air interface from an interrogator
to a tag (reader-to-tag).
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e The symbol, T=>R, refers to commands or communications signal air interface from a tag to an
interrogator (tag-to-reader).

6 Requirements: Physical layer, collision management system and protocol values
for 13,56 MHz systems

6.0 General and applicable to All Modes

6.0.1 Praeulatinn_as_datumlnm_anSMDOA
The confext, form and presentation of this part, which provides physical layer, collision management systerln

and profocol value definitions for RFID systems for item identification operating at 13,56 MHz)'are in
accordance with the requirements of ISO/IEC 18000-1.

6.0.2 I$O/IEC 18000-3 Interoperability

This parfof ISO/IEC 18000 specifies three MODES of operation at 13,56 MHz
These MODES are not interoperable, but they are expected to operate without{eausing any significant
interference with each other. Any known causes of interference are listed in Annex-O.

NOTE 1 It is recommended that users select one MODE for any specific application.

NOTE 2 Local national regulations may further limit either power, frequehcy or bandwidth allocations and sudh
limitationg may reduce the capability of a system within that country. Users shall have the responsibility to ensure that thgy
use only gystems that comply with these regulations. This implies a user respénsibility to obtain proofs from manufacturefs,
and wher¢ appropriate have adequate tests carried out to assure that systems are in compliance.

=~

NOTE 3 | At the time of preparation of this part of ISO/IEC 18000;the interrogator to tag link and tag to interrogator lin
physical layer emissions may be subject to type approval or certification. It is therefore necessary to make reference
local or rggional radio regulations and radio standards in addition.to this part of ISO/IEC 18000. All systems are required t
comply with local radio regulations, which may affect performance.

O O

6.0.3 I$O/IEC 18000-3 interrogator conformance/compliance

To claim compliance with this part of ISOAEC 18000, an interrogator/ reader shall support either MODE 1,
MODE 2] or MODE 3. The interrogator. may support any or all modes as an option (the modes are nc

—

interoperble).
6.0.4 I$SO/IEC 18000-3 tag compliance

To claim|{compliance with.this part of ISO/IEC 18000, a tag shall support either MODE 1, MODE 2, or MODE 3.
The tag nay support any.ar all modes as an option (the modes are not interoperable).

6.0.5 (Qommand structure and extensibility

Clauses 6.1,°6.2, and 6.3, include definition of the structure of command codes between an interrogator and
tag and [indicate how many positions are available for future extensions. Command specification clause
provide a full definition of the command and its presentation. Each command is labelled as being “mandatory”
or “optional”. In accordance with ISO/IEC 18000-1, the clauses of this part of ISO/IEC 18000 make provision
for “custom” and “proprietary” commands.

V)

[

The types of permitted command options are defined in subclauses 6.0.6 to 6.0.9.

6.0.6 Mandatory commands

A mandatory command shall be supported by all tags that claim to be compliant. Interrogators which claim
compliance shall support all mandatory commands.
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6.0.7 Optional commands

Optional commands are commands that are specified within the International Standard. Interrogators shall be
technically capable of performing all optional commands that are specified in the International Standard
(although need not be set up to do so). Tags may or may not support optional commands.

If an interrogator or a tag implements an optional command, it shall implement it in the manner specified in
this standard.

ustom commands may be enabled by an International Standard, but they shall not be specified in that
International Standard.

custom command shall not solely duplicate the functionality of any mandatory or optienal command defined

the International Standard by a different method. An interrogator shall use a cdstom commang only in
ccordance with the specifications of the tag manufacturer.

.0.9 Proprietary commands

roprietary commands may be enabled by an International Standard; but they shall not be specifigd in that
International Standard.

proprietary command shall not solely duplicate the functionality of any mandatory or optional gommand
efined in the International Standard by a different method.“Yendors shall not provide proprietary means to

rcumvent the protocol. Proprietary commands are intended for manufacturing purposes and shgll not be
sed in field-deployed RFID systems.

.1 Physical layer, collision management.system and protocols for MODE 1

ODE 1 is not interoperable with any other MODES defined within this International Standard.

.1.1  Read/Write system

ODE 1 describes a read/write system using a "interrogator talks first" technique.

6.1.2 Normative Aspects

The physical, collisiehsmanagement and transmission protocols determined in this MODE are dEfined in
ISO/IEC 15693. Clauses 6.1.3 — 6.1.8 provide normative parts of MODE 1 by reference.

6.1.3 Conformance and performance measurement aspects

he performance and conformance measurement aspects for MODE 1 are given in the relevant clauses of
echhical Reports (ISO/IEC TR 18046 and ISO/IEC TR 18047-3, respectively).

==

6.1.4 Physical Layer

The Physical layer for the MODE 1 air interface at 13,56 MHz shall be compliant with ISO/IEC 15693-2.

6.1.5 Protocol and collision management operating method

The collision management operating method for the MODE 1 air interface at 13,56 MHz shall be compliant
with ISO/IEC 15693-3.
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6.1.6 Commands

The commands for the MODE 1 air interface at 13,56 MHz shall be compliant with ISO/IEC 15693-3. Annex A
shows the commands that are necessary to support encoding to ISO/IEC 15962, which is required for RFID
for item management.

6.1.7 Parameter tables for interrogator to tag link

The parameter tables for interrogator to tag link for the MODE 1 air interface at 13,56 MHz shall be compliant

with ISO

IEC 15693.2 See Table 1 Parameter Tables for infnrrngnfnr to fng link for details.

Table 1 — Parameter Tables for interrogator to tag link

maximum Magnetic'Field
Strength

Magnetic Field Strength
limits*within
c@mmunication zone

Ref. Parameter Description/limits Options/Comments
M1-Int:|1 | Operating frequency 1 interrogator to tag link channel at (centre
range frequency) 13,56MHz + 7 kHz
M1-Int: fla | Default operating 13,56 MHz
frequency
M1-Int: b | Operating channels N/A
(for spread spectrum
systems)
M1-Int: fic | Operating frequency +/- 100 parts per million
accuracy +/- 50 parts per million in Japan
M1-Int: id | Frequency hop rate N/A
(for Frequency hopping
[FHSS] systems)
M1-Int: fle |Frequency hop N/A
sequence
(for Frequency hopping
[FHSS] systems)
M1-Int:)2 | Occupied channel 13,56 MHz- 7 kHz
bandwidth with medulation as defined in 6.1.4
M1-Int: Pa | Minimum receiver 13,56.MHz + (423,75+ 40 kHz) Centred at the sub
bandwidth 13,566 MHz + (484,28 + 40 kHz) carrier frequency.
M1-Int{3 | Interrogator transmit The interrogator shall not generate a field higher (Inductive coupling)

than 12 A/m in any part of the volume where a tuned
ISO card sized tag may be present

Maximum operating field strength:

5 A/m for ISO card sized tags, as defined in
ISO/IEC 7810. For other label form factors, the label
manufacturer shall specify the maximum operating
field strength.

Where Local regulations
restrict the Magnetic
Field Strength Limits
below those determined
in this Clause, a
degradation of local
performance may be
expected.

Test methods for
determining the
interrogator operating
field are defined in
relative clauses of the
Technical Report
ISO/IEC TR 18047-3.
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Ref. Parameter Description/limits Options/Comments
M1-Int: 3a | Minimum operating field | Minimum Operating Field Strength: 150 mA/m for
strength tuned ISO card sized tags.
Application requirements may result in a different
minimum operating field strength. In that case the
minimum operating field strength shall be declared
by the tag manufacturer.
M1-Int: 4 | Interrogator transmit compliant with regulations
spurious emissions
M1-Int: 4a | Interrogator transmit N/A
spurious emissions, in-
band
(for Spread spectrum
systems)
M1-Int: 4b | Interrogator transmit N/A
spurious emissions, out-
of-band
M1-Int: 5 | Interrogator transmitter | The modulation technique and bit coding enable
spectrum mask maximum tag powering within the following
regulations:
US Jurisdictions : FCC 47 Part 15
EU : EN 300 - 330
Japan : ARIB STD - T82
M1-Int:6 | Timing See below.
M1-Int: 6a | Transmit to receive turn | <= 4320/fc
around time
M1-Int: 6b | Receive to transmit Turn | >= 4192/fc
around time
M1-Int: 6¢ | Dwell time or See 6.1.4
Interrogator transmit
power on ramp
M1-Int: 6d | Decay time or See 6.1.4
Interrogator transmit
power down ramp
M1-Int: 7 | Modulation Carrier amplitude modulation
(ASK 100%, ASK 10%....)
M1-Int: 7a | Spreading.sequence N/A
(forx Fréquency hopping
[RHSS] systems)
M1-Int: 76_") Chip rate N/A
(for Spread Spectrum
systems)

[ W R ]
WVIr=mnm. 7o

PN TETE — ST
CUIpP INdie ALLUTAaly

(for Spread spectrum
systems)
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Ref. Parameter Description/limits Options/Comments
M1-Int: 7d | Modulation index Two level amplitude modulation: Either option at
100% and 10% determination of the

interrogator (See 6.1.4).

Modulation Index: (a—b)/(a +b) Two modulation indexes
(NOTE Modulation Depth (a — b)/ a) are permitted and are
determined by the
interrogator. The RF tag
shall decode both.
Modulation shall use the
principle of ASK.
Depending on the cheice
made by the interfogator
M1-Int: fe |Duty cycle See 6.1.4
M1-Int:[7f | FM deviation N/A
M1-Int:|8 | Data coding Data coding shall be implemented using pulse Data coding mode:

position modulation. { out of 256

Two data coding modes shall be supported by the Th | f inal
RF tag. The selection shall be made by the b te Viuﬁg one smgte
interrogator and indicated to the RF tag within the yte shall be representeq

by the position of one
Start of frame (SOF). pulse. The position of thg

pulse on one of 256
successive time periods
of 18,88 us (256/fc),
determines the value of
the byte.

Data coding mode:
1 out of 4

Pulse position
modulation shall be used
where the position
determines two bits at a
time. Four successive
pairs of bits form a byte.

The resulting data rate is
26,48 kbit/s (fc/512).

M1-Int]9 |Bit rate 1 out of 256 Data coding mode: Either mode at the
1,65 kbit/s (fc/8192) determination of the

1 out of 4 Data coding mode: interrogator

26,48 kbit/s (fc/512)

M1-Int: Pa | Biftate accuracy Synchronous to the carrier frequency

M1-Int: 10~ [Interrogator transmit N/A
modulation accuracy
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6.1.8 Parameter tables for tag to interrogator link

The parameter tables for tag to interrogator link for the MODE 1 air interface at 13,56 MHz shall be compliant
with ISO/IEC 15693-2. See Table 2 — Parameter Tables for tag to interrogator link for details.

Table 2 — Parameter Tables for tag to interrogator link

Ref. Parameter Name Description/limits Options/Comments
M1-Tag: 1 Operating One or two subcarriers may be used. The selection
frequency range between either shall be made by the interrogator
Subcarrier using the first bit in the protocol header as defined in
frequencies ISO/IEC 15693-3. The RF tag shall support both
modes.
When one subcarrier is used, the frequency fs1 of the
subcarrier loadmodulation shall be /32 (423,75
kHz).
When two subcarriers are used, the frequency fs1
shall be f./32 (423,75 kHz), and the frequency fs,
shall be f./28 (484,28 kHz).
When two subcarriers are used, continuous phase
shall be used, as shown in supporting diagrams
M1-Tag: 1a Default operating 13,56MHz +7 kHz
frequency
M1-Tag: 1b | Operating channels | N/A
(for Spread
spectrum systems)
M1-Tag: 1c Operating 13,56 MHz synchronoustto the carrier
frequency accuracy
M1-Tag: 1d Frequency hop N/A
Rate
(for Frequency
hopping [FHSS]
systems)
M1-Tag: 1e Frequency hop N/A
sequence
(for Frequency
hopping [FHSS]
systems)
M1-Tag: 2 Occupjed.channel 13,56 MHz 4 subcarriers
bandwidth 1 sub carrier: 13,56 MHz
+ (423,75 kHz + 40 kHz)
2 sub carriers: 2 channel: 13,56 MHz
* (484,28 kHz + 40 kHz)
M1-Tag:3 Transmit Maximum | In accordance with local regulations
Magnetic Field
Strength
M1-Tag: 4 Transmit spurious N/A
emissions
M1-Tag: 4a | Transmit spurious N/A
emissions, in-band
(for Spread
spectrum systems)
M1-Tag: 4b | Transmit spurious N/A
emissions, Out-of-
band

© ISO/IEC 2010 — All rights reserved
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Ref. Parameter Name Description/limits Options/Comments
M1-Tag: 5 Transmit spectrum In compliance with:
mask US: FCC 47 Part 15
EU and other EN:300-330
(Transmit spectrum mask is not regulated in the
Japan Radio Law)
M1-Tag: 6 Timing See below.
M1-Tag: 6a | Transmit to receive | <=4192/fc
turn around time
M1-Tag{6b Receive to transmit | Within 4320/fc — 4384/fc
turn around time
M1-Tag{6¢c Dwell time or N/A
Transmit power on
ramp
M1-Tag]6d Decay time or N/A
Transmit power
down ramp
M1-Tag{7 Modulation (on the The RF tag shall be capable of communication to
carrier) the interrogator via an inductive coupling area
whereby the carrier frequency is modulated to
generate a subcarrier with frequency fs. The
subcarrier shall be generated by switching a load in
the RF tag.
Test methods for RF tag loadmodulation are
defined in ISO/IEC TR 18047-3:
The loadmodulation amplittde shall be at least
10 mV for ISO card sized\tags when measured as
described in the test methods.
For other label form factors, the label manufacturer
shall specify thé\loadmodulation.
M1-Tag]7a | Spreading N/A
sequence
(for Frequency
hopping [FHSS]
systems)
M1-Tag]7b | Chip rate N/A
(for Spread
spectrum systems)
M1-Tag{7c Chip rate,accuracy N/A
(for Spread
spectrum systems)
M1-Tag{7d On-off ratio N/A
M1-Tag{7e Subcarrier if one sub carrier is used : 423,75 kHz
freauency
o 4 if two sub carriers are used :
423,75 kHz and 484,28 kHz
M1-Tag: 7f Subcarrier Derived from the carrier.

frequency accuracy

Tolerance of direct
generated tag to
Interrogator link
carrier

12
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Ref. Parameter Name Description/limits Options/Comments
M1-Tag: 7g | Subcarrier One Subcarrier: A logic 0 starts with 8 pulses of Determined by the
modulation 423,75 kHz (fc/32) followed by an unmodulated time | interrogator. RF tag shall
of 18,88 us. (256/fc). support both.
A logic 1 starts with an unmodulated time of
18,88 ps (256/fc) followed by 8 pulses of
423,75 kHz (fc/32).
Two subcarriers: A logic 0 starts with 8 pulses of
423,75 kHz (fc/32) followed by 9 pulses of
484,28 kHz(fcf28):
A logic 1 starts with 9 pulses of 484,28 kHz (fc/28)
followed by 8 pulses of 423,75 kHz (fc/32)
M1-Tag: 7h Duty cycle N/A
M1-Tag: 7 | FM Deviation N/A
M1-Tag: 8 Data coding Data shall be encoded using Manchester coding, of
one or two subcarriers.
M1-Tag: 9 Bit rate Refer to 6.1.4
M1-Tag: 9a Bit rate accuracy Derived from the carrier
M1-Tag: 10 | Tag transmit N/A
modulation
accuracy (for
Frequency hopping
[FHSS] systems)
M1-Tag: 11 Preamble Framing has been chosenrfor ease of
synchronization and independence of protocol.
Frames are delimited by a Start of frame (SOF) and
an End of frame(EOF) and are implemented using
code violation:
M1-Tag: 11a | Preamble length See 6.14)

© ISO/IEC 2010 — All rights reserved
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Ref. Parameter Name Description/limits Options/Comments

M1-Tag: 11b | Preamble waveform | :SOF when using one subcarrier

The SOF comprises 3 parts:

1: an unmodulated time of 56,64 us (768/fc),

2: 24 pulses of 423,75 kHz ( fc/32),

3: followed by a logic 7 which starts with an
unmodulated time of 18,88 us. (256/fc) followed
by 8 pulses of 423,75 kHz (fc/32).

:SOF when using two subcarriers

The SOF comprises 3 parts:
1: 27 pulses of 484,28 kHz (fc/28 ),
2: 24 pulses of 423,75 kHz (fc/32 ),
3: alogic 1 which starts with
9 pulses of 484,28 kHz (fc/28)
followed by 8 pulses of 423,75 kHz ( fc/32)

:EOF when using one subcarrier

The EOF comprises 3 parts:

1: a logic 0 which starts with 8 pulses of 423,75 kHz
(fc/32),

2: an unmodulated time of 18,88us (256/fc)

3: 24 pulses of 423,75 kHz (fc/32),
an unmodulated time of 56,64 ys (768/fc)

:EOF when using two subcarriers

The EOF comprises 3 parts:

1: a logic 0 which starts with 8 pulses<©f 423,75 kHz
(fc/32 ) followed by 9 pulses of.484,28 kHz
(fc/28),

2: 24 pulses of 423,75 kHz (f¢/32),

3: 27 pulses of 484,28 kHZ\(fc/28).

M1-Tag]{11c | Bit sync sequence N/A

M1-Tag{12 Scrambling N/A
(for Spread
spectrum systems)
M1-Tag]13 Bit transmission Least significant bit first
order
M1-Tag{14 Reserved
M1-Tag]15 | Polarization N/A (Near Field)
M1-Tag{16 Minimum tag see transmitted / received signals 6.1.4

receiver bandwidth

6.2 MODE 2: Physical layer, collision management system and protocols for MODE 2

MODE 2]is_not interoperable with any other MODE defined in this part of ISO/IEC 18000.

MODE 2 is non-interfering with any other MODE defined in this part of ISO/IEC 18000.

The performance and conformance measurement aspects for MODE 2 shall be conformant with the relevant
clauses of Technical Reports (ISO/IEC TR 18046 and ISO/IEC TR 18047-3, respectively).
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See Table 3 — Physical and media access control (MAC) parameters: interrogator to tag link.

Table 3 — Physical and media access control (MAC) parameters: interrogator to tag link

Ref. Parameter Name Description

M2-Int: 1 Operating frequency range 13,56 MHz £ 7 kHz

M2-Int: 1a Default operating frequency 13,56 MHz

M2-Int: 1b Operating channels N/A

(for Spread spectrum systems)

M2-Int: 1c Operating frequency accuracy + 100 parts per million
Japan: + 50 parts per million

M2-Int: 1d Frequency hop rate N/A

(for Frequency Hopping [FHSS]
systems)
M2-Int: 1e Frequency hop sequence N/A
(for Frequency Hopping [FHSS]
systems)

M2-Int: 2 Occupied channel bandwidth The modulation sidebands are very low in amplitude but
spread-wide. They satisfy the ETSI, and FCC
regulations.

(©ceupied channel bandwidth is not regulated in the
Japan Radio Law).
M2-Int: 2a Minimum receiver bandwidth Suitable to receive tag channel or channels of interest.
M2-Int: 3 Interrogator transmit maximum The interrogator shall not generate a field higher than
Magnetic Field Strength 12 A/m in any part of the volume where a tuned ISP
card sized tag may be present

M2-Int: 3a Minimum Operating Field Strength Minimum Operating Field Strength: 150 mA/m for tuned
ISO card sized tags.

Application requirements may result in a different
minimum operating field strength. In that case the
minimum operating field strength shall be declared|by
the tag manufacturer.

M2-Int: 4 Interregator transmit spurious See below.

Emissions

M2-Int: 4a Interrogator transmit spurious N/A

emissions, in-band
(for Spread spectrum systems)

M2:Int: 4b Interrogator transmit spurious Compliant with ETSI, ARIB STD-T82 and FCC

emissions, out-of-band maximum out of Band allowed field strength.

M2-lat-5 lnterrogatortransmitterspectrim Compliantwith ETSILARIB STD-T82 gnd FCC——

mask maximum out of Band allowed field strength.

M2-Int: 6 Timing See below.

M2-Int: 6a Transmit to receive turn around time 0-50ps

(the time between the end of a
command and when the interrogator
is first ready to receive a reply)
M2-Int: 6b Receive to transmit turn around time Greater than 0 ps
“(the time between the end of a reply
and when the interrogator can
transmit a command)

© ISO/IEC 2010 — All rights reserved
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Ref. Parameter Name Description
M2-Int: 6¢ Dwell time or Interrogator transmit 0-10ps
power on ramp
M2-Int: 6d Decay time or Interrogator transmit 0-10ps
power down ramp
M2-Int: 7 Modulation PJM (Phase Jitter Modulation) min. level +/- 3,0 © max.
level +/-4,0°
M2-Int; 7a Spreading sequence N/A
(for frequency hopping [FHSS]
systems)
M2-Int: 7b Chip rate N/A
(for Spread spectrum systems)
M2-Int: 7¢c Chip rate accuracy N/A
(for Spread spectrum systems)
M2-Int: 7d Modulation index N/A (System is not amplitude modulation)
M2-Int: 7e Duty cycle N/A
M2-Ingt: 7f FM Deviation N/A
M2-Init: 8 Data coding Modified Frequency Modulation (MFM) (see Figure 4 —
Command MFM encoding and timing of binary 000100)
M2-Int: 9 Bit rate 423,75 kbit/s
M2-Int: 9a Bit rate accuracy Synchronous\to the carrier frequency.
M2-Int: 10 Interrogator transmit modulation N/A
accuracy
M2-Ing: 11 Preamble Ineludes an MFM encoding violation
M2-Int: 11a Preamble length 16 bits
M2-Int: 11b Preamble waveform The command flag defines the start of a command and
the bit interval timings. The flag comprises three parts:
1: a synchronising string of 8 bits of valid MFM data.
2: an MFM encoding violation not present in normal
MFM data. The violation consists of a sequence of
5 state changes separated by a 1 bit interval, a 2 bit
interval, a 1,5 bit interval and a 2 bit interval. The
edge of the fifth (last) transition defines the
beginning of a bit interval.
3: a trailing MFM 0 defining the end of a flag and the
beginning of the command.
(See Figure 1 — Two possible command flags)
M2-Int: 11¢ Bit sync sequence See M2 Int: 11b
M2-Init: “41d Frame sync sequence See M2 Int: 11b
M2-Int: 12 Scrambling N/A
(for Spread spectrum systems)
M2-Int: 13 Bit transmission order LSB first
M2-Int: 14 Wake-up process Interrogator Talks First (ITF) System. Tag cannot
respond unless it receives valid command from
interrogator.
M2-Int: 15 Polarization N/A

16
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Synchronising String MFM Encoding Violation

;|4 »

A

V|‘ rl

Bit Interval

I

Flag 1

——
A

Flag

(d)s)

Figure 1 — Two possible command flags

6.2.2 Tag to interrogator link

Table 4 — Tag to interragator link

ee Table 4 — Tag to interrogator link and Figure 2 — Two possible(teply flags.

© ISO/IEC 2010 — All rights reserved

Ref. Parameter Name Description
M2-Tag:1 Operating frequency range 13,56 MHz + 3,013 MHz
M2-Tag: 1a Default operating frequency N/A (System does not rely on a default operating
frequency)
M2-Tag: 1b Operating channels Multi-frequency operating system where tags can gelect
(for Spread spectrum systems) from 8 reply channels. Tags transmit the whole of their
reply using a selected channel.
The tag may use one of eight subcarriers. The
subcarriers are derived by division of the powering
field’s frequency.
Channel Frequency Division
kHz Ratio
A 969 14
B 1233 1
c 1507 9
D 1808 75
E 2086 6,5
F 2465 55
G 2712 5
H 3013 45
M2-Tag: 1c Operating frequency accuracy Synchronous to the carrier frequency.
M2-Tag: 1d Frequency hop rate Tags transmit the whole of a reply on a selected
(for Frequency hopping [FHSS] channel
systems)
M2-Tag: 1e Frequency hop sequence Reply channel is randomly selected by the tag.
(for Frequency hopping [FHSS]
systems)
17
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Ref. Parameter Name Description
M2-Tag: 2 Occupied channel bandwidth 106 kHz for each of 8 reply channels
M2-Tag: 3 Transmit Maximum Magnetic Field In accordance with local regulations
Strength
M2-Tag: 4 Transmit spurious emissions N/A
M2-Tag: 4a Transmit spurious emissions, In-band | N/A
(for Spread spectrum systems)
M2-Tag: 4b Transmit spurious emissions, Qut-of- | N/A
band
M2-ng: 5 Transmit spectrum mask N/A
M2-T4ag: 6 Timing See below.
M2-TLg: 6a Transmit to receive turn around time 0-200 ps
(the time between the end of a reply
and when a the tag is first ready to
receive a command)
M2-Tag: 6b Receive to transmit turn around time | 77 to 88 us
(time between the end of the last bit
of a read command and a tag
beginning the first bit of a tag reply)
M2-ng: 6¢c Dwell time or transmit power on ramp | N/A
M2-Tlag: 6d Decay time or Transmit power down N/A
ramp
M2-T1ag: 7 Modulation Loadmodulation
M2-Tlag: 7a Spreading sequence Tags\transmit the whole of a reply in a randomly
(for Frequency hopping [FHSS] selected or an interrogator selected channel.
systems)
M2-Tag: 7b Chip rate N/A
(for Spread spectrum systems)
M2-Tag: 7c Chip rate accuracy N/A
(for Spread spectrum systems)
M2-T1ag: 7d On-Off ratio N/A
M2-Tlag: 7e Subcarrier frequéncgy 8 subcarrier frequencies available:
Channel Frequency Division
kHz Ratio
A 969 14
B 1233 1
C 1507 9
D 1808 7,5
E 2086 6,5
F 2465 5,5
G 2712 5
H 3013 45
M2-Tag: 7f Subcarrier frequency accuracy Synchronous to the carrier frequency.
M2-Tag: 79 Subcarrier modulation BPSK (Binary phase shift keying)
M2-Tag: 7h Duty cycle N/A
M2-Tag: 71 FM Deviation N/A
M2-Tag: 8 Data coding MFM (Modified frequency modulation)(see Figure 7 —
Reply MFM encoding and timing of binary 000100)

18

© ISO/IEC 2010 — All rights reserved



https://standardsiso.com/api/?name=d1db4143c4c35faee4e9c2eb51f68b92

ISO/IEC 18000-3:2010(E)

Ref. Parameter Name Description
M2-Tag: 9 Bit rate 105,9375 kbit/s
M2-Tag: 9a Bit rate accuracy Synchronous to the carrier frequency.
M2-Tag: 10 Tag transmit modulation accuracy (for | N/A
Frequency hopping [FHSS] systems)
M2-Tag: 11 Preamble Includes an MFM encoding violation
M2-Tag: 11a Preamble length 16 bits
M2-Tag: 11b Preamble waveform The reply flag defines the start of a reply and the bt
interval timings. The flag comprises three parts:
1: a synchronising string of 9 bits of valid MEM datg.
2: a MFM encoding violation not present’in norma
data. The violation consists of.@.sequence of 4 state
changes separated by a 2 bitinterval, a 1,5 bit
interval and a 2 bit interval:"The edge of the fourth
transition defines the béginning of a bit interval
3: atrailing zero defining‘the end of the flag.
(See Figure 2 —Two possible reply flags)
M2-Tag: 11¢c Bit sync sequence See M2-Tag:11b
M2-Tag: 11d Frame sync sequence See M2-Tag:11b
M2-Tag: 12 Scrambling (for Spread spectrum N/A
systems)
M2-Tag: 13 Bit transmission order LSB first
M2-Tag: 14 Reserved
M2-Tag: 15 Polarization N/A
M2-Tag: 16 Minimum tag receiver bandwidth See Figure 3 — Command modulation scheme

Syinchronising String

Ll‘

MFM Encoding Violation

Bit Interval

D

Vl‘

Flag 1

Flag 2

Flag

Figure 2 — Two possible reply flags
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6.2.3 Description of operating method

6.2.3.1 General

This clause defines the characteristics of the air interface between the interrogator and the tag. It details the
transfer of power and the bi-directional communications between the interrogator and the tag.

Tags may be passive. In which case, power is transferred from the interrogator to the tag by a high frequency
magnetic field using coupled antennae in the interrogator and the tag. The powering field frequency f; is
13,56 MHz-7kHz. ; . " -y .

operating volume.

Commards are transmitted from the interrogator to the tag by Phase Jitter Modulation (PJM) of the powering
field. PJM transmits data as very small phase changes in the powering field. These phase changes are
between|+/- 3,0 ° and +/- 4,0 ° There is no reduction in the transfer of power to the tag during PJM. The
bandwidih of PJM is no wider than the original double-sided spectrum of the data. The sidéband levels and
data ratgs are decoupled. This allows the sideband levels be set at any arbitrary level without affecting the
data ratd. Phase Jitter Modulation is described in Annex B.

The command data rate is 423,75 kbit/s encoded using Modified Frequency Modutation (MFM).

An interrpgator can be full or half duplex. If an interrogator is full duplex theriit'can transmit commands whist
simultangously receiving multiple tag replies. Tags are half duplex.

Tags reply to the interrogator by inductive coupling whereby the<yoltage across the tag antenna coil is
modulated by a subcarrier. The subcarrier is derived from division ofithe powering field’s frequency.

Tags can select from one of eight subcarrier frequencies between 969 kHz and 3013 kHz. The reply data rate
is 105,9375 kbit/s encoded using Modified Frequency Modulation (MFM) and modulated onto the subcarrig
as Binary Phase Shift Keying (BPSK).

pig

O

To ensufe that tags replying on different channels are simultaneously received tag replies are band limited t
reduce data and subcarrier harmonic levels.

6.2.3.2 | Communications signal interface interrogator to tag

Commarlds are transmitted from the-interrogator to the tag by PJM of the powering field. The command data
rate is 423,75 kbit/s and all commands are MFM encoded prior to the PJM modulator.

6.2.3.2.1 Modulation

Commarlds are transmitted from the interrogator to the tag by PJM of the powering field. In PJM data
transmitted as very small phase reversals in the powering field. This allows the sideband levels be set at any
arbitrary [level without affecting the data rate.

[

The tagq operate as intended with minimum PJM sideband levels that comply with the appropriate FCC and
ETSI regulations.

The PJM phase shift waveform of the interrogator magnetic field is described in Figure 3 — Command
modulation scheme and Table 5 — Command Modulation Parameters.
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Figure 3 — Command modiulation scheme
Table 5 — Command, Modulation Parameters
Parameter Minimum Maximum Units
phase shift +A°, -A° 3,0 4,0 deg.
time after which the phase shift shall 0 1,0 V&
remain above the 95% point
NOTE: 4,0° of the total phase shiftmust be completed in 500 ns or less. The phase shift cannot exceed the final value
by 5% at any time. Fherise and fall phase shifts shall not have a difference greater than 40 ns at arly position
between the 10%t0-90% points. The phase shift magnitude shall remain constant during the whole command.
6.2.3.2.2 Data rate‘and data coding
he encoded command data rate is 423,75 kbit/s (f. / 32). The period of a bit interval used for gncoding
mmand data‘is 2,3599 us.
Il commands are MFM encoded prior to the PJM modulator. Bits are encoded using MFM encoding rules.
FM has the lowest bandwidth occupancy of the binary encoding methods. The bit value is defined by a
ange in state. These encoding rules are defined as follows:

e Abit 1is defined by a state change at the middle of a bit interval.
o Abit 0is defined by a state change at the beginning of a bit interval.
o Where a bit 0 immediately follows a bit 1 there is no state change.

An example of command MFM encoding of the binary string 000100 is shown in Figure 4 — Command MFM
encoding and timing of binary 000100.

Typically the edges shown in Figure 4 — Command MFM encoding and timing of binary 000100 and
Figure 5 — MFM Encoding and timing for two possible command flags shall be synchronised to the powering
field. If not synchronised then these edges shall be generated at the interrogator within +/- 0,04 s of the times
shown.
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Figure 4 — Command MFM encoding and timing of binary 000100

6.2.3.2.3[ Interrogator to tag frames

The command flag defines the start of a command and the bit interval timings. The flag comprises three’parts|:

A synchronising string of 8 bits of valid MFM data.
An MFM encoding violation not present in normal MFM data. The violation consists,of a sequence
of 5 state changes separated by a 1 bit interval, a 2 bit interval, a 1,5 bit interval. and a 2 bit interval.
A trailing MFM 0 defining the end of a flag and the beginning of the command.

The syng¢hronising string, encoding violation and a trailing zero for two possible cemimand flags are illustrated
in Figurel 5 — MFM Encoding and timing for two possible command flags.

Synchronising String MFM Encéding Violation

| Ll‘ »
| V|‘

2,36pus  *472us 3,54us 4,72ps

A
\ 4

<& ']
< >

F'$
4

<& »
< »

Flag 1

Flag 2

1 1
1 1
1 )
1 1

Bit Interval

| Flag

Eigure 5— MFM Encoding and timing for two possible command flags

6.2.3.3 | Communications signal interface tag to interrogator

Replies are MFM encoded prior to the BPSK modulator. Tags reply using one of eight selectable modulated
subcarriers.

6.2.3.3.1 Subcarriers
The tag may use one of eight subcarriers. The subcarriers are derived by division of the powering field’s

frequency. The channel frequencies and division ratios are tabulated in Table 6 — Channel frequencies and
division ratios.
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Table 6 — Channel frequencies and division ratios

Channel Frequency kHz Division Ratio
A 969 14
B 1233 11
C 1507 9
D 1808 7,5
E 2086 8,5
F 2465 55
G 2712 5
H 3013 4.5

6.2.3.3.2 Modulation

odulated by a subcarrier. Modulation is based on impedance modulation.” Encoded data is modulated on to

e subcarrier as BPSK modulation.

—

b DN

—+

%he tag replies to the interrogator by inductive coupling whereby the voltage across the tag antenpa coil is

ystems shall respect local regulations. In order to ensure that tags replying on different channels are
multaneously received, all tag replies shall be band limited to’reduce data and subcarrier harmonic Ievels.

OTE For example, the tag reply spectrum for 105,9375 kbit/s MFM encoded all zeros data stream, may ke defined
¢ be within the tag reply mask provided in Figure 6 — Tag.reply mask below. Such mask limitation would be appropriate
r ITU region 1, 2 and meets Japanese regulations.

Interrogator carrier frequency

A

20dB E K+— fundamental
minimum ! !
: :
I___I I
1
other data harmonics and i third data harmonic
/modulated subcarrier harmonics v i
13.56 13.56 +
MHz 3.10 MHz
Note. This figure shows the upper side band of the Tag reply. The same mask shall be applied to the lower sideband.

© ISO/IEC 2010 — All rights reserved
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6.2.3.3.3 Data rate and data encoding

The encoded reply data rate is 105,9375 kbit/s (fc / 128). The period of a bit interval used for encoding
command data is 9,4395 us. The modulation used is BPSK.

Tags reply using one of eight selectable modulated subcarriers. The subcarriers are derived by division of the
powering field’s frequency. Replies are encoded using MFM and modulated onto the subcarrier as Binary
Phase Shift Keying (BPSK).

Figure 7 — Reply MFM encoding and timing of binary 000100. Typically the edges shown\i
Figure 71— Reply MFM encoding and timing of binary 000100 and Figure 8 — MFM Encoding and timing for
two posgdible reply flags shall be synchronised to the powering field. If not synchronised then these edges’sh4ll
be genenated at the tag within +/- 0.15 ps of the times shown.

| | | | . 1
o ] 0 | 1 ! 0 0
- ‘ . . ‘ . . ‘ . b ;. - . .
9,44 us | 4T2us | 4.Tius (H}

Bil Interyal

Figure 7 — Reply MFM encoding and timing of binary 000100

6.2.3.3.4 Tag to interrogator frames

The reply flag defines the start of a reply and the bit interval timings. The reply flag comprises three parts:

e[ A synchronising string of 9 bits of valid MFM data.
e[ A MFM encoding violation not present inif\ormal data. The violation consists of a sequence ¢
4 state changes separated by a 2 bit interval, a 1,5 bit interval and 2 bit interval. The edge of th
fourth transition defines the beginning of-a bit interval.

e| Atrailing 0.

D =

A synchfonising string, encoding violation and a trailing zero for two possible reply flags are illustrated in
Figure 8 — MFM Encoding and timingsfar two possible reply flags.

| Synchrar sing String | MEM Erwcoding Wiolation
Qadus  1888us 1416us 1535us

Flagl

Flag2
i i i i i i i i i i i i i i i
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
B I O T R B
| Bit Iriteral |
[ Flag =

Figure 8 — MFM Encoding and timing for two possible reply flags
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See Table 7 — Protocol parameters.
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Table 7 — Protocol parameters

—~

C

Ref. Parameter Name Description

M2-P: 1 Who talks first Interrogator Talks First (ITF) System. Tag cannot
respond unless it receives valid command from
interrogator.

M2-P: 2 Tag addressing capability Yes, tags can be addressed individually or as-groups.

M2-P: 3 Tag ID

M2-P: 3a Tag ID length 64 bits (32 bit specific identifier, A8.bit applicatjon
group identifier and 16 bit manufacturing
identifier).

M2-P: 3b Tag ID format See clauses 6.2.5.6 t0 6.2.5.9

M2-P: 4 Read size Two bytes (16 bits) to-miaximum memory size.

M2-P: 5 Write size Minimum and Maximum Write size is dependent uppn
memory technolégy, according to instruction defined in
6.2.5.14.

M2-P: 6 Read transaction time 1,282ms,* 150 ps per 16 bits (2 bytes).

M2-P: 7 Write transaction time 1,282ms + 75,5 us per 16 bits (2 bytes), not including
memory erase and write time.

M2-P: 8 Error detection 16 bit CRC interrogator to tag, 32 bit tag to
interrogator.

M2-P: 9 Error correction None.

M2-P: 10 Memory size Product Dependant. No technical limitation.

M2-P: 11 Command structure andsextensibility | Command field is 16 bits long, extendable without limit
in 16 bit blocks.

8 command types, each with 16 extension types
presently available.

.2.5 Description of protocol operating method

.2.5.1 Overyview

ags may bepassive; in which case power is transferred from the interrogator to the tag by a High Frequency

HF) magnetic field using coupled antennas in the interrogator and the tag.

ialogue between the interrogator and the tag is conducted on an Interrogator-Talks-First (ITF) basis.

F

ollowing activation of the tag by a powering field the tag waits silently for a valid command. After reteiving a

valid command the tag transmits a reply to the command.

Phase Jitter Modulation (PJM) is used (described in 6.2.3 above).

The tag memory is expandable beyond 1 Megabit so that the system is inherently upgradeable, subject to
product definition/design.

Multiple tag identification is performed using a combination of Frequency and Time Division Multiple Access
(FTDMA). There are eight reply channels available for tags to use. In response to a valid command each tag
randomly selects a channel on which to transmit its reply. The reply is transmitted once using the selected
channel. Upon receiving the next valid command each tag randomly selects a new channel and transmits the

© ISO/IEC 2010 — All rights reserved
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reply using the new selected channel. This method of reply frequency hopping using random channel
selection is repeated for each subsequent valid command. In addition to random channel selection the tag can
randomly mute individual replies. When a reply is muted the tag will not transmit that reply. Random muting is
necessary when identifying very large populations of tags. All FTDMA frequency and time parameters are
defined by the command.

All commands are time stamped and tags store the first time stamp received after entering an interrogator.
The stored time stamp defines precisely when the tag first entered the interrogator and provides a high
resolution method of determining tag order which is decoupled from the speed of identification.

Tag temporary settings shall be stored in tag memory (for example using a technique such as Temporar
Random|Access Memory TRAM) that retains data contents during power outages caused by switching.of.th
powering field in orientation insensitive interrogators.

<<

6.2.5.2 Definition of data elements

Read data is the data read from chip memory by a valid command.
Write dafa is the data written to chip memory by a valid command.
Stored data is the data stored in chip memory.
Hardcodg data is the data in virtual chip ROM.

6.2.5.3 | RF tag memory organization

[

This parf of ISO/IEC 18000 describes the tag memory in virtual terms’only and does not intend to restrict th
physical jmplementation of any tag’s memory.

The tag nemory is split into the three areas shown in Table 8<~Tag memory areas.

Table 8 — Tag.memory areas

Memory Area Comment

manufacturing system memory area contains all fields that are set and locked during
chip/tag manufacture and manufacturing test

user system memory area set and locked as required by the user

user memory area set and locked as required by the user

Tags with 4 kbit or less oftvirtual memory will use 8 bit address and 8 bit length fields. Tags with greater than
4 kbit of yirtual memory.shall allow for both 8 and 16 bit address and length fields.

[0

The tag memory includes tag identifiers, configuration and user defined fields. The virtual memory map, se
Table 9 1+ VirtualFmemory map, includes the defined fields. The bit order of any defined fields is such that th
least significant field bit is stored at the lower virtual memory bit address.

[¢]

varying memory block sizes, where a block is one or more 16 blt words. Read commands read zero or more
words. Write commands write whole words, where the number of words that can be written is determined by
the memory construction.

Memory may be locked. Once locked, memory cannot be overwritten.
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6.2.5.4 Virtual tag memory

Table 9 — Virtual memory map shows the virtual memory layout of the tag.

Table 9 — Virtual memory map

memo comment | register bit number
Word no t ery 9
ypP 1514 [13]12[11]10f0 [8]7 [ 6] 5] 4] 3] 2] 1] 0
fa) £ PR olafi ol R ol £ "
v IIIGIIUIG\;I.UIIIIS UcTiinmncyu TNTIVI TCOTTVOCU TUT TTidlinmurduiurcTt
system memory | fields -

1 MC manufacturing code

2 SIDO specific identifier 0

3 SID1 specific identifier 1

4 user system defined GID application group identifier

memory fields N - —

5 CID conditional identifier

6 Ccw configuration word

7 user memory undefined if | PWO Password 0

password is

8 not required PW1 Password 1

9 PW2 Passwafd 2

10 undefined

and fields
above

Word 10 and above shall be user memory followed by any remaining system memory.
Specific identifier 0 and password 0 are thedeast significant words of these multi word fields.
6.2.5.5 Lock pointer

he lock pointer is a 16 bit virtual system memory field, used to prevent tag memory from being over written.
he field points to a word infmemory. All complete sub-blocks of memory at addresses less than the number
ored in the lock pointer cannot be over written. Interrogator commands cannot decrement the lock ppinter.

.2.5.6  Unique identification (Tag ID)
he unique identification for MODE 2 may be set permanently at manufacturing.
I{ shall comprise a logical 64 bit block, consistent with ISO/IEC 15963.

he/physical implementation on the tag is left to the manufacturer.

The 64 logical bits are organized into three parts. See Figure 9 — Logical organization of tag ID.

MODE 2 TAG Tag ID MASK
MASK 1 MASK 2 Mask 3
Manufacturing code Application Group Identifier Specific Identifier
16 Bits 16 Bits 32 Bits
AFl  Not Determined Serially issued binary value

Figure 9 — Logical organization of tag ID
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6.2.5.7

The man
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Manufacturing code

ufacturing code is a mask of 16 bits.

The physical operation of the system requires only that this mask is populated with a binary value.

However

, in order to uniquely identify manufacturers, registration shall be in accordance with ISO/IEC 15963.

Transmission from the tag for this Mode shall be LSB first, and the data available shall conform to the

disposition in Table 10 — Manufacturing code field.

Examplel

The man
shown in

6.2.5.8
The secq
The phyg
The purg

It is reco
so the va

The secq

6.2.5.9
The third
It shall b
by the m

manufac|

The com

implementation according to ISO/IEC 15963.

ufacturing code is a 16 bit field set at manufacturing test. The encoding for the manufactufing code is
Table 10 — Manufacturing code field

Table 10 — Manufacturing code field

MSB LSB
16 9 (8 1
'EOQ’ manufacturer code according to ISO/IEC 7816-6

Application group identifier (AFI)
nd mask is of 16 bits.
ical operation of the system requires only that thissmask is populated with a binary value.
ose of this mask is to identify applications or families of tags.

mmended that the first octet of this mask is used to encode an AFI as defined in ISO/IEC 15961-3; |if
lue of the AFI shall be as registered with the RA as defined in ISO/IEC 15961-2.

nd octect of this mask is not specified.
Specific identifier

mask is of 32 bits:

b allocated atimanufacture, and shall provide a unique binary value which shall be sequentially issug

anufacturervand shall not be reused by that manufacturer. It shall provide a unique tag ID for thg
furer.

- Q.

shall pro

bination of this Specific Identifier value, Application Group ldentifier and the Manufacturing codT,
side’ a permanent and unambiguous unique tag identification

This identifier allows a tag to be specifically identified and specifically communicated to. The manufacturing
test software shall ensure that the specific identifier is incremented once each time a tag is loaded with this
identifier.

6.2.5.10

Conditional identifier

In addition to the tag Tag ID the tag memory shall carry an additional mask, known as the Conditional

Identifier

(CID). The mask shall be 2 octets (16 bits).

The physical operation of the system requires only that this mask is populated with a binary value.

28
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The CID may be provided at manufacture (as for example a date of manufacture) or may be provided

2010(E)

later.

This part of ISO/IEC 18000 is not prescriptive as to whether the CID is programmed at manufacture or later,

but manufacturers shall decide which of these options and shall use the CID consistently thereafter.
Example: The CID may provide a date-code to enable conditional access/disbarment according to

condition, thus, for example tags manufactured before the CID, or after the CID could be elimi
selected.

6.2.5.11 Configuration word

the data
nated or

1|he configuration word is a 16 bit field set by the user. The tag configuration is usually set to
gpplication. The encoding for the configuration word is shown in Table 11 — Configuration word-field.

Table 11 — Configuration word field

Bit number Field State Description

BitOto 6 RFU Shall be set to ‘0!

Bit 7 to 14 Custom Settings

Bit 15 Password 0 password.het required
Bit 15 Password 1 password required

6.2.5.12 Password

he password field is a 48 bit identifier set by the user¢lt)is used to provide a level of security for
ccess. If the tag is configured to ‘password not reguired’ the password memory space is free
emory. If the tag is configured to ‘password required. the password cannot be read.

.2.5.13 User memory

he user sets the user memory.

6.2.5.14 Hardcode

€I

ardcode is formatted as #6\bit words and is included in some tag types. This part of ISO/IE
escribes the hardcode invirtual terms only and does not intend to restrict the physical implemer
ardcode. The hardcode~defines the tag parameters, including memory size and memory block size.

=2 O

bply. The MSB of "all hardcode words shall be set to ‘1’. The encoding for the hardcode is
able 12 — Hardcode field.

— =

Table 12 — Hardcode field

suit the

memory
for user

C 18000
tation of

In a normal reply all-hardcode words are transmitted first, followed by the time stamp and then the rest of the

thown in

Bit number | Field State Description
BitOto 6 parameter/ 00n memory size in 4 word units (LSB)
function 01n memory size in 4 word units (MSB)
02 memory block size in words
03n memory sub-block size in words
04 memory erase + write time in 100 us units
05y to 074 reserved for custom hardcodes
Bit 7 to 14 code/value 00n to FFy hexvalue or code associated with parameter or function
Bit 15 MSB shall be set to ‘1’

© ISO/IEC 2010 — All rights reserved
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For the purposes of this document 'memory erase + write time' shall be the time between the end of the last
bit of a write command and the beginning of the first bit of a tag reply. Also 'memory size' shall be from word 0
to the top of user memory.

For example a tag with:

8192 bits of memory (512 words, 128 * 4 word units)
4 word memory block size

1 word memory sub-block size

4 ms memory erase + write time (40 * 100 us units)

would hg
[ )
[ )

In the ab)

ve the following hardcode:
memory size  C000,
block size 8202
sub-block size 8083,
erase + write time 9404,
pve example:

The memory size MSB is not used, as all the value bits are ‘0.
A sub-block size of 1 word and a block size of 4 words indicates that'1, 2, 3, and 4 memory wor
writes are allowed where all writes shall be within a block, (no writes, across block boundaries).

The block size origin is word 0.

Memory |can be locked at sub-block intervals, if the sub-block interval is not given then the memory can only
be locked at block intervals.

6.2.5.141 Default tag parameters

If the memory size is not defined in hardcode then the m@@mory size is 64 words.

If the memory block size is not defined in hardcode-then the memory block size is 4 words.

If the megmory sub-block size is not defined(h,hardcode then the memory sub-block size is 1 word.

IIf the mgmory erase + write time is net'defined in hardcode then the memory erase + write time is 5.0 ms gr
ess.

6.2.5.15| Block security status

Refer to Clauses 6.2.5.52ock Pointer and 6.2.5.12 Password.

6.2.5.16 | Description of operating methodology

Tag and interrogator communications is based on the Interrogator-Talks-First system. The tag will only
respond fa’a,command if the command received is valid. Commands are generally used to identify tags and to
read, write-andHock-memory—Commands—aiso-determine-thereply-type(shortornormah-and-therepty-mod

(fixed channel or random channel etc.). A short reply is used to speed up communications, whereas a normal

reply incl

udes all hardcode and some system memory.

All tags, irrespective of their types can be identified using a universal group command. The universal group
command can set the tags to transmit a normal reply. The hardcode and system memory included in a normal

reply pro

vides sufficient information so that a user can send other valid commands to the tags.

The various reply modes are selected to suit the interrogator types (single or multi channel) and to speed up

commun

30

ication depending upon tag population within the interrogator operating volume.
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6.2.5.16.1 Methods

See 6.2.5.1 and 6.2.5.2

6.2.5.16.2 Command format

The format of command fields is shown in Table 13 — Command fields. All fields are transmitted least
significant bit first. For multi word fields the least significant bit of the least significant word defines the least
significant bit of the field. All commands defined in this subsection are Mandatory as classified in 6.0 above.

Table 13 — Command fields
Code | Field Bit | Comment
F Flag 16 MFM violation sequence
Cd command 16 command field
Cn command number 16 command number field
SS Specific identifier 32 identifier field
G application group identifier 16 identifier field
Ci conditional identifier 16 identifier field
PPP password 48 identifier field
R read address and length 16 8 bit address and 8 bit length fields for memory read
w write address and length 16 8 bit@ddress and 8 bit length fields for memory write
Ra read address 16 16.bit address field for memory read
RI read length 16 16 bit length field for memory read
Wa write address 16 16 bit address field for memory write
Wi write length 16 16 bit length field for memory write
write data 16 data to be written
CRC 16 validation CRC
he format for valid commands is shown in ,Table 14 — Valid command format where:
he password field-shall only be provided if required by the tag.
he read/write.commands shown include a single word write.
Table 14 — Valid command format
Command type Start fields | Identifier fields | Address and length fields | Data | CRC
group read F [Cd] Cn G Ci [R] or [Ra RI] C
specific read F [Cd] Cn SS [R] or [Ra RI] C
group read/write F [Cd]Cn G Ci |PPP| [R W] or [Ra RI Wa WI] C
Specific read/write | F [Cd]Cn SS |PPP| [R W] or [Ra RI Wa WI] C

The minimum length command is 7 words (112 bits).

© ISO/IEC 2010 — All rights reserved 31


https://standardsiso.com/api/?name=d1db4143c4c35faee4e9c2eb51f68b92

ISO/IEC 18000-3:2010(E)

For a zero length write no data will be provided. For a multi-word length writes each word to be written is
followed by a CRC. The command format for a two word write is shown in Table 15 — Valid multi-word
read/write command format.

Table 15 — Valid multi-word read/write command format

Command Type Start Identifier Address and Data | CRC Data | CRC
Fields Fields Length Fields
group read/write F [Cd] Cn G Ci |PPP| [R W] or D C D C
[Ra RTWa WI]
Specific read/write | F [Cd] Cn SS |PPP| [RW]or D C D C
[Ra RI Wa WI]

For all write commands if the start, identifier or address and length fields are invalid no data‘will be written to

tag mempry.

If any CRC is invalid the tag will not reply.

6.2.5.16.,3 Command fields

6.2.5.16.3.1 Flag field

The flag| field contains a MFM violation that is not present during normal data. The field indicates the

beginning of a command.

6.2.5.16.3.2 Command field

The encgding of the command field is shown in Table 16— Command field bit encoding.

Table 16 — Command field bit encoding

Bit number Field State Description

bit 0 command type 0 read command
1 read/write command

bit 1 identifier(type 0 specific command
1 application group conditional (group) command

bit 2 reply type 0 short reply
1 normal reply

bit 3 fixed/random 0 fixed channel reply
1 random channel reply

S 410 6 channel’mute ratio 000 [fixed channel A] or [random channel unmuted]

001 [fixed channel B] or [random channel %2 muted]
010 [fixed channel C] or [random channel % muted]
011 [fixed channel D] or [random channel "Ig muted]
100 [fixed channel E] or [random channel s muted]
101 [fixed channel F] or [random channel 1271108 muted]
110 [fixed channel G] or [random channel *""/51, muted]
111 [fixed channel H] or [random channel fully muted]
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Bit number | Field State Description
bit 7 address and length 0 8 bit address and 8 bit length fields
1 16 bit address and 16 bit length fields
bit 8 test command enable | O normal command
1 proprietary test command
bits 9 to 13 RFU shall be set to ‘0’ for mandatory commands
bit 14 command-class Q mgnrlnfnry command
1 custom command
bit 15 command extension 0 indicates to the tag that this word is ‘the” las
command field
1 indicates to the tag that the following word is g
command field extension

Hor a command to be valid the command field shall be set equal to one.'6f the combinations
Tlable 16 — Command field bit encoding. In addition the address and length field (bit 7) shall be set
tags with 4 kbit or less of virtual memory The function provided by\bit 8 is only intended for us
wafer/chip testing and must be disabled by the manufacturer so that,only normal commands are avai
user.

Tihe following describes the fields within the command field.

6.2.5.16.3.3 Command type

Tlhe command type field determines if the command is a read or a read/write.
A read command is used to read tag memory. For fast tag identification the read length field can be s¢
read/write command is used to read and write to tag memory. For write only operation the read len

b zero. To lock tag memory the write length is set to zero and the write address is set to the lowest
hemory address.

= >

=

6.2.5.16.3.4 Identifier type
Tlhe identifier type field-determines if the command is a specific or an application group conditional co

Ypecific commands are used to identify and communicate to individual tags.

I

pplication-group conditional (group) commands are used to identify and communicate to a group of
heet a eonditional test or all groups of tags that meet a conditional test.

=

shown in
to ‘0’ for
e during
able to a

bt to zero.

gth is set
unlocked

mmand.

tags that

6.2.5.16.3.5 Reply type

The reply type field determines if the tag reply is short or normal.
A short reply is used to minimise communication time.

A normal reply is used to when the interrogator requires the hardcode and system memory data to be
in a reply.

6.2.5.16.3.6 Fixed/random

included

The fixed/random field determines if the tag reply is on a fixed selected channel or a random selected channel.
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6.2.5.16.3.7 Channel/mute ratio

The channel/mute ratio field determines either the channel selected or the mute ratio selected.

This field is linked to the fixed/random field described above. If fixed channel is selected then the
channel/mute ratio field determines the actual channel to be used in the reply. If random channel is selected

then the channel/mute ratio field determines the mute ratio.

For valid random channel commands:

o —ifunmuted-is Setectedthetag witttransmit Tepties Tepetitivety ormrrandomity setectedthanmets:
o| If % to °""/51, muted is selected the tag will randomly choose to transmit (unmuted) or not trapnsmii
(muted) individual replies. The muted ratio supplied in the command ("2 muted, % muted)etc
determines the probability of the reply being muted.

o[ If fully muted is selected the tag will not reply and the tag will be set to the temporary mute state.
While the tag is in the temporary mute it will only respond to interrogator command with a neyw
interrogator identifier, see 6.2.5.16.3.9.

~ —+~

6.2.5.16 3.8 Address and length

[*2]

The addfess and length field defines whether a command includes 8 bit address\and 8 bit length fields or 1
bit addrefss and 16 bit length fields.

6.2.5.16 3.9 Command number
The command number is used to set a local time stamp and identify.interrogators.

The encgding for the command number is shown in Table 17 -<,Command number fields.

Table 17 — Command number fields

Bit number Field State | Description

BitOto7 local time stamp set as required by the interrogator
bits 8 to 14 Interrogatoridentifier set as required by the interrogator
Bit 15 MSB shall be set to ‘0’

The mos} significant byte of the-eommand number shall be other than 00;,.

[oN

When a [tag enters a new _intérrogator the tag will store the command number from the first valid comman
received| The tag shall stor@ this number during brief powered down periods. All tag replies include this store
number, |which is called\the time stamp. The least significant byte of the command number is periodical
incremented by the interrogator and used in subsequent commands. The tag does not update the time stamp.
The time| stamp thierefore indicates when a tag first received a valid command.

< O

A tag determines that it has entered a new interrogator when the most significant byte of the comman
number (included in all valid commands) and the time stamp are different, or if the tag detects that it has be
powered down for longer than a defined period.

In a multi tag scenario if two or more tags reply at the same time on the same channel no reply will be
received. If the population is large it is possible that a tag may have to transmit a few times before it selects a
unique channel and is therefore received. There is also a chance that the tag will select a unique channel for
its first transmission. Thus the order in which tags are received cannot be used to determine the order in
which they entered the interrogator. However the time stamp included in the reply will give the correct tag
order.
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6.2.5.16.3.10 Tag identifiers

6.2.5.16.3.11  Specific identifier field

The specific identifier is used to communicate to an individual tag. For a command to be valid the specific
identifier in the command shall be set equal to the specific identifier stored in tag to be communicated to.

6.2.5.16.3.12 Application group identifier field

group or from all
Jpplication groups. For a command to be valid the apphcatlon group |dent|f|er in the command. shall be set
gqual to either FFFF,, or to the application group identifier stored in the tags to be communicated to.

I{ the command identifier is set FFFF,, and the rest of the command is valid then all application groups will be
gommunicated to.

§.2.5.16.3.13 Conditional identifier field

he conditional identifier is used to communicate to tags that meet a conditional test. For a commgnd to be
alid the conditional identifier in the command shall be less than or equal‘to’the conditional identifier [stored in
the tag.

8.2.5.16.3.14 Password field

he password is used to restrict writes to tag memory. For.a command to be valid the password shall only be
grovided if the tag is configured to password required,>and then only for read/write commands. For a
read/write command to a password protected tag to bevalid the password in the command shall be $et equal
tp the password stored in the tag.

§.2.5.16.3.15 Address and length fields

he command field determines if the command includes 8 bit address and 8 bit length fields or 16 bi{ address
and 16 bit length fields.

he address and length fields define the start address and length in words for memory reads and writes. For a
ommand to be valid, the address and length field shall only select from valid memory addressges. Valid
pemory addresses are as/follows:

=20

e For a memary)read of tags configured to password not required:
word 0 te the maximum user memory word is available.

e For a.meémory read of tags configured to password required word:

1040 the maximum user memory word is available.

e Fora memory write:
the address stored in the lock pointer to the maximum user memory word.

o When locking tag memory:
the address stored in the lock pointer and above.

e To lock tag memory the write length is set to zero and the write address is set to the lowest
unlocked memory address, if the command is valid the tag will set the lock pointer equal to the
write address.

e In addition, for a command to be valid the address and length fields shall be set as required by
different tag types to allow for any block addressing restrictions.

If clearly defined in the manufacturers chip data book:

e valid memory addresses for memory reads can include system memory that is above the user
memory area

e valid memory addresses for memory reads can include words O to 6 for tags configured to
password required.
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6.2.5.16.3.16 8 bit address and 8 bit length fields

Where the command field selects 8 bit address and 8 bit length fields the address and length field shall be
encoded as shown in Table 18 — 8 bit address and 8 bit length fields memory reads and Table 19 — 8 bit
address and 8 bit length fields for memory writes.

Table 18 — 8 bit address and 8 bit length fields memory reads

6.2.5.163.17 16 Bit address and 16 bit length fields

Where the command field selects 16 bit address and 16 bit length-fields the address and length field shall be
16 bits epch.

6.2.5.17| Write data

The writ¢ data is the data to be written to the tag.

6.2.5.18| CRC

All command CRCs are calculated from the end of the flag field.

The 16 bit command CRC algorithmhused is the IBM “Synchronous Data-Link Control” (SDLC) polynomig|

standard
commun
ISO/IEC
The algo)

!

The gen
with ‘1" 1

rithm used is as.follows:

brationalgorithm departs slightly from the basic CRC16 technique, in that the generator is pre-loade

Bit number | Field State Description
Bits 0 to 7 8 bit address field set as required by the user
Bits 7 to 15 8 bit length field set as required by the user

Table 19 — 8 bit address and 8 bit length fields for memory writes

Bit number | Field State Description
Bits 0 to 7 8 bit address field set as required by the usér
Bits 7 to 15 8 bit length field set as required bythe.user

sed by CCITT for use injthe X.25 packet-switching protocol, and is implemented in most serial
cations tags and is embodied in ISO/IEC 13239. The CRC shall be calculated as per the definition in

13239.

[oN

[V

its-rather than ‘0’ bits. Additionally the checkbits are inverted before transmission. Consequently,

valid me

(¢)

SSage fs 1ot Tecogrised by & remainder of Zero (as fs the case with CRC 16, but by & specifi

constant.
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An example interrogator command and CRC is given below:

flag field

command field 0000
command number 1234
specific identifier 0 1234
specific identifier 1 5678
read address and length 1001
CRC 8C16

The method and an example of this 16 bit CRC is given in Annex M.

6.2.5.19 Reply format

vl

eply fields are shown in Table 20 — Reply fields. All fields are transmitted least significant bit first. [For multi
yte fields the least significant bit of the least significant byte defines the least significant bit of the field.

O

Table 20 — Reply fields

Code | Field Bits | Comment

F Flag 16 MFM violation sequence
H Hardcode 16 hardcode field
T time stamp 16 identifier field
L lock pointer 16 identifier field
M manufacturing code 16 identifier field
SS specific identifier 32 identifier field
G application group identifier 16 identifier field
Ci conditional identifier 16 identifier field
Co configuration word 16 identifier field
D read data 16 read data

cC CRC 32 validation CRC

Tlable 21 — Valid replyformat shows the format for valid replies.

Table 21 — Valid reply format

Reply Type | Start Fields | System Memory Fields | Data | CRC
Normal FIHIT LM SS G CiCo [D] CcC
Short FT SS [D] CcC

The minimum length reply is 96 bits.

The reply type is determined by the interrogator command.

6.2.5.20 Reply fields

6.2.5.20.1 Flag field

The flag field contains a MFM violation that is not present during normal data. The field indicates the

beginning of a reply.
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6.2.5.20.2 Hardcode fields identifier fields

If the tag
is set to

design includes hardcode then all hardcode data is sent in normal replies. The MSB of the hardcode
‘1’ and the MSB of the following timestamp is set to ‘0’. The interrogator can detect the end of

hardcode data by examining the MSB of received words.

6.2.5.20.3 Time stamp field

The time stamp is used to provide superior tag order identification. The time stamp is set equal to the

comman

d number included.in the first valid command received after the fng entered g new infnrrngafnr

6.2.5.20.4 System memory fields

The reply

6.2.5.21

The reag
6.2.5.22
The repl
The repl
comman
results in
The algo)
g

An exam

O3 (0 (N =i

The metihod and an example of this 32 bit CRC is given in Annex N.

6.2.5.23

6.2.5.23.

system memory fields are as per the system memory stored in tag virtual memory.

Read data

data is the data requested by a valid command.

CRC field

CRC is calculated from the end of the start flag field.

[

y CRC is the 32 bit Ethernet CRC. Its properties are similar to the 16 bit IBM CRC used in th
H path, in that the register is loaded with ones, the output.wérd is inverted and the final computatio
a specific constant rather than zero.

>

rithm used is as follows:

(X):X32+X26+X23+X22+X16+X12+X11+X10+X8+X7+X5+X4+X2+X1+1

ple tag reply and CRC is given below.
ag field

me stamp 1234

pecific identifier 0 1234

pecific identifier 1 5678

cad data ABCD

[RC E8E5.78742

RF tag states

1 State.diagram

A tag cai be'in one of four following states:

38

Power Off

The tag is in the Power Off state when it cannot be activated by the interrogator. Power off is also
achieved as a result of an LPB detection.

Active

The tag is in the active state when it is activated by the interrogator. In this state it shall process
any interrogator command.

Tag Reply

The tag is in the tag Reply state when it has received a valid command. If the tag remains powered
then it will stay in this state until it has completed the reply, after which it will return to the active
state.
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e Fully Muted
The tag is in the fully muted state when it has received a valid fully muted command. If the tag
remains powered then it will stay in this state until it receives a valid new interrogator command.

The transition between these states is specified in Figure 10 — Tag state transition diagram.

Long Power Break detected Out of Field

Power Off

A

In field Out of field

Fully Muted command Tag reply gomplete

Fully Muted ; ( Active > { Tag Reply
Ll Ll
New Interrogator Any comand other than Fully
identifier command Muted
Any command other than
new Interrogator command
Note For invalid commands the Tag will remain in its current state

=

Figure 10 — Tag state transition diagram

6.2.5.23.2 Short power breaks

A break in the interregator carrier received by the tag of 5 us or greater but less than a Long Powér Break,
ee below, shall be considered as a Short Power Break (SPB). If a SPB occurs then the tag will initiglise and
then go to the active state.

(7))

I

igure 11 — Interrogator powering field breaks describes interrogator carrier breaks.
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6.2.5.23.

The tag
may be ¢

corrupt the TRAM after which all TRAM values will be_gleared.

TRAM o
greater

6.2.5.23.4 TRAM

This par
several (
may be
TRAM, 4
maximis
TRAM h

TRAM p
the fully

Carrier
Amplitude
b

1]
]

120%

95%

\

Min (us) [Max.us)
0,0 10,0
5;0
0,0 10,0

Figure 11 — Interrogator powering field breaks

3 Long power breaks

[

ncludes TRAM or equivalent, see below. If a tag.isspowered down for a long time the TRAM value
orrupted. Using a Long Power Break (LPB) detector the tag will a detect power break long enough f

(@)

equivalent must remain valid for at least’50 ms. Therefore a Long Power Break shall be 50 ms ¢

=

of ISO/IEC 18000 requires temporary storage of data. A technique called TRAM is referred to in
lauses as a means of achieving this requirement. Other techniques that achieve the same function
ised. This clause déscribes TRAM and its functionality for those who choose to use this technique.
s referred to in this)Mode, is volatile memory, such as SRAM or DRAM, which has been designed o
the storage time after power has been removed from the memory. If power is applied before the
s discharged‘the memory will be automatically refreshed.

rovidestinstant write times and short term memory storage. Fast write times are required for setting
mute state and writing the time stamp and other temporary settings.

Note at
will clear

6.2.5.23.

ower-up the tag inspects the state of the LPB detector, If a long power break has occurred the tag
all TRAM.

5 Fully muted state

When tagged items are moving on a conveyor the position and orientation of the attached tags are

uncontro

lled. In order for the conveyor interrogator to power and communicate with tags independent of tag

position and orientation it shall generate an interrogator field that is switched cyclically between the X, Y and Z

direction

orthogonal axes. A consequence of cycling the field is that tags periodically lose power. During these

power outages any information held in volatile memory in the tag shall not be lost.

40
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Special regard shall been given to management of power outages arising from the operation of orientation
insensitive interrogators. For example where multiple tags are being identified there is a requirement for
identified tags to be temporarily muted or silenced so as not to interfere with the identification of any remaining
tags.

A technique, such as Temporary Random Access Memory (TRAM), shall be used to retain the temporary
mute state during these power outages.

6.2.6 Collision management parameters

(@)

ee Table 22 — Table of collision management parameters.

Table 22 — Table of collision management parameters

Ref. Parameter Name Description

M2-A: 1 Type Probabilistic.
(probabilistic or deterministic)

M2-A: 2 Linearity Linear for populations less than #0000 tags,
polynomial for populations larger than 10 000 tags.

M2-A: 3 Tag inventory capacity Greater than 32 000 per application group/conditional identiffer

M2-A: 4 Multiple tag identification rate 100 tags per 150 ms

6.2.7 Description of collision management parameters operating method (informative)

6.2.7.1 General description

this Mode multiple tag identification is performed using a combination of Frequency and Time| Division
ultiple Access (FTDMA).

here are eight reply channels availablefor tags to use. In response to a valid command each tag fandomly
lects a channel on which to transmit its reply. The reply is transmitted once using the selected |channel.
pon receiving the next valid command each tag randomly selects a new channel and transmits the reply
sing the new selected channel,*This method of reply frequency hopping using random channel sejection is
repeated for each subsequent.valid command.

addition to random-channel selection the tag can randomly mute individual replies. When a reply |is muted
the tag will not transmit that reply. Random muting is necessary when identifying very large populations of
tags. Once a tag\has been identified it is temporarily muted by command and will then only regpond as
escribed in 62.5116.3.7.

[ FTDMA\frequency and time parameters are defined by command. FTDMA provides superior performance
er single frequency TDMA solutions, because multiple tag replies can be simultaneously recgived on
ifferent channels.

In addition to the multiple tags that can be expected in an interrogator there may also be a large population of
old or expired tags. For an application that uses disposable tags the population of old and expired tags can be
much greater that the population of current tags. A high speed identification RFID system shall be able to
identify current tags whilst excluding or ignoring old and expired tags.

In this system tags include a conditional identifier. Each tag’s conditional identifier field is programmed when
issued. The field can be programmed with a date-time stamp, which will be tested against a conditional
identifier transmitted in each command. Tags will only respond to commands if the conditional identifier test is
met. In this way old and expired tags are excluded from the identification process.
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If an interrogator is full duplex then it can command tags while simultaneously receiving replies from up to
eight other tags, each tag transmitting on one of eight unique channels.

6.2.7.2 Reply channels

The system uses eight reply channels between 969 kHz and 3 013 kHz. Different reply modes are used to
maximise the tag identification rates for different interrogator types and tag populations. The reply mode used
by a tag is selected by interrogator command.

6.2.7.3 Replymodes

6.2.7.3.1 Fixed channel reply mode

If an intefrogator selects fixed channel reply mode the tag will transmit its complete reply once on\the channg
selected|by the interrogator. This mode can be used for single channel interrogators where the.tag populatio
is one.

>

It can also be used in multi channel interrogators to command identified tags tosreply on different fixed
channeld. Using this mode up to eight tags can be received simultaneously.

6.2.7.3.20 Random channel reply mode

6.2.7.3.211 Unmuted

If the int¢rrogator selects unmuted random channel reply mode, tags will transmit the complete reply once on
a channgl randomly selected by the tag. This mode can be usedby multiple channel interrogators for medium
tag populations.

This modle can also be used by single channel interrogators for small tag populations. In a single channgl
interroggtor all tag transmissions will clash if fixed\€hannel reply mode is selected with a multiple tag
populatign. Using unmuted random channel reply_ mede for a single channel interrogator is similar to a TDMA
system. Eventually each tag will transmit on the interrogator’s channel while all other tags are transmitting on
other channels.

6.2.7.3.202 Random muted

In the rahdom muted/channel reply ;mode tags randomly choose to either mute or unmute individual replies.
For an uphmuted reply the tag randomly selects the reply channel. This mode can be used by multiple channg
interroggtors for large tag populations.

The ratiq of muted replies) to possible replies can be varied by interrogator command between %2 and 154
The ratiqg is ideally incréased as the tag population increases. The muted ratio controls the average number ¢
tags replying during®a reply period. This method allows for the identification of many thousands of tag
simultaneously <presented to the interrogator. The muted ratio reduces the average number of tag
transmittjng to'manageable levels.

[

6.2.7.3.2.3 Fully muted reply mode

The interrogator can set the tag to fully muted reply mode. In this mode the tag will not reply to commands
from the same interrogator and therefore will not clash with other tag replies. This mode can be used for
multiple tag populations to improve tag identification rates. The tag will exit the fully muted mode when it
enters a new interrogator.

A tag determines that it has entered a new interrogator based on data included in the command, or if the tag
detects that it has been powered down for longer than a defined period.
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6.2.7.4 Random number generator (RNG)

To generate random numbers for reply channels and muted replies the tag uses a RNG equivalent to or better
than a 32 bit maximal length linear shift register.

To stop excessively long mute sequences that occur with such a PRBS generator the tag may include means
to force an unmuted reply after a defined number of muted replies.

When %2 muted is selected the maximum consecutive muted replies shall be 3.
When % muted is selected the maximum consecutive muted replies shall be 7.
WHer muted elected the maximum consecutive muted replie i he

8 o i -
When 31/32 muted is selected the maximum consecutive muted replies shall be 63.

Ghannel G is preferred for simple single channel interrogators. To identify multiple tags”with |[such an
imterrogator, tags are commanded to random channel reply mode or random channel and-random muted reply
ode. To prevent excessively long sequences without a transmission on channel .G'the tag may include
eans to force a reply on channel G after a sequence of 15 unmuted replies that)oecur on channgls other
than G.

he counter value or equivalent used to force the above replies shall use a storage technique, such as TRAM
dr equivalent, in-order to retain values during short power breaks, see 6.2/5.23 4.

§.2.7.5 Command parameters

eferto 6.2.5.16.2.

§.2.7.6 Request processing by the RF tag

ags will only respond to valid commands. Tag function is fully defined by the command, see 6.2.5.16.2. The
gommand defines the muting and channel selection behaviour of the tag. Tags will randomly select reply
uting and a reply channel when directed_by-“the command. Random selection is done using [a PRBS
denerator resident in the chip. Once a tag-has been fully muted it will not respond to any furthgr normal
gommands.

§.2.7.7 Explanation of an collision management sequence

this system multiple tag jdentification is performed using a combination of Frequency and Time Division
ultiple Access (FTDMA).

h response to a validleommand each tag randomly selects a channel on which to transmit its reply. The reply
$ transmitted once -using the selected channel. Upon receiving the next valid command each tag rfandomly
selects a new chiannel and transmits the reply using the new selected channel.

Tlhis method Yof reply frequency hopping using random channel selection is repeated for each subsequent
valid command.

In @ddition to random channel selection the tag can randomly mute individual replies. When a reply lis muted
t < tay VV;” IIUt tICIIIOIII;t that IUlJ:y RCII IdUIII |||ut;||3 ;O IIUUUOOGIY VVhUII ;dcl It;fy;lls VUIy IGIHU pupu ations of

tags. Once a tag has been identified it is temporarily muted by command.

All FTDMA frequency and time parameters are defined by command. FTDMA provides superior performance
over single frequency TDMA solutions, because multiple tag replies can be simultaneously received on
different channels.

Reading data when multiple tags are present takes advantage of the full duplex operation of the interrogator (if

available). Data from up to 8 tags can be received simultaneously on the 8 channels when the interrogator
specifically commands tags to reply on different channels.
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Probability calculations are required to evaluate the average number of tags that will be identified after each
valid read command. For a group of n tags with r channels available and a muting ratio of m, where m is the
probability that a tag will transmit a reply then the average number of tags N identified after each valid read
command is:

The identtification rate N is plotted against tag numbers n from 1 to 10 000 tags for the different’muting ratio
availabld to the tag in Figure 12 — Identification rate. By suitable selection of muting ratio-the identificatio
rate can pe maintained between 2 and 3 for up to 8 000 tags.

I 7]

38 4

——m 1
-- 4 --m2
—a—m 4
- - -m 8
—a—m 32
——m 118

—+——m 512

n 24 7.0 25,1 70,4 251,27 70423 28118 70433
log n 4 0,4 1.4 14 2,4 2,4 2,4 3.9

Figure 12 — Identification rate

6.2.7.8 llision man men nce for small numbers of

When identifying and reading data from a small number of tags the muting ratio is set to 1. The average
number of tags received is between 1 and 3 tags per read command. The sequence of operation for
identifying and reading 8 tags is as follows:

a) Tags placed in the read zone of the interrogator.

b) A zero length read is issued.

c) As tags are identified they are temporarily muted.
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e) Data is read using a specific read command as a single operation following the identification process.

f)

Commands are concatenated so that data from 8 tags is read simultaneously.

The sequence of operation for the identification of 8 tags is shown in Table 23 — Identification of 8 tags below.

q
4

n—

Table 23 — Identification of 8 tags

Action Result Number of tags identified
Start

Interrogator sends a zero length read | All tags reply on randomly | O
(random channel) command selected channels

Interrogator receives 3 tag replies 3
Interrogator sends specific mute | The muted tags will temporarily
commands to each of the identified | not respond to further normal
tags commands

Interrogator sends a zero length read | The 5 unmuted tags reply<on)| 3
(random channel) command randomly selected channels
Interrogator receives 3 tag replies 6
Interrogator sends specific mute | The muted tags will temporarily
commands to each of the identified | not respond tofurther normal
tags commands

Interrogator sends a zero length read | The 2 urimuted tags reply on
(random channel) command randomly ‘selected channels
Interrogator receives 2 tag replies 8

Interrogator sends specific mute
commands to each of the identified
tags

The muted tags will temporarily
not respond to further normal
commands

End

Total time identify 8 tags is
5,772 ms. (including minimum
turn around times)

8 tags identified

ata can be read as\a-single operation following the identification process. Reading data as a single
the most time efficient method and is well suited to a static tag population.

or each read~command the interrogator selects a specific tag and an unused channel for the tag to
[ag | onschannel A etc.). The sequence of operation in detail for reading data from 8 tags is shown
igure13.— Reading data from 8 tags.

bperation

reply on
below in
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read | Tag 1 replies on channel A
Tag
1
read | Tag 2 replies on channel B
Tag
2
Rea | Tag 3 replies on channel C
d
Tag
3
read | Tag 4 replies on channel D
+eg
4
read | Tag 5 replies on channel E
Tag
5
read | Tag 6 replies on channel F
Tag
6
read | Tag 7 replies on channel G
Tag
7
read | Tag 8 replies on channel H
Tag
8
Figure 13 — Reading data from 8 tags
Full dupjex transmissions between the interrogator and the(tags allow the interrogator to concatenate
sequential commands to the tags. This allows up to 8 tags to reply simultaneously.
The total[time to read 8 tags is the time for 8 read commands and a single reply from the last tag.
6.2.7.9 | Collision management sequence for large numbers of tags
When idéntifying and reading data from a large_ number of tags the muting ratio is set to reduce the number ¢f
tags replying at any one time to be approximately equal to the number of channels. When correctly set the
average humber of tags received is between 2 and 3 tags per read command.

The seqiience of operation for ideptifying 500 tags and reading 50 words of data from each tag is as follows:

a) 500
b) Azg
c) The

d) Ast

tags placed in the interrogator.
ro length read istissued and the number of tags received is monitored.
muting ratiods increased till the average number of tags received is between 2 and 3 tags per read.

hgs afe-identified they are temporarily muted.

e) The

sequence is rnpnnfpd tillall t:\gc are identified. The mllfing ratio is ndjllqtnd as ’rng numbers decrea

so that at least 2 tags are received per read.

f) Data is read using a specific read command either as a single operation following the identification
process or as a continuous process during the identification process.

g) Commands are concatenated so that data from 8 tags is read simultaneously.

The sequence of operation in detail for the identification process is shown in Table 24 — Identification of 500
tags below.
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Table 24 — Identification of 500 tags

Action Result Number of commands | Number of tags
and replies identified
Start
Interrogator sends a zero | All 500 tags reply on 0
length read (random randomly selected
channel) channels
Mute ratio on successive | 3,9 (average) tags 6 reads 6 short
COMTarnds 1S ncreased repty o rardomty repties
tillm=1/128 selected channels.
Interrogator sends zero 175 tags identified 70 reads 70 short 175
length reads with muting replies 175 mutes
set to 1/128
Interrogator sends zero 245 tags identified 98 reads 98 short 420
length reads with muting replies 245 mutes
set to 1/32
Interrogator sends zero 60 tags identified 24 reads 24 short 480
length reads with muting replies 60 mutes
setto 1/8
Interrogator sends zero 15 tags identified 6 reads 6 short 495
length reads with muting replies 15‘mutes
set to 1/4
Interrogator sends zero 2 tags identified 1 réad"1 short reply 497
length read with muting 2'mutes
set to 5
Interrogator sends zero 2 tags identified 1 read 1 short reply 499
length read with muting 2 mutes
set to 1
Interrogator sends zero 1 tag identified 1 read 1 short reply 500
length read with muting 1 mutes
set to 1
End and Totals Total:time to identify 500 tags identified
5001tags is less than
0,390 s (including
minimum turn around
times).
Data can be read as'a’single operation following the identification process or as a continuous proces$s during
the identification process. Reading data as a single operation is the most time efficient method and is well
suited to a stafic/tag population. Reading tag data continuously during the identification procesp is less
gfficient but is,well suited to a dynamic tag population.
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The sequence of operation in detail for the single data reading process is shown in Table 25 — Reading data
from 500 static tags below:

Table 25 — Reading data from 500 static tags

Action Result Number of Tags read
commands
and replies
Start
Specific ||ead command Reads data from tag 1 on channel A, 8 reads 1 read reply | 8
(50 wordg) on channels A to H | tag 2 on channel B,....,
tag 8 on channel H
Wait till Iast 264 ps of tag Tag 9 ready to receive read command
reply on ¢hannel A and will commence reply on channel A
after tag 1 finishes reply
Specific fead command Reads data from tag 9 on channel A, 1 read reply 16
(50 wordg) on channels A to H | tag 10 on channel B,....,
tag 16 on channel H
Sequenck of operation Sequence repeated a total of 63 times 61 read replies 500
continues until all tags are
read
End and fotals Total time to read 500 static tags is 0,540 s 500 static tags read
The totq] time to identify and read 50 words of data from 500 tags as a single operation is less thah
0,390s + 0,540 s = 0,930 s.

The sequlience of operation in detail for the continuous data reading process is shown in Table 26 — Readin
n 500 dynamic tags below. For the continuous'read process the mutes tabulated in the identificatio
b are not required and are instead required.as part of the read sequence.

data fron
sequenc

Table 26 — Reading data from 500 dynamic tags

> Q

Action Result Number of Number of tags
commands identified
and replies

Start

interroggtor identifies 8 tags") 8 tags ready to have data read

Specific fead command.(50 Reads data from tag 1 on channel A, 8reads1read | 8

words) oh channels-A\to'H tag 2 on channel B,...., reply

tag 8 on channel H

Mute tags after'data 1 mute

received

Repeat sequence for every 8 | Sequence repeated a total of 63 times 492 reads 500

identified tags 62 read reply
62 mutes

End and Totals Total time to read 500 dynamic tags is 0,686 s 500 dynamic tags

read

The total time to identify and read 50 words of data from 500 tags as a continuous operation is less than
0,258 s + 0,686 s = 0,944 s.
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6.2.7.10 Timing definition

The multiple tag identification and reading process requires zero length read commands & replies, mute
commands, and read commands & replies. These commands and replies require the times set out in

Table 27 — Command and reply timings for multiple identification.

Table 27 — Command and reply timings for multiple identification

Command/Reply Type Details Time

Zero length read command | Short zero length read command used for identification | 264 pus

Zero length read reply Short length reply with zero length data 906 us
Mute command Temporarily mute specific tag identified by read 264s
Read command (W words) Read command for W words of data 264 us
Read reply (W words) Read reply with W words of data 906 + 151 W up

6.2.8 Tag order sequencing

1

or applications requiring item order for sortation purposes, the REID. system shall unambiguously
ach tag to each item regardless of the presence of multiple/tags or tag separation. Such res
bsolvable with MODE 2.

= )]

Hxample, on a processing conveyor moving at 3,6 m/s, with'tag to tag separation of 15 cm, with the
terrogator axis switching included, the determination, of tag order needs take place in under 13
stems, which rely upon tag identification to providé’tag order there is not enough time to per
rocess.

In this situation tag order is resolved by determining the time that tags enter the interrogator. All cd
re time stamped and tags store the first time stamp received after entering an interrogator. The st¢
amp is transmitted in all tag replies. Timing resolution in the millisecond level is achieved. The dete

the tag order is decoupled from the.speed of identification.

technique such as Temporary:Random Access Memory (TRAM) shall be used to retain the timesta
uring short power breaks, see'6.2.5.23 4.

.2.9 Commands
I commands are.déscribed in the Clauses above.

.2.10 Air.interface application layer

he Application layer shall be determined and controlled solely within the interrogator and shall not b
cross the air interface.

correlate
blution is

effect of
9 ms. In
form this

mmands
red time
mination

mp value

e carried

6.2.11 Optional Functionality

The interrogator and tag may optionally support the following functionality.

6.2.11.1 1 out of 4 mode encoding

In addition to MFM encoding, commands may be 1 out of 4 mode encoded. 1 out of 4 mode allows for greater
modulation depth, compared with MFM, while still meeting transmit spectrum masks and still providing a data
rate of 423,75 kbit/s (f,/ 32). For the 1 out of 4 mode the PJM phase changes will be between +/- 3,0 ° and

+/-4,0°,
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6.2.11.2 Data encoding using 1 out of 4 mode

1 out of 4 mode encodes bit pairs by uses the position of a symbol within a two bit period frame. For this

protocol:

e an encoded symbol is transmitted as a single small PJM phase reversal of the interrogator powering field
e the 1 out of 4 mode can be slightly modified so the absence of a symbol in the two bit period frame

encodes data 00, see below

e data is transmitted least significant bit pair first.

The bit pir encoding positions for 1 out of 4 mode is shown in Figure 14 — 1 out of 4 mode encoding.

Typically] the edges shown in Figure 14 — 1 out of 4 mode encoding and Figure 15 — 1 out ofc4“mod
example(shall be synchronised to the powering field. If not synchronised then these edges will be generated a

the interfogator within +/- 0,04 us of the times shown.

—~ (D

4,72us

A 4

A

Ll‘

Ll‘

Ll‘

A 4

A

1,18us

1,18us

1,18us

1,18us

00

01 (1=LSB)

10 (0 = LSB)

11

For this protocol if the~current data pair to be encoded is a 00 and the previous frame included a symbol, then
no symbol shall Be/transmitted. If the symbol is not transmitted the resulting command transmit sidebands
may be feduced: This method ensure that symbols are transmitted periodically for a long sequence of dafa

Figure 14 — 1 out of 4 mode encoding

00s and pls6'stops short pulses that occur with 0011 data sequences.
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An example of command 1 out of 4 encoding of the binary string 11100001 is shown in Figure 15 — 1 out of 4
mode example.

D ———

6

d
3

Tlhe command flag defines the start of a command and the bit interval timings."The 1 out of 4 comma

4.72us 4.72us 4.72us 4.72us

Figure 15 — 1 out of 4 mode example

.2.11.3 Command flag for 1 out of 4 mode

ifferent to the MFM flag which allows tags to decode MFM or 1 out of 4 mode commands on the fl
ny configuration. The flag comprises three parts:

A synchronising string of 6 bits of valid MFM data.
A 1 out of 4 mode encoding violation not present in normal MFM or 1 out of 4 mode encog

nd flag is
y without

ing. The

violation consists of a sequence of 6 state changes separated by a 1 bit interval, a 2 bit interval, a 2 bit
interval, a 1,5 bit interval and a 2 bit interval. The edge:of the sixth (last) transition defines the bedinning of
a bit interval.
A trailing MFM 0 defining the end of a flag and the.beginning of the command.
'u'he synchronising string, encoding violation and.a'trailing zero for two possible command flags are iflustrated
Figure 16 — 1 out of 4 mode encoding and_timing for two possible command flags.
| Synchronising String | MFM Encoding Violation
2,36us  4,72us 4,72us 3,54ps 4,72us
Flag 1
] | Flag2
. o S S S N S S S B NS N NN BN B
| Bit Interval |
) Flag |
Figure 16 — 1 out of 4 mode encoding and timing for two possible command flags
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6.3 MODE 3: Physical layer, collision management system and protocols for MODE 3
MODE 3 is not interoperable with any other MODE defined in this part of ISO/IEC 18000.
MODE 3 is non-interfering with any other MODE defined in this part of ISO/IEC 18000.

Annex L provides a summary of the features that are available for tags that are compliant with MODE3.

6.3.1 Protocol overview

6.3.1.1 | Physical layer

[oN

An Interfogator sends information to one or more Tags by modulating an RF carrier using double-sjdeban
amplitudg shift keying (ASK) using a pulse-interval encoding (PIE) format. Tags receive their operating energ
from this|same modulated RF carrier.

<

An Interfogator receives information from a tag by transmitting an unmodulated RF carrier~and listening for
loadmodulated reply. Tags communicate information by loadmodulating the amplitude and/or phase of the R
carrier. The encoding format, selected in response to Interrogator commands, is eitherManchester-, or Millef:
modulated subcarrier or FMO baseband. The communications link between Intérrogators and Tags is half
duplex, meaning that Tags shall not be required to demodulate Interrogator commands while loadmodulating.
A tag shall not respond to a mandatory or optional command using full-duplex‘:communications.

L)

Interroggtors as well as Tags may optionally provide a physical layer with‘phase jitter modulation (PJM) usin
MFM (mpdified frequency modulation) encoding for Interrogator to“Tag transmission and a MFM encoded,
binary phase shift keying (BPSK) modulated subcarrier for Tag to Interrogator transmission.

Q

6.3.1.2 | Tag-identification layer
An Interrpgator manages Tag populations using three hasic operations:
1) [Select. The operation of choosing a tag population for inventory and access. A Select command ma

be applied successively to select a, particular Tag population based on user-specified criteria. Th
operation is analogous to selecting-records from a database.

n <<

2) [Inventory. The operation ofiidentifying Tags. An Interrogator begins an inventory round b
transmitting a BeginRound ¢ommand in one of two sessions. One or more Tags may reply. Th
Interrogator detects a single Tag reply and requests the PC/XPC word(s), Ull, and if required th
packet CRC-16 from the tag. Inventory comprises multiple commands. An inventory round operate
in one and only one"session at a time.

[

3) |Access. The-operation of communicating with (reading from and/or writing to) a tag. An individual
Tag must be-uniquely identified prior to access. Access comprises multiple commands, some ¢f
which may employ one-time-pad based cover-coding of the R=>T link.

6.3.2 General

6.3.2.1  MODE 3 interoperability

MODE 3 operates at 13,56 MHz. MODE 3 is not interoperable with ISO/IEC 18000-3 Mode 1 and Mode 2, but
all three are expected to operate in the same environment
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6.3.3 Physical layer, collision management system and protocols

6.3.3.1  Normative aspects: physical and media access control (MAC) parameters

Table 28 — Interrogator to tag (R=>T) communications and Table 29 — Tag-to-interrogator (T=>R)
communications provide an overview of parameters for R=>T and T=>R communications according to this
specification; for detailed requirements refer to the referenced Sub-clause. For those parameters that do not
apply, or are not used in this specification, the notation “N/A” shall indicate that the parameter is “Not
Applicable”. The table is as specified in ISO/IEC 18000-1.

Table 28 — Interrogator to tag (R=>T) communications

Ref. Parameter Name Description Sub-clause
M3-Int: 1 Operating Frequency Range |Fixed single frequency see Int:1a 6.3°3.3.1
M3-Int: 1a Default Operating Frequency |[13,56 MHz 6.3.3.3.1
M3-Int: 1b Operating Channels N/A N/A

(spread-spectrum systems)
M3-Int: 1c Operating Frequency In accordance with local 6.3.3.3.1.2.1
Accuracy regulations
M3-Int: 1d Frequency Hop Rate N/A N/A
(frequency-hopping [FHSS]
systems)
M3-Int: 1e Frequency Hop Sequence N/A N/A
(frequency-hopping [FHSS]
systems)
M3-Int: 2 Occupied Channel Bandwidth | N/A N/A
M3-Int: 2a Minimum Receiver Bandwidth [ N/A N/A
M3-Int: 3 Interrogator transmit The interrogator shall not generate N/A
maximum Magnetic Field a field higher than 12 A/m in any
Strength part of'the volume where a tuned

ISO card sized tag may be present

Magnetic Field Strength limjtssMaximum operating field strength:

within communication zeri 5 A/m for ISO card sized tags as

defined in ISO/IEC 7810. Test
methods are defined in ISO/IEC
TR 18047-3. For other label form
factors, the label manufacturer
shall specify the maximum
operating field strength.

M3-Int: 3a | Minimum operating field Minimum Operating Field N/A
strength Strength: 150 mA/m for tuned 1ISO
card sized tags.

Application requirements may
result in a different minimum
operating field strength. In that
case the minimum operating field
strength shall be declared by the
tag manufacturer.

M3-Int: 4 Interrogator Transmit In accordance with local 6.3.3.3.1.2.5
Spurious Emissions regulations
M3-Int: 4a Interrogator Transmit In accordance with local 6.3.3.3.1.2.5

Spurious Emissions, In-Band | regulations
(spread-spectrum systems)

M3-Int: 4b Interrogator Transmit In accordance with local 6.3.3.3.1.25
Spurious Emissions, Out-of- | regulations
Band
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Ref. Parameter Name Description Sub-clause
M3-Int: 5 Interrogator Transmitter In accordance with local N/A
Spectrum Mask regulations
M3-Int: 6 Timing See below. 6.3.3.3.1.6
M3-Int: 6a Transmit-to-Receive Turn- Less than 73.1 ys maximum 6.3.3.3.1.6,
Around Time (1024/Fc -32/Fc) Figure 40 — Link timing — Both
Modes, and
Table 41 — Link timing
parameters
M3-Int: 6p Receive-to-Transmit Turn- When communicating with a tag, 6.3.3.3.1.6
Around Time 151 ps minimum; 1208 us Figure 40 — Link timing ~ Both
maximum when tag is in reply & Modes, and
acknowledged states; no Table 41 — Link-iming
maximum limit otherwise paramefers
M3-Int: 6¢ Dwell Time or Interrogator 1500 ps, maximum settling time 6.3.3.3.1.2.6,
Transmit Power-On Ramp Table 34 ~—.Interrogator power-up
wayveform parameters
M3-Int: 6( Decay Time or Interrogator 500 ps, maximum 6.3.3.3.1.2.7,
Transmit Power-Down Ramp Table” 35 — Interrogator power-down|
waveform parameters
M3-Int: 7 Modulation ASK Method: min. 10%, max. 30% 6.3.3.3.1.2.2
Optional PJM method :
min. deviation +/- 3,0 deg.
max. deviation +/- 6,0 deg.
M3-Int: 7@ Spreading Sequence N/A N/A
(direct-sequence [DSSS]
systems)
M3-Int: 7p Chip Rate N/A N/A
(spread-spectrum systems)
M3-Int: 7¢ Chip Rate Accuracy N/A N/A
(spread-spectrum systems)
M3-Int: 7( Modulation Index ASK'Method: (A-B)/(A+B) index 6.3.3.3.1.2.5,
10% minimum to 30% maximum Figure 19 — ASK Method:
Interrogator-to-tag RF envelope,
Table 32 — ASK Method: RF
envelope parameters
M3-Int: 7p Duty Cycle As specified 6.3.3.3.1.2.5
M3-Int: 7f FM Deviation N/A N/A
M3-Int: 8 Data Coding ASK Method: PIE 6.3.3.3.1.2.3,
Optional PJM Method: MFM Figure 17 — ASK Method: PIE
symbols and optionally
Figure 18 — PJM Method: Commang
MFM encoding and timing of binary
000100
M3-Int: 9 Bit Rate ASK Method: 26,7 kbit/s to 6.3.3.3.1.24
100 kbit/s (assuming equally and optionally 6.3.3.3.1.2
probabte data)
Optional PJM method Mode:
212 kbit/s
M3-Int: 9a Bit Rate Accuracy +/— 1%, minimum 6.3.3.3.1.2.3
M3-Int: 10 Interrogator Transmit As specified 6.3.3.3.1.2.3
Modulation Accuracy
M3-Int: 11 Preamble Required 6.3.3.3.1.2.8
M3-Int: 11a | Preamble Length As specified 6.3.3.3.1.2.8
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Ref. Parameter Name Description Sub-clause
M3-Int: 11b [ Preamble Waveform(s) As specified Figure 22 — ASK Method: R=>T
preamble and frame-sync and
optionally
Figure 23 — PJM Method: MFM
Encoding and timing for two possible
command flags
M3-Int: 11c | Bit Sync Sequence None N/A
M3-Int: 11d [ Frame Sync Sequence Required 6.3.3.3.1.2.8
A3=tnt—+2 Serambting NAA NFA
(spread-spectrum systems)
M3-Int: 13 Bit Transmission Order MSB is transmitted first 6.3.3.3,104
M3-Int: 14 Wake-up process As specified 6.3.3.3:1:2.6
M3-Int: 15 Polarization N/A N/A
Table 29 — Tag-to-interrogator (T=>R) communications
Ref. Parameter Name Description Sub-clause
M3-Tag: 1 Operating Frequency Range 13,56MHz +/- tag subcarrier 6.3.3.3.1.1,
frequencies as specified in Tag:7e Table 36 — ASK Method: Tag-
to-interrogator link frequencies
and Table 37 — ASK [Method:
Tag-to-interrogator data rates
M3-Tag: 1a | Default Operating Frequency Fixed carrier frequency as specified in 6.3.3.3.1.1
Int:1a.
M3-Tag: 1b | Operating Channels N/A N/A
(spread-spectrum systems)
M3-Tag: 1c | Operating Frequency Accuracy |As specified 6.3.3.3.1.2.1
M3-Tag: 1d | Frequency Hop Rate N/A N/A
(frequency-hopping [FHSS]
systems)
M3-Tag: 1e | Frequency Hop Sequencetags |N/A N/A
respond to interrogator 'signals
that satisfy (frequency-hopping
[FHSS] systems)
M3-Tag: 2 Occupied Channel Bandwidth In accordance with local regulations N/A
M3-Tag: 3 Transmit Maximum Magnetic In accordance with local regulations N/A
Field Strength
M3-Tag: 4 Transmit Spurious Emissions In accordance with local regulations N/A
M3-Tag: 4a | Transmit Spurious Emissions, In accordance with local regulations N/A
n-Band
(spread spectrum systems)
M3-Tag™4b | Transmit Spurious Emissions, In accordance with local regulations N/A
Out-of Band
M8-Tag: 5 Transmit Spectrum Mask In accordance with local regulations N/A
M3-Tag: 6 Timing See below. 6.3.3.3.1.6,
M3-Tag: 6a | Transmit-to-Receive Turn- Less than 151 ps; 6.3.3.3.1.6,
Around Time Figure 40 — Link timing — Both
Modes, and
Table 41 — Link timing
parameters
M3-Tag: 6b | Receive-to-Transmit Turn- 75,5 ys nominal (1024/Fc) 6.3.3.3.1.6,
Around Time Figure 40 — Link timing — Both
Modes, and
Table 41 — Link timing
parameters

© ISO/IEC 2010 — All rights reserved

55


https://standardsiso.com/api/?name=d1db4143c4c35faee4e9c2eb51f68b92

ISO/IEC 18000-3:2010(E)

Ref. Parameter Name Description Sub-clause
M3-Tag: 6¢c | Dwell Time or Transmit Power- |Ready to receive commands in less 6.3.3.3.1.2.6
On Ramp than 1500 ps
M3-Tag: 6d |Decay Time or Transmit Power- | N/A N/A
Down Ramp
M3-Tag: 7 Modulation ASK Method: by Loadmodulation 6.3.3.3.1.3.1
M3-Tag: 7a | Spreading Sequence (direct N/A N/A
sequence [DSSS] systems)
M3-Tag: 7b | Chip Rate N/A N/A
(Spread specirum sysiems)
M3-Tag: fc | Chip Rate Accuracy N/A N/A
(spread spectrum systems)
M3-Tag: fd | On-Off Ratio Tag dependent; not specified by this N/A
document
M3-Tag: fe |Subcarrier Frequency ASK Method: 423 kHz (fc/32) 6.3.3:3:1)3.11,
or 847 kHz (fc/16) Table 36 —CASK Method: Tag-
(se|ected by the interrogator) to-interrogator link frequencies
Optional PJM method: and

Channel A 969 kHz (divide by 14) optionally 6.3.3.3.1.3.11,
Channel B 1233 kHz (divide by 11) yetble 38 — PJM Method:
Channel C 1507 kHz (divide by 9) Subcarrier selection commandg
Channel D 1808 kHz (divide by 7,5)
Channel E 2086 kHz (divide by 6,5)
Channel F 2465 kHz (divide by.5,5)
Channel G 2712 kHz (divide/by-5)
Channel H 3013 kHz (divide by 4,5)
for tag replies

M3-Tag: ff Subcarrier Frequency Accuracy | Carrier frequency synehronized 6.3.3.3.1.3.11,
Table 36 — ASK Method: Tag
to-interrogator link frequencies

M3-Tag: fg | Subcarrier Modulation ASK Methodi“Manchester or Miller, 6.3.3.3.1.3.5,
see Tag: 9-and Table 35 — 6.3.3.3.1.3.7
Interregator power-down waveform and optionally 6.3.3.3.1.3.9
parameters

Optional PJM method:
BPSK at 106 kbit/s

M3-Tag: [rh | Duty Cycle FMO: 50%, nominal 6.3.3.3.1.3.3
Subcarrier: 50%, nominal 6.3.3.3.1.3.5

M3-Tag: |7l FM Deviation N/A N/A

M3-Tag: B Data Coding ASK Method: Baseband FMO or 6.3.3.3.1.3.2

Manchester or Miller-modulated
subcarrier (selected by the

interrogator)
optional PJM Method: MFM for replies
M3-Tag: P Bit Rate ASK Method: 6.3.3.3.1.3.11,
FMO, 424 kbit/s or 848 kbit/s; Table 37 — ASK Method: Tag
Subcarrier modulated, 53 kbit/s to to-interrogator data rates
212 kbit/s and optional Table 38 — PJM
OptionalPJM method Mode: Method: Subcarrier selection
106 kbit/s on each reply channel commands
M3-Tag: 9a | Bit Rate Accuracy Same as Subcarrier Frequency N/A
Accuracy; see Tag:7f
M3-Tag: 10 [ Tag Transmit Modulation N/A N/A
Accuracy
(frequency-hopping [FHSS]
systems
M3-Tag: 11 | Preamble Required 6.3.3.3.1.3.2
M3-Tag: 11a | Preamble Length As specified 6.3.3.3.1.3.2
M3-Tag: 11b | Preamble Waveform As specified 6.3.3.3.1.3.2,
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Ref. Parameter Name Description Sub-clause
M3-Tag: 11c |Bit-Sync Sequence None N/A
M3-Tag: 11d | Frame-Sync Sequence ASK Method: None N/A

Optional PJM method: as specified for | and optionally 6.3.3.3.1.3.10
replies
M3-Tag: 12 | Scrambling N/A N/A
(spread-spectrum systems)
M3-Tag: 13 | Bit Transmission Order MSB is transmitted first 6.3.3.3.1.4
3-Tag: 14 | Reserved Purposely left blank N/A
M3-Tag: 15 | Polarization N/A N/A
M3-Tag: 16 | Minimum tag Receiver N/A N/A
Bandwidth

6.3.3.2 Logical — Operating procedure parameters

Tlable 30 — Tag inventory and access parameters and Table 31 — Collision management parameterg identify
and describe parameters used by an interrogator during the selection, inventoery; and access of tags gccording
tp this specification. For those parameters that do not apply to or are not used in this specificgtion, the
notation “N/A” shall indicate that the parameter is “Not Applicable”.

Table 30 — Tag inventory and access parameters

Ref. | Parameter Name Description Sub-clause

P:1 Who talks first Interrogator 6.3.3.3

P:2 Tag addressing As specified 6.3.3.4.1

capability

P:3 Tag Ull Contained in tag-+#nemory 6.3.3.4.1.2

P:3a [UIll Length As specified 6.3.3.4.1.2

P:3b |UIll Format NSI < 100x:As specified in EPCglobal Tag 6.3.3.4.1.2.2,6.3.3.4.1.2.3, and
Data Stdndards (Version 1.3 and above) 6.3.3.4.1.24
NSI==-100y: As specified in ISO/IEC 15961

P:4 Read size Muttiples of 16-bits 6.3.3.4.11.3.2,

Table 62 — Read comrand

P:5 Write Size Multiples of 16-bits 6.3.3.4.11.3.3,
Table 64 — Write commﬂ?d,
Figure 46 — Successful Write
sequence,
Table 75 — BlockWrite
command
P:6 Read Transaction Time | Varied with R=>T and T=>R link rate and 6.3.3.4.11.3.2
number of bits being read
P:7 Write Transaction Time | 20ms (maximum) after end of Write command 6.3.3.4.11.3.3,
Figure 46 — Successful Write
QPﬁ'lan(‘P
P:8 Error detection Interrogator-to-tag: 6.3.3.3.1.5
CRC-5 or CRC-16 as defined in the relative
clauses
Tag-to-interrogator:
CRC-5 or CRC-16 as defined in the relative
clauses
P:9 Error correction None N/A
P:10 |Memory size Tag dependent N/A
P:11 | Command structure As specified Table 46 — Commands

and extensibility
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Table 31 — Collision management parameters

Ref. Parameter Name Description Sub-clause
A:1 |Type (Probabilistic or Deterministic) |Probabilistic 6.3.3.4.6
A:2 |Linearity Linear up to 215tags in the interrogator’'s RF field 6.3.3.4.8
A:3 |Tag inventory capacity >215tags 6.3.3.4.8
6.3.3.3 | Description of operating procedure
The opefating procedure defines the physical and logical requirements for an interrogator-talks-first-(ITF),
random slotted anti-collision, RFID system operating at 13,56 MHz frequency.
This spegification details two Methods of operation:
e ASK| Method — (Mandatory). The interrogator shall communicate with one or more*-tags using ASK
modplated PIE communication. A tag shall reply to interrogator ASK commands using the tag fo

inter
inter
not @
e PJM
mod
MetH
Tabl
resp

Both mo

Note:

6.3.3.3.1
The com

layer in g
RF enve

6.3.3.3.1

Tags sh
13,56 M

6.3.3.3.1

ASK Me

ogator link modulation specified in clause 6.3.3.3.1.3.11 Table 36 <\ ¢ASK Method: Tag-tq
ogator link frequencies and Table 37 — ASK Method: Tag-to-interrogator,'data rates. The tag shdll
hange the modulation format and data rate.
Method — (Optional). The interrogator may optionally communicate with one or more tags using PJM-
ilated, MFM-encoded communication. Tags that support PJM Methad shall reply to interrogator PJM
od commands using the tag to interrogator link modulation specified in clause 6.3.3.3.1.3.11 and
e 38 — PJM Method: Subcarrier selection commands. Tags{hat'do not support PJM Method shall ngt
bnd. The tag shall not change the modulation format and data rate.

jes use a common memory structure and protocol engine with a shared logical command set.

Reference to specific ASK or PJM functionsior commands in this specification are referenced
"ASK Method:" or "PJM Method:" as appropriate:

Communications Signal Air Interface
munications signal air interface beteen an interrogator and a tag may be viewed as the physical

layered network communicatien system. This interface defines frequencies, modulation, data coding,
ope, data rates, and other parameters required for RF communications.

1 Operational frequencies

=

bll be capable of-receiving power from and communicating with interrogators at the frequency ¢
1z,

2 Interrogator-to-tag (R=>T) communications

hods An interrogator shall communicate with one or more tags by modulating an RF carrier usin

ASK with

> Q

PIE encoding. Interrogators shall use a fixed modulation format and data rate for the duration of &

inventory round where “inventory round” is defined in 6.3.3.4.8.

PJM Method: Interrogators shall communicate to one or more tags by modulating the RF carrier using PJM
with MFM encoding at a fixed data rate of 212 kbit/s.

6.3.3.3.1

.2.1  Interrogator frequency accuracy

Interrogator frequency accuracy shall comply with local radio regulations.
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6.3.3.3.1.2.2 Modulation
ASK Method: All interrogators shall communicate using ASK, detailed in Annex J.

PJM Method: Interrogators may support PJM as detailed in Annex B.

6.3.3.3.1.2.3 Data encoding

2010(E)

ASK Method: The R=>T link shall use PIE encoding, shown in Figure 17 — ASK Method: PIE symbols. Tari is

h values

the—reference-time-interval-for infnrrngafnr to. fag communication—and-is tha duration of 2 data.0 Hiag
7 * J

represent transmitted CW; low values represent attenuated CW. The tolerance on all parametérs
4/— 1%, except as otherwise specified.

ulse modulation depth, rise time, fall time, and PW shall be as specified in Table 32 —'ASK Me
nvelope parameters, and shall be the same for a data-0 and a data-1. Interrogators shall use
podulation depth, rise time, fall time, PW, and Tari for the duration of an inventory.found. The RF
hall be as specified in Figure 19 — ASK Method: Interrogator-to-tag RF envelope.

(¢ () Nl u

» 1 x Tari

A

Data-0 PW

A

Data-1 PW

Figure 17 — ASK'Method: PIE symbols

JM Method: The R=>T link shall use PJM_ with MFM encoding at 212 kbit/s. The period of a bit inte
br encoding a command is 4,72 us (64 ‘periods of the 13.56 MHz carrier). The rate of phase ¢

O » = 7

hange value for the duration of anihyentory round.

> (1,5 to 2) x Tayi

shall be

thod: RF
b a fixed
bnvelope

val used
hange is

pecified in Figure 20 — PJM Method:€ommand modulation scheme. Interrogators shall use a fixed phase

Tlhe bit value is defined by a ehange in state. Bits are encoded using MFM encoding rules. These gncoding
rules are defined as follows:
o/ A data-1is definedby a state change at the middle of a bit interval.
o/ A data-0is definéd by a state change at the beginning of a bit interval.
o/ Where a data-0-immediately follows a data-1 there is no state change.
0 <—O> 0  —> 14—» 0 .0
; 64 periods, 532 periods,i 32 periodsg
4,72 us : . 236pus ¢ 2,36 ps -
Bit Interval
Figure 18 — PJM Method: Command MFM encoding and timing of binary 000100
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An example of command MFM encoding of the command binary string is shown in Figure 18 — PJM Method:
Command MFM encoding and timing of binary 000100. The edges shown represent small (+/- 3 deg for

example

) phase changes. Typically the edges shown in Figure 18 — PJM Method: Command MFM encoding

and timing of binary 000100 shall be synchronised to the frequency carrier. If not synchronised then these
edges will be generated at the interrogator with a tolerance of +/-one period of the frequency carrier.

6.3.3.3.1

.2.4 ASK Method: Tari values

Interrogators shall communicate using Tari values between 8 us and 25 ps, inclusive. An interrogator shall

use fixed_data-0 and data-1 Qymhnl Ipng’rhe far the duration of an in\/nntnry roaund _where “in\/nnfnry roaund” is

defined i

Note: In

value of the parameter x = 1,5 Tari and x = 2,0 Tari.

6.3.3.3.1

ASK Me
envelope
maximur]
symbols

N 6.3.3.4.8. The choice of Tari value shall be in accordance with local radio regulations.

errogator compliance shall be evaluated using at least one Tari value between 8 ps and 25 ps with at'least on

[

2.5 R=>T RF envelope

thod: The R=>T RF envelope shall comply with Figure 19 — ASK Method: (Interrogator-to-tag R
and Table 32 — ASK Method: RF envelope parameters. The magnetic(field strength A is th
h amplitude of the RF envelope, measured in A/m, Tari is defined in Figure 17 — ASK Method: PI
The pulse width is measured at the 50% point on the pulse.

ASK Modulation

A Magnetic Field Strength

UL

L ¥ st
27222

Pt 27227277

0 time

Figure 19 — ASK Method: Interrogator-to-tag RF envelope

Table 32 — ASK Method: RF envelope parameters

Tari Parameter Symbol Minimum Typical Maximum Units
Modulation Index (A-B)/(A+B) 10 15 30 %
8 us | RF Envelope Overshoot Ripple M 0 0,1 (A-B) A/m
to
RF Envelope Undershoot M, 0 0.1 (A-B) Alm
25 ps Ripple
RF Envelope Rise Time tr10-00% 0 MIN(0,33Tari, 4,5) us
RF Envelope Fall Time tr,10-00% 0 MIN(0,33Tari, 4,5) us
RF Pulsewidth PW MAX(0,265Tari, 4) MIN(0,525Tari, 9,44) us
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PJM Method: The R=>T link shall use PJM. PJM Method data is transmitted as very small phase changes in
the interrogator RF carrier. The PJM Method phase shift waveform of the interrogator magnetic field is
described in Figure 20 — PJM Method: Command modulation scheme and Table 33 — Command modulation
parameters.

Carrier phase

A

A

i3]

A

\ 4

0 <t <0.6us

+deg.

d

ote:

-deg.

time

v

Figure 20 — PJM Method: Command modulation scheme

Table 33 — Command modulation parameters

Parameter

Symbol

Nominal

Maximum

Units

Phase Shift

+deg -deg.

3,0

6,0

deg.

Transition Time

t1

0,0

0,6

us

the phase shift cannot execeed the final phase value at any time and the transition time (t1) is the time allowed to
reach 95% of the full phase change.

6.3.3.3.1.2.6 Interrogator power-up waveform

he interrogator¢pewer-up RF envelope shall comply with Figure 21 — Interrogator power-up and power-down
RF envelope and”Table 34 — Interrogator power-up waveform parameters. Once the carrier level has risen
gbove the 10% level, the power-up envelope shall rise monotonically until at least the ripple limit M| The RF
anvelopesshall not fall below the 90% point in Figure 21 — Interrogator power-up and power-down RF
anveloperor rise above the 110% point during interval Ts and after interval Ts shall not fall below 996 or rise
above.101%. Interrogators shall not issue commands before the end of the maximum settling-time interval in
i heet the
frequency-accuracy requirement specified in 6.3.3.3.1.2.1 by the end of interval T in Figure 21 — Interrogator
power-up and power-down RF envelope.

Note: When specifying compliance test there must be no moving tag in the field.

6.3.3.3.1.2.7  Interrogator power-down waveform

The interrogator power-down RF envelope shall comply with Figure 21 — Interrogator power-up and power-
down RF envelope and Table 35 — Interrogator power-down waveform parameters. Once the carrier level
has fallen below the 99% level, the power-down envelope shall fall monotonically until the power-off limit Ms.
Once powered off, an interrogator shall remain powered off for at least 1ms before powering up again.
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+ Magnetic Field Strength

M
WA SIS SIS AT SIS SIS, S A h 4
Wi 74 A
90% 90% M
10% 10%\ M
; - 0%+
W 7 il i i L

B L > H?P

Tr Ts F

Figure 21 — Interrogator power-up and power-down RF-envelope
Table 34 — Interrogator power-up waveform parameters

Parameter Definition Minimum | Typical Maximum Units

T, Rise time 1 500 us

Ts Settling time 1500 us

Ms Signal level when OFF 0.1 % full scale

M, Undershoot 10 % full scale

M Overshoot 10 % full scale

Table 35 — Interrogator power-down waveform parameters

Parameter Definition Minimum | Typical Maximum Units

Ti Fall time 1 500 us

Ms SignaHevel when OFF 0.1 % full scale

6.3.3.3.112.8 R=>T preamble and frame-sync

ASK Method: Ariinterrogator shall begin all R=>T communication with either a preamble or a frame-sync, both
of which [aresshown in Figure 22 — ASK Method: R=>T preamble and frame-sync. A preamble shall precede g
BeginRophd) command (see 6.3.3.4.11.2.1) and denotes the start of an inventory round. All other

communication shall begin with a Trame-sync. Ihe tolerance on all parameters specitied In units or larl shall

be +/-1%. PW shall be as specified in Table 32 — ASK Method: RF envelope parameters The RF envelope
shall be as specified in Figure 19 — ASK Method: Interrogator-to-tag RF envelope. A tag may compare the
length of the data-0 with the length of RTcal to validate the preamble.
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R=>T Preamble

[
»
——

PW Data-0 R=>T calibration (RTcal) Dummy TRcal
1 x Tari (2,510 3) x Tari

R=>T Frame-Sync

» d-
Ll ] —>

||

PW Data-0 R=>T calibration (RTcal)
1 x Tari (2,5 to 3) x Tari

A
v
4

Figure 22 — ASK Method: R=>T preamble and frame-sync

I

preamble shall comprise a modulation with the same length as used in the, following data-0 symbol,
ymbol, an R=>T calibration (RTcal) symbol, and a dummy T=>R calibration (TRcal) symbol.

n

e RTcal: An interrogator shall set RTcal equal to the length’ of a data-0 symbol plus the le
data-1 symbol (RTcal = Olength + 1length). A tag shall measure the length of RTcal and
pivot = RTcal / 2. The tag shall interpret subsequent’interrogator symbols shorter than pi
data-Os, and subsequent interrogator symbols.longer than pivot to be data-1s. The
interpret symbols longer than 4 RTcal to be invalid. Prior to changing RTcal, an interrog
transmit CW for a minimum of 8 RTcal.

e TRcal: For the HF protocol, the TRcal is*not used to define the T=>R return link rate. T
value shall be between 1,1*RTcal and:3*RTcal ( 1.1*RTcal<=TRcal<=3*RTcal).

e A frame-sync is identical to a preamble, minus the TRcal symbol. An interrogator, for the
of an inventory round, shall usehe same length RTcal in a frame-sync as it used in the
that initiated the round.

mul

JM Method: The R=>T link shal"use PJM with MFM encoding. An interrogator shall begin
ommunication with a MFM flag (or frame sync). The flag defines the start of a command and the b
imings. The flag comprises three parts:

= QO

e A synchronising string of 9 bits of valid MFM encoded data. As an example Figure 23
Method: *“MFM Encoding and timing for two possible command flags shows 9 data bits
value-~1%

e A MEM encoding violation not present in normal data. The violation consists of a seq
4\state changes separated by a 2 bit interval, a 1,5 bit interval and 2 bit interval. The ed
fourth transition defines the beginning of a bit interval.

o A trailing 0 defining the end of a flag.

a data-0

ngth of a
compute
vot to be
tag shall
htor shall

he TRcal

duration
breamble

all R=>T
t interval

— PJM
with the

uence of
ge of the

Tlhé-synchronising string, encoding violation and a trailing zero for two possible command flags are i

lustrated

in Figure 23 — PJM Method: MFM Encoding and timing for two possible command flags.
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Synchronising String MFM Encoding Violation

A
A
y
A

472us  9.44us 7.08us 9.44us

<& ala ala »la »

Flag 1

Flag 2

Bit Interval

S

A 4

| Flag |

Figure 23 — PJM Method: MFM Encoding and timing for two-possible command flags

6.3.3.3.1[3 Tag-to-interrogator (T=>R) communications

The tag fommunicates with an interrogator using loadmodulation. Loadmodulation is a method of impressin
a data signal onto the carrier wave by changing the electrical "load" (impedance) of the tag. A tag is able f{
transmit data by varying its "load", thus effecting voltage’changes at the interrogator antenna. The interrogatd
can then|translate the voltage changes in a binary signal.

[eJN(®]

=

Loadmodlulation can be achieved in several ways;-e.g. by switching:
e loadlresistors
e shunt diodes

e the antenna tuning capacitance value ‘or taps on the antenna coil (adjusting the tag tuning). It is possibl
to cgnsider the switched tuning Capacitance as part of the antenna and therefore the load seen by the ta
antepna during the reply is fixed. Likewise the tuning capacitor and chip load presented to a tapped cdi
are gonstant.

[©]

=

ASK Method: A tag shallloadmodulate using a fixed modulation format, data encoding, and data rate for th
duration |[of an inventoryround, where “inventory round” is defined in 6.3.3.4.8. The interrogator sets th
encoding and data-rate by means of the BeginRound command that initiates the round. From this BeginRoun|
commanf, the tag.selects the T=>R modulation format.

[0

Q@

PJM Methed:\The reply data rate is 106 kbit/s encoded using MFM and modulated onto the subcarrier as
BPSK. ags can select from one of pighf subcarrier frpnlllpnr‘ipc hetween 969 kHz and 3013 kHz Th
subcarrier is derived from division of the interrogator operating frequency. During an inventory round a tag
shall loadmodulate using a fixed subcarrier frequency as described in PJM Method sub clause of 6.3.3.1.3.10.
The interrogator sets the reply channel by means of the BeginRound command that initiates the round.

6.3.3.3.1.3.1 Modulation

For subsequent figures, the low values correspond to the tag antenna having a load impedance equal to the
load impedance during the CW period immediately before a data transmission, whereas the high values
correspond to the tag antenna having a different load impedance to the CW period.
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ASK Method: The tag reply waveform may be baseband (for FMO encoding) or modulated subcarrier (for
Miller or Manchester encoding) as specified in clause 6.3.3.3.1.3.2 t0 6.3.3.3.1.3.10.

PJM Method: The tag reply waveform is BPSK modulated subcarrier.

In order to ensure that tags replying on different channels are simultaneously received, all tag
replies shall be band limited to reduce data and subcarrier harmonic levels as shown in
Figure 24 — PJM Method: Tag reply mask. Intermediate loadmodulation impedances can be
used for band limiting purposes

Interrogator carrier frequency

20 dB
minimum

fundamental

third data harmon

other data harmonics and c

modulated subcarrier harmenics

LT LRI EEEEELN
|
13.56 13.56 +
MHz 3.10 MHz
Note. This figure shows the upper.Side band of the Tag reply. The same mask shall be applied to the lower sideband.

Figure 24 — PJM Method: Tag reply mask

6.3.3.3.1.3.2 Data encoding

>

SK Method: Tag data shall encode the loadmodulated reply as either FMO baseband, or as Mamchester-
ncoded subcarrier, or{as Miller-encoded subcarrier. The interrogator sets the choice of encoding gnd data
pte by parameters inthe BeginRound command.

- D

RJM Method: Fag/data shall encode the loadmodulated reply as MFM of one of eight subcarriers off different
flequencies at-a data rate of 106 kbit/s. The selection of subcarrier frequency is either randomly selected by
the tag, or'directly selected by parameters in the BeginRound command.

6.3.3.3.1.3.3 ASK Method: FM0 baseband

Figure 25 — ASK Method: FMO basis functions and generator state diagram shows basis functions for
generating FMO (bi-phase space) encoding. FMO inverts the baseband phase at every symbol boundary; a
data-0 has an additional mid-symbol phase inversion.

Figure 26 — ASK Method: FMO symbols and sequences shows generated baseband FMO symbols and
sequences. The duty cycle of a 00 or 11 sequence, measured at the modulator output, shall be 50%. FMO
encoding has memory; consequently, the choice of FMO sequences in Figure 26 — ASK Method: FMO
symbols and sequences depends on prior transmissions. FMO communication shall always end with a
dedicated EOF at the end of a transmission, as shown in Figure 28 — ASK Method: Terminating FMO
transmissions EOF.
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FMO Basis Functions FMO0 Generator State Diagram

data-0 data-1
A sat) sq(t)

T
0 >

time(t) O T time (t)

amplitude

=1

)
-

S3(t) = —Sz(t) S4(t) = —S1(t)

Figure 25 — ASK Method: FMO basis functions and generator state diagram

FMO Symbols FMO Sequences

of L oL o LI o] I
| I

o1

L !
10 || 10] [

Figure 26 — ASK Method: FM0 symbols and sequences

6.3.3.3.113.4 ASK Method: FM0 Preamble SOF and EOF

T=>R FMO communication shall begin with one of the two preambles shown in Figure 27 — ASK Methodi:
FMO Prgamble SOF. The preamble comprises four data-0 followed by an FMO-violation of one bit duratio
and ending with one data-0.,The choice depends on the value of the TRext bit specified in the BeginRoun|
commanf that initiated the-inventory round. In Figure 27 — ASK Method: FMO Preamble SOF the pilot ton
for TRext=1 consists of @dditional continuous cycles at the subcarrier frequency for the duration of 12 bits. Al

tag answers are finalized by an EOF shown in Figure 28 — ASK Method: Terminating FMO transmissionis
EOF.

TRext = 0 HRRNRRNEEE

< rrrrrrrrrrrr 12- blt pllot tone

TRext = |_|_|_|_ """ |_|_|_|_—|_—|_—|__ —I_

Figure 27 — ASK Method: FM0 Preamble SOF
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6.3.3.3.1.3.5 ASK Method: Manchester-modulated subcarrier

Higure 29 — ASK Method: Manchester basis functions shows basis functions for generating Mg
ncoding. Manchester encoding uses a high to low transition for data-0 and a low to high-transition fo

D

=

lanchester-modulated subcarrier provides subcarrier pulses followed by un-modulated time to encog
ata-1 is encoded by un-modulated time followed by subcarrier pulses.

C

igure 30 — ASK Method: Manchester subcarrier sequences shows;-Manchester-modulated s
equences; the Manchester sequence shall contain exactly four, or eight cycles per bit, depending

alue specified in the BeginRound command that initiated the inventory round (see Table 36 — ASK
ag-to-interrogator link frequencies). The two possible values of-the subcarrier frequency (fc/32 and f
Iso defined in the BeginRound command by the DR bit.

Q< 0O T

Data-0

Data-1

Figure 29=— ASK Method: Manchester basis functions

M=11, M =10

UL 1N
~ N i

2010(E)

nchester
data-1.

e data-0.

ubcarrier
bn the M
Method:
c/16) are

Figure 30 — ASK Method: Manchester subcarrier sequences

6.3.3.3.1.3.6 ASK Method: Manchester subcarrier preamble SOF and EOF

T=>R subcarrier communication shall begin with one of the two preambles shown in Figure 31

— ASK

Method: Subcarrier T=>R preamble SOF. They contain exactly six (or twelve) subcarrier pulses followed by an
un-modulated time of four (or eight) subcarrier cycles (that corresponds to a Manchester violation) and ended
by a bit "0". The choice depends on the value of the TRext bit specified in the BeginRound command that
initiated the inventory round. The duration of the pilot tone for TRext=1 is 12 bits. This pilot tone consists of
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continuous cycles at the subcarrier frequency. All tag answers are finalized by an EOF shown in Figure 32 —
ASK Method: Terminating subcarrier transmissions EOF. The EOF comprises a bit "1" followed by a
Manchester violation as a group of four (or eight) subcarrier pulses.

M=102 TRet=0 "—L_l_ /]

12-bit pilot tone

TRet = 1 m

ala Ialnlalalainia N

M=111 TRe¢=0 ____—L__-L__-L—L—L

TRet = 1 ﬂfitmi':l_l_l—tl

<
I

0. [T

Figure 32 — ASK Method: Terminating subcarrier transmissions EOF

6.3.3.3.113.7 ASK Method: Miller-modulated subcarrier

Figure 3§ — ASK Method: Miller basis functions and generator state diagram shows basis functions fgr
generating Miller encoding:"Baseband Miller inverts its phase between two data-Os in sequence. Baseband
Miller al§o places a phase,inversion in the middle of a data-1 symbol. The state diagram in Figure 33 — ASK
Method: [Miller basis fanctions and generator state diagram maps a logical data sequence to baseband Millgr
basis functions. Thestate labels, S-S, indicate four possible Miller-encoded symbols, represented by the
two phages of_each of the Miller basis functions. The state labels also represent the baseband Millgr
wavefor thatis generated upon entering the state. The transmitted waveform is the baseband wavefor

because the resulting transmission would have a phase inversion on a symbol boundary between a data-0
and a data-1.

Figure 34 — ASK Method: Miller subcarrier sequences shows a Miller-modulated subcarrier sequence; the
Miller sequence shall contain exactly eight subcarrier cycles per bit (see Table 36 — ASK Method: Tag-to-
interrogator link frequencies). Miller encoding has memory; consequently, the choice of Miller subcarrier
sequences as shown in Figure 34 — ASK Method: Miller subcarrier sequences depends on prior
transmissions.
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Miller Basis Functions Miller-Signaling State Diagram
data-0 data-1 S,
1 1
A sit) sa(t)
1 r— 1 0 1
[}]
3 T
= > 0 > S, S;
g 0 T time (t) time (t) 0
© —t I 5
\/
0 1
S4(t) = —s4(t) s3(t) = —sz(t) S

Figure 33 — ASK Method: Miller basis functions and generator state-diagram

M =01,

- [UUUUUUL- JHUUULUL
= UUU U duduy

Figure 34 — ASK Method: Miller subcarrier sequences

— —1

o]

.3.3.3.1.3.8  ASK Method: Miller'subcarrier preamble SOF and EOF

T=>R subcarrier communication, shall begin with one of the two preambles shown in Figure 33 — ASK
Method: Miller Subcarrier Ts>R preamble SOF. The choice depends on the value of the TRext bit specified in
the BeginRound command(that initiated the inventory round. Figure 35 — ASK Method: Miller Subcariier T=>R
preamble SOF shows the time of a pilot tone for each TRext. This pilot tone consists of continuous [cycles at
the subcarrier frequency. Miller encoded communication shall always end with dedicated EOF at the|end of a
transmission, as shewn in Figure 36 — ASK Method: Terminating subcarrier transmissions EOF.

TRext =0

= 4. kit pilot tone — [¥] 1 0 1 1 1

TRext=1

4—— 16-bit pilottone™* 0 1 0 1 1 1

Figure 35 — ASK Method: Miller Subcarrier T=>R preamble SOF
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6.3.3.3.1
Figure 3]

MFM al
Method:

generati;F)g MFM encoding. Baseband MFM inverts its phase between two-data-Os in sequence. Baseban

basis furjctions. The state labels, S,—S,, indicate four possible MFM-encoded symbols, represented by the tw|
phases qgf each of the MFM basis functions. The state labels also represent the baseband MFM waveform th

1 | | | EOF

Figure 36 — ASK Method: Terminating subcarrier transmissions EOF

3.9 PJM Method: MFM modulated subcarrier
 — PJM Method: MFM basis functions and generator state diagram shows basis functions fq

places a phase inversion in the middle of a data-1 symbol. The state diagram in Figure 37 — PJ|
MFM basis functions and generator state diagram maps a logical data sequence to baseband MFI

- 0 = = O =

is generated upon entering the state. The transmitted waveformis the baseband waveform multiplied by
square wave at fc divided by n, where n is the division ratiofor’'the 8 subcarriers defined in Table 38 — PJ

Method:

Subcarrier selection commands. The labels on the state transitions indicate the logical values of th

data sequence to be encoded. For example, a transition from state S; to S; is disallowed because th

resulting

transmission would have a phase inversion eh*a symbol boundary between a data-0 and a data-1.

Figure 3* — PJM Method: Reply MFM encodingtand timing of binary 000100 shows an example for the BPS

phase c
changes

anges without subcarrier and the_corresponding MFM-modulated subcarrier sequence. The pha
align with MFM state changes ‘shown in Figure 37 — PJM Method: MFM basis functions an

generatgr state diagram. For clarity thesubcarrier example shows eight cycles per bit period, however the real
subcarrigr will have between nine and 28 cycles depending upon the reply channel selected. Also for clarify
the phage change shown occursat the beginning and the middle of a subcarrier cycle; however the phas
change ¢an occur at any point-during a subcarrier cycle because the reply data rate and the subcarriers a

unsynch

The sub

onized.

carrier is derived by division of the powering field’s frequency and is determined from the DR, M an

TRext vglues specified in the BeginRound command that initiated the inventory round (see Table 38 — PJ

Method:
9,44 us.
Method:

Subcarrierselection commands). The period T of a bit interval used for encoding command data is
MFM «encoding has memory; consequently, the choice of MFM sequences in Figure 38 — PJ
Reply\WMFM encoding and timing of binary 000100 depends on prior transmissions.
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MFM Basis Functions MFM Signaling State Diagram

data-0 data-1

] 1} si(t) ; A s(t)
; |
E o . 0
E= >
% T time () 1T time (1)

1 1 | I

\ \

s4(t) = -s4(t) sa(t) = -sa(t)

Figure 37 — PJM Method: MFM basis functions and generator state-diagram

0 : 0 ! 0 ! 1 : 0 ! 0
4——> +“—r <>
1 ¥79.44us | ! I | |
! ’ I v 4,72us~\4,72us I
Bit Interval

SV UUu IR
SR A EAART

MFM modulated subcarrier sequences

p
1

= =

Il
JUlL

Figure-38 — PJM Method: Reply MFM encoding and timing of binary 000100

6.3.3.3.1.3.10.< PJM Method: MFM subcarrier flag (preamble SOF)

-

JM Method: The T=>R subcarrier communication shall begin with either of the two flags ghown in
igure 39 —PJM Method: Subcarrier T=>R flags. This figure shows the flag timing for the BPSK subcarrier
hase changes.

T _T

The flag defines the start of a reply and the bit interval timings. The flag is comprised of three parts:

e A synchronising string of 9 bits of valid MFM encoded data. As an example Figure 39 —PJM Method:
Subcarrier T=>R flags shows 9 data bits with the value "1".

¢ A MFM encoding violation which is not present in normal data. The violation consists of a sequence of 4
state changes separated by a 2 bit interval, a 1,5 bit interval and 2 bit interval. The edge of the fourth
transition defines the beginning of a bit interval, and

e Atrailing 0.

A synchronising string, encoding violation and a trailing zero for two possible reply flags are illustrated in
Figure 39 —PJM Method: Subcarrier T=>R flags.
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Note: an EOF is NOT required.

6.3.3.3.1

72

L Synchronising String MFM Encoding Violation
944us  18.88us  14.16us  18.88us
Flag 1
Flag 2
i i —p ' I i i i i ' ' ' ' I i i
1 1 1 1 1 ) ( ( 1 1 1 1 1 ) ( 1 1
Bit Interval

S

| Flag

ASK
frequ
rates
that
frequ

L3.11

Figure 39 —PJM Method: Subcarrier T=>R flags

Method: Tags shall support the R=>T Tari, values specified in 6.3.3.3.1.2.4, the T=>R lin
encies specified in Table 36 — ASK Method:\Tag-to-interrogator link frequencies, and the T=>R dat
specified in Table 37 — ASK Method: :Tag-to-interrogator data rates. The BeginRound comman
initiates an inventory round specifies~-DR in Table 36 — ASK Method: Tag-to-interrogator lin

ASK Method and PJM Method: Selection-of:modulation type and data rate

encies and M in Table 37 — ASK Method: Tag-to-interrogator data rates.

Table 36 — ASK Method: Tag-to-interrogator link frequencies

M value | Bit modulation Subcarrier with DR=0 Subcarrier with DR=1
LF = 423kHz (f./32) LF = 847kHz (f./16)

112 4 subcdrrier pulse Manchester 53 kbit/s (f;/256) 106 kbit/s (f;/128)

102 2‘stbcarrier pulse Manchester 106 kbit/s (f/128) 212 kbit/s (f./64)

012 8 subcarrier pulse Miller 53 kbit/s (f/256) 106 kbit/s (f-/128)

002 FMO 424 kbit/s (f./32) 848 kbit/s (f./16)

Table 37 — ASK Method: Tag-to-interrogator data rates

M: Number of subcarrier cycles per symbol

Modulation type

Data rate (kbit/s)

M = 002: 1 cycles per symbol

FMO baseband

LF

M = 01,: 8 cycles per symbol Miller subcarrier LF/8
M = 10,: 4 cycles per symbol Manchester subcarrier LF/4
M = 11,: 8 cycles per symbol Manchester subcarrier LF/8
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e PJM Method: The T=>R modulation shall be MFM at a data rate of 106 kbit/s on a subcarrier selected by
the BeginRound command that initiates an inventory round The BeginRound command provides the DR,
M, and TRext bits which are (for PJIM Method commands) decoded by capable tags as shown in

Table 38 — PJM Method: Subcarrier selection commands.

Table 38 — PJM Method: Subcarrier selection commands

DR | M TRext | reply channel selected division ratio | subcarrier frequency kHz

0 00 (O A 14 969

0 00 1 B 11 1233

0 01 |0 C 9 1507

0 01 1 D 7,5 1808

0 10 0 E 6,5 2086

0 10 1 F 5,5 2465

0 11 0 G 5 2712

0 11 1 H 4,5 3018

1 00 (O Subcarrier frequency hopping

all other states reserved for future use
When frequency hopping is selected by the BeginRound command tags shall select a reply chann
?hall use this reply channel for all T=>R communications. The channel selected by a tag shall be de

om the three least significant bits of the StoredCRC. The three least significant bits of the StoredQ
e decoded as for the M and TRext bits in Table 38 ~~PJM Method: Subcarrier selection command

el. A tag
termined
RC shall
s above.

or example, if the three least significant bits of the, StoredCRC are 110 then channel G would be sele¢cted

.3.3.3.14 Both Methods: Transmission order

he transmission order for all R=>T and"T=>R communications shall respect the following convention

within each message, the mosttsignificant word shall be transmitted first; and
within each word, the most-significant bit (MSB) shall be transmitted first.

6.3.3.3.1.5 Both Methods: Cyclic-redundancy check (CRC)

>

CRC is a cyclic-redundancy check that a tag uses to ensure the validity of certain R=>T command
nterrogator uses_feensure the validity of certain loadmodulated T=>R replies. This protocol uses
pes: (i) a CREG*16, and (ii) a CRC-5. Annex | describes both CRC types.

— —

0 generateya CRC-16 a tag or Interrogator shall first generate the CRC-16 precursor shown in Ta
RC 16%precursor and then take the ones-complement of the generated precursor to form the CRC-1

|

@

5, and an
wo CRC

ble 39 —

I~

P.

Table 39 — CRC 16 precursor

CRC Type Length Polynomial Preset | Residue
ISO/IEC 13239 16 bits | x"®+x2+x5+1 | FFFF, | 1DOF,

A tag or Interrogator shall verify the integrity of a received message that uses a CRC-16. Th
Interrogator may use one of the methods described in Annex | to verify the CRC-16.

At power-up, a tag calculates and saves into memory a 16-bit StoredCRC — see 6.3.3.4.1.2.1.
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Tags shall append a CRC-16 to those replies that use a CRC-16 — see 6.3.3.4.11 for command-specific reply

formats.

To generate a CRC-5 an Interrogator shall use the definition in Table 40 — CRC-5 definition. See also

Annex I.
Table 40 — CRC-5 definition. See also Annex |
CRC Type Length | Polynomial Preset | Residue
— 5 bits X+ X+ 1 01001, | 00000,
A tag shall verify the integrity of a received message that uses a CRC-5. The tag may use the 'method

describe

Interrogg
Commar

6.3.3.3.1

Figure 4
Modes (

parametérs shows the timing requirements for Figure 40 — Link timhing — Both Modes, while 6.3.3.4.1

describe
timing p4
fixed R=
shall tran

d in Annex | to verify a CRC-5.

tors shall append the appropriate CRC to R=>T ftransmissions as specified’ in Table 46
ds.

16 Link timing — Both Methods

) — Link timing — Both Modes illustrates R=>T and T=>R link timings Figure 40 — Link timing — Both
not drawn to scale) defines interrogator interactions with a tag’ population. Table 41 — Link timing

rameters. RTcal is defined in 6.3.3.3.1.2.8. As described.in 6.3.3.3.1.2.8, an interrogator shall use
>T link rate for the duration of an inventory round; prior to.changing the R=>T link rate, an interrogatd
smit CW for a minimum of 8 RTcal.

1
5 the commands. Tags and interrogators shall meet all timingaequirements shown in Table 41 — Link
A
r

74
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Single Tag Reply
BeginRound,

gator 1 Csee=c] 5 Coesmmcuma 11 N C2= NN MM CRexsor D) 6o
gator aaadl MY eginRoun i c I ex ° or NextSlot if

Ull is valid

invalid
Tag CRC16 + CRC5 PCIXPC + UMt |

- - T

- - - - o

<— Collided Reply —<— NoReply —~<———— Invalid ACK &

nterro ||||||| ||||||| ||||||| |||||||
|| [zeginmoun [ 5t ] | Lottt 1, b6l | Cvexesior JI i 11Tk JI[, 6 | Cedesror |
gator [RERRNN] [RERRNN] [RERRNN] [RERRNN]

Collision No No
Detected Reply { Reply]
rag CRC16+CRCS | CRC16+CROS |
T1 T2 T1 T3 T1 T2 T1 T3
- - - - -» -

<—— Multi Tag Reply (PJM mode only) ———

Bg¢ginRound,
Interro T 1 i ¢sizeRound
dator . [I[5=te=t] &4 |[eginmouna |11 1 {HEexp DI S TN exestor] ||| ANextSiot i

is valid

[ i

Tlag1 RC16 + CRC5 [ Poixpc+ume’ |
Tlag2 | cret6 + cRes [ poixpc+u’ |
Y[ag3 CRC16 + CRC5 [ peixpc+uMe’ |
°re Ta Ty T2 T T2
- - - s -

Note 1: In certain cases“a PacketCRC shall be added if required. See table 42 for the definition of the cases.

Figure 40 — Link timing — Both Modes
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Table 41 — Link timing parameters

Parameter Minimum Typical Maximum Description
T4 73,1 us 75,5 us 77,9 us Time from interrogator transmission to tag response
(1024-32)/f, (1024/f;) (1024+32)/f; (specifically, the time from the last rising edge of the
last bit of the interrogator transmission to the first
rising edge of the tag response), measured at the tag
antenna terminals.
T 151 ps 1208 ps Interrogator response time required if a tag is to
(2048/f;) (16384/f;) demodulate the Interrogator signal, measured from the
end of the tag response 1o the 1irst 1alling edge of the
Interrogator transmission
Ts Tsof_tag Time an interrogator waits, after T+,
before it issues another command
Ts T11yp + Tamin Minimum time between interrogator commands
Note 1: A fag may exceed the maximum value of T4 when responding to commands that write to memary,

Note 2: The maximum value for T, shall apply only to tags in the reply or acknowledged states (see'6:3.3.4.4.3 and
6.8.3.4.4.4). For a tag in the reply or acknowledged states, if T> expires (i.e. reaches its maximum value):
- Without the tag receiving a valid command, the tag shall transition to the arbitrate staie (see 6.3.3.4.4.2);

- [
-
dommand is invalid.

uring the reception of a valid command, the tag shall execute the command;
uring the reception of an invalid command, the tag shall transition to arbitrate Upon determining that the

Infall other states the maximum value for T, shall be unrestricted. “Invalid comimand” is defined in 6.3.3.4.11.

Note 3:A

6.3.3.4

Tag selgction, inventory, and access may be viewed as the (owest level in the data link layer of a layere
Communication system.

network

6.3.3.4.1 Tag memory

Tag merpory shall be logically separated into four distinct banks, each of which may comprise zero or more

Tag selection, inventory, and access

ag shall be allowed a tolerance of 16384/fc<=Tamax<=16448/fc in determining whether T, has expired.

[o8

memory words. A logical memory map is shown’in Figure 41 — Logical memory map.
MSB LSB
00, Word 0 of Block 0 OFp
MSB LSB
: MSB LSB
Bank 11 USER - .
10, TID [15:0] 1Fy, ' :
Bank 10 A\Y 00, TID [31:16] OF, 220, Optional XPC_W2 [15:0] P2F
210,| Mandatory XPC_W1 [15:0] |21Fx
Bank 01 ull .
Ull [15:0]
Bank 00 RESERVED MSB LSB
— S 0 20y, UIl [N:N-15] 2F,
30n ~ ccessp ass"'; 21 1; 3Fh 10, StoredPC [15:0] 1F,
CCess Pass .
20n - wd [3:18]{2F0 —_ o, StoredCRC-16 [15:0] OF,
10, Kill Passwd [15:0] 1Fh
00, Kill Passwd [31:16] OF,,
Figure 41 — Logical memory map
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The memory banks are:

Reserved memory shall contain the kill and and/or access passwords, if passwords are implemented on the
tag. The kill password shall be stored at memory addresses 00h to 1Fh; the access password shall be stored
at memory addresses 20h to 3Fh. See 6.3.3.4.1.1

Unique Item Identifier (Ull) memory shall contain a CRC-16 at memory addresses 00, to OF,, a Protocol-
Control (PC) word at addresses 10, to 1F;,, a code (such as an Ull, and hereafter referred to as an Ull) that
identifies the object to which the tag is or shall be attached beginning at address 20;, and if the tag
implements Extended Protocol Control (XPC) then either one (mandatory) or two (optional) Extended Protocol
Control (XPC) word(s) beginning at address 210;,. See 6.3.3.4.1.2.

TID memory shall contain an 8-bit ISO/IEC 15963 allocation class identifier at memory locations 00y, to 07,
TID memory shall contain sufficient identifying information above 07, for an Interrogator touniquely identify
the custom commands and/or optional features that a tag supports. See 6.3.3.4.1.3.

User memory is optional. See 6.3.3.4.1.4.

he logical addressing of all memory banks shall begin at zero (00,). The physical memory map ig vendor-

ecific. Commands that access memory have a MemBank parameter that“selects the bank, an|address
lgngth parameter and an address parameter to select a particular memory location within that bank. The
ddress parameter has a length of 8, 16, 24 or 32 bits as defined’ in the address length parameter.
Interrogators shall use the shortest address length possible to encode the memory location. WHen Tags
Ipadmodulate memory contents, this modulation shall fall on d4wvord boundaries (except in the case of a
truncated reply — see 6.3.3.4.11.1.1).

NlemBank is defined as follows:

00, Reserved
01, Ul

10, TID

11, User

O

perations in one logical memory bank shall not access memory locations in another bank.

lemory writes, detailed in 6.3.3.419) involve the transfer of 16-bit words from Interrogator to Tag] A Write
ommand writes 16 bits (i.e. one word) at a time, optionally using link cover-coding to obscure the data during
=>T transmission. The optienal BlockWrite command writes one or more 16-bit words at a time, without link
pver-coding. The optional \BlockErase command erases one or more 16-bit words at a time. |A Write,
JockWrite, or BlockErase;shall not alter a killed tag’s permanently non-responsive status regardlegs of the
nemory address (whether valid or invalid) specified in the command.

SO 0o =

Interrogators maylock, permanently lock, unlock, or permanently unlock the kill password, access ppssword,

Il memory, <IB° memory, and User memory, thereby preventing or allowing subsequent changes (as
Jgppropriate), \A'tag may optionally have its User memory partitioned into blocks; if it does, then an Interrogator

ay permanently lock these individual blocks. Recommissioning may alter the memory locking and/or
permalocking. See 6.3.3.4.9 for a description of memory locking and unlocking, and 6.3.3.4.10 for a
escrlptlon of tag recommissioning. If the kill and/or access passwords are locked they are usable by only the
‘ A any other
command Locklng or permanently Iockmg the UII TID, or User memory banks or permanently locking blocks
within the User memory bank, renders the locked memory location unwriteable but leaves it readable.

6.3.3.4.1.1 Reserved Memory

Reserved memory contains the kill (see 6.3.3.4.1.1.1) and/or access (see 6.3.3.4.1.1.2) passwords, if
passwords are implemented on the tag. If a tag does not implement the kill and/or access password(s), the
tag shall logically operate as though it has zero-valued password(s) that are permanently read/write locked
(see 6.3.3.4.11.3.5), and the corresponding physical memory locations in Reserved memory need not exist.
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6.3.3.4.1.1.1 Kill password

The kill password is a 32-bit value stored in Reserved memory 00, to 1F,, MSB first. The default
(unprogrammed) value shall be zero. An Interrogator may use the kill password to (1) recommission a tag,
and/or (2) kill a tag and render it nonresponsive thereafter. A tag shall not execute a recommissioning or Kkill
operation if its kill password is zero. A tag that does not implement a kill password operates as if it has a zero-
valued kill password that is permanently read/write locked.

6.3.3.41.1.2 Access password

The acciss password is a 32-bit value stored in Reserved memory 20y, to 3F,, MSB first. The default (unpra-
grammedl) value shall be zero. A tag with a nonzero access password shall require an Interrogator to.issu
this pasqgword before transitioning to the secured state. A tag that does not implement an access passwor
operates|as if it has a zero-valued access password that is permanently read/write locked

o

6.3.3.4.1{2 Ull Memory

Ull memory contains a StoredCRC at memory addresses 00, to OF,, a StoredPC(at 10, to 1F,, an UJl
beginning at 20, and a first XPC word (XPC_W1) at 210, to 21F, and an optienal second XPC word
(XPC_WR) at 220y, to 22F,. The StoredCRC, StoredPC, Ull, and XPC word or wofds'shall be stored MSB firgt
(i.e. the YII's MSB is stored in location 20y,).

The StoredCRC is described in 6.3.3.4.1.2.1.

The StonedPC, as described in 6.3.3.4.1.2.2, is subdivided into an Ull Iength field in memory locations 10, fo
14y, a User-memory indicator (UMI) in location 15,, an XPC indicator (XI) in location 16, and a Numbering
System Identifier (NSI) in locations 17,, to 1F,,.

The Ull |s a code that identifies the object to which a tag,is-affixed. The Ull for EPCglobal™ Applications is
describef in 6.3.3.4.1.2.3; the Ull for ISO Applications is;described in 6.3.3.4.1.2.4. Interrogators may issue g
Select command that includes all or part of the Ull in.the mask. Interrogators may issue an ACK command to
cause a[tag to loadmodulate its PC word, XPC (if(X| is asserted), Ull, and a PacketCRC if required. Under
certain dircumstances the tag may truncate itsreply (see 6.3.2.11.1.1). An Interrogator may issue a Read
comman( to read all or part of the UlI.

6.3.3.4.121 CRC-16 (StoredCRC _and‘PacketCRC)
All Tags shall implement a StoredCRC. Tags shall also implement a PacketCRC.

At powel-up a tag shall calctlate a CRC-16 over (a) the StoredPC and (b) the Ull specified by the Ull lengt
field in the StoredPC (seet6,3.4.1.2.1) and shall map the calculated CRC-16 into Ull memory 00y to OF,, MS
first. Thig CRC is denoted/the StoredCRC. Because the StoredPC and Ull comprise an integer number of Ul
memory (words, a tag,€alculates this StoredCRC on word boundaries. Although Tags include the Xl value i
the StoredPC in {heir StoredCRC calculation, regardless of the Xl value a tag shall omit XPC_W1 an
XPC_W2 from the*calculation. Tags shall finish this CRC-16 computation and memory mapping by the end ¢
interval T, in Kigure 21 — Interrogator power-up and power-down RF envelope. Interrogators may issue
Select cpmmand that includes all or part of the StoredCRC in Mask. Interrogators may issue a Reaq
comman i i i

truncated reply (see 6.3.3.4.11.1.1).

O QD S0 5 7 WO

In response to an ACK command a tag loadmodulates a protocol-control (PC) word (either StoredPC or
PacketPC — see 6.3.3.4.1.2.2), a first XPC word (XPC_W1) and an optional second XPC word (XPC_W2)
depending on XI (see 6.3.3.4.1.2.5), Ull (see 6.3.3.4.1.2.3 and 6.3.3.4.1.2.4), and a CRC-16 only in case of a
PackedCRC is required according to table 42 below. The CRC-16 in this case shall be a PacketCRC that the
tag shall calculate dynamically over the loadmodulated PC word, XPC word or words (if supported), and UlII.
Whether a tag omits the CRC16 or loadmodulates its PacketCRC, shall be as defined in Table 42 — Tag data
and, if required, PacketCRC loadmodulated in response to an ACK command, depending on the tag’s Xl
value and whether truncation (see 6.3.3.4.11.1.1) is asserted or deasserted.
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Table 42 — Tag data and, if required, PacketCRC loadmodulated in response to an ACK command

Xl | XEB | Truncation Tag Loadmodulation
PC XPC ull CRC-16
0 0 Deasserted StoredPC None Full no CRC16 in reply
0 0 Asserted 000002 None Truncated no CRC16 in reply
0 1 Deasserted Invalid1
1 Asserted Trvand
1 0 Deasserted PacketPC XPC_W1 Full PacketCRC
1 0 Asserted 000002 None Truncated no CRC16 in reply
1 1 Deasserted PacketPC Both XPC_W1 Full PacketCRC
and XPC_W2
1 1 Asserted 00000- None Truncated no*CRC16 in reply
Note 1: Xl is the bitwise logical OR of the 16 bits of XPC_W1, and XEB is the MSB (bit’Eh) of XPC_W1, so if XH

XI=1

Note 2: The StoredCRC may be different from the Packet CRC if the tag memory)has been programmed and th
not undergone a power-on-reset.

I

tag shall loadmodulate its CRC MSB first, regardless of the CRC type.

{ Xl is asserted then a tag’s PacketCRC is different from its\StoredCRC.

I

s required by 6.3.3.3.1.5 an Interrogator shall verify;¥sing a tag's loadmodulated CRC-16, the inte
bceived PC word, first XPC word (XPC_W1), optional' second XPC word (XPC_W?2), and UlI.

—

6.3.3.4.1.2.2 Protocol-control (PC) word

All Tags shall implement a StoredPC whose fields, comprising Ull length, a UMI, an XI, and an NSI
s defined below. Tags shall also implement a PacketPC that differs from the StoredPC in its Ull len
he type of PC (StoredPC or PacketPC) that a tag loadmodulates in response to an ACK shall be a

im Table 42 — Tag data and, if required, PacketCRC loadmodulated in response to an ACK command.

he StoredPC shall be located in Ull memory at addresses 10h to 1Fh with bit values defined as folld
Bits 10, — 144: The(ength of the Ull that a tag loadmodulates, in words:
e (00000,: Zefo words.
¢ 000015:0One word (addresses 20y, to 2F,, in UlIl memory).
e 000105 Two words (addresses 20, to 3F;, in Ull memory).

o 11101,: 29 words (addresses 20, to 1EF in Ull memory).

£B=1 then

e tag has

grity of a

shall be
gth field.
5 defined

WS:

The maximum value of the Ull length field in the StoredPC shall be 11101, (allows a 464-bit Ull).

A tag shall ignore a Write or BlockWrite command to the StoredPC if the Ull length field ex
11101,, and shall instead loadmodulate an error code (see Annex E).

ceeds

e Bit 15,: A User-memory indicator (UMI). If bit 15, is deasserted then the tag either does not implement

User memory or User memory contains no information. If bit 15, is asserted then User memory
information. A tag may implement the UMI using Method 1 or Method 2 described below, unles

contains
s the tag

implements block permalocking and/or recommissioning, in which case the tag shall use Method 1.

In case that only the mandatory recommisioning option with asserted Recom bit 3SB is supporte
block permalocking is supported also Method 2 may be used instead of Method 1.
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e Method 1: The tag computes the UMI. At power-up, and prior to computing the StoredCRC, the tag
shall compute the logical OR of bits 03;, to 07, of User memory and map the computed value into
bit 15,. The tag shall include the computed UMI value in the StoredCRC calculated at power-up
(see 6.3.3.4.1.2.1). If an Interrogator modifies any of bits 03, to 07, of User memory then the tag
shall recompute and remap its UMI into bit 15,. If recommissioning renders User memory
inaccessible (see 6.3.3.4.10) then the tag shall deassert and remap its UMI into bit 15,. After
remapping the UMI the StoredCRC may be incorrect until the Interrogator power cycles the tag.
The UMI shall not be directly writeable by an Interrogator — if an Interrogator writes the StoredPC,
the tag shall ignore the data value that the Interrogator provides for bit 15;.

e Method 2: An Interrogator writes the UMI. If an Interrogator writes a zero value into bits 03, to 07,
of User memory then it shall deassert bit 15,. If an Interrogator writes a nonzero value into 03y tlo

07y of User memory then it shall assert bit 15,. If an Interrogator locks or permalocks the. Ul

memory then it shall also lock or permalock, respectively, the word located at address 00g0fUser
memory, and vice versa. This latter requirement ensures that a condition in which User memorny
previously contained data but was subsequently erased does not cause a tag to wrongly indicate
the presence of User memory, and vice versa.

e Bit 16, An XPC_W1 indicator (XI). If bit 16y, is deasserted, then the XPC_W1 is zero=valued, in whic
case| the tag shall loadmodulate its StoredPC but not an XPC_W1 during inventory((see 6.3.3.4.1.2). If bji
16, i asserted then one or more bits of XPC_W1 have nonzero values, indicating-that the tag has beg
previously re-commissioned (see 6.3.3.4.1.2.5).
In this latter case the tag shall loadmodulate its XPC_W1 immediately after-the PacketPC, and before the
Ull, gduring inventory.

D = 3

At ppwer-up, and prior to computing the StoredCRC the tag shall'compute the bitwise logical OR of th
XPd_W1, and map the computed value into bit 16, (i.e. into the XI). The tag shall include the compute
XI vilue in its StoredCRC calculation. If an Interrogator recommissions the tag (see 6.3.3.4.10) then th
tag $hall recompute and remap its Xl into bit 16,. After remapping the Xi the StoredCRC may be incorre
untillthe Interrogator power cycles the tag. The Xl bit shalnot be directly writeable by an Interrogator -
wheh an Interrogator writes the PC word, the tag shall ignore the data value that the Interrogator provide
for Qit 16,.

[ZRER=

e Bits 17, — 1F,: A numbering system identifier (NSI). The MSB of the NSI is stored in memory location 17
If bit| 17,, contains a logical 0, then the application is referred to as an EPCglobal™ Application and bit
18y + 1F;, shall be as defined in the EPCglobal™ Tag Data Standards. If bit 17, contains a logical 1, the
the gpplication is referred to as an ISO _Application and bits 18,, — 1F,, shall contain the entire AFI defing
in ISP/IEC 15961 parts 2 and 3. The default value for bits 18, — 1Fy, is 00000000,.

Q5 »m T

The defqult (unprogrammed) StoredRC value shall be 0000,

If an Inferrogator changes (the/ Ull length (via a memory write operation), and if it wishes the tag t
subsequently loadmodulate the new Ull length, then it must write the new Ull length field into the first 5 bits ¢
the tag’s|StoredPC.

- O

Note: After changing.the Ull length field an Interrogator should power-cycle the tag to ensure a correct StoredCRC.

A tag shpll loadmodulate an error code (see Annex E) if an Interrogator attempts to write an Ull length field
that is nqt supported by the tag, to the first 5 bits of the tag’'s PC word.

The PacketPC differs from the StoredPC in its Ull length field, which a tag shall adjust to match the length of
the loadmodulated data that follow the PC word. Specifically, if Xl is asserted but XEB is not asserted then the
tag loadmodulates an XPC_W1 before the Ull, so the tag shall add one to (i.e. increment) its Ull length field. If
both XI and XEB are asserted then the tag loadmodulates both an XPC_W1 and an XPC_W2 before the UlI,
so the tag shall add two to (i.e. double increment) its Ull length field. Because Tags that support XPC
functionality have a maximum Ull length field of 11101,, double incrementing will increase the value to 11111,.
A tag shall not, under any circumstances, allow its Ull length field to roll over to 00000,. Note that
incrementing or double incrementing the Ull length field does not alter the values stored in bits 10,, — 14, of Ull
memory; rather, a tag increments the Ull length field in the loadmodulated PacketPC but leaves the memory
contents unaltered.
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If an Interrogator that does not support an XPC_W2 receives a tag reply with XEB asserted then the
Interrogator shall treat the tag's reply as though its CRC-16 integrity check had failed.

During truncated replies a tag substitutes 00000, for the PC word — see 6.3.3.4.11.1.1

6.3.3.4.1.2.3 Ull for an EPCglobal™ Application

The Ull structure for an EPCglobal™ Application shall be as defined in the EPCglobal™ Tag Data Standards.

he Ull structure for an ISO Application shall be as defined in ISO/IEC 15962.

.3.3.4.1.2.5 Extended Protocol Control (XPC) word (mandatory) or words (optional)

tag shall implement an XPC_W1 logically located at addresses 210, to 21F, of-Ull memory. A[tag may
dditionally implement an XPC_W?2 logically located at address 220, to 22F,.of ‘Ul memory. These XPC
ords shall be exactly 16 bits in length and are stored MSB first. If a tag does, net support XPC_W2|then the
ecified memory locations need not exist.

tag shall not implement any non-XPC memory element at Ull memory.lecations 210, to 22Fy, inclugive. This
requirement shall apply both to Tags that support an XPC_W2 word and to those that do not.

{ a tag implements an XPC_W2 then, at power-up, the tag\shall compute the bitwise logical OR of the
PC_W2 and map the computed value into bit 210, of .Ul memory (i.e. into the most significant bit of
PC_WH1). Bit 210y, is denoted the XPC Extension Bit (XEB)If a tag does not implement an XPC_W2 then the
EB shall be zero.

he remainder of this section 6.3.3.4.1.2.5 assumes that a tag implements an XPC_W1 (mandatory) and an
HPC_W2 (optional).

When this document refers to the 3 leastssignificant-bits (LSBs) of XPC_W1 it specifically means Jocations
21Dy, 21E, and 21F, of Ull memory-tThe 3 LSBs of XPC_W1 indicate whether and how a [tag was
recommissioned.

Hor virgin tags the 3 LSBs of XRC~ W1 shall be zero-valued. A tag writes a nonzero value to one or more of
these 3 LSBs during Tag recommissioning (see 6.3.3.4.10). All the other bits in XPC_W1, namely Ul memory
cations 210, to 21C;, inclusive, as well as all the bits in XPC_W?2, shall be RFU and zero-valtied. Tag
ndors and end users(shall not use these RFU bits for proprietary purposes.

he 3 LSBs of the-XPC_W1 are not writeable using a Write or BlockWrite, nor erasable using a BldckErase.
hey can only be asserted by a Kill command, meaning that the tag asserts these bits upon receivirlg a valid
il command,sequence with asserted recommissioning bits (see 6.3.3.4.11.3.4). A tag shall not write to the 3
SBs of the XPC_W1 except during Tag recommissioning.

| a tag(receives a Write, BlockWrite, or BlockErase that attempts to write the XPC_WH1, it respond$ with an
rrercode (see Annex E).

An Interrogator may issue a Select command (see 6.3.3.4.11.1) with a Mask that covers all or part of the
XPC_W1 and or XPC_W?2. For example, Mask may have the value 000, for the 3 LSBs of the XPC_W1, in
which case recommissioned Tags shall be non-matching.

An Interrogator may read a tag’s XPC_W1 and XPC_W2 using a Read command (see 6.3.3.4.11.3.2).

Bit E,, of XPC_W1 (Ull memory location 211,) is reserved for use as a protocol functionality indicator.
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The following encoding provides a general mapping between the 3 XPC W1 LSBs and a tag’s
recommissioned status. Table 43 — XPC LSBs and a tag’s recommissioned status provides a detailed
mapping between these 3 LSBs and a tag’s recommissioned status:

e An asserted LSB (Ull memory location 21F,) indicates that block permalocking has been disabled, and
any blocks of User memory that were previously block permalocked are no longer block permalocked. An
asserted LSB also indicates that the BlockPermalock command has been disabled. If a tag did not
implement block permalocking prior to recommissioning then block permalocking shall remain disabled.

e An asserted 2SB (Ull memory location 21E,) indicates that User memory has been rendered
inaccessible. The 2SB has precedence over the LSB — if both are asserted then User memory is
inacgessible.

e An gsserted 3SB (Ull memory location 21Dy,) indicates that the tag has unlocked its Ull, TID, and tser
menfory banks. The tag has also write-unlocked its kill and access passwords, and left the read logk
statys of the kill and access passwords in the state prior to the recommissioning. If an Interrogatqr
subsequently attempts to read the tag’s kill or access passwords, the tag loadmodulates.an’ error cod
(see| Annex E) if the kill or access password was unreadable prior to the recommisioning. Note that
portipns or banks of tag memory, if factory set and locked, may not be unlockable regardless of
recommissioning. Note also that an Interrogator may subsequently re-lock any memory banks that have
beer| unlocked by recommissioning.

Table 43 — XPC LSBs and a tag’s recommissioned'status

LSBs Tag Status Notes

of XPC

Word

000, 1. The tag has not been recommissioned 1. Theytag’s Xl bit is deasserted

001, 1. Block permalocking has been disabled, and any 1¢>The lock bits are the sole determinant of the User
blocks of User memory that were previously block memory bank’s lock status (6.3.3.4.11.3.5)

permalocked are no longer block permalocked
2. The BlockPermalock command has been

disabled
010, 1. The User memory bank has been rendered 1. The tag deasserts its UMI bit
inaccessible 2. User memory is inaccessible, so block
2. A tag whose XPC_W1 LSBs are 010.acts permalocking and the BlockPermalock command
identically to one whose XPC_W1 LSBs are 011 are disabled
011, 1. The User memory bank has been rendered 1. The tag deasserts its UMI bit
inaccessible 2. User memory is inaccessible, so block
2. A tag whose XPC_W1 LSBs'are 011 acts permalocking and the BlockPermalock command
identically to one whose XPC_W1 LSBs are 010 are disabled
100, 1. The Ull, TID, and Usermemory banks have been | 1. If the tag supports block permalocking then the
unlocked BlockPermalock command remains enabled
2. The kill and aCeess passwords have been write- 2. Any blocks of User memory that were previously
unlocked block permalocked remain block permalocked,
3. The Read/lock status of the kill and access and vice versa
passwords shall be the same state as prior to the | 3. Portions or banks of tag memory, if factory set
recoemmissioning and locked, may not be unlockable regardless of

recommissioning

4. If an Interrogator attempts to read the tag’s kill or
access passwords the tag responds by
[oadmodulating an error code (See Annex E) it
the kill or access password was unreadable prior
to the recommisioning

5. The kill and/or access passwords, as well as one
or more memory blocks and/or banks, may be
changed and/or relocked after recommissioning
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(o

LSBs Tag Status Notes
of XPC
Word
101, . Block permalocking has been disabled, and any 1. The lock bits are the sole determinant of the User
blocks of User memory that were previously block memory bank’s lock status (see 6.3.3.4.11.3.5)
permalocked are no longer block permalocked 2. Portions or banks of tag memory, if factory set
. The BlockPermalock command has been and locked, may not be unlockable regardless of
disabled recommissioning
. The UIl, TID, and User memory banks have been | 3. If an Interrogator attempts to read the tag’s kill or
unlocked access passwords the tag responds by
—The Killand access passwords have been write- [Gadmodulating an erfor code (See /-\nnelE) if
unlocked the kill or access password was unreadalple prior
. The Read/Lock status of the kill and access to the recommisioning
passwords shall be the same state as prior to the | 4. The kill and/or access passwords, as wel| as one
recommissioning or more memory blocks and/or banks, may be
changed and/or relocked after recommisgioning
110, . The Ull and TID memory banks have been 1. Portions or banks of tagmemory, if factory set
unlocked and locked, may not beunlockable regargless of
. The kill and access passwords have been write- recommissioning
unlocked 2. If an Interrogator ‘attempts to read the tag's kill or
. The Read/Lock status of the kill and access access passwords the tag responds by
passwords shall be the same state as prior to the loadmodulating an error code (Annex E) if the kill
recommissioning or access-password was unreadable priof to the
. The User memory bank has been rendered recommisioning
inaccessible 3. Thekillland/or access passwords, as wel| as one
. Atag whose XPC_W1 LSBs are 110, acts orimore memory blocks and/or banks, may be
identically to one whose XPC_W1 LSBs are 111, changed and/or relocked after recommissgioning
4. The tag deasserts its UMI bit
5. User memory is inaccessible, so block
permalocking and the BlockPermalock cgmmand
are disabled
111, . The Ull and TID memory banks have been 1. Portions or banks of tag memory, if factory set
unlocked and locked, may not be unlockable regargless of
. The kill and access passwords havebeen write- recommissioning
unlocked 2. If an Interrogator attempts to read the tag's kill or
. The Read/Lock status of the kill‘and access access passwords the tag responds by
passwords shall be the same'state as prior to the loadmodulating an error code (see Annej E) if
recommissioning the Kill or access password was unreadable prior
. The User memory bank‘has been rendered to the recommisioning
inaccessible 3. The kill and/or access passwords, as wel| as one
. A tag whose XPG.\W1 LSBs are 111, acts or more memory blocks and/or banks, may be
identically to one-whose XPC_W1 LSBs are 110, changed and/or relocked after recommisgioning
4. The tag deasserts its UMI bit
5. User memory is inaccessible, so block
permalocking and the BlockPermalock cqmmand
are disabled
6.3.3.4.1.3 TID Memory
TID .memory locations 00, to 07, shall contain one of two ISO/IEC 15963 class-identifier values — either EOy,

r &2,. TID memory locations above 07, shall be defined according to the registration authority defingd by this

Class-1aentitier value ana shall contain, at a minimum, Sulticient iaentinying mntormation 1or an interr

gator to

uniquely identify the custom commands and/or optional features that a tag supports. TID memory may also
contain tag- and vendor-specific data (for example, a tag serial number).

Note: The tag manufacturer assigns the class-identifier value (i.e. EOn or E2;), for which ISO/IEC 15963 defines the
registration authorities. The class-identifier does not specify the Application. If the class identifier is EOn, TID
memory locations 08y, to OFy contain an 8-bit manufacturer identifier, TID memory locations 10, to 3F, contain a
48-bit tag serial number (assigned by the tag manufacturer), the composite 64-bit tag ID (i.e. TID memory 00 to
3Fy) is unique among all classes of tags defined in ISO/IEC 15693, and TID memory is permalocked at the time of
manufacture. If the class identifier is E2,,, TID memory location 08y, contains an XTID; TID memory locations 09y to
13h contain an 11-bit tag mask-designer identifier (obtainable from the registration authority), TID memory locations
144 to 1F, contain a vendor-defined 12-bit tag model number, and the usage of TID memory above 1Fy is defined
in version 1.3 and above of the EPCglobal™ Tag Data Standards.
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6.3.34.14 User Memory
A tag may contain User memory. User memory allows user-specific data storage.

If a tag’s User memory has not yet been programmed, then the 5 LSBs of the first byte of User memory (i.e.
memory addresses 03y, to 07,) shall have the default value 00000,.

During recommissioning an Interrogator may instruct a tag to render its User memory inaccessible, causing
the entire memory bank to become unreadable, unwriteable, and unselectable. A tag with inaccessible User
memory shall function as though its User memory bank no longer exists.

6.3.3.4.114.1  User memory for an EPCglobal™ Application

If User memory is included on a tag, then its encoding shall be as defined in the EPCglobal™ Tag Data Star
dards (version 1.3 and above).

6.3.3.4.14.2 User memory for an ISO Application

If User Imemory is included on a tag, then its encoding shall be as defined<in ISO/IEC 15961 and
ISO/IEC|15962.

6.3.3.4.201 ASK and PJM Method: Sessions and inventoried flags

Note: An interrogator chooses one of two sessions and inventories tags‘within that session. The interrogator an
agsociated tag population operate in one and only one session for'the duration of an inventory round (defing
aljove). For each session, tags maintain a corresponding inventeried flag. Sessions allow tags to keep track ¢
their inventoried status separately for each of two possible™time-interleaved inventory processes, using a
inlependent inventoried flag for each process.

S50

O

Interroggtors shall support and tags shall provide two-mandatory sessions (denoted SO and S2) and tw
optional pessions (denoted S1 and S3). Tags shall participate in one and only one session during an inventof
round. Two or more interrogators can use sessionsto independently inventory a common tag population. Th
session’g concept is illustrated in Figure 42 — Session diagram.

O <<

Tags shgll maintain an independent inventoried flag for each session. Each of the two mandatory inventorie
flags hag two values, denoted A and B. Jags participating in an inventory round in one session shall neither u
nor mod|fy the inventoried flag for-atdifferent session. The inventoried flags are the only resource a ta
provides|separately and independently/to a given session; all other tag resources are shared among sessions.

Sessiong allow tags to associate“a separate and independent inventoried flag to each of several interrogators.

After singulating a tag aq interrogator may issue a command that causes the tag to set its inventoried flag fq
that sesgion (A—B).

=

Only tag$ with aptinventoried Flag of A respond in an inventory round.

Note: A fhange from B — A can be achieved with a select command. (Reset)

The following example illustrates how two interrogators can use sessions and inventoried flags to
independently and completely inventory a common tag population, on a time-interleaved basis:
e Interrogator #1 powers-on, then
¢ ltinitiates an inventory round during which it singulates A tags in session SO0 to B,
e It powers off.
e Interrogator #2 powers-on, then
e ltinitiates an inventory round during which it singulates A tags in session S2 to B,
e It powers off.
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This process repeats until interrogator #1 has placed all tags in session SO into B. Similarly, interrogator #2

places all tags in session S2 into B.

Note: Tags maintain a separate inventoried flag for each of two mandatory sessions.

Session S0 Session S2
A Tags A Tags
participate participate

—>

Tags
[B]

~

Tags
[B]

<

P
persistence values.

Figure 42 — Session diagram

A tag’s inventoried flags shall have the persistence times shown in Table 44 — Tag flags and pe
alues. A tag shall power-up with its inventoried flags set as follows:

e The SO inventoried flag shall be set to A.
e The S1 inventoried flag (optional) shall be set to either;A or B, depending on its stored value,
unless the flag was set longer in the past than its pérsistence time, in which case the
power-up with its S1 inventoried flag set to A. Because the S1 inventoried flag (option
automatically refreshed, it may revert from B to A even when the tag is powered.
e The S2 inventoried flag shall be set to either, Aot B, depending on its stored value, unles
has lost power for a time greater than its persistence time, in which case the tag shall
with the S2 inventoried flag set to A.
o The S3 inventoried flag (optional) shall be set to either A or B, depending on its stor¢d value,
unless the tag has lost power for adime greater than its persistence time, in which cas
shall power-up with its S3 inventoried flag (optional) set to A.

A tag shall be capable of setting any of-its inventoried flags to either A or B in 2ms or less, regardlg
initial flag value. A tag shall refresh-its-'S2 and S3 flags while powered, meaning that every time a

Table 44 — Tag flags and persistence values

rsistence

tag shall
al) is not

s the tag
bower-up

e the tag

ss of the
ag loses

ower its S2 and S3 inventoried. flags shall have the persistence times shown in Table 44 — Tag flags and

Flag

Required persistence

S0 invéntoried flag (mandatory)

Tag energized: Indefinite
Tag not energized: None

S4.inventoried flag (optional)

Tag energized:
Nominal temperature range: 500ms < persistence < 5s
Extended temperature range: Not specified

Tag not energized:
Nominal temperature range: 500ms < persistence < 5s

EXtended temperature range: Not speciiied

S2 inventoried flag (mandatory)

Tag energized: Indefinite

Tag not energized:
Nominal temperature range: 2s < persistence
Extended temperature range: Not specified

S3 inventoried flag (optional)

Tag energized: Indefinite

Tag not energized:
Nominal temperature range: 2s < persistence
Extended temperature range: Not specified

Selected (SL) flag

Tag energized: Indefinite

Tag not energized:
Nominal temperature range: 2s < persistence
Extended temperature range: Not specified
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Note 1: Nominal temperature range is —25 °C to +40 °C (see extended temperature range)

Note 2: Extended temperature range is —40 °C to +65 °C (see nominal temperature range)

6.3.3.4.3 ASK and PJM Method: Selected flag

Tags shall implement a selected flag, SL, which an interrogator may assert or deassert using a Select
command. The Select parameter in the BeginRound command allows an interrogator to inventory tags that
have SL either asserted or deasserted (i.e. SL or ~SL), or to ignore the flag and inventory tags regardless of their
SL value. SL is not associated with any particular session; SL applies to all tags regardless of session.

A tag's §L flag shall have the persistence times shown in Table 44 — Tag flags and persistence values. A\ta
shall power-up with its SL flag either asserted or deasserted, depending on the stored value, unless. the ta
has lost power for a time greater than the SL persistence time, in which case the tag shall power-up lwith it
SL flag deasserted (set to ~SL). A tag shall be capable of asserting or deasserting its SL flag in-2ms or less,
regardlegs of the initial flag value. A tag shall refresh its SL flag when powered, meaning that every time a ta
loses power its SL flag shall have the persistence times shown in Table 44 — Tag flags:and persistenc
values.

n Q@

[OJ(®]

6.3.3.4.4 ASK and PJM Method: Tag states and slot counter

Tags shall implement the states and the slot counter shown in Figure 43 = Fag state diagram. Annex C
shows thee associated state transition tables; Annex D shows the associated command-response tables.

Note: THhe tag collision arbitration protocol uses the popular and industry proven slotted Aloha algorithm. Slotted ALOHA

is|a refinement over the pure Aloha. It requires that time be segmented into slots that are separated by sIpt
markers. The probability that a tag chooses a timeslot is equal text/n (where "n" is the number of timeslots and
eduals the maximum value of the described Q-bit random nGmber). This algorithm ensures that each tag, [if
sdlected, replies once and only once during an inventory roungd-

=3

Example: for Q=3 the maximum number of slots is 8, Qiis a 3 bit random number, ranging from 0-7, in each sl
the probability of a specific tag reply is 1/8.
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BeginRound Slot Power-up & ~killed NEW ROUND
R Ngxtglot . ™ counter [ St CMD: BeginRound [mismatched
esizeioun inventoried or SL flags]
Reply: None
CMD: Select
Action: Return to ready
Reply: None. Note 1 NEW ROUND
CMD: BeginRound el R
Action:?\lew round CMD: BeginRound [slot > 0 & matching
Reply: Note 3 .(mventoned & SL) flags]
CMD: All other Reply: None
Action: Remain in ready
[=3 r-I: None- R\
. : i <>
Arbitrate \) geM’Ry .I\Iﬁggselot, ResizeRound [slot <> 0]
NEW ROUND
CMD: Select CMD: ResizeRound, NextSlot [slot=0] Sy Szt 2= D ey

Action: Return to ready
Reply: None. Note 1

CMD: BeginRound

Action: New round

Reply: Note 3

CMD: All other

Action: Return to arbitrate
Reply: None.

(inventoried-& SL) flags]

Reply: R RC-
eply: StoredCRC, CRC-5 Reply: StoredCRC, CRC-5

CMD: ResizeRound [slot = 0]
Reply:StoredCRC, CRC-5

CMD: None within time T, CMD: ACK [valid StoredCRC] ,
Action: Return to arbitrate Reply: PC word, XPC word CMD: ACK [valid Stered€RC]
Reply: None. {if XI = 1}, Ull (see Note 5) \ J Reply: PC word, XRC-word {If Xl = 1}, ull (see Note 5)

CMD: Req_RN Jinvalid Stored CRC16]
Reply: None

CMD: None within time T,
Action: Return to arbitrate
Reply: None.

Acknowledged )
CMD: Req_RN [valid RN16] & {access password H 0}

Reply: handle, CRC-16¢

CMD: Req_RN [StoredCRC] & CMD: ACK [valid handle]
{access password <> 0} Reply: PC word, XPC word {if XI = 1}, Ull (see Note 5)
Reply: handle, CRC-16¢  / CMD: Req_RN, Read, Write, Lock, BlockWrite/Erase/Permafock
Reply: See state-transition tables
CMD: Kill [valid handle & kill password = 0] \
Reply: Error code
CMD: Kill [valid handle & valid nonzero kill password & {Red
Reply: Recommissioning. handle when done. Note 4
CMD: Kill, Access [invalid handle]
Reply: None
CMD: Access [valid handle & valid access password]
y Reply: handle when done

CMD: Select

Action: Return to ready
Reply: None. Note 1

CMD: BeginRound

Action: New round

Reply: Notes 2, 3

CMD: NextSlot, ResizeRound
Action: Return to ready
Reply: None. Note 2

CMD: All other

Action: Return to arbitrate
Reply: None.

=]

m <> 0}]

CMD: ACK [valid handle

Reply: PC word, XPC word {if XI = 1}, Ull (see Note 5)
CMD: Req_RN, Read, Write, Lock, BlockWrite/Erase/Permajock
Reply: See state-transition tables

CMD: Kill [valid handle & kill password = 0]
Reply: Error code

CMD: Kill [valig-handle & valid nonzero kill password & {Recom = 0] ~ CMD: Kill [valid handle & valid nonzero kill password & {Recom <> 0}]
Reply: handle. when done. Note 4 Reply: Recommissioning. Handle, CRC-16¢c when done. Noje 4
CMD: Access [valid handle & valid access password]
Reply: handle, CRC-16¢ when done

CMD: Kill, Access [invalid handle]

Reply: None

CMD: All
Reply: None

Secured

Killed
(optional)

Power-up & killed

NOTES 1. Select-Assert/d it SLorseti toried-to-AorB

2. BeginRound: A— B if the new session matches the prior session; otherwise no change to the inventoried flag.
NextSlot/ResizeRound: A— B if the session matches the prior BeginRound; otherwise, the command is invalid and ignored by the Tag.
3. BeginRound starts a new round and may change the session. Tags may go to ready, arbitrate, or reply.
4. If a Tag does not implement Recom Bits LSB and 2SB then the Tag treats nonzero Recom bits as though Recom = 0.
Two part reply see Kill
5. In certain cases a PacketCRC should be added if required. See table 42 for the definition of the cases.

Figure 43 — Tag state diagram
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6.3.3.4.4.1 Ready state

Tags shall implement a ready state. Ready can be viewed as a “holding state” for energized tags that are
neither killed nor currently participating in an inventory round. Upon entering an energizing RF field a tag that
is not killed shall enter ready. The tag shall remain in ready until it receives a BeginRound command (see
6.3.3.4.11.2.1) whose inventoried parameter (for the session specified in the BeginRound) and Select
parameter match its current flag values. Matching tags shall draw a Q-bit number from their RNG (see
6.3.3.4.5), load this number into their slot counter, and transition to the arbitrate state if the number is non-
zero, or to the reply state if the number is zero. If a tag in any state except killed loses power, it shall return to
ready upon regaining power.

6.3.3.4.4.2 Arbitrate state

Tags shall implement an arbitrate state. Arbitrate can be viewed as a “holding state” for tags that are participating
in the clirrent inventory round but whose slot counters (see 6.3.3.4.4.8) hold non-zero values. A tag ip
arbitratg shall decrement its slot counter every time it receives a NextSlot command (s€€\6.3.3.4.11.2.3)
whose sssion parameter matches the session for the inventory round currently in pregress, and it shdll
transition] to the reply state when its slot counter reaches 0000,. Tags that return to arbitrate (for example,
from the|reply state) with a slot value of 0000, shall decrement their slot counter fram 0000, to 7FFF,, at the
next NexiSlot (with matching session) and, because their slot value is now non-zere,\shall remain in arbitrate|.

6.3.3.4.4(3 Reply state

Tags shall implement a reply state. Upon entering reply a tag shall leadmodulate the StoredCRC. If the ta
receives|a valid acknowledgement (ACK), it shall transition to the acknowledged state, loadmodulates its P
word, XRC word (if Xl is asserted), Ull and PacketCRC if required:(see Table 42 — Tag data and, if requireq
PacketCRC loadmodulated in response to an ACK command). If.the tag fails to receive an ACK, or receive
an invalifd ACK, it shall return to arbitrate. Tag and interrogator’shall meet all timing requirements specified i
Table 41| — Link timing parameters.

|SpA(e]

=)

6.3.3.4.44 Acknowledged state

Tags shall implement an acknowledged state:lA tag in acknowledged may transition to any state except
killed, depending on the received command (see Figure 43 — Tag state diagram). If a tag in the
acknowledged state receives a valid ACK/containing the correct StoredCRC it shall re-loadmodulate the
reply shown in Table 42 — Tag data and, if required, PacketCRC loadmodulated in response to an ACK
commanp. If a tag in the acknowledged state fails to receive a valid command within time Tymay, it shall
return tolarbitrate. Tag and interrogator shall meet all timing requirements specified in Table 41 — Link timing
parameters.

6.3.3.4.45 Open state

Tags shall implement-an open state. A tag in the acknowledged state whose access password is hon-zer
shall trasition to‘open upon receiving a Req_RN command, loadmodulating an RN16 (denoted handle) th
the inter:}ogator shall use in subsequent commands and that the tag shall use in subsequent replies. Tags i

—~ O

the open state can execute all access commands except Lock and BlockPermalock. A tag in open m
transition] to)any state except acknowledged, depending on the received command (see Figure 43 — Ta
state diagram). Tf a tag in the open siate receives a valid ACK containing the correct handle, it shall re-
loadmodulate the reply shown in Table 42 — Tag data and, if required, PacketCRC loadmodulated in
response to an ACK command. Tag and interrogator shall meet all timing requirements specified in
Table 41 — Link timing parameters except Tomax; iN the open state the maximum delay between tag
response and interrogator transmission is unrestricted.

6.3.3.4.4.6 Secured state
Tags shall implement a secured state. A tag in the acknowledged state whose access password is zero shall

transition to secured upon receiving a Req_ RN command, loadmodulate an RN16 (denoted handle) that the
interrogator shall use in subsequent commands and the tag shall use in subsequent replies. A tag in the open
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state whose access password is non-zero shall transition to secured upon receiving a valid Access command,
maintaining the same handle that it previously transmitted when it transitioned from the acknowledged state
to the open state. Tags in the secured state can execute all access commands. A tag in secured state may
transition to any state except open or acknowledged, depending on the received command (see Figure 43 —
Tag state diagram). If a tag in the secured state receives a valid ACK containing the correct handle, it shall
re-loadmodulate the reply shown in Table 42 — Tag data and, if required, PacketCRC loadmodulated in
response to an ACK command. Tag and interrogator shall meet all timing requirements specified in
Table 41 — Link timing parameters except T,max); in the secured state the maximum delay between tag response
and interrogator transmission is unrestricted.

6.3.3.4.4.7 Killed state (optional)

ags may implement a killed state. If the killed state is supported, a tag in either the open of secured states
hall enter the killed state upon receiving a valid Kill command (see 6.3.3.4.11.3.4) with a‘valid nor}-zero kill
assword, zero-valued Recom bits (see 6.3.3.4.10), and valid handle. If a tag does not.implement Recom bits
SB and 2SB, it then treats nonzero Recom bits as though Recom = 0. Kill permanently-disables a tag. Upon
ntering the killed state a tag shall notify the interrogator that the kill operation wastsuccessful, and|shall not
bspond to an interrogator thereafter. Killed tags shall remain in the killed state, under all circumstances, and
hall immediately enter the killed state upon subsequent power-ups. Killing a tag is natreversible.

D= O T 0 -

o))

.3.3.4.4.8 Slot counter

ags shall implement a 15-bit slot counter. Upon receiving a BeginRound or ResizeRound command, a tag
hall preload a value between 0 and 2°-1, drawn from the tag/RNG (see 6.3.3.4.5), into its slot counter. Q is
n integer in the range (0, 15). A BeginRound specifies Q;)a”ResizeRound may modify Q from [the prior
eginRound. Upon receiving a NextSlot command a tag:shall decrement its slot counter. The slo} counter
hall be capable of continuous counting: meaning that, after the slot counter decrements to 0000, it|shall roll
ver and begin counting down from 7FFF. See also Annex F.

O O MmO v -

—

ags shall generate 16-bit random or pseudo-random numbers (RN16) using the RNG, and shall have the
bility to extract Q-bit subsets from an RN16 to preload the tag slot counter.

Q

ags in the arbitrate state decrement.their slot counter every time they receive a NextSlot with matching
ession, transitioning to the reply statesand loadmodulating the StoredCRC when their slot counten reaches
000;,. Tags whose slot counter reached 0000;, who replied, and who were not acknowledged (inclugling tags
nat responded to an original BeginRound and were not acknowledged) shall return to arbitrate wjth a slot
alue of 0000, and shall decrément this slot value from 0000, to 7FFF,, at the next NextSlot. The slot counter
hall be capable of continueus counting, meaning that, after the slot counter rolls over to 7FFF,, |it begins
ounting down again, thereby effectively preventing subsequent replies until the tag loads a new random
alue into its slot coupter/ See also Annex F.

< QO 0 < = Ol

bd

ote: An interrogator’‘commands tags in an inventory round to load a Q-bit random (or pseudo-random) number into their
slot counter;’the interrogator may also command tags to decrement their slot counter. Tags reply when the value in
their_slot-counter (i.e. their slot — see below) is zero. Q is an integer in the range (0, 15); the correspgnding tag
response probabilities range from 2°=11t027"°=0,000031.

Tags shall implement a random or pseudo-random number generator (RNG). The RNG shall meet the
following randomness criteria independent of the strength of the energizing field, the R=>T link rate, and the
data stored in the tag (including the PC word, XPC word, Ull, and CRC-16). The RNG is used to produce
pseudo-random numbers for RN16, Handle, and Slot Counter. Tags that support cover-coding shall have the
ability to temporarily store at least two RN16s while powered, to use, for example, as a handle and a 16-bit
cover-code during password transactions (see Figure 47 — Kill procedure or Figure 49 — Access procedure).

o Probability of a single RN16: The probability that any RN16 drawn from the RNG has value
RN16 = j, for any j, shall be bounded by 0.8/2"° < P(RN16 = j) < 1.25/2"°.
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e Probability of simultaneously identical sequences: For a tag population of up to ten thousand
tags, the probability that any two or more tags simultaneously generate the same sequence of
RN16s shall be less than 0.1%, regardless of when the tags are energized.

e Probability of predicting an RN16: An RN16 drawn from a tag RNG 10ms after the end of T, in
Figure 19 — ASK Method: Interrogator-to-tag RF envelope shall not be predictable with a
probability greater than 0,025% if the outcomes of prior draws from the RNG, performed under
identical conditions, are known.

6.3.3.4.6 ASK and PJM Method: Managing tag populations

Interroggtors manage tag populations using the three basic operations shown in Figure 44 — Interrogator/ta

operations and tag state. Each of these operations comprises one or more commands. The operations are defined gs

follows:

a.

90

Selgct (ASK and PJM Method): The process by which an interrogator selects a tag\population fgr
inventory and access. Interrogators may use one or more Select commands to seleGta particular ta
popJAIation prior to inventory.

Invgntory ASK Method: The process by which an interrogator identifies tags..An interrogator begins a
inveptory round by transmitting a BeginRound command in one of two sessjons: One or more tags m
reply. The interrogator detects a single tag reply and requests the PC word”XPC_W1 if Xl is set an
optignally XPC_W2, Ull, and PacketCRC if required (see Table 42— "Tag data and, if required,
PacketCRC loadmodulated in response to an ACK command) from the fag. An inventory round operates
in ope and only one session at a time. Annex H shows an examplelof an interrogator inventorying an
accgssing a single tag.

ntory PJM Method: The process by which an interrogator identifies tags. An interrogator begins a

and|CRC-16 from the tag or tags. An inventory round operates in one and only one session at a timg.
Anngx H shows an example of an interrogator inventorying and accessing a single tag or multiple tags.

Accpss ASK Method: The process by which,an interrogator transacts with (reads from or writes tg
indiyidual tags. An individual tag must be uniguely identified prior to access. Access comprises multipl
commands, some of which may employ onerime-pad based cover-coding of the R=>T link.

b =

Accpss PJM Method: The process by which an interrogator transacts with (reads from or writes tq
indiyidual or multiple tags. Tags must be uniquely identified prior to access. Access comprises multipl
commands, some of which may-employ one-time, pad based cover-coding of the R=>T link.

O =

Interrogator Tags
Select State

Access
lL Arbitrate

lnventory /1_’\,, Repy

Acknowledged
ﬁ Open
Secured
Access Killed

Figure 44 — Interrogator/tag operations and tag state
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6.3.3.4.7 ASK and PJM Method: Selecting tag populations

The selection process employs a single command, Select, which an interrogator may apply successively to
select a particular tag population based on user-defined criteria, enabling union (U), intersection (M), and
negation (~) based tag partitioning. Interrogators perform U and N operations by issuing successive Select
commands. Select can assert or deassert a tag's SL flag, or it can set a tag's inventoried flag to either A or B
in any one of the four sessions. Select contains the parameters Target, Action, MemBank, Pointer, Length,
Mask, and Truncate.

e Target and Action indicate whether and how a Select modifies a tag's SL or inventoried flag, and
in the case of the inventoried flag, for which session. A Select that modifies SL shall-npt modify
inventoried, and vice versa.

o MemBank specifies if the mask applies to Ull, TID, or User memory. Select commands apply to a
single memory bank. Successive Selects may apply to different memory banks.

o Pointerlength, Pointer, Length, and Mask: Pointer and Length describe a memory rangg. Pointer
references a memory bit address (Pointer is not restricted to word boundaries) and has allength of
8, 16, 24 or 32 bits as defined in Pointerlength. Length is 8-bits, allowingiMasks from 0 tq 255 bits
in length. Mask, which is Length bits long, contains a bit string that a tag compares against the
memory location that begins at Pointer and ends Length bits later.

e Truncate specifies whether a tag loadmodulates its entire UI\“or only that portion of the Ull
immediately following Mask. Truncated replies are always followed by the tag’s StoredCRC; a tag
does not recalculate this CRC for a truncated reply.

By issuing multiple identical Select commands an interrogator cam’ asymptotically single out all tags matching
ne selection criteria even though tags may undergo short-termRF fades.

—

A BeginRound command uses inventoried and SL <o)>decide which tags participate in an inventory.
mterrogators may inventory and access SL or ~SL tags;or they may choose to ignore the SL flag ent|rely.

6.3.3.4.8 ASK and PJM Method: Inventorying-tag populations

Tlhe inventory command set includes BeginRound, ResizeRound, NextSlot, ACK, and NAK. BeginRound initiates
an inventory round and decides which tags-participate in the round (where “inventory round” is defingd as the
period between successive BeginRound commands).

eginRound contains a slot-count parameter Q. Upon receiving a BeginRound participating tags shall pick a
bndom value in the range (0, 20—1), inclusive, and shall load this value into their slot counter. tags that pjck a zero
hall transition to the reply state’and reply immediately. tags that pick a non-zero value shall transition to the(frbitrate
tate and await a ResizeRound or a NextSlot command. Assuming that a single tag replies, the BeginRound-
psponse algorithm proceeds as follows:

b= ) B/ B u u

The tag {0admodulates the StoredCRC as it enters reply,
The interrogator acknowledges the tag with an ACK containing this same StoredCRC,

c. Jhe/acknowledged tag transitions to the acknowledged state, loadmodulates the reply $shown in
Table 42 — Tag data and, if required, PacketCRC loadmodulated in response to an ACK conmmand

d.  The interrogator issues a ResizeRound or NextSlot, causing the identified tag to set its invientoried
flag (A—-B) and transition to ready, and potentially causing another tag to Initiate a
BeginRound/response dialog with the interrogator, starting in step (a), above.

If the tag fails to receive the ACK in step (b) within time T, (see Figure 40 — Link timing — Both Modes and
Figure 43 — Tag state diagram), or receives the ACK with an erroneous StoredCRC, it shall return to
arbitrate.

If multiple tags reply in step (a) but the interrogator, by detecting and resolving collisions at the waveform level,
can resolve an StoredCRC from one of the tags, the interrogator can ACK the resolved tag. Unresolved tags
receive erroneous StoredCRCs and return to arbitrate without loadmodulating the reply shown in Table 42 —
Tag data and, if required, PacketCRC loadmodulated in response to an ACK command.
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If the interrogator sends a valid ACK (i.e. an ACK containing the correct StoredCRC to the tag in the
acknowledged state the tag shall re-loadmodulate the reply shown in Table 42 — Tag data and, if required,
PacketCRC loadmodulated in response to an ACK command.

At any point the interrogator may issue a NAK;, in response to which all tags in the inventory round shall retumn to
arbitrate without changing their inventoried flag.

After issuing a BeginRound to initiate an inventory round, the interrogator typically issues one or more
ResizeRound or NextSlot commands. ResizeRound repeats a previous BeginRound and may increment or
decrement Q, but does not introduce new tags into the round. NextS/ot repeats a previous BeginRound without
changing any parameters and without introducing new tags into the round. An inventory round can contai
multiple ResizeRound or NextSlot commands. At some point the interrogator shall issue a new BeginRound, thére
starting 4 new inventory round.

unchangkd), then pick a random value in the range (0, 2%~1), inclusive, and load this value into-their slot counter.
Tags that pick zero shall transition to the reply state and reply immediately. Tags that pick/a hon-zero valu
shall trarjsition to the arbitrate state and await a ResizeRound or a NextSlot command.

Tags in ;Fe arbitrate or reply states that receive a ResizeRound first adjust Q (increment, decrement, or lea

Tags in the arbitrate state decrement their slot counter every time they receive a NextSlot, transitioning to th
reply state and loadmodulate the StoredCRC when their slot counter reaches’/0000;,. Tags whose slot
counter feached 0000, who replied, and who were not acknowledged (including tags that responded to th

original BeginRound and were not acknowledged), shall return to arbitrate with a slot value of 0000, and sh3ll
decrement this slot value from 0000, to 7FFF,, at the next NextSlot, thereby effectively preventing subsequent
replies until the tag loads a new random value into its slot counter~Tags shall reply at least once in 294
NextSlot commands.

Annex Gldescribes an exemplary interrogator algorithm for choesing Q.

The scehario outlined above assumed a single interrogator operating in a single session. However, a
describefl in 6.3.3.4.2, an interrogator can inventory a-tag population in one of two sessions. Furthermore, a
describefl in 6.3.3.4.11.2, the BeginRound, ResizeRotind, and NextSlot commands, each contain a sessig
parameter. How a tag responds to these commands varies with the command, session parameter, and ta
state, as|follows:

QS o »

e BegihRound: A BeginRound command starts an inventory round and chooses the session for the round.
Tagq in any state except killed shalhexecute a BeginRound, starting a new round in the specified sessio
and fransitioning to ready, arbitrate, or reply, as appropriate (see Figure 43 — Tag state diagram).

e| If a tag in the acknowledged, open, or secured states receives a BeginRound whose sessig

parameter matches(the prior session it shall set its inventoried flag (A—B) for the session before i

evaluates whetherdo transition to ready, arbitrate, or reply.

o[ If a tag in the.acknowledged, open, or secured states receives a BeginRound whose sessio

parameter.does not match the prior session it shall leave its inventoried flag for the prior sessio

unchanged-as it evaluates whether to transition to ready, arbitrate, or reply.

e ResikeRound,» NextSlot. Tags in any state except ready or killed shall execute a ResizeRound ¢
Nex{Slot command if, and only if, the session parameter in the command matches the session paramete
in the BeginRound that started the round. Tags shall ignore a ResizeRound or NextSlot with mismatched
sessjorn.

e |If a tag in the acknowledged, open, or secured states receives a ResizeRound or NextSlot
whose session parameter matches the session parameter in the prior BeginRound, it shall set its
inventoried flag (A—B) for the current session then transition to ready.

=)

— =2

S 15

= S

To illustrate an inventory operation, consider a specific example: Assume a population of 64 powered tags in the ready
state. An interrogator first issues a Select to select a subpopulation of tags. Assume that 16 tags match the
selection criteria. Further assume that 12 of the 16 selected tags have their inventoried flag set to A in
session S0. The interrogator issues a BeginRound specifying (SL, Q = 4, S0). Each of the 12 tags picks a
random number in the range (0,15) and loads the value into its slot counter. Tags that pick a zero respond
immediately. The BeginRound has 3 possible outcomes:
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1) No tags reply: The interrogator may issue another BeginRound, or it may issue a ResizeRound or
NextSlot.

2) One tag replies (see Figure 45— One tag reply): The tag transitions to the reply state and
loadmodulates a StoredCRC. The interrogator acknowledges the tag by sending an ACK. If the tag
receives the ACK with a correct StoredCRC it loadmodulates the reply shown in Table 42 — Tag data and,
if required, PacketCRC loadmodulated in response to an ACK command and transitions to the
acknowledged state. The diagram in assumes that Xl is deasserted. If the tag receives the ACK with an
incorrect StoredCRC, it transitions to arbitrate. Assuming a successful ACK, the interrogator may either
access the acknowledged tag or issue a ResizeRound or NextSlot to set the tag's inventoried flag from
A—B and send the tag to ready (a BeginRound with matching prior-round session parameter. ghall also
set the inventoried flag from A—B).

[ ] R=>Tsignaling |[symbol  Description

_ . P Preamble (R=>T onJ=> R
|:| T => R Signaling FS Frame-Sync

P[ BeginRound || P | Stored CRC16 | CRC-5 || FS | ACK [[ P{“PC/XPC | UlI' || FS | NektSlot

Note 1: In certain cases a PacketCRC shall be added if required. Sée table 42 for the definition of the cases

Figure 45 — One tag reply

J3) Multiple tags reply: The interrogator observes a loadmodulated waveform comprising | multiple
StoredCRCs. It may try to resolve the collision ‘and issue an ACK; not resolve the collision and issue a
ResizeRound, NextSlot, or NAK; or quicklysidentify the collision and issue a ResizeRound or|NextSlot
before the collided tags have finished loadmodulation. In the latter case the collided tags, not obgerving a
valid reply within T (see Figure 40 — Link timing — Both Modes), shall return to arbitrate and await the
next BeginRound or ResizeRound command.

JM Method: Interrogators may receive multiple tag replies on multiple channels in response to parafneters in
ne BeginRound, NextSlot or ResizeRound command. It is possible that such an interrogator may receive
vithout any clashing error) upito eight tags per BeginRound, NextSlot or ResizeRound command. [However,
ith a correctly set Q, compared with the unknown tag population, the average reception rate for an
mterrogator equipped ~with” eight reply channels would be as follows, per BeginRound, NektSlot or
PesizeRound command:

< — —~+ 1

- =

o threel Ychannels with one tag in each (therefore three tags correctly feceived,
for'example, tag 1 on channel A, tag 2 on channel B and tag 3 on channel E),

¢ orie channel with two tags clashing,

e—.0ne channel with three tags clashing, and

¢~ three empty channels.

ey QA A 4
I

L Il 1 o . b - (.} 4l Q4 (Pl oL 1 Fal oY
Clldllllbl STICCLUUIT TS UCITTTITTEU DY UTE OLUTCUULINL (5CT UlIdUsStE U.0.9.0.T.90.

If three tags are correctly received the interrogator can acknowledge all three tags by sending a single ACK-
PJM, see 6.3.3.4.11.2.4. In the current example, the ACK-PJM includes the three tag StoredCRC that have
just been received. At the completion of the ACK-PJM, if a tag has received a correct StoredCRC it
loadmodulates its PC, Ull and PacketCRC if required (see Table 42 — Tag data and, if required, PacketCRC
loadmodulated in response to an ACK command) using the same reply channel used to respond to the
previous BeginRound, NextSlot or ResizeRound command. The tag then transitions to the acknowledged
state. In this case the three tags shall simultaneously reply their PC, Ull and PacketCRC if required (see
Table 42 — Tag data and, if required, PacketCRC loadmodulated in response to an ACK command) each on
a different channel (tag 1 on channel A, tag 2 on channel B and tag 3 on channel E). If required, the
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interrogator can correlate the tag StoredCRC to the Ull codes, because each tag uses the same channel for
replies to the BeginRound, NextSlot or ResizeRound commands and the subsequent ACK-PJM.

If a tag receives the ACK-PJM where all StoredCRCs are incorrect, it transitions to arbitrate.
Assuming a successful ACK-PJM the interrogator may either access the acknowledged tags or issue a

ResizeRound or NextSlot to set the tag’s inventoried flags from A—B and send the tags to ready (a
BeginRound with prior-round session parameter shall also set the inventoried flags from A—B).

The tags referred to above are the types that are equipped to receive PJM commands

6.3.3.4.9) ASK and PJM Method: Accessing individual tags

[

After acknowledging a tag, an interrogator may choose to access it. The access command set, comprise
Req_RN| Read, Write, Kill, Lock, Access, BlockWrite, BlockErase and BlockPermalock. Tags execut
Req_RN| from the acknowledged, open, or secured states. Tags execute Read, Wirite, Kill, Access,
BlockWrlte, and BlockErase from the open or secured states. Tags execute Lock only from the secured stat

[¢]

®

An interrpgator accesses a tag in the acknowledged state as follows:

Step 1. [The interrogator issues a Req_RN to the acknowledged tag.

[Z

Step 2. [The tag generates and stores an RN16 (denoted handle), loadmodulates the handle, and transition
to the open state if its access password is non-zero, or transitions to the secured state if its acces
password is zero. The interrogator may now issue further aceéss commands.

[Z

o

All acceds commands issued to a tag in the open or secured states include the tag handle as a parameter i
the command. When in either of these two states, tags shall verify-that the handle is correct prior to executing a
access dommand, and shall ignore access commands with:an incorrect handle. The handle value is fixed fq
the entirg¢ duration of an access sequence.

=)

=

[0

Tags in the open state can execute all access commands except Lock and BlockPermalock. Tags in th
secured| state can execute all access commands:’ A tag response to an access command includes, at
minimun}, the tag handle; the response may, include other information as well (for example, the result of a Rea
operation).

QD

An interrpgator may issue an ACK to a tag in the open or secured states, causing the tag to loadmodulate th
reply shpwn in Table 42 — Tag ddta) 'and, if required, PacketCRC loadmodulated in response to an AC
comman(d

A O

Interroggtor and tag can communicate indefinitely in the open or secured states. The interrogator ma
terminatg¢ the communications at any time by issuing a BeginRound, ResizeRound, NextSlot, or a NAK. Th
tag response to a BeginRound, ResizeRound, or NextSlot is described in 6.3.3.4.8. A NAK causes all tags i
the inventory round to.return to arbitrate without changing their inventoried flag.

DO <<

>

The Write, Kill,_.and Access commands send 16-bit words (either data or half-passwords) from interrogator t
tag. Thege commands could optionally use one-time, pad-based link cover-coding to obscure the word bein
transmittpd-as follows:

QO

Step 1. The interrogator issues a Req_RN, to which the tag responds by loadmodulating a new RN16. The
interrogator then generates a 16-bit cover-coded text string comprising a bit-wise EXOR of the 16-bit
word to be transmitted with this new RN16, both MSB first, and issues the command with this cover-
coded text string as a parameter.

Step 2. The tag decrypts the received cover-coded text string by performing a bit-wise EXOR of the received
16-bit cover-coded text string with the original RN16.

An interrogator shall not use handle for cover-coding purposes.
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An interrogator shall not re-use an RN16 for cover-coding, if it is used. If an interrogator reissues a command
that contained cover-coded data, then the interrogator shall reissue the command unchanged. If the
interrogator changes the data and uses cover-coding, then it shall first issue a Req_RN to obtain a new RN16
and shall use this new RN16 for cover-coding.

If no RN16 is requested the following 16 bit words (either data or half-passwords) shall be transmitted in plain
text without cover-coding. The interrogator shall decide at the beginning of an access sequence whether to
use cover-coding or not. If a tag does not support cover-coding it shall respond with 0000, to each Req_RN
command which requests a RN16 for cover-coding.

Table 45 — Access commands and tag states in which they are permitted

Command State Remark

Acknowledged Open Secured
Req RN Permitted Permitted Permitted -
Read - Permitted Permitted -
Write - Permitted Permitted Optional prior Req RN
Kill - Permitted Permitted Optional prior Req RN
Lock - - Permitted
Access - Permitted Permitted Optional command:

Optional prior Req RN

BlockWrite - Permitted Permitted Optional command
BlockErase - Permitted Permitted Optional command
BlockPermalock - - Permitted Optional command

he BlockWrite command (see Table 75 — BlockWirite’command) communicates multiple 16-bit wgrds from
imterrogator to tag. Unlike Write, BlockWrite does not'use link cover-coding.

tag responds to a command that writes to er erases memory (i.e. Write, Kill, Lock, BlockWrite, BldckErase,
nd BlockPermalock with Read/Lock=1 (s€e)6.3.3.4.11.3.9)) by loadmodulating its handle, indicating that the
peration was successful, or by loadmodulating an error code (see Annex E), indicating that the operation was
nsuccessful. The tag reply uses the.preamble shown in Figure 27 — ASK Method: FMO Preamble SOF,
igure 31 — ASK Method: Subcarrier T=>R preamble SOF, and Figure 35 — ASK Method: Miller Subcarrier
=>R preamble SOF, as appropriate. See 6.3.3.4.11.3 for detailed descriptions of a tag’s reply| to each
articular access command.

I$suing an access password to a tag is a multi-step procedure described in 6.3.3.4.11.3.6 and olitlined in
igure 49 — Access(procedure.

ag memory may be unlocked or locked. The lock status may be changeable or permalocked (i.e.
ermanently.urlocked or permanently locked). Recommissioning the tag may change the lock status, even if
the memorywas previously permalocked. An Interrogator may write to unlocked memory from either the open
r secured’states. An Interrogator may write to locked memory that is not permalocked from the [secured
atec onlty. See 6.3.3.4.10, 6.3.3.4.11.3.5, 6.3.3.4.11.3.9, Table 70 — Lock command, and Taple 80 —
JackPermalock command for a detailed description of memory lock, permalock, recommissioning, and the

t ot H a4 P
GU S1dlT Icqullcu [iv) IIIUUIIy IIICIIIUIy.

Killing a tag is a multi-step procedure, described in 6.3.3.4.11.3.4 and outlined in Figure 47 — Kill procedure.

Issuing an access password to a tag is a multi-step procedure, described in 6.3.3.4.11.3.6 and outlined in
Figure 49 — Access procedure.

Interrogator and tag shall transmit all strings MSB first.
Interrogators shall not power-off while a tag is in the reply, acknowledged, open or secured states.

Interrogators should end their dialog with a tag before powering off, leaving the tag in either the ready or
arbitrate state.
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PJM Method: Interrogators can communicate to and receive replies from multiple tags simultaneously.

Note: This is specific to PJM multi-channel method. For Kill and Access commands the interrogator shall communicate
with only one tag at a time. However for Req_RN, Read, Write, Lock, BlockWrite, BlockErase and BlockPermalock
commands the interrogator can extend the RN field to include multiple StoredCRCs or handles, see 6.3.3.4.11,
such that the interrogator can communicate with multiple tags at a time. A tag shall reply to such
commands using the same channel that was used for its reply to the previous BeginRound, NextSlot or
ResizeRound command.

6.3.3.4.1

Killing o
Figure 4]
Kill comr
Each Kil
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e Assg¢rted LSB: The tag shall disable block permalocking and unlock any blocks of User memory th
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0 Killing (optional) or recommissioning a tag

I recommissioning a tag is a multi-step procedure, described in 6.3.3.4.11.3.4 and shown i
 — Kill procedure, in which an Interrogator sends two successive Kill commands to a tag.(The firgt
hand contains the first half of the kill password, and the second Kill command contains the second half.
command also contains 3 RFU/Recom bits. In the first Kill command these bits are, RFU and ze

n the second Kill command they are called recommissioning (or_Recom) bits and may be nonze
he procedures for killing or recommissioning a tag are identical, except that the recomimissioning bits i
nd Kill command are zero when killing a tag, and are nonzero when recommissiening it. Regardless ¢f
Hed operation, a tag shall not kill or re-commission itself without first receiving’the’correct kill passwo
bcedure shown in Figure 47 — Kill procedure.

oes not implement Recom bits LSB and 2SB then it shall ignore these‘recommissioning bits and treat
though they were zero; If the tag receives a properly formatted (Kifl command sequence with th
ill password and all three Recom bits set to zero and it doeS¢/not support this command as it

t shall interpret it in the same way as with 3SB of the Recombits is set to one. The remainder of th
.3.3.4.10 assumes that a tag implements recommissioning.stpporting also Recom bits LSB and 2SH.

w »n O

eiving a properly formatted Kill command sequence with the correct kill password and one or mon

recommissioning bits, a tag shall assert thosexLSBs of its XPC_W1 that are asserted in th
5sioning bits (for example, if a tag receives 100, far the recommissioning bits, then it asserts the 3S
C_WA1). The XPC_W1 LSBs shall be one-timewriteable, meaning that they cannot be deasserte
are asserted. By storing the tag’s recommissioned status in the XPC_W1, a subsequent interrogatq
V how the tag was re-commissioned (see*Table 43 — XPC LSBs and a tag’s recommissioned status).
all perform the following operations_based on the recommissioning bit values it receives (see als
2.5):

S Q@ WD D

O

previously permalocked. The'tag shall disable support for the BlockPermalock command. If the ta
ot implement block permalocking prior to recommissioning, then block permalocking shall remai
led. The lock status of User memory shall be determined solely by the lock bits (see 6.3.3.4.11.3.5).
rted 2SB: The tag shall render its User memory inaccessible, causing the entire memory bank
me unreadable,-unwriteable, and unselectable (i.e. the tag functions as though its User memory bank
nger exists) The/2SB has precedence over the LSB — if both are asserted then User memory is
essible.

e Ass

rted 3SB:)The tag shall unlock its Ull, TID, and User memory banks, regardless of whether thes|

banks werelocked or permalocked. Portions of User memory that were block permalocked shall remai
block permalocked, and vice versa; unless the LSB is also asserted, the tag shall unlock its permalocke
blocks:The tag shall write-unlock its kill and access passwords. The Read/Lock state of the kill and access
passwords shall be the same as prior to the recommissioning. If an Interrogator subsequently attempts to
read the tag’s kill or access passwords the tag shall loadmodulate an error code (see Annex E) if the Kkill
or access password was unreadable prior to the recommisioning. A tag that receives a subsequent Lock
command with pwd-read/write=0 shall lock or permalock the indicated password(s) in the writeable state.

A tag shall not execute any of the above recommissioning operations more than once. As one example, a tag

does not

allow any of its memory banks to be unlocked more than once by recommissioning.

A tag may execute multiple Kill command sequences, depending on the nature and ordering of the operations

specified

96

in these command sequences. Specifically:
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A tag that is killed shall not allow a subsequent recommissioning

A previously recommissioned tag that receives a properly formatted Kill command sequence with the
correct kill password and Recom = 000, shall be killed

A tag that receives a properly formatted Kill command sequence with the correct kill password, but with
redundant recommissioning bits (for example, the recommissioning bits are 100, but the tag’s XPC_W1
already contains 100,), shall not perform the requested recommissioning operation again. Instead, the tag
shall merely verify that its XPC_W1 contains the asserted values and respond affirmatively to the
Interrogator. An Interrogator may choose to send a Kill sequence with redundant recommissioning bits if,
for example, it had sent a prior Kill sequence but did not observe an affirmative response from the tag.

e A tag that receives a properly formatted Kill command sequence with the correct kill password

and with

newly asserted recommissioning bits shall perform the recommissioning operation indicated by-t
asserted bits, responding affirmatively to the interrogator when done. A tag shall compute the.lo
of the LSBs of its current XPC_W1 and the recommissioning bits, and store the resulting-valu
XPC_W?1. For example, if a tag whose XPC_W1 bits are 100, receives a Kill command-sequend
recommissioning bits are 010,, the tag shall render its User bank inaccessible andystore 110
XPC_W1.

I

n Interrogator may subsequently re-lock any of the memory banks or passwords that have been unl
bcommissioning.

—

Rortions or entire banks of tag memory, if factory locked, may not be-unlockable by recommissia
nterrogator may determine whether a tag supports Recom bits LSB and2SB, and if so which (if any
portions are not recommissionable, by reading the tag’s TID memory prior to recommissioning.

I

tag that does not implement a kill password, or a tag whose)kill password is zero, shall not executs
bcommissioning operation. Such a tag shall respond with “an error code (as shown in Figure 4
rocedure) to a Kill command sequence regardless of thecREU or recommissioning bit settings.

o =3

A tag shall accept all eight possible combinations of the'three recommissioning bits if Recom bits LSB
gre supported, executing those portions that it is capable of executing, ignoring those it cannot, and re
3
P

ffirmatively to the Interrogator when done. Several examples of operations that a tag may be inc3
artially capable of executing are as follows:

o/ atag that does not have User memory cannot unlock it,
o| atag that does not implement an Access password cannot unlock it for writing, and
o/ atag in which a portion of TID memory is factory locked cannot unlock this portion.

6.3.3.4.11 ASK and PJM'Method: Interrogator commands and tag replies

Interrogator-to-tag cemmands shall have the format shown in Table 46 — Commands.

o] ACK has a 2-bit.command code 01,

o] BeginRound,NextSlot, ResizeRound, and Select have 4-bit command codes (see Ta
Commands

o/ All other’base commands have 8-bit command codes beginning with 110,

o/ Allkextended commands have 16-bit command codes beginning with 1110,

o] NextSlot, ACK, BeginRound, ResizeRound, and NAK have the unique command length

he newly
gical OR
e into its
e whose
L into its

bcked by

ning. An
memory

e a kill or
7 — Kill

and 2SB
sponding
pable or

ble 46 —

5 shown

in.Table 46 — Commands. No other commands shall have these lengths. If a tag receives one

of these

commands with an incorrect length it shall ignore the command.
e BeginRound, ResizeRound, and NextSlot contain a session parameter

e BeginRound is protected by a CRC-5, shown in Table 49 — BeginRound command and detailed in

Annex |

e Select, Req_RN, Read, Write, Kill, Lock, Access, BlockWrite, BlockErase and BlockPermalock are

protected by a CRC-16¢, defined in 6.3.3.4.1.4 and detailed in Annex |

e R=>T commands begin with either a preamble or a frame-sync, as described in 6.3.3.3.1.3.4,
6.3.3.3.1.3.6 and 6.3.3.3.1.3.8. The command code lengths specified in Table 46 — Commands do not

include the preamble or frame-sync.
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e Tags shall ignore invalid commands. In general, “invalid” means a command that (1) is incorrect given the
current tag state, (2) is unsupported by the tag, (3) has incorrect parameters, (4) has a CRC error, (5)
specifies an incorrect session, or (6) is in any other way not recognized or not executable by the tag. The
actual definition of “invalid” is state-specific and defined, for each tag state, in Annex C and Annex E.

Table 46 — Commands

Command Code Length (bits) Mandatory? | Protection
ACK{ASK-Methoeh 84 48 Y¥es Hrigte-commandtength
ACK| (PJM Method) 01 >/=23 Yes CRC-5
NexfSlot 0000 6 Yes Unique command length
BeginRound 1000 22 Yes Unique command” length
and a CRC-5
ResigkeRound 1001 9 Yes Unique cemmand length
Seleft 1010 > 46 Yes CRE6¢

Reségrved for future use 1011 - - -

NAK| 11000000 8 Yes Unique command length
Req|RN 11000001 40 Yes CRC-16¢
Read 11000010 > 59 Yies CRC-16¢
Writg 11000011 > 60 Yes CRC-16¢
Kill" 11000100 59 Yes CRC-16¢
Lock 11000101 60 Yes CRC-16¢
Accgss 11000110 56 No CRC-16¢
BlockWrite 11000111 > 59 No CRC-16¢
BlockErase 11001000 > 59 No CRC-16¢
BlockPermalock 11001001 > 68 No CRC-16¢

Reseérved for future use 11001010 - - -
11014144

Resgrved for 11100000 00000000 - - Manufacturer specified
custom commands

11100000 11111111

Resgrved for 11100001 00000000 - - Manufacturer specified
proptietary commands

11100001 11111111
Resérved forfuture use 11100010 00000000 - - -

11101111 11111111

Note 1: For the Kill command only the support of asserted Recom bit 3SB is mandatory. See section 6.3.3.4.10

PJM Method: ACK-PJM, Req_ RN, Read, Write, Lock, BlockWrite, BlockErase and BlockPermalock
commands can include multiple StoredCRCs, or handles (within the RN field). PUM Method Kill and Access
commands only include a single handle.

Therefore for PJM Method the ACK-PJM, Req RN, Read, Write, Lock, BlockWrite, BlockErase and
BlockPermalock commands may have different lengths than those shown in Table 46 — Commands. The
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length of these commands shown in the table only include a single StoredCRC, or handle. This length (or

minimum length) shall be increased by 16 bits for each additional StoredCRC or handle.

R=>T commands begin with either a flag (preamble or a frame-sync), as described in 6.3.3.3.1.3.10. The

command code lengths specified in Table 46 — Commands do not include the flag.

6.3.3.4.11.1 Select commands

The Select command set comprises a single command: Select.

.3.3.4.11.1.1 Select (mandatory)

elect selects a particular tag population based on user-defined criteria, enabling union (U); interse
nd negation (~) based tag partitioning. interrogators perform U and N operations by. issuing su

tag inventoried flag to either A or B in any one of the four sessions.

Interrogators and tags shall implement the Select command shown in Table, 47 /— Select comman
all indicate whether the Select modifies a tag SL or inventoried flag, and<in the case of the inv|
flag, for which session. Action shall elicit the tag response shown in Table 48 — Tag response
arameter. The criteria for determining whether a tag is matching .6rynon-matching are specifig
emBank, Pointer, Length and Mask fields. Truncate indicates whether a tag transmitted reply

m interrogator to tags:

o] Target indicates whether the Select command modifiesra tag SL flag or its inventoried flag, a
case of inventoried it further specifies one of four sessions. A Select command that modifies SL
modify inventoried, and vice versa. Tags shall.ighore Select commands whose Target is 1015,
111,.

o/ Action indicates whether matching tags assert or deassert SL, or set their inventoried flag to A
tags conforming to the contents of the.MemBank, Pointer, Length, and Mask fields are cg
matching. Tags not conforming to the contents of these fields are considered non-matching.

o MemBank specifies whether Mask applies to Ull, TID, or User memory. Select commands shall g
single memory bank. Successive:Sélects may apply to different banks. MemBank shall not sp
served memory; if a tag receives/a Select specifying MemBank = 00, it shall ignore the Select. M
parameter value 00, is reserved for future use (RFU).

o/ Pointerlength, Pointer, tength, and Mask: Pointer and Length describe a memory range
references a memory pit-address (Pointer is not restricted to word boundaries) and has a length
24 or 32 bits as defined in Pointerlength. Length is 8-bits, allowing Masks from 0 to 255 bits i
Mask, which is Length bits long, contains a bit string that a tag compares against the memory loc
begins at Pointerand ends Length bits later. If Pointer and Length reference a memory location {
not exist on<the tag, then the tag shall consider the Select to be non-matching. If Length is zer
tags shall be considered matching, unless Pointer references a memory location that does not exist g
in whichrease the tag shall consider the Select to be non-matching.

o/ Truneaté: If an interrogator asserts Truncate, and if a subsequent BeginRound specifies Sel=10 g
then-a matching tag shall truncate its reply to an ACK to that portion of the Ull immediately follow
if remainder of Ull length > 0.

ction (N),
ccessive

elect commands. Select can assert or deassert a tag SL flag, which applies across all foursessions, or if can set a

. Target
entoried

o Action
d in the
shall be

truncated to include only those Ull and StoredCRC bits following Mask. Select passes the following parameters

nd in the
does not
1105, or

or to B.
nsidered

pply to a
bcify Re-
lemBank

Pointer
of 8, 16,
n length.
ation that
hat does
b then all
n the tag,

r Sel=11,
ng Mask,

Interrogators shall assert Truncate:

e inthe last (and only in the last) Select that the interrogator issues prior to sending a BeginRound,

e only if the Select has Target=100,, and
o only if Mask ends in the UlII.

These constraints do not preclude an interrogator from issuing multiple Select commands that target the
SL and/or inventoried flags. They do require that an interrogator assert Truncate only in the last Select,
and only if this last Select targets the SL flag. Tags shall power-up with Truncate deasserted.

Tags shall decide whether to truncate their transmitted Ull on the basis of the most recently received
Select. If a tag receives a Select with Truncate=1 but Target<>100: the tag shall ignore the Select. If a tag
receives a Select in which Truncate=1 but MemBank<>01, the tag shall consider the Select to be invalid.
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If a tag receives a Select in which Truncate=1, MemBank=01, but Mask ends outside the Ull specified in
the StoredPC, the tag shall consider the Select to be not matching.

Mask may end at the last bit of the Ull, in which case a selected tag shall loadmodulate SOF followed by
00000,.and EOF. Truncated replies never include XPC_W1 or an XPC_W2, because Mask must end in
the UIl. A recommissioned tag shall not truncate its replies.

A recommissioned tag that receives a Select with Truncate=1 shall evaluate the Select normally, but
when replying to a subsequent ACK it shall loadmodulate its PacketPC, XPC_W1, optionally its XPC_W2
(if XEB is asserted), an Ull whose length is as specified in the Ull length field in the StoredPC, and its
PacketCRC. Interrogators can use a Select command to reset all tags in a session to inventoried state A,
by igsuing a Select with Action = 000, and a Length value of zero.

Becauseg]a tag stores its StoredPC and StoredCRC in Ull memory, a Select command may select on them.

Because] a tag computes its PacketPC and PacketCRC dynamically and does not store them (in/memory, g
Select cgmmand is unable to select on them.

[0

Becausel a tag may compute its PC and/or CRC dynamically, its response to a Select'command whos
Pointer, |Length, and Mask include the StoredPC or StoredCRC may produce, unexpected behaviof.
Specificglly, a tag’s loadmodulated reply may appear to not match Mask even_thodgh the tag’s behavig
indicateg matching, and vice versa. For example, suppose an Interrogator sends\a’Select to match a 0010d
Ull length field in the StoredPC. Further assume that a tag matches, but has-an asserted XI. The tag w|l
dynamically increment its Ull length field to 00101, when responding to an~ACK, and will loadmodulate th
incremented value in the PacketPC. The tag was matching, but the loadmodulated Ull length field appears {
be non-matching.

N =

OC n =

Interroggtors shall prefix a Select with a frame-sync (see 6.3.3.4:3). The CRC-16¢ that protects a select is
calculatgd over the first command-code bit to the Truncate bit.

Tags shgll not reply to a Select.

Note: THRe interrogator shall not transmit Target 001 and 011.

Table.47 — Select command

Com Target Action Mem Pointer Pointer | Length Mask Truncate | CRC
mand Bank length 16¢
# of 4 3 3 2 2 8,16, 24 8 Variable 1 16
bits or 32
Des 010 [00O: Inventoried~ 1 gee 00: RFU | Length of Starting Mask Mask [0: Disable
crip (S0) Table 48 |01: Ul pointer Mask | length | value | truncation
tion LSBalwaysO |~ 1a4|10: TID  |00: 8 bit address | (bits) 1: Enable
001: Nk Perrrfltted response |11:User |01:16 bit truncation
010; I?Sve)ntorled to Action 10: 24 bit
2 arameter - 32 bi
LSB always 0 P 11: 32 bit
011: Not Permitted
100: SL
101: RFU
110: RFU
111: RFU
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Table 48 — Tag response to Action parameter

Action Matching Non-Matching

000 assert SL or inventoried »A deassert SL or inventoried —B

001 assert SL or inventoried »A do nothing

010 do nothing deassert SL or inventoried—B

011 negate SL or (A—»B, B—A) do nothing

100 deassert SL or inventoried —>B assert SL or inventoried »A

101 deassert SL or inventoried B8 do nothing

110 do nothing assert SL or inventoried »A

111 do nothing negate SL or (A—B, B—A)
6.3.3.4.11.2 Inventory commands

Tlhe inventory command set comprises BeginRound, ResizeRound, NextSlot, ACK, and NAK.

6.3.3.4.11.2.1 BeginRound (mandatory)

Interrogators and tags shall implement the BeginRound command™shown in Table 49 — BeginRound
cgommand. BeginRound initiates and specifies an inventory round. BeginRound includes the following flelds:

e DR (divide ratio) sets the T=>R link frequency as, described in 6.3.3.3.1.3.9 and Table 3¢ — ASK
Method: Tag-to-interrogator link frequencies,

e M (cycles per symbol) sets the T=>R data rate*and modulation format as shown in Taple 37 —
ASK Method: Tag-to-interrogator data rates;

e TRext chooses whether the T=>R preamble is prefixed with a pilot tone as desg¢ribed in
6.3.3.3.1.3.4,6.3.3.3.1.3.6 and 6.3.3.3:1.3.8,

e Sel chooses which tags respond to:thé BeginRound (see 6.3.3.4.11.1.1 and 6.3.3.4.8),

e Session chooses a session for the inventory round (see 6.3.3.4.8),

e Q sets the number of slots in the:round (see 6.3.3.4.8).

T]wterrogators shall prefix a BeginRournd with a preamble.

he CRC-5 is calculated over<he first command-code bit to the last Q bit. If a tag receives a BeginRound with
CRC-5 error, it shall ignore(the'’command.

Q

Upon receiving a BeginRound, tags with matching Select and Target pick a random value in the range (0, 291 ),
imclusive, and load.this' value into their slot counter. If a tag, in response to the BeginRound, loads its slot
unter with zero;-then its reply to a BeginRound shall be as shown in Table 50 — Tag reply to a BeginRound
mmand; otherwise the tag shall remain silent.

BeginRound may initiate an inventory round in a new session, or in the prior session. If a t3g in the
cknowledged, open, or secured states receives a BeginRound whose session parameter matches|the prior
session, it shall set its inventoried flag (A—B) for the session. If a tag in the acknowledged, open, or[secured
states receives a BeginRound whose session parameter does not match the prior session it shall [leave its
inventoried flag for the prior session unchanged when beginning the new round.

The tags shall support all DR, M and Trext parameters specified in Table 36 — ASK Method: Tag-to-

interrogator link frequencies and Table 37 — ASK Method: Tag-to-interrogator data rates, respectively.

PJM Method: The tags shall interpret DR, M, and TRext parameters as specified in Table 38 — PJM Method:
Subcarrier selection commands.

Tags in any state other than killed shall execute a BeginRound command; tags in the killed state shall ignore a
BeginRound.
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Table 49 — BeginRound command

Com DR M TRext Sel Session RFU Q CR
mand C-5
# of bits 4 1 2 1 2 2 1 4 5
description 1000 | O: FL=423KHz |00: FMO 0: No 00: All 00: SO 0:A 0-15
(fc/32) 01: Miller 8 pilot tone | 01: All 01: not 1: RFU
1: FL=847KHz |10: Manchester2 |1: Use 10: ~SL | permitted
(fc/16) 11: Manchester 4 | Pilottone | 44.q) | 10:82
11 not
permitted

Table 50 — Tag reply to a BeginRound command

Reply CRC-5
# of bits 16 5
description | StoredCRC

PJM Method: Tags equipped to receive PJM Method shall decode the DR, M, and TRext bits as pe
Table 38| — PJM Method: Subcarrier selection commands.

=

6.3.3.4.11.2.2 ResizeRound (mandatory)

Interroggtors and tags shall implement the ResizeRound ceémmand shown in Table 51 — ResizeRound
commanf. ResizeRound adjusts Q (i.e. the number of slets in an inventory round — see 6.3.3.4.8) withol
changing fany other round parameters.

—

ResizeRpund includes the following fields:

e Sesgion corroborates the session number-for the inventory round (see 6.3.3.4.8 and 6.3.3.4.11.2.1). If g
tag receives a ResizeRound whose sessionnumber is different from the session number in the BeginRound that
initiated the round, it shall ignore the command.

determines whether and_how the tag adjusts Q, as follows:

Increment Q (i.e. Q= @+1)

No change to Q

Decrement Q (i.e( Q= Q- 1)

[¢]

If a [ag receives a RésizeRound with an UpDn value different from those specified above it shall ignon
the pommand. If a,tag whose Q value is 15 receives a ResizeRound with UpDn = 110 it shall chang
n to 000 prior to executing the command; likewise, if a tag whose Q value is 0 receives
ResjzeRoundwith UpDn = 011 it shall change UpDn to 000 prior to executing the command.

o D

Tags shall maintain a running count of the current Q value. The initial Q value is specified in the BeginRound
commanf hat started the inventory round; one or more subsequent ResizeRound commands may modify Q.

A ResizeRound shall be prefixed with a frame-sync (see 6.3.3.4.8).

Upon receiving a ResizeRound tags first update Q, then pick a random value in the range (0, 20—1), inclusive,
and load this value into their slot counter. If a tag, in response to the ResizeRound, loads its slot counter with
zero, then its reply to a ResizeRound shall be shown in Table 52 — Tag reply to a ResizeRound command
otherwise, the tag shall remain silent. Tags shall respond to a ResizeRound only if they received a prior
BeginRound.

Tags in the acknowledged, open, or secured states that receive a ResizeRound set their inventoried flag
(A—B) for the current session and transition to ready.
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Table 51 — ResizeRound command

Command Session UpDn
# of bits 4 2 3
description 1001 00 SO 110 Q = Q +1
01: Not permitted 000: No change to Q
10: S2 011:Q=Q-1
11: Not permitted

2010(E)

Table 52 — Tag reply to a ResizeRound command

Reply CRC-5
# of bits 16 5
description | StoredCRC

6.3.3.4.11.2.3 NextSlot (mandatory)

nterrogators and tags shall implement the NextSlot command shown in Table 53 — NextSlot ¢
extSlot instructs tags to decrement their slot counters and, if slot.= 0 after decrementing, to loadmog
toredCRC +CRC-5 to the interrogator.

wn = —=

=

extSlot includes the following field.

Session corroborates the session number for the nventory round (see 6.3.3.4.8 and Table 53 —
BeginRound that initiated the round, it shall ignore the command.

A NextSlot shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

I{ a tag, in response to the NextSlot,‘deerements its slot counter and the decremented slot value is z
its reply to a NextSlot shall be as shown in Table 54 — Tag reply to a NextSlot command; otherwis

shall remain silent. Tags shall respond to a NextSlot only if they received a prior BeginRound.

Tlags in the acknowledged, open, or secured states that receive a NextSlot set their inventoried fl3
for the current session and transition to ready.

Table 53 — NextSlot command

Command Session

bmmand.
ulate the

NextSlot

command). If a tag receives a NextSlot whose session number is different from the session number in the

ero, then
b the tag

g (A—>B)

# of bits 4 2

description | 0000 00: SO
01: Not permitted
10: S2

11: Not permitted

Table 54 — Tag reply to a NextSlot command

Reply CRC-5
# of bits 16 5
description | StoredCRC
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6.3.3.4.11.2.4 ACK (mandatory)

Interrogators and tags shall implement the ACK command shown in Table 55 — ACK command. An
interrogator sends an ACK to acknowledge a single tag. ACK echoes the StoredCRC if the tag is in the reply or
in the acknowledged state or the tag handle if the tag is in the open or secured state.

An ACK shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

The tag reply to a successful ACK shall be as shown in Table 56 — Tag reply to a successful ACK command.
As described in 6.3.3.4.11.1.1, the reply may be truncated. A tag that receives an ACK with an incorrect
StoredeC or an incorrect handle (as appropriate) shall return to arbitrate without responding, unless the-tag
is in readly or killed, in which case it shall ignore the ACK and remain in its present state.

Table 55 — ACK command

Command RN
# of bits 2 16
description 01 Echoed StoredCRC or handle

Table 56 — Tag reply to a successful ACK command

Reply

# of bits 5to 528

descriptlon | See Table 42 — Tag data and, if required, PacketCRC,loadmodulated in response to an ACK command

PJM Method: Refer to the PJM Method part of clauses\6.3.3.4.8 and 6.3.3.4.11.

Interroggtors can simultaneously receive replies from up to eight tags at a time. This mode allows for thesge
multiply feceived tags to all be addressed in:certain commands by extending the RN field to include multiple
StoredCRCs or handles. To acknowledge a tag or tags, this mode uses a ACK-PJM shown in Figure 40 — Link
timing — [Both Modes. This command includes one or more echoed StoredCRCs or handles. The selection ¢f
StoredCRC or handle shall be as descrfibed above for ASK Method.

One or fnore tags shall reply te.a-successful ACK-PJM as shown in Table 56 — Tag reply to a successfil
ACK command. The tag or tags-response to the ACK-PJM shall be as described above for ASK Method.

Table 57 — ACK-PJM command

Command RN CRC-5
# of>bits 2 Number of tags to be acknowledged multiplied by 16 5
description | 01 Echoed StoredCRCs or handles

6.3.3.4.11.2.5 NAK (mandatory)

Interrogators and tags shall implement the NAK command shown in Table 58 — NAK command. NAK shall
return all tags to the arbitrate state unless they are in ready or killed, in which case they shall ignore the NAK
and remain in their current state.

A NAK shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

Tags shall not reply to a NAK.
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Table 58 — NAK command

Command

# of bits 8
description 11000000

6.3.3.4.11.3 Access commands

he set of access commands comprises Req RN, Read, Write, Kill, Lock, Access, B/ockV‘:tite, and
RlockErase, and BlockPermalock. As described in 6.3.3.4.9, tags execute Req_RN from the acknowledged,
dpen, or secured states. Tags execute Read, Write, BlockWrite, and BlockErase from the secured state; if
dllowed by the lock status of the memory location being accessed, they may also execute -these cdmmands
from the open state. Tags execute Access and Kill from the open or secured states. Tags execute [ock and
RlockPermalock. only from the secured state.

All access commands issued to a tag in the open or secured states include thé tag handle as a parameter in
the command. When in either of these two states, tags verify that the handlécis correct prior to exe¢uting an
gccess command, and ignore access commands with an incorrect handle. The handle value is fixed for the duration
gf an access sequence.

A tag reply to all access commands that read or write memory (i.e--Read, Write, Kill, Lock, BlockWrite, and
RlockErase, and BlockPermalock) includes a 1-bit header./Header=0 indicates that the operafion was
successful and the reply is valid; header=1 indicates that the Qperation was unsuccessful and the reply is an error

After an interrogator writes to a tag’s StoredPC or Ull,.er changes bits 03,, to 07, of User memory from zero to
g nonzero value (or vice versa), or recommissions, the tag, the StoredCRC may be incorrect until the interrogator
first powers-down and then re-powers-up its energizing RF field, because the tag calculates its StoredCRC at
gower-up.

{ an Interrogator attempts to write to Ull memory locations 00, to OF,, (i.e. to the StoredCRC) using a Write,
RlockWrite, or BlockErase command;the tag shall ignore the command and respond with an error cpde (see
Annex E for error-code definitions and for the reply format).

{ an Interrogator attempts torite to Ull memory locations 210, to 22F,, (i.e. to the XPC_W1 or XPC |W2) of a
tag using a Write, BlockWrite,-or BlockErase command the tag shall ignore the command and responfd with an
arror code (see Annex E-for‘error-code definitions and for the reply format).

{ an Interrogator aftempts to write to a memory bank or password that is permalocked unwriteable, to a
emory bank or’password that is locked unwriteable and the tag is not in the secured state, or to al memory
block that is permalocked, using a Write, BlockWrite, or BlockErase command; or if a portion of the Data in a
rite command overlaps a permalocked memory block, the tag shall ignore the command and resgond with
an error_code (see Annex E for error-code definitions and for the reply format).

Peq_ RN Read Write, Kill (onIy with asserted Recom bit 3SB) and Lock are requwed commands Access,

they do not support

See Annex K for an example of a data-flow exchange during which an interrogator accesses a tag and reads
its kill password.

6.3.3.4.11.3.1 Req_RN (mandatory)
Interrogators and tags shall implement the Req_ RN command shown in Table 59 — Req_RN command.

Req_RN instructs a tag toloadmodulate a new RN16. Both the interrogator's command, and the tag's response,
depends on the tag's state:
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Acknowledged state: When issuing a Req_RN command to a tag in the acknowledged state, an
interrogator shall include the tag’s StoredCRC as a parameter in the Req_RN. The Req_RN command is
protected by a CRC-16¢ calculated over the command bits and the StoredCRC. If the tag receives the
Reqg_RN with a valid CRC-16¢ and a valid StoredCRC it shall generate and store an RN16 (denoted
handle), loadmodulate this handle and transition to the open or secured state. The choice of ending state

depends on the tag's access password, as follows:

If th
the

Ope
inter
prots
with

rece
case

If an inte
causing

appropriate). The interrogator may then issue an ACK with handle as a parameter. Tags that receive an AC

with an i

to arbitrate, whereas if it receives an access command with an invalid ©andle it ignores the command).

The first
A Req_R

The tag
StoredCR

Access password <> 0: tag transitions to open state.
Access password = 0: tag transitions to secured state.

=

Req_RN and remain in the acknowledged state.

h or secured states: When issuing a Req_RN command to a tag in the open or secured-states, a
ogator shall include the tag handle as a parameter in the Req_RN. The Req_RN~cemmand
cted by a CRC-16c¢ calculated over the command bits and the handle. If the tag receivesthe Req R
a valid CRC-16¢ and a valid handle, it shall generate and loadmodulate a new)RN16. If the ta
ves the Req_RN with a valid CRC-16¢ but an invalid handle, it shall ignore the’Req_RN. In eithq
the tag shall remain in its current state (open or secured, as appropriate).

rrogator wishes to ensure that only a single tag is in the acknowledged state, it may issue a Req_R
the tag or tags to each loadmodulate a handle and transiton to theZopen or secured state (4

nvalid handle shall return to arbitrate (Note: If a tag receives an ACK with an invalid handle, it return

bit of the transmitted RN16 shall be denoted the MSB; the Jast bit shall be denoted the LSB.

reply to a Req_RN shall be as shown in.Table 60 — Tag reply to a Req_RN command. Th
C and handle are protected by a CRC-16c.

Table 59 ~— Req_RN command

Command RN CRC-16¢c
# of bits 8 16 16
description 11000001 StoredCRC or handle

Table 60 — Tag reply to a Req_RN command

[P NI

RN CRC-16¢c
# of bits 16 16
description New RN16 or handle

PJM Method: Refer to the PJM Method part of clauses 6.3.3.4.9 and 6.3.3.4.11, As for the ACK-PJM, see
6.3.3.4.11.2.4 and Table 57 — ACK-PJM command, this command can include multiple StoredCRCs or
handles in the RN field in order to address multiple tags. Interrogators and tags shall operate (when using this
command) as described above for ASK Method except that multiple tags can be addressed by this command

and mult

106

iple tags can reply to this command.
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6.3.3.4.11.3.2 Read (mandatory)

Interrogators and tags shall implement the Read command shown in Table 62 — Read command. Read
allows an interrogator to read part or all of a tag Reserved, Ull, TID, or User memory. Read has the following fields:

e MemBank specifies whether the Read accesses Reserved, Ull, TID, or User memory. Read
commands shall apply to a single memory bank. Successive Reads may apply to different banks.

o  WordPtrlength, WordPtr specifies the starting word address for the memory read, where words are
16-bits in length. For example, WordPtr = 00 specifies the first 16-bit memory word, WordPtr = 01
specifies the second 16-bit memory word, etc. WordPir has a length of 8, 16, 24 or 32 bits as
defined in WordPtrlength.

o WordCount specifies the number of 16-bit words to be read. If WordCount = 00x.the ftag shall
loadmodulate the contents of the chosen memory bank starting at WordPtr and efhding af the end
of the bank, unless MemBank = 01,, in which case the tag shall loadmodulate)the Ull| memory
contents specified in Table 61 — Tag loadmodulation when WordCount=00h.and MemBank=012.

Table 61 — Tag loadmodulation when WordCount=00, and MemBank=01,

WordPtr Memory Address Tag What the tag'Loadmodulates
Implements
XPC_WwW2?
Within the StoredCRC, StoredPC, or | Do not care UIl memory &tarting at WordPtr and ending at thg
the Ull specified by bits Ull length¢specified by bits 10,—14y, of the StoredpPC
104,—14, of the StoredPC
Within physical Ull memory but No Ulkmemory starting at WordPtr and ending at the
above the Ull specified by bits end of physical Ull memory, including the XPC_W1
10p—144, of the StoredPC if WordPtr is less than or equal to 210, and physical
Ull memory extends to or above address 210,
Within physical Ull memory but Yes Ull memory starting at WordPtr and ending at thg
above the Ull specified by bits end of physical Ull memory, including the XPC_\W1
10p—144, of the StoredPC and XPC_W?2 if WordPtr is less than or equal to

210y and physical Ull memory extends to or aboye
address 210y includes the XPC_W2 if WordPtr is
equal to 220y and physical Ull memory extends tp or
above address 220y

210y,. Above physical Ull memory. No XPC W1

210y,. Above physical ULl memory. Yes XPC W1 and XPC W2
220y,. Above physical UN-memory. No Error code

220y,. Above physical Ull memory. Yes XPC_W2

Not 210y, or 220, >Above physical Ull Do not care Error code

memory.

he Read.command also includes the tag's handle and a CRC-16¢. The CRC-16c¢ is calculated ovef the first
command-code bit to the last handle bit.

\ain in its

A Read shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

If all of the memory words specified in a Read exist and none are read-locked, the tag reply to the Read shall
be as shown in Table 63 — Tag reply to a successful Read command. The tag responds by loadmodulating a
header (a 0-bit), the requested memory words, and its handle. The reply includes a CRC-16c¢ calculated over
the 0-bit, memory words, and handle.
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If a one or more of the memory words specified in the Read command either do not exist or are read-locked,
the tag shall loadmodulate an error code, within time T, in Table 41 — Link timing parameters, rather than the
reply shown in Table 63 — Tag reply to a successful Read command (see Annex E for error-code definitions
and for the reply format).

Table 62 — Read command

Command MemBank WordPtrLength | WordPtr | WordCount RN CRC-16¢c
# of bits 8 2 2 8, 16, 24 8 16 16
Ol O£
descriptjon 11000010 00: Reserved Length of Starting Number of handle
01: Ull Wordpointer address words to
10: TID 00: 8 bit pointer read
11: User 01: 16 bit
10: 24 bit
11: 32 bit

Table 63 — Tag reply to a successful Read command

Header | Memory Words RN CRC-16¢
# of bits 1 Variable 16 16
description 0 Data handie

Optionally the interrogators shall communicate using PJM.

PJM Method: Refer to the PJM Method part of clauses;6.3.3.4.9 and 6.3.3.4.11. As for the ACK-PJM, sege
6.3.3.4.11.2.4 and Table 57 — ACK-PJM command;-this command can include multiple handles in the RN
S
e

field in drder to address multiple tags. Interrogators and tags shall operate (when using this command) 4
describefl above for ASK Method except that multiple tags can be addressed by this command and multipl
tags can|reply to this command.

6.3.3.4.11.3.3 Write (mandatory)

Interroggtors and tags shall implement the Write command shown in Table 64 — Write command. Write
allows an interrogator to write_a word in a tag Reserved, Ull, TID, or User memory. Write has the following fields:

¢| MemBank specifies whether the Write occurs in Reserved, Ull, TID, or User memory.
¢| WordPtrlength, WordPtr specifies the word address for the memory write, where words are 16-bif
in length._“Eor example, WordPtr = 00, specifies the first 16-bit memory word, WordPtr = 01
specifies, the second 16-bit memory word, etc. WordPtr has a length of 8, 16, 24 or 32 bits g
defined'in the WordPtrlength.
¢| Data~contains a 16-bit word to be written. Before each and every Write the interrogator ma
optionally first issue a Req_RN command; the tag responds by loadmodulating a new RN16. Th
;IItCIIUBGtUI th” bUVUI'bUdC thc datd by EXCRIIIH It vv;th thlb 1ICVwW RI“{“‘G pI;UI tU tlallalll;bb;ull If

Req_RN command was issued.

[

" >

O <<

The Write command also includes the tag handle and a CRC-16¢c. The CRC-16c¢ is calculated over the first
command-code bit to the last handle bit. If a tag in the open or secured states receives a Write with a valid
CRC-16c¢ but an invalid handle, shall ignore the Write and remain in its current state. If it receives a Write
where the immediately preceding command was not a Req_RN, it shall interpret the data field as plain data.

A Write shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8). After issuing a
Write an interrogator shall transmit CW for the lesser of TrepLy OF 20ms, where TrepLy is the time between the
interrogator’s Write command and the tag's transmitted reply. The time Trep.y shall be a multiple of T, typical
(see Table 41 — Link timing parameters) with a tolerance of +/- 2.4 us so that Trepy = N*1024/fc +/- 32/fc. An
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interrogator may observe several possible outcomes from a Write, depending on the success or failure of the
tag memory-write operation:

The Write succeeds: After completing the Write, a tag shall loadmodulate the reply shown in
Table 65 — Tag reply to a successful Write command and Figure 46 — Successful Write
sequence comprising a header (a 0-bit), the tag handle, and a CRC-16c¢ calculated over the 0-bit
and handle. If the interrogator observes this reply within 20ms then the Write completed
successfully.

The tag encounters an error: The tag shall loadmodulate an error code during the CW period
rather than the reply shown in Figure 46 — Successful Write sequence (see Annex E for error-code

(/2

UIUﬁITiﬁUI 1S dl |u' fUI ti Ic lcpiy fUIIIIdt).
The Write does not succeed: If the interrogator does not observe a reply within 20ms|then the
Write did not complete successfully. The interrogator may issue a Req_ RN command (cpntaining
the tag handle) to verify that the tag is still in the interrogator’s field if cover-coding is used, and
may reissue the Write command regardless the use of cover-coding.

pon receiving a valid Write command, a tag shall write the commanded Data into memeory. The tag feply to a
uccessful Write shall use the preamble as specified in the BeginRound command that initiated the round.

Table 64 — Write command

Command MemBank WordPtrLength WordPtr Data RN CRC-16¢

1

¢ of bits

8 2 2 8, 16, 24 or 32 16 16 16

description 11000011 |00: Reserved |Length of Address RN16 ® word | handle

01: Ul Wordpointer pointer to be written
10: TID 00: 8 bit or

11: User 01: 16 bit word to be
10: 24 bit written
11: 32 bijt

Interrogatof command TrepLy Tag response

Table 65 — Tag.reply to a successful Write command

Header RN CRC-16¢
# of bits 1 16 16

description 0 handle

- |
Write, Kill,"Lock, BlockWrite, BlockErase ’ ’ ’ ’ ’ ’ ’ ’ ’ CwW ’ ’ ’ ’ ’ ’ ’ ’ Preamble {0, handle, CRC-16c }

Figure 46 — Successful Write sequence

Optionally the interrogators shall communicate using PJM.

PJM Method: Refer to the PUM Method part of clauses 6.3.3.4.9 and 6.3.3.4.11. As for the ACK-PJM, see
6.3.3.4.11.2.4 and Table 57 — ACK-PJM command, this command can include multiple handles in the RN
field in order to address multiple tags. Interrogators and tags shall operate (when using this command) as
described above for ASK Method except that multiple tags can be addressed by this command and multiple
tags can reply to this command.
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1.3.4 Kill (only support of asserted Recom bit 3SB is mandatory)

ASK Method and PJM Method: Interrogators and tags shall implement the Kill command (only support of

asserted
procedur

Recom bit 3SB is mandatory) shown in Table 66 — First Kill command and Figure 47 — Kill
e. Kill allows an interrogator to permanently disable a tag. Kill also allows an Interrogator to

recommission tags.

To kill or
procedur

recommission a tag, an interrogator shall follow the multi-step procedure outlined in Figure 47 — Kill
e. Briefly, an interrogator issues two Kill commands, the first containing the 16 MSBs of the tag kill

password optionally EXORed with an RN16, and the second containing the 16 LSBs of the tag kill password

optionall
each half
comman
Req_RN

Tags sh
passwor
comman
Kill, it sh
execute
prior ses

Kill conts
bits to 0(
the seco
The prog
second f
of Reco
recommi

If atag d
recommi
comman
support

interpret
does not
if recomn

A tag wi
receives

procedure).

The tag
The repl

After iss
where T;
time TRE

EXORed with a different RN16. Each EXOR operation shall be performed MSB first (i.e. the MSB, ¢f
password shall be EXORed with the MSB of its respective RN16). Just prior to issuing each. Kill
i the interrogator first issues a Req_RN to obtain a new RN16 if cover-coding is used, otherwise np
command shall be issued.

bll incorporate the necessary logic to successively accept two 16-bit sub-portions<of a 32-bit Kill
. Interrogators shall not intersperse commands other than Req_RN between the, two successive Kill
ds. If a tag, after receiving a first Kill, receives any command other than Req RN before the second
bl return to arbitrate, unless the intervening command is a BeginRound, inAvhich case the tag shqll
he BeginRound (setting its inventoried flag if the session parameter in the BeginRound matches the
5ion).

[

ins 3 RFU/Recom bits. In the first Kill command these bits are RFU~Interrogators shall set the 3 RF
0., when communicating with the tags, and tags shall ignore thase bits. As described in 6.3.3.4.10 in
nd Kill command, the 3 RFU bits are called recommissioning\(or Recom) bits and may be nonzerg.
edures for killing or recommissioning a tag are identical, except that the recommissioning bits in th
Kill command are zero when killing a tag (optional) and.are ‘nonzero when recommissioning (suppo
m bit 3SB is mandatory) a tag. Regardless of thge, intended operation, a tag does not Kkill g
5sion itself without first receiving the correct kill password by the procedure shown in 6.3.3.4.10.

= —~+ D

oes not implement Recom bits LSB and 2SB-(see 6.3.3.4.10), then the tag ignores the LSB and 2SB
5sioning bits and treats them as though they-were zero, If the tag receives a properly formatted Kill
1 sequence with the correct kill password-and all 3 Recom bits set to zero, and the tag does nq
he second Kill command with all 3 Reeom bits set to zero - because it is optional, the tag shdl
this Kill command sequence in the-same way as if the 3SB of the Recom bits is set to one. If the ta
support killing, then the tag recommissions itself regardless of the values of the recommissioning bit
hissioning is permitted.

= ~

n Q

nose kill password is zefo, does not execute a kill or a recommissioning operation; if such a ta
a Kill command, it igneres the command and loadmodulates an error code (see Figure 47 — K

=10

reply to the firstKill command shall be as shown in Table 68 — Tag reply to the first Kill commandl.
shall use the'TRext value specified in the BeginRound command that initiated the round.

ling the:second Kill command, an interrogator shall transmit CW for the lesser of Tregpy Or 20ms,
eptisS’the time between the interrogator’s second Kill command and the tag’s transmitted reply. The
b~ shall be a multiple of T, typical (see Table 41 — Link timing parameters) with a tolerance ¢f

+/- 2.4us

SO that TrepLy = NTTUZAM, +/- 5Z/1:.. An Interrogator may observe several possible outcomes 1rom a

Kill command sequence, depending on the success or failure of the tag kill or recommissioning operation:

110

The Kill or recommissioning succeeds: After completing the operation the tag shall
loadmodulate the reply shown in Table 69 — Tag reply to a successful Kill procedure and
Figure 47 — Kill procedure comprising a header (a 0-bit), the tag handle, and a CRC-16¢c
calculated over the 0-bit and handle. If the Interrogator observes this reply within 20ms then the
operation completed successfully. If the tag is killed, then immediately after this reply the tag shall
render itself silent and shall not respond to an Interrogator thereafter.

The tag encounters an error: The tag shall loadmodulate an error code during the CW period
rather than the reply shown in Table 69 — Tag reply to a successful Kill procedure (see Annex E
for error-code definitions and for the reply format).
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o The Kill or recommissioning does not succeed: If the interrogator does not observe a reply
within 20 ms then the operation did not complete successfully. The interrogator may issue a
Req_RN command (containing the tag handle) to verify that the tag is still in the interrogator’s field
if cover-coding is used, and may reinitiate the multi-step kill procedure outlined in Figure 47 — Kill
procedure regardless the use of cover-coding.

A Kill shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

Upon receiving a valid Kill command sequence a tag shall render itself killed or recommissioned as

appropriate. The tag reply to the second kill command shall use the preamble as specified in the Be

inRound

cgommand that initiated the round.

Table 66 — First Kill command

Command Password RFU/Recom RN CRC-16c
# of bits 8 16 3 16 16
description 11000100 (2 kill password) ® RN16 or plain 000 handle
Table 67 — Second Kill command
Command Password RFU/Recom RN CRC-16¢
# of bits 8 16 3 16 16
description 11000100 | (%% kill password) ® RN16 orfplain | Recommissioning bits | handle
(see 6.3.3.4.10)

Table 68 — Tag'reply to the first Kill command

RN CRC-16¢
# of bits 16 16
description handle

Table 69 — Tag reply to a successful Kill procedure

Header RN CRC-16¢c
# of bits 1 16 16
description 0 handle
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NOTES

[1] Flowchart assumes that Tag begins in
open or secured state

[2] An interrogator shall proceed to the
next state, independent whether the
reception of the CRC-16 is valid or
bad.

[3] If an Interrogator issues any valid
command other than Req_RN, the
Tag ignores the command and
returns to arbitrate, unless the
command is a BeginRound, in which

Tag observes
valid handle

Interrogator observes
valid CRC-16

Interrogator issues
Req_RN [handle, CRC-16]
Note [1]

Tag responds with [new RN16, CRC-16].
Tag stays in current state

Tag observes invalid command (Tag
ignores command).

Interrogator observes
bad CRC-16

case the—+eg tes—Ha

[4] If an Inferrogator issues any valid
command other than Kill, the Tag
ignore$ the command and returns to
arbitrdte, unless the command is a

Interrogator issues
Kill [passwords1.16®RN16, RFU, handle,
CRC-16]

Tag observes invalid command (Tag
ignores command).

BeginRound, in which case the Tag

executes the command Tag observes

valid handle

[General]
If covef-coding is not used no
Req_ARN command shall be issued by
the int¢rrogator and the half
passwgrds shall be transmitted in
plain tgxt.

Tag stays in

Note [2]

> Interrogator

> Tag

[
<

Tag observes
valid handle

Tag stays in

Interrogator observes
valid CRC-16

Tag observes valid handle &
invalid nonzero kill password

Tag observes valid handle
& Tag’s kill password =0

Tag does not respond.

Tag transitions to arbitrate state

Tag responds with error code.
Tag stays in current state

6.3.3.4.11.3.5 Lock (mandatory)

Tag responds with [handle, CRC-16].

Interrogator issues
Req_RN [handle, CRC-16]
Note [3]

Tag responds with [new RN16, GRC-16].

Interrogator issues
Kill [passward15.0:®RN16
CRC¢16] followed by CW. Note [4]

Figure 47— ¥Kill procedure

current state

Tag'observes invalid command (Tag
ignores command).

Interrogator observes
bad CRC-16

currentstate

Tag observes invalid command (Tag

Recom. handle, ignores command).

Tag observes valid handle & valid
nonzero kill password and has sufficient
power to execute kill/recommissioning

Tag observes valid handle &
valid nonzero kill password

but has insufficient power to
execute kill/recommissioning

Tag responds with [0, handle, CRC-16].
Recommissioning: Tag stays in current state
Kill: Tag transitions to killed state

)

Tag responds with error code.
Tag stays in current state

Interrogators and tags shall implement the Lock command shown in Table 70 — Lock command and
Figure 48 — Lock payload and usage. Only tags in the secured state shall execute a Lock command. Lock

allows an interrogator to:

112
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e Lock individual passwords, thereby preventing or allowing subsequent reads and write
password,

2010(E)

s of that

e Lock individual memory banks, thereby preventing or allowing subsequent writes to that bank, and

e Permalock (make permanently unchangeable) the lock status for a password or memory b

Lock contains a 20-bit payload defined as follows:
o The first 10 payload bits are Mask bits. A tag shall interpret these bit values as follows:

e Mask = 0: Ignore the associated Action field and retain the current lock setting
e Mask = 1: Implement the associated Action field and overwrite the current lock settin

e The last 10 payload bits are Action bits. A tag shall interpret these bit values as follows:
o Action = 0: Deassert lock for the associated memory location

e Action = 1: Assert lock or permalock for the associated memory location

he functionality of the various Action fields is described in Table 72 — Lock Action-field-functionality.

he payload of a Lock command shall always be 20 bits in length. If an interrogator issues a Lock g

whose Mask and Action fields attempt to change the lock status of a nonexistént-memory bank or no
password, the tag shall ignore the entire Lock command and instead_loadmodulate an error ¢
Annex E).

'1he Lock command differs from the optional BlockPermalock command in that Lock reversibly or per
cks a password or an entire Ull, TID, or User memory bank_ i a writeable or unwriteable state,
BlockPermalock permanently locks blocks of User memory injan unwriteable state. Table 79 — Prg
for Lock and BlockPermalock commands specifies how a.tag shall react to a Lock command that
prior BlockPermalock command, or vice versa.

Rermalock bits, once asserted, cannot be deasserted.except by recommissioning the tag (see 6.3.3.4
g receives a Lock whose payload attempts to_deassert a previously asserted permalock bit, the
ignore the Lock and loadmodulate an error code (see Annex E). If a tag receives a Lock whose
tempts to reassert a previously asserted permalock bit, the tag shall simply ignore this particular Ad
nd implement the remainder of the Lock payload, unless the tag has been recommissioned
rresponding memory location is no_ longer permalocked, in which case the tag shall reassert the p
it.

tag’s lock bits cannot be read directly; they can be inferred by attempting to perform other
perations.

Il tags shall implement mémory locking, and all tags shall implement the Lock command. However, t
t support all the Acfion fields shown in Figure 48 — Lock payload and usage, depending on wh
assword location‘or memory bank associated with an Action field exists and is lockable and/or un
pecifically, if astag receives a Lock it cannot execute because one or more of the passwords or memg
not exist, @roone or more of the Action fields attempt to change a permalocked value, or one or mq
asswords.or'memory banks are either not lockable or not unlockable; the tag shall ignore the entire
imstead_loadmodulate an error code (see Annex E). The only exception to this general rule relate
hose 'only lock functionality is to permanently lock all memory (i.e. all memory banks and all pass

ank.

ommand
hexistent
pde (see

manently
whereas
cedence
follows a

1.10). If a
tag shall
payload
ttion field
and the
brmalock

memory

hgs need
cther the
lockable.
ry banks
re of the
I ock and
5 to tags
vords) at

nee; these tags shall execute a Lock whose payload is FFFFF,, and shall loadmodulate an error cod

e for any

payload other than FFFFFy,.
A Lock shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

After issuing a Lock an interrogator shall transmit CW for the lesser of Trepy Or 20 ms, where Tge

pLy IS the

time between the interrogator’'s Lock command and the tag transmitted reply. The time Trepy shall be a
multiple of T, typical (see Table 41 — Link timing parameters) with a tolerance of +/- 2.4 ps so that
TrepLy = N*1024/fc +/- 32/fc. An interrogator may observe several possible outcomes from a Lock, depending

on the success or failure of the tag memory-write operation:

© ISO/IEC 2010 — All rights reserved

113


https://standardsiso.com/api/?name=d1db4143c4c35faee4e9c2eb51f68b92

ISO/IEC 18000-3:2010(E)

The Lock succeeds: After completing the Lock the tag shall loadmodulate the reply shown in
Table 71 — Tag reply to a Lock command and Figure 46 — Successful Write sequence
comprising a header (a 0-bit), the tag handle and a CRC-16c¢ calculated over the 0-bit and handle.
If the interrogator observes this reply within 20 ms then the Lock completed successfully.

The tag encounters an error: The tag shall loadmodulate an error code during the CW period
rather than the reply shown in Table 71 — Tag reply to a Lock command (see Annex E for error-
code definitions and for the reply format).

The Lock does not succeed: If the interrogator does not observe a reply within 20ms, then the
Lock did not complete successfully. The interrogator may issue a Req RN command (containing
the tag handle) to verify that the tag is still in the interrogator’s field, and may reissue the Lock.

Upon regeiving a valid Lock command, a tag shall perform the commanded lock operation The tag reply\o g
Lock shdll use the preamble as specified in the BeginRound command that initiated the round.
Table 70 — Lock command
Command Payload RN CRC-16¢
# of bits 8 20 16 16
description 11000101 Mask and_Action Fields | Handle
Table 71 — Tag reply to a Lock command
Header RN CRC-16¢c
# of bits 1 16 16
description 0 handle
Lock<Command Payload
19118 |17 |16 | 15|14 |13 |12 |11 ] 10] 9 8 7 6 5 4 3 2 1 0
Kill| * Access - Ul TID User Kill - Access - Ul TID User
Mask Mask Mask Mask Mask Action Action Action Action Action
Masks and Associated Action Fields
Kill pwd Access pwd Ull memory TID memory | User memory
19 18 17 16 15 14 13 12 11 10
WMask skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/
9 8 7 6 5 4 3 2 1 0
pwd pwd
Action | reaq) |PEMa| o4 |Perma pwd |perma| pwd |perma| pwd |perma
. lock . lock | write | lock | write | lock | write | lock
write write
Figure 48 — Lock payload and usage
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Table 72 — Lock Action-field functionality

pwd-write permalock Description
0 0 Associated memory bank is writeable from either the open or secured states.
0 1 Associated memory bank is permanently writeable from either the open or secured
states and may never be locked.
1 0 Associated memory bank is writeable from the secured state but not from the open
state.
1 1 Associated memory bank is not writeable from any state.
pwd read/write | permalock Descripfion
0 0 Associated password location is readable and writeable from either the-open jor
secured states.
0 1 Associated password location is permanently readable and writeable, from open or
secured or secured states and may never be locked.
1 0 Associated password location is readable and writeable fronT'the secured state but
not from the open state.
1 1 Associated password location is not readable or writeable from any state.

JM Method: Refer to the PJM Method part of clauses 6.3.3.4.9 and®-373.4.11. As for the ACK-FPJM, see
.3.3.4.11.2.4 and Table 57 — ACK-PJM command, this command<can include multiple handles in the RN
field in order to address multiple tags. Interrogators and tags shall_operate (when using this command) as
described above for ASK Method except that multiple tags cap-be addressed by this command and multiple
tags can reply to this command.

[e)>Muu|

ASK Method and PJM Method: Interrogators and tags may implement an Access command; if they do, the

gccess password to transition from the open tothe secured state (a tag with a zero-valued access password
i$ never in the open state — see Figure 43 - Tag state diagram) or, if the tag is already in the secuned state,
td remain secured.

0 access a tag, an interrogator\shall follow the multi-step procedure outlined in Figure 49 —| Access
procedure. Briefly, an interrogator issues two Access commands, the first containing the 16 MSBs qgf the tag
gccess password optionally EXORed with an RN16, and the second containing the 16 LSBs of the tag access
password optionally EXORed-with a different RN16. Each EXOR operation shall be performed MSH|first (i.e.
the MSB of each half-password shall be EXORed with the MSB of its respective RN16). Just prior tp issuing
gach Access command;-the interrogator first issues a Req_RN to obtain a new RN16 if cover-coding is used
gtherwise no Req (RN"command shall be issued.

ags shall incerporate the necessary logic to successively accept two 16-bit sub-portions of a 32-bjt access
password Anterrogators shall not intersperse commands other than Req_ RN if cover-coding is used|between
the two.sticCessive Access commands. If a tag, after receiving a first Access, receives any commagnd other
than Req_RN before the second Access, it shall return to arbitrate, unless the intervening command is a
session

An Access shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

The tag reply to an Access command shall be as shown in Table 74 — Tag reply to an Access command. If
the Access is the first in the sequence, then the tag loadmodulates its handle to acknowledge that it received
the command. If the Access is the second in the sequence and the entire received 32-bit access password is
correct, then the tag loadmodulates its handle to acknowledge that it has executed the command successfully and
has transitioned to the secured state; otherwise the tag does not reply. The reply includes a CRC-16¢ calculated over
the handle.
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Table 73 — Access command

Command Password RN CRC-16¢c
# of bits 8 16 16 16

description 11000110 (2 access password) ® RN16 or plain | handle

Table 74 — Tag reply to an Access command

RN CRC-16¢
# of bits 16 16

description handle
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NOTES

Tag observes invalid
command (Tag ignores
command).

Interrogator issues
Req_RN [handle, CRC-16]

[1] Flowchart assumes that Tag Note [1]

begins in open state
or secured state

[2] An interrogator shall proceed to
the next state, independent
whether the reception of the
CRC-16 is valid or bad.

Tag observes
valid handle

Interrogator observes
bad CRC-16

Tag responds with [new RN16, CRC-16].

[3] If an Interrogator issues any Tag stays in current state

valid command other than

Req_RN, the Tag ignores the

command and returns to Interrogator observes

arbitrate, unless the command valid CRC-16

is a BeginRound, in which case

the Tag executes the command Interrogator issues Tag.observes invalid
[4] If an Interrogator issues any command (Tag ignores

valid command other than Access [pwds;.1®RN16, handle, CRC-16] (Tag i

command).
Access, the Tag ignores the

command and returns to

arbitrate, unless the command
is a BeginRound, in which case
the Tag executes the command

Tag observes
valid handle

Tag responds with [handle, CRC+16].

[General] Tag stays in current state

If cover-coding is not used no
Req_RN command shall be
issued by the interrogator and Note [2]
the half passwords shall be
transmitted in plain text.

O Interrogator
O Tag Tag.observes

valid handle

Tag observes invalid
command (Tag ignores
command).

Interrogator issues
Req_RN-\[handle, CRC-16]
Note [3]

Interrogator observes
bad CRC-16

Tag responds with [new RN16, CRC-16].
Tag stays in current state

Interrogator observes

valid CRC-16
Interrogator issues Tag observes invalid
Access [pwd;5.0®RN16, handle, CRC-16] command (Tag ignores
Note [4] command).
Tag observes valid handle Tag observes valid handle
& invalid access password & valid access password

Tag does not respond. Tag responds with [handle, CRC-16].
Tag transitions to arbitrate state Tag transitions to secured state

Figure 49 — Access procedure
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6.3.3.4.1

1.3.7 BlockWrite (optional)

Interrogators and tags may implement a BlockWrite command; if they do, they shall implement it as shown in
Table 75 — BlockWrite command. BlockWrite allows an interrogator to write multiple words in a tag Reserved,

ull, TID,

The Blog
first com

If a tag receives a BlockWrite with a valid CRC-16¢ but an invalid handle, it‘shall ignore the BlockWrite an

remain in
(see 6.3,

After issliing a BlockWrite, an interrogator shall transmit CW for thelesser of Trepy Or 20 ms, where TrepLy

the time
multiple
TrepLy =
dependir

Upon re
reply to

or User memory using a single command. BlockWrite has the following fields:

MemBank specifies whether the BlockWrite occurs in Reserved, Ull, TID, or User memory.

BlockWrite commands shall apply to a single memory bank. Successive BlockWrites may apply t
different banks.

WordPtrlength, WordPtr specifies the starting word address for the memory write, where words ar

= - - —00F; = . =
specifies the second 16-bit memory word, etc. WordPtr has a length of 8, 16, 24 or 32 bits.a
defined in WordPtrlength.
WordCount specifies the number of 16-bit words to be written. If WordCount = 00;, the-tag shz
ignore the BlockWrite. If WordCount = 01, the tag shall write a single data word.

Data contains the 16-bit words to be written, and shall be 16xWordCount bits in_Iéngth. Unlike
Write, the data in a BlockWrite are not cover-coded, and an interrogator need notissue a Req_R
before issuing a BlockWrite.

kWrite command also includes the tag handle and a CRC-16¢c. The CRC-16¢’is calculated over th
mand-code bit to the last handle bit.

its current state (open or secured, as appropriate). A BlockWrite shall be prefixed with a frame-syn
3.3.1.3.4,6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

between the interrogator’s BlockWrite command and the tag transmitted reply. The time Trepy shall be
of Ty typical (see Table 41 — Link timing parameters) with a tolerance of +/- 2.4 us so th
n*1024/fc +/- 32/fc. An interrogator may observe “several possible outcomes from a BlockWrit
g on the success or failure of the tag memory write operation:

The BlockWrite succeeds: After completing the BlockWrite a tag shall loadmodulate the rep

(0]

e

O Q

[Z

t

shown in Table 76 — Tag reply to a suecessful BlockWrite command and Figure 46 — Successf
Write sequence comprising a header(a 0-bit), the tag handle and a CRC-16¢ calculated over th
0-bit and handle. If the interrogator-observes this reply within 20 ms then the BlockWrite complete
successfully.

The tag encounters an_error: The tag shall loadmodulate an error code during the CW peri
rather than the reply shown in Table 76 — Tag reply to a successful BlockWrite command (s
Annex E for error-code-definitions and for the reply format).

The BlockWrite does not succeed: If the interrogator does not observe a reply within 20ms the
the BlockWrite..did“not complete successfully. The interrogator may issue a Req RN comman
(containing the tag handle) to verify that the tag is still in the interrogator’s field, and may reissu
the BlockWrite:

beiving avalid BlockWrite command a tag shall write the commanded Data into memory. The ta

Tabte 75— BfockWWrite command

=<

BlockWrite shall use the preamble as specified in the BeginRound command that initiated the round.

Command MemBank WordPtrLength WordPtr WordCount Data RN CRC-16¢c
# of bits 8 2 2 8, 16, 24 or 32 8 Variable | 16 16
Descrip 11000111 [ 00: Reserved |Length of Starting Number of | Data to be | hand
tion 01: Ul Wordpointer address words to write | written le
10: TID 00: 8 bit pointer
11: User 01: 16 bit
10: 24 bit
11: 32 bit
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Table 76 — Tag reply to a successful BlockWrite command

Header RN CRC-16¢c

# of bits 1 16 16

description 0 handle

Optionally the interrogators shall communicate using PJM

2010(E)

.3.3.4.11.24 and Table 57 — ACK-PJM command th|s command can mclude multlple handles i
field in order to address multiple tags. Interrogators and tags shall operate (when using this~comr

tags can reply to this command.

6.3.3.4.11.3.8 BlockErase (optional)

Interrogators and tags may implement a BlockErase command,; if they do, they(shall implement it as
Tlable 77 — BlockErase command. BlockErase allows an interrogator to.€rase multiple words
Reserved, Ull, TID, or User memory using a single command. BlockEraserhas the following fields:

e MemBank specifies whether the BlockErase occurs in.Reserved, Ull, TID, or User
BlockErase commands shall apply to a single memory bank.* Successive BlockErases may
different banks.

o WordPtrlength, WordPtr specifies the starting word address for the memory erase, where word
bits in length. For example, WordPtr = 00, spegcifies the first 16-bit memory word, Word
specifies the second 16-bit memory word, etc.yWordPtr has a length of 8, 16, 24 or 3
defined in WordPtrlength.

e WordCount specifies the number of 16-bit words to be erased. If WordCount = 00y, the
ignore the BlockErase. If WordCount =101, the tag shall erase a single data word.

—

he BlockErase command also includes the tag handle and a CRC-16¢c. The CRC-16c is calculated ov
gommand-code bit to the last handle bit.

I{ a tag receives a BlockErase withavalid CRC-16¢ but an invalid handle it shall ignore the BlockE
remain in its current state (open or secured, as appropriate).

>

BlockErase shall be prefixedwith a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

fter issuing a BlockErase an interrogator shall transmit CW for the lesser of TgrepLy Or 20 ms, where)
ne time between the interrogator’s BlockErase command and the tag transmitted reply. The time Tg
e a multiple of T typical (see Table 41 — Link timing parameters) with a tolerance of +/- 2.4
repLy = N*1024/fC +/- 32/fc. An interrogator may observe several possible outcomes from a BIg
epending ofpthe success or failure of the tag memory erase operation:

Q 0O = >

o—>The BlockErase succeeds: After completing the BlockErase a tag shall loadmodulate
shown in Table 65 — Tag reply to a successful Write command and Figure 46 — Succes;s
sequence comprising a header (a 0-bit), the tag handle and a CRC-16¢ calculated over

the RN
nand) as
multiple

shown in
in a tag

memory.
apply to

s are 16-
Ptr = 01y,
D bits as

tag shall

br the first

rase and

TrepLy iS
oy shall
5 so that
ckErase,

the reply
sful Write
the 0-bit

P =l 1L£ +L ot 4 | 4l l H Y [aYal +lo +lo nJ Lel—
armu TTIal iuic T UTe TmeITOyatul UUSTTVES UTS  TCUTYy Withi T ZU 1115 UTCTT U TS DIVUAL T ST Ul

successfully.

mpleted

o The tag encounters an error: The tag shall loadmodulate an error code during the CW period
rather than the reply shown in Figure 46 — Successful Write sequence (see Annex C for error-

code definitions and for the reply format).

e The BlockErase does not succeed: If the interrogator does not observe a reply within 20 ms then
the BlockErase did not complete successfully. The interrogator may issue a Req_ RN command
(containing the tag handle) to verify that the tag is still in the interrogator’s field, and may reissue

the BlockErase.

Upon receiving a valid BlockErase command a tag shall erase the commanded memory words. The

tag reply

to a BlockErase shall use the preamble as specified in the BeginRound command that initiated the round.
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Table 77 — BlockErase command

Command MemBank | WordPtrLength WordPtr WordCount RN CRC-16¢c
# of bits 8 2 2 8, 16, 24 or 32 8 16 16
description 11001000 |00: Reserved |Length of Starting Number of handle
01: Ul Wordpointer address words to write
10: TID 00: 8 bit Pointer
11: User 01: 16 bit
10: 24 bit
11: 32 bit
Table 78 — Tag reply to a successful BlockErase command
Header RN CRC-16¢c
# of bits 1 16 16
description 0 handle
Optionally the interrogators shall communicate using PJM.
PJM Method: Refer to the PJM Method part of clauses 6.3.3.4.9 and 6,3.3.4.11. As for the ACK-PJM, se
6.3.3.4.1

field in @
describe
tags can

6.3.3.4.1

Interrogg
shown in

. Perrxalock one or more blocks (individual sub-portions) in a tag’s User memory, or

e Rea

A single
size is vé

Only tag

The Blo
blocks o
an entire
BlockPe

rder to address multiple tags. Interrogators and tags shall*¢perate (when using this command) 4
 above for ASK Method except that multiple tags can,be addressed by this command and multipl
reply to this command.

e
1.2.4 and Table 57 — ACK-PJM command, this command can ‘include multiple handles in the RN
S
e

1.3.9 BlockPermalock (optional)

tors and tags may implement a BlockPermalock command; if they do, they shall implement it g
Table 80 — BlockPermalock command. BlockPermalock allows an Interrogator to:

[Z

the permalock status of the memory*blocks in a tag’s User memory.

==

BlockPermalock command, can ‘permalock between 0 and 4080 blocks of User memory. The blog
ndor-defined. The memory‘blocks need not be contiguous.

5 in the secured state 'shall execute a BlockPermalock command.

[

kPermalock cemmand differs from the Lock command in that BlockPermalock permanently lock
User memofy-in an unwriteable state, whereas Lock reversibly or permanently locks a password g
memory bank in a writeable or unwriteable state. 6.3.3.4.11.3.9 specifies how a tag shall react to
malock command (with Read/Lock = 1) that follows a prior Lock command, or vice versa.

O =
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Table 79 — Precedence for Lock and BlockPermalock commands

First Command

Second Command

Tag Action and Response to 2" Command

pwd-write | permalock

0 0 Permalock the blocks indicated by Mask; respond
as described in this section 6.3.3.4.11.3.9

0 1 BlockPermalock Reject the BlockPermalock; respond with an error

Lock (Read/Lock = 1) code

1 0 Permalock the blocks indicated by Mask respond
as described in this section 6.3.3.4.11.3:9

1 1 Permalock the blocks indicated.by,Maskl respond
as described in this section 6.3.3.4.11.3.9

BlockPermalock
(Read/Lock = 1)

Lock

pwd-write | permalock
Implement the Lock, but do not un-permplock any
0 0 blocks that were previously permalocked] respond
as described i06,3.3.4.11.3.5
0 1 Reject the Lock; respond with an error code

Implemerit the Lock, but do not un-permplock any

blocks that were previously permalocked
as described in 6.3.3.4.11.3.5

| respond

Implement the Lock;
6.3.3.4.11.3.5

respond as described in

MemBank specifies whether the BlockPermialock applies to Ull, TID, or User memory. BlockP
commands shall apply to a single memory bank. Successive BlockPermalocks may apply to

Tlhe BlockPermalock command has the following fields:

ermalock
different

memory banks. Tags shall only execute a BlockPermalock command if MemBank = 11, (User m¢mory); if

a tag receives a BlockPermalogk, with MemBank<>11, it shall ignore the command and
loadmodulation an error code (see*Annex E), remaining in the secured state.
Read/Lock specifies whether a tag loadmodulations the permalock status of, or permalocks, one
blocks within the memory bank specified by MemBank. A tag shall interpret the Read/Lock bit as
Read/Lock = 0;-A.tag shall loadmodulation the permalock status of blocks in the specified
bank, starting frem the memory block located at BlockPtr and ending at the memory bloc
at BlockPir+(16xBlockRange)-1.
corresponding to that bit is not permalocked and a “1” if the block is permalocked. An Int
omits"Mask from the BlockPermalock command when Read/Lock = 0.

Read/lock = 1: A tag shall permalock those blocks in the specified memory bank that are
by’Mask, starting at BlockPtr and ending at BlockPtr+(16xBlockRange)-1.

BlockPtrlength, BlockPtr specifies the starting address for Mask, in units of 16 blocks. For

BlaekPtr = 00,, indicates block 0, BlockPtr = 01, indicates block 16, and BlockPtr = 02, indicates
BlockPtr has a length of 8, 16, 24 or 32 bits as defined in BlockPtrlength.

RInr‘kRann QHQ(‘IfIQQ the range of Mask, Qf:\rhnn at Rln(‘kpfr and nndmn (1RxRInr‘kR9nnp\_1 blo.

A tag shall

loadmodulation a “0”

if the memo|

instead

or more
ollows:

memory
K located
ry block
errogator

specified

bxample,
block 32.

cks later.

If BlockRan BlockRange=00y, then the tag shall ignore the BlockPermalock command and mstead backscatter an
error code (see Annex E), remaining in the secured state.
Mask specifies which memory blocks a tag permalocks. Mask depends on the Read/Lock bit as follows:
Read/Lock = 0: The Interrogator shall omit Mask from the BlockPermalock command.

Read/Lock =

1: The Interrogator shall include a Mask of length 16xBlockRange bits in the

BlockPermalock command. The Mask bits shall be ordered from lower-order block to higher (i.e. if
BlockPtr = 00, then the leading Mask bit refers to Block 0). The tag shall interpret each bit of Mask

as follows:

e Mask bit = 0: Retain the current permalock setting for the corresponding memory block.

© ISO/IEC 2010 — All rights reserved
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e Mask bit = 1: Permalock the corresponding memory block. If a block is already permalocked then
the tag shall retain the current permalock setting. A memory block, once permalocked, cannot be
un-permalocked except by recommissioning the tag (see 6.3.3.4.10).

The following examples illustrate the usage of Read/Lock, BlockPtr, BlockRange, and Mask:

o If Read/Lock=1, BlockPtr=01,, and BlockRange=01,, the tag operates on sixteen blocks starting at block
16 and ending at block 31, permalocking those blocks whose corresponding bits are asserted in Mask.

The BlockPermalock command contains 8 RFU bits. Interrogators shall set these bits to 00, when
communjcating with tags. If a tag receives a BlockPermalock command containing nonzero RFU bits it shall
ignore the command and instead backscatter an error code (see Annex E), remaining in the secured state.

[oN

The Blog¢kPermalock command also includes the tag’s handle and a CRC-16¢c. The CRC-16¢ iscalculate
over the first command-code bit to the last handle bit. If a tag receives a BlockPermalock with a valid CRC-16
but an inpalid handle, it shall ignore the BlockPermalock and remain in the secured state.

(2]

If a tag receives a BlockPermalock command that it cannot execute because User memory does not exist, g
in which|the LSB and/or the 2SB of a tag’s XPC word is/are asserted (see Table 38),'or in which one of th
asserted| Mask bits references a non-existent block, then the tag shall ignore the_BlockPermalock comman
and instg¢ad loadmodulate an error code (see Annex E ), remaining in the secured state. A tag shall treat a
invalid & BlockPermalock command in which Read/Lock=1 but Mask has“a-length that is not equal {
16xBlockRange bits (see 6.3.3.4.11 for the definition of an “invalid” commang):

O nw & =S

Certain [tags, depending on the tag manufacturer's implementation, may be unable to execute
BlockPefmalock command with certain BlockPtr and BlockRange wvalues, in which case the tag shall ignor
the BlockPermalock command and instead loadmodulation an, efror code (see Annex E), remaining in th
secured|state. Because a tag contains information in its TID memory that an Interrogator can use to unique
identify the optional features that the tag supports (see 6(3.3.4.1.3), Interrogators shall read a tag's TI
memory prior to issuing a BlockPermalock command.

UK O ¢ O

If an Intgrrogator issues a BlockPermalock command-in which BlockPtr and BlockRange specify one or more
nonexistent blocks, but Mask only asserts permalocking on existent blocks, then the tag shall execute the
commanfl.

A BlockRermalock shall be prepended with ‘aframe-sync (see 6.3.3.3.1.2.8).

After issliing a BlockPermalock command an Interrogator shall transmit CW for the lesser of TgrepLy or 20 ms$
where Tgepy is the time between the Interrogator’s BlockPermalock and the tag’s loadmodulated reply. Th
time TrepLy shall be a multiple/of T, typical (see Table 41 — Link timing parameters) with a tolerance of +
2.4 ps sp that Trepy = N*1024/f, +/- 32/f,. An Interrogator may observe several possible outcomes from
BlockPefmalock command;depending on the value of the Read/Lock bit in the command and, if Read/Lock
1, the supcess or failure*of the tag’s memory-lock operation:

moL ~ O

e Read/Lock =.0'‘and the tag is able to execute the command: The tag shall loadmodulate the rep
shown inTable\81 — Tag reply to a successful BlockPermalock command with Read/Lock = 0, within tim
T, in| Table-41 — Link timing parameters, comprising a header (a 0-bit), the requested permalock bits, th
tag’s handle, and a CRC 16¢ calculated over the 0- b|t permalock blts and handle. The tag’s reply shg

O 0 <<

e Read/Lock =0 and the tag is unable to execute the command: the tag shall loadmodulate an error
code, within time T, in Table 41 — Link timing parameters; rather than the reply shown in Table 81 — Tag
reply to a successful BlockPermalock command with Read/Lock = 0 (see Annex E for error-code
definitions and for the reply format). The tag’s reply shall use the preamble specified by the TRext value in
the BeginRound that initiated the round.

e Read/Lock =1 and The BlockPermalock succeeds: After completing the BlockPermalock the tag shall
loadmodulate the reply shown in Table 82 — Tag reply to a successful BlockPermalock command with
Read/Lock = 1comprising a header (a 0-bit), the tag’s handle, and a CRC-16c¢ calculated over the 0-bit
and handle. If the Interrogator observes this reply within 20 ms then the BlockPermalock completed
successfully The tag reply shall use the preamble as specified in the BeginRound command that initiated
the round.
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Read/Lock = 1 and the BlockPermalock does not succeed: If the Interrogator does not observe a reply

within 20 ms then the BlockPermalock did not complete successfully. The Interrogator may issue a
Req_RN command (containing the tag’s handle) to verify that the tag is still in the Interrogator’s field, and
may reissue the BlockPermalock.

Read/Lock = 1 and the tag encounters an error: The tag shall backscatter an error code during the CW

period rather than the reply shown in Table 82 — Tag reply to a successful BlockPermalock command
with Read/Lock = 1 (see Annex E for error-code definitions and for the reply format). The tag reply shall
use the preamble as specified in the BeginRound command that initiated the round. The time Trgp.y shall
be a multiple of T1 typical (see Table 41 — Link timing parameters) with a tolerance of +/- 2.4 us so that
Trepy = N*1024/f; +/- 32/f..

Table 80 — BlockPermalock command

tag does not support block permalocking, in which case it shall ignore the command.

Command | RFU | Read/ Mem BlockPtr BlockPtr | BlockRange Mask RN CRC-
Lock Bank Length 16¢c
# of 2 8,16, 24 . 16
bits 8 8 1 2 or 32 8 Variable 16
Des 11001001 00, |O: 00: RFU Length Qf Mask Mask range;”| 0: Retain handlg
Erip Read |01:Ull Wordpointer | starting specified in current
fion 1: 10: TID 00: 8 bit address, | units&of 16 permalock
Perma [11: User |01: 16 bit specified blocks setting
-lock 10: 24 bit in units of 1: Assert
11: 32 bit 16 blo€ks perma-lock
Table 81 — Tag reply to a successful BlockPermalock command with Read/Lock =0
Header Data RN CRC-16¢c
# of bits 1 Variable 16 16
description 0 Permalock bits handle
Table 82 — Tag reply to a successful BlockPermalock command with Read/Lock = 1
Header RN CRC-16¢c
# of bits 1 16 16
description 0 handle
Upon receiving a valid BlockPermalock command a tag shall perform the commanded operation, upless the

PIMMethodT Refer to the PJM Method part of clauses 6.3.3.4.9 and 6.3.3.4. 1. AS for the ACK-PJM, see

6.3.3.4.11.2.4 and Table 57 — ACK-PJM command, this command can include multiple handles in the RN
field in order to address multiple tags. Interrogators and tags shall operate (when using this command) as
described above for ASK Method except that multiple tags can be addressed by this command and multiple
tags can reply to this command.
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7 Marking of equipment

All interrogators/readers (or the associated user manuals) shall be clearly and permanently marked stating
with which National Regulations they comply.

All interrogators/readers (or the associated user manuals) shall be clearly permanently marked to show which
Modes of ISO/IEC 18000 they support.
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Annex A
(informative)

ISO/IEC 18000-3:

MODE 1: mandatory and optional commands
required to support the ISO/IEC 15962 data protocol

2010(E)

ISO/IEC 15962 is an integral part of an RFID for item management system and defines the encoding
ata for both open and closed system applications. To enable application data to be encoded ohto

rules for
he RFID

tag and read from the RFID a number of the optional commands defined in ISO/IEC 15693-3-are required for
gn ISO/IEC 18000-3 Mode 1 tag to fulfil the functions necessary for RFID for item management. Taljle A.1 —
ISO/IEC 15693 commands required to support the ISO/IEC 15962 data protocol defines these reqyirements
and other conditions. The commands themselves remain exactly as specified in ISO/IEC15693-3.
Table A.1 — ISO/IEC 15693 commands required to support the ISO/IEC,15962 data proto¢ol
Command Function ISO/IEC 15693-3 Status | Status-to\support the
Code ISO/IEE15962 data protocol
01n Inventory Mandatory Required
02y, Stay quiet Mandatory Required for the air interface
20n Read single block Optional One of the two read commands is required
23h Read multiple blocks Optional
21n Write single block Optional One of the two write commands is required
24y, Write multiple blocks Optional
22n Lock block Optional Required
25h Select Optional Required for the air interface
26hn Reset to ready Optional Required for the air interface
27h Write AFI Optional Required
28h Lock AFI Optional Desirable for full support
29, Write DSEID Optional Desirable for full support (see Note)
2An Lock’DSFID Optional Desirable for full support
2Bh Get system information Optional Required
Get multiple block Optional Required
2Ch .
security status
Notea: Support for the DSFID is a required part of ISO/IEC 15962. For ISO/IEC 18000-3 Mode 1 tags that do not
support the Write DSFID air interface command, ISO/IEC 15962 defines a method for encoding this within
© ISO/IEC 2010 — All rights reserved 125
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Annex B
(informative)

MODE 2 and MODE 3: Phase Jitter Modulation

amplitude ——

rg 3 time

+ deg.

Figure B.1 — Phase jittermodulation

PJM conpists of two components:

1) |An in-phase (0°) powering signal I.
2) |A low level quadrature (90°) data signal +Q.

The PJM waveform is the sum of thesettwo signals. In phasor notation, these can be represented as shown i
Figure B|2 — Frequency spectrum.

Figure B.2 — Frequency spectrum
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The frequency spectrum of the phasor components are shown in Figure B.3 — Generation of PJM:

Amplitude

] A

In-phase |

3 frequercy

13.86 MHz
Amplitude

L]

Cluadrature £0

m ¥ frequency

rd

Amplitude

L]

Combined | £ 2

mm ¥ frequency

rd

Figure B.3 — Generation of PJM

In MODE 2 of this-part of ISO/IEC 18000:

e _thetinterrogator command bit rate is 423,75 kbit/s, see M2-Int:9
o “\the phase change details are defined in M2-Int: 7 and 6.2.3.2.1

I MODE 3 of this part of ISO/IEC 18000:

o the interrogator command bit rate is 212 kbit/s, see M3-Int:9
e the phase change details are defined in M3-Int: 7 and 6.3.3.3.1.2.5
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Features of PJM are:

Example

providing
impleme

Figure H

Fig

Constant amplitude signal with constant power transfer

Sideband levels independent of data rate and can be adjusted to suit regulations

Very high speed data can be transmitted because PJM bandwidth is no wider than the original
doublesided data bandwidth

Narrow bandwidth antennas do not limit high speed PJM signals. PJM can be pre-compensated to
cancel for the effect of antenna bandwidth.

a data controlled variable phase delay for generating PJM and Figure B.5 — Exampl
htation - circuit for the generation of PJM showing the various elements of a PJM signal:

b =

13,56MHz
Ay I ~>0— FIM
( ) [; L0
Signal Source :[ J-Ié D
|—O ata

.4 — Example implementation - A simple circuit for providing a_data controlled variable phas
delay for generating PJM

W

I

I
13,56 MHz | g
B
Combiner | *

Signal Source Quadrative Attanustor
Phase Shifter iodulator '

an°

Low Leval +all

—d _Fn

ire B.5 — Example implementation - circuit for the generation of PJM showing the various
elements of a PJM signal

128

© ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=d1db4143c4c35faee4e9c2eb51f68b92

ISO/IEC 18000-3:

Annex C
(normative)

MODE3: State transition tables

2010(E)

State-transition tables Table C.1 — Ready state-transition table to Table C.7 — Killed state-transition table

strattdefimreatag Tesporsetointerrogator commands— T e termm handte used i thestatestransitiom tables is
defined in 6.3.3.4.4; error codes are defined in Table E.2 — Tag error codes; “slot” is the slot-counter output
shown in Figure 43 — Tag state diagram and detailed in Annex F “-* in the “Action” column méans that a tag
neither modifies its SL or inventoried flags nor loadmodulates a reply.
C.1 Present state: Ready
Table C.1 — Ready state-transition table
Command Condition Action Next State
slot=0; matching inventoried & SL flags | loadmodulate StoredCRC reply
BeginRound ' slot<>0; matching inventoried & SL flags - arbitrate
Otherwise — ready
NextSlot All - ready
ResizeRound All - ready
ACK All - ready
NAK All - ready
Req RN All — ready
assert or deassert SL, or
Select Al set inventoried to A or B ready
Read All - ready
Write All - ready
Kill All - ready
Lock All — ready
Access All - ready
BlockWrite All - ready
BlockErase All - ready
BlockPermalock All - ready
Invalid All - ready
Note 1: BeginRound starts a new round and may change the session. BeginRound also instructd a tag to
load a new random value into its slot counter.
Note 2: “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid

executable by the tag.

parameters, a command with a CRC error, or any other command either not recognisz or not
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