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International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations,
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Introduction

General

The term “smart city” denotes the effective integration of physical, digital and human
systems in the built environment to deliver a sustainable, prosperous and inclusive
future for its citizens. A basic assumption in the design of a smart city is the ability of
the physical and digital systems to be interoperable. This standard gives governance
guidance for decision-makers on establishing a decision-making framework for sharing

City data and creating imteroperabte mformation Services.

Data has the ability to transform the city and its services, providing visibility-op the
services available, and supporting citizen interactions with those services.‘ Improving
the design and integration of city services can serve the public better and drive
innovation and efficiencies.

This standard aims to support data sharing in cities and between-cities, and the
establishment of data sharing agreements, particularly where/ata is being shared by
multiple organizations to transform the delivery of city services.

Missing data or misinterpretation of data can lead to the-wrong actions being taken by
city decision-makers. A decision-making framework for\sharing data can help ensure
that they have the best overall data ecosystem on¢which to base decisions.

Sharing data across a city requires more than the‘interoperability covered by the smart
city concept model (SCCM) defined in ISO/IEE€-30182, which focuses by necessity ¢n the
semantics of data in a city. Full data interoperability requires a

data framework to be created across the entire spectrum of data for a city: open
closed and shared data.

This standard builds on the integkated operating model defined in ISO/IEC 37106:2021
and assumes that the governahce of a smart city programme and the overall
management of the city’s,data assets has been understood and agreed upon by city
leaders and decision-makers from the organizations delivering city services.

The value of data sharing has yet to be explored by cities, as data is predominantly
currently used foer a specific purpose related to the public task, additionally data

is not viewed ‘as'an essential city asset which can be used to transform a city. Datla can
also provide_the basis for new commercial models in smart cities.

This standard defines the data framework for sharing city data to enable discussigns
between the specialists who build and design the physical and digital services and the
decision-makers using data to transform their city.

This standard is for use by decision-makers in smart cities from the public, privat¢ and
third sectors. It is also of interest to any city organization wishing to share data.

It is expected that each city will create a decision-making framework based on thjis

standard to address its own challenges and opportunities, taking into account the
priorities and needs of their city. The creation of a data ecosystem based on the
interoperability and data sharing principles in this standard could create data assets
that are used to improve the quality of life for citizens and create sustainable
commercial models to fund innovation.

© ISO/IEC 2024 - All rights reserved
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Relationship to other smart city standardization documents

ISO 37106

This standard has been built on the guidance in ISO 37106, Sustainable cities and
communities - Guidance on establishing smart city operating models for sustainable
communities . The particular components of a smart city framework which applyare:

a) [B2] Transforming the city’s operating model with particular reference to the
governance model developed and any vulnerabilities of both data and cityservices;

b) [B6] Establishing a common terminology and reference model; and

0.2.2

0.3

c) [B10] Identity and privacy management.

This standard is guidance to help with the implementation of these components of the
smart city framework.

ISO/IEC 30182

The smart city concept model (SCCM) described in ISO/IEC 30182,)Smart city condept
model - Guide to establishing a model for data interoperability’addresses the dafa
interoperability issues that arise as a result of each sector(and/or service in a city
having its own model and terminology that it uses for data’ This standard defines|the
data framework that addresses the other areas that affect interoperability, such as
access rights, privacy, availability and formats. These other areas are also barriers to
interoperability and portability which impact the.design of the physical and digitd
services.

—

This standard addresses the barriers other than the semantics addressed in ISO/IEC
30182 , to enable data interoperabilityand portability, and the sharing of data ard
information services in a smart city.

The data framework identifies all’elements which will be needed to deliver the fqur
key types of insight when data and services are appropriately shared:

operational, critical, analytical and strategic insight. (See ISO/IEC 30182:2017, Clpuse
0).

Relationship tawbuilding information modelling (BIM) standards

The following documents are considered to be the foundational standardization
documents tolbe used as part of a whole lifecycle approach to the built environment for
BIM Leyel.24n smart cities.

Thisstandard assumes that the ISO 19650 series is used for all BIM Level 2 building and
infrastructure assets in a smart city and that asset procuring organizations use them|as
part of their overall digital and smart strategies.

° ISO 19650-1, Organization and digitization of information about buildings and divil
engineering works, including building information modelling (BIM) - Information

- . R K o . ol s Daieda . D l .
ITIariagiTicTit UsTiTg DUndinTg Tiurtimatiurnm TmudcidlTsg = rart 7. COTNICCTPLS arid ™1 IllL.lp eS,

° ISO 19650-2, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 2: Delivery phase of the
assets;

° ISO 19650-3, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 3: Operational phase of the
assets;

© ISO/IEC 2024 - All rights reserved
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ISO 19650-4, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 4: Information exchange;

ISO 19650-5, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 5: Security-minded
approach to information management.

© ISO/IEC 2024 - All rights reserved
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Scope

This standard gives guidance on establishing a decision-making framework for shari

data and information services in smart cities.
It covers:

a) typesofdatainsmartcities;

O

establishing a data sharing culture;

ng

o 0N

purposes for data use;

D

)
)
) data value chain - roles and responsibilities;
)
)

assessing data states;

—h

) defining access rights for data; and
g) dataformats/formatof transportation.

This standard aims to support the sharing of data and informatien services within c
For some cities there will also be a need to establish specifiec data sharing agreement
particularly where data is being shared by multiple organizations atonce.

This standard supports a transparent approach to making decisions and creating sp¢
data sharing agreements in order to fully realise the)benefits and value of data and
information services in a city.

Missing data or misinterpretation of data can-lead to the wrong actions being take
city decision-makers. A decision-making framework for sharing data can help ensur
they have the best overall data on which-to base decisions.

This standard does not cover:

a) national security issues;

b) good practice for use of'data by the citizen;

c) existinginteroperability agreements between cities;

d) defining application programming interfaces (API) networks; or

e) any data(sharing rules and regulations specific to a particular jurisdiction. It

assuméd) that a security-minded approach to data sharing is used by cities.

NOTE 1~ Further details on the areas not covered in this standard, including informa
on rélevant standards publications, are givenin Annex A.

This standard is for use by decision-makers in smart cities from the public, private an
third sectors. It is also of interest to any city organization wishing to share data.

Terms and definitions

ties.
S,

bcific

h by
b that

tion

2.1

For the purposes of this standard, the terms and definitions given in ISO 37100 and t
following apply.

closed data

data which has been restricted for use

© ISO/IEC 2024 - All rights reserved
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data

recorded information
[SOURCE: ISO 22005:2007, 3.11]

data framework

classification of data assets as either metadata, reference or thematic data

data spectrum

2.5

2.6

2.7

2.8

2.9

2.10

differentiatiomrof dataassets omrthe basis of whether theyare consideredctosed;
sharable or open

data value chain

intelligent use, management and reuse of data to deliver insight

derived data

data item used in analysis and/or tables derived from one orgmore source data items
and/orcategories

[SOURCE: ISO 20252:2012, 2.2]

metadata
data that defines and describes other data.JSOURCE: ISO 24531:2013, 4.32]

open data

data that can be freely used, modified, and shared by anyone for any purpose

reference data

data that defines the set'of permissible values to be used by other data fields

thematic data

patterns of dataywithin the data framework that are deemed important to support
provision of City services and the four levels of insight in the city

Data Sharing

The SCCM detailed in ISO/IEC 30182 is a basis for understanding the semantic
interoperability of data in a smart city. This governance standard assumes the city h3
utilized the concepts in the SCCM as the basic building block of data interoperabilit
their city. This use of the SCCM can enable the four levels of insight - operational,

the

NS
y in

criticat, amatyticatand strategic—to beactieved fromrthedata:

However the use of the SCCM guidance alone does not address all the barriers to data

sharing in the city. Other aspects of data also need to be understood to create an
appropriate framework for data sharing in a smart city.

To achieve effective data sharing, seven key data sharing areas are deemed to be
additional barriers and should be considered individually and collectively by the city

a) types of data;

b) establishing a data sharing culture;

© ISO/IEC 2024 - All rights reserved
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c) datavaluechain;

d) purposes for data use;

e) assessing data states;

f)  defining access rights for data; and

g) dataformats/format of transportation.

This standard guides cities on these areas to address in order to establish a data

framework to share data. The sharing models which are covered within the scope of this

standard are:

4.1

a) public sector and public sector;

b) publicsector and local business or community;

c) publicsectorandcitizen;

d) business or community and business or community; and
e) business or community and citizen.

Whilst this standard does not cover data sharing between citiZen and citizen, cit
should make provision to allow a citizen to make requests related to the data it
and shares. The city should also be able to respond to this request in a timely m
and keep an audit trail of these interactions.

Types of data

General

As local authorities transition to becoming smart cities, existing data assets form thq
initial data framework that is used as the initial evidence base for decision-making b
on data. The city collects, processes and validates data for the essential operation of|
services provided to citizens. This city data estate resides largely in disconnected leg
systems which are cumbersome and costly to change and cannot be operated in new
ways. Some investmentissrequired in technology to unlock the value of data that re
in these legacy systems. This transition is not technology-led - rather technology is
enabler - it is data=led.

This is to allow the existing city data to continue adding value, alongside the ng
data which(the city creates, for example from sensors forming part of its new
transport-infrastructure.

Understanding the data assets of a city is the first step in creating value from the da
andmaximizing the value of the data assets to the city. Concepts, of themselves, ar
sufficient to derive value from city data and it is important to understand that the

physical location of the data - the technology in which the data resides - is not the i
Irrespective of the source and state of the data assetsin a city, acommon data fram

es
holds
Aanner

ased

acy

sides
hn

w

ta
e not

ssue.
pwork

can be created that reflects the data estate from which the city can derive value. Th

S

requires a data-centred approach - a new way of thinking about data - that develops

the SCCM model articulated in ISO/IEC 30182.

Unlocking value from data requires the city to understand the value that can be created
from data beyond the dataset approaches which prevail within cities, and indeed across

regions, territories, and nations.

© ISO/IEC 2024 - All rights reserved
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4.2 Thedataframework

4.2.1 General

As shown in Figure 1, the data framework for a smart city classifies the data assets as
either metadata, reference data or thematic data. The data framework shows how
current city data assets are transitioned from the existing siloed service provision to an
interoperable data estate. The data framework also supports the collection, processing
and analysis for future heterogeneous data streams that will become the norm as we
transition to a connected Internet of Things landscape.

The data framewaork st |ppnrfc the active managnmnnf of data acraoss the entire data

('1/

lifecycle (see Clause 7, where the data value chain is covered in detail). (.Lba

Q
Figure 1 Dataframework ‘e
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4.2.2 Infrastructure

Infrastructure is a system of facilities, equipment and services required for the
operation of a city. This encompasses both physical and data infrastructure, and all
resources including technical, supporting services and people which are required to
support the successful delivery of city services.

© ISO/IEC 2024 - All rights reserved
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Governance of infrastructure in a smart city is complex due to the multi-agency
operating model which can comprise of many organizations who are likely to have
differing approaches to Information Technology (IT) governance. I1SO/IEC 38500 contains
the guiding principles each organization providing smart city infrastructure can use. It
focuses on both the current and future use of IT including management processes and
decisions related to the current and future use of IT.

4.2.3 Metadata

Metadata is used to summarize basic information about data to enable it to become
more easily discoverable by both humans and computers. Metadata can facilitate
understanding of the provenance of data within the data iramework and suppor
appropriate data policies, licenses and regulation. An example of metadata in admart city
data framework is the data relating to the voluntary services organizations who.deliyer
city services on behalf of the city to citizens. Metadata exists in all cities but the
availability of metadata might differ depending on the size of the city, whether the dity is
predominantly urban, rural or is in a coastal setting, and the maturity.of the city’s data
framework.

Metadata has the added value of being able to be used for analysis and comparisgn
purposes across a number of cities, or indeed at national level. When metadata is
shared, consideration should be given to any metadata which has been created and the
data framework updated to reflect the security, access*and control rights to be
considered for the metadata created.

4.2.4 Reference data

Reference data usually consists of a list of permissible values and/or textual
descriptions and is used by a business. process to drive value from data. This reqyires
an agreed vocabulary approach in order for this data to support the business
processes across the many servicesy organizations and departments in a city. In &
smart city data framework there*are organizations who supply a humber of services
to the city, or products/seryices which are operated as shared services by the city. An
example of smart city refeérence data is that of a vehicle specification about a
transport fleet used t@ determine its suitability to meet a number of service negds.
This reference data is.unlikely to be unique to a specific city, however because it [is
relevant to a specific service provision and might be based on legacy approaches, it
is unlikely to beruseful for cities to use for comparison or benchmarking across dities.

S

4.2.5 Thematicdata

Thematic data in a city will initially be the datasets and legacy data that are crepated,
precessed and managed by the city in order to deliver services to citizens, such af the
data related to the provision of adult care services. The metadata and referencel data
within the data framework with the thematic data supports the city as it moves
towards the provision of citizen-centric services for adults with all data becoming part
of the wider healthcare service data for the city. At this point, it becomes possible tp

consider attributes that exisStacross a number of City Services,; attowinga city to
understand the characteristics of the thematic data and what constitutes a set of data for
the city service. In this scenario, healthcare service data forms a set of data in a city which
of itself has specific value, and allows a city to understand the challenges and
opportunities which exist.

© ISO/IEC 2024 - All rights reserved
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The data spectrum

General

In order to understand how a city can maximize the value of its data, it is important
that the data framework classifies data for use and also differentiates the data it holds
on the basis of whether it is considered closed, shareable or open. The extent to which
the restrictions have been implemented can vary dependent on the security, access
and control requirements. The use of data within the data spectrum is restricted to the
use, reuse and the purpose for which data can be shared. 1SO 31000, Risk management
- Principles and guidelines outlines good practice on the management, assessment and

4.3.2

4.3.3

analysis of risk and can be used by cities when implementing the data framework

An appropriate risk management regime for the sharing, publishing and reusé of data
should be established and implemented.

Closed data

Closed data is data which has been restricted for use. This data hasbeen designated|as
information that is not permitted to be shared. In a city, this datadncludes payment details
for citizens within a specific service, such as their council tax.

Shared data

The shared component of the data spectrum is the-data which exists which cannot be
considered as either open or closed data. This varies’between cities and is assumed o
represent the majority of the data in a city.

This standard looks in detail at:
a) the suitability of sharing data for new purposes (see Clause 9); and
b) access rights to data (see Clause 10).

It is important as part of the data spectrum to understand there are three top level
access restrictions which apply to shared data:

1) specific access is when data is made accessible by the data owner to either named
individual(s) or named organization(s);

2) group accessis when data is made available to specific groups of people or
organization(s) based on predetermined criteria; and

3) publicaccess is when data is made available publicly but only under certain terms and
conditions that cannot be considered open.

Pubtishers of city data have a duty of care when restricted data is considered for shgring
torensure that potential harm to individuals or assets is considered prior to publicatjon.
An example of shared data such as this is COMAH (control of major accidentsand
hazards) data.

Case study 1 inAnnex A gives an example of the benefits of shared data with public

4.3.4

access.

Opendata

This standard uses the definition of open that is maintained by the Open Project?.
“Open” means anyone can freely access, use, modify and share for any purpose (subject
at most to requirements that preserve provenance and openness). This definition is also
used to determine whether data can be classified as open data.

Case study 2 in Annex A gives an example of a city publishing open datasets.

© ISO/IEC 2024 - All rights reserved
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Data usage

For all types of data within the data framework, it is important to consider the data
usage when deciding on the value that is created from that data. Metadata and
reference data determine the provenance of the data and in particular its state, for
example raw, processed or archived. In some cases it is appropriate to use static data (a
snapshot of data created to be used for some future purpose). Temporal data (data that
varies over time) might also be used to create snapshots of scenarios in a city for future
use. Versioned data (data that represents a data update cycle) might also inform
scenarios and should also be considered in a city.

Consideration should also be given to the data structures used within the data

4.4

framework when determining the data usage. This is covered in more detailin Clause 11.
Temporal and versioned data is important in order to understand the patternscofidata
which form the four key types of data insight required when sharing data in‘a.city:

a) operational insight examines the characteristics of things such as buildings,
communities and organizations, using data to evidence and improve their valug for
the city or deliver a service;

b) critical insight is gained from the real-time monitoring of in€idents and current cases,
involving all relevant organizations from across sectors, Who work together to a¢hieve
the desired outcome or response or deliver a service;

c) analytical insight is the exploration of the data framework to determine patterins,
correlations and predictions, allowing the deyelopment or innovation of systemg or
services, or the evidencing of challenges and’ opportunities for the city; and

d) strategicinsight is the overarching appreach that examines outcomes related tg
strategic objectives, decisions and plans.

Deriveddata

One aspect of smart city data sharing that is still largely untapped is the role of deriyved
data and how it can contributecto the value of city data. Derived data has traditionally
been created to support the performant processing of data attributes for processing.
Derived data is when ofiejor more measures used by a city are combined from one or
multiple datasets tq create new data attributes, which are then used during the
exploration of data-and appear in any resultant analysis.

As part of the processing that is performed to achieve the four key types of data ingight,
derived data js created as snapshots for particular scenarios, allowing the appropriate
data to.be-explored for insight. Derived data is a key resource that a city uses to
understand and respond to the challenges and opportunities experienced. For example,
ed@e¢ation data might be used along with transport data to gain strategic insight frgm the
derived data about potential impacts on education provision when planning major ¢ity
ihfrastructure initiatives.

Data creators and decision-makers should be aware that there are risks associated with the
aggregation of data, by accumulation and/or association. This might result in derived data

4.4.1

being created that relates to, or reveals sensitive information. It is important to ensure
that any change or creation to the derived data is re-examined in order to ensure whether
it is allowed to be shared or published.Commercialization of data

General

The open data movement has articulated that making data available free and open at
the point of use adds value for the owner of that data and allows entrepreneurs to
extend existing businesses or begin new companies to monetize the open data by adding
value. The data within the data framework which should be considered for
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commercialization extends beyond open data to consider shared data. These valuable
resources created from the smart city’s data framework require curation and add
significant value by creating social, economic and environmental resources for the public
good. The data created in a city are not just created by the city but by organizations which
support the delivery of services in the city from either

the private or third sector. Putting the data into the data framework creates visibility and
facilitates unforeseen exploitation. The use of this shared data as part of a
commercialization model will require negotiations with all the data creators involved. To
ensure the continued curation and publication of this data - particularly at city scale - it
will require a new approach that provides sustainable funding. Sustainable funding would
1 1 wi votuti Tty TS u

4.4.2 Demand-led model

The initial supply-driven approach to making open data available, as a result of the work
of the Open Data User Group (ODUG) has been superseded not just in the UK but
globally. The new approach is a demand-led approach to the

curation and publication of open data. This demand-led approach:is based on the
publication of data for which there is an audience who can articulate the value of the
release of the data.

Case study 3 inAnnex A gives examples of some of the benefits of a demand-led modlel.

In a smart city context, a new approach is needed,te‘data curation and publication {f the
initial building block created by the release of openrdata from cities is to be extended to
include not just open data, but shared data.

There is an opportunity for cities to evolve:.commercial models for data that they curate
and publish. This commercial opportunity‘exists for the combination of open and shiared
data and business models should be-ised to add value beyond the four levels of insight
(see Clause 4) for the city and city s€rvices. The city should examine business models that
build on the open data alreadyreleased and include any or all of the shared access data
that the city holds, where access is currently restricted.

As evidenced with the ppen data agenda, a supply-led approach to these new models is
unlikely to lead to a commercial funding model that contributes to or wholly funds he
curation and publigation of data shared commercially by a city.

A demand-led(@pproach should be used for city shared data; this can also highlight [the
commercialopportunities to collect, process, curate and publish new shared city data.

As depieted in Figure 2, the commercialization opportunities diminish in direct
proportion to the closing of data. In a city where the curation and publication apprpach
resutts in the majority of data that could be shared remaining closed, this limits the
commercial opportunities. By contrast, a city which explores the opportunities which
exist with both open and shared data will be able to evolve new commercialization
models to fund the data framework.
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4.4.3 Commercial model
One of the keys@locking the demand-led open data agenda was the need to
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Many co

<Sge creation of an evidence base that understands the demand, showcases what daga
i

o
o

understand w@ umed the data that had already been released, and to providg a
mechanis -any citizen to request more data based on the presentation of a use|case.

ugﬁs are now using the demand-led approach to open data pioneered by
ODUGO%‘NS approach has the additional benefit for cities in that it prioritizes requepts for
da th the data framework.

sts and makes that data discoverable, helps a city determine the commercial valye of
shared data. This can allow commercial models based on incentivizing the safe and
secure sharing of data to be developed.

4.4.4

Case study 4 in Annex A showcases the exploration of a commercial model.Not all of the
data in the data framework is necessarily chargeable: the city as the authoritative source
of this data should consider which data might be released as searchable and open, as this
evidence of demand can highlight further commercial opportunities.

Research-based model

A research-based approach to commercial opportunities for city data should also be
explored. This requires an investment to explore the data that a city holds using
statistical, mathematical and data science techniques, however thisinvestment could
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enable incentives for sharing to be understood and possible commercial models that
could be applied to emerge. Case study 5 gives an example of the potential benefits of a
research-based approach to urban planning.

The outcomes of data sharing can be quantified using a pre-determined scale. Using a
scale around outcomes can support a city’s ability to monitor and report on data sharing
outcomes, to encourage appropriate changes to the approach. This mechanism could be
as simple as a 1-5 scale of effectiveness / impact. A5, for example, would indicate that
the particular outcome of data-sharing provides a significant benefit that was otherwise
not able to be realised. Adding elements which track effort and/or risk might also be
useful.

5.1

5.2

Whichever approach is taken to understand the business model that maximizes the
opportunity to commercialize shared data, it is important that the outcome of~data
sharing is measurable.

Establishing a data sharing culture

General

The result of the city transitioning to managing data as an-asset in its own right andin
collaboration with other significant data owners in the city’is a fundamental change to
the way in which legacy data has been viewed by the city authorities.

Guidance note [B2] from ISO 37106 - Transforming.the city’s operating model should be
used as a starting point for understanding how, té manage data as an asset.

This recommends specific data leadership within the city and coordination of all thq
owners of data within the data framework? Coordination of activities to

0]

establish a data sharing culture should have appropriate focus on understanding th
demand for the data and the most@ppropriate mechanisms for ensuring that datai
discoverable.

[72)

When sharing or publishing'data, particular care should be taken to address safety and
security considerationsInparticular, steps should be taken to identify and protect
information that could impact on the safety and security of individuals, services, sensitive
assets and systems,.and the benefits which city assets and systemsexisttodeliver.

Identifying the benefits of datasharing

As part efthe transition to a data sharing culture, the city should articulate the

benefitS/of this transition to all organizations with a role in the new city operatin
madel. The benefits will initially accrue from having a single view of city data via[the
data framework.

LA

There are many technical options to achieve this transition and it is not necessary to
combine data in a single technical implementation, provided all the data is accesgible
for discovery. Indeed, as cities transition from using structured data - which is the

predominant city data prior to the adoption of the IoT - to curating loT and other
streaming data - which is either unstructured or semi-structured - NoSQL technologies
and cloud services built for this data will need to be used.

From a technical viewpoint, what is important is that technologies used are loosely
coupled and interoperable, to prevent the technology being a barrier to unlocking the
benefits of data sharing.

Irrespective of the technologies employed, the value of the data framework is derived
from harnessing shared data estates rather than the current data silos built as part of
individual city services. It is important for cities to understand the security and
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resilience advantages of a shared data estate rather than a single data repository for
the data framework.

The benefits of this approach can break down any barriers between data providers and
prevent the creation of barriers in the future. Consideration should be given to changes
which take place in organizations over time and a mitigation strategy developed to
include contingency measures for the continuity of service, including key personnel.
The data framework can allow cities to explore duplications or enhancements for
existing services and discover new opportunities to provide new services based on
insight from the data. A single view of the city data can highlight improvements and
efficiencies and help cities understand how best to improve service delivery.

5.3

5.4

Knowledge creation approach

If cities merely transition the technology they use to create a data sharing culture, th
can enable some of the value to be derived from the data framework and.some datfa
capacity to be created with this incremental change. Data sharing in sfmart cities hag the
potential to create not just incremental change, but a step change forthe city that
creates not just data capacity but data capability: this requires a knowledge creatio
approach.

=.

S

=)

A knowledge creation approach is focused on ensuring thatdata is federated beyond
data specialists, and is in the hands of the majority of the domain specialists, respopsible
for management and oversight of city services. Domain“specialists and data users nepd a
method of discovering and accessing the data within'the data framework on demangd, as
part of their business as usual process. The provision of a feedback loop should be
developed to monitor and prevent errors in the data, creating a dynamic data resodrce
for all. Any updates or revisions to the data within the data framework should be
transparent in order to ensure that the‘provenance of the data is maintained. A data
framework which is designed and implemented in this way can reduce duplication gnd
provide a better user experience fofall within the city. Additionally this can allow cifies
to benchmark themselves against other cities, and understand similarities and diffefences
on a regional or national basis.

Promotingtrustand participation

In addition to the need for a city to articulate the benefits of data sharing, it is impgrtant
to determine how/to build a trust model that can be shared with citizens and used fo
develop a citizen participation model for citizen data that is shared by the city. A digital
ethics code should be developed in consultation

with citizens to provide publicly available guidance related to those citizens who will be
providing their data to the data framework. One approach would be the developmgnt of
a\shared data charter explaining why and how data will be used for each of the top|level
access restrictions that apply to shared data, in order to promote trust and participgtion
across the entire data spectrum

Case study 6 inAnnex A gives three examples of existing open data charters in cities,

5.5
5.5.1

illustrating the basis for the creation of shared data charters. A shared data charter
should identify the security measures to be used by data owners to underpin the trust
model for the city.

Anonymization of data

General

As anonymization is a key technique for smart city data sharing, an overview of the
guidance needed has been included in this standard (see 5.5.2).
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The term “anonymization of data” refers to data that does not itself identify any
individual and that is unlikely to allow any individual to be identified through its
combination with other data.

Anonymization of asset data should also be considered by cities. Examples of asset-
related data sets where anonymization would be required include those containing:

a) information on alarms connected to response centres with automatic police response;
b) some COMAH data; and

c) energy consumption at building or occupier level.

identifiabledata, local laws and registrations will inform the approach which«eeds
to be taken. Although it is not always possible for anonymized data to be cémpletely

risk-free, ratheritispossibletomitigate theriskof reidentificationuntilitistemqate. If
the risk of re-identification is likely, the information should be regarded-as personfal
data.The term “re-identification” describes the process of turning anonymized datp
back into personal data through the use of data-matching or similar techniques.

Anonymization - key points
The key aspects of anonymization of data in cities are:

a) data protection law does not apply to data rendered anonymous in such a way
that the data subject is no longer identifiable;

b) fewer legal restrictions apply to anonymized{data;

c) where the anonymization of personal ‘data is possible, it can help service socjety’s
information needs in a privacy-friendly way;

d) can help all organizations that need to anonymize personal data, for whatever
purpose; and

e) can help cities to identify, the issues that need to be considered to ensure the
anonymization of persofal data is effective.

Governance and managementof anonymization

It can be easier to'seek to use anonymized data in new and different ways becausgthe
local laws domnot’apply, for example the UK data protection laws on purpose
limitation rulesdo not apply. Anonymizationallows organizationstomakeinformation
public whitestillcomplying with theirdata protectionobligations. Thedisclosurepf
anonymized dataisnotadisclosure of personal data - even where the data controller
holds.the key to allow re-identification to take place.

The city should work with organizations processing city data to put in place an effegtive
governance structure in relation to their anonymization processes. This can suppoft
dealing with complaints to regulatory authorities about the processing of perspnal
data including its anonymization, or if a regulator carries out an audit. A thorgugh

oy | 1 . 1o Lol lo | " bl 1l Lole ol ol . o | £
FISA AlfatysSis STTUULU DT LAl TIicTlu UUL UTT LT TTATUTTOUU alTUa PpULTTILUIAt CUTTISTUUTTICTS Ul re-

identification at the initial stage of producing and disclosing anonymized data.

The risk of re-identification differs according to the way the anonymized information is
disclosed, shared or published. Publication to the world at large is more risky than
limited access; limited access allows the disclosure of richer data but relies on robust
governance and contractual arrangements. In cases where the consequences of re-
identification of anonymized data could be significant - for example, because it would
leave an individual open to damage, distress or financial loss - the city should work with
organizations processing city data to:
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a) seek the data subject’s consent for the disclosure of the data, explaining its
possible consequences;

b) adopt a more rigorous form of risk analysis and anonymization;

Cc) insome scenarios, such as those where the consequences of the risk of re-

identification could be significant, the data should only be disclosed within a properly

constituted closed community, and with specific safeguards in place;

d) provide information on personal data collected and the purpose for which it is used;

or

e) ensure that spatial data related to objects cannot be used to reveal the identity

or

5.5.4

5.6

5.7

patterns of life of individuals or groups of individuals.

Mitigating re-identification risks

Re-identification risks can occur across the lifecycle of de-identified data‘in a sm
city. These risks can occur as a result of any organization which whal\is“involved in
creation of de-identified shared or closed data in the smart city,-ISO/IEC 27559
provides a technology agnostic framework for identifying and mitigating risks whi
be used to support compliance and regulatory requirements.and relevant privacy
principles.

Spatial data

Spatial data is any data with a direct or indirectyreference to a specific location @
geographical area. Spatial information includes postcodes, GPS data, trajectories
path of a moving object or person) and mdp.references, and these sometimes con
personal data. The approach cities shoul@;take to handling spatial information is
dependent on available related information, and the size of the dataset they are
with. To avoid disclosure of personalidata, and to reduce re-identification risk, fg
types of spatial information, thefemoval or blurring of certain elements should b
considered, for example, using)partial postcodes rather than full postcodes. Smal
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numbers in small geographical areas present increased risk but this does not mean that

it is necessary to remoyve small numbers automatically. For example, removing nu
relating to five or ten individuals or fewer might be a reasonable approach for
minimizing risk of_identification in a proactive disclosure scenario. People’s traje
are particularly(sensitive and will require special treatment.

Using ashared language for data governance

In a cityJit is important that the language used for the sharing of data is common
thecity and city organizations in order to ensure that appropriate governance is i
place. Ensuring appropriate governance requires leadership and comprehensive
coordination from the city. This governance should include consideration of any i
around data quality, to enable the correct actions to be taken when sharing data
the appropriate access across the data spectrum.
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5.8

TN some jurisdictions regutation will require that the city has the appropriate opt-

out

process and an auditable trail of evidence in place to prove that information has been

removed once a request for removal has been processed.

Data sharing in practice

Although different jurisdictions have different regulatory regimes smart cities glo
operate a multi agency model and in practice there are two key scenarios for the
sharing of personal data: systematic data sharing arrangements as well as ad hoc
one-off requests (see 5.8.1).
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“Data sharing”in a smart city setting means “the disclosure of data from one or more
organizations to a third party organization or organizations, or the sharing of data
between different parts of an organization”.

Data sharing can take the form of:

e areciprocal exchange of data;

e one or more organizations providing data to a third party or parties;

e several organizations pooling information and making it available to each other;

e  several organizations pooling information and making it available to a third partyor

5.8.1

6

parties,
e  exceptional, one-off disclosures of data in unexpected or emergency situations]or

e  different parts of the same organization making data available to each other.

Two types of data sharing

Some data sharing doesn’t involve personal data; for example where only statistig
that cannot identify anyone are being shared. In smart cities'there are two key types
of data sharing:

(%]

a) systematic, routine data sharing where the same data'sets are shared between the
same organizations for an established purpose; and

b) exceptional, one-off decisions to share data-forany of a range of purposes.

Different approaches apply to these two types:ef.data sharing. Some of the good practice
recommendations that are relevant to systematic data sharing are not applicable to|one-
off decisions about sharing. Systematic.data sharing generally involves routine sharing of
data sets between organizations for an agreed purpose. It could also involve a group of
organizations making an arrangement to pool their data for specific purposes.

Adopting the good data sharing-can help organizations to collect and share personalidata
inaway that complies with regulation, is fair, transparent, and in line with the rightg and
expectations of the peoplé.whose data is being shared.

Much data sharing in cities currently takes place in a pre-planned and routine way. As
such, it is governed by established rules and procedures. However, as cities realise the
value from the data framework, they might decide, or be asked, to share data in sityations
that are not covered by any routine agreement. In some cases, this might involve a
decision abeut sharing being made in conditions of real urgency, for exampleinan
emergengy situation.

Data protection reform

General

At the time of writing, new data protection legislation has or is being introduced Across

the world. In many cases terminology differs in each jurisdiction. It is important to
establish the terms which should be used in the specific jurisdiction which apply to the
smart city to ensure that the implementation of this standard has been adapted to the
specific data protection setting.

This standard provides some overarching guidance (see 6.2 to 6.10) based on best
practice advice recommendations to prepare for data protection compliance which is
applicable to the smart city implementing this standard. This will not contain all the
guidance necessary in the applicable data sharing jurisdiction. Further reading on
regulatory setting is listed in the Bibliography.
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Emerging data protection regulatory regimes are a window of opportunity for cities to
create the data framework for the open and shared data across the data spectrum. The
data framework is an ideal governance mechanism for building data protection
compliance. Adoption of this standard to initiate data sharing for a smart city also
helps support the business case for the transition of existing technologies that are not
considered adequate to ensure regulatory data sharing compliance.

Awareness

It is essential to start planning an approach to compliance as early as possible, and to
gain buy-in from key people in the organization. It might be necessary, for example, to

6.3

6.4

put new procedures in place to deal specifically transparency and individuals’ rights
provisions. In a large or complex business, this could have significant budgetary, I,
personnel, governance and communications implications. Implementation 6f regulatory
compliance requires detailed planning for all the organizations which contribute and
consume data from the data framework. It is recommended that should be led by|the
city to ensure all affected organizations are included.

Information thatis held

It is a requirement of many regulatory jurisdictions to assess'and document what
personal data is held, where it came from and who it is shared with. It might be
necessary to organize an information audit, across the’organizations within the city, or
for particular city services. This is particularly important for a smart city to recognize
privacy rights for a networked world. For exampl€, if inaccurate personal data is held
and shared with another organization, the other organization is required to be
informed about the inaccuracy so it can correct its own records. This is not possifle
without knowing what personal data issheld, where it came from and who it is shgred
with. This information should be documented. Doing this could also help organizations
to comply with the accountability Fequirements of the regulatory setting which if
applicable requires organizations*to be able to show how they comply with the data
protection principles, for example by having effective policies and procedures in
place.Communicating privacy information

Currently, when personal data is collected, there is a requirement to give people
certain informationy, such as the identity of the organization collecting the informiation
and their intended*use of the information. This is usually done through a privacy
notice. In some jurisdication there is additional information that is required to bg
shared, for{lexample the data retention periods. Individuals have a right to complain to
a regulator/if they think there is a problem with the way their data is being handled. It
is best practice that the information to be provided is in concise, easy to understand
and’clear language.

Subject access requests

The rules for dealing with subject access requests vary across jurisdictions in many
cases it will not be possible to charge for complying with a request and there is usually

a time limit when a reply must be sent. In some jurisdictions they may also be
different grounds for refusing to comply with subject access request, for example
manifestly unfounded or excessive requests may be able to be charged for or refused.
If refusing a request, policies and procedures will be required to be in place to
demonstrate why the request meets these criteria.

Organizations are often required to provide some additional information to people
making requests, such as data retention periods and the right to have inaccurate data
corrected. If the organization handles a large number of access requests, the impact of
the changes could be considerable, so the logistical implications of having to deal with
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requests more quickly and provide additional information will need thought through

carefully.

A new operating model based on data sharing for a city could ultimately save a city and
city organizations a great deal of administrative cost if they can provide people with

the ability to access their information easily online. It is recommended that
organizations consider conducting a cost/benefit analysis of providing online acce

Consent

SS.

The city should work with organizations processing city data to review how they are

seeking obtaining and recording consent and whether thev need-tomake anvch
=2 S S 4 Y

nges.

6.6

Usually consent has to be freely given, specific, informed and unambiguous.

Consent is usually a positive indication of agreement to personal data being)proce
it cannot be inferred from silence, pre-ticked boxes or inactivity. If an organizatic
relies on individuals’ consent to process their data, they will be required to make
it meets the regulatory compliance in their jurisdication. If not, the erganization
be required to alter its consent mechanisms or find an alternatiyve, to consent.

Consent is verifiable and individuals generally have stronger rights where consent
relied upon to process their data. It is recommended that the mechanisms used f¢
recording consent are reviewed to ensure an effective audit trail is created.

Privacy regulationrelated to children’sdata

In some jurisdictions regulation has been updatéd relating to the sharing of data f
children. Smart cities should consider whether it is an optimal time to consider p{
systems in place to verify individuals’ agesand to gather parental or guardian consg
for the processing of children’s data as:they adopt the data framework.

This processing of children’s data could have significant implications for children’
services in a city where their personal data is collected as part of the service pro
When collecting and sharing children’s data it is recommended that any documen
is in language that children'will understand.Data breaches

Some organizations aré already required by regulators to notify the regulatory authorit]
possibly some other bodies) when they suffer a personal data breach. This will be n¢
many organizatjens: Not all breaches are usually required to be notified to the
regulatory autharities, only ones where the individual is likely to suffer some form
damage, such as through identity theft or a confidentiality breach.

In some.cases, an organization will be required to notify the individuals whose datq
beensubject to the breach directly, for example where the breach might leave then
open-to financial loss. Smart cities are advised to develop policies and procedures
mianaging data breaches, whether at a central or local level. A failure to report a b
Wwhen required to do so could result in a fine, as well as a fine for the breach itself.

In conclusion, it is recommended that a smart city and the other organizations sharing data
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the data framework makes sure they have the right procedures in place to detect, re

ort

7.1

and investigate a personal data breach.

Data value chain

General

The data value chain is a mechanism through which cities can view the flow of data
from the point that it is collected throughout its entire lifecycle. Each city has its own
flow of data and needs from data, but the four key levels of insight within a city are
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created by analytical processes which turn the data framework into different kinds of
actionable intelligence.

The city should ensure that any risk of an adverse impact on an individual, organization
or asset is considered prior to the sharing of the data from the data value chain. The
data value chain depends on a blended technology ecosystem in a city which acts as
disruptive force to understand traditional, static practices and supplant them with
innovative, purpose-built solutions based on data analytics. Essentially this transforms
datainto an additional city asset.

The data value chain as shown in Figure 3 has the power to disrupt cities with new ways
of thinking and doing. The data value chain also has the ability to unify disparate city
services by putting data - knowledge - into the hands of decision- makers - not just data
specialists. A data value chain should be used across each department or orgapizatipn in
the city, informing daily workflow. This approach can support decision-making with data
from the simple deployment of resources, the strategic placement of those resources, to
the ultimate value those resources provide in return.

Figure 3 Data value chain
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7.2 Data roles

7.2.1 General

Although individual cities have their own data value chain, there are five key roles to
be fulfilled in order to maximize the impact of the data framework in a city.

© ISO/IEC 2024 - All rights reserved

17


https://standardsiso.com/api/?name=a3aee40c46e34bc4af2d1f17e30eb271

ISO/IEC 17917:2024(en)

The roles that exist across the data value chain include:

a) datacreator (see 7.2.2);

=)

)

) data owner (see 7.2.3);

) data custodian (see 7.2.4);
)
)

o 0N

primary publisher (see 7.2.5);

D

secondary publisher (see 7.2.6);

—h

) users (see 7.2.7); and

[{ o]

) othercities. (cnn 72 R)

7.2.2

7.2.3

7.2.4

7.2.5

772.6

Data creator

The data creator role defines those organizations who both collect and/or”transforn
for the city or its services. This role can be passive where the organization is respons
for the creation of data for a city, as part of the provision of a city service, for exam
the creation of the city data relating to the location of lamppostsn, the city. Additig
this role can be a reactive role where operational insight data is<ollected and is
transformed to provide the city with critical insight, for examplé a transport operat
city who supplies data collected from cameras in the event-of an critical incident. Fo
derived or aggregated data, the data creator is the provider of the process which
transforms the data created by others.

Data owner

The data owner is the designated curator for the data related to a city service on be
of the city. The responsibilities of this rolednclude the authority to change the data
where appropriate and maintain the transparency for the provenance of the data v
the data framework on behalf of the ¢ity.

Data custodian

The data custodian role differs to the data owner role as this organization does not
the data, it merely is the custodian of the data for a specific purpose or task related
the provision of a service within the city. See case study 7 inAnnex A for an example

the difference in-the roles of data owner and data custodian in city service provisiop.

Primary publisher

The primary publisher role relates to the organization that performs the publicatio
for all'data across the data spectrum. All sources of data can be viewed by the
organization who performs this publisher role, all data however might not be publi
Rublication of the data depends on which part of the data spectrum the data belon
and the access restrictions which apply.

h data
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half
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Secondary publisher

In a smart city an additional publication role exists. The publication of some of the data

on the data spectrum is facilitated by the primary publisher. As a result, for some of

the

published data an organization creates additional value from the city data which has
been published. This secondary organization should be encouraged to publish the new
value data which has been created, performing the role of secondary publisher. The

secondary publisher should monitor the quality of the data in the data framework,

feeding back to the city on any variance detected as part of the data publication process.
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Any access restrictions to the data to be published as part of this secondary publication
role are determined by the primary publisher. A feedback loop should be incorporated
which supports the primary publisher delegating authority to the secondary publisher to
oversee the publication of the data itself.

7.2.7 Users

There are a number of organizations who can have differing roles in the data value chain
but are also considered to be the users of city data. Although this varies between cities,
the key user groups that are common to all cities are:

a) city organizations who support the operation of city services, for example emergency

services, community health services and contractors;
b) third sector organizations providing or supporting city services;
c) business users, for example corporates and SMEs;
d) citizens; and
e) academicorganizations.

Other aspects of the data value chain that exist in a city but which are outside the sgope
of this standard are:

f)  other cities (see 7.2.8); and

g) citizenroles (see 7.2.9).

7.2.8 Other cities

This other cities role relates to cities where data sharing agreements are in place,
particularly where the other city is considered a near neighbour, which might or
might not be geographically co-located, but where city services are shared between the

cities. Although outside the scope-¢f'this standard, any impact of other cities on theg data
value chain should be consideredin these situations.

7.2.9 Citizen roles and responsibilities to other citizens

Although outside the scope of this standard, the data value chain might be impactef by
citizen roles and therefore they should be considered.

It is important/that city organizations understand these roles in order to fully utilize the
data frameweork, in the context of the statutory duties that exist for the protection pf
personal data when sharing data across the city.

7.3 Datasharing responsibilities

7.3.1 >General

There are three key roles which smart cities should use for the sharing of personal data:

a

data caontroller (qpp Z3 2)'

)
b) data processor (see 7.3.4); and
<)

datasubject (see 7.3.5).

7.3.2 Data roles and responsibility matrix

It is important that a city has a clear view of these roles and responsibilities before new
business models are explored around the commercialization of data.
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As a result of the legislation and regulation in the specific jurisdiction which surrounds the
sharing of personal data, the roles and responsibility matrix shown in Figure 4 should

form the basis for testing whether business models can be considered appropriate.

Figure 4 Roles and responsibilities matrix

Responsiblilty

@
o
Primary publisher ‘ . \QO
‘ ne)
o

Secondary publisher

Data Data Data
Role " o .
COTrofer ProcesSSsoT SUDJect
(¢
Data creator ‘ Q
Na):
/\ .
Data owner ‘ N
A
y\\

Data custodian

User ¢<
’Q)

7.3.3

7.3.4

7.3.5

7.4

Data controller

In relation to personal data, a data centroller is a person who (either alone or jointl
common with other persons) determines the purposes for which and the manner in
any personal data are, or are to-be, processed.

Data processor

In relation to personal data, a data processor is any person (other than an employee
the data controller) who processes the data on behalf of the data controller.

Data subject

A data subject is an individual who is the subject of personal data.
Data-controller vs data processor

Itisimportant for cities involved in the processing of personal data to be able to

determine whether they are acting as a data controller or as a data processor inres
of the processing. This is particularly important in situations such as a data breach w
it will be necessary to determine which organization has data protection responsib

y orin
which

of

bect
here
lity.

There is a distinction between a data contraoller and a data nrocessor inorderto
Lad

recognise that not all organizations involved in the processing of personal data in smart

cities have the same degree of responsibility. Irrespective of the regulatory

jurisdiction it is usually the data controller that exercises control over the processing

and carries data protection responsibility for it.
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Purposes for data use

General

Based on the data that is in the data framework and the data spectrum that has been
agreed upon, it is important for a city to understand the purpose of the data sharing
that is intended. Equally important is the need to consult stakeholders on these data
sharing intentions, utilizing the learning from the open data agenda and engaging with
stakeholders or stakeholder groups both offline and online. The maturity of a city’s
approach to data sharing can support the development of an initial engagement with

stakeholders-to-empowering communitieswith-data—through to-active particibation in
P S Y S P P

8.2

8.3

meeting the challenges and opportunities for the city.

In order for smart cities to evolve towards becoming sustainable and resilient-cCitigs, it
is important to use the data framework as an evidence base not just forinderstanding
the value that data can bring to current city services, but for exploring, future
innovations based on data, while remaining mindful of the need toyprotect the safety

and security of individuals, services, sensitive assets and systems,,and the benefifs that
city assets and services exist to deliver.

The following key areas (see 8.2 to 8.5) should be considered as the basis for
understanding the purpose of data in a smart city, which ean be used as a basis fa
continuous consultation with stakeholders.

=

Primary purpose

Smart city data sharing is predominantly done across the data spectrum for the bénefit
of citizens. A city initially looks to engage,stakeholders using data to communicate
about city services, challenges and oppertunities. This allows an understanding tq be

developed on the real needs that the\city is addressing and how this might be focpised
and refined. Ultimately a citizen\ahd stakeholder participation approach to data
sharing in a city allows the move towards a self-service model for data that is shafred.

The efficient functioning ofta city and key services such as the transport infrastrugture
and effectiveness of city\utilities are also key reasons to share data in a city.

As a city matures its approach towards data sharing this can facilitate the growth
agenda for local-businesses or sectors, especially as commercial models are develpped
for data sharing, Throughout this data journey it is important to develop this appfoach
to data alongside the political agenda and around the use and need for data: an
evidencetled approach to change.

Secondary purposes

Alongside the primary purposes for data sharing, a number of secondary purposes
accrue. When the data framework is used to explore these new purposes, the most
stringent requirements for the data used should apply.

Data-sharingacan-be-used-to-establish-afuture-innovation-approach—as-the-evidence
Hata—SHaHg-cahbe-dsea—+ S-HSA—a—HHH- e R RoVaHoRapproach—asth aen

base created from data sharing can be extended to include new initiatives and
opportunities.

Data sharing can also highlight where opportunities for new business streams exist and
where sector growth might be encouraged. A data sharing strategy can become the
basis of a business case to seek new funding. There is a need to understand sustainable
funding models for smart cities which enable smarter integration of city services.
These new funding models should be delivered via partnership style agreements. Data
sharing is a key innovation which can enable a mixed economy funding model to
facilitate the integration of existing services with new delivery partners across
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different sectors. For example, an initiative which addresses the growth ambitions for
a sector or community could involve the city, private and third sector organizations

who share data to drive the innovation.

Reuse and distribution

General

When data sharing from the data framework relates to the sharing of asset or service

data this should take account of any sensitivities related to the data which is being
shared.

When assessing the reuse and distribution of data from the data framework, it is
important to ensure that this is adequately understood for personal data in the\twg

different data sharing scenarios that are usually present for smart cities.Systematic data

sharing scenario

When entering into an agreement to share personal data on an ongoing'basis the
following datasharing checklist- systematic data sharing should beconsidered.

Is the sharing justified?

Key points to consider include the following.

a) What is the sharing meant to achieve?

b) Have you assessed the potential benefits and-risks to individuals and/or society ¢
sharing or not sharing?

c) Is the sharing appropriate and proportionate to the issue you are addressing?

d) Could the objective be achieved without sharing personal data?

Do you have the power to share2
Key points to consider include the following.
a) The type of organization you work for.

b) Any relevant functions or powers of your organization.

c) The nature ofithe information you have been asked to share (for example was it

given in cenfidence?).

d) Any legal obligation to share information (for example a statutory requirement|or a

courtorder).

If deCidihg to share, it is good practice to have a data sharing agreement in place
smart city data sharing agreement should cover:

a) what information needs to be shared;

b) the organizations involved;

c) what to communicate to people about the data sharing and how to_ communicg

that information;
d) measures to ensure adequate security is in place to protect the data;

e) arrangements for providing individuals with access to their personal data if they
requestit;

f)  agreed common retention periods for the data;

g) processes to ensure secure deletion takes place.
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8.4.2 One-off requests scenario

In certain circumstances, a city might be asked to share personal data relating to an
individual in one-off circumstances and the following Data sharing checklist - one off
requests, should be considered.

Isthe sharing justified?

Key points to consider include the following.

a) Do you think you should share the information?

b) Have you assessed the potential benefits and risks to individuals and/or society of
sharing or not sharing?

c) Do you have concerns that an individual is at risk of serious harm?

d) Do you need to consider an exemption in regulatory laws?

Do you have the power to share?

Key points to consider include the following.

a)
b)

c)

d)

If you decide to share

Key points to consider include the following.

a)

<)

Record your decision

The type of organization you work for.
Any relevant functions or powers of your organizationx

The nature of the information you have been askedito share (for example was it
given in confidence?).

Any legal obligation to share information (fer example a statutory requirement{or a
court order).

What information do you need to share?

1) Only share what.is hecessary.

2) Distinguish fact-from opinion.

How should the information be shared?

1) Information should be shared securely.

2) Epnsure you are giving information to the right person.

Consider whether it is appropriate/safe to inform the individual that yod have
shared their information.

Record your data-sharing decision and your reasoning, and whether or not you shafed

the information.

If vaorrshare infarmatiaon vou should record:
J J

a

o N T

e

)
)
)
)
)

what information was shared and for what purpose;
who it was shared with;

when it was shared;

your justification for sharing;

whether the information was shared with or without consent.
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8.5 Access and control

When establishing the purpose of data sharing in a city and the basis on which it is to be
used, it is important to decide how data is to be accessed and by whom. The access
requirements should be based on the purpose for which the data has been shared.

Itis particularly important that security, access and control restrictions are considered if
the data being shared has been repurposed from the original reason that the data was
collected. When the data framework is used to explore these new purposes, the most
stringent requirements for the data used should apply.Although the city might have

defined these principles for open data this should be re-examined for shared data,
ensuring that the roles and responsibilities for shared dataare equally well understqod.

8.6

8.7

P

For example, footfall data collected by a city to understand priorities related to retail
development would need different security access and control mechanisms in ptace {f the
data was collected manually by survey, than if video camera data was used, Video camera
data would need to anonymized before this data could be shared.

Depending on the data collection and processing services for shared data, the format of
this data is likely to vary depending on the city services that collect-and use this data.
Provided the data to be shared is in machine-readable format -@s, 8 minimum in commma
separated values (csv) format - it can be repurposed as part of,\a data sharing initiatjve.

Technology considerations

Smart Cities operate a multi-agency model which-inay be complicated by the
technology deployed and the considerations needed for specific technologies. Usyally
there are contractual arrangements in placexwhich specify the permitted processing of
shared data by a technology vendor or operator as to assume the governance role|of a
data processor of smart city data. Another example of the technology consideratipns
needed is the use of cloud data storage’which uses security boundaries to customjze
the access, security and control privileges for Cloud Service Customers. ISO/IEC
23751:2022 gives details of appropriate data sharing agreements where data is
intended to be processed using‘one or more cloud services, or other distributed
platforms.

Other considerations

Although the agénda around data sharing in smart cities is only just being explored, it
can enable a city to understand how a partnership model can be developed betweep the
city and the sérvice providers who deliver the city services. The development of this
partnership model is one which is more mature in other domains and it allows citie§ to
learp-frem similar use cases from other sectors. Case study 8 in Appendix A gives an
example of how a partnership model can have benefits for the citizen.

Assessing data states

To fully embrace the commercial opportunities that are available to smart cities based
on the sharing of data new business models will need to be developed to reflect data
sharing strategies. The data framework should provide an understanding of the data
states for the data it holds.

Traditionally, there has been a publication-averse culture that exists as a result of
many factors such as: a lack of data skills or knowledge, unwillingness to expose issues
related to data quality or completeness, lack of knowledge or understanding, or the
legislation or regulation. However, such aspects need not restrict the publication or
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reuse of this data, providing the barriers are acknowledged in the data framework. One
way of removing these publication barriers is to acknowledge the data states of the
data in a city’s data framework. The following key areas (see 9.2 to 9.6) should be
included in the data framework to provide support to the development of new
commercial models for shared data in a city.

Completeness

Understanding any level of completeness in the context of the purpose for which the
data is intended to be used can allow the suitability of the data for that purpose to be
understood by all. The data owner is responsible for ensuring that a measure of

9.3

9.4

completeness (i.e. the data coverage and its continuity) isincluded in the data
framework.

It is not always possible for a city to consider the data being shared with almeastlire of
completeness, therefore as a minimum a completeness measure in the\extent of|the

data’s coverage and its continuity should be created by the data owner for the shared
data in the data framework.

Accuracy

In addition to a measure of completeness, the data framework should contain g
measure of accuracy for the data that is to be shared.\\The data owner should consider
this in terms of the reliability of the data in the contéxt of a specification, or for a
particular data standard. This should be a precision ineasure, a valid range of
measurements, tolerances or sampling rates which are declared as part of the data
framework. The data owner should also record‘any conversion processes that are
required, for example to convert analoguerdata to digital data.

Whilst the measure of accuracy of theidata being shared is determined by the data
owner, ultimately the data user evatuates and determines the accuracy of the data Wwhich
has been shared. The city should'embed a change control mechanism as part of a
feedback loop for the data frammework to allow the accuracy measure and the assocjated
metadata to be updated based on feedback from the data user.

Availability

Availability encompasses the publication of data across the data spectrum and the¢
availability of\the technology which is used to implement the data framework.

17

The availabitity of data - including closed data - across the data spectrum should pe
declaréd, as part of the data framework. The details related to closed data should be
confined to an acknowledgement that it is part of the data framework and is not
avadilable as part of any data sharing arrangements. Despite this, it is important that
the closed data that a city holds is included in the data framework. This can enaljle a
trust and participation model to be developed with citizens and other city
organizations.

The-stecessof-commerciat-opportunitiesfor-datasharing-in-smarteitiesretiesrot just
on the availability of data in the data framework, but on the reliability of the refresh
timetable for this data. It is important that the city creates a regular refresh timetable
which data users can rely on. The refresh timetable should be in enough detail to
clarify the refresh periods for all data in the data framework. It is particularly
important for data which relies on updates from a number of organizations in the city
that refresh timetables include any periods when data is not available as part of the
data refresh cycle.
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ODUG evidenced nine barriers to the usage and adoption of open data one of which
was the reliability of the data refresh cycle (Data users need to be confident that the
refresh cycle is adhered to by the city, preferring a longer reliable refresh cycle for
data available from the data framework, rather than more frequent but less reliable
data refreshes.

The availability of data from the data framework is governed by the security, access
and control restrictions which apply to all data across the data spectrum. The city
should use the restrictions which apply as a focus for the development of commercial
models. Although APIs are outside the scope of this standard (see 11.5 and Annex A)
the successful development of commercial models is likely to depend on the provision

9.5

9.6

10

L 10,1 General

Of these Interfaces in order to develop the four levels of insight Tor a city and make
this data accessible via the data framework.

Timeliness

A measure which allows a data user to determine the temporal natufie-of the datg they
wish to use, should include a measure of timeliness. Timeliness is the time lag between
data being updated in the real world and an update occurring in.the data framewprk.
For example, some data such as that from sensors as part of \the city transport
infrastructure might occur in real-time, whereas reference.data related to school
provision might only be updated annually. This measuretis‘a key part of the data
framework which can facilitate all four levels of insight'in a city.

It is also important to consider the frequency withywhich a measure is updated. This is
particularly important where a measure can change rapidly or can be subject to
periodicity issues.

In addition to including this measure as.part of the data framework, the city should
consider whether this also needs to be‘formalized as part of the data sharing
agreements if it provides a part of the commercialization of their data framework.

Provenance

For all the data states a city.includes as part of its data framework, provenance is a
fundamental element of the ability of a city to monetize its data. The city should usg the
data value chain asta key mechanism to understand the provenance of the data it hplds.
An understandingof the origin or history of the data across the data value chain car
directly determine the commercial value of data in a city. For sensor data, specific
reference data; including location and measurement assurance data (used to deternjine
whether.the sensor is operating within tolerances) should be published as part of the
data framework. A data user relies on the provenance of the data they use, reuse and
publish to determine the value of a city’s data.

Defining access rights for data

This standard considers the access restrictions that apply to all data across the data
spectrum from legislative, regulatory and standards viewpoints. In stressing the
importance of these considerations, it is also important to consider the governance
structure that is needed to support access rights to city data.

The utilization of the data framework to support the four levels of insight in a city
creates unique aggregations of data relevant to the challenges and opportunities
experienced by the city. This should also be considered when
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defining access rights to any of the data that the city holds as part of its data
framework. The city should consider the requirements of users, stakeholders,
organizations, machines and devices.

Individualrequestsfordata

Many cities already support individual requests for data under existing freedom of
information legislation, however it is recommended that this support should be
extended to include the data within the data framework. These individual requests for
data are expected to be based on thematic data and the custodianship of these
requests might need to be federated across the city, based on the operating model

10.3
10.3.1

that is in place.

The provision of data to support these individual requests should be based ofna
feedback system to allow the individual requester or organization to question theluse
of this data and report any inconsistencies or errors they find.

In order to reduce the burden of managing these requests for data; there should be an
automated mechanism in place for this purpose. This mechanisntshould be able tp be
used by both citizens and organizations. The mechanism shoutd also provide an aydit

trail of the request that can be used to review decisions taken. Additionally this
mechanism should be the basis for any further regulatory-or legislative investigations

that might be required; these investigations can then be based on the interactions that
have taken place as a result of the request for data,

Use of identity management methods

General

The use of identity management methods is an emerging topic in the adoption of
services used by citizens. Smart cities will need to decide which method best supports
citizens to share data and their access to city services. In sectors such as utilities| for
essential services such as gasj.electricity, water, where data is not subject to legal
obligations access is controlled internally by the individual companies in a mannef that
best supports their own processes. Even as these services move online, the operation

of these services is_likely to be based around the needs of the organization and nat the
citizen. However,ssmart cities should take a different view, with the needs of the
citizen at the eentre of the transformation. Smart cities take a different view of the
interaction between the citizen and the city, with the needs of the citizen at the
centre of/the transformation to be a smart city. In this scenario, a single credentijl
allowscaceess to the central data resource and the use of a choice of identity
management access allows the citizen to choose the identity management servicq to
uses

In the majority of government scenarios, the identity management approach mirrprs
the organization-centric approach of the private sector, with some very complex flata

sharing arrangements in place These data sharing arrangements and gateways hajve
ad ovar Flona e dbhava incranca Adain baoth o by A oAby, Coar th e

vl
evorvea-overtHneahaRave-HhereaseaHpotrhRdmperaha COTmTpPTCATy T O rosc

citizens and organizations that are the subject of the data being shared, there is no
direct access to these services by individuals. This will need to change for smart cities
in order for them to deliver citizen-centric services.
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Authorization and authentication of data

General

Authorization and authentication of data is a complex area and there are a number of
factors to consider, some which apply across the whole of the data framework, and some
which are specific to the access restrictions related to shared data. Additionally, itis
important to consider any IP, security or commercial sensitivities which are related not
just to personal data but device and asset data.

It is important to consider not just the legislative and regulatory requirements that relate

toshared data but alsotoconsiderthe access righfc which npply

10.4.2

10.4.3

10.5

Authorization of data

In some cases the authorization of data for a city service will need to make'use of a
gateway to gain permission to share the data. Where these gateways are used therg will
be restrictions on how and with whom the data can be subsequently;shared. For example
the use of the Driver Vehicle Licensing Authority (DVLA) authorization service in order to
share personal data related to UK Citizens, vehicles and ownership.

Authentication of data

Authentication services are specific to a domain, would predominantly be used to
authenticate specific city services, and use thematic'data from the data

D

framework. In many cases for government-owned data, this involves adhering to th
existing data sharing legislation and regulation, often through legal gateways. Cas¢
study 9 in Annex A gives an example of the use of authentication and authorization|of
datatodeliver acity service.

These authentication and authorization services determine the approval or denial df the
request, based not just on the atthibute exchange required but on the intended purpose
for the request. In some cases.there might be levels of restrictions related to the data, for
example it might be possiblé-to request to share data from the index of a register but not
the remainder of the data-held within the data framework

From a citizen viewpoint, the sharing of data might need to be facilitated with an
authorized agent,for example a legal guardian or someone who holds power of atforney
on behalf of apother citizen. This should be accommodated within the authorization and

authenticatian data sharing mechanisms available within the city.

Auditof access requests

The'city should have in place an accessible audit facility for all authorization and
alithentication requests for its city services as part of the data framework. There maly be a
heed for this audit facility to be available to all organizations providing the city seryices

to meet legislative and regulatory obligations. It should also facilitate analysis of
requests, to better understand the use of the data framework for the sharing of city data.

10.6

It is important to understand the reasons for request, frequency, by whom and the
reasons for multiple requests for the same or similar data. This analysis insight on access
requests is unlikely to need the provision of additional capability - it is an extension of the
analytics provision for the four key levels of insight. This approach to the analysis of the
access to city data can help ensure that this facility can be provided at minimum extra
cost and also minimize the burden of the provision on the city.

Commercial use of access data

The access data related to a city’s data framework can be used by the city to understand
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the development of the data ecosystem and highlight specific challenges and
opportunities for the development of a city’s commercial data offering. It can also yield
secondary benefits allowing the city to understand patterns and profiles of usage for the
data framework, for example the most used thematic data, or the most infrequently used
reference data. This could allow a city to develop a commercial license offering around
the data framework based on, for example, demand patterns or frequency.

Much of the place-based information in a smart city relates to the environment, for
example large parts of planning, transport, environmental health and conservation data.
Reuse of environmental data might also be limited by third party data and intellectual
property rights.

11

11.2
11.2.1

11.2.2

There is however a balance to be struck, at the discretion of the city, between the\sharing
of data and information services for the public good and the commercial use ef data. This
is especially true where citizens are required to provide data

in order to receive a city service or meet legal requirements and the effectithe
commercial use of data could have on public trust.

Data structure

General

There are a number of considerations related to the structure of the data to be shared
from the data framework. While the format of the)data to be shared is dependent on
the technologies used to support the data framéwork, there are a number of data
structures that a data framework uses.

Data structures

General

A city uses both encrypted and unencrypted formats across the data framework|and
these formats might needto be accessed and/or rendered in different ways. Although
most cities are familiaf with the needs of structured data, this is in reality the
minority of the data‘in the data framework for smart cities. Semi-structured and
unstructured datasforms the majority of the data in the data framework, especially
as the city embraces the internet of things.

Structured data

Structured data refers to any data that resides in fixed fields within arecord or a file.
Structlred data typically resides in relational database management systems (RDBM$) and
spreadsheets. Within the data framework, the structure of the data should be declafred.
This can help ensure that all users of the data are able to understand how to maximige
usage of not just the thematic data, but also the reference data and metadata. Declaring
the format of the data held can enable the city and city organizations to make best yse of

11.2.3

ol bl Lo 1
dll UIc Uata nrac data 1mmarricvworn.

Semi-structured data

Semi-structured data does not conform to the formal structure associated with
traditional RDBMs but nonetheless as the name suggests contains tags or other markers
which allow hierarchies of records and fields to be understood. Semi-structured data is
often referred to as self-describing data.

Semi-structured data will become increasingly useful for understanding the four levels
of insight in a city. The data framework will need to declare the data it holds in order
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that data from streams such as X and email can be utilized to build insights across a
city, or for particular city services data streams. Typical formats used for semi-
structured data include XML, JSON or GeoJSON.

Unstructured data

Unstructured data refers to information that either does not have a pre-defined data
model or is not organized in a pre-defined manner. Unstructured data is a key data
resource within the data framework for a city to develop and understand the four levels
of insight.

Unstructured data contains no semantic tagging and is typically text, audio or video

11.3

11.4

11.5

data. There is usually no reference data when data is unstructured and therefote [the
storage of the related metadata is that which allows this data to be utilizedc¢
Unstructured data is not usually repeatable and the analysis of this data usually cfeates
aggregated data that is stored for future analytics use.

Semantic data model

The data framework for a smart city is assumed to be based oh’the SCCM describgd in
ISO/IEC 30182. There are 22 prime concepts in the SCCM: 5 group concepts and 26¢
relationships that define the semantic interoperability of-data in a city. The SCCM
allows the data from any of the specific thematic domains in a city to be mapped|to
the SCCM to facilitate the sharing of meaning and datad at a city level.

Analogue data

Analogue data refers to the data within a City that has not yet been digitized for lse in
the data framework. There is often valudble insight from analogue data, and the fity
should consider creating a digital data resource from this data. Examples of analggue
data in a city are historic records,(planning applications and complaint letters whjch
might be in the original hard copy or even microfiche.Case study 10 in Annex A giyes an
example of the use of analogue’ data within the data framework. The metadata wjithin
the data framework should reflect that this has been sourced from analogue data

Real-timedata

Real-time data is information that is delivered immediately after collection. Dealjng
with real-time.data means that the immediacy of data creates unique challenges.| APIs
are commonly used to process real time data. APIs are a set of routines, protocol$ and
tools forbuilding software and applications. Although API standards are currently|not
defined-for smart cities, they are a key component to enable the development of|the
data-framework, as they allow the different technology components to be made
intéroperable.

The development of APIs for the data framework of a smart city is outside the scqpe of
this standard but might be a future area of smart city standardization work. In order to
utilize real-time data as part of the data framework, APIs will be needed and used for

at least the core city services, and to enable the four levels of insight in a smart city.
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Annex A (informative) Case Studies

A.1Shared data with public access

Project title

Smart Education for UK Cities

Project [profite

Backgroumd

The Office for Standards in Education, Children’s Services and Skills (Of
regulates and inspects to achieve excellence in the care of childreén and y.
people, and in education and skills for learners of all ages, 1t regulateq
inspects childcare and children’s social care, and inspects*the Children
Family Court Advisory and Support Service (Cafeass), schools, coll
initial teacher training, further education and skills; adult and commy
learning, and education and training in prisons andother secure establishm
It assesses council children’s services, and inspects services for looked
children, safeguarding and child protection,

Data View shows Ofsted inspection.@utcomes over five years and is upq
with interim data at various points throughout the year. The tool can be
to show whether providers in.an area are getting better over time and t
whether they are doing as.well as those in similar areas in other par
England.

sted)
bung
and
and
pges,
nity
ents.
after

lated
used

see
ts of

Data presented in-Data View is released as official statistics. The data is

provisional and shows the most recent inspections for the majority of educ
providers.

Three'views of UK education data are provided

FlyingBinary have developed the Data View platform to publish UK educ
data from the internally-held Ofsted data. The platform is used inter
within Ofsted and externally by providers, local enterprise partners
parents and journalists. FlyingBinary have used the principles of
journalism to build this platform to support a wide audience of data and

htion

htion
nally
hips,

data
non-

data specialists alike, to give “one version of the truth” about educ

htion

performance.

Compare regional performance over time

This Data View dashboard shows regions alongside all England results. When
a region is selected, by clicking on its name, change over time is shown for

that region in bar charts.
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Explore national, regional and local data

Data on this Data View dashboard is shown in four panels, starting with the
England level. Clicking on a region in the “Region” panel returns a list of local
authority areas in the ”Local authority area” panel below. Clicking on a local
authority area returns a list of individual providers and their inspection grade
at the selected point in time, in the bottom panel. From there, the user can link
to individual provider information on the Ofsted website. The user can also use

the drop down box to change to a constituency level view.

Compare local authority areas

This Data View dashboard compares results for a selected local authority
with regional and national results. When a region and localauthority are
selected, Data View shows performance over time  for the selected
authority area. The user can click on a date to see a chart that ranks the sels
area with up to 10 of its closest statistical rather than'geographical neighb
This allows cities to understand performance for their education prov
ranked against other cities.

Data View can be accessed at:
https://public.tableau.com/profile/ofsted#!/vizhome/Dataview/Viewregio
erformanceovertime/

Further information is available at:

https://www.gov.uk/government/publications/exploring-ofsted-inspectior
data-with-dataéview/

area
n are
local
pcted
DUrS.
|sion

halp

—
1

Place England{ United Kingdom
Time 20157 - Present
Reference n/a
Relevance o~ 4.3.3 |Shared Data
this
document

Clause |Types of data

4
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A.2 Answering the demand for data

Project title

Demand-led data sharing

Project profile

The Open Data User Group (ODUG) created a local authority (LA) incentive
scheme. The scheme was allocated funding (£721,360) from the Cabinet
Office’s Release of Data Fund (RoDF) to support the first ever bulk release of
demand-led open data, focusing on the priorities of the UK open data

community
>

The open data request roadmap developed by ODUG is the evidenge’base for
demand-led open data. This roadmap was used by the open data commyinity
with over 17,000 viewers and over 1,000 data requests raisédyto requesq that
new data be released as open data, with local government data related tp the
smart cities agenda a key focus for open data release in ‘many cases.

When the ODUG LA incentive scheme closéd; there were 209 dathsets
committed from 90 local authorities. This data.is across all three agreed|data
themes: public conveniences, planning and licensed premises. This wap the
first bulk release of demand-led open data in the UK. The data also cartjies a
quality mark via the Open Data Institute (ODI) open data certificates, at the
RAW level.

One of the key feedback points ODUG received from the scheme participants
was that the use of standards, schemas and certificates of data quality allowed
local authorities to release their data to an agreed data standard, in a way which
was repeatable.

ODUG was keen to understand whether releasing data on a thematic Hasis,
with some but not all of local government involved, would be enough to create
applications or services based on the

newly released data. The scheme data is now loaded onto data.gov.uk the home
of open data for the UK government. One example of the change created was
related to the data for public conveniences. This data has been used to|help
create “The Great British Toilet map” — not just useful for tourists but being
used by business travelers when they visit cities in the UK and to makg UK
cities more accessible for all visitors.

Further information related to the demand-led open data work of ODUG can
be found at: https://odug.org.uk/open-data-request-roadmap/

Place

Open Data User Group, UK Government

Time

2012 - 2015
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Reference n/a
Relevance to| 4.6.2 |Demand-led model
this
document
Clause |Types of data
4

A.3 Research based model

Projectftitle

Natural urban design

Projectjprofile

University College London (UCL) have conducted some in-depth resgq
looking into how urban planning technigu€s could benefit from new md
for data sharing in a city [3].

Cities appear to display similar features and mechanisms even though
might be quite different in termsof their geographies or other urban indica
This phenomenon seems to hold despite the

effect of different planhing policies in different cities. In questioning the n
of this behaviour, -UCL examined how cities reveal their different chara
through a wide rfange of different data sources: some historical, some narra
some quantitative and some current. This research showed the surpr
outcome (that by combining these different data streams it is possib

arch
dels

they
tors.

wture
cters
tive,
sing
e to

understand better how and why the city has been, how it is and — iore

importantly — how it could evolve in the future.

Toreveal how the dependencies between different data streams build up in {
UCL modelled and visualized the spatiotemporal relationships bety
accessibility and form-function variables over time in Manhattan (1

2010). The resulting dependency network of urban transformations expla
some aspects of temporality in the relationships between the network stru

ime,
veen
REO—
ined
Cture

of streets, street widths, building heights, Tand values and refail Tand uses, but

the analysis also raised new

questions about how the city changed in the way that it had. These questions
could only arise because ofthe analysis of data from different sources that had

been shared in the course of this research.
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Urban development in places as different as Manhattan and Barcelona is, by
and large, subject to planning interventions and zoning constraints, hence the
need to acknowledge the role of planning policy in shaping the landscape of

these urban regions. But understanding planning policy and its impacts
needs the use of social, quantitative and technical data and knowledge o
culture and political situations that occurred over the years and

also
f the
the

interrelationships between all of these in space and time. Thus the possibility

to share such data could yield new insights in to the city’s history but

also

could indicate potential pathways for the future, so the availability of different

data streams and the willingness to combine them 1s crucially importan
explanatory theory about how cities display this convergent behavioait,wj
be very helpful for urban planners and designers when considering pos
interventions, but its development would be impossible without the sharij
multifaceted spatiotemporal data as used in this research.

The findings still need to be supported by generalizations to other cities, tg
out the role of specific planning policies and histerical circumstances
might have controlled growth patterns in these pafticular cases.

Access to the published research can be fourid at:
http://journals.sagepub.com/doi/full/10.1477/0265813516650200

. An
ould
5ible
ng of

rule
that

Place Manhattan
Time 1880 -2010
Referernce n/a

Relevance to
this
documgnt

4.6.4

Research based model

Clause

Types of data
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A.4 Answering the demand for data

Project title Data Charters

Project profile A number of UK cities have prepared charters for the sharing of data to promote
trust and participation in decision making related to city services. Smart cities
can create a similar approach to a charter for open and/or shared data. Three
examples data charters are:
— Open Data Manifesto, Leeds: Data City
— Camden’s Data Charter
— London Data Charter
A number of UK cities are now using this appreach to open data charters to
develop a charter for shared data and are creating shared data agreempents
amongst the organizations delivering services on behalf of a city.
Further information is available from the following URL links.
https://datamillnorth.org/dataset/information-and-guidance-documents
https://www.camden.gov.uk/data-charter
https://www.londonfirst.co.uk/what-we-do/competitiveness/london-data-
charter

Place Leeds, Camden‘and London

Time 2016 - 2021

Refererjce n/a

Relevance to| 545 [Promoting trust and participation

this

documgnt

Clause | Establishing a data sharing culture
5
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