INTERNATIONAL ISO/IEC
STANDARD 17839-1

First edition
2014-07-01

Information technology —= Biome]ric

System-on-Card —

Part 1:
Core requirements

Technologies de l'information — Systeme biométrique sur caite —

Partie 1: Exigences de base

Reference number

@ m ISO/IEC 17839-1:2014(E)
Y=
©ISO/IEC 2014



https://standardsiso.com/api/?name=45c48fe219a82c76985422769862d5f8

ISO/IEC 17839-1:2014(E)

© ISO/IEC 2014
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. + 41 22 749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO/IEC 2014 - All rights reserved


https://standardsiso.com/api/?name=45c48fe219a82c76985422769862d5f8

ISO/IEC 17839-1:2014(E)

Contents Page
FFOT@WOTM ........oooccceeee st iv
IIUETOQUICEION......o.c st \%
1 SCOPI ...t 1
2 NOTITNATIVE TEECI@INCES ..........ccccocovooveieissie st 1
3 Terms and definitions ... 2
4 Symbols and abbreviated terms 2
3 Functional architecture of a Biometric System-on-Card...............ccc 2

5.1 Biometric System-on-Card COMPATiSOMN . ... e 2

5.2 Type S1 Biometric System-on-Card
5.3 Type S2 Biometric System-on-Card

5.4 RS 110 ) 70N U SO
6 Power supply ..................

6.1 Introduction

6.2 Contacts................

6.3 CONTACTIESS ..o ST

6.4 INternal POWET SUPPLY oo S
7 INFraStIUCEUTE ......oocccoooieneeees e ey B | 4
Annex A (informative) Motivations for the specification of type S2 ... .5
BIDLIOZTAPIY ......ooocc i rse e | 6

© ISO/IEC 2014 - All rights reserved iii


https://standardsiso.com/api/?name=45c48fe219a82c76985422769862d5f8

ISO/IEC 17839-1:2014(E)

Foreword

ISO (the
Commis

International Organization for Standardization) and IEC (the International Electrotechnical
sion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and [EC have established a joint technical committe

ISO/IEC

The pro
describg
the diffe

)

JTC 1.

cedures used to develop this document and those intended for its further maintenangeé are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordange with thie

editoria] rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentiil is drawn to the possibility that some of the elements of this document may be the subjedt
of patenft rights. ISO and IEC shall not be held responsible for identifying any or’ all’such patent rights.
Details ¢f any patentrights identified during the development of the documentwill'be in the Introductiop
and/or gn the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does nqt
constitute an endorsement.

For an

assessmient, as well as information about ISO’s adherence to the WTO principles in the Technical Barrierfs

to Tradd

The Compmittee responsible for this document is ISO/IEC JTC 1, Information technology, Subcommittele

SC 17, Cq

ISO/IEC
System-

— Par
— Par

— Part

pxplanation on the meaning of ISO specific terms and expressions related to conformitly

(TBT) see the following URL: Foreword - Supplementary information

rds and personal identification.

17839 consists of the following parts, under the general title Information technology — Biometri
n-Card:

[9)

1: Core requirements
2: Physical characteristics

3: Logical information intérchange mechanism

iv

© ISO/IEC 2014 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/home/standards_development/resources-for-technical-work/foreword.htm
https://standardsiso.com/api/?name=45c48fe219a82c76985422769862d5f8

ISO/IEC 17839-1:2014(E)

Introduction

In the context of this International Standard, a Biometric System-on-Card is a portable card size device
including the following entities: biometric acquisition, data processing, storage, comparison, decision.
It is a functional extension to on-card biometric comparison by physically and logically integrating the
sensor and signal processing into the card.

ISO/IEC 7816-11,1] ISO/IEC 19785-3,[2] ISO/IEC 19795-7[3] and ISO/IEC 24787 include technologies with
respect to biometric on-card comparison. The Biometric System-on-Card is not yet covered sufficiently.
Ihdustry requires a new International Standard for a fully self-contained Biometric System{on-Card
tp enable interoperability and define minimum quality criteria allowing reliable operation”gf such a
slystem.

The physical integration of a biometric sensor in an ISO/IEC 7810 card withstading torgion and
hending tests is technically challenging. This International Standard describes £wo types of Bjometric
System-on-Card. Type S1 is a fully flexible card compliant with ISO/IEC 7810 while'type S2 inteitionally
deviates from some of the requirements to size and flexibility, keeping the rest of the requirements
intact, including the use of a contactless ICC interface.

© ISO/IEC 2014 - All rights reserved \%
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Information technology — Biometric System-on-Card —

Part 1:
Core requirements

1 Scope

|

his part of ISO/IEC 17839 establishes
—+ functional architecture of a Biometric System-on-Card

—+ definition of type S1 (fully ISO/IEC 7810 compliant) and type S2 implementation of a Bjometric
System-on-Card

-+ sensor types in a Biometric System-on-Card

4+ minimum requirements to a Biometric System-on-Card with<respect to
— discriminative power (i.e. biometric accuracy criteria)

— interfaces

— power supply options

|

he following aspects are out of scope of this International Standard:

- off-card biometric comparison, storageson-card

- work-load sharing implementations

- detailed specification and configuration of individual components

—

his part of ISO/IEC 17839 prevides a functional architectural description of a Biometric Sy4tem-on-
ard and describes how the interfaces are mapped using existing commands and data structures from
dther International Standards.

fan)

2 Normativereferences

]

he following'documents, in whole or in part, are normatively referenced in this document|and are
hdispensable for its application. For dated references, only the edition cited applies. For jundated
references, the latest edition of the referenced document (including any amendments) applies.

—

Yt

SO/ EC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

ISO/IEC 7810, Identification cards — Physical characteristics

ISO/IEC 7816-1, Identification cards — Integrated circuit cards — Part 1: Cards with contacts — Physical
characteristics

ISO/IEC 7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contacts — Electrical
interface and transmission protocols

ISO/IEC 7816-12, Identification cards — Integrated circuit cards — Part 12: Cards with contacts — USB
electrical interface and operating procedures

ISO/IEC 14443, Identification cards — Contactless integrated circuit cards — Proximity cards

© ISO/IEC 2014 - All rights reserved 1
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ISO/IEC 15693, Identification cards — Contactless integrated circuit cards — Vicinity cards

[SO/IEC 24787, Information technology — Identification cards — On-card biometric comparison

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the following
apply.

31
biometric system-on-card

card sizg device including biometric acquisition, data processing, storage, comparison and decision t
compos¢ a complete biometric verification system

O

Note 1 tolentry: Within the scope of this International Standard, system-on-card (SoC) and Biometrie System-of]
Card (BSpC) are used interchangeably.

Note 2 tg entry: Biometric System-on-Card (BSoC) is an architecture introduced in ISO/IEC 24787.

3.2
storageton-card
system architecture where biometric reference data is stored in an ICC and\compared outside of the ICC
used as p portable data carrier

3.3
on-approach
starting|the biometric system-on-card comparison by means.of an action (button or automatic sensqg
acquisitjon) with autonomous power supply before the Biometric System-on-Card gets in range of
contactless field of the target application interfacing devige

D=

4 Symbols and abbreviated terms
BSoC Biometric System-on-Card

ICC Integrated Circuit Card

5 Functional architecture of a Biometric System-on-Card

5.1 Biometric System-on-Card comparison

ISO/IEC| 24787 deseribes the approaches for storage-on-card, on-card biometric comparison anfd
Biometrjic System=on-Card.

A Biomgtri¢\System-on-Card comparison means the whole biometric sample verification process is
performedion the card. The process is schematically represented in Figure 1. To perform a biometric
system-on-card comparison, a sensor that is built into the card captures the biometric sample and
extracts biometric data. The created biometric data are then used for verification. The verification
process is executed on-card. The card’s security state is updated once the card finishes the verification.
No biometric sample or reference data are transferred to or from the card.

2 © ISO/IEC 2014 - All rights reserved
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4 N

Data Image/Signal >
Capture —> Processing

Comparison L Decision —pp|  Authorization

Reference data

\ IC Card /

HRigure 1 — General architecture for biometric authentication using'system-on-card comjparison

NOTE The following explanations hold for Figure 1:

omparison: Algorithmic process to assess the similarity of chaxacteristic features extracted from @ current
iometric sample with biometric reference data stored in the card™ typically resulting in a score.

o O

ecision: Applying the parameters, thresholds and secufity policy to decide on acceptance or rejectipn of the
iometric system-on-card comparison.

o~y o

uthorization: Taking appropriate measures based.on the outcome of the Decision, which may include fhanging
he security status of the ICC.

ot

L

.2 Type S1 Biometric System-on-Card

This International Standard defides‘two different types of system-on-card: Type S1 and Type SR.

—]

he Type S1 Biometric System-on-Card implements the entities listed in 6.1 while conforiming to
50/1EC 7810 and ISO/IEC({7816-1. The card particularly satisfies the following constraints:

et

-+ Dimensions (thickness, width and height) in accordance with the ID-1 format as spegified in
ISO/IEC 7810

1 Card withstahds all torsion and bending tests specified in ISO/IEC 7816-1.
—+ Interface type may be any of the following:

—~Contact interface as specified in ISO/IEC 7816-3

< [ISRinterface as QpP(‘iﬁPd in IQOI/IFF 7816-12

— Contactless interface as specified in ISO/IEC 14443

5.3 Type S2 Biometric System-on-Card

The type S2 Biometric System-on-Card supports only contactless interface specified in ISO/IEC 14443.
It intentionally deviates from some of the requirements demanded by ISO/IEC 7816-1 with the following
replacement:

— The card thickness is larger than the one defined in ISO/IEC 7810. The exact definition is provided
in ISO/IEC 17839-2.

© ISO/IEC 2014 - All rights reserved 3
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— The maximum width and height are as specified in the ID-1 card format in ISO/IEC 7810.
— The card need not conform to the ISO/IEC 7816-1 flexibility requirements.

— The type S2 Biometric System-on-Card supports only contactless interface specified in
ISO/IEC 14443.

5.4 Sensor type

The sensors considered in this International Standard include area fingerprint sensors and swipe
fingerprint sensors. Other biometric modalities such as voice or dynamic signature may be used in p
Biometrjic System-on-Card with an appropriate sensor.

An area fingerprint sensor captures a finger that is placed flat onto the sensing area while a swipe'senso
has a smjaller active area and requires the user to move his or her finger over the sensor. Thetmovement i
critical §o smoothness, speed and pressure. A Biometric System-on-Card with swipe senser mandator
requireq a user feedback in the card itself or in the interfacing device. This may bee.g. a display, LE
or buzzgr. The Biometric System-on-Card with area sensor is operated intuitively by placing the finge
onto the sensor. User feedback is optional for this kind of technical solution.

- < L =

6 Power supply

6.1 Introduction

A Biomelric System-on-Card typically requires more power thama normal ICC compliant to ISO/IEC 7816
due to the image processing and the sensor hardware. This section defines the power aspects.

6.2 C([ntacts

The congacts used for type S1 Biometric System=on-Card conform to the specification regarding thie
voltage and current levels defined in ISO/IEC 7816-3 or ISO/IEC 7816-12 standard.

6.3 Contactless

The contactless power supply may usenormal ISO/IEC 14443 or ISO/IEC 15693 capabilities.

[

requirementhastobe clearlyindicated by physical means (suchasaprinted textoricon),or communicatefd

If a Bio$etric System-on-Card‘réquires a shorter working distance to draw more power then thg
electronfically to the hostinterfacing device, or both.

6.4 Internal Power Supply

A Biomgtric System-on-Card with internal power-supply should indicate (by physical or electronic
means) the minimum number of verifications before battery recharge or deactivation of the card.

NOTE 1 |_Fhe Biometric System-on-Card may include a battery or capacitor providing energy to the system

NOTE 2  Abattery-powered Biometric System-on-Card may initiate the authentication process ‘on approach’ in
advance to actually the card being in the field of a contactless reader. The on-approach operation anticipates that
the card has an activation button or automated finger-on detection built-in.

7 Infrastructure

A Biometric System-on-Card requires a host interfacing device issuing commands to it. A type S1 BSoC
with contact pad can only be used with a small fraction of the existing installed base of card readers.
A BSoC with contacts may protrude out enough to allow the acquisition of the user’s biometric trait.
Dedicated card readers designed to accept a Biometric System-on-Card are not standardized within the
scope of this document.

4 © ISO/IEC 2014 - All rights reserved
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Annex A
(informative)

Motivations for the specification of type S2

o

1.1 Technical feasibility

ype S1is a functional extension of an ICC compliant to ISO/IEC 7816 and ISO/IEC 7810.'Itis tedhnically
hallenging to embed all the components within a card body and satisfy the thickness and flexibility
s specified in ISO/IEC 7810. This relates particularly to the fingerprint sensor”The main stream
echnology - capacitive silicon fingerprint sensors - may not be suitable for a type §1 Biometric|System-
n-Card. Silicon becomes flexible when thinned down below 50pum with a grinding process but if will not
Fithstand torsion-and-bending tests as many prototypes from industry leaders have shown. Alternative
ngerprint sensors using a flexible substrate like Polymer are under deveélopment but not yet gvailable
s a mass product. Silicon sensors as a mainstream technology should ot be excluded or discriminated
y the standard.

o0 "< O QO O =

NS

1.2 Infrastructure and operation

he existing reader infrastructure is anticipated to:temain unchanged and not being adapted to
ccept contact-based Biometric System-on-Card. In a’contactless scenario, the Biometric Sy§tem-on-
ard need not necessarily satisfy the dimensions and mechanical requirements of an ICC compliant to
50/IEC 7816 to work reliable. It is much easier integrating additional components such as g battery
Fhen the thickness is greater than that of anISO/IEC 7816 card. The type S2 will be stiffer as|to avoid
reaking of the sensor and due to the incredsed thickness of the card body.

o< = 090
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