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Foreword

2022(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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is third edition cancels and replaces the second edition (ISO/IEC 17826:2016), which
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Specification changes:
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— support for PATCH HTTP verb, in addition of PUT, for resource updates;

— use of /cdmi/v2.0.0/ root URI in examples;
— new format for query parameters in URIs;
— exports section has been re-written;

— versioning examples have been updated;

— audit and logging clauses have been removed (due to no vendor implementations);
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— Bibliography section has been re-written;

— RFC references have been updated;

— HTTPS is used instead of HTTP in examples;

— references updated from CIFS to SMB;

— document formatting cleanup.
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ack or questions on this document should be directed to the user’s national standards body| A
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This Cloud Data Management Interface (CDMI™) International Standard is intended for application developers who
are implementing or using cloud storage. It documents how to access cloud storage and to manage the data stored

there.

This document is organized as follows:

Table 1: Overview of this document

Clause 1 Scope Defines the scope of this document
Clause 2 Normative references Lists the normative references for this document
Clause 3 Terms Provides terminology used in this document
Clause 4 Conventions Describes the conventions used in presenting the interfaces and
the typographical conventions used in this document
Llause 5 Overview ot Cloud Provides a brief overview of cloud storage and details the
Storage philosophy behind this International Standard as a model for the
operations
Llause 6 Data Object Resource Provides the normative standard of data object resource.operations
Operations using HTTP using HTTP
Llause 7 Container Object Provides the normative standard of container objegt'résource
Resource Operations operations using HTTP
using HTTP
Clause 8 Data Object Resource Provides the normative standard of data objectresource operationg
Operations using CDMI using CDMI
Clause 9 Container Object Provides the normative standard of container object resource
Resource Operations operations using CDMI
using CDMI
Llause 10 Domain Object Resource | Provides the normative standard of domain object resource
Operations using CDMI operations using CDMI
Clause 11 Queue Object Resource Provides the normative standard of queue object resource
Operations using CDMI operations using CDMI
Llause 12 Capability Object Provides the normative standard of capability object resource
Resource Operations operations using~CDMI
using CDMI
Clause 13 Exported Protocols Discusses-how virtual machines in the cloud computing
environnjent can use the exported protocols from CDMI containers
Clause 14 Snapshots Discusses how snapshots are accessed under CDMI containers
Clause 15 Serialization/ Discusses serialization and deserialization, including import and
Deserialization export of serialized data under CDMI
Llause 16 Metadata Provides the normative standard of the metadata used in the
interface
Clause 18 Retention and Hold Describes the optional retention management disciplines to be
Management implemented into the system management functions
Clause 19 Scope Specification Describes the structure of the scope specification for JSON objects
Clause 20 Results Specification Provides a standardized mechanism to define subsets of CDMI
object contents
lause 21 Notification Queues Describes how CDMI clients can efficiently discover what changes
have occurred to the system
lause 22 Query Queues Describes how CDMI clients can efficiently discover what content
matches a given set of metadata query criteria or full-content
search criteria
Clause 23 Encrypted Objects Describes how to work with transparently encrypted objects
lagse 24 Delegated Access Describes how to delegate access control to external systems
control
Clause 25 Data Object Versions Describes how to work with versioned data objects
Clause 26 Extensions Provides informative vendor extensions. Each extension is added
to the standard when at least two vendors implement the extension.
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Clause 1

(o]
©
(0]

THis CDMI™ International Standard specifies the interface to access cloud storage and to manage-the data stored
therein. This International Standard applies to developers who are implementing or using cloud storage.
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Clause 2

Normative references

TH
fo
thq
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its application. For dated references, only the edition cited applies. For undated references,‘the-latest edition
e referenced document (including any amendments) applies.

e provisions of the referenced specifications other than ISO/IEC, IEC, ISO, and ITU documents, as identifi
this clause, are valid within the context of this International Standard. The reference to such a specificati
hin this International Standard does not give it any further status within ISO/IEC. In particular, it does not give {
erenced specifications the status of an International Standard.

D 3166:2013, Codes for the representation of names of countries and theirsubdivisions (Parts 1, 2 and 3) -
PI[361[37]

D 4217:2015, Codes for the representation of currencies and funds,~see [38]

D 8601:2019, Data elements and interchange formats — Information interchange — Representation of dates g
pes - see [32][33]

D/IEC 9594-8:2017, Information technology — Open Systems’ Interconnection — The Directory: Public-key 4
ribute certificate frameworks - see [43]

D 14721:2012, Space data and information transfer systems — Open archival information system (OAIS) — R
price model - see [34]

D/IEC 14776-414:2009, SCS/ Architecture Model- 4 (SAM-4) - see [29]

D/IEC 17788:2014, Information technology—-Cloud computing — Overview and vocabulary - see [31]
D/IEC 20648, TLS specification for storage systems - see [39]

D/IEC 27040:2015, Information technology — Security techniques — Storage security - see [30]

D/IEC Directives, Part 2, Rules for the structure and drafting of International Standards, 6th edition, 2011* - §
]

FE 1003.1-2017, IEEE_Standard for Information Technology—Portable Operating System Interface (POSIX(l
se Specifications, Issu€’Y - see [41]

C 1867, Form-based‘File Upload in HTML - see [20]

C 2045, Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies - see [
C 2046, Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types - see [10]

C 2119,'Key Words for Use in RFCs to Indicate Requirement Levels - see [3]

C-2578, Structure of Management Information Version 2 (SMiv2) - see [21]

e following documents, in whole or in part, are normatively referenced in this document and are indispensalple

of

ed
o
he

ee

ce

R)

onnan 1] IITTD /4

RF

WO - £ D I 4 [ZaYat |
O ZUTU, TTYyPJCTICAL TTArioICr I TUtOCUr = TTT TT7T. T = 9CT [£J]

RFC 2617, HTTP Authentication: Basic and Digest Access Authentication - see [8]

RFC 3280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile - see
[13]

RFC 3530, Network File System (NFS) Version 4 Protocol - see [1]

RFC 7143, Internet Small Computer System Interface (iSCSI) Protocol (Consolidated) - see [4]
RFC 3986, Uniform Resource Identifier (URI): Generic Syntax - see [2]

RFC 4627, The Application/JSON Media Type for JavaScript Object Notation (JSON) - see [5]
RFC 4648, The Base16, Base32, and Base64 Data Encodings - see [19]
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RFC 4918, HTTP Extensions for Web Distributed Authoring and Versioning (WebDAV) - see [6]
RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2 - see [25]
RFC 6068, The ‘mailto’ URI Scheme - see [27]

RFC 5652, Cryptographic Message Syntac (CMS) - see [12]

RFC 6208, Cloud Data Management Interface (CDMI) Media Types - see [26]
RFC 6839, Additional Media Type Structured Syntax Suffixes - see [11]

RFC 7515, JSON Web Signatures - see [17]

RFC 7516, JSON Web Encryption - see [18]

RFC 7518, JSON Web Algorithms - see [15]

R
SH

C 8446, The Transport Layer Security (TLS) Protocol Version 1.3 - see [24]
lIA TLS, TLS Specification for Storage Systems, version 1.1.0 - see [42]
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Clause 3

T

Fgr the purposes of this document, the terms and definitions given in Rec. ITU-T Y.3500 | ISO/IEC 17788:2014 ahd
th¢ following apply.

3.

Agcess Control List (ACL)
a persistent list, commonly composed of Access Control Entries (ACEs), that enumernates the rights of principg
(users and groups) to access resources

S

3.2

ARI
Application Programming Interface

3.3

cpmi™
Clpud Data Management Interface

3.

CIDMI capabilities
an object that describes what operations are(Supported for a given cloud or cloud object

THe mimetype for this object is application/cdmi-capability.

3.5
CDMI container
an object that stores zero of more children objects and associated metadata

THe mimetype for this object is application/cdmi-container.

3.6
CDMI data object
an object that'stores an array of bytes (value) and associated metadata

THe mimetype for this object is application/cdmi-object.

3.

CDMI domain
an object that stores zero or more children domains and associated metadata describing object administrative
ownership

The mimetype for this object is application/cdmi-domain.
3.8

CDMI object
one of CDMI capabilities, CDMI container, CDMI data object, CDMI domain, or CDMI queue
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3.9

CDMI queue
an object that stores a first-in, first-out set of values and associated metadata

The mimetype for this object is application/cdmi-queue.

3.10

CIFS
Common Internet File System (See SMB)

3.11

clpud storage
Sge Data storage as a Service

3.12

CRC
cyplic redundancy check

3.13

current data object version
the¢ most recent version of a version-enabled data object

3.14

ddta object version
either the current data object version or an historical data object version

3.15

D4ta Storage as a Service (DSaaS)
delivery of appropriately configured virtual storage and relateéd data services over a network, based on a requést
fof a given service level

3.16

ddlegated access control (DAC)
the process of delegating an access controhdecision to a third party

3.7

delegated access control provider (DAC provider)
a third-party system that is capable of making access control decisions

3.18

dTegated access ‘control request (DAC request)
a fequest made tora-DAC provider for an access control decision

3.19
dTegated access control response (DAC response)

a ftesponse from a DAC provider indicating the result of a request for an access control decision

3.20

domain
a shared user authorization database that contains users, groups, and their security policies and associated ac-
counting information

Each CDMI object belongs to a single domain, and each domain provides user mapping and accounting information.
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3.21

eventual consistency
a behavior of transactional systems that does not provide immediate consistency guarantees to provide enhanced
system availability and tolerance to network partitioning

3.22

FC
Fibre Channel

historical data object version
a mon-current state of a version-enabled data object

3.25

HTTP
HyperText Transfer Protocol

3.26

Infrastructure as a Service (laaS)
delivery over a network of an appropriately configured virtual computing environment, based on a request fof a
giyen service level

Typically, laaS is either self-provisioned or provisionless and is billed based on consumption.

3.29

SE
aScript Object Signing and Encryption

A
ON Web Algorithm

1
E

J ONA\A oL 'H
SONVVCO ey puoTT

3.32

JWS
JSON Web Signing

3.33

JSON
JavaScript Object Notation
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3.34

LDAP
Lightweight Directory Access Protocol

3.35

LUN
Logical Unit Number (see ISO/IEC 14776-414)

3.36

metadata
data—about-otherdata{see[34])
Ay =17

twork File System (see RFC 3530 [1])

9

ject
entity that has an object ID, has a unique URI, and contains state

es of CDMI objects include data objects, container objects, capability objects, domain objects, and queue

lobally-unique value assigned at creation time to identify an object

1

Cl
en Cloud Computing Interface (see [40])

2

livery over a network of a virtualized programming environment, consisting of an application deployment stgdck
ed on a virtual computing environment

ically, PaaS is basedwon |aaS, is either self-provisioned or provisionless, and is billed based on consumption

3

SIX
rtable @perating System Interface (see /EEE Std 1003.1)

4

private cloud
delivery of SaaS, PaaS, laaS, and/or DaaS to a restricted set of customers, usually within a single organization

Private clouds are created due to issues of trust.
3.45

public cloud
delivery of SaaS, PaaS, laaS, and/or DaaS to, in principle, a relatively unrestricted set of customers
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3.46

Representational State Transfer (REST)
a specific set of principles for defining, addressing, and interacting with resources addressable by URIs (see [7])

3.47

RPO
recovery point objective

3.48
RTO

recoventime-obiective.
Y o)

3.49

service level
performance targets for a service

3.50

S
A
re

3.

S
Si

3.

Sq
d¢

te
pri

3.

Uniform Resource Identifier (URI)

CO|

3.

version-enabled data object

a

3.
vi

pr
re

3.

W,

rver Message Block
hetwork file system access protocol designed primarily used by Windows clients to.eoOmmunicate file accd
huests to Windows servers. (Also see CIFS)

b1

MP
ple Network Management Protocol

b2

ftware as a Service (Saa$S)
livery over a network, on demand, of the use of an application

hnology that allocates the physical capacity of a voliime or file system as applications write data, rather th
p-allocating all the physical capacity at the time of previsioning.

63

Impact sequence of characters that identifies an abstract or physical resource (see RFC 3986 [2])

b4

CDMI data object with vetsioning enabled

b5

tualization

psentation of \résources as if they are physical, when in fact, they are decoupled from the underlying physi
bources

b6

Cal

LiINAV\L

CIORY

Web Distributed Authoring and Versioning (see RFC 4918 [6])
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4!1 Interface format

E4ch interface description has nine components, as described in Table 2.

Table 2: Interface format

Component

Description .\

bynopsis

The GET, PUT, POST, PATCH, and DELETE semantics

=alnloe

Delayed completion

For long-running operations, a description of behavior when the operatio
does not immediately complete

=

Capabilities

A description of the supported opefations

Request headers

The request headers, such.'as Accept, Authorization, Content-Length
Content-Type

Request message body

A description of the message body contents

Response headers

The response headers, such as Content-Length, Content-Type

A description of theédnessage body contents

Response Status

A list of HTTP status codes

F
F
Response message body
F
E

Fxample

An example of'the operation
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4.2 Typographical conventions

All code text and HTTP status codes are shown in a fixed-width font.

API resquests also include a prefix to indicate the source of the request or reply:
* Client-initiated requests are prefixed with ‘—>’
+ Server-initiated replies are prefixed with ‘<’

An example is included below:

--> PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com

--> Accept: application/cdmi-object

-—-> Content-Type: application/cdmi-object

-+

- "mimetype" : "text/plain",

- "metadata" : {

-+

-+ }r

- "value" : "This is the Value of this Data Object"

-+

< HTTP/1.1 202 Accepted
<-f Location: https://cloud.example.com/cdmi/2.0.0/MyContainer/MyDatalbject.txt

Similarly, HTTP status codes are shown in a fixed-width font, as in:
Requesting an optional field that is not present shall result in an HTTP status code of 404 Not Found.
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4.3 Request and response body requirements

In request and response body tables, the Requirement column contains one of the following three values:
» Mandatory. The value specified in this row shall be provided.

» Conditional. If the conditions specified in the Description cell is met, the value specified in this row shall be
provided. Otherwise, it may be provided unless the Description specifically prohibits it, in which case it shall
not be provided.

+ Optional. The value specified in this row may be provided.
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4.4 Key Word requirements

In this International Standard, the key words in Table 3 shall be interpreted as described in ISO/IEC Directives, Part
2. Table 2 — Key word requirements

Table 3: Key word requirements

14

Key words Denotes Description Equivalent expressions
(for exception cases
only)

shall requirement An action that is unconditionally required.

* Do not use must as an alternative to * isto
B:Ia“. ;D lcquilcu' tU
» To express a direct instruction, for « it is required that
example, when referring to steps to * hasto
be taken in a test method, use the e only...is
imperative mood in English. permitteéd
+ EXAMPLE: Switch on the recorder. * it is,necessary
ghall not requirement An action that is unconditionally
prohibited. * )is not allowed
Do not use may not instead of shall not to [permitted]
express a prohibition. [acceptaple]
[permissible]
* is required to be
not
* is required that ...
be not
* is not to be
ghould recommendation An action that is recommiended when
choosing among seveéral possibilities, or * it is recommendeg
an action that is préféerred but not that
necessarily required. * ought to
ghould not recommendation An action oricertain possibility or course of
action that is deprecated but not * itis not
prohibited. recommended that
» ought not to
may permission An action that indicates what is allowed
within the limits of the document. * is permitted
Do not use possible or can in this context. s aIIow'ed.
May signifies permission expressed by the * Is permissible
document, whereas can refers to the
ability of a user of the document or to a
possibility open to him or her.
need not permission An action that indicates what is not
required within the limits of the document. « it is not required
Do not use impossible in this context. that . .
* no ... is required
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Clause 5
Overview of Cloud Storage

51 Overview

5.1.1 General Context

When discussing cloud storage and standards, it is important to distinguish the yarious resources that are being
offered as services. These resources are exposed to clients as functional intérfaces (i.e., data paths) and gre
managed by management interfaces (i.e., control paths). This International Standard explores the various types| of
interfaces that are part of cloud services today and shows how they are related:~This International Standard defines
a model for the interfaces that can be mapped to the various cloud seryices and a model that forms the basis for
clgud storage interfaces into the future.

Arjother important concept in this International Standard is that of metadata. When managing large amounts of dgta
with differing requirements, metadata is a convenient mechanism'to-express those requirements in such a way that
underlying data services can differentiate their treatment of theldata to meet those requirements.

THe appeal of cloud storage is due to some of the same attributes that define other cloud services: pay as you g¢o,
the illusion of infinite capacity (elasticity), and the simplicity of use/management. It is therefore important that gny
interface for cloud storage support these attributes, while allowing for a multitude of business use cases.

5.1.2 What is Cloud Storage?

The use of the term cloud in describing these new models arose from architecture drawings that typically used a
clgud as the icon for a network. The\eloud represents any-to-any network connectivity in an abstract way. In this
abstraction, the network connectivity~in the cloud is represented without concern for how it is made to happen.

THe cloud abstraction of complexity produces a simple base on which other features can be built. The general cloud
m¢del extends this base by adding a pool of resources. An important part of the cloud model is the concept of a
paol of resources that is @rawn from, on demand, in small increments. A relatively recent innovation that has made
this possible is virtualizafion.

THus, cloud storagetis simply the delivery of virtualized storage on demand. The formal term that is used for thid is
D3ata storage as-a‘Service (DaaS).

5.1.3 /Data Storage as a Service

By R S e ice—terace -6 eHg e-Gaeata & REEe-6 e al

cloud services and implementations are possible. The only type of storage that is excludéd from this definition is
that which is delivered in fixed-capacity increments instead of that which is based on demand.

An important part of any DaaS system is the support of legacy clients. Support is accommodated with existing
standard protocols such as iSCSI (and others) for block network storage and SMB/NFS or WebDAV for file network
storage, as shown in Fig. 1.

The difference between purchasing a dedicated appliance or purchasing cloud storage is not the functional interface,
but the fact that the storage is delivered on demand. Customers pay for either what they actually use or what they
have allocated for use. For block storage, a Logical Unit Number (LUN), or virtual volume, is the granularity of
allocation. For file protocols, a file system is the unit of granularity. In either case, the actual storage space may be
thin-provisioned and billed for based on actual usage. Data services, such as compression and deduplication, can
be used to further reduce the actual space consumed.
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Managing this storage is typically done out of band for these standard data storage interfaces, either through

AR
us

In
ex
se

Es
col
frd

Block Storage Client Filesystem Client
ISCSI LUNS, Targets POSIX (NFS, CIFS,

W¢bDAV)

Fig. 1: Existing data storage interface standards

I, or more commonly, through an administrative browser-based user.interface. This out-of-band interface can
ed to invoke other data services as well (e.g., snapshots or cloning):

this model, the underlying storage space that has been exposed by the out-of-band interfaces is abstracted g

Fves as a grouping of the data stored in it and a point of centrol for applying data services in the aggregate.

ch data object is created, retrieved, updated, and deleted as a separate resource. In this type of interface
htainer, if used, is a simple grouping of data objects for,convenience. Nothing prevents the concept of containg
m being hierarchical, although any given implementation might support only a single level (see Fig. 2).

Object Storage Client

CRUD operations
via HTTP

an
be

hd

posed using the notion of a container. A container is not oply a useful abstraction for storage space, but also

=

S

Fig. 2: Storage interfaces for object storage client data
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5.1.4 Data management for cloud storage

Many of the initial implementations of cloud storage focused on a kind of best effort quality of storage service and
ignored most other types of data services. To address the needs of enterprise applications with cloud storage,
however, there is an increasing need to offer better quality of service and to deploy additional data services.

Cloud storage can lose its abstraction and simplicity benefits if new data services that require complex manage-
ment are added. Cloud storage customers are likely to resist new demands on their time (e.g., setting up backup
schedules through dedicated interfaces, deploying data services individually for stored objects).

By supporting metadata in a cloud storage interface and prescribing how the storage system and data system
metadata is interpreted to meet the requirements of the data, the simplicity required by the cloud storage model can
be maintained while still addressing the requirements of enterprise applications and their data.

Us i i f
query for specific metadata values. The schema for this metadata may be determlned by each application, domain,
or|user. For more information on support for user metadata, see 16.5.

Stprage system metadata is produced/interpreted by the cloud service provider and basic storage functiehs (e.g.,
madification and access statistics, access control). For more information on support for storage system metadata,
see 16.2.

D4ta system metadata is interpreted by the cloud service provider as data requirements that centrol the operatipn
of underlying data services for that data. Depending on the level of granularity supported by the cloud, data syst¢m
metadata may apply to an aggregation of data objects in a container or to individual data ébjects, if the cloud service
provider supports this level of granularity. For more information on support for data system metadata, see 16.3.

5.1.5 Data and container management

THere is no reason that managing data and managing containers shouldinyolve different interfaces. Therefore, the
use of metadata is extended from applying to individual objects to applying to containers of objects as well. Thiis,
any data placed into a container inherits the data system metadata of'the container into which it was placed. When
creating a new container within an existing container, the new container would similarly inherit the metadata settings
of fits parent’s data system metadata. After an object is created; the data system metadata may be overridden|at
the container or individual object level, as desired.

Evenif the provided interface does not support setting metadata on individual objects, metadata can still be applied to
theé containers. In such a case, the interface does not\provide a mechanism to override metadata that an individjial
object inherits from its parent container. For file-based interfaces that support extended attributes (e.g., SMB,
NKESv4), these extended attributes may be used’to-specify the data system metadata to override that specified for
the container.
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5.2 Reference model for cloud storage interfaces

The cloud storage reference model is shown in Fig. 3.

Clients acting in the role of using a data storage interface

Clients can be inside the
storage cloud (i.e.,
providing storage
resources to the cloud as
well as consuming them)
or outside the storage
cloud (i.e., only consuming
resources).

i |

Object Storage Client XAM Client

Block Storage Client File Sﬁem Client

Exports to cloud
computing

iSCSI, FC, FCoE
LUNs, Targets

POSIX (NFS,
CIFS, WebDAV)

anagement of the cloud
orage can be standalone e
I part of the overall cloud ~
mputing management. //

oo w =
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P = —\ -

-

—

g)

Data/Storage — —
Management Client Information
Services
(lients acting in the (future)

ple of managing data/
dtorage

~

C)O
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N Fig. 3: Cloud storage reference model

THis model show; @Itiple types of cloud data storage interfaces that are able to support both legacy and new
applications. Q‘The interfaces allow storage to be provided on demand, drawn from a pool of resources. The
stgrage cap A"%Ts drawn from a pool of storage capacity provided by storage services. The data services 3re
applied to. dual objects, as determined by the data system metadata. Metadata specifies the data requirements
onthe of individual objects or for groups of objects (containers).

)
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5.3 Cloud data management interface

The Cloud Data Management Interface (CDMI™) shown in Fig. 3 may be used to create, retrieve, update, and
delete objects in a cloud. The features of the CDMI include functions that:

« allow clients to discover the capabilities available by the cloud service provider,
* manage containers and the data that is placed in them, and
+ allow metadata to be associated with containers and the objects they contain.

This International Standard divides operations into two types: those that use a CDMI content type in the HTTP
body and those that do not. While much of the same data is available via both types, providing both allows for
CDMl-aware clients and non-CDMI-aware clients to interact with a CDMI provider.

CDMI can also be used by administrative and management applications to manage containers, domains, secuity
access, and monitoring/billing information, even for storage that is functionally accessible by legacy or proptietary
protocols. The capabilities of the underlying storage and data services are exposed so that clients can understapd
what services the cloud service provider provides.

in

Canformant cloud service providers may support a subset of the CDMI, as long as they expose the limitations
thé capabilities reported via the interface.

THis International Standard uses RESTful principles in the interface design where possible (see'[7]).

CIDMI defines both a means to manage the data as well as a means to store and retrieve/the data. The means py
which the storage and retrieval of data is achieved is termed a data path. The means by which the data is managed
is fermed a control path. CDMI specifies both a data path and control path interface!

CDDMI does not need to be used as the only data path and is able to manage cloud storage properties for any data
path interface (e.g., standardized or vendor specific).

Cantainer metadata is used to configure the data requirements of the storagéprovided through the exported protogol
(eg., block protocaol or file protocol) that the container exposes. When.an'implementation is based on an underlying
filg system to store data for a block protocol (e.g., iISCSI), the CDMI ‘container provides a useful abstraction for
representing the data system metadata for the data and the struetures that govern the exported protocols.

A ¢loud service may also support domains that allow administrative ownership to be associated with stored objedts.
Dgmains allow this International Standard to (among other things):

+ determine how user credentials are mapped to prin€ipals used in an Access Control List (ACL),
« allow granting of special cloud-related privileges,"and
+ allow delegation to external user authorization systems (e.g., LDAP or Active Directory).

Dgmains may also be hierarchical, allowing for‘corporate domains with multiple children domains for departments
orlindividuals. The domain concept is also’used to aggregate usage data that is used to bill, meter, and monifor
clgud use.

Fipally, capabilities allow a client tordiscover the capabilities of a CDMI implementation. Requirements throughgut
this International Standard shalllbe understood in the context of CDMI capabilities. Mandatory requirements pn
fupctionality that is conditioned o6n a CDMI capability shall not be interpreted to require implementation of that
capability, but rather shall be‘interpreted to apply only to implementations that support the functionality required oy
that capability.

Fdr example, in 5.3,3;-this International Standard states, “Every cloud storage system shall allow object ID-based
acress to stored objects.” This requirement shall be understood in the context that access by object ID is predicated
onthe presence of the cdmi object access by ID capability.

5.8.1 ,Object model for CDMI

T

The five types of resources defined are shown in Table 4. The content type in any given operation is specific to
each type of resource.

Alis shownin Fig 4
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Root Container capabilitiesURI ! Capability Objects
0.* :
Key/Vale Metadata i Capability Entries child
Children Child Children
0. 0. 0.* 1
Container Data Object ‘ Queue Object
Key/Value Metadata Key/Value Metadata Key/Value Metadata capabilitiesURI
Children Value Values
Domain Objects
domainURI 1 - T‘"d
Memberéhip
Children
Fig. 4: CDMI object model
Table 4: Types of resources in the CDMI object model
Resource type Description Ve [ Reference
[pata objects Data objects are used to store data and associated metadata, See clause 8.
and provide functionality similar to files in a file system.
Container objects Container objects have zero or more children objects, and-store See clause 9.
metadata associated with the container as a whole. Container
objects do not store data directly. They provide functionality
similar to directories in a file system.
[Pomain objects Domain objects represent administrative grodpings for user See clause 10.
authentication and accounting purposes.
Queue objects Queue objects store zero or more pieces\of data, and store See clause 11.
metadata associated with the queue as’a whole. Enqueued
values are accessed in a first-in-first-out manner.
Lapability objects Capability objects describe the functionality implemented by a See clause 12.
CDMI server and are used by.a client to discover supported
functionality.

Fdr data storage operations, the client of the interface only needs to know about container objects and data objed

object model (see Fig. 4), the client can send a PUT via CDMI (see Fig. 3) to the new container URI and creat
new container with the specified name. Container metadata are optional and are expressed as a series of na
value pairs. After a container is created, a client can send a PUT to create a data object within the newly creat
coptainer.

Quieue objects are also defined.(see Fig. 4) and provide in-order-first in-first-out access to enqueued objects. M
information on queues can.be found in clause 11.

CDMI defines two namespaces that can be used to access stored objects, a flat object ID namespace and a hier
chjcal path-based namespace. Support for objects accessed by object ID is indicated by the system-wide capabi
cdmi_object_access by ID,and supportfor objects accessed by hierarchical path is indicated by the contair
capability cdmi\(create dataobject found on the root container (and any subcontainers).

Objects are-créated by ID by performing an HTTP POST against a special URI, designated as /cdmi objecti
(s¢e 9.7).~Subsequent to creation, objects are modified by performing PUTs using the object ID assigned by f
CIDMI server, using the “/cdmi_objectid/” URI (see 8.5). The same URI is used to retrieve and delete obje
byl ID.

All data path implementations are required'to support at least one level of containers (see 5.1.5). Using the CI:{\AI
e

ts.

a

ed

-
ity
er

H/
he
Cts

Objects are created by name by performing an HTTP PUT to the desired path URI (see 8.3). Subsequent to creation,

objects are modified by performing PUTs using the object path specified by the client (see 8.5). The same URI
used to retrieve and delete objects by path.

CDMI defines mechanisms so that objects having only an object ID can be assigned a path location within t
hierarchical namespace, and so that objects having both an object ID and path can have their path dropped, su

is

he
ch

that the object only has an object ID. This function is accomplished by using a “move” modifier to a PUT or POST

operation, as shown in Fig. 5.
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PUT /name, {“move” : “/cdmi_objectid/<object ID>/"}

Object with Object with ID

Name and ID only

POST /cdmi_objectID/, {“move” : “/name"}

Fig. 5: Object transitions between named and ID-only

5.8.2 CDMI metadata

MI uses many different types of metadata, including HTTP metadata, data system metadata, user metadafa,
storage system metadata.

pe, etc.). HTTP metadata is not specifically related to this International Standard but\needs to be discussed|to
lain how CDMI uses the HTTP standard.

MI data system metadata, user metadata, and storage system metadata is defined in the form of name-value
irs. Vendor-defined data system metadata and storage system metadatainames shall begin with the reverse
main name of the vendor.

C
a
HTTP metadata is metadata that is related to the use of the HTTP protocol (e.g., Content-Length, Contenf-
T
e

Qv O

Data system metadata is metadata that is specified by a CDMI client and.is a component of objects. Data syst¢m
me¢tadata abstractly specifies the data requirements associated with data services that are deployed in the cloud
stgrage system.

Uger metadata consists of client-defined JSON strings, arrays;>and objects that are stored in the metadata figld.
THe namespace used for user metadata names is self-administered (e.g., using the reverse domain name), and
user metadata names shall not begin with the prefix “cdmd\, *.

Stprage system metadata is metadata that is generated'by the storage services in the system (e.g., creation tinpe,
sige) to provide useful information to a CDMI client.

THe matrix of the creation and consumption of storage system metadata is shown in Table 5.

Table 5: Creation/consumption of storage system metadata

Created by user Created By system
Consumed by ,u&\\ User metadata Storage system metadata
Consumed py system | Data system metadata [ N/A

5.8.3 CDMI object1Ds

EVery object stofed-within a CDMI-compliant system shall have a globally unique object identifier (ID) assigned
at|creation timey " The CDMI object ID is a string with requirements for how it is generated and how it obtains its
uniquenessy Each cloud service that implements CDMI shall generate these identifiers such that the probability| of
conflicting with identifiers generated by other CDMI Servers and the probability of generating an identifier that has

already. been used is effectively zero.
E\]ery cloud storage system shall allow object ID-based access to stored objects by allowing the object’s ID to pe

appended to the root URI (see 5.5.5). If the data object “MyDataObject. txt”, stored in the root container “/” with
a root path of “/cdmi/2.0.0/”, has an object ID of “00006FFD001001CCE3B2B4F602032653”, the following
pair of URIs access the same data object:

* https://cloud.example.com/cdmi/2.0.0/MyDataObject.txt
* https://cloud.example.com/cdmi/2.0.0/cdmi objectid/00006FFD001001CCE3B2B4F602032653

If containers are supported, they shall also be accessible by object ID. If the container “MyCon-
tainer”, stored in the root container “/” with a root path of “/cdmi/2.0.0/”, has an object ID of
“00006FFDO010AA33D8CEF9711E0835CA”, the following pairs of URIs access the same object:

* https://cloud.example.com/cdmi/2.0.0/MyContainer/
* https://cloud.example.com/cdmi/2.0.0/cdmi objectid/00006FFDO010AA33D8CEF9711E0835CA/
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* https://cloud.example.com/cdmi/2.0.0/MyContainer/MyDataObject.txt

* https://cloud.example.com/cdmi/2.0.0/cdmi objectid/00006FFDO010AA33D8CEF9711E0835CA/
MyDataObject.txt

5.3.4 CDMI object ID format

The CDMI Server shall create the object ID, which identifies an object. The object ID shall be globally unique and
shall conform to the format defined in Table 6. The native format of an object ID is a variable-length byte sequence
and shall be a maximum length of 40 bytes. A client should treat object IDs as opaque byte strings. However,
the object ID format is defined such that its integrity may be validated, and independent CDMI Servers may assign
unique object ID values independently.

Table 6: Object ID format

( 1 |2 |3 4 5 6 [7 [8 [9 [10]..[88]3b
Reserved Enterprise Number Reserved Length| CRC Opaque Data
(rero) (zero)

THe fields shown in Table 6 are defined as follows:
* The reserved bytes shall be set to zero.

» The Enterprise Number field shall be the SNMP enterprise number of the offeringorganization that developed
the system that created the object ID, in network byte order. See RFC 2578-{21] and https://www.iana.ofg/
assignments/enterprise-numbers. 0 is a reserved value.

» The byte at offset 5 shall contain the full length of the object ID, in bytes:

» The CRC field shall contain a 2-byte (16-bit) CRC in network byteerder. The CRC field enables the object|ID
to be validated for integrity. The CRC field shall be generated by<unning the CRC algorithm across all byfes
of the object ID, as defined by the Length field, with the CRCfield set to zero. The CRC function shall hgve
the following fields:

— Name : “CRC-16",
— Width : 16,

— Poly : 0x8005,

— Init: 0x0000,

[

— Refln: True,
— RefOut: True,
— XorOut: 0x0000, and
— Check : 0xBB3D.
This function defines a 16-bit CRC with polynomial 0x8005, reflected input, and reflected output.
+ Opaque data in eaeh.object ID shall be unique for a given Enterprise Number.

THe native format for @n'object ID is binary. When necessary, such as when included in URIs and JSON strings,
the object ID textual representation shall be encoded using Base16 encoding rules described in RFC 4648 [19] anhd
shall be case insénsitive.

22 © ISO/IEC 2022 - All rights reserved


https://www.iana.org/assignments/enterprise-numbers
https://www.iana.org/assignments/enterprise-numbers
https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

5.4 Security

5.4.1 Security objectives

Security, in the context of CDMI, refers to the protective measures employed in managing and accessing data and
storage. The specific objectives to be addressed by security include providing a mechanism that:

« assures that the communications between a CDMI client and server cannot be read or modified by a third
party;

+ allows CDMI clients and servers to assure their identity;

« allows control of the actions a CDMI client is permitted to perform on a CDMI server;

« allows records to be generated for actions performed by a CDMI client on a CDMI server;
+ protects data at rest;

< eliminates data in a controlled manner; and

« discovers the security capabilities of of a particular implementation.
Sgcurity measures within CDMI are summarized as:

* transport security,

+ user and entity authentication,

« authorization and access controls,

+ data integrity,

« data and media sanitization,

« data retention,

* protections against malware,

+ data at-rest encryption, and

 security capabilities.

W|th the exception of both the transport security and the security capabilities, which shall be implmented, the secufity
measures can vary significantly from implementation t{aZimplementation.

When security is a concern, the CDMI client should begin with a series of security capability lookups (see 12.2.7to
degtermine the exact nature of the security features-that are available. Based on the values of these capabilities| a
risk-based decision should be made as to whether the CDMI server should be used. This is particularly true when
theé data to be stored in the cloud storage is\sensitive or regulated in a way that requires stored data to be protected
(elg., encrypted) or handled in a particulas manner (e.g., full accountability and traceability of management and
aceess).

5.1.2 HTTP security

HTTP is the mandatory\transport mechanism for this version of CDMI. It is important to note that HTTP, by its¢lf,
offers no confidentialityor integrity protections. As CDMI is built on top of HTTP, HTTP over Transport Layer Secufity
(TES) (i.e., HTTPS)is the mechanism that is used to secure the communications between CDMI clients and servers.

Tolensure both'Security and interoperability, all CDMI implementations:

+ shallimplement the TLS protocol as described in the latest version of the “SNIA TLS Specification for Storage
Systems” [42]; with a six-month transition period for implementations. The TLS specification is updated
when new vulnerabilities are found, and CDMI implementations shall support the latest specification within
six months of its publication announcement;

+ shall support both HTTP over TLS and HTTP without TLS; and
+ shall allow HTTP without TLS to be disabled.

When TLS is used to secure HTTP, the client and server typically perform some form of entity authentication.
However, the specific nature of this entity authentication depends on the cipher suite negotiated; a cipher suite
specifies the encryption algorithm and digest algorithm to use on a TLS connection. A very common scenario
involves using server-side certificates, which the client trusts, as the basis for unidirectional entity authentication. It
is possible that mutual authentication involving both client-side and server-side certificates are required.
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5.4.3 Client Authentication

A

CDMI client shall comply with all security requirements for HTTP that apply to clients.

CDMI clients shall be responsible for initiating user authentication for each CDMI operation that is performed. The
CDMI server functions as the authenticator and receives and validates authentication credentials from the client.

RFC 2616 [23] and RFC 2617 [8] define requirements for HTTP authentication, which generally starts with an HTTP
client request. If the client request does not include an Authorization header and authentication is required, the
server responds with an HTTP status code of 401 Unauthorized and a WWW-Authenticate response header.
The HTTP client shall then respond with the appropriate Authorization header in a subsequent request. The
format of the WWW-Authenticate and Authorization headers varies depending on the type of authentication

re

Once a user is authenticated, the provided principal name shall be mapped by the CDMI\domain to a domain user
used directly as the ACE “who” if domains are not supported). This mapping is thenluséd to determine authorizati

A
Di

th¢ authentication service is beyond the scope of this International Standard.

Rgcommendations for using HTTP and TLS are as follows:

Fdr further information pertaining to storage security techniques, see the latest version of ISO 20648.

.A.4 Use of TLS and HTTP

.A.5 Further information

quired.

used on a secure network or in conjunction with TLS.

« HTTP digest authentication sends a secure digest of the user name and password (and other jaformati
such as a nonce value), and can be used on an insecure network without TLS.

» HTTP status codes of 401 Unauthorized should not include a choice of authentication.
« HTTP basic authentication and/or HTTP digest authentication should be implemented.

Authentication credentials used with one type of HTTP authentication (i.e., basic or(digest) should never
subsequently used with the other type of HTTP authentication.

CDMI server typically relies on an authentication service (local and/or external) to validate client credentig
fering authentication schemes may be supported, including host-based,authentication, Kerberos, PKI, or oth

+ A client connecting to a CMDI server using TLS should use TCP port 443, and a client connecting withg
TLS should use TCP port 80.

+ A client that fails to connect to a CDMI servér on port 443 should retry without TLS on TCP port 80 if th
security policy allows it.

» Servers may respond to HTTP requests on port 80 with an HTTP REDIRECT to the appropriate TLS U
(using port 443). Clients should honor such redirects in this situation.

e

on

ut

o

r

RI
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5.5 Required HTTP support

5.5.1 RFC 2616 support requirements

A conformant implementation of CDMI shall also be a conformant implementation of RFC 2616 [23] (i.e., HTTP
1.1). The subclauses below list the sections of RFC 2616 [23] that shall be supported; however, this list is not
comprehensive.

5.5.2 Content-Type negotiation

If @ request body is present, the client shall include a Content-Type header, as per section 14.17 of RFC 2616 [2]3].
If {he client does not provide a Content-Type header when required or provides a media type in the Content-Type
header that does not match with the existing resource media type, the server shall retufnran HTTP status code| of
4(J0 Bad Request.

If @ response body is present, the server shall provide a Content-Type header,

THis International Standard may further qualify content negotiation (e.g., in 9.4;\the absence of a Content-Type
header has a specific meaning).

5.6.3 Range support

THe server shall support HTTP Range headers and partial contént responses (see Section 14.16 of RFC 2616 [23]).

The values of the childrange, valuerange and queuerange fields are formatted based on the HTTP byt
rgnge-resp-spec, as defined in clause 14.16 of RFC;2616 [23].

4%
|

5.6.4 URI escaping

Pgrcent escaping of reserved characters(specified in RFC 3986 [2] shall be applied to all text strings used in HTTP
request URIs and HTTP header URIs. This includes user-supplied field names, metadata names, data objé¢ct
names, container object names, queue object names, and domain object names when used in HTTP request URIs
and HTTP header URIs.

Fi¢ld names and values shall not’be escaped when stored and when sent in request body and response bodies|

A glient retrieving a metadata.item named “@user” from a container object with the name of “@MyContainer” wolild
perform the following request and reply:

-—> GET /cdmi/280.0/%40MyContainer/?objectName&metadata=%40user HTTP/1.1
- Host: cloudtexample.com
-—> Accept:. _application/cdmi-container

<-~ HTTP%I>1 200 OK
<-- Contént-Type: application/cdmi-container

<14

<-- "objectName": "@MyContainer/",
<-- "metadata": {

<-- "Quser": "test",

<__

<-= }

<--}
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5.5.5 Use of URIs

The format and syntax of URIs are defined by RFC 3986 [2].

This International Standard splits the RFC 3986 path into two parts: The “root path” and the “CDMI path”, as shown
in Fig. 6. The URI containing only the root path is called the “root URI".

https://example.com:443/cdmi/2.0.0/myContainer/myDataObject?value
\ / \ /\ | / \ /

scheme authority root path CDMI path query
| |

THe container at the start of the CDMI path is the root container. For example, in Fig. 6, thie root container is nam
myContainer”.

“«

Al
al

shill maintain one or more root URIs that each correspond to a root CDMI container on the CDMI server. Since
URIs to CDMI containers end in a trailing slash, all root URIs will end in a failing slash.

THis International Standard places no additional restrictions on root JRIs beyond those specified for the “pa

C

Inglustry conventions for RESTful APIs suggest root URIs end in ¥/Acdmi /<version>/", where <version> is in {
fotm of “<major>.<minor>.<micro>”, where <major>, <minor> and <micro> are integers indicating the versi

of

cdm/cdmi/2.0.0/.
THe properties of the root URI determine the parenti®and parentURI fields of an root CDMI container:

Taple 7 shows how CDMI paths (relative URIs) are resolved with root URIs

\ /
|

root URI

Fig. 6: CDMI URI Components

URIs in this International Standard are relative to the root URI unless otherwise.noted. As a consequence,
orithm used for calculating the resolved URI is as described in Section 5.2 of RFC 3986 [2]. Every CDMI clig

ponent” in RFC 3986.

he CDMI interface specification. All examples in this specification use aroot URI of https://cloud.exampl

« If the root path is “/”, the root container shall not include the parentID field and shall populate an em
string () for the value of the parentURT field.

« If the root path is not “/” and the last\entity in the root path is a CDMI container, the root container sh

ed

he
Nt
all

—

Yy

all

populate parentID field with the(CDMI object ID of the CDMI container corresponding to the parent path

entity, and shall populate the parentURI field with the URI of the parent path.

« If the root path is not “/” andthe last entity in the root path is not a CDMI container, the root container sh
not include the parent Ibfield, and shall populate the parentURT field with the URI of the parent path.

« If the root path is not%”.and the last entry in the root path is not accessible via the scheme, root contair
may omit the parent D field and may populate parentURI field with an empty string ().

all

er
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Table 7: Relative URIs resolved against root URIs

Root URI + CDMI Path => Resolved URI

https://cloud.example. https://cloud.example.com/

com/

https://cloud.example. / https://cloud.example.com/

com/

https://cloud.example. myCDMIcontainer/ | https://cloud.example.com/

com/ testObject myCDMIcontainer/testObject

https://cloud.example. myCDMIcontainer/ | https://cloud.example.com/container/
com/ testObject testObject

https://cloud.example. myCDMIcontainer https://cloud.example.com
om/myNonCDMIentity/ testObject myNonCDMIentity/myCDMIcontainer/

testObject

Https://cloud.example. myCDMIcontainer/ | https://cloud.example.com/
om/myNonCDMIentity/ testObject myCDMIcontainer/testObject

Https://cloud.example. myCDMIcontainer/ | https://cloud.example.com/cdmi/2.0.0/
om/cdmi/2.0.0/ testObject myCDMIcontainer/testObject

Https://cloud.example. myCDMIcontainer/ | https://cloud.example.comY
om/cdmi/2.0.0/ testObject myCDMIcontainer/testOlRjéct

5.p.6 Reserved characters

THe name of CDMI data objects, container objects, queue objects, domain’objects and capability objects shall pot

cohtain the “/” or “2?” characters, as these characters are reserved for delimiters.
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5.6 Time representations

Unless otherwise specified, all date/time values are in the ISO 8601:2004 extended representation (“Yyyy-
MM-DDThh:mm: ss.ssssssZ”). The full precision shall be specified, the sub-second separator shall be a “.”,
the “z” UTC zone indicator shall be included, and all timestamps shall be in UTC time zone. The “yvyvyy-
MM-DDT24:00:00.0000002z” hour shall not be used, and instead, it shall be represented as “Yyvyy-MM-

DDT00:00:00.0000002”.

Unless otherwise specified, all date/time intervals are in the ISO 8601:2004 start date/end date representation
(“YYYY-MM-DDThh :mm:ss.ssssssZ/YYYY-MM-DDThh:mm: ss.ssssssZ”). The end date shall be equal to or
later than the start date. The full precision shall be specified, the sub-second separator shall be a “.”, the “z” UTC
zone indicator shall be included, and all timestamps shall be in UTC time zone. The “YYYY-MM-DDT24:00:00.
0000007 hour shall not be used, and instead. it shall be represented as “YYYY-MM-DDT00:00:00.000000%".
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5.7 Backwards compatibility

CDMI client and server implementations shall implement the following measures to ensure backwards compability
with earlier versions of this Interational Standard.

See the CDMI 1.1.1 Specification for details on backwards compatibility specific to the 1.x versions of CDMI.

5.7.1 Specification version detection

CDMI 2.x clients shall not include the Xx-CDMI-Specification-Version custom header. When a CDMI 2.x
client performs an operation against a CDMI 1.x Server, the absence of this header shall result in an error response
frg - . i = = = in
an error response as an indication to use CDMI 1.x (which mandates the use of this custom header), if supportdd.

CIDMI 2.x servers may use the presence of the X-CDMI-Specification-Version custom header fromaC
1.x client as an indication to use CDMI 1.x, if supported.

5.7.2 JSON value transfer encoding

CIDMI 2.x servers may support the “json” value transfer encoding. When a CDMI servér’supports both CDMI 2.x
and CDMI 1.x, data objects with a value transfer encoding of json shall be made aecessible to CDMI 1.x cliepts
usjng a value transfer encoding of UTF-8, with the server adding in the required escaping.

© ISO/IEC 2022 - All rights reserved
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5.8 Object references

Object references are URIs within the cloud storage namespace that redirect to another URI within the same or an-
other cloud storage namespace. References are similar to soft links in a file system. The cloud does not guarantee
that the referenced URI will be valid after the time of creation.

References are visible as children in a container and are distinguished from non-references in container children
listings by the presence of a trailing “2” character added to the reference name. Performing an operation (with the
exception of create or delete) to a reference URI will result in an HTTP status code of 302 Found, with the HTTP
Location header containing the absolute redirect destination URI that was specified at the time the reference was
created. The reference’s destination URI shall not be changed after a reference has been created.

To continue, when CDMI clients receive an HTTP status code of 302 Found, they should retry the operation using
theg-tRtcontamed-withimthe——tocatiom——teader:

A Helete operation on a reference URI shall delete the reference. References cannot be updated. To update‘the
dgstination of a redirect, the client shall first delete the reference and then create a new reference to the_desired
destination.

EXAMPLE 1: GET to a URI, where the URI is a reference:

--> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-object

<-- HTTP/1.1 302 Found
<-- Location: https://cloud.example.com/cdmi/2.0.0/MyContaine®/MyOtherDataObject.
—txt

References by object ID shall always redirect to a URI that ends withd¢he Same object ID as the request
URI.

EXAMPLE 2: GET to an object ID URI, where the URI is a reference:

--> GET /cdmi/2.0.0/cdmi objectid/00006FFDO0010AA33D8CEF9711E0835CA HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-object

<-- HTTP/1.1 302 Found
<-- Location: https://archive.example .®om/cdmi/2.0.0/cdmi objectid/
—~00006FFDO010AA33D8CEF9711E0835CA

EXAMPLE 3: PUT to create a reference:

--> PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com Accept: application/cdmi-object
--> Content-Type: appligcation/cdmi-object

-—>

-—> {

-—> "reference": "hteps://cloud.example.com/cdmi/2.0.0/MyContainer/
—MyOtherDataObject). txt"

—-_> }

<-- HTTP/14T\201 Created
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-=> POST /cdmi/2.0.0/cdmi_objectid/ HTTP/1.1
--> Host: cloud.example.com Accept: application/cdmi-object
--> Content-Type: application/cdmi-object

--> "reference": "https://cloud.example.com/cdmi/2.0.0/MyContainer/
—MyOtherDataObject.txt"</P>
- }

<-- HTTP/1.1 201 Created
<-- Location: https://cloud.example.com/cdmi/2.0.0/cdmi objectid/
—00007ED90010DF417BAD70A0C7F5CDDA

EXAMPLE 5: DELETE to delete a reference:

--> DELETE /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content

© ISO/IEC 2022 - All rights reserved
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Basic Cloud Storage
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Clause 6

TTP

6{1 Overview

D4ta objects are the fundamental storage components within CDMI™, and is analegous to files in a file system.

Aq CDMI builds on top of, and is compatible with, the HTTP standard (RFC 2616,[23]), this allows unmodified HTTP
clients to communicate with a CDMI server. This also allows CDMI operations)to coexist with other HTTP-basgd
stgrage protocols, such as WebDAYV, S3, and OpenStack Swift.

A [CDMI server differentiates between HTTP and CDMI operations using’/the standard Content-Type and Accgpt
headers. When CDMI MIME types defined in RFC 6208 [26] are usedin these headers, this indicates that CDMI
behaviors, as described in clause 8, are used in addition to the standard HTTP behaviors.

In|[CDMI 1.0.2, basic HTTP operations were described as “Non*CDMI” operations to distinguish them from opefa-
tions using CDMI MIME types.

A [CDMI implementation that supports data objects shalllinclude support for basic data object HTTP operatigns
corresponding with the CDMI capabilities that are published by the implementation. Capabilities allow a client{to
digcover which operations (such as create, update, delete, etc.) are supported and are described in clause 9.

Ciphertext representation of encrypted objects are‘created, accessed, and updated by explicitelyspecifying a MIME
type “application/cms” or “applicatiofi/§jose+json”. Otherwise, a plaintext representation is created, ac-
cessed, and updated. For more details o encrypted updates, see clause 23.
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6.2 Create a data object using HTTP

6.2.1 Synopsis

The following HTTP PUT operation creates a new data object in the specified container:

* PUT <root URI>/<ContainerName>/<DataObjectName>

Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate containers that already exist, with one slash (i.e., "/")
between each pair of container names.

Affer it is created, the data object shall also be accessible at <root URI>/cdmi_ objectid/<objecgID>.

6.2.2 Capabilities

* <DataObjectName> is the name specified for the data object to be created.

Capabilities that indicate which operations are supported are shown in Table 8.

Table 8: Capabilities - Create a CDMI data object using HTTR

Capability Location Description .~
dmi create dataobject Parent Container Ability to creaté.a new data object
dmi create value range System Wide Ability to efeate a data object using a specified
Capability byte range

6.2.3 Request headers

THe HTTP request headers for creating a CDMI data object using HTTP are shown in Table 9.

Table 9: Request headers - Create a CDMI data object using HTTP

Header

Type

Description + O

Requirement

ontent-Type

Header
string

The contenttype of the data to be stored as a data object.
The value-specified in this header shall be converted to
lower case and stored in the mimetype field of the CDMI
data,object.
 If the Content-Type header includes the charset
parameter as defined in RFC 2616 [23] of “utf-8
(e.g., “;charset=utf-8"), the
valuetransferencoding field of the CDMI data
object shall be set to “ut £-8”. Otherwise, the
valuetransferencoding field of the CDMI data
object shall be set to “base64”.
« If not specified, the mimetype field shall be set to
“application/octet-stream”.

Optional

A-CDMI—-Partial

Header
String

Indicates that the newly created object is part of a series of
writes and has not yet been fully created. When set to

“true”, the completionStatus field shall be set to
“ . L oML T falnl V1l

Optional

3 .
i 1 aaarl
p oy TS DT T oL CroLt Workoatross-ooviT

and non-CDMI operations.

Content-Range

Header
String

A valid ranges-specifier (see RFC 2616 [23] Section
14.35.1)

Optional

34
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6.2.4 Request message body

The request message body contains the data to be stored in the value of the data object.

6.2.5 Response headers

No response headers are specified.

6.2.6 Response message body

N@ response message body fields are specified.

6.2.7 Response status

THe HTTP status codes that occur when creating a data object using HTTP are described in Table-10.

Table 10: HTTP status codes - Create a data object using HTTP

HTTP Status Description A\\V

301 Created The new data object was created.

400 Bad Request The request contains invalid parameters or, field’/names.

401 Unauthorized The authentication credentials are missing-or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the~specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has causeq
a state transition error on the.server.

6.2.8 Examples

EXAMPLE 1: PUT to the container URI the data object name and contents.

--> PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com

--> Content-Type: text/plainjcharset=utf-8

--> Content-Length: 37

--> This is the Value ,efithis Data Object

<-- HTTP/1.1 20X Oreated

EXAMPLE 2: Put to thie-container URI to create an encrypted object:

--> PUT /€dmi/2.0.0/MyContainer/MyEncryptedObject.txt HTTP/1.1
--> Hostw.\cloud.example.com

--> Céntent-Type: application/cms

-->.Content-Length: 1425

~-> <CMS Encrypted Object>

Lo R}

E— el 4
P13 e s sy e e T reaTetr

EXAMPLE 3: PUT to the container URI to create an encrypted object:
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6.3 Read a data object using HTTP

6.3.1 Synopsis

The following HTTP GET operations read from an existing data object at the specified URI:

* GET <root URI>/<ContainerName>/<DataObjectName>

* GET <root URI>/cdmi_ objectid/<DataObjectID>

Where:

* <root URI> is the path to the CDMI cloud.

6.p.2 Capabilities

Capabilities that indicate which operations are supported are shown in Table 11.

hd LCOINILalller Nallle ib pASi|
* <DataObjectName> is the name of the data object to be read from.
* <DataObjectID> is the ID of the data object to be read from.

Table 11: Capabilities - Read a CDMI data object using HTTP

O OTr TMoTE MteTnediate CoTTtaiTeTs:

Capability Location Description . .~
dmi read value Data Object Ability to read the value of an existing data
object
dmi read value range Data Object Ability-to.read a sub-range of the value of an
existing data object
dmi object access by ID System Wide Ability to access the object by ID
Capability

6.5.3 Request header

THe HTTP request header for reading a CDMI data’/object using HTTP is shown in Table 12.

Table 12: Requesttieader - Read a CDMI data object using HTTP

Hleader Type Description Requirement

Range Header |.A\valid ranges-specifier (see RFC 2616 [23] Section Optional
string 14.35.1)

Accept Headér )| “*/*” or a value as described in: 5.5.2. Optional
string « If the object has a mimetype of “application/cms”

or “application/jose+json”, and the mimetype
“application/cms” or
“application/jose+json”is included in the
Accept header mimetype, the CDMI server shall
return the CMS or JOSE value in the response
message body.

» Otherwise, the decrypted plaintext shall be returned
in the response message body, along with the
encapsulated mimetype in the Content-Type
response header If decryption is not possible, an

error result code shall be returned. (See clause 23 —
Encrypted Objects)

« If the Accept header mimetype list includes “\ * /\ *”
before “application/cms” and/or
“application/jose+json”, the server will first try
to return the decrypted plaintext, and shall return the
CMS or JOSE value when decryption fails.

« If the Accept header mimetype list excludes “\* /\ *”,
decrypted plaintext shall only be returned if the
encapsulated mimetype is included in the Accept
header mimetype list.

36
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6.3.4 Request message body

A request body shall not be provided.

6.3.5 Response headers
The HTTP response headers for reading a data object using HTTP are shown in Table 13.

Table 13: Response headers - Read a CDMI Data Object using HTTP

Header Type Description Requirement

Geortert—Typ Header—TFhe-contenttypereturned-shalt-be-the-mimetype-fieldinthe—Mandatery
string data object.

Jocation Header | The server shall respond with the URI that the reference Conditional
string redirects to if the object is a reference.

6.3.6 Response message body

When reading a data object using HTTP, the following applies:
» The response message body shall be the contents of the data object’s value fielg:

6.3.7 Response status

» When reading a value, zeros shall be returned for any gaps resulting from*non-contiguous writes.

THe HTTP status codes that occur when reading a data object using HTTP are described in Table 14.

Table 14: HTTP status codes - Read a-CDMI data object using HTTP

HTTP Status Description Ay

300 OK The data object content was returned in the response.

306 Partial Content A requested range of the data object content was returned in the response.
02 Found The resource is’a reference to another resource.

400 Bad Request The requgst-contains invalid parameters or field names.

401 Unauthorized The authientication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI, or a requested field within

the resource was not found.

6.5.8 Examples

EXAMPLE 1: GETtethe data object URI to read the value of the data object:

--> GER Y cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com

£-¥ HTTP/1.1 200 OK
<=- Content-Type: text/plain
—— Content-Tength: 37

<
<-- This is the value of this data object

EXAMPLE 2: GET to the data object URI to read the first 11 bytes of the value of the data object:

--> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Range: bytes=0-10

<-- HTTP/1.1 206 Partial Content
<-- Content-Type: text/plain

<-- Content-Range: bytes 0-10/37
<-- Content-Length: 11

(continues on next page)
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(continued from previous page)

<——
<-- This is the value of this data object

EXAMPLE 3: GET to the data object URI to always return the ciphertext of an encrypted object:

--> GET /cdmi/2.0.0/MyContainer/MyEncryptedObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cms, application/jose+json

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cms
<-- Content-Length: 1425

<-- <CMS Encrypted Object>

EXAMPLE 4: GET to the data object URI to read the plaintext of an encrypted object, if possible; otherwise, get the
cighertext:

--> GET /cdmi/2.0.0/MyContainer/MyEncryptedObject.txt HTTP/1.1

--> Host: cloud.example.com

--> Accept: */*, application/cms, application/jose+json

--> <Header credentials used to authenticate and access the decryptionkey>

<-- HTTP/1.1 200 OK
<-- Content-Type: text/plain
<-- Content-Length: 252

<-- <Decrypted contents of Encrypted Value>

EXAMPLE 5: GET to the data object URI to read the plaintext of an encrypted object:

--> GET /cdmi/2.0.0/MyContainer/MyEncryptedObject\txt HTTP/1.1
--> Host: cloud.example.com
--> <Header credentials used to authenticate and'access the decryption key>

<-- HTTP/1.1 200 OK
<-- Content-Type: text/plain
<-- Content-Length: 252

<-- <Decrypted contents of Encrypted)Value>
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6.4 Update a data object using HTTP

6.4.1 Synopsis

The following HTTP PATCH operation updates an existing data object at the specified URI:
* PATCH <root URI>/<ContainerName>/<DataObjectName>
* PATCH <root URI>/cdmi_ objectid/<DataObjectID>

Where:
* <root URI> is the path to the CDMI cloud.

O TT e T Name > 1S ZeT0 Or TToTE iTtermediate Comntaimers:
* <DataObjectName> is the name of the data object to be updated.
* <DataObjectID> is the ID of the data object to be read from.

6.4.2 Capabilities
Capabilities that indicate which operations are supported are shown in Table 15.

Table 15: Capabilities - Update a CDMI data object using.HTTP

Capability Location Description . .~
dmi modify value Data Object Ability to modify*the value of an existing data
object
dmi modify value range Data Object Ability-to.modify a sub-range of the value of an
existing data object
dmi object access by ID System Wide Ability to access the object by ID
Capability

6.1.3 Request headers
THe HTTP request headers for updating a CDMUIdata object using HTTP are shown in Table 16.

Table 16: Request-headers - Update a CDMI data object using HTTP

Header Type Qesc?lﬁtion Requirement]
ontent-Type Header |«The content type of the data to be stored as a data object. Optional
string The value specified in this header shall be converted to

lower case and stored in the mimetype field of the CDMI
data object.
* If the Content-Type header includes the charset
parameter as defined in RFC 2616 [23] of “utf-8
(e.g., “;charset=utf-8"), the
valuetransferencoding field of the CDMI data
object shall be set to “ut £-8”. Otherwise, the
valuetransferencoding field of the CDMI data
object shall be set to “base64”.
* If not specified, the existing mimetype field value
shall be preserved.

Content-Range Header | A valid ranges-specifier (see RFC 2616 [23] Section Optional
string 14.35.1)

X-CDMI-Partial | Header | Indicates that the operation is part of a series of updates Optional
string and has not yet been fully created. When set to “t rue”, the

completionStatus field shall be setto “Processing”.
X-CDMI-Partial works across CDMI and non-CDMI
operations.

If the completionStatus field had previously been set to
“Processing” by including this header in a create or
update, the next update without this field shall change the
completionStatus field back to “Complete”.
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6.4.4 Request message body

The request message body contains the data to be stored in the value of the data object.

6.4.5 Response header

The HTTP response header for updating a data object using HTTP is shown in Table 17.

Table 17: Response header - Update a CDMI data object using HTTP

Header

Type

Description Requirement

[N dar
oateT

i LIRI

T s
4 T TOTT

string

Tk rar-chall o Aaanth o hickh-th Canditianal
e SCTveTSTaT TCSPOTG it T (e OT T O W Mo tic SOTCTaoTaT

reference redirects if the object is a reference.

A fesponse body may be provided as per RFC 2616 [23].

6.4.6 Response message body

6.1.7 Response status

THe HTTP status codes that occur when updating a data object using HTTP are described in Table 18.

Table 18: HTTP status codes - Update a CDMI data ©bject using HTTP

HITTP Status Description O\)
304 No Content The data object content was returned in the response.
302 Found The resource is a reference to~another resource.

400 Bad Request

The request contains invalidyparameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the-proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The operation(Conflicts with a non-CDMI access protocol lock or has causeq
a state transition error on the server.

6.1.8 Examples

EXAMPLE 1: PATCH to the data ebject URI to update the value of the data object:

-—>

--> PATCH /cdmi/2.0).0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloudwexample.com

--> Content-Type:
--> Contenfg=Lefigth:

--> Thisyds the value of this data object

<-- HTPP/1.1 204 No Content

text/plain
37

EXAMPLE 2: PATCH to the data object URI to update four bytes within the value of the data object:

--> that

== FPATCH CdlllL
--> Host: cloud.example.com

--> Content-Range: bytes 21-24/37
--> Content-Type:
--> Content-Length:

<-- HTTP/1.1 204 No Content

LULU/MYCONTAaINer /MyDatadUDJeCtl . TXT Ol TE/ LoD

text/plain
4
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6.5 Delete a data object using HTTP

6.5.1 Synopsis

The following HTTP DELETE operations delete an existing data object at the specified URI:
* DELETE <root URI>/<ContainerName>/<DataObjectName>
* DELETE <root URI>/cdmi objectid/<DataObjectID>

Where:
* <root URI> is the path to the CDMI cloud.

O TT e T Name > 1S ZeT0 Or TToTE iTtermediate Comntaimers:
* <DataObjectName> is the name of the data object to be deleted.
* <DataObjectID> is the ID of the data object to be deleted.

6.5.2 Capability
Capabilities that indicate which operations are supported are shown in Table 19.

Table 19: Capabilities - Delete a CDMI data object using HT TP

Capability Location Description . .~
dmi delete dataobject Data Object Ability to delete an existing data object
dmi_ object access by ID System Wide Ability to-access the object by ID
Capability

6.5.3 Request headers

Request headers may be provided as per RFC 2616 [23]s

6.5.4 Request message body

A fequest body may be provided as per RFC.2616 [23].

6.p.5 Response headers

Rgsponse headers may be/provided as per RFC 2616 [23].

6.6.6 Response'message body

A fesponse bady may be provided as per RFC 2616 [23].

6.5.7“Response status

Table 20 describes the HTTP status codes that occur when deleting a data object using HTTP.

Table 20: HTTP status codes - Delete a CDMI data object using HTTP

HTTP Status Description

204 No Content The data object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock, has caused a
state transition error on the server, or the data object cannot be deleted.
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6.5.8 Example

EXAMPLE 1: DELETE to the data object URI:

--> DELETE /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content
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Container Ol ject Resource Operations

e
using HTTP

7{1 Overview

Cantainer objects are the fundamental grouping mechanism for stored data within EBMI, and is analogous to
regtories in a file system. Each container object has zero or more child objects,

Fdllowing the URI conventions for hierarchical paths, container URIs shall corisist of one or more container nam
that are separated by forward slashes (“/”) and that end with a forward slash (“/*).

Aq basic HTTP operations do not use the CDMI MIME types that distinguish data object operations from contair
object operations, a CDMI implementation shall use the presence orlabsence of a forward slash at the end ofa U
to [distinguish between a container object create or a data objectcreate, respectively.

If B basic HTTP read, update, or delete operation is performied against an existing container resource and f
trgiling slash at the end of the URI is omitted, the server shall respond with an HTTP status code of 301 Mov,

Pqrmanently. In addition, a Location header containingithe URI with the trailing slash added shall be returned.

A CDMI server differentiates between HTTP and CDMV operations using the standard Content-Type and Accq

er
RI

he
Ed

pt

headers. When CDMI MIME types defined in RFC.6208 [26] are used in these headers, this indicates that CDMI

behaviors, as described in Clause 9 are used in addition to the standard HTTP behaviors.

A CDMI implementation that supports container objects shall include support for basic container object HTTP (¢
ergtions corresponding with the CDMI capabilities that are published by the implementation. Capabilities allow
client to discover which operations (such as create, update, delete, etc.) are supported and are described in Clau
12

p_
a
Se
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7.2 Create a container object using HTTP

7.2.1 Synopsis

To create a new container object, the following request shall be performed:

* PUT <root URI>/<ContainerName>/<ContainerObjectName>/

Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate container objects that already exist, with one slash (i.e., /")
between each pair of container object names.

* <ContainerObjectName> is the name specified for the container object to be created.

After it is created, the container object shall also be accessible at <root URI>/cdmi objectid/<objectID}/.

THe presence of a trailing slash at the end of the HTTP PUT URI indicates that a container object is being created
and distinguishes it from a request to create a data object.

7..2 Capabilities

Capabilities that indicate which operations are supported are shown in Table 21.

Table 21: Capabilities - Create a CDMI container object’using HTTP

Capability

Location

Description.

dmi create container

Parent Container

Ability.te_create a new data object

7.2.3 Request headers

Rgquest headers can be provided as per RFC 2616 [23].

7.2.4 Request message body

A fequest body shall not be provided.

7.2.5 Response headers

Régsponse headers can be provided as per RFC 2616 [23].

7.2.6 Response-mmessage body

A fesponse bodycan be provided as per RFC 2616 [23].

7.R.7AResponse status

Table ZZ describes the HT TP status codes that occur when creating a container object using HT TP.

Table 22: HTTP status codes - Create a container object using HTTP

HTTP Status

Description

201 Created

The new container object was created.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.

44
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7.2.8 Example

EXAMPLE 1: PUT to the URI the container object name:

--> PUT /cdmi/2.0.0/MyContainer/ HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 201 Created

© ISO/IEC 2022 - All rights reserved 45


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

7.3 Read a container object using HTTP

Reading a container object using HTTP is not defined by this version of this International Standard. A server is
allowed to implement responses such as an Apache directory listing or an S3-style bucket listing.

To read a container object using CDMI, see 9.4.
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7.4 Update a container object using HTTP

Updating a container object using HTTP is not defined by this version of this International Standard.

To update a container object using CDMI, see 9.5.
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7.5 Delete a container object using HTTP

7.

5.1 Synopsis

The following HTTP DELETE operations delete an existing container object at the specified URI, including all con-

tai

W

(0F:

ned children and snapshots:

* DELETE <root URI>/<ContainerName>/<ContainerObjectName>/

* DELETE <root URI>/cdmi objectid/<ContainerObjectID>

here:
* <root URI>is the path to the CDMI cloud.

.p.2 Capabilities

* <ContainerName> is zero or more intermediate container objects.
* <ContainerObjectName> is the name of the container object to be deleted.
* <ContainerObjectID> is the ID of the container object to be deleted.

pabilities that indicate which operations are supported are shown in Table 23.

Table 23: Capabilities - Delete a CDMI container object using HTTP

Capability Location

Description -

dmi_delete container Parent Container

Ability to delete an existing container object

dmi object access by ID System Wide
Capability

Ability-to.access the object by ID

.p.3 Request headers

Rgquest headers can be provided as per RFC 2616 [28]

A

.p.4 Request message body

equest body can be provided as per REC 2616 [23].

5.5 Response headers

Régsponse headers can be provided as per RFC 2616 [23].

A

7

5.6 Response'message body

esponsebody can be provided as per RFC 2616 [23].

b7 Response status

Table 24 describes the HTTP status codes that occur when deleting a container object using HTTP.
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Table 24: HTTP status codes - Delete a CDMI container object using

HTTP
HTTP Status Description
204 No Content The container object was successfully deleted.
400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.
403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI.
409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.

7.56.8 Example

EXAMPLE 1: DELETE to the container object URI:

--> DELETE /cdmi/2.0.0/MyContainer/ HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content
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7.6 Create (POST) a new data object using HTTP

7.6.1 Synopsis

To create a new data object in a specified container where the name of the data object is a server-assigned object
identifier, the following request shall be performed:

POST <root URI>/<ContainerName>/
Where:
* <root URI> is the path to the CDMI cloud.

between each pair of container object names.

THe data object shall be accessible as a child of the container with a server-assigned name and shali~also pe
accessible at <root URI>/cdmi_objectid/<objectID>.

HTTP POST to a container is used to enable CDMI servers to support RFC 1867 [20] form-based-file’' uploading.
When implementing RFC 1867 [20], the CDMI server-assigned name may be set to, or derived-from, the usgr-
provided file name.

7.6.2 Capabilities

Capabilities that indicate which operations are supported are shown in Table 25.

Table 25: Capabilities - Create a CDMI data object using HTTP POST

Capability Location Descriptioh
dmi create dataobject Parent Container Ability to create a new data object
dmi post dataobject
dmi post dataobject by ID System Wide Ability to create a data object in
Capability "/cdmi_objectid/"
dmi create value range System Wide Ability to create a data object using a specified
Capability byte range
dmi create value range System Wide Ability to create a data object in
— by ID Capability "/cdmi_ objectid/" using a specified byte
range
dmi multipart mime System Wide Ability to create a data object using multi-part
Capability MIME

7.6.3 Request headers
THe HTTP request headet-for creating a new CDMI data object using HTTP is shown in Table 26.

Table 26: Request header - Create a new data object using HTTP

Hleader | Type Description Requirement
ontent-TIype Header | The content type of the data to be stored as a data object. Optional
String The value specified here shall be converted to lower case

and stored in the mimetype field of the CDMI data object.

« If the content type includes the charset parameter as
defined in RFC 2616 [23] of “utf-8 (e.g.,
“; charset=utf-8"), the valuetransferencoding
field of the CDMI data object shall be set to “ut £-8".
Otherwise, the valuetransferencoding field of the
CDMI data object shall be set to “base64”.

« If not specified, the mimetype field shall be set to
“‘application/octet-stream”.

X-CDMI-Partial | Header Indicates that the newly created object is part of a series of | Optional
String writes and has not yet been fully created. When set to
“true”, the completionStatus field shall be set to
“Processing”. X-CDMI-Partial works across CDMI
and non-CDMI operations.
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7.6.4 Request message body

The message body shall contain the contents (value) of the data object to be created.

7.6.5 Response headers

The HTTP response header for creating a new CDMI data object using HTTP is shown in Table 27.

Table 27: Response header - Create a new data object using HTTP

Header

Type

Description

Requirement

[N dar
oateT

o LRl for

T s
4 T TOTT

string

The-trigue-abselste-URIHorthe-rew-data-objeetas
assigned by the system.

In the absence of file name information from the client, the
system shall assign the URI in the form:
http://host:port/<root
URI>/<ContainerName>/<ObjectID> or
https://host:port/<root
URI>/<ContainerName>/<ObjectID>

Maondatans
vrartcetory

7.6.6 Response message body

A fesponse body can be provided as per RFC 2616 [23].

7.6.7 Response status

Taple 28 describes the HTTP status codes that occur when creating a new data object using HTTP.

Table 28: HTTP status codes - Create-a new data object using HTTP

HTTP Status

i

Description oY

401 Created

The new data object was created.

400 Bad Request

The request'contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The clientlacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

7.6.8 Examples

EXAMPLE 1: POST to_thé.container object URI the data object contents:

-—->y<ebject contents>

--> POST /édmi/2.0.0/MyContainer/ HTTP/1.1
--> Host ¢ eloud.example.com

--> Content-Type: text/plain;charset=utf-8

<s- HTTP/1.1 201 Created
<-- Location: https://cloud.example.com/cdmi/2.0.0/MyContainer/

— U000 /EDY00LUARIDIA /7 71IDCo /CZ2/BESE
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Part Il

CDMI Core
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Clause 8
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DMI

1 Overview

ta objects are the fundamental storage component within CDMI™ and are analogous to files within a file syste
ch data object has a set of well-defined fields that include:

* a mandatory value,

+ mandatory fields generated by the cloud storage system,

* mandatory metadata items generated by the cloud storage system,
+ optional metadata generated by the cloud storage systemyand

+ optional metadata specified by the cloud user.

cloud storage systems shall support data objects, but,the ability to create a data object is determiend by {
bsence or absence of the cdmi_create dataobjectidnd cdmi post dataobject capabilities in the parg
htainer, and by the cdmi post dataobject by\I'P system-wide capability for creation by ID.

he
Nt

ch CDMI data object is represented as a JSON object, containing one or more “fields”. For example, f

btadata” field contains metadata items.

AMPLE 1: CDMI Data Object

{
"objectType" : "applieation/cdmi-object",
"objectID" : "00007&D90010D891022876A8DEOBCOFD",
"objectName" : "MybataObject.txt",
"parentURI" : " /MyContainer/",
"parentID" : ("OO0007E7F00102E230ED82694DAAS75D2",
"domainURL!"~%) "/cdmi_ domains/MyDomain/",
"capabilitiesURI" : "/cdmi capabilities/dataobject/",
"completiohStatus" : "Complete",
"mimetypé" : "text/plain",
"metadata" : {
"cdmi size" : "37"
} 4
"valuetransferencoding" : "utf-8",
"valuerange" : "0-36",
"value" : "This is the Value of this Data Object"
T

The meaning, use, and permitted values of each field is described in each operation that creates, modifies or
retreives CDMI data objects.

©
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2 Data object details

8.2.1 Data object addressing

Data objects are addressed in CDMI in two ways:

* by name (e.g. https://cloud.example.com/cdmi/2.0.0/dataobject); and

* by ID (e.g. https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/
< 00007ED90010D891022876A8DEOBCOFD).

Every data object has a single, globally-unique object identifier (ID) that remains constant for the life of the object.
Each data object shall have one or more URI addresses that allow the object to be accessed.

8.
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2.3 Data Object Value

2.2 Data object fields

is

lividual fields within a data object can be accessed by specifying the field name after a questionmark “2” tha
pended to the end of the data object URI.

EXAMPLE 2: The following URI returns the value field in the response body:
https://cloud.example.com/cdmi/2.0.0/dataobject?value

ist of unique fields, separated by an ampersand “&” can be specified, allowing multiple‘fields to be accessed i a
gle request.

EXAMPLE 3: The following URI returns the value and metadata fields in¢the response body:
https://cloud.example.com/cdmi/2.0.0/dataobject?valuesmetadata

nen a client provides fields that are not defined in this International Standard or deserializes an object containing
ds that are not defined in this International Standard, these fields shall be persisted, but shall not be interpretgd.

e encoding of the data transported in the data object.yalue field depends on the data object valuetransfel-
coding field.

« If the value transfer encoding of the object is)set to “ut £-8”, the data stored in the value of the data objgct
shall be a valid UTF-8 string and shall be transported as a UTF-8 string in the value field.

« If the value transfer encoding of the.ebject is set to “base64”, the data stored in the value of the data objgct
can contain arbitrary binary sequences, and it shall be transported as a base 64-encoded string in the value
field.

If the value transfer encoding\of the object is set to “j son”, the data stored in the value of the data object shall
contain a valid JSON object; and the value field shall contain a valid JSON object. The JSON stored ahd
returned shall be semantically equivalent but may not be syntactically identical. For example, whitespace
outside of JSON-quoted strings may be removed or added by either client libraries or by the server. This
means that the namber of bytes sent may not be the same as the number of bytes stored.

ecific ranges of thealue of a data object can be accessed by specifying a byte range after the value field nanpe.
EXAMPLE 4: The following URI returns the first thousand bytes in the value field:
https://cloud.example.com/cdmi/2.0.0/dataocbject?value=0-999

cause a.byte range of a UTF-8 string is often not a valid UTF-8 string, the response to a range request sHhall
vayS\be transported in the value field as a base 64-encoded string. Likewise, when updating a range of bytes

Wi

hinthe value of a data object, the contents of the value field shall be transported as a base 64-encoded string.

Byte ranges are specified as single inclusive byte ranges as per Section 14.35.1 of RFC 2616 [23].

The value of a data object can also be specified and retrieved using multipart MIME, where the CDMI JSON is
transferred in the first MIME part, and the raw object value is transferred in the second MIME part. Each MIME part,
including any header fields, shall conform to RFC 2045 [9], RFC 2046 [10], and RFC 2047 [22]. The length of each
part can optionally be specified by a Content-Length header in addition to the MIME boundary delimiter.

Multiple non-overlapping ranges of the value of a data object can also be accessed or updated in a multipart MIME
operation by transferring one MIME part for each range of the value. The byte ranges for these operations shall be

Sp

ecified as per Section 14.35.1 of RFC 2616 [23].

Multipart MIME enables the efficient transfer of binary data alongside CDMI object metadata without incurring the

oV
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erhead of the UTF-8 or Base64 encoding and validation required to represent binary data in JSON.
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8.2.4 Data object metadata

Data object metadata can also include arbitrary user-supplied metadata, storage system metadata, and data system
metadata, as specified in clause 16. Metadata shall be stored as a valid UTF-8 string. Binary data stored in user
metadata shall be first encoded such that it can be contained in a UTF-8 string, with the use of base 64 encoding
recommended.

Every data object has a parent object from which the data object inherits data system metadata that is not explicitly
specified in the data object itself.

EXAMPLE 5: The “budget.xls” data object stored at the following URI would inherit data system meta-
data from its parent container, “finance”:

https://cloud.example.com/cdmi/2.0.0/finance/budget.xls

8.2.5 Data object access control

If fead access to any of the requested fields is not permitted by the object ACL, only the permitted-fields shall pe
refurned. If no requested fields are permitted to be read, an HTTP status code of 403 Forbiddertshall be returned
tofthe client.

If rite access to any of the requested fields is not permitted by the object ACL, no updates(shall be performed, ahd
an HTTP status code of 403 Forbidden shall be returned to the client.

8.R.6 Data object consistency

Writing to a data object is an atomic operation.

« If a client reads a data object simultaneously with a write to that§ame data object, the reading client shall get
either the old version or the new version, but not a mixture of.both.

« If a write is terminated due to errors, the contents of the data object shall be as if the write never occurred
(i.e., writes are atomic in the face of errors).

Create and update timestamps that are returned in response-to multiple client writes to a given object can indicate
that a specific write is the newest (i.e., the write whose-data is expected to be returned to subsequent reads unptil
another write is processed). However, there is no ghiarantee that the write with the latest timestamp is the ohe
whose data is returned on subsequent reads.

R3nge writes can result in a gap in an object valu€ that have had no data written to them. Reading from a gap ip a
data object value shall return zero for each-byte read.

Implementations of this International Standard shall provide the atomicity features described in this subclause for
data objects that are accessed via GDMI. The atomicity properties of data objects that are accessed by protocels
other than CDMI are outside the scope of this International Standard.

8.R.7 Data object representations

THe representations-in_this clause are shown using JSON notation. Both clients and servers shall support UTH-8
JYON representation,/ The request and response body JSON fields may be specified or returned in any order, with
thé exception that;. if present, for data objects, the “valuerange” and “value” fields shall appear last and in that
ordler.

8.2.8 Encrypted objects

CDMI data object operations only permit management operations and access to the ciphertext of encrypted objects.
For more details on encrypted objects, see clause 23.
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8.3 Create a data object using CDMI

8.3.1 Synopsis

To

To

create a new data object, the following request shall be performed:
* PUT <root URI>/<ContainerName>/<DataObjectName>

create a new data object by ID, see 9.7.

Where:

* <root URI> is the path to the CDMI cloud.
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X ComtT e rName > s Zero ur more mtermediate contamers that atready exist, withromestastr e 7t
tween each pair of container names.

* <DataObjectName> is the name specified for the data object to be created.
er it is created, the data object shall also be accessible at <root URI>/cdmi objectid/<objéetID>.

3.2 Delayed completion of create

response to a create operation for a data object, the server may return an HTTP status\.code of 202 Accept
indicate that the object is in the process of being created. This response is usefulyfor long-running operatig
g., copying a large data object from a source URI). Such a response has the following implications.

» The server shall return a Location header with an absolute URI to thelobject to be created along with
HTTP status code of 202 Accepted.

« With an HTTP status code of 202 Accepted, the server impliesthat the following checks have passed:
— user authorization for creating the object;
— user authorization for read access to any source objectfor move, copy, serialize, or deserialize; and
— availability of space to create the object or at leastenough space to create a URI to report an error.

+ A client might not be able to immediately access_the created object, e.g., due to delays resulting from f
implementation’s use of eventual consistency.

b fields in its response body to indicate progress:

* A mandatory completionStatus text field contains either “Processing”, “Complete”, or an error stri
starting with the value “Error”.

» An optional percentComplete field contains the percentage of the operation that has completed (0 to 10
ET shall not return any value forthe data object when completionStatus is not “Complete”. If the final req

S the client’s responsibility-to delete the URI after the error has been noted.

he

e client performs GET operations to the URI to track'the progress of the operation. In response, the server retufins

ng

D).
ult

the create operation is an error;-the URI is created with the completionStatus field set to the error message.
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Capabilities that indicate which operations are supported are shown in Table 29.

Table 29: Capabilities - Create a CDMI data object using CDMI

Capability

Location

Description

cdmi create dataobject

Parent Container

Ability to create a new data object

cdmi create reference

Parent Container

Ability to create a new reference

cdmi copy dataobject

Parent Container

Ability to create a data object that is a copy of
another data object

cdmi move dataobject

Parent Container

Ability to move a data object from another

container

dmi deserialize dataobject

Parent Container

Ability to create a data object that is
deserialized from the contents of the PUT orth
contents of another data object

%4

dmi serialize dataobject
dmi serialize container
dmi serialize domain

dmi serialize queue

Parent Container

Ability to create a data object that Contains a
serialized representation of an existing data
object, container, domain or queue

dmi create value range

Parent Container

Ability to create a data_ebject using a specified
byte range

dmi multipart mime

System Wide
Capability

Ability to create a-data object using multi-part
MIME

8.p.4 Request headers

The HTTP request headers for creating a CDMI data object using:CPMI are shown in Table 30.

Table 30: Request headers - Create:@ CDMI data object using CDMI

Header Type Description h@ Requirement]
Accept Header | “application/¢dmi-object” or a consistent value Optional
string defined in 5.5.2
ontent-Type Header | “application/cdmi-object”or “‘multipart/mixed” Mandatory
string * If ‘multipart/mixed” is specified, the body shall
consist of at least two MIME parts, where the first
part shall contain a body of content-type
“application/cdmi-object”, and the second
and subsequent parts shall contain one or more byte
ranges of the value.
« If multiple byte ranges are included and the
Content-Range header is omitted for a part, the
data in the part shall be appended to the data in the
preceding part, with the first part having a byte offset
of zero.
A-CDMI-Pantiial | Header | Indicates that the newly created object is part of a series of | Optional
string writes and has not yet been fully created. When set to
“true”, the completionStatus field shall be set to
“Processing”. X-CDMI-Partial works across CDMI
and non-CDMI operations.
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8.3.5 Request message body
The request message body fields for creating a data object using CDMI are shown in Table 31.

Table 31: Request message body - Create a data object using CDMI
Field Name Type Description Requirement

mimetype JSON MIME type of the data contained within the value field of Optional

string the data object

* This field may be included when creating by value or
when deserializing, serializing, copying, and moving
a data object.

«_If this field is not included and multi-part MIME is not
being used, the value of “text/plain” shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the value of the Content-Type header
of the second MIME part shall be assigned as the
field value.

* This field field value shall be converted to lower case
before being stored.

netadata JSON Metadata for the data object Optional

object « |f this field is included, the contents of the(JSON
object provided in this field shall be usedas data
object metadata.

« If this field is included when deserializing, serializing,
copying, or moving a data objecty{the contents of the
JSON object provided in this-field shall be used as
object metadata instead of the metadata from the
source URI.

« If this field is not included; no user-specified
metadata shall be added to the object.

« If this field is not included when deserializing,
serializing, copying, or moving a data object,
metadata fromythe source URI shall be used.

* This field shall not be included when creating a
referenge'to a data object.

omainURI JSON URI of'the“owning domain Optional
string «_If different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi member privileges in Table 80 .
« If not specified, the domain of the parent container

shall be used.
deserialize JSON URI of a CDMI data object with a value that contains a data | Optional’
string object serialized as specified in clause 15. The serialized
data object shall be deserialized to create the new data
object.
derialize JSON URI of a CDMI object that shall be serialized into the new Optional’

String data object

continues on next pag
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Table 31 — continued from previous page

Field Name

Type

Description

Requirement

copy

JSON
string

URI of a source CDMI data object or queue object that shall
be copied into the new destination data object.

« If the destination data object URI and the copy
source object URI both do not specify individual
fields, the destination data object shall be a complete
copy of the source data object.

« If the destination data object URI or the copy source
object URI specifies individual fields, only the fields
specified shall be used to create the destination data
object. If specified fields are not present in the
source, default field values shall be used

Optional’

« If the destination data object URI and the copy source
object URI both specify fields, an HTTP status code
of 400 Bad Request shall be returned to the client.

« If the copy source object URI points to a queue
object, as part of the copy operation, multiple queue
values shall be concatenated into a single data
object value.

« If the copy source object URI points to one or more
queue object values, as part of the copy operationy
the specified queue values shall be concatenated
into a single data object value.

« If there are insufficient permissions to réadthe data
object at the source URI or create the data object at
the destination URI, or if the read opération fails, the
copy shall return an HTTP status/code of 400 Bad
Request, and the destinationnobject shall not be
created.

nove

JSON
string

URI of an existing local or remote CDMI data object (source
URI) that shall be relocated‘to the URI specified in the PUT.
The contents of the object, including the object ID, shall be
preserved by a moveyfand the data object at the source
URI shall be removed after the data object at the
destination has been successfully created.

If there are insufficient permissions to read the data object
at the source URI, write the data object at the destination
URI, erdelete the data object at the source URI, or if any of
these-operations fail, the move shall return an HTTP status
code of 400 Bad Request, and the source and
destination are left unchanged.

Optional’

feference

JSON
string

URI of a CDMI data object that shall be redirected to by a
reference. If any other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

Optional’

eserialize
— value

JSON
string

A data object serialized as specified in clause 15 and
encoded using base 64 encoding rules described in RFC
4648 [19], that shall be deserialized to create the new data
object.

* If multi-part MIME is being used and this field
contains the value of the MIME boundary parameter,
the contents of the second MIME part shall be
assigned as the field value.

Optional’

« If the serialized data object in the second MIME part
does not include a value field, the contents of the
third MIME part shall be assigned as the field value
of the value field.

continues on next page
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Table 31 — continued from previous page

Field Name Type Description Requirement
valuetransfer JSON The value transfer encoding used for the data object value. | Optional’
— encoding string Three value transfer encodings are defined.

* “ut £-8” indicates that the data object contains a
valid UTF-8 string, and it shall be transported as a
UTF-8 string in the value field.

* “base64” indicates that the data object may contain
arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the value
field. Setting the contents of the data object value
field to any value other than a valid base 64 string
shall result in an HTTP status code of 400 Bad
Request being returned to the client.

* “Json” indicates that the data object contains a valid
JSON object, and the value field shall be a JSON
object containing valid JSON data. If the contents of
the value field are set to any value other than a
valid JSON object, an HTTP status code of 400 Bad
Request shall be returned to the client.

« This field shall only be included when creating a,data
object by value.

« If this field is not included and multi-part MIME‘is"not
being used, the value of “ut f-8" shall be(assigned
as the field value.

« If this field is not included and multi-partMIME is
being used, the value of “ut £-8” shall'be assigned
as the field value if the Content#Type header of the
second and all MIME parts intludes the charset
parameter as defined in RFE€ 2046 of “ut £-8” (e.g.,
“; charset=utf-8"). Otherwise, the value of
“base64” shall be assighed as the field value. This
field applies only to.the encoding of the value when
represented in CEMI; the
Content-Tramsfer-Encoding header of the part
specifies the@ncoding of the value within a multi-part
MIME request, as defined in RFC 2045 [9].

talue JSON The data ebject value Optional

string + If this field is not included and multi-part MIME is not
being used, an empty JSON String (i.e., “*) shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the contents of the second MIME part
shall be assigned as the field value.

* Ifthe valuetransferencoding field indicates
UTF-8 encoding, the value shall be a UTF-8 string
escaped using the JSON escaping rules described in
RFC 4627 [5].

* Ifthe valuetransferencoding field indicates
base 64 encoding, the value shall be first encoded
using the base 64 encoding rules described in RFC
4648 [19].

* Ifthe valuetransferencoding field indicates
JSON encoding, the value shall contain a valid JSON
object.

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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The HTTP response headers for creating a data object using CDMI are shown in Table 32.

Table 32: Response headers - Create a data object using CDMI

Header Type Description Requirement
Content-Type Header | “application/cdmi-object” Mandatory
string
Location Header When an HTTP status code of 202 Acceptedis returned, | Conditional
string the server shall respond with the absolute URL of the
object that is in the process of being created.

THe response message body fields for creating a data object using CDMI are shown in Table 33.

8.p.7 Response message body

Table 33: Response message body - Create a data object using CDMI

field Name Type Description L, O Requirement
bjectType JSON “application/cdmi-object” Mandatory
string
bjectID JSON Object ID of the object Mandatory
string
bjectName JSON Name of the object Mandatory
string
parentURI JSON URI for the parent object. Mandatory
string Appending the objectName to the parentURI shall always
produce a valid URI for the object.
parentID JSON Object ID of the parent container object Mandatory
string
omainURI JSON URI of the owning domain Mandatory
string
apabilitiesURI | JSON URI to the capabilities for the object Mandatory
string
ompletion JSON A string.indicating if the object is still in the process of being | Mandatory
— Status string creatéd,or updated by another operation, and after that
operation is complete, indicates if it was successfully
cteated or updated or if an error occurred.
The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error”.
percentComplete |«JSON A string indicating the percentage of completion if the Optional
string object is still in the process of being created or updated by
another operation.
* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from “0” through “100”.
* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
vaiut: “LUU".
* When the value of completionStatus is “Error”,
this field, if provided, may contain any integer value
from “0” through “100”.
mimetype JSON MIME type of the value of the data object Mandatory
string
metadata JSON Metadata for the data object. This field includes any user Mandatory
object and data system metadata specified in the request body
metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 for
a further description of metadata.
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8.3.8 Response status

The HTTP status codes that occur when creating a data object using CDMI are described in Table 34.

Table 34: HTTP status codes - Create a data object using CDMI

HTTP Status Description

201 Created The new data object was created.

202 Accepted The data object is in the process of being created. The CDMI client should
monitor the completionStatus and percentComplete fields to
determine the current status of the operation.

400 Bad Request The request contains invalid parameters or field names.

0T Unautnorized T e authentication credentiatsare missing or mvatid:

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has ‘Causeq

a state transition error on the server.

8..9 Examples

EXAMPLE 1: PUT to the container URI the data object name and contents:

--> Host:

PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
cloud.example.com

--> Accept: application/cdmi-object

--> Content-Type: application/cdmi-object

-—>

- {

-—> "mimetype" "text/plain",

-——> "metadata" {

-—>

-——> 1},

-—> "value" "This is the Value of this\Data Object"
- }

<-- HTTP/1.1 201 Created

<-- Content-Type: application/cdmi=cbject

<__

<=-{

<-- "objectType" "applidatiion/cdmi-object",

<-- "objectID" "00007EDS0010D891022876A8DEOBCOFD",
<-= "objectName" "MyDataObject.txt",

<-- "parentURI" "/My€ontainer/",

<-- "parentID" Y00007E7F00102E230ED82694DAA975D2",
<-- "domainURI" “/cdmi domains/MyDomain/",

<-- "capabilitiesURI" "/cdmi capabilities/dataobject/",
<== "completdiohStatus" "Complete",

<-- "mimetype" "text/plain",

<-= "metddata" {

<-- Wedml size" "3

<-- } B

<==1}
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EXAMPLE 2: PUT to the container URI the data object name and binary contents:

PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com
Accept: application/cdmi-object

--> Content-Type: application/cdmi-object

-—>

—> {

-—> "mimetype" : "text/plain",

-——> "metadata" : { },

-=> "valuetransferencoding" : "base64"

-=> "value" : "VGhpcyBpcyB0aGUgVmEFsdWUgb2YgdGhpcyBEYXRhIESiamVjdA==""
<-- Content-Type: application/cdmi-object

<—

<=={

<-= "objectType": "application/cdmi-object",

<-- "objectID": "00007ED9001008C174ABCE6AC3287E5F",
<-- "objectName": "MyDataObject.txt",

<-- "parentURI": "/MyContainer/",

<-- "parentID" : "00007E7F00102E230ED82694DAAS75D2",
<-- "domainURI": "/cdmi domains/MyDomain/",

<-- "capabilitiesURI": "/cdmi capabilities/dataobject/",
<-- "completionStatus": "Complete",

<-- "mimetype": "text/plain",

<-- "metadata": {

<-- "cdmi size": "37"

<-= }

<--}

EXAMPLE 3: PUT to the container URI the data object name and binaty contents using multi-part MIME:

PUT /cdmi/2.0.0/MyContainer/MyDataObject.tx&\HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-object

Content-Type: multipart/mixed; boundany=gcOp4Jq0M2Yt08734cOp

--gc0p4Jg0M2Yt08534cOp
Content-Type: application/cdmi-object

{

"domainURI": "/cdmi_domaifis¥MyDomain/",
"metadata": |
"colour": "blue"
}
}
--gc0p4Jg0M2Yt08334cOp

Content-Typey application/octet-stream

--> Content-Trafisf€r-Encoding: binary

-—>

--> <37 byteg_df binary data>

-—>

-=> --gc0¥4Iqg0M2Yt08j34cOp—-

<-- HRIP/1.1 201 Created

<==\COntent-Type: application/cdmi-object

<__

<=

L—— "objectType": "application/cdmi-object",

<-- "objectID": "00007ED900103ADEIDE3A8DICF5436A3",
<-- "objectName": "MyDataObject.txt",

<-- "parentURI": "/MyContainer/",

<-= "parentID" : "00007E7F00102E230ED82694DAA975D2",
<-- "domainURI": "/cdmi domains/MyDomain/",

<-- "capabilitiesURI": "/cdmi capabilities/dataobject/",
<-- "completionStatus": "Complete",

<-= "mimetype": "application/octet-stream",

<-- "metadata": {

<-- "cdmi_size": "37",

<-- "colour": "blue",

<—

<-= }

<-=}
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EXAMPLE 4: PUT to the container URI the data object name and binary contents using multi-part MIME with
optional content-lengths for the parts:

-—> PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1

--> Host: cloud.example.com

--> Accept: application/cdmi-object

--> Content-Type: multipart/mixed; boundary=gcOp4JgqOM2Yt08j34c0

-=> —-gc0p4Jg0M2Yt08j34cOp
--> Content-Type: application/cdmi-object
--> Content-Length: 82

—_> {

-—> "domainURI": "/cdmi domains/MyDomain/",
- nmnetdddtd . 1

-=> "colour": "blue"

--> --gcO0p4Jg0M2Yt08334cOp

--> Content-Type: application/octet-stream
--> Content-Transfer-Encoding: binary

--> Content-Length: 37

--> <37 bytes of binary data>

--> --gc0p4Jg0M2Yt08j34cOp—-

<-- HTTP/1.1 201 Created
<-- Content-Type: application/cdmi-object

<__

<= {

<== "objectType": "application/cdmi-object",

<-- "objectID": "00007ED900103ADEIDE3A8DICF5436A8",
<-= "objectName": "MyDataObject.txt",

<-- "parentURI": "/MyContainer/",

<-- "parentID" : "00007E7F00102E230ED82694DAR975D2",
<-- "domainURI": "/cdmi domains/MyDomain/™;

<-- "capabilitiesURI": "/cdmi capabilities/dataobject/",
<== "completionStatus": "Complete",

<-= "mimetype": "application/octet-sktream",

<-= "metadata": {

<-- "cdmi size": "37",

<-- "colour": "blue",

<-- }

<--}

EXAMPLE 5: PUT to the containerURI the data object name and JSON contents:

--> PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com

--> Accept: applicdation/cdmi-object

--> Content-Type¥ application/cdmi-object

-—>

-—> "mifletype" : "text/plain",

-——> “"métadata" : { },

-—> "waluetransferencoding" : "json"
- "value" : {

£-% "test" : "value"

<-- HTTP/1.1 201 Created
<-- Content-Type: application/cdmi-object

<—
<=={

<-- "objectType": "application/cdmi-object",

<-- "objectID": "0000706D0010374085EF1A5C7018D774",

<-- "objectName": "MyDataObject.txt",

<-- "parentURI": "/MyContainer/",

<== "parentID" : "00007ED90010067404EDED32860C086A",

<-- "domainURI": "/cdmi domains/MyDomain/",

<-- "capabilitiesURI": "/cdmi capabilities/dataobject/",
<-- "completionStatus": "Complete",

(continues on next page)
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(continued from previous page)

<-- "mimetype": "text/plain",
<-- "metadata": {

<-- "cdmi size": "21"

<—— 1} B

<--}

EXAMPLE 6: PUT to the container URI to create an encrypted object:

--> PUT /cdmi/2.0.0/MyContainer/MyEncryptedObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-—>

——>

-—> "mimetype" "application/cms",

—-—> "metadata" : {

-—> "cdmi_enc_key id" "testkey"

-=> I

-=> "valuetransferencoding" "base64"

-=> "value" "<CMS Encrypted Object in Base64>"
-—> }

<-- HTTP/1.1 201 Created
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EXAMPLE 7: PUT to the container URI to create an encrypted object:

--> PUT /cdmi/2.0.0/MyContainer/MyEncryptedObject2.txt HTTP/1.1
--> Host: cloud.example.com

--> Content-Type: application/cdmi-object

-—>

-—> {

-—> "mimetype" : "application/jose+json",

-—> "metadata" : {

-=> "cdmi enc key id" : "77c7e2b8-6el3-45cf-8672-617b5b45243a"
-=> I

-=> "valuetransferencoding" : "json",

-——> "value" : {

-—> "protected": "eyJhbGciOiJkaXIiLCJraWQiOiI3N2M3ZTJi
-=> M2EiLCJ1lbmMiOiJBMTI4RONNINO",

-——> "iv": "refad67QzzKx6QAB",

-—> "ciphertext": "JW i f52hww ELQPGaYyeABG6HYGCR55919T
-—> YnSovc23XJoBcW29rHP8yZOZG7YhLpT1lbjF

-—> uvZPjQOS-mOIFtVcXkZXdH 1r FrdYt9HRUY

-=> kshtrMmIUAYyGmUnd9zMDB2n0cRDIHAZEVeJ

-=> UDXkUwVAE7_YGRPdchyiBoCO—FBdE—Nceb

-—> 4h3-FtBP-c BIWCPTjbS%00SbdcdREEMIMyZ

-=> BH8ySWMVilgPD9yxi-aQpGbSv FON4IZAxs

-—> cj5g-NJsUPbjk29-s7LJAGbLl5wEBtXphVCg

-—> yy53CoIKLHHeJHXex45Uz9aKZSRSInZI-wj

-——> sYOyu3cT4_aQ3ilo-tiE-F8Ios61EKgyIQ4

-—> CWao8PFMj8TTnp",

-=> "tag": "vbb32Xvllea20tmHAdccRQ",

-—> "cty": "text/plain"

——> }

-—> }

<-- HTTP/1.1 201 Created
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8.4 Read a data object using CDMI

8.4.1 Synopsis

To read an existing data object, the following requests shall be performed:
* GET <root URI>/<ContainerName>/<DataObjectName>
* GET <root URI>/<ContainerName>/<DataObjectName>?<fieldname>&<fieldname>&. ..
* GET <root URI>/<ContainerName>/<DataObjectName>?value=<range>&...

* GET <root URI>/<ContainerName>/<DataObjectName>?metadata=<prefix>é&...

v GhET OOl UKL Lu{[lL_ODJ cCLL1d DaltdlUp JeCllD

* GET <root URI>/cdmi_objectid/<DataObjectID>?<fieldname>&<fieldname>&...
* GET <root URI>/cdmi_ objectid/<DataObjectID>?value=<range>&...

* GET <root URI>/cdmi objectid/<DataObjectID>?metadata=<prefix>&...
Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate containers.

* <DataObjectName> is the name of the data object to be read from.

* <fieldname> is the name of a field.

* <range> is a byte range of the data object value to be returned in the value field.

* <prefix> is a matching prefix that returns all metadata items thatstart with the prefix value.
* <DataObjectID> is the ID of the data object to be read from.

8.4.2 Capabilities

Capabilities that indicate which operations are supported-are shown in Table 35.

Table 35: Capabilities,- Read a CDMI data object using CDMI

Capability Location” Description
dmi_ read metadata Data’Object Ability to read the metadata of an existing data
object
dmi read value Data Object Ability to read the value of an existing data
object
dmi read value range Data Object Ability to read a sub-range of the value of an
existing data object
dmi multipart mipme System Wide Ability to read a data object using multi-part
Capability MIME
dmi object accéess by ID System Wide Ability to access the object by ID
Capability

8.1.3 Reqguest headers

THe HTTP request headers for reading a CDMI data object using CDMI are shown in Table 36

Table 36: Request headers - Read a CDMI data object using CDMI

Header Type Description Requirement
Accept Header | “application/cdmi-object”, ‘multipart/mixed”’, or | Optional
string a consistent value defined in 5.5.2

© ISO/IEC 2022 - All rights reserved 67


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

8.4.4 Request message body

A request body shall not be provided.

8.4.5 Response headers
The HTTP response headers for reading a data object using CDMI are shown in Table 37.

Table 37: Response headers - Read a CDMI data object using CDMI
Header Type Description Requirement

« ) i« 17

1 e, N los r R . . Maondators
PP TTCaTTO o Ea) T oMo Ty T et vrartcotory

(Ferrtert—Tve Header

string e If ‘multipart/mixed”, the body shall consist of at
least two MIME parts, where the first part shall
contain a body of content-type
“application/cdmi-object” and the second and
subsequent parts shall contain the requested byte
ranges of the value.

+ If multiple byte ranges are included and the
Content-Range header is omitted for a part, the data
in the part shall be appended to the data in the
preceding part, with the first part having a byte. 6ffset

of zero.
Jocation Header | The server shall respond with the URI that-the reference Conditional
string redirects to if the object is a reference,

8.4.6 Response message body
THe response message body fields for reading a CDMI data.object using CDMI are shown in Table 38.

Table 38: Response message body'- Read a CDMI data object using

CDMI
Field Name Type Description \O Requirement
bjectType JSON “‘applicati®on/cdmi-object” Mandatory
string
bjectID JSON ObjectdD of the object Mandatory
string
bjectName JSON Name of the object Conditional
string » For objects in a container, the objectName field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “objectName” field does not
exist and shall not be returned.
parentURI JSON URI for the parent object Conditional
string » For objects in a container, the parentURI field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “parentURT” field does not
exist and shall not be returned.
Appending the “objectName” to the “parentURI” shall
always produce a valid URI for the object.
parentID JSON Object ID of the parent container object Conditional
string » For objects in a container, the “parent1D” field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “parentID” field does not
exist and shall not be returned.
domainURI JSON URI of the owning domain Mandatory
string

continues on next page

68 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

Table 38 — continued from previous page

Field Name

Type

Description

Requirement

capabilitiesURI

JSON
string

URI to the capabilities for the object

Mandatory

completion
— Status

JSON
string

A string indicating if the object is still in the process of being
created or updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or if an error occurred.

The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error”.

Mandatory

percentComplete

JSON

A string indicating the percentage of completion if the

Optional

string

object is still in the process of bewing created or updated
by another operation.

* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from 0 through 100.

* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
value “100”.

* When the value of completionStatus is ‘Efror”,
this field, if provided, may contain any integer value
from “0” through “100”.

fimetype

JSON
string

MIME type of the value of the data object

Mandatory

netadata

JSON
object

Metadata for the data object. Thisfield includes any user
and data system metadata specified in the request body
metadata field, along with sterage system metadata
generated by the cloud storage system.

See clause 16 for a further'description of metadata.

Mandatory

Yaluerange

JSON
string

The range of bytes ofithe data object to be returned in the
value field

+ If a specificivalue range has been requested, the
valuerahge field shall correspond to the bytes
requested. If the request extends beyond the end of
the.value, the valuerange field shall indicate the
smaller byte range returned.

« If the object value has gaps (due to PUTs with
non-contiguous value ranges), the value range will
indicate the range to the first gap in the object value.

* The cdmi_size storage system metadata of the data
object shall always indicate the complete size of the
object, including zero-filled gaps.

Mandatory

Yaluetransfern
— encoding

JSON
string

The value transfer encoding used for the data object value.
Three value transfer encodings are defined:

« “ut £-8” indicates that the data object contains a
valid UTF-8 string, and it shall be transported as a
UTF-8 string in the value field.

* “base64” indicates that the data object may contain
arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the value

Mandatory

field.

* “Json” indicates that the data object contains a valid
JSON object, and the value field shall contain a valid
JSON object.

continues on next page
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Table 38 — continued from previous page

Field Name Type Description Requirement
value JSON The data object value Conditional
string « If the valuetransferencoding field indicates UTF-8

encoding, the value field shall contain a UTF-8 string
using JSON escaping rules described in RFC 4627
[5].

« If the valuetransferencoding field indicates base 64
encoding, the value field shall contain a base
64-encoded string as described in RFC 4648 [19].

« If the valuetransferencoding field indicates JSON
encoding, the value field shall contain a valid JSON
object

* The value field shall not be provided when using
multi-part MIME.

» The value field shall only be provided when the
completionStatus field contains “Complete”.

* When reading a value, zeros shall be returned for
any gaps resulting from non-contiguous writes.

If individual fields are specified in the GET request, only these fields are returned in the fesult body. Optional fields
that are requested but do not exist are omitted from the result body.

8.1.7 Response status
THe HTTP status codes that occur when reading a data object using CDM) are described in Table 39.

Table 39: HTTP status codes - Read a CDMidata object using CDMI

HTTP Status Description 0.
300 OK The data object content:was returned in the response.
302 Accepted The data object is in_the process of being created. The CDMI client should

monitor the complétionStatus and percentComplete fields to
determine the curkent status of the operation.

02 Found The resource.is’a reference to another resource.
400 Bad Request The request-contains invalid parameters or field names.
401 Unauthorized The authientication credentials are missing or invalid.
403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI.
406 Not Acceptable The server is unable to provide the object in the specified in the Accept
header.
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8.4.8 Examples

EXAMPLE 1: GET to the data object URI to read all fields of the data object:

ISO/IEC 17826:2022(E)

--> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-object

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-object

<__

<= {

<-- "objectType" : "application/cdmi-object",

<-- "objectID" : "00007EDS90010D891022876A8DEOBCOFD",
<-- "objectName" : "MyDataObject.txt",

<-- "parentURI" : "/MyContainer/",

<-- "parentID" : "00007E7F00102E230ED82694DAAS75D2",
<-= "domainURI" : "/cdmi domains/MyDomain/",

<-- "capabilitiesURI" : "/cdmi capabilities/dataobject/",
<-- "completionStatus" : "Complete",

<-- "mimetype" : "text/plain",

<-- "metadata" : {

<-- "cdmi size" : "37"

<-- I

<-- "valuerange" : "0-36",

<-- "valuetransferencoding" : "utf-8",

<-= "value" : "This is the Value of this Data Object"
<--}

EXAMPLE 2: GET to the data object URI by ID to read all fields of the data object:

--> Host: cloud.example.com
--> Accept: application/cdmi-object

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-object

<—-
<--{

<-= "objectType" : "application/cdmit‘ebject",

<-- "objectID" : "00007ED90010D894022876A8DEOBCOFD",

<-- "objectName" : "MyDataObjectatxt",

<-- "parentURI" : "/MyContaingx/",

<-= "parentID" : "00007E7FQ0302E230ED82694DAA975D2",

<-- "domainURI" : "/cdmi domdins/MyDomain/",

<-- "capabilitiesURI" : “/cdmi capabilities/dataobject/",
<-- "completionStatusd! \n "Complete",

<-- "mimetype" : "tgxXt¥plain",

<-= "metadata" : {

<-- "cdmi size! “+"37"

<-- }l

<-= "valuetramsSferencoding" : "utf-8",

<-- "valuefange" : "0-36",

<-- "valde™™: "This is the Value of this Data Object"
<=-1}

--> GET /cdmi/2.0.0/cdmi objectid/00007ED90010D891022876A8DEOBCOFD HTTP/1.1

EXAMPLE 33 GET to the data object URI to read the value and mimetype fields of the data object:

—%> Host: cloud.example.com
~-> Accept: application/cdmi-object

-->"GET /cdmi/2.0.0/MyContainer/MyDataObject.txt?valuesmimetype HTTP/1.1

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-object

<—-
<--{

<-- "value" : "This is the Value of this Data Object",
<-- "mimetype" : "text/plain"

<=}

EXAMPLE 4: GET to the data object URI to read the first 11 bytes of the value of the data object:

--> Host: cloud.example.com

--> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt?valuerange&value=0-10 HTTP/1.1

© ISO/IEC 2022 - All rights reserved
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(continued from previous page)

--> Accept: application/cdmi-object

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-object

<—
<=={

<-- "valuerange" : "0-10",

<-- "value" : "VGhpcyBpcyB0aGU="
<= )

EXAMPLE 5: GET to the data object URI to read the data object using multi-part MIME:

fo

--> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1

--> Host: cloud.example.com
--> Accept: multipart/mixed

<-- HTTP/1.1 200 OK
<-- Content-Type: multipart/mixed; boundary=gc0p4JqOM2Yt08j34cOp

<-- --gc0p4JgOM2Yt08334cOp

<-- Content-Type: application/cdmi-object

<--

<=-{

<-= "objectType": "application/cdmi-object",

<-- "objectID": "00007ED90010C2414303B5C6D4F83170",
<-= "objectName": "MyDataObject.txt",

<-- "parentURI": "/MyContainer/",

<-= "parentID" : "00007E7F00102E230ED82694DAA975D2",
<-- "domainURI": "/cdmi domains/MyDomain/",

<-- "capabilitiesURI": "/cdmi capabilities/dataobjeectA",
<-= "completionStatus": "Complete",

<-- "mimetype": "application/octet-stream",

<-- "metadata": {

<-= "cdmi size": "37",

<-- "colour": "blue",

<-=

<-= I

<-= "valuerange": "0-36",

<-= "valuetransferencoding": "base64\"

<--}

<--

<-- --gc0p4JgqOM2Yt08334cOp

<-- Content-Type: application/eetet-stream
<-- Content-Transfer-Encoding:‘binary

<__

<-- <37 bytes of binary,  data>
<—-

<-- --gcO0p4Jq0M2Yt08534<0p—

AMPLE 6: GET to the dataobject URI to read the data object using multi-part MIME, with optional content-lengf
the parts:

--> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Hosti{ e&ltud.example.com
--> Accépt: multipart/mixed

<-—HITP/1.1 200 OK
<-“=>~Content-Type: multipart/mixed; boundary=gc0p4JgqOM2Yt08j34cOp

$-- --gc0p4JgOM2Yt08334cOp

== CONCENT-IYPE: apPPIiCaCion/CamMti=0D ECT
<-- Content-Length: 505

<—-
<=={

<-- "objectType": "application/cdmi-object",

<-- "objectID": "00007ED90010C2414303B5C6D4F83170",

<-- "objectName": "MyDataObject.txt",

<-- "parentURI": "/MyContainer/",

<-- "parentID" : "00007E7F00102E230ED82694DAA975D2",

<-- "domainURI": "/cdmi_domains/MyDomain/",

<-- "capabilitiesURI": "/cdmi capabilities/dataobject/",
<-- "completionStatus": "Complete",

<-- "mimetype": "application/octet-stream",

<-- "metadata": {

(continues on next page)
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<-- "cdmi size": "37",

<-- "colour": "blue",

<-- .

<-- I

<-- "valuerange": "0-36",

<-= "valuetransferencoding": "base64"
<==}

<__

<-- --gc0p4JgOM2Yt08334cOp

<-- Content-Type: application/octet-stream
<-- Content-Transfer-Encoding: binary
<-- Content-Length: 37

<—-
<-- <37 bytes of binary data>
P

<-- --gcO0p4Jg0M2Yt08534cOp—

EXAMPLE 7: GET to the data object URI to read the metadata and multiple byte ranges of the binary contents

usjng multi-part MIME:

-=> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata&value=0-10&value=21-24

—HTTP/1.1

--> Host: cloud.example.com

--> Accept: multipart/mixed

<-- HTTP/1.1 200 OK

<-- Content-Type: multipart/mixed; boundary=gcO0p4Jq0M2Yt08734&0p
<—-

<-- --gc0p4JgqOM2Yt08334cOp

<-- Content-Type: application/cdmi-object
<——

<=-{

<-- "metadata": {

<-- "cdmi size": "37",

<-- "colour": "blue",

<

<-= }

<=-1}

<-c

<-- --gc0p4Jg0OM2Yt08j34cOp

<-- Content-Type: application/octebtsStream
<-- Content-Transfer-Encoding: pimary

<-- Content-Range: bytes 0-10%3%

<--

<-- <11 bytes of binary data>

<--

<-- --gcO0p4Jq0M2Yt087324c0p

<-- Content-Type: applitation/octet-stream
<-- Content-Transfer=Fncoding: binary

<-- Content-Range: Jbytes 21-24/37

<-—

<-- <4 bytes(of‘*binary data>

<—

<-- --gc@p4Jq0M2Yt08j34cOp--
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EXAMPLE 8: GET to the data object URI to read the value and valuetransferencoding fields of a data object storing
JSON data:

--> GET /cdmi/2.0.0/cdmi objectid/0000706D0010374085EF1A5C7018D7747?
—valuetransferencoding&value HTTP/1.1

--> Host: cloud.example.com

--> Accept: application/cdmi-object

<-- Content-Type: application/cdmi-object

<—-
<=={
<-- "valuetransferencoding" : "json"
<-- "value" : {
<-- "test" : "value"

= T
<--}

EXAMPLE 9: GET to the data object URI to read a newly-created data object with a current version:

--> GET /cdmi/2.0.0/MyContainer/MyVersionedDataObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-object

<-- Content-Type: application/cdmi-object

<__

<=={

-

<-= "objectType" : "application/cdmi-object",

<-- "objectID" : "00007ED900100DA32EC94351F8970400",

<-- "objectName" : "MyVersionedDataObject.txt",

<-- "parentURI" : "/MyContainer/",

<-- "parentID" : "00007E7F00102E230ED82694DAA975D2"N,

<-= "domainURI" : "/cdmi domains/MyDomain/",

<-- "capabilitiesURI" : "/cdmi capabilities/datadobject/",
<-- "completionStatus" : "Complete",

<-- "mimetype" : "text/plain",

<-- "metadata" : {

<-- "cdmi size" : "33",

<-= "cdmi versioning" : "user",

<-= "cdmi version object" : "/cdmin®Bjectid/00007ED900100DA32EC94351F8970400
H",

<-- "cdmi version current" : "/cdmi objectid/00007ED90010512EB55A9304EACSD4AA
‘—’"I

<-- "cdmi version_ oldest" :(}

<== "/cdmi objectid/0QU0YED90010512EB55A9304EAC5D4AA"
<-- ] ’

<-- ce

<-- }r

<-- "valuerange" :.%"0732",

<-- "valuetransferedcoding" : "utf-8",

<-- "value" : "Fhrst version of this Data Object"

<--}

EXAMPLE 10: GETtothe data object URI to read a data object with two historical versions:

--> GET¢/8dmi/2.0.0/MyContainer/MyVersionedDataObject.txt HTTP/1.1
--> Hest:: cloud.example.com
-->_Aceept: application/cdmi-object

<-% Content-Type: application/cdmi-object

<2
+

<__

<-- "objectType" : "application/cdmi-object",

<-= "objectID" : "00007EDS00100DA32EC94351F8970400",

<-= "objectName" : "MyDataObject.txt",

<—- "parentURI" : "/MyContainer/",

<-- "parentID" : "00007E7F00102E230ED82694DAA975D2",

<-- "domainURI" : "/cdmi domains/MyDomain/",

<-- "capabilitiesURI"™ : "/cdmi capabilities/dataobject/",

<== "completionStatus" : "Complete",

<-- "mimetype" : "text/plain",

<-= "metadata" : {

<-- "cdmi size" : "33",

<-- "cdmi versioning" : "user",

(continues on next page)
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<-- "cdmi_version object" : "/cdmi objectid/00007ED900100DA32ECO4351F8970400
‘—’"I
<-- "cdmi version current" : "/cdmi objectid/00007ED90010F077F4EB1C99C87524CC
(ﬁ",
<-- "cdmi version oldest" : [
<-- "/cdmi objectid/00007ED90010512EB55A9304EAC5D4AA"
<== ]r
<-- Ce
<-- I
<-- "valuerange" : "0-32",
<== "valuetransferencoding" : "utf-8",
<-= "value" : "Third version of this Data Object"
<--1
EXAMPLE 11: GET to the URI of a data object version:
--> GET /cdmi/2.0.0/cdmi objectid/00007ED9001005192891EEBE599D94BB HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-object
<-- Content-Type: application/cdmi-object
<__
<-- {
<-- "objectType" : "application/cdmi-object",
<-= "objectID" : "00007ED9001005192891EEBE599D94BB",
<-- "objectName" : "MyVersionedDataObject.txt",
<-- "parentURI" : "/MyContainer/",
<-- "parentID" : "00007E7F00102E230ED82694DAAS75D2",
<-= "domainURI" : "/cdmi domains/MyDomain/",
<-- "capabilitiesURI" : "/cdmi capabilities/dataobjesb/dataobject version/",
<-- "completionStatus" : "Complete",
<-- "mimetype" : "text/plain",
<-- "metadata" : {
<-- "cdmi_ size" : "34",
<-- "cdmi version object" : "/cdmi objectid/00007ED900100DA32EC94351F8970400
(ﬁ",
<-- "cdmi version current" : "/cdmi olgjectid/00007ED90010F077F4EB1C99C87524CC
‘—’"r
<-- "cdmi version oldest" : [
<-- "/cdmi_objectid/00007ED90010512EB55A9304EAC5D4AA"
<-- ]l
<-- "cdmi version parent" : Acdmi objectid/00007ED90010512EB55A9304EACS5D4AA
;}",
<-- "cdmi version childfen™ : [
<-- "/cdmi_objectid/00007ED90010F077F4EB1C99C87524CC"
<-= ]l
<-- e
<-- I
<-= "valuerange" Y0-33",
<-= "valuetransferencoding" : "utf-8",
<-- "value" "Second version of this Data Object"
<--}
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8.5 Update a data object using CDMI

8.5.1 Synopsis

To update part or all of an existing data object, the following requests shall be performed:

PATCH <root URI>/<ContainerName>/<DataObjectName>

PATCH <root URI>/<ContainerName>/<DataObjectName>?value=<range>

PATCH <root URI>/<ContainerName>/<DataObjectName>?metadata=<metadataname>&....

PATCH <root URI>/cdmi objectid/<DataObjectID>

FATCH LTOOL URL Cdllll 0D JeCl1d DUdldlUpD JeCllD-~7Vallue=srdllge

PATCH <root URI>/cdmi objectid/<DataObjectID>?metadata=<metadataname>s.. ..

Where:

<root URI> is the path to the CDMI cloud.

<ContainerName> is zero or more intermediate containers.
<DataObjectName> is the name of the data object to be updated.
<range> is a byte range for the data object value to be updated.
<DataObjectID> is the ID of the data object to be updated.

8.p.2 Capabilities

Capabilities that indicate which operations are supported are shown in”Table 40.

Table 40: Capabilities - Update a CDMI'data object using CDMI

Capability Location K escription
dmi modify metadata Data Object Ability to modify the metadata of an existing
data object
dmi modify value Data Object Ability to modify the value of an existing data
object
dmi modify value range Data Object Ability to modify a sub-range of the value of an
existing data object
dmi multipart mime System Wide Ability to modify a data object using multi-part
Capability MIME
dmi object access by ID System Wide Ability to access the object by ID
Capability
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8.5.3 Request headers
The HTTP request headers for updating a CDMI data object using CDMI are shown in Table 41.

Table 41: Request headers - Update a CDMI data object using CDMI

Header Type Description Requirement
Content-Type Header | “application/cdmi-object”or “‘multipart/mixed” Mandatory
string * If‘multipart/mixed” is specified, the body shall

consist of at least two MIME parts, where the first
part shall contain a body of content-type
“application/cdmi-object”, and the second
and subsequent parts shall contain one or more byte
ranges of the value.

« If multiple byte ranges are included and the
Content-Range header is omitted for a part, the
data in the part shall be appended to the data in the
preceding part, with the first part having a byte offset
of zero.

f-CDMI-Partial | Header | Indicates that the newly created object is part of a series of | Optional
string writes and has not yet been fully created. When setdo
“true”, the completionStatus field shall be set\to
“Processing”. X-CDMI-Partial works across CDMI
and non-CDMI operations.

If the completionStatus field had previously been set to
“Processing” by including this headef.in"a create or
update, the next update without thisdield shall change the
completionStatus field back té_ *Cémplete”.

8.p.4 Request message body
The request message body fields for updating a data object using CDMI are shown in Table 42.

Table 42: Request message hody - Update a CDMI data object using

CDMI
Field Name Type Description Requirement
Mmimetype JSON MIME. type of the data contained within the value field of Optional
string the data object. If present, this value replaces the existing

mimetype field value.
+ This field may be included when updating by value,
deserializing, and copying a data object.
« If this field is not included, the existing value of the
mimetype field shall be left unchanged.
* This field field value shall be converted to lower case
before being stored.
If this field is set to “application/cms” or
“application/jose+json”, the CDMI server shall
encrypt or reencrypt the value of the object in place, using
the key specified by the “cdmi_enc_key id” metadata
item. If the “cdmi_enc key id” metadata item is not
present, the object ID shall be used as the key identifier.

The - mimetvnae-of thea nlaintext shall ba-stored-in-the-CMS or

J ~
JWE JSON representation.

Ifa“cdmi_enc value sign_ id” metadata item is
present, the encrypted object shall also be signed.

If this field is changed from “application/cms” or

“application/jose+7json” to any other mimetype, the
CDMI server shall decrypt the value of the object in place,
replacing the specified mimetype with the mimetype of the
encrypted object, if stored as part of the encrypted object.

For more details on encrypted objects, see clause 23.
continues on next page
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Table 42 — continued from previous page

Field Name

Type

Description

Requirement

metadata

JSON
object

Metadata for the data object. If present, the new metadata
specified replaces the existing object metadata. If
individual metadata items are specified in the URI, only
those items are replaced; other items are preserved. See
clause 16 for a further description of metadata.

Optional

domainURI

JSON
string

URI of the owning domain
« If different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi_member privileges in Table 80).
+ If not specified, the existing domain shall be

Optional

nrasarnad
Pt Rree-

eserialize

JSON
string

URI of a CDMI data object with a value that contains a data
object serialized as specified in clause 15. The serialized
data object shall be deserialized to update the existing data
object.

The object ID of the serialized data object shall match the
object ID of the destination data object. Otherwise, the
server shall return an HTTP status code of 400 Bad
Request.

Optional!

opy

JSON
string

URI of a source CDMI data object or queue object that shall
be copied into an existing destination data object.

« If the destination data object URI and the copy
source object URI both do not specify individual
fields, the destination data object(shall be replaced
with the source data object.

« If the destination data object‘URI or the copy source
object URI specifies individual fields, only the fields
specified shall be usedto’update the destination data
object. If specified fields are not present in the
source, these fields shall be ignored.

« If the destinationidata object URI and the copy source
object URI hath specify fields, an HTTP status code
of 400 Bad Request shall be returned to the client.

If the copy seurce object URI points to a queue object, as
part of the.copy operation, multiple queue values shall be
concatenated into a single data object value.

If there/are insufficient permissions to read the data object
at the source URI, update the data object at the destination
URI, or if the read operation fails, the copy shall return an
HTTP status code of 400 Bad Request, and the
destination shall be left unchanged.

Optional’

eserialize
— value

JSON
string

A data object serialized as specified in clause 15 and
encoded using base 64 encoding rules described in RFC
4648 [19], that shall be deserialized to update the existing
data object.

The object ID of the serialized data object shall match the
object ID of the destination data object. Otherwise, the
server shall return an HTTP status code of 400 Bad
Request.

Optional’

continues on next pag
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Table 42 — continued from previous page

Field Name

Type

Description

Requirement

valuetransfer
— encoding

JSON
string

The value transfer encoding used for the data object value.
Three value transfer encodings are defined:

* “ut £-8” indicates that the data object contains a
valid UTF-8 string and shall be transported as a
UTF-8 string in the value field. If the contents of the
data object value field are set or updated to any value
other than a valid UTF-8 string, an HTTP status code
of 400 Bad Request shall be returned to the client.

* “base64” indicates that the data object may contain
arbitrary binary sequence and shall be transported
as a base 64 encoded string in the value field

Optional

Setting the contents of the data object value field to
any value other than a valid base 64 string shall
result in an HTTP status code of 400 Bad Request
being returned to the client.

* “Json” indicates that the data object contains a valid
JSON object and shall be transported as a JSON
object in the value field. If the contents of the data
object value field are set or updated to any value
other than a valid JSON object, an HTTP status code
of 400 Bad Request shall be returned to the\client.

This field shall only be included when updating a data
object by value.

« If this field is not included and multi-partMIME is not
being used, the existing value of
“valuetransferencoding” shall be left
unchanged.

« If this field is not included.and multi-part MIME is
being used, the value of Sut £-8” shall be assigned
as the field value if theGontent-Type” header of
the second and all sabsequent MIME parts includes
the charset parameter as defined in RFC 2046 of
“ut£-8” (e.g., Sicharset=ut£-8"). Otherwise, the
value of “ba$é&64” shall be assigned as the field
value. This¥field applies only to the encoding of the
value when represented in JSON; the
“Content-Transfer-Encoding” header of the
paft specifies the encoding of the value within a
multi-part MIME request, as defined in RFC 2045.

Yalue

JSON
string

This field contains the new data for the object. If present,
this value replaces the existing value.

« If this field is not included and multi-part MIME is
being used, the contents of the second and
subsequent MIME parts shall be assigned to the
corresponding byte ranges of the field value.

« If the valuetransferencoding field indicates UTF-8
encoding, the value shall be a UTF-8 string escaped
using the JSON escaping rules described in RFC
4627 [5].

« If the valuetransferencoding field indicates base 64
encoding, the value shall be first encoded using the
base 64 encoding rules described in RFC 4648 [19].

«_If the valuetransferencoding field indicates JSON

Optional’

encoding, the value field shall contain a valid JSON
object.

« If a value range was specified in the request, the new
data shall be inserted at the location specified by the
range. Any resulting gaps between ranges shall be
treated as if zeros had been written and shall be
included when calculating the size of the value.
When storing a range, the value shall be encoded
using base 64, and the valuetransferencoding field
shall be set to “base64”.
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8.5.5 Response header

The HTTP response header for updating a data object using CDMI is shown in Table 43.

Table 43: Response header - Update a CDMI data object using CDMI

Header Type Description Requirement
Location Header | The server shall respond with the URI to which the Conditional
string reference redirects if the object is a reference.

8.5.6 Response message body

A fesponse body can be provided as per RFC 2616 [23].

8.5.7 Response status

THe HTTP status codes that occur when updating a data object using CDMI are described in Fable 44.

Table 44: HTTP status codes - Update a CDMI data object using CDMI

HTTP Status Description N

304 No Content The data object content was returned in the résponse.

302 Found The resource is a reference to another resource.

400 Bad Request The request contains invalid parameters or-field names.

401 Unauthorized The authentication credentials are niissing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with.a non-CDMI access protocol lock or has causeq
a state transition error on-the server.

8.5.8 Examples

EXAMPLE 1: PATCH to the data object URI td.set new field values:

--> PATCH /cdmi/2.0.0/MyContlaimer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-—>

—-_> {

-—> "mimetype" : ™text/plain",

-—> "metadata" (: |

-—> "colourly: "blue",

-—> "length¥ : "10"

—-=> }I

-—> "value! : "This is the Value of this Data Object"
- }

<--_HTPP/1.1 204 No Content

EXAMPLE 2: PATCH to the data object URI to set a new MIME type:

i )i L CTT k,ullljl « U U llybUllLdillUL I'T UdeUU_‘]ELL.L L.HL'LI[LEL,_YLJC norirc/ L .1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-—> "mimetype" : "text/plain"

<-- HTTP/1.1 204 No Content

EXAMPLE 3: PATCH to the data object URI to update a range of the value:

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?value=21-24 HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-->  "value" : "dGhhdA=="

<-- HTTP/1.1 204 No Content

When updating a value without specifying a value transfer encoding, the client must be aware of the current value
transfer encoding of the object.

«_If a client sends a value containing a UTF-8 string that is not a valid base 64 string to update an existing object
with a value transfer encoding of “base64”, the server shall return an error.

« Ifaclient sends a value containing a base 64 string to update an existing object with a value transfer gncoding
of “ut £-8", the server shall not return an error. Instead, the server shall store the literal base 64 character
sequence in the data object instead of the data encoded in the base 64 string.
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EXAMPLE 4: PATCH to the data object URI to replace all metadata with new metadata:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-—> "metadata" : {
-—> "colour" : "red",
-——> "numpber" : "7"

-—> }

<-- HTTP/1.1 204 No Content

EXAMPLE 5: PATCH to the data object URI to add a new metadata item while preserving existing metadata;

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=shape HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

- {

--> "metadata" : {

-—> "shape" : "round"
——> }

__> }

<-- HTTP/1.1 204 No Content

EXAMPLE 6: PATCH to the data object URI to replace just one metadata item-with a new value:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=colour HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

—-_—> {
-——> "metadata" : {
-——> "colour" : "green"

- }

<-- HTTP/1.1 204 No Content

EXAMPLE 7: Delete a single metadata item:

--> PATCH /cdmi/2.0.0/MyContdainer/MyDataObject.txt?metadata=colour HTTP/1.1
--> Host: cloud.example.dem
--> Content-Type: application/cdmi-object

—_—> {
-—> "metadata"{ {)}

<-- HTTP/1,/1\204 No Content
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EXAMPLE 8: Add, update, and delete metadata items. Assume a starting condition where the object has a metadata
item “colour” with value “green” and a metadata item “shape” with value “round” and does not have a metadata item

” o«

“size”. After the update, “colour” has value “red”, “shape” is deleted, and “size” has been added with value “10”.

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=colours
—metadata=shapesmetadata=size HTTP/1.1

-—>

--> Host: cloud.example.com

--> Content-Type: application/cdmi-object

-—>

- {

-—> "metadata": {

-—> "colour": "red",
-—> "size": "10"

- 1

<-- HTTP/1.1 204 No Content

EXAMPLE 9: PATCH to the data object URI to set new field values and the binary contents using multi-part MIME:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: multipart/mixed; boundary=gc0p4Jq0M2Yt08334cOp

--> --gcO0p4Jg0M2Yt08334cOp
--> Content-Type: application/cdmi-object

-—> {

-——> "metadata": {

-—> "colour": "red",

-—> "numper": "7"

—-_—> }

-=> —--gcO0p4Jgq0M2Yt08j34cOp

--> Content-Type: application/octet-stream
--> Content-Transfer-Encoding: binary

--> <37 bytes of binary data>

-=> —--gc0p4Jgq0M2Yt08j34cO0p-—-

<-- HTTP/1.1 204 No Content

EXAMPLE 10: PATCH to the data object"URI to replace just one metadata item and update multiple byte ranges
within the binary contents of the data\ebject using multi-part MIME:

--> PATCH /cdmi/2.0 .0 MyContainer/BinaryObject.txt?metadata=colour HTTP/1.1
--> Host: cloud.example.com
--> Content-Type:{ multipart/mixed; boundary=gc0p4Jgq0M2Yt08334cOp

-=> —-gcOp4JgOM2Yt08j34cOp
--> Content=Type: application/cdmi-object

- {

-—> "metadata": {

-=>, "colour": "green"
— <> }

Oeade TeeQM2 N 0020 2 4 o0
=l j 1 J

--> Content-Type: application/octet-stream
--> Content-Range: bytes 0-10/37

--> <11 bytes of binary data>

--> --gcO0p4Jq0M2Yt08334cOp

--> Content-Type: application/octet-stream
--> Content-Range: bytes 21-24/37

--> <4 bytes of binary data>

—=> ——gc0p4JqOM2Yt08934c0p--

(continues on next page)
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(continued from previous page)

’<—— HTTP/1.1 204 No Content

EXAMPLE 11: PATCH to the data object URI to encrypt an existing object:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

—_> {

-—> "mimetype" : "application/cms",
-—> "metadata" : {

-=> "cdmi enc key id" : "testkey"
- ) - - -

<-- HTTP/1.1 204 No Content

EXAMPLE 12: PATCH to the data object URI to decrypt an existing encrypted object:

--> PATCH /cdmi/2.0.0/MyContainer/MyEncryptedObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

- {
-—> "mimetype" : "text/plain"
-——> }

<-- HTTP/1.1 204 No Content
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8.6 Delete a data object using CDMI

8.6.1 Synopsis

To delete an existing data object, th

e following requests shall be performed:

* DELETE <root URI>/<ContainerName>/<DataObjectName>

* DELETE <root URI>/cdmi objectid/<DataObjectID>

Where:

* <root URI> is the path to the CDMI cloud.

8.6.2 Capabilities

Capabilities that indicate which ope

O TT e T Name > 1S ZeT0 Or TToTE iTtermediate Comntaimers:
* <DataObjectName> is the name of the data object to be deleted.
* <DataObjectID> is the ID of the data object to be deleted.

rations are supported are shown in Table 45.

Table 45: Capabilities - Delete a CDMI data object using- CDMI
Capability Location Description . .~
dmi delete dataobject Data Object Ability to delete an existing data object
dmi_ object access by ID System Wide Ability to-access the object by ID
Capability

8.6.3 Request headers

Rgquest headers can be provided as per RFC 2616 [23].

8.6.4 Request message body

A fequest body can be provided as

8.6.5 Response headers

Résponse headers can be provided

8.6.6 Response'message body

A fesponse bady tan be provided a

8.6.7“Response status

per RFE2616 [23].

as per RFC 2616 [23].

s per RFC 2616 [23].

Table 46 describes the HTTP status codes that occur when deleting a data object using CDMI.

Table 46: HTTP status codes - Delete a CDMI data object using CDMI

HTTP Status

Description

204 No Content

The data object was successfully deleted.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server or the data object cannot be deleted.
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8.6.8 Example

EXAMPLE 1: DELETE by data object URI:

--> DELETE /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content

EXAMPLE 2: DELETE by data object ID:

--> DELETE /cdmi/2.0.0/cdmi_objectid/00007ED90010D891022876A8DEOBCOFD HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content
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ject Resource Operations

9{1 Overview

Cqntainer objects are the fundamental grouping of stored data within CDMI™ and-are analogous to directorfes
within a file system. Each container object has a set of well-defined fields that include:

+ zero or more child objects,

+ mandatory fields generated by the cloud storage system,

+ mandatory metadata items generated by the cloud storage system,
 optional metadata generated by the cloud storage system;and

+ optional metadata specified by the cloud user.

All cloud storage systems shall support containers, but the ability to create a containers is determiend by the prgs-
ence or absence of the cdmi_create_ container capability in the parent container.

Edch CDMI container object is represented as a JSON object, containing one or more “fields”. For example, the
btadata” field contains metadata items.

m
EXAMPLE 1: CDMI Container Object

{

"objectType" : "application/cdmi-container",
"objectID" : "00007EDSO00104E1D14771DC67C27BEF8B",
"objectName" : "MyCeontainer/",
"parentURI" : " /™,
"parentID" : "00GO07E7F0010128E42D87EE34F5A6560",
"domainURI" A ")/cdmi domains/MyDomain/",
"capabilitieSURI" : "/cdmi capabilities/container/",
"completionStatus" : "Complete",
"metaddta™ : {

Ycdmi ctime" : "2018-05-16T08:01:02.3532"
}I
"Childrenrange" : "0-4",
"eHildren" : [

"red" ,

"green",

"yellow",

ordllige ’

"purple/"

]
}

The meaning, use, and permitted values of each field is described in each operation that creates, modifies or
retreives CDMI container objects.
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9.2 Container object details

9.2.1 Container object addressing

Container objects are addressed in CDMI in two ways:
* by name (e.g. https://cloud.example.com/cdmi/2.0.0/container/); and

* by ID (e.g. https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/
< 00007ED900104E1D14771DC67C27BF8B/).

Every container object has a single, globally-unique object ID that remains constant for the life of the object. Each
container object may also have one or more URI addresses that allow the container object to be accessed.

When a container object is addressed via more than one unique URIs, all operations may be performed threuigh
any of these URIs. For example, a container object may be accessible via multiple virtual hosting paths{ whégre
hiltps://cloud.example.com/users/snia/cdmi/ is also accessible through https://snia.exanpl
cdm/cdmi/. Conflicting writes via different paths shall be managed the same way that conflicting writes via ope
path are managed, via the principle of eventual consistency (see 9.3).

Fdllowing the URI conventions for hierarchical paths, container URIs shall consist of one or moré ¢entainer names
that are separated by forward slashes (“/”) and that end with a forward slash (“/”).

If g request is performed against an existing container resource and the trailing slash at therend of the URI is omittgd,
the server shall respond with an HTTP status code of 301 Moved Permanently. In addition, a Location header
cohtaining the URI with the trailing slash added shall be returned.

If @ CDMI request is performed to create a new container resource and the trailing/slash at the end of the UR
onitted, the server shall respond with an HTTP status code of 400 Bad Requést.

S

Ngn-CDMI requests to create a container resource shall include the trailing,slash at the end of the URI; otherwige,
the request shall be considered a request to create a data object.

Cantainers may also be nested.
EXAMPLE 2: The following URI represents a nested container:
https://cloud.example.com/containerssubcontainer/

A hested container has a parent container object, shallbe included in the children field of the parent contaifjer
object, and shall inherit data system metadata and ACI,from its parent container.

This model allows direct mapping between CDMI-managed cloud storage and file systems (e.g., NFSv4 or W¢b-
DAV). If a CDMI container object is exported as’a'file system, then the file system may make the CDMI metatljjnpt/la

accessible via file system-specific mechanisms.-As files and directories are created by the file system, they become
vigible through the CDMI interface acting.as\a’data path. The mapping between file system constructs and CDMI
data objects, container objects, and metadata is outside the scope of this International Standard.

9.R2.2 Container object fields

Indlividual fields within a container object may be accessed by specifying the field name after a question mark {2”
appended to the end of the/container object URI.

EXAMPLE 3¢ The following URI returns just the children field in the response body:
https://cloud.example.com/cdmi/2.0.0/container/?children

EXAMPLE 4: By specifying a range after the children field name, specific ranges of the children field
may-be accessed.

https://cloud.example.com/cdmi/2.0.0/container/?children=0-2

Childréen ranges-are specified in a way that is similar to byte ranges as per Section 14.35 1 of REC 2616 [2311 A

client can determlne the number of chlldren present by requestlng the chlldrenrange field without requesting a range
of children.

A list of fields, separated by an ampersand “s” may be specified, allowing multiple fields to be accessed in a single
request.

EXAMPLE 5: The following URI would return the children and metadata fields in the response body:
https://cloud.example.com/cdmi/2.0.0/container/?children&metadata

When a client provides fields that are not defined in this International Standard or deserializes an object containing
fields that are not defined in this International Standard, these fields shall be persisted, but shall not be interpreted.
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9.2.3 Container object metadata

The following optional container-specific data system metadata may be provided (see Table 47).

Table 47: Container metadata

Metadata Name Type Description Requirement

cdmi_assignedsize JSON The number of bytes that is reported via exported Optional

string protocols (e.g., the device may be thin
provisioned). This number may limit cdmi_size.

Container metadata may also include arbitrary user-supplied metadata, storage system metadata, and data system
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ptadataas described i clause 16

2.4 Container object access control

ead access to any of the requested fields is not permitted by the object ACL, only the permitted fields shall
urned. If no requested fields are permitted to be read, an HTTP status code of 403 Forbidden shall be return
the client.

vrite access to any of the requested fields is not permitted by the object ACL, no updates shall be performed, a
HTTP status code of 403 Forbidden shall be returned to the client.

2.5 Reserved container object names

is International Standard defines reserved container names that should not be used by clients when creating n
htainers. These container names are reserved for use by this International Standard, and if an attempt is ma|
create or delete them, an HTTP status code of 400 Bad Requesk shall be returned to the client.

served container names defined in this specification include:
* “cdmi_objectid”

* “cdmi_domains”

* “cdmi_capabilities”

* “cdmi_snapshots “

« . . "
* "cdmi versions

additional names may be added in future versions of this International Standard, server implementations sh

pvent the creation of user-defined containers if the container name starts with “cdmi_”.

2.6 Container object representations

e representations in.this/clause are shown using JSON notation. Both clients and servers shall support UTH
ON representation. The request and response body JSON fields may be specified or returned in any order, W
e exception thatyifipresent, for container objects, the “childrenrange” and “children” fields shall appear |
d in that order.
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9.

3 Create a container object using CDMI

9.3.1 Synopsis

To

create a new container object, the following request shall be performed:

e PUT <root URI>/<ContainerName>/<NewContainerName>/

Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate container objects that already exist, with one slash (i.
“/”) between each pair of container object names.

e,

Af

9.

In
CH

op
h3

TH
tw

Wi
to

* <NewContainerName> is the name specified for the container object to be created.
er it is created, the container object shall also be accessible at <root URI>/cdmi_ objectid/<objectID

3.2 Delayed completion of create

response to a create operation for a container object, the server may return an HTTP, status code of 202 2
pted to indicate that the object is in the process of being created. This responsefis useful for long-runni
lerations (e.g., deserializing a source data object to create a large container object-hierarchy). Such a respon
s the following implications.

* The server shall return a Location header with an absolute URI to the object te be created along with an HT
status code of 202 Accepted.

» With an HTTP status code of 202 Accepted, the server implies that the following checks have passed:
— user authorization for creating the container object;
— user authorization for read access to any source object for move, copy, serialize, or deserialize; and

— availability of space to create the container object dr’at least enough space to create a URI to report
error.

+ A client might not be able to immediately access;the created object, e.g., due to delays resulting from
implementation’s use of eventual consistency.

b fields in its response body to indicate progress.

» A mandatory completionStatus.textfield contains either “Processing”, “Complete”, or an error stri
starting with the value “Error”.

* An optional percentComplete field contains the percentage that the accepted PUT has completed

“Complete”.

hen the final result of the/create operation is an error, the URI is created with the completionStatus field
the error message. It is-the client’s responsibility to delete the URI after the error has been noted.

ng
se
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he

e client performs GET operations to the URI to.track the progress of the operation. In response, the server retuins

ng

©

to 100). GET does not return any children for the container object when completionStatus is fot

et
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9.3.3 Capabilities
Capabilities that indicate which operations are supported are shown in Table 48.

Table 48: Capabilities - Create a CDMI container object using CDMI

Capability Location Description

cdmi create container Parent container Ability to create a new container object

cdmi create reference Parent container Ability to create a new reference

cdmi copy container Parent container Ability to create a container object that is a copy
of another container object

cdmi move container Parent container Ability to move a container object from another
Tocation

dmi deserialize container Parent container Ability to create a container object that is

deserialized from the contents of the PUT or the
contents of a data object

9.5.4 Request headers
The HTTP request headers for creating a CDMI container object using CDMI are shownin/Table 49.

Table 49: Request headers - Create a container object using CDMI

Hieader Type Description R Requirement
Accept Header | “application/cdmi-container” or a consistent value described | Optional
string in5.5.2
ontent-Type Header | “application/cdmi-container” Mandatory
string

9.5.5 Request message body
THe request message body fields for creating a container object using CDMI are shown in Table 50.

Table 50: Request message body - Create a container object using CDMI

Field Name Type Desqribﬁﬁﬁ Requirement
netadata JSON Metadata for the container object Optional
object ¢ If this field is included, the contents of the JSON

object provided in this field shall be used as
container object metadata.

« If this field is included when deserializing, serializing,
copying, or moving a container object, the contents
of the JSON object provided in this field shall be
used as object metadata instead of the metadata
from the source URI.

« If this field is not included, no user-specified
metadata shall be added to the object.

« If this field is not included when deserializing,
serializing, copying, or moving a container object,
metadata from the source URI shall be used.

« This field shall not be included when creating a
TETErence 1o a contaimer object.

domainURT JSON URI of the owning domain Optional

string « If different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi_member privileges in Table 80 .

* If not specified, the existing domain shall be

preserved.
exports JSON A structure for each protocol enabled for this container Optional
object object (see clause 13). This field shall not be included

when referencing a container object.

continues on next page
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Table 50 — continued from previous page

Field Name Type Description Requirement
deserialize JSON URI of a CDMI data object with a value that contains a Optional’
string container object serialized as specified in clause 15. The

serialized container object shall be deserialized to create
the new container object, including all child objects.

When deserializing a container object, any exported
protocols from the original serialized container object are
not applied to the newly created container object(s).

copy JSON URI of a source CDMI container object that shall be copied | Optional’
string into the new destination container object.

« If the destination container object URI and the copy
source object URI both do not specity individual
fields, the destination container object shall be a
complete copy of the source container object,
including all child objects under the source container
object.

« If the destination container object URI or the copy
source object URI specifies individual fields, only the
fields specified shall be used to create the destination
container object. If specified fields are not presentin
the source, default field values shall be used.

« If the destination container object URI and-the ‘copy
source object URI both specify fields, anEHFTP
status code of 400 Bad Request shall-be returned
to the client.

When copying a container object, exparted protocols are
not preserved across the copy.

If there are insufficient permissiansito read the container
object at the source URI or create the container object at
the destination URI, or if the read operation fails, the copy
shall return an HTTP status’code of 400 Bad Request,
and the destination container object shall not be created.

fove JSON URI of an existing loeal or remote CDMI container object Optional’
string (source URI) that;shall be relocated, along with all child
objects, to the UR! specified in the PUT. The contents of
the containergbject and all children, including the object ID,
shall be preserved by a move, and the container object and
all children’ of the source URI shall be removed after the
objects)at the destination have been successfully created.

Ifithere are insufficient permissions to read the objects at
the source URI, write the objects at the destination URI, or
delete the objects at the source URI, or if any of these
operations fail, the move shall return an HTTP status code
of 400 Bad Request, and the source and destination are
left unchanged.

fteference JSON URI of a CDMI container object that shall be redirected to Optional’
string by a reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Regquest.

deserigtize JSON A container object serialized as specified in clause 15 and Optional’
— valde string encoded using base 64 encoding rules described in RFC
4648 [19], that shall be deserialized to create the new
container object, including all child objects

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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9.3.6 Response headers
The HTTP response headers for creating a CDMI container object using CDMI are shown in Table 51.

Table 51: Response headers - Create a container object using CDMI

Header Type Description Requirement
Content-Type Header | “application/cdmi-container” Mandatory
string
Location Header When an HTTP status code of 202 Accepted is returned, | Conditional
string the server shall respond with the absolute URL of the
object that is in the process of being created.
9.B.7 Response message body
The response message body fields for creating a CDMI container object using CDMI are shown in Table 52.
Table 52: Response message body - Create a container object using
CDMI
Field Name Type Description N% Requirement
bjectType JSON “‘application/cdmi-container” Mandatory
string
bjectID JSON Object ID of the object Mandatory
string
bjectName JSON Name of the object Mandatory
string
parentURI JSON URI for the parent object Mandatory
string Appending the objectName tothe parentURI shall
always produce a valid URIfor the object.
BarentID JSON Object ID of the parent container object Mandatory
string
omainURI JSON URI of the owning, domain Mandatory
string
apabilitiesURI| JSON URI to the capabilities for the object Mandatory
string
ompletion JSON A string indicating if the object is still in the process of being | Mandatory
— Status string created or updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or if an error occurred.
The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error”.
gercentComplete{ USON A string indicating the percentage of completion if the Optional
string object is still in the process of bewing created or updated
by another operation.
* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from “0” through “100”.
* When the value of completionStatus is
Complete , this Tield, it provided, shall contain the
value “100”.
* When the value of completionStatusis “Error”,
this field, if provided, may contain any integer value
from “0” through “100”.
metadata JSON Metadata for the container object. This field includes any Mandatory
object user and data system metadata specified in the request
body metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 for
a further description of metadata.

continues on next page
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Table 52 — continued from previous page

Field Name Type Description Requirement

exports JSON A structure for each protocol that is enabled for this Optional®
object container object. See clause 13.

snapshots JSON URI(s) of the snapshot container objects. See clause 14. Optional®
array of
JSON
strings

childrenrange JSON The children of the container expressed as a range. If a Optional
string range of children is requested, this field indicates the

children returned as a range.
This field should not be returned in the response message

body that is associated with a copy, move, deserialize, or
deserialize value operation.

hildren JSON Names of the children objects in the container object. Child | Optional
array of | container objects end with “/”.
JSON

This field should not be returned in the response message
body that is associated with a copy, move, deserialize, or
deserialize value operation.

strings

9.3.8 Response status

Taple 53 describes the HTTP status codes that occur when creating a container object using CDMI.
Table 53: HTTP status codes - Create a CDMl gontainer object using
CDMI

HITTP status Description O

301 Created The new container object was created.

302 Accepted The container is in the process of being created. The CDMI client should
monitor the completiifonStatus and percentComplete fields to
determine the currént status of the operation.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client’ lacks the proper authorization to perform this request.

404 Not Found The fesource was not found at the specified URI.

409 Conflict Thé operation conflicts with a non-CDMI access protocol lock or had causeq
a\state transition error on the server.

3.9 Examples

AMPLE 1: Create~a-new container with no metadata:

--> PUT«/&dmi/2.0.0/MyContainer/ HTTP/1.1
--> Hostl: cloud.example.com

--> ACeept: application/cdmi-container

-=> ‘Content-Type: application/cdmi-container

- {

= 1

<-- HTTP/1.1 201 Created
<-- Content-Type: application/cdmi-container

<__

<-- {

<-- "objectType" : "application/cdmi-container",

<-- "objectID" : "00007ED900104E1D14771DC67C27BF8B",
<-- "objectName" : "MyContainer/",

<-- "parentURI" : "/",

<-- "parentID" : "00007E7F0010128E42D87EE34F5A6560",
<-= "domainURI" : "/cdmi domains/MyDomain/",

(continues on next page)

2 Returned only if present.
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(continued from previous page)

"capabilitiesURI" : "/cdmi capabilities/container/",
"completionStatus" : "Complete",

"metadata" : {

}I

"childrenrange": "",

"children": []

EXAMPLE 2: Create a container with metadata:

PUT /cdmi/2.0.0/MyContainer/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-container
Content-Type: application/cdmi-container

{
"metadata": {
"Colour": "Yellow"

}

HTTP/1.1 201 Created
Content-Type: application/cdmi-container

{

"objectType" : "application/cdmi-container",
"objectID" : "00007ED900104E1D14771DC67C27BF8B",
"objectName" : "MyContainer/",
"parentURI" : "/",
"parentID" : "00007E7F0010128E42D87EE34F5A6560Y,
"domainURI" : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi capabilities/container/",
"completionStatus" : "Complete",
"metadata" : {

"Colour": "Yellow",
}I
"childrenrange": "",
"children": []

© ISO/IEC 2022 - All rights reserved

95


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

96

EXAMPLE 3: Create a container that is a copy of a container:

--> PUT /cdmi/2.0.0/MyContainerCopy/ HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-container
--> Content-Type: application/cdmi-container
-—>
—> {
-—> "copy": "/MyContainer/"
- }
<-- HTTP/1.1 201 Created
<-- Content-Type: application/cdmi-container
<__
t
<== "objectType" "application/cdmi-container",
<-- "objectID" "00007EDS00104E1D14771DC67C27BF8B",
<-= "objectName" "MyContainerCopy/",
<-- "parentURI" "/,
<-- "parentID" "00007E7F0010128E42D87EE34F5A6560",
<-= "domainURI" "/cdmi domains/MyDomain/",
<-- "capabilitiesURI" "/cdmi_ capabilities/container/",
<-- "completionStatus" "Complete",
<== "metadata" : {
<-- "Colour": "Yellow",
<__
<-- }
<--1}

EXAMPLE 4: Rename a container:

PUT /cdmi/2.0.0/MyContainerRenamed/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-container
Content-Type: application/cdmi-container

{

"move": "/MyContainer/"

}

HTTP/1.1 201 Created
Content-Type: application/cdmi-container

{

"objectType" "appligatien/cdmi-container",
"objectID" "00007ED960104E1D14771DC67C27BF8B",
"objectName" "My@ontainerRenamed/",
llparentURI” "/",
"parentID" "00007E7F0010128E42D87EE34F5A6560",
"domainURI" "/cdmi_domains/MyDomain/",
"capabiliti€sURI" "/cdmi capabilities/container/",
"completifnStatus" "Complete",
"metadatal>": {

"Cokolr": "Yellow",
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9.4 Read a container object using CDMI

9.4.1 Synopsis

To read an existing container object, the following requests shall be performed:
* GET <root URI>/<ContainerName>/<TheContainerName>/
* GET <root URI>/<ContainerName>/<TheContainerName>/?<fieldname>&<fieldname>s&...
* GET <root URI>/<ContainerName>/<TheContainerName>/?children=<range>&...

* GET <root URI>/<ContainerName>/<TheContainerName>/?metadata=<prefix>&...

v GhET OOl UKL LQI[IL_QDJ cCLL1d CONtalllervd JeCllD

* GET <root URI>/cdmi_ objectid/<ContainerObjectID>/?<fieldname>&<fieldname>&.).¥
* GET <root URI>/cdmi_ objectid/<ContainerObjectID>/?children=<range>&. ..

* GET <root URI>/cdmi objectid/<ContainerObjectID>/?metadata=<prefix>s&i)..
Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate container objects.

* <TheContainerName> is the name specified for the container object to be réad\from.

* <fieldname> is the name of a field.

* <range> is a numeric range within the list of children.

+ <prefix> is a matching prefix that returns all metadata items that-start with the prefix value.

* <ContainerObjectID> is the ID of the data object to be read\from.

9.1.2 Capabilities
Capabilities that indicate which operations are supported-are shown in Table 54.

Table 54: Capabilities - Read a CDMI Container Object using CDMI

Capability Location” Description

dmi_ read metadata Container object Ability to read the metadata of an existing
container object

dmi list children Container object Ability to list the children of an existing containgr
object

dmi list children range Container object Ability to list a specific range of children of an
existing container object

dmi object accesg by ID System wide Ability to access the object by ID

capability

9.1.3 Request headers

THe HTTP-request headers for reading a CDMI container object using CDMI are shown in Table 55.

[able 55 Requiest headers - Read a container ohject 11sing CDMI

Header Type Description Requirement
Accept Header | “application/cdmi-container” or a consistent value as Optional
string described in 5.5.2
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9.4.4 Request message body

A request body shall not be provided.

9.4.5 Response headers

The HTTP response headers for reading a CDMI container object using CDMI are shown in Response headers -

Read a container object using CDMI.

Table 56: Response headers - Read a container object using CDMI

Header Fype Deseription Requirement
ontent-Type Header | “application/cdmi-container” Mandatory
string
Jocation Header | The server shall respond with an absolute URI to which the | Conditional
string reference redirects if the object is a reference.

9.4.6 Response message body

THe response message body fields for reading a CDMI container object using CDMl-are shown in Table 57

Table 57: Response message body - Read a container object'using CDMI

operation is complete, indicates if it was successfully
created or updated or if an error occurred.

The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error”.

Field Name Type Description Z. O Requirement]
bjectType JSON “application/cdmi-container’ Mandatory
string
bjectID JSON Object ID of the object Mandatory
string
bjectName JSON Name of the object Conditional
string » For objects in a centainer, the objectName field shall
be returned.
» For objects riot in a container (objects that are only
accessible-by ID), the “objectName” field does not
exist andishall not be returned.
parentURI JSON URI for the' parent object Conditional
string «_For objects in a container, the parentURI field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “parentURT” field does not
exist and shall not be returned.
Appending the “objectName” to the “parentURI” shall
always produce a valid URI for the object.
parentID JSON Object ID of the parent container object Conditional
string * For objects in a container, the “parentID” field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “parentID” field does not
exist and shall not be returned.
omainURI JSON URI of the owning domain Mandatory
stritg
capabilitiesURI| JSON URI to the capabilities for the object Mandatory
string
completion JSON A string indicating if the object is still in the process of being | Mandatory
< Status string created or updated by another operation, and after that

continues on next page
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Table 57 — continued from previous page

Field Name Type Description Requirement
percentComplete | JSON A string indicating the percentage of completion if the Optional
string object is still in the process of bewing created or updated
by another operation.
* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from 0 through 100.
* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
value “100”.
« When the value of completionStatusis “Error”
this field, if provided, may contain any integer value
from “0” through “100”.
Metadata JSON Metadata for the container object. This field includes any Mandatory
object user and data system metadata specified in the request
body metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 for
a further description of metadata.
g¢xports JSON A structure for each protocol that is enabled for this Optional’
object container object (see clause 13)
gnapshots JSON URIs of the snapshot container objects Optional’
array of
JSON
strings
hildrenrange JSON The children of the container expressed as a range. If a Mandatory
string range of children is requested, thisdield indicates the
children returned as a range.
hildren JSON Names of the children objectsiin the container object. Mandatory
array of | When a client uses a child'name in a request URI or a
JSON header URI, the client shall escape reserved characters
strings according to RFC 3986 [2], e.g., a “%” character in a child

name shall be replaced with “325”.
* Children that are container objects shall have “/”
appended to the child name.
+ Children that are references shall have
to.the child name.

“Ayy

?” appended

If i

hdividual fields are specified in the"GET request, only these fields are returned in the result body. Optional fie

that are requested but do not exist.are omitted from the result body.

Ta

4.7 Response status

ple 58 describes the HTTP status codes that occur when reading a container object using CDMI.

Table 58: HTTP status codes - Read a container object using CDMI

HTTP status Description
3007 eK The metadata for the container object is provided in the message body.
302 Found The resource is a reference to another resource.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

406 Not Acceptable

The server is unable to provide the object in the content type specified in the

Accept header.

" Returned only if present.
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9.4.8 Examples

EXAMPLE 1: GET to the container object URI to read all the fields of the container object:

--> GET /cdmi/2.0.0/MyContainer/ HTTP/1.1

--> Host: cloud.example.com

--> Accept: application/cdmi-container

<-- HTTP/1.1 200 OK

<-- Content-Type: application/cdmi-container

<__

<= {

<-- "objectType" : "application/cdmi-container",

<-- "objectID" : "00007EDS00104E1D14771DC67C27BEF8B",
<-- "objectName" : "MyContainer/",

<-- "parentURI" : "/",

<-- "parentID" : "00007E7F0010128E42D87EE34F5A6560",
<-= "domainURI" : "/cdmi domains/MyDomain/",

<-- "capabilitiesURI" : "/cdmi capabilities/container/",
<-- "completionStatus" : "Complete",

<== "metadata" : {

<-- Ce

<-- by

<-- "exports" : {

<-- "OCCI/iSCSI": {

<-- "identifier": "00007E7F00104BE66AB53A9572F9F51E",
<-- "permissions": [

<-- "https://example.com/compute/0/",

<-- "https://example.com/compute/1/"

<-- ]

<-- }r

<-- "Network/NFSv4" : {

<-- "identifier" : "/users",

<-- "permissions" "domain"

<-= }I

<-- "childrenrange" : "0-4",

<-- "children" : [

<—= "red",

<-- "green",

<-- "yellow",

<-- "orange/",

<-- "purple/"

<-= ]

<-= }

<--}
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EXAMPLE 2: GET to the container object URI to read parentURI and children of the container object:

--> GET /cdmi/2.0.0/MyContainer/?parentURI&children HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-container

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-container

<

<--{

<-- "parentURI" : "/",

<-- "children" : [

<-- "red",

<-- "green",
ettt

<-- "orange/",

<-- "purple/"

<-= ]

<--}

EXAMPLE 3: GET to the container object URI to read children 0..2 and childrenrange of the containér object:

--> GET /cdmi/2.0.0/MyContainer/?childrenrange&children=0-2 HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-container

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-container

<--
<--{

<-= "childrenrange" : "0-2",
<-- "children" : [

<-= "red",

<-- "green",

<-- "yellow"

<-- ]

<=}

EXAMPLE 4: GET to the container object by ID to read-children 0..2 and childrenrange of the container object:

--> GET /cdmi/2.0.0/cdmi_objectid/0000706D0010B84FAD185C425D8B537E/?
—childrenrange&children=0-2 HTTPAL\1

--> Host: cloud.example.com

--> Accept: application/cdmi-container

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-container

<__

<--{

<-= "childrenrange!'s "0-2",
<-- "children"{ |

<-- "red",

<-- "green',

<-- "yedlow"

<-- ]

<--}
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9.5 Update a container object using CDMI

9.

5.1 Synopsis

To update part or all of an existing container object, the following requests shall be performed:

Wi

9.

If the creation of a snapshot (see clause 14) is requested by including a snapshat field in the request message bo
thé server may return an HTTP status code of 202 Accepted. Such a respanse has the following implications|

THe client performs GET operations to the snapshot.URI to track the progress of the operation. In particular, {
server returns two fields in its response body to indicate progress:

Wi

fie]d set to the error message. \lt is the client’s responsibility to delete the URI after the error has been noted.

¢ PATCH <root URI>/<ContainerName>/<TheContainerName>

¢ PATCH <root URI>/<ContainerName>/<TheContainerName>?metadata=<metadataname>&.

* PATCH <root URI>/cdmi objectid/<ContainerObjectID>

* PATCH <root URI>/cdmi objectid/<ContainerObjectID>?metadata=<metadataname>&..

here:
* <root URI> is the path to the CDMI cloud.
* <ContainerName> is zero or more intermediate container objects.
* <TheContainerName> is the name of the container object to be updated.
* <ContainerObjectID> is the ID of the data object to be updated.

b.2 Delayed completion of snapshot

» With an HTTP status code of 202 Accepted, the server implies that the following checks have passed:
— user authorization for creating the snapshot,
— user authorization for read access to the container object, and
— availability of space to create the snapshot or at least enough space to create a URI to report an err

+ A client might not be able to immediately access the snapshot, e.g., due to delays resulting from the imp
mentation’s use of eventual consistency.

* A completionStatus field contains either “Processing”, “Complete”, or an error string starting with {
value “Error”.

* An optional percentComplete field contains the percentage that the accepted PATCH has completed (
to “100”). GET does not returniany value for the object when completionStatus is not “Complete”.

hen the final result of the snapshotoperation is an error, the snapshot URI is created with the completionStat

y,
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Capabilities that indicate which operations are supported are shown in Table 59.

Table 59: Capabilities - Update a CDMI container object using CDMI

Capability Location Description

cdmi_modify metadata Container object Ability to modify the metadata of an existing
container object

cdmi_snapshot Container object Ability to create a new snapshot of an existing
container object

cdmi_export <protocol> Container object Ability to add and modify exports for an existing
CUI Ii.d;l 11 UIUiji.

dmi object access by ID System wide Ability to access the object by ID
capability

9.6.4 Request headers

THe HTTP request headers for updating a CDMI container object using CDMI are shown,in Table 60.

Table 60: Request headers - Update a container object using CDMI

eader Type Description ) \‘O Requirement
ontent-Type Header | “application/cdmi-container” Mandatory
string

9.5.5 Request message body

The request message body fields for updating a container object using CDMI are shown in Table 61.

Table 61: Request message body <UUpdate a container object using CDMI

Field Name Type Description %~ Requirement
fetadata JSON Metadata forthe container object. If present, the new Optional
object metadata-specified replaces the existing object metadata.
If individual metadata items are specified in the URI, only
those.items are replaced; other items are preserved.
See clause 16 for a further description of metadata.
domainURI JSON URI of the owning domain Optional
string « If different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi member privileges in Table 80).
* If not specified, the parent domain shall be used.
gnapshot JSON Name of the snapshot to be taken. This is not a URL, but Optional
string rather, the final component of the absolute URL where the

snapshot will exist when the snapshot operation
successfully completes.
* If a snapshot is added or changed, the PATCH
operation only returns after the snapshot is added to
the snapshot list

+ After they are created, snapshots may be accessed
as children container objects under the
cdmi_snapshots child container object of the
container object receiving a snapshot.

* When creating a snapshot with the same name as an
existing snapshot, the new snapshot will replace the
existing snapshot.

continues on next page
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Table 61 — continued from previous page

Field Name Type Description Requirement
deserialize JSON URI of a CDMI data object with a value that contains a Optional’
string container object serialized as specified in clause 15. The

serialized container object shall be deserialized to update
the existing container object.

The object ID of the serialized container object shall match
the object ID of the destination container object. Otherwise,
the server shall return an HTTP status code of 400 Bad
Request.

« If the serialized container object does not contain
children, the update is applied only to the container
objectand-any existmgchitdrermare teftasTs:

« If the serialized container object does contain
children, then creates, updates, and deletes are
recursively applied for each child, depending on the
differences between the provided serialized state
and the current state of the child.

opy JSON URI of a CDMI container object that shall be copied into the. [ Optional’
string existing container object. Only the contents of the container
object itself shall be copied, not any children of the
container object.

« If the destination container object URI andthe copy
source object URI both do not specify individual
fields, the destination container objectshall be
replaced with the source container object, including
all child objects under the soufce ‘container object.

« If the destination container 6bject URI or the copy
source object URI specifies, individual fields, only the
fields specified shall bé used to update the
destination containergbject. If specified fields are not
present in the source, these fields shall be ignored.

« If the destination container object URI and the copy
source objectURI both specify fields, an HTTP
status code,of 400 Bad Request shall be returned
to the client.

When copying a container object, exported protocols are
not preserved across the copy.

If there/are insufficient permissions to read the container
object at the source URI or create the container object at
the destination URI, or if the read operation fails, the copy
shall return an HTTP status code of 400 Bad Request,
and the destination container object shall not be updated.

deserialize JSON A container object serialized as specified in clause 15 and Optional’
> value sting encoded using base 64 encoding rules described in RFC
4648 [19], that shall be deserialized to update the existing
container object.

The object ID of the serialized container object shall match
the object ID of the destination container object. Otherwise,
the server shall return an HTTP status code of 400 Bad
Request.

« If the serialized container object does not contain
children, the update is applied only to the container
object, and any existing children are left as is.

« If the serialized container object does contain
children, then creates, updates, and deletes are
recursively applied for each child, depending on the
differences between the provided serialized state
and the current state of the children.

exports JSON A structure for each protocol that is enabled for this Optional
object container object (see clause 13). If an exported protocol is
added or changed, the PATCH operation only returns after
the export operation has completed.
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9.5.6 Response headers
The HTTP response header for updating a CDMI container object using CDMI is shown in Table 62.

Table 62: Response header - Update a container object using CDMI

Header Type Description Requirement
Location Header | The server shall respond with an absolute URI to which the | Conditional
string reference redirects if the object is a reference.

9.5.7 Response message body

A fesponse body can be provided as per RFC 2616 [23].

9.5.8 Response status

Taple 63 describes the HTTP status codes that occur when updating a container object using €DMI.

Table 63: HTTP status codes - Update a container object using CRMI

HITTP status Description Ne)
304 No Content The data object content was returned in the response.
302 Accepted The container or snapshot (subcontainer gbject) is in the process of being

created. The CDMI client should montitor the completionStatus and
percentComplete fields to determiné.the current status of the operation.

302 Found The resource is a reference to angthef resource.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials.are missing or invalid.

403 Forbidden The client lacks the properauthorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has causeq

a state transition.error on the server.

9.5.9 Examples

EXAMPLE 1: PATCH to the container.object URI to replace all metadata with new metadata:

--> PATCH /cdmi/2.0.0/MyContainer/ HTTP/1.1
--> Host: cloud.example.com
--> Content-Typey application/cdmi-container

> {

-—> "metadata" : {
-—> "eolgur" : "red",
-—> "qumpber" : "7"

£-¥ HTTP/1.1 204 No Content

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored.
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EXAMPLE 2: PATCH to the container object URI to set a new exported protocol value:

--> PATCH /cdmi/2.0.0/MyContainer/?exports HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-container
-—>
-—> "exports" : {
-—> "OCCI/1iSCSI" : {
-—> "identifier" "00007ED900104E1D14771DC67C27BF8B",
-=> "permissions" "00007E7F00104EB781F900791C70106C"
-=> I
-——> "Network/NFSv4" {
-—> "identifier" "/users",
e rrssorrs ehemar
- }
——> }
-—> }
<-- HTTP/1.1 204 No Content
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9.6 Delete a container object using CDMI

9.6.1 Synopsis

To delete an existing container object, including all contained children and snapshots, the following requests shall
be performed:

* DELETE <root URI>/<ContainerName>/<TheContainerName>

* DELETE <root URI>/cdmi objectid/<ContainerObjectID>
Where:

* <root URI>is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate container objects.
* <TheContainerName> is the name of the container object to be deleted.

* <ContainerObjectID> is the ID of the container object to be deleted.

9.6.2 Capabilities

C4qpabilities that indicate which operations are supported are shown in Table 64.

Table 64: Capabilities - Delete a CDMI container object using CDMI

Capability Location Description -
dmi_delete container Container object Ability to delete an existing container object
dmi object access by ID System wide Ability4o.access the object by ID
capability

9.6.3 Request headers

Rgquest headers can be provided as per RFC 2616 [28]

9.6.4 Request message body

A fequest body can be provided as per REC 2616 [23].

9.6.5 Response headers

Régsponse headers can be provided as per RFC 2616 [23].

9.6.6 Response‘message body

A fesponse‘body can be provided as per RFC 2616 [23].

9.7 Response status

Table 65 describes the HTTP status codes that occur when deleting a container object using CDMI.
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Table 65: HTTP status codes - Delete a container object using CDMI

HTTP status Description

204 No Content The container object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.

9.6.8 Example

EXAMPLE 1: DELETE to the container object URI:

--> DELETE /cdmi/2.0.0/MyContainer/ HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content

EXAMPLE 2: DELETE by container object ID:

--> DELETE /cdmi/2.0.0/cdmi_ objectid/00007ED900104E1D14771DG67C27BF8B/ HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content
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9.7 Create (POST) a new data object using CDMI

9.

To

7.1 Synopsis

create a new data object in a specified container, the following request shall be performed:

¢ POST <root URI>/<ContainerName>/

To create a new data object where the data object does not belong to a container and is only accessible by ID (see
5.3.1), the following request shall be performed:

Wi

In
to
(e

TH
tw|

GH
of
Iti

* POST <root URI>/cdmi_ objectid/

nere:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate container objects that already exist, with one slash (i,
“/”) between each pair of container object names.

* <DataObjectName> is the name specified for the data object to be created.

reated in a container, the data object shall be accessible as a child of the container with a server-assigned nan
d shall also be accessible at <root URI>/cdmi objectid/<objectID>.

treated in “/cdmi _objectid/”, the data object shall only be accessible at <root WWRI>/cdmi objecti
bjectID>.

J7.2 Delayed completion of create

response to a create operation for a data object, the server may returh an HTTP status code of 202 Accept
indicate that the object is in the process of being created. This response is useful for long-running operatig
g., copying a large data object from a source URI). Such a respanse has the following implications.

* The server shall return a Location header with an absolute URI to the object to be created along with
HTTP status code of 202 Accepted.

« With an HTTP status code of 202 Accepted, theserver implies that the following checks have passed:
— user authorization for creating the object;
— user authorization for read access to_any source object for move, copy, serialize, or deserialize; and
— availability of space to create the object or at least enough space to create a URI to report an error.

+ A client might not be able to immediately access the created object, e.g., due to delays resulting from f
implementation’s use of eventual consistency.

b fields in its response body tolindicate progress.

+ A mandatory completionStatus text field contains either “Processing”, “Complete”, or an error stri
starting with the value “Error”.

» An optional perCentComplete field contains the percentage of the operation that has completed (0 to 10
ET shall not returnaany value for the data object when completionStatus is not “Complete”. If the final reg

5 the client’s\responsibility to delete the URI after the error has been noted.

he

e client performs GET operationsito,the URI to track the progress of the operation. In response, the server retufins

ng

D).
ult

the create operation is an error, the URI is created with the completionStatus field set to the error message.
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9.7.3 Capabilities

Capabilities that indicate which operations are supported are shown in Table 66.

Table 66: Capabilities - Create a CDMI data object using CDMI

Capability

Location

Description

cdmi post dataobject
cdmi create dataobject

Parent container

Ability to create a new data object

cdmi create reference

Parent container

Ability to create a new reference

cdmi copy dataobject

Parent container

Ability to create a data object that is a copy of
another data object

dmil_move dataobject

Parent container

Ability To move a data object from another
container

dmi deserialize dataobject

Parent container

Ability to create a data object that is
deserialized from the contents of the.RUF or th
contents of another data object

o

dmi serialize dataobject
dmi serialize container
dmi serialize domain
dmi_serialize queue

Parent container

Ability to create a data object that'contains a
serialized representation of an existing data
object, container, domain pr queue

dmi create value range

Parent container

Ability to create a data object using a specified
byte range

dmi post dataobject by ID System wide Ability to create a,new data object in
capability “/cdmi_objectid/”
dmi create reference by ID | System wide Ability to create a new reference in
capability “/cdmi{ objectid/”
dmi copy dataobject by ID System wide Abilitydo create a data object in
capability “/edmi_objectid/” thatis a copy of another
data object
dmi_ object move to ID System wide Ability to move a data object to
capability “/cdmi_objectid/” from another container
dmi deserialize dataobject | System wide Ability to create a data object in
¢4+ by ID capability “/cdmi_objectid/” that is deserialized from
the contents of the PUT or the contents of
another data object
dmi_ serialize dataobject System wide Ability to create a data object in
¢4+ to ID capability “/cdmi_objectid/” that contains a serializeg
dmi serialize container representation of an existing data object,
¢4+ to ID container, domain or queue
dmi serialize domain te~ID
dmi serialize queue Fox¥D
dmi create value rangé by | System wide Ability to create a data object in
4> ID capability “/cdmi_objectid/” using a specified byte
range
dmi multipartmime System wide Ability to create a data object using multi-part
capability MIME
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ting a new CDMI data object using CDMI are shown in Table 67.

Table 67: Request headers - Create a new data object Using CDMI

Header Type Description Requirement

Accept Header | “application/cdmi-object” or a consistent value as Optional
string described in 5.5.2

Content-Type Header | “application/cdmi-object”or “‘multipart/mixed” Mandatory
string * If‘multipart/mixed” is specified, the body shall

consist of at least two MIME parts, where the first

partshall contain-a-bod\vof content-t\ine
g Y T

“application/cdmi-object”, and the second
and subsequent parts shall contain one or more byte
ranges of the value.

« If multiple byte ranges are included and the
Content-Range header is omitted for a part, the
data in the part shall be appended to the data in the
preceding part, with the first part having a byte offset
of zero.

-CDMI-Partial Header
string

Indicates that the newly created object is part of a.series of | Optional
writes and has not yet been fully created. When'set to
“true”, the completionStatus field shall be.set to
“Processing”. X-CDMI-Partial works.across CDMI
and non-CDMI operations.

THe request message body fields for creating a new data objectusing CDMI are shown in Table 68.

9.7.5 Request message body

Table 68: Request message body ~Create a new data object Using CDMI

Field Name Type Description  ~\" Requirement
fimetype JSON MIME type of the data contained within the value field of Optional
string the data object

» This’field may be included when creating by value or
when deserializing, serializing, copying, and moving
a data object.

« If this field is not included and multi-part MIME is not
being used, the value of “text/plain” shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the value of the Content-Type header
of the second MIME part shall be assigned as the
field value.

+ This field field value shall be converted to lower case
before being stored.

continues on next pag
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Table 68 — continued from previous page

Field Name Type Description Requirement
metadata JSON Metadata for the data object Optional
object « If this field is included, the contents of the JSON

object provided in this field shall be used as data
object metadata.

« If this field is included when deserializing, serializing,
copying, or moving a data object, the contents of the
JSON object provided in this field shall be used as
object metadata instead of the metadata from the
source URI.

« If this field is not included, no user-specified
metadata shall be added to the object

« If this field is not included when deserializing,
serializing, copying, or moving a data object,
metadata from the source URI shall be used.

« This field shall not be included when creating a
reference to a data object.

domainURI JSON URI of the owning domain Optional
string « If different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi member privileges in Table 80 .
* If not specified, the domain of the parent ¢ontainer

shall be used.
eserialize JSON URI of a CDMI data object with a valug’that contains a data | Optional’
string object serialized as specified in clause,45. The serialized
data object shall be deserialized tg create the new data
object.
erialize JSON URI of a CDMI object that shall.be serialized into the new Optional’
string data object
opy JSON URI of a source CDMI data object or queue object that shall | Optional’
string be copied into the new\destination data object.

« If the destination data object URI and the copy
source object URI both do not specify individual
fields,.thig destination data object shall be a complete
copy;of'the source data object.

« If the*destination data object URI or the copy source
object URI specifies individual fields, only the fields
specified shall be used to create the destination data
object. If specified fields are not present in the
source, default field values shall be used.

« If the destination data object URI and the copy source
object URI both specify fields, an HTTP status code
of 400 Bad Request shall be returned to the client.

« If the copy source object URI points to a queue
object, as part of the copy operation, multiple queue
values shall be concatenated into a single data
object value.

« If the copy source object URI points to one or more
queue object values, as part of the copy operation,
the specified queue values shall be concatenated
into a single data object value.

« If there are insufficient permissions to read the data
ODJect at the source URT or create the data object at
the destination URI, or if the read operation fails, the
copy shall return an HTTP status code of 400 Bad
Request, and the destination object shall not be
created.

continues on next page
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Table 68 — continued from previous page

Field Name Type Description Requirement

move JSON URI of an existing local or remote CDMI data object (source | Optional’
string URI) that shall be relocated to the URI specified in the PUT.
The contents of the object, including the object ID, shall be
preserved by a move, and the data object at the source
URI shall be removed after the data object at the
destination has been successfully created.

If there are insufficient permissions to read the data object
at the source URI, write the data object at the destination
URI, or delete the data object at the source URI, or if any of
these operations fail, the move shall return an HTTP status
Tode Of 200 Bac Reques T, and-thesourceamnd
destination are left unchanged.

teference JSON URI of a CDMI data object that shall be redirected to by a Optionall
string reference. If any other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

deserialize JSON A data object serialized as specified in clause 15 and Optional’
> value string encoded using base 64 encoding rules described in REC

4648 [19], that shall be deserialized to create the new, data

object.

* If multi-part MIME is being used and this field
contains the value of the MIME boundaty-parameter,
the contents of the second MIME part shall be
assigned as the field value.

« If the serialized data object in the/second MIME part
does not include a value field\the contents of the
third MIME part shall be assigned as the field value
of the value field.

Yaluetransfer JSON The value transfer encoding’used for the data object value. | Optional’

- encoding string Three value transfer enéodings are defined:

« “utf-8”" indicates that the data object contains a
valid UTF-8.string, and it shall be transported as a
UTF-8 string in the value field.

* “basew?d) indicates that the data object may contain
arbitfary binary sequences, and it shall be
transported as a base 64-encoded string in the value
field. Setting the contents of the data object value
field to any value other than a valid base 64 string
shall result in an HTTP status code of 400 Bad
Request being returned to the client.

* “Json” indicates that the data object contains a valid
JSON object, and the value field shall be a JSON
object containing valid JSON data. If the contents of
the value field are set to any value other than a
valid JSON object, an HTTP status code of 400 Bad
Request shall be returned to the client.

« This field shall only be included when creating a data
object by value.

« If this field is not included and multi-part MIME is not
being used, the value of “ut £-8” shall be assigned
as the field value.

« |f this field is not included and multi-part MIME is
being used, the value of “ut £-8” shall be assigned
as the field value if the Content-Type header of the
second and all MIME parts includes the charset
parameter as defined in RFC 2046 of “ut £-8” (e.g.,
“; charset=utf-8"). Otherwise, the value of
“pase64” shall be assigned as the field value. This
field applies only to the encoding of the value when
represented in JSON; the
Content-Transfer-Encoding header of the part
specifies the encoding of the value within a multi-part
MIME request, as defined in RFC 2045 [9].

continues on next page
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Table 68 — continued from previous page

Field Name Type Description Requirement
value JSON The data object value Optional’
string « If this field is not included and multi-part MIME is not

being used, an empty JSON String (i.e., “*) shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the contents of the second MIME part
shall be assigned as the field value.

* Ifthe valuetransferencoding field indicates
UTF-8 encoding, the value shall be a UTF-8 string
escaped using the JSON escaping rules described in
REC 4627 [5]

* Ifthe valuetransferencoding field indicates
base 64 encoding, the value shall be first encoded
using the base 64 encoding rules described in RFC
4648 [19].

* Ifthe valuetransferencoding field indicates
JSON encoding, the value shall contain a valid JSON
object.

' Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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9.7.6 Response headers
The HTTP response headers for creating a new CDMI data object using CDMI are shown in Table 69.

Table 69: Response headers - Create a new data object using CDMI

Header Type Description Requirement

Content-Type Header | “application/cdmi-object” Mandatory
string

Location Header | The unique absolute URI for the new data object as Mandatory
string assigned by the system. In the absence of file name

information from the client, the system shall assign the URI
inthe form: http://host:port/<root

URI>/<ContainerName>/<ObjectID> Or
https://host:port/<root
URI>/<ContainerName>/<ObjectID>.
9..7 Response message body
THe response message body fields for creating a new CDMI data object using CDMI aresshown in Table 70.
Table 70: Response message body - Create a new data aobject using
CDMI
field Name Type Description (’\\ Requirement
bjectType JSON “application/cdmi-object” Mandatory
string
bjectID JSON Object ID of the object Mandatory
string
bjectName JSON Name of the object Conditional
string » For objects in a cantaiher, the objectName field shall
be returned.
» For objects notin a container (objects that are only
accessible by-ID), the objectName field does not
exist and shall not be returned.
parentURI JSON URI for the'parent object Conditional
string « -Forobjects in a container, the parentURI field shall
be returned.
+ For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist
and shall not be returned.
Appending the objectName to the parentURI shall always
produce a valid URI for the object.
parentID JSON Object ID of the parent container object Conditional
string » For objects in a container, the parentID field shall be
returned.
» For objects not in a container (objects that are only
accessible by ID), the parentID field does not exist
and shall not be returned.
ofiginURT JSON URI of the owning domain Mandatory
string
capabilitiesURI | JSON URI to the capabilities for the object Mandatory
string
completion JSON A string indicating if the object is still in the process of being | Mandatory
< Status string created or updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or if an error occurred.
The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error”.

continues on next page
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Table 70 — continued from previous page

Field Name Type Description

Requirement

percentComplete | JSON A string indicating the percentage of completion if the

string object is still in the process of bewing created or updated
by another operation.

* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from “0” through “100”.

* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
value “100”.

« When the value of completionStatusis “Error’

Optional

this field, if provided, may contain any integer value
from “0” through “100”.

1)

imetype JSON MIME type of the value of the data object
string

Mandatory

1)

etadata JSON Metadata for the data object. This field includes any user
object and data system metadata specified in the request body
metadata field, along with storage system metadata
generated by the cloud storage system. See clause<}6,for
a further description of metadata.

Mandatory

T4

/.8 Response status

Table 71: HTTP status codes - Create a new)data object using CDMI

ble 71 describes the HTTP status codes that occur when creating asnew data object using CDMI.

H

ITTP status Description @

4

01 Created The new data object was created.

4

determine the current status of the operation.

02 Accepted The data object is in-the process of being created. The CDMI client should
monitor the compd&fionStatus and percentComplete fields to

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict JFhe operation conflicts with a non-CDMI access protocol lock or has causeq

a state transition error on the server.

J7.9 Examples

AMPLE 1: POST to the container object URI the data object contents:

--> POST\ /cdmi/2.0.0/MyContainer/ HTTP/1.1
-->_Host: cloud.example.com

-->, Accept: application/cdmi-object

%-> Content-Type: application/cdmi-object

L

T

-—> "mimetype" : "text/plain",

-—> "metadata" : {

-—>

-=> }r

-—> "value" : "This is the Value of this Data Object"

<-- HTTP/1.1 201 Created

<-- Content-Type: application/cdmi-object

<-- Location: https://cloud.example.com/cdmi/2.0.0/MyContainer/
—>00007ED900104E1D14771DC67C27BF8B

<__

<=={

(continues on next page)
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(continued from previous page)

<-= "objectType" "application/cdmi-object",

<-= "objectID" "00007EDS00104E1D14771DC67C27BF8B",
<-- "objectName" "00007EDS00104E1D14771DC67C27BF8B",
<-- "parentURI" "/MyContainer/",

<-- "parentID" "00007ED900104E1D14771DC67C27BF8B",
<-- "domainURI" "/cdmi_domains/MyDomain/",

<-- "capabilitiesURI" : "/cdmi capabilities/dataobject/",
<-- "completionStatus" "Complete",

<-- "mimetype" "text/plain",

<-- "metadata" {

<=

<-- }

<--1

EXAMPLE 2: POST to the object ID URI the data object contents:

--> POST /cdmi/2.0.0/cdmi_objectid/ HTTP/1.1
--> Host: cloud.example.com

--> Accept: application/cdmi-object

--> Content-Type: application/cdmi-object

-—>

> {

-—> "mimetype": "text/plain",

-—> "domainURI": "/cdmi domains/MyDomain/",

-=> "value": "This is the Value of this Data Object"

<-- HTTP/1.1 201 Created
<-- Location: https://cloud.example.com/cdmi/2.0.0/cdmi’ obfectid/
—00007ED900104E1D14771DC67C27BF8B

<-- Content-Type:

application/cdmi-object

<__

<= {

<-- "objectType": "application/cdmi-object",

<-- "objectID": "00007ED900104E1D14771DC67C2IBF8B",
<-- "domainURI": "/cdmi domains/MyDomain /A,

<-- "capabilitiesURI": "/cdmi capabilitdes/dataobject/",
<-- "completionStatus": "Complete",

<-- "mimetype": "text/plain",

<-- "metadata": {

<-- "cdmi acl": [

<-- I

<-= "acetype": "ALLOWYj

<-- "identifier": "QWNERQ",

<-= "aceflags": "N®© FLAGS",

<-- "acemask": 'ARL PERMS"

<-- } -

<-- ]r

<--

<= )

<=}
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EXAMPLE 3: POST to the object ID URI the data object fields and binary contents using multi-part MIME:

--> POST /cdmi/2.0.0/cdmi objectid/ HTTP/1.1

--> Host: cloud.example.com

--> Accept: application/cdmi-object

--> Content-Type: multipart/mixed; boundary=gcOp4JqOM2Yt08j34cOp

-=> —--gcO0p4Jg0M2Yt08j34cOp
--> Content-Type: application/cdmi-object

-——> {
-—> "domainURI": "/cdmi domains/MyDomain/",
-——> "metadata": {
-—> "colour": "blue"

t
- }

-=> —-gc0p4Jgq0OM2Yt08j34cOp
--> Content-Type: application/octet-stream
--> Content-Transfer-Encoding: binary

--> <37 bytes of binary data>

-=> —-gc0p4Jg0M2Yt08j34cOp—-

<-- HTTP/1.1 201 Created

<-- Location: https://cloud.example.com/cdmi/2.0.0/cdmi objectid/

—~00007ED90010C2414303B5C6D4F83170
<-- Content-Type: application/cdmi-object

<—
<=={

<-- "objectType": "application/cdmi-object",

<-- "objectID": "00007ED90010C2414303B5C6D4F83170%,

<-- "domainURI": "/cdmi domains/MyDomain/",

<-- "capabilitiesURI": "/cdmi capabilities/datadbject/",
<== "completionStatus": "Complete",

<-= "mimetype": "application/octet-stream!y;

<-- "metadata": {

<-- "cdmi size": "37",

<-- "colour": "blue",

<__

<-= }

<--}
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9.8 Create (POST) a new queue object using CDMI

9.8.1 Synopsis

To create a new queue object (see clause 11) in a specified container where the name of the queue object is a
server-assigned object identifier, the following request shall be performed:

* POST <root URI>/<ContainerName>/

To create a new queue object where the queue object does not belong to a container and is only accessible by ID
(see 5.3.1), the following request shall be performed:

* POST <root URI>/cdmi_ objectid/

Where:
* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate container objects that already exist, with ope slash (i.fe.,
“/”) between each pair of container object names.

If greated in a container, the queue object shall be accessible as a child of the container with”a‘server-assigned
ngme, and shall also be accessible at <root URI>/cdmi objectid/<objectID>.

If greated in “/cdmi_objectid/”, the queue object shall only be accessible at <root MRI>/cdmi objectifl/
<dbjectID>.

9.8.2 Delayed completion of create

Infesponse to a create operation for a queue object, the server may returman HTTP status code of 202 Acceptpd
tolindicate that the object is in the process of being created. This response is useful for long-running operatigns
(elg., copying a large number of queue values from a source URI). Such a response has the following implicatiofs.

* The server shall return a Location header with an absolute’ URI to the object to be created along with pin
HTTP status code of 202 Accepted.

» With an HTTP status code of 202 Accepted, the server implies that the following checks have passed:
— user authorization for creating the object;
— user authorization for read access to any source object for move, copy, serialize, or deserialize; and
— availability of space to create the object or at least enough space to create a URI to report an error.

+ A client might not be able to immediately access the created object, e.g., due to delays resulting from the
implementation’s use of eventual consistency.

THe client performs GET operations to.the URI to track the progress of the operation. In response, the server retuins
twp fields in its response body tosindicate progress.

* A mandatory completionStatus text field contains either “Processing”, “Complete”, or an error string
starting with the valug¢ “Exrror”.

* An optional percentComplete field contains the percentage of the operation that has completed (0 to 10D).

GET shall not return’any value for the queue object when completionStatus is not “Complete”. If the final result
of the create opetation is an error, the URI is created with the completionStatus field set to the error message.
It is the client’s tesponsibility to delete the URI after the error has been noted.
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9.8.3 Capabilities

Capabilities that indicate which operations are supported are shown in Table 72.

Table 72: Capabilities - Create a CDMI Queue object using CDMI

Capability

Location

Description

cdmi post queue
cdmi create queue

Parent container

Ability to create a new queue object

cdmi create reference

Parent container

Ability to create a new reference

cdmi copy queue

Parent container

Ability to create a queue object that is a copy of
another queue object

dml move queue

Parent container

Ability To move a queue object from another
container

dmi deserialize queue

Parent container

Ability to create a queue object that is
deserialized from the contents of the.PUT or th
contents of another queue object

o

dmiggerializeidomainitoilD
dmi serialize queue to ID

dmi post queue by ID System wide Ability to create a new queue object’in
capability “/cdmi_objectid/”
dmi create reference by ID | System wide Ability to create a new reférence in
capability “/cdmi_objectid/”
dmi copy queue by ID System wide Ability to create a queue'object in
capability “/cdmi_objectidythatis a copy of another
queue object
dmi_ object move to ID System wide Ability to moveya queue object to
capability “/cdmi_dbrjectid/” from another container
dmi deserialize queue by ID| System wide Ability-{o.create a queue object in
capability “/cdmi objectid/” that is deserialized from
the contents of the PUT or the contents of
another data object
dmi_ serialize dataobject System wide Ability to create a data object in
— to_ID capability “/cdmi_objectid/” that contains a serializeg
dmi_ serialize container representation of an existing data object,
-+ to ID container, domain or queue

9.8.4 Request headers

The HTTP request headers for cfeating a new CDMI queue object using CDMI are shown in Table 73.

Tablé 73: Request headers - Create a new queue object using CDMI

eader ﬁ\?@e Description Requirement
Accept Header | “application/cdmi-object”or a consistent value as Optional
string described in 5.5.2
ontent-Type Header | “application/cdmi-queue” Mandatory
string
ontent<Range Header | A valid ranges-specifier (see RFC 2616 [23] Section Optional
string 14.35.1)
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9.8.5 Request message body

The request message body fields for creating a new queue object using CDMI are shown in Table 74.

Table 74: Request message body - Create a new queue object using

CDMI
Field Name Type Description Requirement
metadata JSON Metadata for the queue object Optional
object « If this field is included, the contents of the JSON
object provided in this field shall be used as queue
object metadata.
«_If this field is included when deserializing. serializing
copying, or moving a queue object, the contents of
the JSON object provided in this field shall be used
as object metadata instead of the metadata from the
source URI.
« If this field is not included, no user-specified
metadata shall be added to the object.
« If this field is not included when deserializing,
serializing, copying, or moving a queue object,
metadata from the source URI shall be used.
« This field shall not be included when creating:a
reference to a queue object.
omainURI JSON URI of the owning domain Optional
string « If different from the parent domain, the user shall
have the “cross-domain” privil€ge (see
cdmi member privilegestp Table 80 .
* If not specified, the domain of the parent container
shall be used.
deserialize JSON URI of a CDMI data object.with a value that contains a Optional’
string queue object serialized as specified in clause 15. The
serialized queue object shall be deserialized to create the
new queue object:
opy JSON URI of a CDMI-queue object that will be copied into the new | Optional’
string queue object
fove JSON URI of a CDMI queue object that will be copied into the new | Optional’
string queue object. When the copy is successfully completed,
the.queue object at the source URI is removed.
feference JSON URI of a CDMI queue object that shall be redirected to by a | Optional’
string reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.
eserialize JSON A queue object serialized as specified in clause 15 and Optional’
> value sffing encoded using base 64 encoding rules described in RFC
4648 [19], that shall be deserialized to create the new
queue object.

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one

of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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9.8.6 Response headers
The response headers for creating a new CDMI queue object using CDMI are shown in Table 75.

Table 75: Response headers - Create a new queue object using CDMI

Header Type Description Requirement
Content-Type Header | “application/cdmi-queue” Mandatory
string
Location Header | The unique absolute URI for the new queue object as Mandatory
string assigned by the system.
9.8.7 Response message body
The response message body fields for creating a new CDMI queue object using CDMI are shown in Table 76.
Table 76: Response message body - Create a new queue object using
CDMI
field Name Type Description L, O Requirement
bjectType JSON “application/cdmi-queue” Mandatory
string
bjectID JSON Object ID of the object Mandatory
string
bjectName JSON Name of the object Conditional
string » For objects in a container, the.objectName field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the objectName field does not
exist and shall not be_returned.
parentURI JSON URI for the parent object Conditional
string » For objects insa‘container, the parentURI field shall
be returned:
» For objeets not in a container (objects that are only
accessible by ID), the parentURI field does not exist
and'shall not be returned.
Appending the objectName to the parentURI shall always
produce a valid URI for the object.
parentID JSON Object ID of the parent container object Conditional
string » For objects in a container, the parentID field shall be
returned.
» For objects not in a container (objects that are only
accessible by ID), the parentID field does not exist
and shall not be returned.
omainURI JSON URI of the owning domain Mandatory
string
apabilitiesURI | JSON URI to the capabilities for the object Mandatory
string
ompletion JSON A string indicating if the object is still in the process of being | Mandatory
> Jtatus string created or updated by another operation, and after that
operation Is complete, indicates It It was successfully
created or updated or if an error occurred.
The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error’.

continues on next page
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Table 76 — continued from previous page

Field Name

Type

Description Requirement

percentComplete

JSON
string

A string indicating the percentage of completion if the Optional
object is still in the process of bewing created or updated
by another operation.

* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from “0” through “100”.

* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
value “100”.

« When the value of completionStatusis “Error”

this field, if provided, may contain any integer value
from “0” through “100”.

1)

etadata

JSON
object

Metadata for the queue object. This field includes any user | Manddatory
and data system metadata specified in the request body
metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 for
a further description of metadata.

q

ueueValues

JSON
string

The range of designators for enqueued values. Evefy Mandatory
enqueued value shall be assigned a unique,
monotonically-incrementing positive integer designator,
starting from 0. If no values are enqueued, an empty string
shall be returned. If values are enqueued, the lowest
designator, followed by a hyphen (“-“)/follewed by the
highest designator shall be returned:

9.8.8 Response status

Taple 77 describes the HTTP status codes that occur when ereating a new queue object using CDMI.

Table 77: HTTP status codes - Create a new queue object using CDMI

HTTP status Description . ()

301 Created The new guieue object was created.

302 Accepted The queue object is in the process of being created. The CDMI client shoul
monitorthe completionStatus and percentComplete fields to
determine the current status of the operation.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has causeq

a state transition error on the server.
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9.8.9 Example

EXAMPLE 1: POST to the container object URI the queue object contents:

--> POST /cdmi/2.0.0/MyContainer/ HTTP/1.1
--> Host: cloud.example.com

--> "“Content-Type: application/cdmi-queue
--> Accept: application/cdmi-queue

-—>

-—> {

—_> }

<-- HTTP/1.1 201 Created

<-- Content-Type: application/cdmi-queue

<-- Location: https://cloud.example.com/cdmi/2.0.0/MyContainer/
—~00007ED900104E1D14771DC67C27BF8B

<__

<=={

<== "objectType" : "application/cdmi-queue",

<=- "objectID" : "00007ED900104E1D14771DC67C27BF8B",
<-- "objectName" : "00007ED900104E1D14771DC67C27BF8B",
<-- "parentURI" : "/MyContainer/",

<-- "parentID" : "00007ED900104E1D14771DC67C27BF8B",
<-= "domainURI" : "/cdmi domains/MyDomain/",

<-- "capabilitiesURI"™ : "/cdmi capabilities/queue/",
<== "completionStatus" : "Complete",

<-= "metadata" : {

<-- R

<-= }I

<-- "queueValues" : ""

<==}
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Part IV

CDMI Advanced

© ISO/IEC 2022 - All rights reserved 125


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

126

Clause 10

10.1 Overview

Dgmain objects represent the concept of administrative ownership of stored data within a CDMI™ storage syste
Edch object may be owned and managed by a different administrative entity, which.is expressed as a domain.

If @ cloud storage system supports domains, the cdmi domains system-wide capability shall be present, and
cdmi domains container shall be present in the CDMI root container.

m.

he

A ¢loud storage system may include a hierarchy of domains that provide access to domain-related information witlin

a CDMI context. This domain hierarchy is a series of CDMI objects that correspond to parent and child domains, W
each domain corresponding to logical groupings of objects that are, te*be managed together. Domain measuremg
information about objects that are associated with each domaijn flow up to parent domains, facilitating billing 3
management operations that are typical for a cloud storage envifonment.

Fig. 7 shows the hierarchy of domains and shows how the domainURI links data objects, container objects al

queue objects into the domain hierachy.

“/” Root URI F-----------.b-

cdmi_domains/

mydataobject/ pomainURl

domainURI

mycontainer/

domain1/

domain2/

Fig. 7: Hierarchy of domains

Summary
0 InheritecN aggegrate
domainURI .
myqueue/ subdomain/

ith
nt
hd

hd

Edch CDMI"domain object is represented as a JSON object, containing one or more “fields”. For example, 1
‘mpradata” field contains metadata items.
EXAMPEE+—CBii-domainobject
{
"objectType" : "application/cdmi-domain",
"objectID" : "00007E7F00104BE66AB53A9572F9F51E",
"objectName" : "MyDomain/",
"parentURI" : "/cdmi domains/",
"parentID" : "00007E7F0010C058374D08BOACT7B3550",
"domainURI" : "/cdmi domains/MyDomain/",
"capabilitiesURI" : "/cdmi capabilities/domain/",
"metadata" : {
"cdmi domain_ enabled": "true",
"cdmi_ authentication methods": "anonymous,

basic",

(continues on next page)
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(continued from previous page)

}I
"childrenrange" : "0-1",
"children" : [
"cdmi domain summary/",
"cdmi domain members/"

}

The meaning, use, and permitted values of each field is described in each operation that creates, modifies or
retreives CDMI domain objects.
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10.2 Domain object details

10.2.1 Domain object addressing

Domain objects are created as children of a special cdmi domains container object, which is present in the root
URI for the cloud storage system when domains are supported. The cdmi_domains container object is system-
generated, read-only, cannot be deleted, and only permits the creation of children domain objects, as indicated by
the presence of the cdmi_create domain capability. The ability to create a sub-domain under an existing domain
object is indicated by the presence of the cdmi create domain capability for a given domain object.

Domain objects are addressed in CDMI in two ways:

» by name (e.g.. https://cloud.example.com/cdmi/2.0.0/cdmi domains/myDomain/); and

* byID (e.g., https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/
< 00007ED90010329E642EBFBC8B57E9AD/).

EVery domain object has a single, globally-unique object ID that remains constant for the life of the object. Each
dgmain object shall also have at least one URI address that allows the domain object to be accessed: Following the
URI conventions for hierarchical paths, domain URIs shall start with “<root URI>/cdmi domadfs?” and congist
ofjone or more domain names that are separated by forward slashes (“/”) and that end with a,forward slash (“/1).

If @ request is performed against an existing domain resource and the trailing slash at the end,of the URI is omitt¢d,
th¢ server shall respond with an HTTP status code of 301 Moved Permanently/and a “Location” header
cohtaining the URI with the trailing slash will be added.

If @ CDMI request is performed to create a new domain resource and the trailing-slash at the end of the UR]| is

onmitted, the server shall respond with an HTTP status code of 400 Bad Request.
Dgmain objects may also be nested.
EXAMPLE 2: The following URI represents a nested domains:

https://cloud.example.com/cdmi/2.0.0/cdmirdomains/myDomain/
subDomain/

A pub-domain has a parent domain object, shall be included in‘the children field of the parent domain object, ahd
shgll inherit Domain Membership from its parent domain (if‘net'specified in the sub-domain).

10.2.2 Domain object fields

Inglividual fields within a domain object may be-accessed by specifying the field name after a question mark {2”
appended to the end of the domain object URF.

EXAMPLE 3: The following URI returns just the children field in the response message body:

https://cloud.exafple.com/cdmi/2.0.0/cdmi domains/myDomain/?
children

EXAMPLE 4: By specifying a range after the children field name, specific ranges of the children field
may be accessed.

https://&loud.example.com/cdmi/2.0.0/cdmi_domains/myDomain/?
childxen=0-2

Children ranges.ate specified in a way that is similar to byte ranges as per Section 14.35.1 of RFC 2616 [23].| A
client can determine the number of children present by requesting the childrenrange field without requesting a range
of children.

A ist of fields separated by an ampersand “s” may be specified, allowing multiple fields to be accessed in a single
request.

EXAMPLE 3. The tollowing URI would return the children and metadata tields in the response body:

https://cloud.example.com/cdmi/2.0.0/cdmi_domains/myDomain/?
children;metadata

When a client provides fields that are not defined in this International Standard or deserializes an object containing
fields that are not defined in this International Standard, these fields shall be persisted, but shall not be interpreted.
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10.2.3 Domain object metadata
The following domain-specific field shall be present for each domain (see Table 78).

Table 78: Required metadata for a domain object

Metadata name Type Description Requirement
cdmi_domain_enabled JSON | Indicates if the domain is enabled and specified at Mandatory
string the time of creation. Values shall be “true” or
“false”.

« If this metadata item is not present at the
time of domain creation, the value is set to
“false”.

« If a domain is disabled, the cloud storage
system shall not permit any operations to be
performed against any URI managed by that
domain.

* When a domain is disabled, all operations
that are performed against URIs that are
managed by a disabled domain shall return
an HTTP status code of 403 Forbidden,

dmi domain delete JSON If the domain is deleted, indicates to whichhdomain | Conditional
[ reassign string the objects that belong to the domain _shall'be
reassigned.

» To delete a domain that contains objects, this
metadata item shall be present.

« If this metadata item js'not present or does
not contain the URIof a valid domain that is
different from the URI of the domain being
deleted, an aftempt to delete a domain that
has objects shall result in an HTTP status
code of 4000Bad Request.

dmi_authentication JSON | Indicates a;list of which authentication methods are | Optional
> methods array enabled.foF'the domain.

ijON Supported authentication method values are

strings indicated by the cdmi_authentication_methods

Capability.

Dgmains may also contain domain-specific data system metadata items as defined in 16.3 and 16.4. Domain d4ta
syptem metadata shall be inheritedwto,child domain objects.

10.2.4 Domain object access control

If fead access to any. 'of)ithe requested fields is not permitted by the object ACL, only the permitted fields shall pe
refurned. If no requested fields are permitted to be read, an HTTP status code of 403 Forbidden shall be returned
to[the client.

If yrite access to any of the requested fields is not permitted by the object ACL, no updates shall be performed, ahd
an HTTP Status code of 403 Forbidden shall be returned to the client.

1025 Domain-usage-inaccess-control

When a transaction is performed against a CDMI object, the associated domain object (i.e., the domain object
indicated by the domainURT) specifies the authentication context. The user identity and credentials presented as
part of the transaction are compared to the domain membership list to determine if the user is authorized within the
domain and to resolve the user’s principal. If resolved, the user’s principal is evaluated against the object’'s ACL to
determine if the transaction is permitted.

When evaluating members within a domain, delegations are evaluated first, in any order, followed by user records,
in any order. If there is at least one matching record and none of the matching records indicate that the user is
disabled, the user is considered to be a member of the domain.

When a sub-domain is initially created, the membership container contains one member record that is a delegation
in which the delegation URlI is set to the URI of the parent domain.
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10.2.6 Domain object representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support UTF-8
JSON representation. The request and response body JSON fields may be specified or returned in any order, with
the exception that, if present, for domain objects, the childrenrange and children fields shall appear last and in that

order.
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10.3 Domain object summaries

Domain object summaries provide summary measurement information about domain usage and billing. If supported,
a domain summary container named “cdmi domain summary” shall be present under each domain container.
Like any container, the domain summary subcontainer may have an Access Control List (ACL) (see 17.1) that
restricts access to this information.

Within each domain summary container are a series of domain summary data objects that are generated by the
cloud storage system. The “yearly”, “monthly”, and “daily” containers of these data objects contain domain
summary data objects corresponding to each year, month, and day, respectively. These containers are organized

into the following structures:

https://example.com/cdmi/2.0.0/cdmi domains/domain/

https://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi domain summary/

https://example.com/cdmi/2.0.0/cdmi_domains/domain/cdmi domain_summary/
cumulative

https://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi domain summamy/
daily/

https://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi domain stmmary/
daily/2009-07-01

https://example.com/cdmi/2.0.0/cdmi_domains/domain/cdmi_domaiw” summary/
daily/2009-07-02

https://example.com/cdmi/2.0.0/cdmi_domains/domain/cdmi domain summary/
daily/2009-07-03

https://example.com/cdmi/2.0.0/cdmi_ domains/domairf/cdmi domain summary/
monthly/

https://example.com/cdmi/2.0.0/cdmi domains/demain/cdmi domain summary/
monthly/2009-07

https://example.com/cdmi/2.0.0/cdmi domaifi§/domain/cdmi_domain summary/
monthly/2009-08

https://example.com/cdmi/2.0.0/cdmi_demains/domain/cdmi domain_ summary/
monthly/2009-10

https://example.com/cdmi/2.0.0/cdmi_domains/domain/cdmi domain_summary/
yearly/

https://example.com/cdmi/2.,50n0/cdmi domains/domain/cdmi domain summary/
yearly/2009

https://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi domain summary/
yearly/2010

The “cumulative” summary data object covers the entire time period, from the time the domain is created to the
time it is accessed. Each data object at the daily, monthly, and yearly level contains domain summary informatipn
fof the time period specified, bounded by domain creation time and access time.

If @ time period extends’earlier than the domain creation time, the summary information includes the time from whien

EXAMPLE 2: If a domain were created on July 4, 2009, and on July 10, the “2009-07-06" daily summary data
object was accessed, it would contain information for the complete day.

If a time period ends after the current access time, the domain summary data object contains partial information
from the start of the time period (or the time the domain was created) until the time of access.

EXAMPLE 3: If a domain were created on July 4, 2009, and at noon on July 10, the “2009-07-10" daily summary
data object was accessed, it would contain information from the beginning of the day until noon.

The information in Table 79 shall be present within the contents of each domain summary object, which are in JSON
representation.
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Table 79: Contents of domain summary objects

Metadata name Type Description Requirement

cdmi domainURI JSON Domain name corresponding to the Mandatory
string domain that is summarized

cdmi_summary start JSON | AnISO-8601 time indicating the start of Mandatory

string the time range that the summary
information is presenting

cdmi summary end JSON An 1SO-8601 time indicating the end of Mandatory
string the time range that the summary
information is presenting
cdmi_summary objecthours JSON The sum of the time each object Optional
string belonging to the domain existed during
the summary time period

dmi summary objectsmin JSON | The minimum number of objects Optional
string belonging to the domain during the
summary time period
dmi_ summary objectsmax JSON The maximum number of objects Optional
string belonging to the domain during the
summary time period
dmi summary objectsaverage JSON The average number of objects Optional
string belonging to the domain during the
summary time period

dmi summary puts JSON The number of objects written-to the Optional
string domain

dmi summary gets JSON The number of objects(read from the Optional
string domain

dmi_ summary bytehours JSON The sum of the-time each byte belonging | Optional

string to the domain existed during the
summary, time'period

dmi_ summary bytesmin JSON The minimum number of bytes belonging | Optional
string to thefdomain during the summary time
period
dmi_ summary bytesmax JSON Fhe maximum number of bytes Optional

string belonging to the domain during the
summary time period

dmi summary bytesaverage JSON The average number of bytes belonging Optional

string to the domain during the summary time
period

dmi_ summary writes JSON The number of bytes written to the Optional
string domain

dmi_ summary reads JSON The number of bytes read from the Optional
string domain

dmi_ summary chargée JSON An ISO 4217 currency code (see [38]) Optional

string that is followed or preceded by a numeric
value and separated by a space, where
the numeric value represents the closing
charge in the indicated currency for the
use of the service associated with the
domain over the summary time period

dmi, summary kwhours JSON The sum of energy consumed (in kilowatt | Optional
string hours) by the domain during the
summary time period
cdmi_summary kwmin JSON The minimum rate at which energy is Optional
string consumed (in kilowatt hours per hour) by
the domain during the summary time
period

cdmi_summary kwmax JSON The maximum rate at which energy is Optional
string consumed (in kilowatt hours per hour) by
the domain during the summary time
period

continues on next page
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Table 79 — continued from previous page

Metadata name Type Description Requirement
cdmi summary_ kwaverage JSON The average rate at which energy is Optional
string consumed (in kilowatt hours per hour) by

the domain during the summary time
period

EXAMPLE 4: An example of a daily domain summary object is as follows:

{
"cdmi_domainURI" : "/cdmi_ domains/MyDomain/",
"cdmi summary start" : "2009-12-10T00:00:00",
"cdmi_summary_end" : "2009-12-10T23:59:59",
"cdmi summary objecthours" : "382239734",
"cdmi summary puts" : "234234",
"cdmi summary gets" : "489432",
"cdmi summary bytehours" : "334895798347",
"cdmi summary writes" : "7218368343",
"cdmi summary reads" : "11283974933",
"cdmi_ summary charge" : "4289.23 USD"

}

If {he charge value is provided, the value is for the operational cost (excluding fixed fe€s) of service already p
fofmed and storage and bandwidth already consumed. Pricing of services is handled.separately.

Dgmain summary information may be extended by vendors to include additional metadata or domain reports beyol
th¢ metadata items specified by this International Standard, as long as the field names for those metadata items
nat begin with “cdmi_”.

hd
do
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10.4 Domain object membership

In cloud storage environments, in the same way that domains are often created programmatically, domain user
membership and credential mapping also shall be populated using such interfaces. By providing access to user
membership, this capability enables self-enroliment, automatic provisioning, and other advanced self-service capa-
bilities, either directly using CDMI or through software systems that interface with CDMI.

The domain membership capability provides information about, and allows the specification of, end users and groups
of users that are allowed to access the domain via CDMI and other access protocols. The concept of domain
membership is not intended to replace or supplant ACLs (see 17.1), but rather to provide a single, unified place to
map identities and credentials to principals used by ACLs within the context of a domain (see model described in
10.2.5). It also provides a place for authentication mappings to external authentication providers, such as LDAP

and Active Directory. to be specified.

If gupported, a domain membership container named cdmi_domain_members shall be present under each domai
Like any container, the domain membership container has an Access Control List (see 17.1) that restricts\accq

to this information.

Within each domain membership container are a series of user objects that are specified through €BMI to defi

egch user known to the domain. These objects are formatted into the following structure:

john doe

john smith

THe domain membership container may also contain subcontainers with-data objects. Data objects in these s\
containers are treated the same as data objects in the domain membgepship container, and no meaning is inferi
frdgm the subcontainer name. This organization is used to create different access security relationships for grou

https://example.com/cdmi/2.
https://example.com/cdmi/2.
https://example.com/cdmi/2.

https://example.com/cdmi/2.

0
0
0

0

.0/cdmi_domains/domain/

.0/cdmi_domains/domain/cdmi_domaip.members/

.0/cdmi_domains/domain/cdmi_demain members/

.0/cdmi_domains/domain/cdmiNdomain members/

of Juser objects and to allow delegation to a common set of members:

Taple 80 lists the domain settings that shall be present within each domain member user object.

Table 80: Required settings fefidomain member user objects

mapped. If this field is not present, one
or more delegations shall be present and
shall be used to resolve the principal.

Metadata name Type _{ Description Requiremerjt
dmi member enabled JSON If true, this field indicates that requests Mandatory
string associated with this domain member are
allowed. If false, all requests performed
by this domain member shall result in an
HTTP status code of 403 Forbidden.
dmi member type JSON This field indicates the type of member Mandatory
string record. Values include “user”, “group”,
and “delegation”.
dmi member name JSON | This field contains the user or group Mandatory
string name as presented by the client. This
will normally be the standard full name of
the principal.
dmi member{éredentials JSON | This field contains credentials to be Optional
string matched against the credentials as
presented by the client. If this field is not
present, one or more delegations shall
be present and shall be used to resolve
user credentials. As one cannot log in as
s-grotp-but-ontyasa-memberofa-group;
the “group” type member records shall
not have credentials.
cdmi member principal JSON This field indicates to which principal Optional
string name (used in ACLs) the user or group is

134
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Table 80 — continued from previous page

Metadata name

Type

Description

Requirement

cdmi member privileges

JSON
array
of
JSON
strings

This field explicitly confers zero or more
special privileges to a user or group.
When delegated, privileges are conferred
based on the information returned from
the external system to which the
delegation points. The following
privileges are defined:

e “administrator”. Allows the
principal to take ownership of any
object/container.

* ‘backup operator” Bypass

Mandatory

regular ACL checks to allow
backup and restore of objects and
containers, including all associated
attributes, metadata, ACLs and
ownership.

* “cross_domain”. Operations
specifying a domain other than the
domain of the parent object are
permitted. Unless this privilege’is
conferred by the user record/or a
group (possibly nested) to which
the user or group belengs, all
attempts to change the domain of
objects to a domain other than the
parent domdin shall fail.

dmi member groups

JSON
array
of
JSON
strings

This field contains a JSON array of group
names to,which the user or group
belongs.

Optional

Taple 81 lists the domain settings that shall be present'within each domain member delegation object.

Table 81: Required settings for domain member delegation objects

Metadata name = \\"Fflpe Description Requirement
dmi member enabled JSON | If true, this field indicates that requests Mandatory
string associated with this domain member are
allowed. If false, all requests performed
by this domain member shall result in an
HTTP status code of 403 Forbidden.
dmi member type JSON This field indicates the type of member Mandatory
string record. Values include “user” and
“‘delegation”.
dmi delegagdow URI JSON | This field contains the URI of an external | Mandatory
string identity resolution provider (such as

LDAP or Active Directory) or the URI of a
domain membership container object.

External delegations are expressed in
the form of 1dap://<uri> or

o e g gy

k]
(3w ar
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EXAMPLE 1: An example of a domain membership object for a user is as follows:

{
"cdmi member enabled"
"cdmi member type"
"cdmi member name"

"cdmi member groups"
"users"

] r

"cdmi privileges" : [
"administrator",
"cross_domain"

"John Doe",

"cdmi member credentials" "p+5/0X1cmExfOIrUxhX1lw==",

"cdmi member principal"

EXAMPLE 2: An example of a domain membership object for a delegation is as follows:

{
"cdmi member enabled"
"cdmi_ member type"
"cdmi delegation URI"

"delegation",
"/cdmi_ domains/MyDomain/"
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10.5 Create a domain object using CDMI

10.5.1 Synopsis

To create a new domain object, the following request shall be performed:

* PUT <root URI>/cdmi_ domains/<DomainName>/<NewDomainName>/
Where:
* <root URI> is the path to the CDMI cloud.

* <DomainName> is zero or more intermediate domains that already exist, with one slash (i.e., “/”) between

each pair of domain names.

Af

1(

De

1(

(0F:

.5.3 Capabilities

* <NewDomainName> is the name specified for the domain to be created.
er it is created, the domain shall also be accessible at <root URI>/cdmi_ objectid/<objectIDxXL.

.5.2 Delayed completion of create

layed completion shall not be supported for creating domain objects.

pabilities that indicate which operations are supported are shown in Table 82.

Table 82: Capabilities - Create a CDMI domaimobject using CDMI

Capability Location Description
dmi create domain Parent container Ability to create a new domain object
dmi copy domain Parent container Ability to create a domain object that is a copy

of another domain object

dmi deserialize domain

Parent containet Ability to create a domain object that is

deserialized from the contents of the PUT or th
contents of another data object

N7

1(

.5.4 Request headers

THe HTTP request headers for creating a CDMI domain object using CDMI are shown in Table 83
Table 83! Request headers - Create a domain object using CDMI
Header O\U Type Description Requiremerjt
Accept Header | “application/cdmi-domain” or a consistent Optional
string value as described in 5.5.2
ontent-Typé& Header | “application/cdmi-domain” Mandatory
string
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10.5.5 Request message body
The request message body fields for creating a domain object using CDMI are shown in Table 84.

Table 84: Request message body - Create a domain object using CDMI

Field Name Type Description Requirement
metadata JSON Metadata for the domain object Optional
object « [f this field is included, the contents of the

JSON object provided in this field shall be
used as domain object metadata.

« If this field is included when deserializing,
serializing. copying. or moving a domain
object, the contents of the JSON object
provided in this field shall be used as object
metadata instead of the metadata from the
source URI.

« If this field is not included, no user-specified
metadata shall be added to the object.

« If this field is not included when deserializing,
serializing, copying, or moving a domain
object, metadata from the source URF shall
be used.

opy JSON URI of a CDMI domain that shall be.edpied into the | Optional’
string new domain, including all child domains and
membership from the source domain

fove JSON URI of an existing local CDM|‘domain object Optional’
string (source URI) that shall be'relocated, along with all
child domains, to the URI specified in the PUT. The
contents of the domainyand all sub-domains,
including the object ID, shall be preserved by a
move, and the domain and sub-domains of the
source URI shall'be removed after the objects at
the destination have been successfully created.

If there-are insufficient permissions to read the
objects at the source URI, write the objects at the
destination URI, or delete the objects at the source
URI, or if any of these operations fail, the move
shall return an HTTP status code of 400 Bad
Request, and the source and destination are left
unchanged.

eserialize JSON URI of a CDMI data object with a value that Optional’
string contains a domain object serialized as specified in
clause 15. The serialized domain object shall be
deserialized to create the new domain object,
including all child objects.

eserializevadue JSON A domain object serialized as specified in clause 15 | Optional’
string and encoded using base 64 encoding rules
described in RFC 4648 [19], that shall be
deserialized to create the new domain object,
including all child objects.

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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The HTTP response headers for creating a domain object using CDMI are shown in Table 85

Table 85: Response headers - Create a domain object using CDMI

Header Type Description Requirement
Content-Type Header | “application/cdmi-domain” Mandatory
string
10.5.7 Response message body
THe response message body fields for creating a domain object using CDMI are shown in Table 86
Table 86: Response message body - Create a domain object using CDMI
Field Name Type Description . Requiremerjt
bjectType JSON “application/cdmi-domain” Mandatory
string
bjectID JSON Object ID of the domain Mandatory
string
bjectName JSON Name of the object Mandatory
string
parentURI JSON URI for the parent object Mandatory
string Appending the objectName to.the parentURI shall
always produce a valid URKfor the object.
parentID JSON Object ID of the parent.container object Mandatory
string
omainURI JSON URI of the owning-domain. A domain object is Mandatory
string always owned by itself.
apabilitiesURI JSON URI to the capabilities for the object Mandatory
string
Metadata JSON Metadata for the domain object. This field includes | Mandatory
object any, user and data system metadata specified in the
requéest body metadata field, along with storage
System metadata generated by the cloud storage
system. See clause 16 for a further description of
metadata.
hildrenrange JSON The sub-domains of the domain expressed as a Mandatory
string range. If a range of sub-domains is requested, this
field indicates the children returned as a range.
hildren JSON Names of the children domains in the domain. Mandatory
array Child containers end with “/”.
of
JSON
strings
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10.5.8 Response status

Table 87 describes the HTTP status codes that occur when creating a domain object using CDMI.

Table 87: HTTP status codes - Create a domain object using CDMI

HTTP Status Description

201 Created The new domain object was created.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has causeq
a state transition error on the server.

10.5.9 Examples

AMPLE 1: PUT to the domain URI the domain name and metadata:

-—-> Host

--> PUT /cdmi/2.0.0/cdmi domains/MyDomain/ HTTP/1.1

--> Accept: application/cdmi-domain
--> Content-Type: application/cdmi-domain

-—=>

--> "metadata":

- {

-—> "cdmi domain enabled": "true"

<-- HTTP/1.1 201 Created
<-- Content-Type: application/cdmi-domain

<—-
<=={

<-- "objectType" : "application/cdmi-domain",

<-- "objectID" : "00007E7F00104BE66AB53A9572F9F51E",

<-= "objectName" : "MyDomain/",

<-- "parentURI" : "/cdmi domainsy %y

<-= "parentID" : "00007E7F0010C058374D08BOACT7B3550",

<-- "domainURI" : "/cdmi_ domains/MyDomain/",

<-- "capabilitiesURI" : "/cdmi capabilities/domain/",
<-- "metadata" : {

<-- "cdmi domain_enaljled": "true",

<-- "cdmi_ authentieation methods": "anonymous, basic",
<-- e

<-- I

<-= "childrenrdnge™ : "0-1",

<-- "children(~:" [

<-= "cdmi~domain summary/",

<-- "cdmi ~domain members/"

< ] 8 B

<--}

: cloud.example.com
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10.6 Read a domain object using CDMI

10.6.1 Synopsis

To read an existing domain object, the following requests shall be performed:
* GET <root URI>/cdmi_ domains/<DomainName>/<TheDomainName>/

* GET <root URI>/cdmi_ domains/<DomainName>/<TheDomainName>/?<fieldname>&
— <fieldname>&. ..

* GET <root URI>/cdmi_ domains/<DomainName>/<TheDomainName>/?children=<range>s&...

* GET <root URI>/cdmi domains/<DomainName>/<TheDomainName>/?metadata=<prefix>¢&.

* GET <root URI>/cdmi_ objectid/<DomainObjectID>/

* GET <root URI>/cdmi objectid/<DomainObjectID>/?<fieldname>&<fieldname>& ..,
* GET <root URI>/cdmi objectid/<DomainObjectID>/?children=<range>&...

* GET <root URI>/cdmi_ objectid/<DomainObjectID>/?metadata=<prefix>&, ¢
Where:

* <root URI> is the path to the CDMI cloud.

* <DomainName> iS zero or more parent domains.

* <TheDomainName> is the name specified for the domain to be read from.

* <fieldname> is the name of a field.

* <range> is a numeric range within the list of children.

+ <prefix> is a matching prefix that returns all metadata items thatstart with the prefix value.
* <DomainObjectID> is the ID of the domain object to be read\from.

10.6.2 Capabilities
Capabilities that indicate which operations are support€d are shown in Table 88.

Table 88: Capabilities - Read a CDMI domain object using CDMI

CGapability Location Description
dmi read metadata Domain object Ability to read the metadata of an existing
domain object
dmi list children Domain object Ability to list the children of an existing domain
object
dmi object access by “ID System wide Ability to access the object by ID
capability

10.6.3 RequeSt-headers
THe HTTP _feguest headers for reading a CDMI domain object using CDMI are shown in Table 89.

Table 89: Request headers - Read a domain object using CDMI

rlnddnr Tuna Daccorintion BPaauiramant
b e A e LA TR EITETTTETTE
Accept Header | “application/cdmi-domain”or a consistent value as Optional
string described in 5.5.2

© ISO/IEC 2022 - All rights reserved 141


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

10.6.4 Request message body

A request body shall not be provided.

10.6.5 Response headers
The HTTP response headers for reading a CDMI domain object using CDMI are shown in Table 90.

Table 90: Response headers - Read a domain object using CDMI

Header Type Description Requirement
OMTENT=TYDPS Header ‘FppricaTion/camt=domatT Mardatory
string
Jocation Header | The server shall respond with an absolute URI to which the | Conditiondl
string reference redirects if the object is a reference.

10.6.6 Response message body
THe response message body fields for reading a CDMI domain object using CDMI are shown in Table 91

Table 91: Response message body - Read a domain object Gsing CDMI

Field Name Type Description XN Requirement
bjectType JSON “application/cdmi-domain” Mandatory
string
bjectID JSON Object ID of the domain Mandatory
string
bjectName JSON Name of the object Mandatory
string
parentURI JSON URI for the parent object Mandatory
string Appending the “obgec¢tName” to the “parentURI” shall
always produce a\valid URI for the object.
parentID JSON Object ID of he)parent domain object Mandatory
string + Fordomain objects directly under “cdmi_domains”,
the object ID of “cdmi domains” container shall be
returned.

* “For domain objects under another domain, the object
ID of the parent domain shall be returned.

omainURI JSON URI of the owning domain. A domain object shall always be | Mandatory
string owned by itself.
apabilitiesURI | dSON URI to the capabilities for the object Mandatory
string
fetadata JSON Metadata for the domain object. This field includes any Mandatory
object user and data system metadata specified in the request

body metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 for
a further description of metadata.

hildrenrange JSON The sub-domains of the domain expressed as arange. If a | Mandatory
string range of sub-domains is requested, this field indicates the
children returned as a range.
children JSON The children of the domain. Sub-domains end with “/”. Mandatory
array of
JSON
strings

If individual fields are specified in the GET request, only these fields are returned in the result body. Optional fields
that are requested but do not exist are omitted from the result body.
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10.6.7 Response status

Table 92 describes the HTTP status codes that occur when reading a domain object using CDMI.

Table 92: HTTP status codes - Read a domain object using CDMI

HTTP Status Description

200 OK The domain object content was returned in the response.

302 Found The resource is a reference to another resource.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

406 Not Acceptable The server is unable to provide the object in the content type specified.in the

Accept header.

10.6.8 Examples

EXAMPLE 1: GET to the domain URI to read all the fields of the domain:

-=> GET /cdmi/2.0.0/cdmi domains/MyDomain/ HTTP/1.1
--> Host: cloud.example.com

--> Accept: application/cdmi-domain

<-- HTTP/1.1 200 OK

<-- Content-Type: application/cdmi-domain

<__

<--{

<-- "objectType": "application/cdmi-domain",

<-- "objectID": "00007E7F00104BE66AB53A9572F9R5IE",
<-- "objectName": "MyDomain/",

<-- "parentURI": "/cdmi domains/",

<-- "parentID": "00007E7F0010C058374D08BOAC7B3550",
<-= "domainURI": "/cdmi domains/MyDomain/",

<-- "capabilitiesURI": "/cdmi capabi\lNties/domain/",
<== "metadata": {

<-- "cdmi domain enabled": "trte",

<-- "cdmi authentication metheds": "anonymous, basic",
<-- -

<-- I

<-- "childrenrange": "0-1",

<—- "children": [

<-- "cdmi_domain_ summary/",

<-- "cdmi domaip~members/"

< ] - ~

<=}

EXAMPLE 2: GET to the'domain URI to read the parentURI and children of the domain:

--> GET /cdmi/2.0.0/MyDomain/?parentURI&children HTTP/1.1
-—-> Host».cloud.example.com
--> ACcept: application/cdmi-domain

<=~HTTP/1.1 200 OK

<<= Content-Type: application/cdmi-domain
Y
== 1
<-- "parentURI" : "/cdmi domains/",
<-- "children" : [
<-- "cdmi domain summary/",
<-- "cdmi_ domain members/"

© ISO/IEC 2022 - All rights reserved

143


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

144

EXAMPLE 3: GET to the domain URI to read the first two children of the domain:

--> GET /cdmi/2.0.0/MyDomain/?childrenrange&children=0-1 HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-domain
<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-domain
<-c
<--{
<-= "childrenrange" : "0-1",
<-- "children" : [
<-- "cdmi_domain_summary/",
<-- "cdmi domain members/"
T
<--}
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0.7 Update a domain object using CDMI

10.7.1 Synopsis

To update part or all of an existing domain object, the following requests shall be performed:

Where:

1

D

1

C

* PATCH <root URI>/cdmi domains/<DomainName>/<TheDomainName>/

* PATCH <root URI>/cdmi_ domains/<DomainName>/<TheDomainName>/?metadata=
— <metadataname>&. ..

* PATCH <root URI>/cdmi objectid/<DomainObjectID>

* PATCH <root URI>/cdmi objectid/<DomainObjectID>?metadata=<metadataname>&...

* <root URI> is the path to the CDMI cloud.

* <DomainName> iS zero or more parent domains.

* <TheDomainName> is the name specified for the domain to be read from.
* <DomainObjectID> is the ID of the data object to be read from.

0.7.2 Delayed completion of update

dlayed completion shall not be supported for creating domain objects.

0.7.3 Capabilities
gpabilities that indicate which operations are supported are shawn,in Table 93.

Table 93: Capabilities - Update a CDM!I domain object using CDMI

Capability Location %% | Description
dmi modify metadata Domain object Ability to modify the metadata of an existing
domain object
dmi object access by ID System'wide Ability to access the object by ID
capability

10.7.4 Request headers
The HTTP request headers forupdating a CDMI domain object using CDMI are shown in Table 94.
Table 94: Request headers - Update a domain object using CDMI
Header ~FType Description Requirement
ontent-Typé Header | “application/cdmi-domain” Mandatory
string
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10.7.5 Request message body
The request message body fields for updating a domain object using CDMI are shown in Table 95.

Table 95: Request message body - Update a domain object using CDMI

Field Name Type Description Requirement
metadata JSON Metadata for the domain object. If present, the new Optional
object metadata specified replaces the existing object metadata.

If individual metadata items are specified in the URI, only
those items are replaced; other items are preserved.

See clause 16 for a further description of metadata.

opy JSON URI of a CDMI domain object that shall be copied Into the Optional
string existing domain object. Only the metadata and
membership of the domain object itself shall be copied, not
any sub-domains of the domain object.

« If the destination domain object URI and the copy
source domain object URI both do not specify
individual fields, the destination domain object
metadata and membership shall be replaced with the
source domain object metadata and membership.

« If the destination domain object URI or the cepy
source domain object URI specifies individual fields,
only the fields specified shall be used to-update the
destination domain object. If specified fields are not
present in the source, these fields shall be ignored.

« If the destination domain object dRI"and the copy
source domain object URI both specify fields, an
HTTP status code of 400 EBadYRequest shall be
returned to the client.

If there are insufficient permissions to read the domain
object at the source UR| of<reate the domain object at the
destination URI, or if thé.read operation fails, the copy shall
return an HTTP status‘code of 400 Bad Request, and
the destination domain object shall not be updated.

deserialize JSON URI of a CDMl data object with a value that contains a Optional?
string domain objeet'serialized as specified in clause 15. The
serialized *demain object shall be deserialized to update the
existing:demain object.

The object ID of the serialized domain object shall match
the object ID of the destination domain object. Otherwise,
the server shall return an HTTP status code of 400 Bad
Request.

« If the serialized domain object does not contain
sub-domains, the update is applied only to the
domain object, and any existing sub-domains are left
as is.

« If the serialized domain object does contain
sub-domains, then creates, updates, and deletes are
recursively applied for each sub-domain, depending
on the differences between the provided serialized
state and the current state of the sub-domains.

continues on next pag
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Table 95 — continued from previous page

4648 [19], that shall be deserialized to update the existing
domain object.

The object ID of the serialized domain object shall match
the object ID of the destination domain object. Otherwise,
the server shall return an HTTP status code of 400 Bad
Request.
* If the serialized domain object does not contain
sub-domains, the update is applied only to the

Field Name Type Description Requirement
deserialize JSON A domain object serialized as specified in clause 15 and Optional®
— value string encoded using base 64 encoding rules described in RFC

dormairobjectand-any existingsub-domains are feft
as is.

« If the serialized domain object does contain
sub-domains, then creates, updates, and deletes are
recursively applied for each sub-domain, depending
on the differences between the provided serialized
state and the current state of the sub-domains.

THe HTTP response header for updating a CDMI domain object using CDMI i§ 'shown in Table 96

10.7.6 Response header

Table 96: Response header - Update a domainyobject using CDMI

Header Type Description \\\ Requirement]
Jocation Header | The server shall respond withan absolute URI to which the | Conditional
string reference redirects if the object is a reference.

10.7.7 Response message body

A fesponse body may be provided as per RFC 2616 [23].

10.7.8 Response status

Table 97 describes the HTTP)status codes that occur when updating a domain object using CDMI.

Table'97: HTTP status codes - Update a domain object using CDMI

HTTP Status e Description
304 No Contengt The data object content was returned in the response.
302 Found The resource is a reference to another resource.

400 Bad Reguest

The request contains invalid parameters or field names.

401 Unatthorized

The authentication credentials are missing or invalid.

403 Foxbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

QO Conflict

The aperation conflicts with a nan-CDMI access protocal lack or has caused
1 1

a state transition error on the server.

2 Only one of these fields shall be specified in any aiven operation. Except for value, these fields shall not be stored.
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10.7.9 Example

EXAMPLE 1: PATCH to the domain URI to set new field values:

-=> PATCH /cdmi/2.0.0/cdmi domains/MyDomain/ HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-domain

-——> "metadata" : {
-—> "test" : "value"

<-- HTTP/1.1 204 No Content

148
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10.8 Delete a domain object using CDMI

10.8.1 Synopsis

To delete an existing domain object, and transfer all objects associated with that domain to another domain (to
preserve access), the following request shall be performed:

ISO/IEC 17826:2022(E)

* DELETE <root URI>/cdmi domains/<DomainName>/<TheDomainName>/

* DELETE <root URI>/cdmi objectid/<DomainObjectID>
Where:

* <root URI>is the path to the CDMI cloud.

1(

(0F:

* <DomainName> iS zero or more parent domains.

.8.2 Capabilities

* <TheDomainName> is the name specified for the domain to be deleted.
* <DomainObjectID> is the ID of the domain object to be deleted.

pabilities that indicate which operations are supported are shown in Table 98.

Table 98: Capabilities - Delete a CDMI domain object using .CDMI

(

Capability Location

Description -

dmi delete domain Domain object

Ability to delete an existing domain object

dmi object access by ID System wide
capability

Ability-to.access the object by ID

1(

R4

1(

A

1(

R4

1(

A

.8.3 Request headers

quest headers may be provided as per RFC 2616 {23].

.8.4 Request message body

equest body may be provided as per REC 2616 [23].

.8.5 Response headers

.8.6 Respofise message body

esponsebody may be provided as per RFC 2616 [23].

sponse headers may be provided as per RFC 2616 [23].

©
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10.8.7 Response status

Table 99 describes the HTTP status codes that occur when deleting a domain object using CDMI.

Table 99: HTTP status codes - Delete a domain object using CDMI

HTTP Status Description

204 No Content The domain object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has causeq
a state transition error on the server.

10.8.8 Example

EXAMPLE 1: DELETE to the domain object URI:

--> DELETE /cdmi/2.0.0/cdmi domains/MyDomain/ HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content
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Clause 11

DMI

11.1 Overview

Quieue objects are similar to data objects, only with first-in, first-out access “queue’-style accesse semantics when
stgring and retrieving value data.

If p cloud storage system supports queues, the cdmi queues system-wide) capability shall be present. The
afflity to create a queue object is determiend by the presence or absence of the cdmi create queue and
cdmi_post_queue capabilities in the parent container, and by the cdi )post queue by ID system-wide ¢a-
pability for creation by ID.

A pueue object writer POSTs data into a queue object, and a queueobject reader GETs value(s) from the queue
object and subsequently deletes the value(s) to acknowledge receipt of the value(s) that it received. Queues pfo-
vides a simple mechanism for one or more writers to send data‘to a single reader in a reliable way. If supported [by
the cloud storage system, cloud clients create the queue objects by using the mechanism described in 9.8 and this
clause.

Edch CDMI queue object is represented as a JSON, object, containing one or more “fields”. For example, the
btadata” field contains metadata items.

mj
EXAMPLE 1: CDMI queue object

{
"objectType": "application/cdmi-queue",
"objectID": "00007E7EQ0104BE66AB53A9572F9F51E",
"objectName": "MyQueue",
"parentURI": "/MyGontainer/",
"parentID" : "00QO7ED900104F67307652BACI9A37CI93",
"domainURI": ("/icdmi domains/MyDomain/",
"capabilitilesURI": "/cdmi capabilities/queue/",
"completi¥onStatus": "Complete",
"metadata"™: {},
"queweValues": "1-1",
"mimetype": [
"text/plain"
]l
Yvaluerange": [
"0_19"
]l
et e e a e
"utf-8"
]I
"value": [
"First Enqueued Value"
]
}

The meaning, use, and permitted values of each field are described in each operation that creates, modifies or
retreives CDMI queue objects.
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11.2 Queue object details

11.2.1 Queue object addressing

Queue objects are addressed in CDMI in two ways:
* by name (e.g., https://cloud.example.com/cdmi/2.0.0/queueobject); and

* by ID (e.g., https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/
< 00007ED900104F67307652BAC9A37C93/).

Every queue object has a single, globally-unique object ID that remains constant for the life of the object. Each
queue object may also have one or more URI addresses that allow the queue object to be accessed.

11.2.2 Queue object fields

Indlividual fields within a queue object can be accessed by specifying the field name after a question mark {2
appended to the end of the queue object URI.

EXAMPLE 2: The following URI returns just the number of values stored in the queue object in the
response body:

https://cloud.example.com/cdmi/2.0.0/queueobject?queueValdes

A list of unique fields, separated by an ampersand “s” can be specified, allowing multiple fields to be accessed i a
single request.

EXAMPLE 3: The following URI returns the number of values stored @nd metadata fields in the re-
sponse body:

https://cloud.example.com/cdmi/2.0.0/queuedb]e€ct?
queueValuesé&metadata

When a client provides fields that are not defined in this International Standard or deserializes an object containing
fieJds that are not defined in this International Standard, these fi€lds shall be persisted, but shall not be interpreté¢d.

11.2.3 Queue object value

THe encoding of the data stored in the queue objectvalue field depends on the queue object valuetransferencoding
fie}d:

« If the value transfer encoding of theé object is set to “ut £-8”, the data stored in the value of the queue objéct
shall be a valid UTF-8 string, and it'shall be transported as a UTF-8 string in the value field.

« If the value transfer encoding'efithe object is set to “base64”, the data stored in the value of the queue objéct
may contain arbitrary binary sequences, and it shall be transported as a base 64-encoded string in the value
field.

+ If the value transfer-encoding of the object is set to “json”, the data stored in the value of the queue objéct
shall be a valid JSON object, and the value field shall contain a valid JSON object.

Specific ranges of the Value of a queue object can be accessed by specifying a byte range after the value fi¢ld

ngme.
EXAMPLE 4: The following URI returns the first thousand bytes of the oldest value enqueued:
Nttps://cloud.example.com/cdmi/2.0.0/queueobject?value=0-999

Bgcause ‘a byte range of a UTF-8 string is often not a valid UTF-8 string, the response to a range request shall
alyvays be transported in the value field as a base 64-encoded string.

Byte ranges are specified as single, inclusive byte ranges as per Section 14.35.1 of RFC 2616 [23].

If read access to any of the requested fields is not permitted by the object ACL, only the permitted fields shall be
returned. If no requested fields are permitted to be read, an HTTP status code of 403 Forbidden shall be returned
to the client.

If write access to any of the requested fields is not permitted by the object ACL, no updates shall be performed, and
an HTTP status code of 403 Forbidden shall be returned to the client.

When a client provides or includes deserialization fields that are not defined in this International Standard, these
fields shall be stored as part of the object.

The value of a queue object may also be specified and retrieved using multi-part MIME, where the CDMI JSON is
transferred in the first MIME part and the raw queue values are transferred in the subsequent MIME parts. Each
MIME part, including any header fields, shall conform to RFC 2045 [9], RFC 2046 [10], and RFC 2616 [23], and
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the length of each part may optionally be specified by a “Content-Length” header in addition to the MIME boundary
delimiter.

Multiple non-overlapping ranges of the value of a queue object may also be accessed or updated in a multi-part
MIME operation by transferring one MIME part for each range of the value. The byte ranges for these operations
shall be specified as per Section 14.35.1 of RFC 2616 [23].

Multi-part MIME enables the efficient transfer of binary data alongside CDMI object metadata without incurring the
overhead of the UTF-8 or Base64 encoding and validation required to represent binary data in JSON.

11.2.4 Queue object metadata

16. Metadata sh
in luser metadata shall be first encoded such that it can be contained in a UTF-8 string, with the use of-base b4
encoding recommended.

Every queue object has a parent object from which the queue object inherits data system metadata that is fot
explicitly specified in the data object itself.

EXAMPLE 5: The “pages” queue object stored at the following URI would inherit data system metadata
from its parent container, “OCR”:

https://cloud.example.com/cdmi/2.0.0/0CR/pages

11.2.5 Queue object access control

If fead access to any of the requested fields is not permitted by the object¢ACL, only the permitted fields shall pe
refurned. If no requested fields are permitted to be read, an HTTP statusycode of 403 Forbidden shall be returned
to[the client.

If yrite access to any of the requested fields is not permitted by the object ACL, no updates shall be performed, ahd
anHTTP status code of 403 Forbidden shall be returned tothe client.

11.2.6 Queue object consistency

Writing to a queue object is an atomic operation:
Fgr non-value-related fields:

« If a client reads a queue object simultaneously with a write to that same queue object, the reading client sHall
get either the old version or the new version, but not a mixture of both.

« If a write is terminated duetaefrors, the contents of the queue object shall be as if the write never occurred
(i.e., writes are atomic intheface of errors).

FQr value-related fields:

« If a client dequeues or deletes one or more queue values simultaneously with one or more queue valdes
being enqueued-to that same queue object, the order of operations shall be as if the dequeue/delete operatipn
happens befére)the enqueue operation.

+ If a dequeue, delete or enqueue is terminated due to errors, the contents of the queue object shall be a$ if
the deQueue/delete/enqueue never occurred (i.e., writes are atomic in the face of errors).

Create andwupdate timestamps that are returned in response to multiple client writes to a given object may indicate
that a-specific write is the newest (i.e., the write whose data is expected to be returned to subsequent reads uptil
anpther write is processed). However, there is no guarantee that the write with the latest timestamp is the one
WiIUbC u'ata ;D ICtUIIIUd UIl buIUquUUIIt Ibdu‘b.

Implementations of this International Standard shall provide the atomicity features described in this subclause for
queue objects that are accessed via CDMI. The atomicity properties of queue objects that are accessed by protocols
other than CDMI are outside the scope of this International Standard.
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11.2.7 Queue object representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support UTF-8
JSON representation. The request and response body JSON fields may be specified or returned in any order, with
the exception that, if present, for queue objects, the “valuerange” and “value” fields shall appear last and in that

order.
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11.3 Create a queue object using CDMI

11

To

To

.3.1 Synopsis

create a new queue object, the following request shall be performed:
e PUT <root URI>/<ContainerName>/<QueueName>

create a new queue object by ID, see 9.8.

Where:

* <root URI> is the path to the CDMI cloud.

TN
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(6F:

X Comta e rName > s Zero or more mtermediate contamers that atready exist, withromestastr e 7t
tween each pair of container names.

* <QueueName> is the name specified for the queue object to be created.
er it is created, the object shall also be accessible at <root URI>/cdmi objectid/<objectIBs.

eue that has values or as a result of deserializing a serialized queue that has values.

.3.2 Delayed completion of create

Fesponse to a create operation for a queue object, the server may return an HTTP-status code of 202 Accept
indicate that the object is in the process of being created. This response istuseful for long-running operatig
g., copying a large queue object from a source URI). Such a response has the following implications.

» The server shall return a “Location” header with an absolute URL 0 the object to be created along with
HTTP status code of 202 Accepted.

» With an HTTP status code of 202 Accepted, the server implies that the following checks have passed:
— user authorization for creating the object;
— user authorization for read access to any source‘object for move, copy, serialize, or deserialize; and
— availability of space to create the object or, atjleast enough space to create a URI to report an error.

+ A client might not be able to immediately access the created object, e.g., due to delays resulting from f
implementation’s use of eventual consistency.

b fields in its response body to indicate progress.

” o«

* A mandatory completionStatus text field contains either “Processing”, “Complete”, or an error stri
starting with the value “Erro%®

» An optional percentComp}ete field contains the percentage of the operation that has completed (0 to 10

ET shall not return any valug, for the queue object when completionStatus is not “Complete”. If the final reg

5 the client’s responsibility to delete the URI after the error has been noted.

.3.3 Capabilities

pabilities that indicate which operations are supported are shown in Table 100.

e newly created queue shall have no values unless the queue is created as a result of copying of-moving a source

Ed
NS

he

e client performs GET operations to the URI'to track the progress of the operation. In response, the server retufns

hg

D).
ult

the create operation istan error, the URI is created with the completionStatus field set to the error message.

[able 100: Capabilities - Create a CDMI queue object using CDMI

another queue object

Capability Location Description

cdmi create queue Parent container Ability to create a new queue object

cdmi create reference Parent container Ability to create a new reference

cdmi copy queue Parent container Ability to create a queue object that is a copy of

cdmi move queue Parent container Ability to move a queue object from another

queue object

cdmi deserialize queue Parent container Ability to create a queue object that is
deserialized from the contents of the PUT or the

contents of another data object
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11.3.4 Request headers
The HTTP request headers for creating a CDMI queue object using CDMI are shown in Table 101

Table 101: Request headers - Create a queue object Using CDMI

Header Type Description Requirement

Accept Header | “application/cdmi-queue” Mandatory
string

Content-Type Header | “application/cdmi-queue” Mandatory
string

11.3.5 Request message body
The request message body fields for creating a queue object using CDMI are shown in Table 102.

Table 102: Request message body - Create a queue object using CDMI

field Name Type Description _ " Requirement
fetadata JSON Metadata for the queue object Optional
object « If this field is included, the contents of the JSON

object provided in this field shall be used as'\queue
object metadata.

« If this field is included when deserializing; serializing,
copying, or moving a queue object,he contents of
the JSON object provided in this field shall be used
as object metadata instead ofithe metadata from the
source URI.

« If this field is not included;.no user-specified
metadata shall be added-to the object.

« If this field is not incladded when deserializing,
serializing, copying, or moving a queue object,
metadata from the source URI shall be used.

« This field shall,not be included when creating a
reference 10 ‘a queue object.

domainURI JSON URI of the.owning domain Optional

string « If different from the parent domain, the user shall
have the “cross_domain” privilege (see
cdmi member privileges in Table 80).

* If not specified, the domain of the parent container
shall be used.

eserialize JSON URI of a CDMI data object with a value that contains a Optional’
string queue object serialized as specified in clause 15. The
serialized queue object shall be deserialized to create the
new queue object.

w

continues on next pag
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Table 102 — continued from previous page

Field Name

Type

Description

Requirement

copy

JSON
string

URI of a source CDMI queue object that shall be copied
into the new destination queue object.

« If the destination queue object URI and the copy
source queue object URI both do not specify
individual fields, the destination queue object shall be
a complete copy of the source queue object,
including all enqueued values.

« If the destination queue object URI or the copy
source queue object URI specifies individual fields,
only the fields specified shall be used to create the
destination queue object. If specified fields are not

Optional’

present in the source, default field values shall be
used.

« If the destination queue object URI and the copy
source queue object URI both specify fields, an
HTTP status code of 400 Bad Request shall be
returned to the client.

If there are insufficient permissions to read the queue
object at the source URI or create the queue object at the
destination URI, or if the read operation fails, the copy,'shall
return an HTTP status code of 400 Bad Requestjand
the destination queue object shall not be created.

nove

JSON
string

URI of an existing local or remote CDMI queue’object
(source URI) that shall be relocated to the URI specified in
the PUT. The contents of the queue object, including the
object ID, shall be preserved by a move, and the queue
object at the source URI shall be removed after the queue
object at the destination has been Successfully created.

If there are insufficient permissions to read the queue
object at the source URI, write the queue object at the
destination URI, or delete the queue object at the source
URI, or if any of these ‘opérations fail, the move shall return
an HTTP status code of 400 Bad Request, and the
source and destination are left unchanged.

Optional’

feference

JSON
string

URI of a CDMI gueue object that shall be redirected to by a
reference. |If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code©f 00 Bad Request.

Optional’

deserialize
— value

JSON
string

A queue object serialized as specified in clause 15 and
encoded using base 64 encoding rules described in RFC
4648 [19], that shall be deserialized to create the new
queue object.

Optional’

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one

of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.

© ISO/IEC 2022 - All rights reserved

157


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

11.3.6 Response status

The HTTP response headers for creating a CDMI queue object using CDMI are shown in Table 103

Table 103: Response headers - Create a queue object Using CDMI

Header Type Description Requirement
Content-Type Header | “application/cdmi-queue” Mandatory
string
Location Header When an HTTP status code of 202 Acceptedis returned, | Conditional
string the server shall respond with the absolute URL of the
object that is in the process of being created.

11.3.7 Response message body
THe response message body fields for creating a CDMI queue object using CDMI are shown in Tabte!104

Table 104: Response message body - Create a queue object using CDMI

field Name Type Description L, O Requirement
bjectType JSON “application/cdmi-queue” Mandatory
string
bjectID JSON Object ID of the object Mandatory
string
bjectName JSON Name of the object Mandatory
string
parentURI JSON URI for the parent object Mandatory
string

Appending the objectName to the parentURI shall always
produce a valid URI for the object.

parentID JSON Object ID of the parent container object Mandatory
string
omainURI JSON URI of the owning domain. Mandatory
string
apabilitiesURI | JSON URI to the capabilities for the object Mandatory
string
ompletion JSON A string.indicating if the object is still in the process of being | Mandatory
— Status string creatéd,or updated by another operation, and after that

operation is complete, indicates if it was successfully
cteated or updated or if an error occurred.

The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value

“Error’.
percentComplete |«JSON A string indicating the percentage of completion if the Optional
string object is still in the process of bewing created or updated

by another operation.

* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from “0” through “100”.

* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
Vdiu¢ “LUU".

* When the value of completionStatus is “Error”,
this field, if provided, may contain any integer value
from “0” through “100”.

metadata JSON Metadata for the queue object. This field includes any user | Mandatory
object and data system metadata specified in the request body
metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 for
a further description of metadata.

continues on next page
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Table 104 — continued from previous page

Field Name Type Description Requirement
queueValues JSON The range of designators for enqueued values. Every Mandatory
string enqueued value shall be assigned a unique,

monotonically-incrementing positive integer designator,
starting from 0. If no values are enqueued, an empty string
shall be returned. If values are enqueued, the lowest
designator, followed by a hyphen (“-*), followed by the
highest designator shall be returned.

11.3.8 Response status

THe HTTP status codes that occur when creating a queue object using CDMI are described in Table 105.
Table 105: HTTP status codes - Create a queue object using CDMI
HITTP Status Description ol
301 Created The new queue object was created.
302 Accepted The queue object is in the process of being created. The CDMI client shoul

monitor the completionStatus and percentComp hete fields to
determine the current status of the operation.

400 Bad Request The request contains invalid parameters or field(names.
401 Unauthorized The authentication credentials are missing orinvalid.
403 Forbidden The client lacks the proper authorization te-perform this request.
404 Not Found The resource was not found at the specified URI.
409 Conflict The operation conflicts with a non-€EBMI access protocol lock or has causeq
a state transition error on the server.
11.3.9 Examples

EX

ample 1: PUT to the queue URI the queue object name and contents:

--> PUT /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> Host: cloud.example.com

--> Accept: application/cdmi-queus

--> Content-Type: applicationicdmi-queue

-—> "metadata" : {

- }
-—> }

<-- HTTP/1.1 2QI_Created
<-- Content-Type: application/cdmi-queue

EXAMPLE 2: PUT to the queue object URI to create a new queue, copying from another queue:

<__

<-- {

<-- "opjectType" : "application/cdmi-queue",

<-- "objectID" : "00007E7F00104BE66AB53A9572F9F51E",
<= "objectName" : "MyQueue",

<-c "parentURI " : "/MyContainer/",

<5 "parentID" : "00007ED900104F67307652BAC9A37C93",
L-= "domainURI" : "/cdmi domains/MyDomain/",

<-- TcapapilitiesURIT : 7/cdmi capabilities/queue/",
<-- "completionStatus" : "Complete",

<-- "metadata" : {

<-- .

<-- }I

<-- "queueValues" : ""

<--}

--> PUT /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-queue

(continues on next page)
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(continued from previous page)

<-- HTTP/1.1 201 Created
<-- Content-Type: application/cdmi-queue

{

"copy": "/MyContainer/SourceQueue?value=0-9"

}

<__

<=={

<== "objectType": "application/cdmi-queue",

<-- "objectID": "00007E7F00104BE66AB53A9572F9F51E",
<-= "objectName": "MyQueue",

<-— "parentURI ": "/MyContainer/",

<--— "parentID": "00007ED900104F67307652BAC9A37C93",
<-- "domainURI": "/cdmi domains/MyDomain/",

<-- "capabilitiesURI": "/cdmi capabilities/queue/",
<=- "completionStatus": "Complete",

<== "metadata": {

<-- ce

<-= }I

<-- "queueValues": "0-9"

<--}
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11.4.1 Synopsis

ISO/IEC 17826:2022(E)

To read all fields from an existing queue object, the following request shall be performed:

* GET <root URI>/<ContainerName>/<QueueName>

¢ GET <root URI>/<ContainerName>/<QueueName>?<fieldname>&<fieldname>&. ..

* GET <root URI>/<ContainerName>/<QueueName>?value=<range>&. ..

* GET <root URI>/<ContainerName>/<QueueName>?metadata=<prefix>&...

Where:

of entries in the queue object.

Rgading a queue object shall, by default, return ‘the complete value of the oldest item in the queue, unless {

queueValues range is empty.

11.4.2 Capabilities

M7 LOOL URL COIILalller Nalle

* <root URI> is the path to the CDMI cloud.

* <fieldname> is the name of a field.

YucuchNalle

dlUesS=<COUIll

* GET <root URI>/cdmi_objectid/<QueueObjectID>

* GET <root URI>/cdmi_ objectid/<QueueObjectID>?<fieldname>&<fieldname>s&. ..
* GET <root URI>/cdmi objectid/<QueueObjectID>?value=<range>&...

* GET <root URI>/cdmi_objectid/<QueueObjectID>?metadata=<prefix>&. .«

* GET <root URI>/cdmi_objectid/<QueueObjectID>?values=<count>

* <ContainerName> is zero or more intermediate containers.

* <QueueName> is the name of the queue object to be read from.

* <range> is a byte range of the queue object value to be returned in the value field. If a byte range
requested, the range returned shall be from the oldest queueobject value.

+ <prefix> is a matching prefix that returns all metadata items that start with the prefix value.

* <count> is the number of values to be retrieved from.the queue object. If more queue object entries 3
requested to be retrieved than exist in the queue object, the count is processed as if it is equal to the numf

* <QueueObjectID> is the ID of the queue object to be read from.

C4qpabilities that indicate which operations are supported are shown in Table 106.

Table 106: Capabilities - Read a CDMI queue object using CDMI

S

=

e
er

Gapability A2

Location

Description

dmi read mé€gadata

Queue object

Ability to read the metadata of an existing
queue object

dmi_ read value

Queue object

Ability to read the value of an existing queue
object

dpi\multipart mime

Queue object

Ability to read a queue object using multi-part
MIME

cdmi object access by ID

System wide
capability

Ability to access the object by ID
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11.4.3 Request headers
The HTTP request headers for reading a CDMI queue object using CDMI are shown in Table 107

Table 107: Request headers - Read a queue object using CDMI
Header Type Description Requirement

Accept Header | “application/cdmi-queue”, “multipart/mixed”, or Optional

string a consistent value as defined in 5.5.2

If “multipart/mixed”, the body shall consist of one or
more MIME parts, where the first part shall contain a body
of content-type “application/cdmi-queue”, and the

corresponding queue value.

11.4.4 Request message body

A fequest body shall not be provided.

11.4.5 Response status
THe HTTP response headers for reading a CDMI queue object using CDMI are shown in Table 108.

Table 108: Response headers - Read a queue object using CDMI

Hieader Type Description oV Requirement
ontent-Type Header | “application/cdmi-queue™or ‘multipart/mixed” Mandatory
string
Jocation Header | The server shall respond with an absolute URI to which the | Conditional
string reference redirects if the\Object is a reference.

11.4.6 Response message body
THe response message body fields for reading‘a CDMI queue object using CDMI are shown in Table 109

Table 109: Response’message body - Read a queue object using CDMI

field Name Type |<Description Requirement
bjectType JSON “application/cdmi-queue” Mandatory
string
bjectID JSON Object ID of the object Mandatory
string
bjectName JSON Name of the object Conditional
string » For objects in a container, the objectName field shall

be returned.

» For objects not in a container (objects that are only
accessible by ID), the “objectName” field does not
exist and shall not be returned.

arentURT JSON URI for the parent object Conditional

string » For objects in a container, the parentURI field shall
be returned.

» For objects not in a container (objects that are only
accessible by ID), the “parentURT” field does not
exist and shall not be returned.

Appending the “objectName” to the “parentURI” shall
always produce a valid URI for the object.

continues on next page
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Table 109 — continued from previous page

Field Name

Type

Description

Requirement

parentID

JSON
string

Object ID of the parent container object
» For objects in a container, the “parent1D” field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “parentID” field does not
exist and shall not be returned.

Conditional

domainURI

JSON
string

URI of the owning domain

Mandatory

capabilitiesURI

JSON

URI to the capabilities for the object

Mandatory

Stritg

ompletion
— Status

JSON
string

A string indicating if the object is still in the process of being
created or updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or if an error occurred.

The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error’.

Mandatery

gercentComplete

JSON
string

A string indicating the percentage of completion if the
object is still in the process of bewing created or updated
by another operation.

* When the value of completionStatus.is
“Processing”, this field, if provided;‘shall indicate
the percentage of completion as/a numeric integer
value from 0 through 100.

* When the value of complefionStatus is
“Complete”, this field, if provided, shall contain the
value “100”.

* When the value of completionStatus is “Error”,
this field, if provided,‘may contain any integer value
from “0” through “100”.

Optional

fetadata

JSON
object

Metadata for the_queue object. This field includes any user
and data system metadata specified in the request body
metadata field,"along with storage system metadata
generated by the cloud storage system.

See Clapse 16 for a further description of metadata.

Mandatory

queueValues

JSON
string

Thé range of designators for enqueued values. Every
enqueued value shall be assigned a unique,
monotonically-incrementing positive integer designator,
starting from 0. If no values are enqueued, an empty string
shall be returned. If values are enqueued, the lowest
designator, followed by a hyphen (“-*), followed by the
highest designator shall be returned.
« This field shall only be provided when
completionStatus is “Complete” and when one
or more values are enqueued.

Mandatory

imetype

JSON
array of
JSON

SHHGS—

MIME types for each queue object value * The MIME types
of the values are returned, each corresponding to the value
in the same position in the JSON array. * This field shall

whaen I O ot
Reh

Optional

r
v e TcTrootaTe ST

“‘Complete” and when one or more values are enqueued.

continues on next page
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Table 109 — continued from previous page

Field Name

Type

Description

Requirement

valuerange

JSON
array of
JSON
strings

The range of bytes of the queue object values to be
returned in the value field

* The value ranges of the values are returned, each
corresponding to the value in the same position in
the JSON array.

« If a specific value range has been requested, the
entry in the valuerange field shall correspond to the
bytes requested. If the request extends beyond the
end of the value, the valuerange field shall indicate
the smaller byte range returned.

«_This field shall only be provided when

Optional

completionStatus is “Complete” and when one
or more values are enqueued.

Yaluetransfer
— encoding

JSON
array of
JSON
strings

The value transfer encoding used for each queue object
value. Two value transfer encodings are defined:

» “utf-8” indicates that the queue object value
contains a valid UTF-8 string, and it shall be
transported as a UTF-8 string in the value field.

* “base64” indicates that the queue object valu¢.may
contain arbitrary binary sequences, and it shall'be
transported as a base 64-encoded string.in the value
field.

* “Json” indicates that the queue object value contains
a valid JSON object, and the value field shall contain
a JSON object.

The value transfer encodings are returned, each
corresponding to the value in the same position in the
JSON array.

* This field shall only be provided when
completionStatuéis “Complete” and when one
or more values are’enqueued.

Optional

Yalue

JSON
array of
JSON
strings

The oldest enquenéed queue object values

* The values'in the JSON array are returned in order
from oldest to newest.

* Ifthevaluetransferencoding field indicates
WTF-8 encoding, the corresponding value field shall
contain a UTF-8 string using JSON escaping rules
described in RFC 4627 [5].

* Ifthe valuetransferencoding field indicates
base 64 encoding, the corresponding value field shall
contain a base 64-encoded string as described
in RFC RFC 4648 [19].

* Ifthe valuetransferencoding field indicates
JSON encoding, the corresponding value field shall
contain a JSON object.

* The value field shall not be provided when using
multi-part MIME.

* The value field shall only be provided when the
completionStatus field contains “Complete”.

Conditional

If individual fields are speciied In the GET request, only these fields are returned in the result body. Optional fields
that are requested but do not exist are omitted from the result body.
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11.4.7 Response status

The HTTP status codes that occur when reading a queue object using CDMI are described in Table 110.

Table 110: HTTP status codes - Read a queue object using CDMI

HTTP Status Description

200 OK The queue object content was returned in the response.

302 Found The resource is a reference to another resource.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

406 Not Acceptable The server is unable to provide the object in the content type specified.in th¢
Accept header.

11.4.8 Examples

EXAMPLE 1: GET to the queue object URI to read all fields of the queue object:

--> GET /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-queue

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-queue

<__

<-- {

<-- "objectType": "application/cdmi-queue",

<-- "objectID": "00007E7F00104BE66AB53A9572F9RS1E",
<-- "objectName": "MyQueue",

<-- "parentURI": "/MyContainer/",

<-- "parentID" : "00007ED900104F67307652BAC9A37C93",
<-= "domainURI": "/cdmi domains/MyDomain/",

<-- "capabilitiesURI": "/cdmi capabi\lities/queue/",
<-- "completionStatus": "Completels,

<-- "metadata": {},

<-= "queueValues": "1-1",

<-- "mimetype": [

<-- "text/plain"

<-- 1,

<== "valuerange": [

<-- "0-19"

<--= 1,

<-- "valuetransferencoding": [

<-- "utf-8"

<-- 1,

<-- "valuel”I

<-= "First’ Enqueued Value"

<-= ]

<--}

EXAMPLE:2:» GET to the queue object URI to read the value and queue items of the queue object:

=<3 GET /cdmi/2.0.0/MyContainer/MyQueue?valuesqueueValues HTTP/1.1
>—> Host: cloud.example.com

== ACCepl. dppllicatiol/cdnl=dgqueue

<-- HTTP/1.1 200 OK

<-- Content-Type: application/cdmi-queue
<—

<=={

<-- "queueValues" : "1-1",

<-- "value" : [

<-- "First Enqueued Value"

<-= 1

<--}

EXAMPLE 3: GET to the queue object URI to read the first five bytes of the value of the queue object:
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GET /cdmi/2.0.0/MyContainer/MyQueue?value:0-4 HTTP/1.1
Host: cloud.example.com
Accept: application/cdmi-queue

HTTP/1.1 200 OK
Content-Type: application/cdmi-queue

{
"value" : [
"First"

GET /cdmi/2.0.0/MyContainer/MyQueue?mimetype&valuerange&values=2 HTTP/1.1
Host: cloud.example.com
Accept: application/cdmi-queue

HTTP/1.1 200 OK
Content-Type: application/cdmi-queue

{

"mimetype" : [
"text/plain",
"text/plain"

]l

"valuerange" : [

"0-19",
"0-20"

]l

"value" : [

"First Enqueued Value",
"Second Enqueued Value"

AMPLE 5: GET to the queue object URI to read the queue object using multi-part MIME:

GET /cdmi/2.0.0/MyContainer/MyQueues HTTP/1.1
Host: cloud.example.com
Accept: multipart/mixed

<-- HTTP/1.1 200 OK
<-- Content-Type: multipart/mixed; boundary=gc0p4JqOM2Yt08j34cOp
<__
<-- --gc0p4JgOM2Yt087334cOp
<-- Content-Type: application/cdmi-queue
<—-
<--{
<-= "objectType!: "application/cdmi-queue",
<-- "objectID¥:) "00007ED9001035E14BD1BA70C2EE98FC",
<-- "objectName": "MyQueue",
<-- "parénfURI": "/MyContainer/",
<-= "parxentID" : " 00007ED90010C2414303B5C6D4F83170",
<-- "@omtainURI": "/cdmi domains/MyDomain/",
<-= "capabilitiesURI": "/cdmi capabilities/queue/",
<== YcompletionStatus": "Complete",
<= "metadata": {
¥ e
== I
== Jueuevarues Tt "I-2m,
<-= "mimetype": [
<-= "application/octet-stream",
<-- "application/octet-stream"
<-- 1,
<-- "valuerange": [
<__ "O_19",
<-- "0-36"
<-- 1,
<-= "valuetransferencoding": [
<-- "base64",
<-- "base64"
<-= 1
<--}

(continues on next page)
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(continued from previous page)

<-- --gc0p4Jgq0M2Yt08334cOp
<-- Content-Type: application/octet-stream
<-- Content-Transfer-Encoding: binary

<—
<-- <20 bytes of binary data>
<__

<-- --gc0p4JgOM2Yt08334cOp

<-- Content-Type: application/octet-stream
<-- Content-Transfer-Encoding: binary

<—-
<-- <37 bytes of binary data>
<__

<-- --gc0p4JgOM2Yt08334cOp--
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11.5 Update a queue object using CDMI

11.5.1 Synopsis

To update some or all fields in an existing queue object (excluding the enqueueing of values), the following request
shall be performed:

* PATCH <root URI>/<ContainerName>/<QueueName>
¢ PATCH <root URI>/<ContainerName>/<QueueName>?metadata=<metadataname>&. ..
* PATCH <root URI>/cdmi objectid/<QueueObjectID>

* PATCH <root URI>/cdmi objectid/<QueueObjectID>?metadata=<metadataname>&...

Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate containers.

* <QueueName> is the name of the queue object to be updated.

* <QueueObjectID> is the ID of the queue object to be updated.

11.5.2 Capabilities
Capabilities that indicate which operations are supported are shown in Table 111.

Table 111: Capabilities - Update a queue objeetusing CDMI

Capability Location Descfiption
dmi modify metadata Queue object Abijlity to modify the metadata of an existing
gueue object
dmi object access by ID System wide Ability to access the object by ID
capability

11.5.3 Request headers
THe HTTP request headers for updating a CDMI queue object using CDMI are shown in Table 112

Table 112: Request headers - Update a queue object Using CDMI

Hleader Type ] Description Requirement
ontent-Type Header - “application/cdmi-queue” Mandatory
string

11.5.4 Request/message body
THe request message body fields for updating a queue object using CDMI are shown in Table 113.

Table 113: Request message body - Update a queue object Using CDMI

i i@,Name Type Description Requirement
nmetadata ISOiN Metadateaforthequeneobject—tfpresent; therew Optiorat
object metadata specified replaces the existing object metadata.

If individual metadata items are specified in the URI, only
those items are replaced; other items are preserved. See
clause 16 for a further description of metadata.

domainURTI JSON URI of the owning domain Optional

string « If different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi_member privileges in Table 80).

« If not specified, the existing domain shall be
preserved.

continues on next page
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Table 113 — continued from previous page

Field Name

Type

Description

Requirement

deserialize

JSON
string

URI of a CDMI data object with a value that contains a
queue object serialized as specified in clause 15. The
serialized queue object shall be deserialized to update the
existing queue object.

« If the destination queue object URI and the source
serialized queue object URI both do not specify
individual fields, the destination queue object shall be
replaced with the contents of the serialized source
queue object, with the exception that the destination
queue values shall be preserved. See 11.7 to
deserailize enqueued items

Optional®

« If the destination queue object URI or the source
serialized queue object URI specifies individual
fields, only the fields specified shall be used to
update the destination queue object. If specified
fields are not present in the source, these fields shall
be ignored. If the value field is specified, it shall be
ignored.

« If the destination queue object URI and the source
serialized queue object URI both specify fields; an
HTTP status code of 400 Bad Request shalkbe
returned to the client.

If there are insufficient permissions to read thé-serialized
queue object at the source URI or update the ‘queue object
at the destination URI, or if the read operdtion fails, the
update shall return an HTTP status code of 400 Bad
Request, and the destination queug, object shall not be
updated.

opy

JSON
string

URI of a source CDMI queue object that shall be copied
into the existing destination quéue object.

« If the destination quete object URI and the copy
source queue object URI both do not specify
individual fields;the destination queue object shall be
replaced with¢the source queue object, with the
exception‘that the destination queue values shall be
preserved. See 11.7 to copy enqueued items.

« If the destination queue object URI or the copy
salirce queue object URI specifies individual fields,
only the fields specified shall be used to update the
destination queue object. If specified fields are not
present in the source, these fields shall be ignored. If
the value field is specified, it shall be ignored.

« If the destination queue object URI and the copy
source queue object URI both specify fields, an
HTTP status code of 400 Bad Request shall be
returned to the client.

If there are insufficient permissions to read the queue
object at the source URI or update the queue object at the
destination URI, or if the read operation fails, the update
shall return an HTTP status code of 400 Bad Request,
and the destination queue object shall not be updated.

Optional?

continues on next pag
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Table 113 — continued from previous page

4648 [19], that shall be deserialized to update the existing
queue object.

The object ID of the serialized queue object shall match the
object ID of the destination queue object. Otherwise, the
server shall return an HTTP status code of 400 Bad
Request.
« If the destination queue object URI does not specify
individual fields, the destination queue object shall be

Field Name Type Description Requirement
deserialize JSON A queue object serialized as specified in clause 15 and Optional®
— value string encoded using base 64 encoding rules described in RFC

reptaced-wittrthecontents of theseriatizedsource
queue object, with the exception that the destination
queue values shall be preserved. See 11.7 to
deserailize enqueued items.

« If the destination queue object URI specifies
individual fields, only the fields specified shall be
used to update the destination queue object. If
specified fields are not present in the source, these
fields shall be ignored. If the value field is specified, it
shall be ignored.

If there are insufficient permissions update the queue
object at the destination URI, the update shall return an
HTTP status code of 400 Bad Request, and.the
destination queue object shall not be updated.

11.5.5 Response header

THe HTTP response header for updating a CDMI queue objectiising CDMI is shown in Table 114

Table 114: Response header - Update a queue object Using CDMI

Hleader Type Description "~ Requirement
Jocation Header | The server shall respond with an absolute URI to which the | Conditional
string reference redirects if the object is a reference.

11.5.6 Response message body

A fesponse body can be provided.as per RFC 2616 [23].

11.5.7 Response status

Table 115 deseribes the HTTP status codes that occur when updating a queue object using CDMI.

Table 115: HTTP status codes - Update a queue object using CDMI

HTTP Status

Description

304" No Content

The data object content was returned in the response.

02</Found

The resource is a reference to another resource.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The operation conflicts with a non-CDMI access protocol lock or has caused

a state transition error on the server.

2 Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored.
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11.5.8 Examples

EXAMPLE 1: PATCH to the queue object URI to set new metadata:

--> PATCH /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-queue

__> {
-——> "metadata" : {

- }
-—> }

<-- HTTP/1.1 204 No Content

EXAMPLE 2: PATCH to the queue object URI to move six queue values from another queue:

--> PATCH /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-queue

-—> "move": "/MyContainer/SourceQueue?value:10-15"
- }

<-- HTTP/1.1 204 No Content
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11.6 Delete a queue object using CDMI

11

.6.1 Synopsis

To delete an existing queue object, along with all enqueued values, the following request shall be performed:

¢ DELETE <root URI>/<ContainerName>/<QueueName>

* DELETE <root URI>/cdmi objectid/<QueueObjectID>
Where:

* <root URI> is the path to the CDMI cloud.

11

(0F:

.6.2 Capability

O TT e T Name > 1S ZeT0 Or TToTE iTtermediate Comntaimers:
* <QueueName> is the name of the queue object to be deleted.
* <QueueObjectID> is the ID of the queue object to be deleted.

pabilities that indicate which operations are supported are shown in Table 116.

Table 116: Capabilities - Delete a queue object using CDMI

(

Capability Location

Description . .~

dmi delete queue Queue object

Ability to delete an existing queue object

dmi_ object access by ID System wide
capability

Ability to-access the object by ID

11

R

11

A

11

R

11

A

.6.3 Request header

quest headers can be provided as per RFC 2616 [23].

.6.4 Request message body

equest body can be provided as per RFEE€2616 [23].

.6.5 Response headers

.6.6 Response message body

esponse hody can be provided as per RFC 2616 [23].

sponse headers can be provided as per RFC 2616 [23].
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11.6.7 Response status

Table 117 describes the HTTP status codes that occur when deleting a queue object using CDMI.

Table 117: HTTP status codes - Delete a queue object Using CDMI

HTTP Status Description

204 No Content The queue object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has causeq
a state transition error on the server.

11.6.8 Example

EXAMPLE 1: DELETE to the queue object URI:

--> DELETE /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content

© ISO/IEC 2022 - All rights reserved 173


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

11.7 Enqueue a new queue object value using CDMI

11.7.1 Synopsis

To enqueue one or more values into an existing queue object, the following request shall be performed:
¢ POST <root URI>/<ContainerName>/<QueueName>
* POST <root URI>/cdmi objectid/<QueueObjectID>

Where:
* <root URI> is the path to the CDMI cloud.

TN

< ComtaimerName> s Zero ur more mtermediate contamers that atready exist, withromestastr(e 7 he-
tween each pair of container names.

* <QueueName> is the name of the queue object to be enqueued into.
* <QueueObjectID> is the ID of the queue object to be enqueued into.

11.7.2 Capabilities
C4qpabilities that indicate which operations are supported are shown in Table 118.

Table 118: Capabilities - Enqueue a new queue object value using CDMI

Capability Location Description 0\
dmi modify value Queue object Ability to_énqueue a value into an existing
queue.Object
dmi multipart mime System wide Abilityto modify a queue object using multi-part
capability MIME
dmi_ object access by ID System wide Ability to access the object by ID
capability

11.7.3 Request headers
The HTTP request headers for enqueuing a new. CDMI queue object value using CDMI are shown in Table 119

Table 119: Request‘headers - Enqueue a new queue object value using

CDMI
Hieader Type |- Description Requirement
ontent-Type Header 1" “application/cdmi-queue” or ‘multipart/mixed” Mandatory
string

If “multipart/mixed”, the first part shall contain a body
of content-type “application/cdmi-queue”, and the
subsequent parts shall contain the queue values as
described in 8.4.
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11.7.4 Request message body
The request message body fields for enqueuing a new queue object value using CDMI are shown in Table 120.

Table 120: Request message body - Enqueue a new queue object value
using CDMI

Field Name Type Description Requirement

mimetype JSON MIME type(s) of the data value(s) to be enqueued into the Optional
array of | queue object.

JSON « If this field is not included and multi-part MIME is not
strings being used, the value of “text/plain” shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the value of the “Content-Type”
header of the corresponding MIME part shall be
assigned as the field value.

* The same number of array elements shall be present
as is present in the value field, and the mimetype
field shall be associated with the value in the
corresponding position.

» This mimetype field value shall be converted to lewer
case before being stored.

opy JSON URI of a source CDMI data object or queue ebjéct from Optional®

string which the value shall be copied and enqueued.

« If a copy source object URI to a data object is
provided, the value, mimetype,-and
valuetransferencoding field values from the source
data object are used to engueue the new item into
the destination queue pbject.

+ If a copy source object'URI to a queue object is
provided, the corresponding value, mimetype, and
valuetransferencoding field values of the specified
number of enqlieued items in the source queue
object are copied to the destination queue object.

fove JSON URI of a source’ CDMI data object or queue object from Optional®

string which the value shall be moved and enqueued.

«_lf:a-move source object URI to a data object is
provided, the value, mimetype, and
valuetransferencoding field values from the source
data object are used to enqueue the new item into
the destination queue object, and the source data
object is atomically deleted.

« If a move source object URI to a queue object is
provided, the corresponding value, mimetype, and
valuetransferencoding field values of the specified
number of enqueued items in the source queue
object are transferred to the destination queue object
and atomically removed from the source queue
object.

continues on next pag
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Table 120 — continued from previous page

Field Name Type Description Requirement
valuetransfer JSON The value transfer encoding used for the queue object Optional
— encoding array of | value. Two value transfer encodings are defined:

JSON * “ut £-8” indicates that the queue object value

strings contains a valid UTF-8 string, and shall be

transported as a UTF-8 string in the value field.

* “base64” indicates that the queue object value may
contain arbitrary binary sequences, and shall be
transported as a base 64 encoded string in the value
field. Setting the contents of the queue object value
field to any value other than a valid base 64 string
shall result in an HTTP status code of 400 Bad
Request being returned to the client.

* “Json” indicates that the queue object value contains
a valid JSON object, and the value field shall contain
a JSON object. Setting the contents of the queue
object value field to any value other than a valid
JSOM object shall result in an HTTP status code of
400 Bad Request being returned to the client.

« If this field is not included and multi-part MIME is-not
being used, the value of “ut £-8" shall be assigned
as the field value.

« If this field is not included and multi-part MIME is
being used, the value of “ut £-8” shall be-assigned
as the field value if the “Content-Typ&” header of
the corresponding MIME part includes the charset
parameter as defined in RFC 2046 of “ut £-8” (e.g.,
“; charset=utf-8"). Othendise, the value of
“pase64” shall be assigned\as the field value. This
field applies only to the encoding of the value when
represented in JSON; the
“Content-Transfép-Encoding” header of the
part specifies thexencoding of the value within a
multi-part MIMErequest, as defined in RFC 2045 [9].

Jalue JSON Data to be enqueuted into the queue object. Optional®
array of « If this field is not included and multi-part MIME is
JSON being.used, the contents of the MIME parts shall be
strings dssigned as the field value.

<_Ifithe corresponding valuetransferencoding field
indicates UTF-8 encoding, the value shall be a
UTF-8 string escaped using the JSON escaping
rules described in RFC 4627 [5].

« If the corresponding valuetransferencoding field
indicates base 64 encoding, the value shall be first
encoded using the base 64 encoding rules as
described in RFC 4648 [19].

« If the corresponding valuetransferencoding field
indicates JSON encoding, the value shall contain a
JSON object.

3 Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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11.7.5 Response headers

Response headers can be provided as per RFC 2616 [23].

11.7.6 Response message body

A response body can be provided as per RFC 2616 [23].

11.7.7 Response status

Table 121 describes the HTTP status codes that occur when enqueuing a new queue object using

CDMI.
Table 121: HTTP status codes - Enqueue a new queue object value Using
CDMI
HTTP Status Description AV
304 No Content The new queue object values were enqueued.
400 Bad Request The request contains invalid parameters or field names:
401 Unauthorized The authentication credentials are missing or invalids
403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI.
409 Conflict The operation conflicts with a non-CDMI dccess protocol lock or has causeq
a state transition error on the server.

11.7.8 Examples

EXAMPLE 1: POST to the queue object URI a new value:

--> POST /cdmi/2.0.0/MyContainer/MyQueug, HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-gueue

-—> {
-=> "mimetype" : [

-——> "text/plain"

-—=> ] ’

-——> "value" : [

-—> "Value to Enqueue"
—> ]

-—> }

<-- HTTP/1.1 204~No Content

EXAMPLE 2: POST to'the queue object URI to copy an existing value:

--> POSTy»/cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> HOst% cloud.example.com

-—>¢Centent-Type: application/cdmi-object

-5

2> {

-—> "copy" : "/MyContainer/MyDataObject.txt"

>

<-- HTTP/1.1 204 No Content
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EXAMPLE 3: POST to the queue object URI to transfer 20 values from another queue object:

--> POST /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-—> "move" : "/MyContainer/FirstQueue?values=20"
—-_> }

<-- HTTP/1.1 204 No Content

EXAMPLE 4: POST to the queue object URI two new values:

== POST cdlnt LULU//MYyContalner/MyYueue H1TTE/ 1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-—>
-—> {

-—> "mimetype" : [
-=> "text/plain",
-—> "text/plain"
-=> 1,

-—> "value" : [

-—> "First",

-—> "Second"

—_> ]

—-_> }

<-- HTTP/1.1 204 No Content

i
oo

EXAMPLE 5: POST to the queue object URI two new values, one with base 64 transfer encoding and one with utf

trgnsfer encoding:
--> POST /cdmi/2.0.0/MyContainer/MyQueue HTTP/I1%D
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object
-—>
- {
-—> "mimetype": [
-—> "text/plain",
-——> "text/plain",
-—> "application/json"
-=> 1,
-—> "valuetransferencoding™ V[
-—> "utf-8",
-—> "baseo6d",
-—> "json"
-=> 1,
-—> "value": [
-—> "First",
-—> "U2Vib26dk"™,
—> {
—-—> “radde" : "test"
- }
<<= HTTP/1.1 204 No Content
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EXAMPLE 6: POST to the queue object URI the binary contents of two new values using multi-part MIME:

POST /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Content-Type: multipart/mixed; boundary=gcOp4JqgOM2Yt08j34cOp

--gc0p4Jg0M2Yt08534cOp
Content-Type: application/cdmi-queue

{}
--gc0p4Jg0M2Yt08534cOp

Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<20 bytes of binary data>
--gc0p4Jg0M2Yt08534cOp

Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<37 bytes of binary data>
--gc0p4Jg0M2Yt08j34cOp--

HTTP/1.1 204 No content

=m

AMPLE 7: POST to the queue object URI the mime types and binary contents of iwo new values using multi-pprt
IME:

POST /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Content-Type: multipart/mixed; boundary=gcOp4JqOM2Yt083j34cOp

--gc0p4Jg0M2Yt08334cOp
Content-Type: application/cdmi-queue

{
"mimetype" : [

"application/pdf",

"image/jpeg"
}
--gc0p4Jg0M2Yt08334cOp
Content-Type: application/octet-stream
Content-Transfer-Encéding: binary
<20 bytes of binaky,data>
--gc0p4Jg0M2Y¥t0834cOp
Content-Typ€sdpplication/octet-stream
Content-Tragsfer-Encoding: binary
<37 bytes of binary data>
-7900p4Jg0M2Yt08534cO0p--

HTTP/1.1 204 No content

© ISO/IEC 2022 - All rights reserved

179


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

11.8 Delete a queue object value using CDMI

11.8.1 Synopsis

To delete one or more of the oldest enqueued values in an existing queue, the following request shall be performed:
e DELETE <root URI>/<ContainerName>/<QueueName>?value
e DELETE <root URI>/<ContainerName>/<QueueName>?values=<count>
* DELETE <root URI>/<ContainerName>/<QueueName>?values=<range>

* DELETE <root URI>/cdmi objectid/<QueueObjectID>?value

o DERLETE ool UKL LUI[[L_OUJ ceCLL1d YuUceuceUD JeCl 1D~ 7vValues=<COUIIl
* DELETE <root URI>/cdmi objectid/<QueueObjectID>?values=<range>
Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate containers.

* <QueueName> is the name of the queue object to be deleted from.

* <QueueObjectID> is the ID of the queue object to be deleted from.

* <count> is the number of values, starting from the oldest, to be removed from\the queue object. If mqre
queue object entries are requested to be deleted than exist in the queue object; the count shall be considered
equal to the number of entries in the queue object.

* <range> is the lowest to highest numbers as found in the queueValues field that are to be removed fr¢gm
the queue object. The first range value shall be smaller or equal te-the lowest queue value. If the first range
value is smaller than the lowest queue value, the lowest existinggqueue value shall be used. If the first range
value is larger than the lowest queue value, an HTTP status.code of 400 Bad Request shall be returned
to the client. If the second range value is higher than the highest existing queue value, the highest existing
queue value shall be used, which allows for idempotent queue value deletion.

The “?value” suffix at the end of the queue resource URI shall*be included to distinguish the deletion of the oldgst
vajue from the deletion of the queue object itself, as described in 11.6 (which deletes all enqueued values).

11.8.2 Capabilities
Capabilities that indicate which operations‘are’supported are shown in Table 122.

Table 122: Capabilities - Delete a queue object value using CDMI

Capability ()" | Location Description
dmi modify value Queue object Ability to delete a value from an existing queue
object
dmi object access’by ID System wide Ability to access the object by ID
capability

11.8.3 Request header

Rgquest headers can be provided as per RFC 2616 [23].
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11.8.4 Request message body

A request body can be provided as per RFC 2616 [23].

11.8.5 Response headers

Response headers can be provided as per RFC 2616 [23].

11.8.6 Response message body

A

11

T4

esponse body can be provided as per RFC 2616 [23].

.8.7 Response status
ble 123 describes the HTTP status codes that occur when deleting a queue object value using EDMI.

Table 123: HTTP status codes - Delete a queue object value using CDMI

H

HTTP Status

Description RN\

04 No Content

The queue object value was successfully deleted.

00 Bad Request

The request contains invalid parameters or, field’/names.

01 Unauthorized

The authentication credentials are missing-or invalid.

03 Forbidden

The client lacks the proper authorization to perform this request.

04 Not Found

The resource was not found at thespecified URI.

09 Conflict

The operation conflicts with a non-CDMI access protocol lock or has causeq
a state transition error on the.server.

11

.8.8 Examples

AMPLE 1: DELETE to the queue object URI valueto delete the oldest enqueued value:

--> DELETE /cdmi/2.0.0/MyContaindr/MyQueue?value HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content

AMPLE 2: DELETE to the queue object URI value to remove the ten oldest values:

--> DELETE /cdmi/2.0n0/MyContainer/MyQueue?values=10 HTTP/1.1
--> Host: cloud.eéxample.com

<-- HTTP/1.1¢204 No Content

AMPLE 3: DELETE to the queue object URI value to remove queue values 10 through 19:

--> DELETE /cdmi/2.0.0/MyContainer/MyQueue?values=10-19 HTTP/1.1
-—>¢Hest: cloud.example.com

<<=+ HTTP/1.1 204 No Content
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Clause 12

C - :

U

1]

C4
all

Al

M q

Th

sing CDMI

p.1 Overview

hpabilities” field contains specific capability items.
AMPLE 1: CDMI capability object

CDMI servers shall support capabilities and the ability for CDMI clients to read capabilities.

pability objects indicate what specific functionality and operations are supported\by a given CDMI server, ahd
bw CDMI clients to discover what subset of this International Standard is implémented.

ch CDMI capability object is represented as a JSON object, containing,ene or more “fields”. For example, the

{

"objectName": "cdmi capabilities/",
"parentURI": "/",

"capabilities™: {
"cdmi domains": "true",
"cdmi export nfs": "true!l
"cdmi export iscsi": 'ftrue",
"cdmi queues": "true!,
"cdmi notification®s "true",
"cdmi query": "tzue',
"cdmi metadata-maxsize": "4096",
"cdmi metadata maxitems": "1024"
}l
"childrenrange®:"0-3",
"children" »~ [
"domain/Al,
"contagner/",
"datadbject/",
"gquehie/"
]
}

"objectType": "application/cdmi-capabilityl"
"objectID": "00007E7F00104BE66AB53A9572KIF51E",

"parentID": "00007E7F0010128E42D87EE34F5A6560",

e‘meaning, use, and permitted values of each field is described in 12.3.

182
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12.2 Capability object details

12.2.1 Capability object addressing

Capability objects are addressed in CDMI in two ways:

» by name (e.g. https://cloud.example.com/cdmi/2.0.0/cdmi_ capabilities/);and

* by ID (e.g. https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/
< 00007E7F00104BE66AB53A9572F9F51E/).

Every capability object has a single, globally-unique object ID that remains constant for the life of the object. Each

ca

pability object may also have one or more URI addresses that allow the capability object to be accessed.

Wi
of
/q
h{

Fg

If

tps://snia.example.com/cdmi/2.0.0/cdmi cabilities/.

llowing the URI conventions for hierarchical paths, capability URIs shall consist of one or more capability na

thIt are separated by forward slashes (“/”) and that end with a forward slash (“/”).

request is performed against an existing capability resource and the trailing slash at the end of'the URI is omitt

nen a capability object is addressed via more than one unique URIs, all operations may be performed through,gny
these URIs. For example, a capability object may be accessible via multiple virtual hosting paths, where https|: /
loud.example.com/cdmi/2.0.0/users/snia/cdmi/cdmi_capabilities/ is also accessible.through

S

d,
er

ity

n-

the server shall respond with an HTTP status code of 301 Moved Permanently. Inadditien, a Location head
containing the URI with the trailing slash added shall be returned.
Capabilities may also be nested.
EXAMPLE 2: The following URI represents a nested capability:
https://cloud.example.com/cdmi/2.0.0/cdmi capabilities/container/
A pested capability has a parent capability object, and shall be includedin the children field of the parent capabi
object.
12.2.2 Capability object fields
Every CDMI object (excluding capability objects) includes\a server-generated “capabilitiesURI” field that cq
tains the URI of the capabilities object that describes which operations are permitted for that CDMI object.
Fig. 8 (shown on the next page) shows the hierarchy of capabilities and shows how the capabilitiesURI links data
objects, container objects, queue objects and.domain objects into the capabilities tree.
“ Root URI capabilitiesURl | «cami_cababilities/*
mydamain/ capabilitiesURI “domain/“
fhycontainer/ capabilitiesUR “container/*
. iliti RI .
mygoldcontainer/ capabilitiesV “gold_container/*
mydataobject capabilitiesURI
“dataobject/*
myimmutabledataobject capabilitiesUR|
“immutable/*
capabilitiesURI
myqueue
Fig. 8: Hierarchy of capabilities
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System-wide capabilities are described by the root capabilities object, which is accessible at “<root URI>/
cdmi capabilities/”.

Capabilities cannot be altered by clients, but may be changed by the CDMI server to reflect configuration changes
or operational changes. For example, if a CDMI server is upgraded or reconfigured, additional capabilities may
become present, or existing capabilties may no longer be present. In practice, capabilities rarely change, and a
client can assume that they shall remain constant for the duration of a client-server HTTP/HTTPS session.

Cloud clients should use capabilities to discover what operations are supported. If an operation is attempted on a
CDMI object that does not have a corresponding capability, an HTTP status code of 400 Bad Request shall be
returned to the client.

The capabilities defined as part of this International Standard are described starting in 12.2.7. Vendor-defined

capabilities not specified in this International Standard shall not start with “cdmi_”".

12.2.3 Capability object metadata

Capability objects do not have metadata.

12.2.4 Capability object access control

Capability objects are not subject to CDMI ACLs. Any authenticated CDMI client shalkbe capable of reading|all
C43pability objects’ .

Capabilities may differ from the operations permitted by an Access Control List (ACL) (see 17.1) associated wjith
a given object. For example, a read-only cloud may not permit write accesso“a container or object, despite the
preésence of an ACL allowing write access.

12.2.5 Queue object consistency

C4qpabilitiy objects are read-only.

12.2.6 Capability object representations

THe representations in this clause are shown.using JSON notation. Both clients and servers shall support UTH-8
JYON representation. The request and respanse body JSON fields may be specified or returned in any order, wjith
the¢ exception that, if present, for capability objects, the “childrenrange” and “children fields” shall appgar
lagt and in that order.

' A CDMI Server may filter the visibility of capability objects and/or capability items for security purposes, for example, to prevent the
client discovery of the names and characteristics of classification levels above the client’'s maximum classification level. Such filtering is
out of scope of this International Standard.

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

12.2.7 Cloud storage system-wide capabilities

Table 124 defines the system-wide capabilities in a cloud storage system. These capabilities, which are found in
the capabilities object, are referred to by the root URI (root capabilities).

Table 124: System-wide capabilities

Capability name Type Definition
cdmi domains JSON string If present and “t rue”, the CDMI server supports
domains.

If not present, the domainURI field shall not be
present in response bodies and the “cdmi_domains”
UR; Dild“ IIUt IUC pIUbUIIt. I

dmi_export smb JSON string If present and “true”, the CDMI server supports-SM
exports.

dmi_ dataobjects JSON string If present and “true”, the CDMI server supports data
objects.

dmi_export iscsi JSON string If present and “true”, the CDMI seryersupports
iSCSI exports.

dmi_export nfs JSON string If present and “true”, the CDMI server supports NF$
protocol exports.

dmi export occi iscsi JSON string If present and “t rue”, the-€DMI server supports
OCCI/iSCSI exports.

dmi_export webdav JSON string If present and “t rue’, thie CDMI server supports
WebDAV exports.

dmi metadata maxitems JSON string If present, this.Capability indicates the maximum
number of user-defined metadata items supported
per object.

If not present, there is no limit placed on the number
of user-defined metadata items.

dmi metadata maxsize JSON string If present, this capability indicates the maximum size
in bytes, of each user-defined metadata item
supported per object.

If not present, there is no limit placed on the size of
user-defined metadata items.

dmi metadata maxtotalsize JSON-string If present, this capability indicates the maximum size
in bytes, of user-defined metadata supported by the
CDMI server.

If not present, there is no limit placed on the size of
user-defined metadata.

dmi notification JSON string If present and “true”, the CDMI server supports
notification queues.
dmi logging JSON string If present and “true”, the CDMI server supports
logging queues.
dmi query JSON string If present and “true”, the CDMI server supports
query queues.
dmi querw\(regex JSON string If present and “true”, the CDMI server supports
query with regular expressions.
dmi, gwery contains JSON string If present and “true”, the CDMI server supports
query with “contains” expressions.
dm —quer _f;ar\rq ISON ering If prpsent and “t r1e” the CDMI server snpp[][:[s
query with tag-matching expressions.
cdmi_query value JSON string If present and “true”, the CDMI server supports
query of value fields.
cdmi_queues JSON string If present and “true”, the CDMI server supports
queue objects.
cdmi_security access _control| JSON string If present and “true”, the CDMI server supports
ACLs. See 12.2.9 for additional information.
cdmi_security data integrity| JSON string If present and “true”, the CDMI server supports data
integrity/authenticity. See 12.2.9 for additional
information.

continues on next page
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Table 124 — continued from previous page

Capability name Type Definition
cdmi_ security encryption JSON string If present and “true”, the CDMI server supports data
at-rest encryption. See 12.2.9 for additional
information.
cdmi_security immutability JSON string If present and “true”, the CDMI server supports data
immutability/retentions. See 12.2.9 for additional
information.
cdmi security sanitization JSON string If present and “true”, the CDMI server supports
data/media sanitization. See 12.2.9 for additional
information.
cdmi serialization json JSON string If present and “true”, the CDMI server supports
JSON as a serialization format.
dmi snapshots JSON string If present and “true”, the CDMI server supports
snhapshots.
dmi references JSON string If present and “true”, the CDMI server supports
references.
dmi object move from local | JSON string If present and “true”, the CDMI server.supports

moving CDMI objects from URIs within the same
storage system.

dmi object move from remote| JSON string If present and “t rue”, the CDMVF server supports
moving CDMI objects from~URIs within other CDMI
storage systems.

dmi object move from ID JSON string If present and “true’, the CDMI server supports
moving CDMI objects*without a path from a
/cdmi_objectid/ URI within the same storage
system. This‘effectively adds a path, allowing the
object to beaccessed by ID and by path.

dmi object move to ID JSON string If presentand “t rue”, the CDMI server supports
moving.CDMI objects with a path to a

/cdmi objectid/ URI within the same storage
system. This effectively removes the path, leaving th
object only accessible by ID.

dmi object copy from local | JSON string If present and “t rue”, the CDMI server supports
copying CDMI objects from URIs within the same
storage system.

dmi object copy from remote| JSONstring If present and “true”, the CDMI server supports
copying CDMI objects from URIs within other CDMI
storage systems.

dmi object access by ID JSON string If present and “true”, the CDMI server supports
accessing, updating, and deleting objects through
/cdmi_objectid/.

dmi post dataobjectyby ID JSON string If present and “true”, the CDMI server supports
adding a new data object by ID via POST to
“/cdmi_objectid/”.

dmi post quege, by ID JSON string If present and “t rue”, the CDMI server supports
adding a new queue object by ID via POST to
“/cdmi_objectid/”.

dmi deserialize dataobject | JSON string If present and “true”, the CDMI server supports
4> by ID deserializating serialized data objects when creating
a new data object by ID via POST to
“/cdmi_objectid/”.
dmili_deserlallze Jqueue Dy 1D[ JOUN bllillg Inrpreselit arid true , e CUNIT selfvel SUPPOTtsS
deserializating serialized queue objects when
creating a new queue object by ID via POST to
“/cdmi_objectid/”.

o

cdmi_ serialize dataobject JSON string If present and “true”, the CDMI server supports

— to_ID serializing data objects when creating a new data
object by ID via POST to “/cdmi_objectid/”.

cdmi serialize domain to ID | JSON string If present and “t rue”, the CDMI server supports

serializing domain objects when creating a new data
object by ID via POST to “/cdmi_objectid/"

continues on next page
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Table 124 — continued from previous page

Capability name Type Definition
cdmi serialize container JSON string If present and “t rue”, the CDMI server supports
— to_ID serializing container objects when creating a new
data object by ID via POST to “/cdmi_objectid/”.
cdmi_serialize queue to ID JSON string If present and “true”, the CDMI server supports
serializing queue objects when creating a new data
object by ID via POST to “/cdmi_objectid/”.
cdmi copy dataobject by ID JSON string If present and “true”, the CDMI server supports
copying an existing data object when creating a new
data object by ID via POST to “/cdmi_objectid/”.
cdmi copy queue by ID JSON string If present and “true”, the CDMI server supports
copying an existing queue object when creating a
new queue object by ID via POST to
“/cdmi_objectid/”.
dmi create reference by ID | JSON string If present and “true”, the CDMI server supports
creating a new reference via POST to
“/cdmi_objectid/”.
dmi copy dataobject JSON string If present and “true”, the CDMI seryer supports the
— from queue ability to copy to a data object from a queue object.
dmi multipart mime JSON string If present and “true”, the COML Server supports
storing and retrieving the yvalue of data and queue
objects using multi-part-MIME.
dmi create value range JSON string If present and “t rue”,\the CDMI server supports a
— by ID new data object’s value to be created with byte
ranges through¢’/cdmi objectid/”.
dmi dac JSON string If present and “t rue”, the CDMI server supports
delegated access control.
dmi dac_methods JSON array If presentythis capability contains a list of URI
of JSON schemes supported for DAC URIs, as specified in thd
strings IANAJURI Schemes registry.
The following schemes shall be supported:
* “https” — mandatory for all DAC
implementations
The following schemes may be supported:
+ “http” — optional for DAC implementations
* “mailto” — optional for DAC implementations
dmi_enc_ cms JSON string If present and “t rue”, the CDMI server supports
operations against the contents of CMS encrypted
objects.
dmi_enc jwe JSON string If present and “true”, the CDMI server supports
operations against the contents of JWE encrypted
objects.
dmi_enc_inplace JSON string If present and “t rue”, the CDMI server supports
operations to encrypt and decrypt objects in place,
including updates.
dmi enc aecess JSON string If present and “true”, the CDMI server supports
operations to decrypt objects on access.
dmi_ cfisdencryption JSON array If present, this capability lists which CMS
of JSON ContentEncryptionAlgorithmIdentifier
strings encryption algorithms are supported for operations
against the contents of CMS encrypted objects
cdmi_cms digest JSON array If present, this capability lists which CMS
of JSON MessageAuthenticationCodeAlgorithm digest
strings algorithms are supported for operations against the
contents of CMS encrypted objects.
cdmi_cms_signature JSON array If present, this capability lists which CMS
of JSON SignatureAlgorithmIdentifier signature
strings algorithms are supported for operations against the

contents of CMS encrypted objects.
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Table 124 — continued from previous page

Capability name Type Definition
cdmi jwe enc JSON array If present, this capability lists which JOSE “enc”
of JSON encryption algorithms are supported for operations
strings against the contents of JWE encrypted objects, as
defined in RFC 7518 [15].
cdmi jwe alg JSON array If present, this capability lists which JOSE “a1g”
of JSON encryption algorithms are supported for operations
strings against the contents ofJIWE encrypted objects, as
defined in RFC 7518 [15].
cdmi jws_alg JSON array If present, this capability lists which JOSE “a1g”
of JSON encryption algorithms are supported for operations
Strings againstthecontents of WS sigrmatures, asdefimed
RFC 7518 [15].
dmi valuetransferencoding_ | JSON string If present and “true”, the CDMI server suppofts
45 json JSON value transfer encodings.
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12.2.8 Storage system metadata capabilities

Table 125 defines the capabilities for storage system metadata in a cloud storage system. These capabilities are
found in the capabilities objects for domain objects, data objects, container objects, and queue objects. See 16.2
for a description of these storage system metadata items.

Table 125: Capabilities for storage system metadata

Capability name Type Definition

cdmi_acl JSON string If present and “true”, the CDMI server supports
ACLs. When a CDMI implementation supports ACLs
for the purpose of access control, the system-wide
capability of cdmi security access control
specified in 12.2.7 of 12.2.7 shall also be set to

“true”.

If not present, there is no support for ACL-based
access control.

dmi_size JSON string If present and “true”, the CDMI servershall generat
a cdmi_size storage system metadata’for each
stored object.

dmi ctime JSON string If present and “t rue”, the CDMkserver shall generat
a cdmi_ctime storage system/metadata for each
stored object.

dmi_atime JSON string If present and “t rue”, the CDMI server shall generat
a cdmi_atime storage system metadata for each
stored object.

dmi mtime JSON string If present and~“tcue”, the CDMI server shall generat
a cdmi_miinme’/storage system metadata for each
stored object.

dmi_acount JSON string If presentand “true”, the CDMI server shall generat
a cdmi’ acount storage system metadata for each
stored object.

dmi mcount JSON string If present and “t rue”, the CDMI server shall generat
a cdmi_mcount storage system metadata for each
stored object.

D

4

%

o

D

4

dmi dac_uri JSON strihg If present and “true”, the CDMI server supports
delegated access control metadata.

dmi dac certificate JSON string If present and “t rue”, the CDMI server supports
delegated access control metadata.

dmi_enc_signature JSON string If present and “t rue”, the CDMI server shall generatg

a cdmi_signature storage system metadata for
each stored object when a corresponding sign id
data system metadata item is present.

dmi version object JSON string If present and “t rue”, the CDMI server shall generatg
acdmi version object storage system metadata
for each version-enabled data object and data object]
version.

dmi_versienicurrent JSON string If present and “t rue”, the CDMI server shall generat
acdmi_version current storage system
metadata for each version-enabled data object and
data object version.

%

dmi Wersion oldest JSON array If present and “t rue”, the CDMI server shall generatg
of JSON acdmi version oldest storage system metadata
strings for each version-enabled data object and data object

version.
cdmi_version parent JSON string If present and “t rue”, the CDMI server shall generate

acdmi version parent storage system metadata
for each data object version that has a previous

version.
cdmi version children JSON array If present and “t rue”, the CDMI server shall generate
of JSON acdmi_version children storage system
strings metadata for each data object version.
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12.2.9 Data system metadata capabilities

Table 126 defines the capabilities that indicate which data system metadata items are interpreted for objects stored
in a cloud storage system. These capabilities are found in the capabilities objects for domains, data objects, con-
tainers, and queues. See 16.3 for a description of the meaning of the corresponding data system metadata items.

Table 126: Capabilities for data system metadata

Capability name

Type

Definition

cdmi assignedsize

JSON string

If present and “true”, the CDMI server supports the
cdmi_ assignedsize data system metadata as
defined in 16.3.

i nresent-the CDMl server supnorts-the
g T PP

ot o o
C’dm"i ’171» an now

ISON_strina
)

cdmi_data_ redundancy data system metadata as
defined in 16.3. The value of the capability shall'be
set to a positive numeric string representing the
maximum value that the server supports.

dmi data dispersion

JSON string

If present and “true”, the CDMI server, supports the
cdmi data dispersion data system/metadata as
defined in 16.3.

dmi data retention

JSON string

If present and “true”, the CDMI server supports both
the cdmi_retention_idahd

cdmi retention perjoddata system metadata
as defined in 16.3.

dmi data autodelete

JSON string

If present and “true’, the CDMI server supports the
cdmi_data_autodelete data system metadata as
defined in 16.3¢

dmi data holds

JSON string

If present and\‘t rue”, the CDMI server supports the
cdmi_hold\ id data system metadata as defined in
16.3.

When a cloud storage system supports holds for the
purpose of making data immutable, the system-wide
capability of cdmi_security immutability
specified in Table 124 of 12.2.7 shall be present and
set to “true”.

dmi encryption

JSON array
of JSON
strings

If present, the CDMI server supports the
cdmi_encryption data system metadata as
defined in 16.3.

When present, this capability shall contain one or
more JSON strings, each string corresponding to an
algorithm/mode/length value as described in the
cdmi_encryption data system metadata in 16.3.

When a cloud storage system supports at-rest
encryption, the system-wide capability of
cdmi_security encryption specified in Table
124 of 12.2.7 shall be present and set to “true”.

dmi geographi¢ placement

JSON string

If present and “true”, the CDMI server supports the
cdmi_geographic placement data system
metadata as defined in 16.3.

dmi immediate redundancy

JSON string

If present, the CDMI server supports the
cdmi_immediate redundancy data system
metadata as defined in 16.3.

—

\VAV': ICTT PITOCTI It, t: I;b uapa'm:lty D: |a“ CUI Itdil L= Otl ;I Iy bS]
to a positive numeric string representing the
maximum value that the server supports.

cdmi infrastructure
— redundancy

JSON string

If present, the CDMI server supports the
cdmi_infrastructure redundancy data system
metadata as defined in 16.3.

When present, this capability shall contain a string set
to a positive numeric string representing the
maximum value that the server supports.
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Table 126 — continued from previous page

Capability name

Type

Definition

cdmi latency

JSON string

If present and “true”, the CDMI server supports the
cdmi_latency data system metadata as defined in
16.3.

cdmi RPO

JSON string

If present and “true”, the CDMI server supports the
cdmi_RPO data system metadata as defined in 16.3.

cdmi RTO

JSON string

If present and “true”, the CDMI server supports the
cdmi_ RTO data system metadata as defined in 16.3

cdmi sanitization method

JSON array
of JSON
strings

If present, the CDMI server supports the
cdmi_sanitization method data system
metadata as defined in 16.3.

When present, this capability shall contain one or
more JSON strings, each string corresponding.io la
sanitization method as described in the
cdmi_sanitization method data system
metadata in 16.3.

When a cloud storage system supports-sanitization,
the system-wide capability of

cdmi_ security sanitization specified in Table
124 of 12.2.7 shall be present@and set to “true”.

dmi throughput

JSON string

If present and “true”, thg"GDMI server supports the
cdmi_throughput data system metadata as defined in
16.3.

dmi value hash

JSON array
of JSON
strings

If present, the CDMUserver supports the
cdmi_value_hash data system metadata as defined i
16.3.

When présent, this capability shall contain one or
more ¢SON strings, each string corresponding to an
algarithm/length value as described in the

¢dmi” value hash data system metadata in 16.3.

=y

When a cloud storage system supports value
hashing, the system-wide capability of
cdmi_security data_ integrity specified in
Table 124 of 12.2.7 shall be present and set to

“true”.

dmi enc key id

JSON string

When the cloud storage system supports the
cdmi_enc_key id data system metadata as
defined in clause 16.3, the cdmi_enc_key id
capability shall be present and set to the string value
“true”. When this capability is absent, or present angl
set to the string value “false”, cdmi enc key id
data system metadata shall not be used.

dmi enc value sigm id

JSON string

When the cloud storage system supports the
cdmi_enc_value_sign_id data system metadata
as defined in clause 16.3, the

cdmi_enc_value_ sign_id capability shall be
present and set to the string value “true”. When thig
capability is absent, or present and set to the string
value “false”, cdmi_enc _value sign iddata
system metadata shall not be used.

dmd) enc value verify id

JSON string

When the cloud storage system supports the

(,(lIIlJ__EIl(,_ al ue_ eJ’.J.J.y_J_U Uldld bybi.UllI
metadata as defined in clause 16.3, the
cdmi_enc_value verify id capability shall be
present and set to the string value “t rue”. When this
capability is absent, or present and set to the string
value “false”, cdmi enc value verify iddata
system metadata shall not be used.

© ISO/IEC 2022 - All rights reserved

continues on next page

191


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

Table 126 — continued from previous page
Capability name Type Definition
cdmi enc_object sign id JSON string When the cloud storage system supports the
cdmi enc_object sign id data system
metadata as defined in clause 16.3, the
cdmi_enc_object sign_id capability shall be
present and set to the string value “t rue”. When this
capability is absent, or present and set to the string
value “false”, cdmi enc object sign iddata
system metadata shall not be used.

cdmi enc object verify id JSON string When the cloud storage system supports the

cdmi enc_object verify id data system
meotadataas-defiredinctausa 0 2 the
cdmi_enc_object verify id capability shall®e
present and set to the string value “true”. When fthis
capability is absent, or present and set to the string
value “false”, cdmi enc object verify’id
data system metadata shall not be used.

dmi_versioning JSON array If present, this capability indicates that the cloud
of JSON storage system shall support versioning of data
strings objects and contains a list of which versioning
behaviors are supported. The following values are
defined:

+ “value” indicates that.the system shall support
the versioning of the object value.

+ “user” indicates, that the system shall support
the versioning’of the object value and user
metadata,

+ “all” indieates that the system shall support the
versioning of all updates made to a data object.

When¢present, the system shall support the following
storage'system metadata: cdmi_version object
cdmi” version current,

cdmi version oldest, cdmi version parent]
and cdmi_version children as indicated by the
corresponding storage system metadata capabilities.

dmi versions count JSON string If present, this capability specifies the maximum
number of historical versions that may be specified. |
absent, restrictions on the number of historical
versions specified shall be ignored.

dmi version age JSON string If present, this capability specifies the maximum age
of historical versions that may be specified. If absent
restrictions on the age of historical versions specified
shall be ignored.

dmi versions size JSON string If present, this capability specifies the maximum total
size of historical versions that may be specified. If
absent, restrictions on the size of historical versions
specified shall be ignored.

=
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Table 127 defines the capabilities for data objects in a cloud storage system.

Table 127: Capabilities for data objects

Capability name

Type

Definition

cdmi read value

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to read the
object’s value.

cdmi read value range

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to read the

obiect's-value-with-bvte ranges.
) Y )

dmi read metadata

JSON string

If present and “t rue”, this capability indicates that th
CDMI server shall support the ability to read the
object’'s metadata.

4

dmi modify value

JSON string

%

If present and “t rue”, this capability indicates that th
CDMI server shall support the ability teymodify the
object’s value.

dmi modify value range

JSON string

If present and “t rue”, this capability indicates that th
CDMI server shall support the-ability to modify the
object’s value with byte ranges.

4

dmi modify metadata

JSON string

%

If present and “t rue”, this capability indicates that th
CDMI server shall support the ability to modify the
object’'s metadata.

dmi modify deserialize
— dataobject

JSON string

If present and “zrue’, this capability indicates that th
CDMI server shall support the ability of the data
object to deserialize a serialized data object into the
data object as an update.

4

dmi delete dataobject

JSON string

4

If presentand “t rue”, this capability indicates that th
CDMI server shall support the ability to delete the
object.
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12.2.11 Container object capabilities
Table 128 defines the capabilities for containers in a cloud storage system.

Table 128: Capabilities for container objects
Capability name Type Definition

cdmi_list children JSON string If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to list the
container’s children.

cdmi list children range JSON string If present and “true”, this capability indicates that the
CDMI server shall support the ability to list the

container's-childrenwith- ranaess.
g

dmi read metadata JSON string If present and “t rue”, this capability indicates that th
CDMI server shall support the ability to read the
container’s metadata.

dmi modify metadata JSON string If present and “t rue”, this capability indicates that th
CDMI server shall support the ability teymodify the
container’s metadata.

dmi modify deserialize JSON string If present and “t rue”, this capability indicates that th
— container CDMI server shall support the-ability of the container
object to deserialize a serializéd container object intg
the container object as ar update.

dmi_snapshot JSON string If present and “t rue”, this capability indicates that th
CDMI server shall stipport the ability of the container
object to create a new snapshot.

dmi_ serialize dataobject JSON string If present and-“txue”, this capability indicates that th
CDMI servenshall support the ability to serialize a
data object.

dmi_serialize container JSON string If presentand “t rue”, this capability indicates that th
CDMI server shall support the ability to serialize the
container and all children’s contents.

dmi_serialize queue JSON string If present and “true”, this capability indicates that th
CDMI server shall support the ability to serialize a
queue object.

dmi_serialize domain JSON string If present and “t rue”, this capability indicates that th
CDMI server shall support the ability to serialize the
domain and all child domains.

dmi deserialize container JSON string If present and “t rue”, this capability indicates that th
CDMI server shall support the ability of the container,
to deserialize the serialized containers and
associated serialized children into the container.

dmi_ deserialize queue JSON string If present and “t rue”, this capability indicates that th
CDMI server shall support the ability of the container
to deserialize the serialized queue objects into the
container.

dmi deserialize dataobject | JSON string If present and “true”, this capability indicates that th
CDMI server shall support the ability of the container,
to deserialize the serialized data objects into the
container.

dmi, €¢reate dataobject JSON string If present and “true”, this capability indicates that th
CDMI server shall support the ability of the container,
to add a new data object.

cdmi_post dataobject JSON string If present and “t rue”, this capability indicates that the
CDMI server shall support the ability of the container
to add a new data object via POST.

cdmi_post queue JSON string If present and “t rue”, this capability indicates that the
CDMI server shall support the ability of the container
to add a new queue object via POST.

cdmi_create container JSON string If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to create a new
container object via PUT.

4
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Table 128 — continued from previous page

Capability name

Type

Definition

cdmi create queue

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to create new
queue objects..

cdmi create reference

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to create a new
child reference via PUT.

cdmi export container smb

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to export a
container as a file system via SMB.

cdmi export container nfs

JSON string

If present and “t rue”, this capability indicates that the

CDMI server shall support the abllity to export a
container as a file system via NFS.

dmi export container iscsi

JSON string

If present and “t rue”, this capability indicates, that th
CDMI server shall support the ability to export.a
container as a file system via iSCSI.

%

dmi export container occi

JSON string

If present and “t rue”, this capability,indicates that th
CDMI server shall support the ability to export a
container as a file system via OCCI.

o

dmi export container webdav

JSON string

If present and “t rue”, this capability indicates that th
CDMI server shall support-the ability to export a
container as a file system.via WebDAV.

%

dmi delete container

JSON string

If present and “t rue”,this capability indicates that th
CDMI server shall support the ability to delete a
container.

o

dmi move container

JSON string

If present and “t rue”, this capability indicates that th
CDMI server shall support the ability to move a
containerobject into a container.

%

dmi copy container

JSON string

If present and “t rue”, this capability indicates that th
CDMTJ server shall support the ability to copy a
container object into a container.

o

dmi move dataobject

JSON string

If present and “t rue”, this capability indicates that th
CDMI server shall support the ability to move a data
object into a container.

N

dmi copy dataobject

JSON string

o

If present and “t rue”, this capability indicates that th
CDMI server shall support the ability to copy a data
object into a container.

dmi create value range

JSON string

%

If present and “t rue”, this capability indicates that th
container allows a new data object’s value to be
created with byte ranges.
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12.2.12 Domain object capabilities

Table 129 defines the capabilities for domains in a cloud storage system. (All capabilities refer to what may be done
via CDMI content-type operations.

Table 129: Capabilities for domain objects

Capability name Type Definition

cdmi create domain JSON string If present and “true”, this capability indicates that the
CDMI server shall support the ability to add a new
subdomain.

cdmi_delete domain JSON string If present and “t rue”, this capability indicates that the
CDMlLservaershall cnppnr} the. thlihj/ i 7a) rlnlnfe 2
domain.

dmi move domain JSON string If present and “t rue”, this capability indicates thatthe
CDMI server shall support the ability to mové a
domain.

dmi domain_ summary JSON string If present and “t rue”, this capability indicates that the

CDMI server shall support the ability to'support
domain summaries.

dmi domain members JSON string If present and “true”, this capability indicates that th
CDMI server shall support the‘ability to support
domain user management.

dmi list children JSON string If present and “t rue”, this capability indicates that th
CDMI server shall stipport the ability to list the
domain’s children.

dmi read metadata JSON string If present and~“txue”, this capability indicates that th
CDMI servenshall support the ability to read the
domain’ssmetadata.

dmi modify metadata JSON string If presentand “t rue”, this capability indicates that th
CDMI server shall support the ability to modify the
demain’s metadata.

%4

4

%

4

dmi modify deserialize JSON string If present and “true”, this capability indicates that the

— domain CDMI server shall support the ability to deserialize a
serialized domain object into the domain object as ar
update.

dmi_ copy domain JSONLstring If present and “true”, this capability indicates that the

CDMI server shall support the ability to copy the
domain (via PUT) to another URI.

dmi deserialize domain JSON string If present and “t rue”, this capability indicates that th
CDMI server shall support the ability to deserialize
serialized domains and associated serialized childrer
into the domain.

o

W
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Table 129 — continued from previous page

Capability name Type Definition

cdmi_authentication methods | JSON array If present, the CDMI server supports authentication
of JSON methods that are supported by a domain.
strings

When present, this capability shall contain one or
more of the following JSON strings:

+ “anonymous” - Absence of authentication

supported

* “basic” - HTTP basic authentication supported
(RFC 2617 [8])
“digest” - HTTP digest authentication supported
(RFC 2617 [8])

—krb5*=Kerberosauttenticatiomsupported;
using the Kerberos domain specified in the
CDMI domain (RFC 4559 [14])

+ “x509” - certificate-based authentication yia
TLS (RFC 5246 [25], RFC 8446 [24])

+ “s3” - S3 API signed header authentication
supported

+ “openstack” - OpenStack Identity APl header
authentication supported

Interoperability with these authentication methods ar¢
not defined by this International Standard. Servers
may include other authentication methods not
included in the above list. In these cases, itis up to
the CDMI client and"CDMI server to ensure
interoperability.
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12.2.13 Queue object capabilities
Table 130 defines the capabilities for queue objects in a cloud storage system.

Table 130: Capabilities for queue objects

Capability name Type Definition

cdmi_read value JSON string If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to read a
queue’s value.

cdmi read metadata JSON string If present and “true”, this capability indicates that the
CDMI server shall support the ability to read the

ausue's-metadata
g

dmi modify value JSON string If present and “t rue”, this capability indicates that th
CDMI server shall support the ability to modify the
queue’s value.

dmi modify metadata JSON string If present and “t rue”, this capability indicates that th

CDMI server shall support the ability teymodify the
queue’s metadata.

4

%

dmi modify deserialize JSON string If present and “t rue”, this capability indicates that the

— queue CDMI server shall support the-ability to deserialize a
serialized queue into the queue‘as an update.

dmi_delete queue JSON string If present and “t rue”, this capability indicates that the
CDMI server shall suppott the ability to delete a
queue.

dmi _move queue JSON string If present and “zrue’, this capability indicates that th

o

CDMI server shall support the ability to move a queu
to another URI

dmi_copy queue JSON string If presentiand “t rue”, this capability indicates that th
CDMlI¢sepver shall support the ability to copy a queus
to another URL.

dmi_ reference queue JSON string I present and “t rue”, this capability indicates that th
CDMI server shall support the ability to reference a
queue from another queue.

%

o
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12.3 Read a capabilities object using CDMI

12.3.1 Synopsis

To read an existing capability object, the following requests shall be performed:

* GET <root URI>/cdmi capabilities/<Capability>/<TheCapability>/

* GET <root URI>/cdmi capabilities/<Capability>/<TheCapability>/?<fieldname>
— &<fieldname>&. ..

* GET <root URI>/cdmi capabilities/<Capability>/<TheCapability>/?children=
— <range>&...

Where:

12.3.2 Capabilities

* GET <root URI>/cdmi objectid/<CapabilityObjectID>/
* GET <root URI>/cdmi_ objectid/<CapabilityObjectID>/?<fieldname>&<fieldnamex§&s .
* GET <root URI>/cdmi_ objectid/<CapabilityObjectID>/?children=<range>é&. ..

* <root URI> is the path to the CDMI cloud.

* <Capability> is zero or more parent capabilities.

* <TheCapability> is the name specified for the capability to be read from.
* <fieldname> is the name of a field.

* <range> is a numeric range within the list of children.

+ <prefix> is a matching prefix that returns all metadata items that start-with the prefix value.
* <CapabilityObjectID> is the ID of the capability object to befead from.

Capabilities that indicate which operations are supported are-shown in Table 131.

Table 131: Capabilities - Read a capabilities object using CDMI

Capability Locatic@ Description
dmi object access by ID System wide Ability to access the object by ID
capability

THe HTTP request headersfor-reading a CDMI capabilities object using CDMI are shown in Table 132.

12.3.3 Request headers

Table 132: Request headers - Read a capabilities object using CDMI

Header O\) Type Description Requirement
Accept Header | “application/cdmi-capability” ora consistentvalue | Optional
string as described in 5.5.2

© ISO/IEC 2022 - All rights reserved

199


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

12.3.4 Request message body

A request body shall not be provided.

12.3.5 Response headers
The HTTP response headers for reading a CDMI capabilities object using CDMI are shown in Table 133.

Table 133: Response headers - Read a capabilities object Using CDMI

Header Type Description Requirement
OMTENT=TYDPS Header Ipprication/camt=CapaniIity” Mardatory
string
12.3.6 Response message body
THe response message body fields for reading a CDMI capabilities object using CDMI are shown'in Table 134.
Table 134: Response message body - Read a capabilities object using
CDMI
field name Type Description R Requirement
bjectType JSON “application/cdmi-capability” Mandatory
string
bjectID JSON Object ID of the object Mandatory
string
bjectName JSON Name of the object Mandatory
string
parentURI JSON URI for the parent object Mandatory
string Appending the “objectName” to the “parentURI” shall
always produce a valid'URI for the object.
parentID JSON Object ID of the parent capability object. Mandatory
string
apabilities JSON The capabilitie's supported by the corresponding object. Mandatory
object Capabilities in the “/cdmi_capabilities/” object are
system?wide capabilities. Capabilities found in children
abjects under “/cdmi_capabilities/” correspond to
the capabilities of a specific subset of objects.
hildrenrange JSON The child capabilities of the capability expressed as a Mandatory
string range. If a range of child capabilities is requested, this field
indicates the children returned as a range.
hildren JSON Names of the children capabilities objects. Mandatory
jrsrg\lof For the root container capabilities, this includes “domain/”,
tri “container/”, “dataobject/”, and “queue/”. Within
strings each of these capabilities objects, further more specialized
capabilities profiles may be specified by the CDMI server.
If individual fields are specified in the GET request, only these fields are returned in the result body. Optional fields
that'are requested but do not exist are omitted from the result body.
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12.3.7 Response status

Table 135 describes the HTTP status codes that occur when reading a capabilities object using CDMI.

Table 135: HTTP status codes - Read a capabilities object using CDMI

HTTP status Description

200 OK The capabilities object content was returned in the response.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

406 Not Acceptable The server is unable to provide the object in the content type specified in-th¢
Accept header.

12.3.8 Examples

EXAMPLE 1: GET to the root container capabilities URI to read all fields of the container:

-=> GET /cdmi/2.0.0/cdmi_capabilities/ HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-capability

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-capability

<—-
<=={

<-- "objectType": "application/cdmi-capability",
<-= "objectID": "00007E7F00104BE66AB53A9572F9F51K",
<-= "objectName": "cdmi capabilities/",

<-- "parentURI": "/",

<-= "parentID": "00007E7F0010128E42D87EE34FS5A6560",
<-- "capabilities": {

<-- "cdmi domains": "true",

<-- "cdmi_ export nfs": "true",

<-- "cdmi_ export iscsi": "true",

<-= "cdmi queues": "true",

<-- "cdmi notification": "tnue",

<-- "cdmi query": "true",

<-- "cdmi metadata maxsizeWlW: "4096",

<-- "cdmi metadata maxitems": "1024"

<-- }l

<-- "childrenrange": "0+3",

<-- "children": [

<-- "domain/",

<-- "container /™

<-- "dataobjeCLt/Y,

<-- "queue /!

<-- ]

<--}

EXAMPLE 2:"GET to the root container capabilities URI to read the capabilities and children of the container:

-<>,_GET /cdmi/2.0.0/cdmi capabilities/?capabilities&children HTTP/1.1
%-% Host: cloud.example.com
+—=> Accept: application/cdmi-capability

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-capability

< ==

<= A

<== "capabilities": {

<-- "cdmi domains": "true",

<-- "cdmi export nfs": "true",

<-- "cdmi export iscsi": "true",

<-- "cdmi queues": "true",

<-- "cdmi notification": "true",

<== "cdmi query": "true",

<-- "cdmi metadata maxsize": "4096",
<-- "cdmi metadata maxitems": "1024"

(continues on next page)
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(continued from previous page)

<-= }I

<-- "children": [
<-- "domain/",

<-= "container/",
<-- "dataobject/",
<-- "queue/"

<-= 1

<-- 1}
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EXAMPLE 3: GET to the root container capabilities URI to read the first two children contained within a domain:

-=> GET /cdmi/2.0.0/cdmi capabilities/?childrenrange&children=0-1 HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-capability

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-capability

<__
<--
<-= "childrenrange" : "0-1",
<-- "children" : [
<-- "domain/",
<-- "container/"
T
<-- 1}
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Clause 13
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Exported protocols @@

8.1 Overview

ntainer objects can be exported via multiple storage protocols. This is specified byadding an exports fi
the container object. The exports field contains zero or more named exports, each’of which has elements
Fresponding to the export protocol type, such as:

The type of export protocol;

The user-facing identity of the exported container, where required by the)export protocol (e.g. iSCSI targ
NFS directory);

The domain of the protocol name server for the clients being sefved, where required by the export protocol;

The list of who may mount that container via that protocol, as\standardized by that protocol or optionally
leveraging the name mapping protocol (see 13.2.3) and specifying CDMI-resolvable user or groupnames

Required protocol-specific export parameters;
Optional protocol-specific export parameters; and
Export control parameters.

e ability to export containers via a specific_protocol is determined by the presence or absence off
mi export <protocol> system wide capabilities, which are listed in 12.2.7. The ability to export a spec
htainer via a specific protocol is indicated By/the cdmi_export <protocol> capability.

ports are represented as a JSON object having zero or more named protocol-specific exports.

e meaning, use, and permitted values for the fields associated with each export type are described later in t
use.

pld

=h

C

IS
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13.2 Container object export details

13.2.1 Container object export addressing

Container object exports are addressed in CDMI in two ways:
* by name (e.g. https://cloud.example.com/cdmi/2.0.0/container/?exports); and

* by ID (e.g. https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/
< 00007ED900104E1D14771DC67C27BF8B/?exports).

See 9.1 for more details on container object addressing.

13.2.2 Container object export fields

THe export of a container, via data path protocols other than CDMI, is accomplished by creating or-updating a
container and supplying one or more export protocol structures, one for each such protocol. In this‘internatiopal
standard, all such protocols are referred to as foreign protocols.

THis International standard defines JSON export structures for several well known foreign protocols. All depend
on the following user and groupname mapping feature in the case that multi-protocol acCess to the containef is
dgsired. However, name mapping is not required if an external domain is used, or if CDMVis used only to provisipn
containers to be used exclusively by foreign protocols.

Implementations that support authenticated and authorized access to CDMI objeets via both CDMI and foreign
protocols need a way to support the setting of security on a per-object basis. The numerous methods of doing this
inglude:

+ Defining or adopting a security scheme and mapping all requestsinte that scheme. CDMI implementatigns
that adopt this scheme shall use a name mapping technique ta"aceomplish it, as (a) this mapping is easjer
for administrators to manage than straight id-to-id mapping,~and (b) it is desired that interoperable C
implementations behave similarly in this respect. This means that the name of the principal in an incomipg
request is mapped to the name of a principal in the security domain, and that principal’s id is acquired a
used in the authorization procedure.

Allowing each protocol to set its own security, whichiimplies that an object might be accessible to a given uger
via one protocol but not another.

» Using the security scheme of the last protocol that was used to set permissions on the object. This methpd
also requires mapping the principal in the incoming request to a principal in the security domain of the obj
As in the first case, the server shall use-a-name mapping procedure to obtain the id that is used to authorfze
the user against the desired object’s’\ACGL.

CDMI does not mandate which method shall be used. It does, however, specify how users and groups shall
mapped between protocols.

13.2.3 Mapping names,from CDMI to another protocol

Cllents wishing to restrict exports via foreign protocols to mounting only by certain users and groups may be requi
to|provide user and groupname mapping information to the server. This mapping information is also require
aceess to the containér is desired by multiple protocols, e.g., both CDMI and NFS. The mapping is done as folloys.

1. WhenaCDMI container is exported, the server should use the appropriate mechanism, e.g., Powershell
WmiChasés.Create () on the Windows platform or /etc/exports on Unix, to limit permitted mounts| of
thesshare from other servers, as specified in the “root _hosts”, “rw_hosts” and “ro_hosts” lines of
“exports” property. The syntax of each hosts line follows the syntax of /etc/exports in the Linux opgr-
ating system, as encoded in a JSON string. If the CDMI server is unable to limit mounts as specified by egch

hosts line, an error shall result, but the success or tailure of the operation depends on the Implementation.

2. When possible, authentication credential resolution should be consistant across both CDMI and all exported
protocols.

3. Authentication credential resolution shall be performed in the following order: #. CDMI Domain membership
mapping (See 10.4), #. Delegated domain mapping (See 10.4), #. Export name mapping.

4. Implementations may ignore or override export name mapping as requried to enforce implementation-specific
security policies.

5. The usermap list for that protocol shall be searched, in order, for an entry matching the username obtained
from the authentication credential resolution process (see 13.2.7 for details on the search).
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6. The CDMI principal name obtained from the first matching usermap entry during this search is then used to
authorize the user request via the security mechanism of the protocol whose security governs access to the
object.

Groupname mapping for each foreign protocol shall be specified in a groupname field of the foreign protocol export

sp

ecification. Its syntax is identical to the syntax for the username field.

13.2.4 Administrative users

By default, the following users shall be considered “root”, or administrative users, and equivalent to each other:

+ root (Unix/NFS/LDAP),

S
the

AS
an

In
thq

E

TH
eld
in

im

3.2.5 Mapping. domains from CDMI to another protocol

» Administrator (Windows/AD/SMB), and
+ the domain owner (CDMI).

rvers shall automatically map these users to the root user of the target protocol unless otherwise instructed jpy
b usermaps.

an automatic mapping does not meet strict security standards, servers shall override these built-in entries wjith
y usermap entries that apply to one or more root users.

the following example, root gets mapped to nobody, and everyone else is mapped to a user of the same namqg in
e NFS domain and the CDMI domain.

AMPLE 1: NFS export user mapping

--> PUT /cdmi/2.0.0/MyContainer HTTP/1.1
--> Host: cloud.example.com

--> Accept: application/vnd.org.snia.cdmi.container+jsan
--> Content-Type: application/vnd.org.snia.cdmi.container+json
-—>

- {

-——> "exports": {

-=> "nfs": |

-—> "usermap": [

- [

-—> "nobody",

> neon,

-=> "root"

-—=> ] 4

——> [

> e

-—> "<—=>",

——> nxn

- ]

—-_—> }

—_—> }

”»

e internet¢domain name corresponding to each exported CDMI container shall be described in the “domailn
ment of-the’protocol export specification as a JSON-formatted string . If the “domain” element is not presgnt
the protecol export specification, it shall be assumed the domain is the same as the server hosting the CDMI
plementation.
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13.2.6 Permissions mapping

Security authorizations and entitlements may not directly correspond across users, groups, file system protocols,
operating systems, enterprises or different cloud provider environments. CDMI’s primary area of concern is repre-
senting a rich set of network files system authorizations and entitlements in a CDMI Access Control List (ACL).

As there are a number of possible ways to coordinate the permissions/ACLs and CDMI ACLs, this International
specification does not mandate a particular method. However, all mappings of user and groupnames between
domains shall use the name mapping mechanism specified in 13.2.7.

13.2.7 User and groupname mapping syntax and evaluation rules

A BNF-style grammar for name mapping is as follows:

nagme mapping list = protocol protocol mapping list

protocol = "cdmi" | "nfs" | "smb" | "ldap"

majpping list = name mapping operator name

name = pattern | utf8 name | quoted utf8 name

quoted utf8 name = " utf8 name "

utff8 name = <any legal utf8 character sequence not including the charactersN/,V,6\,/,:, *,?
pattern = <utf8 name> * | *

majpping operator = "<-=" | "<-==>" | "-->"

Tolrestate this in English, a mapping entry consists of two names separated by a directional indicator. As most ¢n-
vironments use the same usernames and groupnames across administrative domains, the most common mapping
is|* <--> *” which maps any name to the same name in the foreign protocoldomain, and vice versa. It is highly
recommended that this be both the default map and the last entry on all more‘complex maps.

CDMI specifies pattern matching on names in the name map, but only pfefix matching is required. The symbol {*”
atfthe end of a character string shall match zero or more occurrencesf any non-whitespace character.

EValuation of the name mapping list shall proceed in order; once a‘tnatch is made, evaluation shall cease and the
result of the match shall be returned.

=

If fo matches are found on the match list, the result is system{dependent. However, it is recommended that servgrs
either deny access altogether or map the user in question to the equivalent of “anonymous” on the destinatipn
protocol. It is also recommended that an entry be devoted to the special user “EVERYONER”.
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13.3 NFS exported protocol

An NFS export specifes the information required by an NFS server to provide an NFS export. Normally, this infor-
mation is contained in the /etc/exports file on a server or the equivalent.

Elements for an NFS export are described in Table 136.

Table 136: Elements of the NFS protocol export structure

Element Type Description Requirement

type JSON The export type is set to “NFs” Mandatory
String

protocod ISON The 'r_\rnfnnnl hning rnqnncfed \alues shallbe “Nrgs ’2”’ I\llsmdafnry
String “NFsv4”, “NFSv4.1”, or any subsequent NFS version

enshrined in an IETF RFC. Version 2 of NFS is not
supported by CDMI.

path JSON The pathname to which the export should be surfaced. This | Mandatory
String value shall be a UTF8 string of the form
[<server>:]/<path>, where the <server> component is
optional, (e.g., “myserver:/lessons/numberl”). If
specified, the <server> component of the path must be
obtained from an administrator of the service runningthe
CDMI implementation.

sermap JSON Authentication credential mapping of user names;-as Mandatory
Array of | specified in 13.2.3.
JSON
Arrays
groupmap JSON Authentication credential mapping of group names, as Mandatory
Array of | specified in 13.2.3.
JSON
Arrays
gncryption JSON This value shall be “rpcsée) gss” or future TLS-based Optional
String transport security.
omain servers | JSON A list of server namesior IP addresses that function as Optional

Array of | name servers for thé’domain given in “domain”. If given,
JSON this list shall override the names obtainable by the CDMI
Strings server via otherprogrammatic means.

fount name JSON The name'the client should use to surface the export. This Optional
String name-feplaces the last name in the path string, (e.g.,
mounting “myserver:/lessons/numberl” with a
mountname of “1” over the directory
/somepath/lessons/numl should resultin a
/somepath/lessons/1 directory on the client).

foot hosts JSON A list of names of hosts that may access the container in Optional
Array of | superuser mode. The default shall be an empty list.
JSON
Strings

fw_hosts JSON A list of names of hosts that may access the container in rw | Optional
Array of | mode. The default shall be an empty list.
JSON
Strings

to_hosts JSON A list of names of hosts that may access the containerin ro | Optional
Array of | mode only. The default shall be an empty list.
JSON
Strings

recurse JSON This value shall be either “true” or “false”. The default Optional
String shall be “t rue”. When true, recurse indicates that mounts

within the CDMI directory structure (presumably put there
by other NFS operations) shall be followed and the
mounted directory exposed as though it were part of the
CDMI container actually being exported. This parameter is
equivalent to the Linux “crossmnt” parameter.

continues on next page
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Table 136 — continued from previous page

Element Type Description Requirement
parameters JSON A string containing NFS server-specific parameters to be Optional
String passed to the NFS server. The format of this string is

implementation specific. The default shall be an empty
string.

Servers shall support wildcard matching on the “*” and “?” characters in the hosts lists, so that “*.cs.uscs.edu”
matches all servers in the cs.ucsc.edu department.

Servers may also support IP address ranges in the various lists of hosts. These IP addresses shall be augmented
by the same wildcard matching as is used for ordinary host names (e.g., “192.168. 1. *” exports to all the machines

onlocal class C network)

Sgrvers shall return an HTTP status code of 400 Bad Request when an export setting does not conform'tojan

allpwable setting on the server.
EXAMPLE 2: NFS exports

{

"exports" : {
"1" : {
"type" : "n
"protocol"
"path"

"root hosts

"usermap" :

{ u*",

:I 4

"groupmap"

"ro hosts" :

{ "jimsmith",

{ "admins",
{ "everyone",

fs" ,
"NFSv4",

"/myexport",
"domain servers"

: "lab.example.com",

" : [ "admin.lab.example.com" 1],
[ "*.lab.example.com" ],

[

ll<__>",
mwkn }

uj ims" } ,
Ne__>n ,

(
"<-", "wheel" },
e,k
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13.4 SMB exported protocol

An SMB export specifes the information required by an SMB server to provide an SMB export.
Elements for an SMB export are described in Table 137

Table 137: Elements of the SMB protocol export structure

Element Type Description Requirement

type JSON The export type is set to “sMB” Mandatory
String

sharename JSON The name that SMB shall use to discover the share. Mandatory
String

ysermap JSON Authentication credential mapping of user names, as Mandatory
Array of | specified in 13.2.3.
JSON
Arrays

groupmap JSON Authentication credential mapping of group names, as Mandatory
Array of | specified in 13.2.3.
JSON
Arrays

foot hosts JSON A list of names of hosts that may access the containgr/in Optional
Array of | superuser mode. The default shall be an empty fist.
JSON
Strings

fw_hosts JSON A list of names of hosts that may access the container in rw | Optional
Array of | mode. The default shall be an empty_list.
JSON
Strings

fo_hosts JSON A list of names of hosts that may‘access the container in ro | Optional
Array of | mode only. The default shall be an empty list.
JSON
Strings

omain servers | JSON A list of server names:or IP addresses that function as Optional
Array of | name servers for the'domain given in “domain”. If given,
JSON this list shall override the names obtainable by the CDMI
Strings server via other' programmatic means.
omment JSON This valug shall be JSON String containing a user-friendly Optional

String sharename for the client.

parameters JSON A string containing SMB server-specific parameters to be Optional
String passed to the SMB server. The format of this string is

implementation specific. The default shall be an empty
string.

Sgrvers shall return an HFTP status code of 400 Bad Request when an export setting does not conform to

allpwable setting on thie-server.
EXAMPLE 3: SMB, exports

{

an

Yexports" : {
lll" : {
"type" : "smb",
"rw_hosts" : [ "*" ],
"domain servers" : "lab.mycollege.edu",
"usermap" : [
{ "Jimsmith", "<-->", "james.smith" },

{ u*vv, H<__>ll, LR

] 4

"groupmap" : [
{ "admins", "<-", "Administrators" 1},
{ "everyone", n<_"’ "xn }
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13.5 iSCSI exported protocol

An iSCSI export specifes the information required by an iSCSI server (see RFC 7143 [4]) to provide an iSCSI
export. Each container is exported as a single SCSI Logical Unit as a Logical Unit Number (LUN). One or more
iSCSl initiators import the LUN through an iSCSI target node and port using one or more iSCSI network portals (IP
addresses).

Elements for an iSCSI export are described in Table 138

Table 138: Elements of the iSCSI protocol export structure

Element Type Description Requirement
type JSON The export type is set to “iScs1” Mandatory
String
permissions JSON One or more target identifiers for initiators that are Optional
Array of | permitted to access the iSCSI export. Target identifiers may
JSON be in ign, naa, or eui format and shall have the target
Strings portal group tag appended in hexadecimal. If absent, any
initiator may access the export.
parameters JSON A string containing iISCSI server-specific parameters to be Optional
String passed to the iISCSI server. The format of this string is
implementation specific. The default shall be an empty
string.
farget JSON iSCSI target information (IP addresses or fully-qualified Read-Only
— identifier String domain names, target identifier, and LUN)
Jogical unit JSON iISCSI Logical Unit Number Read-Only
— number String
Jogical unit JSON iISCSI Logical Unit Name Read-Only
— name String
portals JSON One or more IP addresses or fully qualified domains names | Read-Only
Array of | through which the iISCSI export may be accessed. This
JSON field is server populated.
Strings
Sgrvers shall return an HTTP status code of 400 Bad Request when an export setting does not conform to jpn

allpwable setting on the server.

E

AMPLE 4: iSCSI export creation

v

{

s

nywo.

Ixports"

{
type: "iSCSI",
"permissions":

"ign.2010-
"ign.2010+

[
01 \com.acme:hostl",
0l).com.acme:host2"

E

AMPLE 5: Reading iSCSI export information after creation

o

AN,

Ixportsis

{
type: "iSCSI",

Yoortatst—t

"192.168.1.101",
"192.168.1.102"

] r

"target identifier":
"logical unit :
"logical unit :

"permissions":

"ign.2010-
"ign.2010-

number": "3",

name": "0x60012340000000000000000000000001™,
[

0l.com.acme:hostl",

0l.com.acme:host2"

"ign.2010-01.com.cloudprovider:acmeroot.containerl,t,0x0001",
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13.6 WebDAV exported protocol

A WebDAV export specifes the information required by an WebDAV server (see RFC 4918 [6]) to provide an Web-

DAV export.

Elements for an WebDAV export are described in Table 139

Table 139: Elements of the WebDAV protocol export structure

Element Type Description Requirement
type JSON The export type is set to “WebDAV” Mandatory
String
SLmap ISON Authentication credential m:\pping of user names, as I\llsmdafnry
Array of | specified in 13.2.3.
JSON
Arrays
roupmap JSON Authentication credential mapping of group names, as Mandatory
Array of | specified in 13.2.3.
JSON
Arrays
parameters JSON A string containing WebDAV server-specific parameters to Optional
String be passed to the WebDAV server. The format of this\string
is implementation specific. The default shall be an.empty
string.

S4grvers shall return an HTTP status code of 400 Bad Request when an export setting does not conform to
allpwable setting on the server.

an

WebDAV supports locking, but it is up to implementations to support anylocking of access through CDMI as a resiilt,
and the interaction between the two protocols is purposely not described in this International Standard.

EXAMPLE 6: WebDAV export

{

nin .

"exports" :

{
type: "WebDAV",
"usermap" : [
(AN, mcoosmmsm oy
:I 4
"groupmap" :

{ o,

]

N>,

LGNS
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13.7 OCCI exported protocol

Container objects can be exported via multiple protocols. This is especially useful when CDMI is being used as a
storage interface in a cloud computing environement, as illustrated in Fig. 9 below.

CDMI/OCCI Interface

Compute Resources

Virtual
Machine
Manager

OACPCI:' OcCcCl :<1___>: :<:_Z:>: :<ZZZ:>: :<Z_Z:>: :<ZZZ:>: :C_ :>:
T 1iSCS! } 1 NFS | i NFs i | NFS | liscsi ! | DA
) | ! ] ] ] Il | \ H ) !
Cloud Computing
Client Infrastructure

[OCCI_VMID]

[CDMI_OBJECTID] Rrivate, Hidden Storage Network
for the Cloud
CDMI
AP CDMI

iSCSI NFS WebDAV

Data Storage Resources

Fig. 9: CDMI and OCClI in an integrated cloud computing environment

In[thisS’example, CDMI containers may also be used as virtual disks by virtual machines in the cloud computing
environement. The cloud computing infrastructure management is shown as implementing both an Open Cloud
Computer Interface (OCCI) and CDMI interfaces. With the internal knowledge of the network and the virtual ma-
chine manager’s mapping of drives, this infrastructure may associate the CDMI containers to the guests using the
appropriate exported protocol.

To support exported protocols and improve their interoperability with CDMI, CDMI provides a type of exported
protocol that contains information obtained via the OCCl interface. In addition, OCCI provides a type of storage that
corresponds to a CDMI container that is exported with a specific type of protocol used by OCCI. A client of both
interfaces performs operations that align the architectures, including the following:

* The client creates a CDMI container through the CDMI interface and exports it as an OCCI export protocol
type. The CDMI container object ID is returned as a result.

» The client creates a virtual machine through the OCCI interface and attaches a storage volume of type CDMI
using the object ID and protocol type. The OCCI virtual machine ID is returned as a result.
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» The client updates the export protocol structure of the CDMI container object with the OCCI virtual machine
ID to allow the virtual machine access to the container.

* The client starts the virtual machine through the OCCI interface.
CDMI defines an export protocol structure for the Open Cloud Computing Interface (13.7) as follows:

* The type is “OCCI/<protocol standard>”(e.g., “OCCI/NFSv4”).

* The identifier is the CDMI container ID.

» A JSON array of URIs to OCCI compute resources shall have access (permissions) to the exported container.
EXAMPLE 5: OCCI export

"OCCI/iSCSI":

L
T

"identifier": "00007E7F00104BE66AB53A9572F9F51E",
"permissions":

[

"https://example.com/compute/0/",
"https://example.com/compute/1/"

}

Fdr more detail on using the OCCI export protocol structure attributes, see 13.1. Because the actual networking
and access control is under the control of a hidden, common infrastructure that implemerts both OCCI and CDMI,
th¢ normal permission structure shall not be provided.
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Clause 14

14.1 Overview

A $napshot is a point-in-time copy (image) of a container and all of its contents, including subcontainers and all dgta
objects and queue objects. The client names a snapshot of a container at the time the.snapshot is requestedIA
snppshot operation creates a new container to contain the point-in-time image. The(first processing of a snaps

CDMlsnapshots =

ISO/IEC 17826:2022(E)

ot

operation also adds a cdmi_snapshots child container to the source container.(Each new snapshot containef is
added as a child of the cdmi_snapshots container. The snapshot does not ificlude the cdmi_snapshots cHjild

container or its contents (see Fig. 10).

PUT /source/

{

“snapshot” : “snapshot b”

Source Container

https://example.com/source/

e _

S —
\
t

https://example.com/source/cdmi_snapshots/

snapshot_a https://example.com/source/cdmi_snapshots/snapshot_a

snapshot_b https://example.com/source/cdmi_snapshots/snapshot_b

Fig. 10: Snapshot container structure
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14.2 Creating a snapshot

14.2.1 Operation context

A snapshot operation is requested using the container update operation (see 9.5), in which the snapshot field
specifies the requested name of the snapshot.

A snapshot may be accessed in the same way that any other CDMI™ object is accessed. An important use of a
snapshot is to allow the contents of the source container to be restored to their values at a previous point in time
using a CDMI copy operation.

14°2.2 EXampie

EXAMPLE 1: PATCH to an existing container to create a snapshot:

--> PATCH /cdmi/2.0.0/MyContainer/ HTTP/1.1
--> Host: cloud.example.com

--> Content-Type: application/cdmi-container
-—>

-_> {

-——> "snapshot" : "MySnapshot"

- }

<-- HTTP/1.1 201 Created
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14.3 Deleting a snapshot

14.3.1 Operation context

A snapshot can be deleted by performing a CDMI container delete operation on the corresponding child container
inthe cdmi_snapshots container, or by performing a CDMI container delete operation on the snapshot Object ID.

14.3.2 Example

EXAMPLE 1: DELETE to an existing snapshot:

--> DELETE /cdmi/2.0.0/MyContainer/cdmi snapshots/MySnapshot HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content

© ISO/IEC 2022 - All rights reserved 217


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

Clause 15

15.1 Overview

Bylk data movement is often needed between, into, or out of clouds. When moving bulk data, cloud serializatipn
operations provide a means to normalize data to a canonical, self-describing format, whiéh’includes:

+ data migration between clouds,
+ data migration during upgrades (or replacements) of cloud implementationsyand
* robust backup.

THe canonical format of serialized data describes how the data is to be‘represented in a byte stream. As long fas
this byte stream is not changed during the transfer from source to destination, the data may be reconstituted on the
dgstination system.
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15.2 Canonical format

15.2.1 General requirements

Support for CDMI

cdmi_serialization_ json capability.

serialization using JSON as the canonical format requires the presence of the

The canonical format shall represent specified data objects and container objects as they exist within the storage
system. Each object shall be represented by the metadata for the object, identifiers, and the data stream contents
of the data object. Because data and storage system metadata is inherited from enclosing container objects, all
parent metadata shall be represented in the top-level of the canonical format. To preserve the actual metadata
values that apply to the data object that is belng serialized, the non-overridden metadata is included from both the

T IIUUIdlU pdlUlll bUIII.dIIIUI UUJUbL UI Ll Ic DPGbIIIUU UUJUbL dIIU IIUIII lIIU pdlUlll UI Udbll Illgllvl IUVCI bUIII.dIIIUI UUJ

The canonical format shall have the following characteristics:

« recursive JSON for the data object, consistent with the rest of CDMI;

user and data system metadata for each data object/container object;

data stream contents for each data object and queue object;

binary data represented using escaped JSON strings; and

typing of data values consistent with CDMI JSON representations.

14.2.2 Example JSON canonical serialized format

EXAMPLE 1: In this example, a data object and a queue object in a_container object have been selected
sefialization:

{

"objectType": "application/cdmi-container"
"objectID": "00007E7F00102E230ED82694DAA975D2",
"objectName": "MyContainer/",

"parentURI": "/",

"parentID": "OOOO7E7F0010128E42D87EE34¥F5A6560",
"domainURI": "/cdmi domains/MyDomaiw/",
"capabilitiesURI": "/cdmi capabildties/container/",
"completionStatus": "Complete",

"metadata": {

}I
"exports": {

"OCCI/iSCSI": {
"identifier®s\"00007E7F00104BE66AB53A9572F9F51E",
"permissionsg": [

"https://example.com/compute/0/",
"hetps://example.com/compute/1/"
1
}I
"NetwOrk/NFSv4": {

1.

for

""identifier": "/users"
"permissions": "domain"
}
}l
"¢hildrenrange": "0-1",
"children": [
{
"objectType": "application/cdmi-object",
"objectID": "00007ED900104F67307652BAC9A37C93",
"objectName": "MyDataObject.txt",
"parentURI": "/MyContainer/",
"parentID": "00007E7F00102E230ED82694DAA975D2",
"domainURI": "/cdmi_domains/MyDomain/",
"capabilitiesURI": "/cdmi capabilities/dataobject/",
"completionStatus": "Complete",
"mimetype": "text/plain",
"metadata": |
}I
"valuerange": "0-36",
"valuetransferencoding": "utf-8",

(continues on next page)
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(continued from previous page)

To
fig)

"value": "This is the Value of this Data Object"
}l
{
"objectType": "application/cdmi-queue",
"objectID": "00007E7F00104BE66AB53A9572F9F51E",
"objectName": "MyQueue",
"parentURI": "/MyContainer/",
"parentID": "00007E7F00102E230ED82694DAA975D2",
"domainURI": "/cdmi domains/MyDomain/",
"capabilitiesURI": "/cdmi capabilities/queue/",
"completionStatus": "Complete",
"metadata": {
}I
"queueValues": "0-1",
"mimetype": [
"text/plain",
"text/plain"

:I!
"valuetransferencoding": [
"utf-8",
"utf-8"

]I
"valuerange": [
uo_2u,

"0—3"
1’
"value": [

Hred"’

"blue"

allow efficient deserialization in stream mode when serializing container objects to JSON, data object val
ds and container children arrays should be the last items in the canonical serialized JSON format.
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15.3 Exporting serialized data

A canonical encoding of the data is obtained by creating a new data object and specifying that the source for the
creation is to serialize a given CDMI™ data object, container object, or queue object. On a successful serialization,
the result shall be a data object that is created with the serialized data as its value. If a container object has an
exported block protocol, the serialized data may contain the block-by-block contents of that container object along
with its metadata.

The resulting data object that is produced is the canonical representation of the selected data object, container
object and children, or queue object.

« If the source specified is a data object, the canonical format shall contain all data object fields, including the
value, valuetransferencoding, and metadata fields.

If the source being specified is a queue object, the canonical format shall contain all queue object fieldls,
including the value and valuetransferencoding fields of enqueued items, along with the metadata| of
the queue object itself.

If the source being specified is a container object, the canonical format shall contain all containefebject fieldls,
recursively, including all children of the container object. If a user attempts to serialize a container object that
includes children that the user, who is performing the serialization operation, does not Have permission|to
read, these objects shall not be included in the resulting serialized object.

When performing a serialization operation, objects shall only be included if the principalinitiating the serializatipn
has sufficient permissions to read those objects.
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15.4 Importing serialized data

Canonical data may be deserialized back into the cloud by creating a new data object, container object, or queue
object and by specifying that the source for the creation is to deserialize a given CDMI data object or by specifying
the serialized data in base64 encoding in the deserializevalue field.

The destination may or may not exist previously. If not, a create operation is performed. If a container object
already exists, an update operation with serialized children shall update the container object and all children. If
the serialized container object does not contain children, only the container object is updated. Data objects are
recreated as specified in the canonical format, including all metadata and the data object ID.

Table 140: Serialization import behaviour

l

Jser has
ross domain

User specmes
domainURI

Description

al

o

No

The domainURTI of the parent object shall match the domainUrR
in each seralized object being deserialized.

If the domainURI in any serialize object does not.match the
domainURI of the parent object, the entire desetialize operation
shall fail, and an HTTP status code of 400 Bad, Request shall
be returned.

o

Yes

The specified domainURTI shall be used;Oyerriding the original
domainURT in each serialized object-being deserialized.

If a domainURI other than the domainURT of the parent is
specified, the entire deserialize‘operation shall fail, and an HTTH
status code of 400 Bad Regtiest shall be returned.

es

No

The original domainURLin'€ach serialized object being
deserialized shall be used.

If any of the original’domainURT in each serialized object being
deserialized is notvalid in the context of the storage system on
which the deserialization operation is being performed, the entire
deserialize operation shall fail, and an HTTP status code of 400
Bad Request shall be returned.

es

Yes

The specified domainURT shall be used, overriding the original
domaa\nURI in each serialized object being deserialized.

If‘@-domainURI that is specified is not valid in the context of the
storage system on which the deserialization operation is being
performed, the entire deserialize operation shall fail, and an
HTTP status code of 400 Bad Request shall be returned.

De
rig
re
as|
re

serialization operations shall restore all metadata from the specified source. If the original provider of the 4
lized data-supported vendor-extensions is through custom metadata keys and values, then these customiz
huirements shall be restored when deserialized. However, the custom metadata keys and values may be treat
user metadata (preserved, but not interpreted) by the destination provider. Preservation allows custom d3
Juirements to move between clouds without losing this information.

e-
ed
ed
ta
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Clause 16

Metadata

1

CI
ar
=
tal
CQ
m¢

Wi

Wi

W

5.1 Overview

DMI metadata allows for additional information to be associated with stored objects. JSQN objects, strings 4

rvers may place a restriction on the number of metadata items, maximum sizé ‘per metadata item, and
size of metadata items, as specified in the cdmi metadata maxitems, cdmi metadata maxsize, &
mi metadata maxtotalsize capabilities. CDMI servers shall not place aTestriction on the depth of
btadata hierarchy and number of array items, outside of the above restrictions.

hen objects are created, object metadata is created according to the fellowing process:
1. Metadata items specified in the create operation are added, overriding pre-existing metadata items

2. Storage System metadata items are added to the object, overriding pre-existing metadata items subject
the restrictions described in Section 16.2

nen objects are updated, object metadata is updated accerding to the following process:
1. Existing metadata items are deleted, changed and/or added, as specified in the update operation

2. Storage System metadata items are updated for the object, overriding pre-existing metadata items subject
the restrictions described in Section 16.2

hen objects are read, object metadata is refurned according to the following process:
1. Data System Metadata items is inherited from the parent container
2. Metadata items stored with the object are returned, overriding any inherited Data System Metadata items

hd

ays are used to transfer metadata in CDMI operations, which allows for metadata fo” be hierachical. CDMI

O_
nd
he
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16.2 Support for storage system metadata

After an object has been created or updated, the storage system metadata, as described in Table 141, shall be
generated or updated by the cloud storage system, and shall immediately be made available to a CDMI client in the
metadata that is returned as a result of the create operation and any subsequent retrievals.

Which storage system metadata is supported by the CDMI server defined in 12.2.8. Storage system metadata that
is not supported by the CDMI server shall be preserved.

Table 141: Storage system metadata

Metadata name Type Description Requirement
cdmi_size JSON __| The number of bytes consumed by the object. Optional
string

This storage system metadata item is computed by
the storage system, and any attempts to set or
modify it will be ignored.

dmi ctime JSON The time when the object was created, in ISO-8601 | Optional
string point-in-time format, as described in 5.6.

For a newly created object, this value shall be set
to the creation time.

This metadata value may only be updated by a
client if it has the “backup_operator -privilege. If
a client does not have the backup operator
privilege, updates of this metadata item shall be
ignored.

dmi atime JSON | The time when the object was last accessed in Optional
string ISO-8601 point-in-time format, as described in 5.6.
The access or modification of a child is not
considered an access'of.a parent container
(access/modify times'do not propagate up the tree).

For a newly created object, this value shall be set
to the creation'time.

This metadata value may only be updated by a
client if.it has the “backup_operator” privilege. If
a client does not have the backup operator
privilege, updates of this metadata item shall be
ignored.

dmi mtime JSON The time when the object was last modified, in Optional
string ISO-8601 point-in-time format, as described in 5.6.
The modification of a child is not considered a
modification of a container object (modification
times do not propagate up the tree).

For a newly created object, this value shall be set
to the creation time.

This metadata value may only be updated by a
client if it has the “backup operator” privilege. If
a client does not have the backup operator
privilege, updates of this metadata item shall be
ignored.

dmi, @eount JSON The number of times that the object has been Optional
string accessed since it was originally created. Accesses
include all reads, writes, and lists.

For a newly created object, this value shall be set
to the value “0”.

This metadata value may only be updated by a
client if it has the “backup operator” privilege. If
a client does not have the backup operator
privilege, updates of this metadata item shall be
ignored.

continues on next page
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Table 141 — continued from previous page

Metadata name

Type

Description

Requirement

cdmi mcount

JSON
string

The number of times that the object has been
modified since it was originally created.
Modifications include all value and metadata
changes. Modifications to metadata resulting from
reads (such as updates to atime) do not count as a
modification.

For a newly created object, this value shall be set
to the value “0”.

This metadata value may only be updated by a
client if it has the “backup operator” privilege. If

Optional

a client does not have the backup operator
privilege, updates of this metadata item shall be
ignored.

dmi hash

JSON
string

The hash of the value of the object, encoded using
Base16 encoding rules described in RFC 4648
[19]. This metadata field shall be present when the
“cdmi_value hash” data system metadata for
the object or a parent object indicates that the
value of the object should be hashed.

This storage system metadata item is computed by
the storage system, and any attempts:to-set or
modify it will be ignored.

Optiohal

dmi owner

JSON
string

The name of the principal that hasyowner privileges
for the object.

If not specified when the object is created, this
principal associated with the user creating the
object shall be used.

This metadata value can be updated by users with
appropriate permissions.

Optional

dmi acl

JSON
array
of
JSON
ob-
jects

Standard AGL metadata as described in 17.1.

If not specified when the object is created, the ACL
metadata shall be generated in by the system.

This metadata value can be updated by users with
appropriate permissions.

Optional

dmi dac uri

JSON
string

Contains the URI used to submit a DAC request for
the data object.

URI schemes supported is defined in the

cdmi dac_methods capability.

Both cdmi_dac _certificate and

cdmi dac_uri shall be included for delegated
access control to be enabled for a given object.

Optional

dmi dac_certifiigate

JSON
object

A JSON object, containing a JWE JWK which shall
include a public key that is used to submit a DAC
request for the data object, and should contains a
X.509 certificate or certificate chain used to verify
the identity of the DAC provider.

Both cdmi dac certificate and

cdmi dac_uri shall be included for delegated
access control to be enabled for a given object.

Optional

LQ AN

COMT—eTIIC STonature

JOUIN
object

LUl Ii.d;l [IS) J‘VAV'S bUIIIpdbi. SOCI ;d“LduUll Uf d a;yl Id.lul C
for the entire object (value and metadata). See
clause 23.7 for more details.

: i
Upi.IUI Idl
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16.3 Support for data system metadata

When specified, data system metadata, as described in Table 142, provides guidelines to the cloud storage system

on how to provide storage data services for data managed through the CDMI interface.

Data system metadata is inherited from parent objects to any children objects. If a child object explicitly contains data
system metadata, the metadata value of the child object data system metadata shall override any corresponding

inherited metadata value of the parent object data system metadata.

Which data system metadata is supported by the CDMI server defined in 12.2.9. Data system metadata that is not

supported by a CDMI server shall be preserved.

Table 142: Data system metadata

Metadata name

Type

Description

Requiremer]

dmi data redundancy

JSON
string

If this data system metadata item is present and set
to a positive numeric string, it indicates that the
client is requesting a desired number of complete
copies.

Additional copies may be made to satisfy demand
for the value. When this data system metadata
item is absent, or is present and is not set to a
positive numeric string, this data system metadata
item shall not be used.

Optional

dmi immediate
— redundancy

JSON
string

If this data system metadata item is.present and set
to “true”, it indicates that the cliefit is requesting
that at least the number of copies_ indicated in

cdmi data_ redundancy,coentain the newly
written value before the operation completes. This
metadata is used to makelsure that multiple copies
of the data are written\te*permanent storage to
prevent possible data‘loss. When this data system
metadata item is.absent, or is present and is not set
to “true”, this'data system metadata item shall not
be used.

If the requested number of copies cannot be
created within the HTTP timeout period, the
transaction shall complete, but the

edmi immediate redundancy provided data
System metadata shall be set to “false”.

Optional

dmi assignedsize

JSON
stting

If this data system metadata item is present and set
to a positive numeric string, it indicates that the
client is specifying the size in bytes that is desired
to be reported for a container object exported via
other protocols (see 9.2.3). The system is not
required to reserve this space and may
thin-provision the requested space. Thus, the
requested value may be greater than the actual
storage space consumed. When this data system
metadata item is absent, or is present and is not set
to a positive numeric string, this data system
metadata item shall not be used.

This data system metadata item is only applied
against container objects and is not inherited by
child objects.

Optional

cdmi infrastructure
<~ redundancy

JSON
string

If this data system metadata item is present and set
to a positive numeric string, it indicates that the
client is requesting a desired number of
independent storage infrastructures supporting the
multiple copies of data. This metadata is used to
convey that, of the copies specified in

cdmi data_ redundancy, these copies shall be
stored on this many separate infrastructures.

When this data system metadata item is absent, or
is present and is not set to a positive numeric string,
this data system metadata item shall not be used.

Optional

226
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Table 142 — continued from previous page

Metadata name

Type

Description

Requirement

cdmi data dispersion

JSON
string

If this data system metadata item is present and set
to a positive numeric string, it indicates that the
client is requesting a minimum desired distance (in
km) between the infrastructures supporting the
multiple copies of data. This metadata is used to
separate the

(cdmi_infrastructure redundancy number
of) infrastructures by a minimum geographic
distance to prevent data loss due to site disasters.

When this data system metadata item is absent, or

Optional

S presentandis ot settoa positive ameTic string;
this data system metadata item shall not be used.

dmi geographic
— placement

JSON
array
of
JSON
strings

If this data system metadata item is present and set
to zero or more geopolitical identifiers, it indicates
that the client is requesting restrictions on the
geographic regions where the object is permitted to
be stored. Each geopolitical identifier shall be in
the form of either a string containing a valid ISO
3166 country/country-subdivision code, which
indicates that storage is permitted within that
geopolitical region, or in the form of a string'starting
with the “!” character in front of a valid-1SO 3166
country/country-subdivision code, which excludes
that country/country-subdivision from the previous
list of geopolitical regions.

The list is evaluated, in order,/from left to right, with
evaluation of each candidate storage location
stopping when the candidate location is a permitted
or prohibited region’eris contained within a
permitted or prohijbited region. In addition to the
ISO 3166 codés; “*” shall indicate all regions. If a
candidate location does not match any of the
entries in. the list, the candidate location shall be
considered to be prohibited.

“«_When this data system metadata item is
absent, this data system metadata item shall
not be used.

* When this data system metadata item is
present and does not contain valid
geopolitical identifiers, the create, update, or
deserialize operation shall fail with an HTTP
status code of 400 Bad Request.

* When this data system metadata item is
present and valid, but no available storage
locations are permitted, the create, update,
or deserialize operation shall fail with an
HTTP status code of 403 Forbidden.

Optional

dmi retfenition id

JSON
string

If this data system metadata item is present and not
an empty string, it indicates that the client is
requesting that the string be used to tag a given
object as being managed by a specific retention
palicy This data system metadata item is nat

Optional

required to place an object under retention, but is
useful when needing to be able to perform a query
to find all objects under a specific retention policy.

When this data system metadata item is absent, or
is present and an empty string, this data system
metadata item shall not be used.
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Table 142 — continued from previous page
Metadata name Type Description Requirement

cdmi retention period JSON If this data system metadata item is present and Optional
string contains a valid ISO 8601:2004 time interval (as
described in ), it indicates that the client is
requesting that an object be placed under retention
(see 18.3). When this data system metadata item
is absent, this data system metadata item shall not
be used. When this data system metadata item is
present but does not contain a valid ISO 8601:2004
time interval, the create, update, or deserialize
operation shall fail with an HTTP status code of
400 Bad Reguest

If this data system metadata item is updated and
the new end date is before the current end date,
the update operation shall fail with an HTTP status
code of 403 Forbidden.

dmi retention JSON If this data system metadata item is present and set(}., Optional
> autodelete string to “true”, it indicates that the client is requesting
that an object under retention be automatically
deleted when retention expires.

When this data system metadata item is absent, or
is present and is not set to “t rue”, thisidata system
metadata item shall not be used.

dmi_hold id JSON | If this data system metadata item.is present and not | Optional
array an empty array, it indicates that the client is
of requesting that an object be-placed under hold (see

JSON 18.4). Each string in the apray shall contain a
strings | unique user-specified hold identifier.

When this data system"'metadata item is absent, or
is present and is an empty JSON array, this data
system metadataitem shall not be used.

If this data system metadata item is updated, and a
previouslyéxisting hold string has been removed or
changed'in the update, the update operation shall
fail'with an HTTP status code of 403 Forbidden.
(See 18.4 concerning releasing holds.)

continues on next pag
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Table 142 — continued from previous page

Metadata name Type Description Requirement
cdmi_encryption JSON If this data system metadata item is present and not | Optional
string an empty string, it indicates that the client is

requesting that the object be encrypted while at
rest. If encrypted, all data and metadata related to
the object shall be encrypted. Supported
algorithm/mode/length values are provided by the
cdmi_encryption capability.

When this data system metadata item is absent,
this data system metadata item shall not be used.

If this data system metadata item is present but

does not contain a valid encryption
algorithm/mode/length string, the system is free to
choose to ignore the data system metadata, to fail
with an HTTP status code of 400 Bad Request,
or to select an encryption algorithm/mode/length of
the system’s choice.

Supported encryption algorithms are expressed as
a string in the form of
ALGORITHM_MODE_KEYLENGTH, wheré:

* “ALGORITHM" is the encryption algorithm
(e.g., “AES” or “3DES”).

* “MODE” is the mode of operation.{e.g., “XTs”,
“CBC”, or “CTR”).

* “KEYLENGTH” is the key size in bytes (e.g.,
“128”",“192", “256"),

To improve interoperability) between CDMI
implementations, the following designators should
be used for the more.common encryption
combinations:

* “3DES_BEB>168" for the three-key
TripleDES algorithm, the Electronic Code
Book-(ECB) mode of operation, and a key
size‘of 168 bits;

« ‘3DES_CBC_168” for the three-key
TripleDES algorithm, the Cipher Block
Chaining (CBC) mode of operation, and a
key size of 168 bits;

* “AES_CBC_128” for the AES algorithm, the
CBC mode of operation, and a key size of
128 bits;

* “AES_CBC_ 256" for the AES algorithm, the
CBC mode of operation, and a key size of
256 bits;

* “AES XTS_ 128" for the AES algorithm, the
XTS mode of operation, and a key size of
128 bits; and

* “AES_XTS_ 256" for the AES algorithm, the
XTS mode of operation, and a key size of
256 bits.

continues on next pag
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Table 142 — continued from previous page
Metadata name Type Description Requirement

cdmi value_ hash JSON If this data system metadata item is present and not | Optional
string an empty string, it indicates that the client is
requesting that the system hash the object value
using the hashing algorithm and length requested.
The result of the hash shall be provided in the
cdmi_hash storage system metadata item.
Supported algorithm/length values are provided by
the cdmi value hash storage system capability.

When this data system metadata item is absent,
this data system metadata item shall not be used.

If this data system metadata item is present but
does not contain a valid hash algorithm/length
string, the system is free to choose to ignore the
data system metadata, to fail with an HTTP status
code of 400 Bad Request, or to select a hash
algorithm/length of the system’s choice.

Supported hash algorithms are expressed as a
strlng in the form of ALGORITHM LENGTH, where:
“ALGORITHM’ is the hash algorithm (€«
“SHA”).
* “LENGTH” is the hash size in bytes (e.g.,
“160”, “256").
To improve interoperability betweenh CDMI
implementations, the following designators should
be used for the more commontencryption
combinations:
* “SHA160” for SHA-*, and
» “suA256” for SHA-2.

dmi latency JSON If this data system metadata item is present and set | Optional
string to a positive_numeric string, it indicates that the
client is reguesting a desired maximum time to first
byte, in_milliseconds. This metadata is the desired
lateney (in milliseconds) to the first byte of data, as
measured from the edge of the cloud and factoring
out-any propagation latency between the client and
the cloud. For example, this metadata may be used
to determine, in an interoperable way, from what
type of storage medium the data may be served.

When this data system metadata item is absent, or
is present and is not set to a positive numeric string,
this data system metadata item shall not be used.

dmi_ throughput JSON If this data system metadata item is present and set | Optional
string to a positive numeric string, it indicates that the
client is requesting a desired maximum data rate
on retrieve, in bytes per second. This metadata is
the desired bandwidth to the data, as measured
from the edge of the cloud and factoring out any
bandwidth capability between the client and the
cloud. This metadata is used to stage the data in
locations where there is sufficient bandwidth to
accommodate a maximum usage

When this data system metadata item is absent, or
is present and is not set to a positive numeric string,
this data system metadata item shall not be used.

continues on next page
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Table 142 — continued from previous page

Metadata name

Type

Description

Requirement

cdmi sanitization
— method

JSON
string

If this data system metadata item is present and not
an empty string, it indicates that the client is
requesting that the system use a specific
sanitization method to delete data such that the
data is unrecoverable after an update or delete
operation. Supported sanitization method values
are provided by the

cdmi sanitization method capability.

When this data system metadata item is absent,
this data system metadata item shall not be used.

Optional

If this data system metadata item is present but
does not contain a valid sanitization method string,
the system is free to choose to ignore the data
system metadata, to fail with an HTTP status code
of 400 Bad Request, or to select a sanitization
method of the system’s choice.

Supported sanitization methods are defined as
system-specific strings.

dmi RPO

JSON
string

If this data system metadata item is present@and set
to a positive numeric string, it indicatesthat'the
client is requesting a largest acceptable-duration in
time between an update or create,and-when the
object may be recovered, specifiedhin seconds.
This metadata is used to indigate the desired
backup frequency from the/primary copy or copies
of the data to the secondary*Copy or copies. It is
the maximum acceptable time period before a
failure or disaster during which changes to data
may be lost as a egnsequence of recovery.

When this data.system metadata item is absent, or
is present and is not set to a positive numeric string,
this data.gystem metadata item shall not be used.

Optional

dmi RTO

JSON
string

If this data system metadata item is present and set
to a«pesitive numeric string, it indicates that the
client is requesting the largest acceptable duration
in'time to restore data, specified in seconds. This
metadata is used to indicate the desired maximum
acceptable duration to restore the primary copy or
copies of the data from a secondary backup copy
or copies.

When this data system metadata item is absent, or
is present and is not set to a positive numeric string,
this data system metadata item shall not be used.

Optional

dmi enc key Jd

JSON
string

If this data system metadata item is present and not
an empty string, it indicates that the client is
requesting that the system associate with the
object a key identifier (e.g. KMIP Identifier) for the
symmetric key used to encrypt and decrypt the
object.

Optional

dmi“enc value sign id

JSON
string

If this data system metadata item is present and not
an empty string. it indicates that the client is

Optional

requesting that the system associate with the
object a key identifier (e.g. KMIP Identifier) for the
private key used for signing the value of the object.

cdmi enc value verify
— id

JSON
string

If this data system metadata item is present and not
an empty string, it indicates that the client is
requesting that the system associate with the
object a key identifier (e.g. KMIP Identifier) for the
public key or certificate chain used for verifying the
signature of the value of the object.

Optional
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Table 142 — continued from previous page

Metadata name Type Description Requirement
cdmi_enc_object sign JSON If this data system metadata item is present and not | Optional
— id string an empty string, it indicates that the client is

requesting that the system associate with the
object a key identifier (e.g. KMIP Identifier) for the
private key used for signing the entire object.

cdmi_enc_object verify | JSON | If this data system metadata item is present and not | Optional
— id string an empty string, it indicates that the client is
requesting that the system associate with the
object a key identifier (.e.g. KMIP Identifier) for the
public key or certificate chain used for verifying the

sianatira-of-the-antire-obiect
rgHataT —tHt e O tr

dmi versioning JSON If this data system metadata item is present and not | Optional
string an empty string, it indicates that the client is
requesting that versioning be enabled for the data
object, and what level of versioning is requrested.

« |f set to the value “value”, versions shall be
created when the value is updated.

* If set to the value “user”, versions shall be
created when the value and/or user
metadata is updated.

« If set to the value “a11”, versions-shall be
created when any update is perfermed
against the version-enabled data object.

This data system metadata item shall not be
present in data object versions,

dmi_versions_count JSON If this data system metadataitem is present and not | Optional
string an empty string, it indicates that the client is
requesting limits on theXmaximum number of
historical versions t&'be retained.

* If cdmi_vepsions count is not present,
no limits:should be placed on the number of
versions that are retained.

* If cgmi versions count is present and
has-a value of zero, only the current version
should be retained.

*1f cdmi_versions_ count is present and
has a value greater than zero, up to the
specified number of historical versions
should be retained.

« If the number of historical versions exceeds
the value specified, historical versions should
be deleted from the oldest to the newest until
the number of historical versions equals the
value contained in cdmi_versions count.

dmi versions_age JSON If this data system metadata item is present and not | Optional
string an empty string, it indicates that the client is
requesting limits on the maximum age of the oldest
historical version requested to be retained.

* If cdmi_versions_age is not present, no
limit should be placed on the age of versions
that are retained.

* If cdmi versions_ age is present,
historical versions should be retamed untl
their age in seconds since creation is greater
than the value contained in
cdmi versions_ age.

« If the age of a historical version exceeds the
value specified, that historical version should
be deleted.

continues on next page
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Table 142 — continued from previous page

Metadata name Type Description Requirement
cdmi versions_size JSON If this data system metadata item is present and not | Optional
string an empty string, it indicates that the client is

requesting limits on the maximum amount of space
to be used to retain historical versions.

* If cdmi_versions_size is not present, no
limit should be placed on the size of versions
that are retained.

* If cdmi versions size is present, historic
versions should be retained until the total
storage consumption in bytes of the historical
versions exceeds the value contained in

cdmi versions_size.

« If the total size consumed by historical
versions exceeds the value specified,
historical versions should be deleted from the
oldest to the newest until the total storage
consumption of historical versions is equal or
less than the value contained in
cdmi versions_size.
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16.4 Support for provided data system metadata

For each metadata item in a data system, there is an actual value that the cloud service is able to achieve at this
time, as shown in Table 143. Data system-provided metadata items are read only. Updates of these metadata items
shall be ignored.

Table 143: Provided values of data system metadata

Metadata name Type Description Requirement

cdmi data_redundancy provided | JSON Contains the current number of complete | Optional
string copies of the data object at this time

cdmi immediate redundancy JSON If present and set to “t rue”, indicates if Optional
= provided string immediate requndancy 1S provided for
the object
dmi infrastructure JSON | Contains the current number of Optional
— redundancy provided string independent storage infrastructures
supporting the data currently operating
dmi data dispersion provided | JSON | Contains the current lowest distance Optional

string (km) between any two infrastructures
hosting the data

dmi geographic placement JSON Contains an ISO-3166 identifier that Optional
[~ provided array corresponds to a geopolitical region

of where the object is stored

JSON

strings
dmi retention period provided| JSON | Contains an ISO-8601time interval (as Optional

string described in 5.6)Specifying the period
the object is protected by retention

dmi retention autodelete JSON Contains “txie” if the object will Optional
— provided string automatically be deleted when retention
expires
dmi hold id provided JSON | Contains the user-specified hold Optional
array identifiers for active holds
of
JSON
strings
dmi_encryption provided JSON Contains the algorithm used for Optional

string encryption, the mode of operation, and
the key size. (See cdmi_encryption
in 16.3 for the format.)

dmi value hash provided JSON Contains the algorithm and length being Optional
string used to hash the object value. See
cdmi_value hashin 16.3 for the

format.
dmi latency provided JSON Contains the provided maximum time to Optional
string first byte
dmi_throughput provided JSON Contains the provided maximum data Optional
string rate on retrieve
dmi sanpdti'zation method JSON | Contains the sanitization method used. Optional
— prowided string See cdmi_sanitization methodin
16.3 for the format.
dfidi, RPO provided JSON Contains the provided duration, in Optional
_ _ efring cor\nnrlc’ hetween-an ||'r'\r~|ah= andwhen
the update may be recovered
cdmi RTO provided JSON Contains the provided duration, in Optional
string seconds, to restore data
cdmi_authentication methods JSON | Contains a list of authentication methods | Optional
< provided array enabled for the domain. See
of cdmi authentication methods in
JSON 16.3 for the format.
strings
cdmi versioning provided JSON Contains the value “value”, “user”, or Optional
string “al1” if versioning is enabled for the data
object.

continues on next page
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Table 143 — continued from previous page

Metadata name Type Description Requirement

cdmi versions count provided JSON | Contains the maximum number of Optional
string historical versions that will be retained.

cdmi versions age provided JSON | Contains the oldest age of a historical Optional
string version that will be retained, in seconds

before the current time.

cdmi versions size provided JSON | Contains the maximum amount of space | Optional

string that can be used to retain historical

versions, in bytes.
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16.5 Support for user metadata

All CDMI objects that support metadata shall permit the inclusion of arbitrary user-defined metadata items, with the
restriction that the name of a user-defined metadata item shall not start with the prefix “cdmi\_”.

* The

maximum number of user-defined metadata items is specified by the capability

cdmi metadata maxitems.

* The

maximum size of each user-defined metadata item is specified by the capability

cdmi metadata maxsize.

* The maximum total size of user-defined metadata items for an object is specified by the capability
cdmi metadata maxtotalsize.
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16.6 Metadata update operations

CDMI permits a client to replace all metadata items or to perform operations against one or more individual metadata

items.

Replacing all metadata items is accomplished by including the metadata field in the update request body JSON and

not specifying specific metadata items in the update URI.

Adding, updating, and removing specific metadata items is accomplished by specifying the specific metadata item

names in the update URI:

« To add a new metadata item to an existing object, the metadata item name shall be included in the update

request URI, and the metadata item shall be included in the metadata field in the update request body JSO

request URI, and the metadata item shall be inclucjed in the metadata field in the update request body,JSG

» To remove an existing metadata item, the metadata item name shall be included in the update request U
and the metadata item shall not be included in the metadata field in the update request body JSON/

When individual metadata items are specified in the update URI, metadata items included in the metadata field
thé request body JSON that are not referred to in the update URI shall be ignored.

N.

te
N.

RI,

in
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Clause 17

Accesscontrol 000

17.1 Overview

Adcess control defines the mechanisms by which access to objects are permitted or denied,"The CDMI International
Standard supports the following options for access control:

* No access control

» Access Control List (ACL) based access control (See 17.2.1)
» Domain based access control (See 10.2.5)

» Delegated access control (See clause 24)

» Vendor-defined access control extensions

« Combinations of the above
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17.2 Access control flow

Fig. 11 illustrates the control flow for access control in an example CDMI implementation. As every aspect of access
control is optional within a CDMI server, each different implementations will typically implement appropriate subsets
of the illustrated access control flow, in a manner approprate to the internal architecture of their implementation.

lllustrative Logical Subdivisions within an Example CDMI Server

Originating | CDMI Request CDMI Metadata CDMI Domain CDMI ACL CDMI Delegated

Client Processing Repository Processing Processing Access Control
»
!
1. CDMI Request >
2. If domains 3. Obtain Object
supported, get Object Domain
Domain
<
-
4. Object Domain
|-
>
5. If domains 6. If delegated to
supported, resolve external system,
principals perform lookup
7. If not delegated,
look up user identity in
local domain
membership
<
.
8. Resolved user/
group
>
9. If ACLs supported, 10. Obtain local ACL
get Object ACL
gl
<
11. Obtain Object ACL
Metadata
12. Obtain Inherited
ACL Metadata
>
13. Object ACL 14. Evaluate ACL
Metadata against principal and
requested operation
<
.
15. Object
Permissions Mask
>
16. If delegated 17. Obtain Object
access control Delegation Metadata
supported, get
delegation metadata
<t
18. Object Delegation
Metadata
»
>
19. If delegated 20. Contact externg
access control delegated access
supported, and Object control provider
Delegation Metadata
presént, perform 21. Update Object
delegation Permissions Mask
<
.
22. Delegated Access
Control Response
23. Determine if
operation permitted
gl
<
24, €DMI Response
| 44 A 4 L£l
T IH. . AAUUTOoO VUTTUTUTN TIUVW

The full contol flow can include 24 steps:

1. The CDMI client initiates a CDMI operation by sending a CDMI request to a CDMI server. As part of the
request, the CDMI client includes information about its identity and information to prove this identity (creden-
tials). The method by which these credentials are presented and formatted is not specified in this International
Standard, however, some guidance is provided in 5.4.3.

2. If the CDMI server supports Domains (see clause 10), the CDMI server obtains the domain associated with
the object the CDMI operation is being performed against. If the CDMI system does not support domains,
steps 2 - 8 are skipped.

3. The CDMI server obtains required information about the domain associated with the object.

4. Domain Information is returned for further use.
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5. Domain information is used to resolve CDMI client credentials.

6. If the Domain is configured to delegate identity resolution to an external system (such as Active Directory),

credentials are sent to this external system for resolution.

7. Ifthe Domain is configured to use local membership, credentials are compared against the configured domain

members (see 10.4).
8. The resolved principle (user, group, indication of validity) is returned for further use.

9. Ifthe CDMI server supports ACLs (see 17.2.1), the CDMI server evaluates the object ACL. If the CDMI system

does not support ACLs, steps 9 - 15 are skipped.
0. The CDMI ACL processing subsystem obtains the ACL for the object.

11. The CDMI server obtains ACL metadata associated with the object.

St
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2. If the object is in a container, the CDMI server obtains ACL metadata for parent containers.

CEs).

.2.2 ACL and ACE structure

me form of access)to a principal. Principals are either users or groups and are represented by identifiers.
NY ACE denjes/access of some kind to a principal. For instance, a DENY ACE may deny the ability to write {
ptadata or ACILof an object but may remain silent on other forms of access. In that case, if another ACE ALLO
te access to'the object, the principal is allowed to write the object’s data, but nothing else.

Es arexcomposed of four fields: type, who, flags and access_mask, as per RFC 3530 [1]. The type, flag
d actess mask shall be specified as either unsigned integers in hex string representation or as a comnt
limited list of bit mask string form values taken from ACE types, ACE flags, and ACE masks bits.

3. The obtained ACL metadata is returned for further use.

4. The CDMI ACL processing subsystem evaluates the resolved principals against the resolved ACL!

5. The evaluated permission mask is returned for further use.

6. If the CDMI server supports Delegated Access Control (DAC) (see clause 24), the CDMhserver obtains DAC
metadata associated with the object the CDMI operation is being performed against., If the CDMI syst¢m
does not support DAC, steps 16 - 22 are skipped.

7. The CDMI server obtains DAC metadata associated with the object.

8. DAC metadata is returned for further use.

9. If DAC metadata is present and indicates that DAC is to be used, the spegified delegation is performed.

P0. The external DAC provider is contacted, including the evaluated Object permission mask.

P1. If a valid DAC response is received, the dac_applied_mask replaces the evaluated Object permission masgk.

P2. The DAC results and Object permission mask is returned forfurther use.

P3. The Object permission mask is used to determine if the requested operation is permitted.

P4. The operation is permitted or denied, and the correspending response returend to the CDMI Client.

bps 2 - 8,9 - 15, and 16 - 18 may be performed in parallel.

.2.1 General mechanisms

DMI uses the well-known mechanism ©f @n Access Control List (ACL) as defined in the NFSv4 standard (see

C 3530 [1]). ACLs are lists of permissions-granting or permissions-denying entries called Access Control Entries

ACL is an orderedilist'of ACEs. The two types of ACEs in CDMI are ALLOW and DENY. An ALLOW ACE gramts

A
he
Vs
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17.2.3 ACE types

Table 144 defines the following ACE types, as specified in section 5.11.1 of RFC 3530 [1].

Table 144: ACE types

String Description Constant Bit mask
form

“aLLowW” | Allow access rights for a principal “CDMI_ACE ACCESS ALLOW” | 0x00000000
“DENY” Deny access rights for a principal “CDMI_ACE_ACCESS_DENY” 0x00000001
“AUDIT” | Generate an audit record when the principal “‘CDMI_ACE SYSTEM AUDIT” | 0x00000002

attempts to exercise the specified access rights

THe reason that the string forms may be safely abbreviated is that they are local to the ACE structure type;
opposed to constants, which are relatively global in scope.

The client is responsible for ordering the ACEs in an ACL. The server shall not enforce any ordering and shall stq
and evaluate the ACEs in the order given by the client.

17

TH

security domain (see Who identifiers). Some of these identifiers may not be understood when a CDMI client
cesses the server, but they may have meaning when a local process accesses the file. The ability to display a
dify these permissions is permitted over CDMI, even if none of the access(methods on the server understands
the identifiers.

m

.2.4 ACE who

e special “who” identifiers need to be understood universally, rather than in the context of a particular exter

Table 145: Who identifiers

=

e

al
C-

hd

Who Description OO

PWNERER” The owner of the file

‘GroOUPR” The group associated with the file

“EVERYONER” The world

“BNONYMOUSR” Access without authentication

“RUTHENTICATEDR”| Any authenticated user (apposite of “ANONYMOUS@”)

‘BDMINISTRATORR”| A user with administrative status, e.g., “root”

‘BDMINUSERSE” A group whose members are given administrative status
Tolavoid name conflicts, these special.identifiers are distinguished by an appended “@” (with no domain name).
17.2.5 ACE flags
CDMI allows for nested.containers and mandates that objects and subcontainers be able to inherit access permjis-
signs from their parént-Containers. However, it is not enough to simply inherit all permissions from the parentj it
might be desirablé ) fof example, to have different default permissions on child objects and subcontainers of a given

CO|

htainer. The flags in Table 146 govern this behavior.

Table 146: ACE flags

$tring-form Description Constant Bit mask
NOFTAGS” No flags are set ‘CDMT _ACE _FTLAGS NONE” 0x00000000
“OBJECT INHERIT” An ACE on which “CDMI_ACE FLAGS 0x00000001

“OBJECT_INHERIT”is setis OBJECT INHERIT ACE’

inherited by objects as an

effective ACE:

“OBJECT INHERIT” is cleared
on the child object. When the
ACE is inherited by a container,
“OBJECT_INHERIT” is retained
for the purpose of inheritance,
and additionally,

“INHERIT ONLY”is set.

©
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Table 146 — continued from previous page
String form Description Constant Bit mask

“CONTAINER_INHERIT’] An ACE on which “CDMI_ACE_FLAGS_ 0x00000002
‘CONTAINER INHERIT"issetis | CONTAINER INHERIT ACE”
inherited by a subcontainer as an
effective ACE.

Both "INHERIT ONLY” and
“‘CONTAINER INHERIT” are
cleared on the child container.

“NO_PROPAGATE” An ACE on which “CDMI_ACE_FLAGS 0x00000004

“NO_PROPAGATE” is set is not NO_ PROPAGATE ACE”

inherited by any objects or

subhcantainare It annliac anly,
sbeontatners—H-applios-only

to the container on which it is set.

‘INHERIT ONLY” An ACE on which “‘CDMI_ACE_FLAGS 0x00000008
“INHERIT ONLY”is setis INHERIT ONLY ACE”
propagated to children during
ACL inheritance as specified

by "OBJECT INHERIT” and
“CONTAINER INHERIT". The
ACE is ignored when

evaluating access to the
container on which it is set and is
always ignored when set on

objects.
‘LDENTIFIER GROUP” | An ACE on which “CDMI_ACE_ FLAGS 0x00000040
“IDENTIFIER GROUP”is set IDENTIFZER GROUP”

indicates that the “who” refers to
a group identifier.

‘INHERITED” An ACE on which “INHERITED” | “CDMI_ACE FLAGS 0x00000080
is set indicates that this ACE is INHERITED ACE”
inherited from a parent directory.
A server that supports automatie
inheritance will place this flag

on any ACEs inherited fronithe
parent directory when creating a
new object.

17.2.6 ACE mask bits

THe mask field of an ACE contains-a.32 bit mask, as specified in section 5.11.2 of RFC 3530 [1]. Table 146 defines
the impact of each bit in an ACE mask field.
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Table 147: ACE masks bits

String form

Description

Constant

Bit mask

“READ_OBJECT”

If true, indicates permission to
read the value of an object.

If false:

+ A CDMI GET that requests
all fields shall return all
permitted fields with the
value field excluded.

+ A CDMI GET that requests
specific fields shall return
requested permitted fields

“CDMI_ACE READ OBJECT”

0x00000001

Wwith the value field
excluded.

+ A CDMI GET for only the
value field shall return an
HTTP status code of 403
Forbidden.

* A non-CDMI GET shall
return an HTTP status
code of 403 Forbidden.

[LIST CONTAINER’

If true, indicates permission to list
the children of an object.

If false:

+ A CDMI GET that requests
all fields shall return all
permitted fields with the
children field and
childrenrange field
excluded.

+ A CDMI GET that requests
specific fields shall return
the requested permitted
fields with the children/field
and childrenrange field
excluded.

+ A CDMI GET-for only the
children field and/or
childrenrange field shall
return an HTTP status
code of 403 Forbidden.

“‘CDMI_ACE LIST (CONTAINER'

0x00000001

WRITE OBJECT”

If true, indicates permission to
mpodify the value of an object

If false, a PUT that requests
modification of the value of an
object shall return an HTTP
status code of 403 Forbidden.

“CDMI_ACE WRITE OBJECT”

0x00000002

‘WDD OBJECT"

If true, indicates permission to
add a new child data object or
queue object.

If false, a PUT or POST that

“CDMI_ACE ADD OBJECT”

0x00000002

lcqucata Ul cat;un Uf a TTCW bhl:d
data object or new queue object
shall return an HTTP status code
of 403 Forbidden.
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Table 147 — continued from previous page

String form

Description

Constant

Bit mask

“APPEND_ DATA’

If true, indicates permission to
append data to the value of a
data object.

If “APPEND DATA” is true and
‘WRITE_OBJECT is false, a PUT
that requests modification of any
existing part of the value of an
object shall return an HTTP
status code of 403 Forbidden.

“CDMI_ACE_APPEND DATA’

0x00000004

“ADD SUBCONTAINER”

If true, indicates permission to

“CDMI ACE ADD

0x00000004

create a child container object or
domain object.

If false, a PUT that requests
creation of a new child container
object or new domain object shall
return an HTTP status code of
403 Forbidden.

SUBCONTAINER"

READ METADATA”

If true, indicates permission to
read the metadata of an object.

If false:

+ A CDMI GET that requests
all fields shall return all
permitted fields with the
metadata field excluded.

+ A CDMI GET that requests
specific fields shall return
the requested permitted
fields with the metadata
field excluded.

+ A CDMI GET for only the
metadata field shall return
an HTTP status codeyof
403 Forbidden:

“‘CDMI_ACE READ METADATA”

0x00000008

WRITE METADATA

If true, indicates permission to
modify the metadata of an object.

If false, a CDMI PUT that
requestsimodification of the
metadata:field of an object shall
return_an HTTP status code of
408_JForbidden.

‘CDMI_ACE WRITE METADATA’

0x00000010

o

FXECUTE”

If true, indicates permission to
execute an object.

“CDMI_ACE EXECUTE”

0x00000020

o

TRAVERSE
ONTAINER"

If true, indicates permission to
traverse a container object or
domain object.

If false, all operations against all
children below the container
shall return an HTTP status code
of 403 Forbidden.

“CDMI_ACE TRAVERSE
CONTAINER”

0x00000020

« 2
LLETE UBDJLEUTL

iflluc,i”L“bdth chIﬁbbkﬂllU
delete a child data object or child
queue object from a container
object.

If false, all DELETE operations
shall return an HTTP status code
of 403 Forbidden.

i 2
CUMI ACE DELETE UBJEUL

PNP-V-V-V-V-V- WP
UAUUUUUUSU
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String form

Description

Constant

Bit mask

“DELETE
SUBCONTAINER”

If true, indicates permission to
delete a child container object
from a container object or to
delete a child domain object from
a domain object.

If false, all DELETE operations
shall return an HTTP status code
of 403 Forbidden.

“CDMI_ACE DELETE
SUBCONTAINER”

0x00000040

“READ ATTRIBUTES”

If true, indicates permission to
read the attribute fields' of an

“CDMI_ACE READ
ATTRIBUTES”

0x00000080

object.

If false:

+ A CDMI GET that requests
all fields shall return all
non-attribute fields and
shall not return any
attribute fields.

+ A CDMI GET that requests
at least one non-attribute
field shall only return the
requested non-attribute
fields.

* A CDMI GET that requests
only non-attribute fields
shall return an HTTP
status code of 403
Forbidden.

‘WRITE ATTRIBUTES”

If true, indicates permission to
change attribute fields[#a]_ of an
object.

If false, a CDMI PUT that
requests modification of-any
non-attribute field shallseturn an
HTTP status code of 403
Forbidden.

“CDMI_ACE WRITE
ATTRIBUTES”

0x00000100

[WRITE RETENTION”

If true, indicates permission to
change retention attributes of an
object.

If false,)Ja CDMI PUT that
requests modification of any
non-hold retention metadata
items shall return an HTTP
status code of 403 Forbidden.

“CDMI_ACE WRITE
RETENTION”

0x00000200

‘WRITE RETENTION
HOLD”

If true, indicates permission to
change retention hold attributes
of an object.

If false, a CDMI PUT that
requests modification of any
retention hold metadata items
shall return an HTTP status code

“CDMI_ACE WRITE
RETENTION HOLD”

0x00000400

of 403 Forbidden.

“DELETE”

If true, indicates permission to
delete an object.

If false, all DELETE operations
shall return an HTTP status code
of 403 Forbidden.

“‘CDMI_ACE DELETE"

0x00010000
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Table 147 — continued from previous page

String form

Description

Constant

Bit mask

“READ_ACL”

If true, indicates permission to
read the ACL of an object.

If false:

+ A CDMI GET that requests
all metadata items shall
return all permitted
metadata items with the
‘cdmi_acl” metadata
item excluded.

+ A CDMI GET that requests

“CDMI_ACE_READ ACL’

0x00020000

spetific etadataitenTs
shall return the requested
permitted metadata items
with the “cdmi_acl”
metadata item excluded.

+ A CDMI GET for only the
cdmi_acl metadata item
shall return an HTTP
status code of 403
Forbidden.

If “READ ACL”is true and
“READ_METADATA” is false, then
to read the ACL, a client CDMI
GET for only the “cdmi_acl”
metadata item shall be permitted.

o

[WRITE ACL”

If true, indicates permission to
write the ACL of an object.

If false:

* If “WRITE ACL”is false, a
CDMI PUT that requests
modification of the
‘cdmi_acl” metadata
item shall return an HTTP
status code of 403
Forbidden.

* If"WRITE ACL"is true and
“WRITE.METADATA” is
false, then to write the
ACL; a client CODMI PUT
for'only the “cdmi_acl”
metadata item shall be
permitted.

“CDMI_ACE WRITE ACL”

0x00040000

‘WRITE_OWNER”

If'true, indicates permission to
change the owner of an object.

If false:
* If “WRITE OWNER” is false,
a CDMI PUT that requests
modification of the
‘cdmi owner” metadata
item shall return an HTTP
status code of 403

“‘CDMI_ACE_WRITE OWNER”

0x00080000

Forplidden.

* If“WRITE OWNER”is true
and “WRITE_METADATA”
is false, then to write the
owner, a client CDMI PUT
for only the “cdmi owner”
metadata item shall be
permitted.
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Table 147 — continued from previous page

String form Description Constant Bit mask

“SYNCHRONIZE” If true, indicates permission to “CDMI_ACE_ SYNCHRONIZE" 0x00100000

access an object locally at the
server with synchronous reads
and writes.

Implementations shall use the correct string form to display permissions, if the object type is known. If the object
type is unknown, the “object” version of the string shall be used.

17.2.7 ACL evaluation

When evaluating whether access to a particular object O by a principal P is to be granted, the server shall trave
the object’s logical ACL (its ACL after processing inheritance from parent containers) in list order, using atempor.

pel

W
fo
co
Th

W
A(

rmissions bitmask m, initially empty (all zeroes), and apply the following algorithm:

« If the object still does not contain an ACL, the algorithm terminates and access is deniedfor all users a
groups. This condition is not expected, as CDMI implementations should require an inhefitable default A
on all root containers.

ACEs that do not refer to the principal P requesting the operation are ignored.

« If an ACE is encountered that denies access to P for any of the requested mask bits, access is denied a
the algorithm terminates.

« If an ACE is encountered that allows access to P, the permissions mask.m“for the operation is XORed W

terminates.

If the end of the ACL list is reached and permission has neitherdgen granted nor explicitly denied, accesq
denied and the algorithm terminates, unless the object is a container root. In this case, the server shall:

— allow access to the container owner, “ADMINISTRATORE”, and any member of “ADMINUSERS@”; an
— log an event indicating what has happened.

hen permission for the desired access is not explicitly given, even “ADMINISTRATORR” and equivalents are deni
objects that aren’t container roots. When an admif¥)needs to access an object in such an instance, the r
ntainer shall be accessed and its inheritable ACEs\changed in a way as to allow access to the original obj¢
e resulting log entry then provides an audit trail(for the access.

hen a root container is created and no ACL\is supplied, the server shall place an ACL containing the followi
Es on the container:

b

hd
CL

hd

ith

the permissions mask from the ACE. If m is sufficient for the operation,(@ccess is granted and the algoritiim

S

ed
ot
ct.

[

d

]

dmi acl":

{
"acetype": "ALLOW",
"identifier": MOWNERQ",
"aceflags": "OBJECT INHERIT, CONTAINER INHERIT",
"acemask": (ALL PERMS"

"acetype™: "ALLOW",

"idefipafier": "AUTHENTICATED@",

"aCeflags": "OBJECT INHERIT, CONTAINER INHERIT",
tagémask": "READ"

As ACLs are storage system metadata, they are stored and retrieved through the metadata field included in a P
or GET request. The syntax is as follows, using the constant strings from ACE types, ACE flags, and ACE masks

T

bits:
ACL = { ACE [, ACE ...] }
ACE = { acetype , identifier , aceflags , acemask }
acetype = uint t | acetypeitem
identifier = utf8string t
aceflags = uint t | aceflagsstring
acemask = uint_t | acemaskstring
(continues on next page)
' The value fields, children fields, and metadata field are considered to be non-attribute fields. All other fields are considered to be
attribute fields.
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(continued from previous page)

acetypeitem = aceallowedtype | acedeniedtype | aceaudittype

aceallowedtype = "CDMI_ACE ACCESS ALLOWED TYPE" | 0xO

acedeniedtype = "CDMI_ACE ACCESS DENIED TYPE" | 0x01

aceaudittype = "CDMI_ACE_SYSTEM AUDIT TYPE" | 0x02

aceflagsstring = aceflagsitem [| aceflagsitem ...]

aceflagsitem = aceobinherititem | acecontinherititem | acenopropagateitem |
—aceinheritonlyitem

aceobinherititem = "CDMI_ACE OBJECT_INHERIT ACE" | 0x01

acecontinherititem = "CDMI_ ACE CONTAINER INHERIT ACE" | 0x02

acenopropagateitem = "CDMI ACE NO PROPAGATE INHERIT ACE" | 0x04
aceinheritonlyitem = "CDMI ACE INHERIT ONLY ACE" | 0x08

ademaskstring = acemaskitem [| acemaskitem ...]

ademaskitem = acereaditem | acewriteitem | aceappenditem | acereadmetaitem |
—lacewritemetaitem | acedeleteitem | acedelselfitem | acereadaclitem | acewriteacliftem |
—Jaceexecuteitem | acereadattritem | acewriteattritem | aceretentionitem
adereaditem = "CDMI_ ACE READ OBJECT" | "CDMI_ACE LIST CONTAINER" | 0x0l
adewriteitem = "CDMI_ACE WRITE OBJECT" | "CDMI_ACE ADD OBJECT" | 0x02
ageappenditem = "CDMI_ACE_APPEND DATA" | "CDMI_ACE_ADD SUBCONTAINER"~| 0x04
adereadmetaitem = "CDMI_ACE_READ METADATA" | 0x08

adewritemetaitem = "CDMI_ACE WRITE METADATA" | 0x10

adedeleteitem = "CDMI ACE DELETE OBJECT" | "CDMI ACE DELETE SUBCONTAINER" | 0x40
agedelselfitem = "CDMI_ACE DELETE" | 0x10000

agereadaclitem = "CDMI_ ACE READ ACL" | 0x20000

adewriteaclitem = "CDMI_ACE WRITE ACL" | 0x40000

adeexecuteitem = "CDMI_ACE_EXECUTE" | 0x80000

adereadattritem = "CDMI_ACE_READ ATTRIBUTES" | 0x00080

agewriteattritem = "CDMI ACE WRITE ATTRIBUTES" | 0x00100

ageretentionitem = "CDMI ACE SET RETENTION" | 0x10000Q00

When ACE masks are presented in numeric format, they shall, atall times, be specified in hexadecimal notatipn

Wi

h a leading “0x”. This format allows both servers and clients' to quickly determine which of the two forms of a

giYen constant is being used. When masks are presented in'string format, they shall be converted to numeric format

and then evaluated using standard bitwise operators.

When an object is created, no ACL is supplied, and.an"ACL is not inherited from the parent container (or there

S

ng parent container), the server shall place an ACkcontaining the following ACEs on the object:
"ddmi_acl":
[
{
"acetype": "ALLOW",
"identifier": "OWNERQ@",
"aceflags": "OBJECPTINHERIT, CONTAINER INHERIT",
"acemask": "ALL PERMS"
}
]
17.2.8 Example-ACE mask expressions
Example 1:
l YREAD ALL" | 0x02 ‘
evattates+e-0x891+-0x82==0x0
Example 2:
’ 0x001F07FF ‘

evaluates to 0x001FO7FF == “ALL_PERMS”
Example 3:

"RW_ALL" | DELETE

evaluates to 0x000601DF | 0x00100000 == 0x000701DF
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17.2.9 Canonical format for ACE hexadecimal quantities

ACE mask expressions may be evaluated and converted to a string hexadecimal value before transmission in a
CDMI JSON body. Applications or utilities that display them to users should convert them into a text expression
before display and accept user input in text format as well.

The following technique should be used to decompose masks into strings. A table of masks and string equivalents
should be maintained and ordered from greatest to least:

Table 148: ACE bit mask/string

Hex form Object string form Container string form

0x001FO7FF ‘ALL_PERMS” ‘ALL PERMS”
x0006006F "RW_ALL "RW_ALL

(Jx0000001F “RW” “RW”

(x00000002 ‘“WRITE OBJECT” “ADD OBJECT”

(3x00000001 “READ OBJECT” “LIST CONTAINER”

Giyen an access mask M, the following is repeated until M == 0:
1. Select the highest mask m from the table such that M & m ==m.

2. If the object is a container, select the string from the 3rd column; otherwise, (s€lect the string from the 2hd
column.

3. Bitwise subtract m from M, i.e., set M = M xor m.

4. The complete textual representation is then all the selected stringS«oncatenated with “, " " betwepn
them, e.g., " 'ALL PERMS, WRITE OWNER”. The strings should appear in the order they are selected.

A similar technique should be used for all other sets of hex/string equivalents.

THis algorithm, properly coded, requires only one (often partial) pass through the corresponding string equivalents
table.

17.2.10 JSON format for ACLs

ACE flags and masks are members of a 32-bit quantity that is widely understood in its hexadecimal representatiofs.
THe JSON data format does not support hexadecimal integers, however. For this reason, all hexadecimal integgrs
in CDMI ACLs shall be represented as quoted strings containing a leading “0x”.

ACLs containing one or more ACEs shall be represented in JSON as follows:

{
"cdmi acl" : [
{
"acetype" (: V'Oxnn",
"identifer"™ : "<user-or-group-name>",
"aceflags™ : "Oxnn",
"acemask" : "Oxnn"
}l
{
"acetype" : "Oxnn",
"identifier" : "<user-or-group-name>",
"aceflags" : "Oxnn",
"acemask" : "Oxnn"
}
.
}
ACEs in such an ACL shall be evaluated in order as they appear.

EXAMPLE 1: An example of an ACL embedded in a response to a GET request is as follows:

HTTP/1.1 200 OK
Content-Type: application/cdmi-object

{

"objectType" : "/application/cdmi-object",
"objectID" : "00007ED9001086A99CC6487FEE373D82",
"objectName" : "MyDataltem.txt",

(continues on next page)
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(continued from previous page)

"parentURI" : "/MyContainer/",
"domainURI" : "/cdmi domains/MyDomain/",
"capabilitiesURI" : "/cdmi capabilities/dataobject/",
"completionStatus" : "Complete",
"mimetype" : "text/plain",
"metadata" : {
"cdmi size" : "17",
"cdmi acl" : [
{
"acetype" : "0x00",
"identifier" : "EVERYONEQR",
"aceflags" : "0x00",
"acemask" : "0x00020089"

] 4

}I
"valuerange" : "0-16",
"value" : "Hello CDMI World!"

© ISO/IEC 2022 - All rights reserved



https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

Clause 18

18.1 Overview

A floud storage system may optionally implement retention management disciplines into’'the/system managemg
fumctionality of the cloud-based storage system. The implementation of retention and held’capabilities is indicat
by|the presence of the cloud storage system-wide capabilities for retention and hold(capabilities.

Régtention management includes implementing a retention policy, defining a hold poliCy to enable objects to be h¢
forf specific purposes (e.g., litigation), and defining how the rules for deleting objects are affected by placing eith

ale
1
ale

Retention management may be applied to the following object types:

tention policy and/or a hold on an object. CDMI™ object deletion is not,a capability of retention manageme]
se, but rather is a general system capability. However, this clause deseribes what happens when placing eith
tention policy and/or a hold on an object.

+ data objects,
* queue objects, and
+ container objects.

nt
ed

eld
er
nt,
er
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18.2 Retention management disciplines

CDMI retention, deletion, and hold management affect any CDMI client that creates or deletes CDMI objects, as
these disciplines mandate how a cloud storage system manages CDMI objects when they are created and until
they are deleted.

CDMI retention management is comprised of three management disciplines: retention, hold, and deletion:

« CDMI retention uses retention time criteria to determine the time period during which object deletion from the
CDMI-based system is prohibited. No changes to the object are allowed, even after the retention period has
expired, except as specified below.

CDMI hold prohibits object deletion and modification until all holds on the object have been released.

allowed, with the exception of extensions to the retention and hold data system metadata/The retention data
system metadata may be added or the retention period extended, and the hold data system metadata may
be added or extended with additional holds. Any other attempt to modify the object shall return an error.
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18.3 CDMI retention

18.3.1 Overview

CDMI retention only allows one retention policy to be applied to an object at a time.

Retention management uses time criteria to determine the time period during which CDMI object deletion from the
CDMI-based system shall be prohibited. CDMI retention criteria shall be specified by the following data system
metadata:

+ a retention criteria identifie—a CDMI client-specified string that shall identify the retention records class
(cdmi retention id); and

—aretentionstarttime—and-retentiom period-time—the—start tme;whermused-togetherwithperiod;imdicating
when retention shall no longer be enforced (cdmi retention period).

When a CDMI client attempts to delete an object, the cloud storage system shall evaluate all such retention criteria
and return an error, if any retention criteria have not been met.

When copying objects with a retention policy, retention properties shall not be transferred from the|source CDMI
object to the destination object, and the destination object shall not have a retention policy.

Fig. 12 shows how to establish time-based retention with a retention identifier. The value-of the object data sys-
tem metadata for the retention period shall not be reduced. Removing holds is outside the scope of the CDMI
Infernational Standard.

Retention enabled, ) Changes and
ID, start time, and Changes and deletions deletion are
duration set are not allowed £/ “allowed

2011-01-01 2012-01-01
2010-04-28 2012-04-27

Example: Retention start date of 2010-04-28 with a
duration of 730@ays. No holds.

Fig.\12: Object retention

A ppecific HTTP error code (403) shall be réturned on operations to objects that are under retention period when
the cloud storage system attempts to change or delete the object before the retention period criteria are met.

A Floud storage system shall not prevent metadata changes that increase the retention period, as there are vdlid
business reasons to change a retention period for an object.

18.3.2 Examples

EXAMPLE 1: Place.ah existing object under retention:

--> PATECH~/cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=cdmi_ retention id&
—met@data=cdmi_ retention period HTTP/1.1

—-—->¢Host: cloud.example.com

s—o~Content-Type: application/cdmi-object

>

> {

== "metadatan @ 1

-—> "cdmi retention_id" : "1",

-—> "cdmi retention period" : "2010-04-28T00:00:00.000000Z/2012-04-
«+27T00:00:00.0000002"

—> }

<-- HTTP/1.1 204 No Content

EXAMPLE 2: Increase the duration of retention on an existing object under retention:
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--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=cdmi retention
—period HTTP/1.1

--> Host: cloud.example.com

--> Content-Type: application/cdmi-object

—> {

—-——> "metadata" : {

-=> "cdmi retention period" : "2011-04-28T00:00:00.000000%/2013-04-
«—27T00:00:00.0000002"

—_> }

<-- HTTP/1.1 204 No Content

EXAMPLE 3: Decrease the duration of retention on an existing object under retention:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=cdmi retention
—period HTTP/1.1

--> Host: cloud.example.com

--> Content-Type: application/cdmi-object

-—>

- {

-—> "metadata" : {

-—> "cdmi_retention period" : "2011-04-28T00:00:00.000000Z/20k2-01-
—27T00:00:00.000000Z"

—-_> }

- }

<-- HTTP/1.1 403 Forbidden
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18.4 CDMI hold

18.4.1 Overview

CDMI hold enforces read-only data object access and prohibition of object deletion. A cloud storage system shall
allow multiple holds to be applied to a single object to satisfy multiple hold orders. While an object is on hold, a
cloud storage system shall strictly enforce read-only access to the object and prohibit object deletion.

When copying objects that are on hold, hold properties shall not be transferred from the source CDMI object to the
destination object, and the destination object shall not be on hold.

Hold management uses a hold indicator to determine the time periods during which CDMI object revision (data and
metadata) and deletion from the CDMI-based system shall be prohibited. CDMI hold criteria shall be specified by
data system metadata, specifically, a hold criteria identifier that is a client-specified string that shall identify the holds
and their order.
A CDMI client may place an object on hold by adding a hold identifier to the cdmi_hold id data system metadmta

S,

iten. When an objectis on hold, CDMI clients shall be subject to failures or unexpected state changes éh.operatio
which would otherwise be successful if the object was not on hold.

Fig. 13 shows how placing a hold on an object affects its read-only and deletion capability.

Hold placed 2012-01-01 . 'Hold removed 20¢3-01-01

-

No retention Object deleted o

Changes and Object is read only; Changes and Shject dele

information is set; | deletion of object are deletion is not deletion of\object are
object stored on allowed allowed allowed
2010-04-28 l | | l

2011-01-01  2012-01-01 2013-04;04 2014-01-01

2010-04-28 20141-04-2
8

Example: Hold placed on the @bject on 2012-01-01 and
removed on 2013:01-01

Fig.. 13: Object hold

Fig. 14 shows how to establish time-based retention with a retention identifier that has a hold placed on the object.
THe value of the object data system metadata for the retention period shall not be reduced, and the value of the
object data system metadata for hold identifiers shall not permit holds to be removed. Removing holds is outside
the scope of the CDMI International Standard.

Hold placed 2011-10-21 . 'Hold removed 2013-10-21
Retention nges and Object is read only; Changes and Object deleted oh
enabled; ID, start | ﬁﬁion are not deletion is not deletion of object are | 2014-04-28
time, and |20 allowed allowed allowed
duration set | | | |
2011-01-01 2012-01-01 2013-01-01  2014-01-01
2010-04-28 2014-04-28

Retention duration
completed 2012-04-27

Example: Start date of 2010-04-28 with a duration of 730
days; hold placed on the object

Fig. 14: Object hold on object with retention

Fig. 15 shows how placing multiple holds on an object affects its read-only and deletion capability.

A cloud storage system shall maintain an on-hold object in read-only mode with respect to the application access
to data and metadata and shall prohibit deletion, either automated or explicit.

+ CDMI clients shall tolerate these object on-hold failures or state changes.

» Releases from hold are not part of this International Standard and are typically performed out of band using
an additionally secured non-CDMI mechanism provided by the implementation.
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Hold #1 Hold #2 Hold #1 Hold #2
placed placed removed removed
2011-01-01 2012-03-01 2013-01-01 2014-01-01

p [ )
No retention | Changes & T ; T i Changes & | Object deleted on
information is set; | deletion are Object is read only; deletion are | 2014-04-28
object stored on allowed deletion is not allowed allowed
2010-04-28 | |
2011-01-01 2012-01-01 2013-01-01 2014-01-01
2010-04-28 2014-04-28

Example: Start date of 2010-04-28 with a duration of 730
days; holds placed on the object

Fig. 15: Object with multiple holds

A gpecific HTTP error code (403) shall be returned on operations to objects that are under @ hold when the syst¢m
atfempts to change the object or attempts to delete the object before the hold is removedr This failure should bg a
an error to the application.

18.4.2 Examples

EXAMPLE 1: Place an existing object under hold:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txflmetadata=cdmi hold id HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-——> "metadata": {

-—> "cdmi_ hold id": {
__> "Case77": mnmn
- }

—_> }

<-- HTTP/1.1 204 No Content

EXAMPLE 2: Attempt to remove a‘held for an object under hold:

--> PATCH /cdmi/2.0{0/MyContainer/MyDataObject.txt?metadata=cdmi_hold id HTTP/1.1
--> Host: cloud.example.com

--> Content-Type:sapplication/cdmi-object

-—>

-—> {

-—> "metadata": |

-—> “¢dmi hold id": {}

> } B N

- }

<-¥ HTTP/1.1 403 Forbidden

EXAMPLE 3: Add asecond holdtoan nhjnhf under hold:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=cdmi hold id HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

- {

-——> "metadata": {

-—> "cdmi hold id": {
-—> "case 7": "",
-—> "case 15": ""
> } -

- }

-—> }

(continues on next page)
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(continued from previous page)

<-- HTTP/1.1 204 No Content
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18.5 CDMI auto-deletion

18.5.1 Overview

CDMI deletion controls cloud storage system actions with respect to object deletion. A cloud storage sys-
tem may automatically delete a CDMI object after the retention time and hold criteria have been met. (See
cdmi retention autodelete in Data system metadata.)

CDMI objects shall be automatically deleted by the system at the retention period expiration by setting the
cdmi_ retention autodelete data system metadata item. The cdmi retention autodelete data sys-
tem metadata item indicates to the system that the object shall be made unavailable for access after the retention
criteria have been satisfied. The system shall ensure that the object is no longer available through the CDMI inter-
fage—ifthesystemmhassatisfredtheTetentiomrequirermentand=hotdisestabtishedfor theobjecttheobjectshall
nagt be made unavailable or deleted. When a hold and retention have been applied to an object, both need‘to pe
satisfied (retention period expired and no holds existing) for objects to be automatically deleted from the system|

EXAMPLE 1: Place an object under retention with autodelete:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=cdmi retentiom.
—»periodemetadata=cdmi retention autodelete HTTP/1.1

--> Host: cloud.example.com

--> Content-Type: application/cdmi-object

-—>

-——> "metadata":{

-=> "cdmi retention period": "2011-04-28T00:00:00.0000002/2013-04-
—27T00:00:00.0000002",

-—> "cdmi retention autodelete": "true"

—_> }

-—> }

<-- HTTP/1.1 204 No Content
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18.6 Retention security considerations

The accuracy and integrity of the retention start and elapsed times depend on the accuracy and integrity of the clock
that is used to set their values. Equally important is the relative accuracy and security of the clock that determines
if the retention period has elapsed when compared to the clock that sets the start time property. Relative time
differences between these two clocks may lead to undesirable retention and deletion management behavior.

Itis important to have a reliable source from which the system clock is set. A stratum 1 time is directly connected to
a reference clock and is at the top of the time server hierarchy. Relative time differences between the system clock
and the reference clock may lead to undesirable retention timestamps and difficulties with time action events.

EXAMPLE 1: An object is created in a cloud storage system at time 0 with a period of 8 years and autodelete of
true. Attime 1 year, the system clock is adjusted forward to 9 years. Now, because the system time is 9 years,
thgTetemntiomrtmecriteriom is—satisfiredeverrthoughronty—+year tasactuatty efapsed—And;since aoroae ety is
tdue, the system automatically deletes the object.

THe specification for accuracy and integrity of timekeeping is not within the scope of CDMI. However, 0 prevent
undesirable retention and deletion management consequences, systems should maintain accurate clock time, with
zero or minimal deviation to clock integrity.
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Clause 19
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D.1 Overview

MI™ provides a standardized mechanism to define sets of objects that match certain characteristics. This me
ism is known as a CDMI scope specification. Scope specifications are typically usedto provide a CDMI cli¢
h a way to indicate in what set of CDMI objects it is interested.

ch JSON object within the scope specification represents a set of conditions, that-shall all be true in order for
ject to be considered to match against the scope (a logical AND relationship). For queries, a matching objg
uld be returned in the query results. An empty scope specification is gonsidered to evaluate to true. Multi
ON objects are used to express logical OR relationships, where if anyznJSON object in the scope evaluates
e, then the object shall be considered to have matched against the&eope.

ch JSON object is constructed using the same structure that CDMMobjects use. To show this structure, assuf
e following result from a GET for a data object:

h-
nt

an
pCt
le
to

ne

HT
Cq

{

TP/1.1 200 OK
htent-Type: application/cdmi-object

"objectType" : "application/cdmi-object™,
"objectID" : "00007E7F0010EB9092B29E6CD6AD6824",
"objectName" : "MyDataObject.txt",
"parentURI" : "/MyContainer/",
"parentID" : "00007E7F00102E230ED82694DAA975D2",
"domainURI" : "/cdmi_ domains/MyDomain/",
"capabilitiesURI" : "/cdmijcdpabilities/dataobject/",
"completionStatus" : "Cemplete",
"mimetype" : "text/plain’,
"metadata" : {

"cdmi size" : ("108263",
}’
"valuerange's¢<¥0-108262",
"value" : MW"
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19.2 Examples

Each field inside a scope specification JSON object represents a condition that shall be met for a field.

EXAMPLE 1: A query to find all objects belonging to the domain “/cdmi_domains/MyDomain/” is structured as
follows:

[

"domainURI" : "== /cdmi_domains/MyDomain/"

]

E AMNMDL I O, T, £ Ualed O | H 4obloe—al et PR 3 . . A 1 1 d
ANVITTLL 2. TUYUTT Y TUI dIl UUJTULS UTTUTTYTNTY tU U1c Uuttiant CUIllL UUINAd LI1S/ Ty DOUINA LIT N diT adiovivlda

within the container “MyContainer”, the scope specification is structured as follows:

[

"parentURI" : "== /MyContainer/",
"domainURI" : "== /cdmi_ domains/MyDomain/"

]

EXAMPLE 3: To query for all objects created within a certain time range, the scope specification is structured jas
foljows:

[

"metadata": {
"cdmi ctime": [
">=2012-01-01T00:00:00",
"<=2013-01-01T00:00:00"

]

When multiple matching expressions are specified for a-given field or metadata item, all matching expression muist
evpluate true for an object to be considered a query.result.

EXAMPLE 4: To query for all objects that belong‘to the domain “MyDomain” OR are located within the container
“MpContainer”, the query is structured as follows:

[
{
"parentURI" : "=% /MyContainer/",
}’
{
"domainURI" \: )"== /cdmi_ domains/MyDomain/"
}
]

Queries may match on-any field within an object that a cloud storage system is capable of returning as a resulff of
an object GET.

EXAMPLE 5;-T0/query metadata items, the metadata object is included as an object within the query request. Th
query is shown' as follows:

S

{

"metadata™ -

"colour" : "== blue"

}
]

This approach allows matching against arbitrarily nested metadata structures. When a JSON object is included
in the scope specification, matches are performed within that object, and when a JSON array is included in the
scope specification, matches are performed within that array. Matching against the contents of arrays of objects is
indicated by having an object within the array, as illustrated in Example 5.

EXAMPLE 6: To query all objects with an ACE associated with the user “jdoe”:
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"metadata" : {
"cdmi acl" :

[

{
}

]

"identifier" :

"w_— jdoe"

EXAMPLE 7: To query the value of objects, the value field is included within the query request. Values are always

K H haca 64 dinoin e oo
re base-64-encoding--gueres:

"value": "== Ymx1ZQ=="

Query against the value of objects is optional and is indicated by the presence of the cdmifduery value capabilfty.

262
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19.3 Query matching expressions

Query matching expressions are structured as “<operator>" or “<operator><sp><constant>", and are defined in
Table 149.

Table 149: Query matching expressions

Matching Expression Description

“field”: “*” The exists matching expression tests for the existence of the field. If the field
is present, even if empty, the condition shall be considered to be met.

“field”: “I*” The not exists matching expression tests for the non-existence of the field. If
the field is absent, the condition shall be considered to be met.

Yfield”: “== constant” The equals matching expression tests for the equality of the value of the field

and a specified constant value. The equality test is case sensitive. If thé
constant value matches the value of the field, the condition shall be
considered to be met.

field”: “#== constant’ The numeric equals matching expression tests for the numeric@quality of
the value of the field and a specified constant value.
Yfield”: “!= constant” The not equals matching expression tests for the non-equality of the value df

the field and a specified constant value. The not-equalS test is case
sensitive. If the constant value does not match the valug of the field, the
condition shall be considered to be met.

Yfield”: “#!= constant” The numeric equals matching expression tests-forhon-equality of the
numeric equality of the value of the field and‘a specified constant value.
Yfield”: “> constant” The greater than matching expression tests,if the value of the field is

lexicographically greater than a specified constant value. The greater than
test is case sensitive. If the constant value is greater than the value of the
field, the condition shall be considered to be met.

field”: “#> constant” The numeric greater than matching expression tests if the numeric value of
the field is greater than a spetified constant value.
Yfield”: “>= constant” The greater than or equalsté matching expression tests if the value of the

field is lexicographically ‘greater than or equal to a specified constant value.
The greater than or equals to test is case sensitive. If the constant value is
greater than or equal to the value of the field, the condition shall be
considered to be met.

ffield”: “#>= constant” The numeric’greater than or equals to matching expression tests if the
numeric yalue of the field is greater than or equal to a specified constant
value.

Yfield”: “< constant” The less than operator tests if the value of the field is lexicographically less

than‘a specified constant value. The less than test is case sensitive. If the
constant value is less than the value of the field, the condition shall be
considered to be met.

Ifield”: “#< constant” The numeric less than operator tests if the numeric value of the field is less
than a specified constant value.
Yfield”: “<= constadt’ The less than or equals to matching expression tests if the value of the field

is lexicographically less than or equal to a specified constant value. The les
than or equal test is case sensitive. If the constant value is less than or
equal to the value of the field, the condition shall be considered to be met.

UT

Yfield” : 8t <= constant” The numeric less than or equals to matching expression tests if the numerig
value of the field is less than or equal to a specified constant value.

field?: “starts The starts with matching expression tests if the field value starts with a

dmstant” specified constant value. If the constant value is equal to the start of the

vaiuc Uf tilc flU:U‘, ti 1< bUIId;tiUII bild“ IUC L,Ullb;UIUIUUI tU IUU IIIGt.

“field”: “Istarts The not starts with matching expression tests if the field value does not start

constant” with a specified constant value. If the constant value is not equal to the start
of the value of the field, the condition shall be considered to be met.

“field”: “ends constant” The ends with matching expression tests if the field value ends with a

specified constant value. If the constant value is equal to the end of the
value of the field, the condition shall be considered to be met.

“field”: “!ends constant” | The not ends with matching expression tests if the field value does not end
with a specified constant value. If the constant value is not equal to the end
of the value of the field, the condition shall be considered to be met.

continues on next page
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Table 149 — continued from previous page

Matching Expression Description
“field”: “contains The contains matching expression tests if the field value contains a specified
constant” constant value. If the constant value is found as a substring within the value

of the field, the condition shall be considered to be met. The contains
operator is only supported if the cdmi_query contains capability is

present.
“field”: “!contains The not contains matching expression tests if the field value does not
constant” contain a specified constant value. If the constant value is not found as a

substring within the value of the field, the condition shall be considered to be
met. The not contains operator is only supported if the
cdmi query contains capability is present.

e “tag constant: Thetagmatchingexpressiom testsif thefietdvatoe contaimsaspecified
constant tag value.

The leading space character after the “t ag” and before the constant,value i$
not included in the comparison. The tag test is not case sensitive.

If the constant value is found as a tag substring within the value of the field,
the condition shall be considered to be met. Tag substrings/start at the
beginning of the value or a “,”, and end at the next “, ” or the'end of the
string. Whitespace before and after “, ” characters shall be stripped for the
purpose of comparisons.

Tag matching expressions are only supported if the,sdmi query tags
capability is present.

ffield”: “I'tag constant” The not tag matching expression tests if the field value does not contain a
specified constant tag value.

The leading space character after the *{tag” and before the constant value
is not included in the comparison. Fhe/not tag test is not case sensitive.

If the constant value is not found\as a tag substring within the value of the
field, the condition shall be considered to be met. Tag substrings start at the
beginning of the value or a%, ”; and end at the next “,” or the end of the
string. Whitespace beforé and after “, ” characters shall be stripped for the
purpose of comparisons.

Tag matching expressions are only supported if the cdmi _query tags
capability is present:

ffield”: “=~ constant” The regular expression matching expression tests if the field value matches
a specified constant regular expression value. If the regular expression
evaluates o true against the value, the condition shall be considered to be

met.

Regular expression strings shall be processed according to the POSIX
Extended Regular Expression (ERE) standard, as specified in IEEE
1003.1-2017 [41].

Regex matching expressions are only supported if the cdmi_query regex
capability is present.

field”: “!'~ constant” The not regular expression matching expression tests if the field value does|
not match a specified constant regular expression value. If the regular
expression evaluates to false against the value, the condition shall be
considered to be met.

Regular expression strings shall be processed according to the POSIX
Extended Regular Expression (ERE) standard, as specified in IEEE
1003.1-2017 [41].

Regex matching expressions are only supported if the
Cdmi_query regex. capability IS present.

Numeric constant strings shall be processed according to the JSON number representation described in RFC 4627
[5]. A numeric matching expression shall be considered to be non-matching against a non-numeric field value.

All fields in objects that are not included in the scope specification shall be ignored for the purpose of matching
objects.

When a URI is used as the constant for the equals and not equals operators against the parentURI, domain-
URI, and capabilitiesURI, either a URI by path or URI by object ID may be specified and are considered
interchangeable.
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19.3.1 Examples

EXAMPLE 1: In a query to find

considered identical:

ISO/IEC 17826:2022(E)

[
{
"domainURI" : "== /cdmi_domains/MyDomain/"
}
]
and
L
{
"domainURI" : "== /cdmi objectid/00007E7F001074C86AD256DA5C67180D/"
}
]
EXAMPLE 2: Likewise, a query to find all objects with a given parent container would have two equivalent forms:
[
{
"parentURI" : "== /MyContainer/"
}
]
and
[
{
"parentURI" : "== /cdmi_ objectid/00007ED900%00E358C3B312DB652C201/"
}
]

If @n object ID is used in a query scope in the objectID fieldorthe parentIDfield, all object IDs shall be process

such that they are case insensitive.

all objects belonging to a specific domain, the following two query scopes are

© ISO/IEC 2022 - All rights reserved

265


https://standardsiso.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

Clause 20

esults specification

20.1 Overview

CDMI™ provides a standardized mechanism to define subsets of object contents. This mechanism is known ag a
CDMI results specification. Results specifications are typically used to provide a CDMMhglient with a way to indicate
onwhat subset of the contents of CDMI objects it intends to retrieve or operate.

Edch JSON object within the results specification represents a set of fields that are returned for each matching
object.

THe results JSON object shall be constructed using the same structure astis used for CDMI objects. To show tHis,
aspume the following result from a GET for a data object:

HTP/1.1 200 OK

Content-Type: application/cdmi-object

{
"objectType" : "application/cdmi-object",
"objectID" : "00007E7F0010EB9092B29F6CD6AREB24",
"objectName" : "MyDataObject.txt",
"parentURI" : "/MyContainer/",
"parentID" : "00007E7F00102E230ED8269Q4DAAO75D2",
"domainURI" : "/cdmi domains/MyDomaifi/",
"capabilitiesURI" : "/cdmi capabdlities/dataobject/",
"completionStatus" : "Complete™,
"mimetype" : "text/plain",
"metadata" : {

"cdmi size" : "108263M,

}I
"valuerange" : "0-108262",
"value" "oou"

}
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20.2 Examples

Each field inside a results specification JSON object indicates that the field shall be included in the results.

EXAMPLE 1: The following results specification requests that the objectID and cdmi_size metadata fields be

returned in the results:

{

"cdmi results specification" : {
"objectID" : "",
"metadata" : {

.onn

"cdmi_ size"

}

}

EXAMPLE 2: If an object is matched, the result JSON is enqueued as follows:

{

"objectID" : "00007E7F0010EB9092B29F6CD6AD6824",
"metadata" : {
"cdmi size" : "108263"

}

}

Fdr most common use cases, clients request either the object1D, the objectName.and parentURI, or all thi
fieJds in the cdmi_results specification. If the parentURI or objectName is requested, the field sh

only be returned for objects existing in a container object.

EXAMPLE 3: To request all metadata items be returned for éach matching object,
cdmi_results specification shall be used:

{
"cdmi results_specification" : {
"metadata" : ""
}
}

EXAMPLE 4: To request all fields and all metadatasitéms be returned for each matching object, the followi

cdmi_results specification shall be used:

{

nn

"cdmi results specification!:

}

THe value field is always returned.inthase 64 encoding when included in a query result, where the valuetran
fdrencoding field indicates the“encoding that should be expected if a GET to read the object is performed.

ee
all

9]
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1.1 Overview

icated by the presence of the cloud storage system-wide capabilities for notification, a@nd requires support
MI™ queues.

tification queues allow CDMI clients to efficiently discover what changes have oceurred to the system. As que
ta is persistent, no session state needs to be retained by the client. If different notification queues are used
ferent clients, then each client operates independently from the others (e.g.;-a storage management applicati

at data objects have been added, modified, or removed).

nen a client wishes to receive notifications, it may first check if the'system is capable of providing notifications
ecking for the presence of the cdmi _notification capabilityin'the root container capabilities. If this capabi
not present, creating a notification queue shall be successful, but no notifications shall be enqueued into {
tification queue.

create a notification queue, the client creates a regulanCDMI queue and adds metadata instructing the stora|
5tem to treat the queue as a notification queue. Thissadded metadata also instructs the system about what typ
notifications shall be generated and what information shall be included with each notification.

er the notification queue is created, all subseguent matching events after the queue creation time shall resulf
tification results being enqueued into the. queue. CDMI does not mandate any specific ordering of events, a
ents must be able to handle events that arrive out of order.

Cloud storage system may optionally implement notification functionality. The implementation of notification| i

by
ity
he

ge
es

in
hd
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21.2 Metadata

21.2.1 Required metadata

ISO/IEC 17826:

2022(E)

When creating a notification queue, the metadata described in Table 150 shall be provided. Attempts to change
metadata in this table shall result in an HTTP status code of 403 Forbidden. After a notification queue has
been created, with the exception of cdmi queue type, the metadata items in this table may not be changed.
cdmi_queue type may only be removed, indicating to the system that the notification queue shall no longer
receive notifications and shall be treated as a regular CDMI queue object.

Table 150: Required metadata for a notification queue

cdmi notification gqueue is defined fo
notification queues.

Yletadata name Type Description Requiremerjt
dmi queue type JSON Queue type indicates how the cloud storage Mandatory
string system shall manage the queue object. The type of

r

continues)on next pag
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Table 150 — continued from previous page

Metadata name Type Description Requirement
cdmi notification JSON | The notification events metadata contains a JSON Mandatory
— events array array that indicates which events generate
of notifications. Defined values are:
JSON * cdmi_create processing - Notifications
strings are generated when a new object is created
but is still in the “Processing” completion
status.

* cdmi_create complete - Notifications
are generated when a new object is created
immediately or when a new object in the
process of being created transitions from the
“Processing” completion status. When an
object transitions from “Processing”
completion status, the
‘cdmi_event result”is the HTTP result
code that would have been returned if the
create operation was not delayed.

* cdmi_read - Notifications are generated
when an object is read.

* cdmi_modify processing - Notifications
are generated when an existing objectis
modified but is still in the “Procdsging”
completion status.

* cdmi_modify complete¢: Notifications
are generated when an existing object is
modified and is in the “Complete” completion
status. This notification'is also generated
when an existing object being modified
transitions from.“Processing” to “Complete”.
When an object-transitions from “Processing”
completion(status, the
‘cdmi_&vent result”isthe HTTP result
code_that would have been returned if the
madify operation was not delayed.

* cdmi rename - Notifications are generated
when an object is renamed as part of a move
operation.

* cdmi_copy - Notifications are generated for
the newly created copied object when the
copy is completed.

* cdmi_reference - Notifications are
generated when a reference is created.

* cdmi_delete - Notifications are generated
when an object is deleted.

* cdmi_export - Notifications are generated
when a container is exported.

* cdmi_snapshot - Notifications are
generated when a container snapshot is
created.

* <implementor-specific events>

Clients may include the desired notification event
types in the cdmi notification events JSON
array. If all notifications events are desired, an
empty JSON array shall be used.

cdmi_scope JSON The scope specification determines the set of Mandatory
— specification array objects on which operations trigger the generation

of of notifications. If notifications are desired for all

JSON objects, include an empty JSON array.

.Ob' See clause 19 for how to construct a scope

jects

specification.

continues on next page
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Table 150 — continued from previous page

notification scope specification. See clause 20 for
how to construct a results specification.

In addition to the fields defined in clause 20, for
notifications, four additional fields are defined:

» cdmi_event - Indicates the event as specified
inthe “cdmi_notification events” field
that triggered the notification;

« cdmi_event_result - Indicates the status

Metadata name Type Description Requirement
cdmi_ results_ JSON | The results specification contains the JSON fields Mandatory
— specification object to be returned for each object that matches the

resuttof theeventthattriggered-the
notification. The status is the same as the
status that was returned over the HTTP
request, i.e., 200 OK, 404 Not Found, etc,;

» cdmi_event_time - Indicates the time of the
event that triggered the notification. The time
will be formatted in ISO-8601 time (see 5.6
and 1So 8601-1:2019 [32]); and

» cdmi_event_user - Indicates the principal
(ACL name) of the user that caused the
event that triggered the notification,\If the
system triggered the event, the-name will be
left as an empty string.

21.2.2 Examples

EXAMPLE 1: The metadata associated with a notification queue is as follows:

{

"metadata" : {
"cdmi queue type" : "cdmi notiffcation queue",
"cdmi notification events" : [

"cdmi create complete",
"cdmi read",
"cdmi modify complete',
"cdmi delete"
] r
"cdmi scope specification" : [
{
"doma yNYRI" :
"pareneURI" :
"metadata" : {
"cdmi size"

"== /cdmi_domains/MyDomain/",
"starts /sandbox",

">+100000"
j
i
:| r
Ycdmi results specification" : {
"cdmi_ event" : "",
"cdmi_ event result" : "",
"cdmi event time" : "",
"objectID" : "",
"metadata" : {
"cdmi size" :

nn

7

}

When notification results are stored in a notification queue, each enqueued value shall consist of a JSON ob-
ject of MIME type "application/json". This JSON object contains the specified values requested in the

cdmi_results_specification of the notification queue metadata.
EXAMPLE 2: A notification result JSON object is as follows:

{
"cdmi_ event" :
"cdmi event result" :

"cdmi read",
"200 OK",

(continues on next page)
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(continued from previous page)

"cdmi event time" : "2010-11-15T13:12:52.342324z2",
"objectID" : "00007E7F0010EB9092B29F6CD6AD6824",
"metadata" : {

"cdmi size" : "108263"

}

}

Objects shall only be included in the notification results if the user who created the notification queue is able to read
the matching object.

If the administrator created the notification queue, then all matching objects that the administrator is allowed to read
are included in the results. If user “jdoe” created the notification queue, then only matching objects that “jdoe” is
allowed to read are included in the results

21.2.3 System-created metadata
Taple 151 describes the system-created metadata that provides details on the status of the notification queue.

Table 151: Notification status metadata

Metadata name Type Description < Requiremert
dmi notification JSON A string indicating the state of the notification Mandatory
> status string queue. Defined values are:

» Processing - Indicates that the_natification
queue is scanning for results;

» Halted - Indicates that new-notifications will
no longer be enqueued,

» Current - Indicates/that the notification queue
contained all notifications that can be found
at this time; and

 Error - Indicates that the notification queue
metadatads not valid, or other errors were
encountered that prevented notification
messages from being enqueued. Arbitrary
vendor-defined text may follow the string
‘Error’.

If this-metadata item does not exist, then
natifications have not yet started being enqueued.
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