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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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DISCLAIMER

The information contained in this publication is subject to change without notice. The SNIA makes no
warranty of any kind with regard to this specification, including, but not limited to, the implied warranties of
merchantability and fitness for a particular purpose. The SNIA shall not be liable for errors contained
herein or for incidental or consequential damages in connection with the furnishing, performance, or use of
this specification.

Suggestions for revisions should be directed to http://www.snia.org/feedback/.

Copyright © 2015 SNIA. All rights reserved. All other trademarks or registered trademarks are the property
of their respective owners.
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Introduction

This Cloud Data Management Interface (CDMI™) International Standard is intended for application
developers who are implementing or using cloud storage. It documents how to access cloud storage and

to manage the data stored there.

This document is organized as follows:

1 - Scope

2 - References

Defines the scope of this document

Lists the normative references for this document

3 - Terms

4 - Conventions
g - Overview of Cloud Storage

g - Data Object Resource Operations using HTTP

1 - Container Object Resource Operations using HTTP

g - Data Object Resource Operations using CDMI

9 - Container Object Resource Operations using CDMI

10 - Domain Object Resource Operations using CDMI )
11 - Queue Object Resource Operations using &:_DMI

12 - Capability Object Resource Operations using CDMI

13 - Exported Protocols

14 - Snapshots

15 - Serialization/Deserialization

16=Metadata

Provides terminology used in this document

Describes the conventions used in presenting the
interfaces and the typographical conventior’s useq
this document

n

Provides a brief overview of cloud storage and defails
the philosophy behind this Intérnational Standard as a
model for the operations

Provides the normative_standard of data object
resource operations_using HTTP

Provides the normative standard of container object
resource operations using HTTP

Provides'the normative standard of data object
resource operations using CDMI

Provides the normative standard of container object
resource operations using CDMI

Provides the normative standard of domain object]
resource operations using CDMI

Provides the normative standard of queue object
resource operations using CDMI

Provides the normative standard of capability object
resource operations using CDMI

Discusses how virtual machines in the cloud compliting
environment can use the exported protocols from
CDMI containers

Discusses how snapshots are accessed under CO)MI
containers

Discusses serialization and deserialization, includ|ng
import and export of serialized data under CDMI

Provides the normative standard of the metadata yised

17 - Retention and Hold Management

18 - Scope Specification

19 - Results Specification
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ra—tlaa—tatart
T O teTace

Describes the optional retention management
disciplines to be implemented into the system
management functions

Describes the structure of the scope specification for
JSON objects

Provides a standardized mechanism to define subsets
of CDMI object contents
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20 - Logging Describes CDMI functional logging for object functions,
security events, data management events, and queues
21 - Notification Queues Describes how CDMI clients may efficiently discover
what changes have occurred to the system
22 - Query Queues Describes how CDMI clients may efficiently discover
what content matches a given set of metadata query
criteria or full-content search criteria
Annex A - (informative) Extensions Provides informative vendor extensions. Each
extension is added to the standard when at least two
vCT IdUI ~ ;I T I'J:CI et lt thc CI\tCI IO;UI L}
Bibliography Provides informative references that may contain
additional useful information
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1 Scope

This CDMI™ International Standard specifies the interface to access cloud storage and to manage the
data stored therein. This International Standard applies to developers who are implementing or using cloud
storage.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated

oy +la lot % P £ 4+l £ el L N H &l +a) L
rC CITTICTS, UHIT TAtTol TUTLUTT UT UTC TTITTTTICTU UULUTTITTIUTTCTUUITy alty arrficiiarmicTine J apgyIiCo.

The provisions of the referenced specifications other than ISO/IEC, IEC, ISO, and ITU documents, gs
identified in this clause, are valid within the context of this International Standard. The referenceto spich a
specification within this International Standard does not give it any further status within ISO/EC. In
pdrticular, it does not give the referenced specifications the status of an International Standard.

ISIO 3166, Codes for the representation of names of countries and their subdivisiens (Parts 1, 2 and|3)
ISIO 4217:2008, Codes for the representation of currencies and funds

ISIO 8601:2004, Data elements and interchange formats — Information intérchange — Representatipn of
dates and times

ISIO/IEC 9594-8:2008, Information technology — Open Systems nterconnection — The Directory: Fublic-
key and attribute certificate frameworks

ISIO/IEC 14776-414, SCSI Architecture Model — 4 (SAM-4)
ISO/IEC 17788:2014, Information technology — Cloud(computing — Overview and vocabulary

ISIO/IEC Directives, Part 2, Rules for the structure-and drafting of International Standards, 6th edition,
2011

IEEE Std 1003.1, 2004, POSIX ERE, The Open Group, Base Specifications Issue 6, available at <hftp://
www.unix.org/version3/ieee_std(html>

RIFC 1867, Form-based File Upload ifHTML, available at <http://www.ietf.org/rfc/rfc1867.txt>

RIFC 2045, Multipurpose InternetMail Extensions (MIME) Part One: Format of Internet Message Bodlies,
available at <http:/fiwww.ietf.org/rfc/rfc2045.txt>

RIFC 2046, Multipurpose; internet Mail Extensions (MIME) Part Two: Media Types, available at <http|//
www.ietf.orglfe/rfc2046.txt>

RIFC 2578, Structure of Management Information Version 2 (SMIv2), available at <http://www.ietf.org/rfc/
rfc25/8:txt>

\'4

RIFC 2616, Hypertext Transfer Protocol — HTTP/1.1, available at <http://www.ietf.org/rfc/rfc2616.txt

RIFC-2617, HTTP Authentication: Basic and Digest Access Authentication, available at <http://
datatracker.iet.orgrdoc/ric26 177>

RFC 3530, Network File System (NFS) Version 4 Protocol, available at <http://www.ietf.org/rfc/rfc3530.txt>

RFC 3720, Internet Small Computer Systems Interface (iISCSI), available at <http://www.ietf.org/rfc/
rfc3720.txt>

RFC 3986, Uniform Resource Identifier (URI): Generic Syntax, available at <http://www.ietf.org/rfc/
rfc3986.txt>

RFC 4627, The Application/JSON Media Type for JavaScript Object Notation (JSON), available at <http://
www.ietf.org/rfc/rfc4627.txt>
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RFC 4648, The Basel6, Base32, and Base64 Data Encodings, available at <http://www.ietf.org/rfc/
rfc4648.txt>

RFC 4918, HTTP Extensions for Web Distributed Authoring and Versioning (WebDAYV), available at
<http://www.ietf.org/rfc/rfc4918.txt>

RFC 6208, Cloud Data Management Interface (CDMI) Media Types, available at <http://www.ietf.org/rfc/
rfc6208.txt>

RFC 6839, Additional Media Type Structured Syntax Suffixes, available at <http://www.ietf.org/rfc/
rfc6839.txt>

SNIAT Q, TLS Qpnr\ifir\:\finn for anrngn Q\J/cfnmc, version-1 ﬂ, availahle at (hﬂ'pc'/leni: nrgl

tech_activities/standards/curr_standards/tls>
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3 Terms, acronyms, and definitions

For the purposes of this document, the terms and definitions given in Rec. ITU-T Y.3500 | ISO/IEC
17788:2014 and the following apply.

3.1

Access Control List

ACL

persistent list, commonly composed of Access Control Entries (ACESs), that enumerates the rights of
principals (users and groups) to access resources

3.p
API
Application Programming Interface

3.B
CbM|™
Clpud Data Management Interface

3.4
CDMI capability

ohject that describes what operations are supported for a given cloud or, cloud objectNote 1 to entry] The
mimetype for this object is application/cdmi-capability.

3.p
CDMI container
ohjject that stores zero or more children objects and associated metadata

No¢te 1 to entry: The mimetype for this object is application/cdmi-container.

3.p
CDMI data object
ohjject that stores an array of bytes (value)-and associated metadata

No¢te 1 to entry: The mimetype for this object is application/cdmi-object.

3.y
CDMI domain
ohject that stores zero orrmore children domains and associated metadata describing object administrative
ownership

No¢te 1 to entry: The mimetype for this object is application/cdmi-domain.

3.8
CDMI object
orle of CDMI capabilities, CDMI container, CDMI data object, CDMI domain, or CDMI queue

3.9
CDMI queue
object that stores a first-in, first-out set of values and associated metadata

Note 1 to entry: The mimetype for this object is application/cdmi-queue.

3.10
CIFS
Common Internet File System
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311
cloud storage
see 3.4 Data Storage as a Service

3.12
CRC
cyclic redundancy check

3.13
CRUD
create, retrieve, update, delete

3.4

Dkta Storage as a Service

D$§aaS

dglivery of appropriately configured virtual storage and related data services over a network; based
refluest for a given service level

3.5

dgmain

sHared user authorization database that contains users, groups, and their,security policies and asso
adcounting information

N¢te 1 to entry: Each CDMI object belongs to a single domain, and’each domain provides user map
arld accounting information.

3.16

eylentual consistency
bghavior of transactional systems that does not providé€ immediate consistency guarantees to provid
erthanced system availability and tolerance to netwerk partitioning

3.7
FC
Fipre Channel

3.8
FCoE
Fipre Channel over Ethernet

3.19
HTTP
HyperText TransferProtocol

3.p0
iSCSI
Infernet\Small Computer Systems Interface

DN a

iated

hing

3.2%

JSON
JavaScript Object Notation

3.22
LDAP
Lightweight Directory Access Protocol

3.23
LUN
Logical Unit Number
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3.24
metadata
data about other data (see ISO 14701:2012)

3.25
MIME
Multipurpose Internet Mail Extensions

3.26
NFS
Network File System

© SNIA

3.p7
object
ertity that has an object ID, has a unique URI, and contains state

No¢te 1 to entry: Types of CDMI objects include data objects, container objects, capability)objects, dgmain

oljjects, and queue objects.

3.p8
obyject identifier
glpbally-unique value assigned at creation time to identify an object

3.p9
OCCI
Open Cloud Computing Interface

3.B0
PPSIX
Partable Operating System Interface

3.B1
Ré¢presentational State Transfer
REST

sfecific set of principles for defining,;caddressing, and interacting with resources addressable by URI

3.82
RIPO
recovery point objective

3.B3
RTO
repovery time objective
3.B4

sgrvice\level
pgrfarmance targets for a service

[92)

3.35
SNMP
Simple Network Management Protocol

3.36
thin provisioning

technology that allocates the physical capacity of a volume or file system as applications write data, rather

than pre-allocating all the physical capacity at the time of provisioning
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3.37

Uniform Resource Identifier

URI

compact sequence of characters that identifies an abstract or physical resource

3.38
VIM
Vendor Interface Module

3.39

virtualization
PrESEMAtioN Of TESOUTCES as 1t they are physical, Whemn i fact, they are decoupied from the undertying
physical resources

3.40
WEebDAV
WEDb Distributed Authoring and Versioning

w

A1
XAM
eXtensible Access Method
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4  Conventions
4.1 Interface format
Each interface description has nine components, as described in Table 1.
Table 1 — Interface format

Component Description

Synopsis The GET. PUT, POST, and DELETE semantics |

Delayed completion For long-running operations, a description of behavior when the operation Jioes

not immediately complete
Capabilities A description of the supported operations
Request headers The request headers, such as Accept, Authorization, Cantent-Length, Content-

Type, X-CDMI-Specification-Version

Request message body A description of the message body contents

Response headers The response headers, such as Content-Lepgth;y Content-Type
Response message body A description of the message body contents

Response status A list of HTTP status codes

Example An example of the operation

42  Typographical conventions

All code text and HTTP status codes are shown\ina fixed-width font, as follows:

EXAMPLE 1

PUT /MyContainer/MyDataObject-txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
Content-Type: applicdtion/cdmi-object
X-CDMI-Specification-Version: 1.1

{
"mimetype"” 7 "text/plain’,
"metadata™ : {

¥,
"value™ : "This is the Value of this Data Object"

}

EXAMPLE 2 Requesting an optional field that is not present shall result in an HTTP status code of 404 Npt
Found.
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4.

3 Request and response body requirements

ISO/IEC 17826:2016(E)

In request and response body tables, the Requirement column contains one of the following three values.

¢ Mandatory. The value specified in this row shall be provided.

« Conditional. If the conditions specified in the Description cell of this row (to the left of the
Requirement) are met, the value specified in this row shall be provided. Otherwise, it can be
provided unless the Description specifically prohibits it, in which case it shall not be provided.

e Optional. The value specified in this row may be provided.

44  Key word requirements
In[this International Standard, the key words in Table 2 shall be interpreted as described in ISOJEC
Difectives, Part 2.
Table 2 — Key word requirements
Equivalent
Hey words | Denotes Description expressions (for
exception cases ¢nly)
ghall requirement An action that is unconditionally required. e isto
» Do not use must as an alternative to shall. : !s-requm?d 1o
< To express a direct instruction, farexample, when * itis required that
referring to steps to be taken if A tést method, use | * hasto
the imperative mood in English. e only ... is permitfed
EXAMPLE: Switch on the<recorder. * itis necessary
ghall not An action that is uncoqditionally prohibited. * is not allowed
: [permitted]
Do n'ot. use may notinstead of shall not to express a [acceptable]
prohibition. [permissible]
* is required to bel not
* isrequired that |. be
not
* is not to be
ghould recommendation” \{*An action that is recommended when choosing * itis recommendpd
among several possibilities, or an action that is that
preferred but not necessarily required. * oughtto
ghould not An action or certain possibility or course of action e itis not
that is deprecated but not prohibited. recommended that
» ought not to
may permission An action that indicates what is allowed within the * is permitted
limits of the document. « is allowed
Do not use possible or can in this context. May * is permissible
Sigrifies permissiomexpressed by thedocurmert;
whereas can refers to the ability of a user of the
document or to a possibility open to him or her.
need not An action that indicates what is not required within * itis not required that
the limits of the document. * no ... is required
Do not use impossible in this context.
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Key words | Denotes

Description

Equivalent
expressions (for

exception cases only)

can possibility and
capability

An action used for statements that indicate
possibility and capability, whether material, causal,
or physical.

Do not use may instead of can in this context.Can
refers to the ability of a user of the document or to a
possibility open to him or her, whereas may signifies

* be able to
* itis possible to

permission expressed by the document.

dannot

An action used for statements that indicate
impossibility and incapability, whether material,
causal, or physical.

* be unableto
* itis impossible t

o
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5

5.

Overview of cloud storage

1 Introduction

:2016(E)

When discussing cloud storage and standards, it is important to distinguish the various resources that are
being offered as services. These resources are exposed to clients as functional interfaces (i.e., data paths)
and are managed by management interfaces (i.e., control paths). This International Standard explores the
various types of interfaces that are part of cloud services today and shows how they are related. This

International Standard defines a model for the interfaces that can be mapped to the various cloud services
and a model that forms the basis for cloud storage interfaces into the future.

Avlnother important concept in this International Standard is that of metadata. When managing large
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hounts of data with differing requirements, metadata is a convenient mechanism to express-those
uirements in such a way that underlying data services differentiate their treatment of the-data to r
Dse requirements.

e appeal of cloud storage is due to some of the same attributes that define other cleud services: p
u go, the illusion of infinite capacity (elasticity), and the simplicity of use/management. It is therefo
portant that any interface for cloud storage support these attributes, while allowing for a multitude
siness use cases.

2 What is cloud storage?

e use of the term cloud in describing these new models arosé from architecture drawings that typ
ed a cloud as the icon for a network. The cloud represents,any-to-any network connectivity in an
stract way. In this abstraction, the network connectivity.in the cloud is represented without concer
w it is made to happen.

e cloud abstraction of complexity produces a.simple base on which other features can be built. Th

the concept of a pool of resources that issdrawn from, on demand, in small increments. A relatively
Cent innovation that has made this possible is virtualization.

this is Data storage as a Service (DaasS).

|3 Data storageas a Service

abstracting data(storage behind a set of service interfaces and delivering it on demand, a wide ran

finition is that'which is delivered in fixed-capacity increments instead of that which is based on der

neet

Qy as
[e
of

cally

N for

e

neral cloud model extends this base by adding a pool of resources. An important part of the cloud model

us, cloud storage is simply the delivery of virtualized storage on demand. The formal term that is §ised

ge of

tual cloud serviees and implementations are possible. The only type of storage that is excluded frogn this

nand.
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An important part of any DaaS system is the support of legacy clients. Support is accommodated with
existing standard protocols such as iSCSI (and others) for block network storage and CIFS/NFS or
WebDAV for file network storage, as shown in Figure 1.

TH

Block Storage Client  Filesystem Client

a

S

iSCSI LUNSs, Targe

PO$IX (NFS, CIFS,
WebDAV)

Figure 1 — Existing data storage interface standards

e difference between purchasing a dedicated appliance or'purchasing cloud storage is not the fung

inferface, but the fact that the storage is delivered on demand. Customers pay for either what they ag

US
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S§
Cq

M
th
bg

In
al
st
sg

in

e or what they have allocated for use. For block storage, a Logical Unit Number (LUN)—or virtual
lume—is the granularity of allocation. For file protecols, a file system is the unit of granularity. In e
se, the actual storage space may be thin-provisioned and billed for based on actual usage. Data
rvices, such as compression and deduplication, can be used to further reduce the actual space
nsumed.

hnaging this storage is typically done out of band for these standard data storage interfaces, eithe
ough an API, or more commonly, through an administrative browser-based user interface. This od
nd interface can be used to invoke other data services as well (e.g., shapshots or cloning).

this model, the underlying storage space that has been exposed by the out-of-band interfaces is
stracted and exposed(using the notion of a container. A container is not only a useful abstraction
brage space, but alse’Serves as a grouping of the data stored in it and a point of control for applying
rvices in the aggregate.

ETCh data object is created, retrieved, updated, and deleted as a separate resource. In this type of

erface, acontainer, if used, is a simple grouping of data objects for convenience. Nothing prevent
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tually
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t-of-
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concept of containers from being hierarchical, although any given implementation might support only a
single level (see Figure 2).

|

Object Storage Client

CRUD

operations via
HTTP

Figure 2 — Storage interfaces for object starage client data

54  Data management for cloud storage

Many of the initial implementations of cloud storage facused on a kind of best effort quality of storage
sdrvice and ignored most other types of data services. To address the needs of enterprise applicatigns
with cloud storage, however, there is an increasing need to offer better quality of service and to deplpy
additional data services.

Clpud storage can lose its abstraction and'simplicity benefits if new data services that require complex
management are added. Cloud storage-customers are likely to resist new demands on their time (e.g.,
sqtting up backup schedules through dedicated interfaces, deploying data services individually for stfored
oljjects).

By supporting metadata in a_cloud storage interface and prescribing how the storage system and data
syistem metadata is intefpreted to meet the requirements of the data, the simplicity required by the cloud
stprage model can be.maintained while still addressing the requirements of enterprise applications gnd

their data.

User metadatasis retained by the cloud and can be used to find the data objects and containers by
pgrforming‘@ guery for specific metadata values. The schema for this metadata may be determined by
edch application, domain, or user. For more information on support for user metadata, see 16.2.

Stofage system metadata is produced/interpreted by the cloud service and basic storage functions (e.g.,
maodification and access stalistcs, access COoNtrol). For more information on SUpport Tor storage system
metadata, see 16.3.

Data system metadata is interpreted by the cloud service as data requirements that control the operation
of underlying data services for that data. Depending on the level of granularity supported by the cloud, data
system metadata may apply to an aggregation of data objects in a container or to individual data objects.
For more information on support for data system metadata, see 16.4.

15 SNIA Technical Position Cloud Data Management Interface
Version 1.1.1

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

© SNIA

5.5 Data and container management

There is no reason that managing data and managing containers should involve different interfaces.
Therefore, the use of metadata is extended from applying to individual objects to applying to containers of
objects as well. Thus, any data placed into a container inherits the data system metadata of the container
into which it was placed. When creating a new container within an existing container, the new container
would similarly inherit the metadata settings of its parent's data system metadata. After an object is
created, the data system metadata can be overridden at the container or individual object level, as desired.

Even if the provided interface does not support setting metadata on individual objects, metadata can still
be applled to the contalners In such a case, the interface does not prowde a mechanlsm to overrlde

tended attnbutes (e g CIFS NFSV4) these extended attrlbutes can be used to speC|fy the data S)
metadata to override that specified for the container.

5/6 Reference model for cloud storage interfaces

The cloud storage reference model is shown in Figure 3.

Clients acting in the role of using a data stordge‘interface

Clients can be inside the

storage cloud (i.e.,
providing storage
resources to the cloud as
well as consuming them)
or outside the storage

Management of the cloud
storage can be standalone
or part of the overall cloud

storage

Block Storage Client File System Client

iSCSI, FC, FCoE
LUNSs, Targets

computing management.
7

role of managing data/

Exports to cloud
computing

CDMI

POSIX (NES!

4

LN Draws regources
(‘___‘\”/’ on derhand
B o ,
— S\
L—H:!——)
Data/Storage M om e
Management Client .
Information
Data Services Services
(future)

XAM Client

cloud (i.e., only consuming Object Storage Client =
resources). ! XAM VIM
= = for CDMI Database/Table

Client

Multiple, vendor-
specific interfaces

Figure 3 — Cloud storage reference model

This model shows multiple types of cloud data storage interfaces that are able to support both legacy and
new applications. All of the interfaces allow storage to be provided on demand, drawn from a pool of
resources. The storage capacity is drawn from a pool of storage capacity provided by storage services.
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The data services are applied to individual objects, as determined by the data system metadata. Metadata
specifies the data requirements on the basis of individual objects or for groups of objects (containers).

5.7 Cloud Data Management Interface

The Cloud Data Management Interface (CDMI™) shown in Figure 3 can be used to create, retrieve,
update, and delete objects in a cloud. The features of the CDMI include functions that:

< allow clients to discover the capabilities available by the cloud provider,
¢ manage containers and the data that is placed in them, and
« allow metadata to be associated with containers and the objects they contain.

This International Standard divides operations into two types: those that use a CDMI content type in|the
HTTP body and those that do not. While much of the same data is available via both types;providing both
allows for CDMI-aware clients and non-CDMI-aware clients to interact with a CDMI proyider:

CDMI can also be used by administrative and management applications to manage ‘tontainers, domgins,
sgcurity access, and monitoring/billing information, even for storage that is functignally accessible by
legacy or proprietary protocols. The capabilities of the underlying storage and:data services are exppsed
sd that clients can understand what services the cloud provides.

Conformant cloud services can support a subset of the CDMI, as long as they expose the limitations jn the
cdpabilities reported via the interface.

This International Standard uses RESTful principles in the interface design where possible (see RE$T).

CDMI defines both a means to manage the data as well as-aymeans to store and retrieve the data. The
means by which the storage and retrieval of data is achieved is termed a data path. The means by which
the data is managed is termed a control path. CDMI specifies both a data path and control path intefface.

CDMI does not need to be used as the only data @ath and is able to manage cloud storage propertigs for
arly data path interface (e.g., standardized or vendor specific).

Container metadata is used to configure the data requirements of the storage provided through the
eXqported protocol (e.g., block protocol'@rfile protocol) that the container exposes. When an
implementation is based on an underlying file system to store data for a block protocol (e.g., iISCSI),|the
CDMI container provides a usefubabstraction for representing the data system metadata for the datg and
the structures that govern the(exported protocols.

Afloud service may alsosupport domains that allow administrative ownership to be associated with gtored
ohjects. Domains allow-this International Standard to (among other things):

« determin€ how user credentials are mapped to principals used in an Access Control List (AGL),
« allowgranting of special cloud-related privileges, and
« allow/delegation to external user authorization systems (e.g., LDAP or Active Directory).

Domains may also be hierarchical, allowing for corporate domains with multiple children domains fo
dgpartments or individuals. The domain concept is also used to aggregate usage data that is used t¢ bill,
meter, and monitor cloud use.

Finally, capabilities allow a client to discover the capabilities of a CDMI implementation. Requirements
throughout this International Standard shall be understood in the context of CDMI capabilities. Mandatory
requirements on functionality that is conditioned on a CDMI capability shall not be interpreted to require
implementation of that capability, but rather shall be interpreted to apply only to implementations that
support the functionality required by that capability.

For example, in 5.10, this International Standard states, "Every cloud storage system shall allow object ID-
based access to stored objects." This requirement shall be understood in the context that access by object
ID is predicated on the presence of the cdmi_object_access_by ID capability.
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5.8 Object model for CDMI
The model for CDMI is shown in Figure 4.
Root Container capabilitiesUR| 1 Capability Objects
0.* :
Key/Vale Metadata . Capability Entries child
Children Child Children
0..* 0..* 0.* 1
Container Data Object Queue Object
Key/Value Metadata Key/Value Metadata Key/Value Metadata capabilitiesURI
Child, AV \aluas.
Domain Objects
domainURI 1 o |1
Summary child

Membeftship |
Children

Figure 4 — CDMI object model

The five types of resources defined are shown in Table 3. The content type.in’ any given operation ig
specific to each type of resource.

Table 3 — Types of resources in théunodel

Resource type Description Referencg

pata objects Data objects are used to store values and‘provide functionality similar to See Claude 8.
files in a file system.

Container objects | Container objects have zero or mare.children, but do not store values. They | See Claude 9.
provide functionality similar to difectories in a file system.

bomain objects Domain objects represent.ddministrative groupings for user authentication See Claude 10.
and accounting purposes.

Queue objects Queue objects stofe zero or move values and are accessed in a first-in-first- | See Claude 11.
out manner.

Capability objects | Capability ©bjects describe the functionality implemented by a CDMI server | See Claude 12.
and are(used by a client to discover supported functionality.

Fqr data storage opérations, the client of the interface only needs to know about container objects apd
ddta objects. All.data path implementations are required to support at least one level of containers (§ee
5.p). Using the.EDMI object model (see Figure 4), the client can send a PUT via CDMI (see 5.6) to th¢ new
cdntainer URJ and create a new container with the specified hame. Container metadata are optionalland
arg expressed as a series of name-value pairs. After a container is created, a client can send a PUT|to
createladdata object within the newly created container. A subsequent GET will fetch the data object
in¢lading the value field.

Queue objects are also defined (see Figure 4) and provide in-order, first-in-first-out access to enqueued
objects. More information on queues can be found in Clause 11.

CDMI defines two namespaces that can be used to access stored objects, a flat object ID namespace and
a hierarchical path-based namespace. Support for objects accessed by object ID is indicated by the
system-wide capability cdmi_object_access_by ID, and support for objects accessed by hierarchical path
is indicated by the container capability cdmi_create_dataobject found on the root container (and any
subcontainers).

Objects are created by ID by performing an HTTP POST against a special URI, designated as
/cdmi_objectid/ (see 9.6). Subsequent to creation, objects are modified by performing PUTs using the
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object ID assigned by the CDMI server, using the /cdmi_objectid/ URI (see 8.4 "Update a data object using
CDMI"). The same URI is used to retrieve and delete objects by ID.

Objects are created by name by performing an HTTP PUT to the desired path URI (see 8.2 "Create a data
object using CDMI"). Subsequent to creation, objects are modified by performing PUTs using the object
path specified by the client (see 8.4). The same URI is used to retrieve and delete objects by path.

CDMI defines mechanisms so that objects having only an object ID can be assigned a path location within
the hierarchical namespace, and so that objects having both an object ID and path can have their path
dropped, such that the object only has an object ID. This function is accomplished by using a "move"
modifier to a PUT or POST operation, as shown in Figure 5.

PUT /name, {*"move” : “/cdmi_objectid/<object ID>/"}

Object with Object with ID

Name and ID only

POST /cdmi_objectID/, {*move” : “/name"}

Figure 5 — Object transitions between named and ID-only

19 CDMI metadata

5

CDMI uses many different types of metadata, including'HTTP metadata, data system metadata, usefr
metadata, and storage system metadata.

H

TTP metadata is metadata that is related to-the use of the HTTP protocol (e.g., Content-Length, Cdntent-
Type, etc.). HTTP metadata is not specifically related to this International Standard but needs to be
digcussed to explain how CDMI uses the HTTP standard.

CDMI data system metadata, user metadata, and storage system metadata is defined in the form of name-
vdlue pairs. Vendor-defined data.system metadata and storage system metadata names shall begin|with
the reverse domain name of-the vendor.

Data system metadata iS métadata that is specified by a CDMI client and is a component of objects.|Data
system metadata abstractly specifies the data requirements associated with data services that are
dgployed in the cleud/storage system.

User metadata,consists of client-defined JSON strings, arrays, and objects that are stored in the metpdata
figld. The namespace used for user metadata names is self-administered (e.g., using the reverse dgmain
ngme), and'user metadata names shall not begin with the prefix "cdmi_."

Stpfage system metadata is metadata that is generated by the storage services in the system (e.g.,
creation Ume, SiZej 1o provide usefuf information 1o a COMITiient.

The matrix of the creation and consumption of storage system metadata is shown in Table 4.

Table 4 — Creation/consumption of storage system metadata

Created by user Created by system
Consumed by user User metadata Storage system metadata
Consumed by system Data system metadata N/A
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Every object stored within a CDMI-compliant system shall have a globally unique object identifier (ID)
assigned at creation time. The CDMI object ID is a string with requirements for how it is generated and how
it obtains its uniqueness. Each cloud service that implements CDMI shall generate these identifiers such
that the probability of conflicting with identifiers generated by other cloud services and the probability of
generating an identifier that has already been used is effectively zero.

Every cloud storage system shall allow object ID-based access to stored objects by allowing the object's ID

to

be appended to the root container URI. If the data object "MyDataObject.txt", located in the root

container, has an object ID of "00006FFD001001CCE3B2B4F602032653", the following pair of URIs

al

cess the same data nhjnr\f'

If
lo
fo

http://cloud.example.com/root/MyDataObject.txt
http://cloud.example.com/root/cdmi_objectid/00006 FFD001001CCE3B2B4F602032653

Containers are supported, they shall also be accessible by object ID. If the containet 'MyContainen
cated in the root container, has an object ID of "00006FFD0010AA33D8CEF9711E0835CA", the
lowing pairs of URIs access the same object:

http://cloud.example.com/root/MyContainer/
http://cloud.example.com/root/cdmi_objectid/00006 FFDO010AA33RSCEF9711E0835CA/
http://cloud.example.com/root/MyContainer/MyDataObject.txt

http://cloud.example.com/root/cdmi_objectid/00006 FFDO010AA33D8CEF9711E0835CA/MyDatdOb-
ject.txt
5J11 CDMI object ID format
The cloud service shall create the object ID, which identifies an object. The object ID shall be globally
urfique and shall conform to the format definéd in Figure 6. The native format of an object ID is a vaifiable-
length byte sequence and shall be a maximum length of 40 bytes. A client should treat object IDs as
ogaque byte strings.
0 1 2 3 4 5 6 7 8 9 10 ... | 38| 39
Reserved Enterprise Number Reserved Length CRC Opaque Data
(zero) (zero)
Figure 6 — Object ID format
The fields shawn in Figure 6 are defined as follows.
* Thereserved bytes shall be set to zero.
«A_The Enterprise Number field shall be the SNMP enterprise number of the offering organizatioh that
developed the system that created the object ID, in network byte order. See RFC 2578 and http://

www.lana.org/assignments/enterprise-numbers. 0 Is a reserved value.
¢ The byte at offset 5 shall contain the full length of the object ID, in bytes.

e The CRC field shall contain a 2-byte (16-bit) CRC in network byte order. The CRC field enables

the object ID to be validated for integrity. The CRC field shall be generated by running the
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algorithm (see ISO 14701:2012) across all bytes of the object ID, as defined by the Length field,

with the CRC field set to zero. The CRC function shall have the following fields:
— Name : "CRC-16",

— Width : 16,

— Poly : 0x8005,

— Init : 0x0000,

— Refin: True,

— RefOut : True,

— XorOut : 0x0000, and

— Check : 0xBB3D.

Th
st
R

5.

S¢
dg

S¢

This function defines a 16-bit CRC with polynomial 0x8005, reflected input, and reflectedou
This CRC-16 is specified in ISO 14701:2012.

« Opaque data in each object ID shall be unique for a given Enterprise Number.

e native format for an object ID is binary. When necessary, such as when includechin URIs and J9
ings, the object ID textual representation shall be encoded using Basel6 encoding rules describe
-C 4648 and shall be case insensitive.

12 Security

12.1 Security objectives

curity, in the context of CDMI, refers to the protective measures employed in managing and acceq
ta and storage. The specific objectives to be addressed’by security include providing a mechanisni

* assures that the communications between- & CDMI client and server cannot be read or modifi
a third party;

« allows CDMI clients and servers to.assure their identity;

« allows control of the actions a CDMI client is permitted to perform on a CDMI server;

« allows records to be generated-for actions performed by a CDMI client on a CDMI server;
e protects data at rest;

« eliminates data in a controlled manner; and

« discovers the security capabilities of of a particular implementation.

bcurity measures within CDMI are summarized as:

e transportésecurity,

e user and entity authentication,

« authorization and access controls,
. \data integrity,

+~ “data and media sanitization,

put.

SON
d in

sing
that:

ed by

e data retention,

e protections against malware,
e data at-rest encryption, and
e security capabilities.

With the exception of both the transport security and the security capabilities, which are mandatory to
implement, the security measures can vary significantly from implementation to implementation.

When security is a concern, the CDMI client should begin with a series of security capability lookups (see
12.1.1) to determine the exact nature of the security features that are available. Based on the values of
these capabilities, a risk-based decision should be made as to whether the CDMI server should be used.
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This is particularly true when the data to be stored in the cloud storage is sensitive or regulated in a way
that requires stored data to be protected (e.g., encrypted) or handled in a particular manner (e.qg., full
accountability and traceability of management and access).

5.12.2 HTTP security

HTTP is the mandatory transport mechanism for this version of CDMI. It is important to note that HTTP, by
itself, offers no confidentiality or integrity protections. As CDMI is built on top of HTTP, HTTP over
Transport Layer Security (TLS) (i.e., HTTPS) is the mechanism that is used to secure the communications
between CDMI clients and servers.

Tgensure both Security and interoperabifity, alfr COMTmpiementations shalt,

Storage Systems," with a six-month transition period for implementations. The TLS specificafion is
updated when new vulnerabilities are found, and CDMI implementations shall suppert the latest
specification within six months of its publication announcement;

e support both HTTP over TLS and HTTP without TLS; and
o allow HTTP without TLS to be disabled.

« implement the TLS protocol as described in the latest version of the "SNIA TLS Specificatioar[ for

When TLS is used to secure HTTP, the client and server typically perform-sorme form of entity
adthentication. However, the specific nature of this entity authentication depends on the cipher suite
nggotiated; a cipher suite specifies the encryption algorithm and digestyalgorithm to use on a TLS
cdnnection. A very common scenario involves using server-side cettificates, which the client trusts, gs the
bgsis for unidirectional entity authentication. It is possible that pautual authentication involving both client-
sigle and server-side certificates are required.

5.12.3 Client authentication

A CDMI client shall comply with all security requirements for HTTP that apply to clients.

CDMI clients can be responsible for initiating-user authentication for each CDMI operation that is
pgrformed. The CDMI server functions as the authenticator and receives and validates authenticatio
credentials from the client.

-

RIFC 2616 and RFC 2617 define requirements for HTTP authentication, which generally starts with an
HTTP client request. If the client-request does not include an "Authorization" header and authenticatjon is
repuired, the server responds.with an HTTP status code of 401 Unauthorized and a WWW-
Alithenticate response headef. The HTTP client shall then respond with the appropriate Authorizatig
hdader in a subsequent request.

>

The format of the W\WW-Authenticate and Authorization headers varies depending on the type of
althentication required.

¢ HTTP basic authentication involves sending the user name and password in the clear, and i
should only be used on a secure network or in conjunction with TLS.

» “HTTP digest authentication sends a secure digest of the user name and password (and oth¢
information such as a nonce \IQ|IIQ)7 and can bhe used on an insecure network without TLS

=

e HTTP status codes of 401 Unauthorized should not include a choice of authentication.
e HTTP basic authentication or HTTP digest authentication should be implemented.

¢ Authentication credentials used with one type of HTTP authentication (i.e., basic or digest) should
never be subsequently used with the other type of HTTP authentication.

Once a user is authenticated, the provided principal name shall be mapped by the CDMI domain to a
domain user (or used directly as the ACE "who" if domains are not supported). This mapping is then used
to determine authorization.
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A CDMI server typically relies on an authentication service (local or external) to validate client credentials.
Differing authentication schemes can be supported, including host-based authentication, Kerberos, PKI, or
other; the authentication service is beyond the scope of this International Standard.

5.12.4 Use of TLS and HTTP
Recommendations for using HTTP and TLS are as follows:

« Aclient connecting to a CMDI server using TLS should use TCP port 443, and a client connecting
without TLS should use TCP port 80.

« Aclient that fails to connect to a CDMI server on port 443 should retry without TLS on TCP port 80
if their security policy allows it.

e Servers may respond to HTTP requests on port 80 with an HTTP REDIRECT to the approptfiate
TLS URI (using port 443). Clients should honor such redirects in this situation.

5.12.5 Further information

Fqr further information pertaining to storage security techniques, see 1ISO 14701:2012.

5/13 Required HTTP support

5.13.1 RFC 2616 support requirements

A conformant implementation of CDMI shall also be a confortmant implementation of RFC2616 (see RFC
2416) (i.e., HTTP 1.1). The subclauses below list the sections of RFC 2616 that shall be supported;
hgwever, this list is not comprehensive.

5.13.2 Content-type negotiation

Fgr CDMI operations, media types for CDMI ‘0bjects are used as defined in RFC 6208. All CDMI
representations follow the rules established.for "application/json" as defined in RFC 4627. The use df the
CDPMI media types with the "+json" suffix-shall be supported as defined in RFC 6839.

A client can optionally supply an HTTP Accept header, as per section 14.1 of RFC 2616. If a client ig
reptricting the response to a specific CDMI media type, the corresponding media type shall be specified in
the Accept header. OtherwiSe,the Accept header can contain "*/*" or a list of media types, or it can be
onitted.

If & request body ispresent, the client shall include a Content-Type header, as per section 14.17 of RFC

2416. If the client{do€s not provide a Content-Type header when required or provides a media type in the
Content-Type.header that does not match with the existing resource media type, the server shall retyrn an
HTTP statuscode of 400 Bad Request.

=

h response body is present, the server shall provide a Content-Type header.

Thisdnternational Standard can further qualify content negotiation (e.d.. in 9.3, the absence of a Content-
Type header has a specific meaning).

5.13.3 Range support

The server shall support HTTP Range headers and partial content responses (see Section 14.16 of RFC
2616).

The values of the childrange, valuerange and queuerange fields are formatted based on the HTTP byte-
range-resp-spec, as defined in clause 14.16 of RFC 2616.
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Percent escaping of reserved characters specified in RFC 3986 shall be applied to all text strings used in
HTTP request URIs and HTTP header URIs. This includes user-supplied field names, metadata names,

data object names, container object names, queue object names, and domain object names when used in
HTTP request URIs and HTTP header URIs.

Field names and values shall not be escaped when stored and when sent in request body and response
bodies.

EXAMPLE

A client retrieving a metadata item named "@user" from a container object with the name of
"@I\/Iy(‘nntainnr" would pnrfnrm the fnlln\/\ling reguest.

TH

Host: cloud.example.com
Accept: application/cdmi-container
X-CDMI-Specification-Version: 1.1

e response shall be:

HTTP/1.1 200 OK
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.1

{
"objectName': "@MyContainer/",

"metadata': {

GET /%40MyContainer/?objectName;metadata:%40user HTTP/1.1

"@user™: "test",
}
}
5.13.5 Use of URIs
The format and syntax of URIs are defined by RFC 3986.
Evyery CDMI client shall maintain one or more root URIs that each correspond to a root container onjthe
CDMI server. Since all URIs to CDML.containers end in a trailing slash, all root URIs will end in a traifing
slash.
All URIs in this International Standard are relative to the root URI unless otherwise noted. As a
cdnsequence, the algorithmrused for calculating the resolved URI is as described in Section 5.2 of HFC
3986.
T4ble 5 shows howrelative URIs are resolved against root URIs.
Table 5 — Relative URIs resolved against root URIs

Root URI + Relative URI => Resolved URI

http:/cloud.example.com/ cdmi_object/testObject http://cloud.example.com/cdmi_object/testObjeft

Hitp//cloud example com/ lcdmi_object/testObject | hitp://cloud example com/cdmi object/testObjert

http://cloud.example.com/pl/ cdmi_object/testObject http://cloud.example.com/pl/cdmi_object/testObject

http://cloud.example.com/pl/ /cdmi_object/testObject | http://cloud.example.com/cdmi_object/testObject

http://cloud.example.com/p1/p2/ | cdmi_object/testObject http://cloud.example.com/p1/p2/cdmi_object/

testObject
http://cloud.example.com/p1/p2/ | /cdmi_object/testObject | http://cloud.example.com/cdmi_object/testObject
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This International Standard places no restrictions on root and relative URIs. All of the examples in this
specification use a root URI of http://cloud.example.com/ and return absolute path references as shown in
the second line of Table 5.

« Ifthe root URI is "/", the container located at the root URI shall omit the parentID field and shall
return an empty string (") for the value of the parentURI field.

« If the root URI is not "/" and the parent is a CDMI container, the container located at the root URI
shall populate parentID field with the CDMI object ID of the CDMI container corresponding to the
parent path component, and populate the parentURI field with the URI of the parent path
component.

< Ifthe root URI is not "/" and the parent is not a CDMI container, the container located at the root
URI shall omit the parentID field, and populate the parentURI field with the URI of the paren{ path
component.

« Ifthe root URI is not "/* and the parent is not accessible, the server can omit the parentlD field and
return an empty string (") for the value of the parentURI field.

5.13.6 Reserved characters

The name of CDMI data objects, container objects, queue objects, domain obje¢ts and capability objects
shall not contain the "/" or "?" characters, as these characters are reserved for'delimiters.

5/14 Time representations

Unless otherwise specified, all date/time values are in the ISQ 8601:2004 extended representation (YYYY-
MM-DDThh:mm:ss.ssssssZ). The full precision shall be spegcified, the sub-second separator shall bgja ".",
he Z UTC zone indicator shall be included, and all timestamps shall be in UTC time zone. The YYYY-MM-
D
D

—

DT24:00:00.000000Z hour shall not be used, and instead, it shall be represented as YYYY-MM-
DT00:00:00.000000Z.

Unless otherwise specified, all date/time intervals are in the ISO 8601:2004 start date/end date
representation (YYYY-MM-DDThh:mm:ss.ss§sssZ/YYYY-MM-DDThh:mm:ss.ssssssZ). The end datg shall
bg equal to or later than the start date. The-full precision shall be specified, the sub-second separatol shall
bg a".", the Z UTC zone indicator shallbe included, and all timestamps shall be in UTC time zone. The

YYYY-MM-DDT24:00:00.000000Z hour shall not be used, and instead, it shall be represented as YYYY-

MM-DDT00:00:00.000000Z.

515 Backwards compatibility

5.15.1 Value transfer encoding

CDPMl version, 1.0.1 introduces the concept of value transfer encoding to enable the storage and retrigval of
arpitrary binaty data via CDMI content-type operations. Data objects created by CDMI 1.0 clients thrpugh
CDMI.content-type operations shall have a value transfer encoding of "utf-8", and data objects created

thfaugh non-CDMI content-type operations shall have a value transfer encoding of "base64".

Data objects with a value transfer encoding of base 64 shall not have their value field accessible to CDMI
1.0 clients through CDMI content-type operations. Attempts to read the value of these objects shall return
an empty value field (") to these clients. CDMI 1.0 clients can detect this condition when the cdmi_size
metadata is not O and the value field is empty.
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5.15.2 Container export capabilities

CDMI version 1.0.2 normalizes the names of capabilities used by a client to discover if a container can be
exported via various protocols and deprecates the following container export capability names:

« cdmi_cifs_export,

e cdmi_nfs_export,

e cdmi_iscsi_export, and
e cdmi_occi_export.

5/16 Object references

Object references are URIs within the cloud storage nhamespace that redirect to another URIwithin the
sgme or another cloud storage namespace. References are similar to soft links in a file systent. The ccloud
dqges not guarantee that the referenced URI will be valid after the time of creation.

Re¢ferences are visible as children in a container and are distinguished from non-references in contajner
children listings by the presence of a trailing "?" character added to the reference\name. Performingjan
operation (with the exception of create or delete) to a reference URI will result’igvan HTTP status codle of
302 Found, with the HTTP Location header containing the absolute redirect destination URI that was
specified at the time the reference was created. The reference’s destinatiorAURI shall not be changed after
a [eference has been created.

Td continue, when CDMI clients receive an HTTP status code 0f302 Found, they should retry the
operation using the URI contained within the Location header.

A delete operation on a reference URI shall delete the reference. References cannot be updated. To
update the destination of a redirect, the client shall first-delete the reference and then create a new
reference to the desired destination.

EXAMPLE 1 GET to a URI, where the URI is areference:

GET /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-olhject
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 302 Found
Location: http:Z/cloud.example.com/MyContainer/MyOtherDataObject.txt

Ré¢ferences by ohject’ID shall always redirect to a URI that ends with the same object ID as the reqyest
URI.

EXAMPLE:2 GET to an object ID URI, where the URI is a reference:

GET /cdmi_objectid/00006FFDO010AA33D8CEF9711E0835CA HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 302 Found
Location: http://archive.example.com/cdmi_objectid/00006FFDO010AA33D8CEF9711E0835CA

EXAMPLE 3 PUT to create a reference:

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com Accept: application/cdmi-object
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Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
}

The following shows the response.

"reference": "http://cloud.example.com/MyContainer/MyOtherDataObject. txt"

HTTP/1.1 201 Created

EXAMPLE 4 POST to create a reference:

POST /cdmi_objectid/ HTTP/1.1

Host: cloud.example.com Accept: application/cdmi-object
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
}

The following shows the response.

"reference": "http://cloud.example.com/MyContainer/MyOtherDataObject. txt"

HTTP/1.1 201 Created
Location: http://cloud.example.com/cdmi_objectid/00007ED90010DF417BAD70A0C7F5CIHDA

EXAMPLE 5 DELETE to delete a reference:

DELETE /MyContainer/MyDataObject.txt HTTP/1.4
Host: cloud.example.com
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 204 No Content
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6 Data object resource operations using HTTP

6.1 Overview

Data objects are the fundamental storage components within CDMI™ and are analogous to files in a file
system.

As CDMI builds on top of, and is compatible with, the HTTP standard (RFC 2616), this allows unmodified
HTTP clients to communicate with a CDMI server. This also allows CDMI operations to coexist with other
HTTP-based storage protocols, such as WebDAYV, S3, and OpenStack Swift.

A CDMI server differentiates between HTTP and CDMI operations using the standard Content-Type|and
Agcept headers. When CDMI MIME types defined in RFC 6208 are used in these headers, thi§ indidates
that CDMI behaviors, as described in Clause 8, are used in addition to the standard HTTP behaviors.
When CDMI MIME types are used, the X-CDMI-Specification-Version header is includedto indicate yhich
version of CDMI is being requested by the client and provided by the server.

In[CDMI 1.0.2, basic HTTP operations were described as "Non-CDMI" operations(to distinguish then] from
operations using CDMI MIME types.

A CDMI implementation that supports data objects shall include support forbasic data object HTTP
operations corresponding with the CDMI capabilities that are published by‘the implementation. Capaljilities
allow a client to discover which operations (such as create, update, délete, etc.) are supported and gre

dgscribed in Clause 12.

62 Create a data object using HTTP

6.2.1 Synopsis

The following HTTP PUT creates a new data object at the specified URI:
PUT <root URI>/<ContainerName>/<DataObjectName>

Where:

e <root URI> is the path te-the CDMI cloud.

e <ContainerName> js zero or more intermediate containers that already exist, with one slash|(i.e.,
"I') between each-pair of container names.

¢ <DataObjectName> is the name specified for the data object to be created.

After it is created;\the data object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

6.p.2 Capabilities

The following capabilities describe the supported operations that can be performed when creating ajnew
dgtaobject:

e Support for the ability to create a new data object is indicated by the presence of the
cdmi_create_dataobject capability in the parent container.

e Support for the ability to create the value of a new data object in specified byte ranges is indicated
by the presence of the "cdmi_create_value_range" capability in the parent container.
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6.2.3 Request headers

The HTTP request headers for creating a data object using HTTP are shown in Table 6.

Table 6 — Request headers - Create a data object using HTTP
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Header

Type

Description

Requirement

Content-Type

Header
string

The content type of the data to be stored as a data object.
The value specified here shall be used as the mimetype
field of the data object.

« If the content type includes the charset parameter as

Optional

defined In RFC 2046 of "uti-8" (€.0., ;,charsei=ut-8"), ihe
valuetransferencoding field of the data object shall be set
to "utf-8". Otherwise, the valuetransferencoding field of
the data object shall be set to "base64".

« If not specified, the mimetype field shall be set to
"application/octet-stream".

X-CDMI-Partial

Header
string

"true". Indicates that the newly created object is pdrt of a
series of writes and has not yet been fully creatéd. \When
set, the completionStatus field shall be set to*Processing".
X-CDMI-Partial works across CDMI and non=€DMI
operations.

Optional

Content-Range

Header
string

A valid ranges-specifier (see RFC2616 Section 14.35.1

Optional

6.2.4 Request message body

The request message body contains the data to be stored in the value of the data object.

6.2.5 Response headers

N¢ response headers are specified.

6.p.6 Response message body

N¢ response message body-fields are specified.

6.2.7 Response status

The HTTP status‘codes that occur when creating a data object using HTTP are described in Table 7

Table 7 — HTTP status codes - Create a data object using HTTP

HTTEP status

Description

201 Created

The new data object was created.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The operation conflicts with a non-CDMI access protocol lock or has caused a state
transition error on the server.
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6.2.8 Example

EXAMPLE 1 PUT to the container URI the data object name and contents:
PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com
Content-Type: text/plain;charset=utf-8
Content-Length: 37
This is the Value of this Data Object

The following shows the response.

HTTP/1.1 201 Created

63 Read adata object using HTTP

6.8.1 Synopsis

The following HTTP GET reads from an existing data object at the specified UR¥
GET <root URI>/<ContainerName>/<DataObjectName>

Where:

e <root URI> is the path to the CDMI cloud.
¢ <ContainerName> is zero or more intermediate containers.
« <DataObjectName> is the name of the data object\te be read from.

The object shall also be accessible at <root URI>/cdmi> objectid/<objectID>.

6.8.2 Capabilities

The following capabilities describe the supported operations that can be performed when reading an
eXisting data object:

e Support for the ability to read the value of an existing data object is indicated by the presende of
the cdmi_read_value eapability in the specified object. Any read from a specific byte location not
previously written to hy“a create or update operation shall return zero for the byte value.

«  Support for the ability to read the value of an existing data object in specific byte ranges is
indicated by the presence of the cdmi_read_value_range capability in the specified object. Any
read from, a-specific byte location within the value range specified not previously written to by a
create or update operation shall return zero for the byte value.

6.8.3 Reguest header

The-HTTP request header for reading a data object using HTTP is shown in Table 8.

Table 8 — Request header - Read a data object using HTTP

Header Type Description Requirement
Range Header A valid ranges-specifier (see RFC 2616 Section 14.35.1) Optional
string

6.3.4 Request message body

A request body shall not be provided.
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6.3.5

Response headers

The HTTP response headers for reading a data object using HTTP are shown in Table 9.

Table 9 — Response headers - Read a data object using HTTP

© SNIA

Header Type Description Requirement

Content-Type | Header The content type returned shall be the mimetype field in the Mandatory
string data object.

Location Header The server shall respond with the URI that the reference Conditional
string redirects to if the object is a reference.

6.B.6

Response message body

When reading a data object using HTTP, the following applies:

6.8.7

The HTTP status codes that occur when reading a data object using HTTP are described in Table 1.

The response message body shall be the contents of the data object's value.field.
When reading a value, zeros shall be returned for any gaps resulting from non-contiguous writes.

Response status

Table 10 — HTTP status codes - Read a data‘object using HTTP

HTTP status

Description

200 OK The data object content,was returned in the response.
206 Partial Content A requested range of'the data object content was returned in the responge.
302 Found The resource is.@’reference to another resource.
400 Bad Request The request.contains invalid parameters or field names.
401 Unauthorized Theauthentication credentials are missing or invalid.
403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI, or a requested field within
the resource was not found.
6.8.8 Examples
EXAMPLE 1 GET to the data object URI to read the value of the data object:

GET £MyContainer/MyDataObject.txt HTTP/1.1
Host= cloud.example.com

The following shows the response.

HTTP/1.1 200 OK
Content-Type: text/plain
Content-Length: 37

This is the Value of this Data Object

EXAMPLE 2

GET to the data object URI to read the first 11 bytes of the value of the data object:

GET /MyContainer/MyDataObject.txt HTTP/1.1

Host: cloud.example.com

Range: bytes=0-10
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The following shows the response.
HTTP/1.1 206 Partial Content
Content-Type: text/plain
Content-Range: bytes 0-10/37
Content-Length: 11

This i1s the

6.4 Update a data object using HTTP

6.#.1 Synopsis

The following HTTP PUT updates an existing data object at the specified URI:
PUT <root URI>/<ContainerName>/<DataObjectName>.

Where:

e <root URI> is the path to the CDMI cloud.
¢ <ContainerName> is zero or more intermediate containers.
¢ <DataObjectName> is the name of the data object to be updated.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectiD>. An update shall not resylt in a
change to the object ID.
6.44.2 Capabilities

The following capabilities describe the supported operations that can be performed when updating an
eXisting data object:

e Support for the ability to modify the value of an existing data object or MIME type is indicatedl by
the presence of the cdmi_modify_value capability in the specified object.

«  Support for the ability to modify the value of an existing data object in specified byte ranges |s
indicated by the presence of{the’cdmi_modify_value_range capability in the specified object
6.4.3 Reguest headers

The HTTP request headers for updating a data object using HTTP are shown in Table 11.
Table 11 — Request headers - Update a data object using HTTP

Header Type Description Requirement

Content=Type Header The content type of the data to be stored as a data object. The Mandatdry

string value specified here shall be used in the mimetype field of the
data object.
Content- Header A valid ranges-specifier (see RFC 2616 Section 14.35.1) Optional
Range string
X-CDMI- Header "true". Indicates that the object is in the process of being Optional
Partial string updated and has not yet been fully updated. When set, the

completionStatus field shall be set to "Processing".

If the completionStatus field had previously been set to
"Processing" by including this header in a create or update, the
next update without this field shall change the completionStatus
field back to "Complete". X-CDMI-Partial works across CDMI
and non-CDMI operations.
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6.4.4 Request message body
The request message body contains the data to be stored in the value of the data object.
6.4.5 Response header
The HTTP response header for updating a data object using HTTP is shown in Table 12.
Table 12 — Response header - Update a data object using HTTP
Header Type Description Requirement
tocation Header Fheservershattrespond-withthe SRt towhichthe———————Conditional
string reference redirects if the object is a reference.

A

TH

1.6 Response message body

4.7 Response status

f.8 Examples

Fesponse body can be provided as per RFC 2616.

Table 13 — HTTP status codes - Update a data abject using HTTP

e HTTP status codes that occur when updating a data object using HTFB are described in Table §3.

HTTP status Description

204 No Content The data object content was returied in the response.

302 Found The resource is a reference o another resource.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication\credentials are missing or invalid.

403 Forbidden The client lacks:the proper authorization to perform this request.

404 Not Found The resoutce was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused p
State transition error on the server.

AMPLE 1 RUTto the data object URI to update the value of the data object:

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host:<eloud.example.com

Content-Type: text/plain

Cantent-Length: 37

afta _aobicct

Th
Tt

o—fthao valuo of thac
>—Crt vore Ot S

[OR

o 1
> oot oo o1

The following shows the response.

HTTP/1.1 204 No Content
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EXAMPLE 2

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Content-Range: bytes 21-24/37
Content-Type: text/plain

Content-Length: 4

that
The following shows the response.

HTTP/1.1 204 No Content

ISO/IEC 17826:2016(E)

PUT to the data object URI to update four bytes within the value of the data object:

TH

W

TH

TH
ex

R¢

A

6.

b Delete a data object using HTTP

.b.1 Synopsis

DELETE <root URI>/<ContainerName>/<DataObjectName>
here:

e <root URI> is the path to the CDMI cloud.
¢ <ContainerName> is zero or more intermediate containets)
» <DataObjectName> is the name of the data object to.be deleted.

e object shall also be accessible at <root URI>/cdmi_pbjectid/<objectID>.

b.2  Capability

isting data object:

cdmi_delete_dataobject capability in the specified object.

.b.3 Request headers

pguest headers can be provided as per RFC 2616.

.b.4 Request.amessage body

Fequest body can be provided as per RFC 2616.

b5~ “Response headers

e following HTTP DELETE deletes an existing data object at the specified URI;

e following capability describes the supported operations that may be performed when deleting an

Support for the ability to delete an existing data object is indicated by the presence of the

Response headers can be provided as per RFC 2616.

6.5.6 Response message body

A

35

response body can be provided as per RFC 2616.
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Table 14 describes the HTTP status codes that occur when deleting a data object using HTTP.

Table 14 — HTTP status codes - Delete a data object using HTTP

HTTP status

Description

204 No Content The data object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock orchas caused

state transition error on the server, or the data object cannot be/d€leted.

6..8 Example

EXAMPLE

DELETE to the data object URI:

DELETE /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

The following shows the response.

HTTP/1.1 204 No Content
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7  Container object resource operations using HTTP

7.1 Overview

Container objects are the fundamental grouping mechanism of stored data within CDMITM and are
analogous to directories in a file system. Each container object has zero or more child objects.

Following the URI conventions for hierarchical paths, container URIs shall consist of one or more container
names that are separated by forward slashes ("/") and that end with a forward slash (*/").

rom
slash
vely.

h basic HTTP read, update, or delete operation is performed against an existing containet’resourcg and
trailing slash at the end of the URI is omitted, the server shall respond with an HT IR status codq of

A CDMI server differentiates between HTTP and CDMI operations using the-standard Content-Type|and
cept headers. When CDMI MIME types defined in RFC 6208 are useddn.these headers, this indigates

en CDMI MIME types are used, the X-CDMI-Specification-Version‘header is included to indicate ywhich
rsion of CDMI is being requested by the client and provided by-the server.

apabilities allow a client to discover which operations (such as create, update, delete, etc.) are supgorted
arld are described in Clause 12.

72  Create a container object using HTTP

7.2.1 Synopsis

Tg create a new container object,\the following request shall be performed:
PUT <root URI>/<CongainherName>/<NewContainerName>/

Where:

¢ <root URJ>\s’the path to the CDMI cloud.

« <ContdinerName> is zero or more intermediate container objects that already exist, with one(slash
(i.e+~1") between each pair of container object names.

« _<NewContainerName> is the name specified for the container object to be created.

Afterit is created, the container object shall also be accessible at <root URI>/cdmi_objectid/<objectiP>/.

The presence of a trailing slash at the end of the HTTP PUT URI indicates that a container object is being
created and distinguishes it from a request to create a data object.

7.2.2 Capability

The following capability describes the supported operations that may be performed when creating a new
container object:

Support for the ability to create a new container object is indicated by the presence of the
cdmi_create_container capability in the parent container object.
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7.2.3 Request headers

Request headers can be provided as per RFC 2616.

7.2.4 Request message body

A request body shall not be provided.

7.2.5 Response headers

Response headers can be provided as per RFC 2616.

© SNIA

7.2.6 Response message body

A response body can be provided as per RFC 2616.

7..7 Response status

Tgble 15 describes the HTTP status codes that occur when creating a container.gbject using HTTP.

Table 15 — HTTP status codes - Create a container ohject’'using HTTP

HTTP status Description

201 Created The new container object was creatéd.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentijals ‘are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was et found at the specified URI.

409 Conflict The operation 'conflicts with a non-CDMI access protocol lock or has caused a
state transition error on the server.

7.2.8 Example

EXAMPLE PUT to the URI the container object name:

PUT /MyContainer/, HTTP/1.1
Host: cloud.example.com

The following-shows the response.

HTTP/4:2 201 Created

713 Read a container object using HTTP

Reading a container object using HTTP is not defined by this version of this International Standard. 9.3
describes how to read a container object using CDMI. A server is allowed to implement responses such as

an Apache directory listing or an S3/Swift-style bucket listing.

7.4  Update a container object using HTTP

Updating a container object using HTTP is not defined by this version of this International Standard. 9.4

describes how to update a container object using CDMI.
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7.5 Delete a container object using HTTP

7.5.1 Synopsis

To delete an existing container object, including all contained children and snapshots, the following request
shall be performed:

DELETE <root URI>/<ContainerName>/<TheContainerName>/
Where:

« _<root URI> is the path to the CDMI cloud
e <ContainerName> is zero or more intermediate container objects.
e <TheContainerName> is the name of the container object to be deleted.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

7.5.2 Capability

The following capability describes the supported operations that may be performéd when deleting an
existing container object:

Support for the ability to delete an existing container object is indicated by the presence of the
cdmi_delete_container capability in the specified container object.

7.6.3 Request headers

Réequest headers can be provided as per RFC 2616.

7.5.4 Request message body

A request body can be provided as per RFC 2616.

7.6.5 Response headers

Résponse headers can be provided as per RFC 2616.

7.56.6 Response message body

A response body can‘he provided as per RFC 2616.
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7.5.7 Response status

Table 16 describes the HTTP status codes that occur when deleting a container object using HTTP.

Table 16 — HTTP status codes - Delete a container object using HTTP

SNIA

HTTP status Description
204 No Content The container object was successfully deleted.
400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.
403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI.
409 Conflict The operation conflicts with a non-CDMI access protocol lock-erhas caus¢d a
state transition error on the server.
7.6.8 Example
EXAMPLE DELETE to the container object URI:
DELETE /MyContainer/ HTTP/1.1
Host: cloud.example.com
The following shows the response.
HTTP/1.1 204 No Content
76 Create (POST) a new data objectusing HTTP
7.6.1 Synopsis
Td create a new data object in a specified container where the name of the data object is a server-assjgned
ohjject identifier, the following request shall be performed:
POST <root URI>/<ContainerName>/
Where:
¢ <root URI>isthe path to the CDMI cloud.
e <ContainerName> is zero or more intermediate container objects that already exist, with one|slash
(i.e., L) between each pair of container object names.
The data-ghject shall be accessible as a child of the container with a server-assigned name and shall also
bg accessible at <root URI>/cdmi_objectid/<objectID>.
HTIP.PQST to a containeris used to enable CDMIl servers to support REC 1867 form-hased file
uploading. When implementing RFC 1867, the CDMI server-assigned name can be the user-provided file
name.
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7.6.2 Capabilities

The following capabilities describe the supported operations that can be performed when creating a new
data object:

«  Support for the ability to create data objects through this operation is indicated by the presence of
both the cdmi_post_dataobject and cdmi_create _dataobject capabilities in the specified container
object.

« If the new data object is being created in "/cdmi_objectid/", support for the ability to create the

value of the new data object in specified byte ranges is indicated by the presence of the

"cdmi_create_value_range_by_ID" system capability.

g New gata ohje peing created 0 Br oDje gpport for the abifity 10 cre

value of the new data object in specified byte ranges is indicated by the presence of the
"cdmi_create_value_range" capability in the parent container.

e Support for the ability to create a new data object by ID using multi-part MIME is indicated by the
presence of the "cdmi_multipart_mime" system-wide capability.
7.6.3 Request headers

The HTTP request header for creating a new data object using HTTP is shewn in Table 17.

Table 17 — Request headers - Create a new data objeet using HTTP

Header Type Description Requirement
Content-Type Header The content type of the data t0/be stored as a data object. Mandatofy
string The value specified here shall be converted to lower case

and stored in the mimetype-field of the data object. If the
content type includes the charset parameter as defined

in RFC 2616 of "utf+8" (e.g., ";charset=utf-8"), the
valuetransferencading field of the data object shall be set to
"utf-8". Otherwise, the valuetransferencoding field of the
data object shall be set to "base64".

X-CDMl-Partial Header "true"~Indicates that the newly created object is part of a Optional
string series-of writes and has not yet been fully created. When
set) the completionStatus field shall be set to "Processing".
X-CDMI-Partial works across CDMI and non-CDMI
operations.

7.6.4 Request message body

The message body.Shall contain the contents (value) of the data object to be created.

7.6.5 Response header

The HTTP response header for creating a new data object using HTTP is shown in Table 18.

Table 18 — Response header - Create a new data object using HTTP

Header Type Description Requirement
Location Header The unique absolute URI for the new data object as Mandatory
string assigned by the system. In the absence of file name

information from the client, the system shall assign the URI
in the form: http://host:port/<root URI>/<ContainerName>/
<ObjectID> or https://host:port/<root URI>/
<ContainerName>/<ObjectID>.
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7.6.6 Response message body

A response body can be provided as per RFC 2616.

7.6.7 Response status

Table 19 describes the HTTP status codes that occur when creating a new data object using HTTP.

Table 19 — HTTP status codes - Create a new data object using HTTP

HTTP status Description

20t —Created Themew dataobjectwas created:

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request:
404 Not Found The resource was not found at the specified URI.

7.6.8 Examples

EXAMPLE 1 POST to the container object URI the data object contents:
POST /MyContainer/ HTTP/1.1

Host: cloud.example.com

Content-Type: text/plain;charset=utf-8

<object contents>

The following shows the response.

HTTP/1.1 201 Created
Location: http://cloud.example.cem/MyContainer/00007ED900104E1D14771DC67C27BF8B
utf-8
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8 Data object resource operations using CDMI

8.1 Overview

Data objects are the fundamental storage component within CDMI™ and are analogous to files within a file
system. Each data object has a set of well-defined fields that include:

e asingle value; and
e optional metadata that is generated by the cloud storage system and specified by the cloud user.

Déata objects are addressed In CDMI In two ways:

¢ by name (e.g., http://cloud.example.com/dataobject); and

¢ by object ID (e.g., http://cloud.example.com/cdmi_objectid/
00007ED90010D891022876A8DEOBCOFD).

EVyery data object has a single, globally-unique object identifier (ID) that remains constant for the life pf the
ohjject. Each data object shall have one or more URI addresses that allow the object to be accessed

Evyery data object has a parent object from which the data object inherits dataysystem metadata that js not
eXplicitly specified in the data object itself.

EXAMPLE 1 The "budget.xlIs" data object stored at the following URI«yould inherit data system metadata fjom its
parent container, "finance":

http://cloud.example.com/finance/budget.xlIs

Individual fields within a data object can be accessed hy-.specifying the field name after a question mgrk "?"
that is appended to the end of the data object URI.

EXAMPLE 2 The following URI returns the valuetfield in the response body:
http://cloud.example.com/dataobject?value

The encoding of the data transported.in the data object value field depends on the data object
vgluetransferencoding field.

« If the value transfer-encoding of the object is set to "utf-8", the data stored in the value of thg data
object shall be avalid UTF-8 string and shall be transported as a UTF-8 string in the value field.

< If the value transfer encoding of the object is set to "base64", the data stored in the value of the
data object(can contain arbitrary binary sequences, and it shall be transported as a base
64-encoded string in the value field.

Specific ranges of the value of a data object can be accessed by specifying a byte range after the value

figdld name-

EXAMPLE 3 The following URI returns the first thousand bytes in the value field:

http://cloud.example.com/dataobject?value:0-999

Because a byte range of a UTF-8 string is often not a valid UTF-8 string, the response to a range request
shall always be transported in the value field as a base 64-encoded string. Likewise, when updating a
range of bytes within the value of a data object, the contents of the value field shall be transported as a
base 64-encoded string.

Byte ranges are specified as single inclusive byte ranges as per Section 14.35.1 of RFC 2616.

A list of unique fields, separated by a semicolon ";" can be specified, allowing multiple fields to be
accessed in a single request.
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EXAMPLE 4 The following URI returns the value and metadata fields in the response body:
http://cloud.example.com/dataobject?value;metadata

If read access to any of the requested fields is not permitted by the object ACL, only the permitted fields
shall be returned. If no requested fields are permitted to be read, an HTTP status code of 403
Forbidden shall be returned to the client.

If write access to any of the requested fields is not permitted by the object ACL, no updates shall be
performed, and an HTTP status code of 403 Forbidden shall be returned to the client.

When a client provides fields that are not defined in this International Standard or deserializes an object
cdntaining Tields that are not defined In this International Standard, these fields shall be stored as payt of
the object but shall not be interpreted.

The value of a data object can also be specified and retrieved using multi-part MIME, where-the CDMI
JYON is transferred in the first MIME part, and the raw object value is transferred in the se¢cond MIMH part.
Eqch MIME part, including any header fields, shall conform to RFC 2045, RFC 2046,.and RFC 2616, The
length of each part can optionally be specified by a Content-Length header in addition to the MIME
bqundary delimiter.

Multiple non-overlapping ranges of the value of a data object can also be accessed or updated in a multi-
part MIME operation by transferring one MIME part for each range of the vvalue. The byte ranges for these
operations shall be specified as per Section 14.35.1 of RFC 2616.

Multi-part MIME enables the efficient transfer of binary data alongside CDMI object metadata without
in¢urring the overhead of the UTF-8 or Base64 encoding and validation required to represent binary|data
in[JSON.

(o]

.L.1 Data object metadata

)

ata object metadata can also include arbitrary .user-supplied metadata, storage system metadata, and
gta system metadata, as specified in Clause 6. Metadata shall be stored as a valid UTF-8 string. Binary
gta stored in user metadata shall be first enceded such that it can be contained in a UTF-8 string, with the
de of base 64 encoding recommended,

cC o Qo

[o¢]

.L.2 Data object consistency
WFiting to a data object is an-atemic operation.

« If aclient reads a data object simultaneously with a write to that same data object, the reading
client shall get’either the old version or the new version, but not a mixture of both.

« If a write4S'terminated due to errors, the contents of the data object shall be as if the write ngver
occurréd-(i.e., writes are atomic in the face of errors).

—

eate and.update timestamps that are returned in response to multiple client writes to a given obje
inflicatetthat a specific write is the newest (i.e., the write whose data is expected to be returned to
sybsequent reads until another write is processed). However, there is no guarantee that the write wi
I ! . X

h the

Range writes can result in a gap in an object value that have had no data written to them. Reading from a
gap in a data object value shall return zero for each byte read.

Implementations of this International Standard shall provide the atomicity features described in this
subclause for data objects that are accessed via CDMI. The atomicity properties of data objects that are
accessed by protocols other than CDMI are outside the scope of this International Standard.
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8.1.3 Data object representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support
UTF-8 JSON representation. The request and response body JSON fields can be specified or returned in
any order, with the exception that, if present, for data objects, the valuerange and value fields shall appear
last and in that order.

8.2 Create a data object using CDMI

8.2.1 Synopsis

Td create a new data object, the following request shall be performed:
PUT <root URI>/<ContainerName>/<DataObjectName>

Tq create a new data object by ID, see 9.7 "Create (POST) a new queue object using,CBMI".
Where:

e <root URI> is the path to the CDMI cloud.

e <ContainerName> is zero or more intermediate containers that already exist, with one slash|(i.e.,
"I") between each pair of container names.

« <DataObjectName> is the name specified for the data object te' be created.

After it is created, the data object shall also be accessible at <rgot"URI>/cdmi_objectid/<objectID>.

8..2 Delayed completion of create

In[response to a create operation for a data object, the“server can return an HTTP status code of 20
Agcepted to indicate that the object is in the process of being created. This response is useful for Igng-
ruhning operations (e.g., copying a large data object from a source URI). Such a response has the
following implications.

e The server shall return a Location’ header with an absolute URI to the object to be created ajong
with an HTTP status code of\202 Accepted.
e With an HTTP status cade.of 202 Accepted, the server implies that the following checks Have
passed:
— user authorizatien for creating the object;
— user autherization for read access to any source object for move, copy, serialize, or
deserialize;and
— availability of space to create the object or at least enough space to create a URI to repprt an
error.

* Aclient might not be able to immediately access the created object, e.g., due to delays resulting
frem the implementation’s use of eventual consistency.

The-client performs GET operations to the URI to track the progress of the operation. In response, tllue
server returns two Tields In Its response body to Indicate progress.

¢ A mandatory completionStatus text field contains either "Processing”, "Complete", or an error
string starting with the value "Error".

« An optional percentComplete field contains the percentage of the operation that has completed
(0 to 100).

GET shall not return any value for the data object when completionStatus is not "Complete”. If the final
result of the create operation is an error, the URI is created with the completionStatus field set to the error
message. It is the client's responsibility to delete the URI after the error has been noted.
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8.2.3 Capabilities

The following capabilities describe the supported operations that can be performed when creating a new
data object:

e Support for the ability to create a new data object is indicated by the presence of the
cdmi_create_dataobject capability in the parent container.

< Ifthe object being created in the parent container is a reference, support for that ability is indicated
by the presence of the cdmi_create_reference capability in the parent container.

« Ifthe new data object is a copy of an existing data object, support for the ability to copy is indicated
by the presence of the cdmi_copy_dataobject capability in the parent container.

« If the new data object is the destination of a move, support for the ability to move the data gblect is
indicated by the presence of the cdmi_move_dataobject capability in the parent container.

« If the new data object is the destination of a deserialize operation, support for the ahility to
deserialize the source data object is indicated by the presence of the cdmi_deserializé_datagbject
capability in the parent container.

e If the new data object is the destination of a serialize operation, support for the ability to seriglize
the source data object is indicated by the presence of the cdmi_serialize {dataobject,
cdmi_serialize_container, cdmi_serialize_domain, or cdmi_serialize_quéue capability in the parent
container.

«  Support for the ability to create the value of a new data object in‘specified byte ranges is indicated
by the presence of the "cdmi_create_value_range" capability in'the parent container.

e Support for the ability to create a new data object using multi-part MIME is indicated by the
presence of the "cdmi_multipart_mime" system-wide capability.
8.2.4 Request headers

The HTTP request headers for creating a data object using CDMI are shown in Table 20.

Table 20 — Request headers’for creating a data object using CDMI

Header Type Description Requirement

Accept Header "application/cdmi-object” or a consistent value as per Optional
string cladise 5.13.2 "Content-type negotiation".

Content-Type Header "application/cdmi-object” or "multipart/mixed" Mandatofy
string

 If "multipart/mixed" is specified, the body shall consist of
at least two MIME parts, where the first part shall contain
a body of content-type "application/cdmi-object”, and the
second and subsequent parts shall contain one or more
byte ranges of the value as described in 6.2 "Create a
data object using HTTP".

« If multiple byte ranges are included and the Content-
Range header is omitted for a part, the data in the part
shall be appended to the data in the preceding part, with
the first part having a byte offset of zero.

X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatory

Specification- string e.g., "1.1,15,2.0"

Version

X-CDMI-Partial Header "true”. Indicates that the newly created object is part of a Optional
string series of writes and the value has not yet been fully

populated. If X-CDMI-Partial is present, the
completionStatus field in the response body shall be set to
"Processing". X-CDMI-Partial works across CDMI and non-
CDMI operations.
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8.2.5 Request message body

The request message body fields for creating a data object using CDMI are shown in Table 21.

Table 21 — Request message body - Create a data object using CDMI (Sheet 1 of 3)

Field name Type Description Requirement

mimetype JSON MIME type of the data contained within the value field Optional
string of the data object

e This field may be included when creating by value or
when deserializing, serializing, copying, and moving
a data object.

« If this field is not included and multi-part MIME is not
being used, the value of "text/plain" shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the value of the Content-Type headef\of
the second MIME part shall be assigned as the field
value.

» This field shall be stored as part of the data‘object.

* This MIME type value shall be converted to lower
case before being stored.

metadata JSON Metadata for the data object Optional

object e
« If this field is included when deserializing, serializing,

copying, or moving a.data object, the value provided
in this field shall replace the metadata from the
source URI.

« If this field isspiotincluded when deserializing,
serializing,€opying, or moving a data object, the
metadata’from the source URI shall be used.

« If thisfield is included when creating a new data
objeet by specifying a value, the value provided in
this field shall be used as the metadata.

¢ If this field is not included when creating a new data
object by specifying a value, an empty JSON object
(i.e., "{}") shall be assigned as the field value.

¢ This field shall not be included when referencing a
data object.

domainURI JSON URI of the owning domain Optional

strin
g « If different from the parent domain, the user shall

have the "cross-domain" privilege (see
cdmi_member_privileges in Table 63 "Required
settings for domain member user objects").

« If not specified, the domain of the parent container
shall be used.

deseratize JISON URtof aseratizeddataobject that shattbe Optional
string deserialized to create the new data object

serialize JSON URI of a CDMI object that shall be serialized into the Optional?
string new data object

a0nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of 400
Bad Request.
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Table 21 — Request message body - Create a data object using CDMI (Sheet 2 of 3)

Field name Type Description Requirement

copy JSON URI of a source data object or queue object that shalll Optional?
string be copied into the new destination data object.

« If the destination data object URI and the copy
source object URI both do not specify individual
fields, the destination data object shall be a
complete copy of the source data object.

« If the destination data object URI or the copy source
object URI specifies individual fields, only the fields
specified shall be used to create the destination data
object. If specified fields are not present in the
source, default field values shall be used.

« If the destination data object URI and the copy
source object URI both specify fields, an HTTP
status code of 400 Bad Request shall be returhed
to the client.

« If the copy source object URI points to a gueue
object, as part of the copy operation, multiple queue
values shall be concatenated into a-single data
object value.

« If the copy source object URI points to one or more
gueue object values, as part,of the copy operation,
the specified queue valués shall be concatenated
into a single data objectdalue.

« If there are insufficient permissions to read the data
object at the source URI or create the data object at
the destination UR, or if the read operation fails, the
copy shall return an HTTP status code of 400 Bad
Requesi;;and the destination object shall not be
created.

move JSON URI of an existing local or remote data object (source | Optionald
string URI) that shall be relocated to the URI specified in the
PUT. The contents of the object, including the object
ID, shall be preserved by a move, and the data object
at the source URI shall be removed after the data
object at the destination has been successfully
created.

If there are insufficient permissions to read the data
object at the source URI, write the data object at the
destination URI, or delete the data object at the source
URI, or if any of these operations fail, the move shall
return an HTTP status code of 400 Bad Request,
and the source and destination are left unchanged.

reférence JSON URI of a data object that shall be redirected to by a Optional?
string reference. If any other fields are supplied when
Creatng a reference, e Server shatf respond withan
HTTP status code of 400 Bad Request.

deserializevalue JSON A data object serialized as specified in Clause 15and | Optional®
string encoded using base 64 encoding rules described
in RFC 4648.

a0nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of 400
Bad Request.
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Table 21 — Request message body - Create a data object using CDMI (Sheet 3 of 3)

IA

Field name

Type

Description

Requirement

valuetransferencoding

JSON
string

The value transfer encoding used for the data object
value. Two value transfer encodings are defined.

« "utf-8" indicates that the data object contains a valid
UTF-8 string, and it shall be transported as a UTF-8
string in the value field.

» "base64" indicates that the data object may contain
arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the

Optional

value field. Setting the contents of the data object
value field to any value other than a valid base 64
string shall result in an HTTP status code of 400
Bad Request being returned to the client.

e This field shall only be included when creating a
data object by value.

« If this field is not included and multi-part MIME is not
being used, the value of "utf-8" shall be agsigned as
the field value.

« If this field is not included and multj-part MIME is
being used, the value of "utf-8" shall-be assigned as
the field value if the Content-Type-header of the
second and all MIME parts includes the charset
parameter as defined in.RFC 2046 of "utf-8" (e.g.,
".charset=utf-8"). Otherwise, the value of "base64"
shall be assigned as.the field value. This field
applies only to the encoding of the value when
represented inJSON; the Content-Transfer-
Encoding header of the part specifies the encoding
of the valtie within a multi-part MIME request, as
definedin RFC 2045.

« Thisfield shall be stored as part of the object.

value

JSON
string

The data object value

« If this field is not included and multi-part MIME is not
being used, an empty JSON string (i.e., ™) shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the contents of the second MIME part
shall be assigned as the field value.

« If the valuetransferencoding field indicates UTF-8
encoding, the value shall be a UTF-8 string escaped
using the JSON escaping rules described in RFC
4627.

« If the valuetransferencoding field indicates base 64

encoding, the value shall be first encoded using the
base 64 encoding rules described in RFC 4648.

Optional?

Bad Request.

40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of 400
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8.2.6

The HTTP response headers for creating a data object using CDMI are shown in Table 22.

Response headers

ISO/IEC 17826:2016(E)

Table 22 — Response headers - Create a data object using CDMI

Header Type Description Requirement
Content-Type Header "application/cdmi-object" Mandatory
string
X-CDMI- Header The server shall respond with the highest version supported | Mandatory
Specification- string by both the client and the server, e.g., "1.1".
Version
If the server does not support any of the versions that the
client supports, the server shall return an HTTP status code
of 400 Bad Request.
Location Header When an HTTP status code of 202 Accepted is returned; | | "Conditional
string the server shall respond with the absolute URL of the object

that is in the process of being created.

8.p.7

The response message body fields for creating a data object using CDMI*are shown in Table 23.

Response message body

Table 23 — Response message body - Create a data object using CDMI (Sheet 1 of 2)

Field name Type Description Requirement

objectType JSON "application/cdmi-object" Mandatory
string

objectlD JSON Object ID of the object Mandatory
string

objectName JSON Name ofithe object Mandatofy
string

parentURI JSON UR|*for the parent object. Mandatofy
strin

g Appending the objectName to the parentURI shall always
produce a valid URI for the object.

parentlD JSON Object ID of the parent container object Mandatofy
string

domainURI JSON URI of the owning domain Mandatofy
string

capabilitiesURI JSON URI to the capabilities for the object Mandatory
string

completionStatus | JSON A string indicating if the object is still in the process of being | Mandatofy
string created or updated by another operation, and after that

operation is complete, indicates if it was successfully
created or updated or if an error occurred.

The value shall be the string "Processing", the string

"Complete", or an error string starting with the value "Error".
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Table 23 — Response message body - Create a data object using CDMI (Sheet 2 of 2)
Field name Type Description Requirement
percentComplete | JSON * When the value of completionStatus is "Processing", this | Optional
string field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
« When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".
» When the value of completionStatus is "Error", this field, if
provided, can contain any integer value from 0 through
1UU.
mimetype JSON MIME type of the value of the data object Mandatofy
string
metadata JSON Metadata for the data object. This field includes any user Mandatofy
object and data system metadata specified in the request body
metadata field, along with storage system metadata
generated by the cloud storage system. See Clause 16 for
a further description of metadata.

8.2.8 Response status

The HTTP status codes that occur when creating a data object using CDMI are described in Table 2/4.

Table 24 — HTTP status codes - Create adata object using CDMI

HTTP status Description
201 Created The new data objectawas created.
202 Accepted The data objectds in the process of being created. The CDMI client should

monitor the cempletionStatus and percentComplete fields to determine the
current status of the operation.

400 Bad Request The-réquest contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has cauged a

state transition error on the server.

8.2.9 Examples

EXAMRLE 1 PUT to the container URI the data object name and contents:

PUT—7MyComtaimer/MyDatatbjecttxtHTTP#/1 %
Host: cloud.example.com

Accept: application/cdmi-object
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
"mimetype"” : "text/plain”,
"metadata" : {
3}, o ) )
"value"™ : "This is the Value of this Data Object"
}
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The following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
"objectType'" : "application/cdmi-object",
"objectID" : "00007ED90010D891022876A8DEOBCOFD",
"objectName" : "MyDataObject.txt",
"parentURI"™ : "/MyContainer/",
"parentlD" : "00007E7F00102E230ED82694DAA975D2",
"domainURI"™ : "/cdmi_domains/MyDomain/",
capapTHITtIesSURT———"7Tomi_capab T iTties/dataobject7;
"completionStatus"™ : "Complete",
"mimetype" : "text/plain",
"metadata" : {
“cdmi_size"™ : 37"
}
}

EXAMPLE 2 PUT to the container URI the data object name and binary contents:

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{

"mimetype" : "text/plain”,

"metadata” : { },

"valuetransferencoding™ : "base64"

"value" : "VGhpcyBpcyB0OaGUgVmFsdWUgb2¥.gdGhpcyBEYXRhIEQiamVjdA==""
}

The following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdni-object
X-CDMI-Specification-Version; 1.1

{
"objectType': "application/cdmi-object",
"objectlID": ""00007ED9001008C174ABCE6AC3287E5F",
"objectName': (“MyDataObject. txt",
"parentURI" :C=/MyContainer/",
“parentlID'/~:\""00007E7FO00102E230ED82694DAA975D2",
domainURK*: **/cdmi_domains/MyDomain/*",
“"capabd LitiesURI": "/cdmi_capabilities/dataobject/",
completionStatus': "Complete™,
"mimetype': "text/plain”,
"metadata': {
"cdmi_size": "37"
}
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EXAMPLE 3 } PUT to the container URI the data object name and binary contents using multi-part MIME

PUT /MyContainer/MyDataObject.txt HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-object

Content-Type: multipart/mixed; boundary=gcOp4JqOM2Yt08j34cOp
X-CDMI-Specification-Version: 1.1

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/cdmi-object

{

"domainURI™: "/cdmi_domains/MyDomain/",

L] E A P N LI L
mecataca -

L
"colour': "blue"
3

}

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<37 bytes of binary data>
--gc0p4JgOM2Yt08j34cOp--
The following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

"objectType': "application/cdmi-object'y
"objectID": "00007ED900103ADEODE3A8D1CF5436A3",
"objectName': "MyDataObject.txt",

"parentURI": "/MyContainer/",

"parentlID" : "00007E7FO00102E230EB82694DAA975D2",
"domainURI™: "'/cdmi_domains/MyDemain/"",
"capabilitiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus': ""Complete™,
"mimetype': "application/ectet-stream"”,
"metadata': {

"cdmi_size"™: "37",

"colour': "blue",
}

}

EXAMPLE 4 PUT to the container URI the data object name and binary contents using multi-part MIME wi

optional content-lengths for the parts:

PUT #MyContainer/MyDataObject.txt HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-object

Content-Type: multipart/mixed: boundary=gcOp4JgOM2Yt08j34c0Op

>

X-CDMI-Specification-Version: 1.1

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/cdmi-object
Content-Length: 82

"domainURI": ""/cdmi_domains/MyDomain/"",
"metadata': {
"colour": "blue"
}
}
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--gc0p4JgOM2Yt08j34cOp

Content-Type: application/octet-stream
Content-Transfer-Encoding: binary
Content-Length: 37

<37 bytes of binary data>
--gc0p4JgOM2Yt08j34cOp--

The following shows the response.
HTTP/1.1 201 Created

Content-Type: application/cdmi-object
X=CDWMI=Speciftication-version: I-I

"objectType': "application/cdmi-object",
"objectID": "00007ED900103ADEODE3A8D1CF5436A3",
"objectName': "MyDataObject.txt",

"parentURI": "/MyContainer/",

“parentID™ : "00007E7F00102E230ED82694DAA975D2",
"domainURI": "'/cdmi_domains/MyDomain/"",
"capabilitiesURI'": "/cdmi_capabilities/dataobject/",
"completionStatus": "Complete",
"mimetype': "application/octet-stream",
"metadata': {

“'cdmi_size™: 37",

"colour': "blue",
}

83 Read adata object using CDMI

8.8.1 Synopsis
The following HTTP GET reads from an existing data object at the specified URI:

GET <root URI>/<ContainerNamé>/<DataObjectName>

GET <root URI>/<ContainerName>/<DataObjectName>?<fieldname>;<fieldname>; ...
GET <root URI>/<ContainerName>/<DataObjectName>?value:<range>;...

GET <root URI>/<ContainerName>/<DataObjectName>?metadata:<prefix>;...

Where:

¢ <root URI>ds.the path to the CDMI cloud.

e <ContainerName> is zero or more intermediate containers.

* <Data®bjectName> is the name of the data object to be read from.
e <fieldname> is the name of a field.

* £ 'Krange> is a byte range of the data object value to be returned in the value field.<prefix> is &
matching prefix that returns all metadata items that start with the prefix value.

The object shall also also be accessible at <root URI>/cdmi_objectid/<objectID>.

8.3.2 Capabilities

The following capabilities describe the supported operations that can be performed when reading an
existing data object:

e Support for the ability to read the metadata of an existing data object is indicated by the presence
of the cdmi_read_metadata capability in the specified object.
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«  Support for the ability to read the value of an existing data object is indicated by the presence of
the cdmi_read_value capability in the specified object.

e Support for the ability to read the value of an existing data object in specific byte ranges is
indicated by the presence of the cdmi_read_value_range capability in the specified object.

e Support for the ability to read a data object using multi-part MIME is indicated by the presence of
the "cdmi_multipart_mime" system-wide capability.

8.3.3 Request headers

The HTTP request headers for reading a data object using CDMI are shown in Table 25.

Table 25 — Request headers - Read a data object using CDMI
Header Type Description Requirement
Accept Header "application/cdmi-object”, "multipart/mixed", or a consistent’) |~Optional
string value as per clause 5.13.2 "Content-type negotiation”
X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatqry
Specification- string eg., "1.1,15,2.0"
Version
8.B.4 Request message body
A request body shall not be provided.
8.8.5 Response headers
The HTTP response headers for reading a data object'using CDMI are shown in Table 26.
Table 26 — Response headers - Read a data object using CDMI
Header Type Description Requirement
X-CDMI- Header The server shall respond with the highest version supported | Mandatdry
Specification- string by both the client and the server, e.g., "1.1".
Version .
If the server does not support any of the versions that the
client supports, the server shall return an HTTP status code
of 400 Bad Request.
Content-Type Header "application/cdmi-object" or "multipart/mixed" Mandatqry
strin
g « If "multipart/mixed”, the body shall consist of at least two
MIME parts, where the first part shall contain a body of
content-type "application/cdmi-object” and the second
and subsequent parts shall contain the requested byte
ranges of the value as described in 8.4 "Update a data
object using CDMI".
« If multiple byte ranges are included and the Content-
Range-headeris-omitted-forapar—the-data--the-part
shall be appended to the data in the preceding part, with
the first part having a byte offset of zero.
Location Header The server shall respond with the URI that the reference Conditional
string redirects to if the object is a reference.
Cloud Data Management Interface SNIA Technical Position 56
Version 1.1.1

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

© SNIA

8.3.6 Response message body

The response message body fields for reading a data object using CDMI are shown in Table 27.

Table 27 — Response message body - Read a data object using CDMI (Sheet 1 of 2)

Field name Type Description Requirement

objectType JSON "application/cdmi-object"” Mandatory
string

objectlD JSON Object ID of the object Mandatory
string

objectName JSON Name of the object Conditignal
string

« For objects in a container, the objectName field shall
be returned.

« For objects not in a container (objects that are only
accessible by ID), the objectName field does not'exist
and shall not be returned.

parentURI JSON URI for the parent object Conditignal

strin
g « For objects in a container, the parentURI field shall be

returned.

« For objects not in a container (Gbjects that are only
accessible by ID), the pareqtURI field does not exist
and shall not be returned,

Appending the objectName to the parentURI shall

always produce a valid URI for the object.

parentlD JSON Object ID of the parent container object Conditignal

strin
g « For objectsiin a container, the parentlD field shall be

returned.

« Forcobjects not in a container (objects that are only
accessible by ID), the parentID field does not exist
and shall not be returned.

domainURI JSON URI of the owning domain Mandatry
string

capabilitiesURI JSON URI to the capabilities for the object Mandatry
string

completionStatus JSON A string indicating if the object is still in the process of Mandatgry
string being created or updated by another operation, and

after that operation is complete, indicates if it was
successfully created or updated or if an error occurred.

The value shall be the string "Processing", the string
"Complete”, or an error string starting with the value

"Error".
percentComptete JISON —Whemnrthe vatue of comptetionStatus s Processing*; Optiona
string this field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.

* When the value of completionStatus is "Complete",
this field, if provided, shall contain the value "100".

* When the value of completionStatus is "Error”, this
field, if provided, may contain any integer value from 0
through 100.

mimetype JSON MIME type of the value of the data object Mandatory
string
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Table 27 — Response message body - Read a data object using CDMI (Sheet 2 of 2)

Field name

Type

Description

Requirement

metadata

JSON
object

Metadata for the data object

This field includes any user and data system metadata
specified in the request body metadata field, along with
storage system metadata generated by the cloud
storage system.

See Clause 16 for a further description of metadata.

Mandatory

valuerange
)

1SQN

The range of h\llfQQ of the data nh‘im‘f tohe returned.in

Mandatory

string

the value field

« If a specific value range has been requested, the
valuerange field shall correspond to the bytes
requested. If the request extends beyond the end of
the value, the valuerange field shall indicate the
smaller byte range returned.

« If the object value has gaps (due to PUTs with/non-
contiguous value ranges), the value range‘will
indicate the range to the first gap in the object value.

¢ The cdmi_size storage system metadata of the data
object shall always indicate the complete size of the
object, including zero-filled gaps:

valuetransferencoding

JSON
string

The value transfer encodingused for the data object
value. Two value transfer encodings are defined:

« "utf-8" indicates that the data object contains a valid
UTF-8 string,-an@ it shall be transported as a UTF-8
string in the,value field.

« "base64tindicates that the data object may contain
arbitrary binary sequences, and it shall be transported
as.a base 64-encoded string in the value field.

Mandatgry

value

JSON
string

The data object value

« If the valuetransferencoding field indicates UTF-8
encoding, the value field shall contain a UTF-8 string
using JSON escaping rules described in RFC 4627.

« If the valuetransferencoding field indicates base 64
encoding, the value field shall contain a base 64-
encoded string as described in RFC 4648.

e The value field shall not be provided when using
multi-part MIME.

« The value field shall only be provided when the
completionStatus field contains "Complete".

* When reading a value, zeros shall be returned for any
gaps resulting from non-contiguous writes.

Conditignal

If INAIvidUar fields are specified I the GET request, only these Telds are rewrmned i the result body-
Optional fields that are requested but do not exist are omitted from the result body.
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8.3.7 Response status
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The HTTP status codes that occur when reading a data object using CDMI are described in Table 28.

Table 28 — HTTP status codes - Read a data object using CDMI

HTTP status

Description

200 OK The data object content was returned in the response.

202 Accepted The data object is in the process of being created. The CDMI client should
monitor the completionStatus and percentComplete fields to determine the
current status of the operation.

302 Found The resource is a reference to another resource.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI«

406 Not Acceptable The server is unable to provide the object in¢the specified in the Accept

header.

8.8.8 Examples

EXAMPLE 1

GET /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.1

The following shows the response.
HTTP/1.1 200 OK

X-CDMI-Specification-Version:;* 1.1
Content-Type: application/cdmi-object

GET to the data object URI to read all fields of the.data object:

{
"objectType' : (‘application/cdmi-object”,
"objectID" : #0Q0007ED90010D891022876A8DEOBCOFD",
"objectName™..=” "MyDataObject._txt",
"parentURA™ 7 ""/MyContainer/",
“parentdB</ : "00007E7F00102E230ED82694DAA975D2",
"domadnURI"™ : "/cdmi_domains/MyDomain/",
“capahilitiesURI"™ : "/cdmi_capabilities/dataobject/",
"completionStatus" : "Complete",
Ymimetype" : "text/plain’,
*metadata™ : {

"cdmi_size"™ : "37"

X
"valuerange"™ : "0-36",
"valuetransferencoding" : "utf-8",
"value™ : "This is the Value of this Data Object"

}

EXAMPLE 2 GET to the data object URI by ID to read all fields of the data object:

GET /cdmi_objectid/00007ED90010D891022876A8DEOBCOFD HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.1
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
"objectType'" : "application/cdmi-object",
"objectID" : "00007ED90010D891022876A8DEOBCOFD",
"objectName" : "MyDataObject.txt",
"parentURI"™ : "/MyContainer/",
"parentlD" : "00007E7F00102E230ED82694DAA975D2",
"domainURI"™ : "/cdmi_domains/MyDomain/",
capapTHITtIesSURT———"7Tomi_capab T iTties/dataobject7;
"completionStatus"™ : "Complete",
"mimetype" : "text/plain",
"metadata" : {

“cdmi_size"™ : 37"

}

aluetransferencoding” : "utf-8",
"valuerange"™ : "0-36",
"value"™ : "This is the Value of this Data Object"

}

EXAMPLE 3 GET to the data object URI to read the value and mimetype fields)of the data object:

GET /MyContainer/MyDataObject.txt?value;mimetype HTTP/D.1
Host: cloud.example.com

Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
"value™ : "This is the Value. of this Data Object",

"mimetype" : "text/plain
}

EXAMPLE 4 GET to the data-object URI to read the first 11 bytes of the value of the data object:

GET /MyContainer/MyDataObject.txt?valuerange;value:0-10 HTTP/1.1
Host: cloud.example.com

Accept: applicatyon/cdmi-object

X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP£1.1 200 OK

Content-Type: application/cdmi-object
X-€DMI-Specification-Version: 1.1

{

"valuerange" : "0-10",
"value™ : "VGhpcyBpcyB0OaGU=""
}

EXAMPLE 5 GET to the data object URI to read the data object using multi-part MIME:

GET /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Accept: multipart/mixed
X-CDMI-Specification-Version: 1.1
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: multipart/mixed; boundary=gcOp4JqOM2Yt08j34cOp
X-CDMI-Specification-Version: 1.1

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/cdmi-object

"objectType': "application/cdmi-object",
“objectID": "00007ED90010C2414303B5C6D4F83170",
"objectName': "MyDataObject.txt",

paremtoRT T 7MyContainer7;
“parentID™ : "00007E7F00102E230ED82694DAA975D2",
""domainURI": ""/cdmi_domains/MyDomain/",
"capabilitiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus": "Complete",
"mimetype': "application/octet-stream",
"metadata': {

“'cdmi_size™: 37",

"colour': "blue",

}.
"valuerange': "0-36",
"valuetransferencoding': "base64"

}

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<37 bytes of binary data>

--gc0p4JgOM2Yt08j34cOp—

EXAMPLE 6 GET to the data object URI to read-the data object using multi-part MIME, with optional conteft-
lengths for the parts:

GET /MyContainer/MyDataObject tixt HTTP/1.1
Host: cloud.example.com

Accept: multipart/mixed
X-CDMI-Specification-Version: 1.1

The following shows thé response.

HTTP/1.1 200 OK
Content-Type z_multipart/mixed; boundary=gcOp4JqOM2Yt08j34cOp
X-CDMI-Specification-Version: 1.1

--gc0p4JgoM2Yt08j34cOp
Content-Type: application/cdmi-object
Content-Length: 505

{

"r\hj n:r\fT\J/Ir_\ﬂ" - "alnlr_\l iLcation/cdmi _nhj ect',
"objectID": "00007ED90010C2414303B5C6D4F83170"",
"objectName': "MyDataObject.txt",

"parentURI": "/MyContainer/",

“"parentID" : ""00007E7F00102E230ED82694DAA975D2",
"domainURI"™: "'/cdmi_domains/MyDomain/"",
"capabilitiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus': "Complete",
“"mimetype': "application/octet-stream",
"metadata': {
"cdmi_size"™: "37",
“"colour': "blue",
3.
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"valuerange": "0-36",
"valuetransferencoding': "base64"

}

--gc0p4JgOM2Yt08j34cOp

Content-Type: application/octet-stream
Content-Transfer-Encoding: binary
Content-Length: 37

<37 bytes of binary data>

--gc0p4JgOM2Yt08j34cOp—

EXAMPLE 7 GET to the data object URI to read the metadata and multiple byte ranges of the binary contgnts
using multi-part MIME:

GET /MyContainer/MyDataObject. txt?metadata;value:0-10;value:21-24 HTTP/Ll. L
Host: cloud.example.com

Accept: multipart/mixed

X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 200 OK
Content-Type: multipart/mixed; boundary=gcOp4JqOM2Yt08j34c0Op
X-CDMI-Specification-Version: 1.1

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/cdmi-object

"metadata': {
“'cdmi_size™: 37",
"colour": "blue",

3

}

--gc0p4JqOM2Yt08j34cOp

Content-Type: application/octet-stream
Content-Transfer-Encoding: (binary
Content-Range: bytes 0-10/37

<11 bytes of binary data>
--gc0p4JgOM2Yt08 j34c0p

Content-Type: appHcation/octet-stream
Content-Transfer<Encoding: binary
Content-Range:”bytes 21-24/37

<4 bytesyof binary data>

--gcOp4JgqOM2Yt08j34cOp--

- -

V.| 11 (] l Lo b - Pl =Y L
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8.4.1 Synopsis
The following HTTP PUT updates an existing data object at the specified URI:
PUT <root URI>/<ContainerName>/<DataObjectName>

PUT <root URI>/<ContainerName>/<DataObjectName>?value:<range>
PUT <root URI>/<ContainerName>/<DataObjectName>?metadata:<metadataname>;....
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Where:

e <root URI> is the path to the CDMI cloud.

e <ContainerName> is zero or more intermediate containers.

¢ <DataObjectName> is the name of the data object to be updated.
e <range> is a byte range for the data object value to be updated.

The data object shall also be accessible at <root URI>/cdmi_objectid/<objectID>, and an update shall not
result in a change to the object ID.

The following capabilities describe the supported operations that can be performed when updating an
eXisting data object:

e Support for the ability to modify the metadata of an existing data object is indicated by the
presence of the cdmi_modify_metadata capability in the specified object.

e Support for the ability to modify the value of an existing data object or MIME type is indicatedl by
the presence of the cdmi_modify_value capability in the specified objegt.

e Support for the ability to modify the value of an existing data object(in)specified byte ranges |s
indicated by the presence of the cdmi_modify value_range capability in the specified object

e Support for the ability to modify an existing data object using multi-part MIME is indicated by| the
presence of the "cdmi_multipart_mime" system-wide capability.
8.4.3 Request headers

The HTTP request headers for updating a data object using CDMI are shown in Table 29.
Table 29 — Request headers\: Update a data object using CDMI

Header Type Description Requirement
Content-Type Header "application/cdmi-object" or "multipart/mixed" Mandatary
string

«~If\multipart/mixed is specified, the body shall consist of at
least two MIME parts, where the first part shall contain a
body of content-type "application/cdmi-object" and the
second and subsequent parts shall contain one or more
byte ranges of the value as described in 8.7.

« If multiple byte ranges are included and the "Content-
Range" header is omitted for a part, the data in the part
shall be appended to the data in the preceding part, with
the first part having a byte offset of zero.

X-CDMi-= Header A comma-separated list of versions that the client supports, | Mandatary

Specification- string e.g., "1.1,15,2.0"

Version

X-CDMI-Partial Header "true”. Indicates that the object is in the process of being Optional
string updated and has not yet been fully updated. When set, the

completionStatus field shall be set to "Processing".

If the completionStatus field had previously been set to
"Processing" by including this header in a create or update,
the next update without this field shall change the
completionStatus field back to "Complete”. X-CDMI-Partial
works across CDMI and non-CDMI operations.
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The request message body fields for updating a data object using CDMI are shown in Table 30.

Table 30 — Request message body - Update a data object using CDMI (Sheet 1 of 3)

Field name

Type

Description

Requirement

mimetype

JSON
string

MIME type of the data contained within the value field of
the data object. If present, this value replaces the
existing mimetype field value.

e This field may be included when updating by value,

Optional

dcacliaiiLillg, arct L,upyillg Tdata U'ujcu.

« If this field is not included, the existing value of the
mimetype field shall be left unchanged.

e This field shall be stored as part of the data object.

« This mimetype field value shall be converted to lower
case before being stored.

metadata

JSON
object

Metadata for the data object. If present, the new
metadata specified replaces the existing ohject
metadata. If individual metadata items are\specified in
the URI, only those items are replaced;-other items are
preserved.

See Clause 16 for a further description of metadata.

Optiona

domainURI

JSON
string

URI of the owning domain

« If different from the parent domain, the user shall have
the "cross-domain" privilege (see
cdmi_member{privileges in Table 63).

« If not specified, the existing domain shall be
preserved:;

Optiona

deserialize

JSON
string

URI of a serialized data object that shall be deserialized
to.update an existing data object. The object ID of the
serialized data object shall match the object ID of the
destination data object.

Optiona

Bad Request.

40nly one of these fields shall-be specified in any given operation. Except for value, these fields shall not
stored. If more than one ofithese fields is supplied, the server shall respond with an HTTP status code of

100
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Table 30 — Request message body - Update a data object using CDMI (Sheet 2 of 3)

Field name Type Description Requirement

copy JSON URI of a source data object or queue object that shallbe | optional®
string copied into an existing destination data object.

« If the destination data object URI and the copy source
object URI both do not specify individual fields, the
destination data object shall be replaced with the
source data object.

« If the destination data object URI or the copy source
object URI specifies individual fields, only the fields
specified shall be used to update the destination data
object. If specified fields are not present in the source,
these fields shall be ignored.

« If the destination data object URI and the copy source
object URI both specify fields, an HTTP status codeof
400 Bad Request shall be returned to the client,

If the copy source object URI points to a queue-object,

as part of the copy operation, multiple queuge’yvaltes

shall be concatenated into a single data object value.

If there are insufficient permissions to‘read the data
object at the source URI, update the data object at the
destination URI, or if the read operation fails, the copy
shall return an HTTP status eede of 400 Bad
Request, and the destination’shall be left unchanged.

deserializevalue JSON A data object serializedyas specified in Clause 15 and Optionaf?
string encoded using base 64 encoding rules described in
RFC 4648. The abject ID of the serialized data object
shall match the object ID of the destination data object.

40nly one of these fields shall be specified in ahy given operation. Except for value, these fields shall not|oe
stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of 00
Bad Request.
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Table 30 — Request message body - Update a data object using CDMI (Sheet 3 of 3)

Field name

Type

Description

Requirement

valuetransferencoding

JSON
string

The value transfer encoding used for the data object
value. Two value transfer encodings are defined:

« "utf-8" indicates that the data object contains a valid
UTF-8 string and shall be transported as a UTF-8
string in the value field.

« "base64" indicates that the data object may contain
arbitrary binary sequence and shall be transported as
a base 64 encoded string in the value field. Setting

Optional

the contents of the data object value field to any value
other than a valid base 64 string shall result in an
HTTP status code of 400 Bad Request being
returned to the client.

This field shall only be included when updating a data
object by value.

« If this field is not included and multi-part MIMEjis not
being used, the existing value of
"valuetransferencoding" shall be left unchanged.

« If this field is not included and multi‘part MIME is
being used, the value of "utf-8" shall be assigned as
the field value if the "Content-Type" header of the
second and all subsequent-MIME parts includes the
charset parameter as defined in RFC 2046 of "utf-8"
(e.g., ";charset=utf-84): Otherwise, the value of
"base64" shall be assigned as the field value. This
field applies only to the encoding of the value when
represented in"JSON; the "Content-Transfer-
Encoding” header of the part specifies the encoding of
the valugawithin a multi-part MIME request, as defined
in RFC-2045.

This*field shall be stored as part of the object.

value

JSON
string

This field contains the new data for the object. If present,
this value replaces the existing value.

« If this field is not included and multi-part MIME is
being used, the contents of the second and
subsequent MIME parts shall be assigned to the
corresponding byte ranges of the field value.

« If the valuetransferencoding field indicates UTF-8
encoding, the value shall be a UTF-8 string escaped
using the JSON escaping rules described in RFC
4627.

« If the valuetransferencoding field indicates base 64
encoding, the value shall be first encoded using the
base 64 encoding rules described in RFC 4648.

 If a value range was specified in the request, the new

Optiona

data shall be inserted at the location specified by the
range. Any resulting gaps between ranges shall be
treated as if zeros had been written and shall be
included when calculating the size of the value. When
storing a range, the value shall be encoded using
base 64, and the valuetransferencoding field shall be
set to "base64".

Bad Request.

a0nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of 400
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8.4.5 Response header

The HTTP response header for updating a data object using CDMI is shown in Table 31.
Table 31 — Response header - Update a data object using CDMI

Header Type Description Requirement
Location Header The server shall respond with the URI to which the Conditional
string reference redirects if the object is a reference.

8.4.6 Response message body

A response body can be provided as per RFC 2616.

84.7 Response status

The HTTP status codes that occur when updating a data object using CDMI are deseribed in Table 32.

Table 32 — HTTP status codes - Update a data object using, EBMI

HTTP status Description

204 No Content The data object content was returned in the response.

302 Found The resource is a reference to another resource.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials’are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was-hot found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has causged a
state transition error on the server.

8.4.8 Examples

EXAMPLE 1 PUT to the data object URI to set new field values:

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com
Content-TypeL-application/cdmi-object
X-CDMI-Specifiication-Version: 1.1

{
"mimetype" : "text/plain”,
“metadata" :
"colour"™ : "blue",
"length'" : "10"
T
"value"™ : "This is the Value of this Data Object"
}

The following shows the response.

HTTP/1.1 204 No Content
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EXAMPLE 2 PUT to the data object URI to set a new MIME type:

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
}

The following shows the response.

"mimetype" : "text/plain”

When updating a value without specifying a value transfer,encoding, the client must be aware of the
cyrrent value transfer encoding of the object.

HTTF/ZL1L.1 ZU4 NO CLOINLernt

AMPLE 3 PUT to the data object URI to update a range of the value:
PUT /MyContainer/MyDataObject.txt?value:21-24 HTTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
}

The following shows the response.

“value™ : "dGhhdA==""

HTTP/1.1 204 No Content

« If a client sends a value containing a UTF-8 string that is not a valid base 64 string to update
existing object with a value transfer encoding of "base64", the server shall return an error.

e If aclient sends a value containing a base 64 string to update an existing object with a value
transfer encoding of "utf-8", the server shall not return an error. Instead, the server shall sto
literal base 64 character sequencgiin the data object instead of the data encoded in the bas
string.

AMPLE 4 PUT to the data.@bject URI to replace all metadata with new metadata:

PUT /MyContainer/MybDataObject.txt HTTP/1.1
Host: cloud.example:com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

"metadata" : {
"colour" : '"red",
"number™ : 7"

¥

an

b 64

>

The following shows the response.

HTTP/1.1 204 No Content
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EXAMPLE 5 PUT to the data object URI to add a new metadata item while preserving existing metadata:

PUT /MyContainer/MyDataObject.txt?metadata:shape HTTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

"metadata" : {
"shape™ : "round"
}

}

Tl £all H . +la.
TTIC TUNTOWITTY olTUVWO T TCOoPJUTTOT .

HTTP/1.1 204 No Content

EXAMPLE 6 PUT to the data object URI to replace just one metadata item with a new value:

PUT /MyContainer/MyDataObject.txt?metadata:colour HTTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

"metadata” : {
"colour™ : "green"
}

}

The following shows the response.

HTTP/1.1 204 No Content

EXAMPLE 7 Delete a single metadata item:

PUT /MyContainer/MyDataObject.txt?metadata:colour HTTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-pbject
X-CDMI-Specification-Version:t1.1

"metadata": {}
}

The following shows.the response.

HTTP/1.1 204.No Content

EXAMPLE 8 Add, update, and delete metadata items. Assume a starting condition where the object has a
metadata item "colour" with value "green" and a metadata item "shape" with value "round" andl does

not have a metadata item "size". After the update, "colour" has value "red", "shape" is deleted, and
"size" has been added with value "10".

POT 7MyContalner7Mybatatbject Xt metadata: colour,; metadata. shape, metadata-siZze
HTTP/1.1

Host: cloud.example.com
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

"metadata': {
"colour": "red",
"'size': "10"
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The following shows the response.

HTTP/1.1 204 No Content

SNIA

EXAMPLE 9 PUT to the data object URI to set new field values and the binary contents using multi-part MIME:

PUT /MyContainer/MyDataObject.txt HTTP/1.1

Host: cloud.example.com

Content-Type: multipart/mixed; boundary=gcOp4JqOM2Yt08j34cOp
X-CDMI-Specification-Version: 1.1

--gc0p4JgOM2Yt08j34cOp
Content-Type:- application/cdmi-object

"metadata': {

"colour'": "red",
"number': 7"
ks
bs
--gc0p4JgOM2Yt08j34cOp

Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<37 bytes of binary data>
--gc0p4JgOM2Yt08j34cOp--
The following shows the response.

HTTP/1.1 204 No Content

EXAMPLE 10 PUT to the data object URI to replace just one metadata item and update multiple byte ranges
the binary contents of the data objectusing multi-part MIME:

PUT /MyContainer/BinaryObject.txt?metadata:colour HTTP/1.1
Host: cloud.example.com

Content-Type: multipart/mixedj jboundary=gcOp4JqOM2Yt08j34cOp
X-CDMI-Specification-Version\'1.1

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/cdmi-object

"metadata': {
"colour': '‘green"
¥
}

--gcOp43dgoM2Yt08j34cOp
Content<Type: application/octet-stream
Content-Range: bytes 0-10/37

<11 bytes of binary data>

--gc0p4JgOM2Yt08j34cOp

Content-Type: application/octet-stream
Content-Range: bytes 21-24/37

<4 bytes of binary data>
--gc0p4JgOM2Yt08j34cOp--

The following shows the response.

HTTP/1.1 204 No Content
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8.5 Delete a data object using CDMI

8.5.1 Synopsis

The following HTTP DELETE deletes an existing data object at the specified URI:
DELETE <root URI>/<ContainerName>/<DataObjectName>

Where:

e <root URI> is the path to the CDMI cloud.

- ContamnartNamasic zara ar mara intarmndiata containarce
SOt e ae=152E+ro- o oeremtereaate—Cortahers:

« <DataObjectName> is the name of the data object to be deleted.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

8.p.2 Capability

The following capability describes the supported operations that may be performed/when deleting an
existing data object:

Support for the ability to delete an existing data object is indicated by the presence of the
cdmi_delete_dataobject capability in the specified object.
8.5.3 Request header

The HTTP request header for deleting a data object usingt€DMI is shown in Table 33.
Table 33 — Request header - ‘Delete a data object using CDMI

Header Type Description Requirement
X-CDMI- Header | A comma-separated list of versions that the client supports, Mandatory
Specification- string eg., "1.1,1.5.2.0"

Version

8.p.4 Request message body

A request body can be provided as per RFC 2616.

8..5 Response headers

Résponse headers/can be provided as per RFC 2616.

8.p.6 Response message body

A response body can be provided as per RFC 2616.

71 SNIA Technical Position Cloud Data Management Interface
Version 1.1.1

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

© SNIA
8.5.7 Response status
Table 34 describes the HTTP status codes that occur when deleting a data object using CDMI.
Table 34 — HTTP status codes - Delete a data object using CDMI

HTTP status Description

204 No Content The data object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or/has caused

state transition error on the server, or the data object cannot bé’deleted.

8..8 Example

EXAMPLE DELETE to the data object URI:

DELETE /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 204 No Content
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9 Container object resource operations using CDMI

9.1 Overview

Container objects are the fundamental grouping of stored data within CDMI™ and are analogous to
directories within a file system. Each container object has zero or more child objects and a set of well-
defined fields that include standardized and optional metadata. The metadata is generated by the cloud
storage system and specified by the cloud user.

Containers are addressed in CDMI in two ways:

¢ by name (e.g., http://cloud.example.com/container/); and

¢ by object ID (e.g., http://cloud.example.com/cdmi_objectid/
00007ED900104E1D14771DC67C27BF8BY/).

Eyery container object has a single, globally-unique object ID that remains constant for the life of thg
ohjject. Each container object may also have one or more URI addresses that allow the container objgect to
bg accessed. Following the URI conventions for hierarchical paths, container URIs shall consist of ope or
mpre container names that are separated by forward slashes ("/") and that end\With a forward slash ["/").

If & request is performed against an existing container resource and the trailing slash at the end of the URI
is jomitted, the server shall respond with an HTTP status code of 301 Moved Permanently. In addition,
a | ocation header containing the URI with the trailing slash added shall be returned.

If & CDMI request is performed to create a new container resodrce and the trailing slash at the end qf the
URI is omitted, the server shall respond with an HTTP status.code of 400 Bad Request.

Non-CDMI requests to create a container resource shalldnclude the trailing slash at the end of the URI;
otherwise, the request shall be considered a request tocreate a data object.

Containers may also be nested.

EXAMPLE 1 The following URI represents a‘nested container:
http://cloud.example.com/container/subcontainer/

A hested container has a parent container object, shall be included in the children field of the parent
cdntainer object, and shall inlienit data system metadata and ACLs from its parent container.

This model allows directmapping between CDMI-managed cloud storage and file systems (e.g., NF$v4 or
WEbDAV). If a CDMI.centainer object is exported as a file system, then the file system may make thp
CDhMI metadata accessible via file system-specific mechanisms. As files and directories are created lyy the
filg system, they-become visible through the CDMI interface acting as a data path. The mapping betyveen
filg system constructs and CDMI data objects, container objects, and metadata is outside the scope ¢f this
Infernational Standard.

Inglividual fields within a container object may be accessed by specifying the field name after a question
mark~?" appended to the end of the container object URI.

EXAMPLE 2 The following URI returns just the children field in the response body:
http://cloud.example.com/container/?children

By specifying a range after the children field name, specific ranges of the children field may be accessed.

EXAMPLE 3 The following URI returns the first three children from the children field:

http://cloud.example.com/container/?children:0-2
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Children ranges are specified in a way that is similar to byte ranges as per Section 14.35.1 of RFC 2616. A
client can determine the number of children present by requesting the childrenrange field without
requesting a range of children.

A list of fields, separated by a semicolon ";" may be specified, allowing multiple fields to be accessed in a
single request.

EXAMPLE 4 The following URI would return the children and metadata fields in the response body:

http://cloud.example.com/container/?children;metadata

If read access to any of the rpnlupq'rprl fields is not pprmiﬁpd hy the nhjprf ACI nnly the pprmirfpd fields
sHall be returned. If no requested fields are permitted to be read, an HTTP status code of 403
Forbidden shall be returned to the client.

==

If fvrite access to any of the requested fields is not permitted by the object ACL, no updates-shall be
pdrformed, and an HTTP status code of 403 Forbidden shall be returned to the client:

When a client includes deserialized fields that are not defined in this International, Standard, these fi¢lds
sHall be stored as part of the object.

9.1.1 Container metadata

The following optional data system metadata may be provided (see Table 35).

Table 35 — Container metadata

Nletadata name Type Description Requirement
ddmi_assignedsize JSON The number of bytes«that'is reported via exported Optional
string protocols (e.g., the device may be thin provisioned). This
number may limitedmi_size.

Container metadata may also include arbitrary user-supplied metadata, storage system metadata, and
ddta system metadata as described in.Clause 16.

9.1.2 Reserved container names

This International Standard(defines reserved container names that shall not be used when creating Tnew
cdntainers. These container-names are reserved for use by this International Standard, and if an attenpt is
made to create or deleteé)them, an HTTP status code of 400 Bad Request shall be returned to the ¢lient.

The reserved container names include

e cdmiyobjectid,
e _cdmi_domains,
/5 _cdmi_capabilities,

° cdmi anpqhnfej and

e cdmi_versions.

As additional names may be added in future versions of this International Standard, server
implementations shall prevent the creation of user-defined containers if the container name starts with

"cdmi_".

9.1.3 Container object addressing

Each container object is addressed via one or more unique URIs, and all operations may be performed
through any of these URIs. For example, a container object may be accessible via multiple virtual hosting
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paths, where http://cloud.example.com/users/snia/cdmi/ is also accessible through http://
shia.example.com/cdmi/. Conflicting writes via different paths shall be managed the same way that
conflicting writes via one path are managed, via the principle of eventual consistency (see 9.2).

9.1.4 Container object representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support
UTF-8 JSON representation. The request and response body JSON fields may be specified or returned in
any order, with the exception that, if present, for container objects, the childrenrange and children fields
shall appear last and in that order.

92 Create a container object using CDMI

9..1 Synopsis
Tg create a new container object, the following request shall be performed:

PUT <root URI>/<ContainerName>/<NewContainerName>/

Where:

e <root URI> is the path to the CDMI cloud.

e <ContainerName> is zero or more intermediate container objects that already exist, with one|slash
(i.e., "I") between each pair of container object names,

« <NewContainerName> is the name specified for the:container object to be created.

After it is created, the container object shall also be accessible at <root URI>/cdmi_objectid/<objectIP>/.

9.p.2 Delayed completion of create

In[response to a create operation for a contairer object, the server may return an HTTP status code of 202
Ag¢cepted to indicate that the object is in.the process of being created. This response is useful for Ipng-
ruhning operations (e.g., deserializing-a.source data object to create a large container object hierarchy).
Suich a response has the following implications.

* The server shall returna:Location header with an absolute URI to the object to be created ajong
with an HTTP status cede of 202 Accepted.

e With an HTTP status code of 202 Accepted, the server implies that the following checks Have
passed:
— user authorization for creating the container object;
— use€r-adthorization for read access to any source object for move, copy, serialize, or
deserialize; and
—> availability of space to create the container object or at least enough space to create a URI to
report an error.

»- A client might not be able to immediately access the created object, e.g., due to delays resulting
from the implementation’s use of eventual consistency.

The client performs GET operations to the URI to track the progress of the operation. In response, the
server returns two fields in its response body to indicate progress.

¢ A mandatory completionStatus text field contains either "Processing"”, "Complete", or an error
string starting with the value "Error".

* An optional percentComplete field contains the percentage that the accepted PUT has completed
(0 to 100). GET does not return any children for the container object when completionStatus is not
"Complete".
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When the final result of the create operation is an error, the URI is created with the completionStatus field
set to the error message. It is the client's responsibility to delete the URI after the error has been noted.

9.2.3 Capabilities

The following capabilities describe the supported operations that can be performed when creating a new

container object:

«  Support for the ability to create a new container object is indicated by the presence of the
cdmi_create_container capability in the parent container object.

< If the object being created in the parent container object is a reference, support for that ability is

9.p.4 Request headers

The HTTP request headers for creating a container object using GDMI are shown in Table 36.

Table 36 — Request headers - Create a‘container object using CDMI

indicated by the presence of the cdmi_create_reference capability in the parent container.ohject.

« Ifthe new container object is a copy of an existing container object, support for the ability.to c
indicated by the presence of the cdmi_copy_container capability in the parent contaiherobjgct.

« If the new container object is the destination of a move, support for the ability to move the
container object is indicated by the presence of the cdmi_move_container capability in the pjarent
container object.

Dpy is

« If the new container object is the destination of a deserialize operation, support for the ability to
deserialize the source data object serialization of a container object is‘indicated by the presence of
the cdmi_deserialize_container capability in the parent container pbject.

Header Type Description Requirenpent

Accept Header "application/cdmi=container" or a consistent value as per Optional
string clause 5.13.2%€0ntent-type negotiation”

Content-Type Header "application/cdmi-container" Mandatory
string

X-CDMI- Header A_comma-separated list of versions that the client Mandatory

Specification- string supports, for example, "1.1, 1.5, 2.0"

Version
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9.2.5 Request message body

The request message body fields for creating a container object using CDMI are shown in Table 37.

Table 37 — Request message body - Create a container object using CDMI (Sheet 1 of 2)

Field name Type Description Requirement
metadata JSON Metadata for the container object Optional
object

« If this field is included when deserializing, serializing,
copying, or moving a container object, the value
provided in this field shall replace the metadata from the
SUUICE UR;

« If this field is not included when deserializing, serializing,
copying, or moving a container object, the metadata from
the source URI shall be used.

« If this field is included when creating a new container
object by specifying a value, the value provided in this
field shall be used as the metadata.

« If this field is not included when creating a new,container
object by specifying a value, an empty JSON-0bject (i.e.,
"{}") shall be assigned as the field value.

« This field shall not be included when referencing a
container object.

domainURI JSON URI of the owning domain Optional

strin
g « If different from the parent démain, the user shall have

the "cross-domain" priyvilege (see
cdmi_member_privileges'in Table 63 "Required settings
for domain membengser objects").

« If not specified, the’ parent domain shall be used.

exports JSON A structure foreach protocol enabled for this container Optional
object object (see Clause 13). This field shall not be included
when,reférencing a container object.
deserialize JSON URLof a data object that shall be deserialized to create the | Optional?]
string new container object, including all child objects inside the

Source serialized data object (see Clause 15).

When deserializing a container object, any exported
protocols from the original serialized container object are
not applied to the newly created container objects.

40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not|oe
stored. If more.than one of these fields is supplied, the server shall respond with an HTTP status code of #00
Bad Request.

77 SNIA Technical Position Cloud Data Management Interface
Version 1.1.1

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

© SN

Table 37 — Request message body - Create a container object using CDMI (Sheet 2 of 2)

IA

Field name

Type

Description

Requirement

copy

JSON
string

URI of a source container object that shall be copied into
the new destination container object.

« If the destination container object URI and the copy
source object URI both do not specify individual fields,
the destination container object shall be a complete copy
of the source container object, including all child objects
under the source container object.

«_If the destination container object URI or the copy source

Optional®

object URI specifies individual fields, only the fields
specified shall be used to create the destination
container object. If specified fields are not present in the
source, default field values shall be used.

« If the destination container object URI and the copy
source object URI both specify fields, an HTTP status
code of 400 Bad Request shall be returned to.the
client.

When copying a container object, exported protecols are

not preserved across the copy.

If there are insufficient permissions to fead the container
object at the source URI or create the.container object at
the destination URI, or if the read-Operation fails, the copy
shall return an HTTP status code+of 400 Bad Request,
and the destination containér, object shall not be created.

move

JSON
string

URI of an existing local-or'remote container object (source
URI) that shall be reloeated, along with all child objects, to
the URI specified.in the PUT. The contents of the container
object and all children, including the object ID, shall be
preserved by.a move, and the container object and all
children.of the source URI shall be removed after the
objects at the destination have been successfully created.

Ifthere are insufficient permissions to read the objects at
the source URI, write the objects at the destination URI, or
delete the objects at the source URI, or if any of these
operations fail, the move shall return an HTTP status code
of 400 Bad Request, and the source and destination are
left unchanged.

Optionaly

reference

JSON
string

URI of a container object that shall be redirected to by a
reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

Optionaly

deserializevalue

JSON
string

A container object serialized as specified in Clause 15 and
encoded using base 64 encoding rules described in RFC
4648. The object ID of the serialized container object shall

Optionaly

maich the object ID ot the destination container object.

Bad Request.

40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of 400
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9.2.6 Response headers

The HTTP response headers for creating a container object using CDMI are shown in Table 38.

Table 38 — Response headers - Create a container object using CDMI

Header Type Description Requirement

Content-Type Header "application/cdmi-container" Mandatory
string

X-CDMI- Header The server shall respond with the highest version Mandatory

Specification- string supported by both the client and the server, e.g., "1.1".

Version

If the server does not support any of the versions that the
client supports, the server shall return an HTTP status
code of 400 Bad Request.

Location Header When an HTTP status code of 202 Accepted is returned, ||, Conditiorfal
string the server shall respond with the absolute URL of the
object that is in the process of being created.

9.p.7 Response message body

The response message body fields for creating a container object using CDMI are shown in Table 3.

Table 39 — Response message body - Create a containerebject using CDMI (Sheet 1 of 2)

Field name Type Description Requirement

objectType JSON "application/cdmi-container” Mandatoly
string

objectIlD JSON Object ID of the abject Mandatoly
string

objectName JSON Name of the object Mandatoly
string

parentURI JSON URNor the parent object Mandatoly
string

Appending the objectName to the parentURI shall always
produce a valid URI for the object.

parentlD JSON Object ID of the parent container object Mandatofy
string

domainURI JSON URI of the owning domain Mandatoly
string

capabilitiesURI JSON URI to the capabilities for the object Mandatoly
string

completionStatus | JSON A string indicating if the object is still in the process of being | Mandatofy
string created or updated by another operation, and after that

operation 1S complete, indicates If It was successtully
created or updated or if an error occurred.

The value shall be the string "Processing"”, the string
"Complete”, or an error string starting with the value
"Error".

4Returned only if present.
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Table 39 — Response message body - Create a container object using CDMI (Sheet 2 of 2)

Field name Type Description Requirement
percentComplete JSON * When the value of completionStatus is "Processing", this | Optional
string field, if provided, shall indicate the percentage of

completion as a numeric integer value from 0 through
100.
» When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".
* When the value of completionStatus is "Error", this field,
if provided, may contain any integer value from 0 through
1UU.
metadata JSON Metadata for the container object. Mandatoly
object
J  This field includes any user and data system metadata
that is specified in the request body metadata field, along
with storage system metadata that is generated by the
cloud storage system.
» See Clause 16 for a further description of metadata.
exports JSON A structure for each protocol that is enabled-fonthis Optional
object container object. See Clause 13.
snapshots JSON URIs of the snapshot container objects;'See Clause 14. Optional
array of
JSON
strings
childrenrange JSON The children of the container expressed as a range. If a Optional
string range of children is requested, this field indicates the
children returned as\a range.
This field should;not be returned in the response message
body that is-associated with a copy, move, deserialize, or
deserialize_value operation.
children JSON Namées of the children objects in the container object. Child | Optional
array of container objects end with "/".
JSON o )
strin This field should not be returned in the response message
gs - - : -
body that is associated with a copy, move, deserialize, or
deserialize value operation.
aReturned only if present.
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9.2.8 Response status
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Table 40 describes the HTTP status codes that occur when creating a container object using CDMI.

Table 40 — HTTP status codes - Create a container object using CDMI

HTTP status Description

201 Created The new container object was created.

202 Accepted The container is in the process of being created. The CDMI client should monitor the
completionStatus and percentComplete fields to determine the current status of the
operation.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lack or has caused a ptate

transition error on the server.

9..9 Examples

EXAMPLE 1 Create a new container with no metadata:

Host
Acce

X-CD

{
}

X-CD

{

PUT /MyContainer/ HTTP/1.1

: cloud.example.com
pt: application/cdmi-container

Content-Type: application/cdmi-container

MI-Specification-Version: 1.1

The following shows the response,

HTTP/1.1 201 Created
Content-Type: application/cdmi-container

MI-Specification4Version: 1.1

"objectType”:"application/cdmi-container"”,
""objectID":\""00007ED900104E1D14771DC67C27BF8B",
"objectName': "MyContainer/",

“"parentURI"™: /",
"parentlD": "00007E7F0010128E42D87EE34F5A6560",

“domainURI™: "/cdmi_domains/MyDomain/*",
“capabilitiesURI": "/cdmi_capabilities/container/",
“completionStatus™: "Complete",

"metadata: {

}

"éhildrenrange":
"children": []

EXAMPLE 2 Create a container with metadata:

PUT /MyContainer/ HTTP/1.1

Host
Acce
Cont
X-CD

81

: cloud.example.com

pt: application/cdmi-container
ent-Type: application/cdmi-container
MI-Specification-Version: 1.1
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{
"metadata: {
"Colour™: "Yellow"
}
}
The following shows the response.
HTTP/1.1 201 Created
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.1
t - — - -
"objectType': "application/cdmi-container",
"objectlID": "00007ED900104E1D14771DC67C27BF8B",
"objectName': "MyContainer/",
"parentURI": "'/",
"parentlID": "00007E7F0010128E42D87EE34F5A6560",
""domainURI™: "/cdmi_domains/MyDomain/",
"capabilitiesURI": "/cdmi_capabilities/container/",
"completionStatus": "Complete",
"metadata: {
"Colour™: "Yellow",
"éhildrenrange": "y
"children™: []
}
EXAMPLE 3 Create a container that is a copy of a container:
PUT /MyContainerCopy/ HTTP/1.1
Host: cloud.example.com
Accept: application/cdmi-container
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.1
{ _
copy': "/MyContainer/"
The following shows the response,
HTTP/1.1 201 Created
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.1
{ _ . ] _
"objectType': "application/cdmi-container™,
"'objectID": "00007ED900104E1D14771DC67C27BF8B™,
"objectName': "MyContainerCopy/",
“parentURI™: /",
“parentlD: "00007E7F0010128E42D87EE34F5A6560",
"domainURI": "/cdmi_domains/MyDomain/*",
"capabilitiesURI": "/cdmi_capabilities/container/",
TcompTetionStatus™: "Complete™,
"metadata’: {
"Colour™: "Yellow",
3,
}
EXAMPLE 4 Rename a container:
PUT /MyContainerRenamed/ HTTP/1.1
Host: cloud.example.com
Accept: application/cdmi-container
Content-Type: application/cdmi-container
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X-CDMI-Specification-Version: 1.1
{
}

The following shows the response.

"move": "/MyContainer/"

HTTP/1.1 201 Created
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.1

{ _ . _ _
'lUbJCLrtTyPC": .'M'JP= I\zutlullll\adllll Ul |tu!||cl 'l,
"objectID": "00007ED900104E1D14771DC67C27BF8B",
"objectName': "MyContainerRenamed/",
“parentURI™: /",
"parentlID": ""00007E7F0010128E42D87EE34F5A6560",
"domainURI™: "/cdmi_domains/MyDomain/"",
“capabilitiesURI": "/cdmi_capabilities/container/",
"completionStatus™: "Complete",
"metadata': {

"Colour™™: "Yellow",

}.

}

9.3 Read a container object using CDMI

9.8.1 Synopsis
Td read all fields from an existing container object, thé following request shall be performed:
GET <root URI>/<ContainerName>/<TheContainerName>/

Td read one or more requested fields from an_existing container object, one of the following requestq shall
bg performed:

GET <root URI>/<ContainerName>/<TheContainerName>/?<fieldname>;<fieldname>;...
GET <root URI>/<ContainerName>/<TheContainerName>/?children:<range>;...
GET <root URI>/<ContainerName>/<TheContainerName>/?metadata:<prefix>;...

Where:

e <root URI> is the path to the CDMI cloud.

¢ <ContainertName> is zero or more intermediate container objects.

« <TheContainerName> is the name specified for the container object to be read from.

« <fieldiiame> is the name of a field.

« _<range> is a numeric range within the list of children.

o7\, <prefix> is a matching prefix that returns all metadata items that start with the prefix value.

The container object shall also be accessible at <root URI>/cdmi_objectid/<object|D>/.

9.3.2 Capabilities

The following capabilities describe the supported operations that can be performed when reading an
existing container object:

e Support for the ability to read the metadata of an existing container object is indicated by the

presence of the cdmi_read_metadata capability in the specified container object.

e Support for the ability to list the children of an existing container object is indicated by the presence
of the cdmi_list_children capability in the specified container object.
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«  Support for the ability to list ranges of the children of an existing container object is indicated by
the presence of the cdmi_list_children_range capability in the specified container object.

9.3.3 Request headers

The HTTP request headers for reading a container object using CDMI are shown in Table 41.

Table 41 — Request headers - Read a container object using CDMI

Header Type Description Requirement

Accept Header "application/cdmi-container" or a consistent value as per Optional
String Clause b.13.Z "Conient-type negotation

X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatory

Specification- string e.g.,"1.1,1.5,2.0"

Version

9.8.4 Request message body

A request body shall not be provided.

9.8.5 Response headers

The HTTP response headers for reading a container object using-CDMI are shown in Table 42.

Table 42 — Response headers - Read a_container object using CDMI

Header Type Description Requirement
X-CDMI- Header The server shall respond with the highest version Mandatony
Specification- string supported by boththe client and the server, e.g., "1.1".

Version

If the server-does not support any of the versions that the
client supports, the server shall return an HTTP status code
of 400.-Bad Request.

Content-Type Header "application/cdmi-container" Mandatoly
string

Location Headér The server shall respond with an absolute URI to which the | Conditioral
string reference redirects if the object is a reference.

9.8.6 Responsemessage body

The response.message body fields for reading a container object using CDMI are shown in Table 43.

TJable 43 — Response message body - Read a container object using CDMI (Sheet 1 of 3)

Field name Type Description Requirement

UbJCthyPC \J-‘SCI"‘II 'IQF'J:;\;Qt;UI Illbdl 1 I; CUIT |ta;| 1CT u InV‘IClI IdﬂtU y
string

objectID JSON Object ID of the object Mandatory
string

aReturned only if present.
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Table 43 — Response message body - Read a container object using CDMI (Sheet 2 of 3)
Field name Type Description Requirement
objectName JSON Name of the object Conditional
strin
g « For objects in a container, the objectName field shall be
returned.
» For objects not in a container (objects that are only
accessible by ID), the objectName field does not exist
and shall not be returned.
parentURI JSON URI for the parent object Conditional
strin
g » For objects in a container, the parentURI field shall be
returned.
» For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist and
shall not be returned.
Appending the objectName to the parentURI shall always
produce a valid URI for the object.
parentlD JSON Object ID of the parent container object Conditional
strin
g < For objects in a container, the parentlD field shall be
returned.
« For objects not in a container (objects that are only
accessible by ID), the parentlD field does not exist and
shall not be returned.
domainURI JSON URI of the owning domain Mandatoly
string
capabilitiesURI JSON URI to the capabilities for the object Mandatoly
string
completionStatus | JSON A string indicating if the object is still in the process of being | Mandatoly
string created or-updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or if an error occurred.
The value shall be the string "Processing”, the string
"Complete", or an error string starting with the value "Error".
percentComplete | JSON « When the value of completionStatus is "Processing", this | Optional
String field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
* When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".
* When the value of completionStatus is "Error", this field,
if provided, may contain any integer value from 0 through
100.
fetadata JSON Metadata-forthe-container-object—This-Hfield-neludes-any Mandately
object user and data system metadata specified in the request
body metadata field, along with storage system metadata
generated by the cloud storage system. See Clause 16 for
a further description of metadata.
exports JSON A structure for each protocol that is enabled for this Optional?
object container object (see Clause 13)
aReturned only if present.
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Table 43 — Response message body - Read a container object using CDMI (Sheet 3 of 3)

=

O

T4

Field name Type Description Requirement
snapshots JSON URIs of the snapshot container objects Optional?
array of
JSON
strings
childrenrange JSON The children of the container expressed as a range. If a Mandatory
string range of children is requested, this field indicates the
children returned as a range.
chirdren JSON Names of the children objects In the contamner object. When | Mandaiofy
array of a client uses a child name in a request URI or a header
JSON URI, the client shall escape reserved characters according
strings to RFC 3986, e.g., a "%" character in a child name shall be

replaced with "%25".

¢ Children that are container objects shall have "/*
appended to the child name.

< Children that are references shall have "?" appended to
the child name.

4Returned only if present.

.B.7 Response status

ndividual fields are specified in the GET request, only these fieldS are returned in the result body.
ptional fields that are requested but do not exist are omitted from)the result body.

ble 44 describes the HTTP status codes that occuriwhen reading a container object using CDMI.

Table 44 — HTTP status cod€s - Read a container object using CDMI

HTTP status

Description

200 OK

The metadata for the container object is provided in the message body.

302 Found

The resource is a reference to another resource.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Falnd

The resource was not found at the specified URI.

406 Not ;Acceptable

The server is unable to provide the object in the content type specified ip the

Accept header.

B8 Examples

EXAMPLE 1

Cloud Data Management Interface

GET to the container object URI to read all the fields of the container object:

GET /MyContainer/ HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-container
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 200 OK

Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.1
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{
"objectType™ : "application/cdmi-container®,
""objectlID" : "00007ED900104E1D14771DC67C27BF8B",
"objectName"™ : "MyContainer/",
“"parentURI"™ @ /",
“"parentlID” : "00007E7F0010128E42D87EE34F5A6560",
"domainURI™ : "/cdmi_domains/MyDomain/*,
"capabilitiesURI" : "/cdmi_capabilities/container/",
"completionStatus'" : "Complete",
"metadata” : {
},
“exportss——{
"OCCl/iscsI™: {
"identifier”: "00007E7F00104BE66AB53A9572F9F51E",
"permissions”: [
"http://example.com/compute/0/",
"http://example.com/compute/1/"
1
},
"Network/NFsv4™ - {
"identifier" : "/users",
"permissions' : 'domain"
"childrenrange™ : "0-4",
"children"™ : [
"red",
"'green",
"yellow",
""orange/",
“"purple/"
}
}

EXAMPLE 2 GET to the container object URI te.xéad parentURI and children of the container object:

GET /MyContainer/?parentURI ;children HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-container
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 200 OK
Content-Type: appMcation/cdmi-container
X-CDMI-Specification-Version: 1.1

{
"parentURI"™ - "/,

“chijldren™ : [
"red",
"'green",
"yellow",
""orange/"",

"purple/”
s

EXAMPLE 3 GET to the container object URI to read children 0..2 and childrenrange of the container object:

GET /MyContainer/?childrenrange;children:0-2 HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-container
X-CDMI-Specification-Version: 1.1

The following shows the response.
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HTTP/1.1 200 OK
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.1

"childrenrange"™ : "0-2",
"children" : [

"red",

‘'green",

"yellow"

}

EXAMPLE 4 GET to the container object by ID to read children 0..2 and childrenrange of the container pbjgct:

GET /cdmi_objectid/0000706D0010B84FAD185C425D8B537E/?childrenrange;childrens0-2
HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-container

X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.1

"childrenrange™: "0-2",
"children™: [

llredll ,

""green™,

"yellow"

94 Update a container object using CDMI

9.4.1 Synopsis
Tq update some or all fields in-an‘existing container object, the following request shall be performed:
PUT <root URI>/<CentdinerName>/<TheContainerName>/

Td add, update, and_remove specific metadata items of an existing container object, the following request
sHall be performegk:

PUT <root, URI>/<ContainerName>/<TheContainerName>/?metadata:<metadataname>;...
Where:

o \.<root URI> is the path to the CDMI cloud.

o P Al H Hy Y o los %
hd U AancriNarinc 1S5 ZCTTU UT TTTUTT TTITTTTICUTAlT CUTIAITTCT UUJTULS.

e <TheContainerName> is the name of the container object to be updated.

The container object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/. An update shall not
result in a change to the object ID.

9.4.2 Delayed completion of snapshot

If the creation of a snapshot (see Clause 14) is requested by including a snapshot field in the request
message body, the server may return an HTTP status code of 202 Accepted. Such a response has the
following implications:
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« With an HTTP status code of 202 Accepted, the server implies that the following checks have

passed:
— user authorization for creating the snapshot,
— user authorization for read access to the container object, and

— availability of space to create the snapshot or at least enough space to create a URI to report

an error.

¢ A client might not be able to immediately access the snapshot, e.g., due to delays resulting from

the implementation’s use of eventual consistency.

The client performs GET operations to the snapshot URI to track the progress of the operation. In

P3

rticular the server returns twa fields in jts response hndy to indicate progress:

« A completionStatus field contains either "Processing", "Complete", or an error string starting [with
the value "Error".
« An optional percentComplete field contains the percentage that the accepted PU7*has completed
(0 to 100). GET does not return any value for the object when completionStatusd{is’not "Complete”.
When the final result of the snapshot operation is an error, the snapshot URI is created with the
cdmpletionStatus field set to the error message. It is the client's responsibility te.delete the URI after|the
erfor has been noted.
9.4.3 Capabilities
The following capabilities describe the supported operations thatcan be performed when updating gn
existing container object:
e Support for the ability to modify the metadata of an.existing container object is indicated by the
presence of the cdmi_modify_metadata capahility in the specified container object.
e Support for the ability to snapshot the contents of an existing container object is indicated by the
presence of the cdmi_snapshot capability/in the specified container object.
«  Support for the ability to add an exported protocol to an existing container object is indicated by the
presence of the cdmi_export_<protocol> capabilities for the specified container object.
9.4.4 Request headers
The HTTP request headers forupdating a container object using CDMI are shown in Table 45.
Table'45 — Request headers - Update a container object using CDMI
Header Type Description Requirement
Content-Typé& Header "application/cdmi-container" Mandatory
string
X-CDMI; Header A comma-separated list of versions that the client supports, | Mandatofy
Specification- string eg., "1.1,15,2.0"
Version
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The request message body fields for updating a container object using CDMI are shown in Table 46.

Table 46 — Request message body - Update a container object using CDMI (Sheet 1 of 2)

Field name

Type

Description

Requirement

metadata

JSON
object

Metadata for the container object. If present, the new
metadata specified replaces the existing object metadata. If
individual metadata items are specified in the URI, only
those items are replaced; other items are preserved.

Optional

o 1 ac g £ 1 I . £ !
OCT Liadust LU TUN a4 TUTUTET UTSUTTPUUIT UT T iduUdld.

domainURI

JSON
string

URI of the owning domain

« If different from the parent domain, the user shall have
the "cross-domain" privilege (see
cdmi_member_privileges in Table 63 "Required settings
for domain member user objects").

« If not specified, the existing domain shall be preserved.

Optional

snapshot

JSON
string

Name of the snapshot to be taken. This is neta, URL, but
rather, the final component of the absoluteZURL where the
snapshot will exist when the snapshot gperation
successfully completes.

« If a snapshot is added or changed, the PUT operation
only returns after the snapshot is added to the snapshot
list.

» After they are created, snapshots may be accessed as
children container.objects under the cdmi_snapshots
child container abject of the container object receiving a
snapshot.

* When creating a snapshot with the same name as an
existing(Snapshot, the new snapshot will replace the
existing snapshot.

Optional

deserialize

JSON
string

URI'of a container object that shall be deserialized to
update an existing container object. The object ID of the
serialized container object shall match the object ID of the
destination container object.

« If the serialized container object does not contain
children, the update is applied only to the container
object, and any existing children are left as is.

« If the serialized container object does contain children,
then creates, updates, and deletes are recursively
applied for each child, depending on the differences
between the provided serialized state and the current
state of the child.

Optionalq

donly one of these fields shall be specified in any given operation. Except for value, these fields shall not

stored.

Cloud Data Management Interface

Version 1.1.1

© ISO/IEC 2016 - All rights reserved

SNIA Technical Position

90


https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

© SNIA

Table 46 — Request message body - Update a container object using CDMI (Sheet 2 of 2)

Field name Type Description Requirement

copy JSON URI of a source container object that shall be copied into Optional®
string the existing destination container object.

« If the destination container object URI and the copy
source object URI both do not specify individual fields,
the destination container object shall be replaced with
the source container object, including all child objects
under the source container object.

«_If the destination container object URI or the copy source
object URI specifies individual fields, only the fields
specified shall be used to update the destination
container object. If specified fields are not present in the
source, these fields shall be ignored.

« If the destination container object URI and the copy
source object URI both specify fields, an HTTP status
code of 400 Bad Request shall be returned to.the
client.

Note: When copying a container object, expgrted protocols
are not preserved across the copy.

If there are insufficient permissions tosread the container
object at the source URI or createdhe container object at
the destination URI, or if the read operation fails, the copy
shall return an HTTP status.code of 400 Bad Request,
and the destination container'object shall not be updated.

deserializevalue JSON A container object serialized as specified in Clause 15 and | Optionald
Sting encoded using basé\64 encoding rules described in RFC
4648.

The object ID-of the serialized container object shall match
the object'ID of the destination container object. Otherwise,
the server shall return an HTTP status code of 400 Bad
Request.

« If the serialized container object does not contain
children, the update is applied only to the container
object, and any existing children are left as is.

« If the serialized container object does contain children,
then creates, updates, and deletes are recursively
applied for each child, depending on the differences
between the provided serialized state and the current
state of the children.

exports JSON A structure for each protocol that is enabled for this Optional
object container object (see Clause 13). If an exported protocol is
added or changed, the PUT operation only returns after the

export operation has completed. If not specified, the
nviefing nvr\r\rte shallbe 'r_\rncnn/nrl

40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored.
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9.4.6 Response header
The HTTP response header for updating a container object using CDMI is shown in Table 47.
Table 47 — Response header - Update a container object using CDMI
Header Type Description Requirement
Location Header The server shall respond with an absolute URI to which the | Conditional
string reference redirects if the object is a reference.

9.4.7 Response message body

A

T4

Fesponse body can be provided as per RFC 2616.

.#£.8 Response status

ble 48 describes the HTTP status codes that occur when updating a container object using CDMI

Table 48 — HTTP status codes - Update a container object using’ CDMI

The CDMI client should montitor the cénmpletionStatus and percentComplete f
to determine the current status of thedperation.

HTTP status Description
204 No Content The data object content was returned in the response.
202 Accepted The container or snapshot (subcontainer/ebject) is in the process of being created.

elds

302 Found The resource is a reference to anether resource.
400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.
403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resourceiwas not found at the specified URI.
409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused a ptate
transition error on the server.
9.4.9 Examples
EXAMPLE 1 PUT to'the container object URI to set new field values:
PUT /MyCofitainer/ HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-container
X-CDMI=Specification-Version: 1.1
{
"matadatatt - [
o €
e
"exports" : {
"OCCl/ZisCsI™: {
"identifier”: "00007E7FO00104BE66AB53A9572F9F51E",
"permissions”: [
"http://example.com/compute/0/",
"http://example.com/compute/1/"
1
T,
"Network/NFSv4™ : {
"identifier" : "/users",
"permissions' : 'domain"
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}

The following shows the response.

HTTP/1.1 204 No Content

EXAMPLE 2 PUT to the container object URI to set a new exported protocol value:

PUT /MyContainer/ HTTP/1.1

Host: cloud.example.com

Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.1

{
"exports” : {
"OCCl/isCsI™ = {
"identifier”™ : "00007ED900104E1D14771DC67C27BF8B",
"permissions™ : "00007E7FO00104EB781F900791C70106C"
} .,
"Network/NFsv4™ - {
"identifier" : '"/users",
"permissions" : "domain"
}
}
}

The following shows the response.

HTTP/1.1 204 No Content

9/5  Delete a container object using CRDMI

9.5.1 Synopsis

Tg delete an existing container object, in€luding all contained children and snapshots, the following rejuest
sHall be performed:

DELETE <root URI>/<ContainerName>/<TheContainerName>/
Where:

e <root URI> is the-path to the CDMI cloud.
e <ContainerName> is zero or more intermediate container objects.
e <TheCgntainerName> is the name of the container object to be deleted.

The objectshall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

9.52- *Capability

The following capability describes the supported operations that may be performed when deleting an
existing container object:

Support for the ability to delete an existing container object is indicated by the presence of the
cdmi_delete_container capability in the specified container object.
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9.5.3 Request header
The HTTP request header for deleting a container object using CDMI is shown in Table 49.
Table 49 — Request header - Delete a container object using CDMI

Header Type Description Requirement

X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatory

Specification- string e.g.,"1.1,1.5,2.0"

Version

A

R

A

T4

.b.5 Response headers

.b.6 Response message body

.b.7 Response status

b.4  Request message body

Fequest body can be provided as per RFC 2616.

psponse headers can be provided as per RFC 2616.

Fesponse body can be provided as per RFC 2616.

ble 50 describes the HTTP status codes that occur when deleting a container object using CDMI.

Table 50 — HTTP status codes - Deléte a container object using CDMI

HTTP status

Description

204 No Content

The container object was successfully deleted.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The operation conflicts with a non-CDMI access protocol lock or has causg¢d a
state transition error on the server.

5.8 Example

AMPLE DELETE to the container object URI:

PELETE /MyContainer/ HTTP/1.1

Cloud Data Management Interface

AOST. ClIOoUd.eXampire.com

X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 204 No Content
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9.6 Create (POST) a new data object using CDMI

9.6.1 Synopsis

To create a new data object in a specified container where the name of the data object is a server-
assigned object identifier, the following request shall be performed:

POST <root URI>/<ContainerName>/

To create a new data object where the data object does not belong to a container and is only accessible by
ID (see 5.8 "Object model for CDMI"), the following request shall be performed:

POST <root URI>/cdmi_objectid/

Where:

e <root URI> is the path to the CDMI cloud.

« <ContainerName> is zero or more intermediate container objects that already’exist, with one(slash
(i.e., "I") between each pair of container object names.

=

Created in "/cdmi_objectid/", the data object shall be accessible at <root URI>/edmi_objectid/<obje¢tiD>.

=

Created in a container, the data object shall be accessible as a child of.the container with a server-
agsigned name, and shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

9.6.2 Delayed completion of create

In[response to a create operation for a data object, the servéf'may return an HTTP status code of 202
Ag¢cepted to indicate that the object is in the process of-heing created. This response is useful for I¢png-
rupning operations (e.g., copying a large data object frem a source URI). Such a response has the
following implications.

o

e The server shall return a Location header with an absolute URI to the object to be created ajong
with an HTTP status code of 202 Aceepted.

« With an HTTP status code of 202> Accepted, the server implies that the following checks Have
passed:
— user authorization for_creating the object;

— user authorization-for read access to any source object for move, copy, serialize, or
deserialize; and

— availability of space to create the object or at least enough space to create a URI to repprt an
error.

« A client might not be able to immediately access the created object, e.g., due to delays resulting
from thédinmiplementation’s use of eventual consistency.

The client performs GET operations to the URI to track the progress of the operation. In response, the
sgrver returns two fields in its response body to indicate progress.

«7) A mandatory completionStatus text field contains either "Processing"”, "Complete", or an errgr
string starting with the value "Error".

« An optional percentComplete field contains the percentage that the Accepted POST has
completed (0 to 100).

GET does not return any value for the object when completionStatus is not "Complete". When the final
result of the create operation is an error, the URI is created with the completionStatus field set to the error
message. It is the client's responsibility to delete the URI after the error has been noted.
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Capabilities

The following capabilities describe the supported operations that can be performed when creating a new
data object by ID in "/cdmi_objectid/":

Support for the ability to create data objects through this operation is indicated by the presence of

the cdmi_post_dataobject_by_ID system capability.

If the object being created in "/cdmi_objectid/" is a reference, support for that ability is indicated by

the presence of the cdmi_create_reference_by ID system capability.
If the new data object being created in "/cdmi_objectid/" is a copy of an existing data object,

support for the ability to copy is indicated by the presence of the cdmi_copy_dataobject_by 1D

The following capabilities describe the supported operations thatCan be performed when creating a
dgta object by ID in a container:

SYStem capabifity.

If the new data object being created in "/cdmi_objectid/" is the destination of a move, supporlt for

the ability to move the data object to "/cdmi_objectid/" is indicated by the presence ofthe
cdmi_object_move_to_ID system capability.

If the new data object being created in "/cdmi_objectid/" is the destination of a,desérializatio

operation, support for the ability to deserialize the data object is indicated bythe presence of the

cdmi_deserialize_dataobject_by ID system capability.

If the new data object being created in "/cdmi_objectid/" is the destination’ of a serialize operftion,

support for the ability to serialize the data object is indicated by the(presence of the

cdmi_serialize_dataobject_to_ID, cdmi_serialize_container_to_ID;_¢dmi_serialize_domain_tp_ID,

or cdmi_serialize_queue_to_ID system capabilities.

Support for the ability to create data objects through-this operation is indicated by the prese
both the cdmi_post_dataobject and the cdmi_create dataobject capabilities in the specified
container object.

new

ce of

If the object being created in the parent.cofitainer object is a reference, support for that ability is
indicated by the presence of the cdmi_-ereate_reference capability in the parent container oljject.

If the new data object is a copy of anexisting data object, support for the ability to copy is indi
by the presence of the cdmi_copy: dataobject capability in the parent container object.

If the new data object is the destination of a move, support for the ability to move the data ob

cated

ect is

indicated by the presence of the cdmi_move_dataobject capability in the parent container ohject.

If the new data objectis 'the destination of a deserialize operation, support for the ability to

deserialize the the data object is indicated by the presence of the cdmi_deserialize_dataobject

capability in the parent container object.

If the new dataobject is the destination of a serialize operation, support for the ability to seri
the source-data object is indicated by the presence of the cdmi_serialize_dataobject,
cdmi_serialize_container, cdmi_serialize_domain, or cdmi_serialize_queue capabilities in th
parenteontainer object.

hlize

11%
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9.6.4 Request headers

The HTTP request headers for creating a new data object using CDMI are shown in Table 51.

Table 51 — Request headers - Create a new data object using CDMI

Header Type Description Requirement

Accept Header "application/cdmi-object" or a consistent value as per Optional
string clause 5.13.2 "Content-type negotiation”

Content-Type Header "application/cdmi-object" or "multipart/mixed" Mandatory
string

o If multiparf/miynr{ is cpnr‘ifiﬂd, the hndy shall consist of at

least two MIME parts, where the first part shall contain a
body of content-type "application/cdmi-object" and the
second and subsequent parts shall contain one or more
byte ranges of the value as described in 8.3 "Read a data
object using CDMI".

« If multiple byte ranges are included and the "Content-
Range" header is omitted for a part, the data in the part
shall be appended to the data in the preceding part, with
the first part having a byte offset of zero.

X-CDMI- Header A comma-separated list of versions that theclient supports, | Mandatofy

Specification- string e.g.,"1.1,1.5,2.0"

Version

X-CDMI-Partial Header "true". Indicates that the newly-¢created object is part of a Optional
string series of writes and the value has not yet been fully

populated. If X-CDMI-Patrtialis present, the
completionStatus field in the response body shall be set to
"Processing”. X-CDM][*Partial works across CDMI and non-
CDMI operations,
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The request message body fields for creating a new data object using CDMI are shown in Table 52.

Table 52 — Request message body - Create a new data object using CDMI (Sheet 1 of 3)

Field name

Type

Description

Requirement

mimetype

JSON
string

MIME type of the data contained within the value field of
the data object

e This field may be included when creating by value or
when deserializing, serializing, copying, or moving a

Optional

tater Ubijl.

« If this field is not included and multi-part MIME is not
being used, the value of "text/plain” shall be assigned
as the field value.

« If this field is not included and multi-part MIME is
being used, the value of the "Content-Type" header of
the second MIME part shall be assigned as the'field
value.

e This field shall be stored as part of the data,object.

¢ This field shall not be included when €reating a
reference.

« This mimetype field value shall be.converted to lower
case before being stored.

metadata

JSON
object

Metadata for the data object

« If this field is included.when deserializing, serializing,
copying, or moving a data object, the value provided
in this field shalkréplace the metadata from the
source URI:

« If this fieldis not included when deserializing,
serializing, copying, or moving a data object, the
metadata from the source URI shall be used.

« ~If-this field is included when creating a new data
object by specifying a value, the value provided in this
field shall be used as the metadata.

« If this field is not included when creating a new data
object by specifying a value, an empty JSON object
(i.e., "{}") shall be assigned as the field value.

¢ This field shall not be included when referencing a
data object.

Optional

domainURI

JSON
string

URI of the owning domain

« Any domain may be specified, and the
"cross_domain" privilege is not required (see
cdmi_member_privileges in Table 63 "Required
settings for domain member user objects").

« If not specified, the root domain "/cdmi_domains/"

Optional

shall be used.

deserialize

JSON
string

URI of a data object that shall be deserialized to create
the new data object

Optional®

serialize

JSON
string

URI of a CDMI object that shall be serialized into the
new data object

Optional®

Bad Request.

40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of 400
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Table 52 — Request message body - Create a new data object using CDMI (Sheet 2 of 3)
Field name Type Description Requirement
copy JSON URI of a data object or queue object that shall be copied | Optional?
string into the new data object
move JSON URI of a data object or queue object value that shallbe | optional?
string copied into the new data object. The data object or
gueue object value at the source URI shall be removed
upon the successful completion of the copy.
reference JSON URI of a data object that shall be redirected to by a Optional?
String reference. It other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.
deserializevalue JSON A data object serialized as specified in Clause 15 and OptionalP
string encoded using base 64 encoding rules described in
RFC 4648.

« If multi-part MIME is being used and this field
contains the value of the MIME boundary.parameter,
the contents of the second MIME part'shall be
assigned as the field value.

« If the serialized data object in the.second MIME part
does not include a value field, the’contents of the third
MIME part shall be assigned-as the field value of the
value field.

a0nly one of these fields shall be specified in any given operation. Except for value, these fields shall not|be
stored. If more than one of these fields is supplied, the setver shall respond with an HTTP status code of #00
Bad Request.
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Table 52 — Request message body - Create a new data object using CDMI (Sheet 3 of 3)

Field name

Type

Description

Requirement

valuetransferencoding

JSON
String

The value transfer encoding used for the container

object value. Two value transfer encodings are defined:

« "utf-8" indicates that the data object contains a valid
UTF-8 string, and it shall be transported as a UTF-8
string in the value field.

« "base64" indicates that the data object may contain
arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the value

Optional

field. Setting the contents of the data object value
field to any value other than a valid base 64 string
shall result in an HTTP status code of 400 Bad
Request being returned to the client.

This field shall only be included when creating a data
object by value.

« If this field is not included and multi-part MINIE)is not
being used, the value of "utf-8" shall be assigned as
the field value.

« If this field is not included and multi-part MIME is
being used, the value of "utf-8" shall be assigned as
the field value if the "Content-Type" header of the
second and all subsequept-MIME parts includes the
charset parameter as defined in RFC 2046 of "utf-8"
(e.g., ";charset=utf-8%), Otherwise, the value of
"base64" shall be assigned as the field value. This
field applies onlyto the encoding of the value when
represented in\JSON; the "Content-Transfer-
Encoding' hieader of the part specifies the encoding
of the value within a multi-part MIME request, as
definedhin RFC 2045.

This*field shall be stored as part of the object.

value

JSON
string

The data object value

« If this field is not included and multi-part MIME is not
being used, an empty JSON string (i.e., ") shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the contents of the second MIME part
shall be assigned as the field value.

« If the valuetransferencoding field indicates UTF-8
encoding, the value shall be a UTF-8 string escaped
using the JSON escaping rules described in RFC
4627.

« If the valuetransferencoding field indicates base 64
encoding, the value shall be first encoded using the
base 64 encoding rules described in RFC 4648.

Optional

Bad Request.

a0nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of 400
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9.6.6 Response headers

The HTTP response headers for creating a new data object using CDMI are shown in Table 53.

Table 53 — Response headers - Create a new data object using CDMI

Header Type Description Requirement

Content-Type Header "application/cdmi-object" Mandatory
string

X-CDMI- Header The server shall respond with the highest version supported | Mandatory

Specification- string by both the client and the server, e.g., "1.1".

Version

If the server does not support any of the versions that the
client supports, the server shall return an HTTP status code
of 400 Bad Request.

Location Header The unique absolute URI for the new data object as Mandatofy
string assigned by the system. In the absence of file name
information from the client, the system shall assign the*"URI
in the form: http://host:port/<root URI>/<ContainerName>/
<ObjectID> or https://host:port/<root URI>/
<ContainerName>/<ObjectID>.

9.6.7 Response message body

The response message body fields for creating a new data objectusing CDMI are shown in Table 54.

Table 54 — Response message body - Create a new~data object using CDMI (Sheet 1 of 2)

Field name Type Description Requirement

objectType JSON "application/cdmisebject" Mandatofy
string

objectiD JSON Object IR ‘of the object Mandatofy
string

objectName JSON Name of the object Conditional
string

» For objects in a container, the objectName field shall be
returned.

» For objects not in a container (objects that are only
accessible by ID), the objectName field does not exist
and shall not be returned.

parentURI JSON URI for the parent object Conditional

strin
g » For objects in a container, the parentURI field shall be

returned.

» For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist and
shall not be returned.

Appending the objectName to the parentURI shall always

produce a valid URI for the object.

parentlD JSON Object ID of the parent container object Conditional

strin
g » For objects in a container, the parentID field shall be

returned.
» For objects not in a container (objects that are only

accessible by ID), the parentID field does not exist and
shall not be returned.
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Table 54 — Response message body - Create a new data object using CDMI (Sheet 2 of 2)

Field name Type Description Requirement
domainURI JSON URI of the owning domain Mandatory
string
capabilitiesURI JSON URI to the capabilities for the object Mandatory
string
completionStatus | JSON A string indicating if the object is still in the process of being | Mandatory
string created or updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or T an error occurred.
The value shall be the string "Processing", the string
"Complete", or an error string starting with the value "Error".
percentComplete | JSON » When the value of completionStatus is "Processing", this |} Optional
string field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
» When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".
* When the value of completionStatus is“Error", this field, if
provided, may contain any integer value from 0 through
100.
mimetype JSON MIME type of the value of the{data object Mandatoyy
string
metadata JSON Metadata for the data object. This field includes any user Mandatofy
object and data system metadata specified in the request body
metadata field, along with storage system metadata
generated by.the cloud storage system.
See Clause, 16 for a further description of metadata.

9.p.8

T4ble 55 describes the HTTP status’ codes that occur when creating a new data object using CDMI.

Response status

Table 55— HTTP status codes - Create a new data object using CDMI

HTTP status

Description

201 Created

The new data object was created.

202 Accepted

The data object is in the process of being created. The CDMI client should mopitor
the completionStatus and percentComplete fields to determine the current statyis of
the operation.

400 Bad Request The request contains invalid parameters or field names.

A0t tmauthorized Theauthentication credentiats are missimg ormvatid:

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused a state

transition error on the server.
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9.6.9 Examples

EXAMPLE 1 POST to the container object URI the data object contents:

POST /MyContainer/ HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-object
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
"mimetype"” : "text/plain”,
"metadata’ - {
3, o ) )
"value™ : "This is the Value of this Data Object"
}

The following shows the response.

HTTP/1.1 201 Created

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1
Location: http://cloud.example.com/MyContainer/00007ED900104E1D14771DC67C27BF8B

{
"objectType' : "application/cdmi-object",
"objectID™ : "00007ED900104E1D14771DC67C27BF8B~
""objectName' : "00007ED900104E1D14771DC67C27Bf8B",
"parentURI™ : "/MyContainer/",
“parentlID™ : "00007ED900104E1D14771DC67C27BF8B",
"domainURI™ : "/cdmi_domains/MyDomain/"’,
"capabilitiesURI"™ : "/cdmi_capabilities/dataobject/",
"completionStatus™ : "Complete",
"mimetype" : "text/plain’,
"metadata”™ : {
}

}

EXAMPLE 2 POST to the object ID URI the data object contents:

POST /cdmi_objectid/ HITP/1.1

Host: cloud.examplescom

Accept: application/edmi-object
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{

"mimetype': ""text/plain",

"demainURI™: "/cdmi_domains/MyDomain/",

"value: "This is the Value of this Data Object"
}

The following shows the response.

HTTP/1.1 201 Created

Location: http://cloud.example.com/cdmi_objectid/00007ED900104E1D14771DC67C27BF8B
Content-Type: application/cdmi-object

X-CDMI-Specification-Version: 1.1

{

"objectType': "application/cdmi-object",
"objectlID": "00007ED900104E1D14771DC67C27BF8B",
"domainURI": "/cdmi_domains/MyDomain/"",
"capabilitiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus™: "Complete,
"mimetype'": "text/plain’,
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"metadata: {
“cdmi_acl™: [

{
"acetype': "ALLOW",
"identifier”: "OWNER@",
"aceflags': "NO_FLAGS",
"acemask'': "ALL_PERMS"
¥

}

EXAMPLE 3 POST to the object ID URI the data object fields and binary contents using multi-part MIME:

POST /cdmi_objectid/ HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-object

Content-Type: multipart/mixed; boundary=gcOp4JqOM2Yt08j34cOp
X-CDMI-Specification-Version: 1.1

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/cdmi-object

"domainURI™: "'/cdmi_domains/MyDomain/",
"metadata': {
""colour': "blue"
3
s
--gc0p4JqOM2Yt08j34cOp

Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<37 bytes of binary data>
--gc0p4JqOM2Yt08j34cOp--

The following shows the response.
HTTP/1.1 201 Created

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
"objectType i\ *application/cdmi-object"”,
"objectlD)+, *00007ED90010C2414303B5C6D4F83170",

Location: http://cloud.example.com/cdmi_objectid/00007ED90010C2414303B5C6D4F831

"domainURIN: "'/cdmi_domains/MyDomain/"",
"capab#litiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus': "Complete",
"mimetype': "application/octet-stream”,
Ymetadata’: {
“cdmi_size": 37",
"colour': "blue',
3
}
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9.7 Create (POST) a new queue object using CDMI

9.7.1 Synopsis

To create a new queue object (see Clause 11) in a specified container where the name of the queue object
is a server-assigned object identifier, the following request shall be performed:

POST <root URI>/<ContainerName>/

To create a new queue object where the queue object does not belong to a container and is only
accessible by ID (see 5.8 "Object model for CDMI"), the following request shall be performed:

POST <root URI>/cdmi_objectid/
Where:

e <root URI> is the path to the CDMI cloud.

« <ContainerName> is zero or more intermediate container objects that already’exist, with one(slash
(i.e., "I") between each pair of container object names.

=

Created in "/cdmi_objectid/", the queue object shall be accessible at <root URI>/cdmi_objectid/
<qgbjectiD>.

=

Created in a container, the queue object shall be accessible as a child.of the container with a server-
agsigned name, and shall also be accessible at <root URI>/cdmi_obhjectid/<objectID>.

9.Y.2 Delayed completion of create

On a create operation for a queue object, the server maysreturn an HTTP status code of 202 Accepted.
In|this case, the object is in the process of being created. This response is particularly useful for long
rupning operations, e.g., copying a large number of gueue values from a source URI. Such a response has
the following implications:

e The server shall return a Location header with an absolute URI to the object to be created ajong
with an HTTP status code of 202\‘/Accepted.
« With an HTTP status code of 202 Accepted, the server implies that the following checks Have
passed:
— user authorizatiop-far creating the object;
— user authorizationfor read access to any source object for move, copy, serialize, or
deserialize; and
— availability?of space to create the object or at least enough space to create a URI to repprt an
error,
« A clientimight not be able to immediately access the created object, e.g., due to delays resulting
from.the implementation’s use of eventual consistency.

The clientperforms GET operations to the URI to track the progress of the operation. In response, the
sgrverteturns two fields in its response body to indicate progress.

A mandatory completionStatus text field contains either "Processing”, "Complete", or an error
string starting with the value "Error".

* An optional percentComplete field contains the percentage that the accepted POST has
completed (0 to 100).

GET does not return any value for the object when completionStatus is not "Complete". When the final
result of the create operation is an error, the URI is created with the completionStatus field set to the error
message. It is the client's responsibility to delete the URI after the error has been noted.
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Capabilities

The following capabilities describe the supported operations that can be performed when creating a new
queue object by ID in "/cdmi_objectid/":

Support for the ability to create queue objects through this operation is indicated by the pres
of the cdmi_post_queue_by ID system capability.

If the object being created in "/cdmi_objectid/" is a reference, support for that ability is indicat
the presence of the cdmi_create_reference_by ID system capability.

ence

ed by

If the new queue object being created in "/cdmi_objectid/" is a copy of an existing queue object,
support for the ability to copy is indicated by the presence of the cdmi_copy_queue_by ID system

TH
qu

capabitity.

If the new queue object being created in "/cdmi_objectid/" is the destination of a move, supp
the ability to move the data object to "/cdmi_objectid/" is indicated by the presence ofthe
cdmi_object_move_to_ID system capability.

If the new queue object being created in "/cdmi_objectid/" is the destination of, &deserializat
operation, support for the ability to deserialize the data object is indicated bythe presence o
cdmi_deserialize_queue_by ID system capability.

If the new data object is being created in "/cdmi_objectid/", support forthe ability to create th
value of the new data object in specified byte ranges is indicated by the presence of the
"cdmi_create_value_range_by_ID" system capability.

prt for

on
f the

If the new data object is being created in a container object, support for the ability to create fhe

value of the new data object in specified byte ranges is indicated by the presence of the
"cdmi_create_value_range" capability in the parent coptainer.

e following capabilities describe the supported operations'\that can be performed when creating a
eue object by ID in a container:

Support for the ability to create queue objects through this operation is indicated by the pres
of both the cdmi_post_queue and cdmi. ereate_queue capabilities in the specified container
object.

If the object being created in the parent container object is a reference, support for that abilit
indicated by the presence of theccdmi_create_reference capability in the parent container ol

If the new queue object is a copy of an existing queue object, support for the ability to copy
indicated by the presence 0f the cdmi_copy_queue capability in the parent container object.

If the new queue object|is the destination of a move, support for the ability to move the quel
object is indicated by the presence of the cdmi_move_queue capability in the parent contain
object.

If the new queue object is the destination of a deserialize operation, support for the ability to
deserialize.the the queue object is indicated by the presence of the cdmi_deserialize_queue
capability_in the parent container object.

new

ence

y is
ject.
S
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9.7.4 Request headers

The HTTP request headers for creating a new queue object using CDMI are shown in Table 56.

Table 56 — Request headers - Create a new queue object using CDMI

Header Type Description Requirement

Accept Header "application/cdmi-queue" or a consistent value as per Optional
string clause 5.13.2 "Content-type negotiation”

Content-Type Header "application/cdmi-queue" Mandatory
string

X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatery

Specification- string e.g.,"1.1,1.5,2.0"

Version

Content-Range Header A valid ranges-specifier (see RFC 2616 Section 14.35.1) Optional
string

9.Y.5 Request message body

The request message body fields for creating a new queue object using €BMI are shown in Table 5}.

Table 57 — Request message body - Create a new queue object using CDMI (Sheet 1 of 2)

Field name Type Description Requirement
metadata JSON Metadata for the queue object Optional
object

« If this field is includeg>when deserializing, serializing,
copying, or moving.a queue object, the value provided in
this field shall replace the metadata from the source URI.

« If this field is‘not included when deserializing, serializing,
copying, ormoving a queue object, the metadata from
the souree URI shall be used.

« If thisfield is included when creating a new queue object
by'specifying a value, the value provided in this field shall
be used as the metadata.

« If this field is not included when creating a new queue
object by specifying a value, an empty JSON object (i.e.,
"{}") will be assigned as the field value.

 This field shall not be included when referencing a queue

object.
domainURI JSON URI of the owning domain Optional
strin
g » Any domain may be specified, and the "cross_domain”
privilege is not required (see cdmi_member_privileges in
Table 63 "Required settings for domain member user
objects").
» |f not specified, the root domain "/cdmi domains/" shall
be used.
deserialize JSON URI of a data object that will be deserialized to create the Optional®
string new queue object
copy JSON URI of a queue object that will be copied into the new Optional®
string gueue object

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of 400
Bad Request.
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Table 57 — Request message body - Create a new queue object using CDMI (Sheet 2 of 2)

Field name Type Description Requirement
move JSON URI of a queue object that will be copied into the new Optional®
string gueue object. When the copy is successfully completed, the

gueue object at the source URI is removed.

reference JSON URI of a queue object that shall be redirected to by a Optional®
string reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

deseralzevalue JSON A QUEUE ODJect Seralized as Sspeciied In Clause 15 and Optional
string encoded using base 64 encoding rules described in RFC
4648

80nly one of these fields shall be specified in any given operation. Except for value, these fields-shall not|oe
stored. If more than one of these fields is supplied, the server shall respond with an HTTR, status code of 400
Bad Request.

9./.6 Response headers

The response headers for creating a new queue object using CDMI are shewn in Table 58.

Table 58 — Response headers - Create a new queue object using CDMI

Header Type Description Requirement

Content-Type Header "application/cdmi-queue' Mandatoly
string

X-CDMI- Header The server shall respond with the highest version supported | Mandatofy

Specification- string by both the client-and the server, e.g., "1.1".

Version

If the server does not support any of the versions that the
client supports, the server shall return an HTTP status code
of 400:°Bad Request.

Location Header The unique absolute URI for the new data object as Mandatoly
string assigned by the system. In the absence of file name
information from the client, the system shall assign the URI
in the form: http://host:port/<root URI>/<ContainerName>/
<ObjectID> or https://host:port/<root URI>/
<ContainerName>/<ObjectID>.

9.V.7 Response’'message body

The response message body fields for creating a new queue object using CDMI are shown in Table [59.

Table 59 — Response message body - Create a new queue object using CDMI (Sheet 1 of 3)

Fretermame Type Description Regtrirerhent
objectType JSON "application/cdmi-queue” Mandatory
string
objectlD JSON Object ID of the object Mandatory
string
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Table 59 — Response message body - Create a new queue object using CDMI (Sheet 2 of 3)

Field name Type Description Requirement

objectName JSON Name of the object Conditional

strin
g « For objects in a container, the objectName field shall be

returned.

« For objects not in a container (objects that are only
accessible by ID), the objectName field does not exist
and shall not be returned.

parentURI JSON URI for the parent object Conditional
string

« For objects in a container, the parentURI field shall be
returned.

« For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist and
shall not be returned.

Appending the objectName to the parentURI shall always

produce a valid URI for the object.

parentlD JSON Object ID of the parent container object Conditiorjal

strin
g « For objects in a container, the parentIR‘field shall be

returned.

« For objects not in a container (objects that are only
accessible by ID), the parentlD field does not exist and
shall not be returned.

domainURI JSON URI of the owning domain Mandatofy
string

capabilitiesURI JSON URI to the capabilities for the object Mandatofy
string

completionStatus | JSON A string indicating if the object is still in the process of being | Mandatofy
string created or-updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or if an error occurred.

The value shall be the string "Processing", the string
"Complete”, or an error string starting with the value "Error".

percentComplete | JSON « When the value of completionStatus is "Processing"”, this | Optional

string field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.

* When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".

* When the value of completionStatus is "Error", this field,
if provided, may contain any integer value from O through
100.
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SNIA

Field name

Type Description Requirement

metadata

JSON Metadata for the queue object. This field includes any user | Mandatory
object and data system metadata specified in the request body

metadata field, along with storage system metadata
generated by the cloud storage system. See Clause 16 for
a further description of metadata.

queueValues

JSON The range of designators for enqueued values. Every Mandatory
string enqueued value shall be assigned a unigque, monotonically-

incrementing positive integer designator, starting from 0. If

no values are enqueued, an empty string shall be returned.
If values are enqueued, the lowest designator, followed by
a hyphen ("-"), followed by the highest designator shall be
returned.

9.¥.8 Response status

T4ble 60 describes the HTTP status codes that occur when creating a new queue object using CDML.

Table 60 — HTTP status codes - Create a new queue object using CDMI

HTTP status

Description

transition error on the server.

201 Created The new queue object was created.

202 Accepted The queue object is in the process of being created. The CDMI client should mgnitor
the completionStatus and percentComplete fields to determine the current statug of
the operation.

400 Bad Request The request contains invalid‘parameters or field names.

401 Unauthorized | The authentication crédéentials are missing or invalid.

403 Forbidden The client lacks the_proper authorization to perform this request.

404 Not Found The resource\was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or could cause a gtate

9.Y.9 Example

EXAMPLE

POSTto the container object URI the queue object contents:

POST /My€ontainer/ HTTP/1.1

Host: «£€houd.example.com

Content-Type: application/cdmi-queue
Accept: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

{
}

The following shows the response.

HTTP/1.1 201 Created

Content-Type: application/cdmi-queue

X-CDMI-Specification-Version: 1.1

Location: http://cloud.example.com/MyContainer/00007ED900104E1D14771DC67C27BF8B

{
"objectType" : "application/cdmi-queue’,
"objectlID" : "00007ED900104E1D14771DC67C27BF8B",
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"objectName™ : "00007ED900104E1D14771DC67C27BF8B™",
“"parentURI™ : "/MyContainer/",
"parentlID" : "00007ED900104E1D14771DC67C27BF8B",
"domainURI™ : "/cdmi_domains/MyDomain/"',
“capabilitiesURI"™ : *"/cdmi_capabilities/queue/",
"completionStatus'" : "Complete",
"metadata" : {
"queueValues" : "

}
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10 Domain object resource operations using CDMI

10.1 Overview

Domain objects represent the concept of administrative ownership of stored data within a CDMI™ storage
system. A cloud service may include a hierarchy of domains that provide access to domain-related
information within a CDMI context. This domain hierarchy is a series of CDMI objects that correspond to
parent and child domains, with each domain corresponding to logical groupings of objects that are to be
managed together. Domain measurement information about objects that are associated with each domain
flow up to parent domains, facilitating billing and management operations that are typical for a cloud
stprage environment.

Do¢main objects are created in the cdmi_domains container found in the root URI for the cloud, storage
system. If the cdmi_create_domain capability is present for the URI of a given domain, then-thé clou
stbrage system supports the ability to create child domains under the URI. If a cloud storage system
sypports domains, the cdmi_domains container shall be present.

[®N

D¢mains are addressed in CDMI in two ways:

* by name (e.g., http://cloud.example.com/cdmi_domains/myDomain/);yand

« by object ID (e.qg., http://cloud.example.com/cdmi_objectid/
00007ED90010329E642EBFBC8B57E9AD!.

Every domain object has a single, globally-unique object ID that temains constant for the life of the object.
E4ch domain object shall also have one URI address that allows the domain object to be accessed.
Fgllowing the URI conventions for hierarchical paths, domainrURIs shall start with "/cdmi_domains/"|and
cdnsist of one or more domain names that are separated.by forward slashes ("/") and that end with &
fofward slash ("/").

=

If & request is performed against an existing domainresource and the trailing slash at the end of the URI is
omitted, the server shall respond with an HTTR.status code of 301 Moved Permanently, and a
Lqcation header containing the URI with the. frailing slash will be added.

If A CDMI request is performed to create.a new domain resource and the trailing slash at the end of the
UIRI is omitted, the server shall respand with an HTTP status code of 400 Bad Request.

Individual fields within a domaink@bject may be accessed by specifying the field name after a questign
mark "?" appended to the end.of the domain object URI.

EXAMPLE 1 The following URI returns just the children field in the response message body:
http://cloud.eXxample.com/cdmi_domains/myDomain/?children

BY specifying arange after the children field name, specific ranges of the children field may be accegsed.

EXAMPLE2 The following URI returns the first three children from the children field:

htfp://r\lr\l |r|_nv:1mp|n_r\nm,/r-r|mi rlr\m:1inellmynnm:in’/?r\hilrlrnn:ﬂ 2

Children ranges are specified in a way that is similar to byte ranges as per Section 14.35.1 of RFC 2616. A
client can determine the number of children present by requesting the childrenrange field without
requesting a range of children.

A list of fields separated by a semicolon ";" may be specified, allowing multiple fields to be accessed in a
single request.

EXAMPLE 3 The following URI would return the children and metadata fields in the response message body:
http://cloud.example.com/cdmi_domains/myDomain/?children;metadata
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If read access to any of the requested fields is not permitted by the object ACL, only the permitted fields
shall be returned. If no requested fields are permitted to be read, an HTTP status code of 403
Forbidden shall be returned to the client.

If write access to any of the requested fields is not permitted by the object ACL, no updates shall be
performed, and an HTTP status code of 403 Forbidden shall be returned to the client.

When a client provides or includes deserialization fields that are not defined in this international standard,
these fields shall be stored as part of the object.

10.1.1 Domain object metadata

The following domain-specific field shall be present for each domain (see Table 61).

Table 61 — Required metadata for a domain object

Nletadata name Type Description Requirement

ddmi_domain_enabled JSON Indicates if the domain is enabled and specified atthe | Mandatdry
string time of creation. Values shall be "true" or "false".

 If a domain is disabled, the cloud sterage system
shall not permit any operations tobe performed
against any URI managed by that\domain.

« If this metadata item is not present at the time of
domain creation, the value‘s set to "false".

* When a domain is disabled, all operations that are
performed against URIs that are managed by a
disabled domain’shall return an HTTP status code
of 403 Forhidden.

ddmi_domain_delete_reassign | JSON If the domain,is deleted, indicates to which domain the | Conditiopal
string objects-thiat belong to the domain shall be reassigned.

» Todelete a domain that contains objects, this
metadata item shall be present.

¢ If this metadata item is not present or does not
contain the URI of a valid domain that is different
from the URI of the domain being deleted, an
attempt to delete a domain that has objects shall
result in an HTTP status code of 400 Bad
Request.

Domains may alse-contain domain-specific data system metadata items as defined in 16.4 "Support|for
dgta system metadéata” and 16.5 "Support for provided data system metadata”. Domain data system
metadata shallPbe inherited to child domain objects.

10.1.2 'Domain object summaries

D omain-obiect-summariesprovide sommary-measurementinformationabout-demausageand-billing. If
supported, a domain summary container named "cdmi_domain_summary" shall be present under each
domain container. Like any container, the domain summary subcontainer may have an Access Control List
(ACL) (see 16.1 "Access control") that restricts access to this information.

Within each domain summary container are a series of domain summary data objects that are generated
by the cloud storage system. The "yearly", "monthly”, and "daily" containers of these data objects contain
domain summary data objects corresponding to each year, month, and day, respectively. These
containers are organized into the following structures:

http://example.com/cdmi_domains/domain/
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http://example.com/cdmi_domains/domain/cdmi_domain_summary/
http://example.com/cdmi_domains/domain/cdmi_domain_summary/cumulative
http://fexample.com/cdmi_domains/domain/cdmi_domain_summary/daily/
http://example.com/cdmi_domains/domain/cdmi_domain_summary/daily/2009-07-01
http://example.com/cdmi_domains/domain/cdmi_domain_summary/daily/2009-07-02

http://example.com/cdmi_domains/domain/cdmi_domain_summary/daily/2009-07-03

htpr/fexampie.com/cdmi_domams/domain/cdmi_domain_summary/montity?
http://example.com/cdmi_domains/domain/cdmi_domain_summary/monthly/2009-07
http://example.com/cdmi_domains/domain/cdmi_domain_summary/monthly/2009-08
http://example.com/cdmi_domains/domain/cdmi_domain_summary/monthly/2009-10
http://example.com/cdmi_domains/domain/cdmi_domain_summary/yearly/
http://example.com/cdmi_domains/domain/cdmi_domain_summary/yearly/2009
http://fexample.com/cdmi_domains/domain/cdmi_domain_summary/yearly/2010

The "cumulative" summary data object covers the entire time perjed, from the time the domain is creafed to
the time it is accessed. Each data object at the daily, monthly, and yearly level contains domain sunmmary
information for the time period specified, bounded by domain,creation time and access time.

If A time period extends earlier than the domain creationtime, the summary information includes the|time
frgm when the domain was created until the end of the“time period.

EXAMPLE 1 If a domain were created on July. 4,"2009, at noon, the daily summary "2009-07-04" would coptain
information from noon until midnight, the monthly summary "2009-07" would contain informatjon
from noon on July 4 until midnight on July 31, and the yearly summary "2009" would contain
information from noon enJuly 4 until midnight on December 31.

If & time period starts after the time when the domain was created and ends earlier than the time of aqcess,
the summary data object contains complete information for that time period.

EXAMPLE 2 If a domain)were created on July 4, 2009, and on July 10, the "2009-07-06" daily summary dgta
object was accessed, it would contain information for the complete day.

=

h time period efds after the current access time, the domain summary data object contains partial
ormation freny.the start of the time period (or the time the domain was created) until the time of acfess.

5

EXAMPLE'3 If a domain were created on July 4, 2009, and at noon on July 10, the "2009-07-10" daily sunjmary
data object was accessed, it would contain information from the beginning of the day until nogn.

Themformatiormim Tabie 62 stattbe presemtwithimm the contents of eachdomaim summmary object; which
are in JSON representation.
Table 62 — Contents of domain summary objects (Sheet 1 of 2)
Metadata name Type Description Requirement
cdmi_domainURI JSON Domain name corresponding to the domain thatis | Mandatory
string summarized
cdmi_summary_start JSON An I1SO-8601 time indicating the start of the time Mandatory
string range that the summary information is presenting
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Table 62 — Contents of domain summary objects (Sheet 2 of 2)
Metadata name Type Description Requirement
cdmi_summary_end JSON An ISO-8601 time indicating the end of the time Mandatory
string range that the summary information is presenting
cdmi_summary_objecthours JSON The sum of the time each object belonging to the | Optional
string domain existed during the summary time period
cdmi_summary_objectsmin JSON The minimum number of objects belonging to the | Optional
string domain during the summary time period
cdlll;_JUIIIIIluly_UbjC\.at\)lllu/\ JSCI’\\: ThC |||u/\;|||u||| IIUIIIbCI Uf UbJCU:Q bC:UIIB;IIB tU thC CH:IUIIM:
string domain during the summary time period
ddmi_summary_objectsaverage JSON The average number of objects belonging to the Optional
string domain during the summary time period
ddmi_summary_puts JSON The number of objects written to the domain Optional
string
ddmi_summary_gets JSON The number of objects read from the domain Optional
string
ddmi_summary_bytehours JSON The sum of the time each byte\belonging to the Optional
string domain existed during the summary time period
ddmi_summary_bytesmin JSON The minimum number-efbytes belonging to the Optional
string domain during the simmary time period
ddmi_summary_bytesmax JSON The maximum¢number of bytes belonging to the Optional
string domain during the summary time period
ddmi_summary_bytesaverage JSON The average number of bytes belonging to the Optional
string domainiduring the summary time period
ddmi_summary_writes JSON The'number of bytes written to the domain Optional
string
ddmi_summary_reads JSON The number of bytes read from the domain Optional
string
ddmi_summary_charge JSON An ISO 4217 currency code (see 1ISO 4217:2008) | Optional
string that is followed or preceded by a numeric value
and separated by a space, where the numeric
value represents the closing charge in the
indicated currency for the use of the service
associated with the domain over the summary
time period
ddmi_summary_kwhours JSON The sum of energy consumed (in kilowatt hours) Optional
string by the domain during the summary time period
ddmi“summary_kwmin JSON The minimum rate at which energy is consumed Optional
string (in kilowatt hours per hour) by the domain during
the summary time period
cdmi_summary_kwmax JSON The maximum rate at which energy is consumed | Optional
string (in kilowatt hours per hour) by the domain during
the summary time period
cdmi_summary_kwaverage JSON The average rate at which energy is consumed Optional
string (in kilowatt hours per hour) by the domain during
the summary time period
Cloud Data Management Interface SNIA Technical Position 116

Version 1.1.1

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

© SNIA
EXAMPLE An example of a daily domain summary object is as follows:
{
"cdmi_domainURI" : "/cdmi_domains/MyDomain/",
“cdmi_summary_start”™ : *""2009-12-10T00:00:00",
"cdmi_summary_end"™ : "2009-12-10T23:59:59",
"cdmi_summary_objecthours™ : '382239734",
cdmi_summary_puts' : ''234234",
"cdmi_summary_gets' : ''489432",
"cdmi_summary_bytehours' : ''334895798347",
"cdmi_summary_writes" : '7218368343",
"cdmi_summary_reads" : '11283974933",
"cdmi_summary_charge' : "'4289.23 USD"
|
J

=

If the charge value is provided, the value is for the operational cost (excluding fixed fees) of service.alfeady
pgrformed and storage and bandwidth already consumed. Pricing of services is handled separately.

Domain summary information may be extended by vendors to include additional metadata.or domain
reports beyond the metadata items specified by this International Standard, as long as\the field namgs for

thpse metadata items do not begin with "cdmi_".

10.1.3 Domain object membership

In|cloud storage environments, in the same way that domains are oftenicreated programmatically, dgmain
ugder membership and credential mapping also shall be populated using such interfaces. By providin
adcess to user membership, this capability enables self-enroliment,"automatic provisioning, and othg
advanced self-service capabilities, either directly using CDMI er/thtough software systems that interface
with CDMI.

=

The domain membership capability provides informationt@bout, and allows the specification of, end lisers
arld groups of users that are allowed to access the domain via CDMI and other access protocols. THe
cgncept of domain membership is not intended toreplace or supplant ACLs (see 16.1 "Access contrpl"),
byt rather to provide a single, unified place to map identities and credentials to principals used by ACLs
within the context of a domain (see model described in 10.1.4 "Domain usage in access control"). It plso
prpvides a place for authentication mappings’to external authentication providers, such as LDAP angl
Agtive Directory, to be specified.

If supported, a domain membership container named cdmi_domain_members shall be present undeneach
dgmain. Like any container, thesdomain membership container has an Access Control List (see 16.1)) that
reptricts access to this information.

Wijthin each domain membership container are a series of user objects that are specified through COQMI to
ddfine each user knewn-to the domain. These objects are formatted into the following structure:

http://fexamplexcom/cdmi_domains/domain/
http://example.com/cdmi_domains/domain/cdmi_domain_members/

httpi//example.com/cdmi_domains/domain/cdmi_domain_members/john_doe

ntp./rexample.comscdami_domalns/aomaln/cami_domaln_mempers/jonn_smitn

The domain membership container may also contain subcontainers with data objects. Data objects in
these subcontainers are treated the same as data objects in the domain membership container, and no
meaning is inferred from the subcontainer name. This organization is used to create different access
security relationships for groups of user objects and to allow delegation to a common set of members.
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Table 63 lists the domain settings that shall be present within each domain member user object.

Table 63 — Required settings for domain member user objects

Metadata name Type Description Requirement
cdmi_member_enabled JSON If true, this field indicates that requests associated with Mandatory
string this domain member are allowed. If false, all requests
performed by this domain member shall result in an
HTTP status code of 403 Forbidden.
cdmi_member_type JSON This field indicates the type of member record. Values Mandatory
string include "user", "group", and "delegation"
ddmi_member_name JSON This field contains the user or group name as presented | Mandatofy
string by the client. This will normally be the standard full name
of the principal.
ddmi_member_credentials | JSON This field contains credentials to be matched againstthe)¥ Optional
string credentials as presented by the client. If this field is\not
present, one or more delegations shall be present and
shall be used to resolve user credentials. As onetannot
log in as a group but only as a member of-a\group, the
"group” type member records shall not-have credentials.
ddmi_member_principal JSON This field indicates to which principakname (used in Optional
string ACLs) the user or group is mapped:’If this field is not
present, one or more delegations shall be present and
shall be used to resolve theprincipal.
ddmi_member_privileges JSON This field explicitly confers zero or more special Mandatofy
array of privileges to a user gr,group. When delegated, privileges
JSON are conferred based on the information returned from
strings the external system to which the delegation points.
The following privileges are defined:
« "administrator". Allows the principal to take ownership
of-any object/container.
«\"backup_operator". Bypass regular ACL checks to
allow backup and restore of objects and containers,
including all associated attributes, metadata, ACLs
and ownership.
e "cross_domain". Operations specifying a domain
other than the domain of the parent object are
permitted. Unless this privilege is conferred by the
user record or a group (possibly nested) to which the
user or group belongs, all attempts to change the
domain of objects to a domain other than the parent
domain shall fail.
ddmi_member_groups JSON This field contains a JSON array of group names to Optional
array of | which the user or group belongs.
1SON
strings
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Table 64 lists the domain settings that shall be present within each domain member delegation object.

Table 64 — Required settings for domain member delegation objects

Metadata name Type Description Requirement
cdmi_member_enabled JSON If true, this field indicates that requests associated with Mandatory
string this domain member are allowed. If false, all requests

performed by this domain member shall result in an
HTTP status code of 403 Forbidden.

cdmi_member_type JSON This field indicates the type of member record. Values Mandatory
string include "user" and "delegation"
ddmi_delegation_URI JSON This field contains the URI of an external identity Mandatoefy
string resolution provider (such as LDAP or Active Directory) or
the URI of a domain membership container object.
External delegations are expressed in the form of |dapt//
or ad://.
EXAMPLE 1 An example of a domain membership object for a user is as follows;
{ _
"cdmi_member_enabled" : "true",
"cdmi_member_type"™ : "user",
"cdmi_member_name'™ : "John Doe",
"cdmi_member_credentials" : "p+5/0X1cmEXFOI cUxhX1lw=="",
"cdmi_member_groups" : [
"users"
1. o i
"'cdmi_member_principal™ : "jdoe",
"cdmi_privileges" : [
"administrator",
""cross_domain"
1
}
EXAMPLE 2 An example of a domain membership object for a delegation is as follows:
{
"cdmi_member_enabted” : "true",
"cdmi_member_type/: "delegation,
"cdmi_delegationZURI™ : */cdmi_domains/MyDomain/*",
}
10.1.4 Domainlusage in access control
When a transaction is performed against a CDMI object, the associated domain object (i.e., the domain
ohjjectindicated by the domainURI) specifies the authentication context. The user identity and credeptials
presented as part of the transaction are compared to the domain membership list to determine if the yser is
a thnri-lnd within thn domain and to resaolve the ticser's. prinnipal_ If rncnl\lnri, thn user's prinr‘ipnl IS

evaluated against the object's ACL to determine if the transaction is permitted.

When evaluating members within a domain, delegations are evaluated first, in any order, followed by user
records, in any order. If there is at least one matching record and none of the matching records indicate
that the user is disabled, the user is considered to be a member of the domain.

When a sub-domain is initially created, the membership container contains one member record that is a
delegation in which the delegation URI is set to the URI of the parent domain.
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10.1.5 Domain object representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support
UTF-8 JSON representation. The request and response body JSON fields may be specified or returned in
any order, with the exception that, if present, for domain objects, the childrenrange and children fields shall
appear last and in that order.

10.2 Create a domain object using CDMI

10.2.1 _Synopsis

Tg create a new domain object, the following request shall be performed:

PUT <root URI>/cdmi_domains/<DomainName>/<NewDomainName>/
Where:
e <root URI> is the path to the CDMI cloud.

+ <DomainName> is zero or more intermediate domains that already exist.
< <NewDomainName> is the name specified for the domain to be créated.

After it is created, the domain shall also be accessible at <root URI>/cdmi* objectid/<objectID>/.

1Q.2.2 Capabilities

The following capabilities describe the supported operations\that can be performed when creating a [new
dgmain:

*  Support for the ability to create a new domain object is indicated by the presence of the
cdmi_create_domain capability in the parent domain.

« If the new domain object is a copy of an‘existing domain object, support for the ability to coply is
indicated by the presence of the cdmi” copy_domain capability in the source domain.

« If the new domain is the destination of a deserialize operation, support for the ability to desefialize
the source data object serialization of a domain is indicated by the presence of the
cdmi_deserialize_domain capability in the parent domain.

10.2.3 Request headers

The HTTP request headers for creating a domain object using CDMI are shown in Table 65.

Table 65 — Request headers - Create a domain object using CDMI

Header Type Description Requirenment
Accept Header "application/cdmi-domain" or a consistent value as per Optional
string clause 5.13.2 "Content-type negotiation”
(‘nntnnt-T\J/pn Header "nr\pliraﬁnn/r‘dmi_dnmnin" I\/Innrlntnrjl
string
X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatory
Specification- string for example, "1.1, 1.5, 2.0"
Version
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10.2.4 Request message body

The request message body fields for creating a domain object using CDMI are shown in Table 66.

Table 66 — Request message body - Create a domain object using CDMI

Field name Type Description Requirement
metadata JSON Metadata for the domain object Optional
object

« If this field is included when deserializing, serializing,
copying, or moving a domain object, the value provided
in this field shall replace the metadata from the source
URt:

« If this field is not included when deserializing, serializing,
copying, or moving a domain object, the metadata from
the source URI shall be used.

« If this field is included when creating a new domain
object by specifying a value, the value provided in this
field shall be used as the metadata.

« If this field is not included when creating a new domain
object by specifying a value, an empty JSONohject (i.e.,
"{}") shall be assigned as the field value.

copy JSON URI of a CDMI domain that shall be copiedinto the new Optional?
string domain, including all child domains andymembership from
the source domain

move JSON URI of an existing local domain_ object (source URI) that Optional?
string shall be relocated, along with all child domains, to the URI
specified in the PUT. The contents of the domain and all
sub-domains, includipg‘the object ID, shall be preserved
by a move, and the demain and sub-domains of the source
URI shall be removed after the objects at the destination
have been successfully created.

If there are-insufficient permissions to read the objects at
the spuree URI, write the objects at the destination URI, or
delete the objects at the source URI, or if any of these
operations fail, the move shall return an HTTP status code
of 400 Bad Request, and the source and destination are
left unchanged.

deserialize JSON URI of a serialized data object that shall be deserializedto | Optional?
string create the new domain, including all child objects inside
the source serialized data object

deserializeyalug JSON A domain object serialized as specified in Clause 15 and Optional?
string encoded using base 64 encoding rules described in RFC
4648.

a0nly one of these fields shall be specified in any given operation. Except for value, these fields shall not|oe

stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of #00
I~“Bad anllncf
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10.2.5 Response headers
The HTTP response headers for creating a domain object using CDMI are shown in Table 67.
Table 67 — Response headers - Create a domain object using CDMI
Header Type Description Requirement
Content-Type Header "application/cdmi-domain” Mandatory
string
X-CDMI- Header The server shall respond with the highest version Mandatory
Specification- string supported by both the client and the server, e.g., "1.1".
Version
If the server does not support any of the versions that the
client supports, the server shall return an HTTP status
code of 400 Bad Request.

10

TH

.2.6 Response message body

e response message body fields for creating a domain object using CDMI are shown in Table 68.

Table 68 — Response message body - Create a domain object using CDMI

Field name Type Description Requirenpent
objectType JSON "application/cdmi-domain” Mandatory
string
objectlD JSON Object ID of the domain Mandatory
string
objectName JSON Name of the object Mandatory
string
parentURI JSON URI for the parent objectAppending the objectName to the | Mandatory
string parentURIshall always produce a valid URI for the object.
parentlD JSON Object,ID of the parent container object Mandatory
string
domainURI JSON URI of the owning domain. A domain object is always Mandatory
string owned by itself.
capabilitiesURI JSON URI to the capabilities for the object Mandatory
string
metadata JSON Metadata for the domain. This field includes any user and Mandatory
object data system metadata specified in the request body
metadata field, along with storage system metadata
generated by the cloud storage system. See Clause 16 for
a further description of metadata.
childrenrange JSON The sub-domains of the domain expressed as arange. Ifa | Mandatory
string range of sub-domains is requested. this field indicates the
children returned as a range.
children JSON Names of the children domains in the domain. Child Mandatory
array of containers end with "/".
JSON
strings
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10.2.7 Response status

ISO/IEC 17826:2016(E)

Table 69 describes the HTTP status codes that occur when creating a domain object using CDMI.

Table 69 — HTTP status codes - Create a domain object using CDMI

HTTP status

Description

201 Created The new domain object was created.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock-erfhas caused a

state transition error on the server.

10.2.8 Example

EXAMPLE PUT to the domain URI the domain name and metadata:

Host
Acce

Cont
X-CD

{

PUT /cdmi_domains/MyDomain/ HTTP/1.1

: cloud.example.com
pt: application/cdmi-domain

Content-Type: application/cdmi-domain

X-CDMI-Specification-Version: 1.1
"metadata':

"*cdmi_domain_enabled”: "true"
}

The following shows the response.

HTTP/1.1 201 Created

ent-Type: application/cdmi-domain
MI-Specification-Version: 1.1

"objectType" : “application/cdmi-domain®,
"objectID" :("00007E7F00104BE66AB53A9572F9F51E",
"'objectName*): "MyDomain/",
"parentURF;* - ""/cdmi_domains/",
"parentlD™ : "00007E7F0010C058374D08B0OAC7B3550",
"doma@nURI1™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi_capabilities/domain/",
"metadata" : {
"cdmi_domain_enabled": "true",
"cdmi_authentication_methods': '"anonymous, basic",

2
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"childrenrange™ : "0-1",

“children™ : [
"cdmi_domain_summary/*,
"cdmi_domain_members/"
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10.3 Read a domain object using CDMI

10.3.1 Synopsis
To read all fields from an existing domain object, the following request shall be performed:
GET <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/

To read one or more requested fields from an existing domain object, one of the following requests shall be
performed:

GET <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/
?<fieldname>;<fieldname>; ...

GET <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/?children:<range>;h_ -

GET <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/?metadata:<prefix>} ..

Where:

e <root URI> is the path to the CDMI cloud.

¢ <DomainName> is zero or more parent domains.

e <TheDomainName> is the name specified for the domain to be read from.

« <fieldname> is the name of a field.

e <range> is a humeric range within the list of children.

« <prefix> is a matching prefix that returns all metadata items that start with the prefix value.

The object shall also be accessible at <root URI>/cdmi_objectid/<cbjectIiD>/.

1Q.3.2 Capabilities

The following capabilities describe the supported operations that can be performed when reading an
eXisting domain:

e Support for the ability to read the metadata of an existing domain object is indicated by the
presence of the cdmi_read_metadata capability in the specified domain.

e Support for the ability to list the.children of an existing domain object is indicated by the predence
of the cdmi_list_children capability in the specified domain.
10.3.3 Request headers

The HTTP request headers for reading a domain object using CDMI are shown in Table 70.

Table 70 — Request headers - Read a domain object using CDMI

Header Type Description Requirement

Accept Header | "application/cdmi-domain” or a consistent value as per clause | Optional
string 5.13.2 "Content-type negotiation"

X-CDMI- Header | A comma-separated list of versions that the client supports, Mandatgry
Specification- string eg.,"1.1,15,2.0"
Version

10.3.4 Request message body

A request body shall not be provided.
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10.3.5 Response headers

The HTTP response headers for reading a domain object using CDMI are shown in Table 71.

Table 71 — Response headers - Read a domain object using CDMI

Header Type Description Requirement
X-CDMI- Header The server shall respond with the highest version supported | Mandatory
Specification- string by both the client and the server, e.g., "1.1".

Version

If the server does not support any of the versions that the
client supports, the server shall return an HTTP status code

i a —
UraUU Ddu REUYUTST.

Content-Type Header "application/cdmi-domain” Mandatqry
string

Location Header The server shall respond with an absolute URI to which the | |“Conditiopal
string reference redirects if the object is a reference.

10.3.6 Response message body

The response message body fields for reading a domain object using CDMi|are shown in Table 72.

Table 72 — Response message body - Read a domain,object using CDMI

Field name Type Description Requirement
objectType JSON "application/cdmi-domain” Mandatqry
string
objectlD JSON Object ID of the domain Mandatqry
string
objectName JSON Name of the.object Mandatdry
string
parentURI JSON URI for'the parent object Mandatdry
string
parentlD JSON Object ID of the parent container object Mandatdry
string
domainURI JSON URI of the owning domain. A domain object is always owned | Mandatdry
string by itself.
capabilitiesURI JSON URI to the capabilities for the object Mandatqry
string
metadata JSON Metadata for the domain. This field includes any user and Mandatqry
object data system metadata specified in the request body
metadata field, along with storage system metadata
generated by the cloud storage system. See Clause 16 for a
further description of metadata
childrenrange JSON The sub-domains of the domain expressed as a range. If a Mandatory
string range of sub-domains is requested, this field indicates the
children returned as a range.
children JSON The children of the domain. Sub-domains end with "/". Mandatory
array of
JSON
strings

If individual fields are specified in the GET request, only these fields are returned in the result body.
Optional fields that are requested but do not exist are omitted from the result body.
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10.3.7 Response status

Table 73 describes the HTTP status codes that occur when reading a domain object using CDMI.

Table 73 — HTTP status codes - Read a domain object using CDMI

HTTP status Description

200 OK The domain object content was returned in the response.

302 Found The resource is a reference to another resource.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

406 Not Acceptable The server is unable to provide the object in the content type specified ip the
Accept header.

10.3.8 Examples

EXAMPLE 1 GET to the domain URI to read all the fields of the domain:

GET /cdmi_domains/MyDomain/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-domain
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-domain
X-CDMI-Specification-Version: 1.4

{

""objectType': "applicatign/cdmi-domain®,
"objectlID": "00007E7FO0I04BE66AB53A9572F9F51E™,
"objectName': "MyDemain/',
"parentURI": "/cdmi>domains/",
"parentID": "00007E7F0010C058374D08BOAC7B3550",
"domainURI": A/cdmi_domains/MyDomain/",
“capabilitiesURIl": "/cdmi_capabilities/domain/",
"metadata~s{
""cdmi.domain_enabled": "true",
"edmi_authentication_methods': "anonymous, basic",

“childrenrange™: "0-1",

*children™: [
"cdmi_domain_summary/*,
""cdmi _domain members/"

}

EXAMPLE 2 GET to the domain URI to read the parentURI and children of the domain:

GET /MyDomain/?parentURI ;children HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-domain
X-CDMI-Specification-Version: 1.1
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-domain
X-CDMI-Specification-Version: 1.1

{
"parentURI"™ : "/cdmi_domains/",
"children”™ : [
"cdmi_domain_summary/",
"cdmi_domain_members/*
1
}

EXAMPLE 3 GET to the domain URI to read the first two children of the domain:

GET /MyDomain/?childrenrange;children:0-1 HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-domain
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-domain
X-CDMI-Specification-Version: 1.1

"childrenrange" : "0-1",

"children™ : [
"cdmi_domain_summary/**,
"cdmi_domain_members/"

10.4 Update a domain object using CDMI

10.4.1 Synopsis
Td update some or all fields in an\existing domain object, the following request shall be performed:
PUT <root URI>/cdmi(_ domains/<DomainName>/<TheDomainName>/

Td add, update, and remeve specific metadata items of an existing domain object, the following request
sHall be performed:

PUT <root{URI>/cdmi_domains/<DomainName>/<TheDomainName>/
?metadata:<metadataname>;. ..

Where:

«_ “<root URI> is the path to the CDMI cloud.
v <DomamName> 15 ZEro Of More parent domains.
e« <TheDomainName> is the name specified for the domain to be updated.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/. An update shall not result in
a change to the object ID.
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10.4.2 Capability

The following capability describes the supported operations that may be performed when updating an
existing domain:

Support for the ability to modify the metadata of an existing domain object is indicated by the presence
of the cdmi_maodify _metadata capability in the specified domain.

10.4.3 Request headers

The HTTP request headers for updating a domain object using CDMI are shown in Table 74.

Table 74 — Request headers - Update a domain object using CDMI

Header Type Description Requirement

Content-Type Header "application/cdmi-domain” Mandatqry
string

X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatqry

Specification- string e.g.,"1.1,1.5,2.0"

Version

10.4.4 Request message body

The request message body fields for updating a domain object using CDMI are shown in Table 75.

Table 75 — Request message body - Update a demain object using CDMI (Sheet 1 of 2)

Field name Type Description Requirement
metadata JSON Metadata for the domain object. If present, the new Optional
object metadata specified replaces the existing object metadata. If

individual metadata items are specified in the URI, only
those items,are replaced; other items are preserved.

See Clause 16 for a further description of metadata.

copy JSON URI of a domain object that shall be copied into the existing | optionalf
string domain object. Only the metadata and membership of the
domain shall be copied, not any sub-domains of the domain.

40nly one of these fields'shall be specified in any given operation. Except for value, these fields shall not|oe
stored.
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Table 75 — Request message body - Update a domain object using CDMI (Sheet 2 of 2)

Field name Type Description Requirement

deserialize JSON URI of a serialized domain object that shall be deserialized | optional®
string to update an existing domain object. The object ID of the
serialized domain object shall match the object ID of the
destination domain object.

If the serialized domain does not contain children, the
update is applied only to the domain object, and any
existing children are left as is. If the serialized domain object
does contain children, then creates, updates, and deletes
are recursively applied for each child, depending on the
differences between the provided serialized state and the
current state of the children.

deserializevalue JSON A domain object serialized as specified in Clause 15 and Optionalf
string encoded using base 64 encoding rules described in REC
4648. The object ID of the serialized domain object shall
match the object ID of the destination domain object.

If the serialized domain does not contain childrenythe
update is applied only to the domain object,(and any
existing children are left as is. If the serializeéd domain object
does contain children, then creates, updates, and deletes
are recursively applied for each child, depending on the
differences between the provided-serialized state and the
current state of the children.

a0nly one of these fields shall be specified in any given operation. Except for value, these fields shall not|be
stored.

19.4.5 Response header

The HTTP response header for updating a demain object using CDMI is shown in Table 76.

Table 76 — Response header - Update a domain object using CDMI

Header Type Description Requirement
Location Headger The server shall respond with an absolute URI to which the | Conditiohal
string reference redirects if the object is a reference.

10.4.6 Response message body

A response body-ean be provided as per RFC 2616.
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10.4.7 Response status
Table 77 describes the HTTP status codes that occur when updating a domain object using CDMI.
Table 77 — HTTP status codes - Update a domain object using CDMI

HTTP status Description

204 No Content The data object content was returned in the response.

302 Found The resource is a reference to another resource.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol\lock or has cadised

a state transition error on the server.

10.4.8 Example

EXAMPLE PUT to the domain URI to set new field values:

PUT /cdmi_domains/MyDomain/ HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-domain
X-CDMI-Specification-Version: 1.1

"metadata"
"test"
3

"value"
}
The following shows the response.

HTTP/1.1 204 No Content

10.5 Delete adomain/object using CDMI

10.5.1 Synopsis

Taq delete an existing domain object and transfer all objects associated with that domain to another dgmain
(tq preserve access), the following request shall be performed:

DELEFE <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/

Whete:

¢ <root URI> is the path to the CDMI cloud.
¢« <DomainName> is zero or more parent domains.
e <TheDomainName> is the name specified for the domain to be deleted.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.
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10.5.2 Capability

The following capability describes the supported operations that may be performed when deleting an
existing domain:

Support for the ability to delete an existing domain object is indicated by the presence of the
cdmi_delete_domain capability in the specified domain.

10.5.3 Request header

The HTTP request header for deleting a domain object using CDMI is shown in Table 78.

Table 78 — Request header - Delete a domain object using CDMI

Header Type Description Requirement
X-CDMI- Header A comma-separated list of versions that the client supportsy {-Mandatofy
Specification- string e.g.,"1.1,1.5,2.0"

Version

10.5.4 Request message body

A request body can be provided as per RFC 2616.

10.5.5 Response headers

Ré¢sponse headers can be provided as per RFC 2616.

10.5.6 Response message body

Afesponse body can be provided as per RFC 2616:

10.5.7 Response status

Tgble 79 describes the HTTP statusades that occur when deleting a domain object using CDMI.

Table 79 —HTTP status codes - Delete a domain object using CDMI

HTTP status Description

204 No Content The domain object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Faovbidden The client lacks the proper authorization to perform this request.

404 "Not Found The resource was not found at the specified URI.

409 Conflict The aperation conflicts with a non-CDMI access pratocaol lock or has calised
a state transition error on the server.
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10.5.8 Example

EXAMPLE DELETE to the domain URI:
DELETE /cdmi_domains/MyDomain/ HTTP/1.1
Host: cloud.example.com
X-CDMI-Specification-Version: 1.1
The following shows the response.

HTTP/1.1 204 No Content
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11 Queue object resource operations using CDMI

11.1 Overview

Queue objects provide first-in, first-out access when storing and retrieving data. A queue object writer
POSTs data into a queue object, and a queue object reader GETs values from the queue object and
subsequently deletes the values to acknowledge receipt of the values that it received. Queuing provides a
simple mechanism for one or more writers to send data to a single reader in a reliable way. If supported by
the cloud storage system, cloud clients create the queue objects by using the mechanism described in 9.7
"Create (POST) a new queue object using CDMI" and this clause.

Queue objects are addressed in CDMI™ in two ways:

« by name (e.g., http://cloud.example.com/queueobject); and

¢ by object ID (e.g., http://cloud.example.com/cdmi_objectid/
00007ED900104F67307652BAC9A37C93/).

Eyery queue object has a single, globally-unique object identifier (ID) that remains_¢onstant for the life of
the object. Each queue object shall have one or more URI addresses that allowsthé€ object to be accegsed.

A pueue object may have a parent object. In this case, the queue object inherits data system metadatp that
is jnot explicitly specified in the queue object itself.

EXAMPLE 1 The "receipts.queue” queue object stored at the following URI would inherit data system metgdata
from its parent container, "finance":

http://cloud.example.com/finance/receipts.queue

Individual fields within a queue object may be accessed by specifying the field name after a question|mark
"?I' that is appended to the end of the data object URI.

EXAMPLE 2 The following URI returns the valde field containing the oldest queue object value in the respgnse
body:

http://cloud.example.com/queueobject?value

The encoding of the data transperted in the queue object value field depends on the queue object
vdluetransferencoding field;

« If the value transfer encoding of the object is set to "utf-8", the data stored in the value of thg
queue objeet shall be a valid UTF-8 string, and it shall be transported as a UTF-8 string in tHe
value field.

< If the malue transfer encoding of the object is set to "base64", the data stored in the value of the
queue'object can contain arbitrary binary sequences, and it shall be transported as a base §4-
encoded string in the value field.

Sgecific ranges of the value of a queue object may be accessed by specifying a byte range after the value
fi

Lol
U TIAart’ic,

EXAMPLE 3 The following URI returns the first thousand bytes of the oldest value enqueued:
http://cloud.example.com/queueobject?value:0-999

Because a byte range of a UTF-8 string is often not a valid UTF-8 string, the response to a range request
shall always be transported in the value field as a base 64-encoded string.

Byte ranges are specified as single, inclusive byte ranges as per Section 14.35.1 of RFC 2616.
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If read access to any of the requested fields is not permitted by the object ACL, only the permitted fields
shall be returned. If no requested fields are permitted to be read, an HTTP status code of 403
Forbidden shall be returned to the client.

If write access to any of the requested fields is not permitted by the object ACL, no updates shall be
performed, and an HTTP status code of 403 Forbidden shall be returned to the client.

When a client provides or includes deserialization fields that are not defined in this International Standard,
these fields shall be stored as part of the object.

The value of a queue object may also be specified and retrieved using multi-part MIME, where the CDMI
JSON is transferred in the first MIME part and the raw queue values are transferred in the subsequent
M|ME parts. Each MIME part, including any header fields, shall conform to RFC 2045, RFC 2046 -afd
RIFC 2616, and the length of each part may optionally be specified by a Content-Length header.inaddition
to[the MIME boundary delimiter.

11.1.1 Queue object metadata
Queue object metadata may also include arbitrary user-supplied metadata, storage system metadatd, and
ddta system metadata, as specified in Clause 16.

14.1.2 Queue object addressing

Edqch queue object is addressed via one or more unique URIs, and’all 0perations may be performed
thfough any of these URIs.

11.1.3 Queue object representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support
UTF-8 JSON representation. The request and respanse body JSON fields may be specified or returped in
arly order, with the exception that, if present, for,gueue objects, the valuerange and value fields shal
afpear last and in that order.

11.2 Create a queue objectlusing CDMI

114.2.1 Synopsis

Td create a new queue abject, the following request shall be performed:

PUT <root URI>Z<ContainerName>/<QueueName>

Tq create a new/gqueue object by ID, see 9.7 "Create (POST) a new queue object using CDMI".
Where:

«A_<root URI> is the path to the CDMI cloud.

«/ <ContainerName> is zero or more intermediate containers that already exist, with one slashi(i.e.,
"I") between each pair of container names.

¢« <QueueName> is the name specified for the queue object to be created.

After it is created, the object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

The newly created queue shall have no values unless the queue is created as a result of copying or
moving a source queue that has values or as a result of deserializing a serialized queue that has values.
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11.2.2 Delayed completion of create

In response to a create operation for a queue object, the server may return an HTTP status code of 202
Accepted. In this case, the queue object is in the process of being created. This response is particularly
useful for long-running operations, (e.g., for copying a queue object with a large number of enqueued
values from a source URI). Such a response has the following implications:

* The server shall return a Location header with an absolute URI to the object to be created along
with an HTTP status code of 202 Accepted.

e With an HTTP status code of 202 Accepted, the server implies that the following checks have
passed:
— USer authorization for creating the queue object,
— user authorization for read access to any source object for move, copy, serialize, or
deserialize; and
— availability of space to create the queue object or at least enough space to créate a UR] to
report an error.
« A client might not be able to immediately access the created object, e.g., due to delays resulting
from the implementation’s use of eventual consistency.

The client performs GET operations to the URI to track the progress of the gpgration. In response, the
sqrver returns two fields in its response body to indicate progress.

* A completionStatus text field contains either "Processing", "Caoniplete", or an error string stafting
with the value "Error".

« An optional percentComplete field contains the percentage that the accepted PUT has completed
(0 to 100).

GET does not return any value for the object when completionStatus is not "Complete". When the final
repult of the create operation is an error, the URI is created with the completionStatus field set to the|error
message. It is the client's responsibility to delete th& URI after the error has been noted.

14.2.3 Capabilities

The following capabilities describe the'supported operations that can be performed when creating a|new
gyeue object:

e Support for the abilityto\create a new queue object is indicated by the presence of the
cdmi_create_queue capability in the parent container.

« If the object being created in the parent container is a reference, support for that ability is indicated
by the presenceg)of the cdmi_create_reference capability in the parent container.

< If the new-queue object is a copy of an existing queue object, support for the ability to copy
indicated-by the presence of the cdmi_copy_queue capability in the parent container.

« If the\new queue object is the destination of a move, support for the ability to move the queye
object is indicated by the presence of the cdmi_move_queue capability in the parent container.

/£ _\f the new queue object is the destination of a deserialize operation, support for the ability to
deserialize the source data object is indicated by the presence of the cdmi_deserialize_queqle
capability In the parent container.

(2]
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11.2.4 Request headers
The HTTP request headers for creating a queue object using CDMI are shown in Table 80.
Table 80 — Request headers - Create a queue object using CDMI
Header Type Description Requirement
Accept Header "application/cdmi-queue" or a consistent value as per per Mandatory
string clause 5.13.2 "Content-type negotiation”
Content-Type Header "application/cdmi-queue" Mandatory
string
X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatgry
Specification- string e.g.,"1.1,1.5,2.0"
Version
11.2.5 Request message body
The request message body fields for creating a queue object using CDMI are shown in Table 81.
Table 81 — Request message body - Create a queue object using CDMI (Sheet 1 of 2)

» - N\~ :
Field name Type Description rS\\ Requirement
metadata JSON Metadata for the queue object Optional

object
) « If this field is included when\deserializing, serializing,
copying, or moving a queue object, the value provided in
this field shall replace the’metadata from the source URI.
« If this field is not inclided when deserializing, serializing,
copying, or movingra queue object, the metadata from the
source URI shall be used.
« If this field.s‘included when creating a new queue object
by specifying a value, the value provided in this field shall
be used as the metadata.
« _li.this field is not included when creating a new queue
object by specifying a value, an empty JSON object (i.e.,
"{}") shall be assigned as the field value.
 This field shall not be included when referencing a queue
object.
domainURI JSON URI of the owning domain Optional
strin
g « If different from the parent domain, the user shall have
the "cross_domain" privilege (see
cdmi_member_privileges in Table 63 "Required settings
for domain member user objects").
« If not specified, the parent domain shall be used.
deserialize JSON URI of a serialized data object that shall be deserialized to Optionalf
string create the new quelle ohject
40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of 400
Bad Request.
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Table 81 — Request message body - Create a queue object using CDMI (Continued) (Sheet 2 of 2)

Field name Type Description Requirement
copy JSON URI of a source queue object that shall be copied into the Optional?
string new destination queue object.

« If the destination queue object URI and the copy source
queue object URI both do not specify individual fields, the
destination queue object shall be a complete copy of the
source queue object, including all enqueued values.

« If the destination queue object URI or the copy source
queue object URI specifies individual fields, only the
fields specified shall be used to create the destination
queue object. If specified fields are not present in the
source, default field values shall be used.

« If the destination queue object URI and the copy source
queue object URI both specify fields, an HTTP status
code of 400 Bad Request shall be returned to the
client.

If there are insufficient permissions to read the quetie object

at the source URI or create the queue object at the

destination URI, or if the read operation fails, the copy shall
return an HTTP status code of 400 Bad*Request, and the
destination queue object shall not be created.

move JSON URI of an existing local or remote~queue object (source Optionalf
string URI) that shall be relocated tothe‘URI specified in the PUT.
The contents of the queue ebject, including the object ID,
shall be preserved by a meve, and the queue object at the
source URI shall be rempved after the queue object at the
destination has been‘successfully created.

If there are insufficient permissions to read the queue object
at the source URI, write the queue object at the destination
URI, or delete the queue object at the source URI, or if any
of these operations fail, the move shall return an HTTP
status.code of 400 Bad Request, and the source and
destination are left unchanged.

reference JSON URI of a queue object that shall be redirected to by a Optionalf
string reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

deserializevalue JSON A queue object serialized as specified in Clause 15 and Optionalf
string encoded using base 64 encoding rules described in RFC
4648.

a0nly-one of these fields shall be specified in any given operation. Except for value, these fields shall not|be
stared. If more than one of these fields is supplied, the server shall respond with an HTTP status code of #00
Bad Request.
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©

The HTTP response headers for creating a queue object using CDMI are shown in Table 82.

Table 82 — Response headers - Create a queue object using CDMI

SNIA

11
TH

that is in the process of being created.

Header Type Description Requirement
Content-Type Header "application/cdmi-queue" Mandatory
string
X-CDMI- Header The server shall respond with the highest version supported | Mandatory
Specification- string by both the client and the server, e.g., "1.1".
Version
If the server does not support any of the versions that the
client supports, the server shall return an HTTP status code
of 400 Bad Request.
Location Header When an HTTP status code of 202 Accepted is returned, | | "Conditional
string the server shall respond with the absolute URL of the object

.2.7 Response message body

e response message body fields for creating a queue object using GDMTI are shown in Table 83.

Table 83 — Response message body - Create a queue 6bject using CDMI (Sheet 1 of 2)

Field name Type Description Requirement
objectType JSON "application/cdmi-queue® Mandatqry
string
objectlD JSON Object ID of the abject Mandatdry
string
objectName JSON Name of the object Mandatdry
string
parentURI JSON URNor the parent object Mandatdry
strin
g Appending the objectName to the parentURI shall always
produce a valid URI for the object.
parentlD JSON Object ID of the parent container object Mandatqry
string
domainURI JSON URI of the owning domain. Mandatdry
string
capabilitiesURI JSON URI to the capabilities for the object Mandatdry
string
completionStatus | JSON A string indicating if the object is still in the process of being | Mandatdry
string created or updated by another operation, and after that
operation 1S complete, indicates It It was successtully
created or updated or if an error occurred.
The value shall be the string "Processing", the string
"Complete", or an error string starting with the value "Error".
Cloud Data Management Interface SNIA Technical Position 138
Version 1.1.1

© ISO/IEC 2016 - All rights reserved



https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

© SNIA

Table 83 — Response message body - Create a queue object using CDMI (Sheet 2 of 2)

Field name Type Description Requirement

percentComplete | JSON * When the value of completionStatus is "Processing", this Optional

string field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.

« When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".

* When the value of completionStatus is "Error", this field, if
provided, may contain any integer value from 0 through
1UU.

metadata JSON Metadata for the queue object. This field includes any user Mandatqry
object and data system metadata specified in the request body
metadata field, along with storage system metadata
generated by the cloud storage system. See Clause 16 fona
further description of metadata.

queueValues JSON The range of designators for enqueued values. Every Mandatqry
string enqueued value shall be assigned a unique, menotonically-
incrementing positive integer designator, starting from 0. If

no values are enqueued, an empty string‘shall be returned.
If values are enqueued, the lowest designator, followed by a

hyphen ("-"), followed by the highest designator shall be
returned.

11.2.8 Response status

T4ble 84 describes the HTTP status codes that occur;when creating a queue object using CDMI.

Table 84 — HTTP status codes - Create a queue object using CDMI

HTTP status Description
201 Created The new-gqueue object was created.
202 Accepted The queue object is in the process of being created. The CDMI client shquld

monitor the completionStatus and percentComplete fields to determine the
current status of the operation.

400 Bad Request The request contains invalid parameters or field names.

401 UnauthoriZed The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 NotsEeund The resource was not found at the specified URI.

409-Conflict The operation conflicts with a non-CDMI access protocol lock or has cauged a

state transition error on the server.
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11.2.9 Examples

EXAMPLE 1 PUT to the queue URI the queue object name and contents:

PUT /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-queue
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

"metadata” : {

© SNIA

}

{

}

EXAMPLE 2

{

{

}

The following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

"objectType" : "application/cdmi-queue’,
"objectID™ : "00007E7FO0104BE66AB53A9572F9F51E™,
"objectName" : "MyQueue',

"parentURI " = "/MyContainer/",

“parentlID™ : "00007ED900104F67307652BACI9A37CO3
"domainURI™ : "/cdmi_domains/MyDomain/"',
"capabilitiesURI"™ : "/cdmi_capabilities/queue/",
"completionStatus"™ : "Complete",

"metadata" : {

"queueValues" :

PUT /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

"copy'': ""/MyContainer/SourceQueue?value:0-9"

The following'shows the response.

HTTP/1-15201 Created
Content<Type: application/cdmi-queue
X-CDMI1-Specification-Version: 1.1

PUT to the queue object URI to-Create a hew queue, copying from another queue:

"objectType'™: "application/cdmi-queue™,
"objectID": "00007E7FO0104BE66AB53A9572F9F51E",
"objectName': "MyQueue',

"parentURI ": "/MyContainer/",

“parentlID": "00007ED900104F67307652BACOA37C93",
"domainURI": "/cdmi_domains/MyDomain/"",
"capabilitiesURI": "/cdmi_capabilities/queue/",
"completionStatus": "Complete",

"metadata’: {

"queueValues™: "0-9"
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11.3 Read a queue object using CDMI

11.3.1 Synopsis
To read all fields from an existing queue object, the following request shall be performed:
GET <root URI>/<ContainerName>/<QueueName>

To read one or more requested fields from an existing queue object, one of the following requests shall be
performed:

GET <root URI>/<ContainerName>/<QueueName>?<fieldname>;<fieldname>;...
GET <root URI>/<ContainerName>/<QueueName>?value:<range>;...
GET <root URI>/<ContainerName>/<QueueName>?metadata:<prefix>;...

Td read one or more queue values from an existing queue object, the following request shall be’perfdrmed:
GET <root URI>/<ContainerName>/<QueueName>?values:<count>
Where:

e <root URI> is the path to the CDMI cloud.

¢ <ContainerName> is zero or more intermediate containers.

¢ <QueueName> is the name of the queue object to be read from.
« <fieldname> is the name of a field.

e <range> is a byte range of the queue object value to be.refurned in the value field. If a byte fange
is requested, the range returned shall be from the oldest queue object value.

« <prefix> is a matching prefix that returns all metadata items that start with the prefix value.

e <count> is the number of values to be retrieved.ffom the queue object. If more queue object
entries are requested to be retrieved than exist'in the queue object, the count is processed gs if it
is equal to the number of entries in the quéeue object.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

Re¢ading a queue object shall, by default{ return the complete value of the oldest item in the queue, Unless
the queueValues range is empty.

11.3.2 Capabilities

The following capabilities-describe the supported operations that can be performed when reading an
eXisting queue object:

e Support forthe ability to read the metadata of an existing queue object is indicated by the
presente-of the cdmi_read_metadata capability in the specified queue object.

e Support for the ability to read the value of an existing queue object is indicated by the presence of
the*cdmi_read_value capability in the specified queue object.

*/\_Support for the ability to read a queue object using multi-part MIME is indicated by the presence of
the "cdmi multipart mime" system-wide capability. T
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11.3.3 Request headers

The HTTP request headers for reading a queue object using CDMI are shown in Table 85.
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Table 85 — Request headers - Read a queue object using CDMI
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Header Type Description Requirement
Accept Header "application/cdmi-queue", "multipart/mixed", or a consistent | Optional
string value as per clause 5.13.2 "Content-type negotiation"

If "multipart/mixed”, the body shall consist of one or more

MIME parts, where the first part shall contain a body of

CUIMCETI=ly pe "qppii\.aliw |I'L.lj|||i-|..|ucuc", al Id li 1€ SCCUI Ilj al Ilj

subsequent parts shall each contain a queue value as

described in 8.4 "Update a data object using CDMI".
X-CDMI- Header A comma-separated list of versions that the client supports,. ((yMandatgry
Specification- string eg., "1.1,15,2.0"
Version

.3.4 Request message body

.3.5 Response headers

Fequest body shall not be provided.

e HTTP response headers for reading a queue object using EDMI are shown in Table 86.

Table 86 — Response headers - Read™a queue object using CDMI

Header Type Description Requirement
X-CDMI- Header The server shallrespond with the highest version supported | Mandatdry
Specification- string by both the Client and the server, e.g., "1.1".
Version .
If the server does not support any of the versions that the
client.supports, the server shall return an HTTP status code
of 400 Bad Request.
Content-Type Header "application/cdmi-queue" Mandatqry
string
Location Header The server shall respond with an absolute URI to which the | Conditiopal
strfing reference redirects if the object is a reference.

.3.6 Respohse message body

e response message body fields for reading a queue object using CDMI are shown in Table 87.

Table 87 — Response message body - Read a queue object using CDMI (Sheet 1 of 4)

— et TTane Type Description Requirement
objectType JSON "application/cdmi-queue" Mandatory
string
objectID JSON Object ID of the object Mandatory
string
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Table 87 — Response message body - Read a queue object using CDMI (Sheet 2 of 4)

Field name Type Description Requirement

objectName JSON Name of the object Conditional

strin
g » For objects in a container, the objectName field shall

be returned.
» For objects not in a container (objects that are only

accessible by ID), the objectName field does not
exist and shall not be returned.

parentURI JSON URI for the parent object Conditional
string

» For objects in a container, the parentURI field shall
be returned.

» For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist
and shall not be returned.

Appending the objectName to the parentURI shall

always produce a valid URI for the object.

parentlD JSON Object ID of the parent container object Conditiopal

strin
g » For objects in a container, the parentlD field shall be

returned.

» For objects not in a container (objects that are only
accessible by ID), the parentiD field does not exist
and shall not be returned.

domainURI JSON URI of the owning demain Mandatqry
string

capabilitiesURI JSON URI to the capabilities for the object Mandatdry
string

completionStatus JSON A string indicating if the object is still in the process of Mandatdry
string heing-created or updated by another operation, and
after that operation is complete, indicates if it was
successfully created or updated or if an error occurred.

The value shall be the string "Processing", the string
"Complete”, or an error string starting with the value
"Error".

percentComplete JSON » When the value of completionStatus is "Processing”, | Optional

string this field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0
through 100.

* When the value of completionStatus is "Complete",
this field, if provided, shall contain the value "100".

* When the value of completionStatus is "Error"”, this
field, if provided, may contain any integer value from
0 through 100.

metadata JSON Metadata for the queue object. This field includes any Mandatory
object user and data system metadata specified in the request
body metadata field, along with storage system
metadata generated by the cloud storage system. See
Clause 16 for a further description of metadata.
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Table 87 — Response message body - Read a queue object using CDMI (Sheet 3 of 4)

Field name

Type

Description

Requirement

queueValues

JSON
string

The range of designators for enqueued values. Every
enqueued value shall be assigned a unique,
monotonically-incrementing positive integer designator,
starting from 0. If no values are enqueued, an empty
string shall be returned. If values are enqueued, the
lowest designator, followed by a hyphen ("-"), followed
by the highest designator shall be returned.

Mandatory

mimetype

JSON

MIME types for each queue object value

Optional

array of
JSON
strings

» The MIME types of the values are returned, each
corresponding to the value in the same position in
the JSON array.

* This field shall only be provided when
completionStatus is "Complete” and when one on
more values are enqueued.

valuerange

JSON
array of
JSON
strings

The range of bytes of the queue object values'to be
returned in the value field

» The value ranges of the values are-returned, each
corresponding to the value in the same position in
the JSON array.

« If a specific value range hias‘been requested, the
entry in the valuerangeé.field shall correspond to the
bytes requested. If the.request extends beyond the
end of the value, the‘valuerange field shall indicate
the smaller byté4ange returned.

» The valuerange field shall only be provided when the
completionStatus field contains "Complete™.

Optional

valuetransferencoding

JSON
array of
JSON
strings

The value transfer encoding used for each queue

objeet-value. Two value transfer encodings are defined:

«utf-8" indicates that the queue object value contains
a valid UTF-8 string, and it shall be transported as a
UTF-8 string in the value field.

» "base64" indicates that the queue object value may
contain arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the value
field.

The value transfer encodings are returned, each

corresponding to the value in the same position in the
JSON array.

The valuetransferencoding field shall only be provided
when the completionStatus field contains "Complete”.

Optional
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Table 87 — Response message body - Read a queue object using CDMI (Sheet 4 of 4)

Field name Type Description Requirement

value JSON The oldest enqueued queue object values Conditional

array of , .
JSON e The values in the JSON array are returned in order

from oldest to newest.

« If the valuetransferencoding field indicates UTF-8
encoding, the corresponding value field shall contain
a UTF-8 string using JSON escaping rules described
in RFC 4627.

o lfthe \mllmfr:\nefprnnnnding field indicates hase 64
encoding, the corresponding value field shall contain
a base 64-encoded string as described in RFC RFC
4648.

» The value field shall not be provided when using
multi-part MIME.

» The value field shall only be provided when the:
completionStatus field contains "Complete";

strings

=

ndividual fields are specified in the GET request, only these fields are returned in the result body.
Optional fields that are requested but do not exist are omitted from the result-body.
11.3.7 Response status

T4ble 88 describes the HTTP status codes that occur when reading a queue object using CDMI.

Table 88 — HTTP status codes - Read.a queue object using CDMI

HTTP status Description

200 OK The queue objegt'content was returned in the response.

302 Found The resource is a reference to another resource.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

406 Not Acceptable The server is unable to provide the object in the content type specified i the
Accept header.

11.3.8 Examples

EXAMPLE-1 GET to the queue object URI to read all fields of the queue object:

GET /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

{
"objectType': "application/cdmi-queue™,
"objectlID": "00007E7FO00104BE66AB53A9572F9F51E",
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"objectName': "MyQueue',
"parentURI": "'/MyContainer/",
“parentlID™ : "00007ED900104F67307652BAC9A37C93",
"domainURI™": "/cdmi_domains/MyDomain/",
"capabilitiesURI": "/cdmi_capabilities/queue/",
"completionStatus": "Complete",
"metadata: {},
"queueValues™: ""1-1",
"mimetype": [
"text/plain”
1

"’aluerange": [
"0-19"

© SNIA

-

H K]

"valuetransferencoding": [
"utf-8"

1

"value": [
"First Enqueued Value"

}

EXAMPLE 2 GET to the queue object URI to read the value and queue items of the‘queue object:

GET /MyContainer/MyQueue?value;queueValues HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

{

"queueValues" : "1-1",
"value™ : [

"First Enqueued Value™
1

}

EXAMPLE 3 GET to the queug:ebject URI to read the first five bytes of the value of the queue object:

GET /MyContainer/MyQueue?value:0-4 HTTP/1.1
Host: cloud.example:com

Accept: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

The followifg-shows the response:
HTTP/1:Y 200 OK

Content-Type: application/cdmi-queue
X=CDMI-Specification-Version: 1.1

1
"value™ : [
"First”
1

}

EXAMPLE 4 GET to the queue object URI to read two values of the queue object:

GET /MyContainer/MyQueue?mimetype;valuerange;values:2 HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-queue

X-CDMI-Specification-Version: 1.1
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

{
"mimetype" : [
"text/plain”,
"text/plain”

1

’aluerange" = )
"0-19",
U=-2U

1

"value™ : [
"First Enqueued Value",
"Second Enqueued Value™

}

EXAMPLE 5 GET to the queue object URI to read the queue object using multi-paft MIME:

GET /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Accept: multipart/mixed
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 200 OK
Content-Type: multipart/mixed; boundary=gcOp4JqOM2Yt08j34cOp
X-CDMI-Specification-Version: 1.1

--gc0p4JgOM2Yt08j34cOp

Content-Type: application/cdmi-queue

"objectType'™: "application/cdmi-queue’,
"objectlID": ""00007ED9001035E14BD1BA70C2EE98FC",

"objectName': "MyQueue',
"parentURI": ""/MyContainer/",
“parentlID™ : " 00007EDP90010C2414303B5C6D4F83170",
"domainURI": ""/cdmi( domains/MyDomain/",
"capabilitiesURI"{ }/cdmi_capabilities/queue/",
"completionStatds'™: "Complete™,
"metadata': {

3},
"queueValues': "1-2",

"mimetype: [
"application/octet-stream”,
"“application/octet-stream"”

i
“valuerange": [
“(Q_19"

"'0-36"

1

aluetransferencoding: [
""baseb4",
"base64"
1
}

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<20 bytes of binary data>

147 SNIA Technical Position Cloud Data Management Interface
Version 1.1.1

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

© SNIA

--gc0p4JgOM2Yt08j34cOp

Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<37 bytes of binary data>

--gc0p4JgOM2Yt08j34cOp--

11.4 Update a queue object using CDMI

11.4.1 Synopsis
Tq update some or all fields in an existing queue object (excluding the enqueueing of values),.the follpwing
refluest shall be performed:
PUT <root URI>/<ContainerName>/<QueueName>
Td add, update, and remove specific metadata items of an existing queue object,ithe following requgst
sHall be performed:
PUT <root URI>/<ContainerName>/<QueueName>?metadata:<metadataname>;...
Where:
e <root URI> is the path to the CDMI cloud.
e <ContainerName> is zero or more intermediate containers.
e <QueueName> is the name of the queue object to.be updated.
The object shall also be accessible at <root URI>/cdmif{objectid/<objectlD>. An update shall not resylt in a
change to the object ID.
11.4.2 Capability
The following capability describes the supported operations that may be performed when updating gn
existing queue object:
Support for the ability to modify the metadata of an existing queue object is indicated by the pregence
of the cdmi_modify_metadata capability in the specified queue object.
11.4.3 Request headers
The HTTP request headers for updating a queue object using CDMI are shown in Table 89.
Table 89 — Request headers - Update a queue object using CDMI
Header Type Description Requirement
Content-Type Header "application/cdmi-queue” Mandatary
Dtl;lly
X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatory
Specification- string e.g., "1.1,15,2.0"
Version
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11.4.4 Request message body

The request message body fields for updating a queue object using CDMI are shown in Table 90.

Table 90 — Request message body - Update a queue object using CDMI (Sheet 1 of 2)

Field name Type Description Requirement
metadata JSON Metadata for the queue object. If present, the new metadata | Optional
object specified replaces the existing object metadata. If individual

metadata items are specified in the URI, only those items
are replaced; other items are preserved.

See Clause 16 10r a turther description o metadata.

domainURI JSON URI of the owning domain. Optiohal

strin
g « If different from the parent domain, the user shall have

the "cross_domain" privilege (see
cdmi_member_privileges in Table 63 "Required settings
for domain member user objects").

« If not specified, the existing domain shall be preserved.

deserialize JSON URI of a serialized queue object that shall be'deserialized to | Optionalf
string update an existing queue object. The object)ID of the
serialized queue object shall match the:object ID of the
destination queue object.

All enqueued items in the serialized queue object shall be
added to the destination queug object.

o

copy JSON URI of a source queue object that shall be copied into the Optional
string existing destination queue object.

« If the destination, queue object URI and the copy source
queue objectURI both do not specify individual fields, the
destination-queue object shall be replaced with the
source gueue object, with the exception that the
destihation queue values shall be preserved. See 11.6
“Bhgueue a new queue value using CDMI" to copy
enqueued items.

¢ If the destination queue object URI or the copy source
queue object URI specifies individual fields, only the
fields specified shall be used to update the destination
queue object. If specified fields are not present in the
source, these fields shall be ignored. If the value field is
specified, it shall be ignored.

« If the destination queue object URI and the copy source
queue object URI both specify fields, an HTTP status
code of 400 Bad Request shall be returned to the
client.

If there are insufficient permissions to read the queue object
at the source URI or update the queue object at the
destination.l IRl _or ifthe read nlr_\nr:\tinn f:ile’ the Copy. shall
return an HTTP status code of 400 Bad Request, and the
destination queue object shall not be updated.

40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored.
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Table 90 — Request message body - Update a queue object using CDMI (Sheet 2 of 2)

4648. The object ID of the serialized queue object shall
match the object ID of the destination queue object.

All enqueued items in the serialized queue object shall be
added to the destination queue object.

Field name Type Description Requirement
deserializevalue JSON A queue object serialized as specified in Clause 15 and Optional?
string encoded using base 64 encoding rules described in RFC

a0nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be

stored.

14.4.5 Response header

The HTTP response header for updating a queue object using CDMI is shown in Table‘@{"

Table 91 — Response header - Update a queue object using CDMI

Header Type Description Requirement
Location Header The server shall respond with an absolute”WURI to which the | Conditional
string reference redirects if the object is a reference.

11.4.6 Response message body

A response body can be provided as per RFC 2616.

11.4.7 Response status

Tgble 92 describes the HTTP status codes that 0ccur when updating a queue object using CDMI.

Table 92 — HTTP status-codes - Update a queue object using CDMI

HTTP status

Description

204 No Content

The data object content was returned in the response.

302 Found The resource is a reference to another resource.
400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not(\Found

The resource was not found at the specified URI.

409-Conflict

a state transition error on the server.

The operation conflicts with a non-CDMI access protocol lock or has capised

11.4.8 Examples

EXAMPLE 1 PUT to the queue object URI to set new metadata:

PUT /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

"metadata" : {
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}

The following shows the response.

HTTP/1.1 204 No Content

EXAMPLE 2 PUT to the queue object URI to move six queue values from another queue:
PUT /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com

Content-Type:- application/Zcdmi-queue
X-CDMI-Specification-Version: 1.1

{
}

The following shows the response.

"move': "/MyContainer/SourceQueue?value:10-15"

HTTP/1.1 204 No Content

11.5 Delete a queue object using CDMI

11.5.1 Synopsis

Td delete an existing queue object, along with all enqueued values, the following request shall be
pgrformed:

DELETE <root URI>/<ContainerName>/<QueueName>
Where:

e <root URI> is the path to the CDMI*cloud.
e <ContainerName> is zero or more-intermediate containers.
¢ <QueueName> is the name lofithe queue object to be deleted.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

11.5.2 Capability

The following capability describes the supported operations that may be performed when deleting an
eXisting queue object:

Supportfof the ability to delete an existing queue object is indicated by the presence of the
cdmi<delete_queue capability in the specified queue object.

111.573 Request header

The HTTP request header for deleting a queue object using CDMI is shown in Table 93.

Table 93 — Request header - Delete a queue object using CDMI

Header Type Description Requirement
X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatory
Specification- string e.g., "1.1,15,2.0"
Version
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A request body can be provided as per RFC 2616.

11.5.5 Response headers

Response headers can be provided as per RFC 2616.

11.5.6 Response message body

A response body can be provided as per RFC 2616.

11.5.7 Response status

Tgble 94 describes the HTTP status codes that occur when deleting a queue object using,CDMI.

Table 94 — HTTP status codes - Delete a queue object using CDMI

HTTP status Description

204 No Content The queue object was successfully deleted.

400 Bad Request The request contains invalid parameters orfield names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authaerization to perform this request.

404 Not Found The resource was not found .at.the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has cause¢d a
state transition error on-the server.

11.5.8 Example

EXAMPLE

DELETE to the queue objeet URI:

HTTP/1.1 204 (N@*Content

11.6:1 ~Synopsis

DELETE /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
X-CDMI-Specification-Version: 1.1

The following shows the response.

11.6 Engueue a new queue value using CDMI

To enqueue one or more values into an existing queue object, the following request shall be performed:

POST <root URI>/<ContainerName>/<QueueName>

Where:

e <root URI> is the path to the CDMI cloud.

e <ContainerName> is zero or more intermediate containers that already exist, with one slash (i.e.,
"I") between each pair of container names.

¢ <QueueName> is the name of the queue object to be enqueued into.
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e object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

.6.2 Capabilities

e following capabilities describe the supported operations that can be performed when enqueuing a new
lue into an existing queue object:

«  Support for the ability to modify the value of an existing queue object is indicated by the presence
of the cdmi_modify_value capability in the specified queue object.

e Support for the ability to modify the value of an existing queue object using multi-part MIME is
indicated by the presence of the "cdmi_multipart_mime" system-wide capability.

11
TH

11

TH
T4

.6.3 Request headers

e HTTP request headers for enqueuing a new queue object value using CDMI are showin Tablg 95.

Table 95 — Request headers - Enqueue a new queue object value using CDMI

Header Type Description Requirement
Content-Type Header "application/cdmi-queue” or "multipart/mixed* Mandatofy
string

If "multipart/mixed”, the first part shall contain a body of
content-type "application/cdmi-queue”,<and the subsequent
parts shall contain the queue values as’described in 8.3
"Read a data object using CDM{".

X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatofy
Specification- string e.g., "1.1,15,2.0"
Version

.6.4 Request message body

e request message body fields for enqueuing a new queue object value using CDMI are shown in
ble 96.

Table 96 — Request message body - Enqueue a new queue object value using CDMI (Sheet 1 of 3)

Field name Type Description Requirenjent
mimetype JSON MIME types of the data values to be enqueued into the | Optional
array of queue object.
JSON

< This field shall be stored as part of the queue object.

« If this field is not included and multi-part MIME is not
being used, the value of "text/plain” shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the value of the "Content-Type" header

strings

of the corresponding MIME part shall be assigned as

* The same number of array elements shall be
present as is present in the value field, and the
mimetype field shall be associated with the value in
the corresponding position.

* This mimetype field value shall be converted to
lower case before being stored.

40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with an HTTP status code of 400
Bad Request.
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Table 96 — Request message body - Enqueue a hew queue object value using CDMI (Sheet 2 of 3)

Field name

Type

Description

Requirement

copy

JSON
string

URI of a source data object or queue object from which
the value shall be copied and enqueued

« If a copy source object URI to a data object is
provided, the value, mimetype, and
valuetransferencoding field values from the source
data object are used to enqueue the new item into
the destination queue object.

 If a copy source object URI to a queue object is

Optional®

provided, the corresponding value, mimetype, and
valuetransferencoding field values of the specified
number of enqueued items in the source queue
object are copied to the destination queue object.

move

JSON
string

URI of a source data object or queue object from which
the value shall be moved and enqueued

« If a move source object URI to a data objeCt'is
provided, the value, mimetype, and
valuetransferencoding field values from.the source
data object are used to enqueue thé.new item into
the destination queue object, and\the source data
object is atomically deleted.

 If a move source object URI)to a queue object is
provided, the corresponding value, mimetype, and
valuetransferencoding\field values of the specified
number of enqueueditems in the source queue
object are transférred to the destination queue
object and atomically removed from the source
gueue object.

Optional®

Bad Request.

a0nly one of these fields shall be specified imany given operation. Except for value, these fields shall not|be
stored. If more than one of these fields is;supplied, the server shall respond with an HTTP status code of 00
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Table 96 — Request message body - Enqueue a hew queue object value using CDMI (Sheet 3 of 3)

Field name Type Description Requirement

valuetransferencoding | JSON The value transfer encoding used for the queue object | Optional
array of value. Two value transfer encodings are defined:
JSON

strings « "utf-8" indicates that the queue object value contains

a valid UTF-8 string, and shall be transported as a
UTF-8 string in the value field.

« "base64" indicates that the queue object value may
contain arbitrary binary sequences, and shall be
transported as a base 64 encoded string in the value
field. Setting the contents of the queue object value
field to any value other than a valid base 64 string
shall result in an HTTP status code of 400 Bad
Request being returned to the client.

« If this field is not included and multi-part MIME is not
being used, the value of "utf-8" shall be assigned as
the field value.

« If this field is not included and multi-part MIMEis
being used, the value of "utf-8" shall be assigned as
the field value if the "Content-Type" header of the
corresponding MIME part includes\the charset
parameter as defined in RFC 2046 of "utf-8" (e.g.,
".charset=utf-8"). Otherwise{thevalue of "base64"
shall be assigned as the field"value. This field
applies only to the encoding of the value when
represented in JSON;\the "Content-Transfer-
Encoding" header of'the part specifies the encoding
of the value withifva multi-part MIME request, as
defined in RFE2045.

 This field-shall be stored as part of the object.

value JSON Data to.be enqueued into the queue object. Optional?

array of v . . . :
JSON « Mf-this field is not included and multi-part MIME is

being used, the contents of the MIME parts shall be
assigned as the field value.

« If the corresponding valuetransferencoding field
indicates UTF-8 encoding, the value shall be a
UTF-8 string escaped using the JSON escaping
rules described in RFC 4627.

« If the corresponding valuetransferencoding field
indicates base 64 encoding, the value shall be first
encoded using the base 64 encoding rules as
described in RFC 4648.

strings

a0nly one of these fields shall be specified in any given operation. Except for value, these fields shall notjoe
stared. If more than one of these fields is supplied, the server shall respond with an HTTP status code of #00
Bad Request.

11.6.5 Response headers

Response headers can be provided as per RFC 2616.

11.6.6 Response message body

A response body can be provided as per RFC 2616.
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Table 97 describes the HTTP status codes that occur when enqueuing a new queue object using CDMI.

Table 97 — HTTP status codes - Enqueue a new queue object value using CDMI

HTTP status

Description

204 No Content The new queue object values were enqueued.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol leck-.or has capsed

a state transition error on the server.

11

.6.8 Examples

AMPLE 1 POST to the queue object URI a new value:

POST /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.1

{
"mimetype™ : [
"text/plain”
"value™ : [
"Value to Enqueue™
1
}

The following shows the response.

HTTP/1.1 204 No Content

AMPLE 2 POST to the‘gueue object URI to copy an existing value:

POST /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-object
X-CDMI-SpecCification-Version: 1.1

{
by

‘copy' : ""/MyContainer/MyDataObject. txt"

I'ne Tollowing SNows tne response.

HTTP/1.1 204 No Content
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EXAMPLE 3 POST to the queue object URI to transfer 20 values from another queue object:
POST /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
}

The following shows the response.

"move'" : "/MyContainer/FirstQueue?values:20"

HTTF/ZL1L.1 ZU4 NO CLOINLernt

EXAMPLE 4 POST to the queue object URI two new values:

POST /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

{
"mimetype™ : [
"text/plain”,
"text/plain”

1

"value™ : [
"First",
"Second"*

}

The following shows the response.

HTTP/1.1 204 No Content

EXAMPLE 5 POST to the queue object URI'two new values, one with base 64 transfer encoding and one ith
utf-8 transfer encoding:

POST /MyContainer/MyQueue.HFTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-VYersion: 1.1

{

"mimetype" :\E
“text/plain',
"text/plain”

1.

"valuetransferencoding™: [

Yutf-8",

"base64"

1.

"value": [
TFIrst,
"U2vjb25k™

1
}

The following shows the response.

HTTP/1.1 204 No Content
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EXAMPLE 6 POST to the queue object URI the binary contents of two new values using multi-part MIME:

POST /MyContainer/MyQueue HTTP/1.1

Host: cloud.example.com

Content-Type: multipart/mixed; boundary=gcOp4JqOM2Yt08j34cOp
X-CDMI-Specification-Version: 1.1

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/cdmi-queue

O
--gc0p4JgOM2Yt08j34cOp

SNIA

fal £+ S = L 2 Vi ot £+
CoOTTeCTTIC rypt—app rrcacronz7octeT—sttrean

Content-Transfer-Encoding: binary
<20 bytes of binary data>

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<37 bytes of binary data>
--gc0p4JgOM2Yt08j34cOp--
The following shows the response.

HTTP/1.1 204 No content

EXAMPLE 7 POST to the queue object URI the mime types and*binary contents of two new values using 1
part MIME:

POST /MyContainer/MyQueue HTTP/1.1

Host: cloud.example.com

Content-Type: multipart/mixed; boundary=gcOp4JqOM2Yt08j34cOp
X-CDMI-Specification-Version: 1.1

--gc0p4JgOM2Yt08j34cOp
Content-Type: application/cdni=queue

{
“"mimetype" : [
"application/pdf'{
""image/jpeg”

}

--gc0p4JgOM2Yt08j34c0p

Content-Type: application/octet-stream
Content-Fransfer-Encoding: binary

<20 bytes of binary data>

~-gc0p4JqOM2Yt08§34cOp

nulti-

Content-Type: application/octet-stream

Content-Transfer-Encoding: binary
<37 bytes of binary data>
--gc0p4JgOM2Yt08j34cOp--

The following shows the response.

HTTP/1.1 204 No content
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11.7 Delete a queue object value using CDMI

11.7.1 Synopsis

To delete one or more of the oldest enqueued values in an existing queue, the following request shall be
performed:

DELETE <root URI>/<ContainerName>/<QueueName>?value
DELETE <root URI>/<ContainerName>/<QueueName>?values:<count>
DELETE <root URI>/<ContainerName>/<QueueName>?values:<range>

Where:

TH

e <root URI> is the path to the CDMI cloud.

e <ContainerName> is zero or more intermediate containers.

¢ <QueueName> is the name of the queue object to be deleted.
e <count> is the number of values, starting from the oldest, to be removed from’the queue obj

shall be considered equal to the number of entries in the queue object.

the first range value is smaller than the lowest queue value, the lewest existing queue value
be used. If the first range value is larger than the lowest queuevalue, an HTTP status code o
Bad Request shall be returned to the client. If the second<¢ange value is higher than the hi

queue value deletion.

e object shall also be accessible at <root URI>/cdmi_gbjectid/<objectID>.

pct. If

more queue object entries are requested to be deleted than exist in the queue object, the cqunt

e <range> is the lowest to highest numbers as found in the queueValues fi€ld that are to be removed
from the queue object. The first range value shall be smaller or equalto the lowest queue vajue. If

shall
400
ghest

existing queue value, the highest existing queue valuesshall be used, which allows for idempotent

The "?value" suffix at the end of the queue resource URI shall be included to distinguish the deletion pf the
olglest value from the deletion of the queue objectitself, as described in 11.5 "Delete a queue object jusing
CDhMI" (which deletes all enqueued values).
11.7.2 Capability
The following capability describes the supported operations that may be performed when deleting an
eXisting queue object value:
Support for the ability toumodify the value of an existing queue object is indicated by the presenge of
the cdmi_modify_value capability in the specified queue object.
14.7.3 Requesttheader
The HTTP request header for deleting a queue object value using CDMI is shown in Table 98.
Table 98 — Request header - Delete a queue object value using CDMI
Header Type Description Requirenent
X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatory
Specification- string eg., "1.1,15,2.0"
Version
11.7.4 Request message body

A request body can be provided as per RFC 2616.
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11.7.5 Response headers

Response headers can be provided as per RFC 2616.

11.7.6 Response message body

A response body can be provided as per RFC 2616.

11.7.7 Response status

© SNIA

Table 99 describes the HTTP status codes that occur when deleting a queue object value using CDMI.

Table 99 — HTTP status codes - Delete a queue object value using CDMI

HTTP status Description

204 No Content The queue object value was successfully deleted.

400 Bad Request The request contains invalid parameters or field names:.

401 Unauthorized The authentication credentials are missing or invalid:

403 Forbidden The client lacks the proper authorization to.perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non=€DMI access protocol lock or has caysed
a state transition error on the server.

11.7.8 Examples

EXAMPLE 1 DELETE to the queue object URI valueito delete the oldest enqueued value:
DELETE /MyContainer/MyQueue?value HTTP/1.1

Host: cloud.example.com

X-CDMI-Specification-Version: 1.1

The following shows the response,

HTTP/1.1 204 No Content

EXAMPLE 2 DELETE te the queue object URI value to remove the ten oldest values:
DELETE /MyContamner/MyQueue?values:10 HTTP/1.1

Host: cloud<example.com

X-CDMI-SpeeiFfication-Version: 1.1

The following shows the response.

HTTPZ1.1 204 No Content

DELETE /MyContainer/MyQueue?values:10-19 HTTP/1.1
Host: cloud.example.com
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 204 No Content
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12 Capability object resource operations using CDMI

12.1 Overview

Capability objects allow a CDMI™ client to discover what subset of this International Standard is
implemented by a CDMI provider.

For each URI in a cloud storage system, the set of interactions that the system is capable of performing for
that URI are described by the presence of named capabilities. Each capability present for a given URI
indicates what functionality the cloud storage system will allow against that URI. Capabilities are always
Stéfic.

Capabilities may differ from the operations permitted by an Access Control List (ACL) (see 16.,1)
agsociated with a given URI, e.g., a read-only cloud may not permit write access to a container’or oljject,
dgspite the presence of an ACL allowing write access.

Clpud clients may use capabilities to discover what operations are supported. If an operation is attempted
or] a CDMI object that does not have a corresponding capability, an HTTP status code of 400 Bad
Request shall be returned to the client. All CDMI-compliant cloud storage systens shall implement the
ahjility to read capabilities, but support for the functionality indicated by eachcapability is optional.

Eyery CDMI data object, container object, domain object, and queue objeet shall have a capabilitiesURI
figld that contains a valid URI of a capabilities object. Within the capabilities object, the name of eaclp
cdpability confers a specific meaning that has been agreed to betwgéen the cloud storage provider and the
clpud storage consumer.

The capabilities defined as part of this International Standardrare described starting in 12.1.1 "Cloud
stprage system-wide capabilities". Vendor-defined capabilities not specified in this International Starjdard

shall not start with "cdmi_".

o

Figure 7 shows the hierarchy of capabilities and shows how the capabilitiesURI links data objects an
cdntainer objects into the capabilities tree.

“/" Root URI capaiiQsERI > cdmi_capabilities/
mydaomain/ capabilitiesURI domain/
mycontainer/ capabilitiesUR| container/

. capabilitiesURI
mygoldcontainer/ —Pﬁ

gold_container/

-

capabilitiesURI

mydataobject
K} dataobject/

myimmutabledataobject capabilitiesURI
o Immutable/
L]

capabilitiesURI

1K XS

myqueue

», queue/

Figure 7 — Hierarchy of capabilities

The capabilities container within the capabilities tree to which an object is linked is based on the type of the
object and the data system metadata fields present in the object.
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A container with no data system metadata fields specified may map to the "container" capabilities

As an option, a CDMI implementation may map a container to a "gold_container" capabilities entry, if a
data system metadata field is present and set to a given value, such as if the cdmi_data_redundancy field
was set to the value of "4". This permits a cloud provider to create profiles of data system metadata fields

and values.

Capabilities do not have a CDMI metadata field.

12.1.1 Cloud storage system-wide capabilities

Tgble 100 defines the system-wide capabilities in a cloud storage system. These capabilities, whiCh [are
fouind in the capabilities object, are referred to by the root URI (root capabilities).
Table 100 — System-wide capabilities (Sheet 1 of 4)
Capability name Type Definition
ddmi_domains JSON | If present and "true”, indicates that the cloud storage system
string supports domains. If not present, thexdomainURI field shall ngt be
present in response bodies and the fedmi_domains" URI shall not
be present.
ddmi_export_cifs JSON | If present and "true”, this capability indicates that the cloud
string | storage system supporS(CIFS exports.
ddmi_dataobjects JSON | If present and "true®; this capability indicates that the cloud
string storage system supports data objects.
ddmi_export_iscsi JSON | If present and "true”, this capability indicates that the cloud
string storage system supports iSCSI exports.
ddmi_export_nfs JSON | If présent and "true”, this capability indicates that the cloud
string | storage system supports NFS protocol exports.
ddmi_export_occi_iscsi JSONL_| 'If present and "true”, this capability indicates that the cloud
stting storage system supports OCCI/iSCSI exports.
ddmi_export_webdav JSON | If present and "true”, this capability indicates that the cloud
string | storage system supports WebDAV exports.
ddmi_metadata_maxitems JSON | If present, this capability indicates the maximum number of uger-
string defined metadata items supported per object. If absent, there |s no
limit placed on the number of user-defined metadata items.
ddmi_metadata_maxsize JSON | If present, this capability indicates the maximum size, in byteg, of
string each user-defined metadata item supported per object. If abgent,
there is no limit placed on the size of user- defined metadata
items.
ddmi<metadata_maxtotalsize JSON | If present, this capability indicates the maximum size, in bytes, of
string user-defined metadata supported by the cloud storage systelr If
QIJDCIIL, LI ICTT 1O TIU IIIIIIL pla\,cu UTT LIIC SILT UI UotTl UCIIIICU
metadata.
cdmi_notification JSON | If present and "true”, this capability indicates that the cloud
string storage system supports notification queues.
cdmi_logging JSON | If present and "true”, this capability indicates that the cloud
string storage system supports logging queues.
cdmi_query JSON | If present and "true”, this capability indicates that the cloud
string | storage system supports query queues.
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Table 100 — System-wide capabilities (Sheet 2 of 4)
Capability name Type Definition
cdmi_query_regex JSON | If present and "true”, this capability indicates that the cloud
string storage system supports query with regular expressions.
cdmi_query_contains JSON | If present and "true”, this capability indicates that the cloud
string storage system supports query with "contains" expressions.
cdmi_query_tags JSON | If present and "true”, this capability indicates that the cloud
string storage system supports query with tag-matching expressions.
Cdlll;_\.‘ucly_vu:uc \]SC:\‘II :f 'JICQCI It Al ld "tl UC", thlJ buyublllt)’ ;I |d;\..utca thu: thc \;:UUd
string storage system supports query of value fields.
ddmi_queues JSON | If present and "true", this capability indicates that thecloud
string storage system supports queue objects.
ddmi_security _access_control JSON | If present and "true”, this capability indicates-that the cloud
string storage system supports ACLs. See 12.1.3™Data system
metadata capabilities" for additional infarmation.
ddmi_security audit JSON | If present and "true", this capability-indicates that the cloud
string storage system supports audit Jogging. See 20.3 "Security
logging" for additional information.
ddmi_security_data_integrity JSON | If present and "true", this capability indicates that the cloud
string storage system supparts ‘data integrity/authenticity. See 12.1)3
"Data system meta@ata capabilities" for additional information.
ddmi_security_encryption JSON | If present and¢true”, this capability indicates that the cloud
string storage system supports data at-rest encryption. See 12.1.3 "Pata
system mgtadata capabilities" for additional information.
ddmi_security_immutability JSON | If present and "true”, this capability indicates that the cloud
string storage system supports data immutability/retentions. See 14.1.3
"Data system metadata capabilities” for additional information.
ddmi_security _sanitization JSON* | If present and "true”, this capability indicates that the cloud
string storage system supports data/media sanitization. See 12.1.3
"Data system metadata capabilities" for additional information.
ddmi_serialization_json JSON | If present and "true”, this capability indicates that the cloud
string storage system supports JSON as a serialization format.
ddmi_snapshots JSON | If present and "true", this capability indicates that the cloud
string | storage system supports snapshots.
ddmi_references JSON | If present and "true”, this capability indicates that the cloud
string | storage system supports references.
ddmi_object¥move_from_local JSON | If present and "true”, this capability indicates that the cloud
string storage system supports moving CDMI objects from URIs within
the same storage system.
cdmi_object_move_from_remote JSON | If present and "true”, this capability indicates that the cloud
string storage system supports moving CDMI objects from URIs within
other CDMI storage systems.
cdmi_object_move_from_ID JSON | If present and "true", this capability indicates that the cloud
string storage system supports moving CDMI objects without a path
from a /cdmi_objectid/ URI within the same storage system. This
effectively adds a path, allowing the object to be accessed by ID
and by path.
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Table 100 — System-wide capabilities (Sheet 3 of 4)

Capability name Type Definition
cdmi_object_move_to_ID JSON | If present and "true”, this capability indicates that the cloud
string storage system supports moving CDMI objects with a path to a /
cdmi_objectid/ URI within the same storage system. This
effectively removes the path, leaving the object only accessible by
ID.
cdmi_object_copy_from_local JSON | If present and "true", this capability indicates that the cloud
string storage system supports copying CDMI objects from URIs within
the same storage system.
ddmi_object_copy_from_remote JSON | If present and "true", this capability indicates that the cloud
string storage system supports copying CDMI objects from URIs within
other CDMI storage systems.
ddmi_object_access_by _ID JSON | If present and "true”, this capability indicates that the cloud
string storage system supports accessing, updating,\and deleting
objects through /cdmi_objectid/.
ddmi_post_dataobject_by_ID JSON | If present and "true", this capability indicates that the cloud
string storage system supports adding & new data object by ID via PDST
to "/cdmi_objectid/".
ddmi_post_queue_by_ID JSON | If present and "true”, this capability indicates that the cloud
string storage system supporfsiadding a new queue object by ID vig
POST to "/cdmi_objectid/".
ddmi_deserialize_dataobject_by ID | JSON | If present and,"true", this capability indicates that the cloud
string storage systemisupports deserializating serialized data objedts
when creatitig a new data object by ID via POST to
/cdmi_objectid/.
ddmi_deserialize_queue_by_ID JSON | If pressent and "true”, this capability indicates that the cloud
string storage system supports deserializating serialized queue objgcts
when creating a new queue object by ID via POST to "/
cdmi_objectid/".
ddmi_serialize_dataobject_to_ID JSON | If present and "true”, this capability indicates that the cloud
string storage system supports serializing data objects when creatifgg a
new data object by ID via POST to "/cdmi_objectid/".
ddmi_serialize_domain_to_ID JSON | If present and "true”, this capability indicates that the cloud
string storage system supports serializing domain objects when creating
a new data object by ID via POST to "/cdmi_objectid/".
ddmi_serialize_container_to_ID JSON | If present and "true", this capability indicates that the cloud
string storage system allows serializing container objects when creating
a new data object by ID via POST to "/cdmi_objectid/".
ddmi_serialize_queue_to_ID JSON | If present and "true", this capability indicates that the cloud
string storage system allows serializing queue objects when creating a
new data object by ID via POST to "/cdmi objectid/".
cdmi_copy_dataobject_by_ID JSON | If present and "true”, this capability indicates that the cloud
string storage system supports copying an existing data object when
creating a new data object by ID via POST to "/cdmi_objectid/".
cdmi_copy_queue_by ID JSON | If present and "true", this capability indicates that the cloud
string storage system supports copying an existing queue object when
creating a new queue object by ID via POST to "/cdmi_objectid/".
cdmi_create_reference_by _ID JSON | If present and "true", this capability indicates that the cloud
string storage system supports creating a new reference via POST to "/
cdmi_objectid/".
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Table 100 — System-wide capabilities (Sheet 4 of 4)

Capability name Type Definition

cdmi_copy_dataobject_from_queue | JSON | If present and "true", this capability indicates that the cloud
string storage system supports the ability to copy to a data object from a
gueue object.

cdmi_multipart_mime JSON | If present and "true”, this capability indicates that the cloud
string storage system supports storing and retrieving the value of data
and queue objects using multi-part MIME.

cdmi_create_value_range_by_ID JSON | If present and "true", this capability indicates that the system
Sirng | allows a new data object’s value 10 be created with byte ranges
through "/cdmi_objectid/".

14.1.2 Storage system metadata capabilities

Tqble 101 defines the capabilities for storage system metadata in a cloud storage system. These
cdpabilities are found in the capabilities objects for domain objects, data objects, cantainer objects, #nd

gyeue objects. Seel6.3 for a description of these storage system metadata items:

Table 101 — Capabilities for storage system metadata

Capability name Type Definition
ddmi_acl JSON If present and "true",4his'capability indicates that the cloud
string storage system supports ACLs. When a CDMI implementatign

supports ACLs for.the purpose of access control, the system-wide
capability of cdmi_security_access_control specified in Tabld 101
of 12.1.1."Cloud storage system-wide capabilities” shall be sgt to
"true". Otherwise, it shall not be present, indicating that there |s no
suppotrt for access control.

ddmi_size JSON If present and "true", this capability indicates that the cloud
string storage system shall generate a cdmi_size storage system
metadata for each stored object.

ddmi_ctime JSON If present and "true", this capability indicates that the cloud
string storage system shall generate a cdmi_ctime storage system
metadata for each stored object.

ddmi_atime JSON If present and "true", this capability indicates that the cloud
string storage system shall generate a cdmi_atime storage system
metadata for each stored object.

ddmi_mtime JSON If present and "true", this capability indicates that the cloud
string storage system shall generate a cdmi_mtime storage systen
metadata for each stored object.

ddmi_aeount JSON If present and "true", this capability indicates that the cloud
string storage system shall generate a cdmi_acount storage system
metadata for each stored object.

cdmi_mcount JSON If present and "true", this capability indicates that the cloud
string storage system shall generate a cdmi_mcount storage system
metadata for each stored object.

12.1.3 Data system metadata capabilities

Table 102 defines the capabilities that indicate which data system metadata items are supported for
objects stored in a cloud storage system. These capabilities are found in the capabilities objects for
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domains, data objects, containers, and queues. See 16.4 "Support for data system metadata" (Table 119)
for a description of the meaning of the corresponding data system metadata items.

Table 102 — Capabilities for data system metadata (Sheet 1 of 3)

Capability name

Type

Definition

cdmi_assignedsize

JSON
string

When the cloud storage system supports the cdmi_assignedsize
data system metadata as defined in 16.4, the cdmi_assignedsize
capability shall be present and set to the string value "true". When
this capability is absent, or present and set to the string value
"false", cdmi_assignedsize data system metadata shall not be

I
usStu.

ddmi_data_redundancy

JSON
string

When the cloud storage system supports the
cdmi_data_redundancy data system metadata as defined in 16.4,
the cdmi_data_redundancy capability shall be present and sef to a
positive numeric string representing the maximumsvalue that|the

server supports. When this capability is absent, or present anf set
to an empty string value ", cdmi_data_redundancy data system

metadata shall not be used.

ddmi_data_dispersion

JSON
string

When the cloud storage system stpports the
cdmi_data_dispersion data systenm metadata as defined in 16.4,
the cdmi_data_dispersion capability shall be present and set|to
the string value "true”. Whep this capability is absent, or predent
and set to the string value "false", cdmi_data_dispersion datd
system metadata shallnot be used.

ddmi_data_retention

JSON
string

When the cloud ‘storage system supports both the
cdmi_retention™id and cdmi_retention_period data system
metadata.as-defined in 16.4, the cdmi_data_retention capabi
shall be present and set to the string value "true". When this
capabijlity is absent, or present and set to the string value "false",
cdimi_retention_id and cdmi_retention_period data system
metadata shall not be used.

ty

ddmi_data_autodelete

JSON
string

When the cloud storage system supports the
cdmi_data_autodelete data system metadata as defined in 1p.4,
the cdmi_data_autodelete capability shall be present and sefto
the string value "true". When this capability is absent, or pregent
and set to the string value "false", cdmi_data_autodelete data
system metadata shall not be used.

ddmi_data_holds

JSON
string

When the cloud storage system supports the cdmi_hold_id data
system metadata as defined in 16.4, the cdmi_data_holds
capability shall be present and set to the string value "true". WWhen
this capability is absent, or present and set to the string valug
"false", cdmi_data_holds data system metadata shall not be ysed.

When a cloud storage system supports holds for the purposq of
making data immutable, the system-wide capability of
cdmi_security_immutability specified in Table 100 of 12.1.1 ghall

bepresentandsetto“true':

cdmi_encryption

JSON
array of
JSON
strings

When the cloud storage system supports the cdmi_encryption
data system metadata as defined in 16.4, the cdmi_encryption
capability shall be present and set to one or more values
described in the cdmi_encryption data system metadata section in
16.4. When this capability is absent, or present and is an empty
JSON array, cdmi_encryption data system metadata shall not be
used.

When a cloud storage system supports at-rest encryption, the
system-wide capability of cdmi_security_encryption specified in
Table 100 of 12.1.1 shall be present and set to "true".
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Table 102 — Capabilities for data system metadata (Sheet 2 of 3)

Capability name Type Definition

cdmi_geographic_placement JSON When the cloud storage system supports the

string cdmi_geographic_placement data system metadata as defined in
16.4, the cdmi_geographic_placement capability shall be present
and set to the string value "true". When this capability is absent, or
present and set to the string value "false",
cdmi_geographic_placement data system metadata shall not be
used.

cdmi immediate redundancy JSON When the cloud storage system supports the

string cdmi_immediate_redundancy data system metadata as definpd in
16.4, the cdmi_immediate_redundancy capability shall be.prgsent
and set to a positive numeric string representing the maximum
value that the server supports. When this capability.is‘absent, or
present and set to an empty string value ",
cdmi_immediate_redundancy data system metadata shall ngt be

used.

ddmi_infrastructure_redundancy | JSON When the cloud storage system supports the

string cdmi_infrastructure_redundancy data‘system metadata as
defined in 16.4, the cdmi_infrastriieture_redundancy capabilify
shall be present and set to a pesitive numeric string representing
the maximum value that theserver supports. When this capapility
is absent, or present and'set to an empty string value ",
cdmi_infrastructure~fedundancy data system metadata shall|not

be used.

ddmi_latency JSON When the cloud'storage system supports the cdmi_latency dpta
string system metadata as defined in 16.4, the cdmi_latency capabjlity
shall be present and set to the string value "true". When this
capability is absent, or present and set to the string value "false",
cdimi~latency data system metadata shall not be used.

ddmi_RPO JSON When the cloud storage system supports the cdmi_RPO datg
string system metadata as defined in 16.4, the cdmi_RPO capability
shall be present and set to the string value "true". When this
capability is absent, or present and set to the string value "false",
cdmi_RPO data system metadata shall not be used.

ddmi_RTO JSON When the cloud storage system supports the cdmi_RTO datd
string system metadata as defined in 16.4, the cdmi_RTO capabilit
shall be present and set to the string value "true". When this
capability is absent, or present and set to the string value "false",
cdmi_RTO data system metadata shall not be used.

ddmi_sanitization. method JSON When the cloud storage system supports the
array of cdmi_sanitization_method data system metadata as defined jn
JSON 16.4, the cdmi_sanitization_method capability shall be presep
strings and set to one or more values described in the
cdmi_sanitization_method data system metadata section in 16.4.
When-this-capability-is-absent-erpresent-andisan-empty-JSON

array, cdmi_sanitization_method data system metadata shall not
be used.

=3

When a cloud storage system supports sanitization, the system-
wide capability of cdmi_security_sanitization specified in
Table 100 of 12.1.1 shall be present and set to “true".

cdmi_throughput JSON When the cloud storage system supports the cdmi_throughput
string data system metadata as defined in 16.4, the cdmi_throughput
capability shall be present and set to the string value "true". When
this capability is absent, or present and set to the string value
"false", cdmi_throughput data system metadata shall not be used.

167 SNIA Technical Position Cloud Data Management Interface
Version 1.1.1

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

© SNIA

Table 102 — Capabilities for data system metadata (Sheet 3 of 3)

Capability name Type Definition
cdmi_value_hash JSON When the cloud storage system supports the cdmi_value_hash
array of data system metadata as defined in 16.4, the cdmi_value_hash
JSON capability shall be present and set to one or more values
strings described in the cdmi_value_hash data system metadata section
in 16.4. When this capability is absent, or present and is an empty
JSON array, cdmi_value_hash data system metadata shall not be
used.
When a cloud storage system supports value hashing, the
system-wide capability of cdmi_security_data_integrity specified
in Table 100 of 12.1.1 shall be present and set to "true".
ddmi_authentication_methods JSON If present, this capability contains a list of server-supported
array of authentication methods that are supported by adomain. The
JSON following values for authentication method strings’are defineg:
strings

e "anonymous" - Absence of authentication supported
e "basic" - HTTP basic authentication’supported (RFC 2617
« "digest" - HTTP digest authentication supported (RFC 261})

« "krb5" - Kerberos authentication-supported, using the Kerberos
domain specified in the CDMIdomain (RFC 4559)

« "x509" - certificate-based.authentication via TLS (SNIA TL

UJ
~

The following values‘are examples of other widely used
authentication methads that may be supported by a CDMI sejrver:

e "s3" - S3 API'signed header authentication supported

» "openstack’ - OpenStack Identity API header authenticatiop
supported

Intefoperability with these authentication methods are not defined
by-this International Standard.

Servers may include other authentication methods not includgd in
the above list. In these cases, it is up to the CDMI client and GDMI
server to ensure interoperability.

When present, the cdmi_authentication_methods data systen
metadata shall be supported for all domains.

14.1.4 Data object capabilities

Tqble 103 definesthe’ capabilities for data objects in a cloud storage system.

Table 103 — Capabilities for data objects (Sheet 1 of 2)

Capability hame Type Definition
ddmi, read_value JSON If present and "true", this capability indicates that the cloud
Dtl;lly DtUIQyC DyDtCIII Dhﬂ:: DUP'JUIt thC ﬂbl:lty tU IC(JCII thC Ubijt’Q
value.
cdmi_read_value_range JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to read the object’s value
with byte ranges.
cdmi_read_metadata JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to read the object’s
metadata.
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Table 103 — Capabilities for data objects (Sheet 2 of 2)
Capability name Type Definition
cdmi_modify_value JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to modify the object’s
value.
cdmi_modify_value_range JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to modify the object’s
value with byte ranges.
cdmi_modify_metadata JSON If present and "true", this capability indicates that the cloud
String Storage system snall support the ability 0 modiy the ObJeci's
metadata.
ddmi_modify_deserialize_dataobject | JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability of the data)object tg
deserialize a serialized data object into the data‘Object as an
update.
ddmi_delete_dataobject JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ahifity to delete the object
13.1.5 Container capabilities
Tgble 104 defines the capabilities for containers in a cloud storage System.
Table 104 — Capabilities for containers (Sheet 1 of 3)
Capability name Type Definition
ddmi_list_children JSON | If present and "true", this capability indicates that the cloud
string storage'system shall support the ability to list the container’s
children.
ddmi_list_children_range JSON, [Mf present and "true”, this capability indicates that the cloud
string storage system shall support the ability to list the container’s
children with ranges.
ddmi_read_metadata JSON | If present and "true”, this capability indicates that the cloud
string storage system shall support the ability to read the container’s
metadata.
ddmi_modify_metadata JSON | If present and "true”, this capability indicates that the cloud
string storage system shall support the ability to modify the containgr’s
metadata.
ddmi_maodify_deserialize_container | JSON | If present and "true", this capability indicates that the cloud
string storage system shall support the ability of the container objeqt to
deserialize a serialized container object into the container object
as an update.
dmi’ snapshot JSON | If present and "true"”, this capability indicates that the cloud

string storage system shall support the ability of the container object to
create a new snapshot.

cdmi_serialize_dataobject JSON | If present and "true", this capability indicates that the cloud
string storage system shall support the ability to serialize a data object.

cdmi_serialize_container JSON | If present and "true", this capability indicates that the cloud
string storage system shall support the ability to serialize the container
and all children’s contents.
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Table 104 — Capabilities for containers (Sheet 2 of 3)

Capability name Type Definition
cdmi_serialize_queue JSON | If present and "true”, this capability indicates that the cloud
string storage system shall support the ability to serialize a queue
object.
cdmi_serialize_domain JSON | If present and "true”, this capability indicates that the cloud
string storage system shall support the ability to serialize the domain
and all child domains.
cdmi_deserialize_container JSON | If present and "true", this capability indicates that the cloud
String Storage system shall SUpport the ability of the container 1o L
deserialize the serialized containers and associated serialize
children into the container.
ddmi_deserialize_queue JSON | If present and "true”, this capability indicates that-thié cloud
string storage system shall support the ability of the, container to
deserialize the serialized queue objects intg_the container.
ddmi_deserialize_dataobject JSON | If present and "true”, this capability indicates that the cloud
string storage system shall support the ability.of the container to
deserialize the serialized data objects into the container.
ddmi_create_dataobject JSON | If present and "true”, this capability indicates that the cloud
string storage system shall supporbthe ability of the container to adfl a
new data object.
ddmi_post_dataobject JSON | If present and "true{this capability indicates that the cloud
string storage system shall support the ability of the container to adfl a
new data object.via POST.
ddmi_post_queue JSON | If presentiand "true", this capability indicates that the cloud
string storagé system shall support the ability of the container to adfl a
new.gueue object via POST.
ddmi_create_container JSON ¥ present and "true", this capability indicates that the cloud
string storage system shall support the ability to create a new contginer
object via PUT.
ddmi_create_queue JSON | If present and "true”, this capability indicates that the cloud
string storage system shall support the ability to create new queue
objects..
ddmi_create_reference JSON | If present and "true”, this capability indicates that the cloud
string storage system shall support the ability to create a new child
reference via PUT.
ddmi_export_container_cifs JSON | If present and "true", this capability indicates that the cloud
string storage system shall support the ability to export a container ps a
file system via CIFS.
ddmifexport_container_nfs JSON | If present and "true”, this capability indicates that the cloud
string storage system shall support the ability to export a container ps a
file system via NFS.
cdmi_export_container_iscsi JSON | If present and "true", this capability indicates that the cloud
string storage system shall support the ability to export a container as a
file system via iSCSI.
cdmi_export_container_occi JSON | If present and "true", this capability indicates that the cloud
string storage system shall support the ability to export a container as a
file system via OCCI.
cdmi_export_container_webdav JSON | If present and "true", this capability indicates that the cloud
string storage system shall support the ability to export a container as a
file system via WebDAV.
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Table 104 — Capabilities for containers (Sheet 3 of 3)
Capability name Type Definition
cdmi_delete_container JSON | If present and "true”, this capability indicates that the cloud
string storage system shall support the ability to delete a container.
cdmi_move_container JSON | If present and "true”, this capability indicates that the cloud
string storage system shall support the ability to move a container object
into a container.
cdmi_copy_container JSON | If present and "true”, this capability indicates that the cloud
string storage system shall support the ability to copy a container object
N0 a container.
ddmi_move_dataobject JSON | If present and "true", this capability indicates that the cloud
string storage system shall support the ability to move a data ebjectinto
a container.
ddmi_copy_dataobject JSON | If present and "true", this capability indicates’that the cloud
string storage system shall support the ability to copy a data object into
a container.
ddmi_create_value_range JSON | If present and "true", this capability-indicates that the containgr
string allows a new data object’s value‘to-be created with byte ranggs.

14.1.6 Domain object capabilities

Tqble 105 defines the capabilities for domains in a cloud storage system. (All capabilities refer to what may
bg done via CDMI content-type operations.

Table 105 — Capabilities for domain objects (Sheet 1 of 2)

Capability name Type Definition
ddmi_create_domain JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to add a new
subdomain.
ddmi_delete_domain JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to delete a domiain.
ddmi_move_domain JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to move a domaip.
ddmi_domain_summary, JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to support domain
summaries.
ddmi_domain) members JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to support domain user
management.
Celri—tist—echildren JSON H-present-and—trde—this-capabiliy-indicates-that-the-cloud
string storage system shall support the ability to list the domain's
children.
cdmi_read_metadata JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to read the domain's
metadata.
cdmi_modify_metadata JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to modify the
domain's metadata.
171 SNIA Technical Position Cloud Data Management Interface
Version 1.1.1

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

© SNIA

Table 105 — Capabilities for domain objects (Sheet 2 of 2)

Capability name Type Definition
cdmi_modify_deserialize_domain JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to deserialize a
serialized domain object into the domain object as an update.
cdmi_copy_domain JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to copy the domain
(via PUT) to another URI.
cdmi deserialize domain JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to deserialize
serialized domains and associated serialized children inte the
domain.

14.1.7 Queue object capabilities

T4ble 106 defines the capabilities for queue objects in a cloud storage system.

Table 106 — Capabilities for queue objects

Capability name Type Definition
ddmi_read_value JSON If present and "true", this-capability indicates that the cloud
string storage system shall‘'support the ability to read a queue's valpe.
ddmi_read_metadata JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to read the queue's
metadata.
ddmi_maodify_value JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to modify the queue's
value.
ddmi_modify_metadata JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to modify the queue's
metadata.
ddmi_modify_deserialize_queue «|\JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to deserialize a serialized
queue into the queue as an update.
ddmi_delete_queue JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to delete a queue.
ddmi_move_queue JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to move a queue to
another URI.
ddmijZcepy_queue JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to copy a queue to angther
cdmi_reference_queue JSON If present and "true", this capability indicates that the cloud
string storage system shall support the ability to reference a queue from

another queue.

12.1.8 Capability object representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support
UTF-8 JSON representation. The request and response body JSON fields may be specified or returned in
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any order, with the exception that, if present, for capability objects, the childrenrange and children fields
shall appear last and in that order.

12.2 Read a capabilities object using CDMI

12.2.1 Synopsis
To read all fields from an existing capability object, the following request shall be performed:

GET <root URI>/cdmi_capabilities/<Capability>/<TheCapability>/

Td read one or more requested fields from an existing capability object, one of the following requesty shall
bg performed:

GET <root URI>/cdmi_capabilities/<Capability>/<TheCapability>/
?<fieldname>;<fieldname>
GET <root URI>/cdmi_capabilities/<Capability>/<TheCapability>/?childréen:<rangey

Where:

e <root URI> is the path to the CDMI cloud.

e <Capability> is zero or more intermediate capabilities containers,

¢ <TheCapability> is the name specified for the capabilities to beyread from.
» <fieldname> is the name of a field.

e <range> is a humeric range within the list of children.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

14.2.2 Capability

The following capability describes the supported.operations that may be performed when reading an
eXisting capabilities object:

All CDMI implementations shall petmit clients to read all fields of all capabilities objects.

14.2.3 Request headers

The HTTP request headers\for reading a capabilities object using CDMI are shown in Table 107.

Table 107 — Request headers - Read a capabilities object using CDMI

Header Type Description Requirement

Accept Header "application/cdmi-capability” or a consistent value as per Optional
string clause 5.13.2 "Content-type negotiation"

X-CDMI- Header A comma-separated list of versions that the client supports, | Mandatory

Specification- string e.g., "1.1,15,2.0"

Naksion

12.2.4 Request message body

A request body shall not be provided.
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12.2.5 Response headers
The HTTP response headers for reading a capabilities object using CDMI are shown in Table 108.
Table 108 — Response headers - Read a capabilities object using CDMI
Header Type Description Requirement
X-CDMI- Header The server shall respond with the highest version supported | Mandatory
Specification- string by both the client and the server, e.g., "1.1".
Version
If the server does not support any of the versions that the
client supports, the server shall return an HTTP status code
Uf 4UG BcluI RCL'UCD | 9
Content-Type Header "application/cdmi-capability" Mandatary
string

14.2.6 Response message body

The response message body fields for reading a capabilities object using CDMJ-are shown in Table [L09.

Table 109 — Response message body - Read a capabilities gbject using CDMI

Field name Type Description Requirenent

objectType JSON "application/cdmi-capability" Mandatory
string

objectlD JSON Obiject ID of the object Mandatory
string

objectName JSON Name of the object Mandatory
string

parentURI JSON URI for the parent object Mandatory
string

parentlD JSON Object ID of the parent container object Mandatory
string

capabilities JSON The capabilities supported by the corresponding object. Mandatory
object Capabilities in the "/cdmi_capabilities/" object are system-

wide capabilities. Capabilities found in children objects
under "/cdmi_capabilities/" correspond to the capabilities of
a specific subset of objects. Each capability is expressed as
a JSON string.

childrenrange JSON The child capabilities of the capability expressed as arange. | Mandatory
string If a range of child capabilities is requested, this field
indicates the children returned as a range.

children JSON Names of the children capabilities objects. For the root Mandatory
array of container capabilities, this includes "domain/", "container/",
JSON “dataobject—ana—quenelWithireach-ofthese
strings capabilities objects, further more specialized capabilities

profiles may be specified by the cloud storage system.

If individual fields are specified in the GET request, only these fields are returned in the result body.
Optional fields that are requested but do not exist are omitted from the result body.
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12.2.7 Response status

Table 110 describes the HTTP status codes that occur when reading a capabilities object using CDMI.

Table 110 — HTTP status codes - Read a capabilities object using CDMI

HTTP status Description

200 OK The capabilities object content was returned in the response.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

406 Not Acceptable The server is unable to provide the object in the content type’specified in
the Accept header.

14.2.8 Examples

EXAMPLE 1 GET to the root container capabilities URI to read all fields of the-gontainer:

GET /cdmi_capabilities/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-capability
X-CDMI-Specification-Version: 1.1

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-capabi ity
X-CDMI-Specification-Version: 1.1

{
"objectType': "applicationZedmi-capability",
"objectlID": "00007E7F00104BE66AB53A9572F9F51E",
"objectName': "cdmi_capabilities/",
“parentURI™: /",
"parentlID": "00007EZF0010128E42D87EE34F5A6560",
"capabilities": {
"cdmi_domaihs'': "true",
"cdmi_export_nfs': "true",
"cdmi_eXport_iscsi': "true",
'cdmi—queues’: 'true",
"cdmi-notification": "true",
"cdmi_query': "true",
U'edmi_metadata _maxsize': "4096",
"cdmi_metadata_maxitems': ''1024"

¥

hildrenrange': "0-3",
"children™: [
""domain/""
""container/",
"dataobject/",
"queue/"

}

EXAMPLE 2 GET to the root container capabilities URI to read the capabilities and children of the container:

GET /cdmi_capabilities/?capabilities;children HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-capability
X-CDMI-Specification-Version: 1.1
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The following shows the response.
HTTP/1.1 200 OK
Content-Type: application/cdmi-capability
X-CDMI-Specification-Version: 1.1
{ o
"capabilities": {
"cdmi_domains': "true",
"cdmi_export_nfs': "true",
"cdmi_export_iscsi': "true",
"cdmi_queues': "true",
"cdmi_notification': "true",
cami_query™ T —true™;
"cdmi_metadata_maxsize': "4096",
"cdmi_metadata_maxitems': ''1024"
“children": [
"'domain/"',
"'container/",
"dataobject/",
"queue/"
1
}

EXAMPLE 3 GET to the root container capabilities URI to read the first twi children of the container:
GET /cdmi_capabilities/?childrenrange;children:0-1. HTTP/1.1
Host: cloud.example.com
Accept: application/cdmi-capability
X-CDMI-Specification-Version: 1.1
The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-capability
X-CDMI-Specification-Version: 1.1
"childrenrange™ : "0-1",
“children™ : [
""domain/"",
""container/"
1
}
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13 Exported protocols

13.1 Overview

CDMI™ containers are accessible not only via CDMI as a data path, but also via other protocols as well.
This access is especially useful for using CDMI as the storage interface for a cloud computing

environment, as Figure 8 shows.
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Figure 8 — CDMI and OCCI in an integrated cloud computing environment

The exported protocols from CDMI containers may be used by the virtual machines in the cloud computing
environment as virtual disks on each guest as shown. The cloud computing infrastructure management is
shown as implementing both an Open Cloud Computer Interface (OCCI) and CDMI interfaces. With the
internal knowledge of the network and the virtual machine manager's mapping of drives, this infrastructure
may associate the CDMI containers to the guests using the appropriate exported protocol.
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To support exported protocols and improve their interoperability with CDMI, CDMI provides a type of
exported protocol that contains information obtained via the OCCI interface. In addition, OCCI provides a
type of storage that corresponds to a CDMI container that is exported with a specific type of protocol used
by OCCI. A client of both interfaces performs operations that align the architectures, including the
following.

e The client creates a CDMI container through the CDMI interface and exports it as an OCCI export
protocol type. The CDMI container object ID is returned as a result.

« The client creates a virtual machine through the OCCI interface and attaches a storage volume of
type CDMI using the object ID and protocol type. The OCCI virtual machine ID is returned as a
result.

¢ The client updates the export protocol structure of the CDMI container object with the OCCJ yirtual
machine ID to allow the virtual machine access to the container.

e The client starts the virtual machine through the OCCI interface.

18.2 Exported protocol structure

The export of a container, via data path protocols other than CDMI, is accomplished by creating or
updating a container and supplying one or more export protocol structures, one*for each such protogol. In
this International Standard, all such protocols are referred to as foreign protgcols. The implementatign of

fofeign protocols shall be indicated by "true" values for system-wide capabilities in 12.1.1 that shall ajways
bggin with "cdmi_export_"

A export protocol structure includes

¢ the protocol being used;
< the identity of the container as standardized by.the protocol;
e the internet domain of the protocol name server for the clients being served;

e the list of who may mount that container via that protocol, identified as standardized by that
protocol or optionally by leveraging the-hame mapping protocol (see 13.2.1) and specifying CDMI
user or groupnames;

e required export parameters for-the* protocol;
e optional export parameters forthe protocol; and
e export control parameters.

This International Standard(defines JSON export structures for several well known foreign protocols] All

dgpend on the following user and groupname mapping feature in the case that multi-protocol access fo the
cdntainer is desired. However, name mapping is not required if CDMI is used only to provision contginers
to|be used exclusively by foreign protocols.

Implementations that support authenticated and authorized access to CDMI objects via both CDMI gnd
fofeign protoedls need a way to support the setting of security on a per-object basis. The numerous
methods-<efidoing this include the following.

»_“Defining or adopting a security scheme and mapping all requests into that scheme. CDMI
mnlementations that adant thic schamao chall 1iIce 3 Nname Mmannina fnr\hnlnlln to nnnnmnlle |t as
Lid g L S
(a) this mapping is easier for administrators to manage than straight id-to- |d mapping, and (b)itis
desired that interoperable CDMI implementations behave similarly in this respect. This means that
the name of the principal in an incoming request is mapped to the name of a principal in the
security domain, and that principal’s id is acquired and used in the authorization procedure.

¢ Allowing each protocol to set its own security, which implies that an object might be accessible to a
given user via one protocol but not another.

¢ Using the security scheme of the last protocol that was used to set permissions on the object. This
method also requires mapping the principal in the incoming request to a principal in the security
domain of the object. As in the first case, the server shall use a name mapping procedure to obtain
the id that is used to authorize the user against the desired object's ACL.
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CDMI does not mandate which method shall be used. It does, however, specify how users and groups
shall be mapped between protocols.

13.2.1 Mapping names from CDMI to another protocol

Clients wishing to restrict exports via foreign protocols to mounting only by certain users and groups may
be required to provide user and groupname mapping information to the server. This mapping information is
also required if access to the container is desired by multiple protocols, e.g., both CDMI and NFS. The
mapping is done as follows.

1 When a network share on a CDMI container is created, the server should use the appropriate
e

to limit permitted mounts of the share from other servers, as specified in the "hosts" line oft
"exports" property. The syntax of the hosts line follows the syntax of /etc/exports in the-Linu
operating system, as encoded in a JSON string. If the CDMI server is unable to limitfounts| as

specified by the hosts line, an error shall result, but the success or failure of the operation depends
on the implementation.

2 When any request requiring the use of a CDMI principal name comes in via a.foreign protocgl, the
foreign domain controller to which the foreign server belongs shall be queried for the principal hame
corresponding to the user id given in the request. Failure to procure the{principal name shall ¢ause
the original request to fail.

3 The usermap list for that protocol shall be searched, in order, foran’ entry matching the userpame
gotten from the foreign domain controller (see 13.2.3 for details:6n the search). If no match is found,
the request shall be denied. The search results may be kept inrthe same cache entry as the
information from the preceding step.

4 The CDMI principal name gotten from the first matching-usermap entry during this search is|then
used to authorize the user request via the security.mechanism of the protocol whose security
governs access to the object.

13.2.1.1 Capabilities

The following capabilities describe the supportéd operations that can be performed on an existing
cdntainer:

e The system-wide capability te'export via a given protocol is indicated by the
cdmi_<protocol>_export capability in the system-level metadata (e.g., "cdmi_nfs_export", when
set to "true", indicates the ability of the system to export containers via NFS). If false or not get,
attempts to export cofntainers via the given protocol shall fail.

e Support for the ability’to export an existing container object via a given foreign protocol is indicated
by the cdmi_<pretocol>_export capability in the specified container. The default shall be "trug" if
this capabilityNisunset.

13.2.1.2 Domains

The internet domain name corresponding to each export shall be given as a JSON-formatted string in the
"dpmaint child of the protocol export specification. If it is not present, it shall be assumed that the donain is
the Game as that of the server hosting the CDMI implementation.

13.2.1.3 Caching

The lookup to a foreign domain controller can be quite expensive, especially for stateless protocols such
as NFS v3, in which it can be theoretically required for nearly every operation. It shall be permissible to
cache the results of this lookup. The recommended lifetime of a username cache entry is 30 minutes.
Implementations should use this value or less when possible. Servers shall flush this cache whenever a
change is made to the exports metadata concerning the protocol being cached. A client may request that
the cache be flushed by reading in the usermap data for one or more protocols and writing them back
without change. Servers shall flush their username mapping caches, as part of the rewrite operation, for
any protocol for which the usermap information has been changed or reset.
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For authorization by group to operate via a foreign protocol, a similar mapping exercise must be
performed. Multiple lookups to the foreign domain controller may be required to get all the groupnames for
a given user (e.g., it is common for an NFS user to be a member of several groups). A groupname cache
may be used to mitigate the cost of these lookups. The recommended lifetime of a groupname cache entry
is 12 hours. Implementations should use this value or less when possible. Clients may force a flush of the
cache by reading in and resetting the group map information. Servers shall immediately flush their
groupname mapping cache, as part of the rewrite operation, for any protocol for which the group map
information has been changed or reset.

13.2.1.4 Groups

Groupname mapping for each foreign protocol shall be specified in a groupname field of the foreign
prptocol export specification. Its syntax is identical to the syntax for the username field.

No¢te: The mapping information is only required on the container being exported.

13.2.1.5 Synopsis

PUT /MyContainer/ HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-container
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0

{
"exports": {
"nfs": {
"hosts": [
"*_mycollege.edu",
"derf.cs._myuni _edu"

1

omain': "lab.mycollege.edu",
"usermap': [

"'<cdminame>"",
“'<mapping_operator>",
"<nfsname>"’

1.

L
"jimsmith",
Vo>,
*Jams"

]’

L s

e s s
T

1

] roupmap": [

1

""<cdminame>"",
"'<mapping_operator>"",
<nrsriame->

[ b
.

"admins',
et
"wheel"'

‘everyone’,
et
ere
1
1.

Cloud Data Management Interface SNIA Technical Position 180
Version 1.1.1

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

© SNIA
“cifs'": {
"hosts"': "*",
"domain': "lab.mycollege.edu"”,
"usermap': [
L
"'<cdminame>",
"'<mapping_operator>",
'<cifsname>"
1.
L
"jimsmith",
BEEE A
"james.smith"
1=
L
e
Y-t
vk
1
1.
“"groupmap”: [
"<cdminame>"",
"'<mapping_operator>",
"<cifsname>""
1.
[
"admins'',
el
"Administrators"
1.
[
“everyone",
et
e
1
1
3
¥
}
}
The following shows the response.
HTTP/1.1 200 OK
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0
{
"objectURI™ : "/Containers/MyContainer/",
"objeetID" : "00007E7F00100C435125A61B4C289455",
"objectName"™ : "MyContainer/",
"parentURI"™ : "/Containers/",
“parentlID" : "00007E7FO010D538DEEES8E38399E2815",
"domainURI"™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi_capabilities/container/",
'lbUIIIP=Ct;UIIStC\tuD'l - 'lCUIII'J=CtC'l F)
"metadata" : {
3.
"exports" : { <exports as listed in request> }
}

13.2.2 Administrative users

By default, the following users shall be considered "root", or administrative users, and equivalent to each
other:
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¢ root (Unix/NFS/LDAP),
¢ Administrator (Windows/AD/CIFS), and
¢ the domain owner (CDMI).

Servers shall automatically map these users to the root user of the target protocol unless otherwise
instructed by the usermaps.

As an automatic mapping does not meet strict security standards, servers shall override these built-in
entries with any usermap entries that apply to one or more root users.

EXAMPLE In the following example, root gets mapped to nobody, and everyone else is mapped to a user of the
same name In the NFS domain and the CDMI domain.
PUT /MyContainer/ HTTP/1.1
Host: cloud.example.com
Accept: application/vnd.org.snia.cdmi.container+json
Content-Type: application/vnd.org.snia.cdmi.container+json
X-CDMI-Specification-Version: 1.1
{
"exports'": {
"nfs": {
"usermap™: [
""nobody"’,
e
"root"
1.
L
x|
PR
"
1
1
}
¥
}

Pérmissions mapping

The permissions sets of file-serving protocols, unfortunately, do not map on a one-to-one basis to egch
other. NFSv4 ACLs, Windows-ACLs, POSIX ACLs, NFSv3 perms and object-based capabilities all gre
cgpable of representing security conditions that the others are not, except NFSv3, which is the least
eqpressive. The primafy~area of concern is in representing the possibly rich set of permissions in a ¢DMI
ACL in a more restricted perms-based system, such as NFSv3, for display to users.

=

Ag there are a fiumber of possible ways to coordinate the permissions/ACLs and CDMI ACLs, this
infernationatspecification does not mandate a particular method. However, all mappings of user ang
grpupnames-between domains shall use the name mapping mechanism specified in 13.2.3.

13.2.3 User and groupname mapping syntax and evaluation rules

A BNF-style grammar for name mapping is as follows:

name_mapping_list = protocol protocol mapping_list
protocol = “cdmi* | "nfs"™ | "cifs" | “ldap”
mapping_list = name mapping_operator name

name = pattern | utf8_name | quoted_utf8_name

quoted_utf8 name = " utf8_name "
utf8_name = <any legal utf8 character sequence not including the characters ",",\,/
»1,%,7>
pattern = <utf8_name> * | *
mapping_operator = ll<__ll I ll<__>ll I ll__>ll
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To restate this in English, a mapping entry consists of two hames separated by a directional indicator. As
most environments use the same usernames and groupnames across administrative domains, the most
common mapping is " * <--> * " which maps any name to the same name in the foreign protocol domain,
and vice versa. It is highly recommended that this be both the default map and the last entry on all more
complex maps.

CDMI specifies pattern matching on names in the name map, but only prefix matching is required. The
symbol " * " at the end of a character string shall match zero or more occurrences of any non-whitespace
character.

Evaluation of the name mapping list shall proceed in order; once a match is made, evaluation shall cease
and the result of the match shall be returned

If ho matches are found on the match list, the result is system dependent. However, it is recommended
that servers either deny access altogether or map the user in question to the equivalent of "anonymous" on
the destination protocol. It is also recommended that an entry be devoted to the special user
"HVERYONE@".

18.3 Discovering and mounting containers via foreign protocots

Clients need a way to discover exported containers that may be availableAformounting. Discovering
cdntainers is done via a GET operation to the "exports" member of a container.

Synopsis:

Td read all exports for an existing container object, the followihg request shall be performed:

GET <root URI>/<ContainerName>/<TheContaineérName>/?exports

Td read selected exports for an existing container object, the following request shall be performed:

GET <root URI>/<ContainerName>/<TheContainerName>/
?exports:protocol=<protocol>,user=<user>,verbose="false"

Where:

e <root URI> is the path to the CDMI cloud.
¢ <ContainerName> is zére or more intermediate containers.

e <TheContainerName>-is the name specified for the topmost container for which exports are
available.

e <protocol> is\the name of a protocol to which query results should be restricted. This parameter is
optional; if-itds omitted or a value of "all" is given, information about all protocols shall be retyrned,
subjecttoadditional filtering.

e <user>is the login name of a CDMI user who wishes to mount the share. This parameter is
optional and defaults to the owner of the container. When non-empty, servers shall filter the
returned export list to include only exports which may be mounted given the restrictions in the
protocol export structures.

s VETDUSE=> TS alT Uptional pararmeter mhicating & desire for maximmumnT mformatiom about the
exports. When present, it shall have the values "true" or "false". The default is "false". When true,
the server should return additional information about the container, as contained in its "exports”
member. The amount of said information that is returned is implementation dependent, as server
implementors need to be able to balance the needs of their clients against various security
considerations.
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13.4 NFS exported protocol

To export a container via NFS, the information required is exactly what the server implementation will use
to do the export. Normally, this information is contained in the /etc/exports file on a server or the
equivalent. Administrators should be aware that lines may be automatically added to that file for each
CDMI container that is exported.

Required members of the protocol structure for NFS are described in Table 111.

Table 111 — Required members of the NFS protocol structure

form [<server>]:/<path>, where the <server> component is optional, (e.g.,\"eeserver:/lesq

Member Description

grotocol The protocol being requested. This value shall be "NFSv3", "NFSv4", "NFSv4.1", or any
subsequent NFS version enshrined in a major IETF RFC. Version 2 of NFS is not sapported by
CDMI.

gxportpath The pathname to which the export should be surfaced. This value shall be ayUFF8 string ¢f the

ons/

numberl"). The <server> component of the path must be obtained from an administrator ¢f the
service running the CDMI implementation.

gxportdomain The internet domain of the protocol name server for the clientsheing served. This value is
normally the name of the LDAP domain for the organization-€.g., "iti.edu”. A value of "." $hall
be interpreted to be the DNS name of the domain occupied+by the CDMI server.

mode This value shall be "ro", "rw", "root" or "rpc_gsssec'™and becomes the default export modg.
Hosts requiring different access shall be specifiechin the optional "rw_mode", "ro_mode", Jand
"root_mode" structure members. However, the "fpc_gsssec" mode overrides all other modes,
and all other mode members and their contents shall be ignored if it is specified.

dontrol Export control for the container. This valuge shall be "immediate”, "off", "on", or <n> (a numnber).
Servers may set the value to on, but ¢clients shall not. A numeric value (<n>) indicates that the
export should be shut down in <n>$econds, possibly after a message has been sent to clients
mounting the export. If a client\specifies a value for <n> but the server does not support
delayed shutdown of exports, then <n> shall be interpreted to mean off.

Optional export parameters for NFS are-described in Table 112.
Table 112'— Optional NFS export parameters (Sheet 1 of 2)
Rarameter Description
domain_servers A list'ef server names or IP addresses that function as name servers for the domain givep in

“demain". If given, this list shall override the names obtainable by the CDMI server via otler

programmatic means.

mount_name The name the client should use to surface the export. This name replaces the last name ip the
path string, (e.g., mounting "eeserver:/lessons/numberl" with a mountname of "1" over ttje
directory /somepath/lessons/num1 should result in a /somepath/lessons/1 directory on the
client).
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Table 112 — Optional NFS export parameters (Sheet 2 of 2)

Parameter Description

hosts A list of hosts that can access the container in the mode given in "mode”. The default shall be
"*". other values restrict the possibilities.

root_hosts A list of hosts that can access the container in superuser mode. The default shall be an empty
list.

rw_hosts A list of hosts that can access the container in r/'w mode. The default shall be an empty list.

ro_hosts A list of hosts that can access the container in r/o mode only. The default shall be an empty list.

rmount_type One of the two strings "hard" or "soft". Clients hang when a server serving a hard mount
becomes unresponsive. Clients with soft mounts generate error messages. The default i
implementation dependent.

recurse This value shall be either "true" or "false". The default shall be "true". When truge, recurse
indicates that mounts within the CDMI directory structure (presumably put there by other NFS
operations) shall be followed and the mounted directory exposed as though it were part qf the
CDMI container actually being exported. This parameter is equivalent to the Linux "crosspnt"
parameter.

Other export parameters for NFS are not specified by the CDMI protocel but may be included in the gxport
stfucture. These parameters include Linuxisms, such as "sync", "no_wdelay", "insecure_locks", and
np_acl", as well as any other parameters used by a given server.ggerating system. In all such casep, the
pgrameter shall be specified as a JSON tuple in which "true" and“false" are explicitly called out for Rinary

fldgs, and a JISON-formatted string or list is used for other parameters.

EXAMPLE
{
"exports: {
“nfs”: {
;ﬁé_wdelay": true",
"refer'": "otherserver://path/leaf"
}

}

ExXport control
Export control isjaccomplished with the use of a single member, named "control."

e Thevalue "immediate" shall indicate to the server that the export shall be made successfully
before the PUT operation returns. Servers shall reset the value to "on" and place that in the freply.

"\, The value "off" shall indicate to the server that the export, if new, shall not be enabled, and i
existing, shall be shut down and all client connections forcibly broken

« A numeric value <n> shall indicate that the server shall wait <n> seconds before forcibly shutting
down the export and breaking client connections. Whether the server sends a warning message to
clients, giving them a chance to exit from the connection gracefully, is recommended but
implementation dependent. Once the export has been shut down, the server shall also change the
value of "control" to "off" in the export structure.

Servers shall support wildcard matching on the " * " and " ? " characters in the hosts lists (this is standard
practice), so that **.cs.uscs.edu" matches all servers in the cs.ucsc.edu department.

Servers may support netgroup names in the various hosts lists. When this functionality is supported, these
names shall resolve to ordinary lists of hostnames via queries to the domain nameserver.
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Servers may also support IP address ranges in the various lists of hosts. These IP addresses shall
beaugmented by the same wildcard matching as is used for ordinary host names (e.g., "192.168.1.*"
exports to all the machines on a default home network). Client-side developers should note that "exporting
to" only means making a container available for export. The client must still mount the exported container
before there is a connection with the server.

Users wishing to use optional and vendor-specific settings are responsible for determining from the CDMI
product vendor the legal settings and their format. Servers shall return an HTTP status code of 400 Bad
Request when an export setting does not conform to an allowable setting on the server.

1 g rall i @ lF-NVI- V- ol |
P.J Il I TAPUITTICU YT ULTULUUIT

Tq export a container via CIFS, the information required is exactly what the server implementatien‘wfll use
toldo the export. Where this information is contained on a server is implementation dependent, The derver
may add or delete lines automatically to and from that file for each CDMI container that is\€xported g
urjexported.

=

Re¢quired members of the protocol structure for CIFS are described in Table 113.

Table 113 — Required members of the CIFS protocol structure

Nlember Description
ghare_name The name that CIFS shall use to discover the share,
gxportdomain The domain of the protocol name server for the)clients being served. This value is normglly

the name of the Active Directory LDAP domain*for the organization, e.g. "iti.edu". A valye of

." shall be interpreted to be the domain gecuipied by the CDMI server.

mode This value shall be either "ro" or "rw'{

dontrol Export control for the container, Fhis value shall be "immediate", "off", or <n> (a number).
Servers may set the value to 0n; but clients shall not. The semantics and normative
requirements are exactly the same as for NFS, as documented in the paragraph "Expor
control" in the subclause on NFS Exports (see 13.4).

There is no protocol specification; CDMI assumes that normal SMB protocol negotiation will take plakce.

11%

An optional export parameter(isy‘comment,” which is often used as a user-friendly share name on th
client.

Other export parameters)for CIFS are not specified by the CDMI protocol but may be included in the gxport
structure. These patameters include vendor settings such as "forcegroup”, "umask", "caching", and
oplocks", as well'as any other parameters used by a given server operating system. In all such casef, the
pgrameter shall‘be specified as a JSON tuple in which "true" and "false" are explicitly called out for inary

fldgs, and & JSON-formatted string or list is used for other parameters.

EXAMPRLE

1

"exports'": {
“cifs'": {
“caching": [
"manual',
""document"',
"program"

"oplocks': "true"
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Users wishing to manipulate vendor-specific settings are responsible for determining from the CDMI
product vendor the legal settings and their format. Servers shall return an HTTP status code of 400 Bad
Request when an export setting does not conform to an allowable setting on the server.

For more detail on the use of the OCCI export protocol structure attributes, see 13.1 "Overview". Because
the actual networking and access control is under the control of a hidden, common infrastructure
implementing both OCCI and CDMI, the normal permission structure shall not be provided.

13.6 OCCI exported protocol

CPMl defines-an nvpnrf prnfnr\nl structure for the ﬂpnn Cloud (‘nmpl |1'ing Interface (ﬁ(‘PI) as-follows.

¢ The protocol is "OCCl/<protocol standard>" (e.g., "OCCI/NFSv4").
e The identifier is the CDMI object ID.

A JSON array of URIs to OCCI compute resources shall have access (permissions)to the
exported container.

EXAMPLE An example of an OCCI export protocol structure in JSON is as follows;

"occu/ziscsir: {
“identifier”: "00007E7FO00104BE66AB53A9572F9F51E";
"permissions”: [
"http://example.com/compute/0/*,
"http://example.com/compute/1/"

}

Fqr more detail on using the OCCI export protocol structure attributes, see 13.1 "Overview". Becausg the
adtual networking and access control is under the contrelof a hidden, common infrastructure that
implements both OCCI and CDMI, the normal permission structure shall not be provided.

18.7 iSCSI export modifications

CDMI defines the export of a containerusing the iSCSI protocol (see RFC 3720). Each container is
eXported as a single SCSI Logical Unit'as a Logical Unit Number (LUN). One or more iSCSI initiator
import the LUN through an iSCS[\target node and port using one or more iSCSI network portals (IP
addresses).

o

The export is described pyythe presence of an export field structure on the container that specifies the

e export protecol ("Network/iSCSI");
« ISCSI target information (IP addresses or fully qualified domain names, target identifier, and [LUN);
e logicalunit world-wide name; and
« ISCSl initiators having access.

The target identifier may be in ign, naa, or eui format and shall have the target portal group tag appgnded
inlhexadecimal

13.7.1 Read container
All of the information in the export structure is returned:
"exports" :

"Network/ZiSCSI": {
"portals": [
'"192.168.1.101",
"192.168.1.102"

1.
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""target_identifier'”: "ign.2010-
0l1.com.cloudprovider:acmeroot.containerl,t,0x0001",
"logical_unit_number”: "3",
"logical_unit_name'": "0x60012340000000000000000000000001"",
“permissions': [
"ign.2010-01.com.acme:hostl",
"ign.2010-01.com.acme:host2"

13.7.2 Create and update containers

The following export field contents, when included in a container create or update, indicates that the
cdntainer shall be exported via iISCSI. Support for either of these operations is indicated by the
cdmi_export_iscsi capability on the parent container of the created container or of the existing|contalner,

reppectively.

"exports" :

{
"Network/iSCSI": {

“permissions': [
"ign.2010-01.com.acme:hostl",
"ign.2010-01.com.acme:host2"

}

Fqr these export creation operations, the CDMI implementationselects the IP portals, iSCSI target, Ipgical
unit number, and logical unit name; these are not supplied. ©nly the list of initiator identifiers that arg to
hgve access to the container are specified.

13.7.3 Modify an export

The following code modifies an export on an existing container. Support for this operation is indicated by
the cdmi_export_iscsi on the parent containerof the existing container. For this operation, only the clirrent
list of initiator identifiers that are to have@ccess to the container are specified.

"exports" :

{
"Network/iSCSI1": £

"permissions’='[
""ign_2010-01.com.acme:host2"
1

18.8 WebDAV exported protocol

CDMIdefines an export protocol structure for the WebDAV standard as follows (see RFC 4918):

T e protocot s NetworkiWel DAV

e The path of the WebDAV mount point is as presented to clients (including server host name).

« The list of who may access the share is determined by the standard CDMI ACLs for each resource
as exported via WebDAV.

EXAMPLE The following example shows a WebDAV export protocol structure in JSON:
"Network/WebDAV" :
{
"identifier": "/users",
"permissions': "domain"’
}
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In this example, the value "domain” in the permissions field indicates that user credentials should be
mapped through the domain membership in the domain of the CDMI container being exported.

WebDAV supports locking, but it is up to implementations to support any locking of access through CDMI
as a result, and the interaction between the two protocols is purposely not described in this International
Standard.
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14 CDMI snapshots

A snapshot is a point-in-time copy (image) of a container and all of its contents, including subcontainers
and all data objects and queue objects. The client names a snapshot of a container at the time the
shapshot is requested. A snapshot operation creates a new container to contain the point-in-time image.
The first processing of a snapshot operation also adds a cdmi_snapshots child container to the source
container. Each new snapshot container is added as a child of the cdmi_snapshots container. The
snapshot does not include the cdmi_snapshots child container or its contents (see Figure 9).

—

] https://example.com/
Source Container

source/

https://example.com/source/

PUT(Container(Update) cdmi_snapshots/

S —
cdmi_snapshots

PUT(Container Update

https://example.com/séurce/cdmi_snapshots/

Snap_Shot_A/
https://example.com/source/cdmi_snapshpts/
Snap_Shet_B/

p_Shot_A

Snap_Shot_B

Figure 9 — Snapshot containerstructure

A snapshot operation is requested using the container update operation (see 9.4), in which the snapshot
figld specifies the requested name of the snapshot.

A snapshot may be accessed in the same way that any other CDMI™ object is accessed. An important
ude of a snapshot is to allow the contents of the source container to be restored to their values at a
previous point in time using a CDMI copy. operation.
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15 Serialization/deserialization

15.1 Overview

Occasionally, bulk data movement is needed between, into, or out of clouds. When moving bulk data,
cloud serialization operations provide a means to normalize data to a canonical, self-describing format,
which includes:

e data migration between clouds,
* data migration during upgrades (or replacements) of cloud implementations, and
¢ robust backup.

The canonical format of serialized data describes how the data is to be represented in a byte strean. As
long as this byte stream is not changed during the transfer from source to destination, the data may pe
reponstituted on the destination system.

1%.2 Exporting serialized data

A canonical encoding of the data is obtained by creating a new data object-and specifying that the spurce
fof the creation is to serialize a given CDMI™ data object, container object, or queue object. On a
syccessful serialization, the result shall be a data object that is created.with the serialized data as its yalue.
If f container object has an exported block protocol, the serialized-data may contain the block-by-blqck

cdntents of that container object along with its metadata.

The resulting data object that is produced is the canonicalrepresentation of the selected data object
cdntainer object and children, or queue object.

e If the source specified is a data object, the ¢anonical format shall contain all data object field
including the value, valuetransferencoding; and metadata fields.

« If the source being specified is a queue object, the canonical format shall contain all queue ¢bject
fields, including the value and valuetransferencoding fields of enqueued items, along with the
metadata of the queue object itself.

« If the source being specified\is’a container object, the canonical format shall contain all contfiner
object fields, recursively, including all children of the container object. If a user attempts to sefialize
a container object thatincludes children that the user, who is performing the serialization
operation, does not’have permission to read, these objects shall not be included in the resulting
serialized object;

I

When performing acSerialization operation, objects shall only be included if the principal initiating the
sdrialization has_sufficient permissions to read those objects.

15.3 _Importing serialized data

Canonical data may be deserialized back into the cloud by creating a new data object, container objgct, or
q1: - H et o S I - i I s f by

specifying the serialized data in base 64 encoding in the deserializevalue field.

The destination may or may not exist previously. If not, a create operation is performed. If a container
object already exists, an update operation with serialized children shall update the container object and all
children. If the serialized container object does not contain children, only the container object is updated.
Data objects are recreated as specified in the canonical format, including all metadata and the data object
ID.

e Ifthe user who is deserializing a serialized data object has the cross_domain privilege and has not
specified a domainURI as part of the deserialize operation, the original domainURIs from the
serialized object shall be used. If any of the specified domainURIs are not valid in the context of
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the storage system on which the deserialization operation is being performed, the entire
deserialize operation shall fail.

If the user who is deserializing a serialized object specifies a domainURI as part of the deserialize
operation, the domainURI of every object being deserialized shall be set to the specified

domainURI. To specify a domainURI other than the domainURI of the parent, the user shall have
the cross_domain privilege. If the user does not have the cross_domain privilege and specifies a
domainURI other than the domainURI of the parent, an HTTP status code of 400 Bad Request

shall be returned.

« If the user who is deserializing a serialized object does not specify a domainURI and does not

have the cross_domain privilege, then the deserialization operation shall only be successful if all
objects have the same domainURI as the parent object on which the deserialization operatign is
being performed.
D¢serialization operations shall restore all metadata from the specified source. If the originalqprevidgr of
the serialized data-supported vendor extensions is through custom metadata keys and valles, then these
cystomized requirements shall be restored when deserialized. However, the custom metadata keys pnd
vdlues may be treated as user metadata (preserved, but not interpreted) by the destination provider.
Preservation allows custom data requirements to move between clouds without lasing this information.
14.3.1 Canonical format
The canonical format shall represent specified data objects and contaifer objects as they exist withip the
stprage system. Each object shall be represented by the metadataforthe object, identifiers, and the|data
stream contents of the data object. Because metadata is inheritedfrom enclosing container objects, [all
pgrent metadata shall be represented in the canonical format (essentially flattening the hierarchy). Tp
preserve the actual metadata values that apply to the data object that is being serialized, the non-
oVerridden metadata is included from both the immediate parent container object of the specified object
arjd from the parent of each higher-level container objeet:
Support for CDMI serialization using JSON as the-canonical format requires the presence of the
cdmi_serialization_json capability.
The canonical format shall have the following characteristics:
¢ recursive JSON for the data@©bject, consistent with the rest of CDMI,;
e user and data system metadata for each data object/container object;
« data stream contentsfor-each data object and queue object;
e binary data represented using escaped JSON strings; and
e typing of data yalues consistent with CDMI JSON representations.
13.3.2 ExampleJSON canonical serialized format
EXAMPLE In this example, a data object and a queue object in a container object have been selected fo
serialization:
{
ODJectType - application/cami—contaliner
"objectlID": "00007E7F00102E230ED82694DAA975D2"",
"objectName': "MyContainer/",
"parentURI"™: "'/",
"parentlD': "00007E7F0010128E42D87EE34F5A6560",
"domainURI": "/cdmi_domains/MyDomain/"",
"capabilitiesURI": "/cdmi_capabilities/container/",
"completionStatus™: "Complete",
"metadata': {
3
"exports": {
"OCCI/ZisCsI™: {
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“identifier”: "00007E7F00104BE66AB53A9572F9F51E",
“permissions': [
"http://example.com/compute/0/"",
"http://example.com/compute/1/"
1
}.
"Network/NFsv4™: {
"identifier'": "/users",
"permissions': "domain"
}
“childrenrange™: "0-1",
“"children": [
L
L
"objectType': "application/cdmi-object",
"objectlID": "00007ED900104F67307652BACOA37C93",
"objectName'": "MyDataObject.txt",
"parentURI": "/MyContainer/",
“parentID": ""00007E7F00102E230ED82694DAA975D2",
"domainURI": "/cdmi_domains/MyDomain/",
"capabilitiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus'": "Complete",
"mimetype": "text/plain”,
"metadata': {
}.
"valuerange': "0-36",
"valuetransferencoding': "utf-8",
"value: "This is the Value of this Datd. Object™
3
{
"objectType': "application/cdmi-gueue",
"objectID": "00007E7F00104BE66AB53A9572F9F51E",
"objectName': "MyQueue',
"parentURI": "/MyContainer/",
“parentlID": "00007E7F00102E230ED82694DAA975D2",
"domainURI™": "'/cdmi_domains/MyDomain/*,
“capabilitiesURI": "/cdmi_capabilities/queue/",
"completionStatus'": “Complete",
"metadata': {
3,
""queueValues':."0-1",
"mimetype" s [
"text/plain",
"text/plain”
1,
"valuetransferencoding": [
"utf-8",
"utf-8"
1.
"valuerange": [
"0-2",
n0_3"
1.
“value™: [
"rnnl",
"blue"
1
}
1
}

To allow efficient deserialization in stream mode when serializing container objects to JSON, the children

array should be the last item in the canonical serialized JSON format.
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16 Metadata

16.1 Access control

SNIA

Access control comprises the mechanisms by which various types of access to objects are authorized and
permitted or denied. CDMI™ uses the well-known mechanism of an Access Control List (ACL) as defined
in the NFSv4 standard (see RFC 3530). ACLs are lists of permissions-granting or permissions-denying

en

tries called access control entries (ACES).

16

Am ACL is an ordered list of ACEs. The two types of ACEs in CDMI are ALLOW and DENY. Ap~ALL
ACE grants some form of access to a principal. Principals are either users or groups and are repres

14 Wall A A ot +
L. L AVl Alfu ACUIL. othTutLiurtc

DW
bnted

byl identifiers. A DENY ACE denies access of some kind to a principal. For instance, a DENY ACE may
dgny the ability to write the metadata or ACL of an object but may remain silent on otherforms of acfess.
In[that case, if another ACE ALLOWS write access to the object, the principal is allowed to write the
oljject's data, but nothing else.
ACEs are composed of four fields: type, who, flags and access_mask, as per,RFC 3530. The type, flags,
arld access_mask shall be specified as either unsigned integers in hex string’representation or as a
cdmma-delimited list of bit mask string form values taken from Table 144, ~Table 116, and Table 117
14.1.2 ACE types
T4ble 114 defines the following ACE types, following NFSy4:
Table 114 —ACE types
S$tring form Description Constant Bit mask
"ALLOW" Allow access rights for a principal CDMI_ACE_ACCESS_ALLOW 0x0000¢000
"DENY" Deny access rights for a pfineipal CDMI_ACE_ACCESS_DENY 0x0000¢001
"AUDIT" Generate an audit record‘when the CDMI_ACE_SYSTEM_AUDIT 0x0000¢002
principal attempts,to’exercise the specified
access rights

T
sh

14

No¢te: the reason that.the string forms may be safely abbreviated is that they are local to the ACE

structure typéy.as opposed to constants, which are relatively global in scope.

e client is responsible for ordering the ACEs in an ACL. The server shall not enforce any ordering
all store and-evaluate the ACEs in the order given by the client.

.1.3 YACE who

and

TH
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external security domain (see Table 115). Some of these identifiers may not be understood when a CDMI
client accesses the server, but they may have meaning when a local process accesses the file. The ability
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to display and modify these permissions is permitted over CDMI, even if none of the access methods on
the server understands the identifiers.

Table 115 — Who identifiers

Who Description

"OWNER@" The owner of the file

"GROUP@" The group associated with the file
"EVERYONE@" The world

1A BB A m
WNUNTIVIOUOSW

A al L : :
ALLTESS WILNTOUULU auUtiieTiiuc atorT

"AUTHENTICATED@"

Any authenticated user (opposite of ANONYMOUS)

"ADMINISTRATOR@"

A user with administrative status, e.g., root

"ADMINUSERS@"

A group whose members are given administrative status

Tg avoid name conflicts, these special identifiers are distinguished by an appended "@" (with no dofnain

ngme).

14.1.4 ACE flags

CDMI allows for nested containers and mandates that objects and Subcontainers be able to inherit agcess

pgrmissions from their parent containers. However, it is not entugh to simply inherit all permissions

rom

the parent; it might be desirable, for example, to have different. default permissions on child objects and
sybcontainers of a given container. The flags in Table 116 govern this behavior.

Table 116 — ACE flags

String form Description Constant Bit mas
"NO_FLAGS" No flags are set CDMI_ACE_FLAGS_NO 0x0000d4oo0
NE
"DBJECT_INHE An ACE on which OBJECT; INHERIT is set is inherited by objects | CDMI_ACE_FLAGS_OBJ | 0x0000(001
RIT" as an effective ACE: OBJECT_INHERIT is cleared on the child ECT_INHERIT_ACE
object. When the ACE\s inherited by a
container, OBJECT, INHERIT is retained for the purpose of
inheritance, andyadditionally, INHERIT_ONLY is set.
"CONTAINER_IN | An AGE.on which CONTAINER_INHERIT is set is inherited CDMI_ACE_FLAGS_CO 0x0000d002
HERIT" by asubcontainer as an effective ACE. Both INHERIT_ONLY NTAINER_INHERIT_ACE
and CONTAINER_INHERIT are cleared on the child
container.
"NO_PROPAGA An ACE on which NO_PROPAGATE is set is not inherited by | CDMI_ACE_FLAGS_NO 0x0000d004
TE" any objects or subcontainers. It applies only to the container _PROPAGATE_ACE
on which it is set.
“INHERIT_ONLY | An ACE on which INHERIT_ONLY is set is propagated to CDMI_ACE_FLAGS_INH 0x0000do08
" il &l H AWl B Y Y Fiael ol Y e Y VTIAY AL
ehiterer-aurirg-ACtinheritanee-as-speeified ERH—OMNEY—ACE
by OBJECT_INHERIT and CONTAINER_INHERIT. The ACE
is ignored when evaluating access to the container on which
it is set and is always ignored when set on objects.
"IDENTIFIER_G An ACE on which IDENTIFIER_GROUP is set indicates that | CDMI_ACE_FLAGS_IDE | 0x00000040
ROUP" the "who" refers to a group identifier. NTIFIER_GROUP
"INHERITED" An ACE on which INHERITED is set indicates that this ACE CDMI_ACE_FLAGS_INH | 0x00000080
is inherited from a parent directory. A server that supports ERITED_ACE
automatic inheritance will place this flag on any ACEs
inherited from the parent directory when creating a
new object.
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16.1.5 ACE bit masks

The mask field of an ACE contains 32 bits. Table 117 defines the ACE bit masks in CDMI; their values are
taken from the IETF NFSv4 RFC 3530.

Table 117 — ACE bit masks (Sheet 1 of 3)

String form Description Constant Bit mask
"READ_OBJEC Permission to read the value of an object. CDMI_ACE_READ_OBJ 0x00000001
™ ECT

If "READ_OBJECT" is not permitted:
« A CDMI GET that requests all fields shall return all fields

with the exception of the value field.

» A CDMI GET that requests specific fields shall return the
requested fields with the exception of the value field.

* A CDMI GET for only the value field shall return an HTTP
status code of 403 Forbidden.

* A non-CDMI GET shall return an HTTP status code of 403
Forbidden.

"LIST_CONTAIN | Permission to list the children of an object. CDMI_ACE/LIST_CONT | 0x00000p01

HR" . . AINER
If "LIST_CONTAINER" is not permitted:

* A CDMI GET that requests all fields shall return all fields
with the exception of the children field and childrenrange
field.

* A CDMI GET that requests specific fields shall return the
requested fields with the exception of the children field and
childrenrange field.

* A CDMI GET for only the children field or childrénrange
field shall return an HTTP status code of 403 Forbidden.

"WRITE_OBJEC | Permission to modify the value of an object CDMI_ACE_WRITE_OB 0x00000p02

JECT
If "WRITE_OBJECT" is not permitted; . a/BUT that requests

modification of the value of an objectshall return an HTTP
status code of 403 Forbidden.

"ADD_OBJECT" Permission to add a new child data object or queue object. CDMI_ACE_ADD_OBJE 0x00000p02

CT
If "ADD_OBJECT" is not_permitted, a PUT or POST that

requests creation of a new child data object or new queue
object shall returfizan HTTP status code of 403 Forbidden.

"APPEND_DATA | Permission to append data to the value of a data object. CDMI_ACE_APPEND_D 0x00000p04

ATA
If "APREND_DATA" is permitted and "WRITE_OBJECT" is

not_ petmitted, a PUT that requests modification of any
existing part of the value of an object shall return an HTTP
status code of 403 Forbidden.

"ADD_SUBCON Permission to create a child container object or domain CDMI_ACE_ADD_SUBC | 0x00000p04
TAINER" object. ONTAINER

If "ADD_SUBCONTAINER" is not permitted, a PUT that
requests creation of a new child container object or new
domain object shall return an HTTP status code of 403
Forbidden.

WThe value fields, children fields, and metadata field are considered to be non-attribute fields. All other fields are considered to be
attribute fields.
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Table 117 — ACE bit masks (Sheet 2 of 3)

String form

Description

Constant

Bit mask

"READ_METAD
ATA"

Permission to read the metadata of an object.
If "READ_METADATA" is not permitted:

» A CDMI GET that requests all fields shall return all fields
with the exception of the metadata field.

* A CDMI GET that requests specific fields shall return the
requested fields with the exception of the metadata field.

» A CDMI GET for only the metadata field shall return an
HTTP status code of 403 Forbidden.

CDMI_ACE_READ_MET
ADATA

0x00000008

"WRITE_METAD
ATA"

Permission to modify the metadata of an object.

If "WRITE_METADATA" is not permitted, a CDMI PUT that
requests modification of the metadata field of an object shall
return an HTTP status code of 403 Forbidden.

CDMI_ACE_WRITE_ME
TADATA

0x00000p10

"EXECUTE"

Permission to execute an object.

CDMI_ACE_EXECUTE

0x00000p20

"TRAVERSE_C
ONTAINER"

Permission to traverse a container object or domain object.

If "TRAVERSE_CONTAINER" is not permitted for a parent
container, all operations against all children below that

container shall return an HTTP status code of 403 Forbidden.

CDMI_ACE_TRAVERSE
_CONTAINER

0x00000p20

"DELETE_OBJE
qT

Permission to delete a child data object or child queue object
from a container object.

If "DELETE_OBJECT" is not permitted, all DELETE
operations shall return an HTTP status code of 403
Forbidden.

CDMI_ACE_DELETE_O
BJECT

0x00000p40

"DELETE_SUBC
OQNTAINER"

Permission to delete a child container object fromra container
object or to delete a child domain object from*a domain
object.

If "DELETE_SUBCONTAINER" is not\permitted, all DELETE
operations shall return an HTTR,status code of 403
Forbidden.

CDMI_ACE_DELETE_S
UBCONTAINER

0x00000p40

"READ_ATTRIB
UYTES"

Permission to read the @tribute fields[!! of an object.
If "READ_ATTRIBWTES" is not permitted:

« A CDMI GET that requests all fields shall return all non-
attribute fields and shall not return any attribute fields.

* A CDMNGET that requests at least one non-attribute field
shall-enly return the requested non-attribute fields.

* (A-CDMI GET that requests only non-attribute fields shall
return an HTTP status code of 403 Forbidden.

CDMI_ACE_READ_ATT
RIBUTES

0x00000pP80

"WRITE_ATTRIB
UYTES"

Permission to change attribute fields!™ of an object.

If "WRITE_ATTRIBUTES" is not permitted, a CDMI PUT that
requests modification of any non-attribute field shall return an
HTTP status code of 403 Forbidden.

CDMI_ACE_WRITE_ATT
RIBUTES

0x00000fL00

"WRITE_RETEN
TION"

Permission to change retention attributes ot an object.

If "WRITE_RETENTION" is not permitted, a CDMI PUT that
requests modification of any non-hold retention metadata
items shall return an HTTP status code of 403 Forbidden.

CDMT_ACE_WRITE_RE
TENTION

0x00000200

WThe value fields, children fields, and metadata field are considered to be non-attribute fields. All other fields are considered to be

attribute fields.

197

SNIA Technical Position

© ISO/IEC 2016 - All rights reserved

Cloud Data Management Interface

Version 1.1.1


https://standardsiso.com/api/?name=49a23b8ff16c184ebc18aa1510b86a5a

ISO/IEC 17826:2016(E)

Table 117 — ACE bit masks (Sheet 3 of 3)

©

SNIA

String form

Description

Constant

Bit mask

"WRITE_RETEN
TION_HOLD"

Permission to change retention hold attributes of an object.

If "WRITE_RETENTION_HOLD" is not permitted, a CDMI
PUT that requests modification of any retention hold
metadata items shall return an HTTP status code of 403
Forbidden.

CDMI_ACE_WRITE_RE
TENTION_HOLD

0x00000400

"DELETE"

Permission to delete an object.

If "DELETE" is not permitted, all DELETE operations shall

return-an-HTTP status-code-0f 403 Forbidden.

CDMI_ACE_DELETE

0x00010000

"READ_ACL"

Permission to read the ACL of an object.
If "READ_ACL" is not permitted:

* A CDMI GET that requests all metadata items shall return
all metadata items with the exception of the cdmi_acl
metadata item.

* A CDMI GET that requests specific metadata items shall
return the requested metadata items with the exception of
the cdmi_acl metadata item.

* A CDMI GET for only the cdmi_acl metadata item shall
return an HTTP status code of 403 Forbidden.

If "READ_ACL" is permitted and "READ_METADATA" is not

permitted, then to read the ACL, a client CDMI GET for only

the cdmi_acl metadata item shall be permitted.

CDMI_ACE_READ_ACL

0x00020;

DOO

"WRITE_ACL"

Permission to write the ACL of an object.

e If "WRITE_ACL" is not permitted, a CDMI PUT that
requests modification of the cdmi_acl metadataitem shall
return an HTTP status code of 403 Forbidden:

* If "WRITE_ACL" is permitted and "WRITE_METADATA" is
not permitted, then to write the ACL, &e¢lient CDMI PUT for
only the cdmi_acl metadata item shall be permitted.

CDMI_ACE_WRITE_AC
L

0x00040]

DOO

"WRITE_OWNE
"

Permission to change the owner of an object.

* If "WRITE_OWNER" is\not’permitted, a CDMI PUT that
requests modification.of the cdmi_owner metadata item
shall return an HT TR status code of 403 Forbidden.

o If "WRITE_OQWNER" is permitted and
"WRITE_METADATA" is not permitted, then to write the
owner, a elient CDMI PUT for only the cdmi_owner
metadata item shall be permitted.

CDMI_ACE_WRITE_OW
NER

0x00080]

DOO

"BYNCHRONIZ
g

Permission to access an object locally at the server with
Synchronous reads and writes.

CDMI_ACE_SYNCHRO
NIZE

0x00100]

DOO

gttribute fie@

HThe value fie@ﬁildren fields, and metadata field are considered to be non-attribute fields. All other fields are considered

to be

Injplementations shall use the correct string form to display permissions, if the object type is known.

If the

: e H 1 ) [T 4Ll H £ o4l et 1 ) }
(0] JELL Ly JT 1S UTTRITUWTT, T UUJTUL VETOSIUTT UTHNT Sty stiall T USTU.

16.1.6 ACL evaluation

When evaluating whether access to a particular object O by a principal P is to be granted, the server shall
traverse the object's logical ACL (its ACL after processing inheritance from parent containers) in list order,
using a temporary permissions bitmask m, initially empty (all zeroes).

« If the object still does not contain an ACL, the algorithm terminates and access is denied for all
users and groups. This condition is not expected, as CDMI implementations should require an
inheritable default ACL on all root containers.
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« ACEs that do not refer to the principal P requesting the operation are ignored.

« If an ACE is encountered that denies access to P for any of the requested mask bits, access is
denied and the algorithm terminates.

e If an ACE is encountered that allows access to P, the permissions mask m for the operation is
XORed with the permissions mask from the ACE. If m is sufficient for the operation, access is
granted and the algorithm terminates.

e Ifthe end of the ACL list is reached and permission has neither been granted nor explicitly denied,
access is denied and the algorithm terminates, unless the object is a container root. In this case,
the server shall:

— allow access to the container owner, ADMINISTRATOR@, and any member of
ADVIINUSERS@; and
— log an event indicating what has happened.

When permission for the desired access is not explicitly given, even ADMINISTRATOR@ and'équivalents
are denied for objects that aren't container roots. When an admin needs to access an object in suchfan
ingtance, the root container shall be accessed and its inheritable ACEs changed in away as to allow
adcess to the original object. The resulting log entry then provides an audit trail for the access.

When a root container is created and no ACL is supplied, the server shall placed@an ACL containing the
following ACEs on the container:

o

“cdmi_acl™:
L
{
"acetype': "ALLOW",
"identifier': "OWNERQ@",

"aceflags': "OBJECT_INHERIT, CONTAINERMNENHERIT™,
"acemask'': "ALL_ PERMS"

3
{
"acetype': "ALLOW",
"identifier”: "AUTHENTICATEDQ@Y
"aceflags': "OBJECT_INHERIT;\ CONTAINER_INHERIT",
"acemask'' : "READ"
}

1

Ag ACLs are storage system metadata, they are stored and retrieved through the metadata field inclpded
inla PUT or GET request. The syntax is as follows, using the constant strings from Table 114, Table[116,
ard Table 117, above.

ACL = { ACE [, ACE):..] }
ACE = { acetype~; identifier , aceflags , acemask }
acetype = uint,t | acetypeitem

identifier {3 Utf8string_t
aceflags = uint_t | aceflagsstring
acemask = uint_t | acemaskstring

acetypeitem = aceallowedtype |

acedeniedtype |
aceaudittype
. LA — — — — M : O\,n
acedeniedtype = ""CDMI_ACE_ACCESS_DENIED_TYPE"™ | 0Ox01
aceaudittype = ""CDMI_ACE_SYSTEM_AUDIT_TYPE"™ | 0x02
aceflagsstring = aceflagsitem [] aceflagsitem ...]
aceflagsitem = aceobinherititem |
acecontinherititem |
acenopropagateitem |
aceinheritonlyitem
aceobinherititem = "CDMI_ACE_OBJECT_INHERIT_ACE"™ | Ox01
acecontinherititem = "CDMI_ACE_CONTAINER_INHERIT_ACE™ | 0x02
acenopropagateitem = "CDMI_ACE_NO_PROPAGATE_INHERIT_ACE"™ | 0x04
aceinheritonlyitem = "CDMI_ACE_INHERIT_ONLY_ACE"™ | 0x08
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acemaskstring = acemaskitem [] acemaskitem ...]
acemaskitem = acereaditem | acewriteitem |
aceappenditem | acereadmetaitem |
acewritemetaitem | acedeleteitem |
acedelselfitem | acereadaclitem |
acewriteaclitem | aceexecuteitem |
acereadattritem | acewriteattritem |
aceretentionitem
acereaditem = "CDMI_ACE_READ_OBJECT™ |
""CDMI_ACE_LIST_CONTAINER™ | 0x01
acewriteitem = "CDMI_ACE_WRITE_OBJECT" |
"'CDMI1_ACE_ADD_OBJECT™ | 0x02
et el ValnYVE | AL ADDCAINDN _DNAT ALY L
M\.’CMPHCIIUI oI il \IIJIVII_I'\\JI__I‘\I T I_I‘IIJ_LII_\II_\ I
""CDMI_ACE_ADD_SUBCONTAINER"™ | 0x04
acereadmetaitem = "CDMI_ACE_READ_METADATA" | 0x08
acewritemetaitem = "CDMI_ACE_WRITE_METADATA"™ | 0x10
acedeleteitem = "CDMI_ACE_DELETE_OBJECT" |
""CDMI_ACE_DELETE_SUBCONTAINER™ | 0x40
acedelselfitem = ""CDMI_ACE_DELETE" | 0x10000
acereadaclitem = "CDMI_ACE_READ_ACL" | 0x20000
acewriteaclitem = "CDMI_ACE_WRITE_ACL"™ | 0x40000
aceexecuteitem = ""CDMI_ACE_EXECUTE™ ] 0x80000
acereadattritem = "CDMI_ACE_READ_ATTRIBUTES"™ | 0x00080
acewriteattritem = "CDMI_ACE_WRITE_ATTRIBUTES™ | 0x00100
aceretentionitem = "CDMI_ACE_SET_RETENTION™ ] 0x10000000

tation with a leading "0x". This format allows both servers and.clients to quickly determine which d

nverted to numeric format and then evaluated using standard bitwise operators.

hen an object is created, no ACL is supplied, and an AGL is not inherited from the parent containgj

0 forms of a given constant is being used. When masks are presented in string format, they shall he

hen ACE masks are presented in numeric format, they shall, at all times, be specified in hexadecifal

f the

r (or

there is no parent container), the server shall place anvACL containing the following ACEs on the object:
“cdmi_acl™:
L
{
"acetype': "ALLOW",
"identifier'”: "OWNERQ@,
"aceflags': "OBJECT_JINHERIT, CONTAINER_INHERIT",
"acemask': "ALL_PERMS™"
}
1
14.1.7 Example ACEmask expressions
EXAMPLE 1
"READ_ALI™ | 0x02
evalyates to 0x09 | 0x02 == 0x0
EXAMPLEE2
Ox001FO7FF
evaluates to Ox001FO7FF == "ALL_PERMS"
EXAMPLE 3
"RW_ALL" | DELETE
evaluates to 0x000601DF | 0x00010000 == 0x000701DF
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16.1.8 Canonical format for ACE hexadecimal quantities

ACE mask expressions may be evaluated and converted to a string hexadecimal value before
transmission in a CDMI JSON body. Applications or utilities that display them to users should convert them
into a text expression before display and accept user input in text format as well.

The following technique should be used to decompose masks into strings. A table of masks and string
equivalents should be maintained and ordered from greatest to least:

Ox001FO7FF "ALL_PERMS™ "ALL_PERMS"
(JXOU0UG006F RW_ALL RW_ALL
(x0000001F "RW RW

(3x00000002 "WRITE_OBJECT™ ""ADD_OBJECT"™
(@x00000001 ""READ_OBJECT" "LIST_CONTAINER"

Given an access mask M, the following is repeated until M == 0:
1 Select the highest mask m from the table such that M & m ==(n:

2 If the object is a container, select the string from the 3rd‘column; otherwise, select the string|from
the 2nd column.

3 Bitwise subtract m from M, i.e., set M = M xor m.

The complete textual representation is then all the selected strings concatenated with ", " between them,
e.f., "ALL_PERMS, WRITE_OWNER?". The strings:should appear in the order they are selected.

A similar technique should be used for all othersets of hex/string equivalents.
This algorithm, properly coded, requires only one (often partial) pass through the corresponding string
eduivalents table.

14.1.9 JSON format for ACLS

ACE flags and masks are members of a 32-bit quantity that is widely understood in its hexadecimal
representations. The JSON data format does not support hexadecimal integers, however. For this repson,
all hexadecimal integers’in CDMI ACLs shall be represented as quoted strings containing a leading [0x".

ACLs containing)one or more ACEs shall be represented in JSON as follows:

{
Yedmi_acl™ : [
{
acetype' :@ "Oxnn',
"identifier" : ''<user-or-group-name>"
"aceflags™ : "Oxnn",
"acemask' : "Oxnn"
3
{
"acetype' :@ 'Oxnn',
"identifier" : '<user-or-group-name>",
"aceflags"™ : "Oxnn",
"acemask' : "Oxnn"
s
]
s

ACEs in such an ACL shall be evaluated in order as they appear.
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An example of an ACL embedded in a response to a GET request is as follows:

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.1

16.2 Support for user metadata

{
"objectType"™ : "/application/cdmi-object",
"objectID" : "00007ED9001086A99CC6487FEE373D82",
"objectName' : "MyDataltem.txt",
“"parentURI™ : ""/MyContainer/",
"domainURI"™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi_capabilities/dataobject/",
\JUIII'\JICLIUII\JI—MI—UQ - \JUIIIIJICLC F]
"mimetype" : "text/plain”,
"metadata" :
“cdmi_size™ : 17",
“"cdmi_acl™ : [
{
acetype™ : "0x00",
"identifier" : "EVERYONE@",
"aceflags" : ""Ox00",
"acemask™ : ""0x00020089"
3
1.
},
"valuerange" : "0-16",
"value™ : "Hello CDMI World!"
}

All CDMI objects that support metadata shall permitithe inclusion of arbitrary user-defined metadata items,
with the restriction that the name of a user-defined’metadata item shall not start with the prefix "cdm| "
e The maximum number of user-defined metadata items is specified by the capability
cdmi_metadata_maxitems.
« The maximum size of each user-defined metadata item is specified by the capability
cdmi_metadata_maxsize,
«  The maximum total size of user-defined metadata items for an object is specified by the capgbility
cdmi_metadata_maxtotalsize.
16.3 Support.for storage system metadata
After an object.has been created, the storage system metadata, as described in Table 118, shall be
ggnerated by\the cloud storage system and shall immediately be made available to a CDMI client in[the
metadatatthat is returned as a result of the create operation and any subsequent retrievals.

Table 118 — Storage system metadata (Sheet 1 of 3)

Metadata name Type Description Requirement
cdmi_size JSON The number of bytes consumed by the object. This storage Optional
string system metadata item is computed by the storage
system, and any attempts to set or modify it will be
ignored.
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Table 118 — Storage system metadata (Sheet 2 of 3)

Metadata name Type Description Requirement

cdmi_ctime JSON The time when the object was created, in 1SO-8601 point-in- Optional
string time format, as described in 5.14.

This metadata value can only be updated by a client if it has
the "backup_operator" privilege. If a client does not have the
"backup operator privilege, updates of this metadata item shall
be ignored.

cdmi_atime JSON The time when the object was last accessed in ISO-8601 point- | Optional
SUrng M=tiTme format, as described 5. 14. THe access or
modification of a child is not considered an access of a parent
container (access/modify times do not propagate up the tree).
For a newly created object, this value shall be set to the
creation time.

This metadata value can only be updated by a client’if ithas
the "backup_operator" privilege. If a client does not have the
"backup operator privilege, updates of this metadata item shall
be ignored.

ddmi_mtime JSON The time when the object was last modified, in ISO-8601 point- | Optional
string in-time format, as described in 5.14. The modification of a child
is not considered a modification ,of @ container object
(modification times do not propagate up the tree). For a newly
created object, this value shalkbe set to the creation time.

This metadata value can.only be updated by a client if it has
the "backup_operator" privilege. If a client does not have the
"backup operatorprivilege, updates of this metadata item shall
be ignored.

ddmi_acount JSON The numberef times that the object has been accessed since | Opfional
string it was ariginally created. Accesses include all reads, writes,
and lists”For a newly created object, this value shall be set to
thevalue "0".

This metadata value can only be updated by a client if it has
the "backup_operator" privilege. If a client does not have the
"backup operator privilege, updates of this metadata item shall
be ignored.

ddmi_mcount JSON The number of times that the object has been modified since it | Opfional
string was originally created. Modifications include all value and
metadata changes. Modifications to metadata resulting from
reads (such as updates to atime) do not count as a
modification. For a newly created object, this value shall be set
to the value "0".

This metadata value can only be updated by a client if it has
the "backup_operator" privilege. If a client does not have the

"h:mlznlr_\ nlnnrnfnr Inri\/ilngn, ||Ir_\r1:fnc of this-metadataitem-shall

be ignored.

cdmi_hash JSON The hash of the value of the object, encoded using Basel6 Optional
string encoding rules described in RFC 4648. This metadata field
shall be present when the cdmi_value_hash data system
metadata for the object or a parent object indicates that the
value of the object should be hashed.
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