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INFORMATION TECHNOLOGY -
CLOUD DATA MANAGEMENT INTERFACE (CDMI™)

Foreword

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission)

form the specialized system for worldwide standardization. National bodies that are members of ISO

or

IEC participate in the development of International Standards. Their preparation is entrusted to technical

cgmmittees; any 1ISO and TEC member body IMterested 1 the Subject dealtwith may partcipate m i
preparatory work. International governmental and non-governmental organizations liaising with ISQ
IEIC also participate in this preparation.

In[the field of information technology, ISO and IEC have established a joint technical commiittee, 1SC
JT|C 1. Draft International Standards adopted by the joint technical committee are circulated to natio
bqdies for voting. Publication as an International Standard requires approval by at least 75 % of the
ngtional bodies casting a vote.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as posg
ar] international consensus of opinion on the relevant subjects since each-technical committee has
representation from all interested IEC and ISO member bodies.

IEIC, ISO and ISO/IEC publications have the form of recommendations for international use and are
adcepted by IEC and ISO member bodies in that sense. Whilea@ll'reasonable efforts are made to en
that the technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be h¢
repponsible for the way in which they are used or for any misinterpretation by any end user.

Inforder to promote international uniformity, IEC and IS© member bodies undertake to apply IEC, 1S¢
ISIO/IEC publications transparently to the maximuniiextent possible in their national and regional

S
and

/IEC
nal

ible,

sure
pld

D and

pyblications. Any divergence between any ISO/IEE publication and the corresponding national or regional

pyblication should be clearly indicated in the Jatter.

ISIO and IEC provide no marking procedute to indicate their approval and cannot be rendered responsible

fof any equipment declared to be in conformity with an ISO/IEC publication.
All users should ensure that they‘have the latest edition of this publication.

N¢ liability shall attach to IEC,or ISO or its directors, employees, servants or agents including individ
eqperts and members oftheir technical committees and IEC or ISO member bodies for any personal i
prpperty damage or other damage of any nature whatsoever, whether direct or indirect, or for costs
(including legal fees)and expenses arising out of the publication of, use of, or reliance upon, this 1S(
pyblication or any~other IEC, ISO or ISO/IEC publications.

Attention iscdrawn to the normative references cited in this publication. Use of the referenced publicg
is indispensable for the correct application of this publication.

ual
hjury,

D/IEC

tions

he

Attention is drawn to the possibility that

Suste o+Pa SLL

some of the elements of this International Standard may be

This publication has been drafted in accordance with the ISO/IEC Directives, Part 6.

nt

IMPORTANT — The ‘colour inside’ logo on the cover page of this publication indicates that it contains

colours which are considered to be useful for the correct understanding of its content. Users should
therefore print this document using a colour printer.
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Introduction

This CDMI™ international standard is intended for application developers who are implementing or using
cloud storage. It documents how to access cloud storage and to manage the data stored there.

This document is organized as follows:

1 - Scope

2 - References

Defines the scope of this document

Lists the normative references for this document

=

g

1

1

1

1

il

- Terms

- Conventions

- Overview of Cloud Storage

- Common Operations

1 - Interface Standard

- Data Object Resource Operations

- Container Object Resource Operations

10 - Domain Object Resource Operations

1 - Queue Object Resource Operations

2 - Capability Object Resource Operations
3 - Exported Protocols

4 - Snapshots

5 - Serialization/Deserialization

6 - Metadata

Provides terminology used in this document

Describes the conventions used in presenting the interfaces
the typographical conventions used in this document

Provides a brief overview of cloud storage anddétails the
philosophy behind this International Standard as a model fo
operations

Gives an example of the resources that may be accessed a
the representations used to madify/them

Provides a description of HI TP status codes, Cloud Data
Management Interface (CDMI) object types, object referenc
and object manipulatiens

Provides the normative standard of data object resource
operations

Provides the’normative standard of container object resourg
operations

Provides the normative standard of domain object resource
operations

Provides the normative standard of queue object resource
operations

Provides the normative standard of capability object resourd
operations

Discusses how virtual machines in the cloud computing
environment may use the exported protocols from CDMI
containers

Discusses how snapshots are accessed under CDMI contai

Discusses serialization and deserialization, including import
export of serialized data under CDMI

Provides the normative standard of the metadata used in th
interface

and

the

1]

D

ners

and

17 - Retention and Hold Management

18 - Scope Specification

19 - Results Specification

20 - Logging

©ISO/IEC 2012 — All rights reserved

Describes the optional retention management disciplines to
implemented into the system management functions

Describes the structure of the scope specification for JISON
objects

be

Provides a standardized mechanism to define subsets of CDMI

object contents

Describes CDMI functional logging for object functions, security

events, data management events, and queues

16
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21 - Notification Queues

22 - Query Queues

Annex A - (normative) Transport Security

Annex B - (informative) Bibliography

ISO/IEC 17826:2012(E)

Describes how CDMI clients may efficiently discover what
changes have occurred to the system

Describes how CDMI clients may efficiently discover what
content matches a given set of metadata query criteria or full-
content search criteria

Provides normative text for securing the HTTP communications
protocol for transferring CDMI messages

Provides informative references that may contain additional
useful information
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1 Scope

This CDMI™ international standard specifies the interface to access cloud storage and to manage the data
stored therein. This international standard applies to developers who are implementing or using cloud
storage.

2 Normative References

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated

oy +la lot + P £ 4+l £ el L Lacls &l o) IH
rC CITTILTS, T TAtTol TUTLUTT UT UTT TTITTTTICTU UULUTTITTIUTTCTUUITYy alty arrficiiurmicTne J apgyIiCo.

The provisions of the referenced specifications other than ISO/IEC, IEC, ISO and ITU documents; a$
identified in this clause, are valid within the context of this international standard. The reference to sfich a
sfecification within this international standard does not give it any further status within ISO/AEC. In
pdrticular, it does not give the referenced specifications the status of an international standard.

IS|O 3166, Codes for the representation of names of countries and their subdivisiens (Parts 1, 2 and|3)
IS|O 4217:2008, Codes for the representation of currencies and funds

IS|O 8601:2004, Data elements and interchange formats — Information intefchange — Representation of
dates and times

ISIO/IEC 9594-8:2008, Information technology -- Open Systems Intérconnection -- The Directory: Puplic-
key and attribute certificate frameworks

ISO/IEC 14776-414, SCSI Architecture Model - 4 (SAM-4)

IEEE Std 1003.1, 2004, POSIX ERE, The Open Group, Base Specifications Issue 6 - http://www.unix.org/
version3/ieee_std.html

RIFC 2045, Multipurpose Internet Mail Extensions'(MIME) Part One: Format of Internet Message Bodlies -
http://lwww.ietf.org/rfc/rfc2045.txt

FC 2119, Key Words for Use in RFCs(to' Indicate Requirement Levels - http://tools.ietf.org/html/rfcp119
FC 2246, The TLS Protocol Version™1.0 - http://www.ietf.org/rfc/rfc2246.txt
FC 2578, Structure of Management Information Version 2 (SMIv2) - http://www.ietf.org/rfc/rfc2578 fxt
FC 2616, Hypertext Transfer Protocol -- HTTP/1.1 - http://www.ietf.org/rfc/rfc2616.txt

J U XV XN D

FC 2617, HTTP Authentication: Basic and Digest Access Authentication - http://www.ietf.org/rfc/
rfc2617.txt

RIFC 3280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profijle’- http://www.ietf.org/rfc/rfc3280.txt

RIFC 3580, Network File System (NFS) Version 4 Protocol - http://www.ietf.org/rfc/rfc3530.txt

REC=3720 Intetnet-Small {“r\mpllfnr Q\chfnmc lnterface. (iQ(‘QI) hffp-/lu\m\nnl iatf nrg/rfr‘/rfr\'?7’)n txt
T H E E - - - -

RFC 3986, Uniform Resource Identifier (URI): Generic Syntax - http://www.ietf.org/rfc/rfc3986.txt
RFC 4346, The Transport Layer Security (TLS) Protocol Version 1.1 - http://www.ietf.org/rfc/rfc4346.txt

RFC 4627, The Application/JSON Media Type for JavaScript Object Notation (JSON) - http://www.ietf.org/
rfc/rfc4627.txt

RFC 4648, The Basel6, Base32, and Base64 Data Encodings, http://www.ietf.org/rfc/rfc4648.txt

RFC 4918, HTTP Extensions for Web Distributed Authoring and Versioning (WebDAYV) -
http://www.ietf.org/rfc/rfc4918.txt
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RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2 - http://www.ietf.org/rfc/rfc5246.txt
RFC 6208, Cloud Data Management Interface (CDMI) Media Types - http://www.ietf.org/rfc/rfc6208.txt
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3 Terms
For the purposes of this document, the following terms and definitions apply.

3.1

Access Control List

ACL

a persistent list, commonly composed of Access Control Entries (ACESs), that enumerates the rights of
principals (users and groups) to access resources

3.2
CDM|™
Clpud Data Management Interface

3.B
CIFs
Common Internet File System

3.4
clpud storage
sge Data storage as a Service

3.p
CRC
cyclic redundancy check

3.6
CRUD
create, retrieve, update, delete

3.
Data storage as a Service
D@aS

dglivery of virtualized storage and data:services on demand over a network, based on a request for agiven
sdrvice level that hides limits to scalability, is either self-provisioned or provisionless, and is billed basgpd on
cdnsumption

3.8
dgmain

a phared user authorization database that contains users, groups, and their security policies and
agsociated accounting‘information

Note: Each CDMI object belongs to a single domain, and each domain provides user mapping andg
aceounting information.

3P eventual consistency
a péhavior of transactional systems that does not provide immediate consistency guarantees to proyide
enhanced system availapiiity and tolerance 10 Network parttoning

3.10
HTTP
HyperText Transfer Protocol

3.11

Infrastructure as a Service

laaS

delivery over a network of an appropriately configured virtual computing environment, based on a request
for a given service level

©ISO/IEC 2012 — All rights reserved 20
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Note: Typically, 1aaS is either self-provisioned or provisionless and is billed based on consumption.

3.12
iSCSI
Internet Small Computer Systems Interface (see RFC 3720)

3.13
LUN
Logical Unit Number (see ISO/IEC 14776-414)

3.14
MVE
Multipurpose Internet Mail Extensions (see RFC 2045)

3.15
NFS
Network File System (see RFC 3530)

3.6
object
ar| entity that has an object ID, a unique URI, and contains state

No¢te: Types of CDMI objects include data objects, containers, capabilities, domains, and queues.

3.7
ohjject identifier
a globally-unique value assigned at creation time to identify.an object

3.18
OCCI
Open Cloud Computing Interface (see OCCI spegification)

3.19

Platform as a Service
PfaS

dglivery over a network of a virtualized programming environment, consisting of an application deployment
stack based on a virtual computing environment

Note: Typically, PaaS is based on laaS, is either self-provisioned or provisionless, and is billed based on
consumption.

3.p0
PPSIX
Partable Operating System Interface (see IEEE Std 1003.1)

3.p1
private-cloud

d |i\lnr\]1 ofSa2aS PaaS 132S and/or DaaS to a rastrictad-set of customaers. ||c||:||\]l within o eingln
Hy e Foddo—r—ddo—tadao—ahReo-badotoa-H Hictes Ho-GHSteRersS—HSHam - A HHA-a-SHGH

organization

Note: Private clouds are created due to issues of trust.
3.22

public cloud
delivery of SaaS, PaasS, laaS, and/or Daas to, in principle, a relatively unrestricted set of customers
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3.23
Representational State Transfer
REST

specific set of principles for defining, addressing, and interacting with resources addressable by URIs (see

REST thesis)

3.24

RPO

recovery point objective

3.25

RTO
refovery time objective

3.p6
sgrvice level
pgrformance targets for a service

3.p7

Software as a Service

SqaS

dglivery over a network, on demand, of the use of an application

3.8  thin provisioning
technology that allocates the physical capacity of a volume or file'system as applications write data,
than pre-allocating all the physical capacity at the time of pravisioning

D9

niform Resource ldentifier

RI

cdmpact sequence of characters that identifies aff-abstract or physical resource (see RFC 3986)

cCCcw

3.B0

viftualization
presentation of resources as if they are physical, when in fact, they are decoupled from the underlyi
physical resources

3.1
WebDAV
WEb Distributed Authafing and Versioning (see RFC 4918)

3.B2
XAM
eXtensible Access Method (see INCITS 464-2010)
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Conventions

Interface Format

Each interface description has nine components, as described in Table 1.

Table 1 - Interface Format

Component Description
Synopsis The GET. PUT, POST, and DELETE semantics |
Delayed Completion of Create For long-running operations, a description of behavior when the operation Jioes

not immediately complete

Capabilities A description of the supported operations

Request Headers The request headers, such as Accept, Authorization, Cantent-Length, Content-

Type, X-CDMI-Specification-Version

Request Message Body A description of the message body contents
Response Headers The response headers, such as Content-Lepgth;y Content-Type
Response Message Body A description of the message body contents
Response Status A list of HTTP status codes
Example An example of the operation
42  Typographical Conventions

All code text is shown in a fixed-width font, as follows:

EXAMPLE

PUT /MyContainer/MyDataObject-txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
Content-Type: applicdtion/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{

4.3 Reguestand Response Body REqUITEMENTS

"mimetype*” N7 "text/plain,

"metadata™’ : {

}s o ) )
"value™ : "This is the Value of this Data Object"

In request and response message body tables, the Requirement column contains one of the following
three values:

L]

Mandatory. The value specified in this row shall be provided.

Conditional. If the condition(s) specified in the "Description” cell of this row (to the left of the
Requirement) is met, the value specified in this row shall be provided. Otherwise it may be
provided unless the Description specifically prohibits it, in which case it shall not be provided.

Optional. The value specified in this row may be provided.
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4.4

Key Word Requirements

In this international standard, the key words in Table 2 shall be interpreted as described in RFC 2119.

Table 2 - Key Word Requirements

Key Words Description

shall An action described with any of these key words is unconditionally required.

must

required

shall not An action described with either of these key word phrases is unconditionally prohibited.

must not

ghould Valid reasons may exist in specific circumstances to ignore a particular action desctibed|with

recommended either of these key words, but the full implications must be understood and carefully weighed
before choosing a different course.

ghould not Valid reasons may exist in specific circumstances to accept a particular action describegl by

rjot recommended either of these key word phrases, but the full implications should be-understood and the fase
carefully weighed before implementing any action described with these key words.

may An action described with either of these key words is truly optional. One vendor may chpose

gptional to include the option because a particular marketplace requires it or because the vendor feels
that it enhances the product, while another vendor may‘omit the same option. An
implementation which does not include a particularoption must be prepared to interopefate
with another implementation that does include the\option, though perhaps with reduced
functionality. Likewise, an implementation whiCh does include a particular option must be
prepared to interoperate with another implementation that does not include the option
(except, of course, for the feature the option'provides).
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Overview of Cloud Storage

1 Introduction

When discussing cloud storage and standards, it is important to distinguish the various resources that are
being offered as services. These resources are exposed to clients as functional interfaces (i.e., data paths)
and are managed by management interfaces (i.e., control paths). This international standard explores the
various types of interfaces that are part of offerings today and shows how they are related. This
international standard defines a model for the interfaces that may be mapped to the various offerings and
a model that forms the basis for cloud storage interfaces into the future.

Avlnother important concept in this international standard is that of metadata. When managing large
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hounts of data with differing requirements, metadata is a convenient mechanism to express-those
Huirements in such a way that underlying data services may differentiate their treatmentof the dat
bet those requirements.

e appeal of cloud storage is due to some of the same attributes that define other cleud services: p
u go, the illusion of infinite capacity (elasticity), and the simplicity of use/management. It is therefo
portant that any interface for cloud storage support these attributes, while allowing for a multitude
siness use cases.

2 What is Cloud Storage?

e use of the term "cloud" in describing these new models arose from architecture drawings that ty
ed a cloud as the icon for a network. The cloud represents,any-to-any network connectivity in an
stract way. In this abstraction, the network connectivity.in the cloud is represented without concer
w it is made to happen.

e cloud abstraction of complexity produces a.simple base on which other features can be built. Th

the concept of a pool of resources that issdrawn from, on demand, in small increments. A relatively
Cent innovation that has made this possible is virtualization.

this is Data storage as a Service (DaasS).

3 Data Storage as a Service

abstracting data(storage behind a set of service interfaces and delivering it on demand, a wide ran
tual offerings and implementations are possible. The only type of storage that is excluded from thi
finition is that'which is delivered in fixed-capacity increments instead of based on demand.

h to

Qy as
[e
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N for

e

neral cloud model extends this base by adding a pool of resources. An important part of the cloud model

us, cloud storage is simply the delivery of virtualized storage on demand. The formal term that is {ised

ge of

°A
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An important part of any DaaS offering is the support of legacy clients. Support is accommodated with
existing standard protocols such as iSCSI (and others) for block and CIFS/NFS or WebDAV for file

network storage, as shown in Figure 1.

Block Storage Client  Filesystem Client

L3

LY

ISCSI LUNSs, Targe POBIX (NFS, CIFS,

WebDAV)

Figure 1 - Existing Data Storage Interface\Standards

The difference between the purchase of a dedicated appliance and that of cloud storage is not the
fupctional interface, but the fact that the storage is delivered on demand. The customer pays for either
wmat they actually use or what they have allocated for.use. In the case of block storage, a Logical Unit
Ndmber (LUN), or virtual volume, is the granularity-of allocation. For file protocols, a file system is the unit
of|granularity. In either case, the actual storage space may be thin provisioned and billed for based ¢n
adtual usage. Data services, such as compression and deduplication, may be used to further reduceg the
adtual space consumed.

Managing this storage is typically doneout of band for these standard data storage interfaces, eithe
thrfough an API, or more commonly, through an administrative browser-based user interface. This oyt-of-
bgnd interface may be used to_invoke other data services as well (e.g., snapshot and cloning).

In[this model, the underlying_storage space exposed by the out-of-band interfaces is abstracted and
eXposed using the notioh of‘a container. A container is not only a useful abstraction for storage spacp, but
al$o serves as a grouping of the data stored in it and a point of control for applying data services in the

adgregate.

ETCh data object is created, retrieved, updated, and deleted as a separate resource. In this type of
inferface, a‘container, if used, is a simple grouping of data objects for convenience. Nothing preventg the
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concept of containers from being hierarchical, although any given implementation might support only a
single level (see Figure 2).

Sl |

Object S orage Client

CRUD
operations via
HTTP

Figure 2 - Storage Interfaces for Object Storage Client Data

54  Data Management for Cloud Storage

Many of the initial offerings of cloud storage focused on a kind of."best effort" quality of storage servicg and
ighored most other types of data services. To address the needs of enterprise applications with cloufl
stprage, however, there is an increasing need to offer betterquality of service and the deployment of
additional data services.

Clpud storage may lose its abstraction and simplicity, benefits if new data services that require compjex
management are added. Cloud storage customers;are likely to resist new demands on their time (e.g.,
sgtting up backup schedules through dedicated-interfaces, deploying data services individually for data
elgments).

By supporting metadata in a cloud storage interface and prescribing how the storage system and data
syistem metadata is interpreted to meet the requirements of the data, the simplicity required by the cloud
storage model may be maintained while still addressing the requirements of enterprise applications and
their data.

User metadata is retainechby the cloud and may be used to find the data objects and containers by
pdrforming a query for(specific metadata values. The schema for this metadata may be determined by
edch application, damain, or user. For more information on support for user metadata, see 16.2.

Stprage systemmeétadata is produced/interpreted by the cloud offering and basic storage functions (e.qg.,
mpdificatiop-and access statistics, access control). For more information on support for storage system
metadata,-see 16.3.

fta system metadata is interpreted by the cloud offering as data requwements that control the ope

individual data objects, if the offering supports this level of granularity. For more information on support for
data system metadata, see 16.4.

5.5 Data and Container Management

There is no reason that managing data and managing containers should involve different interfaces.
Therefore, the use of metadata is extended from applying to individual data elements to applying to
containers of data as well. Thus, any data placed into a container inherits the data system metadata of the
container into which it was placed. When creating a new container within an existing container, the new
container would similarly inherit the metadata settings of its parent's data system metadata. After a data
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element is created, the data system metadata may be overridden at the container or individual data
element level, as desired.

Even if the provided interface does not support setting metadata on individual data elements, metadata
may still be applied to the containers. In such a case, the interface does not provide a mechanism to
override metadata that an individual data element inherits from its parent container. For file-based
interfaces that support extended attributes (e.g., CIFS, NFSv4), these extended attributes may be used to
specify the data system metadata to override that specified for the container.

5.6 Reference Model for Cloud Storage Interfaces

The Cloud Storage Reference Model is shown in Figure 3.

Clients acting in the role of using a data storage interface

Clients can be inside the
Etorage cloud (i.e.,
providing storage

esources to the cloud as
vell as consuming them)
br outside the storage
Cloud (i.e., only consuming
esources).

==
=
==

Object Storage Client XAM\Client

= A XAM VIM
= for CDMI Database[Table
Client

Block Storage Client File Systém Client

Exports to cloud
computing

iple, vendor-

iSCSI, FC, FCoE specific interfaces

LUNs, Targets

POSIX (NFS,

Management of the cloud
Etorage can be standalone 4
br part of the overall cloud
Computing management.

4

)
- a Storage Cloud

’
7 -7 Draws regources
-~
-~

¢
M

L;_-)
Data/Storage Lnfarmatinn
Management Client Information
Services
(future)

Clients\acting in the
role.of managing data/
storage

Figure 3 - Cloud Storage Reference Model

This model shows multiple types of cloud data storage interfaces that are able to support both legacy and
new applications. All of the interfaces allow storage to be provided on demand, drawn from a pool of
resources. The storage capacity is drawn from a pool of storage capacity provided by storage services.
The data services are applied to individual data elements, as determined by the data system metadata.
Metadata specifies the data requirements on the basis of individual data elements or on groups of data

elements (containers).
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5.7 Cloud Data Management Interface

The Cloud Data Management Interface (CDMI™) shown in Figure 3 may be used to create, retrieve,
update, and delete objects in a cloud. The features of the CDMI include functions that

« allow clients to discover the capabilities available in the cloud storage offering;
¢ manage containers and the data that is placed in them; and
« allow metadata to be associated with containers and the objects they contain.

This international standard divides operations into two types: those that use a CDMI content type in the
HTTP body and those that do not. While much of the same data is available via both types, providing both

allowsfor€bivtaware chentsanmdomr-C Divit=aware chrentstomteract withra € Divitprovider:

CDMI may also be used by administrative and management applications to manage containers;donains,
sdcurity access, and monitoring/billing information, even for storage that is functionally accessible by
legacy or proprietary protocols. The capabilities of the underlying storage and data services-are exppsed
s that clients may understand the offering.

Conformant cloud offerings may support a subset of the CDMI, as long as they expose the limitationf in
the capabilities reported via the interface.

This international standard uses RESTful principles in the interface design-where possible (see REST).

CDMI defines both a means to manage the data as well as a means te-store and retrieve the data. The
means by which the storage and retrieval of data is achieved is terfined a data path. The means by which
the data is managed is termed the control path. CDMI specifies both a data path and control path intefface.

CDMI does not need to be used as the only data path and is\able to manage cloud storage propertigs for
arly data path interface (e.g., standardized or vendor specific).

Container metadata is used to configure the data requirements of the storage provided through the
eXqported protocol (e.g., block protocol or file protecol) that the container exposes. When an
implementation is based on an underlying file system to store data for a block protocol (e.g., iSCSI),|the
CDMI container provides a useful abstraction.for representing the data system metadata for the datg and
the structures that govern the exported protocols.

A cloud offering may also support domains that allow administrative ownership to be associated with
stored objects. Domains allow the standard to (among other things):

¢ determine how user-credentials are mapped to principals used in an Access Control List (AGL),
« allow granting of'special cloud-related privileges, and

« allow delegationto external user authorization systems (e.g., LDAP or Active Directory).
Domains may alse_be hierarchical, allowing for corporate domains with multiple children domains fo

dgpartments orindividuals. The domain concept is also used to aggregate usage data that is used t¢ bill,
meter, and<monitor cloud use.

Fipally, eapabilities allow a client to discover the capabilities of a CDMI implementation. Requirements

thfatighout this international standard shall be understood in the context of CDMI capabilities. Mandatory
remmmmmw i i i iti iii i ire

implementation of that capability, but rather shall be interpreted to apply only to implementations that
support the functionality required by that capability.

For example, in 5.10, this international standard states, "Every cloud storage system shall allow object ID-
based access to stored objects". This requirement shall be understood in the context that access by object
ID is predicated on the presence of the cdmi_object_access_by ID capability.
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5.8 Object Model for CDMI

The model for CDMI is shown in Figure 4.

Root Container capabilitiesUR| 1 Capability Objects
0.* .
Key/Vale Metadata . Capability Entries child
Children Child Children
0..* 0..* 0.* 1
Container Data Object Queue Object
bilitiesURI
Key/Value Metadata Key/Value Metadata Key/Value Metadata capabiities
Child AVZY Y Malues.
Domain Objects
domainURI 1 ox |
Summary child
Membeftship |
Children

Figure 4 - CDMI Object Model

The five types of resources defined are shown in Table 3. The content type.in’ any given operation ig
specific to each type of resource.

Table 3 - Types of Resources in the\WModel

Resource Type Description Referencg

pata objects Data objects are used to store values and‘provide functionality similar to See Claude 8.
files in a file system.

Container objects | Container objects have zero or mare.children, but do not store values. They | See Clauge 9.
provide functionality similar to difectories in a file system.

bomain objects Domain objects represent.d@dministrative groupings for user authentication See Claude 10.
and accounting purposes.

Queue objects Queue objects stofe zero or move values and are accessed in a first-in-first- | See Claude 11.
out manner.

Capability objects | Capability ©bjects describe the functionality implemented by a CDMI server | See Claude 12.
and are(used by a client to discover supported functionality.

Fqr data storage opérations, the client of the interface only needs to know about container objects apd
ddta objects. All.data path implementations are required to support at least one level of containers (§ee
5.p). Using the_ €DMI object model (see Figure 4), the client may send a PUT via CDMI (see 5.6) to the
ngw contairer'URI and create a new container with the specified name. Container metadata are opt{onal
arld are_expressed as a series of name-value pairs. After a container is created, a client may send a|PUT
to[create a data object within the newly created container. A subsequent GET will fetch the data objgct,
in¢lading the value field.

Queue objects are also defined (see Figure 4) and have special properties for in-order, first in, first-out
creation and fetching of queue values. More information on queues may be found in Clause 11.

CDMI defines two namespaces that can be used to access stored objects, a flat object ID namespace and
a hierarchical path-based namespace. Support for objects accessed by object ID is indicated by the
system-wide capability cdmi_object_access_by ID, and support for objects accessed by hierarchical path
is indicated by the container capability cdmi_create_dataobject found on the root container (and any
subcontainers).

Objects are created by ID by performing an HTTP POST against a special URI, designated as
/cdmi_objectid/ (see 9.8). Subsequent to creation, objects are modified by performing PUTs using the
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object ID assigned by the CDMI server, using the /cdmi_objectid/ URI (see 8.6). The same URI is used to
retrieve and delete objects by ID.

Objects are created by name by performing an HTTP PUT to the desired path URI (see 8.2). Subsequent
to creation, objects are modified by performing PUTs using the object path specified by the client (see 8.6).
The same URI is used to retrieve and delete objects by path.

CDMI defines mechanisms so that objects having only an object ID can be assigned a path location within
the hierarchical namespace, and so that objects having both an object ID and path can have their path
dropped, such that the object only has an object ID. This function is accomplished by using a move
modifier to a PUT or POST operation, as shown in Figure 5.

PUT /name, {“move” : “/cdmi_objectid/<object ID>/"}

Object with Object with ID

Name and ID only

POST /cdmi_objectID/, {*move” : “/name"}

Figure 5 - Object Transitions between Nameéd and ID-only

19 CDMI Metadata

5

CDMI uses many different types of metadata, including'HTTP metadata, data system metadata, usef
metadata, and storage system metadata.

H

TTP metadata is metadata that is related to-the use of the HTTP protocol (e.g., Content-Length, Cdntent-
Type, etc.). HTTP metadata is not specifically related to this international standard but needs to be
digcussed to explain how CDMI uses the HTTP standard.

CDMI data system metadata, user metadata, and storage system metadata is defined in the form of name-
vdlue pairs. Vendor-defined data.system metadata and storage system metadata names shall begin|with
the reverse domain name of-the vendor.

Data system metadata iS métadata that is specified by a CDMI client and is a component of objects.|Data
system metadata abstractly specifies the data requirements associated with data services that are
dgployed in the cleud/storage system.

User metadata,consists of client-defined JSON strings, arrays, and objects that are stored in the metpdata
figld. The namespace used for user metadata names is self-administered (e.g., using the reverse dgmain
ngme), and'user metadata names shall not begin with the prefix "cdmi_".

Stprfage system metadata is metadata that is generated by the storage services in the system (e.g.,
creation Ume, SiZej 1o provide usefuf information 1o a CDOMITiient.

The matrix of the creation and consumption of storage system metadata is shown in Table 4.

Table 4 - Creation/Consumption of Storage System Metadata

Created by User Created By System
Consumed by User User metadata Storage system metadata
Consumed by System Data system metadata N/A
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5.

10 Object ID

Every object stored within a CDMI-compliant system shall have a globally unique object identifier (ID)
assigned at creation time. The CDMI object ID is a string with requirements for how it is generated and how
it obtains its unigueness. Each offering that implements CDMI is able to produce these identifiers without

co

nflicting with other offerings.

Every cloud storage system shall allow object ID-based access to stored objects by allowing the object's ID

to

be appended to the root container URI. If the data object "MyDataObject.txt" has an object ID of

"00006FFD001001CCE3B2B4F602032653", the following pair of URIs access the same data object:

http://cloud.example.com/root/MyDataObject.txt

|
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11 CDMI Object ID Format

http://cloud.example.com/root/cdmi_objectid/00006FFD001001CCE3B2B4F602032653

Containers are supported, they shall also be accessible by object ID. If the container "MyContainen
object ID of "00006FFD0010AA33D8CEF9711E0835CA", the following pairs of URIs access the
ta object:

http://cloud.example.com/MyContainer/
http://cloud.example.com/cdmi_objectid/00006 FFDO010AA33D8CEF9711E0835CA/
http://cloud.example.com/MyContainer/MyDataObject.txt

http://cloud.example.com/cdmi_objectid/00006 FFDO010AA33R8CEF9711E0835CA/MyDataObj

e offering shall create the object ID, which identifies-an object. The object ID shall be globally unig
d shall conform to the format defined in Figure &,“The native format of an object ID is a variable-le
te sequence and shall be a maximum length-af*40 bytes. An application should treat object IDs as
ague byte strings. However, the object ID.format is defined such that its integrity may be validated
lependent offerings may assign unique-ebject ID values independently.

has
same

pct.txt

ue
hgth

,and

0 1 2 3 4 5 6 7 8 9 10 .. | 38

39

A

eserved Enterprise Number\|" Reserved Length CRC Opaque Data
yero) (zero)

TH

Figure 6 - Object ID Format

e fields shown,in/Figure 6 are defined as follows:

e Thereserved bytes shall be set to zero.

e The Enterprise Number field shall be the SNMP enterprise number of the offering organizatio
created the object ID, in network byte order. See RFC 2578 and http://www.iana.org/assignn

N that
hents/

enterprise-numbers. 0 is a reserved value.

32

« The byte at offset 5 shall contain the full length of the object ID, in bytes.

¢ The CRC field shall contain a 2-byte (16-bit) CRC in network byte order. The CRC field enables

the object ID to be validated for integrity. The CRC field shall be generated by running the

©ISO/IEC 2012 — All rights reserved



http://www.iana.org/assignments/enterprise-numbers
https://standardsiso.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

algorithm (see CRC) across all bytes of the object ID, as defined by the Length field, with the
field set to zero. The CRC function shall have the following fields:

— Name : "CRC-16",
— Width : 16,

— Poly : 0x8005,

— Init : 0x0000,

— Refln: True,

— RefOut : True,

— XorOut : 0x0000, and
— Check : 0xBB3D.

CRC

Th
st
R

5,

S¢
dg

S¢

This function defines a 16-bit CRC with polynomial 0x8005, reflected input, and reflected-ou
This CRC-16 is specified in CRC.

Opaque data in each object ID shall be unique for a given Enterprise Number.

e native format for an object ID is binary. When necessary, such as when includedchin URIs and J9
ings, the object ID textual representation shall be encoded using base 16 encoding rules describe
-C 4648 and shall be case insensitive.

12 Security

curity, in the context of CDMI, refers to the protective measurés )employed in managing and acceq
ta and storage. The specific objectives to be addressed by, security include:

provide a mechanism that assures that the communications between a CDMI client and ser
may not be read or modified by a third party;

provide a mechanism that allows CDMI clients and servers to provide an assurance of their
identity;

provide a mechanism that allows conttol of the actions a CDMI client is permitted to perform
CDMI server;

provide a mechanism for recordsto be generated for actions performed by a CDMI client on
CDMI server;

provide mechanisms to.protect data at rest;
provide a mechanism\to eliminate data in a controlled manner; and
provide mechanismsto discover the security capabilities of a particular implementation.

bcurity measures within CDMI may be summarized as

transpart.security,

userand entity authentication,
authorization and access controls,
data integrity,

put.

SON
d in

sing

er

ona

a

data and media sanitization

data retention,

protections against malware,
data at-rest encryption, and
security capabilities.

With the exception of both the transport security and the security capabilities, which are mandatory to
implement, the security measures may vary significantly from implementation to implementation.

When security is a concern, the CDMI client should begin with a series of security capability lookups (see
12.1.1) to determine the exact nature of the security features that are available. Based on the values of
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these capabilities, a risk-based decision should be made as to whether the CDMI server should be used.
This is particularly true when the data to be stored in the cloud storage is sensitive or regulated in a way
that requires stored data to be protected (e.g., encrypted) or handled in a particular manner (e.g., full
accountability and traceability of management and access).

HTTP is the mandatory transport mechanism, and HTTP over TLS (i.e., HTTPS) is the mechanism used to
secure the communications between CDMI clients and servers. To ensure both security and
interoperability, all CDMI implementations shall implement the Transport Layer Security (TLS) protocol as
described in Annex A, but its use by CDMI clients and servers is optional.

5.13.1 RFC 2616 Support Requirements

A conformant implementation of CDMI shall also be a conformant implementation of RFC2616 (see RFC
2416) (i.e., HTTP 1.1). The subclauses below list the sections of RFC 2616 that shall’be supported;
hgwever, this list is not comprehensive.

5.13.2 Content-Type Negotiation

Fqr CDMI operations, media types for CDMI objects are used, as defined‘in RFC 6208.

A client may optionally supply an HTTP Accept header, as per section 14.1 of RFC 2616. If a client is
reptricting the response to a specific CDMI media type, the corresponding media type shall be specified in
the Accept header. Otherwise, the Accept header may contain ™/*" or a list of media types, or it may| be

onitted.

If f request message body is present, the client shall include a Content-Type header, as per section [14.17
of|RFC 2616. If the client does not provide a Content:Type header when required or provides a mediq type
in|the Content-Type header that does not match-with the existing resource media type, the server shall

refurn an HTTP status code of 400 Bad Request.

If o response message body is present, the server shall provide a Content-Type header.
This international standard may further qualify content negotiation (e.g., in 9.3, the absence of a Cortent-
Type header has a specific meaning).
5.13.3 Range Support

The server shall suppertHTTP Range headers and partial content responses (see Section 14.16 of RFC
2416).

5.13.4 URI Escaping

Percent\eéscaping of reserved characters specified in RFC 3986 shall be applied to all text strings used in
URIS~This includes user-supplied field names, metadata nhames, object names, container names anfd
dommamrTanes whermr used T ORTs:

Field names and values shall not be escaped when stored and sent in request and response message
bodies.

EXAMPLE A client retrieving a metadata item named "@user" from a container object with the name of
"@MyContainer" would perform the following request:

GET /%40MyContainer/?objectName;metadata:%40user HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2
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The response shall be:

HTTP/1.1 200 OK
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

{

"objectName': "@MyContainer",
"metadata: {

"@user': "test"
3

TH

E
C

.13.5 Use of URIs

e format and syntax of URIs are defined by RFC 3986.

ery CDMI client shall maintain one or more root URIs that each correspond to a root container on
DMI server. Since all URIs to CDMI containers end in a trailing slash, all root URIs will'end in a tra

slash.

Al
(ole
39

T4

URIs in this international standard are relative to the root URI unless otherwis€ noted. As a
nsequence, the algorithm used for calculating the resolved URI is as described in Section 5.2 of §
86.

ble 5 shows how relative URIs are resolved against root URIs.

Table 5 - Relative URIs Resolved Against Root URIs

the
ng

FC

Root URI + Relative URI =>.Resolved URI

Nttp://cloud.example.com/ cdmi_object/testObject http://cloud.example.com/cdmi_object/testObjeft
Nttp://cloud.example.com/ /cdmi_object/testObject | http://cloud.example.com/cdmi_object/testObjeft
Rttp://cloud.example.com/p1/ cdmi_object/testObject http://cloud.example.com/p1/cdmi_object/testOpject
http://cloud.example.com/pl/ /cdmi_object/testObject | http://cloud.example.com/cdmi_object/testObjeft

r

ttp://cloud.example.com/pl/p2/ | cdmi_object/testObject http://cloud.example.com/p1/p2/cdmi_object/
testObject

r

ttp://cloud.example.com/pl/p2/ '} ‘/cdmi_object/testObject | http://cloud.example.com/cdmi_object/testObje

T
~

Th
ar
th

TH

is international standard places no restrictions on root and relative URIs. All of the examples in T4
b valid, use a roof-URI of http://cloud.example.com/, and return absolute path references, as show
b second line,of\Jable 5.

13.6 Reserved Characters

e-hame of CDMI data objects, container objects, queue objects, domain objects and capability obj

ble 5
nin

ects

all-nat contain the "/ or "?2" characters_as these characters are reserved for delimiters

5.

14 Time Representations

Unless otherwise specified, all date/time values are in the ISO 8601:2004 extended representation (YYYY-

MM-DDThh:mm:ss.ssssssZ). The full precision shall be specified, the sub-second separator shall be a ".",
the Z UTC zone indicator shall be included, and all timestamps shall be in UTC time zone. The YYYY-MM-
DDT24:00:00.000000Z hour shall not be used, and instead, it shall be represented as YYYY-MM-
DDT00:00:00.000000Z.

©ISO/IEC 2012 — All rights reserved
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Unless otherwise specified, all date/time intervals are in the ISO 8601:2004 start date/end date
representation (YYYY-MM-DDThh:mm:ss.ssssssZ/YYYY-MM-DDThh:mm:ss.ssssssZ). The end-date
shall be equal to or later than the start-date. The full precision shall be specified, the sub-second separator

shall be a ".", the Z UTC zone indicator shall be included, and all timestamps shall be in UTC time zone.
The YYYY-MM-DDT24:00:00.000000Z hour shall not be used, and instead, it shall be represented as
YYYY-MM-DDT00:00:00.000000Z.

5.

5.

C
ar
C
th

Data objects with a value transfer encoding of base 64 shall not have their value field ‘accessible to (

1
ar
m

(S

.15.2 Container Export Capabilities

15 Backwards Compatibility

151 \alue Transfer Encoding
)

DMI content-type operations shall have a value transfer encoding of "utf-8", and data objects creat
ough non-CDMI content-type operations shall have a value transfer encoding of "base64".

empty value field (") to these clients. CDMI 1.0 clients can detect this condition when the cdmi_s
btadata is not O and the value field is empty.

DMI version 1.0.2 normalizes the names of capabilities used<by a client to discover if a container ¢
ported via various protocols and deprecates the following container export capability names:

e cdmi_cifs_export,

e cdmi_nfs_export,

e cdmi_iscsi_export, and
e cdmi_occi_export.

DMI version 1.0.1 introduces the concept of value transfer encoding to enable the storage and-éetrigval of
bitrary binary data via CDMI content-type operations. Data objects created by CDMI 1.0 clients thrpugh

bd

CDMI

.D clients through CDMI content-type operations. Attempts to read the value of these objects shall feturn

ze

AN be

36
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6 Common Operations

6.1 Overview

All examples included in this international standard are informative.
This clause includes examples for the following CDMI content-type operations:

« discovering the capabilities of a cloud storage provider (see 6.2),

e creating a new container (see 6.3),

ISO/IEC 17826:2012(E)

e creating a new data object (see 6.4),

« listing the contents of a container (see 6.5),

¢ reading the contents of a data object (see 6.6),

» reading only the value of a data object (see 6.7), and
¢ deleting a data object (see 6.8).

EXAMPLE Perform a GET to the capabilities URI:

GET /cdmi_capabilities/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-capability
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-capabiHty
X-CDMI-Specification-Version: 1.0.2

{
"objectType"™ : "applicatieon/cdmi-capability”,

"objectName" : "cdmi_capabilities/",
“parentUrRI™ - /"

"capabilities" W X
"cdmi_domains' : "true",
"cdmi_export_nfs" : "true",

62 Discover the Capabilities of a Cloud Storage Provider

"objectID™ : "00007E7FOQ10CEC234AD9E3EBFE9531D",

“"parentlID" : "00067E7FOOlODCECC805FBGD195DDBCB",

"cdmi_export_webdav" :
"cdii)export_iscsi" :

Ycdmi_notification” :
Ycdmi_query'™ I "true",

"cdmi_size" : 'true",

"cdmi_metadata_maxsize'
"cdmi_metadata_maxitems" : ''1024",

"true",

"true',
"'€dmi_queues" : "true",
"true",

T "'4096",

edns lact chaldean' -
A= ot CcHrrorert

"cdmi_read_metadata" :

"cdmi_modify_metadata™ :
"cdmi_create_container™
"cdmi_delete_container"

"childrenrange™ : "0-3",

“children"™ : [
""domain/"",
"container/",
"dataobject/",
"queue/™

©ISO/IEC 2012 — All rights reserved
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"true",
"true',
: "true',
- "true”
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6.3 Create a New Container

EXAMPLE Perform a PUT to the new container URI:

PUT /MyContainer/HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-container
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

"metadata”™ : {

}

}

The following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

{
"objectType' : "application/cdmi-container™,
"objectID™ : "00007E7FO0102E230ED82694DAA975D2",
"objectName" : "MyContainer/",
“parentURI™ - /",
“parentlID™ : "00007E7F0010128E42D87EE34F5A6560
"domainURI™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI"™ : "/cdmi_capabilities/container/",
"completionStatus"™ : "Complete",
"metadata" : {

"cdmi_size" : 0"

"childrenrange™ : "',
“"children™ : [
1

}

6/4  Create a Data Object in a Container

EXAMPLE Perform a PUT to the new data object URI:

PUT /MyContainerZMyDataObject.txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
Content-Type: application/cdmi-object
X-CDMI=Specification-Version: 1.0.2

{
"mimetype" : "text/plain”,
"metadata" : {
T,
"value™ : "Hello CDMI World!™
}

The following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{

"objectType' : "application/cdmi-object",
"objectID"™ : "00007E7F0010BD1CB8FF1823CFO5BEE4",
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"objectName" : "MyDataObject.txt",
"parentURI™ : "/MyContainer/",
“parentlID™ : "00007E7FO00102E230ED82694DAA975D2",
"domainURI™ : "/cdmi_domains/MyDomain/",
“capabilitiesURI"™ : *"/cdmi_capabilities/dataobject/",
"completionStatus'" : "Complete",
"mimetype" : "text/plain’,
"metadata”™ : {

"cdmi_size"™ : "17"
}

6.5 List the Contents of a Container

EXAMPLE Perform a GET to the container URI:

GET /MyContainer/ HTTP/1.1

Host: cloud.example.com

Accept: */*
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

{

"objectType" : "application/cdmi-containers,
"objectID"™ : "00007E7FO00102E230ED82694DAAQT5D2",
"objectName"™ : "MyContainer/",
“parentURI™ - /",
“"parentID"™ : "00007E7F0010128E42D87EE34F5A6560",
"domainURI™ : "/cdmi_domains/MyDomain/"",
"capabilitiesURI" : "/cdmi_capabilities/container/",
"completionStatus'" : "Complete',
"metadata” : {

"cdmi_size™ : 83"
}

"’hildrenrange" o "0-0"

"children™ : [
""MyDataObjecttxt"

1

6/6 Read the Contents of a Data Object

EXAMPLE GET from the data object URI:

GET#MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{
"objectType': "application/cdmi-object",
"objectlID": "00007E7F0010BD1CB8FF1823CFO5BEE4",
"objectName': "MyDataObject.txt",
"parentURI": "/MyContainer/",
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“"parentlID” : "00007E7F00102E230ED82694DAA975D2",
"domainURI™: "/cdmi_domains/MyDomain/*",
"capabilitiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus": "Complete",
“"mimetype": "text/plain®,
"metadata': {

cdmi_size'": 17"
}.
"valuetransferencoding": "utf-8",
"valuerange': "0-16",
"value™: "Hello CDMI World!"

67 Read Only the Value of a Data Object

EXAMPLE Perform a GET to the data object URI:

GET /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

The following shows the response.

HTTP/1.1 200 OK
Content-Type: text/plain

Hello CDMI World!

68 Delete a Data Object

EXAMPLE Perform a DELETE to the data object URI;
DELETE /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com
X-CDMI-Specification-Version: 1.0(2

The following shows the response.

HTTP/1.1 204 No Content
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Interface Standard

A HTTP Status Codes

HTTP status codes (see Table 6) are used to convey the results of the RESTful operations and to follow
the basic semantics of HTTP with minimal overloading. Other HTTP status codes are not part of this
international standard and retain their original semantics from HTTP 1.1.

Table 6 - HTTP Status Codes

: atus bUdC HTTF r\idIIIC DCDLI iIJLiUII
400 OK The request has succeeded.
401 Created The resource was created successfully.
402 Accepted The long-running operation was accepted for processing.
404 No Content The operation was successful; no data was returned.
302 Found The resource is a reference to another resoufce.
400 Bad Request The request contents are missing orjinyvalid.
401 Unauthorized The authentication/authorization-eredentials are invalid.
403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not.found at the specified URI.
406 Not Acceptable No content can be produced at this URI that matches the request,
409 Conflict The operation conflicts with a non-CDMI™ access protocol lock ofmay
cause a state transition error on the server.
72 Object References
Object references are URIs within the-Cloud storage namespace that redirect to another URI within the
sgme or another cloud storage namespace. References are similar to soft links in a file system. The cloud
ddes not guarantee that the réferenced URI will be valid after the time of creation.
Ré¢ferences are visible as ehildren in a container and are distinguished from non-references by a trailing
"?I' character added to-the reference name. Performing an operation (with the exception of create or
dglete) to a referenée)URI will result in a 302 Found HTTP redirect, with the Location HTTP header
cdntaining the redirect destination URI that was specified at the time the reference was created. The
reference’s destination URI shall not be changed after a reference has been created.
Td continuey when CDMI clients receive a 302 Found redirect, they should retry the operation using the
URI contained within the Location header.
A delete-operation-enatreference URl-shall-delete-therefererceReferenrcescannot-beupdated—TF
update the destination of a redirect, the client shall first delete the reference and then create a new
reference to the desired destination.
EXAMPLE 1 GET to a URI, where the URI is a reference:
GET /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com
Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2
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The following shows the response.

HTTP/1.1 302 Found
Location: http://cloud.example.com/MyContainer/MyOtherDataObject.txt

References by object ID shall always redirect to a URI that ends with the same object ID as the request
URI.

EXAMPLE 2 GET to an object ID URI, where the URI is a reference:

GET /cdmi_objectid/00006FFDO010AA33D8CEF9711E0835CA HTTP/1.1
Host: cloud.example.com
A\J\(Cldt: upp: I\autlullll\'dllll Ubj C\.at

X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 302 Found
Location: http://archive.example.com/cdmi_objectid/00006FFDO010AA33D8CEF9711E08335CA
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8 Data Object Resource Operations

8.1 Overview

Data objects are the fundamental storage component within CDMI™ and are analogous to files within a file
system. Each data object has a set of well-defined fields that include:

e asingle value; and
e optional metadata that is generated by the cloud storage system and specified by the cloud user.

Déata objects are addressed In CDMI In two ways:

¢ by name (e.g., http://cloud.example.com/dataobject); and

¢ by object ID (e.qg., http://cloud.example.com/cdmi_objectid/
0000706D0010B84FAD185C425D8B537E).

Eyery data object has a single, globally-unique object identifier (ID) that remains constant for the life pf the
ohjject. Each data object shall have one or more URI addresses that allow the object to be accessed

Evyery data object has a parent object from which the data object inherits dataysystem metadata that js not
eXplicitly specified in the data object itself. Thus, the "budget.xIs" data ohject stored at the following URI
would inherit data system metadata from its parent container, "finance"

http://cloud.example.com/finance/budget.xls

Individual fields within a data object may be accessed by specifying the field name after a question mark
"?|' that is appended to the end of the data object URI. Thus;-the following URI returns the value field jn the
repponse message body:

http://cloud.example.com/dataobject?value

The encoding of the data transported in the data object value field depends on the data object
vgdluetransferencoding field.

< If the value transfer encoding-of'the object is set to "utf-8", the data stored in the value of thg data
object shall be a valid UTF-8'string and shall be transported as a UTF-8 string in the value field.

« If the value transfer encoding of the object is set to "base64", the data stored in the value of the
data object can contain/arbitrary binary sequences, and it shall be transported as a base 64
encoded string in-the’value field.

Specific ranges of thewalue of a data object may be accessed by specifying a byte range after the vplue
figdld name. Thus,the“following URI returns the first thousand bytes in the value field:

http://cloud-example.com/dataobject?value:0-999

sHall-always be transported in the value field as a base 64-encoded string. Likewise, when updating|a
rahge’of bytes within the value of a data object, the contents of the value field shall be transported af a
base 64-encoded string.

Bicause a byte range of a UTF-8 string is often not a valid UTF-8 string, the response to a range reguest

Byte ranges are specified as single inclusive byte ranges as per Section 14.35.1 of RFC 2616.

A list of unique fields, separated by a semicolon ";" may be specified, allowing multiple fields to be
accessed in a single request. Thus, the following URI returns the value and metadata fields in the
response message body:

http://cloud.example.com/dataobject?value;metadata
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When a client provides fields that are not defined in this international standard or deserializes an object
containing fields that are not defined in this international standard, these fields shall be stored as part of
the object but shall not be interpreted.

8.1.1 Data Object Metadata

Data object metadata may also include arbitrary user-supplied metadata and data system metadata, as
specified in Clause 16. Metadata shall be stored as a valid UTF-8 string. Binary data stored in user
metadata shall be first encoded such that it can be contained in a UTF-8 string, with the use of base 64
encoding recommended.

8.1.2 Data Object Consistency
WFiting to a data object is an atomic operation.

« If aclient reads a data object simultaneously with a write to that same data object,the reading
client shall get either the old version or the new version, but not a mixture of,bath.

« If awrite is terminated due to errors, the contents of the data object shall(be as if the write ngver
occurred (i.e., writes are atomic in the face of errors).

The timestamp returned in the response to a write indicates whether the write'is the newest (i.e., the| write
whose data is returned to subsequent reads, until another write is processed). If the timestamp returngd for
orle write shows a more recent time than the timestamp for another, wtite, then the write with the ney
timestamp shall be the one whose data is currently stored in the data object wherever the two writeg
oMerlap.

Range writes can result in a gap in an object value that haveyhad no data written to them. Reading ffom a
gdp in a data object value shall return zero for each bytezread.

Infplementations of this international standard shallprovide the atomicity features described in this
sybclause for data objects that are accessed via.CDMI. The atomicity properties of data objects thatjare
adcessed by protocols other than CDMI are outside the scope of this international standard.

8.L.3 Data Object Representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support
UTF-8 JSON representation. JFherequest and response message body JSON fields may be specifidd or

refurned in any order, with the-exception that, if present, for data objects, the valuerange and value flelds
shall appear last and in that.order.

82 Createa Data Object Using CDMI Content Type

8.p.1 Sywopsis

Td create a new data object, the following request shall be performed:

PUT <root URI>/<ContainerName>/<DataObjectName>
To create a new data object by ID, see 9.9.
Where:

e <root URI> is the path to the CDMI cloud.

¢ <ContainerName> is zero or more intermediate containers that already exist, with one slash (i.e.,
"I") between each pair of container names.

e <DataObjectName> is the name specified for the data object to be created.

After it is created, the data object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.
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Delayed Completion of Create

In response to a create operation for a data object, the server may return 202 Accepted to indicate that the
object is in the process of being created. This response is useful for long-running operations (e.g., copying
a large data object from a source URI). Such a response has the following implications.

The server shall return a Location header with a URI to the object to be created along with an
HTTP status code of 202 Accepted.

With 202 Accepted, the server implies that the following checks have passed:
— user authorization for creating the object;
— user authorization for read access to any source object for move, copy, serialize, or

Th
S6

G
re
m

8.

TH
dg

e client performs GET operations to the URI to track the progress of the operation. In response, the
rver returns two fields in its response message body to indicate progress.

.3 Capabilities

deserialize; and

— availability of space to create the object or at least enough space to create a URI to'repprt an
error.

A client might not be able to immediately access the created object, e.g., due to delays resulting
from the implementation’s use of eventual consistency.

A mandatory completionStatus text field contains either "Processing-/"Complete", or an errgr
string starting with the value "Error".

An optional percentComplete field contains the percentage,ofithe operation that has complefed
(0 to 100).

ET shall not return any value for the data object when completionStatus is not "Complete”. If the final
Sult of the create operation is an error, the URI is created with the completionStatus field set to the|error
bssage. It is the client's responsibility to delete the URZafter the error has been noted.

e following capabilities describe the supported operations that may be performed when creating a new
ta object:

Support for the ability to create) a new data object is indicated by the presence of the
cdmi_create_dataobject capability in the parent container.

If the object being created in the parent container is a reference, support for that ability is indicated
by the presence of the cdmi_create_reference capability in the parent container.
If the new data.object is a copy of an existing data object, support for the ability to copy is indicated
by the presence’of the cdmi_copy_dataobject capability in the parent container.

If the new data object is the destination of a move, support for the ability to move the data object is
indicatéd-by the presence of the cdmi_move_dataobject capability in the parent container.

If tHieynew data object is the destination of a deserialize operation, support for the ability to
deserialize the source data object is indicated by the presence of the cdmi_deserialize_datagbject
capability in the parent container.

If the new data object is the destination of a serialize operation, support for the ability to seriplize

the source data object is indicated by the presence of the cdmi_serialize _dataobject,
cdmi_serialize_container, cdmi_serialize_domain, or cdmi_serialize_queue capability in the parent
container.
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8.2.4 Request Headers

The HTTP request headers for creating a CDMI data object using CDMI content type are shown in Table 7.
Table 7 - Request Headers for Creating a CDMI Data Object using CDMI Content Type

Header Type Description Requirement
Accept Header "application/cdmi-object” or a consistent value as per Optional
String clause 5.13.2
Content-Type Header "application/cdmi-object" Mandatory
String
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatofy
Specification- String e.g., "1.0.2,1.5, 2.0"
Version
X-CDMl-Partial Header "true". Indicates that the newly created object is part of a Optional
String series of writes and the value has not yet been fully
populated. If X-CDMI-Partial is present, the
completionStatus field in the Response Body shall'be' set to
"Processing".

8.2.5 Request Message Body

The request message body fields for creating a data object using, €BMI content type are shown in Taple 8.

Table 8 - Request Message Body - Create a Data Object' using CDMI Content Type (Sheet 1 of J)

Field Name Type Description Requirement
mimetype JSON MIME type-ofithe data contained within the value field Optional
String of the data.object

¢ Thisfield may be included when creating by value or
when deserializing, serializing, copying, and moving
a data object.

« This field shall be stored as part of the object.

« If this field is not specified, the value of "text/
plain” shall be assigned as the field value.

¢ This field shall not be included when creating a
reference.

¢ This MIME type value shall be converted to lower
case before being stored.

30nly oneof these fields shall be specified in any given operation. Except for value, these fields shall not|oe
stored.If)more than one of these fields is supplied, the server shall respond with a 400 Bad Request erro
response.
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Field Name

Type

Description

Requirement

metadata

JSON
Object

Metadata for the data object

« If this field is included when deserializing, serializing,
copying, or moving a data object, the value provided
in this field shall replace the metadata from the
source URI.

« If this field is not included when deserializing,
serializing, copying, or moving a data object, the

matadata from tha caotrca LIRL chall ha 1icad

Optional

« If this field is included when creating a new data
object by specifying a value, the value provided in
this field shall be used as the metadata.

« If this field is not included when creating a new data:
object by specifying a value, an empty JSON object
(i.e., "{}") shall be assigned as the field value.

¢ This field shall not be included when referencing a
data object.

domainURI

JSON
String

URI of the owning domain

« If different from the parent domain, the user shall
have the cross_domain privilege’(see
cdmi_member_privilegesdnyFable 64).

« If not specified, the domain of the parent container
shall be used.

Optional

deserialize

JSON
String

URI of a serialized€DMI data object that shall be
deserialized to‘create the new data object

Optional?

serialize

JSON
String

URI of a CDMI object that shall be serialized into the
new data\object

Optionaly

copy

JSON
String

URI of a CDMI data object or queue that shall be
copied into the new data object

Optional?y

move

JSON
String

URI of an existing local or remote CDMI data object
(source URI) that shall be relocated to the URI
specified in the PUT. The contents of the object,
including the object ID, shall be preserved by a move,
and the data object at the source URI shall be
removed after the data object at the destination has
been successfully created.

If there are insufficient permissions to read the data
object at the source URI, write the data object at the
destination URI, or delete the data object at the source
URI, or if any of these operations fail, the move shall
return a 400 Bad Request result code, and the source
and destination are left unchanged.

Optional?y

reference

JSON
String

URI of a CDMI data object that shall be redirected to
by a reference. If any other fields are supplied when
creating a reference, the server shall respond with an
HTTP status code of 400 Bad Request.

Optional®

response.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
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Table 8 - Request Message Body - Create a Data Object using CDMI Content Type (Sheet 3 of 3)

Field Name Type Description Requirement

deserializevalue JSON A data object serialized as specified in Clause 15and | Optional®
String encoded using base 64 encoding rules described
in RFC 4648.

valuetransferencoding | JSON The value transfer encoding used for the data object Optional
Array of value. Two value transfer encodings are defined.
JSON

String « "utf-8" indicates that the data object contains a valid

UTF-8 string, and it shall be transported as a UTF-8
string in the value field.

* "base64" indicates that the data object may contain
arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the
value field. Setting the contents of the data object
value field to any value other than a valid base 64
string shall result in error 400 Bad Request being
returned to the client.

This field shall only be included when creating’a data
object by value. If not specified by the client; the server
shall set the valuetransferencoding field to "utf-8".

This field shall be stored as part af’the object.

value JSON The data object value Optionald

Strin
g « If this field is not included, an empty JSON String

(i.e., ™) shall be assigned as the field value.

« If the valuetransferencoding field indicates UTF-8
encoding, thewalue shall be a UTF-8 string escaped
using the:JSON escaping rules described in RFC
4627.

« If the,valuetransferencoding field indicates base 64
encoding, the value shall be first encoded using the
pase 64 encoding rules described in RFC 4648.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not|oe
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request erro
response.

8.2.6 Response Hegaders

The HTTP response headers for creating a data object using CDMI content type are shown in Table|9.

Table 9 - Response Headers - Create a Data Object using CDMI Content Type

Header Type Description Requirement
Content-Type Header "application/cdmi-object" Mandatofy
StrAE

X-CDMI- Header The server shall respond with the highest version supported | Mandatory
Specification- String by both the client and the server, e.g., "1.0.2".
Version

If the server does not support any of the versions supported

by the client, the server shall return a 400 Bad Request

status code.
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8.2.7 Response Message Body

The response message body fields for creating a data object using CDMI content type are shown in
Table 10.

Table 10 - Response Message Body - Create a Data Object using CDMI Content Type

Field Name Type Description Requirement
objectType JSON "application/cdmi-object" Mandatory
String
objectD JSON ObjecttDof the object Vandatoyy
String
objectName JSON Name of the object Mandatofy
String
parentURI JSON URI for the parent object Mandatofy
Strin
g Appending the objectName to the parentURI shall@lways
produce a valid URI for the object.
parentlD JSON Object ID of the parent container object Mandatofy
String
domainURI JSON URI of the owning domain Mandatofy
String
capabilitiesURI JSON URI to the capabilities for the object Mandatofy
String
completionStatus | JSON A string that shall indicate the status of the data object Mandatofy
String creation operation,using one of the following values
» "Processingdndicates that the data object is still in the
process.of being created.
» "Completed" indicates that the data object has been
successfully created.
o[ A'string that begins with "Error" indicates that an error
prevented creation of the data object.
percentComplete | JSON * When the value of completionStatus is "Processing”, this | Optional
String field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
* When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".
* When the value of completionStatus is "Error", this field, if
provided, may contain any integer value from 0 through
100.
mimetype JSON MIME type of the value of the data object Mandatofy
String
metadata JSON Metadata for the data object. This field includes any user Mandatory
Object and data system metadata specified in the request
message body metadata field, along with storage system
metadata generated by the cloud storage system. See
Clause 16 for a further description of metadata.
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8.2.8 Response Status

The HTTP status codes that occur when creating a data object using CDMI content type are described in
Table 11.

Table 11 - HTTP Status Codes - Create a Data Object using CDMI Content Type

HTTP Status Description
201 Created The new data object was created.
202 Accepted The data object is in the process of being created. The CDMI client should

monitor the completionStatus and percentComplete fields to determine the
Current status of the operation.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform thisreqguest.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or may cayse a

state transition error on the server.

8.2.9 Examples

EXAMPLE 1 PUT to the container URI the data object name and contents:

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{

"mimetype" : "text/plain®,

"metadata” : {

¥,

"value™ : "This is«the Value of this Data Object"
}

The following shows'the response.

HTTP/1.1 201 (Cxeated
Content-Type:“application/cdmi-object
X-CDMI-Speci#fication-Version: 1.0.2

{
“ObjectType"™ : "application/cdmi-object",
"'objectID™ : "0000706D0010B84FAD185C425D8B537E",
"objectName'™ : "MyDataObject._txt",
“parertdR-——/MyCentatrer/
“parentlID" : "00007E7FO00102E230ED82694DAA975D2",
"domainURI™ : "/cdmi_domains/MyDomain/*",
"capabilitiesURI" : "/cdmi_capabilities/dataobject/",
"completionStatus'" : "Complete",
"mimetype" : "text/plain®,
"metadata” : {

“cdmi_size"™ : "37"

}

}
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EXAMPLE 2 PUT to the container URI the data object name and binary contents:

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

"mimetype" : "text/plain”,

"metadata" : { },

"valuetransferencoding" : "base64"

"value™ : "VGhpcyBpcyBOaGUgVmFsdWUgb2YgdGhpcyBEYXRhIE9iamVjdA==""

g
The following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{
"objectType': "application/cdmi-object",
"objectlID": ""0000706D0010374085EF1A5C7018D774",
"objectName': "MyDataObject.txt",
"parentURI": "/MyContainer/",
“parentID"™ : "00007E7F00102E230ED82694DAA975D2",
"domainURI": "'/cdmi_domains/MyDomain/"",
“"capabilitiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus': "Complete",
"mimetype': "text/plain”,
"metadata': {

“cdmi_size"™: "37"

}

}

83 Create a Data Object using @Non-CDMI Content Type

8.B.1 Synopsis

Td create a new data object, the-following request shall be performed:
PUT <root URI>/<ContainerName>/<DataObjectName>
Where:

¢ <root URI>\sthe path to the CDMI cloud.

* <ContainerName> is zero or more intermediate containers that already exist, with one slash|(i.e.,
"I"Ybetween each pair of container names.

* <DataObjectName> is the name specified for the data object to be created.

Afterit is created, the data object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

8.3.2 Capability

The following capability describes the supported operations that may be performed when creating a new
data object:

e Support for the ability to create a new data object is indicated by the presence of the
cdmi_create_dataobject capability in the parent container.
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8.3.3 Request Headers

The HTTP request headers for creating a CDMI data object using a non-CDMI content type are shown in
Table 12.

Table 12 - Request Headers - Create a CDMI Data Object using a Non-CDMI Content Type

Header Type Description Requirement
Content-Type Header The content type of the data to be stored as a data object. Mandatory
String The value specified here shall be used as the mimetype

field of the CDMI data object. If the content type includes
the charset parameter as defined in REC 2046 of "utf-8"
(e.g., ";charset=utf-8"), the valuetransferencoding field of
the CDMI data object shall be set to "utf-8". Otherwise, the
valuetransferencoding field of the CDMI data object shall be
set to "base64".

X-CDMl-Partial Header "true”. Indicates that the newly created object is part of.a Optional
String series of writes and has not yet been fully created. When
set, the completionStatus field shall be set to "Processing".

8.B.4 Request Message Body

The request message body contains the data to be stored in the value_of the data object.

8.8.5 Response Headers

N¢ response headers are specified.

8.B.6 Response Message Body

N¢ response message body fields are specified:

8.B.7 Response Status

The HTTP status codes that occur when creating a data object using a non-CDMI content type are
dgscribed in Table 13.

Table 13 - HTTP/Status Codes - Create a Data Object using a Non-CDMI Content Type

HTTP Status Description

201 Created The new data object was created.

400 Bad Request The request contains invalid parameters or field names.

401Ynauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or may cause a state
transition error on the server.
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8.3.8 Example

EXAMPLE PUT to the container URI the data object name and contents:

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Content-Type: text/plain;charset=utf-8
Content-Length: 37

This is the Value of this Data Object

The following shows the response.

Ta
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P8

W
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/4 Read a Data Object using CDMI Content Type

.1 Synopsis

.2 Capabilities

HTTP/1.1 201 Created

read all fields from an existing data object, the following request shall be perfefmed:
GET <root URI>/<ContainerName>/<DataObjectName>

read one or more requested fields from an existing data object, on€ of the following requests shal
rformed:

GET <root URI>/<ContainerName>/<DataObjectNamex?<Fieldname>;<fieldname>;. ..
GET <root URI>/<ContainerName>/<DataObjectName>?value:<range>;...

GET <root URI>/<ContainerName>/<DataObjectName>?metadata:<prefix>;...

here:

e <root URI> is the path to the CDMI cloud:

e <ContainerName> is zero or more intermediate containers.

« <DataObjectName> is the name ‘of-the data object to be read from.
e <fieldname> is the name of afield.

matching prefix that returns all metadata items that start with the prefix value.

e object shall also also be-accessible at <root URI>/cdmi_objectid/<objectID>.

e following capabilities describe the supported operations that may be performed when reading a
isting data~object:

e, \Support for the ability to read the metadata of an existing data object is indicated by the pres
of the cdmi_read_metadata capability in the specified object.

e <range> is a byte range of the data object value to be returned in the value field.<prefix> is &

| be

=

ence

ol

the cdmi_read_value capability in the specified object.

e Support for the ability to read the value of an existing data object in specific byte ranges is
indicated by the presence of the cdmi_read_value_range capability in the specified object.
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8.4.3 Request Headers

The HTTP request headers for reading a CDMI data object using CDMI content type are shown in
Table 14.

Table 14 - Request Headers - Read a CDMI Data Object using CDMI Content Type

Header Type Description Requirement

Accept Header "application/cdmi-object" or a consistent value as per clause | Optional
String 5.13.2

X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory

SpecHication- String €.g., 1.0.2, 15,20

Version

8.4.4 Request Message Body

A request message body shall not be provided.

8.4.5 Response Headers

The HTTP response headers for reading a data object using CDMI contentitype are shown in Table [15.

Table 15 - Response Headers - Read a CDMI Data Object\using CDMI Content Type

Header Type Description Requirement
X-CDMI- Header The server shall respond with'the highest version supported | Mandatqry
Specification- String by both the client and the'server, e.g., "1.0.2".

Version

If the server does net'support any of the versions supported
by the client, the.server shall return a 400 Bad Request
status code.

Content-Type Header "application/cdmi-object" Mandatqry
String

Location Header The'server shall respond with the URI that the reference Conditiopal
String redirects to if the object is a reference.

8.4.6 Response Message/Body

The response message body fields for reading a CDMI data object using CDMI content type are shgwn in
Tgble 16.

Table 16 -"Response Message Body - Read a Data Object using CDMI Content Type (Sheet 1 of |3)

Field Name Type Description Requirgment
ObjectType JSON "application/cdmi-object” Mandatgry
String T
objectlD JSON Object ID of the object Mandatory
String
objectName JSON Name of the object Conditional
Strin
g « For objects in a container, the objectName field shall
be returned.
« For objects not in a container (objects that are only
accessible by ID), the objectName field does not exist
and shall not be returned.
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Table 16 - Response Message Body - Read a Data Object using CDMI Content Type (Sheet 2 of 3)

Field Name Type Description Requirement
parentURI JSON URI for the parent object Conditional
Strin
g « For objects in a container, the parentURI field shall be
returned.
« For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist
and shall not be returned.
Appending the objectName to the parentURI shall
nlwnye Ir\rnrhlr‘c:\ avalid UR] for the nhjprf
parentlD JSON Object ID of the parent container object Conditidnal
Strin
g « For objects in a container, the parentlD field shall be
returned.
« For objects not in a container (objects that are only
accessible by ID), the parentID field does not exist
and shall not be returned.
domainURI JSON URI of the owning domain Mandatgry
String
capabilitiesURI JSON URI to the capabilities for the object Mandatgry
String
completionStatus JSON A string indicating if the object’is still in the process of Mandatgry
String being created, and afterthe operation is complete, if it
was created successfully or an error occurred.
The value shall be'the string "Processing", the string
"Complete”, or an error string starting with the value
"Error".
percentComplete JSON ¢ When the value of completionStatus is "Processing", Optiona
String this:field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
* When the value of completionStatus is "Complete",
this field, if provided, shall contain the value "100".
* When the value of completionStatus is "Error”, this
field, if provided, may contain any integer value from 0
through 100.
mimetype JSON MIME type of the value of the data object Mandatgry
String
metadata JSON Metadata for the data object Mandatgry
Object
) This field includes any user and data system metadata
specified in the request message body metadata field,
along with storage system metadata generated by the
cloudstorage systenT:
See Clause 16 for a further description of metadata.
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Table 16 - Response Message Body - Read a Data Object using CDMI Content Type (Sheet 3 of 3)

Field Name Type Description Requirement
valuerange JSON The range of bytes of the data object to be returned in Mandatory
String the value field

« If a specific value range has been requested, the
value range field shall correspond to the bytes
requested. If the request extends beyond the end of
the value, the value range field shall indicate the
smaller byte range returned.

_If the object value has gaps (due to PUTs with non-

=

o)

contiguous value ranges), the value range will
indicate the range to the first gap in the object value.

* The cdmi_size storage system metadata of the data
object shall always indicate the complete size of the
object, including zero-filled gaps.

valuetransferencoding | JSON The value transfer encoding used for the data object Mandatgry
Array of value. Two value transfer encodings are defined:
étsrﬁ'g\]ls « "utf-8" indicates that the data object contains a valid
UTF-8 string, and it shall be transperted’'as a UTF-8
string in the value field.
« "base64" indicates that the data object may contain
arbitrary binary sequences,and it shall be transported
as a base 64-encoded stting in the value field.
value JSON The data object valug Conditignal
String

« If the valuetransferencoding field indicates UTF-8
encoding, the.value field shall contain a UTF-8 string
using JSONescaping rules described in RFC 4627.

« If the valtetransferencoding field indicates base 64
encoding, the value field shall contain a base 64-
encoded string as described in RFC 4648.

«( The value field shall only be provided when the
completionStatus field contains "Complete”.

* When reading a value, zeros shall be returned for any
gaps resulting from non-contiguous writes.

ndividual fields are specified in the GET request, only these fields are returned in the result body.
btional fields that are-requested but do not exist are omitted from the result body.
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8.4.7 Response Status

The HTTP status codes that occur when reading a data object using CDMI content type are described in

Table 17.
Table 17 - HTTP Status Codes - Read a CDMI Data Object using CDMI Content Type

HTTP Status Description

200 OK The data object content was returned in the response.

202 Accepted The data object is in the process of being created. The CDMI client should
monitor the completionStatus and percentComplete fields to determine the
CUITENt status of the operation.

302 Found The URI is a reference to another URI.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to performthis request.

404 Not Found The resource was not found at the specified URK

406 Not Acceptable The server is unable to provide the objectiimthe content type specified if the
Accept header.

8.4.8 Examples

EXAMPLE 1 GET to the data object URI to read all fields of the data object:

GET /MyContainer/MyDataObject.txt HTTP/1%1
Host: cloud.example.com

Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

The following shows the response.
HTTP/1.1 200 OK

X-CDMI-Specification-Version: 1.0.2
Content-Type: applicatien/cdmi-object

{
"objectType" (\*application/cdmi-object",
"objectlID" (C~"0000706D0010B84FAD185C425D8B537E",
"objectName'" : "MyDataObject.txt",
"parentURF" : ""/MyContainer/",
"pareQtID" : "00007E7F00102E230ED82694DAA975D2",
"doma#hURI™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI'"™ : "/cdmi_capabilities/dataobject/",
“completionStatus'" : "Complete",
“"mimetype"” : "text/plain’,
"metadata' :
"cdmi _sjize' - 37
}.
"valuerange"™ : "0-36",
"valuetransferencoding" : "utf-8",
"value™ : "This is the Value of this Data Object"
}

EXAMPLE 2 GET to the data object URI by ID to read all fields of the data object:

GET /cdmi_objectid/0000706D0010B84FAD185C425D8B537E
HTTP/1.1 Host: cloud.example.com

Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{

"objectType'" : "application/cdmi-object",
"objectID" : "0000706D0010B84FAD185C425D8B537E",
"objectName" : "MyDataObject.txt",

"parentURI"™ : "/MyContainer/",

"parentlD" : "00007E7F00102E230ED82694DAA975D2",
"domainURI"™ : "/cdmi_domains/MyDomain/",

}

AMPLE 3

GET /MyContainer/MyDataObject.txt?value;mimetype HTTP/D.1

capapTITtIesSURT——7Tomi_capab T iTties/dataobject?
"completionStatus"™ : "Complete",

"mimetype" : "text/plain",

"metadata" : {

“cdmi_size"™ : 37"

},

"valuetransferencoding" : "utf-8",
"valuerange" : "0-36",
"value™ : "This is the Value of this Data Object"

Host: cloud.example.com
Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{

}

AMPLE 4

GET /MyContainer/MyDataObject.txt?valuerange;value:0-10 HTTP/1.1

"value™ : "This is the Value. of this Data Object",
"mimetype" : "text/plain

Host: cloud.example.com
Accept: applicatyon/cdmi-object
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP£L1.1 200 OK
Content-Type: application/cdmi-object
X-€DMI-Specification-Version: 1.0.2

GET to the data object URI to read the value and mimetype fields)of the data object:

GET to the data-object URI to read the first 11 bytes of the value of the data object:

58

{

"valuerange" : "0-10",
"value™ : "VGhpcyBpcyB0OaGU=""
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8.5 Read a Data Object using a Non-CDMI Content Type

8.5.1 Synopsis

To read the value of an existing data object, the following request shall be performed:
GET <root URI>/<ContainerName>/<DataObjectName>

Where:

e <root URI> is the path to the CDMI cloud.

- aro-ar-moretntarmadiata-containarc
A=

CantanaerNamasic 2
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¢ <DataObjectName> is the name of the data object to be read from.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

8.p.2 Capabilities

The following capabilities describe the supported operations that may be performed when reading af
existing data object:

e Support for the ability to read the value of an existing data object iS/indicated by the presende of
the cdmi_read_value capability in the specified object. Any read.from a specific byte location not
previously written to by a create or update operation shall return zero for the byte value.

*  Support for the ability to read the value of an existing data,object in specific byte ranges is
indicated by the presence of the cdmi_read_value_range capability in the specified object. Any
read from a specific byte location within the value¥ange specified not previously written to by a
create or update operation shall return zero for the byte value.

8..3 Request Header

The HTTP request header for reading a CDMldata object using a non-CDMI content type is shown |n
Table 18.
Table 18 - Request Headen* Read a CDMI Data Object using a Non-CDMI Content Type
Header Type Description Requirement
Range Header A valid ranges-specifier (see RFC 2616 Section 14.35.1) Optional
String
8.5.4 Request‘Message Body
A request message body shall not be provided.
8.p.54 Response Headers
The HT TP TESPONSE NEeaders for reading a data object using a Non-CDMT CONeNt type are Snownmn in
Table 19.
Table 19 - Response Headers - Read a CDMI Data Object using a Non-CDMI Content Type
Header Type Description Requirement
Content-Type | Header The content type returned shall be the mimetype field in the Mandatory
String data object.
Location Header The server shall respond with the URI that the reference Conditional
String redirects to if the object is a reference.
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8.5.6 Response Message Body
When reading a data object using a non-CDMI content type, the following applies:

e The response message body shall be the contents of the data object's value field.
« When reading a value, zeros shall be returned for any gaps resulting from non-contiguous writes.

8.5.7 Response Status

The HTTP status codes that occur when reading a data object using a non-CDMI content type are
described in Table 20.

Table 20 - HTTP Status Codes - Read a CDMI Data Object using a Non-CDMI Content Typée

HTTP Status Description

200 OK The data object content was returned in the response.

206 Partial Content A requested range of the data object content was returned in the response.

302 Found The URI is a reference to another URI.

400 Bad Request The request contains invalid parameters or fi€ldynames.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at{the*specified URI, or a requested field within
the resource was not found.

8.p.8 Examples

EXAMPLE 1 GET to the data object URI to read\the value of the data object:

GET /MyContainer/MyDataObject. txt-HTTP/1.1
Host: cloud.example.com

The following shows the response
HTTP/1.1 200 OK
Content-Type: text/plain
Content-Length: 3%

This is the Value of this Data Object

EXAMPLE 2 GET to the data object URI to read the first 11 bytes of the value of the data object:

GET /NyContainer/MyDataObject.txt HTTP/1.1
Host: tcloud.example.com
Range: bytes=0-10

The folawnwina chaownwa tha racinancen
TTCTOTOWIT g~ STTOW St CTCOPOTTStT

HTTP/1.1 206 Partial Content
Content-Type: text/plain
Content-Range: bytes 0-10/37
Content-Length: 11

This is the
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Update a Data Object using CDMI Content Type

Synopsis

To update some or all fields in an existing data object, the following request shall be performed:

PUT <root URI>/<ContainerName>/<DataObjectName>

To update the value of an existing data object, the following request shall be performed:

PUT <root URI>/<ContainerName>/<DataObjectName>?value:<range>
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add, update, and remove Speciiic metadata items of an existing data object, the Tfollowing request
performed:

PUT <root URI>/<ContainerName>/<DataObjectName>?metadata:<metadataname>.;-. .

<root URI> is the path to the CDMI cloud.

<ContainerName> is zero or more intermediate containers.
<DataObjectName> is the name of the data object to be updated.
<range> is a byte range within the data object value to be updated:

e data object shall also be accessible at <root URI>/cdmi_objectid/<objectID>, and an update sh3
Sult in a change to the object ID.

Capabilities

e following capabilities describe the supported operations that may be performed when updating an
isting data object:

Support for the ability to modify the metadata of an existing data object is indicated by the
presence of the cdmi_modify_metadata capability in the specified object.

Support for the ability to modify, the value of an existing data object and/or MIME type is indi
by the presence of the cdmi(modify_value capability in the specified object.

Support for the ability to modify the value of an existing data object in specified byte ranges
indicated by the presence of the cdmi_maodify value_range capability in the specified object

shall

Il not

cated
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8.6.3 Request Headers

The HTTP request headers for updating a CDMI data object using CDMI content type are shown in
Table 21.

Table 21 - Request Headers - Update a CDMI Data Object using CDMI Content Type

Header Type Description Requirement
Content-Type Header "application/cdmi-object" Mandatory
String
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
SpecHication- Strng €.0., L.0.2, 15, 20
Version
X-CDMl-Partial Header "true". Indicates that the object is in the process of being Optional
String updated, and has not yet been fully updated. When set, the
completionStatus field shall be set to "Processing".
If the completionStatus field had previously been set to
"Processing” by including this header in a create or_update,
the next update without this field shall change the
completionStatus field back to "Complete".

8.6.4 Request Message Body

The request message body fields for updating a data object using«CDMI content type are shown in
Tqble 22.

Table 22 - Request Message Body - Update a CDMI Data Object using CDMI Content Type

Field Name Type Description Requiregment
mimetype JSON MIME type“of the data contained within the value field of | Optional
String the data object. If present, this replaces the existing
MIMEtype.

<" This field may be included when updating by value,
deserializing, and copying a data object.

< This field shall be stored as part of the object.

« If this field is not specified, the existing value of the
mimetype field shall be left unchanged.

« This field shall not be included when creating a
reference.

* This mimetype value shall be converted to lower case
before being stored.

metadata JSON Metadata for the data object. If present, the new Optiona
Object metadata specified replaces the existing object
metadata. If individual metadata items are specified in
the URI, only those items are replaced, with other items
bemgpreserved:

See Clause 16 for a further description of metadata.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.
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Table 22 - Request Message Body - Update a CDMI Data Object using CDMI Content Type

UTF-8 string, and shall be transported as a UTF-8
string in the value field:

« "base64" indicates that the data object may contain
arbitrary binary.sequences, and shall be transported
as a base 64 encoded string in the value field. Setting
the conténts of the data object value field to any value
other than a valid base 64 string shall result in error
400-Bad Request being returned to the client.

This-field shall only be included when updating a data

object by value. If this field is not specified, the existing

value of the valuetransferencoding field shall be left
unchanged.

This field shall be stored as part of the object.

Field Name Type Description Requirement
domainURI JSON URI of the owning domain Optional
Strin
g « [f different from the parent domain, the user shall have
the cross_domain" privilege (see
cdmi_member_privileges in Table 64).
« If not specified, the existing domain shall be
preserved.
deserialize JSON URI of a serialized CDMI data object that shall be Optional?
String deserialized to update an existing data object. The
object ID of the serialized data object shall match the
object ID of the destination data object.
copy JSON URI of a CDMI data object or queue that shall be copied) I optional®
String into the existing data object.
deserializevalue JSON A data object serialized as specified in Clause/t5 and Optionaf?
String encoded using base 64 encoding rules desefibed in
RFC 4648. The object ID of the serialized. data object
shall match the object ID of the destination data object.
valuetransferencoding | JSON The value transfer encoding used for the data object Optiona
Array of value. Two value transfer encodings are defined:
JSON
Strings « "utf-8" indicates that the-data object contains a valid

response.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not|oe
stored. If more than-ene of these fields is supplied, the server shall respond with a 400 Bad Request erro
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Table 22 - Request Message Body - Update a CDMI Data Object using CDMI Content Type

« If the valuetransferencoding field indicates UTF-8
encoding, the value shall be a UTF-8 string escaped
using the JSON escaping rules described in RFC
4627.

« If the valuetransferencoding field indicates base 64

ancodina—thavalua.chall ha firct ancadad ticinag thg
++ g tHe et Hetr-PBe-Hrotert aee—uStHg—

TH

Th
T

base 64 encoding rules described in RFC 4648.

 If a value range was specified in the request, the new
data shall be inserted at the location specified by the
range. Any resulting gaps between ranges shall be
treated as if zeros had been written and shall be
included when calculating the size of the value. When
storing a range, the value shall be encoded using
base 64, and the valuetransferencoding fi€ld shall be
set to "base64".

Field Name Type Description Requirement
value JSON This is the new data for the object. If present, this Optional
String replaces the existing value.

30nly one of these fields shall be specified in any given operation. Except forvalue, these fields shall notjoe
stored. If more than one of these fields is supplied, the server shall respend with a 400 Bad Request erro
response.
8.6.5 Response Header
e HTTP response header for updating a data object using CDMI content type is shown in Table 2B.
Table 23 - Response Header - Update & CDMI Data Object using CDMI Content Type
Header Type Description Requirement
Location Header The server shall respond with the URI that the reference Conditiopal
String redirects to if the object is a reference.
8.6.6 Response Message Body
Fesponse message body may be provided as per RFC 2616.
.b.7 Response Status
e HTTP status-codes that occur when updating a data object using CDMI content type are descriljed in
ble 24.
Table 24 - HTTP Status Codes - Update a CDMI Data Object using CDMI Content Type (Sheet 1 of 2)

HTTP Status Description
204 No Content The operation was successful; no data was returned.
302 Found The URI is a reference to another URI.
400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.

64
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Table 24 - HTTP Status Codes - Update a CDMI Data Object using CDMI Content Type (Sheet 2 of 2)

HTTP Status

Description

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The operation conflicts with a non-CDMI access protocol lock or may cause a
state transition error on the server.

8.6.8 Examples

EXAMPLE 1 PUT to the data object URI to set new field values:

Host: cloud.example.com

HTTP/1.1 204 No Content

EXAMPLE 2 PUT to the data object URI to set a new MIME type:

Host: cloud.example.com

{
}

HTTP/1.1 204.No Content

EXAMPLE 3 PUT to the data object URI to update a range of the value:

Hast: cloud.example.com

PUT /MyContainer/MyDataObject.txt HTTP/1.1

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{
"mimetype" : "text/plain®,
"metadata" :
"colour"™ : "blue",
"length' : "10"
¥,
"value™ : "This is the Value of this Data Object”
}

The following shows the response.

PUT /MyContainer/MyDataObject.txt?mimetype HTTP/1.1
Content-Type: application/cdmi-pbject
X-CDMI-Specification-Version:*1.0.2

"mimetype" : "text/plain”

The following shows.the response.

PUT._/MyContainer/MyDataObject.txt?value:21-24 HTTP/1.1

Content-Type: application/cdmi-object

{
}

"value™ : "dGhhdA=="

Y- CDOMEL _Snocsfrocation \/arczon- 1 0O 2
3 =g P T e er oy e oo
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The following shows the response.

HTTP/1.1 204 No Content

When updating a value without specifying a value transfer encoding, the client must be aware of the
current value transfer encoding of the object. If a client sends a value containing a UTF-8 string to
update an existing object with a valuetransferencoding value of "base64", this shall result in an error
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being returned. If a client sends a value containing a base 64 string to update an existing object with a
valuetransferencoding value of "utf-8", this shall not generate an error, but results in the literal base 64
character sequence being stored in the data object instead of the expected data encoded in the base
64 string.

EXAMPLE 4 PUT to the data object URI to replace all metadata with new metadata:

PUT /MyContainer/MyDataObject.txt?metadata HTTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

1
"metadata”™ : {
"colour™ : "red",
"number" : 7"
s
}

The following shows the response.

HTTP/1.1 204 No Content

EXAMPLE 5 PUT to the data object URI to add a new metadata item while preserving existing metadata:

PUT /MyContainer/MyDataObject.txt?metadata:shape HTFP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

"metadata" : {
"shape™ : "round"
3

}
The following shows the response.

HTTP/1.1 204 No Content

EXAMPLE 6 PUT to the data object URI to replace just one metadata item with a new value:

PUT /MyContainer/MyDataObject.txt?metadata:colour HTTP/1.1
Host: cloud.exampte.Com

Content-Type: appMcation/cdmi-object
X-CDMI-Specification-Version: 1.0.2

"metadata” : {
“colour" : "green"
+

3

The following shows the response.

HTTP/1.1 204 No Content

8.7 Update a Data Object using a Non-CDMI Content Type

8.7.1 Synopsis
To update the value of an existing data object, the following request shall be performed:

PUT <root URI>/<ContainerName>/<DataObjectName>
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Where:

e <root URI> is the path to the CDMI cloud.
¢ <ContainerName> is zero or more intermediate containers.
e <DataObjectName> is the name of the data object to be updated.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectlD>. An update shall not result in a
change to the object ID.

8.7.2 Capabilities

The following capabilities describe the supported operations that may be performed when updating an
e)isting data object:

e Support for the ability to modify the value of an existing data object and/or MIME typeis inditated
by the presence of the cdmi_modify_value capability in the specified object.

e Support for the ability to modify the value of an existing data object in specifiéd byte ranges |s
indicated by the presence of the cdmi_modify value_range capability in the specified object

8.F.3 Request Headers

The HTTP request headers for updating a CDMI data object using a nén-CDMI content type are shown in
Tgble 25.

Table 25 - Request Headers - Update a CDMI Data Object’'using a Non-CDMI Content Type

Header Type Description Requirement

Content-Type Header The content type of the data-to be stored as a data object. The Mandatdry
String value specified here shall-be used in the mimetype field of the
CDMI data object.

Content- Header | A valid ranges-specifier (see RFC 2616 Section 14.35.1) Optional
Range String

X-CDMI- Header "true", lndicates that the object is in the process of being Optional
Partial String updated and has not yet been fully updated. When set, the

completionStatus field shall be set to "Processing".

If the completionStatus field had previously been set to
"Processing" by including this header in a create or update, the
next update without this field shall change the completionStatus
field back to "Complete".

8.F.4 Request Message Body

The request message body contains the data to be stored in the value of the data object.

8.F1.5/ Response Header

The HTTP response header for updating a data object using a non-CDMI content type is shown in
Table 26.

Table 26 - Response Header - Update a CDMI Data Object using a Non-CDMI Content Type

Header Type Description Requirement
Location Header The server shall respond with the URI that the reference Conditional
String redirects to if the object is a reference.
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8.7.6 Response Message Body

A response message body may be provided as per RFC 2616.

8.7.7 Response Status

the HTTP status codes that occur when updating a data object using a non-CDMI content type are
described in Table 27.

Table 27 - HTTP Status Codes - Update a CDMI Data Object using a Non-CDMI Content Type

HTTP Status Description

204 No Content The operation was successful; no data was returned.

302 Found The URI is a reference to another URI.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access*protocol lock or may cause a ptate
transition error on the server.

8.V.8 Examples

EXAMPLE 1 PUT to the data object URI to update the valdé of the data object:
PUT /MyContainer/MyDataObject.txt HTTP/ADL.1

Host: cloud.example.com

Content-Type: text/plain

Content-Length: 37

This is the value of this dataobject

The following shows the response.

HTTP/1.1 204 No Content

EXAMPLE 2 PUT to-the.data object URI to update four bytes within the value of the data object:

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Content-Range: bytes 21-24/37
Content=Type: text/plain

Content<Length: 4

that

T'he tollowing shows the response.

HTTP/1.1 204 No Content
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8.8 Delete a Data Object using CDMI Content Type

8.8.1 Synopsis

To delete an existing data object, the following request shall be performed:
DELETE <root URI>/<ContainerName>/<DataObjectName>

Where:

e <root URI> is the path to the CDMI cloud.

- ContanarNamaesic zara ar mara intarmandiatn containarce
SOt e ae=152ero- o orehtereaate—cortahers:

« <DataObjectName> is the name of the data object to be deleted.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

8.8.2 Capability

The following capability describes the supported operations that may be performed/when deleting an
existing data object:

e Support for the ability to delete an existing data object is indicatedy the presence of the
cdmi_delete_dataobject capability in the specified object.
8.8.3 Request Header

The HTTP request header for deleting a CDMI data object.using CDMI content type is shown in Table 28.
Table 28 - Request Header - Delete a CBDMJI-Data Object using CDMI Content Type

Header Type Description Requirement
X-CDMI- Header | A comma-separated list of versions supported by the client, Mandatory
Specification- String e.g., "1.0.2, 15, 2.0"

Version

8.8.4 Request Message Body:

A request message body may be provided as per RFC 2616.

8.8.5 Response Headers

Résponse headérs/may be provided as per RFC 2616.

8.8.6 Response Message Body

A response message body may be provided as per RFC 2616.
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8.8.7 Response Status

Table 29 describes the HTTP status codes that occur when deleting a data object using CDMI content
type.
Table 29 - HTTP Status Codes - Delete a CDMI Data Object using CDMI Content Type

HTTP Status Description

204 No Content The data object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

403+-Unatthorized Fhe-atthentieation-credentials-are-missing-ortnvalie:

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock ormay cause a ptate
transition error on the server or the data object may not be deleted.

8.8.8 Example

EXAMPLE DELETE to the data object URI:

DELETE /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 204 No Content

89 Delete a Data Object using alNon-CDMI Content Type

8.p.1 Synopsis

Td delete an existing data object, the following request shall be performed:
DELETE <root URI>/<ContainerName>/<DataObjectName>

Where:

e <root URI>\s’'the path to the CDMI cloud.
e <ContaigerName> is zero or more intermediate containers.
« <DataObjectName> is the name of the data object to be deleted.

The aobject shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

8.9.2 Capability

The following capability describes the supported operations that may be performed when deleting an
existing data object:

«  Support for the ability to delete an existing data object is indicated by the presence of the
cdmi_delete_dataobject capability in the specified object.

8.9.3 Request Headers

Request headers may be provided as per RFC 2616.
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8.9.4 Request Message Body

A request message body may be provided as per RFC 2616.

8.9.5 Response Headers

Response headers may be provided as per RFC 2616.

8.9.6 Response Message Body

A response message body may be provided as per RFC 2616.

8.p.7 Response Status

Tgble 30 describes the HTTP status codes that occur when deleting a data object using a,ion-CDM

cdntent type.

Table 30 - HTTP Status Codes - Delete a CDMI Data Object using a Non-CDMI[*Content Type

HTTP Status

Description

204 No Content

The data object was successfully deleted.

400 Bad Request

The request contains invalid parameters orfield names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authotization to perform this request.

404 Not Found

The resource was not found.at the specified URI.

409 Conflict

The operation conflicts with'a non-CDMI access protocol lock or may cause a
transition error on thegsserver or the data object may not be deleted.

tate

8.p.8 Example

EXAMPLE DELETE to the data object URI:

DELETE /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

The following shows, the response.

HTTP/1.1 204 ‘N0 Content
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9 Container Object Resource Operations

9.1 Overview

Container objects are the fundamental grouping of stored data within CDMI™ and are analogous to
directories within a file system. Each container object has zero or more child objects and a set of well-
defined fields that include standardized and optional metadata. The metadata is generated by the cloud
storage system and specified by the cloud user.

Containers are addressed in CDMI in two ways:

¢ by name (e.qg., http://cloud.example.com/container/); and

* by object ID (e.g., http://cloud.example.com/cdmi_objectid/
0000706D0010B84FAD185C425D8B537E.

EVyery container object has a single, globally-unique object ID that remains constant for the life of thg
ohjject. Each container object may also have one or more URI addresses that allow the container objgect to
bg accessed. Following the URI conventions for hierarchical paths, container URIs shall consist of ope or
mpre container names that are separated by forward slashes ("/") and that end\Wwith a forward slash ["/").

=

If & request is performed against an existing container resource and the trailing slash at the end of the URI
is jomitted, the server shall respond with an HTTP status code of 301 Moved Permanently, and a Logation
hgader containing the URI with the trailing slash will be added.

==

If & CDMI request is performed to create a new container resodrce and the trailing slash at the end qf the
URI is omitted, the server shall respond with an HTTP status.eode of 400 Bad Request.

Non-CDMI requests to create a container resource shalldnclude the trailing slash at the end of the URI;
otherwise, the request shall be considered a request tocreate a data object.

Containers may also be nested.

EXAMPLE 1 The following URI represents a‘nested container:
http://cloud.example.com/container/subcontainer/

A hested container has a parent container object, shall be included in the children field of the parent
cdntainer object, and shall inhienit data system metadata and ACLs from its parent container.

This model allows directmapping between CDMI-managed cloud storage and file systems (e.g., NF$v4 or
WEbDAV). If a CDMI.centainer object is exported as a file system, then the file system may make thp
CDhMI metadata accessible via file system-specific mechanisms. As files and directories are created by the
filg system, they-become visible through the CDMI interface acting as a data path. The mapping betyveen
filg system constructs and CDMI data objects, container objects, and metadata is outside the scope ¢f this
infernational standard.

Individual fields within a container object may be accessed by specifying the field name after a question
mark~?" appended to the end of the container object URI.

EXAMPLE 2 The following URI returns just the children field in the response message body:
http://cloud.example.com/container/?children

By specifying a range after the children field name, specific ranges of the children field may be accessed.

EXAMPLE 3 The following URI returns the first three children from the children field:

http://cloud.example.com/container/?children:0-2
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Children ranges are specified in a way that is similar to byte ranges as per Section 14.35.1 of RFC 2616. A
client can determine the number of children present by requesting the childrenrange field without
requesting a range of children.

A list of fields, separated by a semicolon ";" may be specified, allowing multiple fields to be accessed in a
single request.

EXAMPLE 4 The following URI would return the children and metadata fields in the response message body:
http://cloud.example.com/container/?children;metadata

When a client provides or includes deserialization fields that are not defined in this international standard,
these fields shall be stored as part of the object.

9.1.1 Container Metadata

The following optional data system metadata may be provided (see Table 31).

Table 31 - Container Metadata

Metadata Name Type Description Requirement
cdmi_assignedsize JSON The number of bytes that is reported.viasexported Optional
String protocols (e.g., the device may be thin provisioned). This
number may limit cdmi_size.

Container metadata may also include arbitrary user-supplied metadata and data system metadata ap
dgscribed in Clause 16.

9.1.2 Reserved Container Names

This international standard defines reserved container names that shall not be used when creating rew
cdntainers. These container names are reserved for use by this international standard, and if an attefnpt is
made to create or delete them, an HTTP 400:Bad Request result code shall be returned to the client.

The reserved container names includes;

e cdmi_objectid,

e cdmi_domains,

e cdmi_capabilities,

e cdmi_snapshots;-and
e cdmi_versions:

Ag additional paimes may be added in future versions of this international standard, server
implementations shall prevent the creation of user-defined containers if the container name starts with

cmi_".

9..3/ Container Object Addressing

Each container object is addressed via one or more unique URIs, and all operations may be performed
through any of these URIs. For example, a container object may be accessible via multiple virtual hosting
paths, where http://cloud.example.com/users/snia/cdmi/ is also accessible through http://
shia.example.com/cdmi/. Conflicting writes via different paths shall be managed the same way that
conflicting writes via one path are managed, via the principle of eventual consistency (see 9.2).

9.1.4 Container Object Representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support
UTF-8 JSON representation. The request and response message body JSON fields may be specified or
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returned in any order, with the exception that, if present, for container objects, the childrenrange and
children fields shall appear last and in that order.

9.2 Create a Container Object using CDMI Content Type

9.2.1 Synopsis
To create a new container object, the following request shall be performed:

PUT <root URI>/<ContainerName>/<NewContainerName>/

Where:

e <root URI> is the path to the CDMI cloud.

e <ContainerName> is zero or more intermediate container objects that already exist, with one[slash
(i.e., "I") between each pair of container object names.

¢ <NewContainerName> is the name specified for the container object to be created.

After it is created, the container object shall also be accessible at <root URI>/cdimi_objectid/<objectIP>/.

9.p.2 Delayed Completion of Create

In[response to a create operation for a container object, the serverimay return 202 Accepted to indigate
that the object is in the process of being created. This response-is.useful for long-running operationsj(e.g.,
dgserializing a source data object to create a large container:object hierarchy). Such a response hag the
following implications.

e The server shall return a Location header withi@URI to the object to be created along with 3
HTTP status code of 202 Accepted.

e With 202 Accepted, the server implies th&t'the following checks have passed:
— user authorization for creating the container object;
— user authorization for read aceess to any source object for move, copy, serialize, or
deserialize; and
— availability of space to.create the container object or at least enough space to create a YRI to
report an error.
« A client might not be able to immediately access the created object, e.g., due to delays resulting
from the implementation’s use of eventual consistency.

=]

The client performs GET operations to the URI to track the progress of the operation. In response, the
sdrver returns two-fields in its response message body to indicate progress.

* A mangdatory completionStatus text field contains either "Processing", "Complete", or an errdr
string Starting with the value "Error".

<, YAn optional percentComplete field contains the percentage that the accepted PUT has completed
(0 to 100). GET does not return any children for the container object when completionStatus jis not
"Complete"

When the final result of the create operation is an error, the URI is created with the completionStatus field
set to the error message. It is the client's responsibility to delete the URI after the error has been noted.
9.2.3 Capabilities

The following capabilities describe the supported operations that may be performed when creating a new
container object:

e Support for the ability to create a new container object is indicated by the presence of the
cdmi_create_container capability in the parent container object.
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If the object being created in the parent container object is a reference, support for that ability is
indicated by the presence of the cdmi_create_reference capability in the parent container object.

If the new container object is a copy of an existing container object, support for the ability to copy is
indicated by the presence of the cdmi_copy_container capability in the parent container object.

If the new container object is the destination of a move, support for the ability to move the
container object is indicated by the presence of the cdmi_move_container capability in the parent
container object.

If the new container object is the destination of a deserialize operation, support for the ability to
deserialize the source data object serialization of a container object is indicated by the presence of
the cdmi_deserialize_container capability in the parent container object.

TH
T4

9.

Th
Té

e request message body fields for creatinga container object using CDMI content type are showr]
ble 33.

.2.4 Request Headers
e HTTP request headers for creating a CDMI container object using CDMI content type @are*shown in
ble 32.
Table 32 - Request Headers - Create a Container Object using CDMI Content Type
Header Type Description Requirenent
Accept Header "application/cdmi-container” or a consistent value as per Optional
String clause 5.13.2
Content-Type Header "application/cdmi-container" Mandatory
String
X-CDMI- Header A comma-separated list of versions supported by the Mandatory
Specification- String client, for example, "1.0.2, 1.5, 2.0"
Version
P.5 Request Message Body

in

Table 33 - Request Message Body,- Create a Container Object using CDMI Content Type (Sheet 1 pf 2)

Field Name Type Description Requirement
metadata JSON Metadata for the container object Optional
Object

« If this field is included when deserializing, serializing,
copying, or moving a container object, the value
provided in this field shall replace the metadata from the
source URI.

« If this field is not included when deserializing, serializing,
copying, or moving a container object, the metadata from
the source URI shall be used.

« If this field is included when creating a new container

75

ohject by specifying a value the value provided in this
field shall be used as the metadata.

« If this field is not included when creating a new container
object by specifying a value, an empty JSON object (i.e.,
"{}") shall be assigned as the field value.

 This field shall not be included when referencing a
container object.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.
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Table 33 - Request Message Body - Create a Container Object using CDMI Content Type (Sheet 2 of 2)

Field Name

Type

Description

Requirement

domainURI

JSON
String

URI of the owning domain

« If different from the parent domain, the user shall have
the cross_domain privilege (see
cdmi_member_privileges in Table 64).

« If not specified, the parent domain shall be used.

Optional

exports

JSON
Object

A structure for each protocol enabled for this container
object (see Clause 13). This field shall not be included

Optional

when referencing a container object.

deserialize

JSON
String

URI of a serialized CDMI data object that shall be
deserialized to create the new container object, including
all child objects inside the source serialized data object
(see Clause 15).

When deserializing a container object, any exported
protocols from the original serialized container objeet are
not applied to the newly created container object(s).

Qptionaly

copy

JSON
String

URI of a CDMI container object that shall.be copied into the
new container object, including all childcobjects under the
source container object. When copying’a container object,
exported protocols are not preserved across the copy.

Optionald

move

JSON
String

URI of an existing local or remote CDMI container object
(source URI) that shall be.relocated, along with all child
objects, to the URI spegified in the PUT. The contents of
the container object'and all children, including the object
ID, shall be preserved by a move, and the container object
and all childrenzof'the source URI shall be removed after
the objects at\the destination have been successfully
created.

If thefe‘are insufficient permissions to read the objects at
the,source URI, write the objects at the destination URI, or
delete the objects at the source URI, or if any of these
operations fail, the move shall return a 400 Bad Request
result code, and the source and destination are left
unchanged.

Optionaly

reference

JSON
String

URI of a CDMI container object that shall be redirected to
by a reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

Optionald

deserializevalue

JSON
String

A container object serialized as specified in Clause 15 and
encoded using base 64 encoding rules described in RFC
4648. The object ID of the serialized container object shall
match the object ID of the destination container object.

Optionaly

response.

30nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
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The HTTP response headers for creating a CDMI container object using CDMI content type are shown in

Table 34.
Table 34 - Response Headers - Create a Container Object using CDMI Content Type
Header Type Description Requirement
Content-Type Header "application/cdmi-container" Mandatory
String
X-CDMI- Header The server shall respond with the highest version Mandatory
SpecHication- Strng Supported by both the client and the server, e.g., '1.0.2".
Version

If the server does not support any of the versions
supported by the client, the server shall return a 400 Bad
Request status code.

9.2.7 Response Message Body

The response message body fields for creating a CDMI container object using"CDMI content type ane
sHown in Table 35.

Table 35 - Response Message Body - Create a Container Object using CDMI Content Type (Sheet 1f of 2)

Field Name Type Description Requirement

objectType JSON "application/cdmi-container. Mandatoly
String

objectiD JSON Object ID of the object Mandatoly
String

objectName JSON Name of the objject Mandatoly
String

parentURI JSON URI for:the parent object Mandatoly
Strin

g Appending the objectName to the parentURI shall always
produce a valid URI for the object.

parentlD JSON Object ID of the parent container object Mandatoly
String

domainURI JSON URI of the owning domain Mandatoly
String

capabilitiesURI JSON URI to the capabilities for the object Mandatoly
String

compléetionStatus | JSON A string indicating if the object is still in the process of being | Mandatofy
String created, and after the operation is complete, if it was

created successfully or an error occurred. The value shall

ba-ik i up H (TN i ne latall
veEme—Stmyg roCESSMg— the—Stmg—compret€—-or=an

error string starting with the value "Error".

8Returned only if present.

i
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Table 35 - Response Message Body - Create a Container Object using CDMI Content Type (Sheet 2 of 2)

Field Name Type Description Requirement
percentComplete JSON » When the value of completionStatus is "Processing", this | Optional
String field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
* When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".
* When the value of completionStatus is "Error", this field,
if provided, may contain any integer value from O through
100.
metadata JSON Metadata for the container object. This field includes any Mandatofy
Object user and data system metadata specified in the request
message body metadata field, along with storage system
metadata generated by the cloud storage system. See
Clause 16 for a further description of metadata.
exports JSON A structure for each protocol that is enabled for this Optional?
Object container object. See Clause 13.
snapshots JSON URI(s) of the snapshot container objects, (See Clause 14. Optional
Array
childrenrange JSON The children of the container expressed as a range. If a Mandatoly
String range of children is requested£his field indicates the
children returned as a range.
children JSON Names of the children objects in the container object. Child | Mandatofy
Array container objects eng-with "/".

8Returned only if present.

9.p.8

T4ble 36 describes the HTTP status eode€s that occur when creating a container object using CDMI

cdntent type.

Response Status

Table 36 - HTTP Status*Codes - Create a CDMI Container Object using CDMI Content Type

HTTP Status

Description

201 Created

The new container object was created.

202 Accepted

The container object is in the process of being created. The CDMI client should
monitor the completionStatus and percentComplete fields to determine the curfent
status of the operation.

400.Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The container object name already exists.
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9.2.9 Example

EXAMPLE PUT to the URI the container object name and metadata:

PUT /MyContainer/HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-container
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

{
"metadata” : {
¥,
"exports" : {
"OCCl/iSCsSI™: {
"identifier”: "00007E7FO0104BE66AB53A9572F9F51E",
"permissions”: [
"http://example.com/compute/0/",
"http://example.com/compute/1/"
1
T
"Network/NFSv4™ : {
"identifier"” : "/users",
“permissions' : '‘domain’
}
}
}

The following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

{
"objectType'" : "application/edmi-container",
"objectID" : "0000706D0010B84FAD185C425D8B537E",
"objectName"™ : "MyContainer/",
"parentURI"™ - /",
"parentlID” : "00007E7F0010128E42D87EE34F5A6560",
"domainURI™ : "/cdmiy'domains/MyDomain/",
"capabilitiesURI' 3 ""/cdmi_capabilities/container/",
"completionStatus'™ : "Complete",
"metadata” :
}.
"exportst <~ {
"QeCH/iscsIT - {
"identifier” : "0000706D0010B84FAD185C425D8B537E",
"permissions'” : "00007E7F00104EB781F900791C70106C""
},
"Network/NFSv4™ : {
"identifier" : '/users",
“"permissions'” - 'domain’
}
"childrenrange™ : "',
“children™ : [
1
}
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9.3 Create a Container Object using a Non-CDMI Content Type

9.3.1 Synopsis
To create a new container object, the following request shall be performed:

PUT <root URI>/<ContainerName>/<NewContainerName>/
Where:

e <root URI> is the path to the CDMI cloud.

- CantanarNamasic zara or raintarmadiatn containar ahinatc that alvaad, Avact apth A °|aSh
CoRtaHhRerNafe>1SZefre-erhorethtermeatate-contatiet BECtStHatarrEaty-SXsStwitr-ore

(i.e., "I") between each pair of container object names.
¢ <NewContainerName> is the name specified for the container object to be created.

After it is created, the container object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.
The presence of a trailing slash at the end of the HTTP PUT URI indicates that a container object is peing
created and distinguishes it from a request to create a data object.
9.8.2 Capability

The following capability describes the supported operations that may be.performed when creating a [new
cdntainer object:

e Support for the ability to create a new container objectiis indicated by the presence of the
cdmi_create_container capability in the parent contaifner object.
9.8.3 Request Headers

Ré¢quest headers may be provided as per RFC 2626.

9.8.4 Request Message Body

Afequest message body shall not bé provided.

9.8.5 Response Headers

Résponse headers may e provided as per RFC 2616.

9.8.6 ResponseMessage Body

Afesponse meéssage body may be provided as per RFC 2616.
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9.3.7 Response Status

Table 37 describes the HTTP status codes that occur when creating a container object using a non-CDMI
content type.

Table 37 - HTTP Status Codes - Create a Container Object using a Non-CDMI Content Type

HTTP Status Description

201 Created The new container object was created.

400 Bad Request The request contains invalid parameters or field names.

4041
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403 Forbidden The client lacks the proper authorization to perform this request.

409 Conflict The container object name already exists.

.B.8 Example

AMPLE PUT to the URI the container object name:

PUT /MyContainer/ HTTP/1.1
Host: cloud.example.com

The following shows the response.

HTTP/1.1 201 Created

/4 Read a Container Object using CDMI 'Content Type

.1 Synopsis

read all fields from an existing container_object, the following request shall be performed:
GET <root URI>/<ContainerName>/<TheContainerName>/

read one or more requested.fields from an existing container object, one of the following requests
performed:

GET <root URI>/<ContainerName>/<TheContainerName>/?<fieldname>;<fieldname>;. ..
GET <root URI>/<€ontainerName>/<TheContainerName>/?children:<range>;...

GET <root URK>/<ContainerName>/<TheContainerName>/?metadata:<prefix>;...

here:

e <rgobt)URI> is the path to the CDMI cloud.
» , ‘sContainerName> is zero or more intermediate container objects.

<. *<TheContainerName> is the name specified for the container object to be read from.

« <fiel[dname> 1S the name of a field.
e <range> is a numeric range within the list of children.
« <prefix> is a matching prefix that returns all metadata items that start with the prefix value.

The container object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

9.4.2 Capabilities

The following capabilities describe the supported operations that may be performed when reading an

existing container object:

81
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e Support for the ability to read the metadata of an existing container object is indicated by the
presence of the cdmi_read_metadata capability in the specified container object.

e Support for the ability to list the children of an existing container object is indicated by the presence
of the cdmi_list_children capability in the specified container object.

e Support for the ability to list ranges of the children of an existing container object is indicated by
the presence of the cdmi_list_children_range capability in the specified container object.
9.4.3 Request Headers

The HTTP request headers for reading a CDMI container object using CDMI content type are shown in

T:— hiln 20
goTT—OOT

Table 38 - Request Headers - Read a Container Object using CDMI Content Type

Header Type Description Requirerhent

Accept Header "application/cdmi-container” or a consistent value as per Optional
String clause 5.13.2

X-CDMI- Header A comma-separated list of versions supported bythe‘client, | Mandatofy

Specification- String e.g., "1.0.2,1.5, 2.0"

Version

9.4.4 Request Message Body

A request message body shall not be provided.

9.4.5 Response Headers

The HTTP response headers for reading a CDMI cehtainer object using CDMI content type are shoyn in
Table 39.

Table 39 - Response Headers {Read a Container Object using CDMI Content Type

Header Type Description Requirement
X-CDMI- Header The server shall respond with the highest version Mandatony
Specification- String supported by both the client and the server, e.g., "1.0.2".

Version

If the server does not support any of the versions
supported by the client, the server shall return a 400 Bad
Request status code.

Content-Type Header "application/cdmi-container" Mandatoly
String

Locatign Header The server shall respond with the URI that the reference Conditional
String redirects to if the object is a reference.
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9.4.6 Response Message Body

The response message body fields for reading a CDMI container object using CDMI content type are
shown in Table 40.

Table 40 - Response Message Body - Read a Container Object using CDMI Content Type (Sheet 1 of 2)

Field Name Type Description Requirement

objectType JSON "application/cdmi-container" Mandatory
String

objectlD JSON Obiject ID of the object Mandatory
String

objectName JSON Name of the object Conditionjal
String

« For objects in a container, the objectName field shall be
returned.

« For objects not in a container (objects that are only

accessible by ID), the objectName field does not-exist
and shall not be returned.

parentURI JSON URI for the parent object Conditional

Strin
g « For objects in a container, the parentURI field shall be

returned.

« For objects not in a container (objects that are only
accessible by ID), the parentWRI field does not exist and
shall not be returned.

Appending the objectName-to the parentURI shall always

produce a valid URI fof:the object.

parentlD JSON Object ID of the parent container object Conditionjal

Strin
g « For objects\ina container, the parentID field shall be

returned:
« Forgbjects not in a container (objects that are only

accessible by ID), the parentlD field does not exist and
shall not be returned.

domainURI JSON URI of the owning domain Mandatoly
String

capabilitiesURI JSON URI to the capabilities for the object Mandatoly
Stfing

completionStatus~ | JSON A string indicating if the object is still in the process of being | Mandatoly
String created, and after the operation is complete, if it was

created successfully or an error occurred. The value shall
be the string "Processing”, the string "Complete”, or an
error string starting with the value "Error".

percentComplete | JSON * When the value of completionStatus is "Processing", this | Optional
Stl ;I Iy flC:d, If PIUV;dCd, oha:: ;I Idl\lﬂtc thC PCI\;CI |tclyc Uf
completion as a numeric integer value from 0 through
100.

¢ When the value of completionStatus is "Complete”, this
field, if provided, shall contain the value "100".

* When the value of completionStatus is "Error", this field,
if provided, may contain any integer value from 0 through
100.

4Returned only if present.
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Table 40 - Response Message Body - Read a Container Object using CDMI Content Type (Sheet 2 of 2)

according to RFC 3986, e.g., the "%" character inva name
would be replaced with "%25".

< Children that are container objects shall*have "/"
appended to the child name.

< Children that are references shalbhave "?" appended to
the child name.

Field Name Type Description Requirement
metadata JSON Metadata for the container object. This field includes any Mandatory
Object user and data system metadata specified in the request
message body metadata field, along with storage system
metadata generated by the cloud storage system. See
Clause 16 for a further description of metadata.
exports JSON A structure for each protocol that is enabled for this Optional?
Object container object (see Clause 13)
snapshots JSON URIs of the snapshot container objects Optionald
Array
childrenrange JSON The children of the container expressed as a range. If a Mandatoly
String range of children is requested, this field indicates the
children returned as a range.
children JSON Names of the children objects in the container objeect. All Mandatoly
Array children names shall have reserved characters escaped

8Returned only if present.

=

ndividual fields are specified in the GET request, only these fields are returned in the result body.

Optional fields that are requested but do not exist are omitted from the result body.

9.4.7 Response Status

Tgble 41 describes the HTTP status codes that occur when reading a container object using CDMI cq

type.

Table 41 - HTTP_Status Codes - Read a Container Object using CDMI Content Type

ntent

HTTP Status

Description

200 OK

The metadata for the container object is provided in the message body.

302 Found

The URI is a reference to another URI.

400 Bad Reqguest

The request contains invalid parameters or field names.

401Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URT.

406 Not Acceptable

The server is unable to provide the object in the content type specified in the

Accept header.
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Examples

EXAMPLE 1 GET to the container object URI to read all the fields of the container object:

GET /MyContainer/HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK

Contant-Tvpnae-—anplicationlZedmi—contalnar

bt o o

X-CDMI-Specification-Version: 1.0.2

{

}

"objectType'" : "application/cdmi-container’,
"objectID" : "0000706D0010B84FAD185C425D8B537E",
"objectName"™ : "MyContainer/",

"parentURI"™ - /",

"parentlID” : "00007E7F0010128E42D87EE34F5A6560",
“domainURI™ : "/cdmi_domains/MyDomain/*",
"capabilitiesURI" : "/cdmi_capabilities/container/",
"completionStatus™ : "Complete",

"metadata” : {

}.
"exports" : {
"OCCI/ZisCsI™: {
"identifier”: "00007E7F00104BE66AB53A9572F9F51E",
"permissions': [
"http://example.com/compute/0/",
"http://example.com/compute/1/:
1
}.
"Network/NFSv4™ : {
"identifier" : '/users'';
"permissions' : "domain"

"childrenrange™ : "0=4Y,
"children™ : [

"red",

'green”,

"yellow"

"orange/",

“"purpte/”

AMPLE 2 GET to the container object URI to read parentURI and children of the container object:

GETi/MyContainer/?parentURI ;children HTTP/1.1
HOost: cloud.example.com
Accept: application/cdmi-container

85
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

{
"parentURI™ - /",

"children”™ : [
"red",
"'green™,
"yellow",
"orange/",

purplie7

}

—

EXAMPLE 3 GET to the container object URI to read children 0..2 and childrenrange of the container obje

GET /MyContainer/?childrenrange;children:0-2 HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

The following shows the response.
HTTP/1.1 200 OK

Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

{
"childrenrange" : "0-2",
"children™ : [
"red",
"'green™,
“yellow"
]
b

9/5  Update a Container Object using CDMI Content Type

9.5.1 Synopsis
Td update some or all fields in an existing container object, the following request shall be performed:
PUT <root URI>/<ContainerName>/<TheContainerName>/

Td add, update,‘and remove specific metadata items of an existing container object, the following request
sHall be performed:

PUT\Kroot URI>/<ContainerName>/<TheContainerName>/?metadata:<metadataname>;...

Whete:

e <root URI> is the path to the CDMI cloud.
* <ContainerName> is zero or more intermediate container objects.
e <TheContainerName> is the name of the container object to be updated.

The container object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/. An update shall not
result in a change to the object ID.
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9.5.2 Delayed Completion of Snapshot

12(E)

If the creation of a snapshot (see Clause 14) is requested by including a snapshot field in the request
message body, the server may return an HTTP status code of 202 Accepted. Such a response has the
following implications:

« With 202 Accepted, the server implies that the following checks have passed:

— user authorization for creating the snapshot,
— user authorization for read access to the container object, and

— availability of space to create the snapshot or at least enough space to create a URI to report

an error.

TH
pg

When the final result of the snapshot operation is an error, the snapshet\URI is created with the

[0

erfor has been noted.

9.5.3 Capabilities

Th
ex

the implementation’s use of eventual consistency.

e client performs GET operations to the snapshot URI to track the progress of the operation” In
rticular, the server returns two fields in its response message body to indicate progressi

with the value "Error".
* An optional percentComplete field contains the percentage that the accepted PUT has comy

mpletionStatus field set to the error message. It is the client's responsibility to delete the URI after

isting container object:

presence of the cdmi_modify_metadata capability in the specified container object.

e Support for the ability to snapshotthe contents of an existing container object is indicated by
presence of the cdmi_snapshot capability in the specified container object.

presence of the cdmigexport_<protocol> capabilities for the specified container object.

e following capabilities describe the supported operations that may be performed when updating an

¢ A client might not be able to immediately access the snapshot, e.g., due to delays resulting from

« A completionStatus text field contains either "Processing", "Complete", or an‘error string stafting

leted

(0 to 100). GET does not return any value for the object when completionStatus is not "Complete".

the

«  Support for the ability to modify the metadata of an existing container object is indicated by the

the

e Support for the ability to add‘an exported protocol to an existing container object is indicated by the

9.5.4 Request Headers
The HTTP request-hieaders for updating a CDMI container object using CDMI content type are showhn in
Tgble 42.
Table 42 - Request Headers - Update a Container Object using CDMI Content Type
Header Type Description Requirement
Content-Type Header "application/cdmi-container" Mandatory
String
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
Specification- String e.g., "1.0.2,1.5, 2.0"
Version
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9.5.5 Request Message Body

The request message body fields for updating a container object using CDMI content type are shown in

Table 43.

Table 43 - Request Message Body - Update a Container Object using CDMI Content Type (Sheet 1 of 2)

Field Name

Type

Description

Requirement

metadata

JSON
Object

Metadata for the container object. If present, the new
metadata specified replaces the existing object metadata. If

individual metadata items are specified in the URI, only
those items are rplnlam:ri, with other items hping r\rnenr\mr{

Optional

See Clause 16 for a further description of metadata.

domainURI

JSON
String

URI of the owning domain

« If different from the parent domain, the user shall have
the cross_domain privilege (see
cdmi_member_privileges in Table 64).

« If not specified, the parent domain shall be used:

Optional

snapshot

JSON
String

Name of the snapshot to be taken. This is not @' URL, but
rather the final component of the absolute-JRL where the
snapshot will exist when the snapshot operation
successfully completes. If a snapshot is’added or changed,
the PUT operation only returns after.the snapshot is added
to the snapshot list. After theylare‘created, snapshots may
be accessed as children container objects under the
cdmi_snapshots child container object of the container
object receiving a snapshot.

When creating a snapshot with the same name as an
existing snapshot, the new snapshot will replace the
existing snapshot.

Optional

deserialize

JSON
String

URI of a serialized CDMI container object that shall be
deserialized to update an existing container object. The
abjeet ID of the serialized container object shall match the
object ID of the destination container object.

If the serialized container object does not contain children,
the update is applied only to the container object, and any
existing children are left as-is. If the serialized container
object does contain children, then creates, updates, and
deletes are recursively applied for each child, depending
on the differences between the provided serialized state
and the current state of the child.

Optionald

copy

JSON
String

URI of a CDMI container object that shall be copied into the
existing container object. Only the contents of the container
object itself shall be copied, not any children of the
container object.

Optionalq

stored.

40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
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Table 43 - Request Message Body - Update a Container Object using CDMI Content Type (Sheet 2 of 2)

Field Name

Type

Description

Requirement

deserializevalue

JSON
Sting

A container object serialized as specified in Clause 15 and
encoded using base 64 encoding rules described in RFC
4648.

The object ID of the serialized container object shall match
the object ID of the destination container object. Otherwise,
the server shall return an HTTP status code of 400 Bad
Request.

Optional®

« If the serialized container object does not contain
children, the update is applied only to the container
object, and any existing children are left as-is.

« If the serialized container object does contain children,
then creates, updates, and deletes are recursively
applied for each child, depending on the differences
between the provided serialized state and the current
state of the children.

exports

JSON
Object

A structure for each protocol that is enabled fen this
container object (see Clause 13). If an exported protocol is
added or altered, the PUT operation only'returns after the
export operation has completed.

Optional

80nly one of these fields shall be specified in any given operatiod:Except for value, these fields shall notjoe

stored.

9.5.6 Response Header
The HTTP response header for updating a CDMI container object using CDMI content type is showr} in
Table 44.
Table 44 - Response Header “Update a Container Object using CDMI Content Type
Header Type Deseription Requirement
Location Header The server shall respond with the URI that the reference Conditional
String redirects to if the object is a reference.
9.6.7 Response Message Body
A response message body may be provided as per RFC 2616.
9.5.8 Response Status
Tgble 4A5-describes the HTTP status codes that occur when updating a container object using CDMI
cgntenttype.
Table 45 - HTTP Status Codes - Update a Container Object using CDMI Content Type (Sheet 1 of 2)
HTTP Status Description
204 No Content The operation was successful; no data was returned.
202 Accepted The container or snapshot (subcontainer object) is in the process of being created.
The CDMI client should monitor the completionStatus and percentComplete fields
to determine the current status of the operation.
302 Found The URI is a reference to another URI.
400 Bad Request The request contains invalid parameters or field names.
89 ©ISO/IEC 2012 — All rights reserved



https://standardsiso.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

Table 45 - HTTP Status Codes - Update a Container Object using CDMI Content Type (Sheet 2 of 2)

HTTP Status Description

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or may cause a state
transition error on the server.

9.5.9 Examples

EXAMPLE 1 PUT to the container object URI to set new field values:

PUT /MyContainer/ HTTP/1.1

Host: cloud.example.com

Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

{
"metadata" : {
T
"exports" : {
"OCCI/iSCSI™: {
"identifier'": "00007E7FO00104BE66AB53A9572F9F51E",
"permissions”: [
"http://example.com/compute/0/",
"http://example.com/compute/1/'
1
}
"Network/NFsv4™ - {
"identifier” : "/users'y
"permissions' : "domain"
¥
}
}

The following shows the response.

HTTP/1.1 204 No Content

EXAMPLE 2 PUT to-the container object URI to set a new exported protocol value:

PUT /MyContainer/?exports HTTP/1.1

Host: cloud-example.com

Content<Type: application/cdmi-container
X-CDMi=Specification-Version: 1.0.2

{
"exports" : {
ot/ AsSest—=
"identifier” : "0000706D0010B84FAD185C425D8B537E",
"permissions' : "00007E7F00104EB781F900791C70106C""
} .
"Network/NFsv4™ - {
“identifier"™ : "/users",
"permissions' : 'domain’
}
}
}
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The following shows the response.

HTTP/1.1 204 No Content

9.6 Delete a Container Object using CDMI Content Type

9.6.1 Synopsis

To delete an existing container object, including all contained children and snapshots, the following request
shall be performed:

DELETE <root URI>/<ContainerName>/<TheContainerName>/
Where:

¢ <root URI> is the path to the CDMI cloud.
e <ContainerName> is zero or more intermediate container objects.
e <TheContainerName> is the name of the container object to be deleted,

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/

9.6.2 Capability

The following capability describes the supported operations thatimay be performed when deleting an
eXisting container object:

e Support for the ability to delete an existing data object is indicated by the presence of the
cdmi_delete_container capability in the specified-container object.
9.6.3 Request Header

The HTTP request header for deleting a CDMI container object using CDMI content type is shown ir]
Table 46.

Table 46 - Request Header - Delete a Container Object using CDMI Content Type

Header Type Description Requirement
X-CDMI- Headér A comma-separated list of versions supported by the client, | Mandatory
Specification- String e.g.,".0.2,15,2.0"

Version

9.6.4 Request Message Body

A request-méssage body may be provided as per RFC 2616.

9.6.5/ Response Headers

Response headers may be provided as per RFC 2616.

9.6.6 Response Message Body

A response message body may be provided as per RFC 2616.
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9.6.7 Response Status

Table 47 describes the HTTP status codes that occur when deleting a container object using CDMI
content type.

Table 47 - HTTP Status Codes - Delete a Container Object using CDMI Content Type

HTTP Status Description

204 No Content The container object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.
403+-Unatthorized Fhe-atthentication-credentals-are-missing-ortaveatie:

403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI.

409 Conflict The container object may not be deleted.

9.6.8 Example

EXAMPLE DELETE to the container object URI:
DELETE /MyContainer/ HTTP/1.1

Host: cloud.example.com
X-CDMI-Specification-Version: 1.0.2
The following shows the response.

HTTP/1.1 204 No Content

9[7 Delete a Container Object using-a Non-CDMI Content Type

9.¥.1 Synopsis

Td delete an existing container object, including all contained children and snapshots, the following request
sHall be performed:

DELETE <root URI>/<ContainerName>/<TheContainerName>/
Where:

e <root URI>\s’the path to the CDMI cloud.
« <ContainerName> is zero or more intermediate container objects.
« <TheContainerName> is the name of the container object to be deleted.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

9.7.2 Capability

The following capability describes the supported operations that may be performed when deleting an
existing container object:

« Support for the ability to delete an existing data object is indicated by the presence of the
cdmi_delete_container capability in the specified container object.

9.7.3 Request Headers

Request headers may be provided as per RFC 2616.
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9.7.4 Request Message Body

A request message body may be provided as per RFC 2616.

9.7.5 Response Headers

Response headers may be provided as per RFC 2616.

9.7.6 Response Message Body

A response message body may be provided as per RFC 2616.

9.Y.7 Response Status

Tgble 48 describes the HTTP status codes that occur when deleting a container object using a non-CDMI
cdntent type.

Table 48 - HTTP Status Codes - Delete a Container Object using a Non-CDMI'Content Type

HTTP Status Description

204 No Content The container object was successfully deleted-

400 Bad Request The request contains invalid parameterscor-field names.

401 Unauthorized The authentication credentials areqnissing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI.

409 Conflict The container object,may not be deleted.

9.Y.8 Example

EXAMPLE DELETE to the container.@bject URI:

DELETE /MyContainer/ HTTP/1.1
Host: cloud.example.com

The following shows the_response.

HTTP/1.1 204 No-Content

9/8 Creaté (POST) a New Data Object using CDMI Content Type

9.8.1 » \Synopsis

Tocreate a new data nhjpnf ina annr‘ifinri caontainerwhere the name of the data nhjprt is aserver-
assigned object identifier, the following request shall be performed:

POST <root URI>/<ContainerName>/

To create a new data object where the data object does not belong to a container and is only accessible by
ID (see 5.8), the following request shall be performed:

POST <root URI>/cdmi_objectid/
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Where:

e <root URI> is the path to the CDMI cloud.

« <ContainerName> is zero or more intermediate container objects that already exist, with one slash

(i.e., "I") between each pair of container object names.

If created in "/cdmi_objectid/", the data object shall be accessible at <root URI>/cdmi_objectid/<objectID>.

If created in a container, the data object shall be accessible as a child of the container with a server-

as

signed name, and shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

9.

In
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b.2 pelayed bompletion or Create

arge data object from a source URI). Such a response has the following implications.

e The server shall return a Location header with a URI to the object to be created along with g
HTTP status code of 202 Accepted.

e With 202 Accepted, the server implies that the following checks have passed:
— user authorization for creating the object;

— user authorization for read access to any source object for, move, copy, serialize, or
deserialize; and

error.

« A client might not be able to immediately access the.ereated object, e.g., due to delays resu
from the implementation’s use of eventual consistency.

rver returns two fields in its response messagebody to indicate progress.

¢ A mandatory completionStatus text field contains either "Processing"”, "Complete", or an errd
string starting with the value "Error".

« An optional percentComplete.field contains the percentage that the Accepted POST has
completed (0 to 100).

ET does not return any value-for the object when completionStatus is not "Complete”. When the fir
Sult of the create operation is“an error, the URI is created with the completionStatus field set to the
bssage. It is the client'sresponsibility to delete the URI after the error has been noted.

B.3  Capabilities

e following ‘capabilities describe the supported operations that may be performed when creating a
ta object'by ID in "/cdmi_objectid/":

* £ _'Support for the ability to create data objects through this operation is indicated by the preser
the cdmi_post_dataobject_by_ID system capability.

e client performs GET operations to the URI to track-the progress of the operation. In response, the

response to a create operation for a data object, the server may return 202 Accepted to indicate thpat the
ject is in the process of being created. This response is useful for long-running operations {€.g., copying

>

— availability of space to create the object or at least enetigh space to create a URI to repprt an

ting

al
error

new

ce of

ol

« If the object being created in "/cdmi_objectid/" is a reference, support for that ability is indicated by

the presence of the cdmi_create_reference_by ID system capability.
« If the new data object being created in "/cdmi_objectid/" is a copy of an existing data object,

support for the ability to copy is indicated by the presence of the cdmi_copy_dataobject_by ID

system capability.

e If the new data object being created in "/cdmi_objectid/" is the destination of a move, support for

the ability to move the data object to "/cdmi_objectid/" is indicated by the presence of the
cdmi_object_move_to_ID system capability.
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If the new data object being created in "/cdmi_objectid/" is the destination of a deserialization
operation, support for the ability to deserialize the data object is indicated by the presence of the
cdmi_deserialize_dataobject_by ID system capability.

If the new data object being created in "/cdmi_objectid/" is the destination of a serialize operation,
support for the ability to serialize the data object is indicated by the presence of the following
system capabilities:

— cdmi_serialize_dataobject_to_ID,
— cdmi_serialize_container_to_ID,

— cdmi_serialize_domain_to_ID, or

TH
dg

L]

——cdmi—Seratize quene to—1D:

e following capabilities describe the supported operations that may be performed when creating a new
ta object by ID in a container:

Support for the ability to create data objects through this operation is indicated ©y 'both the
presence of the cdmi_post_dataobject and the presence of the cdmi_createpdataobject capfbility
in the specified container object.

If the object being created in the parent container object is a reference, Support for that abilify is
indicated by the presence of the cdmi_create_reference capability ihthe parent container ohjject.

If the new data object is a copy of an existing data object, support.for the ability to copy is indicated
by the presence of the cdmi_copy_dataobject capability in the-parent container object.

If the new data object is the destination of a move, supportfor the ability to move the data object is
indicated by the presence of the cdmi_move_dataobject capability in the parent container oljject.

If the new data object is the destination of a deserialize operation, support for the ability to
deserialize the the data object is indicated by the presence of the cdmi_deserialize_dataobj¢ct
capability in the parent container object.

If the new data object is the destination of a'serialize operation, support for the ability to seriplize
the source data object is indicated by the(presence of the cdmi_serialize_dataobject",
"cdmi_serialize_container", "cdmi_serialize_domain", or "cdmi_serialize_queue" capabilities jn the
parent container object.

9.8.4 Request Headers
The HTTP request headers for.ereating a new CDMI data object using CDMI content type are showm in
Table 49.
Table 49(- Request Headers - Create a New Data Object using CDMI Content Type
Header Type Description Requirement
Accept Header "application/cdmi-object" or a consistent value as per Optional
String clause 5.13.2
Content-Type Header "application/cdmi-object" Mandatoyy
String
)( CD:\VI:: : :Cﬂdcl I"\‘\ CUTTITTIc DC'JQI ﬂtCCII :IDt Uf VCID;UI 1o DUPPUIth by thC b:ICI It, :\V’:QI Idﬂt y
Specification- String e.g., "1.0.2,1.5, 2.0"
Version
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9.8.5 Request Message Body

The request message body fields for creating a new data object using CDMI content type are shown in

Table 50.

Table 50 - Request Message Body - Create a New Data Object using CDMI Content Type (Sheet 1 of 2)

Field Name

Type

Description

Requirement

mimetype

JSON
String

MIME type of the data contained within the value field of
the data object

« This field may be included when creating by value,

Optional

deserializing, serializing, copying, and moving a data
object.

« This field shall be stored as part of the object.

« If this field is not specified, the value of "text/
plain” shall be assigned as the field value.

¢ This field shall not be included when creating a
reference.

¢ This mimetype value shall be converted talower case
before being stored.

metadata

JSON
Object

Metadata for the data object

« If this field is included when deserializing, serializing,
copying, or moving a data-ebject, the value provided
in this field shall replace'the’metadata from the
source URI.

« If this field is not included when deserializing,
serializing, copying, or moving a data object, the
metadata fromthe source URI shall be used.

« If this fieldJs'included when creating a new data
object by‘specifying a value, the value provided in this
field-shall be used as the metadata.

« If this field is not included when creating a new data
object by specifying a value, an empty JSON object
(i.e., "{}") shall be assigned as the field value.

¢ This field shall not be included when referencing a
data object.

Optional

domainURI

JSON
String

URI of the owning domain

« Any domain may be specified, and the cross_domain
privilege is not required (see cdmi_member_privileges
in Table 64).

« If not specified, the root domain "/cdmi_domains/"
shall be used.

Optional

deserialize

JSON
String

URI of a serialized CDMI data object that shall be
deserialized to create the new data object

Optional

1O

LRl of oS uY Wil

PR
STTTANZT

CE=AYAN

String

o dotlo ot T~ P H Aiata +l
ORI Urra oV oojetrtracsrar D SCTarZCUTto—te

new data object

Optionar®

copy

JSON
String

URI of a CDMI data object or queue that shall be copied
into the new data object

Optional®

response.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
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Table 50 - Request Message Body - Create a New Data Object using CDMI Content Type (Sheet 2 of 2)

Field Name Type Description Requirement
move JSON URI of a CDMI data object or queue object value that Optional?
String shall be copied into the new data object. The data

object or queue object value at the source URI shall be
removed upon the successful completion of the copy.

reference JSON URI of a CDMI data object that shall be redirected to by | optional?
String a reference. If other fields are supplied when creating a

reference, the server shall respond with an HTTP status
code of 400 Bad Dﬂnlnncf

deserializevalue JSON A data object serialized as specified in Clause 15 and Optionalf
String encoded using base 64 encoding rules described in
RFC 4648.
valuetransferencoding | JSON The value transfer encoding used for the container Optional
Array of object value. Two value transfer encodings are defined:
JSON
Strings « "utf-8" indicates that the data object contains-a valid

UTF-8 string, and it shall be transported\as-a UTF-8
string in the value field.

« "base64" indicates that the data objeet may contain
arbitrary binary sequences, and-itshall be
transported as a base 64-ercoded string in the value
field. Setting the contents‘ofjithe data object value
field to any value otherthan a valid base 64 string
shall result in 400 Bad.Request error being returned
to the client.

This field shall oaly-be included when updating a data
object by value. If this field is not specified, the existing
value of valuetransferencoding shall be left unchanged.

This field shall be stored as part of the object.

value JSON JSON-encoded data OptionalP

Strin
g « If this field is not included, an empty JSON String (i.e.,

") shall be assigned as the field value.

« If the valuetransferencoding field indicates UTF-8
encoding, the value shall be a UTF-8 string escaped
using the JSON escaping rules described in RFC
4627.

« If the valuetransferencoding field indicates base 64
encoding, the value shall be first encoded using the
base 64 encoding rules described in RFC 4648.

a0nly.one of these fields shall be specified in any given operation. Except for value, these fields shall notjoe
stared. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request erro
fesponse.
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9.8.6 Response Headers

The HTTP response headers for creating a new CDMI data object using CDMI content type are shown in
Table 51.

Table 51 - Response Headers - Create a New Data Object using CDMI Content Type

Header Type Description Requirement

Content-Type Header "application/cdmi-object"” Mandatory
String

X-CDMI- Header The server shall respond with the highest version supported | Mandatory

SpecHhication- Strng by Doth the client and the Server, e.9., '1.0.2".

Version

If the server does not support any of the versions supported
by the client, the server shall return a 400 Bad Request
status code.

Location Header The unique URI for the new data object as assigned by’'the’ | Mandatofy
String system. In the absence of file name information from the
client the system shall assign the URI in the form: <root
URI>/<ContainerName>/<ObjectID>.

9.8.7 Response Message Body

D

The response message body fields for creating a new CDMI data-object using CDMI content type ar
shown in Table 52.

Table 52 - Response Message Body - Create a New Data.Object using CDMI Content Type (Sheet 1of 2)

Field Name Type Description Requirement

objectType JSON "application/cdmi=object" Mandatofy
String

objectlD JSON Object ID-of the object Mandatopy
String

objectName JSON Name of the object Conditional
String

» For objects in a container, the objectName field shall be
returned.

» For objects not in a container (objects that are only

accessible by ID), the objectName field does not exist
and shall not be returned.

parentURI JSON URI for the parent object Conditional

Strin
g » For objects in a container, the parentURI field shall be

returned.

» For objects not in a container (objects that are only

accessible by ID), the parentURI field does not exist and
shallnot be returned

Appending the objectName to the parentURI shall always
produce a valid URI for the object.

parentlD JSON Object ID of the parent container object Conditional

Strin
g » For objects in a container, the parentID field shall be

returned.
» For objects not in a container (objects that are only

accessible by ID), the parentID field does not exist and
shall not be returned.
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Table 52 - Response Message Body - Create a New Data Object using CDMI Content Type (Sheet 2 of 2)

Field Name Type Description Requirement

domainURI JSON URI of the owning domain Mandatory
String

capabilitiesURI JSON URI to the capabilities for the object Mandatory
String

completionStatus | JSON A string indicating if the object is still in the process of being | Mandatory
String created, and after the operation is complete, if it was

created successfully or an error occurred

The value shall be the string "Processing", the string
"Complete”, or an error string starting with the value "Error".

percentComplete | JSON * When the value of completionStatus is "Processing", this-\{"Optional
String field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.

* When the value of completionStatus is "Complete”, this
field, if provided, shall contain the value "100™

* When the value of completionStatus is "Errer", this field, if
provided, may contain any integer value - ffom 0 through

100.
mimetype JSON MIME type of the value of the dataobject Mandatofy
String
metadata JSON Metadata for the data object. This field includes any user Mandatofy
Object and data system metadata specified in the request

message body metadata field, along with storage system
metadata generated by the cloud storage system.

See Clause-16*for a further description of metadata.

9.8.8 Response Status

Tqble 53 describes the HTTP status codes that occur when creating a new data object using CDMI cqntent
type.

Table 53 - HTITR Status Codes - Create a New Data Object using CDMI Content Type

HTTP Status Description
201 Created The new data object was created.
202 Accepted The data object is in the process of being created. The CDMI client should mopitor

the completionStatus and percentComplete fields to determine the current statyis of
the operation.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or may cause a state

transition error on the server.
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9.8.9 Examples

EXAMPLE 1 POST to the container object URI the data object contents:

POST /MyContainer/ HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-object
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

TH

TH

{
"mimetype"” : "text/plain”,
"metadata’ - {
}, o ) )
"value™ : "This is the Value of this Data Object"
}

e following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

Location: http://cloud.example.com/MyContainer/0000706D0010B84FAD185C425D8B53 7]

{
"objectType" : "application/cdmi-object",
"objectID"™ : "0000706D0010B84FAD185C425D8B537E "y
"objectName™ : "0000706D0010B84FAD185C425D8B537E",
"parentURI™ : "/MyContainer/",
“parentlID"™ : "0000706D0010B84FAD185C425D8B537E",
"domainURI™ : "/cdmi_domains/MyDomain/"",
"capabilitiesURI" : "/cdmi_capabilitiesZdataobject/",
"completionStatus'" : "Complete",
"mimetype" : "text/plain®,
"metadata” : {
}

}

AMPLE 2 POST to the object ID'URI the data object contents:

POST /cdmi_objectid/ HFFP/1.1

Host: cloud.example.com

Accept: application/Zcdmi-object
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{

"mimetype’: "text/plain’,

"domainURI": "/cdmi_domains/MyDomain/"",

"vablue: "This is the Value of this Data Object"
}

edellowing shows the response.

HTTP/1.1 201 Created

Location: http://cloud.example.com/cdmi_objectid/0000706D0010B84FAD185C425D8B537E

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{
"objectType': "application/cdmi-object",
"objectlID": "0000706D0010B84FAD185C425D8B537E",

"domainURI"™: "/cdmi_domains/MyDomain/"",
"capabilitiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus": "Complete",

"mimetype": "text/plain’,
"metadata': {
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“"cdmi_acl™: [
{
acetype': "ALLOW",
"identifier': "OWNERQ@",
"aceflags'™: "NO_FLAGS™,
""acemask': "ALL_PERMS"

9 Create (POST) a New Data Object using a Non-CDMI Content Type

Ta
ol

W

TH
bq
9.

TH
dg

Th
T4

.p.1  Synopsis

.D.3 Request Header

create a new data object in a specified container where the name of the data object is a'server-ass|
ject identifier, the following request shall be performed:

POST <root URI>/<ContainerName>/
here:

e <root URI> is the path to the CDMI cloud.

e <ContainerName> is zero or more intermediate container objects that already exist, with one
(i.e., "I") between each pair of container object names.

e data object shall be accessible as a child of the container with a server-assigned name and shal
accessible at <root URI>/cdmi_objectid/<objectID>.

D.2  Capability

e following capability describes the supported operations that may be performed when creating a
ta object:

e Support for the ability to create data objects through this operation is indicated by both the
presence of the cdmi_post_dataobject” and the presence of the cdmi_create_dataobject cap
in the specified container object.

e HTTP request headerfor creating a new CDMI data object using a non-CDMI content type is shd
ble 54.

Table'54 - Request Header - Create a New Data Object using a Non-CDMI Content Type

gned

slash

| also

new

hbility

wn in

the content type includes the charset parameter as defined
in RFC 2246 of "utf-8" (e.g., ";charset=utf-8"), the
valuetransferencoding field of the CDMI data object shall be
set to "utf-8". Otherwise, the valuetransferencoding field of
the CDMI data object shall be set to "base64".

Headér Type Description Requirement
Content-Type Header The content type of the data to be stored as a data object. Mandatofy
String The value specified here shall be converted to lower case
ﬂlld DtUICd ;II thC III;IIICterC flc:d Uf thc CD:‘V‘:: data Ubjcbt :f

9.9.4 Request Message Body

The message body shall contain the contents (value) of the data object to be created.
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9.9.5 Response Header

The HTTP response header for creating a new CDMI data object using a non-CDMI content type is shown
in Table 55.

Table 55 - Response Header - Create a New Data Object using a Non-CDMI Content Type

Header Type Description Requirement
Location Header The unique URI for the new data object as assigned by the | Mandatory
String system. In the absence of file name information from the

client the system shall assign the URI in the form: <root
URI>/<ContainerName>/<ObjectID>.

9.0.6 Response Message Body

A response message body may be provided as per RFC 2616.

9.p.7 Response Status

Tgble 56 describes the HTTP status codes that occur when creating a new data object using a non-CDMI
cdntent type.

Table 56 - HTTP Status Codes - Create a New Data Object using a Non-CDMI Content Type

HTTP Status Description

201 Created The new data object was created:

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was)not found at the specified URI.

9.0.8 Examples

EXAMPLE 1 POST to the container object URI the data object contents:
POST /MyContainer/A HTTP/1.1

Host: cloud.example.com
Content-Type:~text/plain;charset=utf-8

<object contents>

The followingyshows the response.

HTTP/A1.1 201 Created
Loeation: http://cloud.example.com/MyContainer/0000706D0010B84FAD185C425D8B537¢

EXAMPLE 2 POST to the object ID URI the data object contents:
POST /cdmi_objectid/ HTTP/1.1
Host: cloud.example.com
Content-Type: text/plain;charset=utf-8
<object contents>

The following shows the response.

HTTP/1.1 201 Created
Location: http://cloud.example.com/cdmi_objectid/0000706D0010B84FAD185C425D8B537E
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9.10 Create (POST) a New Queue Object using CDMI Content Type

9.10.1 Synopsis

To create a new queue object (see Clause 11) in a specified container where the name of the queue object
is a server-assigned object identifier, the following request shall be performed:

POST <root URI>/<ContainerName>/

To create a new queue object where the queue object does not belong to a container and is only
accessible by ID (see 5.8), the following request shall be performed:

POST <root URI>/cdmi_objectid/

Where:

e <root URI> is the path to the CDMI cloud.

« <ContainerName> is zero or more intermediate container objects that already’exist, with one(slash
(i.e., "I") between each pair of container object names.

=

Created in "/cdmi_objectid/", the queue object shall be accessible at <root URI>/cdmi_objectid/
<qgbjectiD>.

=

Created in a container, the queue object shall be accessible as a child.of the container with a server-
agsigned name, and shall also be accessible at <root URI>/cdmi_obhjectid/<objectID>.

9.10.2 Delayed Completion of Create

On a create operation for a queue object, the server maysreturn a response of 202 Accepted. In this [case,
the object is in the process of being created. This respanse is particularly useful for long-running
operations, for instance, copying a large number ofsqueue items from a source URI. Such a responsg has
the following implications:

>

e The server shall return a Location header with a URI to the object to be created along with g
HTTP status code of 202 Accepted:

«  With 202 Accepted, the server,implies that the following checks have passed:
— user authorization for_creating the object;
— user authorization-for read access to any source object for move, copy, serialize, or
deserialize; and
— availability of space to create the object or at least enough space to create a URI to repprt an
error.

« A client might not be able to immediately access the created object, e.g., due to delays resulting
from thélimplementation’s use of eventual consistency.

The client performs GET operations to the URI to track the progress of the operation. In response, the
sgrver returns two fields in its response message body to indicate progress.

«-) A mandatory completionStatus text field contains either "Processing”, "Complete", or an errgr
string starting with the value "Error".

* An optional percentComplete field contains the percentage that the accepted POST has
completed (0 to 100).

GET does not return any value for the object when completionStatus is not "Complete". When the final
result of the create operation is an error, the URI is created with the completionStatus field set to the error
message. It is the client's responsibility to delete the URI after the error has been noted.
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9.10.3 Capabilities

The following capabilities describe the supported operations that may be performed when creating a new
queue object by ID in "/cdmi_objectid/":

«  Support for the ability to create queue objects through this operation is indicated by the presence
of the cdmi_post_queue_by ID" system capability.

< If the object being created in "/cdmi_objectid/" is a reference, support for that ability is indicated by
the presence of the cdmi_create_reference by ID" system capability.

« If the new queue object being created in "/cdmi_objectid/" is a copy of an existing queue object,
support for the ability to copy is indicated by the presence of the cdmi_copy_queue_by ID" system
capabitity.

< If the new queue object being created in "/cdmi_objectid/" is the destination of a move, stuppert for
the ability to move the data object to "/cdmi_objectid/" is indicated by the presence ofthe
cdmi_object_move_to_ID" system capability.

« If the new queue object being created in "/cdmi_objectid/" is the destination of,&*deserializat|on
operation, support for the ability to deserialize the data object is indicated bythe presence of the
cdmi_deserialize_queue_by ID" system capability.

The following capabilities describe the supported operations that may be performed when creating g new
gdeue object by ID in a container:

e Support for the ability to create queue objects through this operation is indicated by both the
presence of the cdmi_post_queue" and the presence of thescdmi_create_queue capability i the
specified container object.

< If the object being created in the parent container object is a reference, support for that abilify is
indicated by the presence of the cdmi_create_refetence capability in the parent container ohjject.
e If the new queue object is a copy of an existing~queue object, support for the ability to copy is
indicated by the presence of the cdmi_copy\queue capability in the parent container object.

« If the new queue object is the destinationof a move, support for the ability to move the queue
object is indicated by the presence of the cdmi_move_queue capability in the parent container
object.

« If the new queue object is the destination of a deserialize operation, support for the ability to|
deserialize the the queue object is indicated by the presence of the cdmi_deserialize_queue
capability in the parent container object.

9.10.4 Request Headers

The HTTP request headers for creating a new CDMI queue object using CDMI content type are shon in
Tgble 57.

Table 57 - Request Headers - Create a New Queue Object using CDMI Content Type

Header Type Description Requirement

Accept Header "application/cdmi-queue" or a consistent value as per Optional
String clause 5.13.2

Content-Type Header "application/cdmi-queue" Mandatory
String

X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory

Specification- String e.g., "1.0.2,1.5, 2.0"

Version
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9.10.5 Request Message Body

The request message body fields for creating a new queue object using CDMI content type are shown in
Table 58.

Table 58 - Request Message Body - Create a New Queue Object using CDMI Content Type

Field Name Type Description Requirement
metadata JSON Metadata for the queue object Optional
Object

« If this field is included when deserializing, serializing,
copying, or moving a queue object, the value provided in
this field shall replace the metadata from the source URI.

« If this field is not included when deserializing, serializing,
copying, or moving a queue object, the metadata from
the source URI shall be used.

« If this field is included when creating a new queue object
by specifying a value, the value provided in this field shall
be used as the metadata.

« If this field is not included when creating a new ,quéeue
object by specifying a value, an empty JSONebject (i.e.,
"{}") will be assigned as the field value.

 This field shall not be included when referencing a queue

object.
domainURI JSON URI of the owning domain Optional
Strin
g » Any domain may be specified, and the cross_domain
privilege is not required«\(sée cdmi_member_privileges in
Table 64).
* If not specified, thewroot domain "/cdmi_domains/" shall
be used.
deserialize JSON URI of a seridlized CDMI data object that will be Optional
String deserializéd to create the new queue object
copy JSON URI.6f,a CDMI queue object that will be copied into the new Optional
String queue object
move JSON URI of a CDMI queue object that will be copied into the new | Optional
String gueue object. When the copy is successfully completed, the
gueue object at the source URI is removed.
reference JSON URI of a CDMI queue object that shall be redirected to by a | Optional
String reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.
deserjalizevalue JSON A queue object serialized as specified in Clause 15 and Optional
String encoded using base 64 encoding rules described in RFC

4648.
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stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.
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9.10.6 Response Headers

The response headers for creating a new CDMI queue object using CDMI content type are shown in
Table 59.

Table 59 - Response Headers - Create a New CDMI Queue Object using CDMI Content Type

Header Type Description Requirement

Content-Type Header "application/cdmi-queue” Mandatory
String

X-CDMI- Header The server shall respond with the highest version supported | Mandatory

Specification- String by both the client and the server, e.g., "1.0.2".

Version

If the server does not support any of the versions supported
by the client, the server shall return a 400 Bad Request
status code.

Location Header The unique URI for the new queue object as assigned by Mandatofy
String the system. In the absence of file name information.from
the client, the system shall assign the URI in the form: <root
URI>/<ContainerName>/<ObjectID>.

9.10.7 Response Message Body

The response message body fields for creating a new CDMI queue object using CDMI content type pre
sHown in Table 60.

Table 60 - Response Message Body - Create a New Quieue Object with CDMI Content (Sheet 1 o0f| 2)

Field Name Type Description Requirement

objectType JSON "application/cdfi-queue” Mandatofy
String

objectlD JSON Object ID of the object Mandatofy
String

objectName JSON Name of the object Conditiorjal
String

« For objects in a container, the objectName field shall be
returned.

« For objects not in a container (objects that are only

accessible by ID), the objectName field does not exist
and shall not be returned.

parentURI JSON URI for the parent object Conditiorjal

Strin
g » For objects in a container, the parentURI field shall be

returned.

» For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist and
Shatt ot be Teturmed:

Appending the objectName to the parentURI shall always

produce a valid URI for the object.

parentlD JSON Object ID of the parent container object Conditional

Strin
g » For objects in a container, the parentID field shall be

returned.

» For objects not in a container (objects that are only
accessible by ID), the parentID field does not exist and
shall not be returned.

©ISO/IEC 2012 — All rights reserved 106


https://standardsiso.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

Table 60 - Response Message Body - Create a New Queue Object with CDMI Content (Sheet 2 of 2)

Field Name Type Description Requirement
domainURI JSON URI of the owning domain Mandatory
String
capabilitiesURI JSON URI to the capabilities for the object Mandatory
String
completionStatus | JSON A string indicating if the object is still in the process of being | Mandatory
String created, and after the operation is complete, if it was
created successfully or an error occurred. The value shall
be the string "Processing”, the string "Complete”, or an
error string starting with the value "Error".
percentComplete | JSON ¢ When the value of completionStatus is "Processing”, this |. Optional
String field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
« When the value of completionStatus is "Complete"; this
field, if provided, shall contain the value "100:"
« When the value of completionStatus is "Efror", this field,
if provided, may contain any integer valtie’from O through
100.
metadata JSON Metadata for the queue object. Thisfield includes any user | Mandatofy
Object and data system metadata specified in the request
message body metadata field, along with storage system
metadata generated by the'cloud storage system. See
Clause 16 for a further description of metadata.
gueueValues JSON The range of designators for enqueued values. Every Mandatofy
String enqueued valug;shall be assigned a unique, monotonically-

incrementing \positive integer designator, starting from 0. If
no valuesare enqueued, an empty string shall be returned.
If values are enqueued, the lowest designator, followed by

a hyphen ("-"), followed by the highest designator shall be
retyrned.

9.10.8 Response Status

Tgble 61 describes the HTTP status codes that occur when creating a new queue object using CDM(I

cdntent type.

Table 61-HTTP Status Codes - Create a New CDMI Queue Object using CDMI Content Type

HTTP Status

Description

201<Created

The new queue object was created.

202 Accepted

The queue object is in the process of being created. The CDMI client should magnitor
the completionStatus and percentComplete fields to determine the current status of
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the operation.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The operation conflicts with a non-CDMI access protocol lock or could cause a state
transition error on the server.
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9.10.9 Example

EXAMPLE POST to the container object URI the queue object contents:

POST /MyContainer/ HTTP/1.1

Host: cloud.example.com
Content-Type: application/cdmi-queue
Accept: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

{
}

The following shows the response.

HTTP/1.1 201 Created

Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2
Location: http://cloud.example.com/MyContainer/0000706D0010B84FAD185C425D8B537H

{

"objectType" : "application/cdmi-queue",
"objectID"™ : "0000706D0010B84FAD185C425D8B537E",
"objectName™ : "0000706D0010B84FAD185C425D8B537E",
"parentURI™ : "/MyContainer/",

“parentlID"™ : "0000706D0010B84FAD185C425D8B537E",
"domainURI™ : "/cdmi_domains/MyDomain/*",
"capabilitiesURI" : "/cdmi_capabilities/queue/=y
"completionStatus'" : "Complete",

"metadata” : {

"queueValues" :
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10 Domain Object Resource Operations

10.1 Overview

Domain objects represent the concept of administrative ownership of stored data within a CDMI™ storage
system. A CDMI offering may include a hierarchy of domains that provide access to domain-related
information within a CDMI context. This domain hierarchy is a series of CDMI objects that correspond to
parent and child domains, with each domain corresponding to logical groupings of objects that are to be
managed together. Domain measurement information about objects that are associated with each domain
flow up to parent domains, facilitating billing and management operations that are typical for a cloud
stprage environment.

A CDMI URI may optionally include domains using the following form:
http://example.com/cdmi_domains/parent_domain/child_domain/

Domain objects are created in the cdmi_domains container found in the root URI for'the cloud storage
syistem. If the cdmi_create_domain capability is present for the URI of a given domain, then the clou
stprage system supports the ability to create child domains under the URI. If a:Cloud storage system
sypports domains, the cdmi_domains container shall be present.

[®X

When a client provides or includes deserialization fields that are not defined in this international standard,
these fields shall be stored as part of the object.

10.1.1 Domain Object Metadata
The following domain-specific field shall be present for each domain (see Table 62).

Table 62 - Required Metadata for a Domain Object

Netadata Name Type Desetription Requirement
ddmi_domain_enabled JSON Indicates if the domain is enabled and specified at Mandatoty
String the time of creation. Values shall be "true" or
"false".

 If a domain is disabled, the cloud storage system
shall not permit any operations to be performed
against any URI managed by that domain.

« If this metadata item is not present at the time of
domain creation, the value is set to "false".

ddmi_domain_deléte “feassign JSON If the domain is deleted, indicates to which domain | Conditiorjal
String the objects that belong to the domain shall be
reassigned. To delete a domain that contains
objects, this metadata item shall be present. If this
metadata item is not present or does not contain
the URI of a valid domain that is different from the
the URI of the domain being deleted, an attempt to
delete a domain that has objects shall result in an
HTTP status code of 409 Conflict.

10.1.2 Domain Object Summaries

Domain object summaries provide summary measurement information about domain usage and billing. If
supported, a domain summary container named "cdmi_domain_summary" shall be present under each
domain container. Like any container, the domain summary subcontainer may have an Access Control List
(ACL) (see 16.1) that restricts access to this information.
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Within each domain summary container are a series of domain summary data objects that are generated

by the cloud storage system. The "yearly", "monthly”, and "daily" containers of these data objects contain
domain summary data objects corresponding to each year, month, and day, respectively. These
containers are organized into the following structures:

http://example.com/cdmi_domains/domain/
http://fexample.com/cdmi_domains/domain/cdmi_domain_summary/
http://example.com/cdmi_domains/domain/cdmi_domain_summary/cumulative

http://example.com/cdmi domains/domain/cdmi domain summary/daily/

http://example.com/cdmi_domains/domain/cdmi_domain_summary/daily/2009-07-01
http://example.com/cdmi_domains/domain/cdmi_domain_summary/daily/2009-07-02
http://example.com/cdmi_domains/domain/cdmi_domain_summary/daily/2009-07403
http://fexample.com/cdmi_domains/domain/cdmi_domain_summary/monthly/
http://example.com/cdmi_domains/domain/cdmi_domain_summary/monthkly/2009-07
http://example.com/cdmi_domains/domain/cdmi_domain_summary/maonthly/2009-08
http://example.com/cdmi_domains/domain/cdmi_domain_summniary/monthly/2009-10
http://example.com/cdmi_domains/domain/cdmi_domainxsummary/yearly/
http://example.com/cdmi_domains/domain/cdmi_domain_summary/yearly/2009
http://fexample.com/cdmi_domains/domain/cdmi\ domain_summary/yearly/2010

The "cumulative" summary data object covers the'entire time period, from the time the domain is creajed to
the time it is accessed. Each data object at'the daily, monthly, and yearly level contains domain summary
information for the time period specified, bounded by domain creation time and access time.

If f time period extends earlier than theé domain creation time, the summary information includes the|time
frgm when the domain was created until the end of the time period.

EXAMPLE 1 If a domain were created on July 4, 2009, at noon, the daily summary "2009-07-04" would coptain
information)from noon until midnight, the monthly summary "2009-07" would contain informatjon
from necon on July 4 until midnight on July 31, and the yearly summary "2009" would contain
information from noon on July 4 until midnight on December 31.

If & time period ‘starts after the time when the domain was created and ends earlier than the time of aqcess,
the summary data object contains complete information for that time period.

EXAMPLE 2 If a domain were created on July 4, 2009, and on July 10, the "2009-07-06" daily summary dgta
object was accessed, it would contain information for the complete day.

If a time period ends after the current access time, the domain summary data object contains partial
information from the start of the time period (or the time the domain was created) until the time of access.

EXAMPLE 3 If a domain were created on July 4, 2009, and at noon on July 10, the "2009-07-10" daily summary
data object was accessed, it would contain information from the beginning of the day until noon.
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The information in Table 63 shall be present within the contents of each domain summary object, which is

in JSON representation.

Table 63 - Contents of Domain Summary Objects (Sheet 1 of 2)

Metadata Name Type Description Requirement
cdmi_domainURI JSON Domain name corresponding to the domain thatis | Mandatory
String summarized
cdmi_summary_start JSON An ISO-8601 time indicating the start of the time Mandatory
String range that the summary information is presenting
ddmi_summary_end JSON An ISO-8601 time indicating the end of the time Mandatdry
String range that the summary information is presenting
ddmi_summary_objecthours JSON The sum of the time each object belonging to the | -Optional
String domain existed during the summary time period
ddmi_summary_objectsmin JSON The minimum number of objects belonging to the | Optional
String domain during the summary time period
ddmi_summary_objectsmax JSON The maximum number of objects beloqgging to the | Optional
String domain during the summary time period
ddmi_summary_objectsaverage JSON The average number of objects‘belonging to the Optional
String domain during the summary_time period
ddmi_summary_puts JSON The number of objectS written to the domain Optional
String
ddmi_summary_gets JSON The number of‘Qbjects read from the domain Optional
String
ddmi_summary_bytehours JSON The sum, of the time each byte belonging to the Optional
String domain existed during the summary time period
ddmi_summary_bytesmin JSON The minimum number of bytes belonging to the Optional
String domain during the summary time period
ddmi_summary_bytesmax JSON The maximum number of bytes belonging to the Optional
String domain during the summary time period
ddmi_summary_bytesaverage JSON The average number of bytes belonging to the Optional
String domain during the summary time period
ddmi_summary_writes JSON The number of bytes written to the domain Optional
String
ddmi_summary_reads JSON The number of bytes read from the domain Optional
String
ddmi_summatry_charge JSON An ISO 4217 currency code (see ISO 4217:2008) | Optional
String that is followed or preceded by a numeric value
and separated by a space, where the numeric
value represents the clasing charge in the
indicated currency for the use of the service
associated with the domain over the summary
time period
cdmi_summary_kwhours JSON The sum of energy consumed (in kilowatt hours) Optional
String by the domain during the summary time period
cdmi_summary_kwmin JSON The minimum rate at which energy is consumed Optional
String (in kilowatt hours per hour) by the domain during
the summary time period
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Table 63 - Contents of Domain Summary Objects (Sheet 2 of 2)

Metadata Name Type Description Requirement
cdmi_summary_kwmax JSON The maximum rate at which energy is consumed Optional
String (in kilowatt hours per hour) by the domain during

the summary time period

cdmi_summary_kwaverage JSON The average rate at which energy is consumed Optional
String (in kilowatt hours per hour) by the domain during
the summary time period

A example of a dailly domain summary object Is as follows:

"cdmi_domainURI™ : */cdmi_domains/MyDomain/*,
"cdmi_summary_start" : '"2009-12-10T00:00:00",
"cdmi_summary_end™ : "2009-12-10T23:59:59",
""cdmi_summary_objecthours™ : ''382239734",
"cdmi_summary_puts' : ''234234",
"cdmi_summary_gets' : '489432",
"cdmi_summary_bytehours™ : ''334895798347",
"cdmi_summary_writes" : "'7218368343",
"cdmi_summary_reads"™ : '11283974933",
""cdmi_summary_charge"™ : ''4289.23 USD"

}

If the charge value is provided, the value is for the operational cost (excluding fixed fees) of service alfeady
pdrformed and storage and bandwidth already consumed. Pricing of services is handled separately.

=

Domain summary information may be extended by vendors.to include additional metadata or domaiI
reports beyond the metadata items specified by this interAational standard, as long as the field namegs for

thpse metadata items do not begin with "cdmi_".

10.1.3 Domain Object Membership

In[cloud storage environments, in the same-way that domains are often created programmatically, dgmain
uger membership and credential mapping also shall be populated using such interfaces. By providinp
adcess to user membership, this capability enables self-enrollment, automatic provisioning, and othe
advanced self-service capabilities;-either directly using CDMI or through software systems that interface
uging CDMI.

>

=

The domain membership capability provides information about, and allows the specification of, end lisers
arld groups of users thabare allowed to access the domain via CDMI and other access protocols. The
cdncept of domain-imembership is not intended to replace or supplant ACLs (see 16.1), but rather to
prpvide a singlesunified place to map identities and credentials to principals used by ACLs within the
cdntext of a domiain (see model described in 10.1.4). It also provides a place for authentication mappings
to|externakauthentication providers, such as LDAP and AD, to be specified.

=

If supported, a domain membership container named "cdmi_domain_members" shall be present under
edchdomain. Like any container, the domain membership container such as an Access Control List|(see
16.1) that restricts access to this information.

Within each domain membership container are a series of user objects that are specified through CDMI to
define each user known to the domain. These objects are formatted into the following structure:

http://example.com/cdmi_domains/domain/
http://fexample.com/cdmi_domains/domain/cdmi_domain_members/
http://example.com/cdmi_domains/domain/cdmi_domain_members/john_doe

http://example.com/cdmi_domains/domain/cdmi_domain_members/john_smith
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The domain membership container may also contain subcontainers with data objects. Data objects in
these subcontainers are treated the same as data objects in the domain membership container, and no
meaning is inferred from the subcontainer name. This is allowed to create different access security

relationships for groups of user objects and to allow delegation to common set of members.

Table 64 lists the domain settings that shall be present within each domain member user object.

Table 64 - Required Settings for Domain Member User Objects

Metadata Name Type Description Requirement
cdmi_member_enabled JSON If true, this field indicates that requests associated with Mandatory
String TS domaimm memper are attowed: i faflse, att Tequests
performed by this domain member shall result in an
HTTP status code of 403 Forbidden.
ddmi_member_type JSON This field indicates the type of member record. Values Mandatofy
String include "user", "group”, and "delegation”.
ddmi_member_name JSON This field contains the user or group name as presented | Mandatofy
String by the client. This will normally be the standard fullname
of the principal.
ddmi_member_credentials | JSON This field contains credentials to be matched against the | Optional
String credentials as presented by the client.\fthis field is not
present, one or more delegations shall be present and
shall be used to resolve user cfedentials. As one cannot
log in as a group, but only assa/member of a group,
"group" type member records shall not have credentials.
ddmi_member_principal JSON This field indicates to which principal name (used in Optional
String ACLs) the user orgroup is mapped. If this field is not
present, one or,mere delegations shall be present and
shall be used-to'resolve the principal.
ddmi_member_privileges JSON This field contains a JSON list of special privileges Mandatofy
Array of | associated with the user or "group".
JSON ) . .
Strings The following privileges are defined:
« "administrator”. All ACL access checks are always
successful.
« "pbackup_operator". All read ACL access checks are
always successful.
» "cross_domain". Operations specifying a domain
other than the domain of the parent object are
permitted. Unless this privilege is conferred by the
user record or a group (possibly nested) to which the
user or group belongs, all attempts to change the
domain of objects to a domain other than the parent
domain shall fail.
ddmi. member_groups JSON This field contains a JSON array of group names to Optional
Array-of——which-the-dserer-group-belongs:
JSON
Strings
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Table 65 lists the domain settings that shall be present within each domain member delegation object.

Table 65 - Required Settings for Domain Member Delegation Objects

Metadata Name Type Description Requirement
cdmi_member_enabled JSON If true, this field indicates that requests associated with Mandatory
String this domain member are allowed. If false, all requests

performed by this domain member shall result in an
HTTP status code of 403 Forbidden.

cdmi_member_type JSON This field indicates the type of member record. Values Mandatory
String include "user" and "delegation"
ddmi_delegation_URI JSON This field contains the URI of an external identity Mandatofy
String resolution provider (such as LDAP or Active Directory) or
the URI of a Domain Membership Container.
External delegations are expressed in the form of |dapt//
or ad://.
EXAMPLE 1 An example of a domain membership object for a user is as follows;
{ _
"cdmi_member_enabled" : "true",
"cdmi_member_type"™ : "user",
"cdmi_member_name'™ : "John Doe",
"cdmi_member_credentials" : "p+5/0X1cmEXFOI cUxhX1lw=="",
"cdmi_member_groups" : [
"users"
1. o i
"'cdmi_member_principal™ : "jdoe",
"cdmi_privileges" : [
"administrator",
""cross_domain"
1
}
EXAMPLE 2 An example of a domain membership object for a delegation is as follows:
{
"cdmi_member_enabted" : "true",
"cdmi_member_type'/: "delegation,
"cdmi_delegationZURI™ : "/cdmi_accounts/MyAccount/",
}
10.1.4 Domain/Usage in Access Control
When a transaction is performed against a CDMI object, the associated domain object (i.e., the domain
ohjjectindicated by the domainURI) specifies the authentication context. The user identity and credeptials
presented as part of the transaction are compared to the domain membership list to determine if the yser is
a thnri-lnd \Alithih thn domain and toresaolve the tiser's. prinnipal_ If rncnl\lnri, thn user's prinr‘ipnl IS

evaluated against the object's ACL to determine if the transaction is permitted.

When evaluating members within a domain, delegations are evaluated first, in any order, followed by user
records, in any order. If there is at least one matching record and none of the matching records indicate
that the user is disabled, the user is considered to be a member of the domain.

When a sub-domain is initially created, the membership container contains one member record that is a
delegation in which the delegation URI is set to the URI of the parent domain.
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10.1.5 Domain Object Representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support
UTF-8 JSON representation. The request and response message body JSON fields may be specified or

returned in any order, with the exception that, if present, for domain objects, the childrenrange and children
fields shall appear last and in that order.

10.2 Create a Domain Object using CDMI Content Type

10.2.1 _Synopsis

Tg

W

Af

create a new domain object, the following request shall be performed:
PUT <root URI>/cdmi_domains/<DomainName>/<NewDomainName>/

here:

e <root URI> is the path to the CDMI cloud.
« <DomainName> is zero or more intermediate domains that already exist.
< <NewDomainName> is the name specified for the domain to be creéated.

fer it is created, the domain shall also be accessible at <root URI>/cdmi* objectid/<objectID>/.

1Q.2.2 Capabilities
The following capabilities describe the supported operations‘that may be performed when creating a new
dgmain:

e Support for the ability to create a new domain object is indicated by the presence of the
cdmi_create_domain capability in the parent domain.

« If the new domain object is a copy of an‘existing domain object, support for the ability to coply is
indicated by the presence of the cdmi” copy_domain capability in the source domain.

« If the new domain is the destination of a deserialize operation, support for the ability to desefialize
the source data object serialization of a domain is indicated by the presence of the
cdmi_deserialize_domain capability in the parent domain.

1Q.2.3 Request Headers
The HTTP request headers for creating a CDMI domain object using CDMI content type are shown in
Table 66.
Table 66 - Request Headers - Create a Domain Object using CDMI Content Type
Header Type Description Requirenment
Accept Header "application/cdmi-domain" or a consistent value as per Optional
String clause 5.13.2
Content-Type Header "application/cdmi-domain” Mandatory
String
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
Specification- String for example, "1.0.2, 1.5, 2.0"
Version
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10.2.4 Request Message Body

The request message body fields for creating a domain object using CDMI content type are shown in
Table 67.

Table 67 - Request Message Body - Create a Domain Object using CDMI Content Type

Field Name Type Description Requirement
metadata JSON Metadata for the domain object Optional
Object

« If this field is included when deserializing, serializing,
copying, or moving a domain object, the value provided
in this field shall replace the metadata from the source
URI.

« If this field is not included when deserializing, serializing,
copying, or moving a domain object, the metadata from
the source URI shall be used.

« If this field is included when creating a new domain
object by specifying a value, the value provided jn this
field shall be used as the metadata.

« If this field is not included when creating a_new'domain
object by specifying a value, an empty JSON object
"{")(i.e., "{}") shall be assigned as the\field value.

copy JSON URI of a CDMI domain that shall be copied into the new Optional?
String domain, including all child domains‘and membership from
the source domain

move JSON URI of an existing local CBMI domain object (source URI) | Optional?
String that shall be relocated,-along with all child domains, to the
URI specified in the:RUT. The contents of the domain and
all sub-domains, including the object ID, shall be
preserved by.agmove, and the domain and sub-domains of
the source URI'shall be removed after the objects at the
destinatioh_have been successfully created.

If thefe are insufficient permissions to read the objects at
the source URI, write the objects at the destination URI, or
delete the objects at the source URI, or if any of these
operations fail, the move shall return a 400 Bad Request
error code, and the source and destination are left

unchanged.
deserialize JSON URI of a serialized CDMI data object that shall be Optional?
String deserialized to create the new domain, including all child

objects inside the source serialized data object

deserializevalue JSON A domain object serialized as specified in Clause 15 and Optional?
String encoded using base 64 encoding rules described in RFC
4648.

30nly one of these fields shall be specified in any given operation. Except for value, these fields shall not|oe
Stored. 1T more than one ol these 11elds 1S supplied, the server shall respond with a 400 Bad Request erfo
response.
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The HTTP response headers for creating a domain object using CDMI content type are shown in Table 68.

Table 68 - Response Headers - Create a Domain Object using CDMI Content Type

Header Type Description Requirement
Content-Type Header "application/cdmi-domain” Mandatory
String
X-CDMI- Header The server shall respond with the highest version Mandatory
Specification- String supported by both the client and the server, e.g., "1.0.2".
Version
If the server does not support any of the versions
supported by the client, the server shall return a 400 Bad
Request status code.
10.2.6 Response Message Body
The response message body fields for creating a domain object using CDMI content type is shown in
Tgble 69.
Table 69 - Response Message Body - Create a Domain Object usifig CDMI Content Type
Field Name Type Description Requirenpent
objectType JSON "application/cdmi-domain” Mandatory
String
objectlD JSON Object ID of the domain Mandatory
String
objectName JSON Name of the objett Mandatory
String
parentURI JSON URI for the-parent object. Appending the objectName to Mandatory
String the parentURI shall always produce a valid URI for the
ohject:
parentlD JSON Object ID of the parent container object Mandatory
String
domainURI JSON URI of the owning domain. A domain object is always Mandatory
Sthing owned by itself.
capabilitiesURI JSON URI to the capabilities for the object Mandatory
String
metadata JSON Metadata for the domain. This field includes any user and Mandatory
Object data system metadata specified in the request message
body metadata field, along with storage system metadata
generated by the cloud storage system. See Clause 16 for
a further description of metadata.
childrenrange JSON The sub-domains of the domain expressed as arange. Ifa | Mandatory
String range of sub-domains is requested, this field indicates the
children returned as a range.
children JSON Names of the children domains in the domain. Child Mandatory
Array containers end with "/".
©ISO/IEC 2012 — All rights reserved 117



https://standardsiso.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

10.2.7 Response Status

Table 70 describes the HTTP status codes that occur when creating a domain object using CDMI content

type.
Table 70 - HTTP Status Codes - Create a Domain Object using CDMI Content Type
HTTP Status Description
201 Created The new domain object was created.
400 Bad Request The request contains invalid parameters or field names.
403+-Unatthorized The-authentieation-credentials-are-missing-or-nvatie-
403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI.
409 Conflict The domain name already exists.

.2.8 Example

AMPLE PUT to the domain URI the domain name and metadata:

PUT /cdmi_domains/MyDomain/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-domain
Content-Type: application/cdmi-domain
X-CDMI-Specification-Version: 1.0.2

"metadata" : {

+
}

The following shows the response.

HTTP/1.1 201 Created
Content-Type: applicatign/cdmi-domain
X-CDMI-Specification-Version: 1.0.2

118

{
"objectType" (\“application/cdmi-domain",
"objectlID" ~"00007E7FO0104BE66AB53A9572F9F51E",
"'objectName” : "MyDomain/",
"parentURI* : "/cdmi_domains/",
“parentld” : "00007E7F0010C058374D08BOAC7B3550",
"domasnURI™ : "/cdmi_domains/MyDomain/*",
"capabilitiesURI" : "/cdmi_capabilities/domain/",
“metadata” : {
"childrenrange" - "'0-1'"
“children™ : [
"cdmi_domain_summary/*,
""cdmi_domain_members/*
1
}

©ISO/IEC 2012 — All rights reserved


https://standardsiso.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

10.3 Read a Domain Object using CDMI Content Type

10.3.1 Synopsis

To read all fields from an existing domain object, the following request shall be performed:

GET <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/

To read one or more requested fields from an existing domain object, one of the following requests shall be
performed:

GET <root URI>/cdmi

domains/<DomainName>/<TheDomainName>/

W

TH

GET <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/?children:<range>;h.
GET <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/?metadata:<prefix>}..

?<fFieldname>;<fieldname>; ...

here:

<root URI> is the path to the CDMI cloud.

<DomainName> is zero or more parent domains.

<TheDomainName> is the name specified for the domain to be read front.
<fieldname> is the name of a field.

<range> is a numeric range within the list of children.

<prefix> is a matching prefix that returns all metadata items that start with the prefix value.

e object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

1Q.3.2 Capabilities
The following capabilities describe the supported operations that may be performed when reading af
eXisting domain:
e Support for the ability to read the metadata of an existing domain object is indicated by the
presence of the cdmi_read_metadata capability in the specified domain.
e Support for the ability to list the.children of an existing domain object is indicated by the predence
of the cdmi_list_children capability in the specified domain.
10.3.3 Request Headers
The HTTP request headers for reading a CDMI domain object using CDMI content type are shown if
Table 71.
Table 71 - Request Headers - Read a Domain Object using CDMI Content Type
Header Type Description Requirement
AccCept Header | "application/cdmi-domain” or a consistent value as per clause | Optional
String 5.13.2
X-CDMI- Header | A comma-separated list of versions supported by the client, Mandatory
Specification- String e.g., "1.0.2,1.5, 2.0"
Version

10.3.4 Request Message Body

A request message body shall not be provided.
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10.3.5 Response Headers

The HTTP response headers for reading a CDMI domain object using CDMI content type are shown in

Table 72.
Table 72 - Response Headers - Read a Domain Object using CDMI Content Type
Header Type Description Requirement
X-CDMI- Header The server shall respond with the highest version supported | Mandatory
Specification- String by both the client and the server, e.g., "1.0.2".
Version
If the server does not support any of the versions supported
Dy e C"'Eﬂ[, e server shall Teturm a 4UU0 Bbald Kequest
status code.
Content-Type Header "application/cdmi-domain” Mandatqry
String
Location Header The server shall respond with the URI that the reference Conditiopal
String redirects to if the object is a reference.

10.3.6 Response Message Body

The response message body fields for reading a CDMI domain object using CDMI content type are shown
in|Table 73.

Table 73 - Response Message Body - Read a Domain,©bject using CDMI Content Type

Field Name Type Description Requirement
objectType JSON "application/cdmi-domain” Mandatqry
String
objectiD JSON Object ID of the-domain Mandatqry
String
objectName JSON Name-of-the object Mandatqry
String
parentURI JSON URI for the parent object Mandatdry
String
parentlD JSON Object ID of the parent container object Mandatqry
String
domainURI JSON URI of the owning domain. A domain object is always owned | Mandatdry
String by itself.
capabilitiesURI JSON URI to the capabilities for the object Mandatqry
String
metadata JSON Metadata for the domain. This field includes any user and Mandatqry
Object data system metadata specified in the request message
body metadatafretd;atongwithrstorage-systerr metadate
generated by the cloud storage system. See Clause 16 for a
further description of metadata.
childrenrange JSON The sub-domains of the domain expressed as a range. If a Mandatory
String range of sub-domains is requested, this field indicates the
children returned as a range.
children JSON The children of the domain. Sub-domains end with "/". Mandatory
Array

If individual fields are specified in the GET request, only these fields are returned in the result body.
Optional fields that are requested but do not exist are omitted from the result body.
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10.3.7 Response Status

Table 74 describes the HTTP status codes that occur when reading a domain object using CDMI content

type.
Table 74 - HTTP Status Codes - Read a Domain Object using CDMI Content Type
HTTP Status Description
200 OK The domain object content was returned in the reponse.
302 Found The URI is a reference to another URI.
406-Bad-Regdest The-requesteontains-valic-parameters-orfield-rames:
401 Unauthorized The authentication credentials are missing or invalid.
403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI.
406 Not Acceptable The server is unable to provide the object in the content type specified in the
Accept header.

10.3.8 Examples

EXAMPLE 1 GET to the domain URI to read all the fields of the domain:

GET /cdmi_domains/MyDomain/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-domain
X-CDMI-Specification-Version: 1.0.2

The following shows the response.
HTTP/1.1 200 OK

Content-Type: application/cdmi-demain
X-CDMI-Specification-Version: 1.0.2

{
"objectType"™ : "application/cdmi-domain',
"objectID" : "00007%E7F00104BE66AB53A9572F9F51E",
"objectName"™ : "MyDomain/',
"parentURI™ : "/cdmi_domains/",
"parentlID" : ("00007E7F0010C058374D08BOAC7B3550",
"domainURI"C:~""/cdmi_domains/MyDomain/"",
"capabil vtie€sURI™ : "/cdmi_capabilities/domain/",
"metadata™ : {
"chpldrenrange™ : "0-1",
“ehildren™ : [
"cdmi_domain_summary/*,
"cdmi_domain_members/"
1
}

EXAMPLE 2 GET to the domain URI to read all the parentURI and children of the domain:

GET /MyDomain/?parentURI ;children HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-domain
X-CDMI-Specification-Version: 1.0.2
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-domain
X-CDMI-Specification-Version: 1.0.2

{
"parentURI"™ : "/cdmi_domains/",
"children”™ : [
"cdmi_domain_summary/*,
"cdmi_domain_members/"
1
}

EXAMPLE 3 GET to the domain URI to read the first two children of the domain:

GET /MyDomain/?childrenrange;children:0-1 HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-domain
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-domain
X-CDMI-Specification-Version: 1.0.2

"childrenrange" : "0-1",

"children™ : [
"cdmi_domain_summary/*,
"cdmi_domain_members/"

10.4 Update a Domain Object using CDMI Content Type

10.4.1 Synopsis
Td update some or all fields in an\existing domain object, the following request shall be performed:
PUT <root URI>/cdmi(_ domains/<DomainName>/<TheDomainName>/

Td add, update, and remeve specific metadata items of an existing domain object, the following request
sHall be performed:

PUT <root{URI>/cdmi_domains/<DomainName>/<TheDomainName>/
?metadata:<metadataname>;. ..

Where:

«_ “<root URI> is the path to the CDMI cloud.
v <DomamName> 15 ZEFo Of MOore parent domains.
e« <TheDomainName> is the name specified for the domain to be updated.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/. An update shall not result in
a change to the object ID.
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The following capability describes the supported operations that may be performed when updating an

existing domain:

«  Support for the ability to modify the metadata of an existing domain object is indicated by the
presence of the cdmi_modify_metadata capability in the specified domain.

10.4.3 Request Headers

The HTTP request headers for updating a CDMI domain object using CDMI content type are shown in

o
Table 75 - Request Headers - Update a Domain Object using CDMI Content Type
Header Type Description Requirement
Content-Type Header "application/cdmi-domain” Mandatqry
String
X-CDMI- Header A comma-separated list of versions supported by the'client, | Mandatdry
Specification- String e.g., "1.0.2,1.5, 2.0"
Version
10.4.4 Request Message Body
The request message body fields for updating a domain objectwsing CDMI content type are shown {n
Table 76.
Table 76 - Request Message Body - Update a Domain;Object using CDMI Content Type (Sheet 1 gf 2)
Field Name Type Description Requirement
metadata JSON Metadata forthe domain object. If present, the new Optional
Object metadata specified replaces the existing object metadata. If
individual metadata items are specified in the URI, only
those-items are replaced, with other items being preserved.
See Clause 16 for a further description of metadata.
copy JSON URI of a CDMI domain object that shall be copied into the Optionalf
String existing domain object. Only the metadata and membership
of the domain shall be copied, not any sub-domains of the
domain.
deserialize JSON URI of a serialized CDMI domain object that shall be Optionalf
String deserialized to update an existing domain object. The object

ID of the serialized domain object shall match the object ID
of the destination domain object.

If the serialized domain does not contain children, the
update is applied only to the domain object, and any

exrstmgchitdrermrare teftas=is-f theseratizeddomanrobject
does contain children, then creates, updates, and deletes
are recursively applied for each child, depending on the
differences between the provided serialized state and the
current state of the children.

stored.

40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
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Table 76 - Request Message Body - Update a Domain Object using CDMI Content Type (Sheet 2 of 2)

Field Name Type Description Requirement
deserializevalue JSON A domain object serialized as specified in Clause 15 and Optional®
String encoded using base 64 encoding rules described in RFC

4648. The object ID of the serialized domain object shall
match the object ID of the destination domain object.

If the serialized domain does not contain children, the
update is applied only to the domain object, and any
existing children are left as-is. If the serialized domain object
does contain children, then creates, updates, and deletes
are recursively applied for each child, depending on the
differences between the provided serialized state and the
current state of the children.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not|be
stored.

10.4.5 Response Header

The HTTP response header for updating a CDMI domain object using CDM}-Content type is shown i
Tqgble 77.

=

Table 77 - Response Header - Update a Domain Object using CDMI Content Type

Header Type Description Requirement
Location Header The server shall respond«with the URI that the reference Conditiopal
String redirects to if the object’is a reference.

10.4.6 Response Message Body

Aresponse message body may be provided.as per RFC 2616.

10.4.7 Response Status

Tqble 78 describes the HTTP status codes that occur when updating a domain object using CDMI cqntent
type.

Table 78 ¢ HTTP Status Codes - Update a Domain Object using CDMI Content Type

HTTP Status Description

204 No Content The operation was successful; no data was returned.

302 Found The URI is a reference to another URI.

400 Bad Request The request contains invalid parameters or field names.

401 Unautharized The authentication credentials are missing or invalid

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or may cause a
state transition error on the server.
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10.4.8 Example

EXAMPLE PUT to the domain URI to set new field values:

PUT /cdmi_domains/myDomain/ HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-domain
X-CDMI-Specification-Version: 1.0.2

{

"metadata”™ : {
"test” : "value"
3
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D).5 Delete a Domain Object using CDMI Content Type

here:

isting container:

}

The following shows the response.

HTTP/1.1 204 No Content

.5.1 Synopsis

delete an existing domain object and transfer all objects associated with that domain to another dgmain

preserve access), the following request shall be performed:

DELETE <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/

e <root URI> is the path to the CDMI cloud.
¢ <DomainName> is zero or more parent.domains.
e« <TheDomainName> is the name specified for the domain to be deleted.

e object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

.5.2 Capability

e following capability describes the supported operations that may be performed when deleting anf

« Support for theZability to delete an existing data object is indicated by the presence of the
cdmi_delete”domain capability in the specified domain.
.5.3 Request Headers

e HTTP request headers for deleting a CDMI domain object using CDMI content type are shown in
hte. 79.

Table 79 - Request Headers - Delete a Domain Object using CDMI Content Type

Header Type Description Requirement
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
Specification- String e.g., "1.0.2,1.5, 2.0"

Version

10.5.4 Request Message Body

A request message body may be provided as per RFC 2616.
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10.5.5 Response Headers

Response headers may be provided as per RFC 2616.

10.5.6 Response Message Body

A response message body may be provided as per RFC 2616.

10.5.7 Response Status

Table 80 describes the HTTP status codes that occur when deleting a domain object using CDMI content
type.

Table 80 - HTTP Status Codes - Delete a Domain Object using CDMI Content Typ€

HTTP Status Description

204 No Content The domain was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing prinvalid.

403 Forbidden The client lacks the proper authorization\te-perform this request.

404 Not Found The resource was not found at the’ specified URI.

409 Conflict The domain cannot be deletedybecause there are objects belonging to the
domain, and cdmi_domain delete_reassign is missing, invalid, or unusgble.

10.5.8 Example

EXAMPLE DELETE to the domain URI:

DELETE /cdmi_domains/MyDomain/ HTFP/1.1
Host: cloud.example.com
X-CDMI-Specification-Versionin\¥.0.2
The following shows the response.

HTTP/1.1 204 No Content

126 ©ISO/IEC 2012 — All rights reserved


https://standardsiso.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)
11 Queue Object Resource Operations

11.1 Overview

Queue objects provide first-in, first-out access when storing and retrieving data. A queue object writer
POSTs data into a queue object, and a queue object reader GETs value(s) from the queue object and
subsequently deletes the value(s) to acknowledge receipt of the value(s) that it received. Queuing provides
a simple mechanism for one or more writers to send data to a single reader in a reliable way. If supported
by the cloud storage system, cloud clients create the queue objects by using the mechanism described in
9.10 and this clause.

Queue objects are addressed in CDMI™ in two ways:

« by name (e.g., http://cloud.example.com/queueobject); and

* by object ID (e.g, http://cloud.example.com/cdmi_objectid/
0000706D0010B84FAD185C425D8B537E).

Eyery queue object has a single, globally-unique object identifier (ID) that remains_¢onstant for the life of
the object. Each queue object shall have one or more URI addresses that allowsth€ object to be accegsed.

A pueue object may have a parent object. In this case, the queue object inherits data system metadatp that
is jnot explicitly specified in the queue object itself.

EXAMPLE 1  The "receipts.queue"” queue object stored at the‘following URI would inherit data system
metadata from its parent container, "finance";

http://cloud.example.com/finance/receipts.queue

Individual fields within a queue object may be accessed by specifying the field name after a question|mark
"?I' that is appended to the end of the data object URI.

EXAMPLE 2 The following URI returns the valde field containing the oldest queue object value in the respgnse
message body:

http://cloud.example.com/queueobject?value

The encoding of the data transpofted in the queue object value field depends on the queue object
vgdluetransferencoding field;

< If the value transfer encoding of the object is set to "utf-8", the data stored in the value of the
queue object'shall be a valid UTF-8 string, and it shall be transported as a UTF-8 string in thHe
value field:

« If the valte transfer encoding of the object is set to "base64", the data stored in the value ofjthe
queuelobject can contain arbitrary binary sequences, and it shall be transported as a base §4-
encoded string in the value field.

Speclfic ranges of the value of a bject may be accessed by specifying a byte range after the yvalue

http://cloud.example.com/queueobject?value:0-999

Because a byte range of a UTF-8 string is often not a valid UTF-8 string, the response to a range request
shall always be transported in the value field as a base 64-encoded string.

Byte ranges are specified as single, inclusive byte ranges as per Section 14.35.1 of RFC 2616.

When a client provides or includes deserialization fields that are not defined in this international standard,
these fields shall be stored as part of the object.
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11.1.1 Queue Object Metadata

Queue object metadata may also include arbitrary user-supplied metadata and data system metadata, as
specified in Clause 16.

11.1.2 Queue Object Addressing

Each queue object is addressed via one or more unique URIs, and all operations may be performed
through any of these URIs.

1

1.3 Queue Object Representations

TH

UTF-8 JSON representation. The request and response message body JSON fields may be specifig

re

sHall appear last and in that order.

11

Tg

Tq

Where:

After it is created, the object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

TH

11

In
th

Sq

11.2 Create a Queue Object using CDMI Content Type

mpving a source queue that has values or as a result of deserializing a serialized queue that has va

rupning operations, (e.g., for copying a queue object with a large number of enqueued values from 3

e representations in this clause are shown using JSON notation. Both clients and servers shalkstpport

d or

urned in any order, with the exception that, if present, for queue objects, the valuerange and value [fields

.2.1 Synopsis
create a hew queue object, the following request shall be performed:
PUT <root URI>/<ContainerName>/<QueueName>

create a new queue object by ID, see 9.10.

e <root URI> is the path to the CDMI cloud

e <ContainerName> is zero or more intermediate containers that already exist, with one slash
"I") between each pair of container hames.

e <QueueName> is the name speCified for the queue object to be created.

e newly created queue shall have no values unless the queue is created as a result of copying or

.2.2 Delayed Completion of Create:

response to a.create operation for a queue object, the server may return a response of 202 Accept
s case, the gueue object is in the process of being created. This response is particularly useful for

urce URI). Such a response has the following implications:

o/ The server shall return a L ocation header with a URI to the object to be created along with

(i.e.,

ues.

ed. In
long-

12

HTTP status code of 202 Accepted.
e With 202 Accepted, the server implies that the following checks have passed:
— user authorization for creating the queue object;
— user authorization for read access to any source object for move, copy, serialize, or
deserialize; and
— availability of space to create the queue object or at least enough space to create a URI
report an error.
¢ Aclient might not be able to immediately access the created object, e.g., due to delays resu
from the implementation’s use of eventual consistency.

to

Iting
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The client performs GET operations to the URI to track the progress of the operation. In response, the
server returns two fields in its response message body to indicate progress.

A completionStatus text field contains either "Processing"”, "Complete", or an error string starting
with the value "Error".

An optional percentComplete field contains the percentage that the accepted PUT has completed
(0 to 100).

GET does not return any value for the object when completionStatus is not "Complete". When the final
result of the create operation is an error, the URI is created with the completionStatus field set to the error
message. It is the client's responsibility to delete the URI after the error has been noted.

11

TH
qy

11

TH
T4

.2.3 Capabilities
e following capabilities describe the supported operations that may be performed when greating a new
eue object:

e Support for the ability to create a new queue object is indicated by the presence of the
cdmi_create_queue capability in the parent container.

« If the object being created in the parent container is a reference, supportfor that ability is indicated
by the presence of the cdmi_create_reference capability in the parent container.

« If the new queue object is a copy of an existing queue object, support for the ability to copy is
indicated by the presence of the cdmi_copy_queue capability(in the parent container.

« If the new queue object is the destination of a move, suppaort for the ability to move the queue
object is indicated by the presence of the cdmi_move ‘queue capability in the parent container.

« If the new queue object is the destination of a deserialize operation, support for the ability tg
deserialize the source data object is indicated bysthe presence of the cdmi_deserialize_quelie
capability in the parent container.

.2.4 Request Headers
e HTTP request headers for creating a CDMI queue object using CDMI content type are shown in
ble 81.

Table 81 - Request Headers - Create a Queue Object using CDMI Content Type

Header Type Description Requirement

Accept Header "application/cdmi-queue” Mandatary
String

Content-Type Header "application/cdmi-queue" Mandatory
String

X-CDMt= Header A comma-separated list of versions supported by the client, | Mandatgry

Specification- String e.g., "1.0.2,1.5, 2.0"

\ersion
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11.2.5 Request Message Body

The request message body fields for creating a queue object using CDMI content type are shown in
Table 82.

Table 82 - Request Message Body - Create a Queue Object using CDMI Content Type

Field Name Type Description Requirement

metadata JSON Metadata for the queue object Optional

Object o
« If this field is included when deserializing, serializing,

copying. or moving a gueue object, the value provided in

this field shall replace the metadata from the source URI.

« If this field is not included when deserializing, serializing,
copying, or moving a queue object, the metadata from the
source URI shall be used.

* If this field is included when creating a new queue objeCt
by specifying a value, the value provided in this field.shall
be used as the metadata.

« If this field is not included when creating a new,queue
object by specifying a value, an empty JSON object (i.e.,
"{}") shall be assigned as the field value:

 This field shall not be included when¢eferencing a queue
object.

domainURI JSON URI of the owning domain Optional

Strin
g « If different from the parent:domain, the user shall have

the "cross_domain" privilege (see
cdmi_member_privileges in Table 64).
« If not specified, thie parent domain shall be used.

o

deserialize JSON URI of a serialized CDMI data object that shall be Optional
String deserialized™to create the new queue object

copy JSON URI of a CDMI queue object that shall be copied into the Optionalft
String new.gueue object

move JSON URI of an existing local or remote CDMI queue object Optionalft
String (source URI) that shall be relocated to the URI specified in
the PUT. The contents of the queue object, including the
object ID, shall be preserved by a move, and the queue
object at the source URI shall be removed after the queue
object at the destination has been successfully created.

If there are insufficient permissions to read the queue object
at the source URI, write the queue object at the destination
URI, or delete the queue object at the source URI, or if any
of these operations fail, the move shall return a 400 Bad
Request result code, and the source and destination are left
unchanged.

130

Teference JSON URTOf @ COMIQUETe Object thar shalt be Tedirected 10 by & | Optional®
String reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

deserializevalue JSON A queue object serialized as specified in Clause 15 and Optional?
String encoded using base 64 encoding rules described in RFC
4648.

a0nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.
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The HTTP response headers for creating a CDMI queue object using CDMI content type are shown in

Table 83.
Table 83 - Response Headers - Create a Queue Object using CDMI Content Type
Header Type Description Requirement
Content-Type Header "application/cdmi-queue” Mandatory
String
X-CDMI- Header The server shall respond with the highest version supported | Mandatory
SpecHication- Strng by both the client and the server, €.9., ' L.0.2.
Version
If the server does not support any of the versions supported
by the client, the server shall return a 400 Bad Request
status code.
11.2.7 Response Message Body
The response message body fields for creating a CDMI queue object using CDMI content type are shown
in|Table 84.
Table 84 - Response Message Body - Create a Queue Object using<CDMI Content Type (Sheet 1 df 2)
Field Name Type Description Requirement
objectType JSON "application/cdmi-queue" Mandatqry
String
objectiD JSON Object ID of the object Mandatqry
String
objectName JSON Name of the object Mandatqry
String
parentURI JSON URI for:the parent object Mandatqry
Strin
g Appending the objectName to the parentURI shall always
produce a valid URI for the object.
parentlD JSON Object ID of the parent container object Mandatqry
String
domainURI JSON URI of the owning domain. Mandatqry
String
capabilitiesURI JSON URI to the capabilities for the object Mandatqry
String
compléetionStatus | JSON A string indicating if the object is still in the process of being | Mandatqry
) created, and after the operation is complete, if it was
String created successfully or an error occurred. The value shall
bC thC Dtl ;I IU uF‘IU\;CDD;I Iy", thc Dtl ;I Iy "CUIIIH:C:C", Ul Al TirTul
string starting with the value "Error".
percentComplete | JSON * When the value of completionStatus is "Processing", this Optional
String field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
» When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".
* When the value of completionStatus is "Error", this field, if
provided, may contain any integer value from 0 through
100.
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Table 84 - Response Message Body - Create a Queue Object using CDMI Content Type (Sheet 2 of 2)

body metadata field, along with storage system metadata
generated by the cloud storage system. See Clause 16 for a
further description of metadata.

Field Name Type Description Requirement
metadata JSON Metadata for the queue object. This field includes any user Mandatory
Object and data system metadata specified in the request message

String enqueued value shall be assigned a unique, monotonically-
inr‘rpmpnfing pneiti\/n infngpr dneignafnr, :tarfing from Q_If

queueValues JSON The range of designators for enqueued values. Every Mandatory

11

T4
ty

11

no values are enqueued, an empty string shall be returned.
If values are enqueued, the lowest designator, followed by a
hyphen ("-"), followed by the highest designator shall be
returned.

.2.8 Response Status

ble 85 describes the HTTP status codes that occur when creating a queue.@bject using CDMI corj
De.

Table 85 - HTTP Status Codes - Create a Queue Object using"”CDMI Content Type

tent

HTTP Status Description

201 Created The new queue object was created.

202 Accepted The queue object is in theprocess of being created. The CDMI client shq

current status of the‘operation.

monitor the completionStatus and percentComplete fields to determine the

uld

state transition error on the server.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found Theesource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or may cayse a

2.9 Example

AMPLE PUYT to the container URI the queue object name and contents:

PUT /MyContainer/MyQueue HTTP/1.1
Host:\ cloud.example.com

Accept: application/cdmi-queue
Cantent-Type: application/cdmi-queue

N oD = o2

13
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"metadata” : {

}
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The following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

1]

11

Ta

Ta
P8

Tg

W

{
"objectType" : "application/cdmi-queue’,
"objectlID" : "00007E7F00104BE66AB53A9572F9F51E",
"objectName" : "MyQueue',
"parentURI " : "/MyContainer/",
"parentlD" : "0000706D0010B84FAD185C425D8B537E",
"domainURI"™ : "/cdmi_domains/MyDomain/",

capabTHITtIesSURT——7Tdmi_capab T HITties/queuses™;

"completionStatus"™ : "Complete",
"metadata" : {
.
"'queueValues"™ : "'

}

.3 Read a Queue Object using CDMI Content Type

3.1 Synopsis
read all fields from an existing queue object, the following request shall be performed:
GET <root URI>/<ContainerName>/<QueueName>

read one or more requested fields from an existing queue object, one of the following requests sh
rformed:

GET <root URI>/<ContainerName>/<QueueName>?<fFieldname>;<fieldname>;...
GET <root URI>/<ContainerName>/<QueueName>?value:<range>;...
GET <root URI>/<ContainerName>/<QueueName>?metadata:<prefix>;...

read one or more queue values from an-existing queue object, the following request shall be perfa
GET <root URI>/<ContainerName>/<QueueName>?values:<count>
here:

e <root URI> is the path to the CDMI cloud.

e <ContainerName>'is zero or more intermediate containers.

¢ <QueueName> is the name of the queue object to be read from.
« <fieldname> is the name of a field.

e <rapge>is a byte range of the queue object value to be returned in the value field. If a byte
is requested, the range returned shall be from the oldest queue object value.

» « <prefix> is a matching prefix that returns all metadata items that start with the prefix value.

all be

rmed:

ange

«7) <count> is the number of values to be retrieved from the queue object. If more queue object

entries are requested to be retrieved than exist in the queue object, the count Is processed as if it

is equal to the number of entries in the queue object.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectIiD>.

Reading a queue object shall, by default, return the complete value of the oldest item in the queue, unless
the queueValues range is empty.
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11.3.2 Capabilities

The following capabilities describe the supported operations that may be performed when reading an
existing queue object:

e Support for the ability to read the metadata of an existing queue object is indicated by the
presence of the cdmi_read_metadata capability in the specified queue object.

e Support for the ability to read the value of an existing queue object is indicated by the presence of
the cdmi_read_value capability in the specified queue object.

11.3.3 Request Headers

The HTTP request headers for reading a CDMI queue object using CDMI content type are shown in
Tgble 86.

Table 86 - Request Headers - Read a Queue Object using CDMI Content Type

Header Type Description Requirement

Accept Header "application/cdmi-queue” or a consistent value as per Optional
String clause 5.13.2

X-CDMI- Header A comma-separated list of versions supparted by the client, | Mandatqry

Specification- String e.g., "1.0.2,1.5, 2.0"

Version

11.3.4 Request Message Body

A request message body shall not be provided.

11.3.5 Response Headers

The HTTP response headers for reading a CBMI queue object using CDMI content type are shown |n
Tgble 87.

Table 87 - Response-Headers - Read a Queue Object using CDMI Content Type

Header Type Description Requirement
X-CDMI- Header The server shall respond with the highest version supported | Mandatgry
Specification- String by both the client and the server, e.g., "1.0.2".

Version

If the server does not support any of the versions supported
by the client, the server shall return a 400 Bad Request
status code.

Content-Type Header "application/cdmi-queue” Mandatqry
String

Location Header The server shall respond with the URI that the reference Conditiopal
String redirects to if the object is a reference.
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The response message body fields for reading a CDMI queue object using CDMI content type are shown

in Table 88.

Table 88 - Response Message Body - Read a Queue Object using CDMI Content Type (Sheet 1 of 3)

completion as a numeric integer value from 0
through 100.

« When the value of completionStatus is "Complete",
this field, if provided, shall contain the value "100".

» When the value of completionStatus is "Error", this
field, if provided, may contain any integer value from
0 through 100.

Field Name Type Description Requirement
objectType JSON "application/cdmi-queue" Mandatory
String
objectID JSON Obiject ID of the object Mandatory
String
objectName JSON Name of the object Caonditiopal
Strin
g » For objects in a container, the objectName field shall
be returned.
» For objects not in a container (objects that are gnly
accessible by ID), the objectName field does not
exist and shall not be returned.
parentURI JSON URI for the parent object Conditiopal
Strin
g » For objects in a container, the parentURI field shall
be returned.
» For objects not in a containér (objects that are only
accessible by ID), the parentURI field does not exist
and shall not be retutned.
Appending the objectName to the parentURI shall
always produce aalid URI for the object.
parentlD JSON Object ID of the parent container object Conditiopal
Strin
g  For objects in a container, the parentID field shall be
returned.
« For objects not in a container (objects that are only
accessible by ID), the parentID field does not exist
and shall not be returned.
domainURI JSON URI of the owning domain Mandatqry
String
capabilitiesURI JSON URI to the capabilities for the object Mandatdry
String
completionStatus JSON A string indicating if the object is still in the process of Mandatqry
) being created, and after the operation is complete, if it
String was created successfully or an error occurred. The
value shall be the string "Processing"”, the string
"Complete”, or an error string starting with the value
"Error".
'JCI CCIT ItCUI 1 IP:C:C JSCI’\\: \VAV’hCI 1 thC VQ:UC Uf CUTT IP:C:IUI |Statuo ;D "PI U\;COD;I IU"’ CPtIUI Iﬂ:
String this field, if provided, shall indicate the percentage of
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Table 88 - Response Message Body - Read a Queue Object using CDMI Content Type (Sheet 2 of 3)

Field Name Type Description Requirement
metadata JSON Metadata for the queue object. This field includes any Mandatory
Object user and data system metadata specified in the request

message body metadata field, along with storage
system metadata generated by the cloud storage
system. See Clause 16 for a further description of

metadata.
queueValues JSON The range of designators for enqueued values. Every Mandatory
Qtring nnnlnmmri value shall he necignpd a ||nir1|||n’

monotonically-incrementing positive integer designator,
starting from 0. If no values are enqueued, an empty
string shall be returned. If values are enqueued, the
lowest designator, followed by a hyphen ("-"), followed
by the highest designator shall be returned.

mimetype JSON MIME types for each queue object value Optional
Array of
JSON » The MIME types of the values are returned, €ach
Strings corresponding to the value in the same position in
the JSON array.
* This field shall only be providedqwhén
completionStatus is "Complete"and when one or
more values are enqueued:
valuerange JSON The range of bytes of therqueue object values to be Optional
Array of returned in the value field
JSON
Strings e The value ranges of the val_ues are returnec_i,_ ea<_:h
corresponding\to the value in the same position in
the JSON array.
« If a specific value range has been requested, the
entry in the value range field shall correspond to the
bytes requested. If the request extends beyond the
end of the value, the value range field shall indicate
the smaller byte range returned.
» The valuerange field shall only be provided when the
"completionStatus field contains "Complete".
valuetransferencoding | JSON The value transfer encoding used for each queue Optional
Array of object value. Two value transfer encodings are defined:
é?ralg\; » "utf-8" indicates that the queue object value contains

a valid UTF-8 string, and itshall be transported as a
UTF-8 string in the value field.

» "base64" indicates that the queue object value may
contain arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the value
field.

The value transfer encodings are returned, each

corresponding to the value in the same position in the
JSON array.

The valuetransferencoding field shall only be provided
when the completionStatus field contains "Complete".
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Table 88 - Response Message Body - Read a Queue Object using CDMI Content Type (Sheet 3 of 3)

Field Name Type Description Requirement
value JSON The oldest enqueued queue object values Conditional
Array of . .
JSON » The values in the JSON array are returned in order

from oldest to newest.

« If the valuetransferencoding field indicates UTF-8
encoding, the corresponding value field shall contain
a UTF-8 string using JSON escaping rules described
in RFC 4627.

Strings

=

O

11

T4
ty

11

v if L;IC VdiuclellbelGllqu‘illg flcid illdibdll:b IU(JDC 04
encoding, the corresponding value field shall contain
a base 64-encoded string as described in RFC RFC
4648.

* The value field shall only be provided when the
"completionStatus field contains "Complete".

ndividual fields are specified in the GET request, only these fields are returned(in,the result body.
btional fields that are requested but do not exist are omitted from the result body.

.3.7 Response Status

ble 89 describes the HTTP status codes that occur when reading,a queue object using CDMI confent

DE.

Table 89 - HTTP Status Codes - Read a Queug Object using CDMI Content Type

HTTP Status Description

200 OK The queue object.content was returned in the reponse.

302 Found The URI is a_reference to another URI.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized Thelauthentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

406 Not Acceptable The server is unable to provide the object in the content type specified ip the
Accept header.

.3.8 Examples

AMPLEZ GET to the queue object URI to read all fields of the queue object:

GET /MyContainer/MyQueue HTTP/1.1
Host- cloud example com

Accept: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

{

"objectType': "application/cdmi-queue™,
"objectlID": "00007E7FO0104BE66AB53A9572F9F51E",
"objectName': "MyQueue',
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"parentURI": "'/MyContainer/",

"parentlID” : "0000706D0010B84FAD185C425D8B537E",
"domainURI": "/cdmi_domains/MyDomain/",
"capabilitiesURI": "/cdmi_capabilities/queue/",
"completionStatus™: "Complete,
"metadata': {},
"queueValues': "1-2",
"mimetype”: [
"text/plain”
1.
"valuerange'": [
"'0-19"
1.
'lV(A:uCtl ull\)fcl Clluud;llu": [
"utf-8"
1.
"value™: [
"First Enqueued Value"
1

}

EXAMPLE 2 GET to the queue object URI to read the value and queue items of the-queue object:

GET /MyContainer/MyQueue?value;queueValues HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

The following shows the response.
HTTP/1.1 200 OK

Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

{
""queueValues" : "1-2",
"value™ : [
"First Enqueued Value™
]
s

EXAMPLE 3 GET to the queue @bject URI to read the first five bytes of the value of the queue object:

GET /MyContainer/MyQueue?value:0-5 HTTP/1.1
Host: cloud.examplei.com

Accept: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

The followingishows the response:
HTTP/1-1Y200 OK

Content~Type: application/cdmi-queue
X-CBbMI-Specification-Version: 1.0.2

{

vatoe - [
"First"

}

EXAMPLE 4 GET to the queue object URI to read two values of the queue object:

GET /MyContainer/MyQueue?mimetype;valuerange;values:2 HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-queue

X-CDMI-Specification-Version: 1.0.2
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

{
"mimetype" : [
"text/plain”,
"text/plain”

1

’aluerange" = )
"0-19",

11

Ta
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11
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ex
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1.
"value™ : [

"First Enqueued Value",

""Second Enqueued Value™

1.4 Update a Queue Object using CDMI Content Type

4.1 Synopsis

update some or all fields in an existing queue object (excluding-the enqueueing of values), the foll
fuest shall be performed:

PUT <root URI>/<ContainerName>/<QueueName>

add, update, and remove specific metadata items of'an existing queue object, the following reque
all be performed:

PUT <root URI>/<ContainerName>/<QueueName>?metadata:<metadataname>;. ..
here:

e <root URI> is the path to the/CDMI cloud.
e <ContainerName> is zerp ot more intermediate containers.
* <QueueName> is the-name of the queue object to be updated.

e object shall also be accessible at <root URI>/cdmi_objectid/<objectID>. An update shall not resy
ange to the object ID;
4.2 Capability

e following)capability describes the supported operations that may be performed when updating &
isting.gueue object:

<~ "Support for the ability to modify the metadata of an existing queue object is indicated by the

bwing

Itina

=]

preserce of thetdmmodify Tetadata capatitity T thespetifiredquete object:
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11.4.3 Request Headers

The HTTP request headers for updating a CDMI queue object using CDMI content type are shown in
Table 90.

Table 90 - Request Headers - Update a Queue Object using CDMI Content Type

Header Type Description Requirement

Content-Type Header "application/cdmi-queue " Mandatory
String

X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory

SpecHication- String €.9, LU0.2 15,20

Version

11.4.4 Request Message Body

The request message body fields for updating a queue object using CDMI content type are shown ir
Tgble 91.

Table 91 - Request Message Body - Update a Queue Object using.€DMI Content Type

Field Name Type Description Requirement
metadata JSON Metadata for the queue object. If present, the new metadata | Optional
Object specified replaces the existing object metadata. If individual

metadata items are specified i the URI, only those items
are replaced, with other items$ being preserved.

See Clause 16 for a futher description of metadata.

domainURI JSON URI of the owning\domain. If different from the parent Optional
String domain, the user, shall have the "cross_domain" privilege
(see cdmi_member_privileges in Table 64). If not specified,
the parent.domain shall be used.

o

deserialize JSON URI. 6f)a serialized CDMI queue object that shall be Optional
String deserialized to update an existing queue object. The object
ID of the serialized queue object shall match the object ID of
the destination queue object.

All enqueued items in the serialized queue object shall be
added to the destination queue object.

copy JSON URI of a CDMI queue object that shall be copied into the Optionalft
String existing queue object. Queue Object copy does not copy
enqueued items. See 11.6 to copy enqueued items.

deserjalizevalue JSON A data object serialized as specified in Clause 15 and Optionalf
String encoded using base 64 encoding rules described in RFC
4648. The object ID of the serialized data object shall match
the object ID of the destination data object.

All enqueued items in the serialized queue object shall be
added to the destination queue object.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored.

140 ©ISO/IEC 2012 — All rights reserved


https://standardsiso.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

11.4.5 Response Header

The HTTP response header for updating a CDMI queue object using CDMI content type is shown in
Table 92.

Table 92 - Response Header - Update a Queue Object using CDMI Content Type

Header Type Description Requirement
Location Header The server shall respond with the URI that the reference Conditional
String redirects to if the object is a reference.

11.4.6 Response Message Body

A response message body may be provided as per RFC 2616.

11.4.7 Response Status

Tqble 93 describes the HTTP status codes that occur when updating a queue object using CDMI coptent
type.

Table 93 - HTTP Status Codes - Update a Queue Object using'!CDMI Content Type

HTTP Status Description

204 No Content The operation was successful; ne.data was returned.

302 Found The URI is a reference to another URI.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication ‘eredentials are missing or invalid.

403 Forbidden The client lacksithe proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The gperation conflicts with a non-CDMI access protocol lock or may cayse a
state'transition error on the server.

14.4.8 Example

EXAMPLE PUT to-the.queue object URI to set new metadata:

PUT /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-queue
X-CDMI<Specification-Version: 1.0.2

"metadata" : {

¥
}

The following shows the response.

HTTP/1.1 204 No Content
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11.5 Delete a Queue Object using CDMI Content Type

11.5.1 Synopsis

To delete an existing queue object, along with all enqueued values, the following request shall be
performed:

DELETE <root URI>/<ContainerName>/<QueueName>
Where:

«  <root URI> is the path to the CDMI cloud
¢ <ContainerName> is zero or more intermediate containers.
¢ <QueueName> is the name of the queue object to be deleted.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

11.5.2 Capability

The following capability describes the supported operations that may be performéd when deleting an
existing data object:

e Support for the ability to delete an existing queue object is indiCated by the presence of the
cdmi_delete_queue capability in the specified queue object,
11.5.3 Request Header

The HTTP request header for deleting a CDMI queue ohject using CDMI content type is shown in
Tgble 94.

Table 94 - Request Header - Delete a Queue Object using CDMI Content Type

Header Type Description Requirement
X-CDMI- Header A comima-separated list of versions supported by the client, | Mandatory
Specification- String €9,"1.0.2,1.5, 2.0"

Version

11.5.4 Request Message\Body

A request message body may be provided as per RFC 2616.

11.5.5 Respofise’Headers

Résponsesheaders may be provided as per RFC 2616.

11.5.6 Response Message Body

A response message body may be provided as per RFC 2616.
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11.5.7 Response Status

Table 95 describes the HTTP status codes that occur when deleting a queue object using CDMI content
type.
Table 95 - HTTP Status Codes - Delete a Queue Object using CDMI Content Type

HTTP Status Description

204 No Content The queue object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

404111 +lo H al Tk +ho +1 +1 £l il H H H Lel
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403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI.

409 Conflict The queue object may not be deleted (may be immutable)s

11.5.8 Example

EXAMPLE DELETE to the queue object URI:
DELETE /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
X-CDMI-Specification-Version: 1.0.2
The following shows the response.

HTTP/1.1 204 No Content

11.6 Enqueue a New Queue Value using CDMI Content Type

11.6.1 Synopsis
Td enqueue one or more values into an existing queue object, the following request shall be performed:
POST <root URI>/<ContainerName>/<QueueName>
Where:

e <root URI>isthe path to the CDMI cloud.

e <ContainerName> is zero or more intermediate containers that already exist, with one slash|(i.e.,
"I") betwieen each pair of container names.

¢ <QueueName> is the name of the queue object to be enqueued into.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

11.6.2 Capability

The following capability describes the supported operations that may be performed when enqueuing a new
value into an existing queue object:

e Support for the ability to modify the value of an existing queue object is indicated by the presence
of the cdmi_modify_value capability in the specified queue object.
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11.6.3 Request Headers

The HTTP request headers for enqueuing a new CDMI queue object value using CDMI content type are
shown in Table 96.

Table 96 - Request Headers - Enqueue a New Queue Object Value using CDMI Content Type

Header Type Description Requirement

Content-Type Header "application/cdmi-queue” Mandatory
String

X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory

SpecHication- String €.9, LU0.2 15,20

Version

11.6.4 Request Message Body

The request message body fields for enqueuing a new queue object value using CDMI\content type [are
shown in Table 97.

Table 97 - Request Message Body - Enqueue a New Queue Value using CDMI €ontent Type (Sheet L of 2)

Field Name Type Description Requirenjent

mimetype JSON MIME type(s) of the data value(s) to be enqueued into | Optional
Array of the queue object.
JSON L )
Strings « This field shall be stored as part of the object.

« If this field is not speeified, the value of "text/plain”

shall be assignedas the field value.

* The same number of array elements shall be
present as-s present in the value field, and the
mimetype-field shall be associated with the value in
the corresponding position.

« .This mimetype field value shall be converted to
lower case before being stored.

copy JSON URI of a CDMI data object or queue object from which | optional?
String the value shall be moved and enqueued

« If a URI to a data object is provided, the value,
mimetype, and valuetransferencoding field values
from the data object are used to enqueue the new
item into the queue object, and the data object is
atomically deleted.

« If a URI to a queue object is provided, the
corresponding value, mimetype, and
valuetransferencoding field values of the specified
number of enqueued items are transferred to the
gueue object and atomically removed from the
source queue object.

move JSON URI of a CDMI data object or queue object from which | optional?
String the value shall be enqueued, and removed the data
object or queue object value at the source URI upon
the successful completion of the enqueue

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.
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Table 97 - Request Message Body - Enqueue a New Queue Value using CDMI Content Type (Sheet 2 of 2)

Field Name Type Description Requirement
valuetransferencoding | JSON The value transfer encoding(s) used for the queue Optional
Array of object value(s). Two value transfer encodings are
JSON defined:
Strings

« "utf-8" indicates that the queue object value contains
a valid UTF-8 string, and shall be transported as a
UTF-8 string in the value field.

* "base64" indicates that the queue object value may
contair-arbitrary-birary-sequences—and-shal-be
transported as a base 64-encoded string in the
value field. Setting the contents of the queue object
value field to any value other than a valid base 64
string shall result in error 400 Bad Request being
returned to the client.

If this field is not specified, the value of "utf-8" shall be
assigned as the field value.

This field shall be stored as part of the object:

value JSON Data value(s) to be enqueued into thegueue object. Optional®
Array of ) R
JSON « If the corresponding value transfer encoding field
Strings indicates UTF-8 encoding, the value shall be a UTF-

8 string escaped using the JSON escaping rules
described in RFC 4627.

« If the corresponding value transfer encoding field
indicates base 64 encoding, the value shall be first
encoded using the base 64 encoding rules as
described in RFC 4648.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not|oe
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request erro
response.

11.6.5 Response Headers

Ré¢sponse headers may be provided as per RFC 2616.

11.6.6 Response Message Body

A response message’body may be provided as per RFC 2616.
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11.6.7 Response Status

Table 98 describes the HTTP status codes that occur when enqueuing a new queue object using CDMI
content type.

Table 98 - HTTP Status Codes - Enqueue a New Queue Object Value using CDMI Content Type

11

HTTP Status Description

204 No Content The new queue values were enqueued.

400 Bad Request The request contains invalid parameters or field names.
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403 Forbidden The client lacks the proper authorization to perform this request,

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocohlock or may cause
a state transition error on the server.

146

.6.8 Examples

AMPLE 1 POST to the queue object URI a new value:

POST /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

{
"mimetype™ : [
"text/plain”
1.
"value™ : [
"Value to Enqueue™
1
}

The following shows the response.

HTTP/1.1 204 No Content

AMPLE 2 POST te'the queue object URI to copy an existing value:

POST /MyContainer/MyQueue HTTP/1.1
Host: cloudsexample.com
Content—Type: application/cdmi-object
X-CDMI<Specification-Version: 1.0.2

{
"copy" : "/MyContainer/MyDataObject"

The following shows the response.

HTTP/1.1 204 No Content
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EXAMPLE 3 POST to the queue object URI to transfer twenty values from another queue object:
POST /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{
}

The following shows the response.

"move" : "/MyContainer/FirstQueue?values:20"

HTTF/ZL1L.1 ZU4 NO CLOINLernt

EXAMPLE 4 POST to the queue object URI two new values:

POST /MyContainer/MyQueue

HTTP/1.1 Host: cloud.example.com
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{
“"mimetype™ : [
"text/plain",
"text/plain”

"value™ : [
"First",
"Second"’

}

The following shows the response.

HTTP/1.1 204 No Content

EXAMPLE 5 POST to the queue object URI two new values, one with base 64 transfer encoding jand
one with utf-8 transfer.encoding:

POST /MyContainer/MyQueuye HTTP/1.1
Host: cloud.example.com

Content-Type: applicdtion/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{

"mimetype'/s [
"text/plain”,
"text/plain”

1.

"valuetransferencoding™: [
“utf-8",
"base64"

1.

“value™- [
“First"”,
"U2vjb25k™

1
}

The following shows the response.

HTTP/1.1 204 No Content
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11.7 Delete a Queue Object Value using CDMI Content Type

11.7.1 Synopsis

To delete one or more of the oldest enqueued values in an existing queue, the following request shall be
performed:

DELETE <root URI>/<ContainerName>/<QueueName>?value
DELETE <root URI>/<ContainerName>/<QueueName>?values:<count>

Where:

e <root URI> is the path to the CDMI cloud.
¢ <ContainerName> is zero or more intermediate containers.
¢ <QueueName> is the name of the queue object to be deleted.

e <count> is the number of values, starting from the oldest, to be removed from the |queue object. If
more queue object entries are requested to be deleted than exist in the queué\object, the cqunt
shall be considered equal to the number of entries in the queue object.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

The "?value" suffix at the end of the queue resource URI shall be included-to distinguish the deletion pf the
olgest value from the deletion of the queue object itself, as described i 11.5 (which deletes all enqugued
vdlues).

11.7.2 Capability

The following capability describes the supported operatigns that may be performed when deleting an
eXisting data object:

e Support for the ability to modify the valuec@f'an existing queue object is indicated by the presence
of the cdmi_modify_value capability inthe specified queue object.
14.7.3 Request Header

The HTTP request header for deleting a CDMI queue object value using CDMI content type is showh in
Tgble 99.

Table 99 - Reguest Header - Delete a Queue Object Value using CDMI Content Type

Header Type Description Requirement
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
Specificatian- String e.g., "1.0.2,1.5, 2.0"

Version

11.7.4\ Request Message Body

A request message body may be provided as per RFC 2616.

11.7.5 Response Headers

Response headers may be provided as per RFC 2616.

11.7.6 Response Message Body

A response message body may be provided as per RFC 2616.
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Table 100 describes the HTTP status codes that occur when deleting a queue object using CDMI content

type.

Table 100 - HTTP Status Codes - Delete a Queue Object Value using CDMI Content Type

HTTP Status

Description

204 No Content

The queue object value was successfully deleted.

400 Bad Request

The request contains invalid parameters or field names.
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403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The queue object may not be deleted (may be immutable):

11.7.8 Example

EXAMPLE DELETE to the queue object URI value to access the next enquetied value:

Host: cloud.example.com

HTTP/1.1 204 No Content

DELETE /MyContainer/MyQueue?value HTTP/1.1
X-CDMI-Specification-Version: 1.0.2

The following shows the response.
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12 Capability Object Resource Operations

12.1 Overview

Capability objects allow a CDMI™ client to discover what subset of this international standard is

im

plemented by a CDMI provider.

For each URI in a cloud storage system, the set of interactions that the system is capable of performing for
that URI are described by the presence of named "capabilities". Each capability present for a given URI
indicates what functionality the cloud storage system will allow against that URI. Capabilities are always

st@fic.

Capabilities may differ from the operations permitted by an Access Control List (ACL) (see 16.1)

ag
dg

Clpud clients may use capabilities to discover what operations are supported. If an operation is atten

on
re
C3

E
fig
cq

TH
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sh
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sociated with a given URI, e.g., a read-only cloud may not permit write access to a container’or ol
spite the presence of an ACL allowing write access.

a CDMI object that does not have a corresponding capability, an HTTP 400 status code shall be
urned to the client. All CDMI-compliant cloud storage systems shall implementthe ability to read
pabilities, but support for the functionality indicated by each capability is gptional.

Id that contains a valid URI of a capabilities object. Within the capabilities object, the name of each

e capabilities defined as part of this international standard’are described starting in 12.1.1 "Cloud
prage System-Wide Capabilities". Vendor-defined capabilities not specified in this international sta

all not start with "cdmi_".

jure 7 shows the hierarchy of capabilities in an'offering and how the capabilitiesURI links data obj
d container objects into the capabilities tree,
“/" Root URI capaiiQsER| > cdmi_capabilities/
mydaomain/ capabilitiesUR domain/
mycontainer/ W container/

. capabilitiesURI
mygoldcontainer/ —Pﬁ

gold_container/

-

capabilitiesURI

mydataobject
K} dataobject/

myimmutabledataobject capabilitiesURI
o Immutable/
L]

capabilitiesURI

1K XS

myqueue

», queue/

Figure 7 - Hierarchy of Capabilities

ject,

npted

ery CDMI data object, container object, domain object, and queue objeet shall have a capabilitiesURI

pability confers a specific meaning that has been agreed to betwéen the cloud storage provider ard the
clpud storage consumer.

hdard

pCLS

The capabilities container within the capabilities tree to which an object is linked is based on the type of the
object and the data system metadata fields present in the object.

ol
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EXAMPLE A container with no data system metadata fields specified may map to the "container" capabilities
entry.

As an option, a CDMI implementation may map a container to a "gold_container" capabilities entry, if a
data system metadata field is present and set to a given value, such as if the cdmi_data_redundancy field
was set to the value of "4". This permits a cloud provider to create profiles of data system metadata fields
and values.

Capabilities do not have a CDMI metadata field.

12.1.1 Cloud Storage System-Wide Capabilities

Tgble 101 defines the system-wide capabilities in a cloud storage system. These capabilities, whiCh fare
folind in the capabilities object, are referred to by the root URI (root capabilities).

Table 101 - System-Wide Capabilities (Sheet 1 of 3)

Gapability Name Type Definition

ddmi_domains JSON | If present and "true", indicates that the.cloud storage syste
String | supports domains. If not present, the.domainURI field shallfnot
be present in response messagde bodies and the cdmi_donjains
URI shall not be present.

>

ddmi_export_cifs JSON | If present and "true", this(capability indicates that the cloud
String storage system supporis CIFS exports.

ddmi_dataobjects JSON | If present and "true", this capability indicates that the cloud
String | storage system'supports data objects.

ddmi_export_iscsi JSON | If present@nd "true”, this capability indicates that the cloud
String | storagé.system supports iSCSI exports.

ddmi_export_nfs JSON | If.present and "true”, this capability indicates that the cloud
String | “storage system supports NFS protocol exports.

ddmi_export_occi_iscsi JSON | If present and "true”, this capability indicates that the cloud
String | storage system supports OCCI/iISCSI exports.

ddmi_export_webdav JSON | If present and "true”, this capability indicates that the cloud
String | storage system supports WebDAV exports.

ddmi_metadata_maxitems JSON | If present, this capability indicates the maximum number of juser-
String | defined metadata items supported per object. If absent, thgre is
no limit placed on the number of user-defined metadata itepns.

ddmi_metadata_maxsize JSON | If present, this capability indicates the maximum size, in byjes,
String | of each user-defined metadata item supported per object. |
absent, there is no limit placed on the size of user-defined
metadata items.

ddmj¢metadata_maxtotalsize JSON | If present, this capability indicates the maximum size, in bytes,
String | of user-defined metadata supported by the cloud storage
DyQtCIII. :f aboCllt, thCIC ID "y :;Ill;t p:aucd UTlT thC D;LC Uf Uuo' Ir'

defined metadata.

cdmi_notification JSON | If present and "true", this capability indicates that the cloud
String | storage system supports notification queues.

cdmi_logging JSON | If present and "true", this capability indicates that the cloud
String | storage system supports logging queues.

cdmi_query JSON | If present and "true", this capability indicates that the cloud
String | storage system supports query queues.
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Table 101 - System-Wide Capabilities (Sheet 2 of 3)

Capability Name Type Definition
cdmi_query_regex JSON | If present and "true", this capability indicates that the cloud
String | storage system supports query with regular expressions.
cdmi_query_contains JSON | If present and "true", this capability indicates that the cloud
String | storage system supports query with "contains" expressions.
cdmi_query_tags JSON | If present and "true”, this capability indicates that the cloud
String | storage system supports query with tag-matching expressions.
cdlll; \.1uc|y VM:UC JSCI’“{I :f PICQCI It Al ld Iltl UC" th;J \;upub;:;ty ;I |d;uutco thut thC u:uud
String | storage system supports query of value fields.
ddmi_queues JSON | If present and "true”, this capability indicates that the“eloud
String | storage system supports queue objects.
ddmi_security_access_control JSON | If present and "true”, this capability indicates that the cloud
String | storage system supports ACLs. See 12.18 for additional
information.
ddmi_security_audit JSON | If present and "true”, this capability indicates that the cloud
String | storage system supports audit legging. See 20.3 for additignal
information.
ddmi_security_data_integrity JSON | If present and "true", this capability indicates that the cloud
String | storage system supports data integrity/authenticity. See 12|1.3
for additional information.
ddmi_security_encryption JSON | If present and\"true", this capability indicates that the cloud
String | storage system supports data at-rest encryption. See 12.1.3 for
additional information.
ddmi_security_immutability JSON | If présent and "true", this capability indicates that the cloud
String | -storage system supports data immutability/retentions. See
12.1.3 for additional information.
ddmi_security _sanitization JSON | If present and "true", this capability indicates that the cloud
String | storage system supports data/media sanitization. See 12.1]3 for
additional information.
ddmi_serialization_json JSON | If present and "true", this capability indicates that the cloud
String | storage system supports JSON as a serialization format.
ddmi_snapshots JSON | If present and "true", this capability indicates that the cloud
String | storage system supports snapshots.
ddmi_references JSON | If present and "true", this capability indicates that the cloud
String | storage system supports references.
ddmi_object¥move_from_local JSON | If present and "true”, this capability indicates that the cloud
String | storage system supports moving CDMI objects from URIs within
the same storage system.
cdmi_object_move_from_remote JSON | If present and "true", this capability indicates that the cloud
String storage system supports moving CDMI objects from URIs within
other CDMI storage systems.
cdmi_object_move_from_ID JSON | If present and "true", this capability indicates that the cloud
String | storage system supports moving CDMI objects without a path

from a /cdmi_objectid/ URI within the same storage system. This
effectively adds a path, allowing the object to be accessed by ID
and by path.
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Table 101 - System-Wide Capabilities (Sheet 3 of 3)

Capability Name Type Definition
cdmi_object_move_to_ID JSON | If present and "true", this capability indicates that the cloud
String | storage system supports moving CDMI objects with a path to a
/cdmi_objectid/ URI within the same storage system. This
effectively removes the path, leaving the object only accessible
by ID.
cdmi_object_copy_from_local JSON | If present and "true", this capability indicates that the cloud
String | storage system supports copying CDMI objects from URIs within
the same storage system.
ddmi_object_copy_from_remote JSON | If present and "true", this capability indicates that the cloud
String | storage system supports copying CDMI objects from URIs within
other CDMI storage systems.
ddmi_object_access_by_ID JSON | If present and "true”, this capability indicates@hat objects cgn be
String | accessed, updated, and deleted through }/cdmi_objectid/".
ddmi_post_dataobject_by_ID JSON | If present and "true", this capability jndicates that the system
String | allows a new data object by ID tobe‘added via POST to
"/cdmi_objectid/".
ddmi_post_queue_by ID JSON | If present and "true”, this eapability indicates that the systemn
String | allows a new queue objecHby ID to be added via POST to
"/cdmi_objectid/".
ddmi_deserialize_dataobject_by 1D JSON | If present and "true", this capability indicates that the systemn
String | allows the deserialization of serialized data objects when
creating a new data object by ID via POST to "/cdmi_objectid/".
ddmi_deserialize_queue_by_ID JSON | If presént and "true", this capability indicates that the systemn
String | allows'the deserialization of serialized queue objects when
creating a new queue object by ID via POST to "/cdmi_objgctid/
ddmi_serialize_dataobject_to_ID JSON | If present and "true", this capability indicates that the systemn
String | allows the serialization of data objects when creating a new|data
object by ID via POST to "/cdmi_objectid/".
ddmi_serialize_domain_to_ID JSON | If present and "true", this capability indicates that the system
String | allows the serialization of domain objects when creating a pew
data object by ID via POST to "/cdmi_objectid/".
ddmi_serialize_containerto_ID JSON | If present and "true", this capability indicates that the system
String | allows the serialization of container objects when creating ajnew
data object by ID via POST to "/cdmi_objectid/".
ddmi_serializequeue_to_ID JSON | If present and "true”, this capability indicates that the systein
String | allows the serialization of queue objects when creating a n¢w
data object by ID via POST to "/cdmi_objectid/".
ddmi) copy_dataobject_by ID JSON | If present and "true", this capability indicates that the systemn
Siring | allows the copying of an existing data object when creating a
new data object by ID via POST to "/cdmi_objectid/".
cdmi_copy_queue_by_ID JSON | If present and "true", this capability indicates that the system
String | allows the copying of an existing queue object when creating a
new queue object by ID via POST to "/cdmi_objectid/".
cdmi_create_reference_by ID JSON | If present and "true", this capability indicates that the system
String | allows the creation of a new reference by IDa new child

reference to be created via POST to "/cdmi_objectid/".
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12.1.2 Storage System Metadata Capabilities

Table 102 defines the capabilities for storage system metadata in a cloud storage system. These
capabilities are found in the capabilities objects for domains, data objects, containers, and queues. See
16.3 for a description of these storage system metadata items.

Table 102 - Capabilities for Storage System Metadata

Capability Name Type Definition
cdmi_acl JSON If present and "true", this capability indicates that the cloud
String storage system supports ACLs. When a CDMI implementation
SUPPUIS AL;LD fUI li 1 Purpustc Uf adllCoS bUIILIUi, L;IC SYSLCITH |de
capability of cdmi_security_access_control specified in Tablgd 102
of 12.1.1 shall be set to "true". Otherwise, it shall not be\present,
indicating that there is no support for access control.
ddmi_size JSON If present and "true", this capability indicates that the cloud
String storage system shall generate a cdmi_size, Storage system
metadata for each stored object.
ddmi_ctime JSON If present and "true", this capability indicates that the cloud
String storage system shall generate a cdmi_ctime storage system
metadata for each stored object:
ddmi_atime JSON If present and "true", this capability indicates that the cloud
String storage system shall génerate a cdmi_atime storage system
metadata for each stored object.
ddmi_mtime JSON If present and "true", this capability indicates that the cloud
String storage system,shall generate a cdmi_mtime storage systen
metadata for’éach stored object.
ddmi_acount JSON If present and "true", this capability indicates that the cloud
String storage system shall generate a cdmi_acount storage system
metadata for each stored object.
ddmi_mcount JSON If present and "true", this capability indicates that the cloud
String storage system shall generate a cdmi_mcount storage system
metadata for each stored object.

13.1.3 Data System Metadata Capabilities

Tgble 103 defines the capabilities that indicate which data system metadata items are supported for
ohjjects stored in a cloud storage system. These capabilities are found in the capabilities objects for

dgmains, data objects, containers, and queues. See 16.4 (Table 117) for a description of the meanir]
the corresponding-data system metadata items.

Table 103 - Capabilities for Data System Metadata (Sheet 1 of 4)

g of

Gapability Name Type Definition
ami_assigneasize JSON VWHE e cloud Storage SyStemnm supports the cami_assignedsize
String data system metadata as defined in 16.4, the cdmi_assignedsize

capability shall be present and set to the string value "true". When

this capability is absent, or present and set to the string value
"false", cdmi_assignedsize data system metadata shall not be
used.
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Table 103 - Capabilities for Data System Metadata (Sheet 2 of 4)

Capability Name

Type

Definition

cdmi_data_redundancy

JSON
String

When the cloud storage system supports the
cdmi_data_redundancy data system metadata as defined in 16.4,
the cdmi_data_redundancy capability shall be present and setto a
positive numeric string representing the maximum value that the
server supports. When this capability is absent, or present and set
to an empty string value ", cdmi_data_redundancy data system
metadata shall not be used.

cdmi data dispersion

JSON

When the cloud storage system supports the

String

cdmi_data_dispersion data system metadata as defined in~16.4,
the cdmi_data_dispersion capability shall be present and-set|to
the string value "true". When this capability is absent,orpredent
and set to the string value "false", cdmi_data_dispefsion data
system metadata shall not be used.

ddmi_data_retention

JSON
String

When the cloud storage system supports beth the
cdmi_retention_id and cdmi_retention_périod data system
metadata as defined in 16.4, the cdmi/data_retention capabi
shall be present and set to the string, value "true". When this
capability is absent, or present@and-set to the string value "false”,
cdmi_retention_id and cdmicretention_period data system
metadata shall not be used:

ty

ddmi_data_autodelete

JSON
String

When the cloud storage system supports the
cdmi_data_autodelete data system metadata as defined in 1.4,
the cdmi_data_autodelete capability shall be present and sefto
the string value,“true". When this capability is absent, or predent
and set to,thé’string value "false”, cdmi_data_autodelete data
system metadata shall not be used.

ddmi_data_holds

JSON
String

Whenvthe cloud storage system supports the cdmi_hold_id dpta
system metadata as defined in 16.4, the cdmi_data_holds
eapability shall be present and set to the string value "true". When
this capability is absent, or present and set to the string valug
"false", cdmi_data_holds data system metadata shall not be ysed.

When a cloud storage system supports holds for the purposq of
making data immutable, the system-wide capability of
cdmi_security_immutability specified in Table 101 of 12.1.1 ghall
be present and set to "true".

ddmi_encryption

JSON
Array

When the cloud storage system supports the cdmi_encryptio
data system metadata as defined in 16.4, the cdmi_encryptig
capability shall be present and set to one or more values
described in the cdmi_encryption data system metadata sectipn in
16.4. When this capability is absent, or present and is an empty
JSON array, cdmi_encryption data system metadata shall nof be
used.

5 =

When a cloud storage system supports at-rest encryption, the

system-wide capability of cdmi_security_encryption specified in
Table 101 of 12.1.1 shall be present and set to "true".

cdmi_geographic_placement

JSON
String

When the cloud storage system supports the
cdmi_geographic_placement data system metadata as defined in
16.4, the cdmi_geographic_placement capability shall be present
and set to the string value "true". When this capability is absent, or
present and set to the string value "false",
cdmi_geographic_placement data system metadata shall not be
used.
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Table 103 - Capabilities for Data System Metadata (Sheet 3 of 4)

Capability Name Type Definition
cdmi_immediate_redundancy JSON When the cloud storage system supports the
String cdmi_immediate_redundancy data system metadata as defined in

16.4, the cdmi_immediate_redundancy capability shall be present
and set to a positive numeric string representing the maximum
value that the server supports. When this capability is absent, or

present and set to an empty string value ",
cdmi_immediate_redundancy data system metadata shall not be

used.
ddmi_infrastructure_redundancy | JSON When the cloud storage system supports the
String cdmi_infrastructure_redundancy data system metadata as

defined in 16.4, the cdmi_infrastructure_redundancy capabilify
shall be present and set to a positive numeric string.represernting
the maximum value that the server supports. Whenthis capapility

is absent, or present and set to an empty strihg-value ",
cdmi_infrastructure_redundancy data system metadata shalljnot

be used.
ddmi_latency JSON When the cloud storage system supports the cdmi_latency dpta
String system metadata as defined in/t6-4, the cdmi_latency capabjlity

shall be present and set to the'stfing value "true". When this
capability is absent, or present and set to the string value "false",
cdmi_latency data systém metadata shall not be used..

ddmi_RPO JSON When the cloud storage system supports the cdmi_RPO datg
String system metadata as defined in 16.4, the cdmi_RPO capability
shall be present-and set to the string value "true". When this

capability_is‘absent, or present and set to the string value "false",
cdmi_RP©data system metadata shall not be used.

ddmi_RTO JSON Whenvthe cloud storage system supports the cdmi_RTO datg
String system metadata as defined in 16.4, the cdmi_RTO capabilit)
shall be present and set to the string value "true". When this
capability is absent, or present and set to the string value "false",
cdmi_RTO data system metadata shall not be used.

ddmi_sanitization_method JSON When the cloud storage system supports the
Array cdmi_sanitization_method data system metadata as defined jn
16.4, the cdmi_sanitization_method capability shall be present
and set to one or more values described in the
cdmi_sanitization_method data system metadata section in 16.4.
When this capability is absent, or present and is an empty J3ON
array, cdmi_sanitization_method data system metadata shall|not
be used.

When a cloud storage system supports sanitization, the syst¢m-
wide capability of cdmi_security_sanitization specified in
Table 101 of 12.1.1 shall be present and set to "true".

ddmi’ throughput JSON When the cloud storage system supports the cdmi throughpfit
String data system metadata as defined in 16.4, the cdmi_throughput
capability shall be present and set to the string value "true". When
this capability is absent, or present and set to the string value
"false", cdmi_throughput data system metadata shall not be used.
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Table 103 - Capabilities for Data System Metadata (Sheet 4 of 4)

Capability Name Type Definition
cdmi_value_hash JSON When the cloud storage system supports the cdmi_value_hash
Array data system metadata as defined in 16.4, the cdmi_value_hash

capability shall be present and set to one or more values
described in the cdmi_value_hash data system metadata section
in 16.4. When this capability is absent, or present and is an empty
JSON array, cdmi_value_hash data system metadata shall not be
used.

When a cloud storage system supports value hashing, the

system-wide capability of cdmi_security_data_integrity specified
in Table 101 of 12.1.1 shall be present and set to "true".

14.1.4 Data Object Capabilities

Tgble 104 defines the capabilities for data objects in a cloud storage system.

Table 104 - Capabilities for Data Objects

Capability Name Type Definition

ddmi_read_value JSON If present and "true", this capability indicates that the objecfs
String value may be read.

ddmi_read_value_range JSON If present and "true"\this capability indicates that the objecfs
String value may be read‘with byte ranges.

ddmi_read_metadata JSON If present and-"true", this capability indicates that the objecfs
String metadata may be read.

ddmi_maodify_value JSON If present and "true", this capability indicates that the objecfs
String valte may be modified.

ddmi_modify_value_range JSON If present and "true", this capability indicates that the objecfs
String value may be modified with byte ranges.

ddmi_modify_metadata JSON If present and "true", this capability indicates that the objecfs
String metadata may be modified.

ddmi_modify_deserialize_dataabject | JSON If present and "true", this capability indicates that the data opject
String permits the deserialization of a serialized data object into the

data object as an update.

ddmi_delete_dataobject JSON If present and "true", this capability indicates that the object|may

String be deleted.

14.1.5 Container Capabilities

Tqhle 105 defines the capabilities for containers in a cloud storage system.

Table 105 - Capabilities for Containers (Sheet 1 of 3)

Capability Name Type Definition

cdmi_list_children JSON | If present and "true”, this capability indicates that the container’s
String children may be listed.

cdmi_list_children_range JSON | If present and "true", this capability indicates that the container’s
String | children may be listed with ranges.

cdmi_read_metadata JSON | If present and "true", this capability indicates that the container’s
String | metadata may be read.
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Table 105 - Capabilities for Containers (Sheet 2 of 3)

Capability Name Type Definition
cdmi_modify_metadata JSON | If present and "true”, this capability indicates that the container’s
String metadata may be modified.
cdmi_modify_deserialize_container | JSON | If present and "true", this capability indicates that the container
String object permits the deserialization of a serialized container object
into the container object as an update.
cdmi_snapshot JSON | If present and "true”, this capability indicates that the container
String allows a new snapshot to be created.
ddmi_serialize_dataobject JSON | If present and "true", this capability indicates that the object nI\ay
String be serialized.
ddmi_serialize_container JSON | If present and "true”, this capability indicates that the containgr
String and all children’s contents may be serialized.
ddmi_serialize_queue JSON | If present and "true", this capability indicates\that the queue may
String be serialized.
ddmi_serialize_domain JSON | If present and "true", this capability-indicates that the domain fand
String | all child domains may be serialized.
ddmi_deserialize_container JSON | If present and "true", this capabllity indicates that the containgr
String | permits the deserialization of serialized containers and associpted
serialized children intg the container
ddmi_deserialize_queue JSON | If present and "true", this capability indicates that the containgr
String permits the deserialization of serialized queues into the contginer.
ddmi_deserialize_dataobject JSON | If presentand "true", this capability indicates that the containgr
String | permits the deserialization of serialized data objects into the
container.
ddmi_create_dataobject JSON | M present and "true", this capability indicates that the containgr
String , [“allows a new object to be added.
ddmi_post_dataobject JSON | If present and "true", this capability indicates that the containgr
String | allows a new object to be added via POST.
ddmi_post_queue JSON | If present and "true", this capability indicates that the containgr
String | allows a new queue to be added via POST.
ddmi_create_container JSON | If present and "true", this capability indicates that the containgr
String | allows a new container to be created via PUT.
ddmi_create_quetie JSON | If present and "true", this capability indicates that the containgr
String | allows queues to be created.
ddmi_createreference JSON | If present and "true", this capability indicates that the containgr
String allows a new child reference to be created via PUT.
ddimi) export_container_cifs JSON | If present and "true", the container can be exported as a file
SUnNg Sysliein via ClIFS.
cdmi_export_container_nfs JSON | If present and "true", the container can be exported as a file
String system via NFS.
cdmi_export_container_iscsi JSON | If present and "true", the container can be exported as a file
String system via iSCSI.
cdmi_export_container_occi JSON | If present and "true", the container can be exported as a file
String system via OCCI.
cdmi_export_container_webdav JSON | If present and "true", the container can be exported as a file
String system via WebDAV.
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Table 105 - Capabilities for Containers (Sheet 3 of 3)

Capability Name Type Definition

cdmi_delete_container JSON | If present and "true”, this capability indicates that the container
String may be deleted.

cdmi_move_container JSON | If present and "true”, this capability indicates that a container
String object may be moved into the container.

cdmi_copy_container JSON | If present and "true", this capability indicates that a container
String object may be copied into the container.

cdlll; mrouve dutuubjcut \]SCI’“‘I :f |JI COoTT lt ar Id "tl UC" th;J uupub;:;t_y ;I |d;\;utco thblt A dutu UbjC t
String | may be moved into the container.

ddmi_copy_dataobject JSON | If present and "true", this capability indicates that a data-objeg¢t
String | may be copied into the container.

14.1.6 Domain Object Capabilities

T4
bq

ble 106 defines the capabilities for domains in a cloud storage system. (All capabilities refer to wha

done via CDMI content-type operations.)

Table 106 - Capabilities for Domain Objeets

t may

Gapability Name Type Definition
ddmi_create_domain JSON If present and "true" this capability indicates that the domair
String allows a new subdomain to be added.
ddmi_delete_domain JSON If presentand "true”, this capability indicates that the domain|may
String be deleted:.
ddmi_domain_summary JSON If présent and "true", this capability indicates that the domait
String supports domain summaries.
ddmi_domain_members JSON If present and "true", this capability indicates that the domait
String supports domain user management.
ddmi_list_children JSON If present and "true", this capability indicates that the domair|'s
String children may be listed.
ddmi_read_metadata JSON If present and "true", this capability indicates that the domain's
String metadata may be read.
ddmi_modify_metadata JSON If present and "true", this capability indicates that the domair|'s
String metadata may be modified.
ddmi_modify_‘deserialize_domain JSON If present and "true", this capability indicates that the domair
String object permits the deserialization of a serialized domain objdct
into the domain object as an update.
ddmi. copy_domain JSON If present and "true”, this capability indicates that the domain|may
Strina bhaconied O04a-RLUT to anathar LID]
triRg be-copied-tria-RUHte-anetherUR}-
cdmi_deserialize_domain JSON If present and "true", this capability indicates that the domain
String permits the deserialization of serialized domains and associated
serialized children into the domain.

15
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12.1.7 Queue Object Capabilities
Table 107 defines the capabilities for queue objects in a cloud storage system.

Table 107 - Capabilities for Queue Objects

Capability Name Type Definition

cdmi_read_value JSON If present and "true", this capability indicates that the queue's
String value may be read.

cdmi_read_metadata JSON If present and "true", this capability indicates that the queue's
String metadata may be read.

ddmi_maodify_value JSON If present and "true", this capability indicates that the queue’q
String value may be modified.

ddmi_modify_metadata JSON If present and "true", this capability indicates thatithe queue's
String metadata may be modified.

ddmi_modify_deserialize_queue | JSON If present and "true", this capability indicates'that the queue
String permits the deserialization of a serialized.queue into the queye as

an update.

ddmi_delete_queue JSON If present and "true", this capability indicates that the queue fay
String be deleted.

ddmi_move_queue JSON If present and "true", this’capability indicates that the queue fay
String be moved to another URI.

ddmi_copy_queue JSON If present and "true", this capability indicates that the queue fay
String be copied to another URI.

ddmi_reference_queue JSON If present.and "true", this capability indicates that the queue fay
String be referenced from another queue.

14.1.8 Capability Object Representations

The representations in this clause are'shiown using JSON notation. Both clients and servers shall support
UTF-8 JSON representation. The request and response message body JSON fields may be specifigd or
refurned in any order, with the exception that, if present, for capability objects, the childrenrange ang
children fields shall appear last'and in that order.

12.2 Read a Capabilities Object using CDMI Content Type

14.2.1 Synopsis
Td read all-fields from an existing capability object, the following request shall be performed:

GET '<root URI>/cdmi_capabilities/<Capability>/<TheCapability>/

To read one or more requested fields from an existing capability object, one of the following requests shall
be performed:

GET <root URI>/cdmi_capabilities/<Capability>/<TheCapability>/
?<fieldname>;<fieldname>
GET <root URI>/cdmi_capabilities/<Capability>/<TheCapability>/?children:<range>
Where:

¢ <root URI> is the path to the CDMI cloud.
e <Capability> is zero or more intermediate capabilities containers.
e <TheCapability> is the name specified for the capabilities to be read from.
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« <fieldname> is the name of a field.
e <range> is a humeric range within the list of children.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

12.2.2 Capability

The following capability describes the supported operations that may be performed when reading an
existing capabilities object:

« All CDMI implementations shall permit clients to read all fields of all capabilities objects.

.2.3 Request Headers

The HTTP request headers for reading a CDMI capabilities object using CDMI content typé-are shown in
Tgble 108.
Table 108 - Request Headers - Read a Capabilities Object using CDMI Content Type
Header Type Description Requirement
Accept Header "application/cdmi-capability” or a consistent value as per Optional
String clause 5.13.2
X-CDMI- String A comma-separated list of versions supported by the client, | Mandatary
Specification- Array e.g., "1.0.2,15,2.0"
Version
14.2.4 Request Message Body
A request message body shall not be provided.
14.2.5 Response Headers
The HTTP response headers for reading-4 CDMI capabilities object using CDMI content type are shgqwn in
T4ble 109.
Table 109 - Response Headers - Read a Capabilities Object using CDMI Content Type
Header Type Description Requirement
X-CDMI- Header The server shall respond with the highest version supported | Mandatary
Specification- String by both the client and the server, e.g., "1.0.2".
Version
If the server does not support any of the versions supported
by the client, the server shall return a 400 Bad Request
status code.
Content-Type Header "application/cdmi-capability" Mandatary
String

161
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12.2.6 Response Message Body

The response message body fields for reading a CDMI capabilities object using CDMI content type are

sh

own in Table 110.

Table 110 - Response Message Body - Read a Capabilities Object using CDMI Content Type

=

o)

12

T4
cd

Field Name Type Description Requirement
objectType JSON "application/cdmi-capability" Mandatory
String
objectlD JSON Obiject ID of the object Mandatory
String
objectName JSON Name of the object Mandatory
String
parentURI JSON URI for the parent object Mandatory
String
parentlD JSON Obiject ID of the parent container object Mandatory
String
capabilities JSON The capabilities supported by the corresponding object. Mandatory
Object Capabilities in the "/cdmi_capabilities/"©bject are system-
wide capabilities. Capabilities found iri_children objects
under "/cdmi_capabilities/" correspand to the capabilities of
a specific subset of objects. Each.capability is expressed as
a JSON string.
childrenrange JSON The child capabilities of the Capability expressed as arange. | Mandatory
String If a range of child capabilities is requested, this field
indicates the children-returned as a range.
children JSON Names of the,ehildren capabilities objects. For the root Mandatory
Array container capabilities, this includes "domain/", "container/",
"dataobject/", and "queue/". Within each of these
capabilities objects, further more specialized capabilities
profiles may be specified by the cloud storage system.

ndividual fields are specified in\the GET request, only these fields are returned in the result body.
btional fields that are requested but do not exist are omitted from the result body.

.2.7 Response Statys

ble 111 describesthe HTTP status codes that occur when reading a capabilities object using CDMI

ntent type.

Table 111 - HTTP Status Codes - Read a Capabilities Object using CDMI Content Type

HTITP Status

Description

200-0M

ravivaw)

Tl lailiti [ 4 £ 4 + Ao il
e Capapmte S UOICC T CUTTtCTIC WwasSTetar T ieUiT a e TePOTTStr

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

406 Not Acceptable

The server is unable to provide the object in the content type specified in
the Accept header.
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12.2.8 Examples

EXAMPLE 1 GET to the root container capabilities URI to read all fields of the container:

GET /cdmi_capabilities/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-capability
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK
Cantant-Tvna- annlication/Zcdmi _canahs it
rreEsTTET R i St il 4

X-CDMI-Specification-Version: 1.052

{

"objectType" : "application/cdmi-capability",
"objectID" : "00007E7F00104BE66AB53A9572F9F51E",
"objectName"™ : "cdmi_capabilities/",
"parentURI"™ - /",
"parentlID” : "00007E7F0010128E42D87EE34F5A6560",
“capabilities” : {
"cdmi_domains'" : "true",
"cdmi_export_nfs"™ : "true",
"cdmi_export_iscsi'" @ "true",
"cdmi_queues" : 'true",
"cdmi_notification™ : "true",
"cdmi_query" : "true",
"cdmi_metadata_maxsize'" : "4096",
"cdmi_metadata maxitems'™ : ""1024"

"childrenrange"™ : "0-3",

“children™ : [
"domain/'",
"'container/",
"dataobject/",
"'queue/"

}

=

EXAMPLE 2 GET to the root containef capabilities URI to read the capabilities and children of the containe

GET /cdmi_capabilities/2capabilities;children HTTP/1.1
Host: cloud.examplescom

Accept: applicationfedmi-capability
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1-.200 OK
Content>Type: application/cdmi-capability
X-CDMI-Specification-Version: 1.0.2

{
"capabilities” : {

"cdmi_domains™ : "true",
"cdmi_export_nfs'" : "true",
"cdmi_export_iscsi™ : 'true",
"cdmi_queues' : '"true",
"cdmi_notification" : "true",
“cdmi_query' : "true",
"cdmi_metadata_maxsize" : "4096",
"cdmi_metadata_maxitems" : ''1024"

"children™ : [
"domain/"",
""container/",
"dataobject/",
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"queue/"

}

EXAMPLE 3 GET to the root container capabilities URI to read the first two children of the container:

GET /cdmi_capabilities/?childrenrange;children:z0-1 HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-capability
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-capability
X-CDMI-Specification-Version: 1.0.2

{
"childrenrange" : "0-1",
"children™ : [
""domain/"",
"‘container/"
1
b
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13 Exported Protocols

13.1 Overview

CDMI™ containers are accessible not only via CDMI as a data path, but also via other protocols as well.
This access is especially useful for using CDMI as the storage interface for a cloud computing

environment, as Figure 8 shows.
i Compute Resources

Virtual
Machine

VM VM VM
Manager

OCC' T~ TS ,——Z &—\ ,—-/\ ,&-\
APl | OCC! R I e B e T N B e B R
' P! i ! P i ' i 'webi
'iISCSl 'NFS P INES ' NFS 1ISCSl - |
A N A R P 1DAYY
! H 1 ! i ! 1 [ 1

,_

]

]

]

1

[}

—

]

]

]

]

[}

-t
{

]

]

]
[}
-
]

1

]

]
[}
-
1
]
]
|
[}
-
]
]
]
T

) Cloud Computing
Glient and Storage
Infrastructure

CDMI
AP| | CDMI

Private, Hidden Storage Network for the Cloud

\JV

iSCSI NFS WebDAV

CDmi
Exported
Protocols

.

Container Container Container Container Container

Data Storage Resources

x/&

Figure 8 - CDMI and OCCI in an Integrated Cloud Computing Environment

The exported protocols from CDMI containers may be used by the virtual machines in the cloud computing
environment as virtual disks on each guest as shown. The cloud computing infrastructure management is
shown as implementing both an Open Cloud Computer Interface (OCCI) and CDMI interfaces. With the
internal knowledge of the network and the virtual machine manager's mapping of drives, this infrastructure
may associate the CDMI containers to the guests using the appropriate exported protocol.
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To support exported protocols and improve their interoperability with CDMI, CDMI provides a type of
exported protocol that contains information obtained via the OCCI interface. In addition, OCCI provides a
type of storage that corresponds to a CDMI container that is exported with a specific type of protocol used
by OCCI. A client of both interfaces performs operations that align the architectures, including the
following:

e The client creates a CDMI container through the CDMI interface and exports it as an OCCI export
protocol type. The CDMI container objectlD is returned as a result.

* The client creates a virtual machine through the OCCI interface and attaches a storage volume of
type CDMI using the objectID and protocol type. The OCCI virtual machine ID is returned as a
result.

¢ The client updates the export protocol structure of the CDMI container object with the OCCI yirtual
machine ID to allow the virtual machine access to the container.

¢ The client starts the virtual machine through the OCCI interface.

18.2 Exported Protocol Structure

The export of a container, via data path protocols other than CDMI, is accomplished by creating or
updating a container and supplying one or more export protocol structures, one*for each such protogol. In
this international standard, all such protocols are referred to as foreign protecols. The implementation of

fofeign protocols shall be indicated by "true" values for system-wide capabilities in 12.1.1 that shall always
bggin with "cdmi_export_".

The elements of the export protocol structure include

¢ the protocol being used;
¢ the identity of the container as standardized by.the protocol;
« the internet domain of the protocol name server for the clients being served;

e the list of who may mount that container Via that protocol, identified as standardized by that
protocol or optionally by leveraging the-hame mapping protocol (see 13.2.1) and specifying CDMI
user or groupnames;

e required export parameters for-the* protocol;
e optional export parameters forthe protocol; and
e export control parameters.

This international standard defines JSON export structures for several well-known foreign protocols.|All

dgpend on the following user and groupname mapping feature in the case that multi-protocol access fo the
cdntainer is desired. However, name mapping is not required if CDMI is used only to provision contginers
to|be used exclusively by foreign protocols.

Implementations that support authenticated and authorized access to CDMI objects via both CDMI gnd
fofeign protoedls need a way to support the setting of security on a per-object basis. The numerous
methods-<efidoing this include:

»_“Defining or adopting a security scheme and mapping all requests into that scheme. CDMI
imnlementations that adant thic schamao chall 1ice 3 name mannina techniaue to accomnlis |t as
Lid g L S i L ’
(a) this mapping is easier for administrators to manage than straight id-to-id mapping, and (b) it is
desired that interoperable CDMI implementations behave similarly in this respect. This means that
the name of the principal in an incoming request is mapped to the name of a principal in the
security domain, and that principal’s id is acquired and used in the authorization procedure.

¢ Allowing each protocol to set its own security, which implies that an object might be accessible to a
given user via one protocol but not another.

¢ Using the security scheme of the last protocol that was used to set permissions on the object. This
method also requires mapping the principal in the incoming request to a principal in the security
domain of the object. As in the first case, the server shall use a name mapping procedure to obtain
the id that is used to authorize the user against the desired object's ACL.
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CDMI does not mandate which method shall be used. It does, however, specify how users and groups
shall be mapped between protocols.

13.2.1 Mapping Names from CDMI to Another Protocol

Clients wishing to restrict exports via foreign protocols to mounting only by certain users and groups may
be required to provide user and groupname mapping information to the server. This mapping information is
also required if access to the container is desired by multiple protocols, e.g., both CDMI and NFS. The
mapping is done as follows.
1 When a network share on a CDMI container is created, the server should use the appropriate
------- istre-gPowershelhWmiCtass-Ereate(ofthe-Windowsptatformortetefexportsoemunix,
e

to limit permitted mounts of the share from other servers, as specified in the "hosts" line of|t
"exports" property. The syntax of the hosts line follows the syntax of /etc/exports in the-Linu
operating system, as encoded in a JSON string. If the CDMI server is unable to limitfounts| as

specified by the hosts line, an error shall result, but the success or failure of the operation depends
on the implementation.

2 When any request requiring the use of a CDMI principal name comes in via a.foreign protocql, the
foreign domain controller to which the foreign server belongs shall be queried for the principal hame
corresponding to the user id given in the request. Failure to procure thedrincipal name shall gause
the original request to fail.

3 The usermap list for that protocol shall be searched, in order, foran’ entry matching the userhame
gotten from the foreign domain controller (see 13.2.3 for details.6n the search). If no match is fpund,
the request shall be denied. The search results may be kept inrthe same cache entry as the
information from the preceding step

4 The CDMI principal name gotten from the first matching-usermap entry during this search is|then
used to authorize the user request via the security. mechanism of the protocol whose security
governs access to the object.

13.2.1.1 Capabilities

The following capabilities describe the supportéd operations that can be performed on an existing
cdntainer:

e The system-wide capability te'export via a given protocol is indicated by the
cdmi_<protocol>_export capability in the system-level metadata (e.g., "cdmi_nfs_export", when
set to "true", indicates the ability of the system to export containers via NFS). If false or not get,
attempts to export cofntainers via the given protocol shall fail.

e Support for the ability’to export an existing container object via a given foreign protocol is indicated
by the cdmi_<pretocol>_export capability in the specified container. The default shall be "trug" if
this capabilityNis’unset.

13.2.1.2 Domains

The internet domain name corresponding to each export shall be given as a JISON-formatted string in the
"dpmain? child element of the protocol export specification. If this element is not present, it shall be
agsumed that the domain is the same as that of the server hosting the CDMI implementation.

13.2.1.3 Caching

The lookup to a foreign domain controller can be quite expensive, especially for stateless protocols such
as NFS v3, in which it can be theoretically required for nearly every operation. It shall be permissible to
cache the results of this lookup. The recommended lifetime of a username cache entry is 30 minutes.
Implementations should use this value or less when possible. Servers shall flush this cache whenever a
change is made to the exports metadata concerning the protocol being cached. A client may request that
the cache be flushed by reading in the usermap data for one or more protocols and writing them back
without change. Servers shall flush their username mapping caches, as part of the rewrite operation, for
any protocol for which the usermap information has been changed or reset.
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For authorization by group to operate via a foreign protocol, a similar mapping exercise must be
performed. Multiple lookups to the foreign domain controller may be required to get all the groupnames for
a given user (e.g., it is common for an NFS user to be a member of a half-dozen groups). A groupname
cache may be used to mitigate the cost of these lookups. The recommended lifetime of a groupname
cache entry is one-half day. Implementations should use this value or less when possible. Clients may
force a flush of the cache by reading in and resetting the group map information. Servers shall immediately
flush their groupname mapping cache, as part of the rewrite operation, for any protocol for which the group
map information has been changed or reset.

13.2.1.4 Groups

Groupname mapping for each foreign protocol shall be specified in a groupname field of the foreign
prptocol export specification. Its syntax is identical to the syntax for the username field.
Note: The mapping information is only required on the container being exported.
13.2.1.5 Synopsis
PUT /MyContainer HTTP/1.1
Host: cloud.example.com
Accept: application/cdmi-container
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0
{
"exports" : {
"nfs" : {
"hosts™ : { "*.mycollege.edu", "derf.cs.myuni.edu" %},
"domain" : "lab.mycollege.edu",
"usermap" : {
{ <cdminame>, <map>, <nfshame> },
{ "Jimsmith", "<-->", "jims" },
{ [ordered list of CDMIhame/operator/NFSname triples] },
L e, e, e g
¥
"groupmap" : {
{ "admins", V<=", "wheel" },
{ "everyone" <=, "<t 1
3
}
"cifs" : {
"hosts" - 2>,
"domain~: "lab.mycollege.edu”,
"usermap"” : {
£ "jJimsmith", "<-->", "james.smith" }
{ [ordered list of CDMIname/operator/NFSname triples] },
R T
by
"groupmap™ : {
{ "admins", "<-", "Administrators" },
{ "everyone", ''<-", "*" }
3
3}
H
}

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0

{
"objectURI"™ : "/Containers/MyContainer/",
"objectlID" : "00007E7F00100C435125A61B4C289455",
"objectName"™ : "MyContainer/",
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"parentURI" : "/Containers/",

"parentlID” : "00007E7FO0010D538DEEE8S8E38399E2815",
"domainURI"™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi_capabilities/container/",
"completionStatus™ : "complete”,

"metadata” : { ... },

"exports" : { <exports as listed in request> }

.2.2 Administrative Users

By default, the following users shall be considered "root", or administrative users, and equivalent to each

ot

Servers shall automatically map these users to the root user of the target protocol unless otherwise
ingtructed by the usermaps.

As
er

E

P4

Th
ot
(o=
ex

ICT.

e root (Unix/NFS/LDAP),
¢ Administrator (Windows/AD/CIFS), and
e the domain owner (CDMI).

an automatic mapping does not meet strict security standards, servers shall override these built-i
tries with any usermap entries that apply to one or more root users.

AMPLE In the following example, root gets mapped to nobedy, and everyone else is mappe
user of the same name in the NFS domain as they have in the CDMI domain.

PUT /MyContainer HTTP/1.1

Host: cloud.example.com

Accept: application/vnd.org.snia.cdmi.conta¥ner+json
Content-Type: application/vnd.org.snia.cdmi.container+json
X-CDMI-Specification-Version: 1.0

{
"exports" : {
"nfs" : {
“usermap™ : {
{ "nobody"}_¥<-", "root" },
L e, e, e
}
¥
}
}

Ermissions Mappinag

e permissions'sets of file-serving protocols, unfortunately, do not map on a one-to-one basis to ed
ner. NFSV4/ACLs, Windows ACLs, POSIX ACLs, NFSv3 perms and object-based capabilities all g
pable-of-representing security conditions that the others are not, except NFSv3, which is the least

A

pressive. The primary area of concern is in representing the possibly rich set of permissionsina ¢

-

l to a

ch

DMI

CL.in a more restricted perms-based system, such as NESv3, for display to users.

As there are a number of possible ways to coordinate the permissions/ACLs and CDMI ACLs, this
international standard does not mandate a particular method. However, all mappings of user and
groupnames between domains shall use the name mapping mechanism specified in 13.2.3.

13.2.3 User and Groupname Mapping Syntax and Evaluation Rules

A

ol

BNF-style grammar for name mapping is as follows:

name_mapping_list = protocol protocol mapping_list

SO/IEC 2012 — All rights reserved

169


https://standardsiso.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

protocol = "cdmi" | "nfs" | "cifs" | "Idap"

mapping_list = name mapping_operator name

name = pattern | utf8_name | quoted_utf8 name

quoted_utf8 name =" utf8_name "

utf8_name = <any legal utf8 character sequence not including the characters "'\ ,/,:,*,?>

pattern = <utf8 name> * | *

mappmg_operator = <"1

Tq restate this in English, a mapping entry consists of two hames separated by a directional indicatgr. As

m

DSt environments use the same usernames and groupnames across administrative domainsythe most

cdmmon mapping is " * <--> * " which maps any name to the same name in the foreign protocol domain,

C

ar|d vice versa. It is highly recommended that this be both the default map and the last entry on all njore
cdmplex maps.

DMI specifies pattern matching on names in the namemap, but only "prefix matehing” is required. The

symbol " * " at the end of a character string shall match zero or more occurrenees of any non-whitespace

character.

E

ar]d the result of the match shall be returned.

If
th
th

"HVERYONE@".

Clients need a way to discover exported(containers that may be available for mounting. Discovering
cdntainers is done via a GET operation to the "exports" member of a container.

Synopsis:

Td read all exports for ap existing container object, the following request shall be performed:

Td read selected’exports for an existing container object, the following request shall be performed:

Whete:

18.3 Discovering and Mounting Gontainers via Foreign Protocols

aluation of the name mapping list shall proceed in order; once a match is made, evaluation shall gease

bvaluation falls off the end of the match list, the result is system dependent. However, it is recommended
at servers either deny access altogether or map the usertin.guestion to the equivalent of "anonymoys" on
b destination protocol. It is also recommended that an@ntry be devoted to the special user

GET <root URIz/<ContainerName>/<TheContainerName>/?exports

GET <root URI>/<ContainerName>/<TheContainerName>/
?exports:protocol=<protocol>,user=<user>,verbose="false"

e <root URI> is the path to the CDMI cloud.
¢« <ContainerName> is zero or more intermediate containers.

e <TheContainerName> is the name specified for the topmost container for which exports are
available.

e <protocol> is the name of a protocol to which query results should be restricted. This parameter is
optional; if it is omitted, or a value of "all" is given, information about all protocols shall be returned,
subject to additional filtering.

e <user> is the login name of a CDMI user who wishes to mount the share. This parameter is
optional and defaults to the owner of the container. When non-empty, servers shall filter the

170 ©ISO/IEC 2012 — All rights reserved


https://standardsiso.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

returned export list to include only exports which may be mounted given the restrictions in the
protocol export structures.

<verbose> is an optional parameter indicating a desire for maximum information about the
exports. When present, it shall have the values "true" or "false". The default is "false". When true,
the server should return additional information about the container, as contained in its "exports"
member. The amount of said information that is returned is implementation dependent, as server
implementors need to be able to balance the needs of their clients against various security
considerations.

13.4 NFS Exported Protocol

Tdq
to
Ad
th

Re¢quired members of the protocol structure for NFS are

O

ptional export parameters for NFS are

export a container via NFS, the information required is exactly what the server implementation will use
do the export. Normally this information is contained in the /etc/exports file on a server or the ‘equivplent.
ministrators should be aware that lines may be automatically added to that file for each CDMI container
bt is exported.

"protocol". The protocol being requested. This shall be "NFSv3", "NFSv4”, "NFSv4.1", or an)
subsequent NFS version enshrined in a major IETF RFC. Version 2 0f*NFS is not supported by
CDMILI.

"exportpath”. The pathname to which the export should be surfaced. This shall be a UTF8 stijng of
the form [<server>]./<path>, where the <server> componeft is optional, (e.g., "eeserver:/lessons/
numberl™). The <server> component of the path must be.gbtained from an administrator of the

service running the CDMI implementation.

"exportdomain”. The internet domain of the protocelame server for the clients being served, This
is normally the name of the LDAP domain for the/organization, e.g., "iti.edu”. A value of "." shall be
interpreted to be the DNS name of the domaihioccupied by the CDMI server.

"mode". This shall be either "ro", "rw", "root™ or "rpc_gsssec". This mode becomes the default
export mode. Hosts requiring different access shall be specified in the optional "rw_mode",
"ro_mode", and "root_mode" structufe)members. However, the "rpc_gsssec” mode override$ all
other modes, and all other modemembers and their contents shall be ignored if it is specifigd.

"control". Export control for the container. This shall be either "immediate”, "off", "on", or <n> (a
number). Servers may set the'value to "on" but clients shall not. A numeric value (<n>) indiciates
that the export should he\shut down in <n> seconds, possibly after a message has been sent to
clients mounting the_export. If a client specifies a value for <n> but the server does not suppport

delayed shutdown of-exports, then <n> shall be interpreted to mean "off".

"domain+'servers". A list of server names or IP addresses that function as name servers for the

domaingiven in "domain". If given, this list shall override the names obtainable by the CDMI gerver
viadother programmatic means.
“mount_name". The name by which the client should surface the export. This replaces the Igst

nhame in the path string, (e.g., mounting "eeserver:/lessons/numberl” with a mountname of '|1"
over the directory /somepath/lessons/num1 should result in a /somepath/lessons/1 directoryjon

the client).

"hosts". A list of hosts that can access the container in the mode given in "mode". The default shall
be "*"; other values restrict the possibilities.

"root_hosts". A list of hosts that can access the container in superuser mode. The default shall be
an empty list.

"rw_hosts". A list of hosts that can access the container in r/'w mode. The default shall be an empty
list.

"ro_hosts". A list of hosts that can access the container in r/o mode only. The default shall be an
empty list.
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* "mount_type". One of the two strings "hard" or "soft". Clients hang when a server serving a hard
mount becomes unresponsive. Clients with soft mounts generate error messages. The default is
implementation dependent.

e "recurse". This shall be either "true" or "false". The default shall be "true". When true, "recurse"
indicates that mounts within the CDMI directory structure (presumably put there by other NFS
operations) shall be followed and the mounted directory exposed as though it were part of the
CDMI container actually being exported. This parameter is equivalent to the Linux "crossmnt"
parameter.

Other export parameters for NFS are not specified by the CDMI protocol but may be included in the export
structure. These include Linuxisms, such as "sync", "no_wdelay", "insecure_locks", and "no_acl", as well

agany Other parameters used by a given Server operating SySern. I ail SUciT cases, the parameter|shall
bg specified as a JSON tuple in which "true" and "false" are explicitly called out for binary flags, andfa
JYON-formatted string or list is used for other parameters.

EXAMPLE
{ "exports"
{ "nfs”
{

:{'-'no_wdelay", "true" },
{"refer", "otherserver://path/leaf"},

}
}
}

Export Control
Export control is accomplished with the use of a single'member, named "control":

e The value "immediate" shall indicate to.the server that the export shall be made successfully
before the PUT operation returns. Seryers shall reset the value to "on" and place that in the freply.

e The value "off" shall indicate to the-server that the export, if new, shall not be enabled, and i
existing, shall be shut down and-all client connections forcibly broken.

« A numeric value <n> shall indicate that the server shall wait <n> seconds before forcibly shytting
down the export and breaking client connections. Whether the server sends a warning message to
clients, giving them a\chance to exit from the connection gracefully, is recommended but
implementation dependent. Once the export has been shut down, the server shall also change the
value of "control’to "off" in the export structure.

Séervers shall suppariwildcard matching on the " * " and " ? " characters in the hosts lists (this is stapdard
practice), so thab*¥cs.uscs.edu" matches all servers in the cs.ucsc.edu department.

Servers may support netgroup names in the various hosts lists. These, when supported, shall resolve to
orginary.lists of hostnames via queries to the domain nameserver.

Srvers may also support IP address ranges in the various Ilsts of hosts These shaII be IP addressgs
' ports

to all the machines on a default home NetGear network) Client-side developers should note that
"exporting to" only means making a container available for export. The client must still mount the exported
container before there is a connection with the server.

Users wishing to use optional and vendor-specific settings are responsible for determining from the CDMI
product vendor what settings are legal and their format. Servers shall return 400 (Bad Request) when an
export setting does not conform to an allowable setting on the server.
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13.5 CIFS Exported Protocol

To export a container via CIFS, the information required is exactly what the server implementation will use
to do the export. Where this information is contained on a server is implementation dependent. The server
may add or delete lines automatically to and from that file for each CDMI container that is exported or
unexported.

Required members of the protocol structure for CIFS are

e "share_name". The name by which the share shall be discoverable via CIFS.
e "exportdomain". The domain of the protocol name server for the clients being served. This is

normally the name of the-Active Directory LDAR domainfor the organization-e.g-—it.edu"-A-value
of "." shall be interpreted to be the domain occupied by the CDMI server.

¢ "mode". This shall be either "ro" or "rw".

< "control". Export control for the container. This shall be either "immediate"”, "off", or<n> (a
number). Servers may set the value to "on", but clients shall not. The semantics,and normatjve

requirements are exactly the same as for NFS, as documented in the paragraph™Export Coptrol"
in the subclause on NFS Exports (see 13.4).

There is no "protocol” specification; CDMI assumes that normal SMB protocol negotiation will take pjace.

Optional export parameters are "comment,” which is often used as a user-friendly share name on th¢
client.

O)]her export parameters for CIFS are not specified by the CDMIprotocol, but may be included in the
eXport structure. These include vendor settings such as "forcegrotp”, "umask", "caching", and "oplo¢ks",
aq well as any other parameters used by a given server opetating system. In all such cases, the
pdrameter shall be specified as a JSON tuple in which "true™and "false" are explicitly called out for Qinary
flags, and a JISON-formatted string or list is used for other parameters.

EXAMPLE

{ "exports"
{ "cifs"”
{

{'-'c-:aching", { "manual", "document', "program" },
{"oplocks", "true'},

}
}
}

Usgers wishing to manipulate vendor-specific settings are responsible for determining from the CDMI
prpduct vendoravhat settings are legal and their format. Servers shall return 400 (Bad Request) when an
exqport setting'dees not conform to an allowable setting on the server.

Fqr moredetail on the use of the OCCI export protocol structure attributes, see 13.1 "Overview". Beg¢ause
the actual networking and access control is under the control of a hidden, common infrastructure
implementing both OCCI and CDMI, the normal permission structure shall not be provided.

13.6 OCCI Exported Protocol

CDMI defines an export protocol structure for the OGF standard: Open Cloud Computing Interface (OCCI)
as follows:

e Protocol is "OCCl/<protocol standard>" (e.g., OCCI/NFSv4).
e The identifier is the CDMI objectID.

A JSON array of URIs to OCCI compute resources shall have access (permissions) to the
exported container.
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EXAMPLE An example of an OCCI export protocol structure in JSON is as follows:

"OCCl/iscsI™: {
"identifier": "00007E7FO00104BE66AB53A9572F9F51E",
“permissions': [
"http://example.com/compute/0/",
"http://example.com/compute/1/"

}

For more detail on using the OCCI export protocol structure attributes, see 13.1 "Overview". Because the
actual networking and access control is under the control of a hidden, common infrastructure that
implements both OCCI and CDMI, the normal permission structure shall not be provided.

18.7 1SCSI Export Modifications

CDMI defines the export of a container using the iSCSI protocol (see RFC 3720). Each-container is
eXported as a single SCSI Logical Unit at a Logical Unit Number (LUN). One or more iSCSI initiators
import the LUN through an iSCSI target node and port using one or more iSCSI network portals (IP
addresses).

The export is described by the presence of an export field structure on the.container that specifies the

e export protocol ("Network/iSCSI");
e iSCSI target information (IP addresses or fully qualified dofmain names, target identifier, and [LUN);
e logical unit world-wide name; and
e iSCSl initiators having access.

The target identifier may be in ign, naa, or eui format and’shall have the target portal group tag appgnded
inlhexadecimal.

13.7.1 Read Container
Al} of the information in the export structure-is returned:

"exports" :
{
“"Network/iSCSI": {
"portals": [
"192.168.1.101",
"192(168.1.102"

1

argetyidentifier'”: "ign.2010-
01.com.cToudprovider:acmeroot.containerl,t,0x0001",
"“dogical_unit_number”: 3",
Ulogical_unit_name': "0x60012340000000000000000000000001",
"permissions': [
"ign.2010-01.com.acme:hostl",
"ign.2010-01.com.acme:host2"

q~

13.7.2 Create and Update Containers

The following code creates a container with iISCSI export or updates an existing container with new iSCSI
export. Support for either of these operations is indicated by the cdmi_export_iscsi capability on the parent
container of the created container or of the existing container, respectively.

"'exports" :

{
"Network/iSCSI": {
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"permissions: [
""ign.2010-01.com.acme:hostl",
"ign.2010-01.com.acme:host2"

}

12(E)

For these export creation operations, the CDMI implementation selects the IP portals, iSCSI target, logical
unit number and logical unit name; these are not supplied. Only the list of initiator identifiers that are to
have access to the container are specified.

13

.7.3 Modify an Export

TH

e following code modifies an export on an existing container. Support for this operation is indicated by

:

the cdmi_export_iscsi on the parent container of the existing container. For this operation, only\the clirrent

list of initiator identifiers that are to have access to the container are specified.

CDMI defines an export protocol structure for the WebDAV standard as follows (see RFC 4918):

In
m

Wi
as
st

18.8 WebDAV Exported Protocol

"exports" :

{
"Network/iSCSI": {

“permissions’: [
"ign.2010-01.com.acme:host2"
1

* Protocol is "Network/WebDAV".

e Thelist of who may access the share is-determined by the standard CDMI ACLs for each res
as exported via WebDAV.

AMPLE The following example’'shows a WebDAV export protocol structure in JSON:
""Network/WebDAV"" :
“identifier”: "Zusers",
"permissions'.s ‘domain"'
}

this example, the-value "domain” in the permissions field indicates that user credentials should be|
hpped throughthe domain membership in the domain of the CDMI container being exported.

ebDAYV sdpports locking, but it is up to implementations to support any locking of access through (

hndard.

¢ The path of the WebDAV mount point as is-presented to clients (including server host name].

purce

CDMI

a result;"and the interaction between the two protocols is purposely not described in this internatipnal

ol
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14 Snapshots

A snapshot is a point-in-time copy (image) of a container and all of its contents, including subcontainers
and all data objects and queue objects. The client names a snapshot of a container at the time the
shapshot is requested. A snapshot operation creates a new container to contain the point-in-time image.
The first processing of a snapshot operation also adds a cdmi_snapshots child container to the Source
Container. Each new snapshot container is added as a child of the cdmi_snapshots container. The
snapshot does not include the cdmi_snapshots child container or its contents (see Figure 9).

e —

] https://example.com/
Source Container

L

SO
SOtHEeY

https://example.com/source/

PUT(Container(Update) A cdmi_snapshots/

PUT(Container Update
https://example:eom/source/cdmi_snapshots

Snap_Shot A/
httpg:#/lexample.com/source/cdmi_snapshots/
Snap_Shot_B/

Snap_Shot B

Figure 9 - Snapshot Container Structure

A snapshot operation is requested using the container update operation (see 9.5), in which the snapshot
figld specifies the requested name of the snapshaét:

A snapshot may be accessed in the same way that any other CDMI™ object is accessed. An important
uge of a snapshot is to allow the contents-of the Source Container to be restored to their values at a
previous point in time using a CDMI ¢opy operation.
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15 Serialization/Deserialization

15.1 Overview

Occasionally, bulk data movement is needed between, into, or out of clouds. Cloud serialization operations
provide a means to normalize data to a canonical, self-describing format, which includes:

e data migration between clouds,
e data migration during upgrades (or replacements) of cloud implementations, and

o robust hnrkllp

The canonical format of serialized data describes how the data is to be represented in a byte strean. As
long as this byte stream is not altered during the transfer from source to destination, the data'may bé
reponstituted on the destination system.

1%.2 Exporting Serialized Data

A canonical encoding of the data is obtained by creating a new data object and'specifying that the spurce
fof the creation is to serialize a given CDMI™ data object, container, or quete. On a successful

sdrialization, the result shall be a data object that is created with the serialized data as its value. If a
cdntainer has an exported block protocol, the serialized data may contain the block-by-block contents of
that container along with its metadata.

The resulting data object that is produced is the canonical representation of the selected data object
cdntainer and children, or queue.

e If the source specified is a data object, the canonical format shall contain all data object field
including the value, valuetransferencoding,sand metadata fields.

« If the source being specified is a queue;'the canonical format shall contain all queue fields,
including the value and valuetransferencoding fields of enqueued items, along with the metgdata
of the queue itself.

< If the source being specified is.a-€ontainer, the canonical format shall contain all container figlds,
recursively, including all children of the container. If a user attempts to serialize a container that
includes children that thewuser, who is performing the serialization operation, does not have
permission to read, these objects shall not be included in the resulting serialized object.

w

When performing a serialization operation, objects shall only be included if the principal initiating the
sqrialization has sufficiegtpermissions to read those objects.

15.3 Importing Serialized Data

Canonical-data may be deserialized back into the cloud by creating a new data object, container objgct, or
gyeueobject and by specifying that the source for the creation is to deserialize a given CDMI data opject
or|by-specifying the serialized data in base 64 encoding in the deserializevalue field.

The destination may or may not exist previously. If not, a create operation is performed. If a container
already exists, an update operation with serialized children shall update the container and all children. If
the serialized container object does not contain children, only the container object is updated. Data objects
are recreated as specified in the canonical format, including all metadata and the data object ID.

e If the user who is deserializing a serialized data object has the "cross_domain” privilege and has
not specified a domainURI as part of the deserialize operation, the original domainURIs from the
serialized object shall be used. If any of the specified domainURIs are not valid in the context of
the storage system on which the deserialization operation is being performed, the entire
deserialize operation shall fail.
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If the user who is deserializing a serialized object specifies a domainURI as part of the deserialize
operation, the domainURI of every object being deserialized shall be set to the specified
domainURI. To specify a domainURI other than the domainURI of the parent, the user shall have
the cross_domain privilege. If the user does not have the cross_domain privilege and specifies a
domainURI other than the domainURI of the parent, a 400 Bad Request response shall be
returned.

If the user who is deserializing a serialized object does not specify a domainURI and does not
have the "cross_domain" privilege, then the deserialization operation shall only be successful if all
objects have the same domainURI as the parent object on which the deserialization operation is
being performed.

fZationm operatio Nait Testore metadata fTom the Specified SOUTCe e orgi Provige

the serialized data-supported vendor extensions is through custom metadata keys and values, thernthese

cystomized requirements shall be restored when deserialized. However, the custom metadata‘keys pnd

vdlues may be treated as user metadata (preserved, but not interpreted) by the destination;provider.
Preservation allows custom data requirements to move between clouds without losing this informatign.

14.3.1 Canonical Format

The canonical format shall represent specified data objects and containers, as'they exist within the stprage
syistem. Each object shall be represented by the metadata for the object, ddentifiers, and the data stream
cdntents of the data object. Because metadata is inherited from enclosing-Containers, all parent metadata
sHall be represented in the canonical format (essentially flattening the(hierarchy). To preserve the aqtual

metadata values that apply to the data object that is being serialized, the non-overridden metadata i$
in¢luded from both the immediate parent container of the specified’object and from the parent of eagh
higher-level container.

TH

15

e canonical format shall have the following characteristics:

.3.2 Example JSON Cangnical Serialized Format

AMPLE In this eXample, a data object and a queue in a container have been selected for serialization

{

recursive JSON for the data object, consistent with the rest of CDMI,
user and data system metadata for each.data object/container;

data stream contents for each data,gbject and queue;

binary data represented using esecaped JSON strings; and

typing of data values consistentwith CDMI JSON representations.

"objectTlype': "application/cdmi-container",
"objeetlD": ""00007E7F00102E230ED82694DAA975D2"",
"objeCtName': "MyContainer/",

"parentURI"™: "'/",

“parentlD": "00007E7F0010128E42D87EE34F5A6560",
"domainURI": "/cdmi_domains/MyDomain/",
"capabilitiesURI": "/cdmi_capabilities/container/",

17

1] Lot o fa s 1] [P "]
COMPTCTIOTNTotatasS™ - cCoOmMPTe e,

"metadata: {},

"exports" : {

8

"OCCI/iSCSI™: {

“identifier”: "00007E7FO00104BE66AB53A9572F9F51E",

"permissions”: [
"http://example.com/compute/0/"",
"http://example.com/compute/1/"

}, "Network/NFSv4™ : {

"identifier" : '"/users",
"permissions' : '"domain"
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“childrenrange™ : "0-1",
“children"™ : [
{
“objectType'™ : "application/cdmi-object”,
"objectID" : "0000706D0010B84FAD185C425D8B537E",
"objectName" : "MyDataObject.txt",
"parentURI™ : "/MyContainer/",
“parentID™ : "00007E7FO00102E230ED82694DAA975D2",
"domainURI™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi_capabilities/dataobject/",
"completionStatus'" : "Complete",
"mimetype" : "text/plain”,
"Illctudutu" : {
T
"valuerange" : "0-36",
"valuetransferencoding': "utf-8",
"value"™ : "This is the Value of this Data Object"
}
{
"objectType" : "application/cdmi-queue’,
"objectID" : "00007E7FO00104BE66AB53A9572F9F51E",
"objectName" : "MyQueue',
“parentURI™ : "/MyContainer/",
“parentlID™ : "00007E7F00102E230ED82694DAA975D2”,
"domainURI"™ : "/cdmi_domains/MyDomain/"",
“"capabilitiesURI"™ : "/cdmi_capabilities/queue/",
"completionStatus" : "Complete",
"metadata" : {
3,
""queueValues'" : "0-1",
“"mimetype": [
"text/plain”,
"text/plain”
1.
"valuetransferencoding*: [
"utf-8",
“utf-8"
1."valuerange"™ :_[
"0-2",
"0-3"
1.
“value™ 2 [
red",
“blue"
1
}
1
}
Ta allow efficient deserialization in stream mode when serializing containers to JSON, the children array
sHould be the last item in the canonical serialized JSON format.
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16 Metadata

16.1 Access Control

Access control comprises the mechanisms by which various types of access to objects and containers are
authorized and permitted or denied. CDMI™ uses the well-known mechanism of an Access Control List
(ACL) as defined in the NFSv4 standard (see RFC 3530). ACLs are lists of permissions-granting or
permissions-denying entries called access control entries (ACES).

11‘ 14 Wall A A Gt +
@ pgu g AvL Al AUV oUTuLiultc

Am ACL is an ordered list of ACEs. The two types of ACEs in CDMI are ALLOW and DENY. Ap~ALL

A
by
de
In

CE grants some form of access to a principal. Principals are either users or groups and are repres

ny the ability to write the metadata or ACL of an object but may remain silent on otherforms of ac
that case, if another ACE ALLOWS write access to the object, the principal is allowed to write the

DW
bnted

identifiers. A DENY ACE denies access of some kind to a principal. For instance, a DENY ACE may

CESS.

oljject's data, but nothing else.
ACEs are composed of four fields: type, who, flags, and access_mask, as per\RFC 3530. The type, flags,
arld access_mask shall be specified as either unsigned integers in hex string’representation or as a
cdmma-delimited list of bit mask string form values taken from Table 142 Table 114, and Table 115
19.1.2 ACE Types
Tgble 112 defines the following ACE types, following NFSy4:
Table 112 - ACE Types
$tring Form Description Constant Bit Mask
"ALLOW" Allow access rights for a principal CDMI_ACE_ACCESS_ALLOW 0x0000¢000
"DENY" Deny access rights for a pfineipal CDMI_ACE_ACCESS_DENY 0x0000¢001
"AUDIT" Generate an audit record'when the CDMI_ACE_SYSTEM_AUDIT 0x0000¢002
principal attempts,to’exercise the specified
access rights
Note: The reason that'the string forms may be safely abbreviated is that they are local to the ACE
structure typéy.as opposed to constants, which are relatively global in scope.
The client is respansible for ordering the ACEs in an ACL. The server shall not enforce any ordering|and
sHall store andevaluate the ACEs in the order given by the client.
14.1.3. ‘ACE Who
The-spectal-“whe—identitersreetto-beunderstesd-universally—ratherthann-thecortextofapartellar

external security domain (see Table 113). Some of these identifiers may not be understood when a CDMI
client accesses the server, but they may have meaning when a local process accesses the file. The ability
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