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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.

ISO and

IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described

in the IS

O/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
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hent should be noted. This document was drafted in accordance with the editorial rules offthe ISO/
ctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[EC draw attention to the possibility that the implementation of this document may involve the
1) patent(s). ISO and IEC take no position concerning the evidence, validity or.applicabilitly of any
patent rights in respect thereof. As of the date of publication of this document, 150 and IEQ had not
notice of (a) patent(s) which may be required to implement this document. However, implementers
ioned that this may not represent the latest information, which may be'‘obtained from the patent
p available at www.iso.org/patents and https://patents.iec.ch. ISO\arid IEC shall not [be held
ble for identifying any or all such patent rights.

le name used in this document is information given for the Convenience of users and ¢loes not

kplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
to conformity assessment, as well as information about ISO's adherence to the World Trade
htion (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.
C, see www.iec.ch/understanding-standards.

ument was prepared by Technical Committee’[SO/IEC JTC 1, Information technology, Subcommittee
formation security, cybersecurity and privacy protection.

pnd edition cancels and replaces the.first edition (ISO/IEC 17825:2016), which has been te¢hnically

h changes are as follows:
methods have been updated as per research trends;

ntroduction has beenfadded which states the expectations in terms of security level of this dgcument;

dback or questions on this document should be directed to the user’s national stjandards
\ complete listing of these bodies can be found at www.iso.org/members.htinl and
".ch/nattehal-committees.
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Introduction

Testing requires defined constants, which are derived from an axiomatic analysis of the security problem.
The security assurance levels are bound to the testing and remaining risks. The testing approach can be
characterized as follows:

a) Testing soundness

b)

1)

2)

A formal description of empirical closed-box testing provides the soundness, in the context of the
attack, because the testing adheres to an accepted methodology.

Thea ahphr‘atlnn nf fhn mnthndnlnn’xr dr\nc‘ nr\t epnsure that all nr\c‘cibln 3ffar‘]1c are Fr\"rnrnd Testlng

3)

4)
5)

6)
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allows for weakness detection in a system; hence, it increases the confidence in a system'sgbility to
withstand a set of simulated attacks. The implemented formalism allows to detect weaknegses, and
the outcome is a reasonable level attested by tests.

The level of assurance that can be reached with the methodology in,this" document is a
“controlled” level of “reasonable” confidence level, which is the level low toumedium. Levdl high is
not reachable due to the closed-box approach. The meaning of “reasonable” is determined by the
customer's risk threshold. The tester is defining the level of reasonahility, in accordancg with a
security level target.

Testing is guided by a strategy, which allows for transparency in the methodology and outcpmes.

The methodology is device-class specific. The pass/fail criteria should take into account the class
of devices under test. For example, the criteria for devices'with a deterministic behaviour (i.e. bare
metal), and for devices with a complex software stack:should be different.

Security testing is an “estimation” when based upen noisy measurements, or when the tedter does
not have full control of the implementation undektest (IUT).

patability (as per ISO/IEC 17025:2017, 7.2.2.4)

patability means similar results fromsthe same (i.e. repeated) methodology, while reproducibility
ns similar results from similar methedology. Security evaluation is an estimation based pn noisy
surements, on IUT whose behayiour is probably not in full control of the tester. In this dcument,
e is a prerequisite that the IUT is’closed-box, which can behave in a non-deterministic mgnner (at
t, its internals - owing to some’intentional randomization used as a protection). Further}ore, the

can only be carried out based on external observations and findings. As a result, the objgctive is

ocument a formal and fransparent process of testing, where independent tests can be reproduced

with similar expected résults (as much as possible, within reasonable bounds). The methodolqgies are

sim
Cos

1)

lar (e.g. executed by two testers) in that they yield similar outcome.
of testing

The objeCtive is to devote the right amount of effort for the testing of a given assurance lefel. Cost
effectiveness of the testing has a direct implication on assuring a certain level of security. Cost of
testingincludes, but is not limited to:

2)

) h 1 £ de. A | - ral L 1. Ao £ H 1 pa | £, 1 d
1) LTVCT U TAPTIUIST 4dlU TAPTTITIILT.  CUIISTYUTTILT /TIHIPIICAUIUIDT U USIITg 4dll dITT4dUy TUI mallize

process (agnostic in the IUT). The testers require skills and competencies.
ii) Time: Elapsed time for data acquisition, even though the procedure is automated.

iii) Equipment: The cost impact of equipment is covered in ISO/IEC 20085-1:2019 (requirements)
and ISO/IEC 20085-2:2020 (calibration).

This document aims to keep cost moderate. A threshold is reached in the assurance level up to a
certain number of traces captured. The level of assurance does not increase significantly more
beyond the threshold. The prescribed methodology cannot exceed a certain level of assurance by its
design.

© ISO/IEC 2024 - All rights reserved
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The following statements apply as an artefact of the methodology used:

d) Closed-box testing limits this methodology to exclusively test for leakage that does not account for
specific features of a given algorithm’s implementation (e.g. implementation specificities, such as
parallel execution of unrelated cryptographic operations, or countermeasures, such as random masking,
implementation of field arithmetic in elliptic curve cryptography).

e) Testing only considersleakage during tested cryptographic operations using keys. By design the process
does not look for other potential sources of leakage (e.g. emissions during transit of keys over internal
bus).

f) Resultsare dependent on the data sets and quallty of equ1pment used during acqulsltlon Attackers with

ssed the

attacks
ers (see

g)

h) Each specific application/cryptographic module API instance also requires a(delta evaluation ¢n top of
o i i ific non-
pargametric module usage threats, such as traffic analysis, manipulation‘of logical order or fcope of
extdgrnal operations.

In this document, requirements are numbered. By convention, the requirements are labelled as [CC.NN],
where (IC represents the clause number (e.g. 06 means Clause 6J; and NN represents the reqyirement
position| within the Clause (e.g. the first requirement of Claude €’is’referred to as [06.01]). The pulrpose of
labelled|requirements is to ease the generation of documents showing compliance with this docunjent, and
their traceability for testers.

© ISO/IEC 2024 - All rights reserved
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Information technology — Security techniques — Testing
methods for the mitigation of non-invasive attack classes
against cryptographic modules

1 Scope

This doqument specifies the non-invasive attack mitigation test metrics for determining conforimange to the
requirements specified in ISO/IEC 19790:2012 for security levels 3 and 4. The test metrics are asgsociated
with thg security functions addressed in ISO/IEC 19790:2012. Testing is conducted at the-defined bpundary
of the crjyptographic module and the inputs/outputs available at its defined boundary,

This doqument is intended to be used in conjunction with ISO/IEC 24759:2017 to demonstrate confgprmance
to ISO/IEC 19790:2012.

NOTE ISO/IEC 24759:2017 specifies the test methods used by testing laberatories to assess whdther the
cryptogrpphic module conforms to the requirements specified in ISO/IEC 19790:2012 and the test metrics spgcified in
this docyment for each of the associated security functions addressed in ISO/IEE 19790:2012.

The test approach employed in this document is an efficient “push-button” approach, i.e. the tests are
technicglly sound, repeatable and have moderate costs.

2 Normative references

The follgwing documents are referred to in the text in'such a way that some or all of their content COHlstitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latedt edition of the referenced document (including any amendments) applies.

ISO/IEC[19790:2012, Information technology=— Security techniques — Security requirements for cryptpgraphic
modules

ISO/1EC|24759:2017, Information téchhology — Security techniques — Test requirements for cryptpgraphic
modules

3 Tenms and definitions

For the purposes of this’document, the terms and definitions given in ISO/IEC 19790 and the following apply.
[SO and [[EC maintain terminology databases for use in standardization at the following addresses:

— ISO Onliné browsing platform: available at https://www.iso.org/obp

1 1= LA | 1.1 1 LL 1 1o L
—_— IEC LICCLIOUPCULd. avdlldDIC dlU IILLPS. // VW VW W.CICL LI UPCUIA.UL £/

3.1

advanced side-channel analysis

ASCA

advanced exploitation of the instantaneous side-channels emitted by a cryptographic device that depends
on the data it processes and on the operation it performs to retrieve secret parameters

3.2

correlation power analysis

CPA

analysis where the correlation coefficient is used as the statistical method

© ISO/IEC 2024 - All rights reserved
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3.3

critical security parameter class

CSP class

class into which a critical security parameter (3.3) is categorised

EXAMPLE Cryptographic keys, authentication data such as passwords, PINs, biometric authentication data.
3.4

differential electromagnetic analysis

DEMA

analysis of the variations of the electromagnetic field emanated from a cryptographic module, using
statistical methods on a large number of measured electromagnetic emanations values for determining

whethet
informa

3.5
differen
DPA
analysis|
extracti

3.6

electromagnetic analysis

EMA
analysis

the assumption of the divided SubSets of a Secret parameter 1s correct, for the purpose of e
[ion correlated to security function operation

tial power analysis

of the variations of the electrical power consumption of a cryptographic module, for the pu
hg information correlated to cryptographic operation

of the electromagnetic field emanated from a cryptographic module as the result of

tracting

rpose of

its logic

circuit switching, for the purpose of extracting information corrélated to security function operafion and

subsequlently the values of secret parameters such as cryptographic keys

3.7
implem
IUT

implemgntation which is tested based on non-invasiyve methods

3.8

power gnalysis

PA
analysis|
informa
such as

39

side-channel analysis

SCA
exploita

the datalit processes:and on the operation it performs to retrieve secret parameters

3.10

side-channelcollision attack
powerfyl €ategory of side-channel analysis (3.9) that usually combines leakage from distinct points

making

3.11

lentation under test

of the electric power consumption of a cryptographic module, for the purpose of ex
Lion correlated to the security function operation and subsequently the values of secret par
‘ryptographic keys

Fion of the faefthat the instantaneous side-channels emitted by a cryptographic device dey

tracting
ameters

ends on

in time,

herm nherentty bivartate

simple electromagnetic analysis

SEMA

direct (primarily visual) analysis of patterns of instruction execution or logic circuit activities, obtained
through monitoring the variations in the electromagnetic field emanated from a cryptographic module, for
the purpose of revealing the features and implementations of cryptographic algorithms and subsequently

the valu

es of secret parameters

© ISO/IEC 2024 - All rights reserved
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3.12

simple power analysis

SPA

direct (primarily visual) analysis of patterns of instruction execution (or execution of individual
instructions), in relation to the electrical power consumption of a cryptographic module, for the purpose of
extracting information correlated to a cryptographic operation

3.13

timing analysis

TA

analysis of the variations of the response or execution time of an operation in a security function, which can

reveal knowledge of or about a security parameter such as a cryptographic key or PIN
4 Symbols and abbreviated terms

ASCA advanced side-channel analysis

AES advanced encryption standard

CPA correlation power analysis

CSp critical security parameter

DEMA differential electromagnetic analysis
DES data encryption standard

DLC discrete logarithm cryptography

DPA differential power analysis

DSA digital signature algorithm

ECC elliptic curve cryptography:

ECDSA elliptic curve digital signature algorithm
EM electromagnetic

EMA electromagnetie¢’analysis

HMAC keyed-hashing message authentication code
[FC integer'factorization cryptography

IUT implementation under test

MAC message authentication code

PA power analysis

PC personal computer

PCB printed circuit board

PKCS public-key cryptography standards

RBG random bit generator

RNG random number generator

© ISO/IEC 2024 - All rights reserved
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SCA
SEMA
SHA
SNR
SPA
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Rivest Shamir Adleman
side-channel analysis

simple electromagnetic analysis
secure hash algorithm

signal to noise ratio

simple power analysis

USB
TA

5 Do¢

Clause §
conform

Clause 7
Clause 8
Clause 9

This dg
ISO/IEC

6 Noi

This clalise specifies the non-invasive attackimethods that shall [06.01] be addressed to ensure conf

with ISC

The nor
cryptos)

— the
— the
— the

The nuy
emanati

universal serial bus
timing analysis

multiplication symbol

‘ument organization

specifies the non-invasive attack methods that a cryptographic medule shall mitigate ag
ance to ISO/IEC 19790:2012.

specifies the non-invasive attack test methods.
specifies the test methods for side-channel analysis of symmetric-key cryptosystems.
specifies the test methods for side-channel analysis oflasymmetric-key cryptosystems.

cument shall be used together with ISO/IEE€~24759:2017 to demonstrate conform
19790:2012.

1-invasive attack methods

/1IEC 19790:2012.

-invasive attacks use sideSchannels (information gained from the physical implementat
’'stem) emitted by the implementation under test (IUT), such as:

pbower consumption-efthe IUT,
blectromagnetie €missions of the IUT,
computationtime of the IUT.

hber of-possible side-channels can increase in the future (e.g. photonic emissions,[49]
ons).

hinst for

ance to

rmance

ion of a

acoustic

s to be

In order
highligh

4 1 £, 1. 4] 4 £ 21 ded 1 £ 1: 1l 4] 1o los
(U DT 1IIUTT TUT A I TIHICT TdAUITUIITY UL ULIIT dildURS, d TUTHIAIISIIT dITUWS UHT TTIAUTTUTISIIT

ted between the different attacks and to have a systematic way to describe a new attack.

An attack is described in the following way:

<KKK>-<YYY>-<XXX>-<ZZZ>-<TTT>

KKK refers to the order of the attack (e.g. “20” for second order attack).

© ISO/IEC 2024 - All rights reserved
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YYY refers to the statistical treatment used in the attack (e.g. “S” for simple, “C” for correlation, “MI” for
mutual information, “ML” for maximum likelihood, “D” for difference of means, “LR” for linear regression,
etc.).

NOTE1 Other statistical treatments can be inserted like “dOC” which corresponds to a correlation treatment
exploiting dth order moments (obtained for instance, by raising each targeted point in the traces to a power d, or by
combining d points per trace before processing the correlation).

XXX refers to the kind of observed side channel: e.g. “PA” for power analysis, “EMA” for electromagnetic
analysis, “TA” for timing analysis, etc.

277 can refer to the profiled (“P”) or unprofiled (“UP”) characteristic of the attack. This is optional and the

default vetue-is—HPR=
TTT refgrs to the direction of the attack (e.g. “V” for vertical, “H” for horizontal,[43] “R” for rectangle).
Simple SCA Advanced SCA
YYY ( A w
i i LA i
| X L 2)20-ML-EMA|!
| Il I |
EMA 111 semA |1!| DEMA ML-EMA (D1 1 |
I I i 1| 20-DEMA |
I ] L] I
[ || 1 [
I ] Lo I
: | : MI-PA ML-PA : : 20-ML-PA :
I |l Lo I
| Il Lol |
| Il Lol |
| Il Lol |
I ] Do I
PA ! SPA I DPA CPA LR-PA || 20-DPA :
I | Lo I
! L L !
i I L |
| [ Lol |
TA |1| STA |i1i| (D-TA Do I
I ] Do I
| 1 Lol |
e AN = 4 e 4 XXX
First Order Second Order
Figure 1 — Taxonomy of non-invasive attacks
NOTE 2 | dnstead of just splitting advanced side-channel analysis (ASCA) into univariate and multivariate ¢ases, the
classificattoreanrsti-berefined-by-separatingatiacksbasedon—variable-distinstishers—twhich-feeusenayparticular

moment of the distribution of the target variable) from those based on “pdf distinguishers” (non-invasive analysis
distinguisher which requires as input an estimation of the leakage probability density function knowing the secret
key). The first category includes ASCA based on correlation or on the linear regression techniques. The second one
includes maximum likelihood and mutual information attacks for instance.

NOTE 3  The simple power analysis (SPA) and simple electromagnetic analysis (SEMA) attack methods include some
extensions to basic SPA and SEMA attacks (i.e. template attack). The differential power analysis (DPA) and differential

electromagnetic analysis (DEMA) attack methods include some extensions to basic DPA and DEMA attacks [i.e.
correlation power analysis (CPA) and higher-order DPA attacks]. It is not mandatory to test them in this document.

© ISO/IEC 2024 - All rights reserved
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The taxonomy of non-invasive attacks is illustrated in Figure 1. The scope of this document focuses on first-
order attacks, i.e. the first two columns of Figure 1. Emerging non-invasive attacks and side-channels are
described in Annex D but are not applicable currently as required test method in this document.

The variables used in the description of ASCA are:

A cryptographic processing
C observation processing
D number of predictions
dC multivariate degree
dD multivariate degree
do dimension of observation
F function, i.e. manipulation
h observation
i index
K secret key
k1 sub key 1
k2 sub key 2
model of leakage
N number of observations
o_i observation interval
(o_i)_i observation interval number.-
pred_i prediction
ti i iteration of time
Xx1_1 i iteration of x1.
x2_i i iteration Ofyx2
X known 'data
ASCA is described in the following steps:
1) Medsure N observation intervals o_i related to a cryptographic processing A parameterized by f known
input X and a secret key K.
2) (Optional) Choose a model of leakage M for the device leakage.
3) (Optional) Choose an observation processing C (by default C is set to the identity function).
4) Make all hypothesis h on the value of K or a subpart of it.
5) Select as the most likely key the hypothesis with the largest statistical test.

NOTE 4 The observations o_i can be univariate or multivariate. In the latter case, each coordinate of o_i, viewed as a
vector, corresponds to a different time ¢_i. The dimension of o_i is denoted by d_o in the rest of this note.

© ISO/IEC 2024 - All rights reserved
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NOTES5 In side-channel collision attacks against block ciphers, the second step is skipped and the third step
simply consists in a point selection in the traces o_i. Then, the hypothesis h typically corresponds to a hypothesis
between the difference (k1-k2) of two parts of the targeted key K (e.g. two sub-keys in a block cipher implementation).
Eventually, the predictions are deduced from the observations (o_i)_i and the difference h. If for instance the attack
targets the manipulation of a value F(x1_i+k1) [i.e. C(o_i) corresponds to the part of the observation related to the
manipulation of F(x1_i+k1)], then the attack will extract from the o_i the observations during the manipulation of
another values F(x2_i+k2). Those observations will be re-arranged such that x2_i - x1_i = h. Then h_i corresponds
to the part of the observation related to the manipulation of F(x2_i+k2) = F(x1_i+k1) if h is correct. To validate the
hypothesis, a correlation coefficient is usually used for D. Additionally, all the attacks described in Clause 6 can be
vertical, horizontal or rectangle (i.e. horizontal and vertical). An attack is said to be vertical if each observation o_i
corresponds to a different algorithm processing. If all the o_i correspond to a same algorithm processing, then the
attack is said to be horizontal. If some o_i share the same algorithm processing while some other o_i do not, then the
attack is said to be rectangle. The classical attacks specified in literature are vertical and this modus operandi will
hence be|defined as the default one. Examples of attacks performed in the horizontal mode can be found intR¢ferences
[43] and |44].

NOTE 6 | Anapproval authority can modify, add or delete non-invasive attack methods, the association witH security
function$ (see Table C.1) and non-invasive attack mitigation test metrics specified in this documeént:

7 Nonp-invasive attack test methods

7.1 General

This clafise presents an overview of the non-invasive attack test methods)for the corresponding noninvasive
attack njethods specified in Clause 6.

7.2 Test strategy

The goa| of non-invasive attack testing is to assess whether a cryptographic module utilizing non-invasive
attack njitigation techniques can provide resistance to attacks at the desired security level. No standlardized
testing programme can guarantee complete protection against attacks. Rather, effective programmes
validate|that sufficient care was taken in the desigh‘and implementation of non-invasive attack mitigations.

Non-invjsive attacks exploit a bias latent in the physical quantities which are non-invasively measuied on or
around the IUT. Such a bias is induced froni.and depends on the secret information that the attackfs target.
For further details, see Reference [16]. The bias can be subtle but is generally persistent. In this ddcument,
the biase¢d information that depends on the secret information is referred to as leakage hereinafter. A device
can fail jone or more tests if experimental evidence suggests that leaking information exceeds p¢rmitted
leakage thresholds. This impliesthat leakage demonstrates a potential vulnerability. Conversely, atfacks fail
and the|test passes unless leakage is observed. The test of existence of leakage is called leakage [analysis
(leak anplysis) hereinafter.

eforms
itations
also be

The goal is to collect and'ghalyse measurements within certain test limitations such as maximum wa
collectedl, elapsed teSttime, and to determine the extent of the CSP information leakage. The test lin
and lealtage thresholds constitute the test criteria. The maximum acquisition time shall [07.01]
bounded. The valites for security Level 3 and Level 4 are detailed in Annex A.

Considef tlmlng the attack testlng Ifthe test reveals that the computatlon time is biased relatlve to|the CSP,
the IUT DPA_ . P ssesds biased
relative to the CSP the IUT falls The testlng approach uses statlstlcal hypothe51s testlng to determlne the
likelihood that a bias is present. Thus, this document provides a leakage threshold in terms of statistical
significance. The test fails if a bias exceeds the leakage threshold. The pass/fail conditions for the desired
security level are given in Annex A.
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7.3 Side-channel analysis workflow

7.3.1 Core test flow

The tester collects measurement data from the IUT and applies a suite of statistical tests on the collected
data. See Annex B for the requirements for measurement apparatus. Core test refers to testing for a
single security function with a single critical security parameter (CSP) class, where CSP classes include
cryptographic keys, biometric data or PINs. If some security functions deal with more than one CSP class,
leakage analysis for every applicable CSP class is performed for each security function. The test method
requires repeating core tests with different CSP classes until the first fail of test occurs or all the CSP classes
pass. If a core test is unable to continue if the IUT limits the number of repeated operations, the result is
d pass a rd-the—coretestiscontinted-with-the next- €5P-class—The—coretestisshownin Fiéuu: Z2—fhe side-
channel|resistance test framework is depicted in Figure 3. Leakage analysis for TA is shown Ainffigure 4,
SPA/SEMA in Figure 5 and DPA/DEMA in Figure 6.

Check if side-channels of security function can be
measured

é (can be measured)

(cannot be measured)

State d'specific CSP

v

Perform leakage analysis of a security function to
segif there is significant leakage

(otherwise)

(significant leakage)

Pass Fail

Figure 2 — Core test flow

Figure 4 shows the flow”ef a core test. First, the vendor document is verified for the specified CFP class.
Second, fthe practicality of measuring the physical characteristics is determined. If the measurement cannot
be madg, the test result is pass. The testing laboratory shall [07.02] provide a reason why the sidetchannel
is not measurable)A list of accepted reasons for a laboratory to assess a side-channel as not measurable
is given|in Anfiex G. Third, a set of CSPs determined by the testing laboratory is configured into [the IUT.
Finally, the/essential part of the core test, the analysis, which is shown in Figures 3, 4, 5, 6, 7, 8, afjd D.1, is
performedand significant leakage is either observed or not.

7.3.2 Side-channel resistance test framework

As explained in 7.3.4, 7.3.5 and 7.3.6, a testing laboratory shall [07.03] check the security of IUTs against TA,
SPA, and DPA.

The sequential test of the three attacks leads to the attack framework depicted in Figure 3. The testing
laboratory should follow the order of the operations. For example, the SPA can be tested only if TA passed.

© ISO/IEC 2024 - All rights reserved

8


https://standardsiso.com/api/?name=dcb090ad7e9748a40a18c77f3d22edb1

ISO/IEC 17825:2024(en)

( Start )

Perform a Standard TA

(Different execution times leading to the CSP)
(otherwise)

Perform a SPA

The pro
fail a de
it should
isarisk

7.3.3

(Recognition of CSP-dependent operations)
TN

(otherwise)

Perform a DPA

(Sensitive information leakage detected)

(otherwise)

Pass Fail

Figure 3 — Side-channel resistance test framework

posed methodology for side-channel resistance asséssment does not require full key extrd
Uice: an IUT can fail if significant sensitive information leakage can be demonstrated. Neve

be noted that the primary purpose of the pass/fail criteria is that the IUT can be failed only
of revealing the CSP/sensitive information.

Required vendor information

The vendor shall [07.04] provide the fellowing information about the algorithms and countern

implems

a) imp

nted in the IUT:

emented cryptographic algorithms;

b) design of the implementation;

c) the

Moreovg
channel

When p
can be @

conditions/mode(s) of usage where the IUT is susceptible to side-channel analysis.

1, the testinglaboratory shall [07.05] be able to modify CSPs and cipher text when perform
testing.

onipared at the same point during the cryptographic calculation. For the purposes of side

testing,

iction to
rtheless,
v if there

jeasures

ng side-

brforming side-channel analysis, it is common to perform signal alignment so that differet traces

channel

he‘vendor should provide the testing laboratory with the best synchronization signal for

he start

of the cryptographic operation. For example, in testing mode the device can provide an external trigger
point to indicate when the cryptographic operation starts or stops. If such start and stop information is not
available, the testing laboratory should adopt standard signal processing- and matching-based techniques
to perform alignment. In cases where traces are well aligned at the start of the cryptographic operation,
the laboratory can be required to use standard signal matching to perform better alignment on specific
internals of the algorithm; the number and locations of these alignment points are specified by the testing
laboratory.

The vendor should then provide a function that allows the testing laboratory to:

d) synchronize its measurements,
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e) check the quality of its measurements (see 7.3.6 for more details).

7.3.4 TAleakage analysis

Measure execution time with different
CSPs and fixed text

v

Perform statistical analysis to see if it

Execution time is measured
continuously with a fixed CSP
and a fixed text. The average
and variance of the times are
calculated. The same

oberationisreneatedlu
r r J

1 < | 1 4= 4 s
QITUVWS ucycuucnl\._y DUTLVWCUUIT TATCULIUIT

time and the CSP used

(does not show dependency)

performed with other CSPs.

(shows dependency)

Measure execution time with different
texts and a fixed CSP

v

Perform statistical analysis to see if it |
shows dependency between execution
time and the text used

(does not show dependency)

(shows dependency)

Execution time is measured
continuously with a fixed CSP
and a fixed text. The.average
and variance of the)times are
calculated. The'Same
operation isirepeatedly
performied with other texts.

Pass

Figure 4 — Leakage.analysis for timing attacks

».
»

Y

Fail

Figure 4 shows the leakage analysis flow for*timing attacks. The flow can be divided into two stdges. For

the first

executiqn time does not show dependency with the CSP used through statistical analysis, then
continugs to the second stage. Othérwise, the test fails. For the second stage, execution times with
different texts and a fixed CSP are/measured. If the measured execution time does not show dep
text used, the test passes. Otherwise, the test fails. If the execution time is difficult to mgasure, a

with the

tolerande value € which equals-a clock cycle related to the algorithm co-processer of the targeted chi
be used.|To compare the twetime values (or two average time values) T; and T, the test passes if |T;
otherwise. Timing analysis shall [07.07] be performed with a sufficient number of measurements.
requirements for security level 3 and level 4 are given in Annex A.

and fails
Detailed

stage, execution times with several different CSPs and fixed text are measured. If the njeasured

the test
several
endency

p should
= T2| < g,

Not only the difference of means, but also of variances, shall be computed, so as to detect second-order
timing l¢akage-Indeed, high-order timing attacks are practical threats.[58]
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7.3.5 SPA/SEMA leakage analysis

Capture the required number of side-channel measurements
defined in this document

v

For each side-channel measurement, compute a cross-
correlation to retrieve the operation sequence

Figure §

First, th
desired

Asymmj

(denoted “S”) and multiply (denoted “M”) operations. For ECC, these are point doubling and
ns. Since the key can be derived from the order of operations, itis important for the testing lalporatory

operatid

to distinguish these operations. As side-channélmeasurements can be noisy (see Annex E for quality

for meas
arepeat
from the
testing |

For all t

sequenc
the CSP

(For all the side-channel measurements, if the
cross-correlation process leads to a non-regular
operation sequence which may be leveraged ta
reveal a CSP)

(Otherwise) i

Pass Fail

Figure 5 — SPA (SEMA) leakage analysis

shows the SPA/SEMA leakage analysis flow. The flow canybe divided into two stages.

e testing laboratory shall [07.08] capture the number 'of side-channel measurements relatg
security level, as specified in Annex A.

tric cryptography repeatedly uses elementdry operations. For RSA these are modulaj

urement setups), it can be difficult to;recognize these operations visually. A good method to
ing operation is called “cross-correlation”. This method also helps to remove subjective assg
e testing laboratory. When the correlation is so weak that no definite statement can be t3
hboratory can mount a clusteranalysis.

he side-channel measutements, if the cross-correlation process leads to a non-regular o
e which leads to the CSP, the test result is fail. It is important to note that the IUT can only bg
has been revealed\ftom the non-regular operation sequence.

d to the

square
hddition

criteria
identify
essment
ken, the

peration
failed if
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7.3.6 DPA/DEMA leakage analysis

Collect the required number of side-channel traces
from the IUT using the specifications described in this 1€
document

'

Thanks to the “calibration function”, perform static and
dynamic alignment of the traces and compute SNR

Figure 6
method

result re
box or W
t-test, n
such as
of the IT

(Otherwise)

(enough SNR or number
of traces limited)

Calculate intermediate values in the security function

v

Perform statistical tests for leakage on the aligned
and/or preprocessed traces

(significant leakage)

(Otherwise)

Pass Fail

Figure 6 — DPA (DEMA)-leakage analysis

| shows the DPA/DEMA leakage analysis flew. The test lab shall [07.09] collect enough tra
for calculating the number of required graces is sketched in Figure 7 and detailed in Anne

rhite box are required to clarify thelambiguity (see Reference [45]). Indeed, if the testis a §
bt all leakages are sensitive: typically, possible test violations are incurred by non-CSP v
the plaintext or the ciphertext.of a block cipher (see Annex H). Therefore, based on the
IT documentation, it can be;decided whether test violations depend on the CSP or not. T|

express'lons apply to Figure 6.

As a ge
each mg
include

eral rule, it is supposed that the cryptographic operations occur always in the same mg

ces. The
x A. The

presented indicates whether or not significant leakage has been observed. In case of doubt, clear

tudent’s
hriables,
analysis
he same

ment in

asurement (consumiptions or emanations). Nonetheless, the developers have the possi
nternal clocksimodifying the operation frequency or introduce randomly non-operative w

in the a
perfor

gorithms execution, thus the time is no longer constant and the cryptographic operationg
d in the-sdme instant. This produces the well-known misalignments in the set of traces

the analsis difficult and much more costly in terms of the number of traces needed to be processe
modificationsof the original behaviour are countermeasures implemented by the developers to co
the posdibility of acquiring information through side channels, breaking the assumptions that char

ility to
it status
are not
making
d. These
interact
acterize

the knowmrattacks:

In cryptographic implementations without specific countermeasures, misalignments come from errors in
the measurement configuration, different clock domains, bus contention, OS interrupts, etc., when starting
the power consumption (or emanations) acquisition. In this case, the traces can be aligned if the vagueness
can be determined when launching the measurement, properly displacing the traces. This process is called
static alignment. This vagueness can also be mitigated or, at least, facilitates the alignment, if a trigger is
provided (or exists) signalling when the operation starts.

When the implementation actively introduces random timing delays or clock frequency variations, the static
displacement cannot attain the full alignment of the traces. In this case, the so called dynamic alignment is
applied by matching parts of traces with different displacements and performing a nonlinear sampling of
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the traces. After this process, the different parts along the traces are located in the same positions (e.g. the
location of the different rounds matches in all the traces).

The vendor should collaborate with the testing laboratory by implementing in the IUT a function that helps
the testing laboratory to synchronize the waveforms (by providing a trigger signalling the beginning of the
cryptographic operation) and to check the quality of its side-channel measurements. A function should be
provided by the vendor for each countermeasure. This can also help to test external noise reduction methods
(filtering in frequency, mean calculation, etc.). This function can be simply the processing/storage of a known
public (non-sensitive) variable in the IUT (e.g. the public key e in RSA). The testing laboratory should retrieve
this known value. If there is sufficient signal to noise ratio (SNR) of the side-channel measurements portion
that corresponds to the processing of this known value, the testing laboratory can perform the tests. If not,
the testing laboratory should find a way to improve the quality of its measurements before performing the
tests.

Pre-prog¢essing conditions in differential analysis given in Annex A shall [07.10] be met.

The testiing laboratory shall [07.11] then calculate intermediate values in the security function. It i feasible
since thg testing laboratory collects side-channel measurements using a pre-specified-set of test|vectors.
These tgst-vectors are carefully chosen using methods like the chosen-input method (see Annex H) by the
testing lnboratory to expose and isolate potential leakages.

The last|step consists in performing statistical tests for leakage on the alignéd)and/or pre-processefl traces.
The testiing laboratory should apply a simple statistical test (e.g. Welch’s test) to multiple, pre-specified data
sets in order to detect sensitive information leakage in the side-channe}:

Clauses |8 and 9 respectively describe the guidelines for assessifig‘the side-channel attack resistance of
symmetric and asymmetric cryptosystems.

8 Sidpe-channel analysis of symmetric-key cryptosystems

8.1 Geéneral

This clapse focuses on side-channel analysis*of’ symmetric-key cryptosystems. The framework fepicted
in Figure 3 is used. Resistance against timing attacks, simple side-channel analysis, and differential side-
channeljanalysis shall [08.01] be assessed.

8.2 Timing attacks

For (soffware) symmetric-key cryptosystems, the only known threat related to timing attacks ¢oncerns
cache-timing attacks.[29] They-rely on the micro-architectural properties of the CPU (e.g. cache archjtecture,
branch prediction unit)- €ache attacks exploit the cache behaviour (i.e. cache hit/miss statiptics) of
cryptosystems. Cachearchitecture leaks information about memory access patterns. The executionftime is a
source df leakage (caehe misses take more time to execute than a cache hit). Cryptosystems have dependant
memory] access patterns. Once the access patterns are extracted, the testing laboratory can recpver the
secret key.

If the IUT is a software/flrmware 1mplementat10n ofa symmetrlc key cryptosystems and if the IUT fontains

descrlbed in Reference[SO] Inthe contrary case, the test result is pass.
8.3 SPA/SEMA

8.3.1 Attacks on key derivation process

For symmetric-key cryptosystems, the only known threat related to SPA or SEMA attacks concerns
key derivation process (key schedule). If the testing laboratory can determine the Hamming weights
of intermediate values that occur in a symmetric-key cryptosystem, it allows the key to be revealed. For
example, for AES,[33] the testing laboratory can use the dependencies between the bytes of the round keys
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within the AES key schedule to reduce the number of possible key values. The key is then determined by
using a known plaintext-ciphertext pair.

If the IUT contains a key derivation process, the testing laboratory can try to apply some known methods to
extract the key (e.g Reference [53] for AES), or any other relevant method.

8.3.2 Side-channel collision attacks

Side-channel collision attacks also make use of the fact that side-channel measurements of the IUT depend
on the processed data. Cryptographic security functions include some steps to produce intermediate values
from input value and cryptographic key. If the intermediate values become the same in value against different

input v

ues, the resultant power consumption or electromagnetic emanation would be guite simj

ar. This

kind of

The test
a knowr

84 D

The stat
into twa
two sub
paramet

If the sid
leakage
Otherwi

The stat
value T
(i.e. the
normall
99 %). Tl
for T wi
corresp

In orden
correcti

significd

For each
leakage.

Before |
standar
a = 0,05
get the [
requirec

collision” can be exploited in order to reduce the key space (see References [38] to [42]).

ing laboratory can check if the IUT is susceptible to such side-channel collision attacks;-by f
framework (e.g Reference [39] for AES) or any other relevant method.

PA/DEMA

istical test shall [08.02] be made according to the following. The sidex¢hannel traces are|
subsets such that the sensitive information being processed is significantly different bety
sets.[20] This partitioning is feasible since the cryptographic algorithms are performed wit]
ers and data, and all intermediate states are known.

e-channel traces in the two subsets are statistically differentwith high confidence, then infq
is present and the device fails (the leakage should be within the sensitive boundary, see A|
se, information leakage is either not present or is suppressed.

istical tool which is used is the Welch t-test. A high, positive or negative value of the t-test
(defined below) at a point in time indicates a high degree of confidence that the null hy
two subsets means are equal) is incorrect.-A*confidence level is arbitrary between 0 ar
y chosen close to 1 indicating the high confidence based on the desired criteria, such as
he confidence level determines the threshold value C for the positive and negative threshold
h the t distribution. For example, the ,confidence level 99,99 % corresponds to € = 3,9 and 9
nds to C=4,5.

bn is preferred. That is, per-test significance level obtained by dividing the desired

o
per-test — ; '
algorithm, multiplicity corrections shall [08.03] be performed, each targeting a differen
Figure 7 describes the general statistical test procedure.

nce level by the numbet of tests m, i.e. o

rocessing theé Statistical test, the testing laboratory shall [08.04] specify the parameters
lised effect'size, false positive rate a, false negative rate £, etc. Example values for a and

a = 05000 01, § = 0,05, etc. The tester shall [08.05] also carry out the multiplicity corre
erstest significance level.[22] Then the tester shall [08.06] calculate the number of traces N
| foy the test.

bllowing

divided
veen the
N known

rmation
hnex H).

statistic
pothesis
d 1, but
0,99 (or
(+C/-0)
9,999 %

to control the false positives,’ multiplicity corrections are required. In this document, Bonferroni

overall

type of

such as
3 can be
tions to
= N,+Np

The following notations are denoted:
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N,, Ny are the size of the subsets A and B;
N is the sample size, which is Ny+Np;
Up is the average of all the traces in group 4;
Ug is the average of all the traces in group B;
Oy is the sample standard deviation of all the traces in group 4;
op is the sample standard deviation of all the traces in group B;
T is \Ha —Hg) ;
o5 ob
a is significance level (or false positive) ;
B is false negative;
d standardized effect size.

For the §imple case of a t-test with equal sample sizes, the formula for required sample size can be e
in term9 of the standardised effect size, as shown in Formula (1):

(Zaj2+75)"

N=+4- 7

In addit]on to the t-test, the NICV (Normalized Inter-Class.Variance, aka coefficient of determinatia
can be used. The advantages are:

a) itcan be multibit;

b) itis|jcomparable between implementations,as it is bounded between 0 and 1;

c) itrdlates to the Pearson correlation Coefficient p like 0 < pZ < NICV < 1;

d) itgdneralizes naturally to high-order leakage.

Guidancg on the choice for paraineters a (alpha) and S (beta) is as follows:

The valfie of beta should.be)Set low, as the main purpose of side-channel analysis is to detect a
vulnerability; a leakage $hould not be missed by relaxing the constraint on beta.

On the other hand, thé choice of alpha is more flexible. By being conservative (low alpha), the tester
less analyses of false positives (though at the expense of more traces). At the opposite, with a larg
some hyman check should be performed (to verify whether a potential leakage is real or an artef]
less trades arerequired.

pressed

e8]

n)l60list]

(latent)

requires
er alpha,
act), but
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Determine the standardized effect size for Security
Levels 3 and 4, respectively. (For example, 0,04 for
Security Level 3, and 0,01 for Security Level 4.)

v

Determine the parameters @, f, then carry out the
Multiplicity Corrections on a to get per-test

significance level.

Collect enough traces according to the standardized
effect size and the other parameters.
Pre-process the traces.

v

: :

SubsetA Subset'B
Compute p, Compute pg
and o, and o,
Compute T

(Any point in time where |T| > C)

(otherwise) l

Pass Fail

Figure 7 — General statistical test procedure

9 AS(fA o1 asymmetric cryptography

9.1 General

This clause focuses on side-channel analysis of asymmetric-key cryptosystems.

Asymmetric algorithms can fulfil three different tasks: signature, encryption and key agreement. As pointed
out in Table C.1, the most used asymmetric algorithms are RSA and elliptic curve cryptosystems (ECC).

For signature, encryption or key agreement, the main operation is the computation of:

a modular exponentiation in the case of RSA; that is the computation of m? mod n for some integer m,

private key d and an integer n, and
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b) an elliptic curve scalar multiplication in the case of ECC; that is the computation of d-p for a point on the
given elliptic curve and the private key d.

There are many possibilities to compute a modular exponentiation and an elliptic curve scalar multiplication.
The actual exponentiation algorithms depend on the integers’ representation and on the arithmetic modular
operations.

NOTE Actual exponentiation algorithm implementations also depend on the performance, complexity,
compactness and targeted security level, and therefore result from a necessary trade-off.

The framework depicted in Figure 3 is used. Resistance against timing attacks, simple side-channel analysis,
and differential side-channel analysis shall [09.01] be assessed.

Regardipg ECC, a complete survey of side-channel attacks is available in Reference [59].

9.2 Detailed side-channel resistance test framework

4 v I
TA Perform a standard TA

(different execution times leading to the key)

(otherwise)

Perform a micro-architectural TA

5 (different execution times leading to the key)

\ (otherwise) Y,
' )
SPA Perform a standard SPA
S . Y
(recognition of key-dependent operation) Y/
AN
(otherwise)
_/
™
Perfermra standard DPA
DPA
(sensitive information leakage detected) J'
AN
(otherwise)
_
A 4

n Eail
HaAss ot

Figure 8 — Side-channel resistance test framework for asymmetric-key cryptosystems

Compared to symmetric-key cryptosystems, there are more ways to attack asymmetric-key cryptosystems
due to the varieties of structure and underlying arithmetic. Figure 8 describes the side-channel resistance
test framework for asymmetric-key cryptosystems. The security tests are aimed at checking the security
against conventional attacks such as the TA, SPA, DPA. More sophisticated attacks like Markov SPA, address-
bit DPA and doubling attacks are given in Annex D. The relevant approval authority can choose whether to
perform security tests against these attacks. Each of these is a particular attack on asymmetric ciphers.
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9.3 Timing attacks

9.3.1 General

With respect to Figure 8, the testing laboratory should assess the security of asymmetric-key cryptosystems
against standard and micro-architectural timing analysis.

9.3.2 Standard timing analysis

Since asymmetric-key cryptosystems compute key-dependant operations and can use basic mathematical
operations with variable time computations (e.g. modular multiplication), they can be vulnerable to timing

attacks.
In Refer
— am
— the

The rest

Concernjing the exponentiation routine, the IUT computes a multiply step when the current secret kg

is equal

In Refer

attackinjg d_k. Knowing the message, the intermediate value after the square step (called s) at iterati

Tie quuwiug detaitsthemethoddescribedimReference [Z] toattack RSAwith= tirrigatt
ence [2] attacks are done on an [UT which implements:

pdular multiplication (Montgomery method) that shows computation time variatiofis;
standard square-and-multiply exponentiation routine that allows these variations to be ex

1t of each multiplication lies in [0,2N-1], where N is the modulus.

to 1. If the result of the multiply step is greater than N, a subtractionby N is computed.

bnce [2], the testing laboratory shall [09.02] have knowledge of'secret key bits d_k-1 to d_k-1

ack.

loited.

by bit d_I

+1 when
bn k - 1 is

CSP. The

t (set B)

ed on a

fion (the

he mean
(B). The

computdd. It can be stated whether the subtraction in the multiply step is required.

The attdck is based on an oracle. The oracle is a clone of the IUT, in which the tester can change the

testing laboratory shall [09.03]:

a) signwith same (d, N) for many random messages;

b) malje the assumption thatd_k-i = 1;

c) congtruct two sets of messages dependingon the fact that the subtraction happens (set A) or nc
during the multiplication.

In case:

— d_kj = o, global times for Sets A and B are not statistically distinguishable (the split is bag
multiplication which doeSmot occur);

— d_k+ =1, global timesfor sets A and B show a statistical difference related to the optional subtrac
mulfiplication dogs occur).

Time mgasurements validate or invalidate the oracle. The testing laboratory shall [09.04] compute t

of the glpbal duration for each subset. <A > (resp. < B > ) is the mean global duration for messages A

oracle critepionris the following:

— If<KBM=:<P> >g thentheoraclewas righf (ﬂ_l(.i = 1);

— If<A>-<B> =0, then the oracle was wrong (d[k-i] = 0).

If the testing laboratory finally retrieves the entire key with this method (coming from Reference [2]) or any
other relevant one, the test result is fail. Otherwise, the test result is pass.

NOTE

RSA PKCS#1 v2.1, DSA and ECDSA are not vulnerable to the standard timing analysis since:

— the used padding for RSA PKCS#1 v2.1 is probabilistic and the attacker cannot predict on the intermediate values;

— DSA and ECDSA use an ephemeral exponent and scalar respectively, so the attacker cannot target a specific bit.
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9.3.3 Micro-architectural timing analysis

(Software) asymmetric-key cryptosystems are also vulnerable to micro-architectural attacks. This side-
channel is enabled by the branch prediction capability common to all modern CPUs. The penalty paid (extra
clock cycles) for a mispredicted branch can be used for cryptanalysis of cryptographic primitives that
employ a data-dependent program flow. (Software) asymmetric-key cryptosystems are then susceptible to
so-called “Branch Prediction Analysis”[52], The testing laboratory should test the IUT against Timing (Micro-
Architectural) Attacks following the framework described in Reference [52], or any other relevant method.

9.4 SPA/SEMA

With resg o—FEig 2 S
cryptosystems against standard SPA.

tric-key

Since agymmetric-key cryptosystems executes key-dependant sequence of operations, (it;-is raturally
vulnerable to “standard” SPA/SEMA.

For all the side-channel measurements, if the cross-correlation leads to a regular gperation sequé¢nce, for
examplg with an RSA (here, “M” represents a multiply operation, and “S” a square ene):

“MMMMMM..."
“MSMSMS...”
then theltest result is pass.
NOTE 1 | Instead of random keys and inputs, the testing laboratory can choose particular keys and inputs:
— Keyg: random, 0x80..01, O0xff..ff, Oxaa..aa (in binary: 10101010 ...).
— Inpyts: random, low hamming weight, high hamming weight:

In an ajymmetric cipher, the bits of the exponent/scalar highly influence the type of operation| or data
manipulated. The particular keys can help to distinguish the difference depending on the current bit, for
examplg, to distinguish the differences of square and multiply (double from add for ECC), particulaf moving
data for] the square and multiply always (deuble and add always for ECC), bad use of jump instfuctions
dependipg on the current bit, etc.

NOTE 2 | An IUT using some SPA/SEMA countermeasures such as “atomic double-and-add algorithm” car] leak the

Hamming weight of the secret key. In-sbme conditions it is sufficient to leak the entire key.[37] The testing Igboratory
can then foptionally follow the methodelogy proposed in Reference [57].

9.5 DPA/DEMA

With respect to Figure’ 8, the testing laboratory shall [09.06] assess the security of asymmetric-key
cryptosystems against standard DPA.

eneralscaSe, the DPA/DEMA resistance test for asymmetric-key cryptosystems is simildr to the

DSA and
number.

with-a known

When the private key d is used for a multiplication by r, in this case, the attacker can perform a DPA/DEMA
during the computation of d-r.

A multiplication is generally performed word by word. The leakage model can be the Hamming Weight of the
first word of d (d [0]) multiplied by the first word of r (r[0]), i.e. HW(d[0]-r[0]).

As for symmetric encryption, perform a t-test with the good hypothesis and a random wrong hypothesis.

The tests can be performed with different architecture sizes: 8, 16, 32 and 64.
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It is not necessary to perform this test with all words of d. A deduction can be made that the other words are
recovered the same way in case of a success and the other words are protected as well in case of a failure.

© ISO/IEC 2024 - All rights reserved

20


https://standardsiso.com/api/?name=dcb090ad7e9748a40a18c77f3d22edb1

ISO/IEC 17825:2024(en)

Annex A
(normative)

Non-invasive attack mitigation pass/fail test metrics

A.1 Introduction

This anrnex specifies the test metrics and pass/fail criteria for each associated combination of attagk method
and secyrity function shown in Table C.1.

In this gdnnex, test metrics are provided in data collection time, analysis time, and amount of dpta. The

selectio
the clas
smaller
Chip. Th

A perfor
by the a

Test met

e limits in this annex are more appropriate for simple single-chip devices.

mance reference for computational analysis is given as the specifieation of the reference c
bproval authority to provide fair criteria in analysis time.

A.2 Security level 3

A2.1

The mas
this limi
specifie

A2.2

Time limit

imum acquisition time shall be no more tha@;6 h for each elementary test for security level
1 maximum. The total sequence of acquisition time shall be no more than 72 h.

bPA and SEMA

To compllete the SPA or SEMA test at.security level 3, the provided test suite should collect:

— 11V
suit
and

For the 4

The sim
satisfy t

A.2.3

e (1 pre-determined dnput data pattern is used for the same-data-pair input; 1 pre-determi
4 random-data pair9are used for the different-data-pair inputs).

inalysis of each CSP bit, the resolution of each waveform is 100 points or greater.

larity of/the resultant traces for a core test is inspected both visually and with a statistica
he coretest, both test results shall be passed. The test will otherwise fail.

DPA and DEMA

of the limits of the data collection time, analysis time, and amount of data should.take into|account
5 of devices under test. Data sets used when testing a simple single-chip ,device are likgly to be
than those required for meaningful analysis on a complex device, such as-the complex System-On-

bmputer

rics and pass/fail criteria from an approval authority can supersede this annex in its entirefty.

3. When

t is reached, the measurement is terminated even if the number of measurements has not{ met the

vaveforms using the inpuf data patterns, each comprising a CSP and plaintext provided by] the test

hed pair

test. To

To comp

lete the DPA or DEMA test at security level 3, the provided test suite should collect:

— N waveforms of one type of side-channel leakage from different input data patterns for each CSP in a set
of provided CSPs. Where N is calculated according to Formula (1), with d = 0,04.

If the calculated leakage is determined significant against the significance level pre-defined, the test will
fail. Otherwise, the test will pass.
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A.2.4 Timing analysis
To complete the timing analysis test at security level 3, the provided test suite shall collect:

— 1000 timing measurements for random CSPs and a pre-determined plaintext for the first measurement
block, and

— 1000 timing measurements for a pre-determined CSP and random plaintext for the second measurement
block.

A.2.5 Pre-processing conditions in differential analysis

To comjptete aqtors are

applicalle:

— A synchronisation signal is available signalling the beginning of the cryptographic operation.

— A n¢ise reduction shall [A.01] be performed by the tester calculating the mean of{different trjaces (10
cryptographic executions should be performed for the same inputs set, to get one.single trace).

A.2.6 Pass / fail condition

a) Ifthe traces obtained using the trigger are misaligned from the different€xecutions, the test pagses and
the ptatistical test for the cryptographic algorithm shall [A.02] not Be performed.

b) If the traces obtained using the trigger are aligned, then the mean is to be computed and the vlerdict is
the pne obtained from the statistical test applied for the cryptographic algorithm and the traces.

A.3 Security level 4

A.3.1 Time limit

The maximum acquisition time shall be no more than 24 h for each elementary test for security level 4.
When this limit is reached, the measurement is terminated even if the number of measurements hag not met
the spedified maximum. The total sequenceof acquisition time shall be no more than 288 h.

A.3.2 $PA and SEMA
To compllete the SPA or SEMA testat security level 4, the provided test suite should collect:

— 21 waveforms using the‘input data patterns each comprising a CSP and plaintext provided by| the test
suite (1 pre-determined input data pattern is used for the same-data-pair input; 5 pre-determiped pair
and|15 random-dataypairs are used for the different-data-pair inputs).

For the gnalysis of each CSP bit, the resolution of each waveform is 1 000 points or greater.

The sim|larity.of the resultant traces for a core test is inspected both visually and with a statistical test. To
satisfy the.Cere test, both test results shall pass. Otherwise, the test will fail.

A.3.3 DPA and DEMA
To complete the DPA or DEMA test at security level 4, the provided test suite should collect:

— N waveforms of one type of side channel leakage from different input data patterns for each CSP in a set
of provided CSPs. Where N is calculated according to Formula (1), with d = 0,01.

If the calculated leakage is determined significant against the significance level pre-defined, the test will
fail. Otherwise, the test shall pass.
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A.3.4 Timing analysis

To complete the timing analysis test at security level 4, the provided test suite should collect:

10 000 timing measurements for random CSPs and a pre-determined plaintext for the first measurement

bloc

k, and

10000 timing measurements for a pre-determined CSP and random plaintext for the second measurement

bloc

k.

A.3.5 Pre-processing conditions in differential analysis

To comypiete

specifie
— Ang

in fq
— Ast

com

emg
A.3.6
Apply th
a)

b)

If the traces present the inclusion of random timing deldys-or clock frequency variations

they

cryptographic algorithm shall not be performed.

If th

cryptographic algorithm and the traces filtered and aligned.

1 for the security level 3, the following are applicable:

ise reduction is to be performed by the tester applying a spectrum analysis and filtering th
equency (band-pass filter according to the module operation frequency).

htic and dynamic alignmentis performed to bypass any immediate countermeastre or misali
ing from errors in the configuration measurement when starting th€ power consumy
nations) acquisition.

Pass / fail condition

e filter in frequency.
cannot be fully aligned with a static alignment, thetest passes and the statistical tes

e static alignment succeeds, the verdict is the one obtained from the statistical test applie

factors

e traces

bnments
tion (or

so that
for the

1 for the

© ISO/IEC 2024 - All rights reserved

23


https://standardsiso.com/api/?name=dcb090ad7e9748a40a18c77f3d22edb1

ISO/IEC 17825:2024(en)

Annex B
(informative)

Requirements for measurement apparatus

B.1 General

require

(see 7.3
clocks 3

algorith

B.2 S;Leed

a) Ban
leas

b) The

B.3 R

a) The

B.4 Cd

a) Eno

B.5 Pi

A probe

If the us

VCC line

that allo)

If the us

be used,

ents are not necessary to meet in some scenarios, as long as the signal to noise ratie.is spfficient

This an;tex provides requirements and general information about capture characteristics.[20] Some'Ff these

b). For example, it is possible to perform effective attacks at much lower sample ratés whe

re synchronized,[®3] or where leakage is at much lower frequencies commo#“Wwith py
ms.[64]

width shall [B.01] be at least 50 % of the device clock rate for seftware implementation
t 80 % of the clock rate for hardware implementations.

e shall [B.02] be a capability to capture samples at 5 x the bandwidth.

bsolution

[e shall [B.03] be a minimum of 8-bits of sampling-resolution.

Apacity

sample
[blic-key

s and at

igh storage shall [B.04] be available.to capture the entire signal required for the test and ampalysis.

‘obe
is required to measure the IUT currents.

ed side-channel is the power consumption of the IUT, a resistor shall [B.05] be placed bety
supplying the [UF.and the [UT. The testing laboratory shall [B.06] choose the highest value
ws the IUT to funetion.

veen the
resistor

ed side-channel is electromagnetic emanations of the IUT, a near-field magnetic probe shdll [B.07]

provided the bandwidth of the probe is at least that of the IUT clock rate.
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Annex C
(informative)

Associated security functions

The non-invasive attack methods specified in Clause 6 are associated with the specific security functions
that use the CSPs which are attacked by the target. The security functions are listed in ISO/IEC 19790:2012,
AnnexesC-D and E

The asspciations are shown in Table C.1. Other non-invasive attacks and other associations-between the
attack methods and security functions can exist, but defence against them is not currently addressdd in this
document.

This dogs not preclude the use of approval authority approved non-invasive attacks.

A list of pon-invasive attacks and other associations from an approval authority,can’supersede this pnnex in
its entirpty.

Table .1 — Associations between non-invasive attack methods and'security functions covered by
this document

Security functions Non-invasive attack methods
SPA/SEMA DPA/DEMA TA
Symmetric-key AES AlL6] All6] AL50]
Triple-DES Al24] AlLs] Al23]
Stream Ciphers Al63] Al63] A[63]
Asymmegtric-key Plain RSA (Key wrapping) AlL5] AlL5] Alll
RSA PKCS#1v¥.5 All5] AlL5] Alll
RSA PKCS#1 v2.1 AlLS] NKR NKR
Key
A Applicgble

NKR No Hnown reference
NOTE 1 MApplicable means that the-sectrity functions are susceptible to these types of attacks in public literature.

NOTE 2 No known reference an€ans that the security functions are not known to be susceptible to these types of gttacks in
public lit¢rature, which doestof'mean that the attacks are not applicable.

NOTE 3 An HMAC implémentation can be compromised by applying DPA/DEMA, however block-cipher based MAC i§ covered
through AES and/or triple DES.

NOTE 4 RSA PKCS#i1~1.5 can be compromised by applying DPA/DEMA since the used padding is deterministic.

NOTE 5 [[imingattacks on RSA PKCS#1 v2.1 are not practicable since the used padding is probabilistic. RSA PKCS#1 vZ.1 cannot
be compromised by applying DPA/DEMA since the used padding is probabilistic (different random numbers are used for each
new signgture of the message)

NOTE 6 There are two operations in DSA (resp. ECDSA) that involve the private key or an ephemeral (secret) key:

—  The modular exponentiation (scalar multiplication) of a secret value with a known parameter. This operation is
vulnerable to simple side-channel analysis and to horizontal differential ones.

—  The modular multiplication of a known value and the private key. If the multiplication is implemented in such a way
that the multiplier is the private key and the multiplication is carried out with a variant of the binary algorithm, then this
implementation is, in principle, vulnerable to side-channel analysis.

NOTE 7 SHA can be used for password hashing, e.g. in a password-based key derivation function. In this case, a non-protected
SHA against SPA/SEMA (including side-channel collision attacks) or DPA/DEMA can lead to the password.

NOTE 8 The definitions SPA/SEMA, DPA/DEMA and TA in this annex are more general than those in Clause 6. In particular, the
DPA/DEMA in this annex includes the advanced EMAs and PAs in Figure 1.
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Table C.1 (continued)

Security functions Non-invasive attack methods
SPA/SEMA DPA/DEMA TA
DSA Al59] Al59] Al59]
ECDSA Al9] Al9] AlR9]
Hashing mechanisms SHA Alle] Ales] NKR
RNG and RBG Deterministic Alle] NKR NKR
Non-deterministic AlLe] NKR NKR
Data authentication mechanisms |HMAC All6] Al63] NKR
Key genlration Symmetric-key Ciphers AlL5] NKR NKR
RSA A9l NKR All
ECDSA Al9] NKR All
Key derjvation from other keys NKR NKR AlL60]
Key derjvation from passwords NKR NKR AL66]
. DLC Al NKR NKR
Key establishment
IFC Al9] NKR NKR
Operatc r authentication mecha- PIN/Password AlL6] Al65] NKR
nisms
Key NKR NKR NKR
Biometrics NKR NKR NKR
Key
A Applicgble
NKR No Hnown reference
NOTE 1 RMpplicable means that the security functions are susceptible to these types of attacks in public literature.
NOTE 2 No known reference means that the security functions are not known to be susceptible to these types of gttacks in
public lit¢rature, which does not mean that the attacks arenot applicable.
NOTE 3 An HMAC implementation can be compromised by applying DPA/DEMA, however block-cipher based MAC i covered
through AES and/or triple DES.
NOTE 4 RSA PKCS#1 v1.5 can be compromised by applying DPA/DEMA since the used padding is deterministic.
NOTE 5 [[iming attacks on RSA PKCS#1 v2.1'are not practicable since the used padding is probabilistic. RSA PKCS#1 v2.1 cannot
be compijomised by applying DPA/DEMA since the used padding is probabilistic (different random numbers are used for each
new signfiture of the message).
NOTE 6 [There are two operations.in DSA (resp. ECDSA) that involve the private key or an ephemeral (secret) key:

— [’he modular exponentiation (scalar multiplication) of a secret value with a known parameter. This opgration is
vulnerable to simple side-¢hannel analysis and to horizontal differential ones.

—  [The modular.maltiplication of a known value and the private key. If the multiplication is implemented in sych a way
that the multiplier is\the private key and the multiplication is carried out with a variant of the binary algorithm, [then this
implementation is,ihvprinciple, vulnerable to side-channel analysis.

NOTE 7 PHA<«an be used for password hashing, e.g. in a password-based key derivation function. In this case, a non-protected
SHA agaipstSPA/SEMA (including side-channel collision attacks) or DPA/DEMA can lead to the password.
NOTE 8 The definitions SPA/SEMA, DPA/DEMA and TA in this annex are more general than those in Clause 6. In particular, the

DPA/DEMA in this annex includes the advanced EMAs and PAs in Figure 1.
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Annex D
(informative)

Emerging attacks

D.1 Overview

This annex lists non-invasive attacks and side-channels against which pass/fail test metrics are not
currently.

D.2 Template attack

The te
IUT dep
data, ind

Once thd
sometin
is some
and pas;

D.3 Side-channel collision attack

The side
emanati
to produ
the sam
emanati
(see Refi

D.4 Sophisticated attacks onrasymmetric cryptography

D.4.1

In some|
retrieve

The dou
point P 4
doubling

late attack makes use of the fact that the power consumption or electromaghetic emanati
ends on the processed data. This behaviour is characterized by the so-called-template. The pi
luding CSP if any, can be identified by matching with the template (see\Réferences [35-37]).

template is built, this is the most powerful attack in theory. However, in order to build the t

variation in the resultant templates depending on the instdnce of IUT. Therefore, the appl
/fail test metrics are not defined in this document.

-channel collision attack also makes use of the\fact that the power consumption or electron

ce intermediate values from input value ahd cryptographic key. If the intermediate values
e in value against different input values, the resultant power consumption or electror
on would be quite similar. This kind“of “collision” can be exploited in order to reduce the ki
erences [38-42]).

Doubling attack

cases, a testing-laboratory can send specific input vectors to the IUT that allows the k
d with SPA/SEMA using a small number of waveforms. That is the principle of “doubling att

bling attack'relies on the fact that similar intermediate values are manipulated when workir
ind its'double (denoted [2]P), as shown in Reference [54]. If the testing laboratory can ident
b operations with identical data in two side-channel measurements, it can deduce key bit v

ideal conditions, this attack only needs two side-channel measurements. If the testing laboratory 1

defined

bn of the
ocessed

bmplate,

es open samples are needed which allows testers to input various-values. Also, itis known that there

icability

hagnetic

on of the IUT depends on the processed data; Cryptographic security functions include some steps

become
hagnetic
by space

ey to be
hcks”.

gwitha
fy point
hlues. In
etrieves

the key, the test result has failed.

NOTE

ECDSA is not vulnerable to doubling attack since the base point is fixed.

D.4.2 Markov SPA/SEMA

Some SPA/SEMA countermeasures lead to sequence of operations that can bring enough information to
retrieve the key. “Markov SPA/SEMA” can then allow to clear the dependency between the sequence and the

key.

If the cross-correlation leads to non-regular operation sequences, and if the link between this latter and
the key is not clear at first sight, the testing laboratory can apply specific attacks to finally retrieve the
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key. The testing laboratory can for example face a flawed randomized modular exponentiation (respectively
scalar multiplication), and then it can use known weaknesses to finally retrieve the key by considering
the exponentiation (or scalar multiplication) algorithm as a Markov process.[21] The attack proposed in
Reference [51] on ECC works in four steps:

— Precomputation phase: find the Markov model. The testing laboratory shall calculate the conditional
probabilities for sequences of bits and sequences of executed operations.

— Datacollection phase: the testing laboratory shall deduce the sequence of operations square and multiply
(double and add) operations.

— Data analysis phase: the testing laboratory shall split the sequence into a number of sub-sequences.

— Key

The tes
betweer
Referen

D.4.3 |

testing phase: the testing laboratory shall check all possible keys by the known ciphertexi:

ing laboratory can test the IUT against Markov SPA/SEMA (especially when the relat
the bits of the key and the operations are difficult to find) following the framework desqg
fe [51], or any other relevant method. If it retrieves the key, the test result is fail:

Address-Bit DPA/DEMA

The address-Bit DPA/DEMA[14] exploits the fact that internal addresses ofregisters or memory 1

are ano
an algot]
instruct
location

The atta
If the di

ther type of data processed by the CPU. Hence, side-channel méasturements of two intd

jon was accessing the same address. The attack is easier if a2 small number of registers or
5 are accessed during the algorithm depending on bits of thie\secret key.

cker computes the average side-channel measurements.for two known keys: oxfff..f, and
ference of the two averages (c, and ¢;) shows spikes;the key bits leak and then the test res

(see Figlire D.1).

NOTE
and scalg

DSA and ECDSA are not vulnerable to the address-Bit DPA/DEMA since they use an ephemeral

r respectively.

Severakacquisitions with the exponent 0x80 ... 01 and
exponent 0xff . .. ff and random inputs and recover average
side-channel measurements ¢y and c¢; during 5 arbitrary bits

c1- o reveals
spikes?

Pass Fail

jonships
ribed in

pcations
rvals of

ithm where the same instruction accesses different addressestwill be less correlated than if that

memory

0%80..01.
11t is fail

bxponent

Figure D.1 — Address-bit DPA / DEMA

D.5 Refined SPA/SEMA

Concerning ECC, if projective coordinates are used in an IUT, they can be used to randomize the intermediate
data. Standard SPA/SEMA as described in the previous clauses cannot be used directly. However, under
the assumption that the secret key is not randomized, exploiting the properties of so-called special points
can lead to an attack.[22] A special point PO (not equal to the infinity) is a point having the property that
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one of the affine or projective coordinates is 0. Hence, randomization of projective coordinates does not
affect this property, and the special property of this point can then be picked up from several side-channel
measurements by averaging over the measurements.

In Reference [56], an extension to the attack in Reference [55] is described. This extended attack is based on
the observation that, even if a point does not have a zero coordinate, some of the intermediate values that
occur during point addition (or point doubling) can become zero.

The testing laboratory can test the IUT against Refined SPA/SEMA following the framework described in
References [55] and/or [56] or any other relevant method. If it retrieves the CSP, the test result is fail.

ECDSA is the only cryptographic protocol based on elliptic curves in this document. Therefore, the refined
SPA /SENtATsTIOt practicabte sitce the base poimtis fixed:

D.6 Use of new emerging side-channels

The nuinber of possible side-channels can increase in the future (e.g. photonic emisSions[49l facoustic
emanatipns). At the time of writing this document, there is not enough knowledge' on these ne¢w side-
channel$ to define a pass/fail metric.

D.7 Timing variation due to power consumption

As a devlice consumes various amounts of power, the internal voltage of the device will vary slightly. This is
the same signal picked up when using a resistive shunt for a DPA/SPA measurement.

The sanje variations in voltages cause variations in the timing of internal signals, which can be pjcked up
using a fime-to-digital converter (TDC) to output a signal similar to a power trace.l°Z] This power tface can
be treated as it was a SPA/DPA measurement for the purpose of pass/fail testing, including applying{the SNR
tests in }.3.6.
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Annex E
(informative)

Quality criteria for measurement setups

ectronic noise

E.1.1

To decré¢
should n

E.1.2

As a poy

time-stgble internal clock since it can be a way to desynchronize the executionSand then be a counter

against
one can
The qua

E.1.3

Except f]

Noise of the power supply

ase the noise induced by the power supply, a highly stable power supply should be used.
ever be powered directly by a PC (e.g. via the USB port).

Noise of the clock generator

bide-channel. On the other hand, an amplitude-stable internal clock’is mandatory since an
bring coupling effects. In general, a sinusoidal clock signal should be preferred to a rectang
ity of the clock generator (e.g. crystal oscillator) should be assessed.

Conducted and radiated emissions

pr the IUT, the other components that are present on'the IUT board can bring conducted en

These tV
of condu

The imp

the atta
connect

E.1.4

This noi

resoluti¢pn of 8 bits is mandatory. In this case, the effect of quantisation noise is typically much sma

the effe(

E.2 Switching noise

vo boards are ideally isolated by opto- or magnetic couplers in the communication lines. The
cted emissions are therefore minimized:

hct of radiated emissions on a measurement setup can be reduced by shielding. The PCB that
cked device can be put in a Faraday cage. The communication and the measurement lines
pd to the attacked device should be shielded or decoupled accordingly.

Quantisation noise

Se is the consequence of the analogue-to-digital conversion that is performed by the oscillg

t of the otherkinds of noise.

Switchi

thatareT

The IUT

ver supply, a clock shall be stable. On the one hand, the implementers.cahnot be asked to provide a

measure
instable
1lar one.

hissions,

bring noise in side-channel measurements. Ideally, the measurement setup should be built with
two PCBs: a measurement board and an interface board. The measurement board only contains the

and theE{I

device and a power measurement circuit. The interface board takes care of the communication witl

httacked
1 the PC.
sources

features
that are

scope. A
ler than

by cells

ghnpise is referred to as the variations of the 51de channel measurements wh1ch are caused

Ttation of

a 128-bit AES, the 51de channel emltted by one part of the IUT (e g one SBox) is focused However if many
parts of the IUT emit side-channels at the same time, the attacker shall [E.01] discriminate all the parts to
retrieve the part of the [UT that has been chosen to attack. The side-channel emission of all other parts of
the device is “noise” from the attacker’s point of view.

Since the power consumption of the IUT is a global side-channel and the electromagnetic (EM) emanation of
the IUT is a local side-channel, EM should be preferred for side-channel resistance validation.

The amount of switching noise depends also on the frequency of the clock signal that is used to operate the
cryptographic device. If, for example, a high clock frequency is used for the attacked device, it is possible

that the

power consumption signals of consecutive clock cycles interfere with each other.
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