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2015(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This working draft defines the protocol for the low-power wireless mesh network over channel-hopped
TDMA links (LPWMN). The objective of LPWMN is to define a wireless mesh network specification,
which is relatively lightweight compared to the legacy WPAN network specifications and can maximize
usefulness of the channel-hopped TDMA link which is followed by the deterministic and synchronous
multichannel extension (DSME) MAC specified in IEEE 802.15.4e-2012 amendment.
In recent years, there is market demand for applying the low-energy short range communication of the
e tWworKS o miSStor—€t Ca&r—Services—otr-tTea re-ServicesTreraagTremotemoicorig
and alarfning of health devices or medicine equipment, sensing and actuation control of procCgss
automatipn, and voice service over the low-energy short range networks. To provide more elialle
link and dleterministic delay for the mission-critical services, enhancements of the IEEE 802.15/4-20D6
MAC spedification was started in March 2008 and the draft of the amendment is approved)in'February

2012. In the IEEE 802.15.4e-2012 amendment, three types of TDMA and two types of channel diversjty
function gre added as optional MAC features.

These nejv MAC features introduce two attributes to be managed in the networkdayer, which includes
time slotg and radio channels. To employ the new enhanced MAC for the reliable‘and real-time servides
in the loy-cost, low-power, short-range communication network, the network protocol needs to pe
designed [for managing the network resources including time slots and radio channels. The LPWMN i§ a
network $pecification over the DSME of IEEE 802.15.4e-2012 amendmient. The LPWMN is applicable|to
industrial applications that require a loss sensitive large wireless network guaranteeing determinisfic
end-to-erld delay with low-power resource-constrained communication nodes.

The Interhational Organization for Standardization (ISO) and International Electrotechnical Commissipn
(IEC) drayv attention to the fact thatitis claimed that compliatice with this document may involve the use
of a paterft concerning the functional procedure and message structure of LPWMN given in Clauses 5)6,
7, and 8, gdnd a patent concerning the authentication.and key establishment protocols given in Annex B.

ISO and IEC take no position concerning the evidénce, validity, and scope of this patent right.

The holdgr of this patent right has assured.the'ISO and IEC the willingness to negotiate licences either
free of charge or under reasonable and_non-discriminatory terms and conditions with applicants
throughopt the world. In this respect, the statement of the holder of this patent right is registered with
ISO and [EC. Information may be obtained from the following:

— Patent holder: Electronics,and’Telecommunications Research Institute (ETRI)
Addrgss: 138 Gajeongne,Yuseong-gu, Daejeon, 305-700, Korea;
— Patent holder: ChinaIWNCOMM Co., LTD

Address: A201, QinFengGe, Xi’an Software Park, No. 68 Keji 2rd, Xi’an Hi-Tech Industrial Developmgnt
Zone| Xi'an_Shaanxi, P.R.China. 710075.

Attention| iS<drawn to the possibility that some of the elements of this document may be the subject|of
patent rightsother tham those [demntifiedabove. 1ISOanmd 1ECsiratt ot be treld Tesponsible for idemntifying
any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain online databases of patents relevant

to their standards. Users are encouraged to consult the databases for the most up-to-date information
concerning patents.
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Information technology — Specification of low power
wireless mesh network over channel-hopped TDMA links

1

TI
St. 802.15.4-2011 PHY, capable to support the channel-hopped TDMA links of the DSMEMA
Stf. 802.15.4e-2012, to provide low-cost communication network that allows reliable,\dete
latency, and scalable wireless mesh connectivity.

This International Standard provides the following:

— DSME MAC link control;

— unbalanced cluster-tree based network formation;
—|{ directional multiple grades mesh connection;

—|{ link-path routing and data forwarding;

— link and link-path maintenance.

T

inflispensable for its application. For dated\ references, only the edition cited applies. For
references, the latest edition of the referenced document (including any amendments) applies

IEEE Std 802.15.4-2011, IEEE Standatd for Local and metropolitan area networks—Part 15.4:
Wireless Personal Area Networks (LR3WPANs)

IEEE Std 802.15.4e-2012, I[EEE-Standard for Local and metropolitan area networks—Part 15.4:
Wireless Personal Area Netwarks (LR-WPANs), Amendment 1: MAC sublayer

w oW

c
d

to|other devices in the LR WPAN

3
d

Scope

s imtermationat Stamdard defines the ietwork specification for devices, Wit are operate

Normative references

I

Terms and definitions

r the purposeésef this document, the following terms and definitions apply.

ordinator
icé.in a low-rate wireless personal area network (LR WPAN) that provides synchronizatio]

] on IEEE
C of IEEE
'ministic-

e following documents, in whole or in part;-are normatively referenced in this document and are

undated

Low-Rate

Low-Rate

) services

2
evice

any entity containing an implementation of the IEEE 802.15.4e-2012 DSME medium access control and
physical interface to the wireless medium

N
3

ote 1 to entry: A device may be a reduced-function device or a full-function device.

3

frame
format of aggregated bits from a medium access control sublayer entity that are transmitted togetherin time

© ISO/IEC ISO pub-date year - All rights reserved
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3.4

full-function device

FFD

device capable of operating as a coordinator

3.5
personal area network (PAN) coordinator
coordinator that is the principal controller of a PAN

Note 1 to entry: An IEEE 802.15.4 network has exactly one PAN coordinator.

3.6
reduced{function device
RFD
device that is not capable of operating as a coordinator

4 Abbreviations
The folloyving acronyms are used in this document.

AKEP Authentication and Key Establishment Protocols

CSMA-CA| Carrier Sense Multiple Access - Collision Avoidance

DLCE DSME MAC Link Control sublayer Entity
DLIB DSME MAC Link network Information Base
DLNE DSME MAC Link Network sublayer Entity

DLPDU DSME MAC Link network sublayer Protocol Data Unit

DLSDU DSME MAC Link network sublayer Service Data Unit

DSME Deterministic and Synchronous Multi-channel Extension
FFD Full Function Device

GTS Guaranteed Time Slot

ID Identification

IDAP ID-based Authéntication Protocol

IEEE Institute.oPElectrical and Electronics Engineers

LPWMN Low=Power Wireless Mesh Network

LSAP Light-weight Shared-key Authentication Protocol
MAC Media Access Control

MCPS MAC Common Part Sublayer

MIB MAC Information Base

MLME MAC Layer Management Entity
MSDU MAC Service Data Unit

PAN Personal Area Network

2 © ISO/IEC 2015 - All rights reserved
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PHY Physical Layer

PTK Pairwise Temporal Key
QoS Quality-of-Service

RF Radio Frequency

RFD Reduced Function Device
SAP Service Access Point

TOMA Time Division Multiple Access
WPAN Wireless Personal Area Network

WEN Wireless Sensor Network

5| General description

5.1 General

The LPWMN is a low cost communication network that allows réliable, deterministic-latency, and scalable
wireless mesh connectivity with low-power and low-rate WPAN devices. The main objectives ofah LPWMN
arp optimal utilization of the channel-hopped TDMA links, €luster-tree based mesh network fprmation,
arld multiple grade of path selection, while maintainingasimple procedure and a lightweight protocol.

Sdme of the capabilities provided by this standardare as follows:
—|{ resource management of the DSME MAC links

— beacon-enabled multi-hop network fofmation

— unbalanced cluster-tree based address assignment

—|{ directional multiple grades mesh connection

—|{ address based mesh roiting

— unicast data forwarding with deterministic-latency

—| load balanced path maintaining

THis standard defines the link network specification for devices that are operated on IEEE Std.|802.15.4-
2011 PHY capdble to support the channel-hopped TDMA links of the DSME MAC of IEEE Std. 802.1%.4e-2012.

5.2 AComponents of the LPWMN

The TPWMN consists of a gateway router, routers, and devices, which follow the IEEE Std. 802.15.4-
2011 and have the DSME MAC sublayer of the IEEE Std. 802.15.4e-2012. The gateway router starts a
network by configuring the attributes of the link network and forming the link network topology, and
interconnects the LPWMN to an external network. The routers join a link network and forward frames
through the DSME MAC links. The devices are reduced-function device (RFD) or full-function device
(FFD) of the IEEE Std. 802.15.4-2011 and perform applications.

The LPWMN operates in the star topology and the peer-to-peer topology, as shown in Figure 5.1. A device
typically establishes a star topology to routers and is either the initiation point or the termination point
for link network communications. The gateway router is the primary controller of the LPWMN. The
gateway router and routers are capable to establish a peer-to-peer topology. All devices operating on
a link network have unique 64bit MAC addresses and 16bit link network addresses. The link network
address is allocated by the cluster group.

© ISO/IEC 2015 - All rights reserved 3
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Figure 5.1 — An LPWMN topology

thitecture of the LPWMN

ence architecture of the LPWMN is definedin terms of layers, as illustrated in Figure 5.2. T|
rovides link control layer interfaces to the next higher layer and link network layer interfaces

MN consists of two sublayers:'DSME MAC Link Control sublayer (DLC) and DSME MAC Li
sublayer (DLN). The LPWMN DLC sublayer entity (DLCE) provides services to the ne
er via the DSME MAC Link Control sublayer Service Access Point (DLC-SAP). The LPWN
hyer entity (DLNE) preyides services to the next higher layer via the DSME MAC Link Netwd
bervice Access Point(DLN-SAP).

ng frames with 'supporting of the DSME MAC sublayer via the MCPS-SAP and the MLME-SAP.

sublayer.consists of link network formation block, addressing block, routing block, a
rork management block, and data processing block which provides receiving function a
ng-function for the frames received from the MAC layer or for the data received from the n¢

he
to

ligher or to the application layer. The.LPWMN operates over the IEEE Std 802.15.4e-2012 DSME
ayer and the IEEE Std 802.15.4-2011\PHY. The LPWMN offers services to the next higher layet.

-

hk
xt
[N
rk

ublayer provides link connection control, link management services, data transmission on a lifk,

hd
hd
Xt

higher la

rer
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Application

Network

[ DLN-SAP |
DSME MAC Link Network (DLN)

— DLC-SAP ) LPWMN

DSME MAC Link Control (DLC)

———{  wMcPssAP  ——( MMESAP |

IEEE 802.15.4 DSME MAC

IEEE 802.15.4 PHY

Figure 5.2 — Reference architecture of‘the LPWMN

1  Functional overview

The LPWMN establishes a link between two neighbour devices and a virtual link between two devices

m
w

The link connects the two neighbour devices: link network router 2 and device 3 are neighb
lik connects two devices. The vigtual link is the multi-hop link connection through the rout

hich is constituted of links and virtual links from a source to a destination device.

hlti-hopped apart, as shown in the Figure 5.30The LPWMN provides a routed link-path, linklnetwork,

pur and a
brs which

pdrform frame relaying instead.ofrouted forwarding: network router 2 and device 6 are donnected
thfough router 4 and router.6which relay the frames inward or outward. The routed link-path is

provided by the DLN sublayer’s routing functions: for connecting between device 4 and dev
LHWMN provides severalrouted link-paths which are the path 1 (device 4 - router 4 - link
roEter 2 - gateway router - link network router 3 - device 8), path 2 (device 4 - router 4 - link
ro|

3

©

ter 2 - link networktouter 3 - device 8), and path 3 (device 4 - router 4 - router 5 - link netwt
device 8).

ice 8, the
network
[ network
rk router
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gateway router link network router 3

device 8

device

B
o
router 6
P
1

devige 5

device /A
rouker
1
LN

device 4

Figure 5.3 — Link, virtual link, routed link-path in the LPWMN

The link 1
routing. I
selects th
network
link is est

54.2 L

The LPW
sublayer
interval f]

A CAP lin
LPWMN

between
DSME-GT|
the numh
one hop 1

etwork formation of the LPWMN is performed in‘two stages: link connection and link netwao
h the link connection phase, the DLC sublayer entity of the LPWMN scans the neighbour devic
e links to the neighbour devices, establishes-Connections, and maintains the links. In the li
‘outing phase, according to the request pf the next higher layer of the LPWMN, a set of virty
ablished and/or a set of routed path.is established.

ink connection

MN is a link network that-cénnects two devices by switching the time slots. The DSME M
provides the contentiomn access period (CAP) and guaranteed timeslots (GTS) in a beac
br communicating, agillustrated in Figure 5.4.

k is active periodically and is used for the bidirectional data transmission. A GTS link in t
s established by -assigning the offset of channel hopping sequence and the DSME timeslc
two devicesTo allocate the DSME timeslots between devices, the LPWMN issues MLM
S.requestprimitive with attribute values on the link which are the direction of DSME-GT

eighbourhood of the requesting device.

er of slets'to be allocated, preferred slots, and current information on the slot availabilityli

rk
S,
hk
al

The LPW StHnkea S dne v ; e Hees—butalso
between two devices which can be connected with multi-hop routed links. The LPWMN provides
a primitive for establishing a routed link connection. To form a link-path from a source device to
a destination device, each device on the path requests to allocate DSME timeslots. As a result of the
success of the routed link connection, the link connection identifier will be provided to the next higher
layer of the source device.

The LPWMN GTS link can be used as shared link or dedicated link. The default shared link is established
during joining a network. An inward rx timeslot and an inward tx timeslot of a link to the inner router
are assigned as the default shared link and the default path to the gateway router is established. If
the next higher layer of the LPWMN needs a dedicated link, it is required to setup a link connection
before sending data. To establish a dedicated link connection, link network layer routing is performed
through the routers on the routed link-path from a source device to a destination device. To establish a

© ISO/IEC 2015 - All rights reserved
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bidirectional dedicated link, it needs to establish an inward dedicated link and an outward dedicated
link separately. The link setup procedure from the source device and the link setup procedure from the
destination device are required.

The dedicated link transmits a frame received only at the source device of the link. The shared link may
transmit a frame received at the routers on the link-path to the destination device of the link.

When the next higher layer of the LPWMN requests to transmit data, according to the required quality of
transmission, it selects a type of data transmission, which specifies the type of link for communications,
the recovery procedure, and flow control. The LPWMN provides six types of data transmission.

s Beacon Interval (BI) & CAP GTS channel
| Superframe - Multi-superframe i i l
gateway 3 =
router =
%3 : x
| % L ! ' inward link
v 0" Yy v v
: i | i
router 2 : |
T AN v | A e
|| shared link | L : 1 Jufyard link
4 v b Yy v v
I ' |
router 4 K =
L i | |
A XD u | -

v vii v v v
- I
device 4 |
|

¥
inward outward
dedicated link dedicated link inward inward
RXslot TXslot

Figure 5.4 — CAP link, shared link, dedicated link of the LPWMN

5.4.3 Unbalanced cluster-tree addressing

Td support the fast formation of a network and to provide address based tree routing, the distributed
address allocation scheme with an‘unbalanced cluster-tree structure is designed as shown in Higure 5.5.

The 16-bit addressing space-is-divided two parts for identifying a cluster (cluster ID) and a|device in
the cluster (locator ID). The-gateway router manages the cluster identifier space and assigng a cluster
identifier when the rogotrouter of a cluster joins a link network. The root router of a cluster gssigns an
identifier to a devicelby using the distributed address allocation scheme with the maximunj depth of
the cluster (L), theZmaximum number of devices connected to a router (D), and the maximurh number
of|routers among devices connected to a router (R) values. The locator identifier of the root{router of
a ¢luster is Oatid the locator identifier of a device connected to a router h-hopped from the rgot router
of|a cluster shall be assigned as follows. If the device is a router, the locator identifier is caldulated as
follows; device identifier of a parent router + 1 + (sequential order of a router at cluster depth h {1)*size of
address'block at cluster depth h. If the device is an end device, the identifier is calculated as folloWws: device
identifier of a parent router + 1 + maximum number of a router at cluster depth h*size of address block at
cluster depth h + sequential order of an end device at cluster depth h. The sequential order of a device at
each cluster depth is assigned from 1. The size of address block at cluster depth h, B(h), is calculated as
follows: If R = 1, B(h) = 1+ D*(L- h-1). If R # 1, B(h) = (1+D-R-D*RL-h-1) /(1-R).

In case of running out of address on the cluster tree or enlarging the network topology dynamically, a
router could request assignment of a cluster to the gateway router as a root router of the cluster. The
gateway router maintains the connectivity matrix among the clusters. The router provides the cluster-
tree routing table based on the cluster connectivity matrix.

© ISO/IEC 2015 - All rights reserved 7
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Gateway router
(cluster ID = 0, locator ID = 0)

Root Cluster Tree0
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(cluster TN = locator TD =1) felacter TD — n= locator 1D _]) (chuster IV = locator ID =1
(Fhust = 1, locator ID = 0) (chuster ID =2, locator ID = 0) (cluster ID = ;\M ID=0)

luster Tree
(L2, R2, D2)

Cluster Tree 1
(L1,R1,D1)
Cluster4 root

N\

Cluster Tree 3
(L3, R3, D3)

Cluster Tree
(L4, R4, D4)
"

\

Figure 5.5 — Address assignment based on asymmetrical tree structure

5.4.4 Routing

The DSM
concerns

number p

K MAC offers TDMA slots with two types of ¢hannel diversity function. The routing functi

link netwjork protocol has to offer the light-weightnetwork protocol for reserving the time slots on a li

from one
contende

1 to reserve the time slots and channels.

The charIlels occupied by nodes within 2-hops range have to be excluded for avoiding the collisi

by hidde
searched

Whenad
or the ro
clusters a
reachable
is selecte
on a resel

by selecting time slot-and channel number pairs.

pt router. The,cluster connectivity matrix provides relations among the root routers of t
nd inter-cluster'mesh links. Selection of a route is performed based on the cluster identifier
devices, The device of which the cluster level or cluster-tree level is closer to the destinati
d for forwarding a frame, as shown in Figure 5.6. A data packet is forwarded to the next h
ved GFS link or a shared link, which is specified by a certain time slot and a hopping chann

9l

with not the only matter of connectivity, buf‘considering a series of the time slot and chanel
airs which are allocated on the radio links in a path. To utilize the TDMA MAC optimally, the

hk

end to the other end. The routing prétocol has to support the fair load balancing among devides

nodes. Based upon the-neighbour device information, possible links to the inner router qre

bvice joins a link network, the cluster connectivity matrix is provided from the gateway router
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Functional description
1 Starting the LPWMN

1.1 Starting a link network

e gateway router which is not currently joined to a link network shall attempt to establ
WMN. When the next higher\layer of the device issues the DLN-START-NETWORK.request
e procedure to establish dnew LPWMN is initiated. If the device is not the gateway router o
a link network, the DLNE/shall terminate the procedure and notify the next higher layer of
guest by issuing the DLN-START-NETWORK.confirm primitive with the Status parame
VALID_ REQUEST.

e DLNE shall'reset the MAC sublayer by issuing the MLME-RESET.request primitive
tDefaultPIB>parameter set to TRUE. The DLNE shall collect the data on the wireless envi
d neighbeur networks by requesting that the MAC sublayer performs an energy detection
activeiscan in succession. The DLNE issues the MLME-SCAN.request primitive with the
rameter set to ED and the ScanChannels parameter set to the ScanChannels parameter of]

ST

sh a new
brimitive,
- is joined
he illegal
er set to

with the
ronments
scan and
ScanType
the DLN-

ART-NETWORK request primitive. On receipt of the results via MI.ME-SCAN confirm

primitive,

the DLNE shall select the channels, whose energy levels are beyond an acceptable level, at most the
number of channels specified in the HoppingSequenceLength parameter of the DLN-START-NETWORK.
request primitive. The DLNE issues the MLME-SCAN.request primitive with the ScanType parameter
set to ACTIVE and the ScanChannels parameter set to the ScanChannels parameter of the DLN-START-
NETWORK.request primitive. On receipt of the results via MLME-SCAN.confirm primitive, the DLNE
shall review the PANDescriptorList parameter. The DLNE collects the information on the neighbour [EEE
802.15.4-2011 PANs: the PAN identifier, channel number and channel page, superframe specification,
and the time at which the beacon frame was received. The DLNE collects the information on the
neighbour [EEE 802.15.4e-2012 PANSs: the PAN identifier, superframe specification, DSME superframe
specification, channel hopping specification, time synchronization specification, and beacon bitmap.
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The DLNE may infer whether the channel is occupied or not by superimposing all the superframes of the
neighbour networks at a specific time. The DLNE shall select alink network start time and channels, and
determine the order of hopping channels. The length of hopping sequence and the hopping sequence are
written to the diHoppingSequenceLength attribute and the diHoppingSequencelist attribute of the DSME
MAC Link network Information Base (DLIB), respectively. If no suitable channel is found, the DLNE shall
terminate the procedure and notify the next higher layer of the startup failure by issuing the DLN-
START-NETWORK.confirm primitive with the Status parameter set to STARTUP_FAILURE.

The DLNE shall select a PAN identifier for the new LPWMN by choosing a random PAN identifier less
than Oxffff, if the PANId parameter of the DLN-START-NETWORK.request primitive is already in use. The
selected PAN 1dentifier 1s set to the macPANID attribute of the MAC sublayer PIB by issuing the MLME-
SET.requ¢st primitive. Once a PAN identifier is selected, the DLNE shall select a 16-bit link netwdrk
address dqual to 0x0000 and set the dILinkNetworkAddress attribute of the DLIB equal to the-selected
link netwjork address. If no unique PAN identifier can be chosen, the DLNE shall terminate the.procedure
and notiffy the next higher layer of the startup failure by issuing the DLN-START-NETWORK.confifm
primitive|with the Status parameter set to STARTUP_FAILURE.

At a spedific selected time, the DLNE shall begin operation of the new PAN by\issuing the MLME-
START.reuest primitive with the PANCoordinator parameter set to TRUE and\the CoordRealigmgnt
parametdr set to FALSE to the MAC sublayer. The parameters of the MLMEtSTART.request primitive
shall be pet according to those passed in the DLN-START-NETWORK, reguest, the chosen chanmnel
hopping §equence, and the chosen PAN identifier. The Multi-superframe@rder, ChannelDiversityModle,
CAPEnable, = GACKEnable, and Deferred BeaconEnable are dssembled into the parameter
DSMESugerframeSpecificaiton. The HoppingSequencelD with set tg'one, ChannelOffset with set to zefo,
and valug¢ of dIHoppingSequenceLength attribute and the dIHoppingSequencelList attribute of DLIB gre
assemblefl into the parameter HoppingDescriptor.

The statufs of the PAN startup is communicated back via the MLME-START.confirm primitive. On recelpt
of the stafus of the PAN startup, the DLNE shall informthe next higher layer of the status of its requégst
by issuing the DLN-START-NETWORK.confirm primitive with the Status parameter set to the primitive
returned|fin the MLME-START.confirm from the MAC sublayer.

6.1.2 Starting a router

When thejnexthigherlayer of the device issues the DLN-START-ROUTER.request primitive, the procedure
to join the LPWMN as a new router is:initiated, as shown in Figure 6.1. If the device is not the FFD o1 is
joined to p link network, the DLNE shall terminate the procedure and notify the next higher layer of the
illegal request by issuing the DLN-=START-ROUTER.confirm primitive with the Status parameter set|to
INVALID | REQUEST.

The DLNE shall reset the’/MAC sublayer by issuing the MLME-RESET.request primitive with the
SetDefaultPIB parameéter set to TRUE and reset the DLN sublayer by issuing the DLN-RESET.requégst
primitive} The DLNE\shall collect the data on neighbour networks by requesting that the MAC sublayer
performs| an active’ scan. The DLNE issues the MLME-SCAN.request primitive with the ScanType
parametdr set\te’ACTIVE and the ScanChannels parameter set to the ScanChannels parameter of the
DLN-STA QT—ROUTER request pr1m1t1ve On recelpt of the results via MLME SCAN conflrm primitiye,
the DLNE he—PANDe prorkistp o-colle : e-neighbeur
IEEE 802. 15 4e 2012 PANS the PAN identifier, superframe spec1flcat10n DSME superframe spec1f1cat10n
channel hopping specification, time synchronization specification, and beacon bitmap. The information
on the neighbour router of which a PAN identifier is the PANId parameter of the DLN-START-ROUTER.
request primitive is captured in the dINeighborDeviceTable attribute of the DLIB. If no neighbour
router can be found, the DLNE shall terminate the procedure and notify the next higher layer of the
startup failure by issuing the DLN-START-ROUTER.confirm primitive with the Status parameter set to
STARTUP_FAILURE.

The DLNE shall search its neighbour device table for selecting a suitable primary inner router. The DLNE
selects a device that the depth to the gateway router from this device is the smallest among devices
which the link quality for frames received from this device are beyond an acceptable level.
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The DLNE shall associate the PAN through the primary inner router, as described in 6.2.

After completing the cluster connectivity matrix, the DLNE shall select the superframe duration to
transmit the beacon by superimposing all beacon bitmaps of the neighbour routers.

The DLNE shallbegin the router by issuingthe MLME-START.request primitive with the router parameter
set to the MAC sublayer. Upon receiving the MLME-START.confirm primitive, the DLNE shall notify the
next higher layer by issuing the DLN-START-ROUTER.confirm primitive with the Status parameter. The
MAC sublayer enters the operating mode to transmit its beacons and is ready to allow new devices to
join the LPWMN.

If ho superframe duration for the beacon can be chosen, the DLNE shall terminate the précgdure and
ndtify the next higher layer of the startup failure by issuing the DLN-START-ROUTER.confirm|primitive
with the Status parameter set to STARTUP_FAILURE.

Gateway router Gateway router Gateway router Router 1 Router 1 Router} Houter 1
DLNE DLCE MAC sublayer MAC sublayer DLCE DRNE Higher layer

DLN-START-ROUTER .request
MLME-RESET|request DLN-RESET

A
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Figure 6.1 — Sequence of the starting a router

6.3~ " Starting a device

When the next higher layer of the device issues the DLN-START-DEVICE.request primitive, the procedure
to join the LPWMN as a device is initiated. If the device is joined to a link network, the DLNE shall
terminate the procedure and notify the next higher layer of the illegal request by issuing the DLN-
START-DEVICE.confirm primitive with the Status parameter set to INVALID_REQUEST.

The DLNE shall reset the MAC sublayer by issuing the MLME-RESET.request primitive with the
SetDefaultPIB parameter set to TRUE and reset the DLN sublayer by issuing the DLN-RESET.request
primitive. The DLNE shall collect the data on neighbour networks by requesting that the MAC sublayer
performs an active scan. The DLNE issues the MLME-SCAN.request primitive with the ScanType
parameter set to ACTIVE and the ScanChannels parameter set to the ScanChannels parameter of the
DLN-START-DEVICE.request primitive. On receipt of the results via MLME-SCAN.confirm primitive,
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the DLNE shall review the PANDescriptorList parameter to collect the information on the neighbour
IEEE 802.15.4e-2012 PANSs.

The DLNE shall search its neighbour device table for a suitable inner router and select a device which the
depth to the gateway router from this device is the smallest.

The DLNE shall associate the PAN through the primary inner router, as described in 6.2.

After completing the cluster connectivity matrix, the DLNE shall notify the next higher layer by issuing
the DLN-START-DEVICE.confirm primitive with the Status parameter.

6.2 Joihing a link network

Forjoiningalinknetwork, a device associates with the PAN through the MAC layer association procedute,
requests p cluster formation, and establishes a shared link to the gateway router. The joinifig procedure
is specifi¢d on the view of a device and on the view of the inner router.

6.2.1 Device procedure

When the¢ device is designated as a root router of a cluster, the Allocaté _Address bit-field of the
CapabilityInformation parameter set to zero. The capability information shall be stored as the value|of
the diCappbilityInformation attribute of the DLIB.

The DLNE shall issue an MLME-ASSOCIATE.request primitive to theMAC sublayer. The CoordAddrMogde
is set to HORT_ADDRESS, CoordPANId is set to the value of dIPANId of the DLIB, and CoordAddresg is
set to thg address of the selected inner router. The bit-fields of-the CapabilityInformation paramefer
shall havg the values shown in Table 9.3. The Allocate Address bit-field of the Capabilitylnformatipn
parametqr is always set to one.

The MLM[E-ASSOCIATE.confirm primitive with a status‘value of SUCESS received shall contain a 16-pit
logical address unique to that network. The DLCE shall then update the value of diLinkNetworkAddrdss,
dIHoppingSequenceLength, dIHoppingSequence, diChannelOffset attributes of the DLIB with the parameter
ofthe MLME-ASSOCIATE.confirm primitive, andset the Device Type field of the corresponding neighbour
device table entry to indicate that the neighbour is its parent.

When thg device is designated as a roat router of a cluster, on receipt of the MLME-ASSOCIATE.confifm
primitive|with a status value of SUGCESS, the DLNE shall request a cluster allocation by transmitting the

link netwjork management command frame containing the cluster formation request command paylopd
by issuing the DLC-DATA-CLINKyrequest primitive, as shown in Figure 6.1.

Uponrecgiving the DLC-DATA-CLINK.confirm primitive, if the Length of Cluster Identifier Space field of the
cluster fofmation response command payload is not zero, the cluster identifier is successfully assigned.

After alldqcating the link network address of the device, the DLNE shall request to establish defaplt
shared lifk to thetinner router by issuing the DLC-LINK-SETUP.request primitive, as described in 6.5]1.

Upon rec¢iying the DLC-LINK-SETUP.confirm primitive, the DLNE shall request to get the cluster table|to
thegate 3 n_-n -: -:n,-: ALO Mahkagdement-command -e-con '--: herouteupddte
request command payload with the Route Update Request Type field set to full cluster connectivity
matrix (0x00) by issuing the DLC-DATA-SLINK.request primitive.

When the DLNE receives the link network management command frame containing the route update
response command payload by issuing the DLC-DATA-SLINK.indication primitive, the DLNE shall
complete the cluster table.

6.2.2 Router procedure

On receipt of the MLME-ASSOCIATE.indication primitive, the DLNE shall assign a link network address
as described in 6.4. The DLNE shall select the channel offset for the device requesting association. The
DLNE shall notify the results by issuing the MLME-ASSOCIATE.response primitive to the MAC sublayer.

12 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=2c163b238306e24e523ae317b9c7f610

ISO/IEC 17821:2015(E)

If no address or channel offset can be chosen, the DLNE shall notify the joining a link network failure by
issuing the MLME-ASSOCIATE.response primitive with the Status parameter set to OUT_OF_RESOURCE.

When the router receives the link network management command frame containing the cluster
formation request command payload by issuing the DLC-DATA-CLINK.indication primitive, the router
shall forward the link network management command to the gateway router through the DLC-DATA-
SLINK.request primitive by changing the destination address of the link network management command
to the link network address of the gateway router.

The gateway router ass1gns a cluster 1dent1f1er to the dev1ce and updates the cluster connect1v1ty matrix.
If e . apagement
regponse command with the Length of Cluster Ident1f1er Space f1eld of the cluster format1on response
command payload set to zero.

regponse command payload by issuing the DLC-DATA-SLINK.indication primitive; the DLNE shall update
the cluster table and forward the link network management command frame by, issuing the D|L.C-DATA-
CHINK.request primitive.

Upon receiving the link network management command frame containing the) cluster E)rmation

When the router receives the link network management command frame’containing the route update
refguest command payload by issuing the DLC-DATA-SLINK.indication primitive, the royter shall
forward the link network management command to the root router*of the cluster. Upon rec¢iving the
litk network management command frame containing the route tpdate response command ppyload by
isguing the DLC-DATA-SLINK.indication primitive, the DLNE¢hall update the cluster table andl forward
the link network management command frame by issuing the’'DLC-DATA-SLINK.request primf{tive.

6.3 Leaving a link network

When the DLN sublayer receives the DLN-MANAGEMENT.request primitive with the Type pardmeter set
to|LEAVE, the procedure to remove a device frem the link network is initiated.

When the device to be removed is an end.device of a cluster, the device shall request to renjove from
the link network by sending a link pétwork management command frame with the Link|Network
Management Command Type field setto LEAVE_REQ through the DLC-DATA-CLINK.request primitive to
the inner router. The inner router shall reply by sending the link network management commgnd frame
with the Link Network Management Command Type field set to LEAVE_RESP through the D[LC-DATA-
CIINK.request primitive to(the end device. The inner router shall release the dedicated links for the
enld device by deallocating the DSME-GTSs and updating link table, update the route table, and send the
litk network management command frame containing the route update request command ppyload by
isguing the DLC-DATA=SLINK.request primitive to the root router of the cluster to update the rdute table.

When the deviee'to be removed is a router of a cluster, the device shall send a link network mahagement
command frame with the Link Network Management Command Type field set to LEAVE_RE(Q through
the DLC-DATA-SLINK.request primitive to each end devices of the router. The router shall r¢lease the
shared Jinks and the dedicated links for end devices by deallocating the DSME-GTSs and updpting link
taple/After completing link release, the router shall send the link network management commdnd frame
withthe Link Network Management Command Type field set to LEAVE_REQ to the inner router)as shown
in Figure 6.2. The inner router shall send the link network management command frame containing the
route update request command payload by issuing the DLC-DATA-SLINK.request primitive to the root
router of the cluster. The inner router shall reply by sending link network management command frame
with the Link Network Management Command Type field set to LEAVE_RESP through the DLC-DATA-
CLINK.request primitive to the router. Upon receiving the link network management command frame
with the Link Network Management Command Type field set to LEAVE_RESP, the router shall request
to release the shared links and the dedicated links to the inner router as described in 6.5.2. If the inner
router will not receive the link release request command within dIMaxResponseTimeout, the inner router
shall release the shared links and the dedicated links for the router.

When the device to be removed is a root router of a cluster, the device shall send the link network
management command frame with the Link Network Management Command Type field set to LEAVE_
REQ through the DLC-DATA-SLINK.request primitive to each routers except the inner router. Upon
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receiving the link release request command, the neighbour router shall initiate the procedure to remove
the router from the link network. After completing the link release to the neighbour routers, the root
router shall send the link network management command frame with the Link Network Management
Command Type field set to LEAVE_REQ to the inner router. The inner router shall send the link network
management command frame containing the route update request command payload by issuing the
DLC-DATA-SLINK.request primitive to the gateway router. The inner router shall reply by sending link
network management command frame with the Link Network Management Command Type field set to
LEAVE_RESP through the DLC-DATA-CLINK.request primitive to the root router. Upon receiving the link
release response command, the root router shall start to release the shared link and the dedicated links
to the inner router.

Gateway rputer Gateway router Gateway router Router 1 Router 1 Router 1 Router T
DLNH DLCE MAC sublayer MAC sublayer DLCE DLNE Highenlayer
leave a
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Figure\6.2 — Sequence of the leaving a network at a router

6.4 Adfress assignment with an unbalanced cluster-tree structure

The link hetwerk address of a device in the LPWMN is assigned during the startup procedure. The
addressirjg.ofthe LPWMN has the unbalanced cluster-tree structure. The link network address consigts
of the clufster identifier and the device locator in a cluster. The 16-bit addressing space is divided idto
dIClusterAddrSpace bits and (16-dIClusterAddrSpace) bits. The root of the cluster assigns a device locator
by using the distributed address allocation scheme, as described in 5.4.3. The (16-dIClusterAddrSpace)
bits of link network address shall be assigned to end devices in a sequential manner.

In a LPWMN the link network address can show the cluster in which the device is resided and where
the device is located in the cluster. If the cluster is the root cluster, the cluster ID is set to 0. If the device
is the root router of a cluster, the device locator is set to 0. The gateway router is the root router of the
root cluster. Therefore, the link network address of the gateway router is 0x0000. If the length of cluster
identifier is 8-bit and a router 1 in the root cluster becomes the root router of the cluster 1, the router
has two link network addresses, the Router Address and Router Reflector Address of Table 9.6: the link
network address in the root cluster, 0x0001, and the link network address in the cluster 1, 0x0100.
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The gateway router shall maintain the cluster table and provide the information on the cluster. The
cluster identifier is assigned by the gateway router. A new cluster can be formed, when a router joins a
link network as a root of a cluster or when the address space is run out of. When receiving the DLN-START-
ROUTER.request primitive with the non-zero maxDepth parameter, the DLNE shall request the cluster
formation to the gateway router, after completing the MAC sublayer association procedure. The gateway
router shall reply a cluster formation response command payload with the Cluster Identifier field.

6.5 DSME MAC link and link-path

1
-patix

The LPWMN provides the capabilities to setup a link or link-path to the designated de¥ice. When the
ngxt higher layer of the DLC sublayer issues the DLC-LINK-SETUP.request primitive, the progedure to
establish a shared link or a dedicated link to the designated device is initiated, as shown in Figure 6.3.

When the next higher layer of the DLC sublayer issues the DLC-LINK-SETUP.request primitiv¢ with the
LinkType parameter set to IN-{SHARED/DEDICATED/PEER} or OUT-{SHARED,/DEDICATED/REER}, the
cedure to establish a directional link is initiated. The DLCE shall search'the neighbour devige table or
the route table for establishing a link or a link-path to the destined devigce. If a next hop to thqg destined
ice is found, the DLCE shall transmit the link setup request command to the next hop ljy issuing
MEPS-DATA.request primitive on a CAP link or a default shared link to allocate time slots o1 a link to
the next hop. If the DLCE fails to find a next hop to the destined device, the DLCE requests th¢ DLNE to
upjdate the link-path routing information. If no router can be found to the destined device, the JL.CE shall
terminate the procedure and notify the next higher layer‘ef the link setup failure by issuing the DLC-
LINK-SETUP.confirm primitive with the Status parameterset to NOT_REACHABLE.

Upon receiving the MCPS-DATA.indication primitivé’ at the router on the link-path to the| destined
ice, the DLCE shall check the availability of the DSME-GTSs for the directional link. If the DSME-
GTS is available, the DLCE shall allocate the BPSME-GTSs and request to transmit DSME-GT[S request
mand frame by issuing the MLME-DSME-GTS.request primitive with the PreferredSuperfrpmID and
PrleferredSlotID parameter. When the DLCE receives the MLME-DSME-GTS.confirm primitive,|the DLCE
1l update the link table and forward'the link setup request command to the next hop by issujng MCPS-
DATA.request primitive. If the DSME-GTS is not available or the MLME-DSME-GTS.confirm |primitive
is [not received, the DLCE shall diseard the link setup request command and transmit the link setup
refponse command with the Status field set to RESOURCE_FULL to the device requesting link| setup.

en the destined devicereceives the link setup request command, the DLCE shall allocate the DSME-
GTSs and request to tranismit DSME-GTS request command frame to the previous hop device. When the
DIL.CE receives the MEME-DSME-GTS.confirm primitive, the DLCE shall update the link table dnd notify
the reception of tlielink setup request by issuing the DLC-LINK-SETUP.indication primitive. When the
ngxt higher layer.of the DLC sublayer issues the DLC-LINK-SETUP.response primitive, the DIfCE of the
dgstined devige'shall transmit the link setup response command to the device requesting link setup by
isguing MCPS-DATA .request primitive on a CAP link or a default shared link.

If ho BSME-GTS is available or the MLME-DSME-GTS.confirm primitive is not received, the DI.CE at the
dgstined device shall discard the link setup request command and transmit the link setup|response
command with the Status field setto RESOURCE_FULLTo the device requesting [ink setup. Upon receiving
the link setup response command with the Status field set to RESOURCE_FULL at the router on the link-
path to the device requesting link setup, the DLCE shall deallocate DSME-GTSs, update the link table by
deleting the link, and forward the link setup response command to the device requesting link setup.

To establish a bi-directional dedicated link-path or a bi-directional shared link-path, the DLCE at the
destined device shall start to establish a link-path to the device requesting link setup by transmitting
the link setup request command, after completing the allocation of DSME-GTS on the link-path from the
device requesting link setup to the destined device. When the device requesting link setup receives the
MLME-DSME-GTS.confirm primitive, the DLCE shall transmit the link setup response command to the
destined device. The link setup response command shall be relayed and the DLCE at the destined device
shall notify the completion of bi-directional DSME-GTSs allocation by issuing the DLC-LINK-SETUP.
indication primitive. When the next higher layer of the DLC sublayer issues the DLC-LINK-SETUP.response
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primitive, the DLCE of the destined device shall transmit the link setup response command to the device
requesting link setup by issuing MCPS-DATA.request primitive on a CAP link or a default shared link.

MCPS-DATA request,,

data

MCPS-DATA confirm

(link setup request command) »
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LC-LINK-SETUP.rzqueg|
_ MCPS-DATA request (dedicated fink)
data B
| MCPS-DATA indication | (I setup request g | MCPSDATA confirm |
MLME-DSME-GTS.requegt
DSME-GTS request command
T MLME-DSME-GTS.indicatipn
ALME-DSME-GTS. responge
| DSME-GTS reply <
MLME-DSME-GTS.confirm|
< additional for bi-directional link 54 up

[LME-DSME-GTS.indicatioff
MLME-DSME-GTS.respon

DSME-GTS reply command

h 4

MLME-DSME-GTS con
MCPS-DATA request

data |
MCPS-DATA indication setup respon: ] MCPS-DATA confirm
DIC-LINK-SETUP.indicatipn
(dedicated link)
PLIC-LINK-SETUP.response
(dedicated fink) MCPS-DATA request R
data

MCPS-DATA confirm MCPS-DATA indicaiton

Jet -DATA, (link setup response command)

DLC-LINK-SETUP confirth
(dedicated link)

I N I I N
Figure 6.3 — Sequence ofthe establishing a link-path
6.5.2 Maintaining a link-path

The DLCH shall maintain the link stdtus by listening to the beacon frames from the neighbour route
and by collecting the frame counttransmitted on the links. The DLCE maintains the value of the Beac
Timestanpp parameter of the Neighbour Device Table and the value of the Frame Count parameter of t
Neighbour Link Table.

rs
bn
he

When th¢

diagnosis of-a,link is required, the DLCE shall issue the MLME-DSME-LINKSTATUSRRT.
imitive for ¢eHécting link status. When the diagnosis of a link-path is required, the DLCE sh

Al

command payload to the dev1ce requestlng the dlagn051s of the link-path.

If the DLCE determines to release the link or link-path, the DLCE shall transmit the link management
command containing the link release request command payload to the next hop device by issuing MCPS-
DATA.request primitive, as shown in Figure 6.2. When the DLCE of the end device of the link-path receives
the link release request command, the DLCE shall start to deallocate the DSME-GTSs on the link-path to
the device requesting link release by issuing the MLME-DSME-GTS.request primitive and transmit the
link release response command to the next hop on the link-path to the device requesting link release.
The deallocation of the DSME-GTSs on the link-path and relaying of the link release response command
are continued to the device requesting link release.
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6.5.3 Routing a link-path

The selection of a route relies on the cluster table maintained by the gateway router and the route table
maintained by the router.

The cluster table maintains the root router information of a cluster and the router information of an
inter-cluster mesh link, as described in Table 9.4. An inter-cluster mesh link is separated from the cluster
information by checking that at least one of the Router Address and Router Reflector has not the root
router address. The cluster connectivity matrix is consisted of the Router Address, Router Reflector
Address, and Child Cluster List. A cluster table entry is added when the gateway router receives the
cl i i frter-cluster
mesh link. A cluster table entry is deleted when the gateway router receives the route update
report leaving of a root router or the release of an inter-cluster mesh link. The gateway-route
thg full cluster table to the root router when joins a link network. The cluster table of,a‘certai
prpovided on request base. The gateway router provides the updated entries of the‘cluster co
matrix every dIRouteUpdatePeriod number of beacons.

equestto
provides
cluster is
nectivity

The route table maintains the reachable destinations through the current.éstablished links,
orle-hop CAP link or shared link to the neighbour device, multi-hop shared link-path, and fledicated
lifk-path that the router is the source, as described in Table 9.7. The (ink path cost is calculpted with
the number of hops to the destination, and link quality and frame€ount of the Table 9.6. The route
taple entry is added when the link is established or when the first.data forwarding to a destiination is
reuested. The route table entry is deleted when the link is released or when the data forwarding is
ndt active for dIRouteUpdatePeriod number of beacons. The folte table is updated periodicallly or upon
receiving the route update request from the root router.

THe route update is requested when a router searches'a route to transmit a data or to forwajrd a data,
as|shown in Figure 6.4. When the DLNE finds no route from the cluster connectivity matrix, the DLNE
shill send a link network management command frame containing the route update request fommand
pdyload of the Route Update Request Type field:set to updated cluster connectivity matrix. If the gateway
ter finds a route, the gateway router replies the route update response command payload with the
cliister connectivity matrix entry for the'route. If not, the gateway router requests to update the cluster
nectivity matrix to the root routers of the cluster and defers to reply to the root router requesting a
route until receiving link network management frames containing the route update response fommand
yload from the root routers of the'clusters.

When a device joins a link network or needs to update the entire routing table, the router shall request
the full cluster table to the)gateway router by sending the link network management comnjand with
the Route Update Request Type field of the route update request command payload set to [0x00 and
the Router Address-fi€ld set to 0x0000. When a router needs certain cluster information, the Router
Address field of the“route update request command payload is set to the specific root routef address.
The gateway router shall provide the cluster table entries by the link network management fommand
with the Routing Information Base field set to the cluster table entry. When the last entry of cluster table
is contained in the link network management command frame, the Route Update Response Type field of
the route:update response command payload is set to 0xfO0.

Whet a device needs to update the routing table partially, the router shall request the updated cluster
connectivity matrix to the gateway router by sending the link network management command with the
Route Update Request Type field of the route update request command payload set to 0x01 (updated
cluster connectivity matrix). The gateway router shall provide the selected cluster connectivity
matrix entries, which are changed after the last periodical route update. When the last entry of cluster
connectivity matrix is contained in the link network management command frame, the Route Update
Response Type field of the route update response command payload is set to 0xf1l. When the gateway
router sends periodical updated cluster connectivity matrix, the route update response command with
the updated cluster connectivity matrix type is used.

When a device needs to update the cluster connectivity matrix of the inner routers above a specified
device, the router shall request the updated cluster connectivity matrix to the gateway router by sending
the link network management command with the Route Update Request Type field of the route update
request command payload set to 0x02 and the link network address of the specified device.
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When a device needs to update the cluster connectivity matrix of the outer routers beyond a specified
device, the router shall request the updated cluster connectivity matrix to the gateway router by sending
the link network management command with the Route Update Request Type field of the route update
request command payload set to 0x03 and the link network address of the specified device.

When a device completes to establish or release a link and updates the routing table, the router shall
request the gateway router to update the cluster connectivity matrix to by sending the link network
management command with the Route Update Response Type field of the route update response
command payload set to 0x84 and the updated entry of the cluster connectivity matrix. When a root
router needs to check the cluster connectivity matrix of a specified router, the root router shall request

to report the cluster connectivity matrix to by sending the IInkK network management command w th
the Routq Update Request Type field of the route update request command payload set to 0x04 and-the
specified|router address.
Gateway rputer Gateway router Gateway router Router 1 Router 1 Router 1 Router 1
DLNH DLCE MAC sublayer MAC sublayer DLCE DLNE Higher layer
dm—b MCPS-DATA indication DIN-DATA request (no route]
DLC-DATA-CLINK iigfich (0 route)
_______ s \Jb_____sequence ofroutepdate
| find route {
! DLC-DATA-GEINR-réqust !
! MCPS-DATA request W !
i data |
i MCPS-DATA indicaiton Trouts update request MCPS DATA confinm E
! DLQ.IPATA-CLINK indication DLGDATACLINK confign |
rirsptmseo{ fe update request ¢ d) !
jforward D DATA CLINK reque; |
| (routq update response or requast MCPS-DATA request | 1
1 data (route update response commjand) !
i MCPS.DATA confirm flata (route update reqasst dMICPS-DATA Jﬂdﬂ—hoﬂ’ o E
| DLE-DATA-CLINK confirm¢ DLC-DATA-CLINK indicatipn !
S A I SN I N B (route update response) | updateroute '
DLC-DATA SLINK reque:
JOPSDATA equest o ) fequest
Sata OLN data) 44 1CPS-DATA confirm
LC-DATA-SLINK.confirm|
update roufe =
DLN-DATA confirm _
DIC.DATA SLINK reque >
e update reques| MCPS-DATA request
(route update request) request ) e R
(route update Yequest comman(} MCPS-DATA indicati
MCPS-DATA confi % e
bk D ATA ST INK confin contirm LC-DATA-SLINK indicatign
(route update request)
update route
DLC-DATA-SLINK request
< MCPS-DATA request (route update request)
P e MCPS-DATA confirm
s rpeaie e DLC-DATA SLINK confirth
L I I I
Figure 6.4 — Sequence of the route update and data forwarding
When ar¢uter néeds to search a mesh link from a specified router, the router shall request to find a mesh
link and to réport the updated cluster connectivity matrix by sending the link network managemgnt
request domimand with the Route Update Request Type field of the route update request commahd

payload set to 0x05 and the link network address of the specified router.

When a router or root router needs to gather route cost information within the cluster, the router or
root router shall request the specified router to report the route table by sending the link network
management command frame with the Route Update Request Type field of the route update request
command payload set to 0x06 and the link network address of the specified router.

18

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=2c163b238306e24e523ae317b9c7f610

ISO/IEC 17821:2015(E)

6.6 Data services

6.6.1 General
The LPWMN provides six types of the data communication between two end DLCEs.

— Type 1: The DLPDUs shall be exchanged during the contention access period, CAP link. The DLPDUs
shall not be acknowledged, and shall be transmitted without flow control and error recovery.

— Type 2 The DLPDUS shall be exchanged durlng the contentlon access perlod CAP link. The DLPDUs

—| Type 3: The DLPDUs shall be exchanged in the shared guaranteed time slots, shareddink, Which are
allocated for connecting two neighbour devices. The DLPDUs shall not be acknowledged,|and shall
be transmitted without flow control and error recovery.

— Type4: The DLPDUs shall be exchanged in the shared guaranteed time slots,/shared link. The DLPDUs
shall be acknowledged, but shall be transmitted without any flow controland error recoviery.

— Type 5: The DLPDUs shall be exchanged on the dedicated path whigch is established by fllocating
the dedicated guaranteed time slots on each hop link between twe-devices, dedicated link, prior to
exchange. The DLPDUs shall not be acknowledged, and shall be‘transmitted without flow control
and error recovery.

—| Type 6: The DLPDUs shall be exchanged on the dedicated'path. The DLPDUs shall be ackngwledged,
and shall be transmitted with flow control betweentwo end DLCEs.

The primitives of the data service are provided by the DLN sublayer or DLC sublayer. The n¢xt higher
layer of the DLC sublayer may select the data service by choosing the type of a link.

Far secured transmission of a data payload, a.higher next layer of the DLC sublayer or the DLN sublayer
inflicates by setting the SecurityEnable parameter of primitives for data service to TRUE. Th¢ MSDU is
pqssed to the MAC sublayer and encrypted with the cryptographic mechanism of IEEE 80215.4. The
establishment and maintenance of keys\are outside the scope of this standard.

6.6.2 DLN sublayer data seryvice

hen the DLN sublayer receives the DLN-DATA.request primitive, the procedure to send a dpta frame
is |initiated. If the DLN-sublayer receives a request to transmit a data frame before completing the
aspociation, it shall diseard the frame and notify the next higher layer of the error by issuing/the DLN-
DATA.confirm primitive with a status of INVALID_REQUEST.

the route
ify the next
I CHABLE.

with the

: : issue the
DLC- DATA CLINK request w1th the ACKEnable parameter setto TRUE If the TxMode parameter issetto
TYPE_3, the DLNE shall issue the DLC-DATA-SLINK.request with the ACKEnable parameter set to FALSE.
If the TxMode parameter is set to TYPE_4, the DLNE shall issue the DLC-DATA-SLINK.request with the
ACKEnable parameter set to TRUE. If the TxMode parameter is set to TYPE_5, the DLNE shall issue the
DLC-DATA-DLINK.request with the ACKEnable parameter set to FALSE and the Linkld parameter set
to a dedicated link selected from the route table. If the TxMode parameter is set to TYPE_6, the DLNE
shall issue the DLC-DATA-DLINK.request with the ACKEnable parameter set to TRUE and the LinkId
parameter set to a bi-directional dedicated link selected from the route table. The value supplied with
the DstAddr, DlsduLength, Dlsdu, DIsduHandle, and SecurityEnable parameter of the DLN-DATA.request
primitive is set to the value of the corresponding parameter of the DLC sublayer data request primitives.
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When the DLNE receives the DLC data confirm primitive from the DLC sublayer, the DLNE shall notify
the next higher layer of the result by issuing a DLN-DATA.confirm primitive with the value of the
DlsduHandle and Status parameter of the data confirm primitive from the DLC sublayer.

When the DLNE receives the DLC-DATA-CLINK.indication primitive, the DLC-DATA-SLINK.indication
primitive, or the DLC-DATA-DLINK.indication primitive from the DLC sublayer, the DLNE shall check the
type of the DLSDU. If it is the Data Payload, the DLNE shall notify the next higher layer of the reception
of data frame by issuing the DLN-DATA.indication primitive. The TxMode parameter is set to TYPE_1, if
receiving the DLC-DATA-CLINK.indication primitive with the ACKEnable parameter set to FALSE. The
TxMode parameter is set to TYPE_2, if receiving the DLC-DATA-CLINK.indication primitive with the
ACKEnabfe parameter set to ~The TXMode parameter 1s Set to S recelving the
SLINK.indlication primitive with the ACKEnable parameter set to FALSE. The TxMode parametemnis§et
to TYPE_#, if receiving the DLC-DATA-SLINK.indication primitive with the ACKEnable parameterset|to
TRUE. ThHe TxMode parameter is set to TYPE_5, if receiving the DLC-DATA-DLINK.indication pfimitive
with the ACKEnable parameter set to FALSE. The TxMode parameter is set to TYPE_6, if,receiving the
DLC-DATA-DLINK.indication primitive with the ACKEnable parameter set to TRUE.

6.6.3 LC sublayer data service

When thg DLC sublayer receives a data request primitive from the next higher'layer, the procedure|of
constructing the DLPDU and passing a frame to the MAC data service is initiated.

When thg DLCE receives a DLC-DATA-CLINK.request primitive or a DE€-DATA-SLINK.request primitiye,
the DLCE|shall determine the transmission direction of the data frame by looking up the route table| If
the DLCE/fails to find a next hop for sending a data frame to the destination, it shall notify the next highler
layer of the error by issuing a data confirm primitive with a status of NOT_REACHABLE.

When th¢ DLCE receives a DLC-DATA-DLINK.request pritnitive, the DLCE shall search an established
link to tHe destination. If the DLCE fails to find an established link to the destination, it shall notlfy

the next higher layer of the error by issuing the DLG<DATA-DLINK.confirm primitive with a status|of
NOT_REACHABLE.

The Franje Operation Type subfield of the Frame Control field is determined by the type of received
data request primitive and the ACKEnable.parameter: DLC-DATA-CLINK.request primitive with the
ACKEnable parameter set to FALSE (0b000), DLC-DATA-CLINK.request primitive with the ACKEnalple
parametdr set to TRUE (0b001), DLC:DATA-SLINK.request primitive with the ACKEnable parameter
set to FALSE (0b010), DLC-DATA-SLINK.request primitive with the ACKEnable parameter set to TRUE
(0b011), PLC-DATA-DLINK.request’primitive with the ACKEnable parameter set to FALSE (0b100), ahd
DLC-DATA-DLINK.request primitive with the ACKEnable parameter set to TRUE (0b101).

If the address of the nexthop is same as the DstAddr parameter, the Destination Address Flag subfigld
and the Spurce AddressFlag subfield of the Frame Control field are set to zero. Otherwise, the Destinatipn
Address Klag subfieldrand the Source Address Flag subfield are set to one.

The SrcAfdr paFameter shall be set to the value of macShortAddress from the MAC PIB of the routgr,
and the PstAddr parameter shall be the value provided by the next-hop address field of the routihg
table entgy-Corresponding to the routing destination. The GTSTX parameter is set to zero, if the Frape
Operation Type subfield of a frame is TYPE_1 or TYPE_2. Otherwise, the GTSTX parameter is set to one.
The AckTx parameter is set to zero, if the Frame Operation Type subfield of a frame is TYPE_1, TYPE_3,
or TYPE_5. Otherwise, the AckTx parameter is set to one. When the data frame is constructed, the DLCE
shall pass the frame by issuing the MCPS-DATA.request primitive.

When the DLCE receives the MCPS-DATA.confirm primitive from the MAC sublayer, the DLCE shall
notify the next higher layer of the result by issuing a DLC data confirm primitive with the value of the
DlsduHandle and Status parameter of the MCPS-DATA.confirm primitive.

6.6.4 Datareception

The DLCE is notified the reception of a frame by receiving the MCPS-DATA.indication primitive. The
frame is passed to the next higher layer or forwarded to the next hop, or broadcast onward.
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The frame for which the destinationaddress matchesthe device’saddress, the Link Managementsubframe
shall be processed by the DLCE, and the Link Network Management subframe may be processed at the

DLC sublayer or the DLN sublayer.

— Data frame shall be passed to the next higher layer. The primitive to notify the reception of a data
frame is selected by the Frame Operation Type subfield of the Frame Control field. If the Frame
Operation Type subfield is TYPE_1 operation or TYPE_2 operation, the DLC-DATA-CLINK.indication
primitive is issued. If the Frame Operation Type subfield is TYPE_3 operation or TYPE_4 operation,
the DLC-DATA-SLINK.indication primitive is issued. If the Frame Operation Type subfield is TYPE_5
operation or TYPE_6 operation, the DLC-DATA-DLINK.indication primitive is issued. The ACKEnable

operation, or TYPE_6 operation.

— If the Frame Operation Type subfield is TYPE_6 operation, the sender and receiver DL(
perform the flow control on the dedicated link. Congestion on the dedicated linik is de
receiving a flow control request command or flow control response cominiand with t
Control Command Type field set to receive not ready or when the value of Sender Receive
Number is not equal to the value of the Sender Send Sequence Number. When congestion is
the transmission window control is invoked.

The frame for which the destination address does not matchrthe device’s address shall be fd
The direction of forwarding is informed by the destination address and the link receiving a
the Frame Operation Type subfield of a frame is TYPE_1or TYPE_2, the DLCE shall select the
by searching the route table. If the route to the destination device is not found in the route t

parameter 1S set to one, only 1T the Frame Uperation lype subftield 1s TYFPE_Z operation d

r TYPE_4

sublayer
tected by
he Frame
Sequence
ndicated,

—{ If the receiver DLC subayer is not ready to receive the data franie;)the DLCE may transmit the flow

control response command with the Frame Control CommandType field set to receive nof ready.

rwarded.
frame. If
next hop
le or the

clyister connectivity matrix, the DLCE shall initiate-the route discovery procedure. If the DLNE fails to
difcover a route, it shall discard the frame and notify the next higher layer of the error by issuipg a DLN-
DATA.confirm primitive with a status of NOT_REACHABLE.

If the Frame Operation Type subfield of a.ftame is TYPE_3, TYPE_4, TYPE_5, or TYPE_6, the difection of
the GTS receiving a frame shows whether the frame is forwarded inward or outward. The GT{ assigned

is hot found in the Route table, the'DLCE shall discard the frame.

for the established link onward is listed in the link table. If the established link to the destination device

The frame with the broadcastaddress shall be processed at the DLC sublayer and be forwardegl onward.
7| LPWMN services
7.1 LPWMN-management services
The DLN-SABallows the transport of management commands between the next higher layer and the DLN
suplayer=Table 7.1 lists the primitives supported by the DLN sublayer through the DLN-SAP|interface
arld the'Sub-clauses containing details on each of these primitives.
Table 7.1 — Summary of the primitives accessed the DLN-SAP
Sub-Clause Number in This Specification
Name
Request Indication Response Confirm
DLN-START-NETWORK 71.1.1 71.1.2
DLN-START-ROUTER 71.2.1 71.2.2
DLN-START-DEVICE 71.3.1 71.3.2
DLN-RESET 71.4.1 71.4.2
DLN-GET 71.4.3 71.4.4
DLN-SET 7.1.4.5 71.4.6
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Table 7.1 (continued)

Sub-Clause Number in This Specification

Name

Request Indication

Response Confirm

DLN-MANAGEMENT 71.5.1

71.5.2

7.1.1 Primitives for link network formation

These primitives are used by a gateway router to initiate a LPWMN.

7.1.1.1 |DLN-START-NETWORK.request

This pri
router and establishes a LPWMN.

The semdntics of this primitive are:

DLN-STAR[-NETWORK.request {

PANId,

ScanChannels,
ScanDuration,
HoppingSequencelength,
BeaconOrder,
SuperframeOrder,
Multi-superframeOrder,
ChannelDiversityMode,
CAPEnable,

GACKEnable,
DeferredBeaconEnables
maxDepth,

maxRouters,
maxChildren,
PowerSourceEnable,
SecurityCapakidityEnable,
ReceiverOnknable

}

The primjtive parameters are defined in Table 7.2.

Table 7.2 — DLN-START-NETWORK.request parameters

itive allows the next higher layer to request that the device starts to perform as. a gatewly

Name Valid range

Type

Description

PANId Integer 0x0000 - Oxffff

The PAN identifier to be used by the
device.

ScanChanjnels Bitmap 32-bit field

The five most significant bits (b27{..,
b31) are reserved.

The 27 least significant bits (b0, b1j...
b26) indicate which channels are to pe
scanned in preparation for starting a

METWOrK [ I=scan, U=do notscanj for
each of the 27 valid channels.

ScanDuration Integer 0x00 - 0x0e

A value used to calculate the length
of time to spend scanning each chan-
nel for ED, active, and passive scans.
This parameter is ignored for orphan
scans. The time spent scanning each
channel is [aBaseSuperframeDuration
x (2n +1)], where n is the value of the
ScanDuration parameter.

HoppingSequenceLength Integer 0x0000 - Oxffff

The number of channels in the Hop-
ping Sequence.
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Name

Type

Valid range

Description

BeaconOrder

Integer

0-15

Indicates the frequency with which

the beacon is transmitted.

SuperframeOrder

Integer

0-BeaconOrder or 15

The length of the active portion of
the superframe, including the bea-

con frame.

Multi-superframeOrder

Integer

0-(BeaconOrder-Super-

fraraaNeda)

The length of during which a group
folinn r‘:vnrr\nn l-hnl- in Cn)idered as

T oTatTy

OrSaptrramcstatco T

one multi-superframe.

ChannelDiversityMode

Boolean

TRUE or FALSE

The type of channel\diver$ity. If this
value is zero, operdtes oph channel
adaptation méde. If this vglue is one,
operates on ¢hannel hopging mode.

CAPEnable

Boolean

TRUE or FALSE

Indicates whether the CAPjreduction
is enabled. If set to TRUE, itis enabled.

GACKEnable

Boolean

TRUE or FALSE

Indicates whether the grqup ACK is
enabled. If set to TRUE, it is enabled.

De¢ferredBeaconEnable

Boolean

TRUE or FALSE

Indicates whether the devide uses CCA
before transmitting beacojn frame. If

set to TRUE, it is enabled.

mpxDepth

Integer

0x00 - 0xff

The depth a device canfhave in a

cluster.

mpaxRouters

Integer

0x00 - Oxff

The number of routers any pne device

is allowed to have as children.

mpxChildren

Integer

0x00 - Oxff

The number of device allpwed con-
necting to a router of thefcluster as

a child.

PowerSourceEnable

Boolean

TRUE or FALSE

Indicates whether the devide is receiv-
ing power from the maing. If set to

TRUE, it is enabled.

SqcurityCapabilityEnable

Boelean

TRUE or FALSE

Indicates whether the device is capa-
ble of sending and receiying cryp-
tographically protected MAC frames.

If set to TRUE, it is enabled.

Re¢ceiverOnEnable

Boolean

TRUE or FALSE

Indicates whether the dgvice disa-
bles its receiver to consefve power
during idle periods. If sef to TRUE,

itis enabled.

7.1.1,2 \"DLN-START-NETWORK.confirm

T} 3 3 143 1] £l £ laol 1 ol gafiod o Cal 1 o€l 4 £ 4 4 4 LPWMN
TSPTTIIITCIV C Ao v S tIIC HCATTIITESIICT Ta y T CO- O T TIOTTIC U UT e T S UTC OT e~ attCTirpto—star o a .

The semantics of this primitive are:

DLN-START-NETWORK. confirm {

Status

}

The primitive parameters are defined in Table 7.3.
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Table 7.3 — DLN-START-NETWORK.confirm parameters

Name

Type

Valid range Description

Status

Status

INVALID_REQUEST, The result of the attempt to initialize a
STARTUP FAILURE LPWMN gateway router.

or any status value returned
from the MLME-START.con-
firm primitive

7.1.2 El‘Emitives for link network joining as a router

These pri

7.1.2.1 |DLN-START-ROUTER.request

This prir]itive allows the next higher layer to request that the device starts to performras a LPWMN routgr.

The sem

itives are used by a router to join a LPWMN.

ntics of this primitive are:

DLN-STAR[-ROUTER.request {

The primjtive parameters are defined in Table 7.4.

PANId,

ScanChannels,
ScanDuration,

maxDepth,

maxRouters,

maxChildren,
PowerSourceEknable,
SecurityCapabilityEnapkXe,
ReceiverOnEnable

}

Table 7.4 — DLN-START-ROUTER.request parameters

Name

Type

Valid range Description

PANId

Integer

0x0000 - Oxffff The PAN identifier to be used by the
device.

ScanChanjnels

Bitmap

32-bit field The five most significant bits (b27)]..,
b31) are reserved.

The 27 least significant bits (b0, b1j...
b26) indicate which channels are to pe
scanned in preparation for starting a
network (1=scan, 0=do not scan) fpr
each of the 27 valid channels.

ScanDurafion

Integer

0x00 - 0x0e Avalue used to calculate the length|of
time to spend scanning each channgl.

The time spent scanning each channel
is (aBaseSuperframeDuration * (2n +
1)) symbols, where n is the value of
the ScanDuration parameter.

maxDepth

Integer

0x00 - 0xff The depth a device can have in a
cluster.

maxRouters

Integer

0x00 - Oxff The number of routers any one device
is allowed to have as children.

maxChildren

Integer

0x00 - Oxff The number of device allowed con-
necting to a router of the cluster as
a child.

24

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=2c163b238306e24e523ae317b9c7f610

ISO/IEC 17821:2015(E)

Table 7.4 (continued)
Name Type Valid range Description

PowerSourceEnable Boolean TRUE or FALSE Indicates whether the device is receiv-
ing power from the mains. If set to
TRUE, it is enabled.

SecurityCapabilityEnable |Boolean TRUE or FALSE Indicates whether the device is capable
of sending and receiving cryptograph-
ically protected MAC frames. If set to
TRUE, it is enabled.

R¢ceiverOnEnable Boolean TRUE or FALSE Indicates whether the‘device disa-
bles its receiver to censefve power
during idle periods.If sef to TRUE,
itis enabled.

7.1.2.2 DLN-START-ROUTER.confirm

T}
TH

DIN-START-ROUTER. confirm {

T}

e semantics of this primitive are:

Status
}
e primitive parameters are defined in Table 7.5.

Table 7.5 — DLN-START-ROUTER.confirm parameters

is primitive allows the next higher layer to be notified of the result of th€ attempt to join a LPWMN.

Name Type Valid range Description
Stlatus Status INVALID_REQUEST, The result of the attempt to ipitialize a
LPWMN router.

STARTUP_FAILURE

or any status value returned
from the MLME-START.con-
firm primitive

T}

7.

T}
es

T}

.1.3 Primitives for link network joining as a device

ese primitives areused by a device to join a LPWMN.

1.3.1 DLN-START-DEVICE.request

is primitive allows the next higher layer to request that the device starts to perform as a d
tablishes.d link to a LPWMN.

e-semantics of this primitive are:

evice and

DL

N-START-DEVICE.request {
PANId,
ScanChannels,
ScanDuration,
PowerSourceEknable,
SecurityCapabilityEnable,
ReceiverOnEnable

}

The primitive parameters are defined in Table 7.6.

©
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Table 7.6 — DLN-START-DEVICE.request parameters

Name Type Valid range Description
PANId Integer 0x0000 - Oxffff The PAN identifier to be used by the
device.
ScanChannels Bitmap 32-bit field The five most significant bits (b27,...,

b31) are reserved.

The 27 least significant bits (b0, b1,...
b26) indicate which channels are to be
SCamTetH T prepart atomrforstar tiuz a
network (1=scan, 0=do not scan] fpr
each of the 27 valid channels:

on Integer 0x00 - 0x0e Avalue used to calculate the fength|of
time to spend scanning éach channgl.

—n

ScanDuraft

The time spent scanning each chanrjel
is (aBaseSuperframeDuration * (21] +
1)) symbols¢where n is the value |of
the ScanDuration parameter.

PowerSoyrceEnable Boolean TRUE or FALSE Indicateswhether the device is recefv-
ingpower from the mains. If set [to
TRUE, it is enabled.

Security(apabilityEnable |Boolean TRUE or FALSE Indicates whether the device is capaljle
of sending and receiving cryptograph-
ically protected MAC frames. If setfto
TRUE, it is enabled.

Receiver(nEnable Boolean TRUE or FALSE Indicates whether the device dida-
bles its receiver to conserve powger
during idle periods. If set to TRUE,
itis enabled.

7.1.3.2 [DLN-START- DEVICE.confirm
This prinjitive allows the next higher layer+to be notified of the result of the attempt to join a LPWMN.

The semdntics of this primitive aref

DLN-STAR[-DEVICE.confirm {

Status

}

The primjtive parameters,are defined in Table 7.7.

Table 7.7 — DLN-START-DEVICE.confirm parameters

Name Type Valid range Description
Status Status INVALID_REQUEST, The result of the attempt to initializd a
STARTUP FAILURE | -F WM device.

or any status value
returned from the MLME-
START.confirm

primitive

7.1.4 Primitives for the DLIB management

These primitives are used to manage the DLIB.
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7.1.4.1 DLN-RESET.request
This primitive allows the next higher layer to request that the DLNE performs a reset operation.

The semantics of this primitive are:

DLN-RESET.request {
SetDefaultDLIB

}
The primitive parameters are defined in Table 7.8.

Table 7.8 — DLN-RESET.request parameters

Name Type Valid range Description

SdtDefaultDLIB Boolean TRUE, FALSE If TRUE, the DLN sublayer, and all DLIB
attributes are settotheir defaplt values.
If FALSE, the DLN sublayer is|reset, but
all DLIB attributes retain their values
prior to the generation of the DLN-RESET.
request primitive.

7.1.4.2 DLN-RESET.confirm

This primitive allows the next higher layer to be notified of theresult of the reset operation.
The semantics of this primitive are:

DIN-RESET. confirm {

Status

}
THe primitive parameters are defined in Table-7Z.9.

Table 7.9 — DLN-RESET.confirm parameters

Name Type Valid range Description

Stlatus Enumeration SUCCESS The result of the reset operatipn.

7.1.4.3 DLN-GET.request
This primitive allowsthe next higher layer to read the value of an attribute from the DLIB.

The semantics ofthis primitive are:

DIN-GET.regfiest {
DLIBAttribute

}
The primitive parameters are defined in Table 7.10.

Table 7.10 — DLN-GET.request parameters

Name Type Valid range Description

DLIBAttribute Integer As defined in Table 9.2 |The name of the DLIB attribute to read.

7.1.4.4 DLN-GET.confirm
This primitive reports the results of an attempt to read the value of an attribute from the DLIB.

The semantics of this primitive are:

DLN-GET.confirm {
Status,
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DLIBAttribute,
DLIBAttributeLength,
DLIBAttributeValue

}

The primitive parameters are defined in Table 7.11.

Table 7.11 — DLN-GET.confirm parameters

Name Type Valid range Description

Status Enumeration i,l%%CESS' UNSUPPORTED_ATTRIB- The result of the reset operatioln.

DLIBAttribute Integer As defined in Table 9.2 The name of the DLIB attrlbulte
that was read.

DLIBAttributeLength |Integer 0x0000 - Oxffff The length, In octety, Ofthe attrip-
ute value being refurned.

) . Attribute specific; as defined in|The value of the indicated DL|B
DLIBAttrbuteValue Various Table 9.2 attribute thatwas read.
7.1.4.5 |DLN-SET.request

This prinjitive allows the next higher layer to write the value of an attribute in the DLIB.

The semdntics of this primitive are:

DLN-SET. fequest

{

DLIBAttribute,
DLIBAttributelength,
DLIBAttributeValue

}

The primjtive parameters are defined in Table 7.12.

Table 7.12 — DLN-SET.request parameters

Name Type Valid range Description

DLIBAttribute Integer As defined in Table 9.2 The name of the DLIB attribujte
to write.

DLIBAttripbuteLength |Integer 0x0000 - Oxffff The length, in octets, of the attrip-
ute value being set.

DLIBAttributeValue Variels Attribute specific; as defined in|The value of the indicated DL|B

Table 9.2 attribute to write.
7.1.4.6 (DLN-SET.confirm

This prinjitiveweports the results of an attempt to write the value of an attribute from the DLIB.

The semantiés of this primitive are:

DLN-SET.confirm

{

Status,

DLIBAttribute

}

The primitive parameters are defined in Table 7.13.

Table 7.13 — DLN-SET.confirm parameters

Name

Type

Valid range

Description

Status

Enumeration

SUCCESS, INVALID_PARAMETER,
UNSUPPORTED_ATTRIBUTE

The result of the reset operation.
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Table 7.13 (continued)

Name Type Valid range Description

DLIBAttribute Integer As defined in Table 9.2 The name of the DLIB attribute
that was written.

7.1.5 Primitives for link network resources management

These primitives are used by a gateway router or router to manage the link network resources.

7.1.5.1 DLN-MANAGEMENT.request

THis primitive allows the nexthigher layer to request that the DLNE performs a managemejit of 4§ LPWMN.

The semantics of this primitive are:

DIIN-MANAGEMENT . request {
ManagementType,
PANId,
DeviceAddress,
RemoveChildren

}
The primitive parameters are defined in Table 7.14.

Table 7.14 — DLN-MANAGEMENT{equest parameters

Name Type Valid range Description

MpnagementType Enumeration REJOIN, LEAVE, UPDATE | The type of LPWMN managerhent to be
performed.

PANId Integer 0x0000 - Oxffff The PAN identifier to be used by the device.

De¢viceAddress Integer 0x0000 - Oxfffd The 16-bitaddress of the managed device.

R¢moveChildren Boolean TRUE or FALSE This parameter has a value of TTRUE if the
device being asked to leave thg network
is also being asked to removg its child
devices, if any. Otherwise, it hias a value
of FALSE.

When the ManagementType parameter is set to REJOIN, all parameters except PANId shall b ignored
arld the DLNE shall attempt to join a LPWMN.

When the ManagementType parameter is set to LEAVE, all parameters except DeviceAddress and
RgmoveChildrén-shall be ignored and the DLNE shall attempt to leave a LPWMN.

When the'ManagementType parameter is set to UPDATE, all parameters except DeviceAddregs shall be
ighored-and the DLNE shall attempt to update a route table.

7 | s ] DIANMANACERMERNT oo £
[P w1y - DLV IVITYXINI SO LIV IY LCUTITIT IIT

This primitive allows the next higher layer to be notified of the result of the management operation.

The semantics of this primitive are:

DLN- MANAGEMENT.confirm {
ManagementType,
Status
}

The primitive parameters are defined in Table 7.15.
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Table 7.15 — DLN-MANAGEMENT.confirm parameters

Name Type Valid range Description
ManagementType |Enumeration REJOIN, LEAVE, UPDATE The type of LPWMN man-
agement to be performed.

Status

Enumeration SUCCESS, INVALID_REQUEST,UNKNOWN_DEVICE | The result of the manage-
or any status returned by the MCPS-DATA.con- | ment of a LPWMN.
firm primitive

7.2 LPWMNtimknramagemrentservices

The DLC-SAP allows the transport of management commands between the next higher layers@nd the
DLC sublayer. Table 7.16 summarizes the primitives supported by the DLC sublayer through the DIC-
SAP interfface and the sub-clauses containing details on each of these primitives.

Table 7.16 — Summary of the primitives accessed the DLC-SAP

Name Sub-Clause Number in This Specification
Request Indication Response Confirm
DLC-LINK-SETUP 7211 7.21.2 7.21.3 7214
DLC-LINK-RELEASE 7.2.2.1 7.2.2.2 7.2.2.3 7.2.2.4
DLC-MANAGEMENT 7.2.3.1 7.2.3.2

7.2.1 Primitives for link establishment

These prjmitives are used by the next higher layer to establish a shared link between the device
requestirlg this primitive and neighbour inner router, or to establish a dedicated link-path from the
device refluesting this primitive to the designated device.

7.2.1.1 |DLC-LINK-SETUP.request

This prinjitive allows the next higher layer'to request that the device starts to establish a shared lipk
to the gateway router or a router, or.te establish a dedicated link-path from the source device to the

destinatijn device.

The sem

DLC-LINK{SETUP.request {

The primjtive parameters are defined in Table 7.17.

ntics of this primitive are:

LinkType,
DstAddress,
NumberSlot
}
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Table 7.17 — DLC-LINK-SETUP.request parameters

Name Type Valid range Description
LinkType Enumeration IN-SHARED, The type of link.
OUT-SHARED,
BI-SHARED,
IN-DEDICATED,
OUT-DEDICATED,
BI-DEDICATED,
IN-PEER,
OUT-PEER,
BI-PEER
DstAddress Integer 0x0000 - Oxfffd The 16-bitaddress of the destihed device.
NpimberSlot Integer 0x00 - Oxff The number of slots allocatdd sequen-
tially'\te this link.

7.2.1.2 DLC-LINK-SETUP.indication

This primitive allows the next higher layer to be notified thereception of a link setup request

The semantics of this primitive are:

DIC-LINK-SETUP.indication {
LinkType,
SrcAddress,
LinkId,
NumberS1¢€

}

The primitive parameters are defined in Table 7.18.

Table 7.18—= DLC-LINK-SETUP.indication parameters

Name Type Valid range Description
LinkType Enhumeration IN-SHARED, The type of link.
OUT-SHARED,
BI-SHARED,
IN-DEDICATED,
OUT-DEDICATED,
BI-DEDICATED,
IN-PEER,
UOUT-PEEK,
BI-PEER
SrcAddress Integer 0x0000 - 0xfffd The 16-bitaddress of the device request-
ing link setup.
LinkId Integer 0x00 - 0xff The link identifier.
NumberSlot Integer 0x00 - Oxff The number of slots allocated sequen-
tially to this link.

7.2.1.3 DLC-LINK-SETUP.response

This primitive allows the next higher layer to initiate a response to a link setup request.

© ISO/IEC 2015 - All rights reserved
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The semantics of this primitive are:

DLC-LINK-SETUP.response {
Status,
SrcAddress,
LinkId
}

The primitive parameters are defined in Table 7.19.

Table 7.19 — DLC-LINK-SETUP. response parameters

Name Type Valid range Description
Status Status INVALID_REQUEST, The result of the attempt to setup alink.
OUT_OF_RESOURCE,

or any status value returned
from the status value
returned from the MLME-
DSME-GTS.confirm

primitive
SrcAddress Integer 0x0000 - 0xfffd The 16-Bit address of the devife
requesting link setup.
LinkId Integer 0x00 - Oxff The link identifier.

7.2.1.4 |DLC-LINK-SETUP.confirm
This prinjitive allows the next higher layer to be notified of.thie result of the attempt to setup a link.

The semdntics of this primitive are:

DLC-LINK}{SETUP. confirm {
Status,
LinkId

}
The primjtive parameters are defined in Table 7.20.

Table 7.20=~DLC-LINK-SETUP.confirm parameters

Name Type Valid range Description
Status Status INVALID_REQUEST, The result of the attempt to setup alink.
OUT_OF_RESOURCE,

or any status value returned
from the status value
returned from the MLME-
DSME-GTS.confirm

primitive

LinkId Integer 0x00 - Oxff The link identifier.

7.2.2 Primitives for link release

These primitives are used by the next higher layer to release a dedicated link connection.

7.2.2.1 DLC-LINK-RELEASE.request

This primitive allows the next higher layer to request that the device attempts to release a dedicated link.

The semantics of this primitive are:
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Table 7.21 — DLC-LINK-RELEASE.request parameters

Name Type Valid range Description
Stededress hrteger B0000—0xtHe Thet6-bitaddressefthedewige request-
ing link release.
D$tAddress Integer 0x0000 - Oxfffd The 16-bit address ofthe opposite end
device of the link to'bereleaked.
LinkId Integer 0x00 - 0xff The link identifier:

7.2.2.2 DLC-LINK-RELEASE.indication

This primitive allows the next higher layer to be notified the receptionof\a link release reques

ThHe semantics of this primitive are:

DIJC-LINK- RELEASE.indication {
SrcAddress,

DstAddress,
LinkId

}

THe primitive parameters are defined in Table 7.22,

Table 7.22 — DLC-LINK-RELEASE.indication parameters

o

Name Type Valid range Description
StcAddress Integer 0x0000 - Oxfffd The 16-bitaddress of the devige request-
ing link release.
D$tAddress Integer 0x0000 - Oxfffd The 16-bit address of the opposite end
device of the link to be releaged.
LinkId Integer 0x00 - Oxff The link identifier.

7.2.2.3 DLC-LINK-RELEASE.response

The semantics of this primitive are:

DIC-LINK-RELEASE.response

{

Status,
SrcAddress,

This primitive allows the next higher layer to initiate a response to a link release request.

DstAddress,
LinkId

}

The primitive parameters are defined in Table 7.23.
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Table 7.23 — DLC-LINK-RELEASE.response parameters

Name Type Valid range Description
Status Status INVALID_REQUEST, The result of the attempt to release alink.
or any status value returned
from the MLME-DSME-GTS.
confirm
primitive
SrcAddress Integer 0x0000 - oxfffd The 16-bitaddress of the device request-
ing link release.
DstAddrefs Integer 0x0000 - Oxfffd The 16-bit address of the oppasite end
device of the link to be released.
LinkId Integer 0x00 - 0xff The link identifier.

7.2.2.4 |DLC-LINK-RELEASE.confirm
This prinjitive allows the next higher layer to be notified of the result of the link\release request.

The semdntics of this primitive are:

DLC-LINKf RELEASE.confirm {
Status,
DstAddress,
LinkId

}

The primjtive parameters are defined in Table 7.24.

Table 7.24 — DLC-LINK-RELEASE.confirm parameters

Name Type Validrange Description
Status Status INVALID_REQUEST, The result of the attempt to release a linfk.

or any status value returned from
the MLME-DSME-GTS.confirm

primitive
DstAddreps Integer 0x0000 - Oxfffd The 16-bit address of the opposite end
device of the link to be released.
LinkId Integer. 0x00 - Oxff The link identifier.

7.2.3 Primitives forlink management

These primitives'aré used by the next higher layer to manage a link or a link-path.

7.2.3.1 |DEC-MANAGEMENT.request

This primitive allows the next higher layer to request that the DLCE performs a management of a link.

The semantics of this primitive are:

DLC-MANAGEMENT.request {
ManagementType,
LinkId
}

The primitive parameters are defined in Table 7.25.
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Table 7.25 — DLC-LINK-MANAGEMENT.request parameters

Name Type Valid range Description
ManagementType Enumeration HELLO, RESET The type of link management to be per-
formed.
LinkId Integer 0x00 - Oxff The link identifier.

7.2.3.2 DLC-MANAGEMENT.confirm

This prinmtive aHowsthemrext }11511c1 la_ycl tobenotiffedoftheresuttof-the nranagententoperation.
The semantics of this primitive are:

DIJC-MANAGEMENT . confirm {
ManagementType,
LinkId,

Status

}

The primitive parameters are defined in Table 7.26.

Table 7.26 — DLC-MANAGEMENT.confirmparameters

Name Type Valid range Description
MpnagementType |Enumeration HELLO, RESET The type oflink mgnagement
to be performed,
LinkId Integer 0x00 - Oxff The link identifigr.
Stlatus Enumeration SUCCESS, FAIL, INVALID_REQUEST,UNKNOWN_| The result of the[link man-

DEVICE or any status returned by the MCPS-|agement.
DATA.confirm primitive

7.8 LPWMN data services

The LPWMN provides four data transport modes. Table 7.27 summarizes the primitives supported by
the DLC sublayer and DLN sublayer;and the sub-clauses containing details on each of these prfimitives.

Table-7.27 — Summary of the primitives for data services

Name Sub-Clause Number in This Specification
Request Indication Response Confjrm
DLC-DATA-CLINK 7311 7.31.2 73.1.3
DLC-DATA-SEINK 7.3.2.1 7.3.2.2 7.3.2.3
DLC-DATA-DLINK 7.3.3.1 7.3.3.2 7.3.3.3 7.3.8.4
DLN-DATA 7.3.4.1 7.3.4.2 7.3.4.3

7.3.1 Primitives for data service on a CAP link

These primitives are used by the next higher layer for sending a data frame during a contention access period.

7.3.1.1 DLC-DATA-CLINK.request

This primitive allows the next higher layer to request that the device attempts to transmit a data frame
on a CAP link.

The semantics of this primitive are:

DLC- DATA-CLINK.request {
DstAddr,
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Dlsdulength,
Dlsdu,
DlsduHandle,
SecurityEnable,
ACKEnable

}

The primitive parameters are defined in Table 7.28.

Table 7.28 — DLC-DATA-CLINK.request parameters

Name Type Valid range Description
DstAddr Integer 0x0000 - Oxffff The 16-bit address of the device to
which the DLSDU is sent.
DlsduLength Integer aMaxMACPayloadSize - The number of octets comprising the
cdIMinHeaderOverhead DLSDU to be transferred.
Dlsdu Set of Octets The set of octets coniprising the
DLSDU to be tragsferred.
DlsduHanjdle Integer 0x00 - Oxff The handle ofthé DLSDU to be trang-
mitted by the DLC sublayer entity.
SecurityEnable Boolean TRUE or FALSE Indicates:whether the MAC sublayer]
security is enabled. If set to TRUE, the
séeurity level set at the MAC layer is
enabled.
ACKEnable Boolean TRUE or FALSE Indicates whether the ACK is enablef.
If set to TRUE, it is enabled.
7.3.1.2 |DLC-DATA-CLINK.indication

This prinjitive allows the next higher layer to be notified that the device receives a data frame (DLSDYU)

on a CAP [ink.

The semadntics of this primitive are:

DLC-DATA{CLINK.indication

{

SrcAddr,
DstAddr,
DlsdulLength,
Dlsdu,
RxTime,
ACKEnable

}

The primjtive parameters are defined in Table 7.29.

Table 7.29 — DLC-DATA-CLINK.indication parameters

Name Type Valid range Description
SrcAddr Tteger 0xX0000—0xfffd The 16-bitaddress of the device from
which the DLSDU is originated.
DstAddr Integer 0x0000 - Oxffff The 16-bitaddress of the device to which
the DLSDU is sent.
DlsduLength Integer aMaxMACPayloadSize -|The number of octets comprising the
cdIMinHeaderOverhead DLSDU to be transferred.
Dlsdu Set of Octets The set of octets comprising the
DLSDU to be transferred.
RxTime Integer 0x000000 - Oxffffff The time, in symbols, at which the data
werereceived, as described in 5.1.4.1 of
the IEEE 802.15.4.
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Table 7.29 (continued)
Name Type Valid range Description
ACKEnable Boolean TRUE or FALSE Indicates whether the ACK is enabled.
If set to TRUE, it is enabled.

7.3.1.3 DLC-DATA-CLINK.confirm

This primitive allows the next higher layer to be notified of the result of the attempt to transmit a data

frame (DLSDU) on a CAP link.

The semantics of this primitive are:

DIYC-DATA-CLINK. confirm {
DlsduHandle,
Status

}

The primitive parameters are defined in Table 7.30.

Table 7.30 — DLC-DATA-CLINK.confirm parameters

data frame.
or any status value returned from

the MCPS-DATA.confirm primitive
of the IEEE 802.15.4

Name Type Valid range Description
DlsduHandle Integer 0x00 - Oxff The handle associated with the DLSDU
being confirmed.
Stlatus Status INVALID_REQUEST, The result of the attempt to fransmit a

7.8.2 Primitives for data service on a shared GTS link

7.8.2.1 DLC-DATA-SLINK.request

or] a shared link.

The semantics of thig-primitive are:

DIYC-DATA-SLINK{redquest {

DstAddress,
Dlsdulength,
Dlsdu,
DlsduHandle,
ACKEnable,
SecurityEnable
1

This primitive allows the nexthigher layer to request that the device attempts to transmit a d

These primitives are used by the next higher layer to transport data frame on a shared GTS link.

hta frame

The primitive parameters are defined in Table 7.31.

Table 7.31 — DLC-DATA-SLINK.request parameters

Name Type Valid range Description
DstAddress Integer 0x0000 - Oxfffd The 16-bit address of the destination
device.
DlsduLength Integer aMaxMACPayloadSize - cdlMin- | The number of octets comprising the
HeaderOverhead DLSDU to be transferred.
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Table 7.31 (continued)

Name Type Valid range Description

Dlsdu Set of The number of octets comprising the

DLSDU to be transferred.
Octets

DlsduHandle Integer 0x00 - Oxff The handle of the DLSDU to be trans-
mitted by the DLC sublayer entity.

ACKEnable Boolean TRUE or FALSE Indicates whether the ACK is enabled.
If set to TRUE, it is enabled.

SecurityEnable Boolean TRUE or FALSE Indicates whether the MAC sublayer
security is enabled. If set to TRUE, the
security level set at the MAC layerlis
enabled.

7.3.2.2 |DLC-DATA-SLINK.indication

This prinpitive allows the next higher layer to be notified that the device receivés a data frame orn a

shared link.

The semdntics of this primitive are:

DLC-DATAFSLINK.indication

The prim

{

DstAddress,
SrcAddress,
DlsdulLength,
Dlsdu,

RxTime,
SecurityEnable

}

tive parameters are defined in Table 7.32.

Table 7.32 — DLC-DATA-SLINK.indication parameters

Name Type Valid range Description
DstAddreps Integer 0x0000 - Oxfffd The 16-bit address of the destinati¢n
device.
SrcAddress Integer 0x0000 - Oxfffd The 16-bitaddress of the source devige.
DlsduLength Integer aMaxMACPayloadSize - cdlMin- | The number of octets comprising the
HeaderOverhead DLSDU to be transferred.
Dlsdu Set of The number of octets comprising the
DLSDU to be transferred.
Octets
RxTime Integer 0x000000 - Oxffffff The time, in symbols, at which the dajta
were received, as described in 5.1.4.1|of
the IEEE 802.15.4.
ACKEnable Boolean TRUE or FALSE Tndicates whether the ACK 1s enabled.
If set to TRUE, it is enabled.
SecurityEnable Boolean TRUE or FALSE Indicates whether the MAC sublayer
security is enabled. If set to TRUE, the
security level set at the MAC layer is
enabled.

7.3.2.3 DLC-DATA-SLINK.confirm

This primitive allows the next higher layer to be notified of the result of the attempt to transmit a data

frame on a shared link.

The semantics of this primitive are:
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{
DlsduHandle,
Status

}

The primitive parameters are defined in Table 7.33.
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Table 7.33 — DLC-DATA-SLINK.confirm parameters

Name Type Valid range Description
DlsduHandle Integer 0x00 - Oxff The handle associated with the DLSDU
:JCills LUllfil lllCd.
Stlatus Status INVALID_REQUEST, The result of the attempt'to-fransmit a

or any status value returned from
the MCPS-DATA.confirm

primitive

data frame on a sharedylink inf acknowl-
edged manner.

7.8.3 Primitives for data service on a dedicated link path

These primitives are used by the next higher layer to transport dataframe on a dedicated lirjk path to

the destination device. It is required to setup a link path before usingthis primitive.

7.8.3.1 DLC-DATA-DLINK.request

This primitive allows the next higher layer to request thatthe device attempts to transmit a dpta frame
or] a dedicated link path.

THe semantics of this primitive are:

DIC-DATA-DLINK.request

{

LinkId,
DstAddTess,
Dlsdullength,
D1Edu,
DisduHandle,
ACKEnable,
SecurityEnable
}

The primitive parametersate’defined in Table 7.34.

Table 7.34 — DLC-DATA-DLINK.request parameters

Name Type Valid range Description
LinkId Integer 0x00 - Oxff The link identifier.
D$tAddress Integer 0x0000 - Oxfffd The 16-bit address of the dg¢stination
device.
D]sduLength Integer aMaxMACPayloadSize - cdlMin- | The number of octets compjrising the
HeaderOverhead DLSDU to be transferred.
Dlsdu Set of The number of octets comprising the
DLSDU to be transferred.
Octets
DlsduHandle Integer 0x00 - 0xff The handle of the DLSDU to be trans-
mitted by the DLC sublayer entity.
ACKEnable Boolean TRUE or FALSE Indicates whether the ACK is enabled.
If set to TRUE, it is enabled.
SecurityEnable Boolean TRUE or FALSE Indicates whether the MAC sublayer
security is enabled. If set to TRUE, the
security level set at the MAC layer is
enabled.
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7.3.3.2 DLC-DATA-DLINK.indication

This primitive allows the next higher layer to be notified that the device receives a data frame on a
dedicated link path.

The semantics of this primitive are:

DLC-DATA-DLINK.indication {

LinkId,
DstAddress,
SrcAddress,
Biscuieretir
Dlsdu,
RxTime,
ACKEnable,
SecurityEnable
}

The primjtive parameters are defined in Table 7.35.

Table 7.35 — DLC-DATA-DLINK.indication parameters

Name Type Valid range Description
LinkId Integer 0x00 - Oxff The linkidentifier.
DstAddreps Integer 0x0000 - Oxfffd THe 16-bit address of the destinatipn
device.
SrcAddress Integer 0x0000 - Oxfffd The 16-bit address of the source devige.
DlsduLength Integer aMaxMACPayloadSize - cdlMin- | The number of octets comprising the
HeaderOverhead DLSDU to be transferred.
Dlsdu Set of The number of octets comprising the
DLSDU to be transferred.
Octets
RxTime Integer 0x000000.> Oxffffff The time, in symbols, at which the dajta

were received, as described in 5.1.4.1|of
the IEEE 802.15.4.

ACKEnable Boolean TRUE or FALSE Indicates whether the ACK is enabldd.
If set to TRUE, it is enabled.
SecurityEnable Boolean TRUE or FALSE Indicates whether the MAC sublayer

security is enabled. If set to TRUE, the
security level set at the MAC layerlis
enabled.

7.3.3.3 |DLC-DATA-BEINK.response

This prinjitive allews the next higher layer to initiate a response to the device to transmit a data frage
on dedicdted,limk path with flow control. This primitive is valid for the TYPE_6 data operation and|is
required fo-setup a bi-directional link path before using this primitive.

The semantics of this primitive are:

DLC-DATA-DLINK.response {
LinkId,
SrcAddress,
Status
}

The primitive parameters are defined in Table 7.36.
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Table 7.36 — DLC-DATA-DLINK.response parameters

Name Type Valid range Description
LinkId Integer 0x00 - Oxff The link identifier.
SrcAddress Integer 0x0000 - Oxfffd The 16-bitaddress of the source device.
Status Status INVALID_REQUEST, The result of the attempt to forward

the data frame.
or any status value

returned from the MCPS-
DATA.confirm

primitive

7.8.3.4 DLC-DATA-DLINK.confirm

This primitive allows the next higher layer to be notified of the result of the attenipt to transmit a data
fragme on a dedicated link path.

The semantics of this primitive are:

DIC- DATA-DLINK.confirm {
LinkId,
Status
}

The primitive parameters are defined in Table 7.37.

Table 7.37 — DLC-DATA-DLINK:confirm parameters

Name Type Valid'range Description
LinkId Integer 0x00 - Oxff The link identifier.
Stlatus Status INVALID-REQUEST, The result of the attempt to fransmit a

data frame on a dedicated link path.
or any status value returned from

thé MCPS-DATA.confirm

primitive

7.8.4 Primitives for datd service through DLN sublayer

These primitives are used by the application layer of a device or a router to transport data.

7.8.4.1 DLN-DATA.request

This primitive~allows the next higher layer of the DLN sublayer to request that the device atfempts to
transmit addta frame.

—

The sémantics of this primitive are:

DLN-DATA.Tcquest 1
TxMode,
DstAddr,
DlsdulLength,
Dlsdu,
DlsduHandle,
SecurityEnable
}

The primitive parameters are defined in Table 7.38.
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Table 7.38 — DLN-DATA.request parameters

Name

Type

Valid range

Description

TxMode Enumeration

TYPE_1, TYPE_2, TYPE_3,
TYPE_4, TYPE_5, TYPE_6

The type of operation for data commu-
nication between DLC-SAPs. When the
TxMode parameter is set to TYPE_1,
a data frame shall be transmitted or
received with the Type 1 operation (see
clause 6.6.2).

DstAddr Integer

0x0000 - 0xfffd

The 16-bitaddress of the device to which

the DLSDU is sent.

DlsduLength

=]

Integer

aMaxMACPayloadSize - cdIMin-
HeaderOverhead

The number of octets comprising the
DLSDU to be transferred.

Dlsdu Set of Octets

The set of octets comprising the
DLSDU to be transferred.

DlsduHanjdle Integer

0x00 - Oxff

The handle of thelDLSDU to be transmiit-
ted by the DLN'Sublayer entity.

SecurityEnable Boolean

TRUE or FALSE

Indicates-whether the MAC sublayer
securityis‘enabled. If set to TRUE, the
security level set at the MAC layerlis
enabled.

7.3.4.2 [DLN-DATA.indication

This prinjitive allows the next higher layer to be notified that the device receives a data frame.

The semdntics of this primitive are:

DLN-DATA| indication {

}

TxMode,
SrcAddr,
DstAddr,
Dlsdukength,
Dlsdu,
RxTime

The primjtive parameters are defined in Table 7.39.

Table 7.39 — DLN-DATA.indication parameters

Name Type Valid range Description
TxMode Enumeration TYPE_1, TYPE_2, TYPE_3,|The type of operation for data commju-
TYPE_4, TYPE_5, TYPE_6 nication between DLC-SAPs. When the
TxMode parameter is set to TYPE |1,
a data frame shall be transmitted pr
received with the Type 1 operation (spe
clause 6.6.2J.
SrcAddr Integer 0x0000 - 0xfffd The 16-bit address of the device from
which the DLSDU is originated.
DstAddr Integer 0x0000 - 0xfffd The 16-bitaddress of the device to which
the DLSDU is sent.
DlsduLength Integer aMaxMACPayloadSize - cdIMin- | The number of octets comprising the
HeaderOverhead DLSDU to be transferred.
Dlsdu Set of Octets The set of octets comprising the
DLSDU to be transferred.
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Table 7.39 (continued)

Type Valid range Description

Name

RxTime

Integer 0x000000 - Oxffffff

the IEEE 802.15.4.

The time, in symbols, at which the data
were received, as described in 5.1.4.1 of

7.3

4.3 DLN-DATA.confirm

This primitive allows the next higher layer to be notified of the result of the attempt to transmit a data frame.

T}

DI

T}

e semantics of this primitive are:

N-DATA . confirm {

e primitive parameters are defined in Table 7.40.

DlsduHandle,
Status
}

Table 7.40 — DLN-DATA.confirm parameters

Name Valid range Description

Type

sduHandle

The handle associated with t
being confirmed.

Integer 0x00-0xff

he DLSDU

Stlatus

The result of the attempt to t
data frame.

Status INVALID_REQUEST,

or any status value returned from
the MCPS-DATA.coufirm primitive
of the IEEE 802.15.4

ransmit a

8.
T}

Th
in
to

(14

k bits. Fields that are longer than a single octet are sent to the MAC sublayer in the order from
containing the lowest numbered bits to the octet containing the highest numbered bits.

m

1 General link network frame-format

this subclause are depicted in the order in which they are transmitted by the MAC sublayer

Unless otherwise specified in this Clause, all reserved bits shall be set to zero upon transmi
hy be'ignored upon receipt.

Thegenerallink network frame shall be formatted asillustrated in Eigure 8.1

LPWMN frame formats

is subclause specifies the format of the DSME MAC link network protocol data unit (DLPDU|

e frames in the LPWMNdayer are described as a sequence of fields in a specific order. All fram

right, where the leftimost bit is transmitted first in time. Bits within each field are number
ftmost and leastsignificant) to k - 1 (rightmost and most significant), where the length of t

).

e formats
from left
bd from 0
he field is
the octet

ssion and

Octets: 2 0/2 0/2 0/8 0/8 O/variable O/variable variable
Destination Source Destination | Source
IEEE IEEE Link Link Network
Frame Address Address Address | Address | Management | Management Frame
Control subframe subframe Payload
Link Network Addressing fields

Link Network Header

Link Network
Payload

Figure 8.1 — General DSME MAC link network frame format
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8.1.1 Frame Control field

The Frame Control field contains information defining the type of frame operation, addressing fields,
and other control flags. The Frame Control field shall be formatted as illustrated in Figure 8.2.

Bits: 0-1 | Bits: 2-4 5 6 7 8 9 10 11-15

Protocol Frame Destination | Source | Destination | Source Link Link

Version | Operation | Address | Address | Address | Address Flag Network | Reserved
Type Flag Flag Mode Mode Flag

Figure 8.2 — Format of the Frame Control field

The Protqcol Version subfield is 2 bits in length and is invariant in size and placement across all revisions

of this standard. For this standard, the value of the protocol version is set to the value of the netwa

constant pdlProtocolVersion.

The Frame Operation Type sub-field is 3 bits in length and shall be set to one of the hon-reserved valy

listed in Table 8.1.

Table 8.1 — Values of the Frame Operation Type subfield

Frame Operation Type value

Frame Operation Type name

000 TYPE) Voperation
001 TYPE_2 operation
010 TYPE_3 operation
011 TYPE_4 operation
100 TYPE_5 operation
101 TYPE_6 operation
110 Reserved

111 Reserved

Destinatipn and Source Address Flag subfields indicate whether the address subfield is used. T

subfields|should be set to zero when'the address subfield is not used and should be set to one when t
address sjubfield is used.

Destinati

n and Source Address Mode subfields indicate whether the 64-bit extended addresses or the 1
bit short dddresses are usedin the Destination and Source Address fields. The subfields should be set to zg

when 64-pit extended addresses are used and should be set to one when 16-bit short addresses are used,

Link flag[subfielddndicates whether Link Management subframe is used. The subfield should be set
one wher| Link Management subframe is used.

rk

€S

he
he

Link Network flag subfield indicates whether Link Network Management subframe is used. The subfig

should b

8.1.2 Destination Address field

The Destination Address field, when present, specifies the address of the intended recipient of the frame.
A value of Oxffff in this field shall represent the broadcast short address, which shall be accepted as a
valid address by all devices currently listening to the channel.

This field shall be included in the link network frame only if the Destination Address Flag field is set to
one and the Destination Address Mode field is set to one.
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Source Address field

2015(E)

The Destination Address field, when present, specifies the address of the originator of the frame.

This field shall be included in the link network frame only if the Source Address Flag field is set to one
and the Source Address Mode field is set to one.

8.1.4 Destination IEEE Address field

The Destination IEEE Address field, when present, specifies the 64-bit IEEE address of the intended

re

T}
o1

8.
Th

Th
an

Th
fr

8.
T}

A P c
IPICIIt Ol UIC ITdIIIC.

is field shall be included in the link network frame only if the Destination Address Flag, field is set to

e and the Destination Address Mode field is set to zero.

1.5 Source IEEE Address field
e Source IEEE Address field, when present, specifies the 64-bit IEEE addresg of the originator of

is field shall be included in the link network frame only if the Sourge*Address Flag field is
d the Source Address Mode field is set to zero.

.1.6 Link Management subframe field

e Link Management subframe field, when present, specifies the Link Management
hmes (see 8.3).

1.7 Link Network Management subframe field

e Link Network Management subframe field;when present, specifies the Link Network Ma

command frames (see 8.4).

the frame.

et to one

ommand

hagement

8.1.8 Frame Payload field
The Frame Payload field has a yariable length and contains the sequence of octets that the ngxt higher
layer has requested to transmiits
8.2 Dataframes
The data frame shalljbe formatted as illustrated in Figure 8.3.
Octets: 2 0/2 0/2 0/8 0/8 O/variable O/variable valliable
Destination| Source Destination | Source
Frame Address Address IEEE IEEE Link Link Network
CAntral e © Address | Address | Management [Management|Data Payload
Link Network Addressing fields subirame subirame

Link Network Header

Link Network
Payload

Figure 8.3 — Data frame format

The Link Management subframe or the Link Network Management subframe can be accompanied by

the data frame.

The data payload field shall contain the sequence of octets that the next higher layer has requested to

transmit.
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8.3 Link management command frames

The Link management command frame shall be formatted as illustrated in Figure 8.4.

Link Netwaork Addrnccing fields

Octets: 2 0/2 0/2 0/8 0/8 O/variable O/variable
Frame Destination | Source |Destination| Source Link Link Network
Control Address | Address IEEE IEEE |Management|Management

Address |Address| subframe subframe

Link Network Header

Figure 8.4 — Link management frame format

The Link Network Management subframe can be accompanied by the link management command frane.

The Link Management subframe shall be formatted as illustrated in Figure 8.5.

Bits: 0-2 Bits: 3-7 Octets: 1 Ogtets: Variable
Link Sequence Length of Link Link Management
Management Number Management Command Payload
Command Type Command

Figure 8.5 — Link Management subframe format

8.3.1 Link Management Command Frame Identifier field

The Link[Management Command Frame Identifier field is 3 bits in length and shall be set to one of t

non-resenved values listed in Table 8.2.

Table 8.2 — Values of the Link Management Command Type field

Link Management

Command Type value

Command Type name

he

Q00 SETUP_REQ
001 REL_REQ
010 HELLO_REQ
011 Reserved
100 SETUP_RESP
101 REL_RESP
110 HELLO_RESP
111 Reserved

8.3.2 Sequence Number field

The Sequence Number field specifies the sequence identifier for the frame.

The sequence number value shall be incremented by 1 with each new frame transmitted. The values of
the source address, link management command type, and sequence number fields of a frame, taken as a
pair, may be used to uniquely identify a frame within the constraints imposed by the sequence number’s

one-octet range.
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Length of Link Management Command field

The Length of Link Management Command field is 8 bits in length and shall specify the length of the Link
Management Command Payload.

8.3.4 Link Management Command Payload field

The Link Management Command Frame Payload field shall contain one of the link setup request command
payload, link setup response command payload, link release request command payload, link release
response command payload, hello request command payload, and hello response command payload.

8.
T}

T}
SH

T}

8.
T}

T}
SH

T}
T}

B8.4.1 Link setup request command payload

e link setup request command payload shall be formatted as illustrated in Figure 8.6.
Octets: 1 Octets: 2 Octets: 2 Octets: 1
Link Type Source Address Destination Address | Number of Slot

Figure 8.6 — Link setup request command paylead format

e Link Type field shall be set one of the link type: IN-SHARED (0x00), OUT-SHARED ((x01), BI-

ARED(0x02), IN-DEDICATED (0x03), OUT-DEDICATED (0x04), BI-DEDICATED(0x05), IN-PEER (0x06),
OUT-PEER (0x07), BI-PEER (0x08).

e Number of Slot field shall contain the number of slots allocated sequentially to this link.

B.4.2 Link setup response command paylead

e link setup request command payload shall be formatted as illustrated in Figure 8.7.

Octets: 1 Octets: 2 Octets: 2 Octets: 1 Octets:
Link Type Source Address Destination Address Link ID Status
Figure'8.7 — Link setup request command payload format

e Link Type field ‘shall be set one of the link type: IN-SHARED (0x00), OUT-SHARED ((x01), BI-

ARED(0x02), IN-DEDICATED (0x03), OUT-DEDICATED (0x04), BI-DEDICATED(0x05), IN-PEER (0x06),
OUT-PEER (0x07),/BI-PEER (0x08).

e Link I[P field shall contain the established link identifier.

e Status field shall contain the result of the link setup.
8.3.4.3  LinKrelease request command payload
The link release request command payload shall be formatted as illustrated in Figure 8.8.

Octets: 1 Octets: 2 Octets: 2 Octets: 1
Link Type Source Address Destination Address Link ID
Figure 8.8 — Link release request command payload format
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The Link Type field shall be set one of the link type: IN-SHARED (0x00), OUT-SHARED (0x01), BI-
SHARED(0x02), IN-DEDICATED (0x03), OUT-DEDICATED (0x04), BI-DEDICATED(0x05), IN-PEER (0x06),
OUT-PEER (0x07), BI-PEER (0x08).

The Link ID field shall contain the established link identifier.

8.3.4.4 Linkrelease response command payload

The link release response command payload shall be formatted as illustrated in Figure 8.9.

Clets. 1

UCIElS. £

UCIElS. £

UCLELS. |

UCIEeLS. |1

Link Type

Source Address

Destination Address

Link ID

Status

The Link
SHARED
OUT-PEE

The Link
The Statu

8.3.4.5

R (0x07)

Figure 8.9 — Link release response command payload format

, BI-PEER (0x08).

[D field shall contain the established link identifier.

s field shall contain the result of the link release.

Link hello request command payload

The link hello request command payload shall be formatted'as illustrated in Figure 8.10.

The Link

8.3.4.6

Octets: 1

Octets: 2

Octets: 2

Link ID

Source Address

Destination Address

Figure 8.10 — Link helo’request command payload format

[D field shall contain the established link identifier.

Link hello response-command payload

The link hello response comutand payload shall be formatted as illustrated in Figure 8.11.

Octéis+"

Octets: 2

Octets: 2

Octets: 1

kink 1D Source

Address

Destination Address

Status

Figure 8.11 — Link hello response command payload format

Type field shall be set one of the link type: IN-SHARED (0x00), OUT-SHARED (0x01), BI-
0x02), IN-DEDICATED (0x03), OUT-DEDICATED (0x04), BI-DEDICATED(0%05), IN-PEER (0x0

b),

The Link ID field shall contain the established link identifier.

The Status field shall contain the result of the link hello.

8.4 Link network management command frames

The Link Network management command frame shall be formatted as illustrated in Figure 8.12.

48

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=2c163b238306e24e523ae317b9c7f610

ISO/IEC 17821:2015(E)

Octets: 2 0/2 0/2 0/8 0/8 O/variable O/variable

Destination | Source Destination | Source

IEEE IEEE Link Link Network

Frame Address | Address Address |Address | Management|Management
Control

subframe subframe

Link Network Addressing fields

Link Network Header

T}
T}

T}
th

8.4.1 Link Network Management Command Frame Identifier field

TH
of

Figure 8.12 — Link network management command frame format

e Link Management subframe can be accompanied by the link network managemgent.command frame.

e Link Network Management subframe shall be formatted as illustrated in Figure 8.13.

Bits: 0-2 Bits: 3-7 Octets: 1 Ogtets: Variable
Link Network Sequence Length of Link kink Network
Management Number Network Management

Command Type Management Command Payload
Command Payload

Figure 8.13 — Link Network Management subframe format

e command payload field shall contain the sequencéof octets that the next higher layer has requested
e LPWMN layer to transmit.

e Link Network Management Command Frame Identifier field is 3 bits in length and shall be[set to one
the non-reserved values listed in Table 8.3.

Table 8.3 — Values.of the Link Network Management Command Type field

Link Network Management Command Type name
Command Type value

000 CLUSTER_REQ
001 UPDATE_REQ

010 LEAVE_REQ

011 FLOW_REQ

100 CLUSTER_RESP
101 UPDATE RESP
110 LEAVE_RESP

111 FLOW_RESP

8.4.2 Sequence Number field

The Sequence Number field specifies the sequence identifier for the frame.

The sequence number value shall be incremented by 1 with each new frame transmitted. The values of
the source address, link network management command type, and sequence number fields of a frame,
taken as a pair, may be used to uniquely identify a frame within the constraints imposed by the sequence
number’s one-octet range.
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8.4.3 Length of Link Network Management Command Frame field

The Length of Link Network Management Command Frame field is 8 bits in length and shall specify the
length of the Link Network Management Command Frame Payload.

8.4.4 Link Network Management Command Payload field

The Link Network Management Command Payload field shall contain one of the cluster formation request
command payload, cluster formation response command payload, route update request command
payload, route update response command payload, leave request command payload, leave response
command payload, flow control request command payload, and flow control response command payload.

8.4.4.1 |[Cluster formation request command payload

The Dest|nation Address Flag subfields of the Frame Control field of the link management commahd
frame is det to one.

The clustpr formation request command payload shall be formatted as illustrated’in-Figure 8.14.

Octets: 1 Octets: 1 Octets: 1
Max Depth Max Children Max Router

Figure 8.14 — Cluster formation request command payload format

The Max [Depth field shall contain the diMaxDepth attribute, of the DLIB. The Max Children field shpll
contain the dIMaxChildren attribute of the DLIB. The Max*Router field shall contain the dIMaxRouter
attribute [of the DLIB.

8.4.4.2 (Cluster formation response command.payload

The Dest|nation Address Flag subfields of the"Frame Control field of the link management command
frame is det to one.

The clustgr formation response command payload shall be formatted as illustrated in Figure 8.15.

Octets: 1 Octets: 2

Length of Cluster Cluster Identifier
Identifier Space

Figure.8.15 — Cluster formation response command payload format

The Length of Gluster Identifier field shall contain the dIClusterAddrSpcae attribute of the DLIB.

The ClusterZldentifier field shall contain the accugnnr] cluster identifier to the device rnqnnch g

cluster formation.

8.4.4.3 Route update request command payload

The Destination Address Flag subfields of the Frame Control field of the link management command
frame is set to one.

The route update request command payload shall be formatted as illustrated in Figure 8.16.
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Octets: 1 Octets: 2
Route Update Router Address
Request Type

Figure 8.16 — Route update request command payload format

The Route Update Request Type field shall be set one of the route update request: full cluster connectivity
matrix (0x00), updated cluster connectivity matrix (0x01), inner cluster connectivity matrix (0x02),

OYTeT CIUSter connectivity matrix (0XU3), TOUte update report (0x04J, search mesh route (0X
cost report (0x06).

T}

8.41.4.4 Route update response command payload

T}

frame is set to one.

TH

T}

clyister connectivity matrix (0xf1), end of inner cluster connectivity matrix (0xf2), end of out

C
Th
Th

Ty
0x

Th
e
0

copnectivity matrix (0x80), updated cluster connectivity matrix (0x81), inner cluster cor
matrix (0x82), outer cluster connectiyity matrix (0x83), route update report (0x84), sea
r(::Ete (0x85), route cost report (0x86), end of full cluster connectivity matrix (0xf0), end o

entry or cluster cenbectivity matrix entry or route table entry depending on the Route Update

D5), route

e Router Address field is valid only when the specified device is designated. If not, it contains 0x0000.

e Destination Address Flag subfields of the Frame Control field of the/link management

e route update response command payload shall be formatted as.illiistrated in Figure 8.17.

rfommand

Octets: 1 Octets: 2 Octets/0/1 0/Variable

Route Update Router Address Number 6f Entry of Routing Information
Response Type RoutingMnformation Base
Base

Figure 8.17 — Route update response command payload format

e Route Update Response Type field shall be set one of the route update response: fu

nectivity matrix (0xf3), end\of search mesh route (0xf5), end of route cost report (0xf6).
e Router Address field is.valid only when the specified device is designated. If not, it contain

e Number of EntryZof Routing Information Base field shall contain the number of the clu

pe field: cluster'table entry (0x80, 0xf0), cluster connectivity matrix (0x81, 0xf1, 0x82, 0;
3, 0x84, 0%85, 0xf5), route table entry (0x86, 0xf6).

11 cluster
nectivity
rch mesh
[ updated
er cluster

5 0x0000.

Ster table
Response
kf2, 0x83,

e Routing Information Base field shall contain the cluster table entry or cluster connectivity matrix

try‘or‘route table entry depending on the Route Update Response Type field: cluster table en

ry (0x80,

f0])) cluster connectivity matrix (0x81, 0xf1, 0x82, 0xf2, 0x83, 0xf3, 0x84, 0x85, 0xf5), rq

ute table

en

try (0x86, 0xf6).

8.4.4.5 Flow control request command payload

The flow control request command payload shall be formatted as illustrated in Figure 8.18.

Octets: 1 Octets: 1 Octets: 1
Flow Control Sender Send Sender Receive
Command Type Sequence Number Sequence Number

Figure 8.18 — Flow control request command payload format
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