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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and [EC have established a joint technical committe
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17811-3 was prepared by Joint Technical Committee ISO/IECJTC 1, Information technolog]
mitte SC 6, Telecommunications and information exchange betiveen systems.
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nd management:
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Introduction

As the IT industry continues to grow, a large number of smart devices have been deployed in the

market.

Major consumer electronics companies have already provided a variety of smart devices and appliances;
thus, it is expected that the number of smart devices will exceed more than 50% of PCs in the near

future. With the growth of smart devices, there is a crucial need for “smart” applications in the

market.

A smart application represents an application/service that is used to control and manage a lot of smart
devices with its own purpose over the network, as shown in the examples of smart home appliances,

e-health, smart car. and smart works

o provide smart applications or services, the essentially required functionality is to con
management functions, since the specific requirements for those functions can be veyy diffe

diverse network environments are also considered in the design of the device control and man
fhinction.

This International Standard is purposed to make the architecture and protecols for Device Cor
Nanagement (DCM). The DCM standard is designed to effectively control and manage variot
devices, regardless of the device features and underlying network environments. It is expected|
[J)CM is applicable to a wide range of smart applications.

[)CM can support the various control and management services, regardless of the network pro
hterfaces. DCM is composed of two protocols: DCMP (Dgvice Control and Management Proto
MDP (Reliable Message Delivery Protocol).

o willavid

This International Standard consists of the following parts:

- ISO/IEC 17811-1;

- ISO/IEC 17811-2;

- ISO/IEC 17811-3.

]

bO/IEC 17811-1 describes the(architecture of DCM which includes definition, general
equirements, design principles; and service scenarios for device management control and mang

—

et

50/1EC 17811-2 specifies(the Device Control and Management Protocol (DCMP) which incly
inctional entities, protocol operations, message structure, and detailed parameter format as
yith DCMP.

<

=]

his part of ISOAEC 17811 specifies the Reliable Message Delivery Protocol (RMDP) which incl
hterworkingwith DCMP, protocol operations, and message structure associated with RMDP.

—

trol and

manage many devices through the network. However, it is not easy to design the device’control and

rent and

dffected by various device features, such as device types, capabilities, or manufacturers. In addition, the

hgement

trol and
IS smart
that the

focols or
col) and

concept,
gement.

des the
sociated

udes the
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Information Technology — Device control and
management —

[his part of ISO/IEC 17811 provides the specification of Reliable Message Delivéry Protocol
hich is an application-layer protocol used to provide uniform and reliable méssage deliver
devices regardless of the underlying network protocols or interfaces.

[he network security is out of scope in this part of ISO/IEC 17811. Howev€r, the security servic
He necessary according to applications of RMDP. RMDP might suffer frem many network-specifiq
o countermeasure those threats, some security mechanism can bé-deployed.

Terms and definitions

or the purposes of this document, the following terms:and definitions apply.

essage Delivery Protocol)

[FOURCE: ISO/IEC 17811-1:2014, 3.1}

(RMDP),
Iy among

es might
threats.

DCM is
Reliable

etrieval,

sed to provide uniform and reliable message delivery among devices regardless of the un|
network protocols or interfaces

[SOURCE: ISO/IEC 17811-1:2014, 3.3]

3 Symbols and abbreviated terms
The following acronyms are used in this part of ISO/IEC 17811.
DCMP Device Control and Management Protocol

DCM Device Management Architecture and Protocol

© ISO/IEC 2014 - All rights reserved
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RMDP Reliable Message Delivery Protocol

NTP Network Time Protocol

UUID Universally Unique Identifier

UPnP Universal Plug and Play

4 Overview

RMDP is
a differe
devices
reliable
Each no
device i
support
translat

MPType
type for]
address
SPType
address

reception.

When a
address
ADVERT
NODE_D
return 1

messagyq,

the infot
other ng

a protocol for the message exchange among the devices. Since each device is connectedt
nt network, the data transport and network protocols are also different. In addition;som|
hre connected directly with different interfaces. Therefore, the RMDP provides a uniform an
message exchange protocol among devices regardless of the network protocols or interface
e has an address translation table, which maintains the mapping information between DC)
lentifier (object ID) and physical network identifier such as IP address in [P network. Also,
5 different types of connectivity interfaces such as HDMI and USB. An example of an addreg
on table is shown in Figure 1.

Object | Node | MP MC JP
t
Type | Type | MAddress | MPor SAddresg;_y-SPort

0005 O0OOH Unl  214.3152 Fixed UDP 214(1‘{\5 Fixed

N =+ = . = 0 O

0002 0Q00B UDP Broad Fixed Fixed UDP _192.168.0.8 Fixed
) \/
0003 000C uDP unl 19.25.8.5 Fixed UEQ 19.25.8.15  Fixed
\

0004 000D TCP Unl  29.25.85 | Fixed ¥\ICP  29.25.8.15 Fixed

Figure 1 — Example address translation table of the RMDP

is a protocol type for the multi-target message reception (i.e. UDP or TCP), MCType is a castin
multi-target message reception (i.e:\unicast, broadcast, or multicast), MAddress is a networ
for multi-target message reception, MPort is a network port for multi-target message reception,
s a protocol type for single-target message reception (i.e. UDP or TCP), SAddress is a networ
for single-target message «€eeption, and SPort is a network port for single-target messa

node is initialized first,that node sends a NODE_ADVERTISEMENT message using the broadcaqt

Node Informatiom,Jsuch as IP address, port number, and so on is included in the NODE_
ISEMENT message. After sending the NODE_ADVERTISEMENT message, that node can send
ISCOVERY_REQUEST message using the broadcast address and the corresponding nodes shall
he NODE_DISCOVERY_RESPONSE message. After sending the NODE_DISCOVERY_RESPONS
the corresponding nodes will exchange an OBJECT_ADVERTISEMENT message which includes
mation-of device identifier. After these processes, each node can send the DCMP message to t
des.

© ISO/IEC 2014 - All rights reserved
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T
.. | Targeg Device N

NODE_ADVERTISEMENT

NODE_DISCOVERY_REQUEST

NODE_DISCOVERY_RESPONSE

1%
OBJECT ADVERTISEMENT
OBJECT_ADVERTISEMENT
o3
DCMP Message | SEND_MESSAGE_REQUEST \ .DCMP Message
(single target device) |[* = =22 7\ (single target device)l
T T ] SEND_MESSAGE_RESPONSE
DCMP Message ( SEND_MESSAGE_REQUEST DCMP Message
(multi target device) = s (multi target devide)
_______________________________ | | | (multitargetdevide)
j SEND_MESSAGE_RESPONSE 8 Seiietiitetietbetietietinth ikt >

Figure 2 — An Example of Reliable Message Delivery Protocol Operation

5 Protocol Operation

3.1 Node Advertisement

When a network is enabled or re-configured, a node advertisement operation can be used t¢ inform
rfode’s plug-in or plug-out, as Shown in Figure 3. The associated node advertisement transactiop is one-
way transaction. This meansjthat only one message is required to finish a transaction, and any rlesponse
message is not required.

| Source Node Target Node 1

NODE_ADVERTISEMENT
NODE_ADVERTISEMENT

NODE_ADVERTISEMENT

Figure 3 — Node Advertisement Operation

5.2 Node Discovery

For node discovery, NODE_DISCOVERY_REQUEST and NODE_DISCOVERY_RESPONSE messages are
exchanged between the nodes, as shown in Figure 4. A source node sends a NODE_DISCOVERY_REQUEST
message to target nodes by broadcast. In response to the NODE_DISCOVERY_REQUEST message, all
nodes which fit into the requested information shall respond with a NODE_DISCOVERY_RESPONSE
message.

© ISO/IEC 2014 - All rights reserved 3
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The node discovery operation is performed with a two-message transaction. This operation requires
a request message at source and a response message at the destination. When a response message
is not received within a specific time interval, the source may cancel the transaction or re-issue the

transaction.

Target Node 1
~In

NODE_DISCOVERY_REQUEST

NODE DISCOVERY REQUEFST

NODE DISCOVERY REQUEST .

NODE_DISCOVERY_RESPONSE

NODE_DISCOVERY RESPONSE

5.3 Send Message

The sen¢l message operation is used to send some DCMP message€0)the other node. The send messag
operatign is performed with a two-message transaction. This op€ration requires a request message 3
source dnd a response message at the destination. When a response message is not received within p
specific fime interval, the source may cancel the transaction or re-issue the transaction.

Target Node 1
[N
L

NODE_DISCOVERY_RESPONSE

Figure 4 — Node Discovery Operation

—+

SEND_MESSAGEREQUEST

SEND_MESSAGE RESPONSE

SEND_MESSAGE REQUEST

SEND_MESSAGE_REQUEST

SEND_MESSAGE_RESPONSE

5.4 Send Event

A SEND

SEND_MESSAGE_RESPONSE

Figure 5 — Send Message Operation

EVENT message is used to send some DCMP Message to the other node without any responsg

2

as shown in Figure 6. The send event transaction is one-way transaction. This means that only one
message is required to finish a transaction and any response message is not required.

© ISO/IEC 2014 - All rights reserved
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Source Node Target Node 1 H_‘
: ~/N

EVENT_MNOTIFICATION

EVENT_NOTIFICATION

h 4

EVENT_NOTIFICATION

Figure 6 — Send Event Operation

(n ]

.5 Object Advertisement

=S < o =

hessage is not required.

| Source Node | | Target Node 1 hm

OBJECT_ADVERTISEMERNT,

OBJECT_ADVERTISEMENT

¥

OBJECT_ADVERTISEMENT

Figure 7Z— Object Advertisement Operation

6 Messages

o

.1 RMDP Message Structure

MDPP,‘'and the payload message is determined according to the ‘Message Type’. Table 1 and

ach node has an address translation table, which maintains the mapping information between device
lentifier and physical network identifier such as IP address in IP network.iIf a device is regiqtered in
he node, that node shall advertise that fact. The associated object advertisement transactiop is one-
bay transaction. This means that only one message is required to finiS§h)a transaction, and any rlesponse

MDP message'can provide uniform and reliable message exchange protocol among devices regardless
f the network protocols or interfaces. RMDP message is composed of header and payload. Message
eader in€ludes the information about ‘Protocol Version’, ‘Source Node ID’, “Target Node ID’ and ‘Message
ype’ and so on. ‘Message Type’, especially, defines the various operations, which can be proyided by

Figure 8

[l Houlols )

how more details about header message structure of RMDP.

© ISO/IEC 2014 - All rights reserved
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4 Bytes
Version (1 Byte) Flag (1 Byte) Partial Flag (1 Byte) Null (1 Byte)
Packet Length (2 Bytes) Message Length (2 Bytes)
Message ID (2 Bytes) Sequence Number (2 Bytes)
ID (8 Bytes)

Transaction

92 Bytes (Header)

Variable (Payload)

Message Type (2 Bytes)

App Type (2 Bytes)

CRC (2 Bytes)

Null (2 Bytes)

Source |D (16 Bytes)

Destination ID (16 Bytes)

Source Object ID (16Byies)

Destination Qbject ID (16 Bytes)

The Contents of the Payload depends on the Message Type

Figure 8 — RMDP Message Header Structure

© ISO/IEC 2014 - All rights reserved
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Table 1 — RMDP Message Header Structure

014(E)

Field Name Size (Byte) Description
— Protocol Version
Version 1
— 0x01
— Urgent fla
Urgent Flag 1 8 8
— Emergency: 0x01/Normal: 0x00
— Indicates whether the current message is the last part of partial
Partial Flag 1 message sequence or not
— 0x00 : the last or partial message sequence
Packet Length 2 — Message Size (Including Header)
Message Length — Payload message size
— Payload message ID
— Ifthe message is fragmented, random-humber message ID|will be
Message ID 2 used.
— Ifthe value is ‘0’, sequence nimber is inactive. If the valuelis not
‘0’, sequence number will be used.
$equence Number 2 b— If the message is fragmented, each fragment has a sequende num-
er starting from ‘1
— Transaction Identifier
TransactionID 8 — The value will'be NTP timestamp
— time_t 8bytes
Message Type 2 — Messdge type code for the RMDP operations
— Payload Message Type
AppType 2
—>0x0000(RMDP), 0x0001(DCMP)
— Message Error Check Code
'RC 2 — Packet Length(2Bytes), Message Length(2Bytes),
MessagelD(2Bytes), AppType(2Bytes), SourcelD(Low 2Bytes)
DestinationID(Low 2Bytes), TransactionID(2Bytes) XOR valug
— Source Node ID
§ource ID 16 — Random generation using the UUID
— Can be Installed when a device is manufactured
Destination ID 16 — Destination Node ID (UUID)
$ource Object ID 16 — Source Object ID (ex: Device ID)
Destination Object ID 16 — Destination Object ID (ex: Device ID)

Ao A 3= PISA | Pa P
7 MITSSd gl dLLUTULITE LU UIC UPCTdUUILS

Major operations, which can be provided by RMDP, are node information management and DCMP
message transmission. These operations can be classified by ‘Message Type’ and more details about
‘Message Type’ are shown in Table 2.

In case that the REQUEST message is transmitted and the corresponding RESPONSE message is not
returned within an appropriate time, the indication that the REQUEST was not successful will be
delivered to the user without retransmission. The receiver who received the REQUEST shall respond if

the transaction ID is valid.

Transaction ID in RESPONSE message will be same to the transaction ID of the corresponding REQUEST
message.

© ISO/IEC 2014 - All rights reserved
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Table 2 — RMDP Message and Message type

Operation Message M'(Ie;;aege Description
S}‘;i’i Advertise- | NoDE_ADVERTISEMENT 0xF100 — Node Plug in/out
NODE_DISCOVERY_REQUEST 0xF011
Node Discovery — Node Search
NODE_DISCOVERY_RESPONSE 0xF012
Send Mefsage R i — Message Transmission
SEND_MESSAGE_RESPONSE 0xF022
Send Ev¢nt EVENT_NOTIFICATION 0xF030 — Event Message Transmission
Object
OBJECT_ADVERTISEMENT 0xF040 — Device Plug in/out
Advertidement
6.3 Efror Types of RMDP
RMDP dgfines various error types, which can be occurred during the messagé operation. More details ¢
each errjor type are listed below and the description of error codes is showirin Table 3.
Table 3 — Error Types
Error Type (Hex) Description
0000 Success
0100 Header Error
0100 Header Start Message Error
0101 Header Version Message Error
0102 Header Length Message Error
0103 Header,Source ID Error
0104 Header Destination ID Error
0000 ~ O9FF 0105 Header OP Code Error
(Message 0106 Header TransactionID Error
Error) 0107 |Header CRC Error
0108 Header End Message Error
0200 Payload Error
0201 No Payload
0202 Whole Payload data can’t be received
0203 Paylc_)ad sizg M@smatch_betvyeen the received data and
the size which is described in the Header
0204 Payload Syntax Error
0000 Success
0AXX 0A01 Other operation is running
(Transaction 0A02  |Transaction is stopped
Error) 0A03 Deadlock
0A04 Transaction Time over

© ISO/IEC 2014 - All rights reserved
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6.4.1 Related Subclause for each Payload Message Structure

RMDP message is composed of header and payload. The payload data is described according to the
Message Type in the header. Table 4 shows the related subclauses for each RMDP message structure.

Table 4 — Related Subclause for each Payload Message Structure

Uperatlon Message Related Subclause
Node Adver- |\ onp ADVERTISEMENT 6.4.2
tisement
Node Discov- | NODE_DISCOVERY_REQUEST 6.4.3
ery NODE_DISCOVERY_RESPONSE 6.4.4

SEND_MESSAGE_REQUEST 6.4.5
Send Message

SEND_MESSAGE_RESPONSE 6.416
Send Event

EVENT_NOTIFICATION 6.4.7
Message
Object Adver- | ypper ADVERTISMENT 6.4.8
tisement

4.4.2 NODE_ADVERTISEMENT

- When a network is enabled or re-configured, then a node advertises its presence.

— To distinguish between start(in) signal and‘end(out) signal, ‘Adtype’ is described.

Figure 9 — NODE_ADVERTISEMENT Message Structure

Table 5 — NODE_ADVERTISEMENT Message Structure

78 Bytes
MAddress (32 Bytes) SAddress
, . |(32Bytes)
/ N / \ N\ / N
AdType InterfaceType MCastType MPType MPort SPType SPoft
(2 Bytes) (2 Bytes) (2 Bytes) (2 Bytes) (2 Bytes) (2 Bytes) (2 Bytes)

Field Name Field Size Description
Describes one of following:
2 Bytes
AdType — 0x0000 In
(uint16_t)
— 0x0001 Out
Physical Interface Type and describes one
2 Bytes of following:
InterfaceType (wint16_9 — 0x0000 IPV4
— 0x0001 IPV6
32 Bytes Network Addre.ss for the multi-target
MAddress message reception
(Char[32]) ex) 192.168.1.8

© ISO/IEC 2014 - All rights reserved
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Table 5 (continued)

Field Name Field Size Description

Casting Type for the multi-target message
reception and describes one of following:

MCastType 2 Bytes — 0x0000 Unicast
(uint16_t) — 0x0001 Broadcast
— 0x0002 Multicast
Protocol Type for the multi-target mes-
sage reception and describes one of fol-
2 Bytes lowing:
MPType )
(uint16_t) — 0x0000 UDP
— 0x0001 TCP
2 Bytes Network Port for the multi-target meés-
MPort
(uint16_t) sage reception
32 Bytes Network Addre-ss for the single*target
SAddress message reception
(Char{32]) ex) 192.168.1.8
Protocol Type for the single-target mes-
sage reception and)describes one of fol-
2 Bytes lowing:
SPType )
(uint16_t) — 0x000QUDP
— 0x0001 TCP
SPort 2 Bytes Network Port for the single-target mes-
(uint16_t) sage reception
6.4.3 NODE_DISCOVERY_REQUEST
— Thi§ message is used when a device'wants to discover nodes in the network.
— Thefe is no Payload Message in‘this case.
6.4.4 NODE_DISCOVERY_RESPONSE
— Thig message is a response message for the NODE_DISCOVERY_REQUEST.
— Reslilt: Describeés'whether discovery request message is reached to the destination well or not. If ap
errqr occurredyerror code is described as shown in the Table 3.
— The|payldad message structure is shown in Table 6.
— NOIDEZDISCOVERY RESPONSE message structure is very similar to NODE ADVERTISEMENIT
message, but there is no ‘Adtype’ field.
78 Bytes
MAddress (32 Bytes) SAddress
| | [32Bytes)
/ \ / NN 7 N
Result  InterfaceType MCastType MPType MPort SPType SPort
(2Bytes) (2 Bytes) (2Bytes) (2 Bytes) (2 Bytes) (2 Bytes) (2 Rytes)
Figure 10 — NODE_ADVERTISEMENT Message Structure
10 © ISO/IEC 2014 - All rights reserved
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Table 6 — NODE_DISCOVERY_RESPONSE Message Structure

cotrr

DCMP) to the target node.

Field Name Field Size Description
2 Bytes
Result Error Type (Table 3)
(uint16_t)
Physical Interface Type and describes
2 Bytes one of following:
InterfaceType (wint16_9 — 0x0000 IPV4
— 0x0001 IPV6
32 Bytes Network Addre§s for the multi-target
MAddress message reception
(Char[32]) ex) 192.168.1.8
Casting Type for the multi-tafget mes-
sage reception and describes.one of
_— 2 Bytes following:
astType _ i
yp (uint16_1) 0x0000 Unicast
— 0x0001 Broadca’st
— 0x0002 Multicast
ProtocolFype for the multi-target mes-
sage réception and describes one of
2 Bytes following:
MPType .
(uint16_t) =0x0000 UDP
— 0x0001 TCP
2 Bytes Network Port for the multi-target mes-
MPort
(uint162¢) sage reception
35 Bytes Network Addre§s for the single-target
SAddress message reception
(Char[32]) ex) 192.168.1.8
Protocol Type for the single-target
message reception and describes one of
2 Bytes following:
SPType ]
(uint16_t) — 0x0000 UDP
— 0x0001 TCP
2 Bytes Network Port for the single-target mes-
SPort
(uint16_t) sage reception
4.4.5 \"SEND_MESSAGE_REQUEST
Thls message-can be usnd "I\'Yhﬂ‘ a3 pnde ur:\nt to Sepd some ann]ir‘afinn nrnfnrn] messago

— ‘Apptype’ field in the Header is described according to the Payload Message.

— The payload message structure is shown in Table 7.

Table 7 — SEND_MESSAGE_REQUEST Message Structure

to oI reooer

Field Name

Field Size

Description

Message

Variable

Application Protocol Message such as
DCMP

© ISO/IEC 2014 - All rights reserved
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