INTERNATIONAL ISO/IEC
STANDARD 17811-2

First edition
2015-02-15

Information technology =+Device
control and management —

Part 2:
Specification of Device Control and
Management Protocol

Technologies de l'information — Commande et gestion de
périphériques —

Partie 2: Spécifications du protocole de commande et gestion e
périphériques

Reference number

@ m ISO/IEC 17811-2:2015(E)
Y=
©ISO/IEC 2015



https://standardsiso.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17811-2:2015(E)

© ISO/IEC 2015
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. + 41 22 749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

Contents

Foreword....
Introduction.........

1 Scope.....

ISO/IEC 17811-2:2015(E)

2

3 Abbreviation
4 Overview
5

Protocol OPeration............iiiessssisesssisessssssessssssss s b s 4
51 DEVICE DISCOVETY ...coooiriiieiiirisiecstesesecs ettt oy e | 4
5.2 Device Advertisement )
53 Device Information Retrieval...........iiceeeeeeeeeeesseeesececeeeeeeeeeeeseseop Sy, 5
5.4 | DLEATA ToL3 00} 115 40 ) TN U S 5
5.5 Event Notification.... .6
5.6  Event Subscription..... .6
5.7 Get File Information .... 7
5.8 File Download........ i
59 File Upload....... .. 8
5,10 AP DIy e g e e e e 9
5.11 Device ReGIStration . ..o oo 9

512 Service ReISTration. ... St

(i IM@SSAZES ..ot SR e
6.1 DCMP Message Structure
6.2  Messages according to the OPeratiBiis. ... ...t e 12
6.3 Error TyPes Of DOMP ... et e 13
6.4 PaYload MESSAZES ...t Ao e 15
Annex A (normative) Unit Types and COARS ... e 50
Annex B (Normative) DeVICE TYP@S. (o it e 51
Annex C (informative) XML Schema and Example of DCMP Payload Message ... 52
BADLIOGIAPIY ... e 130

© ISO/IEC 2015 - All

rights reserved iii


https://standardsiso.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17811-2:2015(E)

Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and [EC have established a joint technical committe

ISO/IEC

The pro
describg
the diffe

)

JTC 1.

cedures used to develop this document and those intended for its further maintenangeé are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fo
rent types of document should be noted. This document was drafted in accordaice with thie

—

editoria] rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentiil is drawn to the possibility that some of the elements of this document may be the subjedt
of patenft rights. ISO and IEC shall not be held responsible for identifying any or’ all’such patent rights.
Details ¢f any patentrights identified during the development of the documentwill'be in the Introductiop
and/or gn the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does nqt
constitute an endorsement.

For an

assessmient, as well as information about ISO’s adherence to the WTO principles in the Technical Barrierfs

to Tradd

ISO/IEC
Telecom

pxplanation on the meaning of ISO specific terms and expressions related to conformitly

(TBT), see the following URL: Foreword — Supplementary information.

17811-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology SC 6,
munications and information exchange between systems.
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This International Standard provides the architecture for device control and management (DCM).
DCM can support the various control and management services, regardless of the network protocols
or interfaces. DCM is composed of two protocols; device control and management protocol (DCMP) and
reliable message delivery protocol (RMDP).

This International Standard, ISO/IEC 17811, consists of the following parts:

—
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any or all such patent rights.

— Part 1; Architecture
- Part 2: Specification of Device Control and Management Protocol
— Part 3: Specification of Reliable Message Delivery Protocol

BO/IEC 17811-1 describes the architecture of DCM, which includes definitiph, general
equirements, design principles, service scenarios for device management control, and managég

50/1EC 17811-2 specifies the Device Control and Management Protocel (DCMP), which incl
inctional entities, protocol operations, message structure, and detailed parameter format as
yith DCMP.

bO/IEC 17811-3 specifies the Reliable Message Delivery Protocol (RMDP), which incly
hterworking with DCMP, protocol operations, and message structure associated with RMDP.

he International Organization for Standardization (ISO).and International Electrotechnical Cony
[EC) draws attention to the fact that it is claimed that cempliance with this International Stand
hvolve the use of a patent concerning the message structure of DCMP given in Clause 7.

50 and [EC take no position concerning the evidence, validity, and scope of this patent right.

he holder of this patent right has assured-the ISO and IEC that he is willing to negotiate licenc
Fee of charge or under reasonable and non-discriminatory terms and conditions with a
hroughout the world. In this respect;the statement of the holder of this patent right is registe
50 and [EC. Information may be obtained from:

Patent Holder: Electronics and Telecommunications Research Institute (ETRI)
Address: 138 Gajeongno, Yuseong-gu, Daejeon, 305-700, Korea

ttention is drawn te\the possibility that some of the elements of this document may be the s
atent rights other'than those identified above. ISO and IEC shall not be held responsible for idg

50 (www,iso-org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents
b their standards. Users are encouraged to consult the databases for the most up to date infd
oncerning patents.
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Information technology — Device control and
management —

col

[his part of ISO/IEC 17811 provides the specification of Device Control and Management Protocol
(DCMP), which is an application-layer protocol used to control and manage-the various |devices.
[)CMP supports the device and network status information retrieval, device-initialization, firmware
and software update, file transmission, and so on. This part of ISO/IEC 17811 specifies the protocol
dperations and message structure of DCMP.

[he network security is out of scope in this part of ISO/IEC 17811. Hewever, the security servicgs can be
ecessary according to applications of DCMP. DCMP can suffer frém many network specific thfeats. To
dountermeasure those threats, some security mechanism can’bedeployed.

Terms and definitions

or the purposes of this document, the following tefins and definitions apply.

ote 1 to entry: For this purpose, DCM is composed of the two protocols; Device Control and Managemen{Protocol

sed to perfopm/various management operations which are categorized into information retrieval,

reliable messagedetivery protocot
RMDP

used to provide uniform and reliable message delivery among devices regardless of the underlying
network protocols or interfaces

[SOURCE: ISO/IEC 17811-1]

2.4

administrative domain

represents a network area where a single administrator can configure and manage a network with the
same policy

[SOURCE: ISO/IEC 17811-1]
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2.5

device management server

DMS

used to keep track of the various device information and also to manage the devices in an administration
domain

Note 1 to entry: There may be one DMS in an administrative domain, if needed.

[SOURCE: ISO/IEC 17811-1]

3 Abbreviation

The follgwing abbreviations are used in this document.
DCMP | Device Control and Management Protocol

DCM Device Management Architecture and Protocol
DMS Device Management Server

RMDP [ Reliable Message Delivery Protocol

NTP Network Time Protocol

UuID Universally Unique Identifier

UPnP [ Universal Plug and Play

4 Overview

The DCMP is a protocol used to control and manage-a'variety of smart devices in the network. The DCMP
messaggs are exchanged between different devigces or between device and DMS.

The DCYP operates over RMDP for reliable’message delivery. In the networking perspective, RMD
provide$ one or more devices with an interface to the network. That is, a group of devices are connecte
toan RMDP node via an internal APLihterface or a network, and the RMDP performs the reliable deliver
of DCME messages to the differentyRMDP nodes which are also connected to other devices. For thi
purpose, RMDP maintains the mapping information between DCM device identifier and physical networ
identifigr such as IP address and port number. After RMDP retrieves the target node information, DCM
messagds can be exchangedover RMDP.

TUA W < W TU

Figure 1 gives a general’example of DCM operations between a device and DMS. Those operations ar
divided jnto RMDPsintitialization, DCMP initialization, and management service.

[¢]

2 © ISO/IEC 2015 - All rights reserved
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Device Management Server

NODE_ADVERTISEMENT
NODE_DISCOVERY_REQUEST

1 3
NODE_DISCOVERY_RESPONSE

OBJECT_ADVERTISEMENT
OBJECT_ADWERTISEMENT
=

DEVICE_ADVERTISEMENT SEND_MESSAGE REQUEST || DEVICE ADVERTISERIENT
|| semD mMESsaGE RESPONSE |

SEMND MESSAGE REQUEST |
DEVICE DISCOVERY_REQUEST Q DEVICE_DISGOVERY_REQUEST mﬁm
 SEND_MESSAGE_RESPONSE

DEVICE_DISCOVERY_RESPONSH| 4 END_MESSAGE_ REQUEST |1 i pyiscovERY RESPONSE
“ SEND_MESSAGE_RESPONSE

SEND_MESSAGE RECWEST

PEVICE_REGISTRATION_REQUEY NEVICE_REGISTRATION_REQUEST
H :

SEMND_MESSAGE RESPONSE Ma "
i Se#kn:e

SEND_MESSAGE_REQUEST PEVICE_REGISTRATION_RESPOMNIE
SEMOMESSAGE_RESPONSE .

DEVICE_REGISTRATION_RESPOMS

e

Figure 1 — DCM Operations

he RMDP manages the mapping information between the device identifier and physical petwork
lentifier. For an advertisement of the physical network identifier information in the RMDP initialization
hase, a “NODE_ADVERTISEMENT” and “NODE_DISCOVERY_REQUEST/RESPONSE” messdges are
roadcast by the RMDP. To advertise the device identifier information, an OBJECT_ADVERTISEMENT
hessage is then broadcast by the RMDP. The physical address information of the DMS can be added in
he RMDP module of a device using the API of RMDP. The RMDP module of the device sends § NODE_
DVERTISEMENT message using a broadcast to the other devices connected in the local network, but
he RMDP. module of the device uses a unicast when sending the NODE_ADVERTISEMENT megssage to
he DMS. The RMDP module of the DMS can manage the physical address information of tT device

[ v o i il > s il e @ i @ B~ o |

sin@ the socket information, that is, the IP address and port information of the access point (AP) or
rputer. In the DCMP initialization phase, the DCMP modules of DMS and device can retrieve the basic
information of the concerned devices (e.g. device name, device ID and device type) by using the “DEVICE_
ADVERTISEMENT” and “DEVICE_DISCOVERY_REQUEST/RESPONSE” messages. In these processes,
the DCMP module asks its RMDP module with the device ID of the target (corresponding) device by
using a DCMP message, and then the RMDP module will transmit the received DCMP message to the
target RMDP module of the target device. In the management service phase, a device can register its
basic information (e.g., model name, model number and serial number) on the DMS server by using the
“DEVICE_REGISTRATION_REQUEST/RESPONSE” message of DCMP.

The protocol operations of DCMP are classified as follows:
— Device Discovery;

— Device Advertisement;

© ISO/IEC 2015 - All rights reserved 3
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— Device Information Retrieval;
— Device Control;

— Event Notification;

— Event Subscription;

— Get File Information;

— File Download;

— File[Upload;

— Apply;
— Devijice Registration; and

— Seryice Registration.

5 Prqgtocol Operation

5.1 Device Discovery

For device discovery, a DEVICE_DISCOVERY_REQUEST and DEVIEE) DISCOVERY_RESPONSE message
are exchanged between devices, as shown in Figure 2. A source deVice broadcasts a DEVICE_DISCOVERY_
REQUEST message to the target devices. In response to the DEVICE_DISCOVERY_REQUEST message, a
devices which fit into the requested information shall respond with a DEVICE_DISCOVERY_RESPONS
messagg.

[72]

T =

SJJurtE Device Target Device 1 T| "|

DEVICEABSLOVERY REQLUIEST
DEVICE_DISCCVERY_REQUEST

L]

DEVICE MSCOVERY REQUEST

Figure 2 — Device Discovery Operation

The device discovery operation is performed with a two-message transaction. This operation requires
a request message at source and a response message at the destination. When a response message
is not received within a specific time interval, the source may cancel the transaction or re-issue the
transaction.

4 © ISO/IEC 2015 - All rights reserved
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5.2 Device Advertisement

The device advertisement operation can be used to inform device’s plug-in or plug-out, as shown in
Figure 3. The associated device advertisement transaction is one-way transaction. This means that only
one message is required to finish a transaction, and any response message is not required.

Source Device Target Device 1 —|—|
| “IN
|

DEVICE_ADAERTISEMENT
DEVICE ADWERTISEMENT

¥

OEWICE ADWERTISEMEMT

Figure 3 — Device Advertisement Qperation

3.3 Device Information Retrieval

The device information retrieval operation can be used when a device needs to know the varioys device
information such as device ID, device name, device'property, device status and so on. The volurhe of the
device information is various and depends on the type of device and its capability. To accompmodate
different level of devices, we may categorize’the relevant information into device basic infofmation,
device configuration, and system and netwerk information. The basic information represents the fixed
information for all devices, whereas the«other information is variable for each device.

The operation of device information-retrieval is composed of two-message transaction, as shown in
Higure 4. This operation requires-a request message at source and a response message at desfination.
When a response message istnot received within a specific time interval, the source may cdqncel the
transaction or re-issue the/transaction.

Source Devige Target Davice

DEVICE_INFO_AEQUES]

OEVICE_IMFO_RESFOMSE

Figure 4 — Device Information Retrieval Operation

5.4 Device Control

Device control is used to perform device specific operations. For device control, a source device
shall provide the control code and parameters associated with the device control operation. When a

© ISO/IEC 2015 - All rights reserved
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target device receives a DEVICE_CONTROL_REQUEST message, it checks if it the message contains a
valid control code for the device and if the control code can be supported. If so, it executes the control
operation requested and returns the result to the source device with a DEVICE_CONTROL_RESPONSE
message, as shown in Figure 5.

The operation of device control is performed with a two-message transaction. This operation requires a
request message at source and a response message at the destination. When a response message is not
received within a specific time interval, the source device may cancel the transaction or re-issue the
transaction.

Source Device Target Device

DEVICE CONTROL REQUEST

DEVICE CONTROL_RESPOMSE

Figure 5 — Device Control Operation

5.5 Event Notification

When ah event occurs in a device, the event can bé reported to the interested devices by EVENT_
NOTIFIJATION message, as shown in Figure 6./Event notification transaction is one-way transaction.
This mepns that only one message is required to finish a transaction, and any response message is nqt
required.

dource Device Target Device 1

EVENT MNOTIFICATICONM .l

EVEMT_MOTIFICATION

Figure 6 — Event Notification Operation

5.6 Event Subscription

Whenaneventoccursinadevice, the eventcan bereported toall devices in anetwork. However, whenever
an event is broadcast to all devices in network, the event messages are overwhelmed in the network.
So, the event information shall be reported to only the interested devices. For this purpose, the event
handling related operations include event notification as well as the associated event subscription/un-
subscription operations. This is helpful to reduce traffic overhead within a local network.

6 © ISO/IEC 2015 - All rights reserved
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The operation of event subscription is a two-message transaction, as shown in Figure 7. This operation
requires a request message at source and a response message at destination. When a response message
is not received within a specific time interval, the source may cancel the transaction or re-issue the

transaction.

Source Device Target Device

EVENT SURSCEIPTION RECILIEST

EVEMN T _SLIBSCRIF TOMN_RESFONSE

Figure 7 — Event Subscription Operation

La

.7 GetFile Information

he file upload and download capability is the essentialdunctions for device management, s
pbftware or firmware update requires the updated file to-be transferred to the target device. So
is useful to send quite a large size of message instead of using a simple message transfer. So
pload/download operation is defined as a part:0f Common device operations. The processir
les is various in a large system. So, we classify.each file by a file type and provide this informat
he file.

oo =

he operation of ‘get file information’ isatwo-message transaction, as shown in Figure 8. This o
equires a request message at source'and a response message at destination. When a response
b not received within a specific timeinterval, the source device may cancel the transaction or

he transaction.

o e g

ince the
metimes
, the file
1g of the
ion with

peration
message

re-issue

Source Device Target Davice

GET_HIUEIWFC_RECHIES]

h J

WA

GET_FILEINFO_RESPONSE

Figure 8 — Get File Information Operation

5.8 File Download

The file download capability is an essential function for device management since the software or

firmware update requires the updated file to be transferred to the target device. Sometimes it

is useful

to send quite a large size of message instead of using a simple message transfer. So, file upload/download

operation is defined as a part of common device operations.

© ISO/IEC 2015 - All rights reserved
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The file

download transaction can be used to get some file in a remote device and totally the three

messages are required, as shown in Figure 9. First, a source device requests the file download by using
a GET_FILE_REQUEST message. Then, a destination device decides if the request is accepted or rejected.
When the requestis accepted, the destination device shall respond with a GET_FILE_RESPONSE message
containing a SUCCESS indication code. However, if the destination device rejects the file transfer, the ‘get
file’ transaction is terminated.

After finishing the file transfer, the destination device sends a GET_FILE_RESULT message with a

SUCCES
the GET

S indication code. When a file transfer is aborted by some reasons, the destination device sends
FILE_RESUIT message with an appropriate error cade

Source Devioa Targat Davica

5.9 File Upload

The file

update fequires the updated file to be transferred to the target device. Sometimes it is useful to sen

quite a

operatidn is defined as a part of common-device operations.

The file

and totdlly the three messages arevequired, as shown in Figure 10. First, a source device requests thie

file uplo

accepted or rejected. When the request is accepted, the destination device shall respond with a PUT
FILE_RHSPONSE message.'eontaining a SUCCESS indication code. However, if the destination devid
rejects the file transfer,-a‘put file’ transaction is terminated.

After firlishing the file transfer, the source device sends a PUT_FILE_RESULT message with a SUCCESS

indicati
RESULT

GET_FILE_REQUEST

GET_FILE_RESPOMNSE

&D lnae
Cort|phate

tabl_FILE BESLILI

Figure 9 — File Download Operation

ipload capability is an essential function for device management since the software or firmwar

2

Jarge size of message instead of using a simple message transfer. So, file upload/downloa

upload transaction can be used to send some file from the source device to the target devide

nd by using a PUT_FILECREQUEST message. Then, a destination device decides if the request is

D 1

dn code. When a file transfer is aborted by some reasons, the source device sends the PUT_FILH_
messdge'with an associated error code.
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Source Davice Targalt Device |

FUT FILE REQUEST

................................................................................................................................... .h

‘_ Al .
FUT FILE RESPOIMSE

Upload
TOmpEE
e e e ¢ e & e 2 et et e S | e | e S S ——————————————————————————— i § & e 8 & a8 & et & -‘.
PUT_FILE_RESULI

Figure 10 — File Upload Operation

L

.10 Apply

pply transaction can be used to request a critical control action to.adevice and get the result, s shown
h Figure 11. A source device requests an APPLY_REQUEST message specifying the requested operation
uch as firmware update, reboot, configuration, etc. Then a deStination device decides if the request will
e accepted or rejected. When the requested operation is accépted, then the device immediately replies
ith an APPLY_RESPONSE message and performs the requested action. When the requested action is
nished, then an apply result message is sent back to¢the source device.

e B o will % Ml il 3

Source Device Target Devita

APPLY_REQUEST

.-. ............................................................................................................................... -
AFFLY_RESPLOINSE
Adply

Complete

APPLY_RESULT

Figure 11 — Apply Operation

.11 Device Registration

Device registration message can be used when a device wants to register its own information to the
DMS. The operation of device registration is a two-message transaction, as shown in Figure 12. This
operation requires a request message at source and a response message at destination. When a response
message is not received within a specific time interval, the source device may cancel the transaction or

re-issue the transaction.

© ISO/IEC 2015 - All rights reserved
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Manufacturar
Lource Device A

CEVICE REAISTRATICN RECHIEST

DEVICE_REGISTRATICN_RESPLINSE

Figure 12 — Device Registration Operation

5.12 Se¢rvice Registration

Service fegistration message can be used when a source device wants to register the service-specific
informafion with the DMS. The operation of service registration is a two-message transaction, as showh
in Figure 13. This operation requires a request message at source and a response message at destination.
When a|response message is not received within a specific time interval, the source may cancel the
transactfion or re-issue the transaction.

Manufacturer
Source Davice Sapyat

SERVICE_REGIST Rg@iN_REQUEST

SERVICE RESISTRATION RESFOMEE

Figure 13 — Service Registration Operation

6 Mepsages

6.1 DCMP Message Structure

BaSicall r PDCMP smmaccaagnic camnacad Afhaadayr and naulaad Maccaga haadarineoliidac +ha i o atia

Dot It o ST C 1o CoOmp oSt O oottt ot po y roatr e oot st hrtaut T oot ot o o oo

about ‘Start signal’, ‘Source device ID’, ‘Target device ID’, ‘Message Type’ and so on. Especially ‘Message
Type’ defines the various functions, which can be provided by DCMP and the payload message is
determined according to the ‘Message Type’. Figure 14 and Table 1 shows the more details about header

message structure of DCMP.

10 © ISO/IEC 2015 - All rights reserved
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4 Bytes -

T Wersion (1 Byle) Flag {1 Eytz) Payioad Type {1 Byie) Encoding Type (1 Byte)
Length {4 Bytas)
Source |0 (18 Bytes)

Destinatien 10 (16 Bytes)

68 Bytes {Headelr]

Message Type (2 Byles) MU (2 Bytes)

Tranaachan |0 (8 Byies)

Reserver (16 Bytés)

Qo=r )

The Conents alihe Payioad depents on the Message Type

\ariable (Payload)

Figure 14 — DCMP Message Header Structure

Table 1 — Description of DCMP Message Header Structure

Field Name Size (Byte) Description
— Protocol Version
Yersion 1
— 0x01
— Urgent flag
Flag 1
— Emergency: 0x01/Normal: 0x00

— Describes Payload Type (removes table)

Pavload T 1 0x01 Binary
ayloa e
Y yP 0x02 XML

0x03 ~ OxFF Reserved

© ISO/IEC 2015 - All rights reserved
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Table 1 (continued)

Field Name Size (Byte) Description
— Describes Encoding Type
0x01 ASCII
Encoding Type L 0x02 UNICODE
0x03 UTF-8
0x04 UTEF-16
0x05 ~ 0xFF  Reserved
Length 4 — Message Size (Including Header)
— Source Device ID
Source ID 16 — Random generation using the UUID
— Can be Installed when a device is manufactured
Destinatfion ID 16 — Destination device ID (UUID)
Message| Type 2 — Message type Code for the DCMP operations
— Transaction Identifier
TransactionID 8 — The value will be NTP timestamp
— time_t 8bytes
Optional] Header/
DATA 16 — Reserved

6.2 Mgpssages according to the Operations

Major operations, which can be provided by DCMRare Information (ex: device properties and statug
providirg, remote device control, remote maintenance and device self-organization. These operation|

can be classified by ‘Message Type’ and more details about ‘Message Type’ are shown in Table 2.

In case fhat the REQUEST message is transmitted and the corresponding RESPONSE message is ng
returneql within an appropriate time, the indication that the REQUEST was not successful will b
deliverefd to the user without retrafismission. The receiver who received the REQUEST shall respond

the tranpaction ID is valid.

[72)

(i

— (D

Transaction ID in RESPONSE ‘message will be same to the transaction ID of the corresponding REQUES[T
messaged.
Table 2 — DCMP Message and Message type
. Message -
Opgration Message Description
p 8 Type p
DEVICE_DISCOVERY_REQUEST 0x1111
Device Discover Yy —DPeviceSear \,hiug
DEVICE_DISCOVERY_RESPONSE 0x1112
2%‘;;;9 Advertise- | ppyicE ADVERTISEMENT 0x1121 |— Plugin/out
DEVICE_INFO_REQUEST 0x2011 |— Device Description
Device Info
DEVICE_INFO_RESPONSE 0x2012 — Device/Network State
DEVICE_CONTROL_REQUEST 0x2111
Device Control — Device Control
DEVICE_CONTROL_RESPONSE 0x2112

12
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Operation Message M'(;;;E::ge Description
— Report the changes of
device status
Event EVENT_NOTIFICATION oxzrp1 | (Device/Network)
— SENSOR Data
— User defined Event
Event Subscription EVENT_SUBSCRIPTION_REQUEST 0x2F11 |_ EvenF Subscriptidn
EVENT_SUBSCRIPTION_RESPONSE 0x2F12 |Cancelation
GET_FILEINFO_REQUEST 0x2211
et File Info — File Info, Request
GET_FILEINFO_RESPONSE 0x2212
GET_FILE_REQUEST 0x2221 | _ Getfile Request/
et File GET_FILE_RESPONSE 0x2222 |R€sponse
GET_FILE_RESULT 0x2223_\f= Transaction Result
PUT_FILE_REQUEST 0x2231~ | _ putfile Request/
Put File PUT_FILE_RESPONSE 0x2232 |Response
PUT_FILE_RESULT 0x2233 |— Transaction Result
APPLY_REQUST 0x2311 Update, Rollback, Execytion of
Apply APPLY_RESPONSE 0x2312 |FILE (Firmware, Configuration,
APPLY_RESULT 0x2313 | °%)
DEVICE_REGISTRATION_REQUEST 0x3111
Device Registration Device Registration (or|Cancel)
DEVICE_REGISTRATION_RESPONSE 0x3112
$ervice Registra- SERVICE_REGISTRATION_REQUEST 0x3121  |yser Registration/
tion SERVICE_REGISTRATION_RESPONSE 0x3122 |Delete/Add
UCS,SZEEmed Trans- USER Defined Operation Ogggl?gl; User defined transaction

o

w5 n =

hown in Table 3.

(JommomnError

.3 Error Types of DCMP

—+C-Using the value from 0x0000 to 0xOFFF

CMP defines varigus error codes, which can be occurred during the message operation or
ervice. Error codes can be classified into three types; ‘Common Error’, ‘Device Specific Error’ g
efined Error3 More details of each error type are listed below and the description of error

specific
nd ‘User
codes is

— Common Error defines 4 different types of error

— Message Error: errors of message header and payload

— Transaction Error: transaction-related errors

— File transmission Error: errors that occurred in file transmission

— Apply Error: errors that occurred in apply action

Device Specific Error

— Using the value from 0x1000 to OXxEFFF

© ISO/IEC 2015 - All rights reserved
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— DCM defines device specific errors according to the device type.

User Defined Error

— Using the value from 0xF000 to OxFFFF

— Defines user defined errors

Table 3 — Error Types

Error Type (Hex)

Description

0000 ~ O9FF

(Message Error)

0000 1 OFFF

(Commagn Error)

0000 Success

0100 Header Error

0100 Header Start Message Error

0101 Header Version Message Error

0102 Header Length Message Error

0103 Header Source ID Error

0104 Header Destination ID Error

0105 Header OP Code Error

0106 Header TransactionID Errer

0107 Header CRC Error

0108 Header End Message Error

0200 Payload Error

0201 No Payload

0202 Whole-Payload data can’t be received

0203 size which is described in the Header

0204 Payload Syntax Error

0000 Success

0AXX 0A01 Other operation is running
(Transaction 0A02 Transaction is stopped
Error) 0A03  |Deadlock
0A04 Transaction Time over
0000 Success
0BO1 Command not implemented
0B02 Bad sequence of commands
0BXX 0B03 Syntax error, command unrecognized

0B04 User not logged in

(F‘i]n transmis-

sion Error)

0BO5 Need account for storing files
0B06 File unavailable (e.g., file not found, no access)
0BO07 Storage allocation exceeded

0B08 [llegal file name

14
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Table 3 — (continued)

Error Type (Hex) Description
0000 ~ OFFF 0BXX 0B09 Service not available
(Common Error) | (File transmis- 0BOA Need account for login
sion Error) 0BOB Can’t open data connection
0BOC Connection closed, transfer aborted
0BOD File unavailable (e.g., file busy)
0BOE Local error in processing
0BOF Insufficient storage space in system
0B10 Service ready in (n) minutes
0B11 Data connection already open, transfer starting
0B12 Data connection open, no transfef in progress
0B13 Closing data connection
0CXX 0000 Success
(Apply Error) 0co1 Apply trying
0Co02 Apply request is ordered but Apply action can’t be executed
0Co03 Another apply‘operation is running
0CO0A No apply operation to be performed
0COB Can’t receive any apply file
0cocC Applyfile is broken
0D00 ~ OFFF |Reserved
F000 ~ FFFF  |Device Specific Error Code
1000 ~ EFFF  |User defined Error code

6.4 Payload Messages

Table 4 — Related Subclause for each Message Payload Structure

4.4.1 Related subclause for'each DCMP message structure

[)CMP message is composed of header and payload. The payload data is described accordin
Nlessage Type in the-header. Table 4 shows the related subclauses for each DCMP message strug

g to the

ture.

Operation

Message

Related Subclause

DeviceDiscovery

DEVICE_DISCOVERY_REQUEST
DEVICE_DISCOVERY_RESPONSE

subclause 6.4.2
subclause 6.4.3

evice Advertise-
ment

DEVICE_ADVERTISEMENT

subclause 6.4.4

Device Info

DEVICE_INFO_REQUEST
DEVICE_INFO_RESPONSE

subclause 6.4.5
subclause 6.4.6

DEVICE_CONTROL_REQUEST subclause 6.4.7
Device Control

DEVICE_CONTROL_RESPONSE subclause 6.4.8
Event EVENT_NOTIFICATION 1 4.9

Event Subscription

EVENT_SUBSCRIPTION_REQUEST
EVENT_SUBSCRIPTION_RESPONSE

subclause 6.4.10
subclause 6.4.11

© ISO/IEC 2015 - All rights reserved
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APPLY_RESULT

Table 4 (continued)
Operation Message Related Subclause
Get File Info GET_FILEINFO_REQUEST subclause 6.4.12
GET_FILEINFO_RESPONSE subclause 6.4.13
GET_FILE_REQUEST subclause 6.4.14
Get File GET_FILE_RESPONSE subclause 6.4.15
GET_FILE_RESULT subclause 6.4.16
PUT_FILE_REQUEST subclause 6.4.17
Put File PUT_FILE_RESPONSE subclause 6.4.18
PUT_FILE_RESULT subclause 6.4.19
APPLY_REQUST subclause 6.4.20
Apply APPLY_RESPONSE subclause 6.4.21

subclause 6.4.22

Device Registration

DEVICE_REGISTRATION_REQUEST
DEVICE_REGISTRATION_RESPONSE

subclause 6.4.23
subclause€6:4.24

Service Registration

SERVICE_REGISTRATION_REQUEST
SERVICE_REGISTRATION_RESPONSE

subclause 6.4.25
ubcClause 6.4.26

6.4.2 DEVICE_DISCOVERY_REQUEST

— Thig message can be used when a device or service needs'to know which devices are connected in thie
netyork. Device discoveryrequestcanbe performed with specific conditions (i.e. DiscoveryReqTypsg

such as device identifier, device type or device name.

— If‘DieviceName’ or ‘DevicelD’ is selected for the discovery request condition, ‘StrTypeReq’ (20 Byte

strihg) would be described and ‘DeviceType’ is selected, ‘HexTypeReq’ (2 Bytes Hex code) would b
des¢ribed respectively.

— Ifdiscovery condition is ‘All’, ‘StrlypeReq’ and ‘HexTypeReq’ field shall not be described either.

— The|payload message structute)is shown in Figure 15 and Table 5.

3Z Byles

T

DiscanéryRecType (16 Byles)

SUrTypeReq (16 Bytes)

DiscoveryRecType (16 Bvies) o

. Y

)

D wn

16

HexTypeReq (2 Bytes)

Figure 15 — DEVICE_DISCOVERY_REQUEST Message Structure
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Table 5 — Description of DEVICE_DISCOVERY_REQUEST Message Structure

Field Name Field Size Description
Describes one of the following
— All
16 Bytes
DiscoveryReqType — DevicelD
(Char[16])
— DeviceType
— DeviceName
16 Bytes Describes device name or device ID according to the Bjscov-
StrTypeReq
(Char[16]) eryRequestType
2 Bytes
HexTypeReq (wint16_9 Describes device type according to the DiseoveryRequestType
uint16_t

4.4.3 DEVICE_DISCOVERY_RESPONSE

This message is a response message for the DEVICE_DISCOVERY_REQUEST.

Result: Describes whether discovery request message is reached-to the destination well or
error occurred, error code is described as shown in the Table,3.

DeviceList : Describes device list including the inforfnation of ‘Number of Devices’, ‘D¢
‘Device Type’, ‘Device Name’, ‘Device Subname’ and {Dévice Capability’

Each device has ‘device type’ according to its function. However, some devices have multi-f
and these devices can be expressed by combination of ‘device type’ (ex: Printer + §
‘DeviceCapabilityList’ describes a list of ‘device type’.

The payload message structure is showirin Figure 16 and Table 6.

54 + (2°N) Bytes

hot. If an

vice ID’,

inctions
canner).

DevicaType(2Z Bytes) DevicaCapability

pailly (12 Bytes)
/J/ | / | DevicelD (16 Bytes) DeviceName (16 Bytes) DeviceSubName (15 Bytes) I/N | A |1 \[\ |
] |
Result (2 Bytes) numofcapabilty (2 Bytes) v

Figure 16 — DEVICE_DISCOVERY_RESPONSE Message Structure

Table 6 — Description of DEVICE_DISCOVERY_RESPONSE Message Structure

Field Name Field Size Description
2 Bytes
Result Resuttcode {Tabies3)
(uint16_t)
2 Bytes
DeviceType Device Type (Annex B)
(uint16_t)
16 Bytes
DevicelD Device ID
(Char[16])
16 Bytes
DeviceName Device Name
(Char[16])

© ISO/IEC 2015 - All rights reserved
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Table 6 (continued)
Field Name Field Size Description
16 Bytes Device Sub name
DeviceSubName
(Char[16]) Describes in case of need
2 Bytes
numofcapability Number of Capability M
(uintl6_t)
DeviceCapability 2 Bytes (uint16_t) | Ist Device Type (Annex B)
DeviceCapability 2 Bytes (uint16_t) |Mth Device Type (Annex B)

6.4.4 DEVICE_ADVERTISEMENT
— Thig message is used to inform the device’s plug-in or plug-out.

— Thig message structure is similar to the DEVICE_DISCOVERY_RESPONSE, but‘AdType’ is added tp
distinguish between start(in) signal and end(out) signal.

) 54 + (2*N) Bytes X

DeviceType(2 Byles) DeviceCapabilty (2 Byles)
r e
/u/ /| DevicelD (16 Bytes) Devicehame (16 Bytes) DevigeSudName (16Bytes) | M | |1 T~
~
AdType |2 Bytes) numofcapabiity (2 Byles) 7

Figure 17 — DEVICE_ADVERTISEMENT Message Structure

Table 7 — Description of DEVICE_ADVERTISEMENT Message Structure

Figld Name Field Size Description
Describes one of the following
16 Bytes
AdType — Start
(Charf1e])
— End
2 Bytes
De}iceType Device Type (Annex B)
(uintl6_t)
16 Bytes
DevicelD Device ID
(Char[16])
16 Bytes
DeyiceName Device Name
(Char[16])
16 Bytes
DeviceSubName Describes Device Sub name in case of need
(Char[16])
2 Bytes
numofcapability Number of Capability M
(uintl6_t)
DeviceCapability 2 Bytes (uint16_t) 1st Device Type (Annex B)
DeviceCapability 2 Bytes (uint16_t) Mth Device Type (Annex B)

6.4.5 DEVICE_INFO_REQUEST

18 © ISO/IEC 2015 - All rights reserved
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— ADEVICE_INFORMATION_REQUEST message is used when a device needs to know the system and
network information of the other devices.

— In order to request device information, ‘DevicelnfoReqType’ shall be described and this request
type is divided into three types;

— BasicInfo: Basic information including the ‘Device ID’, ‘Device Type’ and etc.

— FunctionList: Function list, which can be supported by device.

BeviceProperty:

— CommonProperty: General information such as manufacture, version and son:
— ConfigProperty: Information about the setting parameters.

— StatusProperty: Dynamic information such as CPU, memory or network usage.

— DeviceSpecificProperty: Device specific properties, which are defined accordinjg to the
device type.

- ‘FullDescription’ (includesabovethreetypes),‘CommonProperty’,(ConfigProperty’, ‘StatusProperty’
and ‘DeviceSpecificProperty’ can be used for the ‘DevicelnfoReqType’ respectively.

- The payload message structure is shown in Figure 18 and Table 8.

32 Bytes

DevicelnforReq Lype (32 Bytes)

Figure 18 — DEVICE_.INFO_REQUEST Message Structure

Table 8 — Description of DEVICE_INFO_REQUEST Message Structure

Field Name Field Size Description

Describes one of the following
— FullDescription

— Basiclnfo

— FunctionList

32 Bytes
DevicelnfoReqType — DeviceProperty
(Char[32])
— CommonProperty
— ConfigProperty

— StausProperty

— DeviceSpecificProperty

6.4.6 DEVICE_INFO_RESPONSE
— This message is a response message for the DEVICE_INFO_REQUEST.

— The response information can be classified into ‘FullDescription’, ‘BasicInfo’, ‘FunctionList’,
‘DeviceProperty’, ‘CommonProperty’, ‘ConfigProperty’, ‘StatusProperty’, and
‘DeviceSpecificProperty’ according to the request type.

© ISO/IEC 2015 - All rights reserved 19
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6.4.6.1 When ‘DevicelnfoReqType’ is ‘BasicInfo’

— ‘Basiclnfo’ describes device basic information such as ‘Number of Devices’, ‘Device ID’, ‘Device Type’,

‘Device Name’ and ‘Device Capability’

4+ (N* (52 + (2*M))) Bytes

< L

numofdevice (2 Bytes)

N | BasSICINED {E2+(2"Ad) Bytes) - BASICINFO (52+(2*Af) Byles)
-
TR T ~
Result (2 Elytesfd, T —
o ' H""*u-‘q__‘ DieviceCapability (2 Bytes)
e /‘/"T“\- --
DevicelD (16 Bytes) DeviceMame (16 Bytes) | DeviceSubMame {18 Byles) E o~
/’

DeviceType{2 Bytes
ype(z Bytes) numaofcapability (2 Bytes) i}

Figure 19 — DEVICE_INFO_RESPONSE Message Structure

Table 9 — Description of DEVICE_INFO_RESPONSE Message Structure (When
‘DevicelnfoReqType’ is ‘BasicInfo”)

Figld Name Field Size Description
2 Bytes
Result Error Code (Zable 3)
(uint16_t)
2 Bytes
nurhofdevice Numbgerof device
(uintl6_t)
2 Bytes
DeyiceType Device Type (Annex B)
(uintl6_t)
16 Bytes
DevicelD Device ID
(Chanf16])
16'Bytes
DeyiceName Device Name
(Char[16])
16 Bytes
DevigeSubName Describes Device Sub name in case of need
(Char[16])
2 Bytes
numqfcapability Number of Capability M
(uint16_t)
DevideCapability 2 Bytes (uint16_t) 1st Device Type (Annex B)
DeviceCapability 2 Bytes (uint16_t) Mth Device Type (Annex B)

6.4.6.2 When ‘DevicelnfoReqType’ is ‘FunctionList’
— ‘FunctionList’ describes a list of function, which can be supported by a certain device.

— Function ID: is defined according to each device type.

— FunctionCategory: let the service knows whether this message is for the control (needs response) or

event (don’t need response).

20 © ISO/IEC 2015 - All rights reserved
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— ‘InputList’ is the input parameters needed in a certain device control. This information
input size, id, name and so on.

— Input: describes the single input parameter information

— Inputs: describes list of ‘Input’s.

includes

— ‘OutputList’ is the response parameters including the event data. This information includes output

size, id, name and so on.

a Yy R | ) 4] o 1 4 i 4+ st 3
UuLlJLlL. UCOSLITITUTS LIIT Dlllslc UuLlJLlL l_}al dllITLCTT TIIIUT IIIativull

-+ Outputs: describes list of ‘Output’s.

and so on

numefdesice: (2 Bytes)

!
x‘l" I [ I FUNCTIONLIST I I FUMCTIONUST

Result (2 Best-" T —
_'_I_ M | Deavicelll {16Eyes) | FUMGTION | FLINCTION | FUNECTION |
numorhaction (2 Bytas) - “

ippul size (2 Byles) V! ) Wﬂ‘mi:&nﬂ:
FunctionCategary (8 Bytes) | £ | 2 IHPUTLIST £ | o JimUTRPUTUST
| KR KR |

FunctoniD (4 3»,1:..)’{' -

—+ Data: describes data value with data name, value unit, minimum data value, makimum d4gta value

Fr_____---'-""""r‘“P"“""'{”95"“3 u:\ﬁl&ﬂhwaﬁeﬂuea}.
J NPUT | INPUT | NEUT | INPUT L«WPUIS | INPUTS I‘
e g T A
] g | mpuiname DATA DATA ) | J | InutsiD | InputsHama | INPUT IMPUT |
o | (16 Bvies) | (16 Bites) B s | (16 Bytes) | (16 Byles] .
msuéiz%gl.-—-""" ' TN .. _Input Sizz (2 Bytes) P
I};ﬂ. Mame | Dafa Value | Valua Unt Data Min Daa Max Dafouf I ,[:\I'a 1= Data Type I;E;‘I;-ID ‘11
(16 Bytes) | (16Bytes] | (1GBytes) | (16Byles) | (1GBytes) | [16Bytesi ¥ (168ytes) | (168ybss) | (16 Bytes) .
X" ',
I-DLITPLIT | ouTAUT | ouTPUT | ouTPUT I DUTFUTS |DLITPL.ITE |
T i) —— 5 e |
| A | cupuin | uputame lmm | DATA | s\l CulputsiD | Ouipulshlame | QUTRUT | UTRLT
(16 Bytes) | [16Bpes] (16 BvEs) | [16Byes)
Dmasem?asjpg]__.-—-""'- I BT ___1____:3_1‘1::1.: Size (2 Bytes) a
| Data Hame ‘ Dats Ve | Vaue Unil | Data Min | DataMax | Default DataCesc | Data Type Dela 1D I
(16 Bytes) | (16Bytes) )| (16 Bytes) | (16Byies) | (16Byies) | (16Bytes) | (16Bytes) | (16 Bytes) | (15 Eytes)
Figure 20 — DEVICE_INFO_RESPONSE Message Structure
Table 10-1 — Description of DEVICE_INFO_RESPONSE Message Structure (When
‘DevicelnfoReqType’ is ‘FunctionList’)
Field Name Field Size Description
2 Bytes
Result ) Error Code (Table 3)
(uint16_t)
) 2 Bytes ]
numofdevice ] Number of device
(uint16_t)
) 2 Bytes )
numoffunction ) Number of Function (N)
(uint16_t)
) 16 Bytes ]
DevicelD Device ID (UUID)
(Char[16])
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Table 10(continued)

Field Name Field Size Description
FUNCTION Variable 1st Function (see table 10-2)
FUNCTION Variable Nth Function (see table 10-2)
Table 10-2 — FUNCTION Field Message Structure
Fidld Name Field Size Description
4 Bytes
FupnctionID 1st Function ID
(uint32_t)
Describes one of the following
8 Bytes
FunctjonCategory Control
(Char[8])
Event
2 Bytes
Input Size Input Number of 1st function
(uint16_t)
2 Bytes
Inputs Size Inputs Number of 15t function
(uint16_t)
NPUT Variable Input Data (see table 10-3)
INPUTS Variable Inputs Data (see¢able 10-4)
2 Bytes
Output Size Output Number of 1st function
(uint16_t)
2 Bytes
Oufputs Size Outpuits Number of 1st function
(uint16_t)
QUTPUT Variable Qutput Data (see table 10-5)
OUTPUTS Variable Outputs Data (see table 10-6)
Table0-3 — INPUT Field Message Structure
Fidld Name Field Size Description
2 Bytes
Dhta Size Number of Data P
(uintl6_t)
16 Bytes
Ipput ID Input ID
(Char[16])
16 Bytes
IngutName Input Name
(Char[16])
DATA 130 Bytes 1st Data (See table 10-7)
DATA 130 Bytes Pth Data (See table 10-7)
Table 10-4 — INPUS Field Message Structure
Field Name Field Size Description
2 Bytes
Inputs Size Number of INPUT Q
(uint16_t)

22
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Table 10(continued)

Field Name Field Size Description
16 Bytes
Inputs ID Inputs ID
(Char[16])
16 Bytes
Inputs Name Inputs Name
(Char[16])
INPUT variable 1st Input Data (See table 10-3)
INPUT variable Qth Input Data (See table 10-3)
Table 10-5 — OUTPUT Field Message Structure
Field Name Field Size Description
2 Bytes
Data Size Number of Data P
(uint16_t)
16 Bytes
Output ID Output ID
(Char[16])
16 Bytes
Output Name Output Name
(Char[16])
DATA 130 Bytes 1st Data\(See table 10-7)
DATA 130 Bytes Pth Data (See table 10-7)
Table 10-6 =:OUTPUS Field Message Structure
Field Name Field-Size Description
2 Bytes
Outputs Size Number of OUTPUT Q
(uint16_t)
16 Bytes
Outputs ID Outputs ID
(Char[16])
16 Bytes
Outputs Name Outputs Name
(Char[16])
OUTBUT variable 1st Qutput Data (See table 10-5)
OUTPUT variable Qth Qutput Data (See table 10-5)
Table 10-7 — DATA Field Message Structure
Field Name Field Size Description
16 Bytes
Data Name Data Name
(Char[16])
16 Bytes
Data Value Data Value
(Char[16])
2 Bytes
Data Valueunit UnitType (Annex A)
(uint16_t)

© ISO/IEC 2015 - All rights reserved
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Table 10(continued)
Field Name Field Size Description
16 Bytes
Data Min Data Minimum Value
(Char[16])
16 Bytes
Data Max Data Maximum Value
(Char[16])
16 Bytes
Daffa Default Data Default value
(Char[16]) R
N\
16 Bytes Q
Data Desc Describes any Description in case of need q/
(Char[16]) )
N
16 Bytes
D4ta Type Y Describes Data Type in case of need Cb'\
(Char[16]) A
16 Bytes
pata ID Y Describes Data ID in case of need Q/C)
(Char[16]) A\
6.4.6.3 | When ‘DevicelnfoReqType’ is ‘CommonProperty’ s\\%
— ‘CommonProperty’ describes general information such as rg(ufacturer version, physical siz¢,
weight and so on.

<

— The|message structure is shown in Figure 21 and Table j‘%i to 11-8.
numoidevoe (7 Byles) @
e
|r-3| COMMONPROFERTY | \’\.‘ ) | COMMOMNPROPERTY |
______ Besulh {2 BIES| m S S oo
————— - BN e
DevcelD | MOCEL | MANUFACTURE| VERSION | Locaton [WEIGHT|Frva Sspiay [MenoRy | MeU [neTwoak [sTorace|HEGHRCR
1 Rytas) e e, | LsT | usT | ieT | usT LIST ST /
N7 7
MOBEL | Model Mame| Model Munber | Senal umber \b Paorer Consumgtion
(16 Byles) {32 Byles) | {32 Bytes) | N CJ Vawe (16 Byac) 53"51’3"3?’"
"\\ |2 Bytes]
MANUFACTYRE ‘Mam.rfa:hlnaham1 Disiribution Dats MamfacturlBL | Firmware FTF Pessad Mum of A% Iy
(32 Bytes) (20 Byfes) (B4 Birles ) (32 Evies) \ 2 Bﬁrﬂ
A\
VERS/GH varsieninfa URL Hv W i&-‘m} Firmnare Filgname Firrmeare FTP URL Firrmearg | IT sav s
B4 Bytes) (16 Byte > a0 (32Bytes) 253 Bytes) FTP IO u
[~ NS Bytes (32 Bytes)
Welght Uit \J I — mmm s mm o E TR T e
WEIGHT ' (2 Bptes) O : Svrversicn] & Heme WY FTF URL SV FTFID| SVYFTR
(16 Byiesh - % {16 Byles ) (32Bytes) (256 Bytes) (32 Bytes) Q;;nﬂ!
22 Bytes)
lzE | 5ize vale 12@
|16 Byoas] O
)
ml'é¥ | ,- | m::r-m | DaFLAY I ey | , | MEMGRY l J MEMDAY |
Fi e ] "‘._‘
MR ar Ol P il W of Memony — L=
{2 Brtes Chiglay |0 | Resoulion | Dispiay Size] Fannel [2 Bytes] wruylol Memory Dascrpton I
{16 Byles) | (16 Bytes) | (15 Bytes) | (16 Bytes, (16 Byles) (32 Byles)
U z\‘: | | Py | MEI\:T‘RNI [ HETWORK [ _ I METWORK | -
, o of Nistwork r : —=
" uﬂma TIETTECE L) MBCADOTESS II!IIﬂLElW
o AR s | ot | e
NEGHEOR B
”’ﬂ? |_,— | pr—— I I pr—— l GHEOR| | HEGHBIR | il | MENGHBOR |
7 o ... Mum of Mgighbar L T=o
Hum of Storage: - 2 Dewiee D | NesworkTypa| Intarface 1D
(2 ByteE) I ?}gﬁﬁ‘ W’E;mf‘”“ (6es] (16EyteE) | (15Bytes| | (16Eyes)
Figure 21 — DEVICE_INFO_RESPONSE Message Structure
24 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e
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‘DevicelnfoReqType’ is ‘CommonProperty’)
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Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)
2 Bytes
numofdevice Number of device
(uint16_t)
16 Bytes
DevicelD Device ID
(Char[16])
16 Bytes
ModelName Model Name
(Char[16])
32 Bytes
ModelNumber Model Number
(Char[32])
32 Bytes
SerialNumber Serial Number
(Char[32])
32 Bytes
ManufactureName Manufacture Name
(Char[32])
20 Bytes Distribution/Date YYYY-MM-DDTHH:MM:SS
DistributionDate
(Char[20]) example: 2011-12-31T14:00:00
64 Bytes
ManufactureURL Manufacture URL
(Char[64])
64 Bytes
VersionInfoURL Version Information URL
(Char[64])
16 Bytes
HardwareVersion Hardware Version
(Char[16])
16 Bytes
Firmware Version Firmware Version
(Char[16])
32 Bytes
Firmware FileName Firmware File Name
(Char[32])
256 Bytes
Firmware FTPURL Firmware FTP URL
(Char[256])
32 Bytes
Firmaware FTPID FTP ID
(Char[32])
32 Bytes
Frrmmware FHPPasswd FTPPasswd
(Char[32])
2 Bytes
Num of Software Number of Software N
(uint16_t)
144 Bytes
SOFTWARE 1st Software (see table 11-2)
(Char[144])
144 Bytes
SOFTWARE Nth Software (see table 11-2)
(Char[144])
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Table 11(continued)

Field Name Field Size Description
16 Bytes
Location Describes Location in case of need
(Char[16])
16 Bytes
WeightValue Weight Value
(Char[16])
2 Bytes
elghtunit unitlype (Annex A
8 (uint16_t) ypet ) R
N\
16 Bytes Q
bizeValue Physical Size Value q/
(Char[16]) )
N
2 Bytes
SizeUnit Y UnitType (Annex A) Cb'\
(uint16_t) A
2 Bytes
nujmofdisplay Y Number of Display N Q/C)
(uint16_t) NN
64 Bytes %\')
DISPLAY 1st Display (see table 11-@&\
(Char[64])
DISPLAY 64 Bytes Nth Display (: e%gl;/ 11-3)
isplay (seetable 11-3
(Char[64]) P yk\}
2 Bytes <
numofmemory Numbe{@f Memory N
(uintl6_t) R
48 Bytes 2
MEMORY y I‘ét\\/[emory (see table 11-4)
(Char{48])
T “‘C\Jb
48 Byted_ )"
MEMORY . Nth Memory (see table 11-4)
(Char}48))
N
tes
numofMPU Number of MPU N
() (uintl16_t)
(Ov 48 Bytes
MPU %\ Y 1st MPU (see table 11-5)
) (Char[48])
Y
é\)‘ 48 Bytes
MP%s Nth MPU (see table 11-5)
A (Char[48])
9 2 Bytes
numofnetwork Number of Network N
(uint16_t)
48 Bytes
NETWORK 1st network (see table 11-6)
(Char[48])
48 Bytes
NETWORK Nth network (see table 11-6)
(Char[48])
2 Bytes
numofstorage Number of Storage N
(uintl6_t)
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Table 11(continued)
Field Name Field Size Description
48 Bytes
STORAGE 1st Storage (see table 11-7)
(Char[48])
48 Bytes
STORAGE Nth Storage (see table 11-7)
(Char[48])
2 Bytes
numofneighbor Number of Neighbor N
(uint16_t)
48 Bytes
NEIGHBOR 1st Neighbor (see table 11-8)
(Char[48])
48 Bytes
NEIGHBOR Nth Neighbor (see table 118)
(Char[48])
16 Bytes
ConsumptionValue Power ConsumptionValue
(Char[16])
2 Bytes
Power Unit UnitType(Annex A)
(uint16_t)
Table 11-2 — SOFTWARE field Message Structure
Field Name Field Size Description
16 Bytes
Software Version Software Version
(Char[16])
32 Bytes
Software FileName Software File Name
(Char[32])
256 Bytes
Software FTPURL Software FTP URL
(Char[256])
32 Bytes
Software FTPID Software FTP ID
(Char[32])
32 Bytes
Software FEPRdsswd Software FTP Passwd
(Char[32])

Table 11-3 — DISPLAY field Message Structure

Field Name Field Size Description
) 16 Bytes )
DisplaylD (Char[16]) Display ID (16bytes UUID)

16 Bytes

Resolution Display Resolution (ex:1920x1080)

(Char[16])
] ] 16 Bytes . o

DisplaySize (Char[16]) Display Size (inch)
16 Bytes .

PannelType (Char[16]) Display Pannel Type

© ISO/IEC 2015 - All rights reserved

27


https://standardsiso.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17811-2:2015(E)

Table 11-4 — MEMORY field Message Structure

Field Name Field Size Description
16 Bytes
MemorylD Memory ID (16bytes UUID)
(Char[16])
32 Bytes
MemoryDescription Memory Description
(Char[32])
Table 11-5 — MPU field Message Structure
Fleld Name Field Size Description
16 Bytes
MPUID MPU ID (16bytes UUID)
(Char[16])
32 Bytes
MPUDescription MPU Description
(Char[32])
Table 11-6 — NETWORK field Message Structure
Fleld Name Field Size Description
16 Bytes
ImterfacelD Interface ID (16bytes UUID)
(Char[16])
16 Bytes
MpcAddress Mac Address
(Char[16])
16 Bytes
InferfaceType Interface Type
(Char[16])
Table 11-7 — STORAGE field Message Structure
Fleld Name Field Size Description
16 Bytes
§toragelD Storage ID (16bytes UUID)
(Char[16])
32 Bytes
StorageDescription Storage Description
(Char[32])
Table 11-8 — NEIGHBOR field Message Structure
Field Name Field Size Description
16 Bytes
DévicelD Device ID (16bytes UUID)
(Cho[11)
ooy
Describes one of the following
16 Bytes Ethernet
NetworkType
(Char[16]) RS485
RS232
16 Bytes
InterfacelD Interface ID (16bytes UUID)
(Char[16])

28
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6.4.6.4 When ‘DevicelnfoReqType’ is ‘ConfigProperty’

— ‘ConfigProperty’ describes setting parameters for network or device configuration. Each
manufacturer can describe the configuration file name and file URL.

— The message structure is shown in Figure 22 and Table 12-1 to 12-3.
nun?rmm (& Brina)

Rmaul L COMNFIGPFROFERTY ot CONFIBFROFERTY
AL _— | |
I == LT e——
DevicelD | P G | ETHERMET - ETHERMET | SERIAL - BERIAL | ConfigFilsName FTP URL FTRID NJETF Pesswd
116 By 4 | | (32 Bytan) (256 Bytes) (32 Bypes) N |3 Bytes)
numetihemet (2 Byles) numnieanal {7 Sym@s) —F o .___’,' -H"--__
Intarfacsl P Address Gateway Subnat DHE Tl
(16 Bytas) (4D Eytes) 40 Eytas) 116 Bytag) | (16 Bytas) Tl
Interfacs Typs (3 Bytss) 4 "H,_“
mterfaceil | Boudrate DiataBits StopBits Pariy FlowGontrel
’ (16 Eyles) | (16 Bytes] | (15 Eytes) (18 Byles) 18 Byles) | (18 Eyles)

interface Typs (8 Bytes)

Figure 22 — DEVICE_INFO_RESPONSE Message Structure

Table 12-1 — Description of DEVICE_INFO_RESRONSE Message Structure (When
‘DevicelnfoReqType’ is ‘ConfigProperty’)

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uintl6_t)
2 Bytes
numofdevice Number of device
(uintl6_ft)
16.Bytes
DevicelD Device ID
(Char[16])
2 Bytes
Num of Ethernet interface Number of Ethernet Interface
(uintl6_t)
Num of Serial 2 Bytes
Number of Serial Interface
interface (uint16_t)
116 Bytes
ETHERNET 1st Ethernet (see table 12-2)
(Char[116])
116 Bytes
ETHERNET Nth Ethernet (see table 12-2)
(Char[116])
108 Bytes
SERIAL 1st Serial (see table 12-3)
(Char[108])
108 Bytes
SERIAL Nth Serial (see table 12-3)
(Char[108])
32 Bytes
ConfigurationFileName Configuration File Name
(Char[32])
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Table 12(continued)
Field Name Field Size Description
256 Bytes
FTPURL FTP URL
(Char[256])
32 Bytes
FTPID FTPID
(Char[32])
32 Bytes
FTPPassword FTP Password
(Char[32])

Table 12-2 — ETHERNET field Message Structure

Field Name Field Size Description
Describes one of the following
8 Bytes
InterfaceType IPV4
(Char[8])
IPV6
16 Bytes
InterfacelD Interface ID (16 bytes UUID)
(Char[16])
40 Bytes
[PAddress [P Address
(Char[40])
16 Bytes
[Fateway Gateway I[P
(Char[40])
16 Bytes [PV4-SubnetMask,
Subnet
(Char[16]) [PV6-SubnetPrefix
16 Bytes
DNS Nth Domain Name Server IP
(Char[16])
Table 123 — SERIAL field Message Structure
Field Name Field Size Description
8 Bytes
InterfaceType Interface Type
(Char[8])
16 Bytes
InterfacelD Interface ID(16 bytes UUID)
(Char[16])
16 Bytes
Boudrate Boudrate
(Char[16])
16 Rytes
DataBits Data Bits
(Char[16])
16 Bytes
StopBits Stop Bits
(Char[16])
16 Bytes
Parity Parity Bits
(Char[16])
16 Bytes
FlowControl Flow Control
(Char[16])

6.4.6.5 When ‘DevicelnfoReqType’ is ‘StatusProperty’

30
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— ‘StatusProperty’ describes dynamic information such as mpu, memory or network usage and so on.

— The message structure is shown in Figure 23 and Table 13-1 to 13-5.

numgidevics (2 Byles)

:2 ms} /l_, | N [smuspmpmw | J STATUSPROPERTY |
DevicelD -“]NETW‘OﬁHl . [Nsmm«‘i ] | l FuU | MEMORY l . |MEMORY | smmc.ﬁl ]sro&maa lErr\::-l_Fr-ll;t;:;"_—
i16 Byies) |+ |STATUS STATUS STATUS STATUS STATUS STATUS ETATUS STATUS |16 Eytes) |,
mmfnagmm'i:é Biytes) - [ 12 Eytes] ' ‘numothdemary (2 H;-'L*éi I:II;'""UfSWMW 2 B{I&I Error Cega (2 Bytes)
In;ﬂacall) Connaction Traffic = MIPLID MPU Usage |Temperature [ g Y
(16 Bytas) (16 Byas) [16 Byteg) (18 Bylas) {16 Byles) 116 Bytas) o~ ‘.I
i.;;ruurrlD TotalMemSize |Memory Us.age. rEitl:lragtallﬂ Tolal Hze Storpoe Uaag;
(16 Bytes) (16 Bytes)  [(16 Bytes) (16 Erytas) (16 Bytes) |16 Byies)
Figure 23 — DEVICE_INFO_RESPONSE Message Structure
Table 13-1 — Description of DEVICE_INFO_RESPONSE Méssage Structure (When
‘DevicelnfoReqType’ is ‘StatusProperty’)
Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)
2 Bytes
numofdevice Number of device
(uint16_t)
16 Bytes
DevicelD Device ID
(Char[16])
2 Bytes
Num of Network Number of Network Interface N
(wintl6_t)
48 Bytes
NETWORKSTATUS 1st Network Status (see table 13-2)
(Char[48])
48 Bytes
NETWORKSTATUS Nth Network Status (see table 13-2)
(Char[48])
2 Bytes
Num.of MPU Number of MPU N
(uint16_t)
48 Bytes
MPUSTATUS 1st MPU (see table 13-3)
(Char[48])
48 Bytes
MPUSTATUS Nth MPU (see table 13-3)
(Char[48])
2 Bytes
Num of Memory Number of Memory N
(uint16_t)
48 Bytes
MEMORY 1st Memory (see table 13-4)
(Char[48])
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Table 13(continued)

Field Name Field Size Description
48 Bytes
MEMORY Nth Memory (see table 13-4)
(Char[48])
2 Bytes
Num of Storage Number of Storage N
(uintl6_t)
48 Bytes
SITORAGE ISt Storage (see table 15-5)
(Char[48])
48 Bytes
SFORAGE Nth Storage (see table 13-5)
(Char[48])
Describes one of the following
16 Bytes
Ertor Status Normal
(Char[16])
Abnormal
2 Bytes
Exror Code Error Code (Table 3)
(uint16_t)
Table 13-2 — NETWORKSTATUS Message'Structure
Field Name Field Size Description
16 Bytes
InterfacelD Interfaee\ID (16 bytes UUID)
(Char[16])
Deseribes one of the following
16 Bytes
Cdnnection Online
(Char[16])
Offline
16 Bytes
Traffic Current network traffic and describes in Kbps
(Chax[16])
Table“13-3 — MPUSTATUS Message Structure
Field Name Field Size Description
16 Bytes
MPUID MPU ID (16 bytes UUID)
(Char[16])
16 Bytes
MIPUUsage MPU Usage (%)
(Char[16])
16 Bytes
Temperature Temperature (°C)
(Char[16])
Table 13-4 — MEMORYSTATUS Message Structure
Field Name Field Size Description
16 Bytes
MemorylD Memory ID (16 bytes UUID)
(Char[16])
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Table 13(continued)
Field Name Field Size Description
16 Bytes
TotalMemSize Memory Size (Mbytes)
(Char[16])
16 Bytes
MemUsage Memory Usage (%)
(Char[16])
Table 13-5 — STORAGESTATUS Message Structure
Field Name Field Size Description
16 Bytes
StoragelD Storage ID (16 bytes UUID)
(Char[16])
16 Bytes
TotalStorageSize Total Storage Size (Mbytes)
(Char[16])
S U 16 Bytes s U %)
torageUsage torage Usage (%
& 8 (Char[16]) & &
4.4.6.6 When ‘DevicelnfoReqType’ is ‘DeviceSpecificProperty’
1 According to the device type, ‘DeviceSpecificProperty” can describe the various device|specific
properties.
4+ The message structure is shown in Figure 24 . atid Table 14-1 to 14-3.
numofdevice (2 Bytes)
Result N | DEVICESPECIFIGPROPERTY. DEVICESPECIFICPROPERTY
e 1| | _ |
“ N o -‘_'-—___ _
nuﬂufprcpg.rtf-EJZBﬂfsj l}umoTproperljes (28WEs) --__""'----__‘___
DevicelD |7 | |PROPERTY .. |PROPERTY PROPERTIES . [PROPERTIES
(16 Bytas)
T amemmem T e _'"“-—-.____ i " Q 7 Numofproperty {_2’8:.1&5}
Properly Mame Property-*alue Property Valug Unit Properiies Name 7 |PROPERTY ... |PRORERTY
(32 Byles) (32 Bytes) (32 Byles) (32 Byles) )
Fm;:;r;:.' Nama Property Value Proparty Value Linit ]
(32 Bytes) (32 Bytes) (32 Bytes)
Figure 24 — DEVICE_INFO_RESPONSE Message Structure
Table 14-1 — Description of DEVICE_INFO_RESPONSE Message Structure (When
‘DevicelnfoReqType’ is ‘DeviceSpecificProperty’)
Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)
2 Bytes
numofdevice Number of device
(uint16_t)
16 Bytes
DevicelD Device ID
(Char[16])
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Table 14(continued)
Field Name Field Size Description
2 Bytes
Num of property Number of single property
(uint16_t)
2 Bytes
Num of properties Number of multi property
(uintl6_t)
B 96 Bytes
Topert TSTProperty (see Iable 12-Z
perty (Char[96]) perty ( )
96 Bytes
Hroperty Pth Property (See Table 14-2)
(Char[96])
Properties Variable 1st Property (See Table 14-3)
Properties Variable Qth Property (See Table 14-3)
Table 14-2 — Property Message Structure
Field Name Field Size Description
32 Bytes
Property Name Property Name
(Char[32])
32 Bytes
Property Value Property<Value Unit
(Char[32])
32 Bytes
Propefty Value Unit Property Value Unit
(Char[32])

Table 14-3 = Properties Message Structure

Field Name Field . Size Description
32'Bytes
Propgerties Name Properties Name
(Char[32])
2 Bytes
Nun{ of property Number of single property P
(uint16_t)
96 Bytes
Property 1st Property (See Table 14-2)
(Char[96])
P 26 Bytes pth p (See Table 14-2)
ropert roperty (See Table 14-2
perty (Char[96]) perty

6.4.6.7 When ‘DevicelnfoReqType’ is ‘DeviceProperty’

— ‘DeviceProperty’ can be classified into four types of properties
— CommonProperty: General information such as manufacturer, version and so on.
— ConfigProperty: Information about the setting parameters.
— StatusProperty: Dynamic information such as CPU, memory or network usage.
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— DeviceSpecificProperty: Device specific properties are defined according to the device type.

— The message structure is shown in Figure 25 and Table 15 and more details about each property are
listed below

Resuft

numfufdsvice (2 Bytes)

- | N | DEVICEPROPERTY DEVICEPROPERTY
(2 Bytes) — | L -
N BRRREEEE e
a-"" hhhhh el —
COMMONPROPERTY |CONFIGPROPERTY  |STATUSPROPERTY |DEVICESPECIFICPROPRTY
Figure 25 — DEVICE_INFO_RESPONSE Message Structure
Table 15 — Description of DEVICE_INFO_RESPONSE Message Structure (When
‘DevicelnfoReqType’ is ‘DeviceProperty’)
Field Name Field Size Description
2 Bytes
Result Error Code (Table3)
(uint16_t)
2 Bytes
numofdevice Number ofdevice
(uint16_t)

CommonProperty variable See table 11-1 without ‘Result’ field
ConfigProperty variable See'table 12-1 without ‘Result’ field
StatusProperty variable See table 13-1 without ‘Result’ field

DeviceSpecificProperty variable See table 14-1 without ‘Result’ field

4.4.6.8 When ‘DevicelnfoReqType’is ‘FullDescription

— ‘FullDescription’ includes all of information above.

— The message structure is'shown in Figure 26 and Table 16.

numafdevice (2 Bytes)

Resull | FuLLDESCRIPTION FULLDESGRIFTION
(2 Bytes) ] e — -
-7 - N M T e -
BASICINFO FUNCTIONLIST DEVICEPROPERTY
COMMONPROPERTY |CONFIGPROPERTY  [STATUSPROPERTY |DEVICESPECIFICPRCHRTY

Figure 26 — DEVICE_INFO_RESPONSE Message Structure
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Table 16 — Description of DEVICE_INFO_RESPONSE Message Structure (When

‘DevicelnfoReqType’ is ‘FullDescription’)

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)
2 Bytes
numofdevice Number of device
(uint16_t)
BasicInfo variable See table 9 without ‘Result’ field
FunctionList variable See table 10-1 without ‘Result’ field
DeyiceProperty variable See table 15 without ‘Result’ field

6.4.7 DEVICE_CONTROL_REQUEST

— DEVICE_CONTROL_REQUEST message can be used when a device or servicewant to control th
target device. When a device receives a DEVICE_CONTROL_REQUEST messdge, the device execute

the requested control and returns the result.

— Fun[ftionID: is defined according to the each device type. 4 Bytes are allocated for the ‘Functionll]

andfhigh 2 Bytes means the device type code.

— FunftionCategory: let the service knows whether this message‘ig'for the control (needs response) d

event (don’t need response).

— The|payload message structure is shown in Figure 27 and Table 17.

Ippm size (2 Byles)
FumctionCatagery (B Bytes) | 8 | A | INPUTLIST
FuncliofiD (4 B‘.fbai}/}— | | J_.1 | ' |
o=e=="""Vinputs size 1:Bytes) Tl
J INFUIT ] INFUT FHPLIT | WEUT [ INFUTS | INFUTS |
o= T =l K — .
JERNRRSEEL T ST . (" T )
& | frputiD InpEName | DATA DATA @ | InpasiD InpulsMame | INPUT IMPUT
o | |15 Bytesy | (18 Bytes) + | 118 Bytes) | {16 Bytes)
et —== === s
Data Size (f Bytes] .- 5 e Input Sze (2 Byes)y-- I R
Data Ngme | Data Vaue | vaue Unt | Data bin _ (| Dpfatax | Defaut DgiaBess " DataType | Deta 1D ;

(I6Es) | (188yms) | (6Byies) | (16eyed) [ Ti6Ewes) | U6Bwesr ] 6Byies) | (16EBpes) | (16Byes)

# | InputiDl Irputhlame | DATA DATA

y | (16 Byles) | (16 Bytas)
Dalasmalza:[tgg_.a--""" b " S — )
Data Name | Oata Value | VaueUnt | DemMin | DataMax | Default CataDesc | DataType | Daia o
(16 Byas) | (16Eyes) | (16EyEs) | (16Eyes) | (16Bywes) | (16Ewes) | (16Eyes) | (18 EveE) | [16Bywes)

Figure 27 — DEVICE_CONTROL_REQUEST Message Structure

(7]

—

Table 17 — Description of DEVICE_CONTROL_REQUEST Message Structure

Field Name Field Size Description
4 Bytes
FunctionID Function ID
(uint32_t)
Describes one of the following
8 Bytes
FunctionCategory — Control
(Char[8])

— Event
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Table 17 (continued)
Field Name Field Size Description
2 Bytes InputList Number of 15t function
InputList Size
(uint16_t) (Number of INPUT and INPUTS)
INPUT Variable Input Data (see table 10-3)
INPUTS Variable Inputs Data (see table 10-4)

4.4.8 DEVICE_CONTROL_RESPONSE

- This message is a response message for the DEVICE_CONTROL_REQUEST.

— ‘OutputList’ describes the result or response value.

- The message structure is shown in Figure 28 and Table 18.

Luiput size (2 Bytes)
| . |Fuml:nncabugnrytasmﬂ| o M |0UTPUTLIST l
- ‘c::u:wts slze (2 Bytes)
Jouwu-r |o-u-rpu-r |oun=u1' |OU'I'PUT |ou7pu1's |ourpur'rs |

FunctioniD {4 Byles)

e 7 s T
I N el ‘ M teemal
E | OutputiD Outputharme | DATA DATA Q[ Outputell OutputsMama | OLTPUT OUTPUT
o] (18Byles) | (16 Bytes) 4| 116 Byies) [1EEM|=5?
Data Sirs (2 Bytas)_ _--=="" . T e Ta —
B T 'r"
Cata Name | Data Value | Vale Unit | Deta Min Cieta Max DedaLl Crala ﬂeﬂ -I tiata TH:IE Diata |D
(16 8ytes) | (16Byies) | (168yes) | (16Byles) (16 Byles) (16 Evtgs) - - ITEE]I‘ES-:I (16 Byles) (16 Byles)
A | CutputiD Qutputhlame _\DATA OATA
« N6 Byes) | {16 Emes}
Dulns:ze{ngrhes}, \ A SEE
Duln Mame | Deta Valee' [ Vale Un | Data Min Date Max Default Data Desc Diala Type Data ID
(16 Bytes) | (16 Bvtes) | (16Bytes) | (18 Bytes) | (16Byles) | (16Byes) | [16Bytes) | (16Byles) | (16[Bytes)

Figure 28 —DEVICE_CONTROL_RESPONSE Message Structure

Table 18 — Description of DEVICE_CONTROL_RESPONSE Message Structure

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)
4 Bytes
FunctionID Function ID
(uint32_t)
Describes one of the following
8 Bytes
FunctionCategory — Control
(Char[8])
— Event
2 Bytes OutputList Number of 1st function
OutputList Size
(uint16_t) (Number of OUTPUT and OUTPUTS)
OUTPUT Variable Output Data (see table 10-5)
OUTPUTS Variable Outputs Data (see table 10-6)

6.4.9 EVENT_NOTIFICATION
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— When a sensor or device needs to transfer some data periodically without response,

NOTIFICATION message can be used.

the EVENT_

— FunctionID: is defined according to the each device type similar to

DEVICE_CONTROL_REQUEST/RESPONSE.

— FunctionCategory: let the service knows whether this message is for the control (needs
event (don’t need response).

— The payload message structure is shown in Figure 29 and Table 19.

response) or

?ulpul size (2 Byles)
| | FuncionGategary (8 Bytes) | o | w | EVENTUIST |
L
e
FunctioniD 4 Bytes) et Cuputs 522 (2 Bytes) h
J DUTPIT [ DUTPUT I OUTPUT I oUTPUT | OUTPUTS I oUTPUTS |
_________ By ST N . STy .
» GulpullD GUIPLI“NWE CATA DATA ] DLI'IPIIEHD DulFlBHnme OUTPUT DTPUT
o] |18 Bytes) | [16Bytes) +| (16 Bytes) {16 Bytes)
e e — — T ———
Data Size|(2 Bytes) .-~ 7" F e _Ouiput Sze (ZByles) <" Ta
Data Wame | DetaValue | Vale Unit | Data Min Data ks Defaut Data Desc- --[ Data Type Data 1D
[16Bxfes) | (16Bytes) | (16Eyies) | (16Bytes) | (16Bves) | {16 Byles). | (M6 Bytes) {16 Byles) (16 Bytes)
£ | owputD | CutpitMame | DATA DATA,

3| [18Bytes) | (18 Bytes)
Data Size (2 Bwe;l___--"""

[ T J

4

Daa Mame | Datavaue | Vaue Unit | Data Min CataMax Crafauti Cata Dasc Cata Typs
(16Bytes) | (16 Eyles) | (16Bytes) | (16Byles) | (1680edy | (18Bytes) | 16 Eytes) (16 Bytas)

Cata ID
(16 Bytes)

Figure 29 — EVENT_NOTIFICATION Message Structure

Table 19 — Description of EVENT_NOTIFICATION Message Structure

Field Name Field Size Description
4 Bytes
FunctionID Function ID
(uint32_t)
Describes one of the following
8 Bytes
FundtionCategory — Control
(Char[8])
— Event
2 Bytes EventList Number of 1st function
EventList Size
(uintl6_t) (Number of EVENT and EVENTS)
ODUTPUT Variable Event Data (see table 10-5)
UTRUTS Variable Events Data (see table 10-6)

6.4.10 EVENT_SUBSCRIPTION_REQUEST

— Event information shall be reported to only interested devices. For this reason, event handling

operation includes event subscription/un-subscription operations.
— FunctionlID: is defined according to the each device type.
— SubscriptionInterval: subscription interval time and describes in millisecond
— SubscriptionType: subscription type, i.e. ‘Renew’, ‘Registration’, ‘Cancel’

— The message structure is shown in Figure 30 and Table 20.
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28 Bytes

-~

(B Bytas)

Subscription Interval

SubscripionType (16 Byles)

v

Funchion|D (4 Byt

BE)

Figure 30 — EVENT_SUBSCRIPTION_REQUEST Message Structure

Table 20 — Description of EVENT_SUBSCRIPTION_REQUEST Message Structure

Field Name Field Size Description
4 Bytes
FunctionID Function ID
(uint32_t)
8 Bytes
SubscriptionInterval Subscription Interval (ms)
(Char[8])
Describes one ofthe following
16 Bytes — Renew
subscriptionType
(Char[16]) — Registration
—. CGancel

4.4.11 EVENT_SUBSCRIPTION_RESPONSE

—+ The message structure issshown in Figure 31 and Table 21.

2 Bytes

-+ This message is a response message for‘the EVENT_SUBSCRIPTION_REQUEST.

-+ Result: Describes whether subscription request is performed with success or not. If
occurred, error code can be deseribed as shown in the Table 3.

Result (2 Bytes)

Figure 31 — EVENT_SUBSCRIPTION_RESPONSE Message Structure

i error

Table 21 — Decription of EVENT_SUBSCRIPTION_RESPONSE Message Structure

Field Name Field Size Description
2 Bytes
Result Result Code (Table 3)
(uint16_t)

6.4.12 GET_FILEINFO_REQUEST

— GET_FILEINFO_REQUEST message can be used when a service or device want to know about
information of files which are saved in target device.

© ISO/IEC 2015 - All rights reserved
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— ‘File Type’, ‘File Name’ and ‘Searching Period’ are described for the request condition.

— The message structure is shown in Figure 32 and Table 22.

88 Byles
FileType |FileMame (32 Bytes) |StarTime (20 Bytes) |EndTime (20 Byies)
{16 Byles)
Figure 32 — GET_FILEINFO_REQUEST Message Structure
Table 22 — Description of GET_FILEINFO_REQUEST Message Structure
Field Name Field Size Description
Describes one of the following
— Al
— Log
— Execution
— Firmware
16 Bytes
FileType — Debug
(Char[16])
— Configure
— <Image
—" Audio
— Video
— Text
32 Bytes
Name File Name
(Chat[32])
Search Start Time
20 Bytes
StartTime YYYY-MM-DDTHH:MM:SS
(Char[20])
example: 2011-12-31T14:00:00
Search End Time
20 Bytes
EndTime YYYY-MM-DDTHH:MM:SS
(Char[20])
example: 2011-12-31T15:00:00
6.4.13 GET_EILEINEQ _RESPONSE

— This message is response message for the GET_FILEINFO_REQUEST.

— ‘FilelnfoList’ describes ‘File Type’, ‘File Name’, ‘File Size’ and ‘Latest Version Date’ and so on.

— The message structure is shown in Figure 33 and Table 23-1, 23-2.

40
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. 4 + (W * 402) Bytes
numotile (2 Byles)
’/l/ | I | FILEINFO | | FILEINFO
Result (2 Byles] -~ ~ LT — -
JFtENamE {32 Bytes) FileType Date FTP URL (256 Bytes) | FTF ID (32 Byles] | FTPPasswd Fasversion
(16Byles) | ~ | (16Bytes) {32 Bytes) {18 Byles)
il
FileSize (2 Byles)
Figure 33 — GET_FILEINFO_RESPONSE Message Structure
Table 23-1 — Description of GET_FILEINFO_RESPONSE Message'Structure
Field Name Field Size Desctiption
2 Bytes
Result Result code (Table 3)
(uintl6_t)
2 Bytes
mumoffile Number of Files\N
(uintl6_t)
FILEINFO Variable 1st File Info (see table 23-2)
FILEINFO Variable Nth.File Info (see table 23-2)
Table 23-2 — FILEINFO Field Message Structure
Field Name Field.Sizé Description
32\Bytes
FileName File Name
(Char[32])
Describes one of followings
— Al
— Log
— Execution
— Firmware
16 Bytes
FileType — Debug
(Char[16])
— Configure
— Image
— Audio
— Video
— Text
8 Bytes
FileSize File Size (Mbytes)
(Char[8])
b 20 Bytes Date YYYY-MM-DDTHH:MM:SS
ate
(Char[20]) example: 2011-12-31T14:00:00

© ISO/IEC 2015 - All rights reserved
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Table 23(continued)
Field Name Field Size Description
256 Bytes
FTP URL File FTP URL (FTP URL)
(Char[256])
32 Bytes
FTPID FTP ID
(Char[32])
32 Bytes
FTPPasswd FTP Passwd
(Char[32])
16 Bytes
FlleVersion File Version
(Char[16])

6.4.14 GET_FILE_REQUEST

— A GET_FILE_REQUEST message is an essential function for the device management since th|
softfvare update and firmware update requires the updated file to be trafisferred to the targg

dev]ce.

— ‘FTF URL, ‘FTP ID’, ‘FTP password’ and ‘File Name’ are describedfand file transmission shall b

performed by FTP channel.

— The|message structure is shown in Figure 34 and Table 24.

368 Bytes

il
&

FileMams (32 Bytes)

TargetURL (256 Bytes)

P
L

FileWersion

ETPID (32 Bytes) | FTPPasswd
{16 Bytes)

{32 Bytes)

Figure 34 — GET_FILE_REQUEST Message Structure

Table 24 — Description of GET_FILE_REQUEST Message Structure

(s

Field Name Field Size Description
256 Bytes
TprgetURL Target URL
(Char[256])
32 Bytes
FTPID FTP Account
(Char[32])
32 Bytes
FTPPasswd FTP Password
(Char[32])
32 Bytes
FileName File Name
(Char[32])
16 Bytes
FileVersion File Version
(Char[16])

6.4.15 GET_FILE_RESPONSE

— This message is a response message for the GET_FILE_REQUEST and the message structure is
shown in Figure 35 and Table 25.

42
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2 Bytes

Result (2 Bytes)

Figure 35 — GET_FILE_RESPONSE Message Structure

Table 25 — Description of GET_FILE_RESPONSE Message Structure

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)

4.4.16 GET_FILE_RESULT

~+ The device shall announce the transmission result when the filetgansmission is completed,|because
file transmission might take too much time.

—+ Ifanerror occurred, error code can be described as showt in the Table 3.

4+ The message structure is shown in Figure 36 and Table 26.

2 Bytes

Result (2 Bytes)

Figure 36'— GET_FILE_RESULT Message Structure

Table 26/'— Description of GET_FILE_RESULT Message Structure

Field Name Field Size Description
2 Bytes
Resy]t Error Code (Table 3)
(uintl6_t)

4.4.17PUT_FILE_REQUEST

+ ~PUT _FILE_REQUEST message can be used when a service or device needs to upload some files to the
target device.

— For the request, ‘FTP URL, ‘FTP ID’, ‘FTP password’ and ‘File Name’ are described and file
transmission shall be performed by FTP channel.

— The message structure is shown in Figure 37 and Table 27.
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368 Bytes

i
=}

P
L

Filzhlame (32 Bytes)

TargetURL (256 Bytes)

FTPID (32 Bytes)

FTFPas=swd
(42 Bytes)

FileV'ersion

(16 Bytes)

Figure 37 — PUT_FILE_REQUEST Message Structure

Table 27 — Description of PUT_FILE_REQUEST Message Structure

Field Name Field Size Description
32 Bytes
FileName File Name
(Char[32])
256 Bytes
ThrgetURL Target URL
(Char[256])
32 Bytes
FTPID FTP Account
(Char[32])
32 Bytes
FTPPasswd FTP Password
(Char[32])
16 Bytes
FlleVersion File Version
(Char[16])
6.4.18 PUT_FILE_RESPONSE

This

shoywn in Figure 38 and Table 28.

2 Bytes

Result (2 Bytes)

Figure 38 — PUT_FILE_RESPONSE Message Structure

Table 28 — Description of PUT_FILE_RESPONSE Message Structure

message is a response message for the PUT_FILE_REQUEST and the message structure i

Fiield Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)

6.4.19 PUT_FILE_RESULT

file transmission might take too much time.

44

If an error occurred, error code is described as shown in the Table 3.

The message structure is shown in Figure 39 and Table 29.
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Result (2 Bytes)

Figure 39 — PUT_FILE_RESULT Message Structure

Table 29 — Description of PUT_FILE_RESULT Message Structure

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)

.4.20 APPLY_REQUEST

1+ The message structure is shown in Figure 40 andTable 30.

1+ APPLY_REQUEST message can be used when a service want to perform management funct
as ‘Update’, ‘Rollback’, ‘Execution file’ and ‘Delete a file’. Thesefunctions are described by ‘Ap

|

1 A specific file can be needed in an apply process, so thisS{message includes the informati¢n about

those kind of files.

ion such
lyType’

384 Byles
ApphyType |Fllehame (32 Bytes) | TargetURL (256 Bytes) FTPID (32 Bytes) |FTPPasswd Fileersion
(15 Bytes) (32 Bytes) (16 Bytes)
Figure 40 — APPLY_REQUEST Message Structure
Table 30 — Description of APPLY_REQUEST Message Structure
Field Name Field Size Description
Describes one of followings
— Execution
oM 16 Bytes Und
e — ate
pptylyp (Char[16]) p
— Rollback
— FileDelete
32 Bytes
FileName File Name
(Char[32])
256 Bytes
TargetURL Target URL
(Char[256])
32 Bytes
FTPID FTPID
(Char[32])

© ISO/IEC 2015 - All rights reserved
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Table 30 (continued)
Field Name Field Size Description
32 Bytes
FTPPasswd FTP Password
(Char[32])
16 Bytes
FileVersion File Version
(Char[16])

6.4.21 APPLY_RESPONSE

— Thi§ message is a response message for the APPLY_REQUEST and message structure is shown ip
Figure 41 and Table 31.

2 Bytes

Result (2 Bytes)

Figure 41 — APPLY_RESPONSE Message Structure

Table 31 — Description of APPLY_RESPONSE Message Structure

Fiield Name Field Size Description
2 Bytes
Result Errof€ode (Table 3)
(uint16_t)

6.4.22 APPLY_RESULT

— The|device shall announce the apply-result when the applying process is completed, because file
trarfsmission might take too much time.

— Ifan error occurred, error code is described as shown in the Table 3.

— The|message structurefis shown in Figure 42 and Table 32.

2 Bytes

Result (2 Bytes)

Figure 42 — APPLY_RESULT Message Structure

Table 32 — Description of APPLY_RESULT Message Structure

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)
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— DEVICE_REGISTRATION_REQUEST message might be used when a device register its own

information to the manufacturer server.

— The message structure is shown in Figure 43 and Table 33.

156 Bytas

ManufacturerMame Manufacture Date |McdelMame ModelNumber SeralMumber Firmware Device
(32 Byles) (20 Bytes) (16 Byles) {32 Bytes) {32 Bytes) Version [REaType
(16 Byjas) (d Bytes)

Figure 43 — DEVICE_REGISTRATION_REQUEST Message Structure

Table 33 — Description of DEVICE_REGISTRATION_REQUEST Message Structure

Field Name Field Size Description
32 Bytes
Manufacturer Name Manufacturer Namé
(Char[32])
ManufactureDate (Local time)
20 Bytes
Manufacture Date -YYYY-MM=DDTHH:MM:SS
(Char[20])
Example: 2001-12-31T14:00:00
16 Bytes
ModelName Model Name
(Char[16])
32 Bytes
ModelNumber Model Number
(Char[32}
32 Bytes
SerialNumber Serial Number
(€har[32])
16 Bytes
Firmware Version Firmware Version
(Char[16])
Describes one of followings
DeviceReoT 8 Bytes R
eviceRe € — Re
2 (Char[8]) 8
— UnReg

4.4.24 DEVICE_REGISTRATION_RESPONSE

-““This message is a response message for the DEVICE_REGISTRATION_REQUEST and

message

structure is shown in Figure 44 and Table 34.

2 Bytes

L )

Result (2 Byles)

Figure 44 — DEVICE_REGISTRATION_RESPONSE Message Structure
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Table 34 — Description of DEVICE_REGISTRATION_RESPONSE Message Structure

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)

6.4.25 SERVICE_REGISTRATION_REQUEST

— A SERVICE REGISTRATION REQUEST message is used when a user wants to register personal
information to the manufacturer server.

— Ifuger set the update field ‘Auto’, device would update its firmware automatically.

— The|message structure is shown in Figure 45 and Table 35.

184 Bytes
DevicelD |ModelMame |ModelMumber (32 Byles) | SerialMumber (32 Bytes) |UserMName |UserAccount |UserPasSword |ServiceReg |Update
{16 Bytgs) |{16 Bytes) (16 Bytes) |(16Bytes) |(32 Bytes) Type {8 Bytes
(16 Bytes)

Figure 45 — SERVICE_REGISTRATION_REQUEST Message Structure

[Fable 35 — Description of SERVICE_REGISTRATION:REQUEST Message Structure

Field Name Field Size Description
16 Bytes
DgvicelD DevicéAD
(Char[16])
16 Bytes
MoldelName Model Name
(Char[16])
32 Bytes
ModelNumber Model Number
(Char[32})
32 Bytes
SeriplNumber Serial Number
(Char[32])
16 Bytes
UserName User Name
(Char[16])
16 Bytes
UsdrAccount User Account
(Char[16])
32 Bytes
UsernPassword N User Password
(CImar1o7)
Describes one of followings
16 Bytes — New
ServiceRegType
(Char[16]) — Add
— Delete
Describes one of followings
8 Bytes
Update — Auto
(Char[8])
— Manual
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— This message is a response message for the SERVICE_REGISTRATION_REQUEST and message
structure is shown in Figure 46 and Table 36.

'Y

2 Bytes

L

Result (Z Bytes)

Figure 46 — SERVICE_REGISTRATION_RESPONSE Message Structure

Table 36 — Description of SERVICE_REGISTRATION_RESPONSE MeSsage Structur

W

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uintl6_t)
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Annex A
(normative)
Unit Types and Codes
unit- itTy
i i uni e
Type Term !D of |unitType) Term !D of |unitType Term ID of unit P Term ID of uni
(2 unit (2 Bytes) unit (2 Bytes) (2 Bytes)
Bytes)
0000 || micrometer | 0016 cm/min 002C mlc?rrlirg‘;ter/ 0043 volt
0001 mm 0017 meter/min 002D mm,/min? 0044 millivolt
0002 cm 0018 km/min 002E cm/min2 0045 ampere
0003 meter 0019 inch/min 0030 meter/min? 0046 milliampere
0004 km 001A yard/min 0031 km/smin2 0047 milliwatt
0005 inch 001B mile/min 0032 inch/min2 0048 watt
0006 yard 001C mlcrhoomul‘fter/ 0033 yard)/min2 0049 kilowatt
0007 mile 001D mm/hour 0034 mile/min2 004A lux
0008 mg 001E cm/hour 0035 micﬁg{lnrezter/ 004B celsius
0009 gram 001F meter/hour 0036 mm/hour? 004C fahrenheit
000A kg 0020 km/hour 0037 cm/hour? 004D radian
000B ton 0021 inch/hour 0038 meter/hour? 004E degree
000C [ |micrometer/sec| 0022 yardy/hour 0039 km/hour? 004F rad/sec
000D mm/sec 0023 milé/hour 003A inch/hour? 0050 deg/sec
000E cm/sec 0024 micrsoerzlzeter/ 003B yard/hour? 0051 rad/sec?
000F meter/sec 0025 mm/sec? 003C mile/hour? 0052 deg/sec?
0010 Km/sec 0026 cm/sec? 003D Nmm 0053 N/mm?
0011 inch/sec 0027 meter/sec? 003E Npmm 0054 m3
0012 yard/see 0028 km/sec? 003F Hz 0055 kcal
0013 mile/sec 0029 inch/sec? 0040 KHz OSESFN Reserved
0014 m‘”r‘:lri“neter/ 002A vard/sec? 0041 MHz
0015 mm/min 002B mile/sec? 0042 GHz
50 © ISO/IEC 2015 - All rights reserved
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Annex B
(normative)
Device Types
. Home .
Device Gateway/ Home_ Internet Automation Aqdlo/ Shar_ed Miscellaneous
Type S Information| Consumer Video Unit
erver
Code 11XX 12XX 13XX 14XX 15XX 17XX 1HXX
o1 |HomeGate-| b o | Refrigerator Light Audio VAOGS UPS
way Speaker
02 Home PDA Air Condi- | o valve | HIFI Audior], - M3 | compldx Server
Server tioner Entrance
Remote
03 Digital PC Microwave Curtain Cameorder Metgr Network Device
Cable STB Reading
Server
Digital Sat- . Remote Metey Open|/Close
04 cllite STB Home Pad Boiler Reading Camera Elevator Selsor
05 D1g1§z¥BDMB Video Phone Oven Door Lock Scanner CCTV AP
06 Digital IP | ¢ Ty Laundry HVAC Printer Auto Par- Etc.
STB cel
07 Wall Pad | Smart Phone Runn{ng Batch Breaker Display Mobile
Machine Server
Expansion
08 Etc. Etc. Hea!th P Etc. Lobby
Device Security Phone
09 Coffge Thermostat Etc.
Machine
0A Fan Door Bell
0B Heater Ventilation
Temperature
0c Etc. Control
OF Etc.
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DCMP
to the

type.

C.1 DEVICE_DISCOVERY_REQUEST

— XML

example is shown in Table C.1, respectively.

Annex C
(informative)

XML Schema and Example of DCMP Payload Message

dq aad an Q ha d haod \Vi ardin

Annex C shows the XML example of DCMP payload for each messag

@ 09

ol

schema structure of DEVICE_DISCOVERY_REQUEST Payload is shown in Figure C.1 and XM

I I g S S S S —

| DiscoveryAHequestTope

| FDiscoveryReqType
| ) wed elring
gx nvad Hy | estriction

| |DiscoveryRequest

_______________ 1

pe DiscoveryHequestlype ) _;EElITy'pBFIBq s

— The
‘Dey

e [ s disting :

== ===

{Tipe [xsdhexBinary

Y
LpetN

Figure G:1 — Device Discovery Request Schema Structure

following XML-example shows the device discovery request message with specific condition, i.¢.
iceType’ is 0x1605(CCTVY)’

Table:C:1 — XML Example of DEVICE_DISCOVERY_REQUEST Payload Message

<?xml

version="1.0" encoding="UTF-8"7?>

<Di

<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>

</DiscoveryRequest>

</DMAP>

scoveryRequest>

<DiscoveryReqType>DeviceType</DiscoveryReqgType>

<HexTypeReg>1605</HexTypeReq>

52
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C.2 DEVICE_DISCOVERY_RESPONSE

— XML schema structure of DEVICE_DISCOVERY_RESPONSE message is shown in Figure C.2 and XML
example is shown in Table C.2, respectively.

| DiscoveryResponseTyne

ISO/IEC 17811-2:2015(E)

[ misteveryResponse 4] |
[epe Tieca weruResponseTyps |(3|:I

—| Devicel st EI—

E afteiues

|| mumofd avice
YpE :-csﬂ: mager
57 [renuired

I

A sic o T vpe
DevicelD
S T
e | #sd hexERart
FDavicotiama. |
o0 (e S |
CPEViEESUbNamE |
:.;t’P“' bzl n 3

E affrfusimn

numohcapabil ity

Ape [wardintegar
L =0 N ]

[

" DeviceCapabilite

—= [

#ad b il

Figure C.2 — Device Discovery Response Schema Structure

- The following XML example~shows the device discovery response message which proy
information of ‘Number of DevVices’, ‘Device ID’, ‘Device Type’, ‘Device Name’ and ‘Device Capability’

Jary

ides the

© ISO/IEC 2015 - All rights reserved
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Table C.2 — XML Example of DEVICE_DISCOVERY_RESPONSE Payload Message

<?xml

<

</D

</ DMApP >

version="1.0" encoding="UTF-8"7?>

< DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<DiscoveryResponse>
<Result>0000</Result>

<Devicelist numofdevice="1">

BasicInfo

<DeviceID>12345678901234567890</DevicelD>
<DeviceType>1605</DeviceType>
<DeviceName>CCTV</DeviceName>
<DeviceSubname>Temp</DeviceSubname>
<DeviceCapabilityList numofcapability="1">
<DeviceCapability>1605</DeviceCapability>

</DeviceCapabilityList>

</BasicInfo>

DeviceList>

i scoveryResponse>

C3 D

— XML schema structure of DEVICE_ADVERTISEMENT message is shown in Figure C.3 and XM
example is shown in Table C.3, respectively.

EVICE_ADVERTISEMENT

Sl

54
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Advertisement Type

“DevicelD

BLTE wsdi=tring

_EDH'HI:BT}'IIE
Ipe [esd:hexBinary
“DeviceMame

e

“DeviceSubname -

Ay rm s EE s mmE ¥
1=
i

-

DeviceAdvertisement _
-'.-|Z:|.*'.I:|lull!r'ﬂserna-r|tT5-pa %]_@_ m‘_
numofc apability

type! xsd:integer
1=k Jraquired
<7 .

—| DeviceCapabilityList

DeviceCapability "
Type [w=d hexBinar
1.

H ]

FAdType )
11.1_:5 Ixsj.ﬂ:rng
derwadhy rgﬂrj&iﬂl’l

4|

Figure C.3 — Device Advertisement Schema Structure

- Thefollowing XML example showsthé device advertisement message which provides the infgrmation

of ‘Number of Devices’, ‘DevicelD’, ‘Device Type’, ‘Device Name’ and ‘Device Capability’

Table C.3 — XML .Example of DEVICE_ADVERTISEMENT Payload Message

?xml version="1.0"( encoding="UTF-8"?>

DMAP xmlns:xsizhftp://www.w3.0rg/2001/XMLSchema-instance”>

<DeviceBldvertisement>
<DeviceID>12345678901234567890</DevicelID>

<DeviceType>1605</DeviceType>

<DeviceName>CCTV</DeviceName>

<DeviceCapabilityList numofcapability="1">

DeviceCapabilitySI60U5</DeviceCapability
</DeviceCapabilityList>
<AdType>Start</AdType>

</DeviceAdvertisement>

</DMAP>

C.4 DEVICE_INFO_REQUEST
— XML schema structure of DEVICE_INFO_REQUEST message is shown in Figure C.4 and XML example
is shown in Table C.4, respectively.
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DevicelnloRequest Type
DevicelnfoRequest [%] EL:J DevicelnfoReqType
g PR thpe wn&d string
Jpe | DevicelnfoFequestTupe TerivedBu Trestrichon

Figure C.4 — Device Info Request Schema Structure

— Thelfollowing XML example shows the full device information request message.

Table C.4 — XML Example of DEVICE_INFO_REQUEST Payload Message

<?xml fersion="1.0" encoding="UTF-8"?>
<DMAP kmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instancel>
<DevficeInfoRequest>
<DpvicelInfoReqType>FullDescription</DeviceInfoRegqTiype>
</DeficeInfoRequest>

</DMAP
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C.5 DEVICE_INFO_RESPONSE

— XML schema structure of DEVICE_INFO_RESPONSE message is shown in Figure C.5.
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Figure C.5—DeviceInfo Decpnncn Schema Structure

C.5.1 Basiclnfo

— XML schema structure of Basic Info Message is shown in Figure C.6 and XML example is shown in
Table C- 5, respectively.
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Figure C.6 — Basic Info Message Schema Structure

Table — C-5 — XML Example of Basic Info Message

<?xml fersion="1.0" encoding="UTF-8"%2*
<DMAP kmlns:xsi="http://www.w3.0rgf2001/XMLSchema-instance”>
DeviceInfoResponse>
<Result>0000</Result>
<DeviceInfol¥st numofdevice="1">
KBasicInfo>
<DeviceID>12345678901234567890</DevicelID>
<DeviceType>1605</DeviceType>
<DeviceName> CCTV</DeviceName>
<DeviceCapabilityList numofcapability="1">

<DeviceCapability>1605</DeviceCapabil-

ity>
</DeviceCapabilityList>
</BasicInfo>
</DevicelInfolist>
</DeviceInfoResponse>
</DMAP>

C.5.2 FunctionList

— XML schema structure of FunctionList Message is shown in Figure C.7.
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Figure C.7 — FunctienList Message Schema Structure
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- XML schema structure of Input/QutList Message is shown in Figure C.8/C.9 and XML expmple is
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Table C.6 — XML Example of FunctionList Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<DeviceInfoResponse>

<Result>0000</Result>

<DeviceInfolist numofdevice="1">

<Fupctionlist numoffunction="2"

<Flnction>

<FunctionID>15080001</FunctionID>

A

[FunctionCategory>Control</FunctionCategory>

A

TnputList inputsize="1" inputssize="0">
Input size="1">
<Data name="Status”>0k</Data>

/Input>

A

InputList>

A

DutputList outputsize="”1" outputssize="0">
Output size="1">

<Data name="Status”>0k</Data>

/Output>

<)/ OutputList>

</Function>

<Function>

<FunctionID>15080002</FunctionID=

A

FFunctionCategory>Control</FunttionCategory>
InputlList inputsize="1".Irnputssize="0">
<Input size="3">

<Data name="Intensity”>5</Data>

<Data name="Water”>5</Data>

<Data name=Z%fype”>Americano</Data>
</Input>

/Inputhist>
OutputlList outputsize="1" outputssize="0">

£Output size="1">

<Data name="Status”>0k</Data>
</Output>
</OutputList>
</Function>
</FunctionList>
</DevicelInfolList>
</DeviceInfoResponse>

</DMAP>
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C.5.3 DeviceProperty
— XML schema structure of Device Property Message is shown in Figure C.10.
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Figure C.10 — Device Property Message Schema Structure

Table C.7 — XML Example of Common Property Message

?xml version="1.0" encoding="UTF-8"7?2>
DMAP xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance”>
<DeviceInfoResponsée>
<Result>0000</ResSult>
<DeviceInfelilst numofdevice="1">
<Comme@n¥roperty>

<PSviceID>0123456789AB0101</DevicelID>

<Model>
<ModelName>Coffee Machine</ModelName>

<ModelNumber>CM-01</ModelNumber>
<SerialNumber>1234567890</SerialNumber>

</Model>

<Manufacture>
<ManufactureName>Example Company</ManufactureName>

<DistributionDate>2011-12-31T14:00:00</DistributionDate>

<ManufactureURL>www.example.co.kr</ManufactureURL>

</Manufacture>
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Table C.7 — (continued)

<Version>
<VersionInfoURL>versioninfo.example.co.kr</vVersionInfoURL>
<HardwareVersion>0.1.0</HardwareVersion>
<Firmware>
<Version>0.3.0</Version>

FileName>firmware. . bin</FileName

<FTPURL>.</FTPURL>
<FTPID>id</FTPID>
<FTPPassword>password</FTPPassword>
</Firmware>
</Version>
<DisplayList numofdisplay="1">
<Display>
<DisplayID>12345678901234567890</DisplayID>
<Resolution>1024x768</Resolution>
<DisplaySize>15</DisplaySize>
<PannelType>LCD</PannelType>
</Display>
</DisplayList>
<MemoryList numofmemory="1">
<Memory>
<MemoryID>12345678901234567891</MemoryID>
<MemoryDescription> ExampleB DDR3 64000</MemoryDescription>
</Memory>
</MemoryList>
<MPUList numofMPU=/1">
<MPU>
<MPUID>123845678901234567892</MPUID>
<MPUDescription> ExampleC </MPUDescription>
</MPU%
</MPUList>

<NetworkList numofnetwork="2">

<Network>
<InterfaceID>12345678901234567890</InterfaceID>
<MacAddress>1234545656</MacAddress>
<InterfaceType>Ethernet</InterfaceType>

</Network>

<Network>

<InterfaceID>12345678901234567877</InterfaceID>
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Table C.7 — (continued)

<MacAddress>1234545657</MacAddress>
<InterfaceType>RS485</InterfaceType>
</Network>
<Network>
<InterfaceID>12345678901234567877</InterfacelD>
MacAddress>1234545657</MacAddress

<InterfaceType>RS485</InterfaceType>
</Network>
</NetworkList>
<Storagelist numofstorage="1">
<Storage>
<StorageID>12345678901234567866</StoragelID>
<StorageDescription> ExampleC HDD 7200P </StorageDescription>
</Storage>
</StorageList>
<PoweConsumption>
<ConsumptionValue>123</ConsumptionValue>
<Unit>0005</Unit>
</PowerConsumption>
</CommonProperty>
</DeviceInfolList>
</DeviceInfoResponse>

/DMAP>

[am)

ommonPropert

— XML schema structure.of CommonProperty Message is shown in Figure C.11.
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Figure — C-11 — Common Property Message Schema Structure

— The following XML example shows the various information of device, which is described by
‘CommonProperty’.
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ConfigProperty
— XML schema structure of ‘ConfigProperty’ Message is shown in Figure C.12.
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Table C.8 — XML Example of Config Property Message

<?xml version="1.0"” encoding="UTF-8"7?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<DeviceInfoResponse>
<Result>0000</Result>
<DeviceInfolist numofdevice="1">

ConfigProperty

<NetworkConfig numofethernet="1"” numofserial="1">
<Ethernet>
<InterfaceType>IPVi</InterfaceType>
<InterfaceID>1123456789AB0104</InterfacelD>
<IPAddress>192.168.1.107</IPAddress>
<Gateway>192.168.1.1</Gateway>
<Subnet>255.255.255.0</Subnet>
<DNS>129.254.15.15</DNS>
</Ethernet>
<Serial>
<InterfaceType>RS232</Interfacelype>
<InterfaceID>1123456789AB0105«/ I nterfacelD>
<Baudrate>2400</Baudrate>
<DataBits>1</DataBits>
<StopBits>1</StopBits>
<Parity>1</Parity>
<FlowControl>no&/FlowControl>
</Serial>
</NetworkConfigs
<DeviceConfig>
<ConfigurationFileName>config.sh</ConfigurationFileName>
<FTBBRL>.</FTPURL>
LEFPID>1d</FTPID>
<FTPPassword>password</FTPPassword>
</DeviceConfig>

</ConfigProperty>

</DevicelInfolList>

</DeviceInfoResponse>

</DMAP>

StatusProperty
— XML schema structure of ‘StatusProperty’ Message is shown in Figure C.13.
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Table C.9 — XML Example of Status Property Message

<?xml version="1.0" encoding="UTF-8"?>

<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<DeviceInfoResponse>
<Result>0000</Result>
<DeviceInfolist numofdevice="1">

StatusPropertvy

<NetworkStatusList numofnetwork="1">
<NetworkStatus>
<InterfaceID>00000000000000000001</InterfacelID>
<Connection>Online</Connection>
<Traffic>27</Traffic>
</NetworkStatus>
</NetworkStatusList>
<DeviceStatus>
<MPUStatusList numofMPU="1">
<MPUStatus>
<MPUID>100000000000000000000</MPUID>
<MPUUsage>80</MPUUsage>
<Temperature>270</Temperature>
</MPUStatus>
</MPUStatusList>
</DeviceStatus>
<Error>
<Status>Normal</Status>
<ErrorMessage>0000</ErrorMessage>
</Error>
/StatusProperty>
</pPevicelInfolisk>
</DeficeInfoReSp@nse>

</DMAP

DeviceSpecificPropertyList

— XMlIlLsehema structure of ‘DeviceSpecificProperty’ Message is shown in Figure C.14
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Figure C.14 — Status Property Message Schema Structure

- The following XML example shows the device specific properties about the CCTV device. The focal
length.of this CCTV device is 16 meters and view angle is 30 degrees.
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Table C.10 — XML Example of Device Specific Property Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<DeviceInfoResponse>
<Result>0000</Result>
<DeviceInfolist numofdevice="1">

DeviceSpecificPropertylist numofproperties="0" numofproperty="2"

<Property name="FocallLength”>16</Property>
<Property name="ViewAngle”>30</Property>
/DeviceSpecificPropertyList>
</pevicelInfolList>

</DeficeInfoResponse>

</DMAP
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C.6 DEVICE_CONTROL_REQUEST

— XML schema structure of DEVICE_CONTROL_REQUEST is shown in Figure C.15 and message
structure is shown in Table C- 11, respectively.
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Figure C.15 — Device Control Request Schema structure

- The following XML example shows the control request message for light device control.
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Table C.11 — XML Example of DEVICE_CONTROL_REQUEST Payload Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP>
<ControlRequest>
<FunctionID>11071102</FunctionID>
<FunctionCategory>Control</FunctionCategory>

TnputTist inputsize="1" inputssize="0"

<Input size="4">
<Data name="ControlType”>RS485</Data>
<Data phame="SubID”>11</Data>
<Data name="DimmingLevel”>5</Data>
<Data name="0nOff”>0On</Data>
</Input>
</InputList>
</ControlRequest>

</DMAP
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— XML schema structure of DEVICE_CONTROL_RESPONSE is shown in Figure C.16 and message
structure is shown in Table C- 12, respectively.
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Figure C.16 — Device Control Response Schema Structure
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Table C.12 — XML Example of DEVICE_CONTROL_RESPONSE Payload Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP>
<ControlResponse>
<Result>0000</Result>
<FunctionID>11071102</FunctionID>

FunctionCategorv>Control FunctionCategory

<OutputList outputsize="1" outputssize="0">
<Output size="3">
<Data name="0nOffStatus”>0On</Data>
<Data name="DimmingLevel”>5</Data>
<Data name="DimmingFunction”>1</Data>
</Output>
</OutputList>
</ControlResponse>

</DMAP
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C.8 EVENT_NOTIFICATION

ISO/IEC 17811-2:2015(E)

XML schema structure of EVENT_NOTIFICATION is shown in Figure C.17 and message structure is
shown in Table C- 13, respectively.
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Figure C.17 — Event Notification Schema Structure
The following XML example shows the event message of gas sensor (report aliveness).
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Table C.13 — XML Example of Event Notification Payload Message

<?xml version="1.0" encoding="UTF-8"?>

<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>

<EventNotification>
<FunctionID>1107F000</FunctionID>
<FunctionCategory>Event</FunctionCategory>

EventTist outputsize="1" outputssize="0"

</DMAP

<Output size="1">
<Data name="Alive”>1</Data>
</Output>
</EventList>

</EventNotification>

C.9 E)

— XMIL

VENT_SUBSCRIPTION_REQUEST
schema structure of EVENT SUBSCRIPTION_REQUEST, Message is shown in Figun

[:'.fuulbu\ﬁm r|ul| onHequestType
s\\}
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pe | usd:hexBinary
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— The
regi

| EventSubscriptionRequest %_‘C\]; Euhscrlp’unnlnterual
ifoe [EventSubscriptionFeques.. ! TUpe [wedistng

. “SubscriptionType '

"~ ype xsd:string

:dervedBy [restiction_

Figure C.18 — Event Subscription Request Schema Structure

following XML example shows the event subscription message for the gas sensor. (firs
stration and interval time is 1sec)
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Table C.14 — XML Example of Event Subscription Request Payload Message

<?xml version="1.0"” encoding="UTF-8"7?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<EventSubscriptionRequest>
<FunctionID>14020001</FunctionID>
<SubscriptionInterval>1000</SubscriptionInterval>

SubscriptionTvpe>Registration</SubscriptionType

</EventSubscriptionRequest>

/DMAP>

(.10 EVENT_SUBSCRIPTION_RESPONSE
— XML schema structure of EVENT_SUBSCRIPTION_RESPONSE Message is shown in Figure (.19.

lﬂuuuﬂﬁe&punuuTguu

|
1 Evgntﬁuhﬁtnptmnﬁespnnse = .= Hesult | | |
tvpe | ResultResponse Type tvpe | ksd:hexBinary |

Figure C.19 — Event Subscription Response Schema Structure

— The following XML example shows-the event subscription request is performed with succegs.

Table C.15 — XML Example of Event Subscription Response Payload Message

?xml version="1.0" éncoding="UTF-8"7?>

DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<EventSubscriptionResponse>
<Result>»0000</Result>
</EventSubscriptionResponse>

/DMAP>

(.11 GET_FILEINFO_REQUEST
— XML schema structure of GET_FILEINFO_REQUEST Message is shown in Figure C.20.
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Figure C.20 — Get FileInfo Request Schema Structure

— Thelfollowing XML example shows the get filéinformation request message with searching conditio.

Table C.16 — XML Example of Get FileInfo Request Payload Message

<?xml fersion="1.0" encoding="“UTF-8"?>

<DMAP kmlns:xsi="http://www<w3.0rg/2001/XMLSchema-instance”>
<GeltFileInfoRequest®

<FileType>Fizmware</FileType>

<StartTime>2011-12-31T14:00:00</StartTime>

<EndTime>?011-12-31T15:00:00</EndTime>

</GptFilednfoRequest>

</DMAP

C.12 GET_FILEINFO_RESPONSE
— XML schema structure of GET_FILEINFO_RESPONSE Message is shown in Figure C.21.
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Figure C.21 — GetFileInfo Response Schema Structure

— The following XML example shows the file information.
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Table C.17 — XML Example of Get FileInfo Response Payload Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<GetFileInfoResponse>

<Result>0000</Result>

<FileInfolList numoffile="1">

<FileInfo

<F[ileName>ExampleA</FileName>
<FfileType>Firmware</FileType>
<FlileSize>25.3</FileSize>
<Dpte>2011-12-31T14:00:00</Date>
<F[fPURL>.</FTPURL>
<FPID>id</FTPID>
<F[lPPassword>password</FTPPassword>
</FfileInfo>
</FileInfolList>
</GetfileInfoResponse>

</ DMApP >

C.13 GET_FILE_REQUEST
— XMl schema structure of GET_FILE_REQUEST.Message is shown in Figure C.22.

FileRequestType

|

|

| _ETHI'HE[UHL

| tvoe | #edisiring
|

| [FFTPID
type | wedistring |

MGeiFileRequest l#_:_Dj FFTPPassword
vpe FlleRequestType tupe | wsdistring
— FFileName

tvpe | #sdistring

_FFilaVersion :
tpe [ ked:sting :

Figure C.22 — Get File Request Schema Structure

— The following XML example shows the get file request message including the FTP information.
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Table C.18 — XML Example of Get File Request Payload Message

<?xml version="1.0"” encoding="UTF-8"7?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<GetFileRequest>
<TargetURL>www.test.co.kr</TargetURL>
<FTPID>.</FTPID>

ITPPassword>password</FTPPassword

<FileName>test</FileName>

</GetFileRequest>

/DMAP>

(.14 GET_FILE_RESPONSE
— XML schema structure of GET_FILE_RESPONSE Message is shown in‘Figure C.23.

ResuliBesponse Type

| GetFileAesponse #_@_:HEEUH
tuoe | HesultResponse [vpe hype [ wsdhexBinary

\
’

Figure C.23 — GetFile Response Schema Structure

- The following XML example shows the get file response message for the file download reqyest.

Table C.19 — XML Example of Get File Response Payload Message

?xml version="1.0"\_éncoding="UTF-8"7?>
DMAP xmlns:xsiF”http://www.w3.0rg/2001/XMLSchema-instance”>
<GetFileRespbrise>

<Result>0B00</Result>

</GetFd{ NeResponse>

/ DMAR >

A5 GET_FILE_RESULT
— XML schema structure of GET_FILE_RESULT Message is shown in Figure C.24.
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ie.

Figure C.24 — Get File Result Schema Structure

following XML example shows the get file result message, which announces transmission’errof,
Can’t open the target file’.

Table C.20 — XML Example of Get File Response Payload Message

<?xml fersion="1.0" encoding="UTF-8"7?>
< DMAP| xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance’>
<GetFfleResult>
<Resfult>0BOD </Result>
</GetFileResult>
</ DMAP >
C.16 PUT_FILE_REQUEST
— XMl schema structure of PUT_FILE_REQUEST Message is shown in Figure C.25.
| =
| FileHequestType
=
| | TargetURL
| type | xsdisiring
=
| _FFTPID
Ve | ®¥edisiing
| PutFileRequest I%H—(:E FFTPPassword
\ype | FlleRequestType lype | #edistring
| FFileName
| v [fupe [xedisting
| ;_j'FianBrsinn ]
| pe xsdsting
S,
Figure C.25 — Put File Request Schema Structure
— The following XML example shows the put file request message including the FTP information.
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Table C.21 — XML Example of Put File Request Payload Message

<?xml version="1.0"” encoding="UTF-8"7?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” >
<PutFileRequest>
<TargetURL>test</TargetURL>
<FTPID>id</FTPID>

ITPPassword>password</FTPPassword

<FileName>test</FileName>

</PutFileRequest>

/DMAP>

(.17 PUT_FILE_RESPONSE
— XML schema structure of PUT_FILE_RESPONSE Message is shown in‘Figure C.26.

~

ResultResponse Type

| PutFileResponse #—EEI—iHEEUIt
type | ResultResponse Type : tupe [®sd:hexBinary

\

Figure C.26 —Get File Response Schema Structure

— The following XML example shows the put file response message for the file upload request.

Table C.22 3~ XML Example of Put File Response Payload Message

?xml version="1/(0%"*encoding="UTF-8"7?>
DMAP xmlns:xgis”http://www.w3.0rg/2001/XMLSchema-instance”>
<PutFileRespodnse>
<Result»0000</Result>
</PutFileResponse>
/DMaP>

C.18 PUT_FILE_RESULT

— XML schema structure of PUT_FILE_RESULT Message is shown in Figure C.27.
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ResultResponse Type

| PutFileResult I%]—EEI—%HE'E"“
iype [FesultHesponsaType woe [xsdihexBinary

1

— The

«

i.e. Can’t open the target file’.

Figure C.27 — Put File Result Schema Structure

following XML example shows the put file result message, which announce transmission errof,

Table C.23 — XML Example of Put File Result Payload Message

<?xml

<DMAP
<Put
<R]

</Pu

</DMAP

ersion="1.0" encoding="UTF-8"?>
xkmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” X
F'ileResult>

csult>0B0OD </Result>

tFileResult>

C.19A
— XM]

PPLY_REQUST
, schema structure of APPLY_REQUEST Mes$age is shown in Figure C.28.
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Figure C.28 — Apply Reguest Schema Structure

- The following XML example shows the apply request message including the FTP informatiq

Table C.24 — XML Example of Apply Request Payload Message

| pe | #5d:sting

type | wsdistnng

------------

n.

?xml version="1.0" encoding=s”UTF-8"?>

<ApplyRequest>
<ApplyType>Execution</ApplyType>
<ApplyFile>

<FileName>test.app</FileName>

<FTPID>test</FTPID>
<FTPPassword>test</FTPPasswd>

</RApplyFile>

DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>

<TargetURL>123.456.789</TargetURL>

</ApplyRequest>

</DMAP>

C.20 APPLY_RESPONSE

— XML schema structure of APPLY_RESPONSE Message is shown in Figure C.29.

© ISO/IEC 2015 - All rights reserved
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Thelfollowing XML example shows the apply response message with no error.

ResultResponseType

| ApplyResponse %_@Eksﬁesult
type |HesultHesponse [ype bype | wsdihexBinang

Figure C.29 — Apply Response Schema Structure

Table C.25 — XML Example of Apply Response Payload Message

<?xml
<DMAP
<ApplyResponse>
<Resplt>0000</Result>
</App[lyResponse>
</DMAP

version="1.0" encoding="UTF-8"?>

kmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>

C.21A

XMI. schema structure of APPLY_RESULT Message.is shown in Figure C.30.

The

oth¢r apply transaction is running’.

PPLY_RESULT

HesultHesponse [ype
| ApplyResult #l_@_EHESH“
tpe 'Hasull:Fleapl:nl'néiaType wpe [ xsdhexBinary

Figure C.30 — Apply Result Schema Structure

following XML example shows the apply result message which announce apply error, i.e. ‘the

Table C.26 — XML Example of Apply Result Payload Message

<?xml version="1.0" encoding="UTF-8"7?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<ApplyResult>
<Result>0C03 </Result>
</ApplyResult>
</DMAP>

92
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C.22 DEVICE_REGISTRATION_REQUEST
— XML schema structure of DEVICE_REGISTRATION_REQUEST Message is shown in Figure C.31.
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Figure C.31 — Device Registration Request Schema Structure

~ The following XML example shows the device registration request message.

Table C.27 —<£{ XML Example of Device Registration Request Payload Message

?xml version="Ln0"” encoding="UTF-8"7?>
DMAP xmlns yxs¥="http://www.w3.0rg/2001/XMLSchema-instance”>
<Deyv¥ceéRegistrationRequest>
<ManufacturerName>test</ManufacturerName>

<ManufactureDate>2012-10-10</ManufactureDate>

<ModelName>test</ModelName>

<ModelNumber>1234fd</ModelNumber>
<SerialNumber>sadfasdfsaf</SerialNumber>
<FirmwareVersion>0.1l</FirmwareVersion>
<DeviceReqType>new</DeviceReqType>
</DeviceRegistrationRequest>

</DMAP>

C.23 DEVICE_REGISTRATION_RESPONSE
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— XML schema structure of DEVICE_REGISTRATION_RESPONSE Message is shown in Figure C.32.

lﬂeﬁuhﬂesuunﬁuTypu

=Result

oo wsdihexBinary
| N

DeviceHegistrationBespons
o | Hesylthecponse Type

Figure C.32 — Device Registration Response Schema Structure

— Thelfollowing XML example shows the device registration response message.

Table C.28 — XML Example of Device Registration Response Payload Message

<?xml fpersion="1.0" encoding="UTF-8"7?>
<DMAP kmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
DeviceRegistrationResponse>

<Result>0000</Result>

/DeviceRegistrationResponse>

</DMAP

94 © ISO/IEC 2015 - All rights reserved


http://www.w3.org/2001/XMLSchema-instance
https://standardsiso.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17811-2:2015(E)

C.24 SERVICE_REGISTRATION_REQUEST

— XML schema structure of SERVICE_REGISTRATION_REQUEST Message is shown in Figure C.33.

ServiceHegistrationFequestType
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— The following XML example shows the service registration request message.
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Table C.29 — XML Example of Service Registration Request Payload Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<ServiceRegistrationRequest>
<DeviceID>0123456789AB0101</DevicelID>
<ModelName>test</ModelName>

ModelNumber>test</ModelNumber

<SerialNumber>test</SerialNumber>
<UserName>test</UserName>
<UserAccount>test</UserAccount>
<UserPassword>test</UserPassword>
<UserEmail>test</UserEmail>
<ServiceReqType>new</ServiceReqType>
<Update>test</Update>

/ServiceRegistrationRequest>

</DMAP

C.25 SERVICE_REGISTRATION_RESPONSE

— XMl schema structure of SERVICE_REGISTRATION_RESPONSE Message is shown in Figure C.34.

HesultHesponse lype

| ServiceRegistrationRespo... “Result
tvpe | HesultResponse Type™ tupe [ wsd:hexBinan

. \\

Figure C.342 — Service Registration Response Schema Structure

— Thelfollowing XML-example shows the service registration response message.

Table:€.30 — XML Example of Service Registration Response Payload Message

<?xml fension="1.0" encoding="UTF-8"?>

<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<ServiceRegistrationResponse>
<Result>0000</Result>
</ServiceRegistrationResponse>

</DMAP>
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<?xml version="”1.0" encoding="UTF-8"7>

<xsd:element name="DMAP">

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema” elementFormDefault="qualified” attributeForm
Default="unqualified”>

1

1

1

1

1

1

b

1

1

<xsd:complexType>

<xsd:choice>

gistrat

Registr

ponseT

ype” />

yoe” />

/>

e />

criptio

ponseT

/>

<xsd:element name="DeviceRegistrationRequest” types4DeWiceRdg
onRequestType” />

<xsd:element name="DeviceRegistrationResponse”
ype="ResultResponseType” />

<xsd:element name="ServiceRegistrationRequest” type="Servics
tionRequestType” />

<xsd:element name="ServiceRegistratighResSponse”
ype="ResultResponseType” />

<xsd:element name="VersionInfoRegdest”
ype="VersionInfoRequestType” />

<xsd:element name="VersionMifoResponse” type="VersionInfoReg
pell/>

<xsd:element name="DiscefreryRequest” type="DiscoveryRequestT]

<xsd:element name="DistoveryResponse”
ype="DiscoveryResponseType” />

<xsd:element naMes="DeviceAdvertisement” type=”AdvertisementT

<xsd:element \mame="DeviceInfoRequest”
ype="DeviceInfoRequestType” />

<xsd:element name="DeviceInfoResponse”
ype="DeviceInfoResponseType” />

<xgdrelement name="ControlRequest” type="ControlRequestType”

<xsd:element name="ControlResponse” type="”ControlResponseTyg

<xsd:element name="EventNotification” type="EventType”/>

<xsd:element name="EventSubscriptionRequest” type="EventSubs
RequestType” />

<xsd:element name="EventSubscriptionResponse”
ype="ResultResponsePype” />

<xsd:element name="GetFileInfoRequest”
ype="GetFileIfAfdRequestType” />

<xsd:element name="GetFileInfoResponse” type="GetFilelInfoRes
pe”/>

<xsd:element name="GetFileRequest” type="FileRequestType”/>

<xsd:element name="GetFileResponse” type="ResultResponseTyps

d-element noame="CetFileResnlt” pp:"P@ Lnl1tRe ponseT pp"
<xsd:element name="PutFileRequest” type="FileRequestType”/>
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<xsd:element name="PutFileResponse” type="ResultResponseType”/>
<xsd:element name="PutFileResult” type="ResultResponseType”/>
<xsd:element name="ApplyRequest” type="ApplyRequestType”/>
<xsd:element name="ApplyResponse” type="ResultResponseType”/>
<xsd:element name="ApplyResult” type="ResultResponseType”/>

</xsd:choice>

=] 1 2]
- T T

</xsd:element>
<xsd:complexType name="DeviceRegistrationRequestType”>
<xsd:sequence>
<xsd:element name="ManufacturerName” type="xsd:string” minOccurg="0"/>
<xsd:element name="ManufactureDate” type="xsd:string” minOcclrs="0"/>
<xsd:element name="ModelName” type="xsd:string” minOccurs="0%/>
<xsd:element name="ModelNumber” type="xsd:string” minOfeurs="0"/>
<xsd:element name="SerialNumber” type="xsd:string” mrinOccurs="0"/>
<xsd:element name="FirmwareVersion” type="xsd:str¥hg” minOccurs="0"/>
<xsd:element name="DeviceReqType” type="xsd:stxing” minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="ServiceRegistrationRequestTypels>
<xsd:sequence>
<xsd:element name="DevicelID” tye="xsd:string” minOccurs="0"/>
<xsd:element name="ModelNameZ\type="xsd:string” minOccurs="0"/>
<xsd:element name="ModelNumber” type="xsd:string” minOccurs="0"/>
<xsd:element name="SenialNumber” type="xsd:string” minOccurs="0"/>
<xsd:element name="UsérName” type="xsd:string” minOccurs="0"/>
<xsd:element nafnes“UserAccount” type="xsd:string” minOccurs="0"/>
<xsd:elementy name="UserPassword” type="xsd:string” minOccurs="0"/>
<xsd:elen@hd name="UserEmail” type="xsd:string” minOccurs="0"/>
<xsd:element name="ServiceReqType” type="xsd:string”
minOccuys="0"/>
Zxsd:element name="Update” type="xsd:string” minOccurs="0"/>
</xsgds'sequence>
</xsd:complexType>
<xsd:complexType name="VersionInfoRequestType”>
<xsd:sequence>

<xsd:element name="ManufacturerName” type="xsd:string” minOccurs="0"/>

<xsd:element name="ModelName” type="xsd:string” minOccurs="0"/>
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<xsd:element name="ModelNumber” type="xsd:string” minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="VersionInfoResponseType”>
<xsd:sequence>
<xsd:element name="Result” type="xsd:hexBinary”/>

o 1 s .y : /2 .y fan} 7
~ g g

</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="DiscoveryRequestType”>
<xsd:sequence>
<xsd:element name="DiscoveryReqType”>
<xsd:simpleType>
<xsd:restriction base="xsd:strding”>
<xsd:enumeration yaiue="All"/>
<xsd:enumeration~Value="DevicelID”/>
<xsd:enumerat4dn value="DeviceType” />
<xsd:enume&r¥ation value="DeviceName” />
</xsd:restricti®n>
</xsd:simpleType>
</xsd:element>
<xsd:choice>
<xsd:elementsftame="StrTypeReq” type="xsd:string” minOccurs="]0"/>
<xsd:elemént name="HexTypeReq” type="xsd:hexBinary” minOccuys="0"/>
</xsd:choice>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType names”DiscoveryResponseType”>
<xsd:sequehge>
<xsd:element name="Result” type="xsd:hexBinary”/>
<xsd:element name="DeviceList”>
<xsd:complexType>
<xsd:sequence>

<xsd:element name="BasicInfo”
fype="BasdicinfoType” />

</xsd:sequence>

<xsd:attribute name="numofdevice” type="xsd:integey”
s€='required” />

</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="BasicInfoType”>

<xsd:sequence>
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<xsd:element name="DeviceID” type="xsd:string”/>

<xsd:element name="DeviceType” type="xsd:hexBinary”/>

<xsd:element name="DeviceName” type="xsd:string”/>

<xsd:element name="DeviceSubname” type="xsd:string” minOccurs="0"/>
<xsd:element name="DeviceCapabilityList”>

<xsd:complexType>

=]

<
<xsd:element name="DeviceCapability”
type="x4d:hexBinary” maxOccurs="unbounded”/>
</xsd:sequence>
<xsd:attribute name="numofcapability” type="xsdy¥nteger”
use="required”/>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="AdvertisementType”>
<xsd:sequence>
<xsd:element name="DeviceID” type="xsd:strihg”/>
<xsd:element name="DeviceType” type="xsdthexBinary”/>
<xsd:element name="DeviceName” type=xsd:string”/>
<xsd:element name="DeviceSubname”(type="xsd:string” minOccurs="0"/>
<xsd:element name="DeviceCapabilttyList”>
<xsd:complexType>
<xsd:séguence>
<xsd:element name="DeviceCapability”
type="x4d:hexBinary” maxOccurs="unbounded” />
</xsd:sequence>
<xsd:attribute name="numofcapability” type="xsd:integer”
use="required”/>
</xsd:complexType>
</xs@drelement>
<xsdjelement name="AdType”>
<xsd:simpleType>
<xsd:restriction base="xsd:string”>
<xsd:enumeration value="Start”/>
<xsd:enumeration value="End”/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="DevicelInfoRequestType”>
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<xsd:sequence>
<xsd:element name="DeviceInfoReqType”>
<xsd:simpleType>
<xsd:restriction base="xsd:string”>
xsd:enumeration value="FullDescription”/>

<xsd:enumeration value="BasicInfo”/>

B L et P Iiaell

1|

1]

1

ype="FullDescriptionType” maxOccurs="unkounded”/>

axOccurs="unbounded” />

axOccurs="unbounded”>

ase="FunctionListIee” >

ame="numoffundtion” type="xsd:integer” use="required”/>

<xsd:enumeration value="DeviceProperty”)>
<xsd:enumeration value="CommonPropenty/>
<xsd:enumeration value="ConfigPropénty” />
<xsd:enumeration value="StatusRroperty”/>
<xsd:enumeration value="DevdlceSpecificPropern
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="DevicelInfoResponseType”>
<xsd:sequence>
<xsd:element name="Result” typé&=’xsd:hexBinary”/>
<xsd:element name="DeviceInfolList”>
<xsd:complexType
<xgdichoice>

<xsd:element name="FullDescription”

<xsd:element name="BasicInfo” type="Basicln

<xsd:element name="FunctionList”

<xsd:complexType>
<xsd:complexContent>

<xsd:extension

<xsd:attribute

</xsd:extension>
</xsd:complexContent>
</xsd:complexType>

</xsd:element>

ty” />

foType”

<xsd:element name="DeviceProperty”

type="DevicePropertyType” maxOccurs="unbounded”/>

<xsd:element name="CommonProperty”

type="CommonPropertyType” maxOccurs="unbounded”/>
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<xsd:element name="ConfigProperty”
type="ConfigPropertyType” maxOccurs="unbounded”/>

<xsd:element name="StatusProperty”
type="StatusPropertyType” maxOccurs="unbounded” />

<xsd:element name="DeviceSpecificPropertyList” type
="DeviceSpecificPropertyListType” maxOccurs="unbounded”/>

</xsd:choice>

<xsd:attribute name="numofdevice” type="xsd:integer”

use="required” />
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="FullDescriptionType”>
<xsd:sequence>
<xsd:element name="BasicInfo” type="BasicInfoType”/>
<xsd:element name="FunctionList”>
<xsd:complexType>
<xsd:complexContent>
<xsd:extension Hase="FunctionListType”>

<xgsd¥attribute name="numoffunction”
type="x4d:integer” use="required”/>

</xsd:extension>
</xsd:complexCohtent>
</xsd:complexType>
</xsd:element>
<xsd:element name="DewiceProperty”>
<xsd:compleXType>
<xsd:sequence>

<xsd:element name="CommonProperty”
type="CdmmonPropertyType” />

<xsd:element name="ConfigProperty”
type="CqdnfigPropertyType” />

<xsd:element name="StatusProperty”
type="StlatusPropertyTypeX >

<xsd:element name="DeviceSpecificPropertyList” type¢
="DevicgSpecificProp&rtylistType” />

</xsd:sequence>
</xsd:complexType>

</xsd:element>

</xsd:sequence>

</xsd:complexType>
<xsd:complexType name="DevicePropertyType”>

<xsd:sequence>
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<xsd:element name="DevicelID” type="xsd:string” minOccurs="0"/>
<xsd:element name="CommonProperty” type="CommonPropertyType”/>
<xsd:element name="ConfigProperty” type="ConfigPropertyType” />

<xsd:element name="StatusProperty” type=”StatusPropertyType” />

<xsd:element name="DeviceSpecificPropertylList” type="DeviceSpecificPropertylis
tType” />

</xsd:sequence>

</xsd:complexType>
<xsd:sequence>
<xsd:element name="DevicelID” type="xsd:string” minOccurs="0"/4>
<xsd:element name="Model” type="ModelType” minOccurs="0"/%
<xsd:element name="Manufacture” type="ManufactureType” (hirtOccurs="0"/>
<xsd:element name="Version” type="VerType” minOccurd=s”0”/>
<xsd:element name="Location” type="xsd:string” npinOtcurs="0"/>
<xsd:element name="Weight” type="WeightType” min®@ccurs="0"/>
<xsd:element name="PhysicalSize” type="PhysiedlSizeType” minOccurs="0"/>
<xsd:element name="DisplayList” minOccufs=¥0">
<xsd:complexType>
<xsd:complexConfent>
<xsdiextension base="DisplayListType”>

<xsd:attribute name="numofdisplay”
fype="xsd:integer” use="required”/>

</xsd:extension>
</x5d:complexContent>
</xsd:complexType>
</xsd:element>
<xsd:elemenf _plame="MemoryList” minOccurs="0">
<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="MemoryListType”>

<xsd:attribute name="numofmemory”
fype="xsd:integer” use=/required”/>

</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="MPUList” minOccurs="0">

<xsd:complexType>

<xsd:complexContent>
<xsd:extension base="MPUListType”>

<xsd:attribute name="numofMPU”
type="xsd:integer” use="required”/>

</xsd:extension>

</xsd:complexContent>
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</xsd:complexType>
</xsd:element>
<xsd:element name="NetworkList” minOccurs="0">
<xsd:complexType>
<xsd:complexContent>

<xsd:extension base="NetworkListType”>

type="x4
type="x4d
type="x{
curs="0"

=] e oot i £ s A7

d:integer” use="required”/>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="StorageList” minOccurs="0">
<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="StoragelListType”>

<xsd:attribdte“name="numofstorage”
d:integer” use="required”/>

</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="NeighborList¥* > *minOccurs="0">
<xsd:complexType>
<xsd:cémplexContent>
<xsd:extension base="NeighborListType”>

<xsd:attribute name="numofneighbor”
d:integer” use="required”/>

</xsd:extension>
</xsd:complexContent>
K/xsd:complexType>
</xsd:element>

<Rsd:element name="PowerConsumption” type="PowerConsumptionType” minOc-

/>
</xddisequence>
</xsd:complexType>
<xsd:c@mplexType name="ConfigPropertyType”>

xsd:sequence>

<xsd:element name="DeviceID” tvpe="xsd:string” minOccurs="0"/>

maxOccurs="unbounded”>

<xsd:element name="NetworkConfig”>
<xsd:complexType>
<xsd:sequence>

<xsd:element name="Ethernet” minOccurs="0"

<xsd:complexType>

<xsd:sequence>
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