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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
stablished by the respective organization to deal with particular fields of technical activity. 1SQ |and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, gevernmental

nd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field ‘of information
téchnology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

he procedures used to develop this document and those intended for its further maintenance are described
im the ISO/IEC Directives, Part 1. In particular the different approval criteria needed-for the different types of
document should be noted. This document was drafted in accordance with the editorial rules of the
IFO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject pf patent
rights. ISO and IEC shall not be held responsible for identifying any.orall such patent rights. Details of any
gatent rights identified during the development of the document willkbe in the Introduction and/or or] the ISO
list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and floes not
gonstitute an endorsement.

Hor an explanation on the meaning of ISO specific terms and expressions related to conformity assessment,
s well as information about ISO's adherence to-the WTO principles in the Technical Barriers to Tradge (TBT),
ee the following URL: Foreword — Supplemehtary information.

0N QD

Tihis third edition cancels and replaces the second edition (ISO/IEC 16512-2:2011), which has been
echnically revised.

—

SO/IEC 16512-2 was prepareth.by Joint Technical Committee ISO/IEC JTC 1, Information technplogy, in
pollaboration with ITU-T. Thé identical text is published as ITU-T X.603.1 (03/2012).

(@]

SO/IEC 16512 consists/of the following parts, under the general title Information technology —|Relayed
hulticast protocol:

=

-+ Part 1: Framéwork

— Part.2:\Specification for simplex group applications

© ISO/IEC 2016 — All rights reserved ii-1
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Introduction

This Recommendation | International Standard specifies the relayed multicast protocol part 2 (RMCP-2), which is an
application-layer relayed multicast protocol for simplex group applications. RMCP-2 can construct an optimized and
robust one-to-many relayed multicast delivery path over IP-based networks. Along the relayed multicast delivery path,
several types of data delivery channels can be constructed according to the requirements of the application services.

Rec. ITU-T X.603.1 (08/2012) v
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

1

Information technology — Relayed multicast protocol:
Specification for simplex group applications

Scope

This Recommendation | International Standard specifies the relayed multicast protocol part 2 (RMCP-2), an
application-layer protocol that constructs a multicast tree for data delivery from one sender to multiple receivers over an
IP-based network, where IP multicast is not fully deployed. RMCP-2 defines relayed multicast data transport
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bilities over IP-based networks for simplex group applications.

Recommendation | International Standard specifies the following:
a) descriptions of the entities, control and data delivery models of RMCP-2;

b) description of the functions and procedures of multicast agents (MAs) to construct a one-to-many rel
data path and to relay data for simplex communication;

c) description of the security features of the basic RMCP-2; and
d) definitions of messages and parameters of the basic RMCP-2 and secure RMEP-2.

bx A defines a membership authentication procedure for use with the secure RMCP-2. Annex B provides a mg
haring information among session managers (SMs) when multiple SMs are uséd;) Annexes C-G provide inform
rial related to RMCP-2. Annex H contains an informative bibliography.

References

following Recommendations and International Standards contain provisions which, through reference in this
itute provisions of this Recommendation | International Standard. At the time of publication, the editions indi
valid. All Recommendations and Standards are subjéct to revision, and parties to agreements based on
mmendation | International Standard are encouraged‘to investigate the possibility of applying the most r
bn of the Recommendations and Standards listed b&low. Members of IEC and ISO maintain registers of curr
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of curr
ITU-T Recommendations.

Identical Recommendations\ International Standards

—  Recommendation ITWU-T. X.603 (2012) | ISO/IEC 16512-1:2012, Information technology — Rel
multicast protocol: Framework.

Additional references

— ISO/IEC797-2:2011, Information technology — Security techniques — Message Authentication (
(MAC$).7 Part 2: Mechanisms using a dedicated hash-function.

—  ISOAEC 9798-3:1998, Information technology — Security techniques — Entity authenticati
Rart 3: Mechanisms using digital signature techniques.

-~ ISO/IEC 18033-2:2006, Information technology — Security techniques — Encryption algorithms — P(
Asymmetric ciphers.
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—  ISO/IEC I8033-3:2010, Information technology — Security techniques — Encrypiion algorithms — Part 3.

Block ciphers.

— ISO/IEC 18033-4:2011, Information technology — Security techniques — Encryption algorithms — Part 4.

Stream ciphers.
— IETF RFC 768 (1980), User Datagram Protocol.
— IETF RFC 793 (1981), Transmission Control Protocol.
— IETF RFC 2003 (1996), IP Encapsulation within IP.
— IETF RFC 3830 (2004), MIKEY: Multimedia Internet KEYing.
— IETF RFC 4279 (2005), Pre-Shared Key Ciphersuites for Transport Layer Security (TLS).
— IETF RFC 4535 (2006), GSAKMP: Group Secure Association Key Management Protocol.
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— IETF RFC 4960 (2007), Stream Control Transmission Protocol.
— IETF RFC 5246 (2008), The Transport Layer Security (TLS) Protocol Version 1.2.
— IETF RFC 6066 (2011), Transport Layer Security (TLS) Extensions: Extension Definitions.

3 Definitions
For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Terms defined elsewhere

The nl]n\x/ing terms are defined in Rec ITII-T X 603 ! ISO/AEC 16512-1-

3.1.1 IP multicast: Realizes a multicast scheme in an IP network with the help of multicast-enabled IP routers’

3.1.2 multicast: A data delivery scheme where the same data unit is transmitted from a single source/to multiple
destipations in a single invocation of service.

3.1.3 multicast agent (MA): An intermediate node which relays group application data.
3.14 relayed multicast protocol (RMCP): A protocol to realize the relayed multicast schemie using end hosts
3.1.5 simplex: Wherein only one sender is send-only and all others are receive-only.

3.1.4 session manager (SM): A relayed multicast protocol (RMCP) entity that i§ responsible for the overall RMCP
operations.

3.2 Terms defined in this Recommendation
This|Recommendation | International Standard defines the following teris:
3.2.1 basic RMCP-2: The relayed multicast protocol for simpléx’group applications, defined in clause 7.

3.2.2 candidate HMA: The MA that is able to assume,the fole of an HMA, when the original HMA leaves|or is
termjnated. In the basic RMCP-2, the MA indicates the RMA while it indicates the DMA in a secure RMCP-2.

3.2.3 child multicast agent (CMA): The next downstream MA in the RMCP-2 data delivery path.

3.24 closed group: A member multicast (MMY) group in which all the RMAs have been allocated a service|user
identifier from the content provider before subseribing to the secure RMCP-2 session.

3.2.5 dedicated multicast agent (DMA): An intermediate MA pre-deployed as a trust server by the sepsion
manager (SM) in an RMCP-2 session.

3.2.4 group attribute (GP_ATTRIBUTE): An attribute that defines whether or not the content provider controls
the admission of RMAs to the seeure RMCP-2 session.

3.2.7 head multicast agent (HMA): A representative of the MA inside a local network where the multicgst is
enabled.

3.2.8 member{multicast region (MM region): A management zone defined by the use of one or more group
keys|Kg.

3.2.9 mémber multicast group (MM group):
1) (in unicast network) a group consisting of one DMA and multiple RMAs sharing the same group key Kg.

oY /v\ Tt l+ ast—hetwn 2l o o acicting of oo TINAA oo leinlo DANIAc togatbhar st oo oo
v Tt eas etworio—a—grotp—consisth £—ot—oRe—Trv st HpPre A SS—togetner—witn—oeRe—er—Mmore

candldate HMAs sharing the same group key Kg.

3.2.10 multicast agent ID (MAID): A 64-bit value that identifies the MA. MAID consists of the local IP address,
port number and serial number.

3.2.11 open group: An MM group in which none of the RMAs require a service user identifier before subscribing to
the secure RMCP-2 session.

3.2.12  parent multicast agent (PMA): The next upstream MA in the RMCP-2 data delivery path.

3.2.13 pseudo-HB message: An HB message that indicates a fault in the delivery path of the RMCP-2 tree. The
originator of a pseudo-HB message is the MA that discovers this fault.

2 Rec. ITU-T X.603.1 (08/2012)
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3.2.14  receiver multicast agent (RMA): The MA attached to the receiving application in the same system or local
network.

3.2.15 regular HB message: An HB message that is relayed without interruption along the path of the RMCP-2 tree
from the SMA to the receiver of the message. The originator of a regular HB message is the SMA.

3.2.16 relayed multicast: A multicast data delivery scheme that can be used in unicast environments, which is based
on the intermediate nodes to relay multicast data from the media server to media players over a logically configured
network.

3.2.17 relayed multicast region (RM region): A management zone defined by the use of the session key Ks.
3.2.18 RMCP-2: A relayed multicast protocol for simplex group communication applications.
3.2.19—RME€P=-2-sessiom—Ascsstomrwhich provides acertamr RMEP=2service———————————————

3.2.20 secure RMCP-2 protocol: The relayed multicast protocol supporting the security features for simplex group
applications defined in clause 8.

3.2.201 security policy: The set of criteria for the provision of security services, together with the,set’of values for
thesq criteria, resulting from agreement of the security mechanisms defined in clause 8.1.4.

3.2.82  sender multicast agent (SMA): The MA attached to the sender in the same system or local network.

3.2.23 session ID (SID): A 64-bit value that identifies the RMCP-2 session. SID is,a‘combination of the locpl IP
address of the session manager (SM) and the group address of the session.

3.224 TLS _CERT mode: A mode of transport layer security (TLS) defined in IETF RFC 5246 fof the
auth¢ntication of MAs using a certificate.

3.2.25 TLS_PSK mode: A mode of transport layer security (TLS) defired in IETF RFC 4279 for the authenticption
of MlAs using a pre-shared key for the TLS key exchange.

4 Abbreviations and acronyms

For the purposes of this Recommendation | International Standard, the following abbreviations apply.

ACL Access Control List

AUTH Authentication

CEK Content Encryption Key

CGSPRBG Cryptographically Secure Pseudo-Random Bit Generator
CMA Child Multicastg-Agent

CP Content Provider

DMA Dedicated Multicast Agent

FAIILCHECK Failyre check request message
HANNOUNCE ¢>HMA announce message

HB Heartbeat message

HLEAVE HMA Leave message

HM/ Head-vuttrcastAgemnt

HRSANS Head Required Security Answer
HRSREQ Head Required Security Request
HSOLICIT HMA Solicit message

IP-IP IP in IP

KEYDELIVER  Key Delivery
LEAVANS Leave Answer message
LEAVREQ Leave Request message

Rec. ITU-T X.603.1 (08/2012) 3
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MA Multicast Agent

MAID Multicast Agent Identification
MM Member Multicast

PMA Parent Multicast Agent
PPROBANS Parent Probe Answer message
PPROBREQ Parent Probe Request message
RELANS Relay Answer message
RELREQ Relay Request message

RMA Receiver Multicast Agent
RM({P Relayed Multicast Protocol
RTT] Round Trip Time

SDP Session Description Protocol
SDU Service Data Unit
SECAGANS Security Agreement Answer
SECAGREQ Security Agreement Request
SECALGREQ Security Algorithms Request
SECLIST selected Security LIST

SID (RMCP-2) Session Identification
SINKFO Session Information

SM Session Manager

SMA Sender Multicast Agent
SMNOTI SM Notification

STANS Status report Answer message
STCPDLANS Status report Collect Answer message
STCPLREQ Status report Collect Request message
STREQ Status report Requiest message
SUB[SANS Subscription Answer message
SUB[SREQ Subscription Request message
TCP Lransmission Control Protocol
TERMANS Termination Answer message
TERMREQ Termination Request message
TLS Transport Layer Security
UDP User Datagram Protocol

5 Conventions

Code values for message parameters in clause 9 (RMCP-2 messages) and clause 10 (Parameters) are expressed in
hexadecimal notation, e.g., 0x14 for 20 in decimal notation.

4 Rec. ITU-T X.603.1 (08/2012)
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6 Overview

The RMCP-2 is an application-level protocol for providing efficient simplex group communication services over
[P-network environment which does not have full deployment of IP multicast. This clause gives an overview of the
basic RMCP-2 service, entities, protocol and control/data modules, simplex data delivery model, and message types. In
addition to the overview of basic RMCP-2, this clause provides the overview of secure RMCP-2 as well. The basic
RMCP-2 refers to the relayed multicast protocol for simplex group applications. The secure RMCP-2 refers to the
relayed multicast protocol supporting security features for basic RMCP-2.

6.1 Overview of basic RMCP-2

6.1.1 RMCP-2 service

The [RMCP-2 is an application-layer multicast protocol that supports simplex group communication servicés~n IP
netwprks without full deployment of IP multicast. In the simplex group communication services, user data js.deliyered
from| a single sender to multiple recipients. To support the simplex group communication, the RMCP-2 usés the relayed
multjcast mechanism. The RMCP-2 entities configure the data delivery path for simplex group communication| The
RMC(P-2 entities relay multicast data to other RMCP-2 entities along the constructed data delivery, path. The RM{CP-2
can fupport various application services that require simplex group communication, such as faultimedia streaming
services, file distribution services, e-learning, etc.

Figure 1 shows a typical service model of the RMCP-2 for supporting simplex group communication services in|both
unicgst and multicast network. In RMCP-2, the local network where IP multicast capability is deployed is called a
multjcast network. One such example of a multicast network is a campus network with the IP multicast capability
deplpyed. For multicast networks, the RMCP-2 constructs a multicast transport«connection. In RMCP-2, the netork
withput an IP multicast capability is called a unicast network. For unicast networks, the RMCP-2 constructs a urficast
transport connection between MAs. Thus, it is possible for RMCP-2 to deliyer'multicast data to applications in bpth a

unicast network and multicast network.
Sending
application

Simplex relayed
multicast network

.” ~~ 1
- - A ~
Receiving Receiving Receiving
application application application
X.603.1(12)_FOL
i Multicast transport Unicast transport
N connection for multicast --=--# connection for unicast

x “a network network

Figure 1 — RMCP-2 service model

The entities of the RMCP-2 are multicast agents (MAs) and a session manager (SM). The SM manages the group
membership and RMCP-2 session by providing the configuration-related information to the MA to construct a simplex
relayed multicast network, and by monitoring the RMCP-2 session. The MA is an intermediate node that delivers
multicast data.

The following features of the RMCP-2 support the simplex group communication:
a) The RMCP-2 constructs a logical control path for each RMCP-2 session by using one or more MAs.

b) The control path is the basis of the data delivery path, which supports the delivery of multicast data in a
reliable or real-time manner.

c) The control path consists of logical links between MAs.

Rec. ITU-T X.603.1 (08/2012) 5


https://standardsiso.com/api/?name=6533382d143a8d32bd31f326892d3aaf

ISO/IEC 16512-2:2016 (E)

6.1.2

d) The RMCP-2 has the capability of selecting optimal peers to configure logical links. The selection of

optimal peers may be based on various metrics. Examples of such metrics include hop count, d
and/or bandwidth.

e) The RMCP-2 supports group communication using IP multicasting.
f) The RMCP-2 allows MAs to join or leave at any time during the RMCP-2 session.

elay,

g) The RMCP-2 manages the MAs of RMCP-2 session by using membership monitoring and expulsion.

h) The RMCP-2 provides an auto-configuration mechanism in constructing the data delivery path for the

simplex group communication.

i)  The RMCP-2 supports network fault detection and service recovery.

RMCP-2 entities

This
defir]

sessipns. The MA constructs a multicast data delivery path between senders and receivers and relays theymulticast
along the constructed path. The MA is required to support capabilities in both the sending and receiving of mul

data,

implgmentation of the MA are out of the scope of this Recommendation | International Standard(

RM(P-2 configures the data delivery path for simplex group communication using the following configuration:

SM

6.1.3

The
mod
othel

gupports the following functions:

clause provides a description of RMCP-2 entities, these are SM and MA. The RMCP-2 entities followthe
ition as defined in Rec. ITU-T X.603 | ISO/IEC 16512-1. The SM manages group membership and JRM

The MA can be implemented as an agent running on an end-system, server or set-top,box. The methd

a) one SM;
b) one sender multicast agent (SMA) per sender application;
c) one or more receiver multicast agents (RMAs);

d) one or more sending or receiving group applications.

a) session initiation;
b) session termination;
¢) membership management;

d) session management.

1A, which refers to both SMA and RMA, supperts the following functions:
a) session initiation (applied for SMA-only);

b) session subscription;

c) session join;

d) session leave;

€) session maintenance;

f)  session status.teport;

g) applicationdata delivery.

Protocol modules of RMCP-2

entities_in\the RMCP-2 use two different types of module, i.e., control module and data module. The cq
hle is used to control the RMCP-2 session. The data module is used to deliver multicast data to the data mody
MAs ‘or to the applications. The SM controls the RMCP-2 sessions and does not participate in data deli

bame
CP-2
data
icast
d of

ntrol
le of
very.

Ther

cfore, the SM has only the control module.

The MA has the control module and data module to construct paths for control and data delivery. Figure 2 shows the
three types of path and interfaces that are used in RMCP-2, listed below.

—  The control path between the control modules of the SM and MA and between the control modul
MAs;

— adata path between the data modules of MAs;

— an internal interface between the control module and data module within the MA.

Rec. ITU-T X.603.1 (08/2012)
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SM

Control module

N »
o ‘.

Control module --- Control module
L} L3
1MA IMA
Data module Data module
X.603.1(12)_F02
4 --» Control path <4—> Data path « - - » Internal interface

Figure 2 — Three types of interfaces in RMCP-2

The [SM is responsible for controlling and managing the RMCP-2 session. The messages used by ‘the SM should be
delivered in a reliable manner to provide a stable RMCP-2 session. For reliable delivery, the SMduses the TCP defined
in IHTF RFC 793 for the transport protocol. Figure 3 shows a protocol stack of an SM.

Control module of SM

TCP

IP (unicast)

Figure 3 — Protocolstack of SM

An MA which refers to both the SMA and the RMA, ¢onstructs a relayed multicast delivery path from one sender to
many receivers and forwards data along the constructed path. An MA consists of a control module and a data module.

The MA's control module configures the RMCP-2 control tree from the SMA to the leaf MAs. The control modyle is
used| for RMCP-2 tree control. The MA's-control module uses the TCP in the unicast network and UDP defingd in
IETH RFC 768 in a multicast network. Figure 4 shows the protocol stack of an MA's control module.

L
Control module of MA
TCP UDP
IP (unicast) IP (multicast)

Figure 4 — Protocol stack of an MA's control module

The MA'STtata modute Tetays appiication data atong e COnSructed data detvery patt. 1 11 Caracteristics of e data
delivery channel may vary depending on the application. For example, a real-time data delivery channel is needed for
real-time application services, and a reliable data delivery channel is needed for reliable application services. Thus,
RMCP-2 is independent of the transport protocols for delivering user data to support various types of applications. The
multicast application of an MA can send and receive multicast data from the data module. Figure 5 shows the protocol
stack of the MA's data module.

To ensure that RMCP-2 can adopt any kind of data transport mechanism, two MAs (namely, the parent multicast agent
(PMA) and the child multicast agent (CMA)) construct a data delivery path on the control tree by exchanging the data
profiles.

Rec. ITU-T X.603.1 (08/2012) 7
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The

Data module of MA

L4 transport protocol

IP (unicast, multicast)

Figure 5 — Protocol stack of an MA's data module

topologies of the two paths for control and data delivery are usually the same, because a data delivery p

th is

cons
deliyf
deliyf

6.1.4

The
deliv
conti
the d
RM(

The
for R

ered to each leaf MAs. For more information, annexes D and E present two feasible real-time and reliable
ery schemes.

RMCP-2 control model

RMCP-2 configures a one-to-many tree for control connection. The RMCP-2 tree is suitable for multicast
olled by the SM. The SM can configure, control and monitor the RMCP-2 tree. The, §M has the complete lis

[P-2.

@ Session manager
Receiver multicast agent

‘ Sender multicast agent

<—» Tree control connection

< --% Session control connection

X.603.1(12)_F06

Figure 6 — Control connection of RMCP-2

IMCP-2 service!
—  &ree control connection between MAs forming an RMCP-2 control tree;

- >~'session control connection between the SM and MAs.

ructed along the RMCP-2 control tree. Along the data delivery path, the application data from the SMACegdn be

data

data

ery and is robust to network faults with auto-configuration and self-improvement capability. The RMCP-2 tfee is

and

onnection status information of the MAs of the RMCP-2 session. Figure 6 shows¢he control connection of the

Control connection of RMCP-2 consists of an SM, an SMA and RMAs. The following are the control connegtions

CP-2

The BM’is a dedicated entity that is pre-deployed by the RMCP-2 service provider. This entity provides control and data
delivery paths for applications served by MAs. The MA is a dynamic entity that can join and Ieave the RM
session.

6.1.5 Simplex delivery model of RMCP-2

The target services of RMCP-2 are simplex broadcasting services, such as Internet live TV and software dissemination.
In these service models, building an optimal data delivery path from a sender to multiple receivers is important.
RMCP-2 can support a simplex data delivery model by using the MA's control and data modules.

The data delivery path that the RMCP-2 considers is a per-source relayed multicast tree. Along the per-source relayed
multicast path, a unidirectional real-time or reliable data channel can be constructed. Figure 7 shows one of the possible

relay

ed multicast trees configured by RMCP-2 for simplex real-time or reliable applications.
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Sending
application

Simplex relayed
multicastnetwork

Receiving
application

Receiving
application

Receiving
application
X.603.1(12)_F07

Reliable| Real-time multicast Reliable| Real-time unicast
and unidirectional — and unidirectional

transport connection transport connection

Figure 7 — Relayed multicast tree configured by RMCP:2

6.2 Overview of secure RMCP-2

6.2.1 Secure RMCP-2 entities

The [secure RMCP-2 supports security functions of the RMCP-2 us¢d ‘for relayed multicast data transport thrpugh
unicgst communication over the Internet.

The [secure RMCP-2 entities correspond to those described in-the basic RMCP-2 except that a new type of MA, a
dedi¢ated multicast agent (DMA), has been introduced A ~dedicated multicast agent is an intermediate | MA
pre-deployed as a trust server by the SM. For secure communication, each session consists of an SM, an SMA, DMAs
and RMAs, together with a single sending application.agd multiple receiving applications. Their topology, as shown in
Figufe 8, corresponds with that in the basic RMCP-2 (see¢ clause 6.1).

Sending
application

o

Receiving
application

Receiving
1 application

Receiving
--1application

X.603.1(12)_F08

Figure 8 — RMCP-2 service topology with security
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6.2.2 Session manager

The SM is responsible for maintaining session security, which includes the management of service membership, the
management of key and ACL for DMA and RMA, and message encryption/decryption together with the SM functions
of basic RMCP-2. Figure 9 shows an abstract protocol stack for the operation of SM functions. The SM has TLS and
multicast session security modules for the provision of security. TLS is used for the initial authentication of DMAs and
RMAs when they join the session. The multicast session security module performs the following security functions after
the completion of TLS authentication:

a) security policy;
b) session admission management;

c) session key management;

dy—access control 1St management,
e) secure group and membership management;

f) message encryption/decryption.

Session manager

Multicast session

TLS security module

Transport protocol for message delivery

IP (unicast)

Figure 9 — Internal structure of the SM<f s¢cure RMCP-2

6.2.3 Dedicated multicast agents

DMaAs are in charge of the secure establishment and mainténance of the RMCP-2 tree, support of membefship
auth¢ntication and data confidentiality. Figure 10 shows the internal structure of the DMAs with module§ for
key/message security management and group/membercsgcurity management. These modules support the following
secufity functions:

Key/message security management module

a) group key management;

b) message encryption/decryption;

¢) content encryption key"management.

Grop/member security management module
a) secure tree configuration;
b) sessionkey)management;

c) secufe-gfoup and membership management.

DMA

. Data
ecurity
1 % .qoe securt dule
Group/member /messag 5 mo
RMCP control i Key ont module
e security management | . .naoeme
SR module - | for
. Transport Protoc?
Transport protocol for data delivery

message delivery )
[P (unicast !
multicast)

IP (unicast or multicast)

X.603.1(12)_F10

Figure 10 — Internal structure of the DMA of secure RMCP-2
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6.2.4 Sender and receiver multicast agents

The internal structure of the SMA and RMAs is shown in Figure 11. The structure is the same as for DMAs except that
the group security management module is not included.

aoe security
Me o Ilfnlesj.,ﬂgb sC -
RMCP control B ember Key’ ant module
security management anageme
module gl mands -,
o i fo
: Transport Pro‘°c?
Transport protocol for data delivery

message delivery

IP (unicast or multicast)

X.603.1(12)_F11

Figure 11 — Internal structure of the SMA and RMA of a secure RMCP-2

6.2.5 Protocol modules of secure RMCP-2

The protocol modules for the SM, group/member security management of MAs and key/message security management
of MlAs are shown in Figures 12, 13 and 14. They correspond to the protocol stacks in thébasic RMCP-2 in clause p.1.2
(see Figures 3, 4 and 5) but also include the TLS protocol and the multicast session security module.

The [secure RMCP-2 supports the general encryption/decryption algorithms™of TLS for a variety of common
applications. The SM and MAs (SMA, DMAs and RMAs) share the security\information described in the sedurity
poligy. The multicast session security module contains common syfmetric encryption/decryption algorithms,
auth¢ntication mechanisms and multicast security modules related to RMEP-2 security functions.

\\J‘

Session ns%@er

Multicast session
security module

TLS

TCP/IP (unicast)

Figure 12 — Protocol module of the SM of a secure RMCP-2

The SM messages and the group/member security management messages of MAs are transmitted reliably through the
TCP

Group/member security management module

Multicast session

TLS security module

TCP/IP (unicast or multicast)

Figure 13 — The group/member security management module of an MA of a secure RMCP-2

Key/message security management messages may be transferred using any transport protocol. The transport protocol
may be selected according to the nature of the transferred data types. TLS provides secure communication for TCP over
unicast communication. The multicast security encryption/decryption and authentication modules protect the multicast
packets. These modules contain common symmetric encryption algorithms, hash algorithms, and multicast security
modules defined in this Recommendation | International Standard to protect multicast packets.
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Key/message security management module

Multicast session

TLS security module

TCP, UDP, SCTP, IPIP, etc.

IP (unicast or multicast)

Figure 14 — The key/message security management module of an MA of a secure RMCP-2

6.2.6

For
relay

The
netw

The
RMA
MM

MM
the s
capa
RMA

Any

Structure of regional security management

scalable security management, the secure RMCP-2 supports security functions in two independent regio

ed multicast (RM) region and a member multicast (MM) region; see Figure 15.
RM region is a management zone of the session key (Ks). It consists of the SM, the SMA and\DMAs in a up
ork.
Sending
P MM-group 1
(unicast area)
RM region
Candi- MM-group 2
date HMA (unicast area)
HMA
MM-group 3
(multicast area)
X.603.1(12)_F15
Figure)15 — Security management regions
MM region is a management zene defined by the use of group keys (Kg). The MM region consists of DMA

\s. They can be connected,over a multicast network or a unicast network. The MM region consists of one or
groups each using its gwnKg group key.

groups in a multieast network consist of an HMA, one or more candidate HMAs and multiple RMAs that re
ame multicast messages. Candidate HMAs are DM As that are not connected to the data delivery tree, but hay,
bility to assuine'the role of an HMA if required. MM groups in a unicast network consist of one DMA and mu
\s. In botlicases, the RMAs are logically connected direct to their parent DMA on the data delivery tree.

change’in an MM group is localized within the scope of its own MM group.

ns: a

icast

and
more

beive
e the
tiple

6.3

Types of RMCP-2 messages

Table 1 lists the RMCP-2 messages with its meaning and the operation that is used.

Table 1 - RMCP-2 messages

Messages Meaning Operation

SUBSREQ Subscription request . L

— Session subscription
SUBSANS Subscription answer
PPROBREQ Parent probe request . .

Neighbour discovery
PPROBANS Parent probe answer
12 Rec. ITU-T X.603.1 (08/2012)
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Messages Meaning Operation
HSOLICIT HMA solicit
HANNOUNCE HMA announce Management in multicast network
HLEAVE HMA leave
RELREQ Relay request
Data channel control
RELANS Relay answer
STREQ Status report request
STANS Status report answer - .
Session monitoring
STCOLREQ Status collect request
STCOLANS Status collect answer
LEAVREQ Leave request ) . )
Session leave/Session(te€ reconstruction
LEAVANS Leave answer
HB Heartbeat Session tree maifitenance
TERMREQ Termination request ) o
TERMANS Termination answer Session tgipation
FAILCHECK Failure check request Nodefailure check
SINFO Session information Interworking between SMs which is
SMNOTI SM notification defined in Annex B
SECAGREQ Security agreement request
SECAGANS Security agreement answer Establishment of multicast
SECLIST Selected security list security policy
SECALGREQ Security algorithms request
KEYDELIVER Key delivery Key distribution
HRBREQ Head required security request Group member authentication
HRBANS Head required security answér group key distribution ACL managenjent
7 Protocol operation for basic.RMCP-2
This|clause describes the RMCP-2 functions and their operations in detail. All the components described in this clause
follow the definitions of Rec. ITU-T<X:603 | ISO/IEC 16512-1.
7.1 Session manager's.operation
SM |manages and controls-RMCP-2 sessions through functions of session initialization, termination, membefship
contfol and session menjtering.
7.1.1 Sessioniinitiation
The BM suppoxts the creation of new RMCP-2 session.
7.1.1.1-" "Normal procedure

The SMA creates a new session by sending a SUBSREQ message to the SM to create a new RMCP-Z session. The
SUBSREQ message contains a session identification (SID) proposed by the SMA. The format of the SID is defined in

clause 10.1.1.

The SM creates a new session upon reception of the SUBSREQ message with the proposed SID from the SMA. If the
proposed SID is unique, the SM creates an RMCP-2 session with the proposed SID and answers using a SUBSANS
message with the SID, MAID of the SMA, and session-related parameters described in clause 10.6. After successful
session initiation, the initiated session can be announced through various mechanisms such as a web bulletin board or
e-mail. The announcement may include the information on the SM which the RMA should request for session
subscription. However, the mechanism of session announcements and the information which a session announcement
should include are out of the scope of this Recommendation | International Standard.

Rec. ITU-T X.603.1 (08/2012)
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7.1.1.2 Handling SID duplication

The SID includes a multicast address used in multicast applications. Since the use of duplicate multicast addresses can
cause the multicast application to receive unwanted multicast data, the SID should be unique for each RMCP-2 session
(Figure 16). If the proposed SID is already used by another session, the SM should reject the subscription request and
notify the SMA that the SID is already being used. The SM creates a unique SID with a new multicast address and
returns a SUBSANS message with the modified SID.

SM SMA
SUBSREQ

&
nl

Initiation
decision

b 1
TOTDCIICTKR)

SUBSANS

If accepted: information
If not accepted: reason code

X.603.1(12)_F16

Figure 16 — RMCP-2 session initiation

7.1.2 Membership control

The BM controls the membership of the MA including session subscription and expulsiofx

7.1.2.1 Membership subscription

The SM supports the membership subscription from the MA. In order to subseribe to the RMCP-2 session, the] MA
sendp a SUBSREQ message to the SM. Then, the SM makes a decisign regarding whether or not to accepf the
subs¢ription request. If the request is accepted, the SM responds with & SUBSANS message containing the reqpired
information on the RMCP-2 session. If not, it returns a SUBSANS message with an adequate reason code.

7.1.2.1.1 MAID allocation

To be identified in the RMCP-2 session, each MA needs toshave a unique MA identification (MAID). If the progosed
MAID is null or is already in use by another RMCP-2 entity, the SM creates a unique MAID and sends the resgonse
mesgage with the created MAID. The MAID can be gefierated from the IP address and port number of the requepting
node. The formats of the MAID are defined in clause 10.1.2.

Figure 17 shows an example of the session subs¢ription procedure. In the example, MA B sends a SUBSREQ megsage
with|a proposed MAID. The SM performs_avalidation check on the proposed MAID and discovers that the progosed
MAID is already used by another MA, i‘e.) MA A. The SM creates a unique MAID and replies with a SUBSANS
mesgage with the created MAID. MA B may retry a session subscription with the created MAID sent by the SM.

SM MA A MA B
SUBSREQ
Check I\‘/IAID (proposed MAID)
(omnicue) SUBSANS (RE_OK)
SUBSREQ (proposed MAID)
Chieck MAID
(duplicated)
SUBSANS (RE_ADMPROB, generated MAID) N

May-retey-with-new
subscription request

X.603.1(12)_F17

Figure 17 — Session subscription

7.1.2.1.2 Handling extended information

The SUBSREQ message may include a SYSINFO control to specify the information of the subscribing RMCP-2 entity.
Such information includes a possible forwarding bandwidth and/or a supportable number of CMAs. The SM can use the
received information to classify members for management purposes.

14 Rec. ITU-T X.603.1 (08/2012)
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7.1.2.2 Member expulsion

The SM supports the membership control of MAs to increase manageability of the RMCP-2 service. The membership
control is supported through session monitoring as described in clause 7.1.4 and membership control of MAs through
expulsion. The SM can expel a specific MA for administrative purposes.

The SM expels a specific MA by sending a LEAVREQ message with the reason code of SM KICKOUT (see
clause 10.4.1). The expelled MA replies with a LEAVANS message and notifies its connected PMA and CMAs before
leaving the session. This notification procedure is needed for RMCP-2 tree reconstructions. The detailed procedure for
MA leave is described in clause 7.2.4. The message flow of an SM's expulsion of MA B is shown in Figure 18.

SM MA A MA B MAC

I
LEAVREQ (SM_KICKOUT)

|
LEAVANS

LEAVREQ (SM_KICKOUT) LEAVREQ (SM_KICKOUT)

N

LEAVANS o LEAVANS

A

%/603.1(12)_F18

Figure 18 — SM's expulsion of MA B

7.1.3 Heartbeat

The SM checks the status of the RMCP-2 tree by periodically sending a message, tojthe RMCP-2 tree. This message is
called an HB message. The heartbeat procedure ensures RMCP-2 tree stability by assisting MAs to synchrnize
information of the root path.

For the heartbeat procedure, the SM sends an HB message to the SMA)of'the RMCP-2 tree for each session. Th¢ HB
messgage is propagated along the session tree. The SM sends the HB.message periodically at every heartbeat megsage
interpal (T_HB). The T HB is defined in clause 10.6.2. Figure 19shows the periodic heartbeat procedure.

SM SMA MA A MA B MAC
HB -
y HB N
? HB -
g HB _
T HB
3 HB >
4 > HB R
q HB _
T HB > o R
v g
X.603.1(12)_F19
Figure 19 — Periodic heartbeat
7.1.4 Session.monitoring

The BM can fetch status information of a specific MA by exchanging a STREQ message and a STANS message. pon
receiving then\STREQ message, the MA responds with a STANS message that contains the requested informgtion.
Figure 20nshows the procedure of an SM monitoring a specific MA. The "T REPORT" is the maximum waiting|time
for STANS message. The T REPORT is defined in clause 10.6.3. If the STANS message does not arrive withip the
T _REPORT time, the SM considers that the pertaining MA has left the RMCP-2 session.

SM MA
STREQ

T
T _REPORT STANS

A

X.603.1(12)_F20

Figure 20 — MA monitoring — Status report
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The SM can also collect the status information of an entire session or a part of a session. In this case, the SM sends a
STREQ message with a TREEEXPLOR control to the most top MA of the part. Upon receiving the STREQ message,
the MA should send a STANS message back to the SM with appropriate information on the MA and its children. When
the session size is large, the use of this mechanism for the entire session may cause overload to the network and to the
system resources. To limit the scope of the monitoring, the status collect message should contain an option for the
depth.

7.1.5 Session termination

A session can be terminated due to one of the following two reasons:
1) administrative request;
2) SMA's leave or failure.

Figure 21 shows the SM's session termination procedure.

SM SMA MA A MAB
TERMREQ

TERMANS

%2603.1(12)_F21

Figure 21 — Session termination issued by an'SM

Becquse an RMCP-2 session can continue only when the SMA is alive;, the SMA must notify the SM when it legves.
Having been notified of the SMA's leave, the SM should termiihate the session promptly. The session terminption
caus¢d by SMA's leave is described in clause 7.2.4.4.

7.2 Multicast agent's operation

An MA is an intermediate node or a leaf node in the, RMCP-2 tree. An MA can dynamically join or leave the RM{CP-2
sessipn anytime. An MA can be categorized into SMA and MA. An SMA is a special form of an MA, which is the
sendpr of the following multicast data as the r00t'of the RMCP-2 tree:

—  session subscription;
—  dynamic joins and leaxes.of subscribed session;
—  auto-configuration-te_form an RMCP-2 tree;

—  fault detection/and recovery.

Unless specified otherwise, ah MA means both the MA and SMA.

7.2.1 Session subseription

The MA subscribés to the RMCP-2 session by sending a SUBSREQ message to the SM. The subscription procejss of
the NIA and SMA has different meanings and the following describes both types of process.

7.2.1.1~_‘Subscription of an SMA

The subscription of an SMA is part of the session initiation as described in clause 7.1.T. The subscription of an SMA
means not only the session subscription but also the session initiation (i.e., creation). An SMA must subscribe to an
RMCP-2 session before other MAs. An SMA acts as a root node in the RMCP-2 tree hierarchy.

Figure 22 shows both the procedure of RMCP-2 session initiation and the session subscription of the SMA. The SMA
initiates a new RMCP-2 session by sending a SUBSREQ message with a proposed SID which is defined in
clause 10.1.1. In Figure 22, the first attempt has failed since the proposed SID has already been used by another session.
Thus, the SM sends a SUBSANS message with an indication of session initiation failure and includes a modified SID,
which can be used in the new session. The SMA retransmits the SUBSREQ message with a different SID. A different
SID can be the modified SID proposed by the SM. Upon receiving the new SUBSREQ message, the SM may decide to
accept the request and create a new session. After session creation, the SM sends a SUBSANS message including
session-related information, e.g., confirmed SID of the session and session-related parameters. The session-related
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parameters are information to be used by the SMA and MA for maintaining an RMCP session which is defined by the
SM for the pertaining session. The SM provides these parameters in the PARAMETER control in the received
SUBSANS message. The details of the PARAMETER control are described in clauses 9.4.14 and 10.6.

After a successful RMCP-2 session initiation, the user of the SMA can announce the RMCP-2 session along with the
confirmed SID via a webpage, e-mail, etc. Other MAs can subscribe to the newly established session. The SMA can
start the service based on the RMCP-2.

SM SMA
SUBSREQ (proposed SID)

If SID duplication
SUBSANS (RE—4DMPROBmodified-SID)
— -

Retry,with
different SID
(may use nodified
SID from SM)

SUBSREQ (proposed SID, different from previous SID)

If successful,
creates new session

[

SUBSANS (RE_OK, confirmed SID)

X.603.4(12) ‘F22

Figure 22 — Session initiation — duplicated:SID

7.2.1.2 Subscription of an MA

The pubscription of an MA is equivalent to the membership subscription described in clause 7.1.2.1. Figure 17 shows
the frocedure of an MA subscription (for MA A and MA B). The MA sends a SUBSREQ message to subscribg to a
sessipn. If the MA receives a successful SUBSANS message, the MA uses the MAID and the neighbour list withip the
SUBISANS message to start the neighbour discovery proéess. The SUBSANS message contains session-related
parameters for the MA to maintain the RMCP session which is defined in the PARAMETER control in the recgived
SUBSANS message. The details of the PARAMETER-control are described in clauses 9.4.14 and 10.6.

7.2.2 Neighbour discovery

The [neighbour discovery procedure enables d@n*MA to discover the most appropriate neighbouring MAs to mgke a
connection with. The MA can exist eithef ir'a unicast network or in a multicast network. The neighbour discqvery
procedure differs according to the network type, which is described next. In a multicast network, only one MA needs to
join the RMCP-2 tree for a particulat.RMCP-2 session. The node that joins the session tree in the multicast netwdqrk is
called head MA (HMA). An example of a multicast network may be a small-sized LAN where the IP multicgst is
enabled. In a unicast network, ‘each MA needs to perform RMCP-2 operations to represent itself in the RM{CP-2
netwprk. Examples of such.a‘network include LAN and WAN where IP multicast is disabled.

Sinc¢ all MAs are logically interconnected, it would be difficult for an MA to know the entire network condition.
Howgever, by using ngighbour discovery procedures, each MA can explore the other MAs in the RMCP-2 network and
meaqures the distanée between itself and the corresponding MAs. The neighbour discovery mechanism consists of two
stepd. One is used in a multicast area, such as subnet LAN, and the other is used in a unicast network such as WAN

7.2.2.1 ,Neighbour discovery in a multicast network

This|capability enables an MA to find neighbouring MA(s) in a local multicast network. The RMCP-2 makes efficient
use of the IP multicast. Thus, finding a neighbour in a multicast network is conducted before finding a neighbour in the
unicast network.

7.2.2.1.1 Role of an HMA

In a multicast network, only one MA, which is defined as the HMA, participates in the RMCP-2 session. The HMA
relays multicast data to the local multicast network. Other MAs in the multicast network do not need to perform the
RMCP-2 operation, since it will be receiving multicast data from the HMA. However, those MAs need to be aware of
the operational status of the HMA, since the HMA can leave the RMCP-2 session.

Rec. ITU-T X.603.1 (08/2012) 17
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7.2.2.1.2 HMA discovery

A new MA in a multicast network needs to find the HMA of the network. The HMA solicitation and announcement
enables the MA to discover the HMA in a multicast network. Figure 23 shows the procedure of a new MA (i.e., MA C)
in finding the HMA in a multicast network. MA C multicasts an HSOLICIT message using the predefined multicast
address. The multicast address is used inside the local multicast network for exchanging HSOLICIT, HANNOUNCE,
and HLEAVE messages.

If an HMA exists, the HMA multicasts an HANNOUNCE message as a response to the multicast network. MA C will
receive the HANNOUNCE message and stops the neighbour discovery and acknowledges the existence of the HMA.

MA C
HMA MA A MA B (new)

HSOLICIT (multicast)

< < <

HANNOUNCE (multicast)

>

A 4

X.603.1(12)_F23

Figure 23 — HMA solicitation and announcement

7.2.2.1.3 New HMA election

The jnew HMA election can occur when there is no HMA in a multicast network ot/when the HMA leave} the
subs¢ribed RMCP-2 session. There are two occasions for HMA election, the first o¢casion is when a single MA gxists
in the multicast network and second occasion is when the HMA leaves the RMCP-2-Session.

Initiglly, there may be no HMA in a multicast network. If a new MA joins the ' RMCP-2 session, it goes through the
HMA election procedure. The HMA election starts with the multicast-0f an HSOLICIT message to the mulficast
network. Since the MA is the only node in the multicast network, it fails)te/receive any HANNOUNCE message within
the HANNOUNCE message timeout. The HANNOUNCE message timeout is defined in clause 10.6.4.

If a fingle MA exists in a multicast network, the MA does not perform the HMA functions. The reason for this is that no
othef MAs need to receive multicast data in the multicast netwerk. The MA functions as the MA in a unicast netyork.
Howgever, if a new MA in the same multicast network joins the RMCP-2 session, the original MA becomes the HMIA by
answering to the HSOLICIT message sent from the new (MA.

Another occasion for the HMA election process s when the HMA decides to leave the RMCP-2 session. Upon
receiving the HLEAVE message from the HM A, the remaining MA(s) competes in the HMA election.

MA A
(New HMA) MAB MAC MAD
A T HsoLiciT® 7 HSoLiCIT* 7 HSoLICIT*
T_HSOLICIT of MAB= | of MAC= ! of MA D= !
of MAA=1 7 HSOLICIT+ j | T _HSOLICIT+y | T_HSOLICIT+ 5 |
I_HSOLICIT+ oy | AHSOLICIT (multicast) ! ) R B R
4 > ! !
T _HSOLICIT ! v v v
of M
v HSOLICIT (multicast) N
X > > >
TPHSOLICIT |
of MAA |
v HSOLICIT (multicast)
3 > > >
T HSOLICIT !
of MAA |
v HANNOUNCE (multicast) R

X.603.1(12)_F24
a, B, y, 0: Criteria factor

Figure 24 — HMA election
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Figure 24 shows how MA A becomes a new HMA in a local multicast network. Each MA has its own HSOLICIT
message retransmission interval (T_HSOLICIT), which is T HSOLICIT defined in clause 10.6.4 plus a criteria factor.
The criteria factor is used to prevent flooding of the HSOLICIT message. The criteria factor can be derived from
various factors such as the distance from the SMA, IP address, etc.

As shown in Figure 24, four MAs compete to be the HMA in a local multicast network. Four MAs start the timer with
their own T_HSOLICIT timer. The MA with the shortest timer value sends an HSOLICIT message, first. In Figure 24,
MA A has the shortest timer and multicasts an HSOLICIT message to the local multicast network. Upon receiving the
HSOLICIT message sent by MA A, the other MAs (i.e., MA B, MA C and MA D) suppress sending the HSOLICIT
message and restart the HSOLICIT timer. MA A awaits an HANNOUNCE message from HMA for T HANNOUNCE
time. Since there is no answer, MA A sends an HSOLICIT message again. After sending the HSOLICIT message for
N HANNOUNCE time(s) (see clause 10.6.4), MA A knows that there is no HMA in the network and decides to be the
HMA by multicasting an HANNOUNCE message to the local multicast network

7.2.2.1.4 Handling HANNOUNCE message contention

The HMA contention can occur when more than two MAs multicast the HANNOUNCE message to the.same mulficast
netwprk. In such cases, one MA has to be selected as the HMA. Figure 25 shows an example of HANNOUNCE
messgage contention. In this example, it is assumed that both MA A and MA C have same T HANNOUCE value, which
may [result in HANNOUNCE message contention. To resolve this, a second criterion is defined for HMA elegtion,
which is the use of MAID. In the figure, MA A and MA C have different MAIDs with MA A\having a smaller MAID
thanMA C.

Sinc¢ MA A and MA C have the same T_HANNOUNCE value, both MAs issue an HANNOUNCE message |after
sendjng an HSOLICIT message for N HSOLICIT time(s). Upon receiving the HANNOUNCE message from pther
MA(s), each MA makes a decision on the HMA election according to the second eriterion, which is MAID. As a r¢sult,
MA A is selected as an HMA.

Althpugh the rule for electing HMAs may vary, this Recommendation,y| International Standard recommends§ the
following HMA election rules:

a) The MA with the smaller T HANNOUCE time will be'clected as HMA.
b) The MA with the lower MAID will be elected as HMA.

MA A
(New HMA) MAB MA C MAD
I_HANNOU NC}"T T HA NNOUNCE? T HA NNOUNCE? T HA NNOUNCE?
ofMAA= | of MALB | of MAC' i of MAD\

T_HANNOUNCE
of MA C 3 | HANNOUNCE fidmMA A

A 4 e v, R
+ d L P P >
T_HANNOUNCE , ¥ | HANNOUNCE from MAC HANNOUNCE from MA CI
of MA A i v
v| HANNOUNCE fiom MAA . R
MA A has e MA A has | "
smallest MAID smallest MAID

X.603.1(12)_F25

Figure 25 - HANNOUNCE message contention

7.2.2.1.5¢ 'HMA continuity

Oncg¢ the’MA is elected as an HMA., it continues its role as an HMA in a multicast network until it leaves the sessipn or
the session is terminated. Figure 26 shows how the HMA can continue its role as an HMA. As mentioned above, each
MA has its own timer defined by a T _HSOLICIT value and sends an HSOLICIT message after timer expiration.

Another MA(s) suppresses sending an HSOLICIT message after receiving the HSOLICIT message from another MA.
The HMA responds by multicasting an HANNOUNCE message. This procedure continues periodically.
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Figure 26 — Periodic HMA announcement

HMA fails to receive the HSOLICIT message within the HSOLICIT (message timeout (see clause 10.6.
bnizes that there is no other MA in the multicast network. The HMA _dees not perform an HMA function and
rms the MA functions in a unicast network.

w MA can have a smaller T HSOLICIT than the current HMA's\timer or has a lower MAID than that of the H
is case, the HMA should not be changed. The new MA with the shorter T HSOLICIT and lower MAID
pete to be the next HMA, if the current HMA leaves the session.

.2 Neighbour discovery in the unicast network

b new MA fails to find neighbours in the multicast network, it becomes the HMA and tries to find neighbour
nicast network to join the RMCP-2 tree of thetsubscribed RMCP-2 session.

.2.1 Neighbour discovery

hbour discovery in a unicast network enables an MA to find other MA(s) subscribing to the same session in
orks.

DBREQ message to the (MA(s) listed in the neighbour list given by the SM during the session subscription. M
feceive a PPROBANS-message from each MA. MA D needs to make the decision of which PMA candidate

1), it
only

MA.
can

s) in

bther

e 27 shows the procedure(off neighbour discovery conducted by the MA in a unicast network. MA D sends a

AD
is to

join,|based on the received PPROBANS messages.
MA A MA B MAC MAD
’ PPROBREQ
PPROBANS >
PPROBREQ
) [
PPROBANS .
PPROBREQ
PPROBANS >
Selects MA B
as PMA
candlidate
X.603.1(12)_F27
Figure 27 — Neighbour discovery in a unicast network
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2.2 Exploring more

The PPROBREQ message and the PPROBANS message contain a NEIGHBORLIST control (see clause 9.4.4), which
is a list of neighbouring MA(s) that are known by the MA sending the PPROBANS message. Through the exchange of
PPROBREQ and PPROBANS messages, the MA can learn of other MA(s). Therefore, the MA can send a PPROBREQ
message to the newly discovered MA(s). The MA makes a decision on selecting the most adequate MA, by comparing
them with already known MA(s), and newly learned MA(s).

7.2.2

2.3 Selecting a PMA candidate using system information

The neighbour discovery procedure is used to choose the PMA to join. The SYSINFO control (see clause 9.4.8) is
included in the PPROBANS message to help probing the MA in making a decision on the PMA candidate. By using the
system information within the PPROBANS message, it can contribute to performance enhancement by placing a low-
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In o1lder to choose the most adequate MA as a PMA, the MA also uses a distance measuring method. Since MA|
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Upon receiving a successful RELANS message, a data channel between the MA D and MA E is established acco

to th
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MA to join. Upon receiving PPROBREQ message, the responding MA appends the two types of time valuo§i
hnd second fields of TIMESTAMP control. The first type is the time when the PPROBREQ message appears t
ver, and the second type is the time before sending the PPROBANS message. These two values are us
ime the processing load of the replying MA.

.2.4 Selecting a PMA candidate through distance measurement

ally interconnected, it would be difficult for MAs to know the actual configuration of a physical nety
ever, the network distance between MAs can be measured by various metrics, such\asvper-hop delay, the numb
bandwidth, etc. For example, the round trip time (RTT) between MAs. can be used. Upon receiving
DBANS message, the probing MA can measure the distance using two time values; the time when the PPROB

ESTAMP control within the PPROBREQ message. Thus, through theaeighbour discovery procedure, an MA
decisions on the most adequate MA to join.

Session join

kession join procedure enables each MA to establish a conngction with a PMA for the subscribed RMCP-2 ses

Wbour list given by the SM. The joining MA (MA E)seonducts the neighbour discovery and decides that MA
host appropriate for PMA. After the PMA candidate is selected, MA E sends a RELREQ message includ
APROFILE control (see clause 9.4.3) to MA D."The DATAPROFILE control is used to specify the inform
ed to establish data channels between the PMA and CMA.

relay request is acceptable, the MA D tesponds with a RELANS message including a RESULT control indic
cessful join. Otherwise, MA D retutns' the RELANS message with the RESULT control indicating a deni
est. If MA D can accept the request but cannot provide the service according to the data profile in DATAPRO
ol, it denies the request and inserts the proposed data profile into the RELANS message. MA E can send a re
the new data profile to be accepted.

e negotiated data profile/Otherwise, MA E should select another MA to join.
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e 28 shows how an MA establishes a PMA-CMA relationship after selecting a PMA candidate based on the
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Figure 28 — Successful session join

RMCP-2 considers four types of departure:
—  leave at own will,

—  leave to switch parent;

—  expulsion from a PMA or SM;

—  departure of an SMA or session termination.

Hetailed operations for each case are described as follows.

pave a session, an MAJsends a LEAVREQ message to its CMA(s). Each CMA who receives the LEAV

1A may leave a session or change its PMA during the session. To make an RMCP<2.tree robust, each MA should
y its PMA and CMAC(s) of its departure. Upon receiving this notification, both (the*PMA and CMA should fgllow
the appropriate procedure. In addition, a departing MA should also notify the SM 0f7its departure.

may leave a session anytime. Before leavitg, an MA must notify its PMA and CMAC(s) of its departure. The PMA
deleties the MA from its CMA list for the session and reserves a space for a new CMA. In addition to the notificati

bn to

the PMA and CMAC(s), the leaving MA should also notify the SM of its departure. The SM checks whethdr the
bsting MA is subscribed to the session which the MA requests to leave. If the MA is subscribed to the sessior, the
SM nodifies the information related-tg-the departing MA. Otherwise the SM ignores the request.

REQ

mesgage should promptly~start to connect to an alternative PMA by sending a RELREQ message to the PMA candildate.

If syccessful, the EMA sends a LEAVANS message to the PMA leaving. When a departing MA receive

the

LEA[VANS messages from all of its CMAs, it sends a LEAVREQ message to its PMA. The PMA responds with a
LEA[VANS méssage and modifies the information of the departing MA. Before departing the session, the MA should

send

d|

a LEAVREQ message to the SM to notify its departure.

pta delivery from a PMA to a leaving MA should also be continued until connection between two MAs is disconnected.

NOTE.—'Data delivery from a leaving MA to each CMA should be continued until each CMA closes connection. It meanr that

Figure 29 shows how an MA leaves a session in a unicast network.
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MAB MAC MA D
SM MA A (PMA) (leaving MA) (CMA)

LEAVREQ (I_LEAVE) _|

RELREQ
RELANS (RE_OK)

A 4

LEAVANS (RE_OK)

<

LEAVREQ (I_LEAVE)
LEAVANS (RE OK)

LEAVREQ (I_LEAVE)

7.2.4.1.2 MA leave in a multicast network

In a multicast network, there are two cases of an MA's leave. The first case is an HMA's leave. Whenever the H

leavgd

well jas to the CMA(s) and the PMA in the other network.

Figure 30 shows how the MA B, i.e., HMA, leaves a session. The HMA{MA B) sends a LEAVREQ message
CMA (MA E) in another network. Upon receiving the LEAVREQ message, MA E starts to switch PMA and resp
to MIA B with a LEAVANS message. In order to announce its departufe, MA B multicasts an HLEAVE messagd

the 1

Upon receiving the HLEAVE message from the HMA, both MA’C and MA D in Figure 30 wait for a certain bac

time
the f]
as dg

the rple of MA B by connecting to the PMA outside-the network. Figure 30 shows how MA C selects its parent, M|
which is the PMA of MA B. In order to connect to MA A, MA C refers to the ROOTPATH control (see clause 9.4
the received HLEAVE message. Before MA:B Ie¢aves the session, it should send a LEAVREQ message to the SM
SM modifies the information related to MA B:

N
H

LEAVANS (RE_OK)

Remove MA C RMCP-2 session
information leave

X603.1(12)_F29

Figure 29 — MA leave in a unicast network

s the subscribed RMCP-2 session, it should notify its departure to the CMA{(s)in the local multicast netwo

cal network.

T HANNOUNCE, before multicasting the HANNOUNCE message. MA C sends an HANNOUNCE messag
rst time and becomes a new HMA. This step occurs;because MA C has a shorter back-off time than that of M
scribed in clause 7.2.2.1.3. Because MA B was a\point connected to an outside network, MA C should unde

OTE — The departing HMA should stop- multicasting the multicast data and send a LEAVREQ message when it receivj
ANNOUNCE message from the new:HMA because the data it sends can collide with the data sent by the new HMA.
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into

k-off
e for
A D
rtake
A A,
7) in
The

€S an

Rec. ITU-T X.603.1 (08/2012)

23


https://standardsiso.com/api/?name=6533382d143a8d32bd31f326892d3aaf

ISO/IEC 16512-2:2016 (E)
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7.2.4.2 Parent switching

An MA may need to find a better PMA to get better services. This procedure is called parent switching. Throug

proc

swit¢hing, an MA interacts with an old PMAto leave the RMCP-2 tree and with a new PMA to join the RMCP-2
It dges not need to inform the CMA of the parent switching. Thus, CMAs do not need to know about the p
swit¢hing of its PMA if it does not liave any problem in receiving the RMCP-2 service. Thus, an MA does not ne
a LEAVREQ message to its CMA(s), when it tries to change its PMA. During parent switching, the MA sends a
lo HB message to preyent’ its CMA(s) from conducting a partition recovery operation as describgd in
claude 7.2.5.3.2. The MA sends a RELREQ message to the PMA candidate. In Figure 31, since MA C change

send|
pseu

L
leave
1

X.603.1(12)_|

Figure 30 — HMA leave in a multicast network

never the non-HMA of a multicast network wants to leaye a session, it silently leaves the session. MA

bdure of parent switching, it is possible to oreate a near optimal RMCP-2 tree in terms of performance. For p

D in

e 30 does not need to notify other MAs of its departiice. However, a leaving MA should send a LEAVREQ
mesgage to the SM. The SM modifies the information related to the leaving MA.

h the
Arent
tree.
Arent
ed to

5 the

PMA from MA A to MA"By’the root path of MA C should also be changed. Thus, MA B gives its root path to MA C

whet]

n|
N

24

echanism‘is\described in clause 7.2.5.1 and parent switching is described in clause 7.2.5.4.
OTE 2,>HB* in Figure 31 means pseudo-HB message.

1 it sends a RELANS/message. The old PMA (MA A) that receives a LEAVREQ message deletes the leaving MA
from|its CMA list.

NOTE 1 — An MA can switch parent only when it receives an HB message to keep the RMCP-2 tree stable. The hea]

rtbeat
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Figure 31 — Parent switching

.3 MA expulsion

[P-2 has a mechanism for discarding a particular MA. For example, when the SM needs to.remove a specific
when an MA expels its CMA.

3.1 Expulsion by PMA

A can expel its CMA(s) when it suffers from system resources depletion and.¢can no longer provide a service
\s. The expelled CMA should find another PMA candidate.

e 32 shows an example of a message flow for expulsion by the PMA\ First, a PMA, namely the MA B, set
[VREQ message with a reason code PMA_KICKOUT to expel MAJCY MA C searches for another PMA and s
LREQ message to the new PMA. After switching parents to MA\A, MA C transmits a LEAVANS message
MA, MA B.

OTE — MA C in Figure 32 may have CMAC(s) but the CMA(s)0f-MA C do not need to know about the expulsion of the
long as they successfully receive data.

MA A MA B
(New PMA) (Old PMA) MA C
l LEAVREQ
(PMA_KICKOUT)
T
RELREQ

RELANS I(RE_ OK)

 LEAVANS (RE_OK)

X.603.1(12)_F32

Figure 32 — Expulsion by PMA

.3.2 Expulsion by SM

SM carivdiscard any MA in a certain RMCP-2 session by sending a LEAVREQ message with the reason
KICKOUT. Upon receiving the LEAVREQ message from the SM, an MA must leave the session promptly.
kpulsion, the SM should update the information related to the expelled MA, e.g., session member list, MA list,

MA,

fo its

nds a
ends
o its

PMA

code
A fter
etc.

In the message flow shown in Figure 33, the SM requests MA B to leave by sending a LEAVREQ message with the
reason code SM_KICKOUT. MA B must leave the session but, before leaving the session, MA B must notify its PMA
and CMAC(s) of its expulsion by sending a LEAVREQ message with a reason code SM_KICKOUT. The PMA, MA A,
removes the information related to MA B and the CMA, i.e., MA C, should find a new PMA to continue receiving the
multicast data.
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MCP-2 session cannot exist without an SMA. An SMA should not leave a session as it is required(for-mainta
ession. However, if an SMA does leave the session, the session should be terminated.

e 34 shows the session leave of the SMA. The SMA sends a LEAVREQ message to the SMJ)Upon receivin
[VREQ message from the SMA, the SM checks whether the mapping between the SMA “and the session i
bsted to terminate is correct. If the mapping is correct, the SM removes the session information and then re
a LEAVANS message, it also initiates session termination as described in clause 7.5,

.1 Heartbeat

SM SMA MA A MA B
ALEAVREQ (SMA _LEAVE)
LEAVANS (RE_OK) R | T LEAVE
removes session
inforthation
TERMREQ R
TERMREQ N
> TERMREQ R
session
termihation
TERMANS
ses§i0n
termination
TERMANS
ses?ion
termination
j TERMANS
“ T
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Figure 34 — SMA leave
Maintenance

purposé.of the heartbeat is to keep the constructed RMCP-2 tree robust. The heartbeat, which gives un
hronizifg information to the session, helps each MA to detect whether the session is currently alive. It also con
il Grrformation on the data delivery path, named ROOTPATH. The ROOTPATH includes a relayed data path W

Ining

o the
[ has
plies

ified
tains
hich
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ws the tree hierarchy.

7.2.5.2 Monitoring

RMCP-2 has two types of monitoring mechanisms. The first one is about monitoring a specific MA described in
clause 7.1.4. The other one, which is shown in Figure 27, is about monitoring a part of the RMCP-2 tree below a
specific MA.

Figure 35 shows how RMCP-2 monitors a part of the RMCP-2 tree. As shown in Figure 35, STREQ and STANS
messages are exchanged between the SM and MA which is the root of the sub-tree to be reported. However,
STCOLREQ and STCOLANS messages are used under the MA received STREQ message. This indicates that
STCOLANS messages are aggregated along the path towards the SM. In order to specify the depth of the sub-tree to be
monitored, the TREEEXPLOR control is used. Figure 35 shows an example of such a set where MA 0 is the selected
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MA and the value of "Tree depth" field is 3. The COLLECT control is used to identify the MA reporting the requested
information and the SYSINFO control is used to report the requested information as described in clause 9.4.8.

STREQ and STANS
messages
|
Depth 0
STCOLREQ and STCOLREQ and
STCOLANS messages STCOLANS messages
/ \
I \ I\
STCOLREQ and STCOLREQ and
STCOLANS messages STCOLANS messages
/ \ / \
I\ JAA
STCOLREQ and STCOLREQ and
STCOLANS messages STCOLANS messages
/ / \

X.603.1(12)_F35

Figure 35 — Example of a delivery tree for STCOLREQ and STCOLANS messages

Figure 36 shows how the SM queries the/scoped area of a tree. That is, the SM asks for merged information op the

scoppd area of a tree, by sending an STREQ message to a specific MA (SMA and MA A each) to collect dtatus
infomation for the scoped area.

SM SMA MA A MA B
STREQ R
> STCOLREQ .
> STCOLREQ
STCOLANS T COLREPORT
y STCOLANS <
STANS ‘
STREQ
> STCOLREQ ——
STANS 4 STCOLANS T COLREPORT

X.603.1(12)_F36

Figure 36 — Tree monitoring by collecting a status report
7.2.5.3 Fault detection and recovery

Network faults such as a loop or partition may be caused by an MA's frequent and careless parent switching. To detect
and recover such network faults, RMCP-2 provides the following fault detection and recovery mechanisms.
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7.2.5.3.1 Loop detection and prevention

A loop occurs when an MA becomes the CMA of its descendant on the RMCP-2 tree during parent switching. One such
scenario can be as follows:
a) MA A performs neighbour discovery and chooses a certain MA (which is, MA B) as a PMA candidate;
b) the chosen MA B happens to be a descendant of MA A;
¢) MA A receives an HB message and changes the PMA from its current PMA to MA B;
d) thus, a loop has occurred.

Figure 37 shows the procedure of loop detection and prevention. To prevent a loop, MA B checks the root path in the

PPROBREQ message sent by MA A, to see whether its MAID is already in the root path. Since MA A is an ancestor of
MA MA_A_is already present in the root pnfh Thus MA R can detect the Pnfpnh'nl ]nnp and prevent it by sendino the

RELIANS message indicating a denial of request. MA A cancels the parent switching and sends an HB rmegsage
inclyding the unchanged root path to its CMA(s).

Current
PMA MA A MAB
|
PPRQBREQ
|
PPROBANS
Chooses MA B as
PMA candidate
HB N
pseudo-HB
RELREQ .
The poteptial loop
RELANS (RENADMPROB) is detected

Cancel the parent

switching
HB.
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Figure 37 + Loop detection and prevention

7.2.8.3.2 Network partition detection-and recovery

Partitions can occur when the conneetion between a PMA and CMA is disconnected. An MA can detect partition hased
on the timers for periodic message exchange and resolves this problem by establishing a new connection with the| new
PMA. Figure 38 shows how MA. T detects the tree partition: that is, the tree partition is detected whenever MA Cffails
to repeive the HB message(for”HB message timeout (see clause 10.6.2). The failure to receive the HB message triggers
neighbour discovery forfinding a PMA candidate. MA C sends a FAILCHECK message to the SM to check whether
MA B is alive.
NOTE — MA @.nay send a PPROBREQ message toward MA(s) in the neighbour list or MA(s) in the ROOTPATH c¢ntrol
ekcept for MA'B.

In Figure 38,-the SM fails to receive a STANS message from MA B for a certain period of time, the SM considerg that
MA B lias, failed. In this case, the SM modifies the information of MA B to indicate that MA B has failed. If MA B
respgnds’to the SM with the STANS message. the SM does nothing. In this case, network connectivity may have [been
lost between MA B and MA C.

During an MA's recovery from network partition, the MA's descendant(s) may also consider that the network has
partitioned and start to repair the partition. As a result, a single point of failure can cause an entire RMCP-2 sub-tree to
be collapsed. To prevent this problem, RMCP-2 uses two methods, use of a pseudo HB message and allocating T _HB.

An MA, which is trying to establish a connection with a new PMA, sends a pseudo HB message to its descendant(s) to
notify that the session is partitioned. For the pseudo HB message, RMCP-2 uses the HB message with PSEUDO HB
control. Upon receiving the pseudo HB message, each MA recognizes that one of its ancestors on its root path is trying
to recover from network partition. So each MA does not conduct the recovery procedure, and it resets its timer in the
same way when it receives the normal HB message, and forwards the pseudo HB message to its CMAC(s), if it exists.
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Figure 38 — Network partitioning detection and recovery

Sinc¢, the network recovery may vary in time, using a pseudo HB message\ds not enough. Pseudo HBs may be delayed
becapise of network congestion and as a result, some MAs conduct therecovery procedure simultaneously. Thergfore,
each| MA needs to prevent the fault report chain effect by settingsa longer T HB compared to the preceding [MA.
Figure 39 shows how the T HB is set for each MA based on the sequential order in the RMCP-2 tree.

SM MAA MAB MAC MAnRN
T
T_HBvalue T_HBvalde T_HBvalue T_HBvalue
T_HB of MAA = ofMAB'= of MAC= L ofMAn=
T_HB+0y T.HB+a, T HB+a; T_HB+ a,

A 4

a1 increased time, Wilth y< 0, <0< oy,

X.603.1(12)_F39

Figure 39 — T_HB setting

Network partition deteetion includes not only detection of the partition between the PMA and CMA but also deteftion
of the failure of the"SM.

An §MA cam-detect failure of the SM, when an SMA fails to receive the periodic HB message from the SM. I} this
case| ongoing sessions may continue, however, session subscription and session join are impossible. If the RM{CP-2
servic€should be managed by the SM, the SMA should send a TERMREQ message to its CMA(s) to terminatg the
Sessiolr

Network partition can also be detected through the periodic exchange of RELREQ and RELANS messages.

In the case of MA failure, the MA may be a PMA or a CMA of the failed MA. An MA can recognize failure of its
PMA, if it fails to receive a RELANS message and the MA can recognize failure of its CMA, if it fails to receive a
RELREQ message within the predefined interval. Figure 40 shows the procedure of PMA failure detection and recovery
procedure through the absence of a RELANS message. Since the MA B fails to receive a RELANS message during its
timer (T_RELAY), the MA B sends a FAILCHECK message to the SM. The MA B also performs the neighbour
discovery simultaneously for recovery of partition.
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The SM sends a STREQ message to MA A but the MA A does not answer because of the failure. Thus the SM modifies
the information related to MA A when the timer for the STANS message expires. If MA A answers the STREQ
message with a STANS message, the SM does not remove the information related to MA A and does nothing. In that

case,

although MA A has not failed, MA B will still change its parent.

In case of SMA failure, the session served by the failed SMA should be terminated. The CMA(s) of an SMA can
recognize failure of the SMA. The MA sends a FAILCHECK message to the SM to check whether the SMA is alive.
The SM sends a STREQ message to the SMA. If the SMA answers with the STANS message, the SM does nothing. If,
however, the SMA does not answer, the SM considers that the SMA has failed and closes the session. The CMA(s) of
the failed SMA sends a LEAVREQ message with reason code SMA LEAVE to all CMAs to terminate the session. The
LEAVREQ message is relayed along the RMCP-2 tree of the RMCP-2 session and the session is terminated gradually.
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Figure 40 — PMA failure detection and recovery

.4  Tree reconstruction

ree reconstruction procedure occurs when an MA. finds that the PMA candidate which can provide a better se
the current PMA and tries to switch parent to~the new PMA candidate. By continuing the tree reconstru
pdure during the session, the RMCP-2 tree can be improved gradually.

procedure for finding better nodes follows the neighbour discovery mechanism described in clause 7.2.2. Wh

Fding to the parent switching procedure described in 7.2.4.2.

e the tree is being improved{ network faults such as a loop or partition can be caused by parent switchin|
Cular, network faults may occur in the following cases: when multiple MAs in the same branch may try to sy
| at the same time and when multiple MAs along the branch may try to successively switch PMA.

haintain RMCP-2 tree stability, each MA can switch its PMA only when it receives an HB message. In additi
hold value is used to”prevent frequent parent switching. It means that an MA can try to change its PMA only Y
ifference between the metric of connection with the PMA candidate and that of the connection with the cu
L is larger than the predefined threshold value. The cost may be a hop count, delay, bandwidth, etc. Det
iption of'the€ cost as well as the threshold value is not addressed in this Recommendation | International Star
1se it ¢an'be varied according to the service policy.
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h an MA starts parent switching, it sends a pseudo-HB message to its CMA(s) to prevent its CMAC(s)

ucting partition recovery. Although an MA can change its PMA only when it receives an HB message, an MA
hange its PMA when it receives a pseudo-HB message. Since simultaneous parent switchinglamong multiple
ause network partition or loops, the MA should not conduct parent switching when its PMA is in the midd

Termination

rminate an ongoing session, the SM sends a TERMREQ message to the SMA-as shown in Figure 21. An SM|
that receives a TERMREQ message from the SM (or PMA) sends the TERMANS message back to the SN
D) and forwards the TERMREQ message to its CMA(s) until it reaches/the-end nodes of the tree. Upon receiy|
IMANS message, the SM and MA remove the information related to the'closed session.

Protocol operation for secure RMCP-2

Session manager's operation

SM supports the establishment of security policies applied to each secure RMCP-2 session, and is responsibl
and MA security management such as user and)MA authentication. It manages the session key for each RM
pn through the creation, updating and distrdibution of key information. The SM also has message encryption
ption abilities through the use of TLS and-owned cryptography suites.

Admission control

.1 TLS authentication

authentication is performed in advance of the subscription requests of MAs (SMA, DMAs or RMAs). An
lishes a TLS session.with the SM according to IETF RFC 6066. The SM, as part of the IETF RFC 6066 proce
les which TLS modey TLS CERT or TLS_PSK, is applied for the verification of the parties concerned. The
nds to the MA and)if mutual authentication is successful, it shares a secret key Krrs with the MA.

SM also delivers the session key Ks, encrypted using Kris, to the SMA and the DMAs, but not to the RMAs.

TLS session with the SMA and DMAs is closed after the session key is delivered, since the SM, SMA and D
hngd. messages that have been encrypted with the session key. The TLS session with RMAs is retained an
dantil membership authentication with their parent DMA in the secure tree join procedure (see clause 8.2.4

from
does
MASs
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A (or
1 (or
Ing a

e for
CP-2
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MA
dure,
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MAS
i not
and

the individual key Kyas has been established.

8.1.1

.2 Admission of the SMA

A secure RMCP-2 session is initiated through the subscription of the SMA. The SMA first obtains authorization for
providing the contents from the SM. The SMA is authenticated by the SM through the TLS session (see clause 8.1.1.1)
and then joins the session by exchanging SUBSREQ and SUBSANS messages with the SM. As a result of this, the
SMA receives the session key Ks and is enabled to act as an administrative node of the secure RMCP-2 tree.
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3 Admission of DMAs

The DMAs, as prospective trust parties, are invited by the SM to join the session and to establish the DMA network
before the subscription of RMAs. The means of this invitation are outside the scope of this Recommendation |
International Standard.

The DMAs are authenticated by the SM through the TLS session and they join the session through the exchange of
SUBSREQ and SUBSANS messages with the SM. They receive the session key Ks from the SM and join the RMCP-2
tree through the secure tree join procedure (see clause 8.2.4).

The SM consults with the DMAs joining the session before the announcement of the opening of the secure RMCP-2
session, giving a date and time when the subscription of RMAs begins. The means of this announcement are outside the
scope of this Recommendation | International Standard.
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.4 Admission of RMAs to open groups

tential RMA will know from the announcement of the session whether or not the session supports epen gr
RMAs are authenticated by the SM through the TLS session and join the session through the* exXchang
SREQ and SUBSANS messages with the SM. They do not receive the session key Ks. They jointhe’RMCP -2
gh the secure tree join procedure (see clause 8.2.4).

.5 Admission of RMAs to closed groups

tential RMA will know from the announcement of the session whether or not the s€ssion supports closed gr
ss to membership of closed groups is controlled by the content provider (CP). A potential RMA requests a se
identifier from the CP. The CP provides a service user identifier to the potentialRMA and also sends the se
identifier, without revealing the identity of the potential RMA, to the SM. The-CP is responsible for the form
dentifier and this is not defined in this Recommendation | International Standard.

h the session is opened to RMAs, the RMAs are authenticated by the”’SM through the TLS session and they joi
pn through the exchange of SUBSREQ and SUBSANS messages with the SM. The SUBSREQ message
iin the service user identifier. The SM shall send a rejection inthe RESULT control of the SUBSANS messa
M does not hold an identical service user identifier.

RMAs do not receive the session key Ks. They join thee RMCP-2 tree through the secure tree join procedure
e 8.2.4).

Key management for which the SM is responsible

.1  Session key

bession key (Ks) is shared between the'SM, the SMA and DMAs and is used to encrypt/decrypt messages in thd
n. It is initially created by the SM in the bootstrapping of the RMCP-2 session. K is encrypted by the indiv
KrLs (see clause 8.1.2.2) for delivery to the SMA and to each DMA through the data protection procedure 9
following successful TLS authentication.

updated at regular interyals-through the hash function. When a DMA is truncated or an abnormal situation og
M does not use the hash function, but instead creates a totally new session key Ks, without hashing. The new
ivered to the SMA(and all DMAs in the RMCP-2 session (see Figure 42).

SM SMA DMA A DMA B

Create Ks g

Authentication procedure througl'l TLS

F 3

[
Ks protected by TLS session

ups.
e of
tree

ups.
rvice
rvice
at of

h the
shall
ge if

(see

RM
idual
f the

curs,
r key

SUBSREQ

32

STREQ

A 4

[
STANS

SUBSANS

>

g g Periodic update Ks @ g

X.603.1(12)_F42

Figure 42 — Session key management
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8.1.2.2 TLS key

The TLS key Kris is a private key generated through successful TLS authentication during admission control. Each MA
(SMA, DMA and RMA) shares a different Kt.s with the SM, which is not shared with the other MAs. Kris is not
updated during the lifetime of the RMCP-2 session.

8.1.3 Establishment of security policy

When a new RMCP-2 session is created, the SM, together with the SMA and the DMAs, establish the security policy
for the session. The policy is established through the exchange of SECAGREQ, SECLIST and SECAGANS messages
that enable the selection of the parameters in Table 2 to define the level of security that is to be provided, as well as the
choice of algorithms to be used. The security policy is the set of selected attributes of policy items after the agreement
on security mechanisms.

Table 2 — Multicast security policy
Item Attributes Definition Further detdils
CON_EN DEC ID AES CBC Mode 128-bit Notifies which encryption/decryption See Table 39
key algorithm is used for content data
AES CTR Mode 128-bit
key
PKCS #1
SEED
GK|[EN DEC ID AES CBC Mode 128-bit Notifies which encryptien/decryption See Table 39
key algorithm is used for, contént data for
AES CTR Mode 128-bit group keys
key
PKCS #1
SEED
AU[TH_ID HMAC-SHA Notifies\Wwhich hash/MAC algorithm is See Table 40
HMAC-MD3 applied
MDS5
GP |ATTRIBUTE closed Notifies the nature of the group See Table 41
open (default)
GK[MECHA static Notifies updating properties of the group See Table 42
periodic key
backward
forward
periodictbackward
periodic+forward
periodictbackward
+forward
GK[NAME KDC Notifies which group key mechanism is See Table 43
GKMP used
MIKEY
GSAKMP
LKH
AU[TH_ATTRIBUTE membership Notifies the type of authentication used See Table 44
AUTH_NAME MEM_AUTH Notifies the authentication mechanism See Table 45
used

8.1.4 Agreement of security mechanisms

8.1.4.1 Agreement between SMA and DMAs

The security procedure is initiated after the admission control. The messages are protected by the session key between
the SM, SMAs and DMAs, and by the Krrs between the SM and the RMAs. The SMA and the DMAs perform the
procedure prior to RMA subscription because the server-oriented systems (SMA and DMAs) need to set up the security
policy in order to provide a stable service. The SMA and DMAs (see Figure 43) each request a security agreement
(SECAGREQ) containing their own security mechanisms and algorithms. After a Security Agree.time, the SM
examines the SECAGREQ messages, determines the security policy for the session and sends the security policy
(SECLIST) to the SMA and DMAs. If any of these MAs do not have the algorithms of the security policy, they request
copies from the SM (SECALGREQ) and the SM sends the corresponding security modules to them. The method for the
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delivery of these modules is outside the scope of this Recommendation | International Standard. The SMA and each
DMA configures the agreed security mechanisms. After configuration, the MAs send an acknowledgement
(SECAGANS) to the SM.

SM SMA DMA
SECAGREQ
Security Agree.time  [|* SECAGREQ
Select security
mechanisms
SECLIST N
" SECLIST
P SECAGREQ
SECAGREQ

Download security mechanisms

Configure Configure
SECAGANS security mechanism security mechanism
SECAGANS

f

X.603.1(12)_F43

Figure 43 — Security agreement of DMA and SMA

8.1.4.2 Agreement between RMAs

Wheh the session is opened for RMA subscription, each RMA requests, a security agreement (SECAGREQ)| (see
Figure 44). The SM sends the security policy (SECLIST) to the RMA. Ifithe RMA does not have any of the algorithms
of the security policy, it requests copies from the SM (SECALGREQ). and the SM sends the corresponding sedurity
modtiles to the RMA. The method for the delivery of these modules is outside the scope of this Recommendafion |
Interhational Standard. The RMA configures the agreed security mechanisms and sends an acknowledgement
(SEGCAGANS) to the SM.

SM RMAA RMA B
SECAGREQ
) SECAGREQ
SECLIST -
> SECLIST _
) SECAGREQ
) SECAGREQ

. O * Download security mechanisms

Configure Configure
. SECAGANS security mechanism security mechanism
) SECAGANS
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Figure 44 — Security agreement of RMAs

8.1 Access control for RMAS

The SM creates an access control list (ACL) containing a hashed MAID and HASHED AUTH for each authenticated
RMA in the current session. Figure 45 illustrates the ACL procedure. After the session has been opened to RMAs, a
DMA may request an ACL from the SM using an HRSREQ message encrypted by Ks. The SM responds with an
HRSANS message encrypted by Ks, which contains the ACL. A DMA may update its ACL information through the
periodic exchange of HRSREQ and HRSANS messages with the SM.

A DMA shall reject a request from an RMA to join the group if the ACL list does not contain the information for that
RMA.
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Figure 45 — ACL management

8.2

key
8.2.1

8.2.1.
A grpup key (Kg) is shared between a DMA and its child RMAs, and it is used in an MM-~group for data delivery

As rr;ﬁn components of the secure RMCP-2, the SMA and the DMAs are responsible for secure tree configuration

Multicast agent's operation

anagement, as well as for group and member management and message encryption/decryption.
Key management for which the SMA and DMAs are responsible

1 Group key management

and

The

Kg i initially created by the DMA and is encrypted by Kmas (see clause 8.2.1.3) for delivery to its RMAs ip the

RELIANS message confirming successful membership authentication (see clause 9.3.9).

Kg is updated by the DMA or RMA according to the update conditions sélected for the security policy (se¢
GK _|[MECHA control in Table 2). Figure 46 illustrates the group key managemernt.
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Figure 46 — Group key management

.2 Content encryption key management

content encryptiorCkey (Kc) is shared between the SMA and RMAs in the RMCP-2 session and is usg
Ipt/decrypt contént,data. Kc is generated by the SMA and is delivered to RMAs through the intermediate DM A
elivery path<Kcis encrypted by Ks for transmission between the SMA and DMAs and is encrypted by K
mission bétween the DMAs and the RMAs. Kc key information need not be known by the SM or interme,
\S.

randomly updated by the SMA at periodic intervals. The delivery of Kc is synchronized with the delivery o

the

bd to
\S On
b for
diate

f the

cont

ent-data (see clause 8.2.7)

8.2.1.3 Membership authentication key

The membership authentication key Kwas is a private key generated as a result of successful membership authentication
between the RMAs and their parent DMA, as specified in Annex A. Each RMA shares a different Kmas with the DMA
and this is not shared with the other RMAs in the same group. Kmas is not updated while the RMA remains a member
of the relevant group.

8.2.2 Secure session subscription

The procedure for secure session subscription for the SMA, DMAs and RMAs is described in clauses 8.1.1.2, 8.1.1.3,
8.1.1.4 and 8.1.1.5. This procedure is illustrated in Figure 47.
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Figure 47 — Secure MA subscription

Membership authentication for joining the RMCP tree

bugh DM As are authenticated by the SM through TLS authentication, there is also anie€d for the DMAs and R
rify their membership authority upon joining the RMCP tree and for the construétion of the pathway from the
e RMAs. This procedure is important for the integrity of the RMCP-2 tree.

membership authentication procedure defined in Annex A is used for mutual authentication.

procedure is illustrated in Figure 48. The RMA/DMA sends a RELREQ message confirming the use o
bership authentication mechanism defined in Annex A. The SMA/DMA responds with a RELANS me
vining the authentication result in the AUTH_ANS control. If the recipient is an RMA, the message to the |
include the KEY MATERIAL sub-control.

pceipt of confirmation by the RMA, the TLS session between the SM and the RMA need not be maintained.

SMA DMA RMA
RELREQ (control type = AUTH)

%

RELREQ (control type;= AUTH)

. Meémber authentication procedure |

RELANS (conttol type =AUTH_ANS)

RELANS (control type :AUTH_AINS)

rl

X.603.1(12)_F48

Figure 48 — Authentication between MAs

Secure tree join

Nei

(PPROBREQ and PPROBANS) between DMAs are securely transmitted using Ks. Neighbour discovery mes

bet

bour_diseovery (see clause 7.2.2) occurs before the tree join procedure. Neighbour discovery mes

én-RMAs and DMAs are delivered with hashed AUTH in plain text.

MAS
SMA

[ the
sage
' MA

ages
ages

The tree join procedure is illustrated in Figure 49. Membership authentication (see clause 8.2.3) and group key
distribution are processed. When the group key update is required (as indicated by the defined GK_ MECHA code in the
SECLIST, see Table 42), the parent DMA (see Note) of the RMA joining the tree re-creates and distributes the group
key to its RMAs using the GK_ NAME mechanism selected for the security policy (see Table 43). When this procedure
is completed, the TLS session between the SM and the RMA is closed.

NOTE - In the case of the group in a multicast network, the parent DMA will be the HMA.
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the tree. The DMA acknowledges the result; and updates and distributes the updated group key to the rema

meny
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NOTE — The PPROBREQ, PPROBANS and RELREQ messages between RIMA A’and the HMA are not encrypted, as RN
has not yet received the Kmas or Kg keys.

Figure 49 — Secure tréejoin

Secure tree leave

hever an HMA, DMA or RMA leaves the group, the grotp key or the session key may be updated on the de
MECHA code of multicast security policy (see Table42).

.1 Leave of RMA from a multicast networkjand unicast network

h an RMA leaves, it notifies its parent DMA™(its HMA in the case of a multicast network) and it is truncated

bers (see Figure 50). No further notification is required.
PMA CMA RMA 4 RMA B
DMA HMA, DMA + Receiving application  + Receiving application
EKg(LEAVREQ)

|Update group key Kg'|
bysecurity policy in case @
e‘if{‘l‘!ﬂ'.frm’f:t’d creation EKg( LEAVANS )

L

[Exmas(KEY Dli:_L.IVER(EKg'))]

I
EKg'(Data) l EKg'(Data)

Fas
A A

fined

from
ning

X.603.1(12)_F5C

Figure 50 — Secure leave of RMA

8.2.5.2 Leave of HMA from a multicast network

Figure 51 illustrates the HMA leave procedure. The HMA issues a leave request to its members, and announces the
leave to its candidate HMAs. The successful candidate HMA joins the RMCP-2 tree and announces its existence to the
RMAs in its MM group. The RMAs request to re-join tree and perform membership authentication with the new HMA.
The RMAs are then able to receive multicast data normally from the new HMA, and the old HMA leaves the RMCP-2
tree or see Figure 51.

Rec. ITU-T X.603.1 (08/2012)
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Membership authentication i HANNOUQCE >
EKS(RELANS) EHASHED Kris (RELREQ)
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EHASHED KrTLs (RELANS) o kg
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EKs(LEJAVANS)

8.2.3.3 Leave of DMA from a unicast network

Figure 51 — HMA leave in-a“multicast network

X.6031(12)_F51

Figure 52 illustrates the leave of a DMA from a unicast network. The DMA (PMA A of B, C) announces its depdrture
from| the RMCP tree to its CMAs (CMA B and CMA C). CMAs B and C search for their PMA candidate and perfform
the jpin procedure as shown in Figure 52. CMAs B and C request to join the RMCP tree at the node of the PMA
candjdate. The PMA verifies the authenticity.of CMAs B and C, and if the authentication check is successful, it fends
RELIANS message to confirm the graft to the RMCP tree. The PMA of B, C then initiates the leaving procedure with its

PMA.
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Figure 52 — DMA leave in a unicast network

Message encryption/decryption

bership authentication is performed between the RELREQ and RELANS messages in cases when a CM
[led by the PMA. If the SM expels an MA, the LEAVREQ and LEAVANS messages are en/decrypted.

ecure RMCP-2 messages between the SM, SMA and DMAs are encrypted using agreed encryption algorithr
ECLIST message. Messages between RIMAS and their parent DMA are encrypted by Kmas, as shown in Table

Table 3 —Encryption of basic and secure RMCP-2 messages

A is

ns in

3.

Key
Messages Meaning

DMA RMA
SUBSREQ Subscription request Ks Krrs
SUBSANS Subscription answer Krrs
PPROBREQ Parent probe request N/A
PPROBANS Parent probe answer N/A
HSOQLICIT, HMA solicit N/A
HANNOUNCE HMA announce N/A
HLEAVE HMA Teave N/A
RELREQ Relay request Kwmas
RELANS Relay answer Kmas
STREQ Status report request Krrs
STANS Status report answer Krrs
STCOLREQ Status collect request N/A
STCOLANS Status collect answer N/A
LEAVREQ Leave request Kwmas

Rec. ITU-T X.603.1 (08/2012)
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Table 3 — Encryption of basic and secure RMCP-2 messages

Key
Messages Meaning

DMA RMA
LEAVANS Leave answer Kwmas
HB Heartbeat N/A
TERMREQ Termination request HASHED Krrs
TERMANS Termination answer HASHED KrLs
FAILCHECK Failure check request N/A
SINFO Session information N/A
SMNOTI SM notification N/A
SECAGREQ Security agreement request KrLs
SECLIST Security list KTLs
SECALGREQ Security algorithm request Krrs
SECAGANS Security agreement answer Krrs
KEYDELIVER Key delivery Kwmas, Kg
HRBREQ Head required security request N/A
HRPANS Head required security answer N/A

8.2.7 Encryption/decryption and delivery of content data

The fontents are securely forwarded from the SMA to the RMAs through‘the RMCP tree. Streaming or reliable|data

encrypted by Kc is delivered to individual RMAs without a decryptiofprocess at the intermediate nodes. In confrast,

the Key information is encrypted at intermediate nodes. The SMA encrypts Kc using Ks and delivers it to the DIMAs.

The [DMAs then decrypt the key information and encrypt it using’Kg for delivery to the RMAs in their own|MM

groups. Figure 53 illustrates how the encryption and decryption fiay be implemented.

The flata and key information may be delivered separately. If separately transmitted, they should be synchronized.
NOTE — The encrypted data is efficiently transmitted 4o the RMAs without change in order to reduce the time of
encryption/decryption by the intermediate nodes. Fastéritransmission is enabled due to the considerably reduced compufation
time.

---------I _-__-_-_-I___-_-___I
[ oo JERORT BRI pov). |
| B [BKO) s
_________ { i |
Fovee D0 | Ko 1),
NOTE — E(M) and D(M) refer to encrypted and decrypted data. E(Kc) and D(Kc) refer to encrypted and decrypted comtents
key information. Subscripts refer to keys used to encrypt (M) and (Kc). The suffixes kg a and kg b are used to distinguish
different group keys used in separate MM groups.
Figure 53 — Example of data encryption/decryption
9 RMCP-2 message format

This clause describes the formats and required information of the RMCP-2 messages. This Recommendation |
International Standard defines the RMCP-2 message format based on an IPv4 network.
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9.1 Common format of RMCP-2 message

6 (E)

Figure 54 shows the common RMCP-2 message format. The values in parenthesis represent the length in bits of each
field. Each field has the following meaning and value:

a)
b)

g)

0 4 8 16 31
Version | Node type Message type
4) () ) Length (16)
Session ID(64)
MAID(64)
A Control (variable length) Y

X.603.1(12) (F54

Figure 54 — Common RMCP-2 message format

Version — This field denotes the version of the protocol. Its value shall be set(toy0x2 to indicate RMP-2.

Node type — This field denotes the type of the node sending the message\Its value shall be set to o
the code values in Table 26.

Message type — This field denotes the type of the message. Its value'shall be set to one of the code v
in Table 27.

Length — This field denotes the total length in bytes of the aiessage including control(s).

he of

hlues

Session ID — This field shall be set to the 64-bit valué that identifies the session. Its value shalll be

formatted as defined in clause 10.1.1.

MAID — This field shall be set to the MAID_which is defined in each message. Its value shall be

formatted as defined in clause 10.1.2.

Control — This field denotes the control used*by each type of message as necessary.

9.2 Control data format

9.2.1 Common control format

The fommon control format used in RMCP-2 is shown in Figure 55. The meaning and value of each field is as follqws:

0 8 16 n

Controhtype (8) Length (8) Value (variable size)

Figure 55 - RMCP-2 control format

es in

field

a)_“Control type — This field denotes the type of control. Its value shall be set to one of the code valy
Table 29.
b) Length — This field denotes the total length in bytes of the control including any sub-control(s). This
earrbereserved—anditissettozeronecordinetothe type-ofeontrok
¢) Value — The contents of this field are defined for each control denoted in the control type field.
9.2.2 Common sub-control format

Whenever the RMCP-2 control specifies the use of sub-control(s), the sub-control(s) always follow the control type and
length fields of the control. The format of the sub-control and its preceding control are shown in Figure 56. The
meaning and value of each field of the sub-control is as follows:

Rec. ITU-T X.603.1 (08/2012)
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0 8 16 24 31

Control type (8) Length (8) Sub-control type (8) Length or number (8)

Value (variable length)

Figure 56 — RMCP-2 sub-control format

a) Sub-control type — This field denotes the type of sub-control. Its value shall be set to one of the code
values in Table 31 for sub-controls of SYSINFO control or Table 32 for sub-controls of the ROOTPATH
control.

b) Length or number — This field denotes the length in bytes or the number of sub-control values depending
on the sub-control type.

¢) Value — The contents of this field are defined for each sub-control denoted in the sub-control type(figld.

9.2.3 Formatting multiple controls

One jor more controls may be included in the control field of a message. Whenever multiple sub-controls for the fame
contfol are included in the control field, every sub-control shall be preceded by the control. This”is illustrat¢d in
Figure 57 showing an example of the use of multiple controls (i.e., Type A, Type B, Type; D) with two sepprate

sub-¢ontrols for control type B.

Control (Type A) Control (Type B) Sub-control (Type bl) Control (Type B) Sub-contro] (Type b2) Control (Type D)

9.3 RMCP-2 messages

Figure 57 — Example formatting of multiple controls

This|clause defines each message used in RMCP-2. The message types and corresponding values for the messages are

listed in Table 27.

9.3.1 SUBSREQ message

The BUBSREQ message is used to subscribe to an RMCP=2 session. It is also used to create a new RMCP-2 session.

0 4 8 16 31

. Node type Message type .
Version (0x2) (SM{SMA|DMA|RMA) (SUB gREy(g) Length (variable)

Session ID

MAID (MAID proposed by the subscriber)

Control (variable length)

Figure 58 — SUBSREQ message format

The format of the SUBSREQ message is shown in Figure 58. The description of each field is as follows:

a)

b)

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2. For secure
RMCP-2, its value shall be set to 0x4.

Node type — This field denotes the message issuer's node type. Its value shall be set to one of SM, SMA
or RMA coded as in Table 26. For secure RMCP-2, its value shall be set to one of the SM, SMA, DMA
or RMA coded as in clause 10.2.1.

Message type — This field denotes the SUBSREQ message. Its value shall be set to 0x01 (see Table 27).
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control data.

in clause 10.1.2.

g)

Table 4.
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Table 4 — Control types for the SUBSREQ message

Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
MAID — This field denotes the MAID proposed by the subscriber. Its value shall be formatted as defined

Length — This field shall be set to the total length in bytes of the SUBSREQ message including the

Control — The control types that may be used in the SUBSREQ message and their status, are shown in

Control type

Meaning

Status

Reference

SY

BINFO

A description of the system information of an MA.

Optional

See clausg 9.4

SEH

'V _USER_IDENT

A description of service user identification

Optional

See clause 9.4

The

Table S — SYSINFO sub-control types for the SUBSREQ message

sub-control types of the SYSINFO control that may be used in the SUBSREQ message are listed in Table 5.

wn

ib-control type

Meaning

Status

Reference

SI_

ROOM_CMA

number that it is able to support.

The number of CMA places that an MA has allocated and the total

Optional

See clause 9.4

8.3

SI_

POSS_BW

The possible forwarding bandwidth that the MA can afford.

Optional

See clause 9.4

8.5

Z.

1

f=

9.3.2

The
infor

ey relate to the

position once the MA has joined the RMCP-2 tree.

SUBSANS message

OTE — The additional SYSINFO controls defined for other RMCP-2 messages are not relevant for a session subscripti

SUBSANS message is used by the SM to provide the results*of a session subscription request and bootstraf
mation for the session. It is also used to provide the results*on the creation of the RMCP-2 session.

0 4 8 16 31
Version | Node type Message-type .
(0x2) (SM) (SUBSANS) Length (variable)
Session ID

MAID (MAID allocated by the SM)

Control (variable length)

Figure 59 — SUBSANS message format

The format of the SUBSANS message is shown in Figure 59. The description of each field is as follows:

a)
b)

the SM in Table 26.

9)
d)
data

e)

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

Rec. ITU-T X.603.1 (08/2012)
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ping

Node type — This field denotes the message issuer's node type. Its value shall be set to the code value for

Message type — This field denotes the SUBSANS message. Its value shall be set to 0x02 (see Table 27).
Length — This field shall be set to the total length in bytes of the SUBSANS message including control
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f)  MAID — This field shall be set to the MAID of the subscriber as allocated by the SM. Its value shall be
formatted as defined in clause 10.1.2.

NOTE - This may not be identical to the MAID proposed by the subscriber (see clause 7.1.2).

g) Control — The control types that may be used in the SUBSANS message and their status, are shown in

Table 6.
Table 6 — Control types for the SUBSANS message
Control type Meaning Status Reference
o See
RESULT The result of the subscription request. Mandatory clause 9.4.6
. . See
PARAMETER A list of session-related parameters. Mandatory clause.0-d|14
NEJGHBORLIST A list of MAIDs for performing neighbour discovery. See condition 1 Eleaeuse 9.4l
Corldition 1: If the RESULT is successful, the NEIGHBORLIST is mandatory; if not, the NEIGHBORLIST shall hot be included.
9.3.3 PPROBREQ message
The PPROBREQ message is used in the neighbour discovery procedure to explore network conditions and to identify a

potential near neighbour. It is also used to check whether the neighbouring MA is still active.

The

0 4 8 16

31

Version | Node type Message type
(0x2) (RMA) (PPROBREQ)

Length (variable)

Session ID

MAID (MAID of PBROBREQ message sender)

Control (variable length)

Figure 60 —- PPROBREQ message format

format of the PPROBREQ message is shown in Figure 60. The description of each field is as follows:
a) Version > This field denotes the current version of the RMCP. Its value shall be set to 0x2.

b) Nodeltype — This field denotes the message issuer's node type. Its value shall be set to the code value for
the RMA in Table 26.

¢),\ Message type — This field denotes the PPROBREQ message. Its value shall be set to 0x03 (see Tabld 27).
d) Length — This field shall be set to the total length in bytes of the PPROBREQ message including control

data

44

e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f)  MAID — This field shall be set to the MAID of the PPROBREQ message sender. Its value shall be
formatted as defined in clause 10.1.2.

g) Control — The control types that may be used in the PPROBREQ message and their status, are shown in
Table 7.
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Table 7 — Control types for the PPROBREQ message

Control type Meaning Status Reference

NEIGHBORLIST A list of MAIDs for performing neighbour discovery. Optional See clause 9.4.4

9.34 PPROBANS message

The PPROBANS message provides a response to the PPROBREQ message in the neighbour discovery procedure and
confirms that the probed MA is still active. It contains information about the network's condition, and a list of
neighbour information.

Q0 4 8 16 3l
Version Node type Message type .
(0x2) (SMA|RMA) (PPROBANS) Length (variable)
Session ID

MAID (MAID of PPROBANS message sender)

Control (variable length)

Figure 61 — PPROBANS message format

The format of the PPROBANS message is shown in Figure 61{ The description of each field is as follows:
a) Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

b) Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SMAs
or RMAs coded as in Table 26.

c) Message type — This field denotesithe PPROBANS message. Its value shall be set to 0x04 (see Tabld 27).

d) Length — This field shall be(set'to the total length in bytes of the PPROBANS message including cqntrol
data.

e) Session ID — This field'shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f) MAID — This field)shall be set to the MAID of the PPROBANS message sender. Its value shafll be
formatted as defined in clause 10.1.2.

g) Control ~The control types that may be used in the PPROBANS message, and their status, are shown in

Table 8.
Table 8 — Control types for the PPROBANS message
Conitrol type Meaning Status Referenc
NEJGHBORLIST A list of MAs for performing neighbour discovery. Mandatory See clause 9.4.4
ROOTPATH A description of the path from the SMA. Mandatory See clause 9.4.7
SYSINFO A description of the system information of the MA. Mandatory See clause 9.4.8
TIMESTAMP A measure of the transmission time between sending and Mandatory See clause 9.4.9
receiving MAs.

9.3.5 HSOLICIT message
The HSOLICIT message is used to find the HMA inside its local multicast network.
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0 4 16 31
Version Node type Message type
(0x2) (RMA) (HSOLICIT) Length (0x0014)
Session ID

MAID (MAID of HSOLICIT message sender)

The format of the HSOLICIT message is shown in Figure 62. The description of each field is as follows;
a) Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

set to 0x0014.

9.3.6 HANNOUNCE message

The HANNOUNCE message is sent by the HMA as a reply, tocan HSOLICIT message, in order to announce the HJ

existence in a local network.

kigure 62 — HSOLICIT message format

e) Session ID — This field shall be set to the 64-bit value of Session 1D as defined in clause 10.1.1.

f) MAID — This field shall be set to the MAID of the HS@LICIT message sender. Its value shaj
formatted as defined in clause 10.1.2.

NOTE — There is no control data associated with the HSOLICIT message:

0 4 8 16 31
Version Node type Message type )
(0x2) (SMARMA) (HANNOUNCE) Length (variable)
Session ID

MAID (MAID of HANNOUNCE message sender)

Control (variable length)

b) Node type — This field denotes the message issuer's node type. Its value shall be set'fo the code value for
the RMA in Table 26.

c) Message type — This field denotes the HSOLICIT message. Its value shall be'set to 0x05 (see Table J
d) Length — This field shall be set to the total length (20 bytes) of the HSOLICIT message. Its value shs

7).
1 be

Il be

MA's

The format of the HANNOUNCE message is shown in Figure 63. The description of each field is as follows:
a) Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

Figure 05 — HANNOUNCE message 1ormat

b) Node type — This field denotes the message issuer's node type. Its value shall be set to the code value for
the SMA or RMA in Table 26.

c) Message type — This field denotes the HANNOUNCE message. Its value shall be set to 0x06 (see

Table 27).

d) Length — This field shall be set to the total length in bytes of the HANNOUNCE message including

control data.
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e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f)  MAID — This field shall be set to the MAID of the HANNOUNCE message sender. Its value shall be
formatted as defined in clause 10.1.2.

g) Control — The control types that may be used in the HANNOUNCE message and their status, are shown

in Table 9.
Table 9 — Control types for the HANNOUNCE message
Control type Meaning Status Reference
SYSINFO A description of the system information of the MA. Optional See clause 9.4.8
9.3.7 HLEAVE message
The HLEAVE message is sent by the HMA to announce it is leaving from the RMCP-2 session to its local 'mulficast
netwprk.
8 16 31
Version Node type Message type .
(0x2) (SMAIRMA) (HLEAVE) Length (variable)
Session ID
MAID (MAID of HLEAVE message sender)
Control (variable 1éigth)
Figure 64 —- HLEAVE message format
The format of the HLEAVE message is shown i .Figure 64. The description of each field is as follows:

a) Version — This field denotes-thé Current version of the RMCP. Its value shall be set to 0x2.

b) Node type — This field denotes the message issuer's node type. Its value shall be set to the code value for
the SMA or RMA in Table 26.

c) Message type — This field denotes the HLEAVE message. Its value shall be set to 0x07 (see Table 27).

d) Length — This field shall be set to the total length in bytes of the HLEAVE message including control
data.

e) Sessiow D~ This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f) MAIB — This field shall be set to the MAID of the HLEAVE message sender. Its value shall be formptted
as\defined in clause 10.1.2.

).\ Control — The control types that may be used in the HLEAVE message and their status, are shown in
Table 10.
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Table 10 — Control types for the HLEAVE message

Control type Meaning Status Reference
CANDIDATEHMA A set of candidate HMAs provided by the leaving HMA. See conditions 1 See
and 2 clause 9.4.10
NEIGHBORLIST A list of MAs for performing neighbour discovery. Optional See clause 9.4.4
ROOTPATH A description of the path from the SMA. Mandatory See clause 9.4.7
REASON The reason for leaving the RMCP-2 session. Mandatory See clause 9.4.5

Condition 1: If the CANDIDATEHMA control is present, the competition to become the replacement HMA shall be restricted to
the MAs in the list of MAIDs (see clause 9.4.10).

Condition 2: If the CANDIDATEHMA control is absent, the competition to become the replacement HMA shall be open to all of
the MASs in the same multicast network

9.3.8 RELREQ message

The RELREQ message is used by a CMA to request its PMA to forward data. It usually includes a data profile which
may [be negotiated through the message exchanges of RELREQ and RELANS messages. It is also used to periodically
notifly the PMA of its presence.

0 4 8 16 31
Version Node type Message type .
(0x2) (RMA) (RELREQ) Lengthr(variable)
Session ID

MAID (MAID of RELREQ message sender)

Control (variable length)

The format of the RELREQ messagesisishown in Figure 65. The description of each field is as follows:

data.

Figure 65— RELREQ message format

e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

a) Version — This figld~denotes the current version of the RMCP. Its value shall be set to 0x2. For s¢cure
RMCP-2, its values’shall be set to 0x4.

b) Node type <This field denotes the message issuer's node type. Its value shall be set to the code value for
the RMA~in Table 26. For secure RMCP-2, its value shall be set to one of the DMA or RMJA in
clause 10:2.1.

c) Message type — This field denotes the RELREQ message. Its value shall be set to 0x08 (see Table 27).
d)——Léngth — This field shall be set to the total length in bytes of the RELREQ message including cojntrol

f)  MAID — This field shall be set to the MAID of the RELREQ message sender. Its value shall be formatted
as defined in clause 10.1.2.

g) Control — The control types that may be used in the RELREQ message and their status, are shown in
Table 11.
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Table 11 — Control types for the RELREQ message

Control type

Meaning

Status

Reference

RP_COMMAND

A request for root path information.

See
condition 1

See clause 9.4.1

DATAPROFILE

A description of the requirements for forwarding data.

Optional

See clause 9.4.3

AUTH

A description for initiating membership authentication.

See
condition 2

See clause 9.4.16

shall not be included.

included.

Condition 1: If this message is used in parent switching, the RP_ COMMAND control is mandatory. If not, the RP_ COMMAND

Condition 2: If this message is used for secure RMCP-2, the AUTH control is mandatory. If not, the AUTH control shall not be

9.3.9
The

RELANS message

RELANS message is issued by a PMA to notify whether a relay request in a RELREQ message from'its CMA has

been| allowed. It may also contain additional information which is necessary to negotiate the data channel betweep the
CMA and itself. It is also used to confirm that the answering MA is still active.

0 4 8 16 31
Version Node type Message type .
(0x2) (SMA|RMA) (RELANS) Length\(vafiable)
Session ID

MAID (MAID of RELANS message sender)

Control (variable length)

The

b)

data.

Figure'66.— RELANS message format

format of the RELANS message i§sshown in Figure 66. The description of each field is as follows:

¢) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

a) Version — This field_denotes the current version of the RMCP. Its value shall be set to 0x2. For s¢cure
RMCP-2, its value.shall be set to 0x4.

Node type —This field denotes the message issuer's node type. Its value shall be set to one of the SMA or
RMA coded.as in Table 26. For secure RMCP-2, its value shall be set to one of the SMA or DMA in
clauseq0,2°1.

c) Message type — This field denotes the RELANS message. Its value shall be set to 0x09 (see Table 27).
d) ~ZLength — This field shall be set to the total length in bytes of the RELANS message including control

Ty MAID —This Tield shall be set to the MAID of the RELANS message sender. Its value shall be Tormatted
as defined in clause 10.1.2.

g) Control data — The control types that may be used in the RELANS message and their status, are shown
in Table 12.
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Table 12 — Control types for the RELANS message

Control type Meaning Status Reference
RESULT A result of the relay request. Mandatory See
clause 9.4.6
DATAPROFILE A description of the requirements for forwarding data. Optional See
clause 9.4.3
TIMESTAMP A measure of the transmission time for sending and receiving Mandatory See
MAs. clause 9.4.9
ROOTPATH A description of the path from the SMA. See condition 1 See
clause 9.4.7
SYSINFO A description of the system information of the MA. The Optional See
sub-controls that may be used in the RELANS message are listed clause 9.48
in Table 27.
AU[TH_ANS A result of membership authentication. See condition 2 See
cladse 9.4{17
Corldition 1: The ROOTPATH control shall be included, if requested, in a RELREQ message.
Corldition 2: If this message is used for secure RMCP-2, the AUTH_ANS control is mandatory. If not, the AUTH ANS contrql
shall not be included.
9.3.110 STREQ message
The BTREQ message is used by the SM to request system information from a single MA,
0 4 8 16 31
Version | Node type Message type .
(0x2) (SM) (STREQ) Length (variable)
Session ID.

The

MAID (NULL)

Control (variable length)

Figure 67 — STREQ message format
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format of the STREQ-message is shown in Figure 67. The description of each field is as follows:
a) Version+ This field denotes the current version of the RMCP. Its value shall be set to 0x2.
b) Maode type — This field denotes the message issuer's node type. Its value shall be set to the code value for
th¢ SM in Table 26.
c) = Message type — This field denotes the STREQ message. Its value shall be set to 0x0A (see Table 27)
d) Length — This field shall be set to the total length in bytes of the STRE(Q) message including control data.
e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f)  MAID — This field shall be set to zero because the SM does not have a MAID.

g)
Table

13.
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Table 13 — Control types for the STREQ message

Control type Meaning Status Reference
SI_ COMMAND A request for specific information from an MA. Mandatory See clause 9.4.2
TREEEXPLOR Specification limiting the scope of the tree. See conditions 1 and 2 See clause 9.4.11

Condition 1: If the TREEEXPLOR control is absent, the STREQ message requests system information related only to the
recipient of the STREQ message.

Condition 2: If the TREEEXPLOR control is present, the STREQ message requests system information related to the set of MAs
specified in 9.4.11 d).

9.3.11 STANS message

The FFANS

The format of the STANS message is shown in Figure*68. The description of each field is as follows:

b | tadtla STDLDO
TICSSagCUPTOVIAUS A TCSPOTISUTO TIC S T IND O TS SaEUT

° . 8 16 31
Version Node type Message type .
(0x2) (SMAJRMA) (STANS) Length (variable)
Session ID

MAID (MAID of STANS message sender)

Control (variable length)

Figure 68 — STANS message format

a) Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.
b) Node type — This field denotes:the message issuer's node type. Its value shall be set to one of the SMA or
RMA coded as in Table 26.
c) Message type — This field denotes the STANS message. Its value shall be set to 0x0B (see Table 27)
d) Length — This field shall be set to the total length in bytes of the STANS message including control data.
e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
f)  MAID — This-field shall be set to the MAID of the STANS message sender. Its value shall be formptted
as definediin clause 10.1.2.
g) Control'— The control types that may be used in the STANS message and their status, are shown in
Table 14.
Table 14 — Control types for the STANS message
Control type Meaning Status Reference
COLLECT A header that identifies and delimits information related See condition 1 See clause 9.4.12
to individual MAs.
SYSINFO A description of the system information of an MA, or a Mandatory See clause 9.4.8
set of MAs. The sub-controls that may be used in the
RELANS message are listed in Table 27.

Condition 1: The COLLECT control shall be included in the STANS message that forwards data collected in the STCOLANS
message (see clause 9.3.13).
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9.3.12

STCOLREQ message

STCOLREQ and STCOLANS messages are used to collect system information from a set of MAs as requested in a
STREQ message. The STREQ message is issued by the SM and is sent to a selected MA (or the SMA). If the STREQ
message contains a TREEEXPLOR control, it defines the set of MAs as the selected MA (or the SMA) that receives the
STREQ message, all of its CMAs and all of its descendants on the RMCP-2 tree within n hops of the selected MA. This
information is collected from members of the set through STCOLREQ and STCOLANS messages via the RMCP-2

tree.

The

format of the STCOLREQ message is shown in Figure 69. The description of each field is as follows:

0 4 8 16 31
Version Node type Message type .
Ox2) (SMAIRMA) (STCOLREQ) Length (variable)
Session ID

MAID (MAID of STCOLREQ message sender)

Control (variable length)

Figure 69 — STCOLREQ message format

a) Version — This field denotes the current version ofithe RMCP. Its value shall be set to 0x2.
b) Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SMA or
RMA coded as in Table 26.
c) Message type — This field denotes the ' STCOLREQ message. Its value shall be set to Ox1A|(see
Table 27).
d) Length — This field shall be set to'the total length in bytes of the STCOLREQ message including cantrol
data.
e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
f) MAID — This field(shall be set to the MAID of the STCOLREQ message sender. Its value shafll be
formatted as defined in clause 10.1.2.
g) Control data.<_The control types that may be used in the STCOLREQ message and their statuq, are
shown in Table 15.
Table 15 — Control types for the STCOLREQ message
Controltypé Meaning Status Reference
SI COMMAND A request for specific information from an MA. Mandatory See clause 9.4{2
TREEEXPLOR Specification limiting the scope of the tree. Optional See clause 9.4|11

NOTE 1 — The SI_Command code value shall be identical to that in the STREQ message from the SM that initiates the collection
of the information through the STCOLREQ and STCOLANS messages.

NOTE 2 — The tree depth value set by the MA that is the recipient of the STREQ message that initiates the STCOLREQ message
shall be identical to that in the STREQ message. The value of the tree depth shall be decreased by one every time that the
message is relayed to a lower level.

NOTE 3 — When an MA receives an STCOLREQ message with the tree depth = 0, it will know that it is at the end of the relaying
chain and that it should start to return its information in a STCOLANS message to its PMA.
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9.3.13 STCOLANS message

The STCOLANS message is used to relay system information from a defined subset of the RMCP-2 tree. This
information is collected in a controlled manner. Firstly, each MA in the lowest layer sends information related to their
own node to their PMA. The PMA amalgamates this information and adds its own information before relaying the
combined information to its parent in the next layer. The relaying continues until the head of the sub-tree has collected
all the information and then forwards it in a STANS message to the SM.

0 4 8 16 31
Version Node type Message type .
(0x2) (RMA) (STCOLANS) Length (variable)
Session ID

MAID (MAID of STCOLANS message sender)

Control (variable length)

Figure 70 — STCOLANS message format

The format of the STCOLANS message is shown in Figure 70. The desetription of each field is as follows:
a) Version — This field denotes the current version of the’ RMCP. Its value shall be set to 0x2.

b) Node type — This field denotes the message issuer's node type. Its value shall be set to the code value for

the RMA as in Table 26.

c) Message type — This field denotes the(STCOLANS message. Its value shall be set to Ox1B|(see
Table 27).

d) Length — This field shall be set to,the total length in bytes of the STCOLANS message including cantrol
data.

e) Session ID — This field shall be'set to the 64-bit value of Session ID as defined in clause 10.1.1.

f) MAID — This field shall be set to the MAID of the STCOLANS message sender. Its value shall be
formatted as defined’in‘clause 10.1.2.

g) Control data — The control types that may be used in the STCOLANS message and their statud, are
shown in Table_l6.

Table 16 — Control types for the STCOLANS message

Control type Meaning Status Reference
COLLECT. A header that identifies and delimits information related to Optional See clause 9.4{12
individual MAs.
SY$INEO A description of the system information of MA. Mandatory See clause 9.4|8

NOTE — The SYSINFO sub-controls in an STCOLANS message shall correspond to those indicated by the SI COMMAND in
the STCOLREQ message that triggered the message.

A STCOLANS message contains system information for a set of MAs at a given level in the RMCP-2 tree. The set is
defined as a PMA and its CMAs and descendants to a depth defined by the TREEEXPLOR control of the original
STREQ message from the SM requesting this information.

Figure 71 shows the sequence of controls in a STCOLANS message. Each COLLECT control identifies a particular
MA and the subsequent SYSINFO sub-controls contain the type of system information defined by the SI COMMAND
control of the original STREQ message from the SM requesting this information.
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COLLECT control identifying MA1

SYSINFO control and sub-control A containing information relating to MA 1

SYSINFO control and sub-control B containing information relating to MA 1

SYSINFO control and sub-control C containing information relating to MA 1

COLLECT control identifying MA2

SYSINFO control and sub-control A containing information relating to MA 2

SYSINFO control and sub-control B containing information relating to MA 2

SYSINFO control and sub-control C containing information relating to MA 2

Fields relating to other MAs

9.3.1
The

The

Figure 71 — Sequence of COLLECT controls and SYSINFO controls in a STCOLANS message

4 LEAVREQ message
[ EAVREQ message is used:
a) by an MA to inform its PMA and CMAs of its leave;
b) by the SM or a PMA to expel an MA from the session; or
c¢) by an MA when it changes its PMA;
d) it is used by the SM then the SM needs to forward the réeeive LEAVREQ message to another S
RMCP-2 with multiple SMs.
0 8 16 31
Version Node type Message type .
(0x2) (SM|[SMARMA) (LEAVREQ) Length (variable)
Session ID
MAID (MAID of LEAVREQ message sender)
Control (variable length)
Figure 72 —- LEAVREQ message format
format of the LEAVREQ message is shown in Figure 72. The description of each field is as follows:

M in

54

a)
b)

c)
d)

e)

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SM,
SMA or RMA coded as in Table 26.

Message type — This field denotes the LEAVREQ message. Its value shall be set to 0x0C (see Table 27).
Length — This field shall be set to the total length in bytes of the LEAVREQ message including control

data.

Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
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f)  MAID — This field shall be set to the MAID of the LEAVREQ message sender and its value shall be
formatted as defined in clause 10.1.2. If the message is sent by the SM, this field shall be set to zero.

g) Control — The control type that shall be used in the LEAVREQ message and its status, is shown in

Table 17.
Table 17 — Control type for the LEAVREQ message
Control type Meaning Status Reference
REASON The reason for leaving the MA. Mandatory See clause 9.4.5

9.3.15 LEAVANS message

The LEAVANS message is used to acknowledge the receipt of a LEAVREQ message.

0 16 31
Version Node type Message type
(0x2) (SM|ISMARMA) (LEAVANS) Length (0x14)
Session ID

The

MAID (MAID of LEAVANS message sender)

9.3.116 HB message

The
path

Figure 73 — LEAVANS message format

format of the LEAVANS message is shown in Figure 73, The description of each field is as follows:
a) Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

e) Session ID — This field'shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f) MAID — This field/shall be set to the MAID of the LEAVANS message sender. Its value shall be
formatted as defined in clause 10.1.2.

OTE — There is no controldata associated with the LEAV ANS message.

b) Node type — This field denotes the message issuer's node type. Its value shall be set to one of the| SM,
SMA, or RMA coded as in Table 26!

c) Message type — This field denotesthe LEAVANS message. Its value shall be set to 0x0D (see Table[27).

d) Length — This field shall bé set to the total length (20 bytes) of the LEAVANS message. Its value [shall
be set to 0x14.

HB message,is issued periodically by the SMA to examine the condition of the RMCP-2 tree and to create the root
information’for receiving MAs. This information enables each MA to diagnose the network condition.
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0 4 8 16 31
Version Node type Message type .
(0x2) (SMAIRMA) (HB) Length (variable)
Session ID

MAID (MAID of HB message originator)

Control (variable length)
Figure 74 — HB message format
The format of the HB message is shown in Figure 74. The description of each field is as follows:

a) Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

b) Node type — This field denotes the message originator's node type. Fora regular HB message, its yalue
shall be set to the SMA coded as in Table 26. For a pseudo-HB meSsage, its value shall be set to tHat of
the RMA coded as in Table 26. This field shall not be changed as the HB message is relayed dowh the
RMCP-2 tree.

c) Message type — This field denotes the HB message. Its valde'shall be set to 0x10 (see Table 27).

d) Length — This field shall be set to the total length in bytes‘of the HB message including control data.

e) Session ID — This field shall be set to the 64-bit value-of Session ID as defined in clause 10.1.1.

f)  MAID — This field shall be set to the MAID of'the"HB message originator. Its value shall be formattgd as
defined in clause 10.1.2. This field shall not be thanged as the HB message is relayed down the RM{CP-2
tree.

g) Control data — The control types that Tay be used in the HB message and their status, are shown in
Table 18.

Table\l8 — Control types for the HB message
Control type Meaning Status Reference
RODTPATH A description of the path from the SMA. See condition 1 See clause 9.47
PSRUDO HB An indicatior} .thaF the message is a pseudo-HB message for See condition 2 See clause 9.413
- netwotk partitioning detection and recovery.
Corldition 1: The ROOFPATH control shall always be included in a regular HB message.
Cor|dition 2: The PSBUDO_HB control shall always be included in a pseudo-HB message.
9.3.17 FAILCHECK message
The FAILCHECK message is used to request the SM to check whether the specified MA is still active.
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0 4 8 16 31
Version Node type Message type
(0x2) (SM|SMARMA) (FAILCHECK) Length (0x0014)
Session ID

MAID (MAID of node to be checked)

Figure /5 — FAILCHECK message format

The format of the FAILCHECK message is shown in Figure 75. The description of each field is as follows:
a) Version — This field denotes the version of the protocol. Its value shall be set to 0x2 to indicate RMCP-2.

b) Node type — This field denotes the type of the node to be checked by the SM. Its yalue shall be set t¢ one
of the SM, SMA or RMA coded as in Table 26.

c) Message type — This field denotes the FAILCHECK message. Its valueshall be set to 0x1C|(see
Table 27).

d) Length — This field shall be set to the total length (20 bytes) of the. FAILCHECK message. The yalue
shall be set to 0x0014.

e) Session ID — This field shall be set to the 64-bit value that identifies the session. Its value shalll be
formatted as defined in clause 10.1.1.

f) MAID — This field shall be set to the MAID of the node to be checked by the SM. Its value shalll be
formatted as defined in clause 10.1.2.

NOTE — There is no control associated with the FAILCHECK message.

9.3.18 TERMREQ message

TERMREQ message is used to terminate the existing RMCP-2 session. The SM sends the TERMREQ message tp the
SMA and the SMA relays the message to members of the RMCP-2 tree.

0 4 8 16 31
Version Node type Message type .
(0x2) (SMISMARMA) (TERMREQ) Length (variable)
Session ID

MAID (MAID of TERMREQ message sender)

Figure 76 —- TERMREQ message format

The format of the TERMREQ message is shown in Figure 76. The description of each field is as follows:
a) Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

b) Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SM,
SMA, or RMA coded as in Table 26.

c) Message type — This field denotes the TERMREQ message. Its value shall be set to 0xOE (see Table 27).
d) Length — This field shall be set to the total length in bytes of TERMREQ message including control data.
e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f)  MAID — This field shall be set to the MAID of the TERMREQ message sender and its value shall be
formatted as defined in clause 10.1.2. If the message is sent by the SM, this field shall be set to zero.
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NOTE - There is no control associated with the TERMREQ message.

9.3.19 TERMANS message

The TERMANS message is used to acknowledge the receipt of a TERMREQ message.

0 4 8 16 31
Version Node type Message type
(0x2) (SMARMA) (TERMANS) Length (0x14)
Session ID

The format of the TERMANS message is shown in Figure 77. The description of each fields as follows:

a)
b)

¢)
d)

e)
f)

9.3.20 SECAGREQ message

MAID (MAID of TERMANS message sender)

Version — This field denotes the current version of the RMCP. Its value_shall be set to 0x2.

Figure 77 - TERMANS message format

Node type — This field denotes the message issuer's node type. Itsivalue shall be set to one of the SMA or
RMA coded as in Table 26.

Message type — This field denotes the TERMANS messagg. Its value shall be set to 0xOF (see Table

Length — This field shall be set to the total length (20:bytes) of the TERMANS message. Its value
be set to 0x14.

Session ID — This field shall be set to the 64-bit yvalue of Session ID as defined in clause 10.1.1.

7).
shall

MAID — This field shall be set to the MAID of the TERMANS message sender. Its value shalll be

formatted as defined in clause 10.1.2.
NOTE — There is no control data associated with the TERMANS message.

The BECAGREQ message is used only in §ecure RMCP-2.

0

16

24

31

Version
(0x4)

Node type
(SMA|DMA|RMA)

Message type
(SECAGREQ)

Length ( variable)

Session ID (64)

MAID (MAID of the SECAGREQ message sender)

Control (variable length)

Figure 78 —- SECAGREQ message format
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The format of the SECAGREQ message is shown in Figure 78. The description of each field is as follows:

a) Version — This field denotes the current version of the RMCP. Its value shall be set to 0x4.

b) Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SMA,

DMA or RMA coded as in clause 10.2.1.

c) Message type — This field denotes the type of SECAGREQ message. Its value shall be set to 0x21

(see Table 28).

d) Length — This field shall be set to the total length in bytes of the SECAGREQ message including the

control.
e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f)  MAID — This field denotes the proposed MAID of the SECAGREQ sender. Its value shall be as defined

in clause 10.1.2.

afte]

I the security policy has been established.

g) Control — The control types that may be used in the SECAGREQ message and their status, are.shoyn in
Table 19.
Table 19 — Control types for the SECAGREQ message
Control type Meaning Status Referency
SMA_ PROPOSE A description of a value for secure RMCP-2. See cordition 1 See clause 9.4.18
GK[MECH _CAPAB A description of capabilities in terms of the group key. See.condition 2 See clause 9.4.19
EN|DEC _CAPAB A description of capabilities in terms of the encryption See condition 2 See clause 9.4.20
algorithm.
AUH_ALG _CAPAB | A description of capabilities in terms of the authentication See condition 2 See clause 9.4.21
mechanism.
Corldition 1: The SMA PROPOSE control shall always be included in a SECAGREQ message if the node type is the SMA.
Cor|dition 2: These controls shall not be included in a SECAGREQ message'sent by an RMA or by a DMA that joins the sessi¢n

9.3.2
The

1  SECLIST message

SECLIST message is used only in secure RMCP-2.

0 8 16 24 31
Version Node type Message type .
(0x4) (SM) (SECLIST) Length (variable)
Session ID

MAID (MAID of the SECLIST message recipient)

Control (variable length)

Figure 79 — SECLIST message format

The format of the SECLIST message is shown in Figure 79. The description of each field is as follows:

a) Version — This field denotes the current version of the RMCP. Its value shall be set to 0x4.

b) Node type — This field denotes the message issuer's node type. Its value shall be set to the code value for

the SM in clause 10.2.1.

c) Message type — This field denotes the SECLIST message. Its value shall be set to 0x22 (see Table 28).
d) Length — This field shall be set to the total length in bytes of the SECLIST message including the control.

e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
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f)  MAID — This field denotes the MAID of the SECLIST message recipient. Its value shall be as defined in

clause 10.1.2.

g) Control — The control types that may be used in the SECAGREQ message and their status, are shown in

Table 20.
Table 20 — Control types for the SECLIST message
Control type Meaning Status Reference
GK MECH A description of the group key mechanism for the security | Mandatory See
policy. clause 9.4.22
AUTH MECH A description of the authentication type for the security Mandatory See
policy clause 9.4.2
CON_EN_DEC _ALG A description of the content encryption algorithm for the Mandatory See
security policy. clause 9:4.24
GK[EN DEC ALG A description of the group key encryption algorithm for Mandatory See
the security policy. clause 9.4.25
AUTH_ALG A description of the hash/MAC algorithm for the security | Mandatory See
policy. clause 9.4.24
9.3.22 SECALGREQ message
The BECALGREQ message is used to request the security algorithm.
0 4 8 16 24 31
Version Node type Message type .
(0x4) (SMA|DMA[RMA) (SECALGREQ) Length (variable)
Session ID.

MAID (MAID of the\SECALGREQ message sender)

Control (variable length)

The format of the SECALGREQ message is shown in Figure 80. The description of each field is as follows:

Table 28).

Figure 80 —- SECALGREQ message format

a) Version# This field denotes the current version of the RMCP. Its value shall be set to 0x4.

b) MNede type — This field denotes the message issuer's node type. Its value shall be set to one of the JMA,
DMA or RMA coded as in clause 10.2.1.

cY = Message type — This field denotes the SECALGREQ message. Its value shall be set to 0x23|(see

d) Length — This field shall be set to the total length in bytes of the SECALGREQ message including the

control.

e) Session ID — This field shall be set to the 64-bit value of the Session ID as defined in clause 10.1.1.

f)  MAID — This field denotes the MAID of the SECALGREQ message sender. Its value shall be formatted
as defined in clause 10.1.2.

g) Control — The control types that may be used in the SECALGREQ message and their status, are shown

in Table 21.
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Table 21 — Control types for the SECALGREQ message

Control type Meaning Status Reference
GK_MECH_DELIVER A description of the group key mechanism for the security | See condition 1 See
policy. clause 9.4.27

AUTH_MECH _DELIVER | A description of the authentication type for the security See condition 2 See

policy clause 9.4.28

CON_EN_DEC DELIVER | A description of the content encryption algorithm for the See condition 3 See

security policy. clause 9.4.29

GK _EN DEC DELIVER A description of the group key encryption algorithm for See condition 4 See

the security policy. clause 9.4.30

AUTH ALG DELIVER A description of the hash/MAC algorithm for the security See condition 5 See

policy. clause 9.4.3 1]

Corf
not

Corf
doe]

Corf
doe

Corf
doe]

Corf
doe

dition 1: The GK_ MECH_DELIVER control shall only be used by the MA sending the SECALGREQ message when'it.ddes
hold the GK_NAME security algorithm, or when the configuration of this algorithm has failed.
dition 2: This AUTH_MECH_DELIVER control shall only be used by the MA sending the SECALGREQ message when {t
5 not hold the AUTH _NAME security algorithm, or when the configuration of this algorithm has failed.
dition 3: This CON_EN DEC DELIVER control shall only be used by the MA sending the SECALGREQ.message whenl|it
5 not hold the CON_EN_DEC_ALG security algorithm, or when the configuration of this algorithm has failed.

dition 4: This GK_EN_DEC_DELIVER control shall only be used by the MA sending the SECALGREQ message when 1if
5 not hold the GK_ EN_DEC_ALG security algorithm, or when the configuration of this algorithim has failed.

dition 5: This AUTH_ALG_DELIVER control shall only be used by the MA sending the SECALGREQ message when it
5 not hold the AUTH_ALG security algorithm, or when the configuration of this algorithm-has+failed.

9.3.2
The

The

3  SECAGANS message

SECAGANS message is used to indicate the result of the security algorithm’request.

0 4 8 16 24 31
Version Node type Message type .
(0x4) (SMA|DMA[RMA) (SEEAGANS) Length (variable)
Seéssion ID

MAIDAMAID of the SECAGANS message sender)

Control (variable length)

Figure 81 —- SECAGANS message format

format ofithe SECAGANS message is shown in Figure 81. The description of each field is as follows:

a)»~" Version — This field denotes the current version of the RMCP. Its value shall be set to 0x4.

b) Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SMA,
DMZA or RMA coded, as in clause 10.2.1.

c) Message type — This field denotes the SECAGANS message. Its value shall be set to 0x24 (see
Table 28).

d) Length — This field shall be set to the total length in bytes of the SECAGANS message including the
control data.

e) Session ID — This field shall be set to the 64-bit value of the Session ID as defined in clause 10.1.1.

f)  MAID — This field denotes the MAID of the SECAGANS message sender. Its value shall be formatted as
defined in clause 10.1.2.

g) Control — The control types that may be used in the SECALGREQ message and their status, are shown

in Table 22.
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Table 22 — Control types for the SECAGANS message

Control type Meaning Status Reference
SEC_RETURN A description of the result of the security algorithm Mandatory See
request. clause 9.4.32

9.3.24 KEYDELIVER message

The KEYDELIVER message is used to propose the key information.

0 4 8 16 24 31

Version Node type Message type

(0x4) | (SM[SMA|DMA) | (KEYDELIVER) Length (variable)

Session ID

MAID (MAID of the KEYDELIVER message sender)

Control (variable length)

Figure 82 - KEYDELIVER message format

The format of the KEYDELIVER message is shown in Figure 820 The description of each field is as follows:

a) Version — This field denotes the current version-of the RMCP. Its value shall be set to 0x4.
b) Node type — This field denotes the messageissuer's node type. Its value shall be set to:
—  0x01, the coded value for the SMyin clause 10.2.1, for the delivery of the Ks key information; o
—  0x04, the coded value for the-DMA in clause 10.2.1, for the delivery of the Kg key information] or
—  0x02, the coded value for,the SMA in clause 10.2.1, for the delivery of the Kc key information.
c) Message type — This field. denotes the KEYDELIVER message. The value shall be set to 0x25| (see
Table 28).
d) Length — This field shall be set to the total length in bytes of the KEYDELIVER message including the
control data.
e) Session ID<Phis field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
f) MAID<\This field denotes the MAID of the KEYDELIVER message recipient. Its value shall be as
definhed in clause 10.1.2.
g) Control — The control types that may be used in the SECALGREQ message and their status, are shhown
in Table 23.
Table 23 — Control type for the KEVDELIVER message
Control type Meaning Status Reference
KEY INFO The description of the proposed key information. Mandatory See clause 9.4.33

9.3.25 HRSREQ message

HRSREQ message is used to request the head required security.
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0 4 8 16 24 31
Version Node type Message type .
(0x4) (DMA) (HRSREQ) Length (variable)
Session ID

MAID (MAID of the HRSREQ message sender)

The format of the HRSREQ message is shown in Figure 83. The description of each field is as follows:

a)
b)

¢)
d)
e)
f)

9.3.26 HRSANS message
The HRSANS message is used to respond to the head required, security.

NOTE — There is no control associated with the HRSREQ message.

Kigure 85 — HRSKE(Q) message format

Version — This field denotes the current version of the RMCP. The value shall be set to 0x4.

Node type — This field denotes the message issuer's node type. Its value shall be set o the coded valye for
the DMA in clause 10.2.1.

Message type — This field denotes the HRSREQ message. The value shall be'set to 0x26 (see Table 38).
Length — This field denotes the length in bytes of the HRSREQ message. Its value shall be set to Ox1{4.
Session ID — This field shall be set to the 64-bit value of Session ID‘as)defined in clause 10.1.1.

MAID — This field denotes the proposed MAID of the HRSREQ message sender. Its value shall be
formatted as defined in clause 10.1.2.

0 4 8 16 24 31

Version Node type Message type
(0x4) (SM) (HRSANS)

Length (variable)

Session ID

MAID (MAID of the HRSANS message recipient)

Control (variable length)

Figure 84 —- HRSANS message format

The format of the HRSANS message is shown in Figure 84. The description of each field is as follows:

a)
b)

¢)
d)

e)

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x4.

Node type — This field denotes the message issuer's node type. Its value shall be set to 0x01, the code
value for the SM in clause 10.2.1.

Message type — This field denotes the HRSANS message. Its value shall be set to 0x27 (see Table 28).

Length — This field shall be set to the total length in bytes of the HRSANS message including the control
data.

Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
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f)  MAID — This field denotes the MAID of the HRSANS message recipient. Its value shall be as defined in

clause 10.1.2.

g) Control — The control types that may be used in the HRSANS message and their status, are shown in

Table 24.
Table 24 — Control type for the HRSANS message
Control type Meaning Status Reference
ACL _LIST The description of the hashed MAID and hashed Kris for each Mandatory See clause 9.4.34
authenticated RMA in the current session.
9.4 RMCP-2 controls
9.4.1 RP_COMMAND control
The RP_COMMAND control in the RELREQ message is used by a CMA to request root path informdtion from its
PMA. For example, whenever an MA connects to a PMA during joining or parent switching procedures, it requirds the
root path information including MAID of its new PMA for network diagnosis and loop detection:
0 8 16 31
Control type Length (0x04) RP_Command‘eode
(RP_ COMMAND) g —
Figure 85 - RP_COMMAND controlformat
The format of the RP_ COMMAND control is shown in Figure 85, The*description of each field is as follows:
a) Control type — This field denotes the RP. COMMAND control. Its value shall be set to 0x01|(see
Table 29).
b) Length — This field denotes the length (4 bytes) of the RP. COMMAND control. Its value shall be {et to
0x04.
¢) RP_Command code — This field dendtes the components to be returned in the ROOTPATH control df the
RELANS message. Its value shalllbe set to one of the code values in Table 31.
9.4.2 SI COMMAND control
The SI_ COMMAND control in a STREQ message is used by the SM to specify the specific information that is reqpired
from| the recipient MA.
0 8 16 31
Control t
(SI_gr(ljlr\(/}M};%prID) Length (0x04) SI Command code
Figure 86 — SI. COMMAND control format
The format of the ST COMMAND control is shown in Figure 86. The description of each field is as follows:
a) Control type — This field denotes the SI COMMAND control. Its value shall be set to 0x02 (see

Table 29).

b) Length — This field denotes the length (4 bytes) of the SI COMMAND control. Its value shall be set to

0x04.

c) SI Command code —This field shall be set to the arithmetic total of the command codes in Table 33

corresponding to the combination of SYSINFO sub-controls for which an answer is required
clause 10.3.2).

9.4.3 DATAPROFILE control
The DATAPROFILE control is used to describe the proposed data profile of the subscribing MA.
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(DATAPROFILE)

Control type

Length (variable)

Data profile (variable length)

Padding

Figure 87 - DATAPROFILE control format

The

9.4.4

The
that

format of the DATAPROFILE control is shown in Figure 87. The description of each field is as follows:

a) Control type — This field denotes the DATAPROFILE control. Its value shall be set to(0x03| (see
Table 29).

b) Length — This field denotes the length in bytes of the DATAPROFILE control. Itsyvalue shall |be a
multiple of four bytes (see item d) in this list) and it shall not exceed 0xFC.

¢) Data profile — This field shall contain the data profile for the MA formatted in.téxt mode. It follows an
SDL-like encoding scheme. An example is shown in Figure 135.

d) Padding — If the total length of the control type, length and data profile fields is not a multiple of 4 bjytes,
the padding field shall be filled with zeros to ensure that the length of the DATAPROFILE contro] is a
multiple of 4 bytes.

NEIGHBORLIST control

NEIGHBORLIST control in a SUBSANS message to a successful stbscriber is used to convey a list of active MAs
may be used for bootstrapping purposes.

0 8 24 31
Control type Number of
(NEIGHBORLIST) Jyeserved MAIDs
MAID 1
MAID 2
MAID n

Figure 88 —- NEIGHBORLIST control format

The format of the NEIGHBORLIST control is shown in Figure 88. The description of each field is as follows:

9.4.5

a) Control type — This field denotes the NEIGHBORLIST control. Its value shall be set to 0x04 (see
Table 29).

b) Reserved — This field is reserved for future use. Its value shall be set to zero. It is ignored by the receiver.

c) Number of MAIDs — This field shall be set to the number of MAIDs listed in the NEIGHBORLIST
control.

d) MAID(s) — These fields MAID 7 to MAID n shall contain a list of MAIDs up to 255 active neighbours.

REASON control

The REASON control in an HLEAVE message is used to convey the HMA's reason for leaving the session.
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Control type
(REASON) Length (0x04) Reason code

Figure 89 —- REASON control format

The format of the REASON control is shown in Figure 89. The description of each field is as follows:
a) Control type — This field denotes the REASON control. Its value shall be set to 0x05 (see Table 29).
b) Length — This field denotes the length (4 bytes) of the REASON control. Its value shall be set to 0x04.

¢) Reason code — This field denotes the reason for leaving. Its value shall be set to 0x10 00, leave inmitjated
by the MA (see Table 35).

9.4.4 RESULT control

The [RESULT control in a SUBSANS message is used to convey whether or not the MA's subscription requgst is
successful. If successful, it returns an RE_OK result code. If not, it returns an appropriate error code!

Control type
(RESULT) Length (0x04) Résult'code

Figure 90 — RESULT control format

The format of the RESULT control is shown in Figure 90. The description of each field is as follows:
a) Control type — This field denotes the RESULT caiitrol. Its value shall be set to 0x06 (see Table 29).
b) Length — This field denotes the length (4 bytes)-of the RESULT control. Its value shall be set to 0x04.

¢) Result code — This field denotes the result:of the request. It shall be set to one of the result codes listed in
Table 36.

9.4.7 ROOTPATH control

The ROOTPATH control is used to convey,the root path from the SMA to the message sender. It may be usefl for
network diagnosis and loop detection.
NOTE — This control cannot be used before an MA has joined the RMCP-2 tree as it will not yet have a root path.

0 8 16 31

Control type
(ROOTR 1{3H) Length (0x02)

Sub-control

Figure 91 — ROOTPATH control format

The format of the ROOTPATH control is shown in Figure 91. The description of each field is as follows:
a) Control type — This field denotes the ROOTPATH control. Its value shall be set to 0x07 (see Table 29).

b) Length — This field denotes the length (2 bytes) of the ROOTPATH control. Its value shall be set
to 0x02.

c) Sub-control — The RP_XXX sub-control that shall be used in the ROOTPATH control is shown in
Table 25.
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Table 25 — RP_XXX sub-control type for the ROOTPATH control

Sub-control type Meaning Status Reference

RP_XXX Specification of root path elements to be used. Mandatory See
clause 9.4.7.1

9.4.7.1 RP_XXX sub-control

RP_XXX stands for one of the sub-control types listed in Table 31 (see the Note in the table). This RP XXX
sub-control represents different combinations of fields for MAIDs, bandwidth and delay. If the RP_ XXX sub-control
indicates that any of the MAIDs, bandwidth or delay fields are not needed, these fields shall not be present in the
RP_ XXX sub-control. The length of the root path element, in bytes, for each of the RP_ XXX sub-control is indicated in

Table 31
0 8 16 24 31
Control type Sub-control type Number of
(ROOTPATH) Length (0x02) (RP_XXX) root path elements
MAID of SMA =
T2
Bandwidth for SMA (0x00) % ne
¢ 4%
Delay for SMA (0x00) -
MAID of MA 1 =
\ q4. 5
92
Bandwidth for MA 1 (Mbit/s) E 2
=8 =3
Delay for MA 1 (seconds)
MAID6f MA n o
3 q o
g2
Bandwidth for MA n (Mbit/s) E 9
T =
Delay for MA n (seconds)
Figure 92 -~ General format for RP_XXX sub-control format
The format of an RP_XXX sub-control preceded by a ROOTPATH control is shown in Figure 92. The descripti¢pn of
each|field of the RP_ XXX sub-control is as follows:
a) Sub-conitrol type — This field denotes the RP_ XXX sub-control. Its value shall be set to one of the [code
valu€s-iti Table 31.
b) Number of root path elements — This field shall be set to the number of root path elements i the
RP_XXX sub-control.
¢) MAID — This field shall be set to that of the MAID corresponding to that element, if present. This figld is

for each element in the root path, listed in order from the SMA.

d) Bandwidth — This field shall be set to the bandwidth, in Mbit/s, between the MA and its parent, as
perceived by the MA for each element in the root path, listed in order from the SMA, if present. In the

case of the SMA element, the value for the bandwidth shall be set to zero.
e) Delay — This field shall be set to the delay in seconds from the SMA as perceived by the MA for

each

element in the root path, listed in order from the SMA, if present. In the case of the SMA element, the

value for the bandwidth shall be set to zero.

NOTE — The values for the perceived bandwidth and delay for the SMA elements are set to zero as the root path is assumed to
start at the SMA.

Rec. ITU-T X.603.1 (08/2012)

67


https://standardsiso.com/api/?name=6533382d143a8d32bd31f326892d3aaf

ISO/IEC 16512-2:2016 (E)

9.4.8

SYSINFO control

The SYSINFO control in the SUBSREQ message is used to convey system information about the subscribing M A in its
SYSINFO sub-controls.

Control type

(SYSINFO) Length (0x02)

Sub-control (variable length)

The format of the SYSINFO control is shown in Figure 93. The description of each field is as follows:

9.4.8

The
each

9.4.4.

The
each

Figure 93 — SYSINFO control format

a) Control type — This field denotes the SYSINFO control. Its value shall be set to 0x08)(see Table 29).

¢) Sub-control — The sub-control types that can be used in the SYSINFO céntrol are listed in Table ]

control.

.1 SI_UPTIME sub-control

format of the SI_UPTIME sub-control preceded by a SYSINFO counfrot is shown in Figure 94. The descripti
field of the SI UPTIME sub-control is as follows:

a) Sub-control type — This field denotes the SI UPTIME sub-control. Its value shall be set to 0x11
Table 32).

b) Length — This field denotes the length (6 bytes)-of the SI UPTIME sub-control. Its value shall be §
0x06.

0 8 16 24 31

Sub-control type
(SI_UPTIME)

Control type

(SYSINFO) Length (0x02)

Length (0x06)

Uptime (in seconds)

Figure 94 — SI_ UPTIME sub-control format

2SI DELAYsub-control

format of the-ST DELAY sub-control preceded by a SYSINFO control is shown in Figure 95. The descripti
field of the SI DELAY sub-control is as follows:

a),\Sub-control type — This field denotes the SI DELAY sub-control. Its value shall be set to 0x12
Table 32).

68

0x06.
¢) Delay — This field shall be set to the delay in seconds from the SMA, as perceived by the MA.

0 8 16 24 31

Sub-control type
(SI_ DELAY)

Control type

(SYSINFO) Length (0x02)

Length (0x06)

Delay (in seconds)

Figure 95 — SI_DELAY sub-control format
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3 SI_ ROOM_CMA sub-control

The format of the SI ROOM CMA sub-control preceded by a SYSINFO control is shown in Figure 96. The
description of each field of the SI ROOM_CMA sub-control is as follows:

oz

9.4.8

The
of ed

9.4.8
The

a) Sub-control type — This field denotes the SI ROOM CMA sub-control. Its value shall be set to 0x13
(see Table 32).

b) Length — This field denotes the length (6 bytes) of the SI ROOM_CMA sub-control. Its value shall be
set to 0x06.

c) Number of CMAs allocated — This field shall be set to the number of CMA places that have been
allocated by the MA. When the SI ROOM_CMA sub-control is used in a SUBSREQ message this field
shall be set to 0x0000.

dy— Total CMA capacity — This field shall be set to the total number of CMA capacity that the MA is.agle to

support.

OTE — The available number of CMAs will be the difference between the total number of CMA capacity and the.iumber of
MAs allocated.
0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (ST ROOM CMA) Length (0x06)
Number of CMAs allocated Total CMA capacity
Figure 96 — SI_ROOM_CMA sub-control format

.4 SI_ PROV_BW sub-control

format of the SI PROV_BW sub-control preceded by a SYSINEO control is shown in Figure 97. The description

ch field of the ST PROV_BW is as follows:

a) Sub-control type — This field denotes the SI PROV_BW sub-control. Its value shall be set to 0x15 (see
Table 32).

b) Length — This field denotes the length of the'SI PROV_BW sub-control. Its value shall be set to 0x0(6.

¢) Incoming BW of NIC — This field shall be set to the maximum incoming bandwidth in Mbit/s off the
network interface card.

d) Outgoing BW of NIC — This:field shall be set to the maximum outgoing bandwidth in Mbit/s of the
network interface card.

0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (SI PROV BW) Length (0x06)
Incomifig BW of NIC (in Mbit/s) Outgoing BW of NIC (in Mbit/s)

.5 SL'POSS_BW sub-control
format of the SI POSS BW sub-control preceded by a SYSINFO control is shown in Figure 98. The descriptipn of

£ald L4l QT DAOQQC DYYL

Figure 97 — SI PROV_BW sub-control format

each

a)

b)

©)

1 Yo | £l
TICTOT tHCOT T O VY Soo~COtT OT 15~ S TOTTO W S

Sub-control type — This field denotes the ST POSS BW sub-control. Its value shall be set to 0x25 (see
Table 32).

Length — This field denotes the length (6 bytes) of the SI POSS _BW sub-control. Its value shall be set to
0x06.

Forwarding bandwidth — This field shall be set to the possible forwarding bandwidth in Mbit/s that the
MA can support.
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0

8 16 24 31

Sub-control type
(SI_ POSS_BW)

Control type

(SYSINFO) Length (0x02)

Length (0x06)

Forwarding bandwidth (in Mbit/s)

Figure 98 — SI_POSS_BW sub-control format

9.4.8.6 SI_SND_ BW sub-control

The format of the SI SND BW sub-control preceded by a SYSINFO control is shown in Figure 99. The description of
each field of the SI SND BW sub-control is as follows:

9.4.8

The
desc

9.4.8
The

a) Sub-control type — This field denotes the SI SND BW sub-control. Its value shall be set to 0x35
Table 32).

b) Length — This field denotes the length (6 bytes) of the SI SND BW sub-control. Its value ghall be
0x06.

¢) Bandwidth — This field shall be set to the total bandwidth in Mbit/s consumed by the/MA to sery
CMA:s.

0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (SI_SND BW) Length (0x06)
Bandwidth (in Mbit/s)

.7 SI_ SND_PACKET sub-control

format of the SI SND PACKET sub-control preceded~by a SYSINFO control is shown in Figure 100.
iption of each field of the SI SND_ PACKET sub-control'is as follows:

Figure 99 — SI_ SND_BW sub-coritrol format

a) Sub-control type — This field denotes théSI SND PACKET sub-control. Its value shall be set to
(see Table 32).

b) Length — This field denotes the length (6 bytes) of the SI SND PACKET sub-control. Its value shg
set to 0x06.

c) Number of packets — This field shall be set to the total number of packets sent by the MA from start-

0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (SI_SND_PACKET) Length (0x06)
Number of packets

.8 _SL.SND BYTES sub-control
format of the SI SND BYTES sub-control preceded by a SYSINFO control is shown in Figure 101.

Figure 100 — SI SND_PACKET sub-control format

(see

et to

e its

The

Dx36

11 be

ip.

The

desc
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iption of cach Ticld of the SI_SND_BY TES sub-control 1s as Tollows:
Sub-control type — This field denotes the SI SND BYTES sub-control. Its value shall be set to 0x37 (see

a)

b)

¢)

Table 32).

Length — This field denotes the length (6 bytes) of the SI SND BYTES sub-control. Its value shall be set

to 0x06.
Number of bytes — This field shall be set to the total number of bytes sent by the MA from start-up.
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0 8 16 24 31

Sub-control type
(SI_SND BYTES)

Control type

(SYSINFO) Length (0x02)

Length (0x06)

Number of bytes

Figure 101 — SI SND_BYTES sub-control format

9 SI_RCV_BW sub-control

The format of the SI RCV_BW sub-control preceded by a SYSINFO control is shown in Figure 102. The description of

each

field of the SI RCV_BW sub-control is as follows:

9.4.8

The
desc

9.4.8

The
desc

a) Sub-control type — This field denotes the SI RCV_BW sub-control. Its value shall be set to 0x45
Table 32).

b) Length — This field denotes the length (6 bytes) of the SI RCV_BW sub-control. Its value shall be
0x06.

¢) Bandwidth — This field shall be set to the bandwidth in Mbit/s perceived by the MA between itself af
PMA.

0 8 16 24 31

Control type Sub-control type
(SYSINFYS) Length (0x02) (SL RCY BW) Length (0x06)

Bandwidth (in Mbit/s)

Figure 102 — SI_RCV_BW sub-contrel.format

.10 SI_RCV_PACKET sub-control

format of the SI RCV_PACKET sub-control preceded by ‘a”SYSINFO control is shown in Figure 103.
iption of each field of the SI RCV_PACKET sub-control-is-as follows:

a)  Sub-control type — This field denotes the SI\RCV_PACKET sub-control. Its value shall be set to
(see Table 32).

b) Length — This field denotes the length, (6 bytes) of the SI RCV_PACKET sub-control. Its value shg
set to 0x06.

c) Number of packets — This field'shall be set to the number of packets received by the MA from start-y

0 8.5 16 24 31

Control type Sub-control type
(SYSINFO) ! Length (0x02) (SI RCV PACKET) Length (0x06)

Number of packets

Figure 103 — SI RCV_PACKET sub-control format

.11 SI_REV_BYTES sub-control

format{ of the SI RCV_BYTES sub-control preceded by a SYSINFO control is shown in Figure 104.
iption of each field of the SI RCV_BYTES sub-control is as follows:

(see

et to

1d its

The

0x46

11 be

The

a)  Sub-control type — This field denotes the SI RCV_BYTES sub-control. Its value shall be set to 0x47 (see

Table 32).

b) Length — This field denotes the length (6 bytes) of the SI RCV_BYTES sub-control. Its value shall be

set to 0x06.
c) Number of bytes — This field shall be set to the number of bytes received by the MA from start-up.
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0 8 16 24 31

Sub-control type
(SI RCV_BYTES)

Control type

(SYSINFO) Length (0x02)

Length (0x06)

Number of bytes

Figure 104 — SI RCV_BYTES sub-control format

9.4.8.12 SI_TREE_CONN sub-control

The format of the SI TREE CONN sub-control preceded by a SYSINFO control is shown in Figure 105. The
description of each field of the SI TREE CONN sub-control is as follows:

a) Sub-control type — This field denotes the SI TREE CONN sub-control. Its value shall be set to Px68
(see Table 32).

b) Number of MAIDs — This field shall be set to the number of MAIDs in the list including that‘of the PMA.
c) MAID of PMA — This field shall be set to the MAID of the PMA of the reporting MA.

d) MAIDs of CMAs — These fields shall be set to the MAIDs of the CM As of the reporting MA.
NOTE — There is no significance in the ordering of MAIDs.

0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (SI TREE CONN) Number of MAIDs (n + 1)
MAID of PMA

MAID of CMA 1

MAID off\CMA n

Figure 105 — SI TREE”CONN sub-control format

9.4.§.13 SI_TREE_MEM sub-control
The |format of the SI TREE MEM sub-control preceded by a SYSINFO control is shown in Figure 106.[ The
descfription of each field of the SI TREE_MEM sub-control is as follows:

a)  Sub-control type — This field denotes the SI TREE _MEM sub-control. Its value shall be set to 0x69 (see
Table 32).

b) Number of MAIDs”— This field shall be set to the number of MAIDs listed in the SI TREE NIEM
sub-control.

c) MAIDs ofmember — These fields shall be set to the MAIDs of the members of the sub-tree defined|by a
TREEEXPLOR control.

NOTE — There is:0 significance in the ordering of MAIDs.

0% 8 16 24 31

Length (0x02) ,E ]u b;ior,trol ‘t,}:]zf\ Number of MAIDs (n)
SHFREEMEMY

Control type

LONZOINIT O
O T OTINT O

MAID of member 1

MAID of member n

Figure 106 — SI. TREE_MEM sub-control format
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9.4.9 TIMESTAMP control

The TIMESTAMP control is used to measure the transmission time between the sending MA and the receiving MA.

0 8 16 31

Control type
(TIMESTAMP)

Length (0x10) Reserved

Time 1 (when the sender starts to send)

Time 2 (when the packet appears at receiver)

‘Time 3 (when the receiver starts to reply)

Figure 107 —- TIMESTAMP control format

The format of the TIMESTAMP control is shown in Figure 107. The description of each field is asfollows:
a) Control type — This field denotes the TIMESTAMP control. Its value shall be set\to’0x09 (see Table 29).

b) Length — This field denotes the length (16 bytes) of the TIMESTAMP centrol. Its value shall be det to
0x10.

¢) Reserved — This field is reserved for future use. Its value shall be set’to;zero. It is ignored by the recefver.

d) Time 1 — This field shall be set to the time when the requestimessage has started to be sent fo its
recipient.

e) Time 2 — This field shall be set to the time when the requést/message appears at the recipient. Wheq this
field is included in a request message, its value shall be sét to zero.

f) Time 3 — This field shall be set to the time whén\the answer message has started to be sent tp the
requestor. When this field is included in a requestimessage, its value shall be set to zero.

9.4.10 CANDIDATEHMA control

Wheh an HMA leaves a session, every non-HMA in the'multicast network area may compete to become an HMA.|This
can ¢ause the multicast network to be flooded with the HANNOUNCE message. To prevent HMA selection collision,
CANDIDATEHMA control in an HLEAVE méssage is used to convey a restricted list of candidate HMAs that are
invited, selected by the leaving HMA, to compete to become the replacement HMA.

0 8 24 31
Control type Reserved Number of
(CANDIDATEHMA) MAIDs
MAID 1
MAID 2
MAID n

Figure 108 — CANDIDATEHMA control format

The format of the CANDIDATEHMA control is shown in Figure 108. The description of each field is as follows:

a) Control type — This field denotes the CANDIDATEHMA control. Its value shall be set to 0x0A (see
Table 29).
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b)
¢)

d)

Reserved — This field is reserved for future use. Its value shall be set to zero. It is ignored by the receiver.
Number of MAIDs — This field shall be set to the number of MAIDs listed in CANDIDATEHMA

control.
MAID(s) — These fields shall be set to the MAIDs of candidate HMAs selected by the leaving HMA.

9.4.11 TREEEXPLOR control

The TREEEXPLOR control is used to limit the inspection size of a tree.

0 8 16 24 31
Cﬁ? Lr th‘yE.e, ~n Length (0x04) Reserved Tree depth
\ TINDLILAT LUI\}

The format of the TREEEXPLOR control is shown in Figure 109. The description of each field is as follows:

Figure 109 —- TREEEXPLOR control format

a) Control type — This field denotes the TREEEXPLOR control. Its value shallDbe set to 0xOB|(see
Table 29).
b) Length — This field denotes the length (4 bytes) of the TREEEXPLOR ¢ontrol. Its value shall be set
to 0x04.
¢) Reserved — This field is reserved for future use. Its value shall be setto’ zero. It is ignored by the recefiver.
d) Tree depth — This field shall be set to a value to specify the,scope of tree inspection. A tree depth|of n
defines the set of MAs consisting of the selected MA (or the:SMA) that receives the STREQ messagg, all
of its CMAs and all of its descendants on the RMCP-2-tre¢ within n hops of the selected MA (qgr the
SMA).
9.4.12 COLLECT control
0 8 16 24 31
Control type Length (0x0C) Reserved Number of sub-controls
(COLLECT) g
MAID (MAID _efMA to which the following status reports apply)
Figure 110 — COLLECT control format
The format of the COLLECT cpntrol is shown in Figure 110. The description of each field of the COLLECT contfol is
as follows:
a) Controltype — This field denotes the COLLECT control. Its value shall be set to 0x0C (see Table 29).
b) Leugth— This field denotes the length (12 bytes) of the COLLECT control. Its value shall be set to OkOC.
c) «Reserved — This field is reserved for future use. Its value shall be set to zero. It is ignored by the recefver.
d)~ Number of sub-controls — This field shall be set to the number of sub-controls associated with thel MA
identified in the MAID in e).
T mMATD— This fictdsiattbeset 1o the MATDof the MZA o WiTiTIT the Status Teports 1T e foifowing

SYSINFO sub-controls apply (see Figure 71).

9.4.13 PSEUDO_HB control

When a PMA tries to recover from network partition, its descendants may start the network fault recovery procedure
due to HB message timeout. A single point of partitioning may cause a fault recovery chain effect.

To avoid this, the MA generates a PSEUDO_HB control in order to notify its descendants of a network fault and to
delay its descendants' fault recovery procedure.
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8 16 31

(PSEUDO_HB)

Control type Length (0x04) Reserved

Figure 111 - PSEUDO_HB control format

The format of the PSEUDO_HB control for a pseudo-HB message is shown in Figure 111. The description of each field

is as follows:

9.4.14

a) Control type — This field denotes the PSEUDO_HB control. Its value shall be set to 0x0D (see Table 29).
b) Length — This field denotes the length (4 bytes) of the PSEUDO HB control for the HB message. Its
value shall be set to 0x04.
c) Reserved — This field is reserved for future use. Its value shall be set to zero. It is ignored by the.récefver.
PARAMETER control
The |operations of the MA including SMAs such as RMCP-2 tree maintenance and HMA-related operation§ are
conducted based on some parameters, e.g., timer. The session-related parameters are provided; by’ the SM to thef MA
during the session subscription process. The PARAMETER control is used to deliver the scssion-related paranjeters
from|the SM to the MA.
8 16 31
Control type
(PARAMETER) Length (0x10) T PPROBE N_PPROBE
T HB N _HB T HSOMCIT N_HSOLICIT
T _HANNOUNCE N_HANNOUNCE T RELAY N RELAY
T LEAVE Reserved (0x000000)
Figure 112 - PARAMETER control format
The format of the PARAMETER control is shown in Figure 112. The description of each field is as follows:
a) Control type — This field "denotes the PARAMETER control. Its value shall be set to 0xOE| (see
Table 29).
b) Length — This field_denotes the length (16 bytes) of the PARAMETER control for the SUBSIANS
message. Its valuesshall be set to 0x10.
¢) T PPROBFE=Retransmission interval of the PPROBREQ message (in seconds).
d) N _PPROBE — Maximum number of PPROBREQ messages delivered in a single trial.
e) T HB'-TRetransmission interval of the HB message (in seconds).
f) &\HB - Maximum count of T _HB timeout before recognition of the network partition.
g).\T HSOLICIT — Retransmission interval of the HSOLICIT message (in second).
h) N _HSOLICIT — Maximum counts of T_HSOLICIT timeout before recognition of the absence of pther
MAs in the local multicast network
i) T HANNOUNCE — Expectation timeout for the HANNOUNCE message (in seconds).
j) N _HANNOUNCE - Maximum counts of T HANNOUNCE timeout before recognition of HMA
absence.
k) T RELAY — Retransmission interval of the RELREQ message (in seconds).
1) N RELAY — Maximum count of T RELAY timeout before recognizance of connectivity problem
between PMA and CMA.
m) T LEAVE — Expectation timeout for the LEAVANS message (in seconds).
n) Reserved — This field is reserved for future use. Its value shall be set to zero. It is ignored by the receiver.
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5 SERV_USER_IDENT control

SERV_USER_IDENT control is used to confirm that the RMA issuing the SUBSREQ message has been registered by
the content provider for participation in closed groups (see clause 8.1.1.5). The SERV_USER IDENT control type shall
be used only when the RMA joins a secure RMCP-2 session in which the MM groups are defined as closed. The
SERV_USER IDENT control is used only in a secure RMCP-2.

0 8 16 31

Control type

(SERV_USER_IDENT) Length (variable)

The

a Z

9.4.1
AUT

The

SERV_USER_ID (variable length)

Figure 113 — SERV_USER_IDENT control format

format of the SERV_USER _IDENT control is shown in Figure 113. The description of each field is as follows

a) Control type — This field denotes the SERV_USER IDENT contrél. Its value shall be set to
(see Table 30).
b) Length — This field shall be set to the length in bytes of the SERV_USER IDENT control in bytes.

¢) SERV _USER ID — This field denotes the service userdidentifier allocated to the RMA by the co
provider (see clause 8.1.1.5). Its value shall be identical to that provided to the RMA by the co
provider.

OTE — The length of the SERV_USER_ID field and the SERVAUSER_IDENT control will be dependent on the length
entifier provided by the content provider.

6 AUTH control

H control is used to initiate membership authentication. This control is a mandatory part of the secure RM

REQ message. The AUTH control is used only in a secure RMCP-2.
0 8 16 31
Control type
(AUTH) Length (0x04) AUTH_NAME Reserved (0x00)

Figure 114 — AUTH control format

format of thetAUTH control is shown in Figure 114. The description of each field is as follows:
a) NGontrol type — This field denotes the AUTH control. Its value shall be set to 0x23 (see Table 30).
b)Y ~ Length — This field denotes the length in bytes of the AUTH control. Its value shall be set to 0x04.

0x22

htent
htent

f the

CP-2

c) AUTH NAME — This field denotes the authentication mechanism. Its value shall be set to 0x01 den:

hting

9.4.1

MEM_AUTH (see Table 45).

d) Reserved — This field is reserved for future use. Its value shall be set to 0x00.

7 AUTH_ANS control

AUTH_ANS control is used to notify the result of membership authentication. This control is a mandatory part of the
secure RMCP-2 RELANS message. The AUTH_ANS control is used only in a secure RMCP-2.
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0 8 16 24 31
Control type
(AUTH_ANS) Length (0x04) Auth_result Key Flag
Sub-control type .
(KEY MATERIAL) Length (= variable up to 0x0804) Key Type
Key DATA

Fi 115 AUTH_ANS L including KEY_MATERIAL sub- Lf

The format of the AUTH_ANS control and its KEY MATERIAL sub-control are shown in Figure 115. THe descri
of each field of the AUTH_ANS control is as follows:

a)
b)

©)

d)

9.4.17.1 KEY_MATERIAL sub-control

The KEY MATERIAL sub-control shall not be included in the REIPANS message if the key flag is set to 0x00
desctiption of each field of the KEY MATERIAL sub-control is-as*follows:

a)
b)
¢)

d)

9.4.18 SMA_PROPOSE control

The SMA_PROPOSE contrel-is used by the SMA to propose values to the SM for GR_ATTRIBUTE, GK_ME
and CON_EN_DEC _IDZThe SMA PROPOSE control is used only in a secure RMCP-2.

ption

Control type — This field denotes the AUTH_ANS control. Its value shall be set to 0x24 {(see Table 3{0).

Length — This field denotes the length in bytes of the AUTH_ANS control. Its value shall be set to 0

Auth_result — This field denotes the result of authentication. Its value shall be set to 0x01 for succe
authentication; in the case of unsuccessful authentication, the value shall Be’ s€t to one of the other d
in Table 37.

K04.

ssful
odes

Key Flag — This field denotes the presence or absence of key infopmation in the KEY MATERIAL

sub-control of the AUTH ANS control. Its value shall be set to*0x01 if key information is provid
the message; its value shall be set to 0x00 if this information is net provided.

Sub-control type — This field denotes the KEY>MATERIAL sub-control. Its value shall be set to
(see Table 34).

Length — This field shall be set to theltotal length of the KEY MATERIAL sub-control in byte
value shall not exceed 0x0804.

Key Type — This field denotes the type of the key information. Its value shall be set to one of the
values in Table 38.

ed in

The

Dx01

5. Its

code

Key DATA — This field shall contain key information resulting from clause 8.2.3, and it shall be included

if the receiver is an RMA:

0 8 16 24 31
Control type
(SMA PROPOSE) Length (0x08) GP_ATTRIBUTE GK_MECHA
CON _EN DEC ID Reserved (0x00)

CHA

Figure 116 — SMA_PROPOSE control format

The format of the SMA PROPOSE control is shown in Figure 116. The description of each field is as follows:

a)

b)

Control type — This field denotes the SMA PROPOSE control. Its value shall be set to 0x11
Table 30).

(see

Length — This field denotes the length in bytes of the SMA PROPOSE control. Its value shall be set to

0x08.
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9.4.19
The GK_ MECH_CAPAB control is used to indicate the capabilities of the SMA and DMAs during the establishment of

the security policy. The GK. MECH CAPAB control is used only in a secure RMCP-2.

c¢) GP _ATTRIBUTE — This field denotes the group property proposed by the SMA. Its value shall be set to

one of the code values in Table 41.

d) GK MECHA — This field denotes the update property of the group key proposed by the SMA. Its value

shall be set to one of the code values in Table 42.

e) CON EN DEC ID — This field denotes the content encryption algorithm proposed by the SMA. Its
value shall be set to one of the code values less than 1x00 in Table 39.

f)  Reserved — This field is reserved for future use. Its value shall be set to 0x00.

GK_MECH_CAPAB control

The
indid

9.4.2

The
the s

The
seve

(K ﬁ’gg%l %’:P AB) Length (0x04) GK_NAME PREFER

0

0 8 16 24 31

Figure 117 - GK_MECH_CAPAB control format

format of the GK_MECH_CAPAB control is shown in Figure 117. This conttol* may be repeated in order to
ate several mechanisms, each with their own order of preference. The description-of each field is as follows:

a) Control type — This field denotes the GK_MECH_CAPAB contiol. Its value shall be set to 0x12| (see
Table 30).

b) Length — This field denotes the length in bytes of the GKSMECH CAPAB control. Its value shall e set
to 0x04.

¢) GK NAME — This field denotes a security mechanism"held by the SMA or DMA for possible use ip the
secure RMCP-2 session. Its value shall be set to_dnie of the code values in Table 43.

d) PREFER — This field denotes the priority ofithe proposed security mechanism in the preceding field. Its
value shall be set to an integer in the range>1*to 6. The integer '1' shall indicate the highest priority.

EN_DEC_CAPAB control

EN DEC CAPAB control is used to indieate the capabilities of the SMA and DMAs during the establishment of
ecurity policy. The EN._DEC_CAPAB-control is used only in a secure RMCP-2.

(ENCBlllatéOlctgAB) Length (0x04) EN_DEC_ID PREFER

Figure 118 — EN_DEC_CAPAB control format

format ofithe EN_ DEC CAPAB control is shown in Figure 118. This control may be repeated in order to indicate
al meehanisms, each with their own order of preference. The description of each field is as follows:

a) Control type —This field denotes the EN_ DEC _CAPAB control. Its value shall be set to 0x13|(see
Table 30)

9.4.21

The AUTH_ALG CAPAB control is used to indicate the capabilities of the SMA and DMAs during the establishment
of the security policy. The AUTH_ALG_CAPAB control is used only in a secure RMCP-2.

78

b) Length — This field denotes the length in bytes of the EN. DEC_CAPAB control. Its value shall be set to
0x04.

c¢) EN DEC ID — This field denotes a proposed encryption algorithm held by the SMA or DMA for
possible use in the secure RMCP-2 session. Its value shall be set to one of the code values in Table 39.

d) PREFER — This field denotes the priority of the proposed security mechanism in the preceding field. Its
value shall be set to an integer in the range 1 to 5. The integer 'l' shall indicate the highest priority.

AUTH_ALG_CAPAB control
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(AUTH ALG CAPAB)

Control type Length (0x04) AUTH_ID PREFER

Figure 119 - AUTH_ALG_CAPAB control format

(E)

The format of the AUTH _ALG CAPAB control is shown in Figure 119. This control type may be repeated in order to
indicate several mechanisms, each with their own order of preference. The description of each field is as follows:

9.4.22

The format of the GK_ MECH control is shown in Figure 120. The description of each field is as follows:
Control type — This field denotes the GK_MECH control. Its value shall be set to 0x15 (see Table 3().

9.4.23

The [AUTH MECH control is used to indicate the authentication type for the security policy. The AUTH M|

contteliSused r\n]} n-a-secure-RMCPR.D.

(see

a) Control type — This field denotes the AUTH _ALG_CAPAB control. Its value shall be set to 0x14
Fable36):

b) Length — This field denotes the length in bytes of the AUTH ALG_CAPAB control. Its value shall-fje set
to 0x04.

c¢) AUTH ID - This field denotes a hash/MAC algorithm held by the SMA or DMA for possible use ih the
secure RMCP-2 session. Its value shall be set to one of the code values in Table 40.

d) PREFER — This field denotes the priority of the proposed security mechanism in-the preceding fielfl. Its

GK_MECH control

The GK_MECH control is used to indicate the group key mechanism for the security\policy. The GK_ MECH cont]
used|only in a secure RMCP-2.

value shall be set to an integer in the range 1 to 3. The integer 'l' shall indicate the highest priority.

0 ) 16 24 31
Control type
(GK_MECH) Length (0x08) GP *ATTRIBUTE GK_NAME
GK_MECHA Reserved (0x00)

a)
b)

¢)

d)

e)

AUTH_MECH control

Figure 120 - GK"MECH control format

Length — This field denotes the length in bytes of GK_MECH control. Its value shall be set to 0x08.

GP_ATTRIBUTE ~ This field denotes the group property for the security policy. Its value shall be s
one of the code-values in Table 41.

GK_NAME “This field defines the group key mechanism for the security policy. Its value shall be s
one of the-code values in Table 43.

Fol is

et to

et to

GK MECHA — This field denotes the update property of the group key for the security policy. Its Yalue

shall-be set to one of the code values in Table 42.

8 16 24 31

( A%OTHS Ollvf}ggm Length (0x04) AUTH_ATTRIBUTE AUTH NAME

Figure 121 - AUTH_MECH control format

Rec. ITU-T X.603.1 (08/2012)

ECH

79


https://standardsiso.com/api/?name=6533382d143a8d32bd31f326892d3aaf

ISO/IEC 16512-2:2016 (E)

The format of the AUTH_MECH control is shown in Figure 121. The description of each field is as follows:

9.4.24

a) Control type — This field denotes the AUTH MECH control. Its value shall be set to 0x16 (see
Table 30).

b) Length — This field denotes the length in bytes of the AUTH MECH control. Its value shall be set to
0x04.

c¢) AUTH ATTRIBUTE — This field denotes the authentication type for the security policy. Its value shall be
set to 0x01 denoting MEMBERSHIP (see Table 44).

d) AUTH NAME — This denotes the authentication mechanism for the security policy. Its value shall be set
to 0x01 denoting MEM_AUTH (see Table 45).

CON_EN_DEC_ALG control

The [CON_EN DEC ALG control is used to indicate the content encryption algorithm for the security poliey| The

CON

The format of the CON_EN DEC ALG control is shown in Figure 122. The description of each field is as follows

9.4.2

The
GK |

The

5

_EN _DEC_ALG control is used only in a secure RMCP-2.

8 16 24 31

Control type
(CON_EN DEC_ALG)

Length (0x04) CON_EN _DEC ID Resetved (0x00)

0 8 16 24 31

Figure 122 - CON_EN_DEC_ALG control format

a) Control type — This field denotes the CON_EN DEC_ ALG.control. Its value shall be set to 0x17 (see
Table 30).

b) Length — This field denotes the length in bytes of the CON_EN DEC ALG control. Its value shall He set
to 0x04.

c¢) CON EN DEC ID — This field denotes the content encryption algorithm for the security policy. Its
value shall be set to one of the code values in Table 39.

d) Reserved — This field is reserved for future’use. Its value shall be set to 0x00.

GK_EN DEC_ALG control

GK_EN_DEC_ALG control is used to:indicate the group key encryption algorithm for the security policy,| The
EN DEC_ALG control is used only ifi a secure RMCP-2.

Control type

(GK_EN DEC AEG) Length (0x04) GK_EN DEC _ID Reserved (0x00)

format of'the GK_EN_DEC_ALG control is shown in Figure 123. The description of each field is as follows:

Figure 123 - GK_EN_DEC_ALG control format

a)  Control type — This field denotes the GK_EN DEC_ALG control. Its value shall be set to 0x18| (see
Table 30).

9.4.26

b) Length — This field denotes the length of the GK_ EN DEC_ALG control in bytes. Its value shall be set
to 0x04.

¢) GK EN DEC ID — This field denotes the group key encryption algorithm for the security policy. Its
value shall be set to one of the code values in Table 39.

d) Reserved — This field is reserved for future use. Its value shall be set to 0x00.

AUTH_ALG control

The AUTH_ALG control is used to indicate the group key encryption algorithm for the security policy. The
AUTH_ALG control is used only in a secure RMCP-2.

80
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31

Control type
(AUTH_ALG)

Length (0x04)

AUTH_ID

Reserved (0x00)

Figure 124 - AUTH_ALG control format

The format of the AUTH ALG control is shown in Figure 124. The description of each field is as follows:
a) Control type — This field denotes the AUTH_ALG control. Its value shall be set to 0x19 (see Table 30).
b) Length — This field denotes the length in bytes of the AUTH ALG control. Its value shall be set to 0x04.

9.4.247

¢) AUTH ID — This field denotes the hash/MAC algorithm for the security policy. Its value shall beget to
one of the code values in Table 40.

d) Reserved — This field is reserved for future use. Its value shall be set to 0x00.

GK_MECH_DELIVER control

The GK_MECH_DELIVER control is used to indicate the group key mechanism for the securify policy when it|does

not fhold the GK NAME security algorithm, or when the configuration of this algorithm has failed.

GK [MECH _DELIVER control is used only in a secure RMCP-2.

16

24

The

31

Control type
(GK_MECH_DELIVER)

Length (0x04)

GK_NAME

Reserved (0x00)

The format of the GK_ MECH_DELIVER control is shown it Eigure 125. The description of each field is as followg:

9.4.28

Figure 125 - GK_MECH_DELIVER control format

a) Control type — This field denotes the GK-MECH_ DELIVER control. Its value shall be set to 0x1A| (see

Table 30).

b) Length — This field denotes the length-in bytes of GK_ MECH_ DELIVER control. Its value shall be get to

0x04.

¢) GK NAME — This field dénates the group key mechanism for the security policy. Its value shafll be
identical to that in the GK NAME field in the GK_MECH control of the SECLIST message|(see

clause 9.4.22 d)).

d) Reserved — This fi€ld-is reserved for future use. Its value shall be set to 0x00.

AUTH_MECH_MDELIVER control

The AUTH_MECH_DEFIVER control is used to indicate the authentication type for the security policy when it|does

not hold the AUMINNAME security algorithm, or when the configuration of this algorithm has failed.

AUTH _MECH_BELIVER control is used only in a secure RMCP-2.

16

24

The

31

Control type

Reserved-(03x00)

(AUTH MECH DELIVER)

Fensth-(0x04)

ALITLI N AMNE
XTI TNZ XIvIL,

Figure 126 - AUTH_MECH_DELIVER control format

The format of the AUTH MECH DELIVER control is shown in Figure 126. The description of each field is as

follows:

a) Control type — This field denotes the AUTH MECH_DELIVER control. Its value shall be set to 0x1B

(see Table 30).

b) Length — This field denotes the length in bytes of the AUTH MECH_DELIVER control. Its value shall

be set to 0x04.
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c) AUTH NAME — This field denotes the authentication mechanism for the security policy. Its value shall

d)

be set to 0x01 denoting MEM_AUTH (see Table 45).

Reserved — This field is reserved for future use. Its value shall be set to 0x00.

9429 CON_EN_DEC_DELIVER control

The CON_EN DEC DELIVER control is used to indicate the content encryption algorithm for the security policy
when it does not hold the CON_EN DEC ALG security algorithm, or when the configuration of this algorithm has
failed. The CON_EN_DEC DELIVER control is used only in a secure RMCP-2.

8 16 24 31

(CON_EN DEC DELIVER)

COmrortype Length (0x04) CON_EN_DEC ID Reserved (0x00)

The [format of the CON_EN DEC DELIVER control is shown in Figure 127. The descriptioh)of each field

Figure 127 — CON_EN_DEC_DELIVER control format

is as

follofws:
a) Control type — This field denotes the CON_EN DEC DELIVER control/Its-value shall be set to (x1C
(see Table 30).
b) Length — This field denotes the length of the CON_EN DEC_ DELIVER control in bytes. Its value shall
be set to 0x04.
¢) CON _EN DEC ID — This field denotes the content encryption algorithm for the security policy. Its
value shall be identical to that in the CON_EN DEC ID field'of the CON_EN DEC ALG control ip the
SECLIST message (see clause 9.4.24 c)).
d) Reserved — This field is reserved for future use. Its vahie shall be set to 0x00.
9430 GK_EN_DEC_DELIVER control
The IGK_EN_DEC DELIVER control is used to indicatelthe group key encryption algorithm for the security pplicy
when it does not hold the GK_ EN DEC ALG security’algorithm, or when the configuration of this algorithm has
failegl. The GK_EN_DEC_DELIVER control is used.only in a secure RMCP-2.
0 8 16 24 31
Control type
(GK_EN DEC DELIVER) Length (0x04) GK _EN DEC ID Reserved (0x00)
Figure 128 - GK_EN_DEC_DELIVER control format
The format of the GKCEN  DEC DELIVER control is shown in Figure 128. The description of each field is as follgws:
a) Conirol type — This field denotes the GK_EN DEC DELIVER control. Its value shall be set to (x1D
(seo Table 30).
b).\ Length — This field denotes the length in bytes of the GK_ EN DEC DELIVER control. Its value [shall
be set to 0x04.
p) GK EN DEC ID _ This field denotes the group lzpv pnr'r‘mhnn q]nr\ﬂﬂam for-the securits nr\]ir\ . Its
value shall be identical to that in the GK EN DEC ID ﬁeld of the GK EN DEC ALG control in the
SECLIST message (see clause 9.4.25 c)).
d) Reserved — This field is reserved for future use. Its value shall be set to 0x00.

9.431 AUTH_ALG_DELIVER control

The AUTH_ALG DELIVER control is used to indicate the hash/MAC algorithm for the security policy when it does
not hold the AUTH ALG security algorithm, or when the configuration of this algorithm has failed. The
AUTH_ALG DELIVER control is used only in a secure RMCP-2.
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0 8 16 24 31

( AUTHC‘X‘SSI ggiWER) Length (0x04) AUTH_ID Reserved (0x00)

Figure 129 - AUTH_ALG_DELIVER control format

The format of the AUTH ALG DELIVER control is shown in Figure 129. The description of each field is as follows:

a) Control type — This field denotes the AUTH_ALG DELIVER control. Its value shall be set to Ox1E (see
Table 30).

b) Length — This field denotes the length in bytes of the AUTH ALG DELIVER control. Its value shall be
set to 0x04.

c¢) AUTH ID — This field denotes the hash/MAC algorithm for the security policy. Its value, shall be
identical to that in the AUTH ID field of the AUTH ALG control in the SECLIST mgssage|(see
clause 9.4.26 ¢)).

d) Reserved — This field is reserved for future use. Its value shall be set to 0x00.

9.4.32 SEC_RETURN control

The SEC_RETURN control is used to indicate the result of SECAGREQ message. The SEE€” RETURN control is fused
onlyfin a secure RMCP-2.

(SES“E‘]?%{KN) Length (0x04) SEC_RETURN Reserved (0x00)

Figure 130 - SEC_RETURN:control format

The format of the SEC_RETURN control is shown in Figute 130. The description of each field is as follows:

a) Control type — This field denotes thé,"SEC_RETURN control. Its value shall be set to Ox1F|(see
Table 30).

b) Length — This field denotes the-length in bytes of the SEC_RETURN control. Its value shall be det to
0x04.

¢) SEC RETURN - This field denotes the result of SECAGREQ request. Its value shall be set to 0x01 [for a
successful return; thesvalue for other results shall be indicated by one of the other remaining codps in
Table 38.

d) Reserved — Thisfield is reserved for future use. Its value shall be set to 0x00.

9.4.33 KEY_INFO control

—

The KEY INFO control is used to indicate the proposed key information. The KEY INFO control is used only|in a

secure RMCP-2.

Q 8 16 24 31
(E(])Erirolll\?l;}ig) Fensth-(0304) Key—typ Reserved-(0%00)
Sub-control type Length (= variable up to 0x0804 Key_type
(KEY MATERIAL) g P il
KEY DATA

Figure 131 — KEY_INFO control, including KEY _MATERIAL sub-control format
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The format of the KEY INFO control and its KEY MATERIAL sub-control is shown in Figure 131. The description of
each field of the KEY INFO control is as follows:

a) Control type — This field denotes the KEY INFO control. Its value shall be set to 0x20 (see Table 30).
b) Length — This field denotes the length of the KEY INFO control in bytes. Its value shall be set to 0x04.

c) Key type — This field denotes the type of the proposed key information. Its value shall be set to on
the code values in Table 38.

9.4.33.1 KEY_MATERIAL sub-control

The description of each field of the KEY MATERIAL sub-control is as follows:
a) Sub-control type — This field denotes the KEY MATERIAL sub-control. Its value shall be set to 0x01

200

9.4.3

The
sessi|

The
field

9.4.34.1 ACL_DATA sub-control

The

L Tall
\D\/\/ 1Iaviv JU}.
value shall not exceed 0x0804.

values in Table 38.

d) KEY DATA — This field shall contain the time information and seed value needed’to generate thg
identified by Key type.

4 ACL_LIST control

pn. The ACL_LIST control is used only in a secure RMCP-2.

0 8 16 24 31
Control type Subscontrol type
(ACL LIST) Length (0x02) (ACL, DATA) Reserved (0x00)
Length (variable) N ACL
DATA(HASHED MAIBD| HASHED Kr1s)

Figure 132 — ACL_LIST control,\including ACL_DATA sub-control format

format of the ACL_LIST control and its ACL_DATA sub-control is shown in Figure 132. The description of]
of the ACL_LIST control type is as follows:

b) Length — This field denotes the length in bytes of the ACL_LST control. Its value shall be set to 0x0

escription of eachdield of the ACL_DATA sub-control is as follows:

a) Sub-control type — This field denotes the ACL_DATA sub-control. Its value shall be set to 0x02
Table'34).

b) “Length — This field shall be set to the length in bytes of the ACL_DATA sub-control.
cY = N_ACL — This field shall be set to the number of the entries in the ACL_LIST control.

a) Control type — This field\denotes the ACL_LIST control. Its value shall be set to 0x21 (see Table 30).

e of

b) Length — This field shall be set to the total length in bytes of the KEY MATERIAL sub-contrd|l. Its

c) Key type — This field denotes the type of the key information. Its value shall be set to one’ of the fcode

key

ACL_LIST control is used to contain the hashed MAID and hashed Krs for each authenticated RMA in the current

each

(see

10

d) ACL DATA — This field shall contain the HASHED MAID, HASHED Kris for each authenticated |

RMA

in the current session.

Parameters

This clause explains the parameter values of RMCP-2 tree management. Session ID and MAID must be a unique value
to identify the session and MA, respectively. RMCP-2 provides a generation rule of the ID value used for a session and
MA.

84
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Identifications used in RMCP-2

Session ID

SID is a 64-bit value that identifies the RMCP-2 session. SID is a combination of the local IP address of the SM and the
multicast address of the session. The multicast address should be a unique value that distinguishes the RMCP-2 session.

The

10.1

2

: 4+
T

a)

b)

IP address of SM Multicast address

format of the SID is shown in Figure 133. The description of each field is as follows.

IP address of SM — This field denotes the [Pv4 address of the SM. It shall be in thefofmat of a J2-bit

IPv4 address.

Multicast address — This field denotes the IPv4 multicast address that is used in‘a’session. It shall
the format of the 32-bit Class D multicast address.

Multicast agent ID (MAID)

MAID is a 64-bit value that identifies the MA. MAID is combination of the IP address and port number.

The

10.2
This

10.2

1

a)

b)

¢)

0 31 63

IP address Port Reserved

Figure 134 - RMCP-2 MAID format

format of the MAID is shown in Figure 134. The desertiption of each field is as follows.

IP address — This field denotes the IPv4*address of the MA. It shall be in the format of a 32-bit
address.

be in

IPv4

Port — This field denotes the port-humber that is used by the MA for exchanging RMCP-2 messaggs. It

shall be in the format of a 32=bit IPv4 address.

Reserved — This field isaeserved for future use. Its value shall be set to zero.

Code values used in RMCP-2

a)
b)
¢)
d)

clause defines code values/for the following:

node typés
messagetypes
eonfrol types

sub-control types

Codes values for basic RMCP-2 node types

Table 26 lists the node types for the basic RMCP-2 and their corresponding 4-bit code values.

Table 26 — Node type code values for basic RMCP-2

Node type Code value (4 bits)
SM 0x1
SMA 0x2
RMA 0x4
DMA (For secure 0x5
RMCP-2 only)

Rec. ITU-T X.603.1 (08/2012)
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10.2.2  Code values for RMCP-2 message types

Table 27 lists the RMCP-2 message types and their corresponding code values.

Table 27 — Code values for basic RMCP-2 message types

Message type Code value
(Hexadecimal)
SUBSREQ o0l
SUBSANS 0x02
PPROBREQ 0x03
PPROBAINS P
HSOLICIT 0x05
HANNOUNCE 0x06
HLEAVE 0x07
RELREQ 0x08
RELANS 0x09
STREQ 0x0A
STANS 0x0B
STCOLREQ OxIA
STCOLANS 0x1B
LEAVREQ 0x0C
LEAVANS 0x0D
HB 0x10
FAILCHECK 0x1C
TERMREQ OxOE
TERMANS OxOE
SINFO 0%11
SMNOTI 0x12

Tablp 28 lists the secure RMCP-2 message types and their corresponding code values. The code values fof
SUBREQ, RELREQ and RELANS messages.are the same as for the code values used in basic RMCP-2.

NOTE — The SINFO and SMNOTI messages are defined in Annex B which is used to provide RMCP-2 with multiple SMs.

Table-28~ Code values for secure RMCP-2 message types

Message type (HCe(:;fizjil;Zl)
SECAGREQ 0x21
SECLIST 0x22
SECALGREQ 0x23
SECAGANS 0x24
KEYDELIVER 0x25
HRSREQ 0x26
HARSANS Uxz7

10.2.3  Code values for RMCP-2 control types

Table 29 lists the RMCP-2 control types and their corresponding code values
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Tablp 30 lists the control types and their corresponding code values used for secure RMCPR<2 only.

Control type Value (Hexadecimal)
RP_COMMAND 0x01
SI_ COMMAND 0x02
DATAPROFILE 0x03
NEIGHBORLIST 0x04
REASON 0x05
RESULT 0x06
ROOTPATH 0x07
SVSINEQ O 0.
TIMESTAMP 0x09
CANDIDATEHMA 0x0A
TREEEXPLOR 0x0B
COLLECT 0x0C
PSEUDO_HB 0x0D
PARAMETER 0xOE

Table 30 — Code values for secure RMCP-2 control-types

10.3

10.3.1

Control type (Hex\;f;l(;?mal)
SMA_ PROPOSE 0x11
GK_MECH_CAPAB 0x12
EN_DEC_CAPAB 0xd3
AUTH_ALG _CAPAB 0x14
GK_MECH 0x15
AUTH_MECH 0x16
CON_EN _DEC_ALG 0x17
GK_EN_DEC_ALG 0x18
AUTH_ALG 0x19
GK_MECH DELIER Ox1A
AUTH_MECH DELIVER 0x1B
CON_EN BEC DELIVER 0x1C
GK_EN-DEC _DELIVER 0x1D
AUAH ALG DELIVER 0x1E
SEC RETURN 0x1F
KEY_INFO 0x20
ACL_LIST 0x21
SERV_USER_IDENT 0x22
AUTH 0x23
AUTH ANS 0x24

Code values for sub-control types

Sub-control types for the ROOTPATH control

Table 31 lists the code values for the sub-controls of the ROOTPATH control. The length in bytes of each root path
element is indicated for each ROOTPATH type.
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Table 31 — Sub-control type codes for the ROOTPATH control and the RP_COMMAND control

Length of
Command
Code . root path
Sub-control type . code Meaning
(8 bits) (16 bits) element
(in bytes)
RP_ID 0x11 0x00 01 The ROOTPATH control contains only the MAID for each node. 8
The ROOTPATH control contains only the bandwidth in Mbit/s as
RP_BW 0x12 0x00 02 perceived by the MA for each node. 4
The ROOTPATH control contains only the delay in seconds from
RP_DL Ox14 0x00 04 the SMA as perceived by the MA for each node. 4
RP ID_RW 0% 13 0x00 02 The ROOTPATH control contains the MAID and bandwidth in 19
¥ - MDBit/s as perceived Dy the MA Tor cach node.
The ROOTPATH control contains the MAID and the delay in
RPD_DL Ox15 0x00°05 seconds from the SMA as perceived by the MA for each node. 1g
The ROOTPATH control contains the MAID, bandwidth in Mbit/s
RPHUD_BW_DL | 0x17 0x0007 and the delay in seconds as perceived by the MA for each node. 16
NOJ'E — The code values for RP_ID BW, RP_ID DL and RP_ID BW_DL sub-controls are calculated by 0x10 plus the
arithmetic sums of the last four bits of the individual codes of the RP_ID, RP. BW and RP_DL components:

10.3
Tabl

2 Sub-control types for the SYSINFO control

e 32 lists the sub-control types, their code values, and meanings.

Table 32 — Sub-control types for the SYSINFO control

Type Code (8 bits) Meaning
SI UPTIME Ox11 The elapsed time in secondsssinee the node joined the RMCP-2 session.
SI IDELAY 0x12 The delay in seconds frofiithe SMA, as perceived by the MA.
SI_ROOM_CMA 0x13 I&Z rtl(l)lr;ll})pego(;tf‘CMA places that an MA has allocated and the total number thatlit is
SI_HROV BW 0x15 ;l;llzzrrfgiziglrlgl incoming and outgoing bandwidths in Mbit/s of the network
SI_HOSS BW 0x25 The possible forwarding bandwidth that the MA can afford.
SI §ND BW 0x35 The'total bandwidth in Mbit/s consumed by the MA to serve its CMAs.
SI §ND PACKET 0x36 The total number of packets sent by the MA from start-up.
SI_ §ND BYTES 0x37 The total number of bytes sent by the MA from start-up.
SI RCV_BW 0x45 The bandwidth in Mbit/s perceived by the MA.
SI RCV_PACKET 0x46 The number of packets received by the MA from start-up.
SI_ RCV_BYTES 0x47 The number of bytes received by the MA from start-up.
SI TREE CONN 0x68 A list of PMAs and CMAs directly attached to the sending MA.
SI TREE MEM 0x69 A set of MAs defined by the use of a TREEEXPLOR control.
Tablg 33 lists the,command codes corresponding to the sub-controls for the SYSINFO control. Combinatiofs of

diffe
N

rent sub-controls may be indicated by adding together the corresponding individual SI Command codes.

OTE ~.The 16-bit format column in Table 33 demonstrates how the SI Command code values may be added together tq give
hique, combinations. The bit positions can be considered as representing individual sub-control types and the 1 or 0 valugs can
e interpreted as presence or absence of these sub-control types. For example, 0000 0010 0100 0010 represents the combiqation

ul
b|
0

88
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Table 33 — SI_Command codes for sub-control types for SYSINFO control

Sub-control type Sub;(c)(()]leltrol Coir;l::nd 16-bit format
SI UPTIME 0x11 0x00 01 0000 0000 0000 0001
SI DELAY 0x12 0x00 02 0000 0000 0000 0010
SI_ ROOM_CMA 0x13 0x00 04 0000 0000 0000 0100
SI PROV_BW 0x15 0x00 08 0000 0000 0000 1000
SI POSS_BW 0x25 0x00 10 0000 0000 0001 0000
SI_ SND_BW 0x35 0x00 20 0000 0000 0010 0000
SI SND PACKET 0x36 0x00 40 0000 0000 0100 0000
SI SND_BYTES 0x37 0x00 80 0000 000 1000 0000
SI_ RCV_BW 0x45 0x01 00 0000 0001 0000 0000
SI RCV_PACKET 0x46 0x02 00 0000 0010 0000 0000
SI RCV_BYTES 0x47 0x04 00 0000 0100 0000 0000
SI_ TREE_CONN 0x68 0x10 00 0001 0000 0000 0000
SI TREE MEM 0x69 0x20 00 0010 0000 0000 0000

10.3j3  Sub-control types for a secure RMCP-2

Tablp 34 lists the code values for the sub-control types used in a secure RMCP-2.

Table 34 — Sub-control types for a secure RMCP-2

. Codeyalue Message types containing
Sub-control type Meaning (hexadecimal) the control type
KEY MATERIAL | Key material to generate the key 0x01 RELANS
KEYDELIVER
ACL_DATA ACL_list 0x02 HRSANS

10.4] Code values used in control

10.4{1 Reason code

Tablg 35 lists the reasons for leave of RMCP:2 nodes and their code values.

Table 35 — Reason code

Reason type Value Code (16 bits) Meaning
L I LEAVE 0x01 00 Leave of the MA
eave
SMA LEAVE 0x02 00 Leave of the SMA
. SM_KICKOUT 0x03 00 Expulsion by the SM
Kickout -
PMA_KICKOUT | 0x03 01 Expulsion by PMA

10.4)2 _«Result code

Tablg 3¢1ists the codes that are used in the RESULT control

Table 36 — Result codes

Result type Code (16 bits) Meaning
RE OK 0x01 00 OK
RE_SYSPROB 0x02 00 System problem
RE_ADMPROB 0x03 00 Administrative problem
RE_SERV_MISS 0x41 00 SERV_USER_ID missing
RE SERV_NREC 0x42 00 SERV_USER_ID not recognized

NOTE - both RE_ SERV_MISS and RE_SERV_NREC codes are used for the secure RMCP-2 only.
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10.4.3 Return code

Table 37 lists the codes that are used in the SEC_RETURN control of the secure RMCP-2.

Table 37 — Return codes

Result type Code (8 bits) Meaning
RT_OK 0x01 Authentication satisfactory
RT ERROR 0x02 Error found on authentication
RT RETRANSMISSION REQ 0x03 Retransmission Requested
RT_FAILEDCONFIGURATION 0x04 Applies only to SEC_RETURN in the
SEEAGANS message

10.4{4 Key type code

Tablp 38 lists the key type codes that are used in controls of the secure RMCP-2.

Table 38 — Key type codes

Result type Code (8 bits) Meaning
Ks 0x01 Session key
K¢ 0x02 Group key
Ke 0x03 Content encryption key
10.5 Code values related to the security policy for a secure RVICP-2
Tablp 39 lists the EN_DEC _ID, CON_EN DEC ID and GK_EN _DEC ID codes for the security policy for a s
RM({P-2.
Table 39 — EN_DEC_ID, CON_EN .DEC_ID and GK_EN_DEC_ID codes
Code Meaning Reference
0x01 AES CBC Mode 128-bit key: ISO/IEC 18033-3
0x02 AES CTR Mode 128-bif key ISO/IEC 18033-4
0x03 PKCS #1 ISO/IEC 18033-2
0x04 The SEED Enégyption Algorithm ISO/IEC 18033-3
1x01
Values greater than 1x00 are reserved for other modes of AES
1x02 and SEED defined by the SM ISO/IEC 18033-3
1x03
NOTE - EN_DEC IDLEON EN DEC ID and GK_EN DEC ID are located in separate fields of the secure RMCP-2 mes:
Although the value§ for the EN DEC ID, CON_EN DEC ID and GK_EN DEC ID parameters may differ, the meani

[¢]

hch code, as listéd above, is identical wherever it is used.

Tablp 40 lists.the)AUTH_ID codes for the security policy for a secure RMCP-2.

Table 40 — AUTH_ID codes

pcure

ages.
hg of

Code Acronym Meaning Reference

0x01 HMAC-SHAI Hash Message Authentication Code — US Secure Hash ISO/IEC 9797-2
Algorithm 1

0x02 HMAC-MDS5 Hash Message Authentication Code — Message-Digest ISO/IEC 9797-2
Algorithm 5

0x03 MD5 Message-Digest Algorithm 5 ISO/IEC 9797-2

Table 41 lists the GP_ATTRIBUTE codes for the security policy for a secure RMCP-2.
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Table 41 — GP_ATTRIBUTE codes

Code Attribute Meaning
0x01 OPEN A service user identifier is not required by an RMA before subscribing to the secure
RMCP-2 session
0x02 CLOSED A service user identifier is required by an RMA before subscribing to the secure
RMCP-2 session

Table 42 lists the GK_ MECHA codes for the security policy for a secure RMCP-2.

Table 42 — GK_MECHA Codes

Cqde Attribute Meaning
0x0p STATIC Only one group key is used per one session
0xOft PERIODIC Group key is updated periodically
0x0p BACKWARD Group key is updated whenever any member leaves the group
0x0p FORWARD Group key is updated whenever any member joins the group
0x0p PERIODIC+BACKWARD
0x0p PERIODIC+FORWARD
0x0p BACKWARD+FORWARD
0x0[7 PERIOIDC+FORWARD+BACKWARD

Tablp 43 lists the GK_ NAME codes for the security policy for a secure RMCP-2:

Table 43 — GK_NAME codes

Code Acronym Meaning Reference
0xOft KDC Group key management protocol (GKMP) architecture IETF RFC 2094
0x0p GKMP Group key management protocol (GKMP) specification IETF RFC 2093
0x0B MIKEY Multimedia Internet KEYing IETF RFC 3830
0x0p GSAKMP Group secure association key management protocol IETF RFC 4535
0x0p LKH Key managementfor multicast: Issues and architectures IETF RFC 2627

Tablp 44 shows the AUTH ATTRIBUTE codefor the security policy for a secure RMCP-2.

Table 44 - AUTH_ATTRIBUTE code

Code Value Meaning

0xOft MEMBERSHIP Membership of the session is authenticated using the membership authentication
procedure defined in Annex A

Tablp 45 shows thee AUTH NAME code for the security policy for a secure RMCP-2.

Table 45 — AUTH_NAME code

Code Acronym Meaning Reference

0x0T MEM_AUTH Membership authentication I'he procedure 1s detined in Annex A

10.6 Timer related parameters

This clause defines timers and related parameters used in RMCP-2.

10.6.1 Parameters for neighbour discovery

The following parameters in Table 46 are used to support the neighbour discovery which is described in clause 7.2.2.
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10.6.2

Table 46 — Parameters for neighbour discovery

Parameter Default value Description
T PPROBE 45 seconds Retransmission interval of the PPROBREQ message (in
- seconds).
N_PPROBE 5 attempts Maximum number of PPROBREQ messages delivered in

a single trial.

PPROBANS message
timeout

135 seconds

Maximum waiting time for the PPROBANS message used
to recognize the problem of the probed neighbour;

the estimated value is calculated as T PPROBE * 3.

Parameters for heartbeat

The following parameters in Table 47 are used to support the heartbeat mechanism which is described in clause 7]

10.6{3

Table 47 — Parameters for heartbeat

Parameter Default value Description
T HB 15 seconds Retransmission interval of the HB message (in,séconds).
N HB 2 counts Maximum counts .of T HB timeout beforefecognition of
= the network partition.
Maximum waiting time for the HB message used to
HB message timeout 30 seconds recognize the network partition problem;

the estimated value is calculatedas”T HB * N_HB.

Parameters for report and monitoring

The following parameters in Table 48 are used for report and monitoring:

10.6/4

Table 48 — Parameters for report and monitoring

T COLREPORT

tree depth value
of
TREEEXPLOR
control

Parameter Default value Description
T REPORT 15 seconds Expectation timeout for the STANS message (in seconds).
T _REPORT *

Expectation timeout for the STANS message in case of
sub-tree monitoring (in seconds).

Parameters for HM A-related operation

W

The following parameters in Table’49 are used to support HMA -related operation which is described in clause 7.2.2.1.

Table 49 — Parameters for HM A-related operation

Parameter Default value Description
P HSOLICIT 10 seconds Retransmission interval of the HSOLICIT message (in
= seconds).
Maximum counts of T HSOLICIT timeout before
N HSOLICIT 3 counts recognition of absence of other MAs in the local multicast
Nnetwork.
N HANNOUNCE 3 counts Maximum counts of T HANNOUNCE timeout before
- recognition of HMA absence.
T HANNOUNCE | second Expectation timeout for the HANNOUNCE message (in
- seconds).
Maximum waiting time for the HANNOUNCE message
HANNOUNCE 3 seconds used to recognize the absence of the HMA;
message timeout the estimated value is calculated as T HANNOUNCE *
N_HANNOUNCE.
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Table 49 — Parameters for HMA-related operation

Parameter Default value Description
Maximum waiting time for the HSOLICIT message used to
recognize the absence of other MAs in the local multicast
EnsleOOI:lItCIT message 30 seconds network;
the estimated value is calculated as T HSOLICIT *
N_HSOLICIT.

NOTE — Each MA recognizes absence of the HMA after an HANNOUNCE message timeout, which is calculated as
T_HANNOUNCE * N_HANNOUNCE.

10.6j5 Parameters for maintenance of the tree
The [following parameters in Table 50 are used to support the maintenance of an RMCP-2 tree, which is_describgd in
clauge 7.2.5.3.2.
Table 50 — Parameters for maintenance of the tree
Parameter Default value Description
T RELAY 6 seconds Retransmission interval of the RELREQ‘1essage (in
- seconds).
Maximum count of T RELAY timeout before recognition
N_RELAY 3 counts of connectivity problems between.the PMA and CMA.
Maximum waiting time for tie) RELREQ message used to
RELREQ message 18 seconds recognize the connectivityproblem with the CMA;
timeout the estimated value is-calculated as T_RELAY *
N RELAY.
Maximum waiting/time for the RELANS message used to
RELANS message 18 seconds recognize the-connectivity problem with the PMA;
timeout the estimated value is calculated as T RELAY *
N_RELAY.
10.6]6  Parameters for session leave
The following parameter in Table 51 is used to support session leave of an RMCP-2 node:
Table 51 — Parameter for session leave
Parameter Default value Description
T LEAVE 10 seconds Expectation timeout for the LEAVANS message (in
- seconds).
10.7 Data profileused in RMCP-2
The following patameters in Table 52 are used to support the data profile.
Table 52 — Parameters for the data profile
Parameter Value T)_esmpnnn Reference
TCP Data channel will be established using the TCP. | IETF RFC 793
Transport protocol UDP Data channel will be established using the UCP. | IETF RFC 768
Data channel will be established using the IETF RFC 4960
SCTP
SCTP.
Listening address IPv4 address:port number Listening address and port number of the MA. -
. IP in IP Encapsulation scheme will be IP in IP. IETF RFC 2003
Encapsulation . :
scheme None If encapsulatlon.ls not used, this parameter shall | —
not be included in the data profile.
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An example format of the data profile is shown in Figure 135. The data profile shall be sent in the text mode and shall
contain the values, as defined in Table 31, for the transport protocol, listening address and encapsulation scheme. If the
encapsulation scheme is not used, the encapsulation scheme parameter shall not be included.

Transport protocol = UDP, Listen address = a.b.c.d:9898, Encapsulation scheme = IP in IP

Figure 135 — Example of RMCP-2 data profile

94 Rec. ITU-T X.603.1 (08/2012)


https://standardsiso.com/api/?name=6533382d143a8d32bd31f326892d3aaf

	CONTENTS
	Introduction
	1 Scope
	2 References
	2.1 Identical Recommendations | International Standards
	2.2 Additional references

	3 Definitions
	3.1 Terms defined elsewhere
	3.2 Terms defined in this Recommendation

	4 Abbreviations and acronyms
	5 Conventions
	6 Overview
	6.1 Overview of basic RMCP-2
	6.1.1 RMCP-2 service
	6.1.2 RMCP-2 entities
	6.1.3 Protocol modules of RMCP-2
	6.1.4 RMCP-2 control model
	6.1.5 Simplex delivery model of RMCP-2

	6.2 Overview of secure RMCP-2
	6.2.1 Secure RMCP-2 entities
	6.2.2 Session manager
	6.2.3 Dedicated multicast agents
	Key/message security management module
	Group/member security management module
	6.2.4 Sender and receiver multicast agents
	6.2.5 Protocol modules of secure RMCP-2
	6.2.6 Structure of regional security management

	6.3 Types of RMCP-2 messages

	7 Protocol operation for basic RMCP-2
	7.1 Session manager's operation
	7.1.1 Session initiation
	7.1.1.1 Normal procedure
	7.1.1.2 Handling SID duplication

	7.1.2 Membership control
	7.1.2.1 Membership subscription
	7.1.2.1.1 MAID allocation
	7.1.2.1.2 Handling extended information

	7.1.2.2 Member expulsion

	7.1.3 Heartbeat
	7.1.4 Session monitoring
	7.1.5 Session termination

	7.2 Multicast agent's operation
	7.2.1 Session subscription
	7.2.1.1 Subscription of an SMA
	7.2.1.2 Subscription of an MA

	7.2.2 Neighbour discovery
	7.2.2.1 Neighbour discovery in a multicast network
	7.2.2.1.1 Role of an HMA
	7.2.2.1.2 HMA discovery
	7.2.2.1.3 New HMA election
	7.2.2.1.4 Handling HANNOUNCE message contention
	7.2.2.1.5 HMA continuity

	7.2.2.2 Neighbour discovery in the unicast network
	7.2.2.2.1 Neighbour discovery
	7.2.2.2.2 Exploring more
	7.2.2.2.3 Selecting a PMA candidate using system information
	7.2.2.2.4 Selecting a PMA candidate through distance measurement


	7.2.3 Session join
	7.2.4 Leave
	7.2.4.1 Leave at own will
	7.2.4.1.1 MA leave in a unicast network
	7.2.4.1.2 MA leave in a multicast network

	7.2.4.2 Parent switching
	7.2.4.3 MA expulsion
	7.2.4.3.1 Expulsion by PMA
	7.2.4.3.2 Expulsion by SM

	7.2.4.4 SMA leave

	7.2.5 Maintenance
	7.2.5.1 Heartbeat
	7.2.5.2 Monitoring
	7.2.5.3 Fault detection and recovery
	7.2.5.3.1 Loop detection and prevention
	7.2.5.3.2 Network partition detection and recovery

	7.2.5.4 Tree reconstruction

	7.2.6 Termination


	8 Protocol operation for secure RMCP-2
	8.1 Session manager's operation
	8.1.1 Admission control
	8.1.1.1 TLS authentication
	8.1.1.2 Admission of the SMA
	8.1.1.3 Admission of DMAs
	8.1.1.4 Admission of RMAs to open groups
	8.1.1.5 Admission of RMAs to closed groups

	8.1.2 Key management for which the SM is responsible
	8.1.2.1 Session key
	8.1.2.2 TLS key

	8.1.3 Establishment of security policy
	8.1.4 Agreement of security mechanisms
	8.1.4.1 Agreement between SMA and DMAs
	8.1.4.2 Agreement between RMAs

	8.1.5 Access control for RMAs

	8.2 Multicast agent's operation
	8.2.1 Key management for which the SMA and DMAs are responsible
	8.2.1.1 Group key management
	8.2.1.2 Content encryption key management
	8.2.1.3 Membership authentication key

	8.2.2 Secure session subscription
	8.2.3 Membership authentication for joining the RMCP tree
	8.2.4 Secure tree join
	8.2.5 Secure tree leave
	8.2.5.1 Leave of RMA from a multicast network and unicast network
	8.2.5.2 Leave of HMA from a multicast network
	8.2.5.3 Leave of DMA from a unicast network

	8.2.6 Message encryption/decryption
	8.2.7 Encryption/decryption and delivery of content data


	9 RMCP-2 message format
	9.1 Common format of RMCP-2 message
	9.2 Control data format
	9.2.1 Common control format
	9.2.2 Common sub-control format
	9.2.3 Formatting multiple controls

	9.3 RMCP-2 messages
	9.3.1 SUBSREQ message
	9.3.2 SUBSANS message
	9.3.3 PPROBREQ message
	9.3.4 PPROBANS message
	9.3.5 HSOLICIT message
	9.3.6 HANNOUNCE message
	9.3.7 HLEAVE message
	9.3.8 RELREQ message
	9.3.9 RELANS message
	9.3.10 STREQ message
	9.3.11 STANS message
	9.3.12 STCOLREQ message
	9.3.13 STCOLANS message
	9.3.14 LEAVREQ message
	9.3.15 LEAVANS message
	9.3.16 HB message
	9.3.17 FAILCHECK message
	9.3.18 TERMREQ message
	9.3.19 TERMANS message
	9.3.20 SECAGREQ message
	9.3.21 SECLIST message
	9.3.22 SECALGREQ message
	9.3.23 SECAGANS message
	9.3.24 KEYDELIVER message
	9.3.25 HRSREQ message
	9.3.26 HRSANS message

	9.4 RMCP-2 controls
	9.4.1 RP_COMMAND control
	9.4.2 SI_COMMAND control
	9.4.3 DATAPROFILE control
	9.4.4 NEIGHBORLIST control
	9.4.5 REASON control
	9.4.6 RESULT control
	9.4.7 ROOTPATH control
	9.4.7.1 RP_XXX sub-control

	9.4.8 SYSINFO control
	9.4.8.1 SI_UPTIME sub-control
	9.4.8.2 SI_DELAY sub-control
	9.4.8.3 SI_ROOM_CMA sub-control
	9.4.8.4 SI_PROV_BW sub-control
	9.4.8.5 SI_POSS_BW sub-control
	9.4.8.6 SI_SND_BW sub-control
	9.4.8.7 SI_SND_PACKET sub-control
	9.4.8.8 SI_SND_BYTES sub-control
	9.4.8.9 SI_RCV_BW sub-control
	9.4.8.10 SI_RCV_PACKET sub-control
	9.4.8.11 SI_RCV_BYTES sub-control
	9.4.8.12 SI_TREE_CONN sub-control
	9.4.8.13 SI_TREE_MEM sub-control

	9.4.9 TIMESTAMP control
	9.4.10 CANDIDATEHMA control
	9.4.11 TREEEXPLOR control
	9.4.12 COLLECT control
	9.4.13 PSEUDO_HB control
	9.4.14 PARAMETER control
	9.4.15 SERV_USER_IDENT control
	9.4.16 AUTH control
	9.4.17 AUTH_ANS control
	9.4.17.1 KEY_MATERIAL sub-control

	9.4.18 SMA_PROPOSE control
	9.4.19 GK_MECH_CAPAB control
	9.4.20 EN_DEC_CAPAB control
	9.4.21 AUTH_ALG_CAPAB control
	9.4.22 GK_MECH control
	9.4.23 AUTH_MECH control
	9.4.24 CON_EN_DEC_ALG control
	9.4.25 GK_EN_DEC_ALG control
	9.4.26 AUTH_ALG control
	9.4.27 GK_MECH_DELIVER control
	9.4.28 AUTH_MECH_DELIVER control
	9.4.29 CON_EN_DEC_DELIVER control
	9.4.30 GK_EN_DEC_DELIVER control
	9.4.31 AUTH_ALG_DELIVER control
	9.4.32 SEC_RETURN control
	9.4.33 KEY_INFO control
	9.4.33.1 KEY_MATERIAL sub-control

	9.4.34 ACL_LIST control
	9.4.34.1 ACL_DATA sub-control



	10 Parameters
	10.1 Identifications used in RMCP-2
	10.1.1 Session ID
	10.1.2 Multicast agent ID (MAID)

	10.2 Code values used in RMCP-2
	10.2.1 Codes values for basic RMCP-2 node types
	10.2.2 Code values for RMCP-2 message types
	10.2.3 Code values for RMCP-2 control types

	10.3 Code values for sub-control types
	10.3.1  Sub-control types for the ROOTPATH control
	10.3.2 Sub-control types for the SYSINFO control
	10.3.3 Sub-control types for a secure RMCP-2

	10.4 Code values used in control
	10.4.1 Reason code
	10.4.2 Result code
	10.4.3 Return code
	10.4.4 Key type code

	10.5 Code values related to the security policy for a secure RMCP-2
	10.6 Timer related parameters
	10.6.1 Parameters for neighbour discovery
	10.6.2 Parameters for heartbeat
	10.6.3 Parameters for report and monitoring
	10.6.4 Parameters for HMA-related operation
	10.6.5 Parameters for maintenance of the tree
	10.6.6 Parameters for session leave

	10.7 Data profile used in RMCP-2
	A.1 Overview
	A.2 Authentication procedure
	B.1 Overview
	B.2 Session information sharing between SMs
	B.3 Supporting session subscription in RMCP-2 between multiple SMs
	B.4 Supporting a session leave in RMCP-2 between multiple SMs
	B.5 Other operations of the RMA in RMCP-2 between multiple SMs
	B.6 RMCP-2 messages for sharing session information between SMs
	B.6.1 SINFO
	B.6.2 SMNOTI

	C.1 Bootstrapping rule
	C.2 HMA selection rule
	C.3 CMA acceptance rule
	C.4 Parent decision rule
	C.5 Tree improvement rule
	C.6 PMA's expulsion rule
	D.1 Overview
	D.2 Data delivery scheme using IP-IP tunnel mechanism
	D.3 Data delivery scheme using a non-encapsulation scheme
	E.1 Overview
	E.2 Issues for a reliable data delivery scheme
	E.2.1 Data buffering
	E.2.2 Data sequence numbering
	E.2.3 Retransmission request

	E.3 Operation
	E.3.1 Session join
	E.3.2 Parent switching

	E.4 Service data unit (SDU) format
	E.5 Data profile
	F.1 Overview
	F.1.1 APIs
	F.1.2 Use of RMCP-2 API

	F.2 RMCP-2 API functions
	F.2.1 Functions related to the MA control
	int rmcp2_socket (void)
	int rmcp2_bind(int sd, session_profile *profile, int profile_len)
	int rmcp2_connect(int sd, struct sockaddr *sm_addr, int addrlen)
	int rmcp2_close(int sd)
	int rmcp2_setsockopt(int sd, int opt_type, char *opt, int optlen)
	int rmcp2_getsockopt(int sd, int opt_type, char *opt, int *optlen)
	F.2.2 Functions related to an MA's data delivery
	int rmcp2_recv(int sd, char *buf, int len, int flags)
	int rmcp2_send(int sd, char *buf, int len, int flags)
	F.2.3 Functions related to session management
	SID rmcp2_session_open(session_profile *session_profile)
	int rmcp2_session_close(SID session_id)
	int rmcp2_member_out(SID session_id, MAID maid)
	int rmcp2_status_report(SID session_id, int command, char *result, int *result_len)
	int rmcp2_char_change(SID session_id, int command, char *opt, int optlen)
	Blank Page





