INTERNATIONAL ISO/IEC
STANDARD 16512-2

Second edition
2011-12-01

Information technology — Relayed
multicast protocol: Specification for
simplex group applications

Technologies de l'information « Protocole de multidiffusion relayé:
Spécification relative aux applications de groupe simplex

Reference number
ISO/IEC 16512-2:2011(E)

2 . © ISO/IEC 2011



https://standardsiso.com/api/?name=9f3c2ef607b3ea2cd6bb2e678bee6509

ISO/IEC 16512-2:2011(E)

© ISO/IEC 2011

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocop ying and microfilm, w ithout permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

COPYRIGHT PROTECTED DOCUMENT

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11

Fax +41 2274909 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=9f3c2ef607b3ea2cd6bb2e678bee6509

ISO/IEC 16512-2:2011(E)

CONTENTS
1 00 o1 PP
2 N OIMLIVE FEf BN BNCES 1. vt s iee i eet e ettt e e e e e e e s e e s e e s e e s e ra e e rasaeas s e s s eraseraaeeenn s rensennnsennnreren
21  Identical Recommendations | International StaNdards ............ccccoerrenerireneneeseee e
2.2 AJditioNal FEFErENCES ... .ottt et ae bt e e e s e e besbesaeebeeaeeneeneeeeneeseens
3 D= T Tl (o) PPN
4 F N o] 0=V = 0] 1PN
5 Querview
Bl RMOCP-2 NS .uuuiiiieeiieeetseeeeens e rees s s erss s s reens s e renns s e rennssesennssenrnnseerennneeenennneeerene )
52  RMCP-2protocol bIOCK ....ccuoiiuuiiiiiiiii st r e er e ke N
53 Simplex delivery model of RMCP-2 ........uiiieiiiiieie e ee e e e e
54  TypeSof RMCP-2 MESSAgES. .. . ceeeuuneerrnneerennaeermnnsserennsserennsseresnssserrnnssserennsfhedslonnennnnnns
6 ProtOCOI OPEIELION ..ivvuierisireieie e e e e e e e e s ea s e e s e rnsernsarnansernnsennnsennnssesdempebenennnsennnrenen
6.1 SM'SOPEIEHON. ... ieeeieetieete e e e e ee e e e e e reeeeeeeren e erneeenserennaennnerrnnss dhstadhn s ereneennneeenas
6.2 MA'SOPEIEHION c.uuieeeieeieeeee e eee e e e et e eea e eeeeeeeasseensernnsernnserenssennsensformiensernnrerraaaennarenaas
7 RMCP-2 MeSSage FOMMIBL ..vuuieeereiieeeerieeen e e err e rrr e rrr e e e S b e s e e e re s e e eeea s s e enrnn e eees
7.1  Common format of RMCP-2 MeSSAge.......cuuvireurernnrerniierneeeneeesn e e
7.2 Control dataformMat ........oveeueieeeiii e e e E e e e e e e e e e
0 T 1V == [ o
8 (=0 11 (= £ - SN
8.1 Dataforwarding Profil€.....cceieeiiiiiiiiiiiiiiiirinen S e
8.2  Parameatersused iN RMCP-2......cccuuiiiiiiiiiee e e s adhh e e eenns s e sesns s e ses s s e renn s s e renneearennsserennnss
8.3  Encoding rulesto represent values used in RMCP-25.....cceveiviieiie e
9 Overview Of SECUTE RIMCP-2 ......iieiiieeeceee e M e e e s e e e s e e e s e e e e s s e er s s e nnn e e e ne e e enennnes
1S I R 0 017/ o 11 o S PP UPPPRPTT
9.2 SECUrE RMCP-2 ENtItIES .. ivruieres e A ettt s rre s ere s e e s e e s e e s e ernseransera s e rseernnsarransennnsennnnas
1S I T = (] (0 1oro] I o] [0 G T PP UPPPRPPT
9.4  Typesof secure RMCP-2 ProtOGOl MIESSATES ..vvvuurrrrrnusrrrrnnusarrnnseresuserrsnssarennsssresnssarennnss
9.5  Structure of regional SECUrity\MBNAgEMENT ... .c.uuuiiiiri e rer e rra e e eenaaes
10 o110 wo [oTe = = i [o) o [N PP
O RV 0 o= = (o P
O Y N o] o 1= = 1o o R P
11 Format of SECUIE RIVFEP:2 MESSA0ES .. .eveuuieeuieeuiereaseaaaeenseeaseea s aseasesnsseenssaransaeanssrennsaennseennsanen
11.1  Common format for SeCure RMCP-2 MESSA0ES.....veeiuveereeirreeireessreesseessseessessssessseesssesssessasenns
112  SeCUrERIVICP-2 MESSAgES ... eeueeuienuieuirueereeasseasraseaseasaeaseanseansenssenssanssenseensennsenssensennsenns
12 R (=0 1< 1= £ N
12.1 Secure RMCP-2 node types and COOE VAIUES .........oieieeuiiiiiiiiieeii e eeei e ee e e een e
12.22Secure RMCP-2 message types and COOE VAIUES. ........iiuuiieeiiie e ee e e e e
12\3~ Secure RMCP-2 control typesand COOE VAIUES .......c..ovieuiiiiiiiiiiiii e e e e e e e e
12.4 Code valuesrelated to the RMCP-2 SECUITY POIICY ..cuuiireunieeniienieeeee e e eeeee e ee e e e eeans
12.5 MISCEIlaNEOUS COUE VAIUEBS.. ... vuieuieuieieuieienseses s e e ea s e s e s easens
Annex A —Tree configuration algorithim ........c..oioue i e e e e e
F N A 2 ToTo s 1= o) o 1 g o [ (U1 1= TS PPN
A.2  Neighbour diSCOVENNG FUIE .. .cuuiir it s e e s e e s e ae s e e s e eaeeenaearen
F G T o 1Y = =T =P
N OV N oo o = U =
A5 Parent AECISION TUIE . .cvuiieii e et e e e e e s e e s e e s e ra e e ea s e rra s ena s ernsannnnennnsanen
A6 TreeimPrOVEMENE FUIE....cccee e eeee e eee e e e e e e e e e e e e e e e e e ren s e e e re e e e ren e e e en e e e ren e e erennnns
A7 PMA'SKICKING-OUL FUIE ....ecee et e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeennnes
Annex B — Real-time data deliVery SChEME ......coee e e
o 30 R @V V1= 1 PPN

© ISO/IEC 2011 — All rights reserved

&
Q
[}

O~N~N OO WONPFPRPRPPE P

NDN P
= O O O

LU AR Y

O Ul U1 Ol
NPk, OO0N-SN

o O O
~N W W

~
w

~N ~
W W

00 O 00 O 00
© 00N O O

© © O © O O O O
GO s wWWwNPRFPP

O ©
[e23 o))


https://standardsiso.com/api/?name=9f3c2ef607b3ea2cd6bb2e678bee6509

ISO/IEC 16512-2:2011(E)

Page

B.2  IP-IPtunnel mechanism for RMCP-2 real-time data deliVery ........cceuuiiieieeiiiieeee e 96

Annex C — Reliable data delivery SCNEME ........couuiiiii e 98
LT R @Y= oV = PP 98

{3 4= - 1[0 o 98

C.3  DataencapSulation fOMMIAL. . ... cuuiieuieeuieeu e eeee e eee e rr e e e s e e s e re s eeasrea s eraasaenn s e rensennssennnsns 100

(O B T = N o] (o] =P PTTTE 100
ANNEX D — RMCP-2 AP ..ottt s e e e e s e e e e e s e s s s e e e en s e e aaanes 101
D R O 7= PP 101

D.2  RMCP-2 APl fUNCHONS c.vvtuiiiiiiisiiisiii e s s e e n s s ananes 102

Anfex E — Membership authentiCation MEChaNISM ........ccueeireeiireeieeeireeseseseessessssesssessssesssessssesssessssessesiue 105
I N @ V7= V1= 1 PSPPI S S 105

E.2  AUthentiCation PrOCEAUIE. .......couuu e e e eeee e e eeee e e e e e e e e e e e ree e e e e ren e e eeeen e e enennneegeehpeeees 105
ANNEX F —BiblOgraphy ... ooccee e e e e e g s e 107
F.1  INfOrmative FEfErENCES ....cueiee et e e e e e e e e e e e e B he e e e e e een 107

iv © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=9f3c2ef607b3ea2cd6bb2e678bee6509

ISO/IEC 16512-2:2011(E)

Foreword

ISO (the Internation al Organization for Standardizati on) and I|EC (the Internationa | Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or|IEC parti cipate in the d evelopment of International Standards through technical committees
established by the resp ective organization to deal with particular fields of tech nical activity. 1ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part inthe work. Inthe field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Rart .

he main ta sk of the joi nt technical committee is to prepare International Standards. BPraft Intefnati onal
tandards adopted by the joint technical committee are circulated to national bodies for yoting. Publication as
n International Standard requires approval by at least 75 % of the national bodies castinga vote.

Q (n —

>

ttention is drawn to t he possibility that some of the elements of this document may be the subject pf patent
ghts. ISO and IEC shall not be held responsible for identifying any or all such,patent rights.

—

IBO/IEC 16512-2 was prepared by Joint Te chnical Committee ISO/IEC'JTC 1, Information teghnology,
Subcommittee SC 6, Telecommunications and information exchange between systems, in collaborgtion with
TU-T. The identical text is published as ITU-T Rec. X.603.1 (03/2010).

—

his second edition cancels and replaces the first edition (ISOAEC* 16512-2:2008), which has been tgchnically
bvised.

—

BO/IEC 16512 consists of the follo wing parts, under_the general title Information technology —|Relayed
hulticast protocol:

=

L Part 1: Framework

— Part 2: Specification for simplex groupapplications

© ISO/IEC 2011 — All rights reserved \"
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Introduction

Introduction Relayed MultiCast Protocol Part 2 (RMCP-2) is an application-layer relayed multicast protocol for simplex
group applications. RMCP-2 can construct an optimized and robust one-to-many relayed multicast delivery path over a
unicast network with the help of RMCP entities defined by Rec. ITU-T X.603 | ISO/IEC 16512-1.

An RMCP-2_session consists of one SM and one or more MASs: SM initiates and terminates RMCP-2 session a
manages RMCP-2 session and participated MAs; MA configures an RMCP-2 tree to deliver group data by exchanging
series of RMCP-2 control messages.

o

[<Y)

[¢)

Along th¢ relayed multicast delivery path, several types of data delivery channels can be constructed according to th
requiremgnt of application services.

vi © ISO/IEC 2011 — All rights reserved
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

1

Information technology — Relayed multicast protocol:
Specification for simplex group applications

Scope

This Recommendation | International Standard specifies the Relayed MultiCast Protocol for simplex group applications
(RMCP-2), an application-layer protocol, which constructs a multicast tree for data delivery from one sender to multiple
receivers over the Internet where I|P multicast is not fully deployed.

Clau
prot

mult
oper

Thes
stred

Anngx E defines a membership authentication procedure for use with the secure RMCP-2 protocol. Annexes

prov,

2

The
cons
werq
Recq
editi
valid
valid

21

2.2

ses 5-8 define a basic RMCP-2 protocol without security features, and clauses 9-12 define a secure RM

cast agents to construct a one-to-many relayed data path and to relay simplex data. They also specify
iti ons of the session manager to manage multicast sessions.

e protocols can be used for applications that require one-to-many data delivery services,-such as multin
Iming services or file dissemination services.

de informative material related to these protocols. Annex F contains an informative bibliography.

Nor mative refer ences

following Recommendations and International Standards contain previsions which, through reference in this
itute provisions of this Recommendation | International Standard.<At'the time of publication, the editions indi
valid. All Recommendations and Standards are subject to revision, and parties to agreements based orj
mmendation | International Standard are encouraged to investigate the possibility of applying the most r
bn of the Recommendations and Standards listed below, Mémbers of IEC and 1SO maintain registers of curr,
International Standards. The Telecommunication Standardization Bureau of the ITU maintains alist of curr
ITU-T Recommendations.

Identical Recommendations| International Standards

— Recommendation ITU-T X.603;(2004) | 1SO/IEC 16512-1:2005, Information technology — Rel
multicast protocol: Framework:

Additional references

— ISO/EC 9797-2:2002, Information technology — Security techniques — Message Authentication Q
(MACs) — Part 2; Mechanisms using a dedicated hash-function.

— ISO/EC,9798-3:1998, Information technology — Security techniques — Entity authenticati
Part 3-Mechanisms using digital signature techniques.

Asymmetric ciphers.

Block ciphers.

CP-2

col that adds security features to the basic protocol. Both protocols specify a series of functions and pracedures for

the

nedia

A-D

text,
cated
this
bcent
ently
ently

ayed

odes

n —

—  ISOMNEC 18033-2:2006, Information technology — Security techniques — Encryption algorithms — Part 2:

~=_\ISO/IEC 18033-3:2010, Information technology — Security techniques — Encryption algorithms — Part 3:

Q0 8
Sream ciphers.

— |ETF RFC 2094 (1997), Group Key Management Protocol (GKMP) Architecture.

— |ETF RFC 3546 (2003), Transport Layer Security (TLS) Extensions.

— |ETF RFC 3830 (2004), MIKEY: Multimedia Internet KEYing.

— |IETF RFC 4279 (2005), Pre-Shared Key Ciphersuites for Transport Layer Security (TLS).
— |ETF RFC 4346 (2006), The Transport Layer Security (TLS) Protocol Version 1.1.

— |ETF RFC 4535 (2006), GSAKMP: Group Secure Association Key Management Protocol.

Rec. ITU-T X.603.1 (03/2010)
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3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

31 multicast: A data delivery scheme where the same data unit is transmitted from a single source to multiple
destinations over a single invocation of service.

32 I P multicast: A multicast schemein an IP network supported by multiple multicast-enabled | P routers.

33 relayed multicast: A multicast data delivery scheme that can be used in unicast environments; the scheme is

based on intermediate multicast agents that relay multicast data from a media server to media players over a tree
hierarchy.

34 relayed multicast protocol (RMCP): A protocol that supports and manages the relayed multicast data
trangport.

35 RMCP-2 session: An MA set that uses the RMCP to configure the data delivery path.

3.6 multicast agent (MA): An intermediate data transport entity used to relay the multicast application |data.
Depending on the deployment, an MA may beinstalled in the same system as areceiving client.

37 sender multicast agent (SMA): The MA attached to the sender in the same system or ocal network.

38 receiver multicast agent (RMA): The MA attached to the receiver in the same system or local network.
39 head multicast agent (HMA): A representative of the MA inside a local \network where the multicgst is
enabjed.

3.10 session manager (SM): An RMCP entity that is responsible for the averall RMCP operations; it mgy be
located in the same system as the media server or located separately from the media server.

311 parent multicast agent (PMA): The next upstream MA in theRMCP-2 data delivery path.
312 child multicast agent (CMA): The next downstream MA in.the RMCP-2 data delivery path.
313 RM CP-2 protocol: A relayed multicast protocol for simplex group applications.

3.14 basic RM CP-2 protocol: The relayed multicast protocol for simplex group application defined in clauseg 5-8.

3.15 secure RMCP-2 protocol: The relayed mulficast protocol supporting security features for smplex group
appljcations defined in clauses 9-12.

3.16 dedicated multicast agent (DMA)x/AN intermediate MA pre-deployed as a trust server by the Session
Manpger (SM) in an RMCP session.

3.17 security policy: The set of criteria for the provision of security services, together with the set of valugs for
thesg criteria, resulting from agreement of the security mechanisms defined in 10.1.4.

3.18 TLS CERT mode: A"mode of the TLS defined in IETF RFC 4346 for the authentication of MAs uslng a
certificate.

3.19 TLS PSK mode-A mode of the TLS defined in IETF RFC 4279 for the authentication of MAs using 4 pre-
shar¢d key for the TLSkey exchange.

3.20 relayed-multicast region; RM region: A management zone defined by the use of the session key Ks.

321 member multicast region; MM region: A management zone defined by the use of one or more group
keyqgKag.
3.22 member multicast group; MM group:

1) (in a multicast disabled area) a group consisting of one DMA and multiple RMASs sharing the same
group key Kg.

2) (inamulticast enabled area) a group consisting of one HMA, multiple RMASs together with one or more
candidate HMAs sharing the same group key Kg.

3.23 candidate HMA: A DMA that is able to assume the role of an HMA, should the original HMA leave or be
terminated from a multicast-enabled MM group.

324 group attribute (GP_ATTRIBUTE): An attribute that defines whether or not the Content Provider controls
the admission of RMAs to the secure RMCP-2 session.

3.25 closed group: An MM group in which all the RMAs have been allocated a service user identifier from the
Content Provider before subscribing to the secure RMCP-2 session.

2 Rec. | TU-T X.603.1 (03/2010)
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3.26 open group: An MM group in which none of the RMASs require a service user identifier before subscribing to
the secure RMCP-2 session.

3.27 regular HB message: An HB message that is relayed without interruption along the path of the RMCP-2 tree
from the SMA to the receiver of the message. The originator of aregular HB message is the SMA.

3.28 pseudo-HB message: An HB message that indicates a fault in the delivery path of the RMCP-2 tree. The
originator of a pseudo-HB message is the MA that discovers this fault.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

ACL Access Control List

AUTH Authentication

CEK Contents Encryption Key

CMA Child Multicast Agent

CP Content Provider

DMA Dedicated Multicast Agent
HANNOUNCE HMA announce message

HB Heartbeat message

HLEAVE HMA leave message

HMA Head Multicast Agent
HRSANS Head Required Security Answer
HRSREQ Head Required Security Request
HSOLICIT HMA solicit message

IP-IP IPinlIP

KEYDELIVER Key Delivery

LEAVANS L eave answer message
LEAVREQ L eave requestsmessage

MA Multicast Agent

MAID Multicash Agent Identification
PMA Parent Multicast Agent
PPROBANS Parent probe answer message
PPROBREQ Parent probe request message
RELANS Relay answer message
RELREQ Relay request message

RMA Receiver Multicast Agent
RMCP Relayed MultiCast Protocol
SbP Session Description Protocol
SECAGANS SECurity AGreement ANSwer
SECAGREQ SECurity AGreement REQuest
SECALGREQ SECurity ALgorithms REQuest
SECLIST Selected sECurity LIST

SID RMCP-2 Session Identification
SMA Sender Multicast Agent

STANS Status report answer message
STCOLANS Status report collect answer message
STCOLREQ Status report collect request message
STREQ Status report request message

Rec. ITU-T X.603.1 (03/2010)
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SUBSANS Subscription answer message
SUBSREQ Subscription request message
T/TCP TCP extensions to Transactions
TCP Transmission Control Protocol
TERMANS Termination answer message
TERMREQ Termination request message
TLS Transport Layer Security
UDP User Datagram Protocol

5 Overview

The RMCP-2 is an application-level protocol that uses multicast agents (MAS) and a session manager (SW1)'to support
and manage a relayed multicast data transport over a unicast-based Internet. With the help of the SM) the RM[CP-2
begins by constructing a relayed multicast control tree that consists of MAs. Consequently with(the preconfigured
contfol tree, each MA connects appropriate data channels with each other.

The RMCP-2 entities for asimplex delivery model are described in clause 5.1.

51 RMCP-2 entities

The RMCP-2 entities are the same as those described in RMCP Part 1. As shown’in Figure 1, each RMCP-2 session
congructs arelayed multicast data delivery model with the following entities:

a) oneSM;

b) one sender multicast agent (SMA) per sender application;
C) oneor more receiver multicast agents (RMAS);

d) oneor more sending or receiving group applications.

An $M, which can handle one or multiple sessions simultanesusly, can be implemented separately or as a part of pther
entit|esin an RMCP-2 session.

Session
manager

)
RMA H RMA H RMA
X.603.1(07)_FO1

Receiving ﬁeci_vm Receiving
npn ,'—'11('\'('\
\/

S

Figure 1 — RM CP-2 service topology

An SM can provide the following functionalities:
a) sessioninitialization;
b) sessionrelease;
C) session membership management;
d) session status monitoring.

4 Rec. | TU-T X.603.1 (03/2010)
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An MA, which refers to both the SMA and the RMA, constructs a relayed multicast delivery path from one sender to
many receivers and then forwards data along the constructed path, can provide the following functionalities:

5.2
An

mMess

a) sessioninitialization;
b) sessionjoin;

C) sessionleave,

d) session maintenance;

€) session statusreporting;
f) application datarelay.

RMCP-2 prn‘rnr‘nl block

BM  should exchange control messages with other MAs to control and manage RMCP-2 session. The_cgntrol

aprqtocol stack of an SM.

Control module of RMCP-2 SM

TCP

IP (unicast)

Figure 2 — Protocol stack of S\

ages used by SM should be delivered reliably; otherwise, RMCP-2 session becomes unrecoverable. Figure 2 shows

An MA, which refers to both the SMA and the RMA, constructs a relayed multicast delivery path from one sender to

man
data

receivers and then forwards data along the constructed,path. An MA consists of an RMCP-2 control module
transport module. The control module establishes therelayed data delivery path. The data transport module sgts up

a datia channel aong the path constructed by the control module and then relays data through the channel.

The
with
protd

col stack of an MA's control module.

D® Control module of RMCP-2 MA

TCP

IP (unicast)

The

Figure 3 —Protocol stack of MA's control module

MA’s data module rnl':lye npplirnfinn data :\Inng the tree Pnnfigl wred hy the control_module, l:igl re 4 _show

and a

MA's control module configures the control tree,from the SMA to every leaf MAs by exchanging control messages
other MAs. Also the control module is used' for session control and management by SM. Figure 3 showp the

the

protocol stack of RMCP-2 data module. Any kind of transport mechanism can be inserted, if needed, because RMCP-2
imposes no restrictions on the type of application data to be delivered.

To ensure that RMCP-2 can adopt any kind of data transport mechanism, two MAs (namely, the parent multicast agent
(PMA) and the child multicast agent (CMA)) construct a data delivery path on the control tree by exchanging the data
profiles described later.

Rec. ITU-T X.603.1 (03/2010)
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The

cong :
deliered to each leaf MAs. For more information, Annexes B and C present two feasible real-time and reliable
deliVlery schemes.

53
The

The
mult

poss

54

Toc
requ

Data module of RMCP-2 MA

TCP, UDP, IP-IP, SCTP, etc.

IP (unicast or multicast)

Figure 4 — Protocol stack of RM CP-2 data module

ructed along the RMCP-2 control tree. Along the data dellvery path the appllcatl on data from the SMA

Simplex delivery model of RM CP-2

data delivery path that RMCP-2 considers is a per-source relayed multicast tree. Along the per-source rel
cast path, a unidirectional real-time or reliable data channel can be constfucted. Figure 5 shows one 0
ble relayed multicast trees configured by RMCP-2 for simplex real-time or-feliable applications.

Sending
app.

;\_ﬁ%mplex relayed
Iticast network

Reliable | Real-time
unicast

and unidirectiona
transport connection

Reliable | Real-time
multicast

and unidirectiona
transport connection

A 4
Receiving
app.

X.603.1(07)_FO05

Receiving
app.

Figure5— Relayed multicast tree configured by RM CP-2

Types,of RM CP-2 messages

bnstruet and maintain a relayed multicast tree, severa control messages are exchanged between RM CP-2 peer
bst-and-answer manner. Table 1 lists the RMCP-2 control messages according to the appropriate functions.

data

arget services of RMCP-2 are simplex broadcasting services, such as Internet live TV and ‘'Software dissemination.
In those service models, building an optimal data delivery path from a sender to multiple receivers is impo
RMCP-2 can support asimplex data delivery model by using the MA's control and data miedule.

[tant.

ayed
f the

5in a

Table 1 — RM CP-2 messages

M essages Descriptions RM CP operations
SUBSREQ Subscription request L
— Session initialization
SUBSANS Subscription answer
PPROBREQ Parent probe request _
MAP discovery
PPROBANS Parent probe answer
HSOLICIT HMA solicit
HANNOUNCE HMA announce HMA €lection
HLEAVE HMA leave

Rec. ITU-T X.603.1 (03/2010)
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6

This
this

6.1
6.1.1

M essages Descriptions RM CP operations
REL RE( Relay request
Q Y Datadelivery
RELANS Relay answer
STREQ Status report request
STANS Status report answer . o
Session monitoring
STCOLREQ Status collect request
STCOLANS Status collect answer
CEAVRE Teave request
~ « Session leave
LEAVANS L eave answer
HB Heartbeat Session heartbeat
TERMREQ Termination request ) o
— Session termination
TERMANS Termination answer

Protocol operation

SM's operation

Session initiation

clause describes the RMCP-2 protocol functions and their operations in details."All the components described in
flause follow the definitions of Rec. ITU-T X.603 | ISO/IEC 16512-1.

To make the SM create a new session, a content provider (CP) stiould provide a session profile, which includes details

to cn
from
SM
of sg

Afte
subs

6.1.4
On 1

Admission control

Pate a session such as the session name, media characteristies, and the group address. To distinguish the sessions
each other, the SM creates a globally unique session identification (SID). After a successful session creation, the
eturns the SID to the CP. The CPs may announce the'session creation by using a web server or email. But thg way
SSion announcement is out of scope this Specification.

the successful session creation, the SM waits.for a subscription request from the MAs. When the SM receiyes a
Cription request from an MA, the SM decideswhether to accept the subscription request.

eceiving MA's subscription request, firstly the SM checks the SID in the request message, and then determines

whether the request is acceptable according to the session policy. RMCP-2 session can be operated privately as wgll as

publ
Whs

cly with some extrainformation such as system information.
h the SID in the MA'SSUBSREQ is valid, then the SM checks proposed MAID and proposed data profile. |If the

MAID proposed by MA>-has null or duplicated value, then the SM proposes a unique one; otherwise, the propgosed
MAID will be used. during the session. If the proposed data profile cannot be supported, the SM should regjeqt the
request with a reason. Otherwise, the SM can negotiate for the most effective data profile and sends back with the

negd

tiated one;

When theiMA's SUBSREQ is granted, then the SM responds with a confirmed MAID, NL and session depefdent

infol

mation.

code chked Out (KO) and then updates its session member list. Upon receiving SM's LEAVREQ message, MA leaves
the session promptly. Figure 6 illustrates the procedure, where the SM sends a LEAVREQ message with the reason
code KO and then the MA B leaves the session with notifying its PMA and CMAs of the expulsion.

Rec. | TU-T X.603.1 (03/2010) 7
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SM MA A MAB MAC
LEAVREQ)|(You are KO)
LEAVANS|(You are KO)

LEAVREQ (IamKO) | LEAVREQ (I anKO)
LEAVANS (I an KO) .|, LEAVANS (I an KO)
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Figure6 —-When MA iskicked out by SM

6.1.3 Session monitoring

The SM can fetch status information of a specific MA by exchanging a status request and answer messages with any

spec
ther

SM

requ
statu
the U
scop

6.1.4
The

Figu

fic VAT Opon Tecaiving the Saus Tequest MESSagE, e MA TESponds Wit a Statts answer TNeSSage thal Co
bquested information. Figure 7 shows how the SM monitors a specific MA.
SM SMA MAA MA B
STREQ

STANS
RP
timer

X.603.1(0) Q7

Figure 7 — Tree monitoring — Statusreport

tains

bst message to the top MA of the part. Upon receiving the status.¢ollect request message, the MA should

5 answer back to the SM with appropriate information on the MA and its children. When the session sizeiis |
se of this mechanism for the entire session may cause overloading the network and system resources. To lim
b of the monitoring, the status collect message should contaity an option for the depth.

Session termination

S5M's ongoing session may terminate due to one of-the following two reasons:
1) administrative request; and

2) SMA'sleave.

re 8 shows the SM's session termination’ procedure.
SM SMA MA A MA B
TERMREQ
TERMANS TERMREQ
TERMANS
TERMREQ
TERMANS

X.603.1(07)_F08

Figure 8 — Session ter mination issued by SM

Can also collect status information of an entire or a part of a sessign;‘in this case, the SM sends a status (%ect

d a

ge,
t the

Because a RMCP-2 session can continue only when the SMA is aive, the SMA must notify the SM when it leaves.
Having been notified SMA's leave, the SM should terminate the session promptly. The session termination caused by
SMA's leaveisdescribed in 6.2.4.4.

Rec. ITU-T X.603.1 (03/2010)
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MA's operation

6.2.1 Session subscription

Subscription is the first stage for an MA to be enrolled in a RMCP-2 session. Each MA must subscribe to the session by
sending a subscription request (SUBSREQ) to the SM. Note that the SMA must have finished its subscription before the
other MAs and it should act as a root node in the tree hierarchy. At this stage, each MA needs to know details of the
session profile, such as the address of the SM and the policy.

Figure 9 shows the procedure of RMCP-2 session subscription procedure. After SMA's successful subscription,
RMCP-2 session can be initiated.

SM SMA MAA MAB

Figu
MA

subg
asar

Afte

6.2.4
Sincf
How
meas
used
WA

6.2.3
Itis
hop

Norr
netw

SUBSREQ
SUBSANS

<

X.603.1(07)_F09

Figure 9 — SMA's subscription

X.603.1(07)_F10

Figure0 - MA'ssubscription
Map discovery

ever, by using map discovery-jprocedures, each MA can explore the other MAs in the RMCP-2 network

N.

.1 Inside multieast-enabled area

desirable to assign the nearest node to its PMA. The network distance in RMCP-2 depends on the delay jittef
count and the bandwidth.

hally, @a*MA in the same network is closer than other MAs. Each MA looks for a candidate PMA in its|

at th

enabled network

Fe 10 shows the procedure of an MA subscription (for MA A and MA B). To subscribejan RMCP-2 session,|each
sends a SUBSREQ to the SM. Upon receiving SUBSREQ from the MA, the SM. decides whether to accejt the

Cription request. If the request is accepted, the SM responds with a SUBSANS and‘bootstrapping information|such
NL. Otherwise, it responds with a SUBSANS with appropriate error reason code.
receiving a successful SUBSANS from SM, the MAs (MA A and MA B)can complete the subscription phasg.
SM SVA MAA MAB
SUBSREQ
SUBSANS
SUBSREQ
SUBSANS >

b all MAs are logically interconnected, it would be difficult for a MA to know the entire network condjtion.

and

bure the distance between itself-and the other MAs. The map discovery mechanism consists of two steps. One is
in the multicast-enabled-area, such as subnet LAN, and the other is used in the multicast-disabled area su¢ch as

ork by multlcam ng a head multlcast agent soI|C|t (HSOLICIT) to aspecn‘lc preaeﬂ gned address (aka, broac cast)

Once an MA becomes aHMA, the HMA announces its existence to the multicast-enabled network by sending periodic
HANNOUNCE messages. The HMA sends a HANNOUNCE promptly on receiving HSOLICIT from the multicast-
enabled area

Rec. ITU-T X.603.1 (03/2010)
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Upon receiving the HANNOUNCE from the HMA, each MA considers that a HMA aready exists in the same network
and then assumes the HMA asits primary PMA candidate. Figure 11 shows the HMA selection procedure.

HeadMA MA A MAB MAC
. HSOLICIT HSOLICIT
H_ANNOUNCE.time HANNOUNCE
H_ANNOUNCE.time
HANNOUNCE N
X.603.1(07)_F11
Figure11 -HMA Solicit and its announcement
Figure12 shows how an MA becomes a HMA. If there is no HANNOUNCE d{er* a certain |time

(H_$OLICIT.timex N_SOLICIT), an MA becomes a new HMA and broadcasts a periodicCHHANNOUNCE ¢very
H_AINNOUNCE.time to the multicast-enabled area.

HeadMA MAA MAB MAC
HSOLICIT >
H_SOLICIT.time HSOLICIT <
H_SOLICIT.time HANNOUNCE
H_ANNOUNCE.time
HANNOUNCE

X.603.1(07)_F12

Figure 12 — An M:A becomes a new HeadM A

Figure 13 shows how a HMA resumes~Qnce an MA becomes a HMA, it broadcasts a HANNOUNCE t¢ the
mult] cast-enabled network every H_ ANNOUNCE.time.

HeadMA MAA MAB MAC

HANNOUNCE

H_ANNQUNCE.time
HANNOUNCE

X.603.1(07)_F13

Figure 13 — Periodic head announce

Figure 14 shows how a new HMA is sdected. If there is no HANNOUNCE for a certain time
(H_ANNOUNCE.time x N_ANNOUNCE), the HMA waits for aHANNOUNCE for arandom back-off time. If thereis
no HANNOUNCE, then the MA becomes the HMA of the multicast-enabled network. However, if there is a
HANNOUNCE, then the MA discards the back-off time and selects the HMA as its primary PMA candidate. If there
are more than two HANNOUNCE, the earliest HANNOUNCE sender becomes a HMA. If two or more HANNOUNCE
have collided, then the HMA should follow the duplication suppression algorithm.

10 Rec. ITU-T X.603.1 (03/2010)
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HeadVIA MA A MAB MAC
H_ANNOUNCE!i rIue

X

N_ANNOUNCE
Backoff | [ |t 1 1
time HANNOUNCE Back-off
time Back-off
. time

X.603.1(07)_F14

Figure 14 — New HMA selection
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6.2.3
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the N

use each MA in a multicast-enabled network can be elected as a HMA, each MA should also perform the
very mechanism for the outside network. The detailed procedure is discussed in the following subclause:

.2 Outside multicast-enabled area

MA should start neighbour discovery procedure based on the initial bootstrapping inforniatien given by the
hown in Figure 15, each MA can gradually learn the RMCP-2 tree topology by exchanging the tree informati
MA.

basic map discovery mechanism is as follows: first, by using the PPROBREQ-and PPROBANS, each MA
ange a certain number of NLs at every interval (PPROBE.time). Because of thefinite system resource of each
naximum number of NLs to be exchanged should be bounded.

revent each MA suffered from PPROBREQ implosion, the maximum number of PPROBREQ messages
in period should be limited asN_MAX_PROBE.

MAA MAB MAC MAD MAE
PPROBREQ

PPROBREQ
PPROBANS

PPROBANS

PPROBE.time

PPROBREQ
PPROBREQ
PPROBANS

PPROBANS

> PPROBE.time

X.603.1(07)_F15

Figure 15 — Protocol sequence of map discovery

Treejoin

join procedure enables each MA to choose PMA inside a subscribed RMCP-2 session. Figure 16 shows ho
el ects itS\PMA based on the NL given by the SM. The joining MA (MA E) sends a PPROBREQ to one or
S listéd~in the NL (MA A, C, and D) and awaits a successful PPROBANS. Upon receiving a PPROB/

thenle
REL

map

SM.
bn of

MA,

for a

W an
more
ANS,

and

I A Ecan select the nearest MA. In Flgure 16, thejomlng MA (node E) considers that the MA D is the beg

REQ, WhICh contaj nsa propomd data proflle

D a

If the RELREQ is acceptable, the MA D responds with a successful RELANS, which includes the negotiated data

profi

le to be used. Otherwise, the MA D returns areason code of the rejection.

Upon receiving a successful RELANS, data channel between the MA D and MA E is established according to the
negotiated data profile. Otherwise, the MA E should try the second optimal PMA candidate.

Rec. ITU-T X.603.1 (03/2010)
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MAA MAB MAC MAD MAE
P PPROBREQ
- ~ PPROBREQ
PPROBREQ |
PPROBANS
PPROBANS .
PPROBANS
RELREQ
RELANS

X.603.1(07)_F16

Figure 16 — Protocol sequence of successful treejoin

If ng MA wantsto relay data to the joining MA, the joining MA can retry tree join procedure after a certain period
time can be set by the user, though this issue is beyond the scope of this Specification. Figure:17 shows when al
the MAs listed in the NL given by the SM rejected node E's relay request. However MA E afeady learned aboy

retri

exi
from

6.2.4

An §
notif

appr
The

MA B.

M4 4 MAB MAC MAD MAE
PPROBREQ

PPROBREQ
PPROBANS

PPROBANS

RELREQ
RELANS (FAIL)

RELREQ
RELANS (FATL)
PPROBREQ
PPROBREQ
PPROBANS
PPROBANS
RELREQ
RELANS {(FAIL)
RELREQ
RELANS (OK)

A

A

Data channel >

X.603.1(07)_F17

Figure 17 — Sequence of unsuccessful treejoin and retrial

Leave

RMCP-2 MA\may leave a session during the session lifetime. To make a RMCP-2 tree robust, each MA s
y its departure to the PMA and CMAs. Upon receiving this notification, the PMA and each CMA should follo
ppriateprocedure.

RMCP-2 considers four types of departure. The first one refers to an MA that leaves the session at the requed

Servi

ce user. ITne second one refrers 10 an MA thal Teaves ITS PIVIA 10 SWITCh parents. I'ne thira one rerers 1

The

t the

ce of MA B during previous exchanges of PPROBREQ and PPROBANS, it can restart the joining procgdure

ould
the

of a
the

expulsion of an MA from its PMA or SM. The final one refers to the departure of an SMA from a session. The detailed
operations for the cases are described in the following subclauses.

6.24.1 When MA leaves a session

MAs may leave a session at any time during the session's lifetime. Before leaving, an MA must notify the PMA and
CMASs of its departure. The PMA deletes the node from its CMA list and reserves a space for anew CMA.

a)

MA's leaving with multicast-disabled data delivery scheme

To leave a session, an MA sends a LEAVREQ to its CMAs. Each CMA who receives the LEAVREQ should promptly
start to connect to an alternative PMA by sending a RELREQ to the PMA candidate. If successful, each CMA sendsits
old PMA aLEAVANS.

12
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Figure 18 shows how the MA C acts when the HMA leaves a session during which the multicast data delivery scheme
is not used. MA C tries to leave the session by sending a LEAVREQ to MA D and MA E, which are the CMAs of
MA C. On receiving the LEAVREQ, MA D and MA E each sends a RELREQ to their own PMA candidate.

After each MA has successfully attached to a new PMA (MA A and MA B), each MA (MA D and MA E) sends a
LEAVANS to the current PMA (MA C). Upon receiving the LEAVANS from its CMAs, the MA C sendsaLEAVREQ
to its PMA (MA B). The PMA subsequently frees the MA from its CMA list. Any departing MA without CMA simply
sends aLEAVREQ to its PMA.

MAA MAB MAC MAD MAE
LEAVREQ
"|LEAVREQ |
HLEAVE N
J HANNOUNCE i
. RELREQ
< RELANS (OK) -
< LEAVANS ~
. RELREQ  [*
b RELANS (OK) R
« LEAVANS
LEAVREQ
LEAVANS
X.603.1(07)_F18

Inside same local multicast’area
Figure 18 - HMA'sleaving with multicast-disabled\data delivery scheme
Figure 19 shows how a MA, which is not a HMA, leaves a session When a multicast-disabled data delivery schepne is

used] In this scenario, the procedures of leaving for a non-HMA» and the HMA are the same, except the HMA follows
the HLEAVE exchanging sequence.

MAA MAB MA C MA D MAE
LEAVREQ |
LEAVREQ
RELREQ
RELANS (OK)
LEAVANS
RELREQ
RELANS (OK)
LEAVANS

LEAVREQ
LEAVANS

X.603.1(07)_F19

Figure 19 —Normal MA'sleaving with multicast-disabled data delivery scheme
b) MA'sJéaving with multicast-enabled data delivery scheme

There aretwo cases of MA's leaving within a multicast-enabled area. The first caseis of HMA's leaving and the other is
of MA'Sleaving. Whenever the HMA of a multicast-enabled area wants to leave a session, it should notify its depgrture
to the CMAs inside the loca network as well as to the CMAs and the PMA outside the network.

Figure 20 shows how the MA C, which actsas HMA, |eaves a session where the multicast data delivery scheme is used.
The HMA (MA C) sends a LEAVREQ to its direct CMA (MA F) outside the local network. Upon receiving the
LEAVREQ, MA F starts to switch parents and responds to MA C with a LEAVANS as well as multicasts aHLEAVE
with an empty HMA candidate list to the local network. The HLEAVE message is used to announce the departure of
the HMA.

Upon receiving the HLEAVE from HMA, both MA D and MA E from Figure 20 wait for a certain back-off time before
multicasting the HANNOUNCE. The MA D sends the HANNOUNCE for the first time and becomes anew HMA. This
step occurs because the MA D has a shorter back-off time than any other MA. Because the leaving MA C is a point
which is connected to outside multicast-enabled network, the MA D should undertake the role of the MA C by

Rec. | TU-T X.603.1 (03/2010) 13
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connecting to the PMA outside of the network. Figure 20 shows how the MA D selects for its parent the MA B, which
isthe PMA of the MA C.

Whs
orM

6.2.4

An
LEA]
Tos
ther
depd
Figu
keep

43 When MA iskicked out

MA 4 MAB MAC MAD MAE MAF
LEAVREQ
RELREQ ”
RELANS (OK)
B LEAVANS
HLEAVE
HANNOUNCE
RELREQ
RELANS (OK)
TEAVREQ
LEAVANS

X.603.1(07)_F20

Figure 20 — M A'sleaving with multicast-enabled data delivery scheme

hever any non-HMA of a multicast-enabled area wants to leave a session, it silently leavesthe session. The M
A E from Figure 20 does not need to notify other MAs of its departure.

.2 When MA leavesfrom itsPMA —for parent switching

MA that wants to switch its PMA may leave its current PMA. In this ¢ase, the MA does not need to s
VREQ to its CMAs. The CMAs do not need to know about the departure'as long as they successfully receive
vitch PMA, the MA sends a RELREQ to the other PMA candidate-AR old PMA that receives a LEAVREQ
bason code set to PS (parent switching) deletes the leaving MA from'its CMA list but keeps the information g
Fting MA in its NL because the leaving MA is still alivein the session.

re 21 shows how an MA switches its parents. Note that an-MA can switch parents only when it receives a K
tree unchanged. The HB mechanism is described in 6.2.5.2:
MAA MA B MAC MAD
HB
.0 RELREQ
RELANS (OK)
HB (new RP)
CEAVREQ (PS) g
LEAVANS (PS)

X.603.1(07)_F21

Figure21 —MA'sleaving for parent switching

CP-2 has a meehanism for discarding certain MAs. For example, when a network manager wants the SM to di
cific MA; and'when an MA expelsa CMA after it was aware that it cannot support more CMAS.

Exputsion of an MA by its PMA

AD

ind a
data.
with
f the

B to

scard

bd its

bther

Figure 22 shows an example of a message flow. First, aPMA, namely the MA C, sends a LEAVREQ with areason KO
to expel MA D. The MA D searches other PMASs and sends arelay request. After switching parents, MA D transmits a

LEA

14

VANStoits old PMA.
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MA A MAB MAC MAD MAE
LEAVREQ
(You are KO)
RELREQ
RELANS (OK)
LEAVANS
(You are KO) X.603.1(07)_F22

Figure 22 —When MA iskicked out by itsPMA
Expulsion of an MA by the SM

The SM can discard any MA by sending a LEAVREQ with areason kicked-out (KO). Upon receiving LEAVREQ from

SM,

In the message flow shown in Figure 23, the SM tells MA B to leave by sending a LEAVREQ with areasonO: M
musy leave the session but, before leaving, MA B must notify its PMA and CMAs of its expulsion.

6.244 When SMA leavesthe session

Becquse an RMCP-2 session cannot exist without an SMA, an SMA never leaves a session before the sessi

term

Figu
recei
Upo
The

6.2.5 Mainténance

6.2.5.1~" ‘Heartbeat

The

an MA must leave the session promptly. Atter the expulsion, the SM snould update 1ts session member [ist.

SM MAA MAB MAC

LEAVREQ (You are KO)
LEAVANS (You are KO)
LEAVREQ (I an KO) | LEAVREQ (I am KO)
"LEAVANS (| an KO) | LEAVANS (I am KO)

X.603,1(07)_F23

Figure 23 —When MA iskicked out by SM

nated. In this case, when the SMA |eaves the session, the sessien should be terminated.

re 24 shows the departure procedure of an SMA from a@ession. The SMA sends a LEAVREQ to the SM.

lving the LEAVREQ from the SMA, the SM removes, the session information and then replies with LEAV 4
N receiving the LEAVANS from the SM, the SMA sends a LEAVREQ with reason SMA leave to its direct Cl)
| EAVREQ with reason SMA leave should be relayed downward promptly to make RMCP-2 session terminate

SM SMA MAA MA B

LEAVREQ (SMA)
LEAVANS (SMA)

LEAVREQ (SMA)
LEAVANS (SMA)

LEAVREQ (SMA)
LEAVANS (SMA)

X.603.1(07)_F24

Figure24 —SMA'sleaving

AB

DN iS

Upon
ANS.
MAS.

purpose or the heartbeat IS 10 keep the constructed RMCP-Z tree robust. The heartbeal, which gives un

ified

synchronizing information to the session, helps each MA detect whether the session is currently aive. It also contains
useful information on the data delivery path, named ROOTPATH. The ROOTPATH includes arelayed data path which
follows the tree hierarchy.

Figure 25 shows the RMCP-2 heartbeat procedure. In this procedure, the SMA sends the HB, along the ROOTPATH, to
its descendants; each descendant then appends the hop information, which may include MAID, per-hop network
distance and system information such as in-and-out bandwidth, affordable number of CMA, etc. to the HB and forwards
the modified HB to its descendants. Finally, the ROOTPATH contains all the MAs visited along the tree.

Rec. ITU-T X.603.1 (03/2010)
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SMA MAA MA B MAC MAD
HB

HB*

HB** HB**

HB.time

HB

HB*
HB.time HB** HB**

X.603.1(07)_F25

Figure 25 — Heartbeat
6.28.2 Monitoring

RMP-2 has two types of monitoring mechanisms. The first one, which is shown in Figure 26, monitors a specific|MA.
The pther one, which is shown in Figure 27, monitors a part of the tree through a specific MA.

Figufe 26 shows how an SM monitors a specific MA. In this procedure, the SM sends an STREQ-to MA B and requests
one pr more specific types of status information from MA B. In response, MA B sends'the SM a STANS with the
requgsted information.

SM SMA MAA MAB

STREQ

STANS
RP
timer

X.603.1(07)_F26

Figure 26 — Tree monitoring by statusreport

Figure 27 shows how the SM queries the scoped area of a tree. That is, the SM asks for merged information oh the
scoped area of atree by sending an STREQ to a specific MA (SMA and MA A each) to collect status information for
the scoped area.

16 Rec. ITU-T X.603.1 (03/2010)
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6.2.9.3 Fault detection and recovery

This|procedure is performed by each MA when each MA detects network faults and recovers from the probler

mak

carelless movements. To detect and recover such network faults, RMCP-2 provides the following fault detection

reco

a)

A lopp can be detected by checking the ROOTPATH contaitied in HB. Because the ROOTPATH gives the path
fronm the SMA to itself, the duplicated hop in the ROOTPATH means that a loop has formed. Whenever aloop od
each|MA performs the following loop recovery mechanism: for the scenario described in Figure 28, MA Y exar
the HIB; MA Y then confirms the existence of a loop Whenever it receives HB,..; because MA Z, which is a CM

MA
todi

b)

I SO/IEC 16512-2:2011 (E)

M SMA MA A MAB
STREQ

STCOLREQ ©

STCOLREQ £

STCOLANS 8

STCOLANS =

STANS E

SFRES

STCOLREQ ©

STCOLANS =

’ STANS 8

=

j
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Figure 27 — Tree monitoring by collecting status report

b the RMCP-2 tree robust. Network faults such as looping or partitiofiing are often caused by MA's frequen

ery mechanisms.

Loop detection and recovery

Y, is aready listed in the ROOTPATH twiceTo recover from the loop, MA Y sends MA Z a LEAVREQ me;
sconnect.
SVIA MAA MA N MAY MA Z
HB,
— HB,
HB,
HB 1
HB.time HB...
HB,.s
L~ Loop detected
! LEAVREQ (LOOP)
HB.time LEAVANS (LOOP)

X.603.1(07)_F28

ns to
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and

frack
curs,
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A of
bsage

Figure 28 — L oop detection and recovery

Network partitioning detection and recovery

Whenever an MA fails to receive the HB message for a certain time, the MA assumes that it is partitioned from the tree.
The time should be set for sufficient time to alow for a network delay. RMCP-2 defines the time as HB_TIME x
MAX_PARTITION_CNT.

A partition can occur whenever one of the partition's associates fails. The MA detects the source of the partitioning by
contacting its associates; the MA then solves the problem.

Figure 29 shows how MA Z detects tree partitioning: that is, atree partition is detected whenever MA Z fails to receive
the HB message for a certain period (HB_TIME x MAX_PARTITION_CNT). The failure to receive the HB message
triggers the transmission of a number of PPROBREQ messages towards its associates. In Figure 29, MA Z receives a

Rec. ITU-T X.603.1 (03/2010)
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PPROBANS message from MA A and MA B but no response from MA C, the current PMA of MA Z. MA Z detects
that the partitioning occurs as a result of the failure of the direct PMA of MA Z; MA Z then tries to switch parentsin
order to recover from the partitioning.

During an MA's repairing the partition, the MA's descendants may also consider that the network has partitioned and
they may start to repair the partition. As aresult, an MA's failure in just one point can cause an entire tree to collapse.
To prevent this problem, an MA, which is repairing a network fault, generates a pseudo HB message to its descendants

to notify that the session istemporarily partitioned and being recovered.
SVA B MAA MAB MAC MAX MAY MA Z
° HB,
HB
HB, .
I HB.time*
: MAX_PARTITIONNCN[
_y  Partition has
PPROBREQ detecte]
B PPROBREQ HB tife
<« PPROBREQ Pseudo-HB
PPROBANS >
PPROBANS HB.time
RELREQ
RELANS (OK)

6.2.9

Tree
foun

The
map
Whe
MA

While the tree is being improved, network-faults such as a loop or partition can easily occur. In particular, net

fault
same

ToK
only

6.2.6

Tot
TER
forw

X.603.1(07)_F29

Figure 29 — Network partitioning detection and recovery

4 Treeimprovement

improvement procedure occurs when an MA finds one or‘more efficient PMA candidates and tries switching t
d one. By continuing the tree improvement procedure during the session, RMCP-2 tree can be improved gradus

procedure for finding better nodes follows the map-discovery mechanism described in 6.2.2. At every turn d
discovery, each MA compares the QoS parameters of its current PMA with those of the newly discovered
h an MA finds a better MA than its current,PMA, then the MA can switch its current PMA to a newly disco
according to the parent switching procedute described in 6.2.4.2.

5 may occur in the following cases; when multiple MAs in the same branch may try to switch their PMAS 3
time and when multiple MAsaong the branch may try to successively switch their PMAs.

eep a tree from these hazards, RMCP-2 guarantees the atomic condition, in which each MA can switch a p
after receiving a HB message with an unchanged ROOTPATH.

Termination

brminate a session, the SM sends a TERMREQ to SMA as shown in Figure 30. An SMA (or MA) that recei
MREQ méssage from the SM (or PMA) sends the TERMANS message back to the SM (or PMA) and

o the
hlly.
f the

node.
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ivork
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arent
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then
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prds thesFERMREQ message to its CMAs until it reaches the end nodes of the tree. Finally, the session is closg
SM SMA MAA MA B
TERMREQ  _
TERMANS TERMREQ
TERMANS
TERMREQ
TERMANS

X.603.1(07)_F30

Figure 30 — Session termination issued by SM
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This clause describes the formats and required information of the RMCP-2 messages. The corresponding value
information of each message will be explained in clause 8.

7.1 Common format of RM CP-2 message

Figure 31 shows common RMCP-2 message format.

0 8 16 24 31
Ver (4) NT (4) Message type (8) Length (16)
Session ID (64)
MAID (64)

Control data (variable length)

Figure 31 — Common RM CP-2 message format

The fescription of each field is as follows:

a)
b)

0)
d)
)
f)
9)

Version — It represents the current RMCP version;The default value for RMCP-2 is set to 0x2.
NT (Node Type) — It represents the type of ‘hode. It must be set to identify itself such as SM,

and MA.

Message type — It represents the type of-the message.
Length — It represents the total length-of the message in bytesincluding control data.

Session ID — It isa 64-bit integerthat identifies a session.

MAID — It isa64-bit uniquewvalue used to identify the MA for a certain session.

Control data — It contains control data used by each message as needed.

SMA

Sesglon ID and MAID must bé atnique value to identify the session and MA, respectively. RMCP-2 provigles a
gengation rule of the ID valueused for asession and MA.

7.1.1 Session ID

Sess|on ID (SID) is;aeombination of the local 1P address of the Session Manager (SM) and the group address g

f the

sessipn. The group-address for a new session can be allocated by SM when the SM is requested to create a sessiof.. By

doing this, the’'SID can be guaranteed as globally unique. Figure 32 illustrates the RMCP-2 SID format.

3]

83

SM 1Pv4 address

IPv4 group address

712 MAID

Figure 32— RMCP-2 SID format

MAID consists of the local IP address, port number, and serial number as shown in Figure 33. The local IP addressis
the IP address of the MA. An MA in a RMCP-2 session may have to open several ports for the session. The port
number used for generation of its MAID is alistening port number opened when the MA starts to run RMCP-2 in order
to receive control messages from SM or other MAs.

Rec. ITU-T X.603.1 (03/2010)
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Each MA can be identified by its port number in a multi-user system. It is, however, not possible to identify each MA
inside of a Network Address Translation (NAT) based network, where it may show the same |P address for multiple
MAs to the communication peer outside of the network. To handle this case, SM generates a unique MAID asit fillsin
aunique value in the serial number field when it receives aNAT address from an MA, and returnsthe ID to the MA.

Local IP address Port Serial

Figure 33—RMCP-2 MAID format

Figure 34 shows the algorithm that the current version of RMCP-2 uses to generate a unique MAID.

If the IP address in the received MAID isa NAT address
Search for its NAT_address list;
if there already exists the same address
serial_number++;
else
add thelist into NAT_address list
serial_number++;
MAID = |P_address + port_number + serial_number;
return MAID;

Figure 34 — A simple algorithm to-.generate a unique MAID

7.2 Control data format
Figufe 35 shows the RMCP-2 control data format.

0 8 16 n
Control type (8) Length (8) Value (variable-size)

Figure 35— RMCP-2 control format

a) Controltype — It represents the type of control data.

b) Length™— It represents the length in byte of control data value as well as type and length field except
subscontrol datafield.

¢)_\. Value — It contains the value of control data

Wheneverr RMCP-2 control data wants to specify its control in detail, it can apply sub-option data. The formgt of

hntion-datatakaec that of PMCP. 2 cantral data ac chaown in Cicuwra 26
Su
SpHER-GatatakEStHa-BH~<vror—==-EoRHor-adaaS-SROWHHH=gHHe-56-

0 8 16 n
Sub-control type (8) Length or number (8) Value (variable-size)

Figure 36 — RM CP-2 sub-control format

a) Sub-control type — It describes the type of sub-control data.

b) Length or number — It represents the length in byte or the number of sub-control data value depending on
the sub-control data value.
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¢) Value-— It represents the value of sub-control data.

ntrol data can be represented by using only one control data alone as shown in Figure 37.

0 n-1n

Control data (Type A)

Figure 37 — Usage of control data alone

Whe
data

One
incly

7.3 M essages
This|clause defines each message used in RMEP-2. The message types and corresponding values for the message
listed in Table 23.
7.3.1 SUBSREQ message
7311 General
The BUBSREQ message isused to subscribe to a RMCP-2 session.

0 4 8 16 31

Ver (0x2) (SM%TM ) '\("Sﬁfgsﬁggf Length (variable)

EeVEr Stp-control data IS USed, an appropriaie control daia muSt precede. Figure 38 ShowsS an appropriaie C
Imust precede the sub-control data to be used.

0 n-1n n+m-1

Control data (Type B) Sub-control data (Type b)

Figure 38 —Usage of control data with sub-control data

or more control data can be located in RMCP-2 control data field at orice. When a RMCP-2 packet war
de multiple control data, it should align multiple control data as shownvin Figure 39.

Control data (Type A) Control data (Type D) Sub-centrol data (Type d) Control data (Type E)

Figure 39 — Usage of-multiple control data

ntrol

ts to

Session 1D (64)

MAID (MAID proposed by the subscriber)

Control data (variable length)

Figure 40 — SUBSREQ message
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7.3.1.2 SUBSREQ message for mat

The format of the SUBSREQ message is shown in Figure 40. The description of each field is asfollows:

a)
b)

0)
d)

Ver — This field denotes the current version of RMCP. Its value shall be set to 0x2.

NT — This field denotes the message issuer's node type. Its value shall be set to one of SMA or MA coded
asin Table 22.

Message type — This field denotes the SUBSREQ message. Its value shall be set to 0x01 (see Table 23).

Length — This field shall be set to the total length in bytes of the SUBSREQ message including the
control data.

Session ID — This field shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

MALD. Thicfiald danatec-tha MALD - nraonacaed-bvtha cuhcoribar  1tc v alin chall ha farmaattad oo AAfi aj
1 FO arte-Sharr-Be-+ot ee-as-aef | N

1
LAATE \n =~ TS T e O HOTC S tHC VI Yo PropoOoCOU 0yt SO oC ot Ttov Tt

in7.12.

Control data — The control types that may be used in the SUBSREQ message, and their status;.are shown
in Table 2.

Table 2 —Control typesfor the SUBSREQ message

Control type Meaning Status Reference

SYSINFO A description of the system information of MA. Optianhal See7.3.1.3

DATAPROFILE A description of the requirements for forwarding data. Optional See7.3.14

7.3.1.3 SYSINFO control

The BY SINFO control in the SUBSREQ message is used to convey systeminformation about the subscribing MA |n its

SY Y NFO sub-controls.

Control type

Length (0x02)

(SYSINFO)

Sub-controldata (variable length)

The format of the SY SINFO contral is shown in Figure 41. The description of each field is as follows:

Figure 41 — SYSINFO control

a) Control type=Thisfield denotes the SY SINFO control. Itsvalue shall be set to 0x08 (see Table 24),
b) Length —Thisfield denotes the length (2 bytes) of the SY SINFO control. Its value shall be set to 0x(2.
¢) Sub<Control data — The SYSINFO sub-control types that may be used in the SUBSREQ message are
listed'in Table 3. If more than one SY SINFO sub-control is required, each sub-control shall be preqeded
by a two-byte SY SINFO control.
Table 3— SYSINFO sub-control typesfor the SUBSREQ message
Sub-control type Meaning Status Reference
The number of CMA placesthat an MA has allocated and the .
SI_ROOM_CMA total number that it is able to support. Optiond See7.311.4.3
SI_POSS BW The possible forwarding bandwidth that the MA can afford. Optional See7.3.11.45

NOTE — The additional SY SINFO controls defined for other RMCP-2 messages are not relevant for session subscription as they
relate to the position once the MA has joined the RMCP-2 tree.

7.3.1.4 DATAPROFILE control
The DATAPROFILE control is used to describe the proposed data profile of the subscribing MA.
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8 16 31

(DATAPROFILE)

Control type Length (variable)

Data profile (variable length)

Padding

Figure 42 —-DATAPROFILE control

ormat of the DATAPROFILE control is shown in Figure 42. The description of each field is as follows:

7.3.2

7.3.2

The
the s

7.3.4
The

a)

b)

c)

d)

ESSion.

a)

SUBSANS message
1  General

.2 SUBSANS message format
ormat'of the SUBSANS message is shown in Figure 43. The description of each field is asfollows:

Control type — This field denotes the DATAPROFILE control. Its value shall be set to 0x03| (see
Table 24).

Length — This field denotes the length in bytes of the DATAPROFILE control. Its valug shal |be a
multiple of four bytes (seeitem d) in thislist) and it shall not exceed OxFC.

Data profile — This field shall contain the data profile for the MA formatted in textymode. It follows an
SDL -like encoding scheme. An example is shown in Figure 87.

Padding — If the total length of the control type, length and data profile fields is not a multiple of 4 hytes,
the padding field shall be filled with zeros to ensure that the length of thelDATAPROFILE contrg] is a
multiple of 4 bytes.

SUBSANS message is used by SM to provide the results of subscription request and bootstrapping informatign for

0 4 8 16 31

Ver (0x2) | NT (SM) '}"Sﬁgza’g)e Length (variable)

Session 1D (64)

MAID (MAID allocated by the SM)

Control data (variable length)

Figure 43 — SUBSANS message

Ver — Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b)

0
d)

€)

f)

NT — This field denotes the message issuer's node type. Its value shall be set to the code value for SM in
Table 22.

Message type — This field denotes the SUBSANS message. Its value shall be set to 0x02 (see Table 23).

Length — This field shall be set to the total length in bytes of the SUBSANS message including control
data.

Session ID — This field shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

MAID — This field shall be set to the MAID of the subscriber as allocated by the SM. Its value shall be
formatted as defined in 7.1.2.

NOTE — This may not be identical to the MAID proposed by the subscriber (see 6.1.2).
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g) Control data— The control typesthat may be used in the SUBSANS message, and their status, are shown
in Table 4.
Table 4 —Control typesfor the SUBSANS message

Control type M eaning Status Reference
RESULT The result of the subscription request. Mandatory See7.3.2.3
NEIGHBORLIST | A list of MAIDsfor performing the map discovery. See condition 1 See7.325
DATAPROFILE A description of the requirements for forwarding data. Optional See7.3.24
Condition 1: If the RESULT is successful, the NEIGHBORLIST is mandatory; if not, the NEIGHBORLIST shall not
be included.

7343 RESULT control

The |RESULT control in a SUBSANS message is used to convey whether or not the MA's subscription requést is

successful. If successful, it returns an OK result code. If not, it returns an appropriate error code.

The

7.3.2

0 8 16 31

Control type
(RESULT) Length (0x04) Result cotle

Figure44 —RESULT control

ormat of the RESULT control is shown in Figure 44. The description of each field is as follows:
a) Control type— Thisfield denotesthe RESULT controlts value shall be set to 0x06 (see Table 24).

Table 25.

4 DATAPROFILE control

b) Length —Thisfield denotes the length (4 bytes) of the RESULT control. Its value shall be set to 0x04.
¢) Result code— Thisfield denotes the result of the request. It shall be set to one of the result codes listied in

1

The DATAPROFILE control is used by the SM to confirm the data profile proposed by the subscriber, or to provide

extrg

The pontent and format of the DATAPROFH.E control are specified in 7.3.1.4, Figures 42 and 87.

7.3.3

The NEIGHBORLIST control ina’SUBSANS message to a successful subscriber is used to convey alist of active
that nay be used for bootstrapping purpose.

data forwarding information to the subscriber.

.5 NEIGHBORLIST contrel

MASs

24
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0 8 24 31
Control type
(NEIGHBORLIST) Reserved Number of MAIDs
MAID 1
MAID 2
MAID n

Figure45—-NEIGHBORLIST control

The format of NEIGHBORLIST control is shown in Figure 45. The description of eachfield is asfollows:

a) Control type — This field denotes the NEIGHBORLIST control. 1ts value shall be set to 0x04| (see
Table 24).

b) Reserved—Thisfield isreserved for future use. Its value shall bé sét to zero. It isignored by the recdiver.
¢) Number of MAIDs— Thisfield shall be set to the number of MAIDs listed in NEIGHBORLIST control.
d) MAID(s) — These fields MAID 1to MAID n shall containalist of MAIDs up to 255 active neighbours.

7.3.3 PPROBREQ message
7331 General

The |PPROBREQ message is used in the map discovery procedure to explore network conditions and to identify
potential near neighbour. It is also used to check whether the neighbouring MA is still active.

0 4 8 16 31
Ver (0x2) | NT (MA) ('\F’,"%egég Length (variable)
Session 1D (64)

MAID (MAID of PPROBREQ message sender)

Control data (variable length)

Figure 46 — PPROBREQ message
7.3.3.2 PPROBREQ message format

The format of the PPROBREQ message is shown in Figure 46. The description of each field isasfollows:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b) NT - Thisfield denotes the message issuer's node type. Its value shall be set to the code value for MA in
Table 22.

c¢) Messagetype— Thisfield denotes the PPROBREQ message. Its value shall be set to 0x03 (see Table 23).
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d) Length —Thisfield shall be set to the total length in bytes of the PPROBREQ message including control
data.
€) Session ID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.
f)  MAID — This field shall be set to the MAID of the PPROBREQ message sender. Its value shall be
formatted as defined in 7.1.2.
g) Control data — The control types that may be used in the PPROBREQ message, and their status, are
shownin Table 5.
Table5—Control typesfor the PPROBREQ message
Control type Meaning Status Reference
TIMESTAMP fm”;ﬁg‘fwoz\ga”s“igon time between sending and Mandatory | See7.3.33
NEIGHBORLIST | A list of MAIDs for performing the map discovery. Optional See7:334
ROOTPATH A description of the path from the SMA. Optional See7.3.35
SYSINFO A description of the system information of MA. Optional See7.3.3.6
DATAPROFILE A description of the requirements for forwarding data. Optional See7.3.3.7

7.3.33 TIMESTAMP control

The TIMESTAMP control is used to measure transmission time between the sending(MA and the receiving MA.

0

8 16 31

Control type

(TIMESTAMP) Length (0x10) Reserved

Time 1 (when the sender starts te(send)

Time 2 (when the packet appears at receiver)

Time 3 (when the receiver startsto reply)

The format of the TIMESTAMP control isshown in Figure 47. The description of each field is as follows:

a)
b)

c)
d)

€)
f)

7.3.3.4)NEIGHBORLIST control

Figure47 =FIMESTAMP control

Control type — This field denotes the TIMESTAMP control. Its value shall be set to 0x09 (see Table[24).

Length — This fielddenotes the length (16 bytes) of the TIMESTAMP control. Its value shall be get to
0x10.

Reserved — Thisfield isreserved for future use. Its value shall be set to zero. It isignored by the recdiver.
Time 1 —FhisTield shall be set to the time when the request message is started to be sent to its recipignt.

Time-2-)Thisfield shall be set to the time when the request message appears at the recipient. When this
fieldisincluded in arequest message, its value shall be set to zero.

Time 3 — Thisfield shall be set to the time when the answer message is started to be sent to the requestor.
When thisfield isincluded in arequest message, its value shall be set to zero.

The NEIGHBORLIST control in a PPROBREQ message is used to convey neighbour list information held by the

probing MA.

The content and format of the NEIGHBORLIST control are specified in 7.3.2.5 and Figure 45.

7.3.35 ROOTPATH control

The ROOTPATH control is used to convey the rootpath from the SMA to the message sender. It may be used for
network diagnosis and loop detection.
NOTE — This control cannot be used before an MA has joined the RMCP-2 tree as it will not yet have arootpath.
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0 8 16 31

Control type
(ROOTPATH)

Length (0x02)

Sub-control data

Figure 48 —ROOTPATH control

ormat of the ROOTPATH control is shown in Figure 48. The description of each field is as follows:

7.3.3

Figu
for g
diffg
MAI
leng

to 0x02.

Table6.

Table 6 — RP_XXX sub-control type for the ROOTPATH control

Sub-control type Meaning Status Reference
RP_XXX Specification of rootpath elements to be used. Mandatory See7.3351

5.1 RP_XXX sub-control

h of the rootpath element, in bytes, for each of the RP_XXX sub-control isindicated in Table 26.

0 8 16 24 31
Control type Sub-control type Number of
(ROOTPATH) Length (0X02) (RP_XXX) ROOTPATH elements
MAID of SMA A
— [} o)
Bandwidth for SMA (0x00) % §
\ ~ _|
Delay for SMA (0x00) -
MAID of MA 1 5
. 25
Bandwidth for MA 1 (Mbit/s) % §
Q- g B
Delay for MA 1 (seconds) -
MAID of MA n 3
205
Bandwidth for MA n (Mbit/s) % §
=4
Delay for MA n (seconds) T
Figure 49 — General format for RP_XXX sub-control
Rec. ITU-T X.603.1 (03/2010)

a) Control type— Thisfield denotesthe ROOTPATH control. Its value shall be set to 0x07 (see Table24).
b) Length — This field denotes the length (2 bytes) of the ROOTPATH control. Its value-shall be set

¢) Sub-control data — The RP_XXX sub-control that shall be used in the ROOTPATH, ¢ontrol is shown in

re 49 shows the general format of the RP_XXX sub-control precedetd’by a ROOTPATH control. RP_XXX sfands
ne of the ROOTPATH types listed in Table 26 (see the Note innthe table). This RP_XXX sub-control represents
Fent combinations of fields for MAIDs, bandwidth and delay:l¥'the RP_XXX sub-control indicates that any gf the
Ds, bandwidth or delay fields are not needed, these fieldssshall not be present in the RP_XXX sub-control] The
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The format of an RP_XXX sub-control preceded by a ROOTPATH control is shown in Figure 49. The description of
each field of the RP_XXX sub-control isasfollows:

a) Sub-control type — This field denotes the RP_XXX sub-control. Its value shall be set to one of the code
valuesin Table 26.

b) Number of ROOTPATH elements — This field shall be set to the number of ROOTPATH elementsin the
RP_XXX sub-control.

¢) MAID —Thisfield shall be set to that of the MAID corresponding to that element, if present. Thisfield is
for each element in the rootpath, listed in order from the SMA.

d) Bandwidth — This field shall be set to the bandwidth, in Mbit/s, between the MA and its parent, as
perceived by the MA for each element in the rootpath, listed in order from the SMA, if present. In the
case of the SMA element, the value for the bandwidth shall be set to zero.

N

7.3.3

The
cont

The
may

ols.

listeglin Table 7.

.6 SYSINFO control
SY SINFO control in the PPROBREQ message is used to convey system information/about the MA in its|sub-

Table 7 — SYSINFO sub-control typesfor the PPROBREQ and PPROBANS messages

e) Delay — Thisfield shall be set to the delay in seconds from the SMA as perceived by the MA for[each
element in the rootpath, listed in order from the SMA, if present. In the case of the SMA element, the
value for the bandwidth shall be set to zero.

OTE — The values for the perceived bandwidth and delay for the SMA elements are set to zero as the ROOTPATH is asgumed
tg start at the SMA.

content and format of the SY SINFO control are specified in 7.3.1.3 and Figure41-The SY SINFO sub-control$ that
be used in the PPROBREQ message, together with their status and reference'to their content and specification, are

$ub-control type Meaning Status Referencd
si_UPTIME ggl re]npszed time in seconds since the node'joined the RMCP-2 Optional See7.3.11.4.11
SI_DELAY The delay in seconds from the SMA} as perceived by the MA. Optional See 7.3.11.4.2
The number of CMA placesthat an MA has alocated and the :
SI_ROOM_CMA total number that it is able te.support. Optional See7.311.4.3
The maximum incoming@ and outgoing bandwidths in Mbit/s of .
SI_PROV_BW the network interface card. Optiona See7.3.11.4.4
SI_POSS_BW The possible forwarding bandwidth that the MA can afford. Optional See7.311.4.5
SI_BND_BW '(I;?/T ;‘c;tal bandwidth in Mbit/s consumed by the MA to serveits Optional See7.311.4.6
SI_BND_PACKET Thetotal number of packets sent by the MA from start-up. Optional See7.3.11.4.7]
SI_BND_BYTES Theiotal number of bytes sent by the MA from start-up. Optiona See7.311.4.8
SI_RCV_BW The bandwidth in Mbit/s perceived by the MA. Optional See7.311.4.9
SI_RCV_PACKET. The number of packets received by the MA from start-up. Optional See7.3.11.4.1D
SI_RCV_BYTES The number of bytes received by the MA from start-up. Optional See7.3.11.4.21
SI_[FREE_CONN A list of PMA and CMAs directly attached to the sending MA. Optional See7.311.4.1p
SI_[FTREE_NMEM A set of MAs defined by the use of a TREEEXPLOR control. Optional See7.3.11.4.18
7.3.3 7 DATAPROFHEcontrot

The DATAPROFILE control in the PPROBREQ message contains data profile proposed by probing MA.

The content and format of the DATAPROFILE control are specifiedin 7.3.1.4, Figures 42 and 87.
734

7341 Genera

PPROBANS message

The PPROBANS message provides a response to the PPROBREQ message in the map discovery procedure and
confirms that the probed MA is still active. It contains information about the network condition, and a list of its

neighbour information.
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0 4 8 16 31

NT Message type .
Ver (0x2) (SMAMA) (PPROBANS) Length (variable)

Session 1D (64)

MAID (MAID of PPROBANS message sender)

7.3.4
The

! Control data (variable length) !

Figure 50 — PPROBANS message

.2 PPROBANS message for mat
ormat of the PPROBANS message is shown in Figure 50. The description of each field-is asfollows:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be setto0x2.
b) NT —Thisfield denotes the message issuer's node type. Its value shall be)set to one of SMA or MA doded
asin Table 22.
¢) Messagetype— Thisfield denotes the PPROBANS message. Itsvalue shall be set to 0x04 (see Tablg 23).
d) Length — This field shall be set to the total length in bytesof PPROBANS message including cgntrol
data.
€) SessionID —Thisfield shall be set to the 64-bit valueof-Session ID as defined in 7.1.1.
f)  MAID — This field shall be set to the MAID of,the PPROBANS message sender. Its value shdl be
formatted as defined in 7.1.2.
g) Control data — The control types that may-be used in the PPROBANS message, and their status, are
shownin Table 8.
Table 8 — Control typesfor the PPROBANS message
Control type M eaning Status Reference
TIMESTAMP g‘;ﬁﬁgiﬂc’;gmmgo“ time between sending and Mandatory | See7.3.4.3
NEIGHBORLIST | A list 6 MAsfor performing the map discovery. Mandatory | See7.3.4.4
ROOTPATH A description of the path from the SMA. Mandatory | See7.3.4.5
SYSINFO A description of the system information of the MA. Mandatory | See7.3.4.6
DATAPROFILE A description of the requirements for forwarding data. Optional See7.34.7

7.34
This
The

3 TIMESTAMP control
TIMESTAMP control is used to measure transmission time between the sending MA and the receiving MA.

content and format of the TIMESTAMP control are specified in 7.3.3.3 and Figure 47.

7.344 NEIGHBORLIST control
The NEIGHBORLIST control in a PPROBANS message is used to convey neighbour list information held by the

probed MA.

The content and format of the NEIGHBORLIST control are specified in 7.3.2.5 and Figure 45.

7345 ROOTPATH control
The ROOTPATH control is used to describe the path from the SMA to the message sender.
The content and format of the ROOTPATH control are specified in 7.3.3.5, 7.3.3.5.1 and in Figures 48 and 49.
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7.3.4.6 SYSINFO control

The SYSINFO control in the PPROBANS message is used to convey system information about the probed MA for use
in the map discovery procedure in its sub-controls.

The content and format of the SY SINFO control are specified in 7.3.1.3 and Figure 41. The SY SINFO sub-controls that
may be used in PPROBANS message, together with their status and reference to their content and specification, are
listedin Table 7.

7.3.47 DATAPROFILE control

The DATAPROFILE control in the PPROBANS message indicates whether the probed MA can afford the data profile
proposed by the probing MA.

The Fontent and Tormet of the DATAPROFILE control ere specitied in 7.3. L4, Figures 42 and 87.
7.3.5 HSOLICIT message

73831 Genera
The HSOLICIT message is used to find the HMA inside its local network.

0 4 8 16 31
Ver NT Message type
ox2) | (MA) (HSOLICIT) Length (Ox14)
Session 1D (64)

MAID (MAID of HSOLICIT message Sender)

Figure51 —HSOIMEIT message

7.38.2 HSOLICIT message format

The format of the HSOLICIT message is shown in Figure 51. The description of each field isasfollows:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to Ox2.

b) NT - Thisfield denotes the message issuer's node type. Its value shall be set to the code value for MA in
Table 22.

¢) Message type — This field denotes the HSOLICIT message. Its value shall be set to 0x05 (see Table 23).

d) Length—Thisfield shall be set to the total length (20 bytes) of the HSOLICIT message. Its value shall be
set to 0x14.

€) Session ID-=TDhisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

f)  MAID&=\Fhis field shall be set to the MAID of the HSOLICIT message sender. Its value shdl be
formiatted as defined in 7.1.2.

NOTE — There,is no control data associated with the HSOLICIT message.
7.3.9 HANNOUNCE message
7.3.4.1°) General

The HANNOUNCE message is sent by the HMA as areply to an HSOLICIT message, in order to announce the HMA's
existencein alocal network.
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0 4 8 16 31

NT Message type .
Ver (0x2) (MA) (HANNOUNCE) Length (variable)

Session 1D (64)

MAID (MAID of HANNOUNCE message sender)

7.3.6
The

a)
b)

0
d)

€)

f)

0)

.2 HANNOUNCE message format
ormat of the HANNOUNCE message is shown in Figure 52. The description of each field is asfollows:

! Control data (variable length) !

Figure 52 - HANNOUNCE message

Ver — This field denotes the current version of RMCP. Its value shall be sefto 0x2.

NT — This field denotes the message issuer's node type. Its value shall(be'set to the code value for M
Table 22.

Message type — This field denotes the HANNOUNCE message. Its value shall be set to 0x06)
Table 23).

Length — This field shall be set to the total length in byteés'ef HANNOUNCE message including cd
data.

Session ID — This field shall be set to the 64-bit valueof Session ID asdefined in 7.1.1.

MAID — This field shall be set to the MAID-of the HANNOUNCE message sender. Its value sha
formatted as defined in 7.1.2.

Control data — The control types that may be used in the HANNOUNCE message, and their status
shownin Table 9.

Table 9 — Contral typesfor the HANNOUNCE message

Ain
(see

ntrol

Il be

b, are

Control type M eaning Status Reference

SYSINFO A description of the system information of MA. Optional See7.3.6.3

NEIGHBORLIST | A list ofMAsfor performing the map discovery. Optional See7.3.6.4

7.3.6

The
HMA

The

may
arel

.3 SYSINFO control

SY SINFO controlin the HANNOUNCE message is used to convey system information about the HMA to the
\s in the same multicast areain its SY SINFO sub-controls.

content.andformat of the SY SINFO control are specified in 7.3.1.3 and Figure 41. The SY SINFO sub-control
be usedin the HANNOUNCE message, together with their status and reference to their content and specification,
sted in Table 10.

non-

5 that
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Table 10 — SY SINFO sub-control typesfor the HANNOUNCE message

Sub-control type M eaning Status Reference
SI_UPTIME ggr?pwd time in seconds since the node joined the RMCP-2 Optional See7.311.4.1
SI_DELAY The delay in seconds from the SMA, as perceived by the MA. Optional See7.3.11.4.2

The number of CMA placesthat an MA has alocated and the total .
SI_ROOM_CMA number that it is able to support, Optiona See7.3.11.4.3
The maximum incoming and outgoing bandwidths in Mbit/s of the .
SI_PROV_BW network interface card. Optional See7.3.11.4.4
SI_POSS BW The possible forwarding bandwidth that the MA can afford. Optional See7.311.45
The-tota-banawidth-H-Mbit/s-consamed-by-the- MA-te-serreHs
SI_BND_BW CMAs. Optional See7.3.11.4.9
SI_BND_PACKET | Thetotal number of packets sent by the MA from start-up. Optional See 7.3.11.4.7
SI_BND_BYTES The total number of bytes sent by the MA from start-up. Optional See7.8711.4.8
SI_RCV_BW The bandwidth in Mbit/s perceived by the MA. Optional See7.3.11.4.9
SI_RCV_PACKET | The number of packets received by the MA from start-up. Optional See7.3.11.4.10
SI_RCV_BYTES The number of bytes received by the MA from start-up. Optional See7.311.4.210
SI_FREE_CONN A list of PMA and CMAs directly attached to the sending MA. Optional See7.311.4.1p
SI_[FREE_MEM A set of MAs defined by the use of a TREEEXPLOR control. Optional See7.3.11.4.13

7.3.44 NEIGHBORLIST control

The NEIGHBORLIST control inaHANNOUNCE message is used by an HMA)to convey neighbour list informatipn to
non-HMAs in the same multicast area

The fontent and format of the NEIGHBORLIST control are specified in(7.3.2.5 and Figure 45.

7.3.7
7.3.1.1 General

The HLEAVE messageis sent by HMA to announce it-isteaving from the RMCP-2 session to its local network.

HLEAVE message

0 4 8 16 31
NT Messagetype :
Ver (0x2) (MA) (HLEAVE) Length (variable)
Session 1D (64)

MAID (MAID of HLEAVE message sender)

Control data (variable length)

Figure53 - HLEAVE message

7.3.7.2 HLEAVE message format

The format of the HLEAVE message is shown in Figure 53. The description of each field is asfollows:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to Ox2.

b) NT - Thisfield denotes the message issuer's node type. Its value shall be set to the code value for MA in
Table 22.

¢) Messagetype— Thisfield denotes the HLEAVE message. Its value shall be set to 0x07 (see Table 23).
d) Length — This field shall be set to the total length in bytes of the HLEAVE message including control

data.

€) SessionID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.
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f)  MAID —Thisfield shall be set to the MAID of the HLEAVE message sender. Its value shall be formatted

asdefinedin 7.1.2.

g) Control data — The control types that may be used in the HLEAVE message, and their status, are shown

in Table 11.
Table 11 — Control typesfor the HLEAVE message
Control type Meaning Status Reference
CANDIDATEHMA | A set of candidate HMASs provided by the leaving HMA. asrfg gond'“ons 1 See7.3.7.3
NEIGHBORLIST A list of MAsfor performing the map discovery. Optiona See7.3.7.4
ROPTPATH A description of the path from the SMA. Mandatory See7.3.75
REASON The reason for leaving the RMCP-2 session. Mandatory See 73,76
Corjdition 1: If the CANDIDATEHMA control is present, the competition to become the replacement HMA shall berestricted|to

the

Col
the

MAsinthelist of MAIDs (see 7.3.7.3).

dition 2: If the CANDIDATEHMA control is absent, the competition to become the replacement HMA shall lbe open to all
MAs in the same multicast enabled area

of

7.3.71

Whs
can

colli
that

The

.3 CANDIDATEHMA control

h an HMA leaves a session, every non-HMA in the multicast-enabled area may compete to become an HMA.

This

Cause the multicast-enabled area to be flooded with the HANNOUNCE message. To prevent HMA selection

5ion, CANDIDATEHMA control in an HLEAVE message is used to convey-arestricted list of candidate H

bre invited, selected by the leaving HMA, to compete to become the replacement HMA.
0 8 24 31
Control type
(CANDIDATEHMA) Reserveg Number of MAIDs
MAID 1
MAID 2
MAID n

Figure54 - CANDIDATEHMA control

ormat 6f the CANDIDATEHMA control is shown in Figure 54. The description of each field isasfollows:
a) Control type — This field denotes the CANDIDATEHMA control. Its value shall be set to Ox0A

Table 24)

MASs

(see

b) Reserved —Thisfieldisreserved for future use. Its value shall be set to zero. It isignored by the receiver.
¢) Number of MAIDs — This field shall be set to the number of MAIDs listed in CANDIDATEHMA

control.
d) MAID(s) — These fields shall be set to the MAIDs of candidate HMAS selected by the leaving HMA.

7.3.7.4 NEIGHBORLIST control

The NEIGHBORLIST control in a HLEAVE message is used by an HMA to convey neighbour list information to non-
HMAsin the same multicast area.

The content and format of the NEIGHBORLIST control are specified in 7.3.2.5 and Figure 45.
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7375 ROOTPATH control

The ROOTPATH control is used to describe the path from the SMA to the leaving HMA so that the newly selected
HMA can follow the same root path.

The content and format of the ROOTPATH control are specified in 7.3.3.5, 7.3.3.5.1 and in Figures 48 and 49.

7.3.76 REASON control

The REASON control in an HLEAVE message is used to convey the HMA's reason for |eaving the session.

16

31

The

7.3.9

7.3.4

The

may
notif]

Control-bvbe.
I

(REASON)

Length (0x04)

Reason code

by MA (see Table 29).

RELREQ message
.1  General

Figure 55— REASON control

ormat of the REASON contral is shown in Figure 55. The description of each field is as foltows:
a) Control type— Thisfield denotes the REASON control. Its value shall be set to 0X05 (see Table 24).
b) Length—Thisfield denotes the length (4 bytes) of the REASON control. lts'value shall be set to OxO4.
¢) Reason code — This field denotes the reason for leaving. Its value shall be set to 0x10 00, leave inifiated

y the PMA of its presence.
0 4 8 16 31
NT Message.type .
Ver (0x2) (MA) (RELREQ) Length (variable)
Session ID (64)

MAID (MAID of RELREQ message sender)

Control data (variable length)

Figure 56 — RELREQ message

REL REQ message is used by a CMA to request its PMA-toforward data. It usually includes a data profile which
be negotiated through the message exchanges of RELREQ and RELANS messages. It is also used to periodi

jcally

7.3.8.2 RELREQ message format

The format of the RELREQ message is shown in Figure 56. The description of each field is asfollows:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.
b) NT - Thisfield denotes the message issuer's node type. Its value shall be set to the code value for MA in

Table 22.

c) Message type— Thisfield denotes the RELREQ message. Its value shall be set to 0x08 (see Table 23).
d) Length — This field shall be set to the total length in bytes of the RELREQ message including control

data.

€) Session ID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.
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f)  MAID —Thisfield shall be set to the MAID of the RELREQ message sender. Its value shall be formatted

asdefinedin 7.1.2.

g) Control data — The control types that may be used in the RELREQ message, and their status, are shown

in Table 12.
Table 12 — Control typesfor the REL REQ message
Control type Meaning Status Reference
RP_COMMAND A request for rootpath information. Optional See7.3.8.3
DATAPROFILE A description of the requirements for forwarding data. Optional See7.3.84
A _measure of transmission time between sending and
IMTVIESTANMF receiving MAS. Vidanddaory € 1.9.0.0

7.3.8

The
PMA

rootpath information including MAID of its new PMA for network diagnosis and |oop detection,

The

7.3.9
The
The

7.3
The
The
7.39
7.3.9
The

.3 RP_COMMAND control

RP_COMMAND control in the RELREQ message is used by a CMA to reguest rootpath information fro
. For example, whenever a MA connects to PMA during joining or parent switching procedure, it require

0 8 16 31

Control type
(RP_COMMAND)

Length (0x04) RP_Command,ecode

Figure57 —RP_COMMAND control

ormat of the RP_COMMAND control is shown in Figure 57. Thedescription of each field is asfollows:
a) Control type — This field denotes the RP_COMMAND control. Its value shall be set to 0x01
Table 24).
0x04.

RELANS message. Its value shall beset to one of the code valuesin Table 26.

4 DATAPROFILE control
DATAPROFILE control is used to deseribe the proposed data profile of the sender of the REL REQ message.
content and format of the DATAPROFILE control are specified in 7.3.1.4, Figures 42 and 87.
.5 TIMESTAMP control
TIMESTAMP contralGs)iSed to measure transmission time between the sending MA and the receiving MA.
content and format-of‘the TIMESTAMP control are specified in 7.3.3.3 and Figure 47.
RELANSmMessage
1 Geéneral
REL ANS message isissued by a PMA to notify whether arelay request in a RELREQ message from its CMA

m its
S the

(see

b) Length — Thisfield denotes the length (4 bytes).of the RP_COMMAND control. Its value shall be $et to

¢) RP_Command code — This field denotes the components to be returned in the ROOTPATH control ¢f the

\ has

b

alowed. It may. also contain additional information which-is necessary to nmJntiafn the data channel betwed

the

CMA and itsdlf. It isalso used to confirm that the answering MA is still active.
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0 4 8 16 31
NT Message type .
Ver (0x2) (SMAMA) (RELANS) Length (variable)
Session ID (64)

MAID (MAID of RELANS message sender)

! Control data (variable length) !

Figure 58 — RELANS message

7392 RELANS message format

The format of the RELANS message is shown in Figure 58. The description of each field is,as follows:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be setto 0x2.

b) NT —Thisfield denotes the message issuer's node type. Its value shall be)set to one of SMA or MA doded
asin Table 22.

c) Message type— Thisfield denotes the RELANS message. Its value shall be set to 0x09 (see Table 23).
d) Length—Thisfield shall be set to thetotal length in bytes of\REL ANS message including control daja.
€) Session D —Thisfield shall be set to the 64-bit value of*Session ID as defined in 7.1.1.

f)  MAID —Thisfield shall be set to the MAID of the RELANS message sender. Its value shall be formatted
asdefinedin7.1.2.

g) Control data — The control types that may be'used in the RELANS message, and their status, are sfiown

in Table 13.
Table 13 — Controltypesfor the REL ANS message
Control type M eaning Status Reference
RESULT A result of the relay request. Mandatory See7.3.9.3
DATAPROFILE A descriptionof the requirements for forwarding data. Optional See7.394
TIMESTAMP A measureof transmission time sending and receiving MAs. | Mandatory See7.3.95
ROOTPATH A description of the path from the SMA. Seecondition1 | See7.3.9.6

Condition 1: The ROOTPATH control shall be included, if requested, in a RELREQ message.

7.3.9.3 RESULT-control

The RESULT eentrol in a RELANS message is used by a PMA to convey whether or not its CMA's relay request is
successful. If-suecessful, it returns OK result code. If not, it returns an appropriate error code.

The format ‘of RESULT control is shown in Figure 44. The description of each field is asfollows:
:\) Control type— Thisfield denotesthe RESIUL T control ltsvalue shall he set to Ox06. (Qpn Table 74)
b) Length —Thisfield denotes the length (4 bytes) of the RESULT control. Its value shall be set to 0x04.

¢) Result code — This field denotes the result of the request. Its value shall be set to one of the result codes
listed in Table 25.

7.39.4 DATAPROFILE control
The DATAPROFILE contral is used to describe the data profile confirmed by the sender of the RELANS message.
The content and format of the DATAPROFILE control are specified in 7.3.1.4, Figures 42 and 87.

7395 TIMESTAMP control
The TIMESTAMP control is used to measure transmission time between the sending MA and the receiving MA.
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The content and format of the TIMESTAMP control are specified in 7.3.3.3 and Figure 47.
7.39.6 ROOTPATH control

The ROOTPATH control in the RELANS message is used to describe the path from the SMA to the message sender in

response to the RP_COMMAND in the RELREQ message from its CMA.

The content and format of the ROOTPATH control are specified in 7.3.3.5, 7.3.3.5.1 and in Figures 48 and 49.

7.3.10 STREQ message

7.3.10.1 General
The STREQ message is used by SM to request for system information from asingle MA.

0 4 8 16 31
NT Message type .
Ver (0x2) (SM) (STREQ) Length (variable)
Session 1D (64)
MAID (NULL)
Control data (variable length)

Figure 59 — STREQ, message
7.3.10.2 STREQ message format

The format of the STREQ message is shown in Figure 59. The description of each field is as follows:

a) Ver —Thisfield denotes the currentwersion of RMCP. Its value shall be set to 0x2.

Table 22.

f)  MAID —ThiSfjeld shall be set to zero because the SM does not have a MAID.

Table)14.

Table 14 — Control typesfor the STREQ message

b) NT — Thisfield denotes the message issuer's node type. Its value shall be set to the code value for S

C) Messagetype— Thisfield denotesthe STREQ message. Its value shall be set to OxOA (see Table 23)
d) Length-Thisfield shall be set to the total length in bytes of STREQ message including control data
€) Session ID —Thisfield shall be set to the 64-hit value of Session ID asdefined in 7.1.1.

g) Control-data — The control types that may be used in the STREQ message, and their status, are shov

M in

VN in

Control type Meaning Status

Reference

SITCOMMAND A Tequest for specificinformation from an VA Vrandatory

o>ee 1.0.1U.5

TREEEXPLOR Specification limiting the scope of the tree. See conditions 1 and 2

See 7.3.10.4

the recipient of the STREQ message.

set of MAs specified in 7.3.10.4.d).

Condition 1: If the TREEEXPLOR control is absent, the STREQ message requests system information related only to

Condition 2: If the TREEEXPLOR control is present, the STREQ message requests system information related to the

7.3.10.3 SI_COMMAND control

The SI_COMMAND control in a STREQ message is used by the SM to specify the specific information that is required

from the recipient MA.
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0

16

31

Control type
(S_COMMAND)

Length (0x04)

SI_Command code

The format of the SI_ COMMAND control is shown in Figure 60. The description of each field is as follows:

Control type — This field denotes the SI_COMMAND control. Its value shall be set to 0x02 (see
Table 24).

a)

<)

S Command code —This field shall be set to the arithmetic total of the command codes-in’jTab
corresponding to the combination of SY SINFO sub-controls for which an answer is required (see 8.3

7.3.10.4 TREEEXPLOR control
The TREEEXPLOR control isused to limit inspection size of atree.

0

8

Figure60—-SI_COMMAND control

16

24

31

Control type
(TREEEXPLOR)

Length (0x04)

Reserved

Tree depth

Figure61 — TREEEXPLOR control

The format of the TREEEXPLOR control is shown in Figure 61. Thedescription of each field is asfollows:

a)
b)

<)
d)

Control type — This field denotes the TREEEXPLOR control. Its value shall be set to 0xOB

Table 24).

Length — This field denotes the length (4 bytes) of the TREEEXPLOR control. Its value shall b

to Ox04.

Reserved — Thisfield isreserved for future use. Its value shall be set to zero. It isignored by the recs

Tree depth — This field shall be set to the value to specify the scope of tree inspection. A tree depth
defines the set of MAs consisting of the selected MA (or the SMA) that receives the STREQ messag
of its CMAs and al of its(descendents on the RMCP-2 tree within n hops of the selected MA (@

SMA).

7311 STANS message

7.3.11.1 Genera

The BTANS message provides a response to the STREQ message.

e 28
.6).

e set

iver.
of n
e, all
r the

0 4 8 16 31
NT Message type .
Ver (0x2) (SMAMA) (STANS) Length (variable)
Session ID (64)

MAID (MAID of STANS message sender)

Control data (variable length)

Figure 62 — STANS message
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The format of the STANS message is shown in Figure 62. The description of each field is as follows:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b) NT - Thisfield denotes the message issuer's node type. Its value shall be set to one of SMA or MA coded
asin Table 22.

c) Message type— Thisfield denotesthe STANS message. Its value shall be set to 0x0B (see Table 23).
d) Length—Thisfield shall be set to the total length in bytes of STANS message including control data.
€) Session D —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

f)  MAID — Thisfield shall be set to the MAID of the STANS message sender. Its value shall be formatted

nodin 7192
T

acdaf
co-tCrmcoTT

g) Control data— The control types that may be used in the STANS message, and their status, areishov
Table 15.

Table 15— Control typesfor the STANS message

Control type M eaning Status Reference
A header that identifies and delimits information L
COLLECT related to individual MAS. See condition’l See7.3.11.3
A description of the system information of an MA,
SYSINFO or aset of MAS. Mandatory. See7.3.11.4

Condition 1: The COLLECT control shall be included in the STANS message thatiforwards data collected in the
STCOLANS message (see 7.3.13.1).

7.3.11.3 COLLECT control

The [COLLECT control isused in a STANS message only for. reporting information collected in a STCOLANS me;
(seel7.3.13.1) in order to identify and delimit the SY SINFOeontrol that pertains to a single MA. It shall be seque

with|SY SINFO control as defined in 7.3.13.3.
The gontent and format of the COLLECT control are Specified in 7.3.13.4 and Figure 80.

7.3.11.4 SYSINFO control

vn in

bsage
inced

The BY SINFO control in the STANS messageis used by a MA to convey specific system information about itself jnits
SYYNFO sub-controlsin response to an'SI_ COMMAND in a STREQ message.
The gontent and format of the SY SINFO control are specified in 7.3.1.3 and Figure 41.
The SY SINFO sub-controls that.may be used in the STANS message, together with their status and reference toftheir
content and specification, arelisted in Table 16.
Table 16 — SY SINFO sub-control typesfor STANS and STCOL ANS message
Slib-controhtype Meaning Status Referencs
si|upfiME gglr?psed time in seconds since the node joined the RMCP-2 See condition 1 See7311.41
S|_DECAY The defay T Seconds from the SMA, &5 percalved by The A Seecondition I See 731142
The number of CMA placesthat an MA has allocated and the -
SI_ROOM_CMA total number that it is able to support. See condition 1 See7.3.11.4.3
The maximum incoming and outgoing bandwidths in Mbit/s of o
SI_PROV_BW the network interface card. See condition 1 See7.3.11.4.4
SI_POSS BW The possible forwarding bandwidth that the MA can afford. See condition 1 See7.3.11.45
SI_SND_BW 'Ic':r,:/tla Ac;tal bandwidth in Mbit/s consumed by the MA to serveits See condition 1 See7.3.11.4.6
SI_SND_PACKET | Thetotal number of packets sent by the MA from start-up. See condition 1 See7.311.4.7
SI_SND_BYTES The total number of bytes sent by the MA from start-up. See condition 1 See7.311.4.8
SI_RCV_BW The bandwidth in Mbit/s perceived by the MA. See condition 1 See7.3.11.4.9
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Table 16 — SY SINFO sub-control typesfor STANS and STCOL ANS message

Sub-control type M eaning Status Reference
SI_RCV_PACKET | The number of packets received by the MA from start-up. See condition 1 See7.3.11.4.10
SI_RCV_BYTES The number of bytes received by the MA from start-up. See condition 1 See7.311.4.11
SI_TREE_CONN A list of PMA and CMAs directly attached to the sending MA. See condition 1 See7.3.11.4.12
SI_TREE_MEM A set of MAs defined by the use of a TREEEXPLOR control. See condition 1 See7.3.11.4.13
Condition 1: These sub-controls shall be included in the STANS message, if requested in a STREQ message.

7.3.1

The
each

7.3.1

The
each

1.4.1 SI_UPTIME sub-control

format of the SI_UPTIME sub-control preceded by a SY SINFO control is shown in Figure 63. The descripti
field of the SI_UPTIME sub-control is as follows:

a) Sub-control type — This field denotes the SI_UPTIME sub-control. Its value shall 'he“set to 0x11
Table 27).

0x06.

0 8 16 24 31

Control type
(SYSINFO)

Sub-contrel<type

Length (0x02) (S UPTIME)

Length (0x06)

Uptime (in seconds)

Figure63 —SI_UPTIME sub-control

1.4.2 SI_DELAY sub-control
format of the SI_DELAY sub-control precededyby a SY SINFO control is shown in Figure 64. The descripti

field of the SI_DELAY sub-control is as follows:
a) Sub-control type — This field\denotes the SI_DELAY sub-control. Its value shall be set to 0x12
Table 27).
b) Length — This field denotes the length (6 bytes) of the SI_DELAY sub-control. Its value shall be s
0x086.

c) Deay—Thisfield'shall be set to the delay in seconds from the SMA, as perceived by the MA.

0 ay 8 16 24 31
Control-type Sub-control type
(SYSINFO) Length (0x02) (S| DELAY) Length (0x06)
Delay (in seconds)

¢) Uptime—Thisfield shall be set to the elapsed time in seconds since theMA joined the RMCP-2 sesdi

bn of

(see

b) Length — This field denotes the length (6 bytes) of the SI_UPTIME sub-control."Its value shall be $et to

on.

bn of
(see

et to

Figure64—Sl DFI AY sub-control

7.3.11.4.3 SI_ROOM_CMA sub-control

The format of the SI_ ROOM_CMA sub-control preceded by a SYSINFO control is shown in Figure 65. The
description of each field of the SI_ROOM_CMA is asfollows:

a) Sub-control type — This field denotes the SI_ ROOM_CMA sub-control. Its value shall be set to 0x13

40

(see Table 27).

b) Length — This field denotes the length (6 bytes) of the SI_ ROOM_CMA sub-control. Its value shall be

set to 0x06.
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Number of CMAs allocated — This field shall be set to number of CMA places that have been alocated
by the MA. When the SI_ ROOM_CMA sub-control is used in a SUBSREQ message this field shall be

set to 0x0000.

Total CMA capacity — This field shall be set to the total number of CMA capacity that the MA is able to

support.
NOTE — The available number of CMAs will be the difference between the total number of CMA capacity and the number of
CMAs alocated.
0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (S_ROOM_CMA) Length (0x06)
Number of CMAs alocated Total CMA capacity

7.3.1

The
of eg

a)

b)
©)

d)

Figure65—SI_ROOM_CMA sub-control

1.4.4 SI_PROV_BW sub-control

format of the SI_PROV_BW sub-control preceded by a SY SINFO control is shown in Figure 66. The descri
ich field of the SI_PROV_BW isasfollows:

btion

Sub-control type — This field denotes the SI_PROV_BW sub-contral. Its\alue shall be set to 0x15 (see

Table 27).

Length — Thisfield denotes the length of the SI_PROV_BW sub-control. Its value shall be set to 0xJ6.

Incoming BW of NIC — This field shall be set to the maximum incoming bandwidth in Mbit/s df the

network interface card.

Outgoing BW of NIC — This field shall be set to the maximum outgoing bandwidth in Mbit/s of the

network interface card.

Control type
(SYSINFO)

Sub-control type
(SI_PROV_BW)

Length (0x02) Length (0x06)

Incoming BW of NIC (in Mbit/s) Outgoing BW of NIC (in Mbit/s)

Figure 66 —SI_PROV_BW sub-control

bn of
(see

et to

7.3.11.45 SI_POSS BW sub-control
The format of the SI_POSS BW, sub-control preceded by a SY SINFO control is shown in Figure 67. The descripti
each|field of the SI_POSS_BWjis asfollows:
a) Sub-controhtype — This field denotes the SI_POSS BW sub-control. Its value shall be set to 0x25
Table 27):
b) Length= Thisfield denotes the length (6 bytes) of the SI_POSS_BW sub-control. Its value shall be
0x06.
¢). S Forwarding bandwidth — This field shall be set to the possible forwarding bandwidth in Mbit/s that the
MA can support.
8] 8 16 24 31

Control type
(SYSINFO)

Sub-control type

Length (0x02) (SI_POSS BW)

Length (0x06)

Forwarding bandwidth (in Mbit/s)

Figure67 —SI_POSS BW sub-control

7.3.11.4.6 SI_SND_BW sub-control

The format of the SI_SND_BW sub-control preceded by a SY SINFO control is shown in Figure 68. The description of
each field of the SI_SND_BW sub-control is as follows:

Rec. ITU-T X.603.1 (03/2010)
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a) Sub-control type — This field denotes the SI_SND_BW sub-contral. Its value shall be set to 0x35 (see
Table 27).

b) Length — Thisfield denotes the length (6 bytes) of the SI_SND_BW sub-control. Its value shall be set to
0x06.

c) Bandwidth — This field shall be set to the total bandwidth in Mbit/s consumed by the MA to serve its
CMAs.

0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (S._SND _BW) Length (0x06)
Bandwidth (in Mbivs)

7.311.4.7 SI_SND_PACKET sub-control

Figure68 —SI_SND_BW sub-control

The [format of the SI_SND_PACKET sub-control preceded by a SYSINFO control is showf)in Figure 69.| The

descfiption of each field of the SI_SND_PACKET sub-control isasfollows:

a)
b)

0

Sub-control type — This field denotes the SI_SND_PACKET sub-control- Itsvalue shall be set to Px36
(see Table 27).

Length — This field denotes the length (6 bytes) of the SI_SND_PACKET sub-control. Its value shall be
set to Ox06.

Number of packets — Thisfield shall be set to the total number, of-packets sent by the MA from start-pip.
8 16 24 31

Control type
(SYSINFO)

Suk~control type

Length (0x02) (SL-SND_PACKET)

Length (0x06)

Number of \packets

7.3.11.4.8 SI_SND_BYTES sub-control

Figure69—SI_SND PACKET sub-control

The format of the SI_SND_BY TES sub-contral preceded by a SY SINFO control is shown in Figure 70. The description

of egch field of the SI_SND_BY TES sub-¢ontrol is as follows:

a)
b)

©)

Sub-control type — Thisfield denotesthe SI_ SND_BY TES sub-control. Its value shall be set to 0x37 (see
Table 27).

Length — Thisfield denotes the length (6 bytes) of the SI_SND_BY TES sub-control. Its value shall ke set
to Ox06.

Number of bytes— Thisfield shall be set to the total number of bytes sent by the MA from start-up.

8 16 24 31

Sub-control type
(SI_SND_BYTES)

Control type

(SYSINFO) Length (0x02)

Length (0x06)

Number of bytes

Figure70—-SI_SND_BYTES sub-control

7.3.11.4.9 SI_RCV_BW sub-control

The format of the SI_RCV_BW sub-control preceded by a SY SINFO control is shown in Figure 71. The description of
each field of the SI_RCV_BW sub-control is as follows:

a)

b)

Sub-control type — This field denotes the SI_ RCV_BW sub-control. Its value shall be set to 0x45 (see
Table 27).

Length — This field denotes the length (6 bytes) of the SI_RCV_BW sub-control. Its value shall be set to
0x06.
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descfiption of each field of the SI_RCV_PACKET sub-control is as follows:

7311411 SI_RCV_BYTESsub-control

The format of the SI_RCV_BY TES sub-control preceded by &SY SINFO control is shown in Figure 73. The descri
of egch field of the SI_RCV_BYTES sub-contral is as foliows:

7.3.11,422" SI_TREE_CONN sub-control

The Tormar of the SI_TREE_CONN-Sub-control_preceded Dy a SY SINFO_control 1S shown in Figare 74.
description of each field of the SI_TREE_CONN sub-control is as follows:

I SO/IEC 16512-2:2011 (E)

¢) Bandwidth — Thisfield shall be set to the bandwidth in Mbit/s perceived by the MA between itself and its

PMA.
0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (S._RCV_BW) Length (0x06)
Bandwidth (in Mbit/s)

Figure71-SI_RCV_BW sub-control

7311410 S RCV PACKET sub-control

The [format of the SI_RCV_PACKET sub-control preceded by a SYSINFO control is shown in Figuren/2:

Length (0x02)

Length (0x06)

(SYSINFO) (SI_RCV_PACKET)

Number of packets

Figure72—-SI_RCV_PACKET.sub-control

a) Sub-control type—Thisfield denotesthe SI_RCV_BY TES sub-control. Its value shall be set to 0x474
Table 27).

b) Length — This field denotes the length (6 bytes) of the SI_ RCV_BYTES sub-control. Its value sha
Set to 0x06.

¢) Number of bytes— Thisfield shall be set to the number of bytes received by the MA from start-up.

0 _ 8 16 24 31

Control type
(SYSINFO)

Sub-control type
(SI_RCV_BYTES)

Length (0x02) Length (0x06)

Number of bytes

Figure73—SlI_RCV_BYTES sub-control

The

Ox46

a Sub-control type — This field denotes the SI_RCV_PACKET sub-control. Its value shall be set to
(see Table 27).
b) Length — Thisfield denotes the length (6 bytes) of the SI_ RCV_PACKET sub-centrol. Its value shall be
Set to 0x06.
¢) Number of packets— Thisfield shall be set to the number of packets receivedby the MA from start-up.
0 8 16 24 31
Control type Sub-control type

ption
(see

il be

The

a) Sub-control type — This field denotes the SI_TREE_CONN sub-control. Its value shall be set to 0x68

(see Table 27).

b)  Number of MAIDs — Thisfield shall be set to the number of MAIDsin the list including that of the PMA.

¢) MAID of PMA —Thisfield shall be set to the MAID of the PMA of the reporting MA.

d) MAIDsof CMAs— Thesefields shall be set to the MAIDs of the CMAs of the reporting MA.
NOTE — There is no significance in the ordering of MAIDs.
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0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (S| TREE CONN) Number of MAIDs (n + 1)
MAID of PMA
MAID of CMA 1
MAID of CMA n

Figure74—SI_TREE_CONN sub-control
7.311.4.13 SI_TREE_MEM sub-control

The format of the SI_ TREE_MEM sub-control preceded by a SY SINFO control is shown in Figure 75.“Tihe description

of egch field of the SI_ TREE_MEM sub-control is as follows:

a) Sub-control type— Thisfield denotesthe SI_ TREE_MEM sub-control. Its value shall be set to 0x69
Table 27).

b) Number of MAIDs — This field shall be set to the number of MAIDs listed in'the SI_ TREE_MEM
control.

¢) MAIDs of member — These fields shall be set to the MAIDs of the members of the sub-tree defined
TREEEXPLOR control.

NOTE — There is no significance in the ordering of MAIDs.
0 8 16 24 31

Control type Sub-control type
(SYSINFO) Length (0x02) (SL“TREE_MEM) Number of MAIDs (n)

MAID of member 1

MAID of member n

Figure?5—-SI_TREE_MEM sub-control
7312 STCOLREQ message

7.312.1 General

STCPOLREQ and STCOLANSymessages are used to collect system information from a set of MAs as requested
STREQ message. The STREQ message is issued by the SM and is sent to a selected MA (or the SMA). If the ST
mesgage contains a TREEEXPLOR control, it defines the set of MAs as the selected MA (or the SMA) that receive
STREQ message, all.of its CMAs and all of its descendents on the RMCP-2 tree within n hops of the selected MA.
infoymation is callected from members of the set through STCOLREQ and STCOLANS messages via the RM
tree.

The STCOLREQ messages are relayed to all members of the set. The TREEEXPLOR control defines the membsg
the set.and the SI_ COMMAND control indicates the type of information to be returned. Figure 76 shows an examy

(see
sub-

by a

ina
REQ
s the
This
CP-2

s of
le of

suchlaset where PMA isthe selected MA andn=3.
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STREQ and STANS

messages
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@ Level 0

7.3.1
The
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Figure 76 — Example of adelivery treefor STCOLREQ.ahd STCOL ANS messages

0 4 8 16 31

NT Message type .
Ver (0x2) (SMAMA) (STCOLREQ) Length (variable)

Session ID (64)

MAID.(MAID of STCOLREQ message sender)

Control data (variable length)

Figure 77 — STCOL REQ message

2.2 STCOLREQ message for mat
ormat of, the STCOLREQ message is shown in Figure 77. The description of each field is asfollows:
a)>- Ver — This field denotes the current version of RMCP. Its value shall be set to 0x2.
b) NT —Thisfield denotes the message issuer's node type. Its value shall be set to one of SMA or MA doded
¢) Message type — This field denotes the STCOLREQ message. Its value shall be set to Ox1A (see
Table 23).
d) Length — This field shall be set to the total length in bytes of STCOLREQ message including control
data.
€) Session ID —Thisfield shall be set to the 64-bit value of Session ID as defined in 7.1.1.
f)  MAID — This field shall be set to the MAID of the STCOLREQ message sender. Its value shall be
formatted as defined in 7.1.2.
g) Control data — The control types that may be used in the STCOLREQ message, and their status, are

shownin Table 17.
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Table 17 — Control typesfor the STCOL REQ message

Control type Meaning Status Reference
SI_COMMAND A request for specific information from an MA. Mandatory See7.3.12.3
TREEEXPLOR Specification limiting the scope of the tree. Optional See7.3.12.4

7.3.12.3 SI_COMMAND control

The SI_ COMMAND control in a STCOLREQ message is used by a PMA to request specific system information
its CMAs.

The content and format of the SI COM MAND control are specmed in 7 3. 10 3 and F|gure 60 The Sl Command

throigh the ST COL REQ and ST COLANS mmges

7.3.12.4 TREEEXPLOR control
The TREEEXPLOR control is used to limit the scope of the tree to be inspected.
The ontent and format of the TREEEXPLOR control are specified in 7.3.10.4 and in Figure 61{The tree depth

from

code

alue

set by the MA that is the recipient of the STREQ message that initiates the STCOLREQ message shall be identigal to
that jn the STREQ message. The value of the tree depth shall be decreased by one every time that the message is

relayied to alower level.

OTE — When an MA receives an STCOLREQ message with tree depth = 0O, it will knpw/\that it is at the end of the relgying

chain and that it should start to return its information in a STCOLANS message to its PMA.
7.3.13 STCOLANS message

7.3.13.1 General
The [STCOLANS message is used to relay system information from a defined subset of the RMCP-2 tree.

This

infofmation is collected in a controlled manner. Firstly, the MAstinthe lowest layer, each sends information related to
theirlown node to their PMA. The PMA amalgamates this information and adds its own information before relaying the

combined information to its parent in the next layer. The relaying continues until the head of the sub-tree has coll
all theinformation and then forwards it in a STANS message to the SM.

0 4 8 16 31
NT Message type .
Ver (0x2) (MA) (SFCOLANS) Length (variable)
Session 1D (64)

MAID (MAID of STCOLANS message sender)

Control data (variable length)

bcted

7.3.13.2 STCOLANS message format

The format of the STCOLANS message is shown in Figure 78. The description of each field isasfollows:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b) NT — Thisfield denotes the message issuer's node type. Its value shall be set to the code value for MA as

in Table 22.

¢) Message type — This field denotes the STCOLANS message. Its value shall be set to Ox1B
Table 23).

(see

d) Length — This field shall be set to the total length in bytes of STCOLANS message including control

data.
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€) Session ID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

f)  MAID — This field shall be set to the MAID of the STCOLANS message sender. Its value shall be
formatted as defined in 7.1.2

g) Control data — The control types that may be used in the STCOLANS message, and their status, are
shown in Table 18.

Table 18 — Control typesfor the STCOL ANS message

Control type

M eaning

Status Reference

COLLECT indi

vidual MAs.

A header that identifies and delimits information related to

Optiona See7.3.134

SYSINFO A description of the system information of MA.

Mandatory | See7.3.13.5

FQ message from the SM

3.3 Sequence of controlsin STCOL ANS message

reguesting this information.

[COLANS message contains system information for a set of MAs at a given level in the RMCP-2 tree. The
ed as a PMA and its CMAs and descendents to a depth defined by the TREEEXPLOR contral of the ori

re 79 shows the sequence of controls in a STCOLANS message. Each COLLECT control identifies a parti
and the subsequent SY SINFO sub-controls contain the type of system information defined by the SI_ COMM
ol of the origina STREQ message from the SM requesting this information.

5et s
ginal

cular
A\ND

COLLECT control identifying MA1

SY SINFO control and sub-control A containing information relating to MA 1

SY SINFO control and sub-control B containing infefmation relating to MA 1

SY SINFO control and sub-control C containing ififormation relating to MA 1

COLLECT control jdeqtifying MA2

SY SINFO contral and sub-control A containing information relating to MA 2

SY SINFO contral and sub-control B)containing information relating to MA 2

SY SINFO control and sub-cantrol C containing information relating to MA 2

Fields relating to other MAs

7.3.]

3.4 COLLECT control

Figure 79 — Sequence of COLLECT controlsand SY SINFO controlsin a STCOLANS message

24 31

Control type
(COLLECT)

Length (0x0C)

Reserved

Number of sub-controls

MAID (MAID of MA to which the following status reports apply)

Figure80—COLLECT control

The format of the COLLECT control is shown in Figure 80. The description of each field of the COLLECT control is as
follows:

a) Control type— Thisfield denotesthe COLLECT contral. Its value shall be set to OxOC (see Table 24).
b) Length —Thisfield denotes the length (12 bytes) of the COLLECT contral. Its value shall be set to 0x0C.
¢) Reserved—Thisfield isreserved for future use. Its value shall be set to zero. It isignored by the receiver.
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d)

e

Number of sub-controls — This field shall be set to the number of sub-controls associated with the MA

indentified inthe MAID in ).

MAID — This field shall be set to the MAID of the MA to which the status reports in the following

SY SINFO sub-controls apply (see Figure 79).

7.3.13.5 SYSINFO control

The content and format of the SY SINFO control are specified in 7.3.1.3 and Figure 41. The SY SINFO sub-controls in
an STCOLANS message shall correspond to those indicated by the SI_ COMMAND in the STCOLREQ message that
triggered the message. A list of valid SYSINFO sub-controls that may be used in the STCOLANS message, together
with their status and reference to their content and specification, arelisted in Table 16.

7.3.

4 | EAVREQ message

7.3.1
The

7.3.1
The

4.1 General
| EAVREQ messageis used

a)
b)
©)

by an MA to inform its PMA and CMAs of itsleaving;
by the SM or aPMA to expel an MA from the session; or
by an MA when it changesits PMA.

0 4 8 16 31

NT Message type )
Ver (0x2) (SMISMAIMA) |  (LEAVREQ) Length (variable)

Session ID (64)

MAID (MAID of LEAV.REQ message sender)

Control data (variable length)

Figure 81 — LEAVREQ message

4.2 LEAVREQ message format

ormat of the LEAVREQmeSsage is shown in Figure 81. The description of each field is asfollows:

a)
b)

0
d)
g

48

Ver — Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

NT — Thisfield denotes the message issuer's node type. Its value shall be set to one of SM, SMA, of MA

coded’asin Table 22.
Message type — This field denotes the LEAV REQ message. Its value shall be set to 0xOC (see Table

03).

Length — Thisfield shall be set to the total length in bytes of LEAVREQ message including control dlata.

Session ID — This field shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

formatted asdef|ned|n712 Iftheme&agmssent bySI\/I thisfield shall be set to zero.

g) Control data— The control type that shall be used in the LEAVREQ message, and its status, is shown in
Table 19.
Table 19 — Control typefor the LEAVREQ message
Control type M eaning Status Reference
REASON The reason for leaving of MA. Mandatory See7.3.14.3
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7.3.14.3 REASON control

The REASON control in an LEAVREQ message is used to convey the MA's reason for leaving the session. The
REASON control format is shown in Figure 55. The description of each field is as follows:

a) Control type— Thisfield denotes the REASON control. Its value shall be set to 0x05 (see Table 24).
b) Length —Thisfield denotes the length (4 bytes) of the REASON control. Its value shall be set to 0x04.
¢) Reason code— Thisfield denotes the reason for leaving. Its value shall be set to one of the code valuesin
Table 29.
7.315 LEAVANS message

7.3.15.1 General

The LEAVANS message is used to acknowledge the receipt of a LEAVREQ message.

0 4 8 16 31

NT Message type
Ver (0x2) (SMAIMA) (LEAVANS) Length (0x14)

Session ID (64)

MAID (MAID of LEAVANS message sender)

Figure 82 — LEAVANS message

7.3.15.2 LEAVANS message format

The format of the LEAVANS message is shown in Figure 82:\The description of each field is as follows:
a) Ver —Thisfield denotes the current version,of RMCP. Its value shall be set to 0x2.

b) NT —Thisfield denotes the message isstier's node type. Its value shall be set to one of SMA or MA goded
asin Table 22.

c) Message type— Thisfield denotesthe LEAVANS message. Its value shall be set to Ox0D (see Table[23).

d) Length—Thisfield shall be'set to the total length (20 bytes) of LEAVANS message. Its value shall e set
to Ox14.

€) Session ID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

f)  MAID — ThisAigld shall be set to the MAID of the LEAVANS message sender. Its value shg
formatted agdefined in 7.1.2.

NOTE - Thereis no cantrol data associated with the LEAVANS message.

be

7316 HB message

7.3.16.1 Genexral

The HBmessage is issued periodically by the SMA to examine the condition of the RMCP-2 tree and to creatp the
rootpath-information for receiving MAs. Thisinformation enables each MA to diagnose the network condition.
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7.3.16.2 HB message for mat

The

0 4 8 16 31

Ver (0x2) (SM|X-||—M A M&‘(’f'gétype Length (variable)

Session 1D (64)

MAID (MAID of HB message originator)

! Control data (variable length) !

Figure 83 — HB message

ormat of the HB message is shown in Figure 83. The description of each field is as follows:

a) Ver —Thisfield denotes the current version of RMCP. Its value shall be setto 0x2.

b) NT - Thisfield denotes the message originator's node type. For a regllarHB message, its value shdll be
set to SMA coded asin Table 22. For a pseudo-HB message, its valugishall be set to that of MA coded as
in Table 22. Thisfield shall not be changed as the HB message istelayed down the RMCP-2 tree.

¢) Messagetype— Thisfield denotes the HB message. Its valuetshall be set to 0x10 (see Table 23).

d) Length—Thisfield shall be set to the total length in byteSof"'HB message including control data.

€) Session ID —Thisfield shall be set to the 64-bit valueof Session ID as defined in 7.1.1.

f)  MAID —Thisfield shal be set to the MAID of the HB message originator. Its value shall be formatted as
defined in 7.1.2. Thisfield shall not be changed.as the HB message is relayed down the RMCP-2 treg.

g) Control data — The control types that mayibe used in the HB message, and their status, are shown in
Table 20.

Table 20 ~Control typesfor the HB message
Control type Meaning Status Reference
ROOTPATH A description.of the path from the SMA. See condition 1 See7.3.16.3
An indieation that the message is a pseudo-HB message .
PSEUDO_HB for network partitioning detection and recovery. See congiition 2 See7.3.164

Condition 1: The ROOFPATH control shall always be included in aregular HB message.
Condition 2: The PSEUDO_HB control shall always be included in a pseudo-HB message.

7.3.16.3 ROOTPATH control

The
The

7.3.16.4° PSEUDO _HB control

ROOTPATH contral in the HB message is used to describe the path from the SMA to the message sender.
content-and format of the ROOTPATH control are specified in 7.3.3.5, 7.3.3.5.1 and in Figures 48 and 49.

When a PMA tries to recover from network partition, its descendants may start network fault recovery procedure due to
HB expectation timeout. A single point of partitioning may cause afault recovery chain effect.

To avoid this, the MA generates PSEUDO_HB control in order to notify its descendants of a network fault and to delay
its descendants' fault recovery procedure.
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0 8 16 31

(P%%Tjggyﬂ;) Length (0x04) Reserved

Figure 84 —PSEUDO_HB control

The format of the PSEUDO_HB control for a pseudo-HB message is shown in Figure 84. The description of each field
isasfollows:

a) Control type— Thisfield denotes the PSEUDO_HB control. Its value shall be set to 0x0D (see Table 24).
D enath hi 1ald denotes he-lenath-(4-b s a he- P DO_HB

SHY S S Jara s SELHDG a/alaiida a he-HB-message. |ts
value shall be set to 0x04.

¢) Reserved —Thisfieldisreserved for future use. Its value shall be set to zero. It isignored by theyrecdiver.

7317 TERMREQ message
7.3.17.1 General

TERMREQ message is used to terminate the existing RMCP-2 session. The SM sends the TERMREQ message tp the
SMA and the SMA relays the message to members of the RMCP-2 tree.

0 4 8 16 31
NT Message type .
Ver (0x2) (SMISMAIMA) | (TERMREQ) Length (variable)
Session 1D (64)

MAID (MAID of TERMREQ message sender)

€ontrol data (variable length)

Figure 85— TERMREQ message
7.3.17.2 TERMREQ message'for mat
The format of the TERMREQ message is shown in Figure 85. The description of each field is as follows:

a) Ver — Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b) NT <7Fhisfield denotes the message issuer's node type. Its value shall be set to one of SM, SMA, off MA
caded asin Table 22.

¢) <—~Message type — This field denotes the TERMREQ message. Its value shall be set to OXOE (see Table[23).
d) Length-—Thisfield shall be set to the total length in bytes of TERMREQ message including control gata.

formatted as defined in 7.1.2. If the message is sent by the SM, thisfield shall be set to zero.
g) Control data— The control type that shall be used in the TERMREQ message, and its status, is shown in

Table 21.
Table 21 — Control typefor the TERMREQ message
Control type M eaning Status Reference
REASON The reason for termination of the session. Mandatory | See7.3.17.3
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7.3.17.3 REASON control

The REASON control in the TERMREQ message is used to convey the reason for termination of the session.

The REASON control format is shown in Figure 55. The description of each field is as follows:

a) Control type— Thisfield denotes the REASON control. Its value shall be set to 0x05 (see Table 24).

b) Length —Thisfield denotes the length (4 bytes) of the REASON controal. Its value shall be set to 0x04.

¢) Reason code — This field denotes the reason for termination of the session. Its value shall be set by the
SM to one of the code values in Table 30. When the TERMREQ message is forwarded subsequently by

an MA, the value set by the SM shall remain unchanged.

7.3.18 TERMANS message

7.3.]I8.1 General

The

TERMANS message is used to acknowledge the receipt of a TERMREQ message.
0 4 8 16 31
NT Message type
Ver (0x2) (SMAMA) (TERMANS) Length (0x14)

Session ID (64)

MAID (MAID of TERMANS message-seénder)

Figure 86 - TERMANSMessage

7.3.18.2 TERMANS message format

The

8
This

ormat of the TERMANS message is shown in Figuré 86. The description of each field is asfollows:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x2.

b) NT —Thisfield denotes the message issuer's node type. Its value shall be set to one of SMA or MA d
asin Table 22.

¢) Messagetype— Thisfield.denotes the TERMANS message. Its value shall be set to OxOF (see Table

d) Length — This field shall be set to the total length (20 bytes) of the TERMANS message. Its value
be set to 0x14.

€) Session ID — Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

f)  MAID — This’field shall be set to the MAID of the TERMANS message sender. Its value sha
formattedas defined in 7.1.2.

OTE — There istho.control data associated with the TERMANS message.

Rarameters

clatise explains the parameter values of RMCP-2 tree management. RMCP-2 defines the data forwarding prof

oded
23).

shall

Il be

leas

a means of specifying the data channel information in terms of data types. In addition, some of the control parameters
are used for efficient and optimized management of the control tree.

8.1

Data forwarding profile

RMCP-2 defines the data forwarding profile as a profile that describes the requirements for forwarding data between a
PMA and the PMA's direct CMA. The data forwarding profile is used to negotiate the data channel in terms of the type
of data delivered during the session. When multiple types of data are simultaneously transmitted in a session, the
information of each data stream is described for the negotiation.
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gure 87, adata forwarding profileisillustrated as SDP-style text format.

Stream1: Protocol = UDP, Listen address = a.b.c.d:9898, Encapsulation = IP-IP
Stream2: Protocol = UDP, Listen address = a.b.c.d:9899, Encapsulation = UDP

Stream3: Protocol = TCP, Llisten address = a.b.c.d:9899, Encapsulation = TCP, CurrentSeq=xxxx,
BufferedSeq = yyyy, CurrentRcvdSeq = xxxx-1

Figure 87 — An example of the data forwarding profile

Parametersused in RMCP-2

RMCP-2 defines some parameters to manage the control tree. These parameters control the time information. O
RMEP-2 session or define the number of messages or provide other information.

8.2

Eachl MA that wants to join an RMCP-2 session should contact the SM to fetch the bootstrapping.information fa
n. The SM gives an NL as the bootstrapping information. Because of resource limitations,-the NL cannot ke

the N

8.2.7

Eve
PPR

8.2.3
This

RM(
With
any

8.24

RM(
func

Parametersfor session initialization

I As of the session. Hence, the following parameter is used to limit the size of the NL:

a) N _SartNL: It defines the number of MAs listed in the Neighbour List. It\can be changed by the
before the session starts as well as after the session started. The default valiefor N_StartNL is 100.

Parametersfor map discovery

y MA in the RMCP-2 performs a map discovery procedure by periodically exchanging PPROBREQ message

a) PPROB.time: It defines the period of issuing PPROBREQ message. Each MA sends PPROB
messages at every PPROB.time. The default value for:PPROB.time is 45 seconds but it can be cha
arbitrarily.

b) N_MAX PROBE: This parameter limits the maximum number of PPROBREQ messages that can be
by each MA simultaneoudly to prevent PPROBREQ implosion. The default value for N MAX_ PR
is 1, but it can be changed arbitrarily.

Parametersfor session maintenance
subclause includes the mechanism for the'session heartbeat as well as the session maintenance.

CP-2 uses the HB for tree maintenance. The HB synchronizes the whole session along the data delivery
in the synchronized session, eachiMA can switch its parent to improve the RMCP-2 session. The HB also de
petwork faults, such as loops and partitions. RM CP-2 defines the parameters for heartbeat as follows:

a) HB.time: It isthepeériod of HB message. The SMA of a session sends a HB message at every HB.
The default value for HB.timeis 15 seconds.

b) MAX PARTITION_CNT: It is used to examine the tree is partitioned. If a MA does not receivg
messagefor MAX_PARTITION_CNT * HB.time, then it can detect tree has partitioned. The dé
vauéfor MAX_PARTITION_CNT is 3.

Parametersfor HMA selection

CP-2.enables an |P multicast data transmission in a multicast-enabled area. The following parameters suppor
ionality:

f the

r the
bp all

e SM

5 and

DBANS messages with neighbouring MAs. The following parameters are related to the map discovery procedure:

REQ
nged

sent
OBE

path.
tects

lime.

> HB
ef aul t

this

a) H_SOLICIT.time: It defines the time period of HSOLICIT message. An MA in the multicast-enabled
area sends H_SOLICIT message at every H _SOLICIT.time. The default value for H_SOLICIT.time is

2 seconds.

b) N _SOLICIT: It is the maximum trial humber of HSOLICIT message generation as nhon-HMA. After

N_SOLICIT times of HSOLICIT message issue, the MA tries to become new HMA in the multi
enabled area. The default value for N_SOLICIT is 3.

¢) H_ANNOUNCE.time: It defines the period of HANNOUNCE message. HMA sendsan H_ANNOU
message at every H_ANNOUNCE.time. The default value for H_ ANNOUNCE.time is 6 seconds.

d) N_ANNOUNCE: It is the maximum trial number of HANNOUNCE message generation as HMA.

cast-

NCE

If no

HSOLICIT message appears, HMA stops forwarding data into the multicast-enabled area. The default

value for N_ ANNOUNCE is set to 3.
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8.25 Parameter sused during data delivery

To connect and continue the data relay, each CMA periodically sends a RELREQ message to its PMA. The following
parameters are used to support datarelay procedure;

a) RELREQ.time: It is the maximal period to generate the RELREQ message. Both PMA and CMA
the same size of RELREQ.time. The initial value of RELREQ.time is 6 seconds.

have

b) N_ RELREQ: It is used to examine whether the CMA is till alive or not. If a PMA does not receive
RELREQ message for RELREQ.time * N_RELREQ, then the PMA considers that its CMA has left the

session abruptly. The default value for N_ RELREQ is 3.

8.2.6 Parametersfor session leave

RMCP=-2alowsMA's mrly sessionleave \When an MA. inthe middle of atreeisduetoleave a session.the MA

ould

wait
proc

8.3

8.3.1
Tabl

0=

8.3.2
Tabl

for a certain period for soft tree reconfiguration. The following parameters are used to support session
bdure:

a) LEAVE.ime: Itisthe duration managed by leaving PMA to make its CMA enable to find hrew/PMA
attach to them. The default value for LEAVE.timeis 10 seconds.

Codevaluesused in RMCP-2

Codesvaluesfor basic RM CP-2 node types

b 22 lists the node types (NT) for the basic RMCP-2 protocol and their corresponding 4-bit code values.

OTE — The code value for the MA node type applies only to the basic RMCP-2 prétocol defined in clauses 5-7. The
MCP-2 protocol does hot use the code value for MAs: it hasits own code values fof<DMA and RMA node types.

Table 22 — Node type code values for yasic RM CP-2

Node type Codevalue (4 bits)
SM Ox1
SMA 0x2
MA 0x4

Code valuesfor RM CP-2 message types
b 23 lists the RMCP-2 message types and their corresponding code values.

Table 23 — Code values for RM CP-2 message types

eave

ecure

Messagetype Codevalue
(Hexadecimal)

SUBSREQ 0x01
SUBSANS 0x02
PPROBREQ 0x03
PPROBANS 0x04
HSOLICIT 0x05
HANNOUNCE Ox06
HLEAVE ox07
RELREQ 0x08
RELANS 0x09
STREQ O0x0A
STANS 0x0B
STCOLREQ Ox1A
STCOLANS 0x1B
LEAVREQ 0x0C
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Table 23 — Code valuesfor RM CP-2 message types

Codevalue
M essage type )
(Hexadecimal)
LEAVANS 0x0D
HB 0x10
TERMREQ Ox0E
TERMANS OxOF

Caodevaluesfor RMCP-2 contraol types

I SO/IEC 16512-2:2011 (E)

Table 24 lists the RMCP-2 control types and their corresponding code values

8.34
Tabl

8.3.9

Table 24 — Code valuesfor RM CP-2 control types

Control type (Hex\;g]eli:?m al)
RP_COMMAND 0x01
SI_COMMAND 0x02
DATAPROFILE 0x03
NEIGHBORLIST 0x04
REASON 0x05,
RESULT 0x06
ROOTPATH Qx07
SYSINFO 0x08
TIMESTAMP 0x09
CANDIDATEHMA Ox0A
TREEEXPLOR 0x0B
COLLECT 0x0C
PSEUDO HB 0x0D

RMCP-2 return value
b 25 lists the encoded values and meaning of the RESULT codes.

Table 25 — Result code

Result Code M eaning
0x10 00 OK
0x20 00 System Problem
0x30 00 Administrative Problem

Tabl

Code valuesrelated to the ROOTPATH control
p 26 lists the code values for the sub-controls of the ROOTPATH control. The length in bytes of each rootpath

element isindicated for each ROOTPATH type.
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Table 26 — Sub-control type codes for ROOTPATH control and the RP_COMMAND control

Command LEMADCS
Code . rootpath
Sub-control type . code M eaning
(8 bits) (16 bits) element
(in bytes)
RP_ID 0x11 0x00 01 The ROOTPATH control contains only the MAID for each node. 8
The ROOTPATH control contains only the bandwidth in Mbit/s as
RP_BW Ox12 0x00 02 perceived by the MA for each node. 4
The ROOTPATH control contains only the delay in seconds from
RP_DL Ox14 0x00 04 the SMA as perceived by the MA for each node. 4
RP 1D RW 12 w00 O The ROOTPATH control contains the MAID and bandwidth in 15
= VDTS a5 percaived Dy the MA Tor each Node.
The ROOTPATH control contains the MAID and the delay in
RP{ID_DL Ox15 0x00 05 seconds from the SMA as perceived by the MA for each node. 12
The ROOTPATH control contains the MAID, bandwidth in Mbit/s
RP{ID_BW_DL Ox17 0x00 07 and the delay in seconds as perceived by the MA for each node. 16
NOJTE — The code values for RP_ID_BW, RP_ID_DL and RP_ID_BW_DL sub-controls are calculated by 0x10 plus the
arithmetic sums of last four bits of the individua codes of the RP_ID, RP_BW and RP_DL components.
8.3.6 Code valuesrelated to SYSINFO control
Tablp 27 lists the sub-control types, their code values, and meanings.

Table 27 — Sub-control typesfor SY SINFO,cantrol

Type Code (8 bits) Meaning
SI_UPTIME Ox11 The elapsed time in secondssinee the node joined the RMCP-2 session.
SI_DDELAY 0x12 The delay in seconds fromthe SMA, as perceived by the MA.
SI_ROOM_CMA ox13 -ell-t?li ?gr;bpegoﬁ.CMA places that an MA has allocated and the total number thatfit is
SI_AROV_BW ox15 i-l;1rt]ee3r ][r;;a:gi Cn;lrj(;n iAcoming and outgoing bandwidths in Mbit/s of the network
SI_ROSS BW 0x25 The possible forwarding bandwidth that the MA can afford.
SI_$ND_BW 0x35 Thetotal bandwidth in Mbit/s consumed by the MA to serveits CMASs.
SI_§ND_PACKET 0x36 Thetotal number of packets sent by the MA from start-up.
SI_$ND_BYTES 0x37 Thetotal number of bytes sent by the MA from start-up.
SI_RCV_BW 0x45 The bandwidth in Mbit/s perceived by MA.
SI_RCV_PACKET 0x46 The number of packets received by the MA from start-up.
SI_RCV_BYTES ox47 The number of bytes received by the MA from start-up.
SI_TREE_CONN 0x68 A list of PMA and CMAs directly attached to the sending MA.
S| TREE_MEM 0x69 A set of MAs defined by the use of a TREEEXPLOR control.
Tablp 28 lists the.command codes corresponding to the sub-controls for the SYSINFO control. Combinatiofns of
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Table 28 — SI_Command codes for sub-control typesfor SYSINFO control

8.3.1

Table 29 lists the reason codes for leaving. The first four bits of the code specify. the main cause of leaving, an

Sub-control type Sub(-:ggrétrol Coré:)rggnd 16-bit format
SI_UPTIME 0x11 0x00 01 0000 0000 0000 0001
SI_DELAY 0x12 0x00 02 0000 0000 0000 0010
SI_ ROOM_CMA 0x13 0x00 04 0000 0000 0000 0100
SI_PROV_BW 0x15 0x00 08 0000 0000 0000 1000
SI_POSS BW 0x25 0x00 10 0000 0000 0001 0000
SI_SND_BW 0x35 0x00 20 0000 0000 0010 0000
SI_SND_PACKET 0x36 0x00 40 0000 0000 0100 0000
SI_SND_BYTES 0x37 0x00 80 0000 000 1000 0000
SI_RCV_BW 0x45 0x01 00 0000 0001 0000 0000
SI_RCV_PACKET 0x46 0x02 00 0000 0010 0000 0000
SI_RCV_BYTES ox47 0x04 00 0000 0100 0000 0000
SI_TREE_CONN 0x68 0x10 00 0001 0000 0000 00QO
SI_TREE_MEM 0x69 0x20 00 0010 0000 0000 yQ0e0

second four bits specify further details for leaving.

8.3.9

Tablp 30 lists the reason codes for the sessien termination. The first four bits of the code specify the main reason fq

Codevaluesrelated to the leave of the SMA or an MA

Table 29 — L eave reason code

Category Code Meaning

0x10 00 Leave initiated by MA

Leave
0x11 00 Leaveof SMA

. 0x20 00 Expulsion by SM

Kick out -
0x21 00 Expulsion by PMA

Parent switching 0x40,00 Parent switching by MA

Codevaluesrelated to session teriination

sessipn termination, and the second folir bits specify the detailed reason for session termination.

9

Table 30 — Termination reason code

Categor.y Code Meaning
Normal session termination OxEO 00 Session is terminated normally
) o 0xF0 00 Session is terminated abnormally without reason
Abnormal 'session termination — - — -
OxF1 00 Session is terminated abnormally for administrative reasons

Qverview of secure RMCP-2

d the

r the

9.1
9.11

Conventions

Use of basic RM CP-2 protocol

The term basic RMCP-2 protocol, when used in clauses 9-12, refers to the protocol defined in clauses 5-8.

9.12

Hexadecimal notation

Code values for message parametersin clause 11 (Format of secure RMCP-2 messages) and clause 12 (Parameters) are
expressed in hexadecimal notation, e.g., 0x14 for 20 in decimal notation.
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9.2 Secure RM CP-2 entities

9.2.1 Introduction

The secure RMCP-2 protocol supports security functions of the RMCP-2 used for relayed multicast data transport
through unicast communication over the Internet.

The secure RMCP-2 protocol components correspond to those described in the basic RMCP-2 protocol except that a
new type of MA, a dedicated multicast agent (DMA), has been introduced. A dedicated multicast agent is an
intermediate MA pre-deployed as atrust server by the SM. For secure communication, each session consists of an SM,
an SMA, DMAs, RMAs, together with a single sending application and multiple receiving applications. Their topology,
as shown in Figure 88, corresponds with that in the basic RMCP-2 protocol (see 5.1).

Sending
App.

Receiving ) | Receiving Receiving

App. App. App.

X.603.1(07)Amd.1(09)_F85

Figure 88 ~RM CP-2 service topology with security

9.2.2 Session manager

The [SM is responsible for maintaining session security, which includes the management of service membership, the
management of key and ACL for DMA and RMA, and message encryption/decryption together with the SM fungtions
of basic RMCP-2. Figure 89(shows an abstract protocol stack for the operation of SM functions. The SM has TL$ and
mult|cast session securitysmodules for the provision of security. TLSis used for the initial authentication of DMA$ and
RMAs when they join ‘the session. The Multicast session security module performs the following security fungtions
after|the compl etion-Of TL S authentication:

a)  Security policy;
b)«—Seéssion admission management;
c) Session key management;

d) Access Contral list management:

7

€) Secure group and membership management;
f)  Message encryption/decryption.
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Session M anager

Multicast Session

UL Security Module

TP for Control Message Delivery of
RMCP-2

IP(Unicast)

Figure 89 —Internal structure of the SM

9.2.3 Dedicated multicast agents

DMASs are in charge of the secure establishment and maintenance of the RMCP-2 tree, supportzof membgrship
authentication and data confidentiality. Figure 90 shows the interna structure of the DMAS with modules for
KeylMessage Security Management and Group/Member Security Management. These modules-support the following
secufity functions:

Key/Message Security Management Module

a) Group key management;

b) Message encryption/decryption;

¢) Contents encryption key management.

Grodp/Member Security Management Module

a) Securetree configuration;

b) Session key management;

c) Secure group and membership management:

DMA
RMCP
Control
Module
. DATA
Kev/Message Security Transport
Management Module Module
O o
¥ ae”
TP for data delivery ot o
Ay
NS~
W ;\0\“
IP (Unicast or Mulitcast)

+GP : Group
NI AL 1
TIvAD - YITKINOTT

*Mng : Management

Figure 90 — Internal structure of DMAs

9.24 Sender and receiver multicast agents

The internal structure of the SMA and the RMAs is shown in Figure 91. The structure is the same as for DMAs except
that the Group Security Management Module is not included.
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9.3

The
of M
(see

The

appl
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The
TCPH

SMA/RMA

RMCP
Control

Kev/Message Security
Management Module Module

MB
Security

DATA Mng
Transport | module

Module

TP for data delivery

IP (Unicast or Mulitcast)

*MB : Member

Protocol blocks

*Mng : Management

Figure 91 —Internal structure of the SMA and RMAs

Session Manager

TLS

Multicast Session
Security Module

TCP/IP(Unicast)

protocol:

Figure 92 — Protocol block of the SM

SM messages‘and the Group/Member Security Management messages of MAs are transmitted reliably throug

brotocol blocks for the SM, Group/Member Security Management of MAs and K ey/Message Security Managgment
As are shown in Figures 92, 93 and 94. They correspond to the protocol stacks in the basic RMCP-2 protocol i
FFigures 2, 3 and 4) but also include the TL'S protocol and the Multicast Session Security Module.

nb.2

secure RMCP-2 protocol supports general encryption/decryptiont algorithms of TLS for a variety of conpmon
cations. The SM and MAs (SMA, DMAs and RMAS) share‘the security information described in the sequrity
y. The Multicast Session Security Module contains comimon symmetric encryption/decryption agorithms,
authenti cation mechanisms, and multicast security modules related to RMCP-2 security functions.

h the
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Group/Member Security Management

Module

TLS

Multicast Session
Security Module

TCP/I

P (unicast or multicast)

Figure 93 — Protocol block for the group/member security management of MAs
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Key/Message Security Management messages may be transferred using any transport protocol. The transport protocol
may be selected according to the nature of the transferred data types. TL S provides secure communication for TCP over
unicast communication. The Multicast Security Encryption/Decryption and Authentication Modules protect the
multicast packets. These modules contain common symmetric encryption algorithms, hash algorithms, and multicast
security modules defined in this Recommendation | International Standard to protect the multicast packets.

94

K ey/M essage Security M anagement

Module

TLS

Multicast Session
Security Module

TCP, UDP, SCTP, IPIP, etc.

IP(unicast or multicast)

Types of secure RM CP-2 protocol messages

Figure 94 — Protocol block for the key/message security management of MAs

Confrol messages are exchanged between secure RMCP-2 protocol nodes ifi@ request-and-answer manner.

Tabl
Tabl

b1 (seeb.4).

P 31 shows the messages that are specific to the secure RM CP-2 protocol. They complement the messages list

Table 31 — Secure RM CP-2 messages

edin

(control type=

SERV_USERMDENT in SUBSREQ

M essages M eaning Operations
SUBSREQ Additional, control type=

Session Initialization

SERV_USER_IDENT) (Sulbscription request)
RELREQ Additional control type=AUTH
control type=AUTH IMRELREQ (Relay request
( yp ) — Q (Relay reques) Membership Authentication
RELANS Additional control type=AUTH_ANS
(control type=AUTH_ANYS) in RELANS (Relay answer)
SECAGREQ Security Agreement request
SECLIST Security List
Establishment of Multicast Security Poligy
SECALGREQ Security Algorithms request
SECAGANS Security Agreement answer
KEYDELIVER Key Delivery Key Distribution
HRSREQ Head Required Security request Group Member Authentication
HRSANS Head Required Security answer Group Key Distribution ACL Management

95

Structure of regional security management

For scalable security management, the secure RMCP-2 protocol supports security functions in two independent regions:

aRM (Relayed Multicast) region and aMM (Member Multicast) region.

The RM region is a management zone of the session key (Ks). It consists of the SM, the SMA and DMASsin a multicast
disabled area.
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Figure 95 — Security management regions

MM region is a management zone defined by the use of group keys (Kg). The MM region consists of DMA

5 and

RMAs. They can be connected over a multicast-enabled or a multicast-disabled network. The MM region consists of

one

br more MM groups each using its own Kg group key.

Mulficast-enabled MM groups consist of an HMA, one or more candidate HMAs and multiple RMAs that receivie the

samg multicast messages. Candidate HMAs are DMAS that are not connected to the data delivery tree, but hav
capapility to assume the role of HMA if required. Multicast-disabled MM groups consist of one DMA and mu
RMAs. In both cases, the RMAs are logically connected direct to their parent DMA on the data delivery tree.

Any

10

10.1 SM operation

The
user
decr

10.1
101

ichange in an MM group is localized withipthe scope of its own MM group.

Protocol operation

SM supports the establishment of security policies applied to each secure RMCP-2 session, and is responsibl
and MA securitymanagement such as user and MA authentication. It manages the session key for each RM
jon through the-creation, update, and distribution of key information. The SM aso has message encryptior
ption abilitiesthrough the use of TLS and owned cryptography suites.

1 Admission control

141 TLSauthentication

e the
tiple

e for
CP-2
and

TLS authentication is performed in advance of the subscription requests of MAs (SMA, DMAs or RMAS). An MA
establishes a TLS session with the SM according to IETF RFC 3546. The SM, as part of the IETF 3546 procedure,
decides which TLS mode, TLS CERT or TLS PSK, is applied for the verification of the parties concerned. The SM
responds to the MA and, if the mutual authentication is successful, shares a secret key Ky swith the MA.

The SM aso delivers the session key Ks, encrypted using K1_s, to the SMA and the DMAS, but not to the RMAS.

The TLS session with the SMA and DMAs is closed after the session key is delivered, since the SM, SMA and DMAs
exchange control messages that have been encrypted with the session key. The TLS session with RMAs is retained and
not closed until membership authentication with their parent DMA in the secure tree join procedure (see 10.2.4) and the
individual key Kwmas has been established.

62

Rec. ITU-T X.603.1 (03/2010)


https://standardsiso.com/api/?name=9f3c2ef607b3ea2cd6bb2e678bee6509

I SO/IEC 16512-2:2011 (E)

10.1.1.2 Admission of the SMA

A secure RMCP-2 session is initiated through the subscription of the SMA. The SMA first obtains authorization for
providing the contents from the SM. The SMA is authenticated by the SM through the TL S session (see 10.1.1.1) and
then joins the session by exchanging SUBSREQ and SUBSANS messages with the SM. As a result of this, the SMA

receives the session key Ksand is enabled to act as an administrative node of the secure RMCP-2 tree.

10.1.1.3 Admission of DMAs

The DMAS, as prospective trust parties, are invited by the SM to join the session and to establish the DMA network
before the subscription of RMAs. The means of this invitation are outside the scope of this Recommendation |

International Standard.

SUBSREQ and SUBSANS messages with the SM. They do not receive the session-key Ks. They join the RM CP-2
throuigh the secure tree join procedure (see 10.2.4).

10.1J]2.5 Admission of RMAsto closed groups

A patential RMA will know from the announcement of the session whethér or not the session supports closed gr
Accgss to membership of closed groups is controlled by the content-provider (CP). A potential RMA requests a se
user lidentifier from the CP. The CP provides a service user identifier to the potential RMA and also sends the se
user lidentifier, without revealing the identity of the potential RMA, to the SM. The CP is responsible for the forn
this identifier and this is not defined in this Recommendatior| fnternational Standard.

When the session is opened to RMAs, the RMAS are authenticated by the SM through the TL S session and they joi
sessipn through the exchange of SUBSREQ and SUBSANS messages with the SM. The SUBSREQ message
contgin the service user identifier. The SM shall send arejection in the RESULT control of the SUBSANS messg
the does not hold an identical service user jdentifier.

The |RMASs do not receive the session key)Ks. They join the RMCP-2 tree through the secure tree join procq
(seell0.2.4).

10.1f2 Key management for which the SM isresponsible

10.1J2.1 Session key

The pession key (Ks) isghared between the SM, the SMA and DMAs and is used to encrypt/decrypt control messag
the RM region. It is{nitidly created by the SM in the bootstrapping of the RMCP-2 session. Ks is encrypted b
indiidual key K1 s(see 10.1.2.2) for delivery to the SMA and to each DMA through the data protection procedu
TL S|following,suecessful TLS authentication.

Ksi$ updated.at regular intervals through the hash function. When a DMA is truncated or an abnormal situation og
the does not use the hash function, but instead creates a totally new session key Ks, without hashing. The ney

tree

DUPS.
rvice
rvice
at of

n the
shall
e if

pdure

esin
y the
re of

CUI'S,
key

isdgivered to the SMA and all DMAs in the RMCP-2 session (see Figure 96).
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Figure 96 — Session key management

22 TLSkey

TLSkey Kt sisaprivate key generated through successful TL'S authenticatiofrduring admission control. Each
A\, DMA and RMA) shares a different K1_s with the SM, which is not shared with the other MAs. Ky s i
ted during the lifetime of the RMCP-2 session.

3 Establishment of security policy
h a new RMCP-2 session is created, the SM, together with theesSMA and the DMAS, establish the security p

MA
5 not

plicy

ne session. The policy is established through the exchange of SECAGREQ, SECLIST and SECAGANS messages

Pnabl e the selection of the parametersin Table 32 to definethe level of security that isto be provided, aswell 3
ce of algorithms to be used. The security policy is the set’of selected attributes of policy items after the agreg

s the
ment
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Table 32 —Multicast security policy

Item

Attributes

Definition

Further details

CON_EN_DEC_ID

— AES CBC Mode 128-bit key
—AES CTR Mode 128-bit key
—PKCS#1

—SEED

Notifies which encryption/decryption algorithm
is used for content data

See Table 38

GK_EN_DEC_ID

— AES CBC Mode 128-bit key
—AES CTR Mode 128-bit key
—PKCS#1

—SEED

Notifies which encryption/decryption algorithm
is used for content data for group keys

See Table 38

=HMAC-SHA

AU[TH_ID

—HMAC-MD5
—MD5

Notifies which hash/MAC algorithm is applied

See Table39

GP|ATTRIBUTE

—closed
— open (default)

Notifies the nature of the group

See Table 4(

GK| MECHA

— static

— periodic

— backward

—forward

— periodic+backward

— periodic+forward

— periodict+backward+forward

Notifies updating properties of the group key

See Table 4]

GK| NAME

—KDC
—GKMP
—MIKEY
— GSAKMP
—LKH

Notifies which group)key mechanism is used.

See Table 42

AUTH_ATTRIBUTE

— membership

Notifiesthe type of authentication used

See Table 43

AUTH_NAME

-MEM_AUTH

Notifies the authentication mechanism used

See Table 44

10.144  Agreement of security mechanisms

10.1/4.1 SMA and DMAs

The pecurity procedure is initiated after the.admission control. The messages are protected by the session key betjveen
the $M, SMAs and DMAS, and by the K&, g between the SM and the RMAs. The SMA and the DMAs perform the
procgdure prior to RMA subscription hecause the server-oriented systems (SMA and DMAS) need to set up the sequrity
poligy in order to provide a stable-Service. The SMA and DMAs (see Figure 97) each request a security agregment
(SECAGREQ) containing their~own security mechanisms and algorithms. After a Security Agreetime, thg SM
examines the SECAGREQ messages, determines the security policy for the session and sends the security pplicy
(SECLIST) to the SMA and BMAs. If any of these MAs do not have the algorithms of the security policy, they refluest
copigs from the SM (SECALEGREQ) and the SM sends the corresponding security modules to them. The method f¢r the
deliiery of these modules is outside the scope of this Recommendation | International Standard. The SMA and|each
DMA configure the-“agreed security mechanisms. After configuration, the MAs send an acknowledggment
(SECAGANS) to'the SM.
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SM SMA DMA

Lz SECAGREQ
Security Agree.time | [ SECAGREQ

Select
security mechanisms

SECLIST

SECLIST

SECAGREQ

SECAGREQ

Download security mechanisms

. i Configure i Configure
" SECAGANS Security Mechanism Security Mechanism
SECAGANS

Figure 97 — Security agreement of DMA and SMA
10.1}4.2 RMAs

When the session is opened for RMA subscription, each RMA requests acsecurity agreement (SECAGREQ)| (see
Figure 98). The SM sends the security policy (SECLIST) to the RMA. If the RMA does not have any of the agorithms
of tHe security policy, it requests copies from the SM (SECALGREQ),'and the SM sends the corresponding sequrity
mod{iles to the RMA. The method for the delivery of these modules'is outside the scope of this Recommendation |
International Standard. The RMA configures the agreed security mechanisms and sends an acknowledggment
(SECAGANSYS) to the SM.

SM RMA 4 RMAB
SECAGREQ (
) 1 SECAGREQ
SECLIST
SECLIST
SECAGREQ
SECAGREQ

Download security mechanisms

| . Configure Configure
SECAGANS Security Mechanism Security Mechanism

! SECAGANS

Figure 98 — Security agreement of RMAs

10.1.5 Accesscontrol for RMAS

The SM creates an access control list (ACL) containing hashed MAID and HASHED_AUTH for each authenticated
RMA in the current session. Figure 99 illustrates the ACL procedure. After the session has been opened to RMAS, a
DMA may request an ACL from the SM using an HRSREQ message encrypted by Ks. The SM responds with an
HRSANS message encypted by Ks which contains the ACL. A DMA may update its ACL information through the
periodic exchange of HRSREQ and HRSANS messages with the SM.

A DMA shall reject arequest from an RMA to join the group if the ACL list does not contain the information for that
RMA.
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SM DMA A DMAB
Random TimeI
Create ACL @
_ HRSREQ
HRSREQ
HRSANS N
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v

Figure 99 — ACL management

10.2 MA operation

As main components of the secure RMCP-2 protocol, the SMA and the DMAs are responsible for securg tree
conf|guration and key management, as well as for group and member management and message encryption/decryption.

10.2]1 Key management for which the SMA and DM Asareresponsible

10.2]1.1 Group key management

A grpup key (Kg) is shared between a DMA and its child RMASs, and it is used’in an MM-group for data delivery| The
Kgipinitialy created by the DMA and is encrypted by Kyas (see 10.2.2:3). for delivery to its RMAs in the RELANS
mesgage confirming successful membership authentication (see 11.2.4)

Kg ils updated by the DMA or RMA according to the updatecconditions selected for the security policy (see the
GK_|[MECHA control in Table 32).

DMA RMA

Generate Kg @
REL REQ(control type=AUTH)

| Member authentication procedure |

REL ANS(control type=AUTH_ANS)

G¢nerate new Kg @l (’\) Update Kg when updated by both nodes D Generate new Kg

Ggnerate new Kg @ KEYDELIVER(new Kg when updated by only DMA

y

X.603.1(07)Amd.1(09)_F

i

Figure 100 — Group key management

10.2]1.2 Cententsencryption key management

The [contents encryption key (Kc) is shared between the SMA and RMASs in the RMCP-2 session and is usgd to
encrypt/decrypt contents data. Kc is generated by the SMA and is delivered to RMAs through the intermediate DMAS
on the delivery path. Kc is encrypted by Ks for transmission between the SMA and DMAs and is encrypted by Kg for
transmission between the DMAs and the RMASs. Kc key information need not be known by the SM or intermediate
DMAs.

Kc is randomly updated by the SMA at periodic intervals. The delivery of Kc is synchronized with the delivery of the
contents data (see 10.2.7).

10.2.1.3 Membership authentication Key

The membership authentication key Kyas is a private key generated as a result of successful membership authentication
between the RMAs and their parent DMA, as specified in Annex E. Each RMA shares a different Kyas with the DMA
and this is not shared with the other RMAs in the same group. Kyas is not updated while the RMA remains a member
of the relevant group.
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10.2.2  Securesession subscription

The procedure for secure session subscription for the SMA, DMAs and RMAs is described in 10.1.1.2, 10.1.1.3,
10.1.1.4 and 10.1.1.5. This procedureisillustrated in Figure 101.

SM SMA DMA RMA
[ [

Authentication Procedure through TLS
¢ >
- Fias (SUBSREQ))

Fixs(SUBSANS)
Authentication Procedure through TLS
¢ >
P Exris(SUBSREQ)
Exris(SUBSANS) _
Authentication Procedure through TLS
< . 4
’ Exas(SUBSREQ)
Fxrs(SUBSANS)

h 4

Figure 101 — Secure M A subscription

10.2]3  Membership authentication for joining RMCP tree

Althpugh DMAs are authenticated by the SM through TL S authentication, there is also aneed for the DMAs and RMASs
to varify their membership authority upon joining the RMCP tree‘and for construction of the pathway from the SMA to
the RMAs. This procedure isimportant for the integrity of the RMCP-2 tree.

The membership authentication procedure defined in Annex\E is used for mutual authentication.

The [procedure is illustrated in Figure 102. The RMA|DMA sends a RELREQ message confirming the use of the
menbership authentication mechanism defined in)Annex E. The SMA|DMA responds with a RELANS mesgsage
cont@ining the authentication result in the AUTH_ANS control. If the recipient is an RMA, the message to the RMA
shaljinclude the KEY_MATERIAL sub-control.

On receipt of confirmation by the RMA, thé TL'S session between the SM and the RMA need not be maintained.

SMA DMA RMA
RELREQ(control type=AUTH)

RELREQ(control type=AUTH)

F Y

Member Authentication Procedure ‘

RELANS(control type=AUTH_ANS) ‘
RELANS(control type=AUTH_ANS)

L

v

Figure 102 — Authentication between MAs

10.24  Securetreejoin

Map discovery (see 6.2.2) occurs before the tree join procedure. Map discovery messages (PPROBREQ and
PPROBANS) between DMAS are securely transmitted using Ks. Map discovery messages between RMAs and DMAs
are delivered with hashed AUTH in plain text.
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The tree join procedure is illustrated in Figure 103. Membership authentication (see 10.2.3) and group key distribution
are processed. When the group key update is required (as indicated by the defined GK_MECHA code in the SECLIST,
see Table 41), the parent DMA (see Note) of the RMA joining the tree re-creates and distributes the group key to its
RMAs using the GK_NAME mechanism selected for the security policy (see Table42). When this procedure is
completed, the TL S session between the SM and the RMA is closed.

NOTE — In the case of a multicast-enabled group, the parent DMA will be the HMA.

10.2

Whe
GK |

Q PMA CMA RMA A RMAB
SMA (DMA) HNMA new member existing member
Exs(PPROBREQ)
Exs(PPROBREQ) *
EKs(PPROBANS)
EKs(PPROBANS)
PPROBREQ
Exs(RELREQ) . Exs(RELREQ) | PPROBANS I
Membership authentication I
RELRE
Membership authentication ! Q
EKs(RELANS)
Exy(RELANS) ¥ Knas aﬁ'ﬁ'&?ﬁéﬁi‘&’n Kwas
Create a group key Kg . N
Exvas(RELANS) o KE
[
Exg(Data) Exg(Data) Exg(Data) » Exg(Data)
[Exe(KEYDEKIVER(EKMAs(Kg")
by security poalicy o defined GK_NAME and GK_MECHA
Exg(Data) Exg'(Data) Exg(Data) Ekg'(Data)

NOTE — The PPROBREQ, PPROBANS and-REL REQ messages between RMA A and the HMA are
not encrypted, as RMA A has not yet received the Kmas or Kg keys.

Figure 103 — Securetreejoin

5 Securetreeleave

MECHA code of multicast security policy (see Table 41).

hever an HMA, DMA or RMA-leaves the group, the group key or the session key may be updated on the de

ined

Cated
ning

10.2]5.1 Leaveof RMAfrem multicast-enabled and multicast-disabled areas
When an RMA leavés, it notifies its parent DMA (its HMA in the case of multicast-enabled areas) and it is trun
fron the tree. The BMA acknowledges the result, and updates and distributes the updated group key to the remal
menbers (see Figure 104). No further notification is required.
PMA CMA, RMA A RMAB
DMA HMADMA + Receiving Application + Receiving Application
Exg(LEAVREQ)
[Update group key Kg’|
by securify policy
in case af centralized creation Ekg(LEAVANS)

[ExkyMas(KEYDELIVER(Kg")|

Ekg'(Data) Ekg(Data)

Figure 104 — Secure leave of RMA
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10.2.5.2 Leaveof HMA from a multicast-enabled area

Figure 105 illustrates the HMA leave procedure. The HMA issues a leave request to its members, and announces the
leave to its candidate HMAs. The successful candidate HMA joins the RMCP-2 tree and announces its existence to the
RMAsin its MM group. The RMAS request to re-join tree and perform membership authentication with the new HMA.
The RMAs are then able to receive multicast data normally from the new HMA, and the old HMA |eaves the RMCP-2

tree or see Figure 105.

Parent Candidate Existing RMA A RMA B

DIVIA HMA HMA + Receiving application + Receiving application
Exg(LEAVREQ)

Exaras{L EAVANS)

L KMAs (LEAVANS)

_ Exs(RELREQ) _ Exg(HLEAVE)

EH A RTRI AT TR

ii
_ Eks(RELANS) | ]:;H.-\SHED_KTI,S(RE[.REQ) l
e ey K EHASHED KTL(RELREQ)))

Membership authentication

EHASHED KTis(RELANS) e
| = » g

Membership authentication

EHASHED K1Ls(RELANS) Fa) J Kg
Exg'(Data Exg'(Data
EKs(LEAVREQ) g (ata) . g'(Data)
—
EKs(LEAVANS)

Figure 105 -HMA leave in multicast-enabled area

10.2|5.3 Leaveof DMA from a multicast-disabled area

Figufe 106 illustrates the leave of a DMA from'a multicast-disabled area. The DMA (PMA A of B, C) announces its
depgture from the RMCP tree to its children)B, C. CMAs B and C search for their candidate PMA and perform the join
procgdure as shown in Figure 106. CMAs B and C request to join the RMCP tree at the node of the candidate RMA.
The PMA verifies authenticity of CMAs B and C, and if the authentication check is successful, it sends RELANIS to
conf{rm the graft to the RMCP tree.. The PMA of B, C then initiates the leaving procedure with its PMA.
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PMA of 4

Menpbership authentication is performed between the RELREQ and RELANS messages in cases when a CM
expdled by the PMA. If the SM expelsan MA, the LEAVREQ and LEAVANS messages are en/decrypted.

10.2]6

Candidate PMAof B,C P ¢ CMA B CMA C
‘andidate Aof B, < "ML
(DMA) (DMA) (RMA
Exvas(LEAVREQ)
TFrsrio/T T AUVDET N
Exnas{LEAVREQ)
Exg(Data) Exg(Data)
| Exs(RELREQ)
Membership authentication
create a group- EKS(RELA‘VS) >
key Kg* b s AR RO
< JLDVIASTINIDIUINIDNS )
Membership authentication
Exnvas(RELANS) K
Exg'(Data) Exg'(Data) Ekg'(Data) '
Exyvas(LEAVANS)
I Exs(LEAVREQ) Exmas(LEAVANS) )
EXs(LEAVANS)

Figure 106 — DMA leave in multicast-disabled area

Control message encryption/decryption

I SO/IEC 16512-2:2011 (E)

A is

All gecure RMCP-2 messages between the SM,y)SMA and DMAs are encrypted using agreed encryption algorithms in

the SECLIST. Messages between RMAs andjtheir parent DMA are encrypted by Kyas, as shown in Table 33.

Table 33— Encryption of basic and secure RM CP-2 protocol messages

Key
M essages Meaning

DMA RMA

SUBSREQ Subscription request Ks Krs
SUBSANS Subscription answer Kris

PPROBREQ Parent probe request N/A

PPROBANS Parent probe answer N/A

HSOLICIT HMA solicit N/A

HANNUUNCUE HIVIA dNnourice N/A

HLEAVE HMA leave N/A
RELREQ Relay request Kwas
RELANS Relay answer Kmas
STREQ Status report request Krs
STANS Status report answer Krs
STCOLREQ Status collect request N/A
STCOLANS Status collect answer N/A
LEAVREQ L eave request Kmas
LEAVANS L eave answer Kmas
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Table 33 — Encryption of basic and secure RM CP-2 protocol messages

Key
M essages M eaning
DMA RMA
HB Heartbeat N/A
TERMREQ Termination request HASHED Ky g
TERMANS Termination answer HASHED Ky g
SECAGREQ Security agreement request Krs
SECLIST Security list Kris
SECALGREQ Security algorithm request Kris
SECAGANS Security agreement answer Kris
KEYDELIVER Key delivery Kuas Kg
HRSREQ Head Required Security request NA
HRSANS Head Required Security answer N/A

10.2

The
encr
the k

DMAs then decrypt the key information and encrypt it using Kg for delivefy to RMAs in their own MM gr
Figure 107 illustrates how the encryption and decryption may be implemented.

The flata and key information may be delivered separately. If separately-transmitted, they should be synchronized.

7  Encryption/decryption and delivery of contents data

contents are securely forwarded from the SMA to RMAs through the RMCP treé- Streaming or reliable
pted by Kc is delivered to individual RMAs without a decryption process at the,intermediate nodes. In con
ey information is encrypted at intermediate nodes. The SMA encrypts Kc using Ks and delivers it to DMAS

data
trast,
The
DUPS.

ation

NOTE —The encrypted data is efficiently transmitted to the RMAs without change in order to reduce the tinpe of
encryption/decryption by the intermediate nodes. Faster transmission.is‘enabled due to the considerably reduced compui
tiime.
——————— ; ED[K::]KME: D(M)y,
AT o, ERmMA )
( oma ) -
AT— T
| e [ekon.| | emc(etkon 7 DKol |
{ Y v N T .
'\\\HSMAJ‘/,.-' "-._\hDMA/,_f" ‘{_\ RMA )
DKo, e
v RMA
ID(KCcaaf; DM |
NOTE - E(M) and D(M) refer to encrypted and decrypted data. E(Kc) and D(Kc) refer to encrypted
and decrypted contents key information. Subscripts refer to keys used to encrypt (M) and (Kc). The
suffixes kg 2 and kg p are used to distinguish different group keys used in separate MM groups.
Figure 107 — Example of data encryption/decryption
72 Rec. ITU-T X.603.1 (03/2010)


https://standardsiso.com/api/?name=9f3c2ef607b3ea2cd6bb2e678bee6509

I SO/IEC 16512-2:2011 (E)

11 Format of secure RM CP-2 messages

111 Common format for secure RM CP-2 messages

The common format for secure RMCP-2 messages is the same as for RMCP-2 messages (see 7.1 and Figure 31) except
that:

a) all secure RMCP-2 messages, including those that are defined for RMCP-2 in 7.3 and used in the secure
RMCP-2 protocol, shall be defined as version 0x4; and

b) therange of valid Node Types for secure RMCP-2 messages is SM|SMA|DMA|RMA.

11.2 Secur e RM CP-2 messages

This|subclause defines those messages that are specific to RMCP-2 security. They are used in addition to the mesgages
already defined in 7.3. Specific reference is made to the values for individual parameters that are definédyin tgbles
assogiated with clause 12.

11.2]1 SUBSREQ message

The BUBSREQ message for RMCP-2 is defined in 7.3.1 and its common format fields are shown,in Figure 40. Fgr use
in secure RMCP-2, the following common format fields in the SUBSREQ message shall be set as indicated below:

a) Version-— Thisfield denotes the current version of RMCP-2. Its value shall beset to 0x4.

b) Node type— This field denotes the message issuer's node type. Its value shall be set to one of the SMA,
DMA or RMA coded asin Table 34.

The femaining common format fields for SUBSREQ messages shall be as specified in 7.3.1.

0 8 16 31

Control Type
(SERV_USER _IDENT)

Length (variable)

SERV_USER _ID (variable length)

Figure 108 — SERV_USER_IDENT control data

This|subclause defines an additional SERV_USER_IDENT control type for use in secure RMCP-2, in order to confirm
that the RMA issuing the SUBSREQ message has been registered by the Content Provider for participation in closed
groups (see 10.1.1.5)~The SERV_USER_IDENT control type shall be used only when the RMA joins a sgcure
RMCP-2 session inwhich the MM groups are defined as closed.

The format of the’'SERV_USER _IDENT control type is shown in Figure 108. The description of each field is as
follows:
+\”~'SERV_USER _IDENT

a) Control type — This field denotes SERV_USER IDENT control. Its value shall be set to Px22
(see Table 36).

b) Length—Thisfield shall be set to the length in bytes of the SERV_USER_IDENT control in bytes.

¢) SERV_USER ID — This field denotes the service user identifier allocated to the RMA by the
Content Provider (see 10.1.1.5). Its value shall be identical to that provided to the RMA by the
Content Provider.

NOTE — The length of the SERV_USER _ID field and the SERV_USER_IDENT control will be dependent on the length of
the identifier provided by the Content Provider.
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11.2.2 SUBSANS message

Two additional result codes, specific to the secure RMCP-2 protocol, are defined in Table 45 in order to record reasons
for rejecting the subscription of an RMA due to a missing or unrecognized SERV_USER ID in the SUBSREQ
message, in cases where the session supports closed groups. These values extend the range of valid codes but do not
affect the formatting of the RESULT control of the SUBSANS message specified in 7.3.2.

11.23 RELREQ message

11.2.3.1 The RELREQ message for RMCP-2 is defined in 7.3.8, and its common format fields are shown in Figure 56.
For use in secure RMCP-2, the following common format fields in the RELREQ message shall be set as indicated
below:

a) Version-— Thisfield denotesthe current version of RMCP. Its value shall be set to Ox4.

b) Node type— Thisfield denotes the message issuer's node type. Its value shall be set to one of the DMA or
RMA coded, asin Table 34.

The remaining common format fields for RELREQ messages shall be as specified in 7.3.8.

0 8 16 31

Control Type
(AUTH)

Length (= 4) AUTH_NAME Reserved (0x00)

Figure 109 — AUTH control data

11.2]3.2 This subclause defines an additional AUTH control for use in secure RMCP-2 in order to initiate membeyship
authentication. This control is amandatory part of the secure RMCP_2 REVREQ message.

The format of the AUTH control typeis shown in Figure 109. The deseription of each field isasfollows:

e AUTH
a) Control type— Thisfield denotes AUTH ‘¢ontrol. Its value shall be set to 0x23 (see Table 36).
b) Length—Thisfield denotes the length'in bytes of the AUTH control. Its value shall be set to Ox(4.

¢) AUTH_NAME - This field denotes the authentication mechanism. Its value shall be set to Px01
denoting MEM_AUTH (see Table 44).

d) Reserved—Thisfield isreserved for future use. Its value shall be set to 0x00.

11.2/4 RELANS message

11.2}4.1 The RELANS message fornRMCP-2 is defined in 7.3.9, and its common format fields are shown in Figure 58.
For Lse in secure RMCP-2, the folfowing common format fields in the RELANS message shall be set as indi¢ated
beloyv:

a) Version—Thisfield denotes the current version of RMCP. Its value shall be set to Ox4.

b) Node type< This field denotes the message issuer's node type. Its value shall be set to one of the SMA or
DMA/eoded, asin Table 34.

The remaining‘common format fields for RELANS messages shall be as specified in 7.3.9.

0 8 16 24 31
Cantral Tvuna
AP A Sid —
(AUTH_ANS) Length (= 4) Auth_result Key_Flag
Sub-control type S
(KEY_MATERIAL) Length (= variable up to 0x804) Key Type
Key_DATA

Figure 110 — AUTH_ANS control, including KEY_MATERIAL sub-control
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11.2.4.2 This subclause defines an additional AUTH_ANS control for use in secure RMCP-2 in order to notify the
result of membership authentication. This control is a mandatory part of the secure RMCP_2 RELANS message.

Figure 110 shows the format of the AUTH_ANS control type and its KEY_MATERIAL sub-control type. The
description of each field of the AUTH_ANS control isasfollows:

AUTH_ANS

a) Control type — This field denotes the AUTH_ANS control. Its value shall be set to 0x24
Table 36).

(see

b) Length — This field denotes the length in bytes of the AUTH_ANS control. Its value shall be set

to 0x04.

c) Auth_result — This field denotes the result of authentication. Its value shall be set to 0x01 for

sticcessful authentication—inthe case of Linsuccessful al |fhnnfir\afinn' the value shall he sat to-o
T

ne of

11.2}4.3 The KEY_MATERIAL sub-control shall not be included in the RELANS messageifythe key flag i
to 0400. The description of each field of the KEY_MATERIAL sub-control is as follows:

11.2}5 SECAGREQ message
11.2]5.1 Theformat of the SECAGREQ message is shown in Figure 111. The description of each field is as follow

a)
b)

c)
d)

e

f)

9)

the other codesin Table 46.

d) Key Flag—Thisfield denotes the presence or absence of key information in the KEY MATEFR
sub-control of the AUTH_ANS control. Its value shall be set to 0x01 if key informationii's pro
in the message; its value shall be set to 0x00 if thisinformation is not provided.

KEY_MATERIAL

a) Sub-control type — This field denotes the KEY_MATERIAL sub-control. Its value shall be s
0x01 (see Table 37).

b) Length—Thisfield shall be set to the total length of the KEY "MATERIAL sub-control in bytg
value shall not exceed 0x804.

¢) Key Type — This field denotes the type of the key information. Its value shall be set to one @
code valuesin Table 47.

d) Key DATA-Thisfield shall contain key information resulting from 10.2.3, and it shall be incl
if the receiver isan RMA.

Ver — This field denotes the currentaiersion of RMCP. Its value shall be set to 0x4.

NT — This field denotes the message issuer's node type. Its value shall be set to one of the SMA, DM
RMA coded asin Table 34,

Message type — This field denotes the type of SECAGREQ message. Its value shall be set to
(see Table 35).

Length — This field,shall be set to the total length in bytes of the SECAGREQ message includin
control data.

Session ID<=_Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.

MAID<This field denotes the proposed MAID of the SECAGREQ sender. Its value shall contai
local /P address and port number.

Control data — The controls associated with the SECAGREQ message are specified in 11.2.5.2-11.2.

The following conditions apply to the use of these controls:
The SMA_PROPOSE control in 11.25.2 is used by the SMA to propose values to the SM

RIAL
ided

S set

et to
S. |ts
f the

uded

A or
Ox21

y the

n the
55.

for

GR_ATTRIBUTE, GK_MECHA and CON_EN DEC |ID and shal be included in a SECAG

REQ

message sent by the SMA. This control shall not be included in a SECAGREQ message sent by a DMA

or an RMA.

The controls in 11.2.5.3-11.2.5.5 are used to indicate the capabilities of the SMA and DMAs during the

establishment of the security policy (see 10.1.3 and 10.1.4). These controls shall not be included

ina

SECAGREQ message sent by an RMA or by a DMA that joins the session after the security policy has

been established.
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0

4 8 16 24 31

NT Message type .
Ver (0x4) (SVIAIDMAJRMA) (SECAGREQ) Length ( variable)

Session 1D (64)

MAID (of the SECAGREQ sender)

11.2
follo

11.2
toin

Control data (variable length) !

Figure 111 — SECAGREQ message

i catersevveral mechanisms, each with their own order of preference. The description of each field is as follows
GK_MECH_CAPAB

5.2 The format of the SMA_PROPOSE control is shown in Figure 112. The deseription of each field |s as
WS:
e SMA_PROPOSE
a) Control type — This field denotes the SMA_PROPOSE controllts value shall be set to 0x11| (see
Table 36).
b) Length—Thisfield denotes the length in bytes of the SMA _PROPOSE control. Its value shall he set
to Ox08.
c) GP_ATTRIBUTE — This field denotes the group-property proposed by the SMA. Its value shall be
set to one of the code valuesin Table 40.
d) GK_MECHA - This field denotes the update property of the group key proposed by the SMA. Its
value shall be set to one of the code valuesin Table 41.
€) CON_EN DEC ID - This field denotes the contents encryption algorithm proposed by the SMA.
Its value shall be set to one of the code values less than 1x00 in Table 38.
f) Reserved —Thisfield is reserved for future use. Its value shall be set to 0x00.
0 8 16 24 31
Control Type _
(SMA_PROPOSE) Length (= 8) GP_ATTRIBUTE GK_MECHA
CON_EN_DEC_ID Reserved (0x00)
Figure112—-SMA_PROPOSE control
5.3 Thefermat of the GK_MECH_CAPAB controal is shown in Figure 113. This control may be repeated in prder

76

a)
b)
<)

d)

Control type—This field denotes the GK_MECH_CAPAB control. Its value shall be set to 0x12
(see Table 36).

Length — This field denotes the length in bytes of the GK_MECH_CAPAB control. Its value shall
be set to 0x04.

GK_NAME - Thisfield denotes a security mechanism held by the SMA or DMA for possible usein
the secure RMCP-2 session. Its value shall be set to one of the code valuesin Table 42.

PREFER — This field denotes the priority of the proposed security mechanism in the preceding
field. Its value shall be set to an integer in the range 1 to 6. The integer '1' shall indicate the highest
priority.
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- : 16 24 31
(GK_CI\;I)ECr:cI)-ll_T()Z/KTDAB) Length (= 4) GK_NAME PREFER
(GK_CI\;)rI;[CrZCI)-llj()Z/K?DAB) Length (= 4) GK_NAME PREFER
(GK_Cl\jl)g(r:ﬂ_TgX?DAB) Length (= 4) GK_NAME PREFER

Figure113-GK_MECH_CAPAB control

a)

b)

0)

d)

Control type— This field denotes the EN_DEC_CAPAB control. Its value shall\be’set to 0x13
Table 36).

Length — This field denotes the length in bytes of the EN_DEC CAPAB control. Its value sha
set to 0x04.

EN_DEC ID — This field denotes a proposed encryption agorithm, held by the SMA or DM/
possible use in the secure RMCP-2 session. Its value shall berset to one of the code valu
Table 38.

11.2]5.4 Theformat of the EN_DEC_CAPAB control is shown in Figure 114. This control may be repeated in orrler to
indidate several mechanisms, each with their own order of preference. The description of each field is as folows:

EN_DEC_CAPAB

(see
1 be

\ for
S in

PREFER — This field denotes the priority of the proposed security mechanism in the precgding

field. Its value shall be set to an integer in the range 2t05. The integer '1' shall indicate the hi
priority.

: 8 16 24 31
(ENE%%@_(IXF;?A B) Length (= 4) EN_DEC_ID PREFER
(EN(i(II))nérc(:)l_(-irXﬁ)DeA B) Length (=4) EN_DEC_ID PREFER
(ENE%nérgl_gﬁ?A B) Lengtlt (= 4) EN_DEC_ID PREFER

Figure114—EN_DEC_CAPAB control

jhest

11.2]5.5 Theformat of the AUTH_ALG_CAPAB control is shown in Figure 115. This control type may be repeated in

follows:

ordef to indicate several \triechanisms, each with their own order of preference. The description of each field |is as
e AUTH-ALG _CAPAB
a)\" Control type— This field denotes the AUTH_ALG_CAPAB control. Its value shall be set to Px14
(see Table 36).
b) Length—Thisfield denotes the length in bytes of the AUTH_ALG_CAPAB control. Its value|shall
be set to 0x04.
¢) AUTH_ID — Thisfiled denotes a hash/MAC agorithm held by the SMA or DMA for possible usein
the secure RMCP-2 session. Its value shall be set to one of the code valuesin Table 39.
d) PREFER-This field denotes the priority of the proposed security mechanism in the preceding

field. Its value shall be set to an integer in the range 1 to 3. The integer '1' shall indicate the highest

priority.

Rec. ITU-T X.603.1 (03/2010)

77


https://standardsiso.com/api/?name=9f3c2ef607b3ea2cd6bb2e678bee6509

| SO/IEC 16512-2:2011 (E)

11.2
11.2

11.2

0 8 16 24 31
(AUTCHcin:I?lC-II)C/:FfPA B) Length (=4) AUTH_ID PREFER
(AUTCHTAUS:;?&%PA B) Length (= 4) AUTH_ID PREFER
(AUTCHcinAtrflePépAePA B) Length (= 4) AUTH_ID PREFER

Figure 115—-AUTH_ALG_CAPAB control

a)
b)

0)
d)

€)
f)
¢))

6 SECLIST message
6.1 Theformat of the SECLIST message is shown in Figure 116. The description of each field is as follows:

Ver — This field denotes the current version of RMCP. Its value shall be set to 0x4.

NT — Thisfield denotes the message issuer's node type. Its value shall be set to the codevalue for th
in Table 34.

Message type — This field denotes the SECLIST message. Its value shall be set t0'0x22 (see Table 33).

b SM

Length — Thisfield shall be set to the total length in bytes of the SECL I ST.meSsage including the cantrol

data.
Sessi

MAID — Thisfield denotes the MAID of the SECLIST recipient-lts value shall be as defined in 7.1.2.

on ID —Thisfield shall be set to the 64-bit value of Session ID‘@sdefined in 7.1.1.

Control data — The controls associated with the SECLIST message are specified in 11.2.6.2-11.2.6.6. All

of these controls are a mandatory part of the message.
0 8 16 24 31
Ver (Ox4) (g',\;) "?g‘;’é‘ﬁ?gf‘;‘a Length (variable)
Session ID

MAID (of the SECLIST recipient)

Control data (variable length)

Figure 116 — SECL I ST message

78

b)
c)

d)

e

6.2 ,Theformat of the GK_MECH control is shown in Figure 117. The description of each field is asfollows:
¢ GK_MECH
a) Control type — This field denotes the GK_MECH control. Its value shall be set to 0x15 (see

Table 36).
Length — This field denotes the length in bytes of GK_MECH control. Its value shall be set to 0x08.

GP_ATTRIBUTE — This field denotes the group property for the security policy. Its value shall be
set to one of the code valuesin Table 40.

GK_NAME - This field defines the group key mechanism for the security policy. Its value shall be
set to one of the code valuesin Table 42.

GK_MECHA - This field denotes the update property of group key for the security policy. Its value
shall be set to one of the code valuesin Table 41.
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0 8 16 24 31
Control Type _
(GK_MECH) Length (= 8) GP_ATTRIBUTE GK_NAME
GK_MECHA Reserved (0x00)
Figure 117 —GK_MECH control
6.3 Theformat of the AUTH_MECH control is shown in Figure 118. The description of each field is as follows:

e AUTH_MECH

Table 36).

b) Length—Thisfield denotes the length in bytes of the AUTH_MECH control. Its value shall be

0x04.

¢) AUTH_ATTRIBUTE - This field denotes the authentication type for the security!policy. Its

shall be set to 0x01 denoting MEMBERSHIP (see Table 43).

d) AUTH_NAME — This denotes the authentication mechanism for the security policy. Its value[shall
be set to 0x01 denoting MEM_AUTH (see Table 44).

8

16

24

(see
bet to

aue

31

Control Type
(AUTH_MECH)

Length (= 4)

AUTH_ATTRIBUTE

AUTH_NAME

Figure 118 —AUTH_MECH céntrol

11.2]6.4 The format of the CON_EN_DEC _ALG control is shewn in Figure 119. The description of each field|is as
follows:
¢ CON_EN_DEC ALG
a) Control type — This field denotes.the CON_EN_DEC_ALG control. Its value shall be set to Px17
(see Table 36).
b) Length — This field denotesthe length in bytes of the CON_EN_DEC_ALG control. Its value|shall
be set to 0x04.
¢) CON_EN_DEC_ID = This field denotes the contents encryption agorithm for the security policy.
Its value shall be'set'to one of the code values in Table 38.
d) Reserved —Thisfield isreserved for future use. Its value shall be set to 0x00.
0 8 16 24 31
Control Type _
(CON_EN_DEG ALG) Length (= 4) CON_EN_DEC ID Reserved (0x00)
Figure119—-CON_EN _DEC_ALG control
11.2]6.5/ The format of the GK EN DEC ALG contral is shown in Figure 120. The description of each fieldfis as

follows:

« GK_EN_DEC ALG

a) Control type— Thisfield denotes the GK_EN_DEC_ALG control. Its value shall be set to 0x18 (see

Table 36).

b) Length—Thisfield denotes the length of the GK_EN_DEC_ALG control in bytes. Its value shal be

set to 0x04.

¢) GK_EN_DEC_ID - This field denotes the group key encryption algorithm for the security policy.
Its value shall be set to one of the code values in Table 38.

d) Reserved—Thisfield isreserved for future use. Its value shall be set to 0x00.
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Control Type

(GK_EN. DEC ALG) Length (= 4) GK_EN_DEC ID Reserved (0x00)

Figure120—GK_EN_DEC_ALG control

11.2.6.6 Theformat of the AUTH_ALG control is shown in Figure 121. The description of each field is as follows:

* AUTH_ALG
a) Control type — This field denotes the AUTH ALG control. Its value shall be set to 0x19 (see

11.2
11.2

80

Table 36).

b) Length — Thisfield denotes the length in bytes of the AUTH_ALG contral. Its value shall be $et to
0x04.

¢) AUTH_ID — Thisfield denotes the hash/MAC agorithm for the security policy. Its\valte shall e set
to one of the code valuesin Table 39.

d) Reserved—Thisfield isreserved for future use. Its value shall be set to 0xQ0:

0 8 16 24 31
(gfm"" A Length (= 4) AUTH_ID Reserved (0x00)
Figure 121 —AUTH_ALG control
7 SECALGREQ message
7.1 Theformat of the SECALGREQ message is shown in Figure 122. The description of each field is as follgws:
a) Ver —Thisfield denotes the current version of RMCP. Its value shall be set to 0x4.
b) NT—Thisfield denotes the message issuer's node type. Its value shall be set to one of the SMA, DMA or
RMA coded, asin Table 34.
c) Message type — This field denotes the SECALGREQ message. Its value shall be set to 0x27( (see
Table 35).
d) Length — This field shall be setto the total length in bytes of the SECALGREQ message including the
control data.
€) Session ID —Thisfield shall be set to the 64-bit value of the Session ID as defined in 7.1.1.
f)  MAID — This field denotes the MAID of the SECALGREQ sender. Its value shall be formatted as
defined in7.1.2.
g) Control data-~The controls associated with the SECALGREQ message, together with the conditions
applying totheir use, are specified in 11.2.7.2-11.2.7.6.
0 4 8 16 24 31
NT Message type .
Ver(0x4) | sMADMAIRMA) | (SECALGREQ) Length (variable)
Session ID (64)
MAID (of the SECALGREQ sender)
Control data (variable length)
Figure 122 — SECAL GREQ message
Rec. ITU-T X.603.1 (03/2010)


https://standardsiso.com/api/?name=9f3c2ef607b3ea2cd6bb2e678bee6509

I SO/IEC 16512-2:2011 (E)

11.2.7.2 The format of the GK_MECH_DELIVER control is shown in Figure 123. This control shall only be used by
the MA sending the SECALGREQ message when it does not hold the GK_NAME security algorithm, or when the
configuration of this algorithm has failed (see the agreement of security mechanisms procedure in 10.1.4). The
description of each field is asfollows:

« GK_MECH_DELIVER

11.2

the (
desc|

11.2
by th
wh

desc

a) Control type — Thisfield denotes the GK_MECH_DELIVER control. Its value shall be set to Ox1A
(see Table 36).

b) Length — Thisfield denotes the length in bytes of GK_MECH_DELIVER control. Its value shall be
set to 0x04.

¢) GK_NAME - This field denotes the group key mechanism for the security policy. Its value shall be
identical to that in the GK_NAME field in the GK MECH control of the SECLIST message
(see11.2.6.2d).

d) Reserved—Thisfield isreserved for future use. Its value shall be set to 0x00.

0 8 16 24 31
Control Type _
(GK_MECH_DEL IVER) Length (= 4) GK_NAME Reservied (0x00)

Figure 123 -GK_MECH_DELIVER control

7.3 The format of the AUTH_MECH_DELIVER control is shown in Figure 224. This control shall only be|used
by the MA sending the SECALGREQ message when it does not hold the AUTH_NAME security algorithm, or yhen
onfiguration of this algorithm has failed (see the agreement of secutity mechanisms procedure in 10.1.4)| The

iption of each field is asfollows:
e AUTH_MECH_DELIVER

a) Control type — This field denotes the AUTH "MECH_DELIVER control. Its value shall be get to
0x1B (see Table 36).

b) Length — This field denotes the lengthvin bytes of the AUTH_MECH_DELIVER contral. Its yalue
shall be set to 0x04.

¢) AUTH_NAME - This field denotes the authentication mechanism for the security policy. Its yalue
shall be set to 0x01 denotingMEM_AUTH (see Table 44).

d) Reserved—Thisfield isreserved for future use. Its value shall be set to 0x00.

0 8 16 24 31
( AUTHCI\‘/"”E%OLT%F?L'VER) Length (= 4) AUTH_NAME Reserved (0x00)

Figure 124 —-AUTH_MECH_DELIVER control

7.4 The format of the CON_EN_DEC DELIVER control is shown in Figure 125. This control shall only be|used
e MA sending the SECALGREQ message when it does not hold the CON_EN_DEC AL G security algorithm, or
the configuration of this algorithm has failed (see the agreement of security mechanisms procedure in 10.1.4)} The

iption of each field is asfollows:

CAMNM AL DD DEL N/

CUINT LN IO LT VLT

a)
b)

0)

d)

Control type — This field denotes the CON_EN_DEC DELIVER control. Its vaue shall be set to
Ox1C (see Table 36).

Length — This field denotes the length of the CON_EN_DEC DELIVER control in bytes. Its value
shall be set to 0x04.

CON_EN_DEC ID - This field denotes the contents encryption algorithm for the security policy.
Its value shall be identical to that in the CON_EN_DEC ID field of the CON_EN _DEC ALG
control in the SECLIST message (see 11.2.6.4 c).

Reserved — Thisfield is reserved for future use. Its value shall be set to 0x00.
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0

8 16 24 31

Control Type
(CON_EN_DEC _DELIVER)

Length (= 4) CON_EN_DEC _ID Reserved (0x00)

Figure125—-CON_EN_DEC_DELIVER control

11.2.7.5 The format of the GK_EN_DEC DELIVER control is shown in Figure 126. This control shall only be used
by the MA sending the SECALGREQ message when it does not hold the GK_EN_DEC_ALG security algorithm, or
when the configuration of this algorithm has failed (see the agreement of security mechanisms procedure in 10.1.4). The
description of each field isasfollows:

e GK_EN DEC DELIVER

a)
b)

0

d)

0

Control type — This field denotes the GK_EN_DEC _DELIVER control. Its value shall™b
to Ox1D (see Table 36).

Length — This field denotes the length in bytes of the GK_EN_DEC_DELIVER centrol. Its
snall be set to 0x04.

D

set

alue

GK_EN_DEC ID - This field denotes the group key encryption algorithm for. the security pglicy.

Its value shall be identical to that in the GK_EN_DEC ID field of the GK_‘EN” DEC ALG cg
in the SECLIST message (see 11.2.6.5 ¢).

Reserved — Thisfield is reserved for future use. Its value shall be set.fe’0x00.

8 16 24 31

Control Type
(GK_EN_DEC_DELIVER)

Length (= 4) GK_EN_DEC (D Reserved (0x00)

11.2{7.6 Theformat of the AUTH_ALG_DELIVER control:iSshown in Figure 127. This control shall only be us
the MA sending the SECALGREQ message when it does\not hold the AUTH_ALG security algorithm, or whej
conflguration of this algorithm has failed (see the -agreement of security mechanisms procedure in 10.1.4).
descfiption of each field is asfollows:

e AUTH_ALG_DELIVER

Figure 126 —-GK_EN_DEC_DELIVER contral

a) Control type— Thisfield.denotes the AUTH_ALG_DELIVER control. Its value shall be set to
(see Table 36).

b) Length — This figldhdenotes the length in bytes of the AUTH_ALG _DELIVER control. Its
shall be set to 0x0Q4.

¢) AUTH_ID —Fhis field denotes the hash/MAC agorithm for the security policy. Its value sha
identical \to’ that in the AUTH_ID field of the AUTH_ALG control in the SECLIST me;
(see11.26.6 C).

d) Reserved—Thisfield isreserved for future use. Its value shall be set to 0x00.

0 8 16 24 31
( AUTHCOAerg E’EEIVER) Length (= 4) AUTH_ID Reserved (0x00)

ntrol

ed by
n the

The

DX1E

aue

Il be
bsage

Figure 127 —AUTH_ALG_DELIVER control

11.2.8 SECAGANS message
11.2.8.1 Theformat of the SECAGANS message is shown in Figure 128. The description of each field isasfollows:

a)
b)

0)

Ver — Thisfield denotes the current version of RMCP. Its value shall be set to 0x4.

NT — This field denotes the message issuer's node type. Its value shall be set to one of SMA, DMA

or RMA coded, asin Table 34.

Message type — This field denotes the SECAGANS message. Its value shall be set to 0x23
Table 35).
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d) Length—Thisfield shall be set to the total length in bytes of the SECAGANS message including the
control data.

€) Session ID —Thisfield shall be set to the 64-bit value of the Session ID as defined in 7.1.1.
f)  MAID — This field denotes the MAID of the SECAGANS sender. Its value shall be formatted as

defined in 7.1.2.
g) Control data—The SEC_RETURN control specified in 11.2.8.2 is a mandatory part of the
SECAGANS message.
0 4 8 16 24 31
\er (Ox4) NT Message type Lenath (variahle)
ST [ (SMADMAIRVA) (SECAGANS) T 7

Session ID (64)

MAID (of the SECAGANS sender)

Control data (variable length)

Figure 128 — SECAGANS message

11.2]8.2 Theformat of the SEC_RETURN control is shown in Figure 129. The description of each field is asfollows:
e SEC RETURN

a) Control type — This field denotes thetSEC_RETURN control. Its value shall be set to Ox1H (see
Table 36).

b) Length — This field denotes the(length in bytes of the SEC_RETURN control. Its value shall ke set
to Ox04.

¢) SEC_RETURN - This field denotes the result of SECAGREQ request. Its value shall be set to Px01
for a successful return;-the value for other results shall be indicated by one of the other remalning
codesin Table 46,

d) Reserved—Thisfield isreserved for future use. Its value shall be set to 0x00.

0 8 16 24 31

Control Type
(SEC_RETURN)

Length (= 4) SEC_RETURN Reserved (0x00)

Figure 129 - SEC_RETURN control

11.2[9 KEYDELIVER message

11.2]94. Figure 130 shows the format of the KEY DELIVER message. The description of each field is asfollows:
) ver — Thisfield denotes the current version of RMCP. IS valte shalt be Set 1o OX2.
b) NT —Thisfield denotes the message issuer's node type. Its value shall be set to:
— 0x01, the coded value for SM in Table 34, for the delivery of the Ks key information; or
—  0x05, the coded value for DMA in Table 34, for the delivery of the Kg key information; or
— 0x02, the coded value for SMA in Table 34, for the delivery of the Kc key information.

c) Message type — This field denotes the KEYDELIVER message. The value shall be set to 0x24 (see
Table 35).

d) Length—Thisfield shall be set to the total length in bytes of the KEYDELIVER message including the
control data.

€) SessionID —Thisfield shall be set to the 64-bit value of Session ID asdefined in 7.1.1.
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f)  MAID — This field denotes the MAID of the KEYDELIVER recipient. Its value shall be as defined

in7.12.

g) Control data— The KEY_INFO control and its KEY_MATERIAL sub-control, specified in 11.2.9.2 and
11.2.9.3, are amandatory part of the KEYDELIVER message.

16

24

31

Ver (0x4)

NT Message type

(SM|SMA|DMA) | (KEYDELIVER)

Length ( variable)

Session ID (64)

MAID (of the KEYDELIVER sender)

Control data (variable length)

11.2]9.2 The format of the KEY_INFO control and its KEY _MATERIAL sub-control is shown in Figure 131

Figure 130 —KEYDELIVER message

descfiption of each field of the KEY _INFO control is asfollows:

«  KEY_INFO
Table 36).

to 0x04.

a) Control type — This field denotes the KEY INFO control. Its value shall be set to 0x20
b) Length — This field denotes the length\of the KEY_INFO control in bytes. Its value shall b

c) Key_Type-Thisfield denotes the type of the proposed key information. Its value shall be set t
of the code valuesin Table 47.

(KEY_MATERIAL)

0 8 16 24 31
Control Type _
(KEY_INFO) Length (= 4) Key_Type Reserved (0x00)
Sub-control type Length (= variable up to 0x804) Key Type

KEY_DATA

Figure 131 —KEY_INFO controal, including KEY_MATERIAL sub-control

The

e set

D one

11.2.9.3 The description of each field of the KEY_MATERIAL sub-control isasfollows:

« KEY_MATERIAL

a) Sub-control type — This field denotes the KEY_MATERIAL sub-control. Its value shall be set to
0x01 (see Table 37).

b) Length—Thisfield shall be set to the total length in bytes of the KEY_MATERIAL sub-control. Its
value shall not exceed 0x804.

¢) Key Type— This field denotes the type of the key information. Its value shall be set to one of the
codevaluesin Table 47.

d) KEY_DATA — Thisfield shall contain the time information and seed value needed to generate the
key identified by Key Type.
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11.210 HRSREQ message

The format of the HRSREQ message is shown in Figure 132. The description of each field is as follows:

a)
b)

0)
d)
e

f)

Ver — This field denotes the current version of RMCP. The value shall be set to 0x4.

NT — This field denotes the message issuer's node type. Its value shall be set to the coded value for DMA
in Table 34.

Message type — This field denotes the HRSREQ message. The value shall be set to 0x25 (see Table 35).
Length — Thisfield denotes the length in bytes of the HRSREQ message. Its value shall be set to 0x14.
Session ID — Thisfield shall be set to the 64-bit value of Session ID as defined in 7.1.1.

MAID — This field denotes the proposed MAID of the HRSREQ sender. Its value shall be formatted as

definedin71.2
A\~ R an >~ ey ey =

11.2
11.2]

OTE — There is no control data associated with the HRSREQ message.

11 HRSANS message
11.1 Theformat of the HRSANS message is shown in Figure 133.)The description of each field is asfollows:

a)
b)

c)
d)

€)
f)
9)

0 8 16 24 3
Ver (Ox4) | NT (DMA) '\?%E‘é‘;e Length (variable)
Session ID (64)
MAID (of the HRSREQ sender)

Figure 132 - HRSREQ message

Ver — This field denotes the current version of RMCP. s value shall be set to 0x4.

NT — This field denotes the message issuer's nodetype. Its value shall be set to 0x01, the code valye for
the SM in Table 34.

Message type — This field denotes the HRSANS message. Its value shall be set to 0x26 (see Table 33).

Length — Thisfield shall be set to the tetal length in bytes of the HRSANS message including the cgntrol
data.

Session ID — Thisfield shall besetto the 64-bit value of Session ID as defined in 7.1.1.
MAID — Thisfield denotes the MAID of the HRSANS recipient. Its value shall be as defined in 7.1.2.

Control data — The ACL_LIST control its ACL_DATA sub-control, specified in 11.2.11.2| and
11.2.11.3, are amandatery part of the HRSANS message.

0 8 16 24 31
Ver(0x4) | NT(SM) '\?ﬁl\?’s‘)’e Length (variable)
Session ID (64)

MAID (of the HRSANS recipient)

Control data (variable length)

Figure 133 —HRSANS message
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