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ISO/IEC 16512-1:

Foreword

2016(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are me

mbers of

ISO or IEC participate in the development of International Standards through technical committees

stablished by the respective organization to deal with particular fields of technical activity. 1S©
teéchnical committees collaborate in fields of mutual interest. Other international organizations, geve

nd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inf
téchnology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

he procedures used to develop this document and those intended for its further maintenance are g
im the ISO/IEC Directives, Part 1. In particular the different approval criteria needed-for the different
document should be noted. This document was drafted in accordance with the editorial rule
IFO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this doctment may be the subject
rights. 1ISO and IEC shall not be held responsible for identifying any.orall such patent rights. Deta
gatent rights identified during the development of the document willbe in the Introduction and/or or
list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and
gonstitute an endorsement.

Hor an explanation on the meaning of 1ISO specific terms and expressions related to conformity ass
s well as information about 1ISO's adherence to-the WTO principles in the Technical Barriers to Trag
ee the following URL: Foreword — Supplemehtary information.

0N QD

—

his second edition cancels and replages firs edition of ISO/IEC 16512-1:2005 which has been tg
bvised.

—

SO/IEC 16512-1 was prepareth.by Joint Technical Committee ISO/IEC JTC 1, Information techn
ollaboration with ITU-T. Thé identical text is published as ITU-T X.603 (03/2012).

(@]

SO/IEC 16512 consists/of the following parts, under the general title Information technology —
hulticast protocol:

=

-+ Part 1: Framéwork

— Part.2:\Specification for simplex group applications

and IEC
rnmental
ormation

escribed
types of
s of the

of patent
Is of any
the ISO

Hoes not

Essment,
e (TBT),

chnically

plogy, in

Relayed

© ISO/IEC 2016 — All rights reserved

ii-1


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/home/standards_development/resources-for-technical-work/foreword.htm
https://standardsiso.com/api/?name=068e5a2cb414b178de47a7d10e2f19f0



https://standardsiso.com/api/?name=068e5a2cb414b178de47a7d10e2f19f0

Biblj

CONTENTS

Page

S COPIC ettt ettt ettt ettt ettt ettt ettt ettt ettt e ettt bt e ea b et e bt e e bt e e bt e e bt e e bt e e et et e bt e ea bt e eabeeeabee e bt e e baeebeeeabeeeneeeates 1
INOIMALIVE TEIEIEIICES ... eveveiiieee ettt e et e e e e e e e e e e e e e e eeaat e e e e eesseeenataseeeesessenssaaneeeeessenaraaeeeas 1
I D153 50131516 ) s R 1
3.1 Terms defINEd EISEWRETE.........ccoiiieiiiiiiee et e e e e e et e e e e e e s s eentaaneeeeeeeas 1
3.2 Terms defined in this Recommendation | International Standard..............ccoocoeiiiiiiniiniiiiiienne 1
PN 0] o) oA Ta ;15 (o) 4 SRS 2
(101N 115 [ ) 0 -SSR 2
Framework OF RIMCP ........ooooiuiiiieeeee ettt e e e e e e eeneeeeetaeeeennnnessenneesennneeeendl 2
6.1 T8 0 a 18115 (o) o WU PRSPPI e 2
6.2 Basic concept Of RIMCP ......c.oiiiiiii ettt et s s sre e 3
6.3 RMCP data delivery MOAEL ...........ooiiiiiiei ettt e 5
6.4 Security consideration in RMCP ...........ccocooiiiiiiiiiiiieeeeeeeeeeeeseeseeees I 8
RIMCP fUNCLIONS ..ttt eeeeeee e e e e e e eenaaneeeeeessennnaneseeesssessnnnsnseessssssheMosderesessnsrnreeeeeesens 8
7.1 TSI (o) (I 1 VU =15 (o) o P =~ SRR 8
7.2 Session SUbSCIIPHION ANd JOIN ....c.eeuveiiriiriiriirieiiereienienteeteeeeeererenie e e Saaegne e e see et et ennesaennenaens 9
7.3 TSI (o) o W (22 AR o S NP 9
7.4 TSI (o) (TS 6 00V bo b5 (o) 1 NN € SRRSO 9
7.5 SESSION MAINLEINAIICE ..eeeeeeiiiiieiieeeeeeeeeiteeeeeeeeeeeeaeeeeeeeeeesassaaeeeeesssssaiageeseeeessesaaaereeeesseesaeseeeeessessnrseees 9
7.6 SCSSION MOMIEOTINZ ..cuveerieerereierirerieerreeseereesesseesseesseesesssessneslopreasaeessesssesssesssessesssesssesssesssesseesseesseenns 9
IMEESSAZES ..veenvvrerureerurierieenieesieeeieesnseesteessseesseesnseessseeessnesnseessee sfT) Bafeeenseeenseesnseeensseenseeensseensseenseensseenseensees 10
8.1  BasiC MESSAZE SLIUCLUIE .....eovvervieiieiieieeiereeseerseesse e i es b e seesseessesssesssesseesseessesssesssenssesseesseessesssensees 10
FJRPZ 7515 (o) U (o) 0o V- | AN U 10
8.3 SUD-CONLIOL FOIMAL .....oovvviiiiiiiiiieice ettt e st e s eaaeesennneeeas 10
OLTAPIY L.ovieiiieiiieiiecie sttt erte et e e ste e beeseenseesseesse s bessseenseesteeat e et s e et e e b e et e eabe et beesaeetsesaeesteeseenbeesseesseeseenraans 12
Rec. ITU-T X.603 (03/2012) iii


https://standardsiso.com/api/?name=068e5a2cb414b178de47a7d10e2f19f0

Introduction

This Recommendation | International Standard specifies the relayed multicast protocol (RMCP) used for realizing
relayed multicast. Relayed multicast, also known as an overlay multicast or an application-layer multicast, is a data-
delivery scheme for group communications applications over an IP-based network environment. RMCP employs
intermediate multicast agents for relaying application data from one or more senders to many receivers.

The

design of RMCP has been motivated from the following observations:

In the marketplace, diverse group applications and services have been provisioned commercially all over the world.
Some of the examples include Internet TV, remote education, real-time media streaming applications, live broadcasting
of special events such as the Victoria’s Secret Fashion Show, stock-tickers, etc.

At pi
As 4

usery. In terms of a business model, it would mean less revenue or profit.

esent, most of the group applications mentioned above use a replicated 1P unicast method to realize group services.
result, those applications have scalability problems due to the limitation in supporting a number of simultatleous

IP npulticast has been known as an effective transport technology for providing group communication seryices.

Nevgrtheless, the IP multicast has not been deployed widely over the Internet due to several reasons, including the
following:

—  high deployment cost along with an uncertainty of return-on-investment (ROI)

— [P multicast alone cannot support all kinds of group applications.
Network services such as group file transfer or network games, need a reliable “multicast transport mechampism.

How

flow]

comjnunication applications requiring reliable data transfer will continug’ to~depend on the server-based repli

unic
Alth
capa
subs

ist method.

bugh TP multicast is not deployed globally, various local netwotkshave already been equipped with IP mul

antially provide the multicast transport capability within their local subnet or administrative domains.

Recdgnizing these observations, there is a crucial need to develop an alternative group delivery scheme. RMCP i

such|
mult

type

iv

scheme to realize group delivery over the IP-based network. RMCP utilizes existing unicast, multicast, a
cast tunnelling schemes. In addition, RMCP is designed in separate forms to support any kind of group se
RMCP is expected to provide a substantial selution for group services over the IP-based network.

ever, even current reliable multicast transport mechanisms still have unresglved problems including scalabfility,
control, congestion control, etc. Until an appropriate multicast transport mechanism is laid down, group

tated

icast

pility. For example, Ethernet-based LANs and private networks, such as corporate and campus netwprks,

one
hd/or

rvice
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Relayed multicast protocol: Framework

1 Scope

Relayed multicast protocol (RMCP) is a protocol which is used to realize a relayed multicast data transport scheme.
Different from the conventional IP multicast, RMCP can configure a relayed multicast path that multicast traffic flows
by using intermediate end-hosts. RMCP can be applied to the current unicast based IP network where IP multicast is not
fully deployed.

This| Recommendation | International Standard addresses the basic concepts needed to specify RMCP for (relayed
multjcast. It defines the related terminology and proposes a framework for the future development of subsequent
protacols. The framework covers network topology including network entities and the relationship among them, sefvice
scengrios, basic operations, and message format.

2 Normative references

Nong.

3 Definitions

3.1 Terms defined elsewhere

Nong.

3.2 Terms defined in this Recommendation | International Standard

For the purpose of this Recommendation | International Statidard the following definitions apply:

3.2. child multicast agent (CMA): A next downstream multicast agent (MA) in the relayed multicast profocol
(RM[CP) data delivery path.

3.2 IP multicast: Realizes a multicast-schéme in the IP network with the help of multicast-enabled IP routers

3.2. multicast: A data delivery schemie where the same data unit is transmitted from a single source to multiple

destipations in a single invocation ofisetvice.

3.2. multicast agent (MA) A intermediate node which relays group application data.

3.2. N-plex: Wherein,anyone can send something, and, if someone does so, all others may receive it.

3.2 parent multicast agent (PMA): A next upstream multicast agent (MA) in the relayed multicast profocol
(RM[CP) data deliverypath.

3.2 relayed\multicast: A multicast data delivery scheme that can be used in unicast environments.

3.2, recéiver multicast agent (RMA): A multicast agent (MA) other than sender multicast agent (SMA).

3.2, relayed multicast protocol (RMCP): A protocol to realize the relayed multicast scheme using end hosts

3.2.10 relayed multicast protocol (RMCP) session: A set of multicast agents (MAs) which configures the data
delivery path using RMCP.

3.2.11 session identification (SID): Corresponds to group name and identifies relayed multicast protocol (RMCP)
session uniquely.

3.2.12  session manager (SM): A relayed multicast protocol (RMCP) entity that is responsible for the overall RMCP
operations.

3.2.13 sender multicast agent (SMA): A multicast agent (MA) attached to a sender in the same system or local
network.

3.2.14  simplex: Wherein only one sender is send-only and all others are receive-only.

Rec. ITU-T X.603 (03/2012) 1
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4 Abbreviations
For the purposes of this Recommendation | International Standard, the following abbreviations apply:

CMA Child Multicast Agent

IPC Inter-Process Communication
IPIP IP in IP encapsulation
MA Multicast Agent
PMA Parent Multicast Agent
RMA Receiver Multicast Agent
RMCP Relayed Multicast Protocol
RMT Reliable Multicast Transport
SID Session ID
SM Session Manager
SMA Sender Multicast Agent
T/TdP TCP extensions to Transactions
TCP Transmission Control Protocol
TP Transport Protocol
UDP User Datagram Protocol
5 Conventions
Nong.
6 Framework of RMCP
6.1 Introduction
Relayed multicast protocol (RMCP) is ‘an application-level multicast protocol. It constructs and manages a relayed
multjcast network to support the greup communication services over the current unicast-based IP network. After a
serieg of RMCP control connections are established, a multicast data delivery path is constructed by using multiple
multjcast agents (MAs). Along\the delivery path, real-time or reliable data transport channels are inter-conngcted
between upstream and downstream MAs. Only after the data delivery path and data channel are established, group
cominunication applications.can work as in the native IP multicast network.
RM({P aims to suppopt various kinds of group-based applications and services. Table 1 categorizes the group
communication services with types of communications and characteristics of data delivery.
Table 1 — Considerable group communication services
Characteristics
Type of Real-time data Reliable data
communications
Simplex Internet live TV, Stock-ticker, file dissemination,
P Internet live banner software live update
. Distributed virtual environment,
Videoconference, .
N-plex . ; . network game, data mirroring and
inter-domain multicast proxy caching

2 Rec. ITU-T X.603 (03/2012)
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6.2 Basic concept of RMCP

ISO/IEC 16512-1:2016 (E)

Each RMCP session configures relayed multicast data delivery model with the following entities as shown in Figure 1:

a) One session manager (SM);
b) Sender multicast agent (SMA) per sender application;
¢) One or more receiver multicast agents (RMAs);

d) Group communication applications sending or receiving group data.

application application

Receiving
application

Receiving
application

Receiving
application

Figure 1 — RMCP entities

The |SM is involved in session configuration and maintenance. A single SM can handle one or multiple sessfions,
simulltaneously. Since the SM does-net participate in data delivery, it has RMCP control module only. Figure 2 shows

the protocol stack of SM.

RMCP control module

Transport protocol for message delivery

IP (unicast)

Figure 2 — Protocol stack of SM

A session manager (SM) can provide the following functionalities:
a) Session initiation;
b) Session termination;
¢) Session membership management;

d) Session status monitoring and management.

Rec. ITU-T X.603 (03/2012) 3
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The MA, which covers both SMA and RMA, constructs a relayed multicast data delivery path and forwards data along
the constructed path from SMA to RMA(s). An MA consists of an RMCP control module and a data module. The main
function of the control module is to establish a relayed data delivery path, and the data module is to deliver data along
the constructed delivery path. Figure 3 shows the protocol stacks of the MA.

The
perfa

The

impl
RM(
use
Data

IP (unicast or multicast)

a) Session join;
b) Session leave;
¢) Session maintenance;

d) Session status report.

Sending system

MA
\e
RMCP control module e mO(W
o\ $o°
Transport protocol for message “aﬂsvgixzigz;
delivery
woes

Figure 3 — Protocol stack of the MA

Relaying systems

message flows among RMCP control modules aré¢’shown in Figure 4. As shown in the figure, an MA c4
bmented in the same system with the application or in the same local network such as Ethernet-LAN. To delivgr the
[P messages, any type of reliable transport protecols can be used such as TCP. The RMCP control module can
multicast transport protocols for delivering~RMCP messages in the multicast network. In this case, the
bram Protocol (UDP) can be used as atransport protocol.

Sending
application

RMCP control module exchanges RMCP messages with RMCP controls modules in other RMCP entitigs.
rms the following functions:

Receiving
application

n be

also
[User

Receiving system

—

Communication channel
for control purpose

Figure 4 — RMCP control model

The data module relays data along the relayed multicast data delivery path constructed by the RMCP control module as
shown in Figure 5. The relayed multicast data delivery path consists of one or more senders, a single SMA per sender,

one or more RMAs and receivers. Any kind of transport protocols can be used to transport data.

Rec. ITU-T X.603 (03/2012)


https://standardsiso.com/api/?name=068e5a2cb414b178de47a7d10e2f19f0

ISO/IEC 16512-1:2016 (E)

:> IPC or IP multicast, IP unicast, RMT, etc ..
Receiving

application

Sending
application
w )= ) I T ) 5o

Sending system Relaying systems Receiving system

|:> Tunnelling (TCP, UDP, IPIP, etc)

Accd

receives data from its parent multicast agent (PMA) and forwards the data to its child multicast‘agent(s) (CMA(s)

data

forwprds the data to its CMA(s). The number of SMAs depends on the number of data senders.

6.3

RM(P can support both simplex service, where there is one sender in each session, and N-plex service, where mu
sendprs can be in each session.

6.3.1

Simy]
path
mult
mult

Figure S — RMCP data transport model

rding to the direction of relaying data, an MA can act as an SMA or as an RMA. When acting-as'an RMA, thd

receiver(s), i.e., receiving application(s). SMA receives data from the data sender, €., sending application

RMCP data delivery model

Simplex delivery model for real-time services

lex real-time broadcasting services such as Internet live TV ‘and software banner require a real-time data del
from one sender to multiple receivers. The most optimized data delivery path would be a per-source re
cast tree where a unidirectional real-time channel is established. Figure 6 shows one of the possible rel
cast trees configured by the RMCP for simplex real-time applications.

Sending
application

Simplex relayed
multicast network

Real-time unicast &
P unidirectional transport
connection

MA
and
and

tiple

very
ayed
ayed

S [,

Real-time multicast &
unidirectional transport
&~ T connection

.
eceeale

Receiving
application

Receiving
application

Receiving
application

Figure 6 — Simplex real-time data delivery model

Rec. ITU-T X.603 (03/2012)
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6.3.2

Simplex delivery model for reliable services

Simplex dissemination applications such as stock-ticker, file dissemination, and software updater require a reliable data
delivery path from one sender to multiple receivers. The most optimized data delivery path here would also be a per-
source relayed multicast tree where a unidirectional reliable channel is constructed to deliver data reliably. For reliable
delivery, RMCP can use reliable transport protocol such as TCP, and can provide own reliable delivery scheme.

Figure 7 shows one of the possible relayed multicast trees configured by RMCP for simplex reliable applications.

Sending
application

6.3.3

N-pl
data
deliyf

Simplex relayed
multicast network

Reliable unicast &
— unidirettioral transport
connection

Reliable multicast &
unidirectional transport
connection

Receiving
application

Receiving
application

Receiving
application

Figure 7 — Simplex reliable data delivery model

N-plex delivery model for real-time services

ery paths configured by the RMCP for N-plex real-time group communications applications.

ex real-time interactive applications such ag.videoconference and inter-domain multicast proxy require a real
delivery path from multiple senders to mwultiple receivers. Figure 8 shows one of the possible relayed multicast

Rec. ITU-T X.603 (03/2012)
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Sending/
receiving
application

N-plex relayed
multicast network

MA Acts as SMA while sending,
as RMA while receiving

6.3.4

N-plgx distributed applications such as distributed virtual environment, network games, data mirroring, and caq
requjres reliable data delivery path from multiple senders to multiple receivers. Figure 9 shows a possible rel

Real-time unicast &
<----» ypidirectional transport
connection

f Real-time multicast &

‘ bidirectional transport
A 4 connection

Y
::
,
4

Sending/
receiving
applicatio

Sending/
receiving

Sending/

receiving oo o

Figure 8 — N-plex real-time data delivery miodel

N-plex delivery model for reliable services

multjcast data delivery path configured by RMCP for N-plex reliable group communication applications.

hing
ayed

Rec. ITU-T X.603 (03/2012)
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Sending/
receiving
application

N-plex relayed
multicast network

MA Act as SMA while sending,
as RMA while receiving

Reliable unicast &
<€ ypidirectional transport
connection

Reliable multicast &
bidirectional transport
connection

Sending/
receiving
applicatio

Sending/
receiving

Sending/
receiving

Figure 9 — N-plex reliable data delivery model

6.4 Security consideration in RMCP

For providing RMCP-based services in the Internet, the RMCP does niot consider security as mandatory. If it is needed
to provide secure RMCP-based services, it is recommended to_add” security features to the RMCP entities to inferact
with| the pre-deployed trust server for secure communications among the RMCP entities. Figure 10 showg the
relatjonship between secure RMCP and basic RMCP.

RMCP

Figure 10 — Relationship between basic RMCP and secure RMCP

Figufe 10\implies that subsequent protocols may have security features with own functions and also that secure RMCP
can yse€.some functions of basic RMCP.

7 RMCP functions

7.1 Session initiation

The SM initiates a new session upon receiving a session initiation request from the SMA. The SM allocates a SID for
each new session. The SID corresponds to the group name that identifies the session. The SM has the information about
the constructed sessions. The information may include characteristics of media, session, authentication, etc.

8 Rec. ITU-T X.603 (03/2012)
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7.2 Session subscription and join

In order to receive service, RMA communicates with SM to subscribe to the session. After successful session
subscription, RMA joins the session by interacting with other RMAs which are participating in the RMCP session.
Detailed descriptions for session subscription and join are as follows.

Each MA contacts the SM by sending a subscription request. The location of the SM has been already notified to each
MA. The SM is recommended to respond to the subscription request to indicate whether the requester is qualified to
subscribe to the session. If the MA's subscription request is successful, SM sends a list of PMA candidates that the
requesting MA can join. SM does not assign a specific MA to the requesting MA as a PMA. The MA voluntarily
chooses the most adequate PMA. The criteria for selecting PMA may be different according to the requesting MA;
however, MA would want to select the best PMA in terms of performance and expenses. If the SM does not respond or
rejects the session subscription request, the MA cannot subscribe to the RMCP session.

The RMA with successful subscription can send a relay request to its PMA candidate. The relay request, icludes
infomation such as IP address and port number of the MA for data channel and preferred data channel type. {fithe PMA
candjdate approves the relay request, it answers with a successful relay response and sets the requesting/MA 3s its
CMA. PMA establishes a data channel with the requester by invoking its data module with the requested. data chanzpel.

If the PMA candidate rejects the relay request, it replies with the reason for rejection. The RMA™will need to find
another PMA candidate or it will have to quit RMCP session join. After successful join with the PMA, the MA will be
receiving multicast data from the PMA through the data module. This session join procedure ‘pertains to RMA pnly.
SMA will not need to join the RMCP session.

7.3 Session leave

Wheh an MA wants to leave the session, it needs to notify its PMA, CMA(s), and*SM of its departure.

7.4 Session termination

An RMCP session can be terminated as needed or abruptly due toan'SMA failure.

7.5 Session maintenance

Aftet a data channel has been established successfully, the relay request and response will be periodically exchanged
between the two MAs. This procedure is needed for detection of MA failure and for data delivery path maintenance. If a
PMA detects that one of its CMAs has failed, the*PMA will stop sending multicast data to the pertaining CMA. If the
CMA detects failure of its PMA, the CMA searches for another PMA to join.

The ftopology of the relayed multicast data delivery path changes constantly due to the join and leave of MAs,|MA
failufe, or problem in the data channelq These changes can cause partition or loop in the data delivery path. Therefdre, it
is negessary for each MA to maintain the data delivery path.

If an MA finds a PMA candidate that can provide better service quality compared with its current PMA, thel MA
chanpes its PMA.

The maintenance function-0f relayed multicast data delivery path consists of the following:
a) Loop-detection and avoidance;
b) Network partition detection and recovery;

c¢) <—Parent switching.

7.6 Session monitoring

Session monitoring is used for SM to monitor session status such as membership dynamics and QoS perceived by MAs.
The status reports are exchanged between MA and SM. The SM requests a specific MA to report its status and the
pertaining MA should report the result to the SM.

The RMCP session monitoring function consists of the following:
a) Reporting the status of the data channel: data throughput, etc.;
b) RMCP membership information gathering;
¢) Relayed multicast data delivery path topology information gathering.

Rec. ITU-T X.603 (03/2012) 9
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Messages

Basic message structure

RMCP messages are used to initialize and manage both RMCP session and the relayed multicast data delivery path.
They are encapsulated in transport segments, as shown in Figure 11.

Datal
mess
trang

8.2
RM(

Figu

8.2.1
Each

Transport protocol header for RMCP message
message g
Message body Variable-sized control field(s)

Figure 11 — Encapsulation of the RMCP message

from the data sender is encapsulated as shown in Figure 12. Multicast data delivered,is not part of the R]
age. The multicast data are encapsulated when delivered from/to MA, thus, ofiginal data is retained d
port.

Transport protocol header for data relay Original multicast data from sender

Figure 12 — Encapsulation of original data

Control format
[P message can include a control field(s), if needed. It is*concatenated at the end of the RMCP message.

e 13 shows the RMCP control format. The meaningzand value of each field is as follows:

0 8 16 n
Control type (8) ‘ Length-(8) ‘ Value (variable-size)

NOTE - The digit in parentheses in.each field indicates the length of the field in bits.

Figure 13 —- RMCP control format

a) Control type-S)This field denotes the type of the control;

b) Length~TFhis field denotes the total length in bytes of the control including any sub-control(s). This
can bereserved, in which case it is set to zero, according to the type of control;

c) Jalue — The content of this field is defined for each control denoted in the Control type field.

Control types and values

MCP
iring

field

RNMICP message can include the predefined control(s) at its disposal.
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Sub-control format

In order to specify detailed control information, the RMCP control can have one or more sub-controls in its value field.
The format of sub-control and its preceding control are shown in Figure 14. The meaning and value of each field of the
sub-control is as follows:
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