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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

ISO/IEC 16504 was prepared by Ecma International (as ECMA-392) and was adopted, under a special “fast-
track procedure”, by Joint Technical Committee ISO/IEC JTC 1, Information technology, in parallel with its 
approval by national bodies of ISO and IEC. 
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Introduction 

Analogue broadcasting systems have been or are being upgraded to digital technology, which frees up 
channels in the TV frequency bands. This International Standard specifies a physical layer and a medium 
access sub-layer for wireless devices to operate in the TV frequency bands. 

Applications include high speed video streaming and internet access on personal/portable electronics, home 
electronics equipment, and computers and peripherals. 
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Information technology — Telecommunications and information 
exchange between systems — MAC and PHY for operation in 
TV white space 

1 Scope 

This International Standard specifies a medium access control (MAC) sub-layer and a physical (PHY) layer for 
personal/portable cognitive wireless networks operating in TV bands. This International Standard also 
specifies a MUX sublayer for higher layer protocols.  

This International Standard specifies a number of incumbent protection mechanisms which may be used to 
meet regulatory requirements. 

2 Conformance 

Conforming devices implement the MUX sub-layer, MAC sub-layer and the PHY layer as specified herein and 
support at least one of the device types (master, peer, or slave) and at least one of bandwidths (6 MHz, 
7 MHz, 8 MHz), and may support multiple antennae modes. 

3 Normative references 

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies. 

ISO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS) 

ISO/IEC 18033-3:2005, Information technology — Security techniques — Encryption algorithms — Part 3: 
Block ciphers 

4 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

4.1 
alien beacon group 
group of devices for which the beacon period (BP) is not aligned with the BP of the current device 

4.2 
alien device 
member of an alien beacon group 
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4.3 
Access Category 
AC 
common set of prioritized contention access (PCA) parameters to contend for the medium to transmit MAC 
protocol data units (MPDUs) with certain priorities 

4.4 
beacon group  
BG 
set of devices that share the same beacon period start time (BPST) 

4.5 
beacon period  
BP 
time during which a device sends or listens for beacons 

4.6 
beacon period start time  
BPST 
start of the beacon period 

4.7 
channel reservation protocol  
CRP 
protocol to support negotiation and maintenance of channel time reservations 

4.8 
contention signalling window 
time window for exchanging control or management information in the slotted aloha based manner 

4.9 
data integrity 
assurance that the data has not been modified from its original form 

4.10 
data transfer period  
DTP 
time period within a superframe used mainly for data transfer via prioritized contention access (PCA) 
or in reservations established using the channel reservation protocol (CRP)  

4.11 
device 
entity conforming to this International Standard 

4.12 
extended beacon group 
union of a device’s beacon group and the beacon groups of all devices in the device’s beacon group 

4.13 
incumbents 
regulatory protected transmission systems operating in the TV bands  

4.14 
incumbent protection mechanisms 
mechanisms including DFS, TPC, geo-location/database access, and spectrum sensing 

4.15 
MPDU 
MAC PDU 
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4.16 
MSDU 
MAC SDU 

4.17 
master 
master device 
device acting as a centralized coordinator of medium access on behalf of at least one slave device  

4.18 
master-slave group 
group of devices with a master device and its slave devices 

4.19 
message integrity code 
MIC 
cryptographic checksum generated using a symmetric key  

NOTE A MIC is typically appended to data for data integrity and source authentication similar to a digital signature. 

4.20 
neighbour 
member of a beacon group 

4.21 
network allocation vector 
NAV 
remaining time a neighbour device has indicated it will access the medium 

4.22 
outband channel 
channel other than the one being used for data transmission 

4.23 
peer 
peer device 
device coordinating medium access with other devices without a centralized coordinator 

4.24 
peer-to-peer group 
group of peer devices  

4.25 
prioritized contention access  
PCA 
prioritized CSMA/CA access mechanism 

4.26 
proxy 
peer device that coordinates outband channel measurement 

4.27 
quiet period 
time period scheduled to detect incumbents 

4.28 
reservation 
one or more medium access slots (MASs) within a superframe during which a device has preferential access 
to the medium 
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4.29 
reservation signalling window 
time window used for exchanging control or management information in the reservation based manner 

4.30 
slave 
slave device 
device associated with and coordinated by a master device for medium access 

4.31 
stream 
logical flow of MSDUs from one device to one or more other devices 

4.32 
superframe 
periodic time interval to coordinate frame transmissions between devices 

4.33 
transmission opportunity 
TXOP 
time interval for prioritized contention access (PCA) to initiate transmissions 

4.34 
TXOP holder 
device that has successfully contended for a TXOP 

5 Abbreviations and Acronyms 

AC access category 

ACK acknowledgment 

A/D analog-to-digital 

AES advanced encryption standard 

AGC automatic gain control 

AIFS arbitration inter-frame space 

ASIE application-specific information element 

AWGN additive white Gaussian noise 

BPOIE beacon period occupancy information element 

BPSK binary phase-shift keying 

BcstAddr broadcast device address 

BP beacon period 

BPST beacon period start time 

B-ACK block acknowledgment 

BW bandwidth 

CBC-MAC cipher block chaining-message authentication code 

CCA clear channel assessment 

CCM counter mode encryption and cipher block chaining message authentication code 

CE channel estimation 

CINR carrier-to-interference and noise ratio 
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CP cyclic prefix 

CRC cyclic redundancy check 

CRP channel reservation protocol 

CSMA/CA carrier sense multiple access with collision avoidance 

CTS clear to send 

D/A digital-to-analog 

DC direct current 

DestAddr destination device address 

DevAddr device address 

DME device management entity 

DTP  Data transfer period 

EO encryption offset 

EUI extended unique identifier 

FCS frame check sequence 

FEC forward error correction 

FFT fast Fourier transform 

FITD frequency interleaved transmit diversity 

GF Galois field 

GTK group temporal key 

HDR header 

HEI header error indicator 

I inphase 

ICI inter-carrier interference 

ID identifier 

IE information element 

IFFT inverse FFT 

IFS inter-frame space 

Imm-ACK immediate acknowledgment 

ISI inter-symbol interference 

KCK key confirmation key 

LQE link quality estimate 

LSB least significant bit 

M2S Master-to-Slave 

MAC medium access control 

MAS medium access slot 

MCDU MAC command data unit 

McstAddr multicast device address 

MIB management information base 

MIC message integrity code 

MIFS minimum inter-frame space 
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MKID master key identifier 

MLME MAC sublayer management entity 

MPDU MAC protocol data unit 

MSB most significant bit 

MSDU MAC service data unit 

NAV network allocation vector 

No-ACK no acknowledgement 

OFDM orthogonal frequency division multiplexing 

OUI organizationally unique identifier 

P2P Peer-to-Peer 

PCA prioritized contention access 

PER packet error rate 

PHY physical layer 

PLCP physical layer convergence protocol 

PLME physical layer management entity 

PMK pair-wise master key 

PPDU PHY protocol data unit 

ppm parts per million 

PRBS pseudo-random binary sequence 

PRF pseudo-random function 

PSDU PHY service data unit 

PTK pair-wise temporal key 

Q quadrature 

QAM quadrature amplitude modulation 

QP quiet period 

QPSK quadrature phase-shift keying 

RF radio frequency 

RMS root mean square 

RS Reed-Solomon 

RSSI received signal strength indication 

RTG receive-to-transmit transition gap 

RTS request to send 

SAP service access point 

SFC secure frame counter 

SFN secure frame number 

SIFS short inter-frame space 

SM spatial multiplexing 

SNR signal-to-noise ratio 

SrcAddr source device address 

STBC space time block code 
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TKID temporal key identifier 

TPC transmit power control 

TTG transmit-to-receive transition gap 

TV television 

TXOP transmission opportunity 

UCA unused CRP reservation announcement 

UCR unused CRP reservation response 

UHF ultra high frequency 

VHF very high frequency 

WM wireless microphone 

6 General description  

6.1 Network components 

A basic component of a network is a device. Two or more devices communicating on the same physical 
channel constitute a network. There are three types of devices, master device, slave device, and peer device. 
The device type of a device is preconfigured. The autonomous transition of device type is not supported in this 
International Standard, although the device type may be reconfigurable by DME which is out of scope of this 
International Standard.  

6.2 Network formation 

A basic network operates in one of two basic network formation modes: the master-slave mode or the peer-to-
peer mode. Both are shown in Figure 1. In the master-slave mode, a device is designated as master and 
others are associated with the master as slaves. The master coordinates channel access in the master-slave 
mode. Communication is normally established between slave devices and the master device. A slave device 
may also directly communicate with another slave device under the coordination of the master.  

A peer-to-peer network differs from a master-slave based network mainly in that devices can form a network 
in the peer-to-peer way and coordinate channel access with distributed beaconing and channel reservation. A 
peer-to-peer network comprises of peer devices. A peer device is able to access channel via distributed 
reservation and directly communicate with any other peer device as long as they are in range of one another. 
In other words, a peer-to-peer network can be ad hoc, self-organizing, and self-healing.  

 

 

Figure 1 — Basic Network Formation 
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Two or more networks can share the same channel and may also communicate with each other in a 
coordinated way.  

A number of networks may also form a large-scale network such as a mesh network or a cluster tree network. 
It allows multiple hops to route messages from any device to any other device in the network. Such functions 
can be added at the higher layer, but are not part of this International Standard.  

6.3 Protocol architecture 

This International Standard specifies a PHY layer and a MAC sublayer. As shown in Figure 2, the PHY layer 
and the MAC sublayer correspond to the PHY layer and the MAC sublayer of the OSI basic reference 
model [5] respectively. In this International Standard the MAC entity is represented by a device address. 

 

Figure 2 — Architectural reference model 

Service access points (SAPs) interaction with PHY and MAC sublayers are illustrated in Figure 3. As a 
reference, Service access points (SAPs) are provided for both data transfer as well as management of the 
MAC sublayer. Data transfer for the MAC sublayer is through the MAC SAP. Both the MAC sublayer and the 
PHY layer conceptually include management entities, called the MAC sublayer management entity (MLME) 
and physical layer management entity (PLME). These entities provide the layer management service 
interfaces for the layer management functions. The DME is a layer-independent entity that may be viewed as 
residing in a separate management plane or as residing “off to the side.” DME may be viewed as being 
responsible for such functions as the gathering of layer-dependent status from the various layer management 
entities, and similarly setting the value of layer-specific parameters. The DME typically performs such 
functions on behalf of the general system management entities and implements standard management 
protocols. Figure 3 depicts the relationship among the management entities. The specification of SAPs and 
management entities, as shaded parts of Figure 3, is out of the scope of this International Standard.  

In order to enable the coexistence of concurrently active higher layer protocols within a single device, a MUX 
sublayer is specified. This sublayer routes outgoing and incoming MSDUs to and from their corresponding 
higher layers. The MUX sublayer is described in Annex A. 
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Figure 3 — The reference model for this International Standard 

6.4 Addressing  

Individual MAC entities are addressed via an EUI-48 [1], and are associated with a volatile abbreviated 
address called a DevAddr. MAC address is included in beacon and/or control messages for global 
identification.  

Data frames normally use abbreviated DevAddr that identifies a single MAC entity for reducing overhead. 
DevAddrs are 16-bit values, generated locally within the device. Consequently, it is possible for a single value 
to ambiguously identify two or more MAC entities. This International Standard provides mechanisms for 
resolving ambiguous DevAddrs. 

The MAC addressing scheme includes multicast and broadcast address values. A multicast address identifies 
a group of MAC entities. The broadcast address identifies all MAC entities. 

Device name string may be used for helping user to identify a device, as specified in 7.1.8.16. Device name 
string can be assigned and changed by DME. Device name string should be included in beacons for assisting 
device discovery. 

A stream ID may be determined locally by device to identify stream originating from itself.  

6.5 PHY features  

A MAC entity is associated with a single PHY entity. 

The MAC sublayer requires the following features provided by the PHY: 

 Frame transmission for both normal and burst modes; 

 Frame reception for both normal and burst modes; 

 Header error indication for PHY and MAC header; 

 Clear channel assessment for estimation of medium activity. 

Figure 4 shows the structure of a PHY frame. 

 There are two types of preamble: normal and burst. 

 The PLCP header including MAC and PHY Headers is protected by RS parity. 

 The Frame Payload is followed by its frame check sequence (FCS). 
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Figure 4 — PHY Frame Structure 

Frames are transmitted by the PHY from the source device and delivered to the destination device in identical 
bit order. Throughout this specification reference to the start of a frame refers to the leading edge of the first 
symbol of the PHY frame at the local antenna and end of a frame refers to the trailing edge of the last symbol 
of the PHY frame. 

Frame transmission and reception are supported by the exchange of parameters between the MAC sublayer 
and the PHY layer. These parameters allow the MAC entity to control, and be informed of, the frame 
transmission mode, the frame payload data rate and length, the frame preamble, the PHY channel and other 
PHY-related parameters. 

In normal mode transmission, the MAC entity has full control of frame timing. In burst mode transmission, the 
MAC entity has control of the first frame timing and the PHY provides accurate timing for the remaining frames 
in the burst. 

6.6 Overview of MAC service functionality 

The MAC service specified in this International Standard provides: 

 Communication between devices within radio range on a single channel using the PHY; 

 A reservation-based channel access mechanism; 

 A prioritized, contention-based channel access mechanism; 

 A synchronization facility for coordinated applications; 

 Mechanisms for protection of incumbent user; 

 Master-slave operation;  

 Peer-to-peer operation; 

 Mechanisms for handling mobility and interference situations; 

 Device power management by scheduling of frame transmission and reception; 

 Secure communication with data authentication and encryption using cryptographic algorithms. 

The architecture of this MAC service is either master-coordinated or fully distributed. A device provides 
required MAC functions and optional functions according to its device type. 

Coordination of devices within radio range is achieved by the exchange of beacon frames and/or command 
frames. Periodic beacon transmission enables device discovery, supports dynamic network organization, and 
provides support for mobility. Beacons provide the basic timing for the network and carry reservation and 
scheduling information for accessing the medium. 
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6.6.1 Logical groups 

The MAC protocol is specified with respect to an individual device, which has its own individual 
neighbourhood. All MAC protocol facilities are expressed with respect to this individual neighbourhood. 

In a peer-to-peer network formed with fully distributed medium access coordination, logical groups are formed 
around each device to facilitate contention-free frame exchanges while exploring medium reuse over different 
spatial regions. In this International Standard, these logical groups are a beacon group and an extended 
beacon group, both of which are determined with respect to an individual device. 

In a master-slave based network formed under the coordination of a master, logical groups are formed with 
master-slave operation to facilitate contention-free frame exchanges. A master must be a beaconing device. A 
slave device could be a either beaconing device or nonbeaconing device. 

6.6.2 Control algorithms 

MAC protocol algorithms attempt to ensure that no member of the extended beacon group transmits a beacon 
frame at the same time as the device. Information included in beacon frames facilitates contention-free frame 
exchanges by ensuring that a device does not transmit frames while a neighbour is transmitting or receiving 
frames. 

To permit correct frame reception, MAC protocol algorithms attempt to ensure that a device’s DevAddr is 
unique within the device’s extended beacon group. 

6.6.3 Channel selection 

A device chooses a channel without incumbent presence. If no beacon is detected in the selected channel 
and no incumbent user is found, a master device or a peer device creates its beacon period (BP) by sending a 
beacon. If one or more beacons are detected in the selected channel, the device synchronizes its BP to 
existing beacons in the selected channel. The device exchanges data with members of its beacon group using 
the same channel the device selected for beacons. 

When a slave device is enabled, it scans one or more channels for master beacon. A slave device selects the 
channel used by its intended master. 

Each device operates in a dynamic environment and under unlicensed operation rules. Thus, it is subject to 
interference from licensed users, other networks, and other unlicensed wireless entities in its channel. To 
enable the device to continue operation in this type of environment, each device has the capability to 
dynamically change the channel in which it operates. 

If at any time a device determines that the current channel is unsuitable, it uses the dynamic channel selection 
procedure, as described in 7.8, to move to a new channel. 

6.6.4 The superframe 

The basic timing structure for frame exchange is a superframe. The superframe duration is specified as 
mSuperframeLength. The superframe is composed of 256 medium access slots (MASs), where each MAS 
duration is mMASLength. 

Each superframe starts with a BP, which extends over one or more contiguous MASs. The start of the first 
MAS in the BP, and the superframe, is called the beacon period start time (BPST).  

A recurring superframe consists of a beacon period (BP), data transfer period (DTP) and a contention 
signalling window (CSW). A reservation based signalling window (RSW) could be appended right after BP to 
support signal exchange between a master and slave devices in the master-slave mode. RSW is not needed 
for a peer-to-peer network. The signalling windows and beacon period are used for sending and receiving 
control/management information.  
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The BP length is adjustable and depends on how many regular beaconing devices participate in the same BP. 
In the master-slave mode, BP length can be kept as minimum as 1 beacon slot if the master is the only device 
that does regular beaconing. In the peer-to-peer mode, the number of beacon slots can be as many as the 
number of peer devices. The beaconing policy is specified in 6.6.5. 

All devices which share the same channel shall follow the same superframe structure. Superframe merging is 
necessary if two networks follow different superframe structures and share the same channel.  

 

Figure 5 — MAC superframe structure 

6.6.5 Beaconing 

A device is defined as a beaconing device if it owns a beacon slot in BP and regularly transmits beacons. A 
peer device or a master device is by default a beaconing device. A slave device is normally a non-beaconing 
device unless promoted to be a beaconing device. All slave devices must be capable to transmit regular 
beacons, if the master device so decides. 

All the devices shall keep awake during beacon period and CSW in order to capture all the 
control/management information which might be relevant to every device. A device may exchange data, 
monitor channel status, or go to sleep mode during data transfer period (DTP). 

A beacon packet contains the following important information for network operation, but not limited to: 

 Device identification information 

 Important for device discovery and self-coexistence  

 Beacon slot occupation information 

 Medium reservation information  

 Necessary for QoS provisioning 

 TIM (Traffic indication map) 

 Quiet period schedule 

 Necessary for in-service channel monitoring (sensing) 

 Channel Measurement Report 

 Channel classification and change information. 
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Each device protects its and its neighbours’ BPs for exclusive use of the beacon protocol. No transmissions 
other than beacons are attempted during the BP of any device. Protection of the device’s BP is implicit. 

A device should protect an alien BP, detected by reception of a beacon frame unaligned with the device’s own 
BP, by announcing a reservation covering the alien BP in its beacon. 

6.6.6 Medium access 

The medium is accessed in one of three ways: 

 During the BP, devices send only beacon frames, according to the rules specified in 7.3. 

 During reservations, devices participating in the reservation send frames according to rules specified 
in 7.5.2. 

 During quiet period, all devices keep silent. 

 Outside the BP and reservations, devices may send frames using a prioritized contention-based access 
method, as described in 7.5.1. 

6.6.7 Data communication between devices 

Data is passed between the MAC entity and its client in MSDUs qualified by certain parameters. MSDUs are 
transported between devices in data frames. To reduce the frame error rate of a marginal link, data frames 
can be fragmented and reassembled, as described in 7.6.1. Fragments are numbered with an MSDU 
sequence number and a fragment number. 

If the source device wishes to verify the delivery of a frame, then one of the acknowledgement policies is used, 
as described in 7.7.1. This International Standard provides for three types of acknowledgements to enable 
different applications. The No-ACK policy, described in 7.7.1.1, is appropriate for frames that do not require 
guaranteed delivery, or are delay sensitive and a retransmitted frame would arrive too late. The Imm-ACK 
policy, described in 7.7.1.2, provides an acknowledgement process in which each frame is individually 
acknowledged following the reception of the frame. The B-ACK policy, described in 7.7.1.3, lets the source 
send multiple frames without intervening ACK frames. Instead, the acknowledgements of the individual frames 
are grouped into a single response frame that is sent when requested by the source device. The B-ACK 
process decreases the overhead of the Imm-ACK process while allowing the source device to verify the 
delivery of frames to the destination. 

If the source device does not receive the requested acknowledgement, then it may retransmit the frame, as 
described in 7.5.1.7 and 7.5.2.9, or it may discard the frame. The decision to retransmit or discard the frame 
depends on the type of data or command that is being sent, the number of times that the source device has 
attempted to send the frame, the length of time it has attempted to send the frame, and other implementation-
dependent factors. 

6.6.8 MAC frame data rates 

MAC beacon frames are intended to be received and interpreted by all devices and hence their frame 
payloads are transmitted at pBeaconTransmitRate, which can be decoded by all recipients. Other frames are 
exchanged in a more restricted context and their frame payloads may be transmitted at higher data rates if 
possible. MAC headers are always transmitted at the most robust data rate supported by the PHY. 

6.6.9 Security 

Wireless networks present unique security challenges due to the loss of protection provided by wires and 
shielding. Personal/portable wireless networks present additional challenges due to the wide range of 
applications and use models that they must support. To name a few, eavesdroppers can overhear data 
exchanges not intended for them, whereas imposters can send forged data not using its own identity, can 
replay previously transmitted data, and can transmit modified data captured from a previous transmission. 
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This International Standard specifies two levels of security: no security and strong security protection. Security 
protection includes data encryption, message integrity, and replay attack protection. Secure frames are used 
to provide security protection to data and aggregated data frames as well as selected control and command 
frames. 

Three security modes are defined to control the level of security for devices in their communications. This 
International Standard allows for a device to use one of the two security levels or a combination of them in 
communicating with other devices by selecting the appropriate security mode. 

This International Standard further specifies a 4-way handshake mechanism to enable two devices to derive 
their pair-wise temporal keys (PTKs) while authenticating their identity to each other. A secure relationship is 
established following a successful 4-way handshake between two devices. A 4-way handshake between two 
devices is conducted based on a shared master key. How two devices obtain their shared master keys is 
outside the scope of this International Standard. 

In addition, this International Standard provides means for the solicitation and distribution of group temporal 
keys (GTKs). While PTKs are used for protecting unicast frames exchanged between two devices, GTKs are 
employed for protecting multicast and broadcast frames transmitted from a source device to a multicast or 
broadcast group of recipient devices. 

A pseudo-random function is defined based on the MIC generation by CCM using AES-128.  

Secure frame counters and replay counters are set up on a per-temporal key basis to guarantee message 
freshness. No specific mechanisms are created in this International Standard to address denial of service 
attacks given the open nature of the wireless medium. 

In this International Standard, 128-bit symmetric temporal keys are employed based on AES-128 with CCM to 
provide payload encryption and message integrity code (MIC) generation. 

In general, this International Standard specifies security mechanisms, not security policies. 

6.6.10 Information discovery 

The protocols and facilities of this International Standard are supported by the exchange of information 
between devices. Information may be broadcasted in beacon frames or requested in Probe commands. For 
each type of information, an Information Element (IE) is defined. IEs may be included by a device in its 
beacon at any time and may optionally be requested or provided using the Probe command. 

A device uses the MAC Capabilities IE and PHY Capabilities IE to announce information about its support of 
variable or optional facilities. Declaration of capabilities is especially useful when a device detects changes in 
its immediate neighbourhood. 

6.6.11 Support for higher-layer timer synchronization 

Some applications, for example, the transport and rendering of audio or video streams, require 
synchronization of timers located at different devices. Greater accuracy (in terms of jitter bounds) or finer timer 
granularity than that provided by the synchronization mechanism described in 7.4. 

6.6.12 Protection of incumbent users 

This International Standard provides protocols for detecting incumbent users, protecting incumbent users and 
enabling seamless device operation, which include coordinated channel measurement, channel management, 
and TPC as specified in 7.7.3, 7.8 and 7.11. 

6.6.13 Self-coexistence  

This International Standard provides self-coexistence protocol and mechanisms in 7.12 that allow 
neighbouring networks to share the same channel in the coordinated manner if desired. A master-slave based 
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network can share the same channel with another co-located master-slave network or peer-to-peer network. 
Similarly, a peer-to-peer network can share the same channel with another peer-to-peer network or master-
slave network. 

6.6.14 Rate adaptation 

A mechanism for data rate adaptation is provided in 7.7.2. A receiver may use this mechanism to inform a 
transmitter of the optimal data rate to increase throughput and/or reduce the frame error rate (FER). 

6.6.15 Power management 

A complementary goal of this International Standard is to enable long operation time for battery powered 
devices. An effective method to extend battery life is to enable devices to turn off completely or reduce power 
for long periods of time, where a long period is relative to the superframe duration. 

This International Standard provides two power management modes in which a device can operate: active 
and hibernation. Devices in active mode transmit and receive beacons in every superframe. Devices in 
hibernation mode hibernate for multiple superframes and do not transmit or receive in those superframes. 

In addition, this International Standard provides facilities to support devices that sleep for portions of each 
superframe in order to save power. 

To coordinate with neighbours, a device indicates its intention to hibernate by including a Hibernation Mode IE 
in its beacon. The Hibernation Mode IE specifies the number of superframes in which the device will sleep and 
will not send or receive beacons or any other frames. 

Power management mechanisms are described in 7.9. 

7 MAC common part sublayer 

This clause specifies the format of MAC frames and MAC sublayer functionality. 

The format of MAC frame which includes descriptions of common fields, each frame type and subtype, and 
information elements is specified in 7.1. 

The rules for transmission and reception of MAC frames, including setting and processing MAC header fields 
and information elements, are specified in 7.2. The MAC superframe structure and beaconing policies are 
specified in 7.3. 

During the data period devices send and receive data using prioritized contention access (PCA) or in 
reservations established using the channel reservation protocol (CRP), specified in 7.5. PCA permits multiple 
devices to contend for access to the medium based on traffic priority, and is specified in 7.5.1. The CRP 
enables a device to gain scheduled access to the medium within a negotiated reservation, and is specified 
in 7.5.2. 

Device synchronization is specified in 7.4. The fragmentation and aggregation of MSDUs is specified 
in 7.6. 7.7 through 7.10 specify ARQ, probe commands, dynamic channel selection, multi-rate support, 
transmit power control, power management mechanisms. 7.11 specifies incumbent protections. 7.12 specifies 
self-coexistence. 7.13 specifies network entry and initialization. 7.14 specifies values for all MAC sublayer 
parameters. 

7.1 MAC Frame Format 

This Clause specifies the format of MAC frames. An overview of the MAC frame with descriptions of common 
fields is followed by Clauses for each frame type and subtype. 
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7.1.1 Frame format conventions 

The following conventions and definitions apply throughout this clause. 

7.1.1.1 Figures and Tables 

MAC frames are described as a sequence of fields in a specific order. Tables in clause 7 depict fields in the 
order they are delivered to the PHY SAP from top to bottom, where the top-most field is transmitted first in 
time, as illustrated in Table 1. In field tables, bits within the field are numbered from the least-significant bit on 
the top to the most-significant bit on the bottom, as illustrated in Table 2. 

Table 1 — Example sequence of fields 

Syntax Size Notes
Example_MAC_frame_Format {   
First field  2 bytes First transmitted 
Second field  2 bytes Second transmitted  
… … … 
Last field  2 bytes Last transmitted 
}   

 

Table 2 — Example bitmap of a field 

Syntax Size Notes
Example_Field_Format {   
Protocol Version 2 bits Least significant bits, b1-b0 
Secure 1 bit  
ACK Policy 2 bits  
Frame Type 3 bits  
Frame Subtype/Delivery ID  4 bits  
Retry 1 bit  
Reserved 3 bits Most significant bits, b15-b13 
}   

 

7.1.1.2 Octet order 

Unless otherwise noted, fields longer than a single octet are delivered to the PHY SAP in order from the octet 
containing the least-significant bits to the octet containing the most-significant bits.  

7.1.1.3 Encoding 

Values specified in decimal are encoded in unsigned binary unless otherwise stated. 

A bitmap is a sequence of bits, labeled as bit[0] through bit[N-1]. A bitmap is encoded in a field such that bit[0] 
corresponds to the least-significant bit of the field and subsequent bitmap elements correspond to subsequent 
significant bits of the field. Octets of the field are presented to the PHY SAP in order from least-significant 
octet to most-significant octet. 

Reserved fields and subfields are set to ZERO on transmission and ignored on reception. 

7.1.2 General MAC frame format  

A MAC frame consists of a fixed-length MAC Header and an optional variable-length MAC Frame Body. The 
MAC Header is specified in Table 3.  
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Table 3 — MAC header format 

Syntax Size Notes 
MAC_Header_Format {   
Frame Control  16 bits Refer to 7.1.2.1 
DestAddr  16 bits Destination Address 
SrcAddr  16 bits Source Address 
Sequence Control  16 bits The Sequence Control field identifies the order of 

MSDUs/MCDUs and their fragments; refer to 7.1.2.4 
Access Control 16 bits Access method, duration, and more frames flag; refer to 7.1.2.5 
}   

 

The MAC frame body, when present, contains a Fame Payload and Frame Check Sequence (FCS) as shown 
in Table 4.  

Table 4 — MAC frame body format 

Syntax Size Notes 
MAC_Frame_Body_Format {   
Frame Payload  variable Refer to 7.1.2.6 
FCS  32 bits Refer to 7.1.2.7 
}   

 

The Frame Payload length ranges from zero to mMaxFramePayloadSize. If the Frame Payload length is zero, 
the FCS field is not included, and there is no MAC Frame Body. The Frame Payload length includes the 
length of the security fields for a secure frame. In secure frames, the Frame Payload includes security fields, 
as specified in Table 5.  

Table 5 — Frame Payload field format for secure frames 

Syntax Size Notes 
Secure_Frame_Payload_Field_Format {   
Temporal Identifier (TKID)  24 bits Refer to 7.1.2.6.1 
Secure Payload  variable Refer to 7.1.2.6.2 
Message Integrity Code (MIC) 64 bits Refer to 7.1.2.6.3 
}   

 

7.1.2.1 Frame Control 

The Frame Control field is specified in Table 6.  

Table 6 — Frame Control field format 

Syntax Size Notes 
Frame_Control_Field_Format {   
Protocol Version 2 bits Refer to 7.1.2.1.1 
Secure 1 bit Refer to 7.1.2.1.2 
ACK Policy 2 bits Refer to 7.1.2.1.3 
Frame Type 3 bits Refer to 7.1.2.1.4 
Frame Subtype/Delivery ID  4 bits Refer to 7.1.2.1.5 
Retry 1 bit Refer to 7.1.2.1.6 
Reserved 3 bits  
}   
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7.1.2.1.1 Protocol Version 

The Protocol Version field is invariant in size and placement across all revisions of this International Standard. 
For this revision of the standard, the Protocol Version is set to zero. All other values are reserved.  

7.1.2.1.2 Secure 

The Secure bit is set to ONE in a secure frame, ZERO otherwise. Frames with the Secure bit set to ONE use 
the Frame Payload format for secure frames as specified in Table 5.  

7.1.2.1.3 ACK Policy 

The ACK Policy field is specified in Table 7. 

Table 7 — ACK Policy field encoding 

Value  ACK policy type Description 
0 No-ACK  The recipient(s) do not acknowledge the transmission, and the sender treats the 

transmission as successful without retransmission. The use of this policy is 
specified in 7.7.1.1.  

1 Imm-ACK The addressed recipient returns an Imm-ACK frame after correct reception, 
according to the procedures specified in 7.7.1.2.  

2 B-ACK The addressed recipient keeps track of the frames received with this policy until 
requested to respond with a B-ACK frame, according to the procedures specified 
in 7.7.1.3.  

3 B-ACK Request The addressed recipient returns a B-ACK frame after reception, according to the 
procedures specified in 7.7.1.3.  

 

7.1.2.1.4 Frame Type 

The Frame Type field is specified in Table 8. 

Table 8 — Frame Type field encoding  

Value  Frame type Subclause 
0 Beacon frame Refer to 7.1.3 
1 Control frame Refer to 7.1.4 
2 Command frame Refer to 7.1.5 
3 Data frame Refer to 7.1.6 
4 Aggregated data frame Refer to 7.1.7 
5-7 Reserved  

 

7.1.2.1.5 Frame Subtype/ Delivery ID 

The Frame Subtype / Delivery ID field is used to assist a receiver in the proper processing of received frames. 
In beacon, control or command frames, this field is used as Frame Subtype, as specified in Table 14, Table 21 
and Table 25, respectively. In data frames and aggregated data frames, this field is used as Delivery ID as 
specified in Table 9. 

Table 9 — Delivery ID encoding in Frame Control 

Bit b12 Bits b11-b9 
0 User Priority 
1 Stream Index 

 

This field is reserved in all other frame types. 
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7.1.2.1.6 Retry 

The Retry bit is set to ONE in any data, aggregated data, or command frame that is a retransmission of an 
earlier frame. It is reserved for all other frame types.  

7.1.2.2 DestAddr  

The DestAddr field is set to the DevAddr of the intended recipient(s) of the frame. The DevAddr specifies a 
single device for a unicast frame, a group of devices for a multicast frame, or all devices for a broadcast frame. 

7.1.2.3 SrcAddr  

The SrcAddr field is set to the DevAddr of the transmitter of the frame.  

7.1.2.4 Sequence Control 

Table 10 — Sequence Control field format 

Syntax Size Notes 
Sequence_Control_Field_Format {   
Fragment Number 3 bits Refer to 7.1.2.4.1 
Sequence Number 11 bits Refer to 7.1.2.4.3 
More Fragments 1 bit Refer to 7.1.2.4.2 
Reserved 1 bit  
}   

 

The Sequence Control field identifies the order of MSDUs/MCDUs and their fragments. The Sequence Control 
field is specified in Table 10. The Sequence Control field is reserved in control frames.  

7.1.2.4.1 Fragment Number 

The Fragment Number field is set to the number of the fragment within the MSDU or MCDU. The fragment 
number is set zero if the current fragment is the first fragment of an MSDU or MCDU, or if there is no 
fragmentation applied in the MSDU or MCDU. The fragment number is incremented by one for each 
successive fragment of that MSDU or MCDU.  

7.1.2.4.2 More Fragments 

The More Fragments field is set to ZERO if the current fragment is the final fragment of the current MSDU or 
MCDU, or if there is no fragmentation applied in the MSDU or MCDU. Otherwise, the field is set to ONE.  

7.1.2.4.3 Sequence Number  

The sequence number is derived from a modulo 2048 counter.  

If frame type is beacon frame, the sequence number represents the current superframe number. Superframe 
number is set zero if the current superframe is the first superframe for the beacon group. The superframe 
number is incremented by one for each successive superframe. A device shall use a dedicated counter for 
beacon frame. In addition, all the devices in the same beacon group shall use the same superframe number.  

If frame type is command frame, the Sequence Number is set to the sequence number of the MCDU. A device 
shall increment the sequence number by one for each transmitted MCDU. A device shall use a dedicated 
counter for MCDUs.  

The Sequence Number field for MSDU and MCDU is specified in 7.2.9.3. 

The Sequence Number field is reserved in control frames. 
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The Sequence Number field is used for duplicate frame detection, as described in 7.2.7, and to preserve 
frame order when using the B-ACK mechanism, as described in 7.7.1.3. 

7.1.2.5 Access Control 

The Access Control field is specified in Table 11. 

Table 11 — Access Control field encoding 

Syntax Size Notes
Access_Control_Field_Format {   
Duration 14 bits Refer to 7.1.2.5.1 
More frames 1 bit Refer to 7.1.2.5.2 
Access method 1 bit Refer to 7.1.2.5.3 
}   

 

7.1.2.5.1 Duration 

The Duration field is 14 bits in length and is set to an expected medium busy interval after the end of the 
PLCP header of the current frame. The unit of duration is 4 microseconds. The duration value is set as 
specified in 7.2.9.1 and used to update the network allocation vector (NAV) according to the procedures 
specified in 7.5.1.2. 

7.1.2.5.2 More frames 

In frames sent with the Access Method bit set to ONE, the More Frames bit is set to ZERO if the transmitter 
will not send further frames to the same recipient during the current reservation block; otherwise it is set to 
ONE. 

In frames sent with the Access Method bit set to ZERO, the More Frames bit is set to ZERO if the transmitter 
will not send further frames to the same recipient during the current superframe; otherwise it is set to ONE. 

The More Frames bit is reserved in beacon and control frames. Additional rules regarding the More Frames 
field are specified in 7.2.9.2. 

7.1.2.5.3 Access method 

The Access Method bit shall be set to ONE in all frames transmitted within a hard or private CRP reservation 
block by the reservation owner or target prior to the release of the reservation block, including the UCA and 
UCR control frames that release the reservation block. 

The Access Method bit may be set to ONE in frames transmitted within a Soft CRP reservation block without 
backoff by the reservation owner. 

The Access Method bit in an Imm-ACK, B-ACK or CTS control frame is set to the same value as the Access 
Method bit in the corresponding received frame. 

The Access Method bit is set to ZERO in frames transmitted at all other times, other than in beacon frames. 

The Access Method bit is reserved in beacon frames. 

7.1.2.6 Frame Payload 

The Frame Payload field is a variable length field that carriers the information. In a secure frame, it includes 
the required security fields as shown in Table 5 and specified below. 
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7.1.2.6.1 Temporal Key Identifier (TKID) 

The TKID field is an identifier for the temporal key used to protect the frame. The TKID uniquely identifies this 
key from any other temporal keys held by the sender and the recipient(s) of the frame. It does not need to 
uniquely identify the key for devices not holding the key. 

7.1.2.6.2 Secure Payload 

The Secure Payload field in the secure frames is the counterpart of the Frame Payload field in non-secure 
frames. It contains the information specific to individual frame types and protected by the symmetric key 
identified in the TKID field of the same frame. 

7.1.2.6.3 Message Integrity Code (MIC) 

The MIC field contains an 8-octet cryptographic checksum used to protect the integrity of the MAC Header 
and Frame Payload. 

7.1.2.7 FCS 

The FCS field contains a 32-bit value that represents a CRC polynomial of degree 31. 

The CRC is calculated over a calculation field, which is the entire Frame Payload field for this specification. 
The calculation field is mapped to a message polynomial M(x) of degree k-1, where k is the number of bits in 
the calculation field. The least-significant bit of the first octet presented to the PHY SAP is the coefficient of the 
xk-1 term, and the most-significant bit of the last octet transmitted is the coefficient of the x0 term. 

The CRC is calculated using the following standard generator polynomial of degree 32: 

G(x) = x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5 + x4 + x2 + x + 1 

The CRC polynomial is the one's complement of the modulo 2 sum of the following remainders: 

— The remainder resulting from xk × (x31+x30+...+x+1) divided (modulo 2) by G(x). 

— The remainder resulting from x32 × M(x), divided (modulo 2) by G(x). 

The FCS field value is derived from the CRC polynomial such that the least-significant bit is the coefficient of 
the x31 term and the most-significant bit is the coefficient of the x0 term. Table 12 specifies the encoding of the 
FCS field for the CRC polynomial: 

a31x
31 + a30x

30 + a29x
29 + … + a2x

2 + a1x + a0 

Table 12 — FCS field encoding 

bits: b31 b30 b29 … b2 b1 b0 

a0 a1 a2 … a29 a30 a31 

 

In a common implementation, at the transmitter, the initial remainder of the division is preset to all ones and is 
then modified via division of the calculation field by the generator polynomial G(x). The one’s complement of 
this remainder is the FCS field. At the receiver, the initial remainder is preset to all ones. The serial incoming 
bits of the calculation field and FCS, when divided by G(x) in the absence of transmission errors, results in a 
unique non-zero remainder value. The unique remainder value is the polynomial: 

x31 + x30 + x26 + x25 + x24 + x18 + x15 + x14 + x12 + x11 + x10 + x8 + x6 + x5 + x4 + x3 + x + 1 
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7.1.3 Beacon frames 

MAC Header field settings for beacon frames are described in Table 13. Beacon frames are also referred to 
as beacons throughout this specification.  

Table 13 — MAC header field values for beacon frames 

MAC header field Value
Protocol version 0 

Secure 0 
ACK Policy 0 (No-ACK) 
Frame Type 0 (beacon frame)  

Frame Subtype As specified in Table 14 
Retry Reserved 

DestAddr BcstAddr 
SrcAddr  DevAddr of the transmitter 

Sequence Control  As specified in 7.1.2.4 and 7.2.9.3. 
The sequence number contained in 

sequence control represents the 
superframe number 

Duration  As specified in 7.1.2.5.1 
and 7.2.9.1 

More Frames Reserved 
Access Method  Reserved 

 

Frame subtype specified in Table 14 indicates four beacon types: regular, signalling, echo beacon.  

Table 14 — Frame subtype for beacon frames 

Value Beacon frame subtype Description 
0 Regular Regular beaconing  
1 Signalling Signalling beacon for network entry 
2 Echo Help coverage extension or coexistence operation during 

master/slave mode 
3 – 15 Reserved Reserved 

 

As specified in 7.1.2.4, the sequence number contained in sequence control represents the superframe 
number. The superframe number increments once per superframe, following a modulo counter. The device 
first establishing beacon group initializes the superframe number. Each device includes the superframe 
number in its beacon frame. Through beacon, a device knows the superframe number of its neighbours. Each 
device shall align its superframe number to the largest superframe number it observes in the beacon group. 
Therefore, all the devices in a network can quickly converge to the same superframe number even in the 
multi-hop case.  

7.1.3.1 Regular beacon frame 

The beacon frame payload is specified in Table 15. STANDARDSISO.C
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Table 15 — Regular Beacon frame payload format 

Syntax Size Notes 
Regular_Beacon_Frame_Payload_Format 
{ 

  

Device Identifier  6 bytes  
Beacon Slot Descriptor 1 byte Refer to Table 16 
Device type 1 byte Refer to Table 17 
For(i=1, i<=N, i++){   
      IEi          variable Information element, as specified 

in 7.1.8 
 }   
}   

 

The information elements (IEs) are listed in Table 45 in 7.1.8. IEs are included in order of increasing Element 
ID. CRP IEs that have the same Target DevAddr and Stream Index are adjacent to each other in the beacon. 
Each beacon frame shall include at least the following IEs: BPOIE, CRP Availability IE, and Regular QP 
schedule IE. 

The Device Identifier field is set to the EUI-48 [1] of the device sending the beacon. 

The Beacon Slot Descriptor field format is specified in Table 16. 

The Beacon Slot Number field is set to the number of the beacon slot where the beacon is sent within the 
beacon period (BP), in the range of [0, mMaxBPLength-1].  

The Movable bit is set to one if the beacon is movable according to 7.3.6 and is set to ZERO otherwise. 

Device type is specified in Table 17. 

The operation mode field is set to 00 if the device is peer device, 01 if the device is master device, 10 if the 
device is nonbeaconing slave device, and 11 if the device is beaconing slave device.  

The Security Mode field is set to the security mode at which the device is currently operating. 

Table 16 — Beacon Slot Descriptor field format 

Syntax Size Notes 
Beacon_Slot_Descriptor_ Field_Format {   
Reserved 2 bits  
Movable 1 bit  
Beacon Slot Num  5 bits  
}   

 

Table 17 — Device Type 

Syntax Size Notes 
Device_Type_ Field_Format {   
Operation mode 2 bits 00: peer 

01: master 
10: nonbeaconing slave 
11: beaconing slave 

Security mode 2 bits 00: security mode 0 
01: security mode 1 
10: security mode 2 
11: reserved 
Specified in 8 

Reserved 4 bits  
}   
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7.1.3.2 Signalling beacon frame 

The signalling beacon frame payload is specified in Table 18. The signalling beacon is transmitted in the 
contention signalling window (CSW) only when a device performs network entry. More description of the use 
of the signalling beacon is specified in 7.3. 

Table 18 — Signalling Beacon Frame Payload Format 

Syntax Size Notes
Signalling_Beacon_Frame_Payload_Format 
{ 

  

Device Identifier  6 bytes  
Device type 1 byte As specified in Table 17 
For(i=1, i<=N, i++){   
      IEi          variable Information element, as specified 

in 7.1.8. Information elements are 
optional. 

 }   
}   

 

7.1.3.3 Echo beacon frame 

During master/slave operation mode, to help beacon coverage extension or to collect coexistence information 
among the networks, echo beacons could be transmitted as a relay of the mater beacon. The echo beacon 
frame payload is specified in Table 19. 

Table 19 — Echo Beacon Frame Payload Format 

Syntax Size Notes
Echo_Beacon_Frame_Payload_Format {   
Device Identifier  6 bytes Address of echo beacon transmitter 
Master Identifier 6 bytes Address of master device 
Device type 1 byte As defined in Table 17 
For(i=1, i<=N, i++){  N is the number of including IEs 
      IEi          variable Information element, as defined 

in 7.1.8. Information elements are 
optional.  

 }   
}   

 
The Master Identifier field is set to the EUI-48 [1] of the master device sending the regular beacon. Others are 
the same as regular beacon frame payload format.  

The size of echo beacon slot equals to one MAS. 

7.1.4 Control frames 

Default MAC Header field settings for control frames are listed in Table 20. Specific MAC Header field settings 
and payload descriptions for each of the control frames are shown in the following subclauses. STANDARDSISO.C
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Table 20 — MAC Header field values for control frames 

Header field Value 
Protocol Version 0 
Secure As specified in 7.1.2.1.2 
ACK Policy 0 (No-ACK) 
Frame Type 1 (control frame) 
Frame Subtype Value from Table 21 
Retry Reserved 
DestAddr DevAddr of the recipient 
SrcAddr DevAddr of the transmitter 
Sequence Control Reserved 
Duration As described in 7.1.2.5.1 and 7.2.9.1 
More Frames Reserved 
Access Method As described in 7.1.2.5.3 

 

Table 21 lists valid values for the Frame Subtype field for control frames. 

Table 21 — Frame Subtype field encoding for control frames 

Value Control frame subtype Description 
0 Imm-ACK Acknowledges correct receipt of the previously-received 

frame 
1 B-ACK Acknowledges correct or incorrect receipt of one or more 

preceding frames 
2 RTS Announces to a recipient device that a frame is ready for 

transmission and requests confirmation of ability to receive 
3 CTS Responds to an RTS control frame that the recipient is able to 

receive 
4 UCA Announces to neighbours of the transmitting device that the 

remainder of a reservation block it owns is available for use 
by other devices via PCA 

5 UCR Announces to neighbours of the transmitting device that the 
remainder of a reservation block of which it is the target is 
available for use by other devices via PCA 

6 – 13 Reserved Reserved 
14 Application-specific At discretion of application owner 
15 Reserved Reserved 

 

7.1.4.1 Immediate Acknowledgement (Imm-ACK) 

In Imm-ACK frames, the DestAddr field is set to the SrcAddr of the received frame that is acknowledged. Imm-
ACK frames have no frame payload. 

7.1.4.2 Block Acknowledgement (B-ACK) 

The B-ACK frame acknowledges correct or incorrect receipt of the previous sequence of frames and provides 
information for the transmission of the next sequence of frames as described in 7.7.1.3. The B-ACK frame 
payload is specified in Table 22. 

In B-ACK frames, the DestAddr field is set to the SrcAddr of the frame that requested the B-ACK. The Buffer 
Size field specifies the maximum number of octets in the sum of the frame payloads of all frames in the next 
B-ACK sequence. 

The Frame Count Field specifies the maximum number of frames in the next B-ACK sequence. 

The Sequence Control and Frame Bitmap fields together specify an acknowledgement window of MSDU 
fragments and their reception status. The Sequence Control field specifies the Sequence Number and 
Fragment Number that start the acknowledgement window. 
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Table 22 — B-ACK frame payload  

Syntax Size Notes
B-ACK_Frame_Payload_Format {   
Buffer Size 2 bytes  
Frame Count 1 byte  
Reserved 1 byte  
Sequence Control 2 bytes  
Frame Bitmap variable  
}   

 

The Frame Bitmap field varies in length. A zero-length Frame Bitmap field indicates an acknowledgement 
window of length ZERO. Otherwise, the least-significant octet of the Frame Bitmap field corresponds to the 
MSDU indicated by the Sequence Control field, and each bit of the octet corresponds to a fragment of that 
MSDU. The least-significant bit in each octet corresponds to the first fragment and successive bits correspond 
to successive fragments. Successive octets present in the Frame Bitmap field correspond to successive 
MSDUs, and each bit corresponds to a fragment of the MSDU. The acknowledgement window ends at 
fragment seven of the MSDU that corresponds to the most-significant octet in the Frame Bitmap. 

For all bits within the Frame Bitmap, a value of one indicates that the corresponding fragment was received in 
either the current sequence or an earlier one. A value of ZERO indicates that the corresponding fragment was 
not received in the current sequence (although it might have been received in an earlier one). Bits of the least-
significant octet of the Frame Bitmap field corresponding to fragments prior to the start of the 
acknowledgement window are undefined. Frames with a Sequence Number earlier than the Sequence 
Number indicated in the Sequence Control field were not received in the last B-ACK sequence. Such frames 
were previously received or are no longer expected. 

7.1.4.3 Request To Send (RTS) 

In RTS frames, the DestAddr field is set to the DevAddr of the device to receive the following frame from the 
transmitter. RTS frames have no frame payload. 

7.1.4.4 Clear To Send (CTS) 

In CTS frames, the DestAddr field is set to the SrcAddr of the received RTS frame. CTS frames have no frame 
payload. 

7.1.4.5 Unused CRP Reservation Announcement (UCA) 

The UCA frame is used to explicitly release the remaining time of the current Hard or Private CRP reservation 
block. The DestAddr field is set to BcstAddr. 

The UCA frame payload includes a list of DevAddrs of the devices that are expected to respond with a UCR 
frame, as shown in Table 23. 

Table 23 — Payload format for UCA frames 

 Syntax Size Notes
UCA_Frame_Payload_Format {   
For (i=0; i<N; i++){   
DevAddri 2 bytes  
}   
}   
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7.1.4.6 Unused CRP Reservation Response (UCR) 

The UCR frame is used to respond to UCA frames to explicitly release the remaining time of the current Hard 
or Private CRP reservation block. The DestAddr field is set to the SrcAddr of the received UCA frame. UCR 
frames have no frame payload. 

7.1.4.7 Application-specific 

The payload format for Application-specific control frames is specified in Table 24. 

Table 24 — Payload format for Application-specific control frames 

 Syntax Size Notes 
Application_Specific_Control_Frame_Pa
yload_Format { 

  

Specifier ID 2 bytes Identification of a company or 
organization 

Data  Format and use of the Data field 
defined by the owner of the Specifier 
ID 

}   

 

 

 

 

The Specifier ID field is set to a 16-bit value that identifies a company or organization, as listed in [4]. The 
owner of the Specifier ID defines the format and use of the Data field. 

7.1.5 Command frames 

Default MAC Header settings for command frames are shown in Table 25. 

Table 25 — Default MAC Header field values for command frames 

 Header field Value 
Protocol Version 0 
Secure As specified in 7.1.2.1.2 
ACK Policy 0 (No-ACK) or 1 (Imm-ACK) 
Frame Type 2 (command frame) 
Frame Subtype Value from Table 26 
Retry As specified in 7.1.2.1.6 
DestAddr DevAddr of the recipient 
SrcAddr DevAddr of the transmitter 
Sequence Control As specified in 7.1.2.4 

and 7.2.9.3 
Duration As described in 7.1.2.5.1 

and 7.2.9.1 

 

 

 

 

 

 

Table 26 contains a list of valid values for the Frame Subtype field for command frames. STANDARDSISO.C
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Table 26 — Frame Subtype field encoding for Command frames 

Value Command frame subtype Description 
0 CRP Reservation Request Used to request creation or modification 

of a CRP reservation 
1 CRP Reservation Response Used to respond to a CRP reservation 

request command 
2 Probe Used to request for, or respond with, 

information elements 
3 Pair-wise Temporal Key (PTK) Used to derive a PTK via a 4-way 

handshake between two devices 
4 Group Temporal Key (GTK) Used to solicit or distribute a GTK within 

a secure relationship 
5 Beaconing Promotion Request Used from a nonbeaconing slave device 

to master to request being promoted as a 
regular beaconing slave device. 

6 Channel Measurement Request Used to request channel measurement 
by other devices 

7 Channel Measurement Response Used to respond to channel 
measurement request 

8 Channel Measurement Report Used to report channel measurement 
results 

9 Channel Measurement Report 
Acknowledgement 

Used to confirm the reception of channel 
measurement reports 

10 Channel Switch Command Used to request channel switch 
11 Channel Switch Response Used to respond to channel switch 

request 
12 RSW Slot Request Used by slave devices to request an 

RSW slot allocated by Master device. 
The command frame is transmitted in 
CSW. 

13 Application-specific At discretion of application owner 
14 Association Request Used by a slave device to request 

association with a master device or used 
by a peer device to request association 
with another peer device 

15 Reserved Reserved 

 

7.1.5.1 CRP Reservation Request 

The CRP Reservation Request command frame is used to create or modify a CRP reservation. The CRP 
Reservation Request command frame payload is specified in Table 27. 

Table 27 — Payload format for CRP Reservation Request command frames 

 Syntax Size Notes 
CRP_Reservation_Request_Frame_Payload_Format 
{ 

  

For (i=0; i<N; i++){   
CRP IEi variable  
}   
}   

 

 

 

Each CRP IE field included in the command frame corresponds to a reservation request identified by the 
Owner DevAddr, Target DevAddr, Stream Index, and Reservation Type in the IE. The CRP IE is defined 
in Table 48. 

7.1.5.2 CRP Reservation Response 

The CRP Reservation Response command frame is used to respond to a CRP Reservation Request 
command frame. The CRP Reservation Response command frame payload is specified in Table 28. 
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Table 28 — Payload format for CRP Reservation Response command frames 

 Syntax Size Notes 
CRP_Reservation_Response_Frame_Payload_Format 
{ 

  

For (i=0; i<N; i++){   
CRP IEi variable  
}   
CRP Availability IE 2-34 

bytes 
 

}   

 

 

 

 

The CRP Reservation Response command frame includes all the CRP IEs from the reservation request. The 
CRP Availability IE is included according to the rules specified in 7.5.2. 

7.1.5.3 Probe 

The Probe command frame is used to request information from a device or respond to a Probe request. The 
payload format is specified in Table 29. 

Table 29 — Payload format for Probe command frames 

Syntax Size Notes 
Probe_Command_frame_Format {   
For(i=0; i < N; i++){   
IEi variable  
}   
}   

 

If the payload includes a Probe IE, the command requests information from the recipient. Each Information 
Element field contains one information element.  

7.1.5.4 Channel Measurement Request 

The Channel Measurement Request frame is used to request information from a device of channel 
measurement, including the presence of incumbents and alien devices. The payload format is specified 
in Table 30. 

Table 30 — Format for Channel Measurement Request Frame Payload 

Syntax Size Notes 
Channel_Measurement_Request_Frame_Payload_Format 
{ 

  

For(i=0; i < N; i++){   
IEi Variable  Channel Measurement 

Request IEs only, as 
defined in Table 59 

}   
}   

 

7.1.5.5 Channel Measurement Response 

Channel Measurement Response frame is used to confirm the reception of channel measurement request. 
The payload format is specified in Table 31. 

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 16
50

4:2
01

1

https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862


ISO/IEC 16504:2011(E) 

30 © ISO/IEC 2011 – All rights reserved
 

Table 31 — Format for Channel Measurement Response Frame Payload 

Syntax Size Notes 
Channel_Measurement_Response_Frame_Payload_Format 
{ 

  

For(i=0; i < N; i++){   
IEi Variable  Channel Measurement 

Response IEs only, as 
defined in Table 61 

}   
}   

 

7.1.5.6 Channel Measurement Report 

The Channel Measurement Report frame is used to report channel measurement results. The payload format 
is specified in Table 32. 

Table 32 — Format for Channel Measurement Report Frame Payload 

Syntax Size Notes 
Channel_Measurement_Report_Frame_Payload_Format 
{ 

  

For(i=0; i < N; i++){   
IEi Variable  Channel Measurement Report 

IE, as defined Table 62 
}   
}   

 

7.1.5.7 Channel Measurement Report Acknowledgement 

The Channel Measurement Report Acknowledgement frame is used to confirm the reception of channel 
measurement reports. The payload format is specified in Table 33. 

Table 33 — Format for Channel Measurement Report Acknowledgement Frame Payload 

Syntax Size Notes 
Channel_Measurement_Report_Acknowledgement_ 
Frame_Payload_Format { 

  

For(i=0; i < N; i++){   
IEi Variable  Channel Measurement Report 

Acknowledgement IE, as defined 
in Table 65 

}   
}   

  

7.1.5.8 Channel Switch Command 

The Channel Switch Command frame is used to request channel switch of other devices. The payload format 
is specified in Table 34.  
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Table 34 — Format for Channel Switch Command Frame Payload 

Syntax Size Notes 
Channel_Switch_Command_Payload_Format {   
For(i=0; i < N; i++){   
IEi Variable  Channel Change IE, as defined 

in Table 66 
}   
}   

 

7.1.5.9 Channel Switch Response 

 The Channel Switch Response frame is used to respond to the Channel Switch Request command. The 
payload format is specified in Table 35. 

Table 35 — Payload format for Channel Switch Response command frame 

Syntax Size Notes 
Channel_Switch_Command_Payload_Format {   
Channel Change Response IE 4 bytes Refer to Table 68 
}   

 

7.1.5.10 RSW Slot Request command frame 

The command frame is used by nonbeaconing slave devices and sent in CSW slot. The payload of the RSW 
Slot Request command frame is specified in Table 36. 

Table 36 — Payload format for RSW Slot Request command frame 

Syntax Size Notes 
RSW_Slot_Request_Payload_Format {   
Device Identifier 6 bytes MAC address of current device 
Reservation Target DevAddr 2 bytes  
}   

 

The Reservation Target DevAddr is set to the DevAddr of the reservation target of the requested RSW slot(s) 
which will be used for channel reservation negotiation. If the reservation target is Master device, it shall be set 
to Master DevAddr. If the reservation target is another slave device, it shall be set to the DevAddr of the slave 
device. 

7.1.5.11 Beaconing Promotion Request 

The Beaconing Promotion Request command frame is sent from a nonbeaconing slave device to its master to 
request to be promoted as a regular beaconing slave device. The format of payload is specified in Table 37.  

Table 37 — Payload format for Beaconing Promotion Request frame 

Syntax Size Notes 
Beaconing_Promotion_Request_Payload_Format 
{ 

  

Reason code 1 byte 0 – CRA by a slave device 
1 – Self-coexistence 
2 – unspecified 
3 – 255 - reserved 

}   
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7.1.5.12 Association Request 

The Association Request command frame is sent from a slave device to a master device, or from a peer 
device to another peer device, to request association. The format of payload is specified in Table 38. 

Table 38 — Payload format for Association Request 

Syntax Size Notes 
Association_ Request_Payload_Format {   
MAC address 6 bytes The MAC address of the device 

requesting association 
Identification IE variable It at least includes the Regulation ID 

(see Table 78).  
}   

 

7.1.5.13 Pairwise Temporal Key (PTK) 

The PTK command frame is used in a 4-way handshake by a pair of devices, as described in 8.3.1, to 
authenticate each other and to derive a shared symmetric PTK for securing certain unicast traffic between the 
two devices. The PTK command frame is specified in Table 39. 

Table 39 — Payload format for PTK command frame 

Syntax Size Notes 
PTK_Payload_Format {   
Message Number 1 byte  
Status Code 1 byte  
PTKID 3 bytes  
Reserved 11 bytes  
MKID 16 bytes  
I-Nonce / R-Nonce 16 bytes  
PTK MIC 8 bytes  
}   

 

The Message Number is set to 1, 2, 3, or 4, respectively, in the PTK command containing the first, second, 
third, or fourth message of the 4-way handshake. The other values of this field are reserved. 

The Status Code in a PTK command indicates the current status of the 4-way handshake at the device 
sending this command. It is encoded as shown in Table 40. 

Table 40 — Status Code field encoding in PTK commands 

Value Meaning
0 Normal—the 4-way handshake proceeds. 
1 Aborted—the 4-way handshake is aborted per 

security policy. 
2 Aborted—the 4-way handshake is aborted in 

order to yield to a concurrent 4-way handshake 
using the same master key. 

3 PTKID not accepted—it is the TKID of a PTK or 
GTK being possessed by this device. 

4 – 255 Reserved 

 

The PTKID is set to a non-zero number as the TKID of the PTK to be derived from this 4-way handshake 
procedure. The initiator of the 4-way handshake chooses this value after determining that this value is 
different from the TKID of the PTK, if any, that is to be replaced by the new PTK, and the TKID of any PTK or 
GTK it currently possesses. 
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The MKID identifies the master key used in this 4-way handshake as described 8.3.1. 

The I-Nonce/R-Nonce is a random number generated by the initiator or responder for this 4-way handshake. 
This field is set to I-Nonce, the random number generated by the initiator in the command containing a 
Message Number of 1 or 3, and is set to R-Nonce, the random number generated by the responder in the 
command containing a Message Number of 2 or 4. 

The PTK MIC in the PTK command containing a Message Number of 1 is set to zero on transmission and is 
ignored on reception. 

The PTK MIC in the PTK command containing a Message Number of 2, 3, or 4 is set to the MIC that protects 
the fields in the Frame Payload of this command using the PTK MIC key generated from the first two 
messages of the 4-way handshake as specified in 8.3.1. 

The MAC Header for the PTK command frame is set as indicated in Table 25, with the ACK Policy set to Imm-
ACK. 

7.1.5.14 Group Temporal Key (GTK) 

The GTK command frame is used to solicit or distribute a GTK following a PTK update. The GTK is used to 
secure certain multicast traffic from a sending device to a group of recipient devices, and is chosen by the 
sending device. The GTK command frame is always in secure form, and the Secure Payload field is specified 
in Table 41. 

Table 41 — Payload format for GTK command frame 

Syntax Size Notes 
GTK_Payload_Format {   
Message Number 1 byte  
Status Code 1 byte  
GTKID 3 bytes  
Reserved 3 bytes  
GroupAddr 2 bytes  
GTK SFC 6 bytes  
GTK 16 bytes  
}   

 

The TKID identifies the PTK used to secure this frame and to generate the GTK being solicited or distributed. 

The EO is set to zero, indicating that the secure payload which starts with the Message Number field is 
encrypted with the PTK indicated in the TKID field. 

The SFN is set in the same way as for any secure frame. It is one plus the SFN value used in the last secure 
frame transmitted with the protection of the PTK indicated in the TKID field. 

The Message Number is set to 0 in the GTK command transmitted by a multicast recipient device to solicit a 
new GTK from a multicast sender. The Message Number is set to 1 in the GTK command transmitted by a 
multicast sender to distribute a new GTK to a multicast recipient. The Message Number is set to 2 in the GTK 
command transmitted by a multicast recipient device to respond to the distribution of a new GTK command. 

The Status Code in a GTK command indicates the current status of the GTK solicitation or distribution at the 
device sending this command. It is encoded as shown in Table 42. 
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Table 42 — Status Code field encoding in GTK commands 

Value Meaning
0 Normal—GTK solicitation or distribution 

proceeds. 
1 Rejected—GTK solicitation or distribution 

is rejected per security policy. 
2 GTKID not accepted—it is the TKID of a 

PTK or GTK being possessed by this 
device. 

3 – 255 Reserved 

 

The GTKID in the GTK command containing a Message Number of 0 is set to the TKID of the GTK being 
solicited. It is set to zero if the soliciting device does not know the TKID of the GTK it is soliciting. 

The GTKID in the GTK command containing a Message Number of 1 is set to a non-zero number as the TKID 
of the GTK being distributed. The distributor chooses this value after determining that this value is different 
from the TKID of the GTK, if any, that is to be replaced by the new GTK, and the TKID of any PTK or GTK the 
distributor or recipient currently possesses. 

The GTKID in the GTK command containing a Message Number of 2 is set to the GTKID in the last received 
GTK command containing a Message Number of 1. 

The GroupAddr is set to the McstAddr or BcstAddr for which the GTK is being solicited or distributed. It is set 
to 0x0001 if the GTK is applied to all broadcast and multicast traffic from the device distributing this GTK. 

The GTK SFC in the GTK command containing a Message Number of 0 is set to zero on transmission and 
ignored on reception. 

The GTK SFC in the GTK command containing a Message Number of 1 is set to the current value of the 
secure frame counter set up for the GTK being distributed. 

The GTK SFC in the GTK command containing a Message Number of 2 is set to the GTK SFC in the last 
received GTK command containing a Message Number of 1. 

The GTK is the GTK distributed by the multicast sender for the McstAddr. In a GTK command soliciting a GTK, 
the GTK is set to zero prior to encryption. 

The MIC is calculated as for any secure frame, using the PTK indicated in the TKID field. 

The MAC Header for the GTK command frame is set as indicated in Table 25, with the ACK Policy set to Imm-
ACK. 

7.1.5.15 Application-specific 

The payload format for Application-specific command frames is specified in Table 43. 

Table 43 — Payload format for Application-specific command frame 

Syntax Size Notes 
Application-specific_Command_Payload_Format {   
Specifier ID 2 bytes  
Data variable  
}   

 

The Specifier ID field is set to a 16-bit value that identifies a company or organization, as listed in [4]. The 
owner of the Specifier ID defines the format and use of the Data field.  

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 16
50

4:2
01

1

https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862


ISO/IEC 16504:2011(E) 

© ISO/IEC 2011 – All rights reserved 35
 

7.1.6 Data frames 

MAC Header and Frame Payload fields for data frames are set as described in 7.1.2.  

7.1.7 Aggregated data frames 

MAC header and frame payload field format for aggregated data frames is defined in 7.6.2.  

7.1.8 Information elements  

This subclause defines the information elements (IEs) that may appear in beacons and certain command 
frames.  

The general format of all IEs is specified in Table 44. 

Table 44 — General IE format 

Syntax Size Notes
General_IE_Format {   
Element ID 1 byte Set to the value as listed in Table 45 

that identifies the information element  
Length  1 byte Set to the length, in bytes, of the IE-specific fields 
IE-specific fields As indicated in 

Length field 
Contain information specific to the IE 

}   
 

Table Information elements contains a list of IEs defined in this draft.  

Table 45 — Information elements 

Element ID Information element Description 
0 Traffic Indication Map (TIM) IE Indicates that a device has data buffered for 

transmission via PCA 
1 Beacon Period Occupancy IE 

(BPOIE) 
Provides information on neighbours’ BP 
occupancy in the previous superframe 

2 PCA Availability IE Indicates the MASs that a device is available to 
receive PCA frames and transmit the required 
response 

3 – 7 Reserved Reserved 
8 CRP Availability IE Indicates a device’s availability for new CRP 

reservations 
9 Channel Reservation Protocol (CRP) 

IE 
Indicates a reservation with another device 

10 Hibernation Mode IE Indicates the device will go to hibernation mode 
for one or more superframes but intends to 
wake at a specified time in the future 

11 BP Switch IE Indicates the device will change its BPST at a 
specified future time 

12 MAC Capabilities IE Indicates which MAC capabilities a device 
supports 

13 PHY Capabilities IE Indicates which PHY Capabilities a device 
supports 

14 Probe IE Indicates a device is requesting one or more 
IEs from another device or/and responding with 
requested IEs 

15 Application-specific Probe IE Indicates a device is requesting an Application-
specific IE from another device 

16 Link Feedback IE Provides data rate and power control feedback 
17 Hibernation Anchor IE Provides information on devices in hibernation 

mode 
18 Identification IE Provides identifying information about the 
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device, including a name string. 
19 Master Key Identifier (MKID) IE Identifies some or all of the master keys held 

by the transmitting device 
20 Relinquish Request IE Indicates that a neighbour requests that a 

device release one or more MASs from its 
reservations. 

21 Multicast Address Binding (MAB) IE Indicates an address binding between a 
multicast EUI-48 and a McstAddr 

22 Regular QP Schedule IE Indicates the regular quiet period schedule 
23 On-demand QP Schedule IE Indicates the on-demand quiet period schedule 
24 Channel Measurement Request IE Asks a device to measure an outband channel  
25 Channel Measurement Response IE Confirms receiving Channel Measurement 

Request IE 
26 Channel Measurement Report IE Report Channel Measurement Report to other 

devices  
27 Channel Measurement Report 

Acknowledgement IE  
Acknowledge the reception of Channel 
Measurement Report IE 

28 On-leave IE Announces the temporary on-leave schedule  
29 Proxy Assignment IE Assigns the next proxy  
30 Channel Change IE Advise a group of device to move to a new 

available channel 
31 Slave device list IE Used by a master to indicate the list of slave 

devices associated with itself 
32 Channel change response IE Respond to channel switch request 
33 Channel Classification IE  
34 RSW Schedule IE Indicates the RSW schedule 
35 Echo Beacon Position IE Indicates both MAS position of echo beacon 

and transmission owner of echo beacon 
36 Beaconing Promotion Indication IE  Indicate nonbeaconing slave devices to 

become regular beaconing slave devices 
37 Association Response IE  Used by a device to confirm the association 

request by another device 
38 On-demand QP Negotiation Request 

IE 
To request On-demand QP 

39 On-demand QP Negotiation 
Response IE 

To respond to On-demand QP request 

40 Device Feature IE Provides information of device’s feature 
41 Link Quality Estimate IE Report link quality estimate 
42 Transmit Power Control IE Provide the recommended transmit power for 

other devices 
43 Disassociation IE Used by a master or peer device to 

disassociate a group of slave devices or peer 
devices, respectively 

44 Contact Verification Signal IE Transmitted from a master device to slave 
devices or from a peer device to peer devices. 
A slave device must either receive a contact 
verification signal from the master device that 
provided its current list of available channels or 
contact the master device to re-verify/re-
establish channel availability. A peer device 
must either receive a contact verification signal 
from the peer device that provided its current 
list of available channels or contact the peer 
device to re-verify/re-establish channel 
availability. 

45 – 254 Reserved Reserved 
255 Application-Specific IE (ASIE) Use varies depending on the application 
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7.1.8.1 Beacon Period Occupancy IE (BPOIE)  

A device shall always include a BPOIE in its beacon. In the BPOIE the device shall reflect beacons received 
from neighbours in the recent superframes, as well as information retained based on hibernation mode rules. 

The BPOIE provides information on the BP observed by the device sending the IE. The BPOIE is specified 
in Table 46.  

Table 46 — BPOIE format 

Syntax Size Notes 
BPOIE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that identifies 

the information element  
Length (= 1+K+2×N) 1 byte N is the total number of devices that occupy 

beacon slot(s).  
BP Length 1 byte For a master device, BP length >=1; 

For a peer device, BP length >= 2. 
Beacon Slot Info Bitmap K bytes K = Ceiling (BP_Length/4) 
For(i=1; i<=N; i++){   
DevAddri 2 bytes The device address of the slot owner 
}    
}   

 

The BP Length field is set to the length of the BP, measured in beacon slots, as defined in 7.3.3. 

The Beacon Slot Info Bitmap field consists of K octets of 2-bit elements to indicate the beacon slot occupancy 
and movability in the BP, where K = Ceiling (BP_Length/4). Each element n, numbered from 0 to 4×K-1, 
corresponds to beacon slot n and is encoded as shown in Table 47. Element zero is the least-significant two 
bits of the field. Unused elements, if any, are set to zero. 

Table 47 — Beacon Slot Info Bitmap element encoding 

Element 
value 

Beacon slot status 

0 

Unoccupied (non-movable) 
No PHY indication of medium activity was received in the corresponding beacon slot 
in the last superframe, or any frame header received with a valid HEI was not a 
beacon frame. 

1 

Occupied & non-movable 
A beacon frame was received with a valid HEI and FCS in the corresponding beacon 
slot in the last superframe, and the Movable bit in that beacon was set to zero, or a 
beacon frame was received in the corresponding beacon slot in a previous 
superframe that indicated a hibernation period that has not expired, as described 
in 7.9. 

2 
Occupied & movable 
A PHY indication of medium activity was received in the corresponding beacon slot in 
the last superframe, but did not result in reception of a frame with valid HEI and FCS. 

3 
Occupied & movable 
A beacon frame was received with a valid HEI and FCS in the corresponding beacon 
slot in the last superframe, and the Movable bit in that beacon was set to one. 

 

The DevAddr fields correspond to beacon slots encoded as occupied in the Beacon Slot Info Bitmap. They are 
included in ascending beacon slot order. If a beacon was received with a valid HEI at a beacon slot in the last 
superframe, the corresponding DevAddr field is set to the SrcAddr in the MAC header of that received beacon. 
If a frame was received with an invalid HEI from a beacon slot in the last superframe, the corresponding 
DevAddr field is set to BcstAddr. If a neighbour of the device is in hibernation mode, the DevAddr field that 
corresponds to the hibernating neighbour’s beacon slot is set to the DevAddr of that neighbour. 
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7.1.8.2 Channel Reservation Protocol (CRP) IE 

A CRP IE is used to negotiate a reservation or part of a reservation for certain MASs and to announce the 
reserved MASs. The CRP IE is specified in Table 48. 

Table 48 — CRP IE format 

Syntax Size Notes
CRP_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 

 that identifies the information element  
Length (= 6+4×N) 1 byte   
CRP Control 2 bytes Defined in Table 49 
Owner DevAddr 2 bytes DevAddr of reservation owner 
Target DevAddr 2 bytes DevAddr of reservation target 
For(i=0; i < N; i++){   

CRP Allocation 4 bytes Defined in Table 52 
}    
}   

 

The CRP Control field is specified in Table 49.  

Table 49 — CRP Control field format 

Syntax Size Notes
CRP_Control_field {   
Reservation Type 3 bits  
Stream Index 3 bits  
Reason Code 3 bits  
Reservation Status 1 bit  
Conflict Tie-breaker 1 bit  
Unsafe 1 bit  
Reserved 4 bits  
}   

 

The Reservation Type field is set to the type of the reservation and is encoded as shown in Table 50.  

Table 50 — Reservation Type field encoding 

Value Reservation Type 
0 Alien BP 
1 Hard 
2 Soft 
3 Private 
4 PCA 
5 – 7 Reserved 

 

The Stream Index field identifies the stream of data to be sent in the reservation. This field is reserved if the 
Reservation Type is PCA and Alien BP. 

The Reason Code is used by a reservation target to indicate whether a CRP reservation request was 
successful and is encoded as shown in Table 51. The Reason Code is set to ZERO in a CRP IE sent during 
negotiation by a reservation owner and by a device maintaining an established reservation. The Reason Code 
is set to Modified by a device if some of the MASs claimed in the reservation have been removed or if CRP 
IEs have been combined. The field is reserved if the Reservation Type is PCA.  
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Table 51 — Reason Code field encoding 

Value Code Meaning 

0 Accepted The CRP reservation request is granted 

1 Conflict The CRP reservation request or existing reservation 
is in conflict with one or more existing CRP 
reservations 

2 Pending The CRP reservation request is being processed 

3 Denied The CRP reservation request is rejected or existing 
CRP reservation can no longer be accepted 

4 Modified The CRP reservation is still maintained but has been 
reduced in size or multiple CRP IEs for the same 
reservation have been combined 

5 – 7 Reserved Reserved 

 

The Reservation Status bit indicates the status of the CRP negotiation process. The Reservation Status bit is 
set to ZERO in a CRP IE for a reservation that is under negotiation or in conflict. It is set to ONE by a device 
granting or maintaining a reservation, which is then referred to as an established reservation. The bit is set to 
ONE if Reservation Type is Alien BP or PCA. 

The Conflict Tie-breaker bit is set to a random value of ZERO or ONE when a reservation request is made. 
The same value selected is used as long as the reservation is in effect. For all CRP IEs that represent the 
same reservation, the Conflict Tie-breaker bit is set to the same value. 

The Owner DevAddr field and Target DevAddr field are set to the DevAddr of the reservation owner and the 
DevAddr of the reservation target, respectively. These two fields are reserved if the Reservation Type is PCA. 

The Unsafe bit is set to ONE if any of the MASs identified in the CRP Allocation fields is considered in excess 
of reservation limits. 

A CRP IE contains one or more CRP Allocation fields. Each CRP Allocation field is encoded using a zone 
structure. The superframe is split into 16 zones numbered from 0 to 15 starting from the BPST. Each zone 
contains 16 consecutive MASs, which are numbered from 0 to 15 within the zone. 

The format of a CRP Allocation field is specified in Table 52. 

Table 52 — CRP Allocation field format 

Syntax Size Notes 
CRP_Allocation_field {   
Zone Bitmap 2 bytes  
MAS Bitmap 2 bytes  
}   

 

The Zone Bitmap field identifies the zones that contain reserved MASs. If a bit in the field is set to ONE, the 
corresponding zone contains reserved MASs, where bit zero corresponds to zone zero. 

The MAS Bitmap specifies which MASs in the zones identified by the Zone Bitmap field are part of the 
reservation. If a bit in the field is set to ONE, the corresponding MAS within each zone identified by the Zone 
Bitmap is included in the reservation, where bit zero corresponds to MAS zero within the zone. 

 

7.1.8.3 CRP Availability IE 

The CRP Availability IE is used by a device to indicate its view of the current utilization of MASs in the current 
superframe. 
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The CRP Availability IE is specified in Table 53. 

Table 53 — CRP Availability IE format 

Syntax Size Notes
CRP_Availability_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that identifies 

the information element  
Length (= N) 1 byte   
CRP Availability Bitmap N (0-32)  variable 
}   

 

The CRP Availability Bitmap field is up to 256 bits long, one bit for each MAS in the superframe, where the 
least-significant bit of the field corresponds to the first MAS in the superframe and successive bits correspond 
to successive MASs. Each bit is set to ONE if the device is available for a CRP reservation in the 
corresponding MAS, or is set to ZERO otherwise. If the CRP Availability Bitmap field is smaller than 32 octets, 
the bits in octets not included at the end of the bitmap are treated as zero. 

7.1.8.4 Link Feedback IE 

The Link Feedback IE contains information on the recommended change to the data rate and transmit power 
level by a recipient device for one or more source devices. The Link Feedback IE is specified in Table 54. 

Table 54 — Link Feedback IE format 

Syntax Size Notes
Link_Feedback_IE_Format {   
Element ID 1 byte  
Length (= 1+3xN) 1 byte  
N 1 byte Num of Link fields 
For (i=1, i <=N, i++ ){   
Link i 3 bytes Defined in Table 55 
}   
}   

 

The Link field is specified in Table 55. 

Table 55 — Link field format 

Syntax Size Notes
Link_Field_ Format {   
DevAddr 16 bits  
Transmit Power Level Change 4 bits Specified in Table 56 
Data rate 4 bits Specified in Table 140 
}   

 

The DevAddr field is set to the DevAddr of the source device for which the feedback is provided. 

The Transmit Power Level Change field is set to the change in transmit power level that the recipient 
recommends to the source device. The Transmit Power Level Change field encoding is shown in Table 56. 
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Table 56 —Transmit Power Level Change field encoding 

Value dB 

1000 – 1101 Reserved 

1110 -2 

1111 -1 

0000 no change 

0001 +1 

0010 +2 

0011 – 0111 Reserved 

 

The Data Rate field is set to the data rate that the recipient device recommends that the source device use. 
The Data Rate field is encoded as shown in Table 140. 

7.1.8.5 Regular QP Schedule IE 

Regular QP Schedule IE, defined in Table 57, shall be included in each beacon frame in order to make sure 
every device in the beacon group knows the sensing schedule. All the devices in the beacon group should 
participate in service monitoring.  

Table 57 — Regular QP Schedule IE format 

Syntax Size Notes 
Operating_Channel_Monitor_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (=3) 1 byte  
Countdown  1 byte In the number of superframe. If it equals zero, 

the regular QP is scheduled in the current 
superframe.  

Sensing cycle 1 byte In the unit of superframe. Set as mQPfrequency 
QP duration 1 byte In the unit of MAS. Set as mQPD  
}   

 

NOTE  if sensing cycle is set as zero, no regular QP is scheduled.  

7.1.8.6 On-demand QP Schedule IE 

A device may schedule QP on demand as described in 7.11.1.1.2. An on-demand QP schedule IE should be 
included in beacons. Other devices hearing on-demand QP schedule IE shall keep quiet during QP and may 
participate in sensing. The format of on-demand QP schedule IE is defined in Table 58. 
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Table 58 — On-demand QP Schedule IE format 

Syntax Size Notes
Operating_Channel_Monitor_IE_Format {   
Element ID 1 byte Set to the value as listed in Table 45 

that identifies the information element  
Length (= 3) 1 byte  
Superframe count down 1 byte The number of superframe left before On-

demand QP is enabled. When the value is set 
to 0, On-demand QP is enabled in current 
superframe.  

QP starting time 1 byte Starting MAS to perform monitoring  
Duration 1 byte Channel monitoring period, in the unit of MAS 
}   

 

7.1.8.7 Channel Measurement Request IE 

A peer device or a master device may ask another device to measure a channel for the detection of 
incumbents or alien devices. The device shall include channel measurement request IE, defined in Table 59, 
in its beacon frame or corresponding command frame for such request.  

In addition, a peer device or a master device may ask another device to check the availability of a outband 
channel for backup purpose by using this IE.  

Table 59 — Channel Measurement Request IE 

Syntax Size Notes 
Channel_Measurement_Request_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 

that identifies the information element  
Length (= 4+2xN) 1 byte N is the total number of devices invited to 

monitor outband channel 
Channel number 1 byte Target Channel for measurement. Refer 

to 9.7.2. 
Monitor countdown 1 byte The starting MAS to perform monitoring 
Action code 1 byte Measurement requirements, as defined 

in Table 60 
Duration 1 byte The channel monitoring period, in the unit of 

MAS 
For(i=0; i<N; i++){   
DevAddri 2 bytes Invited device  
}   
}   

 

Table 60 — Field Format for Action Code of Channel Measurement 

Syntax Size Notes 
Action_Code _Field_Format { bit  
TV 1 bit 1 – TV detection required; 0 otherwise 
WM 1 bit 1 – WM detection required; 0 otherwise 
Alien device  1 bit 1 – Alien device detection required; 0 

otherwise 
 Measured signal strength  1 bit 1 – Need to report measured signal strength; 

0 otherwise  
Reserved 4 bits  
}   
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7.1.8.8 Channel Measurement Response IE 

Channel measurement response IE, defined in Table 61, is used to confirm the reception of channel 
measurement request. Channel measurement response IE may be included in beacon or channel 
measurement response command frame.  

Table 61 — Channel Measurement Response IE 

Syntax Size Notes 
Channel_Measurement _Response_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 

that identifies the information element  
Length (= 3) 1 byte  
DevAddr  2 bytes The address of the target receiving device of 

this IE; in other words, the address of the 
device which requests channel measurement.  

Confirmation Code 1 byte 0 – OK; others, reserved 
}   

 

7.1.8.9 Channel Measurement Report IE 

Channel measurement report IE, defined in Table 62, is used to report channel measurement results. A 
device shall report channel measurement results upon receiving channel measurement request. A device may 
also report channel measurement results once detecting incumbent signal or other interfering sources. 
Channel measurement report IE may be included in beacon or channel measurement report command frame.  

Table 62 — Channel Measurement Report IE 

 

Syntax Size Notes 
Channel_Measurement_Report_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 

 that identifies the information element  
Length  1 byte 10+∑N

i=1( mi+1) if source type is Alien device; 3 
otherwise 

Channel number 1 byte Refer to 9.7.2 
Occupancy 1 byte 0: no,  

1: TV, 2: WM, 3: Alien device, 4:Unknown, 
5-255: reserved 

Measured signal strength  1 byte  Defined in Table 63 
If (Occupancy = Alien device){   
BPST offset 2 bytes In the unit of microsecond 
Regular QP description 4 bytes Refer to Table 64 
Channel business ratio 1 byte 0-100, in percentage 
For(i=0; i<N; i++){  N is the number of alien devices reported 
Length ( = mi) 1 byte  
Name String  mi bytes Device name string, encoded in Unicode UTF-

16LE format, and is specified in Table 77 
}(/* for N*/)   
} (/* if Alien device*/)   
}   

The encoding of the received signal strength is specified in Table 63. 
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Table 63 — Encoding of the received signal strength 

Value Description 
0000 0000 -130 dBm or lower 
0000 0001 -129 dBm 
0000 0010  -128 dBm 

… … 
0110 1101 -21 dBm 
0110 1110 -20 dBm 
0110 1111 -19 dBm or higher 

0111 0000-11111111 Reserved 
 

The format of Regular QP description field is specified in Table 64. 

Table 64 — Regular QP description field format 

Syntax Size Notes 
Regular_QP_description _field_Format {   
QP offset  1 byte In the unit of superframe. BPST offset + QP 

offset equals the time difference between the 
next QP of current beacon group and the next 
QP of alien devices being reported 

QP duration 1 byte In the unit of MAS 
Sensing cycle 1 byte In the unit of superframe 
}   

 

7.1.8.10 Channel Measurement Report Acknowledgement IE 

Channel measurement report acknowledgement IE, defined in Table 65, is used to confirm the reception of 
channel measurement reports. Channel measurement acknowledgement IE may be included in beacon or 
channel measurement report acknowledgement command frame.  

Table 65 — Channel Measurement Report Acknowledgement IE 

Syntax Size Notes 
Channel_Measurement_Report 
_Acknowledgement_IE_Format { 

  

Element ID  1 byte Set to the value as listed in Table 45 
that identifies the information element  

Length (= 2) 1 byte  
DevAddr 2 bytes The address of the target receiving device of this 

IE; in other words, the address of the device 
which reports channel measurement 

}   
 

7.1.8.11 Channel Change IE 

Upon detecting incumbent or for the purpose of load balancing, a device is advised to switch to a new 
available channel. The device shall include Channel Change IE in its beacon before Channel Change.  

The Channel Change IE is specified in Table 66.  
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Table 66 — Channel Change IE format 

Syntax Size Notes 
Channel_Change_IE_Format {   
Element ID 1 byte Set to the value as listed in Table 45 

that identifies the information element  
Length (= 3+2×N) 1 byte N is the total number of devices advised to 

change channel  
Channel Change Instruction  1 byte Defined in Table 67 
New channel number 1 byte Set to the backup channel number if available; 

255 (Unavailable) otherwise. Refer to 9.7.2. 
Channel change countdown 1 byte The time, e.g., in the unit of the number of 

remaining superframes, left before channel 
change  

For(i=0; i<N; i++){  Device list advised to change channel 
DevAddr 2 bytes If set as Broadcast address, it indicates every 

device to change channel 
}   
}   

 

The Channel Change Countdown field is set to the time, e.g., in the unit of the number of superframes 
remaining until the device changes to the new channel.  

The device list includes all the devices which are advised to change to the same new channel.  

The Channel Change Instruction field encoding is specified in Table 67. If reason field is set to 0, namely due 
to incumbent detected, all the devices belonging to same group shall evacuate the current channel and 
change to the new channel as suggested. If reason encoding is set 1, namely due to the requirement of load 
balancing, only the devices in the device list are suggested to change to the new channel; other devices 
receiving the channel change IE could still stay in the current channel. Moreover, if channel copy to resume 
field is set to 0, the same channel reservation used in old channel is applied to the new channel. This action is 
enabled only if a backup channel is available and the new channel is clean.  

Table 67 — Channel Change Instruction Encoding for Channel Change 

Syntax Size Notes 
Channel_Change_Instruction_Format {   
Reason  1 bit 0 – Incumbent detected 

1 – Load balancing 
Channel copy to resume 1 bit 0 – Disabled  

1– Enabled. Apply same channel reservation 
as that of old channel in new channel 

Reserved 6 bits  
}   
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7.1.8.12 Channel Change Response IE 

Table 68 — Channel Change Response IE format 

Syntax Size Notes
Channel_Change_Response_IE_Format 
{ 

  

Element ID  1 byte Set to the value as listed in Table 45 
that identifies the information element  

Length (= 2) 1 byte  
New channel number 1 byte Set to the backup channel number if available; 

255 (Unavailable) otherwise. Refer to 9.7.2. 
Channel change countdown 1 byte The time, e.g., in the unit of the number of 

remaining superframes, left before channel 
change 

}   
}   

 

7.1.8.13 On-leave IE 

A device needs to visit other channel(s) or enter power saving mode for certain period for some reasons. A 
device shall include On-leave schedule IE, defined in Table 69, in its beacon before leaving the channel.   

Table 69 — On-leave IE format 

Syntax Size Notes
On_Leave_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 4) 1 byte  
On-leave countdown 2 bytes Time to leave in the unit of 10*microseconds 
Duration 2 bytes On-leave duration in unit of 10*microseconds  
}   

 

7.1.8.14 Proxy Assignment IE  

 A peer device which is serving as current proxy may appoint the next proxy to coordinate outband channel 
measurement, by including Proxy Assignment IE, defined in Table 70, in its beacon. 

Table 70 — Proxy Assignment IE format 

Syntax Size Notes
Proxy_Assignment _IE_Format {   
Element ID 1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 4) 1 byte  
DevAddr 2 bytes Address of the designated device 
Proxy Assignment Countdown 1 byte The number of superframes remaining before the 

designated device takes over the proxy role 
Duration 1 byte The number of superframes for acting as proxy 
}   

 

The Proxy Assignment Countdown field is set to the number of superframes remaining until the device takes 
over the proxy role. If this field is zero, the device performs the proxy role immediately.   

7.1.8.15 BP switch IE 

The BP Switch IE indicates a device will change its BPST to align with an alien BP. It is specified in Table 71. 
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Table 71 — BP Switch IE format 

Syntax Size Notes 
BP_Switch _IE_Format {   
Element ID 1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 4) 1 byte  
BP Move Countdown 1 byte  
Beacon Slot Offset 1 byte  
BPST Offset 2 bytes  
}   

 

The BP Move Countdown field is set to the number of superframes after which the device will adjust its BPST. 
If BP Move Countdown is zero, the next beacon frame transmitted will be at the time specified by this IE. 

The Beacon Slot Offset field is set to a positive number by which the device will adjust its beacon slot number 
when changing its BPST or is set to zero to indicate the device will join the alien BP using normal BP join rules. 

The BPST Offset field is set to the positive amount of time the device will delay its BPST, in microseconds.  

7.1.8.16 Identification IE 

The Identification IE provides identifying information about the device, including a name string. The 
Identification IE is specified in Table 72. 

Table 72 — Identification IE format 

Syntax Size Notes 
Identification_IE_Format {   
Element ID 1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= ) variable  
For (i=0;i<N;i++){  N is the number of Identification fields 
Identificationi variable  
}   
}   

 

The general format of the Identification field is specified in Table 73. 

Table 73 — Identification Field Format 

Syntax Size Notes 
Identification_Field_Format {   
Identification Information Type 1 byte  
Identification Information Length (=M) 1 byte M equals the size of Identification Information 

Data 
Identification Information Data variable  
}   

 

The encoding for the Identification Information Type field is shown in Table 74. 
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Table 74 — Identification Information Type field encoding 

Value Identification Information 
Data field contents 

0 Vendor ID 
1 Vendor Type 
2 Name String 
3 Regulation ID 
4– 255 Reserved 

 

The Identification Information Length field indicates the length, in octets, of the Identification Information Data 
Field that follows. 

The Identification Information Data field, if Identification Information Type is Vendor ID, is specified in Table 75. 

Table 75 — Identification Information Data field format for Vendor ID 

Syntax Size Notes
Vendor_ID_Format {   
Vendor ID 3 bytes  
}   

 

The Vendor ID is set to an OUI that indicates the vendor of the device. The OUI is a sequence of 3 octets, 
labeled as oui[0] through oui[2]. Octets of the OUI are passed to the PHY SAP in ascending index-value order. 

The Identification Information Data field, if Identification Information Type is Vendor Type, is specified in 
Table 76. 

Table 76 — Identification Information Data field format for Vendor Type 

Syntax Size Notes
Vendor _Type_Format {   
Vendor ID 3 bytes  

Device Type ID 3 bytes  
   
}   

 

The Vendor ID field is set to an OUI that indicates the entity that assigns the values used in the Device Type 
ID field. The Device Type ID field indicates the type of device. 

The Identification Information Data field, if Identification Information Type is Name String, contains the name 
of the device encoded in Unicode UTF-16LE format, and is specified in Table 77. 

Table 77 — Identification Information Data field format for Name String 

Syntax Size Notes
Name_String_Format {   
For (i=0;i<N;i++){  N is the number of Name String Unicode Char 
Name String Unicode Char i 2 bytes  
}   
}   

 

The Identification Information Data field, if Identification Information Type is Regulation ID, and is specified 
in Table 78. 
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Table 78 — Identification Information Data field format for Regulation ID 

Syntax Size Notes 
Regulation_ID_Format {   
Regulation ID 14 bytes An identifier that is used to determine operational 

parameters (e.g., available channels and 
transmission power). Regulators may assign such 
identifiers after certification. 

}   
 

7.1.8.17 Channel Classification IE 

In a master-slave network, the master device is responsible for selecting the operating channel and assigning 
it to the MAC/PHY modules. In a peer-to-peer network, a peer device is responsible for selecting its own 
operating channel and assigning it to the MAC/PHY modules. Channels are classified as six types - 
Disallowed, Operating, Backup, Candidate, Protected and Unclassified. Channel Classification IE is used to 
exchange channel status among devices and specified in Table 79. 

Table 79 — Channel Classification IE 

Syntax Size Notes 
Channel_Classification _IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 

 that identifies the information element  
Length (= 3+2xN+M) 1 byte N is the total number of channels classified in 

this IE 
Channel Set ID 2 bytes A ID assigned to uniquely identify the set of N 

channels below  
M 1 byte M is the total number of backup channels plus 

the operating channel 
For (i=1; i< =N, i++){   
Channel Num 1 byte  
Channel description  1 byte Defined in Table 80 
}   
For (i=1; i< =M, i++){  The order of Transmit Power Limit fields is in 

the order of descending preference. First field 
of Transmit Power Limit corresponds to the 
operating channel; the last field of Transmit 
Power Limit corresponds to the least preferred 
backup channel. 

Transmit Power Limit 1 byte Defined in Table 81 
}   
}   

 

The Channel Description Field is specified in Table 80. 

Table 80 — Channel Description Field Format 

Syntax Size Notes 
Channel_Description_Format {   
Channel type 3 bits 000- Operating 

001- Backup 
010- Candidate 
011- Protected – TV 
100- Protected - WM 
101- Disallowed 
110- Unclassified 
111- reserved 

Channel preference  5 bits 00000 represents highest preference; 11111 
represents least preferred  

}   
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The Transmit Power Limit field encoding is specified in Table 81.  

Note: the Transmit Power Limit is subject to regulation. 

Table 81 — Transmit Power Limit field encoding 

Value mW 
0 1 
1 2 
2 3 
… … 
98 99 
99 100 
100-255  reserved 

 

7.1.8.18 RSW Schedule IE 

A device may schedule RSW (Reservation based Signalling Windows) as described in 7.3.8.2. An RSW 
schedule IE only indicates the location of RSW. The usage of each RSW MAS is indicated by CRP IE. The 
format of RSW schedule IE is defined in Table 82. 

Table 82 — RSW Schedule IE format 

Syntax Size Notes
RSW_Schedule_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 2) 1 byte  
RSW starting time 1 byte Starting MAS of RSW 
Duration 1 byte  in the unit of MAS 
}   

 

7.1.8.19 Echo Beacon Position IE 

Echo beacon Position IE shall be included in the Regular Beacon Frame of a master. Echo beacon position IE 
indicates both MAS position of echo beacon and transmission owner of echo beacon. The Echo Beacon 
Position IE is specified in Table 83. 

Table 83 — Echo Beacon Position IE format 

Syntax Size Notes
Echo_Beacon_Position_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 1+3×N) 1 byte N is the total number of echo beacon slot  
N 1 byte Number of echo beacon sin a super-frame 
For(i=0; i<N; i++){   
DevAddr 2 bytes The device address of the slot owner to transmit 

echo beacons 
MAS position 1byte Position of Echo beacon in MAS unit. 

If this field is encoded by ‘4’, then 4-th MAS is 
allocated for transmitting of echo beacon by slot 
owner  

}    
}   
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7.1.8.20 PHY capabilities IE 

The PHY Capabilities IE is specified in Table 84. 

Table 84 — PHY Capabilities IE format 

Syntax Size Notes 
PHY_ Capabilities _ IE_Format {   
Element ID 1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 3) 1 byte  
PHY Capability Bitmap 2 bytes Refer to Table 85 
Reserved 1 byte  
   
   
}    
}   

 

The PHY Capability Bitmap field indicates capabilities supported by the PHY, as specified in the Physical 
Layer specification. A bit is set to ONE if the corresponding attribute is supported, or is set to ZERO otherwise. 
This field is encoded as described in Table 85. Subsequent octets are reserved. 

Table 85 — PHY Capability Bitmap 

Octet Bit Attribute Description 

0 

0 
Multiple antennae – FITD TxRx  

Support FITD at both transmitter and 
receiver sides 

1 Multiple antennae – STBC Tx Support STBC at transmitter side 

2 Multiple antennae – SM Tx Support SM at transmitter side 

3 Multiple antennae – STBC Rx Support STBC at receiver side 

4 Multiple antennae – SM Rx Support SM at receiver side 

5 Bandwidth (6 MHz) Support 6 MHz bandwidth 

6 Bandwidth (7 MHz) Support 7 MHz bandwidth 

7 Bandwidth (8 MHz) Support 8 MHz bandwidth 

1 0-7 reserved  

 

7.1.8.21 MAC Capabilities IE 

The MAC Capabilities IE is specified in Table 86. 

Table 86 — MAC Capabilities IE format 

Syntax Size Notes 
MAC_Capabilities_IE_Format {   
Element ID 1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 3) 1 byte  
MAC Capability Bitmap 2 

bytes 
Defined in Table 87 

Reserved 1 byte  
}    
}   
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The MAC Capability Bitmap field indicates capabilities supported by the MAC entity. A bit is set to ONE if the 
corresponding attribute is supported, or is set to ZERO otherwise. This field is encoded as described in  
Table 87. Subsequent octets are reserved. 

Table 87 — MAC Capability Bitmap 

Octet Bit Attribute Description 

0 

0 
PCA 

Capable of transmitting and receiving frames using 
the PCA mechanism 

1 
Soft CRP 

Capable of being the owner and target of Soft CRP 
reservations 

2 
Block ACK 

Capable of transmitting and acknowledging frames 
using the B-ACK mechanism 

3 
Hibernation anchor 

Capable of acting as a hibernation anchor 

4 
Centralized self-coexistence 

Support centralized self-coexistence mechanisms as 
specified in 7.12.3 

5 
Proxy 

Capable of acting as a proxy (as a peer device) to 
coordinate channel measurement 

6-7 
reserved 

 

1 
0 – 7 

Reserved 
Reserved 

 

7.1.8.22 Slave device list IE 

The slave device list IE is used by a master device to indicate the list of slave devices associated with itself. 
The IE format is specified in Table 88. 

Table 88 — Slave Device List IE format 

Syntax Size Notes
Slave_Device_List_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 1+2×N) 1 byte  
N 1 byte Number of slave devices 
For(i=0; i<N; i++){   
DevAddr 2 

bytes 
Slave device address  

}    
}   

 

7.1.8.23 Beaconing Promotion Indication IE 

The Beaconing Promotion Indication IE is transmitted by a master to indicate a group of nonbeaconing slave 
devices to become regular beaconing slave devices. The IE format is specified in Table 89. STANDARDSISO.C
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Table 89 — Beaconing Promotion Indication IE format 

Syntax Size Notes 
Beaconing_Promotion_Indication_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 

that identifies the information 
element  

Length (= 1+2×N) 1 byte  
N 1 byte Number of slave devices 
For(i=0; i<N; i++){   
DevAddr 2 bytes Slave device address  
}    
}   

 

7.1.8.24 Association Response IE 

The Association Response IE is transmitted by a master device or a peer device to indicate the outcome of an 
association request. The IE format is specified in Table 90. 

Table 90 — Association Response IE format 

Syntax Size Notes 
Association_Response_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 1) 1 byte  
Reason code 1 byte 0 – Success  

1 – Fail-Invalid Address 
2 – Fail-Not enough MAS 
3 – Fail-Unspecified 
4 – Fail-Regulation ID verification 
5 – 255 – reserved  

}   
 

7.1.8.25 Hibernation Mode IE 

The Hibernation Mode IE is specified in Table 91. 

Table 91 — Hibernation Mode IE format 

Syntax Size Notes 
Hibernation_Mode_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 2) 1 byte  
Hibernation Countdown 1 byte  

Hibernation Duration 1 byte  

}   
 

The Hibernation Countdown field is set to the number of superframes remaining until the device begins 
hibernation. A value of ZERO indicates that the device will enter hibernation mode at the end of the current 
superframe. 

The Hibernation Duration field is set to the number of superframes for which the device intends to hibernate. 
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7.1.8.26 Traffic Indication Map (TIM) IE 

The TIM IE is used to indicate that an active mode device has data buffered for transmission via PCA. The 
TIM IE is specified in Table 92. 

Table 92 — Traffic Indication Map (TIM) IE format 

Syntax Size Notes
Traffic_Indication_MAP_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 1+ 2*N) 1 byte  
N 1 byte Number of devices for which PCA traffic is 

buffered 
For(i=0; i<N; i++){   
DevAddri 2 bytes DevAddr of a device for which PCA traffic is 

buffered 
}    
}   

 

Each DevAddr field is set to the DevAddr of a device for which PCA traffic is buffered. 

7.1.8.27 On-demand QP Negotiation Request IE 

The On-demand QP Negotiation Request IE, as defined in Table 93, is transmitted by a device to request 
temporary use of certain MASs owned by another device.  

Table 93 — On-demand QP Negotiation Request IE 

Syntax Size Notes 
On-demand_QP_Negotiation_Request_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 

that identifies the information element  
Length (= 5) 1 byte  
Device Address 2 bytes Device address of reservation owner 
Superframe countdown 1 byte The number of superframe left before 

On-demand QP is intended 
QP starting time 1 byte Starting MAS to intend On-demand QP  
Duration 1 byte Intended QP duration, in the unit of MAS 
}   

 

7.1.8.28 On-demand QP Negotiation Response IE 

The On-demand QP Negotiation Response IE, defined in Table 94, is transmitted by a reservation owner to 
respond to the request to lend certain MASs for On-demand QP. A reservation owner may modify the 
intended On-demand QP.  STANDARDSISO.C
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Table 94 — On-demand QP Negotiation Response IE 

Syntax Size Notes 
On-demand_QP_Negotiation_Response_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 

that identifies the information element  
Length (= 5) 1 byte  
Device Address 2 bytes Device address of initiating On-demand 

QP Negotiation  
Superframe countdown 1 byte The number of superframe left before 

On-demand QP is agreed to take place. 
When the value is set to 1, On-demand 
QP is agreed to take place in next 
superframe.  

QP starting time 1 byte Starting MAS for agreed On-demand QP 
Duration 1 byte Agreed QP duration, in the unit of MAS 
}   

 

7.1.8.29 Device Features Information element 

A device may exchange device features with another device to help decide operation parameter properly. The 
device features IE is defined in Table 95. The device feature IE may be included in beacon or probe command 
frame.  

Table 95 — Device Features IE format 

Syntax Size Notes 
Device_Features_IE_Format() {   
Element ID  1 byte Set to the value as listed in Table 45 that identifies 

the information element  
Length (= 3) 1 byte   
Device Features 3 bytes Defined in Table 96 
}   

 

The Device attributes field is specified in Table 96.  

Table 96 — Device Features field format 

Syntax Size Notes 
Device_Features_field() {   
AC Power support 2 bits 00: AC power support, 01: otherwise 

10: not specified, 11: reserved 
User-defined Priority of being 
chosen as master 

3 bits 000: highest priority~110: lowest priority 
111: this feature is not supported 

Security Support 2 bits 00: security mode 0 
01: security mode 1 
10: security mode 2 
11: this feature is not supported 
Refer to 6.6.9 and 8.2 

Maximum Transmission power 8 bits DEV’s Maximum transmission power in dBm  
Device Mobility 2 bits 00: fixed location, 01: movable DEV 

01: not specified, 11: reserved 
Maximum Associated DEVs 
number 

5 bits Number of maximum associated devices 
If set as 0, this feature not supported 

Reserved 2 bits  
}   
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7.1.8.30 Application-specific IE (ASIE) 

The ASIE is specified in Table 97. 

Table 97 — ASIE format  

Syntax Size Notes
ASIE_Format() {   
Element ID  1 byte Set to the value as listed in Table 45 that identifies 

the information element  
Length (= 2+N) 1 byte N equals the length of Application-specific Data 
ASIE Specifier ID 2 bytes  
Application-specific Data Variable   
}   

 

The ASIE Specifier ID field is set to a 16-bit value that identifies a company or organization, as listed in [4]. 

The owner of the ASIE Specifier ID defines the format and use of the Application-specific Data field. 

7.1.8.31 Application-specific Probe IE 

The Application-specific Probe IE is used to request an application-specific IE from a device. It is specified 
in Table 98. 

Table 98 — Application-specific Probe IE format  

Syntax Size Notes
Application-specific_Probe _Format() {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 4+N) 1 byte N equals the length of Application-specific 

Request Information 
Target DevAddr 2 bytes  
ASIE Specifier ID 2 bytes  
Application-specific Request Information Variable  
}   

 

The Target DevAddr field is set to the DevAddr of the device from which an ASIE is requested. 

The ASIE Specifier ID is set to a 16-bit value that identifies a company or organization, as listed in [4]. 

The owner of the ASIE Specifier ID defines the format and use of the Application-specific Request Information 
field. 

7.1.8.32 Hibernation Anchor IE 

The Hibernation Anchor IE is specified in Table 99. 
STANDARDSISO.C

OM : C
lick

 to
 vi

ew
 th

e f
ull

 PDF of
 IS

O/IE
C 16

50
4:2

01
1

https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862


ISO/IEC 16504:2011(E) 

© ISO/IEC 2011 – All rights reserved 57
 

Table 99 — Hibernation Anchor IE format 

Syntax Size  Notes 
Hibernation _ Anchor _IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 3xN) 1 byte N equals Number of Hibernation Mode 

Neighbour Devices  
For(i=0; i<N; i++){   
Hibernation Mode Neighbour DevAddr  2 bytes  
Wakeup Countdown 1 byte  
}    
}   

 

The Hibernation Mode Neighbour DevAddr field is set to the DevAddr of the neighbour in hibernation mode. 

The Wakeup Countdown field is set to the number of remaining superframes before the device in hibernation 
mode is expected to wake up. A value of ZERO indicates that the device is scheduled to be in active mode in 
the next superframe. 

7.1.8.33 Master Key Identifier (MKID) IE 

The MKID IE is used to identify some or all of the master keys possessed by the device. The MKID IE is 
specified in Table 100. 

Table 100 — MKID IE format 

Syntax Size  Notes 
MKID_IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 16xN) 1 byte N equals number of MKID included in this IE  
For(i=0; i<N; i++){   
MKIDi 16 bytes  
}    
}   

 

Each MKID field is set to the identifier of a master key possessed by the device. 

7.1.8.34 Multicast Address Binding (MAB) IE 

Each device maps multicast EUI-48s to McstAddrs in the 16-bit DevAddr address range. The MAB IE declares 
the binding between a multicast EUI-48 and the McstAddr that the device will use when transmitting frames 
destined for that multicast EUI-48. 

Table 101 — MAB IE format 

Syntax Size  Notes 
MAB _IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that identifies 

the information element  
Length (= 8xN) 1 byte N equals number of Multicast Address Binding 

Block (MEUI + MDevAddr ) included in this IE  
For(i=0; i<N; i++){   
MEUI 6 bytes  
MDevAddr 2 bytes  
}    
}   

 

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 16
50

4:2
01

1

https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862


ISO/IEC 16504:2011(E) 

58 © ISO/IEC 2011 – All rights reserved
 

The format of the MAB IE is shown in Table 101. 

The MEUI field is set to the multicast EUI-48 supplied by the MAC client at the MAC SAP. 

The MDevAddr field is set to the multicast DevAddr bound to the MEUI field by the MAC entity from the 
McstAddr address range. 

7.1.8.35 PCA Availability IE 

The PCA Availability IE identifies the MASs in which a device will be available to receive PCA traffic and 
transmit the required response. 

The PCA Availability IE is specified in Table 102. 

Table 102 — PCA Availability IE format 

Syntax Size  Notes 
PCA_Availability _IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 1+N) 1 byte N equals size of PCA Availability Bitmap 
Interpretation 1 byte  
PCA Availability Bitmap Variable (0 to 32)  
}   

 

The Interpretation field contains information that specifies the meaning of each bit in the PCA Availability 
Bitmap field. The Interpretation field is specified in Table 103. 

Table 103 — Interpretation field format 

Syntax Size Notes
Interpretation _Field_Format {   
TIM IE Required 1 bit  
Reserved 7 bits  
}   

 

The TIM IE Required bit is set to ONE if the device will only be available to receive PCA traffic in the specified 
MASs after receiving a TIM IE that addresses it. The bit is set to ZERO if the device will be available to 
receive PCA traffic in the specified MASs regardless of TIM IE reception. 

The PCA Availability Bitmap field is up to 256 bits long, one bit for each MAS in the superframe, where the 
least-significant bit of the field corresponds to the first MAS in the superframe and successive bits correspond 
to successive MASs. Each bit is set to ONE if the device is available to receive PCA traffic and transmit the 
required response in the corresponding MAS, or is set to zero otherwise. If the PCA Availability Bitmap field is 
smaller than 32 octets, the bits in octets not included at the end of the bitmap are treated as zero. 

7.1.8.36 Probe IE 

The Probe IE is used to request information from a device. It is specified in Table 104. 
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Table 104 — Probe IE format for standard IEs 

Syntax Size  Notes 
Probe _IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that identifies 

the information element  
Length (= 2 + N) 1 byte N equals number of requested IEs included in this 

IE  
Target DevAddr 2 bytes  
For(i=0; i<N; i++){   
Requested Element ID i 1 byte  
}    
}   

 

The Target DevAddr field is set to the DevAddr of the device from which IEs are requested or the device that 
requests IEs. 

Each Requested Element ID field is set to the element ID of a requested IE. 

7.1.8.37 Relinquish Request IE 

The Relinquish Request IE is used to request that a device release one or more MASs from one or more 
existing reservations. It identifies the target device and the desired MASs, and is specified in Table 105. 

Table 105 — Relinquish Request IE format 

Syntax Size  Notes 
Relinquish_Request _IE_Format {   
Element ID  1 byte Set to the value as listed in Table 45 that identifies 

the information element  
Length (= 4 + 4xN) 1 byte N equals number of Allocations included in this IE  
Relinquish Request Control 2 bytes  
Target DevAddr 2 bytes  
For(i=0; i<N; i++){   
Allocation i 4 bytes  
}    
}   

 

The Relinquish Request Control field is specified in Table 106. 

Table 106 — Relinquish Request Control field format 

Syntax Size Notes 
Relinquish _ Request _Control_Format {   
Reason Code 4 bits  
Reserved 12 bits  
}   

 
The Reason Code field indicates the reason for the request, and is encoded as shown in Table 107. 
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Table 107 — Reason Code field encoding 

Value Code Meaning

0 Non-specific No reason specified. 

1 Over-allocation The target device holds more MASs than permitted by 
policy. 

2 – 15 Reserved Reserved 

 

The Target DevAddr field is set to the DevAddr of the device that is requested to release MASs. 

A Relinquish Request IE contains one or more Allocation fields. Each Allocation field is encoded using a zone 
structure. The superframe is split into 16 zones numbered from 0 to 15 starting from the BPST. Each zone 
contains 16 consecutive MASs, which are numbered from 0 to 15 within the zone. 

The general format of an Allocation field is specified in Table 108. 

Table 108 — Allocation field format 

Syntax Size Notes
Allocation _Field_Format {   
Zone Bitmap 2 bytes  
MAS Bitmap 2 bytes  
}   

 

The Zone Bitmap field identifies the zones that contain requested MASs. If a bit in the field is set to ONE, the 
corresponding zone contains requested MASs, where bit zero corresponds to zone zero. 

The MAS Bitmap specifies which MASs in the zones identified by the Zone Bitmap field are part of the request. 
If a bit in the field is set to ONE, the corresponding MAS within each zone identified by the Zone Bitmap is 
included in the request, where bit zero corresponds to MAS zero within the zone. 

7.1.8.38 Link Quality Estimate IE 

The Link Quality Estimate IE is used to report link quality estimation based on measurement from a source 
device to the current device, as specified in Table 109. 

Table 109 — Link Quality Estimate IE format 

Syntax Size Notes
Link_Quality_Estimation_IE_Format() {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= 3) 1 byte   
LQE 1 byte As defined in Table 151  
DevAddr 2bytes DEV address of signal source 
}   

 

7.1.8.39 Transmit Power Control IE (TPC IE) 

The Transmit Power Control IE is used by a device to update transmit power of other devices. This IE shall 
contain information of the recommended transmit power which the destination devices shall keep it for future 
use. For example, a master device may use Transmit Power Control IE to update the transmit power of a 
slave device. Similarly, a peer device may use Transmit Power Control IE to update the transmit power of an 
associated device. The Transmit Power Control IE is defined in Table 110. 
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Table 110 — Transmit Power Control IE format 

Syntax Size Notes 
Transmit_Power_Control_IE_Format {   
Element ID 1 byte Set to the value as listed in Table 45 that 

identifies the information element 
Length (= 1+3xN) 1 byte  
N 1 byte Number of TPC fields 
For (i=1, i <=N, i++ ){   
TPCi 3 bytes Defined in Table 111 
}   
}   

 

The TPC field is defined in Table 111. 

Table 111 — TPC field format 

Syntax Size Notes 
TPC_Field_Format {   
DevAddr 16 bits DEV address of destination device 
Transmit Power 8 bits Defined in Table 112 
}   

 

The DevAddr field is set to the DevAddr of the destination device. If the DevAddr is set as broadcast address, 
every device shall update the transmit power as indicated in the TPC field. If the DevAddr is set as multicast 
address, every device in the multicast group shall update the transmit power as suggested in the TPC field. If 
the DevAddr is set as Unassociated, the transmit power included in the TPC field applies to new devices to be 
associated with the master device or the peer device which transmits this TPC IE. 

The Transmit Power field encoding is specified in Table 112. 

Table 112 — Transmit Power field encoding 

Value mW 

0 1 

1 2 

2 3 

… … 

98 99 

99 100 

100-255  reserved 

 

7.1.8.40 Disassociation IE 

To terminate the association of slave devices or peer devices, a master or peer transmits to slave or peer 
devices by including disassociation IE into its beacon frame. The disassociation IE is specified in Table 113.  
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Table 113 — Disassociation IE format 

Syntax Size  Notes 
Disassociation_ IE_Format {   
Element ID 1 byte Set to the value as listed in Table 45 that 

identifies the information element 
Length (= 3×N) 1 byte N is the total number of disassociated devices  
For(i=0; i<N; i++){   
DevAddri 2 bytes DevAddr of disassociated devices 
Reason code 1 byte Refer to Table 114 
}   
}   

 
The Reason Code is informative for a disassociated device and is encoded as shown in Table 114.  

A device receiving the Disassociation IE shall release all reserved MASs and terminate existing connections 
with the associated device. 

Table 114 — Reason Code field encoding 

Value Meaning 

0 Lack of resource 

2 Self-coexistence problem 

3 – 255 Reserved 

 

7.1.8.41 Contact Verification Signal IE 

To (re)verify the channel availability, a master device periodically sends Contact Verification Signal IE to its 
associated slave devices. For a peer to peer network, a peer device periodically sends Contact Verification 
Signal IE to its associated peer devices. 

Table 115 — Contact Verification Signal IE format 

Syntax Size Notes
Contact_Verification_Signal_IE_Format() {   
Element ID  1 byte Set to the value as listed in Table 45 that 

identifies the information element  
Length (= ) 1 byte  If Length = 4, only DevAddr and Channel 

Set ID are present; otherwise the Protected 
field plus the Channel Classification IE field 
(either protected or unprotected) are 
available.  

DevAddr 2 bytes The destination address of a slave device 
or a group of slave devices (i.e., multicast) 

Channel Set ID 2 bytes If Channel Classification IE (Protected or 
unprotected) is appended, the Channel Set 
ID matches the Channel Classification IE. 
Otherwise, the Channel Set ID refers to the 
previous matched Channel Classification 
IE. 

Protected 1 byte If set to Zero, the Channel Classification IE 
is protected; otherwise unprotected 

If (Protected = 0){   
Protected Channel Classification IE variable Protected Channel Classification IE refers 

to Table 116.   
} else {    
Channel Classification IE variable Refers to 7.1.8.17. 
}   
}   
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Table 116 — Protected Channel Classification IE format 

Syntax Size Notes 
Protected_Channel_Classification_IE_ 
Format() { 

  

Temporal Key Identifier (TKID) 3 bytes Refer to 7.1.2.6.1. If DevAddr is a unicast 
address, TKID refers to corresponding 
pairwise key (see 7.1.5.13); otherwise 
group key (see 7.1.5.14). 

Secured Channel Classification IE variable The Secured Channel Classification IE is 
the encrypted version of Channel 
Classification IE (see 7.1.8.17) using the 
key identified by TKID.  

Message Integrity Code (MIC) 8 bytes The MIC field contains a cryptographic 
checksum used to protect the integrity of 
the Channel Classification IE. 

}   
 

7.2 Frame processing 

This subclause provides rules on preparing MAC frames for transmission and processing them on reception. 
The rules cover MAC header fields and information elements. 

7.2.1 Frame addresses 

Frames are addressed using DevAddrs. There are four types of DevAddrs; Private, Generated, Multicast, and 
Broadcast. Table 117 shows the range for each type of DevAddr. 

Table 117 — DevAddr types and ranges 

Type Range 

Private 0x0000 – 0x00FF 
Generated 0x0100 – 0xFEFF 
Unassociated  0xFF00 
Multicast 
(McstAddr) 

0xFF01 – 0xFFFE 

Broadcast 
(BcstAddr) 

0xFFFF 

 

A device shall associate a DevAddr of either type Private or type Generated with its local MAC entity. A device 
that uses a NULL EUI-48 shall use a Private DevAddr. If a device uses a Generated DevAddr, it shall select 
the DevAddr from the Generated DevAddr range at random with equal probability and shall ensure that the 
generated value is unique among all devices in its extended beacon group. Selection and conflict resolution 
for Private DevAddrs is out of scope of this International Standard. 

In all frames transmitted, a device shall set the SrcAddr field to its own DevAddr. In unicast frames, the 
DestAddr field shall be set to the DevAddr of the recipient. In multicast frames, the DestAddr field shall be set 
to an address from the Multicast DevAddr range, as specified in 7.2.10.27. In broadcast frames, the DestAddr 
field shall be set to the Broadcast DevAddr. 

A device shall not transmit frames addressed to a recipient with a Private DevAddr at any time outside a 
Private reservation. A device with a Private DevAddr shall not transmit non-beacon frames outside a Private 
reservation. 

A master or peer device addresses unassociated devices with the DevAddr set as 0xFF00, for example, for 
transmit power control, specified in 7.7.3. 
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7.2.1.1 DevAddr Conflicts 

A device with a Generated DevAddr shall recognize that its DevAddr is in conflict if any of the following 
conditions occurs: 

 It receives a MAC header in which the SrcAddr is the same as its own DevAddr; or 

 It receives a beacon frame in which the BPOIE contains a DevAddr that is the same as its own but 
corresponds to a beacon slot in which the device did not transmit a beacon and was not in hibernation 
mode. 

A device that recognizes that its DevAddr is in conflict shall generate a new DevAddr to resolve the DevAddr 
conflict. 

7.2.2 Frame reception 

Unless otherwise indicated, a frame is considered to be received by the device if it has a valid header error 
indicator (HEI) and frame check sequence (FCS) and indicates a protocol version that is supported by the 
device. The HEI is set by the PHY, which indicates whether or not a header error occurred. A valid HEI means 
the PHY and MAC headers are correctly decoded, invalid otherwise.  

A MAC header is considered to be received by the device if it has a valid HEI and indicates a protocol version 
supported by the device, regardless of the FCS validation. 

7.2.3 Frame transaction 

A frame transaction consists of an optional RTS/CTS frame exchange, a single frame, and the associated 
acknowledgement frame if requested by the ACK policy. 

Figure 6 shows some frame transaction examples. 

RTS

Frame transactionFrames 
transmitted by
source device

Frames 
transmitted by 

recipient device

CTS

Frame 3 
(I-ACK)

Frame 5 
(I-ACK)

I-ACK I-ACK

Frame transaction
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Figure 6 — Frame transaction examples 

7.2.4 Frame transfer 

A source device shall transmit MSDUs associated with the same Delivery ID and addressed to the same 
destination EUI-48 in the order in which they arrived at the local MAC SAP. The device shall treat each MSDU 
of length n as a sequence of octets, labeled MSDU[0] to MSDU[n-1], and shall place these octets in the 
payload field in ascending index-value order. The device shall transmit fragments of an MSDU or MCDU in 
order of increasing fragment number. 

When using the B-ACK mechanism, a source device may retransmit some previously transmitted frames, 
causing the sequence numbers and fragment numbers of the retransmitted frames to be out of order with 
respect to previously transmitted frames. 

A source device may reorder MSDUs for transmission if their associated Delivery IDs or destination EUI-48s 
are different. 

A recipient device shall release MSDUs to the MAC client that was transmitted by the same source device 
with the same Delivery ID in order of increasing sequence number values. 

A source device may fragment or aggregate MSDUs for transfer between peer MAC entities, but the recipient 
device shall deliver whole individual MSDUs through the MAC SAP to the MAC client. 

7.2.5 Frame retry 

A frame retry is a retransmission of a previously transmitted frame from the same source device to the same 
recipient device. In a frame that is retransmitted, the source device shall set the Retry bit to ONE. 

Unless otherwise stated, in this specification “transmission” means transmission of a new frame or 
retransmission of a previously transmitted frame. 

A device may retransmit a frame as needed, taking into consideration such factors as delay requirements, 
fairness policies, channel conditions, and medium availability. A device shall apply the medium access rules 
for new frame transmissions when retransmitting frames, unless stated otherwise. 

7.2.6 Inter-frame space (IFS) 

Three types of IFS are used in this International Standard: the minimum inter-frame space (MIFS), the short 
inter-frame space (SIFS), and the arbitration inter-frame space (AIFS[i]). There are four values of AIFS 
depending on the access category of the traffic. The actual values of the MIFS, SIFS, and AIFS are PHY-
dependent.  

A device shall not start transmission of a frame on the medium with non-zero length payload earlier than MIFS, 
or with zero length payload earlier than SIFS, after the end of a frame it transmitted previously on the medium. 
A device shall not start transmission of a frame on the medium earlier than SIFS duration after the end of a 
previously received frame on the medium. 
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7.2.6.1 MIFS 

Burst frame transmissions are those frames transmitted from the same device where the timing of each frame 
in the burst after the first is related to the preceding frame through use of the PHY burst mode. In this case a 
MIFS duration will occur between frames in the burst, as shown in Figure 7. All frames in a burst except the 
last frame shall be sent with the ACK Policy field set to No-ACK or B-ACK. The last frame in a burst may be 
sent with any ACK Policy. 

Frame 1 Frame 2 Frame 3 Frame 4

MIFS MIFS MIFS

PCA TXOP or CRP reservation block
 

Figure 7 — Use of MIFS 

Within a burst, the Duration field shall cover only consecutive frames addressed to the same destination. If the 
burst continues after the Duration is exhausted, the next frame shall use a standard preamble. The length of 
MIFS is given by the pMIFS parameter specified in 7.14. 

7.2.6.2 SIFS 

Within a frame transaction, all frames shall be separated by a SIFS interval. 

The length of SIFS is given by the pSIFS parameter specified in 7.14. 

7.2.6.3 AIFS 

The AIFS is the minimum time that a device using PCA defers access to the medium after it determines the 
medium to have become idle. 

7.2.7 Duplicate detection 

Because a device may not receive an Imm-ACK or B-ACK response for a frame it transmitted, it may send 
duplicate frames even though the intended recipient has already received and acknowledged the frame. A 
recipient device shall consider a received frame to be a duplicate if the Retry bit is set and the Sequence 
Control field has the same value as the previous frame received with the same SrcAddr, DestAddr, and 
Delivery ID field values. A recipient device shall not release a duplicate frame to the MAC client. 

7.2.8 RTS/CTS use 

An RTS/CTS exchange, when used, precedes data, aggregated data, or command frames to be transferred 
from a source device to a recipient device. Without a frame body, the RTS frame allows the source device to 
regain medium access relatively quickly in case of an unsuccessful transmission. With an appropriately set 
Duration field as specified in 7.2.9.1, the RTS and CTS frames prevent the neighbours of the source and 
recipient devices from accessing the medium while the source and recipient are exchanging the following 
frames.  

A source device may transmit an RTS frame as part of one or more frame transactions with another device in 
an obtained PCA TXOP or an established reservation block. In a PCA TXOP, a device should transmit an 
RTS frame prior to transmitting a sequence of frames using the No-ACK acknowledgment policy or the B-ACK 
mechanism if those frame transmissions would otherwise not be covered by the Duration field contained in a 
frame transmitted previously between the same source and recipient devices. 
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, regardless of its NAV setting. 
If a device receives an RTS frame addressed to it outside a reservation block, it shall transmit a CTS frame 

tted the preceding RTS frame pSIFS after the end of the received CTS frame. If the source 
device does not receive the expected CTS frame pSIFS plus the CTS frame transmission time after the end of 

A device shall set the Duration field in beacon frames to one of the following: 

 The time remaining in the BP measured from the end of the PLCP header of the beacon frame, as 
ce in the previous superframe; 

ata frames to the sum of: 

 The transmission time of the frame body of the current frame; 

 The transmission time of the expected response frame for the current frame (CTS, Imm-ACK, or B-ACK 

S frame or frame with ACK Policy set to Imm-ACK or B-ACK Request or (b) the last frame 
in the PCA TXOP or reservation block, whichever is earlier; or, alternatively, the transmission time of the 

A device shall round a fractional calculated value for Duration in microseconds up to the next integer. 

A device may estimate the transmission time of a B-ACK frame body based on the expected length and data 

vious frame minus pSIFS, minus the transmission time of the 
frame body of the received frame to which the CTS, Imm-ACK or B-ACK is responding, minus the 

 For frames with ACK Policy set to B-ACK Request, a device shall set the Duration to the sum of the 
K Request frame plus a SIFS plus the estimated 

transmission time of the expected B-ACK response frame. 

If a reservation target receives an RTS frame addressed to it in the reservation block, from the reservation 
owner, it shall transmit a CTS frame pSIFS after the end of the received frame

pSIFS after the end of the received frame if and only if its NAV is zero and the CTS frame transmission will be 
completed pSIFS before the start of the next BP or before the start of its own or a neighbour's established 
reservation block. 

On receiving an expected CTS response, the source device shall transmit the frame, or the first of the frames, 
for which it transmi

the RTS frame transmission, and it transmitted the RTS frame in a PCA TXOP, it shall invoke a backoff as 
specified in 8.3. If it transmitted the RTS frame in one of its reservation blocks, it shall not retransmit the RTS 
frame or transmit another frame earlier than pSIFS after the end of the expected CTS frame. 

7.2.9 MAC header fields 

7.2.9.1 Duration 

determined by the largest BP length announced by neighbours of the devi

 The transmission time of the frame body of the beacon frame; or 

 Zero. 

A device shall set the Duration field in RTS, command, data, or aggregated d

frame), if any; 

 The transmission time of subsequent frames, if any, to be sent to the same recipient up to and including 
(a) the next RT

next frame in the PCA TXOP or reservation block to be sent to the same recipient, if any; and 

 All the IFSs separating the frames included in the Duration calculation. 

rate, or may assume a zero-length frame body. 

A device shall set the Duration field in CTS, Imm-ACK and B-ACK frames to the larger of zero or a value 
equal to the duration value contained in the pre

transmission time up to the end of the PLCP header of this CTS, Imm-ACK or B-ACK frame. 

The following exceptions to previous rules are allowed: 

transmission time of the frame body of the B-AC

 A device may set the Duration for any frame sent in a Hard or Private reservation block other than UCA or 
UCR frames to ZERO. 
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frame to the time when the remaining CRP reservation block is to be released. 
A device shall set the Duration field in UCA and UCR frames to a time interval extending from the end of the 
PLCP header of the current 

Examples of Duration field values are specified in Figure 8. 

RTS

Duration
Frames 

transmitted by
source device

Frames 
transmitted by 

recipient device

CTS

Frame 3 
(I-ACK)

Frame 5 
(I-ACK)

I-ACK I-ACK

Duration

Duration

Duration

Duration

Zero
Duration

I-ACK = Imm-ACK
N-ACK = No-ACK

 

 

 

 

Figure 8 — Duration examples 
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7.2.9.2 More Frames 

If a device sets the More Frames bit to ZERO in a frame sent with Access Method set to ONE, it shall not 
transmit additional frames to the same recipient(s) within the reservation block. 

If a device sets the More Frames bit to ZERO in a frame sent with Access Method set to zero, it shall not 
transmit additional frames using PCA to the same recipient(s) within the current superframe unless the 
recipient did not include a PCA Availability IE in its beacon or included a PCA Availability IE in its beacon with 
the TIM IE Required bit set to ZERO. 

7.2.9.3 Sequence Number 

The Sequence Number field value is used for duplicate detection for frames sent using the Imm-ACK 
acknowledgement policy. It is used for both duplicate detection and reordering for frames sent using the 
B-ACK mechanism. 

 MSDU or MCDU transmitted a sequence number from a modulo 2048 counter. 

A single sequence number applies to all MSDUs contained in an aggregated data frame. A device shall 

A device shall use a dedicated counter for each sequence of MSDUs addressed to the same DestAddr with 
K acknowledgement policy. 

e transmitted in a superframe, a device shall set the Sequence Number field from a 

 that they apply to the superframe in which the beacon is 
transmitted. A device shall interpret IEs contained in beacons received in the current superframe to apply to 

The remainder of this subclause describes when each IE is generated. 

 Probe IE 

t requested the inclusion of the IE.  

lude an Association Response IE in its beacon in response to an association request. 

A device shall assign each

A device shall assign the same sequence number to each fragment of an MSDU or MCDU. 

increment the sequence number counter by one for each transmitted aggregated data frame. 

A device shall use a dedicated counter for MCDUs. 

the same Delivery ID using B-AC

A device may use one counter for all other MSDUs, or may use a dedicated counter for MSDUs with the same 
Delivery ID field value addressed to the same DestAddr. 

In each beacon fram
dedicated counter that increments once per superframe, modulo 2048, or shall set it to zero. 

7.2.10 Information elements 

IEs are contained in beacon and command frames. They convey certain control and management information. 
IEs may be explicitly requested using Probe command frames. 

A device shall include IEs in its beacon frame such

that superframe. 

7.2.10.1 Application-Specific IE (ASIE) 

A device may include an ASIE in its beacon or command frame for each of its applications which have made 
the request. The scope of the ASIE is dependent on the application that requested the inclusion of the ASIE. 

7.2.10.2 Application-Specific

A device may include an Application-specific Probe IE in its beacon or command frame. The scope of the 
Application-specific Probe IE is dependent on the application tha

7.2.10.3 Association Response IE 

A device shall inc
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lude a BPOIE in its beacon. In the BPOIE the device shall reflect 
us superframe, as well as information retained based on 

7.2.10.5 Beaconing Promotion Indication IE  

n Indication IE in its beacon in a superframe when it has 

7.2.10.8 Channel Change Response IE 

nse IE in its beacon or in its Channel Switch Response 

ification IE 

ication is 

nt Report IE 

 receiving channel measurement request. A device may also report channel 
bent signal or other interfering sources. A device shall include 
n or channel measurement report command frame.  

nt report. A device shall include Channel measurement report acknowledgement IE in beacon or 
dgement command frame. 

nel measurement request IE in its beacon frame or corresponding command frame 

7.2.10.4 Beacon Period Occupancy IE (BPOIE) 

A regular beaconing device shall always inc
beacons received from neighbours in the previo
hibernation mode rules. 

A master device shall include a Beaconing Promotio
received beaconing promotion request from a slave device or it intends to promote a slave device to be a 
regular beaconing slave device. 

7.2.10.6 BP Switch IE 

A device shall include a BP Switch IE in its beacon prior to changing its BPST, as specified in 7.3.7. 

7.2.10.7 Channel Change IE 

A device shall include a Channel Change IE in its beacon or Channel Switch Command frame to request other 
devices to switch channel.  

A device shall include a Channel Change Respo
command frame as response to receiving channel change request from either beacon or Channel Switch 
Command frame. A device that includes a Channel Change Response IE shall change channels as indicated 
in the IE. 

7.2.10.9 Channel Class

A master or peer device shall include Channel Classification IE in its beacon if channel classif
initialized or updated.  

7.2.10.10 Channel Measureme

Channel measurement report IE is used to report channel measurement results. A device shall report channel 
measurement results upon
measurement results once detecting incum
Channel measurement report IE in its beaco

7.2.10.11 Channel Measurement Report Acknowledgement IE 

Channel Measurement Report Acknowledgement IE is used to acknowledge the reception of channel 
measureme
channel measurement report acknowle

7.2.10.12 Channel Measurement Request IE 

A device may include chan
for channel measurement request.  

7.2.10.13 Channel Measurement Response IE 

A device shall include Channel Measurement Response IE in its beacon frame or corresponding command 
frame as response to channel measurement request.  
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ation owner or target. 

mitted from a master or peer device within the duration as specified by 
regulation. 

7.2.10.16 CRP Availability IE 

acon or command frame as required to support CRP 
reservation negotiation, as described in 7.5.2. 

7.2.10.17 Device Features IE 

7.2.10.18 Disassociation IE 

A device shall include a Disassociation IE in its beacon frame to terminate the association of other devices.  

Echo beacon Position IE shall be included in the Regular Beacon Frame of a master if needed. Echo beacon 
osition of echo beacon and transmission owner of echo beacon.  

s a hibernation anchor shall include a Hibernation Anchor IE in 
its beacon to provide information on neighbours that are currently in hibernation mode as described in 7.9. 

A device shall include a Hibernation Mode IE in its beacon or command frame before entering hibernation 
evice that receives a Hibernation Mode IE shall report the beacon slot of the 

transmitter as occupied and non-movable in the BPOIE included in its beacons during the reported hibernation 

r 

7.2.10.23 Link Feedback IE 

h a 
specific neighbour. 

7.2.10.24 Link Quality Estimate IE 

7.2.10.14 Channel Reservation Protocol (CRP) IE 

A device shall include CRP IEs in its beacon or command frame for all reservations in which it participates as 
a reservation owner or target, as described in 7.5.2. A master device shall also include CRP IEs in its beacon 
for all reservations in which its slave device participates as a reserv

7.2.10.15 Contact Verification Signal IE 

A slave or peer device shall cease transmission if it does not receive a Contact Verification Signal IE in 
beacons or command frames trans

A device shall include a CRP Availability IE in its be

A device may include a Device Features IE in its beacon or probe command frame for self-coexistence.  

7.2.10.19 Echo beacon Position IE 

position IE indicates both MAS p

7.2.10.20 Hibernation Anchor IE 

A device that indicates it is capable of acting a

7.2.10.21 Hibernation Mode IE 

mode, as specified in 7.9. A d

duration. 

7.2.10.22 Identification IE 

To provide its own identifying information to neighbours, a device includes an Identification IE in its beacon o
command frame. 

A device may include a Link Feedback IE in its beacon or command frame to provide feedback on a link wit

A device may include a Link Quality Estimate IE in its beacon or command frame to provide link quality 
estimation on a link with a specific neighbour. 
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 IE 

7.2.10.26 Master Key Identifier (MKID) IE 

A device includes a MKID IE in its beacon or command frame to identify some or all of the master keys it 

7.2.10.27 Multicast Address Binding (MAB) IE 

A device shall include a MAB IE in its beacon or command frame for at least mMaxLostBeacons+1 

e multicast EUI-48 provided by the MAC client along with an MSDU to the 
ansmission of the MSDU over the medium. 

 
nding MAB IE in its beacon. 

und multicast addresses. 

ressed to an activated multicast DevAddr to the MAC client 
on the multicast EUI-48 bound to that multicast DevAddr by the source device of the MSDU. 

command frame. 

A device includes a Probe IE in its beacon or command frame to request certain IEs from another device. 

d QP Negotiation Request IE in its beacon or probe command frame to initiate 
the negotiation request. 

nse IE 

and QP Negotiation Response IE in its beacon or probe command frame to 
respond to the negotiation request. 

7.2.10.33 On-demand QP Schedule IE 

A device shall include on-demand QP schedule IE in its beacon to announce the schedule of On-demand QP. 

7.2.10.25 MAC Capabilities

To negotiate MAC capabilities, a device includes a MAC Capabilities IE in its beacon or command frame. 

possesses. 

superframes on registering a multicast address binding for transmission and upon detection of a change in the 
beacon group. 

The MAC entity shall translate th
bound multicast DevAddr for use in the tr

A device shall not transmit frames with a McstAddr destination address unless a binding to a multicast EUI-48
has been declared by inclusion of a correspo

On receipt of a MAB IE the MAC entity shall establish an association between the source of the MAB IE and 
the multicast DevAddr and multicast EUI-48 in each Multicast Address Binding Block, to be used in address 
translations for the bo

The MAC entity shall deliver received MSDUs add

7.2.10.28 PCA Availability IE 

A device includes a PCA Availability IE in its beacon or command frame as needed to facilitate PCA in the 
presence of reservations or power constraints. 

7.2.10.29 PHY Capabilities IE 

To exchange PHY capabilities, a device includes a PHY Capabilities IE in its beacon or 

7.2.10.30 Probe IE 

7.2.10.31 On-demand QP Negotiation Request IE 

A device includes an On-deman

7.2.10.32 On-demand QP Negotiation Respo

A device shall include an On-dem
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7.2.10.35 Proxy Assignment IE 

A device shall include Proxy Assignment IE in its beacon to assign a proxy. 

 

egular QP Schedule IE in its beacon.  

linquish Request IE in its beacon or command frame to request that a neighbour 
release one or more MASs from reservations. 

If a reservation target receives a request to relinquish MASs included in the reservation, it shall include in its 
 a Relinquish Request IE identifying those MASs with the Target DevAddr 

n owner. 

7.2.10.38 RSW Schedule IE 

edule IE in its beacon if RSW is present. An RSW schedule IE only 
AS is indicated by CRP IE. 

7.2.10.40 Transmit Power Control IE 

ap (TIM) IE 

 
superframe. The TIM IE shall include the DevAddr of all such recipients. 

7.3 MAC Structure and Beaconing  

The MAC protocol follows a recurring superframe structure, which consists of a beacon period (BP), a data 
n based signalling window (CSW). A reservation based signalling 
t after BP to support signal exchange between a master and slave 

shall use the same superframe structure. Superframe merging is 
perframe structures and share the same channel.  

r period (DTP). 

7.2.10.34 On-leave IE 

A device shall include On-leave schedule IE in its beacon before temporally leaving the channel. 

7.2.10.36 Regular QP Schedule IE

A regular beaconing device shall include R

7.2.10.37 Relinquish Request IE 

A device includes a Re

beacon a CRP Availability IE and
field set to the DevAddr of the reservatio

A master device shall include RSW sch
indicates location (starting MAS and duration) of RSW. The usage of each RSW M

7.2.10.39 Slave device list IE 

A master may include slave device list IE in its beacon. 

A master device or a peer device includes Transmit Power Control IE in its beacon to update the transmit 
power of slave devices or other peer devices. 

7.2.10.41 Traffic Indication M

A device shall include a TIM IE in its beacon in any superframe when it has frames queued for transmission to 
one or more recipients that have the TIM IE Required bit set in a PCA Availability IE in the previous

transfer period (DTP) and a contentio
window (RSW) could be appended righ
devices in the master-slave mode. RSW is not needed for pure peer-to-peer based network. The signalling 
windows and beacon period are used for sending and receiving control/management information.  

All devices which share the same channel 
necessary if two networks follow different su

All the devices (except hibernating devices) shall keep awake during beacon period and CSW in order to 
capture all the control/management information which may be relevant to every device. A device may 
exchange data, monitor channel, or go to sleep mode during data transfe
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e if it owns a beacon slot in BP and regularly transmits beacons. A 
peer device or a master device is by default a beaconing device. A slave device is normally a non-beaconing 

e that does 
regular beaconing. In the peer-to-peer mode, the number of beacon slots may be as many as the number of 

 

A device is defined as a beaconing devic

device unless promoted to be a beaconing device. A beaconing device owns one beacon slot and transmits 
beacon regularly. 

The BP length is adjustable and depends on how many regular beaconing devices participate in the same BP. 
In the master-slave mode, the BP length should be 1 beacon slot if the master is the only devic

peer devices. 

 

Figure 9 — Example MAC structure 

 

7.3.1 Beacon Period  

The maximal length of BP is mMaxBPLength medium access slots. The length of each beacon slot is 
mBeaconSlotLength. The number of beacon slots is adapted to the number of devices in the beacon group. 
Beacon slots in the BP are numbered in sequence, starting at zero.  

A beaconing device shall transmit a beacon frame (defined in 7.1.3 Beacon frames) in its own beacon slot and 
listen for neighbour's beacons in all beacon slots in BP in each superframe, except as described in 7.3.4.  

When transmitting in a beacon slot, a device shall start transmission of the frame on the medium at the 
beginning of that beacon slot. A device shall transmit beacons at pBeaconTransmitRate. The transmission 
time of beacon frames shall not ws for a guard time of at least 
mGuardTime and pSIFS between the end of a beacon and the start of the next beacon slot. 

e  

For beacon transmission and BP contraction purposes, a beacon slot should be considered available if in the 

exceed mMaxBeaconLength. This allo

7.3.2 Beacon slot stat

latest mMaxLostBeacons+1 superframes the beacon slot was never encoded as occupied (i.e., no sharing is 
possible) in the BPOIE of the beacons transmitted or received by the device according to Table 46. A device 
shall consider a beacon slot unavailable in all other cases. 

7.3.3 BP length 

A device shall announce its BP length, measured in beacon slots, in its beacon. The announced BP length 
shall include the device’s own beacon slot and all unavailable beacon slots in the BP of the prior superframe. 
The announced BP length shall not include more than mBPExtension beacon slots after the last unavailable 
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eacon slots after 
the last unavailable beacon slot in their announced BP length. 

es, as new devices become members of its extended beacon group, 

nsmits any frames, it shall scan for beacons for at least one superframe. If the device 
headers during the scan, it shall create a new BP and send a beacon in the first 

superframe and within mMaxBPLength after the BPST. 

ission is located beyond the BP length of any of its neighbours, 

Beacons+1 superframes, a device shall 

I, in the 

nsmit 

rrent BP, it shall use information contained in 

con. When an echo beacon is 
scheduled to transmit during a certain superframe, the master device shall include echo beacon position IE 
(defined in 7.1.8.19) in its regular beacon frame. If a slave device receives echo beacon position IE which 

beacon slot in the BP of the prior superframe, unless otherwise indicated in 7.3.7. The announced BP length 
shall not exceed mMaxBPLength. Power-sensitive devices generally should not include any b

The BP length reported by a device vari
and as the device or other devices in its extended beacon group choose a new beacon slot for beacon 
collision resolution or BP contraction. 

7.3.4 Beacon transmission and reception 

Before a device tra
receives no beacon frame 
beacon slot. If the device receives one or more beacon headers, but no beacon frames with a valid FCS 
during the scan, the device should scan for an additional superframe. 

If the device receives one or more beacons during the scan, it shall not create a new BP. Instead, prior to 
communicating with another device, the device shall transmit a beacon in a beacon slot chosen from up to 
mBPExtension beacon slots located after the highest-numbered unavailable beacon slot it observed in the last 
superframe and within mMaxBPLength after the BPST. 

If a device detects a beacon collision as described in 7.3.5, it shall choose a different beacon slot for its 
subsequent beacon transmissions from up to mBPExtension beacon slots located after the highest-numbered 
unavailable beacon slot it observed in the last 

If the beacon slot chosen for its beacon transm
the device shall also transmit a signalling beacon in the CSW, except as described in 7.3.7.1. The CSW is 
used under the above conditions regardless of whether a device is sending a beacon for the first time in an 
existing BP or changing the beacon slot after detecting a beacon collision. A device shall send a beacon in the 
CSW until its neighbours extend their BP lengths to include its beacon slot but only up to mMaxLostBeacons 
superframes. After transmitting a beacon in a CSW slot for mMaxLost
wait for at least mMaxLostBeacons+1 superframes before sending a beacon in a CSW slot again. 

If two BPs overlap as described in 7.3.7, a device shall wait for a random number of superframes before 
sending a beacon in a CSW slot to reduce potential collisions. 

A device communicating with other devices shall listen for beacons during the BP length it announced in the 
last superframe. If a device received a beacon in a CSW slot in the previous superframe, it shall set its BP 
Length to include the beacon slot indicated in the beacon received in the CSW. If a device received a beacon 
with invalid FCS, or detected a medium activity that did not result in reception of a frame with valid HE
CSW in the previous superframe, it shall listen for beacons for an additional mBPExtension beacon slots after 
its last announced BP length, but not more than mMaxBPLength beacon slots. 

In order to detect beacon collisions with neighbours, a device shall skip beacon transmission aperiodically, 
and listen for a potential neighbour in its beacon slot. A device shall skip beacon transmission at least every 
mMaxNeighbourDetectionInterval. 

With the exception of transmitting its own beacon as described in this subclause, a device shall not tra
frames during the announced BP length of any of its neighbours. 

If a device does not receive a beacon from a neighbour in the cu
the most-recently received beacon from the neighbour as if the beacon were received in the current 
superframe, except when determining the contents of the Beacon Slot Info Bitmap and DevAddr fields in its 
BPOIE. If a device does not receive a beacon from another device for more than mMaxLostBeacons 
consecutive superframes, it shall not consider the device a neighbour for purposes of this specification. 

In a master-slave network, to help extend master beacon coverage, a nonbeaconing slave device selected by 
its master could transmit echo beacons as a relay of the master’s regular bea
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ned in 7.1.3.3). The echo beacon shall include CRP availability IE, BPOIE 
and Regular QP schedule IE. 

nsmission in the current superframe, it receives in its beacon slot in the current 
superframe: a MAC header of type beacon frame, or a PHY indication of medium activity that does not 

C header. 

n unoccupied beacon slot to be occupied 

lling beacon slots in the BP of the next 

b) the device did not receive a beacon from a neighbour that indicated a beacon slot after its own and had 
 ONE; and  

indicates itself as the transmission owner of an echo beacon, the slave device shall transmit the echo beacon 
in the MAS indicated in the echo beacon position IE. The selected slave device generates echo beacon based 
on echo beacon frame format (defi

7.3.5 Beacon collision detection 

A device shall consider itself involved in a beacon collision with another device in its extended beacon group if 
one of the following events occurs: 

— Its beacon slot is reported as occupied in the BPOIE in any beacon it receives in the current superframe, 
but the corresponding DevAddr is neither its own nor BcstAddr. 

— Its beacon slot has been reported as occupied and the corresponding DevAddr has been BcstAddr in the 
BPOIE of a beacon it received in the same beacon slot in each of the latest mMaxLostBeacons 
superframes. 

— After skipping beacon transmission in the previous superframe, its beacon slot is reported as occupied in 
the BPOIE of any beacon it receives in the current superframe. 

— When skipping beacon tra

result in correct reception of a MA

7.3.6 BP contraction 

A device shall consider its beacon to be movable if in the previous superframe it found at least one available 
beacon slot between the BPST and the beacon slot it indicates in its beacon in the current superframe. 
However, for purposes of BP contraction, a device may consider a
for up to mMaxMovableLatency superframes, if it detects conditions that indicate contraction into that beacon 
slot might lead to a beacon slot collision, such as a previous beacon slot collision or indication of poor link 
conditions in that beacon slot. 

A device that includes a Hibernation Mode IE in its beacon shall consider its beacon to be non-movable during 
the announced hibernation period. A device not involved in a beacon slot collision or a BP merge shall shift its 
beacon into the earliest available beacon slot following the signa
superframe, if in each of the latest mMaxLostBeacons+1 superframes: 

a) The device’s beacon was movable; and  

the Movable bit set to

c) the device did not receive a beacon from a neighbour that contained a BPOIE that encoded a beacon slot 
after its own as Movable according to Table 46. However, if in the last mMaxLostBeacons+1 superframes 
the device received a beacon from a neighbour that indicated a BP Length that did not include the 
device's beacon slot, and that beacon had the Movable bit set to ONE, the device should not change to an 
earlier beacon slot in the next superframe. Figure 10 shows some examples of BP contraction. 

 

Figure 10 — Illustration for BP contraction by example devices 
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n. The BP 
defined by the BPST and BP length in an alien beacon is referred to as an alien BP. 

Synchronization problems could cause the beacon of a fast device to appear to be an alien beacon. A device 
shall consider a BPST to be aligned with its own if that BPST differs from its own by less than 2×mGuardTime. 
A device shall consider an alien BP to overlap its own if its BPST falls within the alien BP or if the alien BPST 
falls within its own BP. A device shall not consider a signalling beacon to be an alien beacon. 

If a device does not receive an alien beacon for up to mMaxLostBeacons superframes after receiving one in a 
previous superframe, it shall use information contained in the most-recently received beacon as if the alien 
beacon were receive

alling beacon in the CSW according 
to 7.3.4, it shall wait for a random number of superframes before sending a signalling beacon in the CSW. 

the random number with equal probability in the range zero to the BP Length 
 before relocating to the alien BP. 

pping BPs 

 own BP, it shall merge BPs according to 
the following rules. 

mpletely cover the alien BP. If the device received multiple beacons from the alien BP, it 
shall include all MASs used by the largest reported BP length in the reservation. If the MASs occupied by 

P IE accordingly. 

 a beacon in its own BP that contains a CRP IE with Reservation Type set 
ing rules: 

7.3.7 Merger of multiple beacon groups 

Due to changes in the propagation environment, mobility, or other effects, devices using two or more 
unaligned BPSTs may come into range. This causes overlapping superframes. A received beacon that 
indicates a BPST that is not aligned with a device’s own BPST is referred to as an alien beaco

d at the same offset within the current superframe. 

7.3.7.1 Overlapping BPs 

If the BPST of a device falls within an alien BP, the device shall relocate its beacon to the alien BP according 
to the following rules: 

1. The device shall change its BPST to the BPST of the alien BP. 

2. The device shall adjust its beacon slot number such that its new beacon slot number is its old beacon slot 
number plus one, plus the number of the highest occupied beacon slot indicated in any beacon received 
in the alien BP. Alternately, it shall follow normal BP join rules as specified in 7.3.4 to relocate its beacon 
to the alien BP. 

3. The device shall not send further beacons in its previous BP. 

4. After changing its BPST, if the device is required to send a sign

The device shall choose 
declared in its last beacon

7.3.7.2 Non-overla

If a device detects an alien BP that does not overlap in time with its

1. The device shall include in its beacon a CRP IE with Reservation Type set to Alien BP for the alien BP. 
Since the MAS boundaries might not be aligned, the device may need to include an additional MAS in the 
reservation to co

the alien BP change over time, the device shall update the CR

2. The device shall relocate its beacon to the alien BP, according to 7.3.7.3, within mBPMergeWaitTime if 
the alien BPST falls within the first half of the superframe, or within 1.5×mBPMergeWaitTime if the alien 
BPST falls within the second half of the superframe, but shall not relocate to the alien BP if a beacon 
received in that alien BP includes a BP Switch IE. 

A device that transmits or receives
to Alien BP shall observe the follow

1. The device should not change beacon slots except as required by merge rules in 7.3.7, unless a collision 
is detected. 

2. The device shall listen for beacons during the MASs indicated in the reservation. 
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en beacon, it shall follow 

ield to mInitialMoveCountdown. 

That is, the field contains the number of microseconds that the 
device must delay its own BPST to align with the alien BPST. If multiple alien beacons are received, 

ce shall set the Beacon Slot Offset field to: 

y beacon received in the 
alien BP, based on the Beacon Slot Number field and BPOIE; or 

device will join the alien BP using normal join rules as specified in 7.3.4. 

B. If the device included a BP Switch IE in its last beacon, it shall modify the BP Switch IE in the following 

the device’s BPST and the following alien BPST is larger than the 

 described in A1, A2 and A3 above respectively. 

ST is larger than the 

If a dev r

C. If the device did not includ e a BP Switch IE in its beacon 
in th

C3. 

D. If the device included a BP Switch IE in its last beacon, it shall modify the BP Switch IE as follows: 

d C3 above respectively. 

ld is smaller than 2×mGuardTime, the device shall modify its BP Switch IE as follows: 

on Slot Offset field, the device shall set the BP Move Countdown field, the BPST Offset field, 
C1, C2 and C3 above respectively. 

7.3.7.3 Beacon relocation 

If a device starts or has started the beacon relocation process and receives an ali
these rules: 

A. If the device did not include a BP Switch IE in its last beacon, it shall include a BP Switch IE in its beacon 
in the following superframe with the fields set as follows: 

A1. The device shall set the BP Move Countdown f

A2. The device shall set the BPST Offset field to the positive difference in microseconds between the 
alien BPST and the device’s BPST. 

the device shall set the BPST Offset field to the largest calculated value. 

A3. The devi

a. one plus the number of the highest occupied beacon slot indicated by an

b. zero to indicate the 

superframe as follows: 

B1. If the elapsed time between 
device’s BPST Offset field + 2×mGuardTime, the device shall set the BP Move Countdown field, the 
BPST Offset field, and the Beacon Slot Offset field as

B2. If the elapsed time between the device’s BPST and the following alien BP
device’s BPST Offset field - 2×mGuardTime and smaller than the device’s BPST Offset field + 
2×mGuardTime, the device shall set the BPST Offset field as described in A2. It shall set the Beacon 
Slot Offset field as described in A3 if the value in the field is to be increased, or leave it unchanged 
otherwise. It shall set the BP Move Countdown field to ONE less than the value used in its last beacon 
if the Beacon Slot Offset field is unchanged, or set it as described in A1 if the Beacon Slot Offset field 
is changed. 

ice eceives a neighbour’s beacon that contains a BP Switch IE, it shall follow these rules: 

e a BP Switch IE in its last beacon, it shall includ
e following superframe with the fields set as follows: 

C1. The device shall set the BP Move Countdown field tothe BP Move Countdown field of the neighbour’s 
BP Switch IE. 

C2. The device shall set the BPST Offset field to the value of the same field contained in the neighbour’s 
beacon. 

The device shall set the Beacon Slot Offset field to: 

a. The larger of: one plus the number of the highest occupied beacon slot indicated by any alien 
beacon received in the alien BP identified by the neighbour’s BP Switch IE, based on the Beacon 
Slot Number field and BPOIE; or the Beacon Slot Offset field contained in the neighbour’s beacon; 
or 

b. zero, to indicate the device will join the alien BP using normal join rules. 

D1. If the BPST Offset field contained in the neighbour’s beacon is larger than the device’s BPST Offset 
field + 2×mGuardTime, the device shall set the BP Move Countdown field, the BPST Offset field, and 
the Beacon Slot Offset field as described in C1, C2 an

D2. If the difference between the BPST Offset field contained in the neighbour’s beacon and the device’s 
BPST Offset fie

a. If the Beacon Slot Offset field contained in the neighbour’s beacon is larger than the device’s 
Beac
and the Beacon Slot Offset field as described in 
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hbour’s beacon is less than the device’s BPMoveCountdown field, then the device shall set 
eacon Slot Offset field. It 
n its last beacon. 

ly, the 
dev
Countd
If a dev ompletes or halts the 
relo

— If a  
sha

— If a neig

To halt r
65535, Bea
following su

At the end 
equal to zer  in that 

a beacon in the beacon slot with number 

han or equal to mMaxBPLength, the device shall follow the normal BP join rules as 
described in 7.3.4 to relocate its beacon to the alien BP. 

7.3.

 greater than zero 

ignalling.  

 signalling window is mCSWsize. The channel access method for contention 
ntion based. Slotted aloha is used for the contention. Based on the fact that the 

7.3.8.2 Reservation based SW (RSW) 

In the master-slave mode, a nonbeaconing slave device uses RSW (Reservation-based Signalling Window), a 
set of reserved MASs, to exchange control or management information with the master device, or with another 
slave device.  

b. If the Beacon Slot Offset field contained in the neighbour’s beacon is equal to or smaller than the 
device’s Beacon Slot Offset field, the device does not receive alien beacons from the alien BP 
indicated by its current BPST Offset field, and the BPMoveCountdown field contained in the 
neig
the BPST Offset field as described in C2 above. It shall not change the B
shall set the BP Move Countdown field to ONE less than the value used i

If a device included a BP Switch IE in its last beacon and none of the conditions within B or D app
ice shall not change the BPST Offset field or the Beacon Slot Offset field, and shall set the BP Move 

own field to one less than the value used in its last beacon. 
ice includes a BP Switch IE in its beacon, it shall continue to do so until it c

cation process. 

device receives an alien beacon that indicates relocation earlier than its planned relocation, the device
ll halt the relocation process. 

hbour halts the relocation process, the device shall halt the relocation process. 

the elocation process, a device shall include a BP Switch IE in its beacon with BPST Offset field set to 
con Slot Offset field set to zero, and BP Move Countdown field set to mInitialMoveCountdown. In 
perframes, it shall follow the rules above. 

of the superframe in which a device includes a BP Switch IE with a BP Move Countdown field 
o, the device shall adjust its BPST based on its BPST Offset field. It may transmit a beacon

superframe, or delay one superframe to begin beacon transmission in its new BP. After relocating its beacon 
to the alien BP, the device shall include neither the BP Switch IE nor the alien BP CRP IE in its beacon. If the 
Beacon Slot Offset field was non-zero, the device shall transmit 
equal to its prior beacon slot number plus the value from the Beacon Slot Offset field. If this beacon slot 
number is greater t

7.4 BP extension 

A device that receives an alien beacon with a BP Switch IE with Beacon Slot Offset field
shall set its BP length to at least the sum of the Beacon Slot Offset field and the BP length reported in the 
alien beacon, but not greater than mMaxBPLength. 

7.3.8 Signalling window 

7.3.8.1 Contention based SW (CSW) 

A contention signalling window is a time window that is used for exchanging control or management 
information, for example, network entry messages, channel reservation requests and traffic indication. Any 
device may use the contention signalling window to send control/management information on demand. 
Different from beacon period, the whole contention signalling window is shared by all the devices 
opportunistically; thus it improves channel efficiency for s

 The length of contention
signalling window is conte
maximal signalling message length is much less than the maximum length of a regular Medium Access Slot 
(MAS), the CSW slot length (defined as mCSWSlotLength) is smaller than regular MAS slot length. 
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SlotLength is the same as that of a regular MAS. If RSW is needed, a master 
device makes RSW reservation and announce to all slave devices by using RSW Schedule information 

.8.18.  

quest 
master device. 

hall maintain a beacon period start time (BPST). The device shall derive all times for 
communication with its neighbours based on the current BPST. The device shall adjust its BPST in order to 

When a device receives a beacon from a neighbour, the device determines the difference between the 

limited to a maximum adjustment of mMaxSynchronizationAdjustment per superframe. The adjustment to 

 the device may use historical measurements to 
ent its BPST accordingly. This estimate is 

ns consecutive superframes. 

all maintain a clock at least as accurate as mClockAccuracy. All 

Due to inaccuracies in superframe synchronization and drift between synchronization events, MAS start times 
for different devices are not synchronized perfectly. To ensure a full SIFS interval between transmissions in 

The RSW slot length mRSW

element in the beacon, as described in 7.1

During this procedure, the master device determines the length of RSW by using RSW Schedule IE and 
allocates each MAS to slaves by using CRP IE (Sec.7.1.8.2). In CRP IE, Owner DevAddr and Target DevAddr 
are set to the DevAddr of reservation owner and the DevAddr of reservation target, respectively. If the 
reserved MAS is used for two slave devices to exchange control or management information with each other, 
Owner DevAddr and Target DevAddr are set to DevAddrs of those two slave devices.  

If the Master is the reservation owner of an RSW slot, the Master is the device to initiate transmission of 
command/control frame in the RSW slot. If a slave device is the reservation owner of an RSW slot, the slave 
device is the device to initiate transmission of command/control frame in the RSW slot. 

A slave device or a device group may request RSW slot allocation by sending an RSW Slot Re
command frame (defined in 7.1.5.10) to the 

7.4 Device Synchronization 

Each device s

maintain superframe synchronization with its slowest neighbour. A device shall synchronize with such a 
device before it sends its first beacon. 

beacon’s actual reception time and the expected reception time. The beacon’s actual reception time is an 
estimate of the time that the start of the beacon preamble arrived at the receiving device’s antenna. The 
expected reception time is determined from the Beacon Slot Number field of the received beacon and the 
receiving device’s BPST. If the difference is positive, then the neighbour is slower. In order to maintain 
superframe synchronization with a slower neighbour, the device shall delay its BPST by the difference, but 

BPST may occur at any time following the detection of a slower device, but shall be done before the end of 
the superframe. Earlier adjustment of the BPST allows a tighter synchronization with the slower neighbour. 

A device shall not use signalling beacon or echo beacon for synchronization. 

If a device does not receive a beacon from a neighbour,
estimate the impact on superframe synchronization and increm
applied for up to mMaxLostBeaco

Beacon transmit time and measured beacon receive time shall be accurate to at least mClockResolution. 

7.4.1 Clock accuracy 

A compliant MAC sublayer implementation sh
time measurements, such as MAS boundary and frame reception time measurements, shall be measured with 
a minimum resolution of mClockResolution. 

7.4.2 Synchronization for devices in hibernation mode 

Devices in hibernation mode may become unsynchronized beyond the mGuardTime value during hibernation. 
A device in hibernation mode shall wake up at least one superframe before it will send a beacon and shall 
synchronize to the slowest clock in the beacon group during this superframe. 

7.4.3 Guard times 
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Figure 11 is an illustration of how a device uses the guard interval to maintain a SIFS interval between 

adjacent MASs, the devices shall maintain a SIFS interval and guard interval at the end of a reservation block. 
Guard times apply to all boundaries of CRP reservation blocks and BPs. 

transmissions in adjacent reservation blocks. 

 

Figure 11 — Guard Time 

The length of the guard interval, mGuardTime, depends on the maximum difference between devices’ MAS 
boundary times. The difference arises from synchronization error and drift. The guard time is determined as 
follows: 

mGuardTime = MaxSynchronizationError + MaxDrift, 

where MaxSynchronizationError is the worst case error in superframe synchronization and MaxDrift is the 
worst case drift. 

Synchronization is achieved during the BP as described in 7.4. For purposes of determining guard time, 
MaxSynchronizationError is calculated as twice mClockResolution. 

Drift is a function of the clock accuracy and the time elapsed (SynchronizationInterval) since a synchronization 
event. The maximum drift, MaxDrift, is calculated using the worst case value for clock accuracy, 
mClockAccuracy, and the longest SynchronizationInterval:  

MaxDrift = 2 × mClockAccuracy (ppm) × 1E-6 × SynchronizationInterval, 
where 

SynchronizationInterval = (mMaxLostBeacons+1) × mSuperframeLength. 

Propagation delay will also affect timing uncertainty, but in a short-range network propagation delays are small. 
At 10 m range, the propagation delay is a smaller than mClockResolution and it is 
ignored in calculating the length of the guard interval. 

ere it calculates the start of the reservation block to be based on its local clock. For frames that use 
No-ACK or B-ACK acknowledgement policy, the transmitting device shall ensure that there is enough time 
remaining in the reservation GuardTime before the end 
of the reservation block as calculated by that device. 

round 33 ns. This is much 

A device transmitting in a reservation block may start transmission of the preamble for the first frame at the 
point wh

 block to transmit the frame and allow for a SIFS plus m
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Figure 12 — SIFS and guard time in a CRP reservation block – No-ACK 

If Imm-ACK is used, or a B-ACK is requested by the last frame, the transmitting device shall also ensure there 
is enough time for a SIFS interval, the ACK, another SIFS interval, and the guard time, as shown in Figure 13. 

Frame SIFSACKSIFS Frame SIFSACKSIFS Frame SIFSACKSIFS Guard

End of 
reservation block

Start of 
reservation block

 

Figure 13 — SIFS and Guard Time in a CRP reservation block – Imm-ACK 

A device shall be able to receive a frame that is transmitted within the bounds of allowable transmission, 
accounting for the worst case drift. A device shall begin listening mGuardTime prior to the start of a CRP 
reservation block, the start of a BP, or the start of a MAS in which the device announced it would be available. 

7.5 Data Trans

specified in 7.5.2.  

Data transfer period is shown in Figure 14.  

All MASs within DTP are open for access via PCA unless they are reserved.  

If QP is scheduled in a superframe, neither PCA nor CRA is allowed during QP.  

fer Period  

There are two basic types of channel access mechanisms for data transfer during DTP period. One is 
prioritized contention access (PCA), specified in 7.5.1. The second one is Channel Reservation access (CRA), 

 

Figure 14 — Data Period 
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7.5.1 Prioritized Contention Access (PCA) 

The PCA mechanism provides differentiated, distributed contention access to the medium for four access 
categories (ACs) of frames buffered in a device for transmission. A device employs a prioritized contention 
procedure for each AC to obtain a TXOP for the frames belonging to that AC using the PCA parameters 
associated with that AC. 

For data and aggregated data frames, the four ACs are mapped from eight user priorities as defined in 
Table 118. 

Table 118 — User Priority to access category mappings 

Priority 

User Priority ( 
Same as 
802.1D User 
Priority) 

802.1D 
Designation 

AC 
Designation 
(Informative) 

Lowest 1 BK  Background AC_BK
2  Background - AC_BK 

 0 BE AC_BE Best effort 
 
 

3 EE AC_BE Best effort 

 
 
Highest 

4 CL AC_VI Video 
5 VI AC_VI Video 
6 VO AC_VO Voice 
7 NC AC_VO Voice 

 

For command frames, any appropriate AC may be selected. 

7.5.1.1 PCA medium availability 

A device shall consider th es: 

 Within the de P o

 Within alien B at nnounced by itself or i ours; 

 Within RSW r CSW; 

 Within regula  QP or on mand QP; 

 Within hard te rvation bloc Reservation Status set to ONE announced by itself or its 
neighbours, unless the reservation block been release

 Within soft reservation blocks with Reservation Status set to ONE if a neighbour is the reservation target 
device is the reservation owner; and 

art of soft or PCA reservation blocks with Reservation Status set to ONE 
if a neighbour is the reservation owner, for purposes of determining TXOP limits. 

At all other times, a device shall consider the medium available for PCA. 

7.5.1.2 NAV 

A device that transmits or receives frames using PCA shall maintain a network allocation vector (NAV) that 
e that a neighbour device has indicated it will access the medium. A device that 

receives a MAC header not addressed to it shall update its NAV with the received Duration field if the new 
V value. A device shall consider the updated NAV value to start at 

e medium to be unavailable for PCA at all of the following tim

vice’s B r neighbours’ BP

 blocks a

s; 

P reserv ion ts neighb

o

r -de

and priva  rese ks with 
has d; 

and the reservation owner is not a neighbour, unless the 

 For a zero-length interval at the st

contains the remaining tim

NAV value is greater than the current NA
the end of the PLCP header on the medium. 
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l to mAccessDelay. 

For PCA purposes, a device shall consider the medium to be busy for any of the following conditions: 

 When its CCA mechanism indicates that the medium is busy; 

 When the device’s NAV is greater than zero; 

 When the medium is unavailable for PCA. 

rameters defined for an AC to obtain a TXOP or perform backoff for this 
arized below. The parameter values are specified in 7.14.  

fore obtaining a TXOP or starting/resuming 
[AC] is defined below: 

A device that receives a MAC header with invalid HEI outside its unreleased reservation blocks shall update 
its NAV as if the frame were correctly received with Duration equa

A device shall reduce its NAV as time elapses until it reaches zero. The NAV shall be maintained to at least 
mClockResolution. 

7.5.1.3 Medium status 

 When the device is transmitting or receiving a frame on the medium; 

 When the Duration announced in a previously transmitted frame has not yet expired; and 

At all other times a device shall consider the medium to be idle. 

7.5.1.4 PCA parameters 

A device shall use the set of PCA pa
AC. These parameters are summ

7.5.1.4.1 AIFS[AC] 

A device shall wait for the medium to become idle for AIFS[AC] be
decrementing the backoff counter for the AC. AIFS

AIFS[AC] = pSIFS + mAIFSN[AC] × pSlotTime 

AIFS[AC] is related to other timings as specified in Figure 15 and Figure 16. 

Busy medium Backoff slots

SIFS

AIFS[AC_VO]

AIFS[AC_BE]

AIFS[AC_VI]

Next frame

Contention window

pSlotTime

Defer access
Select slot and decrement backoff

 as long as medium is idle

 

 IFS relationships for PCA Figure 15 —
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7.5.1.4.2 mCWmin[AC] and mCWmax[AC] 

A device shall set CW[AC] to an appropriate integer in the range [mCWmin, mCWmax] after invoking a 
backoff for the AC, and shall set the backoff counter for the AC to an integer sampled from a random variable 
uniformly distributed over the interval [0, CW[AC]]. 

7.5.1.4.3 mTXOPLimit[AC] 

A device shall not initiate a frame transaction in a TXOP it obtained for an AC unless the frame transaction 
can be completed within mTXOPLimit[AC] of the start of the TXOP and pSIFS plus mGuardTime before the 
medium becomes unavailable for PCA. 

7.5.1.5  Obtaining a TXOP 

A device shall consider itself to ha e following conditions: 

 The device has one or more newly arrived data frames or newly generated command frames belonging to 
this AC;  

 The device had a backoff counter of zero value for this AC and had no frames belonging to this AC prior 

en idle for AIFS[AC] or longer; and 

ounters of zero value for other ACs, or has backoff counters of zero value for 
some other ACs, but such ACs have a lower priority than this AC or the device has no frames belonging 

e belonging to this AC, which may be an RTS frame, as soon as the 
above conditions are satisfied, subject to the criteria stated in 7.5.1.6. The device shall treat the start of the 

ss medium as the start of the TXOP. 

ns: 

set the backoff counter for this AC to zero in the last backoff for this AC and determines that 

unters of zero value for 
no frames belonging 

ve obtained a TXOP for an AC if it meets th



to the arrival or generation of the new frames;  

 The device determines that the medium has be

 The device has no backoff c

to those ACs that are ready for transmission. 

The device shall start transmitting a fram

frame transmission on the wirele

A device shall also consider itself to have obtained a TXOP for an AC if it meets the following conditio

 The device has one or more frames belonging to this AC buffered for transmission, including retry; 

 The device 
the medium has been idle for AIFS[AC] since that backoff at the end of the current backoff slot, or the 
device decrements its backoff counter for this AC from one to zero in the current backoff slot; and 

 The device has no backoff counters of zero value for other ACs, or has backoff co
some other ACs, but such ACs have a lower priority than this AC or the device has 
to those ACs that are ready for transmission. 

The TXOP shall start at the end of the current backoff slot, i.e., the start of the next backoff slot. 

Figure 16 illustrates the timing relationships in obtaining a TXOP. STANDARDSISO.C
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Medium busy

CCA

AIFS[AC] for mAIFSN[AC] = 1

For mAIFSN[AC] = 1 and 
backoff counter = 0, if 

CCA_Result = Idle, MAC 
prepares for a frame 

transmission

CCA = pCCADetectTime
MACDelay = Time required by MAC for preparing a frame transmission and transfering the frame to PHY SAP
PHYDelay = Time required of PHY to transfer the frame from PHY-SAP to wireless medium

MACDelay

AIFS[AC] for mAIFSN[AC] =2

PHY transmits the 
frame into medium

PHYDelay

CCA

MACDelay

PHYDelay

CCA

MACDelay

PHYDelay

pSlotTimepSlotTimepSlotTimepSIFS

For mAIFSN[AC] = 2 and 
backoff counter = 1, if 

CCA_Result = Idle, MAC 
prepares for a frame 

transmission

PHY transmits the 
frame into medium

Figure 16 — PCA timing relationships 

A device shall ensure that the TXOP it has obtained for an AC shall not be longer than mTXOPLimit[AC] and 
shall end pSIFS plus mGuardTime before the medium becomes unavailable for PCA.  

7.5.1.6 Using a TXOP 

A device that has obtained a TXOP is referred to as a TXOP owner. A frame transmission, including a retry, is 
conducted as part of a frame transaction. 

 Each transaction in the TXOP will be completed within the obtained TXOP; and 

 The recipient device will be available to receive and respond during that frame transmission. 

TXOP that will result in the frame transaction that exceeds the 
mTXOPLimit[AC] restriction under the following circumstances: 

m becomes 
unavailable for PCA. 

to a received RTS frame if its NAV is greater 
than zero. A recipient device shall not transmit a CTS, Imm-ACK or B-ACK response to a received frame 

 before the medium becomes 
unavailable for its PCA. 

Under the rules stated above, the following timings apply to transmissions, including responses, in a TXOP 

 The TXOP owner shall transmit the first frame of the first or sole frame transaction in the TXOP at the 

A TXOP owner shall initiate a frame transaction, and continue with one or more frame transactions that belong 
to the same AC without backoff, in the TXOP it has obtained for this AC, subject to the following criteria: 

A device may retry a frame in a new 

 The frame contains a fragment of an MSDU or an aggregate of MSDUs; 

 The frame is the sole frame transmitted by the device in the current TXOP; and 

 The frame transaction will be completed pSIFS and mGuardTime before the mediu

A recipient device shall not transmit a CTS frame in response 

requiring such a response if the response will not be completed pSIFS

(these timings are referenced with respect to transmission to or reception from the wireless medium): 

start of the TXOP.  
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IFS or pSIFS after the end of that transmitted frame.  

 end of 
the received frame.  

xpected CTS, Imm-ACK or B-ACK response to the preceding frame it transmitted, the 
TXOP owner shall transmit the next frame, or retransmit a frame it transmitted earlier in the case of 

 After receiving a requested B-ACK frame with a valid HEI but an invalid FCS, the TXOP owner shall 

it frames using PCA to a recipient device within a MAS if the recipient has indicated 
in a PCA Availability IE in the current superframe that it is unavailable in that MAS. A device that indicates 

ated MASs where the medium is available 
for PCA in the superframe in which it received a TIM IE containing its DevAddr. If the device does not include 

7.5.1.7 Invoking a backoff procedure 

Wmin[AC] after receiving a CTS or Imm-ACK frame or the MAC 
header of a B-ACK frame expected in response to the last transmitted frame that belonged to the AC, or upon 

[AC] 
back to mCWMin[AC], but shall not select a new backoff counter value, after discarding a buffered frame 

A. A device shall invoke a backoff for an AC, with CW[AC] set to mCWmin[AC], when it has an MSDU 

elonging to the same AC; and 

value for 
another AC, and such an AC has a higher priority than this AC and the device has frames belonging 

 a backoff for an AC, with CW[AC] set to mCWmin[AC], at the end of transmitting a 
frame with the ACK policy set to No-ACK, or at the end of receiving an expected Imm-ACK or B-ACK 

— The device has no other frames belonging to this AC for transmission in the current TXOP obtained 

 CW[AC] (but not the backoff counter in general) kept to 
the same value for this AC, at the end of transmitting a frame with the ACK policy set to No-ACK, or at the 

 After transmitting a frame with the ACK Policy set to No-ACK or B-ACK, the TXOP owner shall transmit a 
subsequent frame pM

 After receiving an RTS frame or a non-RTS frame with the ACK Policy set to Imm-ACK or B-ACK Request, 
the recipient device shall transmit a CTS frame or an Imm-ACK or B-ACK frame pSIFS after the

 After receiving an e

receiving a B-ACK, pSIFS after the end of the received frame. 

retransmit the last frame it transmitted, or transmit the next frame, pSIFS after the end of the B-ACK frame. 

A device shall not transm

available MASs in a PCA Availability IE in the current superframe and does not set the TIM IE Required bit 
shall be available to receive frames during those MASs in that superframe if the medium is available for PCA. 
If the device sets the TIM IE required bit, it shall listen during indic

a PCA Availability IE in its beacon, it shall be available to receive frames during all MASs available for PCA. 

A device shall maintain a backoff counter for each AC to transmit frames belonging to the AC using PCA. 

A device shall set the backoff counter for an AC to an integer sampled from a random variable uniformly 
distributed over the range [0, CW[AC]], inclusive, when it invokes a backoff for this AC. The device shall 
initialize CW[AC] to mCWmin[AC] before invoking any backoff for the AC, adjusting CW[AC] in the range 
[mCWmin[AC], mCWmax[AC]], inclusive, in the course of performing PCA for the AC as described below. 

The device shall set CW[AC] back to mC

transmitting a frame with ACK Policy set to No-ACK that belongs to the AC. A device shall also set CW

belonging to the AC. 

A device shall invoke a backoff procedure and draw a new backoff counter value as specified below. 

arriving at its MAC SAP, or a command generated at the MAC entity, that belongs to this AC under the 
following conditions: 

 The device had a backoff counter of zero value for this AC but is not in the middle of a frame 
transaction b

— The device determines that the medium is busy, or the device has a backoff counter of zero 

to that AC that are ready for transmission. 

B. A device shall invoke

response to its last transmitted frame, under the following condition: 

for this AC. 

C. A device shall invoke a backoff for an AC, with
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— The device has one or more frames belonging to this AC that need to be transferred over the 

— The device finds that there is not enough time remaining in the current TXOP obtained for this AC to 

obtained for the AC under the following condition: 

TXOP. 

E. 
2×C ), at the end of the current backoff 
slot under the following conditions: 

y;  

for AIFS[AC] since that backoff at the end of the current backoff slot, 
or the device decrements its backoff counter for this AC from one to zero in the current backoff slot; 

nter of ZERO value for another AC, and such an AC has a higher 
priority than this AC and the device has frames belonging to that AC that are ready for transmission. 

F. A device shall invoke a backoff for an AC, with CW[AC] set to the smaller of mCWmax[AC] or 

tran

— evice does not receive an expected CTS or Imm-ACK frame, or does not correctly receive the 
MAC header of a requested B-ACK frame by this time. 

7.5.1.8 

gure 16, with 
subs
leng f

A device shall treat the CCA result pCCADetectTime after the start of a backoff slot to be the CCA result for 
dle for AIFS[AC] since it invokes the backoff for the AC, where 

AIFS[AC] ends at the end of the current backoff slot, i.e., at the start of the next backoff slot, the device shall 

The device shall freeze the backoff counter for any AC once the medium becomes busy. The device shall 

end of correctly receiving the MAC header of an expected Imm-ACK or B-ACK response frame to its last 
transmitted frame, under the following conditions: 

wireless medium; and 

complete the pending frame transaction(s) belonging to this AC. 

D. A device shall invoke a backoff for an AC, with CW[AC] (but not the backoff counter in general) kept to 
the same value for this AC, at the start of a TXOP 

— The device finds that there is not enough time to complete a pending frame transaction belonging to 
this AC in the obtained 

A device shall invoke a backoff for an AC, with CW[AC] set to the smaller of mCWmax[AC] or 
W[AC]+1 (the latter CW[AC] being the last CW value for this AC

— The device has one or more frames belonging to this AC buffered for transmission, including retr

— The device set the backoff counter for this AC to zero in the last backoff for this AC and determines 
that the medium has been idle 

and 

— The device has a backoff cou

2×CW[AC]+1 (the latter CW[AC] being the last CW value for this AC), at pSIFS plus the Imm-ACK frame 
smission time after the end of the last frame it transmitted, under the following condition: 

The d

Decrementing a backoff counter 

Upon invoking a backoff for an AC, a device shall ensure that the medium is idle for AIFS[AC] before starting 
to decrement the backoff counter for the AC. To this end, a device shall define the first backoff slot to start at 
the time when the medium has been idle for pSIFS after the backoff invocation, as illustrated in Fi

equent backoff slots following successively until the medium becomes busy. All backoff slots have a 
th o  pSlotTime. 

this backoff slot. After the medium has been i

decrement the backoff counter for the AC (and its backoff counters for other ACs if appropriate) by one 
pCCADetectTime after the start of the backoff slot if it finds the CCA result to be idle at this time and 
determines the medium to be idle for the backoff slot, unless the backoff counter for the AC is already at 
ZERO value. This procedure is also illustrated in Figure 16. 

treat the residual backoff counter value as if the value were set due to the invocation of a backoff for the AC, 
following the above procedure to resume decrementing the backoff counter. 
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The CRA enables a device to reserve one or more MASs that the device can use to communicate with one or 

pe, and Stream Index fields.  

on. 

te a frame transaction in a reservation block if that transaction would not complete pSIFS plus 
mGuardTime before the end of the reservation block. 

d summarized in Table 119. 

7.5.2 Channel Reservation Access (CRA) 

more neighbours. All devices that use the CRA for transmission or reception shall announce their reservations 
by including CRP IEs in their beacons (see 7.1.8.2). A reservation is the set of MASs identified by CRP IEs 
with the same values in the Owner DevAddr, Target DevAddr, Reservation Ty

All devices shall use CRA for channel reservati

Reservation negotiation is always initiated by the device that will initiate frame transactions in the reservation, 
referred to as the reservation owner. The device that will receive information is referred to as the reservation 
target. This negotiation shall be done by including CRP IE defined in 7.1.8.2 in beacon frame or command 
frame.  

7.5.2.1 Reservation type 

Each CRP IE, whether included in a beacon or separately transmitted during explicit CRA negotiation, 
specifies a reservation type. A device shall decode all CRP IEs in all beacons received from neighbours and 
shall not transmit frames except as permitted by the reservation type. For all reservation types, a device shall 
not initia

Reservation types are defined an

Table 119 — Reservation Types 

Reservation Type Description Reference 
Alien BP Prevents transmission during MASs occupied by an 

alien BP. 
7.5.2.1.1 

Hard Provides exclusive access to
reservation owner and target; u

 the medium for the 
nused time should be 

released for PCA. 

7.5.2.1.2 

Soft Perm wner has 
prefere

7.5.2.1.3 its PCA, but the reservation o
ntial access. 

Private Provides exclusive access to the medium for the 

nd frame exchange sequences are out of 
reservation owner and target. Channel access 
methods a
scope of this specification; unused time should be 
released for PCA. 

7.5.2.1.4 

PCA  PCA. No device has preferential 7.5.2.1.5 Reserves time for
access. 

 

7.5.2.1.1 Alien BP reservatio

A device shall announce an alien  protect alien BPs as described in 7.3.7. A device shall not 
transmit frame g an alien B . 

.5.2.1.2 Hard reservations 

r than the reservation owner and target(s) shall not transmit frames. 
Devices other than the reservation owner shall not initiate frame transactions. If there is remaining time in a 

ainder of a 
reservation block available, subject to other medium access rules, after it has received a UCA or UCR frame 

k and the duration indicated in that received frame has expired. 

ns 

 BP reservation to
s durin P reservation except possibly to send a beacon in the alien BP

7

In a hard reservation, devices othe

reservation block that will not be used, the reservation owner and target(s) should release the reservation 
block by transmitting UCA and UCR frames as described in 7.5.2.8. A device considers the rem

that releases the reservation bloc

A device shall not transmit a data or aggregated data frame in a hard reservation unless the Delivery ID field 
is set to a Stream Index that is the same as the Stream Index for the reservation and the DestAddr of the 
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te such a transaction later than pSIFS after the end of the previous frame 
transaction. The reservation owner shall not transmit a data or aggregated data frame without backoff unless 

the same as the Stream Index for the reservation and the 
DestAddr of the frame is the same as the Target DevAddr for the reservation or the DestAddr of the frame 

nused during a reservation block, the reservation owner and target(s) 
should release the reservation block by transmitting UCA and UCR frames. Devices considers the remainder 

subject to other medium access rules, after they have received a UCA or 
UCR frame that releases the reservation block and the duration indicated in that received frame has expired, 

s the MASs where a device is able to establish a new CRP reservation. 

wner to determine an 
tiation process, devices that 

are aware of existing neighbours’ CRP reservations shall mark the reserved MASs as unavailable. 

A device shall mark a MAS unavailable if the device includes it in a CRP IE with the Reservation Status bit set 
 the 

device, whether the Reservation Status bit is ZERO or one. It shall mark a MAS unavailable if any BP 

or either negotiation mechanism, the reservation owner completes the 
negotiation by including an appropriate CRP IE in its beacon. 

A device shall not negotiate for MASs that are included in a CRP IE received from a neighbour or any other 

frame is the same as the Target DevAddr for the reservation or the DestAddr of the frame matches the 
DevAddr of any target of an established multicast reservation. A device may transmit any command or control 
frame in a hard reservation. 

7.5.2.1.3 Soft reservations 

In a soft reservation, devices access the medium following PCA rules. The reservation owner may access the 
medium with the highest priority AIFS and without performing backoff. It may begin transmission at the 
beginning of each reservation block. It may initiate an additional frame transaction after any transaction it 
initiated but shall not initia

the Delivery ID field is set to a Stream Index that is 

matches the DevAddr of any target of an established multicast reservation. The reservation owner may 
transmit any command or control frame without backoff. Neighbours of a reservation owner shall follow PCA 
rules to access the medium. Neighbours of a reservation target that are not neighbours of the reservation 
owner shall not access the medium. 

7.5.2.1.4 Private reservations 

The channel access method and frame exchange sequences used during a private reservation are out of the 
scope of this International Standard. Standard frame formats and frame types shall be used during a private 
reservation. In a private reservation, neighbours of the reservation owner and target(s) shall not transmit 
frames. If there is remaining time u

of the reservation block available, 

as described in 7.5.2.8. 

7.5.2.1.5 PCA reservations 

During a PCA reservation, any device may access the medium using PCA rules. 

7.5.2.2 CRP Availability IE 

The CRP Availability IE identifie

The combination of information from CRP Availability IEs and CRP IEs allows an o
appropriate time for a new CRP reservation. In order to facilitate the CRP nego

to ONE. It shall mark a MAS unavailable if a neighbour includes it in a CRP IE with a target other than

occupies any portion of that MAS, based on information in any beacon received in the latest 
mMaxLostBeacons+1 superframes. 

7.5.2.3 CRP reservation negotiation 

There are two mechanisms used to negotiate a reservation: explicit and implicit. For explicit negotiation, the 
reservation owner and target use CRP Reservation Request and CRP Reservation Response command 
frames to negotiate the desired reservation. For implicit negotiation, the reservation owner and target use 
CRP IEs transmitted in their beacons. F

CRP IE included in the device’s beacon, unless the MASs are referenced only in a CRP IE with Reason Code 
set to Denied. 
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A device shall only initiate negotiation for a reservation as the reservation owner. 

P IE with Reservation Status set to ONE on detection of an alien BP, as specified in 7.3.7. 

ighbour’s 
reservation of type PCA. The device shall not set the Reservation Status bit to ONE in a PCA reservation 

tified the same MASs, with 
Reservation Type set to PCA and Reservation Status set to ZERO or ONE. 

value used for the existing stream. 

ll not transmit unicast frames within reserved MASs in a hard, soft, or private 
reservation unless it and the recipient included CRP IEs with the Reservation Status bit set to ONE in their 

Status bit to the same value included in the CRP IE by the reservation owner, and shall set the Reason Code 

reservation is not granted, it shall set the Reason Code to Denied. If the 
reservation target cannot grant the reservation immediately, it may set the Reason Code to Pending, and 

he fields in the CRP IE shall be set 
according to 7.5.2.3.1. If the reservation cannot be granted due to a conflict with its own or its neighbours’ 

et shall include a CRP Availability IE in the CRP Reservation Response 
command frame. 

me for a multicast reservation, the reservation target shall 
include a CRP Availability IE for a Reason Code other than Denied. Final multicast reservations are 

 is carried out by transmitting CRP IE(s) in beacon frames. A device that supports the CRP 
shall parse all beacons received from neighbours for CRP IE(s) whose Owner DevAddr field and Target 
DevAddr field match either the device's DevAddr or a multicast DevAddr for which the device has activated 
multicast reception. From this initial selection, the device shall process the CRP IE(s) that are new with 

A device shall announce in the MAC Capabilities IE in its beacon whether it is capable of explicit CRP 
negotiation. A device shall not initiate an explicit CRP negotiation with devices that do not support it. 

For reservations of type Alien BP, there is no negotiation with neighbours. A device shall include the 
appropriate CR

For reservations of type PCA, there is no negotiation with neighbours. A device may select any available MAS 
to include in a reservation of type PCA. The device may also select MASs included in a ne

unless it included a CRP IE in its beacon in the previous superframe that iden

7.5.2.3.1 Negotiation 

When negotiating a reservation, the reservation owner shall set the Target DevAddr field of the CRP IE to the 
DevAddr of the reservation target. It shall set the Reservation Status bit to ZERO and the Reason Code to 
Accepted in the CRP IE. For new streams, the Stream Index shall be set to a value that is currently not used 
with this Target DevAddr and has not been used as such for mMaxLostBeacons+1 superframes. To negotiate 
additional MASs for an existing stream, the Stream Index shall be set to the 

A reservation owner sha

most-recently transmitted beacons. 

When negotiating a reservation, a reservation target shall set the Owner DevAddr field of the CRP IE to the 
DevAddr of the reservation owner. If a unicast reservation is granted, it shall set the Reservation Status bit to 
ONE and the Reason Code to Accepted. If a multicast reservation is granted, it shall set the Reservation 

to Accepted. If the reservation is not granted, it shall set the Reservation Status bit to ZERO. If the reservation 
cannot be granted due to a conflict with its own or its neighbours’ reservations, the reservation target shall set 
the Reason Code to Conflict. If the 

deliver a final response later. For a unicast reservation, the reservation target shall set the CRP Allocation 
fields to match those in the request. For a multicast reservation, it shall set the CRP Allocation fields to match 
the request, or to include a subset of the MASs included in the request. 

7.5.2.3.2 Explicit negotiation 

To start explicit CRP negotiation, the reservation owner shall send a CRP Reservation Request command 
frame to the target device, as defined in 7.1.5.1. 

On reception of a CRP Reservation Request command the reservation target shall send a CRP Reservation 
Response command, as defined in 7.1.5.2, to the reservation owner. T

reservations, the reservation targ

In a CRP Reservation Response command fra

established implicitly, as described in 7.5.2.3.3. 

7.5.2.3.3 Implicit negotiation 

Implicit negotiation
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To start implicit negotiation, a reservation owner shall include a CRP IE that describes the proposed 
shall continue to include the CRP IE for at least mMaxLostBeacons+1 

sponse is received. 

t CRP reservation request in its beacon, the reservation 
onse in its beacon. The reservation target shall not 

CRP IE in its beacon no later than the next superframe if it is a member of the targeted multicast group. The 

7.5.2.3.4 Negotiation conclusion 

us set to ONE. To conclude negotiation for a multicast reservation, the 
reservation owner sets Reservation Status to ONE in a CRP IE in its beacon in the next superframe after 

 a nonbeaconing device and a master 

mpletes the negotiation by including an appropriate CRP IE in its 
beacon.  

he reservation target, the 

respect to CRP IE(s) included in the most recently received beacon from the same device as a CRP 
reservation request or a CRP reservation response. 

reservation in its beacon. The device 
consecutive superframes or until a re

On reception of a unicast CRP reservation request in a beacon, the reservation target shall include a CRP 
reservation response in its beacon no later than the next superframe, with fields set as described in 7.5.2.3.1. 
If the Reason Code indicates Conflict, the reservation target shall include a CRP Availability IE in its beacon. 

As long as the reservation owner includes a unicas
target shall continue to include the CRP reservation resp
change the Reservation Status bit to ONE if there is a reservation conflict with its neighbours. 

On reception of a multicast CRP reservation request, a reservation target shall include a reservation response 

fields in the CRP IE shall be set according to 7.5.2.3.1. If the Reservation Status bit in the response is ZERO, 
the reservation target shall include a CRP Availability IE in its beacon unless the Reason Code is set to 
Denied. 

A device that elects to receive traffic in an already established multicast reservation does not negotiate the 
reservation. To join an established multicast reservation that does not conflict with other existing reservations, 
a device shall include corresponding CRP IE(s) in its beacon with Reservation Status bit set to ONE and 
Reason Code set to Accepted. 

A device that cannot join an established multicast reservation because of an availability conflict may inform 
the source by including the corresponding CRP IE(s) in its beacon with Reservation Status bit set to ZERO, 
and the Reason Code set to Conflict. The device shall also include the CRP Availability IE in the beacon. 

To conclude negotiation for a unicast reservation, the reservation owner shall set Reservation Status to ONE 
in the CRP IE in its beacon after receiving a beacon from the reservation target that contains a corresponding 
CRP IE with Reservation Stat

transmitting the same CRP IE with Reservation Status set to ZERO, regardless of responses from potential 
multicast recipients. If a reservation conflict exists, the reservation owner shall not set the Reservation Status 
bit to ONE except as specified in 7.5.2.5. 

7.5.2.3.5 CRA negotiation between

If a master device is the reservation target and a nonbeaconing slave device is the reservation owner, the 
channel reservation is described as below. A nonbeaconing device shall scan at least mMaxLostBeacons+1 
superframes before sending CRP Reservation request command frames to make sure the requested MASs 
are not reserved by other devices. The slave device transmits a CRP Reservation Request command frame in 
an RSW slot. After receiving the CRP request, the master device replies CRP Reservation Response 
command frames in an RSW slot or include CRP IE in the beacon of next superframe to negotiate the desired 
reservation (see 7.5.2.3). The Master co

If a master device is the reservation owner and a nonbeaconing slave device is t
channel reservation is described as below. The master device initiates channel reservation request either by 
including CRP IE in its beacon or in a CRP Request command frame in an RSW slot. If the slave device 
receives CRP IE in the beacon, the slave device replies Reservation Response command frame in an RSW 
slot. If the slave device receives CRP Request command frame in an RSW slot, the slave device replies CRP 
Reservation Response command frame in the same or another RSW slot. The Master completes the 
negotiation by including an appropriate CRP IE in its beacon. 
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smit echo beacon regularly, or promote itself as a regular beaconing device, to announce its 
reservations. If the slave initiates the beaconing promotion process, the slave sends beaconing promotion 

the slave device starts to join beacon period, 
following procedures specified in 7.3. 

sults. Once link measurement is done, the slave device as reservation 
owner transmits CRP reservation request command frame to the reservation target. The reservation target 

, the master will include CRP IEs in its 
beacon to announce the CRP reservation between the two nonbeaconing slave devices by indicating the 

 to join 
beacon period, following procedures specified in 7.3. 

uld attempt to reserve the same MAS, or due to mobility, 
ists between CRP reservations if a MAS is included 

nflict during a CRP negotiation or after a reservation has been 

After establishing reservation between a nonbeaconing slave device and its master, the slave device shall 
either tran

request command frame to its master, with the reason code set as CRA by a slave device, as defined 
in 7.1.5.11. After receiving the beaconing promotion request, the master shall send beaconing promotion 
indication IE in its beacon with device address in the IE set as the requesting slave device to be promoted as 
regular beaconing slave device, which is defined in 7.1.8.23. Alternatively, the master may initiate beaconing 
promotion by sending beaconing promotion indication IE in its beacon with device address in the IE set as the 
target slave device to be promoted as regular beaconing slave device, which is defined in 7.1.8.23. After 
receiving beaconing promotion indication IE from a master, 

7.5.2.3.6 CRA negotiation between nonbeaconing slave devices 

For CRA between nonbeaconing slave devices, to establish reservations, a slave device as reservation owner 
first sends RSW slot request in the CSW to ask the master to allocate RSW slot. The RSW slot request 
indicates the reservation target (i.e, the other nonbeaconing slave device) of the CRA. Then the master 
allocates RSW slots to the requesting slave device to proceed with link measurement with the reservation 
target. When RSW slots are allocated for link measurement, reservation owner transmits probe command 
frame without information elements to the reservation target to request link measurement. After link 
measurement, the reservation target replies with probe command frame with Link Feedback IE or Link Quality 
Estimate IE to report measurement re

replies with CRP Reservation Response. If the reservation is successful

reservation owner and reservation target. After receiving CRP reservation announced by the master, the 
nonbeaconing slave devices can start data communication between each other. If the reservation negotiation 
between nonbeaconing slave devices fails or the reservation announcement is not heard from master device, 
the nonbeaconing slave devices may retry the negotiation again after mCRPslaveRetry superframes.  

After establishing reservation between nonbeaconing slave devices, both reservation owner and reservation 
target shall either transmit echo beacon regularly, or promote themselves as regular beaconing devices, to 
announce their reservations. If a slave initiates the beaconing promotion process, the slave sends beaconing 
promotion request command frame to its master, with the reason code set as CRA by a slave device, as 
defined in 7.1.5.11. After receiving the beaconing promotion request, the master shall send beaconing 
promotion indication IE in its beacon with device address in the IE set as the requesting slave device to be 
promoted as regular beaconing slave device, which is defined in 7.1.8.23. Alternatively, the master may 
initiate beaconing promotion by sending beaconing promotion indication IE in its beacon with device address 
in IE set as the target slave device to be promoted as regular beaconing slave device, which is defined 
in 7.1.8.23. After receiving beaconing promotion indication IE from a master, the slave device starts

7.5.2.4 CRP reservation announcements 

Once negotiation for a reservation successfully completes, the reservation owner and target shall include CRP 
IE(s) in their beacons that describe the reservation. Within each CRP IE, the Reason Code shall be set to 
Accepted and the Reservation Status bit shall be set to ONE. The devices shall include the CRP IEs in each 
beacon transmitted until the reservation is modified or terminated. 

7.5.2.5 Resolution of CRP reservation conflicts 

Devices engaged in independent CRP negotiation co
devices could have reserved the same MAS. A conflict ex
in both reservations. A device might detect a co
established. Reservations of type Alien BP never conflict with other reservations of type Alien BP. 
Reservations of type PCA never conflict with other reservations of type PCA. 
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between a CRP IE included in its beacon and another 
CRP IE included by a neighbour: 

 its CRP IE to Conflict. 

ONE, the device shall not set the Reservation Status bit to ONE and shall 
not transmit frames in conflicting MASs. If the device is the reservation target, it shall also set the Reason 

d neighbour’s CRP IE have the Conflict Tie-breaker bit set to the same 
value and the device’s occupied beacon slot number is lower than the beacon slot number of the 

breaker bit set to different 

f) 

the re

r 

g) 

confli
reserv shall set the Reason Code in its CRP IE to Conflict. 

1) 
e device’s occupied beacon slot number is higher than the beacon slot number of the 

neighbour; or 

Whe
back pr
backoff wi
select a ra N uniformly from [0, BackoffWin-1]. The device shall not request additional MASs for 
N su fra
maximum
If a device quest any MASs for 4×BackoffWin superframes, the device may terminate this backoff 
procedure and request MASs at any time unless another conflict occurs. 

A device shall apply the following rules to a conflict 

a) If the device’s reservation is of type Alien BP, the device shall maintain the reservation. 

b) If the neighbour’s reservation is of type Alien BP, the device shall not transmit frames in conflicting MASs. 
If the device is the reservation target, it shall also set the Reason Code in

c) If the device’s CRP IE has the Reservation Status bit set to ZERO and the neighbour’s CRP IE has the 
Reservation Status bit set to 

Code in its CRP IE to Conflict. 

d) If the device’s CRP IE has the Reservation Status bit set to ONE and the neighbour’s CRP IE has the 
Reservation Status bit set to ZERO, the device may maintain the reservation. 

e) If the device’s CRP IE and neighbour’s CRP IE have the Reservation Status bit set to the same value and 
one of the following conditions is true, the device may maintain the reservation. 

1) The device’s CRP IE an

neighbour; or 

2) The device’s CRP IE and neighbour’s CRP IE have the Conflict Tie-
values and the device’s occupied beacon slot number is higher than the beacon slot number of the 
neighbour. 

If the device’s CRP IE and neighbour’s CRP IE have the Reservation Status bit set to ZERO and ONE of 
the following conditions is true, the device shall not set the Reservation Status bit to ONE. If the device is 

servation target, it shall set the Reason Code in its CRP IE to Conflict. 

1) The device’s CRP IE and neighbour’s CRP IE have the Conflict Tie-breaker bit set to the same 
value and the device’s occupied beacon slot number is higher than the beacon slot number of the 
neighbour; o

2) The device’s CRP IE and neighbour’s CRP IE have the Conflict Tie-breaker bit set to different 
values and the device’s occupied beacon slot number is lower than the beacon slot number of the 
neighbour. 

If the device’s CRP IE and neighbour’s CRP IE have the Reservation Status bit set to ONE and one of the 
following conditions is true, the device shall not transmit frames in conflicting MASs. It shall remove the 

cting MASs from the reservation or set the Reservation Status to ZERO. If the device is the 
ation target, it 

The device’s CRP IE and neighbour’s CRP IE have the Conflict Tie-breaker bit set to the same 
value and th

2) The device’s CRP IE and neighbour’s CRP IE have the Conflict Tie-breaker bit set to different 
values and the device’s occupied beacon slot number is lower than the beacon slot number of the 
neighbour. 

n a reservation owner withdraws a reservation or part of a reservation due to a conflict, it shall invoke a 
off ocedure prior to requesting additional MASs in any reservation. The device shall initialize the 

ndow BackoffWin to mCRPBackoffWinMin. When the backoff algorithm is invoked, the device shall 
ndom number 

per mes. If a further negotiation fails due to a conflict, the device shall double BackoffWin, up to a 
 of mCRPBackoffWinMax. After a negotiation completes, the device shall generate a new backoff N. 
 does not re
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 CRP reservations are equivalent if 

tions with MASs that conflict with any BP it 
announced or detected. The device shall not assert CRP reservations with MASs that conflict with 

A reservation owner may remove MASs from an established reservation without changing the Reservation 
 an established reservation, it shall 

set the Reason Code in its CRP IE to Modified until the reservation target has changed its CRP IE to match. 

e 
corresponding CRP IE from their beacons in the current or following superframe. 

If a reservation owner or target does not receive a beacon or any other frame from the other participant in the 
ated, and 

shall remove the corresponding CRP IE(s) from its beacon. 

 UCA frame. If the remaining 

rs of the devices are mentioned in the list is the 
order in which they shall respond with a UCR control frame. This allows devices around the transmitter as well 
as the devices in the list to be informed about the early end of the reservation block. 

If a reservation target sets Reason Code to Conflict in any CRP IE in its beacon, it shall include a CRP 
Availability IE in the same beacon. 

7.5.2.6 BPST realignment and existing CRP reservations 

A device that realigns its BPST as described in 7.3.7 may assert new CRP reservations with Reservation 
Status bits set to ONE in the new beacon so long as they are equivalent to its old CRP reservations with the 
Reservation Status bit set to ONE in the prior BP. For this purpose, two
their corresponding Owner DevAddr, Target DevAddr, Stream Index, and Reservation Type fields are the 
same and the number of MASs claimed by the new reservation is less than or equal to the number claimed by 
the old reservation. 

A device that realigns its BPST shall not assert CRP reserva

reservations with Reservation Status equal to ONE announced in the new BP unless no other MASs are 
available. Any conflict with existing reservations shall be resolved according to the procedures specified 
in 7.5.2.5. 

7.5.2.7 Modification and termination of existing CRP reservations 

A reservation owner may reserve additional MASs for a stream by negotiating an addition to the reservation 
using a CRP IE with the same Owner DevAddr, Target DevAddr, Stream Index, and Reservation Type. Once 
negotiation has completed successfully, the reservation owner shall combine the CRP IEs. When combining 
CRP IEs, the reservation owner shall set the Reason Code to Modified until a CRP IE is received from the 
reservation target that describes the combined reservation. 

Status bit in the CRP IE. If a reservation owner removes some MASs from

A reservation target may remove MASs from an established reservation without changing the Reservation 
Status bit in the CRP IE due to a conflict, as described in 7.5.2.5, or due to reception of a Relinquish Request 
IE. If the reservation target is unicast, the reservation owner shall remove the same MASs from the 
reservation, or terminate the reservation. 

To terminate a reservation, the reservation owner shall remove the CRP IE from its beacon. 

If a reservation owner changes or removes a CRP IE, the reservation targets shall update or remov

To terminate a reservation, a reservation target shall set the Reservation Status bit to ZERO and the Reason 
Code to an appropriate value, as if responding to an initial reservation request. 

reservation for more than mMaxLostBeacons superframes, it shall consider the reservation termin

7.5.2.8 Release of hard or private CRP reservation blocks 

If time remains in a hard or private CRP reservation block after a reservation owner completes transmission of 
associated buffered traffic, it should release the reservation block by sending a
time in the reservation block is not sufficient for the exchange of UCA and UCR control frames, no action 
should be taken. The transmitter of the UCA control frame shall include a list of device(s) that shall respond to 
this announcement. The list should consist of those devices that have previously included the corresponding 
CRP IE(s) in their beacons. The order in which the DevAdd
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r its DevAddr is included in the device list of 
the UCA control frame. If its DevAddr is included in the list it shall respond to the UCA control frame with a 

UCA and UCR control frames release the time between the end of PLCP header of the last UCR control frame, 

superframes, are not released. 

he Duration value in the UCR control frames shall be set to the Duration value in the UCA control 
frame minus the time between the end of the PLCP header of the UCA control frame and the end of the 

Duration value in UCR = Duration value in UCA – (UCA_frame_body_transmission_time + pSIFS + pSlotTime 

rlier than pSIFS after the end of an expected acknowledgement or 
CTS frame, whether or not it receives the expected frame. A device shall not retransmit a frame in the current 

e reservation block for the entire frame transaction. 

r field in the first fragment to zero. It shall set each subsequent 
he previous fragment plus one. The device shall not increment the 

Fragment Number field when a fragment is retransmitted. 

A device shall assign the same Sequence Number to all fragments of an MSDU/MCDU. 

The device shall completely reassemble an MSDU/MCDU in the correct order before delivery to the MAC 

 an 
implementation-dependent timeout. 

On reception of a UCA control frame, a device shall check whethe

UCR control frame after a delay given by: 

Time to send Response = pSIFS + pSlotTime + (Position_in_list_in_UCA) × (UCR_control_frame_duration + 
pSIFS)  

Time to send Response is calculated from the end of reception of the UCA control frame. Possible values of 
Position_in_list_in_UCA are in the range [0, N-1], inclusive. 

as indicated by the Duration value in the MAC header of UCA and UCR control frames, and the end of the 
reservation block. Other MASs described by the reservation that do not belong to the current reservation block, 
either in the same superframe or following 

The Duration value in the UCA control frame shall cover the UCA control as well as all expected UCR control 
frames. T

respective UCR control frame. This value is given by the following equation: 

+ (Position_in_list_in_UCA) × (UCR_control_frame_transmission_time + pSIFS)) – 
UCR_control_frame_transmission_time. 

7.5.2.9 Retransmit procedures in CRP reservations 

In a hard CRP reservation block, if the reservation owner transmits a frame with ACK Policy set to Imm-ACK 
or B-ACK, but does not receive the expected acknowledgement frame, it may retransmit the frame within the 
same reservation block if the reservation block has not been released. 

Devices other than the reservation owner that retransmit frames in a soft CRP reservation block shall follow 
the PCA rules specified in 7.5.1. 

A device shall not retransmit a frame ea

reservation block if there is not enough time remaining in th

7.6 Fragmentation and Aggregation 

7.6.1 Fragmentation and reassembly 

A source device may fragment each MSDU/MCDU. 

A device shall not fragment any MSDU/MCDU to more than mMaxFragmentCount fragments. Fragments may 
be of varying sizes. Once the MSDU/MCDU is fragmented and a transmission attempted, the device shall not 
refragment the frame. The device shall not create frame fragments smaller than mMinFragmentSize. 

The device shall set the Fragment Numbe
fragment to the Fragment Number field in t

client. The device shall discard any MSDU/MCDU with missing fragments. If the No-ACK policy is used, the 
recipient device shall discard an MSDU/MCDU immediately if a fragment is missing. Otherwise, a recipient 
device shall discard the fragments of an MSDU if the MSDU is not completely received within
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 all fragments of the 
MSDU/MCDU. 

ationLimit MSDUs into an aggregated data frame. 

Table 120 — MAC header of Aggregated Data Frame 

If B-ACK is used, unacknowledged fragments from multiple MSDUs belonging to the same stream may be 
retransmitted in the same sequence. In this case it is the responsibility of the recipient device to deliver the 
MSDUs in the correct order to the MAC client. 

If a source device discards a fragment of an MSDU/MCDU, the device shall discard

7.6.2 Aggregation 

A transmitter may aggregate multiple MSDUs with identical Delivery ID into a single frame payload. A device 
shall aggregate no more than mAggreg

The MAC header of aggregated data frame is specified in Table 120.  

MAC header field Value
Protocol version 0 

Secure Specified in 7.1.2.1.2 
ACK Policy Specified in 7.1.2.1.3 
Frame Type 4  

Frame Subtype/Delivery ID Specified in 7.1.2.1.5 
Retry Specified in 7.1.2.1.6 

DestAddr DevAddr of the receiver 
SrcAddr  DevAddr of the transmitter 

Sequence Control  Specified in 7.2.9.3 
Duration  Specified in 7.2.9.1 

 

The aggregated data frame p efined in Table 121. The frame payload size for an aggregated 
data frame is subject to the sa ze as any frame p

The aggregation header forma in Table 122. The  contains the number of 
MSDUs included in the a  Length fiel  Header field indicate the 
length in bytes of the corre

T gated data fr

Syntax Size s 

ayload format is d
me m m siaximu ayload.  

t is defined  MSDU unt fieldCo
ggregated data frame. The

sponding Us. 
ds in the Aggregation

 MSD

able 121 — Aggre am  e payload format

Note
Aggregated_Data_Frame_Payload_Format 
{ 

  

Aggregation header 1+2xN 
bytes 

Defined in Table 122. N equals the number 
of aggregated MSDUs. 

For(i=0; i < N; i++){   
MSDUi variable  
}    
}   

 

Table 122 — Aggregation header format 

Syntax Size Notes 
A  ggregation_Header_Format {  
M 1 bSDU Count (= N) yte  
F  or(i=0; i < N; i++){  
Le 2 bngth of MSDUi ytes  
}    
}   
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7.7 ARQ, Multirate Support a

This s  ARQ, multi ate ransmit Power control.  

7.7.1 

Three acknowledgement policies are supported by this International Standard; no acknowledgement (No-
iate acknowledgement (Imm-ACK and block acknowledgement (B-ACK). 

A device shall acknowledge all received unicast frames with the ACK Policy field set to either Imm-ACK or B-
 device. The device shall acknowledge the reception 

without regard to security validation. A device that receives a frame with a higher Protocol Version than it 

the next frame upon 
completion of current frame. All broadcast and multicast frames shall have ACK Policy set to No-ACK. 

a device shall respond with an Imm-ACK frame, 
transmitted pSIFS after the end of the received frame. 

7.7.1.3 Block ACK 

 to be 
retransmitted. 

A source device initiates the use of the B-ACK mechanism with a recipient device for frames either from the 

 it can buffer. The source device transmits a sequence 
of frames to the recipient, each from the same stream or of the same user priority, limited by the announced 

m number of frames. The initial frames in the sequence are all transmitted with ACK 
e final frame in the sequence is transmitted with ACK Policy set to B-ACK Request. 

ke multiple instances of the B-ACK mechanism with the same recipient device, each 

to B-ACK Request to the 
recipient device. A source device shall use a dedicated Sequence Number counter for each stream or user 

When receiving a frame with ACK Policy set to B-ACK Request from a source device for a stream or user 
priority traffic not currently using the B-ACK mechanism, the recipient device shall respond as follows: 

 To acknowledge receipt of the frame but reject the request for starting a new instance of B-ACK 
mechanism, the recipient device shall respond with a B-ACK frame with no frame payload. 

nd Power Control 

ubclause define the policy for -r  and t

ARQ Policies 

ACK), immed ) 

ACK Request and DestAddr set to the DevAddr of this

supports shall discard the frame without acknowledgement. 

7.7.1.1 No-ACK 

A frame with ACK policy set to No-ACK, shall not be acknowledged by the recipient. The transmitting device 
MAC entity assumes the frame has been successfully transmitted and proceeds to 

7.7.1.2 Immediate ACK 

On reception of a frame with ACK Policy set to Imm-ACK, 

The B-ACK mechanism allows a source device to transmit multiple frames and to receive a single 
acknowledgement frame from the recipient indicating which frames were received and which need

same stream or of the same user priority. If the recipient device accepts use of the B-ACK mechanism, it 
indicates the maximum number and size of the frames

buffer size and maximu
Policy set to B-ACK. Th
On receipt of such a frame, the recipient device returns a B-ACK frame giving feedback on the frames 
received and indicating the buffer space available for the next B-ACK sequence. 

A source device may invo
for a different stream or user priority. A source device may also invoke the B-ACK mechanism with multiple 
recipient devices. 

7.7.1.3.1 Initiation 

A source device may activate the B-ACK mechanism independently for any stream or user priority traffic to 
any potential recipient device advertising B-ACK capability in its MAC Capabilities IE. A source device shall 
initiate use of the B-ACK mechanism by transmitting a frame with ACK Policy set 

priority traffic using the B-ACK mechanism with a recipient. After transmitting the frame, the source device 
shall follow the rules of operation as described in 7.7.1.3.2. 
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est for starting a new instance of B-ACK mechanism, the recipient device shall respond 
with a B-ACK frame with a frame payload indicating the allowed maximum size (in frames and octets) for 

K sequence, but without acknowledgement of the 
frame with the invalid FCS. 

request 
to use the B-ACK mechanism for any reason, including a temporary unavailability of resources or a lengthy 

equest. 

of the following actions: 

-ACK 
operation, the source device shall retransmit the requesting frame with the same ACK Policy, 

hether the frame was indicated as received or not. If the requesting frame was 
indicated as received, the source device alternatively may transmit a zero-length payload frame with the 

 If the source device receives a B-ACK frame with a frame payload containing non-zero values for both 

 Frames being held for retransmission with a sequence number earlier than the one indicated by the 

 Other frames being held for retransmission should be retransmitted in the next sequence, ordered by 

sequence of frames shall consist of zero or more frames with ACK 
Policy set to B-ACK followed by a single frame with ACK Policy set to B-ACK Request. The total number of 

e and the sum of the lengths of 
the frame payloads shall not exceed the Buffer Size value specified in the B-ACK frame. The sequence of 

ithin 
a sequence, the frames shall be ordered by increasing sequence and fragment numbers. Due to 

 To accept the requ

the next B-ACK sequence. The recipient shall acknowledge the received frame by indicating its reception 
in the acknowledgement window. 

A recipient device may also accept a request to use the B-ACK mechanism even if the request frame has an 
invalid FCS. To accomplish this, the recipient device shall respond with a B-ACK frame with a frame payload 
that indicates the allowed maximum size for the next B-AC

A recipient device, even though it advertises B-ACK capability in its MAC Capabilities IE, may reject a 

setup process requiring a delayed start time. Thus, after being rejected, a source device may keep trying to 
initiate use of the B-ACK mechanism by sending the next frame with ACK Policy set to B-ACK R

7.7.1.3.2 Operation 

After transmitting a frame with ACK Policy set to B-ACK Request, the source device expects to receive a B-
ACK frame in response and takes one 

 If the source device does not receive a B-ACK frame, it shall assume that the recipient device did not 
receive the request frame. To continue B-ACK operation, the source device shall retransmit the request 
frame with the same ACK Policy using applicable medium access rules as described in 7.5.1 and 7.5.2. 

 If the source device receives a B-ACK frame with no frame payload, it shall treat the transmitted frame as 
received and consider this use of the B-ACK mechanism to be terminated. 

 If the source device receives a B-ACK frame with a frame payload and with either Frame Count or Buffer 
Size set to zero, it shall process the acknowledgement as described below. To continue the B

independently of w

same Sequence Control and Delivery ID to the recipient device. 

Frame Count and Buffer Size, then it shall process the acknowledgement as described below. To 
continue the B-ACK operation, the source device shall send frames with ACK Policy set to B-ACK or B-
ACK Request as described below. 

The source device processes the B-ACK frame acknowledgement as follows: 

Sequence Control field were not received in the last B-ACK sequence, but shall not be retransmitted. 

 Frames being held for retransmission with sequence and fragment number within the acknowledgement 
window (specified by the Sequence Control field and the Frame Bitmap field) with corresponding bit set to 
one were received and shall not be retransmitted. 

increasing sequence and fragment numbers. 

After receiving a B-ACK frame with non-zero values for Frame Count and Buffer Size, the source device may 
transmit a sequence of frames. Each 

frames must not exceed the Frame Count value specified in the B-ACK fram

frames may be transmitted in multiple PCA TXOPs or CRP reservation blocks and may be interleaved with 
frames to other recipients or of other streams or user priorities, subject to all the medium access rules. W
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When the recipient device receives a frame with ACK Policy set to B-ACK Request, it shall respond using 

EI but an invalid FCS and with ACK Policy set to B-ACK 
Request, the device shall also respond with a B-ACK frame with a frame payload. Within the B-ACK frame 

To terminate use of the B-ACK mechanism, the source device shall transmit a frame from the appropriate 

 on 
ent’s PHY Capabilities IE. 

rror rate.  

l Classification IE (defined in 7.1.8.17) to update others regarding the transmit 
hannel and the backup channels. 

iable communication. A device may recommend a 

tional Standard, but the recipient device might use the 
signal to noise ratio, received signal strength, frame error ratio or other parameters to determine the transmit 

7.13. After initial channel selection, a device may 
tion of incumbents or load balancing. Channel change due to incumbent 

change channel. A device may move to a new 

retransmissions, this ordering might not hold from one sequence to the next and frames transmitted within a 
sequence might not have consecutive sequence and fragment numbers. 

SIFS with a B-ACK frame. To continue operation, the B-ACK frame shall contain a frame payload. If the 
recipient device receives a frame with a valid H

payload, the recipient device shall set the Frame Count and Buffer Size fields to limit the size of the next 
sequence of frames. It shall also set the Sequence Control and Frame Bitmap fields to indicate to the source 
device which frames should be retransmitted. 

A recipient device may implement a timeout that indicates when to stop waiting for missing frames, allowing 
some MSDUs to be released to the MAC client and B-ACK buffer resources to be freed. A recipient device 
may also implement a timeout to expire an instance of the B-ACK mechanism that appears to be inactive. 

7.7.1.3.3 Termination 

stream or of the appropriate user priority to the recipient device with ACK Policy set to anything other than B-
ACK or B-ACK Request. 

The recipient device may terminate use of the B-ACK mechanism by responding to a frame with ACK Policy 
set to B-ACK Request with a B-ACK frame with no frame payload. 

7.7.2 Multi-rate Support 

A device shall transmit beacons at pBeaconTransmitRate. 

Devices shall transmit non-beacon frames only at data rates supported by the intended recipient, based
information from the recipi

A recipient device may use the Link Feedback IE to suggest the optimal data rate to be used by a source 
device, for example, to increase throughput and/or to reduce the frame error rate. The data rate in the Link 
Feedback IE is interpreted as the maximum data rate that the source device should use for this particular link, 
for an acceptable frame e

7.7.3 Transmit Power Control 

A device includes Channe
power limit of the operating c

A device shall transmit at the lowest power required for rel
transmit power level change to be used by another device by including a Link Feedback IE (defined in 7.1.8.4) 
or Transmit Power Control IE (defined in 7.1.8.39) in its beacon. The method to determine transmit power 
recommendations is out of the scope of this Interna

power change to recommend to the source device.  

7.8 Dynamic Channel Selection 

Initial channel selection during network entry is described in 
change channel due to the detec
detected is specified in 7.11.3. 

For load balancing and/or better link quality, a device may also 
channel in order to find enough channel resources for its own communication. A device may also volunteer to 
or be enforced to move to a new channel in order to release channel resources in the old channel to others. A 
device shall include Channel Change IE in its beacon or channel switch request command frame (as defined 
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channel unless it is in the device list and it has agreed to 
move. A device shall include a Channel Change Response IE (as defined in 7.1.8.12) in its beacon or in its 

s defined in 7.1.5.9) as response to receiving channel change 
el Switch Command frame. A device that includes a Channel Change 

rticular channel from the outband channel status report (as defined in 7.1.8.9) 

 beacon or other frames in the current superframe. 

 states within a superframe: 

and receive. 

ive. 

A shall 
perform CCA until a MAC header is received or up to mAccessDelay time, before determining the medium 

IFS. 

s 

ording to the following rules: 

ime + mCSWsize prior to its BPST in every superframe to 
participate in the transmission and reception of beacons. 

b) If a device has data traffic pending to be transmitted in CRP reservations in the current superframe, it 

pleted successfully. The device should release the CRP reservation block before entering Sleep state. 
A device shall set the More Frames bit to ZERO in the last frame it transmits during a reservation block. 

rframe, it shall signal its 
intent with a relevant TIM IE (as defined in 7.1.8.26) in its beacon. Once all of its transmissions are 
completed, the device may go into Sleep state for the rest of the superframe, subject to other rules in this 

in 7.1.5.8) to announce or request channel change. As defined in 7.1.8.11, Channel Change IE includes a list 
of devices who are invited to change channel. The invited devices are normally the associated devices. 
Different from the case of channel evacuate which is caused by incumbent detection, a device receiving 
Channel Change IE is not required to move to new 

Channel Switch Response command frame (a
request from either beacon or Chann
Response IE shall change channels as indicated in the IE. 

One aspect to load balancing is determining the availability and the load of each individual channel. Nodes 
may determine the load on a pa
sent by a proxy (as defined in 7.1.8.14). Alternatively, a node itself may visit a outband channel and analyze 
the beacon frames transmitted during a BP.  

7.9 Power Management Mechanisms 

7.9.1 Power management modes 

There are two power management modes: 

— Active mode: the device will send or receive beacon(s) or other frames in the current superframe. 

— Hibernation mode: the device will not send or receive a

Before entering hibernation mode, a device shall announce in previous superframe(s) that it is entering 
hibernation mode. Note: a master device shall always operate in active mode.  

7.9.2 Device power states 

Active mode devices are in one of two power

— Awake: device is able to transmit 

— Sleep: device does not transmit or rece

A device that is changing from Sleep to Awake state and has a frame in queue to transmit using PC

state. 

The value of mAccessDelay is equal to the time required to transmit one maximum length frame, transmitted 
at the lowest mandatory data rate, plus the time to transmit an Imm-ACK plus pS

7.9.3 Power state transition

Active mode devices shall transition between Awake and Sleep states acc

a) A device shall be in the Awake state mGuardT

shall be in Awake state prior to the start of each relevant CRP reservation block to start its transmission. 
The device may go into Sleep state for the rest of the reservation block if all the pending transmissions 
com

c) If a device has data traffic pending to be transmitted via PCA in the current supe
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t the More Frames bit to ZERO in the last frame it transmits to a particular 
recipient using PCA during a superframe. 

d) If a device is expecting to receive transmissions from other devices in a CRP reservation block, as 

on. It may go into Sleep state either at the end 
of the reservation block or when all the pending data has been received, as indicated by the More Frames 

A 
device that does not include a PCA Availability IE in its beacon shall be in Awake state in all MASs 

subclause. A device shall se

indicated in the beacons of those devices, it shall be in Awake state mGuardTime prior to the start of the 
reservation block for the reception of the planned transmissi

bit. If the device receives a UCA frame, it shall not go into Sleep state until after transmitting a 
corresponding UCR frame. 

e) If a device is expecting to receive transmissions from other devices via PCA, it may include a PCA 
Availability IE in its beacon and shall be in Awake state mGuardTime prior to the announced MASs. 

available for PCA in the current superframe. Once all pending data has been received, as indicated by the 
More Frames bit, the device may go into Sleep state for the rest of the superframe. 

BPST
Beacon
period

CRP
AB

DEV A

DEV B

transmit beacon

DEV D

DEV E

BPST

transmit beacon
transmit frame

receive ACK

receive frame
transmit ACK

transmit beacon

transmit frames
receive ACK

DEV C

transmit beacon

receive frames
transmit ACK

transmit beacon

 

Figure 17 — Power state transition for devices in active mode 

Figure 17 illustrates the power state transition for devices in active mode. 

— DEV A is a device that has data traffic pending to be transmitted in a CRP reservation block in the current 
superframe. 

— DEV B is a device that is expecting to receive a planned transmission from DEV A in a CRP reservation 
block in the current superframe. 

— DEV C is a device that has data traffic pending to be transmitted via PCA in the current superframe. 

— DEV D is a device that is expecting to receive a planned transmission from DEV C via PCA in the current 
superframe. 

— DEV E is a device does not have any traffic pending in its transmission queues, and is not expecting any 
planned transmission from other devices. 
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— A device shall signal its intent to go into hibernation mode by including a Hibernation Mode IE (as defined 

 value that specifies the duration of the hibernation period. A device may 
signal its intent to go into hibernation mode in several superframes. The value of the Hibernation 

ames 
before the device enters hibernation mode. In each successive superframe, the device shall reduce the 

tart of the next superframe. 

 before entering hibernation. 

ode prior to the end of its announced hibernation period by sending its 

superframes 

ur’s beacon that includes a Hibernation Mode IE, the device 

s a Hibernation Mode IE 

IE. 

 beacon slot 

hbour's beacon in the hibernation mode device’s beacon 
 

7.9.4 Hibernation mode operation 

A device using hibernation mode shall operate according to the following rules: 

in 7.1.8.25) in its beacon or probe command frame. The Hibernation Duration field in the Hibernation 
Mode IE shall contain a non-zero

Countdown field in the Hibernation Mode IE shall be set to indicate the number of remaining superfr

value of the Hibernation Countdown field by one. If this field is set to zero, the device enters hibernation 
mode at the s

— When in hibernation mode, the device shall not send a beacon or other traffic. The device should 
terminate all established CRP reservations

— A device may leave hibernation m
beacon. 

— A device in hibernation mode shall scan for beacons during the BP for one or more 
immediately prior to the end of its hibernation period, in order to re-establish synchronization. 

— If a device in hibernation mode finds that its former beacon slot is still available in the extended beacon 
group, the device may transmit a beacon in that beacon slot. Otherwise, the device shall transmit a 
beacon as if it was doing so for the first time. 

Active mode devices in the presence of hibernation mode devices shall operate as follows: 

— If an active mode device receives a neighbo
shall consider all CRP reservations with that neighbour to be terminated at the start of its hibernation 
period. An active mode device shall not commence any communication with a hibernation mode device 
until that device leaves hibernation mode. After receiving a beacon that include
with Hibernation Countdown less than or equal to mMaxLostBeacons, an active mode device that misses 
the remaining expected beacons shall consider the device to be in hibernation mode as indicated in the 
Hibernation Mode 

— If an active mode device does not receive an expected beacon from a hibernation mode device, it shall 
treat the beacon slot of that device as occupied and non-movable, but shall not indicate the
as occupied by the hibernation mode device in its BPOIE, until the beacon is received, for up to 
mMaxHibernationProtection. During a neighbour's hibernation period an active mode device shall 
continue to mark the hibernation mode device’s beacon slot as occupied and non-movable in its BPOIE. If 
the active mode device receives another neig
slot, the device shall still advertise the hibernation mode device’s DevAddr in its BPOIE.

— If an active mode device has unicast traffic for a hibernation mode device, it should buffer its traffic until 
the hibernation mode device enters active mode. 

— If an active mode device has multicast or broadcast traffic it should not delay transmission of the traffic, 
even if it is aware that some intended recipients are in hibernation mode. It may buffer its multicast traffic 
for a hibernation mode device until the intended recipient enters active mode, and then deliver the 
buffered multicast data. 

7.9.5 Hibernation anchor operation 

Active mode devices that are capable of acting as a hibernation anchor should indicate hibernation anchor 
capability in its MAC Capabilities IE. In a master-slave network, the master is the default hibernation anchor 
for slave devices. In a peer-to-peer network, a peer device may act as hibernation anchor for its neighbours.  
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ibernation mode. A device may terminate its role as a 
hibernation anchor at any time, but at that time it shall remove indication of the capability from its MAC 

hbours. These devices may use the information provided by Hibernation Anchor 
IEs for scheduling communication with neighbours in hibernation mode. 

 a Hibernation Mode IE in which the Hibernation Countdown is set to 

 

n from a hibernation mode device prior to the end of the announced 

 Hibernation Countdown less 

 in the probe IE. Target devices are not required to respond with all 
requested IEs. A device shall include a MAC Capabilities IE or a PHY Capabilities IE in its beacon if it is the 

erframes. On reception of either probe IE 
in a Probe command frame, a target device shall respond with a Probe command frame addressed to the 

vAddr of the requestor, that includes no Requested 
Element IEs to reject the probe; or 

re requested IEs. 

e the maximal allowed transmission power as specified in 7.7.3. A 
hannels to determine the channel availability for future use.  

A device that indicates such capability shall include a Hibernation Anchor IE (as specified in 7.2.10.20) in its 
beacon to convey information about neighbours in h

Capabilities IE, as defined in 7.1.8.21.  

Devices, such as those that were recently off or in hibernation mode, might not have information about the 
hibernation state of their neig

Upon reception of a beacon containing
zero, a hibernation anchor shall include a Hibernation Anchor IE. It shall set the Wakeup Countdown field in 
the Hibernation Anchor IE based on the Hibernation Duration field in the received Hibernation Mode IE. It shall 
decrement the Wakeup Countdown field in each successive superframe until the field reaches zero. After it 
transmits a beacon with a Hibernation Anchor IE that contains a Hibernation Mode Device Information field
with Wakeup Countdown set to zero, it shall remove the corresponding Hibernation Mode Device Information 
field from the Hibernation Anchor IE. It shall not include a Hibernation Anchor IE if there are no Hibernation 
Mode Device Information fields in the IE. 

If the hibernation anchor receives a beaco
hibernation duration, the hibernation anchor shall remove the corresponding Hibernation Mode Device 
Information field from the Hibernation Anchor IE in the next beacon. 

After receiving a neighbour’s beacon that includes a Hibernation Mode IE with
than or equal to mMaxLostBeacons, a hibernation anchor device that misses the remaining beacons from the 
neighbour shall consider the device to be in hibernation mode as indicated in the Hibernation Mode IE and 
shall include that device in the Hibernation Anchor IE. 

7.10 Probe 

The Probe IE and Application-specific Probe IE are used in beacons and probe commands to request one or 
more IEs from the target device identified

target of a Probe IE received in a beacon that includes the MAC Capabilities IE Element ID or the PHY 
Capabilities IE Element ID, respectively. On reception of either probe IE in a beacon, a target device shall 
include a response in its beacon for the next mMaxLostBeacons sup

sender within one superframe or include a response in its beacon for the next mMaxLostBeacons 
superframes. In the Probe command frame or beacon, the target device shall include:  

 A Probe IE, with Target DevAddr set to the De

 One or mo

7.11 Protection of incumbents 

In this clause, we specify necessary functions and procedures to fully protect incumbent services. We specify 
channel measurement procedures in 7.11.1, channel classification procedures in 7.11.2, and channel 
evacuation procedures in 7.11.3. Pre-service channel scanning will be discussed in network entry and 
initialization subclause of the Standard in 7.13.  

7.11.1 Channel Measurement 

A device needs to measure the operating channel to determine its vacancy. A device should also measure 
adjacent channel in order to determin
device may also measure other c
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urement 7.11.1.1 Operating Channel Meas

In order to detect the presence of an incumbent at very low signal strengths, all the neighbouring devices 
operating in the same channel shall be quiet at the same time, so that the sensing function is effective. We 
refer to this as the quiet period (QP). Quiet period (QP) could be scheduled regularly and/or on-demand.  

 

Figure 18 — In-service Channel Monitor 

 

7.11.1.1.1 Regular quiet period  

Regular QP is scheduled periodically, once for every mQPfrequency superframes. At a superframe with 
regular QP, the regular QP precedes the CSW and the duration is mQPD. Devices sharing the same 
superframe shall follow the same regular QP schedule. A device shall include Regular QP schedule IE 
(specified in 7.1.8.5) in its beacon if it is a regular beaconing device. When the Countdown field in the regular 
QP schedule IE is set to 0, any device by default shall keep silent during the QP in current superframe.  
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Figure 19 — Illustration of quiet period schedule 

 

7.11.1.1.2 On-demand quiet period  

A device may activate on-demand sensing based on its own observation, for example, the sensing r  
regular QP. In addition, abnormal behaviour driven fine sensing is also defined. Abnormal behaviour is defined 
as follows; 1) beacon collisio  

his International Standard defines three methods to schedule on-demand QP in a timely and network-aware 
manner with least intervention to other devices.  

a) Use own reservation. If a device has already established a certain portion of reservation (for example, for 

hen may take advantage 
of the reservation for sensing if they desire to do. A device shall include an on-demand QP schedule IE 

b) Make reservation of idle slots. In this method, a device may make reservation of idle slots for on-demand 

c) Borrow others’ reservation. In this method, a device may negotiate with a neighbour to temporally silence 

ed 
with other regular data communications. Once negotiation is successful, the on-demand QP scheduler 

evice detects incumbents, it shall notify others in the following contention signalling window, 
reservation signalling window, or beacon period. The corresponding information element, Channel 

esult of

n, 2) data packet error or 3) substantial SINR change.

T

data communication), the device may utilize its own reservation without spending time to make new 
reservation for sensing, thus speeding up on-demand sensing. A device may inform others, normally via 
beacon, about its intention to use its own reservation for sensing. Other devices t

as defined in Section 7.1.8.6 in its beacon to announce the on-demand sensing schedule.  

sensing normally via its beacon. Different from normal channel reservation for communication, a device 
does not need another device to confirm the reservation request with this special reservation type. All the 
devices receiving the reservation request shall mark the reservation in their reservation information maps. 
The device making the reservation may refresh such reservation. A device shall include an on-demand 
QP schedule IE as defined in Section 7.1.8.6 in its beacon to make the on-demand sensing schedule. 

the neighbour’s reservation for on-demand sensing. To initiate the negotiation, a device sends On-
demand QP Negotiation Request IE (as specified in 7.1.8.27) to the device which owns the reservation. 
On-demand QP Negotiation Request IE shall be transmitted in a beacon or probe command frame. To 
respond to the negotiation, the reservation owner sends back the On-demand QP Negotiation Response 
IE (as specified in 7.1.8.28). The On-demand QP Negotiation Response IE shall be transmitted in either 
beacon or probe command frame. The reservation owner shall give priority to on-demand QP compar

shall include an on-demand QP schedule IE as defined in Section 7.1.8.6 in its beacon to make the on-
demand sensing schedule. 

The methods a) and b) will not interrupt others so they are preferred. Method c) is suggested to use only for 
urgency.  

A device other than the on-demand QP scheduler is not required to perform sensing. However, other devices 
than the scheduler may take such opportunity to perform on-demand sensing to increase its own confidence 
level of incumbent detection. 

7.11.1.1.3 Operating Channel Measurement Report  

Once a d
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.5.6. If Channel Measurement Report IE is transmitted in beacon period, it shall 
be included in regular beacon frame defined in 7.1.3.1. A regular beaconing device should use beacon period 

 other than regular beaconing device should use 
surement Report IE. A device other than regular 

Outband channel Measurement is coordinated by a master device or a peer device. In a master-slave network, 
 to measure outband channel by using Channel Measurement 

Request IE, as defined in 7.1.8.7. Channel Measurement Request IE shall be included in a regular beacon 

request either by including Channel 
Measurement Response IE (as defined in 7.1.8.8) in regular beacon or by transmitting Channel Measurement 

If an outband channel has an existing beacon group, a device should monitor the beacon period of the 

7.11.1.2.2 Outband channel Measurement Report  

 frame 
(defined in 7.1.3.1) or in a Channel Measurement Report command frame (defined in 7.1.5.6). 

ent Report by using 
Channel Measurement Acknowledgement IE (as defined in 7.1.8.10) in regular beacon or by using Channel 

fined in 7.1.5.7.  

ent report, or 
information gathered from geo-location database, or both. Channels are classified as six types - Disallowed, 

ces when needed.  

sing the following categories: 

 Operating: the current channel used for communication between devices. 

Measurement Report IE, is defined in 7.1.8.9. If Channel Measurement Report IE is transmitted in contention 
signalling window or reservation signalling window, it shall be included in Channel Measurement Report 
command frame defined in 7.1

to transmit Channel Measurement Report IE. A device
reservation signalling window to transmit Channel Mea
beaconing device may use contention signalling window to transmit Channel Measurement Report IE only in 
an emergency.  

7.11.1.2 Outband channel Measurement  

Outband channel measurement is important for channel classification and channel re-selection. Outband 
channel measurement is also important for adjacent channel operation.  

7.11.1.2.1 Outband channel Measurement Request 

a master device coordinates its slave devices

frame (defined in 7.1.3.1) or in a Channel Measurement Request command frame (defined in 7.1.5.4). A slave 
device receiving Channel Measurement Request IE shall confirm the 

Response command frame, as defined in 7.1.5.5.  

In a peer-to-peer network, a peer device may request a group of other peer devices following the same 
approach as master-slave. 

If an outband channel is empty (i.e., not used by other networks) based on previous measurements, a device 
may visit the empty channel according to its own schedule. To determine whether an outband channel is 
empty, a device may need to monitor the outband channel for at least one superframe once in a while.  

outband channel to get traffic information and monitor quiet period to detect incumbent.  

A device reports channel measurement to a master device or a peer device by using Channel Measurement 
Report IE, as defined in 7.1.8.9. Channel Measurement Report IE shall be included in a regular beacon

A master device or a peer device acknowledges the reception of Channel Measurem

Measurement Acknowledgement command frame, as de

7.11.2 Channel Classification  

A master device or a peer device classifies channels based on either channel measurem

Operating, Backup, Candidate, Protected and Unclassified. Channel classification IE is defined to exchange 
channel classification status among devices and specified in Table 79, 7.1.8.17. A master or a peer device 
transmits its generated channel classification IE in its beacon to other devi

The channels may be classified u

 Disallowed: channels that are excluded from use due to operational or regulatory constraints. Disallowed 
channels need not to be sensed.  

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 16
50

4:2
01

1

https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862


ISO/IEC 16504:2011(E) 

108 © ISO/IEC 2011 – All rights reserved
 

mber of backup 
channels at any given time and shall order them according to their relative priorities.  

 Candidate: channels that are candidates to become a backup channel. Although backup and candidate 

quire less frequent channel information update (including channel 
measurement) than backup channels. 



 Backup: channels that may become the operating channel immediately in case the current network needs 
to switch to another channel. The master or peer device may maintain pre-defined nu

channels must be incumbent-free, Backup channels have higher priorities to be used than candidate 
channels. Candidate channels re

 Protected: channels in which incumbent or alien network operation has been detected. If an alien network 

ed as an operating 
channel.  

ide the scope of this International Standard.  

received channel classification with its own channel classification. If there is discrepancy 
between these channel classifications, the device shall consolidate in the way that incumbents shall be fully 

 device(s) has been 
verified using  the Regulation ID in the Identification IE, exchanged in the association handshake. To protect 

r, i.e. via the contact verification signal IE (see 7.1.8.41). This 
code the channel classification IE enclosed in the contact 

gnal IE within the last mTm seconds, it shall use the probe command frame to request the 

 master coordinates the group to move to a backup channel if available. The 
master transmits the Channel Change IE, as defined in 7.1.8.11, in its beacon. The master may transmit 

channel number selected by the master. All slave devices which receive the Channel Change IE shall move to 
the backup channel within the time defined in Channel Change IE. Furthermore, if the backup channel is 
empty, to speed up recovery, the same channel reservation settings used in the old channel should be used in 

has been detected, the channel could be used as operating channel by self-coexistence mechanisms as 
specified in 7.12. If incumbent has been detected, the channel shall be protected from being used as 
operating channel. Once incumbent is gone, the protected channel may be reus

 Unclassified: channels that have not been classified.  

The channel classification algorithm is outs

When a slave device receives channel classification IE from its master, the slave device shall update its 
channel list according to the classification.  

When a peer device receives channel classification IE from another peer device, the peer device shall 
compare the 

protected.   

The channel classification IE may be transmitted only after the corresponding slave

the channel classification IE from being received by unverified slave devices, the channel classification IE 
shall be transmitted in the secure manne
ensures that only the verified slave device(s) can de
verification signal IE. At least once every mTac seconds, except when in sleep mode, a slave device must 
either receive a contact verification signal IE from its associated master device or contact its master device to 
re-verify/re-establish channel availability. The master device shall transmit the contact verification signal IE to 
its associated slave devices at least every mTm seconds. If a slave device does not receive the contact 
verification si
contact verification signal IE.  A slave device shall stop transmission if it does not receive a contact verification 
signal and it is not able to re-establish a list of available channels through contact with a master device within 
mTac seconds since last reception of a contact verification signal IE.   

7.11.3 Channel Evacuation  

Upon discovery of an incumbent, a device shall suspend data communication and limit its total transmission 
time (including for beacons, control messages) to under mMaxTransTime. A device needs to evacuate the 
channel within mMaxEvacuateCountdown after detecting incumbents.  

Once an incumbent is detected and confirmed, the decision to evacuate this channel may be unilateral. 
However to maintain communication, a communicating group of which a member detects incumbent shall 
coordinate to evacuate the channel.  

In a master-slave network, the

Channel Change IE multiple times to increase its reliability. The Channel Change IE includes the New 
Channel Number and Channel Change Countdown, which is the remaining time until the device evacuates the 
current channel. If a backup channel is available, the New Channel Number shall be set to the backup 
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d in 7.3.4 or by following the beacon group merger procedures as 
specified in 7.3.7. If backup channel is not available, the New Channel Number shall be set to 255 

ume 
field defined in Table 67 to 1. Otherwise, after moving to the backup channel, a device shall join a beacon 

 Self-coexistence between two master-slave based networks 

 Self-coexistence between a peer-to-peer network and a master-slave-based network. 

 provides distributed self-coexistence mechanisms in 7.12.2 and centralized self-

nables detection of alien beacon group through 
nd frames. 

st their BP to align 

DP): This mechanism is used to decide which devices are promoted as 
regular beaconing devices. Although beacons are important for device discovery, QoS and coexistence, 
they increase the control overhead. Hence, it is also important to dynamically control the number of 
beaconing devices to reach a tradeoff between performance and overhead. Typically, in peer-to-peer 

the new channel. The master enables this by setting Channel copy to resume field defined in Table 67 to 1. 
Otherwise, after moving to the backup channel, a device shall join a beacon group by following the beacon 
group joining procedures as specifie

(Unavailable). All devices sending or receiving the Channel Change IE shall leave current channel within the 
time defined in Channel Change IE and perform channel SCAN as specified in 7.13 to find new channel.  

In a peer-to-peer network, the reservation owner shall coordinate the communication group to move to a 
backup channel if available. The device coordinating channel evacuation transmits the Channel Change IE, as 
defined in 7.1.8.11, in its beacon. The device coordinating channel evacuation transmits Channel Change IE 
multiple times to increase its reliability. The Channel Change IE includes the New Channel Number and 
Channel Change Countdown, which is the remaining time until the device evacuates the current channel. If a 
backup channel is available, the New Channel Number shall be set to the backup channel number selected by 
the device coordinating channel evacuation. Other peer devices which receive the Channel Change IE shall 
move to the backup channel within the time defined in Channel Change IE, if they are in the same 
communication group as the device sending Channel Change IE. Furthermore, if the backup channel is empty, 
to speed up recovery, the same channel reservation settings used in the old channel should be used in the 
new channel. The device coordinating the channel evacuation enables this by setting Channel copy to res

group by following the beacon group joining procedures as specified in 7.3.4 or by following the beacon group 
merger procedures as specified in 7.3.7. If backup channel is not available, the New Channel Number shall be 
set to 255 (Unavailable). All devices sending or receiving the Channel Change IE shall leave current channel 
within the time defined in Channel Change IE and perform channel SCAN as specified in 7.13 to find new 
channel. 

In case that the incumbent signal is too strong so that a device cannot exchange beacon/control message, the 
device shall move to the pre-agreed backup channel (if available) automatically within 
mMaxEvacuateCountdown duration  

7.12 Self-coexistence  

7.12.1 Self-coexistence scenarios 

This International Standard defines three basic self-coexistence scenarios:  



 Self- coexistence between two peer-to-peer networks 

This International Standard
coexistence mechanisms in 7.12.3.  

7.12.2 Distributed self-coexistence mechanisms 

The distributed self-coexistence mechanisms include: 

 Group Discovery and Notification: this mechanism e
beacons, and notification through beacons and control/comma

 BP merging rules: a set of rules used by devices to decide whether and how they adju
with the BP and superframe structure of an alien beacon group. 

 Beaconing Device Promotion (B

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 16
50

4:2
01

1

https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862


ISO/IEC 16504:2011(E) 

110 © ISO/IEC 2011 – All rights reserved
 

g devices. However, in master-slave mode, some slave 
devices may be promoted as regular beaconing devices by the Master device defines the beaconing 

 in 7.12.2.3. 

The detection is mainly done through regular beacons or echo beacons.  

iscovered alien beacon group A device 
shall report alien beacon group by sending Channel Measurement Report IE in its beacons or Channel 

) 

eaconing slave device by its master 

f-coexistence, as defined in 7.1.5.11. After receiving the beaconing 
promotion request, the master shall send beaconing promotion indication IE in its beacon with device address 

e to be promoted as a regular beaconing slave device, which is 
defined in 7.1.8.23. Alternatively, a master may initiate beaconing promotion by sending beaconing promotion 

llowing procedures specified in 7.3. 

s 

o peer-to-peer networks. The first scheme is based 
on the distributed self-coexistence mechanism which is specified in Section 7.12.2. The second scheme is 

n into slave devices and 
associate themselves with the master device. Note: this operation that a peer device transitions into a master 

 
The first scheme is based on the distributed self-coexistence mechanism which is specified in Section 7.12.2. 

operation mode all devices are regular beaconin

devices according to the BDP mechanism specified

7.12.2.1 Group Discovery and Notification 

The notification/report process allows devices to announce newly d

Measurement Report command frames. 

7.12.2.2 Beacon Period Merging Rules 

When devices operating on the same channel but with distinct and, possibly, unsynchronized superframe 
structures (also called Alien BP), discover each other, they must decide whether to merge their BPs. The rules 
and procedures of BP merging are specified in 7.3.7.  

7.12.2.3 Beaconing Device Promotion (BDP

In a master-slave network, a slave device may be promoted as a regular b
based on the following rules. The beaconing promotion process is either initiated by a slave device or by its 
master. If a slave device observes alien beacons or interference other than incumbents, it shall initiate the 
beaconing promotion process. The slave device sends beaconing promotion request command frame to its 
master, with the reason code set as sel

in the IE set as the requesting slave devic

indication IE in its beacon with the address set as the target slave device to be promoted as a regular 
beaconing slave device, which is defined in 7.1.8.23. After receiving beaconing promotion indication IE from a 
master, the slave device starts to join beacon period, fo

7.12.3 Centralized self-coexistence mechanism

7.12.3.1 Self-coexistence between two master-slave based networks 

There are two schemes for coexistence between two master-slave-based networks. The first scheme is to 
merge them into a single master-beacon network. The second scheme is to merge them using two master-
beacons (i.e., BP length is greater than 2), based on the distributed self-coexistence mechanism which is 
specified in 7.12.2. In the first scheme, the DME of one master decides to change itself as slave device (Note: 
this capability is implementation dependent). As a result, the devices associating with the master changing 
operation mode as slave (including the master itself) rejoin the other network as slave devices. The remaining 
master device continues to send its master-beacon which now covers all devices of the original two networks. 

7.12.3.2 Self-coexistence between two peer-to-peer networks  

There are two basic schemes for coexistence between tw

that one peer device elects itself as the master device and other peer devices transitio

device or a slave device is done at DME level and the capability to support that transition is implementation 
dependent. The new master device sends its master-beacon which now covers all devices of the original two 
peer-to-peer networks.  

7.12.3.3 Self-coexistence between a master-slave network and a peer-to-peer network  

There are two basic schemes for coexistence between a master-slave network and a peer-to-peer network.
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vices and associate themselves with the 
master device. The master device continues to send its master-beacon which now covers all devices of the 

and ensure incumbent protection. 

the 
target device(s) given the time-varying and unpredictable nature of channel occupancy. 

2. Create/join a beacon group, see 7.13.4; 

ion, authentication and key establishment, see 7.13.5; 

cedures such as 
negotiating basic capabilities; 

te.  

 

The second scheme is that all peer devices transition into slave de

original two networks. Note: this operation that a peer device transitions into a slave device is done at DME 
level and the capability to support that transition is implementation dependent. 

7.13 Network Entry and Initialization 

Before a device starts e.g. AV streaming or data communication, it needs to scan the channel and associate 
with the target device(s) 

This International Standard does not presuppose any pre-assigned channel where a device is able to find 

Peer devices should perform the following network entry and initialization as follows: 

1. Perform Initial Channel SCAN and Device Discovery, see 7.13.1, if pair device is unknown; otherwise 
perform pair discovery; 

3. Perform pairing, which includes associat

4. If indicated as desired by the device during association, perform other initialization pro

5. Setup connections, see 7.13.6. 

A pair device is defined as the target device with which a device normally communica

Figure 20 summarizes the network entry procedure carried out by peer devices.  
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Figure 20 — Network Entry Procedure for a Peer Device 

Master devices should perform the following network entry and initialization as follows: 

1. Perform Initial scan channel and device discovery, see 7.13.1; 

2. Create/join a beacon group and send master beacon, see 7.13.4; 

3. Perform master-slave association, see 7.13.2; 

4. If indicated as desired during association, perform other initialization procedures such as negotiating basic 
capabilities; 

5. Setup connections, see 7.13.6. 

Figure 21 summarizes the network entry procedure carried out by a master device.  
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Figure 21 — Network Entry Procedure for A Master Device 

For a slave device, the network entry procedure is specified in 7.13.2. 

Note that each of these steps taken by a device consists of a set of actions and error verification. The 
following subclauses specify these steps and their individual responsibilities in detail. 

7.13.1 Initial Channel SCAN and Device Discovery 

Figure 22 illustrates Initial Channel SCAN and Device Discovery procedure. The scan duration for each 
channel, i.e., T1, is twice of SuperframeLength.  

Energy detection as well as feature detection may be applied to detect channel activities, which could be 
incumbent presence, device presence, unknown presence, and Clean pending.  

Incumbents may be detected by feature detection. If incumbents are present on the current channel, the 
channel should not be revisited within certain duration, e.g., 10 minutes.  

Device presence could be detected by receiving beacons. Once beacons received, the device should listen to 
and/or probe devices which are sending beacons to get device address, name string, and to derive channel 
busy ratio.  

If the detected energy level is higher than certain level, subject to regulation, but neither an incumbent nor a 
device can be identified, the channel shall be marked as unknown presence. In case of unknown presence, a 
device shall not use the channel unless further measurements are taken to make sure if it is incumbent safe.  

If energy level is lower than certain level, the channel might be clean. A device may use the channel later but 
further measurements may be necessary to make sure the judgment is reliable.  

If energy level is lower than certain level, the channel may be marked as available.  

Upon finishing the initial Channel SCAN and Device Discovery procedure, a device shall classify the channel 
per 7.11.2. 
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Figure 22 — Initial Channel SCAN and Device Discovery 

 

7.13.2 Master-Slave Association 

A un-associated slave device may initiate master-slave association when it detects a master device during 
network entry. The slave device shall send association request command frame (as specified in 7.1.5.12) to 
the master device in a contention signalling window. After processing the request, the master device confirms 
the request implicitly using an association response IE (as specified in 7.1.8.24) included in beacon. A master-
slave association procedure is illustrated in Figure 23. 

If a slave device sends association request with address that is already used, the master device sends 
association response IE with “Fail-Invalid Address”. If there are not enough MASs, the master device sends 
association response IE with “Fail-Not enough MAS”. If the slave device receives association response IE with 
“Success”, then association is completed.  

A slave device that has been associated with a master device is normally not a beaconing device so that BP 
joining process is not required. However, to assist self-coexistence, a slave device may be promoted by 
master device to a beaconing device, as specified in 7.12.2.3. 
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Figure 23 — Master-slave join beacon group 

A master device may disassociate a group of slave devices by including a Disassociation IE in its beacon 
frame. A slave device receiving the Disassociation IE shall release all reserved MASs and terminate existing 
connections. 

7.13.3 Pair discovery 

If a device does know who the pair device is after power-up, pair devices should use two interleaving stages, 
SCAN and STAY for pair discovery. SCAN allows a device to search the pair device on all possible channels. 
STAY allows a device to stay on a selected channel and advertise itself. The STAY time (T2) is M times of the 
maximal SCAN time, where M randomly chosen among (1, 2). The maximal SCAN time equals N times T1, N 
is the total number of channels for scan. Due to the randomization, the SCAN stage of one device has high 
possibility to fall in the STAY stage of the pair device after limited iteration, thus finding the pair device. 

Figure 24 illustrates Pair Discovery procedure. The scan duration for each channel, i.e., T1, is twice of 
SuperframeLength. Once the pair device is found, the pair discovery procedure is completed. 
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To limit the pair discovery time for the worst case, a device shall stop further discovery after mMaxPairDiscTry 

iterations and start to do beaconing on a selected channel, see 7.3.4.  

After Pair Discovery procedure, a device a device shall classify the channel per 7.11.2. 

As show in Figure 20, further Pair discovery may be activated by a Pairing Command. 
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Figure 24 — Pair Discovery 

 

7.13.4 Create/join a beacon group 

The device should select an available channel with the least traffic. 

Before creating or joining a BG as specified in 7.3.4, the device might be required to ensure incumbent 
protection using further channel measurements. 

7.13.5 Pairing 

The pairing procedure enables two devices to register each other, perform authentication, and set up security 
mechanisms. 

Figure 25 illustrates the pairing procedure.  

If pair devices have not joined the same BG, they shall join the same BG. 
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Pair devices shall associate using the Association Request and Response, see 7.1.5.12 and 7.1.8.24 
respectively. 

If security is enabled, a device shall also perform authentication and TPK establishment, see 8.  

 
 

 

Figure 25 — Pairing Procedure 

 

7.13.6 Setup connections 

Figure 26 illustrates connection setup procedure. The source device might need to derive QoS requirement, 
select an operating channel with enough available bandwidth. 

For group communication, the source device needs to bind a multicast address. Moreover, if security is 
enabled for multicast, group temporal key (GTK) shall be established.  

The device shall perform channel reservation, see 7.5.2.  
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Figure 26 — Connection Setup Procedure 

 

7.14 MAC sublayer parameters 

Table 123 contains the values for the MAC sublayer parameters.  
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Table 123 — MAC sublayer parameters 

Parameter Value 
mClockResolution 1 s 
mMaxSynchronizationAdjustment 4 us 
mClockAccuracy 20 ppm 
mGuardTime 20 s 
mMASLength 500 s 
mMASCount 256 
mSuperframeLength mMASCount × mMASLength 
mCSWSlotLength mMASLength / 2 

mMaxSignalLength 
mCSWSlotLength - pSIFS – 
mGuardTime 

mSignalSlotCount mCSWsize/mCSWSlotLength 
mRSWSlotLength mMASLength 
mBeaconSlotLength 2 x mMASLength 

mMaxBeaconLength 
mBeaconSlotLength - pSIFS – 
mGuardTime 

mBPExtension 2 beacon slots  
mMaxBPLength 12 MAS 
mCSWsize 2 MAS 
mMaxTransTime Subject to regulation  
mBPMergeWaitTime 128 superframes 
mMaxLostBeacons 3 
mInitialMoveCountdown 3 × mMaxLostBeacons 
mMaxMovableLatency 32 
mAccessDelay 652 s 
mAggregationLimit 63 
mCRPBackoffWinMax 16 superframes 
mCRPBackoffWinMin 2 superframes 
mMaxFramePayloadSize pMaxFramePayloadSize 
mMaxFragmentCount 8 
mCRPslaveRetry 9 

mQPD 
Duration for regular QP, in the unit of 
MAS. Minimum is 5 ms / mMASLength. 
Subject to regulation  

mQPfrequency 

Regular QP schedule frequency, in the 
unit of superframes. Subject to 
regulation. However, if the parameter is 
set to zero, no regular QP is scheduled.  

mTac 
Maximum interval to (re-)check channel 
availability (in seconds), Subject to 
regulation. 

mTm mTac / 2.  
mMaxPowerUpdateStep 2 dB 
mMaxEvacuateCountdown  Subject to regulation. 
mMaxHibernationProtection 128 superframes 
mMaxPairDiscTry 3 
mMaxNeighbourDetectionInterval 128 superframes 
mMinFragmentSize 188 bytes 
mCWMin[AC_BK] 
mCWMin[AC_BE] 
mCWMin[AC_VI] 
mCWMin[AC_VO] 

15 
15 
7 
3 

mCWMax[AC_BK] 
mCWMax[AC_BE] 
mCWMax[AC_VI] 
mCWMax[AC_VO] 

1023 
1023 
511 
255 

mAIFSN[AC_BK] 
mAIFSN[AC_BE] 
mAIFSN[AC_VI] 
mAIFSN[AC_VO] 

7 
4 
2 
1 
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mTXOPLimit[AC_BK] 
mTXOPLimit[AC_BE] 
mTXOPLimit[AC_VI] 
mTXOPLimit[AC_VO] 

512 s 
512 s 
1024 s 
256 s 

 

Table 124 contains the values of the PHY dependent parameters used by the MAC sublayer for PHY. 

Table 124 — PHY-dependent MAC sublayer parameters for the PHY 

Parameter Value 

pBeaconTransmitRate 
4.75Mbps (QPSK, ½), refer to 
Table 140 

pCCADetectTime 10s 
pClockAccuracy 20 ppm 
pMaxFramePayloadSize 4095 bytes  
pMIFS 2 s 
pSIFS 10 s 
pSlotTime 15 s 

 

8 Security 

This clause specifies the security mechanisms needed to provide the security service introduced in 6.6.9. 8.1 
reviews these security mechanisms. 8.2 defines security modes that govern the security operation of 
devices. 8.3 specifies the 4-way handshake procedure for two devices to establish pair-wise temporal keys 
(PTKs) and a secure relationship. This subclause also describes how a device solicits or distributes group 
temporal keys (GTKs) within a secure relationship. 8.4 describes the procedures for frame reception and 
replay prevention. 8.5 provides the parameters needed in applying the AES-128 CCM cryptography to 
compute the message integrity code (MIC) and encrypt the secure payload for secure frames. 

8.1 Security mechanisms 

The security mechanisms specified in this International Standard control the security operation of devices by 
setting appropriate security modes. They allow devices to authenticate each other, to derive PTKs, and to 
establish secure relationships. They also enable devices to solicit or distribute GTKs within established secure 
relationships. In addition, the security mechanisms provide replay attack prevention measures through the use 
of secure frame counters (SFCs) and replay counters. The security mechanisms specify the parameters 
needed in applying the AES-128 CCM to protect the privacy and integrity of unicast and broadcast/multicast 
traffic using PTKs and GTKs, respectively. Privacy is protected by encrypting the secure payload, while 
integrity is protected by including a MIC. 

Two devices use a shared master key to establish a secure relationship. The establishment and management 
of master keys are additional security facilities that need to be provided outside the MAC sublayer. 

8.1.1 Security operation 

Security modes are defined to control the level of security required of a device in its communications with 
other devices. Three security modes are provided. Mode 0 allows a device to communicate without security 
protection. Mode 1 allows a device to use both secure and non-secure frames for data exchanges. Mode 2 
restricts a device to use security facilities in transmitting and receiving frames. 

A device announces its selected security mode in the Beacon Parameters field in its beacons. 
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8.1.2 4-way handshake 

The 4-way handshake mechanism enables two devices to use a shared master key to authenticate the 
identity of each other and to establish a new PTK for protecting certain frames exchanged between the two 
devices. By way of a successful 4-way handshake, the two devices establish a secure relationship with each 
other. 

A device initiates a 4-way handshake with another device only if it has determined that it shares a master key 
with that device. The master key is not exposed in the 4-way handshake; it is specified by a master key 
identifier (MKID). A 4-way handshake is affected by use of PTK commands. Following a successful 4-way 
handshake, each device installs the new PTK into the MAC entity. 

8.1.3 Key transport 

Two devices establish a new PTK via a 4-way handshake. The PTK is derived from a shared master key and 
two new random numbers generated by the two devices. A PTK is never transmitted directly in any frame, 
encrypted or not. 

Two devices, after establishing a secure relationship via a successful 4-way handshake, distribute their 
respective GTKs for protecting their broadcast traffic to each other, if applicable. Additionally, a device may 
distribute GTKs for protecting certain multicast traffic addressed to those devices with which the device has a 
valid secure relationship. A device may also request, or solicit, GTKs used to protect multicast traffic from the 
multicast source devices. 

A GTK is solicited or distributed by use of GTK commands. It is sent in encrypted form. 

8.1.4 Freshness protection 

Freshness protection ensures that no parties can successfully replay previously captured messages as an 
attack. This International Standard defines secure frame counters and replay counters on a per-temporal key 
basis to provide freshness protection. 

8.1.5 Data encryption 

Data encryption uses a symmetric cipher to protect data from access by parties not possessing the encryption 
key. This key is a PTK for unicast traffic transmitted between two devices and a GTK for broadcast/multicast 
traffic transmitted from a sender to a group of recipients. 

Secure frames using a TKID not recognized by the recipient device are reported to the DME. 

AES-128 counter mode is used for data encryption in this International Standard. 

8.1.6 Frame integrity protection 

Frames are protected from modification by other parties by message authentication using a MIC. The MIC 
also provides assurance that the sender of the frame possesses the correct temporal key. This key is shared 
among a group of devices or only between two devices. The MIC is a cryptographic checksum of the message 
to be protected. 

All secure frames that fail MIC checks are reported to the DME. 

AES-128 cipher block chaining – message authentication code (CBC-MAC) is used for MIC calculation in this 
International Standard. 

8.2 Security modes 

The security mode indicates whether a device is permitted or required to establish a secure relationship with 
another device for data communications. 
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Two devices establish a secure relationship by a 4-way handshake based on a shared master key as 
described in 8.3. 

Once two devices establish a secure relationship, they shall use secure frames for frame transfers between 
them as specified in Table 125 and Table 126. Either device shall discard a received frame from the other 
device if the frame is required to be a secure frame but was transmitted as a non-secure frame. 

Data and aggregated data frames shall be transmitted using the temporal key specified by the TKID passed 
through the MAC SAP along with the corresponding MSDU. Command and control frames, when transmitted 
as secure frames in a secure relationship, shall employ a temporal key currently possessed in that secure 
relationship. 

In Table 125, “N” indicates a non-secure frame, and “S” indicates a secure frame. Command frames unlisted 
in Table 125 are treated as non-secure frames.  

Table 125 — Frame protection in a secure relationship 

Frame type or subtype 
Frame 
protection 

Meaning 

Beacon frame N Beacon frames shall be sent as non-secure frames. 
Imm-ACK control frame N Imm-ACK frames shall be sent as non-secure frames. 
B-ACK control frame N B-ACK frames shall be sent as non-secure frames. 
RTS control frame N RTS frames shall be sent as non-secure frames. 
CTS control frame N CTS frames shall be sent as non-secure frames. 
UCA control frame N UCA frames shall be sent as non-secure frames. 
UCR control frame N UCR frames shall be sent as non-secure frames. 
Application-specific control 
frame 

N, S Application-specific control frames may be sent as secure or 
non-secure frames. 

CRP Reservation Request 
command frame 

N, S CRP Reservation Request frames may be sent as secure or 
non-secure frames. 

CRP Reservation Response 
command frame 

N, S CRP Reservation Response frames may be sent as secure 
or non-secure frames. 

Probe command frame N, S Probe frames may be sent as secure or non-secure frames. 
PTK command frame N, S PTK frames may be sent as secure or non-secure frames. 
GTK command frame S GTK frames shall be sent as secure frames. 
Application-specific 
command frame 

N, S Application-specific command frames may be sent as 
secure or non-secure frames. 

Data frame S Data frames shall be sent as secure frames. 
Aggregated data frame S Aggregated data frames shall be sent as secure frames. 

 

Table 126 specifies the values of the Encryption Offset (EO) field in secure frames. 

Table 126 — EO values in secure frames 

Frame type or subtype EO value 
Application-specific control frame Application defined 
CRP Reservation Request command 
frame 

Length of Secure Payload 

CRP Reservation Response 
command frame 

Length of Secure Payload 

PTK command frame 0 
GTK command frame 0 
Probe command frame Variable 
Application-specific command frame Application defined 
Data frame Variable 
Aggregated data frame Length of Aggregation Header  
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8.2.1 Security mode 0 

A device operating in security mode 0 shall use non-secure frames to communicate with other devices. Such 
a device shall not establish a secure relationship with any other device. 

If a device operating in this mode receives a secure frame, the MAC entity shall discard the frame.  

8.2.2 Security mode 1 

A device operating in security mode 1 shall use non-secure frames to communicate with devices operating in 
security mode 0. The device shall also use non-secure frames to communicate with devices operating in 
security mode 1 with which it does not have secure relationships. The device shall use secure frames 
according to Table 125 and Table 126 to communicate with another device operating in security mode 1 with 
which it has a secure relationship. It shall not establish secure relationships with other devices unless those 
devices are also operating in security mode 1. 

A device operating in security mode 1 may respond to command frames received from other devices with 
which it does not have a secure relationship. 

If a device operating in security mode 1 receives a secure frame from a device with which it does not have a 
secure relationship, the MAC entity shall discard the frame.  

If a device operating in mode 1 receives a non-secure frame from a device with which it has a secure 
relationship, but the frame is required to be a secure frame per Table 125, the MAC entity shall discard the 
frame.  

A DME that chooses to enable security mode 1 must understand and accept the responsibility that comes with 
receiving non-secure frames. The DME shall instruct the higher layers to handle the received non-secure 
frames in a safe and secure manner. 

A compliant MAC entity shall never use security mode 1 by default. Security mode 1 shall be entered from 
either mode 0 or mode 2. Requiring that a DME explicitly select this mode serves as an indication that the 
DME is aware of the security responsibilities it accepts when enabling security mode 1. 

8.2.3 Security mode 2 

A device operating in security mode 2 shall not establish a secure relationship with devices operating in either 
security mode 0 or security mode 1. The device shall use secure frames based on Table 125 and Table 126 to 
communicate with another device operating in security mode 2 and having a secure relationship with it. A 
device operating in security mode 2 shall establish a secure relationship with another device operating in the 
same security mode by a 4-way handshake prior to data exchanges. 

If a device operating in mode 2 receives a secure frame from a device with which it does not have a secure 
relationship, the MAC entity shall discard the frame.  

If a device operating in mode 2 receives a non-secure frame from a device with which it has a secure 
relationship, but the frame is required to be a secure frame per Table 125, the MAC entity shall discard the 
frame.  

8.3 Temporal keys 

Two devices establish a secure relationship based on a shared master key by employing a 4-way handshake 
to derive a PTK as described in this subclause. They may establish a PTK for each master key they share. 
Two devices have a secure relationship as long as they possess a currently installed PTK. A device’s 
DevAddr is part of the information used in deriving a PTK. Once a PTK is established, it shall not be changed 
due to a change in the device’s DevAddr. 
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A device solicits a GTK from, or distributes a GTK to, another device sharing a PTK as also described in this 
subclause. 

Master keys are identified by MKIDs. A device is not required to include an MKID IE in its beacon, nor is it 
required to advertise every MKID it possesses in the MKID IE included in its beacon. They may advertise 
some or all of the MKIDs they possess in an MKID IE in their beacons. A device may probe another device for 
the MKIDs possessed by that device by addressing an appropriate Probe IE in a beacon or Probe command 
to that device. A device shall list all the MKIDs it possesses in the MKID IE in response to a probe request for 
its MKIDs. 

8.3.1 Mutual authentication and PTK derivation 

This International Standard uses a 4-way handshake to provide mutual authentication and PTK generation for 
two devices sharing a master key. To perform a 4-way handshake, the two devices assume the roles of 
“initiator” and “responder”, respectively. A 4-way handshake comprises four messages, called message 1, 
message 2, message 3, and message 4 in this International Standard, that are sent back and forth between 
the two devices. The device sending message 1 becomes the initiator. The other device becomes the 
responder. 

8.3.1.1 4-way handshake message 1 

The initiator shall begin a 4-way handshake by composing and sending message 1 in a PTK command to the 
responder. In this command, the initiator shall specify the MKID for use in the 4-way handshake, propose a 
TKID for the PTK to be derived, and include a unique 128-bit cryptographic random number, I-Nonce. The 
proposed TKID shall be different from any TKID currently installed in the initiator’s local MAC entity or being 
used in an in-progress 4-way handshake involving this initiator device. The I-Nonce shall be generated anew 
each time the initiator starts a new 4-way handshake. 

On reception of message 1, the responder shall verify that the requested TKID is unique (i.e., not currently 
installed for an active temporal key or requested by an in-process 4-way handshake exchange). The 
responder shall perform the following steps: 

1. Generate a new 128-bit cryptographic random number, R-Nonce. 

2. Derive the PTK and KCK as specified in 8.3.4. 

3. Construct and send message 2 in a PTK command. 

8.3.1.2 4-way handshake message 2 

The responder shall send message 2 to the initiator as specified in 8.3.1.1. In this command, the responder 
shall include an appropriate Status Code, the newly generated R-Nonce, and the PTK MIC value computed 
for the message using the newly derived KCK according to 8.3.5. If the proposed TKID in message 1 is not 
unique, the responder shall so indicate in the Status Code. 

On reception of message 2, the initiator shall perform the following steps: 

1. Derive the PTK and KCK as specified in 8.3.4. 

2. Recalculate the PTK MIC for the received message using the KCK according to 8.3.5. If the recalculated 
PTK MIC does not match the PTK MIC field from this message, discard and disregard message 2 and 
abort the 4-way handshake. Otherwise, consider this message a proof that the responder holds the 
correct master key, and proceed to the next step. 

3. Check the Status Code returned in the received message. If the Status Code indicates an abortion of the 
4-way handshake by the responder, stop the 4-way handshake as well. If the Status Code indicates a 
conflict of the proposed TKID at the responder, restart the 4-way handshake with a different TKID. If the 
Status Code indicates a normal status, proceed to the next step. 
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4. Construct and send message 3 in a PTK command. 

8.3.1.3 4-way handshake message 3 

The initiator shall send message 3 to the responder as specified in 8.3.1.2. In this command, the initiator shall 
include the same I-Nonce as contained in message 1 and a PTK MIC computed for this message using the 
newly derived KCK according to 8.3.5. 

On reception of message 3, the responder shall perform the following steps: 

1. Verify the PTK MIC for this message using the KCK according to 8.3.5. If the calculated PTK MIC does 
not match the PTK MIC field from this message, discard and disregard message 3 and abort the 4-way 
handshake. Otherwise, consider this message a proof that the initiator holds the correct master key, and 
proceed to the next two steps. 

2. Construct and send message 4 in a PTK command. 

3. Install the PTK. 

8.3.1.4 4-way handshake message 4 

The responder shall send message 4 to the initiator as specified in 8.3.1.3. In this command, the responder 
shall include the same R-Nonce as contained in message 2 and a PTK MIC computed for this message using 
the KCK according to 8.3.5. 

On reception of message 4, the initiator shall perform the following step: 

1. Verify the PTK MIC for this message using the KCK according to 8.3.5. If the calculated PTK MIC does 
not match the PTK MIC field from this message, discard and disregard message 4 and abort the 4-way 
handshake.  

8.3.2 GTK exchange 

Upon successful completion of a 4-way handshake and installation of the resulting PTK, the initiator and 
responder each shall use GTK command frames (with Message Number set to 1) to distribute their respective 
GTKs for broadcast traffic to each other. Each may also use a GTK command to distribute a GTK for 
protecting certain multicast traffic to an intended recipient with which it holds a valid PTK. 

On reception of a valid GTK command frame marked as Message Number 1, a device shall verify that the 
GTKID is a unique TKID. The device shall then respond with a GTK command frame with Message Number 
set to 2 and Status Code set to the appropriate value. 

A recipient may request a GTK for certain multicast traffic in the form of a GTK command (with Message 
Number set to 0) from the source device if it holds a valid PTK with the source. 

On reception of a valid GTK command marked as Message Number 0, the multicast source device shall 
respond with a GTK command marked as Message Number 1, which may contain the requested GTK. The 
requesting device, upon receiving this GTK command and verifying the uniqueness of the proposed TKID, 
shall further return a GTK command with Message Number set to 2 and Status Code set to the appropriate 
value. 

A source device distributing a GTK shall check the Status Code indicated in the returned GTK command 
(Message Number set to 2). If the Status Code indicates a conflict of the proposed TKID at the recipient 
device, the source device shall propose a new TKID and re-distribute the GTK to the recipient. After receiving 
a returned GTK command from the recipient with the Status Code indicating a normal status, the source 
device shall use the new TKID to re-distribute the GTK to each of the devices to which it has previously 
distributed the GTK and with which it maintains a secure relationship. 
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A device installs a newly distributed or received GTK. 

A GTK shall be a 128-bit cryptographic-grade random number. A fresh GTK shall be generated when the 
distributing device establishes a new group relationship. 8.3.6 provides an example means of generating a 
fresh GTK. 

8.3.3 Pseudo-random function (PRF) definition 

A PRF is used in several places in the security specification. This subclause defines three PRF variants: 

— PRF-64, which outputs 64 bits, 

— PRF-128, which outputs 128 bits, and 

— PRF-256, which outputs 256 bits. 

In the following, K denotes a 128-bit symmetric key, N denotes a 13-octet nonce value, A denotes a unique 
14-octet ASCII text label for each different use of the PRF, B denotes the input data stream, Blen specifies the 
length of this data stream, and || denotes concatenation. Blocks are each 16 octets long, and are defined as 
inputs to the AES-128 CCM for the MIC generation as specified in 8.5. 

CCM-MAC-FUNCTION(K, N, A, B, Blen) 

begin 

Form authentication block B_0 from flags = 0x59, N, and l(m) = 0 

Form authentication block B_1 from l(a) = 14 + Blen and A 

Form additional authentication blocks from B 

 (with last block zero padded as needed) 

Form encryption block A_0 from flags = 0x01, N, and Counter_0 = 0 

R ← MIC (K, B_0, B_1, ..., A_0) 

return R 

PRF(K, N, A, B, Blen, Len) 

for i ← 1 to ( Len + 63)/64 do 

R ← R || CCM-MAC-FUNCTION(K, N, A, B, Blen) 

N ← N + 1 

return L(R, 0, Len) = Len most-significant bits of R 

 

PRF-64(K, N, A, B, Blen) = PRF(K, N, A, B, Blen, 64) 

PRF-128(K, N, A, B, Blen) = PRF(K, N, A, B, Blen, 128) 

PRF-256(K, N, A, B, Blen) = PRF(K, N, A, B, Blen, 256) 
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8.3.4 PTK and KCK derivation 

PRF-256 shall be employed to generate the PTK and KCK associated with a 4-way handshake as used 
in 8.3.1 based on the following parameters as defined in Table 127. 

K – The PMK 
N – B12-11= InitiatorDevAddr, B10-9= ResponderDevAddr, B8-6 = PTKID, B5-0 = zero 
A – “Pair-wise keys” 
B – I-Nonce || R-Nonce 
Blen – 32 

Table 127 — PTK and KCK Generation Parameters 

Name Size (octets) Description 

InitiatorDevAddr 2 DevAddr of device with role of initiator 

ResponderDevAddr 2 DevAddr of device with role of responder 

I-Nonce 16 Random number selected by initiator (in message 1) 

R- Nonce 16 Random number selected by responder (in message 2) 

PTKID 3 Negotiated TKID value for the PTK to be derived (in message 1) 

PMK 16 A pre-shared pair-wise master key identified by the MKID (in message 1)

 

The PRF-256 is called with these parameters to compute a 256-bit key stream: 

KeyStream ← PRF-256(K, N, A, B, Blen) 
 
This key stream is then split to form the desired PTK and KCK. The least-significant 16 octets of KeyStream 
become the KCK while the most-significant 16 octets become the PTK, as specified in Table 128. 

Table 128 — KCK and PTK in KeyStream 

Key Source 

KCK KeyStream octets 0 through 15 

PTK KeyStream octets 16 through 31 

 

8.3.5 PTK MIC generation 

The 4-way handshake uses an “out-of-band MIC” calculation for the PTK MIC field in handshake messages 
2-4. PRF-64 shall be used to provide the PTK MIC calculation. The PRF-64 parameters shall be defined as 
follows based on Table 127: 

K –  The KCK 
N –  B12-11 = InitiatorDevAddr, B10-9 = ResponderDevAddr, B8-6 = PTKID, B5-0 = zero 
A –  “out-of-bandMIC” 
B –  Fields from Message Number to I-Nonce/R-Nonce contained in the PTK command 
Blen –  Length in octets of B = 48 

PTK MIC ← PRF-64(K, N, A, B, Blen) 
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8.3.6 Random number generation 

In order to implement the cryptographic mechanisms outlined in this International Standard, every platform 
needs to be able to generate cryptographic grade random numbers. RFC 1750 gives a detailed explanation of 
the notion of cryptographic grade random numbers and provides guidance for collecting suitable randomness. 
It recommends collecting random samples from multiple sources followed by conditioning with PRF. This 
method provides a means for an implementation to create an unpredictable seed for a pseudo-random 
generation function. The example below shows how to distill such a seed using random samples and PRF-
128. 

LoopCounter = 0 

Nonce = 0 

while LoopCounter < 32 begin 

result = PRF-128(0, Nonce, “InitRandomSeed”, DevAddr || Time || result || LoopCounter, dataLen) 

Nonce ← Nonce + 1 

result ← result || <randomness samples> 

end 

GlobalSeed = PRF-128(0, Nonce, “InitRandomSeed”, DevAddr || Time || result || LoopCounter, dataLen) 

Once the seed has been distilled, it may be used as a key for further random number generation. The 4-way 
handshake requires each party to supply a 128-bit random number. This number may be generated using the 
seed and PRF-128. 

GenerateRandomNonce 

begin 

N = DevAddr || DevAddr || zero 

Collect randomness samples 

result = PRF-128(Global Seed, N, “Random Numbers”, <randomness samples>, length of samples) 

return result 

8.4 Frame reception steps and replay prevention measures 

A recipient device shall carry out the reception steps and replay prevention measures as specified in this 
subclause. 

8.4.1 Frame reception 

The MAC entity shall perform the following validation steps in sequence when receiving frames: 

1.  Validate the FCS. If this validation fails, discard the frame. Otherwise, acknowledge the received frame 
using the appropriate acknowledgment rules, and proceed to the next step. 

2.  Validate the Secure bit setting in the MAC Header and take the appropriate actions according to its 
security mode as specified in 8.2. If the frame is not discarded and the Secure bit is set to ONE, proceed 
to the next step. 
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3.  Validate the TKID. If the TKID does not identify a currently installed PTK or GTK, discard the frame. 
Otherwise, proceed to the next step. 

4.  Validate the MIC using the identified PTK or GTK as specified in 8.5. If this validation fails, discard the 
frame. Otherwise, proceed to the next step. 

5.  Detect frame replay as specified in 8.4.2. If replay is detected, discard the frame. Otherwise, update the 
replay counter that was set up for the PTK or GTK used for this frame as also specified in 8.4.2, and 
proceed to the next step. 

6.  Process the frame as specified in clause 7, including duplicate frame filtering. If the frame was already 
received, discard it. Otherwise, proceed to the next step. 

7.  Decrypt the frame. This step may be taken in parallel with the MIC validation step. 

8.4.2 Replay prevention 

Each transmitting MAC entity shall set up a 48-bit SFC and initialize it to zero when a temporal key, PTK or 
GTK, is installed to it. The MAC entity shall increment the SFC by one before transmitting a secure frame—
whether a new frame or a retry—that uses the temporal key, and shall set the SFN in that secure frame to the 
value of the SFC after the increment. 

Each recipient MAC entity shall set up a 48-bit replay counter when a temporal key, PTK or GTK, is installed 
to it. The MAC entity shall initialize the replay counter to zero for an installed PTK, and to the GTK SFC for an 
installed GTK which was contained in the GTK command distributing the GTK. 

Upon receipt of a secure frame with valid FCS and MIC, the recipient shall perform replay attack detection and 
protection as follows:  

The recipient shall compare the SFN extracted from the received frame with the reading of the replay counter 
for the temporal key used by the frame. If the extracted SFN is smaller than or equal to the replay counter 
reading, the recipient MAC entity shall discard the frame. Otherwise, the recipient shall set the corresponding 
replay counter to the received SFN. 

The recipient shall insure that the frame passes FCS validation, replay prevention, and MIC verification before 
using the SFN to update its replay counter. 

8.4.3 Implications on GTKs 

Because a recipient maintains only one replay counter per installed temporal key, that recipient can receive 
traffic from only one source using a given temporal key. A scheme that allows multiple source devices to use 
the same GTK will result in frames sent from some of those sources being seen as replay attacks. To avoid 
this problem, each source device in a group is required to distribute a unique GTK to the recipients in the 
group. 

8.5 AES-128 CCM Inputs 

AES-128 CCM provides confidentiality, authentication, and integrity for secure frames defined in this propsoal. 
This subclause specifies the various fields required for AES-128 CCM operation. 

8.5.1 Overview 

AES, the Advanced Encryption Standard, is specified in FIPS PUB 197. AES-128 defines a symmetric block 
cipher that processes 128-bit data blocks using 128-bit cipher keys. CCM, counter with CBC-MAC, is specified 
in RFC 3610. CCM employs counter mode for encryption and cipher block chaining for authentication. AES-
128 CCM combines AES-128 with CCM to encrypt and authenticate messages. 
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Encryption is done on part or all of the Secure Payload, while authentication is provided by a message 
integrity code (MIC) that is included in each secure frame. MIC also protects the integrity of the MAC Header 
and Frame Payload in a secure frame. 

CCM has two input parameters – M (number of octets in authentication field) and L (number of octets in length 
field). For this International Standard, M = 8 and L = 2. 

CCM requires the use of a temporal key and a unique Nonce for each transmitted frame to be protected. The 
SFN is combined with frame addressing and temporal key identification information to provide a unique Nonce 
for every secure frame. Since every frame protection with a key requires a unique Nonce, temporal keys have 
a known lifetime. Each temporal key may be used to protect up to n frames, where n is the maximum value of 
the SFN. All security guarantees are void if a nonce value is used more than once with the same temporal key. 

In the following figures in this subclause showing the format of Nonce and CCM blocks, the most-significant 
octet is represented to the left of the other octets. 

8.5.2 Nonce 

The CCM Nonce is a 13-octet field, consisting of the 2-octet SrcAddr, 2-octet DestAddr, 3-octet TKID, and 6-
octet SFN for the current frame. The Nonce is used as a component of authentication block B_0, an input to 
CBC-MAC. It is also used as a component of input block A_i for CCM encryption. It provides the uniqueness 
that CCM requires for each instance of authentication/encryption. The CCM Nonce shall be formatted as 
shown in Table 129. In this Figure, each component of the Nonce is represented with the most-significant 
octet on the left and the least-significant octet on the right. 

Table 129 — Nonce input to the CCM algorithm  

Syntax Size Notes
Nonce_Format {   
SrcAddr 2 bytes  
DestAddr 2 bytes  
TKID 3 bytes  
SFN 6 bytes  
}   

 

8.5.3 CCM blocks 

The CCM authentication blocks shall be formatted as shown in Table 130 and further described below. 

Table 130 — Input to CCM authentication blocks 

Syntax Size Notes 
Input_to_CCM_Authentication_Format {   
Flags ( = 0x59) 1 byte  

B_0 Nonce 13 bytes 
Encrypted data length l(m) = P – EO 2 bytes 
Additional authenticated data length l(a) 
= 14 + EO 

2 bytes  
 
B_1 MAC header 10 bytes 

Encryption Offset (EO) 2 bytes 
Security Reserved 1 byte 
0 1 byte 
Secure Payload portion not to be 
encrypted 

EO bytes  
B_2, …, B_(M-1) 

Zero padding 0-15 bytes 
Secure Payload portion to be encrypted P – EO bytes  

B_M, …, B_N Zero padding 0-15 bytes 
}   

 

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 16
50

4:2
01

1

https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862


ISO/IEC 16504:2011(E) 

© ISO/IEC 2011 – All rights reserved 131
 

8.5.3.1 Authentication block B_0 

Authentication block B_0 is the first input block to the CBC-MAC algorithm. It shall be formatted as shown 
in Table 131. The component l(m) is represented with the most-significant octet on the left and the least-
significant octet on the right. The Nonce component is represented with the least-significant octet on the left 
and the most-significant octet on the right. 

Table 131 — Format of authentication block B_0 

Syntax Size Notes 
Authentication_Block_B_0__Format 
{ 

  

Flags (= 0x59) 1 byte  
Nonce 13 bytes  
I(m) 2 bytes  
}   

 

8.5.3.2 Authentication block B_1 

Authentication block B_1 is the second input block to the CBC-MAC algorithm. It shall be formatted as shown 
in Table 132. In this block, the l(a) component is represented with the most-significant octet on the left and the 
least-significant octet on the right. The EO and MAC Header components are represented with the first octet 
transmitted into the wireless medium on the left and the last transmitted octet on the right. 

Table 132 — Format of authentication block B_1 

Syntax Size Notes 
Authentication_Block_B_1__Format {   
l(a) 2 bytes  
MAC Header 10 bytes  
EO 2 bytes  
Security Reserved 1 byte  
0 1 byte  
}   

 

8.5.3.3 Authentication blocks B_2, …, B_n 

Authentication blocks B_2, …, B_(M-1) and B_M, …, B_N, if any, are additional input blocks to the CBC-MAC 
algorithm. They shall be formatted as shown in Table 133. They are formed by breaking the Secure Payload 
portion not to be encrypted into 16-octet blocks and the Secure Payload portion to be encrypted into 16-octet 
blocks. The last block constructed from the Secure Payload portion not to be encrypted is padded with ZERO 
values as needed to insure 16-octet block length. Likewise, the last block constructed from the Secure 
Payload portion to be encrypted is padded with zero values as needed to insure 16-octet block length. The 
padding octets are not transmitted onto the wireless medium. 

Table 133 — Format of authentication blocks beginning from B_2 

Syntax Size Notes 
Authentication_Block_B_2_and_above_Format 
{ 

  

Secure Payload portion not to be encrypted EO bytes  
B_2, …, B_(M-1) Zero padding 0-15 bytes 

Secure Payload portion to be encrypted P-EO bytes  
B_M, …, B_N Zero padding 0-15 byte 

}  
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In each of the blocks B_2, …, B_(M-1) or B_M, …, B_N, the Secure Payload portion not to be, or to be, 
encrypted shall be represented with the earliest octet transmitted into the wireless medium on the left and the 
latest transmitted octet on the right. When needed, B_(M-1) and B_N are padded with zeros to the right. 

8.5.3.4 Encryption blocks A_0, A_1, …, A_m 

CCM uses encryption blocks A_0, A_1, …, A_m to generate key stream blocks that are used to encrypt 
the CBC-MAC and the Secure Payload portion to be encrypted. These blocks shall be formed as shown 
in Table 134. In this Figure, Counter i is a 2-octet monotonically incrementing counter that shall be initialized 
to 0 for each secure frame. It shall be incremented by one for each successive encryption block. The Counter i 
component of A_i shall be represented with the most-significant octet on the left and the least-significant octet 
on the right. The Nonce component shall be represented with the least-significant octet on the left and the 
most-significant octet on the right. 

Table 134 — Format of A_i blocks 

Syntax Size Notes
Authentication_Block_B_1__Format {   
Flags = 0x01 1 byte  
Nonce 13 bytes  
Counter i 2 bytes  
}   

 

9 PHY 

9.1 Introduction 

This clause defines a physical (PHY) layer standard for personal/portable applications using TV White Spaces. 
The specification provides a flexible system that uses a vacant TV channel or a multiple of vacant TV 
channels to provide the wireless communications, for example, in home distribution of audio and video, 
wireless internet access, etc. The following clauses of the document provide details on the various aspects of 
the PHY specifications. 

9.2 Symbol description 

9.2.1 OFDM symbol description 

The transmitted RF signal can be represented mathematically as 

1

0

( ) Re ( ) exp( 2 )
N

RF n SYM c
n

s t s t nT j 




    
  
 f t   (1) 

where Re(.) represents the real part of the signal, N is the number of OFDM symbols in the PPDU, TSYM is the 
OFDM symbol duration, fc is the carrier centre frequency and sn(t) is the complex base-band representation of 
the nth OFDM symbol.  

SYMn Ttts  00)(
  (2) 

The exact form of sn(t) is determined by the symbol number n. The sn(t) is composed of three components, the 
PLCP preamble, PLCP header, and the payload. 
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where spreamble,n(t), sheader,n(t), and spayload,n(t) denote the nth symbol of the PLCP preamble, the PLCP header, 
and the payload, respectively. The payload contains the data and the FCS (frame check sequence), the tail 
bits, and the pad bits, if needed. Npreamble, Nheader, and Nframe denote the number of symbols in the PLCP 
preamble, the PLCP header, and the PLCP frame, respectively. 

The complex base-band representation of sn(t) is defined by Equation  (19) in Section 9.5. PLCP preamble is 
described in 9.3.1. The OFDM symbol of the PLCP header and the payload is defined in 9.5. 

9.2.1.1 Time domain description 

The time-domain signal is generated by taking the inverse Fourier transform of the length NFFT vector. The 
vector is formed by taking the constellation mapper output and inserting pilot and guard tones. At the receiver, 
the time domain signal is transformed to the frequency domain representation by using a Fourier transform. 
Fast Fourier Transform (FFT) algorithm is usually used to implement Fourier transform and it’s inverse. 

Let TFFT represent the time duration of the IFFT output signal. The OFDM symbol is formed by inserting a 
cyclic prefix of time duration TCP (shown in Figure 27), resulting in a symbol duration of TSYM = TFFT + TCP 

TFFTTGI TSYM
 

Figure 27 — OFDM symbol format 

The specific values for TFFT, TCP and TSYM are given in 9.2.2.  

9.2.1.2 Frequency domain description 

In the frequency domain, an OFDM symbol is defined in terms of its subcarriers. The subcarriers are classified 
as: 1) data subcarriers, 2) pilot subcarriers, 3) guard subcarriers and 4) Null (includes DC) subcarriers. The 
classification is based on the functionality of the subcarriers. The total number of subcarriers is determined by 
the FFT/IFFT size. Except for the DC subcarrier, all the remaining guard/Null subcarriers are placed at the 
band-edges. The guard subcarriers do not carry any energy. The pilot subcarriers are distributed across the 
bandwidth. The exact location of the pilot and the data subcarriers are described in 9.5 and are shown in 
the Figure 28 for one particular symbol. 

 

Figure 28 — OFDM symbol structure 
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9.2.2 Symbol parameters 

For a 6 MHz channel bandwidth, the subcarrier spacing ∆ F = (BW*8/7)/128 ≈ 53.571 KHz 

1
18.667FFTT s

F
 


   (4) 

where BW represents the channel bandwidth. 

The cyclic prefix duration TCP could be one of the following derived values: TFFT/32, TFFT/16 and TFFT/8. 
Beacon shall be transmitted with CP of TFFT/8. 

The OFDM symbol duration for different values of cyclic prefix is given in Table 135.  

Table 135 — Symbol duration for different cyclic prefixes 

 CP = TFFT/32 CP = TFFT/16 CP = TFFT/8 

TSYM = TFFT + ICP 19.25 s 19.833 s 21.0 s 

 

Table 136 shows the different OFDM parameters and their values for a 6 MHz channel bandwidth. The 
corresponding numbers for other bandwidths is provided in Annex B. 

Table 136 — OFDM Parameters 

Parameter Value 

Subcarrier spacing, F 
(KHz) 

53.571 

FFT period, TFFT (s) 18.667 

Total number of subcarriers, 
NFFT 

128 

Number of guard 
subcarriers, NG (L, DC, R) 

26(13, 1, 12) 

Number of used subcarriers, 
NT = ND+ NP 

102 

Number of data subcarriers, 
ND 

98 

Number of pilot subcarriers, 
NP 

4 

Signal bandwidth (MHz) 5.518 

 

9.3 PPDU 

The PPDU is shown in Figure 29. The format for the PPDU includes the PLCP preamble, PLCP Header 
(HDR), PSDU, tail bits, and pad bits. 
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Figure 29 — PPDU frame format 

9.3.1 PLCP preamble 

The PLCP preamble is used by the receiver for frequency and time synchronization and channel estimation.  

Two types of PLCP preambles are defined: 

 Normal PLCP preamble: Used for all the packets in normal mode and for the first packet in streaming 
mode. 

 Burst PLCP preamble: Used for the second and the subsequent packets in the streaming mode. 

9.3.1.1 Normal PLCP preamble 

The format of the Normal PLCP preamble is shown in Figure 30. The Normal PLCP preamble is three 
symbols in duration and consists of a short preamble and a long preamble. The short preamble may be used 
for initial burst detection; AGC tuning, coarse frequency offset estimation and timing synchronization. The long 
preamble may be used for channel estimation and for fine frequency offset estimation. The short preamble 
consists of nine repetitions of a short training sequence while the long preamble consists of two repetitions of 
a long training sequence.  

The length of the cyclic prefix for the Normal PLCP preamble is given as  

1

8GI FFTT T    (5) 

and the duration of Normal PLCP preamble is  

3NormalPLCPPreamble SYMT T   (6) 

CE1

Long Preamble
Short Preamble

S0 S5S4S2S1 S6 S8S7S3

TSYM 2TSYM

CE2CP

TFFT/4

TFFT/8
 

Figure 30 — Normal PLCP preamble format. S0 – S8: short training sequence;  
CE1, CE2: long training sequence 
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Short preamble for the single antenna is generated using the following procedure: 

1. A 128 length frequency domain sequence is defined as shown below  

PST(-64:63) = 
102

12
{0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  1,  0,  0,  0,  0,  0,  0,  0,  1,  0,  

0,  0, 0,  0,  0,  0, 1,  0,  0,  0, 0,  0,  0,  0,  -1,  0,  0,  0,  0,  0,  0,  0,  -1,  0,  0,  0, 0,  0,  0,  0, -1,  0,  0,  
0,  0,  0,  0,  0,  0, 0, 0, 0, 0, 0, 0, 0, -1,  0,  0,  0,  0,  0,  0,  0,  1,  0,  0,  0,  0,  0,  0,  0, -1,  0,  0,  0,  0,  
0,  0,  0, -1,  0,  0,  0, 0,  0,  0,  0,  1,  0,  0,  0, 0,  0,  0,  0, -1,  0,  0,  0,  0,  0,  0,  0,  0, 0,  0,  0,  0,  0,  0,  
0} 
 (7) 

2. Taking IFFT of the above sequence will generate 8 repetitions of a 16-sample vector in time domain. 
These vectors are represented as S1 – S8 in Figure 30. Another replica of this vector is transmitted in the 

CP (S0). The factor 
102

12
 is used to normalize the signal energy. 

Long preamble for the single antenna is generated using the following procedure: 

1. A 128 length frequency domain sequence is defined as shown below 

PLT(-64:63) = {0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0, -1, 1, 1, -1, -1, 1, 1, -1, -1, -1, -1, -1, -1, 1, -1, -1, 
-1, 1, 1, 1, 1, 1, -1, 1, -1, -1, 1, 1, -1, 1, -1, -1, -1, 1, -1, 1, 1, 1, 1, -1, 1, 1, -1, 1, 1, 1, -1, 1, 1, 1, 1,  0, 1, 
1, -1, -1, -1, -1, 1, -1, 1, -1, 1, 1, -1, -1, -1, 1, -1, -1, 1, 1, 1, 1, -1, -1, 1, -1, 1, -1, -1, 1, -1, -1, 1, -1, 1, 1, -
1, 1, -1, 1, -1, 1, -1, -1, -1, -1, -1, 1, 1, -1, -1, 0,  0,  0,  0,  0, 0,  0,  0,  0,  0,  0,  0} 
 (8) 

2. Taking IFFT of the above sequence will generate the time domain representation of the long training 
sequence. 

3. A copy of the time domain sequence is also transmitted in the following symbol. 

4. The CP of the two symbols are combined and transmitted at the beginning of the long preamble. Thus the 
CP of the long preamble is twice the CP of the short preamble.  

The Short and Long preamble for the multiple antennae are described in Section 9.11.1. 

9.3.1.2 Burst PLCP preamble 

The format of the burst PLCP preamble for the single antenna is shown in Figure 31. The burst PLCP 
preamble for the single antenna is one symbol in duration and consists of two repetitions of a burst training 
sequence. The burst PLCP preamble may be used for channel estimation and for fine frequency offset 
estimation. 

The length of the cyclic prefix for the burst PLCP preamble is given as  

1

8GI FFTT T    (9) 

and the duration of the burst PLCP preamble is 

BurstPLCPPreamble SYMT T   (10) 
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CP B2B1

Burst Preamble

TSYM

 

Figure 31 —Burst PLCP preamble format for the single antenna.  

Burst preamble for the single antenna is generated using the following procedure: 

1. A 128 length frequency domain sequence is defined as shown below 

PBT(-64:63) = 
102

50
{0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0,  0, 0, 1, 0, -1,  0, -1, 0, 1, 0, 1, 0, -1, 0, -1, 0, 

-1, 0, -1, 0, -1, 0, -1, 0, 1, 0, -1, 0, -1, 0, -1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, -1, 0, 1, 0, -1, 0, -1, 0, 1, 0,  0, 0, 
1, 0, -1, 0, -1, 0, -1, 0, -1, 0, 1, 0, -1, 0, 1, 0, -1, 0, 1, 0, 1, 0, -1, 0, -1, 0, -1, 0, 1, 0, -1, 0, -1, 0, 1, 0, 1, 0, 
1, 0, 1, 0, -1, 0, -1, 0, 1, 0, -1, 0, 0,  0,  0,  0,  0, 0,  0,  0,  0,  0,  0,  0} 
 (11) 

2. Taking IFFT of the above sequence will generate 2 repetitions of a 64-sample vector in time domain. 

These vectors are represented as B1 and B2 in Figure 31. The factor 
102

50
 is used to normalize the 

signal energy. 

The burst preamble for the multiple antennae is described in Section 9.11.1. 

9.3.2 PLCP header  

The PLCP header consists of the PHY header, MAC header, tail bits and the parity bytes from a shortened RS 
encoder. Figure 32 shows the different fields in the PLCP header. 

 

Figure 32 — PLCP header format.  

The numbers in parenthesis represent the number of bits allocated for that field. 

9.3.2.1 PHY header 

The format of the PHY header is shown in Figure 33. The PHY header includes data rate, length, transmission 
mode, scrambler initialization seed, interleaver option, multiple antenna mode, CP mode and transmits power 
fields. It also includes a number of reserved bits that may be used to define additional modes in future 
revisions. The reserved bits are set to 0. 

Figure 33 — PHY header format 
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9.3.2.1.1 Cyclic prefix mode (CP) 

The CP mode bits are used to determine the CP duration used for the payload symbols. This field is 8 bits 
long and occupies the positions 0 to 7 in the PHY header. The first two bits of this field i.e. C0 and C1 
determine the CP duration as defined in the Table below. 

Table 137 — CP mode bits C0 and C1 definition 

CP Mode bits 

C1 – C0 

CP Duration 

00 1/32 

01 1/16 

10 1/8 

11 Reserved 

 

The remaining CP mode bits (C2 – C7) are a repetition of C1 and C0 bits. The bits C2, C4 and C6 are a copy 
of bit C0, while the bits C3, C5 and C7 are a copy of bit C1. 

9.3.2.1.2 Transmission mode (MODE) 

The transmission mode field is used to represent the stream type to which the next packet/frame belongs and 
also to indicate the preamble type for the next packet. The MODE bit M0 is located at position 8 in the PHY 
header and indicates the stream type as shown in Table 138 below.  

Table 138 — MODE bit M0 definition 

MODE Bit M0 Stream Type 

0 Normal 

1 Burst/Streaming 

 

The MODE bit M1 is located at position 9 in the PHY header and indicates the preamble type for the next 
packet as shown in Table 139 below. 

Table 139 — MODE bit M1 definition 

MODE Bit M1 Preamble Type 

0 Normal 

1 Burst 

 

9.3.2.1.3 Data rate field (RATE) 

The data rate field in the PHY header defines a combination of modulation, coding and spreading schemes. 
The size of the rate field is 4 bits and occupies the positions 10 to 13 in the PHY header (see Figure 
33). Table 140 defines the mapping of the PHY layer transmission parameters to the rate field. 
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Table 140 — Mapping of the PHY layer parameters to Rate field. The data rates are derived using the 
parameters defined in Table 136. CP duration = 1.167 µs (1/16 TFFT) 

RATE 
R3 – R0 

Modulation Outer Coding 
Inner Coding 

Rate 
Data Rate 

(Mb/s) 

Spectral 
Efficiency 
(bit/s/Hz) 

0000 (0) QPSK (245,255,5) 1/2 4.75 0.79 

0001 (1) QPSK (245,255,5) 2/3 6.33 1.05 

0010 (2) 16-QAM (245,255,5) 1/2 9.49 1.58 

0011 (3) 16-QAM (245,255,5) 7/12 11.08 1.85 

0100 (4) 16-QAM (245,255,5) 2/3 12.66 2.11 

0101 (5) 64-QAM (245,255,5) 1/2 14.24 2.37 

0110 (6) 64-QAM (245,255,5) 7/12 16.62 2.77 

0111 (7) 64-QAM (245,255,5) 2/3 18.99 3.16 

1000 (8) 64-QAM (245,255,5) 3/4 21.36 3.56 

1001 (9) 64-QAM (245,255,5) 5/6 23.74 3.96 

1010 – 1111 (10 – 15) Reserved 

 

9.3.2.1.4 Multiple antenna field (ANT) 

The ANT field bits are used to determine the type of multiple antennae transmission scheme used to transmit 
the payload symbols. This field is 2 bits long and occupies the positions 14 and 15 in the PHY header. The 
multiple antennae field bits are defined in Table 141. 

Table 141 — ANT field bits A1 and A0 definition 

Multiple antennae field bits 

A1 – A0 

Multiple antennae transmission 
scheme 

00 Reserved 

01 Frequency Interleaved Transmit 
Diversity (FITD) 

10 Space Time Block Code (STBC) 

11 Spatial Multiplexing (SM) 

 

If a transmitting device uses 2 antennae, then the ANT mode bits A1 and A0 in the PHY header denote 
whether the transmitter is using FITD, STBC or SM for the data payload. The multiple antenna modes are 
described in 9.11. If a transmitting device uses only a single antenna, then the ANT mode bits shall be set to 
“00”. 
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9.3.2.1.5 PLCP length field (LENGTH) 

The PLCP length field indicates the length of the PSDU/MPDU (including aggregation) in bytes, which 
includes the data and FCS, and does not include tail bits, and the pad bits. The LENGTH field is 12 bits in size 
and represents PSDU/MPDU sizes from 0 to 4095 bytes. The LENGTH field occupies positions 16 to 27 in the 
PHY header with LSB (L0) bit at position 16 and MSB (L11) bit at position 27. 

9.3.2.1.6 Scrambler initialization seed (SCR) 

The scrambler initialization seed is used to initialize the pseudo random sequence generator (PRBS) used in 
the scrambler. The SCR field is located in positions 28 and 29 in the PHY header.  

9.3.2.1.7 Interleaver option (INTLVR) 

The interleaver option is used to indicate the interleaver parameters used in the encoding of the PSDU. The 
INTLVR field is located in positions 32 and 33 in the PHY header and is defined as shown in Table 142. 

Table 142 — Interleaver option field definition 

INTLVR bits 
I1 – I0 

Interleaver column 
size Ncol 

00 14 

01 Not used 

10 Not used 

11 7 

 

9.3.2.1.8 Transmit power field (TXPWR)  

The transmit power field indicates the relative transmit power level that will be used to transmit the current 
packet/frame. The TXPWR field is located in positions 37 – 39 in the PHY header and is defined as shown 
in Table 143. 

Table 143 — Transmit power field definition 

TXPWR 
(P2 – P0) 

Relative Transmit Power 
Level (dB) 

000 0 

001 3 

010 6 

011 9 

100 12 

101 15 

110 18 

111 21 

 

9.3.2.1.9 Reserved bits 

The bits in positions 30, 31, and 34-36 in the PHY header are reserved. 
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9.3.2.2 MAC header  

The MAC header field received from the MAC is incorporated in to the PLCP header without any modifications. 

9.3.2.3 Encoding of PLCP header 

In order to enable the receiver to obtain the CP mode information before completing the full decoding of PLCP 
header, the encoding of the PLCP header is performed differently compared to other packet based standards. 
The PLCP header is RS encoded as described in 9.3.2.3.1, and then convolutionally encoded with a code rate 
of R=1/2 as described in 9.3.3.2.2, bit interleaved as described in 9.3.3.3 with Ncol=14, and transmitted using 
QPSK modulation. Figure 34 shows the different steps in the PLCP header encoding process. The PHY 
header and MAC header bytes are input to a systematic (23, 15, 4) RS encoder. The resultant 8 parity bytes 
are appended to the PHY and MAC header bytes to result in a 184 bit vector. Tail bits are then inserted in the 
middle and at the end of this vector. The resultant 196 bit vector is then split in to two equal parts of 98 bits 
and then each is independently encoded and mapped in to two OFDM symbols HDR1 and HDR2. The CP 
ratio of each OFDM symbol is 1/8. 

(23, 15, 4) RS encoder

PHY HDR
(40)

MAC HDR
(80)

RS Parity
(64)

PHY 
HDR MAC 

HDR

First half of PLCP bits
(92)

6

Tail 
bits

Second half of PLCP bits
(92)

6

Tail 
bits

Coding, interleaving, and
mapping

Coding, interleaving, and 
mapping

HDR1 HDR2

 

Figure 34 — PLCP header encoding process 

 

9.3.2.3.1 RS coding for PLCP header 

A RS encoder specified in 9.3.3.2.1 is also used to encode the PHY and MAC header bytes. Since the 
number of octets in the header is much smaller than the code length, less number of parity octets is used for 
the header field. The parity octets for the header are derived as follows: 

1) The header message octets (size K ) are pre-fixed with zero octets, as described in 9.3.3.2.1, such that 
the length of the message octets equals K. 

2) The message block is then encoded using a (N, K, T) RS code to generate 2T parity octets  
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3) The last   ( 2 ) parity octets are removed from the generated code word N K T

4) The  ( )K K  padded octets are removed from the code word to form a 
  ( , , )N K T  code block 

Where N = 255, K = 245, T = 5 and , ,  23N  15K  4T . 

At the receiver, if the RS decoder cannot recover the PHY and MAC headers (i.e. the code block has more 
than 4 byte errors) then the HEI is set to ZERO (invalid), otherwise the HEI is set to ONE (valid).  

9.3.3 PSDU 

 

Figure 35 — PSDU encoding process 

 

9.3.3.1 Data scrambling 

The scrambler shall be used to scramble the PSDU/MPDU with the pseudo-random binary sequence (PRBS). 
The polynomial for generating the PRBS, P(x), shall be : P(x) = x9+x4+1. The scrambler shall be initialized on 
each PSDU/MPDU by using the seed value, S0 and S1, which are specified by the MAC and defined within 
the PLCP header. P(x) and Initial vector are shown in Figure 36, and the sequences of the scrambler output 
(Sout) according to each seed value are shown in the Table 144. The 511-bit sequence will be repeatedly 
generated by scrambler, and the same scrambler is used to scramble transmit data and to descramble the 
received data. 

 

Figure 36 — Data scrambler 
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