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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
establl : o . . - . L and IEC
te¢hnical committees collaborate in fields of mutual interest. Other international organizations, geernmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of ipformation
te¢hnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Infernational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Parf 2.
THe main task of the joint technical committee is to prepare International Standards. Draft Infernational
Standards adopted by the joint technical committee are circulated to national bodies for voting. Pubfication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subjec} of patent
rights. ISO and IEC shall not be held responsible for identifying any,or.all such patent rights.

ISPD/IEC 16504 was prepared by Ecma International (as ECMA:392) and was adopted, under a spg¢cial “fast-
trdck procedure”, by Joint Technical Committee ISO/IEC JTC"1, Information technology, in parallel with its
approval by national bodies of ISO and IEC.
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Introduction

Analogue broadcasting systems have been or are being upgraded to digital technology, which frees up
channels in the TV frequency bands. This International Standard specifies a physical layer and a medium
access sub-layer for wireless devices to operate in the TV frequency bands.

Applicatiops include high speed video streaming and internet access on personal/portable electronics, horhe
electronic$ equipment, and computers and peripherals.

viii © ISO/IEC 2011 — All rights reserved
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Information technology — Telecommunications and information
exchange between systems — MAC and PHY for operation in
TV white space

1

TH
pe
sp

Th

meet regulatory requirements.

Cq
su

3

Th

Scope
is International Standard specifies a medium access control (MAC) sub-layer and a;physical (PHY
rsonal/portable cognitive wireless networks operating in TV bands. This International Stan
ecifies a MUX sublayer for higher layer protocols.

is International Standard specifies a number of incumbent protection mechanisms which may i

Conformance

pport at least one of the device types (master, peer;, or slave) and at least one of bandwidth
MHz, 8 MHz), and may support multiple antennae modes.

Normative references

e following referenced documents:.are indispensable for the application of this document.

) layer for
dard also

e used to

nforming devices implement the MUX sub-layer, MAC sub-layer and the PHY layer as specified herein and

s (6 MHz,

For dated

references, only the edition cited ‘@applies. For undated references, the latest edition of the feferenced

dg
IS

IS
Bl

4

Fa

cument (including any amendments) applies.
D/IEC 10646:2003, Informatien technology — Universal Multiple-Octet Coded Character Set (UCS
D/IEC 18033-3:2005;.-Information technology — Security techniques — Encryption algorithms
DCk ciphers

Terms and definitions

r thé purposes of this document, the following terms and definitions apply.

— Part 3:

4,
ali

en beacon group

group of devices for which the beacon period (BP) is not aligned with the BP of the current device

4.2

ali

en device

member of an alien beacon group
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4.3

Access Category

AC

common set of prioritized contention access (PCA) parameters to contend for the medium to transmit MAC
protocol data units (MPDUs) with certain priorities

4.4

beacon group

BG

set of devices that share the same beacon period start time (BPST)

4.5
beacon pgriod
BP
time durinfg which a device sends or listens for beacons

4.6
beacon pgriod start time
BPST
start of thg beacon period

4.7
channel reservation protocol
CRP
protocol tg support negotiation and maintenance of channel time reseriations

4.8
contention signalling window
time windgw for exchanging control or management information in the slotted aloha based manner

4.9
data integrity
assurancgq that the data has not been modified from its original form

410
data trangfer period
DTP
time periof within a superframe used'‘mainly for data transfer via prioritized contention access (PCA)
or in reservations established usjng'the channel reservation protocol (CRP)

4.11
device
entity conforming to thisnternational Standard

412
extended|beacon group
union of a|device’s beacon group and the beacon groups of all devices in the device’s beacon group

413
incumbents
regulatory protected transmission systems operating in the TV bands

414
incumbent protection mechanisms
mechanisms including DFS, TPC, geo-location/database access, and spectrum sensing

415

MPDU
MAC PDU

2 © ISO/IEC 2011 — All rights reserved
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4.16
MSDU
MAC SDU

417

master

master device

device acting as a centralized coordinator of medium access on behalf of at least one slave device

418
master-stave-grotip
group of devices with a master device and its slave devices

419
mEssage integrity code

M

cryptographic checksum generated using a symmetric key

NOTE A MIC is typically appended to data for data integrity and source authentication similar to a digital signature.

4.20
ngighbour
méember of a beacon group

peer device that coordinates outband channel measurement

4.27
quiet period
time period scheduled to detect incumbents

4.28

reservation

one or more medium access slots (MASs) within a superframe during which a device has preferential access
to the medium

© ISO/IEC 2011 — All rights reserved 3
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reservation signalling window
time window used for exchanging control or management information in the reservation based manner

4.30
slave

slave device
device associated with and coordinated by a master device for medium access

4.31

stream

logical flow of MSDUs from one device to one or more other devices
4.32

superframe

periodic time interval to coordinate frame transmissions between devices
4.33

transmisgion opportunity

TXOP

time interyal for prioritized contention access (PCA) to initiate transmissions
4.34

TXOP holder

device thdt has successfully contended for a TXOP

5 Abbreviations and Acronyms

AC access category

ACK acknowledgment

A/D analog-to-digital

AES advanced encryption standard

AGC automatic gain control

AIFS arbitration inter-frame space

ASIE application-specific information element

AWGN additive white Gaussian noise

BPOIE beacen period occupancy information element

BPSK binary phase-shift keying

BcestAddr broadcast device address

BP beacon period

BPST beacon period start time

B-ACK block acknowledgment

BW bandwidth

CBC-MAC cipher block chaining-message authentication code
CCA clear channel assessment

CCM counter mode encryption and cipher block chaining message authentication code
CE channel estimation

CINR carrier-to-interference and noise ratio

4 © ISO/IEC 2011 — All rights reserved
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CP cyclic prefix

CRC cyclic redundancy check
CRP channel reservation protocol
CSMA/CA carrier sense multiple access with collision avoidance
CTS clear to send

D/A digital-to-analog

DC direct current

DgstAddr destination device address
DgvAddr device address

DME device management entity
DTP Data transfer period

EQ encryption offset

EUI extended unique identifier
FQS frame check sequence

FBC forward error correction

FAT fast Fourier transform

FITD frequency interleaved transmit diversity
Gk Galois field

GTK group temporal key

HDR header

HEI header error indicator

I inphase

IC inter-carrier interference

ID identifier

IE information-element

IFFT inverse RET

IFB inter-frame space

Imm-ACK immediate acknowledgment
IS inter-symbol interference
KCK key confirmation key

LQE link quality estimate

LYB least significant bit

M2S Master-to-Slave

MAC medium access control
MAS medium access slot

MCDU MAC command data unit
McstAddr multicast device address
MIB management information base
MIC message integrity code
MIFS minimum inter-frame space

© ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862

ISO/IEC 16504:2011(E)

MKID
MLME
MPDU
MSB
MSDU
NAV
No-ACK
OFDM
Ooul
P2P
PCA
PER
PHY
PLCP
PLME
PMK
PPDU
ppm
PRBS
PRF
PSDU
PTK
Q
QAM
QP
QPSK
RF
RMS
RS
RSSI
RTG
RTS
SAP
SFC
SFN
SIFS
SM
SNR
SrcAddr
STBC

master key identifier

MAC sublayer management entity
MAC protocol data unit

most significant bit

MAC service data unit

network allocation vector

no acknowledgement

orthogonal frequency division multiplexing
organizationally unique identifier
Peer-to-Peer

prioritized contention access
packet error rate

physical layer

physical layer convergence protocol
physical layer management entity
pair-wise master key

PHY protocol data unit

parts per million

pseudo-random binary sequence
pseudo-random function

PHY service data unit

pair-wise temporal key
quadrature

quadrature amplitude modulation
quiet period

quadrature phase-shift keying
radio frequéncy

root mean’/square

Reed-Solomon

received signal strength indication
receive-to-transmit transition gap

request to send

service access point
secure frame counter
secure frame number
short inter-frame space
spatial multiplexing
signal-to-noise ratio
source device address

space time block code

© ISO/IEC 2011 — All rights reserved
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TKID temporal key identifier

TPC transmit power control

TG transmit-to-receive transition gap

TV television

TXOP transmission opportunity

UCA unused CRP reservation announcement
UCR unused CRP reservation response

UHRF ultra high frequency

VHF very high frequency

WM wireless microphone

6 [ General description

6. Network components

A [pasic component of a network is a device. Two or more devices.communicating on the samg physical
chiannel constitute a network. There are three types of devices, master device, slave device, and pger device.
THe device type of a device is preconfigured. The autonomous transition of device type is not supported in this
International Standard, although the device type may be reconfigurable by DME which is out of scppe of this
Infernational Standard.

6.2 Network formation

A basic network operates in one of two basic network formation modes: the master-slave mode or the peer-to-
peer mode. Both are shown in Figure 1. In_the master-slave mode, a device is designated as master and
others are associated with the master as slaves. The master coordinates channel access in the mgster-slave
m¢ode. Communication is normally established between slave devices and the master device. A slgve device
may also directly communicate with another slave device under the coordination of the master.

A peer-to-peer network differs from a master-slave based network mainly in that devices can form|a network
in the peer-to-peer way and coordinate channel access with distributed beaconing and channel resg¢rvation. A
peer-to-peer network comprises of peer devices. A peer device is able to access channel via fistributed
regervation and directly. communicate with any other peer device as long as they are in range of onge another.
Injother words, a peerto*peer network can be ad hoc, self-organizing, and self-healing.

( O‘
O

[ ]

4

T -
Peer-to-peer Network Master-slave Network

O Peer Device |:| Master Device A Slave Device

P » Control flow <«—» Data flow

Figure 1 — Basic Network Formation
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Two or more networks can share the same channel and may also communicate with each other in a
coordinated way.

A number of networks may also form a large-scale network such as a mesh network or a cluster tree network.
It allows multiple hops to route messages from any device to any other device in the network. Such functions
can be added at the higher layer, but are not part of this International Standard.

6.3 Protocol architecture

This International Standard specifies a PHY layer and a MAC sublayer. As shown in Figure 2, the PHY layer
and the MAC sublayer correspond to the PHY layer and the MAC sublayer of the OSI basic reference
model [5] fespectively. In this International Standard the MAC entity is represented by a device address!

Application layer

Presentation Layer

Session Layer

Transport Layer

Network Layer

Logical
Link
Data Link | control

Layer XJ
MAC ECMA TC48=%}1 A Prolocal ECMA TC48-TG1
C Protocol
|y — MAC
MPDU
Physical Layer = ;1—?38JG1 ~PHY Pl ECMAF"I'HC\?S-TG1
NS PPDU

OSI reference model

Figure 2 — Architectural reference model

Service afcess points (SAPS) interaction with PHY and MAC sublayers are illustrated in Figure 3. Ay a
reference,| Service access points (SAPs) are provided for both data transfer as well as management of the
MAC sublpyer. Data transfer for the MAC sublayer is through the MAC SAP. Both the MAC sublayer and the
PHY layer conceptually include management entities, called the MAC sublayer management entity (MLME)
and physjcal layervmanagement entity (PLME). These entities provide the layer management service
interfaces|for thetayer management functions. The DME is a layer-independent entity that may be viewed [as
residing in @ separate management pIane or as residing “off to the side.” DME may be V|ewed as being
responsible-for-sueh-functions-as-the-gathering-eHayer-dependen FRanagement
entities, and S|m|IarIy settlng the value of Iayer—specmc parameters The DME typlcally performs such
functions on behalf of the general system management entities and implements standard management
protocols. Figure 3 depicts the relationship among the management entities. The specification of SAPs and
management entities, as shaded parts of Figure 3, is out of the scope of this International Standard.

In order to enable the coexistence of concurrently active higher layer protocols within a single device, a MUX
sublayer is specified. This sublayer routes outgoing and incoming MSDUs to and from their corresponding
higher layers. The MUX sublayer is described in Annex A.
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Figure 3 — The reference model for this International Standard

6.4 Addressing

a
id

D3
De
to
re

Th

ress called a DevAddr. MAC address is included in beacon¢ and/or control messages
ntification.

In(%ividual MAC entities are addressed via an EUI-48 [1], and are assogiated with a volatile a

ta frames normally use abbreviated DevAddr that identifies a’ single MAC entity for reducing
vAddrs are 16-bit values, generated locally within the device: Consequently, it is possible for a si
ambiguously identify two or more MAC entities. This~International Standard provides mecha
5olving ambiguous DevAddrs.

e MAC addressing scheme includes multicast and broadcast address values. A multicast addres

a group of MAC entities. The broadcast address:idéentifies all MAC entities.

D¢

vice name string may be used for helping user to identify a device, as specified in 7.1.8.16. De

stiing can be assigned and changed by BPME. Device name string should be included in beacons fo|

de

A

6.

Th

vice discovery.

stream 1D may be determined:laeally by device to identify stream originating from itself.
b PHY features

MAC entity is associated with a single PHY entity.

e MAC sublayer requires the following features provided by the PHY:

Frame-transmission for both normal and burst modes;

bbreviated
for global

overhead.
ngle value
nisms for

b identifies

/ice name
I assisting

Erame reception for both normal and burst modes;

Header error indication for PHY and MAC header;

Clear channel assessment for estimation of medium activity.

Figure 4 shows the structure of a PHY frame.

©lI

There are two types of preamble: normal and burst.
The PLCP header including MAC and PHY Headers is protected by RS parity.

The Frame Payload is followed by its frame check sequence (FCS).
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Preamble PLCP Header Frame Payload Frame Check T<_';\|I P;\d
Sequence Bits Bits
PHY MAC Reed-Solomon Tail
Header Header Parity Bytes Bits

Figure 4 — PHY Frame Structure

Frames are transmitted by the PHY from the source device and delivered to the destination device in identical
bit order. Throughout this specification reference to the start of a frame refers to the leading edge of the fi

st

symbol of
of the PH

Frame tra
and the H
transmiss
PHY-relat

In normal

MAC entit
in the burs

6.6 Overn

The MAC

the PHY frame at the local antenna and end of a frame refers to the trailing edge of the last sym
frame.

nsmission and reception are supported by the exchange of parameters between the MAC sublay

on mode, the frame payload data rate and length, the frame preamble, the PHY ,channel and oth
bd parameters.

mode transmission, the MAC entity has full control of frame timing. In burst mode transmission, {

y has control of the first frame timing and the PHY provides accurate timing for the remaining fram
t.

yiew of MAC service functionality

service specified in this International Standard provides:

e Communication between devices within radio range on a single channel using the PHY;

A resq

e A prio

e Asyn

rvation-based channel access mechanism;
Fitized, contention-based channel access:mechanism;

Chronization facility for coordinated,appfications;

e Mechanisms for protection of incumbent user;

. Maste

e Peer-

r-slave operation;

0-peer operation;

¢ Mechanisms for handling mobility and interference situations;

e Devic

e Secur

b power mahagement by scheduling of frame transmission and reception;

e communication with data authentication and encryption using cryptographic algorithms.

ol

er

PHY layer. These parameters allow the MAC entity to control, and be informed-of, the frame

er

he
es

The architecture of this MAC service is either master-coordinated or fully distributed. A device provides
required MAC functions and optional functions according to its device type.

Coordination of devices within radio range is achieved by the exchange of beacon frames and/or command
frames. Periodic beacon transmission enables device discovery, supports dynamic network organization, and
provides support for mobility. Beacons provide the basic timing for the network and carry reservation and
scheduling information for accessing the medium.

10
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6.6.1 Logical groups

The MAC protocol is specified with respect to an individual device, which has its own individual
neighbourhood. All MAC protocol facilities are expressed with respect to this individual neighbourhood.

In a peer-to-peer network formed with fully distributed medium access coordination, logical groups are formed
around each device to facilitate contention-free frame exchanges while exploring medium reuse over different
spatial regions. In this International Standard, these logical groups are a beacon group and an extended
beacon group, both of which are determined with respect to an individual device.

= ; rmed with
master-slave operation to facilitate contention-free frame exchanges. A master must be a beaconind device. A
slgve device could be a either beaconing device or nonbeaconing device.

6.6.2 Control algorithms

MAC protocol algorithms attempt to ensure that no member of the extended beacon group transmitq a beacon
frgme at the same time as the device. Information included in beacon frames fagcilitates contention-free frame
exchanges by ensuring that a device does not transmit frames while a neighbodr is transmitting of receiving
frgmes.

Td permit correct frame reception, MAC protocol algorithms attemptito ensure that a device’s QevAddr is
unique within the device’s extended beacon group.

6.6.3 Channel selection

A device chooses a channel without incumbent presence. If no beacon is detected in the selectgd channel
and no incumbent user is found, a master device or a<peer device creates its beacon period (BP) by[sending a
beacon. If one or more beacons are detected inthe selected channel, the device synchronizes| its BP to
exjsting beacons in the selected channel. The device exchanges data with members of its beacon gfoup using
th¢ same channel the device selected for beacons.

When a slave device is enabled, it scans-Gne or more channels for master beacon. A slave device gelects the
chiannel used by its intended master,

Egch device operates in a dynamic environment and under unlicensed operation rules. Thus, it is|subject to
interference from licensed userns, other networks, and other unlicensed wireless entities in its channel. To
enable the device to continle operation in this type of environment, each device has the capability to
dynamically change the channel in which it operates.

If at any time a device’determines that the current channel is unsuitable, it uses the dynamic channg|l selection
procedure, as deseribed in 7.8, to move to a new channel.

6.6.4 Thesuperframe

Tl"e ba3|c timing structure for frame exchange is a superframe The superframe duration is specified as
¢ach MAS

duratlon is mMASLength

Each superframe starts with a BP, which extends over one or more contiguous MASs. The start of the first
MAS in the BP, and the superframe, is called the beacon period start time (BPST).

A recurring superframe consists of a beacon period (BP), data transfer period (DTP) and a contention
signalling window (CSW). A reservation based signalling window (RSW) could be appended right after BP to
support signal exchange between a master and slave devices in the master-slave mode. RSW is not needed
for a peer-to-peer network. The signalling windows and beacon period are used for sending and receiving
control/management information.
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The BP length is adjustable and depends on how many regular beaconing devices participate in the same BP.
In the master-slave mode, BP length can be kept as minimum as 1 beacon slot if the master is the only device
that does regular beaconing. In the peer-to-peer mode, the number of beacon slots can be as many as the
number of peer devices. The beaconing policy is specified in 6.6.5.

All devices which share the same channel shall follow the same superframe structure. Superframe merging is
necessary if two networks follow different superframe structures and share the same channel.

Superframe m-1 ‘ Superframe m ‘

Superframe m+1

6.6.5 Be

A device
peer devic
device un
beacons,

All the ¢
control/m4
monitor ch

A beacon

e Devic

mBeaconSlotLength  mRSWSIotLength
Figure 5 — MAC superframe structure

aconing

f the master device so decides.

annel status, or go to sleep.mode during data transfer period (DTP).

b identification information

— Important fer\device discovery and self-coexistence

e Beacq

n slot:eccupation information

e Medil

m reservation information

Medium Access Slots (MASSs)
T TT T T I JJTTTT1—171
-—
mMASLength
Adjustable Adjustable
> < Data Transfer Period (DTP) > -t >
Beacon Period A Beac?gpl;eriod
(BP)
RSW - csv()\
0 1---‘N 0‘1--- § o§\1\% 0‘1‘---‘N
—» — e |a—— -

mCSWSlotLength

evices shall keep awake during beacon period and CSW in order to capture all
nagement information which:-might be relevant to every device. A device may exchange d

packet contains the following important information for network operation, but not limited to:

s defined as a beaconing device if it owns abéacon slot in BP and regularly transmits beacons| A
e or a master device is by default a beaconing device. A slave device is normally a non-beaconing
ess promoted to be a beaconing device: All slave devices must be capable to transmit regujar

;Te
a7

— Necessary for QoS provisioning

e TIM (Traffic indication map)

e Quiet

period schedule

— Necessary for in-service channel monitoring (sensing)

e Channel Measurement Report

e Channel classification and change information.
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Each device protects its and its neighbours’ BPs for exclusive use of the beacon protocol. No transmissions
other than beacons are attempted during the BP of any device. Protection of the device’s BP is implicit.

A device should protect an alien BP, detected by reception of a beacon frame unaligned with the device’s own
BP, by announcing a reservation covering the alien BP in its beacon.

6.6.6 Medium access

The medium is accessed in one of three ways:

o | During the BP, devices send only beacon frames, according to the rules specified in 7.3.

o | During reservations, devices participating in the reservation send frames according to“ruleq specified
in7.5.2.

¢ | During quiet period, all devices keep silent.

¢ | Outside the BP and reservations, devices may send frames using a prioritized contention-baspd access
method, as described in 7.5.1.

.6.7 Data communication between devices

Data is passed between the MAC entity and its client in MSDUs~qualified by certain parameters. MSDUs are
nsported between devices in data frames. To reduce the ftame error rate of a marginal link, data frames
can be fragmented and reassembled, as described in 76.1. Fragments are numbered with an MSDU

If fhe source device wishes to verify the delivery of a frame, then one of the acknowledgement policies is used,
as| described in 7.7.1. This International Standard-provides for three types of acknowledgements|to enable
different applications. The No-ACK policy, described in 7.7.1.1, is appropriate for frames that do njot require
aranteed delivery, or are delay sensitive @and a retransmitted frame would arrive too late. The|[Imm-ACK
padlicy, described in 7.7.1.2, provides an acknowledgement process in which each frame is ipdividually
acknowledged following the reception:of the frame. The B-ACK policy, described in 7.7.1.3, lets the source
d multiple frames without intervening ACK frames. Instead, the acknowledgements of the individpial frames
b grouped into a single response frame that is sent when requested by the source device. The B-ACK
process decreases the overhead of the Imm-ACK process while allowing the source device to|verify the

If the source device dees-not receive the requested acknowledgement, then it may retransmit the|frame, as
described in 7.5.1.7-and’7.5.2.9, or it may discard the frame. The decision to retransmit or discard|the frame
pends on the type-of data or command that is being sent, the number of times that the source device has
mpted to sehd-the frame, the length of time it has attempted to send the frame, and other implementation-
pendent factors.

.8 - MAC frame data rates

NC—eacon—rames—are—rtended—to—bereceived—and—interpreted—by—alldevices—and—henree heir frame
payloads are transmitted at pBeaconTransmitRate, which can be decoded by all recipients. Other frames are
exchanged in a more restricted context and their frame payloads may be transmitted at higher data rates if
possible. MAC headers are always transmitted at the most robust data rate supported by the PHY.

6.6.9 Security

Wireless networks present unique security challenges due to the loss of protection provided by wires and
shielding. Personal/portable wireless networks present additional challenges due to the wide range of
applications and use models that they must support. To name a few, eavesdroppers can overhear data
exchanges not intended for them, whereas imposters can send forged data not using its own identity, can
replay previously transmitted data, and can transmit modified data captured from a previous transmission.
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This International Standard specifies two levels of security: no security and strong security protection. Security
protection includes data encryption, message integrity, and replay attack protection. Secure frames are used
to provide security protection to data and aggregated data frames as well as selected control and command
frames.

Three security modes are defined to control the level of security for devices in their communications. This
International Standard allows for a device to use one of the two security levels or a combination of them in
communicating with other devices by selecting the appropriate security mode.

This International Standard further specifies a 4-way handshake mechanism to enable two devices to derive
their pair- vise tclllp\.ua: Ir\cyo (PT:\O) white—atthet |t;uat;||3 thetr-tdet |t;ty to-each-other—A—sectre—retationship is
established following a successful 4-way handshake between two devices. A 4-way handshake between‘tyvo
devices i conducted based on a shared master key. How two devices obtain their shared master keys| is
outside the scope of this International Standard.

In addition, this International Standard provides means for the solicitation and distribution of ‘group tempoyal
keys (GTKs). While PTKs are used for protecting unicast frames exchanged between two devices, GTKs gre
employed|for protecting multicast and broadcast frames transmitted from a source device to a multicast|or
broadcast|group of recipient devices.

A pseudoqrandom function is defined based on the MIC generation by CCM using-AES-128.
Secure frgme counters and replay counters are set up on a per-temporal key basis to guarantee message
freshness| No specific mechanisms are created in this International Standard to address denial of service

attacks giyen the open nature of the wireless medium.

In this Intgrnational Standard, 128-bit symmetric temporal keys aré.€mployed based on AES-128 with CCM
provide payload encryption and message integrity code (MIC). generation.

—

(0]

In general), this International Standard specifies security mechanisms, not security policies.

6.6.10 Information discovery

The protdcols and facilities of this International Standard are supported by the exchange of information
between devices. Information may be broadeasted in beacon frames or requested in Probe commands. For
each typq of information, an Information, Element (IE) is defined. IEs may be included by a device in |its
beacon at|any time and may optionally"be requested or provided using the Probe command.

A device Uses the MAC Capabilities IE and PHY Capabilities IE to announce information about its support| of
variable of optional facilities. Declaration of capabilities is especially useful when a device detects changegin
its immediate neighbourhoad-

6.6.11 Support for higher-layer timer synchronization

Some applications, for example, the transport and rendering of audio or video streams, requjre
synchronization 'of timers located at different devices. Greater accuracy (in terms of jitter bounds) or finer timer
granularity than that provided by the synchronization mechanism described in 7.4. n[

6.6.12 Protection of incumbent users

This International Standard provides protocols for detecting incumbent users, protecting incumbent users and
enabling seamless device operation, which include coordinated channel measurement, channel management,
and TPC as specified in 7.7.3, 7.8 and 7.11.

6.6.13 Self-coexistence

This International Standard provides self-coexistence protocol and mechanisms in 7.12 that allow
neighbouring networks to share the same channel in the coordinated manner if desired. A master-slave based
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network can share the same channel with another co-located master-slave network or peer-to-peer network.
Similarly, a peer-to-peer network can share the same channel with another peer-to-peer network or master-
slave network.

6.6.14 Rate adaptation

A mechanism for data rate adaptation is provided in 7.7.2. A receiver may use this mechanism to inform a
transmitter of the optimal data rate to increase throughput and/or reduce the frame error rate (FER).

6.6.15 Power management

A [complementary goal of this International Standard is to enable long operation time for battery powered
dgvices. An effective method to extend battery life is to enable devices to turn off completelyor’redlice power
fof long periods of time, where a long period is relative to the superframe duration.

THis International Standard provides two power management modes in which a device can operate: active
and hibernation. Devices in active mode transmit and receive beacons in eyery ‘superframe. Devices in
hitbernation mode hibernate for multiple superframes and do not transmit or receive’in those superfrgmes.

In|addition, this International Standard provides facilities to support devices that sleep for portiorjs of each
superframe in order to save power.

Td coordinate with neighbours, a device indicates its intention to hibernate by including a Hibernation Mode IE
in jts beacon. The Hibernation Mode IE specifies the number of-superframes in which the device will[sleep and
will not send or receive beacons or any other frames.

Pgwer management mechanisms are described in 7.9.

7 MAC common part sublayer
THis clause specifies the format of MAC frames and MAC sublayer functionality.

THe format of MAC frame which includes descriptions of common fields, each frame type and sulbtype, and
information elements is specifiedin 7.1.

THe rules for transmission angd-reception of MAC frames, including setting and processing MAC header fields
and information elements, are specified in 7.2. The MAC superframe structure and beaconing pplicies are
specified in 7.3.

Ddring the data {period devices send and receive data using prioritized contention access (P[CA) or in
reservations established using the channel reservation protocol (CRP), specified in 7.5. PCA permits multiple
degvices to eenténd for access to the medium based on traffic priority, and is specified in 7.5.1.[The CRP
enables a_device to gain scheduled access to the medium within a negotiated reservation, and i§ specified
in|7.5.2!

Davice c\lnr\hrnnl-lahnn s cnnr\uﬁnr’l in—Z4—The Franmnnfghnn and aggragahnn of MSDlls is speC|f|ed

in 7.6. 77 through 7.10 spe0|fy ARQ, probe commands dynamic channel selection, multi-rate support,
transmit power control, power management mechanisms. 7.11 specifies incumbent protections. 7.12 specifies
self-coexistence. 7.13 specifies network entry and initialization. 7.14 specifies values for all MAC sublayer
parameters.

7.1 MAC Frame Format

This Clause specifies the format of MAC frames. An overview of the MAC frame with descriptions of common
fields is followed by Clauses for each frame type and subtype.
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7.1.1 Frame format conventions

The following conventions and definitions apply throughout this clause.

7111  Figures and Tables

MAC frames are described as a sequence of fields in a specific order. Tables in clause 7 depict fields in the
order they are delivered to the PHY SAP from top to bottom, where the top-most field is transmitted first in
time, as illustrated in Table 1. In field tables, bits within the field are numbered from the least-significant bit on
the top to the most-significant bit on the bottom, as illustrated in Table 2.

Table 1 — Example sequence of fields

Syntax Size Notes
Example [MAC frame Format {
First field 2 bytes First transmitted
Second figld 2 bytes Second transmitted
Last field 2 bytes Last transmitted
}

Table 2 — Example bitmap of a field

Syntax Size Notes
Example_Field Format {
Protocol Version 2 bits Least-sighificant bits, b1-b0
Secure 1 bit
ACK Policy 2 bits
Frame Type 3 bits
Frame Subtype/Delivery ID 4 bits
Retry 1 bit
Reserved 3 'bits Most significant bits, b15-b13
}

7.11.2 |Octet order

Unless otherwise noted, fieldsdonger than a single octet are delivered to the PHY SAP in order from the octet
containing the least-significant.\bits to the octet containing the most-significant bits.

7.1.1.3 |[Encoding

Values spgcified in:décimal are encoded in unsigned binary unless otherwise stated.

A bitmap i
correspont e of-th i - c e
S|gn|f|cant b|ts of the field. Octets of the field are presented to the PHY SAP in order from Ieast-S|gn|f|cant
octet to most-significant octet.

Reserved fields and subfields are set to ZERO on transmission and ignored on reception.

7.1.2 General MAC frame format

A MAC frame consists of a fixed-length MAC Header and an optional variable-length MAC Frame Body. The
MAC Header is specified in Table 3.
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Table 3 — MAC header format

Syntax Size Notes
MAC_Header_Format {
Frame Control 16 bits Refer to 7.1.2.1
DestAddr 16 bits Destination Address
SrcAddr 16 bits Source Address
Sequence Control 16 bits The Sequence Control field identifies the order of
MSDUs/MCDUs and their fragments; refer to 7.1.2.4
Access Control 16 bits Aceessrethed—duration—and-mere-frames-flagreferto 7.1.2.5
}
THe MAC frame body, when present, contains a Fame Payload and Frame Check Sequence (FCS) as shown
in Table 4.
Table 4 — MAC frame body format
Syntax Size Notes
MAC_Frame_Body_Format {
Frame Payload variable Refer t0.7.1.2.6
HCS 32 bits Refer 10)7.1.2.7
}
THe Frame Payload length ranges from zero to mMaxFramePayloadSize. If the Frame Payload length is zero,
th¢ FCS field is not included, and there is no MAC Frame Body. The Frame Payload length in¢ludes the
lemgth of the security fields for a secure frame. In secure frames, the Frame Payload includes secyrity fields,
as| specified in Table 5.
Table 5 — Frame:.Payload field format for secure frames
Syntax Size Notes
Secure_Frame_Payload_Field_Format{
Tlemporal Identifier (TKID) 24 bits Refer to 7.1.2.6.1
Secure Payload variable Referto 7.1.2.6.2
Message Integrity Code (MIC) 64 bits Referto 7.1.2.6.3
}
7.1.21  Frame €ontrol
THe Frame Capntrol field is specified in Table 6.
Table 6 — Frame Control field format
Syntax Size Notes
Frame_Control_Field Format {
Protocol Version 2 bits Refer to 7.1.2.1.1
Secure 1 bit Referto 7.1.2.1.2
ACK Policy 2 bits Referto 7.1.2.1.3
Frame Type 3 bits Referto 7.1.2.1.4
Frame Subtype/Delivery ID 4 bits Referto 7.1.2.1.5
Retry 1 bit Refer to 7.1.2.1.6
Reserved 3 bits
}
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7.1.21.1 Protocol Version

The Protocol Version field is invariant in size and placement across all revisions of this International Standard.
For this revision of the standard, the Protocol Version is set to zero. All other values are reserved.

7.1.21.2 Secure

The Secure bit is set to ONE in a secure frame, ZERO otherwise. Frames with the Secure bit set to ONE use
the Frame Payload format for secure frames as specified in Table 5.

7.1.2.1.3 [ ACK Policy

The ACK Policy field is specified in Table 7.

Table 7 — ACK Policy field encoding

Value ACK Dpolicy type Description

0 No-ACK The recipient(s) do not acknowledge the transmission, and-the sender treats the
transmission as successful without retransmission. The use of this policy [s
specified in 7.7.1.1.

1 Imm-ACK The addressed recipient returns an Imm-ACK\ frame after correct reception,
according to the procedures specified in 7.7.1,2

2 B-ACK The addressed recipient keeps track of the frames received with this policy unfil
requested to respond with a B-ACK frame; according to the procedures specifigd
in7.7.1.3.

3 B-ACK Request The addressed recipient returns a BACK frame after reception, according to the
procedures specified in 7.7.1.3.

7.1.21.4 | Frame Type

The Framg Type field is specified in Table 8.

Table 8 —= Frame Type field encoding

Value Frame type Subclause

Beacon frame Referto 7.1.3
1 Control frame Referto 7.1.4
2 Command frame Refer to 7.1.5
3 Data frame Refer to 7.1.6
4 Aggregated dataframe Referto 7.1.7
5-7 Reserved

7.1.2.1.5 | Frame.Subtype/ Delivery ID

The Framg Subtype /
In beaconicontrol o
and Table 25, respectively. In data frames and aggregated data frames, this field is used as Delivery ID as
specified in Table 9.

Table 9 — Delivery ID encoding in Frame Control

Bit b12 Bits b11-b9
0 User Priority
1 Stream Index

This field is reserved in all other frame types.
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71.21.6 Retry

The Retry bit is set to ONE in any data, aggregated data, or command frame that is a retransmission of an
earlier frame. It is reserved for all other frame types.

71.2.2 DestAddr

The DestAddr field is set to the DevAddr of the intended recipient(s) of the frame. The DevAddr specifies a
single device for a unicast frame, a group of devices for a multicast frame, or all devices for a broadcast frame.

7.1.2.3  SrcAddr

THe SrcAddr field is set to the DevAddr of the transmitter of the frame.

7.1.24 Sequence Control

Table 10 — Sequence Control field format

Syntax Size Notes
Sequence_Control_Field_Format {
Fragment Number 3 bits Refer to 74.2:4.1
Sequence Number 11 bits Refer t0 7.1.2.4.3
More Fragments 1 bit Refert6 7.1.2.4.2
Reserved 1 bit
}

THe Sequence Control field identifies the order of MSDUs/MCDUs and their fragments. The Sequenge Control
fie]d is specified in Table 10. The Sequence Controkfield is reserved in control frames.

7.1.241 Fragment Number
THe Fragment Number field is set to the ,number of the fragment within the MSDU or MCDU. Thg fragment
number is set zero if the current ffagment is the first fragment of an MSDU or MCDU, or if there is no

frggmentation applied in the MSDU or MCDU. The fragment number is incremented by oneg| for each
successive fragment of that MSBU or MCDU.

7.1.2.4.2 More Fragments

The More Fragments-field is set to ZERO if the current fragment is the final fragment of the currenf MSDU or
MCDU, or if theredis)no fragmentation applied in the MSDU or MCDU. Otherwise, the field is set to ONE.

7.1.2.4.3 <{Sequence Number

THhe seéquence number is derived from a modulo 2048 counter.

If frame Type 1S beacon frame, the Sequence number represents the current superiframe number. Superframe
number is set zero if the current superframe is the first superframe for the beacon group. The superframe
number is incremented by one for each successive superframe. A device shall use a dedicated counter for
beacon frame. In addition, all the devices in the same beacon group shall use the same superframe number.

If frame type is command frame, the Sequence Number is set to the sequence number of the MCDU. A device
shall increment the sequence number by one for each transmitted MCDU. A device shall use a dedicated
counter for MCDUs.

The Sequence Number field for MSDU and MCDU is specified in 7.2.9.3.

The Sequence Number field is reserved in control frames.
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The Sequence Number field is used for duplicate frame detection, as described in 7.2.7, and to preserve
frame order when using the B-ACK mechanism, as described in 7.7.1.3.

71.2.5

Access Control

The Access Control field is specified in Table 11.

Table 11 — Access Control field encoding

Syntax Size Notes
Access_Control_Field_Format {
Duration 14 bits Referto 7.1.2.5.1
More frames 1 bit Refer o 7.1.2.5.2
Access method 1 bit Refer to 7.1.2.5.3
}
7.1.2.5.1 | Duration
The Duration field is 14 bits in length and is set to an expected medium busy interval after the end of

PLCP he
specified
specified i

7.1.2.5.2
In frames
will not sd

ONE.

In frames
will not se

The More
field are s

7.1.2.5.3

The Acce
block by
UCR cont

The Acce
backoff by

The Acce

der of the current frame. The unit of duration is 4 microseconds.«The duration value is set

h7.5.1.2.

More frames
sent with the Access Method bit set to ONE, the More, Frames bit is set to ZERO if the transmit
nd further frames to the same recipient during the'current reservation block; otherwise it is set
sent with the Access Method bit set to ZERO; the More Frames bit is set to ZERO if the transmit

hd further frames to the same recipient during the current superframe; otherwise it is set to ONE.

Frames bit is reserved in beacon-and control frames. Additional rules regarding the More Fram
pecified in 7.2.9.2.

Access method
5s Method bit shall be'set to ONE in all frames transmitted within a hard or private CRP reservati
he reservation owner-or target prior to the release of the reservation block, including the UCA a
ol frames that reledse the reservation block.

the resérvation owner.

bs-Method bit in an Imm-ACK, B-ACK or CTS control frame is set to the same value as the Acce

Method bi

he
as

n 7.2.9.1 and used to update the network allocation vector (NAV). according to the procedures

er
to

ter

es

on
nd

bs Method-bit'may be set to ONE in frames transmitted within a Soft CRP reservation block withgut

SS

inthe corresponding received frame

The Access Method bit is set to ZERO in frames transmitted at all other times, other than in beacon frames.

The Access Method bit is reserved in beacon frames.

7.1.2.6

Frame Payload

The Frame Payload field is a variable length field that carriers the information. In a secure frame, it includes
the required security fields as shown in Table 5 and specified below.

20
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71.2.6.1 Temporal Key ldentifier (TKID)

The TKID field is an identifier for the temporal key used to protect the frame. The TKID uniquely identifies this
key from any other temporal keys held by the sender and the recipient(s) of the frame. It does not need to
uniquely identify the key for devices not holding the key.

7.1.2.6.2 Secure Payload

The Secure Payload field in the secure frames is the counterpart of the Frame Payload field in non-secure
frames. It contains the information specific to individual frame types and protected by the symmetric key
id¢niified in the TKID field of the same frame.

7.1.2.6.3 Message Integrity Code (MIC)

THe MIC field contains an 8-octet cryptographic checksum used to protect the integrity~of the MAC Header
and Frame Payload.

7.1.2.7 FCS

THe FCS field contains a 32-bit value that represents a CRC polynomial af-degree 31.
THe CRC is calculated over a calculation field, which is the entire. Frame Payload field for this spgcification.
THe calculation field is mapped to a message polynomial M(x) of-degree k-1, where k is the numbgr of bits in
th¢ calculation field. The least-significant bit of the first octet présented to the PHY SAP is the coeffigient of the
x“[ term, and the most-significant bit of the last octet transmitted is the coefficient of the x° term.
THe CRC is calculated using the following standard genérator polynomial of degree 32:
G(X)=X32+X26+X23+X22+X16+X12+X11+X10+X8+X7+X5+X4+X2+X+1
THe CRC polynomial is the one's complement-of the modulo 2 sum of the following remainders:
—| The remainder resulting from x* x (x2#+x*°+...+x+1) divided (modulo 2) by G(x).

—| The remainder resulting from x* x M(x), divided (modulo 2) by G(x).

The FCS field value is deriyed-from the CRC polynomial such that the least-significant bit is the cogfficient of
th¢ x°" term and the most-significant bit is the coefficient of the x° term. Table 12 specifies the encogling of the

F{S field for the CRC polynomial:

331X31 + 330X30 + 329X29 + ...+ 32X2 +aXx+ ag

Table 12 — FCS field encoding

bits: b31 b30 bzg v b2 b1 bo

ao ai a2 ‘.- azg aso aszq

In a common implementation, at the transmitter, the initial remainder of the division is preset to all ones and is
then modified via division of the calculation field by the generator polynomial G(x). The one’s complement of
this remainder is the FCS field. At the receiver, the initial remainder is preset to all ones. The serial incoming
bits of the calculation field and FCS, when divided by G(x) in the absence of transmission errors, results in a
unique non-zero remainder value. The unique remainder value is the polynomial:

1 2 2 24 A 1 14, 12, 11 1 4
X0 X e x® e x® e X X x M P T X e B e xEExCHx E + x +
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7.1.3 Beacon frames

MAC Header field settings for beacon frames are described in Table 13. Beacon frames are also referred to
as beacons throughout this specification.

Table 13 — MAC header field values for beacon frames

Frame subtype specified in Table 14 indicates four beacon types: regular, signalling, echo beacon.

MAC header field Value
Protocol version 0
Secure 0
ACK Dnlir\y Q (I\In A("l()
Frame Type 0 (beacon frame)
Frame Subtype As specified in Table 14
Retry Reserved
DestAddr BcstAddr
SrcAddr DevAddr of the transmitter

Sequence Control

As specified in 7.1.2.4 and 7.2.9.3.

The sequence number contained in
sequence control represents the
superframe number

Duration As specified in 7.1.2.541
and 7.2.9.1
More Frames Reserved

Access Method Reseryed

Table 14 — Frame subtype fof beacon frames

\Value Beacon frame subtype Description

0 Regular Regular beagoning
1 Signalling Signallingbeacon for network entry
2 Echo Help. coverage extension or coexistence operation during

master/slave mode

3—15 Reserved Reserved

As specifi
number. T
first estaf
number in
device sh
Therefore
multi-hop

7.1.3.1

ed in 7.1.2.4, the sequence’ number contained in sequence control represents the superframe
he superframe number_increments once per superframe, following a modulo counter. The device
lishing beacon group-initializes the superframe number. Each device includes the superframe
its beacon frame~Through beacon, a device knows the superframe number of its neighbours. Egch
bl align its superframe number to the largest superframe number it observes in the beacon group.
all the devi¢es”in a network can quickly converge to the same superframe number even in the
Case.

Regular beacon frame

The beac
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Table 15 — Regular Beacon frame payload format

Syntax Size Notes
Regular_Beacon_Frame_Payload_Format
{
Device Identifier 6 bytes
Beacon Slot Descriptor 1 byte Refer to Table 16
Device type 1 byte Refer to Table 17
For(i=1, i<=N, i++){
IE; variable Information element, as specified
in7.1.8
.
}

THe information elements (IEs) are listed in Table 45 in 7.1.8. IEs are included in order of\increasing Element
ID} CRP IEs that have the same Target DevAddr and Stream Index are adjacent to each-other in the beacon.
Egch beacon frame shall include at least the following IEs: BPOIE, CRP Availahility IE, and Regular QP
schedule IE.

THe Device Identifier field is set to the EUI-48 [1] of the device sending the beacon.
THe Beacon Slot Descriptor field format is specified in Table 16.

THe Beacon Slot Number field is set to the number of the beacen slot where the beacon is sent|within the
beacon period (BP), in the range of [0, mMaxBPLength-1].

THe Movable bit is set to one if the beacon is movable according to 7.3.6 and is set to ZERO otherwise.
Davice type is specified in Table 17.

THe operation mode field is set to 00 if the device is peer device, 01 if the device is master devicg, 10 if the
dgvice is nonbeaconing slave device, and 11.if the device is beaconing slave device.

THe Security Mode field is set to the secrity mode at which the device is currently operating.

Table 16 — Beacon Slot Descriptor field format

Syntax Size Notes
Beacon_Slot Descriptor’ Field Format {
Reserved 2 bits
Movable 1 bit
Beacon Slot-Num 5 bits
}
Table 17 — Device Type
Syntax Size Notes
Device_Type Field Format {
Operation mode 2 bits 00: peer
01: master

10: nonbeaconing slave
11: beaconing slave
Security mode 2 bits 00: security mode 0

01: security mode 1

10: security mode 2

11: reserved

Specified in 8

Reserved 4 bits

}
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7.1.3.2 Signalling beacon frame

The signalling beacon frame payload is specified in Table 18. The signalling beacon is transmitted in the
contention signalling window (CSW) only when a device performs network entry. More description of the use

of the signalling beacon is specified in 7.3.

Table 18 — Signalling Beacon Frame Payload Format

Syntax Size Notes
Signalling_Beacon_Frame_Payload_Format
L
LY
Device Identifier 6 bytes
Device type 1 byte As specified in Table 17
For(i=1, i<=N, i++)}

IE; variable | Information element, as specified
in 7.1.8. Information elements are
optional.

}
}

7.1.3.3 Echo beacon frame

During mgster/slave operation mode, to help beacon coverage extension or toycollect coexistence information
among the¢ networks, echo beacons could be transmitted as a relay of the mater beacon. The echo beacon

frame payljoad is specified in Table 19.

Table 19 — Echo Beacon Frame Payload Format

Syntax Size Notes
Echo_Beacon_Frame_Payload_Format {
Device Identifier 6 bytes Address of echo beacon transmitter
Master Identifier 6 bytes Address of master device
Device type 1.byte As defined in Table 17
For(i=1, i<=N, i++} N is the number of including IEs
IE; variable Information element, as defined
in 7.1.8. Information elements are
optional.
}
}

The Mastgr Identifier field is set to/the EUI-48 [1] of the master device sending the regular beacon. Others are

the same ps regular beacon.-frame payload format.

The size df echo beacon’slot equals to one MAS.

7.1.4 Cantrol frames

Default MAC.Header field settings for control frames are listed in Table 20. Specific MAC Header field settings

T orT oot

T

T OO T

and a |O bddoceorintiane faor anch af tha cantral fraomanac Aara cheonan 1n tha fallavaina crihalanicnc
pay iptions-for-each-ef-the-contre-frames shown--the-following .
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Table 20 — MAC Header field values for control frames

Header field Value

Protocol Version 0

Secure As specified in 7.1.2.1.2
ACK Policy 0 (No-ACK)

Frame Type 1 (control frame)

Frame Subtype Value from Table 21

Retry Reserved

DestAddr DevAddr of the recipient
SrcAddr DevAddr of the transmitter
Sequence Confrol | Reserved

Duration As described in 7.1.2.5.1 and 7.2.9.1
More Frames Reserved

Access Method As described in 7.1.2.5.3

Tdble 21 lists valid values for the Frame Subtype field for control frames.

Table 21 — Frame Subtype field encoding for control frames

Value Control frame subtype Description

0 Imm-ACK Acknowledges correct receipt of the previously-received
frame

1 B-ACK Acknowledges correct_ or" incorrect receipt of one or more
preceding frames

2 RTS Announces to a recipient device that a frame is ready forn
transmission and'requests confirmation of ability to receive

3 CTS Responds to @n RTS control frame that the recipient is able to|
receive

4 UCA Announges to neighbours of the transmitting device that the)

remainder of a reservation block it owns is available for use
by other devices via PCA
5 UCR Announces to neighbours of the transmitting device that the|
remainder of a reservation block of which it is the target is
available for use by other devices via PCA

6-13 Reserved Reserved
14 Application-specific At discretion of application owner
15 Reserved Reserved

7.1.41 Immediate Acknowledgement (Imm-ACK)

In[Imm-ACK frames, the DestAddr field is set to the SrcAddr of the received frame that is acknowledged. Imm-
ACK frames have no frame payload.

7.1.4.2 ~.Block Acknowledgement (B-ACK)

THe B-ACK frame acknowledges correct or incorrect receipt of the previous sequence of frames and provides
information for the transmission of the next sequence of frames as described in 7.7.1.3. The B-ACK frame
payload is specified in Table 22.

In B-ACK frames, the DestAddr field is set to the SrcAddr of the frame that requested the B-ACK. The Buffer
Size field specifies the maximum number of octets in the sum of the frame payloads of all frames in the next
B-ACK sequence.

The Frame Count Field specifies the maximum number of frames in the next B-ACK sequence.

The Sequence Control and Frame Bitmap fields together specify an acknowledgement window of MSDU

fragments and their reception status. The Sequence Control field specifies the Sequence Number and
Fragment Number that start the acknowledgement window.

© ISO/IEC 2011 — All rights reserved 25


https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862

ISO/IEC 16504:2011(E)

Table 22 — B-ACK frame payload

Syntax Size Notes
B-ACK_Frame_Payload_Format {
Buffer Size 2 bytes
Frame Count 1 byte
Reserved 1 byte
Sequence Control 2 bytes
Frame Bitmap variable
}

The Fra

Bitmap field varies in length. A zero-length Frame Bitmap field indicates an acknowledgemegnt

window of length ZERO. Otherwise, the least-significant octet of the Frame Bitmap field correspondsyto the
MSDU indicated by the Sequence Control field, and each bit of the octet corresponds to a fragment of that
MSDU. The least-significant bit in each octet corresponds to the first fragment and successive bits'Correspond
to succespive fragments. Successive octets present in the Frame Bitmap field correspond’io successive

MSDUs,
fragment §

For all bits

nd each bit corresponds to a fragment of the MSDU. The acknowledgement\window ends |at
even of the MSDU that corresponds to the most-significant octet in the Frame Bitmap.

within the Frame Bitmap, a value of one indicates that the correspondingfragment was received in

either the current sequence or an earlier one. A value of ZERO indicates that theleorresponding fragment was
not received in the current sequence (although it might have been received in an‘earlier one). Bits of the lealst-

significant
acknowleq
Number ir
were prev

7143

In RTS fra
transmitte

7144

In CTS frg
payload.

7.1.4.5

The UCA
block. The

The UCA
frame, as

octet of the Frame Bitmap field corresponding to fragments prior to the start of the
gement window are undefined. Frames with a Sequence/Number earlier than the Sequence
dicated in the Sequence Control field were not received in4hevlast B-ACK sequence. Such frames
ously received or are no longer expected.

Request To Send (RTS)

mes, the DestAddr field is set to the DevAddrof-‘the device to receive the following frame from the
. RTS frames have no frame payload.

Clear To Send (CTS)

mes, the DestAddr field is set to the’SrcAddr of the received RTS frame. CTS frames have no frame

Unused CRP Reservation Announcement (UCA)

frame is used to explicitly release the remaining time of the current Hard or Private CRP reservatipn
DestAddr fieldqs,set to BcstAddr.

frame payload includes a list of DevAddrs of the devices that are expected to respond with a UCR
shown inTable 23.

Table 23 — Payload format for UCA frames

Syntax Size Notes
UCA_Frame_Payload_Format {
For (i=0; i<N; i++)

DevAddr; 2 bytes
}

26
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7.1.4.6 Unused CRP Reservation Response (UCR)
The UCR frame is used to respond to UCA frames to explicitly release the remaining time of the current Hard

or Private CRP reservation block. The DestAddr field is set to the SrcAddr of the received UCA frame. UCR
frames have no frame payload.

7.1.4.7 Application-specific

The payload format for Application-specific control frames is specified in Table 24.

Table 24 — Payload format for Application-specific control frames

Syntax Size Notes

Application_Specific_Control_Frame_ Pa

yload_Format {

Specifier ID 2 bytes Identification of a company.or
organization

Data Format and use of the Data field
defined by the ownler of the Specifier
ID

}

THe Specifier ID field is set to a 16-bit value that identifies a company or organization, as listed |n [4]. The
owner of the Specifier ID defines the format and use of the Datafield.

7.1.5 Command frames

Dgfault MAC Header settings for command frames are_shown in Table 25.

Table 25 — Default MAC Header field values for command frames

Header field Value

Protocol Version 0

Secure As specified in 7.1.2.1.2

ACK Policy 0 (No-ACK) or 1 (Imm-ACK)

Frame Type 2 (command frame)

Frame Subtype Value from Table 26

Retry As specified in 7.1.2.1.6

DestAddr DevAddr of the recipient

SrcAddr DevAddr of the transmitter

Sequence Control As specified in 7.1.2.4
and 7.2.9.3

Duration As described in 7.1.2.5.1
and 7.2.9.1

Tdble 26 contains a list of valid values for the Frame Subtype field for command frames.

© ISO/IEC 2011 — All rights reserved 27


https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862

ISO/IEC 16504:2011(E)

Table 26 — Frame Subtype field encoding for Command frames

Value Command frame subtype Description

0 CRP Reservation Request Used to request creation or modification
of a CRP reservation

1 CRP Reservation Response Used to respond to a CRP reservation
request command

2 Probe Used to request for, or respond with,
information elements

3 Pair-wise Temporal Key (PTK) Used to derive a PTK via a 4-way
handshake between two devices

4 GreupTFemperabHkey{CHO——Used-to-selisit-or-distribute—a—GHcwithin
a secure relationship

5 Beaconing Promotion Request Used from a nonbeaconing slave device

to master to request being promoted as a
regular beaconing slave device.

6 Channel Measurement Request Used to request channel measurement
by other devices

7 Channel Measurement Response Used to respond to channel
measurement request

8 Channel Measurement Report Used to report channel measurement
results

9 Channel Measurement Report | Used to confirm the reception of channel

Acknowledgement measurement reports

10 Channel Switch Command Used to request channel switch

11 Channel Switch Response Used to respond to channel switch
request

12 RSW Slot Request Used by slave devices to request an

RSW slot\allocated by Master device.
The command frame is transmitted in

CSW:
13 Application-specific At discretion of application owner
14 Association Request Used by a slave device to request

association with a master device or used
by a peer device to request association
with another peer device

15 Reserved Reserved

7.1.51 |CRP Reservation Request

The CRP|Reservation Request,command frame is used to create or modify a CRP reservation. The CRP
Reservatiopn Request command.-frame payload is specified in Table 27.

Table 27+—/Payload format for CRP Reservation Request command frames

Syntax Size Notes
CRP_Reservation_Request_Frame_Payload_Format
{
For\(i=0; i<N; i++)
CRP IE; variable
}
}

Each CRP IE field included in the command frame corresponds to a reservation request identified by the
Owner DevAddr, Target DevAddr, Stream Index, and Reservation Type in the IE. The CRP IE is defined
in Table 48.

7.1.5.2 CRP Reservation Response

The CRP Reservation Response command frame is used to respond to a CRP Reservation Request
command frame. The CRP Reservation Response command frame payload is specified in Table 28.
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Table 28 — Payload format for CRP Reservation Response command frames

Syntax Size Notes
CRP_Reservation_Response_Frame_Payload_Format
{
For (i=0; i<N; i++){
CRP IE; variable
}
CRP Availability IE 2-34
bytes
}

THe CRP Reservation Response command frame includes all the CRP IEs from the reservatien‘request. The
CRP Availability IE is included according to the rules specified in 7.5.2.

7.1.5.3 Probe

THe Probe command frame is used to request information from a device or respond to a Probe request. The
payload format is specified in Table 29.

Table 29 — Payload format for Probe command frames

Syntax Size Notes
Probe_Command_frame_Format {
For(i=0; i < N; i++){

IE; variable
}
}

If the payload includes a Probe IE, the command requests information from the recipient. Each Ihformation
Elgément field contains one information element.

7.1.5.4 Channel Measurement Request
THe Channel Measurement Request frame is used to request information from a device df channel

measurement, including the presence of incumbents and alien devices. The payload format iy specified
in [Table 30.

Table”30 — Format for Channel Measurement Request Frame Payload

Syntax Size Notes

Channel_Mé&asurement_Request_Frame_Payload_Format

{

For(i=0; i < N; i++)

|E; Variable Channel Measurement
Request IEs only, as
defined in Table 59

H

}

7.1.5.5 Channel Measurement Response

Channel Measurement Response frame is used to confirm the reception of channel measurement request.
The payload format is specified in Table 31.

© ISO/IEC 2011 — All rights reserved 29


https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862

ISO/IEC 16504:2011(E)

Table 31 — Format for Channel Measurement Response Frame Payload

Syntax Size Notes

Channel_Measurement_Response_Frame_Payload_Format

{

For(i=0; i <N; i++){

IE; Variable Channel Measurement
Response IEs only, as
defined in Table 61

}

}

7.1.5.6 [Channel Measurement Report

The Chanhel Measurement Report frame is used to report channel measurement results. The payload format

is specified in Table 32.

Table 32 — Format for Channel Measurement Report Frame Payload

Syntax Size Notes
Channel_Measurement_Report_Frame_Payload_Format
{
For(i=0; i < N; i++){
= Variable €hannel Measurement Report
\E, as defined Table 62
}
}

7.1.5.7 [Channel Measurement Report Acknowledgement

The Channel Measurement Report Acknowledgement frame is used to confirm the reception of chanpel

measurenent reports. The payload format is specified in Table 33.

Table 33 — Format for Channel Measurement Report Acknowledgement Frame Payload

Syntax

Size

Notes

Channel_Measurement_Report. ‘Acknowledgement_
Frame Payload_Format {

Fqr(i=0; i < N; i++)

IE] Variable Channel Measurement Report
Acknowledgement IE, as defined
in Table 65

}

!

7.1.5.8 |Channel Switch Command

The Channel Switch Command frame is used to request channel switch of other devices. The payload format

is specified in Table 34.

30
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Table 34 — Format for Channel Switch Command Frame Payload

Syntax Size Notes

Channel_Switch_Command_Payload Format {

For(i=0; i < N; i++)

in Table 66

|E; Variable Channel Change IE, as defined

}

}

pa

Th
Sl

Th
wh
to
de
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9.9  Channel Switch Response

ne Channel Switch Response frame is used to respond to the Channel Switch Request'‘comn
yload format is specified in Table 35.

Table 35 — Payload format for Channel Switch Response command frame

hand. The

Syntax Size Notes
Channel_Switch_Command_Payload Format {
Channel Change Response IE 4 bytes Refer to Table 68
}

.1.5.10 RSW Slot Request command frame

e command frame is used by nonbeaconing slave devices*and sent in CSW slot. The payload o
bt Request command frame is specified in Table 36.

Table 36 — Payload format for RSW Slot Request command frame

the RSW

Syntax Size Notes
RSW_Slot Request Payload Format {
Device Identifier 6 bytes MAC address of current device
Reservation Target DevAddr 2 bytes
}

e Reservation Target DevAddr is set to the DevAddr of the reservation target of the requested R
ich will be used for channel reservation negotiation. If the reservation target is Master device, it s
Master DevAddr. If the feservation target is another slave device, it shall be set to the DevAddr o
vice.

.5.11 Beaconing Promotion Request

SW slot(s)
hall be set
f the slave

e Beaconing Promotion Request command frame is sent from a nonbeaconing slave device to its

master to

huest to be promoted as a regular beaconing slave device. The format of payload is specified in TTbIe 37.

Table 37 — Payload format for Beaconing Promotion Request frame

Syntax Size Notes

Beaconing_Promotion_Request_Payload_Format

{

Reason code 1 byte 0 — CRA by a slave device
1 — Self-coexistence
2 — unspecified
3 — 255 - reserved

}
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7.1.5.12 Association Request

The Association Request command frame is sent from a slave device to a master device, or from a peer

device to another peer device, to request association. The format of payload is specified in Table 38.

Table 38 — Payload format for Association Request

Syntax

Size Notes

Association_ Request_Payload_Format {

MAC address

rnnllnefing association
b |

6 bytes The MAC address of the device

Identification IE

(see Table 78).

variable It at least includes the Regulation ID

}

7.1.5.13 [Pairwise Temporal Key (PTK)

The PTK|command frame is used in a 4-way handshake by a pair of devices, as«described in 8.3.1,

to

authenticdte each other and to derive a shared symmetric PTK for securing certain-unicast traffic between the
two devicgs. The PTK command frame is specified in Table 39.

Table 39 — Payload format for PTK command frame

Syntax Size Notes
PTK_Payload Format {
Mgssage Number 1 byte
Status Code 1 byte
PTKID 3 bytes
Réserved 11 bytes
MKID 16/bytes
I-lNonce / R-Nonce 16 bytes
PTK MIC 8 bytes
}

The Message Number is set to 1, 2, 3, or 4, respectively, in the PTK command containing the first, seconpd,

third, or fourth message of the 4-way handshake. The other values of this field are reserved.

The Statys Code in a PTK command indicates the current status of the 4-way handshake at the dev

sending ttlis command. It is eneaoded as shown in Table 40.

Fable 40 — Status Code field encoding in PTK commands

Value

Meaning

Normal—the 4-way handshake proceeds.

Aborted—the 4-way handshake is aborted per
security policy.

N

I"'\\IUUI-tUUI_t: 1< 4'Vde : idl Ido: Id:’\U ;D clIUUIAtG\J ;l I
order to yield to a concurrent 4-way handshake
using the same master key.

PTKID not accepted—it is the TKID of a PTK or
GTK being possessed by this device.

4 — 255

Reserved

The PTKID is set to a non-zero number as the TKID of the PTK to be derived from this 4-way handshake
procedure. The initiator of the 4-way handshake chooses this value after determining that this value is
different from the TKID of the PTK, if any, that is to be replaced by the new PTK, and the TKID of any PTK or

GTK it currently possesses.
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The MKID identifies the master key used in this 4-way handshake as described 8.3.1.

The I-Nonce/R-Nonce is a random number generated by the initiator or responder for this 4-way handshake.
This field is set to I-Nonce, the random number generated by the initiator in the command containing a
Message Number of 1 or 3, and is set to R-Nonce, the random number generated by the responder in the
command containing a Message Number of 2 or 4.

The PTK MIC in the PTK command containing a Message Number of 1 is set to zero on transmission and is
ignored on reception.

‘ Nt at protects
thg fields in the Frame Payload of this command using the PTK MIC key generated from theg first two
messages of the 4-way handshake as specified in 8.3.1.

THe MAC Header for the PTK command frame is set as indicated in Table 25, with the ACKPolicy set to Imm-
ACK.

7.1.5.14 Group Temporal Key (GTK)

THe GTK command frame is used to solicit or distribute a GTK following.a PTK update. The GTKis used to
secure certain multicast traffic from a sending device to a group of recipient devices, and is chogen by the
sending device. The GTK command frame is always in secure form, and the Secure Payload field i$ specified
in Table 41.

Table 41 — Payload format for GTK command frame

Syntax Size Notes
GTK_Payload_Format {
Message Number 1 byte
Status Code 1 byte
GTKID 3 bytes
Reserved 3 bytes
GroupAddr 2 bytes
GTK SFC 6 bytes
GTK 16 bytes
}

THe TKID identifies the PTK.wused to secure this frame and to generate the GTK being solicited or digtributed.

THe EO is set to zeros/indicating that the secure payload which starts with the Message Number field is
encrypted with the-RPTK indicated in the TKID field.

THe SFN is setin the same way as for any secure frame. It is one plus the SFN value used in the Iast secure
frgme transmitted with the protection of the PTK indicated in the TKID field.

THe Message Number is set to 0 in the GTK command transmitted by a multicast recipient device }o solicit a
itted by a
multicast sender to dlstrlbute anew GTKto a multlcast reC|p|ent The Message Number is set to 2 in the GTK
command transmitted by a multicast recipient device to respond to the distribution of a new GTK command.

The Status Code in a GTK command indicates the current status of the GTK solicitation or distribution at the
device sending this command. It is encoded as shown in Table 42.
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Table 42 — Status Code field encoding in GTK commands

Value Meaning

0 Normal—GTK solicitation or distribution
proceeds.

1 Rejected—GTK solicitation or distribution
is rejected per security policy.

2 GTKID not accepted—it is the TKID of a
PTK or GTK being possessed by this
device.

3 — 255 Reserved

The GTKIP in the GTK command containing a Message Number of 0 is set to the TKID of the GTK, bei

solicited. |

The GTKI
of the GT
from the T]
distributor

The GTKI

is set to zero if the soliciting device does not know the TKID of the GTK it is soliciting.
D in the GTK command containing a Message Number of 1 is set to a non-zero number as the TK

KID of the GTK, if any, that is to be replaced by the new GTK, and the TKID of any PTK or GTK
or recipient currently possesses.

D in the GTK command containing a Message Number of 2 is set to the)GTKID in the last receiv

GTK command containing a Message Number of 1.

The Grou
to 0x0001

The GTK

pAddr is set to the McstAddr or BestAddr for which the GTK is"being solicited or distributed. It is
if the GTK is applied to all broadcast and multicast traffic from the device distributing this GTK.

SFC in the GTK command containing a Message Number of 0 is set to zero on transmission a

ignored on reception.

The GTK
secure fra

The GTK
received (

The GTK
the GTK is

The MIC i

The MAC
ACK.

7.1.5.15

The paylo

me counter set up for the GTK being distributed.

5TK command containing a Message-Number of 1.

s the GTK distributed by the multicast sender for the McstAddr. In a GTK command soliciting a G
set to zero prior to encryptien.

5 calculated as for anyssecure frame, using the PTK indicated in the TKID field.

Header for the GTK'command frame is set as indicated in Table 25, with the ACK Policy set to Im

Application-specific

hd format for Application-specific command frames is specified in Table 43.

ng

ID

K being distributed. The distributor chooses this value after determining that this\value is differgnt

he

ed

SFC in the GTK command containing a Message Number of 1 is set to the current value of the

SFC in the GTK command containing.a. Message Number of 2 is set to the GTK SFC in the last

K,

m-

Table 43 — Payload format for Application-specific command frame

Syntax Size Notes
Application-specific_Command_Payload_Format {
Specifier ID 2 bytes
Data variable
}

The Specifier ID field is set to a 16-bit value that identifies a company or organization, as listed in [4]. The
owner of the Specifier ID defines the format and use of the Data field.

34
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MAC Header and Frame Payload fields for data frames are set as described in 7.1.2.

7.1.7 Aggregated data frames

MAC header and frame payload field format for aggregated data frames is defined in 7.6.2.

7.1.8 Information elements
THis subclause defines the information elements (IEs) that may appear in beacons and certain |command
frgmes.
THe general format of all IEs is specified in Table 44.
Table 44 — General IE format
Syntax Size Notes
General_IE_Format {
Element ID 1 byte Set to the value as listed‘in/'Table 45
that identifies the information element
Length 1 byte Set to the length, in-bytes, of the |E-specific fields
IE-specific fields As indicated in | Contain informdtion specific to the IE
Length field
}
T4ble Information elements contains a list of IEs definedin this draft.
Table 45 ——<dnformation elements
Element ID Information element Description
0 Traffic Indication Map(TIM) IE Indicates that a device has data buffered for
transmission via PCA
1 Beacon Period Occupancy IE Provides information on neighbours’ BP
(BPOIE) occupancy in the previous superframe
2 PCA Availability 1E Indicates the MASs that a device is available {o
receive PCA frames and transmit the required
response
3-7 Reserved Reserved
8 CRP Availability IE Indicates a device’s availability for new CRP
reservations
9 Channel Reservation Protocol (CRP) | Indicates a reservation with another device
IE
10 Hibernation Mode IE Indicates the device will go to hibernation mode
for one or more superframes but intends to
wake at a specified time in the future
11 BP Switch IE Indicates the device will change its BPST at a
specified future time
12 MAC Capabilities IE Indicates which MAC capabilities a device
supports
13 PHY Capabilities IE Indicates which PHY Capabilities a device
supports
14 Probe IE Indicates a device is requesting one or more
IEs from another device or/and responding with
requested IEs
15 Application-specific Probe IE Indicates a device is requesting an Application-
specific IE from another device
16 Link Feedback IE Provides data rate and power control feedback
17 Hibernation Anchor IE Provides information on devices in hibernation
mode
18 Identification |E Provides identifying information about the
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device, including a name string.

19 Master Key Identifier (MKID) IE Identifies some or all of the master keys held
by the transmitting device
20 Relinquish Request IE Indicates that a neighbour requests that a
device release one or more MASs from its
reservations.
21 Multicast Address Binding (MAB) IE Indicates an address binding between a
multicast EUI-48 and a McstAddr
22 Regular QP Schedule IE Indicates the regular quiet period schedule
23 On-demand QP Schedule IE Indicates the on-demand quiet period schedule
24 Channel Measurement Request |E Asks a device to measure an outband channel
25 Channel Measurement ReESponse 1E Confitms _receiving _Channel __\Measuremernt
Request IE
26 Channel Measurement Report |IE Report Channel Measurement Report to other
devices
27 Channel Measurement Report Acknowledge the reception of Channel
Acknowledgement |IE Measurement Report |IE
28 On-leave IE Announces the temporary on-leave schedule
29 Proxy Assignment |E Assigns the next proxy
30 Channel Change IE Advise a group of device to move to a new
available channel
31 Slave device list IE Used by a master to indicate the list of slave
devices associated with.itself
32 Channel change response |IE Respond to channel switch request
33 Channel Classification IE
34 RSW Schedule IE Indicates the RSW-schedule
35 Echo Beacon Position IE Indicates both/MAS position of echo beacon
and transmission owner of echo beacon
36 Beaconing Promotion Indication IE Indicateé<shonbeaconing slave devices to
becomie regular beaconing slave devices
37 Association Response |E Used by a device to confirm the association
request by another device
38 On-demand QP Negotiation Request (/;To request On-demand QP
IE
39 On-demand QP Negotiation | To respond to On-demand QP request
Response |E
40 Device Feature |E Provides information of device’s feature
41 Link Quality Estimate |E Report link quality estimate
42 Transmit Power Control IE Provide the recommended transmit power for
other devices
43 Disassociation IE Used by a master or peer device to
disassociate a group of slave devices or peer
devices, respectively
44 Contact\Yerification Signal IE Transmitted from a master device to slave
devices or from a peer device to peer devices.
A slave device must either receive a contact
verification signal from the master device that
provided its current list of available channels or
contact the master device to re-verify/re-
establish channel availability. A peer device
must either receive a contact verification signal
from the peer device that provided its current
list of available channels or contact the peer
device to re-verify/re-establish  channel
availability.
45— 254 Reserved Reserved

255

Application-Specific IE (ASIE)

Use varies depending on the application
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7.1.8.1 Beacon Period Occupancy IE (BPOIE)

A device shall always include a BPOIE in its beacon. In the BPOIE the device shall reflect beacons received
from neighbours in the recent superframes, as well as information retained based on hibernation mode rules.

The BPOIE provides information on the BP observed by the device sending the IE. The BPOIE is specified
in Table 46.

Table 46 — BPOIE format

Syntax Size Notes

BPOIE_Format {

Element ID 1 byte Set to the value as listed in Table 45 that identifiep
the information element

Length (= 1+K+2xN) 1 byte N is the total number of devices~that occupy
beacon slot(s).

BP Length 1 byte For a master device, BP length >={}
For a peer device, BP length >= 2:

Beacon Slot Info Bitmap K bytes K = Ceiling (BP_Length/4)

For(i=1; i<=N; i++)

DevAddr; 2 bytes The device address ofithe'slot owner

}

}

THe BP Length field is set to the length of the BP, measured in‘beacon slots, as defined in 7.3.3.

THe Beacon Slot Info Bitmap field consists of K octets of 2:bit elements to indicate the beacon slot ¢ccupancy
and movability in the BP, where K = Ceiling (BP_Length/4). Each element n, numbered from 0]to 4xK-1,
cofresponds to beacon slot n and is encoded as shown in Table 47. Element zero is the least-signjficant two
bits of the field. Unused elements, if any, are set to,zero.

Table 47 — Beacon Slot Info Bitmap element encoding

Element

Beacon slot status
value

Unoccupied (non-movable)

No PHY jndication of medium activity was received in the corresponding beacon slot
in the last-superframe, or any frame header received with a valid HEI was not a
beaconframe.

Occupied & non-movable

A’beacon frame was received with a valid HEI and FCS in the corresponding beacon
slot in the last superframe, and the Movable bit in that beacon was set to zero, or a
beacon frame was received in the corresponding beacon slot in a previous
superframe that indicated a hibernation period that has not expired, as described

in 7.9.

Occupied & movable

2 A PHY indication of medium activity was received in the corresponding beacon slot in
the last superframe, but did not result in reception of a frame with valid HEI and FCS.
Occupied & movahle

3 A beacon frame was received with a valid HEI and FCS in the corresponding beacon
slot in the last superframe, and the Movable bit in that beacon was set to one.

The DevAddr fields correspond to beacon slots encoded as occupied in the Beacon Slot Info Bitmap. They are
included in ascending beacon slot order. If a beacon was received with a valid HEI at a beacon slot in the last
superframe, the corresponding DevAddr field is set to the SrcAddr in the MAC header of that received beacon.
If a frame was received with an invalid HEI from a beacon slot in the last superframe, the corresponding
DevAddr field is set to BcstAddr. If a neighbour of the device is in hibernation mode, the DevAddr field that
corresponds to the hibernating neighbour’s beacon slot is set to the DevAddr of that neighbour.
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7.1.8.2 Channel Reservation Protocol (CRP) IE

A CRP IE is used to negotiate a reservation or part of a reservation for certain MASs and to announce the
reserved MASs. The CRP IE is specified in Table 48.

Table 48 — CRP IE format

Syntax Size Notes
CRP_IE_Format {
Element ID 1 byte Set to the value as listed in Table 45
that identifies the information element

Uength (= 6+4xN) 1 byte
CRP Control 2 bytes Defined in Table 49
Qwner DevAddr 2 bytes DevAddr of reservation owner
Target DevAddr 2 bytes DevAddr of reservation target
Ror(i=0; i < N; i++){

CRP Allocation 4 bytes Defined in Table 52
}
}

The CRP Lontrol field is specified in Table 49.

Table 49 — CRP Control field format

Syntax Size Notes
CRP_Control_field {
Reservation Type 3 bits
$tream Index 3 bits
Reason Code 3 bits
Reservation Status 1 bit
Conflict Tie-breaker 1 bit
Wnsafe 1 bit
Reserved 4 bits
i

The Resefvation Type field is set to thestype of the reservation and is encoded as shown in Table 50.

Table 50 — Reservation Type field encoding

Value Reservation Type
Alien BP

1 Hard
2 Soft
3 Private
4

5

PCA
-7 Reserved

The Stream Index field identifies the stream of data to be sent in the reservation. This field is reserved if the
Reservation Type is PCA and Alien BP.

The Reason Code is used by a reservation target to indicate whether a CRP reservation request was
successful and is encoded as shown in Table 51. The Reason Code is set to ZERO in a CRP IE sent during
negotiation by a reservation owner and by a device maintaining an established reservation. The Reason Code
is set to Modified by a device if some of the MASs claimed in the reservation have been removed or if CRP
IEs have been combined. The field is reserved if the Reservation Type is PCA.
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Table 51 — Reason Code field encoding

Th
sej
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TH
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TH
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TH
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A

CO|

Th

Value Code Meaning

0 Accepted The CRP reservation request is granted

1 Conflict The CRP reservation request or existing reservation
is in conflict with one or more existing CRP
reservations

2 Pending The CRP reservation request is being processed

3 Denied The CRP reservation request is rejected or existing
CRPTeservationmcan o IUIIQEI DE dCcepled

4 Modified The CRP reservation is still maintained but has been
reduced in size or multiple CRP IEs for the same
reservation have been combined

5-7 Reserved Reserved

e Reservation Status bit indicates the status of the CRP negotiation process, The Reservation Sfatus bit is
t to ZERO in a CRP IE for a reservation that is under negotiation or in conflict. It is set to ONE by a device
hnting or maintaining a reservation, which is then referred to as an established reservation. The hit is set to
NE if Reservation Type is Alien BP or PCA.
e Conflict Tie-breaker bit is set to a random value of ZERO orONE when a reservation request is made.
e same value selected is used as long as the reservation jishn effect. For all CRP |IEs that repfesent the
Ime reservation, the Conflict Tie-breaker bit is set to the same‘value.
e Owner DevAddr field and Target DevAddr field are set to the DevAddr of the reservation owngr and the
vAddr of the reservation target, respectively. Thesetwo fields are reserved if the Reservation Type is PCA.
e Unsafe bit is set to ONE if any of the MASs.identified in the CRP Allocation fields is considered in excess
reservation limits.
CRP IE contains one or more CRP. Allocation fields. Each CRP Allocation field is encoded usihg a zone
stiucture. The superframe is split into 16 zones numbered from 0 to 15 starting from the BPST. Fach zone
htains 16 consecutive MASs, which-are numbered from 0 to 15 within the zone.
e format of a CRP Allocatian field is specified in Table 52.
Table 52 — CRP Allocation field format
Syntax Size Notes

CRP_Alloeation_field {

ZoneiBitmap 2 bytes

MAS)Bitmap 2 bytes

}
€ Zone Bitmap iield identifies the zones that contain reserved MASS. 1T a bit in the tield is set 1o ONE, the

T
co

rresponding zone contains reserved MASs, where bit zero corresponds to zone zero.

The MAS Bitmap specifies which MASs in the zones identified by the Zone Bitmap field are part of the
reservation. If a bit in the field is set to ONE, the corresponding MAS within each zone identified by the Zone
Bitmap is included in the reservation, where bit zero corresponds to MAS zero within the zone.

7.1.8.3 CRP Availability IE

The CRP Availability IE is used by a device to indicate its view of the current utilization of MASs in the current

Su

perframe.
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The CRP Availability IE is specified in Table 53.

Table 53 — CRP Availability IE format

Syntax Size Notes
CRP_Availability IE_Format {
Element ID 1 byte Set to the value as listed in Table 45 that identifies
the information element
Length (= N) 1 byte
CRP Availability Bitmap N (0-32) variable
}

The CRP |Availability Bitmap field is up to 256 bits long, one bit for each MAS in the superframe, Where the
least-significant bit of the field corresponds to the first MAS in the superframe and successive bits|eorrespond

to successive MASs. Each bit is set to ONE if the device is available for a CRP resérvation in

e

corresponfding MAS, or is set to ZERO otherwise. If the CRP Availability Bitmap field is smallebthan 32 octets,

the bits injoctets not included at the end of the bitmap are treated as zero.

7.1.8.4 |Link Feedback IE

The Link fFeedback IE contains information on the recommended change to the data rate and transmit power

level by arecipient device for one or more source devices. The Link Feedback IE is specified in Table 54.

Table 54 — Link Feedback IE format

Syntax Size Notes
link_Feedback IE_Format {
Element ID 1 byte
ength (= 1+3xN) 1 byte
N 1 byte Num of Link fields
Kor (i=1, i <=N, i++ )
Uink i 3 bytes Defined in Table 55
h
J

The Link fleld is specified in Table 55(

Table 55 — Link field format

Syntax Size Notes
link_Field Format{
PevAddr 16 bits
Transmit Power Level Change 4 bits Specified in Table 56
[Data raté 4 bits Specified in Table 140
h

The DevAddr field is set to the DevAddr of the source device for which the feedback is provided.

The Transmit Power Level Change field is set to the change in transmit power level that the recipient

recommends to the source device. The Transmit Power Level Change field encoding is shown in Table 56.
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Table 56 —Transmit Power Level Change field encoding

TH
TH

R4

every device in the beacon group knows the sensing schedule. All the devices in the beacon gro

N(

A
ing
pa

Value dB

1000 — 1101 Reserved
1110 -2

1111 -1

0000 no change
0001 +1

0010 +2

0011 — 0111 Reserved

.8.5 Regular QP Schedule IE

rticipate in service monitoring.

e Data Rate field is set to the data rate that the recipient device recommends thatthe source d
e Data Rate field is encoded as shown in Table 140.

Table 57 — Regular QP Schedule IE format

pvice use.

gular QP Schedule IE, defined in Table 57, shall be included in each“beacon frame in order to make sure

up should

rticipate in sensing. The format of on-demand QP schedule IE is defined in Table 58.

Syntax Size Notes
Operating_Channel_Monitor_IE_Format {
Element ID 1 byte | Set to the value as listed in Table 45| that
identifies the information element
Length (=3) 1 byte
Countdown 1 byte | In the number of superframe. If it equals ero,
the regular QP is scheduled in the cyrrent
superframe.
Sensing cycle 1 byte | In the unit of superframe. Set as mQPfrequency
QP duration 1 byte | In the unit of MAS. Set as mQPD
}
TE if sensing cycle-is set as zero, no regular QP is scheduled.
.8.6 On-demand QP Schedule IE
Hevice may,schedule QP on demand as described in 7.11.1.1.2. An on-demand QP schedule IE|should be
luded in-béacons. Other devices hearing on-demand QP schedule IE shall keep quiet during QR and may

©lI

SO/IEC 2011 — All rights reserved

41


https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862

ISO/IEC 16504:2011(E)

Table 58 — On-demand QP Schedule IE format

Syntax Size Notes
Operating_Channel_Monitor_IE_Format {
Element ID 1 byte | Set to the value as listed in Table 45
that identifies the information element
Length (= 3) 1 byte
Superframe count down 1 byte | The number of superframe left before On-
demand QP is enabled. When the value is set
to 0, On-demand QP is enabled in current
superframe.
QP starting time 1 hy’rp Starting MAS to pprfnrm monitoring
Duration 1 byte | Channel monitoring period, in the unit of MAS
}
7.1.8.7 [Channel Measurement Request IE
A peer device or a master device may ask another device to measure a channel(for the detection |of
incumbents or alien devices. The device shall include channel measurement request{E, defined in Table %9,

in its beac

In additior

channel fgr backup purpose by using this IE.

on frame or corresponding command frame for such request.

Table 59 — Channel Measurement Request IE

, a peer device or a master device may ask another device to check the availability of a outband

Syntax Size Notes

Channe]_Measurement_Request IE_Format {

Element ID 1 byte Set to the value as listed in Table 45
that identifies the information element

Length (= 4+2xN) 1byte N is the total number of devices invited to
monitor outband channel

Channe] number 1 byte Target Channel for measurement. Refer
t0 9.7.2.

Monitor|countdown 1 byte The starting MAS to perform monitoring

Action gode 1 byte Measurement requirements, as defined
in Table 60

Duration 1 byte The channel monitoring period, in the unit of
MAS

For(i=0;[i<N; i++)

DevAddr; 2 bytes Invited device

}

}

Table 60 — Field Format for Action Code of Channel Measurement
Syntax Size Notes

Action_{ode Field Format { bit

TV 1 bit 1 — TV detection required; O otherwise

WM 1 bit 1 — WM detection required; 0 otherwise

Alien device 1 bit 1 — Alien device detection required; 0
otherwise

Measured signal strength 1 bit 1 — Need to report measured signal strength;
0 otherwise

Reserved 4 bits

}
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Channel measurement response I|E, defined in Table 61, is used to confirm the reception of channel
measurement request. Channel measurement response IE may be included in beacon or channel

measurement response command frame.

Table 61 — Channel Measurement Response IE

Syntax Size Notes
Channel_Measurement Response IE_Format {
Elemertib +byte Sette-the-valde-astistedHnTFable456—
that identifies the information element
Length (= 3) 1 byte
DevAddr 2 bytes The address of the target receiving device of
this IE; in other words, the. addresg of the
device which requests channel measufement.
Confirmation Code 1 byte 0 — OK; others, reserved
}
7.1.8.9 Channel Measurement Report IE
Channel measurement report |IE, defined in Table 62, is used to report channel measurement [results. A

device shall report channel measurement results upon receiving channel measurement request. A device may
o report channel measurement results once detecting incumbent signal or other interfering sources.
annel measurement report IE may be included in beacon or channel measurement report commapd frame.

alg
CH

Table 62 — Channel Measurement Report IE

Syntax Size Notes

Channel_Measurement_Report_IE_Format {

Element ID 1 byte Set to the value as listed in Table 45
that identifies the information element

Length 1 byte 10+3 Vi=1( mi+1) if source type is Alien deyice; 3
otherwise

Channel number 1 byte Refer to0 9.7.2

Occupancy 1 byte 0: no,
1: TV, 2: WM, 3: Alien device, 4:Unknowr,
5-255: reserved

Measured signal strength 1 byte Defined in Table 63

If (Occupancy = Aliendevice{

BPST offset 2 bytes In the unit of microsecond

Regular QP déscription 4 bytes Refer to Table 64

Channel businéss ratio 1 byte 0-100, in percentage

For(i=0yi<N; i++) N is the number of alien devices reported

Length> (= m)) 1 byte

Nanje-String m; bytes Device name string, encoded in Unicodgq UTF-
16LE format, and is specified in Table 77

* for N*/)

} (/* if Alien device*/)

}

The encoding of the received signal strength is specified in Table 63.

© ISO/IEC 2011 — All rights reserved
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Table 63 — Encoding of the received signal strength

Value Description
0000 0000 -130 dBm or lower
0000 0001 -129 dBm
0000 0010 -128 dBm
0110 1101 -21 dBm
0110 1110 -20 dBm
0110 1111 -19 dBm or higher
01141.0000-1114111411 Rasarved

The formgt of Regular QP description field is specified in Table 64.

Table 64 — Regular QP description field format

Syntax Size Notes
Regular] QP_description _field_Format {
QP offsgt 1 byte In the unit of superframe. BPST offset + QP
offset equals thertime difference between the
next QP of cugrent-beacon group and the next
QP of alien devices being reported

QP durgtion 1 byte In the unitof MAS

Sensing cycle 1 byte In the_unit)of superframe

}

7.1.8.10 [Channel Measurement Report Acknowledgement |E
Channel measurement report acknowledgement |E, defined in Table 65, is used to confirm the reception|of

channel mpeasurement reports. Channel measurement*acknowledgement IE may be included in beacon|or
channel nfeasurement report acknowledgement command frame.

Table 65 — Channel Measurement Report Acknowledgement IE

Syntax Size Notes
Channe]_Measurement_Report
_Acknoywledgement_IE_Format {
Element ID 1 byte Set to the value as listed in Table 45
that identifies the information element

Length (= 2) 1 byte

DevAddr 2 bytes The address of the target receiving device of this
IE; in other words, the address of the device
which reports channel measurement

}

7.1.8.11 lChannel-ChangelE

Upon detecting incumbent or for the purpose of load balancing, a device is advised to switch to a new
available channel. The device shall include Channel Change IE in its beacon before Channel Change.

The Channel Change IE is specified in Table 66.
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Table 66 — Channel Change IE format

TH
re

Th

TH
to
ch
ba
re
fig]
en

Syntax Size Notes

Channel_Change_|IE_Format {

Element ID 1 byte Set to the value as listed in Table 45
that identifies the information element

Length (= 3+2xN) 1 byte N is the total number of devices advised to
change channel

Channel Change Instruction 1 byte Defined in Table 67

New channel number 1 byte Set to the backup channel number if available;
255 (Unavailable) otherwise. Refer to 9.7.2.

Channel Phnngp countdown 1hyfn The time eg in the unit of the number of
remaining superframes, left before chanhel
change

For(i=0; i<N; i++){ Device list advised to change channel

DevAddr 2 bytes If set as Broadcast address, it indicates every
device to change channel

}

}

e Channel Change Countdown field is set to the time, e.g., in the unit'of the number of su
maining until the device changes to the new channel.

e device list includes all the devices which are advised to change tothe same new channel.

e Channel Change Instruction field encoding is specified in“table 67. If reason field is set to 0, n
incumbent detected, all the devices belonging to samegroup shall evacuate the current ch
ange to the new channel as suggested. If reason encoding is set 1, namely due to the requiremgnt of load
lancing, only the devices in the device list are suggested to change to the new channel; oth
ceiving the channel change IE could still stay in the current channel. Moreover, if channel copy
d is set to 0, the same channel reservation usedin old channel is applied to the new channel. Th
abled only if a backup channel is available and‘the new channel is clean.

Table 67 — Channel.Change Instruction Encoding for Channel Change

Syntax Size Notes
Channel_Change_Instructiony. Format {
Reason 1 bit 0 — Incumbent detected
1 — Load balancing
Channel copy to resume 1 bit 0 — Disabled
1- Enabled. Apply same channel reservation
as that of old channel in new channel
Reserved 6 bits
}

©lI
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7.1.8.12 Channel Change Response IE

Table 68 — Channel Change Response IE format

Syntax Size Notes

Channel_Change_Response_|E_Format

{

Element ID 1 byte Set to the value as listed in Table 45
that identifies the information element

Length (= 2) 1 byte

New channel number 1 byte Set to_the backup channel number_if available;
255 (Unavailable) otherwise. Refer to 9.7.2.

CHannel change countdown 1 byte The time, e.g., in the unit of the number of
remaining superframes, left before chanpel
change

}

}

7.1.8.13 |On-leave IE

A device heeds to visit other channel(s) or enter power saving mode for certain‘period for some reasons| A
device shall include On-leave schedule IE, defined in Table 69, in its beacon béfore leaving the channel.

Table 69 — On-leave IE format

Syntax Size Notes
On_Lgave |IE_Format {
Element ID 1 byte Setto the value as listed in Table 45 that
identifies the information element
Length (= 4) 1 byte
On-legve countdown 2 bytes Time to leave in the unit of 10*microseconds
Duratipn 2 bytes On-leave duration in unit of 10*microseconds
}

7.1.8.14 [Proxy Assignment IE

A peer d¢vice which is serving ascurrent proxy may appoint the next proxy to coordinate outband chanmpel
measurenpent, by including Proxy-Assignment IE, defined in Table 70, in its beacon.

Table 70 — Proxy Assignment IE format

Syntax Size Notes

Proxy| Assignment, {IE_Format {

Elemgnt ID 1 byte Set to the value as listed in Table 45 that
identifies the information element

Length (= 4) 1 byte

DevAddr 2 bytes Address of the designated device

Proxy Assignment Countdown 1 byte The number of superframes remaining before the
designated device takes over the proxy role

Duration 1 byte The number of superframes for acting as proxy

}

The Proxy Assignment Countdown field is set to the number of superframes remaining until the device takes
over the proxy role. If this field is zero, the device performs the proxy role immediately.

7.1.8.15 BP switch IE

The BP Switch IE indicates a device will change its BPST to align with an alien BP. It is specified in Table 71.
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Table 71 — BP Switch IE format

Th
If

TH
wh

Th

7.

Th

Th

Syntax Size Notes
BP_Switch IE_Format {
Element ID 1 byte Set to the value as listed in Table 45 that
identifies the information element
Length (= 4) 1 byte
BP Move Countdown 1 byte
Beacon Slot Offset 1 byte
BPST Offset 2 bytes
}
e BP Move Countdown field is set to the number of superframes after which the device will @djusf its BPST.
BP Move Countdown is zero, the next beacon frame transmitted will be at the time specified|by this IE.
e Beacon Slot Offset field is set to a positive number by which the device will adjust'its beacon slpt number
en changing its BPST or is set to zero to indicate the device will join the alien BP using normal BR join rules.
e BPST Offset field is set to the positive amount of time the device will delay‘its' BPST, in microsegonds.
.8.16 Identification IE
e Identification |IE provides identifying information about thé device, including a name sjring. The
Id¢ntification IE is specified in Table 72.
Table 72 — Identification IE format
Syntax Size Notes
Identification |IE_Format {
Element ID 1 byte Set to the value as listed in Table 45 that
identifies the information element
Length (=) variable
For (i=0;i<N;i++){ N is the number of Identification fields
Identification; variable
}
}
e general format of the |dentification field is specified in Table 73.
Table 73 — Identification Field Format
Syntax Size Notes
Identification~Field_Format {
Identification Information Type 1 byte
Identification Information Length (=M) 1 byte M equals the size of Identification Informatign
Data
ldentification Information Data variable
H
The encoding for the Identification Information Type field is shown in Table 74.
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Table 74 — Identification Information Type field encoding

Value Identification Information
Data field contents

0 Vendor ID

1 Vendor Type
2 Name String
3

4

Regulation ID
— 255 Reserved

The Ident
Field that

The Identi

follows.

fication Information Data field, if Identification Information Type is Vendor ID, is specified\in.Table

Table 75 — Identification Information Data field format for Vendor ID

Syntax Size Notes
Venddr ID_Format {
Venddr ID 3 bytes
}
The Vendpr ID is set to an OUI that indicates the vendor of the device. The OUl is a sequence of 3 octe

labeled aq oui[0] through oui[2]. Octets of the OUI are passed to the PHY SAP in ascending index-value ord
The Idenfffication Information Data field, if Identification Information Type is Vendor Type, is specified
Table 76.
Table 76 — Identification Information Data field format for Vendor Type
Syntax Size Notes

Venddr Type Format {

Venddr ID 3 bytes

Devic¢ Type ID 3 bytes

}
The Vendpr ID field is set to.amOUI that indicates the entity that assigns the values used in the Device Ty

ID field. T

The Ident
of the dev

ne Device Type IDAield indicates the type of device.

ce encoded'in Unicode UTF-16LE format, and is specified in Table 77.

Table 77 — ldentification Information Data field format for Name String

fication Information Length field indicates the length, in octets, of the Identification Information Data

75.

ts,

n

e

fication Information Data field, if Identification Information Type is Name String, contains the name

Syntax Size Notes
Name_String Format {
For (i=0;i<N;i++) N is the number of Name String Unicode Char
Name String Unicode Char 2 bytes
}
}

The ldentification Information Data field, if Identification Information Type is Regulation ID, and is specified
in Table 78.
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Table 78 — Identification Information Data field format for Regulation ID

Syntax Size Notes

Regulation_ID_Format {

Regulation ID 14 bytes | An identifier that is used to determine operational
parameters (e.g., available channels and
transmission power). Regulators may assign such
identifiers after certification.

}

7.1.8.177  Channel Classification IE
In[a master-slave network, the master device is responsible for selecting the operating channel’and| assigning
it fo the MAC/PHY modules. In a peer-to-peer network, a peer device is responsible for sélecting its own
operating channel and assigning it to the MAC/PHY modules. Channels are clasSified as s|x types -
Digsallowed, Operating, Backup, Candidate, Protected and Unclassified. Channel Classification IE |is used to
exchange channel status among devices and specified in Table 79.
Table 79 — Channel Classification IE
Syntax Size Notes
Channel_Classification _IE_Format {
Element ID 1 byte Set tothe value as listed in Table 45
that identifies the information element
Length (= 3+2xN+M) 1 byte N is the total number of channels clagsified in
this IE
Channel Set ID 2 bytes A ID assigned to uniquely identify the [set of N
channels below
M 1 byte M is the total number of backup chanrjels plus
the operating channel
For (i=1; i< =N, i++){
Channel Num 1 byte
Channel description 1 byte Defined in Table 80
}
For (i=1; i< =M, i++){ The order of Transmit Power Limit figlds is in
the order of descending preference. Hirst field
of Transmit Power Limit corresponds to the
operating channel; the last field of Transmit
Power Limit corresponds to the least greferred
backup channel.
Transmit Power Limit 1 byte Defined in Table 81
}
}
THe Channel Description Field is specified in Table 80.

Table 80 — Channel Description Field Format

Syntax Size Notes

Channel_Description_Format {

Channel type 3 bits 000- Operating
001- Backup
010- Candidate
011- Protected — TV
100- Protected - WM
101- Disallowed
110- Unclassified
111- reserved

Channel preference 5 bits 00000 represents highest preference; 11111
represents least preferred

}
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The Transmit Power Limit field encoding is specified in Table 81.

Note: the Transmit Power Limit is subject to regulation.

7.1.8.18

A device
schedule
format of

Table 81 — Transmit Power Limit field encoding

Value mW

0 1

1 2

2 3

98 99

99 100
100-255 reserved

RSW Schedule IE

may schedule RSW (Reservation based Signalling Windows) as described”in 7.3.8.2. An RS
E only indicates the location of RSW. The usage of each RSW MAS is indicated by CRP IE. T
RSW schedule IE is defined in Table 82.

Table 82 — RSW Schedule IE format

Syntax Size Notes
RSW_Schedule IE_Format {
Element ID 1byte | Set to~the value as listed in Table 45 that
identifies the information element

Length (= 2) 1 byte

RSW starting time 1 byte -*Starting MAS of RSW

Duration 1 byte in the unit of MAS

}
7.1.8.19 [Echo Beacon Position IE
Echo beac¢on Position IE shall be included'in the Regular Beacon Frame of a master. Echo beacon position
indicates poth MAS position of echo-beacon and transmission owner of echo beacon. The Echo Beac

Position |

k is specified in Table 83.

Table 83 — Echo Beacon Position IE format

W

Syntax Size Notes

Echo_Beacon\Position |IE_Format {

Element D 1 byte Set to the value as listed in Table 45 that
identifies the information element

ength (= 1+3xN) 1 byte N is the total number of echo beacon slot

N 1 byte Number of echo beacon sin a super-frame

For(i=0; i<N; i++){

DevAddr 2 bytes The device address of the slot owner to transmit
echo beacons

MAS position 1byte Position of Echo beacon in MAS unit.
If this field is encoded by ‘4’, then 4-th MAS is
allocated for transmitting of echo beacon by slot
owner

}

}
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7.1.8.20 PHY capabilities IE

The PHY Capabilities IE is specified in Table 84.

Table 84 — PHY Capabilities IE format

Syntax Size Notes
PHY_ Capabilities _ IE_Format {
Element ID 1 byte Set to the value as listed in Table 45 that
identifies the information element
] pngfh (: 3) 1 hyfp
PHY Capability Bitmap 2 bytes Refer to Table 85
Reserved 1 byte
}
}

THe PHY Capability Bitmap field indicates capabilities supported by the PHYy as specified in th¢ Physical
Layer specification. A bit is set to ONE if the corresponding attribute is supported, or is set to ZERO ptherwise.
This field is encoded as described in Table 85. Subsequent octets are resérved.

Table 85 — PHY Capability-Bitmap

Octet Bit Attribute Description
0 Multiple antennae — FITD TxRx Suppor‘[ F.ITD at both transmitter and
receiver sides
1 Multiple antennae — STBC Tx Support STBC at transmitter side
2 Multiple antennae — SM Tix Support SM at transmitter side
0 3 Multiple antennae — STBC Rx Support STBC at receiver side
4 Multiple antennae"~SM Rx Support SM at receiver side
5 Bandwidth (6\MHz) Support 6 MHz bandwidth
6 Bandwidthin(7 MHZz) Support 7 MHz bandwidth
7 Bandwidth (8 MHz) Support 8 MHz bandwidth
1 0-7 reserved

7.1.8.21 MAC Capabilities IE

THe MAC Capabilities IE is specified in Table 86.

Table 86— MAC-C bilitiesJE_£ ¢
Syntax Size Notes
MAC_Capabilities_IE_Format {
Element ID 1byte | Set to the value as listed in Table 45 that
identifies the information element
Length (= 3) 1 byte
MAC Capability Bitmap 2 Defined in Table 87
bytes
Reserved 1 byte
}
}
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The MAC Capability Bitmap field indicates capabilities supported by the MAC entity. A bit is set to ONE if the
corresponding attribute is supported, or is set to ZERO otherwise. This field is encoded as described in
Table 87. Subsequent octets are reserved.

Table 87 — MAC Capability Bitmap

Octet Bit Attribute Description
0 PCA Capable of transmitting and receiving frames using
the PCA mechanism
1 Soft CRP ?naer:?\?l?irc‘)rfmbelng the owner and target of Soft CRP
2 Capable of transmitting and acknowledging frames
Block ACK using the B-ACK mechanism
0 3 Hibernation anchor Capable of acting as a hibernation anchor
4 . . Support centralized self-coexistence mechanismsjas
Centralized self-coexistence P
specified in 7.12.3
5 = Capable of acting as a proxy (as a peer device) to
roxy )
coordinate channel measurement
6-7
reserved
1 0-7 Reserved Reserved

7.1.8.22 |Slave device list IE

174

The slave|device list IE is used by a master device to indicate the list of slave devices associated with its¢lf.

The |IE format is specified in Table 88.

Table 88 — Slave Device List IE format

Syntax Size Notes
$lave Device List IE_Format {
Element ID Ybyte | Set to the value as listed in Table 45 that
identifies the information element
ength (= 1+2xN) 1 byte
N 1 byte | Number of slave devices
Kor(i=0; i<N; i++){
DevAddr 2 Slave device address
bytes
}
h

7.1.8.23 [Beaconing Promotion Indication IE

The Beacpning Promotion Indication IE is transmitted by a master to indicate a group of nonbeaconing slgve

devices tolbetome rngnlar hnnr‘nmng slave devices. The |E formatis cpnmﬁnd inTable 89
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Table 89 — Beaconing Promotion Indication IE format

Syntax Size Notes

Beaconing_Promotion_Indication_IE_Format {

Element ID 1 byte Set to the value as listed in Table 45
that identifies the information
element

Length (= 1+2xN) 1 byte

N 1 byte Number of slave devices

For(i=0; i<N; i++)

DevAddr 2 bytes Slave device address

i

}

7.1.8.24 Association Response IE

THe Association Response IE is transmitted by a master device or a peer device to indicate the outgome of an
aspociation request. The |IE format is specified in Table 90.

Table 90 — Association Response IE format

Syntax Size Notes
Association_Response IE_Format {
Element ID 1 byte Set to~the value as listed in Table 45 th3gt
identifies the information element
Length (= 1) 1 byte
Reason code 1 byte Q> Success
1 — Fail-Invalid Address
2 — Fail-Not enough MAS
3 — Fail-Unspecified
4 — Fail-Regulation ID verification
5 — 255 — reserved
}

7.1.8.25 Hibernation Mode IE

THe Hibernation Mode IE is spécified in Table 91.

Table 91 — Hibernation Mode IE format

Syntax Size Notes
Hibernation) Mode |IE_Format {
Element.ID 1 byte Set to the value as listed in Table 45 thgt
identifies the information element
Length (= 2) 1 byte
Hibernation Countdown 1 byte
il n B n 4 kst
rocITiatiorn urauuorl L AN
}

The Hibernation Countdown field is set to the number of superframes remaining until the device begins
hibernation. A value of ZERO indicates that the device will enter hibernation mode at the end of the current
superframe.

The Hibernation Duration field is set to the number of superframes for which the device intends to hibernate.
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7.1.8.26 Traffic Indication Map (TIM) IE

The TIM IE is used to indicate that an active mode device has data buffered for transmission via PCA. The
TIM IE is specified in Table 92.

Table 92 — Traffic Indication Map (TIM) IE format

Syntax Size Notes
Traffic_Indication_ MAP_IE_Format {
Element ID 1 byte Set to the value as listed in Table 45 that
identifies the information element
ength (= 1+ 2*N) 1 byte
N 1 byte Number of devices for which PCA traffic is
buffered
Ror(i=0; i<N; i++){
DevAddr; 2 bytes | DevAddr of a device for which PCA traffic is
buffered
}
}
Each DevAddr field is set to the DevAddr of a device for which PCA traffic is buffered.
7.1.8.27 [On-demand QP Negotiation Request IE
The On-demand QP Negotiation Request IE, as defined in Table 93\ is transmitted by a device to requést
temporary| use of certain MASs owned by another device.

Table 93 — On-demand QP Negotiation Request IE

Syntax Size Notes
On-demand_QP_Negotiation_Request_IE_Format {
Elemgnt ID 1 byte Set to the value as listed in Table 45
that identifies the information element
Length (= 5) 1 byte
Devige Address 2 bytes Device address of reservation owner
Supefframe countdown 1 byte The number of superframe left before
On-demand QP is intended
QP starting time 1 byte Starting MAS to intend On-demand QP
Durafion 1 byte Intended QP duration, in the unit of MAS
}
7.1.8.28 [On-demand.QP Negotiation Response IE
The On-demand QP Negotiation Response IE, defined in Table 94, is transmitted by a reservation owner
respond tp the‘request to lend certain MASs for On-demand QP. A reservation owner may modify {

intended Pr<demand QP.
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Table 94 — On-demand QP Negotiation Response IE

Syntax Size Notes

On-demand_QP_Negotiation_Response_IE_Format {

Element ID 1 byte Set to the value as listed in Table 45
that identifies the information element

Length (= 5) 1 byte

Device Address 2 bytes Device address of initiating On-demand
QP Negotiation

Superframe countdown 1 byte The number of superframe left before
On-demand QP is agreed to take place.
When the value is set to 1 _On-demand
QP is agreed to take place pnn| next
superframe.

QP starting time 1 byte Starting MAS for agreed Onydemarjd QP

Duration 1 byte Agreed QP duration, in the unit of NJAS

}

7.1.8.29 Device Features Information element

A fevice may exchange device features with another device to help decide operation parameter prgperly. The
device features IE is defined in Table 95. The device feature IE may be included in beacon or probe|command
frgme.
Table 95 — Device Features IE format
Syntax Size Notes
Device Features IE_Format() {
Element ID 1 byte Set to the value as listed in Table 45 that identifiep
the information element
Length (= 3) 1 byte
Device Features 3 bytes Defined in Table 96
}
THe Device attributes field is specified.in Table 96.
Table 96 — Device Features field format
Syntax Size Notes
Device Features, field() {
AC Power support 2 bits 00: AC power support, 01: otherwise
10: not specified, 11: reserved
User-defined Priority of being | 3 bits 000: highest priority~110: lowest priority
chosen-as master 111: this feature is not supported
Security Support 2 bits 00: security mode 0
01: security mode 1
10: security mode 2
11: this feature is not supported
Refertc 6.6.9and 8.2
Maximum Transmission power 8 bits DEV’s Maximum transmission power in dBm
Device Mobility 2 bits 00: fixed location, 01: movable DEV
01: not specified, 11: reserved
Maximum Associated DEVs | 5 bits Number of maximum associated devices
number If set as 0, this feature not supported
Reserved 2 bits
}
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7.1.8.30 Application-specific IE (ASIE)

The ASIE is specified in Table 97.

Table 97 — ASIE format

Syntax Size Notes
ASIE_Format() {
Element ID 1 byte Set to the value as listed in Table 45 that identifies
the information element
| pngfh (= 7+N) 1 hyfp N pqu:\lq the Ipngth aof Alnplir*:\finn-elnpnifir‘ Data
ASIE Specifier ID 2 bytes
Application-specific Data Variable
}

The ASIE |Specifier ID field is set to a 16-bit value that identifies a company or organization, as’isted in [4].

The ownef of the ASIE Specifier ID defines the format and use of the Application-specific ' Data field.

7.1.8.31 |Application-specific Probe IE

The Appligation-specific Probe IE is used to request an application-specific\lE from a device. It is specified

in Table 9B.
Table 98 — Application-specific Probe IE format
Syntax Size Notes

Application-specific_Probe _Format() {

Element ID 1 byte Set to the value as listed in Table 45 that
identifies the information element

ength (= 4+N) 1.byte N equals the length of Application-specific
Request Information

Target DevAddr 2 bytes

ASIE Specifier ID 2 bytes

Application-specific Request Information Variable

}

The Targgt DevAddr field is set to'the DevAddr of the device from which an ASIE is requested.

The ASIE[Specifier ID is setto'a 16-bit value that identifies a company or organization, as listed in [4].

The ownef of the ASIE Specifier ID defines the format and use of the Application-specific Request Information

field.

7.1.8.32 |Hibernation Anchor IE

The Hibernation Anchor IE is specified in Table 99.
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Th

Th
m

Syntax Size Notes

Hibernation _ Anchor _IE_Format {

Element ID 1 byte Set to the value as listed in Table 45 that
identifies the information element

Length (= 3xN) 1 byte N equals Number of Hibernation Mode
Neighbour Devices

For(i=0; i<N; i++){

Hibernation Mode Neighbour DevAddr 2 bytes

Wakeup Countdown 1 byte

}

}

thg next superframe.

7.

Th
Sp)

E

Q)

7.

E4

ecified in Table 100.

.8.33 Master Key Identifier (MKID) IE

Table 100 — MKID.JE format

e Hibernation Mode Neighbour DevAddr field is set to the DevAddr of the neighbour in-hibernatior]

mode.

e Wakeup Countdown field is set to the number of remaining superframes beforé.the device in Hibernation
pde is expected to wake up. A value of ZERO indicates that the device is scheduled to be in actije mode in

e MKID IE is used to identify some or all of the master keys possessed by the device. The NIKID IE is

Syntax Size Notes
MKID_IE_Format {
Element ID Lbyte Set to the value as listed in Table 45 thgt
identifies the information element
Length (= 16xN) 1 byte N equals number of MKID included in this IE
For(i=0; i<N; i++){
MKID; 16 bytes
}
}

.8.34 Multicast‘Address Binding (MAB) IE

ch MKID field is set to the-identifier of a master key possessed by the device.

ch device maps multicast EUI-48s to McstAddrs in the 16-bit DevAddr address range. The MAB IE declares

the binding between a multicast EUI-48 and the McstAddr that the device will use when transmitting frames

de

stined for.that multicast EUI-48.

Table 101 — MAB IE format

©lI

Syntax Size Notes

MAB _IE_Format {

Element ID 1 byte Set to the value as listed in Table 45 that identifies
the information element

Length (= 8xN) 1 byte N equals number of Multicast Address Binding
Block (MEUI + MDevAddr ) included in this IE

For(i=0; i<N; i++)

MEUI 6 bytes

MDevAddr 2 bytes

}

}

SO/IEC 2011 — All rights reserved
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The format of the MAB |E is shown in Table 101.

The MEUI field is set to the multicast EUI-48 supplied by the MAC client at the MAC SAP.

The MDevAddr field is set to the multicast DevAddr bound to the MEUI field by the MAC entity from the

McstAddr

7.1.8.35

address range.

PCA Availability IE

The PCA Availability IE identifies the MASs in which a device will be available to receive PCA traffic and
transmit the required response.

The PCA

Availability IE is specified in Table 102.

Table 102 — PCA Availability IE format

Syntax Size Notes
RCA_Availability _IE_Format {
Element ID 1 byte Set to the value as listed in Table 45 that
identifies the information element
Uength (= 1+N) 1 byte N equals size of PCA Availability Bitmap
Ipterpretation 1 byte
RCA Availability Bitmap Variable (0 to 32)
}

The Interpretation field contains information that specifies the meaning of each bit in the PCA Availability

Bitmap fig|

The TIM |

d. The Interpretation field is specified in Table 103.

Table 103 — Interpretation field format

Syntax Size Notes
Interpretation _Field Format {
TIM IE Required 1 bit
Reserved 7 bits
}

MASs aft

receive PCA traffic in the specified MASs regardless of TIM IE reception.

The PCA |Availability Bitmap field is up to 256 bits long, one bit for each MAS in the superframe, where
least-significant bit of the field corresponds to the first MAS in the superframe and successive bits corresp
to succesgive MASs./Each bit is set to ONE if the device is available to receive PCA traffic and transmit

E Required bit is set to ONE if the device will only be available to receive PCA traffic in the specified
r receiving a TIM |E\that addresses it. The bit is set to ZERO if the device will be available|to

®© QO

required rgsponserin the corresponding MAS, or is set to zero otherwise. If the PCA Availability Bitmap field is
smaller thgn.32 octets, the bits in octets not included at the end of the bitmap are treated as zero.

7.1.8.36

Probe IE

The Probe IE is used to request information from a device. It is specified in Table 104.
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Syntax Size Notes

Probe _IE_Format {

Element ID 1 byte Set to the value as listed in Table 45 that identifies
the information element

Length (=2 + N) 1 byte N equals number of requested IEs included in this
IE

Target DevAddr 2 bytes

For(i=0; i<N; i++){

Requested Element ID ; 1 byte

}

}

THe Target DevAddr field is set to the DevAddr of the device from which IEs are requested‘or the device that
requests IEs.

TH
ex

Th

.1.8.37 Relinquish Request IE

ch Requested Element ID field is set to the element ID of a requested IE.

Table 105 — Relinquish Request IE format

e Relinquish Request IE is used to request that a device releaseone or more MASs from ong or more
sting reservations. It identifies the target device and the desired MASs, and is specified in Table 105.

Syntax Size Notes
Relinquish_Request |E_Format {
Element ID 1 byte Set to the value as listed in Table 45 that identifiep
the information element
Length (= 4 + 4xN) 1 byte N equals number of Allocations included in this IE
Relinquish Request Control 2bytes
Target DevAddr 2’bytes
For(i=0; i<N; i++)
Allocation i 4 bytes
}
}

Table 106 — Relinquish Request Control field format

e Relinquish Request(Control field is specified in Table 106.

Syntax Size Notes
Relinquish _ Request Control_Format {
Reason Code 4 bits
Reserved 12 bits
}

The Reason Code field indicates the reason for the request, and is encoded as shown in Table 107.
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Table 107 — Reason Code field encoding

Value Code Meaning
0 Non-specific No reason specified.
1 Over-allocation | The target device holds more MASs than permitted by
policy.
2-15 Reserved Reserved

The Targd

A Relinqu

t DevAddr field is set to the DevAddr of the device that is requested to release MASs.

sh Request |IE contains one or more Allocation fields. Each Allocation field is encoded using a zo
structure. [The superframe is split into 16 zones numbered from 0 to 15 starting from the BPST."Each zo|

contains 16 consecutive MASs, which are numbered from 0 to 15 within the zone.

The geneial format of an Allocation field is specified in Table 108.

The Zone

Table 108 — Allocation field format

Syntax Size Notes
Allocation _Field_Format {
Zone Bitmap 2 bytes
MAS Bitmap 2 bytes
}

corresponding zone contains requested MASs, where bit zéro corresponds to zone zero.

Bitmap field identifies the zones that contain requésted MASs. If a bit in the field is set to ONE, the

The MAS Bitmap specifies which MASs in the zonesidentified by the Zone Bitmap field are part of the requést.

If a bit in the field is set to ONE, the corresponding MAS within each zone identified by the Zone Bitmap| i

included in the request, where bit zero corresponds to MAS zero within the zone.

7.1.8.38

The Link

Link Quality Estimate IE

device to {he current device, as specified in Table 109.

Table 109 — Link Quality Estimate IE format

S

Nuality Estimate IE is usedto report link quality estimation based on measurement from a souice

Syntax Size Notes
ink_Quality~Estimation_IE_Format() {
ElementD 1 byte Set to the value as listed in Table 45 that
identifies the information element
Uength (= 3) 1 byte
LHQE 1 byte As defined in Table 151
DevAddr 2bytes DEV address of signal source
}

7.1.8.39 Transmit Power Control IE (TPC IE)

The Transmit Power Control IE is used by a device to update transmit power of other devices. This IE shall
contain information of the recommended transmit power which the destination devices shall keep it for future
use. For example, a master device may use Transmit Power Control IE to update the transmit power of a
slave device. Similarly, a peer device may use Transmit Power Control |IE to update the transmit power of an
associated device. The Transmit Power Control IE is defined in Table 110.
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Table 110 — Transmit Power Control IE format

Syntax Size Notes
Transmit_Power_Control_IE_Format {
Element ID 1 byte Set to the value as listed in Table 45 that
identifies the information element
Length (= 1+3xN) 1 byte
N 1 byte Number of TPC fields
For (i=1, i <=N, i++ )
TPGi 3 bytes Defined in Table 111
}

1
)

ThHe TPC field is defined in Table 111.

Table 111 — TPC field format

Syntax Size Notes
TPC_Field_Format {
DevAddr 16 bits DEV address of destination device
Transmit Power 8 bits Defined in Table 112
}

THe DevAddr field is set to the DevAddr of the destination device:Af the DevAddr is set as broadcagt address,
every device shall update the transmit power as indicated insthe TPC field. If the DevAddr is set ag multicast
address, every device in the multicast group shall update ¢he transmit power as suggested in the TPC field. If
th¢ DevAddr is set as Unassociated, the transmit powerdncluded in the TPC field applies to new deyices to be
associated with the master device or the peer device which transmits this TPC IE.

THe Transmit Power field encoding is specified in‘Pable 112.

Table 112/— Transmit Power field encoding

Value mwW

0 1

1 2

2 3

98 99

99 100
100-255 reserved

7.1.8.40 Disassociation IE

To terminate the association of slave devices or peer devices, a master or peer transmits to slave or peer
devices by including disassociation IE into its beacon frame. The disassociation IE is specified in Table 113.
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Table 113 — Disassociation IE format

Syntax Size Notes

Disassociation_ |IE_Format {

Element ID 1 byte Set to the value as listed in Table 45 that
identifies the information element

Length (= 3xN) 1 byte N is the total number of disassociated devices

For(i=0; i<N; i++){

DevAddr; 2 bytes DevAddr of disassociated devices

Reason code 1 byte Refer to Table 114

}

}

The Reaspn Code is informative for a disassociated device and is encoded as shown in Table 114.

A device feceiving the Disassociation IE shall release all reserved MASs and terminate existing-connectigns

with the agsociated device.

Table 114 — Reason Code field encoding

Value Meaning

0 Lack of resource

2 Self-coexistence problem
3-255 Reserved

7.1.8.41 [Contact Verification Signal IE

To (re)verfify the channel availability, a master device périodically sends Contact Verification Signal IE to |its
associated slave devices. For a peer to peer network;“a peer device periodically sends Contact Verificatipn

Signal IE {o its associated peer devices.

Table 115 — Contact Verification Signal IE format

Syntax |  Size Notes

Contact Verification_Signal IE Format() |

Element ID 1 byte Set to the value as listed in Table 45 that
identifies the information element

Uength (=) 1 byte If Length = 4, only DevAddr and Channel
Set ID are present; otherwise the Protected
field plus the Channel Classification IE field
(either protected or unprotected) are
available.

DevAddr 2 bytes The destination address of a slave device
or a group of slave devices (i.e., multicast)

Channel Set ID 2 bytes If Channel Classification IE (Protected or
unprotected) is appended, the Channel Set
D maiches the Channel Classiication 1E.
Otherwise, the Channel Set ID refers to the
previous matched Channel Classification
IE.

Protected 1 byte If set to Zero, the Channel Classification IE
is protected; otherwise unprotected

If (Protected = 0

Protected Channel Classification IE variable Protected Channel Classification IE refers
to Table 116.

} else {

Channel Classification IE variable Refers to 7.1.8.17.

}

}
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Table 116 — Protected Channel Classification IE format

Syntax |  Size Notes

Protected Channel_Classification_IE

Format() {

Temporal Key Identifier (TKID) 3 bytes Refer to 7.1.2.6.1. If DevAddr is a unicast
address, TKID refers to corresponding
pairwise key (see 7.1.5.13); otherwise
group key (see 7.1.5.14).

Secured Channel Classification I1E variable The Secured Channel Classification IE is
the encrypted version of Channel
Classification 1E (see 7.1.8.17) using the
key identified by TKID.

Message Integrity Code (MIC) 8 bytes The MIC field contains a cryptographip

=

checksum used to protect the integrity g
the Channel Classification IE.

.2 Frame processing

.1 Frame addresses

Table 117 — DevAddr types and ranges

is subclause provides rules on preparing MAC frames for transmissiop- and processing them on|reception.
e rules cover MAC header fields and information elements.

bmes are addressed using DevAddrs. There are four types of DevAddrs; Private, Generated, Mulficast, and
badcast. Table 117 shows the range for each type of DevAddr.

Type

Range

Private

0x0000 — Ox00FF

Generated

0x0100 — OxFEFF

Unassociated

O0xFF00

Multicast
(McstAddr)

0xFF01 — OxFFFE

Broadcast
(BcstAddr)

OXFFFF

Hevice shall asso€iate a DevAddr of either type Private or type Generated with its local MAC entity. A device
t uses a NULLLEUI-48 shall use a Private DevAddr. If a device uses a Generated DevAddr, it shall select
DevAddr from the Generated DevAddr range at random with equal probability and shall ensufe that the
nerated value is unique among all devices in its extended beacon group. Selection and conflict|resolution
Private-BevAddrs is out of scope of this International Standard.

dll{frames transmitted, a device shall set the SrcAddr field to its own DevAddr. In unicast frames, the

DestAddrfietdstrattbe—settothe DevAddrof theTecipienttmmuiticastframes; the DestAddrfietdshall be set
to an address from the Multicast DevAddr range, as specified in 7.2.10.27. In broadcast frames, the DestAddr

field shall be set to the Broadcast DevAddr.

A device shall not transmit frames addressed to a recipient with a Private DevAddr at any time outside a
Private reservation. A device with a Private DevAddr shall not transmit non-beacon frames outside a Private
reservation.

A master or peer device addresses unassociated devices with the DevAddr set as 0xFF00, for example, for

tra

nsmit power control, specified in 7.7.3.
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7.21.1

DevAddr Conflicts

A device with a Generated DevAddr shall recognize that its DevAddr is in conflict if any of the following

conditions

occurs:

e It receives a MAC header in which the SrcAddr is the same as its own DevAddr; or

e It receives a beacon frame in which the BPOIE contains a DevAddr that is the same as its own but
corresponds to a beacon slot in which the device did not transmit a beacon and was not in hibernation

mode.

A device 0Lat recognizes that its DevAddr is in conflict shall generate a new DevAddr to resolve the DevAddr

conflict.

7.2.2 Frame reception

Unless Ot:r

indicator
device. TH
the PHY 4

A MAC hdg
supported

7.2.3 Frame transaction

A frame t
acknowleq

Figure 6 s

hows some frame transaction examples.

Frame transaction

_ Frame transaction\

erwise indicated, a frame is considered to be received by the device if it has-a valid header erfor
HEI) and frame check sequence (FCS) and indicates a protocol version that-is supported by the
e HEl is set by the PHY, which indicates whether or not a header error occurred. A valid HEl megns
nd MAC headers are correctly decoded, invalid otherwise.

ader is considered to be received by the device if it has a valid HEl-and indicates a protocol versipn
by the device, regardless of the FCS validation.

ransaction consists of an optional RTS/CTS frame eXchange, a single frame, and the associated
gement frame if requested by the ACK policy.

Frames < > [« >
transmlged.by - Frame 3 Frame 5
source device (I-ACK) (I-ACK)
Frames CTS [-ACK 1-ACK
transmitted by
recipient device
Frame
F Frame transaction fransaction Frame transaction
rames < > <€ > [« >
transmlgted.by RTS Frame 3 | | Frame 4 | | Frame 5
SoNee device (B-ACK)| [(B-ACK)| | (B-REQ)
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Frame Frame Frame
Frame transaction fransactior] fransactior] fransaction
Frames < > |« > < > [« >
transmlzjted.by RTS Frame 3 | | Frame 4 | | Frame 5 Frame 6
souree deviee (N-ACK)| |(N-ACK)| |(N-ACK)] |(N-ACK)
Frames CTS
transmitted by
recipient device [-ACK = Imm-ACK

N-ACK = No-ACK
B-REQ = B-ACK Request

Figure 6 — Frame transaction examples

7.2.4 Frame transfer

A [source device shall transmit MSDUs associated with the same Delivery ID and\addressed to|the same
destination EUI-48 in the order in which they arrived at the local MAC SAP. The deyice shall treat egch MSDU
of|{length n as a sequence of octets, labeled MSDU[0] to MSDUI[n-1], andsshall place these ocfets in the
payload field in ascending index-value order. The device shall transmit fragments of an MSDU orf MCDU in
orgler of increasing fragment number.

When using the B-ACK mechanism, a source device may retrapnsmit some previously transmittgd frames,
causing the sequence numbers and fragment numbers of the qetransmitted frames to be out of prder with
respect to previously transmitted frames.

A pource device may reorder MSDUSs for transmission if their associated Delivery IDs or destination EUI-48s
arg different.

A recipient device shall release MSDUs to the, MAC client that was transmitted by the same soufce device
with the same Delivery ID in order of increasing.sequence number values.

A bource device may fragment or aggregate MSDUs for transfer between peer MAC entities, but the recipient
dgvice shall deliver whole individual MSDUs through the MAC SAP to the MAC client.

7.2.5 Frame retry

A frame retry is a retransmission of a previously transmitted frame from the same source device to| the same
re¢ipient device. In a frame that is retransmitted, the source device shall set the Retry bit to ONE.

Unless otherwise_‘stated, in this specification “transmission” means transmission of a new|frame or
refransmission of ‘a previously transmitted frame.

A device may retransmit a frame as needed, taking into consideration such factors as delay requirements,
fairness._policies, channel conditions, and medium availability. A device shall apply the medium acfess rules
fof new frame transmissions when retransmitting frames, unless stated otherwise.

7.2.6 Inter-frame space (IFS)

Three types of IFS are used in this International Standard: the minimum inter-frame space (MIFS), the short
inter-frame space (SIFS), and the arbitration inter-frame space (AIFS][i]). There are four values of AIFS
depending on the access category of the traffic. The actual values of the MIFS, SIFS, and AIFS are PHY-
dependent.

A device shall not start transmission of a frame on the medium with non-zero length payload earlier than MIFS,
or with zero length payload earlier than SIFS, after the end of a frame it transmitted previously on the medium.
A device shall not start transmission of a frame on the medium earlier than SIFS duration after the end of a
previously received frame on the medium.
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7.2.6.1 MIFS

Burst frame transmissions are those frames transmitted from the same device where the timing of each frame
in the burst after the first is related to the preceding frame through use of the PHY burst mode. In this case a
MIFS duration will occur between frames in the burst, as shown in Figure 7. All frames in a burst except the
last frame shall be sent with the ACK Policy field set to No-ACK or B-ACK. The last frame in a burst may be
sent with any ACK Policy.

MIES MIES MIES
<> <> <>
Frame 1 Frame 2 Frame 3 Frame 4
< »
PCA TXOP or CRP reservation block

Figure 7 — Use of MIFS

Within a burst, the Duration field shall cover only consecutive frames addressed to the same destination. If the
burst confjnues after the Duration is exhausted, the next frame shall use & standard preamble. The length|of
MIFS is given by the pMIFS parameter specified in 7.14.

7.26.2 |SIFS

Within a fflame transaction, all frames shall be separated by a'SIFS interval.
The length of SIFS is given by the pSIFS parameter specified in 7.14.
7.26.3 |AIFS

The AIFS|is the minimum time that a device-using PCA defers access to the medium after it determines the
medium tg have become idle.

7.2.7 Dyplicate detection

Because a device may not_receive an Imm-ACK or B-ACK response for a frame it transmitted, it may send
duplicate frames even theugh the intended recipient has already received and acknowledged the frame| A
recipient dlevice shall consider a received frame to be a duplicate if the Retry bit is set and the Sequence
Control figld has the\{same value as the previous frame received with the same SrcAddr, DestAddr, ahd
Delivery IID field values. A recipient device shall not release a duplicate frame to the MAC client.

7.2.8 RTS/CTS use

An RTS/CTS exchange, when used, precedes data, aggregated data, or command frames to be transferred
from a source device to a recipient device. Without a frame body, the RTS frame allows the source device to
regain medium access relatively quickly in case of an unsuccessful transmission. With an appropriately set
Duration field as specified in 7.2.9.1, the RTS and CTS frames prevent the neighbours of the source and
recipient devices from accessing the medium while the source and recipient are exchanging the following
frames.

A source device may transmit an RTS frame as part of one or more frame transactions with another device in
an obtained PCA TXOP or an established reservation block. In a PCA TXOP, a device should transmit an
RTS frame prior to transmitting a sequence of frames using the No-ACK acknowledgment policy or the B-ACK
mechanism if those frame transmissions would otherwise not be covered by the Duration field contained in a
frame transmitted previously between the same source and recipient devices.
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If a reservation target receives an RTS frame addressed to it in the reservation block, from the reservation
owner, it shall transmit a CTS frame pSIFS after the end of the received frame, regardless of its NAV setting.
If a device receives an RTS frame addressed to it outside a reservation block, it shall transmit a CTS frame
pSIFS after the end of the received frame if and only if its NAV is zero and the CTS frame transmission will be
completed pSIFS before the start of the next BP or before the start of its own or a neighbour's established
reservation block.

On receiving an expected CTS response, the source device shall transmit the frame, or the first of the frames,
for which it transmitted the preceding RTS frame pSIFS after the end of the received CTS frame. If the source
device does not receive the expected CTS frame pSIFS plus the CTS frame transmission time after the end of

R arme—transmission—ana—ttransmitted-theR are—-a—RGA OP—t-shat-nrveke—a—packoff as
specified in 8.3. If it transmitted the RTS frame in one of its reservation blocks, it shall not retransmijt the RTS
frgme or transmit another frame earlier than pSIFS after the end of the expected CTS frame.

7.2.9 MAC header fields

7.2.9.1  Duration
A flevice shall set the Duration field in beacon frames to one of the following:

e | The time remaining in the BP measured from the end of the RLEP header of the beacon |frame, as
determined by the largest BP length announced by neighbours of the device in the previous superframe;

e | The transmission time of the frame body of the beacon frame; or

e | Zero.
A flevice shall set the Duration field in RTS, command, data, or aggregated data frames to the sum ¢f:
¢ | The transmission time of the frame body of the current frame;

e | The transmission time of the expected response frame for the current frame (CTS, Imm-ACK,|or B-ACK
frame), if any;

¢ | The transmission time of subsequent frames, if any, to be sent to the same recipient up to anq including
(a) the next RTS frame or frame with ACK Policy set to Imm-ACK or B-ACK Request or (b) the |last frame
in the PCA TXOP or reservation block, whichever is earlier; or, alternatively, the transmission time of the
next frame in the PCA TXOP or reservation block to be sent to the same recipient, if any; and
¢ | All the IFSs separating the frames included in the Duration calculation.

A gevice shall rounda fractional calculated value for Duration in microseconds up to the next integer.

A fevice may, ‘estimate the transmission time of a B-ACK frame body based on the expected length and data
rafe, or may.dssume a zero-length frame body.

A device shall set the Duration field in CTS, Imm-ACK and B-ACK frames to the larger of zero pr a value
e 19l ta tho diratinn ol cantainad 1n tha nraviaiic frama minnic NQIEQ  mainiic tha trancmiccoinn | me Of the
aHo-the-duraton—valee-containedrthe-previousFramemiras pSHES—mirgsthe ransmissiont

frame body of the received frame to which the CTS, Imm-ACK or B-ACK is responding, minus the
transmission time up to the end of the PLCP header of this CTS, Imm-ACK or B-ACK frame.

The following exceptions to previous rules are allowed:

e For frames with ACK Policy set to B-ACK Request, a device shall set the Duration to the sum of the
transmission time of the frame body of the B-ACK Request frame plus a SIFS plus the estimated
transmission time of the expected B-ACK response frame.

e A device may set the Duration for any frame sent in a Hard or Private reservation block other than UCA or
UCR frames to ZERO.
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A device shall set the Duration field in UCA and UCR frames to a time interval extending from the end of the
PLCP header of the current frame to the time when the remaining CRP reservation block is to be released.

Examples of Duration field values are specified in Figure 8.

[-ACK = Imm-ACK Duration .
N-ACK = No-ACK Duration "

Duration
Frames >

transmlged.by - Frame 3 Frame 5
source device (I-ACK) (I-ACK)
Frames CTS I-ACK] 1-ACK

transmitted by R R Zemd
.. . —> —> )y
recipient device Duration Duration Diration

Y

Y

Duration

Duration

Duration

Y/ Y Y

Frames

transmltited.by RTS Frame 3 | | Frame 4 | | Frame 5
source device (B-ACK)| |(B-ACK)] 1{B-REQ)

Frames CTS B-ACK
transmitted by
recipient device Dusation Duration

Y

Duration

Duration

Duration

Duration

Y YYY ¢

Frames

transml‘;ted.by - Frame 3 | [ Frame 4 | [ Frame 5 | [ Frame 6
source device (N-ACK)| |(N-ACK)| |(N-ACK)| | (N-ACK)

Frames CTS
transmitted by
recipient deviee¢ Duration

Y

Duration R CRP.
Frames ?>| reservation
tranSmitted by block
N HEA released
SOUIrce dcviCece at thlS tlme

Frames UCR| [ucr| |ucr| |ucr|”
transmitted by
recipient device Duration

Y 'Y

Duration

Y

Duration Zero

Duration

Figure 8 — Duration examples
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7.2.9.2 More Frames

If a device sets the More Frames bit to ZERO in a frame sent with Access Method set to ONE, it shall not
transmit additional frames to the same recipient(s) within the reservation block.

If a device sets the More Frames bit to ZERO in a frame sent with Access Method set to zero, it shall not
transmit additional frames using PCA to the same recipient(s) within the current superframe unless the
recipient did not include a PCA Availability IE in its beacon or included a PCA Availability IE in its beacon with
the TIM IE Required bit set to ZERO.

7.29.3 Sequence Number
THe Sequence Number field value is used for duplicate detection for frames sent usipg.the |Imm-ACK
acknowledgement policy. It is used for both duplicate detection and reordering for frames” sent|using the
B-ACK mechanism.
A flevice shall assign each MSDU or MCDU transmitted a sequence number from.a modulo 2048 cqunter.

A gevice shall assign the same sequence number to each fragment of an MSDU-0r MCDU.

A [single sequence number applies to all MSDUs contained in an aggregated data frame. A dgvice shall
ingrement the sequence number counter by one for each transmitted aggregated data frame.

A flevice shall use a dedicated counter for MCDUs.

A Hdevice shall use a dedicated counter for each sequence ‘of MSDUs addressed to the same DestAddr with
th¢ same Delivery ID using B-ACK acknowledgement policy.

A flevice may use one counter for all other MSDUs, .or may use a dedicated counter for MSDUs witH the same
Dglivery ID field value addressed to the same DestAddr.

Injeach beacon frame transmitted in a supefrframe, a device shall set the Sequence Number figld from a
dedicated counter that increments once per-superframe, modulo 2048, or shall set it to zero.

7.2.10 Information elements

IE§ are contained in beacon.and command frames. They convey certain control and management information.
IEs may be explicitly requested using Probe command frames.

A Pevice shall include.JEs in its beacon frame such that they apply to the superframe in which the|beacon is
trgnsmitted. A deyice/shall interpret IEs contained in beacons received in the current superframe to apply to
that superframe’

The remainder of this subclause describes when each IE is generated.

7.2.10.1 Application-Specific IE (ASIE)

A device may include an ASIE in its beacon or command frame for each of its applications which have made
the request. The scope of the ASIE is dependent on the application that requested the inclusion of the ASIE.

7.210.2 Application-Specific Probe IE

A device may include an Application-specific Probe IE in its beacon or command frame. The scope of the
Application-specific Probe IE is dependent on the application that requested the inclusion of the IE.

7.2.10.3 Association Response IE

A device shall include an Association Response IE in its beacon in response to an association request.
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7.2.10.4 Beacon Period Occupancy IE (BPOIE)

A regular beaconing device shall always include a BPOIE in its beacon. In the BPOIE the device shall reflect
beacons received from neighbours in the previous superframe, as well as information retained based on
hibernation mode rules.

7.2.10.5 Beaconing Promotion Indication IE

A master device shall include a Beaconing Promotion Indication IE in its beacon in a superframe when it has
received beaconing promotion request from a slave device or it intends to promote a slave device to be a
regular befaconing slave device.

7.2.10.6 (BP Switch IE

A device ghall include a BP Switch IE in its beacon prior to changing its BPST, as specified in 7.3:7.

7.2.10.7 [(Channel Change IE

A device ghall include a Channel Change IE in its beacon or Channel Switch Command frame to request other
devices tg switch channel.

7.2.10.8 [Channel Change Response IE

A device jshall include a Channel Change Response IE in its beacen or in its Channel Switch Response
command| frame as response to receiving channel change request:from either beacon or Channel Swifch
Command frame. A device that includes a Channel Change Response IE shall change channels as indicated
in the IE.

7.2.10.9 |Channel Classification IE

A master|or peer device shall include Channel €lassification IE in its beacon if channel classification
initialized pr updated.

S

7.2.10.10 [Channel Measurement Report‘IE

Channel measurement report IE is used to report channel measurement results. A device shall report chanmpel
measurenment results upon receiving channel measurement request. A device may also report channpel
measurenent results once detecting incumbent signal or other interfering sources. A device shall include
Channel measurement reportNE/in its beacon or channel measurement report command frame.

7.2.10.11 [Channel Measurement Report Acknowledgement IE

Channel Measurement Report Acknowledgement IE is used to acknowledge the reception of chanfel
measurement,report. A device shall include Channel measurement report acknowledgement IE in beacon|or
channel nleasurement report acknowledgement command frame.

7.2.10.12 Channel Measurement Request IE

A device may include channel measurement request IE in its beacon frame or corresponding command frame
for channel measurement request.

7.2.10.13 Channel Measurement Response IE

A device shall include Channel Measurement Response IE in its beacon frame or corresponding command
frame as response to channel measurement request.
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7.2.10.14 Channel Reservation Protocol (CRP) IE

A device shall include CRP IEs in its beacon or command frame for all reservations in which it participates as
a reservation owner or target, as described in 7.5.2. A master device shall also include CRP IEs in its beacon
for all reservations in which its slave device participates as a reservation owner or target.

7.2.10.15 Contact Verification Signal IE

A slave or peer device shall cease transmission if it does not receive a Contact Verification Signal IE in
beacons or command frames transmitted from a master or peer device within the duration as specified by
re@ulation.

7.2.10.16 CRP Availability IE

A (device shall include a CRP Availability IE in its beacon or command frame as required to support CRP
reservation negotiation, as described in 7.5.2.

7.2.10.17 Device Features IE

A fevice may include a Device Features IE in its beacon or probe command-frame for self-coexistence.

7.2.10.18 Disassociation IE

A flevice shall include a Disassociation |E in its beacon frame te’'terminate the association of other dgvices.

7.2.10.19 Echo beacon Position IE

Egho beacon Position IE shall be included in the Regular Beacon Frame of a master if needed. Echg beacon
pasition IE indicates both MAS position of echo béacon and transmission owner of echo beacon.

7.2.10.20 Hibernation Anchor IE

A fevice that indicates it is capable of acting as a hibernation anchor shall include a Hibernation Anchor IE in
its|beacon to provide information on neighbours that are currently in hibernation mode as described |n 7.9.

7.2.10.21 Hibernation Mode IE

A device shall include a-Hibérnation Mode IE in its beacon or command frame before entering Hibernation
maode, as specified in(Z.97 A device that receives a Hibernation Mode IE shall report the beacon Elot of the
trgnsmitter as occupiedand non-movable in the BPOIE included in its beacons during the reported Hibernation
duration.

7.2.10.22 |dentification IE

Td pravide its own identifying information to neighbours, a device includes an Identification IE in its peacon or
command frame.

7.2.10.23 Link Feedback IE

A device may include a Link Feedback IE in its beacon or command frame to provide feedback on a link with a
specific neighbour.

7.2.10.24 Link Quality Estimate IE

A device may include a Link Quality Estimate IE in its beacon or command frame to provide link quality
estimation on a link with a specific neighbour.
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7.2.10.25

MAC Capabilities IE

To negotiate MAC capabilities, a device includes a MAC Capabilities IE in its beacon or command frame.

7.2.10.26

Master Key Identifier (MKID) IE

A device includes a MKID IE in its beacon or command frame to identify some or all of the master keys it
possesses.

7.2.10.27
A device
superfram
beacon gr

The MAC
bound mu

A device 9
has been

On receip
the multic
translation

The MAC
on the mu

7.2.10.28

A device
presence

7.2.10.29

To exchar

7.2.10.30
A device i
7.2.10.31

A device i
the negoti

Multicast Address Binding (MAB) IE

shall include a MAB IE in its beacon or command frame for at least mMaxLostBeacons|
es on registering a multicast address binding for transmission and upon detection of a change in f
pup.

ticast DevAddr for use in the transmission of the MSDU over the medium.

hall not transmit frames with a McstAddr destination address unless a binding to a multicast EUI-
Hdeclared by inclusion of a corresponding MAB IE in its beacon.

of a MAB IE the MAC entity shall establish an association between the source of the MAB IE a

st DevAddr and multicast EUI-48 in each Multicast Address Binding Block, to be used in addrg
s for the bound multicast addresses.

ticast EUI-48 bound to that multicast DevAddr by the source device of the MSDU.

PCA Availability IE

ncludes a PCA Availability IE in its beacen or command frame as needed to facilitate PCA in t
bf reservations or power constraints.

PHY Capabilities IE

ge PHY capabilities, a device'includes a PHY Capabilities IE in its beacon or command frame.
Probe IE
ncludes a Probe-lE’in its beacon or command frame to request certain IEs from another device.

On-demand QP Negotiation Request IE

tionwrequest.

+1
he

entity shall translate the multicast EUI-48 provided by the MAC client along with \an MSDU to the

A8

nd
SS

entity shall deliver received MSDUs addressed to an activated multicast DevAddr to the MAC clignt

ncludes-an On-demand QP Negotiation Request IE in its beacon or probe command frame to initigte

7.2.10.32

On-demand QP Negotiation Response IE

A device shall include an On-demand QP Negotiation Response IE in its beacon or probe command frame to
respond to the negotiation request.

7.2.10.33

On-demand QP Schedule IE

A device shall include on-demand QP schedule IE in its beacon to announce the schedule of On-demand QP.
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7.2.10.34 On-leave IE

A device shall include On-leave schedule IE in its beacon before temporally leaving the channel.

7.2.10.35 Proxy Assignment IE

A device shall include Proxy Assignment IE in its beacon to assign a proxy.

7.2.10.36 Regular QP Schedule IE

A fegular beaconing device shall include Regular QP Schedule IE in its beacon.

.2.10.37 Relinquish Request IE

A |[device includes a Relinquish Request IE in its beacon or command frame to request that a
release one or more MASs from reservations.

con a CRP Availability IE and a Relinquish Request IE identifying those,MASs with the Targe
d set to the DevAddr of the reservation owner.

.2.10.38 RSW Schedule IE

.2.10.39 Slave device list IE

aster may include slave device list IE in its bedcon.

.10.40 Transmit Power Control IE

aster device or a peer device includes Transmit Power Control IE in its beacon to update th
er of slave devices or other peer devices.

.2.10.41 Traffic Indication Map (TIM) IE

superframe. The TIM'IE shall include the DevAddr of all such recipients.

7.8 MAC Structure and Beaconing

THe MAC protocol follows a recurring superframe structure, which consists of a beacon period (B
trgnsfer period (DTP) and a contention based signalling window (CSW). A reservation based

neighbour

reservation target receives a request to relinquish MASs included in the réservation, it shall inglude in its

f DevAddr

aster device shall include RSW schedule IE in its beacondf RSW is present. An RSW schedyle IE only
icates location (starting MAS and duration) of RSW. The usage of each RSW MAS is indicated by CRP IE.

e transmit

evice shall include @-J1tM IE in its beacon in any superframe when it has frames queued for trangmission to
or more recipients that have the TIM IE Required bit set in a PCA Availability IE in thg previous

P), a data
signalling

window (RSW) could be appended right after BP to support signal exchange between a master
devices in the master-slave mode. RSW is not needed for pure peer-to-peer based network. The
windows and beacon period are used for sending and receiving control/management information.

and slave
signalling

All devices which share the same channel shall use the same superframe structure. Superframe merging is

necessary if two networks follow different superframe structures and share the same channel.

All the devices (except hibernating devices) shall keep awake during beacon period and CSW i

n order to

capture all the control/management information which may be relevant to every device. A device may

exchange data, monitor channel, or go to sleep mode during data transfer period (DTP).
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A device is defined as a beaconing device if it owns a beacon slot in BP and regularly transmits beacons. A
peer device or a master device is by default a beaconing device. A slave device is normally a non-beaconing
device unless promoted to be a beaconing device. A beaconing device owns one beacon slot and transmits
beacon regularly.

The BP length is adjustable and depends on how many regular beaconing devices participate in the same BP.
In the master-slave mode, the BP length should be 1 beacon slot if the master is the only device that does
regular beaconing. In the peer-to-peer mode, the number of beacon slots may be as many as the number of
peer devices.

‘ Superframe m-1 ‘ Superframe m ‘ Superframe m+1 ‘

Medium Access Slots (MASSs)
| T L
mMASLength
Adjustable Adjustable
- L >« Data Transfer Period (DTP) >t Lt o >
Beacon Period s\ Bé&acon Period
(BP) (BP)
RSW - (QWO
<)
0 1---‘N 0‘1... é Q\" 0‘1‘...‘[\]
+» — e e >
mBeaconSlotLength mRSWSlotLength mCSWSilotLength

Figure 9 — Example MAC structure

7.3.1 Bedacon Period

The maximal length of BP is mMaxBPLength medium access slots. The length of each beacon slot|is
mBeacon$lotLength. The number of beacon slots is adapted to the number of devices in the beacon grodp.
Beacon slipts in the BP are numbered.in sequence, starting at zero.

A beaconing device shall transmit.a beacon frame (defined in 7.1.3 Beacon frames) in its own beacon slot and
listen for rleighbour's beacons.in’all beacon slots in BP in each superframe, except as described in 7.3.4.

When trapsmitting in & /b&acon slot, a device shall start transmission of the frame on the medium at the
beginning|of that beacon slot. A device shall transmit beacons at pBeaconTransmitRate. The transmission
time of bpacon frames shall not exceed mMaxBeaconLength. This allows for a guard time of at least
mGuardTime and pSIFS between the end of a beacon and the start of the next beacon slot.

7.3.2 Bédacon-slotstate

For beacon transmission and BP contraction purposes, a beacon slot should be considered available if in the
latest mMaxLostBeacons+1 superframes the beacon slot was never encoded as occupied (i.e., no sharing is
possible) in the BPOIE of the beacons transmitted or received by the device according to Table 46. A device
shall consider a beacon slot unavailable in all other cases.

7.3.3 BP length

A device shall announce its BP length, measured in beacon slots, in its beacon. The announced BP length
shall include the device’s own beacon slot and all unavailable beacon slots in the BP of the prior superframe.
The announced BP length shall not include more than mBPExtension beacon slots after the last unavailable
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beacon slot in the BP of the prior superframe, unless otherwise indicated in 7.3.7. The announced BP length
shall not exceed mMaxBPLength. Power-sensitive devices generally should not include any beacon slots after
the last unavailable beacon slot in their announced BP length.

The BP length reported by a device varies, as new devices become members of its extended beacon group,

and as the device or other devices in its extended beacon group choose a new beacon slot for beacon
collision resolution or BP contraction.

7.3.4 Beacon transmission and reception

If fhe device receives one or more beacons during the scan, it shall not create a new'BP. Insteqd, prior to
communicating with another device, the device shall transmit a beacon in a beacon slot chosen from up to
mIBPExtension beacon slots located after the highest-numbered unavailable beac¢on slot it observed|in the last

If B device detects a beacon collision as described in 7.3.5, it shall chbose a different beacon glot for its
supsequent beacon transmissions from up to mBPExtension beacon slets located after the highestfnumbered

If {he beacon slot chosen for its beacon transmission is locateddbeyond the BP length of any of its ngighbours,
th¢ device shall also transmit a signalling beacon in the CSW, except as described in 7.3.7.1. THe CSW is
used under the above conditions regardless of whether_a“device is sending a beacon for the first fime in an
exjsting BP or changing the beacon slot after detectingra-beacon collision. A device shall send a begcon in the
C$W until its neighbours extend their BP lengths to\include its beacon slot but only up to mMaxLogtBeacons
superframes. After transmitting a beacon in a CSW*slot for mMaxLostBeacons+1 superframes, a de¢vice shall

If fwo BPs overlap as described in 7.3.7,-a device shall wait for a random number of superfranjes before

A pevice communicating with other devices shall listen for beacons during the BP length it announced in the
lagt superframe. If a device received a beacon in a CSW slot in the previous superframe, it shall [set its BP
Length to include the beacan slot indicated in the beacon received in the CSW. If a device received a beacon
with invalid FCS, or detected a medium activity that did not result in reception of a frame with valid HEI, in the
C3$W in the previous superframe, it shall listen for beacons for an additional mBPExtension beacon(slots after

Injorder to detect beacon collisions with neighbours, a device shall skip beacon transmission apg¢riodically,
and listen fora potential neighbour in its beacon slot. A device shall skip beacon transmission at least every

W(thiCthe exception of transmitting its own beacon as described in this subclause, a device shall ngt transmit

U d UU cU D Cl iy Ul d y U Cly JOUU

If a device does not receive a beacon from a neighbour in the current BP, it shall use information contained in
the most-recently received beacon from the neighbour as if the beacon were received in the current
superframe, except when determining the contents of the Beacon Slot Info Bitmap and DevAddr fields in its
BPOIE. If a device does not receive a beacon from another device for more than mMaxLostBeacons
consecutive superframes, it shall not consider the device a neighbour for purposes of this specification.

In a master-slave network, to help extend master beacon coverage, a nonbeaconing slave device selected by
its master could transmit echo beacons as a relay of the master’s regular beacon. When an echo beacon is
scheduled to transmit during a certain superframe, the master device shall include echo beacon position IE
(defined in 7.1.8.19) in its regular beacon frame. If a slave device receives echo beacon position IE which
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indicates itself as the transmission owner of an echo beacon, the slave device shall transmit the echo beacon
in the MAS indicated in the echo beacon position IE. The selected slave device generates echo beacon based
on echo beacon frame format (defined in 7.1.3.3). The echo beacon shall include CRP availability IE, BPOIE
and Regular QP schedule IE.

7.3.5 Beacon collision detection

A device shall consider itself involved in a beacon collision with another device in its extended beacon group if

one of the

following events occurs:

— lts be@con slotis reporied as occupied in the BPOIE in any beacon it receives in the current superfranpe,
but the corresponding DevAddr is neither its own nor BestAddr.

— Its begcon slot has been reported as occupied and the corresponding DevAddr has been BestAddr in the

BPOI

of a beacon it received in the same beacon slot in each of the latest mMaxLhostBeacq

superframes.

— After $kipping beacon transmission in the previous superframe, its beacon slot is reported as occupied
the BIPOIE of any beacon it receives in the current superframe.

— When|skipping beacon transmission in the current superframe, it receives inits beacon slot in the curr

supe
result
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lead to a beacon slot collision, such as a_previous beacon slot collision or indication of poor |
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hced hibernation period. A device not involved in a beacon slot collision or a BP merge shall shift
to the earliest available beacon slot following the signalling beacon slots in the BP of the n
e, if in each of the latest mMaxLostBeacons+1 superframes:

bvice’s beacon was movable; and

pvable bit setto ' ONE; and

the de¢viee, received a beacon from a neighbour that indicated a BP Length that did not include
devici’s beacon slot, and that beacon had the Movable bit set to ONE, the device should not change to an

Xt

vice did not receive a beacon from a neighbour that indicated a beacon slot after its own and hiad

vice did\not receive a beacon from a neighbour that contained a BPOIE that encoded a beacon glot
s own.as Movable according to Table 46. However, if in the last mMaxLostBeacons+1 superframes

e

earlier beacon slot in the next superframe. Figure 10 shows some examples of BP contraction.
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Figure 10 — lllustration for BP contraction by example devices
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7.3.7 Merger of multiple beacon groups

Due to changes in the propagation environment, mobility, or other effects, devices using two or more
unaligned BPSTs may come into range. This causes overlapping superframes. A received beacon that
indicates a BPST that is not aligned with a device’s own BPST is referred to as an alien beacon. The BP
defined by the BPST and BP length in an alien beacon is referred to as an alien BP.

Synchronization problems could cause the beacon of a fast device to appear to be an alien beacon. A device
shall consider a BPST to be aligned with its own if that BPST differs from its own by less than 2xmGuardTime.
A device shall consider an alien BP to overlap its own if its BPST falls within the alien BP or if the alien BPST

f | H o H'Y RD_A_d + ball + el + ITH | + o IH |
al < Wit to UWIT DT . A UTVILE olf'ldil TTUU CUTTOIUTT A oiyriatliTty vTaLult tu T dit diciT vTaUuUrl.

If & device does not receive an alien beacon for up to mMaxLostBeacons superframes after receiving one in a
preévious superframe, it shall use information contained in the most-recently received beacon as if the alien
beacon were received at the same offset within the current superframe.

7.3.7.1  Overlapping BPs

If the BPST of a device falls within an alien BP, the device shall relocate its beacon to the alien BP|according
to the following rules:

1.| The device shall change its BPST to the BPST of the alien BP.

2.| The device shall adjust its beacon slot number such that its.hiew beacon slot number is its old bpacon slot
number plus one, plus the number of the highest occupied{beacon slot indicated in any beacon received
in the alien BP. Alternately, it shall follow normal BP joinrules as specified in 7.3.4 to relocate |ts beacon
to the alien BP.

3.| The device shall not send further beacons in its_previous BP.

4.| After changing its BPST, if the device is~fequired to send a signalling beacon in the CSW |according
to 7.3.4, it shall wait for a random numberiof superframes before sending a signalling beacon in|the CSW.
The device shall choose the random!number with equal probability in the range zero to the BP Length
declared in its last beacon before-relocating to the alien BP.

7.3.7.2  Non-overlapping BPs

If & device detects an alien\BP that does not overlap in time with its own BP, it shall merge BPs adcording to
the following rules.

1.[ The device shalllinclude in its beacon a CRP IE with Reservation Type set to Alien BP for the alien BP.
Since the MAS/boundaries might not be aligned, the device may need to include an additional NIAS in the
reservation-{o completely cover the alien BP. If the device received multiple beacons from the 3alien BP, it
shall include all MASs used by the largest reported BP length in the reservation. If the MASs ogcupied by
the alien BP change over time, the device shall update the CRP IE accordingly.

2.| The device shall relocate its beacon to the alien BP, according to 7.3.7.3, within mBPMergeWaitTime if
the alien BPST falls within the first half of the superframe, or within 1.5xmBPMergeWaitTime if the alien
BPST falls within the second half of the superframe, but shall not relocate to the alien BP if a beacon
received in that alien BP includes a BP Switch IE.

A device that transmits or receives a beacon in its own BP that contains a CRP IE with Reservation Type set
to Alien BP shall observe the following rules:

1. The device should not change beacon slots except as required by merge rules in 7.3.7, unless a collision
is detected.

2. The device shall listen for beacons during the MASs indicated in the reservation.
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7.3.7.3

Beacon relocation

If a device starts or has started the beacon relocation process and receives an alien beacon, it shall follow
these rules:

A

If the device did not include a BP Switch IE in its last beacon, it shall include a BP Switch IE in its beacon

in the

following superframe with the fields set as follows:

A1. The device shall set the BP Move Countdown field to minitialMoveCountdown.

A2. The device shall set the BPST Offset field to the positive difference in microseconds between the

al
d
th

otherwise. It shall set the BP Move Countdown fieldito ONE less than the value used in its last bea

e

vice must delay its own BPST to align with the alien BPST. If multiple alien beacons are receiv
device shall set the BPST Offset field to the largest calculated value.

e device shall set the Beacon Slot Offset field to:

one plus the number of the highest occupied beacon slot indicated by any beacon'received in the
alien BP, based on the Beacon Slot Number field and BPOIE; or

zero to indicate the device will join the alien BP using normal join rules as speeified in 7.3.4.

device included a BP Switch IE in its last beacon, it shall modify the BP~Switch IE in the following
rame as follows:

the elapsed time between the device’s BPST and the following~alien BPST is larger than the
vice’s BPST Offset field + 2xmGuardTime, the device shall set.the BP Move Countdown field,
PST Offset field, and the Beacon Slot Offset field as described'in’A1, A2 and A3 above respectively.

the elapsed time between the device’s BPST and theXfollowing alien BPST is larger than

ot Offset field as described in A3 if the value in the-field is to be increased, or leave it unchan
he Beacon Slot Offset field is unchanged, orset it as described in A1 if the Beacon Slot Offset fi
changed.

receives a neighbour’s beacon that contains a BP Switch IE, it shall follow these rules:

Hevice did not include a BP Switch_IE'in its last beacon, it shall include a BP Switch IE in its bea
following superframe with the fields set as follows:

C1. The device shall set the BP Moye Countdown field tothe BP Move Countdown field of the neighbour’s

P Switch IE.

bg¢acon.
C3. The device shallset the Beacon Slot Offset field to:

e device shall set the:BPST Offset field to the value of the same field contained in the neighboyr’s

The larger of: one plus the number of the highest occupied beacon slot indicated by any alien
beacon. received in the alien BP identified by the neighbour’s BP Switch IE, based on the Bea
Slot:Number field and BPOIE; or the Beacon Slot Offset field contained in the neighbour’s bea
or

zero, 10 Indicate the device will join the alien BF using normal join rules.

If the device included a BP Switch IE in its last beacon, it shall modify the BP Switch IE as follows:

the BPST Offset field contained in the neighbour’s beacon is larger than the device’s BPST Offset

field + 2xmGuardTime, the device shall set the BP Move Countdown field, the BPST Offset field, and
the Beacon Slot Offset field as described in C1, C2 and C3 above respectively.

D2. If the difference between the BPST Offset field contained in the neighbour’s beacon and the device’s
BPST Offset field is smaller than 2xmGuardTime, the device shall modify its BP Switch IE as follows:

b.
B. If the
supert
B1. If
de
B
B2. If
2
S
if
is
If a device
C. Ifthe
in the
B
C2.T
a.
b.
D.
D1.If
a.
78

If the Beacon Slot Offset field contained in the neighbour’s beacon is larger than the device’'s
Beacon Slot Offset field, the device shall set the BP Move Countdown field, the BPST Offset field,
and the Beacon Slot Offset field as described in C1, C2 and C3 above respectively.
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b. If the Beacon Slot Offset field contained in the neighbour’s beacon is equal to or smaller than the
device’s Beacon Slot Offset field, the device does not receive alien beacons from the alien BP
indicated by its current BPST Offset field, and the BPMoveCountdown field contained in the
neighbour’s beacon is less than the device’s BPMoveCountdown field, then the device shall set
the BPST Offset field as described in C2 above. It shall not change the Beacon Slot Offset field. It
shall set the BP Move Countdown field to ONE less than the value used in its last beacon.

If a device included a BP Switch IE in its last beacon and none of the conditions within B or D apply, the
device shall not change the BPST Offset field or the Beacon Slot Offset field, and shall set the BP Move
Countdown field to one less than the value used in its last beacon.

If a device includes a BP Switch IE in its beacon, it shall continue to do so until it completes or halts the
relocation process.

—1 If a device receives an alien beacon that indicates relocation earlier than its planned relocation, the device
shall halt the relocation process.

—| If a neighbour halts the relocation process, the device shall halt the relocation process.

Tq halt the relocation process, a device shall include a BP Switch IE in its beaconwith BPST Offset field set to
69535, Beacon Slot Offset field set to zero, and BP Move Countdown field set.to minitialMoveCouptdown. In
following superframes, it shall follow the rules above.

At|the end of the superframe in which a device includes a BP Switch IE with a BP Move Countflown field
equal to zero, the device shall adjust its BPST based on its BPST Offset field. It may transmit a beagon in that
superframe, or delay one superframe to begin beacon transmission in its new BP. After relocating |ts beacon
to[the alien BP, the device shall include neither the BP Switch IE nor the alien BP CRP IE in its begcon. If the
Bgacon Slot Offset field was non-zero, the device shall fransmit a beacon in the beacon slot with number
equal to its prior beacon slot number plus the value from the Beacon Slot Offset field. If this bgacon slot
number is greater than or equal to mMaxBPLength{ the device shall follow the normal BP join rules as
degscribed in 7.3.4 to relocate its beacon to the alien BP.

7.3.7.4 BP extension

A device that receives an alien beacon(with a BP Switch IE with Beacon Slot Offset field greater|than zero
shill set its BP length to at least the" sum of the Beacon Slot Offset field and the BP length repofted in the
alien beacon, but not greater than mMaxBPLength.

7.3.8 Signalling window

7.3.8.1  Contention’based SW (CSW)

A |contention signalling window is a time window that is used for exchanging control or mgnagement
information, forexample, network entry messages, channel reservation requests and traffic indicption. Any
dgvice may use the contention signalling window to send control/management information onl demand.
Different <ffem beacon period, the whole contention signalling window is shared by all thg devices
opportunistically; thus it improves channel efficiency for signalling.

Thetength—of contentiom—sigrmating—wirdow s~ M€ SWsize—TheThanmet—accessmethod—for—contention
signalling window is contention based. Slotted aloha is used for the contention. Based on the fact that the
maximal signalling message length is much less than the maximum length of a regular Medium Access Slot
(MAS), the CSW slot length (defined as mCSWSlotLength) is smaller than regular MAS slot length.

7.3.8.2 Reservation based SW (RSW)

In the master-slave mode, a nonbeaconing slave device uses RSW (Reservation-based Signalling Window), a
set of reserved MASSs, to exchange control or management information with the master device, or with another
slave device.
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The RSW slot length mRSWSlotLength is the same as that of a regular MAS. If RSW is needed, a master
device makes RSW reservation and announce to all slave devices by using RSW Schedule information
element in the beacon, as described in 7.1.8.18.

During this procedure, the master device determines the length of RSW by using RSW Schedule IE and
allocates each MAS to slaves by using CRP IE (Sec.7.1.8.2). In CRP IE, Owner DevAddr and Target DevAddr
are set to the DevAddr of reservation owner and the DevAddr of reservation target, respectively. If the
reserved MAS is used for two slave devices to exchange control or management information with each other,
Owner DevAddr and Target DevAddr are set to DevAddrs of those two slave devices.

|ftheMa S TE ESE T—OWHeT L Ot € vrasStetr—1S TE—CEeVICE © L aTE FASTHSSIO
command]control frame in the RSW slot. If a slave device is the reservation owner of an RSW slot, the sigqve
device is the device to initiate transmission of command/control frame in the RSW slot.

veato A

174

A slave device or a device group may request RSW slot allocation by sending an RSW (Slot Requést
command|frame (defined in 7.1.5.10) to the master device.

7.4 Devig¢e Synchronization

Each device shall maintain a beacon period start time (BPST). The device \shall derive all times for
communidation with its neighbours based on the current BPST. The device shall.adjust its BPST in order|{to
maintain $uperframe synchronization with its slowest neighbour. A device-shall synchronize with such a
device before it sends its first beacon.

When a device receives a beacon from a neighbour, the device détermines the difference between the
beacon’s pctual reception time and the expected reception time.. The beacon’s actual reception time is gn
estimate ¢f the time that the start of the beacon preamble arrived at the receiving device’s antenna. The
expected feception time is determined from the Beacon Slot"Number field of the received beacon and the
receiving (device’s BPST. If the difference is positive, then the neighbour is slower. In order to maintain
superframe synchronization with a slower neighbour, the,device shall delay its BPST by the difference, put
limited tola maximum adjustment of mMaxSynchronizationAdjustment per superframe. The adjustment|to
BPST may occur at any time following the detectioen_of a slower device, but shall be done before the end|of
the superframe. Earlier adjustment of the BPST allows a tighter synchronization with the slower neighbour.

A device ghall not use signalling beacon or eeho beacon for synchronization.
If a devicg does not receive a beacon from a neighbour, the device may use historical measurements|to

estimate {he impact on superframe synchronization and increment its BPST accordingly. This estimate| is
applied fof up to mMaxLostBeagons consecutive superframes.

Beacon transmit time and measured beacon receive time shall be accurate to at least mClockResolution.

7.4.1 Clpck accuracy.

A compliaht MAC:sublayer implementation shall maintain a clock at least as accurate as mClockAccuracy. JAll
time meagurements, such as MAS boundary and frame reception time measurements, shall be measured wjith
a minimurp résolution of mClockResolution.

7.4.2 Synchronization for devices in hibernation mode
Devices in hibernation mode may become unsynchronized beyond the mGuardTime value during hibernation.

A device in hibernation mode shall wake up at least one superframe before it will send a beacon and shall
synchronize to the slowest clock in the beacon group during this superframe.

7.4.3 Guard times

Due to inaccuracies in superframe synchronization and drift between synchronization events, MAS start times
for different devices are not synchronized perfectly. To ensure a full SIFS interval between transmissions in
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adjacent MASs, the devices shall maintain a SIFS interval and guard interval at the end of a reservation block.
Guard times apply to all boundaries of CRP reservation blocks and BPs.

Figure 11 is an illustration of how a device uses the guard interval to maintain a SIFS interval between
transmissions in adjacent reservation blocks.

TH
bg
fol

wh
w(
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MaxSynchronizationError is caleulated as twice mClockResolution.

Dr
eV
m

wh

Pr]

Slower DEV
MAS boundary

Slower DEV TX SIFS | Guard

Faster DEV
MAS boundary

Faster DEV TX

Figure 11 — Guard/Time
e length of the guard interval, mGuardTime, depends ©nrthe maximum difference between dey
undary times. The difference arises from synchronization error and drift. The guard time is dete
ows:

mGuardTime = MaxSynchronizationError + MaxDirift,

ere MaxSynchronizationError is the worst’case error in superframe synchronization and Maxl
rst case drift.

nchronization is achieved during the BP as described in 7.4. For purposes of determining g
ft is a function of the clock-accuracy and the time elapsed (SynchronizationInterval) since a synch
ent. The maximum.\drift, MaxDrift, is calculated using the worst case value for clock
ClockAccuracy, andithe longest Synchronizationinterval:

MaxDrift = 2 x mClockAccuracy (ppm) * 1E-6 x Synchronizationinterval,
ere

Synchronizationinterval = (mMaxLostBeacons+1) x mSuperframeLength.

bpagation delay will also affect timing uncertainty, but in a short-range network propagation delayg

At

ces’ MAS
rmined as

Drift is the

hard time,

ronization
accuracy,

are small.

10.m range, the propagation delay is around 33 ns. This is much smaller than mClockResolutio

n and it is

ignored in calculating the length of the guard interval.

A device transmitting in a reservation block may start transmission of the preamble for the first frame at the
point where it calculates the start of the reservation block to be based on its local clock. For frames that use
No-ACK or B-ACK acknowledgement policy, the transmitting device shall ensure that there is enough time
remaining in the reservation block to transmit the frame and allow for a SIFS plus mGuardTime before the end

of

the reservation block as calculated by that device.
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Start of End of
reservation block reservation block
SIFS SIFS
Frame or Frame or Frame SIFS | Guard
MIFS MIFS

Figure 12 — SIFS and guard time in a CRP reservation block — No-ACK

If Imm-ACK is used, or a B-ACK is requested by the last frame, the transmitting device shall also ensure there
is enoughltime for a SIFS interval, the ACK, another SIFS interval, and the guard time, as shown in Figure_1[3.

Start of End of

: . —
reservation block reservation block

Frame | SIFS | ACK | SIFS | Frame | SIFS | ACK | SIFS | Frame | SIFS | ACK | SIFS™| Guard

Figure 13 — SIFS and Guard Time in a CRP reservation block — Imm-ACK
A device ghall be able to receive a frame that is transmitted within the.oounds of allowable transmissi¢n,

accounting for the worst case drift. A device shall begin listening mGuardTime prior to the start of a CRP
reservatioh block, the start of a BP, or the start of a MAS in which the device announced it would be available.

7.5 Data [Transfer Period

There arg two basic types of channel access mechanisms for data transfer during DTP period. Onel|is
prioritized|contention access (PCA), specified in 7.5.1.<The second one is Channel Reservation access (CRA),
specified in 7.5.2.

Data trangfer period is shown in Figure 14.

All MASs within DTP are open for accessyia PCA unless they are reserved.

If QP is sgheduled in a superframe(neither PCA nor CRA is allowed during QP.

‘ Superframenniz1 ‘ Superframe m ‘ Superframe m+1 ‘

Medium Access Slots (MASs)
| T 1T 1] [
mMASLength
Adjustable Adjustable
> e BataFransfer-PeriodBFP >t n -
Beacon Period Beacon Period
(BP) RSW (BP)
P Ccsw
01---‘N 0‘1--- é 01---‘ 0‘1‘---‘N
[ R P » < > |
mBeaconSlotLength mRSWSiotLength mCSWSilotLength

Figure 14 — Data Period
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7.5.1 Prioritized Contention Access (PCA)

The PCA mechanism provides differentiated, distributed contention access to the medium for four access
categories (ACs) of frames buffered in a device for transmission. A device employs a prioritized contention
procedure for each AC to obtain a TXOP for the frames belonging to that AC using the PCA parameters
associated with that AC.

For data and aggregated data frames, the four ACs are mapped from eight user priorities as defined in
Table 118.

Table 118 — User Priority to access category mappings

User Priority (

Priority Same as 802..1D . AC Designatipn
802.1D  User | Designation (Informative)
Priority)

Lowest 1 BK AC_BK Background
2 - AC BK Background
0 BE AC BE Best effort
3 EE AC BE Best effort
4 CL AC_VI Video
5 VI AC_VI Video

Highest 6 VO AC_VO Voice
7 NC AC /O Voice

Fgr command frames, any appropriate AC may be selected.

7.51.1 PCA medium availability

A flevice shall consider the medium to be unavailable for PCA at all of the following times:
o | Within the device’s BP or neighbours’ BPs;

o | Within alien BP reservation blocks announced by itself or its neighbours;

e | Within RSW or CSW;

¢ | Within regular QP oron-demand QP;

e | Within hard and-private reservation blocks with Reservation Status set to ONE announced by |[tself or its
neighbours, unless the reservation block has been released,;

¢ | Within soft reservation blocks with Reservation Status set to ONE if a neighbour is the reservation target
and_the‘reservation owner is not a neighbour, unless the device is the reservation owner; and

¢ | ‘For a zero-length interval at the start of soft or PCA reservation blocks with Reservation Status get to ONE
iT @ neighbour 1s the reservation owner, for purposes of determining 1 XOP limits.

At all other times, a device shall consider the medium available for PCA.

7.51.2 NAV

A device that transmits or receives frames using PCA shall maintain a network allocation vector (NAV) that
contains the remaining time that a neighbour device has indicated it will access the medium. A device that
receives a MAC header not addressed to it shall update its NAV with the received Duration field if the new
NAV value is greater than the current NAV value. A device shall consider the updated NAV value to start at
the end of the PLCP header on the medium.
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A device that receives a MAC header with invalid HEI outside its unreleased reservation blocks shall update
its NAV as if the frame were correctly received with Duration equal to mAccessDelay.

A device shall reduce its NAV as time elapses until it reaches zero. The NAV shall be maintained to at least
mClockResolution.

7.51.3

Medium status

For PCA purposes, a device shall consider the medium to be busy for any of the following conditions:

When

When

When

When

When

At all othe]

7.51.4

A device {
AC. Thesg parameters are summarized below. The parameter valtes are specified in 7.14.

7.5.1.41

A device 9
decremen

AIFS[AC]

AIFS[AC]

84

its CCA mechanism indicates that the medium is busy;

the device’s NAV is greater than zero;

the device is transmitting or receiving a frame on the medium;

the Duration announced in a previously transmitted frame has not yet expired;and
the medium is unavailable for PCA.

I times a device shall consider the medium to be idle.

PCA parameters

hall use the set of PCA parameters defined for an AC to.ebtain a TXOP or perform backoff for t

AIFS[AC]

hall wait for the medium to become idle for AIFS[AC] before obtaining a TXOP or starting/resum
ting the backoff counter for the AC. AIFS[AC] is defined below:

= pSIFS + mAIFSN[AC] x pSlotTimé

s related to other timings as specified in Figure 15 and Figure 16.

<7AIFS[AC_BE]—ﬂ /

<« AIFS[AC_VI]
«AIFS[AC_VO}»| /

=

S

««—Contention window———p|
l€—SIF
/ Busy medium $_>‘ / Back}z{ff slot/g Next frame
—> }<pSIotTimeP

Select slot and decrement backoff

Defer access——P>¢——— RN
as long as medium is idle

Figure 15 — IFS relationships for PCA
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7.5.1.4.2 mCWmin[AC] and mCWmax[AC]

A device shall set CW[AC] to an appropriate integer in the range [MCWmin, mCWmax] after invoking a
backoff for the AC, and shall set the backoff counter for the AC to an integer sampled from a random variable

un

iformly distributed over the interval [0, CW[AC]].

7.5.1.4.3 mTXOPLimit[AC]

A device shall not initiate a frame transaction in a TXOP it obtained for an AC unless the frame transaction
can be completed within mTXOPLimit[AC] of the start of the TXOP and pSIFS plus mGuardTime before the

medium becomes unavailable tfor PCA.

7.8

A

5.1.5 Obtaining a TXOP
Hevice shall consider itself to have obtained a TXOP for an AC if it meets the following-conditions:

The device has one or more newly arrived data frames or newly generated command frames bg
this AC;

The device had a backoff counter of zero value for this AC and had no-frames belonging to thi
to the arrival or generation of the new frames;

The device determines that the medium has been idle for AIES[AC] or longer; and
The device has no backoff counters of zero value for other ACs, or has backoff counters of zer

some other ACs, but such ACs have a lower priority thah this AC or the device has no frames
to those ACs that are ready for transmission.

longing to

5 AC prior

b value for
belonging

THe device shall start transmitting a frame belonging to this AC, which may be an RTS frame, as s¢on as the
above conditions are satisfied, subject to the criteria stated in 7.5.1.6. The device shall treat the dtart of the
frgme transmission on the wireless medium as, the start of the TXOP.

A flevice shall also consider itself to havé obtained a TXOP for an AC if it meets the following conditions:

e | The device has one or more frames belonging to this AC buffered for transmission, including retfy;

e | The device set the backoff-counter for this AC to zero in the last backoff for this AC and deterpnines that
the medium has been, idle for AIFS[AC] since that backoff at the end of the current backoff dlot, or the
device decrementsg’its-backoff counter for this AC from one to zero in the current backoff slot; angd

e | The device has)no backoff counters of zero value for other ACs, or has backoff counters of zerp value for
some otherACs, but such ACs have a lower priority than this AC or the device has no frames|belonging
to those“ACs that are ready for transmission.

THe TXOP shall start at the end of the current backoff slot, i.e., the start of the next backoff slot.

FiBUIU 10 ;”uotl atUO thU t;lll;l I‘:’ IC:Gt;UI IOh;pO ;II Ubta;ll;l Iy [«} TXCP
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- AIFS[AC] for mAIFSN[AC] =2 -

l¢——AIFS[AC] for mMAIFSN[AC] = I——————p»

(«¢———pS|F S——— »¢—pSlotTime—»——pSlot Time——»-¢——pSlot Time—

CCA
MAC
PHY

A device 9
shall end

7.5.1.6

A device {
conducted

ATXOP o
to the sam

e Each

e Therg

A device
mTXOPLi

e Thefr

e The ff

e The f
unava

Medium busy
CCA CCA CCA
MACDelay MACDelay MACDelay
,P PHYDelay PHYDelay ,P PHYDelay
For mAIFSN[AC] = 1 and T For mAIFSN[AC] = 2 and T
backoff counter = 0, if 3 backoff counter = 1, if .
CCA_Result = Idle, MAC PHY transmits the 5o a Result = Idle, MAC PHY transmits the

=—> frame into medium => frame into mediurh

prepares for a frame prepares for a frame
transmission transmission

= pCCADetectTime
Delay = Time required by MAC for preparing a frame transmission and transfering the frame to PHY SAP
Pelay = Time required of PHY to transfer the frame from PHY -SAP to wireless medium

Figure 16 — PCA timing relationships

DSIFS plus mGuardTime before the medium becomes unavailable for PCA.

Using a TXOP

hat has obtained a TXOP is referred to as a TXOP owher. A frame transmission, including a retry
as part of a frame transaction.

wner shall initiate a frame transaction, and continue with one or more frame transactions that belo
e AC without backoff, in the TXOP it has,obtained for this AC, subject to the following criteria:

ransaction in the TXOP will be completed within the obtained TXOP; and

cipient device will be availabletto receive and respond during that frame transmission.

mit[AC] restriction undernthe following circumstances:
bme contains a fragment of an MSDU or an aggregate of MSDUs;
bme is the sole frame transmitted by the device in the current TXOP; and

rame..transaction will be completed pSIFS and mGuardTime before the medium becom
ilable for PCA.

hall ensure that the TXOP it has obtained for an AC shall not be lénger than mTXOPLimit[AC] and

S

may retry a frame in & new TXOP that will result in the frame transaction that exceeds the

eS

A recipien

t device shall not transmit a CTS frame in response to a received RTS frame if its NAV is grea

ter

than zero. A recipient device shall not transmit a CTS, Imm-ACK or B-ACK response to a received frame
requiring such a response if the response will not be completed pSIFS before the medium becomes

unavailabl

e for its PCA.

Under the rules stated above, the following timings apply to transmissions, including responses, in a TXOP
(these timings are referenced with respect to transmission to or reception from the wireless medium):

e The TXOP owner shall transmit the first frame of the first or sole frame transaction in the TXOP at the
start of the TXOP.
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After transmitting a frame with the ACK Policy set to No-ACK or B-ACK, the TXOP owner shall transmit a
subsequent frame pMIFS or pSIFS after the end of that transmitted frame.

After receiving an RTS frame or a non-RTS frame with the ACK Policy set to Imm-ACK or B-ACK Request,
the recipient device shall transmit a CTS frame or an Imm-ACK or B-ACK frame pSIFS after the end of
the received frame.

After receiving an expected CTS, Imm-ACK or B-ACK response to the preceding frame it transmitted, the
TXOP owner shall transmit the next frame, or retransmit a frame it transmitted earlier in the case of

receiving a B-ACK, pSIFS after the end of the received frame.

A
in
avi
sh

If {he device sets the TIM IE required bit, it shall listen during indicated MASs.Where the medium is

fo
a

7.8
A

A
dis
ini
[m
Th
he
tra

b4
be

A

A

After receiving a requested B-ACK frame with a valid HEI but an invalid FCS, the TXOR ©
retransmit the last frame it transmitted, or transmit the next frame, pSIFS after the end of.the B-4

Hevice shall not transmit frames using PCA to a recipient device within a MAS if the recipient hag
a PCA Availability IE in the current superframe that it is unavailable in that MAS_;-A’device tha

all be available to receive frames during those MASs in that superframe if the médium is availabl

PCA in the superframe in which it received a TIM IE containing its DevAddr. If the device does 1
PCA Availability IE in its beacon, it shall be available to receive frames.during all MASs available fi

5.1.7  Invoking a backoff procedure
Hevice shall maintain a backoff counter for each AC to transmit frames belonging to the AC using

device shall set the backoff counter for an AC to ap,integer sampled from a random variable
tributed over the range [0, CW[AC]], inclusive, when it invokes a backoff for this AC. The de
ialize CW[AC] to mCWmin[AC] before invokingany backoff for the AC, adjusting CWI[AC] in
CWmin[AC], mCWmax[AC]], inclusive, in the course of performing PCA for the AC as described b

e device shall set CW[AC] back to mCWmiIn[AC] after receiving a CTS or Imm-ACK frame of
ader of a B-ACK frame expected in response to the last transmitted frame that belonged to the A

ck to mCWMIn[AC], but shall not*select a new backoff counter value, after discarding a buffe
longing to the AC.

Hevice shall invoke a backoff procedure and draw a new backoff counter value as specified below
A device shall invoke a backoff for an AC, with CW[AC] set to mCWmin[AC], when it has
arriving at its MAC SAP, or a command generated at the MAC entity, that belongs to this AC

following conditions:

— The device had a backoff counter of zero value for this AC but is not in the middle d
transaction belonging to the same AC; and

vner shall
A\CK frame.

indicated
indicates

pilable MASs in a PCA Availability IE in the current superframe and does not set-the TIM IE R¢quired bit

b for PCA.

available
ot include
br PCA.

PCA.

uniformly
vice shall
the range
elow.

the MAC
C, or upon

nsmitting a frame with ACK Policy-set to No-ACK that belongs to the AC. A device shall also s¢t CW[AC]

red frame

an MSDU
under the

f a frame

—> The device determines that the medium is busy, or the device has a backoff counter of zer

b value for

another AC, and such an AC has a higher priority than this AC and the device has frames
to that AC that are ready for transmission.

belonging

A device shall invoke a backoff for an AC, with CW[AC] set to mCWmin[AC], at the end of transmitting a

frame with the ACK policy set to No-ACK, or at the end of receiving an expected Imm-ACK
response to its last transmitted frame, under the following condition:

or B-ACK

— The device has no other frames belonging to this AC for transmission in the current TXOP obtained

for this AC.

A device shall invoke a backoff for an AC, with CW[AC] (but not the backoff counter in general) kept to
the same value for this AC, at the end of transmitting a frame with the ACK policy set to No-ACK, or at the
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end of correctly receiving the MAC header of an expected Imm-ACK or B-ACK response frame to its last

transmitted frame, under the following conditions:

— The device has one or more frames belonging to this AC that need to be transferred over t
wireless medium; and

— The device finds that there is not enough time remaining in the current TXOP obtained for this AC
complete the pending frame transaction(s) belonging to this AC.

D. A device shall invoke a backoff for an AC, with CW[AC] (but not the backoff counter in general) kept
the same-vatue-for-this ACat-the-startof T XOFP-obtaired-for-theACtmder-the-fottowingconditionm—

— The device finds that there is not enough time to complete a pending frame transaction beldnging
this AC in the obtained TXOP.

E. A deyice shall invoke a backoff for an AC, with CW[AC] set to the smaller of mCWmax[AC]
2xCWIAC]+1 (the latter CW[AC] being the last CW value for this AC), at the end of the current back
slot upder the following conditions:

— The device has one or more frames belonging to this AC buffered for trangmission, including retry;

he device set the backoff counter for this AC to zero in the last backoff for this AC and determin
nat the medium has been idle for AIFS[AC] since that backoff at’the’end of the current backoff sl
r the device decrements its backoff counter for this AC from ene to zero in the current backoff sl
nd

Q 0O =

|
—]

he device has a backoff counter of ZERO value for another AC, and such an AC has a high

F. A deyice shall invoke a backoff for an AC, with- €W[AC] set to the smaller of mCWmax[AC]

griority than this AC and the device has frames belonging to that AC that are ready for transmission.

he

to

to

—

(0}
or

off

es
ot,
ot;

er

or

2xCWIAC]+1 (the latter CW[AC] being the last CW\, value for this AC), at pSIFS plus the Imm-ACK frame

transmission time after the end of the last framedttransmitted, under the following condition:

— The device does not receive an expected CTS or Imm-ACK frame, or does not correctly receive the

AC header of a requested B-ACK\frame by this time.

7.5.1.8 [Decrementing a backoff counter

Upon invgking a backoff for an AC, a device shall ensure that the medium is idle for AIFS[AC] before starti
to decremient the backoff counter for the AC. To this end, a device shall define the first backoff slot to start

the time when the medium_ has' been idle for pSIFS after the backoff invocation, as illustrated in Figure 16, wji

subsequept backoff slots\following successively until the medium becomes busy. All backoff slots havg
length of pSlotTime.

A device ghall tréat*'the CCA result pCCADetectTime after the start of a backoff slot to be the CCA result
this backdff sloty After the medium has been idle for AIFS[AC] since it invokes the backoff for the AC, whe
AIFS[AC] |ehds at the end of the current backoff slot i.e., at the start of the next backoff slot, the device sh

y
pCCADetectTime after the start of the backoff slot if it finds the CCA result to be idle at thls time a
determines the medium to be idle for the backoff slot, unless the backoff counter for the AC is already
ZERO value. This procedure is also illustrated in Figure 16.

nd
at

The device shall freeze the backoff counter for any AC once the medium becomes busy. The device shall
treat the residual backoff counter value as if the value were set due to the invocation of a backoff for the AC,

following the above procedure to resume decrementing the backoff counter.
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7.5.2 Channel Reservation Access (CRA)

The CRA enables a device to reserve one or more MASs that the device can use to communicate with one or
more neighbours. All devices that use the CRA for transmission or reception shall announce their reservations
by including CRP IEs in their beacons (see 7.1.8.2). A reservation is the set of MASs identified by CRP IEs
with the same values in the Owner DevAddr, Target DevAddr, Reservation Type, and Stream Index fields.

All devices shall use CRA for channel reservation.

Reservation negotiation is always initiated by the device that will initiate frame transactions in the reservation,
i ; f f fve forr eservation
get. This negotiation shall be done by including CRP IE defined in 7.1.8.2 in beacon frame_or|command
frgme.

7.5.21 Reservation type

Egch CRP IE, whether included in a beacon or separately transmitted during explicit CRA nggotiation,
specifies a reservation type. A device shall decode all CRP IEs in all beacons received from neighpours and
shill not transmit frames except as permitted by the reservation type. For all\re€sérvation types, a dg¢vice shall
nat initiate a frame transaction in a reservation block if that transaction would not complete pSIFS plus
m@uardTime before the end of the reservation block.

Raservation types are defined and summarized in Table 119.

Table 119 — Reservation Types

Reservation Type Description Reference

Alien BP Prevents transmission{during MASs occupied by an | 7.5.2.1.1
alien BP.

Hard Provides exclusive*access to the medium for the | 7.5.2.1.2

reservation owner and target; unused time should be
released for PCA.

Soft Permits« (PCA, but the reservation owner has | 7.5.2.1.3
prefereftial access.
Private Provides exclusive access to the medium for the | 7.5.2.1.4

reservation owner and target. Channel access
methods and frame exchange sequences are out of
scope of this specification; unused time should be
released for PCA.

PCA Reserves time for PCA. No device has preferential | 7.5.2.1.5
access.

7.5.2.1.1 Alien BP reservations

A flevice.shall announce an alien BP reservation to protect alien BPs as described in 7.3.7. A devicpe shall not
trgnsmit frames during an alien BP reservation except possibly to send a beacon in the alien BP.

7.5.2.1.2 Hard reservations

In a hard reservation, devices other than the reservation owner and target(s) shall not transmit frames.
Devices other than the reservation owner shall not initiate frame transactions. If there is remaining time in a
reservation block that will not be used, the reservation owner and target(s) should release the reservation
block by transmitting UCA and UCR frames as described in 7.5.2.8. A device considers the remainder of a
reservation block available, subject to other medium access rules, after it has received a UCA or UCR frame
that releases the reservation block and the duration indicated in that received frame has expired.

A device shall not transmit a data or aggregated data frame in a hard reservation unless the Delivery ID field
is set to a Stream Index that is the same as the Stream Index for the reservation and the DestAddr of the
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frame is the same as the Target DevAddr for the reservation or the DestAddr of the frame matches the
DevAddr of any target of an established multicast reservation. A device may transmit any command or control
frame in a hard reservation.

7.5.2.1.3 Soft reservations

In a soft reservation, devices access the medium following PCA rules. The reservation owner may access the
medium with the highest priority AIFS and without performing backoff. It may begin transmission at the
beginning of each reservation block. It may initiate an additional frame transaction after any transaction it
initiated but shall not initiate such a transaction later than pSIFS after the end of the previous frame

matches {he DevAddr of any target of an established multicast reservation. The reservation \owrier may
transmit ahy command or control frame without backoff. Neighbours of a reservation owner shallyfollow PCA
rules to apcess the medium. Neighbours of a reservation target that are not neighbours af-the reservation
owner shdll not access the medium.

7.5.2.1.4 | Private reservations

The chan:LeI access method and frame exchange sequences used during a private reservation are out of the
scope of this International Standard. Standard frame formats and frame types'shall be used during a privI’:e
reservatiopn. In a private reservation, neighbours of the reservation owner and target(s) shall not transmit
frames. If| there is remaining time unused during a reservation block;\the reservation owner and targef(s)
should relpase the reservation block by transmitting UCA and UCR frames. Devices considers the remainder
of the resgrvation block available, subject to other medium access\tules, after they have received a UCA|or
UCR frame that releases the reservation block and the duration-indicated in that received frame has expir¢d,
as descriljed in 7.5.2.8.

7.5.2.1.5 | PCA reservations

During a BRCA reservation, any device may access the medium using PCA rules.

7.5.2.2 [CRP Availability IE
The CRP Availability IE identifies the MASs where a device is able to establish a new CRP reservation.
The comfbination of informationArom CRP Availability IEs and CRP IEs allows an owner to determine gn

appropriate time for a new CRP-reservation. In order to facilitate the CRP negotiation process, devices that
are aware|of existing neighboufs’ CRP reservations shall mark the reserved MASs as unavailable.

A device ghall mark a MAS unavailable if the device includes it in a CRP IE with the Reservation Status bit $et
to ONE. It shall mark'a MAS unavailable if a neighbour includes it in a CRP IE with a target other than the
device, whether.the”“Reservation Status bit is ZERO or one. It shall mark a MAS unavailable if any BP
occupies |any ‘\portion of that MAS, based on information in any beacon received in the lat¢st
mMaxLos{Beacons+1 superframes.

7.5.2.3 CRP reservation negotiation

There are two mechanisms used to negotiate a reservation: explicit and implicit. For explicit negotiation, the
reservation owner and target use CRP Reservation Request and CRP Reservation Response command
frames to negotiate the desired reservation. For implicit negotiation, the reservation owner and target use
CRP IEs transmitted in their beacons. For either negotiation mechanism, the reservation owner completes the
negotiation by including an appropriate CRP IE in its beacon.

A device shall not negotiate for MASs that are included in a CRP IE received from a neighbour or any other

CRP IE included in the device’s beacon, unless the MASs are referenced only in a CRP |IE with Reason Code
set to Denied.
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A device shall announce in the MAC Capabilities IE in its beacon whether it is capable of explicit CRP
negotiation. A device shall not initiate an explicit CRP negotiation with devices that do not support it.

A device shall only initiate negotiation for a reservation as the reservation owner.

For reservations of type Alien BP, there is no negotiation with neighbours. A device shall include the
appropriate CRP IE with Reservation Status set to ONE on detection of an alien BP, as specified in 7.3.7.

For reservations of type PCA, there is no negotiation with neighbours. A device may select any available MAS
to mclude in a reservat|on of type PCA. The device may also select MASs mcluded |n a neighbour’s

A—rpservation
ASs, with

When negotiating a reservation, the reservation owner shall set the Target DevAddr field of the CRFP IE to the
DgvAddr of the reservation target. It shall set the Reservation Status bit to ZERO and the Reasoh Code to
Adcepted in the CRP IE. For new streams, the Stream Index shall be set to a\value that is currently not used
with this Target DevAddr and has not been used as such for mMaxLostBeacons+1 superframes. Tq negotiate
additional MASs for an existing stream, the Stream Index shall be set tothe value used for the existing stream.

A |reservation owner shall not transmit unicast frames within réserved MASs in a hard, soft, jor private
reservation unless it and the recipient included CRP IEs with the)Reservation Status bit set to ONE in their
most-recently transmitted beacons.

When negotiating a reservation, a reservation target shall'set the Owner DevAddr field of the CRR IE to the
DgvAddr of the reservation owner. If a unicast reservation is granted, it shall set the Reservation S{atus bit to
ONE and the Reason Code to Accepted. If a multicast reservation is granted, it shall set the Reservation
Status bit to the same value included in the CRPdE' by the reservation owner, and shall set the Regson Code
to|Accepted. If the reservation is not granted, it-shall set the Reservation Status bit to ZERO. If the rgservation
cannot be granted due to a conflict with its ewn or its neighbours’ reservations, the reservation targgt shall set
th¢ Reason Code to Conflict. If the reservation is not granted, it shall set the Reason Code to Denied. If the
reservation target cannot grant the reservation immediately, it may set the Reason Code to Pending, and
deliver a final response later. For a\unicast reservation, the reservation target shall set the CRP |Allocation
fields to match those in the request.-For a multicast reservation, it shall set the CRP Allocation fields to match
the request, or to include a subset of the MASs included in the request.

7.5.2.3.2 Explicit nedotiation

Td start explicit CRP)negotiation, the reservation owner shall send a CRP Reservation Request|command
frgme to the targetdevice, as defined in 7.1.5.1.

On reception of a CRP Reservation Request command the reservation target shall send a CRP Rgservation
Re¢sponse.command, as defined in 7.1.5.2, to the reservation owner. The fields in the CRP IE SFII be set

according to 7.5.2.3.1. If the reservation cannot be granted due to a conflict with its own or its ngighbours’
regervations, the reservation target shall include a CRP Availability IE in the CRP Reservation [Response
command frame.

In a CRP Reservation Response command frame for a multicast reservation, the reservation target shall
include a CRP Availability IE for a Reason Code other than Denied. Final multicast reservations are
established implicitly, as described in 7.5.2.3.3.

7.5.2.3.3 Implicit negotiation

Implicit negotiation is carried out by transmitting CRP IE(s) in beacon frames. A device that supports the CRP
shall parse all beacons received from neighbours for CRP IE(s) whose Owner DevAddr field and Target
DevAddr field match either the device's DevAddr or a multicast DevAddr for which the device has activated
multicast reception. From this initial selection, the device shall process the CRP IE(s) that are new with
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respect to CRP IE(s) included in the most recently received beacon from the same device as a CRP
reservation request or a CRP reservation response.

To start implicit negotiation, a reservation owner shall include a CRP IE that describes the proposed
reservation in its beacon. The device shall continue to include the CRP IE for at least mMaxLostBeacons+1
consecutive superframes or until a response is received.

On reception of a unicast CRP reservation request in a beacon, the reservation target shall include a CRP
reservation response in its beacon no later than the next superframe, with fields set as described in 7.5.2.3.1.
If the Reason Code indicates Conflict, the reservation target shall include a CRP Availability IE in its beacon.

As long ap the reservation owner includes a unicast CRP reservation request in its beacon, the reservation
target shall continue to include the CRP reservation response in its beacon. The reservation target Shall pot
change the Reservation Status bit to ONE if there is a reservation conflict with its neighbours.

On receptjon of a multicast CRP reservation request, a reservation target shall include a reservation response
CRP IE inl its beacon no later than the next superframe if it is a member of the targeted multicast group. The
fields in thHe CRP IE shall be set according to 7.5.2.3.1. If the Reservation Status bit in the response is ZERO,
the reseryation target shall include a CRP Auvailability IE in its beacon unless thesReason Code is set|to
Denied.

A device fhat elects to receive traffic in an already established multicast reservation does not negotiate the
reservatiop. To join an established multicast reservation that does not conflict-with other existing reservations,
a device $hall include corresponding CRP IE(s) in its beacon with Reservation Status bit set to ONE and
Reason Cpde set to Accepted.

A device that cannot join an established multicast reservation bécause of an availability conflict may infoym
the sourcg by including the corresponding CRP IE(s) in its beacon with Reservation Status bit set to ZERO,
and the Reason Code set to Conflict. The device shall also include the CRP Availability IE in the beacon.

7.5.2.3.4 | Negotiation conclusion

To conclufle negotiation for a unicast reservation/-the reservation owner shall set Reservation Status to ONE
in the CRP IE in its beacon after receiving a beacon from the reservation target that contains a corresponding
CRP IE ith Reservation Status set to ONE. To conclude negotiation for a multicast reservation, the
reservation owner sets Reservation Status'to ONE in a CRP IE in its beacon in the next superframe after
transmitting the same CRP IE with Reservation Status set to ZERO, regardless of responses from potential
multicast fecipients. If a reservation conflict exists, the reservation owner shall not set the Reservation Stafus
bit to ONH except as specified in%,5.2.5.

7.5.2.3.5 | CRA negotiation between a nonbeaconing device and a master

If a mastgr device istthe reservation target and a nonbeaconing slave device is the reservation owner, the
channel r¢servation, is' described as below. A nonbeaconing device shall scan at least mMaxLostBeaconst+1
superframes before" sending CRP Reservation request command frames to make sure the requested MASs
are not re$erved by other devices. The slave device transmits a CRP Reservation Request command framg in
an RSW [slot: After receiving the CRP request, the master device replies CRP Reservation Response
command frames in an RSW slot or include CRP IE in the beacon of next superframe to negotiate the desired
reservation (see 7.5.2.3). The Master completes the negotiation by including an appropriate CRP IE in its
beacon.

If a master device is the reservation owner and a nonbeaconing slave device is the reservation target, the
channel reservation is described as below. The master device initiates channel reservation request either by
including CRP IE in its beacon or in a CRP Request command frame in an RSW slot. If the slave device
receives CRP IE in the beacon, the slave device replies Reservation Response command frame in an RSW
slot. If the slave device receives CRP Request command frame in an RSW slot, the slave device replies CRP
Reservation Response command frame in the same or another RSW slot. The Master completes the
negotiation by including an appropriate CRP IE in its beacon.

92 © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862

ISO/IEC 16504:2011(E)

After establishing reservation between a nonbeaconing slave device and its master, the slave device shall
either transmit echo beacon regularly, or promote itself as a regular beaconing device, to announce its
reservations. If the slave initiates the beaconing promotion process, the slave sends beaconing promotion
request command frame to its master, with the reason code set as CRA by a slave device, as defined
in 7.1.5.11. After receiving the beaconing promotion request, the master shall send beaconing promotion
indication IE in its beacon with device address in the IE set as the requesting slave device to be promoted as
regular beaconing slave device, which is defined in 7.1.8.23. Alternatively, the master may initiate beaconing
promotion by sending beaconing promotion indication IE in its beacon with device address in the IE set as the
target slave device to be promoted as regular beaconing slave device, which is defined in 7.1.8.23. After
receiving beaconing promotion indication IE from a master, the slave device starts to join beacon period,

fC owina-nrocadurac-cnacifiadin 7 2
SWgpProctauresSpe ot 5=

7.5.2.3.6 CRA negotiation between nonbeaconing slave devices

Fdr CRA between nonbeaconing slave devices, to establish reservations, a slave device(as reservagion owner
first sends RSW slot request in the CSW to ask the master to allocate RSW slot;-he RSW slpt request
indicates the reservation target (i.e, the other nonbeaconing slave device) of the.CRA. Then the master
allpcates RSW slots to the requesting slave device to proceed with link measurement with the rgservation
get. When RSW slots are allocated for link measurement, reservation owner transmits probe [command
me without information elements to the reservation target to request' link measurement. |After link
measurement, the reservation target replies with probe command frame.with Link Feedback IE or Link Quality
timate |IE to report measurement results. Once link measurement is\done, the slave device as rgservation
owner transmits CRP reservation request command frame to the’reservation target. The reservation target
replies with CRP Reservation Response. If the reservation is sueCessful, the master will include CRP IEs in its
beacon to announce the CRP reservation between the two ‘aonbeaconing slave devices by indicating the
regervation owner and reservation target. After receiving €RP reservation announced by the nfaster, the
nanbeaconing slave devices can start data communication.between each other. If the reservation rjegotiation

the¢ nonbeaconing slave devices may retry the negotiation again after mCRPslaveRetry superframes.

After establishing reservation between nonbeac¢oning slave devices, both reservation owner and rgservation
tafget shall either transmit echo beacon regularly, or promote themselves as regular beaconing devices, to
announce their reservations. If a slave initiates the beaconing promotion process, the slave sends peaconing
promotion request command frame te-its master, with the reason code set as CRA by a slave flevice, as
agfined in 7.1.5.11. After receiving._the beaconing promotion request, the master shall send peaconing
promotion indication IE in its beacon with device address in the IE set as the requesting slave dgvice to be
promoted as regular beaconing:slave device, which is defined in 7.1.8.23. Alternatively, the mpaster may
inifiate beaconing promotiop-by’sending beaconing promotion indication IE in its beacon with devide address
in[IE set as the target slave device to be promoted as regular beaconing slave device, which jis defined
in|7.1.8.23. After receiving beaconing promotion indication IE from a master, the slave device stgrts to join
acon period, following procedures specified in 7.3.

Once negotiation for a reservation successfully completes, the reservation owner and target shall in¢glude CRP
IE(s) .in their beacons that describe the reservation. Within each CRP IE, the Reason Code shall be set to
Adc e Reservation Status bit shall be set to ONE. The devices shall include the CRP IEs in each

cU U c S5l VdllO OU cU O dlcU.

7.5.2.5 Resolution of CRP reservation conflicts

Devices engaged in independent CRP negotiation could attempt to reserve the same MAS, or due to mobility,
devices could have reserved the same MAS. A conflict exists between CRP reservations if a MAS is included
in both reservations. A device might detect a conflict during a CRP negotiation or after a reservation has been
established. Reservations of type Alien BP never conflict with other reservations of type Alien BP.
Reservations of type PCA never conflict with other reservations of type PCA.
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A device shall apply the following rules to a conflict between a CRP IE included in its beacon and another
CRP IE included by a neighbour:

a) If the device’s reservation is of type Alien BP, the device shall maintain the reservation.

b) If the neighbour’s reservation is of type Alien BP, the device shall not transmit frames in conflicting MASs.
If the device is the reservation target, it shall also set the Reason Code in its CRP IE to Conflict.

c) If the device’s CRP IE has the Reservation Status bit set to ZERO and the neighbour's CRP IE has the
Reservation Status bit set to ONE, the device shall not set the Reservation Status bit to ONE and shall
nOt tl al Iblll;t fIaIIIUD ;II CUI Iﬂibt;lls ?V’:I‘""\SD :f thG dUV;bC ib t: 1T TTOCI thiUII tdIUGt, It bhd“ d:DU bGt thU Rcaa n

Codelin its CRP IE to Conflict.

d) If the|device’s CRP IE has the Reservation Status bit set to ONE and the neighbour's CRR {E/has the
Resefvation Status bit set to ZERO, the device may maintain the reservation.

e) Ifthefdevice’s CRP IE and neighbour's CRP IE have the Reservation Status bit set to the same value and
one of the following conditions is true, the device may maintain the reservation.

1) |The device’s CRP IE and neighbour’'s CRP IE have the Conflict Tie-breaker bit set to the same
value and the device’s occupied beacon slot number is lower than thejbeacon slot number of the
neighbour; or

2) [The device’'s CRP IE and neighbour's CRP IE have the Conflict Tie-breaker bit set to different
values and the device’s occupied beacon slot number is higher/than the beacon slot number of the
neighbour.

f)  If the|device’s CRP IE and neighbour’'s CRP IE have the Reservation Status bit set to ZERO and ONE]| of
the fdllowing conditions is true, the device shall not set the Reservation Status bit to ONE. If the devicq is
the rg¢servation target, it shall set the Reason Code in its CRP IE to Conflict.

1) |The device’s CRP IE and neighbour's CRP-IE have the Conflict Tie-breaker bit set to the same
value and the device’s occupied beacontsliot number is higher than the beacon slot number of the
neighbour; or

2) [The device’s CRP IE and neighbour's CRP IE have the Conflict Tie-breaker bit set to differI]nt

values and the device’s occupied beacon slot number is lower than the beacon slot number of the
neighbour.

g) Ifthedevice’'s CRP IE and neighbour's CRP IE have the Reservation Status bit set to ONE and one of the
followling conditions is trug,~the device shall not transmit frames in conflicting MASs. It shall remove the
conflicting MASs fromthé” reservation or set the Reservation Status to ZERO. If the device is the
reseryation target, it shall set the Reason Code in its CRP |IE to Conflict.

1) |The deviee's CRP IE and neighbour's CRP IE have the Conflict Tie-breaker bit set to the safe
value and“the device’s occupied beacon slot number is higher than the beacon slot number of the

neighboeur; or

2) [THe device’'s CRP IE and neighbour's CRP IE have the Conflict Tie-breaker bit set to differgnt
values and the device’s occupied beacon slot number is lower than the beacon slot number of the
neighbour.

When a reservation owner withdraws a reservation or part of a reservation due to a conflict, it shall invoke a
backoff procedure prior to requesting additional MASs in any reservation. The device shall initialize the
backoff window BackoffWin to mCRPBackoffWinMin. When the backoff algorithm is invoked, the device shall
select a random number N uniformly from [0, BackoffWin-1]. The device shall not request additional MASs for
N superframes. If a further negotiation fails due to a conflict, the device shall double BackoffWin, up to a
maximum of mCRPBackoffWinMax. After a negotiation completes, the device shall generate a new backoff N.
If a device does not request any MASs for 4xBackoffWin superframes, the device may terminate this backoff
procedure and request MASs at any time unless another conflict occurs.
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If a reservation target sets Reason Code to Conflict in any CRP IE in its beacon, it shall include a CRP
Availability IE in the same beacon.

7.5.2.6 BPST realignment and existing CRP reservations

A device that realigns its BPST as described in 7.3.7 may assert new CRP reservations with Reservation
Status bits set to ONE in the new beacon so long as they are equivalent to its old CRP reservations with the
Reservation Status bit set to ONE in the prior BP. For this purpose, two CRP reservations are equivalent if
their corresponding Owner DevAddr, Target DevAddr, Stream Index, and Reservation Type fields are the
same and the number of MASs claimed by the new reservation is less than or equal to the number claimed by
th¢ old reservation.

A [device that realigns its BPST shall not assert CRP reservations with MASs that confliet\with [any BP it
announced or detected. The device shall not assert CRP reservations with MASs.‘that copflict with
reservations with Reservation Status equal to ONE announced in the new BP unles§ no other MASs are
ilable. Any conflict with existing reservations shall be resolved according to the-procedureq specified
5.2.5.

.2.7 Modification and termination of existing CRP reservations

A reservation owner may reserve additional MASs for a stream by negotiating an addition to the reservation
usjng a CRP IE with the same Owner DevAddr, Target DevAddr, Stream Index, and Reservation Type. Once
otiation has completed successfully, the reservation owner shall combine the CRP IEs. When pombining
CRP IEs, the reservation owner shall set the Reason Code to-Modified until a CRP IE is received from the
reservation target that describes the combined reservation.

A feservation owner may remove MASs from an established reservation without changing the Rpservation
Status bit in the CRP IE. If a reservation owner removes some MASs from an established reservatipn, it shall
the Reason Code in its CRP IE to Modified untilithe reservation target has changed its CRP |E td match.

A [reservation target may remove MASs from™an established reservation without changing the Rgservation
Status bit in the CRP IE due to a conflict, as.described in 7.5.2.5, or due to reception of a Relinquish Request
If the reservation target is unicast the reservation owner shall remove the same MASs| from the

reservation owner changes or removes a CRP IE, the reservation targets shall update ¢r remove
responding CRP IE from their beacons in the current or following superframe.

Tq terminate a reservation, a reservation target shall set the Reservation Status bit to ZERO and the Reason
Cade to an apprapriate value, as if responding to an initial reservation request.

If & reservation owner or target does not receive a beacon or any other frame from the other participant in the
reservation for more than mMaxLostBeacons superframes, it shall consider the reservation terminated, and
shill remove the corresponding CRP IE(s) from its beacon.

7.5.2.8 Release of hard or private CRP reservation blocks

If time remains in a hard or private CRP reservation block after a reservation owner completes transmission of
associated buffered traffic, it should release the reservation block by sending a UCA frame. If the remaining
time in the reservation block is not sufficient for the exchange of UCA and UCR control frames, no action
should be taken. The transmitter of the UCA control frame shall include a list of device(s) that shall respond to
this announcement. The list should consist of those devices that have previously included the corresponding
CRP IE(s) in their beacons. The order in which the DevAddrs of the devices are mentioned in the list is the
order in which they shall respond with a UCR control frame. This allows devices around the transmitter as well
as the devices in the list to be informed about the early end of the reservation block.
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On reception of a UCA control frame, a device shall check whether its DevAddr is included in the device list of
the UCA control frame. If its DevAddr is included in the list it shall respond to the UCA control frame with a
UCR control frame after a delay given by:

Time to send Response = pSIFS + pSlotTime + (Position_in_list_in_UCA) x (UCR_control_frame_duration +
pSIFS)

Time to send Response is calculated from the end of reception of the UCA control frame. Possible values of
Position_in_list_in_UCA are in the range [0, N-1], inclusive.

UCA and |
as indicat
reservatio
either in tH

frames. T
frame minus the time between the end of the PLCP header of the UCA control framé and the end of the
respectivd UCR control frame. This value is given by the following equation:

Duration value in UCR = Duration value in UCA — (UCA_frame_body_transmissiomtime + pSIFS + pSlotTime

+ (Positiop_in_list_in_UCA) x (UCR_control_frame_transmission_time + pSIFS)) >
UCR_confrol_frame_transmission_time.

7.5.2.9 [Retransmit procedures in CRP reservations
In a hard CRP reservation block, if the reservation owner transmits a frame with ACK Policy set to Imm-ACK
or B-ACK| but does not receive the expected acknowledgement-frame, it may retransmit the frame within the
same resgrvation block if the reservation block has not been réleased.

Devices other than the reservation owner that retransmit frames in a soft CRP reservation block shall follpw
the PCA rules specified in 7.5.1.

A device shall not retransmit a frame earlier.than pSIFS after the end of an expected acknowledgement|or

CTS frame, whether or not it receives the expected frame. A device shall not retransmit a frame in the currént
reservatioh block if there is not enough time ‘remaining in the reservation block for the entire frame transactign.

7.6 Fragmentation and Aggregation

7.6.1 Fragmentation and-reassembly
A source @levice may fragment each MSDU/MCDU.
A device ghall not-fragment any MSDU/MCDU to more than mMaxFragmentCount fragments. Fragments may

be of varyjng sizes. Once the MSDU/MCDU is fragmented and a transmission attempted, the device shall not
refragment the'frame. The device shall not create frame fragments smaller than mMinFragmentSize.

The device shall set the Fragment Number field in the first fragment to zero. It shall set each subsequent
fragment to the Fragment Number field in the previous fragment plus one. The device shall not increment the
Fragment Number field when a fragment is retransmitted.

A device shall assign the same Sequence Number to all fragments of an MSDU/MCDU.

The device shall completely reassemble an MSDU/MCDU in the correct order before delivery to the MAC
client. The device shall discard any MSDU/MCDU with missing fragments. If the No-ACK policy is used, the
recipient device shall discard an MSDU/MCDU immediately if a fragment is missing. Otherwise, a recipient
device shall discard the fragments of an MSDU if the MSDU is not completely received within an
implementation-dependent timeout.
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If B-ACK is used, unacknowledged fragments from multiple MSDUs belonging to the same stream may be
retransmitted in the same sequence. In this case it is the responsibility of the recipient device to deliver the
MSDUs in the correct order to the MAC client.

If a source device discards a fragment of an MSDU/MCDU, the device shall discard all fragments of the
MSDU/MCDU.

7.6.2 Aggregation

A transmitter may aggregate multiple MSDUs with identical Delivery ID into a single frame payload. A device
shpll aggregate no more than mAggregationLimit MSDUs into an aggregated data frame.

THe MAC header of aggregated data frame is specified in Table 120.

Table 120 — MAC header of Aggregated Data Frame

MAC header field Value
Protocol version 0
Secure Specified in 7.1:28.2
ACK Policy Specified in 7.1.2.1.3
Frame Type 4
Frame Subtype/Delivery ID Specified in 7.1.2.1.5
Retry Specified in 7.1.2.1.6
DestAddr DevAddr of the receiver
SrcAddr DevAddr of the transmitter
Sequence Control Specified in 7.2.9.3
Duration Specified in 7.2.9.1

THe aggregated data frame payload format is defined in Table 121. The frame payload size for an ajggregated
data frame is subject to the same maximum size-as any frame payload.

THe aggregation header format is defined\in Table 122. The MSDU Count field contains the pnumber of

M$DUs included in the aggregated datacframe. The Length fields in the Aggregation Header field irjdicate the
legth in bytes of the corresponding MSDUs.

Table 121 — Aggregated data frame payload format

Syntax Size Notes
Aggregated_Data\\Frame_Payload_Format
{
Aggregation header 1+2xN Defined in Table 122. N equals the numbler
bytes of aggregated MSDUs.
For(i=0; i'< N; i++){
MSDU; variable
}
}

Table 122 — Aggregation header format

Syntax Size Notes
Aggregation_Header_Format {
MSDU Count (= N) 1 byte
For(i=0; i < N; i++)
Length of MSDU; 2 bytes
}
}
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7.7 ARQ, Multirate Support and Power Control

This subclause define the policy for ARQ, multi-rate and transmit Power control.

7.7.1 ARQ Policies

Three acknowledgement policies are supported by this International Standard; no acknowledgement (No-
ACK), immediate acknowledgement (Imm-ACK) and block acknowledgement (B-ACK).

A device shall acknowledge all received unicast frames with the ACK Policy field set to either Imm-ACK or B-
ACK Request and DestAddr set to the DevAddr of this device. The device shall acknowledge the reception
without regard to security validation. A device that receives a frame with a higher Protocol Version than it
supports ghall discard the frame without acknowledgement.

7.711 [No-ACK

A frame with ACK policy set to No-ACK, shall not be acknowledged by the recipient. The transmitting device
MAC entify assumes the frame has been successfully transmitted and proceeds 16-the next frame uppon
completioh of current frame. All broadcast and multicast frames shall have ACK Policy, set to No-ACK.

7.71.2 Immediate ACK

On recepfion of a frame with ACK Policy set to Imm-ACK, a device shall‘respond with an Imm-ACK frame,
transmittefd pSIFS after the end of the received frame.

7.71.3 [Block ACK

The B-ACK mechanism allows a source device to transmit multiple frames and to receive a single
acknowledgement frame from the recipient indicating. which frames were received and which need to pe
retransmitted.

A source flevice initiates the use of the B-ACK mechanism with a recipient device for frames either from the
same strdam or of the same user priority. If\the recipient device accepts use of the B-ACK mechanismj it
indicates {he maximum number and size of the frames it can buffer. The source device transmits a sequence
of frames [to the recipient, each from thexsame stream or of the same user priority, limited by the announced
buffer sizg and maximum number of frames. The initial frames in the sequence are all transmitted with ACK
Policy set|to B-ACK. The final frame,in the sequence is transmitted with ACK Policy set to B-ACK Request.
On receigt of such a frame, the\recipient device returns a B-ACK frame giving feedback on the frames
received gnd indicating the buffefspace available for the next B-ACK sequence.

A source (levice may inyoke multiple instances of the B-ACK mechanism with the same recipient device, each

for a diffefent stream.or user priority. A source device may also invoke the B-ACK mechanism with multiple
recipient devices.

7.71.3.1 Initiation

A source device may activate the B-ACK mechanism independently for any stream or user priority traffic to
any potential recipient device advertising B-ACK capability in its MAC Capabilities IE. A source device shall
initiate use of the B-ACK mechanism by transmitting a frame with ACK Policy set to B-ACK Request to the
recipient device. A source device shall use a dedicated Sequence Number counter for each stream or user
priority traffic using the B-ACK mechanism with a recipient. After transmitting the frame, the source device
shall follow the rules of operation as described in 7.7.1.3.2.

When receiving a frame with ACK Policy set to B-ACK Request from a source device for a stream or user
priority traffic not currently using the B-ACK mechanism, the recipient device shall respond as follows:

e To acknowledge receipt of the frame but reject the request for starting a new instance of B-ACK
mechanism, the recipient device shall respond with a B-ACK frame with no frame payload.
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e To accept the request for starting a new instance of B-ACK mechanism, the recipient device shall respond
with a B-ACK frame with a frame payload indicating the allowed maximum size (in frames and octets) for
the next B-ACK sequence. The recipient shall acknowledge the received frame by indicating its reception
in the acknowledgement window.

A recipient device may also accept a request to use the B-ACK mechanism even if the request frame has an
invalid FCS. To accomplish this, the recipient device shall respond with a B-ACK frame with a frame payload
that indicates the allowed maximum size for the next B-ACK sequence, but without acknowledgement of the
frame with the invalid FCS.

A cuipicnt device,everrtt |uuyi| itadvertises B=ACK bapa'uiiity itsTMAC Capa'uiiiiica = may IUij a request
to|use the B-ACK mechanism for any reason, including a temporary unavailability of resources or a lengthy
sefup process requiring a delayed start time. Thus, after being rejected, a source device may\keep trying to
initiate use of the B-ACK mechanism by sending the next frame with ACK Policy set to B-ACKIRequgst.

7.71.1.3.2 Operation

After transmitting a frame with ACK Policy set to B-ACK Request, the source device expects to refeive a B-
ACK frame in response and takes one of the following actions:

o | If the source device does not receive a B-ACK frame, it shall assume that the recipient devipe did not
receive the request frame. To continue B-ACK operation, the soutce device shall retransmit the request
frame with the same ACK Policy using applicable medium access rules as described in 7.5.1 an¢l 7.5.2.

o | If the source device receives a B-ACK frame with no frame‘payload, it shall treat the transmitted frame as
received and consider this use of the B-ACK mechanismto be terminated.

o | If the source device receives a B-ACK frame withi@‘frame payload and with either Frame Counit or Buffer
Size set to zero, it shall process the acknowledgement as described below. To continue the B-ACK
operation, the source device shall retransmit the requesting frame with the same AQK Policy,
independently of whether the frame was+indicated as received or not. If the requesting frame was
indicated as received, the source device-alternatively may transmit a zero-length payload frame with the
same Sequence Control and Delivery ID to the recipient device.

o | If the source device receives a B-ACK frame with a frame payload containing non-zero valugs for both
Frame Count and Buffer Size, then it shall process the acknowledgement as described pelow. To
continue the B-ACK operation, the source device shall send frames with ACK Policy set to B-ACK or B-
ACK Request as described below.

THe source device precesses the B-ACK frame acknowledgement as follows:

e | Frames being“held for retransmission with a sequence number earlier than the one indicafed by the
Sequence Gontrol field were not received in the last B-ACK sequence, but shall not be retransml|tted.

e | Framgs being held for retransmission with sequence and fragment number within the acknowledgement
window (specified by the Sequence Control field and the Frame Bitmap field) with corresponding bit set to
one were received and shall not be retransmitted.

o Other frames being held for retransmission should be retransmitted in the next sequence, ordered by
increasing sequence and fragment numbers.

After receiving a B-ACK frame with non-zero values for Frame Count and Buffer Size, the source device may
transmit a sequence of frames. Each sequence of frames shall consist of zero or more frames with ACK
Policy set to B-ACK followed by a single frame with ACK Policy set to B-ACK Request. The total number of
frames must not exceed the Frame Count value specified in the B-ACK frame and the sum of the lengths of
the frame payloads shall not exceed the Buffer Size value specified in the B-ACK frame. The sequence of
frames may be transmitted in multiple PCA TXOPs or CRP reservation blocks and may be interleaved with
frames to other recipients or of other streams or user priorities, subject to all the medium access rules. Within
a sequence, the frames shall be ordered by increasing sequence and fragment numbers. Due to
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retransmissions, this ordering might not hold from one sequence to the next and frames transmitted within a
sequence might not have consecutive sequence and fragment numbers.

When the recipient device receives a frame with ACK Policy set to B-ACK Request, it shall respond using
SIFS with a B-ACK frame. To continue operation, the B-ACK frame shall contain a frame payload. If the
recipient device receives a frame with a valid HEI but an invalid FCS and with ACK Policy set to B-ACK
Request, the device shall also respond with a B-ACK frame with a frame payload. Within the B-ACK frame
payload, the recipient device shall set the Frame Count and Buffer Size fields to limit the size of the next
sequence of frames. It shall also set the Sequence Control and Frame Bitmap fields to indicate to the source
device which frames should be retransmitted.

A recipient device may implement a timeout that indicates when to stop waiting for missing frames, allowing
some MSPUs to be released to the MAC client and B-ACK buffer resources to be freed. A recipient device
may also implement a timeout to expire an instance of the B-ACK mechanism that appears to be inactive.

7.71.3.3 | Termination

To terminpte use of the B-ACK mechanism, the source device shall transmit a frame'\from the appropriate
stream or [of the appropriate user priority to the recipient device with ACK Policy set {e‘ahything other than |B-
ACK or B{ACK Request.

The recipient device may terminate use of the B-ACK mechanism by responding to a frame with ACK Pol|cy
set to B-ACK Request with a B-ACK frame with no frame payload.

7.7.2 Mylti-rate Support
A device ghall transmit beacons at pBeaconTransmitRate.

Devices shall transmit non-beacon frames only at data rates supported by the intended recipient, based pn
informatiop from the recipient's PHY Capabilities IE.

A recipient device may use the Link Feedback IE*to’ suggest the optimal data rate to be used by a source
device, fof example, to increase throughput and/er to reduce the frame error rate. The data rate in the Link
Feedback|IE is interpreted as the maximum data rate that the source device should use for this particular lipk,
for an acceptable frame error rate.

7.7.3 Transmit Power Control

A device |includes Channel Classification IE (defined in 7.1.8.17) to update others regarding the transmit
power limit of the operating ehannel and the backup channels.

A device ghall transmit{at-the lowest power required for reliable communication. A device may recommend a
transmit ppwer level-change to be used by another device by including a Link Feedback IE (defined in 7.1.8|4)
or Transnit Power. Control |IE (defined in 7.1.8.39) in its beacon. The method to determine transmit power
recommendations>is out of the scope of this International Standard, but the recipient device might use the
signal to noiseratio, received signal strength, frame error ratio or other parameters to determine the tran3||nit
power chdnge to recommend to the source device

7.8 Dynamic Channel Selection

Initial channel selection during network entry is described in 7.13. After initial channel selection, a device may
change channel due to the detection of incumbents or load balancing. Channel change due to incumbent
detected is specified in 7.11.3.

For load balancing and/or better link quality, a device may also change channel. A device may move to a new
channel in order to find enough channel resources for its own communication. A device may also volunteer to
or be enforced to move to a new channel in order to release channel resources in the old channel to others. A
device shall include Channel Change IE in its beacon or channel switch request command frame (as defined
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in 7.1.5.8) to announce or request channel change. As defined in 7.1.8.11, Channel Change IE includes a list
of devices who are invited to change channel. The invited devices are normally the associated devices.
Different from the case of channel evacuate which is caused by incumbent detection, a device receiving
Channel Change IE is not required to move to new channel unless it is in the device list and it has agreed to
move. A device shall include a Channel Change Response IE (as defined in 7.1.8.12) in its beacon or in its
Channel Switch Response command frame (as defined in 7.1.5.9) as response to receiving channel change
request from either beacon or Channel Switch Command frame. A device that includes a Channel Change
Response IE shall change channels as indicated in the IE.

One aspect to load balancmg is determ|n|ng the avallablhty and the load of each individual channel Nodes
in 7.1.8.9)
d analyze

the beacon frames transmitted durlng a BP
7.9 Power Management Mechanisms

7.9.1 Power management modes

THere are two power management modes:
—|{ Active mode: the device will send or receive beacon(s) or other frames’in the current superframe.
—| Hibernation mode: the device will not send or receive a beacon/or other frames in the current superframe.

Bgfore entering hibernation mode, a device shall announge ‘in previous superframe(s) that it is entering
hitbernation mode. Note: a master device shall always opetate’in active mode.

7.9.2 Device power states

Adtive mode devices are in one of two power states within a superframe:
—|{ Awake: device is able to transmit and receive.

—| Sleep: device does not transmit ‘orreceive.

A Hevice that is changing from.Sleep to Awake state and has a frame in queue to transmit using [PCA shall
perform CCA until a MAC header is received or up to mAccessDelay time, before determining the medium

state.

THe value of mAccessDelay is equal to the time required to transmit one maximum length frame, tfansmitted
atfthe lowest mandatory data rate, plus the time to transmit an Imm-ACK plus pSIFS.

7.9.3 Power state transitions

Adtive(mode devices shall transition between Awake and Sleep states according to the following rulgs:

perframe to

participate in the transmission and reception of beacons.

b) If a device has data traffic pending to be transmitted in CRP reservations in the current superframe, it
shall be in Awake state prior to the start of each relevant CRP reservation block to start its transmission.
The device may go into Sleep state for the rest of the reservation block if all the pending transmissions
completed successfully. The device should release the CRP reservation block before entering Sleep state.
A device shall set the More Frames bit to ZERO in the last frame it transmits during a reservation block.

c) If a device has data traffic pending to be transmitted via PCA in the current superframe, it shall signal its

intent with a relevant TIM IE (as defined in 7.1.8.26) in its beacon. Once all of its transmissions are
completed, the device may go into Sleep state for the rest of the superframe, subject to other rules in this
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Figure 17 jillustrates the power state transition for devices in active mode.

subclause. A device shall set the More Frames bit to ZERO in the last frame it transmits to a particular
recipient using PCA during a superframe.

If a device is expecting to receive transmissions from other devices in a CRP reservation block, as
indicated in the beacons of those devices, it shall be in Awake state mGuardTime prior to the start of the
reservation block for the reception of the planned transmission. It may go into Sleep state either at the end
of the reservation block or when all the pending data has been received, as indicated by the More Frames
bit. If the device receives a UCA frame, it shall not go into Sleep state until after transmitting a
corresponding UCR frame.

|fad EXP O—tO—TECEIVE FATTSTHSSTOTS O TE eSsS—via S ay croGeée—a \
Availgpility IE in its beacon and shall be in Awake state mGuardTime prior to the announced MASs] A
devicg that does not include a PCA Availability IE in its beacon shall be in Awake state in_al\MASs
availaple for PCA in the current superframe. Once all pending data has been received, as indicated by 1
More Frames bit, the device may go into Sleep state for the rest of the superframe.
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Eigure 17 — Power state transition for devices in active mode

DEV A is_a-device that has data traffic pending to be transmitted in a CRP reservation block in the currTnt
superirame.

DEV B is a device that is expecting to receive a planned transmission from DEV A in a CRP reservation
block in the current superframe.

DEV C is a device that has data traffic pending to be transmitted via PCA in the current superframe.

DEV D is a device that is expecting to receive a planned transmission from DEV C via PCA in the current
superframe.

DEV E is a device does not have any traffic pending in its transmission queues, and is not expecting any
planned transmission from other devices.
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7.9.4 Hibernation mode operation

A device using hibernation mode shall operate according to the following rules:

A device shall signal its intent to go into hibernation mode by including a Hibernation Mode IE (as defined
in 7.1.8.25) in its beacon or probe command frame. The Hibernation Duration field in the Hibernation
Mode IE shall contain a non-zero value that specifies the duration of the hibernation period. A device may
signal its intent to go into hibernation mode in several superframes. The value of the Hibernation
Countdown field in the Hibernation Mode IE shall be set to indicate the number of remaining superframes
before the device enters hibernation mode. In each successive superframe, the device shall reduce the

Ad

tive mode devices in the presence of hibernation mode devices shall operate as follows:

l £ 4l IHHN '+ o 4ol fiold b LE o £iolal o 'y 4l <l + + 'b t'
vdadiuT Ul tU1c TTToTITIauulT LUUTTtUUwWIT TICTU Uy UTTC. 1T o TITIU 1o oTL U £LTTU, UTC UTVILT TIITTo 1 I erna |On

mode at the start of the next superframe.

When in hibernation mode, the device shall not send a beacon or other traffic. . The’ device should
terminate all established CRP reservations before entering hibernation.

A device may leave hibernation mode prior to the end of its announced hibernation period by gending its
beacon.

A device in hibernation mode shall scan for beacons during the BP\for one or more superframes
immediately prior to the end of its hibernation period, in order to re-establish synchronization.

If a device in hibernation mode finds that its former beacon slot is still available in the extendg¢d beacon
group, the device may transmit a beacon in that beacon¢siot. Otherwise, the device shall fransmit a
beacon as if it was doing so for the first time.

If an active mode device receives a neighbour’s beacon that includes a Hibernation Mode IE, the device
shall consider all CRP reservations with that-neighbour to be terminated at the start of its Hibernation
period. An active mode device shall not commence any communication with a hibernation mqde device
until that device leaves hibernation modey After receiving a beacon that includes a Hibernatiopn Mode |IE
with Hibernation Countdown less than or'equal to mMaxLostBeacons, an active mode device that misses
the remaining expected beacons shall consider the device to be in hibernation mode as indicated in the
Hibernation Mode IE.

If an active mode device does not receive an expected beacon from a hibernation mode devige, it shall
treat the beacon slot of-that device as occupied and non-movable, but shall not indicate the bgacon slot
as occupied by the-hibérnation mode device in its BPOIE, until the beacon is received, |for up to
mMaxHibernationProtection. During a neighbour's hibernation period an active mode deyice shall
continue to mark the hibernation mode device’'s beacon slot as occupied and non-movable in it§ BPOIE. If
the active made-device receives another neighbour's beacon in the hibernation mode devicd's beacon
slot, the device shall still advertise the hibernation mode device’s DevAddr in its BPOIE.

If an.active mode device has unicast traffic for a hibernation mode device, it should buffer its fraffic until
the hibernation mode device enters active mode.

lfZan-active-mode-device-has—multicast-or-broadcast-traffic-it-should-not Hnla\l transmission-oflthe trafﬂc

even if it is aware that some intended recipients are in hibernation mode. It may buffer its multicast traffic
for a hibernation mode device until the intended recipient enters active mode, and then deliver the
buffered multicast data.

7.9.5 Hibernation anchor operation

Active mode devices that are capable of acting as a hibernation anchor should indicate hibernation anchor
capability in its MAC Capabilities IE. In a master-slave network, the master is the default hibernation anchor
for slave devices. In a peer-to-peer network, a peer device may act as hibernation anchor for its neighbours.
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A device that indicates such capability shall include a Hibernation Anchor IE (as specified in 7.2.10.20) in its
beacon to convey information about neighbours in hibernation mode. A device may terminate its role as a
hibernation anchor at any time, but at that time it shall remove indication of the capability from its MAC
Capabilities |IE, as defined in 7.1.8.21.

Devices, such as those that were recently off or in hibernation mode, might not have information about the
hibernation state of their neighbours. These devices may use the information provided by Hibernation Anchor
IEs for scheduling communication with neighbours in hibernation mode.

Upon reception of a beacon containing a Hibernation Mode IE in which the Hibernation Countdown is set to
zero, a hiperrationanchor-shaltncludeaHibernationAnchortE—t-shatset-the-Wakeup—Cotntdown-field) in
the Hibernation Anchor IE based on the Hibernation Duration field in the received Hibernation Mode IE. |t'shall
decrement the Wakeup Countdown field in each successive superframe until the field reaches zero “After it
transmits @ beacon with a Hibernation Anchor IE that contains a Hibernation Mode Device Information fi¢ld
with Wakgup Countdown set to zero, it shall remove the corresponding Hibernation Mode Devicenformatipn
field from |the Hibernation Anchor IE. It shall not include a Hibernation Anchor IE if there arevho Hibernation
Mode DeVice Information fields in the IE.

If the hibefnation anchor receives a beacon from a hibernation mode device prior to the/end of the announged
hibernation duration, the hibernation anchor shall remove the corresponding (Hibernation Mode Device
Informatioh field from the Hibernation Anchor IE in the next beacon.

After recejving a neighbour’s beacon that includes a Hibernation Mode IE with Hibernation Countdown Igss
than or equal to mMaxLostBeacons, a hibernation anchor device that misses the remaining beacons from the
neighbour| shall consider the device to be in hibernation mode as indicated in the Hibernation Mode IE and
shall inclufe that device in the Hibernation Anchor IE.

7.10 Probe

The Probg¢ IE and Application-specific Probe IE are used in beacons and probe commands to request one|or
more |Es from the target device identified in the probe-lE. Target devices are not required to respond with|all
requested| IEs. A device shall include a MAC Capabilities IE or a PHY Capabilities IE in its beacon if it is the
target of @ Probe IE received in a beacon thatlincludes the MAC Capabilities IE Element ID or the PHY
Capabilitigs IE Element ID, respectively. On-reception of either probe IE in a beacon, a target device sHall
include a fesponse in its beacon for the nexttmMaxLostBeacons superframes. On reception of either probe|lE
in a Probg command frame, a target device shall respond with a Probe command frame addressed to the
sender wjthin one superframe or gnclude a response in its beacon for the next mMaxLostBeacdns
superframes. In the Probe command frame or beacon, the target device shall include:

e A Prdbe IE, with TargettDevAddr set to the DevAddr of the requestor, that includes no Requested
Elemgnt IEs to reject the-probe; or

e One dr more requested IEs.

7.11 Protection.of incumbents

In this clause/ we specify necessary functions and procedures to fully protect incumbent services. We spedify
channel measurement procedures in 7.11.1, channel classification procedures in 7.11.2, and channel
evacuation procedures in 7.11.3. Pre-service channel scanning will be discussed in network entry and
initialization subclause of the Standard in 7.13.

7.11.1 Channel Measurement
A device needs to measure the operating channel to determine its vacancy. A device should also measure

adjacent channel in order to determine the maximal allowed transmission power as specified in 7.7.3. A
device may also measure other channels to determine the channel availability for future use.
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7.11.1.1 Operating Channel Measurement

In order to detect the presence of an incumbent at very low signal strengths, all the neighbouring devices
operating in the same channel shall be quiet at the same time, so that the sensing function is effective. We
refer to this as the quiet period (QP). Quiet period (QP) could be scheduled regularly and/or on-demand.
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Quiet Period Schedule
Regular: 7.11.1.1.1
On-demand: 7.11.1.1.2
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Figure 18 — In-service Channel Monitor

711411 Regular quiet period

Regular QP is scheduled periodically, once for every mQPfrequency superframes. At a superframe with
regular QP, the regular QP precedes the CSW and the duration is mQPD. Devices sharing the same
superframe shall follow the same regular QP schedule. A device shall include Regular QP schedule IE
(specified in 7.1.8.5) in its beacon if it is a regular beaconing device. When the Countdown field in the regular
QP schedule IE is set to 0, any device by default shall keep silent during the QP in current superframe.
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Figure 19 — lllustration of quiet period schedule

7.11.1.1.2] On-demand quiet period

A device may activate on-demand sensing based on its own observation, for example,/the sensing result| of
regular QF. In addition, abnormal behaviour driven fine sensing is also defined. Abnormal-behaviour is defined
as follows} 1) beacon collision, 2) data packet error or 3) substantial SINR change.

This Interpational Standard defines three methods to schedule on-demand QPR in-a timely and network-awdre
manner w(th least intervention to other devices.

a) Use qwn reservation. If a device has already established a certain-portion of reservation (for example, for
data communication), the device may utilize its own reservation- without spending time to make new
reseryation for sensing, thus speeding up on-demand sensing.)A device may inform others, normally via
beacon, about its intention to use its own reservation for sensing. Other devices then may take advantage

reservation for sensing if they desire to do. A device shall include an on-demand QP schedule|lE

ined in Section 7.1.8.6 in its beacon to announce:the on-demand sensing schedule.

b) Makelreservation of idle slots. In this method, a device may make reservation of idle slots for on-demand
sensipg normally via its beacon. Different fromxnormal channel reservation for communication, a device
does |not need another device to confirm the feservation request with this special reservation type. All the
devicgs receiving the reservation request shall mark the reservation in their reservation information maps.
The device making the reservation may fefresh such reservation. A device shall include an on-demand
QP s¢hedule IE as defined in Section\7.1.8.6 in its beacon to make the on-demand sensing schedule.

c) Borrow others’ reservation. In this method, a device may negotiate with a neighbour to temporally silence
the neighbour’'s reservation for on-demand sensing. To initiate the negotiation, a device sends Qn-
demgnd QP NegotiationnRequest IE (as specified in 7.1.8.27) to the device which owns the reservation.
On-d¢mand QP Negotiation Request IE shall be transmitted in a beacon or probe command frame. [To
respand to the negatiation, the reservation owner sends back the On-demand QP Negotiation Response
IE (as specified in~7.1.8.28). The On-demand QP Negotiation Response |E shall be transmitted in either
beacon or prabe)command frame. The reservation owner shall give priority to on-demand QP compared
with @ther regular data communications. Once negotiation is successful, the on-demand QP scheduler
shall jncldde an on-demand QP schedule IE as defined in Section 7.1.8.6 in its beacon to make the ¢n-
demgnd sensing schedule.

The methods a) and b) will not interrupt others so they are preferred. Method c) is suggested to use only for
urgency.

A device other than the on-demand QP scheduler is not required to perform sensing. However, other devices

than the scheduler may take such opportunity to perform on-demand sensing to increase its own confidence
level of incumbent detection.

7.11.1.1.3 Operating Channel Measurement Report

Once a device detects incumbents, it shall notify others in the following contention signalling window,
reservation signalling window, or beacon period. The corresponding information element, Channel
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Measurement Report IE, is defined in 7.1.8.9. If Channel Measurement Report |E is transmitted in contention
signalling window or reservation signalling window, it shall be included in Channel Measurement Report
command frame defined in 7.1.5.6. If Channel Measurement Report IE is transmitted in beacon period, it shall
be included in regular beacon frame defined in 7.1.3.1. A regular beaconing device should use beacon period
to transmit Channel Measurement Report IE. A device other than regular beaconing device should use
reservation signalling window to transmit Channel Measurement Report IE. A device other than regular
beaconing device may use contention signalling window to transmit Channel Measurement Report IE only in
an emergency.

7.11.1.2 Outband channel Measurement

Ouytband channel measurement is important for channel classification and channel re-selection| Outband
channel measurement is also important for adjacent channel operation.

7.11.1.2.1 Outband channel Measurement Request

Ouytband channel Measurement is coordinated by a master device or a peer device. In a master-slaye network,
a Mmaster device coordinates its slave devices to measure outband channel by, using Channel Measurement
Request IE, as defined in 7.1.8.7. Channel Measurement Request IE shall beincluded in a regular beacon
frgme (defined in 7.1.3.1) or in a Channel Measurement Request command.frame (defined in 7.1.5.4). A slave
device receiving Channel Measurement Request IE shall confirm the“request either by including Channel
Measurement Response IE (as defined in 7.1.8.8) in regular beacon er by transmitting Channel Measurement
Reasponse command frame, as defined in 7.1.5.5.

In[a peer-to-peer network, a peer device may request a group of other peer devices following [the same
approach as master-slave.

If &an outband channel is empty (i.e., not used by other.networks) based on previous measurementy, a device
may visit the empty channel according to its own.schedule. To determine whether an outband ¢hannel is
empty, a device may need to monitor the outbandchannel for at least one superframe once in a while.

If pn outband channel has an existing beacon group, a device should monitor the beacon perjod of the
outband channel to get traffic information-and monitor quiet period to detect incumbent.

7.11.1.2.2 Outband channel Measurement Report

A Hevice reports channel measurement to a master device or a peer device by using Channel Measurement
Report |IE, as defined in 7.1:8:9. Channel Measurement Report |IE shall be included in a regular beacon frame
(defined in 7.1.3.1) or in a.Channel Measurement Report command frame (defined in 7.1.5.6).

A [master deviceor-a peer device acknowledges the reception of Channel Measurement Repor} by using

Channel Measurement Acknowledgement IE (as defined in 7.1.8.10) in regular beacon or by using Channel
Measurement'\Acknowledgement command frame, as defined in 7.1.5.7.

7.11.2. €Channel Classification

A master—device—ora—peer—device—classifies—channels—based—on—either—channelmeasurementreport, or
information gathered from geo-location database, or both. Channels are classified as six types - Disallowed,
Operating, Backup, Candidate, Protected and Unclassified. Channel classification IE is defined to exchange
channel classification status among devices and specified in Table 79, 7.1.8.17. A master or a peer device
transmits its generated channel classification IE in its beacon to other devices when needed.

The channels may be classified using the following categories:

e Disallowed: channels that are excluded from use due to operational or regulatory constraints. Disallowed
channels need not to be sensed.

e Operating: the current channel used for communication between devices.
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e Backup: channels that may become the operating channel immediately in case the current network needs
to switch to another channel. The master or peer device may maintain pre-defined number of backup
channels at any given time and shall order them according to their relative priorities.

e Candidate: channels that are candidates to become a backup channel. Although backup and candidate
channels must be incumbent-free, Backup channels have higher priorities to be used than candidate
channels. Candidate channels require less frequent channel information update (including channel
measurement) than backup channels.

» Protected: channels in which incumbent or alien network operation has been detected. If an alien network
has bfemn detected; the channel coutd be Used as operating channeat by Self-CoexIStence mechanisms |as
specifled in 7.12. If incumbent has been detected, the channel shall be protected from being used-fas
operajing channel. Once incumbent is gone, the protected channel may be reused as an_ OJperating
channel.

e Unclasgsified: channels that have not been classified.
The channel classification algorithm is outside the scope of this International Standard.
When a dlave device receives channel classification IE from its master, the slave 'device shall update |its

channel ligt according to the classification.

compare the received channel classification with its own channel ¢lassification. If there is discreparicy
between these channel classifications, the device shall consolidate.indhe way that incumbents shall be fully
protected.

When a :Eeer device receives channel classification IE from another peer device, the peer device sHall

The chanhpel classification IE may be transmitted only after~the corresponding slave device(s) has begen
verified uging the Regulation ID in the Identification IE, exchanged in the association handshake. To protéct
the channel classification IE from being received by unvyerified slave devices, the channel classification |IE
shall be fransmitted in the secure manner, i.e. via the contact verification signal IE (see 7.1.8.41). This
ensures that only the verified slave device(s) can decode the channel classification IE enclosed in the contéct
verificatiop signal IE. At least once every mTac\seconds, except when in sleep mode, a slave device must
either rec%ve a contact verification signal IE from its associated master device or contact its master device|to
re-verify/r¢-establish channel availability. The.master device shall transmit the contact verification signal IE|to
its associgated slave devices at least every mTm seconds. If a slave device does not receive the contact
verificatiop signal IE within the last mTm seconds, it shall use the probe command frame to request the
contact vdfrification signal IE. A slaye,device shall stop transmission if it does not receive a contact verification
signal and it is not able to re-establish a list of available channels through contact with a master device within
mTac secpnds since last reception of a contact verification signal IE.

7.11.3 Channel Evacuation

Upon disgovery of @n incumbent, a device shall suspend data communication and limit its total transmission
time (inclyding for beacons, control messages) to under mMaxTransTime. A device needs to evacuate the
channel within mMMaxEvacuateCountdown after detecting incumbents.

Once an incumbent is detected and confirmed, the decision 0 evacuate this channel may be unilateral.
However to maintain communication, a communicating group of which a member detects incumbent shall
coordinate to evacuate the channel.

In a master-slave network, the master coordinates the group to move to a backup channel if available. The
master transmits the Channel Change IE, as defined in 7.1.8.11, in its beacon. The master may transmit
Channel Change IE multiple times to increase its reliability. The Channel Change IE includes the New
Channel Number and Channel Change Countdown, which is the remaining time until the device evacuates the
current channel. If a backup channel is available, the New Channel Number shall be set to the backup
channel number selected by the master. All slave devices which receive the Channel Change IE shall move to
the backup channel within the time defined in Channel Change IE. Furthermore, if the backup channel is
empty, to speed up recovery, the same channel reservation settings used in the old channel should be used in
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the new channel. The master enables this by setting Channel copy to resume field defined in Table 67 to 1.
Otherwise, after moving to the backup channel, a device shall join a beacon group by following the beacon
group joining procedures as specified in 7.3.4 or by following the beacon group merger procedures as
specified in 7.3.7. If backup channel is not available, the New Channel Number shall be set to 255
(Unavailable). All devices sending or receiving the Channel Change IE shall leave current channel within the
time defined in Channel Change IE and perform channel SCAN as specified in 7.13 to find new channel.

In a peer-to-peer network, the reservation owner shall coordinate the communication group to move to a
backup channel if available. The device coordinating channel evacuation transmits the Channel Change IE, as
defined in 7.1.8.11, in its beacon. The device coordinating channel evacuation transmits Channel Change IE
mutipte—times—teo— ; PRI Che ; lew—GChe Hmber and
Channel Change Countdown, which is the remaining time until the device evacuates the current ‘chiannel. If a

..... A

b elected by
the¢ device coordinating channel evacuation. Other peer devices which receive the Channel (Change IE shall
m the same

to[speed up recovery, the same channel reservation settings used in the old channel’should be used in the
ne to resume
a beacon
group by following the beacon group joining procedures as specified in 7.3 4-0r by following the bedcon group
grger procedures as specified in 7.3.7. If backup channel is not availablé;the New Channel Numbgr shall be
sef to 255 (Unavailable). All devices sending or receiving the Channek.Change IE shall leave currept channel
within the time defined in Channel Change IE and perform channellSCAN as specified in 7.13 t¢ find new
chiannel.

In|case that the incumbent signal is too strong so that a device cannot exchange beacon/control megsage, the

dgvice shall move to the pre-agreed backup® channel (if available) automatically within
miMaxEvacuateCountdown duration

7.12 Self-coexistence

7.12.1 Self-coexistence scenarios

THis International Standard defines three basic self-coexistence scenarios:

o | Self-coexistence between two'master-slave based networks

o | Self- coexistence between two peer-to-peer networks

o | Self-coexistence.between a peer-to-peer network and a master-slave-based network.

THis International-Standard provides distributed self-coexistence mechanisms in 7.12.2 and centrglized self-
coexistence mechanisms in 7.12.3.

7.12.2, Distributed self-coexistence mechanisms

e Group Discovery and Notification: this mechanism enables detection of alien beacon group through
beacons, and notification through beacons and control/command frames.

e BP merging rules: a set of rules used by devices to decide whether and how they adjust their BP to align
with the BP and superframe structure of an alien beacon group.

e Beaconing Device Promotion (BDP): This mechanism is used to decide which devices are promoted as
regular beaconing devices. Although beacons are important for device discovery, QoS and coexistence,
they increase the control overhead. Hence, it is also important to dynamically control the number of
beaconing devices to reach a tradeoff between performance and overhead. Typically, in peer-to-peer
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operation mode all devices are regular beaconing devices. However, in master-slave mode, some slave
devices may be promoted as regular beaconing devices by the Master device defines the beaconing
devices according to the BDP mechanism specified in 7.12.2.3.

7.12.2.1 Group Discovery and Notification
The detection is mainly done through regular beacons or echo beacons.
The notification/report process allows devices to announce newly discovered alien beacon group A device

shall report alien beacon group by sending Channel Measurement Report IE in its beacons or Channel
Measurenjent Report command frames.

7.12.2.2 |(Beacon Period Merging Rules

When deyices operating on the same channel but with distinct and, possibly, unsynchronized’ superfraie
structures|(also called Alien BP), discover each other, they must decide whether to merge theihBPs. The rules
and procefdures of BP merging are specified in 7.3.7.

7.12.2.3 |(Beaconing Device Promotion (BDP)

In a mastgr-slave network, a slave device may be promoted as a regular beacaning slave device by its master
based on [the following rules. The beaconing promotion process is either jnitiated by a slave device or by |its
master. If|a slave device observes alien beacons or interference other-than incumbents, it shall initiate the
beaconingd promotion process. The slave device sends beaconing promotion request command frame to |its
master, wjth the reason code set as self-coexistence, as defined in.7.1.5.11. After receiving the beaconing
promotion| request, the master shall send beaconing promotion indication IE in its beacon with device addrgss
in the IE et as the requesting slave device to be promoted as;a regular beaconing slave device, which|is
defined in[7.1.8.23. Alternatively, a master may initiate beaconing promotion by sending beaconing promotipn
indication|IE in its beacon with the address set as the-target slave device to be promoted as a regular
beaconing slave device, which is defined in 7.1.8.23. Aft€f'receiving beaconing promotion indication IE from a
master, the slave device starts to join beacon period,following procedures specified in 7.3.

7.12.3 Cantralized self-coexistence mechanisms

7.12.3.1 |Self-coexistence between two master-slave based networks

There arel two schemes for coexistence between two master-slave-based networks. The first scheme is|to
merge thgm into a single master-beacon network. The second scheme is to merge them using two mastgr-
beacons (i.e., BP length is gfeater than 2), based on the distributed self-coexistence mechanism which| is
specified ih 7.12.2. In the fifstyscheme, the DME of one master decides to change itself as slave device (Note:
this capalility is impleméntation dependent). As a result, the devices associating with the master changing
operation mode as slavé. (including the master itself) rejoin the other network as slave devices. The remaining
master device continues to send its master-beacon which now covers all devices of the original two networkp.

7.12.3.2 [Self-coexistence between two peer-to-peer networks

There are two basic schemes for coexistence between two peer-to-peer networks. The first scheme is based
on the distributed self-coexistence mechanism which is specified in Section 7.12.2. The second scheme is
that one peer device elects itself as the master device and other peer devices transition into slave devices and
associate themselves with the master device. Note: this operation that a peer device transitions into a master
device or a slave device is done at DME level and the capability to support that transition is implementation
dependent. The new master device sends its master-beacon which now covers all devices of the original two
peer-to-peer networks.

7.12.3.3 Self-coexistence between a master-slave network and a peer-to-peer network

There are two basic schemes for coexistence between a master-slave network and a peer-to-peer network.
The first scheme is based on the distributed self-coexistence mechanism which is specified in Section 7.12.2.
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The second scheme is that all peer devices transition into slave devices and associate themselves with the
master device. The master device continues to send its master-beacon which now covers all devices of the
original two networks. Note: this operation that a peer device transitions into a slave device is done at DME
level and the capability to support that transition is implementation dependent.

7.13 Network Entry and Initialization

Before a device starts e.g. AV streaming or data communication, it needs to scan the channel and associate
with the target device(s) and ensure incumbent protection.

THis International Standard does not presuppose any pre-assigned channel where a device is able

ta

Pe

1.

5.

A

get device(s) given the time-varying and unpredictable nature of channel occupancy.
er devices should perform the following network entry and initialization as follows:

Perform Initial Channel SCAN and Device Discovery, see 7.13.1, if pair device-is unknown;
perform pair discovery;

Create/join a beacon group, see 7.13.4;
Perform pairing, which includes association, authentication and key establishment, see 7.13.5;

If indicated as desired by the device during association, perform other initialization procedure
negotiating basic capabilities;

Setup connections, see 7.13.6.

pair device is defined as the target device with whichia device normally communicate.

Figure 20 summarizes the network entry procedufe carried out by peer devices.

to find the

otherwise

s such as
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Figure,20 — Network Entry Procedure for a Peer Device
Master dejices should perform the following network entry and initialization as follows:
1. Perfoqm Initial scan channel and device discovery, see 7.13.1;
2. Creatg/join abeacon group and send master beacon, see 7.13.4;

3 P rf 4 L HP oWl
. erformmeaster=staveassoctation,see7-1o-2,

4. If indicated as desired during association, perform other initialization procedures such as negotiating basic
capabilities;

5. Setup connections, see 7.13.6.

Figure 21 summarizes the network entry procedure carried out by a master device.
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Figure 21 — Network Entry Procedure for A Master Device

Fgr a slave device, the network entry procedure is specified.in 7.13.2.

Ngte that each of these steps taken by a device consists of a set of actions and error verifichtion. The
following subclauses specify these steps and their.individual responsibilities in detail.

7.13.1 Initial Channel SCAN and Device Discovery

igure 22 illustrates Initial Channel SCAN and Device Discovery procedure. The scan duratior for each
Enjergy detection as well as feature detection may be applied to detect channel activities, which could be
Ingumbents may be detected by feature detection. If incumbents are present on the current chpnnel, the

Degvice presence could be detected by receiving beacons. Once beacons received, the device should listen to
and/or probe~devices which are sending beacons to get device address, name string, and to derije channel

If the.detected energy level is higher than certain level, subject to regulation, but neither an incumpent nor a
vice-€ea i ified-the-eha i arkedas— —Hr-ease-oft wh-pfesence, a
device shall not use the channel unless further measurements are taken to make sure if it is incumbent safe.

o - - o - O -, > > >,

If energy level is lower than certain level, the channel might be clean. A device may use the channel later but
further measurements may be necessary to make sure the judgment is reliable.

If energy level is lower than certain level, the channel may be marked as available.

Upon finishing the initial Channel SCAN and Device Discovery procedure, a device shall classify the channel
per 7.11.2.
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Figure22 — Initial Channel SCAN and Device Discovery

7.13.2 M3ster-Slave:Association

A un-assqciated sfave device may initiate master-slave association when it detects a master device during
network eptry{ The slave device shall send association request command frame (as specified in 7.1.5.12)[to

the mastef device in a contention signalling window. After processing the request, the master device confirms
the requesmymmmmmmmmmmmsg—

slave association procedure is illustrated in Figure 23.

If a slave device sends association request with address that is already used, the master device sends
association response IE with “Fail-Invalid Address”. If there are not enough MASs, the master device sends
association response |IE with “Fail-Not enough MAS”. If the slave device receives association response IE with
“Success”, then association is completed.

A slave device that has been associated with a master device is normally not a beaconing device so that BP

joining process is not required. However, to assist self-coexistence, a slave device may be promoted by
master device to a beaconing device, as specified in 7.12.2.3.
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Figure 23 — Master-slave join beacon group
A master device)may disassociate a group of slave devices by including a Disassociation IE in its beacon
frgme. A slavé device receiving the Disassociation IE shall release all reserved MASs and terminate existing
connections.
7.13:3 "Pair discovery

If a device does know who the pair device is after power-up, pair devices should use two interleaving stages,
SCAN and STAY for pair discovery. SCAN allows a device to search the pair device on all possible channels.
STAY allows a device to stay on a selected channel and advertise itself. The STAY time (T2) is M times of the
maximal SCAN time, where M randomly chosen among (1, 2). The maximal SCAN time equals N times T1, N
is the total number of channels for scan. Due to the randomization, the SCAN stage of one device has high
possibility to fall in the STAY stage of the pair device after limited iteration, thus finding the pair device.

Figure 24 illustrates Pair Discovery procedure. The scan duration for each channel, i.e., T1, is twice of
SuperframeLength. Once the pair device is found, the pair discovery procedure is completed.
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To limit the pair discovery time for the worst case, a device shall stop further discovery after mMaxPairDiscTry
iterations and start to do beaconing on a selected channel, see 7.3.4.

After Pair Discovery procedure, a device a device shall classify the channel per 7.11.2.

As show in Figure 20, further Pair discovery may be activated by a Pairing Command.

Begin
"

Switch to Channel N
PairDiscTry = 1; And Start Timer 1

; y

SCAN Energy and Feature
(Search Pair Device) Detection

\
Y

Beacon detected Incumbent ] ]
detected Tipfer %.Timeout

Y

Energy Level
Stop Timer 1 Stop Timer 1 and detegglled is
Mark channel above threshold
as Incumbent
STAY Occupation
(Beaconing on a channel)
Get Channel S_tatu_s Mark channel Mark channel
Information by Listening
. as Unknown as Clean
and/or probing .

Presence pending

Does pair device
appear?

Find pair
device?,

Searched All
Select Channels?

No PairDiscTry += 1;
,\/Tail};,Di-s%Try-F 2 Successful Choose Next Channel N
mMaxPairDiscTry?
In the Select Channel
Yes List
v (Failed)
End -—

Figure 24 — Pair Discovery

7.13.4 Crpatel/join:a’beacon group

The devicg should select an available channel with the least traffic.

Before creating or joining a BG as specified in 7.3.4, the device might be required to ensure incumbent
protection using further channel measurements.

7.13.5 Pairing

The pairing procedure enables two devices to register each other, perform authentication, and set up security
mechanisms.

Figure 25 illustrates the pairing procedure.

If pair devices have not joined the same BG, they shall join the same BG.
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Pair devices shall associate using the Association Request and Response, see 7.1.5.12 and 7.1.8.24
respectively.

If security is enabled, a device shall also perform authentication and TPK establishment, see 8.

7.
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Join beacon group

A
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R
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A
Security
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Failed
Authentication and
D — :
Establish TPK
Successful
Y
End

Figure 25 — Pairing Procedure

Figure 26 illustrates connection setup procedure. The source device might need to derive QoS requirement,
select an operating channel with enough available bandwidth.

For group communication, the source device needs to bind a multicast address. Moreover, if security is
enabled for multicast, group temporal key (GTK) shall be established.

The device shall perform channel reservation, see 7.5.2.
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Figure 26 — Connection Setup Procedure

7.14 MAC sublayer parameters

Table 123 contains the values for the MAC sublayer parameters.
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Table 123 — MAC sublayer parameters

Parameter Value
mClockResolution 1 ps
mMaxSynchronizationAdjustment 4 us
mClockAccuracy 20 ppm
mGuardTime 20 ps
mMASLength 500 us
mMASCount 256
mSuperframelLength mMASCount x mMMASLength
mCSWSIlotLength mMASLength / 2
. mCSWSlotLength - pSIFS —
mMaxSignalLength mGuardTime
mSignalSlotCount mCSWsize/mCSWSlotLength
mRSWSlotLength mMASLength
mBeaconSlotLength 2 x mMASLength
mMaxBeaconLength mBeaconSIotLength - pSIFS -
mGuardTime
mBPExtension 2 beacon slots
mMaxBPLength 12 MAS
mCSWsize 2 MAS
mMaxTransTime Subject to regulation
mBPMergeWaitTime 128 superframes
mMaxLostBeacons 3
minitialMoveCountdown 3 x mMaxkostBeacons
mMaxMovableLatency 32
mAccessDelay 652 us
mAggregationLimit 63
mCRPBackoffWinMax 16 superframes
mCRPBackoffWinMin 2 superframes
mMaxFramePayloadSize pMaxFramePayloadSize
mMaxFragmentCount 8
mCRPslaveRetry 9
Duration for regular QP, in the unit of
mQPD MAS. Minimum is 5 ms / mMASLength.

Subject to regulation
Regular QP schedule frequency, in the
unit of superframes. Subject to

mQPfrequency regulation. However, if the parameter is
set to zero, no regular QP is scheduled.
Maximum interval to (re-)check channel

mTac availability (in seconds), Subject to
regulation.

mi'm mTac /2.

mMaxPowerUpdateStep 2 dB

mMaxEvacuateCountdown Subject to regulation.

mMaxHibernationProtection 128 superframes

mMaxPairDiscTry 3

mMaxNeighbourDetectionInterval 128 superframes

mMinFragmentSize 188 bytes

mCWMin[AC_BK] 15

mCWMIn[AC_BE] 15

mCWMin[AC_VI] 7

mCWMin[AC_VO] 3

mCWMax[AC_BK] 1023

mCWMax[AC_BE] 1023

mCWMax[AC_VI] 511

mCWMax[AC_VO] 255

mAIFSN[AC_BK] 7

mAIFSN[AC_BE] 4

mAIFSN[AC_VI] 2

mAIFSN[AC VO] 1
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Table 124 contains the values of the PHY dependent parameters used by the MAC sublayer for PHY.

mTXOPLImitAC_BK] 512 us
mTXOPLImit[AC_BE] 512 us
mTXOPLImit[AC_VI] 1024 pus
mTXOPLImit[AC_VO] 256 s

Table 124 — PHY-dependent MAC sublayer parameters for the PHY

Parameter Value

pBeaconTransmitRate iaﬁgﬂ?zg (QPSK, %), refer to
pCCADetectTime 10pus

pClockAccuracy 20 ppm

pMaxFramePayloadSize 4095 bytes

pMIFS 2us

pSIFS 10 us

pSlotTime 15 us

8 Security

This clauge specifies the security mechanisms needed to provide the security service introduced in 6.6.9. 8.1

reviews these security mechanisms. 8.2 defines security modes that govern the security operation
devices. 4.3 specifies the 4-way handshake procedure for twogdevices to establish pair-wise temporal kg
(PTKs) arjd a secure relationship. This subclause also deseribes how a device solicits or distributes gro
temporal keys (GTKs) within a secure relationship. 8.4 describes the procedures for frame reception a
replay prevention. 8.5 provides the parameters needed in applying the AES-128 CCM cryptography
compute the message integrity code (MIC) and encryptthe secure payload for secure frames.

8.1 Security mechanisms

The securfity mechanisms specified in this International Standard control the security operation of devices
ropriate security modes. They allow devices to authenticate each other, to derive PTKs, and
establish $ecure relationships. They-also enable devices to solicit or distribute GTKs within established sect
relationsh|ps. In addition, the security'mechanisms provide replay attack prevention measures through the u
of secure|frame counters (SFCs) and replay counters. The security mechanisms specify the paramet
needed in applying the AES-128 CCM to protect the privacy and integrity of unicast and broadcast/multic
traffic using PTKs and GTKSs, respectively. Privacy is protected by encrypting the secure payload, wh
integrity if protected bylineluding a MIC.

of
V&)
up
nd
to

rs
st
ile

Two devides use.ashared master key to establish a secure relationship. The establishment and management

of master keys are additional security facilities that need to be provided outside the MAC sublayer.

811 S

o
ratiorl

Security modes are defined to control the level of security required of a device in its communications with
other devices. Three security modes are provided. Mode 0 allows a device to communicate without security
protection. Mode 1 allows a device to use both secure and non-secure frames for data exchanges. Mode 2

restricts a device to use security facilities in transmitting and receiving frames.

A device announces its selected security mode in the Beacon Parameters field in its beacons.
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8.1.2 4-way handshake

The 4-way handshake mechanism enables two devices to use a shared master key to authenticate the
identity of each other and to establish a new PTK for protecting certain frames exchanged between the two
devices. By way of a successful 4-way handshake, the two devices establish a secure relationship with each
other.

A device initiates a 4-way handshake with another device only if it has determined that it shares a master key
with that device. The master key is not exposed in the 4-way handshake; it is specified by a master key
identifier (MKID). A 4-way handshake is affected by use of PTK commands. Following a successful 4-way

h dalal ol + H +all o DT ot +lo MAL EH Y
TUOSTTANGT, TAULIT UTVILT ITToldallo T TICW T TTNITTIU LTS TVIALW Ty .

8.1.3 Key transport

Two devices establish a new PTK via a 4-way handshake. The PTK is derived from a shared mastér key and
twp new random numbers generated by the two devices. A PTK is never transmittéd-directly in any frame,
encrypted or not.

Two devices, after establishing a secure relationship via a successful 4-way handshake, distr{bute their
respective GTKs for protecting their broadcast traffic to each other, if applicable. Additionally, a device may
digtribute GTKs for protecting certain multicast traffic addressed to those devices with which the deyice has a
valid secure relationship. A device may also request, or solicit, GTKs tised to protect multicast traffic from the
muilticast source devices.

A [GTK is solicited or distributed by use of GTK commands. It is&ent in encrypted form.

8.1.4 Freshness protection
Freshness protection ensures that no parties canssuccessfully replay previously captured messages as an

attack. This International Standard defines secureéframe counters and replay counters on a per-temporal key
basis to provide freshness protection.

8.1.5 Data encryption
D3ta encryption uses a symmetric cipher to protect data from access by parties not possessing the gncryption
key. This key is a PTK for unicast traffic transmitted between two devices and a GTK for broadcast/multicast
trdffic transmitted from a sender'to a group of recipients.

Sgcure frames using a-TKID not recognized by the recipient device are reported to the DME.

ABS-128 counterqnode is used for data encryption in this International Standard.

8.1.6 Frame'integrity protection

Frames\are protected from modification by other parties by message authentication using a MIC| The MIC
alga’provides assurance that the sender of the frame possesses the correct temporal key. This keyf is shared
among-a—group ofdevicesof onty-between-two-devices—The MCisa cryptographiccheckstm of-th message

to be protected.

All secure frames that fail MIC checks are reported to the DME.

AES-128 cipher block chaining — message authentication code (CBC-MAC) is used for MIC calculation in this
International Standard.

8.2 Security modes

The security mode indicates whether a device is permitted or required to establish a secure relationship with
another device for data communications.
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Two devices establish a secure relationship by a 4-way handshake based on a shared master key as
described in 8.3.

Once two devices establish a secure relationship, they shall use secure frames for frame transfers between
them as specified in Table 125 and Table 126. Either device shall discard a received frame from the other
device if the frame is required to be a secure frame but was transmitted as a non-secure frame.

Data and aggregated data frames shall be transmitted using the temporal key specified by the TKID passed
through the MAC SAP along with the corresponding MSDU. Command and control frames, when transmitted
as secure frames in a secure relationship, shall employ a temporal key currently possessed in that secure

relationship-

In Table 125, “N” indicates a non-secure frame, and “S” indicates a secure frame. Command frames(unlisted
in Table 1p5 are treated as non-secure frames.

Table 125 — Frame protection in a secure relationship

Frame .

Frame type or subtype protection Meaning
Bepcon frame N Beacon frames shall be sent as non-secure frames.
Imm-ACK control frame N Imm-ACK frames shall be sent as nén=secure frames.
B-ACK control frame N B-ACK frames shall be sent as ndn-Secure frames.
RTIS control frame N RTS frames shall be sent as non-secure frames.
CTIS control frame N CTS frames shall be sent as.non-secure frames.
UJA control frame N UCA frames shall be sentias’‘non-secure frames.
UQR control frame N UCR frames shall be sent‘as non-secure frames.
Application-specific control | N, S Application-specificicontrol frames may be sent as secure or
frame non-secure frames.
CHP Reservation Request | N, S CRP Reservatien-Request frames may be sent as secure or
cofnmand frame non-secure frames.
CHP Reservation Response | N, S CRP Resegryation Response frames may be sent as secure
command frame or non-secure frames.
Pr¢be command frame N, S Prob€eframes may be sent as secure or non-secure frames.
PTK command frame N, S RTK'frames may be sent as secure or non-secure frames.
GTK command frame S GTK frames shall be sent as secure frames.
Application-specific N, S Application-specific command frames may be sent as
command frame secure or non-secure frames.
Data frame S Data frames shall be sent as secure frames.

| Agbregated data frame S Aggregated data frames shall be sent as secure frames.

Table 126|specifies the values_ of the Encryption Offset (EO) field in secure frames.

Table 126 — EO values in secure frames

Frame type or subtype

EO value

Application-specific control frame

Application defined

CRP Reservation Request command
frame

Length of Secure Payload

122

CRP Reservation
command frame

Response

Length of Secure Payload

PTK command frame 0

GTK command frame 0

Probe command frame Variable
Application-specific command frame Application defined
Data frame Variable

| Aggregated data frame

Length of Aggregation Header
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8.2.1 Security mode 0

A device operating in security mode 0 shall use non-secure frames to communicate with other devices. Such
a device shall not establish a secure relationship with any other device.

If a device operating in this mode receives a secure frame, the MAC entity shall discard the frame.

8.2.2 Security mode 1

A device operating in security mode 1 shall use non-secure frames to communicate with devices operating in
security mode 0. The device shall also use non-secure frames to communicate with devices operating in
security mode 1 with which it does not have secure relationships. The device shall use secure frames
according to Table 125 and Table 126 to communicate with another device operating in security mpde 1 with
which it has a secure relationship. It shall not establish secure relationships with other devicés unjess those
devices are also operating in security mode 1.

A (device operating in security mode 1 may respond to command frames received:from other dgvices with
which it does not have a secure relationship.

If @& device operating in security mode 1 receives a secure frame from a dévice with which it does pot have a
secure relationship, the MAC entity shall discard the frame.

If @ device operating in mode 1 receives a non-secure frame ffom a device with which it has| a secure
relationship, but the frame is required to be a secure frame pef. Table 125, the MAC entity shall discard the
frgme.

A PME that chooses to enable security mode 1 must understand and accept the responsibility that gomes with
regceiving non-secure frames. The DME shall instruct"the higher layers to handle the received non-secure
frgmes in a safe and secure manner.

A compliant MAC entity shall never use security' mode 1 by default. Security mode 1 shall be enfered from
er mode 0 or mode 2. Requiring that a« DME explicitly select this mode serves as an indicatign that the
E is aware of the security responsibilities it accepts when enabling security mode 1.

.3 Security mode 2

evice operating in security.mode 2 shall not establish a secure relationship with devices operating in either
urity mode O or security mode 1. The device shall use secure frames based on Table 125 and Tgble 126 to
municate with another device operating in security mode 2 and having a secure relationship with it. A
ice operating in security mode 2 shall establish a secure relationship with another device operating in the

device operating in mode 2 receives a non-secure frame from a device with which it has| a secure
relatiohship, but the frame is required to be a secure frame per Table 125, the MAC entity shall discard the
frame.

8.3 Temporal keys

Two devices establish a secure relationship based on a shared master key by employing a 4-way handshake
to derive a PTK as described in this subclause. They may establish a PTK for each master key they share.
Two devices have a secure relationship as long as they possess a currently installed PTK. A device’'s
DevAddr is part of the information used in deriving a PTK. Once a PTK is established, it shall not be changed
due to a change in the device’'s DevAddr.
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A device solicits a GTK from, or distributes a GTK to, another device sharing a PTK as also described in this

subclause

Master keys are identified by MKIDs. A device is not required to include an MKID IE in its beacon, nor is it
required to advertise every MKID it possesses in the MKID IE included in its beacon. They may advertise
some or all of the MKIDs they possess in an MKID IE in their beacons. A device may probe another device for
the MKIDs possessed by that device by addressing an appropriate Probe IE in a beacon or Probe command
to that device. A device shall list all the MKIDs it possesses in the MKID IE in response to a probe request for
its MKIDs.

8.3.1 Mytualauthentication and PTK derivation

This Interpational Standard uses a 4-way handshake to provide mutual authentication and PTK gengration

two devic
“initiator”
message
the two d

8.3.1.1

The initiat
responder

TKID for {he PTK to be derived, and include a unique 128-bit cryptographic random number, I-Nonce. T

proposed

used in an in-progress 4-way handshake involving this initiator device. The I-Nonce shall be generated an

each time

On recepfion of message 1, the responder shall verify that\the requested TKID is unique (i.e., not curren

installed 1
responder

1. Gene
2. Derivd

3. Const

8.3.1.2

The respdg
shall inclu
for the mq
unique, th

On recept

bs sharing a master key. To perform a 4-way handshake, the two devices assume the'roles
and “responder”, respectively. A 4-way handshake comprises four messages, called message
P, message 3, and message 4 in this International Standard, that are sent back and-forth betwe

4-way handshake message 1

. In this command, the initiator shall specify the MKID for use_inr the 4-way handshake, proposg
TKID shall be different from any TKID currently installed .in the initiator's local MAC entity or bei
the initiator starts a new 4-way handshake.
or an active temporal key or requested byZan in-process 4-way handshake exchange). T
shall perform the following steps:

ate a new 128-bit cryptographic random:number, R-Nonce.

the PTK and KCK as specified in 873.4.

fuct and send message 2 in 9 PTK command.

4-way handshake message 2

for
of
1,
en

evices. The device sending message 1 becomes the initiator. The other device becomes the
respondel].

br shall begin a 4-way handshake by composing and sending message 1 in a PTK command to the

a
he
ng
bW

tly
he

nder shall send'message 2 to the initiator as specified in 8.3.1.1. In this command, the respond
de an appropriate Status Code, the newly generated R-Nonce, and the PTK MIC value compu
ssage using'the newly derived KCK according to 8.3.5. If the proposed TKID in message 1 is
b responder shall so indicate in the Status Code.

on’of message 2, the initiator shall perform the following steps:

er
d
ot

1. Derive the PTK and KCK as specified in 8.3.4.

2. Recalculate the PTK MIC for the received message using the KCK according to 8.3.5. If the recalculated
PTK MIC does not match the PTK MIC field from this message, discard and disregard message 2 and
abort the 4-way handshake. Otherwise, consider this message a proof that the responder holds the
correct master key, and proceed to the next step.

3. Check the Status Code returned in the received message. If the Status Code indicates an abortion of the
4-way handshake by the responder, stop the 4-way handshake as well. If the Status Code indicates a
conflict of the proposed TKID at the responder, restart the 4-way handshake with a different TKID. If the
Status Code indicates a normal status, proceed to the next step.

124

© ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=18c08702647b2aae950dbe2623e2e862

ISO/IEC 16504:2011(E)

4. Construct and send message 3 in a PTK command.

8.3.1.3 4-way handshake message 3

The initiator shall send message 3 to the responder as specified in 8.3.1.2. In this command, the initiator shall
include the same I-Nonce as contained in message 1 and a PTK MIC computed for this message using the
newly derived KCK according to 8.3.5.

On reception of message 3, the responder shall perform the following steps:

1.] Verify the PTK MIC for this message using the KCK according to 8.3.5. If the calculated PTK|MIC does
not match the PTK MIC field from this message, discard and disregard message 3 and abortthe 4-way
handshake. Otherwise, consider this message a proof that the initiator holds the correct\mastef key, and
proceed to the next two steps.

2.| Construct and send message 4 in a PTK command.

3.| Install the PTK.

8.3.1.4 4-way handshake message 4

THe responder shall send message 4 to the initiator as specified in 8:3.1.3. In this command, the fresponder
shill include the same R-Nonce as contained in message 2 and a’PTK MIC computed for this mesgage using
th¢ KCK according to 8.3.5.

On reception of message 4, the initiator shall perform the following step:

1. Verify the PTK MIC for this message using the KEK according to 8.3.5. If the calculated PTK|MIC does
not match the PTK MIC field from this message, discard and disregard message 4 and abort [the 4-way
handshake.

8.3.2 GTK exchange

Upon successful completion of a 4sway handshake and installation of the resulting PTK, the injtiator and
responder each shall use GTK command frames (with Message Number set to 1) to distribute their fespective
GTKs for broadcast traffic to-&ach other. Each may also use a GTK command to distribute a GTK for
protecting certain multicast traffic to an intended recipient with which it holds a valid PTK.

On reception of a valid GTK command frame marked as Message Number 1, a device shall verify that the
GTKID is a unique FKID. The device shall then respond with a GTK command frame with Message Number
sef to 2 and Status Code set to the appropriate value.

A [recipient_may request a GTK for certain multicast traffic in the form of a GTK command (withf Message
Nymber setto 0) from the source device if it holds a valid PTK with the source.

0] receptlon of a valid GTK command marked as Message Number 0, the multlcast source degvice shall

A GTK. The
requestlng dewce upon receiving thls GTK command and verlfylng the uniqueness of the proposed TKID,
shall further return a GTK command with Message Number set to 2 and Status Code set to the appropriate
value.

A source device distributing a GTK shall check the Status Code indicated in the returned GTK command
(Message Number set to 2). If the Status Code indicates a conflict of the proposed TKID at the recipient
device, the source device shall propose a new TKID and re-distribute the GTK to the recipient. After receiving
a returned GTK command from the recipient with the Status Code indicating a normal status, the source
device shall use the new TKID to re-distribute the GTK to each of the devices to which it has previously
distributed the GTK and with which it maintains a secure relationship.
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A device installs a newly distributed or received GTK.
A GTK shall be a 128-bit cryptographic-grade random number. A fresh GTK shall be generated when the

distributing device establishes a new group relationship. 8.3.6 provides an example means of generating a
fresh GTK.

8.3.3 Pseudo-random function (PRF) definition

A PRF is used in several places in the security specification. This subclause defines three PRF variants:

— PRF-p4, which outputs 64 bits,
— PRF-[128, which outputs 128 bits, and

— PRF-256, which outputs 256 bits.

14-octet ASCII text label for each different use of the PRF, B denotes the input data stream, Blen specifies the
length of this data stream, and || denotes concatenation. Blocks are each 16 octets\leng, and are defined jas
inputs to the AES-128 CCM for the MIC generation as specified in 8.5.

In the fol)qywing, K denotes a 128-bit symmetric key, N denotes a 13-octet nonce value,-A denotes a unique

CLM-MAC-FUNCTION(K, N, A, B, Blen)
be¢gin
Form authentication block B_0 from flags = 0x59,/N;yand I(m) =0
Form authentication block B_1 from I(a) = 14 Blen and A
Form additional authentication blocks frofy B

(with last block zero padded as needed)
Form encryption block A_0 fromrflags = 0x01, N, and Counter_0=0
R—MIC (K, B_0,B 1,:5 A _0)
raturn R
PRF(K, N, A, B, Blen;Len)
for i — 1 to((Len + 63)/64 do

R<<,R || CCM-MAC-FUNCTION(K, N, A, B, Blen)

N—N+1

return L(R, 0, Len) = Len most-significant bits of R

PRF-64(K, N, A, B, Blen) = PRF(K, N, A, B, Blen, 64)

PRF-128(K, N, A, B, Blen) = PRF(K, N, A, B, Blen, 128)

PRF-256(K, N, A, B, Blen) = PRF(K, N, A, B, Blen, 256)
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8.3.4 PTK and KCK derivation

PRF-256 shall be employed to generate the PTK and KCK associated with a 4-way handshake as used
in 8.3.1 based on the following parameters as defined in Table 127.

K- The PMK
N - B12-11= InitiatorDevAddr, B10-9= ResponderDevAddr, B8-6 = PTKID, B5-0 = zero
A— “Pair-wise keys”
B - I-Nonce || R-Nonce
Blen - 32
Table 127 — PTK and KCK Generation Parameters
Name Size (octets) | Description
InitiatorDevAddr 2 DevAddr of device with role of initiator
ResponderDevAddr | 2 DevAddr of device with role of responder
I-Nonce 16 Random number selected by initiator (in-message 1)
R- Nonce 16 Random number selected by responder’(in message 2)
PTKID 3 Negotiated TKID value for the PTKto be derived (in message 1)
PMK 16 A pre-shared pair-wise master key identified by the MKID (in messdge 1)

THe PRF-256 is called with these parameters to compute a 256-bit key stream:

KeyStream «— PRF-256(K, N, A, B, Blen)

THis key stream is then split to form the desired PTK and KCK. The least-significant 16 octets of HeyStream
become the KCK while the most-significant 16 octets become the PTK, as specified in Table 128.

Table 128 — KCK and PTK in KeyStream

Key Source
KCK KeyStream octets 0 through 15
PTK KeyStream octets 16 through 31

8.3.5 PTK'MIC generation

T A K dalbal i + £ LV ITall ] Lot £ . DT MIC £:.o1d ¢ K dalbal
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2-4. PRF-64 shall be used to provide the PTK MIC calculation. The PRF-64 parameters shall be defined as
follows based on Table 127:

K- The KCK

N - B12-11 = InitiatorDevAddr, B10-9 = ResponderDevAddr, B8-6 = PTKID, B5-0 = zero
A - ‘“out-of-bandMIC”

B— Fields from Message Number to I-Nonce/R-Nonce contained in the PTK command
Bien — Length in octets of B = 48

PTK MIC «— PRF-64(K, N, A, B, Blen)
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8.3.6 Random number generation

In order to implement the cryptographic mechanisms outlined in this International Standard, every platform
needs to be able to generate cryptographic grade random numbers. RFC 1750 gives a detailed explanation of
the notion of cryptographic grade random numbers and provides guidance for collecting suitable randomness.
It recommends collecting random samples from multiple sources followed by conditioning with PRF. This
method provides a means for an implementation to create an unpredictable seed for a pseudo-random
generation function. The example below shows how to distill such a seed using random samples and PRF-
128.

LoopGotnter=-0
Nonce =0
while|LoopCounter < 32 begin
result = PRF-128(0, Nonce, “InitRandomSeed”, DevAddr || Time || result || LoopCounter, datalLen)
Npnce < Nonce + 1
result < result || <randomness samples>
end
GlobalSeed = PRF-128(0, Nonce, “InitRandomSeed”, DevAddr || Time || result || LoopCounter, dataLen
Once the peed has been distilled, it may be used as a key for further random number generation. The 4-way
handshake requires each party to supply a 128-bit random number. This number may be generated using the
seed and PRF-128.
GenefateRandomNonce
begin
N|= DevAddr || DevAddr || zero
Collect randomness samples

result = PRF-128(GlobalSeed, N, “Random Numbers”, <randomness samples>, length of samples)

return result

8.4 Frame reception-steps and replay prevention measures

A recipient device shall carry out the reception steps and replay prevention measures as specified in this

subclause.

8.4.1 Frame reception
The MAC entity shall perform the following validation steps in sequence when receiving frames:

1. Validate the FCS. If this validation fails, discard the frame. Otherwise, acknowledge the received frame
using the appropriate acknowledgment rules, and proceed to the next step.

2. Validate the Secure bit setting in the MAC Header and take the appropriate actions according to its

security mode as specified in 8.2. If the frame is not discarded and the Secure bit is set to ONE, proceed
to the next step.
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Validate the TKID. If the TKID does not identify a currently installed PTK or GTK, discard the frame.

Otherwise, proceed to the next step.

Validate the MIC using the identified PTK or GTK as specified in 8.5. If this validation fails, discard the

frame. Otherwise, proceed to the next step.

Detect frame replay as specified in 8.4.2. If replay is detected, discard the frame. Otherwise, update the
replay counter that was set up for the PTK or GTK used for this frame as also specified in 8.4.2, and

proceed to the next step.

received, discard it. Otherwise, proceed to the next step.

Decrypt the frame. This step may be taken in parallel with the MIC validation step.

1.2 Replay prevention

[K, is installed to it. The MAC entity shall increment the SFC by one before tfansmitting a secu
ether a new frame or a retry—that uses the temporal key, and shall set.the SFN in that secure fr
ue of the SFC after the increment.

it. The MAC entity shall initialize the replay counter to zero foran'installed PTK, and to the GTK $
talled GTK which was contained in the GTK command distributing the GTK.

ptection as follows:

e recipient shall compare the SFN extracted from the received frame with the reading of the repla

blay counter to the received SFN.

ng the SFN to update its replay.counter.

1.3 Implications on GTKsS

cause a recipient._njaihtains only one replay counter per installed temporal key, that recipient ca

bup.

b AES-128 CCM Inputs

s already

ch transmitting MAC entity shall set up a 48-bit SFC and initialize it to zeror-when a temporal kgy, PTK or

frame—
me to the

ch recipient MAC entity shall set up a 48-bit replay counter when a temporal key, PTK or GTK, is installed

FC for an

on receipt of a secure frame with valid FCS and MIC, the recipient shall perform replay attack detgction and

y counter

the temporal key used by the frame. If the~extracted SFN is smaller than or equal to the replgy counter
hding, the recipient MAC entity shall discard the frame. Otherwise, the recipient shall set the corresponding

e recipient shall insure that the frame passes FCS validation, replay prevention, and MIC verificafion before

n receive

ffic from only one“source using a given temporal key. A scheme that allows multiple source deviges to use
thé same GTK willMresult in frames sent from some of those sources being seen as replay attacks|
S problem, ‘each source device in a group is required to distribute a unique GTK to the recipignts in the

To avoid

AES-128 CCM provides confidentiality, authentication, and integrity for secure frames defined in this propsoal.
This subclause specifies the various fields required for AES-128 CCM operation.

8.5.1 Overview

AES, the Advanced Encryption Standard, is specified in FIPS PUB 197. AES-128 defines a symmetric block
cipher that processes 128-bit data blocks using 128-bit cipher keys. CCM, counter with CBC-MAC, is specified
in RFC 3610. CCM employs counter mode for encryption and cipher block chaining for authentication. AES-

12

8 CCM combines AES-128 with CCM to encrypt and authenticate messages.
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Encryption is done on part or all of the Secure Payload, while authentication is provided by a message
integrity code (MIC) that is included in each secure frame. MIC also protects the integrity of the MAC Header
and Frame Payload in a secure frame.

CCM has two input parameters — M (number of octets in authentication field) and L (number of octets in length
field). For this International Standard, M =8 and L = 2.

CCM requires the use of a temporal key and a unique Nonce for each transmitted frame to be protected. The
SFN is combined with frame addressing and temporal key identification information to provide a unique Nonce
for every secure frame. Since every frame protection with a key requires a unique Nonce, temporal keys have
a known lifetime—Eack aHkey-may-be-used-toprotectup-to-nframeswhere-rristhe-maximum-vatte

the SFN.

In the follpwing figures in this subclause showing the format of Nonce and CCM blocks, the most-significant
octet is represented to the left of the other octets.

8.5.2 Nqnce

The CCM|Nonce is a 13-octet field, consisting of the 2-octet SrcAddr, 2-octet DestAddr; 3-octet TKID, and|6-
octet SFN for the current frame. The Nonce is used as a component of authentication block B_0, an input|to
CBC-MAQ. It is also used as a component of input block A_i for CCM encryptieni /It provides the uniquendss
that CCM| requires for each instance of authentication/encryption. The CCN\Nonce shall be formatted jas
shown in [Table 129. In this Figure, each component of the Nonce is represented with the most-significant
octet on the left and the least-significant octet on the right.

Table 129 — Nonce input to the CCM algorithm

Syntax Size Notes
Nongce Format {
SrcAddr 2 bytes
DesfAddr 2 bytes
TKID 3 bytes
SFN 6 bytes
}

8.5.3 C(¢M blocks

The CCM |authentication blocks shall be formatted as shown in Table 130 and further described below.

Table 130 — Input to CCM authentication blocks

Syntax Size Notes
Inpyt_to CCM~Authentication_Format {
Flags ( = 0x59) 1 byte
Nonge 13 bytes B 0
Encfypted data length I(m) =P — EO 2 bytes
Addltional authenticated data length 1(a) | 2 bytes
=14+ EO
MAC header 10 bytes B_1
Encryption Offset (EO) 2 bytes
Security Reserved 1 byte
0 1 byte
Secure Payload portion not to be EO bytes
encrypted B _2,...,B_(M-1)
Zero padding 0-15 bytes
Secure Payload portion to be encrypted | P — EO bytes
Zero padding 0-15 bytes B_M, ..., B_N
}
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8.5.3.1  Authentication block B_0

Authentication block B_0 is the first input block to the CBC-MAC algorithm. It shall be formatted as shown
in Table 131. The component I(m) is represented with the most-significant octet on the left and the least-
significant octet on the right. The Nonce component is represented with the least-significant octet on the left
and the most-significant octet on the right.

Table 131 — Format of authentication block B_0

Syntax Size Notes
: - o0 —
Flags (= 0x59) 1 byte
Nonce 13 bytes
I(m) 2 bytes
}

8.5.3.2  Authentication block B_1

Adthentication block B_1 is the second input block to the CBC-MAC alggrithm. It shall be formatted|as shown
in [Table 132. In this block, the I(a) component is represented with the most-significant octet on the I¢ft and the
least-significant octet on the right. The EO and MAC Header components are represented with the first octet
trgnsmitted into the wireless medium on the left and the last transmitted octet on the right.

Table 132 — Format of authentication block B_1

Syntax Size Notes
Authentication_Block B 1 Format {
I(a) 2 bytes
MAC Header 1Q'bytes
EO 2 bytes
Security Reserved 1 byte
0 1 byte
}

8.5.3.3  Authentication blocks B_2, ..., B_n

Adthentication blocks B2/ ..., B_(M-1) and B_M, ..., B_N, if any, are additional input blocks to the CBC-MAC
algorithm. They shall be’formatted as shown in Table 133. They are formed by breaking the Secune Payload
partion not to be enhcrypted into 16-octet blocks and the Secure Payload portion to be encrypted info 16-octet
blocks. The last block constructed from the Secure Payload portion not to be encrypted is padded With ZERO
values as needed to insure 16-octet block length. Likewise, the last block constructed from the Secure
P3gyload portion to be encrypted is padded with zero values as needed to insure 16-octet block lgngth. The
paddingiectets are not transmitted onto the wireless medium.

Iable 135 — Format ot authentication blocks beginning from bB_2

Syntax Size Notes
Authentication_Block_B_2_and_above_Format
{
Secure Payload portion not to be encrypted EO bytes
Zero padding 0-15 bytes B_2,...,B_(M-1)
Secure Payload portion to be encrypted P-EQ bytes
Zero padding 0-15 byte B_M,...,B_N
}
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In each of the blocks B_2, ..., B_(M-1) or B_M, ..., B_N, the Secure Payload portion not to be, or to be,
encrypted shall be represented with the earliest octet transmitted into the wireless medium on the left and the
latest transmitted octet on the right. When needed, B_(M-1) and B_N are padded with zeros to the right.

8.5.3.4 Encryption blocks A_0,A_1,...,A_m

CCM uses encryption blocks A 0, A 1, ..., A_m to generate key stream blocks that are used to encrypt
the CBC-MAC and the Secure Payload portion to be encrypted. These blocks shall be formed as shown
in Table 134. In this Figure, Counter i is a 2-octet monotonically incrementing counter that shall be initialized
to 0 for each secure frame. It shall be incremented by one for each successive encryption block. The Counter i
componerft of A_T shall be represented with the most-significant octet on the Teft and the least-significant ogtet
on the right. The Nonce component shall be represented with the least-significant octet on the left and the
most-signfficant octet on the right.

Table 134 — Format of A_i blocks

Syntax Size Notes
Authentication_Block B 1 Format {
Flags = 0x01 1 byte
Nonge 13 bytes
Coupter i 2 bytes
}
9 PHY

9.1 Introduction
This clauge defines a physical (PHY) layer standard for:pérsonal/portable applications using TV White Spages.
The specffication provides a flexible system that uses a vacant TV channel or a multiple of vacant TV
channels o provide the wireless communications;-for example, in home distribution of audio and vidgo,

wireless internet access, etc. The following clauses of the document provide details on the various aspects|of
the PHY gpecifications.

9.2 Symbol description

9.2.1 OKDM symbol description

The transinitted RF signal canbe represented mathematically as

N4
SRH] (f)=Re{Z Sn(f—"TSYM)eXP(ﬂ”fct)} (“

n=0

where Re(.)tepresents the real part of the signal, N is the number of OFDM symbols in the PPDU, Tsvy is the
OFDM symbol duration, f; is the carrier centre frequency and s,(t) is the complex base-band representation of
the n” OFDM symbol.

5, (=0 0>1>Ty, 2

The exact form of s,(t) is determined by the symbol number n. The s,(t) is composed of three components, the
PLCP preamble, PLCP header, and the payload.
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Spreamble, n (t) 0 =n< Npreamble
Sy (t) = Sheader, =N yreamble (t) Npreamble sn< Npreamble + Nheader (3)
Spayload, =N preambie =N header (t) Npreamble + Nheader <n< Nframe

where Spreambie,n(t), Sheader.n(t), @aNA Spayoagn(t) denote the nth symbol of the PLCP preamble, the PLCP header,
and the payload, respectively. The payload contains the data and the FCS (frame check sequence), the tail

THe complex base-band representation of s,(t) is defined by Equation (19) in Section 9.5. PLLEP pfeamble is

THe time-domain signal is generated by taking the inverse Fourier transform of the length Nger vector. The
vegtor is formed by taking the constellation mapper output and inserting pilot and’guard tones. At the receiver,
the time domain signal is transformed to the frequency domain representation by using a Fourier transform.
Fgst Fourier Transform (FFT) algorithm is usually used to implement Fourier transform and it’s inversge.

Let Teer represent the time duration of the IFFT output signal. The ©OFDM symbol is formed by inserting a
cylic prefix of time duration Tcp (shown in Figure 27), resulting i a symbol duration of Tgym = Teer H Tcp

Gl TSYM FFT

Figure 27 — OFDM symbol format

THe specific values for Teer/Ter and Tsyy are given in 9.2.2.

9.21.2 Frequency‘domain description

Inthe frequency-domain, an OFDM symbol is defined in terms of its subcarriers. The subcarriers arg classified
as| 1) data subcarriers, 2) pilot subcarriers, 3) guard subcarriers and 4) Null (includes DC) subcajriers. The
classificatiofi is based on the functionality of the subcarriers. The total number of subcarriers is detgrmined by
th¢ FFT/IEFT size. Except for the DC subcarrier, all the remaining guard/Null subcarriers are plaged at the
band-edges. The guard subcarriers do not carry any energy. The pilot subcarriers are distributed across the
bandwidth. The exact location of the pilot and the data subcarriers are described in 9.5 and arel shown in

theFigure 28 forone particutarsymbot:
-64 -25 5

DC +3 +63
Data Pilot Guard/Null
Sub-carrier Sub-carrier Sub-carrier

Figure 28 — OFDM symbol structure
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9.2.2 Symbol parameters
For a 6 MHz channel bandwidth, the subcarrier spacing A F = (BW*8/7)/128 = 53.571 KHz

1
T =——=18.667us 4
FFT =77 u (4)

where BW represents the channel bandwidth.

The cyclic prefix duration Tcp could be one of the following derived values: Tge1/32, Teer/16 and Tgger/8.
Beacon sJ\aII be transmitted with CP of Tgg+/8.

The OFDM symbol duration for different values of cyclic prefix is given in Table 135.

Table 135 — Symbol duration for different cyclic prefixes

CP = TFFT/32 CP = TFFT/16 CP= TFFT/8

Tsym = Trer + 1P 19.25 ps 19.833 us 21.0 ps

Table 13§ shows the different OFDM parameters and their values ferna 6 MHz channel bandwidth. The
corresponding numbers for other bandwidths is provided in Annex B.

Table 136 — OFDM Parameters

Parameter Value
Subcarrier spacing, AF
(KHz) 53.571
FFT period, Teer\(us) 18.667
Total number.of-subcarriers,
128
Nerr
Number of guard
subcarriers, Ng (L, DC, R) 26(13,1,12)
Number of used subcatrriers, 102
N7= Np+ Np
Number of data subcarriers,
98
Np
Number of pilot subcarriers, 4
Np
Signal bandwidth (MHz) 5.518

9.3 PPDU

The PPDU is shown in Figure 29. The format for the PPDU includes the PLCP preamble, PLCP Header
(HDR), PSDU, tail bits, and pad bits.
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PLCP HDR (Two OFDM Symbols) PSDU Tail Pad
PLCP Preamble Bits Bits
HDRI1 HDR2 DATA FCS | (6bits) | (variable)
Figure 29 — PPDU frame format
9.3.1 PLCP preamble
THe PCPpreambie s Used by the receiver for frequency and time synchronization and chanmetestjmation.
Two types of PLCP preambles are defined:
— Normal PLCP preamble: Used for all the packets in normal mode and for the first packet in [streaming
mode.

—{ Burst PLCP preamble: Used for the second and the subsequent packets inthe/streaming mode
9.3.1.1  Normal PLCP preamble
THe format of the Normal PLCP preamble is shown in Figure 30 Fhe Normal PLCP preamblg is three
symbols in duration and consists of a short preamble and a long.preamble. The short preamble mgy be used
for initial burst detection; AGC tuning, coarse frequency offset estimation and timing synchronization. The long
preamble may be used for channel estimation and for fine frequency offset estimation. The short| preamble
consists of nine repetitions of a short training sequence while'the long preamble consists of two repetitions of
a lpng training sequence.
THe length of the cyclic prefix for the Normal PLCP_preamble is given as

T = gTFFT (5)
and the duration of Normal PLCP préeambile is

TNormalPLCPPreamble = 3T:S‘YM (6)

|l TSYM wle 2TSYM |
< L) >
Long Preamble
Short Preamble
Cp ‘ CEl ‘ CE2
%
SU SI SZ D3 >S4 SR S0 S S8
€|
Trer/8
Figure 30 — Normal PLCP preamble format. S0 — S8: short training sequence;
CE1, CE2: long training sequence
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Short preamble for the single antenna is generated using the following procedure:

1.

2.

Long preamble for the single antenna is generated using the following procedure:

1.

The

9.3.1.2 (Burst PLCP preamble

The

A 128 length frequency domain sequence is defined as shown below

PST(-64:63) = %{o, 0,0 0000 0,000 000,00, 1,0 0, 0,0, 0,0, 0, 1, 0,
0,00 0,0 01,0, 000,000, -1,0 000 00,0, -1,0 0,000, 0, 0-1,0,0
0,000, 0 00000000-10 000000 10,0, 0,00, 0,0-1,0,0,0, 0
0,0, 0-1,0 000 0,00, 1,0 0, 00,0, 0, 0-1,0 0 0,00 0,0 000, 0, O,

0}

Taking IFFT of the above sequence will generate 8 repetitions of a 16-sample vector in time domdin.
Thesq vectors are represented as S1 — S8 in Figure 30. Another replica of this vector is transmitted in the

CP (SP). The factor /% is used to normalize the signal energy.

A 128|length frequency domain sequence is defined as shown below

PLT(-64:63)={0, 0, 0, 0, 0, 0, 0, 0, 0, O, O, O, O,-1,1,1,-1, -1, 1. =1, -1, -1, -1, 1 —1,1,—1,-1
1,011,101 11,101,111, -1, 1,11, 1,1, 1,1, 1,109, 1,1,1,1,11, , 01
’I,-, 1,111,111, 1,11, 1, 1,1, 1,1, 1, -454,-1,1, -1, 1,1, -1, 1, ’I 1 ’I ,
1,1,-1,1,-1, ,-1, 1 -1,-1,-1,1,1,-1,-1,0, 0, 0, 0, 0,0, 010,/0, O, O, O}

8

Taking IFFT of the above sequence will generate the time, domain representation of the long training
sequence.

A cop} of the time domain sequence is also transmitted*in the following symbol.

The JP of the two symbols are combined and transmitted at the beginning of the long preamble. Thus the
CP of|the long preamble is twice the CP of the short preamble.

Shortland Long preamble for the multiple-antennae are described in Section 9.11.1.

format of the burst PLCP preamble for the single antenna is shown in Figure 31. The burst PLCP

preamble [for the single antennd is$ ‘one symbol in duration and consists of two repetitions of a burst training
sequence| The burst PLCP.prfeamble may be used for channel estimation and for fine frequency off$et

estimation.

The

and

136

length of the cyclic-prefix for the burst PLCP preamble is given as

1
Ta; :gTFFT 9

the duration of the burst PLCP preamble is

T,

BurstPLCPPreamble — T, SYM (10)
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Burst Preamble

. \

Cp B1 B2

BY

Th

TH
en

Th

9.1

Th
m

.3.2 PLCP header

Figure 31 —Burst PLCP preamble format for the single antenna.
rst preamble for the single antenna is generated using the following procedure:
A 128 length frequency domain sequence is defined as shown below

PBT(-64:63) = %{0, 0,0000¢00000000010-10*10101,0,-

-110!-1101-1501-1)0!1101-1!01-1)0!-1!011!0!1101110!15011101-1!01110!-110!-110!
1,0,-1,0,-1,0,-1,0,-1,0,1,0,-1,0,1,0,-1,0,1,0,1,0,-1,0,4,0,-1,0,1,0,-1,0,-1,0
1,0,1,0,-1,0,-1,0,1,0,-1,0,0, O, O, 0, 0,0, O, O, O, O, O; 0}

Taking IFFT of the above sequence will generate 2 repéfitions of a 64-sample vector in tim

signal energy.

e burst preamble for the multiple antennae is described in Section 9.11.1.

e PLCP header consists of the PHY header, MAC header, tail bits and the parity bytes from a sho
coder. Figure 32 shows the differentfields in the PLCP header.

RS
Parity
(64)

Tail
bits

PHY Hdr MAC HDR
(12)

(40) (80)

Figure 32 — PLCP header format.

e numbers in parenthesis represent the number of bits allocated for that field.

.2.1 PHY header

e format of the PHY header is shown in Figure 33. The PHY header includes data rate, length, tra

1,0, -1,
1,0, O,
11 ’1!

’

oo O

(11)

e domain.

These vectors are represented as B1 and B2 in Figure 31. The factor /% is used to normalize the

rtened RS

nsmission

pd€,) scrambler initialization seed, interleaver option, multiple antenna mode, CP mode and transr

nits power

fie

revisions. The reserved bits are set to 0.

ds. It also includes a number of reserved bits that may be used to define additional modes in future

37( 38| 39

0| 1]2|3]|4|5(6]|7|8]|9[10[11]12(13]|14|15|16(17]|18[19]20|21|22| 23| 24| 25(26(27|28( 29| 30| 31|32| 33|34 | 35|36
coc1 C7mom1 RO R3A0 A1LO L1180 $1 10 11
f—— CP mode ——\jode—Rate—ANT | Length |SCR Intlvr

Figure 33 — PHY header format
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9.3.211 Cyclic prefix mode (CP)

The CP mode bits are used to determine the CP duration used for the payload symbols. This field is 8 bits

long and occupies the positions 0 to 7 in the PHY header. The first two bits of this field i.e. CO and C1
determine the CP duration as defined in the Table below.

Table 137 — CP mode bits C0 and C1 definition

CP Mode bits CP Duration
C1-C0
00 1/32
01 1/16
10 1/8
11 Reserved

The remaijning CP mode bits (C2 — C7) are a repetition of C1 and CO bits. The bjts.C2, C4 and C6 are a cdpy
of bit CO, while the bits C3, C5 and C7 are a copy of bit C1.

9.3.2.1.2 | Transmission mode (MODE)

The transiission mode field is used to represent the stream type to:which the next packet/frame belongs and
also to indicate the preamble type for the next packet. The MODE bit MO is located at position 8 in the PHY
header and indicates the stream type as shown in Table 138 below.

Table 138 — MODE bit MO definition

The MODE bit M1 is located at pdsition 9 in the PHY header and indicates the preamble type for the néxt
shown in Table 139 below.

packet as

MODE Bit M0

Stream Type

0

Normal

1

Burst/Streaming

Table 139 — MODE bit M1 definition

MODE Bit M1 Preamble Type
0 Normal
1 Burst

9.3.2.1.3 Data rate field (RATE)

The data rate field in the PHY header defines a combination of modulation, coding and spreading schemes.
The size of the rate field is 4 bits and occupies the positions 10 to 13 in the PHY header (see Figure
33). Table 140 defines the mapping of the PHY layer transmission parameters to the rate field.
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Table 140 — Mapping of the PHY layer parameters to Rate field. The data rates are derived using the

parameters defined in Table 136. CP duration = 1.167 ps (1/16 Tgey)

9.1

TH
th
m

R§A_T§0 Modulation Outer Coding Inne;:tzding D?ﬁbza)te Esf:zr(:r:i;/

(bit/s/Hz)
0000 (0) QPSK (245,255,5) 1/2 4.75 0.79
0001 (1) QPSK (245,255,5) 2/3 6.33 1.05
0010 (2) 16-QAM (245,255,5) 1/2 9.49 1.58
0011 (3) 16-QAM (245,255,5) 7112 11.08 1.85
0100 (4) 16-QAM (245,255,5) 2/3 12.66 2.1
0101 (5) 64-QAM (245,255,5) 1/2 14.24 2.37
0110 (6) 64-QAM (245,255,5) 7112 16.62 2.77
0111 (7) 64-QAM (245,255,5) 2/3 18.99 3.16
1000 (8) 64-QAM (245,255,5) 3/4 21.36 3.56
1001 (9) 64-QAM (245,255,5) 5/6 23.74 3.96

1010 — 1111 (@“45) Reserved
o\

8.2.1.4

Multiple antenna field (ANT)

Table 141 — ANT field bits A1 and A0 definition

Multiple antennae field bits

Multiple antennae transmission

e ANT field bits are used to determine the type of multiple antennae transmission scheme used {o transmit
payload symbols. This field is 2 bits long and occupies the positions 14 and 15 in the PHY hgader. The
Itiple antennae field bits are defined in Table 141.

A1 — A0 scheme
00 Reserved
01 Frequency Interleaved Transmit
Diversity (FITD)
10 Space Time Block Code (STBC)
11 Spatial Multiplexing (SM)

If a transmitting device uses 2 antennae, then the ANT mode bits A1 and AO in the PHY header denote
whether the transmitter is using FITD, STBC or SM for the data payload. The multiple antenna modes are
described in 9.11. If a transmitting device uses only a single antenna, then the ANT mode bits shall be set to
“00!!.
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9.3.2.1.5

PLCP length field (LENGTH)

The PLCP length field indicates the length of the PSDU/MPDU (including aggregation) in bytes, which
includes the data and FCS, and does not include tail bits, and the pad bits. The LENGTH field is 12 bits in size
and represents PSDU/MPDU sizes from 0 to 4095 bytes. The LENGTH field occupies positions 16 to 27 in the

PHY header with LSB (LO) bit at position 16 and MSB (L11) bit at position 27.

9.3.2.1.6

Scrambler initialization seed (SCR)

The scrambler initialization seed is used to initialize the pseudo random sequence generator (PRBS) used in

the scram

9.3.21.7

Interleaver option (INTLVR)

pler. 1he SCR Tield Is located In positions 26 and 29 In the PHY header.

The interl¢aver option is used to indicate the interleaver parameters used in the encoding of the’PSDU. The

INTLVR fi

9.3.2.1.8

The trans
packet/fra
in Table 1

9.3.21.9

bld is located in positions 32 and 33 in the PHY header and is defined as shown in Tiable 142.

Table 142 — Interleaver option field definition

INTLVR bits Interleaver column
1-10 size Ncol
00 14
01 Not used
10 Notused
11 7

Transmit power field (TXPWR)

mit power field indicates the relative_transmit power level that will be used to transmit the currg¢nt

Tse. The TXPWR field is located in positions 37 — 39 in the PHY header and is defined as shoywn
Table 143 — Transmit power field definition
TXPWR Relative Transmit Power
(P2 - P0) Level (dB)
000 0
001 3
010 6
011 9
100 12
101 15
110 18
111 21
Reserved bits

The bits in positions 30, 31, and 34-36 in the PHY header are reserved.

140
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9.3.2.2 MAC header

The MAC header field received from the MAC is incorporated in to the PLCP header without any modifications.

9.3.2.3 Encoding of PLCP header

In order to enable the receiver to obtain the CP mode information before completing the full decoding of PLCP
header, the encoding of the PLCP header is performed differently compared to other packet based standards.
The PLCP header is RS encoded as described in 9.3.2.3.1, and then convolutionally encoded with a code rate
of R=1/2 as described in 9.3.3.2.2, bit interleaved as described in 9.3.3.3 with N,,=14, and transmitted using

QIPSK modulation. Figure 34 shows the different sieps in the PLCP header encoding process.|The PHY
header and MAC header bytes are input to a systematic (23, 15, 4) RS encoder. The resultant’8 pgrity bytes
arg¢ appended to the PHY and MAC header bytes to result in a 184 bit vector. Tail bits are then_insefted in the
middle and at the end of this vector. The resultant 196 bit vector is then split in to two equal/parts|of 98 bits
and then each is independently encoded and mapped in to two OFDM symbols HDR1, _and HDR2. The CP
rafio of each OFDM symbol is 1/8.
PHY
HDR MAC
(23, 15, 4) RS encoder,
Y l ;
PHY HDR MAC HDR RS Parity
(40) (80) (64)
Y e
First half of PLEP bits 6 Second half of PLCP bits 6
(92) (92)
Tail Tail
bits bits
A
~
Coding, interleaving, and Coding, interleaving, and
mapping mapping
HDR1 HDR2
Figure 34 — PLCP header encoding process

9.3.2.3.1 RS coding for PLCP header
A RS encoder specified in 9.3.3.2.1 is also used to encode the PHY and MAC header bytes. Since the

number of octets in the header is much smaller than the code length, less number of parity octets is used for
the header field. The parity octets for the header are derived as follows:

1) The header message octets (sizek) are pre-fixed with zero octets, as described in 9.3.3.2.1, such that
the length of the message octets equals K.

2) The message block is then encoded using a (N, K, T) RS code to generate 2T parity octets
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3) The last (N-K-2T) parity octets are removed from the generated code word

4) The

(K-K)

padded octets are removed from the code word to form a (N.K.T) code block

Where N = 255, K= 245, T=5and N=23 K=15 T-4

At the receiver, if the RS decoder cannot recover the PHY and MAC headers (i.e. the code block has more
than 4 byte errors) then the HEI is set to ZERO (invalid), otherwise the HEI is set to ONE (valid).

9.3.3 P§

9.3.3.1

DU

—p Scrambler = FEC —— Bit Interleaver +=——p

Rate-1/2
RS Encoder | Convolutional —{ Puncturer
Coder

PadBits
Inserter

Figure 35 — PSDU encoding process

Data scrambling

The scra

The polynpmial for generating the PRBS, P(x);shall be : P(x) = x’+x*+1. The scrambler shall be initialized fon

bler shall be used to scramble the PSDU/MPDU with the pseudo-random binary sequence (PRBE).

each PSOU/MPDU by using the seed value,~S0 and S1, which are specified by the MAC and defined within
the PLCP|header. P(x) and Initial vectariare shown in Figure 36, and the sequences of the scrambler output

(Sou) acc
generated
received @

rding to each seed value(ane shown in the Table 144. The 511-bit sequence will be repeatedly
by scrambler, and the same scrambler is used to scramble transmit data and to descramble the
ata.

Data In

I

>(X)
x"<—x8<—x7<—x6<—x5Ix4<—x3<—x2<—x14 >(X

Initial

Vector

142

Data Out

Figure 36 — Data scrambler
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