INTERNATIONAL
STANDARD

ISO/IEC
16350

First edition
2015-08-01

Information technology -« Systems

and software engineering —
Application management

Technologies de l'information - Gestion d’application — Exigences

pour la gestion d’application

Reference number

@ m ISO/IEC 16350:2015(E)

© ISO/IEC 2015


https://standardsiso.com/api/?name=152882269793a7bd060bf6eef753e6b8

ISO/IEC 16350:2015(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2015, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

WwWw.iso.org

ii © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=152882269793a7bd060bf6eef753e6b8

ISO/IEC 16350:2015(E)

Contents Page
FOT@WOTIT ... \%
IIEETOUICEIONN ... vi
1 S0P ...
1.1 General.................
1.2 Applicability
T.2.1 AUAIEIICE et
22— Fietdof apptication:
1.3 LIMIEAEIOIIS e Dot
2 COMFOTIMANICE. ..o by
2.1 Intended usage......
2.2 Full conformance..
2.21  General... e
2.2.2  Full conformance to OUtCOMES...........coorirrirsrssrescesg oo 6
2.2.3  Full conformance to tasks ... ad ot 6
2.3 Tailored cONfOrMAaNCe ... e e 6
3 NOIMALIVE FEFETEIICES .............oooieeeeee e S e e 7
Terms and definitions ... oo e 7
5 Application Management PrOCESSES ...yl
5.1 Application Support Processes..............ad
511  Use SUPPOrt. e S0
5.1.2  Configuration Management.....@s...........
5.1.3  Application Operation Management
5.1.4  Continuity Management &t ...
5.2 Application Maintenance and Reffewal Processes.........sirseesenseessc e 23
5.2.1  IMPACE ANALYSIS ooyt
5.2.2  Software Design
5.2.3  Software Construction and INteGration. ... ... e 29
5.2.4  SOFEWATE TESTING ..ottt
5.2.5  Preparation of Transfer to Production....
5.3 Connecting PFOGESSES........cccwvriiesreeeireseeseeireses
5.3.1 Applieation Change Management.....
5.3.2  Seftware Control and Distribution.....
5.4 Managenrent Processes ...,
5.4. 10" Agreement ManagemIEeNT. ... ..o
54,2 Planning and CONTIOL. ...t
5.4.3  Quality Management........cccnnn
5.4.4  Financial Management....................
5.4.5  Supplier Management..........cccconee
5.5  Application Strategy Processes..........cccce.
5.5.1  Analysis of Developments in IT
0.0.2  Customer Organizations ANALYSIS ...
5.5.3  Customer Environment ANALYSIS . ...
5.5.4  Application Life Cycle Management
5.5.5  Application Portfolio Management. ...
5.6 Application Management Organization Strategy ProCesses.........scs 65
5.6.1  Account and Market Definition
5.6.2  Capabilities Definition...........c..ccccouu....
5.6.3  Technology Definition . ...
5.64  SoUICING DefINTtION ..o
5.6.5  Service Delivery Definition . ...
Annex A (informative) EXplanatory STAt@IMENTS ...t
Annex B (normative) TAIlOTING PTOCESS ... oot 77
© ISO/IEC 2015 - All rights reserved iii


https://standardsiso.com/api/?name=152882269793a7bd060bf6eef753e6b8

ISO/IEC 16350:2015(E)

Annex C (informative) Process Reference Model for assessment purposes

Annex D (informative) Relationship to ISO/IEC 15504-8:2012 ...
Annex E (informative) References made to ISO/IEC 20000-1 and ISO/IEC 12207 ... 82
BIDIHOGTAPIY ... 85

iv © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=152882269793a7bd060bf6eef753e6b8

F

ISO/IEC 16350:2015(E)

oreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Applications can live for decades. Applications that were developed twenty or thirty years ago are still
being used and most applications that have recently been developed will still be in use for the many
years to come. During their life cycle, these applications and the related data structures will have to be
monitored, enhanced, and sometimes renewed or renovated. This means that very often, in total, more
money and work is needed for the stage of operation and use than for the initial development stage.
But the emphasis very often lies at the initial development stage; there are various frameworks and
(international) standards covering initial application development. For the stage of operation and use,
there are [ittle frameworks and standards. 1T 1is International standard has been developed to 11l this gap.

initial Stage of operation

development and use

Figure 1 — Stage of the lifecycle\in'scope

The initidl development of applications usually takes placeiin a rather protected project environmgnt
with a relptively small amount of operational interactionwith the business processes, as they are not yet
supported by the application under development. The projecthasits own paceandrules,itsown governange,
and a limjted lifespan. In the final development stage,the application is transferred to operation then the
rules chahge. The business processes of the user«organizations become largely or fully dependent on the
applicatidn. In that stage, the following two major types of actions will have to take place:

a) suppprting use and operation of the application;

b) adapting the application based-on changing demands or based on quality improvements (fix
patcHes, and releases).

1%
g

These actfions and all the responsibilities, activities, and tasks around it, we call application managemgnt
and the stage in which a version of an application actually is in use and in operation is the subject of this
Internatipnal Standard:

This Intefnational Stahdard aims to offer application management organizations a well-defined, directly
applicablg, and complete standard for their specific activities. Although this International Standard|is
partially pverlapping with ISO/IEC 20000 and ISO/IEC 12207, this International Standard is a standajrd
organize:f from the viewpoint of application management and contributes to the convenience of usdrs
who worldsthatarea-

This International Standard provides a common framework for establishing the processes, tasks, and
activities of service providers that enhance, maintain, and/or renew applications or application objects
after the initial development (that is at the stage of exploitation and use) and that supports other service
providers that run the application in production environments and user organizations that use the
applications.

This International Standard also supports the definition, control, assessment, and improvement of such
processes. These processes can be applied uniquely, in conjunction, sequentially, or in parallel.

vi © ISO/IEC 2015 - All rights reserved
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INTERNATIONAL STANDARD ISO/IEC 16350:2015(E)
Information technology — Systems and software
engineering — Application management

1 Scope

1.1 General

This International Standard establishes a common framework for application managément processes
with well-defined terminology that can be referenced by the software industry. [t.éontains grocesses,
aclivities, and tasks that apply during the stage of operation and use from the pointofview of the supplier
organization that enhances, maintains, and renews the application software andthe software-related
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oducts such as data-structures, architecture, designs, and other documentation.

is International Standard applies to the supply, maintenance, and renewal of applications

plication management comprises all of the tasks, responsibilities, and activities with the
e support of business processes by applications continues touneet the requirements and ne
canizations that use these applications throughout the entire life span of their business pro

is International Standard therefore focuses on the following:

day-to-day management of applications (the seftware) and the related data structures an

maintenance and renewal of applications and data structures in accordance with
requirements and needs;

opportunities, threats, and changes in the business and/or technology that influence the
the applications and, based on.that, the strategy for maintaining and renewing the applic

organization and strategy.of application management organizations.

fore retirement, the life.cycle of an application consists of two important stages: the stagg
velopment of the application and the stage of operation and use (when the software is
eration, supported,-modified, and renewed). This stage of operation and use is the subijg
fernational Standard. The initial development of an application is not within the scop
fernational Standard, however the project that is responsible for the initial developme
ke the requirements of the application management organization that will enhance and
e application into consideration. This means that the application management organiz
k theproject to deliver initial requirements, architecture products, design, standards, 3
camentation, in order to use these products during enhancement and maintenance.

rformed internally or externally with respect to the organization thatuses the applicationg.

of costumer organizations, including handling ¢alls such as incidents and service requests;

whether
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Stage of operation and use

Initial development
of application

Applicatio
anagemen

Figure 2 — Domains involved

In the stage of operation and use, the following three domains play a role:

a) business information management representing the business and end users'0f the application (us

D

);

b) IT infrastructure management hosting the application (operation) and-maintaining the technigal
infraptructure;

c) applifation management
1) supporting the use and the operation;
2) rhaintaining and renewing the application softwaréand data structures.

Business [information management constitutes the demand side of information technology (IT) apd
informatjon provisioning. Business information mandgement is responsible for supporting users in the
use of the¢ information provisioning and represents the business organization as the client of the |T-
suppliers| Business information management.acts as the customer of the IT organizations (applicatipn
managenjent plus IT infrastructure management).

Specific tasks of business information management include the following:
— suppprt of end users in how the information provisioning are to be used;
— define how information and)IT are to look like (the functionality, the appearance, etc);

— advige and support business management with the prioritization of requirements and managemgnt
of their budgets for1T;

— assigh work to LT providers and monitor their delivered services;

longterm policy and plans regarding the information provisioning.

including maintaining the infrastructure (e.g. network, hardware), running the software, and data
processing. In brief, this is the organization that runs the information systems and aims to keep the
infrastructure in good order.

The activities of business information management and IT infrastructure management are closely
related to application management but not within the scope of this International Standard.

Application management is responsible for the management and maintenance of the application and
definition of the data structures used in databases and data files. This form of management requires
knowledge of software programming, information system development, design, day-to-day management
of applications, and application maintenance. Core qualities of the application management personnel are
in-depth knowledge of the customer or (atleast) in-depth knowledge of the customer’s business processes
and in-depth knowledge of the existing applications (application objects), design, architecture, etc.

2 © ISO/IEC 2015 - All rights reserved
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This International Standard consists of the following three levels of processes:

operational;

— managerial;

strategic.

These process levels and the processes are interconnected with one another.

Figure 3 provides an overview of the processes within each of the process levels.

Strategy

Management

Operation

Application Management
Organization Strategy

processes

Application Strategy processes

(Subclause 4.6.1)

Account and Market Definition

IT Developments Analysis

(Subclause 4¢5.1)

(Subclause 4.6.2)

Capabilities Definition

Customer Orgdnizations Analysis

(Subclause 4.5.2)

(Subclause 4.6.3)

Technology Definition

Customer Environment Analysis

(Subclause 4.5.3)

(Subclause 4.6.4)

Supplier and Sourcing Definition

Application Life Cycle Management

(Subclause 4.5.4)

Service Delivery Definition

Application Portfolio Management

(Subclause 4.6.5) (Subclause 4.5.4)
Management'precesses
Contract Management Planning and Control |, ®® Quality Financial Supplier
(Subclause 4.4.1) .~ Management Management Management
(Subclause 4.4.2) | &
. (Subclause 4.4.3) (Subclause 4.4.4) (Subclause 4.4.5
\‘ Impact Analysis
Use Support O (Subclause 4.2.1)
(Subclause 4.1.1) .
' A
$‘ Software Design
Subcl 4.2.2
Configuration M @nt (Subclause )
(Subclause 341@

— Software Construction

%5

IT Op%?hn Management
clause 4.1.3)
2N

?b
Q Continuity Management
\A [Subclause 4.1.4)
Application
Support processes

Connecting
processes

& Integration (Subclause 4.2.3

Software Testing
(Subclause 4.2.4)

Preparation of Transfer to Produd
(Subclause 4.2.5)

Fion

Application

Maintenance and Renewal processp

X

w

There are no separate processes defined for security, issues, risks, and/or vulnerability. These topics
form an important part of the Continuity Management Process, but they are also part of other processes.
Security, for instance, is an important part of the functionality of the application, so it is addressed in the
Impact Analysis process and dealt with within the specifications of the application and defined in the
Software Design Process and also within the service levels and, therefore, specified in the Agreement
Management and Supplier Management Processes. Other processes which deal with these topics are the
management processes planning and control, quality management and financial management, and, for
instance, the strategic process technology definition, where risk and vulnerability are important features.

Figure 3 — Process overview
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1.2 Applicability

1.2.1 Audience

This International Standard is intended to be used by application management organizations. The
application management service providers that enhance, maintain, and/or renew applications or
application objects and that support infrastructure management organizations and user organization
in the stage operation and use.

Other users of this International Standard can be application software developers, quality assurance

managersg

The purg

(or consultants), and customers of application management organizations.

ose of this International Standard is to provide a defined set of processes to Afacilits

communication among all parties involved in application management.

Different
some par
also supp

just chanpe the software items while others are responsible for the entire chain’of impact analydi
hild, test, and release of changes. These different parties can be all(in one organization or|i

design, b
different

Key
AM app

parties can carry out different activities in the field of application management..For examp
[ies are responsible for maintenance of the application after the development stage while othg
ort the user organization and the IT infrastructure management organization. Some part

nternal and external organizations.

AM
custom made

(e

User

AM

component

AM

custom made
COTS, SaaS

AM

component

AM
custom made
COTS, SaaS

implementor

ication mandagement

COTS comjmercial off-the-shelf

SaaS soft

vare ‘as a service

Figure 4 — Examples of application management organizations

The following are examples of different types of application management organizations shown in Figure 4:

— organization that produces and maintains a specific component;

— organization that supplies and maintains standard products or standard components;

— organization that delivers custom services to an individual customer, either with or without

integ

ration with other systems or the infrastructure;

— organization that manages and maintains a custom application;

© ISO/IEC 2015 - All rights reserved
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organization that implements software.

The following are other examples of application management organizations:

integrator that merges or combines services;
producer of configurable software platforms;

organization that configures and maintains such platforms for customers.

2015(E)

These types of application management organizations have a strong impact on the way in which the

prj
an
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T}
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Annex C provides information regarding the use of'the application management processes as
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de

.2.2 Field of application

.B Limitations

ocesses are Implemented and operated. 1'he processes shown In Figure 5 therefore vary inin
d characteristics.

is International Standard is applicable to all the following organizations using\the processeg
ole in application management within the scope mentioned in 1.1:

anyone performing application management activities;
those responsible for establishing and continuously improving application management
those responsible for executing application management processes at a project level;

customers and suppliers involved in subcontracting application management activities;

those responsible for assessing application managenient processes.

ference model. It defines the basic activities needed to perform tailoring of this Inte

this International Standard. An organization asserting a single-party claim of conforman|
fernational Standard might find itadvantageous to claim full conformance to a smaller list of
ther than tailored conformance to-alarger list of processes.

e initial development of anrapplication is not within the scope of this International Standar

e activities of business information management and IT infrastructure management are 1
e scope of this International Standard.

is Internatienal Standard does not detail the application management processes in terms o
working procedures required to meet the requirements and outcomes of a process.

is International Standard does not detail documentation to be used or produced within the
scribed in the processes in Clause 5 in terms of name, format, explicit content, and recordi

T}

portance

that play

rocesses;

a process
rnational

hndard. It has to be noted that tailoring migh¥’ diminish the perceived value of a claim of conformance

ce to this
brocesses

.

ot within

methods

activities
hg media.

e JInternational Standard might require development of documents of similar class or

ype. The

International Standard, however, does not imply that such documents have to be developed or packaged
separately or combined in some fashion. These decisions are left to the user of this International Standard.

This International Standard does not prescribe a specific application management methodology, design
methodology, development methodology, test methodology, project management method, or other
methods, models, or techniques. The users of this International Standard are responsible for selecting
these methods and mapping the processes, activities, and tasks in this International Standard onto
those methods. The users of this International Standard are also responsible for selecting and applying
the methods and for performing the activities and tasks suitable for application management.

This International Standard is not intended to be in conflict with any organization’s policies, procedures,
and standards or with any national laws and regulations. Any such conflict has to be resolved before

us

ing this International Standard.

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=152882269793a7bd060bf6eef753e6b8

ISO/IEC 16350:2015(E)

2 Conformance

2.1 Intended usage

The requirements in this International Standard are contained in Clause 5 and Annex B. This International
Standard provides requirements for a number of processes suitable for usage in the field of application
management. It is recognized that particular projects or organizations might not need to use all of the
processes provided by this International Standard. Therefore, implementation of this International
Standard typically involves selecting and declaring a set of processes suitable to the organization or project.

There arg two ways that an implementation can be claimed to conform to the provisions of: this
Internatipnal Standard: full conformance and tailored conformance.

There ardtwo criteria for claiming full conformance. Achieving either criterion suffices for canfermange,
although the chosen criterion (or criteria) is to be stated in the claim.

— Clainping “full conformance to tasks” asserts that all of the requirements of the activities and tagks
of th¢ declared set of processes are achieved.

— Alterhatively, claiming “full conformance to outcomes” asserts that all of(the required outcomes|of
the declared set of processes are achieved.

Full confgrmance to outcomes permits greater freedom in the implementation of conforming procesdes
and can be useful for implementing processes to be used in the context of an innovative applicatipn
managenjent organization.

2.2 Full conformance

A claim ¢f full conformance declares the set of\processes for which conformance is claimed. Fhll
conformgnce is achieved by demonstrating that all of the requirements of the declared set of procesdes
have been satisfied using the outcomes as evidence.

2.2.2 Full conformance to outcomes

Aclaim offfull conformance declares the set of processes forwhich conformanceis claimed. Full conformarjce
to outconpes is achieved by demgnstrating that all of the outcomes of the declared set of processes have
been achipved. In this situation, the provisions for activities and tasks of the declared set of processes gre
guidance [rather than requirements, regardless of the verb form that is used in the provision.

2.2.3 Full conformance to tasks

A claim ¢f full 'eonformance declares the set of processes for which conformance is claimed. Fhll
conformgncetotasksisachieved by demonstrating thatall of the requirements of the activities and tagks
of the dedlated set of processes have been achieved. In this situation, the provisions for the outcomes|of
the declared set of processes are guidance rather than requirements, regardless of the verb form that is
used in the provision.

2.3 Tailored conformance

When this International Standard is used as a basis for establishing a set of processes that do not qualify
for full conformance, the clauses of this International Standard are selected or modified in accordance
with the tailoring process prescribed in Annex B. The tailored text, for which tailored conformance is

6 © ISO/IEC 2015 - All rights reserved
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claimed, is declared. Tailored conformance is achieved by demonstrating that the outcomes, activities,
and tasks, as tailored, have been achieved.

NOTE1 When this International Standard is used to help develop an agreement between an acquirer and a
supplier, clauses of this International Standard can be selected for incorporation in the agreement with or without
modification. In this case, it is more appropriate for the acquirer and supplier to claim compliance with the
agreement than conformance with this International Standard.

NOTE 2  Any organization (for example, national, industrial association, company) imposing this International
Standard as a condition of trade has to specify and make public the minimum set of required processes, outcomes,
activities, and tasks which constitute suppliers’ compliance with the conditions of trade.

NOTE 3 Requirements of this International Standard are marked by the use of thehverb “shall”.
Rgcommendations are marked by the use of the verb “should”. Permissions are marked by the.use ¢f the verb
“may”. However, despite the verb that is used, some requirements do not apply depending on'which driteria are
to|be applied in claiming conformance.

NOTE4 A claim of full conformance to tasks can be appropriate in contractual situdtions where an dcquirer or
arlegulator requires detailed understanding of the suppliers’ processes.

3| Normative references

No¢ normative reference cited in this document.

4| Terms and definitions

Far the purposes of this document, the following terms and definitions apply.

4.1
application
sygtem for collecting, storing, processing, and presenting data by means of a computer

[SPURCE: ISO/IEC 24570:2005]
Ndte 1 to entry: The generic term system in context of this International Standard is used to mean a softwdre system.

4.p
application management
ddmainresponsible forall ofthe tasksand activities thatareaimed at managing, supporting, majntaining,
arld renewing existing applications and related data structures

Ndte 1 to entry: Application management includes all of the tasks, responsibilities, and activities that serve to
bring applications.rito a state where they meet the requirements and needs of their owners throughout the entire
life cycle of thebusiness processes that are supported by the applications.

4.8
application management organization
organizational unit that is responsible for application management for one or more applications

Note 1 to entry: An application management organization may be an internal or external unit in relation to the
user organization.

4.4
application object
component that is directly related to or forms part of an application

EXAMPLE Programs, sources, databases, documentation, data structures, test files, and scripts.

© ISO/IEC 2015 - All rights reserved 7
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on portfolio

collection of applications managed by an application management organization or an entity within that
application management organization

Note 1 to entry: The scope of the application portfolio may be the entire portfolio of that application management
organization, but it may also be the applications of one or some customer organizations of entity within part of a
certain customer organization.

4.6

app]icati nsoftware

software(of an application

Note 1 to pntry: Application software is the software that the application management organization‘producgs,
services, gnd maintains. There is also system software: the software to produce and maintain the application
software gdnd to run the application software on its platform. The application management organization is ond of
the users ¢f the system software.

4.7

availabilfty

ability offan application object to perform its required function at an agreed instant or over an agreed
period offtime

[SOURCE{ISO/IEC 20000-1:2011, modified]

Note 1 to pntry: This concerns the start and finish (execution) of the dpplication, the processing at the corr¢ct
times and fin the correct order, the execution of incidental processing,the opening times of online processing, aind
the storagp period of files.

4.8

business|information management

domain rgsponsible for all of the tasks and activitiessthat are aimed at supporting the end users in the
use of thd application and at acting as the customer of the IT organizations

Note 1 to gntry: Business information managementrepresents the business as the customer organization or clig¢nt
of the appllication management and IT infrastricture management organizations in maintaining the functionaljty
ofthe information provisioning and the information systems. It is the demand side of the information provisionipg.
Note 2 to ¢ntry: An information system hiay have non-automated elements such as forms and user guides. Thqse
elements dre usually maintained by(the business information management organization.

4.9

call

request for service(s) eiaction(s) with respect to an application or a related service

Note 1 to ¢ntry: A calhmight concern a

— requgst for'service, information or advice,

— disruption or error reporting (incident),

— request for change,

— assignment( for instance an instruction to start an off-schedule production run), and

— complaint.

4.10

change package
collection of objects that have been changed and approved and will be transferred to the production
environment

Note 1 to entry: The current system documentation is also included in a change package.

© ISO/IEC 2015 - All rights reserved
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Note 2 to entry: In case of multiple releases, there are (similarly) multiple change packages.

411
change set
collection of objects which can undergo change as the result of a release

Note 1 to entry: These are the objects that are potentially allocated to a release or change.

4.12
configuration item

CI

2015(E)

1tq

m or aggregation of software that is designed to be managed as a single entity and itsiu

components such as documentation, data structures, scripts, etc

—
%)
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—
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th
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Ng
re
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DURCE: ISO/IEC 19770-1:2006, modified]

13
nfiguration management database
DB

hderlying

tabase containing all the relevant details of each configuration item 'and details of the important

ationships between them

DURCE: ISO/IEC 19770-2:2009]

J14

stomer

hnagement organization

DURCE: ISO 9000:2005, modified]

inagement organization has the role of supplier:
internal or external business infgfmation management organizations;

other application management.organizations.

bresented by buSiness information management.

L5
ta model

ferrelationships

canization or part of an organization that receives asetvice or services or products of the application

te 1to entry: An application management organization may have the following two types of customerjs, whether
bse customers are within the same organization or not is of no importance; in both cases, the gpplication

te 2 to entry: Sometimes, thetéerm Userisalso used. A user or end userisa person thatactually uses the gpplication
‘tware, where a customer; iS a person or organization that decides about and acquires the products o1 services.

te 3 to entry: TheNcUustomer or user organization is, in its relationships with application management,

aphical™ and/or lexical representation of data, specifying their properties, structyres, and

[SOURCE: ISO/IEC 19778-1:2008]

Note 1 to entry: In this International Standard, a distinction is made between a logical (or functional) and a
technical data model. A logical data model is a representation of an organization’s data, organized in terms of
entities and relationships and is independent of any particular data management technology. In a technical data
model, itis determined in what form data are recorded in the database and in which way the data are approached.
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data structure
physical or logical relationship among data elements, designed to support specific data manipulation

functions

[SOURCE:

1SO/IEC/IEEE 24765:2010]

Note 1 to entry: The data structures are usually documented in technical and logical data models.

4.17

efficiency

relationsflip between the result achieved and the resources used

[SOURCE

Noteltoe

ISO 9000:2005]

htry: Efficiencyisthe degree to which aninformation system efficiently uses the technicalififrastructy

re

and thus becomes useable for the customer. The most important underlying topic here is theycapacity of ghe

platform i

4.18

h relation to the demand.

final trapsfer set
ofchanged objectsthataretobetransferredintegrally toone or moreproduction environmenis,

collection
including

Note 1 to ¢

Note 2 to ¢
the object]
from test

productio
organizati
release to

Note 3 to 4
environmg
or desirab

4.19
function
specificat
between

[SOURCE
4.20

implementation instructions

ntry: See also 5.3.2 and Figure 5.

ntry: Transfer means to transfer from one environment to ahother. Application management transfé

s from development environment A to development environment B, from development to test Td
i

o the infrastructure management organization(s). Application management doesn’t manage the f
1 environment. Deployment to the production envirenment is done by the infrastructure managemg

on. So application management does not deploy (to:the user environment) but finally transfers the ng¢

the various (internal and external) IT infrastri¢tiire management organizations.
ntry: The distribution to an IT infrastructure management organization that deploys to the producti

bnt can also take place in steps. This means that multiple distributions (transfers) might be necessg
e.

hl system design

rs

al
nt

ion of the functions of the components of a software system and of the working relationships

Them

ISO/IEC 2382-20:1990, modified]

information provisioning

collection
documen

of all the'infrastructure tools, software applications, non-automated elements, data sets, uf
fationy/and organizational structures which serve to supply information to the business

er

4.21

information system
all of the functions (input, output, transport, processing, and storage) of an application, databases,

technical

4.22

facilities, and manual procedures which support business processes

IT infrastructure
all the technical components, system software, databases and data files and deployed application
software, technical procedures, and technical documentation used to make the information available

10
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4.23

IT infrastructure management

domain responsible for all of the tasks and activities aimed at managing, maintaining, and renewing the
IT infrastructure of the information system, including the operation of the information system

Note 1 to entry: IT infrastructure management includes all of the tasks, responsibilities and activities that aim for
a correct technical operation of the information system, consisting of hardware, (system) software, and data sets.

Note 2 to entry: The IT infrastructure management organization is responsible for running the application
software in the production environment.

4.4
mpanageability
ddgree to which IT infrastructure management can attain and keep an application in its 6peratipnal state

Ndte 1 to entry: Manageability involves the transparency and manageability of applicationsffom an infrjstructure
pojint of view. Production documentation (including the requirements, control and adjystment abilities of the
application in processing, and various other aspects) provides much of the information‘here.

Ndte 2 to entry: Itis a task of the IT infrastructure management organization tokeep the software in operation in
the production environment. The application management organization delivers software that can b¢ managed
byl the IT infrastructure organization and supports the IT infrastructuré-organization, if necessary} Means of
support are documentation, scripts, and personal assistance.

4.5
orjganization chain
constellation of organizations that have business relationships with one another

Ndte 1 to entry: The following are two types of chains ideftified:

—| supply chains of the IT organizations that are inolved in the management and operation of the dpplication
(application manager, computer centre, workspace manager, network manager, business irffformation
manager, suppliers, etc.);

—| business chains in which the user organization using the application participates (the busineps process
supported by the application forms.part of a chain across several organizations; for example the chain of
criminal justice, the healthcare chain, etc.).

Ndte 2 to entry: An organization‘chain can be a supply chain, but does not necessarily have to be one. For example,
a hospital has to report datate, for instance, the National Tax Office, the National Health Office, and the National
Byreau of Statistics. These organizations are chain partners but not supply chain partners.

4.26

pdrformance
exitent to whiclnthe execution of an application in the production environment achieves its purpose in
terms of speéd-of input, transfer, processing, storage and output (the response speed of an application
olserved by.an end user)

[SPURCE: ISO/IEC 33001, modified]

4.27

problem

undesirable situation concerning an application, the application management organization, its processes
or working methods, which demands structural analysis of the cause and a structural solution

Note 1 to entry: A problem might concern a service or product or a process (-step) or any other element of the
application management organization.
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4.28

release

set of grouped change requests, established in the Application Change Management Process, that are
designed, developed, tested, and deployed as a cohesive whole

Note 1 to entry: The term release is also used for the following:
— work process in which a new release is designed, realized, tested, and introduced;
— newversion of the application thatis taken into production on a certain date (for example, the release of May 1th.).

4.29
reliabilitly

degree td which an object or an object’s services provide agreed or expected functionalityrduring a
defined time period under specified conditions

4.30
request for change
proposal for a functional or non-functional change to be made to an existing application

[SOURCE{ISO 20000-1:2011, modified]
Note 1 to ¢ntry: Synonyms are change request and modification request.

4.31
service level agreement
SLA
documented agreement between the service provider and.eustomer that identifies services ahd
service tgrgets

[SOURCEJISO/IEC 20000-1:2011]

Note 1 to[entry: In this International Standard, the Application Management organization can be the servjce
provider, But it can also be a customer itself, of another’supplier. See also NOTE 3 of 5.4.5.1.

4.32
service management
set of cappbilities and processes to direct and control the service provider’s activities and resources for
the design, transition, delivery, and improvement of services to fulfil the service requirements

[SOURCE{1SO 20000-1:2011]

4.33
softwar¢ product
set of coniputer programs, procedures, database- and other data structure descriptions and associated
documentation

[SOURCE]1SQ 12207:2008]

software for one customer to standard software packages that are sold off the shelf to millions of customers.

Note 1 to eéntEeIn-thishternational-Standard—a-seftwareproductmayvarvfrom-larse-customized-apphcation
At ShteFRaHoRc o taRadraa +HWwaFe-proate a3 g HStoRHAeaappreat

4.34

supplier

organization or part of an organization or individual that enters into an agreement with the application
management organization for the supply of a product, service, materials, or human capacity

[SOURCE: ISO 12207:2008, modified]

Note 1 to entry: The application management organization may have internal or external suppliers. A supplier
can be another application management organization, but also IT infrastructure management organizations or
consultants. This International Standard makes no distinction between internal or external customers. Similarly,
no distinction is made between internal or external suppliers.
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5 Application Management Processes

NOTE The outcomes and tasks of ISO/IEC 16350 overlapping with ISO/IEC 20000 and ISO/IEC 12207 which
are shown in Annex E are boxed. The text in the box is the original text of ISO/IEC 20000 or ISO/IEC 12207 which
is shown by the clause/subclause number in the box. For the relationship with ISO/IEC 15504-8:2012 see Annex
D (informative)

5.1 Application Support Processes

5.1.1 Ise anpnrt

5.1.1.1 Purpose
The purpose of the Use Support Process is to give support to customers in the use of applicationg through:

—|{ Proactive communication. This is communication from application management to cusfomers in
order to improve the use of the applications/applications objects.

— Management of calls.
NOTE1 This process includes all activities that are meant to support the-Customer organization arld the user
representatives once the applicationsareinuse. Thereason to include thesub-processof proactive comnjunication,
neft to incident and service request management, is that there should be emphasis on proactive comrunication

acfivities, in order to prevent incidents.

NQTE 2 See Annex A.1 for an explanation of the name of the\Use Support Process

5.1.1.2 Outcomes
Ad a result of successful implementation of theJse Support Process:

a)[ Customers are proactively informed.@bout the current situation and developments: chgnges and
releases, known problems, workapdund’s, suggestions regarding the use of the applicatior], changes
in services etc.

b)| Incidents and service requests are recorded and classified.
c)| Incidents and servicerequests are prioritized and analyzed.
d)| Aplanincluding werkload estimation to resolve incidents and service requests is developed with users.

NOTE Theré.are some incidents which are not resolved at once. In those cases, it is necessar}y to adjust
the timing andvduration for working on them with users.

e)| Incidefnts'and service requests are resolved and closed.

f)| Possible relationships with problems are registered.

Hcidaenteand caruicavraaiacto vzl ol o ot g ccnd oo din gt g d carmiionlagale o escalated
g ITICIVUCIILO dITU OCI ViILUU T \,\1\4\,0\,0 vviiitiidl o ll\l\r}ll Usl CooCLuUudullLvuUr ullls \u\v (—lsl CUUOLCITI VI LCUIU VUOIo Ao

h) Reports on Use Support activities and process results are produced on a regular basis.

5.1.1.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Use Support Process.

a) Proactive communication.

This activity consists of the following tasks:
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1) The application management organization shall maintain contact with customers or customer
processes regarding the agreed services.

2) The application management organization shall provide support to customers with respect to
the use of the application.

3) The application management organization shall provide information to customers regarding
changes in services and the impact of those changes.

b) Incident and service request management.

This actiyity consists of the following tasks:
1) THere shall be a documented procedure for all incidents to define:
—+ recording;
— allocation of priority;
— classification;
—+ updating of records;
— escalation;
— resolution;
—+ closure.

2) There shall be a documented procedure for managing the falfilment of service requests from
recording to closure. Incidents and service requests shall be manhaged according to the procedures.

3) Whhen prioritizing incidents and service requests, the’service provider shall take into consider
ation thelimpact and urgency of the incident or service reguest.

4) The service provider shall ensure that personfiel involved in the incident and service request
management process can access and use relevantinformation. The relevant information shall includ
service request management procedures, knownh'errors, problem resolutions and the CMDB. Informa
tion aboyt the success or failure of releases and future release dates, from the release and deployment
management process, shall be used by thé'incident and service request management process.

1%

5) The service provider shall doctment and agree with the customer the definition of a major
incident.[Major incidents shall be classified and managed according to a documented procedure. Top
management shall be informed df major incidents. Top management shall ensure that a designated
individual responsible for mafnaging the major incident is appointed. After the agreed service has
been restored, major incidehnts shall be reviewed to identify opportunities for improvement.

[1SO/IEC 20000-1:2011, 8.1.]

6) Incidpnts shall-beescalated in to a problem, if necessary.

NOTE Problem management is part of the Quality Management Process.

c¢) Monitering and reporting of calls.

This activity consists of the following tasks:
1) The progress of the call handling activities shall be monitored.

2) Reports shall be made on the statuses of calls and on time aspects: time span, time spent etc.

3) The service provider shall keep the customer informed of the progress of their reported incident
or service request. If service targets cannot be met, the service provider shall inform the customer
and interested parties and escalate according to the procedure.

[1SO/IEC 20000-1:2011, 8.1]
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4) The service provider shall report on the realization of service agreements regarding the Use
Support activities.

d) Process control and reporting.
This activity consists of the following tasks:
1) The Use Support Process shall be implemented, controlled, monitored, evaluated and improved.

2) Quality reports about the Use Support Process shall be provided to the stakeholders and other
application management processes.

5.1.2 Configuration Management

5.1.2.1 Purpose

The purpose of the Configuration Management Process is to have continuous insight in the application
objects and the application configurations within the responsibility of the application mahagement
organization that have been provided to their customers and in the service$provided by the application
management organization.

NOTE1 Executables (code suitable for running on hardware) may‘*he"distributed to various infernal and
exfernal organizations. One of the main activities of Configuration Management is managing the CMPB. Within
application management a CMDB is neither a software managementSystem nor a software version mgnagement
syptem. The CMDB does not store the sources or executables, o information on the software structufes. It only
coptains information on the identification of the application version that is currently in use.

THe CMDB contains information about which versions of the application are operational on which platforms.

THe executables are generated using underlying sourees and components. These sources are stored andcontrolled
in fhe Software Control and Distribution Process..Foy every executable on a platform the translation to the sources
and or the structure of the executable are be traceable. That is why the method in which the execytables are
stfuctured to form an executable is recorded'But this information, which is often complex and comprehensive,
is hot recorded within the Configuration Management Process but within the Software Control and Distribution
Prpcess: with the help of the Software €entrol and Distribution Process, the types of sources, module$, and data
used are identified using a specified and verifiable identification scheme.

NOQTE2  CMDB’s are also usedwithin the IT infrastructure management domain.

Inthe Configuration Management Process within the IT infrastructure managementdomain objectslikefhardware,
syptem software, networks, etc. are recorded. Application management is only concerned with the dpplication
software. So there is awelationship between these types of configuration management. Separate administrations
may occur, because.Separate organizations or organizational units may be responsible for the IT infrjstructure
angd for the application software. This will be the choice of that organization / those organizations.

Inthe case of commercial off-the-shelfsoftware and distributed systems, the application runs on multiplg platforms
of [multiple-eustomers and in multiple IT infrastructure management organizations. Different versions of the
application can be active in these different locations. IT infrastructure management’s CMDB can, for that reason,
velyoften not be used by the application management organization. This is why there is a separate admjnistrative

= £ 1. den e loaal £, 1 | = 4l = 1 - ) o = b=
Sy LCIIT TUT al_ll_lll\,aLlUll lllallasclllclll I VWITICIT TTITITIICTS CAll UT IIIdUT LU LT LCUITITNICAT TIITT A5t UL Ltur s,

NOTE 3 The logistics of application objects between various build/maintenance, test, and acceptance
environmentsisnothandledinthe Configuration Management Processbutinthe Software Controland Distribution
Process. The Software Control and Distribution Process keeps track of the status of objects in the maintenance
stages and of which objects are delivered to production. The Configuration Management Process keeps track of
the status of CI's transferred to various customers for deployment in their production environments.
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5.1.2.2 Outcomes

As a result of successful implementation of the Configuration Management Process:

a) aconfiguration management strategy is defined;

[1SO/IEC 12207:2008, 6.3.5.2.]

b) Items requiring configuration management are identified.

NOTE Configuration items (CI’s) include all relevant application objects but also all objects containing
infornation regarding services.

c) The dtatus of the configuration items and modifications are recorded and reported.
d) Changes to items under configuration management are controlled.
e) The iptegrity of applications, application objects and service components is assured:

f) The donfiguration of released items is controlled.

g) configuration baselines are established.

HSO/IEC 12207:2008, 6.3.5.2.]

5.1.2.3 |Activities and tasks

The orgapization shall implement the following activities in‘actordance with applicable organizatipn
policies ahd procedures with respect to the Configuration Management Process.

a) Confjguration management planning.
This actiyity consists of the following tasks:

1) THe project shall define a configurationimanagement strategy.

[ISO/IEC 12207:2008, 6.3.5.3]1]

NOTE In the working field of Application Management properties of a configuration item (CI) inclyde
subjects sfich as version, storage location, exploitation platform, relationship(s) with other CI's, relationship(s)
with applifation objects and service.components.”

NOTE 2 |In this Internationdl-Standard the term “project” should be interpreted as “application managemgnt

»”

organization”.

b) Defihition of configuration items.

This actiyity consists of the following tasks:

]

1) THereshall be a documented definition of each type of CI. The information recorded for each (.
shall enspréeffective control and include at least:

— description of the CI;

— relationship(s) between the CI and other Cls;

— relationship(s) between the CI and service components;
— status;

— version;

— location.

[ISO/IEC 20000-1:2011, 9.1.]
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— exploitation characteristics, including location of use, platform descriptions, contact person, etc.

c)

ac

Registration of configuration items.

This activity consists of the following tasks:

1) Cls shall be uniquely identified and recorded in a CMDB.

2) The CMDB shall be managed to ensure its reliability and accuracy, including control of
cess.

3) There shall be a documented procedure for recording, controlling and tracking versions of

C(

t4

CMDB.

6) Master copies of Cls recorded in the CMDB shall be stored in secure physical or electrdnic
libraries referenced by the configuration records.

nsideration the service requirements and the risks associated with the Cls.

ken.

5) Changes to Cls shall be traceable and auditable to ensure integrity ofthe Cls and the d

[ISO/IEC 20000-1:2

s. The degree of control shall maintain the integrity of services and service components taling into

4) The service provider shall audit the records stored in the CMDB, at planned intervals. Where
deficiencies are found, the service provider shall take necessary actions and reporton the act

update

ions

hta in the

011,9.1]

N(

TE1 CI'scontaining information on services (i.c. service items) are recorded in a CMDB as well. T

thg) CMDB isin practice often referred to as a Service Delivery Database (SDDB). This SDDB contains an
dojcumented agreements such as contracts, SLA’s, service definitions etc. and their status. It contains irfformation
abput where those documents are stored. It is an internabregistration. It is not to be confused with ghe service

cafalogue. The service catalogue is external: it contains'ah overview over the services that may be deli

N(

apply. Examples of service items are opening hours, availability, reaction time, repair time. A service item
copfused with a service component. Examples.6fservice components are impact analysis report, release,

d)

TE 2 Aservice item is the part of the set of services delivered to a customer, for which one or more sel

() Aconfiguration baseline of the affected CI's shall be taken before transferral of areleasetoa
Reporting on configuration items.

This activity consists of the following tasks:

1) The progress of the Configuration Management activities shall be monitored.

2) Management records and status reports that show the status and history of
configuration items shall be prepared.

demand and on a regular basis.

Process control and reporting.

is (part of
erview of

Vered.

vice levels

snotto be

hnd hotfix.

customer.

ontrolled

3) Infoymation about versions of the configuration items and their use shall be providedl, both on

This activity consists of the following tasks:

1) The Configuration Management Process shall be implemented, controlled, monitored, evaluated

and improved.

2) Quality reports about the Configuration Management Process shall be provided.

© ISO/IEC 2015 - All rights reserved

17


https://standardsiso.com/api/?name=152882269793a7bd060bf6eef753e6b8

ISO/IEC

513 A

5.1.3.1

16350:2015(E)

pplication Operation Management

Purpose

The purpose of the Application Operation Management Process is to manage that the applications or
components display the correct and agreed-upon behaviour in operational situations and that the
services of the application management organization are delivered as agreed.

NOTE 1

In this International Standard the availability and capacity management processes are not
described separately. The Application Operation Management Process covers both availability and capacity

issues. Th|

—  Avail
lead t

—  Avail
and d
teams

— Bycombining the similar aspectsin one process the implementation and execution of this process is more efficie

NOTE 2

time with
software 4
at present

NOTE 3
Control Py

NOTE 4
in the Fing

5.1.3.2

Asaresu
a) Relia
b) Avail
c) Curre

NOTE

c Ir'easons are:

ibility, capacity (and reliability) features have mutual relationships: a lack of computer capacity mj
p availability problems and vice versa.

bility problems and capacity problems are handled and managed in a similar way and the activit
ontacts between the application management organization and the IT infrastructdy€ managemg
are similar on these types of problem.

Capacity management comprises the monitoring and allocation of the ‘eorrect resources at the rig
ystem. The purpose of capacity management is to realize and maintain a cost-effective use of capac
and in relation to the future needs of the organization.
ocess.

Capacity of financial resources is outside the scope,0fthis process. Financial resources are addresg
ncial Management Process.

Outcomes

t of the successful implementation efthe Application Operation Management Process:
bility requirements are identified:

hbility requirements are identified.

ent and future capacity,and performance requirements are identified and agreed.

ay

es
nt

nt.

ht

the correct capacity to the services that concern the application support, use and production of ghe

ty

Capacity of human resources is outside the scope of this_process. It is part of the Planning and

Reliability apd“availability are non-functional requirements and they are also input for softwgre

desigh and software conistruction & integration and also for software testing. Also see for instance section 5.2.1.3,

v

d) An operations$plan is developed, which includes:

—

Fhere capacityand availability are mentioned in relation to estimating the impact of proposed changes.

etailed reliability, availability and capacity demands and their feasibility;

perations admimnistrations: reitabttity, avattabihity and capacity Measurement Tesuits;

— demands and restrictions regarding the operation in the context of the IT infrastructure
management and customer organizations;

— demands and restrictions regarding the operation in the context of the maintenance and

r

enewal processes.

e) A processing planning is developed which includes:

— T

egular application production planning;

— incidental production runs.

18
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f) Service availability is tested against the service availability requirements to validate the plan.
g) Service availability is monitored.
h) Underlying causes of unplanned service non-availability are identified and analyzed.
i) Corrective actions are taken to address identified underlying causes.
j)  Changes to service availability requirements are reflected in the service availability plan.
k) Capacity is provided to meet current capacity and performance requirements;
1) [ Capacity usage is monitored, analyzed and performance is tuned.
m] Capacity is prepared to meet future capacity and performance needs.
n)[ Changes to capacity and performance are reflected in the capacity plan.
o)| Reports on operations are produced on a regular basis:
— progress- and planning reports;
— availability- and reliability reports.
5.1.3.3 Activities and tasks
The organization shall implement the following activities in accordance with applicable organization
pdlicies and procedures with respect to the Application.Operation Management Process.
a)| Operation planning: development of an operations plan.
This activity consists of the following tasks;
1] The service provider shall identify and-agree capacity and performance requirements with the

customer and interested parties.

[1SO/IEC 20000-1:2011, 6.5.]

a\

The service provider shallNidentify and agree with the customer and interested parties sefvice
railability requirements

[ISO/IEC 20000-1:20111, 6.3.1]

in

3) The gemeral demands for reliability shall identified and agreed with the cust¢mer and

ferested parties.

4) Theregular production runs shall be described.

5) AThe effects of changes of software, hardware or services on availability, reliability and capacity

sh

albe predicted.

6) An operations plan shall be created, implemented, maintained and reassessed on a regular basis.
The plan shall include at least:

— current and forecast demand for services;

— expected impact of agreed requirements for availability, service continuity and service levels;
— time-scales, thresholds and costs for upgrades to service capacity;

— potential impact of statutory, regulatory, contractual or organizational changes;

— potential impact of new technologies and new techniques;

— procedures to enable predictive analysis, or reference to them.

© ISO/IEC 2015 - All rights reserved
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[1SO/IEC 20000-1:2011, 6.5.]

— availability requirements and targets

[ISO/IEC 20000-1:2011, 6.3.2]

— reliability requirements and targets.

b) Operation realization: determination of the specifications and measures necessary to
meet the demands.

Th deads. s £l £o11 H 4 1
1S gtV ITYy CUIISISTS UT'UIIT TUTTUWIITE TdSRS.

1) The demands regarding the necessary infrastructure and the necessary functionality, to pe
dbtained externally (components) shall be defined.

2) The demands to be placed upon subcontractors shall be defined.

3) The possible service moments or service windows for the IT infrastrueture managemgnt
drganizations for housekeeping or implementing new releases shall be identified.

c) Monfjtoring of the effectiveness of measures and processing of results,

This pctivity consists of the following tasks:

1) Adailability of services shall be monitored, the results recorded and compared with agreed
targets. Unplanned non-availability shall be investigated and necessary actions taken.

[1SO/IEC 20000-1:2011, 6.3.B]

2) Rdliability, manageability and efficiency of production runs and services shall be measured By:
determinfng whether production runs have been executted completed as expected, on time and withqut
errors and whether applications are online.

NOTE The application management organizatioir does not run the application software in the production
environmé¢nt. Data on production runs and problems with production runs, performance problems etc. shallbe
requested|from the parties that run the softwarne.

3) Availability plans shall be tested against the availability requirements.
[ISO/IEC 20000-1:2011, 6.3.B]

4) If nfecessary, the Use Support Process shall be informed concerning any problems and measures.
d) Capalcity manageinent.
This hctivity eonsists of the following tasks:

1) The JITinfrastructure organizations shall be informed about resource demands.

2 Tl - LA | 1 1l ade. e 1 e h S i £,
ITCSTT VICT PIUVIUCT SIIAIT IHTUIIITUT TAPAUILy USdgT, dlldly ZT LAdPAUILy Udild dlITU tUlic PpTli Ul

mance.

[1SO/IEC 20000-1:2011, 6.5.]

NOTE The application management organization does not run the application software in the production
environment nor do they monitor capacity usage in the production environment. Data on capacity usage shall be
requested from the parties that run the software.

3) Improvements shall be undertaken or actions shall be suggested to IT infrastructure
management if needed.

NOTE Improvement actions can be:
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tuning means, resources, runs and/or software;
de-normalization;

access optimization.

IT services control and reporting.

This activity consists of the following tasks:

1) Schedules, progress, time spent, etc. shall be monitored.

f)

T}
us
an

N(

vullnerability of the information systems are also addressed in this process. Security is also an import

th
th
an

5.
As

.1.4 Continuity Management

.1.4.1 Purpose

2) (Changesin) Capacity, usage, performance, workload, availability and reliability again
detected nonconformities and trends shall be reported.

Process reporting and control.
This activity consists of the following tasks:

1) The Application Operation Management Process shall be implemented, controlled,
evaluated and improved;

e purpose of the Continuity Management Process.is;to manage the continuity of the busineg
ing the application(s) by ensuring the continuity.of the application(s) or components in the
d during exceptional circumstances.

TE Security is one of the topics of the Continuity Management Process because the cont
b functionality of the application, so it is;dealt with within the specifications of the application and

e Software Design Process and within'the service levels and therefore specified in the Agreement M4
d Supplier Management Processes.

1.4.2 Outcomes

a result of the successful implementation of the Continuity Management Process:
Service contindity requirements are identified.
A service-continuity plan is developed using the service continuity requirements.
Continuity measures are taken and the results of the measures are recorded and present

Service continuity is tested against the service continuity requirements to validate the pl

st targets,

onitored,

2) Quality reports about the Application Operation ManagementProcess shall be provided.

S process
ong term

nuity and
hnt part of
defined in
nagement

pd.

f)

Reports on continuity aspects are produced on a regular basis.

Changes to service continuity requirements are reflected in the service continuity plan.

NOTE ISO/IEC20000 addresses service availability and service continuity in one process. In this Int
Standard the topic of service availability is addressed in the Application Operation Management Process.
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Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Continuity Management Process.

a) Continuity planning: setup ofa continuity plan based on dependency and vulnerability analyses.

This activity consists of the following tasks:

1) P

rovided products and services shall be identified.

2) Tl

e service provider shall assess and document the risks to service continuity;
[ISO/IEC 20000-1:201.1,6.3.

NOTE 1

NOTE 2

Risks may be assessed in a dependency analysis and vulnerability study.

Risks may concern internal and external threats, they may concern misuse of resources (the system

or

its infrastfucture) and they may concern the resources themselves. An example of continuity of resources is the

future prolof nature of the development tools and platform.

3) TH
continuit

plans, sefvice requirements, SLAs and risks;

e service provider shall identify and agree with the customer and‘interested parties servic
y requirements. The agreed requirements shall take into consideration applicable business

[ISO/IEC 20000-1:2011, 6.3,

1]

NOTE
4) Ris
5) Th

The management of the application management organization is an important interested party.
ks shall be analyzed and the significance and dependency levels of risks shall be determine

e required requirements levels shall be determined.

6) TH

le service provider shall create, implement and maintain a service continuity plan(s).
[ISO/IEC 20000-1:2011, 6.3.

8) T}
normal s

7) The service continuity plan(s).shall include at least:

- availability targets when the plan is invoked;
- recovery requirements;
- approach for'the return to normal working conditions.

e service-eontinuity plan(s), contact lists and the CMDB shall be accessible when access to
brvicedeedtions is prevented.

[ISO/IEC 20000-1:2011, 6.3.

- procedures to be implemented in the event of a major loss of service, or reference to themj

2]

NOTE

Also the software version management system, in which the software sources, documentation, data
structures, scripts etc. are stored, shall be accessible.

b) Continuity realization: the implementation of measures.

This activity consists of the following tasks:

1) Measures for controlling the continuity shall be implemented.

2) The measures to manage the continuity should be carried out on a continual basis.

c¢) Continuity monitoring.

This activity consists of the following tasks:

22
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1) Service continuity plans shall be tested against the service continuity requirements;
[ISO/IEC 20000-1:2011, 6.3.2]

2) The security shall be tested.

3) The backup, rollback and fallback procedures shall be tested.

4) The results of the tests shall be recorded. Reviews shall be conducted after each test and after
the service continuity plan has been invoked. Where deficiencies are found, the service provider shall
tgkerecessary actions and report o the actions takets;

[ISO/IEC 20000-1:20[11, 6.3.2]

5) The status of organizational measures shall be monitored.
6) The status of the technical infrastructure shall be monitored.

d)| Continuity control and reporting: management and monitoring of the Continuity
Management activities.

This activity consists of the following tasks:

1) The (progress of the) Continuity Management activities’shall be controlled, monifored and
evaluated;

2) Continuity reports shall be drafted;

3) Control aspects shall be reported.

e)| Process reporting and control.

This activity consists of the following tasks:

1) The Continuity Management Rirocess shall be implemented, controlled, monitored, gvaluated
and improved;

2) Quality reports about the-Continuity Management Process shall be provided.

5.2 Application Maintenance and Renewal Processes

NOTE There are.five Maintenance and Renewal processes: Impact Analysis, Software Design| Software
Construction and Ifitegration, Software Testing and Preparation of Transfer to Production. Howg¢ver these
prpcesses are deseribed here in a logical order, they do not necessarily have to start sequentially. Fof instance:
acfivities regarding Testing and Preparation of Transfer to production can startas soon as the assignmg¢ntis given
orfwhen theimpact analysis or designs are approved. Very often the sequence of these processes is detgrmined by
the develepnient method.

5.21) Impact Analysis

5.2.1.1 Purpose

The purpose of the Impact Analysis Process is to:

— determine possible solution directions (alternatives) for the realization of proposed changes;
— determine the best overall solution direction;

— determine the consequences of one or more solution directions in terms of activities, required
efforts, the possible impact on future use and operation and the impact on the environment.
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5.2.1.2 Outcomes

As aresult of successful implementation of the Impact Analysis Process:

fied

a) the impact of changes to the existing system on organization, operations or interfaces are identi-

[ISO/IEC 12207:2008, 6.4.10.2.]

b) The impact of proposed application changes are outlined in an impact analysis report, which gives
insig htinto:

c) The:

the purpose of the change (description);

dlternative solution directions (or selection of alternatives);
fdroposed solution direction;
the affected objects (change set);

donsequences for the application objects and activities to be executed for each object;

= O

eeded;

fossible risks and measures;

donsequences for user environment and the operation environment (short and long-term);
donsequences for the application management,organization;

fdroposed adjustments to releases, if any.

affected by other changes.

d) Repofts on the Impact Analysis activities are produced on a regular basis:

5.2.1.3

glanning and progress;

gvaluations of impaetanalyses and the Impact Analysis activities.

Activities and tasks

The orgapization‘shall implement the following activities in accordance with applicable organizati
policies apd precedures with respect to the Impact Analysis Process.

a) Determiination of the outline of the changes.

1y

iffected objects are listed and of-each affected object it is known whether or not it is al

dssumptionsregarding the impactanalysis, including threat scenarios and vulnerability dnaly4is;

stimation of required human capacity: type of knowledge afid experience and amount of tifne

The (bundles of) request(s) for change shall be described.

The maintainer shall analyze the modification request for its impact on the organization, the existing
system, and the interfacing systems for the following:

Type; for example, corrective, improvement, preventive, or adaptive to new environment;

Scope; for example, size of modification, cost involved, time to modify;

Criticality; for example, impact on performance, safety, or security.

[ISO/IEC 12207:2008, 6.4.10.3.2.]

NOTE1 Impactanalysis and modification analysis are considered to be synonyms.
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NOTE 2  Modification requests and requests for change are considered to be synonyms.
b) Assessment of the scope of the changes.

This activity consists of the following tasks:

1) Based upon the analysis, the maintainer shall develop options for implementing the modifica-
tion.

[ISO/IEC 12207:2008, 6.4.10.3.2.]

2) The configuration items that are affected by the proposed alternatives (architecture; design and
other documentation, software units, versions, interfaces) shall be identified.

3) The required changes to these items shall be estimated.

4) Pros and cons of the alternatives shall be described.

5) The interdependence of various proposed changes shall be identified.

6) The impact of the proposed changes on other releases shall be identified.

7) Handling and testing the proposed changes shall be prepared:

c)| Estimation of the consequences.

This activity consists of the following tasks:

1) The impact of the proposed changes on the application objects shall be estimated

2) The impact of the proposed changes on the operating environment, the user environment and
on agreements (required capacity, availability, etc.) shall be estimated.

3) Theeffectsforthelongterm (for guality attributes as described in ISO 25010) shall be gstimated.

4) Risks caused by the changes ahd possible measures that can be taken to minimize those risks
shall be identified.

5) The workload of the activities that are needed for the changes and assess the associpted time
aspects shall be estimated.

d)| Verification and feedback.

This activity consists of the following tasks:

1) The maintainer shall document the modification request, the analysis results, and impjementa-
tipn optiofs,

2) . The maintainer shall obtain approval for the selected modification option as specified fin the
contract.

[ISO/IEC 12207:2008, 6.4.10.3.2.]

3) The results shall be verified with the IT infrastructure management organizations.
4) Feedback shall be provided to the Application Change Management Process.
e) Impactanalysis control and reporting.
This activity consists of the following tasks:

1) The impact analysis activities shall be planned.
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f)

5.2.2 Spftware Design

5.2.2.1 |Purpose

2) The progress of the impact analysis activities shall be monitored and progress reports shall be
produced.

Process control and reporting.
This activity consists of the following tasks:
1) ThelmpactAnalysis Processshall beimplemented, controlled, monitored, evaluated and improved.

2) Quality reports about the Impact Analysis Process shall be provided.

The purppse of the Software Design Process is to make a description of the desired functionality of the

information system in such a way that it can be easily realized and tested.

5.2.2.2 |Outcomes

As a result of successful implementation of the Software Design Process:

a)

b)
q

will implement the software requirements;

design.

a soffware architectural design is developed and baselined that describes the software items that

interjnal and external interfaces of each software item are defined; and

consistency and traceability are established between saftware requirements and software

[ISO/IEC 12207:2008, 7.1.3.2]

e)
f)

d) adefailed design of each software componént, describing the software units to be built, is devel
oped;

and archjtectural design.

external interfaces of each software tnit are defined; and

consistency and traceability areestablished between the detailed design and the requirements

[1SO/IEC 12207:2008, 7.1.4.p]

NOTE 1 |[The Software Design Process may concern developing new designs, but very often existing design nlay

have to beladjusted or renewed.

NOTE 2 | The result ¢f this process is a (modified) functional or logical information system design (for ghe
affected applicationvebjects). The technical design is developed or adjusted in the Software Construction and

Integratiop Process.

g)

h)

26

A (m¢dified) functional test design is produced.

NOTE The design documentation consists of:

— adescription of the functions of the (changed) application, the data flows between them and
the data model;

— adescription of the way in which testing shall be carried out (test specifications, test cases).

Reports that give insight into the planning and the progress of the design activities and describe
evaluations and possible problems are produced on a regular basis.
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5.2.2.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Software Design Process.

a) Elaboration of the request.
This activity consists of the following tasks:

1) The specified Request for Change shall be analyzed and de consequences for the top-level and
detailed system designs shall be considered, including the external interfaces.

2) The preconditions shall be determined and analyzed.
3) The results of this analysis should be documented.

4) The request for change shall be translated into (changed) information (data) requireents.
5) The parts of the system that need to be changed shall be recorded,
b)| Determination of alternatives.

This activity consists of the following tasks:

1) The alternatives for changing the system shall be determined in order to meet the fequested
specifications.

2) The advantages and disadvantages of each alternative shall be determined, considering the
preconditions.

3) All possible alternatives for modification shall be documented.
4) The preferred alternative shall be selected.

5) Approval for the preferred alternative should be obtained.

c)| Elaboration of the preferred-alternative.

This activity consists of theé\following tasks:

1] The implementer shal-transform the requirements for the software item into an architeqture
that describes its top-level structure and identifies the software components. It shall be ensufed
tHat all the requirements for the software item are allocated to its software components and [further
rdfined to facilitate-detailed design. The architecture of the software item shall be documented.

NPTE The seftware architectural design also provides a basis for verifying the software items,
integratiof of software items with each other, and integration of software items with the rest of the
system.items.

2] ~The implementer shall develop and document a top-level design for the interfaces externgl to the

TTeTITT

3) The implementer shall develop and document a top-level design for the database.
4) The implementer should develop and document preliminary versions of user documentation.

5) The implementer shall define and document preliminary test requirements and the schedule for
Software Integration.
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6) The implementer shall evaluate the architecture of the software item and the interface and data-
base designs considering the criteria listed below. The results of the evaluations shall be documented.

— Traceability to the requirements of the software item.

— External consistency with the requirements of the software item.
— Internal consistency between the software components.

— Appropriateness of design methods and standards used.

— Feasibility of detailed design.

- Feasibility of operation and maintenance.
[ISO/IEC 12207:2008, Z1.3.3.

1]

NOTE 1

NOTE 2
adjust the

NOTE 3
appropria
software i
NOTE 4
7) Thei

— d

— b

In the case of maintenance the designer shall preferably work bottom up instead of top down: fi
detailed design and then, if necessary the architectural design.

This process is often used to identify the software critical functionsand interfaces and to ap
e controls (e.g., security) to reduce vulnerabilities or unintended consequences. This applies to
htegration and testing.

In some cases the user documentation will be made and/or, mdintained by the customer organizati
nplementer shall conduct review(s) of the top-level design regarding the degree to which:

esign-standards are followed;

usiness requirements are met.

Software design activities are generally prescribed by the selected developmentsnethod and
methodoldgy. The software design activities and tasks listed in this International Standard oecurin almost
developmé¢nt methods, although often in other wordings or terminology.

all

ly
he

8) The
item. The
be coded
from the
9) The
the softw
design of
10) Thd
11) Thd

12) Thd
software
requiren

13) The

mplementer shall develop a detailed design for each software component of the software
software components shall be refiiied into lower levels containing software units that can
compiled, and tested. It shall bé ensured that all the software requirements are allocated
software components to software units. The detailed design shall be documented.

mplementer shall develop and document a detailed design for the interfaces external to
rare item, between the software components, and between the software units. The detailed
the interfaces shall. permit coding without the need for further information.

implementer shall\develop and document a detailed design for the database.
implementershall update user documentation as necessary.

implementer shall define and document test requirements and the schedule for testing
units.<The test requirements should include stressing the software unit at the limits of its
ents.

implementer shall update the test requirements and the schedule for Software Integration

14) The implementer shall evaluate the software detailed design and test requirements considering
the criteria listed below. The results of the evaluations shall be documented.

— Traceability to the requirements of the software item;

— External consistency with architectural design;

— Internal consistency between software components and software units;
— Appropriateness of design methods and standards used;

— Feasibility of testing;

— Feasibility of operation and maintenance.
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[ISO/IEC 12207:2008, 7.1.4.3.1]

15) The implementer shall conduct review(s) of the detailed designs regarding the degree to which:
— design-standards are followed;
— business requirements are met.
d) Validation.

This activity consists of the fn]lnwing tasks:

1) The internal or external customer should review the design.
2) Anapproval should be obtained from the customer.

e)| Control and reporting on design activities.

This activity consists of the following tasks:

1) The software design activities shall be planned.

2) The progress of the software design activities shall be planited and progress reports shall be
produced.

f)| Process control and reporting.
This activity consists of the following tasks:
1) The Software Design Process is implemented; controlled, monitored, evaluated and ijproved.

2) Quality reports about the Software Design Process are provided.
5.2.3 Software Construction and Integration

5.2.3.1 Purpose

The purpose of the Software«Construction and Integration Process is to produce integrated|software
itgms consistent with the-software design, that demonstrate that the functional and non-flunctional
software requirements are-satisfied on an equivalent or complete operational platform.

5.2.3.2 Outcomes
Aq aresult of the-Successful implementation of the Software Construction and integration Prdcess:
a)| Technical documentation is created or modified:

-~ ‘technical designs: description of the technical solution and the motives for choosing thaf solution;

— technical data model;
— technical description of the software;
— technical test design;

— production documentation: instructions for installation and operation, including any applicable
preconditions.

© ISO/IEC 2015 - All rights reserved 29


https://standardsiso.com/api/?name=152882269793a7bd060bf6eef753e6b8

ISO/IEC

16350:2015(E)

b) verification criteria are defined for all software units against their requirements;
c) software units defined by the design are produced;

d) consistency and traceability are established between software units and requirements and
design; and

e) verification of the software units against the requirements and the design is accomplished.
[ISO/IEC 12207:2008, 7.1.5.2]

NOTE

The Software Construction and Integration Process covers both the construction of new software

including
may be an

lata structures and documentation, and the modification of existing software components. So a res
ewly constructed software unit or a modified software unit.

it

f) anin
the prior

g) verif
requiren

h) softy
i) softw
j) resul
k) cons

1) areg
software

fegration strategy is developed for software units consistent with the software design and
itized software requirements;

ication criteria for software items are developed that ensure compliance with.the software
ents allocated to the items;

vare items are verified using the defined criteria;

are items defined by the integration strategy are produced;

s of integration testing are recorded;

stency and traceability are established between software‘design and software items; and

"ession strategy is developed and applied for re-verifying software items when a change in
units (including associated requirements, design and-code) occurs.

[ISO/IEC 12207:2008, 7.1.6.%.

m)

Reports and evaluations on the progress and outcomes of the Software Construction a

Integration Process activities are produced on a regular basis.

5.2.3.3

The orga
policies a

a) Dete
This
1) 1
2) 1

NOTE

Activities and tasks

hization shall implement the following activities in accordance with applicable organizati
hd procedures with respect.to-the Software Construction and Integration Process.

rmination of the technical impact of the desired changes.
hctivity consists oftthée following tasks:

he current systém and the desired changes shall be examined.
he affected(application objects in detail shall be identified.

Doecumentation is also deemed to be an application object.

3) 1

hedesired changes in the application objects shall be documented.

b) Design of the technical solution.

This activity consists of the following tasks:

1) The overall technical solution direction shall be determined.

2) The desired setup shall be determined.

3) The detailed technical changes shall be determined.

4) The technical solution shall be documented.

c) Software construction or modification.
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For each software item (or configuration item, if identified) this activity consists of the following
tasks:

1) The implementer shall develop and document the following:
— Each software unit and database.
— Test procedures and data for testing each software unit and database.

2) The implementer shall test each software unit and database ensuring that it satisfies its
requirements. The test results shall be documented.

3) The implementer shall update the user documentation as necessary.
4) The implementer shall update the test requirements and the schedule for Software Intpgration.

5) The implementer shall evaluate software code and test results considering the criterid listed
b¢low. The results of the evaluations shall be documented.

a) Traceability to the requirements and design of the software item.

b) External consistency with the requirements and design of thesoftware item.
c) Internal consistency between unit requirements.

d) Test coverage of units.

e) Appropriateness of coding methods and standards-used.

f) Feasibility of software integration and testing.

g) Feasibility of operation and maintenance

[ISO/IEC 12207:2008,(7.1.5.3.1]

NOTE1  The Software Construction and Integration Process covers both the construction of new dpplication
objects including data structures and documentation, and the modification of existing application objqcts.

NOTE 2  In some cases the user documentation will be made and/or maintained by the customer organization.
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6) Test results shall be processed.

d) Software integration.

For each software item (or configuration item, if identified) this activity consists of the following
tasks:

1) The implementer shall develop an integration plan to integrate the software units and soft-
ware components into the software item. The plan shall include test requirements, procedures, data,
responsibilities, and schedule. The plan shall be documented.

2) Thet
aggregatps are developed in accordance with the integration plan. It shall be ensured that each aggpe-
gate satisfies the requirements of the software item and that the software item is integrated at\the
conclusign of the integration activity. The integration and test results shall be documented;,

NOTE A fegression strategy should be developed to be applied for re-verifying the software items
when a change is made to software units (including associated requirements, design and code).

3) Thle implementer shall update the user documentation as necessary.

4) The implementer shall develop and document for each qualification requirement of the soft-
ware itern a set of tests, test cases (inputs, outputs, test criteria), and test ptocedures for conducting]
Softward Qualification Testing. The developer shall ensure that the integtated software item is ready
for Software Qualification Testing.

5) The implementer shall evaluate the integration plan, design;code, tests, test results, and user
documerftation considering the criteria listed below. The results of the evaluations shall be docu-
mented.

a) Traceability to the system requirements.

b) External consistency with the system requirements.

c] Internal consistency.

d) Test coverage of the requirements of'the software item.
e) Appropriateness of test standards-and methods used.

f] Conformance to expected results.

g) Feasibility of software qualification testing.

}‘:J) Feasibility of operation’and maintenance.
OTE Evaluation criteria should include consistency and traceability between the
software design and the'soeftware items.

6) Thle implementér shall conduct review(s)

[ISO/IEC 12207:2008, 7.1.6.3 1]

f) Software Construction and Integration reporting.

This activity consists of the following tasks:
1) The Software Construction and Integration Process activities shall be planned.

2) Theprogressofthe Software Construction and Integration Process activities shall be monitored
and progress reports shall be produced.

g) Process reporting and control.
This activity consists of the following tasks:

1) The Software Construction and Integration Process shall be implemented, controlled,
monitored, evaluated and improved.
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2) Quality reports about the Software Construction and Integration Process shall be provided.
5.2.4 Software Testing

5.2.4.1 Purpose

The purpose of the Software Testing Process is to confirm that the integrated software product meets its
defined requirements and to see to it that the implementation of each software requirement is tested for
compliance, that the applications show the correct behaviour and that the software is ready for delivery.

5.2.4.2 Outcomes
Ad a result of successful implementation of the Software Testing Process:

a)| Functional and technical software tests are carried out.

b] Criteria for the integrated software is developed that demonstrates comipliance with the foftware
rg¢quirements;

[ISO/IEC 12207:2008, 7.1.7.1]

c)| Integrated software is verified using the defined criteria andctest coverage level.

d] testresults are recorded; and

e) aregression strategy is developed and applied for,re:testing the integrated software when a
change in software items is made.

NOTE A regression strategy should be developed, to be applied for re-testing the integrated
software when a change is made to software items.

[ISO/IEC 12207:2008, 7.1.7.1]

f)| Test products are made, registerediand stored:

— teststrategy;

—|{ test plans;

—|{ test cases, test scriptstand test sets;

— test environments;test user-id’s, test tools;

—|{ recorded testresults (outcomes, statuses, repair assignments);
— testreports.

g)| TestTresults are decided upon and handled accordingly.

h actc arn avalyaatad
Te5t5afFe-evartatee:

i) Progress and evaluation reports on the test activities are produced on a regular basis.

5.2.4.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Software Testing Process.

a) Preparation of the test activities.
This activity consists of the following tasks:

1) Ifnecessary a test strategy shall be produced or adjust the existing test strategy.
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2) An overall test plan shall be produced.

3) The necessary resources shall be estimated and tasks shall be assigned.

4) Test environments, test tooling and test user id’s shall be prepared and /or installed.

5) Test cases shall be created for the functional and the technical software test.

NOTE Atest caseis a single specified test aimed at a specific test purpose: a succession of related actions
and checks, whose order of execution is indicated. A test case is described in a test case specification: a
document specifying inputs, predicted results, and a set of execution conditions for a test item aimed at a

specific test purpose and related to a particular test unit. (Adapted from ISO/TEC/TEEE 24765:2010J, The
descrfption of the way in which a test case will be tested is called a test script.

b) Techpnical software testing.

The technical software testis a type of test that investigates whetheérwhat has been realized fullly
meet$ the technical specifications. The test also investigates whether whathas been changed works within
the whole system, whether the whole system after realization can still b€ maintained and whether the whele

system meets the quality criteria that have been agreed from an application management point of vigw.
Synorym: technical integration test.
2) Testresults shall be examined.
3) The impact of test defects shall be determined.
4) Yolution directions shall be determined.
5) Test defects shall be resolved, retested and documented.
c¢) Fundtional software testing.

For each[software item (or configuration item, if identified) this activity consists of the following
tasks:

1) The implementer shall conduct qualification testing in accordance with the qualification require
ments fof the software itemlt Shall be ensured that the implementation of each software require-
ment is tested for compliance. The qualification testing results shall be documented.

2) The implementerShall evaluate the design, code, tests, test results, and user documentation con
sidering the criterialisted below. The results of the evaluations shall be documented.

- Testcoverage of the requirements of the software item.

- Conformance to expected results.

— Feaslibility of system integration and testing, if conducted.
— Feasibility of operation and maintenance.
[ISO/IEC 12207:2008, 7.1.7.3.1]

NOTE A functional software test determines whether the changesin the application have been made correctly
(in accordance with the software architectural and detail design). In this International Standard the scope is
the application software: the functionality and the behaviour of the software on the infrastructure. Testing the
new or adjusted infrastructure is not in scope, nor testing the adjustments in the user organisation. Synonyms:
functional integration test, software qualification test, logical system and integration test.

3) Testresults shall be examined.

4) The impact of test defects shall be determined.
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5) The solution direction shall be determined.

6) Test defects shall be resolved, retested and documented.

Support of the production test(s).
This activity consists of the following tasks:
1) Support during performing of production tests shall be given if requested.

2) Support shall be given for determination of the impact of test defects.

2015(E)

f)

N(

5.

TH
m
of

5.

TE More detailed information.on the subject of testing can be found in IEEE Std 1012 (Verifi
Vallidation) and ISO/IEC/IEEE 29119 (SW Testing).

.5 Preparation of Transfer to Production

.2.5.1 Purpose

e purpose of the Preparation of Transfer to Production Process is to complete the aj
hintenance'and renewal activities and to fulfil the necessary preconditions for an error-fre
the new.version of the application to production.

p5.2° Outcomes

3) Support shall be given for determination of solution direction.
4) Test defects shall be resolved, retested and documented.

NOTE A production test is a test under the responsibility of the IT infraStructure mj
organization in which it is determined whether the new or changed application objects can be ing

nagement
talled and

run on the infrastructure and will behave correctly (in accordance with the-SLA). Synonyms: production

acceptance test, exploitation acceptance test.

Software testing control and reporting.

This activity consists of the following tasks:

1) The progress of the test activities shall be monitoredand progress reports shall be m
2) Test evaluation reports shall be produced.

Process control and reporting.

This activity consists of the following tasks:

1) TheSoftware Testing Process shall beimplemented, controlled, monitored, evaluated and

2) Quality reports about the Software Testing Process shall be provided.

ade.

mproved.

ration and

pplication
b transfer

As a result of the successful implementation of the Preparation of Transfer to Production Process:

a)

acquirer acceptance tests and reviews are supported.

[ISO/IEC 12207:2008, 6.4.8.2]

b)

Test defects that occurred during acceptance tests are handled.

c¢) The documents modified or produced in the Application Maintenance and Renewal Processes are

registered and archived.
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d) an operation strategy is defined;

e) conditions for correct operation of the software in its intended environment are identified and
evaluated.

[ISO/IEC 12207:2008, 6.4.9.2]

f) Transfertothe stage in which aversion of an application actually isin use and in production is prepared.

g) Progress and evaluation reports on the implementation activities are produced on a regular basis.

5.2.5.3 |Activities and tasks

The orgahization shall implement the following activities in accordance with applicable organizatipn
policies apd procedures with respect to the Preparation of Transfer to Production Process.

a) Software acceptance support.

This actiyity consists of the following tasks:

=
1

1) THe developer shall support the acquirer’s acceptance review and testing\of the software prod
uct. Acceptance review and testing shall consider the results of the SoftwareReview (subclause 7.2.4
Softwarg Audit (subclause 7.2.7), Software Qualification Testing, and System Qualification Testing (i
performed) processes. The results of the acceptance review and testing shall be documented.

e
<

NOTE [ This includes documentation and communication of problems detected during
acceptanice testing to those responsible for resolution.
2) Tne developer shall complete and deliver the softwane,product as specified in the contract.
e

NOTE The contract may require the developer to put the product into operation in the customer’s
environment.

3) Thie developer shall provide initial and continuing training and support to the acquirer as speq
ified in the contract.

NOTE [Initial support includes identifying.and communicating problems detected during

acceptanice to those responsible for resolution.

[ISO/IEC 12207:2008, 6.4.8.3 1]

NOTE 1 |[The preparation and/éxecution of the acceptance test shall only be supported on request of :\I?e
customer.|Activities may include:"developing a test plan, preparing the test environment, defining test dalta,
answering questions, analyzing test results etc.

NOTE 2 | Transfer of the-eéxecutables of the applications to the IT-infrastructure organization(s) is part of ghe
Software Control and Distribution Process. The IT-infrastructure organization will then install the executables
in the prodluction énvironment (deployment).

NOTE 3 | Support of the acquirer may include preparation of the introduction into the user organization.

NOTE 4 Not only acceptance by the acquirer shall be prepared but also acceptance by other involved parties,
such as infrastructure management organizations and any application support and application maintenance
teams that have to work with the modified application.

4) Test defects found in acceptance tests shall be handled.

NOTE In this process the test defects are accepted and, if necessary, discussed with the tester. The repair
action takes place within the Software Construction and Integration Process.

b) Support of the application operation process of IT-infrastructure management.
NOTE1 ISO/IEC 12207 describes the Software Operation process and its activities and tasks. The

application management organization may support these activities by preparing draft operations plans and
instructions and by supporting installation activities etc.. ..
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This activity consists of the following tasks:

1) The preparation of the production environment shall be supported, if necessary: installation,
necessary conversions, batch scheduling etc.

2) A formal production assignment shall be prepared, if necessary.
NOTE When the application management team and the infrastructure management team are part of the

same organization the application management team may assist the IT infrastructure management team and
the customer organization by preparing and issuing a formal production assignment.

Preparation of the finalization of the release.
This activity consists of the following tasks:

1) All documents produced or adjusted during the implementation activities shall be ar¢hived.
2) Discharge of the implementation activities shall be initiated.

NOTE It concerns all parties (acquirer, infrastructure management tearfyy application support, etc.) that
will work with the new version of the application

3) The implementation activities shall be evaluated.
Completion of the assignment.

This activity consists of the following tasks:

1) Assignment discharge shall be organized.

2) Aproduction assignment shall be issued (ifneeded) and the Software Control and Digtribution
Process shall be reported on the status.

3) The Application Change Management Process shall be informed on the status.
Preparation of Transfer to Production control and reporting.

This activity consists of the fodewing tasks:

1) The working method-shall be decided on with all parties involved.

2) The necessaryeapdcity shall be estimated for all parties.

NOTE In this\ptrocess different parties may be involved: the customer organizations thdt perform
acceptation tests-and the infrastructure management organizations that will install and deploy the release.

So the working‘method and necessary capacity have to be tuned with all those parties involved.

3) Maénitor the progress of the Preparation of Transfer to Production activities and makeg progress
reports for all parties involved.

Process control and reporting.

This activity consists of the following tasks:

1) The Preparation of Transfer to Production Process shall be implemented, controlled, monitored,
evaluated and improves.

2) Quality reports about the Preparation of Transfer to Production Process shall be provided.

5.3 Connecting Processes

NOTE See Annex A.2 for an explanation of the term “connecting processes”.
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5.3.1 Application Change Management

5.3.1.1 Purpose

The purpose of the Application Change Management Process is to control changes in the functionality
of applications by prioritizing requests for change and arranging the decisions about them in a
standardized way.

NOTE See Annex A.2 for an explanatory text concerning the Application Change Management process

5.3.1.2 [Outcomes

As aresult of the successful implementation of this process:

a) Requpsts for change are recorded and classified.

b) Requ[sts for change are assessed using defined criteria.

c¢) Requests for change are approved before changes are developed.

d) Aninpplementation schedule of changes and releases is established.

e) An i:Iplementation schedule of changes and releases is communicatéd'to interested parties.
NOTE In this International Standard a release is a particular versign of the application a set of groupled
change requests, established in the Application Change Managemeént Process that are designed, realiz¢d,
tested and deployed as a cohesive whole

f) If pogsible and necessary requests for change are combified to form a release.

g) Progress of individual changes and releases is monitored.

h) Progress of changes and releases is reported©on a regular basis.

i) Changes and releases are evaluated.

5.3.1.3 |Activities and tasks

The orgapization shall implement the following activities in accordance with applicable organizatipn
policies ahd procedures with respect to the Application Change Management Process.

a) Registration of the requests for change.

This hctivity consists’of the following tasks:

1) There shall be:a documented procedure to record, classify, assess and approve requests for
change

2) The $érvice provider shall document and agree with the customer the definition of an emergencjy
change.

3) There shall be a documented procedure for managing emergency changes.
[ISO/IEC 20000-1:2011, 9.2]

4) All changes to an application or application object shall be raised using a request for change.

5) Requests for change shall have a defined scope.

6) All requests for change shall be recorded and classified.

[ISO/IEC 20000-1:2011, 9.2]
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7) Requests for change shall be assessed using agreed criteria.

NOTE Characteristics of the requests for change that shall be recorded are

b)

d)

goal;
origin;
scope;

priority;

2015(E)

cause and rationale;

expected impact;

status;

description.

Scheduling of the release.

This activity consists of the following tasks:

1) Preconditions regarding releases shall be determined.

2) Requests for change may be clustered into releases‘taking into account the dem
assumptions.

3) It shall be monitored that decision-making takes place on the way the request fq
will be handled.

NOTE A request for change can lead to a(n)*(individual) change, if it is not allocated to a re
release or it can be rejected.

4) The development and testing of the change / release shall be scheduled and initiated.
5) It shall be monitored that the'requests for change are approved before changes are dg
6) The schedule shall be éemimunicated to interested parties.

Monitoring and adjusting changes and releases.

This activity consists of the following tasks:

ands and

r change

lease, or a

bveloped.

1) The progress of the change or release including the interaction between changes andl releases

shall Besmonitored.
2) Itshall be validated whether the demands are met.

3)\_‘The content of the release shall be adjusted, if necessary.

ZJ The statuses of the requests for change shall be monitored and be Kept up-to-date.
Application change control and reporting.

This activity consists of the following tasks:

1) Information regarding requests for change, changes and releases shall be provided to

interested parties.

2) The service provider shall review changes and releases for effectiveness and take actions agreed
with interested parties.

[1SO/IEC 20000-1:2011, 9.2]
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3) Requests for change shall be analyzed at planned intervals to detect trends. The results and
conclusions drawn from the analysis shall be recorded and reviewed to identify opportunities for
improvement.

[1SO/IEC 20000-1:2011, 9.2]

e) Process control and reporting.

This activity consists of the following tasks:

1) A chd
potential

inge management policy shall be established that defines criteria to determine changes\wit
to have a major impact on services or the customer.

[ISO/IEC 2000042:2011, 9.

=]

2)
evaluated

3) Qua
of the pra

53.2 S

5.3.2.1

The purp
(version
stakehold

NOTE 1
compilatid

NOTE 2
the changg

The Application Change Management Process shall be implemented, controlled, monitorg

and improved.

cess shall be produced.
pftware Control and Distribution

Purpose

ose of Software Control and Distribution is to store application objects, transfer the corrg
bf) application objects to the right environmeént or process at the right time and infol
ers about status and location of application gbjects.

Objects to be considered here include applications and modules, data structures, designs, test sd
n scripts, etc.

Within Software Control and Distyibiition three types of object sets are being handled: the change
package and final transfer set. Their interrelationship is shown in figure 5.

Impact analysis

Objects passibly

to be adjusted Ll el J

Software design
Software construction
and integration

d,

lity reports about the Application Change Management Process that describe the performarice

ct
m

40

Adjusted Change package l
objects
Implementation
Objects to be

Final transfer sets
dispersed and used

Application support

Figure 5 — Objects within Software Control and Distribution
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NOTE 3  There are three types of activities: storing objects, transferring objects and keeping track of the status
of the objects (and informing stakeholders on the status and position). The activity of keeping track of the status
and informing stakeholders can be considered as configuration management of the maintenance situation, where
the configuration management of the operational software is described in the Configuration Management Process
in 5.1.2. For this type of activities the Configuration Management process in 5.1.2. can be used.

5.3.2.2 Outcomes

As aresult of successful implementation of the Software Control and Distribution Process:

a) —Application objectsare stored combined toform change sets, change packages and final transfer

sets and transferred from object libraries to development, test and production environments
and/or libraries.

b)| Statusofandinformationaboutthe objects (versions and history, relations and interférence$ between
releases) are registered and made available to stakeholders and application mapagement processes.

c)| Progress reports and evaluation on the Software Control and Distribution activities are jproduced
on a regular basis.

5.8.2.3 Activities and tasks

The organization shall implement the following activities in accerdance with applicable organization
pdlicies and procedures with respect to the Software Controland Distribution Process.

a)| Registration of application objects.

This activity consists of the following tasks:

1) The application objects and their status.shall be registered.

2) The change sets, change packages and final transfer sets shall be registered.

b)[ Storage and issuing of applicatien objects.

This activity consists of the following tasks:

1) The storage of the relevant versions of the application objects shall be controlled.

2) Timely and correct'transfer of the application objects between the different enviropmments in
the application. maintenance processes shall be controlled.

3) Documentation objects shall be provided to other application management procesges and to
other stakeholders.

c)J| Provision of information on the application objects.

This activity consists of the following tasks:

1)~ The service provider shall conduct analysis and determine which documentation, software units,
and versions thereof need to be modified as a result of a request for change. These shall be docu-
mented.

[ISO/IEC 12207:2008, 6.4.10.3.3.1]

NOTE The objects that need to be modified form the change set.

2) Possible overlaps in change sets shall be identified.
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3) Informationaboutapplication objectsand their status shall be provided to stakeholders and processes.

4) Management records and status reports that show the status and history of controlled software
items, including baselines shall be prepared.

[ISO/IEC 12207:2008, 7.2.2.3.4.

1]

5) The change packages shall be defined.

d) Transfer to the production environments.

This
1) H
2) £
3) 1
4) (

(

e) Proc
This

1) A

2) 1

d

NOTE
and W
3) (

S

hctivity consists of the following tasks:

ossible final transfer sets shall be defined.

pproval for transfer to production shall be initiated.

he final transfer sets shall be transferred to the customers.

urrent information about new or changed application objects shall/be provided to t
onfiguration Management Process.

pss reporting and control.
hctivity consists of the following tasks:
Software Control and Distribution policy shall be defined.

he Software Control and Distribution Process shall\be implemented, controlled, monitoré
valuated and improved.

Criteria for evaluation include whether the:Software Control and Distribution process is sect
hether the process is updated when necessary

Juality reports about the Software Control and Distribution Process shall be provided to
takeholders and other application:mianagement processes.

5.4 Management Processes

5.4.1 Agreement Management

5.4.1.1

The purp
applicatig

5.4.1.2

Purpose

ose of the Agreement Management Process is to manage that the services delivered by t
n management organization meet or surpass the requirements agreed with the customer.

Outcomes

;d’

re

As aresu

a) Servi

—f ol 1 PR £l A DA —D
LU SULLESSTUT HTIIPICIIICIILALIUIT U LT AgT CCIHITCIU MdITdgTIHITIIL F'TULTSS.

ces and dependencies are identified.

b) Serviceleveltargetsand workload characteristicsforservicesare definedinservicelevel agreements.

c) Theapplication managementorganizationhasanagreed-uponframeworkofdocumented agreements
and underlying agreements with the customer organizations, including Service Level Agreements.

NOTE

This framework includes:

— contracts;

— underlying documents describing the services, products, solutions and approaches in more detail;
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acceptance criteria;
financial agreements;

security responsibilities and risk acceptance

2015(E)

d) Services are monitored against service level agreements.

e) Service level performance against service level targets is communicated to interested parties.
NOTE These products will not always necessarily be created in the Agreement Management Process
L + ik H 1£3 43 o 3 Nl 1 a1l 1oz £, £ aof i+l lete Set Of
fe-gaceeptaneeeriteriaspeetieations-erdestenbuttheywit-gereratlyformpartot-theeonty
agreements which make up a contract or internal agreement.

f)[ Changes to service requirements are reflected in the service level agreements.

g)| Agreements are evaluated on a regular basis.

5.4.1.3 Activities and tasks

T}
joJo

a)

e organization shall implement the following activities in accordanee with applicable org
licies and procedures with respect to the Agreement Management/Rtocess.

Drawing up agreements.
This activity consists of the following tasks:

1) The interrelations between the application mandagement organization, its customers
suppliers shall be defined.

2) Responsibilities and accountabilities involved shall be defined of all parties.

anization

hnd other

3]
4]
5]
S}
ag

vices shall include the dependencies between services and service components.

The service provider shall agree the services to be delivered with the customer.

The service provider shall agree a.catalogue of services with the customer. The catalogue

For each service delivered, one-or more SLAs shall be agreed with the customer. When cr
LAs, the service provider shalktake into consideration the service requirements. SLAs shall
ireed service targets, workload characteristics and exceptions.

[ISO/IEC 20000-1:3

of ser-

pating
nclude

011, 6.1]

6) The pricing model and rates shall be determined.
7) Responsibilities, services, products and rates shall be negotiated and adjusted.
8) Theagreements shall be agreed with the customers.

9)~The agreements shall be documented.

b)

T0J A communication, reporting and escalation mechanism snall be established.
Monitoring of agreements, reporting and taking measures.

This activity consists of the following tasks:
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1) The service provider shall review services and SLAs with the customer at planned intervals.
2) The service provider shall monitor trends and performance against service targets at planned
intervals. Results shall be recorded and reviewed to identify the causes of nonconformities and
opportunities for improvement.

[ISO/IEC 20000-1:2011, 6.1]

3) The description of each service report, including its identity, purpose, audience, frequency and
details of the data source(s), shall be documented and agreed by the service provider and interested
parties.

4) Servjce reports shall be produced for services using information from the delivery of services
and the §MS activities, including the service management processes. Service reporting shall include pt
least:

i} performance against service targets;

ii) relevant information about significant events including at least major incidents, deploy-
ment of lew or changed services and the service continuity plan being invoked;

iifi) workload characteristics including volumes and periodic changesinworkload;

iy) detected nonconformities against the requirements in this partef ISO/IEC 20000, the SMS
requirenjents or the service requirements and their identified causes;

v) trend information;

vl) customer satisfaction measurements, service complaints and results of the analysis of
satisfactjon

vfi) measurements and complaints.

5) The service provider shall make decisions and takeactions based on the findings in service
reports. The agreed actions shall be communicated;te’interested parties.

[1SO/IEC 20000-1:2011, 6.p]

6) The results of these actions shall be ménitored.
7) Opportunities for improvement,shall be identified.
c¢) Evalyation and adjustment of 4greements.

This hctivity consists of the following tasks:

1) The gervice providershall review the performance of the services at planned intervals, with the
customet.

[1SO/IEC 20000-1:2011, 7/1]

2) The datisfaction of all involved parties on the content and the observance of the agreements shpll
be evlaluated.

3) Theagreementsshall be evaluated and itshall be monitored whether the agreements are appropriate
and draw up proposals for improvements if necessary. Evaluation subjects are:

— set-up of the agreement;
— services and products;
— service levels;

— pricing models and rates.

4) Proposals for future cooperation shall be made.
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changes to services and SLA’s to ensure that they are aligned.
[adjusted from ISO/IEC 20000:2

5) Changes to the documented service requirements, catalogue of services, SLA’s and other doc-
umented agreements shall be controlled. The catalogue of services shall be maintained following

011, 6.1]

d) Process control and reporting.

This activity consists of the following tasks:

1) The Agrppmpnf Mnnngpmpnf Process shall be imp]pmpnfnd controlled _monitored_evaluated

and improved.

2) Quality reports about the Agreement Management Process shall be provided.
5.4.2 Planning and Control

5.4.2.1 Purpose

The purpose of the Planning and Control Process is to manage that the'services are provided on the
agreed delivery date by deploying the right personnel in the appropriate capacity at the right fime.

NOTE Activities within the field of application management may take place in a project. This prpcess does

noft only cover the planning and control of projects but also the plafining and control of all day-to-day 3
mgnagement activities and combined work packages.

5.4.2.2 Outcomes

Ad a result of successful implementation of the Planming and Control Process:

pplication

a) the scope of the work for the project is defined;

evaluated;

c)| the tasks and resources necessary to complete the work are sized and estimated;

identified;
e) plans for the execiition of the project are developed; and

f)] plans for the eXecution of the project are activated.

[ISO/IEC 12207:2004

b] the feasibility of achieving the goals of the project with available resources and constrairfts are

d] interfaces between elements in the project, and with other project and organizational uniits, are

,6.3.1.2]

NOTE In ISO/IEC 12207:2008, 6.3.1 the subject of the process is Project Planning.

The activities in this Planning & Control Process can take place in projects but also as sep

hrate line

aclivities, in releases etc. The term ‘project plan’ is, within this context, synonymous with ‘relg

ase plan’.

g) Annual or rolling quarterly plans are available.

NOTE In the project plan and annual and/or rolling quarterly plans there should be estimates of:
— expected workload or activities to be executed;

— required human resource capacity (type and amount);

— expected starting times, due dates and timelines;

— estimates for needed capacity and provisional schedules for application support and application maintenance

and renewal activities, for management activities, etc.;

— estimates for required capacity for quality improvement activities;
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— in case of rolling plans: changes in the plans compared to previous versions.

h) Progress of the project is monitored and reported;

i) Interfaces between elements in the project, and with other project and organizational units, are
monitored;

j) Actions to correct deviations from the plan and to prevent recurrence of problems identified in
the project are taken when project targets are not achieved; and

k) Project objectives are achieved and recorded.

[ISO/IEC 12207:2008, 6.32.2]

1) The gpplication management organization has metrics, such as productivity figures and empiri¢al
data pn previous work.

5.4.2.3 |Activities and tasks

The orgapization shall implement the following activities in accordance with applicable organizatipn
policies apd procedures with respect to the Planning and Control Process.

a) Planning of application management activities.

This pctivity consists of the following tasks:

The proj¢ct shall implement the following activities and tasks in.accordance with applicable organizp-
tion poligies and procedures with respect to the Planning Pragcess.

Project ]:itiation. This activity consists of the following.tasks:
1) The

NOTE Hstablishing the requirements includes identifying the project’s objectives, motivations

anager shall establish the requirements of the project to be undertaken.

and bourndaries.

2) Oncdgthe project requirements are established, the manager shall establish the feasibility of the
project by checking that the resources (personnel, materials, technology, and environment) required
to execute and manage the project aréavailable, adequate, and appropriate and that the timescales to
completipn are achievable.

3) Asng¢cessary, and by agreement of all parties concerned, the requirements of the project may be
modified at this point to achieve the completion criteria.

[ISO/IEC 12207:2008, 6.3.1.3 1]

4) The 3pplicationumfanagement organization shall have continuous insight into available, allocatgd,
comrpitted and ‘available human resources capacity.

5) The gxpectéd human capacity required for application management activities shall be estimated}:

1 iac:
TITYy

— small every day maintenance activities;
— larger maintenance and renewal activities;
— management and strategic activities.

6) Theserequirements shall be detailed to provide estimates by activity, release or project, detailed by
type of human capacity, amount and period.

7) Incaseofstaffaugmentation the human capacity required from suppliers (including subcontractors)
shall be estimated, detailed by type of expertise, amount and period.
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8) Therequested or agreed timelines provided by customers and suppliers shall be identified.

9) The available, required and, where applicable, available human capacity for both the application

management organization as well as subcontractors shall be identified.

10) Risks (probability, effects) and appropriate mitigation measures and the effect on human capacity

required shall be identified and quantified.

1

Project planning. This activity consists of the following tasks:

) The manager shall prepare the plans for execution of the project. The plans associated with the

e3
C3
th

dg

N
ag

[N

recution of the project shall contain descriptions of the associated activities and tasks and4
tion of the software products that will be provided. These plans shall include, but aremotIi
e following:

— Schedules for the timely completion of tasks.

— Estimation of effort.

— Adequate resources needed to execute the tasks.

— Allocation of tasks.

— Assignment of responsibilities.

— Quantification of risks associated with the tasks op the process itself.
— Quality assurance measures to be employed throughout the project.
— Costs associated with the process execution.

— Provision of environment and infrastructure.

— Definition and maintenance of a life cycle model that is comprised of stages using
pfined life cycle models for projects of the organization.

DTE Organizational models for projectuse would be provided through the Life Cycle Modg
rement Process.

Foject activation. This activity consists of the following tasks:
P) The manager shall obtain authorization for the project.
B) The manager shall submit requests for necessary resources to perform the project.

}) The manager shall initiate the implementation of the project plan/s to satisfy the object

lentifi-
mited to,

the

] Man-

ves and

cifiteria set, exercising'control over the project

[ISO/IEC 12207:2008, p.3.1.3.2]
b)| Monitoring, control and reporting of application management activities.
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Project monitoring. This activity consists of the following task:

1) The manager shall monitor the overall execution of the project, providing both internal reporting
of the project progress and external reporting to the acquirer as defined in the contract.

NOTE The manager ensures that internal project element interfaces, as well as interfaces
with other relevant projects and organizational units, are monitored during this activity.
Project control. This activity consists of the following tasks:

2) The manager shall investigate, analyze, and resolve the problems discovered during the execution
of the pr¢ject, THe Tesolution of problems may Tesult in changes To pians. 1T1s the manager's TeSpoji-]
sibility t¢ ensure the impact of any changes is determined, controlled, and monitored. Problems and
their resglution shall be documented.

3) The manager shall report, at agreed points, the progress of the project, declaring adherence to
the pland and resolving instances of the lack of progress. These include internal and extérnal report-
ing as reIuired by the organizational procedures and the contract.

Project assessment. This activity consists of the following tasks:

4) The manager shall ensure that the software products and plans are evalyated for satisfaction of
requirenjents.

5) The manager shall assess the evaluation results of the software prodiicts, activities, and tasks
completdd during the execution of the project for achievement of the‘ebjectives and completion of th
plans.

(]

OTE The manager uses assessment results to take steps to prevent future recurrence
of problems identified on the project.
Project ¢losure. This activity consists of the following tasks:

6) Whep all software products, activities, and tasks@dre completed, the manager shall determine
whether the project is complete, taking into account the criteria as specified in the contract or as paft
of organization’s procedure.

o

7) Thede results and records shall be archived in a suitable environment as specified in the contrag
[ISO/IEC 12207:2008, 6.3.2.B]

1) The overall results® of the activities of the application management organization and the
ppliers shallbe’evaluated.
2) The lessonslearned, e.g.by updating risk analysis checklists, metrics etc. shall be identifi¢d,
documented and communicated.
3) Any,problems in planning and controlling the application management activities shall pe

ide cCO anoa proposa O PTOV a pocpTroat CI~
d) Process control and reporting.
This activity consists of the following tasks:

1) The Planning and Control Process shall be implemented, controlled, monitored, evaluated
and improved.

2) Quality reports about the Planning and Control Process shall be provided.
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5.4.3 Quality Management

5.4.3.1 Purpose
The purpose of the Quality Management Process is to manage that the products, processes, resources

and structure of the application management organization comply with the requirements of the
organization, the customers and relevant regulations.

5.4.3.2 Outcomes

Aq a result of successful implementation of the Quality Management Process:

a)l strategy for conducting quality assurance is developed;
[ISO/IEC.1¥2207:2008, 7.2.3.2]

b)| Quality assurance criteria are defined

c)] evidence of software quality assurance is produced and maintained;
d] problems and/or non-conformance with requirements are identified and recorded; and

e) adherence of products, processes and activities to the applicable standards, procedures and
rgquirements are verified.

[ISO/IEC 12207:2008, 7.2.3.2]

f)| The application management organization has insight into the required and actual intprnal and
acquired quality.

g] organization quality management policies’and procedures are defined;
h] organization quality objectives are defined;

i)] accountability and authority for quality management are defined.

[1SO/IEC 12207:2008, 6.2.5.2]

j)| The requirements (agreements) from the other Management Processes are handled, foi instance
in the field of customer‘agreements, quality demands, cost demands. Feedback to the Mahagement
Processes on the feasibility of the requirements should be provided.

k)| Demands placed.on the other Management Processes are defined and communicated. Feedback is
also providedregarding the feasibility of this.

1)| A process~is in place for identifying, registering and handling problems (shortcominlgs in the
qualitjrsystem).

ml) ~Appropriate action is taken when quality objectives are not achieved.

[ISO/TEC 1220772008, 6.2.5.2]

n) Reports on the quality of the application management activities are produced on a regular basis.

5.4.3.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Quality Management Process.

a) Quality planning.

This activity consists of the following tasks:
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1) The organization shall establish quality management policies, standards and procedures.

NOTE 1 A process model for quality management system can be found in ISO 9001:2000. For
organizations wishing to move beyond ISO 9001:2000, in pursuit of continual improvement of perfor-
mance, guidance is provided in ISO 9004:2000.

NOTE 2 Guidance for application of ISO 9001:2000 to software can be found in ISO/
[EC 90003:2004. The organization shall establish organization quality management goals and objec-
tives based on business strategy for customer satisfaction.

2) The organization shall establish organization quality management goals and objectives based on
business[strategy for customer satisfaction.

[ISO/IEC 12207:2008, 6.2:5:3.1].

—

3) A plan for conducting the quality assurance process activities and tasks shall be developed, docy
mented, Implemented, and maintained for the life of the contract.

[ISO/IEC 12207:2008, 7.2.3.3.1.B]

4) The durrent quality levels shall be estimated.
5) Known limitations regarding quality levels to be met shall be inventoried

6) The gbility of the organization and the suppliers to deliver the cutrent and required services shpll
be esfimated.

7) The prganization shall define responsibilities and authority for implementation of quality man-
agement

[ISO/IEC 12207:2008, 6.2.5.3.1.B]

8) A trdining plan, addressing implementation schedules, resource requirements, and training
needs, should be developed and documented.

[ISO/IEC 12207:2008, 6.2.4.3.2.1]

9) Imprpvements in the quality systeni shall be initiated.

10) Trajning manuals, includingprésentation materials used in providing training should be devel-
oped or dcquired.

11) Thdgtraining plan shall’be implemented to provide training to personnel. Training records
should b¢ maintained.

[ISO/IEC 12207:2008, 6.2.4.3.2]

12) Agreements:about quality requirements with suppliers shall be made.

13) It S‘lall be assured that applicable prime-contract requirements are passed down to the subcon
tractor, and that the subcontractor's software products satisly prime-contract requirements.

[ISO/IEC 12207:2008, 7.2.3.3.3.3]

14) Scheduled and on-going quality assurance activities and tasks shall be executed. When problems
or non-conformances with contract requirements are detected, they shall be documented and serve
as input to the Problem Resolution Process (subclause 7.2.8). Records of these activities and tasks,
their execution, problems, and problem resolutions shall be prepared and maintained.

[ISO/IEC 12207:2008, 7.2.3.3.1.4]

NOTE In this International Standard the Problem Resolution activities are part of the Quality Management
Process (5.4.3.3 b.2).
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15) The organization shall implement preventive actions [ISO/IEC 9001:2008, 8.5.3]
b) Quality monitoring, improvement and reporting.

This activity consists of the following tasks:

1) The organization shall conduct periodic reviews of project quality plans.
[ISO/IEC 12207:2008, 6.2.5.3.1.3]

2’ Thaoarachall ha 2 docimnantnd mvraocndiern to i dantify nrahlamae and patniraion Ay Ao d +ha npact Of
}—Fhere-shall-be-a-documentedprocedure-to-identifirps Hnp

CooTCTITSTI I I I T A T oo v oot

incidents and problems. The procedure for problems shall define:

— identification;

— recording;

— allocation of priority;

— classification;

— updating of records;

— escalation;

— resolution;

— closure.

3] Problems shall be managed according to the procedure:
[ISO/IEC 20000-1:3011, 8.2]

4] Itshall be assured that software products.ahd related documentation comply with the cdntract
and adhere to the plans.
5

] Inpreparation for the delivery of the software products, it shall be assured that they havg fully
sgtisfied their contractual requirements-and are acceptable to the acquirer.

6] Itshall be assured that those software life cycle processes (supply, development, operatign, main-
tgnance, and support processes including quality assurance) employed for the project comply with the
contract and adhere to the plans.

7] Itshall be assured that'the internal software engineering practices, development environment,
tgst environment, and libraries comply with the contract.

[ISO/IEC 12207:2008, 7.2.3.3.2.3]

8] The organization shall implement corrective actions and communicate results through the organ-
izgtion.

[ISO/IEC 12207:2008, 6.£.5.3.2.2]

9)Ttshall be assured that tThe acquirer and other parties are provided the required support and
cooperation in accordance with the contract, negotiations, and plans.

10) It should be assured that software product and process measurements are in accordance with
established standards and procedures.

11) Itshall be assured that the staff assigned has the skill and knowledge needed to meet the
requirements of the project and receive any necessary training.

[1SO/IEC 12207:2008, 7.2.3.3.3]

12) The organization shall take corrective actions when quality management goals are not achieved.
[ISO/IEC 12207:2008, 6.2.5.3.2.1]
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13) The quality of the application management activities shall be reported.

14) Additional quality management activities may be assured in accordance with the clauses of
ISO 9001.

[ISO/IEC 12207:2008, 7.2.3.3.4.1]

¢) Quality evaluation.

This activity consists of the following tasks:

1) Heleases shall be evaluated.

2) The results of the improvement activities based on executed assessments, reviews and tegts
shall be evaluated.

3) Definme objective criteria that can be used to evaluate staff performance.

4) Evaltyiate the performance of the staff in respect of their contributions to the goals of the organi-
zation or|project.

5) Ensyre that feedback is provided to the staff on the results of any evaluations performed.

6) Maintain adequate records of staff performance including informatien on skills, training com-
pleted, and performance evaluations.

7) Emppwer teams to perform their role by ensuring the teamsave:
i] An understanding of their role on the project.
i) A shared vision or sense of common interests orhe success of the project.

iii) Appropriate mechanisms or facilities for communication and interactions among teams.

—e

y) Support from appropriate management to-accomplish project requirements.
[ISO/IEC 12207:2008, 6.2.4.3.B]

8) The¢ general quality of products and-ptocesses shall be evaluated.
9) The¢ problems that have been dealt with shall be evaluated.
d) Procpss control and reporting:
This pctivity consists of thefollowing tasks:

1) The Quality Management Process shall be implemented, controlled, monitored, evaluated
dnd improved)

2) Quality réports about the Quality Management Process shall be provided.

5.4.4 Fjinancial Management

5.4.4.1 Purpose

The purpose of the Financial Management Process is to manage that the costs of the application
management organization are in balance with the benefits and the products and services are
competitively priced.

5.4.4.2 Outcomes
As aresult of successful implementation of the Financial Management Process:

a) Theapplication managementorganization has defined a costallocationand a costcharging structure.
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Costs of service provision are estimated.

Budgets are produced using cost estimates.

The application management organization has drawn up a financial plan.
This plan provides insight into:

— costs;

— Dbenefits;

f)
g)
h)

5.4.4.3 Activities and tasks

T}
joJo

a)

— developments;

— long-term expectations.

NOTE Cost benefit analysis should encompass criticality analysis.
Financial reviews take place on a regular basis.

The review reports provide insight into:

— financial results;

— results of financial evaluations;

— change proposals for the financial process;

— any problems encountered.

deviations from the budget and costs are conttolled;
deviations from the budget are resolved;

deviations from the budget and costs @are communicated to interested parties.

e organization shall implement the following activities in accordance with applicable org
licies and procedures with respect to the Financial Management Process.

Financial planning:
This activity consists of the following tasks:
1) A costistructure shall be created or adjusted.

NOTE The cost structure concerns the determination of which internally costs and which co
deliverers are included or not and to which degree.

anization

t made by

2) A cost charging structure shall be created or adjusted.

NOTE

how, in which form, they will be charged.

© ISO/IEC 2015 - All rights reserved
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3) There shall be policies and documented procedures for:
a) budgeting and accounting for service components including at least
1) assets — including licenses — used to provide the services,
2) shared resources,
3) overheads,
4) capital and operating expenses,

5) externally supplied services

6] personnel,
7] facilities

b) apportioning indirect costs and allocating direct costs to services, to provide an oyvérall cost fqr
each seryice;

c) effective financial control and approval.

[ISO/FEE€20000-1:2011, 6.4]

4) The dosts of the required activities of the application management organization shall be predictéd.
A distinction is made between costs for:

— Support;

— r1haintenance and renewal;

— TIhanagement;

— Strategic activities.
5) Financial risk and appropriate mitigation measures shall be identified and quantified.
6) The dosts that will be made by suppliers ot-subcontractors shall be predicted.
7) The dervice provider shall predict thé.expected benefits of the products and services.
8) The tharket conformity of the pricing and of the expected benefits shall be estimated.
b) Financial monitoring and reporting.

This actiyity consists of the.following tasks:

1) The gervice provider'shall monitor and report costs against the budget, review the financial fore
casts and manage.costs.

[1SO/IEC 20000-1:2011, 6.}4]

NOTE This'monitoring shall include cost of the subcontractors and suppliers.

2) The cost charging and the revenues shall be monitored.
3) In case of deviation of the financial planning, measures shall be identified and initiated.
4) Financial information shall be provided to all the application management processes.
5) Reports on the financial results of the application management activities shall be provided.
c¢) Financial evaluation.
This activity consists of the following tasks:

1) The costs incurred and the benefits realized shall be evaluated.

54 © ISO/IEC 2015 - All rights reserved



https://standardsiso.com/api/?name=152882269793a7bd060bf6eef753e6b8

d)

ISO/IEC 16350:2015(E)

2) The appropriateness of the cost and cost charging structures used shall be evaluated.

Process control and reporting.

This activity consists of the following tasks:

1) The Financial Management Process shall be implemented, controlled, monitored, evaluated

and improved.

2) Quality reports about the Financial Management Process shall be provided.

5.11.5 Supplier Management

5.4.5.1 Purpose

T}
se

N(
be
co
no

N(

N(
ag
ap

(application management is the supplier) and, the second type is the object of Supplier Management (3

m

N(
te
ac
re

5.4.5.2 Outcomes

As
a)
b)
‘)

e purpose of the Supplier Management Process is to manage that supplier services are integ
vice delivery to meet the agreed requirements.

TE1 The application management organization may have internal or external suppliers. A su
another application management organization, but also IT infrastructure ‘management organi
hsultants. This International Standard makes no distinction between intéenal or external customers
distinction is made between internal or external suppliers.
TE2  Suppliers are managed on two levels:

strategic: Supplier and Sourcing Definition;

tactical: Supplier Management (this process).

TE3  Within this International Standard two typés of contracts or documented agreements are r
reements between the application management orfganization and its customers, and agreements bd
plication management organization and its supplers. The first type is the object of Agreements M4
inagement is the customer).

TE4  Security is an increasing concern in systems and software engineering. See ISO/IEC 2703
hniques - Information security for-supplier relationships, for requirements and guidance for sup

uirers on how to secure infornmation in supplier relationships. Specific aspects of information securi
ationships are addressed in/Parts 3 and Part 4.

aresult of successful implementation of the Supplier Management Process:
relationships between the service provider and suppliers are managed.
Serviges to be provided are negotiated with each supplier.

Roles and relationships between suppliers are determined.

rated into

pplier can
zations or
Similarly,

pcognized:
tween the
nagement
pplication

b, Security
pliers and
[y supplier

d)
e)

The capability of subcontracted suppliers to meet obligations is confirmed.

The application management organization has agreed-upon framework agreements, contracts and

underlying agreements with suppliers:
— description of the services and products to be ordered;

— underlying documents describe the services, solution and approaches in more detail.

NOTE Service level agreements are considered to be part of a contract or to be a specific type of contract.

So service level management is part of Supplier Management.
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f) Information regarding suppliers’ capacity, capabilities and services, including any technology they
use, and developments in the supplier market is documented.

g) Supp
h) Supp
NOTE

lier obligations to meet service requirements are monitored.
lier performance against agreed criteria is monitored.

In this International Standard this monitoring also includes the non-rational aspects, such

experience, respect, reasonableness.

as

i) Reports on the performance of the suppliers and the supplier management activities are produced
on a regular basis.

5.4.5.3

Activities and tasks

The serv

Supplier 1

. \ Service
Supplier 2 7 provider 1 Customer

Subcontracted

Supplier 3a 7 Supplier 3

Figure 3 — Example of supply.chain relationships
[ISO/IEC 20000-1:2011, 7.

ce provider may use suppliers to implement and operate some parts of the service manage:-
ment prdcesses. An example of supply chain relationships is illustrated in Figure 3.

The orga
policies a

hization shall implement the following activities in accordance with applicable organizati
hd procedures with respect to the Supplier Management Process.

a) Supplier planning (drawing up of contracts with suppliers).

This
1) 1T

hctivity consists of the following tasks:

he actual need, demand and volume shall be determined.

2)
3)
4)
5)
6)

upplier(s) shall be selected.

upply and dendand shall be matched.

n engagement model and a contract model shall be drafted.

he desired parameters for managing and invoicing the supplier shall be designed.

he’services and products to be provided by the supplier shall be defined.

7) The service provider shall agree with the supplier service levels to support and align with the
SLAs between the service provider and the customer.

[1SO/IEC 20000-1:2011, 7.2]
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8) Prices and sharing of costs shall be defined and agreed with the suppliers.

9) The service provider shall ensure that roles of, and relationships between, lead and sub-con-
tracted suppliers are documented. The service provider shall verify that lead suppliers are managing
their sub-contracted suppliers to fulfil contractual obligations.

10) The service provider and the supplier shall agree a documented contract.
The contract shall contain or include a reference to:

— scope of the services to be delivered by the supplier;

— dependencies between services, processes and the parties;
— requirements to be fulfilled by the supplier;
— service targets;

— interfaces between service management processes operated by the supplier and other
parties;

— integration of the supplier’s activities within the SMS;

— workload characteristics;

— contract exceptions and how these will be handled;

— authorities and responsibilities of the service provider-and the supplier;
— reporting and communication to be provided by)the supplier;

— basis for charging;

— activities and responsibilities for the expected or early termination of the contract and the
trfansfer of services to a different party.

[EN

|) For each supplier, the service provider shall have a designated individual who is respongible for
mlanaging the relationship, the contract andperformance of the supplier.

[1SO/IEC 20000-1:2011, 7.2]

b)| Supplier monitoring and reporting.

THhis activity consists of the fellowing tasks:

1] The service provider shall monitor the performance of the supplier at planned intervals. The per-
fgrmance shall be measured against service targets and other contractual obligations. Results shall
b¢ recorded and reviewed to identify the causes of nonconformities and opportunities for improve-
ment. The review shall also ensure that the contract reflects current requirements.

[1SO/IEC 20000-1:2011, 7.2]

2)| Measures to resolve any shortcomings shall be taken.

3)| Fhe results of these measures shall be monitored.

4) There shall be a documented procedure to manage contractual disputes between the service
provider and the supplier.

[ISO/IEC 20000-1:2011, 7.2]

5) There shall be a report on the supplier management activities.
c) Supplier evaluation.
This activity consists of the following tasks:

1) The observance of the agreements shall be evaluated.

© ISO/IEC 2015 - All rights reserved 57


https://standardsiso.com/api/?name=152882269793a7bd060bf6eef753e6b8

ISO/IEC 16350:2015(E)

d)

5.5 Application Strategy Processes

5.5.1 Analysis of Developments in IT

2)

3)

Procpss control and reporting.

This hctivity consists of the following tasks:

1

2)

5.5.1.1

The purpjose of the Analysis of Developments I IT Process is, exploring technological developments
the field ¢f development tools, functionalities, service management tools, application platforms and
infrastrufture, determining the impact on the application portfolio and advising on strategic choig
regarding applications and application portfolio.

5.5.1.2

As aresult of a successful implementation.of the Analysis of Developments in IT Process:

a)

b)

<)

d)

The
and

The

technjology and standard-functionalities.

The

The

scendrioes.for implementation or renewal of technologies.

possJI;ilities on the existing applications.

The contract(s) shall be evaluated and adjusted if necessary. Evaluation subjects are:
— set-up of the contract;

— management and invoicing model used;

— services and products;

— service levels.

The service provider shall make proposals for the future cooperation.

The Supplier Management Process shall be implemented, controlled, monitored, evaluat
dnd improved.

Quality reports about the Supplier Management Process shall be provided:

Purpose

Outcomes

dpplication management organization has insight into the current status of the used technolo
functionalities.
dpplication management organization has insight into opportunities and threats in the field

dpplication management organization has insight into the impact of technological changes a

plicatioh management organization has a technology strategy covering possible and preferr

in
IT

5.5.1.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Analysis of Developments in IT Process.

a)

58

Inventory of technological developments.

This activity consists of the following tasks:

1) The used tools and infrastructure and externally obtained functionality (components) shall be

identified and their status shall be determined.
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2) The necessity for upgrading or replacement of tools, infrastructure and obtained functionality

shall be identified.
3) New technologies or solutions shall be identified.

4) Opportunities to reduce threats regarding application and regarding means such as
infrastructure and opportunities to improve services shall be determined.

5) The affected applications shall be determined.

tools and

6) Possible scenarios for implementing technological developments regarding application and

b)

Th
of
de

AS

interfaces shall be developed and activities, risks, costs shall be estimate and res
be predicted.

Technology strategy definition.
This activity consists of the following tasks:

1) Anoverall policy or desired approach for current or future technology (tools and infras
and functionality shall be identified.

2) The impact on the existing application or application portfolie)shall be identified.
NOTE The exact (factual) impact is determined in the Application Life Cycle Management |
the Analysis of Developments in IT Process only the rough genetic impact is determined, such as
impact on the application itself or on related developmentsand rough scenarios or alternatives fd
Process reporting and control.

This activity consists of the following tasks:

1) The Analysis of Developments in [T Process shall be implemented, controlled, mn
evaluated and improved.

2) Quality reports about the Analysis of Developments in IT Process shall be provided.

.p.2 Customer Organizations Analysis

.p.2.1 Purpose

.p.2.2 OQutcomes

a result of the successful implementation of Customer Organizations Analysis Process:

ults shall

tructure)

rocess. In
the rough
r renewal.

onitored,

e purpose of the Clistomer Organizations Analysis Process is to proactively monitor the impact
developments inthe customer organization(s) on an application and the application por
termine which-eorstraints the existing applications will have for these developments.

rfolio and

The application management organization has insight into developments in the

customer

organizations.

The application management organization has insight into the impact of developments in the

customer organizations on the applications within its portfolio.

The application management organization hasinsightinto the obstacles thatthe currentapplications

may form for developments in the customer organizations.
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Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Customer Organizations Analysis Process.

a) Production of an inventory of organizational developments.

This activity consists of the following tasks:

hanges in the customer organizations policies shall be identified.

1) C
2)

3) 1
4) 1
5) (

b) Determination of the impact.

This hctivity consists of the following tasks:

1) F
2)

3) 1

—

NOTE

the Clistomer Organization Analysis Process only thé\rough generic impact is determined, such as the rou

he changes in the business processes of the customers shall be 1dentified.
he changes in the infrastructure of the customers (machines, buildings, IT) shall be identifie
he organizational changes within the customer organizations shall be identifiedt

hanges regarding the IT-control of the customers shall be identified.

xisting applications that have been or will be affected by the developments shall be identifie

ossible obstacles imposed by the existing information systems on the developments sh
e identified.

he implications of the customer organizational developments for existing and potential nev
enewed applications shall be identified.

The exact (factual) impact is determined in‘the Application Life Cycle Management Process.
t on the application itself or on related developments, and rough scenarios or alternatives for renew
pss reporting and control.
hctivity consists of the following'tasks:

he Customer Organizatigns-Analysis Process shall be implemented, controlled, monitorsg
valuated and improved(

Juality reports abottjthe Customer Organizations Analysis Process shall be provided.
ustomer Environment Analysis

Purpose

osé ‘of the Customer Environment Analysis Process is to proactively monitor developmer

d.

d.

-

/

In
gh
al.

d,

ts

impa

c¢) Proc
This

1) 1

e

2)
553 C
5.5.3.1
The purp
in the inf

brmation chains that the customer organizations are part of and to determine the impact

of

those developments on an application and the application portfolio. The Process will also define which

obstacles

5.5.3.2

the existing applications may form for these developments.

Outcomes

As aresult of the successful implementation of the Customer Environment Analysis Process:

a) The application management organization has insight into developments in chain processes of

their

customers:

— developments in the processes between parties in the chain;
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— developments in communication standards, technology standards and exchange standards that

are used by the customers;

— mutual or market wide needs, opportunities and constraints.

b) The application management organization has insight into the impact of the developments in the
customer organizations chains on the applications within its portfolio.

5.5.3.3 Activities and tasks

Tl
joJo

a)

b)

SR gdlliLdtiUll stratt iulplclucut tire quuvviug activitiestraccordancewith applix.a‘ulc O
licies and procedures with respect to the Customer Environment Analysis Process.

Production of an inventory of developments in the organization chains.

This activity consists of the following tasks:

1)

2)

3)

4)

Determination of the impact.

This activity consists of the following tasks:

1y

2)

3)

4)

NOTE The exact (factual) impact is determined in the Application Life Cycle Management |
the Customer Environment Analysis Process only the rough generic impact is determined, such as
impact on the application itself or on related developments, and rough scenarios or alternatives fc

Relevant developments in the overall business processes concerning the customer ch
be identified.

anization

hins shall

Developments in any standards used or databases shared-with other organizations in the

customer chains shall be identified.

Recognized needs regarding more cooperation or information exchange in the ch
be identified.

The opportunities and possibilities for furtherialignment of information processe
identified.

Necessary or possible changes, innthe commonly used IT communication infrastruc
be identified.

An overall policy or desired direction regarding the chain processes based on the in
shall be indicated.

Potentially interésting opportunities for chain processes based on the existing infra
and applicatiofis)shall be indicated.

The impliéations of the chain developments for existingand potential new /renewed ap
shall be identified.

hins shall

b shall be

fure shall

ventories

Structure

blications

rocess. In
the rough
r renewal.

Processrenortineg and control
r 1 =]

This activity consists of the following tasks:

1) The Customer Environment Analysis Process shall be implemented, controlled, monitored,

2)

evaluated and improved.

Quality reports about the Customer Environment Analysis Process shall be provided.
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5.5.4 Application Life Cycle Management

5.5.4.1

Purpose

The purpose of the Application Life Cycle Management Process is to determine the future strategy for an
application, so that the application can optimally support the business processes in the future.

5.5.4.2

Outcomes

As aresult of the successful implementation of the Application Life Cvcle Management Process:

a) The

application management organization has a strategy for each application within -t

portfolio, containing:

5.5.4.3

durrent functional, technical and operational quality of the application;
relevant developments in technology and (future) use;

ossible strategies for the future and scenarios to get there, incliiding blueprints a
nancial estimates;

e

Q

preferred scenario.

Activities and tasks

The orgapization shall implement the following activities in accerdance with applicable organizati
policies ahd procedures with respect to the Application Life Cycle Management Process.

a) Determination of the status of the current situation.

This pctivity consists of the following tasks:

1y

2)

3)

The technical quality of the application shall be examined:
<+ the current and estimate the future expected stability, maintainability, flexibility.

The functional quality shall be.determined:

— the degree to which ;~the application supports the business process, legislation a
regulations (now@ndin the future);

- the extent toawhich users are satisfied with the application.

The operational'quality shall be determined:

-+ the current and future continuity, manageability, efficiency, reliability.

b) Determination of the impact of the business strategy on the application.

he

This activity consists of the folfowing tasks.

1)

2)

3)

The impact of developments and changes in the business processes, business policy and the

environment of the application shall be determined.

The impact of the changes in the organization, users, information provisioning processes and

other applications shall be determined.

The commitment and willingness of the application owner to make investments and change

shall be determined.

c) Determinationofthetechnicalpossibilitiesforupgradingandthreatsregardingtheapplication.

This activity consists of the following tasks:
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1) Potentially interesting or necessary technology shall be determined.
2) The developments of existing technology shall be determined.

3) The developments in the strategies of the existing suppliers: technology, market ambitions,
products and services shall be determined.

4) The possibilities to apply the explored new or changed technologies and the value they may or
will have for the application shall be determined.

5) The effects of the developments of suppliers: opportunities and threats shall be determined.

d)| Determination of a strategy and scenarios for the future.
This activity consists of the following tasks

1) Possible strategies: scenarios and blueprints for the future of the application shall be|defined.
2) Possible scenarios for every strategy shall be defined.

3) The investments needed, benefits, advantages, disadvantages\and the extent to Wwhich the
requirements are met for every option and scenario shall besdetermined.

4) The preferred action and scenario shall be advised or choesen if this responsibility|has been
delegated to application management.

e)| Process reporting and control.
This activity consists of the following tasks:

1) The Application Life Cycle Management.Process shall be implemented, controlled, nfonitored,
evaluated and improved.

o

2) Quality reports about the Application Life Cycle Management Process shall be provided.
5.5.5 Application Portfolio Management

5.5.5.1 Purpose

The purpose of the Application Portfolio Management Process is to align and coordinate thfe various
components in the application landscape and balance, prioritize and coordinate changes and inyestments
in|the application portfolio by:

— Examiningywhether individual planned investments fit into the broad perspectiye of the
application*portfolio.

— Determining if all the projects and programs are feasible for the customer organization(s) and/or
for the application management organization.

NOTE Thestopeof this processamdundertyimgactivities and-tasks mray betheemntire portfotioor a specific
P P y1g Y P
part of the portfolio, e.g. all the applications of one customer organisation or market.

5.5.5.2 Outcomes

As aresult of the successful implementation of the Application Portfolio Management Process:

a) Theapplication management organization has an overview of the application portfolio giving insight in:
— the various applications with descriptions of these applications;
— cohesion between the applications;

— indications of current quality and of investments needed, including priority;
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— relevant developments, such as policy-changes, opportunities and threats, affecting the
applications, and their impact, their importance and their time-aspects.

b) The application management organization has an application portfolio policy containing:

— proposed (changes in the) cohesion of the application portfolio;

— use of current and future standards and technology.

trategic change portfolio.

— s
5.5.5.3

The orga

policies a
NOTE

Life Cycle

a) Dete

This

1) 1

1

2) 1

f]

b) Dete

This

1) A

a

2) 1

i

3) 1

Activities and tasks

hization shall implement the following activities in accordance with applicable organizati
hd procedures with respect to the Application Portfolio Management Process.

The structure of the activities of Application Portfolio Management is similar to that 'gfithe Applicati
Management Process. However, the content, depth, scope, and process differ.

rmination of the status of the current situation.
hctivity consists of the following tasks:

he current portfolio shall be identified or updated: existing applications, size, and use of togd
elations between them, replacement or investment value, technical debt).

hecurrentqualityoftheentireapplicationportfolioshallbedetermined:strengths/weakness
inctional quality, technical quality, operational quality’and existing (generic) bottlenecks.

Fmination of the impact of policy.
hctivity consists of the following tasks:

noverview shallbe made ofthe developments in the customer organization and its environme
nd of the desired changes of the applications.

he impact of these developments’and desired changes, their mutual impact and the over
mpact shall be determined.

he total change capacity of'the organization, the users and the IT shall be assessed.

c¢) Production of an inventory of IT possibilities.

This
1)

—

2) (

hctivity consists\ef the following tasks:

pportunities; required or mandatory changes and developments in the field of technology a
heir applicability shall be determined.

ohésion of the various technological developments which were determined at application ley

S|

nt

hll

el

<

hall be determined.

d) Definition of the application portfolio strategy.

This activity consists of the following tasks:

1) The total impact of (bottlenecks on) current status, policy developments and technological
developments shall be determined.

2) Basic sketches and scenarios and (modifications in) overall-architectures shall be created.

3) Decision-making and deliberation shall be coordinated.
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4) Future actions shall be defined, such as projects, programs or releases.
Process reporting and control.

This activity consists of the following tasks:

1) The Application Portfolio Management Process shall be implemented, controlled, monitored,

evaluated and improved.

2) Quality reports about the Application Portfolio Management Process shall be provide

d.

T}
m

AS

b)

5.
TH

.p Application Management Organization Strategy Processes
.p.1  Account and Market Definition

.p.1.1 Purpose

.6.1.2 Outcomes

e purpose of the Account and Market Definition Process is to optimize the-position of the aj
hnagement organization in current or new markets.

aresult of the successful implementation of the Account and{Market Definition Process:

The application management organization has insight into its existing and desired produ
combinations.

The application management organization has‘insight into its account and market:
— existing services to customers;

— relationships with customers andimage of the organization;

— developments in the market,opportunities and threats;

— possibilities in the field of strategic coalitions.

The application managément organization has an account strategy addressing:

— desired relationship with customers and desired image;

— desired pésition, place and role in the market;

— strategyto achieve these, translated into actions, including strategy regarding other mark

b.1.3 . “Activities and tasks

pplication

ct market

et parties.

anization

e-grganization shall implement the following activities in accordance with applicable org

policies and procedures with respect to the Account and Market Delinition Process.

a)

©

Production of an inventory of the current position with regard to customers, market and

other suppliers.

This activity consists of the following tasks:

1) An inventory of the current customer, delivered services and products and the image of the

organization and its products shall be made.

2) An account inventory, including a list of stakeholders and the customers’ decisio
shall be made.
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3) An inventory of competitors in the current market, their services and products (content,
quantities) and their position, ambitions and possibilities shall be made.

b) Definition of account and market opportunities.
This activity consists of the following tasks:

1) An inventory of possibilities to improve revenue, relationships, image, and increase market
share shall be made.

2) The need for action and urgency shall be determined.

3) The scenarios, impact on the organization and any necessary investments shall be determingd.
c) Definition of account and market.

This hctivity consists of the following tasks:

1) The required product-market combinations shall be defined.

2) The required activities and measures toward suppliers, partnerships;quality system, tooling,
dtc. shall be defined

d) Definition of the account and market strategy.
This hctivity consists of the following tasks:
1) A detailed strategy and approach shall be described.
2) Afinancial and capacity plan shall be developed.
3) The subsequent steps to be made shall be desctibed.
4) The activities and measures shall be initjated.

e) Procpss reporting and control.
This hctivity consists of the followingtasks:

1) The Account and Market/Befinition Process shall be implemented, controlled, monitorgd,
valuated and improved(

(o)

2) Quality reports aboudtthe Account and Market Definition Process shall be provided.

5.6.2

()

apabilities Definition

5.6.2.1 |Purpose

The purppse’of the Capabilities Definition Processis to give insightinto the necessary skills and expertise
of the application management organization in the near future.

5.6.2.2 Outcomes

As a result of the successful implementation of the Capabilities Definition Process:

a) The application management organization has insight into its current and required capabilities:
— existing skills and expertise and shortcomings thereof;
— changes in the qualitative and quantitative needs of skills and expertise;

— the possibilities and alternatives to develop skills and expertise (the core competencies);
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— the impact on market and provided services.

The application management organization has a capabilities strategy:
— adescription of the future capabilities (blue print);

— adetailed activity plan;

— aninvestment plan.

The organization shall implement the following activities in accordance with applicable organization
pdlicies and procedures with respect to the Capabilities Definition Process.
a)| Description of the current capabilities.
This activity consists of the following tasks:
1] Areview of the organization and project requirements shall be conducted to establish and make
timely provision for acquiring or developing the resources and skillstequired by the management
?]Td technical staff. These needs may be met through training, recruitment or other staff dev¢lopment
echanisms.
[ISO/IEC 12207:2008, 6{2.4.3.1.1]
b)| Definition of expected changes in the need of capabilities.
This activity consists of the following tasks:
1) The influence of adjustment of the cursent services (improvement, expansion, change) on the
needed capabilities shall be determinéd.
2] The types and levels of training and knowledge needed to satisfy organization and proje¢t
rgquirements shall be determined,
[ISO/IEC 12207:2008, 6.p.4.3.1.2]
3) The need for actiofis)with regard to education, hiring, replacement etc. and the totjal impact
shall be identified.
c)| Identification efmodifications and actions required to satisfy need of capabilities.
1) The required modifications in capabilities based on the identified needs shall be identified.
2) Required actions regarding the quality system, technology and contracts with suppliers shall
besdentified.
d)| (Definition of the capabilities strategy.
This activity consists of the following tasks:
1) A detailed strategy and approach shall be described.
2) A financial and capacity plan shall be developed.
3) The subsequent steps to be made shall be described.
4) The activities and measures shall be initiated.
e) Processreporting and control.
This activity consists of the following tasks:
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