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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electr
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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Introduction

The technology of Radio Frequency Ildentification (RFID) is based on non-contact electronic communication
across an air interface. The structure of the bits stored on the memory of the RF tag is invisible and
accessible between the RF tag and the interrogator only by the use of the approprlate air mterface protocol as
speC|f|ed in

on each RF tag must be formatted in such a way as to be reliably read at the point of useyif the RF tag is|to
fulfil its bdsic objective. The integrity of this is achieved through the use of a data protocol as specified in this
Internatioal Standard and ISO/IEC 15962.

Manufactyrers of radio frequency identification equipment (interrogators, RF tags;-etc) and the users of RHID
technologly require a publicly available data protocol for RFID for item management. This Internatiopal
Standard |and ISO/IEC 15962 specify this data protocol, which is independent of any of the air interfdce
standards| defined in ISO/IEC 18000. As such, the data protocol is a’consistent component in the RAID
system that may independently evolve to include additional air interface)protocols.

The transfer of data to and from the application, supported by appropriate application commands is the
subject of| this International Standard. The companion International Standard, ISO/IEC 15962, specifies ﬂhe
overall prgcess and the methodologies developed to format the application data into a structure to store on the
RF tag.

vi © ISO/IEC 2004 — All rights reserved
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Information technology — Radio frequency identification (RFID) for
item management — Data protocol: application interface

1 Sqgope
The data protocol used to exchange information in an RFID system for item management is”specifled in this

Internafional Standard and in ISO/IEC 15962. Both International Standards are required for a| complete
understanding of the data protocol in its entirety; but each focuses on one particular interface:

This International Standard addresses the information interface with the‘application system.

ISO/IEC 15962 deals with the processing of data and its presentation to the RF tag, and the initial
processing of data captured from the RF tag.

This Infernational Standard focuses on the interface between the application and the data protocol procg¢ssor, and
include$ the specification of the transfer syntax and definition of:application commands and responses] It allows
data and commands to be specified in a standardised way, independent of the particular air interface ¢f ISO/IEC
18000.

This Infernational Standard

@ provides guidelines on how data shall be(presented as objects;

@€ defines the structure of object identifiers, based on ISO/IEC 9834-1;
@ specifies the commands that.are supported for transferring data between the application and thel RF tag;
@ specifies the responges that are supported for transferring data between the RF tag and the application;

€ provides a formal-description of all the processes using ASN.1, as specified in ISO/IEC 8824-1;

specifies~the transfer syntax, based on the Basic Encoding Rules of ISO/IEC 8825-1, for data to be
transferred from and to the application.

It is expected that this International Standard will be used as a reference to develop software appropriate for

particulerapptications;or-forparticutar RFequipment:

NOTE Conventionally in International Standards, long numbers are separated by a space character as a "thousands
separator". This convention has not been followed in this International Standard, because the arcs of an object identifier are
defined by a space separator (according to ISO/IEC 8824 and ISO/IEC 8825). As the correct representation of these arcs is
vital to this International Standard, all numeric values have no space separators except to denote a node between two arcs of
an object identifier.

© ISO/IEC 2004 — All rights reserved 1
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated references,
only the edition cited applies. For undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1) — Specification of basic
notation (equivalent to ITU-T Recommendation X.680)

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules — Specification of Basic Encoding Rules (BER),
Canonical Encoding Rules (CER) and Distinguished Encoding Rales (DER) (equivalent to 1TU-T Recommgndation
X.690)

ISO/IEC 9834-1, Information technology — Open Systems Interconnection — Procedures for the,op€ration of OSI
Registration Authorities: General procedures (equivalent to ITU-T Recommendation X.660)

ISO/IEC 15962:2004, Information technology — Radio frequency identification (RFID) foritem management —
Data protacol: data encoding rules and logical memory functions

ISO/IEC 1[8000 (all parts), Information technology — Radio frequency identification(for'item management

ISO/IEC 19762-1, Information technology — Automatic identification and -Qata capture (AIDC) techniques —
Harmonizgd vocabulary — Part 1: General terms relating to AIDC1)

ISO/IEC 19762-3, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonizgd vocabulary — Part 3: Radio frequency identification (RFID)1)

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the pyrposes of this document, the terms.and definitions given in ISO/IEC 19762-1, 19762-3 and the following
apply.

NOTE: For terms defined below and inISO/IEC 19762-1 or ISO/IEC 19762-3, the definitions given below apply.

3.1.1 Application command
The instruction issued from thé-application to the Data Protocol Processor in order to initiate an action or operation
with the R tag(s) via the intefrogator.

3.1.2 Application memory
The area pn the RE.tag available for storing data written to it. Sometimes known as user memory.

313 Arc
A specific|branch of an object identifier tree, with new arcs added as required to define a particular object. [The top
three arcs of all object identifiers compliant with ISO/IEC 9834-1 are defined in Annex A.

3.1.4 BER = Basic Encoding Rules
An ASN.1 encoding method.

3.1.5 Block
The minimum number of bytes on an RF tag that can be in a write transaction, or read transaction, across the air
interface.

1) To be published.

2 © ISO/IEC 2004 — All rights reserved
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3.1.6 Command / Response Unit
That part of the Data Protocol Processor that processes application commands and sends responses to control
encoding, decoding, structuring of the Logical Memory and transfer to the Tag Driver.

3.1.7 Data carrier
A device or medium used to store data as a relay mechanism in an AIDC system, e.g. bar code, OCR character
string, RF tag.

3.1.8 Data compaction
A mechanism, or algorithm, to process the original data so that it is represented efficiently in fewer octets in a data
carrier than in the original presentation.

3.1.9 ata Compactor
The implementation of the data compaction process defined in ISO/IEC 15962.

The implementation of the processes defined in ISO/IEC 15962, including the Data Gompactor, Formatter, Logical

of contiguous octets of memory on the RF tag, representing the application (or user) memory fo be used
exclusiyely for the encoding of objects, objectlds and their associated Precursor on the RF tag. The system
information (see 7.1.2) shall be defined by different means, or stored in a separate area on the RF tag| This can
be achipved by partitioning memory, partly for system information and mainly for the Logical Memory Map purpose.

3.1.15 Object
A well-glefined piece of information;-definition, or specification which requires a name in order to identify its use in
an instance of communicationy-

3.1.16 Object identifier
A valug| (distinguishable from all other such values) which is associated with an object.

3.1.17 OBJECT\IDENTIFIER type
A simple ASN. \.type whose distinguished values are the set of all object identifiers allocated in accordange with the
rules of| ISO/IEC 8824-1 (ITU-T X.680).

3.1.18 Octet

An ordered sequence of eight bits considered as a unit, equivalent to an 8-bit byte.
NOTE: The term is used in preference to "byte" in this International Standard and in the ASN.1 standards to
avoid confusion in cases where there is a hardware association e.g. 7-bit byte, 16-bit byte.

3.1.19 RELATIVE-OID type
A particular object identifier where a common root-OID (for the first and subsequent arcs) is implied, and remaining
arcs after the root-OID are defined by the RELATIVE-OID.

3.1.20 Response
The feedback received by the application from an application command sent to the Data Protocol Processor.

© ISO/IEC 2004 — All rights reserved 3
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3.1.21 System information
Information held on the RF tag, or generated by unique features of the air interface, that specify Data Protocol
parameters to establish the Logical Memory and other formatting rules.

3.1.22 Tag Driver
The implementation of the process to transfer data between the Data Protocol Processor and the RF tag.

3.1.23 Transfer syntax

The abstract syntax and concrete syntax used in the transfer of data between open systems.
NOTE: The term "transfer syntax" is sometimes used to mean encoding rules, and sometimes used to mean
the rgpresentation of bits in data while in transit.

3.1.24 Type reference
A name, if ASN.1 syntax, associated uniquely with a characteristic e.g. Objectld.

3.1.25 Unique item identifier
A code apsigned to an item (for example a product, transport unit, returnable asset) that is unique within the
domain and scope of a code system. When used with this Data Protocol, the partictilar Objectld that defines the
unique item identifier shall rely on the fact that each instance of its object shall be unique and unambiguous| with all
others related objects. As the object is unique, its use in the RF tag confers unigdeness to the RF tag itself.

3.2 Abbreviated terms

BER Basic Encoding Rules (of ASN.1)

EAN.JCC  EAN International & Uniform Code Council, Inc
IATA International Air Transport Association

UPU Universal Postal Union

4 Protocol model

4.1 Oveérview

RFID supports bit encodation in the REstag memory. Unlike other data carrier standards prepared by [SO/IEC
JTC1 SC31 which require encodatien.schemes that are specific to the individual data carrier technology, IISO/IEC
18000 does not specify the interpretation of bits or octets encoded on the RF tag memory. However, as anl RF tag
is a relay|in a communication- system, each tag used for open systems item management needs to haye data
encoded ih a consistent manner. The prime function of this International Standard is to specify a common interface
between the application pragrams and the RF interrogator. The prime function of ISO/IEC 15962 is to spgcify the
common gncoding rules and logical memory functions.

RF tags (tilise eléctronic memory, which is typically capable of increasing data capacity as new generations of
product afe introduced. Differences in data capacity of each RF tag type, whether similar or dissimf{lar, are
recognisefl by the data protocol defined in these two International Standards.

Different application standards may have their own particular data sets or data dictionaries. Each major application
standard for item management needs to have its data treated in an unambiguous manner, avoiding confusion with
data from other applications and even with data from closed systems. The data protocol specified in these
International Standards ensures the unambiguous identification of data.

4 © ISO/IEC 2004 — All rights reserved
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4.2 Layered protocol

The protocol layers of an implementation of RFID for item management are illustrated schematically in Figure 1.

Application data - existing format, A
not Object based
A > Advice in
Data conversion between existing 15961
and Object-based formats
‘ 2
Application capable of handling
ta i ject- f t
data in Object-based forma APPLICATION X Scope of
Application Commands & LAYER 15961
Responses
A 7
Data Compactor
DATA Scope of
Data Formatter PROTOCOL 15962
Logical Memory PROCESSOR
A 4 A
. nnexes
| Tag Driver | of 15962
1
A
| Air interface hardware / software |
A
\ AIR Scope of
INTERFACE 18000
RF
tag

Figure 1 — Schematic of Protocol Layers for an Implementation of RFID for ltem Management

The data protocol specified in this Intefnational Standard is independent of the different RF tag te¢hnologies
specifigd in ISO/IEC 18000, which is_concerned with different air interface protocols that function between the
interrogator and the RF tag. This independence is achieved by implementing the standards at different levels in the
protocal hierarchy. The RFID data-protocol defined in this International Standard is primarily concerned with the
upper layers as described below:

Application layer - as defined in this International Standard

e | The RFID_data protocol specifies how data is presented as objects, each uniquely identified with an object
identifier;which are meaningful to the application and can be encoded on the RF tag.

specify what data to transfer to and from the RF tag and to append, update or delete data on thel RF tag.

e | This\RFID data protocol defines application commands and responses so that application pr:Trams can

e This RFID data protocol also defines error messages as responses to the application.
The application interface of this RFID data protocol is based on ASN.1, which:
e provides a means of defining the protocol which is independent of the host application, operating system,
and programming language and also independent of the specific command structures between the

interrogator and tag driver.

o identifies any data object distinctly from all others using object identifiers, even to enable different data
formats to be intermixed on the same RF tag.

© ISO/IEC 2004 — All rights reserved 5
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e defines unambiguous commands and responses, so that they can be intermixed with data on the same
wired or wireless network.

e provides the abstract syntax for defining the commands and responses in a structured and consistent and
verifiable manner, and provides the transfer syntax that defines the byte stream transferred between the
processes of this International Standard and those of ISO/IEC 15962.

e enables implementation in a variety of computer languages through the use of compilers, alternatively
programs can be written from the specification. In either case there is a vital need for the transfer syntax to
be fully consistent and compliant to function in open systems where the sender and recipient can be

nlknawmn-to-ane-anatbhaer
THCTOW T tO— O eTartotr e

Data

t

rotocol Processing - as defined in ISO/IEC 15962

he RFID data protocol specifies how data is encoded, compacted and formatted on(ihe RF tag 3
is data is retrieved from the RF tag to be meaningful to the application.

his RFID data protocol provides for a set of schemes that compact the data,to make more us
emory space.

his RFID data protocol also supports various storage formats to €nable efficient use of mem
fficient access procedures.

nd how

b of the

bry and

All these [features are described and specified later in this International Standard and its companion standard.

Figure 1,
are capab

This RFIC
data enco

This RFID
to the app

nd the outline description above, applies to a general process. Different rules may apply to RF t
e of executing commands (see 7.3.3 of ISO/IEC 15962):

data protocol specifies the application level communication and the RF tag interrogator level 1
ding, compaction and storage formats. This protecol may be implemented:

bn the same platform as the application.

bn a separate platform linked to thelapplication platform e.g. linked via a serial link, LAN or
Connection.

bn an embedded platform e:g."in a bar code printer/RFID encoder, in a bar code/RFID scann
jedicated RFID interrogator,

data protocol has been’ designed such that the actual platform on which it is implemented is tran

hgs that

ules for

internet

er, or a

sparent

lication. It is als@’independent of the programming language used by the application. If both standards

are not implemented, care)will need to be taken to maintain the functionality between the two standard

compliang

The rules
the techn

e clauses of both standards address these points in greater detail.

s. The

specifiedhin these International Standards create a complete independence between the applicafion and

blogy ‘of the air interface and RF tag. The type of RF tag used in an implementation can be o

hanged

without re

uiring the application to change.

4.3 Functional processes

There are various functional processes that need to take place to write data to an RF tag and to read data from it.
Figure 2 shows a schematic of an implementation where the processing of the data protocol resides in the
interrogator. This illustration is provided to help with the understanding of the processes, and although a typical
implementation, many others are possibly compliant with this data protocol.
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APPLICATION ‘ INTERROGATOR RF TAG
Tag Physical Memory
AIR Logical
| Encoder | INTERFACE Memory
Map
APPLICATION g
COMMANDS Tag COMMANDS
Command / Driver > Y
Resp nse ] a..y.: ._.
< Unit Mapping
APPLICATION Rules RESPONSES
RESPONSES t
Logical Memory Note: The Logical Memory’Map in the
Tag Physical Memory is)given by the
Tag architecture and-the mapping rules

DATA PROTOCOL PHYSICAL in the Tag Driver. /All the information in

PROCESSOR INTERROGATOR the Log!cal Memoxy,is represented in
the Logical Memory Map

\ J\. J\ J\_ J
Y Y Y Y
ISO/IEC 15961 ISO/IEC 15962 ISO/IEC 15962 ISO/IEC 18000
Annexes

Figure 2 — Logical Functions and Interfaces

Application is the user application database and, software.

The data flows between the application and”the Data Protocol Processor are formatted according to this
Intgrnational Standard and are uncompagted. However, there are numerous established systems where data
is formatted to be compliant, for example, with a bar code related syntax. It is therefore reasonable to insert
int¢rface modules in the data flow to convert from and to existing application formats.

NOTE: Careful consideration should be given to the extent that established systems nged to be
supported relative to the_potential benefits to be gained from adopting the data protocol specified in this
International Standafd)and ISO/IEC 15962. This is because this protocol has been developed around the
features of RFID,.stch as selective read/write and the ability to lock data. Older protocols are unlikely to
support such features.

Intprrogator is>;the module in which all the basic processing of the data protocol takes place and there is an
int¢rface to.the RF tag.

Data Protocol Processor provides all the processing, which is as specified in ISO/IEC 15962 and is required
for|handling application data. It consists of the following components, all of which are described [more fully
below: Command/Response Unit, Logical Memory, Encoder (which supports a Data Compactor and Formatter
function) and Decoder (which supports the inverse functions of the Encoder). The Data Protocol Processor
can physically reside anywhere between the application software and the tag driver but shall contain all the
components.

Command/Response Unit for receiving the application commands from the application in a format
specified in this International Standard, acting upon these commands where appropriate and converting
to the specific RF tag lower level command codes.
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EXAMPLE:

An application command of write Data Object {name} is application related. The data protocol
recognises this and can format the data onto the Logical Memory in the Data Protocol Processor. The
information from the particular RF tag is required to set the parameters of the Logical Memory Map
(e.g. number of octets, whether a directory is in use, etc) on the RF Tag. The Tag Driver converts the
application command into a tag-specific command.

It can be seen from this example that there is a distinct boundary between the Data Protocol Processor
and the Tag Driver.

| ogical Memory. This is an array of contiguous octets (or bytes) of memory acting as~a’gommon
representation of the Logical Memory Map in the user memory of the RF tag to which,thg object
dentifiers and data objects are mapped in octets. The Logical Memory takes into- account some
parameters of the real RF tag, for example the block size, the number of blocks and the storage| format.
he Logical Memory ignores any detailed tag architecture.

'he use of the Logical Memory means that an application can interface with af application-compliant RF
ag, but that individual RF tags can have completely different memory capacities and architecturgs. This
enables an implementation to benefit from new technological developments permitted within the
ramework of ISO/IEC 18000, such as larger capacity or faster access) RF tags, without changing the
Application.

Encoder controls the process of writing data through the functional processes performed by the Data
Compactor Module and Formatter Module.

Data Compactor provides the standard compaction rules’to reduce the number of octets stored on the
RF tag and transferred across the air interface. Numeric data, for example, is octet based to somg¢ coded
Character set for the application, but can be encoded’in a compact form on the RF tag memory.

Formatter provides the processes to place thé object identifier and object (data) into an appropriate and
bfficient format for storing on the Logical Memory.

NOTE: The physical mapping of:bits to comply with the RF tag architecture is performed by the Tag
Driver.

Decoder controls the process of reading and interpreting data through the functional processes
performed by the Data De=cempactor Module and De-formatter Module.

Tag Driver provides two main functions:

o It maps thecontents of the Logical Memory to the Logical Memory Map of the RF tag in use.
o It provides facilities that accept the application commands of this data protocol, and converts them to
a format that results in calls to command codes supported by the particular RF Tag. For example, an

application command write Data Object {name} could result in the RF tag related command|of write
(block #, data).

The description of the tag driver for particular RF tags is provided in annexes of ISO/IEC 15962. For the
purpose of ISO/IEC 15962, a tag driver is unique to a particular air interface type of RF tag as specified in the
appropriate part of ISO/IEC 18000. This is a logical representation; physical implementation could combine
features of different logical tag drivers. An interrogator may support one or many tag drivers.

RF Tag, although beyond the scope of these International Standards, is shown to complete the flow of data
and commands.

Logical Memory Map represents all the data in the Logical Memory of the Data Protocol Processor converted
(or mapped) to a location structure determined by the mapping rules in the Tag Driver and the architecture of
the RF tag.
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5 Data structure
5.1 Notation

5.1.1 The octet: the basic unit for 8-bit coding

This International Standard supports binary, 7-bit, 8-bit and user data that may exceed 8-bits per character. The
common unit of coding is the octet (also known as the 8-bit byte). Binary data shall be padded with leading zero
bits until the binary value is octet aligned; 7-bit data shall be represented as octets with bit 8 (see 5.1.2) set to a

An octdt is represented as 2 hexadecimal characters with the values 0-9, A-F.

51.2 it ordering

Within ¢ach octet, the most significant bit is bit 8 and the least significant is bit 1. Accordingly, the weigh} allocated
to each|bit is:

Bit Value | bit8 | bit7 | bit6 | bitd5 | bit4 | bit3-\bit2 | bit1
Weight 128 64 32 16 8 4 2 1

5.1.3 [Octet conversion

The 8-hit value is converted into the two hexadecimal characters with bit 8, bit 7, bit 6 and bit 5 having the weights
8, 4, 2 and 1 respectively to define the first hexadecimal character. Bit 4, bit 3, bit 2 and bit 1 retain the weights 8,
4, 2 andl 1 respectively to define the second hexadecimal-character.

5.2 Structure of the transfer between ISOAEC 15961 and ISO/IEC 15962

All object identifiers, data, commands, and:responses transferred between the application and the Datp Protocol
Processgor shall be octet aligned. This simplifies the construction of the transfer and aids parsing the octets. It has
no sign|ficance on the encoding efficiency on the RF tag itself, because the process by the Data Protocol |Processor
(as spegified in ISO/IEC 15962) controls the final encodation.

6 Abstract and transfer syntax
ASN.1 gefines:
e an<abstract syntax, which is effectively a data definition language used to define repgtitive and

optional structures using a number of primitive data types. It is equivalent to high level prdqgramming
languages, but is independent (hence "abstract") from any of these.

e a transfer syntax from which the encoding rules are derived. These rules determine the bit pattern
representation during the transfer of data structures created using the abstract syntax.

6.1 Abstract syntax

The abstract syntax for this International Standard shall be ASN.1 as defined in ISO/IEC 8824-1. The notation shall
be as specified in that standard.

The syntax required for RFID for item management are specified in Clause 7.
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6.1.1 Character set
The character set used to define an ASN.1 item shall consist of:

AtoZ
atoz
0to9

= <.@O) - &
This character set is identical to that defined in ISO/IEC 8824-1.

6.1.2 Universal Types

ASN.1 supports a number of universal types that are fundamental to the syntax; sometimes called "built-in types".
Each has|been assigned a class tag in ISO/IEC 8824-1 to unambiguously identify each type.of data. Universal
types are[shown in capital (uppercase) letters e.g. UNIVERSAL. The Universal Types uséd;in this Interpational
Standard,|together with their Class Tags, are shown in Table 1.

Table 1 — Universal Types Used in this Standard

Universal Type Class Tag
BOOLEAN 1
INTEGER 2
OBJECT IDENTIFIER 6
OCTET STRING 4
RELATIVE-OID 13
(reserved for future commands)

SEQUENCE & SEQUENCE OF 16

6.1.3 Type references

In addition) to the Universal Types, ASN.1 enables application specific types to be defined. When a type is flefined,
it is given|a name to reference if in-another type assignment. Type references begin with an uppercase lefter and
the complete name is shown-without spaces. There are a few variants to the presentation of the subsequent
characterg. This Internatienal Standard uses the convention of mixed upper and lowercase charact¢rs e.g.
TypeReference.

The TypeReference name is followed by the three character sequence ": : =" to separate it from its definitiop.

Examples|of TypeReference names that are used in this International Standard are:

ApplicationFamilyld
Objectld
StorageFormat
Tagld

All the TypeReference names used in this International Standard are defined in the appropriate sub-clause.

6.1.4 Element names
The components or elements of a TypeReference or enumerated list are named using a lowercase letter at the

beginning, e.g. elementName. For some elements, further typing is required either to a TypeReference or a
Universal Type.
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es of elementNames that are used in this International Standard are:

accessMethod
applicationFamilyld
applicationSubFamily
commandCode
compactParameter

obj
obj

ect
ectld

tagld

NC
wit]
Ty

TE: In this International Standard, some elementNames and TypeReference names are often
h the exception that the first letter is lowercase for the elementName and uppéreas
pbeReference.

All the ¢lementNames used in this International Standard are defined in the appropriate sub-Clauses.

6.1.5

By usin
illustrat

EX]

NG

Other ASN.1 conventions illustrated

The_curly brackets { } following SEQUENCE and the end, specify that orderNumber, name,
productDetails and urgency are all elements of the CustomerOrder type reference.

the same
b for the

g a simple example of ASN.1 syntax, unrelated to the purpose of this Intérnational Standard, it is possible to
b the aspects covered in 6.1.2 to 6.1.4. Other aspects will also be identified.
AMPLE:
CustomerOrder : : = SEQUENCE {
orderNumber INTEGER
name OCTET STRING
address CustomerAddress
productDetails SEQUENCE OF SEQUENCE{
productCode OBYECT IDENTIFIER
quantity (NTEGER (1..999)
}s
urgency ENUMERATEDY{
nextDay (0);
-- excludes Saturday and Sunday
firstClass (1),
roadTransport (2),
='typically three days
}
}
TE:
In this example, : : = separates the named TypeReference CustomerOrder from the definition.

address,

The element name address IS further specified In the CustomerAddress type reference (excl
the example for brevity).

The element productDetails consists of two further elements productCode and quantity. T

uded from

his pair of

elements is repeated n times, based on the SEQUENCE OF SEQUENCE. The { } define the boundary of

the Type.

The element urgency offers one of three codes: 0, 1 or 2 by the use of the ENUMERATED type. The {}

define the boundary of the Type.

Comments in this example "excludes Saturday and Sunday" and "typically three days" are preceded by

the double dash "--".

© ISO/IEC 2004 — All rights reserved
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e The INTEGER value for the element quantity is constrained by the "(1..999)" to be any value in the range

1

to 999, making it an error to order 1000 or more items of a productCode.

6.1.6 Modular structure of ASN.1 syntax

In keeping with the ASN.1 standards, the syntax in this International Standard has been presented in a modular
format. Separate modules are used for the commands and for the responses. Each module contains:

A unique name.

The structure of a command module follows the following common format:

The respo

Within ead
avoids the

6.1.7 Ok

This Inter
identifiers
(ISO/IEC

A unique object identifier that refers to this particular standard (in accordanc
ISO/IEC 8824-1). The penultimate arc is either "commandModules (126)" or "responseMadule
to distinguish the data flows. The final arc of each command/response pair has the,same na
value to link these together.

The use of the key words DEFINITIONS, BEGIN and END to be compliant with ISO/IEC 8824-
allow the modules to be processed through compiler tools.

A statement that this standard uses "EXPLICIT TAGS", which .ihdicates that all of the e
ultimately encoded as UNIVERSAL TYPES.

Module Name
{ISO(1) standard(0) rfid-data-protocol (15961) commandModules (126) moduleName(n)}
DEFINITIONS
EXPLICIT TAGS ::=
BEGIN

CommandName
-- assignments

END
nseModule follows a similar-format.

h module, all of the elements are defined in such a way as to reduce these to UNIVERSAL TYPE
need to implement @ny‘import function within the module.

ject identifiers

hational Standard shall use the OBJECT IDENTIFIER type as defined in ISO/IEC 8824-1 a
assigned*as specified in ISO/IEC 9834-1. This uses a registration tree with a common implied ro
D834-1), a series of arcs from each node, with new arcs added as required to define a particulaf

e with
5 (127)"
me and

and to

ements

S. This

nd with
ot node
object.

Thus, the

body responsible for a particular node:

e has a defined set of arcs to identify itself

e can manage the allocation of arcs under its node, independently of other bodies

e is assured of uniqueness from all other arcs in the registration tree

12
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The only top arcs permitted for all object identifiers are shown in Table 2.

Table 2 — Object Identifier Top Arcs

Identifier Arc Name Numeric Value
itu-t 0
iso 1
joint-iso-itu-t 2

The sefond arc is administered by the relevant organisation named for the top arc. The current list ¢f top and
second|arcs is given in Annex A.

The thifd arc is controlled by the system or body defined:for the second arc (see Annex A); sometimes this is a
Registration Authority. The hierarchical structure continues until the object is identified uniquely. The procedure of
naming| object identifiers ensures that each object iscunique within its "parent” arc and that each pafent arc is
unique within its previous level, right back to the top3‘arcs.

NOTE: This structure enables object identifiers from different domains (e.g. open and closed systgems) to be
engoded unambiguously on an RF tag-memory.

Two foqms of object identifier can be.used with the RFID Data Protocol:

e | OBJECT IDENTIFIER:\This full structure is used for communications between the application and the
Data Protocol Procéssor defined by the scope of this International Standard. The OBJECT IDENTIFIER
type is fully specified in 6.2.2. The full structure is suitable for use in ISO/IEC 15962 where [the set of
object identifiers’to be encoded on the RF tag have different higher level arcs. In such cases 4ll the arcs
of the OBJECV IDENTIFIER shall be encoded in the RF tag.

. RELATIVE-OID: This structure is not used for communication between the application and the Data
Protocol Processor defined by the scope of this International Standard. However, the RELATIVE-OID
structure is applied in ISO/IEC 15962 in situations where a common root applies to the sef of object
identifiers to be encoded on the RF tag. For example, if all the object identifiers have the common root 1
0 15434 1 (as in the example in above) encoding space can be saved on the RF tag if this common root
does not have to be encoded for each object identifier. The RELATIVE-OID assumes a common
root-OID, which is either encoded or declared in some other way.

NOTE: The specification of the RELATIVE-OID is included in this International Standard to illustrate
for those mainly concerned with the application interface how it is used for encoding by the Data
Protocol Processor of ISO/IEC 15962.
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nsfer syntax

The transfer syntax of this International Standard is based on the Basic Encoding Rules (BER) of ASN.1, as

specified i

6.2.1 Structure of the transfer encoding

n ISO/IEC 8825-1.

The structure of the transfer encoding for the data protocol for RFID for ltem Management is described below:

1. type identifier octet(s) that encode the ASN.1 tag (class and number) of the Type used to qualify the data

\1alue (see 6.2.2);
2. |

3. d

This is so
known as
Construct
largely de
SEQUEN
rules of 19
encoding
(see 6.1.2

The modu
6.2.2 En

The ASN.
illustrated

coding the ASN.1 type identifier

ngth octets that define a count of the octets that make up the contents (see 6.2.3);
ontent (or value) octets (see 6.2.4).

metimes known as Type, Length, Value (TLV). When the encoding is based on a sequence of T|
Primitive encoding. The value V can be a triplet of TLV, and when this structure is used it is ki
pd encoding, for example TL TLV TLV TLV. The choice between Primitivé‘and Constructed enc
termined by the Basic Encoding Rules of ISO/IEC 8825-1. The constructor types of SEQUEN
CE OF that shall use a Constructed encoding to be fully compliant the.ASN.1 standards. Otherw
BO/IEC 8825-1 require that Primitive encoding is used; or offer a~choice, in which case only H
shall be used in this International Standard. The option is clearly defined for each of the Universd
that have their BER encoding rules defined in subsequent clauses.

le OBJECT IDENTIFIER shall be encoded in a TLV structure at the beginning of the transfer.

in Figure 3.
_ Identifier octet _
Bits | 8 [\ [ 6 | 5 [ 4] 3] 2711
Class P/C Tag Number
0 = Primative
1 = Constructed
where: bits 8 and 7 shall encode the class of ASN.1 tag as defined in

Table 3

bit 6 shall encode whether this is a Primitive or Constucted tag

LV, it is
own as
bding is
CE and
ise, the
rimitive
| Types

I type identifier shall be encoded as a single octeét for the Types defined in this International Stanglard, as

(see

below)

bits 5 to 1 shall encode the number of the ASN.1 tag

Figure 3 — Type Identifier Octet Structure

The 2-bit value for Class shall be one of the values defined in Table 3. For the Universal Types defined in this
International Standard, the value shall be '00,'.

14
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Table 3 — Encoding of ASN.1 Class of Tag

Class Bit8 | Bit7
Universal 0 0
Application 0 1
Context-specific 1 0
Private 1 1

The single bit value for the 'P/C' component shall be set to '0,' to indicate Primitive encoding structutes, pr shall be
set to '1,' to indicate constructed encoding structures.

The 5-bit value for the ASN.1 tag shall encode the Class tag number as a binary integerCwith bit 5 ag the most

significant bit. The Class tags specified for this International Standard are defined in Table'1)
EXIAMPLE:

Universal Type = OBJECT IDENTIFIER

ASN.1 Type identifier= 00 0 00110

6.2.3 [Length encoding

Although ISO/IEC 8825-1 allows other forms of length encoding;/only the definite form shall be used in this
Internafional Standard because this applies to both primitive and\constructed encoding. For the definitg form, the
length d@ctets shall consist of one or more octets, depending on*thé number of octets in the contents. If the number
of octefs in the contents is less than, or equal to, 127, then.a’single length octet shall be used. Bit 8 shall be '0,'
and bitg 7 to 1 shall encode the number of octets in the content (which may be zero) as an unsigned binary integer
with bit[7 as the most significant bit.

EXAMPLE:

L = 38 is encoded as 00100110,
If the nimber of octets in the contents.is more than 127, then two or more length octets shall be used. The length
shall bg converted to an octet alignéd:value, for example, a length of 201 octets converts to C944 (or 1(1001001).
This value is encoded in the second-and subsequent octets. The first octet shall be encoded as follows:

a. | Bit 8 shall be 1,.

b. | Bits 7 to 1 shall“encode the number of subsequent octets in the length octets, as an unsigned binary
integer with\bit 7 as the most significant bit.

c. | The value 11111111, shall not be used to allow for future extension:

EXAMPLE:
Length of content = 357
Convert to HEX = 0165

00000001, 01100101,
As this is 2 octets, the first octet = 100000010,

The complete length encoding is:

10000010 00000001 01100101,
= 82 01 6516
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6.2.4 Contents Octets

The contents octets encode the data value, which can be zero, one or more octets, depending on the Universal

Type as s

pecified in subsequent subclauses.

6.2.5 Encoding of a BOOLEAN value

The encoding of a BOOLEAN value shall be primitive to comply with ISO/IEC 8825-1. The Boolean value shall be
encoded in a single octet. If the Boolean value is FALSE, the octet shall be zero. If the Boolean value is TRUE,
the octet shall have any non-zero value, at the sender's option.

6.2.6 En

The enco
encoded i

For positi

coding an INTEGER value

ding of an INTEGER value shall be primitive to comply with ISO/IEC 8825-1. Thehinteger 5
h one or more octets using the following procedures.

e integers and zero:

he whole number is converted to a binary integer number in a bit field with.thie’'most significant bit
he bit field is aligned to octet boundaries by adding leading zero bits;

the high order bit is 1, add a pad octet 0044 as a prefix.

NOTE: The high order bit of 0 denotes that the encodation is of a positive integer value.

XAMPLE:
Integer 128
Step 1: 10000000
Step 2: 10000000
Step 3: 00000000 10000000

ve integers, the encodation is to atwos-complement rule:

he whole number is converted.fo a binary integer number in a bit field with the most significant bit
he bit field is aligned to octéet boundaries by adding leading zero bits.

he binary value fromi-Step 2 is bit complemented (ie 0 to 1, 1 to 0).

he twos-complement rule is applied adding 1, to the bit string of Step 2.

the hightorder bit is 0, add a pad octet FF45 as a prefix.

NOTE: The high order bit of 1 denotes that the encodation is of a negative integer value.

hall be

first.

first.

2. T

3. |

B

For negat
(P

2. T

3. T

4. T

5 1

For decod

16

EXAMPLE:
Integer -27066
Step 1: 1101001 10111010
Step 2: 01101001 10111010
Step 3: 10010110 01000101
Step 4: 10010110 01000110

ing, the lead bit of the encoded integer value identifies whether the value is positive or negative.
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If it is a positive value, conversion takes place on the remaining bits with the least significant bit being in position 0.
The decimal integer value is the sum of the values 2", where n is the position number, or:

If it is a negative value, conversion takes place on the remaining bits with the least significant bit being in position 0.
The firgt otayc is-to-create-a—decimal ;||tcyc| vatte-as-the-stmof-the-vattes—of 2n. The-second otagc takes this as a
positivg decimal integer from which is subtracted the value 2°, where p is the position number of thelegd bit that
identifigs this as a negative integer. As an equation, this is:

N

EXAMPLE:
10010110 01000110
1 indicates -ve
0010110 01000110 = 5702
2P=2"= 32768

5702 - 32768 = -27066

6.2.7 [Encoding the OBJECT IDENTIFIER value

The engoding of an OBJECT IDENTIFIER value shall be primitive to comply with ISO/IEC 8825-1. The object
identifigr value is encoded as a series of octet alighed values as follows:

1. | The first two arcs of the registration:{ree are encoded as a single integer using the formula:
40f + s

where f
s

thevalue of the first arc
the,value of the second arc

2. | The value "n" of eaeh”additional arc is encoded into an octet-aligned-bit-field. This is done as follows for
values of "n":

a. Forni<128:

the decimal value is converted to binary and encoded in a single octet; thus bit 8 is set {o zero

b. For:128 <n < 16384:

the decimal value is converted to binary and subdivided into two 7-bit strings: bit 7 to bit 1, bit 14
to bit 8. Each of these new bit strings is encoded in an octet; with bit 8 of the first octet set to 1,
bit 8 of the last octet set to 0.

c. Forn>16384:
the decimal value is converted to binary and subdivided into 7-bit strings: bit 7 to bit 1, bit 14 to
bit 8, bit 21 to bit 15, and so on. Each of these new bit strings is encoded in an octet; with bit 8 of

the first octet set to 1, bit 8 of the last octet set to 0 and bit 8 of the intervening octet(s) set to 1.
The example below shows the process.
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EXAMPLE:

1. Value 912344

1 01100100 01100010,
2. Split into 7-bit strings

0000101 1001000 1100010

S—Addprefix bits— O forfastoctet

1 for preceding octet(s)

10000101 11001000 01100010

Using thig technique, the length of each component arc of the OBJECT IDENTIFIER js self declaring. The first
octet alwgys defines the first two arcs. Each subsequent arc is defined by one octet ifithe‘lead bit of the ngxt octet
is 0; and multiple octets if the lead bit is 1, the group of octets ends with the octet withits lead bit equal 0. [The arc
value is erLcoded in the sequence of 7-bit values.

EXANMPLE:
[00101000] 1[1111000]  0[1001010] 0[0000001]
(1 x40) + 0 15434 1
10 15434 1

Although {he number of arcs allows for an OBJECT IDENTIFIER of any length, this International Standard limits the
length of |the encoded value to be no more than:>127 octets. This is a constraint placed to meet epcoding
requiremegnts on the RF tag and the structure of the Logical Memory.

NOTIE: The constraint is on the encoded length of the OBJECT IDENTIFIER and not the number of farcs. It
should also be understood that an OBJECT IDENTIFIER encoded in 127 octets is highly unlikely.

6.2.8 Encoding an OCTET STRING value

Although the Basic Encoding Rules of ISO/IEC 8825-1 permit both forms of encoding, this International Standard
only supperts primitive encading of an OCTET STRING value.

The primifive encoding contains zero, one or more octets equal in value to the octets in the application data value.
The encodled octets\appear in the same order as they appear in the data value and with the most significant bit of
an octet bping.aligned in both the encoded and data presentations.

NOTIE: by the
receiving system exactly as input by the sending system. It is the responsibility of the application standards to
define the requirements for the sequence.

6.2.9 Encoding a SEQUENCE value

The encoding of a SEQUENCE value shall be constructed to comply with ISO/IEC 8825-1. The contents octets
shall consist of the complete TLV encoding of one data value from each of the Types listed in the ASN.1 definition
of the particular SEQUENCE Type. The data values shall be in the order of their appearance in the definition.
Although ISO/IEC 8825-1 allows optional rules for Types with the keywords 'OPTIONAL' or 'DEFAULT' in the
ASN.1 definition, this International Standard requires all Types in the SEQUENCE to appear in the constructed
encoding.
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EXAMPLE:

ASN.1 definition
SEQUENCE {orderNumber OCTET STRING, product OCTET STRING, quantity INTEGER}

with the values:
{orderNumber "ABC1234", product "widget", quantity "12"}

is encoded as:

F=-SEQUENEE =
3016 1446
T = OCTET STRING L \%
0446 0746 "ABC1234"
T = OCTET STRING L Vv
0416 0616 "Widget“
T = INTEGER L v
0246 0116 SC0C+6

6.2.10 Encoding a SEQUENCE OF value

The SHQUENCE OF type has the same ASN.1 tag (UNIVERSAL 16) as,the SEQUENCE type; thereforg, adopting

the same encoding rules. The encoding of a SEQUENCE OF value{shall be constructed to comply with ISO/IEC

8825-1] The contents octets shall consist of the complete TLV entoding of each value, including the encoding of

the repgated UNIVERSAL class tag of the encoded elements.
EXAMPLE:

ASN.1 definition
sequence of {productCode OCTET STRING}

with the three values:
{productCode "ABC1234", "X6789Y", "PQR12345"}

is encoded as:

T = SEQUENCE L

3016 1B1s
T = OCTET STRING L \
0446 0746 "ABC1234"
T = OCTET STRING L \
0446 0616 "X6789Y"
T = OCTET STRING L \Y
0416 0816 "PQR12345"

7 Data flows and processes

Various processes are required to format the RF tag, to write data to it, to read from it, to modify data etc. These
are defined in the sub-clauses that follow. All the processes to write and add data will be described. Where the
read process is the inverse of the write process, this will be described briefly, otherwise a further description will be
provided. Within this clause and subsequent clauses, the appropriate transfer encoding values will be shown.

7.1 Establishing communications between the application and the RF tag
The Data Protocol Processor does not communicate directly with the RF tag (see Figures 1 and 2), but does this

through the Tag Driver. The Data Protocol Processor requires specific system information based on the
configuration of the RF tag (see 7.1.2). This is to set parameters of the Logical Memory to represent correctly the

© ISO/IEC 2004 — Al rights reserved 19


https://standardsiso.com/api/?name=579d6f1aceb3577a84182c8650ff98ec

ISO/IEC

15961:2004(E)

RF tag memory and to enable communication to and from the Tag Driver. To achieve this, air interface services
shall be provided to the Data Protocol Processor via the Tag Driver to establish communications (see 7.1.1).

Various of these parameters need to be known to, or requested by, the Data Protocol Processor. Effectively, this
procedure is used to configure the RF tag initially, to re-configure it if required, and to establish a communications

link while

711 Ai

the data transaction is open.

r interface services

This International Standard is open-ended with respect to the fact that new types of RF tag may be added to

ISO/IEC

38000 and leave the Data Protocol Processor unaltered. [o achieve this, some basic presumpt

made about the types of RF tag in ISO/IEC 18000.

e Application memory is an integer number of octets.

tag memory available for user data; this is sometimes called user memory in.ISO/IEC 18000.

e Application memory shall be organised in blocks. These shall be fixed size_.ahd’be of one or more

¢ The individual blocks shall each be accessible by read and/or write.

s

The RF ta

I

authorised users.

riting and reading to and from the application memory

read the component elements.

The technjcal details of the air interface services are\provided in ISO/IEC 15962.

7.1.2 System information

The syste

interface and air interface, and are therefore part of this International Standard and ISO/IEC 15962:

tagld

appligationFamilyld
storageFormat, whichitself consists of:

The terms

accessMéthed
dataFermat

and functions are described in the sub-clauses below.

ons are

NOTE: the term application memory is used in this sub-clause as a generic name for the arep of RF

Dctets.

NOTE: This applies to the basic function, additional features may be used to restrict access to

addition to the requirements (above) relating to the memory, there shall be a reliable mechanism for

g shall have a mechanism for storing the systemtinformation (see 7.1.2), including the ability to write and

m information shall consist.gf:the following elements that need to be transferred across the application

The syste

mnformation shall also consist of the. fnllnu\/ing elements that nnly need to transfer bhetween thel

RF tag

and the Data Protocol Processor to configure the Logical Memory Map, and are therefore only part of ISO/IEC

15962:

physical block size
number of blocks

20

© ISO/IEC 2004 — All rights

reserved


https://standardsiso.com/api/?name=579d6f1aceb3577a84182c8650ff98ec

ISO/IEC 15961:2004(E)

7.1.21 Tagld (TypeReference and elementName)

Tagld shall be provided by the Tag Driver for the purposes of identifying the RF tag unambiguously for at least the
period of a data transaction. Tagld acts as a file reference for the Logical Memory, and in turn provides a one-to-
one link to the Logical Memory Map of the RF tag itself. Tagld can be based upon one of the following:

a. A completely unique ID programmed in the RF tag, as specified in the ISO/IEC 18000 series).
b. A data related identifier (e.g. like the unique identifier of transport units as specified in ISO/IEC 15459-1),

that provides for uniqueness within the particular domain of item management or logistics. This requires
the data to be read to establish the Tagld.

c. | Avirtual or session ID based on a time slot or other feature managed by the air interfaceprotocql.

d. | Combinations of (b) and (c), e.g. a virtual ID across the air interface, but requiring the dgta related
identifier to be returned as a response.

The TypeReference Tagld specifies its format as up to 255 octets long.

7.1.2.2| ApplicationFamilyld (TypeReference and elementName)

The value of TypeReference ApplicationFamilyld refers to specific identifiers that enable selective addressing of
RF tagg. This may be supported by a mechanism at the air interface. . Bécause ApplicationFamilyld is[supported
by standards for smart card, the structure that follows is non-conflicting with those standard. The value of the
TypeReference ApplicationFamilyld for RFID for ltem Management can be stored on the RF tag in some form, or
can be |determined by the air interface services if these are sufficiently specific. The value of ApplicatiopnFamilyld
shall cgnsist of two integer values concatenated into a single’,octet when stored within system informatjon on the
RF tag.

The firgt integer refers to the elementName applicationFamily and the following codes shall apply:

0 addresses all families
110 8 as assigned by SC17 and.defined in ISO/IEC 15693-3 and 14443-3
91p 12 as assigned by SC31 and defined in this International Standard below

13Jto 15 reserved for future definition by ISO/IEC

The segond integer of the TypeReference ApplicationFamilyld, for the applicationFamilies 9 to 12, refers to the
elementName applicationSubFaniily and the following codes shall apply:

0 reserved\for SC17 purposes to address all sub families within the selected family; and therefore
shall only be used in command arguments and shall not be encoded in the RF tag
110 15 assighed for RFID for Item Management as defined in this International Standard

This feature currently enables up to 60 specific selection criteria to be defined for managing major types pf data for
RFID for Item Management. The detailed assignments are under the direct control of ISO/IEC JTC1/§C31/WG4
and these are'defined in Annex B.

If ApplicationFamilyld is not supported by a class of RF tag, and the services from the air interface do not provide
this by other means, the value of the octet in the system information for the RF tag shall be 00.

7.1.2.3 StorageFormat (TypeReference and elementName)

The TypeReference and elementName StorageFormat contains a sequence of elementNames accessMethod
and dataFormat, both of which are defined below.
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71.2.4

accessMethod (elementName)

The elementName accessMethod shall define the manner in which data can be mapped on the RF tag and be
accessed from the RF tag. The value of elementName accessMethod should be stored on the RF tag or may be
defined by the air interface services, if this can be done unambiguously. AccessMethod shall be an integer value
and the following codes shall apply:

0

3

Where a ghoice can be made, the following guidelines can be of assistance;

noDirectory - This is a structure that supports the contiguous abutting of all the data, related object
identifiers, and other data protocol overhead. Generally, all the data needs to be transferred across the
air interface to abstract relevant data.

NOTE: The command defined in 8.20 may be used to reduce the amount of data transferred

irectory - The data is encoded exactly as for noDirectory but the RF tag supportsian additional
irectory which is first read to point to the address of the relevant object identifier.

el o)

gelfMappingTag - This can be selected if the RF tag has on-board processesto organise the data
rmapping. Such RF tags shall be capable of performing similar functions to that ©of)the Formatter mpdule of
the Data Protocol Processor.

reserved for future definition by SC31.

_|

he noDirectory structure is better suited to RF tags with.small memory capacity, because the directory
self is an overhead that needs to be encoded. It also isdbéfter suited where there are few objectl}s to be

=

hcoded, so that a continuous read function will transfer all the encoding (or at least sufficienf of the
ct.

(¢

hcoded octets) to enable the octets to be parsed to.find the required objectld and associated obj

)

The directory structure is obviously better suited where the conditions differ from those suited to the
npDirectory structure. In addition, it is better suited to applications that call for selective reading,|writing,
of modifying one or few objectlds from_among many. In this type of situation, the extra read prdcess to
transfer the directory to the Data Proto€ol Processor are likely to be balanced be the shorter read time for
the selected objectld.

As the accessMethod has tohe specified by the application, it should be possible to measure trarjsfers of
dpta that simulate a directory plus data structure with that of a noDirectory structure. Such a tesf can be
uped to determine a reasonable breakeven point between the two accessMethods, taking into account
the variety and lengthCef data and the typical read/write implementations expected for an application.

Once| an accessMethod has been specified for the RF tag, the application does not need to qualify how
reading, writing, or the organisation of the octets on the Logical Memory is to be achieved. This is the function

of thg Data Pratocol Processor and the Tag Driver.

7.1.2.5

dataFormat (elementName)

The elementName dataFormat shall define the types of object identifier being stored on the RF tag. The
dataFormat is used to make more efficient use of encoding space or to restrict data to one class. Mechanisms

include:

22

linking the dataFormat with the applicationFamilyld, which enables higher level and lower level
selection processes to be linked.

making use of a RELATIVE-OID where a common sub-tree applies to all object identifiers. This requires
the arcs of the common sub-tree, or root, to be encoded only once in a root-OID (see 8.3.2 of ISO/IEC
15962). It is even possible for the root-OID to be signalled without it being actually encoded on the RF
tag.
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e enabling RF tags that have a dataFormat compliant with one particular root-OID to support other OBJECT
IDENTIFIERS (see 8.3.2 of ISO/IEC 15962).

The value of dataFormat may be stored on the RF tag or may be defined by the air interface services if this can be
done unambiguously. When defined by the air interface protocol, there shall be a one-to-one relationship with the
type of RF tag and the value of dataFormat.

The text that follows below describes the formats; particular details about encoding rules follow in 7.2. The value of
dataFormat shall be an integer value and the following codes shall apply:

= | ] i —e.g-for closed
system applications. It is also the default for an RF tag yet to be formatted.

1 fullFeatured - This data format supports any type of data format where the OBJECT IDENTIFIER
type is used. Its prime purpose is to enable heterogeneous data (i.e. from diffefent data digtionaries)
to be encoded on the one RF tag. For example it could be used to encode data from different closed
system applications unambiguously, using the ISO/IEC 9834-1 registered"abject identifiers for each
application.

2 rootOidEncoded - This data format is used when all the datayon the RF tag has 4 common
root-OID, but where this does not comply with one of the specific-root-OID formats describefl below.

NOTE: The reason for using the specific root-OIDs (see below) where they apply, and not use
dataFormat 2, is because the RF tags and otheryaspects of the system support| particular
features of those dataFormats not available with.dataFormat 2. In addition to the rpot-OID of
dataFormats 3, 4, and 8 to 12 not havingfo be encoded, linking the dataFormat to the
ApplicationFamilyld provides further systems'features.

The root-OID for dataFormat 2 shall be directly encoded on the RF tag using the appropriate root
arcs. [Each object is encoded on the RF tag using a RELATIVE-OID, representing the [remaining
lower order arcs.

3 is015434 - This is used when-data is from one or more formats of ISO/IEC 15434. The¢ root-OID
shall be {1 0 15434}, and shall’not be encoded on the RF tag because dataFormat 3 signals this.
Each object is encoded on_the RF tag using a RELATIVE-OID, representing the ISOJIEC15454
format number and any further lower order arcs.

4 is06523 - This dataformat is used when all the data on the RF tag is from a set belonging to one or
more International Code Designators (ICD) compliant with ISO/IEC 6523-1. The first three arcs of the
root-OID shallbe{1 0 6523}, and shall not be encoded on the RF tag because dataFormat 4 signals
this. Where-only a single ICD defines the data on the RF tag, the ICD code (1...9999) shall be
encoded<{once as the root-OID. Each object is encoded on the RF tag using a RELA[TIVE-OID,
represénting the next three arcs according to ISO/IEC 6523-1.

NOTE: If, unusually, the RF tag needs to encode data from more than one ICD, the main or
original ICD shall be encoded as a root-OID. Additional objects shall be encoded as full OBJECT
IDENTIFIERS.

5 is015459 - This is used when data is from one or more formats of ISO/IEC 15459. The root-OID
shall be {1 0 15459}, and shall not be encoded on the RF tag because dataFormat 5 signals this.
Each object is encoded on the RF tag using a RELATIVE-OID, representing the ISO/IEC15459 class
number and any further lower order arcs.

6 reserved.

7 reserved

8 is015961Combined - This data format is used when all the data on the RF tag complies with two or
more root-OIDs of ISO/IEC 15961 (currently dataFormat 8 to 12). The root-OID shall be {1 0 15961}
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1

and shall not be encoded on the RF tag because dataFormat 8 signals this. Each object is encoded

on the RF tag using a RELATIVE-OID, representing the remaining lower order arcs.

ean-ucc - This data format is used when all the data on the RF tag complies with the EAN.UCC

system (as referred to in ISO/IEC 15418). The root-OID shall be {1 0 15961 9} and shall
encoded on the RF tag because dataFormat 9 signals this. Each object is encoded on the

not be
RF tag

using a RELATIVE-OID, representing a data element according to the rules of EAN.UCC any further

lower order arcs.

0 di - This data format is used when all the data on the RF tag complies with the Data ldentifier

=0 40440 laVaXl] o) <l

not be

1

7.2 Preparing the basic objects

This is an
Standard.
standards
benefits d
between t

The outpu
However,
to each o
7.2.8.

7.21 Geéneral model

Figure 4 g

Otalldald (GO IUfUIIUd tU ;II :SCI’II_\J TJ= IU). Thc IU\Jt O:D oha“ bU {1 C 15\JUI 1U! daridu cha:
encoded on the RF tag because dataFormat 10 signals this. Each object is encoded on-the
using a RELATIVE-OID, representing a data element according to the rules of the Data |
standard and any further lower order arcs.

NOTE: As the Data Identifiers are alphanumeric in structure a conversion algorithm as de
7.2.3 shall be used to create a numeric RELATIVE-OID.

1 upu - This data format is used when all the data on the RF tag complies/with data elements
by UPU. The root-OID shall be set to {1 0 15961 11} and shall not be encoded on the
because dataFormat 11 signals this. Each object is encoded on thesRF tag using a RELATI

representing a data element from appropriate UPU standards and any further lower order arcs|

2 iata - This data format is used when all the data on~the RF tag complies with data e
defined by IATA. The root-OID shall be set to {1 0 1596412} and shall not be encoded on the
because dataFormat 12 signals this. Each object is encoded on the RF tag using a RELATI

representing a data element from appropriate IATA standards and any further lower order arcs.

3 to 31 reserved.

initial process to ensure that the data-ebjects are prepared in a format compatible with this Inter

RF tag
Hentifier

fined in

defined
RF tag
E-OID,

ements
RF tag
E-OID,

hational

It is recognised that there are message-based protocols and syntax for existing AIDC application

that differ from the object-based“protocol of this International Standard. It is possible to achi
f the object-based protocol_and’ maintain compatibility with message based systems by co
he two formats (see Annex C).

ts described in the sub-clauses that follow shall be the format of inputs to the Data Protocol Prg

the mechanisms to ‘achieve them on input and output are not. The requirement is to assign an g
bject using the data dictionary relevant to the application standard. Specific rules are covered in

rovides a data flow model for preparing each object identifier and associated data object. Each

application data, and particularly those covered by this International Standard, has a data dictionary, or list

eve the
hverting

cessor.
bjectid
7.2.1 to

type of

of data

objects or

24

data elements.
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Object Identifier tree
for application

ObjectID conversion (eg Data
l Identifiers to numeric)

Application | prepare basic ObjectiDs

| -
— ol Obi 2 =
data ObjectiDs—&

Objects & Objects

Figure 4 — Data Flow Model: Prepare Basic Objects

Any sugh data dictionary may evolve over a period of time and maintenance of\such a data dictionany shall be
independent of this International Standard. The data dictionary usually (consists of a coded list|(numeric,
alphabetic, alphanumeric, etc) of data objects and their specification for use*within the domain of the application
standand. This International Standard shall not validate whether a particular coded object is valid to the|externally
maintaiped data dictionary. Only the most fundamental rules of these external data dictionaries will be presumed to
be permanently defined, and these will be clearly declared below.

7.2.2 [EAN.UCC system
The EAN.UCC system is used extensively in business' communications, especially for retail sugply chain
managg¢ment. For the purposes of this International-Standard the relevant data syntax defined in the General
EAN.UCC Specifications and are updated periodically(See Annex D for details of the maintenance body)
The common components of the object identifier for EAN.UCC system are:

10159619

The fingl component of the object jdentifier for the EAN.UCC system shall be as defined in the General EAN.UCC
Specifigations.

7.2.3 [Data Identifiers

The D4dta Identifiers (DIs) are used extensively in logistics communications, especially in primary marjufacturing
sectors|(e.g. autometive, chemical, electronics, paper, etc).

The Dlg are coded one to four characters in an alphabetic or alphanumeric structure as follows:

A
nA
nnA

nnnA

This International Standard shall presume that the DI format will remain as above and treat the DI as a 4 character
code with three leading numeric values 000 to 999 plus one trailing alphabetic character A to Z.

The Data Identifiers are pre-defined in the ANSI MH 10.8.2 standard, and are updated periodically (see Annex D
for details of the maintenance body).
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The common components of the object identifier for Data Identifiers are:
1015961 10

The final component of the object identifier for Dls is derived by converting the alphanumeric DI to a binary value
and then converting this to a numeric value (see Annex E)

On input to the Data Protocol Processor, Data Identifiers shall have an object identifier which consists of the
common components {1 0 15961 10} followed by a single arc which represents the specific alphanumeric DI
converted to an all numeric value using the rules defined in Annex E.

7.2.4 |ATA Data Format
IATA use$ a data element structure for various purposes of item management, including baggage”hand|ing, for
which application standards are in development for using RF tags. For the purposes of this International Standard,
the relevant data syntax is in documents published by IATA (see Annex D for contact details)(
The common components of the object identifier for IATA data elements are:

1015961 12

The final gomponent of the object identifier shall be as defined by IATA.

7.2.5 URU Data Format
UPU useq a data element structure for various purposes of item management, for which application standards are
in development for using RF tags. For the purposes of this International Standard the relevant data synfax is in
documents published by UPU (see Annex D for contact details).

The common components of the object identifier for UPWU.data elements are:

N0 15961 11

The final gomponent of the object identifier shall'be as defined by UPU.

7.2.6 Cgmbining 15961 dataFormats
At the date of publication, four dataFormats have been defined with the sub-tree {1 0 15961}. These are:
9 BAN.UCC system
10 Data Identifiers
11 YPU dataelements

12 |ATA data elements

There may be occasions where data compliant with two, or more, of the application standards need to be encoded
on an RF tag. In this case, the common components of the object identifier for such combined data objects are:

10 15961

On input to the Data Protocol Processor, combined 15961 data objects shall have an object identifier which
consists of:

e the common components {1 0 15961 }

o followed by a single arc (9, 10, 11 or 12) identifying the particular data dictionary
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followed by the appropriate arc(s) for the particular data (refer to 7.2.2 to 7.2.5 for details).

a objects shall be presumed to be valid and of the correct format.

7.2.7 Other formats defined in ISO/IEC 15434

:2004(E)

In principle, the formats defined in ISO/IEC 15434 may have their data elements defined as object identifiers. For
the purposes of this International Standard the relevant data syntax for any particular format of ISO/IEC 15434 is in
documents referred to in that International Standard.

The cofnmon components of the object identifier for a particular format of ISO/IEC 15434 data elements gre:
1015434

The fingl component(s) of the object identifier shall be as defined in ISO/IEC 15434. All formats can be [treated as
a compllete object with the final arc having the value of the format number; except that Formats 01 to (9 shall be
represgnted in the object identifier as 1 to 9 respectively. Any additional lower arcs, if*appropriate, shall be as
defined|in ISO/IEC 15434.

NQTE: The granularity of the data object shall be as defined in ISO/IEC-15434, for example a data element,

dafa segment, entire message. The object identifier structure does not_take account of the practjcalities of

eng¢oding long data objects; e.g. a complete EDI message becomes a single object.
7.2.8 [SOI/IEC 15459 unique identifiers and associated attributes
ISO/IEC 15459 provides a mechanism to create various classés.of unique identifier for traceability purppses. The
common components of the object identifier for ISO/IEC 15459, unique identifiers are:

1 045459

The final component of the object identifier shall be.the class of the unique identifier as defined in ISO/IEC 15459.
7.2.9 Relating Object Identifiers
Message based syntax can use recursive or looping techniques to created repeated sequences of related data
(e.g. inflividual quantity and batch-numbers linked to different product codes). When the complete message is
parsed, the syntax identifies boundary points so that the attributes are correctly linked to the primary codsg.
With af object-based system~(such as the Data Protocol of this International Standard and ISO/IHC 15962)
operating at a base level;.there is a risk of creating false links (i.e. product code A could be linked to quantity of
produc B). The problem)can be overcome using one of the techniques described in Annex F.
7.3 Application'system services
The application system shall provide the following:

® Objectld - (see 7.3.1)

® object - (see 7.3.2)

® compactParameter - (see 7.3.3)

® objectLock - (see 7.3.4)
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These are incorporated into the definitions of particular application commands and responses, and never
transferred without the supporting commands.

7.3.1  Objectld (TypeReference and elementName)

Objectld shall be provided by the application system as a series of arcs, which comply with ISO/IEC 9834-1,
including all the object identifiers associated with the established data formats (see 7.1.2.5). The Objectld shall be
presented as a (full) OBJECT IDENTIFIER in the application commands. Whenever possible, the Data Protocol
Processor converts this to a RELATIVE-OID for more efficient encoding on the RF tag, based on the system
information received from the Tag Driver.

7.3.2 otJject (elementName)

The appligation shall provide the value (i.e. data) of the elementName object. This value is lectet baded, the
interpretafion of which is fully comprehensible from the definition of the Objectld provided by the application data
dictionary| Specific advice about particular interpretation is given in the following sub-clauses

7.3.2.1 Basic 8-bit character set information

Most of the business applications defined in 7.2 make use of ISO/IEC 8859-1 orlits"subset ISO 646. As suich, the
interpretafion (or presentation) of the data is known to all participants in the.system. This includes the [specific
sender and recipient even, if as is common in an open AIDC system, they are not known directly to each pther. If
text file and browser application software are set up to handle the ISO/IEGC, 8859-1 character set, most of the data
content can be displayed as intended. If the content has a specific ifiterpretation, the RFID application needs to
establish petween the participants exactly how particular data is<to be interpreted. This can be achigved by
publishing a data dictionary using the Objectlds as a reference.

7.3.2.2 |[Support for ISO/IEC 10646

ISO/IEC 1|0646 supports the character glyphs of all character sets. One option to support data in any other |specific
character [set is to pre-process this by converting to. {SO/IEC 10646 using mapping tools, and then compac}ing this
to UTF-8 fencoding (as defined in ISO/IEC 10646).” Any data directly defined by ISO/IEC 10646 should jalso be
UTF-8 en¢oded, to reduce the number of octets'réquired to store the object in the Logical Memory Map.

7.3.2.3 |Support for secure or encrypted data

All forms pf secure data, including ‘enicrypted data, shall be created by the application prior to being passed as an
object to the Data Protocol Processor. This is done for two reasons:

® |l requires security)of data to reside with the application and to be changed independently of the Data
Protocol Processor.
® Itlallowsthe Data Protocol Processor to handle all data, whether encrypted or not, in a similar manner.

The fact that)data is encrypted may need to be made known to the entire set of systems users, but th¢ actual
method of encryption can be restricted 1o the sender and intended recipient.

Further details are provided in 7.4.

7.3.3 compactParameter (elementName)

The elementName compactParameter in a command shall determine whether the application data shall be
compacted by the Data Protocol Processor. compactParameter shall be an integer value and the following codes

apply.
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applicationDefined - The object shall not be processed through the data compaction rules of

ISO/IEC 15962 and remains unaltered when stored in the Logical Memory Map of the RF ta

compact - This requires using the ISO/IEC 15962 compaction rules to compact the
efficiently as possible to reduce the number of octets required on the Logical Memory Map.

utf8Data - This identifies that the object has been externally transformed from the ISO/I
coded character set to UTF-8 encoding. The object shall not be processed through

g.

object as

EC 10646
the data

compaction rules of ISO/IEC 15962 and remains unaltered for transfer to the Logical Memory Map.

3t
15
Genera

already
subseq

presentation to the application receiving the data. The compactParameter value\(@) should only be us

isan o

if the opject has been encrypted.

process
applica

When d
is an in

process.

7.3.4

The elg
object
block a
procesy

74 O

The da
object
object
Internatf

The foll

N
i N

(4 s (P T
ISSCTITVCU TUTI TUTUTT UCTTITIIUOUTI

de-compactedData — This identifies that the object in a response has been de-compa
rules in ISO/IEC15962 and restored to its original application input format

ly, compaction should be applied because it increases the encodation efficiency on’the RF tag
encoded to UTF-8 encoding rules should be qualified with the compactParameter value (
Lient reading of the object will clearly indicate that it shall be processed through a UTF-8 decod

er-riding reason not to compact the data. Reasons for this include priorc€empaction to applicatio

would fully restore the object, the originally defined parameter value 0 or 2 would be lost and thg
ion could fail to undertake subsequent processing.

ompactParameter is returned as a response, the value (1) €0 indicate "compact" cannot be returr
but argument. All de-compacted objects shall be defined:as de-compactedData (15) on output f

objectLock (elementName)

mentName objectLock is a command argument that requires the Data Protocol Processor to a
and objectld and precursor in such a waythat all of the associated octets can be stored and |
igned manner in the Logical Memory Map. The locking process shall have the effect of making the
ed permanently encoded on the RE\tag. No commands are expected to be able to unlock the oct

ata security
a (object) may be made.secure by the use of some form of encryption. This shall be applied g
being transferred to.the Data Protocol Processor. The decryption process shall also be app
after it has been‘ifansferred to the application. As such, all the processes are transpare
ional Standard ,andASO/IEC 15962.

pwing features can be provided:

Datasecurity - This allows only authorised users the ability to "see" the true data. The sender W

cted using

Objects
P) so that
er for final
ed if there
n rules, or

In both these cases, although compaction~could be possible and the decode
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nt to this

ill need to

provide authorised users with the decryption algorithm and key. Other users can see the raw o

Ctet string,
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Data integrity - This uses the decrypted data to identify whether the data has been modified
prior to being read by an authorised user.

by others

Data validity - This uses encryption processes to reduce the risk of data from a legitimate source being
copied by an unauthorised agent into another RF tag, and being passed off as the original source RF tag.

Additional advice is provided in Annex G.

© ISO/IEC 2004 — All rights reserved

29


https://standardsiso.com/api/?name=579d6f1aceb3577a84182c8650ff98ec

ISO/IEC 15961:2004(E)

8 Application commands and responses

Application commands are used to instruct the Data Protocol Processor and the interrogator to execute specific
functions. They are also applied to the processing of the application data to achieve efficient encoding. The
responses from the Data Protocol Processor include requested data and also information about actions undertaken
and errors found. Each command/ response pair has its abstract syntax presented as modules. Each module is
defined in a manner that enables the command to be invoked independently of any other command.

So that the commands and responses can easily be incorporated into the transfer syntax, code values have been
assigned in this International Standard to the final arc of the command and response modules (see 8.1). Also,
completignCodes (See 8.2) and executionCodes (See 8.3) are assigned o the Tesponses. The sgurce of
definitiond of elementNames and TypeReferences that apply to each command are given, including thase’that only
apply to tHe commands and modules (see 8.4).

In the prdcessing of a command, an error might be detected. The command shall be aborted ‘and no|data is
transferredl to or from the RF tag in which the error is detected. This is possible because pracessing is done in the
Logical Memory. Although other error conditions might be present, the first problem identified is the only one
reported. | The appropriate completionCode or executionCode is returned. In the, céase where the cdgmmand
addresseg multiple RF tags, all RF tags processed prior to the one with the detected<error should be progessed.
The detection of the error aborts all subsequent processing.

The following sub-clauses define all the application commands and responses. In addition to the basic|syntax,
these subfclauses will also describe the function and purpose of specific command arguments and responsg¢s. The
commandp and responses are grouped logically together. Within this(Clause, the appropriate abstract syntax is
shown. Ahnex H shows an example of the complete transfer encoding.of'a command and response.

8.1 Finpl arc values of the command and response modules

Each conjmand and response module shall be identified\by an OBJECT IDENTIFIER. The common Jroot for
commandpg is ISO (1) standard (0) rfid-data-protocol (15961) commandModules (126). The common |root for
responseq is ISO (1) standard (0) rfid-data-protocol (15961) responseModules (127). The final arc of each pair
of command and response modules shall have the 'same value, effectively a RELATIVE-OID. The final arc ghall be
specific tothe command/response pair and the fellowing final arcs are specified:

configureAfi
configureStorageFormat
inventoryTags
addSingleObject
deleteObject
modifyObject
readSingleObject
readObjectlds
readAllObjects
10 readLogicalMemoryMap
14 inventoryAndReadObjects
12 eraseMemory
13 getApp-basedSysteminfo
addMuitipleObjects

OCoONOOGOPWN -

15 readMultipleObjects
16 readFirstObject

Additional command and response modules, and their final arc values, will be added in numeric sequence, as
required, to this International Standard.

The complete module specifies the function that the interrogator shall perform. Each command specifies, as
appropriate, particular processes to be undertaken by the Data Protocol Processor, the Tag Driver, and the
interrogator in communications across the air interface. Each response specifies, as appropriate, particular
processes to be undertaken by the Tag Driver, the Data Protocol Processor, and the communications across the
application interface.
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8.2 completionCode (elementName)

The elementName completionCode is part of the response to each command. The completionCode is an
INTEGER value that reports specifically on how the particular command was processed and executed, successfully

or not.

It is returned in each response. If its value is 0 (0045), the command has been successfully executed. If its

value is 255 (FF4), the command could not be executed by the system for the reason specified in the
executionCode (see 8.3). If its value is different from 0 and 255, it indicates that the command was not be
executed as instructed by the application for the reason mentioned.

NOTE: The completionCode provides information on the basis that the command can be invoked for the

particttar—Rf tag i the—communication—chaim—whereas—the—execution€Code—indicates—= systemss error or
sugcess.
The following completionCodes apply:

0 noError: The command was successfully executed

1 afiNotConfigured: = The command could not be completed, possibly (because of a prioil configure
action

2 afiNotConfiguredLocked: The applicationFamilyld was-found to be locked (by @ previous
command execution), so applicationFamilyld could not be configured, as requested by the gommand,
on this occasion

3 afiConfiguredLockFailed: The applicationFamilyld was correctly configured, but the lock
function could not be completed

4 storageFormatNotConfigured: n The command could not be completed, possibly because of a
prior configure action

5 storageFormatNotConfiguredLocked: The storageFormat was found to be locked (by a
previous command execution), so (storageFormat could not be configured, as requested by the
command, on this occasion

6 storageFormatConfiguredLockFailed: The storageFormat was correctly configured, but the
lock function could not be completed

7 objectLockedCouldNotModify: The existing encodation on the RF tag is locked, and as a result
this attempt to update the object value could not be completed

8 tagldNotFound: The particular RF tag, specified by the tagld, could not be found in the
operating-area

9 objectNotAdded: The data set of Precursor, object and objectld could not be added to the
Logical Memory Map (e.g. because there was insufficient memory space). This response also applies
if the RF tag supports a lock function that failed

10 duplicateObject: An objectld with the same value as the one to be processed (added]| modified,
or deleted) was found. The process was aborted.

11 objectAddedButNotLocked: The data set was added to a RF tag that did not support a lock feature
in the memory.

12 objectNotDeleted: The data set of Precursor, objectld and object could not be deleted from the
Logical Memory Map (e.g. because the delete function is not supported by the particular RF tag).

13 objectldNotFound: The intended process could not be executed because the defined objectld, is
not actually encoded on the RF tag.

14 objectLockedCouldNotDelete:  The object is already locked and so cannot be deleted
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objectNotRead: The intention to read the specified object failed
objectsNotRead: The intention to read one or more of the specified objects failed
blocksLocked: The intended action to erase encoded bytes from one or more blocks could not

be actioned because blocks were previously locked.

eraselncomplete:  The intended action to erase encoded bytes from one or more blocks was
interrupted and that not all blocks have been processed. The command can be re-invoked to
complete the process.

cutionCode (elementName)

ntName executionCode is part of\the response to each command. The executionCodge
value that reports on the way the comwnand was processed and executed by the system, succesgfully or
turned in each response. If its value is 0 (0045), the command has been successfully processed] i.e. the
as executed. Other values indicate that a system error has occurred.

ing executionCodes apply;

readlncomplete: The intention to read the complete contents of the Logical Memory Map failed,
because not all blocks from the RF tag were transferred to the Logical Memory.

systeminfoNotRead: The intention to read the system information failed.

objectNotModified: The data set of Precursor, objectld and object could not' be modified on the
Logical Memory Map (e.g. because the modify function is not supported bythe particular RF tag).

objectModifiedButNotLocked:  The object was modified in a RE~tag that did not support a lock
feature in the memory.

failedToReadMinimumNumberOfTags:  The minimum number of RF tags were not identified
with the specified selection criterion, possibly because of a time-out.

undefinedCommandError:  An error occurred in a ¢emmand,not defined by another code.

executionError: A system error occurred which made it impossible to action the command. The
appropriate executionCode is returned in the response.

is an

noError: The_command was executed without error
noResponseFromTag: No response was received from the RF tag

tagCommunicationError: The response(s) from the RF tag(s) was corrupted (e.g. There was an
aborted frame)

tagCRCError: A CRC error was detected in the RF tag's response

commandNotSupported: The command code is not supported by the interrogator, or RF tag
invalidParameter: The command parameter(s) are invalid

interrogatorCommunicationError: An error occurred in the communication between the
application and in the interrogator

internalError:  An error occurred in the application software

undefinedError: An error occurred, not defined by another code
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8.4 Command-related elementNames

8.4.1 addObjectsList (elementName)

The elementName addObjectsList is a command argument that represents the list of objectlds, objects, and
other parameters that are to be written to the RF tag Logical Memory Map in a multiple write object function.

8.4.2 afiLock (elementName)

The ele -
locked pr not. This is a Boolean argument. If set to TRUE the mterrogator shall Iock the appllcatlonlelyId to
ensure fthat the particular RF tag can only be used in the way prescribed. The locking process shall-havq the effect
of making the octets so processed permanently encoded on the RF tag. No commands are expected to [be able to
unlock fhe applicationFamilyld.

8.4.3 f[voidDuplicate (elementName)

The elgmentName avoidDuplicate is a command argument used to ensure that the objectld is npt already
encodef in the Logical Memory Map. This is a Boolean argument. If set to TRUE, the interrogator shall verify all
objectlds in the Logical Memory Map. If the objectld already exists, the Gwrite command is aborted and the
complgtionCode value duplicateObject (10) is returned. If set to FALSE%the interrogator shall write {he object
without|any verification.

8.4.4 [checkDuplicate (elementName)

The elgmentName checkDuplicate is a command argument used to invoke a particular process defined by the
command (e.g. read, or delete). This is a Boolean argument:

If set td TRUE, the interrogator shall verify all objectlds in the Logical Memory Map. The command shgall only be
completed if there is no duplicate present. Otherwise; the completionCode value duplicateObject (10) is| returned.

If the checkDuplicate flag is set to FALSE, ‘the interrogator shall act upon the first occurrence of thel objectid,
associgted object and precursor. In this.case, a duplicate objectld and associated object (possiply with a
different value) and precursor could be present.

8.4.5 jdentifyMethod (elementName)

The elgmentName identifyMethod is a command argument used to define whether all, or some, of the RF tags
belonging to the particularyselected applicationFamilyld in the operating area shall be identified. This
elementName is an integePvalue and the following codes apply:

inventoryExactly
tp 45 reserved for future definition

0 inventoryAllTags

1 inventoryAtLeast

2 inventoryNoMoreThan
3

4

For every argument including inventoryAllTags, it is necessary to specify the number of RF tags to be read using
the elementName numberOfTags (see 8.4.9). More precise advice is provided in InventoryTagsModule (see 8.7).

8.4.6 identities (elementName)
The elementName identities is a command response that indicates that it represents a list of the identified taglds.
8.4.7 lockStatus (elementName)

The elementName lockStatus is a response argument that identifies whether the objectld and associated object
and precursor are locked. This is a Boolean argument. If set to TRUE, it confirms that these are locked.
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8.4.8 logicalMemoryMap (elementName)

The elementName logicalMemoryMap is a response that represents the encodation on the RF tag in an
unstructured format, i.e. the byte values as stored, but not expanded into objectld, object, compactParameter
and lockStatus. It may be used for diagnostic purposes, or for other purposes where the total transfers are
required.

8.4.9 maxAppLength (elementName)

The elementName maxAppLength is a command argument that defines the maximum compacted length of an
object.

8.4.10 numberOfTags (elementName)

The elemg¢ntName numberOfTags is a command argument that defines a limit on the particular identifyMethod
specified. | It is an integer value in the range 0 to 65535.

8.4.11 numberOfTagsFound (elementName)
The elementName numberOfTagsFound is a response argument that returnsthe actual number of RF tags

observed [that met the criteria. If the identifyMethod argument is set to inventoryNoMoreThan, then the
response jalue numberOfTagsFound can be a lower number.

8.4.12 ohjectidList (elementName)
The elemgntName objectldList is a command argument that defines the set of objectlds that are requirgd to be

read from|the Logical Memory Map of the RF tag. It is also-a-fesponse that indicates that it represents the list of
objectlds|on the particular RF tag.

8.4.13 objectldsFound (elementName)

The eleméntName objectldsFound is a response-argument that defines the set of objectlds that are enc¢ded on
the Logicgl Memory Map of the RF tag.

8.4.14 objects (elementName)

The elemgntName objects is a command response that indicates that it represents a related list of each ipstance
of all the fpllowing encodation on.the RF tag: objectld, object, compactParameter, and lockStatus.

8.4.15 readObjectList (elementName)

The eleméntName readObjectsList is a command argument that represents the list of objectlds (and asgociated
checkDuplicate argument) used to be read a set of objectlds from the RF tag Logical Memory Map in a multiple
read obje¢t function.

)
7

The elementName storageFormatLock is a command argument used to determine whether the storageFormat is
to be locked or not. This is a Boolean argument. If set to TRUE, the interrogator shall lock the storageFormat to
ensure that the particular RF tag can only be used in the way prescribed. The locking process shall have the effect
of making the octets so processed permanently encoded on the RF tag. No commands are expected to be able to
unlock the storageFormat.

8.4.17 tagAndObjects (elementName)

The elementName tagAndObjects is a command response that represents a list of taglds, and for each instance
of tagld, represents the list of selected objectlds, objects, compactParameters and lockStatus that were read
from each RF tag.
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8.4.18 tagReadResponse (elementName)

The elementName tagReadResponse is a command response that represents a list of objectld, (and for each
instance of this the object, compactParameter, lockStatus and completionCode) that were read from an RF

tag.

8.4.19 tagWriteResponse (elementName)

The elementName tagWriteResponse is a command response that represents a list of objectlds and
completionCode (for each objectld) that were written to an RF tag.

85 (C
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The ab

onfigureAfiModules

nfigureAfiModules consist of a commandModule, and the associated responseModule,’that ir
ator to write the applicationFamilyld (including the sub-family) into the RF tag. A fundamental re
command is that only one RF tag shall be programmed per command. ThiS)is to ensur
ration process is robust, particularly in environments where more than one type-of RF tag can be

stract syntax for ConfigureAfiModules is given in Table 4

Table 4 — ConfigureAfiModules

struct the
quirement
e that the
resent.

-- Co
-- The

-- Fan
-- loc

Conf i glur eAf i Command
{iso(1l) standard(0) rfid-data-protocol (15961) conmandModul es(126) configureAfi (1)}
DEFI NI [T1 ONS
EXPLIQ T TAGS :: =
BEG N
Conf i ghr eAfi Command :: = SEQUENCE {
tagld OCTET-STRI NG SI ZE( 0. . 255) ),

appl i cati onFamdy-d Appl i cationFam | yld,

nfigure AFI
Confi gureAfi Conmand instructs the interrogator tée/wite the AFl (Application
ly Identifier, including the sub-fanmily) into the RF tag. The interrogator sha

k the AFl if the Lock flag is set to true.

-~'\See Clause 7.1.2.1 for detailed specification Tagld shall
-+’ be provided by the Tag Driver for the purposes of

-- identifying the RF Tag unanbi guously for at |east the

-- period of a transaction.

af il Lock BOOLEAN
-- If set to TRUE, the interrogator shall |ock the AFI
}
Applichti-onFamilyld ::= SEQUENCE {
applicationFanily I NTEGER {
all (0), -- address all famlies

-- values 1 - 8 reserved for definition by SC17

afi Bl ock9(9),

af i Bl ockA(10),

afi Bl ockB(11),

af i Bl ockC(12)

-- values 9 to 12 defined as per Annex B of this

-- International standard

-- values 13 to 15 reserved for definition by 1SOIEC
} (0..15),

applicati onSubFamily | NTEGER {
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all (0),-- This value shall not be encoded in the RF tag, and
-- shall only be used in a command to signal that the

-- interrogator shall address all subfamlies within the

-- selected famly.

-- NOTE: This has little utility for this Data Protocol, but

-- is retained for conpatibility with SC17 smart card conmands

asf 1- annex

-- to 12,defined as per Annex B of this International

asf 2- annex
asf 3- annex

£ 4
aST o+ ATie

(1), -- values 1 to 15, for applicationFamly 9
st andar d

(2),
(3),

L4

asf 5- annex
asf 6- annex
asf 7- annex
asf 8- annex
asf 9- annex
asf A- annex
asf B- annex
asf G- annex
asf D- annex
asf E- annex
asf F- annex

U
(5),
(6),
(7,
(8),
(9),
(10),
(11),
(12),
(13),
(14),
(15)

} (0..15)

-- AppligationFamlyld is stored as a single OCTET w t'hi.ch systeminformati on on the tag.
-- AppligationFam lyld allow tags to be grouped acconding to specific famlies and
-- allows any such famly of tags to be selectively addressed by the application. RF Tag
-- vendofs nmay inplement nechanisns in the Tag Dittver and air interface specifically for
-- selective addressing of RF Tags by ApplicatiehFam |yl d.
}
END
Confi gur Afi Response
{iso(l) standard(0) rfid-data-protocol (15961)responseMdul es(127) configureAfi (1)}
DEFI NI TI PDNS
EXPLI CI T| TAGS :: =
BEG N
Confi gur Afi Responseg). v = SEQUENCE {
conplfet i onCode I NTEGER {
noError (0),
af i Not Confi gured(1),
af i Not Confi guredLocked(2),
af i Confi guredLockFail ed(3),
t agl dNot Found( 8) ,
execut i onError (255)
}
execut i onCode | NTEGER
-- See Clause 8.3 and notes in this syntax for a full list of
-- executi onCodes
}
END
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The following elementNames used in these modules are defined elsewhere in this International Standard, as
detailed:

afiLock (see 8.4.1)
applicationFamily (see 7.1.2.2)
applicationFamilyld (see 7.1.2.2)
applicationSubFamily (see 7.1.2.2)
completionCode (see 8.2)
executionCode (see 8.3)

tag

Id (see 7.1.2.1)

8.6 C

The Cd
instruct
comma
stored

comma
one typ

If the alccessMethod (incorporated in storageFormat) is specified as directory, the interrogator shall

initial d

The AS

onfigureStorageFormatModules

nfigureStorageFormatModule consists of a commandModule, and the associated responseMd
the interrogator to write the storageFormat (accessMethod and dataFormat) inio the RF

here. A fundamental requirement of this command is that only one RF tag shall be progra
nhd. This is to ensure that the configuration process is robust, particularly in environments where
e of RF tag can be present.

rectory structure.

N.1 Abstract Syntax for ConfigureStorageFormatModules is given'in Table 5.

Table 5 — ConfigureStorageFormatModules

dule, that
tag. The

hd also instructs the interrogator to initialise the RF tag Logical Memory Map by €rasing any data already

mmed per
more than

create the

pt (2)}

-- Configure StorageFor nat
-- The| Confi gur eSt or ageFor mat Conmmand i nstructssthe interrogator to wite the
-- StofageFornmat into the RF tag, and to initdi/alise the tag | ogical nenory
-- map| The interrogator shall erase all the application nenory, and if the
-- dirpctory format is specified by the StorageFormat, it shall create the
-- inifial directory structure. The jntérrogator shall |ock the
-- StofageFormat if the Lock flag is)set to true
Conf i glr eSt or ageFor mat Conmand
{iso(1l) standard(0) rfid-data-protocol (15961) conmmandMbdul es(126) confi gureStorageFor n
DEFI NI [T1 ONS
EXPLIQT TAGS :: =
BEG N
Conf i glr eSt or ageRoy nat Commrand : : = SEQUENCE {
tagld OCTET STRI NG( SI ZE(O0. . 255)),
-- See Clause 7.1.2.1 for detailed specification Tagld
-- shall be provided by the Tag Driver for the
-- purposes of identifying the RF Tag unanbi guously
-- for at least the period of a transaction.
st or ageFor nat St or ageFor mat ,

st orageFor mat Lock BOOLEAN

}

St or ag

-- If set to TRUE, the interrogator shall lock the
-- St orageFor mat

eFornmat ::= SEQUENCE {

accessMethod | NTECER {

noDi rectory(0),

directory(1),

sel f Mappi ngTag( 2) -- Access to objects is via high
-- level commands to the RF Tag and the internal
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-- structure of the nenory inside the RF Tag i s not

-- defined
} (0..3),
dat aFor mat | NTEGER {

not For mat t ed( 0), -- Not formatted according
-- to this standard

full Featured(1), -- Supports any type of
-- data based on full AOD

r oot O dEncoded( 2), -- Supports any type of
-- data with a common root-0O D

504+5434{3) Feot—6Hb—s—defiret—as
-- {1 0 15434}

i s06523(4), -- Supports data belonging to one or

-- nmore International Code Designators conpliant
-- with ISOIEC 6523-1, root-O D is defined as
-- (1 0 6523)

i s015459(5), -- Supports unique itemidentifiers
-- conpliant with SO 1EC 15459, root-ODis
-- defined as (1 0 15459)

i s015961Conbi ned( 8), -- Supports conbi nati onsyof
-- formats of 1SQIEC 15961, root-Q D isCdefined
-- as {1 0 15961}

ean-ucc(9), -- Supports data of the EANLWCC system
-- root-ODis defined as {1 0 15961 9}
di (10), -- Supports Data Identifiens/(as referred to

-- in ISOIEC 15418), root-O BN s inplied to be
-- {1 0 15961 10}

upu(11), -- Supports UPU data_€hements, root-A D
-- is defined as { 1 0 15961 11}
iata(12) -- Supports | ATA'data el enent s,
-- root-ODis defined as {1 0 15961 11}
} (0..31)
}
END

Conf i gur ¢St or ageFor mat Response
{iso(1) standard(0) rfid-data-pretocol (15961) responseMdul es(127) confi gureStorageFormaf(2)}
DEFI NI TI PNS

EXPLI CI T| TAGS :: =
BEG N

Confi gur £St or ageFor nat-Response :: = SEQUENCE {
conplfeti onCode INTEGER {

noError (0),

st or ageFor mat Not Conf i gur ed(4),

st or ageFor mat Not Conf i gur edLocked(5),

st or ageFor mat Conf i gur edLockFai | ed(6),

t agl dNot Found( 8),

erasur el nconpl et e(18),

execut i onError (255)

H

executi onCode | NTEGE
-- See Clause 8.3 and notes in this syntax
-- for a full list of executionCodes

END
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The following elementNames used in these modules are defined elsewhere in this international standard, as

detailed:

accessMethod (see 7.1.2.4)
completionCode (see 8.2)
dataFormat (see 7.1.2.5)
executionCode (see 8.3)
storageFormat (see 7.1.2.3)
storageFormatLock (see 8.4.13)
tagld (see 7.1.2.1)

8.7 InventoryTagsModules

The InyentoryTagsModules consist of a commandModule, and the associated responseModulg, 'that inpstruct the

interrodator to identify a particular set of RF tags present in its operating field.

The ASIN.1 Abstract Syntax for InventoryTagsModules is given in Table 6.

The command requires that the value of the applicationFamilyld is specified toss€lect RF tags belopging to a
particulgr class, typically containing data belonging to a defined domain and./ or' containing a defined| objectld.
The selection criteria are defined in Annex B.
The sefond, additional, selection criterion (identifyMethod) determings how many RF tags, complying with the
specifigd applicationFamilyld selection criterion, need to be identified before the response can be pfovided. A
mechanism that can be used to detect any RF tag entering the ‘eperating area, is to set the inventoryAtLeast
argumgnt to 1. Particular conditions can be confirmed by only undertaking a partial inventory, i.e. by using either
the invéntoryAtLeast, or the inventoryNoMoreThan arguments.> A reconciliation of a known quantity of previous
transactions (e.g. to identify that all items intended to be in:@container are actually there) can be achievefd by using
the invgntoryExactly argument. Details of the options are\given in the module in Table 6.
The regponse consists of the numberOfTagsFound-and the identities of each RF tag by its tagld.
Table(6'— InventoryTagsModules
-- IjnhventoryTags
-- The| I nvent oryTagsConmand i nsf\ructs the interrogator to inventory and to
-- ideptify all tags present.{inits operating area. Each tag is uniquely
-- ideptified by its Tagld.
I nvent pr yTagsCormand
{iso(1l) standard(0) ™ fid-data-protocol (15961) conmmandModul es(126) inventoryTags(3)}
DEFI NI [T'1 ONS
EXPLIQ T TAGSXN )=
BEG N
I nvent pryTagsConmand : : = SEQUENCE {
applicationFam lyld Appl i cationFam | yld,
i denti f yMet hod I NTEGER {
i nventoryAl | Tags (0),
i nvent or yAt Least (1),
i nvent or yNoMor eThan (2),
i nventoryExactly (3)
}(0..15),
nunber O Tags I NTEGER (0. .65535)
}
-- The ApplicationFam lyld separates fundanentally different types of application
-- data (see 7.1.2.2 and Annex B), and possibly particular objectlds. Specifying a
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-- hex value xx (where x is a non-zero value) selects only the RF tags that have
-- the required data content.

-- Specifying a hex value 00 selects all the RF tags; this nmay be an appropriate
-- action to undertake a full inventory.

-- Specifying a hex value 0Ox, or x0, (where x is a non-zero value) mght not be
-- logically sound because the RF tags are fromdifferent applications and the x
-- value has different meaning.

-- If the identifyMethod is set to inventoryAl |l Tags, the interrogator shall perform
-- a conplete inventory of all tags present in its field of operation. The val ue of

nb OET H H 1 + &l L Lad L + + k. + 1o | - r—
-- nu e TayS— T o i rorovantt altd SOt U DT~ ST tOU ZCT U~ Oyt appr i ocatt Ofrs

-- If the identifyMethod is set to inventoryAtLeast, the interrogator shall perform
-- an inyentory of the tags present in its field of operation and (possibly)

-- contifue waiting until it has identified a nunber of tags equal to nunber Of Tags.
-- If the nunberO'Tags is set to 1, the Interrogator will wait until the firstJtag

-- has bgen detected. This is a nechanismto wait for a tag to enter the

-- interfogator field.

-- |If the nunberOFTags is set to nore than 1, the Interrogator will wait

-- until|the specified nunber of tags has been detected.

-- If the identifyMethod is set to inventoryNoMoreThan, the intetrogator shall

-- initigate an inventory of the tags present in its field of operation and shall
-- returph a response with a nunber of tags |ower or equal te-~nunberO Tags.

-- The ipterrogator may interrupt the inventory process whéenvthe nunber O Tags has

-- been feached or may continue the inventory process tilN "all tags have been read.
-- Note: This may be constrained by the air interféace and anticollision
-- nechani sm

-- If the identifyMethod is set to inventoryExactiby, the interrogator shall

-- initigate an inventory of the tags present im“ts field of operation and shall

-- returp a response with the nunber of tags,equal to nunmberOf Tags. This comand
-- parangter could be used to confirmthe actual nunmber of tagged itens in a

-- contalner. The Interrogator will wait)until the specified nunber of tags has
-- been fletected. The interrogator may-interrupt the inventory process when the
-- nunbef O Tags has been reached or-may continue the inventory process till

-- all tags have been read.

-- Note: This may be consttained by the air interface and anticollision

-- nechani sm

-- Execution of this command with the argunents inventoryAtlLeast and

-- invenforyExactly can_cause the interrogator to wait until sufficient RF tags
-- enter|its field of “operation; also the command response cannot be initiated
-- until|after this~delay. It is the responsibility of the application to

-- acconfrodat e thi)s potentiality.

Applicat|onfani|lyld ::= SEQUENCE {
appl ifcavi onFam |y | NTEGER(O. . 15),
applicationSubFam |y | NTEGER(O. . 15)
}

-- The code values are defined in the ConfigureAfi Comrand.

Tagld ::= OCTET STRI NG S| ZE(O. . 255))
-- See Clause 7.1.2.1 for detailed specification

END

I nvent or yTagsResponse
{iso(1l) standard(0) rfid-data-protocol (15961) responseMdul es(127) inventoryTags(3)}
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DEFI NI TI ONS
EXPLICIT TAGS :: =
BEG N
I nvent or yTagsResponse ::= SEQUENCE {
conpl eti onCode | NTEGER {
noError(0),
fail edToReadM ni mumNurber O Tags( 23),
-- for exanple, this could be due to a tine-out
fai | edToReadExact Nunber Of Tags( 24),
fUI < Olllr.l: <y thl =] \.vuu: d bU duc tU (=9 tl LIl 3 uut
execut i onError (255)
b
ex¢cut i onCode | NTEGER,
-- See Clause 8.3 and notes in this syntax
-- for a full list of executionCodes
nuber O TagsFound | NTEGER (1..65535),
identities SEQUENCE OF Tagl d
}
Tagld [:= OCTET STRI NE Sl ZE(O. . 255))
-- See Clause 7.1.2.1 for detailed specification
END

The following elementNames used in these modules are:defined elsewhere in this International Stgndard, as
defined

applicationFamily (see 7.1.2.2)
applicationFamilyld (see 7.1.2.2)
applicationSubFamily (see 7.1.2.2)
comnpletionCode (see 8.2)
exg¢cutionCode (see 8.3)

instruct the
Map. The
check that
to ensure

that the wrltlng process is robust

The ASN.1 Abstract Syntax for AddSingleObjectModules is given in Table 7.
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Table 7 — AddSingleObjectModules

-- Add Single bject

-- The AddSi ngl eCbj ect Cormand instructs the interrogator to wite an object, its
-- O D and associ ated paraneters into the tag |ogical nenory nap.
-- NOTE: There is al so an AddMul ti pl eCbj ect sConmand.

-- If the checkDuplicate flag is set to TRUE, the interrogator shall verify, before
-- adding the object, that no object with the sane O D already exists. |If such

-- object exists, the interrogator shall not performthe Add Cbject function and
-- shal | return the nlnprnlnri ate (‘nnrpl etion Code

-- If the Lock flag is set to TRUE, the interrogator shall lock the Qbjectld, the
-- nject, its compaction schene and associ ated paraneters into the tag Logi cal
-- Menory Map

AddSi ngl gCbj ect Conmand

{iso(1) standard(0) rfid-data-protocol (15961) comandMbdul es(126) addSi<glehject(4)}
DEFI NI TI PNS

EXPLICIT| TAGS :: =

BEG N
AddSi ngl Obj ect Conmand : : = SEQUENCE {
tagl q OCTET STRI NG SI ZE( 0. . 255)),
-- See Clause 7.1.2.1 for detail ed\specification
objeg¢tld OBJECT | DENTI FI ER, -- Full O D value

avoi ¢Dupl i cate BOOLEAN,

-- If set to TRUE, check fonr{duplicate objectld

obj eg¢t OCTET STRI NG,

conpdct Paraneter | NTEGER {

appl i cati onDefi ned(0),

-- The object shal{ not be processed through the

-- data conpaction rules of 15962 and renmins unaltered
conpact (1),

-- Conpact ‘object as efficiently as possible

-- usingn\15962 conpaction rul es

ut f 8Datya( 2)

-- Data has been externally transfornmed froma 16-bit
£-)ycoded character set to a UTF-8 string. The object
J- shall not be processed through the data conpaction
-- rules of 15962 and renmins unaltered

}(0..15),

obj e¢t Lock BOOLEAN

-- If TRUE the interrogator shall lock the Objectld, the
-- (bject, its conpaction scheme and other features in the
-- Logical Menory Map

END

AddSi ngl ebj ect Response

{iso(1l) standard(0) rfid-data-protocol (15961) responseMdul es(127) addSi ngl eCbj ect(4)}
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N

AddSi ngl eObj ect Response ::= SEQUENCE {
conpl et i onCode I NTEGER {
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noError (0),
t agl dNot Found( 8),
obj ect Not Added(9),
dupl i cat e(bj ect (10),
obj ect AddedBut Not Locked( 11),
executi onError (255)
I
execut i onCode | NTEGER
-- See Clause 8.3 and notes in this syntax for a full list of
-- executionCodes

END

The following elementNames used in these modules are defined elsewhere in this Intermational Standard as
defined

avpidDuplicate (see 8.4.3)
compactParameter (see 7.3.3)
completionCode (see 8.2)
ex¢cutionCode (see 8.3)
object (see 7.3.2)

objectld (see 7.3.1)
objectLock (see 7.3.4)

tagld (see 7.1.2.1)

8.9 DeleteObjectModules

The DgleteObjectModules consist of a commandModule, and the associated responseModule, that instruct the
interrogator to delete a defined objectld and its object and associated parameters. Only one RF tag and only one
objectld shall be programmed per command te‘ensure that the deletion process is robust. The delete function
require$ the removal of the objectld, the associated object, and precursor from the Logical Memory Map|

The ASN.1 Abstract Syntax for DeleteObjectModules is given in Table 8.

Table 8 — DeleteObjectModules

-- Delete bject

-- The| Del et eObj ect Comrand i nstructs the interrogator to delete the object

-- spepified by its~OLD, fromthe tag Logical Menory Map. This neans that a

-- subpequent comand to read the object will return objectNotFound. This

-- profedure night' not succeed if the object is locked, if this is found to be the
-- casp, the «esponse will return the appropriate conpletionCode. |If the

-- chepkbuplixcate flag is set to TRUE, the interrogator shall verify, before

-- delpti‘ng'the requested object, that there is only a single object with the

-- reqpested OD. If the interrogator detects that several objects have the sane
-- ODit shall not performthe Del eteoject function and shall return the

-- appropriate conpl eti onCode

-- If the checkDuplicate flag is set to FALSE, the interrogator shall delete the
-- first occurrence of the object specified by its OD.

-- NOTE: This is an argunent that effectively provides no protection against
-- duplicate O Ds. It should only be used when there is a high expectation of
-- no duplicates.

Del et eCbj ect Conmand
{iso(1l) standard(0) rfid-data-protocol (15961) conmandModul es(126) del et eCbj ect (5)}
DEFI NI TI ONS
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EXPLICIT TAGS :: =

BEG N
Del et e(bj ect Conmand : : = SEQUENCE {
Tagl d OCTET STRI NG SI ZE( 0. . 255)),
-- See Clause 7.1.2.1 for detailed specification
objectld OBJECT | DENTI FI ER, -- Full O D val ue

-- This initiates the deletion of the Objectld and the
-- associ ated nj ect

checkDupl i cate BOCLEAN

END

1 T | L

£ + + TRl + 1 H + + hal.l L + oot + 1 H
T oCT U TTI\Oo crc—rrcer i ogacor otar - Chetr o rac  cretr ot

-- only one occurrence of the hjectld

Del et e(b| ect Response

{iso(1l) standard(0) rfid-data-protocol (15961) responseMdul es(127) del €telbject(5)}
DEFI NI TI DNS

EXPLI CI T| TAGS :: =

BEG N

Del et e(b| ect Response :: = SEQUENCE {

conplfeti onCode | NTEGER {

noError(0),

t agl dNot Found( 8),

dupl i cat e(bj ect (10),

obj ect Not Del et ed(12),

obj ect I dNot Found( 13),

obj ect LockedCoul dNot Del et€(14),
execut i onError (255)

H

exec|ti onCode | NTEGE

END

-- See Clause 8.3 @nd notes in this syntax for a full list of
-- executionCodes

The following elementNames used in these modules are defined elsewhere in this International Stan

defined:

checKDuplicate\(see 8.4.4)
completion€ode (see 8.2)
execytion€ode (see 8.3)
objectldi(see 7.3.1)

tagld (see 7.1.2.1)

jard as

8.10 ModifyObjectModules

The ModifyObjectModule consist of a commandModule, and the associated responseModule, that instruct the
interrogator to carry out three related processes:

1.
2.

3.

44

Read the complete Logical Memory Map from the RF tag.

Delete the specified objectld, object and associated precursor. If duplicated instances are found, the

process is aborted.

Write the objectld, modified object and re-structured precursor.
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If the byte string representing the modified object (data) is longer than the previous encodation, then the complete
object needs to be located in a different area of the Logical Memory Map. A similar situation might arise if the
objectLock argument is set to TRUE in the command. In both these cases, the Data Protocol Processor of
ISO/IEC 15962 will control the relocation process. Only one RF tag and only one objectld shall be programmed
per command to ensure that the modify process is robust.

The ASN.1 Abstract Syntax for ModifyObjectModules is given in Table 9.

Table 9 — ModifyObjectModules

- - Modirfy—Chject

-- The| Modi f yObj ect Command instructs the interrogator to nodify an object, its QD
-- and| associ ated paraneters already on the tag Logical Menory Map. It does this~by
-- delpting the specified object and associ ated paraneters and witing the new,

-- val pes. To achieve this, the conplete Logical Menory Map shall be read fromthe
-- tag Any instances of duplicate Oobjectlds shall result in the process beirng

-- abofted.

-- If fhe object is already | ocked, it cannot be nodified and the appropriate
-- conpl etion code shall be returned.

-- If fhe byte string, that represents the nodified data when_prepared for encoding
-- in fhe Logical Menory Map, is the same length as its previ ous encodation, the
-- nod|fied value is generally witten to the sane positions.

-- If fhe byte string is shorter than the previ ous encedation, then an offset shall
-- be pncoded.

-- If fhe byte string is |longer than the previous-encodation, then it needs to be
-- locpted in a different area of the Logicalz>NMenory Map with this process
-- confrolled by the Data Protocol Processor*of |SQO |EC 15962.

Modi f y[Obj ect Conmand

{iso(1l) standard(0) rfid-data-protecbl (15961) conmandModul es(126) nodifyQObject(6)}
DEFI NI [T1 ONS

EXPLIQ T TAGS :: =

BEG N
Modi f y[bj ect Conmand ="SEQUENCE ({
Tagl d GCTET STRI NG Sl ZE( 0. . 255)),
-- See Clause 7.1.2.1 for detailed specification
objlect1d OBJECT | DENTI FIER, -- Full O D val ue
objl ect OCTET STRI NG,

cofrpact Paranet er | NTEGER {
appl i cati onDefined(0),
-- The object shall not be processed through the data
r\nmp::rfinn rules of 15062 and renains unaltored
conpact (1),
-- Conpact object as efficiently as possible using 15962
-- conpaction rules
ut f 8Dat a( 2)
-- Data has been externally transformed froma 16-bit coded
-- character set to a UTF-8 string. The object shall not be
-- processed through the data conpaction rules of 15962 and
-- renmains unal tered
}(0..15),
obj ect Lock BOCOLEAN
-- If TRUE the interrogator shall |ock the Objectld, the

© ISO/IEC 2004 — Al rights reserved 45


https://standardsiso.com/api/?name=579d6f1aceb3577a84182c8650ff98ec

ISO/IEC 15961:2004(E)

-- (bject, its conpaction schenme and other features in the
-- Logical Menory Map

END

Modi f yCObj ect Response

{iso(1l) standard(0) rfid-data-protocol (15961) responseMdul es(127) nodifyObject(6)}
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N

Mbdi f yCb| ect Response :: = SEQUENCE {
conpllet i onCode I NTEGER {
noError(0),
obj ect LockedCoul dNot Modi fy(7),
t agl dNot Found( 8),
dupl i cat e(bj ect (10),
obj ect Not Modi fi ed(21),
obj ect Modi fi edBut Not Locked(22),
execut i onError (255)
I
execyti onCode | NTEGER
-- See Clause 8.3 and notes in this syntax for a full list of
-- executionCodes

END

The following elementNames used in these modulesi~are defined elsewhere in this International Stanglard as
defined:

compactParameter (see 7.3.3)
completionCode (see 8.2)
execytionCode (see 8.3)
object (see 7.3.2)

objecfld (see 7.3.1)
objecfLock (see 7.3.4)
tagld|(see 7.1.2.1)

8.11 ReadSingleObjectModules

The ReadSingleObjectModules consist of a commandModule, and the associated responseModule, that|instruct
the interrdgator te-read an objectld, its object, and associated parameters from the RF tag Logical Memory Map.
Command arguments can be used to check that the objectld is not duplicated on the RF tag. Only one|RF tag
shall be programmed per command to ensure that the reading process is robust.

The ASN.1 Abstract Syntax for ReadSingleObjectModules is given in Table 10.
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Table 10 — ReadSingleObjectModules

-- Read Single Qbject

-- The ReadSi ngl eCbj ect Cormand instructs the interrogator to read the Cbject
-- specified by its Object ldentifier fromthe tag specified by its Tagld.
-- NOTE: There is a ReadMul ti pl eObj ect sComand.

-- If the checkDuplicate flag is set to FALSE, the interrogator shall return the
-- first pbject found having the requested O D without checking for duplicates.

-- |f he r‘hnnl(nlplir‘nfn flag is set to TRIE the jnterrogator shall check for

-- dup|icate objects having the requested O D. If nore than one object with the
-- requested ODis found, the interrogator shall return the first found Object
-- hav|ng the requested O D and indicate the presence of duplicates with

-- appfopriate Conpletion code.

ReadSi hgl eObj ect Comrand

{iso(1l) standard(0) rfid-data-protocol (15961) commandMbdul es(126) readSingl eChject(7)}
DEFI NI [T1 ONS

EXPLIQ T TAGS :: =

BEGA N
ReadSi hgl eoj ect Command : : = SEQUENCE {
tagld OCTET STRI NG Sl ZE(0. . 255) ),
-- See Clause 7.1.2.1 for detailed-specification
objlect1d OBJECT | DENTI FI ER, -- Ful | O Dewal'ue

checkDupl i cate BOCOLEAN
-- If set to TRUE, the int€rrogator shall check that there is
-- only one occurrence ofy\the Qojectld

END

ReadSi phgl eObj ect Response
{iso(1l) standard(0) rfid-data-pnetocol (15961) responseMdul es(127) readSi ngl eCbject(7)}
DEFI NI [T'1 ONS

EXPLIQ T TAGS :: =
BEG N

ReadSi hgl eObj ect Response :: = SEQUENCE {
cofpl eti onCode | NTEGER {
noError(0),
t agl dNot Found( 8) ,
dupl i cat e(bj ect (10),
obj ect I dNot Found( 13),
obj ect Not Read( 15),
€Xecutl onerror ( 255)
b
execut i onCode | NTEGER ,
-- See Clause 8.3 and notes in this syntax for a full list of
-- executionCodes
obj ect OCTET STRI NG,
conpact Paraneter | NTEGER {
appl i cati onDefi ned(0),
-- The object was not originally encoded through the data
-- conpaction rules of 15962, and is as sent fromthe
-- source application and m ght require additional
-- processing by the receiving application.
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ut f 8Dat a( 2),

-- Data has been externally transforned froma 16-bit
-- coded character set to a UTF-8 string. The object
-- needs to be processed through an external UTF-8

-- decoder.

de- conpact edDat a( 15)

-- The object was originally encoded through the data
-- conpaction rules of 15962 and de-conpacted on this
-- read operation and restored to its original format.
}(0..15),

| ock§

END

+ RO I=AMN
prat oS DO u v

-- If TRUE, object is |ocked

The folloV
defined:

check
comp
comp
execl
lockS
objec
objec
tagld

8.12 ReadObjectldsModules

The Read
interrogat
command

ving elementNames used in these modules are defined elsewhere in this (International Stan

Duplicate (see 8.4.4)
actParameter (see 7.3.3)
etionCode (see 8.2)
tionCode (see 8.3)

tatus (see 7.3.4)

f (see 7.3.2)

Hid (see 7.3.1)

(see 7.1.2.1)

ObjectldsModules consist of a commandModule, and the associated responseModule, that inst
br to read all the objectlds from the RE-tag. This module can be used in advance of a more s
to read a specific object, or to identify duplicate objectlds so that a housekeeping procedure

jard as

ruct the
elective
can be

invoked. |A valid response, if the RF tag Logical Memory Map has no objectlds stored, is to return an empty
objectld list. Only one RF tag shall be preagrammed per command to ensure that the read process is robust.
The ASN.{l Abstract Syntax for Read©ObjectldsModules is given in Table 11.
Table 11 — ReadObjectldsModules
-- Read (bj ectlds
-- The ReadObj ectl'dsCommrand instructs the interrogator to read all Cbject Ids from
-- the thg specifi)ed by its Tagld. Objects can then be read individually by the
-- ReadOpj ectComand.
-- If there)are duplicate O Ds, the interrogator shall return themas nultiple

-- occurrences of the ODin the objectldsFound |ist.

-- If atag has no Object IDs, the objectldsFound will be returned enpty; and
-- as such the command will be executed without error.

ReadObj ect | dsComrand
{iso(1l) standard(0) rfid-data-protocol (15961) conmmandModul es(126) readObjectlds(8)}
DEFI NI TI ONS

EXPLICIT
BEG N

TAGS :: =

Tagld::= OCTET STRI NG S| ZE(O. . 255))
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-- See Clause 7.1.2.1 for detailed specification

END

Readoj ect | dsResponse

{iso(1l) standard(0) rfid-data-protocol (15961) responseMdul es(127) readChjectlds(8)}
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N
Read(p| ect | dsResponse ::= SEQUENCE {
cofrpl eti onCode | NTEGER {
noError(0),
t agl dNot Found( 8),
executi onError (255)
b
exg¢cut i onCode | NTEGER ,
-- See Clause 8.3 and notes in this syntax for&a full list of

-- executionCodes
objlect | dsFound SEQUENCE OF (bjectld
}

oject)d ::= OBJECT | DENTIFIER-- Full O D val ue

END

The following elementNames used in these modules-are defined elsewhere in this International Standard as

defined

completionCode (see 8.2)
exg¢cutionCode (see 8.3)
objectldsFound (see 8.4.12)
objectld (see 7.3.1)

tagld (see 7.1.2.1)

8.13 ReadAllObjectsModules

The RgadAllObjectsModdales consist of a commandmodule, and the associated responseModule, that i
interrodator to read thé entire Logical Memory Map of the RF tag and respond with this in a completely
way thdt identifies each instance of the following: objectld, object, compactParameter, lockStatus. Or
tag shajl be programmed per command to ensure that the reading process is robust.

The ASN.1Abstract Syntax for ReadAllObjectsModules is given in Table 12.

hstruct the
structured
ly one RF

Table 12 — ReadAllObjectsModules

-- Read Al njects

-- The ReadAl | Obj ect sCommand instructs the interrogator to read all objects, their
-- (bjectlds and associ ated paranmeters fromthe tag specified by its Tagld. The

-- interrogator shall return all objects and their paranmeters of the tag specified
-- by its Tagld. |If there are duplicate O Ds, the interrogator shall return them
-- as nultiple occurrences of the O D, objects, and associated paraneters in the
-- bjects list.

ReadAl | Obj ect sCommand
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{iso(1) standard(0) rfid-data-protocol (15961) commandMbdul es(126) readAll Cbjects(9)}
DEFI NI TI ONS

EXPLICIT TAGS :: =
BEG N

Tagl d: : = OCTET STRI NG SI ZE( 0. . 255))
-- See Clause 7.1.2.1 for detailed specification

END

ReadAl | Opj ect sResponse

{iso(1) standard(0) rfid-data-protocol (15961) responseMdul es(127) readAl | Objects(9)}
DEFI NI TI PNS

EXPLICIT| TAGS :: =

BEG N

ReadAl | Opj ect sResponse ::= SEQUENCE {
conplfeti onCode | NTEGER {
noError (0),
t agl dNot Found( 8) ,
obj ect sNot Read( 16) ,
execut i onError (255)
b
exec|yti onCode | NTEGER,
-- See Clause 8.3 and notes in this syntax for a full list of
-- executionCodes
obj e¢ts SEQUENCE OF SEQUENCE {
dbj ectld OBJECT | DENTI FI ER,
dbj ect OCTET STRI NG,
conpact Par anet er | NTEGER {
appl i cati onDef.i,.ned(0),
-- The object™was not originally encoded through the
-- data conpaction rules of 15962, and is as sent
-- fromthe source application and mght require
-- additional processing by the receiving
--application.
ut f)8Dat a( 2) ,
-+ Data has been externally transforned froma 16-bit
-- coded character set to a UTF-8 string. The object
-- needs to be processed through an external UTF-8
-- decoder.
de- conpact edDat a( 15)
-- The object was originally encoded through the data
-- conpaction rules of 15962 and de-conpacted on this
-- read operation and restored to its original

--format.
}(0..15),
| ockSt at us BOOLEAN

-- If TRUE, object is |ocked
}

END

The following elementNames used in these modules are defined elsewhere in this International Standard as
defined:

compactParameter (see 7.3.3)
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completionCode (see 8.2)
executionCode (see 8.3)

loc
obj
obj
obj

kStatus (see 7.3.4)
ect (see 7.3.2)
ectld (see 7.3.1)
ects (see 8.4.11)

tagld (see 7.1.2.1)

8.14 ReadLogicalMemoryMapModules

The RegadlLogicalMemoryMapModules consist of a commandModule, and the associated responseMadule, that
instruct|the interrogator to read the entire Logical Memory Map of the RF tag and respond with this_iftha ¢ompletely
unstructured way (i.e. by returning the encoded byte values). No processing takes place throughthe)Data Protocol
Procesgor as part of this read command, so that individual objectlds, objects, compactParameter and
lockStatus cannot be directly identified. Also, if a directory structure has been defined by the\accessMethod, this
included in the response, but shall not be distinguished from other bytes in the Lagical Memory Map. The
main fynction of this command is for diagnostic purposes, but it could also be used for other functi
reading the complete content of the Logical Memory Map is required. Only one RF tag should be progra
command to ensure that the reading process is robust.

shall b

The ASN.1 Abstract Syntax for ReadLogicalMemoryMapModules is given in Table 13.

Table 13 — ReadLogicalMemoryMapModules

ns where
mmed per

-- Read Logical Menory Map

-- The
-- con
-- fro

-- app
-- be

ReadLogi cal Mermor yMapConmand i nstructs the interrogator to return the whol e
ents of Logical Menory Map of the tag specified by its Tagld. It differs

M t he ReadAl | Obj ectsConmand in that this twansfers the raw byte string to the
i cation, w thout processing through thewbData Protocol Processor. This could
sed for diagnostic purposes.

ReadLopi cal Menor yMapConmand
{iso(1l) standard(0) rfid-data-protecolr(15961) conmandModul es(126) readLogi cal MenoryMap( 10)}
DEFI NI [T1 ONS
EXPLIQ T TAGS :: =
BEG N
Tagl d: : = OCTET_STRI NG SI ZE( 0. . 255))
-=“See Clause 7.1.2.1 for detailed specification
END
ReadLopi cal Menor yMapResponse
{iso(1) “standard(0) rfid-data-protocol (15961) responseMdul es(127) readLogi cal MenoryMap(10)}
DEFI NI TT ONS
EXPLICIT TAGS :: =
BEG N
ReadLogi cal MenoryMapResponse ::= SEQUENCE {
conpl eti onCode | NTEGER {
noError (0),
t agl dNot Found( 8),
readl nconpl et e(19),
executi onError (255)
I
execut i onCode | NTEGER,
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-- See Clause 8.3 and notes in this syntax for a full list of
-- executionCodes

| ogi cal MenmoryMap  OCTET STRI NG

}
END

The following elementNames used in these modules are defined elsewhere in this International Standard as

defined:

completionCode (see 8.2)

execytionCode (see 8.3)

logicgIMemoryMap (see 8.4.8)

tagld|(see 7.1.2.1)
8.15 InventoryAndReadObjectsModules
The InverftoryAndReadObjectsModules consist of a commandModule, and the associated responseModule, that
instruct thie interrogator to identify a particular set of RF tags present in its operating field, and further tp return
specific data from each individual RF tag. The inventory function is constrained\by using the applicationFamilyld
and identjfyMethod, exactly as described in 8.7.
The command argument objectldList consists of a common list of objectlds to be read from each RF tag|defined
by the selgction criteria. If the objectldList is null, then the interrogator shall retrieve all objectlds and asgociated
data fronml each RF tag. The response for each tagld will .consist of a sequence of: objectld, (object,
compactRParameter, lockStatus.
The ASN.|l Abstract Syntax for InventoryAndReadObjectsMadules is given in Table 14.

Table 14 — InventoryAndReadObjectsModules

-- Inyentory and Read Qbj.ects
-- The | pvent or yAndReadCbj ect sCormand instructs the interrogator to inventory (i.e.
-- to identify) all tags present in‘its operating area and to read the objects
-- specified by the OD list forseach inventoried tag. Each tag is uniquely
-- ident|fied by its Tagld.
-- |If the objectldList is-NULL, then the interrogator shall retrieve all objects of
-- all ipventoried tags.
-- If there are duplicate O Ds, the interrogator shall return themas nultiple
-- occurfences of ‘the O D, objects, and associated paraneters in the Cbjects Ilist.
I nvent or yAndReadhj ect sConmand
{iso(1l) standard(0) rfid-data-protocol (15961) comandMbdul es(126) i nventoryAndReadCbj ect 5(11)}
DEFI NI TI ONS
EXPLICIT TAGS :: =
BEG N
I nvent or yAndReadObj ect sCommand : : = SEQUENCE {

applicationFam lyld ApplicationFam | yld,

i denti f yMet hod | NTEGER {

i nvent or yAl | Tags(0),

i nvent or yAt Least (1),

i nvent or yNoMor eThan( 2) ,
i nvent oryExactly (3)
1(0..15),
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nunber O Tags I NTEGER (0. .65535),
obj ect I dLi st SEQUENCE OF (nhjectld
}

-- The ApplicationFam |lyld separates fundanentally different types of application
-- data (see 7.1.2.2 and Annex B), and possibly particul ar objectlds.

-- Specifying a hex value xx (where x is a non-zero value) selects only the RF tags
-- that have the required data content.

-- Specifying a hex value 00 selects all the RF tags; this may be an appropriate

-- action to undertake a full inventory.

== Spe"; fyl IIU (=9 hUI\ VCI.: uvT C y T C, (\l\lhcl < N I =] a LLAA N LCT'U VCI.: UC) II; Uht IIUt bc
-- log|cally sound because the RF tags are fromdifferent applications and the x
-- val pe has different neaning.

-- If fhe identifyMethod is set to inventoryAll Tags, the interrogator shall perform
-- a cpnplete inventory of all tags present in its field of operation. The,value of
-- nunperOfTags is irrelevant and should be set to zero by the application,

-- If fhe identifyMethod is set to inventoryAtlLeast, the interrogatorishall perform
-- an |nventory of the tags present in its field of operation and shall return a

-- response only once it has identified a nunmber of tags equal to-nhunber O Tags.

-- If fhe nunberOfFTags is set to 1, the Interrogator will wait¢until the first tag

-- has| been detected. This is a mechanismto wait for a tag to enter the

-- intprrogator field.

-- If fhe nunberOfTags is set to nore than 1, the Interrogdtor will wait until the

-- spefified nunber of tags has been detected. This nmay'lead to an indefinite wait
-- for|the response fromthe interrogator. It is the.responsibility of the

-- app|ication to accormpdate this potentiality.

-- If fhe identifyMethod is set to inventoryNeNbreThan, the interrogator shall

-- inifiate an inventory of the tags presenta¥n its field of operation and shall
-- retprn a response with a nunber of tags, ['ower or equal to nunberOf Tags.

-- The|interrogator may interrupt the inwéntory process when the number Of Tags has

-- beeh reached or may continue the inventory process till all tags have been read.
-- Note: This nmay be constrainedvby the air interface and anticollision
-- mechani sm
ApplicptionFam lyld ::= SEQUENCE {
appl i cati onFami |y ) NTEGER( 0. . 15),
apml i cati onSubFami.hy/ | NTEGER(O. . 15)
}
--|The code vabues are defined in the Confi gureAfi Conmand.
oject)d ::=OBJECT | DENTI FIER-- Full O D val ue
END

I nvent or yAndReadObj ect sResponse

{iso(1) st andar d( 0) rfid-data-protocol (15961) responseMdul es(127)

i nvent or yAndReadObj ect s(11) }
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N

I nvent or yAndReadObj ect sResponse :: = SEQUENCE {
conpl eti onCode | NTEGER {
noError (0),
obj ect sNot Read( 16) ,
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execut i onCode

nunmber O TagsFound

fail edToReadM ni numNunber O Tags(23),

-- for exanple, this could be due to a tine-out
fai |l edToReadExact Nunber O Tags(24),

-- for exanple, this could be due to a tine-out
execut i onError (255)

},

I NTEGER ,

- See Clause 8.3 and notes in this syntax for a full list of

-- executionCodes
I NTEGER (1..65535),

t agl qAreEhieets SEEHENESE—
tlagl d OCTET STRI NG Sl ZE(O0. . 255)),
-- See Clause 7.1.2.1 for detailed specification
dbj ects SEQUENCE OF SEQUENCE {
objectld OBJECT | DENTI FI ER,
obj ect OCTET STRI NG,
conpact Paraneter | NTEGER {
appl i cati oDefi ned(0),
-- The object was not originally encoded.through the
-- data conpaction rules of 15962, and s as sent
-- fromthe source application and niight” require
- additional processing by the receiw ng application.
ut f 8Dat a( 2),
-- Data has been externally transformed froma 16-bit
-- coded character set to a<UTF-8 string. The object
-- needs to be processed through an external UTF-8
-- decoder.
de- conpact edDat a( 15)
-- The object was oriigi nal |y encoded through the data
-- conpaction rul es;tof 15962 and de-conpacted on this
-- read operatign“and restored to its original
-- format.
}(0..15),
| ockSt at us BOOLEAN
-- If TRUE, object is |ocked
}
}
}
END
The following elementNames used in these modules are defined elsewhere in this International Stangard as
defined:
appligationFamily (see 7.1.2.2)
appligationkamilyld (see 7.1.2.2)
appligationSubFamily (see 7.1.2.2)
compactParameter (see 7.3.3)
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completionCode (see 8.2)
executionCode (see 8.3)
identifyMethod (see 8.4.5)

lockStatus (see 7.3.4)

numberOfTags (see 8.4.9)
numberOfTagsFound (see 8.4.10)
object (see 7.3.2)
objectld (see 7.3.1)
objectldList (see 8.4.10)

tagld

(see 7.1.2.1)

tagldAndObijects (see 8.4.14)
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8.16 EraseMemoryModules

The EraseMemoryModules consist of a commandModule, and the associated responseModule, that instruct the
interrogator to re-set to zero the entire Logical Memory Map of the specified RF tag. This includes the directory, if

this is defined as the accessMethod.
objectlds, objects and associated precursors.

will be

The AS

If none of the blocks is locked, this should result in a deletion of all
If any block is locked, then the completionCode: blocksLocked

returned. The objects that remain on the RF tag can be identified by the subsequent use of the
ReadObjectldsModule (see 8.12). Only one RF tag shall be programmed per command to ensure that the erasure
process is robust.

N ] For-Frasett ModttesiegvenHimF 5

Table 15 — EraseMemoryModules

-- Hrase Menory
-- The| EraseMenor yConmand instructs the interrogator to reset to zero the whol e
-- Log|cal Menory Map of the tag specified by its Tagld. This results in the
-- delption of all Objectlds, Cbjects and associ ated paraneters. The ,objects that
-- are|l ocked cannot be deleted. If sonme objects cannot be del eted _because they are
-- locked, the interrogator shall return the appropriate conpl etionCode. Renai ning
-- Objpcts can then be identified by the ReadObj ect| dsCommand.
Er aseMenor yConmand
{iso(1l) standard(0) rfid-data-protocol (15961) conmandMbddl es(126) eraseMenory(12)}
DEFI NI [T1 ONS
EXPLIQ T TAGS :: =
BEG N
Tagl d: : = OCTET STRI NG SI ZE( 0. . 255).)
-- See Clause 7.1.2.1 foridetail ed specification
END
Er aseMenor yResponse
{iso(1l) standard(0) rfid-data=protocol (15961) responseMdul es(127) eraseMenory(12)}
DEFI NI [T1 ONS
EXPLIQ T TAGS :: =
BEG N
Er aseMenor yResponseg, ): = SEQUENCE {
cofpl et i onCode | NTEGER {
noError (0),
t agl dNot Found( 8) ,
bl ocksLocked( 17),
erasel nconpl et e(18),
preocess—heonptete—fFor—sore—tRgened—+easeorm—but—+
-- is possible to re-invoke the conmand to conplete
executi onError (255)
H
execut i onCode | NTEGE
-- See Clause 8.3 and notes in this syntax for a full list of
-- executi onCodes
}
END
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The following elementNames used in these modules are defined elsewhere in this International Standard as
defined:

completionCode (see 8.2)
executionCode (see 8.3)
tagld (see 7.1.2.1)

8.17 GetApplication-basedSysteminformationModules

The GetApplication-basedSysteminformationModules consist of a commandModule, and the associated
responseModule, that instruct the interrogator to read the system information and return those arguments fhat are
relevant tg the application, namely the applicationFamilyld and storageFormat.

The ASN.{l Abstract Syntax for GetApplication-basedSystemInformationModules is given in Table A6.

Table 16 — GetApplication-basedSysteminformationModules

-- Get Application-based Systeminfornmation

-- The Gkt App-basedSystem nfoComrand instructs the interrogator to read*the System
-- inforpration fromthe tag specified by its Tagld, and abstract theparaneters

-- relevant to the application data: the applicationFanm|lyld and¢the storageFor mat.

Get App- basedSyst end nf oConmmrand
{iso(1) standard(0) rfid-data-protocol (15961) commandMbdul es(126) get App-basedSystenl nfo(13)}
DEFI NI TI PNS

EXPLICI T| TAGS :: =
BEG N

Tagl q: : = OCTET STRI NG Sl ZE( 0. . 255))
-- See Clause 7.1.2.1 for.detailed specification

END

Get App- basedSyst end nf oResponse
{iso(1) standard(0) rfid-data-protocol (15961) responseMdul es(127) get App-basedSystemn nf p(13)}
DEFI NI TI PNS

EXPLICI T| TAGS :: =

BEG N
Get App- basedSyst eml nf sResponse :: = SEQUENCE {
conpllfet i onCode | NTEGER {
noError(0),
t agl dNot Found( 8) ,
syst enl nf oNot Read( 20),
execut i onError (255)
b
execut i onCode | NTEGER,

-- See Clause 8.3 and notes in this syntax for a full
-- list of executionCodes
applicationFanm lyld ApplicationFam | yld,

st or ageFor mat St or ageFor mat
}

ApplicationFam |l yld ::= SEQJENCE {
applicationFam |y | NTEGER(O. . 15),
appl i cationSubFam |y | NTEGER(O. . 15)
}
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-- The code values are defined in the Confi gureAfi Conmand.

St orageFor mat :: = SEQUENCE {
accessMet hod | NTEGER (0. .3),
dat aFor mat | NTEGER (0. .31)
}

-- The code values are defined in the ConfigureStorageFor mat Cormand.

END

The foljowing elementNames used in these modules are defined elsewhere in this Intermational Stgndard, as
detaileq:

ac¢essMethod (see 7.1.2.4)
applicationFamily (see 7.1.2.2)
applicationFamilyld (see 7.1.2.2)
applicationSubFamily (see 7.1.2.2)
completionCode (see 8.2)
dafaFormat (see 7.1.2.5)
exg¢cutionCode (see 8.3)
stgrageFormat (see 7.1.2.3)

tagld (see 7.1.2.1)

8.18 AddMultipleObjectsModules

The AddMultipleObjectsModules consist of a commandModule, and the associated responseModule, that instruct
the intgrrogator to write a set of objects, their objectlds, and associated parameters into the RF tIg Logical
Memory Map. The command arguments can be used to lock individually the objectld, the object and associated
paramgters; and to check that the objectld\is-not already encoded on the RF tag. Only one RF tag shall be
programmed per command to ensure that thewriting process is robust.

The ASN.1 Abstract Syntax for AddMultipleObjectsModules is given in Table 17.

Table 17 — AddMultipleObjectsModules

-- Add Multiplé>Ohjects

-- The| AddMul ti pl eObject sCommand instructs the interrogator to wite a sequence of
-- objpcts, theirs/bjectlds and associ ated paranmeters into the tag | ogical menory
- - rrap
-- NOTE: <There is al so an AddSi ngl eObj ect Comrand.

-- If fhe“checkDuplicate flag is set to TRUE, the interrogator shall verify, before
-- add| ng)the objects, that no object with the sane O D already exists. If such an
-- object exists, the interrogator shall not performthe Add Object function and

-- shall return the appropriate Conpletion Code.

-- If the Lock flag is set to TRUE, the interrogator shall lock the hjectld, the
-- Object, its conpaction schene and associated paraneters into the tag Logi cal
-- Menory Map

AddMul ti pl eObj ect sCommrand

{iso(1l) standard(0) rfid-data-protocol (15961) conmmandMddul es(126) addMilti pl eObj ects(14)}
DEFI NI TI ONS

EXPLICIT TAGS :: =
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BEG N
AddMul ti pl eObj ect sCommand : : = SEQUENCE {
tagl d OCTET STRI NG SI ZE( 0. . 255)),
-- See Clause 7.1.2.1 for detailed specification
addObj ect sLi st SEQUENCE OF SEQUENCE{
objectld OBJECT | DENTIFIER, -- Full O D val ue
avoi dDupl i cate BOCLEAN,
-- If set to TRUE, check for duplicate objectld
bi-eet SCcHET—STHRHNG
conpact Par anet er | NTEGER {
appl i cati onDefined(0),
-- The object shall not be processed through the data
-- conpaction rules of 15962 and renmi ns unal tered
conpact (1),
-- Conpact object as efficiently as possible wusi-ng
-- 15962 conpaction rules
ut f 8Dat a( 2)
-- Data has been externally transfornmed~f\roma 16-bit
-- coded character set to a UTF-8 strifig. The object
-- shall not be processed through the data conpaction
-- rules of 15962 and renmi ns unal‘tered
}(0..15),
dbj ect Lock BOOLEAN
-- If TRUE the interrogator shall" | ock the Objectld, the
-- (bject, its conmpaction schehe and other features in
-- the Logical Menory Map
}
}
END

AddMul ti pl eObj ect sResponse
{iso(1l) standard(0) rfid-data-protocol(15961) responseMdul es(127) addMulti pl eCbjects(14)}
DEFI NI TI DNS

EXPLICI T| TAGS :: =
BEG N

AddMul ti pl eObj ect sResponse/: : = SEQUENCE {
tagWi t eResponse ~SEQUENCE OF SEQUENCE{
dbj ectld OBJECT | DENTIFIER, -- Full O D val ue
donpl et i onCode | NTEGER{
noError(0),
t agl dNot Found( 8) ,
obj ect Not Added(9),
dupl i cat eObj ect (10),
obj ect AddedBut Not Locked(11),
executi onError (255)

}
H
execut i onCode | NTEGER
-- See Clause 8.3 and notes in this syntax for a full list of
-- executionCodes

END
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The following elementNames used in these modules are defined elsewhere in this International Standard as
defined:

addObjectsList (see 8.4.1)
avoidDuplicate (see 8.4.3)
compactParameter (see 7.3.3)
completionCode (see 8.2)
executionCode (see 8.3)
object (see 7.3.2)

objectld (see 7.3.1

tagld (see 7.1.2.1)
tagWriteResponse (see 8.4.16)

4.\
)

8.19 ReadMultipleObjectsModules
The RepdMultipleObjectsModules consist of a commandModule, and the associated responseModule, that instruct
the intgrrogator to read a set of objectlds, their objects, and associated parameters from the RF tag Logical
Memory Map. Command arguments can be used to check that the objectld is not\duplicated on the RF|tag. Only
one RF|tag shall be programmed per command to ensure that the reading process)is robust.

The ASN.1 Abstract Syntax for ReadMultipleObjectsModules is given in Table 18.

Table 18 — ReadMultipleObjectsModules

-- Read Multiple Objects

-- The| ReadMul ti pl eCbj ect sConmand instructs the interrogator to read the bjects
-- spepified by their Object ldentifiers fromthe\tag specified by its Tagld.
-- NOTE: There is a ReadSi ngl eCbj ect Command.

-- If fhe checkbDuplicate flag is set to FALSE, the interrogator shall return the
-- firpt pbject found having the requested O D without checking for duplicates.

-- If fhe checkDuplicate flag is sgt\to TRUE, the interrogator shall check for

-- dup|icate objects having the requested O D. If nore than one object with the
-- reqpested O D is found, thed\nterrogator shall return the first found Object
-- hav|ng the requested O D_and'indicate the presence of duplicates with

-- appfopriate Conpletion code.

ReadMu| ti pl eChj ect sComrand
{iso(1l) standard(@)“rfid-data-protocol (15961) conmandMddul es(126) readMultipl etojects([L5)}
DEFI NI [T1 ONS

EXPLIQ T TAGSS )=

BEGA N
ReadMu| t"pl e(bj ect sConmand : : = SEQUENCE {
tagld OCTET STRI N SI ZE(O. . 255)),
-- See Clause 7.1.2.1 for detailed specification
readoj ect Li st SEQUENCE OF SEQUENCE{
objectld OBJECT | DENTI FIER, -- Full O D val ue
checkDupl i cate BOCOLEAN
-- If set to TRUE, the interrogator shall check that
-- there is only one occurrence of the Cbjectld
}
}
END
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ReadMul ti pl e(oj ect sResponse

{iso(1) standard(0) rfid-data-protocol (15961) responseMdul es(127) readMil ti pl eCojects(15)}

DEFI NI TI ONS
EXPLICIT TAGS :: =
BEG N

ReadMul ti pl eObj ect sResponse :

= SEQUENCE {

t agReadResponse SEQUENCE OF SEQUENCE{

objectld oBJ
obj ect oCT

LN
LI |

ECT | DENTI FI ER,
ET STRI NG,

R_L

£ +
orrpactrrararnct et NT

}
H
execyt i onCode I NTEGER
-\ See Clause 8.3 and notes in this syntax for a full list of
==/ execut i onCodes
}
END

-- format.
}(0..15),
llockSt at us BOCLEAN,
-- If TRUE, object is Jdlocked
gdonpl et i onCode | NTEGER {

FEER

appl i cati onDefi ned(0),

-- The object was not originally encoded through the

-- data conpaction rules of 15962, and is as sent

-- fromthe source application and mght require

-- additional processing by the receiving

-- application.

ut f 8Dat a( 2),

-- Data has been externally transfornmed ffrom a 16-bit
-- coded character set to a UTF-8 string.\ The object

-- needs to be processed through an_external UTF-8

-- decoder.

de- conpact edDat a( 15)

-- The object was originally encoded through the data
-- conpaction rules of 15962 and de-conpacted on this
-- read operation and restored to its original

noError (0),

t agl dNot, Feund( 8) ,
dupl i.cateObj ect (10),
obj ectl dNot Found( 13),
obj ect Not Read( 15),
executi onError (255)

The following elementNames used in these modules are defined elsewhere in this International Stanglard as

defined:

checkDuplicate (see 8.4.4)
compactParameter (see 7.3.3)
completionCode (see 8.2)
executionCode (see 8.3)
lockStatus (see 7.3.4)

object (see 7.3.2)

objectld (see 7.3.1)
readObjectList (see 8.4.12)
tagld (see 7.1.2.1)
tagReadResponse (see 8.4.15)
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8.20 ReadFirstObjectModules

The ReadFirstObjectModules consist of a commandModule, and the associated responseModule, that instruct the
interrogator to read an object in the first position on the RF tag returning its objectld, its object, and associated
parameters from the RF tag Logical Memory Map. Only one RF tag shall be programmed per command to ensure
that the reading process is robust.

An efficient process could be achieved by being able to transfer only the relevant blocks of data across the air
interface. This requires the application to provide the following:

e [ The known, or maximum, compacted length of the expected object. This is used to establish the number
of octets to be transferred and result in the expected object being returned. The value of the gompacted
length can be determined by the procedure described below.

e [ The value of the expected objectld to enable the Data Protocol Processor_to convert this to encoded
octets and add this and other encoded parameters to the compacted length.

The relgvant compaction schemes and the characters that can be compacted-are defined in Table 19.

Table 19 — Compaction Schemes and‘characters

Compaction Number of Characters Supported
Scheme Characters
Numeric (4-bit) 10 0.9
5-bit 31 A.Z

(V]2
6-bit 64 As\Numeric + 5-bit and the following:

SPACE! “#$ % & “()*+,-./:;<=>72@
7-bit 128 All ISO/IEC 646 characters including the control characters
8-bit 256 All ISO/IEC 8859-1 characters including the control characters

EXAMPLES

As|an example of its"usg&, consider an application standard requiring that the unique item identifier for ISO/IEC
15459 transport uqits”is placed in the first position. The maximum length of this identifier is 35 alphanumeric
characters. Assume that the particular data capture point handles transport units from various sources and
has no prior-knowledge of the length of particular codes, so the worst case has to be catered for.| Table 19
prqvides a.list’of the characters capable of being encoded by the compaction schemes of ISO/IEC 1$962. The
alphanumeric characters specified by ISO/IEC 15459 can all be compacted by the 6-bit schemg. So the
mgximum length of the encoded object is (35 X 6/8 = 26.25) 27 octets, because the value has to be rounded
i ectld and

associated parameters to determine the number of blocks to be transferred.

If the object is of known length and structure, say a 20 digit code value, Table 19 shows that this can be
compacted using the numeric compaction scheme at 4 bits per digit. So the total compacted length of the
object is 10 octets. Although integer compaction may be invoked to produce a shorter encoded object,
calculating the length based on the simpler numeric compaction covers all cases for numeric unique item
identifiers.

The basic objective is to minimise the transfer across the air interface with a high degree of certainty that the
object is returned. It is possible to refine the process to determine number of octets. The length of the
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expected object can be calculated more precisely by simulating the compaction process using samples of
actual returned objects.

The ASN.1 Abstract Syntax for ReadSingleObjectModules is given in Table 20.

Table 20 — ReadFirstObjectModules

-- Read First (bject

-- The ReadFirstConmand instructs the interrogator to read the object specified
-- by its position stored in the tag.

-- This gommand m ght have features across the air interface that could be faster
-- than feading a single naned object. The application may therefore select to have
-- the npst often accessed object stored first in the tag.

ReadFi r s Obj ect command

{iso(1l) standard(0) rfid-data-protocol (15961) conmandModul es(126) readFirstChject(16)}
DEFI NI TI DNS

EXPLI CI T| TAGS :: =

BEG N
ReadFi r s{ Obj ect Command :: = SEQUENCE {
Tag! ¢ OCTET STRI NG SI ZE( 0. . 255)),
-- See Clause 7.1.2.1 for detail ed specific¢ation
objeg¢tld OBJECT I DENTIFIER, -- This is the expected objectld.

-- Its value is used by the processesvof |SQ|EC 15962 to

-- determine the nunber of blocks that need to be transferred. It
-- is not used as part of the searech process itself

maxAppLength | NTEGER( 1. . 65535)

-- This value is specified by>;the application to represent the

-- nmaxi mum conpact ed | ength\of the expected object

END

ReadFi r s{ Obj ect Response

{iso(1) standard(0) rfid-datasprotocol (15961) responseMdul es(127) readFirstObject(16)}
DEFI NI TI PNS

EXPLICI T| TAGS :: =

BEG N
ReadFi r s{ Obj ect Respense ::= SEQUENCE {
bj egt 1 d OBJECT I DENTIFIER, -- This is the actual Objectld as found in
-- the first position
obj egqt OCTET STRI NG,

conpdct-Paraneter | NTEGER {

::ppl LcationDefi nad( n) .

-- The object was not originally encoded through the data
-- conpaction rules of 15962, and is as sent fromthe
-- source application and night require additional

-- processing by the receiving application.

ut f 8Dat a( 2),

-- Data has been externally transformed froma 16-bit
-- coded character set to a UTF-8 string. The object
-- needs to be processed through an external UTF-8

-- decoder.

de- conpact edDat a( 15)

-- The object was originally encoded through the data
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-- conpaction rules of 15962 and de-conpacted on this
-- read operation and restored to its original format.

}(0..15),
| ockSt at us BOCLEAN,
-- If TRUE, object is |ocked
conpl eti onCode | NTEGER {

noError (0),

t agl dNot Found( 8),

obj ect | dNot Found( 13),

obj ect Not Read( 15),

execttonErrer{255)

I

exg¢cut i onCode | NTEGER

-- See Clause 8.3 and notes in this syntax for a full list |of
-- executi onCodes

END

The following elementNames used in these modules are defined elsewheteyin this International Standard as

defined

compactParameter (see 7.3.3)
completionCode (see 8.2)
exg¢cutionCode (see 8.3)
lockStatus (see 7.3.4)
mgxAppLength (see 8.4.9)
object (see 7.3.2)

objectld (see 7.3.1)

tadld (see 7.1.2.1)

8.21 Development commands
Development commands may be created\using the syntax defined in this International Standard and fol

modulaf format, with a separate module ‘used for the command and for the response. Annex | provide
advice for development commandsnot'to be in conflict with this International Standard and ISO/IEC 1596

9 Compliance, or classes of compliance, to this standard

9.1 pplication compliance

An apglication_isvonly expected to support the commands that are meaningful to the application.
command spegified for an application, all the constituent components shall be supported.

owing the
s detailed
2.

For every

9.2

For a Data Protocol Processor to claim compliance with this International Standard, it shall support
commands and their constituent parts.
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9.3 Compliance of the RF tag and RF interrogator

It is unlikely that every class of tag compliant with the 18000 series of air interface standards will have the
functionality to support all of the command and response modules. Partial compliance by a particular class of RF
tag shall be defined by reference to the command and response modules that are supported. For whatever reason,
if a device does not support particular command and response modules, then compliance to this International
Standard can be claimed by responding with the executionCode = commandNotSupported (4) for these
unsupported modules. If the claim is made to support a command, then every constituent feature of that command
shall be supported.
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Annex A
(normative)

First, Second and Third Arcs of Object Identifier Tree

The top arcs of the object identifier tree are specified in ISO/IEC 9834-1. The current list of arcs is defined in Table
A.1. These ensure a unigueness of all object identifiers through the administration by the Registration Authority or
other mechanism defined in the column "Value of n".

Table A.1 — Object Identifiers: Top Arcs

Registration Hierarchy Name Tree Object Value of n Reference in
Identifier ISOIIEC}834-1
ITU-T Rec X660
itu-t (0) recommendation (0) n {00 n} 1 to 26 assigned to letters a'to z. Amd 4 B.4

Arcs below these haye ‘numbers of
ITU-T and CCITT Récommendation

itu-t {0) question (1) n {01n} ITU-T Study Group, qualified by Amd 4 B.5
study period

itu-t {0) administration (2) n {02 n} X-121 DECC Amd 4 B.6

itu-t {0) network-operator (3) n {03 n} X-121 DNIC for a distinct code for Amd 3 B.7
packet switching applications

itu-t {0) identified organisation (4) n {04 n} Assigned by ITU Amd 3 B.8

Telecommunications
Standardisation Bureau Procedures
specified in ITU-T X.669

iso ([I) standard (0) n {10n} ISO standard number Amd 4 A4

iso (]I) registration-authority (1) n {11n}

(withdrawn 1998 Amd 2)

iso (1) member-body (2) n {12n} 3 digit country code of ISO 3166 Amd 3 A5

iso ([) identified-organisation (3) n {13n} ICD allocated by Registration Amd 4 A.6
Authority (ISO 6523)

joint{iso-itu-t (2) n {2 n} In accordance with ITU-T Rec Amd 3 C.3
X662.1 (ISO/IEC 9834.3)

jointiso-itu<t-(2) country (16) country- {2 16 n} (1992) Anx A.5

namg (n)

jointdiso-itu-t (2) registration-procedure {217 n} (1992) Anx A.4

(17) specific-procedure (n)

joint-iso-itu-t (2) international RA (23)n | {223 n} | ToITU-T X.666

Examples of object identifiers:
00 24 660: itu-t (0) recommendation (0) x (24) rec.x 660 (660)

1085712 1: iso (1) standard (0) FTAM (8571) abstract-syntax (2) pci (1)
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12 250 1 6325 316: 1SO (1) member-body (2) France (250) type-org (1) abc (6325) marketing agreement
(316)

NOTE: This is not a real example but an illustration from ISO/IEC 9834-1.

2 16 840 46 3125: joint-iso-itu-t (2) country (16) country-name (840) state-or-province (46) organisation abc
(3125)

NOTE: This is not a real example but an illustration from ISO/IEC 9834-1

S o P . fa=y e o\t Loy
2 17 2 3—jomtiso-ito=t{2)registratior=procedures (17 document=types(2) bimary (3)

NOTE: This is not a real example but an illustration from ISO/IEC 9834-1
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