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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commis

sion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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t rights. ISO and IEC shall not be held responsible for identifying d@ny“or all such patent
etails of any patent rights identified during the development of the. decument will be in thee
tion and/or on the ISO list of patent declarations received (see wwxviso.org/patents) or the [EC
tent declarations received (see patents.iec.ch).

e name used in this document is information given for the‘convenience of users and does nqt
e an endorsement.

bxplanation of the voluntary nature of standards,.the meaning of ISO specific terms anfd
ons related to conformity assessment, as well-as information about ISO's adherence t|
ld Trade Organization (WTO) principles inythe Technical Barriers to Trade (TBT) se

[CH=]
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technics
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— Clay
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— The
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A list of

fument was prepared by Joint TechnicalCommittee ISO/IEC JTC 1, Information technolog]
mittee SC 31, Automatic identification and’data capture techniques.

-~

=}

ond edition cancels and replaces:the first edition (ISO/IEC 15961-1:2013), which has bee
lly revised.

ses from ISO/IEC 15962-which had been reproduced in this document have been removed anfd
aced by referencesto-these clauses.

—

requirement/for backwards compatibility with the 2004 version of this documer
/IEC 15961:2004) has been clarified.

documentwas edited for clarity and conformity with ISO/IEC Directives Part 2 drafting ruled.

hl] parts in the ISO/IEC 15961 series can be found on the ISO and IEC websites.

Any fee

bacK or questions on this document should be directed to the user s national standards body.

complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

021(E)

The technology of radio frequency identification (RFID) is based on non-contact electronic
communication across an air interface. The structure of the bits stored on the memory of the tag is
invisible and accessible between the tag and the interrogator only using an air interface protocol,
as specified in the appropriate part of ISO/IEC 18000. The result of the transfer of data between an
application and an interrogator in open systems requires data to be encoded in a consistent manner on

any tag that is part of that open system. This is not only to allow equ1pment to be 1nteroperabl

ih this document and the data encoding rules of ISO/IEC 15962. Additionally, ISO/IEC 24791-1 §
d software system infrastructure architecture that enables RFID system operatigns‘between business
applications and RFID interrogators. Specific parts of the infrastructure standards address data

anagement requirements (ISO/IEC 24791-2) and device interface requirements (ISO/IEC 24791-5).

[hese support defined implementations that incorporate the encoding rules of ISO/IEC 15962
flinctional rules of the commands and responses in this document.

anufacturers of RFID equipment (e.g. interrogators, tags) andisers of RFID technology
sfandards-based Data Protocols for RFID for item management. This document, ISO/IE(
IBO/IEC 24791-1, ISO/IEC 24791-2 and ISO/IEC 24791-5 specify these protocols, which are
above the air interface standards defined in the ISO/IEC 18000 series.

o

he subject of this document. This document is intended to be used as a reference to develop 4
dppropriate for RFID applications and equipment.480/IEC 15962, which is intended to be uj;

Q.

ata into a structure to store on the tag.

OTE ISO/IEC 15961:2004 is a withdrawn standard, replaced by ISO/IEC 15961-1, ISO/IEC

ocument because some systems still use the withdrawn version. All information pertaining to the y

s S Q. ==

rithdrawn standard in the next version of this document.

© ISO/IEC 2021 - All rights reserved
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pecifies

and the

require
15962,
layered

he transfer of data to and from an application, supperted by appropriate application comnpands, is

oftware
ed with

his document, specifies the overall process and the methodologies developed to format the application

15961-2,

5O/1EC 15961-3 and ISO/IEC 15961-4. ISO/¥EC 15961:2004 is referenced to point out the differences with this

se of the

Fithdrawn ISO/IEC 15961:2004 is(Contained in this document. The intention is to remove referenfe to the
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INTERNATIONAL STANDARD ISO/IEC 15961-1:2021(E)

Information technology — Data protocol for radio

frequency identification (RFID) for item management —

Part 1:
! li . . £
1 Scope

This document:
-+ provides guidelines on presenting data as objects;
—+ defines the structure of Object Identifiers, based on ISO/IEG9834-1;

4 specifies the commands that are supported for transfecring data between an application
radio frequency identification (RFID) tag;

—+ specifies the responses that are supported for transferring data between the tag and the app

1 does not specify any required transfer syntax'with ISO/IEC 15962, but provides the non-ng
information in Annex A for backward¢compatibility with the 2004 version of this d
(ISO/IEC 15961:20041).

Normative references

[ NS

—

he following documents are.referred to in the text in such a way that some or all of their
onstitutes requirements of this document. For dated references, only the edition cited app
yUndated references, the latest edition of the referenced document (including any amendments)

Q

p—

50/1EC 15961-3, Information technology — Data protocol for radio frequency identification (K
lem management=~Part 3: RFID data constructs

~.

IBO/1IEC 15962-Information technology — Radio frequency identification (RFID) for item managé
Data protecol:data encoding rules and logical memory functions

et

50/1E€19762, Information technology — Automatic identification and data capture (AIDC) techf
[armonized vocabulary

~

This document focuses on the abstract interface between an application and the-data processor and
includes the specification and definition of application commands and responses. It allows data and
dommands to be specified in a standardised way, independent of the ISO/IEC 18000 series air inferfaces.

and the

lication;

rmative
bcument

content
lies. For
applies.

YFID) for

ement —

iques —

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 and the following

apply.

1) Withdrawn standard. Replaced by ISO/IEC 15961-1, ISO/IEC 15961-2, ISO/IEC 15961-3 and ISO/IEC

© ISO/IEC 2021 - All rights reserved
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.11

application
software component that issues commands and receives responses to the commands within a system

3.1.2

data pr
implemg
logical n

Note 1 to

3.2 Al

URN

Since "T
nents as

Type C
Type D
TDS

pcessor
ntation of the processes defined in ISO/IEC 15962, including the data compactor, formatte
iemory, and command/response unit

entry: This was called "data protocol processor" in ISO/IEC 15961:20042).

pbreviated terms and designations

uniform resource name

DS", "Type C" and "Type D" are commonly used in the industry torefer to the technology compd
specified by these standards, the following designations are used in this document:

ISO/IEC 18000-63
ISO/IEC 18000-64

GS1 EPC Tag Data Standard

4 Conformance

4.1 G¢

The com
as speci
such, co
accordir

The arg
be consi
what an|
Protoco
indepen

pneral

mands and responses in this dociment are expressed in an abstract syntax; transfer encoding
fied by ISO/IEC 15961 (the superseded 2004 version of this document) is no longer required. A
hformance to this document'is specifically indicated by the resultant proper encoding of tag
g to ISO/IEC 15962.

uments and fields.Contained in individual commands and responses identify what needs t
dered for correctinput to the Data Processor to achieve a valid encoding. Also, they identif
application@xpects to have returned following access to a tag. Because of the way the Dat]
is structured, the commands and responses specified in this document are, to a large exten
dent of particular tag types that are only known to the Data Processor through the Tag Drive

The resylt is that ISO/IEC 15962 can specify conformance requirements for valid encoding, which thi

docume

ht-Canhot.

This clause provides conformance best practice advice to achieve an integrated data communication

channel

between the application and the tag.

4.2 Application conformance

An application is expected to support the commands and responses that are meaningful to the
application. For every command considered relevant for an application, all the constituent components

shall be

considered in transfers between the application and the Data Processor.

2) Withdrawn standard. Replaced by ISO/IEC 15961-1, ISO/IEC 15961-2, ISO/IEC 15961-3 and ISO/IEC 15961-4.

2
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In particular, application standards shall take into consideration the various arguments in the command
as defined in Clause 7 (e.g. Object-Lock, Compact-Parameter). These determine the requirements of
what is encoded on the tag, and the necessary processes that the Data Processor shall invoke to achieve

a valid encoding.

4.3 Conformance of the Data Processor

The Data Processor is, effectively, the implementation of ISO/IEC 15962. Depending on the scope of the
Data Processor (ranging from being specific to an industry, to being generic to the entire RFID Data

. .
an be identified with a full Object-Identifier or a Relative-OID). This document imposes no-cot]
n the design of the Data Processor, other than a requirement to support all the functionality s
y the arguments in the commands that are necessary to achieve proper encoding.

o0 o

3 Protocol model

The ISO/IEC 15962 protocol model applies for this document.

6 Presentation conventions
6.1 Commands, responses, and arguments

4.1.1 General

(an)

ommands and responses are defined within a boxfermat, such as is shown in Figure 1.

ach command or response contains an ordered list of fields or arguments. When necesg
eld/argument name is followed by the data’type and a brief description. Fields with values
estricted to a subset of the range of their*data types have their possible and legal values s
falics below the field name.

~. o~ =

=z

OTE None of this applies to the‘original commands and responses when presented in the ASN.1
ntax as in ISO/IEC 15961:2004.

w0

Figure’l — Box format for commands, responses and complex arguments

4.1.2 Data types

—

hefollowing data types are used in the commands and responses:

e.g.data
straints
pecified

ary, the
that are
hown in

abstract

— BOOLEAN: An argument that can have the values TRUE or FALSE.

— BIT STRING: A sequence of bits.

— BYTE: An integer with the possible values 0 to 255, usually expressed as a hexadecimal value 0044

to FFyg.
— BYTE STRING: A sequence of bytes. (Equivalent to OCTET STRING).

— EBV-8: A binary method to encode variable size numbers in the same field by using a

leading

indicator bit preceding a 7-bit value. The final EBV-8 component begins with a 0, all preceding

components begin with a 1. For example, 69,5 = 01000101, whereas 369, = 101110001

» Whose

EBV-8 representation is 10000010 01110001 (i.e. separated into 7-bit stings and then the indicator
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added as a prefix. The only requirement for using an EBV-8 code in a command is where this type of
value is returned in an air interface response.

— HEXADECIMAL ADDRESS: A location (on the memory of a tag), expressed as a hexadecimal value.

— INTEGER: An integer can take any whole number. In the context of this document, the values are all
positive.

— OBJECT IDENTIFIER: An Object Identifier as defined in 6.2.1.

6.2 Object Identifier presentation in the application interface

6.2.1 Pbject identifier structure to ISO/IEC 8824-1

This dofument uses the OBJECT IDENTIFIER type as defined in ISO/IEC 8824-1 with“identifier
assigned as specified in ISO/IEC 9834-1. This uses a registration tree with a commbn implied rod
node (I§O/IEC 9834-1), a series of arcs from each node, with new arcs added as required to define
particulpr Object (see Figure 2). Thus, the body responsible for a particular node;:

D =~ n

— has defined set of arcs to identify itself;
— canfmanage the allocation of arcs under its node, independently of other bodies;

— isagsured of uniqueness from all other arcs in the registration ttee.

1.0.15434 .1 arcs
T [ ] ® [
» =[SO
» = standard

> =particular standard ISO/IEC 15434

»’= sub-division within 15434 (= Format 01)
Figure 2 —£ Example object identifier arcs

The only top arcs permitted for all Object Identifiers are shown in Table 1.

Table 1 — Object Identifier top arcs

Identifier arc name Numerical value
itu-t 0
iso 1
joint-iso-itu-t 2

NOTE 1 | *Any ISO/IEC standard, e.g. this document, has Object Identifiers under the ISO top arc.

The second arc is administered by the relevant organisation named for the top arc. The current list of
top and second arcs is given in ISO/IEC 15961-3.

The third arc is controlled by the system or body defined for the second arc; sometimes this is a
registration authority. The hierarchical structure continues until the Object is identified uniquely. The
procedure of naming Object Identifiers ensures that each Object is unique within its "parent” arc and
that each parent arc is unique within its previous level, right back to the top three arcs.

NOTE 2  This structure enables Object Identifiers from different domains (e.g. open and closed systems) to be
encoded unambiguously on a tag memory.
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Three forms of Object Identifier are used with the RFID Data Protocol:

— Object-Identifier: This full structure is used for communications between the application
Data Processor defined by the scope of this document.

and the

— Root-0ID: The Root-0ID is the common part of a set of encoded Object Identifiers. It acts as a common
prefix to the Relative-OID values encoded on the tag. This structure is particularly important in
applications thatrequire a variety of data from a common data dictionary to be encoded on a tag. The
Root-0ID is either explicitly encoded or declared according to the encoding rules of ISO/IEC 15962.

- Relative-UID: This structure 1s used In conjunction with the Root-OID (See below] for commu
between the application and the Data Processor defined by this document. These struct
applied in situations where a common root applies to the set of Object Identifiers-te)be
on the tag. For example, if all the Object Identifiers have the common root 1 0 15961 12 €
spaces can be saved on the tag if this common Root-OID does not have to be encodéd for eac
Identifier. The Relative-OID is a suffix to a common RootOID, which is eitherencoded or de
some other way.

NOTE 3  Except in the command and response abstract forms (see Clause 10) and places W
distinction is vital, the term Object-Identifier applies also to the Relative-OID’

4.2.2 Presenting the Object-Identifier in accordance with ISO/IEC 8824-1

Vhen the Object-Identifier is presented in accordance with ISO/IEC 8824-1, spaces are
etween each arc as follows:

o <

1015961.12'1

NOTE The more formal representation of this im~ASN.1 is: {iso(1) standard(0) rfid-data-protoc
hta(12) baggage-id (1)}.

—

4.2.3 Presenting the Object-Identifier as a Uniform Resource Name (URN)

—

he Object-Identifier may also be presented in the URN in the following format, based on II
061, with the decimal point character between each arc:

(OV)]

urn:oid:1.0.15961.12.1
6.3 Byte notation

4.3.1 Byte — Basic unit for 8-bit coding

|

The commen unit of coding is the 8-bit byte (also known as the octet).

Binary-data shall be padded with leading zero bits until the binary value is octet aligned; 7
shall'be represented as bytes with bit 8 (see 6.3.2) set to a zero value. Data exceeding 8-bits

nication
ures are
encoded
ncoding
h Object
tlared in

here the

inserted

1(15961)

KTF RFC

his documefit-supports binary, 6-bit, 7-bit, 8-bit, and user data that can exceed 8-bits per character.

bit data
shall be

eincaded in multiple hytes

An 8-bit byte is represented by two hexadecimal values, using the characters 0-9, and A-F.

6.3.2 Bitordering

Within each byte, the most significant bit is bit 8 and the least significantis bit 1. Accordingly, th
allocated to each bit is as shown in Table 2.
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6.3.3

Table 2 — Bit sequence in the 8-bit byte

Bit value bit8 | bit7 | bit6 | bit5 | bit4 | bit3 | bit2 | bitl
Weight 128 64 32 16 8 4 2 1

Byte conversion

The 8-bit value is converted into the two hexadecimal characters with bit 8, bit 7, bit 6 and bit 5 having
the weights 8, 4, 2 and 1 respectively to define the first hexadecimal character. Bit 4, bit 3, bit 2 and bit 1

retain thewetghts 8,4, 2amd-trespectivety todefime thresecomdrexadecimmat character——————

7 Prqcessing application commands and responses

7.1 General

Since th|
it has b
to prop

e publication of the first edition of ISO/IEC 15961 (ISO/IEC 15961:2004).and ISO/IEC 15962,
ecome clear that a number of device configurations do not require the’ transfer encodin|
erly support the functions of the Data Protocol. These device configurations have simildr

charactgristics in that they can support all processes internally (e.g. printer-encoders, hand-held RFI

readers,

and software packages), but other device configurations can have'similar characteristics. Thes

charactgristics include a complete encoding process that supports thedflinctionality of the applicatio

commard and the encoding processes on the logical memory and/dr'the decoding processes from t
logical memory to the application responses.

In thes¢ devices, transfer encoding would have to be created, and immediately be decoded an
discardgd, resulting in two unnecessary processes that add;to the process time and complexity. As paj
of the rdvision of ISO/IEC 15961:2004 into a multi-part:$tandard, this document now includes suppof

fora"st

There a
defined

7.1.1

In devic
also suj
therefor]
The rule
shall be

Various

includin‘F input from forms and more direct transfer from host systems. This document places n

constrai

7.1.2

- &+ =

faight through" process.

e two fundamentally different ways to implement support for the commands and response
n Clause 10.

[72)

Dption A: Straight through process

es or software that incorperate data input of commands compatible with this document an
port the encoding processes of ISO/IEC 15962, the transfer encoding is not required. It j
e essential to ensure that'the basic functionality of the commands and responses are followed
s defined for Object Identifiers (see 7.3.3) and the command and response arguments (see 7.4
followed.

— T wn X

forms of implementation are possible for this straight through processing of the Data Protoco]

[=]

nts on theprocess adopted.

Dption B: Transfer encoding

If a device, or software only supports the processes of this document or only supports the encoding
processes of ISO/IEC 15962, then the original transfer encoding may be used (see Annex A). Alternative

transfer
integrat

encoding including the binary encoding defined in ISO/IEC 24791-5 may be used for better
ion with systems that support such interface mechanisms. In turn, this means that the

command and response structures defined in Clause 7 shall also be considered as abstract or functional
definitions of the requirements to properly encoded data on a tag or read and interpret data from the

tag.
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7.2 Encoding system related information in commands

7.2.1 Singulation-Id

The Singulation-Id (previously defined as Tagld in ISO/IEC 15961:2004) is provided by the Tag Driver. It
identifies the tag unambiguously for at least the period of a data transaction.

In the Data Protocol, the Singulation-Id shall be up to 255 bytes long and acts as a file reference for the

Loglcal Memory, and in turn provides a one-to-one link to the Logical Memory Map of the tag itself.
11111 lation IA (‘]nf\ll kn Inmoarl woeR-ene nF Hna Fnllnunnn tha chaoica bainag datarminad hy tha desion Of
Sireulation ased-upen-one ne-the-choicebein gdetermined by-the-desig

the Tag Driver and the air interface protocol:

d) A completely Unique Item Identifier programmed in the tag, as specified in the ISO/IEL 18000
series.

H) A datarelated identifier, e.g. like a Unique Item Identifier (UIIl), that providesfor uniquenegs within
the specific application domain of item management. This requires the Ul *to be read to gstablish
the Singulation-Id.

d A virtual- or session-identifier based on a time slot or other feature.managed by the air interface
protocol.

d) Combinations of (b) and (c), e.g. a virtual Singulation-Id acress the air interface but requjring the
data related identifier to be returned as a response.

1.2.2 AFI

The AFI (previously defined as ApplicationFamilylddn ISO/IEC 15961:2004) refers to specific identifiers
that enable selective addressing of tags. This may be supported by a mechanism at the air interface.
Hecause the AFI is supported by standards forsmart card, the structure that follows is non-copflicting
with those standards. The value of the AFI\for RFID for Iltem Management shall be a single byjte value
specified in ISO/IEC 15961-3, as follows:

+ If in the range 00,4 to OF;.the code applies to a closed system application, as defined in
ISO/IEC 15961-3. The list of ¢ode values is updated in the associated RFID data constructs fegister.

+ Ifintherange90,4,to CE gthe codeappliestoanopensystemapplicationasdefinedinISO/IEC[15961-3.
The list of code values(is)jupdated in the associated RFID data constructs register.

+ The value CF 4 is feserved as an extension code for multiple byte AFI code values.

The AFI should be)stored on the tag in some form, or alternatively may be determined by the air
interface services if these are sufficiently specific. If the AFI is not supported by a class of tag) and the
services fromthe air interface do not provide this by other means, the value of this code in th¢ system
ipformation for the tag shall be 004.

7.2.3\." DSFID

The DSFID (previously defined as StorageFormat in ISO/IEC 15961:2004) refers to specific identifiers
that enable efficient encoding on tags. The value of the DSFID for RFID for [tem Management is a single
byte, or multiple bytes. It encodes the Access-Method and Data-Format, both of which are defined below.
The Access-Method is encoded in bits 8 and 7 of the DSFID, with the final five bits (bits 5 to 1) encoding
the Data-Format. Bit 6 defines additional functionality supported by some types of tag.

If the Access-Method has a value between 4 and 15, extensions to the DSFID are implemented by the
Data Processor.

NOTE None of these values has yet to be assigned, and such assignments will only be assigned by revision or
amendment to this document.
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If the Data-Format has a value between 32 and 287 as defined in ISO/IEC 15961-3, extensions to
the DSFID are implemented by the Data Processor. As the Data-Format is registered as part of the
ISO/IEC 15961-2 Data Constructs register, this extension occurs independently of changes to this
document.

7.2.4 Access-Method

The Access-Method defines the way data can be mapped on the tag and be accessed from the tag. The
value of Access-Method should be stored on the tag, or may be defined by the air interface services, if
this canfbe—domne re—Access-Methodisdefinedasabit-vatreand-thefottowt

shall apply:

da DT U V- ) Ol C O d d U vdalu d 11U UTTOUVV

0 No-Directory: This Access-Method provides the simplest set of encoding rules;The basic

any command seeking to selectively read data can first access the directory to find thie
memory address of the beginning of the Data-Set, and then go to thatlocation to read t
bytes that represent the encoding of the Data-Set.

The Directory may be written to the RFID tag ata later time than the initial encoded datj.

"

2 Packed-Objects: The Packed-Object structure was introduced at the first revision d
ISO/IEC 15962 and this edition of this dogtiment. The encoding scheme is fundamentallly
different, because it takes a set of Object-Identifiers and their Objects and encodes ther
in an indexed structure that integrates compaction and encoding. The Packed-Object er
coding scheme requires a rule-based table for each Data-Format, which calls up specif

compaction schemes for the individual elements. The compaction schemes are standarx]l
irrespective of the Data-Eormat. The Packed-Object scheme requires more complex
encoding and decoding nules than the No-Directory and Directory Access-Methods, by
offers significant encoding efficiency even over the basic No-Directory structure whe
a number of Object-Identifiers need to be encoded. This can reduce the amount of men
ory required on.the'tag and can reduce the size of message transferred across the ai
interface in respense to a read command. Application domains need to define a table d
indexed Relative-OIDs for this Access-Method to be implemented. It can only be applie
as an alternative to the No-Directory or Directory Access-Methods on a particular tag
but tagS'with any of the Access-Methods may be intermixed in the same application.

=]

(9]

=

==

3 Tag-Data-Profile: The Tag-Data-Profile scheme is intended to support fixed message stru
tures, typically where several Object-Identifiers and their Objects need to be encoded.
The fixed message structure is best suited for applications that are reasonably homa
geneous and additionally have a consistent requirement for the same Object-Identifierfs

taohooncadad an Alltaacin tha annlicatinn Each Taag Nata . Drafilo rannirac ragictrating
OO - e ot Ot g o i T S o p pritoer Ot o o o5 Dotatt T ormre T e Ui o e oo tratiorl
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Multiple-Records: The Multiple-Records encoding process overlays a structure onto the
No-Directory, Packed-Objects, and Tag-Data-Profile Access-Methods for multiple instances
of these, and even a mixture of these Access-Methods, to be encoded in the same Logical
Memory. This is achieved through the introduction of an encoded MR-header and a pre-
amble for each record. This allows the encoding of individual records to fully conform
with the inherent Access-Method. This also enables the same Object-Identifier to be en-
coded in separate records, with one rule that supports a list of the same data element in
one record. There are three main classes of application supported by the Access-Method
and these can also be intermixed. One class enables different data formats and owners

other supports a time sequence of history records of the same type to be réepe

ted. The

of data to share the same tag, but under the control of the original owner of th%}tag. An-

third major class id for the support of hierarchically related records, e.g. forsup
delivery or bill of material types of structure.

5to 15 Reserved for future encoding schemes to be defined in ISO/IEC 15962 and invok
rules for a multiple byte DSFID. Some of the new Access-Methodscan be inherer
ing schemes in Multiple-Records. This can only be determined as the encoding
are developed.

Vhere a choice can be made, the following guidelines can be of assistance:

The No-Directory structure is better suited to tags withsmall memory capacity, bec
directory itself is an overhead that needs to be encoded. It also is better suited where therg
Object-Identifiers to be encoded, so that a continuous read function will transfer all the encq
at least sufficient of the encoded bytes) to enable the bytes to be parsed to find the require
Identifier and associated Object.

The Directory structure is obviously better - suited where the conditions differ from thos
to the No-Directory structure. In addition, it\is better suited to applications that call for
reading, writing, or modifying one or. few Object-ldentifiers from among many. In this|
situation, the extra read processes to ttansfer the directory to the Data Processor are lik
balanced be the shorter read time ferthe selected Object-Identifier.

The Packed-Objects structure reguires more complex encoding and decoding but offers a sig
improvement in encoding effi¢iency over the basic No-Directory structure. As such, it
suited to applications where the encoding requirements are relatively high compared to the
capacity of the tags usedin the application.

The Tag-Data-Profile Scheme is best suited to applications where the domain is homogeng
a vertically integrated supply chain where all suppliers are known to all customers) and al

ly chain

bd under
t encod-
schemes

huse the
are few
ding (or
1 Object-

e suited
elective
type of
bly to be

rnificant
s better
memory

ous (e.g.
parties

agree that eaCh'Object-Identifier shall be encoded and agree to a common structure and format for

each data.Object.

s the Aceess-Method must be specified by the application, it should be possible to measure 4
f data ¢hat simulate a directory plus data structure with that of a No-Directory structure. Su
an beused to determine a reasonable breakeven point between this and the other Access-N
onsidering the variety and length of data and the typical read/write implementations expect¢

ransfers
ch a test
flethods,
bd for an

7 .
ppITCation.

Once an Access-Method has been specified for the tag, the application does not need to qualify how
reading, writing, or the organisation of the bytes on the Logical Memory is to be achieved. This is the
function of the Data Processor and the Tag Driver.

7.2.5 Data-Format

The Data-Format defines the Root-OID of the Object-Identifiers being stored on the tag. The Data-Format
enables data Objects to be identifiers simply by a Relative-0ID, making more efficient use of encoding
space or to restrict data to one class.
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Full Object-Identifiers (i.e. with a different Root-OID than that defined by the Data-Format) can still be
encoded on the tag, enabling data from different application domains to be encoded, albeit without the
same level of encoding efficiency.

The value of Data-Format should be stored on the tag or may be defined by the air interface services if
this can be done unambiguously. When defined by the air interface protocol, there shall be a one-to-one
relationship with the type of tag and the value of Data-Format. The value of the Data-Format for RFID
for Item Management shall be an integer value in the range 0 to 287 specified in ISO/IEC 15961-3. The
following are relevant to this document:

0 Not-Formatted: This is used for tags not formatted, or not yet formatted, to this document.

1 Full-Featured: This Data-Format supports any type of data format where the'full Oh
ject-Identifier is used. Its prime purpose is to enable heterogeneous data (i.e. fromdifferer]
data dictionaries) to be encoded on the one tag. For example, it can be used to encode
data from different closed system applications unambiguously, using the'fSO/IEC 98341
registered Object Identifiers for each application.

(s

2 Root-OID-Encoded: This Data-Format is used when all the data gi’the tag has a commoh
RootOID, which does not conform with one of the specific Root-OIDs associated with fa
Data-Format registered under the rules of ISO/IEC 15961-2.

The Root-OID for Data-Format 2 shall be directly encoded on the'tag using the appropriate roqt

afcs. Each Object is encoded on the tag using a Relative-OlD; representing the remaining lowdr

ofrder arcs.

3lto 28 These code values apply to an open system appli€ation as registered under ISO/IEC 15961-
2. The list of code values is updated in the-associated RFID data constructs register.

20 This code applies to closed system data where the encoded data is in accordance with
this document and ISO/IEC 15962,

30 This code applies to closed system data, where the encoding rules are not in accordande

with ISO/IEC 15962. It is of Gse for applications that are migrating from other encoding
rules, enabling data to be distinguished and properly encoded. It is also of use prior tp
the transition of tagsfrom a closed system application to an open system application.

31 This value is not-assigned to any application, because its binary equivalent is used tp
signal an extensien to the Data-Format, in the range 32 to 287.

32to  Thesevaluesarereserved for open system applications as registered under ISO/IEC 15961-
287 2, wheman extension mechanism is invoked under ISO/IEC 15962 rules for a multiple
byteDSFID.

7.3 Preparing the basic Objects and other application-based arguments

7.3.1 [Geéneral

This is an initial process to ensure that the data Objects are prepared in a format compatible with this
document.

NOTE It is recognised that there are message-based protocols and syntax for existing AIDC application
standards that differ from the Object-based protocol of this document. It is possible to achieve the benefits of the
Object-based protocol and maintain compatibility with message-based systems by converting between the two
formats (see Annex B).

The outputs described in the subclauses that follow shall be the format of inputs to the Data Processor.
However, the mechanisms to achieve them on input and output are not specified in the subclauses. The
requirement is to assign an Object-Identifier to each Object using the data dictionary relevant to the
application standard.
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7.3.2 General model

Figure 3 provides a data flow model for preparing each Object-Identifier and associated data Object.
Each type of application data, and particularly those covered by this document, has a data dictionary, or
list of data Objects or data elements.

Any such data dictionary can evolve over time and maintenance of such a data dictionary shall be
independent of this document. The data dictionary usually consists of a coded list (e.g. numeric,
alphabetic, alphanumeric) of data Objects and their specification for use within the domain of the
application standard. ISO/IEC 15961-3 and its associated RFID data constructs register defines Object-
Iflentifiers that are relevant to applications.

Objects Identifier tree
for application

ObjectID conversion
(e.g. Data Identifiers to numebic)

Application Prepare data of existing QbjectIDs
data application standard and Objects

Figure 3 — Data flow model: Prepare basic Objects

~1

.3.3 Object-Identifier

—]

he Object-Identifier shall be provided by the application system as a series of arcs as defing¢d in 6.2
hcluding all the Object-Identifiers associated with the established Data-Formats.

—

he Object-Identifier should be presented-as a (full) Object-Identifier in the application commands
nless an application-specific system supports all the relevant Relative-OIDs. Whenever posgible, the
ata Processor converts a (full) Object-Identifier to a Relative-OID for more efficient encodinyg on the
hg, based on the Data-Format reeeived from the tag.

(o e B |

7.3.4 Relating Object-Identifiers

data (e.g. individual quantity and batch numbers linked to different product codes). When the qomplete
message is parsed,'the syntax identifies boundary points so that the attributes are correctly linked to
the primary code,

Nlessage-based syntax can/use recursive or looping techniques to created repeated sequences 2[related
|

NOTE [n\an Object-based system (such as the Data Protocol of this document and ISO/IEC 15962) ¢perating
at a base {evel, there is a risk of creating false links (i.e. product code A can be linked to quantity of prjoduct B).
Tlhe problem can be overcome using one of the techniques described in Annex C.

13:5  Object

7.3.5.1 General

The application provides data in the form of an Object. This value is byte-based and associated with
the definition of the Object-Identifier provided by the application data dictionary. Specific advice about
interpretation is given in the following subclauses.

7.3.5.2 Basic 8-bit character set information

Many business applications make use of ISO/IEC 8859-1 or ISO/IEC 646. As such, the interpretation (or
presentation) of the data is known to all participants in the system. This includes the specific sender
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and recipient even if, as is common in an open AIDC system, they are not known directly to each other.
If text file and browser application software are set up to handle the ISO/IEC 8859-1 character set, most
of the data content can be displayed as intended. If the content has a specific interpretation, the RFID
application shall establish between the participants exactly how particular data is to be interpreted.
This can be achieved by publishing a data dictionary using the Object-Identifiers as a reference.

7.3.5.3 Support for ISO/IEC 10646

ISO/IEC 10646 supports the character glyphs of all character sets. One optlon to support data in any

by ISO/IEC 10646 should also be UTF 8 encoded, to reduce the number of bytes required to stére‘the
Object i the Logical Memory Map.

7.3.5.4

All form
passed g

— It rd
Dat

— Ital

The fact
method

Further

7.3.6

The incl
be comp

apply:

Support for secure or encrypted data

s of secure data, including encrypted data, shall be created by the application prior to beinlg
s an Object to the Data Processor. This is done for two reasons:

quires security of data to reside with the application and to be chdnged independently of the
h Processor.

Jows the Data Processor to handle all data, whether encrypted or not, in a similar manner.

that data is encrypted can be made known to the entife set of systems users, but the actugl
of encryption can be restricted to the sender and intended recipient.

details are provided in 7.6.

Compact-Parameter

ision of Compact-Parameter in a command shall determine whether the application data is t
acted by the Data Processor. The Campact-Parameter is an integer value; the following code

wn O

Application-Defined; The Object shall not be processed through the data compaction rule
of ISO/IEC 15962 andyremains unaltered when stored in the Logical Memory Map of the ta

[72)

CA S

Compact: Thisequires using the basic ISO/IEC 15962 compaction rules to compact thie
Object as efficiently as possible to reduce the number of bytes required on the Logical
Memory Map.

UTE8<Data: This identifies that the Object has been externally transformed, using thie
[SO/IEC 10646 coded character set, to UTF-8 encoding. The Object shall not be processefd
through the data compaction rules of ISO/IEC 15962 and remains unaltered for transfdr
to the Logical Memory Map.

12

Pack-ObjectsT This identifies thata set of Objects 15 to be encoded UsSing the Packed Object
encoding scheme and identified with the associated Access-Method. The set of Objects
shall not be compacted using the basic ISO/IEC 15962 compaction rules, but use the Packed
Object encoding rules.

Tag-Data-Profile: This identifies that a set of Objects is to be encoded using the Tag Data
Profile encoding scheme and identified with the associated Access-Method. Although the
set of compaction schemes is identical to the basic ISO/IEC 15962 compaction rules, the
Profile IDTable specifies a particular compaction scheme. The Profile IDTable specifica-
tion shall be followed.

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=3f47da2ddccba67f9a4eaafbb9fb27bc

ISO/IEC 15961-1:2021(E)

5 Monomorphic-Ull: This identifies that a single Object defining a Ull is to be encod

ed using

the compaction rules defined by the AFI. As this is applied to a UII, this Compact-Parameter

shall only be applied to a single Object per memory bank.

This Compact-Parameter is explicitly defined because for some tags the encoding of
Objects is independent of the encoding of the AFI, so the Data Processor shall access

information about the Compact-Parameter from the Data Constructs register as
by ISO/IEC 15961-2.

AL, £i.4 dafioiis
ICOCT VOU IULI TULUI U UCTIIINItIvIll

[« )Y
a1
[«

H
Q

de-compacted using the rules defined by the AFI assigned for a particular Monomor

an associated Object-Identifier encoded on the tag. The Object-Identifier, as defing
AFI, needs to be added to the response. The Data Processor shalkaecess informati
the Object-Identifier from the Data Constructs register as defined by ISO/IEC 17

15 De-Compacted-Data: This identifies that the Object in aresponse has been de-co
using rules in ISO/IEC 15962 and restored to its original application input form

(Jompaction is generally applied because it increases the encodation efficiency on the tag.
Iready encoded to UTF-8 encoding rules should be qualified with the Compact Parameter ¥
sp that subsequent reading of the Object will clearly indicate’that it will be processed through
ecoder for final presentation to the application receiving the data. The Compact-Parameter ¥
should only be used if there is an over-riding reason*niet to compact the data. Reasons for this
rior compaction to application rules, or if the Objeéthas been encrypted. In both these cases, :

mpaction can be possible and the decode process' would fully restore the Object, the originally
arameter value 0 or 2 would be lost and thée-receiving application can fail to undertake sul
rocessing.

n alternative to the basic compactionisfor a set of Objects to be encoded to the rules of Packed
his can only be done if the application administrators choose to adopt the scheme by creating
thble, to which source references.should be provided on the register of data constructs. Then
thg to be encoded to the Packed Object rules the Compact-Parameter value (3) is applied to t}k
set of Objects to be encoded:

plied to the entire-set of Objects to be encoded.
uring the decede-process, the following response codes are applied based on the input condit

4 If the cdmmand argument was Application-Defined (0), a compliant Data Processor unde
compaction and applied the relevant compact code to the encoding on the tag. As the decod¢
interpret the encoded bytes, the response is Application-Defined (0).

defined

14 De-Compacted-Monomorphic-UIl: This identifies that the Object in a response has been

phic-UIL

This Compact-Parameter is explicitly defined because the Monomorphie-Ull doesnot have

bd by the
bn about
961-2.

mpacted
at.

Objects
alue (2)
a UTF-8
ralue (0)
include
ilthough
defined
sequent

Objects.
an index
for each
le entire

imilarly, if data is tobe’encoded to the rules of Tag Data Profiles the Compact-Parameter value (4) is

ons:

"took no
I cannot

-+f the command argument was Compact (1) a compliant Data Processor applied the correct

compact

code to the encoding on the tag. As the decoder can interpret the encoded bytes, the respon
Compacted-Data (15).

se is De-

— Ifthe command argument was UTF8-Data (2) a compliant Data Processor undertook no compaction
and applied the relevant compact code to the encoding on the tag. As the decoder cannot interpret

the encoded bytes, the response is UTF8-Data (2).

— If the command argument was Pack-Objects (3) a compliant Data Processor encoded to the rules

as defined for the Object as defined by the ID Table specified. The decoder uses the same

ID table

to interpret the encoded byte and returns each data Object with the response De-Compacted-Data

(15).
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— Ifthe command argument was Tag-data-Profile (4) a compliant Data Processor encoded to the rules
as defined for the Object as defined by the ID Table specified. The decoder uses the same ID table
to interpret the encoded byte and returns each data Object with the response De-Compacted-Data
(15).

— If the command argument was Monomorphic-UIl (5) a compliant Data Processor encoded to the
rules as defined for the Object as defined by the AFI and the Data constructs register. The decoder,
on recognition of the AFI uses the compaction rule declared on the Data Constructs register and
returns the data Object with the response De-Compacted-Monomorphic-UII (14). It also returns the
Object=Identifier as defined hy the Data Constructs register

NOTE Although the decoder is required to look up the compaction and de-compaction rules, as declared b
the AFI firom the Data Constructs register, responses from reading data do not include the AFI. This respons
argument is necessary to ensure that additional matching procedures are can be carried out.

D <

7.3.7 Pbject-Lock

—

The comimand argument Object-Lock requires the Data Processor to arrange the encoded data sg
(encodefl Object-Identifier or Relative-OID, Object, Precursor and other associatéd syntax components
in such 4 way that all of the associated bytes can be stored and locked in a ble¢k-aligned manner in t
Logical Memory Map. The locking process shall have the effect of making'the bytes processed in this
way, petjmanently encoded on the tag, or only capable of being unlocked in"some types of tag with t
use of rglevant passwords.

—r

7.4 Other command arguments

7.4.1 Access-Password

The conlmand argument Access-Password requires thé Data Processor to pass this to the interrogatdr
so that fhe Access-Password in the command is atched with that on the tag. A match results ip
additionjal actions on the tag being permitted. A mismatch results in the air interface rejecting thie
commar|d.

7.4.2 Additional-App-Bits

The comimand argument Additional=App-Bits is used to extend the search criteria of Object-Identifig
data enqoded in the UIl memory of’a segmented memory tag. The Additional-App-Bits are added as ja
suffix to the AFI and DSFID.

—

7.4.3 WAFI-Lock

The conjmand argument AFI-Lock is used to determine whether the AFI is to be locked or not. This isfp
BOOLEAN argument. If set to TRUE, the interrogator shall lock the AFI to ensure that the tag can only
be used|in the way prescribed. The locking process shall have the effect of making the bytes processed
in this waygKpérmanently encoded on the tag, or only capable of being unlocked in some types of talg
with thg use of relevant passwords.

NOTE In some tag types the AFI is part of a contiguous string with the encoded data sets. In such cases AFI-
Lock does not apply.

7.4.4 Append-To-Existing-Multiple-Record

The command argument Append-To-Existing-Multiple-Record is a BOOLEAN argument. If TRUE, the
data objects are to be appended to an existing multiple record, subject to various checks by the Data
Processor. If FALSE, then a new multiple record shall be created.
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7.4.5 Application-Defined-Record-Capacity

The command argument Application-Defined-Record-Capacity is a BOOLEAN argument that if FALSE
determines that the Data Processor automatically determines that the capacity for the given multiple
record is simply based on the encoded data and then increased to be block aligned. If set to TRUE,
then the application needs to set the size of memory assigned to the record using the Record-Memory-
Capacity argument.

7.4.6 Avoid-Duplicate

The command argument Avoid-Duplicate is used to ensure that the Object-Identifier is not| already
gncoded in the Logical Memory Map. This is a BOOLEAN argument. If set to TRUE, the interrogator shall
verify all Object-Identifiers in the Logical Memory Mabp. If the Object-Identifier already exists, the write
dommand is aborted, and the Completion-Code value Duplicate-Object (10) is returned: If set tp FALSE,
the interrogator shall write the Object without any verification.

~1

4.7 Battery-Assist-Indicator

—

he command argument Battery-Assist-Indicator is used by the application that the tag supports a
attery assist feature. The argument is generally used when the air.inferface protocol does ngt have a
bature to support such an indication.

- o

~1

4.8 Block-Align

he command argument Block-Align is used to define whether Objects written to a tag shall bg aligned
b the beginning of a block. This is a BOOLEAN argument. If set to TRUE, the interrogator shall align
ach Object written to a tag on a block boundarycas determined by the specific tag architefcture or
hanufacture.

= 0 ot 3

4.9 Block-Align-Packed-Object

he command argument Block-Align-Packed-Object is used to define whether Packed-Objects| written
b a tag shall be aligned to the beginning of a block. This is a BOOLEAN argument. If set to TRUE, the
hterrogator shall align each Packed-Object written to a tag on a block boundary as determingd by the
pecific tag architecture or manufacture.

N = =+ 3

~1

4.10 Check-Duplicate

he command argument Check-Duplicate is used to invoke a particular process defined by the command
b.g. read or delete); This is a BOOLEAN argument.

—_— /™ ]

F set to TRUE, the interrogator shall verify all Object-Identifiers in the Logical Memory Map. The
ommand-shall only be completed if there is no duplicate present. Otherwise, the Completion-Code
alue Duplicate-Object (10) is returned.

< 0O

If the*Check-Duplicate flag is set to FALSE, the interrogator shall act upon the first occurren¢e of the
(:l-n'nna- Idantifiar occociatrnd Olhanot o d e n e 1 thic cacn o Ay linarn Nhiancot Tdants ier and

n
e CTTOCTICITICT, asootatC O UojCCT ot preCur SO 1t oS Caot o GupntatC— oot TatIreT

associated Object (possibly with a different value) and precursor can be present.

7.4.11 Data-CRC-Indicator

The command argument Data-CRC-Indicator in a command instructs the Data Processor to add a CRC-
16 either to each individual data set or to the entire encoded data, or to both. The argument Data-CRC-
Indicator in a response indicates that the Data Processor validated the CRC-16, stripped this from the
response and transferred the interpreted Object-Identifier and associated Object to the application.
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7.4.12 Data-Length-Of-Record

This response argument provides the size of the encoded Multiple Record in terms of the write block
size, as encoded in EBV-8 format in the record preamble.

7.4.13 Delete-MR-Method

The command argument Delete-MR-Method is used by the application to invoke one of two methods for

the interrogator to delete a multiple record. This command argument is presented as an Integer value,
and the n”nun'ng codes app]y-

0 Mark record as deleted

1 Physically delete the record
The progess details are defined in 10.28.1.

7.4.14 Pirectory-Length-EBV8-Indicator

The compmand argument Directory-Length-EBV8-Indicator is used by the application to ensure thgt
sufficient space is available in the MR-header for the Data Processor to eneade the actual length of thie
directory. This command argument is presented as an integer value and’the following codes apply:

1  Single byte EBV-8, which can support a directory of up to 127 blocks.

2 Douple byte EBV-8, which should be used when the LogicalMemory is large and / or many record
are pxpected to be encoded on it. This can support a diréctory size of up to 16383 blocks.

[72)

The valye 2 is used for a directory that can originally be'small in size, however, it is expected to increase
in size af some future time.

7.4.15 PSFID-Lock

The compmand argument DSFID-Lock (previously storageFormatLock) is used to determine whethgr
the DSF|D is to be locked or not. This i§ a'‘BOOLEAN argument. If set to TRUE, the interrogator shall
lock the|DSFID to ensure that the tag,can only be used as prescribed. The locking process shall have thie
effect of making the bytes processéd'in this way permanently encoded on the tag, or only capable of
being unjlocked in some types oftag' with the use of relevant passwords.

ot

NOTE In some tag types the-DSFID is part of a contiguous string with the encoded data sets. In such cases
cannot bg locked independeritly.

7.4.16 DSFID-Pad-Bytes

The conjmand-argtiment DSFID-Pad-Bytes specifies the number of bytes that the application wants tp
provide[in an'\Extended-DSFID in addition to those that are created by the Data Processor. For examplg,
this can be to prov1de the encodmg space for the length of encoded data to be added and updated in t
future. W : 3 e e g
on a lock-block boundary 1fthe Extended DSFID is to be locked or 1f the f1rst Data Set is to be locked

7.4.17 Editable-Pointer-Size

The command argument Editable-Pointer-Size is used to specify that a Packed Object created explicitly
or implicitly through a Write-Objects command shall allow subsequent modifications to its contents
or structure. This command argument is presented as a non-zero integer value that indicates that the
created Packed Object shall be made editable by adding an optional addendum subsection to the end
of the Object Info section of the Packed Object. The pointer(s) to the Addendum Packed-Object shall be
the number of bits specified in this command argument. The default value for this argument is zero,
indicating that no addendum subsection is present, and that therefore the Packed Object is not editable.
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7.4.18 Encoded-Memory-Capacity

This response argument provides the size reserved for a Multiple Record in terms of the write block
size, as encoded in EBV-8 format in the record preamble.

7.4.19 EPC-Code

The command argument EPC-Code represents any of the unique codes defined by the TDS. The structure
of each EPC-Code is self-declaring from the value of its 8-bit header. Although some of the codes do
ot a]ign on-an 8- hit hnnnr]ary’ these shall he roaunded to 8-hit hyfac for prnr‘ﬂccing Hnrnngh the Data

Hrocessor and be rounded to 16-bit words for encoding on the associated tag.

4.20 Full-Function-Sensor-Indicator

—

he command argument Full-Function-Sensor-Indicator is used by the application(that the tag Jupports
full-function sensor. The argument is generally used when the air interface protocol does nqdt have a
pature to support such an indication.

—

.4.21 Hierarchical-Identifier-Arc

—

he response argument Hierarchical-Identifier-Arc is an integer yalue, converted from the EBY-8 value
gncoded in the Multiple Records preamble from a hierarchical record.

71.4.22 Identifier-Of-My-Parent

—

he command and response argument Identifier-Of-My3Parent is used for a multiple record that is part
f a hierarchy and has the value of the hierarchical code of that record.

o

71.4.23 Identify-Method

—

he command argument identify-Methogdhis used to define whether all, or some, of the tags belonging
b the selected AFI in the operating area shall be identified. This command argument is presented as an
hteger value and the following codeS.apply:

— =+

0 Inventory-All-Tags

1 Inventory-At‘Least

2 Inventory-No-More-Than
3 [nyentory-Exactly

4 t0-15" reserved for future definition

Hor every argument including Inventory-All-Tags, it is necessary to specify the number of tags tq be read
ysidgithe Number-Of-Tags (see 7.4.43). More precise advice is provided in Inventory-Tags commiand (see
104

7.4.24 ID-Type

The command argument ID-Type is used to specify that a Packed-Object created explicitly or implicitly
through a Write-Objects command shall be instantiated as type of ID List or ID Map. This command
argument is presented as an integer value and the following codes apply:

0 ID List

1 ID Map
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2to 15 Reserved for future definition

7.4.25 Instance-Of-Arc

The response argument Instance-Of-Arc is an integer value, converted from the EBV-8 value encoded in
the Multiple Records preamble.

7.4.26 Kill-Password

The conpmand argument Kill-Password requires the Data Processor to pass this to the interrogatqr
so that fhe Kill-Password in the command is matched with that on the tag. A match results in the t
function being permanently disabled. A mismatch results in the air interface rejecting the command.

7.4.27 Length-Of-Mask

The conmand argument Length-Of-Mask is used in conjunction with the command arguments Pointg
and TagtMask to define the search criteria of TDS data encoded in the UIl memaory of a segmente
memory tag.

= =

7.4.28 Lock-Directory-Entry

—_—

The compmand argument Lock-Directory-Entry is BOOLEAN and if setto TRUE the interrogator sha
lock the|directory entry for the Multiple Record.

7.4.29 Lock-Multiple-Records-Header

The comjmand argument Lock-Multiple-Records-Headeris\rsed to determine if all, some, or none of thie
MR-header is locked. This command argument is presentéd as an integer value and the following codes

apply:
0 Not locked
1 Completely locked

2 Number-of-records field‘remains unlocked, the preceding fields are locked

3 Data Length of the(Directory field remains unlocked, all other fields including the numn
ber-of-records field-are locked

4 Data length ©fithe directory field and the number-of-records field remain unlocked, all othe
fields are,locked

—

7.4.30 Lock-Record-Preamble

—_—

The conjmand argument Lock-Record-Preamble is BOOLEAN and if set to TRUE the interrogator sha
lock thelfields in the preamble.

7.4.31 Lock-Ull-Segment-Arguments

The command argument Lock-Ull-Segment-Arguments is used to define which component parts of
the UIl segment of a Type D tag shall be locked. The argument takes precedence over lock argument
elsewhere in the associated command.

7.4.32 Max-App-Length
The command argument Max-App-Length is used to define the maximum compacted length of an

encoded data set. It is used in commands that need to constrain air interface read commands for faster
transactions, for example to read a Ull encoded in the first data set on the tag.
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7.4.33 Memory-Bank

The command argument Memory-Bank is used to define which part of a segmented memory tag on
which data is to be encoded. The Data Processor then invokes rules that are specific to the Memory-

Bank to achieve a correctly encoded tag.

7.4.34 Memory-Bank-Lock

The command argument Memory-Bank-Lock is used to define which part of a segmented memory tag is

tp-belocked

71-4.35 Memory-Length-Encoding

The command argument Memory-Length-Encoding in a command instructs the, Data Proc
gncode either memory capacity or the length of encoded data, or two both, in ferms of the
df blocks. The argument Memory-Length-Encoding in a response indicates that the Data P
dalculated the relevant length and encoded this as part of the extended DSFID:

.4.36 Memory-Segment

he command argument Memory-Segment is used to define wheré-on a segmented memory
i$ to be encoded. It is similar in function to the Memory-Bankargument (see 7.4.33), except

ransaction.

1.4.37 Memory-Type

T
i
tpg for which this argument is appropriate can address multiple segments in the same air interface
t

essor to
number
rocessor

tag data
that the

The command argument Memory-Type is used<t0 define which memory structure is intended for

gncoding a Monomorphic-Ull, effectively insttucting the Data Processor which of the optignal and
donditional arguments and processes to apply‘to the encoding process.
7.4.38 Multiple-Records-Directory-Length
The response argument Multiple‘Records-Directory-Length is an EBV-8 value.
71.4.39 Multiple-Records<Features-Indicator
The command and nesponse argument Multiple-Records-Features-Indicator is a bit map with the
fpllowing structuref
+ Bit8)ywith the value 1, indicates that all the records use the same Access-Method. If thi§ bit = 0,
then bits 7 to 4 = 0000,
=+ Bits 7 to 4 identify the Access-Method if this is applied consistently. If bit 8 = 0,, the currently
permissibie string for bits 7 to 4 are:
0000, indicates that all records use the No-Directory Access-Method
0001, is not permitted
0010, indicates that all records use the Packed-Objects Access-Method
0011, indicates that all records use the Tag-Data-Profile Access-Method
0100, is not permitted
© ISO/IEC 2021 - All rights reserved 19


https://standardsiso.com/api/?name=3f47da2ddccba67f9a4eaafbb9fb27bc

ISO/IEC 15961-1:2021(E)

0101, to 1111,  is currently reserved for additional Access-Methods

— Bit 3 with the value 1, indicates that some of the records are in a hierarchical relationship with
other records.

— Bit 2 identifies whether the number-of-records field is fully maintained (e.g. updated each time a
new record is added) or whether the number-of-records might not be the correct current value.
The value 1 indicates that the number-of-records is correct, the value 0, indicates that the num-
ber-of-records field can be incorrect.

— Blit 1 with the value 1, indicates that there is an additional byte for indicating additional featubes.
Cprrently this is RFU and therefore set to 0,.

7.4.40 NSI-Bits

The conjmand argument NSI-Bits defines a 9-bit code defined by TDS used as a prefix,to’the EPC-Code
when encoded on the associated tag.

7.4.41 Number-In-Data-Element-List

The compmand argument Number-In-Data-Element-List is only used in a\hiérarchical record that is p
data elenent list. The value is the count of the number of instances of the'data element being encoded.

7.4.42 Number-Of-Records

The response argument Number-Of-Records is used in one of tio ways. If bit 2 of the Multiple-Records
Featureg-Indicator equals:

O, thenthisfield is not maintained and the yattue of Number-Of-Records should be zero, but anly
other value should be ignored, for example if some record count was initially maintained byt
later this function was decided to be'stopped.

1,  then this field is fully maintaified as new records are added. A zero value for the Num
ber-Of-Records is encoded when the MR-header is created.

7.4.43 Number-Of-Tags

[72)

The conjmand argument Number-Of-Tags is used to define a limit on the Identify-Method specified. It i
an integpr value in the range-0to 65535.

7.4.44 DPbjects-Offsets-Multiplier

The command drgument Object-Offsets-Multiplier defines the size of the memory in bits that i
request¢d for the storage of object offsets when the Directory-Type parameter in the Packed-Objects
Construfts/argument is Packed-Object offset. The implementation shall use the parameter for prope
sizing of the AuxMap structure in the Packed Object.

v

—

7.4.45 Packed-Object-Directory-Type

The command argument Packed-Object-Directory-Type defines whether the Packet Object is a directory,
and in this case, which type of Packed Object directory has been constructed. A Presence/Absence
directory provides a bit map of the ID Values encoded on any of the Packed Objects on the tag, but no
indication of where the data is encoded. The index field directory adds the ordinal value of the Packed
Object containing the specific ID Value. For example, a 3-bit index field identifies which of eight Packed
Objects to access. An offset directory provides the starting address of the Packed Object containing a
particular ID Value.
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A null directory (i.e. the provision of space for a directory) is created by setting the pointer allocation in

this argument by setting a non-zero value for the PO-Directory-Size argument.

If a Packed Object is not a directory, then a zero value is set for this argument.

7.4.46 Password

The command argument Password defines the byte string that represents a code value, qualified by the
Password-Type, in a command that is required to be matched with the similarly defined code on the tag.

A match prnvidpc permissions to carry out additional actions with the tag A mismatch resul

's in any

associated command to be rejected.

4.47 Password-Type

The command argument Password-Type qualifies the value of the Passwotd," used to
dermissions to carry out additional actions with the tag.

71.4.48 PO-Directory-Size

The command argument PO-Directory-Size defines the size of the (null) directory pointer crea
the Packed Object. This command argument is presented as a non=zero integer value that shall
fbr the size of the (null) directory pointer encoded in the Packed-Object.

71.4.49 PO-Index-Length
The command argument PO-Index-Length is used to.specify the size of the POindex Length

AuxMap structure to be created when the Packed@bject Directory-Type parameter is Packe
ihdex field.

7.4.50 Pointer

The command argument Pointer is used‘in conjunction with the command arguments Length-
nd Tag-Mask to define the search.criteria of TDS data encoded in the UIl memory of a se
emory tag.

.4.51 Pointer-To-Multiple-Records-Directory

he command and response argument Pointer-To-Multiple-Records-Directory is used to de
ighest block numbeyrat the start address of the directory. This is defined as an EBV-8 v{
irectory is not iditjally encoded, then a fixed length EBV-8 string of the same length as require
sftart point of the’directory shall be encoded with a value of zero. The directory is encoded in
lock sequence so that the next subsequent block of the directory is at the next lower addr
sftart of the directory is not necessarily the highest address in Logical Memory, because other h

provide

ted with
be used

for the
d-Object

Of-Mask
rmented

fine the
lue. If a
d for the
reverse
ess. The
hrdware

fpaturesof the tag may be specified to be located there. It will be necessary to invoke the air interface

mmands that define the memory mapping to determine the start address of the directory.

7.4.52 Read-Record-Type

The command argument Read-Record-Type is used to identify various logical structures from the tag.

This command argument is presented as an integer value and the following codes apply:

0 Read-Multiple-Records-Header
1 Read-Multiple-Records-Header-Plus-1st-Preamble

2 Read-Multiple-Records-Directory

© ISO/IEC 2021 - All rights reserved

21


https://standardsiso.com/api/?name=3f47da2ddccba67f9a4eaafbb9fb27bc

ISO/IEC 15961-1:2021(E)

3 Read-Preamble-Specific-Multiple-Record

4 Read-All-Record-OIDs-Specific-Record-Type
5 Read-OIDs-Specific-Multiple-Record

6 Read-All-Objects-Specific-Multiple-Record

7 Read-Multiple-Objects-Specific-Multiple-Record

8 Read-1st-Objects-Specific-Multiple-Record

9 Read-Data-Element-List-Specific-Multiple-Record

If Read-Multiple-Records-Header is selected, the Data Processor returns the interpretation of the MR
header ip the Multiple-Records-Header-Structure argument.

If Read}Multiple-Records-Header-Plus-1st-Preamble is selected, the Data Processor returns t
interpregtation of the MR-header in the Multiple-Records-Header-Structure' argument and t
interpretation of the first record’s preamble in the Multiple-Records-PreambleStructure argument.

If Read-Multiple-Records-Directory is selected, the Data Processor returns the interpretation of the
multiplg records directory in the Multiple-Records-Directory-Structure argument.

jom

The Read-Record-Type codes 3 to 9 require the use of one or more Object-Identifiers in the comman
for the Jata Processor to invoke the relevant processes. Three very Specific formats of Object-Identifie
are appljed to multiple records:

=

— For p multiple record that is not part of a hierarchy, thé structure is: 1.0.15961.401.{Data-Format}.
{sedtor identifier}.{record type}.{instance-of}.{Relative-OID of data element}

— For|a multiple record that is part of a hierarchy, but not a data element list, the structure is:
1.0.15961.402 {Data-Format}.{sector identifier}.{record type}.{hierarchical id}.{Relative-OID d
element}

— s

— For|a multiple record that is a data element list, the structure is: 1.0.15961.403.{Data-Format].
{segtor identifier}.{record type}.{hierarchical id}.{data element}

NOTE This object identifier calls for the response to include all the list element numbers.

The first two Object-Identifieny structures apply to Read-Record-Type codes 3 to 8. The third listefd
Object-Idlentifier structure‘enly applies to Read-Record-Type codes 3, 4 and 9.

If Read{Preamble-Spetific-Multiple-Record is selected, the command shall include a single Object
Identifiqr in the Read-Objects List that is certainly defined down to the record type arc, and t
instancg-of arc ({f"applicable) or the hierarchical id arc (if applicable). The Data Processor returns t
interpretation‘eftthe record's preamble in the Multiple-Records-Preamble-Structure argument.

Selecting®he Read-All-Record-OIDs-Specific-Record-Type is useful for identifying a series of historly
records of thre sanretype orasetof records tra tiierarchy of thesame type-hrthis tase threcommmamnd
shall include a single Object-Identifier in the Read-Objects List that is only defined down to the record
type arc. The Data Processor returns the list of Object-Identifiers one layer lower in the Read-OIDs-
Response-List, i.e. either with the set of instance-of arcs or with the set of hierarchical id arcs.

If Read-OIDs-Specific-Multiple-Record is selected, the command shall include a single Object-Identifier
in the Read-Objects List that is certainly defined down to the record type arc, and the instance-of arc
(if applicable) or the hierarchical id arc (if applicable). The Data Processor returns the list of Object-
Identifiers encoded within the record in the Read-OIDs-Response-List. This does not apply to Data
Element lists.

If Read-All-Objects-Specific-Multiple-Record is selected, the command shall include a single Object-
Identifier in the Read-Objects List that is certainly defined down to the record type arc, and the
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instance-of arc (if applicable) or the hierarchical id arc (if applicable). The Data Processor returns the
list of Object-Identifiers and Objects encoded within the record in the Read-Objects-Response-List. This
does not apply to Data Element lists.

If Read-Multiple-Objects-Specific-Multiple-Record is selected, the command shall include the nominated
Object-Identifiers that are defined down to the specific data element in the Read-Objects List. The Data
Processor returns the list of nominated Object-Identifiers and Objects encoded within the record in the
Read-Objects-Response-List. This does not apply to Data Element lists.

If Read-1st-Objects-Specific-Multiple-Record is selected, the command shall include the nominated
(bject-Identifier(s) that are defined down to the specific data element(s) in the Read-Objects List. The
N)ata Processor returns the list of nominated Object-Identifiers and Objects encoded up to,the Max-App-
[Jength within the record in the Read-Objects-Response-List. This does not apply to Data)Elemgnt lists.

[ Read-Data-Element-List-Specific-Multiple-Record is selected, the command shall include [a single
bject-Identifier in the Read-Objects List that is defined down to the data element_ The Data Processor
rst checks that the record is a Data Element list. If so, it uses the rules of the Access-Meth¢d to re-
onstruct the Object-Identifier down to the list element number as encoded-in the data element list and
eturns this and associated Objects encoded within the record in the Read-Objects-Response-List.

= Q mn o

~1

.4.53 Read-Type

—]

he Read-Type is a command argument used to identify the number and location of Object-Identifiers
ih a read command. This command argument is presented, as‘an integer value and the following codes

apply:

0 Read-1st-Objects

1 Read-Multiple-Objects
2 Read-All-Objects

3 Read-Monomorphic-Ull

4 to 15 Reserved for futufe,definition

F Read-1st-Objects is selected; then the command shall include the value for the Max-App-Length code,
Uhich is equivalent to the number of bytes intended to be read into the application. The argument
b structured, and therefore differs from the superseded ISO/IEC 15961:2004, to read a seqlence of
bject-Identifiers, rather than the one only in the first position. If the Read-Type is set for Read-Multiple-
bjects, this can apply to one or more Object-Identifiers.

~N N = —

]

F Read-Monomorphic-Ull is selected, it instructs the Data Processor to carry out additional chefks with
he ISO/IEC'Data constructs register to enable the proper process on the command.

—

1.4.54Record-Memory-Capacity

The-command argument RP(‘nrd—MPmnrv-annri'rv is used in commands to write a mn]fiplp riecord to
indicate the amount of memory (in terms of write blocks) to assign, usually to enable the record to have
additional data elements added. It is only used if the application needs to override the automatic sizing
by the Data Processor when the Application-Defined-Record-Capacity argument is set to TRUE.

7.4.55 Record-Type-Arc

The response argument Record-Type-Arc is an integer value, converted from the EBY-8 value encoded
in the Multiple Records preamble.
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7.4.56 Record-Type-Classification

The command and response argument Record-Type-Classification is a binary bit string that identifies
the class of record being encoded. The following codes apply:

000, stand-alone record, with an instance-of arc =0
001, stand-alone record, with an instance-of arc >0

010, hierarchical record, top level

Oftl1,  hierarchical record, has both parent and child(ren)

1p0,  hierarchical record, data element list

1p1,  other hierarchical record, no further children (never applies to a data elentent list)
1f10,  Notrelevant to this command (because it is associated with deleted records)

111,  reserved

7.4.57 Bector-Identifier

The Sector-Identifier is used in the MR-header either to indicate the tfue Sector-Identifier for all records
in the Lpgical Memory, or to signal that the true value varies between records and the true value is
encoded in the record. This command and response argument.s‘presented as an integer value and the
followinlg codes apply:

0 The true Sector-ldentifier is encoded in eachirecord and can vary between records.

1 This is used for closed system applications.

<)

2 This indicates that the record type-has a value equal to the Relative-OID of the first dat]
element encoded on the record.For example, if the first data element has a Relative-OID =
for a product code, then the@Record type = 7.

~J

—

> Thisisthe Sector-Identifier assigned by the administrators of the data dictionary to a sectd
to manage its own allogation record types.

If all the¢ records have the same Sector-Identifier, the non-zero value is part of the Object-Identifiq
structuile in a command taowrite or read a record, shall be included separately for the Configure
Multiplg-Records-Header:command.

—

7.4.58 Bimple-Sensor-Indicator

<)

simple sensor. The argument is generally used when the air interface protocol does not have a featur
to suppart=such an indication

[¢)

The cox%mand argument Simple-Sensor-Indicator is used by the application that the tag supports

7.4.59 Start-Address-Of-Record

This response argument provides the address of the first byte of the encoded Multiple Record in terms
of the write block size, as encoded in EBV-8 format in the multiple-records directory.

7.4.60 Tag-Data-Profile-ID-Table

The Tag-Data-Profile-ID-Table is a command argument used to identify the Tag-Data-Protocol that
contains the compaction and formatting rules. The specific rules are essential to encode any data for a
given application using this Access-Method.
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7.4.61 Tag-Mask

The command argument Tag-Mask is used in conjunction with the command arguments Length-Of-
Mask and Pointer to define the search criteria of TDS data encoded in the UIl memory of a segmented
memory tag.

7.4.62 Update-Multiple-Records-Directory

The command argument Update-Multiple-Records-Directory is BOOLEAN, but the processing on the

]_ngir‘a] Mnmnry hy the Data Processor needs to consider whether o r]irnr‘fnry a]rnqdy exists. The

fpllowing states and processes apply:

—+ [Ifadirectory pre-exists and the command argument is set to TRUE, the directory is)fully ipdated,
including any previously missed directory entries.

-+ Ifadirectory pre-exists and the command argument is set to FALSE, the argliment is ign¢red and
the directory is fully updated, including any previously missed directory entries.

—+ Ifno directory exists and the command argument is set to TRUE, the’directory is created 4and fully
updated, including any previously missed directory entries.

1 Ifno directory exists and the command argument is set to FALSE) no directory is created.

71.4.63 Word-Count

—

he command argument Word-Count is used in conjunction with Word-Pointer to define the nymber of
ncoded bytes to be read from a segmented memory.tag, without any processing to be undertaken by
he Data Processor.

o @

71.4.64 Word-Pointer

The command argument Word-Pointer isyused in conjunction with Word-Count and defines the start
hcation of the memory of a segmented memory tag from which an encoded byte string is to be|read.

fa—

7.5 Command-related field names

.5.1 General

Ih addition to the command arguments (7.4), the following field names are used in the commgnds and
responses.

7.5.2 Data<Set

—

he fieldtame Data-Set refers to the contiguous byte string from the Precursor, the Object-Identifier to
he finalbyte of the compacted Object on a tag.

—

(s | P
e ITUCIIUILICO

The field name Identities is a command-response field that represents a list of the identified Singulation-
Ids.

7.5.4 Length-Lock Byte

The field name Length-Lock Byte is a command-response field that identifies the length of the encoded
data in an item-related segment and provides information about the lock status of pages on the tag.
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7.5.5 Length-Of-Encoded-Data

The field name Length-Of-Encoded-Data is a command-response field that is part of the Extended DSFID
and identifies the length of the encoded data in terms of blocks.

7.5.6 Lock-Status

The field name Lock-Status is a command-response field that identifies whether an encoding packet
(e.g. a Data-Set) is locked or not locked.

7.5.7 ogical-Memory-Map

The field Logical-Memory-Map is a command-response field that represents the complete, but ur
decoded, byte string that was read from the tag.

7.5.8 emory-Capacity

The fieldd name Memory-Capacity is a command-response field that is part of the\Extended DSFID anfd
identifigs the length of the encoded data in terms of blocks.

7.5.9 Module-OID

The field Module-OID identifies an individual command or response fiodule with a full Object-Identifig
as defingd in 7.3.3.

—

7.5.10 Number-0Of-Tags-Found

The field name Number-Of-Tags-Found is a command-résponse field that returns the actual number of
tags observed that met the criteria. If the Identify-Method argument is set to Inventory-No-More-Thanp,
then the response value Number-Of-Tags-Found cambe a lower number.

7.5.11 PO-ID-Table

—

The fieldd name PO-ID-Table is a commandfield that identifies the specific table for the Data Processg
to use a$ the source of detailed encoding rules.

7.5.12 Protocol-Control-Word

The fieldl name Protocol-Céntrol-Word is a command-response field that returns this 16-bit value in
responsp from the UIl memory of a segmented memory tag. The Protocol-Control-Word contains bif
based data that identifies other features supported on the tag.

Y]

7.5.13 Read-Data

The field Réad-Data returns an un-decoded byte string from segmented memory tags.

7.6 Data security

The data (Object) may be made secure using some form of encryption. This shall be applied prior to
the Object being transferred to the Data Processor. The decryption process shall also be applied to the
Object after it has been transferred to the application. As such, all the processes are transparent to this
document and ISO/IEC 15962.

NOTE Additional guidance is provided in Annex D.
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8 Dataflows and processes to the air interface

8.1 General

Various processes are required to, e.g. format the tag, to write data to it, to read from it, to modify data.
These are defined in the subclauses that follow. All of the processes to write and add data are described.
Where the read process is the inverse of the write process, this is described briefly, otherwise a further

description is provided.

8.2 Establishing communications between the application and the tag

o0

.2.1 General

ata Processor requires specific system information based on the configuration/of the tag (sd
his is to set parameters of the Logical Memory to correctly represent the tag'-memory and t
ommunication to and from the Tag Driver. To achieve this, air interface, sepvices shall be pro
he Data Processor via the Tag Driver to establish communications (see 822).

[ T B B |

number of these parameters need to be known to, or requested’by, the Data Processor. Eff
his procedure is used to configure the tag initially, to re-configure it if required, and to esf
ommunications link while the data transaction is open.

Q ot o

o0

.2.2 Air interface services

This document is open-ended with respect to the fact that new types of tag can be adde

are made about the types of tag in the ISO/IEC 18000 series.
—+ Application memory is an integer number of bytes.
NOTE The term application memory,is tsed in this subclause as a generic name for the area of tag

vailable for user data (this is sometimésicalled "user memory" in the ISO/IEC 18000 series) and any s
addressable memory (e.g. for the UII).

ja5)

—+ Application memory shallbe organised in blocks. These shall be fixed size and be of one
bytes.

—+ Inaddition to the(requirements (above) relating to the memory, there shall be a reliable me
for writing and.reading to and from the application memory.

—

he tag shall have a mechanism for storing the system information (see 8.2.3), including the 3
brite and read the component elements.

<

The technical details of the air interface services are provided in ISO/IEC 15962.

he Data Processor does not communicate directly with the tag, but through;the Tag Driyer. The

e 8.2.3).
D enable
vided to

ectively,
ablish a

1 to the

IPO/IEC 18000 series and leave the Data Processorunaltered. To achieve this, some basic presumptions

memory
bparately

or more

chanism

bility to

8.223 System information

The system information shall consist of the following elements that need to be transferred across the
application interface and air interface, and are therefore part of this document and ISO/IEC 15962:

— Singulation-Id (see 7.2.1);

— AFI (see 7.2.2);
— DSFID (see 7.2.3), which itself consists of:
— Access-Method (see 7.2.4);

— Data-Format (see 7.2.5).
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8.3 Application system services

The application system shall provide the following:
— Object Identifier (see 7.3.3);

— Object (see 7.3.5);

— Compact-Parameter (see 7.3.6);

— Objeet-tock{see£3-4)-

These dre incorporated into the definitions of application commands and responses, and~nevedr
transferjred without the supporting commands.

9 Command-Codes, Completion-Codes, and Execution-Codes

9.1 General

Application commands are used to instruct the Data Processor and the¢ interrogator to execute
specific[functions. They are also applied to the processing of the application data to achieve efficient
encodinp. The responses from the Data Processor include requested. data and information aboyt
actions findertaken and errors found. Each command/response pairhas its abstract syntax presented
as modulles. Each module is defined in a manner that enables the caiimand to be invoked independently
of any other command.

So that the commands and responses can easily be incorporated into the transfer syntax, code values
have be¢n assigned in this document to the final arc of the‘command and response modules (see 9.2).
Completjion-Codes (see 9.3) and Execution-Codes (see 9.4) are assigned to the responses. The source
of definjtions of arguments and fields that apply to ea¢h command are given, including those that only
apply to|the command and response modules (see<Z4 and 7.5).

[%2)

In the pfocessing of a command, an error canbe detected. The command shall be aborted with no datpa
transferjred to or from the tag in which the.ertor is detected. This is possible because processing is done
in the Lpgical Memory. Although other error conditions can be present, the first problem identified is
the only one reported. The appropriate Completion-Code or Execution-Code is returned. In the case
where the command addresses multiple tags, all tags processed prior to the one with the detected errgr
should He processed. The detectioirof the error aborts all subsequent processing.

The follpwing subclauses_define all the application commands and responses that are supported b
this docpment. In additighyto the basic syntax, these subclauses also describe the function and purpos
of specific command.arguments and responses. The commands and responses are grouped logicall
together. Within this'Subclause, the current appropriate abstract syntax is shown.

Annex H shows-theé original 16 modules using the ASN.1 abstract syntax and the terminology used i
ISO/IEC|15961:2004. Some of these modules have direct equivalents in the current format, others ha
been mdrged'to create new modules and this is described in the relevant subclauses. Annex F shows a

1 £l - - 1 4 £ - £ pa | pa |
exampleortne origirar transtrer encoamsg ot a conmirana aira resSpoirse:

9.2 Final arc values of the command and response modules

Each command and response module shall be identified by an Object Identifier. The common root for
commands is {iso(1) standard(0) rfid-data-protocol(15961) commandModules(126)}. The common root
for responses is {iso(1) standard(0) rfid-data-protocol(15961) commandResponses(127)}. The final
arc of each pair of command and response modules shall have the same value, effectively a Relative-
OID. The final arc shall be specific to the command/response pair and the following final arcs are as
specified:
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1 Configure-AFI

2 Configure-DSFID

3 Inventory-Tags

4 Reserved (used by withdrawn ISO/IEC 15961:2004)
5 Delete-Object

6 Modify-Object

7 Reserved (used by withdrawn ISO/IEC 15961:2004)
8 ReadObject-Identifiers

9 Reserved (used by withdrawn ISO/IEC 15961:2004)
10  Read-Logical-Memory-Map

11  Reserved (used by withdrawn ISO/IEC 15961:2004)
12 Erase-Memory

13  Get-App-Based-System-Info

14  Reserved (used by withdrawn ISO/IEC 15961:2004)
15 Reserved (used by withdrawn ISO/IEC25961:2004)
16  Reserved (used by withdrawn ISQEC 15961:2004)
17  Write-Objects

18 Read-Objects

19  Write-Objects-Segmented-Memory-Tag

20  Write EPC-UIJ

21  Inventory-ISO-Ullmemory

22 Inventery-EPC-Ullmemory

23 Write-Password-Segmented-Memory-Tag

24~ Read-Words-Segmented-Memory-Tag

25 Kill-Segmented-Memory-Tag

26  Delete-Packed-Object

27  Modify-Packed-Object

28  Write-Segments-6TypeD-Tag

29 Read-Segments-6TypeD-Tag

30 Write-Monomorphic-UIl

31 Configure-Extended-DSFID
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32 Configure-Multiple-Records-Header
33 Read-Multiple-Records
34  Delete-Multiple-Record

Additional command and response modules, and their final arc values, will be added in numeric
sequence, as required, to this document.

The complete module specifies the function that the interrogator shall perform. Each command
specifie§, as appropriate, processes to be undertaken by the Data Processor, the Tag Driver, and jthe
interrogator in communications across the air interface. Each response specifies, as appropriatg,
process¢s to be undertaken by the Tag Driver, the Data Processor, and the communications across thie
applicatjon interface.

9.3 C‘:[mpletion-COde

The Completion-Code is part of the response to each command. The CompletiontCode is an INTEGER
value that reports specifically on how the command was processed and executed, successfully or not.
It is retyrned in each response. If its value is 0 (00,¢x), the command has beensuccessfully executed. |f
its valugq is 255 (FF;¢), the command cannot be executed by the system fdrthe reason specified in thie
Executign-Code (see 9.4). If its value is different from 0 and 255, it indicates that the command was nat
executedl as instructed by the application for the reason mentioned.

NOTE The Completion-Code provides information on the basis that'the command can be invoked for the
particuldr tag in the communication chain, whereas the Execution-Ceode indicates a systems error or success.

The Conppletion-Codes as specified by ISO/IEC 15962 shall@pply.

9.4 ExXecution-Code

The Exefution-Code is part of the response to each command. The Execution-Code is an INTEGER value
that repprts on the way the command was processed and executed by the system, successfully or not. |t
is returped in each response. If its value is:0(00,¢), the command has been successfully processed, i.¢.
the protpcol was executed. Other values'indicate that a system error has occurred.

The Exefution-Codes as specified byilSO/IEC 15962 shall apply.

10 Commands and responses

10.1 Ge¢neral

Each pajir of conimand and response is specified in 10.2 to 10.22. Those arguments that require
separate specification are defined in 10.28.2.

Y]

10.2 Configure-AFI

10.2.1 Configure-AFI command

The AFI is a single byte code and is used as part of the selection process in an application. Details of
the AFI codes assigned to applications are available on the Register of Data Constructs provided by the
Registration Authority of ISO/IEC 15961-2:2019. If the air interface supports the AFI feature, only tags
with a specific AFI will be returned for future processing.

This command is applicable for those air interface protocols where either of the following characteristics
is true:
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A.  The application command is directly related to an equivalent air interface command.

B.  Theapplication command requires the AFI to be written to a particular memory location and
nominally separated from item-related data by using a generic air interface write command.

The Configure-AFI command has the following arguments:
— AFI (see 7.2.2);
— AFI-Lock (see 7.4.3);

- Singulation-Id (see 7.2.1).

Q=

fpr the AFI.

he AFI-Lock argument applies to characteristic A above without constraint but canlonly
haracteristic B above if the air interface protocol supports the locking of a single byte position

Apply to
defined

Lonfigure-AFI command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 1
$ingulation-1d: BYTE STRING (0..255)

AFL: BYTE
Possible Values:
Value Definition

00,4 -0F;, Asdefined in ISO/IEC 15961-3

90,6 -CE;4, Aspublished by the Registration Authority of ISO/IEC 15961-2:2019
CFq4 Reserved as an extension code

AFI-Lock: BOOLEAN

If set to TRUE, the interrogator shall lo¢kthe AFI

10.2.2 Configure-AFI response

The Configure-AFI response has the following field names:

— Completion-Code (see 9:3);

- Execution-Code (see'9:4).

Configure-AFI response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 1
[ompletionsCode: INTEGER

Possible Values:

Value Definition

0 No-Error

1 AFI-Not-Configured

2 AFI-Not-Configured-Locked
3 AFI-Configured-Lock-Failed
8 Singulation-Id-Not-Found

255 Execution-Error
Execution-Code: INTEGER
Possible Values: As defined in 9.4.
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10.3 Configure-DSFID

10.3.1 General

Configure-Extended-DSFID (see 10.25) is required when encoding indicators of other features in the

tag, such as the use of a Data-CRC. That command can also be better to encode an Access-Method with
value greater than 3, or a Data-Format with a value greater than 31.

10.3.2 Configure-DSFID command

a

The DSHID is a single-byte code that is used to reduce the encoding of Object-Identifiers and to definle

particulpr encoding rules for ISO/IEC 15962 to follow. These encoding rules apply to the Access-Method.
Details If the Data-Format (part of the DSFID) assigned to applications are available on the Régister of

Data Comstructs provided by the Registration Authority of ISO/IEC 15961-2:2019.

The command is applicable for those air interface protocols where either of the followingcharacteristids

is true:
a) Thelapplication command is directly related to an equivalent air interface.coimmand.

b) The|application command requires the DSFID to be written to a partietlar location and memor
nonjinally separated from item-related data but using a generic air interface write command.

The Conffigure-DSFID command has the following arguments:
— DSHID-Constructs (see 11.2);

— DSHID-Lock (see 7.4.15);

— Singulation-Id (see 7.2.1).

The DSHID-Lock argument applies to characteristic:A above without constraint but can only apply t

charactgristic B if the air interface protocol supports the locking of a single byte position defined by thie

DSFID.

o

Configure-DSFID command
ModuletOID: OBJECT IDENTIFIER =1,0 15961 126 2
Singulation-Id: BYTE STRING (0-.255)
DSFID-Constructs-list: List af ¥ DSFID-Constructs>
DSFID-l.ock: BOOLEAN

If set{to TRUE, the interrogator shall lock the DSFID

10.3.3 [onfigure DSFID response

The Conffigure-DSFID response has the following field names:

— Coniptetion-Code (See 9-37;

— Execution-Code (see 9.4).

Configure-DSFID response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 2
Completion-Code: INTEGER

Possible Values:

Value Definition

0 No-Error
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4 DSFID-Not-Configured

5 DSFID-Not-Configured-Locked

6 DSFID-Configured-Lock-Failed

8 Singulation-1d-Not-Found

255 Execution-Error
Execution-Code: INTEGER

Possible Values: As defined in 9.4.

0.4 Inventory-Tags

0.4.1 Inventory-Tags command

he Inventory-Tags command requires that the value of the AFI is specified to select tags belon

articular class, typically containing tags belonging to a defined domain. Thelnventory-Tags ¢
i$ intended to read a set of Singulation-Ids from tags that have a particular AFIL. It is only a
here an air interface command supports an inventory process usingthe AFI as a named a
nd, generally, where a unique chip identifier is used in the arbitratiomrprocess.
A
the specified AFI selection criterion, need to be identified before the response can be pro
mechanism that can be used to detect any tag entering the~-0perating area, is to set the Inver
Ieast field to 1. Certain conditions can be confirmed by only undertaking a partial inventor
ysing either the Inventory-At-Least, or the Inventory-No-More-Than field. A reconciliation of
duantity of previous transactions (e.g. to identify thataH items intended to be in a container are
there) can be achieved by using the Inventory-Exaetly field.

The Inventory-Tags command has the followingarguments:

1+ AFI (see 7.2.2);

- Identify-Method (see 7.4.23);

- Number-Of-Tags (see 7.4.43).

ping to a
mmand
plicable
Fgument

n additional selection criterion (Identify-Method) determines ‘how many tags, conforming with

vided. A
itory-At-
y, i.e. by
i known
actually

Inventory-Tags command

Module-OID: OBJECT JIDENTIFIER =1 0 15961 126 3
AFIL: BYTE

1dentify-Method: INTEGER (0..15)

PossibleValues:

Valae Definition

0 Inventory-All-Tags

1 Inventory-At-Least

2 Inventory-No-More-Than
3 Inventory-Exactly

4-15 Reserved

Number-Of-Tags: INTEGER (0..65535)

If the Identify-Method is set to Inventory-All-Tags, the interrogator shall perform a complete inventory
of all tags present in its field of operation. The value of Number-Of-Tags is irrelevant and should be set

to zero by the application.

If the Identify-Method is set to Inventory-At-Least, the interrogator shall perform an inventory of the

tags present in its field of operation and (possibly) continue waiting until it has identified a

number

of tags equal to Number-Of-Tags. If the Number-Of-Tags is set to 1, the Interrogator waits until the
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first tag has been detected. This is a mechanism to wait for a tag to enter the interrogator field. If the
Number-Of-Tags is set to more than 1, the Interrogator waits until the specified number of tags has
been detected.

If the Identify-Method is set to Inventory-No-More-Than, the interrogator shall initiate an inventory
of the tags present in its field of operation and shall return a response with a number of tags lower or
equal to Number-Of-Tags. The interrogator may interrupt the inventory process when the Number-Of-
Tags has been reached or may continue the inventory process until all tags have been read.

NOTE1 This can be constrained by the air interface and anti-collision mechanism.

If the Identify-Method is set to Inventory-Exactly, the interrogator shall initiate an inventory ofit
tags prgsent in its field of operation and shall return a response with the number of tags equal t
Number}tOf-Tags. This command parameter can be used to confirm the actual number of tagged item|s
in a confainer. The Interrogator will wait until the specified number of tags has been detected. T
interrogator may interrupt the inventory process when the Number-Of-Tags has been geached or maj
continug the inventory process until all tags have been read.

NOTE 2 | This can be constrained by the air interface and anti-collision mechanism.

[}

Executign of this command with the arguments Inventory-At-Least and Inventory-Exactly can caus
the intefrogator to wait until sufficient tags enter its field of operation;.also, the command-respons
cannot Qe initiated until after this delay. It is the responsibility of the application to accommodate thi
potentiglity.

wn O

10.4.2 [nventory-Tags response
The Invéntory-Tags response has the following field names:

— Conjpletion-Code (see 9.3);

— Exegution-Code (see 9.4);
— Identities (see 7.5.3);

— Numpber-Of-Tags-Found (see 7.5.10).

Inventofry-Tags response
ModulefOID: OBJECT IDENTIFIER=1 0 15961 127 3
Complefion-Code: INTEGER

Possible Values:

Yalue Definition

( No=Error

23 Failed-To-Read-Minimum-Number-Of-Tags
24 Failed-To-Read-Exact-Number-Of-Tags

255 Execution-Error

Execution-Code: INTEGER

Possible Values: As defined in 9.4.
Number-Of-Tags-Found: INTEGER (1..65535)
Identities: List of <Singulation-Id>

34 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=3f47da2ddccba67f9a4eaafbb9fb27bc

ISO/IEC 15961-1:2021(E)

10.5 Delete-Object

10.5.1 Delete-Object command

The Delete-Object command instructs the interrogator to delete a defined Object-Identifier and its
Object and associated parameters. Only one tag and only one Object-Identifier shall be programmed
per command to ensure that the deletion process is robust. The delete function requires the removal
of the Object-Identifier, the associated Object, precursor and other components of the data set from the
Logical Memory Map, and then the re-writing of any data sets at higher address locations on the tag.

Hor the No-Directory and Directory Access-Methods, if other encoding follows the deleted Object-
Hentifier, the Data Processor may replace the deleted bytes with a null Data-Set. This_procedure is
hvoked automatically by the Data Processor.

e

or the Packed-Objects Access-Method, the interrogator shall delete the Object from within [the first
acked-Object in which the Object-Identifier exists. If the Packed-Object is editable; the Packed}Objects
diting procedures shall be used so that the entire memory content does not'need to be regwritten.
therwise, the interrogator shall rewrite the content of the user memory appropriately recdlculated
ith the Object-Identifier and its Object and associated parameters deleted: If any of the memofy that is
equired to be rewritten during the execution of this command is locked, the response will refurn the
appropriate Completion-Code.

H < OO0

]

F the Access-Method is Tag-Data-Profile, deletion is not possible’because of the fixed structure of the
ncoding and the fact that there are no system-based null.characters, and the appropriate cofpletion
ode shall be returned.

Q@

1

or Multiple-Records the Object-Identifier shall identify’a data element within an individual redord. The
ules for the inherent Access-Method shall apply. Tddelete the entire record, see 10.28.

—

he Delete-Object command instructs the interrogator to delete the data set specified by it$ Object-

Hentifier from the tag Logical Memory Map:There is a possibility that this procedure will not{succeed

Fthe data set is locked. If this is found to/kbe the case, the response returns the appropriate Conjpletion-
ode. If the Check-Duplicate flag is.set'to TRUE, the interrogator shall verify, before deleting the

equested Object, that there is only a single instance of the requested Object-ldentifief. If the

hterrogator detects that the tag is encoding more than one instance of the referenced Object-Identifier,
shall not perform the Delete-Object function and shall return the appropriate Completion-Co(e.

]

Fthe Check-Duplicate flag\is'set to FALSE, the interrogator shall delete the first occurrence of the data
et specified by its Object-Identifier.

%)

—

his is an argument’/that effectively provides no protection against duplicate Object-Identifiers. It
hould only be used when there is a high expectation of no duplicates.

(%)

The Delete-Object command has the following arguments:

- Chéck-Duplicate (see 7.4.10);

-C-Object-1dentifier (see 7.3.3);

— Singulation-Id (see 7.2.1).

Delete Object command

Module OID: OBJECT IDENTIFIER =1 0 15961 126 5
Singulation Id: BYTE STRING (0..255)

Object Identifier: OBJECT IDENTIFIER

Check Duplicate: BOOLEAN

If set is TRUE, the interrogator shall check that there is only one occurrence of the Identifier Ob-
ject
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10.5.2

Delete-Object response

The Delete-Object response has the following field names:

— Completion-Code (see 9.3);

— Execution-Code (see 9.4).

Module

Delete-Object response

Completion-Code: INTEGER
Pdssible Values:
Vdlue Definition
0 No-Error
8 Singulation-Id-Not-Found
10 Duplicate-Object
12 Object-Not-Deleted
13 Object-Identifier-Not-Found
14 Object-Locked-Could-Not-Delete
37 Data-CRC-Not-Applied
38 Length-Not-Encoded-In-DSFID
235 Execution-Error
Executipn-Code: INTEGER

Pgssible Values: As defined in 9.4.

-0OID: OBJECT IDENTIFIER =10 15961 127 5

10.6 M

10.6.1

The Modify-Object command is intendedto change the value of a data Object associated with an Object
Identifidr already encoded on the memory of the tag. The complete memory shall be read to ensure thgt

the Obje]

the Accgss-Method declared for'the tag. In addition, the procedure is different if the resultant encodinig

length o

the appijopriate Access-Meéethod.

This cornmand shallnot’be used to modify a Monomorphic-UIL. If the AFI on the tag declares that it i

register
aborted

The Modify<0Object command instructs the interrogator to carry out three related processes:

a) Rea

pdify-Object

Modify-Object command

ct-Identifier is not duplicated. If so, the command is aborted. Invoking this command depends op

I the modified Object.s different from the original length. Each of the cases is discussed unddr

v

ed for a MaGnomorphic-Ull, the appropriate error shall be returned, and the encoding proceg
The correct command to use is defined in 10.24.

[72)

ithe compiete Logical Memory Map from the tag:

b) Identify the encoded packet (e.g. Data-Set, or Packed-Object, or Tag-Data-Profile) specified by the
Object-Identifier. If duplicated instances are found, the process is aborted.

c) Ove

36

r-write with the modified encoded packet:
including re-structuring the Precursor for a Data-Set,
including any Packed-Object structuring rules,

including any pad bytes for shorter data in a Tag-Data-Profile.

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=3f47da2ddccba67f9a4eaafbb9fb27bc

ISO/IEC 15961-1:2021(E)

If the Object is already locked, it cannot be modified, and the appropriate completion code shall be
returned.

If the Access-Method is Packed-Objects, and the Packed-Object is not editable, the Object cannot be
modified, and the appropriate completion code shall be returned.

If the Access-Method is Tag-Data-Profile, three conditions can be presented:

A. If the new compacted data is the same length, then this data is simply overwritten.
H. If it is shorter, it is written to the tag with the necessary pad bytes.
d. If itis longer, there is an error; the data cannot be modified, and the appropriate completion code

shall be returned.

[ the data object is part of a multiple record (identified with the basic root-OID-6f1.0.15961.401) or a
ierarchical multiple record (identified with the basic root-OID of 1.0.15961,402), then the prjocess to
hodify a data object shall be that of the declared Access-Method. A data object'cannot be modified on a
ata element list (identified with the basic root-OID of 1.0.15961.403).

— o .0 o =

he Modify-Object command has the following arguments:
—+ Compact-Parameter (see 7.3.6);

+ Object (see 7.3.5);

—+ Object-Identifier (see 7.3.3);

+ Object-Lock (see 7.3.7);

~+ Singulation-Id (see 7.2.1).

Modify-Object command

Module-OID: OBJECT IDENTIFIER = 1,0 15961 126 6
$ingulation-1d: INTEGER (0..255)

Dbject-Identifier: OBJECT IDENTIFIER

Dbject: BYTE STRING

Compact-Parameter: INTEGER (0..15)

Possible Values:

Value Definition (see 7.3.6 for further details)

0 Application-Defined
1 Compact

2 UTF8-Data

3 Packed-Objects

4 Tag-Data-Profile

Object-Lock: BOOLEAN
If TRUE the interrogator shall lock the relevant Data-Set

10.6.2 Modify-Object response

The Modify-Object response has the following field names:

— Completion-Code (see 9.3);

— Execution-Code (see 9.4).
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Modify-Object response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 6
Completion-Code: INTEGER

Possible Values:

Value Definition

0 No-Error

7 Object-Locked-Could-Not-Modify
8 Singulation-1d-Not-Found

10 Duplicate-Object

13 Object-Identifier-Not-Found

21 Object-Not-Modified

22 Object-Modified-But-Not-Locked
33 Insufficient-Tag-Memory

36 Command-Cannot-Process-Monomorphic-UII
37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID
255 Execution-Error

Executipn-Code: INTEGER
Poskible Values: As defined in 9.4.

10.7 Read-Object-Identifiers

10.7.1 Read-Object-Identifiers command

[om

This corhmand shall not be used with Multiple.Records. Instead, the Read-Multiple-Records comman
shall be jused (see 10.27).

The Read-Object-Identifiers command instructs the interrogator to read all the Object-Identifiers froy]
the tag. This module can be used in advance of a more selective command to read a specific Object, or t
identify|duplicate Object-Identifiers.so that a housekeeping procedure can be invoked. A valid responsg
if the tag Logical Memory Map hiasno Object-Identifiers stored, is to return an empty Object-Identifie
list. Only one tag shall be programmed per command to ensure that the read process is robust.

NAE<T=]

[72)

The Reafd-Object-Identifiers command has the following argument:

— Singulation-Id (see-7.2.1).

Read-Object-Identifiers command
ModuletOI1B; OBJECT IDENTIFIER =1 0 15961 126 8
Singulation-1d: BYTE STRING (0..255)

10.7.2 Read-Object-Identifiers response

The Read-Object-Identifiers response has the following arguments:
— Completion-Code (see 9.3);

— Execution-Code (see 9.4);

— Read-OIDs-Response-List (see 11.15).

Read-Object-Identifiers response
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Module-OID: OBJECT IDENTIFIER =1 0 15961 127 8
Read-OIDs-Response-List: List of <Read-OIDs-Response>
Completion-Code: INTEGER

Possible Values:

Value Definition

0 No-Error

8 Singulation-1d-Not-Found
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.4.

10.8 Read-Logical-Memory-Map

(==

0.8.1 Read-Logical-Memory-Map command

he main function of this command is for diagnostic purposes, but it canalso be used for other flinctions
'here reading the complete content of the Logical Memory Map, is-tequired. Only one tag should be
rogrammed per command to ensure that the reading process is‘tobust.

= o<

The Read-Logical-Memory-Map command instructs the interrogator to read the entire Logical Memory
Map of the tag and respond with this without any decoding and interpretation (i.e. by re¢turning
the encoded byte values). No processing takes place through the Data Processor as part of this read
dommand, so that individual Object-Identifiers, Objects;Compact-Parameter and Lock-Status cannot be
directly identified.

The command applies equally to all Access-Méthods, but if a Directory structure has been deffined by
the Access-Method, this shall be included_in“the response, but shall not be distinguished frdgm other
hytes in the Logical Memory Map.

=]

he Read-Logical-Memory-Map command has the following argument:

- Singulation-Id (see 7.2.1)

Read-Logical-Memory-Map ¢ommand
Module-OID: OBJECT HDENTIFIER =1 0 15961 126 10
$ingulation-1d: BYTESTRING (0..255)

10.8.2 Read:Logical-Memory-Map response

The Read:Logical-Memory-Map response has the following field names:

- “Gompletion-Code (see 9.3);

— EXecution-Code (see 9.2];

— Logical-Memory-Map (see 7.5.7).

Read-Logical-Memory-Map response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 10
Completion-Code: INTEGER

Possible Values:

Value Definition

0 No-Error
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8
19
255

Singulation-Id-Not-Found
Read-Incomplete
Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.4.
Logical-Memory-Map: BYTE STRING

10.9 Eyase-Memory
10.9.1 Erase-Memory command
The Erase-Memory command instructs the interrogator to re-set to zero the entire Logicdl Memorly
Mabp of the specified tag. This includes the Directory when this is defined as the Access{Method. If nonle
of the blpcks is locked, this should result in a deletion of all Data-Sets or Packed-Objeéts:’If any block is
locked, then the Completion-Code: Blocks-Locked will be returned. Only one tag shall be programmegd
per command to ensure that the erasure process is robust.
Subsequent processing by the application, possibly by reading all the locked’data, can be invoked tp
determihe whether the tag is still useable. For example, the blocks that\are locked can contain datp
permanently assigned to the item and the unlocked blocks containing transitory data.
The Erage-Memory command has the following argument:
— Singulation-Id (see 7.2.1).
Erase Memory command
Module|OID: OBJECT IDENTIFIER =1 0 15961 126 12
Singulation Id: BYTE STRING (0..255)
10.9.2 Erase-Memory response
The Eragse-Memory response has the following field names:
— Conjpletion-Code (see 9.3);
— Exefution-Code (see 9.4),
Erase-Memory responsé
ModulefOID: OBJECTIDENTIFIER =1 0 15961 127 12
Completion-Codes]INTEGER
Pdssible Values:
Vdlue Definition
0 No-Error
8 Singulation-Id-Not-Found
17 Blocks-Locked
18 Erase-Incomplete
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.4.

40
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10.10 Get-App-Based-System-Info

10.10.1Get-App-Based-System-Info command

The Get-App-Based-System-Info command instructs the interrogator to read the system information
and return those arguments that are relevant to the application, namely the AFI and DSFID. This
command is useful for tag types that do not return these codes as part of a response to other commands.

The Get-App-Based-System-Info command has the following argument:

— Singulation-Id (see 7.2.1).

[et-App-Based-System-Info command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 13
$ingulation-Id: BYTE STRING (0..255)

10.10.2 Get-App-Based-System-Info response

|

he Get-App-Based-System-Info response has the following arguments:
1+ AFI (see 7.2.2);

+ Completion-Code (see 9.3);

+ DSFID (see 7.2.3);

—+ Execution-Code (see 9.4).

et-App-Based-System-Info response
Module-OID: OBJECT IDENTIFIER =1 0 15964127 13
AFL: BYTE
DSFID: BYTE STRING
[ompletion-Code: INTEGER
Possible Values:

Value Definition

0 No-Exror

8 Sifigitilation-1d-Not-Found
20 System-Info-Not-Read
255 Execution-Error

Execution-€Code: INTEGER
Rossible Values: As defined in 9.4.

XALzaide Olai g
WIICTUDUJCLLS

1011
10.11.1Write-Objects command

The Write-Objects command is used to write one or more Object-Identifiers and associated Objects to a
tag. This command can be implemented to write the initial data to the tag, or to add data to the tag. The
command is supported by a compound argument Add-Objects-List.

This command shall not be used to write a Monomorphic-UIl. If the AFI on the tag declares that it is
registered for a Monomorphic-Ull, the appropriate error shall be returned, and the encoding process
aborted. The correct command to use is defined in 10.24.
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The DSFID-Constructs-list is used to specify the Access-Method and Data-Format. The Ext-DSFID-
Constructs-list is used to set indicators on the Extended-DSFID and to instruct the Data Processor to
carry out certain procedures, e.g. to apply a CRC to the data.

The DSFID-Constructs-list and the Ext-DSFID-Constructs-list are provided for use in one of the
following ways:

— Ifdata is being written to a blank tag, then they are provided as part of this command to minimise
communications.

— If dI’Ea 1S being added to the tag, then the DSFID 1n the command should match the DSFID already
encpded on the tag, else there is an error and the encoding process can cease before significant
amdqunts of data have been processed.

— Addjitionally, all the requirements declared by the arguments in the Ext-DSFID-Constructs-list shall
be grocessed.

The DSHID-Lock argument, if set, is applied to the entire DSFID and Extended-DSFID byte string.

If the Adcess-Method is Packed-Objects, all Objects specified as arguments shalkbe included within t
same ngw Packed-Object added after any existing Packed-Objects in memory; Several arguments onl
apply to|Packed-Objects and these are defined in the Packed-Object-Construgts argument.

If the Acfcess-Method is Tag-Data-Profile, all Objects specified as argumeénts shall be included within thie
same Tapg-Data-Profile. Adding an Object that is not specified by the-Tag-Data-Profile-ID-Table argumerjt
shall be treated as an error, and no encoding take place.

A Multiple-Record is declared by the Object-Identifiers in thesAdd-Objects-List all being in one of these
three mandatory formes:

— 1.0.15961.401. {data format = dictionary}.{sectorsidentifier}.{record type}{instance-of}.{Relativg
OID|of data element}

— 1.0.15961.402 {data format=dictionary}.{sector identifier}{record type}.{hierarchical id}.{ Relative
OID|of data element}

— 1.0.15961.403.{data format =dictionary}.{sectoridentifier}.{record type}.{hierarchical id}.{ Relativg
OID|of data element}.{list elementnumber}

The Add-Objects-List argument(@pplies to a single record in a multiple records structure. Therefore, ih
the OID ptructures listed above enly the final arc values are permitted to differ in a single command.

Individyal records shall be'written only after the MR-header has been created.

The DSHID-Constructs-List argument shall be used to declare that the individual Multiple-Record is ip
accordance with the'éncoding rules of one of the following Access-Methods:

0 NosDirectory

1 Noetassignred
2 Packed-Objects
3 Tag-Data-Profile

For multiple records, the command requires the Multiple-Records-Constructs-List arguments (see 11.8)
to be defined. This includes instructions about reserving memory to enable the record to increase in
size, to indicate whether a directory entry is required, and in some cases to identify whether there is a
parent-child relationship between this record and others. There is also an argument to declare whether
this record is defined as a data element list, in which case the Add-Objects-List contains multiple
instances of the same Relative-OID. The command may also be used to add data elements to an existing
multiple record by declaring this in the relevant argument in the Multiple-Records-Constructs-List.
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The Ext-DSFID-Constructs-List is also required for defining all the encoded requirements for a Multiple-
Record.

The MR-header defines rules for the Data-Format, Access-Method and sector identifier that govern the
subsequent encoding of individual records. Depending on their individual settings, the rules either
required the associated argument to be the same for all records or to be permitted to be different. Any
variance with the MR-header shall case the command to be aborted and the record not encoded.

The DSFID-Lock argument is not relevant for multiple records because this is part of the record
preamble then needs to be considered as a unit for locking or not locking.

The Write-Objects command has the following arguments:

+ Add-Objects-List (see 11.1);

—+ DSFID-Constructs (see 11.2);

+ DSFID-Lock (see 7.4.15);

+ Ext-DSFID-Constructs (see 11.4);

—+ Multiple-Records-Constructs (see 11.8);
+ Packed-Object-Constructs (see 11.12);
+ Tag-Data-Profile-ID-Table (see 7.4.60);

—+ Singulation-Id (see 7.2.1).

Write-Objects command

Module-OID: OBJECT IDENTIFIER =1 0 15961426 17

$ingulation-1d: BYTE STRING (0..255)

DSFID-Constructs-list: [OPTIONAL] Listof <DSFID-Constructs>
Ext-DSFID-Constructs-list: [OPTIONAL] List of <Ext-DSFID-Constructs>
DSFID-Lock: BOOLEAN

If set to TRUE, the intertogator shall lock the DSFID

pdd-Objects-List: List of <Add-Objects>

Packed-Object-Constructs: [OPTIONAL] List of <Packed-Object-Constructs>
Tag-Data-Profile-ID-Table: INTEGER [OPTIONAL]
Multiple-Records-€onstructs: [OPTIONAL] List of <Multiple-Records-Constructs>

10.11.2Write-Objects response

—

he Write-Objects response has the following field names:

-+ ~Completion-Code (see 9 3}

— Execution-Code (see 9.4);

— Write-Responses (see 11.18).

Additional Completion-Codes apply to each Object-Identifier and are incorporated in the Write-
Response argument.

Write-Objects response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 17
Write-Responses-List: List of <Write-Responses>
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Completion-Code: INTEGER
Possible Values:
Value Definition
0 No-Error
8 Singulation-1d-Not-Found
29 Object-Not-Editable
31 Packed-Object-ID-Table-Not-Recognised-No-Encoding
37 Tag-Data-Profile-ID-Table-Not-Recognised
33 Insufficient-Tag-Memory
34 Command-Cannot-Process-Monomorphic-UIl
37 Data-CRC-Not-Applied
34 Length-Not-Encoded-In-DSFID
43 Data-Format-Not-Compatible-Multiple-Records-Header
44 Access-Method-Not-Compatible-Multiple-Records-Header
45 Sector-Identifier-Not-Compatible-Multiple-Records-Header
46 Record-Preamble-Not-Configured
47 Record-Preamble-Not-Locked
235 Execution-Error
Additional Completion-Codes apply to the Write-Response-List
Executipn-Code: INTEGER
Pdgssible Values: As defined in 9.4.

10.12 Read-Objects

10.12.1Read-Objects command

[

This command shall not be used to read(@ny data object or other part of a multiple record. The relevar
procedulres are defined in 10.27.

v

The Read-Objects command instructs the interrogator to read a set of one or more Object-Identifier
and asspciated Objects from._the’'tag. A command argument can be used to check that the Object
Identifigr is not duplicated en-the tag. Only one tag shall be programmed per command to ensure tha
the readiing process is robust.

—

The command suppofts-an argument that enables the application to prescribe an upper address point op
the tag beyond which reading is discontinued. This argument incorporates the features of the origingl
readFirgtObject\ecemmand but is no longer restricted to just one Object-Identifier. This commangd
t
e

argument supports features across the air interface that can be faster than reading a named Objecf
Identlflr(s) The application may therefore select to have the most often accessed Object(s) stored firg

achieved be simulating the encoding or by a short trial perlod changlng the value of this argument untll
the command achieves a high probability of reading the requested Object-Identifier(s) and Object(s).

This command may be used to read a Monomorphic-UIl by declaring the relevant Object-Identifier as
the single entry in the list of Read-Objects, combined with Read-Type 4. The Data Processor checks
that the Object-Identifier is registered as part of a Monomorphic-UIl entry on the ISO/IEC 15961-2 data
constructs register.

— If it is registered, the encoded bytes are de-compacted to the rules defined on the register and
included in the response.

— Ifitis not registered, the appropriate error is returned.
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The Read-Objects command has the following arguments:
— Max-App-Length (see 7.4.32);

— Read-Objects (see 11.13);

— Read-Type (see 7.4.53);

— Singulation-Id (see 7.2.1).

ISO/IEC 15961-1:2021(E)

Read=Objectscommmard

Module-OID: OBJECT IDENTIFIER =1 0 15961 126 18
$ingulation-1d: BYTE STRING (0..255)

Read-Type: INTEGER

Possible Values:

Value Definition

0 Read-1st-Objects

1 Read-Multiple-Objects
2 Read-All-Objects

3 Read-Monomorphic-UIl

Max-App-Length: INTEGER (1..65535)

Read-Objects-List: List of <Read-Objects>
This does not apply to Read-All-Objects (2)

This only applies to Read-Type (0) and is expressed ifbytes

aOun o Q = =

ompletion-Code.

[

0.12.2Read-Objects response

The Read-Objects response has the following arguments:

— Completion-Godé’(see 9.3);

—  Executioni?Cdde (see 9.4);

— Read:Qbjects-Response-List (see 11.14).

F the Check-Duplicate argument is set to FALSE in the Read-Object-List argument, having fqund the
equested Object-Identifier the interrogatorhall return the first Object found without chegking for
uplicates. If the Check-Duplicate argument is set to TRUE, the interrogator shall check for duplicate
bject-Identifiers. If more than one instance of the requested Object-Identifier is found, the intefrogator
hall return the first found Object and indicate the presence of duplicates with the appropriate

Redd-Objects response

PR—AORIFCT INDENTILL

A 410Qred4 497 140
U 10701 147 10

Ui

fodute=-01B OB EETHBENTHHER= 6
Read-Objects-Response-List: List of <Read-Objects-Response>
Completion-Code: INTEGER

Possible Values:

Value Definition

0 No-Error

8 Singulation-Id-Not-Found
255 Execution-Error

© ISO/IEC 2021 - All rights reserved
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Execution-Code: INTEGER
Possible Values: As defined in 9.4.

10.13 Write-Objects-Segmented-Memory-Tag

10.13.1Write-Objects-Segmented-Memory-Tag command

The Write-Objects-Segmented-Memory-Tag command is like the Write-Objects command except that it
is intendedto-write-datatoasetectedmemor Y bankinra szlllCllth NTeMoTy tas. Thecommatdcan
implemgnted to write initial data to the tag, or to add data to the tag. The command is supported-by:
compouhd argument Add-Objects-List.

[s9)

This cornmand shall not be used to write a Monomorphic-UIL. If the AFI on the tag declares‘that it i
registerpd for a Monomorphic-Ull, the appropriate error shall be returned, and the encoding proces
aborted| The correct command to use is defined in 10.24.

[0

The Access-Password in the command is used to match that on the tag to permit writing data to the tag

CAS

The DSKID-Constructs-list is used to specify the Access-Method and Data<Kormat. The Ext-DSFID
Construfts-list is used to set indicators on the Extended-DSFID and to instruct the Data Processor t
carry oyt certain procedures, e.g. to apply a CRC to the data.

=}

The DSHID-Lock argument, if set, is applied to the entire DSFID and Extended-DSFID byte string.

The AFI|and DSFID are provided as arguments for use in one of.the following ways:

v

— If djta is being written to a blank segmented memory_tag, then these arguments are provided a
part of this command to minimise communications,

— Deplending on the memory bank concerned, if data is being added to the segmented memory tag,

then the AFI and DSFID in the command should match the AFI and DSFID already encoded on thie
else there is an error and the encoding_process can cease before significant amounts of datp
have been processed.

—_—

— Addjitionally, all the requirements declared by the arguments in the Ext-DSFID-Constructs-list sha
be grocessed.

If the Adcess-Method is Packed-@bjects, all Objects specified as arguments shall be included within t
same negw Packed-Object added after any existing Packed-Objects in memory. Several arguments onl
apply to|Packed-Objects and-these are defined in the Packed-Object-Constructs argument.

If the Access-Method is"Tag-Data-Profile, all Objects specified as arguments shall be included within thie
same Tapg-Data-Profile-Adding an Object that is not specified by the Tag-Data-Profile-ID-Table argumer
shall be [treated asan'error, and no encoding take place.

t

Multiplg records may be encoded only on Memory Bank 11. Individual records are written only afte
eader has been created. The details defined in 10.11.1 for Multiple Records shall apply i
constructing the command

=

The Write-Objects-Segmented-Memory-Tag command has the following arguments:
— Access-Password (see 7.4.1);

— Add-Objects-List (see 11.1);

— AFI (see 7.2.2);

— DSFID-Constructs (see 11.2);

— DSFID-Lock (see 7.4.15);
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— Ext-DSFID-Constructs (see 11.4);

— Memory-Bank (see 7.4.33);

— Multiple-Records-Constructs (see 11.8);
— Packed-Object-Constructs (see 11.12);
— Singulation-Id (see 7.2.1);

— Tng-ann-Prnfi]p-lD-Tnh]p (QPP 74 F\n)

Write-Objects-Segmented-Memory-Tag command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 19
$ingulation-Id: BYTE STRING (0.255)

Memory-Bank: BIT STRING

Possible Values:

Value Definition
01, UII-Memory
11, User-Memory

fpccess-Password: [Optional] BYTE STRING (4 bytes)

AFI: BYTE [only applies if Memory-Bank = 01]

DSFID-Constructs-list: List of <DSFID-Constructs>

xt-DSFID-Constructs-list: [Optional] List of <Ext-DSEID-Constructs>
DSFID-Lock: BOOLEAN

If set to TRUE, the interrogator shall lockithe DSFID

pdd-Objects-List: List of <Add-Objects>

Packed-Object-Constructs: [OPTIONAL}List of <Packed-Object-Constructs>
Tag-Data-Profile-ID-Table: INTEGER(JOPTIONAL]

Multiple-Records-Constructs: [ORTIONAL] List of <Multiple-Records-Constructs>

>

10.13.2Write-Objects-Segmented-Memory-Tag response

The Write-Objects-Segmented-Memory-Tag response has the following field names:

— Completion-Code (see 9.3);

— Executiphs€ode (see 9.4);

— Write*Responses (see 11.18).

Additional Completion-Codes apply to each Object-Identifier and are incorporated in th¢ Write-
Hesponse argument.

Write-Objects-Segmented-Memory-Tag response
Module-OID: OBJECT IDENTIFER =1 0 15961 127 19
Write-Response-List: List of <Write-Responses>
Completion-Code: INTEGER

Possible Values:

Value Definition
0 No-Error
8 Singulation-Id-Not-Found
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25 Password-Mismatch

26 AFI-Mismatch

27 DSFID-Mismatch

33 Insufficient-Tag-Memory

36 Command-Cannot-Process-Monomorphic-UII

37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID

3 Data-Format-Not-Compatible-Multiple-Records-Header

44 Access-Method-Not-Compatible-Multiple-Records-Header

45 Sector-Identifier-Not-Compatible-Multiple-Records-Header

46 Record-Preamble-Not-Configured

47 Record-Preamble-Not-Locked

235 Execution Error

Additional Completion-Codes apply to the Write-Response-List
Executipn-Code: INTEGER

Pdssible Values: As defined in 9.4.

10.14 Write-EPC-UII

10.14.1Write-EPC-UIl command

The Write-EPC-UIl command instructs the interrogator towrite an EPC-Code into Memory Bank 01 of
segmenfed memory tag. The command supports various'lengths of EPC-Codes specified by TDS.

[s9)

The Accgss-Password in the command is used to match that on the tag to protect against unauthorised
writing pf data to the tag.

This cohmand can be used to initially writ€ the EPC-Code to the tag, or to overwrite the code value. |[f
the new|code is of a shorter length, the interrogator needs to ensure that bytes representing part of thie
older cofle are removed.

The Write-EPC-UII-Tag commangd has the following arguments:
— Acc¢ss-Password (see 7.4.1);

— EP(-Code (see 7.4.19);

— Memory-Bank-Lock (see 7.4.34);

— NSI{Bits (see.74.40);
— Singulation-Id (see 7.2.1).

Write-EPC-UIl command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 20
Singulation-Id: BYTE STRING (0.255)
Access-Password: [Optional] BYTE STRING (4 bytes)
NSI-Bits: BIT STRING
EPC-Code: BYTE STRING
Memory-Bank-Lock: BOOLEAN

If TRUE the entire memory bank shall be locked.
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10.14.2Write-EPC-UII response
The Write-EPC-UII response has the following field names:
— Completion-Code (see 9.3);

— Execution-Code (see 9.4).

Write-EPC-UII response
odule-0OID: OBJECT IDENTIFIER =1 015961 127 20

Lompletion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-Id-Not-Found
25 Password-Mismatch

33 Insufficient-Tag-Memory
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.4.

10.15 Inventory-ISO-Ullmemory

10.15.1Inventory-ISO-Ullmemory command

The Inventory-ISO-Ullmemory command is ifiitended to return the contents of the UIl memq
segmented memory tags, given the expectation that an Object-Identifier for a UII other than
(Jode is encoded. The response returns.the content of the UIl memory for all tags whose enc
string matches the arguments of the sémmand.

interface protocol commands,_te select only tags that match the bit mask. The AFI is a 1
argument, and the other twe'arguments extend the bit string to increase the capability of seled

This command may be-used to read a Monomorphic-Ull by declaring the relevant AFI as an ar
The Data Processor.checks that the AFI is registered as part of a Monomorphic-UIl entry
IBO/IEC 15961-2 Bata constructs register.

- If it is registered, the encoded bytes are de-compacted to the rules defined on the regi
included’in the response.

— Ifitis not registered, the appropriate error is returned.

ry from
an EPC-
oded bit

The arguments provided in the ‘command enable a bit mask to be incorporated into appropiate air

required
tion.

gument.
y on the

ster and

NOTE A DSFID is not required when invoking this command to inventory Monomorphic-Ulls.

The Inventory-ISO-Ullmemory command has the following arguments:
— Additional-App-Bits (see 7.4.2);
— AFI (see 7.2.2);

— DSFID-Constructs (see 11.2).

Inventory-ISO-Ullmemory command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 21
AFI: BYTE
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DSFID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>
Additional-App-Bits: BIT STRING [Optional]

10.15.2Inventory-ISO-Ullmemory response
The Inventory-ISO-Ullmemory response has the following field names:

— Completion-Code (see 9.3);

— Exegution-Code (See o47;

— [SO{UIlmemory (see 11.5).

Inventory-ISO-Ullmemory response
ModulefOID: OBJECT IDENTIFIER =1 0 15961 127 21
[SO-UII[Memory-List: List of <ISO-UIIMemory>
Completion-Code: INTEGER

Pgssible Values:

Vdlue Definition
0 No-Error
295 Execution-Error

Executipn-Code: INTEGER
Pgssible Values: As defined in 9.4.

10.16 Inventory-EPC-Ullmemory

10.16.1nventory-EPC-Ullmemory command

The Inventory-EPC-Ullmemory command issintended to return the contents of the UIl memory from
segmented memory tags, given the expectation that an EPC-Code is encoded. The response returns thie
content pf the UIl memory for all tags whese encoded bit string matches the arguments of the command.

The arghiments provided in the cotimand enable a bit mask to be incorporated into appropriate air
interfacg protocol commands tg select only tags that match the bit mask. The Tag-Mask value consists
of a bit §tring that should be/determined by reference to relevant TDS standards. The same applies tp
the Poinfer, which identifieSthe first bit of a continuous string on the tag that needs to be matched with
the Tag-Mask.

The Invgntory-EPC-UlImemory command has the following arguments:

— Lenpth-Of:Mask (see 7.4.27);

— Pointer (see 7.4.50);

— Tag-Mask (see 7.4.61).

Inventory-EPC-Ullmemory command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 22
Pointer: HEXADECIMAL ADDRESS
The address of the first (msb) bit against which to apply the Tag-Mask.
Length-Of-Mask: INTEGER
Tag-Mask: BIT STRING
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10.16.2Inventory-EPC-Ullmemory response

The Inventory-EPC-Ullmemory response has the following field names:
— Completion-Code (see 9.3);

— EPC-Ullmemory (see 11.3);

— Execution-Code (see 9.4).

mvemntory-E PC-UTimemory TeSponse
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 22

EPC-Ullmemory-List: List of <EPC-Ullmemory>
[ompletion Code: INTEGER
Possible Values:

Value Definition
0 No-Error
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.4.

10.17 Write-Password-Segmented-Memory-Tag

=

0.17.1Write-Password-Segmented-Memory-Tag.command

ollavllas |

f Password, and therefore its storage legation on the tag.

o |

—  Password (see 7.4.46);

- Password-Type (see 24.47);

- Singulation-Id (see 7.2.1).

he Write-Password-Segmented-Memory-Tag command has the following arguments:

he Write-Password-Segmented-Memory-Tag command instructs the interrogator to write one of the
asswords defined in the command to the appropriate memory of a segmented memory tag.
assword may be specified per command. The Password-Type identifies to the Data Processor

Dnly one
the type

Write-Password-sSegmented-Memory-Tag command
Module-OIR:'OBJECT IDENTIFIER = 1 0 15961 126 23
$ingulatiep-1d: BYTE STRING (0..255)
Passwprd-Type: INTEGER

Possible Values:

Value Definition
0 Kill-Password
1 Access-Password

Password: BYTE STRING
For Password-Types 0 and 1, the length is 4 bytes

10.17.2Write-Password-Segmented-Memory-Tag response

The Write-Password-Segmented-Memory-Tag response has the following field names:

— Completion-Code (see 9.3);

© ISO/IEC 2021 - All rights reserved
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— Execution-Code (see 9.4).

Write-Password-Segmented-Memory-Tag response
Module-OID: OBJECT IDENTIFIER =1 - 15961 127 23
Completion-Code: INTEGER

Possible Values:

Pg

Value Definition

0 No-Error

8 Singulation-Id-Not-Found
24 Password-Not-Written

33 Insufficient-Tag-Memory
235 Execution-Error

Executipn-Code: INTEGER

ssible Values: As defined in 9.4.

10.18 Read-Words-Segmented-Memory-Tag

10.18.1Read-Words-Segmented-Memory-Tag command

The Reg

a passwprd. It can also be useful for diagnostic purposes.

The Rea
— Acc
— Men
— Sing
— Wor
— Woy

pss-Password (see 7.4.1);
hory-Bank (see 7.4.33);
ulation-Id (see 7.2.1);

d-Count (see 7.4.63);
d-Pointer (see 7.4.64).

d-Words-Segmented-Memory-Tag command instructs the interrogator to read a contiguou
sequenc of words from one of the memory banks of a segmented memory tag. This command can b
used to extract encoded bytes, which are not necessarily Object-based, e.g. the unique Singulation-Id g

d-Words-Segmented-Memory-Tag command has the following arguments:

= ® wn

Read-W
Module
Singula
Memory

Pos

ords-Segmented-Memory-Tag command

OID: OBJECT-JDENTIFIER =1 0 15961 126 24
fion-I1d: BY TE'STRING (0.255)

r-Bank: BIT STRING

5ible Values: (00..11)

Word-P

pimter: HEXADECIMAL ADDRESS

Word-Count: INTEGER
Access-Password: [Optional] BYTE STRING (4 bytes)

10.18.2Read-Words-Segmented-Memory-Tag response

The Read-Words-Segmented-Memory-Tag response has the following field names:

— Completion-Code (see 9.3);

— Execution-Code (see 9.4);

— Read-Data (see 7.5.13).
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Read-Words-Segmented-Memory-Tag response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 24
Read-Data: BYTE STRING
Completion-Code: INTEGER

Possible Values:

Value Definition

0 No-Error

25 Password-Mismatch

254 Undefined-Command-Error
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.4.

lawlsa il

10.19 Kill-Segmented-Memory-Tag

10.19.1Kill-Segmented-Memory-Tag command

The Kill-Segmented-Memory-Tag command has the fellowing arguments:
- Kill-Password (see 7.4.26);

—~ Singulation-Id (see 7.2.1).

he Kill-Segmented-Memory-Tag command instructs the interragator to apply appropriate air interface
rotocols to render the tag unreadable in future. The Kill-Ra§sword in the command shall miatch the
assword encoded on the tag.

Kill-Segmented-Memory-Tag command

Module-OID: OBJECT IDENTIFIER =@,0 15961 126 25
$ingulation-Id: BYTE STRING (0.:255)

Kill-Password: BY TE STRING'(4 bytes)

10.19.2Kill-Segmented-Memory-Tag response
The Kill-Segmented<Memory-Tag response has the following field names:
— Completion*€ode (see 9.3);

—  Execudtion-Code (see 9.4).

Lodule-OID:

Kill’'Segmented-Memory-Tag response

Value
0

8

27

28
255

OBJECTIDENTIEIER = 10 15961 127 25

Completion-Code: INTEGER
Possible Values:

Definition

No-Error
Singulation-1d-Not-Found
Zero-Kill-Password-Error
Kill-Failed
Execution-Error

© ISO/IEC 2021 - All rights reserved

53


https://standardsiso.com/api/?name=3f47da2ddccba67f9a4eaafbb9fb27bc

ISO/IEC 15961-1:2021(E)

Execution-Code: INTEGER
Possible Values: As defined in 9.4.

10.20 Delete-Packed-Object

10.20.1Delete-Packed-Object command

The Delete-Packed-Object command instructs the interrogator to delete the Packed-Object in which

the speq
specific
to ensur
Packed-

[tis pos:
case, theq

If the Ck
Packed-
interrog
it shall
Code.

If the C
Packed-

NOTE
be effect

The Delg
— Che
— Obij¢
— Sing

iﬁcd G‘chbt Idcutiﬁc1 ib LUlltaillCC‘l- T}lc CIIJJ.Cbt Idclltificl DillllJ}_y ClLtD dS dll a}iao tU idcutif_y

Packed-Object. Only one tag and only one Object-Identifier shall be programmed per command
e that the deletion process is robust. The delete function requires the removal of the assdciated
Dbject from the tag and replacing this with pad bytes.

ible that this procedure will not succeed if the Packed-Object is locked. If this is fouhd to be thie
response will return the appropriate Completion-Code.

leck-Duplicate flag is set to TRUE, the interrogator shall verify, before deleting the requestefd
Dbject, that there is only a single instance of the requested Object-Ideftifier on the tag. If thie
ator detects that the tag is encoding more than one instance of the referenced Object-Identifief,
not perform the Delete-Packed-Object function and shall return. the appropriate Completior

heck-Duplicate flag is set to FALSE, the interrogator shall\delete the first occurrence of thie
Dbject that contains the specified by its Object-Identifier

This is an argument that effectively provides no protection against duplicate Object-Identifiers. It cajn
ve when there is a high expectation of no duplicates.

bte-Packed-Object command has the followingiarguments:

ck-Duplicate (see 7.4.10);

ct-Identifier (see 7.3.3);

ulation-Id (see 7.2.1).

Delete |
Module
Singula

Check [
If s¢

Object Identifier: OBJECTADENTIFIER

er dn the tag

acked Object command
OID: OBJECT IDENTIFIER=1 0 15961 126 26
fion Id: BY TE STRING-(0..255)

uplicate: BOOLEAN
tis TRUE;the interrogator shall check that there is only one occurrence of the Object Identifi-

10.20.2

Delete-Packed-Object response

The Delete-Packed-Object response has the following field names:

— Completion-Code (see 9.3);

— Execution-Code (see 9.4).

Delete-Packed-Object response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 26
Completion-Code: INTEGER

Possible Values:
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Value Definition

0 No-Error

8 Singulation-1d-Not-Found

10 Duplicate-Object

12 Object-Not-Deleted

13 Object-Identifier-Not-Found

14 Object-Locked-Could-Not-Delete
37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.4.

10.21 Modify-Packed-Object-Structure

=

0.21.1Modify-Packed-Object-Structure command

he Modify-Packed-Object-Structure command is used to change the structure of a Packed-Object.
he structure of a Packed-Object may be modified to define/a specific directory type if the|Packed-
bject was created with the Packed-Object pointer allocation type as specified in 7.4.48. The command
etermines which type of directory shall be applied. The Object-Identifier simply acts as anf alias to
lentify a specific Packed-Object. Only one tag and ofily’one Object-Identifier shall be programmed per
ommand to ensure that the modification process isrobust.

(el ~eollal—N—|

et

[ is possible that this procedure will not succeed if the Packed-Object is locked. If this is found to be the
ase, the response will return the appropriaté’Completion-Code.

Q

A number of arguments are defined in the'Packed-Object-Constructs argument. These argumepnts shall
He used if included, but only if theyare relevant for the type of Packed Object being modified by the
dommand. If they are not relevantfor the current Packed Object, the parameters shall be ignorg¢d.

p—

F the Packed-Object already has a specific directory type defined, then the appropriate Conjpletion-
ode will be returned.

(an)

F the Check-Duplicateflag is set to TRUE, the interrogator shall verify, before modifying the rgquested
acked-Object, that‘there is only a single instance of the requested Object-Identifier on the tag. If the
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F the Check-Duplicate flag is set to FALSE, the interrogator shall modify the first occurrenge of the
acked-Object that contains the specified by its Object-Identifier.

law]

e

should olybsed whe there is a high expectation of no duplies.
The Modify-Packed-Object-Structure command has the following arguments:
— Check-Duplicate (see 7.4.10);

— Object-Identifier (see 7.3.3);

— Packed-Object-Constructs (see 11.12);

— Singulation-Id (see 7.2.1).
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Modify Packed Object command

Module OID: OBJECT IDENTIFIER =1 0 15961 126 27
Singulation Id: BYTE STRING (0..255)

Object Identifier: OBJECT IDENTIFIER

Check Duplicate: BOOLEAN

If set is TRUE, the interrogator shall check that there is only one occurrence of the Object Identi-
fier

Packed pbject€omstructs ListfOPTHONAL Eist of <Packed Object Constructs>

10.21.2Modify-Packed-Object-Structure response
The Modify-Packed-Object response has the following field names:
— Conppletion-Code (see 9.3);

— Exefution-Code (see 9.4).

Modify{Packed-Object-Structure response
ModuletOID: OBJECT IDENTIFIER =1 0 15961 127 27
Complefion-Code: INTEGER

Pgssible Values:

Vdlue Definition

0 No-Error

7 Object-Locked-Could-Not-Modify

8 Singulation-1d-Not-Found

10 Duplicate-Object

13 Object-Identifier-Not-Found

3( Directory-Already-Defined

33 Insufficient-Tag-Memery

37 Data-CRC-Not-Applied

34 Length-Not-Eneeded-In-DSFID

235 Execution“Error
Executipn-Code: INTEGER

Pdssible Values: Asdefined in 9.4.

10.22 Write-Segments-6TypeD-Tag

10.22.1|Write-Segments-6TypeD-Tag command

The Write-Segments-6TypeD-Tag command instructs the ISO/IEC 15962 Data Processor to write data
to the UIl segment, the item-related segment or both segments. The command can be implemented
to write initial data to the tag, or to add data to the tag. The command is supported by a compound
argument Add-Objects-List, which applies to the Item-related segment.

This command shall not be used to write a Monomorphic-UII. If the AFI on the tag declares that it is
registered for a Monomorphic-UlI, the appropriate error shall be returned, and the encoding process
aborted. The correct command to use is defined in 10.24.

If data is being encoded on the tag for the first time, the AFI, UII-DSFID, and Item-Related-DSFID (if
that segment is being encoded) shall be incorporated in the encoded byte string. If any of these three
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is already encoded on the tag and there is a mismatch with the equivalent argument in the command,
then the procedure shall be aborted

If the Access-Method is Packed-Objects, all Objects specified as arguments shall be included within the
same new Packed-Object added after any existing Packed-Objects in memory. Several arguments only
apply to Packed-Objects and these are defined in the Packed-Object-Constructs argument.

If the Access-Method is Tag-Data-Profile, all Objects specified as arguments shall be included within the
same Tag-Data-Profile. Adding an Object that is not specified by the Tag-Data-Profile-ID-Table argument
shall be treated as an error, and no encoding take place.

jlultiple records may be encoded only on the item-related segment. Individual records are writlten only
fter the MR-header has been created. The details defined in 10.11.1 shall apply in censtrudting the
dommand.

=

he Write-Segments-6TypeD-Tag command has the following arguments:
+ AFI (see 7.2.2);

+ Item-Related-Add-Objects-List (see 11.6);

+ Item-Related-DSFID-Constructs (see 11.7);

4 Lock-Ull-Segment-Arguments (see 7.4.31);

1+ Memory-Segment (see 7.4.36);

-+ Multiple-Records-Constructs (see 11.8);
+ Packed-Object-Constructs (see 11.12);
+ Singulation-Id (see 7.2.1);

—+ Tag-Data-Profile-ID-Table (see 7.4.60);
—+ UII-Add-Objects-List (see 11.16);

-+ UII-DSFID-Constructs (see 11:17).

Write-Segments-6TypeD-Tag'‘command

Module-OID: OBJECT IDENTIFIER =1 0 15961 126 28
$ingulation-1d: BYTESTRING (0.255)
Memory-Segment INTEGER

Possibléd/alues:

Valge Definition

it UII segment

2 Item-related data segment

3 Both segments presented as objects
AFI: BYTE

Not required for Memory-Segment =2 (Item-related data segment)
UII-DSFID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>

Not required for Memory-Segment = 2 (Item-related data segment)
UII-Add-Objects-List: List of <Add-Objects>

Only required for Memory-Segment = 1 (Ull segment), and this shall only contain one Ob-
ject-Identifier and Object

Lock-Ull-Segment-Arguments: INTEGER
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This argument takes precedence over lock argument elsewhere in the command.
Possible Values:
Value Definition
Protocol Control word
DSFID
PC word + DSFID
UII Data-Set, but not PC word nor DSFID
PC word + UlI Data-Set (this combination can be applied to a Monomorphic-UII)
DSFID + UII Data-Set

7 The complete Ull segment, including the CRC-16
Item-Rglated-DSFID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>

N¢t required for Memory-Segment = 1 (UIl segment)
Item-Related-Add-Objects-List: List of <Add-Objects>

N¢t required for Memory-Segment = 1 (UIl segment)
Packed{Object-Constructs: [OPTIONAL] List of <Packed-Object-Constructs>

N¢t required for Memory-Segment = 1 (UIl segment)
Tag-Datja-Profile-ID-Table: INTEGER [OPTIONAL]
Not required for Memory-Segment = 1 (UIl segment)
MultiplI—Records-Constructs: [OPTIONAL] List of <Multiple-Records-Constructs>

N Ul A W N

10.22.2Write-Segments-6TypeD-Tag response
The Write-Segments-6TypeD-Tag response has the following field names:

— Conjpletion-Code (see 9.3);

— Exegution-Code (see 9.4).

Write-Segments-6TypeD-Tag response
ModulefOID: OBJECT IDENTIFIER =1 15961 127 28
Complefion-Code: INTEGER

Pdssible Values:

Vdlue Definition

0 No-Exror

8 Singulation-1d-Not-Found

26 AFI-Mismatch

27 DSFID-Mismatch

3 Packed-Object-ID-Table-Not-Recognised-No-Encoding

32 Tag-Data-Profile-ID-Table-Not-Recognised

33 Insufficient-Tag-Memory

36 Command-Cannot-Process-Monomorphic-UII

43 Data-Format-Not-Compatible-Multiple-Records-Header
44 Access-Method-Not-Compatible-Multiple-Records-Header
45 Sector-Identifier-Not-Compatible-Multiple-Records-Header
46 Record-Preamble-Not-Configured

47 Record-Preamble-Not-Locked

255 Execution-Error
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Additional Completion-Codes apply to the Write-Response-List
Execution-Code: INTEGER
Possible Values: As defined in 9.4.

10.23 Read-Segments-6TypeD-Tag

10.23.1Read-Segments-6TypeD-Tag command

his command shall not be used to read any data object or other part of a multiple record. The
rocedures are defined in 10.27.

f words from all the memory segments of a Type D tag, and then to subdivide into the segm

1
B
The Read-Segments-6TypeD-Tag command instructs the interrogator to read a contigious g
g
dther component parts. This command can also be useful for diagnostic purposest

s the air interface protocol is capable of delivering the entire payload of the"I'ype D tag, it is

rfem-related data segment. A basic assumption of this command is that.érly one Object-Ident
bject data set is encoded in the UIl memory.

O = = o

o

his command may be used to read a Monomorphic-UII by declaring the relevant AFI as an ajy
he Data Processor checks that the AFI is registered as part’of a Monomorphic-UIl entry
50/1EC 15961-2 data constructs register.

—

- If it is registered, the encoded bytes are de-compadcted to the rules defined on the regi
included in the response.

- Ifitis notregistered, the appropriate error j$ureturned.
NOTE A UII-DSFID is not required when inveking this command read a Monomorphic-UII.

The argument Read-Type is only applied-if Objects are to be returned from the item-related 5
The argument enables the application to request selected and declared Object-Identifier(|
fdrocessed or to request that all Object-Identifier(s) be processed.

he item-related segment,(in ‘effect the byte string defined in ISO/IEC 18000-64 as the outpt
hterrogator. As this by-pass any decode process by the ISO/IEC 15962 Data Processor the byte
he response can be used for diagnostic purposes on the original encoding.

-+ e —

—

he Read-Segments-6TypeD-Tag command has the following arguments:
—+ AFI (see. £2.2);
+ Item=Related-DSFID-Constructs (see 11.7);

—+~Memory-Segment (see 7.4.36);

relevant

equence
bnts and

possible

br the application to call for Object-Identifier(s) and Object(s) from either\the Ull segment and /or the

fier and

gument.
y on the

ster and

egment.
5) to be

[ is possible, setting Memory:Segment = 4 to call for all the bytes as encoded on the UIl segment and

it of the
string in

— Read-Objects (see 11.13);

— Read-Type (see 7.4.53);

— Singulation-Id (see 7.2.1);

— UII-DSFID-Constructs (see 11.17).

Read-Segments-6TypeD-Tag command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 29
Singulation-1d: BYTE STRING (0.255)
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Memory-Segment: INTEGER
Possible Values:

Value Definition

1 UII segment

2 Item-related data segment

3 Both segments presented as objects

4 Both segments as un-interpreted bytes
AFI: BY['E

UII-DSHID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>
Not required for Memory-Segment = 2 (Item-related data segment)
No¢t required if the AFI is for a monomorphic-UII
Item-Rglated-DSFID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>
N¢t required for Memory-Segment = 1 (UIl segment)
Read-Tyfpe: INTEGER
N¢t required for Memory-Segment = 1 (UIl segment)
Pdssible Values:

Vdlue Definition
1 Read-Multiple-Objects
2 Read-All-Objects

Read-Objects-List: List of <Read-Objects>
This does not apply to Read-All-Objects (2)

10.23.2Read-Segments-6TypeD-Tag response

The Reafd-Segments-6TypeD-Tag response has‘the following arguments:

— Conjpletion-Code (see 9.3);
— Exetution-Code (see 9.4);

— ISO{Ullmemory (see 11.5);

— Length-Lock Byte (see Z5.4);
— Reafl-Data (see 7.543);
— Reafl-Objects-ReSponse-List (see 11.14).

Read-Sdgments-6TypeD-Tag response
ModulefOID~OBJECT IDENTIFIER =1 0 15961 127 29
[SO-UII Memory-ListrListof ISO-UtiMemory>
This response argument is included when the content of the UIl segment has been requested
Length-Lock Byte: BYTE

This response argument is included when the content of the item-related data segment has been
requested

Read-Objects-Response-List: List of <Read-Objects-Response>

This response argument is included when the content of the item-related data segment has been
requested

Read-Data: BYTE STRING
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This response argument is included when the Memory-Segment = 4 (Both segments as un-inter-
preted bytes)

Completion Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-Id-Not-Found
255 Executiomr=Error

Execution-Code: INTEGER
Possible Values: As defined in 9.4.

10.24 Write-Monomorphic-UII

10.24.1 Write-Monomorphic-UIl command

The Write-Monomorphic-Ull command instructs the ISO/IEC 15962."Data Processor to |write a
Nonomorphic-Ull, either initially or to modify an existing Monomerphic-UIl. Arguments are applied
selectively depending on the type of tag being addressed.

Monomorphic-Ull is only supported by an encoded AFI, and4o DSFID is encoded. The Object-Ifentifier
5 only required for communication purposes between thejapplication and the Data Processor] It is not
ncoded on the tag. Only Compact-Parameter with the value 5 (Monomorphic-UII) shall be us¢d in the
ommand.

Q O = o

he generic encoding process calls for the Datd ‘Processor to check that the AFI in the cgmmand
hatches with one for a Monomorphic-Ull on the\ISO/IEC 15961-2 Data Constructs register. If a match is
ot possible either because the AFI is not registered for a Monomorphic-UII or that no matching AFI can
e found on the register, then the encoding process is aborted.

o= = e

If the AFI matches, the Object-Identifier is also checked for a match with that on the ISO/IEC|15961-2
[Jata Constructs register. A mismatch generates an appropriate Completion-Code, but this shquld only
he treated as a warning about constructing the command. The process continues because th¢ Object-
Iflentifier is not encoded. The Data Processor uses the explicitly defined compaction scheme asgsociated
with the AFI on the ISO/IEC 15961-2 Data Constructs register to encode the Monomorphic-UII.

If the Memory-Type is(0YType C MB01) the first requirement is to read the content of MB 01 to gstablish
ny existing encoding. If this is locked, the process is aborted, otherwise the process continjies. The
coding proces$7compacts the Object, and if this results in an odd number of bytes app¢nds the
tprminator byte.00,,. The Protocol Control word is constructed, incorporating the AFI and the length
its. If the Aecess-Password is in the command it is used to match that on the tag to protect against
nauthorised writing of data to the tag. If this command is used to over-write MB01 with a new
onomorphic-Ul], it is necessary to compare the length of the current and the new byte string. If the
ew code is of a shorter length, the interrogator shall ensure that bytes representing part of the older
de'are over-written with zero bytes.

If the Memory-Type is 1 (Type D UIl segment), the first requirement is to read the content of the UII
segment to establish any existing encoding. If this is locked, the process is aborted, otherwise the
process continues. The encoding process compacts the Object, and if this results in an odd number of
bytes appends the terminator byte 00,4. The Protocol Control word is constructed, incorporating the
AFT and the length bits. If this command is used to over-write the UIl segment with a new Monomorphic-
UIJ, it is necessary to compare the length of the current and the new byte string. If the new code is of a
different length (i.e. shorter or longer) to an existing Monomorphic-UlI, the interrogator shall check if
an item related segment is already encoded. The over-writing procedure, as defined in ISO/IEC 15962
shall consider whether there is item-related data on the RFID and whether any of this is locked. This is
necessary because encoding on a Type D tag is contiguous between segments.
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If the Memory-Type is 2 (single memory tag) the first requirement is to read the AFI on the tag (which
can be encoded in a separate memory area) and at least 16 bytes from the content of the user memory
to establish any existing encoding. If encoded bytes are found, then the process continues until a string
of four zero bytes is found. If either the AFI or any part of the user memory is locked, the process is
aborted, otherwise the process continues. The encoding process compacts the Object and adds the
length of the compacted Monomorphic-UlIl as a prefix. If this command is used to over-write with a
new Monomorphic-Ul], it is necessary to compare the length of the current and the new byte string.
If the new code is of a shorter length, the interrogator shall ensure that bytes representing part of the
older code are over-written with zero bytes. If the correct AFI for the Monomorphic-UlI is not already
encodedlun the-tag-thenthisisencoded:

The Write-Monomorphic-UIl command has the following arguments:
— Accg¢ss-Password (see 7.4.1);

— AFI|(see 7.2.2);

— AFI{Lock (see 7.4.3);

— Conjpact-Parameter (see 7.3.6);

— Merpory-Bank-Lock (see 7.4.34);

— Menpory-Type (see 7.4.37);
— Objgct (see 7.3.5);

— Objé¢ct-Identifier (see 7.3.3);
— Object-Lock (see 7.3.7);

— Singulation-Id (see 7.2.1).

Write-Monomorphic-UIl command
Module{OID: OBJECT IDENTIFIER =1 0 15961126 30
Singulation-Id: BYTE STRING (0..255)
Memory-Type: INTEGER (0..15)
Pgssible Values:

Vdlue Definition

0 Type CMBO1

1 Type\D'UIl segment
2 single memory tag

Access-Password: [OPTIONAL] BYTE STRING (4 bytes)

This may-only be applied for Memory-Type 0 (Type C MB01). Additionally it is optional.
AFIL: BY['E
AFI-Lock: BOOLEAN

This may only be applied for Memory-Type 2 (single memory tag)

If set to TRUE, the interrogator shall lock the AFI

Object-Identifier: OBJECT IDENTIFIER
This is the Object-Identifier associated with the AFI on the ISO/IEC 15961:2004 Data Constructs
register.

Object: BYTE STRING
This is the Monomorphic-UII as presented by the application
Compact-Parameter: INTEGER
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The only permitted value is 5 (Monomorphic-UII), which shall cause the Data Processor to call
the explicitly defined compaction scheme associated with the AFI on the ISO/IEC 15961:2004
Data Constructs register.

Object-Lock: BOOLEAN
This may only be applied for Memory-Type 2 (single memory tag)
If TRUE the interrogator shall lock the relevant Data-Set
Memory-Bank-Lock: BOOLEAN
This may only be applied for Memory-Type 0 (Type C MBR0O1)
If TRUE the entire memory bank shall be locked.
Lock-Ull-Segment-Arguments: INTEGER
This may only be applied for Memory-Type 1 (Type D UIl segment)

Possible Values:

Value Definition

4 UII Data-Set, but not PC word nor DSFID

5 PC word + UII Data-Set (this combination can be appliéd to a Monomorphic-UII)
7 The complete Ull segment, including the CRC-16

10.24.2Write-Monomorphic-UII response

The Write-Monomorphic-Ull response has the following figld names:

—~ Completion-Code (see 9.3);

- Execution-Code (see 9.4).

Write-Monomorphic-UlI response

Module-OID: OBJECT IDENTIFIER =1 0,15961 127 30
[ompletion-Code: INTEGER

Possible Values:

Value Definitien

0 No-Erpor

7 Object-Locked-Could-Not-Modify
8 Singulation-Id-Not-Found

22 Object-Modified-But-Not-Locked
25 Password-Mismatch

26 AFI-Mismatch

33 Insufficient-Tag-Memory

34 AFI-Not-For-Monomorphic-UII
35 Monomorphic-Ull-OID-Mismatch
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.4.

10.25 Configure-Extended-DSFID

10.25.1General

The Configure-DSFID command (see 10.3) is structure to support the encoding of an Access-Method
and a Data-Format. Since the publication of the superseded ISO/IEC 15961:2004, additional features
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have been added to create an Extended DSFID, for example, to signal the length of encoded data or
whether error detection has been added to the data for data that is stored for a long period of time.
The Configure-Extended-DSFID command is used to set various indicators that are encoded within the
Extended DSFID. As the DSFID specifies which encoding rule to follow, the additional features declared
by this command simply determine additional processes that are to be used when encoding data.

10.25.2 Configure-Extended-DSFID command
The Configure-Extended-DSFID command is used to instruct the Data Processor to encode all relevant
tag.

The DSKID-Constructs-list is used to specify the Access-Method and Data-Format. The Ext-DSFID
Construfts-list is used to set indicators on the Extended-DSFID and to instruct the Data Processor t
carry oyt certain procedures, e.g. to apply a CRC to the data.

[=}

The DSHID-Lock argument, if set, is applied to the entire DSFID and Extended-DSFID b¥te string.

The Conffigure-DSFID command has the following arguments:

— DSHID-Constructs (see 11.2);

— DSFHID-Lock (see 7.4.15);
— Ext{DSFID-Constructs (see 11.4);
— Singulation-Id (see 7.2.1).

The DSHID-Lock argument should only be applied once the user decides that all the features of thie
Extended DSFID can be permanently encoded.

Configdre-EXtended-DSFID command
ModulefOID: OBJECT IDENTIFIER =1 0 15961126 31
Singulation-Id: BYTE STRING (0..255)
DSFID-Constructs-list: List of <DSFID-Censtructs>
Ext-DSHID-Constructs-list: [Optionall\List of <Ext-DSFID-Constructs>
DSFID-Lock: BOOLEAN

If s¢t to TRUE, the internogator shall lock the DSFID

10.25.3Configure-Extended-DSFID response
The Conffigure-Extended-DSFID response has the following field names:

— Conppletion=€ode (see 9.3);

— Exetution-Code (see 9.4).

Configure-Extended-DSFID response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 31
Completion-Code: INTEGER

Possible Values:

Value Definition

0 No-Error

4 DSFID-Not-Configured

5 DSFID-Not-Configured-Locked
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6 DSFID-Configured-Lock-Failed

8 Singulation-1d-Not-Found

37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID

255 Execution-Error
Execution-Code: INTEGER

Possible Values: As defined in 9.4.

0.26 Configure-Multiple-Records-Header

0.26.1General

he Configure-Multiple-Records-Header command shall be the first command, invoked to enaple a tag
tp support multiple records. The command can be applied to any tag of sufficient memory capdcity, but
nly applies to Memory Bank 11 of a segmented memory tag such as Type C.

0.26.2 Configure-Multiple-Records-Header command

he Configure-Multiple-Records-Header command is used to instruct the Data Processor to encode all
levant features of the MR-header on the tag. The command/shall be invoked before any encofling of a
cord takes place on the tag.

he Access-Password in the command is used to match:that on the tag to permit writing data tq the tag.
his only applies to the Type C tag and can only be applied to that tag if such a password had previously
een encoded.

he DSFID-Constructs-list is used to specify the’Access-Method (= 4) and Data-Format. If all the records
re known to share the same Data-Format, defined as homogenous Multiple-Records encoding, then the
alue of that Data-Format shall be encoded. If any of the records are expected to have differgnt Data-
ormats, defined as a heterogeneous Multiple-Records encoding, then the Data-Format {00001} shall be
sed.

o T <

o

OTE For the Multiple-Records Access-Method, the interpretation of Data-Format {00001} is|that the
ecords do not share a commorPata-Format.

—

(wwl

ecause Access-Method {4} is required, the Ext-DSFID-Constructs-list argument (see 11.4) is required
b be used, but with these specific variants:

(s

1+ Memory-Length-Encoding is optional and applies to the directory. The possible values for the bit
string are’)0'to indicate that no encoding is requested, and 10 to indicate that the current length of
the diréctory shall be calculated by the Data Processor and encoded and encoded in the MR-header.
If the:MR-header is locked, then this cannot be used.

-+ “Data-CRC-Indicatoris optional and is applied to the entire directory component but is recommended
if a directory is present. The only possible value for the bit string is 10.

— Simple-Sensor-Indicator is conditional and only required if other mechanisms are not available on
the tag to declare the presence of simple sensors.

— Battery-Assist-Indicator is conditional and only required if other mechanisms are not available on
the tag to declare the presence of a battery.

— Full-Function-Sensor-Indicator is conditional and only required if other mechanisms are not
available on the tag to declare the presence of full function sensors.

— DSFID-Pad-Bytes shall not be used because of the facility to add pad bytes for the complete MR-
header.
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The Directory-Length-EBV8-Indicator (see 7.4.14) is mandatory and used to instruct the Data Processor
to provide sufficient space in the MR-header to allow for the directory size to be encoded within the
size limits set by the application.

The Multiple-Records-Feature-Indicator is mandatory and is a bit mapping to provide further
information about the records encoded in the Logical Memory (see 7.4.39 for the details).

The Sector-Identifier (see 7.4.57) when included in this argument as a non-zero value represents the
true sector identifier, but a zero value indicates that the true sector identifier is encoded in each of the
individual records.

The Poipter-To-Multiple-Records-Directory (see 7.4.51) is an EBV-8 address to shows the start ofj t:E
directorly. The specific values are derived from air interface responses that provide details|of t
hardwaye memory mapping of the tag.

The Lock-Multiple-Records-Header argument (see 7.4.29) is used to determine whether the ‘entire MR
header ip locked or not. If it is not locked, the following options are possible:

— to lgave only the data length of the directory field unlocked;
— to lgave only the number-of-records field unlocked;
— to lgave both the data length of the directory field and the Number-ef-récords field unlocked.

In the uplocked cases, the Data Processor shall ensure that necessary pad bytes are added after the
preceding fields to achieve block alignment before they are locked;'It'shall also block align the unlocked
field(s).

The Conffigure-Multiple-Records-Header command has thefollowing arguments:

— Acc¢ss-Password (see 7.4.1);

— Dirgctory-Length-EBV8-Indicator (see 7.4.14);
— DSF|D-Constructs (see 11.2);
— Ext{DSFID-Constructs (see 11.4);

— Lock-Multiple-Records-Header {see 7.4.29);

— Mulfiple-Records-Features-Indicator (see 7.4.39);

— Pointer-To-Multiple-Reeords-Directory (see 7.4.51);
— Secfor-ldentifier (See 7.4.57);

— Singulation-ld\(see 7.2.1).

Configure-Multiple-Records-Header command

ModulefO1D: OBJECT IDENTIFIER =1 0 15961 126 32

Singulation-Id: BYTE STRING (0..255)

Access-Password: [OPTIONAL] BYTE STRING (4 bytes)

DSFID-Constructs-list: List of <DSFID-Constructs>

Ext-DSFID-Constructs-list: List of <Ext-DSFID-Constructs>
Directory-Length-EBV8-Indicator: [Optional] INTEGER
Possible Values:

Value Definition
1 Single byte EBV-8
2 Double byte EBV-8, even if the length is less than 128 blocks
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Multiple-Records-Features-Indicator: BYTE
This is a bit map that is set in this command that determines rules for the Data Processor to

follow when encoding individual records.

Sector-Identifier: INTEGER

Possible Values:

ISO/IEC 15961-1:2021(E)

Value Definition
0 Indicates that the sector identifier varies between records, and that the true
+0 Idicatesthe truevatue of thesector that dpplica toattrecords:

Pointer-To-Multiple-Records-Directory: EBV-8 VALUE
This value is based on responses from the interrogator on the memory mapping of the tag that is

being addressed.

Lock-Multiple-Records-Header: INTEGER

Possible Values:

Value Definition

0 Not locked

1 Completely locked

2 All components locked except for the Number-ofirecords field.

|

10.26.3 Configure-Multiple-Records-Header response
he Configure-Multiple-Records-Header response has, the following field names:
—~ Completion-Code (see 9.3);

~ Execution-Code (see 9.4).

Configure-Multiple-Records-Header response
Module-OID: OBJECT IDENTIFIER = 110-15961 127 32
[ompletion-Code: INTEGER

Possible Values:

Value Definition

0 No-Error

4 DSFID-Not-Configured

8 Singulation-Id-Not-Found

25 Password-Mismatch

37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID

39 Multiple-Records-Header-Not-Configured
40 Multiple-Records-Header-Not-Locked
41 File-Support-Indicators-Not-Configured
42 File-Support-Indicators-Not-Locked

255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.4.
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10.27 Read-Multiple-Records

10.27.1Read-Multiple-Records command

The Read-Multiple-Records command instructs the interrogator to read various logically structured
components from a tag configured to encode multiple records. This includes reading a set of one or more
Object-Identifiers and associated Objects from an individual record. Only one tag shall be programmed

per command to ensure that the reading process is robust.

The conpnand-is-apphied-to-memory-bank11-of the Type

g andtatha Itam ralatad data cagmant r‘f
Seto-te-rte-rerate aaata-Segientq

Ctn
......... Ppriea+teo-Hemoer Ty pe-o+tass

the Type¢ D tag.

The Read-Record-Type argument (see 7.4.52) provides a set of options for read data from the tdg,

The Read-Multiple-Records command has the following arguments:
— Max-App-Length (see 7.4.32);

— Reafl-Objects (see 11.13);

— Reafl-Record-Type (see 7.4.52);

— Singulation-Id (see 7.2.1).

Read-Mpltiple-Records command

Module{OID: OBJECT IDENTIFIER =1 0 15961 126 33
Singulation-1d: BYTE STRING (0..255)
Read-R¢cord-Type: INTEGER

ssible Values:

lue Definition
Read-Multiple-Records-Header

Q)

Read-Multiple-Records-Directory
Read-Preamble-Spégific-Multiple-Record
Read-All-Record-0IDs-Specific-Record-Type
Read-OIDs-Specific-Multiple-Record
Read-All:@bjects-Specific-Multiple-Record
Read<Multiple-Objects-Specific-Multiple-Record
Read-1st-Objects-Specific-Multiple-Record
Read-Data-Element-List-Specific-Multiple-Record
Read-Objectszhist: List of <Read-Objects>

T}ris only applies to:

O O N UT A WN RO

Read-Multiple-Records-Header-Plus-1st-Preamble

Read-Preamble-Specific-Multiple-Record (3),
Read-All-Record-OIDs-Specific-Record-Type (4),
Read-All-Objects-Specific-Multiple-Record (6),
Read-Multiple-Objects-Specific-Multiple-Record (7),
Read-1st-Objects-Specific-Multiple-Record (8), and
Read-Data-Element-List-Specific-Multiple-Record (9)

Max-App-Length: INTEGER (1..65535)
This only applies to Read-Type (8) and is expressed in bytes

See 7.4.52 for details of what Objects are relevant to each Read-Record-Type
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10.27.2Read-Multiple-Records response
The Read-Multiple-Records response has the following argument and field names:
— Completion-Code (see 9.3);

— Execution-Code (see 9.4);

— Multiple-Records-Directory-Structure-List (see 11.9);

Mn]fip]n-nnr‘nrdc-]—lnar‘nr-ernr‘hlrn-l ist (cnn 111 n);

-+ Multiple-Records-Preamble-Structure (see 11.11);
-+ Read-Objects-Response-List (see 11.14);
—+ Read-0OIDs-Response-List (see 11.15).

Read-Multiple-Records response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 33

Multiple-Records-Header-Structure-List: [Conditional] List of <Multiple-Records-HeaderfStruc-
ure>

Multiple-Records-Preamble-Structure: [Conditional] List of <Multiple-records>

Multiple-Records-Directory-Structure-List: [Conditional] List\of <Multiple-Records-Directory-Struc-
ure>

Read-0IDs-Response-List: [Conditional] List of <Read-QIDs-Response>

e e

Read-Objects-Response-List: [Conditional] List of <Read-Objects-Response>
[ompletion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-Id-Net-Found

48 Multiple-Recards-Directory-Not-Present
255 Execution¢Error

Additional Completioh-Codes apply to the:
Read-Ohjects-Response-List

Execution-Code: INTEGER

Possible Values: As defined in 9.4.

10.28 Delete-Multiple-Record

10:.28.1 Delete-Multiple-Record command

The Delete-Multiple-Record command instructs the interrogator to either mark a Multiple Record as
deleted or to physically delete the record.

The Delete-MR-Method argument in the command instructs the interrogator as to which of these two
methods is used.

If the method is mark record as deleted, the bytes that make up the record are not actually deleted, but
the subject record and its entry in the directory (if present) have code values set to indicate that the
record is no longer to be treated as valid. If either the record preamble or the directory is locked, then
the command cannot be invoked. If the record is part of a hierarchical structure, then all the child(ren)
records from the lowest level shall be deleted first. If any of these record preambles, or the associated
directory entry, is locked, then none of the records can be deleted.
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If the method is to physically delete the record, then all the encoding in the record is changed to make
this part of the memory available for future encoding. This method cannot be used if any part of the
record is locked, but if the preamble of the record is not locked, then the alternate method (mark record
as deleted) may be attempted.

The Access-Password in the command is used to match that on the tag to permit writing data to the tag

and deleting implies a write transaction. This only applies to the Type C tag and can only be applied to
that tag if such a password had previously been encoded.

The Delete-Multiple-Record command has the following arguments:

Access-Password (see 7.4.1);

Obje¢ct-Identifier (see 7.3.3);

Singulation-Id (see 7.2.1).

Delete-Multiple-Record command

ModuletOID: OBJECT IDENTIFIER =1 0 15961 126 34
Singulation-Id: BYTE STRING (0..255)
Access-Password: [OPTIONAL] BYTE STRING (4 bytes)
Delete-MR-Method: INTEGER

Pos§ible Values:

Vallie Definition

0
1

Mark record as deleted
Physically delete to record

Object-Identifier: OBJECT IDENTIFIER

Thip is the Object-Identifier to the level where tli€ final arc is that of the instance-of or hierarchi-
cal |dentifier

10.28.2Pelete-Multiple-Record response

The Read-Multiple-Records responseshas the following field names:

Conjpletion-Code (see 9.3);

Exefution-Code (see 9.4):

70

Delete-Multiple-Recordresponse
ModulefOID: OBJECTNIDENTIFIER =1 0 15961 127 34
Completion-Code: INTEGER

Pdssible Values:

Valte Definition

0 No-Error

8 Singulation-Id-Not-Found

13 Object-Identifier-Not-Found

25 Password-Mismatch

49 Record-Not-Deleted-Preamble-Locked

50 Record-Not-Deleted-Directory-Locked

51 Record-Not-Deleted-Lower-Level-Preamble-Locked
52 Record-Not-Deleted-Encoding-Locked

255 Execution-Error
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Execution-Code: INTEGER
Possible Values: As defined in 9.4.

11 Arguments

11.1 Add-Objects

This argument provides a list of Object-Identifiers and Objects to be written to the RFID, either to a

blank" tag or to append to data already encoded.
The Add-Objects argument has the following arguments:
-+ Avoid-Duplicate (see 7.4.6);

—+ Compact-Parameter (see 7.3.6);

+ Object (see 7.3.5);

-+ Object-Identifier (see 7.3.3);
-+ Object-Lock (see 7.3.7).

pdd-Objects argument
Dbject-Identifier: OBJECT IDENTIFIER
pvoid-Duplicate: BOOLEAN

the tag.

Dbject: BYTE STRING

Lompact-Parameter: INTEGER (0..15)

Possible Values:

Value Definition (see 7.3.6'for further details)

0 Application-Defined
1 Compact

2 UTF8-Data

3 Packed-Objects

4 Tag-Data-Profile

Dbject-Lock: BOOLEAN
If TRUE\the interrogator shall lock the relevant Data-Set.

If TRUE, the interrogator shall check that the sabject Object-Identifier is not already encoded on

If the Eempact-Parameter is Packed-Objects, then this shall be the same for each component in

z1nd the value of Object-Lock shall also be consistent throughout the list.

11.2 DSFID-Constructs

the list;

DSFID-Constructs argument
Access-Method: INTEGER
Possible Values
Value Definition
No-Directory
Directory
Packed-Objects

N = O
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3 Tag-Data-Profile

4 Multiple-Records

5to 15 Reserved for extension when extensions to DSFID are implemented
Data-Format: INTEGER

Possible Values

Value Definition

0 Not-Formatted

1 Full-Featured

2 Root-OID-Encoded

3tq28 As published by the Registration Authority of ISO/IEC 15961-2:2019

29 For closed systems in accordance with ISO/IEC 15962

30 For closed systems with proprietary encoding

31 Not applicable as an assigned DSFID

32 fo 287 Reserved as an extension for multiple byte Data-Format

11.3 EPC-Ullmemory

EPC UII
Protoca

EPC Codle: BYTE STRING

Memory argument
| Control Word: BYTE STRING (2)

11.4 Ej

This arg
on the 4
argumel

If either
relevant

If either
CRC and

If the a
and/or
whether

Additior
number

The arg

t-DSFID-Constructs

ument provides a list of additional arguments that are used to indicate additional features
ag, or processes that the Data Processor-shall use to complete the encoding on the tag. Thie
1t is also used for some responses.

or both the Memory-Length-Encoding bits are = 1, the Data Processor shall calculate the
number of blocks and encode this'on the tag conforming to the Extended DSFID syntax.

or both the Data-CRC-Indicator bits are = 1, the Data Processor shall calculate the relevant datia
encode this in the appropriate locations in the memory.

bplication specifies:that the Battery-Assist-Indicator, and/or Full-Function-Sensor-Indicato
imple-Sensor-Indicator are to be set =1 (TRUE), the Data Processor shall encode these setting
or not the selécted feature is actually supported by the tag.

wn

al bytes_ean be encoded in the Extended-DSFID for future encoding on the tag by specifying thie
of DSFID:Pad-Bytes.

indents Length-Of-Encoded-Data and Memory-Capacity are returned as arguments when t

Ext-DSF

D=Constructsisincludedina response

The Ext-DSFID-Constructs argument has the following arguments:

— Battery-Assist-Indicator (see 7.4.7);

— Data-CRC-Indicator (see 7.4.11);

— DSF
— Full

ID-Pad-Bytes (see 7.4.16);

-Function-Sensor-Indicator (see 7.4.20);

— Length-Of-Encoded-Data (see 7.5.5);
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— Memory-Capacity (see 7.5.8);

— Memory-Length-Encoding (see 7.4.35);

— Simple-Sensor-Indicator (see 7.4.58).

Ext-DSFID-Constructs argument
Memory-Length-Encoding: BIT STRING
Possible Values

Value Definition

00, No encoded length or memory capacity is small (i.e. not more than 256bits)
01, Memory capacity is defined

10, The length of encoded data is defined

11, Both memory capacity and length of encoding are defined

Pata-CRC-Indicator: BIT STRING
Possible Values

Value Definition

00, No data CRC

01, Data CRC applied to each individual data set

10, Data CRC applied only to the entire enceded data

11, Data CRC applied to each data set and to the entire encoded data

$imple-Sensor-Indicator: BOOLEAN

If a simple sensor is on the tag, this is set asdFRUE.
Battery-Assist-Indicator: BOOLEAN

If this is a battery assisted tag, this is'set as TRUE.
Full-Function-Sensor-Indicator: BOOLEAN

If a full-function sensor is on the'tag, this is set as TRUE.
PSFID-Pad-Bytes: [Optional] INTEGER

This is the number of additional bytes requested by application to support additional arguments
to be added at a later time, e.g. the Memory-Capacity and/or the Length-Of-Encoded-Datd. In a
response this can also include the number of pad bytes added to enable the extended DSKID to
be locked on a lock-block boundary.

Memory-Capacity: INTEGER

This is only'included in a response that included the Ext-DSFID-Constructs argument
Length-Of-Encoded-Data: INTEGER

This\is only included in a response that included the Ext-DSFID-Constructs argument

115 ISO-Ullmemory

[SO-Ullmemory argument
Protocol-Control-Word: BYTE STRING (2)
DSFID: BYTE [OPTIONAL]
This is not returned when the AFI declares that that the Object is a Monomorphic-UII
Read-Objects-Response-List: List of <Read-Objects-Response>
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11.6 Item-Related-Add-Objects

The command argument Item-Related-Add-Objects has the same function and structure as the Add-
Objects command argument (see 11.1), except that it is encoded in the item-related segment of a tag that
can address multiple segments in the same air interface transactions. This specific argument enables it
to be distinguished from the UII- Add-Objects (see 11.16).

11.7 Item-Related-DSFID-Constructs

TheCO c =4 a G orrstruacts—T1ras Tre-Samreranctrom—ant—Sstractatre—as g
DSFID-(onstructs command argument (see 11.2), except that it is encoded in the item-related segnier
of a tag that can address multiple segments in the same air interface transactions. This specifi
argument enables it to be distinguished from the UII-DSFID-Constructs (see 11.17).

QO

11.8 Mpltiple-Records-Constructs

This argument provides a list of additional arguments that are used when writing.a multiple record t|
the Logikcal Memory.

=}

The BOQLEAN command argument Append-To-Existing-Multiple-Record (sée)7.4.4) is used to declarg,
if TRUE] whether the list of data objects is to be appended to a pre-existing record, subject to all thie
compongnt arguments matching fields already encoded for the multiplexecord. If FALSE, this comman{d
shall be jused to create a new record.

The command argument Application-Defined-Record-Capacity (see 7.4.5) simply provides t
applicatjon with the choice to set the memory capacity to a given size or to allow the Data Processqr
to blockl align the record. Allowing the Data Processor tg,control this is recommended unless the
is a reagon for the application to set a larger memory cdpdcity, for example to enable additional da
elementp to be encoded at a later time. Therefore, the Record-Memory-Capacity is only required if t
applicatjon needs to control this aspect of memory;

The Recprd-Type-Classification argument (see7:4.56) shall be aligned with the rules defined in the MR
header. If the wrong value is used, then the command shall be rejected by the Data Processor.

When constructing a command to encode a record that is part of a hierarchical structure, reference
should e made to the application standard to ensure that the hierarchical relationships are correct.
The Identifier-Of-My-Parent argument (see 7.4.22) shall be based on a record that has already been thie
subject ¢f a previous write command. If there is a mismatch, then the record is not encoded.

The Number-In-Data-Element-List argument (see 7.4.41) only applies if the record is a data element ligt
and is used to provide addjtional information to the Data Processor to ensure that the correct numbdr

of the setting of the argument, if a directory is already encoded, then the Data Processor shall
automatically fully update the directory.

Multiple-Records-Constructs argument
Append-To-Existing-Multiple-Record: BOOLEAN

If set to TRUE, the Data Processor shall check that all the arguments match with an existing mul-
tiple record and that none of the Relative-OID values already exist in the current version of the
record. In the case that the existing record is defined as a data element list, then none of the list
element number values in this command shall already be encoded in the current version of the
record. If set to FALSE, the Data Processor shall encode the record as a new record.
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Application-Defined-Record-Capacity: BOOLEAN
mum required to support the record.
Record-Memory-Capacity: [Optional] INTEGER

blocks to be set aside for additional encoding in this record in the future.
Record-Type-Classification: BIT STRING

If set as TRUE, the application needs to define the Record-Memory-Capacity argument. If FALSE,
the Data Processor shall simply block align the record and encode the record capacity as the mini-

This is the total number of blocks that the application requires for the record, with any unused

Possible Values:

Value Definition

000, stand-alone record, with an instance-of arc =0

001, stand-alone record, with an instance-of arc >0

010, hierarchical record, top level

011, hierarchical record, has both parent and child(ren)

100, hierarchical record, data element list

101, other hierarchical record, no further children

110, Not relevant to this command (because it is associated with deleted records)
111, reserved

ldentifier-Of-My-Parent: [Conditional] INTERGER
This value is the same as the hierarchical identifierlef the parent record
Number-In-Data-Element-List: [Conditional] INTERGER (1..255)

coding the associated Add-Objects argument

Lock-Record-Preamble: BOOLEAN

If this is set as TRUE, then the preamible shall be block aligned and locked
Update-Multiple-Records-DirectoryrBOOLEAN

If this is set as TRUE, then the directory is updated with this record, and any others not on|
directory

Lock-Directory-Entry: BOOLEAN
If this is set as TRUE;-then the directory entry for the record shall be block aligned and loc

This value is provided when the record classification is {100} to assist the data processor in en-

the

ked

11.9 Multiple-Records-Directory-Structure

—

his response{argument provides a list of the content of the multiple records directories in a
hat the information can be used by the application to construct additional commands.

—

—

he ,Multiple-Records-Directory-Structure argument contains the following arguments a
ames:

=

manner

nd field

— DSFID-Constructs (see 11.2);

— Ext-DSFID-Constructs (see 11.4);

— Hierarchical-Identifier-Arc (see 7.4.21);
— Identifier-Of-My-Parent (see 7.4.22);

— Instance-Of-Arc (see 7.4.25);

— Record-Type-Arc (see 7.4.55);

— Record-Type-Classification (see 7.4.56);
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— Sector-Identifier (see 7.4.57);

— Start-Address-Of-Record (see 7.4.59).

Multiple-Records-Directory-Structure argument

DSFID-Constructs-list: [Conditional] List of <DSFID-Constructs>
Ext-DSFID-Constructs-list: [Conditional] List of <Ext-DSFID-Constructs>
Sector-Identifier: [Conditional] INTEGER

If the-sectoridentifter has ot beenrprovided by the MR=header themrthevatueimrthe record
prieamble is valid
Record{Type-Classification: BIT STRING
Pgssible Values:
Vdlue Definition
04go, stand-alone record, with an instance-of arc = 0
001, stand-alone record, with an instance-of arc > 0
010, hierarchical record, top level
011, hierarchical record, has both parent and child(ren)
10, hierarchical record, data element list
101, other hierarchical record, no further children
110, Not relevant to this command (because it is associated with deleted records)
111, reserved

Record{lype-Arc: INTEGER
Instancp-Of-Arc: [Conditional] INTEGER
Hierarchical-Identifier-Arc: [Conditional] INTEGER
Identifier-Of-My-Parent: [Conditional] INTERGER
This value is the same as the hierarchical identifier of the parent record
Start-Adldress-Of-Record: EBV-8

11.10 Multiple-Records-Header:Structure

-

This response argument provides/a list of the content of the MR-header in a manner that the informatio
can be used by the application to construct additional commands.

The Multiple-Records-Hedder-Structure argument contains the following arguments and field names:

— DSFH[ID-Construgts (see 11.2);

— Ext{DSFID=€onstructs (see 11.4);

— Multiple*Records-Directory-Length (see 7.4.38);

— Multiple-Records-Features-Indicator (see 7.4.39);

— Number-Of-Records (see 7.4.42);

— Pointer-To-Multiple-Records-Directory (see 7.4.51);

— Sector-Identifier (see 7.4.57).

Multiple-Records-Header-Structure argument
DSFID-Constructs-list: List of <DSFID-Constructs>
Ext-DSFID-Constructs-list: List of <Ext-DSFID-Constructs>
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Multiple-Records-Directory-Length: [Optional] EBV-8
Multiple-Records-Features-Indicator: BYTE

This is a bit map that is set in this command that determines rules for the Data Processor to
follow when encoding individual records.

Sector-Identifier: INTEGER
Possible Values:

Value Definition

L L 1. e 4=l yan | e L | PR - 1 = | A Fa | e

U TITUTCAUTS UTdU UITE STULUT TUTITUTITCT VAT ITS DTUWTTIT TTCTUTUS, dITU UTdUUTITT T Ug Value
is only obtainable for the individual record.

#0 Indicates the true value of the sector that applies to all records.

Pointer-To-Multiple-Records-Directory: EBV-8

This value +is based on responses from the interrogator on the memory mapping of the thg that
is being addressed.

Number-Of-Records: EBV-8

If bit 2 of the Multiple-Records-Features-Indicator = 0, then the value-of this field is probgbly
invalid and shall be ignored.

11.11 Multiple-Records-Preamble-Structure

—

his response argument provides a list of the content of‘the record preamble in a manner [that the
hformation can be used by the application to construct.additional commands.

—

The Multiple-Records-Preamble-Structure argument contains the following arguments and fieldl names:

+ Data-Length-Of-Record (see 7.4.12);

-+ DSFID-Constructs (see 11.2);

+ Encoded-Memory-Capacity (see 7.4.18);

—+ Ext-DSFID-Constructs (see 11:4J;

-+ Hierarchical-Identifier-Are.(See 7.4.21);

+ Identifier-Of-My-Parent{see 7.4.22);

+ Instance-Of-Arci{see 7.4.25);

+ Record-Type-Arc (see 7.4.55);

+ Record-Pype-Classification (see 7.4.56);

1+ Sector-Identifier (see 7.4.57).

Multiple-Records-Preamble-Structure argument

DSFID-Constructs-list: List of <DSFID-Constructs>
Ext-DSFID-Constructs-list: [Conditional] List of <Ext-DSFID-Constructs>
Encoded-Memory-Capacity: EBV-8

This is the size of the memory that has been reserved for the record, in terms of write blocks.
Data-Length-Of-Record: [Conditional] EBV-8

This is the size of the encoded record, in terms of write blocks.
Sector-Identifier: [Conditional] INTEGER

If the sector identifier has not been provided by the MR-header, then the value in the record pre-
amble is valid
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Record-
Instanc
Hierarc
Identifi

Record-Type-Classification: BIT STRING

Possible Values:

Value
000,
001,
010,
011,

Definition

stand-alone record, with an instance-of arc = 0
stand-alone record, with an instance-of arc >0
hierarchical record, top level

hierarchical record, has both parent and child(ren)

100,
101},
110},
111},

hierarchical record, data element list
other hierarchical record, no further children

Not relevant to this command (because it is associated with deleted records)

reserved

Type-Arc: INTEGER

b-Of-Arc: [Conditional] INTEGER
hical-Identifier-Arc: [Conditional] INTEGER
br-Of-My-Parent: [Conditional] INTERGER
Thip value is the same as the hierarchical identifier of the parent record.

11.12 ]

The foll
Packed-

The Pac

Packed-Object-Constructs

bwing arguments only apply to Packed-Objects and are*ignored if the Access-Method is nd
Dbjects.

ked-Objects-Constructs argument has the following arguments:

Blogk-Align-Packed-Objects (see 7.4.9);

Edifable-Pointer-Size (see 7.4.17);

ID-Type (see 7.4.24);

Obj¢ct-Offsets-Multiplier (see 7.4.44);

Packed-Object-Directory-Type (see 7.4.45);

PO

PO

PO

Directory-Size (see 7/4.48);

D-Table (see 7.581);
ndex-Length{(See 7.4.49).

(i

78

Packed-
PO-ID-T
ID-Typ

Objects=Constructs argument
able: OCTET STRING

INNTECED (A 100

» TIN T LULIN \_U...LJJ

Possible Values:

Value
0
1
2to 15

Definition (see 7.4.24 for further details)
ID List

ID Map

Reserved for future definition

Packed-Object-Directory-Type: INTEGER (0..15)

Possible Values:

Value

Definition (see 7.4.45 for further details)
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This Packed-Object is not a directory and does not require one
Packed-Object Presence/Absence

Packed-Object index field

Packed-Object offset

Packed-Object pointer-allocation only expecting a future command to set the directo-
ry type
5to 15 Reserved for future definition

B ow N -k O

PO-Tmdextengtr INTEGER =7
If this parameter is present and Packed-Object-Directory-Type is 2 (Packed-Object index field)
then the implementation shall use this parameter in the POIndex Length parameterereated for

the POIndex Field for this Packed Object in a PO index directory. If the Directory~Type is ot 2,
this parameter shall be ignored.

Dbject-Offsets-Multiplier: INTEGER

If this parameter is present and Packed-Object-Directory-Type is 3 (Packed-Object offset) and
PO-Index-Length is present, then the implementation shall use thisjparameter to reserve|the
number of bits of storage for object offsets in an AuxMap section 0f the directory Packed|Object.
If the Directory-Type is not 3 or a PO-Index-Length parameteris ot present, this paramgter
shall be ignored. If the implementation is not able to allocate\the input size number of bit} for
the AuxMap section of the directory Packed Object, the implementation shall return an Insuffi-
cient-Tag-Memory completion code.

PO-Directory-Size: INTEGER

If this parameter is present and Packed-Object-Directory-Type is 4 (Packed-Object pointdr
allocation only expecting a future command tq set the directory type) then the implementation
shall use this parameter for appropriate sizing of the (null) directory pointer created for|this
Packed-Object. If the Directory-Type is net 4, this parameter shall be ignored. If the impl¢men-
tation is not able to allocate the input-size number of bits for the Addendum Packed Objegt, the
implementation shall return an Insufficient-Tag-Memory completion code.

Block-Align-Packed-Objects: BOOLEAN

If set to TRUE, the interrogator-shall ensure that this Packed-Object begins on a block bofindary
and that any necessary padibytes are added after a previous Packed-Object (if present).

Editable-Pointer-Size: INTEGER

If set to a non-zerovalue, the interrogator shall mark the Packed Object as editable and cfeate a
pointer to an Addendum Packed Object of the size of the parameter in bits. If set to zero if indi-
cates that the@ddendum subsection shall not be included.

11.13 Read~Objects

Read-Objects argument
Dbject-Identifier: OBJECT IDENTIFIER
Check-Duplicate: BOOLEAN

If set to TRUE, the interrogator shall check that there is only one occurrence of the OBJECT IDEN-
TIFIER encoded on the tag.

11.14 Read-Objects-Response

Read-Objects-Response argument

Object-Identifier: OBJECT IDENTIFIER

Object: BYTE STRING

Compact-Parameter: INTEGER
Possible Values:
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Value Definition

0 Application-Defined

2 UTF8-Data

14 De-Compacted-Monomorphic-UII
15 De-Compacted-Data

Lock-Status: BOOLEAN

If TRUE, the Data-Set or Packed-Object containing the Object Identifier and Object is locked.
Complefion-Code: INTEGER
These definitions are supplementary to those of the response that includes this argument.
Pdssible Values:

Vdlue Definition

0 No-Error

10 Duplicate-Object

13 Object-Identifier-Not-found

15 Object-Not-Read

35 Monomorphic-UIl-OID-Mismatch

11.15 Read-OIDs-Response

Read OIDs Response argument
Object Identifier: OBJECT IDENTIFIER

11.16 UII-Add-Objects

The comimand argument UII-Add-Objects has the same function and structure as the Add-Objects
commard argument (see 11.1), except that it is’encoded in the UIl segment of a tag that can addregs
multipld segments in the same air interfaceransactions. The argument shall only comprise on a single
Object-Iflentifier and Object. This specific argument enables it to be distinguished from the Iten}-
Related{ Add-Objects argument (see 11.6).

11.17 UII-DSFID-Constructs

The commmand argument WH-DSFID-Constructs has the same function and structure as the DSFID-
Construfts command argument (see 11.2), except that it is encoded in the Ul segment of a tag that ca
address|multiple segnlents in the same air interface transactions. This specific argument enables it t
be distinguished frem the Item-Related-DSFID-Constructs (see 11.7).

o=

11.18 Write-Responses

erte_ esngnsec aranmaont

POt g uTtterrT

Object-Identifier: OBJECT IDENTIFIER
Completion-Code: IN+++++TEGER

These definitions are supplementary to those of the response that includes this argument
Possible Values:

Value Definition

0 No-Error

9 Object-Not-Added
10 Duplicate-Object
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11 Object-Added-But-Not-Locked
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Annex A
(informative)

Abstract syntax and transfer encoding rules of
ISO/IEC 15961:2004

A1 Al

Al11

This annex is included to ensure backwards compatibility of abstract syntax and encading rules wit

the 200
16 comyi
compard

The abs
in thats

A.1.2

The cha
— Ato
— ato

— Oto

This cha

A.1.3

ASN.1 styipports several Unjversal Types that are fundamental to the syntax, sometimes called "built-ip

pstract syntax

General

—

4 superseded version of this document (ISO/IEC 15961:2004). Annex E- shows the origing
nands using the abstract syntax of ISO/IEC 15961:2004. These can be{uséed as a reference t
b with the present style of presenting the functional commands.

[=]

ract syntax is based on ASN.1 as defined in ISO/IEC 8824-1. The notation shall be as specified
tandard.

Character set

racter set used to define an ASN.1 item shall consist of:
Z;

Z,

9

(}<.@()[]-""1&"*;!

racter set is identical to that defined in ISO/IEC 8824-1.

Jniversal tTpes

types". Each has been agsigned a class tag in ISO/IEC 8824-1 to unambiguously identify each type qf
data. Unjiversal Types<4@ne’shown in capital (uppercase) letters, e.g. UNIVERSAL. The Universal Types
used in }SO/IEC 15961:2004, together with their Class Tags, are shown in Table A.1.
Table A.1 — Universal types used in ISO/IEC 15961:2004
Universal type Class tag

BOOLEAN 1

INTEGER 2

OBJECT IDENTIFIER 6

OCTET STRING 4

RELATIVE-OID 13

(reserved for future commands)

SEQUENCE & SEQUENCE OF 16
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A.1.4 Type references

In addition to the Universal Types, ASN.1 enables application specific types to be defined. When a type
is defined, it is given a name to reference it in another type assignment. Type references begin with
an uppercase letter and the complete name is shown without spaces. There are a few variants to the
presentation of the subsequent characters. ISO/IEC 15961:2004 used the convention of mixed upper
and lowercase characters, e.g. TypeReference.

The TypeReference name is followed by the three character sequence ": : =" to separate it from its
definition.

Hxamples of TypeReference names that were used in ISO/IEC 15961:2004 are:
-+ ApplicationFamilyld;

—+ Objectld;

-+ StorageFormat;

—+ Tagld.

All the TypeReference names that were used in ISO/IEC 15961:2004/are defined in the appfropriate
sjubclause of this annex.

A.1.5 Element names

—

he components or elements of a TypeReference or €numerated list are named using a lowercase
btter at the beginning, e.g. elementName. For somé<elements, further typing is required either to a
ypeReference or a Universal Type.

_ =

Hxamples of elementNames that were used in ISO/IEC 15961:2004 are:
+ accessMethod;

-+ applicationFamilyld;

+ applicationSubFamily;

+ commandCode;

-+ compactParameter;

-+ object;

-+ objectld;

—+ tagld

=z

OTE In ISO/IEC 15961:2004, some elementNames and TypeReference names were often the same with the
keeption that the first letter is lowercase for the elementName and uppercase for the TypeReference.

(¢)

All the elementNames that were used in ISO/IEC 15961:2004 are defined in the appropriate subclauses.

A.1.6 Other ASN.1 conventions illustrated

By using a simple example of ASN.1 syntax, unrelated to the purpose of, it is possible to illustrate the
features of the syntax.

EXAMPLE

CustomerOrder : : = SEQUENCE {
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orderNumber INTEGER
name OCTET STRING
address CustomerAddress

productDetails SEQUENCE OF SEQUENCE {

}

In thise

The
defi

The
pro

The
from

The
of el

of the Type.

The
} de

Conf

productCode OBJECT IDENTIFIER
quantity INTEGER (1..999)
b
urgency ENUMERATED {
nextDay (0),

-- excludes Saturday and Sunday:
firstClass (1),

roadTransport (2),

-- typically threedays
}
kample:
double colon and equal sign : : = separates‘the named TypeReference CustomerOrder from thie
hition.
curly brackets { } following SEQUENCE and the end, specify that orderNumber, name, address,

luctDetails and urgency are all elements of the CustomerOrder type reference.

element name address isfurther specified in the CustomerAddress type reference (excluded
n the example for brevity);

element productDeétails consists of two further elements productCode and quantity. This pai
ements is repeatédn times, based on the SEQUENCE OF SEQUENCE. The { } define the boundary

—

elementurgency offers one of three codes: 0, 1 or 2 by the use of the ENUMERATED type. The
fine the-boundary of the Type.

—

ments in this example "excludes Saturday and Sunday" and "typically three days" are precedefd

e-double dash "--"

by t
The

INTEGER value for the element quantity is constrained by the "(1..999)" to be any value in the

range 1 to 999, making it an error to order 1000 or more items of a productCode.

A.1.7 Modular structure of ASN.1 syntax

In keeping with the ASN.1 standards, the syntax that was used in ISO/IEC 15961:2004 is presented in
a modular format. Separate modules are used for the commands and for the responses. Each module
contains:

— A unique name.

84
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— A unique Object Identifier that refers to this standard (in accordance with ISO/IEC 8824-1). The
penultimate arc is either "commandModules (126)" or "responseModules (127)" to distinguish the
dataflows. The final arc of each command/response pair has the same name and value to link these
together.

— The key words DEFINITIONS, BEGIN and END to be in accordance with ISO/IEC 8824-1 and to allow
the modules to be processed through compiler tools.

— A statement that this document uses "EXPLICIT TAGS", which indicates that all the elements
ultimately encoded as UNIVERSAL TYPES.

The structure of a command module follows the following common format:
Module Name

{ISO(1) standard(0) rfid-data-protocol (15961) commandModules (126) moduleName(n)}
DEFINITIONS
EXPLICIT TAGS ::=
BEGIN
CommandName
-- assignments
END

The responseModule follows a similar format.

el

Vithin each module, all the elements are defined in such a way as to reduce these to UNIVERSAL TYPES.
his avoids the need to implement any impartfunction within the module.

—

A.2 Transfer syntax

A.2.1 Structure of the transfer encoding

—

he structure of the transferencoding for the Data Protocol for RFID for [tem Management as ofiginally
pecified in I[SO/IEC 15961:2004 is described below:

(%)

1. Type identifieroctet(s) that encode the ASN.1 tag (class and number) of the Type used to qualify the
data value,

4. Lengthbytes that define a count of the bytes that make up the contents.

3. Conterit (or value) bytes.

This.is sometimes known as Type, Length and Value (TLV). When the encodlng is based on a sequence
fTL‘v’ it IS5 }\IIUVVAA adS [ 1 lllllLlVC cu\,uulus 1 llC va}uc: v Ldll bC d Ll l}JlCL Uf 1 LaV cllld VVhCll thb Dl.l Cture iS
used it is known as Constructed encoding, for example TL TLV TLV TLV. The choice between Primitive
and Constructed encoding is largely determined by the Basic Encoding Rules of ISO/IEC 8825-1.
The constructor types of SEQUENCE and SEQUENCE OF that shall use a Constructed encoding to be
fully in accordance with the ASN.1 standards. Otherwise, the rules of ISO/IEC 8825-1 require that
Primitive encoding be used or offer a choice, in which case only Primitive encoding were used in
ISO/IEC 15961:2004. The option is clearly defined for each of the Universal Types that have their BER
encoding rules defined in subsequent subclauses.

The module OBJECT IDENTIFIER shall be encoded in a TLV structure at the beginning of the transfer.
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A.2.2 Encoding the ASN.1 type identifier

The ASN.1 type identifier shall be encoded as a single octet for the Types defined in ISO/IEC 15961:2004,
as illustrated in Figure A.1.

Bits 8 7 6 5 4 3 2 1
Class P/C Tag Number

O="Primmative

—— 1 = Constructed

where: bits 8 and 7 encode the class of ASN.1 tag
bit 6 encode whether this is a Primitive or Constructed tag
bits 5 to 1 encode the number of the ASN.1 tag

Figure A.1 — Type Identifier octet structure

o

The 2-bift value for Class shall be one of the values defined in Table A.2. For-the Universal Types define
in ISO/IEC 15961:2004, the value shall be '00,".

Table A.2 — Encoding of ASN.1 class of tag

Class Bit 8 Bit 7
Universal 0 0
Application 0 1
Context-specific 1 0
Private 1 1

[72)

The single bit value for the 'P/C' component shall be set to '0,' to indicate Primitive encoding structurg
or shall pe set to '1,' to indicate constructed eéncoding structures.

The 5-bit value for the ASN.1 tag shall.encode the Class tag number as a binary integer with bit 5 as the
most significant bit. The Class tagsthat were specified for ISO/IEC 15961:2004 are defined in Table A.].

EXAMPLE
Uniyersal Type = OBJECT IDENTIFIER
ASN.1 Type identifier= 00 0 00110

A.2.3 Length'encoding

The length encodmg of ISO/IEC 15961:2004 apphed to both primitive and constructed encodings. T
length b ' )
number of bytes in the contents is less than, or equal to 127 then a single length octet shall be used. Bit
8 shall be '0," and bits 7 to 1 shall encode the number of bytes in the content (which may be zero) as an
unsigned binary integer with bit 7 as the most significant bit.

NOTE ISO/IEC 15961:2004 limited the use of the length encodings of ISO/IEC 8825-1.
EXAMPLE
L =38 is encoded as 00100110,

If the number of bytes in the contents is more than 127, then two or more length bytes shall be used.
The length shall be converted to an octet aligned value, for example, a length of 201 bytes converts to
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C94¢ (or 11001001). This value is encoded in the second and subsequent bytes. The first octet shall be
encoded as follows:

a. Bit8shall be 1,.

b.  Bits 7 to 1 shall encode the number of subsequent bytes in the length bytes, as an unsigned
binary integer with bit 7 as the most significant bit.

c.  Thevalue 11111111, shall not be used to allow for future extension:

EXAMPLE
Length of content = 357
Convert to HEX = 01654

00000001, 01100101,
As this is 2 bytes, the first octet = 100000010,
The complete length encoding is:
10000010 00000001 0¥100101,

= 82 01 654

A.2.4 Contents octets

]

he contents octets encode the data value, whigh~€an be zero, one or more octets, depending on the
niversal Type as specified in subsequent sub clatrses.

—

A.2.5 Encoding of a BOOLEAN value

—

he encoding of a BOOLEAN value shall be primitive to be in accordance with ISO/IEC 8825-1. The
OOLEAN value shall be encoded-iva single octet. If the BOOLEAN value is FALSE, the octet|shall be
ero. If the BOOLEAN value is TRUE, the octet shall have any non-zero value, at the sender's option.

Nt

A.2.6 Encoding an INTEGER value

—

he encoding of an INTEGER value shall be primitive to be in accordance with ISO/IEC 8825-1. The
hteger shall be encoded in one or more octets using the following procedures.

—

Hor positive integers and zero the steps are:

d) The whgle number is converted to a binary integer number in a bit field with the most significant
bit first.

h) ~The bit field is aligned to octet boundaries by adding leading zero bits.

c) Ifthe high order bitis 1,, add a pad octet 00,4 as a prefix.

NOTE The high order bit of 0 denotes that the encodation is of a positive integer value.

EXAMPLE
Integer 128
Step 1: 10000000,
Step 2: 10000000,
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Step 3: 00000000, 10000000,
For negative integers, the encodation is to a twos-complement rule, the steps are:

a) The whole number is converted to a binary integer number in a bit field with the most significant
bit first.

b) The bit field is aligned to octet boundaries by adding leading zero bits.

c) The binary value from Step 2 is bit complemented (i.e. 02 to 12, 12 to 02).

d) The|twos-complement rule is applied adding 12 to the bit string of Step 2.
e) Ifthe high order bitis 0, add a pad octet FF16 as a prefix.

NOTE The high order bit of 1 denotes that the encodation is of a negative integer value.

EXAMPLE

Integer -27066

Step 1: 1101001, 10111010,
Step 2: 01101001, 10111010,
Step 3: 10010110, 01000101,
Step 4: 10010110, 01000120,

For decpding, the lead bit of the encoded integer value-identifies whether the value is positive g
negativg.

—

If it is a positive value, conversion takes place on the remaining bits with the least significant bit beinjg
in positipn 0. The decimal integer value is the sum of the values 2", where n is the position number, or:

DAV

If it is a hegative value, conversion-takes place on the remaining bits with the least significant bit bei
in positjon 0. The first stage is(tgCreate a decimal integer value as the sum of the values of 2. T
second gtage takes this as a positive decimal integer from which is subtracted the value 2P, where p is
the position number of the lead bit that identifies this as a negative integer. As a formula, this is:

S

EXAMPLE
10010110, 01000110,
1, indicates -ve
0010110, 01000110, = 5702
2p 215 32768

5702 - 32768 = -27066

A.2.7 Encoding the OBJECT IDENTIFIER value

The encoding of an OBJECT IDENTIFIER value shall be primitive to be in accordance with ISO/IEC 8825-1.
The Object Identifier value is encoded as a series of octet aligned values as follows:
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1. The first two arcs of the registration tree are encoded as a single integer using the formula:

40f+s
where
f is the value of the first arc;

S is the value of the second arc.

2. The value "n" of each additional arc is encoded into an octet-aligned-bit-field. This. i

non,

follows for values of "n":
a. Forn < 128:

the decimal value is converted to binary and encoded in asingle octet; {
is setto 0,.

b. For:128<n<16384:

the decimal value is converted to binary and subdivided into two 7-bit st]
7 to bit 1, bit 14 to bit 8. Each of these new bitstrings is encoded in an oq
bit 8 of the first octet set to 1,, bit 8 of the-last octet set to 0,.

C. Forn > 16384:

the decimal value is converted te:binary and subdivided into 7-bit string
bit 1, bit 14 to bit 8, bit 21 to bit-15, and so on. Each of these new bit stri
coded in an octet; with bit:8'0f the first octet set to 1, bit 8 of the last octg
and bit 8 of the intervening octet(s) set to 1. The example below shows thg

EXAMPLE

1.  value 91234,

101100100 01100010,
2. Splitinto 7-bit strings
0000101, 1001000, 1100010,
3.\~ Add prefix bits 0 for last octet
1 for preceding octet(s)
10000101, 11001000, 01100010,
sing this technique, the length of each component arc of the OBJECT IDENTIFIER is self-declaf

5 done as

hus bit 8

rings: bit
tet; with

s: bit 7 to
gs is en-
tsetto0
process.

ing. The

ad bit of

U
firsboctet always defines the first two arcs. Each subsequent arc is defined by one octet if the g
t

lead bit equal 0. The arc value is encoded in the sequence of 7-bit values.

EXAMPLE
[00101000] , 1[1111000] , 0[1001010] , 0[0000001] ,
(1x40)+0 15434 1
10 15434 1
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Althoug

h the number of arcs allows for an OBJECT IDENTIFIER of any length, ISO/IEC 15961:2004

limited the length of the encoded value to be no more than 127 octets. This is a constraint placed to

meet en

coding requirements on the RF tag and the structure of the Logical Memory.

The constraint is on the encoded length of the OBJECT IDENTIFIER and not the number of arcs. It should

be unde

rstood that an OBJECT IDENTIFIER encoded in 127 octets is highly unlikely.

A.2.8 Encoding an OCTET STRING value

Althoug

only sugported primitive encoding of an OCTET STRING value.

The prirhitive encoding contains zero, one or more octets equal in value to the octets in the application

data val

most significant bit of an octet being aligned in both the encoded and data presentations,

For ope
receivin

A.2.9

The enc

The conlftents octets shall consist of the complete TLV encoding of one*data value from each of the

Types li
their ap

keywords 'OPTIONAL or 'DEFAULT" in the ASN.1 definition, ISO/TEC 15961:2004 required all Types in

the SEQ
EXAMPL

h the Basic Encoding Rules of ISO/IEC 8825-1 permit both forms of encoding, ISO/IEC15961:2004

lle. The encoded octets appear in the same order as they appear in the data value and with the

1 systems application standards should ensure the octet sequence and bit ordering betweep
iz and sending systems.

Encoding a SEQUENCE value
bding of a SEQUENCE value shall be constructed to be in accordance with ISO/IEC 8825-].

sted in the ASN.1 definition of the SEQUENCE Type. The data values shall be in the order qf
bearance in the definition. Although ISO/IEC 8825-1 allews optional rules for Types with thie

JENCE to appear in the constructed encoding.
E
ASN.1 definition
SEQUENCE {orderNumber OCTET STRING, product OCTET STRING, quantity INTEGER}
with the values:

{orderNumber "ABC1234", product "widget", quantity "12"}
is encoded as:

T=SEQUENCE L

3016 1446
T=0CTET STRING V \Y
0444 0746 "ABC1234"
T=0QCTETSTRING _V v
0444 0646 "widget"
T = INTEGER \% \%
0246 0146 0Cy6

A.2.10 Encoding a SEQUENCE OF value

The SEQUENCE OF type has the same ASN.1 tag (UNIVERSAL 16) as the SEQUENCE type, therefore,
adopting the same encoding rules. The encoding of a SEQUENCE OF value shall be constructed to be in

90
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accordance with ISO/IEC 8825-1. The contents octets shall consist of the complete TLV encoding of each
value, including the encoding of the repeated UNIVERSAL class tag of the encoded elements.

EXAMPLE

ASN.1 definition
sequence of {productCode OCTET STRING}

with the three values:

is encoded as:
T =SEQUENCE L
3046 1B,
T = OCTET STRING
0444
T = OCTET STRING
0444
T = OCTET STRING

0246

{productCode "ABC1234","X6789Y", "PQR12345"}

071¢

0646

0846

\%
"ABC1234"
\%
"X6789Y|
\%

"PQR12345"
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Annex B
(informative)

Accommodating established data formats

ThlS dOC..mnn+ haochaonn rnweninann donthabhacicthat itc Ohanotr hacnd ot o] Jdifen o £ +ha s nccago
HHHRehtaS1Beeh Fepatrea o tnt-oastStaritsonjeeroastaprotocorarersTHoeess5ag

based pyotocols and syntax of some AIDC application standards. Therefore, basic data Objects shall*ble
present¢d in a manner relevant to the application standard, for example in terms of:

— the fata Object being supported in the data dictionary;

— the format of the data (e.g. numeric, alphanumeric), including its length;

— combinations of data Objects which are valid or illegal.

These features are outside the scope of this document and are the responsibility.ef the application.

Some conversion process is necessary until the application systems can hafidle data and identifiers ip
the format specified in this document. It is possible to have two independent implementation paths: one
to write|data, and one to read data.

For somle major applications, some rigorous rules exist of what\constitutes legitimate data. Softwar
exists tq ensure conformity to this format when using the existing message-based syntax. Users sha
ensure that, as they implement an Object based method of writing data, the data itself follows the basic
rules. Figure B.1 illustrates this schematically.

p———————=

—

Data dictionary for
objects,(eg. DIs)

Format rules for
data objects

User data Prepare data of existing Application
from database application standard data

Figure B.1 — Data flow model: Prepare data of existing application standards

A similaf process.isrequired when data is read from a tag.

AIDC te¢hnolegies based on write-once-read-many-times (WORM) technology can rely on the fact that
data, as|written, is what is read. This means the message syntax is encoded in the data carrier. T
read-wrjte_capabilities of RFID, and the Object-based nature of the Data Protocol of this document,
means that an established syntax has to be constructed based on the Object Identifier structure. While
there is a requirement to output data with a particular data syntax (e.g. that of ISO/IEC 15434), then
a conversion module is required to correctly map the set of Object Identifiers and data Objects to the
message format required for the application of this document. This shall require the inversion of the
conversion rules for some of the application data.

In addition, the message syntax of the established application standard needs to be created. This process
generally requires all but the final arc of the Object Identifier to be discarded and for data separators (in
accordance with the application standard) to be inserted correctly. Refer to the appropriate application
standards for the precise rules.
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Alogical development step is for the application standard to develop procedures to accept output based
on transfer syntax.

© ISO/IEC 2021 - All rights reserved 93


https://standardsiso.com/api/?name=3f47da2ddccba67f9a4eaafbb9fb27bc

ISO/IEC 15961-1:2021(E)

Annex C
(informative)

Relating data Objects

C.1 General

jom

Messagd based syntax can use recursive or looping techniques to created repeated sequences of elate
data (e.g. individual quantity and batch numbers linked to different product codes). When the complet
messagg is parsed, the syntax identifies boundary points so that the attributes are correctly linked t|
the primary code.

[©lN¢}

With an| Object-based system (e.g. the Data Protocol of this document and ISO/IEC 15962) operati
at a basp level, there is a risk of creating false links (i.e. product code A can be linked to quantity qf
product|B). The problem can be overcome using one of the techniques described below. The methodfs
should gnly be adopted if incorporated into the application standard assoeciated with the item bein|
managefl. The illustrations limit the number of constructed data elements'to 255 per tag, but different
rules cah be developed if a greater number of constructions is required. Either rule is transparent tp
the complete Data Protocol of this document and ISO/IEC 15962, and so requires the processing to be
implemdnted as part of the application. The options are includéd in this document to describe robugt
ways to preserve an Object-based data capture process using the Object Identifier tree structure.

C.2 Concatenation technique
Specific[Object Identifiers can be created that link a‘defined set of attributes in a concatenated manner.
EXAMPLE
lowest arc 245 =

—  sequence number _%t.actet

—  product code 8 octets
—  quantity 1 octet
—  batch mumber 4 octets

In this dase the finst byte of the Object, the sequence number, distinguishes one similar Object dat
from angpther,

<)

Using this~technique, each different arrangement of basic elements to create the concatenated
constructionm would be givem a different fimat mode S0 the concatenation of product ¥ quantity  expir
date would have its lowest arc value different from that for product + quantity + batch.

This method is more suitable when fixed combinations of elements must be created and the length of
each Object is fixed.
C.3 Object identifier extension technique

The basic Object Identifier can be extended by the addition of a new final arc, with this as a 'linking'
value.

EXAMPLE
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The following three elements are to be linked:
— product code - final arc 48
— quantity - final arc 17
— batch - final arc 20

Assume that there are two different products whose details are encoded on the tag so the linking
extensions 1 and 2 apply. Six individual Object-Identifiers are encoded:

481
482
171
17 2
201
202

The extension value is used to link the different Objects as a logical combination.

—

his method is more suitable when many different combinations of elements must be created and the
ength of, at least, one Object can vary between occurrenges.

—_ =

he Extension technique for relating Objects and.tlieir associated physical entities is similar tg Scheme
for applying data security (see C.2). Therefore,for any one Object-Identifier, the technique shall only
e applied to data security or to linking physical entities.

o
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Annex D
(informative)

Data security issues

D.1 General

Although data security is beyond the scope of this document and ISO/IEC 15962, the following guidandg
is provided to show how features of the Data Protocol can be used to achieve more secure data.

[¢)

D.2 Opject-Identifier issues

Encrypted data shall be associated with its own unique Object-Identifier. This ensures that authorised
users cajn recognise encrypted data but does not declare to other users this faet, The Object itself simpl
appears|with the Compact-Parameter set as Application-Defined (see 7.3.6}.

<<

One method, called Scheme A for later reference, of creating the Object-Identifier is for this to hay
a final grc at the same level of all other final arcs in the application system. This is a systems lev¢
adoption of data security and requires all authorised users to know that the data is encrypted; howeve
the rule$ do not need to be publicly declared.

—

<3

Anotherf method, called Scheme B for later reference, for creating a unique Object-Identifier to identif]
the encyypted data is to extend the Object-Identifier<of the plain (unencrypted) data and add a
additionjal lower arc. This technique can be adopted bislaterally between sender and authorised user(s
or at the|systems levels for all authorised users. Thistéchnique can also be used to define the encryptio
type, selected keys and so on.

=

-

EXAMPLE

0115961 nn nn Plain Object
0115961 nnnn1 Encriypted Object
0115961 nnnn 2 _Encryption type
0115961 nn nu3)" Key

Scheme [B is similarto that proposed for relating Objects and their associated physical entities (se
C.3). Therefore, fonany one Object-Identifier, the technique shall only be applied to data security or t
linking Thysical entities.

[*lN¢)

D-3 TllC data G'ﬁicut

The Object containing the application data shall have its Compact-Parameter set to Application-Defined
after encryption.

The basic Object should be expanded to include a pre-defined data field or signature of the authorised
writing party. This will help ensure data integrity as any unauthorised modification of the encrypted
Object without access to the private key will most probably destroy the authorised signature. This will
help identify that the Object has been changed without authority.

If a completely different Object-Identifier is assigned to the encrypted data (Scheme A above), then it is
possible that it will need to be expanded to also contain additional unencrypted octets that define the
encryption scheme and/or selection from a set of keys.
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D.4 Using the Tag ID

It is possible to use the unique Tag ID, as defined for various types in the ISO/IEC 18000 series, as a

component in a secure system. The Tag ID is intended to be unique to the tag, distinguishing it

from all

others. It is usually created at an early stage of manufacturing the tag using more robust techniques
than can be used to write data into the Logical Memory Map. As such, it can be used to enhance data
validity. Because of potential confusion with the Singulation-Id of the Data Protocol (which can use the
Tag-ID), the Tag ID incorporated into the integrated circuit is referred to as the 18000 Tag ID, for the

remainder of this annex.

here the 18000 Tag ID also acts as the Singulation-Id as part of the systems information, ith
ag ID is provided at an early stage of communication with the tag. Where the 18000Tag |
rovided as part of the systems information, additional commands are required to read‘it.

ne method is to concatenate the 18000 Tag ID value to the basic Object data andéncrypt tH
panded Object. When decrypted by an authorised user, the 18000 Tag ID within the expande

e 18000
D is not

e entire
d Object

n be compared with the real 18000 Tag ID to verify that they are identical’This may be applied to

ither Scheme A or B for creating the Object-Identifier, described above.

nother method is to use the 18000 Tag ID to modify the original key \for encryption and ded
his can be made to work for binary keys such as DES, where the 28000 Tag ID can be exclus
ith the original key.

efore this approach is used, the implementers should verify/that this type of modification of
oes not undermine the encryption method.

.5 Advice on public key methods of encryption

—

ublic key algorithms require longer keys to provide the same strength as symmetric keys. For ¢
512-bit public-key encryption cipher would’hiave the equivalent strength of a 64-bit symmsg
ipher. This cipher length can preclude theuse of public key ciphers in smaller capacity tags.

Q-

F a public key method of encryptiontis.-used, the data security will be compromised if the pri
b used to encrypt the data and a-public key is used to decrypt the data. Likewise, data integ
e compromised if the public key\is used to encrypt the data and the private key is used to ded
ata. Double encryption or other'means must be used to ensure data security and integrity.

he public key should not be’ encoded in the tag unless it is locked as an unauthorised party ca
he data integrity bycoverwriting the public key with another key and using another corres
rivate key to encryptaltered data in the Object.

oot = Q. O = =

ryption.
fve or-ed

the key

bxample,
tric key

vate key
rity will
rypt the

h violate
ponding
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Annex E
(informative)

Original commands and responses using ASN.1 abstract syntax

El G

The foll
referendes, sometimes with a name change, are provided to the normative subclauses that now replade
those th

E.2 CInfigureAfiModules

bneral

owing subclauses show the original 16 modules using the ASN.1 abstract syntax.|Cross

ht were in the original modules.

The ConfigureAfiModules consist of a commandModule and the associated* responseModule thgt
instruct| the interrogator to write the applicationFamilyld (including the-sub-family) into the tag. A
fundamental requirement of this command is that only one tag shall be programmed per commangd.
This is §o ensure that the configuration process is robust, particularly)in environments where morje
than ong¢ type of tag can be present.

The absfract syntax for ConfigureAfiModules is given in the following code:

-- Confligure AFI

-- The |ConfigureAfiCommand instructs the interrqdgator to write the AFI (Application

-- Familly Identifier, including the sub-family)“into the tag. The interrogator shall
-- locH the AFI if the Lock flag is set to tkue.
ConfigyreAfiCommand
{iso(1l)] standard(0) rfid-data-pnotocol (15961) commandModules (126) configureAfi (1)}
DEFINITYIONS
EXPLICYT TAGS ::=
BEGIN
ConfigyreAfiCommands = SEQUENCE {
fagId OCTET STRING(SIZE(0..255)),
-- See Clause 7.2.1 (now renamed Singulation-Id) for detailed
-- specification. TagId shall be provided by the Tag Driver fo1
the
-— purposes of identifying the tag unambiguously
-- for at least the period of a transaction.
applicationFamilyId ApplicationFamilyId,
afilock BOOLEAN
-- If set to TRUE, the interrogator shall lock the AFI
}
ApplicationFamilyId ::= SEQUENCE ({
98
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applicationFamily

INTEGER {
all(0), -- address all families
-- values 1 - 8 reserved for definition by SC17

afiBlock9(9),
afiBlockA (10),
afiBlockB(11),

afiBlockC(12)
-- values 9 to 12 defined as per Annex B of(@qg

International standard

-- values 13 to 15 reserved for defll’ll@%ﬂ by ISOfIEC
} (0..15), QDQ
applicationSubFamily INTEGER { '\
all(0),-- This value shall n<\t\%e encoded in the tag,
and
-- shall only be used in a comma@to signal that the
-- interrogator shall address é\l subfamilies within the
-- selected family.
-- NOTE This has little Qllty for this Data Protocol, put
-- is retained for c ibility with SC17 smart card compnands
asfl-annex (@), -- values 1 to 15, for applicatiopFamily
? h\
-- to é@defined as per Annex B of this part of I$O/IEC
159618
as@—annex (2),
\Esfia annex (3),
C)\\ asfd-annex (4),
. asfb5-annex (5),
O® asf6-annex (6),
C) asf7-annex (7),
%O ) asf8-annex (8),
%\ asf9-annex (9),
Q9 asfA-annex (10),
Qv asfB-annex (11),
% asfC-annex (12),
é&?\ asfD-annex (13),
IS LL—arnrne T
asfF-annex (15)
} (0..15)
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-- ApplicationFamilyId is stored as a single OCTET within system information on the tag.
-- ApplicationFamilyId allows tags to be grouped according to specific families and

-- allows any such family of tags to be selectively addressed by the application. tag

-- vendors may implement mechanisms in the Tag Driver and air interface specifically for

-- selective addressing of tags by ApplicationFamilyId.

END

ConfigyreAfiResponse
{ilso (1) standard(0) rfid-data-protocol (15961)responseModules (127) configureAfi (1)}

DEFINITIONS
EXPLICIT TAGS ::=
BEGIN

ConfigyreAfiResponse ::= SEQUENCE ({
completionCode INTEGER {

noError (0),
afiNotConfigured(l),
afiNotConfiguredLocked (2)
afiConfiguredLockFailed (3),
tagIdNotFound(8),

executionError (269)

executionCode INTEGER
-- SeefClause 9.4 and notes in this syntax for a full list of

-- éxecutionCodes

}
END

The follgwing elementNamies used in these modules are defined elsewhere in this document, as detailed:
— afilpck (see Z4.3);

— applicatienFamily (see 7.2.2);
— applicationFamilyld (see 7.2.2);

— applicationSubFamily (see 7.2.2);
— completionCode (see 9.3);
— executionCode (see 9.4);

— tagld (see 7.2.1).
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E.3 ConfigureStorageFormatModules

The ConfigureStorageFormatModule consists of a commandModule and the associated responseModule
that instruct the interrogator to write the storageFormat (accessMethod and dataFormat) into the tag.
The command also instructs the interrogator to initialise the tag Logical Memory Map by erasing any
data already stored there. A fundamental requirement of this command is that only one tag shall be
programmed per command. This is to ensure that the configuration process is robust, particularly in
environments where more than one type of tag can be present.

If the accessMethod (incorporated in storageFormat) is specified as directory, the interrogator shall
dreate the initial directory structure.

—

he ASN.1 Abstract Syntax for ConfigureStorageFormatModules is given in the following)cede:

— Configure StorageFormat

- The ConfigureStorageFormatCommand instructs the interrogator to wrife“the
- StorageFormat into the tag, and to initialise the tag logical memory

- map. The interrogator shall erase all the application memory, land if the
— directory format is specified by the StorageFormat, it shall\‘ereate the
- initial directory structure. The interrogator shall lock.the

- StorageFormat if the Lock flag is set to true

fonfigureStorageFormatCommand

iso (1) standard(0) rfid-data-protocol (15961) commandModules (126)
onfigureStorageFormat (2) }

PEFINITIONS
EXPLICIT TAGS ::=
BEGIN
onfigureStorageFormatCommand : = SEQUENCE {
tagId OGIET STRING(SIZE(0..255)),
<= See Clause 7.2.1 (now renamed Singulation-Id) for]
detailed
-— specification. TagId shall be provided by the Tafg
Driver for the
-- purposes of identifying the tag unambiguously
-- for at least the period of a transaction.
storageFonmat StorageFormat,
storageEormatLock BOOLEAN
-- If set to TRUE, the interrogator shall lock the
—-— StorageFormat
¥
StorageFormat ::= SEQUENCE {
accessMethod INTEGER {

noDirectory(0),

directory(l),

selfMappingTag (2) -- Access to objects is via high
-- level commands to the tag and the internal

-- structure of the memory inside the tag is not

-—- defined

bo(0..3),
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| dataFormat INTEGER {
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notFormatted(0), -- Not formatted according
-- to this part of ISO/IEC 15961

fullFeatured(l), -- Supports any type of
-- data based on full OID

rootOidEncoded (2), -- Supports any type of

-- data with a common root-0ID

]

¥

]

LND

fonfi

iso(
onfi

gu

EFII\%@NS
XP’ﬁ( IT TAGS ::=

EGIN

O -
%\%

gureSt@eFormatResponse
1) st?L ard(0) rfid-data-protocol (15961) responseModules (127)
orageFormat (2) }

is015434 (3), -— root-0ID is defined as N
-- {1 0 15434} Q(]’
1506523 (4), -- Supports data belonging to N'@ or

-- more International Code De31gnat%s compllan

-- with ISO/IEC 6523-1, root- OID@j defined as

-— (1 0 6523) C)
is0l15459(5), -- Supports uniqutem identifiers

-— compliant with ISO/IEO

-— defined as (1 0 15%4

459, root-0ID is

is0l15961Combined (8), —Qupports combinations of

-- formats of @QEC 15961, root-0OID is defing
-- as {1 0 18961}

ean-ucc(9), —5\ upports data of the EAN-UCC systemn|
-- root{'@ID is defined as {1 0 15961 9}

di(10) $ Supports Data Identifiers (as referred

—A\n ISO/IEC 15418), root-OID is implied to be
\Q— {1 0 15961 10}

\l -- Supports IATA baggage handling data
C} ements,

@ -— root-0ID is defined as {1 0 15961 11}
o o

.31)
O

Lo

completionCode

ConfigureStorageFormatResponse ::= SEQUENCE ({

INTEGER {
noError (0),
storageFormatNotConfigured (4),
storageFormatNotConfiguredLocked (5),
storageFormatConfiguredLockFailed(6),
tagIdNotFound(8),
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executionError (255)
s
executionCode INTEGER
-- See Clause 9.4 and notes in this syntax
-- for a full list of executionCodes
}
END
The follgwing elementNames used in these modules are defined elsewhere in this document, as detailed:
— accgssMethod (see 7.2.4);
— conlpletionCode (see 9.3);
— datdFormat (see 7.2.5);
— exe¢utionCode (see 9.4);
— storfageFormat (see 7.2.3);
— storjageFormatLock (see 7.4.15);

— tagld (see 7.2.1).

E4 In

The Inv
instruct]

The ASN

The com

a particylar class, typically containing data belonging to a defined domain and / or containing a define

objectld|

The sec
with the

can be provided. A meehanism that can be used to detect any tag entering the operating area, is t

set the i
partial i
reconcil
beinac

ventoryTagsModules

—

entoryTagsModules consist of a commandModule and the associated responseModule th3
the interrogator to identify a particularset of tags present in its operating field.

.1 Abstract Syntax for InventoryTagsModules is given in the code below.

mand requires that the value'of the applicationFamilyld is specified to select tags belonging t

o)

nd, additional, selecCtion criterion (identifyMethod) determines how many tags, in accordanc
specified applicationFamilyld selection criterion, need to be identified before the respons

hventoryile. by using either the inventoryAtLeast, or the inventoryNoMoreThan arguments.
ation-of a known quantity of previous transactions (e.g. to identify that all items intended t|

g
e
0
hventoryAtlieast argument to 1. Particular conditions can be confirmed by only undertaking jp
A
0
bntainer are actually there) can be achieved by using the inventoryExactly argument. Details af

the opti

ns-are given in the module in the code below

104
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The response consists of the numberOfTagsFound and the identities of each tag by its tagld:

-- InventoryTags

-- The InventoryTagsCommand instructs the interrogator to inventory and to
-- identify all tags present in its operating area. Each tag is uniquely
-- identified by its TagId.

InventorvTagsCommand

PEFINITIONS
EXPLICIT TAGS ::=
BEGIN
nventoryTagsCommand ::= SEQUENCE {
applicationFamilyId ApplicationFamilyId,
identifyMethod INTEGER {
inventoryAllTags (0),
inventoryAtLeast (1%,
inventoryNoMoreThan (2),
inventoryExagthy (3)
}(0..15),
numberOfTags INTEGER (0..65535)

}

- data (see 7.2.2), and possibly particular objectIds. Specifying a

- hex value xx (where x is a n@n~zero value) selects only the tags that have
- the required data content/{

- Specifying a hex value¢00.selects all the tags; this may be an appropriate
- action to undertake @a\ftull inventory.

- Specifying a hex vialue 0x, or x0, (where x is a non-zero value) might not be
- logically sound(bécause the tags are from different applications and the x

- value has different meaning.

iso(1l) standard(0) rfid-data-protocol (15961) commandModules (126) inventoryTags(3)

- The ApplicationFamilyId separates fundamentally different types of application

- If the idéntifyMethod is set to inventoryAllTags, the interrogator shall perfory

- a comphete inventory of all tags present in its field of operation. The value of

© ISO/IEC 2021 - All rights reserved
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-- numberOfTags is irrelevant and should be set to zero by the application.

-- If the identifyMethod is set to inventoryAtLeast, the interrogator shall perform
-- an inventory of the tags present in its field of operation and (possibly)

-- continue waiting until it has identified a number of tags equal to numberOfTags.
-- If the numberOfTags is set to 1, the Interrogator will wait until the first tag

-- has been detected. This is a mechanism to wait for a tag to enter the

-- intdrrogator field.
-- If ghe numberOfTags is set to more than 1, the Interrogator will wait

-- until the specified number of tags has been detected.

-- If fhe identifyMethod is set to inventoryNoMoreThan, the interrogator shadl

-- inifyiate an inventory of the tags present in its field of operation and shall

-- retyrn a response with a number of tags lower or equal to numberOfTags;.

-- The |[interrogator may interrupt the inventory process when the numbet@®fTags has
-- beer] reached or may continue the inventory process till all tag§ have been read.
-= NOTE This may be constrained by the air interface and antieollision

- mechanism.

-- If Hghe identifyMethod is set to inventoryExactly, the{interrogator shall

-- inifyiate an inventory of the tags present in its field of operation and shall
-- retyrn a response with the number of tags equal to“numberOfTags. This command
-- pargmeter could be used to confirm the actualyAumber of tagged items in a

-- confainer. The Interrogator will wait untilyithe specified number of tags has
-- beer] detected. The interrogator may intesxfdupt the inventory process when the
-- numderOfTags has been reached or may cenhtinue the inventory process till

-- all |tags have been read.

-= NOTE This may be constraineds"Oy” the air interface and anticollision

-- mechanism.

-- Exedqution of this command-with the arguments inventoryAtLeast and

-- invgntoryExactly can caus€ the interrogator to wait until sufficient tags
-- entdr its field of operation; also the command-response cannot be initiated
-- until after this deMay. It is the responsibility of the application to

-- accdmmodate thig ‘wotentiality.
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ApplicationFamilyId ::= SEQUENCE {
applicationFamily INTEGER(0..15),
applicationSubFamily INTEGER(0..15)

}

-- The code values are defined in the ConfigureAfiCommand.

agld ::= OCTET STRING (S5LzZE(0..253))
-- See Clause 7.2.1 for detailed specification
END
nventoryTagsResponse
iso(l) standard(0) rfid-data-protocol (15961) responseModules (127)” inventoryTags (3)}
EFINITIONS
EXPLICIT TAGS ::=
BEGIN
nventoryTagsResponse ::= SEQUENCE ({
completionCode INTEGER {
noError (0),
failedToReadMinimumNumberOfTags (23),
-- for exdmple, this could be due to a time-out
failedBoReadExactNumberOfTags (24),
-- for example, this could be due to a time-out
executionError (255)
Hy
executionCode INTEGER,
-- See Clause 9.4 and notes in this syntax
-- for a full list of executionCodes
numberOfTagskiound INTEGER (1..65535),
identiti€s SEQUENCE OF TagId
}
Tagid ::= OCTET STRING(SIZE(0..255))
== See Clause 7.Z.1 for detalled speciticacion
END

The following elementNames used in these modules are defined elsewhere in this document, as defined:
— applicationFamily (see 7.2.2);

— applicationFamilyld (see 7.2.2);

— applicationSubFamily (see 7.2.2);

— completionCode (see 9.3);
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— executionCode (see 9.4);

— identifyMethod (see 7.4.23);

— identities (see 7.5.3);

— numberOfTags (see 7.4.43);

— numberOfTagsFound (see 7.5.10);

— tagl

E5 A

The Add
instruct
Memory
paramet

progranimed per command to ensure that the writing process is robust.

The ASN

(cpp 72 1)

1dSingleObjectModules

SingleObjectModules consist of a commandModule, and the associated responseModule, thz
the interrogator to write an object, its objectld, and associated parameters intethe tag Logicg
Map. The command arguments can be used to lock the objectld, the objecthand associate
ers; and to check that the objectld is not already encoded on the tag. Only one tag shall b

[CEI=" =R

.1 Abstract Syntax for AddSingleObjectModules is given in the following code:

-- Add
-— The
-- OID

-—- If 4
-- addi

Single Object
AddSingleObjectCommand instructs the interrogator teMyrite an object, its
and associated parameters into the tag logical mefnory map.

NOTE There is also an AddMultipleObjectsCommanady

he checkDuplicate flag is set to TRUE, theNinterrogator shall verify, before
ng the object, that no object with the game OID already exists. If such

-- objgqct exists, the interrogator shall not\\peérform the Add Object function and
-- shall return the appropriate CompletiomyCode.
-— If tthe Lock flag is set to TRUE,,.th& interrogator shall lock the ObjectId, the
-- Objdct, its compaction scheme and”associated parameters into the tag Logical
-- Memdry Map
AddSindgleObjectCommand
{iso(1)] standard(0) ,xfid-data-protocol (15961) commandModules (126) addSingleObject (4)}
DEFINITIONS
EXPLIC]T TAGS ;<%
BEGIN
AddSindgleObjectCommand ::= SEQUENCE ({
tagId OCTET STRING(SIZE(0..255)),
-- See Clause 7.2.1 for detailed specification
objectId OBJECT IDENTIFIER,-- Full OID value
avoidDuplicate BOOLEAN,
-- If set to TRUE, check for duplicate objectId
object OCTET STRING,
compactParameter INTEGER {
applicationDefined(0),
-- The object shall not be processed through the
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-- data compaction rules of 15962 and remains
unaltered

compact (1),
-- Compact object as efficiently as possible
-- using 15962 compaction rules

utf8Data (2)

== Ddld Illds Decll exlcllldlly LILdIlsLOLMed LLOI 4 L1o0T0DLL
-- coded character set to a UTF-8 string. The objelct
-- shall not be processed through the data compaction
-- rules of 15962 and remains unaltered
}(0..15),

BOOLEAN

-- If TRUE the interrogator shall lock/ Jthe ObjectId, the
-- Object, its compaction scheme_.and other features in|the

-- Logical Memory Map

AddSingleObjectResponse
iso(l) standard(0) rfid-data-protocol (15961) responseModules (127) addSingleObject[4) }
PEFINITIONS
EXPLICIT TAGS ::=
BEGIN

AddSingleObjectRespongse. s := SEQUENCE ({
completionCode INTEGER {

noError (0),
tagIdNotFound (8),
objectNotAdded (9),
duplicateObject (10),
objectAddedButNotLocked (11),
executionError (255)
by

executionCode INTEGER

-- See Clause 9.4 and notes in this syntax for a full list of

-- executionCodes

END

The following elementNames used in these modules are defined elsewhere in this document as defined:

— avoidDuplicate (see 7.4.6);
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— compactParameter (see 7.3.6);

— completionCode (see 9.3);

— executionCode (see 9.4);

— object (see 7.3.5);
— objectld (see 7.3.3);

— objpr‘ﬂ ack (Qpp 73 7);

— tagld (see 7.2.1).

E.6 DegleteObjectModules

The DeleteObjectModules consist of a commandModule and the associated responseModule thgt
instructjthe interrogator to delete a defined objectld and its object and associated parameters. Only onje
RF tag ajnd only one objectld shall be programmed per command to ensure that'the’'deletion process is
robust. The delete function requires the removal of the objectld, the associated*object, and precursgr
from the¢ Logical Memory Map.

The ASN.1 Abstract Syntax for DeleteObjectModules is given in the following code:

-- Deldte Object

—- The |DeleteObjectCommand instructs the interrogator £o ‘delete the object

-- spedified by its 0OID, from the tag Logical Memory%Map. This means that a

-- subdequent command to read the object will returr objectNotFound. This

-- prodedure might not succeed if the object is locked, if this is found to be the
-- casq, the response will return the approprifate completionCode. If the

-- chedkDuplicate flag is set to TRUE, the Iaterrogator shall verify, before

-- deldting the requested object, that there is only a single object with the

-- reqyested OID. If the interrogator (dgtects that several objects have the same
-- OID|it shall not perform the DelleteObject function and shall return the

-- appHdopriate completionCode

-— If fhe checkDuplicate flag)is set to FALSE, the interrogator shall delete the
-- firdt occurrence of the Jobject specified by its OID.

-= NOTE This is an\afgument that effectively provides no protection against
-- Huplicate OIEsY™ It should only be used when there is a high expectation of

-- ho duplicat€s.

DeletedbjectCemmand

{iso (1) standard(0) rfid-data-protocol (15961) commandModules (126) deleteObject (5)}
DEFINITIONS

EXPLICIT TAGS ::=

BEGIN
DeleteObjectCommand ::= SEQUENCE ({
TagId OCTET STRING(SIZE(0..255)),
-- See Clause 7.2.1 for detailed specification
objectId OBJECT IDENTIFIER, -- Full OID value

-- This initiates the deletion of the ObjectId and the

-- associated Object
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checkDuplicate BOOLEAN
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