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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establish
technica
and non
technolo

Internatignal Standards are drafted in accordance with the rules given in the ISO/IEC Directives{Part 2.

The mai
Standarg
an Intern

Attention
rights. IS

ISO/IEC

Subcommittee SC 31, Automatic identification and data capture techniques.

This first

cancels @nd replaces ISO/IEC 15961:2004, which has been_t€chnically revised.

ISO/IEC
frequeng

—  Part
—  Part
—  Part
The follo

—  Part

ed by the respective organization to deal with particular tields of technical activity. 1SO and IE
committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

h task of the joint technical committee is to prepare International Standards. Draft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as
ational Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this document.may be the subject of patent
O and IEC shall not be held responsible for identifying any or all sugh patent rights.

15961-1 was prepared by Joint Technical Committee ISONEC JTC 1, Information technology,

edition of ISO/IEC 15961-1, together with ISO/IEC 15961-2, ISO/IEC 15961-3 and ISO/IEC 15961-4

15961 consists of the following parts, undef;the general title Information technology — Radio
y identification (RFID) for item management:-Data protocol:

1: Application interface

2: Registration of RFID data constructs
3: RFID data constructs

wing part is under preparation:

4: Application interface commands for battery assist and sensor functionality

viii
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The technology of radio frequency identification (RFID) is based on non-contact electronic communication
across an air interface. The structure of the bits stored on the memory of the RFID tag is invisible and
accessible between the RFID tag and the interrogator only by the use of an air interface protocol, as specified

the appropriate part ot ISO/IEC 18000. The result of the transter of data between an applicatio
imterrogator in open systems requires data to be encoded in a consistent manner on any RFID tag th
that open system. This is not only to allow equipment to be interoperable, but in the specialicas
rriers, for the data to be encoded on the RFID tag in one systems implementation and to.be’read

e in a completely different and unknown systems implementation. The data bits stored’on each

ust be formatted in such a way as to be reliably read at the point of use if the RFID\tag is to fulfil
bjective. This reliability is achieved through the specification of a data protocol in this‘part of ISO/IE
nd the data encoding rules of ISO/IEC 15962. Additionally, ISO/IEC 24791-1_specifies a softwarg
imfrastructure architecture that enables RFID system operations between business applications a
imterrogators. Specific parts of the infrastructure standards address datd management requ
(ISO/IEC 24791-2) and device interface requirements (ISO/IEC 24791-5). These support
mplementations that incorporate the encoding rules of ISO/IEC 15962 and the functional rule
ommands and responses in this part of ISO/IEC 15961.

o =

lanufacturers of RFID equipment (interrogators, RFID tagsg{ etc.) and users of RFID technolog
tandards-based data protocols for RFID for item management. This part of ISO/IEC 15961, ISO/IE
nd ISO/IEC 24791 specify these protocols, which are Jayered above the air interface standards d
5O/IEC 18000.

D O =

he transfer of data to and from an application,, supported by appropriate application command
ubject of this part of ISO/IEC 15961. The companion International Standard, ISO/IEC 15962, spe
verall process and the methodologies developed to format the application data into a structure to stg
FID tag.

00 0 -
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INTERNATIONAL STANDARD ISO/IEC 15961-1:2013(E)

Information technology — Radio frequency identification (RFID)
for item management: Data protocol —

Part 1:
Application interface

1 Scope

his part of ISO/IEC 15961 focuses on the abstract interface between an application and the data processor,
nd includes the specification and definition of application commands and.fesponses. It allows ¢gata and
mmands to be specified in a standardised way, independent of the particular air interface of ISO/IEC 18000.

his part of ISO/IEC 15961
— provides guidelines on how data shall be presented as objects;
— defines the structure of Object Identifiers, baseden ISO/IEC 9834-1;

— specifies the commands that are supported«for transferring data between an application and the radio
frequency identification (RFID) tag;

— specifies the responses that are supported for transferring data between the RFID tag|and the
application;

— does not specify any required transfer syntax with ISO/IEC 15962, but provides the non-rformative
information in Annex A o provide backward compatibility with ISO/IEC 15961:2004.

I{ is expected that this part-0fASO/IEC 15961 will be used as a reference to develop software appropriate for
particular applications, or.for particular RFID equipment.

N

Normative references

he following referenced documents are indispensable for the application of this document. Fpr dated
references; only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO > 9834-T, Informatiomn tecnnoliogy — Opemn Systernr Tterconmection — Procedures for the operation of
OS! Registration Authorities: General procedures and top arcs of the International Object Identifier tree
(equivalent to ITU-T Recommendation X.660)

ISO/IEC 15961-3, Information technology — Radio frequency identification (RFID) for item management: Data
protocol — Part 3: RFID data constructs

ISO/IEC 15962:2013, Information technology — Radio frequency identification (RFID) for item
management — Data protocol: data encoding rules and logical memory functions

ISO/IEC 19762-1, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary — Part 1: General terms relating to AIDC
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ISO/IEC 19762-3, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary — Part 3: Radio frequency identification (RFID)

3 Terms, definitions and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762-1, ISO/IEC 19762-3 and
the folloing apply.

3141
applicatjon
software[component that issues commands and receives responses to the commands within a system

3.1.2
Data Prgcessor
implemeptation of the processes defined in ISO/IEC 15962, including the Data Compagtor, Formatter, Logical
Memory,|and Command/Response Unit

NOTE This was called the Data Protocol Processor in ISO/IEC 15691:2004.

313
Relative[OID

particulaf Object Identifier where a common Root-OID (for the firstand subsequent arcs) is implied, an
remaining arcs after the Root-OID are defined by the Relative-OID

[oN

3.2 Conventions

Conventionally in International Standards, long numbers’are separated by a space character as a “thousand
separator”. This convention has not been followed in this part of ISO/IEC 15961 because the arcs of an Obje
Identifier] are defined by a space separator (accerding to ISO/IEC 8824 and ISO/IEC 8825). As the corre¢
representation of these arcs is vital to this ‘part of ISO/IEC 15961, all numeric values have no spac
separatofs except to denote a node between\two arcs of an Object Identifier.

&0

D ~=

4 Compliance

41 Géneral

[oN

The commands and responses in this part of ISO/IEC 15961 are only expressed in an abstract syntax, an
transfer pncoding is_no-longer required. As such, compliance to this part of ISO/IEC 15961 for a particulz
system i$ specifically(indicated by the resultant proper encoding of RFID tags according to ISO/IEC 15962 by
the systgm.

—

The argyments and fields contained in individual commands and responses identify what needs to be taken
into accaunt for correct input to the Data Praocessor to achieve a valid encoding. Also_they identify what an
application expects to have returned following access to an RFID tag. Because of the way the Data Protocol is
structured, the commands and responses specified in this part of ISO/IEC 15961 are, to a large extent,
independent of particular RFID tag types that are only known to the Data Processor through the Tag Driver.
The effect of this is that ISO/IEC 15962 can specify conformance requirements for valid encoding, which this
part of ISO/IEC 15961 cannot.

The following sub-clauses provide compliance advice as best practice to achieve an integrated data
communication channel between the application and the RFID tag.
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4.2 Application compliance
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An application is expected to support the commands and responses that are meaningful to the application. For
every command considered relevant for an application, all the constituent components need to be taken into

account in transfers between the application and the Data Processor.

In particular, application standards need to take into consideration the various arguments in the command as
defined in Clause 7 (e.g. Object-Lock, Compact-Parameter). These determine the requirements of what is
encoded on the RFID tag, and the necessary processes that the Data Processor has to invoke to achieve a

valid encoding.

.3 Conformance of the Data Processor

he Data Processor is, effectively, the implementation of ISO/IEC 15962. Depending on the scope of
rocessor (ranging from being specific to an industry to being generic to the entire. RFID Data
rious arguments included in the commands can be processed in different manners (e.g. data
identified with a full Object-ldentifier or a Relative-OID). This part of ISO/IEC 15964 imposes no cg

rguments in the commands that are necessary to achieve proper encoding.

Protocol model

.1 Overview

FID supports bit encodation in the RFID tag memory.\Unlike other data carrier standards pre
O/IEC JTC1 SC31 which require encodation schemes that are specific to the individual dat
chnology, ISO/IEC 18000 does not specify the interpretation of bits or bytes encoded on the |
emory. However, as an RFID tag is a relay in_a,communication system, each tag used for open
m management needs to have data encodedsin a consistent manner. The prime function of th
O/IEC 15961 is to specify a common interface between the application programs and the RFID inte
he prime function of ISO/IEC 15962 is to°specify the common encoding rules and logical memory fur

FID tags utilise electronic memory;-which is typically capable of increasing data capacity as new ge
product are introduced. Differences in data capacity of each RFID tag type, whether similar or d
re recognised by the data protoeol defined in these two International Standards.

ifferent application standards may have their own particular data sets or data dictionaries. Ea
pplication standard for)item management needs to have its data treated in an unambiguous
oiding confusion with data from other applications and even with data from closed systems.
rotocol specified.imthese International Standards ensures the unambiguous identification of data.

.2 Layered protocol

he protocol layers of an implementation of RFID for item management are illustrated sche
im Figure 1 — Schematic of protocol layers for an implementation of RFID for item management.
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Figure 1 — Schematic of protocol layers:for an implementation of RFID for item management

The datg protocol specified in ISO/IEC 15961-1, ISO/IEC 15961-2, ISO/IEC 15961-3, and ISO/IEC 15962
independent of the different RFID ,2ag*technologies specified in ISO/IEC 18000, which is concerned wit
different fair interface protocols that function between the interrogator and the RFID tag. This independence
achieved by implementing the standards at different levels in the protocol hierarchy. The RFID data protoc

defined ip this part of ISO/IEC:16961 is primarily concerned with the upper layers as described below:

5.2.1 Application layer > as defined in the various parts of ISO/IEC 15961

The RFID data protocol specifies how data is presented as objects, each uniquely identified with an Obje
Identifiery whichsare meaningful to the application and can be encoded on the RFID tag. ISO/IEC 15961
specifies| the: data construct rules for the AFI, DSFID, Object Identifier for the Unique Item Identifier, an
Object Identifier structure for other item-related data. This ensures that each piece of data can be unique

[ 7))

©

< O W~

identified; bothrwithimthe-scope of a particutarappticatiomand-betweermapptications:

Each application needs to be registered according to the rules of ISO/IEC 15961-2 so that the data constructs
can be declared and used in an unambiguous manner.

The RFID data protocol in this part of ISO/IEC 15961 defines functions and arguments used to construct
application commands and responses. This is so that application programs can specify what data to transfer
to and from the RFID tag and to append, update, selectively lock, delete data, or perform other functions on

the RFID tag.

To illustrate how the functions and arguments are assembled into a structured format, a number of commands
and responses have been constructed using an abstract syntax. This is independent of the host application,
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operating system, and program language and also independent of the specific command structures between
the interrogator and tag driver. The abstract syntax used in this part of ISO/IEC 15961 is similar to that used in
ISO/IEC 24791-5, and is intended to enable closer integration with that standard. The original version of
ISO/IEC 15961:2004 included commands defined using ASN.1 abstract syntax. For backward compatibility
the commands that were originally defined in this manner have been included in an annex in this part of
ISO/IEC 15961.

This RFID data protocol also defines arguments and codes to support responses of data that is read from an
RFID tag, including error messages, which are returned to the application.

he abstract syntax may be used as a basis to prepare commands in different programme dapguages,
pporting the functionality and arguments of the abstract commands.

.2.2 Application interface - as defined in ISO/IEC 15961-1

he application interface may be implemented in a number of different ways that aré-not explicitly defined in
nis part of ISO/IEC 15961, nor in ISO/IEC 15962. The basic requirement is to identify data objects |distinctly
fom all others using Object Identifiers, even to enable different data formats to,be intermixed on the same
FID tag. The application interface also needs to define command and respéonse arguments unambjguously,
p that they can be intermixed with data on the same wired or wireless network.

0N Tl =h =

One major class of implementation, described as a straight-through process, is appropriate where the
flnctions and arguments used to construct commands and the arguments and codes used to fonstruct
responses, as specified in this part of ISO/IEC 15961, are_difectly input to the encoding processes of
IBO/IEC 15962. Such input can be from computer screens)or forms, or more direct transfers flom host

stems. The advantage of this process is that it avoids the\creation of the transfer encoding (see bglow), but
requires more rigorous adherence to the functional requitrements of the commands and responses. [This part

ISO/IEC 15961 imposes no constraints on the particular application interface process to be adoptged, other
than the requirement that it be integrated with the enceding rules of ISO/IEC 15962.

n alternative process, consistent with the first~edition of ISO/IEC 15961, is to use the abstract syntax for
efining the commands and responses in a-structured, consistent and verifiable manner, and to gengrate the
transfer encoding that defines the byte ‘stream transferred between the processes of this Intgrnational
tandard and those of ISO/IEC 15962,

hichever approach is used, the encoding rules of ISO/IEC 15962 shall be followed, and the encoding on the
FID tag has to be complaint with all the arguments in the commands specified in this part of ISO/IEG 15961.

.2.3 Data Protocol Processing - as defined in ISO/IEC 15962

The RFID data pretoeol specifies how data is encoded, compacted and formatted on the RFID tag jand how
nis data is retrieved from the RFID tag to be meaningful to the application.

—

Tlhis RFIDdata protocol provides for a set of schemes that compact the data to make more efficient yse of the
memory.space.

Tlhis RFID data protocol also supports various storage formats to enable efficient use of memory and efficient
access procedures.

5.2.4 Data Protocol Interface - as defined in ISO/IEC 15962

Each air interface protocol standard in ISO/IEC 18000 has its own specific rules for defining commands and
responses. Furthermore, one air interface protocol can support different tag architectures with different
memory sizes, and possibly support optional commands. The data protocol provides a mechanism to interface
with these rules through specific tag drivers. These allow the basic application commands and responses of
this part of ISO/IEC 15961 to be applied independently of the air interface protocol and specific tag
architecture.
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The tag driver component of the data protocol provides the mapping rule from the generic processes to the
specific tag requirements. These mapping rules are used to write data and to read data.

Additional tag drivers can be specified as new air interface protocols are introduced in the ISO/IEC 18000

series of

standards.

5.3 Flexible implementation configurations

This RFID data protocol specifies the application level communication and the RFID tag interrogator level

rules for

5.4 Fu

There ar
from it.
shows a
interroga

data encoding, compaction and storage formats. This protocol may be implemented:

with ISO/IEC 15962 incorporated into the software system infrastructure architecture defined i
ISO/IEC 24791. This is the recommended approach for any networked application.

with this part of ISO/IEC 15961 and ISO/IEC 15962 incorporated into stand-alone’ software ¢
devices that have as its output conformant encoding and / or conformant decoding with response

compliant to the responses of this part of ISO/IEC 15961.

nctional processes — interrogator implementation

e various functional processes that need to take place to write data‘to*an RFID tag and to read data
Figure 2 — Logical functions and interfaces of ISO/IEC 15962 with-other RFID system component

schematic of an example implementation where the processing of the data protocol resides in th
tor. This illustration is provided to help with the understanding of the processes, and although
typical inpplementation, many others are possibly compliant with this:data protocol.
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Figure 2 — Logical functions and interfaces of ISO/IEC 15962 with other RFID system components
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5.4.1 Functional processes - application interface

The data flows between the application and the Data Processor are formatted according to this part of
ISO/IEC 15961 and are uncompacted. However, there are numerous established systems where data is
formatted to be compliant, for example, with a bar code related syntax. It is therefore reasonable to insert
interface modules in the data flow to convert from and to existing application formats.

NOTE Careful consideration should be given to the extent that established systems need to be supported relative
to the potential benefits to be gained from adopting the data protocol specified in this part of ISO/IEC 15961 and
ISO/IEC 15962. This is because this protocol has been developed around the features of RFID, such as selective
read/write and the ability 0 Iock data. Older protocols are unlikely to support such features.

.4.2 Functional processes - interrogator

In the process illustrated in Figure 2, the interrogator is the module in which all the basic processing of the
ata protocol takes place and there is an interface to the RFID tag. Different implementations might |[separate
me of the functions described below and have an interface between the application and the|physical
imterrogator.

5.4.21 Data Processor

he Data Processor provides all the processing, which is as specifiednin ISO/IEC 15962 and is required for
andling application data. It consists of the following components,, all_of which are described more fully below:
ommand/Response Unit, Logical Memory, Encoder (which,sdpports a Data Compactor and Hormatter
nction) and Decoder (which supports the inverse functionsvof the Encoder). The Data Procepsor can
hysically reside anywhere between the application software and the tag driver but shall contain all the
mponents. Some, or all, of the Data Processor functions  may be implemented using processes defined in
IBO/IEC 24791-2 and ISO/IEC 24791-5.

-0 J -

.4.2.1.1 Command/Response unit

Tlhe Command/Response Unit receives thec@pplication commands from the application in a format spgcified in
nis part of ISO/IEC 15961, acting uponithese commands where appropriate and converting to thg specific
FID tag lower level command codes:

- —

EXAMPLE

An application command)\of write Data Object {name} is application related. The data protocol recognisgs this and
can format the data‘onto the Logical Memory in the Data Processor. Information from the particular RFID tag is
required to set the parameters of the Logical Memory Map (e.g. number of bytes, whether a directory|is in use,
etc) on the REIDJTag. The Tag Driver converts the application command into a tag-specific command.

I{ can be seenfrom this example that there is a distinct logical boundary between the Data Processof and the
ag Driver.

—

5.4.2.1:2 Logical Memory

This/is an array of contiguous bytes of memory acting as a common software representation of th¢ Logical
Memory Map in the user memory of the RFID tag to which the Object Identifiers and data Objects are mapped
in bytes. The Logical Memory takes into account some parameters of the real RFID tag, for example the block
size, the number of blocks and the storage format. The Logical Memory ignores any detailed tag architecture.

The use of the Logical Memory means that an application can interface with an application-compliant RFID
tag, but that individual RFID tags can have completely different memory capacities and architectures. This
enables an implementation to benefit from new technological developments permitted within the framework of
ISO/IEC 18000, such as larger capacity or faster access RFID tags, without changing the application.
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5.4.2.1.3 Encoder

The Encoder controls the process of writing data through the functional processes performed by the Data
Compactor Module and Formatter Module.

5.4.21.4 Data Compactor

The Data Compactor provides the standard compaction rules to reduce the number of bytes stored on the
RFID tag and transferred across the air interface. Numeric data, for example, is octet based to some coded

character-set far tha annlication hut can ha encaded-in-a compactform onthae REID taa maemans
C tHO—tHeapP PO Poroato T+ oot P ot o Ot oo —ta g ooy~

5.4.2.1.5 Formatter

The Formatter provides the processes to place the Object Identifier and Object (data) into an appropriate and
efficient format for storing on the Logical Memory.

NOTE The physical mapping of bits to comply with the RFID tag architecture is performed based on informatign
provided by the Tag Driver.

5.4.2.1.60 Decoder

The Decpder controls the process of reading and interpreting data through thé.functional processes performegd
by the Data De-compactor Module and De-formatter Module.

5.4.2.2 | Tag Driver
The Tag|Driver provides two main functions:

— |It provides mapping rules on the structure of the RFID tag to enable the contents of the Logical
Memory in the Data Processor to be exchanged/with the Logical Memory Map of the RFID tag in usg.

— |It provides facilities that accept the application commands of this data protocol, and converts them to
a format that results in calls to command codes supported by the particular RFID Tag. For example,
an application command write Data,Object {name} could result in the RFID tag related command ¢f
write (block #, data).

The desgription of the tag driver for_particular RFID tags is provided in annexes of ISO/IEC 15962. For th
purpose |of ISO/IEC 15962, a tag ‘driver is unique to a particular air interface type of RFID tag as specified i
the appiopriate part of ISO/IEC 18000. This is a logical representation; physical implementation coul
combine(features of differentJogical tag drivers. An interrogator may support one or many tag drivers.

o5 O

54.2.3 Transfer mechanisms

The trangfer mechanisms for transferring data, commands and responses between the Data Processor (i.¢.
the implgémeptation of this part of ISO/IEC 15961) and the RFID tag need to be done through the interrogatq
or incorpprated within the functions of the interrogator.

=

5.4.3 RFID tag

Although the RFID tag is beyond the scope of this International Standard, the tag is shown in Figure 2 —
Logical functions and interfaces of ISO/IEC 15962 with other RFID system components to complete the flow
of data and commands. Within the RFID tag, the Logical Memory Map represents all the data in the Logical
Memory of the Data Processor converted (or mapped) to a location structure determined by the mapping rules
in the Tag Driver and the architecture of the RFID tag.
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5.5 ISOJ/IEC 15962 and the Data Processor

ISO/IEC 15962 defines all the rules for encoding data on an RFID tag. The implementation of these rules is
described in this part of ISO/IEC 15961 as the Data Processor. As described in 5.4, various processes are
undertaken to achieve successful encoding. The rules ensure the encoded bytes are 'self-declaring' in a
reading operation without any previous or independent knowledge of what is encoded on the tag. This allows
the Data Protocol to be used in open systems where the organisation encoding the data on the RFID tag
might be completely unaware of what organisation might eventually read the data from the RFID tag. This is
achieved by:

— Having clearly defined rules for compacting data that are applied independently of the aﬂ)plication
and the type of RFID tag.

— Defining fundamental structuring rules for the encoding of data largely determined by| a user-
selectable feature called the Access-Method.

— Having precise structuring rules within each Access-Method, including a-clearly defined syntax that
allows reading systems to selectively identify data required for the application.

o

lause 7.2.4 provides a description and a definition sufficient for an application administrator to evaluate the
nerits of the four Access-Methods currently supported. The assogciated processing is fully specified in
5O/IEC 15962.

i

G Presentation conventions
G.1 Presentation of commands, responses and arguments

6.1.1 Commands and responses

CGommands and responses are defined within a box format with a double line border, such as {s shown
i Figure 3 — Box format for commands_and responses.

Figure 3 — Box format for commands and responses

Hach command, or_response, contains an ordered list of fields or arguments. The field/argument names are
shown in bold-type face using this format: Argument-Name. When necessary, the field/argument| name is
followed by the'data type and a brief description. Fields with values that are restricted to a subset of the range
df their data types have their possible and legal values shown in italics below the field name.

NOTE None of this applies to the original commands and responses when presented in the ASN.| abstract
syntax as in ISO/IEC 15961:2004.

6.1.2 Arguments

The more complex arguments, containing sub-arguments, are defined within a box format with a single line
border, such as is shown in Figure 4 — Box format for arguments.

Figure 4 — Box format for arguments

© ISO/IEC 2013 — All rights reserved 9
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6.1.3 Data types

The following data types are used in the commands and responses:

BOOLEAN: An argument that can have the values TRUE or FALSE.
BIT STRING: A sequence of bits.

BYTE: An integer with the possible values 0 to 255, usually expressed as a hexadecimal value 0044

to FFq6.

6.2 Object Identifier presentation in the application interface

6.21 (@

This par
identifier
node (IS
particula

EXAMPLIE

BYTE STRING: A sequence of bytes. (Equivalent to OCTET STRING)

EBV-8: A binary method to encode variable size numbers in the same field by using a leadin
indicator bit preceding a 7-bit value. The final EBV-8 component begins with a 0, all precedin
components begin with a 1. For example, 69, = 01000101, whereas 3699 = 1011100041, whos
EBV-8 representation is 10000010 01110001 (i.e. separated into 7-bit stings and then the indicatc
added as a prefix. The only requirement for using an EBV-8 code in a command is where this type ¢
value is returned in an air interface response.

HEXADECIMAL ADDRESS: A location (on the memory of an RFID/tag), expressed as
hexadecimal value

INTEGER: An integer can take any whole number. In the context of this part of ISO/IEC 15961, th
values are all positive.

OBJECT IDENTIFIER: An Object Identifier as defined in 6.2.1.

bject identifier structure to ISO/IEC 8824-1

I of ISO/IEC 15961 uses the OBJECT IDENGFIFIER type as defined in ISO/IEC 8824-1 and wit
5 assigned as specified in ISO/IEC 9834-1. This uses a registration tree with a common implied roq
O/IEC 9834-1), a series of arcs from each node, with new arcs added as required to define
" Object. Thus, the body responsible for/a particular node:

has a defined set of arcs to identify.itself

can manage the allocation of\arcs under its node, independently of other bodies

is assured of uniquenéss from all other arcs in the registration tree

1 0 15434 1 arcs
T ® ® ®

=iso

= standard

- o) S SsS oo

O =

The only

10

= particular standard

— = sub-division within 15434 (= Format 01)

top arcs permitted for all Object Identifiers are shown in Table 1 — Object Identifier Top Arcs.
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Table 1 — Object Identifier Top Arcs

Identifier Arc Name Numeric Value
itu-t 0
iso 1
joint-iso-itu-t 2

2013(E)

NOTE Any ISO/IEC standard, such as this part of ISO/IEC 15961, have Object

Identifiers under the ISO top arc

he second arc is administered by the relevant organisation named for the top arc. The currentlist o]
cond arcs is given in Part 3 of ISO/IEC 15961.

he third arc is controlled by the system or body defined for the second arc; sometimes'this is a Re
uthority. The hierarchical structure continues until the Object is identified uniquely., The-procedure o
bject Identifiers ensures that each Object is unique within its "parent” arc and that‘each parent arc
ithin its previous level, right back to the top 3 arcs.

O

<

NOTE This structure enables Object Identifiers from different domains (€\g: open and closed syste
encoded unambiguously on an RFID tag memory.

Tlhree forms of Object Identifier are used with the RFID Data Protocaf:

— Object-ldentifier: This full structure is used for communications between the application
Data Processor defined by the scope of this part.ef ISO/IEC 15961. The full structure is su
use in ISO/IEC 15962 where the set of Object Identifiers to be encoded on the RFID
different higher level arcs, or where a generic system is in place.

— Relative-OID: This structure is used in canjunction with the Root-OID (see below) for comm
between the application and the Datd-Rrocessor defined by the scope of this part of ISO/IE
These structures are applied in situations where a common root applies to the set ¢
Identifiers to be encoded on the, REID tag. For example, if all the Object Identifiers have the
root 1 0 15961 12 encoding space can be saved on the RFID tag if this common Root-OID
have to be encoded for each-Object Identifier. The Relative-OID is a suffix to a common R
which is either encoded or declared in some other way.

NOTE  Except in"the command and response abstract forms (see Clause 10) and places
distinction is vital, the term Object-ldentifier applies also to the Relative-OID.

— Root-0ID:The Root-OID is the common part of a set of encoded Object Identifiers. It 3
common-.prefix to the Relative-OID values encoded on the RFID tag. This structure is p3
important’in applications that require a variety of data from a common data dictionary to be
on an-RFID tag. The Root-OID is either explicitly encoded or declared in some other way, &
to.the encoding rules of ISO/IEC 15962.

6.2.2" Presenting the Object-ldentifier in the style of ISO/IEC 8824-1

f top and

pistration
f naming
S unique

mns) to be

and the
itable for
ag have

unication
C 15961.
f Object
common
does not
oot-OID,

where the

cts as a
rticularly
encoded
ccording

When the Object-ldentifier is presented in the style of ISO/IEC 8824-1, spaces are inserted between each

arc as follows:

1015961 121

NOTE ISO/IEC 8824-1:2003 clause 31.12 shows a set of equivalent notations including the way as shown above.
The more formal representation of this in ASN.1 is: {iso(1) standard(0) rfid-data-protocol(15961) iata(12) baggage-id (1)}

© ISO/IEC 2013 — All rights reserved
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6.2.3 Presenting the Object-ldentifier as a Uniform Resource Name (URN)

The Object-ldentifier may also be presented in the URN in the following format, based on IETF RFC 3061,
with the decimal point character between each arc:

urn:oid:1.0.15961.12.1

6.3 Byte Notation

6.3.1 The byte: the basic unit for 8-bit coding

This par{ of ISO/IEC 15961 supports binary, 7-bit, 8-bit and user data that may exceed 8-bits per characte
The conjmon unit of coding is the 8-bit byte (also known as the octet). Binary data shall be padded wit
leading zero bits until the binary value is octet aligned; 7-bit data shall be represented as bytes with bit
(see 6.3.2) set to a zero value. Data exceeding 8-bits shall be encoded in multiple bytes.

[0 e pi)

A byte is|represented as 2 hexadecimal characters with the values 0-9, A-F.

6.3.2 Hit ordering

Within efch byte, the most significant bit is bit 8 and the least significant is\bit 1. Accordingly, the weight
allocated to each bit is as shown in Table 2 — Bit sequence in the 8-bit byte

Table 2 — Bit sequence in the 8-bit byte

Bit Value | bit8 | bit7 | bit6 | bit5 | bit4 | bit3 | bit2 | bit1
Weight 128 64 32 16 8 4 2 1

6.3.3 Hyte conversion

The 8-bif value is converted into the two hexadecimal characters with bit 8, bit 7, bit 6 and bit 5 having th
weights 8, 4, 2 and 1 respectively to define_the first hexadecimal character. Bit 4, bit 3, bit 2 and bit 1 retai
the weights 8, 4, 2 and 1 respectively to.define the second hexadecimal character.

>

7 Prdcessing application-commands and responses

7.1 General

Since the publicationof the first edition of ISO/IEC 15961 and ISO/IEC 15962, it has become clear that
number pf device.eonfigurations do not require the transfer encoding to properly support the functions of th
Data PrgtocolsThese device configurations have similar characteristics in that they can support all processes
internally (examples include printer-encoders, hand-held RFID readers, and software packages), but othgr
device cpnfigurations can have similar characteristics. These characteristics include a complete encoding
process that supports the functionality of the application command and the encoding processes on the logical
memory and/or the decoding processes from the logical memory to the application responses.

a
e

In these devices, transfer encoding would have to be created, and immediately be decoded and discarded,
resulting in two unnecessary processes that add to the process time and complexity. As part of the revision of
ISO/IEC 15961 into a multi-part standard, this part of ISO/IEC 15961 now includes support for a "straight
through" process.

NOTE The distinct choice between options that support transfer encoding and a straight through process is now
more clearly defined than in the first edition of ISO/IEC 15961.
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There are two fundamentally different ways to implement support for the commands and responses defined in
Clause 10.

OPTION A: Straight through process

In devices or software that incorporate data input of commands compatible with this

part of

ISO/IEC 15961 and also support the encoding processes of ISO/IEC 15962, the transfer encoding in is

not required. It is therefore essential to ensure that the basic functionality of the comma
responses are followed. The rules defined for Object Identifiers (see 7.3.2) and the comm
response arguments (see 7.4) shall be followed.

nds and
and and

71.2 Encoding system related information in commands

.2.1 Singulation-Iid

Ilih

Various forms of implementation are possible for this straight through processing of the Data
including input from forms and more direct transfer from host systems. This part of ISO/IEC-1596¢
no constraints on the process adopted.

OPTION B: Using transfer encoding

If a device, or software, only supports the processes of this part of ISO/IEC 15961 or only sup
encoding processes of ISO/IEC 15962, then the original transfer encoding may be used (see A
Alternative transfer encoding including the binary encoding defined inISO/IEC 24791-5 may be
better integration with systems that support such interface mechanisms. In turn, this means
command and response structures defined in Clause 7 shall alsg be“considered as abstract or f]
definitions of the requirements to properly encoded data on an RFID tag, or read and interpret ¢
the tag.

Protocol,
1 places

ports the
nnex A).
used for
that the
Linctional
ata from

e Singulation-ld (previously defined as Tagldsin ISO/IEC 15961:2004) is provided by the Tag Dijiver, and
entifies the RFID tag unambiguously for at |east the period of a data transaction.

In the data protocol, the Singulation-ld*shall be up to 255 bytes long and acts as a file reference for the
Logical Memory, and in turn providesa one-to-one link to the Logical Memory Map of the RFID f{ag itself.
Singulation-Id shall be based upon one of the following, the choice being determined by the design of the
Tlag Driver and the air interface-protocol:

q) A completely Unique“litem Identifier programmed in the RFID tag, as specified in the ISO/IHC 18000
series. In that series/of standards it is defined as the Tag ID.

H) A data related-identifier (e.g. like a Unique Item Identifier (Ull)), that provides for uniqueness within the
particular{application domain of item management. This requires the Ull to be read to establish the
Singulation-id.

d) Avwitual or session identifier based on a time slot or other feature managed by the air interface pfotocol.

) ~Combinations of (b) and (c), e.g. a virtual Singulation-ld across the air interface, but requiring|the data
related identifier to be returned as a response.

7.2.2 AFI

The AFI (previously defined as ApplicationFamilyld in ISO/IEC 15961:2004) refers to specific identifiers that
enable selective addressing of RFID tags. This may be supported by a mechanism at the air interface.
Because the AFI is supported by standards for smart card, the structure that follows is non-conflicting with
those standards. The value of the AFI for RFID for Item Management shall be a single byte value specified in
Part 3 of ISO/IEC 15961, as follows:

© ISO/IEC 2013 — All rights reserved
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The AFI
interface

If in the range 0046 to OF ¢ the code applies to a closed system application, as defined in Part 3 of
ISO/IEC 15961. The list of code values is updated in the associated RFID data constructs register.

If in the range 9045 to CE4s the code applies to an open system application as defined in Part 3 of
ISO/IEC 15961. The list of code values is updated in the associated RFID data constructs register.

The value CF; is reserved as an extension code for multiple byte AFI code values.

should be stored on the RFID tag in some form, or alternatively may be determined by the air
services if these are sufficiently specific. If the AFI is not supported by a class of RFID tag, and the

services
informati

NOT]

Appl
infor

The
appl

723 D

The DSK

enable e

from the air interface do not provide this by other means, the value of this code in the system
bn for the RFID tag shall be 004.

=

E In the first edition of ISO/IEC 15961 (and in the original commands and responses) the value
cationFamilyld consists of two integer values concatenated into a single octet when stored,within system

mation on the RFID tag. The first integer refers to the applicationFamily and the following codes §hall apply:

0 for closed systems

9to 12 as defined in Part 3 of ISO/IEC 15961

second integer of the ApplicationFamilyld, for the applicationFamilies 0 and, 9 _Jto 12, refers to the
cationSubFamily. The integer values convert to a value equivalent to the single byte"AEX.

SFID

ID (previously defined as StorageFormat in ISO/IEC 15961:2004) refers to specific identifiers that

byte, or

Access-Method is encoded in bits 8 and 7 of the DSFID, with.the final five bits (bits 5 to 1) encoding the
Data-Format. Bit 6 defines additional functionality supported by,some types of RFID tag.

If the Actess-Method has a value between 4 and 15, extensions to the DSFID are implemented by the Data

Process

NOT]
part

If the Data-Format has a value between 32 _and 287 as defined in Part 3 of ISO/IEC 15961, extensions to th

DSFID
ISO/IEC
ISO/IEC

fficient encoding on RFID tags. The value of the DSFID for-RFID for Iltem Management is a single
ultiple byte. It encodes the Access-Method and Data-Format, both of which are defined below. The

r.

E None of these values has yet to be assigned, and such assignments will only be by amendment to th{s
pf ISO/IEC 15961.

[©]

bre  implemented by the Data Processor. As the Data-Format is registered as part of th
15961-2 Data Constructs register, this extension occurs independently of changes to this part ¢
15961.

o)

724 A

The Acc
from the

air interfa

the follo

14

ccess-Method

[oX

ess-Method defines the manner in which data can be mapped on the RFID tag and be accesse]
RFID tag. The value of Access-Method should be stored on the RFID tag, or may be defined by th
ce services,; if this can be done unambiguously. The Access-Method is defined as a bit value an
ing codes shall apply:

[oNN¢)]

No Dlrectory Thls Access Method prowdes the S|mplest set of encodmg rules The baS|c rule

components to create a Data Set. The Data-Sets are concatenated to produce a contlguous
sequence of encoded bytes in the Logical Memory Map.

Directory - The Directory structure supports all the encoding rules of the No-Directory
structure, but additionally supports the encoding of a directory at the higher address values within
the Logical Memory Map on the RFID tag. When the Directory structure is used, any command
seeking to selectively read data can first access the directory to find the memory address of the
beginning of the Data-Set, and then go to that location to read the bytes that represent the
encoding of the Data-Set.

NOTE  The Directory may be written to the RFID at a later time than the initial encoded data.
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Packed-Objects - The Packed-Object structure has been introduced at the first revision of
ISO/IEC 15962 and this edition of this part of ISO/IEC 15961. The encoding scheme is
fundamentally different, because it takes a set of Object-ldentifiers and their Objects and
encodes them in an indexed structure that integrates compaction and encoding. The Packed-
Object encoding scheme requires a rule-based table for each Data-Format, which calls up
specific compaction schemes for the individual elements. The compaction schemes are standard,
irrespective of the Data-Format. The Packed-Object scheme requires more complex encoding
and decoding rules than the No-Directory and Directory Access-Methods, but offers significant
encoding efficiency even over the basic No-Directory structure when a number of Object-
Identifiers need to be encoded. This can reduce the amount of memory required on the RFID

Where a choice can.beymade, the following guidelines can be of assistance:

tag, and can reduce the size of message transferred across the air interface in respdnse to a
read command. Application domains need to define a table of indexed Relative-OID$ for this
Access-Method to be implemented. It can only be applied as an alternative to the-No-Directory
or Directory Access-Methods on a particular RFID tag; but tags with any of the [Access-
Methods may be intermixed in the same application.

Tag-Data-Profile - The Tag-Data-Profile scheme is intended to‘support fixed message
structures, typically where a number of Object-ldentifiers and their-Objects need to be|encoded.
The fixed message structure is best suited for applications that are reasonably homdgeneous
and additionally have a consistent requirement for exactly thessame Object-ldentifigrs to be
encoded on all RFID tags in the application. Each Tag-Data-Profile requires registration

Multiple-Records - The Multiple-Records encoding proecess overlays a structure ontg the No-
Directory, Packed-Objects, and Tag-Data-Profile_.Access-Methods for multiple ins{nces of

these, and even a mixture of these Access-Methods, to be encoded in the same¢ Logical
Memory. This is achieved through the introductiofi of an encoded MR-header and a preamble for
each record. This allows the encoding of individual records to fully comply with the|inherent
Access-Method. This also enables the same Object-ldentifier to be encoded in |separate
records, with one rule that supports a listof the same data element in one record. There pre three
main classes of application supported\by the Access-Method and these can also be infermixed.
One class enables different data-formats and owners of data to share the same RFIQ tag, but
under the control of the original-ewner of the tag. Another supports a time sequence ¢f history
records of the same type to be.repeated. The third major class id for the support of hierarchically
related records e.g. for supply chain delivery or bill of material types of structure.

5to 15 Reserved for future encoding schemes to be defined in ISO/IEC 15962 and invoked under rules

for a multiple byte ‘DSFID. Some of the new Access-Methods might be possible to be|inherent
encoding schemes in Multiple-Records. This can only be determined as the encoding schemes
are developed.

The No-Directory structure is better suited to RFID tags with small memory capacity, begause the
diregtory itself is an overhead that needs to be encoded. It also is better suited where there are few
Object-ldentifiers to be encoded, so that a continuous read function will transfer all the encoding (or
at least sufficient of the encoded bytes) to enable the bytes to be parsed to find the requireq Object-
Identifier and associated Object.

The Directory sfructure is obviously befter suited where the conditions differ from those suited to the
No-Directory structure. In addition, it is better suited to applications that call for selective reading,
writing, or modifying one or few Object-ldentifiers from among many. In this type of situation, the
extra read processes to transfer the directory to the Data Processor are likely to be balanced be the
shorter read time for the selected Object-ldentifier.

The Packed-Objects structure requires more complex encoding and decoding, but offers a
significant improvement in encoding efficiency over the basic No-Directory structure. As such, it is
better suited to applications where the encoding requirements are relatively high compared to the
memory capacity of the RFID tags used in the application.
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As the A

The Tag-Data-Profile scheme is best suited to applications where the domain is homogeneous (e.g.
a vertically integrated supply chain where all suppliers are known to all customers) and all parties
agree that each Object-ldentifier shall be encoded and agree to a common structure and format for
each data Object.

ccess-Method has to be specified by the application, it should be possible to measure transfers of

data that simulate a directory plus data structure with that of a No-Directory structure. Such a test can be
used to determine a reasonable breakeven point between this and the other Access-Methods, taking into
account the variety and length of data and the typical read/write implementations expected for an application.

Once an

reading, writing, or the organisation of the bytes on the Logical Memory is to be achieved. This is the functio

of the Ds

725 D

The Data-Format defines the Root-OID of the Object-ldentifiers being stored on the’ RFID tag. Th

Data-Fo
encoding

Full Object-ldentifiers (i.e. with a different Root-OID to that define by the Data=Format) may still be encoded
on the RFID tag, enabling data from different application domains to be encoded, albeit without the same lev¢l

of encod

The valug of Data-Format should be stored on the RFID tag or may<e‘defined by the air interface services |if

this can
relations
for ltem

following

(

DO

<

Access-Method has been specified for the RFID tag, the application does not need to qualify hg

=)

ta Processor and the Tag Driver.

ata-Format

= D

'mat enables data Objects to be identifiers simply by a Relative-OID, making more efficient use ¢
space or to restrict data to one class.

ng efficiency.

be done unambiguously. When defined by the air interface protocol, there shall be a one-to-on
nip with the type of RFID tag and the value of Data-Format. The value of the Data-Format for RFI
Mlanagement shall be an integer value in the range 0,.167287 specified in Part 3 of ISO/IEC 15961. Th
are relevant to this part of ISO/IEC 15961:

Do U

Not-Formatted - This is used fon'RFID tags not formatted, or not yet formatted, to this
part of ISO/IEC 15961.

Full-Featured - This Data-Format supports any type of data format where the full
Object-ldentifier is uséd;"lts prime purpose is to enable heterogeneous data (i.e. fro
different data dictionaries) to be encoded on the one RFID tag. For example it could bg
used to encode data from different closed system applications unambiguously, using thie
ISO/IEC 9834-1-registered Object Identifiers for each application.

Root-Oid-Encoded - This Data-Format is used when all the data on the RFID tag has p
common Root-0ID, which does not comply with one of the specific Root-OIDs associate
with a"Data-Format registered under the rules of Part 2 of ISO/IEC 15961.

The Root-OID for Data-Format 2 shall be directly encoded on the RFID tag using the
appropriate root arcs. Each Object is encoded on the RFID tag using a Relative-OID,
representing the remaining lower order arcs.

ISO/IEC 15961 The list of code values is updated in the assomated RFID data constructs
register.

29 This code applies to closed system data where the encoded data is compliant to the rules

of this part of ISO/IEC 15961 and ISO/IEC 15962.

30 This code applies to closed system data, where the encoding rules are not compliant with

16

ISO/IEC 15962. It is of use for applications that are migrating from other encoding rules,
enabling data to be distinguished and properly encoded. It is also of use prior to the
transition of RFID tags from a closed system application to an open system application.
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31 This value is not assigned to any application, because its binary equivalent is used to
signal an extension to the Data-Format, in the range 32 to 287.

32 t0 287 These values are reserved for open system applications as registered under Part 2 of

ISO/IEC 15961, when an extension mechanism is invoked under ISO/IEC 15962 rules for
a multiple byte DSFID.

7.3 Preparing the basic Objects and other application-based arguments

is part of
I ng AIDC
Jpplication standards that differ from the Object-based protocol of this part of ISO/IEC 15961. ltis*pgssible to
gchieve the benefits of the Object-based protocol and maintain compatibility with message based sygtems by
gonverting between the two formats (see Annex B).

he outputs described in the sub-clauses that follow shall be the format of inpuis-to"the Data Processor.
owever, the mechanisms to achieve them on input and output are not. The requirement is to assign an
Dbject-ldentifier to each Object using the data dictionary relevant to the application standard.

O T

7.3.1 General model

-

igure 5 — Data flow model: Prepare basic Objects provides a data‘\flow model for preparing each] Object-
dentifier and associated data Object. Each type of application/data, and particularly those covered by this
part of ISO/IEC 15961, has a data dictionary, or list of data Objects or data elements.

Objectiddentifier tree
for application

ObjectID conversion (eg Data
l Identifiers to numeric)

Application | prepare basic ObjectiDs -
data " ObjectiDs & . >
Objects & Objects

Figure 5 — Data flow model: Prepare basic Objects

Any such.data dictionary may evolve over a period of time and maintenance of such a data dictionary shall be
imdependent of this part of ISO/IEC 15961. The data dictionary usually consists of a coded list {(numeric,
J;phabetic, alphanumeric, etc) of data Objects and their specification for use within the domain of the
application standard. Part 3 of ISO/IEC 15961 and its associated RFID data constructs register defines
Object-ldentifiers that are relevant to particular applications.

7.3.2 Object-ldentifier

The Object-ldentifier shall be provided by the application system as a series of arcs (as defined in 6.2),
which comply with ISO/IEC 9834-1, including all the Object-ldentifiers associated with the established Data-
Formats. The Object-ldentifier should be presented as a (full) Object-ldentifier in the application
commands, unless an application-specific system supports all the relevant Relative-OIDs. Whenever possible,
the Data Processor converts a (full) Object-ldentifier to a Relative-OID for more efficient encoding on the
RFID tag, based on the Data-Format received from the RFID tag.
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7.3.3 Relating Object-ldentifiers

Message based syntax can use recursive or looping techniques to created repeated sequences of related
data (e.g. individual quantity and batch numbers linked to different product codes). When the complete
message is parsed, the syntax identifies boundary points so that the attributes are correctly linked to the
primary code.

With an Object-based system (such as the Data Protocol of this part of ISO/IEC 15961 and ISO/IEC 15962)
operating at a base level, there is a risk of creating false links (i.e. product code A could be linked to quantity
of product B). The problem can be overcome using one of the technigues described in Annex C.

7.3.4 Qbject

[¢]

The application provides data in the form of an Object. This value is byte based, and associated with th
definitior] of the Object-ldentifier provided by the application data dictionary. Specific advice about particula
interpretation is given in the following sub-clauses.

=1

7.3.4.1 Basic 8-bit character set information

Many business applications make use of ISO/IEC 8859-1 or its subset ISQ/IEC 646. As such, th
interpretation (or presentation) of the data is known to all participants in the systém. This includes the specifi
sender and recipient even, if as is common in an open AIDC system, they areinot known directly to each othg
If text filg and browser application software are set up to handle the ISO/IEC-8859-1 character set, most of th
data content can be displayed as intended. If the content has a specific interpretation, the RFID applicatio
needs tq establish between the participants exactly how particulafdata is to be interpreted. This can b
achieved by publishing a data dictionary using the Object-ldentifiers as a reference.

DS D =0 ®

7.3.4.2 | Support for ISO/IEC 10646

ISO/IEC|10646 supports the character glyphs of all character sets. One option to support data in any othe
specific gharacter set is to pre-process this by converting to ISO/IEC 10646 using mapping tools, and the
compactlng this to UTF-8 encoding (as defined in ISO/IEC 10646). Any data directly defined b
ISO/IEC|10646 should also be UTF-8 encoded,te reduce the number of bytes required to store the Object i
the Logi¢al Memory Map.

o< D 5

7.3.4.3 | Support for secure or encrypted data

All formg| of secure data, including‘encrypted data, shall be created by the application prior to being passed a
an Obje¢t to the Data Processor/ This is done for two reasons:

[

— |lt requires security of data to reside with the application and to be changed independently of the Data
Processor.

— |t allows:the Data Processor to handle all data, whether encrypted or not, in a similar manner.

The fact
method

Further details are provided in 7.6.

7.3.5 Compact-Parameter
The inclusion of Compact-Parameter in a command shall determine whether the application data is to be

compacted by the Data Processor. The Compact-Parameter is an integer value and the following codes
apply.
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0 Application-Defined - The Object shall not be processed through the data compaction rules of
ISO/IEC 15962 and remains unaltered when stored in the Logical Memory Map of the RFID tag.

1 Compact - This requires using the basic ISO/IEC 15962 compaction rules to compact the
Object as efficiently as possible to reduce the number of bytes required on the Logical Memory
Map.

2 UTF8-Data - This identifies that the Object has been externally transformed from the

ISO/IEC 10646 coded character set to UTF-8 encoding. The Object shall not be processed
through the data compaction rules of ISO/IEC 15962 and remains unaltered for transfer to the
Logical Memory Map.

3 Pack-Objects - This identifies that a set of Objects is to be encoded using the)Packgd Object
encoding scheme and identified with the associated Access-Method. The sét of Objgcts shall
not be compacted using the basic ISO/IEC 15962 compaction rules, but use the Packgad Object
encoding rules.

4 Tag-Data-Profile - This identifies that a set of Objects is to be encoded using the Tag Data
Profile encoding scheme and identified with the associated Access-Method. Although the set of
compaction schemes is identical to the basic ISO/IEC 15962 “compaction rules, the Profile
IDTable specifies a particular compaction scheme. The Profile IDTable specification|shall be
followed.

5 Monomorphic-Ull - This identifies that a single Object defining a Ull is to be encoded pising the
compaction rules defined by the AFI. As this is_applied to a Ull, this Compact-Parameter shall
only be applied to a single Object per memory-bank.

NOTE This Compact-Parameter is explicitly defined because for some tags the encoding of
Objects is independent of the encoding-of the AFI, so the Data Processor shall access irfformation
about the Compact-Parameter from the Data Constructs register as defined by Fart 2 of
ISO/IEC 15961.

6 to 13 reserved for future definition

14 De-Compacted-Monomorphic-Ull - This identifies that the Object in a response has peen de-
compacted using the rules defined by the AFI assigned for a particular Monomorphic-Ul|l.

NOTE  Thiss\Compact-Parameter is explicitly defined because the Monomorphic-Ull|does not
have an @ssociated Object-ldentifier encoded on the tag. The Object-ldentifier, as defined by the
AFIl, needs to be added to the response. The Data Processor shall access information pbout the
Object-ldentifier from the Data Constructs register as defined by Part 2 of ISO/IEC 15961.

15 De-Compacted-Data - This identifies that the Object in a response has been de-cgmpacted
using rules in ISO/IEC 15962 and restored to its original application input format.

benerally;. eompaction should be applied because it increases the encodation efficiency on the RFID tag.
Pbjects-already encoded to UTF-8 encoding rules should be qualified with the Compact Parameter [value (2)
o that subsequent readmg of the Object WI|| clearly indicate that |t shall be processed through a UTF-8
D) should
only be used if there is an over-riding reason not to compact the data. Reasons for th|s include prior
compaction to application rules, or if the Object has been encrypted. In both these cases, although
compaction could be possible and the decode process would fully restore the Object, the originally defined
parameter value 0 or 2 would be lost and the receiving application could fail to undertake subsequent
processing.

[eNN /I o Wen)

An alternative to the basic compaction is for a set of Objects to be encoded to the rules of Packed Obijects.
This can only be done if the application administrators choose to adopt the scheme by creating an index table,
to which source references should be provided on the register of data constructs. Then for each RFID tag to
be encoded to the Packed Object rules the Compact-Parameter value (3) is applied to the entire set of
Objects to be encoded.
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Similarly, if data is to be encoded to the rules of Tag Data Profiles the Compact-Parameter value (4) is
applied to the entire set of Objects to be encoded.

During the decode process, the following response codes are applied based on the input conditions:

— If the command argument was Application-Defined (0), a compliant Data Processor undertook no
compaction and applied the relevant compact code to the encoding on the tag. As the decoder
cannot interpret the encoded bytes, the response is Application-Defined (0).

De-Compacted-Data (15).
— |If the command argument was UTF8-Data (2) a compliant Data Processor undertook no compactio
the encoded bytes, the response is UTF8-Data (2).

— [If the command argument was Pack-Objects (3) a compliant Data Processof encoded to the rul
as defined for the particular Object as defined by the ID Table specified. Thé/decoder uses the same
ID table to interpret the encoded byte and returns each data Objeect, ‘with the response De-
Compacted-Data (15).

— |If the command argument was Tag-data-Profile (4) a compliant Data Processor encoded to the rul¢
as defined for the particular Object as defined by the ID Table-specified. The decoder uses the same
ID table to interpret the encoded byte and returns eaeh ‘data Object with the response D¢
Compacted-Data (15).

— |If the command argument was Monomorphic-Ull (5)’a compliant Data Processor encoded to th
rules as defined for the particular Object as defined.by the AFI and the Data constructs register. Th
decoder, on recognition of the AFI uses the compaction rule declared on the Data Constructs registe
and returns the data Object with the response De-Compacted-Monomorphic-Ull (14). It als
returns the Object-ldentifier as defined by-the Data Constructs register.

[O RN O RN

[oN

NOTE Although the decoder is required to look up the compaction and de-compaction rules, as declare
by the AFI from the Data Constructs register, responses from reading data do not include the AFI. Th
response argument is necessary to ensure that additional matching procedures are can be carried out.

[

7.3.6 Qbject-Lock

The command argument Object-Lock requires the Data Processor to arrange the encoded data set (encode
Object-lflentifier or Relative-OID, Object, Precursor and other associated syntax components) in such a wa
that all df the associated“bytes can be stored and locked in a block aligned manner in the Logical Memor
Map. Th¢ locking process shall have the effect of making the bytes so processed permanently encoded on th
RFID tag, or only capable of being unlocked in some types of RFID tag with the use of relevant passwords.

I O

7.4 Othercommand arguments

7.41 Access-Password

The command argument Access-Password requires the Data Processor to pass this to the interrogator so
that the Access-Password in the command is matched with that on the RFID tag. A match results in
additional actions on the RFID tag being permitted. A mismatch results in the air interface rejecting the
command.
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7.4.2 Additional-App-Bits

The command argument Additional-App-Bits is used to extend the search criteria of Object-ldentifier data
encoded in the Ull memory of a segmented memory RFID tag. The Additional-App-Bits are added as a
suffix to the AFl and DSFID.

7.4.3 AFl-Lock

The command argument AFI Lock is used to determine whether the AFI is to be locked or not. This is a
S S ! RFID tag
gan only be used in the way prescnbed The Iockrng process shaII have the effect of maklng the bytes so
processed permanently encoded on the RFID tag, or only capable of being unlocked in somectypeg of RFID
tag with the use of relevant passwords.

NOTE In some tag types the AFI is part of a contiguous string with the encoded data sets. In sugh cases it
cannot be locked independently.

7.4.4 Append-To-Existing-Multiple-Record

he command argument Append-To-Existing-Multiple-Record is a BOOQLEAN argument. If TRUEthe data
dbjects are to be appended to an existing multiple record, subject to vafious checks by the Data Progessor. If
HALSE, then a new multiple record shall be created.

.4.5 Application-Defined-Record-Capacity

he command argument Application-Defined-Record-Capacity is a BOOLEAN argument that if FALSE
determines that the Data Processor automatically determines that the capacity for the given multiple [record is
simply based on the encoded data and then increased-\to be block aligned. If set to TRUE, then the application
eeds to set the size of memory assigned to the record using the Record-Memory-Capacity argument.

.4.6 Avoid-Duplicate

he command argument Avoid-Duplicate is used to ensure that the Object-ldentifier is not already|encoded
im the Logical Memory Map. This js asBOOLEAN argument. If set to TRUE, the interrogator shall [verify all
Qbject-ldentifiers in the Logical Memory Map. If the Object-ldentifier already exists, the write command is
gborted and the Completion-Code value Duplicate-Object (10) is returned. If set to FALSE, the interrogator
shall write the Object without any verification.

.4.7 Battery-Assist-Indicator

he command argument Battery-Assist-Indicator is used by the application that the RFID tag supports a
battery assist feattre. The argument is generally used when the air interface protocol does not have g feature
tp support su¢h an indication.

.4.8 \Block-Align

ign- } j At dligned to
the beglnnlng of a block. Th|s is a BOOLEAN argument If set to TRUE, the mterrogator shaII align each
Object written to a tag on a block boundary as determined by the specific tag architecture or manufacture.

7.4.9 Block-Align-Packed-Object

The command argument Block-Align-Packed-Object is used to define whether Packed-Objects written to a
tag shall be aligned to the beginning of a block. This is a BOOLEAN argument. If set to TRUE, the interrogator
shall align each Packed-Object written to a tag on a block boundary as determined by the specific tag
architecture or manufacture.
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7.4.10 Check-Duplicate

The command argument Check-Duplicate is used to invoke a particular process defined by the command
(e.g. read, or delete). This is a BOOLEAN argument.

If set to TRUE, the interrogator shall verify all Object-ldentifiers in the Logical Memory Map. The command
shall only be completed if there is no duplicate present. Otherwise, the Completion-Code value Duplicate-
Object (10) is returned.

Identifief, associated Object and precursor. In this case, a duplicate Object-ldentifier and associated Objegt
(possibly with a different value) and precursor might be present.

7.4.11 Data-CRC-Indicator

[*2)

The command argument Data-CRC-Indicator in a command instructs the Data Processor,toadd a CRC-1
either to feach individual data set or to the entire encoded data, or to both. The argument Data-CRC-Indicatd
in a response indicates that the Data Processor validated the CRC-16, stripped this ffom the response and
transferred the interpreted Object-ldentifier and associated Object to the application:

-

7.4.12 Data-Length-Of-Record

This response argument provides the size of the encoded Multiple Record in"terms of the write block size, as
encoded|in EBV-8 format in the record preamble.

7.4.13 Delete-MR-Method

The command argument Delete-MR-Method is used by the‘application to invoke one of two methods for th
interroggtor to delete a multiple record. This command afgument is presented as an Integer value, and the
following| codes apply:

[1]

0 Mark record as deleted
1 Physically delete the record

The prodess details are defined in 10.27.1.

7.4.14 Directory-Length-EBV8-Indicator

The command argument Direetory-Length-EBV8-Indicator is used by the application to ensure that
sufficien{ space is available\in the MR-header for the Data Processor to encode the actual length of the
directory} This command-argument is presented as an integer value and the following codes apply:

1  Single byte EBV-8, which can support a directory of up to 127 blocks.

2 _Double byte EBV-8, which should be used when the Logical Memory is large and / or many

records are expected to be encoded on it. This can support a directory size of up to
16383 blocks

The value 2 is used for a directory that might originally be small in size, but is expected to increase in size at
some future time.

7.4.15 DSFID-Lock

The command argument DSFID-Lock (previously storageFormatLock) is used to determine whether the
DSFID is to be locked or not. This is a BOOLEAN argument. If set to TRUE, the interrogator shall lock the
DSFID to ensure that the particular RFID tag can only be used in the way prescribed. The locking process
shall have the effect of making the bytes so processed permanently encoded on the RFID tag, or only capable
of being unlocked in some types of RFID tag with the use of relevant passwords.
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NOTE In some tag types the DSFID is part of a contiguous string with the encoded data sets. In such cases it
cannot be locked independently.

7.4.16 DSFID-Pad-Bytes

The command argument DSFID-Pad-Bytes specifies the number of bytes that the application wants to
provide in an Extended-DSFID in addition to those that are created by the Data Processor. For example this
could be to provide the encoding space for the length of encoded data to be added and updated in the future.
When included in a response, additional pad bytes might be added by the Data Processor to align on a
lock-block boundary if the Extended-D D is to be locked, or if the first Data-Set is to be locked

.4.17 Editable-Pointer-Size

he command argument Editable-Pointer-Size is used to specify that a Packed Object created explicitly or
implicitly through a Write-Objects command shall allow subsequent modifications to its-contents or $tructure.

his command argument is presented as a non-zero integer value that indicates. that the createq Packed
Object shall be made editable by adding an optional addendum subsection to the’ end of the Object Info
section of the Packed Object. The pointer(s) to the Addendum Packed-Object shall be the numbegr of bits
specified in this command argument. The default value for this argument is zéro, indicating that no agidendum
subsection is present, and that therefore the Packed Object is not editable:

.4.18 Encoded-Memory-Capacity

his response argument provides the size reserved for a Multiple*Record in terms of the write blocK size, as
gncoded in EBV-8 format in the record preamble.

.4.19 EPC-Code
he command argument EPC-Code represents any of the unique codes defined by the EPCglobal Tag Data
Jtandard. The structure of each EPC-Code is ‘self-declaring from the value of its 8-bit header. Although some

df the codes do not align on an 8-bit boundary;‘these need to be rounded to 8-bit bytes for processing through
the Data Processor, and be rounded to 16=bit words for encoding on the associated RFID tag.

.4.20 Full-Function-Sensor-Indicator
he command argument Full-Function-Sensor-Indicator is used by the application that the RFID tag

supports a full-function sensar! The argument is generally used when the air interface protocol does [not have
g feature to support such an/indication.

.4.21 Hierarchical-ldentifier-Arc

he responseargument Hierarchical-ldentifier-Arc is an integer value, converted from the EBV-8 value
gncoded in-the Multiple Records preamble from a hierarchical record.

.4.22 \Identifier-Of-My-Parent

he command and response argument taer er-Of-My-Parer USed for a muitipie record tha part of a
hierarchy, and has the value of the hierarchical code of that record.

7.4.23 Identify-Method

The command argument identify-Method is used to define whether all, or some, of the RFID tags belonging
to the particular selected AFI in the operating area shall be identified. This command argument is presented
as an integer value and the following codes apply:

0 Inventory-All-Tags
1 Inventory-At-Least
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2
3
4 to

Inventory-No-More-Than
Inventory-Exactly
15 reserved for future definition

For every argument including Inventory-All-Tags, it is necessary to specify the number of RFID tags to be
read using the Number-Of-Tags (see 7.4.43). More precise advice is provided in Inventory-Tags command
(see 10.3).

7.4.24 ID-Type

The con
through
argumen

0
1
2to

7.4.25 Instance-Of-Arc

The resp
Multiple

7.4.26 K
The com

the Kill-
function

7.4.27 L

The com

Tag-Mask to define the search criteria of EPCglobal data encoded in the Ull memory of a segmented memory
RFID tag.

7.4.28 L

The com
the direc

7.4.29 L

The com
MR-head

apply:

mand argument ID-Type is used to specify that a Packed-Object created explicitly or implicCit
a Write-Objects command shall be instantiated as type of ID List or ID Map. This comman

o<

t is presented as an integer value and the following codes apply:
ID List
ID Map

15 Reserved for future definition

onse argument Instance-Of-Arc is an integer value, converted from the )EBV-8 value encoded in the
Records preamble.

ill-Password
mand argument Kill-Password requires the Data Proecessor to pass this to the interrogator so that

Password in the command is matched with that on the*RFID tag. A match results in the RFID tajg
being permanently disabled. A mismatch results in e air interface rejecting the command.

ength-Of-Mask

[oN

mand argument Length-Of-Mask is used-in conjunction with the command arguments Pointer an

ock-Directory-Entry

=

mand argument Lock-Directory-Entry is BOOLEAN and if set to TRUE the interrogator shall log
fory entry for the particular Multiple Record.

ock-Multiple-Records-Header

[0

mand argument Lock-Multiple-Records-Header is used to determine if all, some, or none of th
er is_lecked. This command argument is presented as an integer value and the following code

[

24

0— Notfocked

1 Completely locked

2 the number of records field remains unlocked, the preceding fields are locked

3 the Data Length of the Directory field remains unlocked, all other fields including the Number of
Records field are locked

4 the Data length of the directory field and the Number of Records field remain unlocked, all other

fields are locked
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7.4.30 Lock-Record-Preamble

2013(E)

The command argument Lock-Record-Preamble is BOOLEAN and if set to TRUE the interrogator shall lock

the fields in the preamble.

7.4.31 Lock-Ull-Segment-Arguments

The command argument Lock-Ull-Segment-Arguments is used to define which component parts of the Ull
segment of an ISO/IEC 18000-6 Type D tag shall be locked. The argument takes precedence over lock

raumentelsewhera in the associated command
FgEHReR+-64 Waere+Hi-h asa22%, HHRSHAG-

7.4.32 Max-App-Length
The command argument Max-App-Length is used to define the maximum compacted length of an

data set. It is used in commands that need to constrain air interface read commands (for faster tran
for example to read a Ull encoded in the first data set on the RFID tag.

7.4.33 Memory-Bank

he command argument Memory-Bank is used to define which part of ‘a_segmented memory tag
ata is to be encoded. The Data Processor then invokes rules that\are specific to the Memory
chieve a correctly encoded tag.

.4.34 Memory-Bank-Lock

he command argument Memory-Bank-Lock is used ta:define which part of a segmented memory,
e locked.

.4.35 Memory-Length-Encoding

he command argument Memory-Length-Encoding in a command instructs the Data Processor f{¢
ither memory capacity or the length ofi ericoded data, or two both, in terms of the number of blg
rgument Memory-Length-Encoding.ina response indicates that the Data Processor calculated the
ngth and encoded this as part of the extended DSFID.

7.4.36 Memory-Segment

Tlhe command argument, Memory-Segment is used to define which part of a segmented memor
which data is to be encoded. It is similar in function to the Memory-Bank argument (see 7.4.33), ex
the RFID tag for which this argument is appropriate can address multiple segments in the same air
transactions.

7.4.37 Mémory-Type

he/command argument Memory-Type is used to define which memory structure is intended for en

encoded
sactions,

bn which
Bank to

tag is to

b encode
cks. The
relevant

y tag on
cept that
interface

coding a

onomorphic-Ull, effectively instructing the Data Processor which of the optional and conditional a

guments

and processes to apply to the encoding process.

7.4.38 Multiple-Records-Directory-Length

The response argument Multiple-Records-Directory-Length is an EBV-8 value.
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7.4.39 Multiple-Records-Features-Indicator

The command and response argument Multiple-Records-Features-Indicator is a bit map with the following
structure:

— Bit 8 with the value 1, indicates that all the records use the same Access-Method. If this bit = 0 then
bits 7 to 4 = 0000,

— Bits 7 to 4 identify the particular Access-Method if this is applied consistently. If bit 8 = 0, the
currently permissible string for bits 7 to 4 are:

0000 indicates that all records use the No-Directory Access-Method
0001 is not permitted

0010 indicates that all records use the Packed-Objects Access-Method
0011 indicates that all records use the Tag-Data-Profile Access-Method
0100 is not permitted

0101 to 1111 is currently reserved for additional Access-Methods

— |Bit 3 with the value 1 indicates that some of the records are in a hierarchical relationship with othe
records.

=

— |Bit 2 identifies whether the number of records field is fully maintained (e.g. updated each time a ne
record is added) or whether the number of records might not be,the)correct current value. The valu
1 indicates that the number of records is correct, the value O-indicates that the number of record
field might be incorrect.

n O <

— |Bit 1 with the value 1 indicates that there is an additional byte for indicating additional features.
Currently this is RFU and therefore set to 0.

7.4.40 NSI-Bits

The conmpmand argument NSI-Bits defines a 9:bit code defined by EPCglobal used as a prefix to th
EPC-Cogle when encoded on the associated REID tag.

[¢]

7.4.41 Number-In-Data-Element-List

The command argument Number-ln-Data-Element-List is only used in a hierarchical record that is a data
element |ist. The value is the count of the number of instances-of the data element being encoded.

7.4.42 Number-Of-Records

The resgonse argument-Number-Of-Records is used in one of two ways. If bit 2 of the Multiple-Recordg
Features-Indicator equals:

=

0 [then this field is not maintained and the value of Number-Of-Records should be zero, but any othe
alUe 'should be ignored, for example if some record count was initially maintained but later th
unction was decided to be stopped.

[

1 then this field is fully maintained as new records are added. A zero value for the Number-Of-
Records is encoded when the MR-header is created.

7.4.43 Number-Of-Tags

The command argument Number-Of-Tags is used to define a limit on the particular Identify-Method
specified. It is an integer value in the range 0 to 65535.
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7.4.44 Objects-Offsets-Multiplier

The command argument Object-Offsets-Multiplier defines the size of the memory in bits that is requested for
the storage of object offsets when the Directory-Type parameter in the Packed-Objects-Constructs
argument is Packed-Object offset. The implementation shall use the parameter for proper sizing of the
AuxMap structure in the Packed Object.

7.4.45 Packed-Object-Directory-Type

irectory,
directory
provides a bit map of the ID Values encoded on any of the Packed Objects on the RFID tag, but.\no indication
df where the data is encoded. The index field directory adds the ordinal value of the Packed Object cpntaining
the specific ID Value. For example a 3-bit index field identifies which of eight Packed Objeets to agcess. An
gffset directory provides the starting address of the Packed Object containing a particular 1D Value.

A null directory (i.e. the provision of space for a directory is created by setting the-pointer allocatign in this
argument combined an non-zero value for the PO-Directory-Size argument.

I{ a Packed Object is not a directory, then a zero value is set for this argument.

.4.46 Password

he command argument Password defines the byte string that*represents a code value, qualified by the
assword-Type, in a command that is required to be matched with the similarly defined code on the RFID tag.
A match provides permissions to carry out additional actions with the RFID tag. A mismatch results in any
associated command to be rejected.

.4.47 Password-Type

he command argument Password-Type qualifies the value of the Password, used to provide permissions to
garry out additional actions with the RFID tag!

7.4.48 PO-Directory-Size

he command argument PO-Birectory-Size defines the size of the (null) directory pointer created| with the
acked Object. This command argument is presented as a non-zero integer value that shall be usgd for the
ze of the (null) directory pointer encoded in the Packed Obiject.

|

(7))

7.4.49 PO-Index-Length

—

he command.argument PO-Index-Length is used to specify the size of the POindex Length for the] AuxMap
tructure to-be created when the Packed Object Directory-Type parameter is Packed-Object index fleld.

(7))

7.4.50 \Pointer

Thecommandargument Pointer 15 used i conmjunction withthecommandarguments tength-Of-Mask and
Tag-Mask to define the search criteria of EPCglobal data encoded in the Ull memory of a segmented memory
RFID tag.

7.4.51 Pointer-To-Multiple-Records-Directory

The command and response argument Pointer-To-Multiple-Records-Directory is used to define the highest
block number at the start address of the directory. This is defined as an EBV-8 value. If a directory is not
initially encoded, then a fixed length EBV-8 string of the same length as required for the start point of the
directory shall be encoded with a value zero. The directory is encoded in reverse block sequence so that the
next subsequent block of the directory is at the next lower address. The start of the directory is not necessarily
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the highest address in Logical Memory, because other hardware features of the tag might be specified to be
located there. It will be necessary to invoke the air interface commands that define the memory mapping to
determine the start address of the directory.

7.4.52 Read-Record-Type

The command argument Read-Record-Type is used to identify various logical structures from the RFID tag.
This command argument is presented as an integer value and the following codes apply:

0 —Read-Multiple-Records-Header

1| Read-Multiple-Records-Header-Plus-1st-Preamble
2 | Read-Multiple-Records-Directory

3 | Read-Preamble-Specific-Multiple-Record

4 [ Read-All-Record-OIDs-Specific-Record-Type

5| Read-OIDs-Specific-Multiple-Record

6 | Read-All-Objects-Specific-Multiple-Record

7 | Read-Multiple-Objects-Specific-Multiple-Record

8 | Read-1st-Objects-Specific-Multiple-Record

9| Read-Data-Element-List-Specific-Multiple-Record

If Read-Multiple-Records-Header is selected, the Data Processor returns the interpretation of the MR
header in the Multiple-Records-Header-Structure argument.

If Read-Multiple-Records-Header-Plus-1st-Rreamble is selected, the Data Processor returns th
interpretation of the MR-header in the Multiple:Records-Header-Structure argument and the interpretatio
of the firgt record's preamble in the Multiple-Records-Preamble-Structure argument.

> O

[¢]

If Read-ruItipIe-Records-Directory iS'selected, the Data Processor returns the interpretation of the multipl
records dlirectory in the Multiple-Records-Directory-Structure argument.

The Reald-Record-Type codés-3 to 9 require the use of one or more Object-ldentifiers in the command fq
the Datg Processor to invoke the relevant processes. Three very specific formats of Object-ldentifier ar
applied tp multiple records;

O =

— |For a mulfiple record that is not part of a hierarchy, the structure is: 1.0.15961.401.{Dat3
Format}.{sector identifier}.{record type}.{instance-of}.{Relative-OID of data element}

— |For, a multiple record that is part of a hierarchy, but not a data element list, the structure is:

element}

— For a multiple record that is a data element list, the structure is: 1.0.15961.403.{Data-
Format}.{sector identifier}.{record type}.{hierarchical id}.{data element}

NOTE This object identifier calls for the response to include all the list element number

The first two Object-ldentifier structures apply to Read-Record-Type codes 3 to 8. The third listed Object-
Identifier structure only applies to Read-Record-Type codes 3, 4 and 9.
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If Read-Preamble-Specific-Multiple-Record is selected, the command shall include a single Object-
Identifier in the Read-Objects List that is certainly defined down to the record type arc, and the instance-of
arc (if applicable) or the hierarchical id arc (if applicable). The Data Processor returns the interpretation of the
record's preamble in the Multiple-Records-Preamble-Structure argument.

Selecting the Read-All-Record-OIDs-Specific-Record-Type is useful for identifying a series of history
records of the same type or a set of records in a hierarchy of the same type. In this case the command shall
include a single Object-ldentifier in the Read-Objects List that is only defined down to the record type arc.
The Data Processor returns the list of Object-ldentifiers one layer lower in the Read-OlDs-Response-List,
i.e. either with the set of instance-of arcs or with the set of hierarchical id arcs.

I{ Read-OIDs-Specific-Multiple-Record is selected, the command shall include a single Object-ldelntifier in
the Read-Objects List that is certainly defined down to the record type arc, and the instance-pf arc (if
pplicable) or the hierarchical id arc (if applicable). The Data Processor returns the list of ©bject-ldentifiers
ncoded within the record in the Read-OIDs-Response-List. This does not apply to Data Element lisis.

Read-All-Objects-Specific-Multiple-Record is selected, the command shall ‘include a single| Object-
Identifier in the Read-Objects List that is certainly defined down to the record-type arc, and the ingtance-of
rc (if applicable) or the hierarchical id arc (if applicable). The Data Processer returns the list of Object-
Identifiers and Objects encoded within the record in the Read-Objects-Response-List. This does pot apply
tp Data Element lists.

I{ Read-Multiple-Objects-Specific-Multiple-Record is selected, the ‘command shall include the npminated
bject-ldentifiers that are defined down to the specific data element in the Read-Objects List. The Data
rocessor returns the list of nominated Object-ldentifiers and Objects encoded within the recofd in the
ead-Objects-Response-List. This does not apply to Data.Element lists.

Read-1st-Objects-Specific-Multiple-Record is selected, the command shall include the npminated
bject-ldentifier(s) that are defined down to the specific data element(s) in the Read-Objects List. The Data
rocessor returns the list of nominated Object-ldentifiers and Objects encoded up to the Max-App-Length
ithin the record in the Read-Objects-ResponsérList. This does not apply to Data Element lists.

Read-Data-Element-List-Specific-Multiple-Record is selected, the command shall include [a single
bject-ldentifier in the Read-Objects List that is defined down to the data element. The Data Procgssor first
ecks that the record is a Data Element list. If so, it uses the rules of the Access-Method to re-construct the
bject-ldentifier down to the list element number as encoded in the data element list and returns| this and
ssociated Objects encoded within the record in the Read-Objects-Response-List.

.4.53 Read-Type

he Read-Type is.a.command argument used to identify the number and location of Object-ldentifiers in a
read command. Fhis’command argument is presented as an integer value and the following codes apply:

0 Read-1st-Objects

1 Read-Multiple-Objects

2 Read-All-Objects

3 Read-Monomorphic-Ull
4to 15 Reserved for future definition

If Read-1st-Objects is selected, then the command needs to include the value for the Max-App-Length code,
which is equivalent to the number of bytes intended to be read into the application. The argument is so
structured — and therefore differs from ISO/IEC 15961:2004 — to read a sequence of Object-ldentifiers, rather
than the one only in the first position. If the Read-Type is set for Read-Multiple-Objects, this can apply to
one or more Object-ldentifiers.

If Read-Monomorphic-Ull is selected, it instructs the Data Processor to carry out additional checks with the
ISO/IEC Data constructs register to enable the proper process on the command.
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7.4.54 Record-Memory-Capacity

The command argument Record-Memory-Capacity is used in commands to write a multiple record to
indicate the amount of memory (in terms of write blocks) to assign, usually to enable the record to have
additional data elements added. It is only used if the application needs to over-ride the automatic sizing by the
Data Processor, when the Application-Defined-Record-Capacity argument is set to TRUE.

7.4.55 Record-Type-Arc

record béing encoded. The following codes apply:

000

001

010

011

100

101

110

111

stand-alone record, with an instance-of arc = 0

stand-alone record, with an instance-of arc >0

hierarchical record, top level

hierarchical record, has both parent and child(ren)

hierarchical record, data element list

other hierarchical record, no further children(never applies to a data element list)
Not relevant to this command (becausg;it is associated with deleted records)

reserved

7.4.57 Sector-ldentifier

The Sector-ldentifier is used in the MR-header either to indicate the true Sector-ldentifier for all records i
the Logi¢al Memory, or to signal that the true value varies between records and the true value is encoded i
the recofd. This command and response argument is presented as an integer value and the following code

apply:

0 |The true Sector-ldentifier is encoded in each record and can vary between records

1 |[This is usedfor closed system applications

2 |This indicates that the record type has a value equal to the Relative-OID of the first data element
encoeded on the record. For example if the first data element has a Relative-OID = 7 for a produ
code, then the Record type =7

=h

[ =]

ot

>2 This is the Sector-ldentifier assigned by the administrators of the data dictionary to a sector to
manage its own allocation record types.

NOTE

If all the records have the same Sector-ldentifier, the non-zero value is part of the Object-ldentifier

structure in a command to write or read a record, but has to be included separately for the Configure-Multiple-
Records-Header command.
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7.4.58 Simple-Sensor-Indicator

The command argument Simple-Sensor-Indicator is used by the application that the RFID tag supports a
simple sensor. The argument is generally used when the air interface protocol does not have a feature to
support such an indication.

7.4.59 Start-Address-Of-Record

b

7.4.60 Tag-Data-Profile-ID-Table

Tlhe Tag-Data-Profile-ID-Table is a command argument used to identify the particular Tag-Data-Protocol
that contains the compaction and formatting rules. The specific rules are essential toencode any data for a
diven application using this Access-Method.

7.4.61 Tag-Mask

The command argument Tag-Mask is used in conjunction with the command arguments Length-Of-Mask
gnd Pointer to define the search criteria of EPCglobal data encoded-in the Ull memory of a segmented
memory RFID tag.

7.4.62 Update-Multiple-Records-Directory

he command argument Update-Multiple-Records-Directory is BOOLEAN, but the processing on the
ogical Memory by the Data Processor needs to takes;into account whether a directory already exists. The
bllowing states and processes apply:

= —

—+ If a directory pre-exists and the command’ argument is set to TRUE, the directory is fully [updated,
including any previously missed directory entries.

—+ If a directory pre-exists and the.command argument is set to FALSE, the argument is ignored and the
directory is fully updated, including any previously missed directory entries.

—+ If no directory exists and:the command argument is set to TRUE, the directory is created pnd fully
updated, including any-previously missed directory entries.

—+ If no directory exists-and the command argument is set to FALSE, no directory is created.

7.4.63 Word-Count

he command argument Word-Count is used in conjunction with Word-Pointer to define the number of
ncoded:bytes to be read from a segmented memory RFID tag, without any processing to be undertaken by
the Data Processor.

7.4.64 Word-Pointer

The command argument Word-Pointer is used in conjunction with Word-Count, and defines the start
location of the memory of a segmented memory RFID tag from which an encoded byte string is to read.

7.5 Command-related field names

In addition to the command arguments (7.4), the following field names are used in the commands and
responses.
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7.5.1 Data-Set

The field

name Data-Set refers to the contiguous byte string from the Precursor, the Object-ldentifier to the

final byte of the compacted Object on an RFID tag.

7.5.2 Identities

The field

7.5.3 Lgngth-tock Byte

The field
in an iter

7.54 L

The field
and iden

755 L

The field
Data-Se

7.5.6 L

The field
byte strir

7.5.7 Memory-Capacity

The field
identifies

7.5.8 Module-OID

The field
defined i

759 N

The field
tags obs
the respq

name Identities is a command response field that represents a list of the identified Singulation-Ids.

name Length-Lock Byte is a command response field that identifies the length of the encodéed datp
h-related segment, and also provides information about the lock status of pages on the RFID tag.

ength-Of-Encoded-Data

name Length-Of-Encoded-Data is a command response field that is part of-the Extended DSFID
ifies the length of the encoded data in terms of blocks.

ock-Status

name Lock-Status is a command response field that identifies,whether an encoding packet (e.g.
) is locked or not locked.

j V)

ogical-Memory-Map

Logical-Memory-Map is a command response fieldthat represents the complete, but un-decoded
g that was read from the RFID tag.

name Memory-Capacity is a command response field that is part of the Extended DSFID and
the length of the encoded data in terms of blocks.

Module-OID identifies an’/individual command or response module with a full Object-ldentifier g
N 7.3.2.

[

umber-Of-Tags=Found

|

name Number-Of-Tags-Found is a command response field that returns the actual number of RFI
brved that\met the criteria. If the Identify-Method argument is set to Inventory-No-More-Than, then
nse value Number-Of-Tags-Found can be a lower number.

7.510 P

The field

name PO-ID-Table is a command field that identifies the specific table for the Data Processor to use

as the source of detailed encoding rules.

7.5.11 Protocol-Control-Word

The field name Protocol-Control-Word is a command response field that returns this 16-bit value in a
response from the Ull memory of a segmented memory RFID tag. The Protocol-Control-Word contains bit-
based data that identifies other features supported on the RFID tag.
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7.5.12 Read-Data

The field Read-Data returns an un-decoded byte string from a segmented memory RFID tags.

7.6 Data security

The data (Object) may be made secure by the use of some form of encryption. This shall be applied prior to
the Object being transferred to the Data Processor. The decryption process shall also be applied to the
Object after it has been transferred to the application. As such, all the processes are transparent to this part

fICONEC 15084 and ICO/NEC 1AEQRD
UAAS/a =y pv v puc | B v Ao A /g | =y v iV Ay ayy

Tlhe following features can be provided:

— Data security - This allows only authorised users the ability to "see" the true data: The sgnder will
need to provide authorised users with the decryption algorithm and key. Otherusers can se¢ the raw
octet string, but this will be meaningless.

— Data integrity - This uses the decrypted data to identify whether the data has been modified by others
prior to being read by an authorised user.

— Data validity - This uses encryption processes to reduce therisk’ of data from a legitimate source
being copied by an unauthorised agent into another RFID tagy,-and being passed off as th¢ original
source RFID tag.

Additional advice is provided in Annex D.

8 Data flows and processes to the air interface

\farious processes are required to format the REID tag, to write data to it, to read from it, to modify |[data etc.
hese are defined in the sub-clauses that follow. All the processes to write and add data will be dgscribed.
here the read process is the inverse of .the write process, this will be described briefly, otherwise|a further
escription will be provided.

.1 Establishing communications between the application and the RFID tag

he Data Processor does not'communicate directly with the RFID tag (see Figure 1 — Schematic of protocol
Iayers for an implementation)of RFID for item management and Figure 2 — Logical functions and intgrfaces of
IBO/IEC 15962 with other RFID system components), but does this through the Tag Driver. The Data
rocessor requires specific system information based on the configuration of the RFID tag (see 8.1.4). This is

tp set parameters-of the Logical Memory to represent correctly the RFID tag memory and tp enable
mmunication-te_,and from the Tag Driver. To achieve this, air interface services shall be provided to|the Data
rocessor via.the Tag Driver to establish communications (see 8.1.1).

number-of these parameters need to be known to, or requested by, the Data Processor. Effectiyely, this
roceddre is used to configure the RFID tag initially, to re-configure it if required, and to esfablish a
Mmmunications link while the data transaction is open.

8.1.1 Air interface services

This part of ISO/IEC 15961 is open-ended with respect to the fact that new types of RFID tag may be added to
ISO/IEC 18000 and leave the Data Processor unaltered. To achieve this, some basic presumptions are made
about the types of RFID tag in ISO/IEC 18000.

— Application memory is an integer number of bytes.
NOTE the term application memory is used in this sub-clause as a generic name for the area of RFID

tag memory available for user data (this is sometimes called user memory in ISO/IEC 18000) and any
separately addressable memory (e.g. for the Ull).
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Application memory shall be organised in blocks. These shall be fixed size and be of one or more
bytes.

The individual blocks shall each be accessible by read and/or write.

NOTE This applies to the basic function, additional features may be used to restrict access to
authorised users.

In addition to the requirements (above) relating to the memory, there shall be a reliable mechanism
for writing and reading to and from the application memory.

The RFI
write ang

The tech
812 S
The sys

applicati
ISO/IEC

D tag shall have a mechanism for storing the system information (see 8.1.2), including the ability 1
read the component elements.

O

hical details of the air interface services are provided in ISO/IEC 15962.

ystem information

em information shall consist of the following elements that need to bé<iransferred across th
bn interface and air interface, and are therefore part of this part\of ISO/IEC 15961 an
15962:

[oNN ()]

AFI
DS

The sys
RFID ta
ISO/IEC

phys
num

8.2 Af

The appl

Sin}ulation-ld —(see 7.2.1)
I

(see 7.2.2)
D — (see 7.2.3), which itself consists of:
Access-Method — (see 7.2.4)
Data-Format — (see 7.2.5)

m information shall also consist of the following“elements that only need to transfer between th
and the Data Processor to configure the Logical Memory Map, and are therefore only part ¢
15962:

= D

ical block size
ber of blocks

)plication system services

cation system shall provide the following:
Object Identifier -.(see 7.3.2)

Object - (see7:3'4)
Compact-Parameter - (see 7.3.5)

Object-Lock - (see 7.3.6)

These are incorporated into the definitions of particular application commands and responses, and never
transferred without the supporting commands.

9 Command-Codes, Completion-Codes, and Execution-Codes

Application commands are used to instruct the Data Processor and the interrogator to execute specific
functions. They are also applied to the processing of the application data to achieve efficient encoding. The
responses from the Data Processor include requested data and also information about actions undertaken
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and errors found. Each command/ response pair has its abstract syntax presented as modules. Each module
is defined in a manner that enables the command to be invoked independently of any other command.

So that the commands and responses can easily be incorporated into the transfer syntax, code values have
been assigned in this part of ISO/IEC 15961 to the final arc of the command and response modules (see 9.1).
Also, Completion-Codes (see 9.2) and Execution-Codes (see 9.3) are assigned to the responses. The
sources of definitions of arguments and fields that apply to each command are given, including those that only
apply to the command and response modules (see 7.4 and 7.5).

In_the processing of a command, an error might be detected. The command shall be aborted and no data is
transferred to or from the RFID tag in which the error is detected. This is possible because processing is done
im the Logical Memory. Although other error conditions might be present, the first problem identified i§ the only
ne reported. The appropriate Completion-Code or Execution-Code is returned. In the case where the
mmand addresses multiple RFID tags, all RFID tags processed prior to the one with the detegted error
ould be processed. The detection of the error aborts all subsequent processing.

he following sub-clauses define all the application commands and responses,the~are supportedl by this
dition of this part of ISO/IEC 15961. In addition to the basic syntax, these sub-clauses will also describe the
finction and purpose of specific command arguments and responses. The/commands and respopses are
dgrouped logically together. Within this clause, the current appropriate abstract\syntax is shown.

nnex E shows the original 16 modules using the ASN.1 abstract syntax, and with the terminology used in
BO/IEC 15961:2004. Some of these modules have direct equivalents'in the current format, others have been
nerged to create new modules and this will be described in the relevant sub-clauses. Annex F shows an
xample of the original transfer encoding of a command and response.

Q3 = >

[{e]

.1 Final arc values of the command and response modules

Hach command and response module shall be identified by an Object Identifier. The common root for
cgommands is {iso(1) standard(0) rfid-data-protocol(15961) commandModules(126)}. The common root for
responses is {iso(1) standard(0) rfid-data-protocol(15961) commandResponses(127)}. The final arc of
gach pair of command and response modules shall have the same value, effectively a Relative-OID.|The final
grc shall be specific to the command/response pair and the following final arcs are specified:

1 Configure-AFl (in ISO/IEC 15961:2004 as configureAfi)

2 Configure-DSFID (in ISO/IEC 15961:2004 as configureStorageFormat)

3 Inventory-Tags

4 (only in ISO/IEC 15961:2004 as addSingleObject)

5 Delete-Object

6 Modify-Object

7 (only in ISO/IEC 15961:2004 as readSingleObject)

8 ReadObject-ldentifiers (in ISO/IEC 15961:2004 as readObjectlds)

9 (only in ISO/IEC 15961:2004 as readAllObjects)

10 Read-Logical-Memory-Map

11 (only in ISO/IEC 15961:2004 as inventoryAndReadObjects)

12 Erase-Memory

13 Get-App-Based-System-Info

14 (only in ISO/IEC 15961:2004 as addMultipleObjects)

15 (only in ISO/IEC 15961:2004 as readMultipleObjects)

16 (only in ISO/IEC 15961:2004 as readFirstObject)

17 Write-Objects

18 Read-Objects

19 Write-Objects-Segmented-Memory-Tag

20 Write EPC-UII

21 Inventory-ISO-Ulimemory

22 Inventory-EPC-Ullmemory

23 Write-Password-Segmented-Memory-Tag

24 Read-Words-Segmented-Memory-Tag

25 Kill-Segmented-Memory-Tag
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26 Delete-Packed-Object

27 Modify-Packed-Object

28 Write-Segments-6TypeD-Tag

29 Read-Segments-6TypeD-Tag

30 Write-Monomorphic-Ull

31 Configure-Extended-DSFID

32 Configure-Multiple-Records-Header
33 Read-Multiple-Records

34 Delete-Multiple-Record

Additiongl command and response modules, and their final arc values, will be added in numeric sequence; as
required to this part of ISO/IEC 15961.

The conplete module specifies the function that the interrogator shall perform. Each command specifies, 4
appropriate, particular processes to be undertaken by the Data Processor, the Tag Driver, and the interrogatg
in communications across the air interface. Each response specifies, as appropriate, particulat)processes 1
be undertaken by the Tag Driver, the Data Processor, and the communications across)the applicatio]
interface

5 O 5 »

9.2 Completion-Code

The Completion-Code is part of the response to each command. The Completion-Code is an INTEGE
value that reports specifically on how the particular command was processed and executed, successfully g
not. Itis|returned in each response. If its value is 0 (004¢), the command-has been successfully executed. If if
value is|255 (FF4), the command could not be executed by thec¢system for the reason specified in th
Executign-Code (see 9.3). If its value is different from 0 and 255, it indicates that the command was n¢
executed as instructed by the application for the reason mentionéd.

~ O 0O s A

NOTE The Completion-Code provides information on*the basis that the command can be invoked for the
particular RFID tag in the communication chain, whereas the\Execution-Code indicates a systems error or success

The following Completion-Codes apply:
0 No-Error: The command was successfully executed.

1 AFI-Not-Configured: The command could not be completed, possibly because of a prig
configure action.

=

2 AFI-Not-Configured-Locked: The AFI was found to be locked (by a previous command
execution), so this AFI could not be configured, as requested by the command, on this occasion.

3 AFI-Configured-Lock-Failed: The AFl was correctly configured and encoded, but the logk
functioncould not be completed.

4 DSFID-Not-Configured: The command could not be completed, possibly because of a prigr
configure action.

5 DSFID-Not-Configured-Locked: The DSFID was found to be locked (by a previous command
execution), so this DSFID could not be configured, as requested by the command, on this
occasion.

6 DSFID-Configured-Lock-Failed: The DSFID was correctly configured and encoded, but the
lock function could not be completed.

7 Object-Locked-Could-Not-Modify: The existing encodation on the RFID tag is locked, and as
a result this attempt to update the Object value could not be completed.

8 Singulation-ld-Not-Found: The particular RFID tag, specified by the Singulation-ld, could not

be found in the operating area.
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9 Object-Not-Added: The data set of Precursor, Object and Object-ldentifier could not be
added to the Logical Memory Map (e.g. because there was insufficient memory space). This
response also applies if the RFID tag supports a lock function that failed.

10 Duplicate-Object: An Object-ldentifier with the same value as the one to be processed
(added, modified, or deleted) was found. The process was aborted.

11 Object-Added-But-Not-Locked: The data set was added to a RFID tag that did not support a
lock feature in the memory.

12 Object-Not-Deleted: The data set of Precursor, Object-ldentifier and Object_could not be
deleted from the Logical Memory Map (e.g. because the delete function is not supportéd by the
particular RFID tag).

13 Object-ldentifier-Not-Found: The intended process could not be -executed because the
defined Object-ldentifier is not actually encoded on the RFID tag.

14 Object-Locked-Could-Not-Delete: The Object is already locked and so cannot be delgted.

15 Object-Not-Read: The intention to read the specified Object failed.

16 Objects-Not-Read: The intention to read one or more-of the specified Objects failed.

17 Blocks-Locked: The intended action to erase én¢oded bytes from one or more blogks could
not be achieved because blocks were previouslydocked.

18 Erase-Incomplete: The intended action o erase encoded bytes from one or more blgcks was
interrupted and that not all blocks havebeen processed. The command can be re-invoked to
complete the process.

19 Read-Incomplete: The intention to read the complete contents of the Logical Menfory Map
failed, because not all blocks:from the RFID tag were transferred to the Logical Memory

20 System-Info-Not-Read:The intention to read the system information failed.

21 Object-Not-Modified: The data set of Precursor, Object-ldentifier and Object coulf not be
modified on the~Logical Memory Map (e.g. because the modify function is not supported by the
particular RRID tag).

22 Object«Modified-But-Not-Locked: The Object was modified in a RFID tag that did not support
a locKAeature in the memory.

23 Failed-To-Read-Minimum-Number-Of-Tags: The minimum number of RFID tags yere not
identified with the specified selection criterion, possibly because of a time-out.

24 Failed-To-Read-Exact-Number-Of-Tags: The exact number of RFID tags were not |dentified
with the specified selection criterion, possibly because of a time-out.

25 Password-Mismatch: The Password presented in the command did not match the equivalent
password on the RFID tag, so the associated action was aborted.

26 Password-Not-Written: The Password was not written, either because the memory location
was already encoded, or the feature was not supported.

27 Zero-Kill-Password-Error: The Kill operation was not executed because the Kill-Password
has a zero value.

28 Kill-Failed: The intention to render the tag failed (e.g. because of insufficient power).
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38

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

Object-Not-Editable: The Object, encoded as part of a Packed-Object, was not modified
because it is not editable.

Directory-Already-Defined: A Packed-Object already has a directory type defined.

Packed-Object-ID-Table-Not-Recognised: The ID-Table called for in the command was not
supported by the encoder or interrogator, and encoding is impossible to achieve.

Tag-Data-Profile-ID-Table-Not-Recognised: The ID-Table called for in the command was not
supported by the encoder or interrogator, and encoding is impossible to achieve.

—command-is—at varfance withthe controting Access-Method Tutes definedimthe MR-headet.

Insufficient-Tag-Memory: The operation failed because there was insufficient memory_on, the
tag to satisfy the requested operation.

AFI-Not-For-Monomorphic-Ull: The operation failed because the AFI called “for in the
command is not registered for Monomorphic-Ulls.

—_

Monomorphic-Ull-OID-Mismatch: The Object-ldentifier defined in the. command does nq
match that on the ISO?IEC 15961-2 Data Constructs register for this AFEL,

Command-Cannot-Process-Monomorphic-Ull: A Monomorphic-Ull was presented as an
Object to command that does support this type of Ull.

Data-CRC-Not-Applied: At least one of the Data-CRCs requested in the Extended-DSFID was
not applied to the data.

Length-Not-Encoded-In-DSFID: At least one of the.requested lengths was not encoded in the
Extended-DSFID.

Multiple-Records-Header-Not-Configured;\Some of the processes required to configure th
Multiple-Records-Header could not becprocessed by the Data Processor, resulting in 4
incomplete record.

> O

Multiple-Records-Header-Not-Locked: The Multiple-Records-Header was added to an RFID
tag that did not support a selective’lock feature in the memory.

File-Support-Indicators-Not-Configured: Some of the processes required to configure th
File-Support-Indicatorscould not be processed by the Data Processor, resulting in a
incomplete encoding.

> O

File-Support-Indicators-Not-Locked: The File-Support-Indicators field was added to anh
RFID tag that-did not support a selective lock feature in the memory.

Data-Format-Not-Compatible-Multiple-Records-Header: The Data-Format in the command
at variance with the controlling Data-Format rules defined in the MR-header. The record wa
not-encoded.

[

[1]

Access-Method-Not-Compatible-Multiple-Records-Header. The Access-Method in th

The record was not encoded.

Sector-ldentifier-Not-Compatible-Multiple-Records-Header. The sector identifier in the
Object-ldentifier in the command is at variance with the controlling sector identifier rules
defined in the MR-header. The record was not encoded.

Record-Preamble-Not-Configured: Some of the processes required to configure the record
preamble could not be processed by the Data Processor, resulting in an incomplete encoding.

Record-Preamble-Not-Locked: The record preamble was added to an RFID tag that did not
support a selective lock feature in the memory.
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Multiple-Records-Directory-Not-Present: The command to read this directory could not be

invoked because of the absence of the directory.

Record-Not-Deleted-Preamble-Locked: The command could not be invoked because the

record's preamble is locked.

Record-Not-Deleted-Directory-Locked: The command could not be invoked because the

record's entry in the directory is locked.

Record-Not-Deleted-Lower-Level-Preamble-Locked: The command could not be
because the preamble of a lower-level record is locked.

Record-Not-Deleted-Encoding-Locked: the command could not be invoked becaus|
the record is locked.

ISO/IEC 24791-5 Result-Code: This Completion-Code is used to pass’ through th
code from an ISO/IEC 24791-5 response in the form of {message code} {result value}.

Undefined-Command-Error: An error occurred in a command, not defined by
Completion-Code.

Execution-Error: A system error occurred which made it impossible to action the comm|
appropriate Execution-Code is returned in the response:

.3 Execution-Code

Tlhe Execution-Code is part of the response to each comimand. The Execution-Code is an INTEG
nat reports on the way the command was processed‘@nd executed by the system, successfully or
bturned in each response. If its value is 0 (004¢), the command has been successfully processed
rotocol was executed. Other values indicate that-a‘system error has occurred.

he following Execution-Codes apply:

No-Error: The command was executed without error
No-Response-From-Tag: No response was received from the RFID tag

Tag-Communication-Error: The response(s) from the RFID tag(s) was corrupted (e
was an aborted frame)

Tag-CRC+Error: A CRC error was detected in the RFID tag's response

Command-Not-Supported: The command code is not supported by the interrogator,
tag

Invalid-Parameter: The command parameter(s) are invalid

invoked

e part of

e Result

another

and. The

FR value
not. It is
, i.e. the

g. There

or RFID

5 C ication-Error- A L in it ication |

application and in the interrogator
Internal-Error: An error occurred in the application software

Undefined-Error: An error occurred, not defined by another code
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10 Commands and responses

Each pair of command and response is specified in the sub-clauses 10.1 to 10.21. Those arguments that
require a separate specification are defined in 10.27.2.

10.1 Configure-AFI

10.1.1 Configure-AFl command

The AFlfs a single byte code and is used as part of the selection process in an application. Details of the Ak
codes agsigned to particular applications are available on the Register of Data Constructs provided by. th
Registration Authority of ISO/IEC 15961-2. If the air interface supports the AFI feature, only tags,'with
specific AFI will be returned for future processing.

JORNG)

This comjmand is applicable for those air interface protocols where either of the following charagcteristics is
true:

A. The application command is directly related to an equivalent air interface’command.

B. The application command requires the AFI to be written to a particular memory location and
nominally separated from item-related data, but using a generic, aitinterface write command.

The Conffigure-AFI command has the following arguments:

AFl|(see 7.2.2)
AFIl{Lock (see 7.4.3)
Singulation-ld (see 7.2.1)

The AF|-Lock argument applies to characteristic A _above without constraint, but can only apply t
charactefistic B above if the air interface protocol suppdrts the locking of a single byte position defined for th
AFI.

D O

Confijgure-AFl command
Moduld-OID: OBJECT IDENTIFIER_£.1°0 15961 126 1

Singuljtion-ld: BYTE STRING (0:.255)

AFl: BYTE
Possible Values:
Value Definition
004 — OF4¢ As defined in ISO/IEC 15961-3
9045 — CE 15 As published by the Registration Authority of ISO/IEC 15961-2
CFle Reserved as an extension code

AFl-Lo¢k;y) BOOLEAN
If set to TRUE, the Interrogator shall lock the AFI

10.1.2 Configure-AFl response
The Configure-AFI response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
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Configure-AFIl response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 1
Completion-Code: INTEGER
Possible Values:
Value Definition
0 No-Error
1 AFI-Not-Configured
2 AFI-Not-Configured-Locked
3 AFI-Configured-Lock-Failed
8 Singulation-ld-Not-Found
255 Execution-Error
Execution-Code: INTEGER
Possible Values: As defined in 9.3.
10.2 Configure-DSFID
Gonfigure-Extended-DSFID (see 10.24) is required when encoding indicators of other features in the RFID
tag, such as the use of a Data-CRC. That command might alsebe better to encode an Access-Methed with a
vilue greater than 3, or a Data-Format with a value greater.than 31.
10.2.1 Configure-DSFID command
The DSFID is a single-byte code that is used tg*reduce the encoding of Object-ldentifiers, and| defining
particular encoding rules for ISO/IEC 15962 tofollow. In particular, these encoding rules apply to the|Access-
Nlethod. Details of the Data-Format (part of the DSFID) assigned to particular applications are avdilable on
the Register of Data Constructs provided by-the Registration Authority of ISO/IEC 15961-2.
Tlhe command is applicable for those air interface protocols where either of the following charactgristics is
true:
A. The application command is directly related to an equivalent air interface command.
B. The application/command requires the DSFID to be written to a particular location and|memory
nominally, separated from item-related data, but using a generic air interface write command
Tlhe Configuré-DSFID command has the following arguments:
DSFID-Constructs (see 11.2)
DSFID-Lock (see 0)
Singulation-Id (see 7.2.1)
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The DSFID-Lock argument applies to characteristic A above without constraint, but can only apply to
characteristic B if the air interface protocol supports the locking of a single byte position defined by the DSFID.

Configure-DSFID command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 2

Singulation-ld: BYTE STRING (0..255)

DSFIDLConstructs-list: List of <DSFID-Constructs>

DSFID4ock: BOOLEAN
If set to TRUE, the interrogator shall lock the DSFID

10.2.2 Qonfigure-DSFID response
The Configure-DSFID response has the following field names:

Completion-Code (see 9.2)
Exeqution-Code (see 9.3)

Confijgure-DSFID response
Moduld-OID: OBJECT IDENTIFIER = 1 0 15961 127 2

Complétion-Code: INTEGER

Pogsible Values:

Value Definition
No-Error
DSFID-Not-Configured
DSFID-Not-Configured-Locked
DSFID-Cenfigured-Lock-Failed
Singulation-1d-Not-Found
5% Execution-Error

Nowo o~ O

Executjon-Code: INTEGER
Poksible Values: As.défined in 9.3.

10.3 Inyentory-Tags

10.3.1 Inventory-Tags command

The Inventory-Tags command requires that the value of the AFl is specified to select RFID tags belonging to
a particular class, typically containing tags belonging to a defined domain. The Inventory-Tags command is
intended to read a set of Singulation-lds from RFID tags that have a particular AFI. It is only applicable
where an air interface command supports an inventory process using the AFI as a named argument and,
generally, where a unique chip identifier is used in the arbitration process.

An additional selection criterion (ldentify-Method) determines how many RFID tags, complying with the

specified AFI selection criterion, need to be identified before the response can be provided. A mechanism that
can be used to detect any RFID tag entering the operating area, is to set the Inventory-At-Least field to 1.
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Particular conditions can be confirmed by only undertaking a partial inventory, i.e. by using e
Inventory-At-Least, or the Inventory-No-More-Than field. A reconciliation of a known quantity of

2013(E)

ither the
previous

transactions (e.g. to identify that all items intended to be in a container are actually there) can be achieved by

using the Inventory-Exactly field.
The Inventory-Tags command has the following arguments:
AFI (see 7.2.2)

Identify-Method (see 7.4.23)
Number-Of-Tags (see 7.4.43)

Inventory-Tags command
Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 3
AFI: BYTE

Identify-Method: INTEGER (0..15)
Possible Values:
Value Definition
Inventory-All-Tags
Inventory-At-Least
Inventory-No-More-Than
Inventory-Exactly
-15 Reserved

AP WON-_O

Number-Of-Tags: INTEGER (0..65535)

{ the Identify-Method is set to Inventory-All-Tags, the interrogator shall perform a complete invent
FID tags present in its field of operation. The value of Number-Of-Tags is irrelevant and should
ero by the application.

N_ =T

{1 the Identify-Method is set to Inventory-At-Least, the interrogator shall perform an inventory of
gs present in its field of operation“and (possibly) continue waiting until it has identified a numbe
qual to Number-Of-Tags. If the.Number-Of-Tags is set to 1, the Interrogator will wait until the first

—

as been detected. This (iSy*a mechanism to wait for a tag to enter the interrogator field.

umber-Of-Tags is set to_more than 1, the Interrogator will wait until the specified number of RFID
een detected.

the Identify-Method is set to Inventory-No-More-Than, the interrogator shall initiate an inventg
FID tags present'in its field of operation and shall return a response with a number of tags lower of
umber-Of-Fags. The interrogator may interrupt the inventory process when the Number-Of-Tags
ached of_may continue the inventory process till all tags have been read.

-

NQTE  This may be constrained by the air interface and anticollision mechanism.

ory of all
be set to

he RFID
r of tags
RFID tag
If the
tags has

ry of the
equal to
nas been

If The Tdentify-Method is set to Inventory-Exactly, the interrogator shall initiate an inventory of the RFID tags
present in its field of operation and shall return a response with the number of tags equal to Number-Of-Tags.
This command parameter could be used to confirm the actual number of tagged items in a container. The
Interrogator will wait until the specified number of tags has been detected. The interrogator may interrupt the
inventory process when the Number-Of-Tags has been reached or may continue the inventory process until

all tags have been read.

NOTE This may be constrained by the air interface and anticollision mechanism.
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Execution of this command with the arguments Inventory-At-Least and Inventory-Exactly can cause the
interrogator to wait until sufficient RFID tags enter its field of operation; also the command response cannot be
initiated until after this delay. It is the responsibility of the application to accommodate this potentiality.

10.3.2 Inventory-Tags response
The Inventory-Tags response has the following field names:

Completion-Code (see 9.2)

Exe i (cnn Q‘Q)
Iden]ities (see 7.5.2)
Number-Of-Tags-Found (see 7.5.9)

Inventory-Tags response
Moduld-OID: OBJECT IDENTIFIER =1 0 15961 127 3

Complétion-Code: INTEGER
Poksible Values:

Value Definition

0 No-Error

23 Failed-To-Read-Minimum-Number-Of-Tags
24 Failed-To-Read-Exact-Number-Of-Tags
25% Execution-Error

Executjon-Code: INTEGER
Poksible Values: As defined in 9.3.

NumbI-Of-Tags-Found: INTEGER (1..65535)

Identitips: List of <Singulation-ld>

10.4 De¢lete-Object

10.4.1 DOelete-Object command

-

The Delg¢te-Object command instructs the interrogator to delete a defined Object-ldentifier and its Objec

=

e

idr,
the Data Processor may replace the deleted bytes with a null Data-Set. This procedure is invoked
automatically by the Data Processor.

For the Packed-Objects Access-Method, the interrogator shall delete the Object from within the first
Packed-Object in which the Object-ldentifier exists. If the Packed-Object is editable, the Packed-Objects
editing procedures shall be used so that the entire memory content does not need to be rewritten. Otherwise,
the interrogator shall rewrite the content of the user memory appropriately recalculated with the Object-
Identifier and its Object and associated parameters deleted. If any of the memory that is required to be
rewritten during the execution of this command is locked, the response will return the appropriate
Completion-Code.
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If the Access-Method is Tag-Data-Profile, deletion is not possible because of the fixed structure of the

encoding and the fact that there are no system-based null characters, and the appropriate complet
shall be returned.

ion code

For Multiple-Records the Object-ldentifier shall identify a data element within an individual record. The rules

for the inherent Access-Method shall apply. To delete the entire record see 10.27.

The Delete-Object command instructs the interrogator to delete the data set specified by its Object-ldentifier

from the RFID tag Logical Memory Map. This procedure might not succeed if the data set is locked,

if this is

found to be the case, the response will return the appropriate Completion-Code. If the Check-Duplicate flag

ii set to TRUE, the interrogator shall verify, before deleting the requested Object, that there is only a single
imstance of the requested Object-ldentifier. If the interrogator detects that the RFID tag is encod|ng more
than one instance of the referenced Object-ldentifier, it shall not perform the Delete-Object-fungtion and
shall return the appropriate Completion-Code.
I{ the Check-Duplicate flag is set to FALSE, the interrogator shall delete the first ogcurrence of the| data set
specified by its Object-ldentifier.
NOTE This is an argument that effectively provides no protection against duplicate Object-ldentifiers| It should
only be used when there is a high expectation of no duplicates.
Tlhe Delete-Object command has the following arguments:
Check-Duplicate (see 7.4.10)
Object-ldentifier (see7.3.2)
Singulation-Id (see 7.2.1)
Delete-Object command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 5
Singulation-ld: BYTE STRING (0..25%)
Object-ldentifier: OBJECT IDENTFIER
Check-Duplicate: BOOLEAN
If set is TRUE, the interrogator shall check that there is only one occurrence of the Object-Identifier
10.4.2 Delete-Object response
Tlhe Delete=Object response has the following field names:
Completion-Code (see 9.2)
Execution-Code (see 9.3)
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Delet

Module-OID: OBJECT IDENTIFIER =1 0 15961 127 5

Completion-Code: INTEGER
Possible Values:

e-Object response

Po

Value Definition

0 No-Error

8 Singulation-ld-Not-Found

10 Duplicate-Object

12 Object-Not-Deleted

13 Object-ldentifier-Not-Found

14 Object-Locked-Could-Not-Delete

37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID

255 Execution-Error
Executjon-Code: INTEGER

5sible Values: As defined in 9.3.

10.5 Mq

10.5.1 Modify-Object command

The Moc

pdify-Object

ify-Object command is intended to change the valug’,of a data Object associated with an Object

Identifie

that the Qbject-ldentifier is not duplicated. If so the command is aborted. Invoking this command depends o
the Accégss-Method declared for the RFID tag. In addition, the procedure is different if the resultant encodin
length of the modified Object is different from the aoriginal length. Each of the cases is discussed under th
appropriate Access-Method.

This con
registere
The corr
The Mog

1.
2.

3.

already encoded on the memory of the RFID tag.*The complete memory needs to be read to ensurn

[OJ (o= N ()]

mand shall not be used to modifya,Monomorphic-Ull. If the AFI on the RFID tag declares that it is
d for a Monomorphic-Ull, the appropriate error shall be returned and the encoding process aborted.
pct command to use is defined.in 10.23.

ify-Object command instructs the interrogator to carry out three related processes:

Read the complete Loegical Memory Map from the RFID tag.
Identify the encoded packet (e.g. Data-Set, or Packed-Object, or Tag-Data-Profile) specified by th
Object-ldentifier. If duplicated instances are found, the process is aborted.
Over-write With the modified encoded packet:

— slincluding re-structuring the Precursor for a Data-Set.

-2 including any Packed-Object structuring rules

~ including any pad bytes for shorter data in a Tag-Data-Profile

[©]

If the Object is already locked, it cannot be modified and the appropriate completion code shall be returned.

If the Access-Method is Packed-Objects, and the Packed-Object is not editable, the Object cannot be

modified

If the Ac

46

and the appropriate completion code shall be returned.

cess-Method is Tag-Data-Profile, three conditions can be presented:
— if the new compacted data is the same length, then this data is simply overwritten
— ifitis shorter, it is written to the tag with the necessary pad bytes

— if it is longer, there is an error and the data cannot be modified and the appropriate
completion code shall be returned.
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If the data object is part of a multiple record (identified with the basic root-OID of 1.0.15961.401) or a
hierarchical multiple record (identified with the basic root-OID of 1.0.15961.402), then the process to modify a
data object shall be that of the declared Access-Method. A data object cannot be modified on a data element
list (identified with the basic root-OID of 1.0.15961.403).

The Modify-Object command has the following arguments:

Compact-Parameter (see 7.3.5)
Object (see 7.3.4)
Object-ldentifier (see7.3.2)
Object-Lock (see 7.3.6)
Singulation-Id (see 7.2.1)

Modify-Object command

Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 6
Singulation-ld: INTEGER (0..255)

Object-ldentifier: OBJECT IDENTIFIER

Object: BYTE STRING

Compact-Parameter: INTEGER (0..15)
Possible Values:

Value Definition (see 7.3.5 for furtherdetails)
0 Application-Defined

1 Compact

2 UTF8-Data

3 Packed-Objects

4 Tag-Data-Profile

Object-Lock: BOOLEAN
If TRUE the inteprogator shall lock the relevant Data-Set

10.5.2 Modify-Object response

—

he Modify-Object response has the following field names:

Completion=Code (see 9.2)
Execution<Code (see 9.3)
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Modify-Object response
Module-OID: OBJECT IDENTIFIER = 1 0 15961 127 6

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

7 Object-Locked-Could-Not-Modify
8 Singulation-ld-Not-Found

10 Duplicate-Object

13 Object-ldentifier-Not-Found

21 Object-Not-Modified

22 Object-Modified-But-Not-Locked
33 Insufficient-Tag-Memory

36 Command-Cannot-Process-Monomorphic-Ull
37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID
25% Execution-Error

Executjon-Code: INTEGER
Pogsible Values: As defined in 9.3.

10.6 Read-Object-ldentifiers

10.6.1 Read-Object-ldentifiers command

This conpmand shall not be used with Multiple Records. Instead the Read-Multiple-Records command shd|

be used [see 10.26).

The Read-Object-ldentifiers command instructs the interrogator to read all the Object-ldentifiers from the
RFID tag. This module can be used in advance of a more selective command to read a specific Object, or fo
identify quplicate Object-ldentifiers so\that a housekeeping procedure can be invoked. A valid response, |if
the RFIQ tag Logical Memory Map.has no Object-ldentifiers stored, is to return an empty Object-ldentifiers
list. Only|lone RFID tag shall be pregrammed per command to ensure that the read process is robust.

The Read-Object-ldentifiers.command has the following argument:

Singulation-ld (see.7.2.1)

Read-Object-ldentifiers command

Module-OID: OBJECT IDENTIFIER =1 0 15961 126 8

Singulation-ld: BYTE STRING (0..255)

48
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10.6.2 Read-Object-ldentifiers response

The Read-Object-ldentifiers response has the following arguments:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
Read-OIDs-Response-List (see 0)

ISO/IEC 15961-1:2013(E)

Read-Object-ldentifiers response

Module-OID: OBJECT IDENTIFIER =1 0 15961 127 8
Read-OIDs-Response-List: List of <Read-OlDs-Response>

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

10.7 Read-Logical-Memory-Map

10.7.1 Read-Logical-Memory-Map command

he main function of this command is.for*diagnostic purposes, but it can also be used for other functions
here reading the complete content:of the Logical Memory Map is required. Only one RFID tag should be

rogrammed per command to ensure that the reading process is robust.

he Read-Logical-Memory-Map command instructs the interrogator to read the entire Logical Menmory Map

the RFID tag and respond-with this without any decoding and interpretation (i.e. by returning the [encoded

yte values). No processing takes place through the Data Processor as part of this read command, so that
imdividual Object-ldentifiers, Objects, Compact-Parameter and Lock-Status cannot be directly identified.

— > —

ogical Memory Map.

—

_Sjn,gujafinn-ld (Qpp 72 1)

he Réad-Logical-Memory-Map command has the following argument:

he command applies equally to all Access-Methods, but if a Directory structure has been defingd by the
\.ccess-Method; this shall be included in the response, but shall not be distinguished from other bylfes in the

Read-Logical-Memory-Map command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 10

Singulation-ld: BYTE STRING (0..255)

© ISO/IEC 2013 — All rights reserved
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The Read-Logical-Memory-Map response has the following field names:

15961-1:2013(E)

ead-Logical-Memory-Map response

Completion-Code (see 9.2)

Exec

ution-Code (see 9.3)

Logical-Memory-Map (see 7.5.6)

Read

-Logical-Memory-Map response

Modulg

Logica

-OID: OBJECT IDENTIFIER =1 0 15961 127 10

Complétion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found

19 Read-Incomplete

25% Execution-Error
Executjon-Code: INTEGER

Poksible Values: As defined in 9.3.

-Memory-Map: BYTE STRING

10.8 Er

10.8.1 B

ase-Memory

rase-Memory command

The Era

to ensurg¢ that the erasure process-is.robust.

Subsequent processing by the/application, possibly by reading all the locked data, can be invoked ft
determine whether the REID.tag is still useable. For example, the blocks that are locked could contain dat
permanegntly assigned tethe’item and the unlocked blocks containing transitory data.

The Era

e-Memory 'command has the following argument:

Singulation-id (see 7.2.1)

e-Memory command instructs the inteérrogator to re-set to zero the entire Logical Memory Map of th
specified RFID tag. This includes the Directory, if this is defined as the Access-Method. If none of the block
is locked, this should result in a deletion of all Data-Sets or Packed-Objects. If any block is locked, then th
Completion-Code: Blocks-Locked will be returned. Only one RFID tag shall be programmed per comman

SO »n O

O O

Erase-Memory command
Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 12

Singulation-ld: BYTE STRING (0..255)

50
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10.8.2 Erase-Memory response
The Erase-Memory response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)

Erase-Memory response

Module-OID: OBJECT IDENTIFIER =1 0 15961 127 12

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
17 Blocks-Locked

18 Erase-Incomplete

255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

—

0.9 Get-App-Based-System-Info

10.9.1 Get-App-Based-System-Info command

—

he Get-App-Based-System-Info command instructs the interrogator to read the system informgtion and
bturn those arguments that are relevant to the application, namely the AFl and DSFID. This command is
useful for RFID tag types that do nat return these codes as part of a response to other commands.

—

The Get-App-Based-System:lnfo command has the following argument:

Singulation-ld (see 7.21)

Get-App-Based-System-Info command
Module-OID:~ OBJECT IDENTIFIER = 1 0 15961 126 13

Singulation-ld: BYTE STRING (0..255)

10.9.2 Get-App-Based-System-Info response

The Get-App-Based-System-Info response has the following arguments:
AFI (see 7.2.2)
Completion-Code (see 9.2)

DSFID (see 7.2.3)
Execution-Code (see 9.3)
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DSFID:

Get-App-Based-System-Info response
Module-OID: OBJECT IDENTIFIER = 1 0 15961 127 13

AFl: BYTE

Completion-Code: INTEGER

Poksible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found

20 System-Info-Not-Read

25% Execution-Error
Executjon-Code: INTEGER

Poksible Values: As defined in 9.3.

BYTE STRING

10.10 \Vrite-Objects

10.10.1

The Write-Objects command is used to write one or more Object-ldentifiers and associated Objects to g
RFID tag. This command may be implemented to write the«initial data to the RFID tag, or to add data to th
tag. Thg command is supported by a compound argument:Add-Objects-List.

This conpmand shall not be used to write a Monomorphic-Ull. If the AFI on the RFID tag declares that it
registered for a Monomorphic-Ull, the appropriate-error shall be returned and the encoding process aborted.

The corr

The DS

Construgts-list is used to set indicatorson the Extended-DSFID and to instruct the Data Processor to cariy
out certajn procedures, e.g. to apply.a)CRC to the data.

The DSKID-Constructs-list and)the Ext-DSFID-Constructs-list are provided for use in one of the following

ways:

Write-Objects command

D >

[

pct command to use is defined in 10.23.

FID-Constructs-list is used to-specify the Access-Method and Data-Format. The Ext-DSFIL

If data is beingvwritten to a blank RFID tag, then they are provided as part of this command tp
minimise communications.

O

If data.is being added to the RFID tag, then the DSFID in the command should match the DSFI
already encoded on the RFID tag, else there is an error and the encoding process can cease befor
significant amounts of data have been processed.

)

Additionally all the requirements declared by the arguments in the Ext-DSFID-Constructs-list shall
be processed.

The DSFID-Lock argument, if set, is applied to the entire DSFID and Extended-DSFID byte string.

If the Access-Method is Packed-Objects, all Objects specified as arguments shall be included within the

same ne
apply to

52

w Packed-Object added after any existing Packed-Objects in memory. A number of arguments only
Packed-Objects and these are defined in the Packed-Object-Constructs argument.
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If the Access-Method is Tag-Data-Profile, all Objects specified as arguments shall be included within the
same Tag-Data-Profile. Adding an Object that is not specified by the Tag-Data-Profile-ID-Table argument
shall be treated as an error, and no encoding take place.

A Multiple-Record is declared by the Object-lIdentifiers in the Add-Objects-List all being in one of these
three mandatory forms:

— 1.0.15961.401. {data format = dictionary}.{sector identifier}.{record type}.{instance-of}.{Relative-
OID of data element}

— 1.0.15961.402.{data format = dictionary}.{sector identifier}.{record type}.{hierarchical id}{ Relative-
OID of data element}

— 1.0.15961.403.{data format = dictionary}.{sector identifier}.{record type}.{hierarchical id}.{ Relative-
OID of data element}.{list element number}

he Add-Objects-List argument applies to a single record in a multiple recordspstructure. Therefgre in the
ID structures listed above only the final arc values are permitted to differ in a single command.

I

ndividual records shall be written only after the MR-header has been created.

—

he DSFID-Constructs-List argument shall be used to declare that.the individual Multiple-Record [complies
with the encoding rules of one of the following Access-Methods:

0 No-Directory
2 Packed-Objects
3 Tag-Data-Profile

Hor multiple records, the command requires theMultiple-Records-Constructs-List arguments (seg 11.8) to
be defined. This includes instructions about, reserving memory to enable the record to increase in size, to
imdicate whether a directory entry is required, and in some cases to identify whether there is a parent-child
relationship between this record and.©thers. There is also an argument to declare whether this fecord is
efined as a data element list, in which case the Add-Objects-List contains multiple instances of the same
elative-OID. The command may also be used to add data elements to an existing multiple record by
eclaring this in the relevant argument in the Multiple-Records-Constructs-List.

he Ext-DSFID-Constructs-List is also required for defining all the encoded requirements for a Multiple-
ecord.

he MR-header/defines rules for the Data-Format, Access-Method and sector identifier that gqvern the
bsequent engeding of individual records. Depending on their individual settings, the rules either required the
ssociated-argument to be the same for all records or to be permitted to be different. Any variance with the
R-headenrshall case the command to be aborted and the record not encoded.

he DSFID-Lock argument is not relevant for multiple records because this is part of the record preamble
then’needs to be considered as a unit for locking or nat locking

The Write-Objects command has the following arguments:

Add-Objects-List (see 11.1)
DSFID-Constructs (see 11.2)
DSFID-Lock (see 0)
Ext-DSFID-Constructs (see 11.4)
Multiple-Records-Constructs (see 11.8)
Packed-Object-Constructs (see 11.12)
Tag-Data-Profile-ID-Table (see 7.4.60)
Singulation-Id (see 7.2.1)
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Write-Objects command

Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 17

Singulation-ld: BYTE STRING (0..255)

DSFID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>
Ext-DSFID-Constructs-list: [OPTIONAL] List of <Ext-DSFID-Constructs>
DSFID-Lock: BOOLEAN

LE PR =l ¥ B T B X | b 4 L T} Ledl oD
IOTU U TINUL, UIT TTICTTUYaluUl STidil TUCR U1 Do TU

Add-Objects-List: List of <Add-Objects>

Packed-Object-Constructs: [OPTIONAL] List of <Packed-Object-Constructs>
Tag-Data-Profile-ID-Table: INTEGER [OPTIONAL]
MuItipI-Records-Constructs: [OPTIONAL] List of <Multiple-Records-Constructs>

10.10.2 | Write-Objects response

The Write-Objects response has the following field names:

Exeqution-Code (see 9.3)

Coqpletion-Code (see 9.2)
Writ

-Responses (see 11.18)

1]

Additiongal Completion-Codes apply to each Object-ldentifierand are incorporated in the Write-Respons
argument.

Writg-Objects response
Modulg-OID: OBJECT IDENTIFIER =1 0 15961 127 17
Write-Responses-List: List of <Write-Responses>

Complétion-Code: INTEGER
Posgsible Values:
Value Definition

0 No-Error

8 Singulation-ld=Not-Found

29 Object-Not:Editable

31 Packed-Object-ID-Table-Not-Recognised-No-Encoding
32 Tag-Data-Profile-ID-Table-Not-Recognised

33 Insfficient-Tag-Memory

36 Command-Cannot-Process-Monomorphic-Ull

37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID

43 Data-Format-Not-Compatible-Muliiple-Records-Header
44 Access-Method-Not-Compatible-Multiple-Records-Header
45 Sector-Identifier-Not-Compatible-Multiple-Records-Header
46 Record-Preamble-Not-Configured

47 Record-Preamble-Not-Locked

255 Execution-Error

Additional Completion-Codes apply to the Write-Response-List

Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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10.11 Read-Objects

10.11.1 Read-Objects command

This command shall not be used to read any data object or other part of a multiple record. The relevant
procedures are defined in 10.26.

The Read-Objects command instructs the interrogator to read a set of one or more Object-ldentifiers and
associated Objects from the RFID tag. A command argument can be used to check that the Object-ldentifier
i } he y-one—R FRFREH ef > that the

reading process is robust.

he command supports an argument that enables the application to prescribe an upper address poipt on the
RFID tag beyond which reading is discontinued. This argument incorporates the features of the original
readFirstObject command, but is no longer restricted to just one Object-ldentifier. This command argument
supports features across the air interface that could be faster than reading a named. Object-ldentifier(s). The
Jpplication may therefore select to have the most often accessed Object(s) stored-first in the tag{ A value
eeds to be determined (in bytes) for the Max-App-Length argument, which ¢an be achieved be sjmulating
the encoding or by a short trial period, changing the value of this argument until the command achieves a high
probability of reading the requested Object-ldentifier(s) and Object(s).

his command may be used to read a Monomorphic-Ull by declaring‘the relevant Object-ldentifier as the
ngle entry in the list of Read-Objects, combined with Read-Type 4. The Data Processor checkq that the
Dbject-Identifier is registered as part of a Monomorphic-Ull enfry on the ISO/IEC 15961-2 Data cpnstructs
bgister.

S
¢

=

— If so, the encoded bytes are de-compacted to the rules defined on the register and included in the
response.

— If not, the appropriate error is returned

Tlhe Read-Objects command has the following arguments:
Max-App-Length (see 7.4.32)

Read-Objects (see 11.13)

Read-Type (see 7.4.53)
Singulation-ld (see 7.24)

Read-Objects-command
Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 18
Singulationd:"BYTE STRING (0..255)

Read-Type:' INTEGER
Rossible Values:

Value Definition

0 Read-1st-Objects

1 Read-Multiple-Objects
2 Read-All-Objects

3 Read-Monomorphic-Ull

Max-App-Length: INTEGER (1..65535)
This only applies to Read-Type (0) and is expressed in bytes

Read-Objects-List: List of <Read-Objects>
This does not apply to Read-All-Objects (2)
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If the Check-Duplicate argument is set to FALSE in the Read-Object-List argument, having found the
requested Object-ldentifier the interrogator shall return the first Object found without checking for duplicates.
If the Check-Duplicate argument is set to TRUE, the interrogator shall check for duplicate Object-ldentifiers.
If more than one instance of the requested Object-ldentifier is found, the interrogator shall return the first
found Object and indicate the presence of duplicates with the appropriate Completion-Code.

10.11.2 Read-Objects response

The Read-Objects response has the following arguments:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
Read-Objects-Response-List (see 11.14)

Read-Objects response
Modulg-OID: OBJECT IDENTIFIER =1 0 15961 127 18

Read-Qbjects-Response-List: List of <Read-Objects-Response>

Complétion-Code: INTEGER
Posgsible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
25% Execution-Error

Adplitional Completion-Codes apply to the Read-Objects-Response-List

Executjon-Code: INTEGER
Poksible Values: As defined in 9.3.

10.12 \Vrite-Objects-Segmented-Memory-Tag

10.12.1 | Write-Objects-Segmented-Memory-Tag command

The Wri:Le-Objects-Segmented-Memory-Tag command is similar to the Write-Objects command except that
it is intended to write data“to a selected memory bank in a segmented memory tag. The command may be
implemepted to write dnitial data to the RFID tag, or to add data to the tag. The command is supported by g
compound argumeni{Add-Objects-List.

[

registered for\a Monomorphic-Ull, the appropriate error shall be returned and the encoding process aborteq.
The correcttommand-touse-is-defined in 10.23

This co%mand shall not be used to write a Monomorphic-Ull. If the AFI on the RFID tag declares that it

The Access-Password in the command is used to match that on the RFID tag to permit writing data to the
RFID tag.

The DSFID-Constructs-list is used to specify the Access-Method and Data-Format. The Ext-DSFID-
Constructs-list is used to set indicators on the Extended-DSFID and to instruct the Data Processor to carry
out certain procedures, e.g. to apply a CRC to the data.

The DSFID-Lock argument, if set, is applied to the entire DSFID and Extended-DSFID byte string.
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The AFI and DSFID are provided as arguments for use in one of the following ways:

If data is being written to a blank segmented memory RFID tag, then these arguments are provided
as part of this command to minimise communications.

Depending on the memory bank concerned, if data is being added to the segmented memory RFID
tag, then the AFI and DSFID in the command should match the AFI and DSFID already encoded on
the RFID tag, else there is an error and the encoding process can cease before significant amounts

of data have been processed.

I

Q »

I

»_on

- =

— Additionally all the requirements declared by the arguments in the Ext-DSFID-Constructs;
be processed.

the Access-Method is Packed-Objects, all Objects specified as arguments shall be included
ame new Packed-Object added after any existing Packed-Objects in memory. A number of argum
pply to Packed-Objects and these are defined in the Packed-Object-Constructs argument.

the Access-Method is Tag-Data-Profile, all Objects specified as arguments shall be included v
hall be treated as an error, and no encoding take place.

lultiple records may be encoded only on Memory Bank 11. Individual ‘récords are written only aften
eader has been created. The details defined in 10.10.1 for Multiple) Records shall apply in constru
ommand.

he Write-Objects-Segmented-Memory-Tag command has_the following arguments:

Access-Password (see 7.4.1)
Add-Objects-List (see 11.1)

AFI (see 7.2.2)

DSFID-Constructs (see 11.2)
DSFID-Lock (see 0)
Ext-DSFID-Constructs (see 11.4)
Memory-Bank (see 7.4.33)
Multiple-Records-Constructs (see 11.8)
Packed-Object-Constructs (see 11.12)
Singulation-ld (see 7.2.1)
Tag-Data-Profile-ID-Table (see 7.4.60)

list shall

ithin the
ents only

vithin the

ame Tag-Data-Profile. Adding an Object that is not specified by the Tag-Data-Profile-ID-Table argument

the MR-
cting the
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Write-Objects-Segmented-Memory-Tag command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 19
Singulation-ld: BYTE STRING (0.255)

Memory-Bank: BIT STRING
Possible Values:

Value Definition
01 Ull-Memory
11 User-Memory

Accesg-Password: [Optional] BYTE STRING (4 bytes)

AFI: TE [only applies if Memory-Bank = 01]

DSFID-{Constructs-list: List of <DSFID-Constructs>
Ext-DSFID-Constructs-list: [Optional] List of <Ext-DSFID-Constructs>

DSFIDLock: BOOLEAN
If set to TRUE, the interrogator shall lock the DSFID

Add-Objects-List: List of <Add-Objects>
Packed-Object-Constructs: [OPTIONAL] List of <Packed-Object*Constructs>
Tag-Data-Profile-ID-Table: INTEGER [OPTIONAL]

Multiple-Records-Constructs: [OPTIONAL] List of <Multiple-Records-Constructs>

10.12.2 | Write-Objects-Segmented-Memory-Tag response

The Write-Objects-Segmented-Memory-Tag response has the following field names:

Exeqution-Code (see 9:3)

Coqpletion-Code (see 9.2)
Writ¢-Responses (see11.18)

Additiongl Completion-Codes apply to each Object-ldentifier and are incorporated in the Write-Respons

argument.

(1]

58 © ISO/IEC 2013 — All rights reserved



https://standardsiso.com/api/?name=623f912597cada5ff9111d4119a25c21

ISO/IEC 15961-1:2013(E)

Write-Objects-Segmented-Memory-Tag response
Module-OID: OBJECT IDENTIFER =1 0 15961 127 19
Write-Response-List: List of <Write-Responses>

Completion-Code: INTEGER

Possible Values:
Value __ Definition

0 No-Error

8 Singulation-ld-Not-Found

25 Password-Mismatch

26 AFI-Mismatch

27 DSFID-Mismatch

33 Insufficient-Tag-Memory

36 Command-Cannot-Process-Monomorphic-Ull

37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID

43 Data-Format-Not-Compatible-Multiple-Records-Header
44 Access-Method-Not-Compatible-Multiple-Records-Header
45 Sector-ldentifier-Not-Compatible-Multiple-Records-Header
46 Record-Preamble-Not-Configured

47 Record-Preamble-Not-Locked

255 Execution Error

Additional Completion-Codes apply to the Write-Response-List

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

10.13 Write-EPC-UII

10.13.1  Write-EPC-Ull command

—

he Write-EPC-UIl command instructs the interrogator to write an EPC-Code into Memory Bank
egmented memory RRID tag. The command supports various lengths of EPC-Codes specified by E

(7))

The Access-Password in the command is used to match that on the RFID tag to protect
unauthorised writing of data to the RFID tag.

his command can be used to initially write the EPC-Code to the RFID tag, or to overwrite the code
the new.code is of a shorter length, the interrogator needs to ensure that bytes representing part of
deare removed.

01 of a
PCglobal.

against

value. If
the older

The Write-EPC-UIlI-Tag command has the following arguments:

Access-Password (see 7.4.1)
EPC-Code (see 7.4.19)
Memory-Bank-Lock (see 7.4.34)
NSI-Bits (see 7.4.40)
Singulation-Id (see 7.2.1)
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Write-EPC-Ull command

Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 20
Singulation-ld: BYTE STRING (0.255)
Access-Password: [Optional] BYTE STRING (4 bytes)

NSI-Bits: BIT STRING

EPC-Code: BYTE STRING

Memory-Bank-Lock: BOOLEAN
If IRUE the entire memory bank shall be locked.

10.13.2 | Write-EPC-UIl response
The Write-EPC-UIl response has the following field names:

Completion-Code (see 9.2)
Exeqution-Code (see 9.3)

Writg-EPC-UIl response
Modulg-OID: OBJECT IDENTIFIER = 1 0 15961 127 20

Complétion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
25 Password-Mismatch

33 Insufficient=Tag-Memory
25% Execution-Error

Executjon-Code: INTEGER
Poksible Values: As.défined in 9.3.

10.14 Ipventory-ISO-Ullmemory

10.14.1 Inventory-ISO-Ullmemory command

The Inventory-ISO-Ullmemory command is intended to return the contents of the Ull memory from a number
of segmented memory tags, given the expectation that an Object-ldentifier for a Ull other than an EPC-Code
is encoded. The response returns the content of the Ull memory for all tags whose encoded bit string matches
the arguments of the command.

The arguments provided in the command enable a bit mask to be incorporated into appropriate air interface

protocol commands to select only tags that match the bit mask. The AFl is a required argument, and the other
two arguments extend the bit string to increase the capability of selection.
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This command may be used to read a Monomorphic-Ull by declaring the relevant AFl as an argument. The
Data Processor checks that the AFI is registered as part of a Monomorphic-Ull entry on the ISO/IEC 15961-2
Data constructs register.

— If so, the encoded bytes are de-compacted to the rules defined on the register and included in the
response.

— If not, the appropriate error is returned

NOTE A DSFID js not required when invoking this command to inventory Monomorphic-Ulls

—

he Inventory-ISO-Ullmemory command has the following arguments:

Additional-App-Bits (see 7.4.2)
AFI (see 7.2.2)
DSFID-Constructs (see 11.2)

Inventory-ISO-Ulimemory command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 21

AFl: BYTE

DSFID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>

Additional-App-Bits: BIT STRING [Optional]

10.14.2 Inventory-ISO-Ullmemory response

—

he Inventory-ISO-Ulimemory response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
ISO-Ulimemory (see 11(5)

Inventory-ISO<Ullmemory response
Module-OID;)OBJECT IDENTIFIER =1 0 15961 127 21
ISO-Ull Memory-List: List of <ISO-UlIMemory>

Completion-Code: INTEGER
Possible Values:

Value Definition
0 No-Error
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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10.15 Inventory-EPC-Ullmemory

10.15.1 Inventory-EPC-Ullmemory command

The Inventory-EPC-Ullmemory command is intended to return the contents of the Ull memory from a
number of segmented memory tags, given the expectation that an EPC-Code is encoded. The response
returns the content of the Ull memory for all tags whose encoded bit string matches the arguments of the

command.

The argyments—provided ommand-enrable—a-bit-ma o5 orperatec-nte—appropriate—a 5
protocol commands to select only tags that match the bit mask. The Tag-Mask value consists of a bit strin
that sholild be determined by reference to relevant EPCglobal standards. The same applies to the Pointe
which identifies the first bit of a continuous string on the RFID tag that needs to be matched with.the Tag
Mask.

The Invegntory-EPC-Ullmemory command has the following arguments:

Length-Of-Mask (see 7.4.27)
Poinger (see 7.4.50)
Tag-Mask (see 7.4.61)

Inventory-EPC-Ullmemory command

Modulg-OID: OBJECT IDENTIFIER =1 0 15961 126 22

Pointe:. HEXADECIMAL ADDRESS

The address of the first (msb) bit against which to apply the Tag<Mask.
LengthrOf-Mask: INTEGER

Tag-Mgsk: BIT STRING

10.15.2 | Inventory-EPC-Ullmemory response
The Invgntory-EPC-Ulimemory respoense has the following field names:
Completion-Code (see 9.2)

EPCiUllmemory (see 11:3)
Exeqution-Code (see,9:3)

Inventory-EPC-Ullmemory response
Modulg-OID; <OBJECT IDENTIFIER =1 0 15961 127 22

EPC-Ullmemory-List: List of <EPC-Ullmemory>
Completi X

Possible Values:

Value Definition
0 No-Error
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

62 © ISO/IEC 2013 — All rights reserved



https://standardsiso.com/api/?name=623f912597cada5ff9111d4119a25c21

ISO/IEC 15961-1:2013(E)

10.16 Write-Password-Segmented-Memory-Tag

10.16.1 Write-Password-Segmented-Memory-Tag command

The Write-Password-Segmented-Memory-Tag command instructs the interrogator to write one of the
Passwords defined in the command to the appropriate memory of a segmented memory RFID tag. Only one
Password may be specified per command. The Password-Type identifies to the Data Processor the type of
Password, and therefore its storage location on the RFID tag.

Password (see 7.4.46)
Password-Type (see 7.4.47)
Singulation-Id (see 7.2.1)

Write-Password-Segmented-Memory-Tag command
Module-OID: OBJECT IDENTIFIER =10 15961 126 23
Singulation-Id: BYTE STRING (0..255)

Password-Type: INTEGER
Possible Values:

Value Definition
0 Kill-Password
1 Access-Password

Password: BYTE STRING
For Password-Types 0 and 1, the length is4 bytes

10.16.2 Write-Password-Segmented-Memory-Tag response
Tlhe Write-Password-Segmented-Memory-Tag response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see,9:3)

Write-Password-Segmented-Memory-Tag response
Module-OID: 2OBJECT IDENTIFIER = 1 — 15961 127 23

Completion-Code: INTEGER
Rassible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
26 Password-Not-Written

33 Insufficient-Tag-Memory
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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10.17 Read-Words-Segmented-Memory-Tag

10.17.1 Read-Words-Segmented-Memory-Tag command

The Read-Words-Segmented-Memory-Tag command instructs the interrogator to read a contiguous
sequence of words from one of the memory banks of a segmented memory RFID tag. This command can be
used to extract encoded bytes, which might not be Object-based such as the unique Singulation-ld or a
password. It can also be useful for diagnostic purposes.

Wordl-Pointer (see 7.4.64)

Read-Words-Segmented-Memory-Tag command
Moduld-OID: OBJECT IDENTIFIER =1 0 15961 126 24
Singulation-ld: BYTE STRING (0.255)

Memory-Bank: BIT STRING
Possible Values: (00..11)

Word-Rointer: HEXADECIMAL ADDRESS
Word-Gount: INTEGER

Accesg-Password: [Optional] BYTE STRING (4 bytes)

10.17.2 | Read-Words-Segmented-Memory-Tag response
The Reap-Words-Segmented-Memory-Tag response has the following field names:
Completion-Code (see 9.2)

Exedution-Code (see 9.3)
Read-Data (see 7.5.12)

Read-Words-Segmented-Memory-Tag response
Modulg-OID: OBJECT IDENTIFIER =1 0 15961 127 24
Read-Oata; \BYTE STRING

Complftion-Code: INTEGER
Possible Vailues:

Value Definition

0 No-Error

25 Password-Mismatch

254 Undefined-Command-Error
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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10.18 Kill-Segmented-Memory-Tag

10.18.1 Kill-Segmented-Memory-Tag command

The Kill-Segmented-Memory-Tag command instructs the interrogator to apply appropriate air interface
protocols to render the RFID tag unreadable in future. The Kill-Password in the command must match the
Password encoded on the RFID tag.

The Kill-Segmented-Memory-Tag command has the following arguments:

Kill-Password (see 7.4.26)
Singulation-Id (see 7.2.1)

Kill-Segmented-Memory-Tag command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 25
Singulation-Id: BYTE STRING (0..255)

Kill-Password: BYTE STRING (4 bytes)

10.18.2 Kill-Segmented-Memory-Tag response

—

he Kill-Segmented-Memory-Tag response has the féllowing field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)

Kill-Segmented-Memory-Tag response
Module-OID: ~ OBJECT IDENTIFIER = 1 0 15961 127 25

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
27 Zero-Kill-Password-Error
28 Kill-Failed

255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3

10.19 Delete-Packed-Object

10.19.1 Delete-Packed-Object command
The Delete-Packed-Object command instructs the interrogator to delete the Packed-Object in which the

specified Object-ldentifier is contained. The Object-ldentifier simply acts as an alias to identify a specific
Packed-Object. Only one RFID tag and only one Object-ldentifier shall be programmed per command to
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ensure that the deletion process is robust. The delete function requires the removal of the associated Packed-
Object from the tag and replacing this with pad bytes.

This procedure might not succeed if the Packed-Object is locked, if this is found to be the case, the response
will return the appropriate Completion-Code.

If the Check-Duplicate flag is set to TRUE, the interrogator shall verify, before deleting the requested
Packed-Object, that there is only a single instance of the requested Object-ldentifier on the RFID tag. If the
interrogator detects that the RFID tag is encoding more than one instance of the referenced Object-ldentifier,
it shall not perform the Delete-Packed-Object function and shall return the appropriate Completion-Code.

If the Check-Duplicate flag is set to FALSE, the interrogator shall delete the first occurrence of the Packeéd
Object tihat contains the specified by its Object-ldentifier.

=

OTE This is an argument that effectively provides no protection against duplicate Object-ldentifiers. |l
should only be used when there is a high expectation of no duplicates.

The Delgte-Packed-Object command has the following arguments:
Chec¢k-Duplicate (see 7.4.10)

Objelct-ldentifier (see7.3.2)
Singulation-ld (see 7.2.1)

Delete-Packed-Object command

Modulg-OID: OBJECT IDENTIFIER =1 0 15961 126 26

SinguIItion-Id: BYTE STRING (0..255)

Objectildentifier: OBJECT IDENTIFIER
Check-Duplicate: BOOLEAN

I{ set is TRUE, the interrogator shall cheek that there is only one occurrence of the Object-Identifien
an the RFID tag

10.19.2 | Delete-Packed-Object response
The Del¢te-Packed-Object-response has the following field names:

Completion-Code{(see 9.2)
Exeqution-Code((see 9.3)
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Delete-Packed-Object response
Module-OID: OBJECT IDENTIFIER = 10 15961 127 26

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found

10 Duplicate-Object

12 Object-Not-Deleted

13 Object-ldentifier-Not-Found

14 Object-Locked-Could-Not-Delete
37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

10.20 Modify-Packed-Object-Structure

10.20.1 Modify-Packed-Object-Structure command

The Modify-Packed-Object-Structure command is.used to change the structure of a Packed-Obj

ect. The

structure of a Packed-Object may be modified to-define a specific directory type if the Packed-Object was

greated with the Packed-Object pointer allocation type as specified in 7.4.48. The command dg
which type of directory shall be applied. The Object-ldentifier simply acts as an alias to identify 3
Racked-Object. Only one RFID tag and only one Object-lIdentifier shall be programmed per con
gnsure that the modification process is robust.

Tlhis procedure might not succeed if the Packed-Object is locked, if this is found to be the case, the
will return the appropriate Completion-Code.

A number of arguments_are’/defined in the Packed-Object-Constructs argument. These arguments

termines
specific
mand to

esponse

shall be

used if included, but onlyif they are relevant for the type of Packed Object being modified by the compmand. If

they are not relevantfor the current Packed Object, the parameters shall be ignored.

I{ the Packed<Qbject already has a specific directory type defined, then the appropriate Completi
will be returned:

I{ the €heck-Duplicate flag is set to TRUE, the interrogator shall verify, before modifying the r
Racked-Object, that there is only a single instance of the requested Object-ldentifier on the RFID t

bn-Code

bquested
ag. If the

int€rrogator detects that the RFID tag is encoding more than one instance of the referenced Object-ldentifier,

it shall not perform the Modify-Packed-Object-Structure function and shall return the ap
Completion-Code.

If the Check-Duplicate flag is set to FALSE, the interrogator shall modify the first occurrence of the
Object that contains the specified by its Object-ldentifier.

propriate

Packed-

NOTE This is an argument that effectively provides no protection against duplicate Object-ldentifiers. It

should only be used when there is a high expectation of no duplicates.
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The Modify-Packed-Object-Structure command has the following arguments:

Check-Duplicate (see 7.4.10)
Object-ldentifier (see7.3.2)
Packed-Object-Constructs (see 11.12)
Singulation-ld (see 7.2.1)

Modify-Packed-Object command

Modulg-OID: OBJECT IDENTIFIER =1 0 15961 126 27
SinguITtion-Id: BYTE STRING (0..255)
Objectildentifier: OBJECT IDENTIFIER

Check-Duplicate: BOOLEAN
If et is TRUE, the interrogator shall check that there is only one occurrence of the-Object-ldentifier

Packed-Object-Constructs-List: [OPTIONAL] List of <Packed-Object-Constructs>

10.20.2 | Modify-Packed-Object-Structure response
The Modify-Packed-Object response has the following field names:

Completion-Code (see 9.2)
Exegution-Code (see 9.3)

Modify-Packed-Object-Structure response
Modulg-OID: OBJECT IDENTIFIER = 1 0 15961 127 27

Complétion-Code: INTEGER
Pogsible Values:

Value Definition

0 No-Efror

7 Ohject-Locked-Could-Not-Modify
8 Singulation-ld-Not-Found

10 Duplicate-Object

13 Object-Identifier-Not-Found

30 Directory-Already-Defined

33 Insufficient-Tag-Memory

37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID
25% Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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10.21 Write-Segments-6TypeD-Tag

10.21.1 Write-Segments-6TypeD-Tag command

2013(E)

The Write-Segments-6TypeD-Tag command instructs the ISO/IEC 15962 Data Processor to write data to the
Ull segment, the item-related segment or both segments. The command may be implemented to write initial
data to the RFID tag, or to add data to the tag. The command is supported by a compound argument Add-

Objects-List, which applies to the Item-related segment.

he correct command to use is defined in 10.23.

I{ data is being encoded on the RFID tag for the first time, the AFI, Ull-DSFID, and ltem-Related-I
that segment is being encoded) shall be incorporated in the encoded byte string. If-any of these
already encoded on the tag and there is a mis-match with the equivalent argument in_the command,
Arocedure shall be aborted

I{ the Access-Method is Packed-Objects, all Objects specified as argumenis“shall be included v
same new Packed-Object added after any existing Packed-Objects in memory. A number of argum
apply to Packed-Objects and these are defined in the Packed-Object-Constructs argument.

I{ the Access-Method is Tag-Data-Profile, all Objects specified asyarguments shall be included

that it is
aborted.

DSFID (if
three is
then the

ithin the
ents only

vithin the

same Tag-Data-Profile. Adding an Object that is not specified. by the Tag-Data-Profile-ID-Table argument

shall be treated as an error, and no encoding take place.

ultiple records may be encoded only on the item-relatedysegment. Individual records are written
the MR-header has been created. The details defined in,10.10.1 shall apply in constructing the comm

—

he Write-Segments-6TypeD-Tag command has.the following arguments:

AFI (see 7.2.2)
Item-Related-Add-Objects-List (see 11:6)
Item-Related-DSFID-Constructs (see 11.7)
Lock-Ull-Segment-Arguments (see 7.4.31)
Memory-Segment (see 7.4.36)
Multiple-Records-Constructs.(see 11.8)
Packed-Object-Constructs: (see 11.12)
Singulation-Id (see 7.2.1)
Tag-Data-Profile-ID-Table (see 7.4.60)
Ull-Add-Objects-List (see 11.16)
UII-DSFID-Constructs (see 11.17)
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Write-Segments-6TypeD-Tag command
Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 28
Singulation-ld: BYTE STRING (0.255)

Memory-Segment: INTEGER
Possible Values:

No

Ull-Adg
On

Th
Po
Val
1

NOoO R WN

No

No

Packed

No

No

Value Definition
1 Ull segment
2 Item-related data segment
3 Both segments presented as objects
AFl: BYTE
Not required for Memory-Segment =2 (Item-related data segment)

UlI-DSKID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>

a|:]i Object
Lock-Ulll-Segment-Arguments: INTEGER

Item-Re¢lated-DSFID-Constructs-list \[OPTIONAL] List of <DSFID-Constructs>

Item-Re¢lated-Add-Objects-List:: List of <Add-Objects>

Tag-Data-Profile-ID-Table: INTEGER [OPTIONAL]

required for Memory-Segment = 2 (ltem-related data segment)

-Objects-List: List of <Add-Objects>
y required for Memory-Segment = 1 (Ull segment), and this shall only*centain one Object-ldentifien

s argument takes precedence over lock argument elsewhere‘in the command.

5sible Values:

ue Definition

Protocol Control word

DSFID

PC word + DSFID

Ull Data-Set, but not PC word nor DSFID

PC word + Ull Data-Set(this combination can be applied to a Monomorphic-Ull)
DSFID + Ull Data-Set

The complete Ulksegment, including the CRC-16

required for Memory-Segment = 1 (Ull segment)
required for Memafy=Segment = 1 (Ull segment)
-Object-Constructs: [OPTIONAL] List of <Packed-Object-Constructs>

required for, Memory-Segment = 1 (Ull segment)

reguired for Memory-Segment = 1 (Ull segment)

Multiple-Records-Constructs [OPTIONAL LISt of <MUMtiple-Records-Constrctss

10.21.2

Write-Segments-6TypeD-Tag response

The Write-Segments-6TypeD-Tag response has the following field names:

Completion-Code (see 9.2)

Exec

70

ution-Code (see 9.3)
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Write-Segments-6TypeD-Tag response
Module-OID: OBJECT IDENTIFIER = 1 — 15961 127 28
Completion-Code: INTEGER

Possible Values:
Value Definition

0 No-Error

8 Singulation-ld-Not-Found

26 AFI-Mismatch

27 DSFID-Mismatch

31 Packed-Object-ID-Table-Not-Recognised-No-Encoding

32 Tag-Data-Profile-ID-Table-Not-Recognised

33 Insufficient-Tag-Memory

36 Command-Cannot-Process-Monomorphic-Ull

43 Data-Format-Not-Compatible-Multiple-Records-Header
44 Access-Method-Not-Compatible-Multiple-Records-Header
45 Sector-ldentifier-Not-Compatible-Multiple-Records-Header
46 Record-Preamble-Not-Configured

47 Record-Preamble-Not-Locked

255 Execution-Error

Additional Completion-Codes apply to the Write-Response-List

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

10.22 Read-Segments-6TypeD-Tag

10.22.1 Read-Segments-6TypeD-Tag command

his command shall not be used to read any data object or other part of a multiple record. The
rocedures are defined in 10.26.

he Read-Segments-6TypeD-Tag command instructs the interrogator to read a contiguous seq
ords from all the memory segments of an ISO/IEC 18000-6 Type D RFID tag, and then to subdividg
gments and other-component parts. This command can also be useful for diagnostic purposes.

s the air interface protocol is capable of delivering the entire payload of the Type D tag, it is possib

relevant

Lilence of
b into the

e for the

pplication\to call for Object-ldentifier(s) and Object(s) from either the Ull segment and /or the ltem-related

ata segment. A basic assumption of this command is that only one Object-ldentifier and Object d
ncoded in the Ull memory.

hta set is

This command may be used to read a Monomorphic-Ull by declaring the relevant AFl as an argument. The
Data Processor checks that the AFl is registered as part of a Monomorphic-Ull entry on the ISO/IEC 15961-2

Data constructs register.

— If so, the encoded bytes are de-compacted to the rules defined on the register and included in the

response.

— If not, the appropriate error is returned

NOTE A UII-DSFID is not required when invoking this command read a Monomorphic-UII.
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The argument Read-Type is only applied if Objects are to be returned from the item-related segment. The
argument enables the application to request selected and declared Object-ldentifier(s) to be processed or to
request that all Object-ldentifier(s) be processed.

It is possible, setting Memory-Segment = 4 to call for all the bytes as encoded on the Ull segment and the
item-related segment, in effect the byte string defined in ISO/IEC 18000-6 as the output of the interrogator. As
this by-passes any decode process by the ISO/IEC 15962 Data Processor the byte string in the response can
be used for diagnostic purposes on the original encoding.

The Read-Segments-6TypeD-Tag command has the following arguments:

AFl|see 7.2.2)
Item-Related-DSFID-Constructs (see 11.7)
Memory-Segment (see 7.4.36)
Read-Objects (see 11.13)

ReaF-Type (see 7.4.53)

Singulation-ld (see 7.2.1)
UII-DSFID-Constructs (see 11.17)

Read-Segments-6TypeD-Tag command
Moduld-OID: OBJECT IDENTIFIER = 1 0 15961 126 29
Singulation-ld: BYTE STRING (0.255)

Memorly-Segment: INTEGER
Possible Values:

Value Definition

1 Ull segment

2 Item-related data segment

3 Both segments presented-as objects

4 Both segments as un-interpreted bytes

AFIl: BYTE

UlI-DSKID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>
No} required for Memory-Segment = 2 (ltem-related data segment)
Not required if the AFI is for'a monomorphic-Ull

Item-Re¢lated-DSFID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>
Not required for Memory-Segment = 1 (Ull segment)

Read-Tlype: INTEGER
Not required\for Memory-Segment = 1 (Ull segment)
Poksible Values:

Value Definition
1 Read-Multiple-Objects
2 Read-All-Objects

Read-Objects-List: List of <Read-Objects>
This does not apply to Read-All-Objects (2)
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10.22.2 Read-Segments-6TypeD-Tag response
The Read-Segments-6TypeD-Tag response has the following arguments:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
ISO-Ulimemory (see 11.5)

Length-Lock Byte (see 7.5.3)

Read-Data (see 7.5.12)
Read-Objects-Response-List (see 11.14)

Read-Segments-6TypeD-Tag response
Module-OID: OBJECT IDENTIFIER = 1 0 15961 127 29

ISO-Ull Memory-List: List of <ISO-UlIMemory>
This response argument is included when the content of the Ull segment has been requested

Length-Lock Byte: BYTE
This response argument is included when the content of the itern-related data segment hgs been
requested

Read-Objects-Response-List: List of <Read-Objects-Response>
This response argument is included when the content;of the item-related data segment has been
requested

Read-Data: BYTE STRING
This response argument is included when the:Memory-Segment = 4 (Both segments as un-intgrpreted
bytes)

Completion Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

10.23 Write-Monomorphic-Ull

10.23:1* Write-Monomorphic-Ull command

The Write-Monomorphic-Ull command instructs the ISO/IEC 156962 Data Processor to write a
Monomorphic-Ull, either initially or to modify an existing Monomorphic-Ull. Arguments are applied
selectively depending on the type of RFID tag being addressed.

A Monomorphic-Ull is only supported by an encoded AFI, and no DSFID is encoded. The Object-ldentifier
is only required for communication purposes between the application and the Data Processor. It is not
encoded on the RFID tag. Only Compact-Parameter with the value 5 (Monomorphic-Ull) shall be used in the
command.

The generic encoding process calls for the Data Processor to check that the AFI in the command matches
with an one for a Monomorphic-Ull on the ISO/IEC 15961-2 Data Constructs register. If a match is not
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possible either because the AFI is not registered for a Monomorphic-Ull or that no matching AFI can be
found on the register then the encoding process is aborted.

If the AFI matches, the Object-ldentifier is also checked for a match with that on the ISO/IEC 15961-2 Data
Constructs register. A mismatch generates an appropriate Completion-Code, but this should only treated as
a warning about constructing the command. The process continues because the Object-ldentifier is not
encoded. The Data Processor uses the explicitly defined compaction scheme associated with the AFI on the
ISO/IEC 15961-2 Data Constructs register to encode the Monomorphic-UlL.

If the Memory-Type is 0 (18000-6 Type C MBO01) the first requirement is to read the content of MB 01 to
establish any existing encoding. If this is locked the process is aborted, otherwise the process continues. [Ah
encoding process compacts the Object, and if this results in an odd number of bytes appends the terminatqr
byte 0044. The Protocol Control word is constructed, incorporating the AFI and the length bits. If the Access-
Password is in the command it is used to match that on the RFID tag to protect against unauthorised’ writin
of data {o the RFID tag. If this command is used to over-write MB0O1 with a new Monomorphic-Ull it
necessafry to compare the length of the current and the new byte string. If the new code is of@ashorter lengt
the interfogator needs to ensure that bytes representing part of the older code are over-written“with zero bytes.

If the Mgmory-Type is 1 (18000-6 Type D Ull segment) the first requirement is to read-the content of the U|l
segment| to establish any existing encoding. If this is locked the process is aborted,”otherwise the process
continueg. The encoding process compacts the Object, and if this results in an,odd humber of bytes appends
the terminator byte 004¢. The Protocol Control word is constructed, incorporating-the AFI and the length bits. |f
this command is used to over-write the Ull segment with a new Monomorphic-Ull it is necessary to compa
the length of the current and the new byte string. If the new code is of a different length (i.e. shorter or longef)
to an efisting Monomorphic-Ull, the interrogator needs to check-jf_an item related segment is alrea
encoded| The over-writing procedure, as defined in ISO/IEC 15962, nieeds to take into account whether the
is item-related data on the RFID and whether any of this is locked. This is necessary, because encoding on a
ISO/IEC|18000-6 Type D tag is contiguous between segments,

If the Meémory-Type is 2 (single memory tag) the first requirement is to read the AFI on the RFID tag (whi
can be gncoded in a separate memory area) and at {east 16 bytes from the content of the user memory
establish any existing encoding. If encoded bytes are“found, then the process continues until a string of four
zero bytes is found. If either the AFI or any part’of the user memory is locked the process is aborte
otherwisg¢ the process continues. The encoding-process compacts the Object, and adds the length of th
compacted Monomorphic-Ull as a prefix. If-thiS' command is used to over-write with a new Monomorphic-Ujl
it is necgssary to compare the length of the‘current and the new byte string. If the new code is of a shortgr
length, the interrogator needs to ensure, that bytes representing part of the older code are over-written with
zero byt¢s. If the correct AFI for the"Monomorphic-Ull is not already encoded on the RFID tag, then this is
encoded

The Write-Monomorphic-Ull-command has the following arguments:

Accéss-Password(see 7.4.1)
AFI (see 7.2.2)

AFl-Lock (se€ 7.4.3)
Compact-Parameter (see 7.3.5)
Memory<Bank-Lock (see 7.4.34)
Memoty;Type (see 7.4.37)
Object(see 7-34)
Object-ldentifier (see 7.3.2)
Object-Lock (see 7.3.6)
Singulation-Id (see 7.2.1)
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Write-Monomorphic-Ull command
Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 30
Singulation-ld: BYTE STRING (0..255)

Memory-Type: INTEGER (0..15)
Possible Values:

Value Definition

0 18000-6 Type C MBO1

1 18000-6 Type D Ull segment
2 single memory tag

Access-Password: [OPTIONAL] BYTE STRING (4 bytes)
This may only be applied for Memory-Type 0 (18000-6 Type C MBO01). Additionallyit is optional.

AFI: BYTE

AFI-Lock: BOOLEAN
This may only be applied for Memory-Type 2 (single memory tag)
If set to TRUE, the interrogator shall lock the AFI

Object-ldentifier: OBJECT IDENTIFIER
This is the Object-ldentifier associated with the AFI on,the AISO/IEC 15961 Data Constructs register.

Object: BYTE STRING
This is the Monomorphic-Ull as presented by the @pplication

Compact-Parameter: INTEGER
The only permitted value is 5 (Monomorphic-Ull), which shall cause the Data Processor to |call the
explicitly defined compaction scheme_associated with the AFI on the ISO/IEC 15961 Data Copstructs
register.

Object-Lock: BOOLEAN
This may only be applied for Mémory-Type 2 (single memory tag)
If TRUE the interrogator.shall lock the relevant Data-Set

Memory-Bank-Lock: BOOLEAN
This may only be(applied for Memory-Type 0 (18000-6 Type C MBO01)
If TRUE the entite memory bank shall be locked.

Lock-Ull-Segment-Arguments: INTEGER
This may-only be applied for Memory-Type 1 (18000-6 Type D Ull segment)
Possible Values:

\alue Definition

4 Ull Data-Set, but not PC word nor DSFID

5 PC word + Ull Data-Set (this combination can be applied to a Monomorphic-Ull)
I The complete Ull segment, including the CRC-16

10.23.2 Write-Monomorphic-Ull response
The Write-Monomorphic-Ull response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
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Write-Monomorphic-Ull response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 30

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

7 Object-Locked-Could-Not-Modify
8 Singulation-ld-Not-Found

22 Object-Modified-But-Not-Locked
25 Password-Mismatch

26 AFI-Mismatch

33 Insufficient-Tag-Memory

34 AFI-Not-For-Monomorphic-Ull
35 Monomorphic-UlI-OID-Mismatch
25% Execution-Error

Executjon-Code: INTEGER
Poksible Values: As defined in 9.3.

10.24 CQonfigure-Extended-DSFID

The Configure-DSFID command (see 10.2) is structure to support the encoding of an Access-Method and
Data-Format. Since the publication of ISO/IEC 15961:2004,a@dditional features have been added to create 4
Extended DSFID, for example, to signal the length of encoded data or whether error detection has bee]
added td the data for data that is stored for a long period;of time. The Configure-Extended-DSFID comman
is used tb set various indicators that are encoded within the Extended DSFID. As the DSFID specifies whic

encoding rule to follow the additional features<declared by this command simply determine additional

processgs that are to be used when encoding data.

10.24.1 | Configure-Extended-DSFID command

The Configure-Extended-DSFID, command is used to instruct the Data Processor to encode all relevamt

DSFID fgatures on the RFID tag. The command needs to be invoked before any encoding takes place on th
RFID tag.

The DSFID-Constructs-list is used to specify the Access-Method and Data-Format. The Ext-DSFIO
Construgts-list is used.to set indicators on the Extended-DSFID and to instruct the Data Processor to cari
out certajn procedures;'e.g. to apply a CRC to the data.

The DSHID-Lock argument, if set, is applied to the entire DSFID and Extended-DSFID byte string.

A
n
n
d

h

e

The Conffigure-DSFID command has the following arguments:

DSFID-Constructs (see 11.2)
DSFID-Lock (see 0)
Ext-DSFID-Constructs (see 11.4)
Singulation-ld (see 7.2.1)

The DSFID-Lock argument should only be applied once the user decides that all the features of the Extende
DSFID can be permanently encoded.

d
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Configure-Extended-DSFID command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 31
Singulation-ld: BYTE STRING (0..255)
DSFID-Constructs-list: List of <DSFID-Constructs>
i i et . . <Ext. i S

DSFID-Lock: BOOLEAN
If set to TRUE, the interrogator shall lock the DSFID

10.24.2 Configure-Extended-DSFID response

—

he Configure-Extended-DSFID response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)

Configure-Extended-DSFID response
Module-OID: OBJECT IDENTIFIER = 1 0 15961 427 31

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

4 DSFID-Npt-Configured

5 DSFID-Not-Configured-Locked
6 DSFID-Configured-Lock-Failed
8 Singulation-ld-Not-Found

37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID
255 Execution-Error

Execution-Code: INTEGER
Possibte-Values: As defined in 9.3.

10.25 Configure-Multiple-Records-Header
The Configure-Multiple-Records-Header command shall be the first command invoked to enable an RFID

tag to support multiple records. The command can be applied to any tag of sufficient memory capacity, but
only applies to Memory Bank 11 of a segmented memory tag such as ISO/IEC 18000-6 Type C.

10.25.1 Configure-Multiple-Records-Header command
The Configure-Multiple-Records-Header command is used to instruct the Data Processor to encode all

relevant features of the MR-header on the RFID tag. The command needs to be invoked before any encoding
of a record takes place on the RFID tag.
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The Access-Password in the command is used to match that on the RFID tag to permit writing data to the
RFID tag. This only applies to the ISO/IEC 18000-6 Type C tag, and can only be applied to that RFID tag if
such a password had previously been encoded.

The DSFID-Constructs-list is used to specify the Access-Method (= 4) and Data-Format. If all the records
are known to share the same Data-Format, defined as homogenous Multiple-Records encoding, then the
value of that Data-Format shall be encoded. If any of the records are expected to have different Data-
Formats, defined as a heterogeneous Multiple-Records encoding, then the Data-Format {00001} shall be
used.

NOTE For the Multiple-Records Access-Method, the interpretation of Data-Format {00001} is that the recerds
do npt share a common Data-Format.

Because] Access-Method {4} is required, the Ext-DSFID-Constructs-list argument (see 11.4) is required
be used,|but with these specific variants:

O

— |Memory-Length-Encoding is optional and applies to the directory. The possiblesvalues for the hijt
string are 00 to indicate that no encoding is requested, and 10 to indicate that the current length ¢
the directory shall be calculated by the Data Processor and encoded and encoded in the MR-headey.
If the MR-header is locked, then this cannot be used.

=

— |Data-CRC-Indicator is optional and is applied to the entire “directory component, but is
recommended if a directory is present. The only possible value for the bit string is 10.

— |Simple-Sensor-Indicator is conditional and only required if-other mechanisms are not available on
the RFID tag to declare the presence of simple sensors.

— |Battery-Assist-Indicator is conditional and only required if other mechanisms are not available on
the RFID tag to declare the presence of a battery.

— |Full-Function-Sensor-Indicator is conditional and only required if other mechanisms are nq
available on the RFID tag to declare the presence of full function sensors.

—

— |DSFID-Pad-Bytes shall not be used ®ecause of the facility to add pad bytes for the complete MR
header.

The Dirgctory-Length-EBV8-Indicator\(see 7.4.14) is mandatory and used to instruct the Data Processor to
provide gufficient space in the MR-header to allow for the directory size to be encoded within the size limits set
by the application.

The Multiple-Records-Feature-Indicator is mandatory and is a bit mapping to provide further information
about the records encoded-in the Logical Memory (see 7.4.39 for the details).

The Sector-ldentifier-(see 7.4.57) when included in this argument as a non-zero value represents the true

records.

The Poi
directory. The specific values are derived from air interface responses that provide details of the hardware
memory mapping of the RFID tag.

The Lock-Multiple-Records-Header argument (see 7.4.29) is used to determine whether the entire MR-
header is locked or not. If it is not locked the following options are possible:

— to leave only the data length of the directory field unlocked
— toleave only the number of records field unlocked

— to leave both the data length of the directory field and the number of records field unlocked
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In the unlocked cases the Data Processor shall ensure that necessary pad bytes are added after the
preceding fields to achieve block alignment before they are locked. It shall also block align the unlocked

field(s).
The Configure-Multiple-Records-Header command has the following arguments:

Access-Password (see 7.4.1)
Directory-Length-EBV8-Indicator (see 7.4.14)
DSFID-Constructs (see 11.2)
Ext-DSFID-Constructs (see 11.4)

Lock-Multiple-Records-Header (see 7.4.29)
Multiple-Records-Features-Indicator (see 7.4.39)
Pointer-To-Multiple-Records-Directory (see 7.4.51)
Sector-ldentifier (see 7.4.57)

Singulation-ld (see 7.2.1)

Configure-Multiple-Records-Header command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 32
Singulation-ld: BYTE STRING (0..255)

Access-Password: [OPTIONAL] BYTE STRING (4 bytes)
DSFID-Constructs-list: List of <DSFID-Constructs>
Ext-DSFID-Constructs-list: List of <Ext-DSFID-Constructs>

Directory-Length-EBV8-Indicator: [Optional] INTEGER
Possible Values:

Value Definition
1 Single byte EBV-8
2 Double byte EBV-8,¢€ven if the length is less than 128 blocks

Multiple-Records-Features-Indicator: BYTE
This is a bit map that is.set in this command that determines rules for the Data Processor t
when  encoding individual hecords.

Sector-ldentifier:INTEGER
Possible Values:

Value Definition
0 Indicates that the sector identifier varies between records, and that the true value i
only obtainable for the individual record.

#0 Indicates the true value of the sector that applies to all records.

Pointer-To-Multiple-Records-Directory: EBV-8 VALUE
This value is based on responses from the interrogator on the memory mapping of the RFID ta

b follow

j that is

being addressed.

Lock-Multiple-Records-Header: INTEGER
Possible Values:
Value Definition
0 Not locked
1 Completely locked
2 All components locked except for the Number of records field.
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10.25.2 Configure-Multiple-Records-Header response

The Configure-Multiple-Records-Header response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)

Configure-Multiple-Records-Header response

0

4

8

25
37
38
39
40
41
42
25%

Executjon-Code:
Pogsible Values: As defined in 9.3.

Modulg-OID: OBJECT IDENTIFIER =1 0 15961 127 32

Complétion-Code: INTEGER
Possible Values:

Value Definition

No-Error

DSFID-Not-Configured
Singulation-ld-Not-Found
Password-Mismatch
Data-CRC-Not-Applied
Length-Not-Encoded-In-DSFID
Multiple-Records-Header-Not-Configured
Multiple-Records-Header-Not-Locked
File-Support-Indicators-Not-Configured
File-Support-Indicators-Not-Locked
Execution-Error

INTEGER

10.26 Read-Multiple-Records

10.26.1 | Read-Multiple-Records command

compon
more O

The Re{d-MuItiple-Records command instructs the interrogator to read various logically structure

The command is appli€dto memory bank 11 of the ISO/IEC 18000-6 Type C tag, and to the Item-related data

nts from an RFID tag configured to encode multiple records. This includes reading a set of one ¢
ject-ldentifiers and.‘associated Objects from an individual record. Only one RFID tag shall b
programmed per command.to-ensure that the reading process is robust.

segment|of the ISO/IEC 18000-6 Type D tag.

The Reap-Record-Type argument (see 7.4.52) provides a set of options for read data from the tag.

The Read-Multiple-Records command has the following arguments:

O S O

Max-App-Length (see 7.4.32)
Read-Objects (see 11.13)
Read-Record-Type (see 7.4.52)
Singulation-Id (see 7.2.1)
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Read-Multiple-Records command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 33
Singulation-ld: BYTE STRING (0..255)

Read-Record-Type: INTEGER

Possible Values:

Value Definition

0 Read-Multiple-Records-Header
Read-Multiple-Records-Header-Plus-1st-Preamble
Read-Multiple-Records-Directory
Read-Preamble-Specific-Multiple-Record
Read-All-Record-OlIDs-Specific-Record-Type
Read-OIDs-Specific-Multiple-Record
Read-All-Objects-Specific-Multiple-Record
Read-Multiple-Objects-Specific-Multiple-Record
Read-1st-Objects-Specific-Multiple-Record
Read-Data-Element-List-Specific-Multiple-Record

OCoONOOPWN -~

Read-Objects-List: List of <Read-Objects>
This only applies to Read-Preamble-Specific-Multiple-Record: (3), Read-All-Record-OlIDs-$pecific-
Record-Type (4), Read-All-Objects-Specific-Multiple-Record (6), Read-Multiple-Objects-$pecific-
Multiple-Record (7), Read-1st-Objects-Specific-Multiple-Record (8), and Read-Data-Elemeént-List-
Specific-Multiple-Record (9)

See 7.4.52 for details of what Objects are relevant to each Read-Record-Type

Max-App-Length: INTEGER (1..65535)
This only applies to Read-Type (8) and is.€xpressed in bytes

10.26.2 Read-Multiple-Records response
Tlhe Read-Multiple-Records response has the following argument and field names:

Completion-Code,(See 9.2)

Execution-Code (see 9.3)
Multiple-Récords-Directory-Structure-List (see 11.9)
MultiplecRecords-Header-Structure-List (see 11.10)
Multiple-Records-Preamble-Structure (see 11.11)
Read-Objects-Response-List (see 11.14)
Read-OIlDs-Response-List (see 0)
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Read-Multiple-Records response

Module-OID: OBJECT IDENTIFIER =1 0 15961 127 33

Multiple-Records-Header-Structure-List: [Conditional] List of <Multiple-Records-Header-Structure>
Multiple-Records-Preamble-Structure: [Conditional] List of <Multiple-records>

Multipl

Read-QIDs-Response-List: [Conditional] List of <Read-OlDs-Response>

Read-Qbjects-Response-List: [Conditional] List of <Read-Objects-Response>
Complétion-Code: INTEGER
Pogsible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found

48 Multiple-Records-Directory-Not-Present
25% Execution-Error

Adplitional Completion-Codes apply to the:
Read-Objects-Response-List

Executjon-Code: INTEGER
Pogsible Values: As defined in 9.3.

10.27 Delete-Multiple-Record

10.27.1 | Delete-Multiple-Record command

The Delete-Multiple-Record command instructs the interrogator to either mark a Multiple Record as deleted
or to phygically delete the record.

The Delpte-MR-Method argument’ in the command instructs the interrogator as to which of these tw
methods|is used.

O

If the mgthod is mark record as deleted, the bytes that make up the record are not actually deleted, but th
subject record and itsentry in the directory (if present) have code values set to indicate that the record is np
longer to be treated as-valid. If either the record preamble or the directory is locked, then the command canng
be invoked. If thewrecord is part of a hierarchical structure, then all the child(ren) records from the lowest lev¢l
need to pe deleted first. If any of these record preambles, or the associated directory entry, is locked then
none of the-records can be deleted.

[

=

If the method is to physically delete the record, then all the encoding in the record is changed to make this part
of the memory available for future encoding. This method cannot be used if any part of the record is locked,
but if the preamble of the record is not locked, then the alternate method (mark record as deleted) may be
attempted.

The Access-Password in the command is used to match that on the RFID tag to permit writing data to the

RFID tag, and deleting implies a write transaction. This only applies to the ISO/IEC 18000-6 Type C tag, and
can only be applied to that RFID tag if such a password had previously been encoded.
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The Delete-Multiple-Record command has the following arguments:

Access-Password (see 7.4.1)
Object-ldentifier (see 7.3.2)
Singulation-ld (see 7.2.1)

Delete-Multiple-Record command

Module-OID: OBJECT IDENTIFIER =10 15961 126 34

Singulation-ld: BYTE STRING (0..255)
IAccess-Password: [OPTIONAL] BYTE STRING (4 bytes)

Delete-MR-Method: INTEGER
Possible Values:

Value Definition
0 Mark record as deleted
1 Physically delete to record

Object-ldentifier: OBJECT IDENTIFIER
This is the Object-ldentifier to the level where the final arc is that of the instance-of or
identifier

hiera

rchical

10.27.2 Delete-Multiple-Record response

—

he Read-Multiple-Records response has the fallowing field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)

Delete-Multiple-Record-response
Module-OID: OBJECT IDENFIFIER =1 0 15961 127 34
Completion-Code: INTEGER

Possible Values:
Value Definition

0 NosError

8 Singulation-ld-Not-Found

13 Object-ldentifier-Not-Found

25 Password-Mismatch

49 Record-Not-Deleted-Preamble-Locked

50 Record-Not-Deleted-Directory-Locked

51 Record-Not-Deleted-Lower-Level-Preamble-Locked
52 Record-Not-Deleted-Encoding-Locked

255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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uments

11.1 Add-Objects

This argument provides a list of Object-ldentifiers and Objects to be written to the RFID, either to a "blank"
tag or to append to data already encoded.

The Add-Objects argument has the following arguments:

(caaZ 4.6)
See—+-1957

t (see 7.3.4)
t-ldentifier (see 7.3.2)
t-Lock (see 7.3.6)

Object

Object

Po

Add-r)bjects argument

Avoid-Duplicate: BOOLEAN

Compact-Parameter: INTEGER (0..15)

Identifier: OBJECT IDENTIFIER
If TRUE, the interrogator shall check that the subject Object-Identifier is not already
encoded on the RFID tag.

BYTE STRING

5sible Values:

Val

A WN-_O

ObjectiLock: BOOLEAN

ue Definition (see 7.3.5 for further details)
Application-Defined

Compact

UTF8-Data

Packed-Objects

Tag-Data-Profile

If TRUE the interrogatorshall lock the relevant Data-Set

If the Cd
and the

mpact-Parameter is (Packed-Objects, then this shall be the same for each component in the lisf;
alue of Object-Lock shall also be consistent throughout the list.

84
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11.2 DSFID-Constructs

DSFID-Constructs argument

Access-Method: INTEGER

Possible Values

Value Definition
No-Directory
1 Directory
2 Packed-ODbjects
3 Tag-Data-Profile
4
5

o

Multiple-Records
to 15 Reserved for extension when extensions to DSFID are impleménted

Data-Format: INTEGER
Possible Values

Value Definition

0 Not-Formatted

1 Full-Featured

2 Root-OID-Encoded

31028 As published by the Registration Authority of ISO/IEC15961-2
29 For closed systems compliant with ISO/ IEC 15962

30 For closed systems with proprietary encoding

31 Not applicable as an assigned DSFID

32 to 287 Reserved as an extension for multiple byte/Data-Format

11.3 EPC-Ullmemory

EPC-Ull-Memory argument
Protocol-Control-Word: BYTE STRING (2)

EPC-Code: BYTE STRING

11.4 Ext-DSFID-Constructs

his argumentprovides a list of additional arguments that are used to indicate additional features on the tag,
dr processesythat the Data Processor shall use to complete the encoding on the RFID tag. The argument is
qlso used\for some responses.

I{ either or both the Memory-Length Encodlng blts are = 1, the Data Processor shall calculate the relevant

If either or both the Data-CRC-Indicator bits are = 1, the Data Processor shall calculate the relevant data
CRC and encode this in the appropriate locations in the memory.

If the application specifies that the Battery-Assist-Indicator, and/or Full-Function-Sensor-Indicator, and/or
Simple-Sensor-Indicator are to be set = 1 (TRUE), the Data Processor shall encode these settings whether
or not the selected feature is actually supported by the RFID tag.

Additional bytes may be encoded in the Extended-DSFID for future encoding on the RFID tag by specifying
the number of DSFID-Pad-Bytes.
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The arguments Length-Of-Encoded-Data and Memory-Capacity are returned as arguments when the Ext-
DSFID-Constructs is included in a response.

The Ext-DSFID-Constructs argument has the following arguments:

Battery-Assist-Indicator (see 7.4.7)
Data-CRC-Indicator (see 7.4.11)
DSFID-Pad-Bytes (see 7.4.16)
Full-Function-Sensor-Indicator (see 7.4.20)
Length-Of-Encoded-Data (see 7.5.4)

Me:Eory-Capacity (see 7.5.7)

Memory-Length-Encoding (see 7.4.35)
Simple-Sensor-Indicator (see 7.4.58)

Ext-DSFID-Constructs argument

Memory-Length-Encoding: BIT STRING
Poksible Values

Value Definition

00 No encoded length or memory capacity is small (i.e. not more than 256 bits)
01 Memory capacity is defined

10 The length of encoded data is defined

11 Both memory capacity and length of encoding are defined

Data-CRC-Indicator: BIT STRING
Possible Values

Value Definition
00 No data CRC
01 Data CRC applied to each individual data-set
10 Data CRC applied only to the entire encoded data
11 Data CRC applied to each data set\and to the entire encoded data
SimpletSensor-Indicator: BOOLEAN
If a simple-sensor is on the tag, this is set as TRUE.
Battery-Assist-Indicator: BQOLEAN
Ifthis is a battery assisted RFID tag, this is set as TRUE.
Full-Function-Sensor-Indicator:” BOOLEAN

If a full-function sensor is on the tag, this is set as TRUE.

DSFIDad-Bytes: [Optional] INTEGER

is the number of additional bytes requested by application to support additional arguments to be|
added at a later time, e.g. the Memory-Capacity and/or the Length-Of-Encoded-Data. In a response
thig might.alse include the number of pad bytes added to enable the extended DSFID to be locked on a
lock-block-boundary.

Memor ity- R
This is only included in a response that included the Ext-DSFID-Constructs argument

Length-Of-Encoded-Data: INTEGER
This is only included in a response that included the Ext-DSFID-Constructs argument
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11.5 ISO-Ulimemory

ISO-Ullmemory argument
Protocol-Control-Word: BYTE STRING (2)

DSFID: BYTE [OPTIONAL]
This is not returned when the AFI declares that that the Object is a Monomorphic-Ull

Read-Objects-Response-List: List of <Read-Objects-Response>

11.6 Item-Related-Add-Objects

he command argument Item-Related-Add-Objects has the same function and” structure as the Add-
bjects command argument (see 11.1), except that it is encoded in the item-related segment of an RFID tag
that can address multiple segments in the same air interface transactions. This specific argument engbles it to
e distinguished from the Ull- Add-Objects (see 11.16).

11.7 Item-Related-DSFID-Constructs

SFID-Constructs command argument (see 11.2), except that it is encoded in the item-related segment of
n RFID tag that can address multiple segments in the same air interface transactions. This specific argument
nables it to be distinguished from the UlI-DSFID-Constructs (see 11.17).

he command argument Item-Related-DSFID-Constructs has'the same function and structur} as the

11.8 Multiple-Records-Constructs

his argument provides a list of additional.arguments that are used when writing a multiple recofd to the
ogical Memory.

he BOOLEAN command argument Append-To-Existing-Multiple-Record (see 7.4.4) is used to declare, if
RUE, whether the list of data objects is to be appended to a pre-existing record, subject to all the cgmponent
rguments matching fields already encoded for the multiple record. If FALSE, this command shall bg used to
eate a new record.

he command argument)Application-Defined-Record-Capacity (see 7.4.5) simply provides the application
ith the choice to set‘the memory capacity to a given size or to allow the Data Processor to block |align the
record. Allowing~the Data Processor to control this is recommended unless there is a reason for the
pplication to set\a larger memory capacity, for example to enable additional data elements to be encoded at
later time. Pherefore the Record-Memory-Capacity is only required if the application needs to cgntrol this
spect of\memory.

he‘Record-Type-Classification argument (see 7.4.56) needs to be aligned with the rules defined in the MR-
eader. If the wrong value is used then the command shall be rejected by the Data Processor.

When constructing a command to encode a record that is part of a hierarchical structure, reference should be
made to the application standard to ensure that the hierarchical relationships are correct. The Identifier-Of-
My-Parent argument (see 7.4.22) shall be based on a record that has already been the subject of a previous
write command. If there is a mismatch, then the record is not encoded.

The Number-In-Data-Element-List argument (see 7.4.41) only applies if the record is a data element list and
is used to provide additional information to the Data Processor to ensure that the correct number of data
elements with the same true Relative-OID is encoded. This might be particularly useful when the data varies
in format and length between instances of the data element.
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The arguments Lock-Record-Preamble (see 7.4.30), Update-Multiple-Records-Directory (see 7.4.62), and
Lock-Directory-Entry (see 7.4.28) all provide instructions to the Data Processor and are generally associated
with the subject record. However, if the Update-Multiple-Records-Directory argument is set to TRUE and
the directory does not yet exist, then a complete directory shall be created. Irrespective of the setting of the
argument, if a directory is already encoded, then the Data Processor shall automatically fully update the
directory.

Multiple-Records-Constructs argument

Append-To-Existing-Muttipte-Record— BOOLEAN
If set to TRUE, the Data Processor shall check that all the arguments match with an existing
multiple record and that none of the Relative-OID values already exist in the current version ‘of the
record. In the case that the existing record is defined as a data element list, then none of the list
element number values in this command shall already be encoded in the current version of the]
record. If set to FALSE, the Data Processor shall encode the record as a new record.

Application-Defined-Record-Capacity: BOOLEAN
If set as TRUE, the application needs to define the Record-Memory-Capacity. argument. If FALSE,
the Data Processor shall simply block align the record and encode the fecord capacity as the
minimum required to support the record.

Record-Memory-Capacity: [Optional] INTEGER
This is the total number of blocks that the application requires for the record, with any unused
blocks to be set aside for additional encoding in this record iri the future.

Record-Type-Classification: BIT STRING

Possible Values:

Value Definition

000 stand-alone record, with an instance-of.are = 0
001 stand-alone record, with an instance-ofarc >0
010 hierarchical record, top level

011 hierarchical record, has both parent and child(ren)

100 hierarchical record, data element list

101 other hierarchical record,né-further children

110 Not relevant to this command (because it is associated with deleted records)
111 reserved

Identifier-Of-My-Parent: [Conditional] INTERGER
This value is the same as the hierarchical identifier of the parent record

Number-In-Data-Element-List: [Conditional] INTERGER (1..255)
This value is_ provided when the record classification is {100} to assist the data processor in
encoding the-associated Add-Objects argument

Lock-Record-Preamble: BOOLEAN
If this-is set as TRUE, then the preamble shall be block aligned and locked

Updatel-Multiple-Records-Directory— BOOLEAN
If this is set as TRUE, then the directory is updated with this record, and any others not on the
directory

Lock-Directory-Entry: BOOLEAN
If this is set as TRUE, then the directory entry for the record shall be block aligned and locked
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11.9 Multiple-Records-Directory-Structure

This response argument provides a list of the content of the multiple records directory in a manner that the
information can be used by the application to construct additional commands.

The Multiple-Records-Directory-Structure argument contains the following arguments and field names:

DSFID-Constructs (see 11.2)
Ext-DSFID-Constructs (see 11.4)

— Hierarchical-ldentifier-Arc (see 7.4 21)
Identifier-Of-My-Parent (see 7.4.22)
Instance-Of-Arc (see 7.4.25)
Record-Type-Arc (see 7.4.55)
Record-Type-Classification (see 7.4.56)
Sector-ldentifier (see 7.4.57)
Start-Address-Of-Record (see 7.4.59)

Multiple-Records-Directory-Structure argument
DSFID-Constructs-list: [Conditional] List of <DSFID-Constructs>
Ext-DSFID-Constructs-list: [Conditional] List of <Ext-DSFID-Constructs>
Sector-ldentifier: [Conditional] INTEGER

If the sector identifier has not been provided by‘the MR-header, then the value in thg record

preamble is valid

Record-Type-Classification: BIT STRING
Possible Values:

Value Definition

000 stand-alone record, with*an instance-of arc = 0

001 stand-alone record, with an instance-of arc >0

010 hierarchical recotd, top level

011 hierarchical record, has both parent and child(ren)

100 hierarchical\record, data element list

101 other hierarchical record, no further children

110 Not relevant to this command (because it is associated with deleted records)
111 reserved

Record-Type-Arc; CAINTEGER
Instance-Of-Arc)[Conditional] INTEGER
Hierarchical-ldentifier-Arc: [Conditional] INTEGER

Identifier-Of-My-Parent: [Conditional] INTERGER

Thisvatueisthesameas the hierarchicat-identifier of theparent record

Start-Address-Of-Record: EBV-8

11.10 Multiple-Records-Header-Structure

This response argument provides a list of the content of the MR-header in a manner that the information can
be used by the application to construct additional commands.

© ISO/IEC 2013 — All rights reserved 89


https://standardsiso.com/api/?name=623f912597cada5ff9111d4119a25c21

ISO/IEC 15961-1:2013(E)

The Mul

tiple-Records-Header-Structure argument contains the following arguments and field names:

DSFID-Constructs (see 11.2)
Ext-DSFID-Constructs (see 11.4)
Multiple-Records-Directory-Length (see 7.4.38)
Multiple-Records-Features-Indicator (see 7.4.39)
Number-Of-Records (see 7.4.42)
Pointer-To-Multiple-Records-Directory (see 7.4.51)
Sector-ldentifier (see 7.4.57)

Multi

DSFID

Multipl

Multipl

#0

Ext-DSFID-Constructs-list: List of <Ext-DSFID-Constructs>

Sector{ldentifier:INTEGER

Pogsible Values:
Value Definition
0 Indicates that the sector identifier varies between records, and that the true value is only

Pointen-To-Multiple-Records-Directory: EBV-8

Number-Of-Records: EBV-8

le-Records-Header-Structure argument

onstructs-list: List of <DSFID-Constructs>

-Records-Directory-Length: [Optional] EBV-8

e-Records-Features-Indicator: BYTE

This is a bit map that is set in this command that determines rules for the)Data Processor to follow
when encoding individual records.

obtainable for the individual record.
Indicates the true value of the sector that.applies to all records.

This value is based on responses from the\interrogator on the memory mapping of the RFID tag
that is being addressed.

If bit 2 of the Multiple-Records-Features-Indicator = 0, then the value of this field is probably]
invalid and shall be ignored.

11.11 Multiple-Records-Preamble-Structure

This resy
can be u

The Mul

onse argument'provides a list of the content of the record preamble in a manner that the information
5ed by the application to construct additional commands.

iple-Records-Preamble-Structure argument contains the following arguments and field names:

Data-Length-Of-Record (see 7.4.12)

90

DSFID-Constructs (see 11.2)
Encoded-Memory-Capacity (see 7.4.18)
Ext-DSFID-Constructs (see 11.4)
Hierarchical-ldentifier-Arc (see 7.4.21)
Identifier-Of-My-Parent (see 7.4.22)
Instance-Of-Arc (see 7.4.25)
Record-Type-Arc (see 7.4.55)
Record-Type-Classification (see 7.4.56)
Sector-ldentifier (see 7.4.57)
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Multiple-Records-Preamble-Structure argument
DSFID-Constructs-list: List of <DSFID-Constructs>
Ext-DSFID-Constructs-list: [Conditional] List of <Ext-DSFID-Constructs>

Encoded-Memory-Capacity: EBV-8
This is the size of the memory that has been reserved for the record, in terms of write blocks.

Data-Length-Of-Record: [Conditional] EBV-8
This is the size of the encoded record, in terms of write blocks.

Sector-ldentifier: [Conditional] INTEGER
If the sector identifier has not been provided by the MR-header, then the value in the record preamble
is valid

Record-Type-Classification: BIT STRING
Possible Values:

Value Definition

000 stand-alone record, with an instance-of arc = 0

001 stand-alone record, with an instance-of arc >0

010 hierarchical record, top level

011 hierarchical record, has both parent and child(ren)

100 hierarchical record, data element list

101 other hierarchical record, no further children

110 Not relevant to this command (becauise it is associated with deleted records)
111 reserved

Record-Type-Arc: INTEGER
Instance-Of-Arc: [Conditional] INTEGER
Hierarchical-ldentifier-Arc: [Conditional] INTEGER

Identifier-Of-My-Parent: [Conditional] INTERGER
This value is the samg as the hierarchical identifier of the parent record

11.12 Packed-Object-Constructs

Tlhe following{arguments only apply to Packed-Objects, and are ignored if the Access-Methdd is not
Racked-Objects.

Tlhe Packed-Objects-Constructs argument has the following arguments:

Block-Align-Packed-Objects (see 7.4.9)
Editable-Pointer-Size (see 7.4.17)

ID-Type (see 7.4.24)
Object-Offsets-Multiplier (see 7.4.44)
Packed-Object-Directory-Type (see 7.4.45)
PO-Directory-Size (see 7.4.48)
PO-ID-Table (see 7.5.10)

PO-Index-Length (see 7.4.49)
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Packed-Objects-Constructs argument
PO-ID-Table: ~ OCTET STRING

ID-Type: INTEGER (0..15)
Possible Values:

Value Definition (see 7.4.24 for further details)
0 ID List

1 ID Map

2t 15 Reserved for future defimition

Packed-Object-Directory-Type: INTEGER (0..15)
Possible Values:
Value Definition (see 7.4.45 for further details)

0 This Packed-Object is not a directory and does not require one

1 Packed-Object Presence/Absence

2 Packed-Object index field

3 Packed-Object offset

4 Packed-Object pointer-allocation only expecting a future commafd to set the directory
type

519 15 Reserved for future definition

PO-Ind'rx-Length: INTEGER (1...7)

If this parameter is present and Packed-Object-Directory-Type.is 2' (Packed-Object index field) then
thel implementation shall use this parameter in the POIndex Length parameter created for the POIndex
Field for this Packed Object in a PO index directory. If the Directory-Type is not 2, this parameter shall
be lignored.

Object{Offsets-Multiplier: INTEGER

If this parameter is present and Packed-Object-Directory-Type is 3 (Packed-Object offset) and PO-

Index-Length is present, then the implementation shall use this parameter to reserve the number of
bits of g$torage for object offsets in an AuxMap_section of the directory Packed Object. If the Directory-
Type | is not 3 or a PO-Index-Length parameter is not present, this parameter shall be ignored. If the

implementation is not able to allocate(the input size number of bits for the AuxMap section of the
directory Packed Object, the implementation shall return an Insufficient-Tag-Memory completion
code.

PO-Directory-Size: INTEGER
If this parameter is present and Packed-Object-Directory-Type is 4 (Packed-Object pointer
allocatipn only expecting.-a future command to set the directory type) then the implementation shall use
this pafameter for appropriate sizing of the (null) directory pointer created for this Packed-Object. If the]
Directory-Type<is-tiot 4, this parameter shall be ignored. If the implementation is not able to allocate

Editable-Pointer-Size: INTEGER

If set to a non-zero value, the interrogator shall mark the Packed Object as editable and create a
pointer to an Addendum Packed Object of the size of the parameter in bits. If set to zero it indicates that
the addendum subsection shall not be included.
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11.13 Read-Objects

Read-Objects argument
Object-Identifier: ~ OBJECT IDENTIFIER

Check-Duplicate: BOOLEAN
If set to TRUE, the interrogator shall check that there is only one occurrence of the OBJECT
IDENTIFIER encoded on the RFID tag.

11.14 Read-Objects-Response

Read-Objects-Response argument
Object-Identifier: OBJECT IDENTIFIER
Object: BYTE STRING

Compact-Parameter: INTEGER
Possible Values:

Value Definition

0 Application-Defined

2 UTF8-Data

14 De-Compacted-Monomorphic-UH
15 De-Compacted-Data

Lock-Status: BOOLEAN
If TRUE, the Data-Set or Packed-Object containing the Object Identifier and Object is locked.

Completion-Code: INTEGER
[These definitions are supplementary to these of the response that includes this argument
Possible Values:

Value Definition

0 No-Error

10 Duplicate-Object

13 Object-ldentifier-Not-found

15 Object-Not-Read

35 Monomorphic-Ull-OID-Mismatch

11.15 Read-OIDs-Response

Read-OlDs-Response argument

= PRE N | Y oORiEo
jeiil-iucimnmer. UDJLo

11.16 Ull-Add-Objects

The command argument Ull-Add-Objects has the same function and structure as the Add-Objects
command argument (see 11.1), except that it is encoded in the Ull segment of an RFID tag that can address
multiple segments in the same air interface transactions. The argument shall only comprise on a single
Object-ldentifier and Object. This specific argument enables it to be distinguished from the Item-Related-
Add-Objects argument (see 11.6).
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11.17 Ull-DSFID-Constructs

The command argument UlI-DSFID-Constructs has the same function and structure as the DSFID-
Constructs command argument (see 11.2), except that it is encoded in the Ull segment of an RFID tag that
can address multiple segments in the same air interface transactions. This specific argument enables it to be
distinguished from the Item-Related-DSFID-Constructs (see 11.7).

11.18 Write-Responses

Write]-Responses argument

Objectildentifier: OBJECT IDENTIFIER

Complétion-Code: INTEGER

These definitions are supplementary to those of the response that includes this argument
Pogsible Values:

Value Definition

0 No-Error

9 Object-Not-Added

10 Duplicate-Object

11 Object-Added-But-Not-Locked
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Annex A
(informative)

Abstract syntax and transfer encoding rules

.1 Abstract syntax

his annex is included to show the abstract syntax used in ISO/IEC 15961:2004 to support implementation of

the data protocol based on that standard and ISO/IEC 15962:2004. Annex E of this partrof-ISO/IB

C 15961

ows the original 16 commands using the abstract syntax of ISO/IEC 15961:2004. Thes€ can be Used as a

reference to compare with the present style of presenting the functional commands.

he abstract syntax specified in ISO/IEC 15961:2004 is based on ASN.1 as defined in ISO/IEC 8824-1. The
otation shall be as specified in that standard.
.1.1 Character set
he character set used to define an ASN.1 item shall consist of:
AtoZ
atoz
Oto9
= <@ arrsd
Tlhis character set is identical to that defined in ISO/IEC 8824-1.
A.1.2 Universal Types
ASN.1 supports a number of universaltypes that are fundamental to the syntax; sometimes called "built-in
types". Each has been assigned a‘elass tag in ISO/IEC 8824-1 to unambiguously identify each typg of data.
Universal types are shown in ‘capital (uppercase) letters e.g. UNIVERSAL. The Universal Types used in
ISO/IEC 15961:2004, together with their Class Tags, are shown in Table A.1 — Universal Types|Used in
ISO/IEC 15961:2004.
Table A.1 — Universal Types Used in ISO/IEC 15961:2004
Universal Type Class Tag
BOOLEAN 1
INTEGER 2
OBJECT IDENTIFIER 6
OCTET STRING 4
RELATIVE-OID 13
(reserved for future commands)
SEQUENCE & SEQUENCE OF 16
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A.1.3 Type references

In addition to the Universal Types, ASN.1 enables application specific types to be defined. When a type is
defined, it is given a name to reference it in another type assignment. Type references begin with an
uppercase letter and the complete name is shown without spaces. There are a few variants to the
presentation of the subsequent characters. ISO/IEC 15961:2004 uses the convention of mixed upper and
lowercase characters e.g. TypeReference.

The TypeReference name is followed by the three character sequence ": : =" to separate it from its definition.

The components or elements of a TypeReference or enumerated list are named using a lowercase letter at
the beginning, e.g. elementName. For some elements, further typing isrequired either to a TypeReference ¢
a Universgal Type.

=

Examples of elementNames that are used in ISO/IEC 15961:2004-are:
accgssMethod

appljicationFamilyld

applicationSubFamily

commandCode

compactParameter

In ISO/IEC 15961:2004,~some elementNames and TypeReference names are often the same with the
tion that the first letter is-lowercase for the elementName and uppercase for the TypeReference.

mentNames usedin’ISO/IEC 15961:2004 are defined in the appropriate sub-clauses.

A.1.5 Qther ASN.1 ¢conventions illustrated

By using|a simple=example of ASN.1 syntax, unrelated to the purpose of, it is possible to illustrate the feature
of the syptax

[

EXAMPLE

CustomerOrder : : = SEQUENCE {

orderNumber INTEGER
name OCTET STRING
address CustomerAddress
productDetails SEQUENCE OF SEQUENCE {
productCode OBJECT IDENTIFIER
quantity INTEGER (1..999)
b
urgency ENUMERATED {
nextDay (0),
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-- excludes Saturday and Sunday
firstClass (1),
roadTransport (2),
-- typically three days
}
}
In this example:
— The double colon and equal sign : : = separates the named TypeReference CustomerOrder from

the definition.

— The element name address is further specified in the CustomerAddress, type reference (
from the example for brevity).

— The element productDetails consists of two further elements prodactCode and quantity.
of elements is repeated n times, based on the SEQUENCE OF,SEQUENCE. The {} d
boundary of the Type.

— The element urgency offers one of three codes: 0, 1 or 2 by.the use of the ENUMERATED
{ } define the boundary of the Type.

— Comments in this example "excludes Saturday and.Sunday" and "typically three days" are
by the double dash "--".

— The INTEGER value for the element quantity is constrained by the "(1..999)" to be any val
range 1 to 999, making it an error to order 1000 or more items of a productCode.

A.1.6 Modular structure of ASN.1 syntax

In keeping with the ASN.1 standards, the syntax in ISO/IEC 15961:2004 is presented in a modulg
Yeparate modules are used for the commands and for the responses. Each module contains:

— A unique name.

— A unique Object)ldentifier that refers to this particular standard (in accordance with ISO/IEC
The penultiniate arc is either "commandModules (126)" or "responseModules (127)" to di
the data-flows. The final arc of each command/response pair has the same name and val
thesetogether.

— The use of the key words DEFINITIONS, BEGIN and END to be compliant with ISO/IEC 88
to allow the modules to be processed through compiler tools.

— The curly brackets { } following SEQUENCE and the end, specify that orderNumber, name,
address, productDetails and urgency are all elements of the CustomerOrder type.referende.

excluded

This pair
efine the

ype. The

breceded

ue in the

r format.

8824-1).
stinguish
e to link

P4-1 and

all of the

2 A statement that this part of ISO/IEC 15961 uses "EXPLICIT TAGS", which indicates that

elements ultimately encoded as UNIVERSAL TYPES.
The structure of a command module follows the following common format:

Module Name

{ISO(1) standard(0) rfid-data-protocol (15961) commandModules (126) moduleName(n)}

DEFINITIONS
EXPLICIT TAGS ::=
BEGIN
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CommandName
-- assignments

END

onseModule follows a similar format.

Within each module, all of the elements are defined in such a way as to reduce these to UNIVERSAL TYPES.

This avoi

ds the need to implement any import function within the module.

A.21

The stru
specified

1.

2.
3.

This is s
it is knoy
known 4
Construd
types of
ASN.1 s
choice, i
for each

The mod

A.2.2 E

The ASN
illustrate

A.2 T;[nsfer syntax

ructure of the transfer encoding

cture of the transfer encoding for the data protocol for RFID for Item Management as originally
in ISO/IEC 15961:2004 is described below:

(]

type identifier octet(s) that encode the ASN.1 tag (class and number) of the.Fype used to qualify th
data value;

length bytes that define a count of the bytes that make up the contents;
content (or value) bytes.

bmetimes known as Type, Length, Value (TLV). When the encoding is based on a sequence of TLY,
vn as Primitive encoding. The value V can be a triplet of TLV, and when this structure is used it is
s Constructed encoding, for example TL TLV_ TLV TLV. The choice between Primitive and
ted encoding is largely determined by the Basic Encoding Rules of ISO/IEC 8825-1. The constructgr
SEQUENCE and SEQUENCE OF that shall use a Constructed encoding to be fully compliant the
andards. Otherwise, the rules of ISO/IEC 8825-1 require that Primitive encoding is used; or offer g
N which case only Primitive encoding are<used in ISO/IEC 15961:2004. The option is clearly defined
pf the Universal Types that have their BER encoding rules defined in subsequent clauses.

ule OBJECT IDENTIFIER shall be*encoded in a TLV structure at the beginning of the transfer

ncoding the ASN.1 typeé identifier

.1 type identifier shall'\be encoded as a single octet for the Types defined in ISO/IEC 15961:2004, as
i in Figure A.1 — Type ldentifier Octet Structure.

Identifier octet

A
v

Bits | 8 | 7 [ 6 [ 5 [ 4 [ 3] 2] 1

Class P/C Tag Number

98

|: 0 = Primative
1 = Constructed

where:  bits 8 and 7 encode the class of ASN.1 tag
bit 6 encode whether this is a Primitive or Constucted tag
bits 5 to 1 encode the number of the ASN.1 tag

Figure A.1 — Type ldentifier Octet Structure
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The 2-bit value for Class shall be one of the values defined in Table A.2 — Encoding of ASN.1 Class of Tag.

For the Universal Types defined in ISO/IEC 15961:2004, the value shall be '00,".

Table A.2 — Encoding of ASN.1 Class of Tag

Class Bit8 | Bit7
Universal 0 0
Application 0 1
Context-specific 1 0
Private 1 1

Tlhe single bit value for the 'P/C' component shall be set to '0,' to indicate Primitive~e€hcoding strud
shall be set to '1,' to indicate constructed encoding structures.

—]

he 5-bit value for the ASN.1 tag shall encode the Class tag number as a bindry-integer with bit 5 as

significant bit. The Class tags specified for ISO/IEC 15961:2004 are defined\n Table A.1 — Univerg
Used in ISO/IEC 15961:2004.
EXAMPLE:
Universal Type = OBJECT IDENTIFIER

ASN.1 Type identifier= 00 0 00110

I

\.2.3 Length encoding

Ithough ISO/IEC 8825-1 allows other forms of length encoding, only the definite form shall be
BO/IEC 15961:2004 because this applies to both' primitive and constructed encoding. For the defir

umber of bytes in the contents is less than] or equal to, 127, then a single length octet shall be us
hall be '0,' and bits 7 to 1 shall encode the number of bytes in the content (which may be zer
nsigned binary integer with bit 7 as-the-most significant bit.

EXAMPLE
L = 38 is encoded as:00100110,

C WV 3 =t =T

{ the number of bytes(in, the contents is more than 127, then two or more length bytes shall be u
¢ngth shall be convérted to an octet aligned value, for example, a length of 201 bytes converts to
11001001). This valde is encoded in the second and subsequent bytes. The first octet shall be en
follows:

a. Bit8shall be 1,.

b.\~Bits 7 to 1 shall encode the number of subsequent bytes in the length bytes, as an unsigng
integer with bit 7 as the most significant bit.

tures, or

the most
al Types

used in
ite form,

ne length bytes shall consist of one or more-bytes, depending on the number of bytes in the contents. If the

ed. Bit 8
p) as an

sed. The
C916 (or
toded as

ed binary

c. The value 11111111, shall not be used to allow for future extension:

EXAMPLE
Length of content = 357
Convert to HEX = 0165

00000001, 01100101,
As this is 2 bytes, the first octet = 100000010,

The complete length encoding is:

10000010 00000001 01100101,
= 82 01 6516
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A.2.4 Contents octets

The con

tents octets encode the data value, which can be zero, one or more octets, depending on the

Universal Type as specified in subsequent subclauses.

A25 E

ncoding of a BOOLEAN value

The encoding of a BOOLEAN value shall be primitive to comply with ISO/IEC 8825-1. The BOOLEAN value
shall be encoded in a single octet. If the BOOLEAN value is FALSE, the octet shall be zero. If the BOOLEAN

value is |

A.2.6 E

The enc
encoded

For positive integers and zero:

1.

For negd

1.

RLI= 4l bk aloallle 1 bdlo ol ] '
NUL, U ULICT STiair Tiave dity TIUTT=ZCTU vVadlutT, dl U1S STTITUTT S UPUUTT.

ncoding an INTEGER value

[¢]

bding of an INTEGER value shall be primitive to comply with ISO/IEC 8825-1. The integer shall b
in one or more octets using the following procedures.

The whole number is converted to a binary integer number in a bit field withvthe most significant bjit
first.

The bit field is aligned to octet boundaries by adding leading zero bits:
If the high order bit is 1, add a pad octet 0045 as a prefix.
NOTE The high order bit of 0 denotes that the encodatign'is of a positive integer value.

EXAMPLE

Integer 128
Step 1: 10000000
Step 2: 10000600
Step 3: 00000000 10000000
tive integers, the encodation is to a twos-complement rule:

The whole number is converted to a binary integer number in a bit field with the most significant bit
first.

The bit field is alignedte octet boundaries by adding leading zero bits.
The binary valuéfrom Step 2 is bit complemented (i.e. 0 to 1, 1 to 0).
The twos-eomplement rule is applied adding 1, to the bit string of Step 2.

If the'high order bit is 0, add a pad octet FF¢ as a prefix.

NQTE The high order bhit of 1 denotes that the encodation is of a nagnﬁ\m infpgnr value

For deco

100

EXAMPLE

Integer -27066

Step 1: 1101001 10111010
Step 2: 01101001 10111010
Step 3: 10010110 01000101
Step 4: 10010110 01000110

ding, the lead bit of the encoded integer value identifies whether the value is positive or negative.
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If it is a positive value, conversion takes place on the remaining bits with the least significant bit
position 0. The decimal integer value is the sum of the values 2", where n is the position number, or:

l{ it is a negative value, conversion takes place on the remaining bits with the least significant hit

»n o

tage takes this as a positive decimal integer from which is subtracted the value 2°, where (@ is thq
umber of the lead bit that identifies this as a negative integer. As an equation, this is:

5

- |

EXAMPLE
10010110 01000110
1 indicates/-ve
0010110 01000110 = 5702
2r=2"= 32768

5702 - 32768 = -27066

A.2.7 Encoding the OBJECT IDENTIFIERvalue

Tlhe encoding of an OBJECT IDENTIFIER«value shall be primitive to comply with ISO/IEC 8825-1. Th
Igentifier value is encoded as a series of\octet aligned values as follows:

1. The first two arcs of the registration tree are encoded as a single integer using the formula:

40f+ s
where f the value of the first arc

= the value of the second arc

2. The valué-"n" of each additional arc is encoded into an octet-aligned-bit-field. This is done 3
for values of "n":

a. Forn<128:

the decimal value is converted to binary and encoded in a single octet; thus bit 8
zero

b. For:128 <n < 16384:

being in

being in

osition 0. The first stage is to create a decimal integer value as the sum of the values of 2"."Th¢ second

position

e Object

s follows

is set to

the decimal value is converted to binary and subdivided into two 7-bit strings: bit 7 to bit 1,
bit 14 to bit 8. Each of these new bit strings is encoded in an octet; with bit 8 of the first octet

set to 1, bit 8 of the last octet set to 0.
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c. Forn=>16384:

the decimal value is converted to binary and subdivided into 7-bit strings: bit 7 to bit 1, bit 14
to bit 8, bit 21 to bit 15, and so on. Each of these new bit strings is encoded in an octet; with
bit 8 of the first octet set to 1, bit 8 of the last octet set to 0 and bit 8 of the intervening
octet(s) set to 1. The example below shows the process.

EXAMPLE

1. Value = 912344

1 01100100 01100010,
2. Split into 7-bit strings

0000101 1001000 1100010
3. Add prefix bits 0 for last octet

1 for preceding octet(s)

10000101 11001000 01100010

—

Using this technique, the length of each component arc of the OBJECT IDENTIFIER is self declaring. The firg
octet always defines the first two arcs. Each subsequent arc is defined by one octet if the lead bit of the ne
octet is (J; and multiple octets if the lead bit is 1, the group of octets.ends with the octet with its lead bit equal
The arc yalue is encoded in the sequence of 7-bit values.

oxN

EXAMPLE
[00101000] 101111000]  0[1001010] 0[0000001]
(1x40)+0 15434 1
10 15434 1

AlthougHh the number of arcs allows for an OBJECT IDENTIFIER of any length, ISO/IEC 15961:2004 limits th
length of the encoded value to be ngo‘more than 127 octets. This is a constraint placed to meet encoding
requirements on the RF tag and the(structure of the Logical Memory.

[©]

NOTE The constraint is an the encoded length of the OBJECT IDENTIFIER and not the number of arcs. It should
also pe understood that an‘©BJECT IDENTIFIER encoded in 127 octets is highly unlikely.

A.2.8 Encoding annOCTET STRING value

Although the Basic Encoding Rules of ISO/IEC 8825-1 permit both forms of encoding, ISO/IEC 15961:200¢
only supports primitive encoding of an OCTET STRING value.

The prinitive_encoding contains zero, one or more octets equal in value to the octets in the application data
value. The encoded octets appear in the same order as they appear in the data value and with the most
significant bit of an octet being aligned in both the encoded and data presentations.

NOTE This means that, for open systems, the octet sequence and bit ordering shall be output by the receiving
system exactly as input by the sending system. It is the responsibility of the application standards to define the
requirements for the sequence.

A.2.9 Encoding a SEQUENCE value

The encoding of a SEQUENCE value shall be constructed to comply with ISO/IEC 8825-1. The contents
octets shall consist of the complete TLV encoding of one data value from each of the Types listed in the
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ASN.1 definition of the particular SEQUENCE Type. The data values shall be in the order of their appearance
in the definition. Although ISO/IEC 8825-1 allows optional rules for Types with the keywords 'OPTIONAL' or
'DEFAULT' in the ASN.1 definition, ISO/IEC 15961:2004 requires all Types in the SEQUENCE to appear in

the constructed encoding.
EXAMPLE

ASN.1 definition

SEQUENCE {orderNumber OCTET STRING, product OCTET STRING, quantity INTEGER}

with the values:

is encoded as:

3016

Q

EXAMPLE

ASN.1 definition

with the three values:

is encoded-as;

T = SEQUENCE

{orderNumber "ABC1234", product "widget", quantity "12"}

L
1446
T= OCTET STRING
T = OCTET STRING
0446
T= INTEGER
0216

A.2.10 Encoding a SEQUENCE OF value

sequence of {productCode OCTET STRING}

{productCode “ABC1234", "X6789Y", "PQR12345"}

ls
0746

0616

0116

\Y,
"ABC1234"
\Y,

"widget"

\Y,

0C1s

Tlhe SEQUENCE OF type has the same ASN.1 tag. (UNIVERSAL 16) as the SEQUENCE type; therefore,
dopting the same encoding rules. The encoding of\a SEQUENCE OF value shall be constructed tp comply
with ISO/IEC 8825-1. The contents octets shall censist of the complete TLV encoding of each value, including
the encoding of the repeated UNIVERSAL class.tag of the encoded elements.

© ISO/IEC 2013 — All rights reserved

T~SEQUENCE L
3016 1B1e
T= OCTET STRING L \
0446 0746 "ABC1234"
T= OCTET STRING L \V4
0416 0616 "X6789Y"
T= OCTET STRING L \Y
0416 0816 "PQR12345"
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Annex B
(informative)

Accommodating established data formats

This part of ISO/IEC 15961 has been prepared on the ba3|s that its Object-based protocol dlffers from the

need to e presented in a manner reIevant to the appl|cat|on standard for example in terms of
— [the data Object being supported in the data dictionary
— |the format of the data (e.g. numeric, alphanumeric), including its length
— |combinations of data Objects which are valid or illegal

These features are outside the scope of this part of ISO/IEC 15961 and are\thé responsibility of th
applicatipn.

[1]

Some cqgnversion process is necessary until the application systems can handle data and identifiers in the
format specified in this part of ISO/IEC 15961. It is possible to have twé independent implementation paths:
one to wfite data, and one to read data.

For some major applications, some rigorous rules exist of what constitutes legitimate data. Software exists fo
ensure gompliance to this format when using the existing message based syntax. Users need to ensure that,
as they|implement an Object based method of writing\(data, the data itself follows the basic rules.
Figure B|1 — Data Flow Model: Prepare Data of Existing Application Standards illustrates this schematically.

Data dictionary for
objects ( eg Dls)

Format rules for
data objects

User data I_Drepare da_ta o_f Application
»| existing application
from database standard data

A similar process is required when data is read from an RFID tag.

AIDC technologies based on write-once-read-many-times (WORM) technology can rely on the fact that data,
as written, is what is read. This means the message syntax is encoded in the data carrier. The read-write
capabilities of RFID, and the Object based nature of the data protocol of this part of ISO/IEC 15961, means
that an established syntax has to be constructed based on the Object Identifier structure. While there is a
requirement to output data with a particular data syntax (e.g. that of ISO/IEC 15434), then a conversion
module is required to correctly map the set of Object Identifiers and data Objects to the message format
required for the application of this part of ISO/IEC 15961. This shall require the inversion of the conversion
rules for some of the application data.
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In addition, the message syntax of the established application standard needs to be created. This process
generally requires all but the final arc of the Object Identifier to be discarded and for data separators
(compliant with the application standard) to be inserted correctly. Refer to the appropriate application
standards for the precise rules.

A logical development step is for the application standard to develop procedures to accept output based on
transfer syntax.
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Annex C
(informative)

Relating data Objects

Message based syntax can use recursive or looping techniques to created repeated sequences of related

data (e.
message
primary ¢

With an

operating at a base level, there is a risk of creating false links (i.e. product code A could be linked to quantif

of produ
should o
The illus
be devel
Protocol
as part @
preserve

C.1 Cd

Specific
EXA

In this ¢
another.

Using th
would be

is parsed, the syntax identifies boundary points so that the attributes are correctly linked to th
ode.

Dbject-based system (such as the Data Protocol of this part of ISO/IEC 15961 and ISQ/IEC 15964

ct B). The problem can be overcome using one of the techniques described below! The method
nly be adopted if incorporated into the application standard associated with the itemi’being manageq
rations limit the number of constructed data elements to 255 per RFID tag, but)different rules coul
bped if a greater number of constructions is required. Either rule is transparent to the complete Dat
of this part of ISO/IEC 15961 and ISO/IEC 15962, and so requires the progessing to be implemente
f the application. The options are included in this part of ISO/IEC 15967 to describe robust ways f
an Object-based data capture process using the Object Identifier tree structure.

s technique, each- different arrangement of basic elements to create the concatenated constructio
given a different\final node. So, the concatenation of product + quantity + expiry date would have it

lowest a

This method is more suitable when fixed combinations of element have to be created and the length of eac
Object ig fixed:

¢ value different from that for product + quantity + batch.

ncatenation technique
Dbject Identifiers can be created that link a defined set-of attributes in a concatenated manner.
MPLE
lowest arc 245 =
— sequence number 1 octet
— product code 8 octets
— quantity 1 octet
— batch number 4 octets
pse the first byte of the Object, the sequence number, distinguishes one similar Object data from

e

[

=

C.2 Object identifier extension technique

The basic Object Identifier can be extended by the addition of a new final arc, with this as a 'linking' value.

EXAMPLE

106

The following three elements are to be linked:

— product code - final arc 48
— quantity - final arc 17
— batch - final arc 20
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Assume that there are two different products whose details are encoded on the RFID tag. So the linking
extensions 1 and 2 apply. Six individual Object-ldentifiers are encoded:

48 1
48 2
171
17 2
201
202

he extension value is used to link the different Objects as a logical combination.

his method is more suitable when many different combinations of element have to be created and the length
, at least, one Object can vary between occurrences.

he Extension technique for relating Objects and their associated physical entities iscsimilar to Scheme B for
pplying data security (see Annex C.1). Therefore, for any one Object-ldentifier, the technique shall only be
pplied to data security or to linking physical entities.

QD Q
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Annex D
(informative)

Data security issues

Although data securlty is beyond the scope of this part of ISO/IEC 15961 and ISO/IEC 15962, the following
advice i .

D1 O
Encrypt S
can recognise encrypted data, but does not declare to other users this fact. The Object itself simply appears

arc at the same level of all other final arcs in the application system. This is a systems level adoption of data
security fnd requires all authorised users to know that the data is encrypted; however, the rules do not need
to be publicly declared.

Another method, called Scheme B for later reference, for creating a~tnique Object-ldentifier to identify the
encryptefd data is to extend the Object-ldentifier of the plain (unencrypted) data and add an additional lower
arc. Thig technique can be adopted bi-laterally between sender’and authorised user(s), or at the systems
levels fof all authorised users. This technique can also be used to define the encryption type, selected keys
and so of.

EXAMPLE
01 15961 nn nn Plain Object
0115961 nnnn 1 Encrypted Object
01 15961 nnnn 2 Encryption type
0115961 nnnn3 Key
Scheme|B is similar to that proposed for relating Objects and their associated physical entities (sege
Annex CJ|2). Therefore, for any one Object-ldentifier, the technique shall only be applied to data security or to

linking plysical entities.

party. This will help ensure data integrity as any unauthorised modification of the encrypted Object without
access to the private key will most probably destroy the authorised signature. This will help identify that the
Object has been changed without authority.

If a completely different Object-ldentifier is assigned to the encrypted data (Scheme A above), then it may
need to be expanded to also contain additional unencrypted octets that define the encryption scheme and/or
selection from a set of keys.
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D.3 Using the Tag ID

:2013(E)

It is possible to use the unique Tag ID, as defined for various types in ISO/IEC 18000, as a component in a
secure system. The Tag ID is intended to be unique to the RFID tag, distinguishing it from all others. It is
usually created at an early stage of manufacturing the RFID tag using more robust techniques than can be
used to write data into the Logical Memory Map. As such, it can be used to enhance data validity. Because of
potential confusion with the Singulation-ld of the data protocol (which can use the Tag-ID), the Tag ID
incorporated into the integrated circuit is referred to as the 18000 Tag ID, for the remainder of this annex.

0 Tag ID
vided as

he entire

panded Object. When decrypted by an authorised user, the 18000 Tag ID within the-expanded Object can

He compared with the real 18000 Tag ID to verify that they are identical. This may be applied to either
A or B for creating the Object-ldentifier, described above.

Another method is to use the 18000 Tag ID to modify the original key for enctyption and decryption.
bhe made to work for binary keys such as DES, where the 18000 Tag IB\can be exclusive or-ed
driginal key.

Hefore this approach is used, the implementers should verify that this)type of modification of the key
ndermine the encryption method.

.4 Advice on public key methods of encryption

ublic key algorithms require longer keys to provide-the same strength as symmetric keys. For ex
312-bit public-key encryption cipher would havethe equivalent strength of a 64-bit symmetric key cip
agipher length could preclude the use of public.key ciphers in smaller capacity tags.

I{ a public key method of encryption is used, the data security will be compromised if the private key i
gncrypt the data and a public key is-used to decrypt the data. Likewise, data integrity will be compr
the public key is used to encrypt the data and the private key is used to decrypt the data. Double enc
gther means must be used to ensure data security and integrity.

he public key should notde-encoded in the tag unless it is locked as an unauthorised party could v
ata integrity by overwriting the public key with another key and using another corresponding priva
ncrypt altered data in.the Object.

D Q

Scheme

This can
with the

does not

ample, a
her. This

5 used to
bmised if
yption or

olate the
te key to
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Annex E
(informative)

Original commands and responses using ASN.1 abstract syntax

The following sub-clauses show the original 16 modules using the ASN.1 abstract syntax. Cross-references,
sometim f i ; T the
original modules.

E.1 CanfigureAfiModules

The ConfigureAfiModules consist of a commandModule, and the associated responseModule€) that instruct the
interroggtor to write the applicationFamilyld (including the sub-family) into the RFID tag. A fundamental

act syntax for ConfigureAfiModules is given in Table E.1 — ConfigureAfiModules.

Table E.1 — ConfigureAfiModules

-- Configure AFI
-- The fonfigureAfiCommand instructs the interrogat@r to write the AFI (Application

-- Familly Identifier, including the sub-family) ihto the RFID tag. The interrogator shall
-- lock| the AFI if the Lock flag is set to true.

ConfigufpeAfiCommand

{iso(1)| standard (0) rfid-data-protocol(15961) commandModules (126) configureAfi (1)}
DEFINIT[ONS

EXPLICI' TAGS ::=

BEGIN
ConfigufeAfiCommand ::= SEQUENCE {
tagld OCTET STRING (SIZE(0..255)),

~x~See Clause 7.2.1 (now renamed Singulation-Id) for detailed
—- gpecification. TagId shall be provided by the Tag Driver for the
-- purposes of identifying the RFID tag unambiguously

-- for at least the period of a transaction.
applicationFamilyId ApplicationFamilyId,

afilock BOOLEAN

-- If set to TRUE, the interrogator shall lock the AFI

ApplicationFamilyId ::= SEQUENCE {
applicationFamily INTEGER {

all(0), -- address all families
-- values 1 - 8 reserved for definition by SC17
afiBlock9(9),
afiBlockA(10),
afiBlockB(11),
afiBlockC(12)
-- values 9 to 12 defined as per Annex B of this
-- International standard
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-- values 13 to 15 reserved for definition by ISO/IEC
} (0..15),

applicationSubFamily INTEGER

all(0),-- This value shall not be encoded in the RFID tag, and
-- shall only be used in a command to signal that the
-- interrogator shall address all subfamilies within the
-- selected family.
-- NOTE: This has little utility for this Data Protocol, but
-- is retained for compatibility with SC17 smart card commands
asfl-annex (1), -- values 1 to 15, for applicationFamily 9

sl

IND

JonfigureAfiResponse

-- to 12,defined as per Annex B of this part of ISO/IECQy1p961
asf2-annex (2),
asf3-annex

w
—

asf4-annex

N

asf5-annex
asf6-annex
asf7-annex
asf8-annex
asf9-annex

asfA-annex

asfB-annex

asfC-annex
asfD-annex

asfE-annex

N O RS,

g W NN R o —

asfF-annex
} (0..15)

|- ApplicationFamilyId is stored as a single OCTET within system information on the| tag.
|- ApplicationFamilyId allows tags to be gx@uped according to specific families and
-|- allows any such family of tags to be selectively addressed by the application. RFID tag
-|- vendors may implement mechanisms in. the Tag Driver and air interface specificallly for

-|- selective addressing of RFID tags by ApplicationFamilyId.

{iso (1) standard(Q) jrfid-data-protocol (15961)responseModules (127) configureAfi ([L) }

DEFINITIONS
HXPLICIT TAGS ::=
BEGIN
donfigureAfiResponse ::= SEQUENCE {
compketionCode INTEGER {
noError (0) ,
afiNotConfigured (1),
afiNotConfiguredLocked (2),
gfrConfiguredbockFatiedt37;
tagIdNotFound (8),
executionError (255)
b
executionCode INTEGER
-- See Clause 9.3 and notes in this syntax for a full list of
-- executionCodes

END
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The following elementNames used in these modules are defined elsewhere in this part of ISO/IEC 15961, as
detailed:

afiLock (see7.4.3)
applicationFamily (see 7.2.2)
applicationFamilyld (see 7.2.2)
applicationSubFamily (see 7.2.2)
completionCode (see 9.2)
executionCode (see 9.3)

tagld (see 7.2.1)

E.2 CagnfigureStorageFormatModules

The CorffigureStorageFormatModule consists of a commandModule, and the associated responseModulg,
that instruct the interrogator to write the storageFormat (accessMethod and dataFormat),inio the RFID tag.
The command also instructs the interrogator to initialise the RFID tag Logical Memory Map by erasing a
data alrgady stored there. A fundamental requirement of this command is that only one RFID tag shall b
programmed per command. This is to ensure that the configuration process .is/robust, particularly i
environments where more than one type of RFID tag can be present.

If the ackessMethod (incorporated in storageFormat) is specified as directory, the interrogator shall crea
the initial directory structure.

The APBN.1 Abstract Syntax for ConfigureStorageFormatNodules is given in Table E.2 S
ConfigurgStorageFormatModules.

Table E.2 — ConfigureStorageFormatModules

-- Conpfigure StorageFormat

-- The CdnfigureStorageFormatCommand instructs\the interrogator to write the
-- StoradeFormat into the RFID tag, and toxipnitialise the tag logical memory
-- map. The interrogator shall erase all‘the application memory, and if the
-- direcfory format is specified by the\StorageFormat, it shall create the
-- initigl directory structure. The imterrogator shall lock the

-- StoradeFormat if the Lock flag Wis-‘set to true

ConfigurdStorageFormatCommand
{iso(l) dtandard (0) rfid-data-protocol (15961) commandModules (126) configureStorageFormat(2)}
DEFINITIJNS

EXPLICIT |TAGS ::=

BEGIN
ConfigurdStorageFormatCommand ::= SEQUENCE {
tagId] OCTET STRING(SIZE(0..255)),

-- See Clause 7.2.1 (now renamed Singulation-Id) for detailed
-- specification. TagId shall be provided by the Tag Driver for the

e £ 24 o £z £l RETD . ol
PErPeses e eRTIF YIRSt rTro—coS THFHOES =Y

-- for at least the period of a transaction.
storageFormat StorageFormat,
storageFormatLock BOOLEAN
-- If set to TRUE, the interrogator shall lock the
-- StorageFormat

StorageFormat ::= SEQUENCE {
accessMethod  INTEGER ({
noDirectory (0),
directory (1),
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selfMappingTag(2) -- Access to objects is via high
-- level commands to the RFID tag and the internal
-- structure of the memory inside the RFID tag is not
-- defined
} (0..3),
dataFormat INTEGER {
notFormatted (0), -- Not formatted according
-- to this part of ISO/IEC 15961
fullFeatured (1), -- Supports any type of
-- data based on full OID

rootOidEncoded (2) , -- Supports any type of
-- data with a common root-OID

18015434 (3), -- root-0OID is defined as
-- {1 0 15434}

is06523(4), -- Supports data belonging to one or
-- more International Code Designators compliant
-- with ISO/IEC 6523-1, root-OID is defined, as
-- (1 0 6523)

is015459(5), -- Supports unique item identifiers
-- compliant with ISO/IEC 15459, root-OiID is
-- defined as (1 0 15459)

isol5961Combined (8), -- Supports combinations of
-- formats of ISO/IEC 15961, roet>0ID is defined
-- as {1 0 15961}

ean-ucc(9), -- Supports data-~efl the EAN-UCC system,
-- root-OID is defined as {1 0 15961 9}

di(10), -- Supports Data . Identifiers (as referred to
-- in ISO/IEC 15418) ,,root-OID is implied to be
-- {1 0 15961 10}

iata(12) -- Supports IATA baggage handling data elements,
-- root-0ID is @efined as {1 0 15961 11}

} (0..31)

}

ENI}

CopfigureStorageFormatResponse
{i$o (1) standard(0) rfid-data-protocol (15961) responseModules(127) configureStorageFd
DEFINITIONS
EXPLICIT TAGS ::=
BEGIN

ComfigureStorageFoxmatResponse ::= SEQUENCE {
completionCede INTEGER {
noError (0) ,
storageFormatNotConfigured(4),
storageFormatNotConfiguredLocked (5),
storageFormatConfiguredLockFailed (6),
tagIdNotFound(8),

rmat (2) }

EXEeCUtToOnError 255y

b

executionCode INTEGER
-- See Clause 9.3 and notes in this syntax
-- for a full list of executionCodes

END
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