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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal w
particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

/IEC JTC 1. Draft

Internafional Standard requires approval by at least 75 % of the national bodies casting a vote.

Attentign is drawn to the possibility that some of the elements of this International Standard may be the subject of pater
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

International Standard ISO/IEC 15954 was prepared by Joint Technical Committee I\SO/IECIafd@riation technologyin
collabofation with ITU-T. The identical text is published as ITU-T Recommendation-X.227 bis.

This fifst edition of ISO/IEC 15954 cancels and replaces ISO/IEC8650-1:1999 and its Amen@ment 1:1997 anc
Amendment 2:1998, of which it constitutes a technical revision.

Annexds A to D form a normative part of this International Standard. Annex E is for information only.
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I ntroduction

This Recommendation | International Standard is one of a set of ITU-T Recommendations | International Standards
produced to facilitate the interconnection of information processing systems. It is related to other ITU-T
Recommendations and International Standards in the set as defined by the Reference Model for Open Systems
Interconnection (see ITU-T Rec. X.200 | ISO/IEC 7498-1). The Reference model subdivides the area of standardization
for interconnection into a series of layers of specification, each of manageable size.

The goal of Opens Systems Interconnection is to alow, with a minimum of technical agreement outside the inter-
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION
INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION —

CONNECTION-MODE PROTOCOL FOR THE APPLICATION SERVICE
OBJECT ASSOCIATION CONTROL SERVICE ELEMENT

1 Scope

The AICSE supports two modes of communication: connection-mode and connectionless-mode. The "ACSE pervice
definitjon (see ITU-T Rec. X.217 his | ISO/IEC 15953) includes both modes of communication. ThisRecommenglation |
Interngtional Standard only includes the connection mode of communication. This Recommendation | Interrational
Standgrd for the connectionless mode of communication is contained in ITU-T Rec. X.237 bis | ISO/IEC 15955.

This Recommendation | International Standard defines procedures that are applicable to’instances of commurjication
systems which wish to interconnect in an open systems interconnection environment in a connection mode. This
Recommendation | International Standard includes the Kernel functional unit that\is used to establish and [release
ciations. The Authentication functional unit provides additional facilities for exchanging informaion in
support of authentication during association establishment without adding new: services. The ACSE authenJ“ication

can be used to support a limited class of authentication methods. The ASO-context negotiation functiomal unit
the additional facility for the recipient to select the ASO-context/from a list offered by the initiator [during
ion establishment. The optional Higher Level Association functional unit provides for the facility to identify
A SO-gssociations and transparently pass data to child ASOs and allews the ASO-context or the presentation context on
an ASp-association to be modified during the lifetime of the assogiation.

This Recommendation | International Standard specifies:

a) procedures for the transfer of information.for ASO-association control and the authentication off ASOs
and application-entities; and

b) the abstract syntax for the representation of the ACSE APDUSs.
The ALCSE procedures are defined in terms of :

a) the interactions among.peer ACSE protocol machines through the use of Presentation services or
supporting ACSE services; and

b) theinteraction between an ACSE protocol machine and its service-user.

This Recommendation | Intefhational Standard also specifies conformance requirements for systems implementing these
procequres. It does not eentain tests which can be used to demonstrate conformance.

2 Normative references

The fdllowing Recommendations and International Standards contain provisions which, through reference in this text,
constit is i ' i isfi icati itions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

21 Identical Recommendations | International Standards

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:198&fbrmation technology — Open Systems
I nterconnection — Basic Reference Model: The Basic Model.

— ITU-T Recommendation X.207 (1993) | ISO/IEC 9545:198fgrmation technology — Open Systems
Interconnection — Application layer structure.

ITU-T Rec. X.227 bis (1998 E) 1
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ITU-T Recommendation X.210 (1993) | ISO/IEC 10731:198fgrmation technology — Open Systems

Interconnection — Basic Reference Model: Conventions for the definition of OSI services.

ITU-T Recommendation X.215 (1995) | ISO/IEC 8326:1986rmation technology — Open Systems

Interconnection — Session service definition.

ITU-T Recommendation X.215 (1995)/Amd.1 (1997) | ISO/IEC 8326:1996/Amd.1:168fBmation
technology — Open Systems Interconnection — Session service definition — Amendment 1: Efficiency

enhancements.

ITU-T Recommendation X.215 (1995)/Amd.2 (1997) | ISO/IEC 8326:1996/Amd.2:18@8Bmation

technology — Open Systems Interconnection — Session service definition — Amend
connections functional unit.

ITU-T Recommendation X.216 (1994)/Amd.1 (1997) | ISO/IEC 8822:1994/Amd!1:16RfB
technology — Open Systems Interconnection — Presentation service definition —~\Amendm
enhancements.

ITU-T Recommendation X.216 (1994)/Amd.2 (1997) | ISO/IEC 8822:1994/Amd.2:1688
technology — Open Systems Interconnection — Presentation service definition — Ameng
connections functional unit.

ITU-T Recommendation X.21Bis (1998) | ISO/IEC 15953:1999nformation technology
Systems Interconnection — Service definition for the application service object — Assg
service element.

ITU-T Recommendation X.225 (1995) | ISO/IEC 8327-1:198frmation technology — Ope
Interconnection — Connection-oriented session pratocel: Protocol specification.

ITU-T Recommendation X.225 (1995)/Amd.1 (1997) | ISO/IEC 8327-1:1996/Amd.1:i¥Bf
technology — Open Systems Interconnegtion — Connection-oriented session prot
specification — Amendment 1: Efficiency enhancements.

ITU-T Recommendation X.225 (1995)/Amd.2 (1998) | ISO/IEC 8327-1:1996/Amd.2: i¥iBE
technology — Open Systems Interconnection — Connection-oriented session prot
specification — Amendment 2: Nested connections functional unit.

ITU-T Recommendation X,2267(1994) | ISO/IEC 8823-1:198fgrmation technology — Ope
Interconnection — Connection-oriented presentation protocol: Protocol specification.

ITU-T Recommendation X.226 (1994)/Amd.1 (1997) | ISO/IEC 8823-1:1994/Amd.1: 11564
technology — Open-Systems Interconnection — Connection-oriented presentation pro
specification — Amenhdment 1: Efficiency enhancements.

ITU-T Recommendation X.226 (1994)/Amd.2 (1997) | ISO/IEC 8823-1:1994/Amd.2: i¥Bf
technology_*~ Open Systems Interconnection — Connection-oriented presentation pro
specification — Amendment 2: Nested connections functional unit.

ITUsT Recommendation X.23bis (1998) | ISO/IEC 15955:1999nformation technology
Systems Interconnection — Connectionless protocol for the application service Object-Ass
Service element.
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ITU-T Recommendation X 501 (1 QQ?) I ISO/EC QRQA-?'1Q§E),LmaﬂQn_[e_chnolag§=ng

Interconnection — The Directory: Models.

N Systems

ITU-T Recommendation X.650 (1996) | ISO/IEC 7498-3:198fgrmation technology — Open Systems

Interconnection — Basic Reference Model: Naming and addressing.

CCITT Recommendation X.660 (1992) | ISO/IEC 9834-1:18¥8rmation technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures.

CCITT Recommendation X.665 (1992) | ISO/IEC 9834-6 (1988)rmation technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: Application processes

and application entities.

ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1%armation technology — Abstract Syntax

Notation One (ASN.1): Specification of basic notation.
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ITU-T Recommendation X.680 (1994)/Amd.1 (1995) | ISO/IEC 8824-1:1995/Amd.1it@&6nation

technology — Abstract Syntax Notation One (ASN.1): Specification of basic notation —
Rules of extensibility.

Amendment 1:

ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1%%rmation technology — Abstract Syntax

Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.681 (1994)/Amd.1 (1995) | ISO/IEC 8824-2:1995/Amd.1:18f@6mation
technology — Abstract Syntax Notation One (ASN.1): Information object specificafiomendment 1:

Rules of extensibility

ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:1%armation technology — Abstract Syntax

Notation One (ASN.1): Constraint specification.

Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.691 (1995) | ISO/IEC 8825-2:1988Bormation technglagy
Encoding Rules: Specification of Packed Encoding Rules (PER).

Syntax

ition of Basic

on for

Asic Reference

22 Paired Recommendations | I nternational Standards equivalent in technicahcentent
— CCITT Recommendation X.209 (1988¥pecification of basic encoding ‘rules for Abstract
Notation One (ASN.1).
ISO/IEC 8825:1990|nformation technology — Open Systems._lnterconnection — Specifica
Encoding Rules for Abstract Syntax Notation One (ASN.1)
— CCITT Recommendation X.800 (19913ecurity architectire for Open Systems Interconnect
CCITT applications.
ISO 7498-2:1989|nformation processing systems:=~ Open Systems Interconnection — B
Model — Part 2: Security Architecture
2.3 Additional references
— IS0 6523:1984Data interchange — Structures for the identification of organizations
3 Definitions
31 Reference Model definitions
311 Basic Reference M odel definitions
This Recommendation |-Intérnational Standard is based on the concepts developed in ITU-T Rec. A.
ISO/IBC 7498-1 and mékes'use of the following terms defined in it:
a) Applieation Layer;
b) <application-process,
€).' application-entity;
t—eppticatton-service-etement:
e) application-protocol-data-unit;
f)  application-protocol-control-information;
g) presentation-service
h)  presentation-connection;
i)  concrete syntax;
j)  session-service;
k) session-protocol; and
)  session-connection.

ITU-T Rec. X.227 bis (1998 E)
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312 Security ar chitectur e definitions

This Recommendation | International Standard makes use of the following term defined in CCITT Rec. X.800 |

SO 7498-2:
—  password.

313 Naming and addr essing definitions

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.650 |

ISO/IEC 7498-3:
a) application-process title;
b) application-entity qualifier;

o—applicationentity-titte

d) application-process invocation-identifier;
e) application-entity invocation-identifier; and
f) presentation address.

This Recommendation | International Standard makes use of the following terms.défined in ITU-T Rec.

32 Service conventions definitions
10731

a) service-provider;

b) service-user;

c) confirmed service;

d) non-confirmed service;

e) provider-initiated service;

f)  primitive;

g) request (primitive);

h) indication (primitive);

i) response (primitive);

i) confirm (primitive);

k) submit (primitive); and

[) deliver (primitive).
3.3 Presentation service definitions

This Recommendation A \nternational Standard makes use of the following terms defined in ITU-]

ISO/IEC 8822:

a) abstracCt’syntax;

b) abstract syntax name;
¢) \default context;

d) defined context set;

X.210 | ISO/IEC

[ Rec. X.216 |

e) functional unit [presentation];
f)  presentation context;
g) presentation data value.

1) As defined in ITU-T Rec. X.650 | ISO/IEC 7498-3, an application-entity title is composed of an application-process title and an
application-entity qualifier. The ACSE protocol provides for the transfer of an application-entity title value by the transfer of its

component values.

4 ITU-T Rec. X.227 bis (1998 E)
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34 Application Layer Structure definitions

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.207 |
I SO/IEC 9545:

a) ASO-context;

b) application-entity invocation,;

¢) control function;

d) application-service-object (ASO);
€) ASO-association;

f)  ASO-association-identifier;

Oy ASO-mvocation,
h) ASOl-identifier;

i) ASOl-tag;

) ASO-name;

k) ASO-qudifier;
) ASO-title

m) child ASO; and
n) parent ASO.

35 ACSE service definitions

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.217 bis |
ISO/IHC 15953;

a) Association Control Service Element;
b) ACSE service-user;

¢) ACSE service-provider;

d) requestor;

€) acceptor;

f) association-initiator;

g) association-responder;

h) authentication;

i)  authentication-functien;

j)  authentication=value;

k)  authentication-mechanism;
) disrupt

m)  establishment phase; and
n) {»data transfer phase.

3.6 ASSocration Comntror protocot Specification definitions
For the purposes of this Recommendation | International Standard, the following definitions apply.

36.1 Association Control Protocol Machine: The protocol machine for the Association Control Service Element
specified in this Recommendation | International Standard.

3.6.2 requesting Association Control Protocol Machine The Association Control Protocol Machine whose
service-user is the requestor of a particular Association Control Service Element service.

3.6.3 accepting Association Control Protocol Machine: The Association Control Protocol Machine whose
service-user is the acceptor for a particular Association Control Service Element service.

3.6.4 external event [to an ASE]: A service primitive that is not directly referenced by an ASE but that may disrupt
aservice procedure of the ASE.

ITU-T Rec. X.227 bis (1998 E) 5
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4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.

4.1 Data units
APDU  application-protocol-data-unit

4.2 Types of application-protocol-data-units

The following abbreviations have been given to the application-protocol-data-units defined in this Recommendation |
International Standard:

AARE A-ASSOCIATE-RESPONSE APDU
AARQ A-ASSOCIATE-REQUEST APDU

ABRT A-ABORT APDU

ACRP A-ALTER-CONTEXT-RESPONSE APDU
ACRQ A-ALTER-CONTEXT-REQUEST APDU
A-DT  A-DATA APDU

RLRE A-RELEASE-RESPONSE APDU

RLRQ A-RELEASE-REQUEST APDU

4.3 Other abbreviations

The following abbreviations are also used in this Recommendation [{nternational Standard:
ACPM  Association Control Protocol Machine

ACSE  Association Control Service Element

AE application-entity

AEI application-entity invocation

Amd.  Amendment of an I TU-T-Recommendation and of an International Standard
AP application-process

APCl  application-protacol*control-information

ASE application-servite-element

ASN.1 Abstract Syntax Notation One

ASO appli cation-service-object

ASOl _ fASO-invocation

CF control function

cnf confirm primitive

e tndreatron-primitive

IEC International Electrotechnical Commission
1SO International Organization for Standardization

ITU-T International Telecommunications Union — Telecommunications Standardization Sector
(ON]] Open Systems Interconnection

QoS Quality of Service

Rec. Recommendation [ITU-T]

req request primitive

ROA Recognized Operating Agency

6 ITU-T Rec. X.227 bis (1998 E)
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Conventions

This Recommendation | International Standard employs a tabular presentation of its APDU fields. In clause 7, tables are
presented for each ACSE APDU. Each field is summarized using the following notation:

ACPM  Sourceor sink isthe ACPM

cnf Sink isrelated confirm primitive
ind Sink is related indication primitive
M Presence is mandatory
@) Presenceis ACPM option
req Sourceis related request primitive
rsp Source is related response primitive
U Presence is ACSE service-user option
The stfucture of each ACSE APDU is specified in clause 9 using the abstract syntax notation of ASN.1 (see|lTU-T
Rec. X.680 | ISO/IEC 8824-1).
6 Overview of the protocol
6.1 Service provision
The priotocol in this Recommendation | International Standard provides the gonnection-mode services defined in|ITU-T
Rec. {.217 bis | ISO/IEC 15953. Both the connection-mode and connectiantess-mode services are listed in Tablegl 1. The
protocpl for the connectionless A-UNIT-DATA serviceis specified in ITU-T Rec. X.237 bis| ISO/IEC 15955.
Table 1 — ACSE services
Communication mode Service Type
Conngction A-ASSOCIATE Confirmed
A-RELEASE Confirmed
A-ABORT Non-confirmed
A-P-ABORT Provider-initiated
A-DATA Non-confirmed
A-ALTER-CONTEXT Confirmed
Conngctionless A-UNIT-DATA Non-confirmed
6.2 Functionallunits
Functipnal units‘are’used by this Recommendation | International Standard to negotiate ACSE user requirements{during
associgtion establishment. Four functional units are defined:
a)»  Kernel functiona unit;

D) Authenticaiion functional unit,
¢) ASO-context negotiation functional unit; and
d) Higher Level Association functional unit.

The ACSE requirements fields on the AARQ and AARE APDUs are used to select the functional units for the
association. The Kernel functional unit is always available. It is the default functional unit. To be included, the
Authentication functional unit, ASO-context negotiation functional unit, and Higher Level Association functional unit
shall be explicitly requested on the AARQ APDU and accepted on the AARE APDU.

The selection of the Authentication functional unit supports additional fields on the AARQ, AARE, and RLRQ APDUs.
The selection of the ASO-Context negotiation functional unit supports an additional field on the AARQ. Neither
functional unit affects the elements of procedure. The optional Higher Level Association functional unit provides for the
facility to identify ASO-associations and transparently pass data to child ASOs and alows the ASO-context or the

ITU-T Rec. X.227 bis (1998 E)
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presentation context on an ASO-association to be modified during the lifetime of the association. Note that some higher

level associations may have a scope that precludes the use of Session Functional Units other than Kernel and Full
Duplex.

For details on the use of Higher Level Association functional units, see Annexes C, D, and E. Table 2 shows the
services, APDUs and APDU fields associated with the ACSE functional units.

Table 2 — Functional Unit APDUs and their fields

tRetonal-Uh Sexrviee ARDY Fietd-Name
Kerndl A-ASSOCIATE AARQ Protocol Version
ASO-context-name
Calling AP-title

Calling AE-qualifier

Calling AP-invocation-identifier
Calling AE;invecation-identifier
Called AR:title
Called-AE-qualifier

Called AP-invocation-identifier
Called AE-invocation-identifier
Implementation Information
User-information

Called ASOI-Tag

Calling ASOI-Tag

Presentation contex definition list

AARE Protocol Version

A SO-context-name

Responding AP-title

Responding AE-qualifier
Responding AP-invocation-identifier
Responding AE-invocation-identifier
Result

Result source — Diagnostic
Implementation Information
User-information

Responding ASOI-Tag
Presentation context result list

A-RELEASE RLRQ Reason
ASO-qualifier
ASOl-identifier
User-information

RLRE Reason
ASO-qualifier
ASOl-identifier
User-information

8 ITU-T Rec. X.227 bis (1998 E)


https://standardsiso.com/api/?name=f1c25bf3efdbba2ab4776b04384e7502

Table 2 (concluded)

I SO/IEC 15954

: 1999 (E)

Functional Unit

Service

APDU

Field Name

Authentication

A-ASSOCIATE

ABRT

AARQ

Reason
ASO-qudlifier
ASOl-identifier
User-information

ACSE requirements
Authentication-mechanism Name

A SO-fontext-negotiation

Higher Level Association

A-ABORT

A-ASSOCIATE

A-ASSOCIATE

A-DATA

A-ALTER-CONTEXT

AARE

ABRT

AARQ

AARE

A-DT

ACRQ

ACRP

Authentication-value

ACSE requirements
Authentication-mechanism Name
Authentication-value

Diagnostic

A SO-context-name-list
AECSE requirements

A SO-context-name-list
ACSE requirements

ASO-qudlifier
ASOl-identifier
User data

ASO-qudlifier
ASOl-identifier
ASO-context
P-context

User data

ASO-qudlifier
ASOl-identifier
ASO-context
P-context

User data

6.3 Use of supporting services

There are two distinct cases that must be considered in mapping ACSE to a supporting service:

1) ACSE may use aPresentation Connection as a supporting service; or

2) ACSE may use an ASO-association that is not an application-association, i.e. an ASO-association is being
established over another ASO-association (which may be an application association) or any equivalent
supporting service.

ITU-T Rec. X.227 bis (1998 E)
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ACSE defines a service definition for a generic supporting service (called the |A-service, see clause 8) to define its
mapping to a supporting service?). Annexes to this Recommendation | International Standard specify mappings of this
|A-service to specific supporting services, e.g. the Presentation service and the ACSE service. Other standards may
define other mappings as required.

In the connectionless mode, the A-UNIT-DATA APDU may be mapped to either a connection-mode or connectionless-
mode supporting service. If the higher-level functional unit is selected, al connection-mode ACSE APDUs can be
mapped to the A-UNIT-DATA service primitives.

6.4 M odel

The Association Control Protocol Machine (ACPM) is modeled as a finite state machine whose specification is given in
this Recommendation | International Standard. The ACPM communicates with its service-user by means of the ACSE

servicg-provider by means of either the ACSE service or Pr&eentatlon services defined in ITU-T Rec.2X.216 |
ISO/IBC 8822.

NQTE 1 — An application ASE or ASO specification that references ACSE need not specify the usé,of ACSE|service primitive
paffameters that are irrelevant to its operation. The control function (CF) that references ACSEvcan be modgeled to pass such
patameters between the ACPM and that part of the ASOI to which the parameters are relevant.

The AICPM is driven by the receipt of input events from its ACSE service-user and from_its service-provider that
supports the association. The input events from the ACSE service-user are ACSE request and response primitives.

The ACPM responds to input events by issuing output events to its service-provider_ and'to its ACSE service-usgr. The
outputfeventsto its ACSE service-user are ACSE indication and confirm primitives:

The repeipt of an input event, the generation of dependent actions, and the resultant output event are considered tp be an
indivigible action.

During the establishment of an association among ASOs, the existence of invocations of the requesting and responding
ASOs|s presumed. How they are created is outside of the scope of thisjRecommendation | International Standard.

A new invocation of an ACPM is employed upon the receipt ofcan A-ASSOCIATE request/indication primitiye or a
|A-BIIND-REQUEST .deliver primitive. Each such invocation, controls exactly one association.

NQTE 2 — Each association may be identified in ancend system by a local mechanism so that the ACSE service-user and
thel ACPM can refer to the association.

When the ACPM is a component of the outermost ASO, an ACPM communicates with its peer ACPM in suppoit of an
associgtion by transferring ACSE Application Protocol Data Units (APDUS) defined in clause 9. An ACSE AIPDU is
transfgrred as the User data parameter of an A-DATA primitive or a value in the User data parameter of a gervice
primitive of the supporting service.

6.5 User summary mechanjsm

If the fast associate mechanism is used during association establishment, the initiating ACPM as well as fornjing an
AARQ APDU to be passed\fo’'the Presentation service-provider in the User data parameter of a P-CONNECT request,
also p3 the semantie-content of the AARQ in the User summary parameter of the P-CONNECT request. ThHe User
summary parameter(references an Upper-Layer Context specification and is a purely abstract parameter.|If the

The responding |mplementatlon will reconstruct the semantic content of the AARQ that would have been present in the
P-CONNECT User data, and issue an A-ASSOCIATE indication with a User summary parameter in place of its User
data

2) 1t isrecommended that ASO desi gners provide this kind of supporting service definition for their ASO and define the mapping to a
specific supporting service definition separately (rather than specifying a mapping to an existing service definition). This approach
emphasizes that the ASO can be used with any supporting service that provides an equivalent service. This facilitates the re-use of
the ASO and makes it easier for subsequent designers to utilize this ASO with aternate supporting services. Of coursg, if the
designer’s intent is that the ASO can only be supported by a specific supporting service, then it should reference that service
definition.
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Similarly, the responding ACPM will form a User summary parameter on the P-CONNECT response from the AARE
APDU, including the semantic content of the User summary parameter of the A-ASSOCIATE response (if present) by
reference to the same Upper-Layer Context specification. Theinitiating ACPM reconstructs the AARE.

NOTE - The passing of the User summary parameters and reconstruction of the ACSE APDUs from the Presentation User
summary parameters is abstract. There is no requirement for a real implementation to perform these actions.

7 Elements of procedure

The ACSE protocol consists of the following procedures:

a) association establishment;

b) normal release of an association;
¢) abnormal release of an association;
d) A-DATA;and

€) ALTER CONTEXT.

In this|clause, a summary of each of these elements of procedure is presented. This consists of-a summary of the rglevant
APDUSs, and a high-level overview of the relationship between the ACSE services, \the” APDUs involved, dand the
mapping to the IA-service. Clause 8 describes the | A-service definition, which defines’the abstract service that| ACSE
requirgs of any supporting service. In clause 9, a detailed specification of the ACSE-APDUSs is given using the notation
of ASIN.1 (see ITU-T Rec. X.680 | ISO/IEC 8824-1). Annex A presents the statetable for the ACPM. Annex B specifies
a simple password authentication-mechanism. Annex C provides the specific mapping of the IA-service|to the
Presentation service. Annex D provides the specific mapping of the IA-service to the ACSE Service. Annex E pfovides
guidarice on the use of the Higher Level Association functional units.

71 Association establishment

7.1.1 Purpose

The gssociation establishment procedure is used)to establish an association among ASOs. It supports the
A-AS$OCIATE service.

712 APDUs used

The apsociation establishment progedure uses the A-ASSOCIATE-REQUEST (AARQ) and the A-ASSOCIATE-
RESPONSE (AARE) APDUs. Thefields of the AARQ APDU are listed in Table 3. The fields of the AARE APPU are
listed iin Table 4.

713 Association establishment procedure

This pfocedure is drivern by the following events:
a) _invocation of an A-ASSOCIATE request primitive from the requestor;
b) Y receipt of an AARQ APDU;

A ok £ L1 ok D COCOMNMMEOT ok oot H T -
\.l) IGJCllJL Ul AU OCT OLIIIIIII(JIy PGIC‘IIICLCl Ul AT T OUUININL U1 IIIUI\JGI.IUII'JIIIIIII.IVC,

d) invocation of an A-ASSOCIATE response primitive from the acceptor; and

e) receipt of an AARE APDU or aUser summary parameter.

7131 A-ASSOCIATE request primitive

The requesting ACPM forms an AARQ APDU from parameter values of the A-ASSOCIATE request primitive and the
protocol version and optionally implementation information. The AARQ PDU is mapped to the User-information
parameter of the IA-BIND-REQUEST .submit primitive. The ACPM transitions to the Awaiting AARE (STA1) state.

If the fast-associate mechanism is supported, the requesting ACPM identifies the semantic content of the AARQ,
including the User data, in the User summary parameter of the P-CONNECT request.

ITU-T Rec. X.227 bis (1998 E) 11
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7132 AARQAPDU

The accepting ACPM receives an AARQ APDU as the User-information parameter of an |A-BIND-REQUEST .deliver
primitive or reconstructs an AARQ APDU from the User summary parameter of the P-CONNECT indication primitive.

The ACPM determines if the AARQ APDU is acceptable based on the rules for extensibility (see 7.6). If the AARQ
APDU is not acceptable, a protocol error results (see 7.3.3.4). The association establishment procedure is disrupted. An
A-ASSOCIATE indication primitive is not issued. An AARE APDU is formed indicating the error. This APDU is
mapped to the User-information parameter of an |A-BIND-RESPONSE.submit primitive, which isinvoked. The ACPM

transiti

onsto the Idle-Unassociated (STAOQ) state.

Otherwise, the ACPM next inspects the value of the Protocol Version field of the AARQ APDU. If the ACPM does not
support a common protocol version, it forms an AARE APDU with the following assigned fields:

In this|
AARE
The a

If the

If the
intersq

If the
the AA

The A
A-AS(

7.1.3.3

When
servic
respo

field to "ACSE service-user" and thewalue derived from the Diagnostic parameter of the response prim

APDU

(see7.1.5.2);
b) ASO-context-name field with the same value as on the AARQ APDU;
¢) Result field with the value "rejected (permanent);" and source — Diagnostic field'with the

service-provider" and "no common ACSE version."

is mapped to the User-information parameter of the I1A-BIND-RESPONSE submit primitive and
Ssociation is not established and the ACPM is in the Idle-Unassociated (STAD) state.

NARQ APDU is acceptable, the ACPM performs the following actions.

ACSE requirements field is present, it forms an ACSE requirements field for the AARE API
ection of the functional units requested in the AARQ and thosecthat it supports.

ASO-context field or Presentation context definition list are*present, it forms the proper result
\RE.

CPM then issues an A-ASSOCIATE indication ,primitive to the acceptor, and transitions to
Crsp (STA2) state.

A-ASSOCIATE response primitive

the accepting ACPM receives the A-ASSOCIATE response primitive, the Result parameter sped
b-user has accepted or rejected the.association. The ACPM forms an AARE APDU using the
se primitive parameters and parameters received in the AARQ. The ACPM sets the Result so
is mapped to the User-information parameter of an IA-BIND-RESPONSE.submit primitive.

Table 3 — AARQ APDU parameters

values "ACSE

case, the ACPM sends the AARE APDU. The ACPM does not issue an A-ASSQCIATE indication primitive. The

it is invoked.

DU that is the

parameters for

the Awaiting

ifies whether the
A-ASSOCIATE
urce — Diagnostic
tive. The AARE

Eield name Presence Source Sink
Protogol Version M ACPM ACPM
ASO-fontext-name U req ind
A SO-fontext=name-list U req ind
CalligAR-Title U req ind
Calling AE qudifier U req ind
Calling AP-invocation-identifier U req ind
Calling AE-invocation-identifier U req ind
Called AP-title U req ind
Called AE-qudlifier U req ind
Called AP-invocation-identifier U req ind
Called AE-invocation-identifier U req ind
ACSE requirements U req ind
Authentication-mechanism Name U req ind
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Table 3 (concluded)

Field name Presence Source Sink
Authentication-value U req ind
Implementation Information (@) ACPM ACPM
User-information U req ind
Called ASOI-tag U req ind
Calling ASOl-tag U req ind
Presentation context definition list C req ind
NOTE-t="THre Authenticatiorm-mecharmsT Nane arnmd-Authentication-vatue fretdsare onty present i e ACSE Teguirements field
includes the Authentication functional unit.
NOTI 2 — The ASO-context-name-List field is only present if the ACSE requirements field includes the AS@:context nepotiation
functional unit. The value of the ASO-context-name parameter may be different from any, of "the pames| in the
ASO{context-name-list parameter or it may be equal to one of the names in the list.

If the|fast-associate mechanism is supported, the accepting ACPM identifies the semantic content of the AARE,
including the User data, in the User summary parameter of the P-CONNECT response,.by reference to the Uppet-Layer
Context specification identified by the User summary parameter of the received PCONNECT indication.

If the rceptor accepted the association request, the Result field of the outgoing AARE APDU specifies "accepteql”. The
associgtion is established and the ACPM transitions to the Associated (STAD)) state.

If the pcceptor rejected the association request, the Result field of thetAARE APDU contains the appropriate rgjection
value. [The association is not established and the ACPM issues an A<UNBIND.request primitive and transitions to the
Idle-Uhassociated (STAQ) state.

7134 AARE APDU

The refjuesting ACPM receives an AARE APDU as the User-information parameter of an |A-BIND-RESPONSE deliver
primitive. The following situations are possible:

a) the association has been accepted,
b) theaccepting ACPM or the acCeptor has rejected the association; or

¢) the supporting service-provider has rejected the request for the underlying service.

Table 4 — AARE APDU Fields

Field name Presence Source Sipk
Protocol Version @) ACPM ACPM
ASO-context-name U rsp cnf
ASO{context-name-list U req ind
Resppnding AP-title U [sp cnf
Responding AE-qualifier U rsp cnf
Responding AP-invocation-identifier U rsp cnf
Responding AE-invocation-identifier U rsp/ACPM cnf
Result (0] rsp/ACPM cnf
Result source — Diagnostic (@) rsp cnf
ACSE Requirements ] req ind
Authentication-mechanism Name U req ind
Authentication-value U req ind
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Table 4 (concluded)
Field name Presence Source Sink
Implementation Information (0] ACPM ACPM
User-information U rsp cnf
Responding ASOI-tag U req ind
Presentation context result identifier C rsp cnf

the Authentication functional unit.

NOTE 1 — The authentication-mechanism and authentication-value fields are only present if the ACSE requirements fiel

be prgsent.

NOTIE2=The ASO-ToMEeXt-Name-tist fiefd 5 ony present if the ACSE Tequirements fiefd mnciudes the ASO-tontext ne
functional unit and the resutrejected. The value of the ASO-context-name parameter may be different from any_gf the n
the ASO-context-name-list parameter or it may be equal to one of the names in the list.

NOTE 3 — This ASO-context field is optional. If backward compatibility with older implementations of ACSE is dgsired,

i includes

potiation
ames in

it must

If the ttsociation was accepted, the Result field of the AARE APDU specifies "accepted' n¥it exists, the User summary

param

establiphed and the ACPM transitions to the Associated (STAD) state.

er is avalue from which the requesting ACPM can reconstruct the AARE APDU. The requesting ACPM
an A-ASSOCIATE confirm primitive to the requestor derived from parameters from the supporting service 3
AARH APDU. The A-ASSOCIATE confirm primitive Result parameter specifies "accepted”. The associg

If the jpssociation was rejected by either the accepting ACPM or by .the acceptor, the AARE APDU result pajameter
specifies "user-rejection”. The requesting ACPM issues an A-ASSQEIATE confirm primitive to the requestor glerived

from parameters from the supporting service and the AARE “APDU. The A-ASSOCIATE confirm pr
Result|parameter indicates "rejected (transient)" or "rejected((permanent)”. The Result source parameter in

"ACSE service-user" or "ACSE service-provider". The association is not established, and the ACPM isgues an

IA-UNBIND-REQUEST .submit primitive and transitions to the |dle-Unassociated (STAOQ) state.

If the|request was rejected by the supporting service-provider, the underlying confirm primitive Result pafameter

specifi

"provider-rejection”. The requesting ACPM issues an A-ASSOCIATE confirm primitive with the|Result

param
The ag
ldle-U
7.1.4

The A

7.1.4.1

hassociated (STAOQ) state.

Use of the AARQ APDU fields

NRQ APDU fields arelused by the requesting and accepting ACPM s as specified below.

Protocol Ver'sion

er indicating "rejected (permanent)s:The Result source parameter indicates "supporting service-prqvider”.
Sociation is not established, and the ACPM issues an IA-UNBIND request primitive and transitions|to the

For th¢ requesting”ACPM: the value assigned to this field is determined within the implementation of the ACPM

bit string whereseach bit that is set to one indicates the version of ACSE protocol that this ACPM supportd Bit O
represgntsyersion 1; bit 1 represents version 2, etc. Multiple bits may be set indicating support of multiple versigns. No
trailing bits higher than the highest version of this Recommendation | International Standard that the requesting ACPM

H ([ l ) . y) LactJoid £ ¢l P H Yy
Supportsaremeractedrat TS, tneTast drtor tneStrmg TS Settoone:

For the accepting ACPM: the ACPM ignores trailing bits of this field that are higher than the one indicating the latest
version of this Recommendation | International Standard that it supports.

7.1.4.2 ASO-context-name

issues
ind the
tion is

mitive
dicates

Itisa

For the requesting ACPM: this value is determined by the value of the ASO-context-name parameter of the

A-ASSOCIATE request primitive.

For the accepting ACPM: this value is used to determine the value of the ASO-context-name parameter of the

A-ASSOCIATE indication primitive, if issued.

NOTE - This field is optional. If backward compatibility with older implementations of ACSE is desired, it must be present.
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7.1.4.3 ASO-context-name-list

For the requesting ACPM: the values assigned to this field are determined by the values of the ASO-context-name-list
parameter of the A-ASSOCIATE request primitive.

For the accepting ACPM: the values are used to determine the values of the ASO-context-name-list parameter on the
A-ASSOCIATE indication primitive, if issued.

7.1.44 Calling AP-title

For the requesting ACPM: this value is determined by the value of the Calling AP-title parameter of the A-ASSOCIATE
request primitive.

For tHe accepting ACPM: this value 1s used to determine the value of the Caling AP-iitle parameter |of the
A-AS$OCIATE indication primitive, if issued.

7.1.4.4 Calling AE-qualifier

71481 For therequesting ACPM

If the A-ASSOCIATE request is not for a nested association, but the Calling ASOI-tag parameter of the A-ASSOCIATE
requed contains precisely one (ASO-qualifier, ASOl-identifier) element, the value of the'‘Calling AE-qualifier field is
deternfined by the value of the ASOI-identifier in that element. Otherwise the field shall be absent.

If the A-ASSOCIATE request is for a nested association (i.e. the A-ASSOCIATE request was issued in the context of
an estgblished, nesting association), the value of the Calling AE-qudifiershall be determined by the value|of the
ASOlqdentifier in the last element of the Calling ASOI-tag parameter of the A~ASSOCIATE request.

NQTE — The other elements of the ASOI-tag will be implicit in the nesting association.

7.1.44.2 For theaccepting ACPM

If the AARQ is not for a nested association, the value of the'Calling AE-qualifier field shall determine the valug of the
ASOl-dentifier in the first and only element of the Calling‘A SOI-tag parameter of the A-ASSOCIATE indication

If the received AARQ is for a nested association (i.e. it is received in the context of an established associatign), the
accepting ACPM shall create a value for the Calling ASOI-tag parameter of the A-ASSOCIATE indication frpm the
value ¢f the ASOI-tag for the peer side as sent or received during the establishment of the nesting association, with one
additignal (ASO-qualifier, ASOI-identifier) element. The value of the Calling AE-qualifier field of the received AARQ
shall determine the value of the ASQIl:identifier in the new, last element of the Calling ASOIl-tag parameter| of the
A-AS$OCIATE indication.

If the hesting and nested assoCiations are established in same directions, the ASOIl-tag for the peer side is the £alling
ASOI-tag on the A-ASSOCIATE request that established the nesting association. If the nesting and nested assogiations
are estpblished from the-same direction, the ASOI-tag for the peer side will be the Responding ASOI-tag (if present) on
the AHASSOCIATE confirm that established the nesting association, or the Called ASOI-tag on the A-ASSOCIATE
indication that established the nesting association, if the Responding ASOI-tag was not present on the A-ASSOCIATE
confirmn.

7.1.4.4 _Calling AP-invocation-identifier

For the requesting ACPM: this value is determined by the value of the Calling AP-invocation-identifier parameter of the
A-ASSOCIATE request primitive.

For the accepting ACPM: this value is used to derive the value of the Calling AP-invocation-identifier parameter of the
A-ASSOCIATE indication primitive, if issued.

7.1.4.7 Calling AE-invocation-identifier

For the requesting ACPM: this value is determined by the value of the Calling AE-invocation-identifier parameter of the
A-ASSOCIATE request primitive.

For the accepting ACPM: this value is used to derive the value of the Calling AE-invocation-identifier parameter of the
A-ASSOCIATE indication primitive, if issued.
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7.148 Called AP-title

For the requesting ACPM: this value is determined by the value of the Called AP-title parameter of the A-ASSOCIATE
request primitive.

For the accepting ACPM: this vaue is used to determine the value of the Called AP-title parameter of the
A-ASSOCIATE indication primitive, if issued.

7.149 Called AE-qualifier

7.1.49.1 For therequesting ACPM

If the A-ASSOCIATE request is not for a nested association, but the Called ASOI-tag parameter of the A-ASSOCIATE
request contains precisely one (ASO-qualifier, ASOl-identifier) element, the value of the Called AE-qualifier field is

d H () ) 1 ) A (HH HIY R | ) H ) fral ol alaakll ) "
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If the A-ASSOCIATE request is for a nested association (i.e. the A-ASSOCIATE request was issued in the-context of
an estgblished, nesting association), the value of the Called AE-qualifier shal be determined by thé.value|of the
ASO-qualifier in the last element of the Called ASOI-tag parameter of the A-ASSOCIATE request.

NQTE — The other elements of the ASOI-tag will be implicit in the nesting association.

7.1.492 For theaccepting ACPM

If the AARQ is not for a nested association, the value of the Called AE-qualifier field shall’ determine the valug of the
ASO-qualifier in the first and only element of the Called ASOI-tag parameter of the A{ASSOCIATE indication.

If the feceived AARQ is for a nested association (i.e. it is received in the context of an established associatian), the
accepting ACPM shall create a value for the Called ASOIl-tag parameter of the A-ASSOCIATE indication frpm the
value pf the ASOI-tag for this side as sent or received during the establishment of the nesting association, w|th one
additignal (ASO-qualifier, ASOl-identifier) element. The value of the Called AE-qualifier field of the received AARQ
etermine the value of the ASO-qualifier in the new, last element of the Caled ASOIl-tag parameter|of the
BOCIATE indication.

If the hesting and nested associations are established from the, same direction, the ASOI-tag for this side will|be the
Responding ASOI-tag (if present) on the A-ASSOCIATE cenfirm that established the nesting association, or the|Called
ASOIl-ag on the A-ASSOCIATE indication that establishéd the nesting association, if the Responding ASOI-tag was not
present on the A-ASSOCIATE confirm. If the nesting and nested associations are established in different directigns, the
ASOlag for this side is the Calling ASOI-tag on the A-ASSOCIATE request that established the nesting associatjon.

7.1.4.70 Called AP-invocation-identifier
For the requesting ACPM: this value is determined by the value of the Called AP-invocation-identifier parameter of the

For the accepting ACPM: this valuglis used to derive the value of the Called AP-invocation-identifier parametef of the

If the A-ASSOCIATE request is not for a nested association, but the Called ASOIl-tag parameter of the A-ASSOCIATE
requeq contains precisely one (ASO-qualifier, ASOI-identifier) element, the value of the Called AE-qudifier field is

If the A=F requ Was 1Ssued 1n the context of an
established, nesting association), the value of the Called AE- qual|f|er shaII be determlned by the value of the
ASOl-identifier in the last element of the Called ASOI-tag parameter of the A-ASSOCIATE request.

NOTE — The other elements of the ASOI-tag will be implicit in the nesting association.

7.1.4.11.2 For theaccepting ACPM

If the AARQ is not for a nested association, the value of the Called AE-qualifier field shall determine the value of the
ASOl-identifier in the first and only element of the Called ASOI-tag parameter of the A-ASSOCIATE indication.

If the received AARQ is for a nested association (i.e. it is received in the context of an established association), the
accepting ACPM shall create a value for the Called ASOI-tag parameter of the A-ASSOCIATE indication from the
value of the ASOI-tag for this side as sent or received during the establishment of the nesting association, with one
additional (ASO-qualifier, ASOl-identifier) element. The value of the Called AE-qualifier field of the received AARQ
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shall determine the value of the ASOIl-identifier in the new, last element of the Called ASOI-tag parameter of the
A-ASSOCIATE indication.

If the nesting and nested associations are established from the same direction, the ASOI-tag for this side will be the
Responding ASOI-tag (if present) on the A-ASSOCIATE confirm that established the nesting association, or the Called
ASOI-tag on the A-ASSOCIATE indication that established the nesting association, if the Responding ASOI-tag was not
present on the A-ASSOCIATE confirm. If the nesting and nested associations are established in different directions, the
ASOI-teg for this side is the Calling ASOI-tag on the A-ASSOCIATE request that established the nesting association.

7.1.4.12 ACSE requirements

For the requesting ACPM: the value assigned to this field is determined by the value of the ACSE requirements
parameter of the A-ASSOCIATE request primitive.

For the accepting ACPM: this value is used to determine the value of the ACSE requirements parameter|of the
A-A CIATE indication primitive, if issued. The ACPM inspects the ACSE requirements field and ‘removes any
functignal units not supported by the ACPM before issuing it to the service-user.

7.1.4.13 Authentication-mechanism Name

For the requesting ACPM: the value assigned to this field is determined by the value of the Authentication-mechanism
Name parameter of the A-ASSOCIATE request primitive.

accepting ACPM: this value is used to determine the value of the Authentication-mechanism Name parameter of

accepting ACPM: this value is used to determinesthe vaue of the Authentication-value parameter [of the
CIATE indication primitive, if issued.

For the requesting ACPM: the value assigned to'this field is determined within the implementation of the AQPM. It

accepting ACPM: this field dees not affect the operation of the ACPM. Any use depends on a cpmmon

For the requesting ACPM: this value is determined by the value of the User-information parameter [of the

For the accepting,\ACPM: this value is used to determine the value of the User-information parameter [of the

7.1.4.17~Called ASOI-tag

For the accepting ACPM: if the higher-level functional unit is proposed in the ACSE requirements parameter, the value
assigned to thisfield shall be determined by the value of the Called ASOI-tag parameter of the A-ASSOCIATE request.

For the receiving ACPM: the value of this field shall determine the value of the Called ASOI-tag parameter of the
A-ASSOCIATE indication.

7.1.4.18 Calling ASOl-tag

For the accepting ACPM: if the higher-level functional unit is proposed in the ACSE requirements parameter, the value
assigned to thisfield shall be determined by the value of the Calling ASOI-tag parameter of the A-ASSOCIATE request.

For the receiving ACPM: the value of this field shall determine the value of the Calling ASOIl-tag parameter of the
A-ASSOCIATE indication.
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7.1.4.19 Presentation context definition list
This parameter is defined in ITU-T Rec. X.226 | ISO/IEC 8823-1.

7.15 Use of the AARE APDU fields
The AARE APDU fields are used by the accepting and requesting ACPM s as specified below.
7151 Protocol Version

For the accepting ACPM: the value of this field assigned by the ACPM depends on whether the association request is
accepted or rejected by the ACPM and the acceptor, as specified below:

a) If theassociation |s accepted the vaI ue assgned by the ACPM is avarlable length bit string that indicates

indi cat| ng the version sel ected is set to one.

b) If the association is rejected, the value assigned by the ACPM is a variable length bit stringthat indicates
the protocol version(s) of this Recommendation | International Standard that could ,be suppoited by
the ACPM.

For the requesting ACPM: the use of the value in this field depends on whether the association’request is accepted or
rejected.

a) If the association is accepted, this value defines the protocol versiont.of this Recommendetion |
International Standard to be used for this association.

b) If theassociation is rejected, the use of thisvalueisalocal option.
7154 ASO-context-name

For the accepting ACPM: this value is determined by the value“of "the ASO-context-name parameter [of the
A-ASS$OCIATE response primitive.

For the requesting ACPM: this value is used to determine the; value of the ASO-context-name parameter [of the
A-ASS$OCIATE confirm primitive.

NQTE - This field is optional. If backward compatibility with"older implementations of ACSE is desired, it must bg present.

7.15.3 ASO-context-name-list

For the accepting ACPM: the values assigned to'this field are determined by the values of the ASO-context-ngme-list
paramgter on the A-ASSOCIATE response primitive.

For the requesting ACPM: the values are used to determine the values of the ASO-context-name-list parameter(on the

For the accepting ACPM+ this value is determined by the value of the Responding AP-title parameter [of the
CIATE responseprimitive.

requesting.ACPM: this value is used to determine the value of the Responding AP-title parameter|of the
CIATE<oNnfirm primitive, if issued.

Responding AE-qualifier

For the aceepting ACPM . if the higher-level functional unit is proposed in the ACSE r P value
assigned to this field shall be determined by the value of the Responding AE-qualifier parameter of the A-ASSOCIATE
request.

For the receiving ACPM: the value of this field shall determine the value of the Responding AE-qualifier parameter of
the A-ASSOCIATE indication.

7.1.5.6 Responding AP-invocation-identifier

For the accepting ACPM: if the higher-level functional unit is proposed in the ACSE requirements parameter, the value
assigned to this field shall be determined by the value of the Responding AP-invocation-identifier parameter of the
A-ASSOCIATE request.

For the receiving ACPM: the value of this field shall determine the value of the Responding AP-invocation-identifier
parameter of the A-ASSOCIATE indication.
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7.1.5.7 Responding AE-invocation-identifier

For the accepting ACPM: if the higher-level functional unit is proposed in the ACSE requirements parameter, the value
assigned to this field shall be determined by the value of the Responding AE-invocation-identifier parameter of the
A-ASSOCIATE request.

For the receiving ACPM: the value of this field shall determine the value of the Responding AE-invocation-identifier
parameter of the A-ASSOCIATE indication.

7.158 Result

For the accepting ACPM: the value is determined by the ACPM or by the acceptor as specified below:

a) if the AARQ APDU isrgected by the ACPM (i.e. an A-ASSOCIATE indication primitive is not issued to
€ acceptor), the value of '1g) permanent)” or 'Tejec ransient)” 1s assigned by the X

b) otherwise, the value is determined by the Result parameter of the A-ASSOCIATE response primitiye.

For the requesting ACPM: this value is used to determine the value of the Result parameter of the A-ASSOCIATE
confirn primitive.

NQTE — This field is optional. If backward compatibility with older implementations of ACSE isidesired, it must be present.

7.15.9 Result source — Diagnostic

Thisfigld contains both the Result source value and the Diagnostic value.
NQTE - This field is optional. If backward compatibility with older implementatians\of ACSE is desired, it must bg present.

7.1591 Result sourcevalue

For the accepting ACPM: thisvalue is assigned by the ACPM as specified.below:

a) if the AARQ APDU isrejected by the ACPM (i.e. anfAZASSOCIATE indication primitive is not isued to
the acceptor), it assigns the value "ACSE service-provider”;

b) otherwise, the ACPM assigns the value "ACSE service-user".

For the requesting ACPM: this value is used to determine the value of the Result source parameter [of the
A-AS$OCIATE confirm primitive.

7.1.5.9.2 Diagnostic value

For the accepting ACPM: this value is determined by the ACPM or by the acceptor as specified below:

a) If the AARQ APDU isrgected by the ACPM (i.e. an A-ASSOCIATE indication primitive is not issued to
the acceptor), the appropriate value is assigned by the ACPM.

b) Otherwise, the value is determined by the value of the Diagnostic parameter of the A-ASSOCIATE
response primitive. If the Diagnostic parameter is not included on the response primitive, the ACPM
assigns thevaue of "null”.

For the requesting A€PM: this value is used to determine the value of the Diagnostic parameter of the A-ASSOCIATE
confirmn primitivie, unless it has the value of "null". In this case, a Diagnostic value is not included.

parameter of the A ASSOCIATE response pri m|t|ve Th|s vaI ue shall only incl ude functlonal units that were on the
indication primitive.

For the requesting ACPM: this value is used to determine the value of the ACSE requirements parameter of the
A-ASSOCIATE confirm primitive.

7.1.5.11 Authentication-mechanism Name

For the accepting ACPM: the value assigned to this field is determined by the value of the Authentication-mechanism
Name parameter of the A-ASSOCIATE response primitive.

For the requesting ACPM: this value is used to determine the value of the Authentication-mechanism Name parameter of
the A-ASSOCIATE confirm primitive.
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7.1.5.12 Authentication-value

For the accepting ACPM: the value assigned to this field is determined by the value of the Authentication-value
parameter of the A-ASSOCIATE response primitive.

For the requesting ACPM: this value is used to determine the value of the Authentication-value parameter of the
A-ASSOCIATE confirm primitive.

7.15.13 Implementation Information

For the accepting ACPM: the value assigned to this field is determined within the implementation of the ACPM. It
contains information specific to the individual implementation of that ACPM. It is not used in negotiation.

For the requesting ACPM: this field does not affect the operation of the ACPM. Any use depends on a common
undergtanding between the accepting and requesting ACPMs.

7.1.5.14 User-information

For the accepting ACPM: this value is determined by the value of the User-information‘-parameter [of the
CIATE response primitive.

requesting ACPM: this value is used to determine the value of the User-information parameter |of the
CIATE confirm primitive.

For the accepting ACPM: if the higher-level functional unit is proposed in the ACSE requirements parameter, the value
to this field shall be determined by the value of the Responding-ASOI-tag parameter of the A-ASSOCIATE

For the receiving ACPM: the value of thisfield shall determine the value of the Responding ASOI-tag parameter of the

7.1.5.16 Presentation context result identifier

This pgrameter is defined in ITU-T Rec. X.226 | ISO/IEC 8823-1.
7.1.6 Collisions and interactions

7.16.1 A-ASSOCIATE service

For ar] outermost ACPM, an A-ASS@CIATE collision cannot occur (see 6.4). In this case, the two distinct ACPMs
would|be involved that represent the'processing for two distinct associations:

a) an ACPM that cprocesses the initiad A-ASSOCIATE request primitive that results in the sending of
an AARQ; and

b) an ACPM-that processes the subsequently received AARQ APDU.

For ACPMs that are-lised to establish higher level associations, events can occur when the ACPM is in the Ayvaiting
AARH (STAL) state. There are two distinct cases that must be considered:

1) \vThe ASOI-tags are present, but the Called ASOI-tag of the received AARQ is not the same as thejcalling
ASOl-tag of the AARQ sent (and vice versa). In this case, two associations would be formed and|ASOls

d ho croatad i f L Lf ona AADO hac ACO) nanan and i A CM tany and thin Athoy has an

AL |
Wotre—Be-ereatea—H n\,uwy (T OnC 7o 7 oo THo o7 ooty —tic—otricr|

ASO-name and A SOl -tag, then two distinct associations are created.)

2) The ASOI-tags are present, and the Called ASOI-tag of the received AARQ is identical to the calling
ASOl-tag of the AARQ sent (and vice versd). In this case, the action is determined by the control
function. To effect this, the A-ASSOCIATE indication primitives are invoked and the CF (potentially
after interaction with other ASES/ASOs and the User) determines the appropriate action.

NOTE - Since the Directory is not intended to maintain ASOI-tag information, such use must be supported by the
application.

7.16.2 A-ABORT service

If an ACPM receives an A-ABORT request primitive or an |A-ABORT.deliver primitive, it discontinues the normal
association establishment procedure, and instead follows the abnormal release procedure.
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7.2 Normal release of an association

7.2.1 Purpose
This procedure is used for the normal release of an association by an ASO. It supports the A-RELEASE service.

722 APDUs used

The normal release procedure uses the A-RELEASE-REQUEST (RLRQ) APDU and the A-RELEASE-RESPONSE
(RLRE) APDU. The fields of the RLRQ APDU are listed in Table 5. The fields of the RLRE APDU are listed in
Table 6.

Table 5 — RLRQ APDU fields

Field name Presence Source Sipk
Reaspn U req ind
ASO{qualifier C req ind
ASOltidentifier C req ind
User{information U reg ind

Table 6 — RLRE APDU fields

Field name Presence Source Sipk
Reaspn U rsp cnf
ASO{qualifier C req ind
ASOltidentifier C req ind
User{information U rsp cnf

7.2.3 Normal release procedure

This pfocedure is driven by the following events:

a) an A-RELEASE request primitive from the requestor;

b) an RLRQAPDU;

¢) an A-RELEASEresponse primitive from the acceptor; or
d) anRLREAPDU.

7.2.3.1 A-RELEASE request primitive

When|an A:RELEASE request primitive is received, the ACPM generates an RLRQ APDU using the parameters
fromthe “A-RELEASE request primitive. The RLRQ is mapped to the User-information field |of an
|A-RELEASE-REQUEST .submit primitive. The |IA-REL EASE-REQUEST .submit is invoked and the ACPM transitions
to the Awaiting RLRE (STA3) state.

NOTE — The requestor is required to meet the supporting service requirements in order to issue an A-RELEASE request primitive
(see Annex C).

The requesting ACPM now waits for a primitive from the underlying service-provider. It does not accept any primitives
from the service user other than an A-ABORT request primitive.

7232 RLRQAPDU

When the accepting ACPM receives the RLRQ APDU as the contents of the User-information parameter of an
IA-DATA .deliver or an |A-RELEASE-REQUEST .deliver, it issues an A-RELEASE indication primitive to the acceptor.
It does not accept any ACSE primitives from its service-user other than an A-RELEASE response primitive or an
A-ABORT request primitive. The ACPM transitions to the Awaiting A-RLSrsp (STA4) state.
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7.23.3 A-RELEASE response primitive

The Result parameter on the A-RELEASE response primitive specifies whether the acceptor accepts or rejects the
release of the association. The accepting ACPM forms an RLRE APDU from the response primitive parameters.

If the acceptor accepted the release, the Result parameter of the A-RELEASE response primitive has a Result parameter

value of "affirmative".

The RLRE is mapped to the User-information field of an 1A-RELEASE-RESPONSE.submit

primitive. An IA-UNBIND.submit primitive isinvoked to notify the supporting service that the supported association no
longer exists, and the ACPM transitions to the Idle-Unassociated (STAOQ) state.

If the acceptor rejected the release, the Result parameter of the A-RELEASE response primitive has a Result parameter
value of "negative". The RLRE is mapped to the User-information field of an | A-RELEASE-REFUSE.submit primitive
and the primitive isinvoked. The association continues; the ACPM transitions to the Associated (STA5S) state.

NOTIE —Tao give a negative response, the acceptor is required to meet the related underlying service requirements (see Annex C).
7234 RLRE APDU
The requesting ACPM receives an RLRE APDU as the contents of the User data parameter of an |A-DATA.deliver or
an |IA{RELEASE-RESPONSE.deliver from its peer. The Reason field specifies either that the @eceptor agfees or
disagrees that the association may be released. The requesting ACPM forms an A-RELEASE confirm primitive fiom the
RLRE[APDU fields:
a) If the Result parameter on the RLRE APDU specifies "affirmative”, the association is released. An

IA-UNBIND.submit primitive is invoked to notify the supporting service that the supported assqciation

no longer exists, and the ACPM transitions to the Idle-Unassociated (STAQ) state.

b) If the Result parameter on the RLRE APDU specifies "negative", the association continugs. The
requesting ACPM again accepts primitives from its service-user, and the ACPM transitions|to the

Associated (STAD) state. It invokes an |A-RELEA SE-REFUSE primitive.

7234 A-RELEASE servicecallision
An A-RELEASE service collision occurs when an ACPM has sent out an RLRQ APDU (as a result of receiying an
A-REUEASE request primitive from its service-user). Instead.6f receiving the expected RLRE APDU from its peer, it
receivgs an RLRQ APDU.
The ACPM issues an A-RELEASE indication primitive\to its service-user. The procedure then followed by an ACPM
depends on whether its service-user was the association-initiator or the association-responder:

a) For the association-initiator:

1) The ACPM waits for (an“A-RELEASE response primitive from its service-user. The ACPM
transitions to the Collision-Association initiator (STAG) state.

2) When it receivesythe response primitive, it forms an RLRE APDU from the resporse primitive’'s
parameters. The RLRE is mapped to an IA-RELEASE-RESPONSE.submit which is inpvoked and the
association continues. The ACPM transitions to the Awaiting RLRE (STA3) state.

3) This AEPM now waits for an RLRE from its peer. It does not accept any primitive from its
seryice<user other than an A-ABORT request primitive.

4) \When the ACPM receives an RLRE, it forms an A-RELEASE confirm primitive from the RLRE
fields and issues it to its service-user. The association is released. An IA-UNBIND.sybmit primitive
is invoked to notify the supporting service that the supported association no longer exists. The
ACPM transitions to the Idle-Unassociated (STAO) state.

In summary, the sequence of events that drive the ACPM of the association-initiator ig:

22

b)

A-RELEASE request primitive;

RLRQ APDU (causing the collision);
A-RELEASE response primitive; and finally,
RLRE APDU.

For the association-responder:
The ACPM waits for an RLRE from its peer. It does not accept a primitive from its service-user

1

2)

other than an A-RELEASE response or an A-ABORT request primitive. The ACPM
the Collision Association responder (STA7) state.

transitions to

When this ACPM receives an RLRE, it forms an A-RELEASE confirm primitive from the RLRE

fields. The association continues and the ACPM transitions to the Awaiting A-RLSrsp
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3) If the ACPM has aready received the A-RELEASE response primitive, it forms a RLRE APDU
from the response primitive's parameters and maps the RLRE to an
IA-RELEASE-RESPONSE.submit to send the APDU. An IA-UNBIND.submit primitive is invoked
to notify the supporting service that the supported association no longer exists, and the ACPM
transitions to the lIdle-Unassociated (STAO) state. Otherwise, the ACPM now waits for an
A-RELEASE response primitive from its service-user. When it receives the response primitive, it
forms a RLRE APDU from the response primitive’'s parameters, which is mapped to an
IA-RELEASE-RESPONSE.submit primitive which is invoked. An IA-UNBIND.submit primitive is
invoked to notify the supporting service that the supported association no longer exists. The ACPM
transitions to the Idle-Unassociated (STAOQ) state.

In summary, the sequence of events that drive the ACPM of the association-responder for the release
of a presentation-connection is:

— A-RELEASE request primitive;

— RLRQ APDU (causing the collision);
- RLRE APDU; and

—  A-RELEASE response primitive.

724 Use of the RLRQ APDU fields

The RLRQ APDU fields are used by the requesting and accepting ACPMs as specified’below.

7.24. Reason
For thie requesting ACPM: this value is determined by the value of the Reason parameter of the A-RELEASE request
primitive.
For the accepting ACPM: this value is used to determine the value’ of the Reason parameter of fhe A-RELEASE
indicalion primitive.

7.24.4 User-information

For the requesting ACPM: this value is determined by the value of the User-information parameter of the A-RELEASE
request primitive.

For the accepting ACPM: this value is used to\determine the value of the User-information pgrameter of the
A-RELEASE indication primitive.

7243 ASO-qualifier

This garameter is used to distinguish APDUs for different child ASOs within the scope of a parent ASO| This parameter
can be considered analogous to asprotocol-id. The parameter is only required if there are multiple child ASOs within a
parenf ASO. Its use is therefore-conditional.

7244 ASOl-identifier

paranjeter is only required if there are multiple instances of a given ASO active at the same time. It§ use is therefore

Thisrazarameter is used-o distinguish APDUs for multiple instances of the same ASO existing copcurrently. This
conditjonal.

7.25 Useofithe RLRE APDU fields
The RLRE.APDU fields are used by the accepting and requesting ACPMs as specified below.

7.25.17 Reason

For the accepting ACPM: this value is determined by the value of the Reason parameter of the A-RELEASE response
primitive.

For the requesting ACPM: this value is used to determine the value of the Reason parameter of the A-RELEASE
confirm primitive.

7.25.2 User-information

For the accepting ACPM: this value is determined by the value of the User-information parameter of the A-RELEASE
response primitive.

For the requesting ACPM: this value is used to determine the value of the User-information parameter of the
A-RELEASE confirm primitive.
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7.25.3 ASO-qualifier

This parameter is used to distinguish APDUSs for different child ASOs within the scope of a parent ASO. This parameter
can be considered analogous to a protocol-id. The parameter is only required if there are multiple child ASOs within a
parent ASO. Its use is therefore conditional.

7.2.6 Collisions and disruptions

7.2.6.1 A-RELEASE servicecollision

For a given ACPM, an A-RELEASE service collision can occur. The processing for such a collision is described
in7.2.35.

NOTE — An A-RELEASE service collision can only occur if no session tokens were selected for the association.

7.26.4 A-RELEASE disruption

The mormal release procedure is disrupted when the ACPM receives an A-ABORT reguest) primitive,
IA-ABORT.deliver primitive. The processing for the ACPM follows the abnormal release procedure (sée Annex D).

7.3 Abnormal release of an association

7.3.1 Purpose

The aljnormal release procedure can be used at any time to force the abrupt release-of.the association by a requéstor in
either ]ASO, by either ACPM or by the supporting service-provider. When the abnermal release procedure is gpplied
during|an attempt to establish an association, the association is hot established. The abnormal release procedure slipports
the A-ABORT and A-P-ABORT services.

7.3.2 APDUs used

The alpnormal release procedure uses the A-ABORT (ABRT) APDU. The fields of the ABRT APDU are ligted in
Table¥.

NQTE — No APDUs are defined for the IA-ABORT.delivér Service since it is directly mapped from the undérlying Provider
ABPRT service. This requires any supporting service to’bhe able to make this mapping.

Table 7'= ABRT APDU fields

Field name Presence Source Sink
Abort|source M ACPM ind
Diagriostic U req ind
ASO-pualifier C req ind
ASOltidentifier Cc req ind
User-{nformation C req ind
User glata U req ind

7.3.3 Abhormal release procedure

This precedure+s-driverby-ary-of-thefoHowingevents:
a) an A-ABORT request primitive from the requestor;
b) ABRT APDU;
¢) anlA-ABORT.deliver primitive or an IA-UNBIND.deliver; or
d) aprotocol error detected by an ACPM.

7.3.3.1 A-ABORT request primitive

When an ACPM receives an A-ABORT request service primitive, it will formulate an ABRT APDU and map it to the
User-information field of the IA-ABORT.submit and deliver the primitive to the supporting service to forward it to its
peer ACPM. An IA-UNBIND.submit primitive is invoked to notify the supporting service that the supported association
no longer exists, and the ACPM transitions to the Idle-Unassociated (STAOQ) state.
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7332 ABRT APDU

If IA-DATA.deliver or IA-ABORT.deliver primitive contains an ABRT APDU, the ACPM issues an A-ABORT
indication primitive using the Abort source field of the ABRT APDU. If a User Information field is contained in the
ABRT APDU, it is included on the A-ABORT indication primitive. An IA-UNBIND.submit primitive is invoked to
notify the supporting service that the supported association no longer exists, and the ACPM transitions to the
Idle-Unassociated (STAQ) state.

7.3.3.3 |A-UNBIND.deliver

The receipt of an IA-UNBIND.deliver informs the ACPM that the support for the association by the supporting service
has terminated. The supported association is terminated, since there is no longer an instance of use of the supporting
service to provide a context for further service primitives or APDUSs.

7.3.34 Protocol errors

Two types of ACSE protocol errors are possible:
a) foraparticular ACPM state, an unexpected APDU is received; or
b) aninvalid field is encountered during the processing of an incoming APDU (see 7.6):

If an ynexpected APDU is received, the abnormal release procedure is invoked. If an invalid field is detected by an
ACSE|procedure, that procedure is disrupted and the abnormal release procedure is invoked

As pait of the abnormal release procedure, the ACPM issues an A-ABORT indication primitive to its servige-user,
unless|the error occurred during the association establishment procedure as the restlt of receiving an invalid AARQ
(see 7.p).

NJTE - Since an A-ASSOCIATE indication primitive will not be issued;‘an A-ABORT indication primitive would have no
megning, and, therefore, it is not issued.

If an ipdication primitive is issued, the value of the Abort Source is,*ACSE service-provider". The User-Information
paraméter is not used as specified below. The association is released. An IA-UNBIND.submit primitive is invoked to
notify |the supporting service that the supported association('no longer exists, and the ACPM transitions|to the
Idle-Uhassociated state (STAO).

7.34 Use of the ABRT APDU fields
The ABRT APDU fields are used by the requesting and accepting ACPMs as specified below.

7.3.4.1 Abort source

For the requesting ACPM: this value is.assigned by the ACPM as specified below:
a) if the ACPM initiated the abort procedure, the ACPM assigns the value of "ACSE service-providerf;

b) otherwise, the ACPM assigns the value of "ACSE service-user”.
For the accepting ACPMcthis value is used to determine the value of the Abort source parameter of the A-ABORT
indicafion primitive.

7.3.4.4 Diagnostic

For the requesting ACPM: if initiated by the service user, this value is determined by the value of the Diapnostic
paramﬁer of the A-ABORT request primitive. If generated by the ACPM, the ACPM determines the value.
For the accepting T this value IS U 0 determine the value of the Diagnostic parameter of the A-ABORT

indication primitive.

7343 ASO-qualifier

This parameter is used to distinguish APDUSs for different child ASOs within the scope of a parent ASO. This parameter
can be considered analogous to a protocol-id. The parameter is only required if there are multiple child ASOs within a
parent ASO. Its use is therefore conditional.

7.3.44 ASOl-identifier

This parameter is used to distinguish APDUs for multiple instances of the same ASO existing concurrently. This
parameter is only required if there are multiple instances of a given ASO active at the same time. Its use is therefore
conditional.
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7.3.45 User-information

For the requesting ACPM: this value is determined by the value of the User-information parameter of the A-ABORT
request primitive.

For the accepting ACPM: this value is used to determine the value of the User-information parameter of the A-ABORT
indication primitive.

7.35 Coallisions and interactions

The abnormal release procedure may be used whenever an association is established, is in the process of being
established, or is being normally released. This procedure disrupts any other currently active procedure. An

IA-ABORT.déliver primitive can disrupt the A-ABORT procedure with loss of the A-ABORT information. Collisions of
ABRT APDUs are governed by the IA-ABORT services.

74 A-DATA

74.1 Purpose

The pyrpose of the A-DATA procedure is to provide the mechanism by which data is transferred 6nan ASO-assdciation
transpgrently.

742 APDUSs used
The AIDATA procedure usesthe A-DT APDU. Thefields arelisted in Table 8.

Table 8 — A-DT parameters

Parameter name Presence Source Sink
ASO-pualifier C req ind
ASOltidentifier C req ind
A-Usgr-data M submit deliver

7.4.3 A-DATA procedure

This pfocedure is driven by the follewing events:
a) an A-DATA .sulbmit primitive; and
b) anA-DT APDU.

7.4.3.1 A-DATA.submit primitive

When [the ASOK wishes to send data on an existing ASO-association, it formulates and sends an A-DT APPU by
invoking an |A<DATA . .submit primitive. The A-DT APDU is sent to the peer ASOI on the existing ASO-associatipn.

7.4.3.2 C-A-DT APDU

The accepting ACPM receives the A-DT APDU from its peer. The ACPM uses the ASO-qualifier to determine to which
child ASO the APDU is to be delivered and the ASO-association-identifier to determine which ASO-association within
that child ASO the APDU belongs. If there is only one ASO, the ASO-identifier may not be present (or necessary). If
there is only one ASO-association active in this child ASO, the ASO-association-identifier may not be present
(or necessary). The accepting ACPM delivers the A-User-data by invoking an A-DATA.deliver service primitive.

7.4.4 Use of the A-DT APDU fields

7.4.4.1 ASO-qualifier

This parameter is used to distinguish APDUSs for different child ASOs within the scope of a parent ASO. This parameter
can be considered analogous to a protocol-id. The parameter is only required if there are multiple child ASOs within a
parent ASO. Its use is therefore conditional.
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7.4.4.2 ASOl-identifier

This parameter is used to distinguish APDUs for multiple instances of the same ASO existing concurrently. This
parameter is only required if there are multiple instances of a given ASO active at the same time. Its use is therefore
conditional.

7443 A-User-data

The A-User-data parameter is mandatory. This parameter has meaning only to the ASO on which the ASO-association
terminates.

7.5 A-ALTER-CONTEXT

751 Purpose

The A[ALTER-CONTEXT procedure is used to modify either the ASO-context, the presentation context or both on an
establiphed ASO-association. The use of this facility is optional. The use of the facility is{speCified in the ASO-gontext
definitjon. The A-ALTER-CONTEXT is used during the lifetime of the association, therefore, it is not used to change
protocpls, i.e. whole CFs, but to modify the use of the protocol on the association.

752 APDUs used

The A{ALTER-CONTEXT procedure uses the ACRQ and ACRP APDUs. The fields of these PDUs are listed belpw.

753 A-ALTER-CONTEXT procedure

754 A-ALTER-CONTEXT-REQUEST procedure

When [the A-ALTER-CONTEXT request primitiveis invoked, the ACPM will formulate an ACRQ APDU and |send it
on the|appropriate ASO-association by invoking an IA-DATA.submit primitive. The User-information field is agsumed
to be interpreted by the receiving ASO as being in the new contexts specified by this APDU. The A-ALTER-CONTEXT
only ajfects the contexts of the ASO-association. It never has an effect on the Defined Context List maintained| by the
Presentation Layer, or any other supporting service.

NQTE — The existence or-non-existence of A-User-information can be used to create a synchronized or unsypchronized context
chgnge (analogous to usig major or minor synchronize). ASOs making use of this property must explicitly specify when the
User-information field. cah ‘and cannot be used.

7541 ACRQAPDU

When |the*accepting ACPM receives an ACRQ APDU, it attempts to modify the ASO and presentation cpntexts
according’to the fields in the request. Any User-information is interpreted in terms of this new context. An ACPM can
only have one outstanding ACRQ APDU at a time. Based on the acceptance or rejection of the proposed context
changes, the ACPM formulates an ACRP APDU and sends it to the peer ACPM by invoking an 1A-DATA.submit
primitive. If the new context changes are not acceptable, the accepting ACPM discards the contents of the
User-information field.

75.4.2 ACRP procedure

When the ACPM receives an ACRP APDU on an IA-DATA.deliver, it determines whether or not the context changes
were accepted and invokes a A-ALTER-CONTEXT confirm primitive to the ACSE user. If the context changes were
refused, the ACPM maintains the contexts that were in place before the ACRQ APDU was sent. If the context changes
were accepted, the new context is assumed to bein place.
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755 Use of the ACRQ fields
See Table 9.
Table 9 — ACRQ parameters
Parameter name Presence Source Sink

ASO-qudlifier C req ind

ASOl-identifier C req ind

ASO-context-name U req ind

A SO-CONEXT-TTAMe- TSt U Teq it

Presentation context definition list U req ind

User-information U req ind
7.5.5.1 ASO-qualifier
This pgrameter is used to distinguish APDUs for different child ASOs within the scope of a parent ASO. This pajameter
can bg considered analogous to a protocol-id. The parameter is only required if there are multiple child ASOs within a
parent)ASO. Its use is therefore conditional .
7.5.5.2 ASOl-identifier
This garameter is used to distinguish APDUs for multiple instances of the same ASO existing concurrently. This
paraméter is only required if there are multiple instances of a given ASO active at the same time. Its use is therefore
conditjonal.
7.5.5.83 ASO-context-name
This pprameter identifies the ASO-context proposed by the requestor. The acceptor returns either the same or refuses the
context. The returned name specifies the ASO-context to be used for this association.
7.5.54 ASO-context-name-list
For the requesting ACPM: the valueS assigned to this field are determined by the values of the ASO-context-ngme-list
paramgter of the A-ASSOCIATE feguest primitive.
For the accepting ACPM: thie-values are used to determine the values of the ASO-context-name-list parameter(on the

A-ASY
7.5.5.
{seel

7.5.5.

BOCIATE indication-primitive, if issued.
b Presentation context definition list

[U-T ReC:iX.226 | ISO/IEC 8823-1}

b ~ User-information

The User-information parameter is optional. This parameter has meaning only to the ASO on which the ASO-association
terminates. The User-information in this primitive will be considered to be interpreted in terms of whatever context
changes were specified by this service. It should be noted that not using this parameter can be used to create a
"synchronized" change of context. An ASO wishing to utilize this feature must specify precisely when this parameter

should

7.5.6

not be used.

Use of the ACRP fields

7.5.6.1 ASO-qualifier

This parameter is used to distinguish APDUs for different child ASOs within the scope of a parent ASO. This parameter
can be considered analogous to a protocol-id. The parameter is only required if there are multiple child ASOs within a

parent

28

ASO. Its use is therefore conditional .
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Table 10 — ACRP parameters

Parameter name Presence Source Sink
ASO-qualifier C req ind
ASOl-identifier C req ind
ASO-context-name C rsp cnf
Presentation context result list U rsp cnf
User-information U rsp cnf

: 1999 (E)

7.5.6.2 ASOl-identifier

This garameter is used to distinguish APDUs for multiple instances of the same ASO existing concurrently. This
parameter is only required if there are multiple instances of a given ASO active at the same time. AtS'use is therefore
conditjonal.

7.5.6.83 ASO-context-name

This pprameter identifies the ASO-context proposed by the acceptor. The acceptor returns'either the same or refuses the
context. The returned name specifies the ASO-context to be used for this association;

7.5.6.4 Presentation context result list

{see ITU-T Rec. X.226 | ISO/IEC 8823-1}

7.5.6.5 User-information

The Uger-information parameter is optional. This parameter haseaning only to the ASO on which the ASO-assqciation
terminptes. The User-information in this primitive will be.considered to be interpreted in terms of whatever gontext

changIs were specified by this service. It should be noted, that this parameter can be used to create a "synchrgnized"
change of context. An ASO wishing to utilize this feature must specify precisely when this parameter should not b

e used.

7.6 Rulesfor extensibility
When processing an incoming AARQ, theaccepting ACPM shall:
a) ignore al tagged valuesithat are not defined in the abstract syntax of this Recommendation | Interrfational
Standard; and
b) ignore all unkbewn bit name assignments within a bit string.
After the association has'been established or during the establishment of an association, only those ACSE APDJs and

related APDU fields‘defined in the ASN.1 description of the negotiated version of this Recommendation | Interr
Standgrd shall be-ssted.

A recgived, APDU or field within an APDU which is not defined in the ASN.1 description of the negotiated ver
this Rgcommmendation | International Standard shall be treated as a protocol error.

ational

sion of

8

Supporting Service Definition assumed by ACSE

This clause defines the service primitives invoked by the ACSE protocol state machine to pass the ACSE APDUs to and
to request services from the supporting service. In general, the supporting service for ACSE will be either the
Presentation service or, via the CF of an outer ASO, another instance of ACSE. However, any ASE Service Definition
that is compatible with this definition and can be used without perturbing the behaviour of the communicating ACSE
protocol machines, can be used to provide the supporting service. Annexes C and D define specific mappings to this
service definition. Any ASO using a different supporting service should define a similar mapping.

NOTE — The primary purpose of this clause is to provide a service definition to be used by authors of mappings to specific
supporting services. Implementors will only need a cursory knowledge of this material, but should pay careful attention to
Annexes D and E.
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To support the ability for this Recommendation | International Standard to be used for more than one lower layer
mapping, the following terminology is used consistently throughout.

ACPM

isthe term used to designate an ASOI that implements this Recommendation | Internationa Standard.

Supported association is the term used to designate the ASO-association created by the ACPM generating the
|A-primitives.

"Instance of the supporting service" is the term used to designate the binding to an endpoint instance that will be the
local context of al APDUs sent or received on the supported association. This can be mapped to a Presentation
Connection provided by the Presentation protocol (see Annex C) or the mapping can be managed by the CF of an outer
ASO, making use of one or more ASO-associations provided by the ACSE protocol (see annex D), or an equivaent
service provided by some other protocol.

For thé purposes of this specification, it is assumed that the instance of the supporting service can be modeledcas

the fol

A sup
align i

8.1

811

8.1.1.1

This p
that it

8.1.1.1

The i
RELE

8.1.1.1

owing states:

NULL — No instance of the supporting service exists. For the ACSE protocol, Idle-Unassq
is an equivalent state.

ASSOCIATION PENDING — The ASO has requested an instance of the’ supporting

Phase. For the ACSE protocol initiator and recipient respectively, Awaiting AARE (STA1l
A-ASCrsp (STA2) are equivalent states.

ESTABLISHED — The ASO has received notification that, the“supporting service instg
established. The ASO has entered the Data Transfer Phase>)For the ACSE protocol, Ass
an equivalent state.

RELEASE PENDING — The ASO or its peer has\fequested the instance of the sup
be terminated. The ASO is awaiting a response_ftem its peer. For the ACSE protocol, A
(STAR3) or the Awaiting A-RLSrsp (STA4) is an_equivalent state.

porting service will either have this state behaviour-as a subset of its overall behaviour or it ma
s behaviour to this service definition.

IA-BIND

IA-BIND request

| A-BIND-REQUEST .subiit

rimitive is invoked by an initiating ACPM to request an instance of the supporting service for the A
is attempting to create,

.1 When Invoked

itiating ACRM.will be in the Awaiting AARE (STA1) state. The supporting service may be in an
ASE PENDING.

.2 <Action upon Receipt

When

having

ciated (STAOQ)

service and is

awaiting a response. Once the request for a supporting service is made the service is in fhe Establishment

or Awaiting

nce has been
bciated (STAD) is

porting service
\waiting RLRE

1y use the CF to

SO-association

y state except

pporting service.

If the supporting service is being provided by the outer ASO’s CF, this may lead to a new lower-level association being
created or the request may be mapped to an existing, lower-level association. The supporting service cannot map this
request to any instance of a supporting association that is in the RELEASE PENDING state.

8.12

|A-BIND-REQUEST .deliver

This primitive is invoked to notify a recipient ACPM of a new distinct instance of the supporting service that will deliver
APDUs to this ACPM.

8.1.21 When Invoked

The recipient ACPM will be in the Idle-Unassociated (STAO) state. The supporting service will be in the
ASSOCIATION PENDING or ESTABLISHED state.

30
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8.1.2.2 Action upon Receipt

When this primitive is invoked, the recipient ACPM will determine if it is willing to accept this new supporting service.

(This determination is specific to the design of the ASO.)

ISO/IEC 15954 : 1999 (E)

The ACPM invokes a local directory function with the called naming fields (AP-title, AE-qualifier, AP-invocation-
identifier, AE-invocation-identifier, and ASOI-tag) to determine the ASO to which the enclosed AARQ is destined, [for
adiscussion of (N)-directory-functions, (see ITU-T Rec. X.650 | ISO/IEC 7498-3]. If the called naming fields indicate
that it is this ASO (which will always be the case unless the higher-level functional unit is selected), then processing of

the AARQ continues. If the naming fields refer to a child ASO of this parent, then the AARQ is passed to this ASO;

otherwise, the association request is refused and an appropriate AARE is returned to the sender.

8.1.3

IA-BIND request Parameters

The pgrameters of these primitives contain the parameters necessary to specify the characteristics of the sup|

borting

associgtion or connection and are listed in Table 11.
Table 11 — Parameters of the IA-BIND primitives
Parameter Notes Reg.sub Reg.del Rsp)sub Rspldel

Callirjg AP-title 1 U C(=)
Callirjg AP-invocation-identifier 1 U C(=)
Callirjg ASOl-tag 1 U C=)
Calledl AP-title 1 u C(=)
Calleql AP-invocation-identifier 1 U C(=)
Callel ASOI-tag 1 U C(=)
Respanding AP-title 1 U CE)
Respanding AP-invocation-identifier 1 ] CE)
Respagnding ASOl-tag 1 U CE)
Callirjg-presentation-address 2 P P
Callegl-presentation-address 2
Respagnding-presentation-address 2 P i
Presentation context definition list u C
Presefntation context result list U ¢
Defallt presentation context name U C
Defallt presentation context result C ¢
Quality of service 3 P P P
Presentation requirements 3 P P P
Sessi@n requirements 3 P P P
Initial] synchronization.point serial number 3 P P P
Initiall assignment of tokens 3 P P P
Sessign connection identifier 3 P P P
User-summary U C(=) U CE)
User-information U C(=) U C(=)

NOTE 3 — This parameter is not present if the Higher-Level Association functional unit is selected on the association.

NOTE 1 — This parameter is absent unless if the Higher-Level Association functional unit is selected on the supportetas

NOTE 2 — This parameter is absent unless the supported association is the outermost association (i.e. the instancetirigh
service will be a Presentation connection that is not nested).

sociati
e suppo

8.1.4

IA-BIND response

8.1.4.1 IA-BIND-RESPONSE.submit

This primitive isinvoked by aresponding ACPM to confirm or to deny the use of the supporting service.

ITU-T Rec. X.227 bis (1998 E)
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8.1.4.1.1 When Invoked

The ACPM will be in the Awaiting A-ASCrsp (STA2) state and the supporting service will be in the ASSOCIATION

PEND

ING or ESTABLISHED state.

8.1.4.1.2 Action upon Receipt

The supporting service will respond to the initiating peer indicating the success or failure in establishing the supporting
service. If the request for supporting service was successful, the instance of the supporting service transitions to the
ESTABLISHED state and the responding ACPM transitions to the Associated (STAS) state. If the request is not
successful, the instance of the supporting service transitions to the NULL state and the ACPM transitions to the
Idle-Unassociated (STAQ) state.

8.15

8.1.5.1

Thisp
the AQ

8.1.5.7

If the
to the
to the

8.1.6

The p
associ

8.2
821

8.2.1.1
This p

—+A-BHND-RESRONSE-deliver

When I nvoked

imitive isinvoked when the ACPM isin the Awaiting AARE (STA3) state and the supporting sérvice mus
PM of the acceptance or refusal of an instance of the supporting service.

Action upon Receipt

fUpporting service has been accepted, the AARE is delivered to the ACPM and the 'Supporting service trar
ESTABLISHED state. The ACPM s able to use the association. If not accepted{ the supporting service trar
NULL state.

IA-BIND response Parameters

ameters of these primitives contain the parameters necessary t0) specify the characteristics of the sup
ion or connection and are listed in Table 11.

IA-DATA
IA-DATA. .submit

When Invoked

supporting serviceisin the ASSOCIATION(PENDING or ESTABLISHED states.

8.2.1.7
When

8.2.2
8.2.2.1
Thisp

8.2.2.2

Action upon Receipt

this primitive is invoked, the supporting service conveys the contents of the service primitive to the recipien
IA-DATA. deliver

When Invoked
imitive isinvoked when the supporting serviceisin the ESTABLISHED state.

Actioh upon Receipt

The cq

notify

sitions
sitions

horting

rimitive may be invoked when ACPM:.iSin the Awaiting AARE (STA1) or Associated (STAS) state gnd the

—F

ntents of the User data parameter are delivered to the using ASO.

8.2.3

|A-DATA Parameters

The parameters of these primitives consist of the parameters of the A-DATA primitives.

8.3

831

IA-ALTER-CONTEXT (optional)

IA-ALTER-CONTEXT-REQUEST .submit

8.3.1.1 When Invoked

This primitive may be invoked when the ACPM is in the Awaiting AARE (STA1) or Associated (STAS) state and the
supporting serviceisin the ASSOCIATION PENDING state or the ESTABLISHED state.

32
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8.3.1.2 Action upon Receipt

When this primitive is invoked, the supporting service is requested to change the ASO-context or the P-context of the
supporting service.

8.3.2 IA-ALTER-CONTEXT-REQUEST .deliver

8.3.2.1 When Invoked

This primitive is invoked when the supporting service isin the ESTABLISHED state to notify the supported ACPM that
the ASO-context or P-context of the supporting service has been changed.

8.3.2.2 Action upon Receipt

When [t
change

833 IA-ALTER-CONTEXT-RESPONSE.submit

8.3.3.1 When Invoked

This pfimitive may be invoked when the ACPM is in the Associated (STA5) state and the supporting service ig in the
ESTABLISHED state.

8.3.3.4 Action upon Receipt

When [this primitive is invoked, the ACPM is either accepting or rejecting the requested change to the ASO-corntext or
P-context of the supporting service. If the change is accepted the new context/is in effect; otherwise there is no chagnge in
the comtext.

8.34 IA-ALTER-CONTEXT-RESPONSE.d€liver
8.34.1 When Invoked
This pfimitive isinvoked to notify the A-ALTER-CONTEX Tirequest the result of the request.

8.3.4.4 Action upon Receipt

If the lequest was accepted, the ASO can assume.that the context change has been made. If the request was rejected, the
A SO gssumes that the context is unchanged.

835 IA-ALTER-CONTEXT Parameters

The pgrameters of these primitives_consist of the parameters of the A-ALTER-CONTEXT primitives necessary to
specify context changes to the supporting service.

84 IA-ABORT
84.1 I A-ABORT¢submit

8.4.1.1 Whenlnvoked

This pfimitive isinvoked by the ASO to notify the supporting service that the supported service has been aborted.

NJTE-= This allows the supporting service to determine whether its use of supporting associations or connections should also be
aborted.

8.4.1.2 Action upon Receipt

This primitive is invoked to notify the supporting service that there has been a request to abort the supported
ASO-association. An |A-ABORT.submit may be invoked when either ACPM isin any state. The ACPM transitions to
the NULL state.

84.2 IA-ABORT .deliver

8.4.21 When Invoked

This primitive is invoked to notify the ACPM that the supporting service has aborted the instance of the supporting
service.
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8.4.2.2 Action upon Receipt

The instance of the supporting service transitions to the NULL state. The ACPM transitions to the Idle-Unassociated
(STAOQ) state.

8.4.3 IA-ABORT Parameters

The parameters of these primitives consist of the parameters of the A-ABORT primitives necessary to notify the
supporting service.

8.5 IA-RELEASE

851 IA-RELEASE-REQUEST .submit

8.5.1. When Invoked

This primitive is invoked to notify the supporting service that the ACPM is requesting the release of the supported
associgtion. The ACPM transitions to the Awaiting RLRE (STA3) state.

85.1.9 Action upon Receipt

When this primitive is generated, then the supporting service conveys the RLRQ APDU (passed as User-information) to
the pegr ACPM.

8.5.2 IA-RELEASE-REQUEST .deliver

8.5.21 When Invoked

This primitive is invoked when an RLRQ APDU (received as User-information/User data) is delivered to the ACPM.
The ACPM will be in the Associated (STADS) state or the Awaiting RLRE (STA3) state.

8.5.24 Action upon Receipt

If the ACPM isin the Associated (STAD) state, it transitionsito the Awaiting RLRE (STA4) state. See Annex A for state
transitions in the release-collision case.

853 IA-RELEASE-ACCEPT .submit

8.5.3.1 When Invoked

This primitive is invoked to notify thetsupporting service that peer ACPM has accepted the release of the supported
associgtion.

8.5.3.4 Action Upon Receipt

When tthis primitive is received, the contents of the User-information field (an RLRE) are sent to the peer. The ACPM
will igsue an IA-UNBIND/submit and transitions to the Idle-Unassociated (STAQ) state (unless a release collision
occurfed — see Annex-A)

854 |A-RELEASE-REFUSE.submit

85.4.1 _When Invoked

This primitive 1S invoked to notily the supporting service that the request 101 the release of the supporied association has
been refused.

8.5.4.2 Action upon Receipt
The ACPM transitions to the Associated (STAS) state.
8.5.5 IA-RELEASE-ACCEPT.d€liver

8.5.5.1 When Invoked

This primitive is invoked when an RLRE APDU (received as User-information/User Data) with result "affirmative” is
delivered to the ACPM. The ACPM will be in the Awaiting RLSrsp (STA4) state, or one of the collision-resolution
states.
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8.5.5.2 Action Upon Receipt

The ACPM will issue an IA-UNBIND.submit and transitions to the Idle-Unassociated (STAOQ) state (unless a release
collision occurred — see Annex A)

8.5.6 | A-RELEASE-REFUSE.submit

85.6.1 When Invoked

This primitive is invoked when an RLRE APDU (received as User-information/User data) with result "negative" is
delivered to the ACPM. The ACPM will be in the Awaiting RLSrsp (STA4) state, or one of the collision-resolution
states.

856" Aetiontunaon D asA Nt
.9.0.4 GO o PO I CeCrpt

The AICPM transitions to the Associated (STAS) state.

8.6 IA-UNBIND
8.6.1 IA-UNBIND.submit

8.6.1.1 When Invoked

This grimitive is invoked to notify the supporting service of the release of the instance of the supporfed service. The
ACPM may be in any state.

8.6.1.4 Action upon Receipt

The ACPM transitions to the Idle-Unassociated (STAO) state..Any action by the supporting service [depends on the
specifjcation of that ASO.

8.6.2 IA-UNBIND.deliver

8.6.2.1 When Invoked

This grimitive is Invoked to notify the ACPM thatthe instance of the supported service has been termjnated (and thus
there |s no longer a local context for the issugler receipt of APDUs on the supported association).

8.6.2.4 Action upon Receipt

When| the ACPM receives an I1A-UNBIND.deliver, it is notified that the instance of the supporting gssociation has
termirfated. The ACPM transitions-to the Idle-Unassociated (STAO) state.

8.6.3 IA-UNBIND Parameters

This primitive has a provider-reason parameter.

9 Syntax’of ACSE

9.1 Structure of ACSE APDUs

The abstract syntax of each of the ACSE APDUs is specified in this clause using ASN.1 (see ITU-T Rec. X.680 |
ISO/IEC 8824-1).

ACSE-1 { joint-iso-itu-t association-control(2) modules(0) acse1(1) version1(1) }
-- ACSE-1refersto ACSE version 1

DEFINITIONS::=
BEGIN

IMPORTS Name, RelativeDistinguishedName
FROM InformationFramework
{ joint-iso-ccitt ds(5) module(1) infor mationFramework(1) 2};
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-- The data types Name and RelativeDistinguishedName are imported from
-- ITU-T Rec. X.501 | ISO/IEC 9594-2.
-- object identifier assignments

acse-as-id OBJECT IDENTIFIER ::=
{ joint-iso-itu-t association-control(2) abstract-syntax(1) apdus(0) version1(l)}
-- may be used to reference the abstract syntax of the ACSE APDUs.

aCSE-id OBJECT IDENTIFIER ::=

{ joint-iso-itu-t association-control(2) ase-id(3) acse-ase(1) version(1) }
-- may be used to identify the Association Control ASE.
-- top level CHOICE

ACSE-apdu ::= CHOICE
L

-- Theg

8
aarq AARQ-apdu,
aare AARE-apdu,
rlrq RLRQ-apdu,
rire RLRE-apdu,
abrt ABRT-apdu,

-- Extensionsfor higher level association FU

adt A-DT-apdu,
acrq ACRQ-apdu,
acrp ACRP-apdu

}
AARQ-apdu ::= [APPLICATIONO] IMPLICIT SEQUENCE
{ protocol-version [Q] IMPLICIT BIT STRING
{version1(0)}
DEFAULT { versienl},

aSO-context-name [1] ASO-context-name,

called-AP-title  [2] AP-title OPTIONAL,

called-AE-qualifier [3] AE-qualifier OPTIONAL,

called-AP-invocation-identifier  [4] AP-invocation-identifier OPTIONAL,
called-AE-invocation-identifier  [5] AE-invocation-identifier OPTIONAL,
calling-AP-title [6] AP-title  ORTIONAL,

calling-AE-qualifier  [7] AE-qualifier OPTIONAL,
calling-AP-invocation-identifier  [8] AP-invocation-identifier OPTIONAL,
calling-AE-invocation-identifier  [9] AE-invocation-identifier OPTIONAL,

-- Thefollowing field shall not be present if only the Kernel is used.

sender -acse-requirements [10] IMPLICIT ACSE-requirements OPTIONAL,
-- Thefollowing field shall)only be present if the Authentication functional unit is selected.
mechanism-name [11] IMPLICIT Mechanism-name OPTIONAL,

-- The followingdietd shall only be present if the Authentication functional unit is selected.
calling-authentication-value [12] EXPLICIT Authentication-value OPTIONAL,
aSO-contexi-name-list [13] IMPLICIT ASO-context-name-list OPTIONAL,

above field shall only be present if the Application Context Negotiation functional unit is selected.
implementation-information [29] IMPLICIT Implementation-data OPTIONAL,

»-" Extensions for higher level association FU

36

p-context-definition-list [14] Syntactic-context-list OPTIONAL,
called-asoi-tag [15] IMPLICIT ASOI-tag OPTIONAL,
calling-asoi-tag [16] IMPLICIT ASOIl-tag OPTIONAL,

-- End of extensions for higher level association FU

user -information [30] IMPLICIT Association-data OPTIONAL
}

AARE-apdu ::= [APPLICATION 1] IMPLICIT SEQUENCE
{ protocol-version [0] IMPLICIT BIT STRING{ version1 (0) }

DEFAULT { version1},

aSO-context-name [1] ASO-context-name
result 2] Associate-result,
result-sour ce-diagnostic [3] Associate-sour ce-diagnostic,
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responding-AP-title  [4] AP-title  OPTIONAL,

responding-AE-qualifier [5] AE-qualifier OPTIONAL,

responding-AP-invocation-identifier [6] AP-invocation-identifier OPTIONAL,

responding-AE-invocation-identifier [7] AE-invocation-identifier OPTIONAL,
-- Thefollowing field shall not be present if only the Kernel is used.

responder -acse-r equir ements [8] IMPLICIT ACSE-requirements OPTIONAL,
-- Thefollowing field shall only be present if the Authentication functional unit is selected.

mechanism-name [9] IMPLICIT Mechanism-name OPTIONAL,
-- Thisfollowing field shall only be present if the Authentication functional unit is selected.

responding-authentication-value [10] EXPLICIT Authentication-value OPTIONAL,
aSO-context-name-list [11] IMPLICIT ASO-context-name-list OPTIONAL,
-- Theabove Tield shall only be present 1T the Applicafion Context Negotiation funciional unitis sefected.

implementation-information [29] IMPLICIT Implementation-data OPTIONAL,

-- Extensionsfor higher level association FU

p-context-result-list [12] IMPLICIT P-context-result-liss OPTIONAL,
called-asoi-tag [13] IMPLICIT ASOI-tag OPTIONAL,
calling-asoi-tag [14] IMPLICIT ASOI-tag OPTIONAL,

-- End of extensions for higher level association FU

ey

user-information [30] IMPLICIT Association-data OPTIONAL

}
RLRQ-apdu ::= [ APPLICATION2] IMPLICIT SEQUENCE

{reason [0] IMPLICIT Release-request-reason OPTIONAL,

ey

-- Extensionsfor higher level association FU

aso-qualifier [13] ASO-qualifier OPTIONAL,
asoi-identifier [14] IMPLICIT ASOIl-identifier OPTIONAL,
-- End of extensions for higher level association FU

ey

user -information [30] IMRLICIT Association-data OPTIONAL

}
RLRE-apdu ::= [ APPLICATI@N3] IMPLICIT SEQUENCE

{reason [Q] IMPLICIT Release-response-reason OPTIONAL,

-- Extensionsfor higher level association FU

aso-qualifier [43] ASO-qualifier OPTIONAL,
asoi-identifier [14] IMPLICIT ASOl-identifier OPTIONAL,
-- End of’extensions for higher level association FU

user=thformation [30] IMPLICIT Association-data OPTIONAL
1
ABRT-apdu -:=[ APPI ICATIONA4]1MPILICIT SEFQUENCE
{ abort-source [Q] IMPLICIT ABRT-source,
abort-diagnostic [1] IMPLICIT ABRT-diagnostic OPTIONAL,

-- Thisfield shall not be present if only the Kernel is used.

-- Extensions for higher level association FU

aso-qualifier [13] ASO-qualifier OPTIONAL,
asoi-identifier [14] IMPLICIT ASOl-identifier OPTIONAL,
-- End of extensions for higher level association FU

user-information [30] IMPLICIT Association-data OPTIONAL
}
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A-DT-apdu ::= [APPLICATION 5] IMPLICIT SEQUENCE

{ aso-qualifier [Q] ASO-qualifier OPTIONAL,
asoi-identifier [1] IMPLICIT ASOl-identifier OPTIONAL,
a-user-data [30] IMPLICIT User-Data  }
ACRQ-apdu ::= [APPLICATION 6] IMPLICIT SEQUENCE
{ aso-qualifier [Q] IMPLICIT ASO-qualifier OPTIONAL,
asoi-identifier [1] IMPLICIT ASOl-identifier OPTIONAL,
aSO-context-name [3] IMPLICIT ASO-context-name OPTIONAL,
aSO-context-name-list [4] IMPLICIT ASO-context-name-list OPTIONAL,
p-context-definition-list [5] Syntactic-context-list OPTIONAL,
user-information [30] IMPLICIT User-information OPTIONAL }
ACRP-apdu ::= [APPLICATION 7] IMPLICIT SEQUENCE
{ aso-qualifier [Q] ASO-qualifier OPTIONAL,
asoi-identifier [1] IMPLICIT ASOl-identifier OPTIONAL,
aSO-context-name [3] IMPLICIT ASO-context-name-list OPTIONAL,
p-context-result-list [4] IMPLICIT P-context-result-list OPTIONAL,
user -information [30] IMPLICIT User-information OPTIONAL '}

ABRT-diagnostic ::= ENUMERATED
{ no-reason-given (1),
protocol-error (2),
authentication-mechanism-name-not-recognized (3),
authentication-mechanism-name-required (4),
authentication-failure (5),
authentication-required (6),

}
ABRT-source ::= INTEGER { acse-service-user (0), acse-service-provider (1)} (0..1, ...)

ACSE-requirements ::= BIT STRING
{ authentication (0),
aSO-context-negotiation (1),
higher-level-association (2),
nested-association (3)

}
Application-context-name ::= ASO-context-name

ASO-context-name ::= OBJECTAMDENTIFIER
-- Application-entity title.productions follow (not in alphabetical order).

AP-title::= CHOICE {
ap-titteforml  AP-titleform1,
ap-title-form2  AP-title-form2,

ap-titleform3  AP-title-form3
}

AE-qualifier ::= ASO-qualifier
ASO-qualifier ::= CHOICE {

aso-qualifier-form1 ASO-qualifier-form1
aso-qualifier-form2 ASO-qualifier-form2,
aso-qualifier-form3 ASO-qualifier-form3

}
-- When both AP-title and AE-qualifier data values are present in an AARQ or AARE APDU, both must
-- have the same formto allow the construction of an AE-title as discussed in CCITT Rec. X.665 |
-- |SO/IEC 9834-6

38

AP-title-form1 ::= Name
-- Thevalue assigned to AP-title-forml is The Directory Name of an application-processtitle.

ASO-qualifier-form1l ::= RelativeDistinguishedName
-- Thevalue assigned to AE-qualifier-forml is the relative distinguished name of a particular
-- application-entity of the application-process identified by AP-title-forml.
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AP-titleform2 ::= OBJECT IDENTIFIER
ASO-qualifier-form2 ::= INTEGER
AP-title-form3 ::= PrintableString
ASO-qualifier-form3::= PrintableString

AE-title::= CHOICE {
aetitleforml  AE-title-formi,
ae-titleform2  AE-title-form2,

}
As defined in ITU-T Rec. X.650 | ISO/IEC 7498-3, an application-entity title is composed of an application process

title and an application-entity qualifier. The ACSE protocol provides for the transfer of an application-entity title
value by the transfer of its component values. However, the following data type is provided for International
Sandards that reference a single syntactic structure for AE titles.

AE-title-forml ::= Name

For|accessto The Directory (see ITU-T Rec. X.500 series | ISO/IEC 9594), an AE title has AE-title-form1-’Thig value
can|be constructed from AP-title-form1 and AE-qualifier-forml values contained in an AARQ or AARE-APDU.
A d{scussion of forming an AE-title-forml from AP-title-forml and AE-qualifier form1 may be foundin CCITT
Red X.665 | 1SO/IEC 9834-6.

AE-title-form2 ::= OBJECT IDENTIFIER

-- Adiscussion of forming an AE-title-form2 from AP-title-form2 and AE-qualifier-ferm2 may be found jn
-- CCITT Rec. X.665 | ISO/IEC 9834-6.

AE-invocation-identifier ::= INTEGER

AP-invocation-identifier ::= INTEGER
ASOl -identifier ::= INTEGER (1..128, ...)

ASOl-tag ::= SEQUENCE SIZE (0..7,..) OF SEQUENCE
{ qualifier [0] ASQ@-qualifier OPTIONAL,
identifier [1 ASOl-identifier OPTIONAL }
-- End of Application-entity title productions

ASO-context-name-list ::= SEQUENCE OF ASO-eontext-name
Syntactic-context-list ::= CHOICE

{ context-list [0] Context-list,
default-contact-list [1] Default-Context-List

}

Context-list ::= SEQUENCE OF SEQUENCE

{ pci Presentationscontext-identifier,

abstract-syntax Abstract-syntax-name,
transfer-syntaxes SEQUENCE OF Transfer-syntax-name}

Default-Context-List<= SEQUENCE OF SEQUENCE
{ abstract-syntax-name [Q] IMPLICIT Abstract-syntax-name OPTIONAL,
transfer -syntax-name [1] IMPLICIT Transfer-syntax-name

}
Abstract-syntax-name ::= OBJECT IDENTIFIER

P-Context-result-list ::= SEQUENCE OF SEQUENCE

{ result [0] IMPLICIT Result,
concrete-syntax-name 1] IMPLICIT Concrete-syntax-name OPTIONAL
provider-reason [2] IMPLICIT INTEGER
{ reason-not-specified (0),

abstract-syntax-not-supported (1),

proposed-transfer -syntaxes-not-supported (2),

local-limit-on-DCS-exceeded  (3) } OPTIONAL
}

Result ::= INTEGER { acceptance (0),
user-rejection (1),
provider-reection (2)

}

Concrete-syntax-name ::= Transfer-syntax-name

Transfer-syntax-name ::= OBJECT IDENTIFIER
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Associate-result ::= INTEGER
{ accepted (0),
rej ected-permanent (1),
rejected-transient (2)
}(0.2,..)

Associate-sour ce-diagnostic ::= CHOICE
{ acse-service-user [1] INTEGER
{ null (0),
no-reason-given (1),
application-context-name-not-supported (2),
calling-AP-title-not-recognized (3),
calling-AP-invocation-identifier -not-recognized (4),
calling-AE-qualifier-not-recognized (5),
calling-AE-invocation-identifier-not-recognized (6),
called-AP-title-not-recognized (7),
called-AP-invocation-identifier-not-recognized (8),
called-AE-qualifier-not-recognized (9),
called-AE-invocation-identifier-not-recognized (10),
authentication-mechanism-name-not-recognized (11),
authentication-mechanism-name-required (12),
authentication-failure (13),
authentication-required (14)
}(0..14, ..),
acse-service-provider [2] INTEGER
{ null (0),
no-reason-given (1),
no-common-acse-version (2)

10.2, ...)

}

User-information ::= Association-data
Association-data ::= SEQUENCE SIZE (1, ..., 0| 2.MAX) OF EXTERNAL
Simply-encoded-data ::= OCTET STRING

User-Data::= CHOICE {
user-information User-information,
simply-encoded-data Simply-encoded-data,
fully-encoded-data [0] PDV-list

}

-- seef TU-T Rec. X.226 | ISO/IEC 8823:1.

PDV-list ::= SEQUENCE {

transfer-syntax-name
presentation=context-identifier
presentation-data-values

Transfer-syntax-name OPTIONAL,
Presentation-context-identifier,
CHOICE {

simple-ASN1-type [Q] ABSTRACT-SYNTAX.& Type
(CONSTRAINED BY {
-- Type corresponding to presentation context identifier

P
octet-aligned [1] IMPLICIT OCTET STRING,
arbitrary 2] IMPLICIT BIT STRING  }

-- seelTU-T ReC. X.220 | [SONEC cols-1.
}

Presentation-context-identifier ::= INTEGER

Authentication-value ::= CHOICE

{ charstring [O] IMPLICIT GraphicString,
bitstring [1] IMPLICIT BIT STRING,
external [2] IMPLICIT EXTERNAL,

other [3] IMPLICIT SEQUENCE {
other-mechanism-name MECHANISM-NAME.&id ({ObjectSet}),
other-mechanism-value MECHANISM-NAME.& Type ({ObjectSet}{ @.other -mechanism-name})

}
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-- The abstract syntax of (calling/responding) authentication-value is determined by the authentication mechanism used
-- during association establishment. The authentication mechanismis either explicitly denoted by the &id field (of type
-- OBJECT IDENTIFIER) for a mechanism belonging to the class MECHANISM-NAME, or it is known implicitly by

-- prior agreement between the communicating partners. If the "other" component is chosen, then the

-- "mechanism-name" component must be present in accordance with ITU-T Rec. X.680 | ISO/IEC 8824-1. If the value
-- "mechanism-name" occurs in the AARQ-apdu or the AARE-apdu, then that value must be the same as the value for

-- "other-mechanism-name".
Implementation-data ::= GraphicString
Mechanism-name ::= OBJECT IDENTIFIER

MECHANISM-NAME ::=TYPE-IDENTIFIER

ObjectSet MECHANISM-NAME ::={..}

Release-request-reason ::= INTEGER
{ normal (0),
urgent (1),
user-defined (30) }
(0]1130,..)

Release-response-reason ::= INTEGER
{normal (0),
not-finished (1) ,
user-defined (30) }
(0]12130,..)

END

10 Conformance

A system claiming to implement the procedures specifieddn this Recommendation | International Standard shall

with the requirements in 10.1 through 10.3.

10.1 Statement requirements

The following shall be stated by the implementor:

both;
b) that the system.supports version 1 of this protocol; and
¢) which of thefollowing optional functional units are supported:

Authéntication;

ASO-context negotiation;

Higher Level Association;

Nested Association.

a) whether the system iseapable of acting in the role of association-initiator, or association-respory

comply

der, or

10.2 Static requirements

The use of the Association Control Service Element is required for an ASO to meet the minimum requirements for

establishing and releasing communication with a peer entity.

The system shall:

a) act in the role of an association-initiator (by sending an AARQ APDU), or in the role of an
association-acceptor (by responding properly to an AARQ APDU with an appropriate AARE APDU), or

act in both roles; and

b) support (as a minimum) encoding which results from applying the basic ASN.1 encoding rules to the

ASN.1 specified in clause 9 for the purpose of exchanging ACSE APCI.
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10.3  Dynamic requirements

The system shall:
a) follow all the procedures specified in clause 7 (including the rules for extensibility) and Annex A; and
b) support the mapping onto the supporting service and to ACSE defined in 8.1 to clause 9.

The requesting AE may choose to send either forml1 or form2 for AP-title and AE-qualifier. The accepting AE may
respond with either form. Thus, both the requesting and responding AE must be capable of receiving both forms.

c) statewhich of the following optional functional units are supported:
— Authentication;
— ASO-context negotiation;

— Higher Level Association;

— Nested Association.

11 Precedence

The appects of the protocol for ACSE are specified in several clauses in this Recommendation | Interpational Standard.
This dlause states the rules of precedence for possible situations where the samevaspect may be spgcified in more tha
one place in an apparently inconsistent manner. The relevant aspects of protocolspecification covered gare:

a) sequencing rules;

b) mapping to the supporting service; and
c) structure and encoding of ACSE APDUSs.
AnnexX A and clause 7 specify the elements of procedure which govern the behaviour of the ACPM) Annex A takes

preceflence over any other clause in this Recommendation/} International Standard which may state of imply apparently
incongistent sequencing rules.

Clausg 8 specifies how the supporting service primitives are used by the ACPM. Clause 8 takes prefedence over any
other part of this Recommendation | International Standard which may state or imply mapping to the supporting-service.

Clausg 9 specifies the structure of ACSE ARDUs. Clause 9 takes precedence over any other part of this Recommen-
dation | International Standard which may state or imply structure of ACSE APDUSs.

NQTE — Any person encountering an inac¢uracy or ambiguity in this Recommendation | International Standgrd is requested to
notfy their National Body of ISO withgut delay in order that the matter may be investigated and appropriate actign taken.

12 Registration requir ements

This Recommendation | International Standard identifies the requirement to register four types of information gbjects:
applicgtion titles; ASQ-gontexts; and authentication-mechanisms; and upper-layer context specifications. Hach is
discusged below.

No Infernational\Registration Authority is currently planned for the registration of any of the above objects. The
assigninent of a name to any of these objects shall be in accordance with the general provisions of CCITT Rec. X.660 |
ISO/IBC 9834-1, except as specified below.

In accOrdance Wit CCITT ReC. X660 [ TSOMEC 9834-1, an organization thal Wishes 10 asaign names 1o objects shall
find an appropriate superior of the naming tree. The superior assigns an arc of the naming tree to the organization. The
organization can then assign names below that arc.

NOTE — Appropriate superiors in the registration tree include ISO/IEC national bodies, organizations with International

Code Designators assigned in accordance with 1SO 6523, as well as ITU-T network Administrations, and recognized operating
agencies (ROAs).

121 Application titles

The application titles requiring registration are application-process title, application-entity qualifier, and
application-entity title. The registration requirements for these information objects are contained in ITU-T Rec. X.207 |
ISO/EC 9545, clause 9. ITU-T Rec. X.665 | ISO/IEC 9834-6 specifies both the relationship between these information
objects and the procedures to register them.
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12.2 ASO-context

The registration requirements for an ASO-context is contained in ITU-T Rec. X.207 | ISO/IEC 9545, clause 9. CCITT
Rec. X.660 | ISO/IEC 9834-1 specifies the procedures to register it.

12.3 Authentication-mechanism

An authentication-mechanism may be specified as part of a Recommendation | International Standard. For example,
Annex B includes an authentication-mechanism based on AE-title and password. Such an authentication-mechanism is,
in effect, specified and registered within this Recommendation | International Standard.

An authentication-mechanism may also be specified outside of Recommendations | International Standards. In this
situation, CCITT Rec. X.660 | ISO/IEC 9834-1 specifies the procedures to register such an authentication-mechanism.

12.4 | Upper-layer context specifications

An upper-layer context specification is a definition of all the field values that are required to format thefull-form |ACSE,
presentation, and session establishment PDUs for a given application context and a given peer presentation addresp.
NQTE - In practice, it is expected that an upper-layer context specification will be parameterized to allow for aluesywhich ma

be |expected to be different for each establishment exchange between two peers (e.g. AESE' user informatign), or for the same
application between different peers (e.g. addressing information).

An upper-layer context specification may be specified as part of an Recommendation | (fternational Standard.

An upper-layer context specification may also be specified outside of Recommendations | International Standards| In this
situatign, CCITT Rec. X.660 | ISO/IEC 9834-1 specifies the procedures to register such an upper-layer gontext
specification.
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Al

A.ll

Annex A

ACPM statetable

(Thisannex forms an integral part of this Recommendation | International Standard)

General

This annex defines a single Association Control Protocol Machine (ACPM) in terms of a state table. The state
table shows the interrelationship between the state of an ACPM, the incoming events that occur in the protocol, the
actions taken, and, finally, the resultant state of the ACPM.

A.1l2| The ACPM sate table does not constitute a formal definition of the ACPM. It is included to provide g more
precisg specification of the elements of procedure defined in clause 7.
A.1.3| Thisannex contains the following tables:
a) Table A.1 specifies the abbreviated name, source, and name/description of each-incoming event. The
Sources are:
1) ACSE service-user (AC-user);
2) Peer ACPM (AC-peer); and
3) |A service-provider (IA-provider).
b) Table A.2 specifies the abbreviated name of each state.
c) Table A.3 specifies the abbreviated name, target, and\name/description of each outgoing eveft. The
targets are:
1) ACSE service-user (AC-user); and
2) peer ACPM (AC-peer).
d) Table A.4 specifiesthe predicates.
€) TableA.5 specifiesthe ACPM statetable using the abbreviations of the above tables.
A2 Conventions
A.21| Theintersection of anineoming event (row) and a state (column) forms a cell.
A.2.2| Inthe state table, a-blank cell represents the combination of an incoming event and a state that is not ¢lefined
for thg ACPM (see A.3.1).
A.2.3| A non-blankxcell represents an incoming event and state that is defined for the ACPM. Such acell contgns one
or morje action listsiAn action list may be either mandatory or conditional. If a cell contains a mandatory action list, it is
the only action listin the cell.
A.24 | A mandatory action list contains:
ﬂ) Al uutyu;l I\J TVl It, Al Id
b) aresultant state.
A.25 A conditional action list contains:
a) apredicate expression comprising predicates and Boolean operators (* represents the Boolean NOT); and
b) amandatory action list. (This mandatory action list is used only if the predicate expression istrue.)
A3 Actionsto be taken by the ACPM
The ACPM state table defines the action to be taken by the ACPM in terms of an outgoing event and the resultant state
of the ACPM.
44 ITU-T Rec. X.227 bis (1998 E)


https://standardsiso.com/api/?name=f1c25bf3efdbba2ab4776b04384e7502

ISO/IEC 15954 : 1999 (E)

A3.1 Invalid inter sections

Blank cells indicate an invalid intersection of an incoming event and state. If such an intersection occurs, one of the
following actionsis taken:

a) if theincoming event comes from the ACSE service-user, any action taken by the ACPM is alocal matter;

b) if the incoming event is related to a received APDU or |A-provider event, the ACPM issues both an
A-ABRind outgoing event (to its AC-user) and an ABRT outgoing event (to its peer ACPM).

A.3.2 Valid intersections

If the intersection of the state and incoming event isvalid, one of the following actionsis taken:

a) __if acell contains a mandatory action list, the ACPM takes the actions specified;

b) if acell contains one or more conditional action lists, for each predicate expression that is truethe (ACPM
takes the actions specified. If none of the predicate expressions are true, the ACPM takes)yone| of the
actions defined in A.3.1.
A4 Relationship to Presentation and other ASEs
The AICPM dtate table (see Table A.5) only defines the interactions of the ACPM, its, A€SE service-user and the
presenation-services used by the ACPM.
NJTE — The occurrence of other events from the presentation-service or other application-service-elements is[not ineluded in th
ACPM state Table A.5 because they do not affect the ACPM.
Table A.1 — Incoming event Jist
Abbreviated name Source Name and description
A-ACreq AC-user A-ASSOCIATE request primitive
A-AXLCrspt AC-user A-ASSOCIATE response primitive (accepted)
A-ASCrsp— AC-user A-ASSOCIATE response primitive (reje¢ted)
AARQ AC-peer A-ASSOCIATE request APDU
AARE+ AC-peer A-ASSOCIATE-RESPONSE APDU (acckpted)
AARE- AC-peer A-ASSOCIATE-RESPONSE APDU (rejdcted)
SuppprtCnf IA-BIND-RESPONSE.deliver P-CONNECT, A-ASSOCIATE APDU,
or A-DATA APDU
A-DTfeq AC-user A-DATA request primitive
DT AC-peer A-DATA APDU
A-ACRQreq AC-user A-ALTER-CONTEXT request primitive
A-ACRQrsp AC-user A-ALTER-CONTEXT response primitive
ACRQ AC-peer A-ALTER-CONTEXT APDU
ACRIP AC-peer A-ALTER-CONTEXT-RESPONSE APDU
A-RLfreq AC-user A-RELEASE request primitive
A-RLBrspt AC-user A-RELEASE response primitive (acceptgd)
A-RLBrsp— AC-user A-RELEASE response primitive (rejected)
RLRQ AC-peer A-RELEASE APDU
RLRE+ AC-peer A-RELEASE APDU (accepted)
RLRE- AC-peer A-RELEASE APDU (rejected)
A-ABRreq AC-user A-ABORT request primitive
ABRT? AC-peer A-ABORT APDU
supportingAB IA-ABT.deliver P-P-ABORT or A-ABORT
EXTERN Supporting Upper Layers External Event
3 When supported by version 1 of the session protocol (ISO/IEC 8327), the A-ABORT APDU has no APCI. The recejpt of the
P-U-ABORT indication implies its existence.
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Table A.2 — ACPM states

Abbreviated name

Description

STAO Idle: Unassociated

STAl Awaiting AARE APDU

STA2 Awaiting A-ASSOCIATE response

STA3 Awaiting RLRE APDU

STA4 Awaiting A-REL EA SE response

STAS5 Associated

STAG ArraHRg-A—REEEASEFespenseHAssectatror-Hitatern)

STA7 Awaiting RLRE APDU (Association-responder 1)

STAS8 Awaiting RLRE APDU (A ssociation-responder 2)

Table A.3 — Outgoing event list
Abbreviated name Target Name.and description
A-ACind AC-user A-ASSOCIATE-indicate primitive
A-ACcnf+ AC-user A-ASSOEIATE confirm primitive (accepted
A-ASCcnf- AC-user A-ASSOCIATE confirm primitive (rejectgd)
AARQ AC-peer A-ASSOCIATE request primitive
AARKE+ AC-peer A-ASSOCIATE-RESPONSE APDU (acckpted)
AARE- AC-peer A-ASSOCIATE-RESPONSE APDU (rejgcted)
A-DTjnd AC-user A-DATA indicate primitive
DT AC-peer A-DATA APDU
A-ACRQind AC-user A-ALTER-CONTEXT indicate primitive
A-ACRRQcnf AC-user. A-ALTER-CONTEXT confirm primitive
ACR® AC-peer A-ALTER-CONTEXT APDU
ACRP AC-peer A-ALTER-CONTEXT-RESPONSE APDY
A-RLBind AC-user A-RELEASE indicate primitive
A-RLBcnf+ AC-user A-RELEASE confirm primitive (accepted
A-RLBcnf- AC-user A-RELEASE confirm primitive (rejected)
RLRQ® AC-peer A-RELEASE APDU
RLRE+ AC-peer A-RELEASE APDU (accepted)
RLRE- AC-peer A-RELEASE APDU (rejected)
A-ABRind AC-user A-ABORT indicate primitive
ABRT2 AC-peer A-ABORT APDU
P-P-ABind AC-user A-P-ABORT indicate primitive
3 When supported by version 1 of the session protocol (ISO/IEC 8327), the A-ABORT APDU has no APCI. The rece
P-U-ABORT indication implies its existence.

pt of the

Table A.4 — Predicates

Code Meaning
pl ACPM can support requested association
p2 ACPM originated this association

46
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STAO STAl STA2 STA3 STA4 STAS5 STA6 STA7 STA8
Idle- Awaiting Awaiting Awaiting Awaiting | Associated | Collision Coll Coll
Unassoc AARE A-ASCrsp RLRE A-RLSrsp assoc-init rspl rsp2
A-ASCreq |pl
AARQ
STA1
A-ASCrsp+ AARE+
STAS
(Note)
A-ASCrsp— AARE-
STAO
AARQ pL
STA2
/\pl
AARE—-
STAO
AARE} A-ASCcnf+
STA5
AARE+ A-ASCcnf—
STAO
SuppoftCnf A-ASCcnf—
STAO
A-DTr¢q A-DT A-DT A-DT
STAl STA2 STA5
DT (Note) A-DTind
STA2 STA5
A-ACHQreq ACRQ ACRQ
STAl STAS
A-ACRHQrsp ACRP
STAS5
ACRQ (Note) A-ACRQind
STA2 STA5
ACRP A-ACRPind
STAS5
A-RLSfeq RLRQ
STA3
A-RLSysp+ RLRE+ RLRE+ STAS8
STAO STA3
A-RLSFsp— RLRE-
STA5
RLRQ p2 A-RLSind
A-RLSind STA4
STA6
/\p2
A-RLSind
STA7
RLREH A-RLScnf+ A-RLScnf+ |A-RUScnf+,
STAO STA4 RLRE+
STA(
RLRE4 A-RLScnf-
STA5
A-ABRreq ABRT ABRT ABRT ABRT ABRT ABRT ABRT ABRT
STAO STAO STAO STAO STAO STAO STAO STA(
ABRT? A-ABRind |A-ABRind [A-ABRind |A-ABRind [A-ABRind |A-ABRind |A-ABRind |A-ABRind
STAU STAU STAU STAU STAU STAU STAU STA
supporting SupABind |SupABind (SupABind [SupABind |SupABind |SupABind |SupABind |Sup
ABRT STAO STAO STAO STAO STAO STAO STAO ABind
STAO
EXTRN-1 STAS5 STA5
EXTRN-2 STA5 STA5

3 When supported by version 1 of the session protocol (ISO/IEC 8327), the A-ABORT APDU has no APCI. The receipt of the
P-U-ABORT indication impliesits existence.

NOTE — The DATA and ALTER CONTEXT indications are queued by the receiving ACPM and only delivered w

A-ASCrspt is received.
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Annex B3

Authentication-mechanism using password
(Thisannex forms an integral part of this Recommendation | International Standard)

B.O Introduction

This annex specifies a simple authentication-mechanism that uses a password with an AE-Title. This authentication-
mechanism is intended for general use. It is also an example of an authentication-mechanism specification.

B.1 Assigned name
The following name (of ASN.1 datatype OBJECT IDENTIFIER) is assigned to this authentication-mechanism;

{ joint-iso-ccitt
association-control (2)
authentication-mechanism (3)
password-1 (1)
}

B.2 Authentication-value ASN.1 datatype

For this authentication-mechanism, the password is the authentication-value. The datatype of authentication-valye shall
be "GrphicString" in accordance with the production for "authentication-value" in clause 9.

B.3 Pr ocessing specification

In thigannex, the term "sending" denotes the AEI (or its authentication-function) requesting authentication by its peer.
The tefm "receiving" denotes the AEI (or its authentication-functior) performing authentication of its peer.

B.3.1 | Requestingauthentication

The sgnding authentication-function retrieves a password-value from stored data for its AEIl to be corroborated| by the
receiving AEI. The password value is mapped to the datatype of the authentication-value defined in B.2.

When |the A-ASSOCIATE request or response, primitive is issued by the sending AEI, the Authentication-value
paraméter shall contain this value. The primitive shall also contain the appropriate AP-title and AE-qualifier parameters
that inglicates its AE-title.

Depenfling on prior agreements betweenithe sending and the receiving AE, the authentication-mechanism name (¢lefined
in B.1) may or may not be included gn'the A-ASSOCIATE primitive.

B.3.2 | Performing authentication

The feceiving authentication-function receives the Authentication-value parameter vaue on the ingoming
A-A CIATE indication-or confirm primitive.

Depenfling on prior-agreements between the sending and the receiving AE, the authentication-mechanism Name (¢lefined
in B.1) may or miay) hot be included on the A-ASSOCIATE primitive.

If an lauthentication-mechanism Name is required but not received, the authentication-function indicates t{hat an
A-ABORT request primitive shall be issued. The Diagnostic parameter value shall indicate "authentication-mechanism
Namek =al nred "

If an authentication-mechanism Name is included, it shall be semantically equivalent to that specified in B.1. If this
authentication-mechanism Name is not correct, the authentication-function indicates that an A-ABORT reguest primitive
shall be issued. The Diagnostic parameter value shall indicate "authentication-mechanism Name not recognized.”

3 The implementation of the authentication-mechanism specified in this annex is not required for conformance to this Protocol
Specification. However, if employed, the entire specification is binding for the authentication-functionsin both AEls.
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The authenti cation-function then determines if this authentication-mechanism (i.e. the authenti cation-mechanism defined
in this annex) is allowed for the sending AEI based on the AE-Title of the sending AEI. If this authentication-mechanism

is not allowed, the authentication-function indicates that an A-ABORT request primitive shall be issued. The Diagnostic
parameter value shall indicate "authentication failure".

If this authentication-mechanism is allowed for the sending AEI, the authentication-function compares the value of the
Authentication-value parameter against its stored data for this mechanism based on the sender’'s AE-title. If the two are
semantically equivalent, the authentication-function shall indicate successful authentication.

If the two values are not semantically equivalent, the authentication-function indicates that an A-ABORT request
primitive shall be issued. The diagnostic parameter value shall indicate "authentication failure".
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Annex C

Definition of the | A-service mapping
to the Presentation service

(Thisannex forms an integral part of this Recommendation | International Standard)

Ccl Proceduresfor Lower Boundary Mapping the Presentation service

This annex defines the specific lower boundary mapping to be used when using the Presentation service as a supporting
service, as well as specific constraints on the use of Session and Presentation. This annex constitutes a specific
application of clause 8 of the ACSE Protocol Specification and defines the lower mapping of ACSE to the Presentation

service:

c.2 Use of the Presentation service

c.21 General

When the Presentation service is used as the supporting service for ACSE, there is a one-to-one ieorfespondence b
the A$0-association and a presentation-connection. The presentation-connection is establishied at the same time

etween
as the

ASO-gssociation, and the normal or abnormal termination of the presentation-connection résults in the termination of the

ASO- ciation.

The If\-services representing the use of the supporting service by ACSE uses-the P-CONNECT, P-REL
P-U-ABORT and P-P-ABORT services. The |A-service shall be the sole useryof these services. Other press
servicgs are not used, nor is their use constrained. However, the A-RELEASE procedure is disrupted by a
or indication primitive of the P-RESYNCHRONIZE, P-U-EXCEPTION,;REPORT or P-P-EXCEPTION-RH
services.

NJTE — This specification covers only "normal-mode" ACSE. Forthe specification of ACSE X.410 (1984) a
to X.410-mode Presentation, see ITU-T Rec. X.227 | ISO/IEC 8650-1.

C.22 Nested associations

A neged ASO-association has a one-to-one correspondence with a nested presentation-connection. The
presentation-connection of this nested presentation-connection shall be the presentation-connection that suppd
ASO-gssociation which is the context of the A-ASSOCIATE request for the new nested A SO-association.

The AICPMs of both nested and nesting associations use the normal mode of the presentation-service (see
Rec. X.216 | ISO/IEC 8822) with the  presentation-service Nested-connection functional unit (see
Rec. X.216/Amd.2 | ISO/IEC 8822/Amd:2). The use of additional presentation-service functional units is an
servicg-user choice. This choice does not affect the operation of the ACPM.

C.3 Use of the Session-service

C31 General

Sessioh version 2 (@r-higher) shall be used.
NQTE — For'the use of ACSE with Session version 1, see ITU-T Rec. X.227 | ISO/IEC 8650-1.

The sgssion functional units required for the session-connection that supports the presentation-connection (that

EASE,
ntation
request
FPORT

nd the mapping

hesting
rts the

ITU-T
ITU-T
ACSE

in turn
sh this

suppogs the association) are determined by the A-ASSOCIATE service requestor and acceptor. They accompl
using the On requirements parameter on the A- Primitives. The session functional units are described

inITU-T Rec. X.215 | ISO/IEC 8326.

An A-ASSOCIATE request to establish an application-association that is intended to be the nesting-association for one
or more nested A SO-associations shall include the session Nested-connection functional unit in the Session requirements
parameter. An established application association shall only be available for use as a nesting-association if the Nested-

connection functional unit has been selected on the underlying session connection.

The rules of the session-service affect the operation of the ACPM and its service-user. The ACSE service-user must
be aware of these constraints. This Specification assumes that a local mechanism enforces them. Some examples of

session-service constraints that affect the ACSE service-user are:
a) theavailability of negotiated release; and
b) thepossibility of release collisions.
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C.3.2 Disruption of A-RELEASE by external event

The normal release procedure is disrupted by the occurrence of an external event (externa to the ACPM) resulting from
a service primitive of one of the following services:

a) P-RESYNCHRONIZE; or
b) P-U-EXCEPTION-REPORT; or
c) P-P-EXCEPTION-REPORT.

When the normal release procedure is disrupted, the association is again available for use as though the A-RELEASE
procedure had not been invoked.

C4 M apping to Presentation service

This SlLbC| ause specifies the mapping of the | A-service supporting normal-mode ACSE to the Presentation service
C.4.1| IA-BIND-REQUEST . .submit

C.4.1.1 Nested association

If the JA-BIND-REQUEST .submit primitive is for a nested association a P-CONNECT request is invoked to estgblish a
nested|presentation-connection on the presentati on-connection supporting the nesting A SO-assaciation.

The agdressing parameters of the | A-BIND-REQUEST .submit primitive are not used inthis case.

NQTE — The addressing parameters of the IA-BIND-REQUEST.submit will be«equivalent to the addressing parameters of the
P-CONNECT primitive that established the outermost nesting presentation-connection.

The ofher presentation parameters of the IA-BIND are mapped to the corresponding parameters of the P-CONNECT
requeq primitive. The User-information parameter (containing the AARQ)S mapped to the User data parametef of the
P-CONINECT request. The requesting ACPM waits for a P-CONNEGCT “eonfirm primitive from the supporting gervice
and dges not accept any other primitive from the requestor other than’an A-ABORT request primitive. The ACPM isin
the Awaiting AARE (STAL) state.

C.4.1.2 Application-association

If the |A-BIND-REQUEST .submit primitive is issued from an ACPM in the AE or the primitive is issued ffom an
ACPM in an inner ASO and the CF of the enclosing”’ASO determines that the new association shall be an applifcation-
associgtion (i.e. un-nested), then a P-CONNECT Tequest is invoked to establish a new, un-nested presentation-
connegtion using the addressing parameters provided in the IA-BIND request.

The pgrameters of the IA-BIND are mapped to the corresponding parameters of the P-CONNECT request primitiye. The
User-information parameter (containing.the AARQ) is mapped to the User data parameter of the P-CONNECT nequest.
The Mlode parameter shall have the value "normal". The requesting ACPM waits for a P-CONNECT confirm primitive
from the supporting service and does not accept any other primitive from the requestor other than an A-ABORT fequest
primitive. The ACPM isin the'Awaiting AARE (STA1) state.

C.42| I|A-BIND-REQUEST.deliver (P-CONNECT indication)

When [the supporting service generates a P-CONNECT indication primitive in which the Mode parameter has the value
"normg", the primitive and its parameters are mapped to an |A-BIND-REQUEST .deliver.

C.43| |ASBIND-RESPONSE.submit

The primitive shall be mapped to a P-CONNECT response primitive to confirm the P-connection using the pargmeters
provided in the IA-BIND-RESPONSE.submit primitive. The User-information parameter (containing the AARE) is
mapped to the User data parameter of the P-CONNECT response. The Mode parameter shall have the value "normal”.

C.44 |A-BIND-RESPONSE.deliver

When the supporting service generates a P-CONNECT confirm primitive in which the Mode parameter has the value
"norma", the primitive and its parameters are mapped to an |A-BIND-RESPONSE.deliver

C.45 IA-DATA . .submit
NOTE — This service is only used if the Higher Level Association functional unit is in use on the supported association.

The CF maps this primitive to a P-DATA request primitive. Because the P-service is blocking, i.e. no data will be sent
until the association establishment completes and the ACSE service is not blocking, the CF must queue the IA-DATA
until the supporting service, in this case the Presentation service, transitions to the ESTABLISHED state.
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C.46

IA-DATA.deliver  (P-DATA indication, P-RESYNCHRONIZE, P-U-EXCEPTION REPORT,

P-P-EXCEPTION REPORT)

NOTE — This service is only used if the Higher Level Association functional unit is in use on the supported association.

This primitive is invoked when a P-DATA indication is received and the Higher Level Association functional unit is
selected on the supported association. It is also issued when any Presentation indication or confirm not identified in other
subclausesis received and the higher-level functional unit is selected.

The contents of the User data parameter are delivered to the supported ACPM.

cav

A-ALTER-CONTEXT-REQUEST .submit

NOTE — This service is only used if the Higher Level Association functional unit is selected on the supported association.

A P-ALTER-CONTEXT request primitive is invoked using the parameters of the [A-ALTER-CONTEXT-

REQU

C48
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This p
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When
ASO g

Cc49
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The P
P-cont

C.4.10
NG

This
CONT

C.4.10
The pg
C.4.11
Thispl
C.4.12

When
IA-AB

C.4.13

The prf
NQ

EST.submit primitive.

IA-ALTER-CONTEXT-REQUEST .deliver (P-ALTER-CONTEXT indication)
TE — This service is only used if the Higher Level Association functional unit is selected on the suppotted asy

rimitive is invoked when an P-ALTER-CONTEXT indication is received and the supporting service is
BLISHED state to notify the using ACSE that the P-context of the supporting service has been changed.

this primitive is invoked, an IA-ALTER-CONTEXT-RESPONSE.submit primitivédo indicate that the re
ccepts the change to the P-context of the supporting service.

IA-ALTER-CONTEXT-RESPONSE.submit
TE — This service is only used if the Higher Level Association functionalunitis selected on the supported asg

AL TER-CONTEXT-RESPONSE.submit primitive is invoked to cenfirm (positively or negatively) the chal
et of the supporting service.

IA-ALTER-CONTEXT-RESPONSE.deliver (P-ALTER-CONTEXT confirm)
TE — This service is only used if the Higher Level Association functional unit is selected on the supported asy

rimitive is invoked when an P-ALTER-CONTEXT confirm primitive is received to notify the A-A
EXT request the result of the request.

.1 |A-ALTER-CONTEXT Parameters

rameters of these primitives consist of the'naming parameters of the A-ALTER-CONTEXT primitives.
IA-ABORT .submit

imitive is mapped to a P-UsABORT request.
IA-ABORT .deliver.(-P-U-ABORT indication)

the supporting sexvice generates P-U-ABORT indication, the primitive and its parameters are mappeg
ORT.deliver. Thewser datawill contain an ABRT APDU.

IA-REL EASE-REQUEST .submit (P-REL EASE request)
mitive’shall be mapped to a P-REL EASE request primitive.

ociation.

in the

ICi pient

ociation.

nge the

ociation.

LTER

to an

TE~ The change of state in the Presentation service (and protocol) is not reflected in the simplified sta|

te machine of the

IA-

CTVILE.

C.4.14 |A-RELEASE-REQUEST .deliver (P-REL EASE indication)

When the supporting service generates a P-RELEASE indication primitive, the primitive and its parameters are mapped
to an IA-RELEASE-REQUEST .deliver.

C.4.15

IA-RELEASE-ACCEPT.submit [P-REL EASE (result = affirmative) response]

The primitive shall be mapped to a P-REL EA SE response primitive with a Result parameter set to "affirmative".

C.4.16

IA-RELEASE-ACCEPT.d€liver [P-RELEASE confirm (accepted)]

When the supporting service generates a P-RELEASE indication primitive in which the Result parameter has the value
"affirmative", the primitive and its parameters are mapped to an |1A-REL EASE-REQUEST .deliver.
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C.4.17 |A-RELEASE-REFUSE.submit [P-RELEASE (result = negative) response]
The primitive shall be mapped to a P-REL EA SE response primitive with a Result parameter set to "negative”.

C.4.18 |A-RELEASE-REFUSE.déliver [P-RELEASE confirm (accepted)]

When the supporting service generates a P-RELEASE indication primitive in which the Result parameter has the value
"negative", the primitive and its parameters are mapped to an |A-RELEA SE-REQUEST .deliver.

C.419 A-UNBIND.submit

No action istaken.
NOTE — The Presentation connection will have been terminated by the event which triggered the IA-UNBIND.submit.

C.420 [|A-UNBIND.deliver (P-P-ABORT indication)

When |the supporting service generates a P-P-ABORT indication, the primitive and its parameters arexmappedl to an
IA-UNBIND.dé€liver.
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D.1

Annex D

Definition of the
| A-service mapping to ACSE

(Thisannex forms an integral part of this Recommendation | International Standard)

Proceduresfor lower boundary mapping to ACSE or the Presentation service

This subclause defines the specific lower boundary mapping when using the ACSE as a supporting service used with the
Higher Level Association functional unit. This annex constitutes a specific application of clause 8 of the ACSE Protocol
Specification and defines the lower mapping of ACSE to another ACSE instance of service.

D.2

D.21

Thisp
that it

may bgin any state except RELEASE PENDING.

D.2.2
When

If the
and in
proce

If the
being

In this
assoc

|A-BIND-REQUEST .submit

When Invoked

imitive is invoked by an initiating ACSE to request an instance of the supporting service for the' ASO-assd
s attempting to create. The initiating ACPM will be in the Awaiting AARE (STA1) state, "The supporting

Action upon Receipt
this primitive is received, the CF inspects the naming parameters of the | A-BINB Tequest:

ASO-name does not name this ASO, the CF creates a binding between the requesting ASO and
vokes an IA-BIND request with the same parameters as thoseeceived in the IA-BIND request
jure.

ASO-name does name this ASO or there are no naming-parameters nor a Presentation-addres

case, the ASO has the choice of creating a new instance of service or mapping this request to
ation of its own:

1) If it chooses to create a new instance of service, an A-ASSOCIATE request is invoK

the IA-BIND request. The Presentation context definition list parameter of this primitive

decision in the design of the. ASO whether the IA-BIND request User-information (containi
is mapped to the User-information field of the A-ASSOCIATE request or the CF waits for
association to be established and then maps the IA-BIND request User-information to thg

of an A-DATA request. In most cases, the former will occur.
2) If it chooses _to map this to an existing instance of service, then the supporting service

Awaiting AARE (STA1) state or the Associated (STA5) state

If the P<Context for the IA-BIND request is NOT part of the Defined Context Set for th
association, then:

AQ A-ALTER-CONTEXT is invoked requesting the P-context for this association. It is a d
design of the ASO whether the User-information parameter of the IA-BIND request (
AARQ) is placed in the User-information parameter of the A-ALTER-CONTEXT request

requested to provide supporting service for a new ASO-association being created by its child ASQ.

ciation
service

this ASO'’s parent
that initiated this

5, then this ASO s

an existing ASO-

ed to create a

supporting ASO-association with thé ASO described in the naming and addressing parameters passed in

is set to the

P-context required to supportithe AARQ contained in the IA-BIND request User-information. It is a

g the AARQ)
he supporting
User data field

may be in the
e supporting

ecision in the
containing the
Or mapped to

an A-DATA request.

The resulting primitive is invoked.

If the P-context for the protocol of the 1A-BIND request is contained in the Defined Context Set for the

supporting association, then:

The User-information parameter of the IA-BIND request (containing the AARQ) is placed in the

User-information parameter of an A-DATA request and the primitive is invoked.

4 |f the supporting service is either the Awaiting RLRE (STA3) state or the Collision-association-initialization (STA6) state, the CF
cannot use this instance of the service to support the new association.
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NOTE - If the ACSE is in STA1 state, then the Defined Context Set will not have been confirmed. The CF
should act on the assumption that the P-context proposed in the outstanding AARQ will be accepted. When the
supporting ACSE is in the STAL1 state, the CF can always wait until the association request has either succeeded

(and ACSE is now in STA5 and may send the AARQ), or failed (and ACSE is now in STAO) in
point is moot.

If there are ASO-naming parameters, but there is a Presentation-address, see D.2.

D.3

D.31

|A-BIND-REQUEST .deliver (A-ASSOCIATE indication)
When Invoked

which case the

This primitive is invoked to notify a recipient ACPM that a new distinct instance of the supporting service capable of
delivering APDUs to this ACPM is being requested. The recipient ACPM will be in the Idle-Unassociated (STAOQ) state.

The su

D.3.2

When
TheU
AAR(
thisA
specify
ASO.)

instange of the supporting service.

D.4

D.4.1

Thisp
ACPM
state 0

D.4.2
When

jpporting service will be 1n the ASSOCIA TTON PENDING state.

Action upon Receipt

this primitive is invoked, the recipient ACPM will determine if it iswilling to accept this new stipporting 9
ser-information parameter may contain an APDU that will be delivered to the appropriate ASE/ASOP). If th
, then the naming fields are inspected and the local directory function invoked to determiné.the ACPM to
ARQ. If the naming fields did not specify an ASOI, then an ASOI is created and the AARQ delivered to it.
an ASOI, then the AARQ is delivered to the ASOI. (The handling of collisions iS§specific to the design
The ACPM will invoke an |A-BIND-RESPONSE.submit primitive to indicate the acceptance or rejection

| A-BIND-RESPONSE.submit

When Invoked

imitive is invoked by a responding ACPM to confirm or deny. arequest for a supporting service. The resp
will be in the Associated (STAS) state, and the supporting service may be in the ASSOCIATION PEN
[ the ESTABLISHED state.

Action upon Receipt

this primitive is received, the CF will perform enre of the following actions:

A-ASSOCIATE response is invoKed to respond to the creation an ASO-association using the

parameters in the A-ASSOCHATE indication. The Presentation context definition list parameter,
A-ASSOCIATE responsa.is‘set to the P-context required to support the higher level association
confirmed by the IA-BNND response User-information. It is a decision in the design of the ASO W
the 1A-BIND response User-information (containing the AARE) is mapped to the User-info
parameter of thieyA-ASSOCIATE response or the CF waits for the supporting association
established, i.e7is in the STAS state, and then maps the IA-BIND response User-information to th
data paramieter of an A-DATA request. In most cases, the former will occur.

NOTE\+ The supporting service must be able to discard any data that arrives after an associatio
refused.

(containing the AARE) of the IA-BIND-RESPONSE.submit is mapped to the User data field
A-DATA-REQUEST .submit, or equivalent service of the parent ASO.

bervice.
sisan
receive
fitdid
of the
of the

onding
IDING

1) If the supporting service is inl-the Awaiting A-ASCrsp (STA2) or equivalent state, then an

haming
of the

being
hether
mation
to be
e User

N request has been

2) If:\the supporting service is in the Associated (STAS5) state, then the User-information pafameter

of an
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Collision-association-initialization (STAG) state or the Collision-associate-response (STA7) state. In this
case, the CF should either create a new instance of the supporting service [see 1) and 2) above] or discard
the IA-BIND response and generates an |A-ABORT.deliver

5 Thiswould frequently be an AARQ, but might be another APDU if the supported association is aready established.
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D.5

D51

| A-BIND-RESPONSE.d€liver (A-ASSOCIATE confirm)
When I nvoked

When the supporting service receives an A-ASSOCIATE confirm primitive, the primitive and its parameters are mapped
to an 1A-BIND-RESPONSE.deliver. This primitive is invoked when the ACPM is either in the Awaiting RLRE state
(STA3), or the Associated (STAS) state.

D.5.2

Action upon Receipt

If the supporting service has been accepted, the supporting service transitions to the Associated (STA5) state and the
ACPM is able to use this instance of the supporting service. The User-information parameter may contain an APDU that
will be delivered to the appropriate ASO®).

CSE or

ed an

D.6 IA-DATA.submit

D.6.1| When Invoked

This primitive may be invoked when ACPM is in the Awaiting AARE (STA1) or Associated’ (STAS) state and the
supporting serviceisin the ASSOCIATION PENDING or ESTABLISHED states.

D.6.2| Action upon Receipt

Thi§ [ri miti\{e |s mapped to the User data parameter of an A-DATA.submit primitive of the Supporting Ad
equivgent primitive.

D.7 IA-DATA.deliver (A-DATA.d€liver)

D.7.1| When Invoked

This primitive is invoked when the supporting service is in the ESTABLISHED state and has recei
A-DATA .submit.

D.7.2| Action upon Receipt

The cgntents of the User data parameter are delivered.to the supported ASO.

D.8 IA-ALTER-CONTEXT-REQUEST .submit

D.8.1| When Invoked

This pfimitive may be invoked whefl the ACPM is in the Awaiting AARE (STA1) or Associated (STAD) state

supporfting service is in the ASSOCIATION PENDING state or the ESTABLISHED state and it wishes to mod

ASO-(q
D.8.2

An A-
REQU

D.9

ontext or the Presentation context of the supporting service.

Action upon Réceipt

AL TER-CONTEXT-REQUEST .submit primitive is invoked using the parameters of the IA-ALTER-CON
EST .submit.primitive.

IAXALTER-CONTEXT-REQUEST .déliver (A-ALTER-CONTEXT-REQUEST .déeliver)

bnd the
ify the

TEXT-

D.9.1

ALl 1 ! !
VVTICIT TTIVUOKCU

This primitive is invoked when an A-ALTER-CONTEXT-REQUEST .deliver is received and the supporting serviceisin
the ESTABLISHED state to notify the using ACSE that there has been arequest to change the ASO-context or P-context
of the supporting service.

6) Thiswould frequently be an AARE, but might be another APDU if the supported association is already established.
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