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Some of the most interesting and potentially useful public key cryptosystems that are currently available are
cryptosystems based on elliptic curves defined over finite fields. The concept of an elliptic curve based public key

cryptosystem is rather simple:
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Information technology — Security techniques — Cryptographic

techniques based on elliptic curves — Part 3: Key establishment

1

Interngtional Standard ISO/IEC 15946 specifies public key cryptographic techniques based on elliptic cuf
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rd is split into four parts and includes the establishment of keys for secret key-systems and digital
art of ISO/IEC 15946 specifies techniques for key establishment, which includes key agreement
ort, that use elliptic curves.
cope of this standard is restricted to cryptographic techniquesibased on elliptic curves defined g
Df prime power order (including the special cases of prime orderor characteristic two). The represe
hts of the underlying finite field is outside the scope of this.standard. This standard does not fully s

nentation of the techniques it defines. There may be different products that comply with this Intg
brd and yet are not compatible.

Normative references

llowing normative documents contain provisions which, through reference in this text, constitute pro
brt of ISO/IEC 15946. For dated references, subsequent amendments to, or revisions of, any
ptions do not apply. However, parties\to agreements based on this part of ISO/IEC 15946 are enco
gate the possibility of applying the"'most recent editions of the normative documents indicated b
in registers of currently valid Jnternational Standards.

C 9796 (parts 2 and_3), Information technology — Security techniques — Digital signature schemes
ge recovery

C 9797 (all parts), Information technology — Security techniques — Message Authentication Codes
C 101184(all parts), Information technology — Security techniques — Hash-functions

C A1770-3:1999, Information technology — Security techniques — Key management —
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Signature
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Part 3:

ISO/IEC 14888 (all parts), Information technology — Security techniques — Digital signatures with appendix

ISO/IEC 15946-1:2001, Information technology — Security techniques — Cryptographic techniques based on
elliptic curves — Part 1: General

ISO/IEC 15946-2:2001, Information technology — Security techniques — Cryptographic techniques based on elliptic
curves — Part 2: Digital signatures
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3 Terms and definitions

For the purposes of this part of ISO/IEC 15946, the definitions of Part 1 apply. In addition, the following definitions
from ISO/IEC 11770-3 apply.

3.1 Asymmetric cryptographic technique: a cryptographic technique that uses two related transformations, a
public transformation (defined by the public key) and a private transformation (defined by the private key). The two
transformations have the property that, given the public transformation, it is computationally infeasible to derive the
private transformation.

3.2 Asyiwmetric encipherment system: a system based on asymmetric cryptographic techniques whose|public
transformation is used for encipherment and whose private transformation is used for decipherment.

3.3 Asymmetric key pair: a pair of related keys where the private key defines the private transformation ahd the
public key defines the public transformation.

3.4 Signature system: a system based on asymmetric cryptographic techniques whase private transformgtion is
used for signing and whose public transformation is used for verification.

3.5 Cryptographic check function: a cryptographic transformation which takes as input a secret key gnd an
arbitrary [string, and which gives a cryptographic check value as output. The<computation of a correct checK value
without Knowledge of the secret key shall be infeasible [ISO/IEC 9798-1:1997].

3.6 Cryptographic check value: information which is derived by performing a cryptographic transformation jon the
data unit{[ISO/IEC 9798-4:1995].

INOTE The cryptographic check value is the output of the‘eryptographic check function.
3.7 Decipherment: the reversal of a corresponding encipherment [ISO/IEC 11770-1:1996].

3.8 Digitlal signature: data appended to, or a cryptographic transformation of, a data unit that allows the refipient
of the dgta unit to prove the origin and integritycof the data unit and protect against forgery, e.g. by the refipient
[ISO/IE( 11770-1:1996].

3.9 Distipnguishing identifier: information which unambiguously distinguishes an entity [ISO/IEC 11770-1:19p6].

3.10 Engipherment: the (reversible) transformation of data by a cryptographic algorithm to produce ciphertgxt, i.e.
to hide the information content ‘of'the data [ISO/IEC 9798-1:1997].

3.11 Entjty authentication:'the corroboration that an entity is the one claimed [ISO/IEC 9798-1:1997].
3.12 Entjty authentication of A to B: the assurance of the identity of entity A for entity B.

3.13 Explicit key authentication from A to B: the assurance for entity B that A is the only other entity that is in
possession.ofthe correct key.

NOTE Implicit key authentication from A to B and key confirmation from A to B together imply explicit key
authentication from A to B.

3.14 Implicit key authentication from A to B: the assurance for entity B that A is the only other entity that can
possibly be in possession of the correct key.

3.15 Key: a sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,
decipherment, cryptographic check function computation, signature generation, signature verification, or key
agreement) [ISO/IEC 11770-1:1996].

2 © ISO/IEC 2002 — All rights reserved


https://standardsiso.com/api/?name=63200359b43ac1fb696e0f17cfdf6c13

ISO/IEC 15946-3:

2002(E)

3.16 Key agreement: the process of establishing a shared secret between entities in such a way that neither of

them can predetermine the value of that key.
3.17 Key confirmation from A to B: the assurance for entity B that entity A is in possession of the correct

3.18 Key control: the ability to choose the key or the parameters used in the key computation.

key.

3.19 Keyestabtishment—the—process—of making—avaitabte—a—shared—secretto—ome—ormore—entities. Key

establlshment includes key agreement and key transport.

3.20 Key token: key management message sent from one entity to another entity during the execution
management mechanism.

3.21 Key transport: the process of transferring a key from one entity to another entity, suitably protected.

3.22 Mutual entity authentication: entity authentication which provides both entities with assurance
other'g identity.

3.23 Qne-way function: a function with the property that it is easy to compute the output for a given inpy
computationally infeasible to find for a given output an input which maps to’this output.

3.24 Private key: that key of an entity's asymmetric key pair which{should only be used by that entity.

NOTE In the case of an asymmetric signature system the. private key defines the signature transformati
case of an asymmetric encipherment system the private key defines the decipherment transformation.

3.25 Hublic key: that key of an entity's asymmetric key-pair which can be made public

NOTE In the case of an asymmetric signature system the public key defines the verification transformat
case of an asymmetric encipherment system/the public key defines the encipherment transformation. A K
'‘publicly known' is not necessarily globally-available. The key may only be available to all members of a pre
group.

3.26 Secret key: a key used with symmetric cryptographic techniques by a set of specified entities.

3.27 Sequence number: a time variant parameter whose value is taken from a specified sequence whic
repeafing within a certain time period [ISO/IEC 11770-1:1996].

3.28 Time stamp: a datajitem which denotes a point in time with respect to a common reference [ISO/IE
1:1996].

The fgllowing definition from ISO/IEC 10118-1 applies.

3.29 hash-function: a function which maps strings of bits to fixed-length strings of bits, satisfying two proy

of a key

of each

t but it is

pn. In the

on. In the
ey that is
-specified

h is non-

C 11770-

erties.

- it is computationally infeasible o find for a given ouiput, an input which maps to thiS outpuf;
- it is computationally infeasible to find for a given input, a second input which maps to the same output.

NOTES

1 — The literature on this subject contains a variety of terms which have the same or similar meaning as hash-function.

Compressed encoding and condensing function are some examples.
2 — Computational feasibility depends on the user’s specific security requirements and environment.

Additional definitions which are required are as follows.

© ISO/IEC 2002 — All rights reserved
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3.30 Forward secrecy with respect to A: the property that knowledge of A’s long-term private key subsequent to
a key agreement operation does not enable an opponent to recompute previously derived keys.

3.31 Forward secrecy with respect to both A and B individually: the property that knowledge of A’s long-term
private key or knowledge of B’s long-term private key subsequent to a key agreement operation does not enable an
opponent to recompute previously derived keys.

NOTE This differs from mutual forward secrecy in which knowledge of both A’s and B’s long-term private keys does
not enable recomputation of previously derived keys.

3.32 Key derivation function: a key derivation function outputs one or more shared secrets, used as keys; J;iven
shared secrets and other mutually known parameters as input.

3.33 Mufual forward secrecy: the property that knowledge of both A’s and B’s long-term private:keys subsgquent
to a key pgreement operation does not enable an opponent to recompute previously derived keys.

3.34 Prefix free representation: a representation of a data element for which concatenation with any othgr data
does not{produce a valid representation.
4 $ymbols and abbreviated terms

Throughout this part of ISO/IEC 15946, the following symbols and notations are used in addition to those g|ven in
ISO/IEC [15946-1.

Ex Symmetric encryption function using sectet key K.
f A cryptographic check function.
fx(2) A cryptographic check valuet which is the result of applying the cryptographic |check

function f using as input asecret key K and an arbitrary data string Z.

h The cofactor used (injperforming cofactor multiplication.

kdf A key derivation function.

/ A supplementary value used in performing cofactor multiplication.

MAC A Message Authentication Code algorithm.

MAC(K,4) A’Message Authentication Code value which is the result of applying the MAC algorithm
using as input the secret key K and an arbitrary data string Z.

parametgrs Parameters used in the key derivation function.

Sx Entity X’s private signature transformation.

NOTE No assumption is made on the nature of the signature transformation. In the case of a signature system with
message recovery, Sa(m) denotes the signature itself. In the case of a signature system with appendix, Sa(m) denotes
the message m together with the signature.

[I] Text1], [|| Text2)] Optional text, data or other information that may be included in a data block, if desired.
Vi Entity X’s public signature verification transformation.
7' (Q) (7(Q) mod 21721y + 2171 \where p =[log,n].
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5 Key derivation functions

The use of a shared secret as derived in Clauses 8 and 9 as a key for a symmetric cryptosystem without further
processing is not recommended. It most often will be the case that the form of a shared secret will not conform to
the form needed for a shared symmetric key, so some processing will be needed. The shared secret (often) has
arithmetic properties and relationships that might result in a shared symmetric key not being chosen from the full
key space. It is advisable to pass the shared secret through a key derivation function, which includes the use of a
hash fuhection—Fhe—use—of-ani VEL et i i agreement
scheme in which it is used.

A key|derivation function should produce keys that are computationally indistinguishable from randomly generated
keys. | The key derivation function should take as input the shared secret and a set of key derivation parameters
and prloduce an output of the desired length.

Key derivation functions are also used in Clause 10 to encrypt the secret key before transport.

In order for the two parties in a key establishment mechanism to agree on a common secret key, the key derivation
functign must be agreed upon. The method of coming to such an agreement is,outside the scope of this sfandard.

See Ahnex A for three examples of key derivation functions.

6 Cofactor multiplication

The k¢y agreement mechanisms in Clauses 8 and 9 and the*key transport mechanisms in Clause 10 require that
the user’s private key or key token be combined with anothier entity’s public key or key token. If the othgr entity’s
publiclkey or key token is not valid (i.e. it is not a point on the elliptic curve, or is not in the subgroup of| order n)
then performing this operation may result in some bits-0f the private key being leaked to an attacker. An|example
of this|attack is the ‘small subgroup attack’.

In order to prevent the ‘small subgroup attack’‘and similar attacks, one option is to validate public keys| and key
tokeng received from the other party using(public key validation. See Part 1 of this standard for a desgription of
public|key validation.

As an|alternative to verifying the order-of the public key or key token, a technique called cofactor multiplication can
be usgd. The values h and /, defined below, are used for cofactor multiplication in Clauses 8, 9 and 10.

If cofagtor multiplication is desired, there are two options:

-

cofactor multiplieation is used, and incompatibility with those not using cofactor multiplication is desjred then
lel A =#E/n and [ =1. If this option is chosen, both parties involved must agree to use this option,
otherwise the,mechanism will not work.

==

cofactor-multiplication is used, and compatibility with those not using cofactor multiplication is desiredl then let
hE#E/n and [ =h~" mod n. When this option is chosen, the mechanisms described in Clauses B and 10
are consistent with ISO/IEC 11770-3.

NOTE The value h" mod n will always exist since n is required to be greater than 4\/; (see Part 1) and therefore
ged(n,h)=1.

If cofactor multiplication is not desired, there is one option:

e If cofactor multiplication is not used, then let =1 and / =1. When this option is chosen, the mechanisms
described in Clauses 8 and 10 are consistent with ISO/IEC 11770-3.
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Regardless of whether or not cofactor multiplication is used and the type of compatibility that is chosen, if the
shared key (or a component of the shared key) evaluates to the point at infinity (0Og) then the user shall assume that
the key agreement has failed.

It should be noted that it is most appropriate to perform these operations (public key validation or cofactor
multiplication) if the other entity’s public key or key token is not authenticated or the user’s public key is long term.
Performing public key validation for long-term keys and cofactor multiplication for ephemeral (short term) keys may
also have performance advantages.

It should_also be noted that if the other entity’s public key is authenticated and the cofactor is small, then the
amount pf information that can be leaked is limited. Thus, it may not always be desired that thesectepts be
performgd.

ey commitment

Clauses [8 and 9 describe key agreement mechanisms where the established key is the result of applying a one-
ion of the private key-agreement keys. However, one entity may know the othér, entity’s public key [or key
token pripr to choosing their private key. The entity can control the value of s bits in the €stablished key, at the cost
of generating 2° candidate values for their private key-agreement key in the time-interval between discoveripng the

address this concern (if it is a concern) at the cost of one additional message/pass in the protpcol is
through {he use of key commitment. Commitment can be done by having the first party hash the public key [or key
token and send the hash-code to the second party, the second party)replies with his public key or key tokg¢n and
the first party replies with his public key or key token, which the second party can hash and verify that the rgsult is
equal to the hash-code sent earlier.

ey agreement mechanisms

Key agrgement is the process of establishing a skiared secret between two entities A and B in such a way that
neither of them can predetermine the value of the shared secret.

thentic copies of the other partyls public keys are required, they can be obtained using the techhiques
in ISO/IEC 11770-3, Clause 8.

OTE All computations in this.Clause must be performed in the order given by the formulae.

8.1 ommon information
For all kgy agreement mechanisms, prior to the process of agreeing upon a shared secret, the following cgmmon
informatipn must be €stablished between the parties and optionally validated (see Part 1 of this standarq for a
descriptipn of parameter validation):

— thq ellipticzcurve parameters with which the key pairs shall be associated, which shall be the same fqr both
paftie§’Key pairs. This includes p, p” or 2™, a description of F(p), F(p") or F(2") and an indication|of the
bagis.used, E, nand G.

In each of the mechanisms defined below, the resulting agreed key should not be used as a cryptographic key
directly. Instead, it should be used as the input to a key derivation function, allowing both parties to derive the
same cryptographic keys from it. Hence, it is also necessary for the two parties to agree on the following
information:

— akey derivation function, kdf,

— any parameters to the key derivation function, and
—  the type of cofactor multiplication that is to be performed (if any).
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Non-interactive key agreement of Diffie-Hellman type (KANIDH)

This key agreement mechanism non-interactively establishes a shared secret between two entities A and B.

8.2.1 Setup

Prior to the process of agreeing upon a shared secret, in addition to the common information, the following must be
established:

—h

dr each entity X, a private key-agreement key d, and a public key-agreement key P,, which is an:ellif
point satisfying P,=d,G. See Part 1 of this standard for a description of how to generate this kéy pair.

fgr each entity, access to an authentic copy of the public key-agreement key of the other,party.

Each entity should independently verify that the other entity’s public key is indeed a point'on the elliptic cu
Part 1]of this standard for a description of how to do this.

8.2.2 Mechanism

8.2.2.]

agreement key P,, the shared key as

8.2.2.1

Kas = (da-l)(hPpg).

agreement key P,, the shared key as

Kas =(ds)(hPy).

8.2.3 Properties

This kpy agreement mechanism has the following properties:

a)

b)

8.3

Number of passes: 0.

The mechanism provides mutual implicit key authentication.

NPTE As a consequence of the first property, the established secret between the same two users alway

information.

Key agreement of EIGamal type (KAEG)

This kpy agreemient mechanism establishes a shared secret between two entities A and B in one pass.

8.3.1 $etup

tic curve

[ve. See

Key construction (A): Entity A computes, using its own private key-agreement key d, and B's public key-

P Key construction (B): Entity B computes, using its owh private key-agreement key d, and A’s pdiblic key-

s has the

sdme value. For this réason it is suggested that the input to the key derivation function in this case include tinpe-varying

Prior to the process of agreeing upon a shared secret, in addition to the common information, the following must be
established:

— for entity B, a private key-agreement key d, and a public key-agreement key P,, which is an elliptic curve point

satisfying P,=d,G. See Part 1 of this standard for a description of how to generate this key pair.

for entity A, access to an authentic copy of the public key-agreement key of entity B.

Entity A should verify that entity B's public key is indeed a point on the elliptic curve. See Part 1 of this standard for
a description of how to do this.
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8.3.2 Mechanism

8.3.2.1 Key token construction (A): Entity A randomly and secretly generates rin the range {1,...,n-1}, computes
rG, constructs the key token,

KTA1 =rG
and sends it to B.

8.3.2.2 Key_cnnsfrlmfinn (A) Fn’ri’ry A computes the shared kpy

Kag = (r1)(hPg).

8.3.2.3 [Key construction (B): Entity B should verify that KT, is indeed a point on the elliptic curve. See|Part 1
for a degcription of how to do this. Using its own private key, entity B computes the shared\key from K|T,; as

follows:
Kag =(dg)(hKT 44).
8.3.3 Properties

This keylagreement mechanism has the following properties:

a) Number of passes: 1.

b) The|mechanism provides implicit key authentication from B tojA.since B is the only entity other than A that can
compute the shared secret.

c) The|mechanism provides forward secrecy with respect to-A.

8.4 Key agreement of Diffie-Hellman type

This key[agreement mechanism establishes a shared secret between entities A and B in two passes.
8.4.1 $etup

This key|agreement mechanism does:not require any initial information other than the common informatior] to be
set up.

8.4.2 Mechanism

8.4.2.1 £ey Token Construction
(A): Entity A randomly.and secretly generates r, in the range {1,...,n-1}, computes r,G, constructs the key token,
KTa1 =raG

and sendsfityto B.

8.4.2.2 Key Token Construction (B): Entity B randomly and secretly generates rg in the range {1,...,n-1},
computes r,G, constructs the key token,

KTB1 = rBG
and sends it to A.

8.4.2.3 Key Construction (A): Entity A should verify that KT, is indeed a point on the elliptic curve. See Part 1 for
a description of how to do this. Entity A computes the shared key

Kag = (ra)(hKTg;).
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8.4.2.4 Key Construction (B): Entity B should verify that KT,, is indeed a point on the elliptic curve. See Part 1 for
a description of how to do this. Entity B computes the shared key

8.4.3

Kag = (ra)(hKTa1).

Properties

This key agreement mechanism has the following properties:

8.5
This k
8.5.1 ¢

Prior t
establ

—n

q
p

— fq

Each
Part 1

umber of passes: 2.

ne mechanism provides mutual forward secrecy.

Key agreement of Diffie-Hellman type with 2 key pairs (KADH2KP)
by agreement mechanism establishes a shared secret between entities A and B in two passes.
betup

b the process of agreeing upon a shared secret, in addition to thé.common information, the following
shed:

r each entity X, a private key-agreement key d, and a public key-agreement key P,, which is an ellig
bint satisfying P,=d,G. See Part 1 of this standard for a.description of how to generate this key pair.

r each entity, access to an authentic copy of the public key-agreement key of the other party.

bntity should independently verify that the other entity’s public key is indeed a point on the elliptic cy
of this standard for a description of how to'do this.

8.5.2 Mechanism

8.5.2.]
compt

Key token construction_(A): Entity A randomly and secretly generates r, in the range {
tes r,G, constructs the keyoken,

KTA1 = rAG

and sends it to B.

must be

tic curve

rve. See

1,...,n-1},

8.5.2.2 Key token{construction (B): Entity B randomly and secretly generates rg in the range {
computes r,G, comstructs the key token,

KTB1 = rBG
and sends itto A.

8.5.2.3 Key construction (A): Entity A should verify that KT, is indeed a point on the elliptic curve. See Part 1
for a description of how to do this. Entity A computes the shared key

Kag = (da)(hKTg1) || (rad)(hPg).

8.5.2.4 Key construction (B): Entity B should verify that KT,, is indeed a point on the elliptic curve. See Part 1
for a description of how to do this. Entity B computes the shared secret

Kag = (ra)(hPa) || (ds1)(hKT41).
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NOTE Concatenation of a representation of the points is not the only alternative for the construction of the key. Any
prefix free representation (such as ASN.1) will also work. As there are choices, the method to combine the two values
becomes part of what is needed to be agreed upon by all parties. See also Annex A for further discussion.

8.5.3 Properties

This key agreement mechanism has the following properties:

a) Nunfberofpasses: Z-
b) The|mechanism provides forward secrecy with respect to both A and B individually.

c) The|mechanism provides mutual implicit key authentication.

8.6 Key agreement of Diffie-Hellman type with 2 signatures and key confirmation (KADH2SKC)
This keylagreement mechanism establishes a shared secret between entities A and\B'in three passes.
8.6.1 $etup

Prior to the process of agreeing upon a shared secret, in addition to the-cémmon information, the following must be
established:

— for g@ach entity, a private signature key and a public verification key corresponding to a mutually agreed upon
signpture algorithm.

— for dach entity, access to an authentic copy of the public verification key of the other party.
— any parameters to be used in the signature transformations.

— acryptographic check function, f.

8.6.2 Mechanism

Let X's grivate and public signature‘transformations be denoted S, and V, respectively; (S,, V,) could denate any
?lé:jg:éu: system, for example ,one-of the signature systems defined in ISO/IEC 9796, ISO/IEC 14888 or ISO/IEC

8.6.2.1 Key token construction (A): Entity A randomly and secretly generates r, in the range {1,}.,n-1},
computep r,G, constructsthe key token,

KTA1 = rAG

and sends it'to'B.

8.6.2.2 Key token construction (B): Entity B should verify that KT,, is indeed a point on the elliptic curve. See
Part 1 for a description of how to do this. Entity B randomly and secretly generates rg in the range {1,...,n-1},
computes r,G, computes the shared secret as

Kag = (re'l)(hKTAr)
constructs the signed key token,

KTg:=Sg(DB1) || fx,, (DB1)
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DB=rgG || KTas || A|| Text1]

and sends it to A.

8.6.2.3
verific
from t
scheni
disting

Entity
descri

Using

where|

and sé

8.6.2.4
verific
from t
signat
and K]

If the (

8.6.3

NOTE As a way to reduce the amount of data transmitted, if a signature scheme with appendix is
redundant value KT,, need not be returned with the block KT,
signature calculation.

- B1
btion key. If a signature scheme with message recovery is used, this includes recovering the data &
ne signature and verifying that A’s distinguishing identifier and the value r,G are contained in it~lf-a
e with appendix is used, this includes reconstructing the data block DB, using the value in
uishing identifier and the received value r,G and verifying the signature on that data block.

ption of how to do this. If the checks are successful, A computes the shared key

Kag = (ra)(h-rsG).

Kas, A verifies the cryptographic check value wa (DB,). Then A constfucts the signed key token

KT2=Sa(DBy) || fKA_B (DB

DBo=r,G || rsG ||:B [|| Text2]
nds it to B.

NOTE As a way to reduce the amount of “data transmitted, if a signature scheme with appendix is
redundant values r,G and r,G need not be returned with the block KT,, although they still must be included
scope of the signature calculation.

} Key token processing (B): Entity B verifies A’'s signature on the key token KT,, using A
btion key. If a signature scheme with message recovery is used, this includes recovering the data K
ne signature and verifying that.B's distinguishing identifier and the values r,G and r,G are contained

Lire scheme with appendix ‘is’used, this includes reconstructing the data block DB, using the value
7., and B's distinguishing identifier and verifying the signature on that data block.

hecks are successful’B verifies the cryptographic check value fKAB (DB,) using the shared key

Kag = (ra1)(hKT41).

Properties

2002(E)

used, the

although it still must be included within the scope of the

s public
lock DB,
Signature
KT,, A's

A1

A should verify that the value r,G obtained from KT, is indeed a point on the ellipticCetrve. See Pgrt 1 for a

used, the
within the

's public
lock DB,
init. If a
s in KT,

This k

by.agreement mechanism has the following properties:

a) N

umber of passes: 3.

b) The mechanism provides mutual forward secrecy.

c) The mechanism provides mutual explicit key authentication and mutual entity authentication.
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9 Key agreement mechanisms not included in ISO/IEC 11770-3.

The key agreement mechanisms presented in this section are not included in the key management standard
ISO/IEC 11770-3.

Where authentic copies of the other party’s public keys are required, they can be obtained using the techniques
specified in ISO/IEC 11770-3, Clause 9.

NOTE All computations in this Clause must be performed in the order given by the formulae.

9.1 Common information

For all kgy agreement mechanisms, prior to the process of agreeing upon a shared secret, the following cgmmon
informatipn must be established between the parties and optionally validated (see Part 1 of this’standarq for a
descriptipn of parameter validation):

—  thg elliptic curve parameters with which the key pairs shall be associated, which shallbe the same fqr both
pafties’ key pairs. This includes p, p” or 2™, a description of F(p), F(p™) or F(2") and an indication|of the
bapis used, E, n and G.

In each pf the mechanisms defined below, the resulting agreed key should not:be used as a cryptographic key
directly. [ Instead, it should be used as the input to a key derivation function,nallowing both parties to derive the
same cryptographic keys from it. Hence, it is also necessary for the two parties to agree on the foljowing
informatipn:

— a Key derivation function, kdf;

— any parameters to the key derivation function, and

—  thg type of cofactor multiplication that is to be performed(if any).

9.2 The Full Unified Model

This keylagreement mechanism establishes a shared secret between entities A and B in two passes.

9.21 $etup

Prior to the process of agreeing upon a shared secret, in addition to the common information, the following must be
established:

— for gach entity X, a private key-agreement key d,, which is an integer in the range {1,...,n-1}, and a publ|c key-
agrgement key P,, which is an elliptic curve point satisfying P,=d,G.

— for dach entity, accessto an authenticated copy of the public key-agreement key of the other party.

Each enfity should independently verify that the other entity’s public key is indeed a point on the elliptic curve. See
Part 1 of]|this standard for a description of how to do this.

9.2.2 IMechanism

9.2.2.1 i : i 71 =..,N-1},
computes r,G, constructs the key token,

KTA1 = rAG
and sends it to B.

9.2.2.2 Key Token Construction (B): Entity B randomly and secretly generates rg in the range {1,...,n-1},
computes r,G, constructs the key token,

KTB1 = rBG
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and sends it to A.
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9.2.2.3 Key Construction (A): Entity A should verify that KT, is indeed a point on the elliptic curve. See Part 1 for
a description of how to do this. Entity A computes the shared key

Kag = (ra)(hKTgy) || (dal)(hPpg).

9.2.2.4
a desq

9.231
This k
a) N
b) T
c) T

NOTE
free er]
what ig

9.3
This k
9.3.1 §

Prior t
establ

—n

q
p

— fq

Each
Part 1

} Key Construction (B): Entity B should verify that KT,, is indeed a point on the elliptic curve. -See
ription of how to do this. Entity B computes the shared key

Kag = (ra1)(hKTas) || (dl)(hPa).
Properties

by agreement mechanism has the following properties:

Umber of passes: 2.

he mechanism provides mutual forward secrecy.

ne mechanism provides mutual implicit key authentication.

Concatenation of a representation of the points is not the only alternative for the construction of the key.
coding (such as ASN.1) will also work. As there are choices, the method to combine the two values becom
needed to be agreed upon by all parties. See also Annex Affor further discussion.

Key agreement of MQV type with 1 pass (KAMQV1P)
by agreement mechanism establishesa'shared secret between two entities A and B in one pass.
Betup

b the process of agreeing upon a shared secret, in addition to the common information, the following
shed:

r each entity X, a private key-agreement key d, and a public key-agreement key P,, which is an ellig
bint satisfying Pg=d,/G. See Part 1 of this standard for a description of how to generate this key pair.

r each entity;-access to an authentic copy of the public key-agreement key of the other entity.

bntity should independently verify that the other entity’s public key is indeed a point on the elliptic cy
of this standard for a description of how to do this.

Part 1 for

Any prefix
es part of

must be

tic curve

rve. See

9.3.2

Mechanism

9.3.2.1 Key token construction (A): Entity A randomly and secretly generates rin the range {1,...,n-1}, computes

rG, co

nstructs the key token,

KTA1 =rG

and sends it to B.

9.3.2.2 Key construction (A): Entity A computes the shared key

© ISO/IEC 2002 — All rights reserved
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Kag = ((r+7 (KT, )d,))(h- (Pe+7 (Py)Py)).
9.3.2.3 Key construction (B): Entity B should verify that KT,, is indeed a point on the elliptic curve. See Part 1
for a description of how to do this. Using its own private key, entity B computes the shared key from KT, as
follows:

Kag = ((dg*7 (Po)dy))(h- (KTas+7 (KT, ,)P,).

9.3.3 Properties

This keylagreement mechanism has the following properties:

a) Number of passes: 1.

b) The|mechanism provides mutual implicit key authentication.

c) The|mechanism provides forward secrecy with respect to A.

9.4 Key agreement of MQV type with 2 passes (KAMQV2P)

This key[agreement mechanism establishes a shared secret between entities A@nd B in two passes.
9.4.1 Setup

Prior to the process of agreeing upon a shared secret, in addition to the*common information, the following must be
established:

— for gach entity X, a private key-agreement key d, and a_public key-agreement key P,, which is an elliptiq curve
point satisfying P,=d,G. See Part 1 of this standard for a.description of how to generate this key pair.

— for dach entity, access to an authentic copy of the\public key-agreement key of the other party.

D

Each enfity should independently verify that the other entity’s public key is indeed a point on the elliptic curve. See

Part 1 of{this standard for a description of how to'do this.
9.4.2 Mechanism

9.4.2.1 Key token construction ‘(A): Entity A randomly and secretly generates r, in the range {1,}.,n-1},
computep r,G, constructs the key token,

KTA1 = rAG
and sends it to B.

9.4.2.2 [Key token' construction (B): Entity B randomly and secretly generates rg in the range {1,.}.,n-1},
computep r,G,\eonstructs the key token,

KTE»’1 =rsG

and sends it to A.

9.4.2.3 Key construction (A): Entity A should verify that KT, is indeed a point on the elliptic curve. See Part 1
for a description of how to do this. Entity A computes the shared key

Kag = ((ra*7 (KT, )d,))(h- (KTer+7 (KT;,)Py)).

9.4.2.4 Key construction (B): Entity B should verify that KT, is indeed a point on the elliptic curve. See Part 1
for a description of how to do this. Entity B computes the shared key
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Kag = ((rs*+7 (KT, )dp) ) (h- (KTas+7 (KT, )P,)).

9.4.3 Properties

This key agreement mechanism has the following properties:

10

In this|part of ISO/IEC 15946 secret key transport is defined as the process of transferring a secret key, c
one entity (or a trusted centre), to another entity, suitably protected by elliptic€drve cryptographic techniqu

10.1

Prior to the process of transporting a secret key, the following.common information must be established
the pafties and optionally validated (see Part 1 of this standard for a description of parameter validation):

10.2 | Key transport of EIGamal type (KTEG)
This key transport meehanism transfers a secret key K from entity A to entity B in one pass.
10.2.1] Setup

Prior {o the-process of transporting a secret key, in addition to the common information, the following
establ[shed:

Number of passes: 2.
The mechanism provides mutual implicit key authentication.

The mechanism provides mutual forward secrecy.

Key transport mechanisms

NOTE All computations in this Clause must be performed in the order given by the formulae.

Common information

—

He elliptic curve parameters with which the key pairs shall be associated, which shall be the samg
arties’ key pairs, this includes p, p™ or 2™, a déseription of F(p), F(p™) or F(2") and an indication of
bed, E, n and G;

(=S e

Q

key derivation function, kdf;
any parameters to the key derivation function, denoted by parameters,

the type of cofactor multiplication that is to be performed (if any).

hosen by
ES.

between

for both
he basis

must be

for entity B, a private key-transport key d, and a public key-transport key P,, which is an elliptic cu
satisfying P,=d,G. See Part 1 of this standard for a description of how to generate this key pair;

for entity A, access to an authentic copy of the public key-transport key of entity B;
a MAC algorithm MAC;

parameters for the key derivation function when used to produce a MAC key, MACparameters.

rve point

Entity A should verify that entity B's public key is indeed a point on the elliptic curve. See Part 1 of this standard for
a description of how to do this.

© ISO/IEC 2002 — All rights reserved
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10.2.2

Mechanism

10.2.2.1 Key token construction (A): A randomly and secretly generates an integer r in the range {1,...,n-1},
computes the curve point rG and enciphers K as,

BE=(A||K) XOR kdf(r((r)(hPg)), parameters).

Then A computes the intermediate key,

construcis the key token,

and sends it to B.

10.2.2.2
point on

private Key-transport key dg and rG to determine the curve point (dg)(hrG). B)\then calculates the pro
7((dg ) (HrG)).

B obtain

Finally Blcomputes the intermediate key,

verifies that the received value MAC(K’,BE) is the samg’as the computed value MAC(K”,BE) and that the
identificTon A is the same as what was recovered from BE. If all checks are successful, B accepts the key K

10.2.3

This key[transport mechanism has the following properties:
a) Nunber of passes: 1.
b) The|mechanism provides. implicit key authentication from B to A since only B can possibly recover the ke

c) The|mechanism providés forward secrecy with respect to A.

10.3

This key[transport mechanism transfers a secret key K from entity A to entity B in one pass.

10.3.1 $etup

K=kdf(n((ri)(hPg)) MACparameters)

KT, = BE || rG || MAC(K’,BE)

Key token deconstruction (B): Entity B should verify that the value rG obtained from KT, is ing
the elliptic curve. See Part 1 for a description of how to do this. To recovel the key K, entity B u

5 the key K by computing

A|lK = BE XOR kdf(r((dg-l)(h rG)), parameters).

K’=kdf(n((dg)(h rG)),MACparameters),

roperties

Key transport of EIGamal type with originator signature (KTEGOS)

eed a
5es its
ection

tender

y K.

Prior to the process of transporting a secret key, in addition to the common information, the following must be
established:

— for entity B, a private key-transport key d, and a public key-agreement key P,, which is an elliptic curve point
satisfying P,=d,G. See Part 1 of this standard for a description of how to generate this key pair;

— for entity A, access to an authentic copy of the public key-transport key of entity B;

— for entity A, a private signature key and public verification key corresponding to a mutually agreed upon
signature algorithm;

16
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for entity B, access to an authentic copy of the public verification key of A;

any parameters to be used in the signature transformations.

2002(E)

Entity A should verify that entity B's public key-transport key is indeed a point on the elliptic curve. See Part 1 of
this standard for a description of how to do this.

10.3

Let A's private and public signature transformations be denoted S, and V, respectively; (S, V4) could dg

signatlire system, for example one of the signature systems defined in ISO/IEC 9796, ISO/IEC 14888 or
15946:-2.
10.3.2.1 Key encipherment (A): Entity A randomly and secretly generates an integer rinthe range {1,...

the cupve point rG and enciphers the key data block AllK as

10.3

identifler B, an optional time stamp or sequence number, TVP, the curve point rG and the enciphered K
Thus,

Then A signs the key token and sends the token and the resulting' signature,

to B.

10.3

signatpre of the received key token KT,,. Then B checks the receiver identification B and optionally the TV

.2_Mechanism

BE=(AIIK) XOR kdf(r((r-])(hP,)), parameters).

.22 Key token construction (A): Entity A forms the key token, consisting of the recipient's disti

KTy =B|| TVP|| rG ||-BE

Sa(KTa1)

.23 Key token verification (B) B uses the’sender's public verification transformation V, to verify t

note any
ISO/IEC

n-1} and

hguished
lock BE.

ne digital
P. Entity

B shopld verify that the value rG obtained from KT,, is indeed a point on the elliptic curve. See Part 1 for a

description of how to do this.

10.3

Then B checks the sender identification A. If all checks are successful B accepts the key K.

10.3
This
a)
b)
c)

d)

.24 Key decipherment (B): B deciphers the block BE using its private key-transport key dg, comput

A||IK = BE XOR kdf(n((dg-)(h-rG)), parameters).

.3 Properties

kpy agreement mechanism has the following properties:

ng

Number of passes: 1.

The mechanism provides mutual implicit key authentication.
The method provides explicit key authentication from A to B.

The method provides forward secrecy with respect to A.

© ISO/IEC 2002 — All rights reserved
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11 Key Confirmation

Explicit key confirmation is the process of adding additional messages to a key establishment protocol providing
implicit key authentication so that explicit key authentication and entity authentication are provided. Explicit key
confirmation can be added to any method that does not possess it inherently (e.g., Clauses 8.2, 8.3, 8.4, 9.2, 9.3
and 10.2). Key confirmation is typically provided by exchanging a value that can (in all likelihood) only be
calculated correctly if the key establishment calculations were successful. Key confirmation from A to B is provided
by A calculating a value and sending it to B for confirmation by B of A’s correct calculation. If mutual key
confirmation is desired, then each party sends a different value to the other.

Key confirmation is often provided by immediate use of an established key, if something is wrong._theh it is
immediately detected; this is called implicit key confirmation, explicit key confirmation in this case’may be
unnecespary. If one party is not online (for example, in one-pass protocols used in store and forward (email)
scenariog) then it is simply not possible for the other party to obtain key confirmation. However, sometimes alkey is
established yet used only later (if at all) or perhaps the key establishment process may simply not know if the
resulting|key will be used immediately or not. In these cases, it is often desirable to use a mgthod of explifit key
confirmation, as it may otherwise be too late to correct an error once detected. Explicit key-confirmation cgn also
be seen|as a way of “firming up” some security properties during the key establishment process and may be
warranted if following a process of conservative protocol design.

A methodl of providing key confirmation using a MAC calculation is as follows:

Party A is the initiator, party B does normal key establishment processing and derives a (supposedly) shared|secret
MacKeynd uses it to MAC the MacData1 message.

1. Party B forms the MacData1 octet string consisting of the message identifier octet 0x022, B's identifier, A’s
idenfifier, the octet string KT, corresponding to B's key token.(or zeros if such does not exist), the octef string
KT, corresponding to A’s key token (or zeros if such does not exist), the octet string P, corresponding|to B's
public key-establishment key (or zeros if such does not exist), the octet string P, corresponding to A’s|public
key-gstablishment key (or zeros if such does not exist)-and if present optional additional TextT:

MacData1 = 0211 BII Al KT Il KT, Il P, P, [ll Text1]. Where 0x02 is the msg. number.

2. Party B calculates

MacKey, = kdf(K,,).

Party B calculates MacTag1 for MacData1 under the (supposedly) shared secret MacKey, of an appropriate
MAQ scheme specified.

3. Party B sends MacDatatyMacTag1 to party A.
4. Party A calculates
MacKey, = kdf(K,,)

and yerifies"MacTag1 on the MacData1 message.

5 A mina—thao MAC varifina o A Ihae ranniand leavy aanfivmantinn framn naehy D (fhat 1o oy A not th t
. SSLllllllu T VIO VOO S, pParty 71 Hiao rTCCCTvO U ROy~ COm i atrorT T O party— o (uat 1o, party 7t Koy S a

MacKey, equals MacKey,). If mutual key confirmation is desired, party A continues the protocol and forms the
MacData2 message. Form the octet string consisting of the message identifier octet 0x03, A’s identifier, B's
identifier, the octet string KT, corresponding to A’s key token (or zeros if such does not exist), the octet string
KT, corresponding to B's key token (or zeros if such does not exist), the octet string P, corresponding to A’s
public key-establishment key (or zeros if such does not exist), the octet string P, corresponding to B's public
key-establishment key (or zeros if such does not exist) and optional additional octet string Text2:

MacData2 = 0311 All BII KT, Il KT, 1l P, 1| P,[lIText2] Where 0x03 is the msg. number.

6. Party A calculates the tag MacTag2 on MacData2 under the (supposedly) shared secret MacKey, using an
appropriate MAC scheme.
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7. Party A sends MacData2, MacTag2 to Party B.

8. Party B uses MacKey, to verify the MAC on the MacData2 message. Assuming the MAC verifies, party B has
received key confirmation from party A (that is, party B knows that MacKey, equals MacKey,).

Other methods of key confirmation are possible. If the shared secret is to be used for data confidentiality
(encryption), one party can send the encryption of some specific plaintext known to the other party, for example, a
block of all binary zeros or all binary ones. Care should be taken that any subsequent use of the key is very
unlikely to encrypt the same plaintext as was used for key confirmation.

© ISO/IEC 2002 — All rights reserved 19
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Annex A
(informative)

Examples of key derivation functions

A1 TheI IEEE P1363 key derivation function

This clayse describes the key derivation function that is given in the IEEE P1363 standard [3].
A.1.1 Preconditions

As a precondition of the use of this key derivation function, users must agree on a common hash function| hash.
Users who use different hash functions will obtain different results. For the purposes of this standard, th¢ hash
function must be one described in ISO/IEC 10118. The shared key that is produced<will have length equal|to the
length of|the output of the hash function.
A.1.2 Input

The inpus to this key derivation function are

1. The phared secret z which is an integer, expressed as an octetstring.

NOTE The mechanisms in Clauses 8, 9 and 10 derive shared keys K, either as points on the elliptic curve o as the
concItenation of two points on an elliptic curve. In the first situation, in order to obtain a shared secret integer z for input

into the key derivation function, the function © should be applied to the point. In the second situation, the function w|should
be applied to both points to obtain two integers z, and zz>, The two integers should then be converted to octet strings and
conc

string.

tenated (or combined using any prefix-free encoding method), as were the points, to obtain the appropriate octet

2. The key derivation parameters, parameters, also expressed as an octet string.

NOTE Users must also agree on a common method of converting integers and parameters to octet strings for input
into the key derivation function.

A.1.3 Actions

If the combined length of the_shared secret z and the parameters exceeds any limitation that may exist for the
agreed hash function, hash,) then output “error” and stop.

Otherwise compute the'value K=hash(z||parameters).

A.1.4 Odtput

Output K as’the shared secret.

A.2 The ANSI X9.42 key derivation function

This clause describes a key derivation function based on the key derivation function that is given in the ANSI X9.42
standard [1].

A.2.1 Prerequisites

A hash function hash specified in ISO/IEC 10118 must be chosen. Let hashlen denote the length of the output of
the hash function chosen, and let maxhashlen denote the maximum length of the input to the hash function.
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Input

The input to the key derivation function is:

1. ZZ A bit string denoting the shared secret.

NOTE

2002(E)

The mechanisms in Clauses 8, 9 and 10 derive shared keys K, either as points on the elliptic curve or as the

concatenation of two points on an elliptic curve. In the first situation, in order to obtain a shared secret value ZZ for input

inf the key derivafion function, the funciion © should be applied 1o the point and the resulling INteger converid
In the second situation, the function © should be applied to both points to obtain two integers z1 and.z2

stifing.

inf
W6

2. ke
th

3. O
Cl

3.

3.

N(
th

A.23

egers should then be converted to bit strings and concatenated (or combined using any prefix-free encoding’m
re the points, to obtain the appropriate bit string.

ydatalen. An integer representing the length in bits of the keying data to be generatedOThis integ
hn (hashlenx(2%-1)).

herinfo: A bit string, specified in ASN.1 DER encoding, consisting of the following information as sp
ause A.2.5.

1. Key specification information consisting of :

3.1.1. AlgorithmID: a unique object identifier (OID) of the symmetric algorithm(s) with which th
data will be used.

3.1.2. Counter. a 32-bit octet string, with initial value 00000001 ,,.

.R. (Optional) PartyUinfo: A bit string containing public-information contributed by the initiator.

.B. (Optional) PartyVinfo: A bit string containing public information contributed by the responder.

shared secret symmetric key communicated’through a separate channel.
5. (Optional) SuppPubinfo: A bit string containing some additional, mutually known public informati

DTE Users must also agreeton a common method of converting integers and parameters to bit strings for
b key derivation function.

Actions

The Key derivation funetion’is computed as follows:

1. Lef o= keydatalén hashlen].

2. Init

3. Fo

Jalise Counter=00000001,,.

= Nto d,

d to a bit
The two
bthod), as

Br is less

ecified in

e keying

4. (Optional) SuppPrivinfo: A bit string containing some additional, mutually known private informgtion, e.g.

DN.

input into

3.1. Compute h = hash(ZZl|Otherinfo) where h, denotes the hash value computed using the appropriate

hash function.

3.2. Increment Counter.

3.3. Increment i.

4. Compute K = leftmost keydatalen bits of h llhll...1lA,

5. Ou

© 180/

tput K.

EC 2002 — All rights reserved
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A.2.4 Output
The keying data K as a bit string of length keydatalen bits.

Note that this key derivation function based on ASN.1 DER encoding produces keying data which is less than
hashlenx(2*—1) bits in length. It is assumed that all key derivation function calls are indeed for bit strings which are
less than hashlenx(2*-1) bits in length. Any scheme attempting to call the key derivation function using a bit string
that is greater than or equal to hashlenx(2*—1) bits shall output “invalid” and stop. Similarly, it is assumed that all
key derivation function calls do not involve hashing a bit string that is more than maxhashlen bits in length. Any
scheme aitempting-to—cal-the—key-derivationfunction-on—a—cal-nvehing-hashing—a-bit-string-thatis—greatqr than

maxhashlen bits shall output “invalid” and stop.

A.2.5 A$N.1 syntax
The input to the key derivation function is the shared secret ZZ and other information Otherlinfo.

The othér information includes the initiator's information PartyUlnfo, the responder’sninformation PartyVinfo,
suppPubinfo, and suppPrivinfo.

Otherlnfo ::= SEQUENCE {

keylnfo KeySpecificlnfo,

partyUlnfo [0] OCTET STRING OPTIONAL,
partyVinfo [1] OCTET STRING OPTIONAL,
suppPublnfo [2] OCTET STRING OPTIONAL,
suppPrivinfo [8] OCTET STRING OPTIONAL

KeySpecificlnfo ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,

counter Counter

Counter ::= INTEGER (1...32767)

The suppPublinfo and suppPrivinfo fields are optional fields used in key derivation. These fields may be used to
hold addjtional,-supplementary public and private information that is mutually known to the communicating darties,
but that is not specific to either party.

The contents—of euanuhlnfn and cuanrn/Infn are defined h\l the l(n\l mnnagnmnnf prr\fr\r\nl The def n|t|on

syntax, and encoding rules of the suppPublinfo and suppPr/vInfo flelds are the responsibility of the key
management protocol and are beyond the scope of this standard.

All inputs to the key derivation hash function shall be an integral number of octets in length. suppPrivinfo may
include ZZ.

A.3 The ANSI X9.63 key derivation function

This clause describes a key derivation function based on the key derivation function that is given in the ANSI X9.63
standard [2].
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