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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are

member

s of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,
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cedures used to develop this document and those intended for its further maintenangé are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordance with the
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying d@ny“or all such patent
etails of any patent rights identified during the development of the. decument will be in the
tion and/or on the ISO list of patent declarations received (see wwwriso.org/patents).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

pxplanation on the meaning of ISO specific terms and expressions related to conformit]
ent, as well as information about ISO’s adherence.t¢-'the WTO principles in the Technicg
to Trade (TBT), see the following URL: Foreword — Supplementary information.

—_—

mittee responsible for this document is ISO/IEC’]JTC 1, Information technology, Subcommittee
curity techniques.

ird edition cancels and replaces,he second edition (ISO/IEC 15946-1:2008 with
15946-1/Cor 1:2009), which has been-technically revised.

~

15946 consists of the following parts, under the general title Information technology — Securit
es — Cryptographic techniques based on elliptic curves:

1: General

5: Elliptic curve generation
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Introduction

Cryptosystems based on elliptic curves defined over finite fields provide an interesting alternative to
the RSA cryptosystem and to finite field discrete log based cryptosystems. The concept of an elliptic
curve based public-key cryptosystem is simple.

“«w,n

— Every elliptic curve over a finite field is endowed with an addition operation “+” under which it
forms a finite abelian group.

- The group law on elliptic CUrves extends in a natural way to a - diSCrete exponentiation. on jhe point
group of the elliptic curve.

-+ Based on the discrete exponentiation on an elliptic curve, one can easily derivelelliptic curve
analogues of the well-known public-key schemes of the Diffie-Hellman and ElGamal type.

The security of such a public-key cryptosystem depends on the difficulty ef-determining |discrete
lpgarithms in the group of points of an elliptic curve. This problem is, with current knowledge, much
Harder for a given parameter size than the factorisation of integers or the computation of |discrete
lpgarithms in a finite field. Indeed, since Miller and Koblitz independentl{zsuggested the use dof elliptic
durves for public-key cryptographic systems in 1985, the elliptic curve\discrete logarithm prolplem has
dnly been shown to be solvable in certain specific, and easily recognisable, cases. There has|been no
sjubstantial progress in finding a method for solving the ellipticicurve discrete logarithm prgblem on
rbitrary elliptic curves. Thus, it is possible for elliptic curve based public-key systems to use much
shorter parameters than the RSA system or the classical disctete logarithm based systems that make
se of the multiplicative group of some finite field. This Vields significantly shorter digital signatures
nd system parameters and the integers to be handled by a cryptosystem are much smaller.

o |

his part of ISO/IEC 15946 describes the mrathematical background and general te¢hniques
ecessary for implementing the elliptic curve gryptography mechanisms defined in ISO/IEC 15946-5,
50/1EC 9796-3, ISO/IEC 11770-3, ISO/IEC 14888-3, ISO/IEC 18033-2 and other ISO/IEC standafds.

— 0

p—

[ is the purpose of this part of ISO/IEC(15946 to meet the increasing interest in elliptic curye based
ublic-key technology and to describe/the components that are necessary to implement securg elliptic
urve cryptosystems such as key-exchange, key-transport and digital signatures.

Q-

The International Organization for Standardization (ISO) and the International Electrotechnical
(Jommission (IEC) draw attention to the fact that it is claimed that compliance with this| part of
IFO/IEC 15946 may involve-the use of patents.

The ISO and IEC takene position concerning the evidence, validity and scope of these patent rights.

The holders of/these patent rights have assured the ISO and IEC that they are willing to negotiate
licenses under-réasonable and non-discriminatory terms and conditions with applicants thrjoughout
the world-An'this respect, the statements of the holders of these patent rights are registered with ISO
and [EC.Information may be obtained from:

Certicom Corp. Address: 4701 Tahoe Blvd., Building A, Mississauga, ON L4WO0B5, Canada

Matsushita Electric Industrial Co., Ltd. Address: 1006, Kadoma, Kadoma City, Osaka, 571-8501, Japan

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights other than those identified above. ISO and/or IEC shall not be held responsible for
identifying any or all such patent rights.

[SO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents
relevant to their standards. Users are encouraged to consult the databases for the most up to date
information concerning patents.
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Information technology — Security techniques —
Cryptographic techniques based on elliptic curves —

Part 1:

Scope
his part of ISO/IEC 15946 describes the mathematical background and|)general tec

ecessary for implementing the elliptic curve cryptography mechanisms defined in [SO/IEC
IFO/IEC 9796-3, ISO/IEC 11770-3, ISO/IEC 14888-3, ISO/IEC 18033-2 and otherISO/IEC standa

ample, it does not specify the basis representation to be used when the elliptic curve is
ver a finite field of characteristic two. Thus, interoperability of praducts complying with thi
IBO/IEC 15946 will not be guaranteed.

Normative references

he following referenced documents, in whole or in part, are normatively referenced in this d

yUndated references, the latest edition of the referenced document (including any amendments)

p—

50/1EC 15946-5, Information technology —>Security techniques — Cryptographic techniques |
Iliptic curves — Part 5: Elliptic curve genexation

Q

Terms and definitions

L)

vl

or the purposes of this document, the following terms and definitions apply.

31
belian group
roup (S, ) such that'ab = b+a for every aand b in S

2
bic curve

hniques
15946-5,
rds.

his part of ISO/IEC 15946 does not specify the implementation ofsthe techniques it defines. For

defined
5 part of

bcument

nd are indispensable for its application. For datéd references, only the edition cited applies. For

applies.

based on

set of solutions, made up of pairs of elements of a specified field known as points, to a cubic eqiation of

special form

3

elliptic curve
cubic curve E without a singular point

Note 1 to entry: The set of points E together with an appropriately defined operation (see 6.2) forms an abelian

group. The field that includes all coefficients of the equation describing E is called the definition field of
part of ISO/IEC 15946, only finite fields F are dealt with as the definition field. When it is necessary to
the definition field F of E explicitly, the curve is denoted as E/F.

Note 2 to entry: The form of a cubic curve equation used to define an elliptic curve varies depending on
The general form of an appropriate cubic equation for all possible finite fields is defined in 6.1.

Note 3 to entry: A definition of a cubic curve is given in Reference [15].

© ISO/IEC 2016 - All rights reserved
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3.4
field

set of elements S and a pair of operations (+,+) defined on S such that: (i) ax(b + c¢) = ab + axc for every q,
b and cin S, (ii) S together with + forms an abelian group (with identity element 0), and (iii) S excluding

0 togeth
3.5

er with « forms an abelian group

finite field
field containing a finite number of elements

Note 1 to|
This field

3.6

group
set of elq

a, b and
for ever

3.7

cryptog
map sat

Note 1 to
3.8

singula
point at
4 Syn
B
d

E

E(F(q))
#E(F(q))
E[n]

€n

entry: For any positive integer m and a prime p, there exists a finite field containing exactly pm elements.
is unique up to isomorphism and is denoted by F(p™), where p is called the characteristic of F(pm):

ments S and an operation = defined on the set of elements such that (i) ax(bxc) = (qsh)c for ever
c in S, (ii) there exists an identity element e in S such that axe = exa = a for everya in S, and (ii
 a in S there exists an inverse element a-1 in S such thataxa-1=ala=e

— <

raphic bilinear map
sfying the non-degeneracy, bilinearity, and computability conditiens

entry: Definitions of non-degeneracy, bilinearity and computability are provided in 6.4.

' point
which a given mathematical object is not defined

nbols

smallest integer such that n divides @B-1
private key of a user (d is a randem integer in the set [2, n-2])

elliptic curve, given by an.equation of the form Y2 = X3 + aX + b over the field F(pm) for P > 1
by an equation of the fexin Y2 + XY = X3 + aX2 + b over the field F(2m), or by an equation of t
form Y2 = X3 + aX2 + over the field F(3m), together with an extra point O referred to as t
point at infinity; the-curve is denoted by E/F(p™), E/F(2M), or E/F(3m), respectively

-

set of F(q)-valded points of E together with Of
order (of«ardinality) of E(F(q))
n-torsion group of E, thatis {Q € E' | nQ = Og}

cryptographic bilinear map

|F|
F(q)
F(g@)*

<G>

number of elements in F

finite field consisting of exactly q elements; this includes the cases of F(p), F(2™), and F(p™)
Fi@)\{0F}

base point on E with prime order n

group generated by G with prime cardinality n

cofactor of E(F(q))

© ISO/IEC 2016 - All rights reserved
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kQ kth multiple of some point Q of E, i.e. kQ = Q + ...+ Q (k summands) if k > 0, kQ = (-k)(-Q), if
k<0,and kQ=0fifk=0

Un cyclic group of order n comprised of the nth roots of unity in the algebraic closure of F(q)

n prime divisor of #E(F(q))

Og elliptic curve point at infinity

prime number

H public key of a user (P is an elliptic curve point in <G>)

q prime power p™ for some prime p and some integer m 2 1
4 point on E with coordinates (xg, y¢)

31+0Q>2 elliptic curve sum of two points Q1 and Q>

() x-coordinate of Q # Og

o y-coordinate of Q # Of

[, k] set of integers from 0 to k inclusive

dr identity element of F(q) for addition

1F identity element of F(q) for multiplication

3 Conventions for fields

3.1 Finite prime fields F(p)

Hor any prime p, there exists a finite field consisting of exactly p elements. This field is yiniquely
determined up to isomorphism and in this part of ISO/IEC 15946 it is referred to as the finife prime
fleld F(p).

The elements of a finite/ptime field F(p) may be identified with the set [0, p - 1] of all non-hegative
iptegers less than p. F(p) is endowed with two operations called addition and multiplication such that
he following conditiens hold:

—

“«,n

— F(p) is an abelian group with respect to the addition operation “+”.

v w]

or a, b € E(p) the sum a + b is given as a + b: = r, where r € F(p) is the remainder obtained wWhen the
hteger.sum a + b is divided by p.

—

»

- _“F(p)\{0} denoted as F(p)*is an abelian group with respect to the multiplication operation ‘|x”".

For a, b € F(p) the producta x b is given as a x b: = r, where r € F(p) is the remainder obtained when the
integer product a x b is divided by p. When it does not cause confusion, x is omitted and the notation ab
is used or the notation a-b is used.

5.2 Finite fields F(pm)

For any positive integer m and prime p, there exists a finite field of exactly pm elements. This field is
unique up to isomorphism and in this part of ISO/IEC 15946 it is referred to as the finite field F(pm).

NOTE1  F(pm)is the general definition including F(p) for m =1 and F(2m) for p = 2.

© ISO/IEC 2016 - All rights reserved 3
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NOTE 2  If p = 2, then field elements may be identified with bit strings of length m and the sum of two field
elements is the bit-wise XOR of the two bit strings.

The finite field F(p™) may be identified with the set of p-ary strings of length m in the following way.
Every finite field F(p™) contains at least one basis {{1, &, ..., &n} over F(p) such that every element a
€ F(p™) has a unique representation of the form a = a1é1 + a2& + ... + apéy , with a; € F(p) fori =1,
2,~+, m. The element a can then be identified with the p-ary string (a1, az,, am). The choice of basis is
beyond the scope of this part of ISO/IEC 15946. F(p™) is endowed with two operations called addition
and multiplication such that the following conditions hold:

— F(pf)is an abelian group with respect to the addition operation "+ .

For a = (a 1, az,, am) and S = (b1, by, ", by), the sum a + B is given by a + 5: =y = (c1, ¢2,", cm),'Where
cj = a; + p;is the sum in F(p). The identity element for addition is O = (O, ..., 0).

— F(p1)\{0}, denoted by F(p™)*, is an abelian group with respect to the multiplication operation “x”.

Fora=(q1,az,,am)and f= (b1, b, by) the product a x fis given by a p-ary string a x f:=y = (c1, c2,", cm),
where ¢} = Y1 < jk < m aj bdjjk for & = dyjké1+ d2jk &2 + ... + dmjkém (1 < j, k £(m). When it does ndt
cause cdnfusion, x is omitted and the notation ab is used. The basis can be chosen’in such a way that thie
identity|element for multiplication is 1= (1, 0, ..., 0).

NOTE 3 | The choice of basis is described in Reference [4].
6 Conventions for elliptic curves
6.1 Definitions of elliptic curves

6.1.1 Elliptic curves over F(pm)

Let F(p™) be a finite field with a prime P > 3 and a'positive integer m. In this part of ISO/IEC 15946, it i
assumedl that E is described by a “short (affine)*Weierstrass equation”, that is an equation of type

[72)

Y2=[3+aX+b  witha, b€ F(pm)

such that 4a3 + 27b2 # Op holds in E(pt).
NOTE The above curve with.4a3'+ 27b2 = Or is called a singular curve, which is not an elliptic curve.

The set ¢f F(p™)-valued points of E is given by Formula (1):

E(F(pm) ={Q = (xg.y0) € F(p™) x F(pm)|yq? = x @3 + ax g + b} U {Og} Q)

where O is an«extra point referred to as the point at infinity of E.

6.1.2 Elliptic curves over F(2m)

Let F(2m), for some m = 1, be a finite field. In this part of ISO/IEC 15946, it is assumed that E is described
by an equation of the type

Y2+ XY=X3+aX2+b with a, b € F(2m)

such that b # O holds in F(2m).
For cryptographic use, m shall be a prime to prevent certain kinds of attacks on the cryptosystem.

NOTE The above curve with b = O is called a singular curve, which is not an elliptic curve.

4 © ISO/IEC 2016 - All rights reserved
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The set of F(2m)-valued points of E is given by Formula (2):
E(F(2m) ={Q = (xq,yq) € F(2m) x F(2m)|yq2 + xqyq = X @3 + ax g% + b} U {Og}
where O is an extra point referred to as the point at infinity of E.

6.1.3 Elliptic curves over F(3m)

Let F(3™) be a finite field with a positive integer m. In this part of ISO/IEC 15946, it is assumed

(2)

that E'is

escribed by an equation of the type

Y2=X3+aX2+b with a, b € F(3m)

sjuch that a, b # Op holds in F(3m).

NOTE The above curve with a or b = Oris called a singular curve, which is not an elliptic curve.
The set of F(3mM)-valued points of E is given by Formula (3):

E(F(3m) ={Q = (xq.yq) € F(3™) x F(3M)|yg? = x@3 + axq? + b} U {O&}

<

here O is an extra point referred to as the point at infinity of E.

o

.2 Group law on elliptic curves

lliptic curves are endowed with the addition operation +: E x E — E, defining for each pair
f points on E a third point Q1 + Q2. With respectto this addition, E is an abelian group with
lement Of. The kth multiple of Q is given as kQ, Where kQ = Q + ...+ Q (k summands) if k > 0, A
-Q) if k< 0, and kQ = Of if k = 0. The smallestpositive k with kQ = Ok is called the order of Q.

=Z 0O O M

OTE Formulae of the group law and @.ave given in B.3, B.4, and B.5.

6.3 Generation of elliptic curyves

Ih order to use an elliptic curve for a cryptosystem, it is necessary to generate an appropriat
durve. ISO/IEC 15946-5 shallbe referred to for methods of generation of elliptic curves.

6.4 Cryptographicbilinear map

A cryptographicbilinear map ey, is used in some cryptographic applications such as signature
dr key agreement schemes. A cryptographic bilinear map ey, is realized by restricting the doma
Weil or Tate\pairings as follows.

eni<G1> x <G2> = Up

3)

(Q1, Q2)
identity

Q= (-k)

e elliptic

schemes
in of the

VIiere the cryptograpnic bilinear map €, satisiies the 101lowWing properties:

— bilinearity: e, (aG1, bG2) = e(G1, G2)P (Va,b € [0, n-1]);

— non-degeneracy: e,(G1, G2) # 1;

— computability: There exists an efficient algorithm to compute ej,.

NOTE1 Therelation between the cryptographic bilinear map and the Weil or Tate pairing is given in
NOTE 2  Formulae for the Weil and Tate pairings are given in C.6.

NOTE 3  There are two types of pairings:

© ISO/IEC 2016 - All rights reserved
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— thecase G1 = Gy;

—  thecase G1 # G3.

7 Conversion functions

7.1 Octet string/bit string conversion: 0S2BSP and BS20SP

Primitives OS2BSP and BS20SP to convert between octet strings and bit strings are defined as follows:

— The
bit g
sec(
the

— The
unig

7.2 Bi
Primitiv
— The
If x
— The
bit g
errd

The leng
[logz(m

NOTE

7.3 O
Primitiv
— The

— The
octe

function OS2BSP(x) takes as input an octet string x, interprets it as a bit string y and outputs.t
tring y. Set the first bit of the bit string to the most significant (leftmost) bit of the first octet, t
nd bit to the next most significant bit of the first octet, continue in the same way, and/finally sq
ast bit to the least significant (rightmost) bit of the last octet.

(s

function BS20SP(y) takes as input a bit string y, whose length is a multiple of 8;and outputs thie
Jue octet string x such that y = 0S2BSP(x).

t string/integer conversion: BS2IP and 12BSP

es BS2IP and I2BSP to convert between bit strings and integers aredefined as follows:
function BS2IP(x) maps a bit string x to an integer value x’, ds follows:

= (X]-1, - - -, X0), Wwhere X, . . ., xj-1 are bits, then the value x€is defined as x' = Yo < i< xi= ‘1’ 2.

function [2BSP(m, [ ) takes as input two non-negative integers, m and [, and outputs the unique
tring x of length [, such that BS2IP(x) = m, if such:anx exists. Otherwise, the function outputs ah
r message.

bth in bits of a non-negative integer m is-the number of bits in its binary representation, i.¢.
+ 1)]. As a notational convenience, Oct(#)is defined as Oct(m) = [2BSP(m, 8).

[2BSP(m, I) fails if, and only if, the lenigth of m in bits is greater than L.

‘tet string/string conversion: OS2IP and 120SP
es OS2IP and 120SP to donvVert between octet strings and integers are defined as follows:
function OS2IP(x) takes as input an octet string x, and outputs the integer BS2IP[0S2BSP(x)].

function [20SP(im, 1) takes as input two non-negative integers, m and /, and outputs the uniqule
t string x of fength I in octets, such that OS2IP(x) = m, if such an x exists. Otherwise, the functiop

out

The length infpctets of a non-negative integer m is the number of digits in its representation base 256,
i.e. [logase{m + 1)].

uts an error message.

NOTE 1

NOTE 2

[20SP(m, ) fails if, and only if, the length of m in octets is greater than I

An octet x is often written in its hexadecimal format of length 2; when OS2IP(x) < 16, “0”, representing

the bit string 0000, is prepended. For example, an integer 15 is written as Of in its hexadecimal format.

NOTE 3

The length in octets of a non-negative integer m is denoted by L(m).

© ISO/IEC 2016 - All rights reserved
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7.4 Finite field element/integer conversion: FE2IPr
The primitive FE2IPF to convert elements of F to integer values is defined as follows:
— The function FE2IPF maps an element a € F to an integer value a’, as follows:

If an element a of Fis identified with an m-tuple (a1, ..., am), where the cardinality of Fis g = pm and
a; € [0, p - 1] for 1 <i < m, then the value a’ is definedasa’'=Y1<j<ma;p' - L

7.5 QOctet string/finite field element conversion: OS2FEPr and FE20SPg

law]

rimitives OS2FEPF and FE20SPF to convert between octet strings and elements of an explicitly given
nite field F are defined as follows:

—

— The function FE20SPr (a) takes as input an element a of the field F and outputs the octg¢t string
120SP(a’, 1), where a’ = FE2IPF (a) and I = L(|F|-1). Thus, the output of FE20SPg\(a) is always|an octet
string of length exactly [logzs6|F]]-

NOTE1 L(x) represents the length in octets of integer x or octet string x (non-negative integer).

—  The function OS2FEPFr (x) takes as input an octet string x, and_dutputs the (unique) field|element
a € F, such that FE20SPr (a) = x, if such an a exists, and otherwisefails.

NOTE 2  OS2FEPf (x) fails if and only if either x does not have length-exactly [log2s6|F|], or OS2IP(x) = ||F|.

~1

.6 Elliptic curve point/octet string conversion: EC2ZOSPg and OS2ECPg

.6.1 Compressed elliptic curve points

et E be an elliptic curve over an explicitly given finite field F, where F has characteristic p] A point
# Of can be represented in either compreséed, uncompressed, or hybrid form. If P = (x| y), then
, ) is the uncompressed form of P. The.compressed form of P is the pair (x, ), where y € {0, [l} and is
etermined as follows:

Q. Ny —

+ ifp#2andy=0Fftheny=0;

+ ifp#2andy # 0f theng'= [(y'/pf) mod p] mod 2, where y' = FE2IPr(y), and where fis the largest
non-negative integer, Such that p/|y’;

NOTE1 Ifp#2dndy=(y1,...ym)# O thisis equivalent to letting j be the smallest index with }; # 0 and
defining y = y; mod 2.

+ ifp=2and%x =0f theny=0;

+ ifp=24andx# 0f, theny = [z'/2f] mod 2, where z = y/x, where z' = FE2IPF(z), and where fis thg largest
non-hegative integer such that 2f divides FE2IPr(1F).

NOTE 2  Ifp=2andx#0, thisis equivalent to letting y/x = (z1, . . ., zm) and defining y = z7.

The hybrid form of P = (x, y) is the triple (x, J, y), where y is as in the previous paragraph.

7.6.2 Point decompression algorithms

There exist efficient procedures for point decompression, i.e. computing y from (x, ). These are briefly
described here.

— Ifp #2,thenlet (x, ) be the compressed form of (x, y) where the point (x, y) satisfies the Weierstrass
equation y2 = f (x) defined in 6.1.1 or 6.1.3. If f (x) = Of, then there is only one possible choice for y,
namely, y = Or. Otherwise, if f (x) # Of, then there are two possible choices of y, which differ only in
sign, and the correct choice is determined by y. There are well-known algorithms for computing
square roots in finite fields, and so the two choices of y are easily computed.

© ISO/IEC 2016 - All rights reserved 7
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— If p =2, then let (x, y) be the compressed form of (x, y) where the point (x, y) satisfies the equation
y2 + xy = x3 + ax? + b. If x = Of, then the equation is y2 = b, from which y is uniquely determined
and easily computed. Otherwise, if x # Of, then setting z = y/x, the equation is z2 + z = g(x), where
g(x) = x + a + bx 2. The value of y is uniquely determined by, and easily computed from, the values z
and x, and so it suffices to compute z. To compute z, observe that for a fixed x, if z is one solution to
the equation z2 + z = g(x), then there is exactly one other solution, namely z + 1f. It is easy to compute
these two candidate values of z, and the correct choice of z is easily seen to be determined by j.

7.6.3 Conversion functions

Let E belan elliptic curve over an explicitly given finite field F.

[72)

Primitives EC20SPg and OS2ECPg for converting between points on an elliptic curve E and octet string
are defined as follows:

— Thel|function EC20SPEg (P, fmt) takes as input a point P on E and a format specifier fit; which is onje
of the symbolic values compressed, uncompressed, or hybrid. The outputisah-octet string, EP,
confputed as follows:

— |if P= Og, then EP = Oct(0);

— [if P = (x,y) # Og, with compressed form (x, ), then EP = H||X||Y, where

— His asingle octet of the form Oct[4U + C(2 + J)], where

— U=1iffmtis either uncompressed or hybrid, and otherwise, U =0,
— C=1iffmtis either compressed or hybrid, ahd otherwise, C = 0;

— Xis the octet string FE20SPr (x);

— Yisthe octet string FE20SPr () if fmtiisééither uncompressed or hybrid, and otherwise
Yis the null octet string.

D

— The|function OS2ECPEg (EP) takes as input-an octet string EP. If there exists a point P on the cury
E and a format specifier fmt, such/that EC20SPg (P, fmt) = EP, then the function outputs P (i
uncpmpressed form), and otherwise, the function fails. Note that the point P, if it exists, is uniquely
defiped, and so the function OS2ZEE€PE(EP) is well defined.

=

NOTE If the format specifier fmt is uncompressed, then both x and y are used; and the value j need not be
computefl.

7.7 Integer/ellipticcurve conversion: I2ECP

[72)

Let E be|an elliptic eurve over an explicitly given finite field F. Primitive I2ECP to convert from integer
to elliptic curve'points is defined as follows:

a) The|funetion I2ZECP(x) takes as input an integer x.

b) Convertthe integer x to an octet string X = [2Z0SP[x, L{[F]-1]].

c) If there exists a point P on the curve E such that EC20SPg(P, compressed) = 03||X, then the
function outputs P, and otherwise, the function fails.

NOTE1 The output of point P, if it exists, is uniquely defined.

NOTE 2  The function [2ECP will fail on input x if there does not exist a point P on the curve E such that EC20SPg
(P, compressed) = 03]|X.

NOTE 3  The range of the I2ECP is approximately half of E(F). That is, the I2ZECP always outputs elliptic curve

points P = (x, y) with compressed form (x, 1). It will not output either the point at infinity or an elliptic curve point
P = (x,y) with compressed form (x, 0).

8 © ISO/IEC 2016 - All rights reserved
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curve points. The function I2ECP is used as a component together with OS2IP or a hash function.

8 Elliptic curve domain parameters and public key

8.1 Elliptic curve domain parameters over F(q)

Some applications based on elliptic curves may need a function which maps octet strings to elliptic

Elliptic curve parameters over F(q) [including the special cases F(p) and F(2™M)] shall consist of the

f

ollowing:
(=]

|

b

g

Fm > 1, there should be an agreement on the choice of the basis between the communicating p

OTE The computation of #E(F(g)) is described in Reference [4].

.2 Elliptic curve key géneration

iven a valid set of elliptic curve domain parameters, a private key and corresponding public
e generated as follows:

the field size g = pm which defines the underlying finite field F(q), where p shall be.a prime
and an indication of the basis used to represent the elements of the field in casemni > 1;

if g = pm with P > 3, two field elements a and b in F(q) which define the equatien of the ellipf

E:y2=x3+ax+b;

if g = 2m, two field elements a and b in F(2™M) which define the equation of the elliptic curve|

E:y?2+xy=x3+ax2+b;

if g = 3m, two field elements a and b in F(3™) which défine the equation of the elliptic curve

E:y2=x3+ax2 +b;

two field elements x; and yg in F(q) which.define a point G = (xg, y) of prime order on E;
the order n of the point G;

the cofactor h = #E(F(q))/n (whenrequired by the underlying scheme).

Select a raitdom or pseudorandom integer d in the set [2, n-2]. The integer d shall be protec
unautherised disclosure and be unpredictable.

Compute the point P = (xp, yp) = dG.
The key pair is (P, d), where P will be used as the public key and d is the private key.

arties.

number,

ic curve

key may

fed from

In some applications, the public key may be eG, where de = 1 mod n.
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A.4 Characteristic of a finite field F(p™)

The cha
element
F(pm)is

A.5 In

Let a be
is called

NOTE
algorithn

bneral

presents the information on finite fields that is necessary for the elliptic curve based public
mes.

t strings

f a bit string x is the number I of bits in the string x. Given a non;negative integer n, {0, 1
the set of bit strings of length n. {0, 1}* = U, » ¢ {0, 1}? denotes the-set of bit strings, includin
string (whose length is 0).

ither zero “0” or one “1”. A bit string x is a finite sequence (x-1, . . ., xg)ofbits xq, . . ., Xj-1. TI;E
n

Ctet strings

[

is a bit string of length 8. An octet string is a finite,sequence of octets. The length of an octd
the number of octets in the string. {0, 1}8* denotes the set of octet strings, including the nu
Vhose length is 0). An octet is often written in its hexadecimal format, using the range betwee
F.

> —

Facteristic of a field is the smallest positive integer ¢ such that c additions of 1 give the zer
If no such c exists, the charactéristic is 0. For any prime p, the characteristic of the fiel

D-

[oFNe)

verting elements of a finite field F(p™m)

an element of F(p™). Then there exists a unique element b € F(p™) such thata'b =b-a=1p and p
the multiplicative inverse of a, denoted by a-1. If a = y i, then a-1 can be computed as a-1 = y ¢-1{.,

If m = 1yo51 is given as x in the equation ax + py = 1, which can be solved using the extended Euclidean

—

A.6 Squaresandnon-squaresinafinitefield F(pm} =0 20z |

An elem

ent a € F(pm) is called a square in F(pm), if there exists an element b € F(p™m), such that a = b2.

Whether or not a € F(p™M) is a square can be determined by making use of Formula (A.1):

aisasquarein F(pm) & al@/2 = 1p (A1)

10
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A.7 Finding square-roots in F(p™m)

There are various methods for finding square roots in F(p™). That is, given a € F(p™), where a is a
square, find b € F(pm), such that a = b2.

NOTE If ¢ = 3 (mod 4), then the square-root can be computed as b = a(@ + 1)/4. The other cases are described
in References [4] and [5].

© ISO/IEC 2016 - All rights reserved 11
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Annex B
(informative)

Background information on elliptic curves

B.1 General

Annex B presents the information on elliptic curves that is necessary for the elliptic curve based public
key schgmes.

B.2 Properties of elliptic curves

“«,n,

An elliptic curve E over F(q) is endowed with a binary operation “+”: E x E — & assigning to any tw
points (1, Q2 on E a third point Q1 + Q2 on E. The elliptic curve E is an abelian-group with respect to “+{.

=)

The number of points of E (including Og) is called the order (or cardinality) of E and is denoted bjy
#E(F(q)]- The order satisfies the following theorem of Hasse:

q+1-2Vq<#E(F(q) <q+1+2Vq
The intdgger t defined by t = q +1 — #E(F(q)) is called the trace. Hasse’s theorem gives a bound on thie

trace. B.p gives sufficient conditions that for a given t in [—2\/q, 2\/q], there is an elliptic curve E over F({)
with trafe t.

Anomalous and supersingular curves

D

An elliptic curve E defined over F(q) with trace't divisible by p is called supersingular. An elliptic cury
E definefd over F(q) with #E(F(q)) = q is calléd'anomalous. Supersingular curves are subject to the Frey
Riick[Z] and Menezes-Okamoto-Vanstorie[t0] algorithms. Cryptsystems using anomalous curves are
vulnerable to attacks using the Araki-Satoh[12], Semaev[13] and Smart[14] algorithms.

B.3 Group law for elliptic-curves E over F(q) with P > 3

B.3.1 QOverview of coordinates

An elliptic curve is generally defined in terms of affine coordinates. Therefore, the base point or a usg
public kpy is given in affine coordinates. The major drawback of affine coordinates is that they mak
heavy upe of divisions in F(q) for both addition and doubling. In most implementations of finite fiel
arithmefic, field division is a very “expensive” operation and in such situations it can be prudent
avoid diyvisions as much as possible. This can be achieved by using other coordinates for the ellipt
G“‘-“;‘i'i“v‘ seobtat,—andmodifiedJacobian—coordinrates—- v
systems given for an elliptic curve are compatible.

D 6 O = 0
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B.3.2 Group law in affine coordinates

Let F(q) be a finite field with P > 3. Let E be an elliptic curve over F(q) given by the “short Weierstrass
equation”:

(Aff) y2=x3+ax+b with a, b € F(q)

where the inequality 4a3 + 27b2 # Or holds in F(q).

OTE Mora pv«anioaly (A FF) iccallad tha A ffina Waiarctrace aqiia tion
s VrOF FeerSerrr S eare et e e v v-eterstt +0-H-

Ih affine coordinates, the group law on an elliptic curve given by (Aff) reads as follows:

“,n,

- the point at infinity is the identity element Og with respect to “+”;

—+ let R=(x,y) be a point on E, such that R # Og, then -R = (x, -));

—+ let R1 = (x1,y1) and Ry = (x2,y2) be two distinct points on E, such that Ry #£ R, and R1, R ¥ Og; the
sum is the point R3 = (x3,y3) where:

X3=r2-Xx1-Xx3;
y3=rx1-x3)-yi
withr=(y2 -y1) / (x2 = x1);
—+ letR=(x,y) be apointon E, such that R # Og and y #0F; its doubling is the point 2R = (x3, y3), where:
X3 =r2-2x;
y3=rx-x3)-y;

with r=(3x2 +a) / (2y).

In the case of R = (x, OF), its doubling'is 2R = Of.

B.3.3 Group law in projective/coordinates

=z

OTE1 Using projective ceordinates will result in more multiplications during the calculation of the group
ws but no inversions have-te-be computed.[6]

—

OTE2  When using elliptic curves for cryptosystems, usually a transformation into affine coordinafes has to
e done at the end ofi\the scalar multiplication. When converting projective into affine coordinates, 1 djivision is
ecessary.

=il oxllyd

he two-dimensional projective space over F(q), IIproj(F(q)), is given by equivalence classes of triplets
X, Y, Z) &€F(q) x F(q) x F(q) \ {(OF, O, 0F)}, where two triplets (X, Y, Z), (X', Y’, Z) € F(q) x F(q)|* F(q) \
[0, 05,0F)} are said to be equivalent, if there exists A € F(g)* such that (X', Y’, Z") = (AX, AY, AZ). The
rojéctive analogue of the short affine Weierstrass equation (Aff) is defined over ITyroj(F(gq)) apd given
ythe homogeneous cubic formula

o nis o WataYrami o |

(Proj) Y2Z=X3+aXZ2+ bZ3 with a, b € F(q).

NOTE 3 Thesetofall triplets equivalent to (X, Y, Z) is denoted by (X, Y, Z)/~.

The elliptic curve given in projective coordinates consists of all points R = (X, Y, Z) of F(q) x F(q) x F(q)
\ {(Of, Of, 0F)}, such that the triple (X, Y, Z) is a solution of the equation (Proj), where by an abuse of
notation (X, Y, Z) is identified with the equivalence class (X, Y, Z)/~ containing (X, Y, Z). There is a

© ISO/IEC 2016 - All rights reserved 13


https://standardsiso.com/api/?name=cba74d869cc66dc234f00a7ecc81b4b4

ISO/IEC 15946-1:2016(E)

relation between the points Q of E when the curve is given in affine coordinates and the points R in
projective coordinates. Indeed, the following conditions hold:

— if Q = (Xp, Yp) is an affine point of E, then R = (X, Yy, 1F) is the corresponding point in projective
coordinates;

— ifR=(X, Y, Z) (with Z # Op) is a solution of (Proj), then Q = (X/Z, Y/Z) is the corresponding affine
point of E;

— there is only one solution of (Proj) with Z = 0, namely the point (Of, 1 , O); this point corresponds

to O

In proje¢tive coordinates, the group law on an elliptic curve given by (Proj) reads as follows.

— The|point (0f, 1F, OF) is the identity element O with respect to “+”".

— LetR=(XY,Z) # (O, 1, Of) be a point on E given in projective coordinates; then -R=1X, -Y, Z).

— Let|R1 = (X1, Y1, Z1) and Ry = (X2, Y2, Z2) be two distinct points on E, such that R1 # Ry and
R1, R2 # (0F, 1F, OF) and denote the sum by R3 = (X3, Y3, Z3). The coordinatés X3, Y3 and Z3 can be
computed using the following formulae:

X3 9 -su;
Y34t (u+s2X1Z3) - s3Y1Zy;
VAR REAVAR

with s = X271 - X123, t = Y2Z1 - Y1Z2, and u = s2 (X1Z2 + X94Y) - t2717>.

— LetR=(XY,2)#(0F, 15, 0p) beapoint on E'and denote‘its doubling by 2R = (X3, Y3, Z3). The coordinates
X3, Y3 and Z3 can be computed using the followingformulae:
X3 9 -su;
Y35t (u+s2X) - s3Y;
Z3 =|s3Z;
with t =3X2 + aZ2,s = 2YZ andr=2s2X - t2Z.

B.3.4 Group law in Jacobian coordinates

NOTE 1 | UsingJacobiaf coordinates will result in more multiplications during the calculation but no inversions

have to ble computed,[6]

The twq-dimensienal space over F(q), ITjac(F(q)), is given by equivalence classes of triplets (X, Y, 4)

€ F(q) xF(q) *#(q) \ {(Or, O, 0F)}, where two triplets (X, Y, Z), (X', YV, Z') € F(q) x F(q) x F(q) \ {(OF, OF, Or]}

are said fo-be-equivalent if there exists A € F(q)*, such that (X, Y’, Z’) = (A2X, A3Y, AZ). The Jacobian analog

of the shlertaffine Weie asseguation [Aff) is defi [ gP-and-given by the cubic formuls
(Jac) Y2=X3+aXZ4+ bZ6 with a, b € F(q).

NOTE 2  The set of all triplets equivalent to (X, Y, Z) is denoted by (X, Y, Z)/~.

The elliptic curve given in Jacobian coordinates consists of all points R = (X, Y, Z) of F(q) x F(q) x F(q)\
{(0OF, Of, OF)}, such that the triple (X, Y, Z) is a solution of the equation (Jac), where by an abuse of notation
(X, Y, Z) is identified with the equivalence class (X, Y, Z)/~ containing (X, Y, Z). There is a relation
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between the points Q of E when the curve is given in affine coordinates and the points R of the Jacobian
coordinates. Indeed, the following conditions hold:

]

if Q = (Xo, Yp) is an affine point of E, then R = (Xp, Yo, 1F) is the corresponding point in Jacobian
coordinates;

if R = (X, Y, Z) (with Z # OF) is a solution of (Jac), then Q = (X/Z2, Y/Z3) is the corresponding affine
point of E;

there is only one solution of (Jac) with Z = 0p, namely the point (1f, 15, O); this point corresponds to Of.

K
{

t

h Jacobian coordinates, the group law on an elliptic curve given by (Jac) reads as follows:

.3.5 Greup law in modified Jacobian coordinates

“«w,n

The point (1, 1f, OF) is the identity element O with respect to “+”.
LetR=(X,Y,Z) # (1F, 1F, Op) be a point on E given in Jacobian coordinates; then'<R = (X, -Y, I£).

Let Ry = (X1, Y1, Z1) and Ry = (X2, Y2, Z2) be two distinct points on E, such thatR1 # Ry and R1,|R2 # (1F,
1r, O0F) and denote the sum by R3 = (X3, Y3, Z3). The coordinates X3, Y3 and Z3 can be computged using
the following formulae:

X3=-h3-2u1h2 +r2;

Y3 =-s1h3 +r (u1h? - X3);

Z3 = Z1Z2h;

with u1=X1Z2,uz=Xsz,51= Y1Z§,sz= Y2Z3Ch = up - uy, and r = s7 - s1.

LetR=(X,Y,Z) #(1F 1F, OF) be apoint on-E'and denote its doubling by 2R = (X3, Y3, Z3). The coofdinates
X3, Y3 and Z3 can be computed using the following formulae:

Y3=-8V4+m(s-t);
73 =2YZ;

with s = 4XY2ym = 3X2 + aZ4 and t = -25 + m2.

nder the same cubic equation (Jac), the group law in the modified Jacobian is given by reprgsenting

edacobian coordinatesasa qnqdrnplp (Y’ Y Z n74), which prnvidpc the fastest pnccihlp doubli gs over

E(F(q))-

In the modified Jacobian coordinates, the group law on an elliptic curve given by (Jac) reads as follows.

— LetRy1 = (X1, 1, 43, aZf) and Ry = (X, Y2, Z2, aZ;L) be two distinct points on E such that R # R and

R1, R2 # (1F, 1F, Of, OF) and denote the sum by R3 = (X3, Y3, Z3, aZg ). The coordinates X3, Y3 and Z3 can
be computed using the following formulae:

X3 =-h3 - 2u1h2 + r2;

Y3 = -s1h3 + r(u1h? - X3);
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73 =71Z27h;

4
aZ3

=aZ§;

withur =X1Z%,uz=X2Z%,51=Y123,52=Y2Z3 , h=uz - ug, and r =s3 - s1.

— LetR=(X,Y,Z aZ%) # (1, 1F, OF, Of) be a point on E and denote its doubling by 2R = (X3, Y3, Z3, aZ‘;).

The
X3 =

4
aZ 3
with

B.3.6

There at
projecti
which g
add two
coordin
there an
coordin
time for]
algorith

B4 G

B.4.1
Let F(2
(AFf]

coordinates X3, Y3 and Z3 can be computed using the following formulae:
t;

m(s - t) - u;

2YZ;

= 2u (azZ%);

s=4XY2, u=8Y4 m=3X2+ (aZ4%),and t=-2s + m2.

Mixed coordinates

N

e computational advantages and disadvantages te'representing an elliptic curve point in affing
Ve, Jacobian or modified Jacobian coordinates invReference [6]. There is no coordinate syster]
ves both fast additions and fast doublingssltis possible to mix different coordinates, i.e. t|
points where one is given in some coordinate system, and the other point is in some othg
ite system. The coordinate system of théresult can be chosen in some coordinate system. Sing
e four different kinds of coordinate systems, this gives a large number of possibilities. Mixe
htes give the best combination of coordinate systems for doublings or additions to minimize thie
elliptic curve exponentiation. Mixed coordinates run most efficiently in the pre-computation
m, which is described in C.3.2:

00 v O B

roup law for ellipticcurves over F(2m)

Group law in affine coordinates
), for somewnt = 1, be a finite field. Let E be an elliptic curve over F(2mM) given by Formula (B.1):

V2+Xy=x3+ax2+b

with a,

eF(2m), suchthatb # 0g

In affine coordinates, the group law on an elliptic curve given by (Aff) reads as follows:

— The

“w,n

point at infinity is the identity element O with respect to “+”".

— LetR=(x,y) # Ot be a point on E given affine notation. Then -R = (x, x + ).

— LetR1 =(x1,y1) and Ry = (x2, y2) be two distinct points on E, such that R1 # + Ry and Ry, Rz # Og. The
sum is the point R3 = (x3,y3), where:

X3 =

16

rZ+r+x1+x2+a;
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Y3 =r(x1+x3) +Xx3+y1;

withr=(y2 +y1)/(x2 + x1).

016(E)

— LetR=(x,y) be apointon E, such that R # Og and x # O. Its doubling is the point 2R = (x3,y3), where:

X3=r2+r+aq;

y3=r(x+x3)+x3+y;

with r = x + (y/x). In the case of R = (0F, y), its doubling is 2R = O,

oY

s with the group law in the affine description of an elliptic curve over F(pm);'the group I3

bove makes heavy use of divisions in F(2m), when the scalar multiplication is‘Computed. How

rojective description of the elliptic curve group law can be used, which makes only one divisi
d of the scalar multiplication. Both descriptions of elliptic curves are conipatible.

4.2 Group law in projective coordinates

OTE1 Using projective coordinates will result in more multiplications during the calculatio
inversions have to be computed.

he two-dimensional projective space over F(2m), [Iypoi(F(2™M)), is given by the equivalencg
f triplets (X, Y, Z) € F(2m) x F(2m) x F(2m) \ {(Of, Og)»0F)}, where two triplets (X, Y, Z), (X’
(2m) x F(2m) x F(2m) \ {(Of, Of, OF)} are said to be ‘equivalent if there exists A € F(2m)*,

OO

nd given by the homogeneous cubic formula

(Proj) Y2Z+XYZ=X3+aX2Z + bZ3 with a, b € F(2m).

NOTE 2  The set of all triplets equivalent to (X, Y, Z) is denoted by (X, Y, Z)/~.

he elliptic curve given in "projective coordinates consists of all points R = (X,

Y, Z") = (AX, AY, AZ). The projective analogue of\the affine equation (Aff) is defined over ITyro

w given
bver, the
bn at the

h but no

classes
Y,Z) €

spich that

(F(2m),

Y, Z) of

(2m) x F(2m) x F(2m) \ {(05:0F, Of)} such that the triple (X, Y, Z) is a solution of the equatio

Z). Clearly, there sheuld’be a 1:1 relation between the points Q of E when the curve is given
oordinates and the’points R of the projective coordinates. Indeed, the following conditions ho

Q ~ < e

+ if Q@ = (x, }p)1s an affine point of E, then R = (xq, yg, 1F) is the corresponding point in pj
coordinates;

paint of E;

n (Proj),

n affine
d:

here by an abuse of notation (X, Y, Z) is identified with the equivalence class (X, Y, Z)/~ contaIFning X

ojective

4+ ifR=YX, Y, Z) (with Z # Of) is a solution of (Proj), then Q = (X/Z, Y/Z) is the corresponding affine

—+ ~there is only one solution of (Proj) with Z = 0, namely the point (Og, 175 Or); this point corn

esponds

to Og.

In projective coordinates, the group law on an elliptic curve given by (Proj) reads as follows.

“w,n

— The point (0f, 1F, OF) is the identity element Of with respect to “+”.

— LetR=(XY,Z) # (0, 1F, Of) be a point on E given in projective coordinates. Then -R = (X, X + Y, Z).

— LetRq = (X1, Y1,Z1) and Ry = (X2, Y2, Z2) be two distinct points on E, such that Ry # R and Ry,
1F, OF) and denote the sum by R3 = (X3, Y3, Z3). The coordinates X3, Y3 and Z3 can be comput
the following formulae:

X3 =su;

© ISO/IEC 2016 - All rights reserved
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Y3 =t(u + s2X1Z2) + s3Y1Z + su;
73 = §3717>;
with s = X271 + X173, t = Y2Z1 + Y1Z2,and u = (t2 + ts + as2) Z1Z3 + s3.

— LetR=(X,Y,Z)#(0F 15, Of) beapointon E and denote its doubling by 2R = (X3, Y3, Z3). The coordinates
X3, Y3, and Z3 can be computed using the following formulae:

X3 =|st;
Y3 =|X4s + t(s + YZ + X2);
73 =|s3;

with s = XZ and t = bZ4 + X4.

B.5 Group law for elliptic curves over F(3m)

B.5.1 Group law in affine coordinates
Let F(3m), for some m = 1, be a finite field. Let E be an elliptic‘curve over F(3m) given by Formula (B.2):
(Aff) y2=x3+ax2+b (B.2)

with a, § € F(3m), such thata, b # Of.

In affind coordinates, the group law on an elliptic curve given by (Aff) reads as follows.
— The|point at infinity is the identity element O with respect to “+”.

— LetR=(x,y) # O be a point on-Egiven affine notation. Then -R = (x, -y).

— LetR1 = (x1,¥1) and Ry = (x2}¥2) be two distinct points on E, such that R1 # + Ry and Ry, R # Og. The
sunl is the point R3 = (¥3,93), where:

x3=f2-a-x1-xy
y3=fx1-x3I5y1

with = (2 - y1)/(x2 — x1).

— LetR=(x,y) beapointon E, such that R # Og and y # Of. Its doubling is the point 2R = (x3, y3), where:

X3=rZ-a+x;
y3=rlx-x3)-y;
with r = ax/y.

In the case of R = (x, OF), its doubling is 2R = O,

18 © ISO/IEC 2016 - All rights reserved
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As with the group law in the affine description of an elliptic curve over F(p™), the group law given
above makes heavy use of divisions in F(3), when the scalar multiplication is computed. However, the
projective description of the elliptic curve group law can be used, which makes only one division at the
end of scalar multiplication. Both descriptions of elliptic curves are compatible.

B.5.2 Group law in projective coordinates

NOTE1 Using the projective description will result in more multiplications during the calculation but no
inversions have to be computed.

he two-dimensional projective space over F(3m), Ilpoj(F(3™)), is given by equivalence| classes
f triplets (X, Y, Z) € F(3m) x F(3m) x F(3m) \ {(Of, Of, OF)}, where two triplets (X, Y, Z),.(X"|Y’, Z’) €
(3m) x F(3m) x F(3m) \ {(0F, Of, OF)} are said to be equivalent if there exists A € F(3™)*, such that
(. Y, Z) = (AX, AY, AZ). The projective analogue of the affine equation (Aff) is defined over ITprof(F(3M)),
nd given by the homogeneous cubic formula

(Proj) Y2Z=X3+aX2Z+ bZ3 with a, b € F(3m).

NOTE 2  The set of all triplets equivalent to (X, Y, Z) is denoted by (X, Y, Z)/~:

he elliptic curve given in projective coordinates consists (ef "all points R = (X, ¥, Z) of
(3m) x F(3m) x F(3m) \ {(0F, Of, 0F)}, such that the triple (X, Y, Z) is a solution of the equation (Proj),

here by an abuse of notation (X, Y, Z) is identified with the equivalence class (X, Y, Z)/~ contaIFning (X

Z). Clearly, there should be a 1:1 relation between the points Q of E when the curve is given n affine
oordinates and the points R of the projective coordinates{Indeed, the following conditions hold:

Q ~ < =~ o

+ if Q = (xq, ¥o) is an affine point of E, then R = (xp,¥¢, 1F) is the corresponding point in pyojective
coordinates;

4+ ifR= (XY, Z) (with Z # OF) is a solution of(Proj); then Q = (X/Z, Y/Z) is the corresponding affine
point of E;

- there is only one solution of (Proj) with Z = Op, namely the point (0f, 1, Of); this point corresponds
to Op.

p—

h projective coordinates, the group law on an elliptic curve given by (Proj) reads as follows.

—+ The point (0f, 1f, OF) is'the identity element O with respect to “+”.
+ LetR=(X Y, Z) # (0f 1F, Op) be a point on E given in projective coordinates. Then -R = (X, -, Z).

—+ Let R1 = (X1,d¥4y Z1) and Ry = (X2, Y2, Z2) be two distinct points on E, such that Ry # +Rj and Rq,
Ry # (0, 15°0p), and denote the sum by R3 = (X3, Y3, Z3). The coordinates X3, Y3 and Z3 can be cgmputed
using thefollowing formulae:

X3 =St27177 - s3u;

V3 = t(s2X17Zy — t271Z> + s2u) — s3Y1Z>;

73 = $37177;
with s =X2Z1 - X122, t =Y2Z1 - Y1Z2, and u = aZ1Zy + X1Z2 + X271.

— LetR=(X,Y,Z) #(0F, 15, Or) be apointon E'and denote its doubling by 2R = (X3, Y3, Z3). The coordinates
X3, Y3, and Z3 can be computed using the following formulae:

X3=tY;

© ISO/IEC 2016 - All rights reserved 19
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Y3=

Z3 =

S(XYZ-t)- Y4

Y3Z;

with s =aXand t =s2Z - aY2Z + XY2.

B.6 Existence conditions for an elliptic curve E

B.6.1

The trad
that for

“Ev{
ovel

B.6.2

The trad

given t in [-2v2m, 24/2m] there is an elliptic curve E over F(2m) with trace t is given by Waterhouse
theorent:

Let

2m4

—
—
— 1
— 1
B.6.3

The trad

given t in [-2vVpm, 2v/pm] there is’an elliptic curve E over F(pm) with trace t is given by Waterhouse
theoreny:

Let t be
pm+1 - ¢

— tis]

— mis

Drder of an elliptic curve E defined over F(p)

[72)

e of E over F(p) is bounded in [-2Vp, 2Vp] by Hasse’s theorem. Waterhouse’s theorenifié] state
h given ¢ in [-2Vp, 2Vp], there exists an elliptic curve E over F(p) with trace t.

bry integer n in the interval given by Hasse’s theorem is the order of some elliptic’curve defined
F(p)."1el

Drder of an elliptic curve E defined over F(2m)

e of E over F(2m) is bounded in [-2v2m, 2v/2m] by Hasse’s theqrent. The conditions that for

n 9D

—

be an integer where |t| < 2v/2m. Then there exists an elliptic curve defined over F(2m) of ordd
1 - tif, and only if, one of the following conditions held:

is odd;
= 0;
n is odd and t2 = 2m+1;

n is even and t2 = 2m+2 or t2 = 2m,

Drder of an elliptic curve.E defined over F(p™m) with P> 3

e of E over F(p™) is bounded in [—2\/pm, 2\/pm] by Hasse’s theorem. The conditions that for

2

an integer where’|t| < 2vpm. Then there exists an elliptic curve defined over F(pm) of orde
if and only if.orte of the following conditions hold:

=

not divisible by p;

odd.and one of the following holds:

— mis

20

t=20;

t2=3m+lgnd P=3;

even and one of the following holds:
t2 = 4pm;

t2 =pmand p - 1 is not divisible by 3;
t=0and p - 1is not divisible by 4.

© ISO/IEC 2016 - All rights reserved
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B.7 Pairings

B.7.1 Overview of pairings

Let E be an elliptic curve over F(q) where q = p™, and let n be relatively prime to the characteristic p of
F(q). The n-torsion group is generated by two points when n is relatively prime to p. E(F(q)) includes
an n-torsion point G because by definition, n is a prime divisor of #E(F(q)) (see Clause 4). Note that
this fact does not imply E(F(q)) 2 E[n]. The Weil and Tate pairings are non-degenerate, bilinear maps
defined over an elliptic curve E to u,. The Weil pairing is defined over the n-torsion group E[n], and thus

G1 and F(qB) Dup. Therefore, the computation of the Tate pairings is more efficient than th
eil pairing.

.7.2 Definitions of Weil and Tate pairings

et E/F be an elliptic curve, n be a prime divisor of #E(F(q)), and E[n] be the n-torsion group, w|
latively prime to g. Then E[n] contains two points G1 and G such that E[n] ='<G1> x <G> . Let
simallest integer such that gB - 1 is divisible by n. Then E[n] € E[F(gB)].

he Weil pairing is
en: E[n] x E[n] = pp,
nd the Tate pairing is

E(F(g®)[n] x E(F(q)) / nE(F(qP)) = pin.

NOTE The detailed information on Weil and Tate pairings is described in Reference [15].

=

.7.3 Cryptographic bilinear map

jary

cryptographic bilinear map e, is realized by restricting the domain of the Weil or Tate pairing

= W

he cryptographic bilinear maps ej.aredescribed in two methods:

-+ en: <G1>x <G> > Up;

—  en: <G1> x <G1> > Up;

<

Yhere <G1> and <G> gare Cyclic groups of order n and py, is the cyclic group of the nth roots of u

nity.

© ISO/IEC 2016 - All rights reserved

E(F(g5)
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here n is
B be the

s, which
ptisfy the conditions of non-degeneracy,bilinearity, and computability. In cryptographic appliications,
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Annex C
(informative)

Background information on elliptic curve cryptosystems

Cl1 G

Annex C

curve bgsed public key schemes described in ISO/IEC 15946-5.

C2 D

C.2.1

For an €fliptic curve E/F(q), the base point G € E(F(q)) with order n, and a&point PEE(F(q)), the ellipti
curve discrete logarithm problem (with respect to the base point ¢) iskto find the integer x € [0, n-1
such that P = xG if such an x exists.

The sec
discrete]

C.2.2

For an dlliptic curve E/F(q), the base point G € E(F(g)) with order n, and points aG, bG € E(F(q)), thie
computdtional elliptic curve Diffie Hellman problem-is to compute abG.

The secyrity of some elliptic curve cryptosystemsis based on the believed hardness of the computationg
elliptic dqurve Diffie Hellman problem.

C.2.3

For an €

decisionfal elliptic curve Diffie-Hellman problem is to decide whether Y = abG or not.

The secyirity of some elliptie’curve cryptosystems is based on the believed hardness of the decisiongl
elliptic qurve Diffie-Hellman problem.

C.2.4

The bilj
cryptog

— For
bG1

— For

bneral

gives some algorithms on elliptic curve cryptosystems that are necessary for the secure elliptic

pfinition of cryptographic problems

Elliptic curve discrete logarithm problem (ECDLP)

(9]

[am—)

irity of elliptic curve cryptosystems is based on the bélieved hardness of the elliptic curvi
logarithm problem.

D

Elliptic curve computational Diffie Hellman problem (ECDHP)

—_—

Elliptic curve decisional Diffie Hellman problem (ECDDHP)
[liptic curve E/F(q), the/base point G € E(F(q)) with order n, and points aG, bG, Y € E(F(q)), thi

D

Bilinear-Diffie-Hellman (BDH) problem

near \Diffie-Hellman problems are described in two ways according to the correspondinig
Faphic bilinear maps.

two groups <G1> and <G> with order n, a cryptographic bilinear map e,: <G1> x <G2> — up, aGy,
€ <G1>, and aGy, cGy € <G>, the bilinear Diffie-Hellman problem is to compute e,(G1, G2)abe.

a group <G1> with order n, a cryptographic bilinear map ej: <G1> x <G1> = up, and aGy, bG1 cG1

€ <G1>, the bilinear Diffie-Hellman problem is to compute e,(G1, G1)abc.

C.2.5 Gap Diffie-Hellman (GDH) problem

The Gap
that can

22

Diffie-Hellman problem is the Computational Diffie-Hellman problem given access to an oracle
solve the Decisional Diffie-Hellman problem.
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C.3 Algorithms to determine discrete logarithms on elliptic curves

C.3.1 Security of ECDLP

The security of ECDLP depends on the selection of elliptic curves E/F(q) and the size n of order of the
base point G. In C.3.1 an overview of algorithms to solve ECDLP is given. The elliptic curve E/F(q) should
be chosen to meet the defined security objectives taking into account the following algorithms to solve
ECDLP. The size of n should be set to meet the defined security objectives taking into account the baby-
step-giant-step algorithm and various variants of the Pollard p algorithm.

(¢.3.2 Overview of algorithms
The following techniques are available to determine discrete logarithms on an elliptic cupve.

4+ The Pohlig-Silver-Hellman algorithm. This is a “divide-and-conquer” methodwhich redpices the
discrete logarithm problem for an elliptic curve E defined over F(q) to the disorete logarithm in the
cyclic subgroups of prime order dividing #E (F(q)).

—+ The baby-step-giant-step algorithm and various variants of the (parallel) Pollard-p algorithm.

+ The algorithm of Frey-Riick[Z] and the Menezes-Okamoto-Vanstone algorithm[10] which both
transform the discrete logarithm problem in a cyclic subgroup of E with prime order 1 to the
smallest extension field F(qB) of F(q), such that n divides (g¥ - 1). The Frey-Riick algorithm runs
under weaker conditions than the Menezes-Okamoto-Van§tone algorithm.

+ The algorithm of Araki-Satoh[12], Smart[13] and Semaev[14] solve the discrete logarithm problem for
an elliptic curve E defined over F(p™) in the case #E(F(p™)) = p™.

—

nlike the situation of the discrete logarithm in the'multiplicative group of some finite field, there is no
Known “index-calculus” available in the case of:élliptic curves.

=z

OTE1 The Pohlig-Silver-Hellman and baby-step-giant-step algorithms work generally on all kinds pf elliptic
urves while the Frey-Riick, the Menezes-Okamoto-Vanstone, Araki-Satoh, Smart, and Semaev algorithms work
nly on curves with special properties.

o O

=z

OTE2  The security of n-bit G against the baby-step-giant-step algorithm and various variants of the Pollard
plalgorithm correspond to 21/2.

(.3.3 MOV condition

Ilet n be as defined in-the set of elliptic curve domain parameters, where n is a prime divisor of #E(F(q)).
A value B is given‘as'the smallest integer such that n divides g8 - 1. As mentioned above, Frey-Riick and
Nenezes-Okantoto-Vanstone algorithms reduce the discrete logarithm problem in an elliptic cufrve over
(q) to the discrete logarithm in the finite field F(gB). By using the attack, the difficulty of thediscrete
lpgarithm problem in an elliptic curve E/F(q) is related to the discrete logarithm problem in the finite
fleld F(gB)." The MOV condition describes the degree of B that ensures that the security level of the
discretelogarithm problem in the elliptic curve case is equivalent to the discrete logarithm prpblem in
thefinite field case. For some applications based on the Weil and Tate pairing, a reasonably smpll value
of Bsuch as 61s preferable.

o

C.4 Scalar multiplication algorithms of elliptic curve points

C.4.1 Basic algorithm

The computation of multiples of an elliptic curve point is called the scalar multiplication of an elliptic
curve point. The scalar multiplication of an elliptic curve point is easily done using the “double-and-
add” algorithm. Let k be an arbitrary I-bit positive integer and let k = k;.q 211 + ..... + k12 + ko be the
binary representation of k, where kj1 = 1.
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To compute Q = kG, proceed as follows:

a) SetQ:=G.

b) Fori=1[1-2downtoi=0,do:
1) Q:=2Q.
2) Ifkij=1thenQ:=Q+G.

Hence, fora randomly chosen k it may be pyppr‘fpd that the process of computing kG will entail (I-

elliptic-

The sca
algorith
integer,
-1 and n

NOTE
lor+1.

To deter
a) Set
b) For
1y
2)
3)

For a randomly chosen k it may be expected that the process of evaluating kG will entail at most

)

urve doublings plus about //2 elliptic-curve additions.

ar multiplication of an elliptic curve point may also be done using the “addition-subtraction
m based on the non-adjacent form representation (NAF). Let k be an arbitrary [-bit. positivi
hnd let k = k21 + kj.q 211 + ... + k12 + ko be a signed-binary representation of k, whepe k; = 0, +
o two values k; and k;j+1 are both non-zero.

The NAF representation of k is uniquely determined[4]. The length of NAF representation of k becomd

mine Q = kG, proceed as follows:
): = OE.

=Idowntoi=0,do:

Set Q:= 2Q.

If kj=1thenset Q:=Q +G.
Ifki=-1thensetQ:=0Q - G.

~

[}

elliptic-¢urve doublings and about I/3 elliptic-curve additions.

C.4.2 Algorithm with pre-computed table

The scajar multiplication of an elliptic curve point is easily done using the well-known “window
algorithm. The algorithm consists of'two parts: precomputation and main loop. In the precomputatio
stage, the points G; = iG are computed for odd i € [1, 2w-1] for some w > 0, where w determines the size ¢
the pre-pomputed table. In the main loop stage, kG is computed by using the pre-computed points.

Let k befan arbitrary pos$itive integer and let k = k.4 211 + ..... + k12 + ko be the binary representation ¢
k, wherd ki.1 = 1. To compute Q = kG, proceed as follows:

— Pre¢omputation:

a) G1:§G6G,6=2G.

b) For'—1fn')W-l_’l’dn-/‘2‘-1_1-—f‘2’-_14—f'2

— Main loop:

¢ ji=1-1,Q:=G.
d) Whilej=0,do:

1y

Ifkj=0, then @Q:=2Q and j:=j - 1.

2) Else h:=3} > ki2it, Q:= 2/-t¥1Q + Gy, for the least integer t such thatj -t + 1 <wand k;= 1, and
j=t-1.

24
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