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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respectiveorganization to deawith—particofar flefds—of technical—activity 1SO—and—ECtechmnical
committges collaborate in fields of mutual interest. Other international organizations, governmental and-nor
governmeental, in liaison with ISO and IEC, also take part in the work. In the field of information technology,-1SO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internatignal Standards are drafted in accordance with the rules given in the ISO/IEC DirectivesPart 2.
The main task of the joint technical committee is to prepare International StandardshDraft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication ds
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

ISO/IEC|15946-1 was prepared by Joint Technical Committee ISO/IEC JTC, Information technology,
Subcommittee SC 27, IT Security techniques.

This secpnd edition cancels and replaces the first edition (ISO/IEC 15946<1:2002), which has been technically
revised.

ISO/IEC|15946 consists of the following parts, under the general title Information technology — Securily
techniques — Cryptographic techniques based on elliptic curves;

— Partl1: General
— Partl 3: Key establishment

Elliptic clirve generation will form the subject ofa‘future Part 5.

iv © ISO/IEC 2008 — All rights reserved
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Introduction

One of the most interesting alternatives to the RSA and F(p) based cryptosystems that are currently

2008(E)

available

are cryptosystems based on elliptic curves defined over finite fields. The concept of an elliptic curve based

uhlic kav orvuntasvetam is auita simnla.
HOHE- By -6H/PrOSYSte-HS-gHhit HAPHO-

—+ Every elliptic curve over a finite field is endowed with an addition "+" under which it forms @-finit
group.

—+ The group law on elliptic curves extends in a natural way to a "discrete exponentiation”? on the po
of the elliptic curve.

-+ Based on the discrete exponentiation on an elliptic curve, one can easily derive elliptic curve ana
the well-known public-key schemes of the Diffie-Hellman and ElIGamal type.

—

he security of such a public-key cryptosystem depends on the difficulty-of determining discrete loga
ne group of points of an elliptic curve. This problem is, with cufrent knowledge, much harder
actorisation of integers or the computation of discrete logarithms‘in a finite field. Indeed, since N
doblitz independently suggested the use of elliptic curves for public-key cryptographic systems in
dlliptic curve discrete logarithm problem has only been shown“to be solvable in certain specific, a
recognisable, cases. There has been no substantial progress in finding a method for solving the ellif
discrete logarithm problem on arbitrary elliptic curves. Thus, it is possible for elliptic curve based p
ystems to use much shorter parameters than the RSA system or the classical discrete logarith
ystems that make use of the multiplicative group_ofsome finite field. This yields significantly shorf
signatures and system parameters and the integers*to be handled by a cryptosystem are much smallg

— —+

his part of ISO/IEC 15946 describes the ;mathematical background and general techniques nece
implementing any of the mechanisms described in other parts of ISO/IEC 15946 and other ISO/IEC st

I{ is the purpose of this part of ISO/IEC*15946 to meet the increasing interest in elliptic curve based p

b abelian
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hndards.
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technology and describe the components that are necessary to implement secure elliptic curve cryptpsystems

such as key-exchange, key-transport and digital signatures.

he International Organization for Standardization (ISO) and International Electrotechnical Commiss

on (IEC)

draw attention to the fact that it is claimed that compliance with this document may involve the use of patents.

he ISO and IEC_take no position concerning the evidence, validity and scope of these patent rights.

he holdersefithese patent rights have assured the ISO and IEC that they are willing to negotiate
nder reasonable and non-discriminatory terms and conditions with applicants throughout the worl
respectsthe statements of the holders of these patent rights are registered with the ISO and IEC. Inf

licences
H. In this
ormation

SD 8 is publicly available at: http://www.ni.din.de/sc27

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or all

such patent rights.
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INTERNATIONAL STANDARD ISO/IEC 15946-1:2008(E)

Information technology — Security techniques — Cryptographic

techniques based on elliptic curves —

Part 1:

5eneral

Scope

IBO/IEC 15946 specifies public-key cryptographic techniques based on elliptic’ curves. These ing
gstablishment of keys for secret-key systems, and digital signature mechanisms.

his part of ISO/IEC 15946 describes the mathematical background ‘and general techniques nece
implementing any of the mechanisms described in other parts of ISOAEC 15946 and other ISO/IEC st

he scope of this part of ISO/IEC 15946 is restricted to cryptographic techniques based on ellipt
defined over finite fields of prime power order (including the‘§pecial cases of prime order and char
tyvo). The representation of elements of the underlying finite field when the field is not of prime order (
hasis is used) is outside the scope of this part of ISO/IEC 15946.

IBO/IEC 15946 does not specify the implementation-of the techniques it defines. Interoperability of
gomplying with this part of ISO/IEC 15946 will notbe guaranteed.

Terms and definitions
or the purposes of this document, the following terms and definitions apply.

2.1
finite field
any field containing a finite:'number of elements

OTE For any positive integer m and a prime p, there exists a finite field containing exactly p” elements. T
ique up to isomQrphism and is denoted by F(p™), where p is called the characteristic of F(p™).

2.2
dlliptic curve
any cubie curve E without any singular point

lude the

ssary for
Andards.
C curves

acteristic
.e. which

products

his field is

scribing E

is called the deflnltlon field of E In this part of ISO/IEC 15946 we deal W|th only flnlte flelds F as the definition field. When

we describe the definition field F of E explicitly, we denote the curve as EJF.
23

cryptographic bilinear map
cryptographic bilinear map e, satisfying the non-degeneracy, bilinearity, and computability

© ISO/IEC 2008 — All rights reserved
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3 Symbols

In this document, the following notation is used to describe public-key systems based on elliptic curve
technology.

d The private key of a user. (d is a random integer in the set [2, n-2].)

E An elliptic curve, either given by an equation of the form ¥* = X* + aX + b over the field F(p™) for
p>3, by an equation of the form Y*+ XY = X° + aX* + b over the field F(2"), or by an equation of the
form ¥* = X° + gX* + b over the field F(3™). together with an extra point O referred to as the point
at infinity. The curve is denoted by E/F(p™), E/F(2™), or E/F(3™), respectively.

E(F(g)) The set of F(g)-valued points of £ and O.

#E(F(q)) The order (or cardinality) of E(F(g)).

E[n] The n-torsion group of E, thatis { Q € E | nQ = Oy }.

|F| The bit size of a finite field F.

F(g) The finite field consisting of exactly ¢ elements. This includes the cases of F(p), F(2"), and F(p™)

F(g)* F(g){0r }

G The base point on E with order n.

<G> The group generated by G with cardinality ».

kQ The k-th multiple of some point Q of E, i.e. kQ =@+ ...+0Q (k summands) if k> 0, kQ = (-k)(-Q) if|k
<0,and kQ = Ogifk=0.

Ly The cyclic group of order n comprised of the n-th roots of unity in the algebraic closure of F(g).

n A prime divisor of #E(F(g)).

Og The elliptic curve point at infinity.

p A prime number.

P The public key of.a_ user. (P is an elliptic curve point in <G>.)

q A prime power/p" for some prime p and some integer m 1.

0 A point'on'E with coordinates (xg, o).

O01+0, The elliptic curve sum of two points O, and Q,.

Xg The x-coordinates of Q = O;.

Yo The y-coordinates of Q = O.

[0, k] The set of integers from 0 to k inclusive.

0 The identity element of F(g) for addition.

lr The identity element of F(g) for multiplication.

NOTE Oct(m) and L(m) are defined in Clauses 6.2 and 6.3, respectively.

2 © ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=dbf8ef586dc012ca82e779ee7ee63bbf

ISO/IEC 15946-1:2008(E)

4 Conventions of fields

4.1 Finite prime fields F(p)

For any prime p there exists a finite field consisting of exactly p elements. This field is uniquely determined up

to isomorphism and in this document it is referred to as the finite prime field F(p).

The elements of a finite prime field F(p) may be identified with the set [0, p - 1] of all non-negative inte

gers less

than p. F(p) is endowed with two operations called addition and multiplication such that the following conditions

Lal
1.

— F(p) is an abelian group with respect to the addition operation “+”.

For a, b € F(p) the sum a + b is given as a + b := r, where r € F(p) is the remainder .obtained
integer sum a + b is divided by p.

—+ F(p){0} denoted as F(p)* is an abelian group with respect to the multiplication opération “x”.
For a, b € F(p) the product a x b is given as a x b := r, where r € F(p) is’{he’ remainder obtained

integer product a x b is divided by p. When it does not cause confusion,)x is omitted and the notg
used or the notation a-b is used.

42 Finite fields F(p™)

mn

or any positive integer m and prime p, there exists a finite field of exactly p” elements. This field is U
b isomorphism and in this document it is referred to as the finite field F(p™).

—

NOTE 1 (1) F(p") is the general definition including F(p)form =1 and F(2") forp =2

(2) If p = 2, then field elements may be identified with bit strings of length m and the sum of two field
is the bit-wise XOR of the two bit strings.

Tlhe finite field F(p™) may be identified with the set of p-ary strings of length m in the following way. E
field F(p™) contains at least one basis{&, &,*, &,} over F(p) such that every element o € F(p") has
representation of the form a=a,& « @& + - +a,&,, witha; € F(p) fori =1, 2,-, m. The element « ca
identified with the p-ary string (@, a2, a,,). The choice of basis is beyond the scope of this documen
andowed with two operations-Called addition and multiplication such that the following conditions hold:

- F (p") is an abelian-grodp with respect to the addition operation “+”.

For a=(a, ag=y a,) and g= (b, by, b,,) the sum a + Sis given by a + B:= y = (¢, ¢2,7"5 ¢n)y W
a; + b; is the{sum in F (p). The identity element for addition is 0, = (0,":+, 0).

—+  F(p")\{0}<denoted by F(p™), is an abelian group with respect to the multiplication operation “x”.

Fora=(a;, as,", a,) and g = (by, by,"*, b,) the product a x gis given by a p-ary string a x f:=y=

when the

vhen the
tion ab is

nique up

elements

ery finite
a unique
h then be

L F(p") is

here ¢; =

(Cl, €2,

cn), Where ¢; = ZISj,kSm a;bdi i for & =dy bt dojy & + ..o + dmjpém (1 <, k< m). When it does Mot cause

confusion, x is omitted and the notation ab is used. The basis can be chosen in such a way that the

identity element for multiplication is 1, = (1,0,"-, 0).

NOTE 2  The choice of basis is described in [7].

© ISO/IEC 2008 — All rights reserved
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5 Conventions of elliptic curves

5.1

5.1.1

Definition of elliptic curves

Elliptic curves over F(p™)

Let F(p™) be a finite field with a prime p > 3 and a positive integer m. In this document it is assumed that E is
described by a “short (affine) Weierstrass equation”, that is an equation of type

such tha

NOTE

The set ¢

where O

51.2 E

Let F(2"
the type

such tha

For crypt

NOTE

The set ¢

where O

5.1.3

Let F(3"
equation

Y°=X"+aX+b witha, beFQp")
4a® + 27b* # 0 holds in F(p™).
The above curve with 44> + 27b% = 0, is called a singular curve, which is not an elliptic curve.
f F(p™)-valued points of E is given by
E(F(p")) ={0 = (xo, yo) € F(p") x F(p") | yg’ =x ¢’ + axo + b} U { 05},
is an extra point referred to as the point at infinity of £.
lliptic curves over F(2")

, for some m = 1, be a finite field. In this document it is assumed’that E is described by an equation ¢

Y +XVY=X +aX*+b with a, b € F(2")
b # 0z holds in F(2™).
ographic use, m shall be a prime to prevent.certain kinds of attacks on the cryptosystem.
The above curve with » = 0, is called a singular curve, which is not an elliptic curve.
f F(2™)-valued points of E is given by
E(F(2") ={0 = (xg(p) € F(2") x F(2") | yg" + xgg =x ¢’ + ax g’ + b} U { Op},
is an extra point referred’to as the point at infinity of £.
Elliptic curves-over F(3")

be a finite \field with a positive integer m. In this document it is assumed that E is described by &
of the type

Y?=X’+aX?+b witha, b € F(3")

=

-

such that a, b # 0 holds in F(3"™).

NOTE

The above curve with a or b = 0 is called a singular curve, which is not an elliptic curve.

The set of F(3™)-valued points of E is given by

E(F(3")) ={0 = (xg, yo) € F3")x F(3") | yo’ =x¢'+ axg’ + b} U {Og},

where Oy is an extra point referred to as the point at infinity of E.

© ISO/IEC 2008 — All rights reserved
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5.2 The group law on elliptic curves

Elliptic curves are endowed with the addition operation +: E x E — E, defining for each pair (Q;, 0,) of points on
E a third point 0, + 0,. With respect to this addition, E is an abelian group with identity element O;. The i-th
multiple of Q is given as kQ, where kQ = O+ ...+Q (k summands) if k> 0, kQ = (-k)(-Q) if k < 0, and kQ = Oy if
k = 0. The smallest positive k£ with kO = O is called the order of Q.

NOTE Formulae of the group law and Q are given in Clauses B.2, B.3, and B.4.

5.3 __Cryptographic bilinear map.

cryptographic bilinear map ¢, is used in some cryptographic applications such as signature schemegs or key
greement schemes. The cryptographic bilinear map ¢, is realized by restricting the domain of'the Wil or Tate
pairings as follows:

Q I

e, <G>Px< Gy> > U,

—

he cryptographic bilinear map e, satisfies the following properties:

L Bilinear : e,(aG1, bG,) = e(Gy, Go)* (Va,b € [0, n-1]).

— Non-degenerate : ¢,(G,, G,) = 1.

—+ Computabilty : There exists an efficient algorithm to compute\g,.
NOTE 1 The relation between the cryptographic bilinear map and the Weil or Tate pairing is given in Clause B.6.
NOTE 2 Formulae for the Weil and Tate pairings are giveryin Clause C.4.
NOTE 3  There are two types of pairings:

— the case of G, = G,,

— the case of G, = G,.

6§ Conversion functions

§.1 Octet string / bit string conversion: OS2BSP and BS20SP
Rrimitives OS2BSP-and’BS20SP to convert between octet strings and bit strings are defined as follows

—+ The function OS2BSP(x) takes as input an octet string x, interprets it as a bit string y (in the natpiral way)
and outpats the bit string y.

—+ The-function BS20SP(y) takes as input a bit string y, whose length is a multiple of 8, and oufputs the
uhique octet string x such that y = OS2BSP(x).

NOTE The set of finite bit strings is {0, 1}*. The set of finite octet strings is {0, 1}%*.

6.2 Bit string / integer conversion: BS2IP and 12BSP
Primitives BS2IP and I2BSP to convert between bit strings and integers are defined as follows:

— The function BS2IP(x) maps a bit string x to an integer value x', as follows. If x={x.,...,x,) where
Xos - . . , X, a@re bits, then the value x' is defined as x' = ZOS,-U,XIZKI,Z", and

© ISO/IEC 2008 — All rights reserved 5
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— The function 12BSP(m, [ ) takes as input two non-negative integers m and /, and outputs the unique bit
string x of length / such that BS2IP(x) = m, if such an x exists. Otherwise, the function outputs an error
message.

The length in bits of a non-negative integer m is the number of bits in its binary representation, i.e.

[ogy(m +

NOTE

6.3 Octet string / integer conversion: OS2IP and 120SP

Primitive
— The

— The
strin
erro

The leng
[ogass (m

NOTE 1

NOTE 2
string 000

NOTE 3

6.4 Fi
The prim
— The

iden|
the

6.5 Oc

Primitive
field F an
— The

1204
strin

NOT

1)|. As a notational convenience, Oct(m) is defined as Oct(m) = 2BSP(m, 8).

12BSP(m, 1) fails if and only if the length of m in bits is greater than /.

5 OS21P and 120SP to convert between octet strings and integers are defined as follows:

function OS2IP(x) takes as input an octet string x, and outputs the integer BS2IP(OS2BSP(x)):
function 120SP(m, /) takes as input two non-negative integers m and /, and outputs‘ihe unique octgt
g x of length / in octets such that OS2IP(x) = m, if such an x exists. Otherwise, thexfunction outputs an

[ message.

th in octets of a non-negative integer m is the number of digits in its representation base 256, i.¢.

+1)1.

120SP(m, [) fails if and only if the length of m in octets is greater than [.

=

An octet x is often written in its hexadecimal format of length 2; when OS2IP(x) < 16, “0”, representing the Hi
D, is prepended. For example, an integer 15 is written as Oe in its héxadecimal format.

The length in octets of a non-negative integer m is denoted by L(m).

nite field element / integer conversion: FE2IP,

itive FE2IP to convert elements of F to integer values is defined as follows:

[

function FE2IP, maps an element a g'F to an integer value a', as follows. If an element a of F
tified with an m-tuple (ay, .. ., a,), where the cardinality of F'is ¢ = p” and a; € [0, p-1] for 1 <i<m, the
alue ¢’ is definedas @' =) <i<paip’

>

ttet string / finite field.element conversion: OS2FEP; and FE20OSP,

5 OS2FEP- and FE20OSPs- to convert between octet strings and elements of an explicitly given finite
e defined as follows:

function FE2ZOSP,(a) takes as input an element a of the field F and outputs the octet string
P(a', 1), where a'=FE2IPr(a) and [=L(|F|-1). Thus, the output of FE20SPr(a) is always an octet
g of length.exactly [ log,ss |F | 1.

E A L(x) represents the length in octets of integer x or octet string x (non-negative integer).

— The

function OS2FEP.(x) takes as input an octet string x, and outputs the (unique) field element a € F

such that FE20SPr(a) = x, if such an « exists, and otherwise fails.

NOTE 2  OS2FEP.(x) fails if and only if either x does not have length exactly [ log,ss |[F |1, or OS2IP(x) = |F|.

© ISO/IEC 2008 — All rights reserved
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6.6 Elliptic curve point / octet string conversion: EC20SP; and OS2ECP,

6.6.1 Compressed elliptic curve points

Let E be an elliptic curve over an explicitly given finite field F, where F has characteristic p. A point P

# Og can

be represented in either compressed, uncompressed, or hybrid form. If P = (x, y), then (x, y) is the
uncompressed form of P. The compressed form of P is the pair (x, y), where y € {0, 1} is determined as

follows:

Lf

D _and =0 than S 0O
Ly 4 arra-y T, tICTry AV

— If p#2 and y # 0p, then ﬁ%((y’/p'f) mod p) mod 2, where )’ = FE2IPr(y), and where fis the\larg
negative integer such that p’|y'.

NOTE 1 lfp#2andy=(y, ...,y #0p this is equivalent to letting j be the smallest index with'y; # 0 and dg
mod 2.

— If p=2and x =0 then 5= 0.

— If p=2and x # 0, then j =272/ mod 2, where z = y/x, where z' = FE2IPx(2), and where fis the lar
negative integer such that 2/ divides FE2IP (1).

NOTE2 If p=2 and x # 0, this is equivalent to letting y/x = (zy, . . ., z,) and define j = z,.

—

he hybrid form of P = (x, y) is the triple (x, 7, y), where j is as.inthe previous paragraph.

6.6.2 Point decompression algorithms

here exist efficient procedures for point decompression, i.e. computing y from (x, y). These a
escribed here:

Q. —

- If p £2, then let (x, ) be the compressed form of (x, y). The point (x, y) satisfies the Weierstrass
y* =f(x) defined in Clause 5.1.1 or 5.1:3. If f(x) = 05, then there is only one possible choice for y
y =0z Otherwise, if f(x) # 0r, then_there are two possible choices of y, which differ only in sign
correct choice is determined by y. There are well-known algorithms for computing square root
fields, and so the two choices of y are easily computed.

—+ If p =2, then let (x+~7)-/be the compressed form of (x, y). The point (x, y) satisfies the

computed. Othepwise, if x # 05, then setting z = y/x, we have z* + z = g(x), where g(x)=x+a+ }
value of y is uniquely determined by, and easily computed from, the values z and x, and so it s
compute z. Fo-€ompute z, observe that for a fixed x, if z is one solution to the equation z* +z =
there is exactly one other solution, namely z + 1. It is easy to compute these two candidate va
and the correct choice of z is easily seen to be determined by 7.

6.6.3, \Conversion functions

est non-

fine j =y,

jest non-

e briefly

equation
namely,
and the
5 in finite

equation

Y +xy=x"+ax’ + b IF~x =0z then we have y*=b, from which y is uniquely determined apd easily

2. The
iffices to
b(x), then
ues of z,

Liet-E be-an-elliptic-curve-overan-explicithgiven finita field &
et+—beahR-etpic-cHUR/e-ovelrahR-expHeHy-ghveR—HReHBiG—+=

Primitives EC20SP; and OS2ECP;, for converting between points on an elliptic curve E and octet st
defined as follows:

rings are

— The function EC20SP; (P, fmt) takes as input a point P on E and a format specifier fmt, which is one of the
symbolic values compressed, uncompressed, or hybrid. The output is an octet string EP, computed

as follows:
— If P= O, then EP = Oct(0).

— If P=(x, y) # O, with compressed form (x, 7), then EP = H || X|| ¥, where
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— H s a single octet of the form Oct(4U + C - (2 + 7)), where
— U=1if fimt is either uncompressed or hybrid, and otherwise, U= 0,
— C=1if fimt is either compressed or hybrid, and otherwise, C =0,
— Xis the octet string FE20SP (x),

— Y is the octet string FE20SPx (y) if fmt is either uncompressed or hybrid, and otherwise Y is

— The
form
and
0S2

NOTE

computed.

6.7 Inf

Let E be
curve po

a) The
b) Con

c) Ifth
outp

NOTE 1

NOTE 2

compres

NOTE 3

P=(x,y)
compress

NOTE 4

points. The function I2ECP is_used as a component together with OS2IP or a hash function.

7 Elli

71 EI

TorTT

function OS2ECP; (EP) takes as input an octet string EP. If there exists a point P on the curve E~and g
at specifier fmt such that EC20SP; (P, fmt) = EP, then the function outputs P (in uncompressed.form
otherwise, the function fails. Note that the point P, if it exists, is uniquely defined, and so the functio
FCP (EP) is well defined.

=)

If the format specifier fmt is uncompressed, then both x and y are used; and thepvalue y need not be

eger / elliptic curve conversion: 2ECP

an elliptic curve over an explicitly given finite field F. Primitive I2ECP to ‘convert from integers to ellipt
nts is defined as follows.

o

function I2ECP(x) takes as input an integer x.
vert the integer x to an octet string X =120SP(x, L(|F |-1))

Bre exists a point P on the curve E such that EC20SP(P, compressed) = 03||X, then the function
uts P, and otherwise, the function fails.

The output of point P, if it exists, is uniquely defined.

The function I2ECP will fail on input x-if.there does not exist a point P on the curve E such that EC20SP; (§
sed) = 03]1X.

The range of the I2ECP is approximately half of E(F). That is, the I2ECP always outputs elliptic curve poin
with compressed form (x, 1). ltwill' not output either the point at infinity or an elliptic curve point P = (x, y) wit
led form (x, 0).

o0

Some applications based on elliptic curve may need a function which maps octet strings to elliptic cury

[

ptic curve’domain parameters and public key

iptic'curve domain parameters over F(q)

Elliptic curve parameters over F(g) (Inciuding the Speciai cases F(p) and F(2™*)) shaitconsistof the fottowing:

NOTE

— The

If m>1, there must be an agreement on the choice of the basis between the communicating parties.

field size ¢ = p™ which defines the underlying finite field F(g), where p shall be a prime number, and an

indication of the basis used to represent the elements of the field in case m>1.
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— If ¢ = p" with p > 3, two field elements a and b4 in F(¢) which define the equation of the elliptic curve

S+ ax+ b.

E: y2 =x
— If g =2", two field elements ¢ and b in F(2") which define the equation of the elliptic curve

E:y*+xy=x’+ax’+b.

— If ¢ =3", two field elements a and b in F(3") which define the equation of the elliptic curve

E:y*=x+ax*+b.
—+ Two field elements x; and y¢ in F(g) which define a point G = (xg, ys) of prime order on E.
—+ The order n of the point G.

—+ The cofactor i = #E(F(gq))/n (when required by the underlying scheme).

NOTE The computation of #£(F(g)) is described in [7].

7.2 Elliptic curve key generation

Given a valid set of elliptic curve domain parameters, a privaterkey and corresponding public key may be
generated as follows.

q) Select a random or pseudorandom integer d in the $et [2, n-2]. The integer d must be protedted from
unauthorised disclosure and be unpredictable.

H) Compute the point P = (xp, yp) = dG.
d) The key pair is (P, d), where P will be used\as the public key, and d is the private key.

Ih some applications the public key may.be‘eG, where de = 1 mod n.

© ISO/IEC 2008 — All rights reserved 9
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Annex A
(informative)

Background information on finite fields

It is the purpose of this annex to present the information on finite fields that is necessary for the elliptic curve

based py

A1 Bi

A bitis e
a bit strin
strings o
is 0).

A.2 O¢

An octet
the num
length is

A3 Th

It is assumed that the reader is familiar with ordinary field arithmetic. For any prime power, g=p™ with som

integer nj
isomorph
operatior

— Fl(q)

— Flg)

NOTE 1

The set
exists at
some i

Charactg

IUill.; i\Uy bbilUIlIUb.

t strings

ther zero “0” or one “1”. A bit string x is a finite sequence (xi, . . ., xo) of bits x,, . . ., x,.;.(Fhe length ¢f
g x is the number / of bits in the string x. Given a non-negative integer n, {0, 1}" denetes the set of bt

F length . {0, 1} =U,-, {0, 1}" denotes the set of bit strings, including the null stfing (whose length

ttet strings

is a bit string of length 8. An octet string is a finite sequence of octets. The length of an octet string
per of octets in the string. {0, 1}** denotes the set of octet strings,) including the null string (whos
0). An octet is often written in its hexadecimal format, using the-range between 00 and FF.

D o

e finite field F(q)

[¢]

> 1, there exists a finite field consisting of exactly g-elements. This field is uniquely determined up
ism and in this document it is referred to as-the finite field F(g). F(g) is endowed with two bas
s, addition “+” and multiplication “-” such that

O O

is an abelian group with respect to addition “+”,

\{07} is an abelian group with respect to multiplication

If m = 1, then the addition and.multiplication coincide with modular addition and multiplication mod p.

i(9) {07} is denoted by, 7(g)*. This is a cyclic group of order g-1 under multiplication. Hence, there
least one element % in-F(q)* such that every element a in F(g)* can be uniquely written as a = y , f¢

{0,...., g-2}.

=

ristic of a finite field

The char
If no suc

acteristic.of a field is the smallest positive integer ¢ such that ¢ additions of 1 give the zero element.
h ¢ eXist; the characteristic is 0. For any prime p, the characteristic of the field F(p™) is p.

Inverting

alamants of F(o\*
S1e e sS—o1

Let a be

S \T

an element of F(g)*. Then there exists a unique element b € F(q)* such that a'b = b-a = 1, and b is

called the multiplicative inverse of a, denoted by a”'. If a = y /, then a™' can be computed as o™ = y .

NOTE 2
algorithm.

10

1

If m =1, a is given as x in the equation of ax + py = 1, which can be solved using the extended Euclidean

© ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=dbf8ef586dc012ca82e779ee7ee63bbf

ISO/IEC 15946-1:2008(E)

Squares and non-squares in F(g)

Assume the characteristic of F(gq) > 2. An element a € F(g)* is called a square in F(q)* if there exists an
element b € F(q)* such that a = b°. Whether a € F(¢)* is a square or not can be determined by making use of
the equivalence:

ais a square in F(g)* < a“"? = 1.

Finding square-roots in F(q)

>

ssume the characteristic of F(g) > 2. There are various methods for finding square roots in F(g)| That is,
diven a € F(q)* where a is a square, find b € F(q)* such that a = .

+1)/4

NOTE 3 If ¢ = 3(mod 4), then the square-root can be computed as b = a“ . The other cases are described ip [7].
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Annex B
(informative)

Background information on elliptic curves

It is the purpose of this annex to present the information on elliptic curves that is necessary for the elliptic
curve bagedpubtickey schemes:

B.1 Prpperties of elliptic curves

An elliptit curve E over F(q) is endowed with a binary operation “+” : E x E — E assigning to any(fwo points (
0, on E a third point O, + O, on E. The elliptic curve E is an abelian group with respect to “+”.

The number of points of E (including Or) is called the order (or cardinality) of E and is denoted by #E(F(q)). The
order safisfies the following theorem of Hasse.

Hasse: g+1-2Vg < #HE(F(q))Sq+1+2Vg
The integer ¢ defined by 1 = ¢ +1 - #E(F(g)) is called the trace. Hasse’s theorem gives a bound on the trace.
Clause B.5 gives sufficient conditions that for a given ¢ in [-2Vg, 2Vg], thefe is an elliptic curve E over F(g) with

trace t.

Anomaldus and supersingular curves

[oN

An ellipti¢ curve E defined over F(g) with trace ¢ divisible by p:is‘called supersingular. An elliptic curve E define
over F(qg) with #E(F(q)) = p" where ¢=p" is called anomalous. Supersingular curves are subject to the Frey
Ruck [10] and Menezes-Okamoto-Vanstone [12] algorithms. Anomalous curves are vulnerable to attacks using
the Arakf-Satoh [13], Smart [15] and Semaev [14] algorithms.

B.2 The group law for elliptic curves Fover F(q) with p > 3

B.2.1 Qverview of coordinates

An ellipti curve is generally definedin terms of affine coordinates. Therefore, the base point or a user publfc
key is giyen in affine coordinates..The major drawback of affine coordinates is that they make heavy use ¢f
divisions|in F(g) for both addition’and doubling. In most implementations of finite field arithmetic, field division
is a very|‘expensive” operation”and in such situations it can be prudent to avoid divisions as much as possiblé¢.
This can|be achieved by using other coordinates for the elliptic curve points such as projective, Jacobian, and
modified|Jacobian coardinates. All of the coordinate systems given for an elliptic curve are compatible.

B.2.2 The group.law in affine coordinates

Let F(g)|be~a finite field with p > 3. Let E be an elliptic curve over F(q) given by the “short Weierstrag

equationk;

[

(Aff) V=X +aX+b with a, b € F(q),

where the inequality 44° + 27b* # 0 holds in F(g). (More precisely, (Aff) is called the affine Weierstrass
equation.)

In affine coordinates the group law on an elliptic curve given by (Aff) reads as follows:
— The point at infinity is the identity element O with respect to “+”.

— LetR = (x, y) be apointon E such that R# Oz. Then-R = (x, - y).
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the point R;=(x3, y3) where:
- .2
X3=FV =X =X
yi=r(x-x3) -
with » = (yz ')’1) / (X2 —xl).

— letR=(x.v)be apointon £ such that R # Oz and v # 0z Its doubling is the point 2R = (x3. v3). whe

2008(E)

Let R, = (x;, 1) and R, = (x,, ») be two distinct points on E such that R, # + R, and R, R, # Ox. The sum is

X3= - 2x

»=Er(x-x3)-y
with 7= (3x* + a) / (2y). In the case of R = (x, 05), its doubling is 2R = O.
B.2.3 The group law in projective coordinates

NOTE 1 Using projective coordinates will result in more multiplications during the\calculation of the group Ia
versions have to be computed.

OTE 2  When using elliptic curves for cryptosystems, usually a transfofmation into affine coordinates has t

the end of the scalar multiplication. When converting projective into affine coordinates, 1 division is necessary.

he two-dimensional projective space over F(q), ITj(F(g))sis given by equivalence classes of triplets
F(q) x F(q) x F(g)\ {(0r, O, 0r)}, where two triplets (X, ¥»2), (X', Y, Z') € F(q) x F(q) x F(g)\ {(0OF, 0g
id to be equivalent if there exists 4 € F(g)* such that (X, Y', Z') = (AX, 1Y, AZ). The projective analogd
ort affine Weierstrass equation (Aff) is defined<over IZ(F(q)) and given by the homogeneo
quation,

(Proj) Y’Z=X +aXZ'+ b7’ with a, b € F(q).
OTE 3 The set of all triplets equivalent to (X, Y, Z) is denoted by (¥, Y, Z)/~.

he elliptic curve given in projective coordinates consists of all points R = (X, Y, Z) of F(q) x F(q) x H
, 0r)} such that the triple (X.Y; Z) is a solution of the equation (Proj), where by an abuse of no
entify (X, Y, Z) with the equivalence class (X, Y, Z)/~ containing (X, Y, Z). There is a relation bet
oints O of £ when the curve is given in affine coordinates and the points R in projective coordinateg
ne following holds:

— Ty =

coordinates.

- If R=U, 7, Z) (with Z = 0x ) is a solution of (Proj) then Q = (X/Z, Y/Z) is the corresponding affine pd

—~ There is only one solution of (Proj) with Z = 0, namely the point (0, 1 , 0z). This point correspond

ws but no

b be done

(X, Y, 2)
, 07)} are
ue of the
us cubic

(9)\ {(0r,
ation we
veen the
. Indeed,

- If O = (Xp,Fg)is an affine point of E, then R = (Xp, Yy, 1) is the corresponding point in projective

int of E.

5 to Oy.

In projective coordinates the group law on an elliptic curve given by (Proj) reads as follows:
— The point (0, 15, 0f) is the identity element Oy with respect to “+”.

— LetR =(X, Y, Z) # (0g, 1, 0x) be a point on E given in projective coordinates. Then - R = (X, - Y, Z)

© ISO/IEC 2008 — All rights reserved
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— LetR,=(X, Y1, Z)) and R, = (X5, Y5, Z,) be two distinct points on E such that R, # R, and Ry, R, # (0x, 1p,
0r) and denote the sum by R; = (X3, Y3, Z;). The coordinates X;, Y; and Z; can be computed using the
following formulae:

X3=-su,
Y3 =t ( u+ S2X122 ) - S3YIZZ,

Z3 = S3ZIZZ,

with

— LetR=(X, 7, Z) # (0f, 1, 0z) be a point on E and denote its doubling by 2R = (X;, Y3, Z;). The coordinates
X;, Iand Z; can be computed using the following formulae:

with

B.2.4

NOTE 1

be compyted.

The two-qdimensional space over F(q), [Z..(F(q)), is given by equivalence classes of triplets (X, Y, Z) € F(q)
F(q) x F(g)\ {(0x, Or, 0r)}, where two triplets (X, Y, Z), (X', ¥5*Z") € F(q) x F(q) x F(g)\ {(0, Ox, 0r)} are said to b
equivalent if there exists 1 € F(g)* such that (X', Y, 29 (1°X, A’Y, AZ). The Jacobian analogue of the shot
affine Weierstrass equation (Aff) is defined over /Z.¢(F(g)) and given by the cubic equation

NOTE 2

The ellip
0r)} such
(X, Y, 2)
when th
following

— Ko

coordinates.

— IfR

s = XzZl 'X]Zz, t= YzZl - Y]Zz, and u = S2 ( XIZZ +X221) - t2ZlZz.

X5 = - su,
Vs=t(u+sX)-57,
Z;=57,
t=3X+aZ’, s=2YZand u = 25°X - £'Z.
The group law in Jacobian coordinates

Using Jacobian coordinates will result in more multiplicationsduring the calculation but no inversions have fo

[¢)

(Jac) V=X +aXZ' + b7 with a, b € F(q).
The set of all triplets equivalent to*(X, Y, Z) is denoted by (X, Y, Z)/~.

ic curve given in Jacobian.coordinates consists of all points R = (X, Y, Z) of F(q) x F(q) x F(q)\ {(0r, O
that the triple (X, Y, Z) is.a solution of the equation (Jac), where by an abuse of notation we identit
with the equivalence class (X, Y, Z)/~ containing (X, Y, Z). There is a relation between the points Q of
b curve is given in affine coordinates and the points R of the Jacobian coordinates. Indeed, th
holds:

O O A

=)

= (Xy, Yp)iisran affine point of E, then R = (X, Yy, 15) is the corresponding point in Jacobia

= (X Y5 Z) (with Z = 0, ) is a solution of (Jac) then O = (XIZ°, Y/Z°) is the corresponding affine point of .

— The

€ 1S onty one sotation of (Jac )y with Z =0z, namety the point {15 15, 0z)— 1 hiS point COMesponds t0 O

In Jacobian coordinates the group law on an elliptic curve given by (Jac) reads as follows:

— The

point (1, 15, 05) is the identity element Oy with respect to “+”.

— LetR=(X, 7, 2) # (1 15, 0z) be a point on E given in Jacobian coordinates. Then - R = (X, - Y, Z).

— LetR,=(X}, Y}, Z)and R, = (X, Y,, Z,) be two distinct points on E such that R, # R, and Ry, R, # (15, 1,
07) and denote the sum by R; = (X3, Y3, Z;). The coordinates X3, Y3 and Z; can be computed using the
following formulae:

14
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Xz3=- h3 - 2u1h2 + 1"2,
Y3: 'S1h3 + V( ulhz 'X3),
Z3 :ZIZZh,

with u1=X12§,u2=X2212,s1= YIZ;,S2= Yzzf,h=u2—u1,andr=s2—s1.

— LetR=(X, 7, Z) # (15, 1, 0r) be a point on E and denote its doubling by 2R = (X3, Y3, Z;). The coordinates
Xz, Y5 and Z; can be computed using the following formulae:

X; =1,
Yi=-8Y +m(s - 1),
Zy=2YZ,
with s = 4XY2, m =3X* +aZ* and ¢ = - 25 + m*.
B.2.5 The group law in modified Jacobian coordinates

nder the same cubic equation (Jac), the group law in the modified Jacobian is given by representing the
acobian coordinates as a quadruple (X, Y, Z, aZ'), which provides,thefastest possible doublings over|E(F(q)).

C

In the modified Jacobian coordinates the group law on an ellipfic*curve given by (Jac) reads as follows]:

- LetR =(Xy, 1, Z, aZf )Yand R, = (X3, V3, 75, aZi ) be'two distinct points on E such that R, # R, andl R, R, #

(15, 15, 0x, 0) and denote the sum by R; = (X3, ¥5,\7;, aZ‘; ). The coordinates X3, Y3 and Z; can be gomputed
using the following formulae:

Xy = -1 - 2uh® + 17,
Y; 5~ Sll’l3 + i"(l/llhz - X3),
Z3 =2122h,

4

aZy=aZl, ,

Wlthu1=XIZ§ ,u2=X2212 ,Sl=YlZ; ,Sg=Ysz,h=u2-u1,andr=s2-sl.

- Let R = XYY, Z, aZ') # (1 15, Of, 0r) be a point on E and denote its doubling by 2R = (X3, Y3, Zs, azg‘ ). The
coordinates X3, Y3 and Z; can be computed using the following formulae:

Yi=m(s-1)-u,
Z,=2Y7,

aZ;1 =2u (aZ),

with s =4XY?, u=8Y", m=3X+(a Z'), and t = -2s + m".
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B.2.6 Mixed coordinates

There are computational advantages and disadvantages to representing an elliptic curve point in affine,
projective, Jacobian or modified Jacobian coordinates. There is no coordinate system which gives both fast
additions and fast doublings. It is possible to mix different coordinates, i.e. to add two points where one is
given in some coordinate system, and the other point is in some other coordinate system. We can also choose
the coordinate system of the result. Since we have four different kinds of coordinate systems, this gives a large
number of possibilities. Mixed coordinates give the best combination of coordinate systems for doublings or
additions to minimize the time for elliptic curve exponentiation. Mixed coordinates run most efficiently in the
pre-computation algorithm, which is described in Clause C.2.2.

B.3  The group law for elliptic curves over F(2")

B.3.1 The group law in affine coordinates
Let F(2™), for some m = 1, be a finite field. Let £ be an elliptic curve over F(2™) given by the equation
(Aff) V+XY=X +aX*+b with a, b € F(2")
such that b # Op.
In affine foordinates the group law on an elliptic curve given by (Aff) reads as<ollows:
— The|point at infinity is the identity element O with respect “+”.
— Let R = (x, y) # Og be a point on E given affine notation. Then -R= (x, x + y).

— Let Ry = (x1, y1) and R, = (x,, y,) be two distinct points on £<uch that R, # £R, and R, R, # Or. The sum is
the point R; = (x3, 13), where:

X3 =r2+r+x1 +x, ta,
y3 = r(x) +x3) + x4+,
with{7 = (y;, + y1)/(x2 + x1).
— Let R=(x, y) be a point on E such.that R = O and x = 0. Its doubling is the point 2R = (x3, y3), where:
%3 = P+ a,
y3=x0 4 (r+ 1p) x5,
with{» = x + (y/ x).fthe case of R = (0, y), its doubling is 2R = O,

m

As with the group-law in the affine description of an elliptic curve over F(p™), the group law given above make
heavy uge of divisions in F(2"), when we compute the scalar multiplication. However, we can again use th
projective description of the elliptic curve group law, which makes only 1 division at the end of the scals

mu|t| |iC' Hian BRath dacerintiane Af allintic ~Alimne Arn camnatihia
plication—Both-descriptions-of eliptic-curves-arc-compatible-

= O »n

B.3.2 The group law in projective coordinates

NOTE 1 Using projective coordinates will result in more multiplications during the calculation but no inversions have to
be computed.

The two-dimensional projective space over F(2"), I1,(F(2")), is given by the equivalence classes of triplets (X,
Y, Z) € F2") x F(2") x F2™)\ {(0x, 0%, 0x)}, where two triplets (X, Y, Z), (X', Y', Z') € F(2") x F(2") x F(2")\ {(0p,
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07, 0r)} are said to be equivalent if there exists 4 € F(2")* such that (X', Y, Z') = (1X, AY, AZ). The projective
analogue of the affine equation (Aff) is defined over 7Z,;(F(2")), and given by the homogeneous cubic equation

(Proj) Y Z+XYZ=X +aX'Z+bZ with a, b € F(2").
NOTE 2  The set of all triplets equivalent to (X, Y, Z) is denoted by (X, Y, Z)/~.
The elliptic curve given in projective coordinates consists of all points R = (X, Y, Z) of F(2") x F(2") x F(2")\ {(0r,
07 07)} such that the triple (X, Y, Z) is a solution of the equation (Proj), where by an abuse of notation we
identify (X, Y, Z) with the equivalence class (X, Y, Z)/~ containing (X, Y, Z). Clearly, there must be a 1-1 relation
between the points J of £ when the curve Is given In aifine coordinaies and the points R of the projective
goordinates. Indeed, the following holds:

-+ If O = (xo, o) is an affine point of E, then R = (xq, yo, 1r) is the corresponding point in projective
coordinates.

—+ IfR=(X, 7, Z) (with Z = 0;) is a solution of (Proj) then O = (X/Z, YIZ) is the corresponding affine po|nt of E.
—+ There is only one solution of (Proj) with Z = 0, namely the point (0, 15, 05). This point correspondp to Og.
In projective coordinates the group law on an elliptic curve given by (Proj) reads as follows:
—+ The point (0, 15, 0f) is the identity element Oy with respect to “+”.
—+ LetR=(X, 7, Z2)# (0 15, 0z) be a point on E given in projectiv€ coordinates. Then-R = (X, X + Y, [£).
—+ LetR, =(X,, Y}, Z)) and R, = (X5, 1>, Z,) be two distinct peints on E such that R, # R, and Ry, R, # (P, 11, 0r)
and denote the sum by R; = (X3, Y3, Z;). The coordinates X3, Y; and Z; can be computed using the|following
formulae:
Xz =su
Vs =i+ s°X12,) + $° Y12, + su
AERAVA
With s = XoZ, + X\ Zs, t = Y,Z, +Y\ 2, and u = (£ + ts + as®) Z,Z, + s°.

—+ LetR=(X,7Y, Z) # (0 1% 0r) be a point on E and denote its doubling by 2R = (X3, Y3, Z;). The coprdinates
X;, Y3, and Z; can be computed using the following formulae:

X3=Sf
Vs = X5Wi(s + YZ+ XP)
Z3=S3,

with s = XZand ¢ = bZ* + X*.

B.4 The group law for elliptic curves over F(3")

B.4.1 The group law in affine coordinates
Let F(3™), for some m 2 1, be a finite field. Let £ be an elliptic curve over F(3™) given by the equation
(Aff) V=X+aX*+b with a, b € F(3")

such that a, b # Op.
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In affine coordinates the group law on an elliptic curve given by (Aff) reads as follows:

— The

point at infinity is the identity element O, with respect “+”.

— LetR = (x,y) # O be a point on E given affine notation. Then - R = (x, x + y).

— Let R, = (x1, y1) and R, = (x,, y2) be two distinct points on E such that R, # £R, and R, R, # Or. The sum is
the point R; = (x3, 13), where:

xa:rz-a-)m-xn

with

— Let/

with

As with {
heavy us
projectiv

multiplication. Both descriptions of elliptic curves are compatible.

B.4.2

NOTE 1
be comp(

The two-
7) € F(3'
0r)} are
analogue

NOTE 2

The ellip
Or, 0r)} 4
identify (]
between

y3 = rx - x3) -y,

r= (- yi)(x - x1).

R = (x, ¥) be a point on E such that R # O and y # 0. Its doubling is the point 2R = (x;, 93); Where:
X3 = - atx,
y3=r(x-x3) -y,

r=ax/y. Inthe case of R = (x, 0r), its doubling is 2R = O,

he group law in the affine description of an elliptic curve over E(u¥), the group law given above make

e of divisions in F(3"), when we compute the scalar multiplication. However, we can again use th
p description of the elliptic curve group law, which makes only 1 division at the end of scalg

The group law in projective coordinates

Using projective description will result in more multiplications during the calculation but no inversions have f{
ted.

dimensional projective space over F(3"); Ii(F(3™)), is given by equivalence classes of triplets (X,
) x F(3™) x F(3")\ {(0f, Oz, 0f)}, where two triplets (X, Y, Z), (X', ', Z') € F(3") x F(3") x F(3")\ {(0z, 0
said to be equivalent if there exists 4 € F(3")* such that (X, ¥, Z) = (1X, AY, 1Z). The projectiv
of the affine equation (Aff) isidefined over 7Z,(F(3")), and given by the homogeneous cubic equatio
(Proj) ,YV'Z=X +aX’Z+bZ with a, b € F(3").
The set of all triplets.equivalent to (X, Y, Z) is denoted by (X, Y, Z)/~.

uch that thetriple (X, Y, Z) is a solution of the equation (Proj), where by an abuse of notation W
X, Y, Z) .with the equivalence class (X, Y, Z)/~ containing (X, Y, Z). Clearly, there must be a 1-1 relatio

coordinares. Indeed, the following holds:

the points O of E when the curve is given in affine coordinates and the points R of the projectiv

ic curve givefiin'projective coordinates consists of all points R = (X, Y, Z) of F(3™) x F(3") x F(3")\ {(0}

= O »n

- N

R

- O

T

[OB=¢)

— If O = (xp, yo) is an affine point of E, then R = (xo, yo, 1r) is the corresponding point in projective
coordinates.

— IfR=(X, 7Y, Z) (with Z = 0;) is a solution of (Proj) then O = (X/Z, YIZ) is the corresponding affine point of £.

— There is only one solution of (Proj) with Z = 0, namely the point (0, 15, 05). This point corresponds to O.

In projective coordinates the group law on an elliptic curve given by (Proj) reads as follows:

— The

18

point (0, 15, 05) is the identity element Oy with respect to “+”.
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— LetR=(X, 7, 2) # (0r, 15, 0F) be a point on E given in projective coordinates. Then -R = (X, X + ¥, Z).

— LetR,=(X}, Y, Z)and R, = (X,, Y», Z,) be two distinct points on E (such that R, # £R, and R, R, # (0, 1p,
07)) and denote the sum by R ; = (X;, Y3, Z;). The coordinates X3, Y3 and Z; can be computed using the
following formulae:

X;= st22122 - s3u

Y3 = t(sX122 - t22122 + szu) - S3Y122

Zy= S32122
with s = X2, — X125, t = Y 2, — Y2, andu = al\Z, + X\Z, + XpZ,.

—+ LetR=(X,7, Z) # (0 1 07) be a point on E and denote its doubling by 2R = (X3, ¥:4%;). The coprdinates
X;, Y3, and Z; can be computed using the following formulae:

Xz3=tY
Yy=s(XV*-1)-Y
Z,=YZ,

with s = aX and t = s°Z - aV’Z + XY,
B.5 The existence condition of an elliptic curve\E

B.5.1 The order of an elliptic curve E defined over F(p)

—

he trace of E over F(p) is bounded in [- 2\, 24/p],by Hasse’s theorem. Waterhouse’s theorem states fthat for a
iven tin [- 2\p, 2\p], there exists an elliptic cutve E over F(p) with trace 1.

Q

Waterhouse: Every integer n in the interval given by Hasse’s theorem is the order of some elligtic curve
defined over F(p).

B.5.2 The order of an elliptic'.curve E defined over F(2")

—

he trace of E over F(2") is-bounded in [- 2N2", 242"] by Hasse’s theorem. The conditions that for a fiven t in
242", 272" there is ah_élliptic curve E over F(2™) with trace ¢ is given by Waterhouse’s theorem.

—

Waterhouse:  Lkef-f be an integer where | 4<2v2". Then there exists an elliptic curve defined over F(2") of
order 2" + 1 - ¢ if and only if one of the following conditions hold:

— _ns/odd.

— t=0.

— misoddand #=2"",

m+2

— misevenand £ =2""orr’=2".
B.5.3 The order of an elliptic curve E defined over F(p™) with p 2 3

The trace of E over F(p™) is bounded in [- 2\p", 2\p™] by Hasse’s theorem. The conditions that for a given t in
[- 2\p™, 2\p™ there is an elliptic curve E over F(p™) with trace t is given by Waterhouse’s theorem.
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Waterhouse:  Let 7 be an integer where |4 <2\p

m

. Then there exists an elliptic curve defined over F(p™) of
order p"+1 - ¢ if and only if one of the following conditions hold:

t is not divisible by p.
m is odd and one of the following holds:
— t= 0’

£ =3"landp=13
I

B.6 T

B.6.1 An overview of pairings

Let E be
n-torsion
because
pairings
over the
Tate pai
more eff

B.6.2 T
Let E/F H
n is relat
smallest

The Wei

and the |

NOTE

m is even and one of the following holds:
— =4

— 7 =p"andp - 1is not divisible by 3;
— ¢t=0andp - 1is not divisible by 4.

he pairings

an elliptic curve over F(g) where ¢ = p”, and let n be relatively-prime to the characteristic p of F(g). The
group is generated by two points when # is relatively prime.to\p. E(F(g)) includes an n-torsion point
#E(F(q)) is divisible by a prime n. Note that this fact does.hot imply E(F(q)) > E[s]. The Weil and Tate
are non-degenerate, bilinear maps defined over an elliptic curve E to y,. The Weil pairing is defined
n-torsion group E[n], and thus requires E(F(¢4”)) suGh that E(F(¢”°)) > E[n]. On the other hand, the
ing can work if only E(F(¢%)) > G, and F(¢®) ous Therefore, the computation of the Tate pairings s
cient than that of the Weil pairing.

he definitions of Weil and Tate pairings
e an elliptic curve, n be a prime divisor of #E(F(q)), and E[n] be the n-torsion group. We assume that
vely prime to ¢. Then E[n] contains two points G, and G, such that E[n] = < G;> x < G,>. Let B be the
integer such that ¢”- 1 is divisible by n. Then E[n] < E(F(¢")).
pairing is a pairing
e, . E[n] X E[n] —> Ly,

[ate pairing is.a-pairing

E(F(¢°))n] x E(F(q")) / nE(F(q")) = 4

The detailed information on Weil and Tate pairings is described in [16].

B.6.3 Cryptographic bilinear map

A cryptographic bilinear map e, is realized by restricting the domain of the Weil or Tate pairings, which satisfy
the conditions of non-degeneracy, bilinearity, and computability. In cryptographic applications, the
cryptographic bilinear maps e, are described in the following two ways:

— €, <G>x<G> >,

— €y . < G1>X< Gl> - ,um

where < G,> and < G,> are cyclic groups of order n and w, is the cyclic group of the n-th roots of unity.

20
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Background information on elliptic curve cryptosystems

2008(E)

It is the purpose of this annex to give some algorithms on elliptic curve cryptosystems that are necessary for

tie—secureettiptic curve basedpubtickey schemesdescribedmsubsequent partsof thisstardard:
¢.1 Definition of cryptographic problems

¢.1.1 The elliptic curve discrete logarithm problem (ECDLP)

mn

or an elliptic curve E/F(q), the base point G € E(F(gq)) with order n, and a point R&E(F(q)), the ellig
iscrete logarithm problem (with respect to the base point G) is to find the integer x € [0, n-1] such th
filsuch an x exists.

= O

—

he security of elliptic curve cryptosystems is based on the believed hardness of the elliptic curve
dgarithm problem.

G.1.2 The elliptic curve computational Diffie Hellman problem (ECDHP)

I

or an elliptic curve E/F(q), the base point G € E(F(gq))»with order n, and points aG, bG < E(/
omputational elliptic curve Diffie Hellman problem is to cempute abG.

Q

—

he security of some elliptic curve cryptosystems is*based on the believed hardness of the comj
lliptic curve Diffie Hellman problem.

D

G.1.3 The elliptic curve decisional Diffie Hellman problem (ECDDHP)

I

or an elliptic curve E/F(q), the base.point G € E(F(gq)) with order n, and points aG, bG, Y € E(/
decisional elliptic curve Diffie Hellmar' problem is to decide whether Y = abG or not.

—

he security of some elliptic-etirve cryptosystems is based on the believed hardness of the decision
aurve Diffie-Hellman problem:

G.1.4 The bilinear. Diffie-Hellman (BDH) problem

he bilinear Diffie;Hellman problems are described in two ways according to the corresponding cryp
ilinear maps.

o —

— SFor two groups < G,> and < G,> with order »n, a cryptographic bilinear map e, : < G;>x< G,>—

bG, € <G>, and aG,, ¢G, € < G,>, the bilinear Diffie-Hellman problem is to compute ¢,(G;, G}

tic curve
At P = xG

discrete

(¢)), the

utational

(), the

al elliptic

ographic

P /um aGla

abc

~

— For a group < G,> with order n, a cryptographic bilinear map e, : < G;>x< G;> — 1,, and aG,

abc

€ < G,>, the bilinear Diffie-Hellman problem is to compute ¢,(G,, G;)*".
C.2 Algorithms to determine discrete logarithms on elliptic curves

C.2.1 Security of ECDLP

The security of ECDLP depends on the selection of elliptic curves E/F(q) and the size n of order of

y bG1 CG1

the base

point G. This section gives an overview of algorithms to solve ECDLP. The elliptic curve E/F(gq) shall be chosen
to meet the defined security objectives against the following algorithms to solve ECDLP. The size of n shall be
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set to meet the defined security objectives against the baby-step-giant-step algorithm and various variants of
the Pollard p algorithm.

NOTE The size of n should be 160 bits or more to achieve enough security.

C.2.2 Overview of algorithms

The following techniques are available to determine discrete logarithms on an elliptic curve:

— The
logdrithm problem for an elllptlc curve E deflned over F(g) to the discrete logarithm in the cyclic subgraup
of pfime order dividing # E (F(q)).

— The|baby-step-giant-step algorithm and various variants of the Pollard-p algorithm.

— The|algorithm of Frey-Rick and the Menezes-Okamoto-Vanstone algorithm which both/“transform thie
disgrete logarithm problem in a cyclic subgroup of E with prime order n to the smallést extension field
F(q') of F(q) such that » divides (¢” - 1). The Frey-Riick algorithm runs under weaker conditions than the
alggrithm published by Menezes-Okamoto-Vanstone.

— The|algorithm of Araki-Satoh, Smart and Semaev which solves the discrete’logarithm problem for a
elliptic curve E defined over F(p™)in the case # E (F(p™)) = p".

Unlike the situation of the discrete logarithm in the multiplicative group.o6f some finite field there is no kno
“index-calculus” available in the case of elliptic curves.

NOTE The Pohlig-Silver-Hellman and baby-step-giant-step algorithms work generally on all kinds of elliptic curves
while the Frey-Rick, the Menezes-Okamoto-Vanstone, Araki-Satoh, Smart, and Semaev algorithms work only on curvds
with specfal properties.

C.2.3 The MOV condition

Let n be|as defined in the set of elliptic curve domain parameters, where n is a prime divisor of #E(F(g)).
value B |is given as the smallest integer such-that » divides ¢°-1. As mentioned above, Frey-Riick and
Menezeg-Okamoto-Vanstone algorithms reduice’the discrete logarithm problem in an elliptic curve over F(g)
the discrgte logarithm in the finite field F(¢”)-By using the attack, the difficulty of the discrete logarithm proble
in an elliptic curve E/F(q) is related to the.discrete logarithm problem in the finite field F(¢4”). The MOV conditid
describeg the degree of B that ensures that the security level of the discrete logarithm problem in the ellipt
curve cape is equivalent to the disCrete logarithm problem in the finite field case. For some applications base|
on the Weil and Tate pairing, asreasonably small value of B such as 6 is preferable.

S

Q0

C.3 Sgqalar multiplication algorithms of elliptic curve points

C.3.1 Basic algorithm

The conjputation-of multiples of an elliptic curve point is called the scalar multiplication of an elliptic cury
point. The sealar multiplication of an elliptic curve point is easily done usmg the well-known “double-and-adq
algorithn).clet &k be an arbitrary -bit positive integer and let k£ = k., 2" + ... + k2 + ko be the binafy

represe uat;un of f—where =1

= D

In order to compute Q = kG one can proceed as follows:
a) SetQ:=G.
b) Fori=[/-2downtoi=0do

1) 0:=20.

2) Ifk=1thenQ:=0+G.
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Hence, for a randomly chosen & it may be expected that the process of computing £G will entail (I-1) elliptic-
curve doublings plus about //2 elliptic-curve additions.

The scalar multiplication of an elliptic curve point may also be done using the “addition-subtraction” algorithm
based on the non-adjacent form representation (NAF). Let & be an arbitrary /-bit positive integer, and let k = k.2’
+ k. 25+ L+ k2 + k, be a signed-binary representation of k , where k; = 0, +1, -1 and no two values &; and &,
are both non-zero.

NOTE The NAF representation of k is uniquely determined [7]. The length of NAF representation of £ becomes / or
[+1.

In order to determine O = kG one can proceed as follows:

Q

) SetQ:=0;.

) Fori=/downtoi=0do

1) SetQ:=20.

2) Ifk,=1thensetQ:=Q0+G.
3) Ifk=-1thensetQ:=0Q-G.

or a randomly chosen % it may be expected that the process of evaluating 4G will entail at most [ elligtic-curve
oublings and about /3 elliptic-curve additions.

Q. T

¢.3.2 Algorithm with pre-computed table
Tlhe scalar multiplication of an elliptic curve point is:€asily done using the well-known “window” algorithm. The
dlgorithm consists of two parts: precomputation and main loop. In the precomputation stage, the poinfs G;= iG
gre computed for odd i € [1, 2"-1] for some w0, where w determines the size of the pre-computed table. In
the main loop stage, kG is computed by usingthe pre-computed points.

Llet k£ be an arbitrary positive integer and\fet k = k., 2" + ..... + k2 + ky be the binary representation of|k, where
k.. = 1. In order to compute O = kG ene can proceed as follows:

Rrecomputation:

q G, =G, G, =20

B) Fori=1to2"" -%do: Gy = Goey + Go.
Nlain loop:

q) j=1L1)0 =G

) Mhile ;=0 do

Ty Wk=0then Qg =20 and j=;- 1.

2) Else =) 52, k2", Q:=2""0+ G, for the least integer t such that j - t+ 1 <wand k, = 1, and j :=
t-1.

The precomputation needs one doubling and 2""'-1 additions. The main loop needs (at most) /-1 doublings and

about [ 7/(w+1) ] additions. Hence, for a randomly chosen & it may be expected that the process of computing kG
will entail (/ - 1) elliptic-curve doublings plus about (// (w + 1) + 2! - 1) elliptic-curve additions.
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C.4 Algorithms to compute pairings

C.4.1 The auxiliary functions

To compute the pairings, the two auxiliary functions f and g are defined as follows. The function AP, O, R) is
defined for E(F(¢”)) > P = (xp, yp), O =(xg, ¥o), R = (xz, yr) as follows:

For an elliptic curve E over F(p™) (p > 3) with the equation Y%= X +aX+b,

— ifP=0rand Q = O, then AP, O, R) = 15

— elselif P = O, then f(P, O, R) = xg - x¢

— elselif 0 = O, then AP, O, R) = xz - xp

— else|if xp = xg, then f(P, O, R) = (xg - xp)yr - (Vo - Yp)Xr\=X0 VP + XpYo
— else|if yp# yo, then f(P, O, R) = xz - xp

— else|if b=0rand xp = yp = xp = yo = O, then (P, O, R) = xz

— else then f(P, O, R) = (- 3xp7=a) (xz - xp) + 2yp (& - ¥p)

= -(vr - yehi+ (g - xp)* (2xp + Xg)

For an elliptic curve E over F(2") with the equation Y2+ XY= X+aX’ +6,

— ifPF Ogand Q = O, then AP, Oy R) = 15

— elselif P = O, then AP, O, R) = xx + xo

— elselif 0 = O, then (P, O, R) = xz + xp

— else|if xp # xg, then AP, O, R) = (xg + xp) yr + (Vo + yp) Xr + Xo¥p + Xplfo
— else|if yp# yo, then AP, O, R) = xp + xp

— else|if xp = xyp = 0rand yp = y, = \b, then f(P, O, R) = xz

— else then /P, O, R) = (yp + xp”) (xz *+ xp) *+ Xp (vr + yp)

= (yr +yp) + (xg + xp) (Vi + yp +(xz + xp) (@ + xz))

For an elliptic curve E over£(3"™) with the equation Y2=X3+aX* + b,

— if P§ Opand Q =0 then (P, O, R) = 1x

— elselif P = Qp, then AP, O, R) = xz - xg

— elselif. 9'='0g, then AP, O, R) = xz - xp

— else if xp#xp, then AP, O, R) = (xg - xp) yr - (Vg - Yp)Xr - Xo¥p + XpYo
— elseifyp#yg, then (P, O, R) = xz - xp

— elseif b=0rand xp = yp =xp =yo =0, then (P, O, R) = xz

— else, then /P, O, R) =(y& - yp)’ - (xx - xp)’ (2xp + a + xg)

The function g(P, O, R) is defined for P, O, R € E(F(¢®)) as g(P, O, R) =fiP, O, R) | iP+ O, - P- O, R).

The function d,(P, Q) for two points P and Q on E with order n > 2 is computed via the following algorithm.
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